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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form the
specialized system for worldwide standardization. National bodies that are members of I1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with
particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with 1SO and |EC, also take part in the work.

In the field of informati

The main tag
committee mg

of technical committees is to prepare International Standards, but in exceptional circumstances
propose the publication of a Technical Report of one of the following types:

— type1l, When the required support cannot be obtained for the publication of an International Standard, despi
efforts;

— type2, yhen the subject is still under technical development or where for any other reason there is the fut
immedidte possibility of an agreement on an International Standard;

— type 3, yhen atechnical committee has collected data of a different kind from that"which is normally publ
International Standard (“ state of the art”, for example).

Technical Reports of types1 and 2 are subject to review within three years of _publication, to decide whether t
transformed into International Standards. Technical Reports of type 3 do not necessarily have to be reviewed until th
provide are cpnsidered to be no longer valid or useful.

Technical Reports are drafted in accordance with the rules given in the | SO/IEC Directives, Part 3.

Attention is drawn to the possibility that some of the elements of thisTechnical Report may be the subject of patent
and |EC shalllnot be held responsible for identifying any or all suchipatent rights.

ISO/IEC TR R1890, which is Technical Report of type 3, was:prepared by ECMA (as Technical Report ECMA
was adopted, [under a special “fast-track procedure”, by Joint{Technical Committee | SO/IEC JTC 1, Information tec
parallel with jts approval by national bodies of 1SO and | EC.
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I ntroduction

This Technical Report investigates the interoperability of Private Integrated Services Networks (PISNs) and Internet Protocol
(IP) networks within the context of Corporate Telecommunication Networks. The purpose is to identify possible scenarios for
interoperation, problems that will have to be solved if particular scenarios are to be pursued further, and possible future

standardization activities in this area. It forms the foundation for further work in ECMA on this subject,
production of Standards where found to be required.

This Techni

including the

eir active and

continuoug participation in the work of ISO/IEC JT C1, ITU-T, ETSI, IETF and other mternatlonal and natlonal Sfandardization

bodies. It negpresents a pragmatic and widely based consensus.
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I nfor mation technology - Telecommunications and infor mation exchange between

systems - Interoperation of PISNswith | P Networks

1 Scope
The purpose of this Technical Report is to investigate the interoperability of Private Integrated Services Network

s (PISNs) and

Internet Protocol (IP) networks, with a view to identifying possible scenarios for interoperation, problems that will have to be

solved if garticular scenarios are to be pursued further, and possible future standardization activities in this argal
the followiing aspects of interoperability are investigated:

2

ServicesN

SO/IEC 111579-1, Information technology - Telecommunications and information exchange between systems - Priy
Services Network - Part 1: Reference configuration for PISN exchanges (PINX)

twork - Circuit mode bearer services -Inter-exchange signalling procedures and protocol

I SO/IEC 11582, Information technol ogy~ Telecommunications and information exchange between systems - Priv
Services Network - Generic funetional protocol for the support of supplementary services - Inter-exchan
procedureg and protocol

| SO/IEC 18864, Information.technology - Telecommunications and information exchange between systems - Priv
Services Network - Specification, functional model and information flows - Name identification supplementary sel

I SO/IEC 1B868, Information technology - Telecommunications and information exchange between systems - Priv
twor ke Inter-exchange signalling protoool - Name identification supplementary services

ServicesN

In particular,

i¢es, protocols,

d multimedia
P) and ITU-T

D |P networks

ip traffic (e.g.,

nts and is not

ivate Integrated

ivate Integrated

ate Integrated

hte | ntegrated
ge signalling

hte | ntegrated
vices

hte | ntegrated

hte | ntegrated

| SO/IEC 13870, Information technology - Telecommunications and information exchange between systems - Private | ntegrated
Services Network - Inter-exchange signalling protocol - Call completion supplementary services

I SO/IEC 13873, Information technology - Telecommunications and information exchange between systems - Private | ntegrated
Services Network - Inter-exchange signalling protocol - Call diversion supplementary services

ISO/IEC TR 14475, Information technology - Telecommunications and information exchange between systems - Private
Integrated Services Network - Architecture and scenarios for Private Integrated Services Networking

I SO/IEC 155086, Information technology - Telecommunications and information exchange between systems - Private | ntegrated
Services Network (PISN) - Inter-Exchange Signalling Protocol - Message Waiting Indication Supplementary Service

© ISO/IEC 2001 — All rights reserved
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I SO/IEC 19460, Information technology - Telecommunications and information exchange between systems - Private I ntegrated
Services Network - I nter-exchange signalling protocol - Single Step Call Transfer Supplementary Service

ECMA TR/57, Private Integrated Services Networks

ETSI TS 101 313, Telecommunications and Internet Protocol Harmonization over Networks (TIPHON); Network architecture
and reference configurations, Phase Il: Scenario 1 + Scenario 2

ITU-T Rec. G.107, The E-Model, a computational model for use in transmission planning
ITU-T Rec. G.711, Pulse Code Modulation (PCM) of voice frequencies

ITU-T Rec. G

ITU-T Rec. K
systems

ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec.
ITU-T Rec. H
ITU-T Rec. Q
ITU-T Rec. q
IETF RFC 79
IETF RFC 10
IETF RFC 10
IETF RFC 19

\
-
\
-
\
-
\
:
\
\
\
\
\
\

.245, Control protocol for multimedia communication

.248, Gateway control protocol

.261, Video codec for audiovisual servicesat p x 64 kbits

.320, Narrow-band visual telephone systems and terminal equipment
.323, Packet-based multimedia communications systems

.450.2, Call transfer supplementary service for H.323

.450.3, Call diversion supplementary service for H.323

.450.4, Call hold supplementary service for H.323

.450.5, Call park and call pickup supplementary-services for H.323
.450.6, Call waiting supplementary servicefor H.323

.450.7, Message waiting indication supplementary service for H.323
.450.8, Name identification supplementary service for H.323

.450.9, (draft) Call completionsupplementary services for H.323
.921, ISDN user-network intérface - Data link layer specification
.931, ISDN user-network interface layer 3 specification for basic call control
1, Internet Protocal/(IP), version 4

34, Domainnames - Concepts and facilities

35, Domain names - |mplementation and specification

89, RTP: atransport protocol for real-time applications

.Z23.1, Dual rate speech coder tor multimedia communications transmitting at 2.5 and b.s KoIt/s

.235, Security and encryption for H-Series (H.323 and other H.245-based) multimedia teriminal s

.450.1, Generic functional protocol for the support of supplementary servicesin H.323

.225.0, Call signalling protocols and media stream packetization for packet-based multimedia.communication

IETF RFC 22

5 Racnirce ReSar\/ation-Protacol RSP _ \/arcion 1 functional snecification
- ES0UHHEe- ey at- O =otocor{ovr=—EerSHoR—tdRGHBRar-SpecHeatoh

IETF RFC 2246, The TLS Protocol Version 1.0

IETF RFC 2251, Lightweight Directory Access Protocol (version 3)

IETF RFC 2326, Real-time streaming protocol (RTSP)

IETF RFC 2327, SDP: Session Description Protocol

IETF RFC 2401, Security Architecture for the Internet Protocol

IETF RFC 2402, | P Authentication Header

IETF RFC 2406, |P Encapsulating Security Payload (ESP)

IETF RFC 2407, The Internet | P Security Domain of Interpretation for |SAKMP

© ISO/IEC 2001 — All rights reserved
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2408, Internet Security Association and Key Management Protocol (ISAKMP)
2460, Internet Protocol, Version 6 (1Pv6) Specification

2475, An architecture for differentiated services

2543, SP: Session Initiation Protocol

2719, Framework architecture for signaling transport

TIA/EIA/1S-811, Telephone Terminal Equipment - Performance and Interoperability Requirements for Voice-over-1P (VolP)
Feature Telephones

TIA/EIAT

3 Termsand definitions
For the pufposes of this Technical Report the following definitions apply.

3.1 Corpg
Premises N
servicesto,

NOTE - A ¢N can comprise aPISN, a private |P network (intranet), or a combination of the two.

SB-116, Voice Quality Recommendations for |P Telephony

rate telecommunication Network (CN) : Sets of equipment (Customer Premises Equipment ang
etworks) that are located at geographically dispersed locations and are interconnectedto provide telecy
adefined group of users.

/or Customer
bmmunication

3.2 Interngt : A public IP network.

3.3Intrangt : A private IP network.

3.4 Interngt Protocol (IP) : The protocol specified in RFC 791 (1P versioni4) or in RFC 2460 (IP version 6).

3.51P netyvork : A public or private network offering connectionless packet-mode services based on the Internef Protocol (1P)
as the network layer protocol.

NOTE - The Internet is the prime example of a public IP network.

3.6 Private Integrated Services Network (PISN) : A private SCN.

3.7 Private Integrated services Network eXchange (RINX) : See ISO/IEC 11579-1.

3.8 Switghed Circuit Network (SCN) : Alpublic or private network offering connection-oriented | circuit-mode
telecommynication services.

3.9 Tunndlling : A means of transportingprotocol information between two entities that are interconnected by a network,
without the need for that interconnecting network to comprehend the transported protocol information.

4 Agronyms

AC Admission-Control (functional entity)

AH Authentication Header

BICC Bearer-Independent Call Control

cC Call Control (functional grouping)

CLIP Calling Line Identification Presentation

CLIR Calling/connected Line Identification Restriction

CN Corporate telecommunication Network

COLP Connected Line identification Presentation

DHCP Dynamic Host Configuration Protocol

DNS Domain Name System

ESP Encapsulating Security Payload

GK Gatekeeper

GW Gateway

© ISO/IEC 2001 — All rights reserved 3
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HLS
HTTP
ICC
ICN

MPP
MTP
PINX
PISN
PNP
QoS

RC
RC-P
RFC
RGR
RGT
RTCP
RTP

sC-P
SC-R
SCTP

Higher Layer Signalling (functional entity)
Hyper-Text Transfer Protocol

Inter-PINX Connection Control (functional grouping)
InterConnecting Network

Internet Protocol

Inter-PINX Connection

Inter-PINX | ink

Identity resolution (functional entity)

Internet Security Association and Key Management Protocol
Integrated Services Digital Network

ISDN User Part (of SS7)

InterVening Network

InterWorking (functional entity)

Loca Area Network

Lightweight Directory Access Protocol

Lower Layer Signalling (functional entity)
Media Gateway

Media Gateway Controller

Mapping (functional grouping)

Media processing and packetization (functronal entity)
Message Transfer Part (of SS7)

Private Integrated services Network eXchange
Private Integrated Services Network

Private Numbering Plan

Quiality of Service

Registration,Admission and Status

Resource Control (functional entity)
RC-Proxy (functional entity)

Request For Comment

Registrar (functional entity)

Reaistrant (functional entit\)
) A Y7

Real-time Transport Control Protocol
Real-time Transport Protocol

Session Control (functional entity)
Switched Circuit Network

SC-Proxy (functional entity)
SC-Redirect (functional entity)
Stream Control Transmission Protocol

Signalling Gateway

© ISO/IEC 2001 — All rights reserved
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SIP
SSL
SM
SS7
SW
TCP
TDM
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Session Initiation Protocol

Session Security Layer

Scenario Management (functional grouping)
Signalling System number 7

Switching (functional grouping)
Transmission Control Protocol

Time Division M ||fip|nving

TIA
TLS
TRIP
UbP
URL
VolP
VPN

5 In

51 Background

Private Int
for many
facsimile,
Digital Ne
growth of

voice com
equipment
business.

The netwo

Telecommunications Industry Association
Transport Layer Security

Telephony Routing Information Protocol
User Datagram Protocol

Universal Resource L ocator

Voice over IP

Virtua Private Network

troduction

porated Services Networks (PISNS), based on 64kbit/s-based Time Division Multiplexing (TDM) teg
ears been the basis of corporate voice communicatiofs, and additionally have supported other sef
ideo and data (circuit-switched and packet-switched):The technology is similar to that of public Integ

hniques, have
vices such as
rated Services

tworks (ISDNs). More recently, the connection of\virtually every desktop to a Local Area Network (LAN), the

he Internet and the building of “intranets’ and “éxtranets’ have led to the desire to use these data nety
munications. There are a number of motives behind this, including cost savings (by the use of comm
and the potential for applications that exploit the integration of voice, data and other media to the

[k layer protocol is of great importanice in data networks, since it has to support a wide range of applig

higher lay

= end-t
= betw
= betw

br protocols that they employ, whilst at the same time being able to operate over a wide variety of i
the growth of the Internet, thenternet Protocol (IP) has become the dominant network layer protoco

-end between terminal equipments attached to | P networks;

vorks also for
bn wiring and
benefit of the

ptions and the
nfrastructures.
. Although at
eating alot of
efers to either

aterminal equipment attached to an IP network and a point of interworking with a PISN or other nefwork;

two networks, in particular between two PISNs or between a PISN and another network;

=  between two parts of the same network, in particular between two Private Integrated Service Network eXchanges (PINXS)
belonging to the same PISN; or

=  between a terminal equipment and its point of attachment to its serving network, in particular between a terminal
equipment and its serving PINX.

From this list it can be seen that PISNs can interoperate with |P networks in a number of different ways, and this is the subject
of this Technical Report. The Technical Report focuses chiefly on voice, this being the service most often provided by a PISN.
In particular, this means that packet mode aspects of PISNs are not considered.

Figure 1 shows an example illustrating these different means of voice communication through an IP network. The IP terminal
equipments have direct access to the IP network, telephones 1 and 2 have access to the | P network through a gateway (labelled
as gateway type 1) and PINXs A and B have access to the | P network through a gateway (labelled as gateway type 2). All these
entities can communicate with each other through the IP network using the respective gateways.

© ISO/IEC 2001 — All rights reserved
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In addition, PINX A and PINX B may be able to communicate with each other viathe |P network using gateways that provide
special support for inter-PINX communication. For this purpose PINX A and PINX B are shown as being attached to the IP
network also through gateways labelled as gateway type 3.

Finally, telephones 3 and 4 are shown as being served by PINX B, access being achieved via the IP network using gateways
(labelled as gateway type 4 on the telephone side of the IP network and gateway type 5 on the PINX side of the IP network).
These telephones cannot make and receive calls directly through the IP network to other destinations (e.g., IP terminal
equipments) but make and receive al callsviaPINX B.

NOTE - Although these different gateway types have functional differences, there may also be substantial similarities in practice between
some of these types. Also a physical redlisation of agateway might incorporate more than one of these gateway types.

IP terminal IP terminal
equipment equipment
Telephones| 1 and 2
Gateway
type 1
Telephones$ 3 and 4
Gateway
R type 3
Gateway
type 4
>
Gateway Gateway Gateway
type 5 type 2 type 3

Figure 1 — Example of voice communication through an I P network

Gateway type
can be used f

2 can be used for interworking between PISNs and I P networks, which is considered in clause 8. Gatg
Dr interconnecting PFSNS or PISN components via IP networks, which is considered in clause 9. Gatew

way type 3
ay types1,

2, 4 and 5 car) be used for conngection of (remote) telephonesto a PINX viaan IP network, which is considered in clguse 10.
5.2 Typsas of network
An IP netwolk operatestin packet mode, since information is sent in packets, when information is available, rathgr than as a

pstablished

) a ) i onnection-
oriented). A PISN can operate in circuit mode where mformatlon is transmltted asa contl nuous stream of bits, or in packet
mode, where information is sent in packets. In the case of voice, circuit mode is used, and therefore this Technical Report
regards a PISN as a private connection-oriented circuit mode network.

Similar considerations apply to public ISDNs, which can be regarded as public connection-oriented circuit mode networks.
Although the focus of this Technical Report is on PISNs interoperating with 1P networks, public ISDNs have to be considered
in the overall picture.

An IP network can provide services to alimited set of users (in a corporation), and therefore can be considered to be a private
IP network (or intranet). Alternatively an I P network can provide services to the general public (asis the case with the existing
Internet), in which case it can be considered to be a public IP network (or Internet). The term “extranet” is often used to
describe an intranet that is spread over multiple administrative domains. “Extranets’ are not considered further in this
Technical Report.

© ISO/IEC 2001 — All rights reserved
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A Corporate telecommunication Network (CN) can comprise a PISN, an intranet, or a combination of the two.
Based on these considerations, this Technical Report uses the following terminology:
= switched circuit network (SCN): aPISN or public ISDN offering connection-oriented circuit-mode services;

= [P network: a public or private network offering connectionless packet-mode services based on IP as the network layer
protocol.

Therefore in examining the interoperability of PISNs and IP networks, this Technical Report focuses on the interoperation of
SCNs and I P networks, with particular emphasis on Corporate telecommunication Networks.

5.3 Alfrangementsfor interworking of SCNsand IP networks

Figure 2 il|ustrates possible interworking between the following types of network:
e  privatg switched circuit network (PISN);

e publigswitched circuit network (public ISDN);

e privatg IP network (intranet);

e publigIP network (Internet).

IP network
(connectionless,
packet mode)

Circuit network
(connection-oriented,
circuit-mode)

Public public ISDN < > Internet

network 1
1I 111

VI
v
PISN intranet
CN < P
v

Figure 2 — Interworking arrangements
Arrangements | to VI are listed in table 1, along with their coverage in standards bodies and their security implicgions.

Table 1 — Interworking arrangements

No. Description Coveragein standards bodies Security implications

I public ISDN / Internet | No CN impact, outside the scope of | No CN impact, outside the [scope of
this Technical Report and covered | this Technical Report.
by ETSI project TIPHON (see 7.5).

I public ISDN / PISN SCNs only, outside the scope of SCNs only, outside the scope of this
this Technical Report. Technical Report.

[l Internet / intranet IP networks only, outside the scope | IP networks only, typically covered
of this Technical Report and by firewalls. Outside the scope of this
covered by IETF. Technical Report and covered by

IETF.

v PISN / intranet Covered by this Technical Report, Possible security impact leading to

see clause 8. the employment of some firewall
functions in addition to gateway
capability — the two functions may be
combined or separate.

© ISO/IEC 2001 — All rights reserved
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V PISN / Internet Covered by this Technical Report, Requires firewall capability in
see clause 8. addition to gateway capability —the
two functions may be combined or
Separate.
Vi public ISDN / intranet | No PISN impact, and therefore Asfor V.
outside the scope of this Technical
Report.
54 Arrgngementsfor interconnection of SCN componentsover IP networks
Two SCNs (¢r two parts of the same SCN) can be interconnected via an |P network. Each of the networks-involyed can be
public or privigte, leading to the particular arrangements shown in table 2.
Table 2 — Arrangementsfor interconnection of SCN components over | P netwarks
Arrangement | Outer Inner network Remarks
networks
1 Public (ISDN) Public (Internet) Outside ECMA'sfield of responsibility — covered by
ETSI project TIPHON.
2 Public (ISDN) Private (intranet) | Probably of nopractical value, but could be considered
as arrangement4 with public-private SCN
interworking at each end.
Private (PISN) Public (Internet) Covéred by this Technical Report, see clause 9.
4 Private (PISN) Private (intranet) |<Covered by this Technical Report, see clause 9.
1 public Public (Internet) Should not be considered as a separate arranggment,
(ISDN), 1 sinceit is effectively a combination of arranggment 1
private (PISN) and public-private SCN interworking at one efd.
6 1 public Private(intranet) | Should not be considered as a separate arranggment,
(ISDN), 1 sinceit is effectively a combination of arranggment 4
private (PISN) and public-private SCN interworking at one efd.
The focus forf ECMA s therefore on arrangements 3 and 4, both of which involve PISNs as the SCNs. The network signalling
protocol used in the SCNs is therefore assimed to be QSIG, as specified in ISO/IEC 11572, ISO/IEC 11582 and other ECMA
Standards.
6 Gengral principles efmultimedia communication over an | P networ k
In classical felephony, thewhole functionality of Signalling System number 7 (SS7) and other signalling protocols
encompasses|routing, resource reservation, call admission, address translation, call establishment, call management gnd billing.
In 1P telephony thosexftinctions will generally be handled by a series of separate_and largely independent packgt switched
protocols. In particular, in IP telephony, the orthogonality between signalling, resource reservation (or any other k{nd of QoS
provision meghanism) and media transport functionsis aimed at affording greater architectural flexibility.

In addition to QoS provision and media transport mechanisms, | P telephony requires a means for call participants to find each
other, signal their desire to communicate and agree on the means of communication. This is what is generally referred to as
“signalling” in IP telephony. Sessions (i.e. associations between parties) will thus have to be created and managed by IP
telephony signalling.

IPtelephony signalling itself can be further divided into several functions:

Name trandlation and user location. It should be possible to map between names of different levels of abstraction (e.g. a

common name at a domain and a user name at a particular host). Location of the user may be relevant in this process.

Parameters of those media (e.g. encodings) can be negotiated too.

Media negotiation (also known as capabilities exchange). Parties should agree on what media to use for communication.

Call participants management. Number, type and role of participants during a call may vary. For example, it should be

possible to invite others into an existing call, or terminate associations with some users, or transfer and hold other users.
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= Media changes. It should be possible to modify the media used during the course of a session, for example because the
participants require additional or reduced functionality.

6.1 Architecture

In this clause the functional entities that in general are required to achieve multimedia communication over an IP network are
derived and the way in which they relate to each other is represented diagrammatically. The resulting generic functional
architecture can then be used as the basis for evaluating relevant existing and evolving standards and identifying areas where
further standardization is required. This clause limits itself to the case where communicating users have direct connection to
the IP network. Interworking with a switched circuit network is discussed in clause 8.

For the purposeso : etwork layer, on
top of whigh any suitable transport protocol is used e.g., UDP, TCP. The services of an appropriate transport Iayer are used to

communicpte packets of information between functional entitiesidentified in this document when geographically |dispersed.

For the purposes of this Technical Report a user can be a human user or a software application.

6.1.1 Mijedia processing and packetization (M PP) functional entity

In order td transport a medium across an |P network between two users the medium has to bé processed into afsuitable form
and packefized. At the receiving end it has to be de-packetized and processed back into its‘eriginal form (or sofne other form
suitable fof onward transmission). For data these functions can be null if the datais aready in a suitable packeti];ed form. For
real-time media these functions are unlikely to be null. Audio, for example, comprises'a.continuous stream of information that
has to be|packetized for transmission and de-packetized on reception. It can also’require some or al of the following
processing| functions:

e coding / decoding or transcoding, including compression / decompression;
e silence suppression;

e echo dancellation;

e timing management.

Collectively these functions form a media processing and packetization (MPP) functional entity. A simple functional
architecturg involving only users and M PP functional entities, without any control functions, is shown in figure 3

Key:
User MPP MPP User

MPP — media processing
and packetization

< IP network >

Figure 3 — Functional architecturefor transport of media acrossan | P network

The services of an appropriate-transport layer are used to communicate packets of information between the MPP functional
entities. I the case of real;time media, recovery from packet error or loss is not normally feasible, and thefefore UDP is
normally the transport protocel’ used.

6.1.2 Ré¢sourcecontrel (RC) functional entity

The functipnal architecture above does not include control functionality for establishing, maintaining and cleafing down the
transport gf mediarAt any given time there can exist one or more unidirectional medium streams between two communicating
users. Bidi rectlonal transport of agiven medrum WI|| involve two unidi rectronal streams. Streams can be added apd removed as
required b S—{e4d)., processing
resources, memory resources, port numbers etc.). In order to control the deployment of resources in achre'vrng the desired
transmission and reception of medium streams, an RC functional entity is needed at each end.

Before media can be transported, there has to be agreement between the two ends on the media to be transported and the form
in which they will be transported, e.g., coding standard. This has to take account of media requirements from the two users as
well as the available resources at each end. Furthermore, the transmitting end has to know the transport address to which to
send media packets. This meansthat signalling is required between the two RC functional entities.

The functiona architecture shown above therefore needs to be extended as shown in figure 4.
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User | | RC RC |_| User
Key:
RC - resource control
MPP — media processing
| | mPP MPP 1 and packetization
< IP network >

Figure 4 — Functional architecture for media transport with resour ce control

6.1.3 Sessipn control (SC) functional entity

Media transpprt between two users occurs within the context of a communication session between the two-tsers. The normal
method of ion establishment is that one of the users requests a session with the other user, that other-user being identified
by some medns, e.g., hame, address. Establishment is supported by SC functional entities acting on behalf of thetwo users.
The calling User's SC functional entity interprets the user-supplied identity of the other user in order to be ableto signal a
session establjishment request to the other user’s SC functional entity. The latter functional entity determines whethér to accept
the session. Tlhe two functional entities supervise the completion of session establishment and_the eventua clear down of the
session, signdlling to each other as appropriate. They aso supervise any changes during the’session (e.g., substitutign of users,
addition of further usersto form a conference). RC functional entities act only within the context of a session established by SC
functional enfities.

The functional architecture shown above therefore needs to be extended as showninfigure 5.

Key:
Use¢] SC SC User

— | SC — session control

| | RC — resource control
L1 RC RC 1 MPP — media processing

| | and packetization
| MPP MPP | |

< IP network >

Figure 5 — Functional architectre for media transport with resour ce and session control

6.1.4 SC-rpdirect (SC-R), SC-proxy (SC-P) and RC-proxy (RC-P) functional entities

The capabilit{es of the SC functional\entities that act on behalf of the two users may be insufficient to achieve lishment
and maintenance of the session unaided. Additional SC functional entities may exist along the path of the session. Fgr example,
the SC functipnal entity acting\on behalf of the calling user may be unable to resolve the called user’s identity sufficiently to
route the sesgon directly to.the'SC functional entity acting on behalf of the called user. Instead it might be able to egtablish the
session as far|as an intermediate SC functional entity, which in turn will either:

o redirect the session by clearing back the session to the preceding SC functional entity with an instruction wherefto route to;
or

e extend tHe-sessiontowardsthe destination-

To distinguish the three types of SC functional entity identified, the following terminology is used:
e an SC functional entity associated with auser is an SC-user (SC-U) functional entity;

e an SCfunctional entity that redirects the session is an SC-redirect (SC-R) functional entity; and
e an SC functional entity that extends the session is an SC-proxy (SC-P) functional entity.

Any number of SC-R and/or SC-P functional entities can in theory be involved. In practice the number is likely to be
influenced by the number of administrative domains that have to be transited in order to reach the destination.

SC-P functional entities may or may not remain involved throughout the lifetime of the session, whereas SC-R functional
entities have only a transient involvement. SC-P functional entities that remain involved throughout the lifetime of a session
can participate in changes during the session, e.g., involvement in certain supplementary services such as call transfer. This
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may require the use of alocal RC functional entity, i.e., an RC-proxy (RC-P) functional entity, to manage the impact of session

changes on resources.

To take account of SC-R, SC-P and RC-P functional entities the functional architecture is extended as shownin f

P

SC-R

Key:

User SC-U SC-P SC-U User

| RC-U RC-P RC-U ||

SC-U — session control —

igure 6.

user

SC-P — session control proxy

SC-R — session control redirect

RC-U — resource control

RC-P — resource ¢ontrol

L | wPpP MPP ||

packetization

<
<

IP network >

Figure 6 — Functional architecture showing SC-R, SC-P and RC-P functional entities

6.1.5 Adimission control (AC) functional entities

An AC functional entity grants admission to the IP network for the purpose of establishing a session and grants
ork bandwidth during that session. A SC-U functional entity consultsian AC functional entity for this

tity resolution (IR) functional entity

instead rou

6.17 R

The relatid
same | P ag

te al sessionsto an SC-R or SC-P functional entity for resolution.
bgistrar (RGR) and registrant (RGT) functional entities

dress and prevents the following:

e user njobility between different terminal's with different 1P addresses;

e termir

al mobility between different-sub-networks that use different | P address ranges,

. dynamc assignment of |P addresses using DHCP.

To alow
temporary
functional
RGR func
address, ar

6.1.8 Genexic functional architecture (non-interworking)

relationship befween a user identity and an IP address is required. For this purpose the registrar
entities are(required. The RGT functional entity acts on behalf of a user and submits registration r
lional entity. The RGR functional entity accepts registration requests, stores the mapping of user
d makesthis information available to IR functional entities.

MPP — media-precessing

all types of SC functional entity can make use>of IR functional entities, although SC-U functiong

nship between auser identity and an |P-address can be fixed. However, this means that the user must

- user
- proxy

and

permission to
burpose.

IR functional
solve a given
., an SC-R or
brmation.

entities may

lways use the

ese features to operate and allow the user to be located when an incoming call arrives, a means of registering a

ond registrant
bguests to the
dentity to IP

With al of the functional entities identified above, the functional architecture isas shown infigure 7.
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6.1.9 Phyg

A typica ph

RGR RGR

AC AC

User

| | RGT |

| SCR

RGT

scu / sc-P

SC-U

Key:
User
RGT - registrant

RGR - registrar

AC — admission control

IR — identity resolution

| RC-U RC-P

MPP

RC-U

(non

implemented

A

MPP

oL-U = = r
SC-P — session contr %’s
SC-R - session cw&dir ct
RC-U —reso rol — uger

e
RC-P —re: uQcontrol — prpxy

»
»

IP network

cal realizations of generic functional architecture for multim
interworking)

ysical realization of the generic functional architecture is shéw} in figure 8, where functional entities are
either in terminals (e.g., PCs) or in network servers.

Figure 7 — Generic functional architecture

MPP la processing an
—ttg(ion

/\‘3‘%
O

e@\\ommunication over an IP network

A

\_/
C)é < IP network

\Q/ Figure 8 — Example of a physical realization of the generic functional architecture

»
>

This particular realization resultsin exposed interfaces at the following points:

12

A (between MPPs) — transport of media streams;

B (between RCs) — resource control signalling;

C (between SCs) — session control signalling;

D (between SC-U and IR and between IRs) — identity resolution signalling;

E (between SC-U and AC) — admission control signalling;

F (between RGT and RGR ) — registration signalling.
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Although not exposed in this particular example, other feasible physical realizations can result in exposed interfaces at the
following points:

G (between RGR and IR) — identity resolution management signalling;
H (between IR and SC-R and between IR and SC-P) — identity resolution signalling.

Interface C applies also between two SC-P functional entities or between two SC-U functional entities. Likewise interface B

appliesalso

between two RC-P functional entities or between two RC-U functional entities.

Signalling between physical entities occurs over the | P network using an appropriate transport layer, e.g., TCP.

6.1.10 G

capabilitiep of the SCN) and SCN control (representing the collective control capabilities of the SCN).
To RGR
To AC
W | RGT
| / o
HLS | SC-U To peer SC
User SCN | | \
—— control LLS | RGU To peer RC
I sw?t(?rz\i‘ng 5\\‘}\' MPP To peer MPP
<4—— SCN —P»<4—— PRointof interworking ——»4¢—— P network ——»
Figure 9 — Generic functional architecture for interworking with an SCN
The SCN side of the MPP functional entity terminates a switched circuit (e.g., an ISDN B-channel). SCN contr

layer signdlling (e.g., up to layer 2) is terminated by a lower layer signalling (LLS) functional entity and SCN
higher laygr signalling (e.g., layer 3 upwards) is terminated by a higher layer signalling (HLS) functional enti
functional | entities are separated begause some physical realizations being considered by standards bodies
termination of SCN signalling transport protocols (e.g., SS7 MTP, ISDN layer 2 signalling) from the termina

layer prot
signalling
other aspe
Within the
in accordg

switched g
functional

Although

The gener:F
SCN. In the figure the SCN is represented by two functional entities: SCN switching (representing the|collec

eric functional architecturefor interworking with an SCN

functional architecture at either side of the IP network is modified as shown in figure 9 when interwarking with an

cols. An InterWorking\(IW) functional entity performs control plane interworking between SCN
for call control purposes) and I P network control plane functionality (primarily session control, but W
ts such as resource control).

SCN, session‘and resource control normally exist only in the context of calls involving multimedia co
nce with astandard such as H.320. In this case, any session or resource control signalling is carri

rcuit, and-therefore is delivered to the SC-U functional entity or RC-U functional entity respectively
entity, which handles multiplexing of the signalling and media streams. Thisis not explicitly shownin

ive switching

| plane lower
control plane
ty. These two
separate the
ion of higher
control plane
ith impact on

mmunications
led within the
via the MPP
the figure.

pN\RGT functiona entity exists on the |P_network side of the IW functional entity, its purpose is

to allow the

interworking equipment (gateway) to register with an RGR and make known the SCN addresses that it is able to reach. The
SCN user does not need to register in order to make calls to and receive calls from the IP network.

6.1.11 Physical realizations of generic functional architecturefor interworking with an SCN
The functional entitiesinvolved at the point of interworking can be realized as an integrated gateway unit (figure 10).

© ISO/IEC 2001 — All rights reserved

13


https://iecnorm.com/api/?name=af11583c3ab42fd9918554dd2d25a8e1

ISO/IEC TR 21890:2001(E)

Alternatively
entity from t
gateway (MG
gateway cont
entities. Becg
of MG units.

functional en
provided as aj

The MGC unit normally comprises at least the following function%@ ies. IW, RGT, SC-U, RC-U and HLS
1

To RGR
To AC
To IR
To peer SC
User SCN
—— control To peer RC
I N
| sw?tgr’::n 9 To peer MPP (]/QQ

Q .
<4— scN —> +“—p network"%q
N

Figure 10 — Example physical realization of interworking with an
using an integrated gateway unit

a number of separate units can be employed. Normally this involves physi
he various control plane functional entities. The unit containing the
) unit and the unit containing the IW and other control plane function
foller (MGC) unit. This results in the exposure of an interface at

separation of the MPH
is commonly known as
itiesis commonly known &
between the MPP and RC-U

, included in the MG unit, as shown in fi

ity can be included in the MGC unit, as shown in figu
f&(e 13.

separate Signalling Gateway (SG) unit, as shown iq\
To RGR
To AC
ToIR

To peer SC

To peer RC

User SCN’
— rol

N

f"(/

To peer MPP

SCN
% — switching

functional
the media
5 the media
functional

use MGC units tend to be more scaleable than MG units, asingkg C unit will typically control a multiplicity

. The LLS
pure 12, or

\Q/ <+—scN —» 4P network—————»

14

Figure 11 — Example physical realization of interworking with an SCN
using separate MG and MGC units, with the LL S functional entity within the MGC unit
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To RGR
To AC
ToIR

To peer SC

To peer RC

Q\

S

N
To p, :/IL5
<&

4—— scN —» 4—— P hetdork—————»

Figure 12 — Example physical realization of inter@ﬂ with an SCN

User SCN
— control

SCN
— switching

using separate MG and MGC units, with the LL S functi tity within the MG unit

To RGR
To AC
To IR

To peer SC

User SCN

L control To peer RC

SCN

! switcl To peer MPP

<—C¢§
cN —> <+“—— P network————>

Qﬁgure 13 — Example physical realization of interworking with an SCN
O using separate MG, MGC and SG units

In thelast fw (QSE‘S. interface K is exposed between the HLS functional entity and the LLS functional entity.
6.112 S r},'!etermineu's

As has already been shown (6.1.9), user endpoints comprise a number of functional entities (i.e., MPP, RGT, SC-U, RC-U),
reflecting the fact that a user endpoint acts as the interface between the user and the packet environment. An alternative view of

a user endpoint is that it performs interworking between a non-packet environment and a packet environment. In this case it
would comprise some of the same functional entities as the gateway units described above (6.1.11).

Physical realization of a simple terminal can place the MPP functional entity in the terminal and the control plane functional
entities in other equipment attached to the IP network, i.e., in a server or MGC unit. This is shown on the |eft hand side of
figure 14. Typically asingle MGC unit would control a multiplicity of terminals.
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RGR RGR
MGC unit AC R R AC
RGT | RGT |__| User
| SC-R
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I 1 |
[ I I
RC-U RC-P RC-U ||
Terminal J
User || MPP MRP | |

This arrange
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<
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Figure 14 — Example physical realization of a simple terminal relying
on network-based MGC unit

hown between the user and MGC unit and no LLS, HLS or IW functional entities are shown. This
N be extended to convey simple control information between theuser and the control plane functional
t, via the MPP functional entity in the terminal. The cantrol information concerned is stimulug

comprising si
display, lam

more easily t
while keepin
trandating ng
1035), which
addresses.

6.3 Secu

Present day |
a secure privj
intruder. Sim
intruder can 1
or other shar
privacy loss,
crafted highg

control, sound control, etc.) to the terminal.

an |P addresses. In addition, such aliases form a basis for user mobility, since a user may change
the same name. The use of namés:(aliases) requires mechanisms for assigning names to IP addres
Imes into |P addresses. These mechanisms can be enabled by the Domain Name System (RFC 103
provides a hierarchical administration of names facilitating a distributed database for mapping n

ity
P packet-based networks do not in general provide end-to-end security services. Therefore, when inter

bly by attaching a network monitor that is SCN protocol capable to an appropriate point on the IP 1
nonitor andyecord on-going conversations that occur. For example, if the SCN interconnects through
pd media. Sub-network, anyone on the network segment is a potential intruder. Besides the increg
pther.more disruptive forms of attack are also possible by inserting forged |1P datagrams, which convg

nent exposes interface J between the MPP functional entity and the-RC*U functional entity. No sepaijate control

is because
entitiesin
in nature,

ple events (e.g., on-hook, off-hook, dialled digits, key jresses, etc.) to the MGC unit and instructions (e.g., for

antly 1Pv4

emembered
IP address
Bes and for
1 and RFC
ames to |P

connecting

pte switched citcuit network (SCN) to an IP network, there is an increased potential for risk of affack by an

etwork, an
hn Ethernet
sed risk of
y carefully

I level protocol commands, into a communications stream. For example, an intruder could contin

ually issue

connection reSets to Shut down an on-going conversation ralying on a 1 CP connection. More sophisticated artacks could also
be directed against the various signalling and media stream transport interfaces described earlier.

A common solution for shielding a private network from a less restricted I1P network is a firewall. A firewall is a functional
entity stationed at the interface to the less restricted |P network for monitoring the communications, ensuring that only
legitimate pre-authorised protocols flow across the interface and that prescribed access control policies are followed (e.g., from
what IP address ranges can a call be initiated). While a firewall can shield the SCN to some extent, it does not prevent
eavesdropping on a conversation or tampering with | P datagrams by an intruder. Something more is needed.

Under the banner of Internet Protocol Security (1PSec, IETF standardisation efforts have recently produced a framework (RFC
2401) and family of security protocols and mechanisms, e.g., Authentication Header (AH, RFC 2402), Encapsulating Security
Payload (ESP, RFC 2406) and Internet Security Association and Key Management Protocol (ISAKMP, RFC 2408) for
implementing IP security services. IPSec security protocols are able to encapsulate IP datagrams at the network level for
authentication, confidentiality and integrity purposes. IPSec is designed to work with both versions 4 and 6 of IP. Similar
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security mechanisms to those employed by IPSec can also be applied one level higher, at the transport layer. IETF
standardisation for TCP has resulted in the Transport Layer Security (TLS) protocol. TLS was drawn from a Netscape-
developed security protocol called the Session Security Layer (SSL) protocol, which is in wide use today and is backward
compatible with SSL.

6.4 Quality of service (QoS)

Quality of service is the collective effect of service performance factors, which determines the degree of satisfaction obtained
by a user of the service. Traditional SCNs offer good quality speech transmission, which is based upon the fact that SCNs had
a relatively slow evolution and have always been optimised for services with high quality and reliability demands. Quality

impairments were decreased with each new generation of technology.

The Intern
to-point dg
impairmen

Themain f
Delay

echo ¢nd talker overlap. Causes of delays in an IP telephony network are network{delays and delays n

accuni

Jitter
indivi

bt, on the contrary, intrinsically offers only a very basic level of quality of service. Usually only a.beg
ta delivery is offered. For real-time applications over |P (e.g. telephony over 1P), when comparethto §
t by individual factorsisincreased.

actors affecting the QoS in an I P telephony network are:

This is the elapsed time for a packet to traverse from the source to the destination. Délay resultsin

ulation of data (for the purpose of packetization) and processing by (low bit-rat€)\voice coders.

delay-variation). This is the variation in end-to-end delay. Reasons fof Variations in end-to-end
jual packets need not follow the same path between sender and receiver and that packets may b

intern

sequences of packets can be buffered so that they can be played in the correct order and without having to
packefs that arrive late. The drawback, however, isthat this causes additional delay.

ediate systems (i.e. routers) owing to temporary traffic peaks. In-order to minimise the conseque

t-effort point-
CNs, the QoS

problems like
esulting from

lelay are that
e buffered in
nces of jitter,
substitute for

e  Packef loss. Packet loss can occur due to congestion and/or unr€higbility of the network. In addition, jitter pnd delay can
also rgsult in packet loss, since packets arriving too late at the festination are del eted.
e Impoged bandwidth (i.e. the maximum available transfer rate between source and destination).

Before IP telephony can be used extensively, it is essentialthat the infrastructure of the IP network provides sy
time QoS, [giving control over end-to-end packet delays. Therewith it should be noted that provision and mainte
to-end spegch transmission performance can best be grovided by “managed” or “engineered” Intranets.

Various standardization bodies are active in the area of QoS for Voice over IP, including:

IETF.

ITU-T
focusg

The work in the IETF focuses on two (complementary) types of QoS control:

Reservation of resources (integrated services). The mechanisms for reservation of network resources &
bndpoint’s QoS request are provided by the RSV P (RFC 2205).

Service differentiationsHere the different types of network traffic are classified, enabling preferentig

The framework«for-differentiated servicesis specified in RFC 2475.

Study Group-12 (“end-to-end transmission performance of networks and terminals’). The work in St
S on:;

dentification of transmission parameters (e.g. packet loss, packet delay variation, echo) relevan

pport of real-
nance of end-

ccording to an

treatment to

specific applications;-and network resources are allocated in accordance with bandwidth management policy criteria

udy Group 12

[ to |P-based
piceband and

hetworks for which transmission planning guidance must be provided in order to implement v

multimedia Services,

guantification of the impact on end-to-end transmission quality of these transmission parameters;

identification of necessary planning rules for networks that use | P technology.

ETSI TC STQ (“ Speech processing, Transmission and Quality aspects’).
ETSI project TIPHON. The general aspects of QoS for TIPHON networks can be found in TR 101 329. The TIPHON

model distinguishes four classes for QoS (best, high, medium and best efforts). These classes take account of overall
speech transmission quality rating R (according to the E-model described in ITU-T Recommendation G.107), one-way
non-interactive speech quality and end-to-end delay.

| P telephony are documented in PN-4689.
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6.5 M obility
Three types of mobility in networks are recognized:

e  User mobility isthe ability for a user to maintain the same user identity on different terminals or terminal types.

e Terminal mobility is the ability for a terminal to change location and network point of attachment and still
communicate.

e  Service mobility isthe ability for a user to obtain a particular service independently of user and terminal mobilit

be able to

Y.

The registration capabilities provided by the RGR and RGT functional entities provide a basic mobility capability, by

removing thg need for a fixed relationship between user identity and IP address. For example, a user can regi
registrar using different terminals with different network points of attachment and still be able to make and receive
receive the same service (service mobility). A terminal, on behalf of a user, can register with.a reg
ork points of attachment (terminal mobility). Terminal mobility is particularly associated with, wirel e

mechanisms are required if there is a need for a roaming user or terminal to regigter-with differen
ly the case when roaming over longer distances and registrars act only on Jocal” geographic zo

Important sodirces for existing and emerging standards for multimedia commuhication over a packet network are|

ster with a
calls (user
istrar from
IS access to

registrars.
nes, and is

the ITU-T

and the IETH Figure 15 gives the generic functional architecture for multimegia communication over |P networks, including
interworking with an SCN, showing most relevant interfaces.
RGR RGR
G G
F \f\ /l/ F
AC AC
E IR D I IR E
User | | RGT " _|_ g RGT || w
D D
| SCR |
(o —
| ] SC-U c I SC-P c I SC-U || || HLS
| | | K ToScN
- i X |
|| RC-U B I RC-P B I RC-U || LLS con.[’ro
JT To SCN
|| mPP A | MPP switching
< IP network >
Figure 15— Generic functional architecture showing relevant physical interfaces
NOTE - Interfdce desSignations above do not necessarily correspond to those in use in other bodies, e.g., ITU-T Study Group 16, ETSI project

TIPHON.

Table 3 gives an overview of the main existing and emerging ITU-T and |ETF standards applicable to the various interfaces:
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Table 3—Overview of standards applicableto the variousinterfaces

Inter | ITU-T specification |ETF specification
-face
A H.323 - H.225.0, RTP/RTCP part RFC 1889 (RTP/RTCP)
B H.323 — H.245 (resource control) RFC 2327 (SDP)
C H.323 - H.225.0, call control part RFC 2543 (SIP)

BICC (Bearer-Independent Cal Control in

SS7ITSUP)

D H.323 - H.225.0, RAS part e.g. RFC 2251 (LDAP), RFC 1035(0ONS)
H.323 — H.225.0 annex G (when spanning TRIP (when spanning adminjstrative ¢lomains)
administrative domains)

E H.323 — H.225.0, RAS part -

- H.323 —H.225.0, RAS part RFC 2543 (SIP)

5 - e.g., RFC 2251 (LDAP)

H - e.g., RF€2251 (LDAP)

H.248 (=MEGACOP), optionally using SCTP for MEGACOP (=H.248), optionally usirig SCTP

transport, as being defined in H.248 annex H fortransport

See NOTE SCN adaptation specifications, SCTP[for SCN-
signalling transport

NOTE - ITY-T has not specified anything for interface K, although.there is no reason why SCTP cannot be used for trg

signalling (¢.g., Q.931).

Except th
multimedi

and/or IET|F specifications.

7.2
ITU-T r

Thel TU-T H.323 family of recommendations

mmendation H.323 (Packet-based Multimedia Communications Systems) is an umbrella recomn
specifies protocols and procedures forymuttimedia communications over packet networks, including 1P network
refers to ofher ITU-T recommendations;” e.g., H.225.0 for call signalling and media stream packetization and H.2

of multimedia communication.

NOTE - The Real-time Transpert ‘Protocol (RTP) and the Real-time Transport Control Protocol (RTCP) defined in H.225.0

with the corfesponding IETFprotocols defined in RFC 1889.

Annex A dontains an evetview of H.323.

7.2.1 Fdnctionakarchitecture

The main

ITU-T and IETF also other bodies, like ETSI (project TIPHON) and TIA are producing speq
communication over a packet network. th'most cases, these specifications are complementary to

H.328_entities are endpoints (endstations, gateways or MCUSs) and gatekeepers. For the case where o
an endstation (términal) and the other is a gateway to an SCN, the allocation of functional entities to H.323 entiti

Insport of SCN
ifications for

elated ITU-T

endation that
5. H.323 itself
A5 for control

are compatible

ne endpoint is

bS |s as shown

in figure 16.
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An H.323 en
SC-U, RGT,
gatekeeper in
gatekeeper th
of the SC-Pf

Assuming ea¢h H.323 entity isrealized as a separate physical unit, int éare exposedat A, B,C,D,Eand F.
H.323 makes
H.225.0 edia stream packetization for real-time medlatr@§sort between MPP functional entities (interface A)}

7.2.2 Nam|
In accordanc

H.245 ref
H.225.0

To SCN
switching

A

IP network

Figure 16 — Mapping of H.323 entities onto generic functional E%tecture

fstation comprises MPP, RC-U, SC-U and RGT functionality. An H.3
HLS and LLS functionality. An H.323 gatekeeper comprises RG
cludes SC-R functionality (direct call model) and/or SC-P fun
gt includes an SC-P functional entity may also include an RC- PQJ
inctional entity have impact on resource control.

eway comprises MPP, |W, RC-U,
and IR functionality. In|addition a
ity (gatekeeper-routed call |model). A
ional entity, depending on whether actions

use of the following protocols in support of physical s@ ation of H.323 entities:

bource control protocol between RC func’uogg"&mes (interface B);

call control” protocol as session control-@ | between SC functional entities (interface C);

H.225.0 fregistration, admission and status (@AS) protocol for registration, admission and endpoint location purposes
(i nterfactlD E and F); \j\‘
H.225.0

nex G for interface D wht}bannl ng administrative domains.

ng and addressing

b with H.323 Wh&(ﬁed to IP networks, addressing is by means of |P addresses. However, in|H.323 the
exists, wher@ addressable entity can have one or more other forms of identification in additipn to an IP

ias can act address, but more often acts as a name. Examples of aliases are telephone numbers and email

“addresses’. A telephon ber alias can be an E.164 number or a PNP number. Any entity outside the IP netwark (e.g., an
entity in an SCN) hast@ identified by an dias rather than an | P address.

The IP netw k required to establish a call to agiven alias, will look up the corresponding IP address. In thg case of an
alias repr entity in an SCN, the IP address will be that of a suitable gateway, and the gateway will use the alias as

the means of

Hyingthe final destination

7.2.3 Supplementary services

Supplementary services for use with H.323 in an IP network are specified in the H.450.x series of recommendations. H.450.1
specifies the generic functional protocol that is used by other recommendations in the series. The following supplementary
service recommendations are already specified:

20

H.450.2 —
H.450.3 -
H.450.4 —
H.450.5 -

Call Transfer;

Call Diversion;

Call Hold;

Call Park and Call Pickup;
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https://iecnorm.com/api/?name=af11583c3ab42fd9918554dd2d25a8e1

ISO/IEC TR 21890:2001(E)

H.450.6 — Call Waiting;
[ ]

H.450.7 — Message Waiting Indication;

e H.450.8 — Name |dentification;
H.450.9 — Call Completion.

7.24  Security

H.323 Vol P security procedures are outlined in Recommendation H.235. The recommendation identifies a number of security
services, including authentication, integrity, and confidentiality, which are intended to counter the primary threats of
eavesdropping and media stream diversion. Confidentiality is also referred to as privacy or data encryptipn within the
specificatipn, which tends to blur these related but distinct notions.

H.235 covers three phases of an H.323 call and their associated protocols:
Registration and call admission (H.225.0 RAS - interfaces D, E and F),
Call egtablishment and control (H.225.0 call control - interface C), and

e Resou

Fce control and media transport (H.245 and RTP - interfaces A and B).

The under
The same
algorithmg
security 4
connection
versatile o
protocol
regard.

NOTE - B¢

ying principle is that during each phase the H.235 security services can be.independently negotiat
principle applies to individual media streams as well. Communications/are protected using th

and applied.
rotocols and

e
common to both entities. H.235 recommends the 1PSec and TLS(protocol standards to provid:ke associated

rvices whenever possible. Since TLS is not a viable candidate.for those H.323 protocols that re
less transport service (e.g.,, RAS) instead of a TCP connectioh-oriented service, 1PSec is in gen
the two. Proprietary algorithms and protocols may also be used-in lieu of or in conjunction with the |
andards. The H.235 recommendation defines a number fygeneric messages and procedures, whic|

Cause the H.235 recommendation comprises a wide range of* dternatives for provisioning security services for g

systems compliant with the H.323 recommendation, which in jtself is an umbrella recommendation, H.235 can be be

framework
they areinv

The variot
being spea

locument. Implementers, therefore, are expected tq-intérpret the specification for the particular application enviro
Dlved.

S options and alternatives given in H.235for provisioning security are varied and complex. Variou
fied by ITU-T Study Group 16 (H.235-version 2 and H.323 annex J) and by ETSI project TIPHON

y on a UDP
bral the more
PSec and TLS
h help in this

ommunications
&t viewed as a
hment in which

s profiles are
o help in this

respect. The following discussion gives someexamples of the types of trade-offs one must consider for each of the H.323 call

phases.

Call Admission: RAS signalling betiween an endstation and a gatekeeper relies on UDP and, therefore, appropriate for
application) of 1PSec. Alternatively,, RAS messages may directly convey H.235 defined extensions (e.g.| ClearToken,
CryptoToKen) in order to perform-authentication. While integrity protection of RAS messages is also possible at this layer, no
confidentiglity service exists,

Call Estaljlishment and Centrol: Since the H.225.0 protocol relies on TCP, either TLS or IPSec can be appli
phase. The transport connection must be made to a well-known port defined in H.235. Both the TLS and |PSec|protocols can
provide the required “authentication, confidentiality, and integrity services and, therefore, no specific H.235 signalling is
needed. Hpwevers.as an aternative to performing authentication between the endstation and gatekeeper again du$ ng this phase

ed during this

through the FL\SJor 1PSec protocols, it is possible instead to rely on the authentication performed during tie earlier call
admission [phasé. That is, by retaining any cryptographic associations produced in the earlier phase and applying them to the
integrity and confidentiality services needed during this phasg, the original authentication can be carried over.

Resource Control and Media Transport: H.245 operates over TCP and, therefore, may use either TLS or IPSec protocols to
provide its security services. Security services are negotiated as any other capability in H.245. RTP was designed to be
independent of the underlying transport and network layers, but for media transport typically operates over UDP. While |PSec
could be used to secure individual media streams, RTP also provides a confidentiality service by applying encryption directly
to the RTP payload, which may benefit performance and flexibility in multi-stream situations. Since key distribution is not
within the scope of the RTP specification, H.245 signalling could be used to set up a cryptographic association by distributing
the cryptographic keys needed to encrypt the RTP media streams. Some validity checks are specified in the RTP specification,
but there is no overall integrity service provided as with |PSec.

Security-conscious organisations will likely deploy H.235 in conjunction with other security measures such as firewalls. A
firewall can be considered to be a special type of gateway within the H.323 scheme, in that it accepts H.323 calls from one side
(i.e., atrusted or secure side) and passes those calls to H.323 entities on the other (i.e., an untrusted side). On the trusted or
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secure side, appropriate protection is applied between the communicating endpoint and the firewall. Typically, an H.323 proxy
on the firewall monitors all callsto and from the untrusted side, ensuring that only valid H.323 traffic goes through. The proxy
can also enforce access control policies set by the administrator, such as whether an endpoint can initiate or receive cals, what
facilities an endpoint is permitted to use, whether access is restricted to or from specific endpoints, and whether access can
occur only during certain periods of time. Because of the multiple protocols involved under H.323, implementing a proxy is
not as straightforward as with some other protocols. A firewall may also incorporate Virtual Private Network (VPN)
technology to secure the untrusted side and extend the CN to a co-operating peer. VPN technology may also appear
independently in special purpose standal one gateways as a distinct, but similar alternative to firewalls.

7.25 Quality of service

H.323 is congerned with multimedia communications services over packet based networks that do not necessarily provide a
uality of Service (Qo0S). In order to fulfill the QoS requirements of real-time video and audio(stregms, H.323

i echanisms

themselves, however, are beyond the scope of H.323. Appendix Il of H.323 describes as an example.the usg¢ of RSVP

RSVP is the|transport level signalling protocol for reserving resources in unreliable |P-basedynetworks. RSVP has been
specified by the IETF in RFC 2205. Using RSV P, H.323 endpoints can reserve resources forsa given real-time trgffic stream
based on its QoS requirements. If the network fails to reserve the required resources, or in‘the absence of RSVP, only best-
effort delivery of the packetsis possible.

ITU-T Study [Group 16 is covering QoS aspectsin H.323 annex N.

7.26 Mobjlity

H.323 inherently supports user mobility through the use of gatekeepers and the.mapping of user identity (e.g., in the form of a
telephone number) to |P address representing the user’s current location, /By registering with its gatekeeper, a usef can make
and receive cpllsin principle from any terminal at any location. Likewise; a terminal, on behalf of a user, can regigter with its
gatekeeper friom different locations (terminal mobility). In either €ase’ the user can receive a consistent servige (service
mobhility).

However, gatekeepers generally control only a specific geographic zone within an administrative domain, and hepce user or
terminal roaming outside the zone or outside the administrative domain involves registering with a different gatekepper. Work
isin progresson H.323 annex H, which will describe extensions to H.323 to support mobility beyond a single gatekgeper zone.
Hand-over isglso being considered.

7.3 Othdr ITU-T standards

ITU-T Recompmendation H.248 (Gateway-Control Protocol) is complementary to H.323. It defines the protocols used between
elements of |a physically decomposed ‘multimedia gateway, used in accordance with the architecture as specified in
Recommenddtion H.323. H.248 is the result of co-operative work between ITU-T Study Group 16 and the IETF|MEGACO
working group. The protocol definition in H.248 is common text with a corresponding IETF RFC (not yet availablg), which is
sometimes kpown as MEGACQ Protocol (MEGACOP). Consequently, the protocol is independent of the peer-to-peer

The H.248/MIEGACO protocol operates between a media gateway unit (MG unit) and a media gateway controller pnit (MGC
unit), these being two.ecemponent parts of a gateway to a switched circuit network (SCN). The MG and MGC uhits can be

functionality eal
13 respectively.

In support of physical separation of functional entities, H.248/MEGA COP complements the H.323 protocols by providing a
protocol at interface J between the MG and MGC units (see figure 15). This also includes application at an interface J for
simple terminals, as shown in figure 14.

H.248/MEGACOP specifies the use of 1PSec [RFC 2401 to RFC 2411] as a security mechanism to prevent unauthorized
entities from using the MEGACO/H.248 protocol for setting up unauthorized calls or interfering with authorized calls. The
I PSec mechanisms can be used to provide data origin authentication, connectionless integrity, optional anti-replay protection of
messages and confidentiality of messages passed between the MG unit and the MGC unit.

Annex C contains an overview of H.248/MEGACOP.
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732 BICC

Bearer-Independent Call Control (BICC) is a protocol being developed by ITU-T Study Group 11 as an adaptation of SS7
ISUP. Initially developed for controlling bearers provided by ATM networks, work is now being extended to control bearers
provided by IP networks. BICC itself runs in an existing signalling network. As for ISUP, it is applicable only to public
networks.

For controlling bearers provided by IP networks, it is anticipated that BICC will fulfil the role of a session control protocol at
interface C and will be used to establish a bearer for a resource control protocol, e.g., H.245.

74 |ETF specificationsfor | P telephony

Different grotocols related to |P telephony are emerging from the IETF. Logically, these individual protocols dan be used to
create a cdmplete framework for multimedia communication over 1P networks. The difference from ITU-T £.323 is that there
is no umbrglla specification that formally glues together the individual components.

Important |ETF specifications in the area are the Session Initiation Protocol (SIP) and Session Deseription Prptocol (SDP).
These spegifications complement earlier IETF protocols such as the Real time Transport Protocol<(RTP) for [Imedia stream
packetizatifon.

7.4.1 Fdnctional architecture
The main thities defined in relevant |ETF protocols are SIP proxy servers, SIP redirectservers, location servers,|SIP registrars

and endpolnts (endstations, gateways) containing SIP user agents. The mapping of SiP-entities onto functional entities of the
generic functional architectureis as shown in figure 17.

SIP " sip
registrar registrar
———mm - - RGR G G RGR
Endstation

1
: Location @:?ation A’ .
, F server | server Fi Gateway
! AC | IR D\ IR AC !
User SIP user |1 !* T SIP user
agent — agent

1
1
1
! :
! 1
! 1
1 ! 1
' reT [ L - i I roT W !
: H : S ct ! ] !
1 D er | 1
1
| | \ SC-R SIP proxy D | !
| sc-u /ﬂ'/CVL/’ == ' scu HLs | 1
! L1 i C}ISC-PI ! [ I
;|—l 1
! ] ! f ! I I k1 Toscn
1 |l | rRC-U | B| | RC-P B |, RC-U || Ls [ ! control
1 1 Ty X
1 1 1 ] .
: ‘ : ! + 1To SCN
1 || mPP | | A | ' MPP Iswitching
1 1 I ) :
| PR . ). 1 ———
< IP network >

Rigure 17 —Mapping of SIP entitiesonto generic functional architecture

A SIP registrar will typically be implemented in the same equipment as a SIP redirect server or SIP proxy server. A location
server can pe implemented in the same equipment as a SIP registrar or a SIP proxy or SIP redirect server.

Examples pf protocolsin support of physical separation of functional entities (see also table 3in 7.1) are:

L J RTP (-‘FC 1889) fUI 1 UG.: tl UL\~ IO’JJ;CltI A ID}JUI‘L‘ bavvm 1 ?v'i IDP fw I\.:t;UI IG: i Itltlcb (II ItCl I‘(JL’C I"'\'\),
e SDP (RFC 2327) session description protocol between RC functional entities (interface B);

e SIP (RFC 2543) as session control protocol between SC functional entities (interface C) and registration protocol between
RGT and RGR functional entities (Interface F);

e LDAP (RFC 2251) and/or DNS (RFC 1035) and (when spanning multiple domains) TRIP (interface D);
e MEGACOP for media gateway control in the case of a decomposed gateway (interface J);
e SCTP (SIGTRAN) as transport mechanism for MEGACOP and SCN-signalling (interfaces J and K).
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7.4.2 Main protocols
7.4.2.1 Real-time Transport Protocol (RTP)

The Real time Transport Protocol (RFC 1889) provides end-to-end delivery services for data with real-time characteristics,
such as interactive audio and video. Those services include payload type identification, sequence numbering, time-stamping
and delivery monitoring. Applications typically run RTP on top of UDP to make use of its multiplexing, port addressing and
checksum services; both protocols contribute parts of the transport protocol functionality. RFC 1889 also specifies the Real-
time Transport Control Protocol (RTCP), which provides feedback on quality of transmission. RTP and RTCP serve as the
basis for the corresponding ITU-T H.225.0 protocols and the two pairs of protocols are compatible.

7.4.2.2 SessiprHritiation-RretoceHSHY
The Session [jnitiation Protocol is a session control signalling protocol for IP telephony and multimedia conferenci ll\g. SIP can

establish, mqdify and terminate phone calls or multimedia sessions. It has been developed within the(I[ETF{MMUSIC
(Multiparty Multimedia Session Control) working group, and is now a Proposed Standard RFC, RFC 2543,

Annex B confains an overview of SIP.

7.4.2.3 Sessipn Description Protocol (SDP)

SDP (RFC 2827) is used to describe multimedia sessions for the purposes of session anngun¢ement, session invitation, and
other forms of multimedia session initiation. Although not mandated, SDP is the assumed,eandidate for use with SIIP. Contrary
to ITU-T'sH|245, SDP is not intended for negotiation of media encodings, but merely for ‘eapability exchange.

NOTE - Endpdints recognize received media types from the RTP payload type information in'the RTP header.

7.4.2.4 Dompin Name System (DNS) and Lightweight Directory Access Protocol (LDAP)

The Domain Name System (DNS), specified in RFC 1034 and RFC 1035, canbe used between SC-U and IR functidnal entities
(interface D) [to locate an appropriate SIP server. DNS is a distributed database, used for mapping between hostnames and 1P
addresses. DNIS isless suited for locating individual endpoints.

LDAP (Lightweight Directory Access Protocol), specified in RFC.\2251, provides a directory service that offers f means to
locate indiviqual endpoints without knowing their location. LDAP can be applied between SC-U and IR functiohal entities
(interface D)| between RGR and IR functiona entities (intétface G) and between SC-R/SC-P and IR functiopal entities
(interface H).

NOTE - LDAH and DNS can also be used in H.323 systems,

7.4.25 Telephony Routing Information Protocel (TRIP)

The Telephomy Routing Information Protocol (TRIP) is being specified by the IETF IPTEL group. TRIP is a pdicy driven
inter-adminisjrative domain protocol for advertising the reachability of telephony destinations between location servers, and
for advertising attributes of the routes to'those destinations. TRIP's operation is independent of any signalling protgcol. Hence
TRIP can serye as the telephony routing protocol for any signalling protocol.

Architecturally TRIP is applicablé at*interface D between two IR functional entities in different administrative domgins. It can
also be used [for flooding intef-domain routing information within an administrative domain. It fulfils a similar function to
G, which is,part-of H.323. Because H.323 implementations are likely to use H.225.0 annex G for inter-domain
routing, use of TRIP is morelikely to be with SIP.

7.4.2.6 Med|a Gateway Control Protocol (MEGACOP)
MEGA COP definesprotocols used between elements of a physically decomposed multimedia gateway and is the result of co-
operative workbetween ITU-T Study Group 16 and the IETF MEGA CO working group. See 7.3.1.
7.4.2.7 Stream Control Transmission Protocol (SCTP)

Work in the IETF SIGTRAN group is aimed at producing a transport protocol suitable for carrying signalling, in particular
taking into account the high demands of SS7. Currently work is in progress on a Stream Control Transmission Protocol
(SCTP). Although it has a number of possible applications, the initial aim is to fulfil requirements of interface K between an
LLSfunctional entity and an HL S functional entity, as shown in figure 12 and figure 13.

Annex D contains an overview of SIGTRAN work.

7.4.3 Naming and addressing

In SIP, users are identified and addressed by SIP URLSs (such as sip:jack@company.com). Calls to this address must traverse
SIP servers on the network, much like email traverses message transfer agents (MTA'S), eventually arriving at the current
location for this user. More precisely, SIP uses an email-like identifier of the form “ user @domain” , “ user @host” , “ user @I P
address’ or “ phone-number @gateway” . The identifier can refer to the name of the host that a user is logged into at the time,
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an email address or the name of a domain-specific name trandlation service. Addresses of the form “ phone-number @gateway”
designate SCN phone numbers reachable via the named gateway (in accordance with the numbering plan of the SCN
concerned). SIP thus uses these addresses as part of SIP URLs, such as sip:;jack@company.com or sip:+1-255-238-
1234@gateway_provider.com.

7.4.4  Supplementary services

Assuming a high degree of decentralization, many supplementary services are enabled by basic SIP (RFC 2543). Without the
need for further standardisation, many supplementary services can be implemented in SIP endstations. A certain set of services
however, need to be implemented in a network component, such as a SIP proxy server, a SIP redirect server or a registrar
device. For_example, services that are independent of a particular endsystem or services that need to be available even when a
targeted erjdsystem is not operational .

A number |of SIP Telephony Call Flow Examples have been documented in IETF drafts. Included in these examples are call
flows for the following supplementary services:

e Cdl Hold;

e Consyltation Hold;

e  Unattgnded Transfer;

o Attended Transfer;

e Cdl Fprwarding Unconditional;

e Call Fprwarding — Busy;

e Call Fprwarding - No Answer;

e 3-way|Conference;

e SinglqLine Extension;

e Find-Me;

e Call Management (Incoming Call Screening);
e Call Management (Outgoing Call Screening).

For servicgs where the capabilities provided hy-basic SIP are insufficient, extensions to basic SIP (in the form of additional
messages gnd headers) are currently being defined by the IETF MMUSIC and SIP working groups.

Because IETF practice is to standardize building blocks rather than complete architectures or services, it i unlikely that
supplementary services will be gpecified in standards track RFCs. However, if consensus is reached as tq how certain
supplementtary services are best implemented, this might be documented in informational “best current practice’| RFCs. There
may be opportunity for ECMA_members to influence this process and/or to produce their own SIP supplementary service
standards, jn order to achieve.close alignment with the specifications, functional models and information flows o which QSIG
supplementary services.are based.

Personalizgtion of sérvicesis enabled by running scripts on SIP proxy and SIP redirect servers using mechanismg like SIP-CGI
(Common |Gateway>Interface) and CPL (Call Processing Language), currently being specified by the IETF IHTEL working

group.
745  Seedtity
The SIP specification includes capabilities for encryption and authentication of SIP messages. These mechanisms can protect
against unauthorised use of the signalling information contained in SIP and SDP messages. Different, complementary forms of
security are supported. End-to-end encryption of SIP message body and certain header fields provides confidentiality of
information between endpoints. Additionally, hop-by-hop encryption of specific header fields can be used for securing
routeing and address information over links between S|P endstations and SIP servers. Encryption of the media can be achieved
using mechanisms provided by SDP. Authentication mechanisms are provided, e.g. to ascertain the identity of the caler, to
prevent injection of unauthorised responses or to prevent unauthorised redirection of the call.

The security mechanisms of SIP and SDP are assumed to make use of common security tools such as IPSec [RFC 2401 to
RFC 2411]. 1PSec provides security services at the IP layer by enabling a system to select required security protocols,
determine the algorithm(s) to use for the service(s), and put in place any cryptographic keys required to provide the requested
Services.
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Recently, the IETF SIP Working Group has launched a SIP Security Task Force with the special aim of evaluating the SIP
security model, so that it can be clarified and strengthened in the next version.

7.4.6 Quality of service

Different mechanisms for Quality of Service control and measurement are available, including:

e RTP control Protocol (RTCP) defined in RFC 1889. RTCP provides feedback on quality of transmission.
e End-to-end QoS reservations based on for example the Resource reSerVation Protocol (RFC 2205).

o Differentiated services (DiffServ) described in RFC 2474 and RFC 2475. With DiffServ it is possible to implement
scalable gervice differentiation in I P-based networks.

e Multiprofocol Label Switching (MPLS), introducing the use of labels for identification of particular traffi¢ requiring
special sgrvices, e.g., QoS. The requirements for traffic engineering over MPLS are described in RFC.2702. Fyrther work
on this sybject isin progressin the IETF MPLS working group.

747 Mobjlity

SIP transpargntly supports user mobility by name mapping and by proxying and redirecting)requests to the usgr's current
location. Basgd on the use of a unique personal identity and the ability of SIP-users to registér their current locatior], end users
can originate fand receive calls and access subscribed telecommunication services on any terminal in any location.

75 ETS| TIPHON specifications

ETSI project[TIPHON is producing technical specifications for interworking between 1P networks and SCNs. The following
scenarios are peing considered:

e acdl betlveen two usersin IP networks (global |P-telephony service);
e acal from user in an IP network to auser in an SCN;

e acal fromauser in an SCN to auser in an |P network;

o acall betveen two SCNsviaan |P network;

o acal betveen two IP networks viaan SCN.

Work to date|has focused on H.323 as the signalling protocol, but SIP is now also being investigated. The following topics are
covered:

e requirements,
e  architectyrre;
e protocols;

e naming gnd addressing;

¢ QoS
e  security;
e mobility;

o testing and validation;
e management.

7.6 Terminal specificationsfrom TIA TR-41.3.4

TIA TR-41.3.4 is producing a profile specification for terminals attached to IP networks, TIA/EIA/IS-811. As far as control is
concerned, the profile specification allows for H.323, SIP or H.248. In each case the document specifies use of the protocols.

8 Interworking of PISNsand I P networks via a gateway

With an interworking scenario the circuit and | P networks operate as peers. The basic interworking scenario is a call between a
user connected to a SCN and a user connected to a IP network. Instances of interworking between circuit and |P networks can
be concatenated, e.g.:

e circuit-IP-circuit;
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e |P-circuit-1P.
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In either of these two cases, the network in the middle plays a full part in the provision of the communication service, and the
originating network need not know, when establishing a call to the second network, that the call will terminate at a network of
the same type as the originating network.

Any specifications for interworking between circuit and IP networks should be applicable at each concatenated instance of
interworking, and there should not be a need to produce specifications for concatenation in general or for specific examples of
concatenation.

In this Technical Report, attention is confined to the case where the circuit network is a PISN using QSIG (as specified in

ISO/IEC 1572, TSOMEC 11582 and other ECMA Standards) as the inter-exchange signalling system. N

8.1 Afchitecture QQ

An equipnjent that performs interworking between a PISN and an IP network can be regarded as a PINX. Figure L8 shows part
of the PINX reference configuration from ISO/IEC 11579-1 superimposed onto the generic fonetional arthitecture for
interworkipg from figure 9. The relationship between functional entities from the generig\%nctional architecture for

ng and functional groupings from the PINX reference configuration is as follows: (1/

interworki
e theR(
e parto

e the LLS functional entity and the remainder of the MPP functional entity@eﬁpond to the Mapping (M

group
e the Sq

The MP f

point onto
to the sign
be regardel

generi[: functional architecture for interworking.

the MPP functional entity corresponds to the Switching (SW) functional ing;

ng; \@

enario Management (SM) and Inter-PINX Connection Contr@iunctional groupings have no equi

nctional grouping is responsible for mapping logical ?@ ling and user information channels at th
physical channels at the C reference point and terminating signalling transport protocols. The functiol

5T, SC-U, RC-U, IW and HL S functional entities together correspond to the Cak&wtrol (CC) functiomal grouping;

P) functional

yalents in the

e Q reference
nality relating

plling channel corresponds to the LLS functional a@/ The functionality relating to user informatior] channels can
 as being part of the MPP functional entity. %)
o
ToRGR
ToAC
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@Q To peer RC
C)é To peer
PINX
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Figure 18 — Functional architecture for interworking with a PISN
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8.2 Signalling

From 8.1 it can be seen that the IW functional entity is required to perform signalling interworking between signalling at the Q
reference point (e.g., QSIG) and IP network session control signalling. If H.323 is used in the IP network, the IW functional
entity needs to perform signalling interworking between QSIG and H.225.0 (basic call) and H.450.x (supplementary services).
If SIPisused in the IP network, the IW functional entity needs to perform signalling interworking between QSIG and SIP. The
IW functional entity needs to interact with the SC-U functional entity, and also with the RC-U functional entity to ensure that
resources made available in the | P network are suitable for mapping onto the bearer capability used in the PISN and vice versa.

8.3 Naming and addressing

8.3.1 Namjrgand-addressirgHP-SNs

In accordance with ISO/IEC 11571, addressing in a PISN is by means of numbers conforming to either E.164dr a Private
Numbering Ban (PNP). Numbers can also be represented in an implicit format, where prefix digits or other‘meang within the
actual numbey identify the numbering plan, but the numbering plan is still either E.164 or a PNP.

NOTE - Somefimes numbers in a PISN are used as names (identifying users) rather than addresses (identifyingypoints of attaghment), and
therefore the tggms “address’ and “addressing” are not always used in line with current ITU-T Study Group 2 use,

In addition, HI SN's can use textual names in accordance with |SO/IEC 13864 for name identification of auser in agall. Thisis
not consideref further in this Technical Report.

8.3.2 Namjng and addressing in I P networks

See7.2.2 (H.323) and 7.4.3 (SIP).

8.3.3 Namjng and addressing interwor king when H.323 used in the | P networ k

H.323 supports the use of E.164, PNP and implicit numbers as alias addresses:

8.3.3.1 Intenworking and PNP numbers

A characterigic of a PNP isthat it belongs to a CN administration.and numbers from that PNP have significance ¢only within
that administrative domain. An administrative domain may covet, anventire CN or only part of a CN.

When an |P network is a public network, it is necessarily a différent administrative domain from that of a PISN. Thg PISN may
employ a PNP, but the public IP network will not. Therefore PNP numbers cannot be passed through a gateway between the
two networkg Numbering considerations are similar to thesein ISO/IEC 11571 between a PISN and a public ISDN.

When an IP network is a private network belonging-10-the same CN as a PISN, the use of a PNP in the IP network can be in
accordance wiith any of the following:

1. No PNP|ntheIP network.

2. Use of sgparate PNPsin the I P netwark and the PISN (different administrative domains).

3. Useof apingle PNPin the IP network and the PISN (same administrative domain).

In cases 1 andl 2, a PNP number-frem the PISN cannot be passed on to the IP network and the gateway is required fo trandate
such anumber into an alias that.is meaningful in the IP network.

In case 2, a NP numberfrom the IP network cannot be passed on to the PISN and the gateway is required to tranglate such a
number into g number.that is meaningful in the PISN.

In case 3, PINP_ numbers can be passed between the two networks, provided they are of a sufficiently high leyel to have
meaning on gthet,side of any regional boundary that might occur at the gateway.

8.3.3.2 Interworking and E.164 numbers

E.164 numbers can be passed between a PISN and a | P network, provided they are of a sufficiently high level to have meaning
in both networks. An international number is necessary if the gateway is at a national boundary, but in other situations a
national number is normally sufficient. In some cases a subscriber number may be sufficient.

8.3.3.3 Other formsof aliasin the I P network

Any other form of alias in the IP network cannot be passed to a PISN and is required to be trandated into a telephone number
having meaning in the PISN.

8.3.34 Implicit forms of number

Implicit forms of telephone number can be passed between a PISN and an IP network subject to having meaning in the two
networks and subject to the considerations above for PNP and E.164 numbers.
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8.3.4 Naming and addressing interwor king when SIP used in the | P network
Some of the considerations of 8.3.3 for H.323 apply also to SIP, but support of different types of number in SIP requires

further study.

8.4
8.4.1

Supplementary services
H.323 supplementary services

90:2001(E)

For each of the H.450 supplementary services listed in 7.2.3, table 4 shows where there is potential for interworking with

corresponding QSIG supplementary services.

Tabhled _ Potential for infnr\/\lnrl(ing between H 450 qlpplnmnnfnry services

and QSIG supplementary services

H.450 supplementary service

QSI G supplementary service

H.450.2 (call transfer)

Call transfer (by consultation) as specifiedsin 1SO/IH
single step call transfer as specified in | SQAEC 19460

C 13869 and

H.450.3 (call diversion)

Call diversion supplementary services as specified
13873.

in ISO/IEC

H.450.4 (call hold)

There is no corresponding,@SIG supplementary service. However,

the Notification indicatorinfermation element specifiq
11582 can contain notification descriptors that are able
from signals used in-H450.4 that indicate hold and
hold.

d in 1SO/IEC
to map to and
etrieval from

H.450.5 (call park and call pick-up)

There are noCorresponding QSIG supplementary servid

eS.

H.450.6 (call waiting)

There isno“Corresponding QSIG supplementary service. However,

the Notification indicator information element specifie
11582.can contain a notification descriptor that is able
from the signal used in H.450.6 that indicates that the ¢

d in ISO/IEC
fo map to and
l| is waiting.

H.450.7 (message waiting indication)

Message waiting indication, as specified in ISO/IEC 15

506.

H.450.8 (name identification)

Name identification supplementary services, as specifie
13868.

ed in |SO/IEC

H.450.9 (call completion)

Call completion supplementary services, as specified in ISO/IEC

13870.

Where there is potential for interworking of supplementary services, the method of interworking could be
standardizgtion by ECMA. In addition, interworking between the H.323 generic functional protocol (as specifie
and the Q$I G generic funétional protocol (as specified in ISO/IEC 11582) could be a subject for standardization &

8.4.2 SlP supplementary services

equivalent|QSI G supplementary services, the method of interworking could be a subject for standardization by E(

85

a subject for
d in H.450.1)
y ECMA.

services with
CMA.,

Where c:]'sensus has been achieved in IETF and there is potential for interworking of SIP supplementary

ety
7

Security aspects of interworking require further study.

8.6 Quality of service
QoS aspects of interworking require further study.

8.7 M obility

Mobhility aspects of interworking require further study.

8.8 Networ k management

Network management aspects of interworking require further study.
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8.9

Aspectsrequiring further study or standardization work

Further work on interworking between PISNs and |P networks could focus in more detail on the following aspects, taking into

account both |

TU-T standards (H.323 family) and IETF standards (SIP etc.) in the IP network:

Protocol interworking between QSIG and H.323/SIP. For basic call protocol interworking considerations are similar to

those for interworking between DSS1 and IP networks, which are being covered by work in ETSI project TIPHON, and it
needs to be verified whether the same specification can apply to QSIG. However, for supplementary service interworking
QSIG considerations are different from those of DSS1. At the time of writing this Technical Report, ECMA had aready
produced QSIG-H.323 interworking Standards for the generic functional protocol (ISO/IEC 11582 and H.450.1), call
transfer (1SO/IEC 13869/ | SO/IEC 19460 and H.450.2) and call diversion (ISO/IEC 13873 and H.450.3). There may be

requirements for standardizing interworking for other supplementary services or for interworking between QSI|G and SIP.
In additipn, ECMA may wish to standardize SIP supplementary services (using building blocks specified khyyIHTF) and/or
influencg consensus in IETF on best current practice.

= |SO/IEC|11571 may need to be updated to reflect 1P addressing.

= Derivatign, screening and presentation of identification numbers in support of CLIP, COLP and'€LIR.

»= Routing ponsiderations. Issues include selection of a suitable gateway, SCN end-to-end &ersts PISN-1P-PISN|, avoiding
networkdq with poor performance.

= Numberipg considerations when interworking with SIP.

= Security pspects.

= QoS aspécts.

=  Mobility[aspects.

= Networkmanagement aspects.

Work on thege aspects may involve changes to standards for |P networks and/or changes to standards for PISNs(in order to

achieve satisfpctory interworking.

9 I ntef connection of remote PISNsvia an | P networ k

This clause explores different methods of interconnecting remote PISNs (or two parts of the same PISN) via an IP ngtwork.

As described|in clause 8, concatenated instances of interworking at a gateway can be used to achieve the intercofpnection of

remote SCNgvia an IP network. In particular, this:approach can be applied to the interconnection of two PISNs (or fwo PINXs

that are part df the same PISN) via an IP network.

However, copcatenation has the limitation that information from one PISN that cannot be mapped onto corfesponding

information i the protocols used in the 4P network will not be available to the peer PISN. This is a particular proplem when

the two PISNE employ the same network signalling protocol (e.g., QSIG), since any information from one PISN is likely to be

of relevance 1o the other PISN ~Less of this information through interworking with 1P network protocols will reduge the level

of service to isers comparedwith the level of service that would have existed if the two PISNs were joined directly. To avoid

this a means ¢f overlaying-PLSN services on top of services provided by the IP network needs to be found.

The remaindgr of this.clalise assumes that the signalling system used in the two PISNsis QSIG.

9.1 Clastification of scenariosfor the interconnection of PISNs

Concatenated instances of interworking at a gateway is eguivalent to the concatenation concept described in TR/57] (known as

the concatenation scenario in ISO/IEC 11579-1).

In TR/57 the alternative to the concatenation concept is the overlay concept (known as the overlay scenario in I SO/IEC 11579-
1). With the overlay concept, PISN services are overlaid on top of the services of the network that interconnects the two PISNs.
TR/57 identifies two approaches within the overlay concept:

e  Cco-operative approach; and

transparent approach.

With the co-operative approach (often known as “integrated scenarios’) the network that interconnects the two PISNsis known
as an InterConnecting Network (ICN) and has enhanced capabilities (often known as “virtual private network” or VPN
capabilities) that enable it to participate in PISN servicesin an integral manner. The ICN acts as atransit PINX.
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With the transparent approach (often known as “ overlay scenarios’) the network that interconnects the two PISNs is known as
an InterVening Network (IVN). An IVN does not participate in and has no knowledge of PISN services. Instead the IVN
provides a means for PISN services to operate between the two PISNs by conveying information transparently, i.e., through a
tunnel.

Digtinction between the two approaches is not always clear, since with the co-operative approach some aspects of PISN
signalling can still be tunnelled. However, the fact that the network that interconnects the two PISNs provides at |east some
enhanced capabilities for the interconnection of PISNs signifies the co-operative approach. Typicaly with the co-operative
approach the ICN routes based on PISN addresses, whereas with the transparent approach the IVN routes on native addresses
rather than PISN addresses.

Both appr@aches can in principle be applied to the case where the two PISNs are interconnected by an IP netyvork. The co-
operative gpproach requires enhancements to the IP network to allow it to participate in PISN services(e.g., py routing on
PISN addrgsses, participation in PISN supplementary services). Without such enhancements, the concatenation cpncept applies
and certain) PISN functionality will be lost.

With the fransparent approach, the IP network is simply required to provide appropriate tunnelling mechanigms for PISN
informatiof, but does not need to be aware of the content of such information.

Figure 19 phows the generic architecture for scenarios in accordance with the overlay concept, transparent approach (overlay
scenarios),| as derived from | SO/IEC 11579-1.

PINX p|.b\\"
SM q SM
I I [ I
cC ICC ICC cc
C reference C reference
| | point point | |
SW | MP I IVN I MP I SW
} ] (1B hetwork) } }
| I I |
| | | |
| [ Poe —] |
le IPL »
Q reference Q reference
point point

Figure19 — Generic architecture for overlay scenarios

Conceptudly the two PINXs are linked by an Inter-PINX Link (IPL) between the two Q reference points. The IPL comprises a
packet mogle D,-channel for signalting and a number continuous bit rate (normally 64 Kbit/s) U,-channels.

The functipn of the MP functional grouping isto map the D, and U_-channels at the Q reference point onto bearer capabilities
provided Ry the IVN asInter-PINX Connections (IPCs). The ICC functional grouping can become involved if dynamic
establishment and clear,down of IPCsisinvolved. The SM functional grouping provides management.

For the D }channelstransport across the IVN needs to be reliable, in terms of low loss and error rate. This is trge also for the
U,-channgls when tarrying data, but when carrying real-time information the emphasis is more on minimizing d¢fay and delay
variation. fFer real -ti me |nformat|on transport over an IP network acti ing as the IVN RTP (over UDP) |s a suitable transport
protocol. ' —Therefore any
overlay scenario has to provide separate transport means for the D, channeI and the U,-channels (at least for rea-time PISN
services).

9.2 Solutionsfor the interconnection of remote PISNsvia an | P network

The following solutions have been proposed for the interconnection of remote PISNs via an |P network other than by simple
concatenation:

e Solution 1 — QSIG tunnelling over |P network transport layer protocol;
e Solution 2 — QSIG tunnelling over |P network session control protocol;
e Solution 3 —enhanced QSIG (“QSIG+") in the IP network.
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9.3 Solution 1 — QSIG tunnelling over | P network transport layer protocol

Solution 1 isin accordance with the overlay concept, transparent approach (i.e., overlay scenario). Both the D -channel and the
U,-channels are carried directly over an IP network transport layer protocol, but for reasons explained in 9.1 different transport
layer protocols need to be employed.

9.3.1 Architecture

With this type of scenario, PISN signalling information (QSIG) is carried over a reliable transport protocol such as TCP or, if
added functionality is required, a common signalling transport protocol, as introduced in RFC 2719 (“Framework architecture
for signalling transport”) from the SIGTRAN group in IETF. A brief introduction to the signalling transport concepts of RFC
2719 is givendh-annex-D-

N

One possible scenario that could be a candidate for a PISN mapping Standard is as follows: Q

e D -channel (QSIG signalling) transported over IP using a standard IP transport protocol with functions desigrjed to meet
transport|requirements for SCN signalling (RFC 2719), such a protocol being referred to below as@l'GTRAN protocol;

. UQ-chan:Lelstransported using RTP over UDP (e.g. using G.711 encoding); '\cb

e UDP poits for RTP assigned either in a static manner, with semi-permanent mapping o-Channel numbers or using
scenario management procedures for more dynamic assignment.

A simple solytion based on the principles above would mean that the only bearer capabilities supported are speech gnd 3,1 kHz
audio at 64 Kpit/s. Figure 20 shows the architecture for the SIGTRAN approach. O\

D
%
IPC IPL \\'Q IPL IPC
Control | Control @ Control Control
Ny
xO
C reference C reference
point point
I IVN I

(IP network)

le— I1PC(s) —]

1PL >
|
Q reference Q reference
point point

e

Figure 20 - Architecturefor solution 1

The conceptual interconnection scenario shown in the figure is derived from ISO/IEC TR 14475. The IPC Control function is
used for the control of the packet mode associations at the C-reference point (IP, UDP, TCP, RTP, “SIGTRAN"). The function
shown as IPL control in the figure is required for the dynamic assignment of U_-channels. In this case a signalling protocal,
known here as ScenSIG (scenario signalling), operates between the two peer IPL control functions. As for QSIG, ScenSIG
requires the SIGTRAN protocol for transport.
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9.3.2 Agpectsrequiring further study or standardization work

Solution 1 for QSIG tunnelling is particularly suited to static scenarios where an IPL with a fixed number of U,-channels exists
on a semi-permanent basis. The setting of static pre-conditions then is mandatory. However, since the parameters and their
values have local significance only, there is no need for standardization of their structure or format.

Nevertheless, there are some aspects that may be candidates for standardization (see also ISO/IEC TR 14475), particularly for
implementation of dynamic scenarios, but also for semi-permanent scenarios, e.g.:

e Mapping matrix and bearer conditioning. Standards are needed for the mapping of IPL-service channels, D -channels and
U,-channels onto TCP/UDP/IP ports and for the provision and modification of Bearer Conditioning.

e Scend9 G information flows and the means for their transfer.

N
e The goplication of SIGTRAN’s Stream Control Transmission Protocol (SCTP) for transport ot]ﬁ%QG and ScenSIG
infornpation over the | P-network. Q
Cbg
N

e |PC egtablishment.
e Quality of Service aspects. q/
<

e  Securifty aspects.

e Netwgrk management aspects. \Q/C)
94 Sqlution 2 — QSIG tunnélling over | P network session control prot%ﬁb\
9.4.1 Alchitecture \

With this tiype of scenario an H.323 or SIP session is established between two PINXs to provide an IPL. Within the context of
this sessiop, resource control can be used to establish media streang transport U -channels. QSIG is tunnelled within the

session control protocal, i.e., within the application layer. For H.SQ, generic tunnelling capability is already being prepared
for H.323/T—1.225.0 version 4. An object identifier identifies the ts@p led protocol, and therefore this mechanism ¢an be used to
tunnel QSIIG. A similar capability could be introduced to S P.s\\}

The architgcture of solution 2 is shown in figure 21. The%@functi onal entity contains RGT, SC-U, RC-U and MPP functional
entities. Signalling information across the Q reference point from CC (via SW) to MP is routed to the SC-U functional entity,
which insarts it into the tunnel within the session Q@%l protocol. Likewise, tunnelled signalling information received within
the sessior] control protocol is extracted by the S@ unctional entity and sent to the CC (via SW).

IVN
(IP network)

Figure 21 — Architecturefor solution 2

The transport of U,-channels is the same as for solution 1, i.e., for real-time PISN services transport over RTP over UDP.
However, the way of establishing RTP streams is different. With solution 2 the standard resource control protocol (H.245 for
H.323, SDP for SIP) is used. With solution 1 there is no such means readily available, and either the U -channels have to be
provisioned on a semi-permanent basis (through management procedures at the two PINX, perhaps co-ordinated through
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network management) or a scenario signalling protocol (ScenSIG) has to be defined. This means that solution 1 is particularly
suited to static scenarios where an |PL with afixed number of U -channels exists on a semi-permanent basis. Solution 2, on the
other hand, is particularly suited to dynamic scenarios.

One possibility with solution 2 is to have a 1:1 mapping between PISN calls and IP network sessions, by establishing an IPL
(session) each time a PISN call requires to be routed across the IP network to another PINX. Where there is more regular
traffic between a given pair of PINXs, an alternative would be to keep the IPL (session) established on a semi-permanent basis
and to open and close media streams on a dynamic basis as PISN calls are established and released.

When solution 2 is used with H.323, normally H.323 gatekeepers will be available in the IP network and can be exploited in

various ways, e.g.:

e resolutiop of telephone number to | P address;

e determin|ng that a QSIG gateway will be encountered at the IP network egress (included in H.225.0 vérsion 4 as part of
the genetfic tunnelling enhancement);

e  bandwidth management and QoS services.

Similarly when using solution 2 with SIP, corresponding entities might be available for exploitation. Because sglution 1 is

independent ¢f H.323 or SIP, solution 1 cannot depend on gatekeepers or equivalent for stiehfunctions, although solution 1

may be able tp use gatekeepers or equivalent if available.

9.4.2 Aspeactsrequiring further study or standar dization work

Using the geferic tunnelling mechanism in H.323/H.225.0 version 4, particular scenarios identified as being useftl could be

standardized.|Standards should focus on the following aspects:

e Mapping/matrix and bearer conditioning.

e  ScenSIGlinformation flows (if applicable) and the means for theirfransfer.

e Useof the H.323/H.225.0 tunnelling mechanism for transporting QSIG messages over the | P network.

o |PC estalplishment.

o Useof both public and private intervening networks,

e QoS considerations.

e  Security ronsiderations.

e Network|management aspects.

Similar scengrios could be specified for tunnelling over SIP using a generic tunnelling mechanism in SIP (e.g., Q¥IG MIME

type, currently being specified by 1ETF).

9.5 Solution 3 —enhanced QSIG in the | P network

951 Architecture

Solution 3 uges an enhanéed QSIG (“QSIG+") as the session control protocol in the IP network in place of existng session

control protogols (H.225:0 or SIP). Whereas QSIG includes negotiation of a circuit mode bearer (e.g., a B-channgl), QSIG+

needs to negqtiateresources (e.g., port numbers) for running a resource control protocol (e.g., H.245, SDP). In other respects

QSIG+ isidentical.to QSIG, and therefore there is no requirement for tunnelling QSIG information.

This solution can be regarded as an integrated scenario (overlay concept, co-operative approach), since any |P network entities
that are involved in session control (e.g., gatekeepers, SIP proxies and redirects) are required to support PISN functionality by
supporting QSIG+ rather than H.225.0 or SIP.

In the special case where no such IP network entities are involved, this can be regarded as an overlay scenario, with QSIG+
simply tunnelled over an IP network transport layer protocol. It differs from solution 1 in that QSIG+ is tunnelled rather than
QSIG.

Solution 3 is analogous to the BICC in public networks.

9.5.2 Agpectsrequiring further study or standar dization work

This scenario requires the specification of the QSIG+ protocol in the form of deviations from QSIG. Other aspects that would
require study include security, QoS and network management. Naming and addressing is unlikely to be a problem.
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10 Connection of telephonesto a PINX via an | P network
Figure 1 in 5.1 shows two ways in which (non-1P) telephones can be connected to a PINX via an | P network:

e viagateway type 1 (on the telephone side) and gateway type 2 (on the PINX side); or

e viagateway type 4 (on the telephone side) and gateway type 5 (on the PINX side).

NOTE - If certain security requirements are met, a public I P network (Internet) can be used for the connection of 1P and non-I1P telephones to
aPINX, which can be regarded as another example of VPN capability. The requirements for such VPNs are not explicitly considered in this
Technical Report, but could be the subject of further study.

10.1 aAslcniIeC[ure

In the c
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Figure 22
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of gateway type 2, an “end-to-end” signalling protocol (H.323 or SIP) is used in the IP network,
in the case of an IP telephone) or the telephone in combination with a gateway type 1dhas to
protocol. Gateway type 2 is discussed in clause 8.

hough calls between terminals connected to the same IP network can be routed directly over the | R network, there

these terminals are to be regarded as users of the PISN and thus should have access to services of the PISN.
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Figure 22 Connection of telephone to PINX using gatewaystype 1 and 2

ly the control plane part of the gateway type 1 can be collocated with the gateway type 2, leaving
entity on the_telephone side of an IP network, as shown in figure 23 (RGR, AC and IR function
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Figure 23 — Connection of telephoneto PINX - using gatewﬁg‘ype4 and 5

Gateway typd 4 can be omitted if the MPP functional entity isinside the tel ephon%

NOTE - In corjtrast to the situation where gateways type 1 and type 2 are employed, &ateways type 4 and type 5 are employet], signalling
must always bg routed viathe PISN, even for calls between two terminals connected to-the same | P network.

Different signjalling protocols can be applied at interface J, e.g., H.24 P (a predecessor of H.248).

For acall betjveen two telephones attached via gateways type 4, routing of both signalling and voice is via gatewayg type 5, as
shown in figure 24.

&

g
SC- SC-
U U
RC- RC-
U U

"
sc- | sc-.
U
RC- & ‘RC-
Uelh U

IP network

Figure 24 — Connection of two telephones via PINX using gatewaystype 4 and 5

Advantages might be gained in terms of QoS and use of gateway resources if voice were to be routed directly through the IP
network between the gateways type 4, by-passing the PINX, as shown in figure 25.
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