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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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rnational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

e main task of the joint technical committee is to prepare International Standards. Draft In
hndards adopted by the joint technical committee are circulated to national bodies for voting. Pub
International Standard requires approval by at least 75 % of the national bedies casting a vote.

exceptional circumstances, the joint technical committee may proposg-the publication of a Techni
pne of the following types:

type 1, when the required support cannot be obtained for the publication of an International
despite repeated efforts;

future but not immediate possibility of an agreement on an International Standard;

normally published as an International Standard (“state of the art”, for example).
chnical Reports of types 1 and 2 are Subject to review within three years of publication, to decig
reviewed until the data they provide are considered to be no longer valid or useful.

ention is drawn to the possibility that some of the elements of this document may be the subjeg
hts. ISO and IEC shall not-be held responsible for identifying any or all such patent rights.

D/IEC TR 21000-1(T,ywhich is a Technical Report of type 3, was prepared by Joint Technical
D/IEC JTC 1, Information technology, Subcommittee SC 29, Coding of audio, picture, multin
permedia information.

D/IEC TR 21000 consists of the following parts, under the general title Information technology —
mework (MPEG-21):

ernational
lication as

cal Report

Standard,

type 2, when the subject is still under technical dévelopment or where for any other reason there is the

type 3, when the joint technical committee has collected data of a different kind from that which is

e whether
ly have to

t of patent

Committee
nedia and

Multimedia

Part 1: Vision, Technologies and Strategy

©lI

Part 2: Digital Iltem Declaration

Part 3: Digital Item Identification
Part 5: Rights Expression Language
Part 6: Rights Data Dictionary

Part 7: Digital Item Adaptation

Part 8: Reference Software
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— Part 9: File Format
— Part 11: Evaluation Tools for Persistent Association Technologies
The following parts are under preparation:

— Part 10: Digital Iltem Processing
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Introduction

Today, many elements exist to build an infrastructure for the delivery and consumption of multimedia content.
There is, however, no "big picture" to describe how these elements, either in existence or under development,
relate to each other. The aim for MPEG-21 is to describe how these various elements fit together. Where gaps
exj - i i i APEG) will
thgn develop new standards as appropriate while other relevant standards may be developed by 6ther bodies.
These specifications will be integrated into the multimedia framework through collaboration betwgen MPEG
and these bodies.

The result is an open framework for multimedia delivery and consumption, with both.the ‘content cfeator and
cohtent consumer as focal points. This open framework provides content creators and’service proyiders with
eqgual opportunities in the MPEG-21 enabled open market. This will also be to\the benefit of the content
cohsumer providing them access to a large variety of content in an interoperable/manner.

The vision for MPEG-21 is to define a multimedia framework to enable transparent and augmenjed use of
myiltimedia resources across a wide range of networks and devices used.by different communities.

This eleventh part of MPEG-21 (ISO/IEC TR 21000-11) documents best practice in the evaluation of
Pdrsistent Association Technologies — that is, technologies that-persistently link information to identify and
depcribe content with the content itself. Its purpose is to allew such evaluations to be conductgd using a
common evaluation framework with more specific test methodologies for each of the discussed|persistent
aspociation technology types or paradigms. This Technical Report is intended to give confidencg to those
relying on the results that they are:

— Appropriate tests of the technology that will-predict its performance under real-world conditions and

—] Comparable with results obtained from\other tests conducted using the same methodology.

© ISO/IEC 2004 — All rights reserved vii
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:2004(E)

Information technology — Multimedia framework (MPEG-2

Part 11:
Evaluation Tools for Persistent Association Technologies

1) —

1| Scope

1.1 Introduction

MIPEG-21 will provide an over-arching framework within which many elements of multimedia a
together. In particular, coded representations of content will be juxtaposed with metadata descripto
Intellectual Property Management and Protection (IPMP) protection thatapply to the content. This
requirement for tools that can create and maintain (e.g. detect orgxtract) an association betwee
m¢tadata and IPMP elements within MPEG-21. Tools based oncthe‘techniques known as “watermg
“fipgerprinting” offer a means to form associations between multimedia elements and the related in
where that association can be directly embedded within or ifferred from the content itself. Furthern
based on watermarking and fingerprinting allow such jnférences to persist in the face of adapta
cohtent. Such tools are termed Persistent Association“Fechnologies (PAT) and within MPEG-21
neged to assess and evaluate these tools. This report sets out a process and plan for evaluating PA
not provide information on how to normatively interpret results of tests conducted in accordancs
Technical Report as the selection of a set of;specific evaluation procedures depends on the
scenario.

This Technical Report focuses on the €Valuation of two classes of technology: watermarks and f|
(s¢e Definitions in Subclause 2.1) when applied to Audio content.

It is expected that the scope .of this Technical Report will be enhanced in future to cover other m
ingluding video, still pictures and text.

This Technical Report.describes evaluation methodologies for only some of the characteristics

te¢hnologies. In particular, it does not attempt to define methodologies for evaluating the resistang
teg¢hnologies to deliberate attack on the association. Further detail is contained in Clause 7.

1.2 Background to ISO/IEC TR 21000-11

Regcognising that the standardisation of Persistent Association Technologies (PAT) is not currently

e brought
rs and the
leads to a
n content,
rking” and
formation,
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hpplication
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edia types

5 of these
e of these

thought to

bel viable in the context of MPEG-21 and the wider international standardisation community

, ISO/IEC

JTC 1/SC 29/WG 11 (MPEG) examined options which would allow it to assist the adoption of PAT by industry.

A call for Requirements on PAT was issued and generated numerous responses. The analysis of these
responses has allowed WG11 to understand the characteristics of PAT that may be required. This analysis
also showed both a need and a possibility to establish a consensus approach to the Evaluation of such

technologies which would be useful in selecting appropriate technologies for particular applications.

1.3 Organisation of the Document

ISO/IEC 21000-11 contains nine clauses. Clauses 1 and 2 set out the scope of this Technical Report, provide

definition for terms and a list of abbreviations used and not used.
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Clause 3 then familiarises the reader four different persistent association technology paradigms by providing a
reference architecture for each of the discussed PAT paradigms’). Clauses 4 and 5 contain short use case
scenarios for how to use Persistent Association Technologies, and how to evaluate such technologies.

Clause 6 then lists the seven characteristic parameters of PAT that can be used to evaluate such technologies.
Before the main discussion on the evaluation methodology is discussed in Clause 8, Clause 7 contains a
discussion on issues such as security and malicious attacks.

2 Terms and Abbreviations

21 Ternls and Definitions

For the purpose of this document, the following terms and definitions apply.

211 Cdmputational Performance

Computer|scientists generally refer to the computational complexity of an algorithm in terms of the numben of
processor|cycles needed as well as memory requirements (including lookup tables and/of databases). On gny
given platform (e.g. RISC, CISC and DSP) this complexity manifests itself as the €omputational Performarice
of an implgmentation.

Watermark embedding and detection entail digital signal-processing-'Operations that are similar [to
compression. The signal processing during embedding is largely concerned with the analysis of the origipal
audio sigral to so that masking methods can be exploited to reduce the audibility of the embedded sigrjal.
Digital sighal processing associated with watermark detection and ecovery is principally determined by {he
need to gestablish synchronisation between the detector and{the embedded signal. Its computatiopal
complexity is increased if transforms involving scaling apnd“shifting of the signals is anticipated whjlst
watermarH detection is still required.

Digital sighal processing of fingerprinting involves both, calculating the fingerprint and comparing extrac{ed
fingerprint|fragments with a large database of candidate exemplars, while seeking a match. The computatiopal
task is eased if simplifying assumptions are made(such as assuming a particular offset within larger objeqts)
but is compounded if transformations such as sgaling/shifting are anticipated and if the offset of the fingerpfint
is unknowh, e.g. within a streaming environment.

21.2 Fingerprinting

Fingerprinting is the term used for-to a type of pattern-recognition techniques when applied to identifylng
content and associating information with content, albeit without modifying the content. It works by extracting
characterigtics of a piece of @udio content and storing them in a database. When the technology is presenfed
with an unidentified piecelof audio content, characteristics of that piece are calculated and matched against
those storged in the database.

One techique is.'standardised within MPEG-7 using the AudioSpectalFlatness Low Level Descriptor, but
there are many-other approaches.

2.1.3 Impamrment

Any modification to audio signals can have an impact on the perceived quality of the material regardless
whether the modification is associated with embedding a PAT or subsequent manipulation of the content. In
the context of assessing PAT it is helpful to define the term Impairment strictly on the basis of deliberate signal
manipulations introduced in a controlled way for the purpose of testing reliability or robustness of the PAT.
This is distinct from perceptibility effects that may be associated with embedding of a PAT (see
Subclause 2.1.4).

1) While Clause 3 introduces four PATs (headers, digital signatures, watermarks and fingerprints), the remainder of this
Technical Report concentrates on watermarks and fingerprints only.

2 © ISO/IEC 2004 — All rights reserved
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In practice, Impairments may arise as a consequence of common signal processing operations (such as
MPEG-2 or MPEG-4 lossy compression at low bit rates) and may affect the ability of the PAT to maintain an
association. Other signal transformations that would not normally be described as Impairments (e.g. tone
control, down mixing, etc) may also have an effect on watermark or fingerprint detection and recovery and
should be considered as Impairments for the purposes of PAT assessment.

In testing, representative Impairments will be introduced in a controlled way, to explore the PAT performance
according to the anticipated deployment scenario.

Impairments might also arise through deliberate attacks on the PAT that involve manipulation of the content
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e perceptibility of audio Impairments would typically be measured using formal techniques(stich
JSHRA or double blind ABX testing.

.4 Perceptibility

rceptible artefacts may arise from the embedding of watermark into a content signal. Artefacts
h embedding may be designed to be perceptually transparent or perceptually’significant depend
Sign goals of the watermarking scheme. Assessment of the perceptible/effects of embedding is d
istinct topic, separate from the generation (and assessment of the perceptibility of) Impairments.

.5 Persistent Association

the context of MPEG-21 as well as outside, it is often:necessary to create and recover as
tween content items and related information (e.g. MPEG-7 metadata, unique identifiers or co

ch associations can be fragile, in the sense that if tags are stripped away (e.g. as happens when
ht over legacy interfaces) then the association is lest.

e field of “persistent association” is also ceneerned with techniques by which non-fragile associ
established or by which “broken” associations can be re-established. Presently, the main technig

d are watermarking and fingerprinting:~<The main application areas are where analogue signals
diovisual content) are contained within a digital environment.

.6 Persistent Association-Tool

ol for linking information to“identify and describe content contained in MPEG-21 Resources with t
pIf.

.7 PAT Evaluation Configuration

e PAT Evaluation Configuration is defined as the combination of PAT algorithm, its parameter se
t stimuliiand PAT payload and the set of signal Impairments used in an evaluation.

2.1

as PEAQ,
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ing on the
onsidered

sociations
py control

brmation). A multitude of solutions encompasses thé“use of mark-up, tags, databases, file headers, etc.
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ations can
ues of the
5 (such as

ne content

ttings, the

.8 /Robustness

The robustness property of persistent association describes the extent to which the association is maintained
in the presence of processes that impact the persistent association (e.g. signal Impairment).

2.1.9 Survivability

Synonym for Robustness. The term Robustness is preferred in this document.
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2.1.10 Watermarking

Modification to the content values to introduce patterns that can later be detected and interpreted as a data
payload. Watermarking can be fragile or robust, or it can be perceptible or imperceptible. Different emphasis
may be appropriate in differing applications. Normally the patterns embedded into signals will be assigned in
such a way that they represent a symbol alphabet or carry a data payload that can be used to carry message
data. Furthermore, there are classes of cryptographic watermarking algorithms where either the embedded
patterns or the symbols assigned to them are manipulated according to keying material, and access to this
keying material is required in order to recover the patterns or symbols. Watermarks can include any data,
such as content identification and control information.

21.1 FeLture Extraction
Feature ektraction is a common sub-process in pattern recognition by which signal values are’subject|to

transformations that yield features of the signal. This process is used within fingerprinting. Feature extraction
is not syndnymous with fingerprinting, but is a constituent part of it.

2.2 Terms not used in this Technical Report

Within thid technical report, the following terms have not been used in order to avoidvany confusion:
— Fuzzy hash;

—  Thum print;

— Foot print;

— Robust signature; and

— Tattog.

2.3 Abbreviations

API
Application Programming Interface

EBU
European [Broadcasting Union

IPMP
Intellectud Property Management & Protection

PAT
Persistent]Assogciation Tool

3 (Persistent) Association Technologies

3.1 Introduction
This section contains a list of classes of technologies — not specific products — that can persistently associate

information with content. It will include a brief summary of the ways in which the technologies work. As part of
this summary, a reference model for each PAT is provided following the below generic model:

4 © ISO/IEC 2004 — All rights reserved
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Association Step Detection Step

Detection
Tool

Association

eX

3.2 Headers

Adding information into a header of a file is one of the most direct and\simplest mechanisms for &
information with the content. Within the context of the Multimedia Framework as specified by vario
ISP/IEC 21000, there are various slightly different flavours of this.approach:

a)

b)
c)

d)

Th
Ta

Figure 1 — Generic PAT Reference Model

ernal database.

Adding the information to the Digital Item Declaration (D]D) into a Statement;

narrow sense);

Adding the information at the end of a Resource referenced from the DID (i.e. in a "footer"); and

:2004(E)

s important to note that both Association Tool and Detection Tool may use external mechHanisms in

performing their function. One such mechanism could be the deposit and retrieval.of information from an

ssociating

s parts of

Adding the information to the beginning of a Resoarge referenced from the DID (i.e. in a "heaper" in the

Adding the information into one or several data blocks that are interspersed throughout of al Resource
referenced from the DID (i.e. in datatblocks as utilised by many file formats, including MP4 |defined in
ISO/IEC 14496-12).
e mechanism of this technique —~using cases (a) and (b) as examples — is depicted below. Thel Detection
ol, upon receipt of the Digital(liem is then able to read the data out of the DID/Resource.
DID
A
Re-
source
Association Detection j>‘
Information
Tool
Data 1 Re-
source
Data 2

Figure 2 — Header Reference Model

In its simplest form the data will be included in clear text. This offers the benefit that finding and extracting the
data is comparatively simple. However, it also has a drawback insofar as the data can (a) be read by all
parties that get hold of the Digital Iltem and (b) that the data can easily be removed. While the first issue can
be addressed by using cryptographic algorithms to cipher the content (in that case a key distribution
mechanism needs to be addressed in addition), the latter can be addressed by using digital signatures (see
Subclause 3.3).

©lI
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In addition to storing all information in the "header", many applications use an external database to store the
data in a database, add an identifier (or database key to the data) into the "Header" and then allow the
Detection tool to query the database to get to the data.

DID
DID
v > “
sciﬁ;e 0016’7/‘ J
Association A L Detection 4‘\ “
Foot V Re- V Toot V W
source
%
¢’O(9
O «——ID
Database

Figure 3 — Extended Header Reference Model

3.3 Digifal Signatures

As indicated above, digital signatures can be used to authenticate information that has been associated using
other techpologies, including but not limited to information providéd via headers. Also, information provided yia
watermarling and fingerprints can be authenticated using digital' signatures. This Clause, however, uses the
case of d|gitally signing a DID to illustrate how digital signatures can be utilised to persistently associate
informatiop with content.

DI

DID
Association Detection
Sign
Check
Signature's
Certificate
v |

[ Certification Agency ]

Figure 4 — Digital Signature Reference Model

The Peer or User wanting to use digital signatures acquires a certificate from a certification agency and then
uses this certificate and a signature algorithm? to sign the DID with the ID included in the following steps:

— Calculate a hash sum over the DID with the ID;

— Use the signature algorithm and the certificate to create a signature using the hash sum;

2) An asymmetric cryptographic algorithm.
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— Add the signature into the DID.
Upon receipt of a digitally signed DID the Detection Tool will:
— Calculate a hash sum over the DID — without the signature

— Use the signature algorithm together with the hash sum and the Association Tool’s certificate to
the signature is indeed the signature of the DID created by the Association Tool.

verify that

Only when these two match can the Detection Tool be certain that the DID has not been altered and that the

ID i i uine. 1nhus, thi i
to pe removed. It does, however, allow for detecting changes.

3.4 Fingerprinting

Fimgerprinting, or content-based identification, technologies work by extracting characteristics of
cohtent and storing them in a database. When the technology is presented with) an unidentifie
cohtent, characteristics of that piece are calculated and matched against those §tored in the databag

The following reference architecture illustrates the potential functionality of the core tech
fingerprinting. Two distinct aspects are shown in Figure 5:

a)| Populating the database (top of the diagram): A series of sound recordings are presented to a
generator. This generator processes audio signals in order t0’generate fingerprints derived uni
the characteristics of each sound recording. The fingerprint that is derived from each sound rg
then stored in a database and may be associated with an identifier or other metadata for tha
sound recording.

b)[ Content Identification (bottom of the diagram); -Audio, in either streaming or file format, is prese
input of a fingerprint generator. The generatorfunction processes the audio signal to produce a
This fingerprint is then used to query thedatabase. If a match is found, the resulting Track ID i
from the database. A confidence level_or'proximity associated with each match may also be giv

u Resource 1 Fingerprint
Genarator

in the DID

a piece of
] piece of
e.

nology of

fingerprint
uely from
cording is
particular

hted to the
fingerprint.
5 retrieved
BN,

Metadata 1
U (Track ID)
Populating the Database
Content Identification
If match
Test Finocerprint found return:
— =T > _Compare
Resource Genarator W—; - Resource ID
- Confidence

Figure 5 — Fingerprinting Reference Model

As indicated in the above diagram, fingerprinting is a technology that can be used with non-text-based

Resources (e.g. audio clips, video streams and pictures) only.
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3.5 Watermarking

While fingerprints are not affecting the signal quality of the content that has some information persistently
associated with it, watermarks do have an affect insofar as the information that is to be associated with the
content (usually called the payload) is embedded into the content (the carrier signal). As with fingerprinting,
watermarking is usually used with non-text-based Resources (e.g. audio clips, video streams and pictures)
only.3 Certain watermarking applications can be implemented without the need for an external metadata
database (e.g. where the watermark carries a small payload such as copy control information).

The figure

below provides a reference model for watermarking.

Note that
system:

— Nota
— Soms

— Soms
water|

All watern

multimedig signal. Depending on the-application, the properties below may or may not be desired:

— Trans

— Robu
versid

Payload Watermark

Input Decoder

tent m - Content
T Watermark Content Standard nten
ﬂj}tﬂl . Content
Encoder Distribution Bl
ayer playbac

Figure 6 — Watermarking Reference*Model

not all of the elements in the reference models aréynecessarily present in every watermark|ng

| of watermarking systems do need a key for embedding and detection;
watermarks do not carry a message. Only'their presence/absence can be detected;

watermarks allow message decoding/reading, even though it is impossible to prove that t{he
mark was actually embedded.

nark applications share thevproperty of being designed to communicate information through a

parency — The perceptual difference between the marked signal and the host signal is limited;

5thess — Thewdetection can be carried out robustly, i.e., even when the received signal is a degraded
n of the marked signal;

— Secutlity «Unauthorised people are neither able to detect, remove or modify the watermark, nor to embed

a wat

prmark

— Large

Payload — A large amount of information can be transmitted trough the watermark channel (hence,

therefore often only identifiers are actually embedded, with a database containing the full set of
information that is associated with the content (see also the extended header reference model within
Subclause 3.2).

Moreover,

error rates (false positive; false negative; bit errors in decoded message) should be small.

3) It should be noted that there are algorithms to embed a watermark into text resources, e.g. by varying line and
character spacing.
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Use Cases for Persistent Association

4.1 Introduction

This Subclause contains several of use cases for Persistent Association Technologies. In general, Persistent
Association Technologies will find application in areas where metadata and content are simultaneously
required. Application areas include multimedia databases, content monitoring and tracking on networks or
broadcast transmissions, and in the management of digital rights (for example as a component within IPMP
Systems).

4,

Th
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ap|
de
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4.4
Th

as
en

P Rights and Content Management

e technology used in content production has permitted the implementation of schemes.that for|
htent and it is very easy to separate the content from its metadata (which may includerights inforn
this situation a unique and robust identification of the work, from the momentief-its creation, will
propriate metadata is robustly associated with the content. This can help, for example, rights

monstrating their ownership.

e techniques that exist and allow the robust linking of such metadata to-content are PATs.

.3 Audio Content Tracking and Reporting

und recordings are communicated over broadcast channels, cable and other networks such as th
tordings. Some of the many examples in this field include:
Reporting. Fingerprinting and watermarking applications could track audio content {

the correct rights holders. In such applications it may be advantageous if the technology could
between different versions of a song;

Compiling Charts. Airplay/netplay monitoring for automated charts compilation in unicast ang
scenarios.

e metadata necessary for such applications would typically associated with the content usi

bred and governed-by-an international agency.

i Internet Audio Content Services

e Internet_has brought new opportunities for distributing audio content to consumers. Distributors
sistance in ensuring that only audio content authorised for distribution is transmitted. In
vironment, fingerprinting and watermarking technologies may be useable to identify which

au

malise the

hts and content management processes. Initially, rights information is, however, not robustly link¢d with the

nation).

allow that
holders in

e Internet.

hhts holders, service providers and other stakeholders often seek to monitor the use of sich sound

layed by

broadcasters and webcasters to report usage. Royalties could then, where appropriate, be distributed to

Histinguish

multicast

ng unique

ntifiers (both for manifestations4) and abstractions®)). Such identification schemes are typicglly admin-

may need
such an
racks are

haorised

4.5 Anti-Piracy Investigation and Enforcement

Anti-piracy investigators often need to analyse unlabelled or mis-labeled CDs to determine the identity of
recordings on the CD. Fingerprinting technologies may help to automatically identify such works. Typical

ap

plications would include:

4)
5)

For music content one could use the International Standard Recording Code (ISRC).

For musical works one could use the International Standard Work Code (ISWC).
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— Verifying that a suspected infringing recording is in fact the same as a recording whose ownership is
known;

— Repertoire analysis, e.g., identifying unidentified audio content recovered from CD plants and distributors
in anti-piracy investigations; and

— Screening of master recordings at CD manufacturing plants.

Forensic applications of watermarking can help to track content in its distribution path, including unauthorised
disseminations.

4.6 Auth

Some wat|
be used
watermark

4.7 Valup Added Services

Content-reg
such as:

— Providing informational metadata about the track, e.g., artist name, track title, lyrics, etc., by, for examg

sendi
line a

— Integn

— Offeri

5 Considerations for the Evaluation of.Persistent Association Tools

Persistent
many de

applications. Questions such as the following may arise in the context of an application scenario:
— Which PAT paradigm is better suited to the particular application?

— Which PAT implementation'is better suited to the application requirements?

entication and Integrity
ermarks can verify that the content is genuine and from an authorised source. Watermarks'Can a

0 assure the integrity content (i.e. that it has not been altered) for example by "using “frag
s” or by embedding digest information in the payload.

lated services that identify a sound recording can use such identification ‘to offer additional serviqg

ng a fingerprint or a content identifier (e.g. an ISRC or GRid«in_the case of music content) to an
ldio content metadata resolution service;

ation with on-line purchase services (“click-to-buy”); and

ng special promotions and other incentives to consumers playing certain recordings.

elopers or vendors offering , different implementations geared to different media in differ

— Whic

perfofmance tradé=off in the application?

An evaluation framework for PAT should assist the application developer in refining questions such as the
and in proyiding answers to those questions.

parameter«settings in the PAT are needed for the application or can be set to give the b

SO
ile

€S

e!
bN-

Association Tools involve distinct.technologies such as watermarking and fingerprinting. There are

ent

pst

This document has been prepared from the standpoint of evaluating PAT in a standardisation context. Here,
the level of consideration must be somewhat generic in order to provide flexibility in the breadth of applications
to which a standard may be applicable. But the evaluation methodologies and criteria herein should be equally
applicable within the more focussed context of a specific application. Indeed, it is envisaged that PAT
evaluation may assist the implementation of PAT, both within and without of a standardisation framework. This
leads to several initial use-case scenarios:

— Evalu
— Evalu

— Evalu

10

ation of PAT within a standardisation process;
ation of standardised PAT during an implementation process; and

ation and/or certification of PAT implementations for use within commercial applications.
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In some circumstances it may be advantageous to have an evaluation methodology constructed according to
an international consensus and to be able to demonstrate that the methodology has been applied to select the
best available technology and implementation and to achieve the best system performance.

6

Characteristic Parameters of Persistent Association Technologies

6.1 Introduction

Thi
when choosing (i) the class of PAT to use and (ii) a specific solution within the chosen class of teg
Sgven characteristics have been identified as being most important. While this list of criteria is-not &
roperly conducted test using them will enable the user to make an informed decision.

By,

they can be used to make decisions will, hawever, be discussed in Clause 8 below.

6.

Th
fin

a)

b)

e seven criteria are:

ere are two distinct aspectsito’'the Fingerprint Size that both need to be taken into account when
pgerprinting systems:

Fingerprint Size;

Watermark Payload;
Granularity;

Perceptibility;

Robustness;

Reliability; and
Computational Performance.

introducing them in turn, their importance.for the PAT evaluation process is explained. The wa

Fingerprint Size

The storage sizemin bytes of the fingerprint. A smaller fingerprint has an advantage as such f
need to be stared’in a database, processed, and/or sent over a network.

The totallamount of source material that is encompassed by a single fingerprint. If the fingerp
more.content, the greater is the number of features that can be included in that fingerprint. Thi
aid-a_reliable recognition of the source material. This aspect of fingerprint size is closely relg
granularity of the algorithm).

“hnologies
hnologies.
xhaustive,

y in which

evaluating

ngerprints

rint covers
5 can then
ted to the
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content window spanned by
one Fingerprint
N

. _ ) I . -
Source
Material
Samples used to
generate one
single Fingerprint
A \J
Fingerprint Generator Fingerprint Generator
} i
Storage Size of Storage Size of
W) Fingerprint FPQQQ" Fingerprint

The effec

Figure 7 — Two Aspects of Fingerprint-Size

iveness of the Feature Extraction relates these twe~aspects to one another. Typical applicat

would distjnguish between (known) reference and (unknown)est fingerprints for matching. In some systen

especially

in streaming applications, reference and test fingerprints have different sizes.

6.3 Watermark Payload

The paylo
described

on

hd of a watermark® is the number of bits that can be embedded in the input signal. This is usually

in bits per second of source material. Within the PAT evaluation, the focus is on “raw” payload s

made avdjlable to the user to carry information in his application. Underlying this and within the algorit
error correction and/or synchronisation bits may be used. These will not be measured as they are

additional
not availa
(e.g. for &
watermark
described

6.4 Grar

ble to the user for his application. Similarly if the user chooses to partition data within his paylg
dditional error correction‘such as CRC bits) or to repeat the payload redundantly across multi

cycles, such application-dependent details are not within scope of the evaluation methd
in this document.

ularity

The parameter called "granularity" is concerned with the smallest unit of source material necessary to achie

an assoc
repeating

ation. yThis parameter is usually determined by the application domain (e.g. requirements
nsertion cycles of watermarks or minimum recognition latency).

ze
nm

ad

ble
ds

on

6.5 Perceptibility

The parameter Perceptibility (distinct from the measurement of perceptibility), within this document, is
considered to refer to the perceptible artefacts associated with embedding a watermark.

As described in Subclause 3.5, watermarks work by adding a signal to the content signal, thus altering the
original content. While some watermark systems add a clearly perceptible watermark (such as television

6) This criteria is only applicable to watermarks — the equivalent criteria for fingerprints is the “size” criteria described in
Subclause 6.2.

12
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station logo inserted into the pictures of a TV programme), most system work towards watermarks that are
"imperceptible" to the human auditory or visual system.

There is a six-way trade-off between all parameters described in Clause 7. However, the most users, the
pertinent trade-off is between Perceptibility, Payload Size and Robustness. As a general rule, reducing the
perceptibility or increasing the payload size will negatively affect the robustness. However, using more signal
processing or a better algorithm may allow a better trade-off overall. For example, in order to improve
imperceptibility while maintaining the other parameters, watermarking systems often employ psycho-acoustic
models.

6.6 Robustness

Rgbustness is defined as the ability to reliably maintain an association with increasing Impairmegnts to the
signal under consideration. This criterion is distinct from Reliability (see Subclause 6.7). A reliable system may
lagk robustness if, with the onset of an Impairment, the ability to maintain an association is s|gnificantly
degraded.

The term Impairments (as defined in can Subclause 2.1) covers a wide range of,modification to audio signals.
The table below provides a non-exhaustive list of Impairment types to audio“content. It should|be noted,
however, that PATs may need to be robust to not only survive isolated Impairments but |also their
combinations.

Table 1 — A selection of various Impairment\types for audio content

Impairment types to Audio Content(§\\

Conversion between the analogue-and digital domain
Perceptual audio compression

Various filters and equalisérs

Conversion between mono, stereo and multi-channel audio
Addition of noises ahd echoes

Changes to thetime scale and pitch

Cropping.and-excerpting

Different signal Impairmenttypes have different effects on different PAT systems. For example one pudio PAT
syptem may be ableto survive even very strong perceptual compression while being very overcome by only
slight changes in the time scale.

While many ©f these signal Impairments occur in the normal value chain of Digital ltems, some may be
dejiberately émployed to break the PAT. However all of the Impairment types listed in the table abgve can fall
intb either>category. While this Technical Report concentrates on providing evaluation methog@ls for the
"nprmal’type of signal Impairments, a discussion on "malicious attacks" is provided in Clause 7).

A further aspect of Robustness is that even when an Impairment is such that the association is broken, some
systems are able to infer the former presence of an association even if the exact association remains
unrecoverable. This has value in some applications.

6.7 Reliability

The reliability of Persistent Association Technologies is described in statistical terms as the ability of the
technique to maintain the correct association between a content item and associated payload or metadata
within a given environment. In general an attempt to determine such an association will yield a result falling
into one of four categories:
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— Correct Associations: An association was created and the association method properly retrieves the
correct payload/metadata.

— No associations: No association was created and the association method correctly declares the absence
of an association.

— False Positives: An incorrect association to payload/metadata was found. False positives fall into two
subtypes:

— No association was created, but the association method incorrectly retrieves spurious
yload/metadata, and

— An association was created, but the association method incorrectly retrieves the.wrgng
yload/metadata without a proper indication of error.

— False|Negatives: An association was created but the association method does not detectiany association.
Since| association technologies may include approximate matching or other confiderice“measures, false
negafives may be further categorized into two subtypes:

— No association is detected; and

— (ne or more associations appear to be present, but with an indication that the payload integrity is
d

amaged. With this, further processing may provide the accurate(payload/metadata.

Evaluatior] of reliability should be carried out in respect of the payload/metadata that is made available to {he
user by the PAT implementation. Within the PAT there will typically"be some levels of statistical confider|ce
measures| or other error-correction that is not visible at theuser level. PAT assessment should not |be
concerned with the internal operation of the algorithm. Similarly, at the application level, the available
payload/metadata channel can be utilised to provide addition levels of error correction e.g. through repgat
embedding, through the use of parity or CRC bits;\etc. The PAT assessment should concern the
payload/metadata bits made available and not how they might be utilised. In contrast, by directly assessing,
say, the bit error rate of the payload channel, an optimmum utilisation of the available bits could be devised.

Within a controlled environment (predefined sét of content elements, metadata, Impairments, etc) a series| of
tests can be conducted to determine statistiCs that will be an approximation to the reliability of the PAT in that
environmgnt.

This document will help the reader to/establish a meaningful, realistic set of environments that will be usefu| in
probing the performance envelopes of different persistent association methods for his application. Thgse
environmgnts should be speeified in such a way that repeatable experiments can be carried out on differ¢nt
methods, and the experimental results compared on an objective basis. Thus a procedure for conducting sych
tests can be establishedybased on statistical confidence intervals or other applicable methods. This will permit
the scientific evaluation“of different persistent association techniques.

6.8 Computational Performance

The Compuiational Performance of the PAT has an impact on the performance of the overall system In same
cases this may require greater Computational Performance that the rendering of the content. When
considering different PAT approaches it is necessary to understand these computational requirements in
terms of the amount of processing performance required and latency added to the processing of audio content.

Computational Performance needs to be assessed both in terms of creating an association and of recovering
the association:

— Creating an Association

— The processing and memory requirements for insertion of a watermark. The computational
requirements to perform the insertion of the watermark into the content need to be assessed. This
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should be measured as the processor cycles/time required whist embedding the content and peak
and average of the memory requirements over time. In certain embedding applications (e.g. re-
watermarking on a user terminal) the available computational resources may be limited.

The processing and memory requirements for creating a reference fingerprint. The creation of a
fingerprint from source material does not create a particularly high computational overhead. However,
most fingerprinting applications require the population of a reference database containing a large
number of such reference fingerprints. Thus the computational requirement can be significant for (i)
storing the source audio material and metadata, (ii) the extraction of the fingerprints, (iii) adding the
generated fingerprints into the database. This should be measured as the processor cycles/time
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latter may be variant depending on the number of items already in the database.

Detection performance is important since the detector may be implemented in consumer devicgs that are
resource-constrained, and also since the recovery step may involve bulk~processing, especially in
Internet-based applications. Recovery of an association may incur an overhead or latenqy prior to

processing the content item and/or during the ongoing processing of that.item:

The test case used (length( bit rate, type, etc);

It may be necessary to understand how much computation is required to recover an assoclation prior
to processing content e.g. prior to playback (in a rendering<application) or forwarding (in|a network
application). This should be measured as the processor-cycles/time and process latency required
and the amount of data that has to be accessed, @nd’ the peak and average of the memory
requirements over time.

It may also be necessary to understand how_much ongoing computation is required to flecover an
association while processing content. If the PAT requires further processing during the rgndering of
the content this should also be quantified. For example, in the case of a watermark based PAT
repetitive recovery may be required to énsure that attacks involving the splicing of non-wgtermarked
and watermarked content are not possible. This should be measured as the processor gycles/time
required whist rendering the content.and peak and average of the memory requirements oVer time.

well as the number of cycles or cyeles per second required, some other information is requirgd to allow
mparisons to be performed:

The processor used, .including the environment in which it was being operated (Memory speeds,

operating environfment, etc); and

The data aceess requirements (amount of data required or data-rate).

me architectures utilise distributed extraction and comparison steps involving a network interface between
two. sFhe component parts of such architectures can readily be assessed in modular fashion. In jaddition, it

may beé helpful to compare the PAT processing to the compression processing algorithms, as many times the
PAT\technology can share processing and memory requirements and efficiencies (e.g. parallel pfocessing)

with the compression algorithm.

7

Issues in Persistent Association

This clause raises issues that are important in the context of identifying appropriate PAT for any application.
However, these issues will not be taken into account in the Evaluation procedures presented in Clause 8
because they are difficult to resolve in general and are highly application dependent.
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7.1 Robustness to Malicious Attacks

Malicious attack tests measure the ability of an attacker to modify or remove the association, whilst leaving the
content as unimpaired as possible. Two forms of measuring the attack are possible — expert analytic attack or
an open challenge. Such attacks will involve manipulating the content to prevent the detection of a persistent
association. Thus determining a successful attack would involve measuring both the reliability of the PAT after
the attack, and the level of Impairment.

7.1.1 Impairment Attacks

While fingerprinting and watermarking achieve Robustness in different ways, they are suscepfible to simjlar
Impairment attacks. In both cases a failure may occur when the signal is sufficiently impaired to break the
association. For an Impairment attack to be considered “successful”’, the Impairment must not be-such that
subsequent use of the material remains perceptibly acceptable.

Deciding what level of Impairment is acceptable is difficult as many “gross” Impairments (e g:time stretching,
notch filtefing, etc) may be acceptable — or even expected in certain circumstances — by the'‘human user. The
threshold gt which an attack is deemed “successful” is highly application dependent.

Using fornpal tools to assess the affects of such Impairment attacks can be unproddctive as such tools

a) Usually evaluate the perceptibility or the Impairment without giving a.wdlue judgment on the extent|to
which the Impairment is acceptable in a given application;

b) Are designed to measure minute or intermediate Impairments and*may not deal effectively with “grogs
Impaifments introduced by malicious attacks; and

c) May pse psycho-acoustic models for the measurements ‘which may not be suitable to measure the
specific artefacts introduced by malicious attacks, and:which may nor fit such psycho-acoustic models.

Thus, such tools may not be appropriate for assessing the (gross) Impairments resulting from a maliciqus
attack.

7.1.2 Synchronisation Attacks

A class off attacks can be described as preventing recognition by disrupting the analysis window over wh|ch
any comparison is performed. Both\watermarks and fingerprints are embedded or extracted over a time
window and if recovery can be disrupted to attempt recognition in a different time window then the attack ill
succeed.

Synchronigation attacks may depend in turn on Impairments (phase distortion, cropping the start of a file, dtc)
in which |case a method- of measuring Impairments may be possible. Assessment of susceptibility | to
synchronigation attacks-could also utilise jittering the signal and statistical analysis of the results. However the
parameters and thfesholds for such analyses can only be set in the context of the application.

7.1.3 Cryptographic Factors

PAT evaluation within the context of this document is concerned with testing the “persistence” properties and
the “association” properties of PAT and is not concerned with how the payload or associated metadata is
actually used within an application. Therefore, cryptographic factors concerning the enciphering of payload
bits, for example, are not of interest from the standpoint of this document. Instead, the recovery of bits
embedded as a payload, and any error rates associated with the payload bits are the focus.

Certain watermarking schemes combine cryptographic and steganographic principles in the embedding and/or
detection step — e.g. to “obscure” the embedding technique by varying the embedding parameters according
to a secret sequence. Such a sequence may be derived through the use of keying material, such that recovery
depends on the extraction tool having access to the keying material that was used in embedding.
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Fixed watermarking schemes can be interpreted as an extreme case where the fixed embedding step is
considered a global secret, and security depends on secrecy of the algorithm. In this case, a leak of the
encoder technology or a successful steganalysis would be considered to compromise security.

In any watermarking scheme, the payload could be encrypted and/or digitally signed, thus further increasing
security to unauthorised modification and reading. However this is out of scope of this document.

It should be possible to apply standard assessment tools of information security to these aspects of the
algorithm. Namely, issues include whether the algorithm:

— F‘\U“UD Ull d H:Ubdi DUbIUt,
—] Has a single point of failure; and
—| Offers renewability.

It pust be re-emphasised that this is in respect of embedding techniques, not the security of the payload data.

defived at any time from reference material, without the need to access spécific content items in the field. The
practical utility of this depends on how easy it is to update fingerprint databases and extraction codeg in fielded
dejvices — this cannot be taken as given. Therefore, some useful analysis can be done in respect of application
ar¢hitectures. But this will not typically have a bearing on the core algorithm.

F;Igerprinting systems can be seen to offer renewability in some sense, because new fingerprints can be
r

7.2 Scalability

Sdalability is a term that can describe:

—| The number of repertoire items that can be covered (e.g. in a fingerprint system database); and
—| The extent to which recognition time canbe reduced by using additional processors.

Sdalability has different aspects in fingerprinting and watermarking.

7.2.1 Scalability of Fingerprinting

A pgeneral principle in pattern récognition applies to fingerprinting — that is, the error rates are very nonlinear
with respect to the number of items in the recognition database. This is because the ability to clean|y partition
¢ feature space (with-a decision boundary) is adversely impacted by overcrowding the feature $pace with
many similar exemplars. It is thus axiomatic that test results obtained on databases of, say 100{and 1000

items, can not be ‘used to extrapolate a predicted error rate for a larger database, say of 10,000 jtems. The
opposite, however, is true — i.e. the error rate on a large dataset is a reliable upper bound for a smalller subset

similaryissue concerns recognition of items drawn from different sample distributions in the featyire space.
sults from testing on one distribution can not predict performance on samples from a different djistribution.

J efmusic may

optimise for that genre, but may decrease performance on others.
This “scalability problem” also applies to search time and Computational Performance.

Fingerprinting systems generally scale well to handle high-volumes of query traffic, by adding additional
computational resources in parallel.

A computational burden may be evident in fingerprinting within a streaming environment, as there is no
general way of finding the analysis window in a stream. Solutions using multiple fingerprints at different
analysis windows, or using a sliding window, are generally computationally intensive and will also impact the
error-rate for a given repertoire database (as compared to recognition in a file-based environment).
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7.2.2 Scalability of Watermarking

In watermarking systems the scalability is a design feature and depends on the number of payload bits the
watermark is designed to carry.

In terms of query traffic volumes, watermarking, as with fingerprinting, will generally scale well by adding

additional

computational resources in parallel.

7.3 Interactions

There are
— Wate
— Differ
— Fragil

Questions|
perceptibi
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8 Evaluation Methods for Persistent Association Technologies

8.1 Intrgduction

PAT evald
against th
evaluated

general framework is~set out describing guidelines for PAT evaluation within a generic framework. Secong

and at a n
how they
seven par
meaningfy

many scenarios where multiple watermarks may be included in content, e.g.:
mark “remarking”;

ent schemes at different points in the value chain; and

e and robust watermarks.

concern the interaction of multiple watermarks, both on recognition- performance and
ity. Tests conducted for one technique in isolation may not be directly~applicable when multi
ract. In general, tests should be conducted (and results considered\applicable) within the boun
d for testing. Watermarks may utilise different secret keys contrelling the embedding process
hinimise interaction between different watermarks. This can_help to “layer” different waterma
same content.

ely that watermarking and fingerprinting schemes would ‘adversely interact as fingerprints usué
I above psycho-acoustic thresholds and most waterniarks are below those thresholds?. Furtherm
5 cannot, by definition, modify the content — marked+or otherwise.

watermark and fingerprint systems can be usefully combined to gain benefits of both techniques

ystem. However, issues related to the architecture for such systems are not a concern of t
This document should enhance the ability to quantitively assess such combined systems.

e application requirements. At a second, lower, level, PAT parameters and performance can
Within this section, the two distinct aspects of the evaluation of PAT are described. Firstly

ore detailed level, the seven main parameters of PAT (see Clause 6) are described in the contex{

bmeters. It is also important to understand what the evaluation results mean. In general, there is
I'notion of ideal results except in the context of a tightly defined set of application criteria, utilisin

on
Dle
ds
ng
ks

Iy
bre,

n

his

ation occurs at twe-distinct levels. At a high level, general characteristics of PAT can be compared

be
a

ly,
of

nteract-and how to test them. Recommendations are set out in this document for evaluating the

no
J a

deep understanding of the market, problem and possible solufions.

8.2 Generic Framework and Methodology for Evaluation of PAT

The first step in any PAT evaluation concerns setting out the framework within which the application will be
utilised, and then qualitatively examining different approaches to PAT within that framework. Initial questions
will concern the applicability of the PAT paradigms. Questions may be asked such as:

7) Naturally, when the watermark sufficiently manipulates the source material there may be affects to the reliability of
fingerprinting systems that are very sensitive.
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— Is the information in the PAT self-contained, or is a database required?

— Does the PAT need to scale across a large repertoire of distinct content files?
— Are false positives and false negatives of equal importance in the application?
— Will the PAT be subject to malicious attacks?

— Does the PAT need to carry cryptographic elements, or be embedded using cryptographic techniques?

—| What computational resources are required for embedding or recognising the PAT?
Qyestions such as these are not a part of the PAT Evaluation Configuration and they arermet questions for
which quantitative results can be gained as they depend upon the business model and ithreat anglysis. For

this reason, guidelines rather than recommendations regarding these aspects are provided in this document.
These guidelines include information on:

—|{ What data will be used for testing including:

— Type of data (analogue, digital, etc.)

— Genre of content (classical, jazz, etc.)

— Scale of database (1000’s, millions, etc.)

— Metadata type (identifiers, information payload, ete.)

— What characteristics will be measured to obtain-results?

— False positives/negatives, “similarity”, etc.

—{ How will results be measured?

— Is ‘not recognised’ a permitted result in testing?

— Statistical evaluation-based on multiple “passes” or evaluation steps?
—|{ How will results be analysed and used to “evaluate” the PAT configuration?
— What weighting is applicable to false negatives / false positives (application issue)?

— What)weighting is applied to different parameters that may be measured (perceptibility, [error-rate,
etc)\(application issue)?

“What does the evaluation result “mean” in the context of the application?

In general, it is not possible to set out a single test environment against which PAT can be evaluated. Instead,
in actually implementing a PAT evaluation process, questions such as the above must be posed and
answered as part of both understanding the applicability of the PAT and of building the test environment to
assess the PAT.

In general an evaluation will be used to measure raw results, such as error rates, perceptibility, etc. Then, in
an application, given the raw channel bits and error rate, standard information theory can be used to
determine how best to allocate the bits in a given application (e.g. partitioning some bits for CRC, redundant
additional watermarks or fingerprints, etc). In the context of the application, there will need to be a framework
for interpreting the results. This framework is a step in the general methodology of Subclause 8.4 and is
application specific.
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8.3 PAT

Evaluation Configuration

Once the Evaluation Configuration is defined to give a general testing framework, a detailed consideration of
the PAT parameters can be undertaken. In general, PAT implementations involve many interacting
parameters whose settings influence the performance of the tool in profound ways. Since multiple interacting
parameters are available, certain parameters must be selected as controlled parameters whose values will be
fixed or defined and other parameters will become dependent variables. For example, the payload size and
granularity of a watermark may be fixed along with the reliability and perceptibility and then the robustness

and Comp

utational Performance can be measured.

Th H ' £ ol o ot & H 4 ol P ol P 4 4 £ 4 ' ek ol D
e compmatomora termeatestrenvironmentantd—a aermea—Set o1 palralticiclrs TUTN 1oty 15 1CT1TicuU " ad T

configuratfon. The type of test results obtained will depend strongly on the configuration.

Various PAT configurations can be evaluated against given design requirements. However, results’for g

given con
configured
state threq

— An evaluation is carried out in respect of a PAT Evaluation Configuration, not in respéct of a PAT;
— Evaluption results are valid for only the PAT Evaluation Configuration that was tested; and

— Results for a PAT Evaluation Configuration cannot in general be compared against results for a differ
Configuration. Results can only meaningfully be compared if particular controlled parameters are varied

a sys

8.4 Generic PAT Evaluation Process

Regarding
weighting

around thgse is not. Therefore it is possible to set out~a’recommended evaluation framework as below. So
this recommended framework are accompanied by guidelines and some parts by further

parts of
recommer|
comprises
a) Evalu
— O
b) Selec
—
— V]

c) Struc

iguration of PAT cannot meaningfully be compared against results generated for a RAT that w
for a different application. This would be an ‘apples and oranges’ comparison. Thetefore we g
evaluation rules at the outset:

ematic way to explore performance trade-offs.

of importance to different criteria are all strongly application dependent, the general methodold

dations, depending whether the parts*are application-specific or PAT specific. The framew
a sequence of steps:

ate the applicability of the techhology to the application (guidelines, as throughout this document)
efine functional requirements and map to existing technologies;

t the criteria for the"evaluation process (guidelines):

ontrolled parameters vs dependent variables;

Veighting.of importance;

uréthe test stimuli and outputs (guidelines):

ny
as

14

bnt
in

the general evaluation framework, whilst the Evaluation Configuration together with test criteria gnd

gy
me

brk

— Specify the source material and payload data;

— Define inputs/outputs;

— Define a methodology for results/data collection;

d) Prepare a methodology for analysing results. (Recommendations, expanded in Clause 8 as below):

— Reliability (see Subclause 8.5);

— Perceptibility (see Subclause 8.6);
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— Payload/Size (see Subclause 8.7);
— Robustness (see Subclause 8.8);
— Granularity (see Subclause 8.9);
— Complexity (see Subclause 8.10);

e) Conduct the Evaluation and collate test results;

f) [ Tnterpretation of results in Tight of the requirements (guidelines):
— Determine the suitability or performance level of the PAT within the application at hand.

While this process requires careful planning in order to obtain valuable results, certain elements can be
aufomated. Some recommendation on the automation of PAT evaluations can be found)in Subclausg 8.11.

This clause provides various metrics by which reliability (as introduced.in Clause 6) can be established and

The reliability of Persistent Association Technologies is described in statistical terms as the abjlity of the
te¢hnique to maintain the correct association between a content-item and associated metadata within a fixed

Test results will depend on the test set (stimuli) used in\testing and it is essential to specify the data set used
in [testing — not only the number of items in the data set, but including information on what ea¢h item is.
Sybclause 8.2.1 gives guidelines on the importance’ of the scale of the test set, and the effect on decision

Degpending on the application a different weighing is put on false positives and false negatives. Falsg positives
cap be difficult to measure. In watermarking applications they are often measured theoretically gince false
positives rates can be around 10”° to 10" which is often expensive to test.

Aq the system reliability increases; false negatives can also have very low occurrence rates. For content with
only very slight Impairments-(sifice the creation of the association), the false negative rates can be $o low that
a theoretical analysis is the only practical method for assessing the error rate.

Far evaluating reliability; the following recommendations are given.

Rgcommendation: Wherever possible reliability should be assessed using practical tests. Theoretical
aspessmentsishould only be used to augment such practical tests, when error rates are expected to occur
with a very._low probability. When results combine theoretical and practical assessments, the basis for all
results should be clearly indicated.

: enda esults that
are statistically significant, and which can include confidence intervals. The data set should also be large
enough to represent the number of items that will be included in the application domain.

Recommendation: The test dataset should have the same statistical distribution as the items that will be
encountered in the application domain.

It should be noted that bias can be introduced if the same dataset is used repeatedly in assessing a PAT
during a development or implementation phase, and that evaluation in general should not be based on the
same dataset as was used in development. Methodologies for dealing with this issue are used in statistical
analysis and machine learning — such as partitioning the data set, the ‘stop-out’ method, etc. These methods
may be of use, but may not be fully appropriate in PAT evaluation.
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Recommendation: The same dataset that was used in development should not be used in evaluation. The
smaller the overlap between the development dataset and the evaluation dataset, the more independent will
be the results.

In general an attempt to determine such an association will yield a result falling into one of four categories,
(See Subclause 6.7):

— Corre

— False

ct association;

Positive;

— False

—  No As

Recommeéndation: In the evaluation process, results falling into each of the categories shall ‘be captured

form an e
some app

In waterm
level than
and exam

Recommeéndation: In Watermarking applications, the payload bits should be recovered and an error r

determine

Once the
channel.
allocated f

As descri
Impairmer

Recommeéndation: The reliability evaluation™should be repeated for different levels of Impairment

described
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whereas ¢
machine.

There are

Negative; and
sociation.
aluation result. The weighing of importance of each class of result is application~dependent, and
ications the cost or value placed on a particular class of result may fall to zerp:

arking applications that carry an information payload, results can be gathered at a more detai

ned to determine a channel error rate.

i for the watermark data channel.

raw channel error rate is known, information theory may be applied to analyse the reliability of {
his would, for example, allow the implementer t¢ know whether some payload bits need to
or CRC or error-correction purposes.

ped above, evaluation of reliability is conducted in a fixed environment, i.e. at a fixed level

t.

in Subclause 8.8 (Robustness).

Lation of Perceptibility

ity applies to only thdse ‘forms of PAT that manipulate the actual content data. Evaluations sho
ted to determine any-perceptible artefacts. The measurement of perceptibility deals with subject
ive testing methods that estimate the degradation of persistently associated content in comparis
pective original-content. Subjective testing means that human beings are involved in the te

n

ed

merely assessing whether an association can be established. The, payload bits can be recoveied

hte

he
be

of

as

Lld
ve
on
st,

bjective measurements try to simulate the outcome of subjective tests by means of a (computer)

that are apy

nd

Methods of testing that are not standardised are also widely used, particularly with trained listeners in a studio
environment. Such methods include various forms of AB testing, ABX testing and ABX double-blind testing.

Recommendation: Formal methods are recommended for perceptibility evaluation. Methods such as double-
blind ABX may be applicable in perceptibility evaluation if used with care. Such methods should be used
within a framework that ensures rigorous statistical interpretation of the results and any associated confidence

intervals.

Recommendation: Subjective tests are the preferred method. When implementing a subjective test, the use

of both ski
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lled and trained listeners as well as unskilled listeners is recommended.
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Table 2 — Impairment Test Methods: Audio

Test Test | Description Target
Method |Type quality

BS.1116 | Subj. | The ITU Recommendation BS.1116 “Methods for the Subjective Assessment | High
of Small Impairments in Audio Systems including Multichannel Sound
Systems” is targeted on assessing small Impairments for high quality audio
material.

Pair Test | Subj | This test is targeted on assessing very small Impairments for very high quality | Very high

audio _material_ It can be used for provina audibilitv_of Impairments The
~ ~J J Ll

opposite, i.e. inaudibility, however cannot be proven with this test.

MUSHRA | Subj | The ITU Recommendation ITU-R BS.1534 "Method for subjective assessment | Medium
of intermediate audio quality"

PEAQ Obj. |Draft new Recommendation ITU-R BS.[10/20] — “Method for. /Objective | Medium-
Measurements of Perceived Audio Quality” is targeted on assessing medium | high
quality audio material. The PEAQ system has been developed‘in order to get
a perceptual measurement scheme that estimates the results of real world
listening tests as faithfully as possible. In listening testsfor very high quality
signals, the test subjects sometimes confuse coded and original signal and
grade the original signal below a SG of 5.0. Therefore' the difference between
the grades for the original signal and the sighal”under test is used as a
normalized output value for the result of the listening test.

PAQM Obj. | PAQM derives an estimate of the signalscoh the cochlea and compares the
representation of the reference signal with that of the signal under test. The
weighted difference of these represéntations is mapped to the five-grade
Impairment scale as used in the testing of speech and audio coders. As such
the PAQM system tries to estimate test results on a scale used for BS.1116
tests.

NMR Obj. | The third system used in‘the evaluations is the NMR. The interesting output | Medium-
value is the overall NMRtotal value expressed in dB to indicate the averaged | high
energy ratio of the (difference signal with respect to a just masked signal
(masking threshold). Usually, at NMRtotal values below —10 dB there is no
audible difference between the processed and the original signal. This system
historically led-to the PEAQ system and is now a subset thereof.

Recommendation: If ebjective tests are to be used, it is recommended to use PEAQ as PEAQ is a[successor
to NMR and PAQM-8)

Far all tests mentioned in the above table it is important to select an appropriate body of test items.

ected by a

pre-selection test before the actual listening test. It is highly recommended to indicate audio signdls that are

knpwnto be critical for audio coding since many watermarking schemes apply methods that are also used in
— — SETTfOTNESETa e TESTIS are o o VATTE:

8.7 Evaluation of Payload/Size

The payload size of a watermark is the amount of information that is carried by the watermark that is made
available for use in applications. Depending on the underlying media-type, this amount is usually measured in
bits/second. There is a direct trade-off between payload size and other parameters, like robustness,
perceptibility and reliability. In many cases Payload/Size is not measurable and has been predetermined from

8) As observed elsewhere, these objective tests have been designed for large changes in the content and environment,
whereas watermarking usually results in minimal changes in the content.
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the business and application requirements. On the other hand, if Payload/Size is measurable,
recommendations are given below.

There are

three classes of watermarking systems:

a) Watermarking systems that have a fixed payload size. For such systems the payload size is fixed within
the algorithm and only robustness and reliability will vary within the evaluation.

b) Watermarking systems with a variable payload size, which can be set by the user. This case can be dealt
with in the same way as the fixed payload case: the evaluator sets a relevant payload size and

subse

c) Wate

the squrce signal statistics). Since the instantaneous payload rate will vary in such systems, -measur

the p
signa

Recommeéndation: Measurements of the payload size should be limited to the “raw”_payload size and

consider g

The size
fingerprint
network) t

Recommmndation: The fingerprint size should be assessed for suitability with respect to the intend
application.

Fingerprin
material a

8.8 Eval

Robustngss is the ability of a persistent association method to maintain an association in an environm

where sig
the norma
exhibit sin

Recommeéndation: In any evaluation of the robustness of a PAT, an appropriate set of Impairments need

be defineq
requireme
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marking systems where the payload size is dynamically determined by the embedder (usually’fr
pyload size will require determining the resulting payload sizes from a sufficiently rich“set of t
s, and statistically analysing the results (e.g. mean; median, variance).
pplication-dependent usage of the date (e.g. to carry error correction information).
bf fingerprints is determined in terms of the number of bytes that is (a) stored in the referen

database or (b) generated from unknown source material and that-is forwarded (possibly vig
D the “matching engine”.

ks have no payload size. However, both fingerprints)'and watermarks span a window in the sou
5 described in Subclause 8.9 on evaluating Granularity.

lation of Robustness

hal modifications occur. These modifications can be divided into signal Impairments which arise
operation of the system and malicious “attacks”. Although the nature of both Impairment types mj
ilarities, this document is only concerned with those that arise in the normal operation of the syst

. Moreover, levels foreach type of Impairments need to be established according to the applicat
hts. For audio content; Table 3 includes a non-exhaustive list of relevant Impairments.

Table 3 — Recommended Impairments

pm

ng
pst

hot

ed

ce

Impairment Cla\O\ Impairment Type Parameter Types

Perceptu

bl Cading ISO/MPEG Layer Il as defined in ISO/IEC | At various bit rates

ISO/IEC 11172-3

ISO/MPEG Layer lll as defined in ISO/IEC
ISO/IEC 11172-3

ISO/MPEG-2/4 Advanced Audio Coding as
defined in ISO/IEC 13818-7 and ISO/IEC
14496-3.

ISO/MPEG-4 High-Efficiency Advanced Audio
Coding as defined in ISO/IEC 14496-3.

Commercial codecs such as Dolby AC-3,
Dolby E, Microsoft WMA9
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Impairment Class Impairment Type Parameter Types
Tandem Coding Using various perceptual
coders and bit rates

DA/AD Conversion Several times

Filters High-Pass Various frequencies and roll-off
Low-Pass
Band-Pass
All-Pass

Dpwn-mixing, up-mixing Multi-channel to stereo

Stereo to mono

Multi-channel to Dolby Surround

Dolby Prologic

S|gnal Addition Pink Noise dB"levels relative to
White Noise peak/average source level
Voice-over

T{me scale modifications | Changing the sampling rate Various speeds

Pitch corrected time scaling

Speed change (render items at non-nominal
sampling frequency)

Studio techniques Pitch shifting Various levels

Multi-band equalization
Echo addition

Clopping or excerpting of Various lengths of exderpts
content

Cpmbinations of the
above

Recommendation:. Robustness testing needs to be applied iteratively at successive Impairmentf levels for
each appropriate type of Impairment while measuring the Reliability of the association at each|step. The
meéthodology sheuld allow the Reliability of the PAT to be established in terms of error rates at edch step of
Impairment~J} many cases a threshold can then be determined at which the PAT fails to mjintain an
aspociationreliably.

8.9 Evaluation of Granularity

The performance of PAT systems is dependent on the content window over which the PAT works. Certain
applications may require a short window, to allow recovery of the association from a small content fragment.
Alternatively, there may be a need to carry a large payload in the watermark or to include many features in a
fingerprint, and this would lead to a need for an increased window length.

The evaluation of granularity is intended to provide the evaluator with a means to investigate the system
performance in respect of window size. In particular, the evaluation of granularity will allow the evaluator to
determine the reliability of association as small fragments of content are provided for analysis.

Test material needs to be provided in order to retrieve the associated information at a certain confidence level.
For watermarking systems this is related to the length and repetition cycle of the embedded message. For
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