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Foreword

:2018(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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Introduction

This document is focuses on forming a community of interest from industry, academia, and government,
with the goal of developing a consensus list of big data technical considerations across all stakeholders.
This included gathering and understanding various examples of use cases from diversified areas (i.e.,
application domains). To achieve this goal, the following tasks were done:

— gathered input from all stakeholders regarding big data technical considerations;

— analyzed and prioritized a list of challenging use case specific technical considerations that may
delay pr prevent adoption of big data deployment;

— develgped a comprehensive list of generalized big data technical considerations for ISO/IEC20547-
3, Infofmation technology - Big data reference architecture - Part 3: Reference architecture;.dnd

— docunpented the findings in this document.
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Th
cor|

2
Th

Scope

s document provides examples of big data use cases with application demains and
siderations derived from the contributed use cases.

Normative references

e following documents, in whole or in part, are normatively referenced in this docume

indispensable for its application. For dated references, only the édition cited applies. Fg

refi

1IN0

3

For

/1EC 20546Information technology — Big data — Definition and vocabulary

Terms and definitions

the purposes of this document, the terims and definitions given in ISO/IEC 2054

following apply.

ISC

3.1
No

3.2

3.2
usq

and [EC maintain terminological databases for use in standardization at the following ad

IEC Electropedia: available at http://www.electropedia.org/

[SO Online browsing platferm: available at http://www.iso.org/obp

Terms defined elsewhere

1€.

Terms/defined in this document

1
 case

tyn

erences, the latest edition of the referenced document (including any amendments) appliep

technical

ht and are
r undated

b.

b and the

dresses:

ical’application stated at a high level for the purposes of extracting technical considd

rations or

comparing usages across fields

3.3 Abbreviated terms

2D two-Dimensional

3D three-Dimensional
6D six-Dimensional
AOD Analysis Object Data
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API Application Programming Interface

ASDC Atmospheric Science Data Center

ASTM American Society for Testing and Materials
AWS Amazon Web Services

BC/DR Business Continuity and Disaster Recovery
BD Big data

BER Biological and Environmental Research
BNL Brookhaven National Laboratory

CAaaS Climate Analytics as a Service

CADRG Compressed ARC Digitized Raster Graphics
CBSP Cloud Brokerage Service Provider

CERES Clouds and Earth's Radiant Energy System
CERN European Organization for Nuclear Research
CESM Community Earth System Model

CFTC U.S. Commodity Futures Trading Commissien
CIA Confidentiality, Integrity, and Availability
CINET Cyberinfrastructure for Network (Graph) Science and Analytics
CMIP Coupled Model Intercomparisen Project
CMIP5 Climate Model Intercomparison Project
CMS Compact Muon Solénoid

COSO Committee of'Spensoring Organizations
CPU Central Prodessing Unit

CReSIS Centerfor Remote Sensing of Ice Sheets
CRTS Catalina Real-Time Transient Survey

CSP Cloud Service Provider

CSS Catalina Sky Survey proper

Ccv Controlled Vocabulary

DFC DataNet Federation Consortium

DHTC Distributed High Throughput Computing
DNA DeoxyriboNucleic Acid

DOE U.S. Department of Energy
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DO]J U.S. Department of Justice

DPO Data Products Online

EBAF-TOA Energy Balanced and Filled-Top of Atmosphere
EC2 Elastic Compute Cloud

EDT Enterprise Data Trust

EHR Electronic Health Record

EMR Electronic Medical Record

EMISO European Multidisciplinary Seafloor and Water Column Observatory
ENVMRI Common Operations of Environmental Research Infrastructures
ENVRIRM ENVRI Reference Model

EPQS European Plate Observing System

ESKRI European Strategy Forum on Research Infrastructures
ESG Earth System Grid

ESGF Earth System Grid Federation

FDIC U.S. Federal Deposit Insurance Corperation

FI Financial Industries

FLUXNET Flux Tower Network

FM[V Full Motion Video

FNAL Fermi National Accelerator Laboratory

GAAP U.S. Generally*Accepted Accounting Principles

GB Giga Byite

GCM General Circulation Model

GEQS-5 Goddard Earth Observing System version 5
GeoTiff Geo Tagged Image File Format

GEWASC Genome-Enabled Watershed Simulation Capability
GHG Green House Gas

GMAO Global Modeling and Assimilation Office

GPFS General Parallel File System

GPS Global Positioning System

GPU Graphics Processing Unit

GRC Governance, Risk management, and Compliance
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GSFC Goddard Space Flight Center

HDF5 Hierarchical Data Format

HDFS Hadoop Distributed File System

HPC High-Performance Computing

HTC High-Throughput Computing

HVS Hosted Virtual Server

1/0 Input Output

[aaS Infrastructure as a Service

IAGOS In-service Aircraft for a Global Observing System

ICD International Classification of Diseases

ICOS Integrated Carbon Observation System

IMG Integrated Microbial Genomes

INPC Indiana Network for Patient Care

[PCC Intergovernmental Panel on Climate Change

iRODS Integrated Rule-Oriented Data System

ISACA International Society of Auditors and Cemputer Analysts
isc2 International Security Computer ahd Systems Auditors
ISO International Organization forStandardization

ITIL Information Technology Infrastructure Library

JGI Joint Genome Institufe

KML Keyhole Markup‘Language

kWh kilowatt-hour

LaRC Langley Research Center

LBNL Lawrence Berkeley National Laboratory

LDA latent Dirichlet allocation

LHC Large Hadron Collider

LPL Lunar and Planetary Laboratory

LSST Large Synoptic Survey Telescope

MERRA Modern Era Retrospective Analysis for Research and Applications

MERRA/AS  MERRA Analytic Services

MPI Message Passing Interface
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MRI Magnetic Resonance Imaging

NARA National Archives and Records Administration
NARR North American Regional Reanalysis

NaaS Network as a Service

NASA National Aeronautics and Space Administration
NCAR National Center for Atmospheric Research

NCBI National Center for Biotechnology Information
NCES NASA Center for Climate Simulation

NERSC National Energy Research Scientific Computing Center
Net{CDF Network Common Data Form

NEK NASA Earth Exchange

NFp Network File System

NIKE NIST Integrated Knowledge Editorial Net

NI§T National Institute of Standards and Technology
NITF National Imagery Transmission Format

NLP Natural Language Processing

NR|T Near Real Time

NSF National Science Foundation

oDp Open Distributed Processing

oGL Open Geospatial Consortium

PB PetaByte

PCA Prinéipal Component Analysis

PCAOB Public Company Accounting and Oversight Board
PIL persistent identification

PII Personally Identifiable Information

PNNL Pacific Northwest National Laboratory

RDBMS relational database management system

RDF Resource Description Framework

RECOVER Rehabilitation Capability Convergence for Ecosystem Recovery
ROI return on investment

RPI Repeat Pass Interferometry

© ISO/IEC 2018 - All rights reserved 5
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RPO Recovery Point Objective

RTO Response Time Objective

SAN storage area network

SAR Synthetic Aperture Radar

SDN software-defined networking

SIOS Svalbard Integrated Arctic Earth Observing System
SPADE Support for Provenance Auditing in Distributed Environments
SSH Secure Shell

SSO Single Sign-On

TB TeraByte

tf-idf term frequency-inverse document frequency
UA University of Arizona

UAVSAR Unmanned Air Vehicle Synthetic Aperture Radar
ucC Use Case

Ul User Interface

UPS United Parcel Service

uQ Uncertainty Quantification

VASP Vienna Ab initio Simulation Package

vCDS virtual Climate Data Server

VO Virtual Observatory

VOIP Voice over IP

WALF Wide Arealiarge Format Imagery

WLCG Worldwide LHC Computing Grid

XBRL eXtensible Business Related Markup Language
XML Extensible Markup Language

ZTF Zwicky Transient Factory

4 Use case properties for survey

4.1 Overall description
— Use case title: Title provided by the use case author

— Vertical (area): Intended to categorize the use cases. However, an ontology was not created prior
to the use case submissions so this field was not used in the use case compilation.
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Author/company/email: Name, company, and email (if provided) of the person(s) submitting the

use case

Actors/ stakeholders and their roles and responsibilities: Description of the players and their

roles in the use case
Goals: Objectives of the use case

Use case description: Brief description of the use case

Current solution

Cui
inf

4.3

Big

rent solutions describe current approach to processing big data at the hardware ang
rastructure and analytics level.

Compute (System): Computing component of the data analysis system
Storage: Storage component of the data analysis system
Networking: Networking component of the data analysis system

Software: Software component of the data analysis system

Big data characteristics
data Characteristics describe the properties of the (raw)ydata including the four major ‘V’s’

Data source: The origin of data, which could\be from instruments, Internet of Th
Surveys, Commercial activity, or from simulations. The source(s) can be distributed, c¢
local, or remote.

Data destination: If data transformeddn-use case, where the final results end up.

Volume: The characteristic of datasets that is most associated with big data. Volume
the extensive amount of data available for analysis to extract valuable information. The a
that you can extract the most zalue by analysing as much of the volume of data as possib
of the primary drivers for the creation of the new scaling technologies.

velocity means a large quantity of data needs to be processed in a short amount of tin
with high velocity data is commonly referred to as techniques for streaming data.

Variety: The need to analyse data from a number of domains and a number of data
variety of data was handled through transformations or pre-analytics to extract features
allow integration with other data. The wider range of data formats, logical models, time
semantics, which is desirous to be used in analytics, complicates the integration of the
data/Metadata is increasingly used to aid in the integration.

software

bf big data.

ngs, Web,
entralized,

Fepresents
ssumption
le was one

Velocity: The rate of flow at which the data is created, stored, analysed, or visualized. Big data

e. Dealing

'ypes. The
that would
bcales, and
variety of

Variability: Changes in data rate, format/structure, semantics, and/or quality that 1

mpact the

supported application, analytic, or problem. Impacts can include the need to refactor architectures,
interfaces, processing/algorithms, integration/fusion, storage, applicability, or use of the data.

4.4 Big data science

Big

data science describes the high level aspects of the data analysis process.

— Veracity and data quality: This covers the completeness and accuracy of the data with respect

to semantic content as well as syntactical quality of data (such as presence of missin
incorrect values).

© ISO/IEC 2018 - All rights reserved
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NOTE [Fie UuSe case template Nas a Separate item to JeSCribe Security and privacy 1Ssues.

4.5 Overall big data issues

4.6 Bigdata use case Template

Visualization: Refers to the way data is viewed by an analyst making decisions based on the data.
Typically, visualization is the final stage of a technical data analysis pipeline and follows the data
analytics stage.

Data types: Refers to the style of data such as structured, unstructured, images (e.g., pixels), text
(e.g., characters), gene sequences, and numerical.

Metadata: Comments on quality and richness of metadata.

Curation and governance: Comment on process to ensure good data quality and who is responsible.

Data analytics: Refers broadly to tools and algorithms used in processing the data at any ‘sthge
including the data to information or knowledge to wisdom stages, as well as the informatior to
knowledge stage.

Otherbig data issues: Did we miss something important that your use caseé highlights? Your chahce
to address questions which we should have asked.

User Interface and mobile access issues: Refers to issues in accessing or generating big data frjom
clientg including smart phones and tablets.

List key features and related use cases: Put use case in context of related use cases. What featufres
generalize and what are idiosyncratic to this use case.

Projett future: How do you expect application, and ‘approach (hardware, software, analytics) to
changg in future?

More project information (URLs): Put a collection of useful links.

This clausk provides one blank use case*template. The below blank use case template was used for [the

purpose of capturing use cases to derived technical consideration.

NOTE Che terms used in this template may or may not match with ISO/IEC 20546 and other parts of|the

ISO/IEC 20547-series.

Use case titlée

Vertical (area)

Author/fompany/email

Actors/stpkeholders and

theirroles and

responsibilities
Goals
Use case description
Current Compute(System)
solutions Storage
Networking
Software

© ISO/IEC 2018 - All rights reserved
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Big data
characteristics

Data source (distributed/
centralized)

Volume (size)

Velocity
(e.g. real time)

Variety
(multiple datasets,
mashup)

Variability (rate of change)

Big data science
(collection, curation,
analysis,

Veracity (Robustness
Issues, semantics)

challenges in mobility

. Visualization 0
action) o
Data quality (syntax) o
Data types {‘b‘\
Data analytics A N~
Big data specific
challenges (Gaps)
Big data specific

te|

Security and privacy
chnical considerations

Highlight issues for
generalizing this
Use case (e.g. for ref.
architecture)

Mg

re information (URLs)

NQ

TE <additional comments>

5

5.1

A yse case is a typical application stated at a high level for the purposes of extracting
siderations or comparing usages across fields. In order to develop a consensus list
hnical considerations across all stakeholders, publicly available information was col
ious big data architectures. After collection of use cases, application domains were id
ter organize:the collection of use cases.

cor
tec
va
bet

NO
Th

Use cases summaries

Use case developmentprocess

e nine-application domains were as follows:

[E1 <The list of application domains reflects the use cases submitted and is not intended to be ¢

technical
f big data
lected for
bntified to

xhaustive.

Government operation (4): National Archives and Records Administration, Census Bureau;

Commercial (8): Finance in Cloud, Cloud Backup, Citations, Multi-media streaming, Web Search,
Digital Materials, Cargo Shipping;

Defense (3): Sensors, Image Surveillance, Situation Assessment ;

Healthcare and life sciences (10): Medical Records, Graph and Probabilistic Analysis, Pathology,
Bioimaging, Genomics, Epidemiology, People Activity Models, Biodiversity;

Deep learning and social media (6) Self-driving cars, Geolocate Images, SNS, Crowd Sourcing,
Network Science, Benchmark Datasets;

© ISO/IEC 2018 - All rights reserved
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Ecosystem for research (4): Metadata, Collaboration, Language Translation, Light Source
Experiments;

Astronomy and physics (5): Sky Surveys (and comparisons to simulation), LHC at CERN, Belle
Accelerator II;

Earth, environmental, and polar science (10): Radar Scattering in Atmosphere, Earthquake,
Ocean, Earth Observation, Ice Sheet Radar Scattering, Earth Radar Mapping, Climate Simulation
Datasets, Atmospheric Turbulence Identification, Subsurface Biogeochemistry (microbes to

watersheds), Gas Sensors;

— Energy (2): Smart Grid, Home energy management.

NOTE 2 he template was valuable for gathering consistent information to develop supporting anpalysis pnd
comparison of the use cases. However, varied levels of detail and quantitative or qualitative infermdtion yas
received fof each use case template section. For some application domains, several similar big data-uSe cases|are
presented, providing a more complete view of big data technical considerations within that application domajn.
The examples of use cases are presented in this clause with the information originially submitted. The
original cqntent (See Annex A) has not been modified.

NOTE 3  Ppecific vendor solutions and technologies are mentioned in the use(cases. However, the listing of
these solutjons and technologies does not constitute endorsement from the JTGIWG 9.

The use gases are numbered sequentially to facilitate cross-referéncing between the use cpse
summariep presented in this clause, the original use cases (Annex.A}), and the use case summary tahles
(Annexes B, C, and D).

5.2 Government operation

5.2.1 Uge case 1: Census 2010 and 2000 — Titles13 big data

Applicati¢n:

Census 2010 and 2000—Title 13 data must-be preserved for several decades so they can be accesped
and analyted after 75 years. Data must*ie¢’ maintained ‘as-is’ with no access and no data analytics|for
75 years, EE"eserved at the bit level, and-curated, which may include format transformation. Access gnd
analytics nust be provided after 75 years. Title 13 of the U.S. Code authorizes the U.S. Census Bureai to
collect and preserve census related’data and guarantees that individual and industry-specific data pre
protected,

Current approach:

The datas¢t containg, 380 TB of scanned documents.

Future:

Future dafa-scénarios and applications were not expressed for this use case.

5.2.2 Use case 2: NARA Accession, Search, Retrieve, Preservation

Application:

This area comprises accession, search, retrieval, and long-term preservation of government data.

Current approach:

The data are currently handled as follows.

Get physical and legal custody of the data.

— Pre-process data for conducting virus scans, identifying file format, and removing empty files.

10
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Index the data.

Categorize records (e.g., sensitive, non-sensitive, privacy data).
Transform old file formats to modern formats.

Conduct e-discovery.

Search and retrieve to respond to special requests..

Search and retrieve public records by public users.

:2018(E)
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hdreds of TBs are stored centrally in commercial databases supported by custom sof
hmercial search products.

ure:

eral agencies possess many distributed data sources, which currently/mist be tran|
tralized storage. In the future, those data sources may reside in multiple-¢lotid environme
e, physical custody should avoid transferring big data from cloud to cloud of from cloud to d

.3 Use case 3: Statistical survey response improvement
plication:

vey costs are increasing as survey responses decline. The'goal of this work is to increase 1
and reduce the cost — of field surveys by using advanced ‘recommendation system tg
bse techniques are open and scientifically objective; using data mashed up from several s
b historical survey para-data (i.e., administrative’data about the survey.)

'rent approach:

s use case handles about a PB of data:¢eming from surveys and other government adm
rces. Data can be streamed. During: the decennial census, approximately 150 millig
hsmitted as field data are streaméd<¢ontinuously. All data must be both confidential and
cesses must be auditable for seeurity and confidentiality as required by various legal staf
1lity should be high and statistically checked for accuracy and reliability throughout the|
cess. Solution information is'described in Clause A.1.3

ure:

broved recommefndation systems are needed similar to those used in e-commerce (e.g.,

th

actjivity, andigeneral analysis. The system continues to evolve and incorporate importar
sudh as mobile access.

5.2.45/Use case 4: Non-Traditional Data in Statistical Survey Response Improvement

use case 5.3.3.that reduce costs and improve quality, while providing confidentiality 3
t are reliablerand publicly auditable. Data visualization is useful for data review, o

rware and

sferred to
nts. In this
ata center.

he quality
chniques.’
urces and

inistrative
n records
secure. All
utes. Data
collection

similar to
afeguards
perational
t features

(Adaptive Design)

Application:

Survey costs are increasing as survey response declines. This use case has goals similar to those of the
Statistical Survey Response Improvement use case (see Clause 5.2.3). However, this case involves non-
traditional commercial and public data sources from the web, wireless communication, and electronic
transactions mashed up analytically with traditional surveys. The purpose of the mashup is to improve
statistics for small area geographies and new measures, as well as the timeliness of released statistics.

Current approach:

Data from a range of sources are integrated including survey data, other government administrative
data, web scrapped data, wireless data, e-transaction data, possibly social media data, and positioning
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data from various sources. Software, visualization, and data characteristics are similar to those in the

Statistical

Future:

Survey Response Improvement use case.

Analytics need to be developed that give more detailed statistical estimations, on a more near real-time
basis, for less cost. The reliability of estimated statistics from such mashed up sources still must be

evaluated.

5.3 Commercial

5.3.1 Uge case 5: Cloud Eco-System for Financial Industries

Application:

Use of clopd (e.g., big data) technologies needs to be extended in financial industrjes. (i.e., banki
securities and investments, insurance) transacting business within the U.S.

Current approach:

The finangial industry is already using big data for fraud detection, risk analysis, assessments, as ¥
as improv|ng their knowledge and understanding of customers. At the safne time, the industry is 3
using traditional client/server/data warehouse/relational database management system (RDB]

for the ha
important

Future:

Security, g
SEC-mand
functions.

5.3.2 Ug

Application:

Mendeley
bibliograp
other actiy
tools. Text
improving
literature

Current a

Data size
described

hdling, processing, storage, and archival of financial dataReal-time data and analysis
in these applications.

rivacy, and regulation must be addressed. Forlexample, the financial industry must exam

e case 6: Mendeley — An International Network of Research

has built a database ofi research documents and facilitates the creation of sha
hies. Mendeley collects_and uses the information about research reading patterns §
Fities conducted viastheir software to build more efficient literature discovery and analy
mining and classification systems enable automatic recommendation of relevant reseat

bn a particular subject.
pproach:

s presently 15 TB and growing at a rate of about 1 TB per month. Solution informatioj
inGlause A.2.2. The database uses standard libraries for machine learning and analyt]

ng,

vell
till
1S)
are

ine

hted use of XBRL (extensible business-related markup language) and use of other clpud

red
ind
sis
ch,

research teams’ ;performance and cost-efficiency, particularly those engaged in curation of

h IS
ics,

latent Dir

custom-built reporting tools for aggregating readership and social activities for each document.

Future:

chlet allocation (LDA, a generative probabilistiC model Tor discrete data collection), and

Currently big data storage batch jobs are scheduled daily, but work has begun on real-time
recommendation. The database contains approximately 400 million documents and roughly 80 million
unique documents, and receives 500,000 to 700,000 new uploads on a weekday. Thus a major challenge
is clustering matching documents together in a computationally efficient way (i.e., scalable and
parallelized) when they are uploaded from different sources and have been slightly modified via third-
party annotation tools or publisher watermarks and cover pages.

12
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5.3.3 Use case 7: Multi-media streaming service
Application:

This allows streaming of user-selected movies to satisfy multiple objectives (for different
stakeholders)—but with a focus on retaining subscribers. The company needs to find the best possible
ordering of a set of videos for a user (e.g., household) within a given context in real time, with the
objective of maximizing movie consumption. Recommendation systems and streaming video delivery
are core Netflix technologies. Recommendation systems are always personalized and use logistic/linear
regression, elastic nets, matrix factorization, clustering, LDA, association rules, gradient-boosted
decisi igi i i i along with
indlividual user profiles and rankings for small fraction of movies. The current system usgs multiple
criteria: a content-based recommendation system, a user-based recommendation system, and diversity.
Algorithms are continuously refined with A/B testing (i.e., two-variable randomized experiments used
in ¢gnline marketing).

Current approach:

It Held a competition for the best collaborative filtering algorithm to predict'dser ratings for films—the
pugpose of which was to improve ratings by 10 %. The winning systénicombined over 10 different
algprithms. Solution information is described in Clause A.2.3. Busifiess initiatives have been used to
increase viewership.

Future:

Strpaming video is a very competitive business. It needs to'be aware of other companies and trends in
both content (e.g., which movies are popular) and big data technology.

5.3l14 Use case 8: Web Search
Application:

A Web search function returns resultstin ~0,1 s based on search terms with an average of three
words. It is important to maximizequantities such as “precision@10” for the number| of highly
acqurate/appropriate responses in-the top 10 ranked results.

Current approach:

The current approach uses'the following steps.

— | Crawl the web.

— | Pre-processtdata to identify what is searchable (words, positions).

— | Form aminverted index, which maps words to their locations in documents

— | Rafikithe relevance of documents using the PageRank algorithm.

Yonlay s duarticing tach o logy A g  icing wavarc nolnaneina addontify ol o
odels—or
POy ver S g e e o0 8y -85S TeverSe— gt erig ottt y—Tathahg 1t

preventing reverse engineering.

— Cluster documents into topics (as in Google News).
— Update results efficiently.

Modern clouds and technologies such as Map/Reduce have been heavily influenced by this application,
which now comprises ~45 billion web pages total.

Future:

Web search is a very competitive field, so continuous innovation is needed. Two important innovation
areas are addressing the growing segment of mobile clients, and increasing sophistication of responses
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and layout to maximize the total benefit of clients, advertisers, and the search company. The “deep web”
(content not indexed by standard search engines, buried behind user interfaces to databases, etc.) and
multimedia searches are also of increasing importance. Each day, 500 million photos are uploaded, and
each minute, 100 hours of video are uploaded to YouTube.

5.3.5 Use case 9: Big data Business Continuity and Disaster Recovery Within a Cloud Eco-System
Application:

Business Continuity and Dlsaster Recovery (BC/DR) needs to consider the role that four overlaying
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bquisite disaster recovery strategy. The four areas are people (i.e., resources), processes(
return on investment [ROI]), technology (e.g., various operating systems, platfofims, 3
,and governance (e.g., subject to various and multiple regulatory agencies).

pproach:

Cation services are provided through cloud ecosystems, incorporatinglaaS and suppor
ata centers. Replication is different from backup and only moves thechanges that took pl
revious replication, including block-level changes. The replication can be done quickly—w
nd window—while the data are replicated every four hours. This data snapshot is retail
business days, or longer if necessary. Replicated data can be moved to a failover center (|
system) to satisfy an organization’s recovery point objeCtives (RPO) and recovery ti
(RTO). Related solution information is described in Annex?). Data sizes range from teraby
es.

from a primary site to either a replication site:or a backup site is not yet fully automated.
nable the user to automatically initiate the failover sequence. Both organizations must kn
rers have to be restored and what the dependencies and inter-dependencies are between
te servers and replication and/or backup site servers. This knowledge requires continu
b of both.

e case 10: Cargo Shipping

bmpanies need optimal'means of monitoring and tracking cargo.
pproach:

n is updated-only when items are checked with a bar code scanner, which sends data to
ver. An item’s location is not currently displayed in real time.

Tracking it
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given unique identifiers and capability to transfer data automatically, i.e., without human interaction. A
new aspect will be the item’s status condition, including sensor information, global positioning system
(GPS) coordinates, and a unique identification schema based upon standards (ISO/IEC 29161:2016
Information technology - Data structure - Unique identification for the Internet of Things).

5.3.7 Use case 11: Materials Data for Manufacturing
Application:

Every physical product is made from a material that has been selected for its properties, cost, and
availability. This translates into hundreds of billions of dollars of material decisions made every year.
However, the adoption of new materials normally takes decades (usually two to three decades) rather
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than a small number of years, in part because data on new materials are not easily available. To speed
adoption time, accessibility, quality, and usability must be broadened, and proprietary barriers to
sharing materials data must be overcome. Sufficiently large repositories of materials data are needed
to support discovery.

Current approach:

Decisions about materials usage are currently unnecessarily conservative, are often based on older
rather than newer materials research and development data, and do not take advantage of advances in
modeling and simulation.

Future:

Materials informatics is an area in which the new tools of data science can have a~Anajor
prgdicting the performance of real materials (in gram to ton quantities) starting at the
nanometer, and/or micrometer levels of description. The following efforts are neededto6 suppor

impact by
atomistic,
t this area.

Establish materials data repositories, beyond the existing ones, that focus.eh fundamental data.

Develop internationally accepted data recording standards that cah- be used by a ve
materials community, including developers of materials test standards (e.g., American
Testing and Materials [ASTM] International and ISO), testing eompanies, materials prod
research and development labs.

ry diverse
bociety for
ucers, and

Develop tools and procedures to help organizations thatdieed to deposit proprietary mjaterials in
data repositories to mask proprietary information while maintaining the data’s usability.

Develop multi-variable materials data visualization tools in which the number of varialjles can be

quite high.

5.3.18 Use case 12: Simulation-Driven Materials Genomics

Application:

Maksive simulations spanning wide-spaces of possible design lead to innovative battery teghnologies.
Sydtematic computational studiés are being conducted to examine innovation possibilities in
phgtovoltaics. Search and similation is the basis for rational design of materials. All thefe require

t
ma(Lagement of simulation results contributing to the materials genome.

Current approach:

Suf
(V4
sufl

vey results apeproduced using PyMatGen, FireWorks, Vienna Ab initio Simulatio]
LSP), ABINITR NWChem, BerkeleyGW, and varied materials community codes running
ercomputers, such as the Hopper at the National Energy Research Scientific Comput

h Package
y on large
ng Center

(NERSC), a(150,000-core machine that produces high-resolution simulations.

Future:

Large-scate computing amd flexible data methodsat state for mressy dataare reeded for simulation
science. The advancement of goal-driven thinking in materials design requires machine learning and
knowledge systems that integrate data from publications, experiments, and simulations. Other needs
include scalable key-value and object store databases; the current 100 TB of data will grow to 500 TB
over the next five years.
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5.4 Defense

5.4.1 Use case 13: Cloud Large-Scale Geospatial Analysis and Visualization
Application:

Large-scale geospatial data analysis and visualization must be supported. As the number of geospatially
aware sensors and geospatially tagged data sources increase, the volume of geospatial data requiring
complex analysis and visualization is growing exponentially.

Current approach:

Traditional geographic information systems (GISs) are generally capable of analyzing millions of.0bjdcts
and visualizing thousands. Data types include imagery (various formats such as Nationdl) Imagery
Transmisgion Format (NITF), Geo Tagged Image File Format (GeoTiff), and Compressed ARC Digitized
Raster Graphics (CADRG)) and vector (various formats such as shape files, KML [Keyhole Markup
Language], and text streams). Object types include points, lines, areas, polylines, cifcles, and ellipges.
Image regjstration—transforming various data into one system—requires data and sensor accurgcy.
Analytics [include principal component analysis (PCA) and independent comiponent analysis (ICA)
and considler closest point of approach, deviation from route, and point density over time. Softwpre
informatiqn is described in A.3.1.

Future:

Today’s intelligence systems often contain trillions of geospatial objects and must visualize and
interact wjith millions of objects. Critical issues are indexing,retrieval and distributed analysis (npte
that geospatial data requires unique approaches to indexing‘and distributed analysis); visualizatfion
generatior] and transmission; and visualization of data “at the end of low-bandwidth wireless
connectiofs. Data are sensitive and must be completelj secure in transit and at rest (particularly| on
handhelds).

5.4.2 Uge case 14: Object Identification and Tracking from Wide-Area Large Format Imagery|or
Full Motiqn Video—Persistent Surveillance

Applicati¢n:

Persistent{surveillance sensors can.easily collect PB of imagery data in the space of a few hours. The
data should be reduced to a set of-geospatial objects (e.g., points, tracks) that can be easily integrated
with other data to form a common operational picture. Typical processing involves extracting and
tracking eptities (e.g., vehicles; people, and packages) over time from the raw image data.

Current approach:

It is not fdasible foryhumans to process these data for either alerting or tracking purposes. The data
need to b¢ processed close to the sensor, which is likely forward-deployed since it is too large to| be
easily tranjsmittéd. Typical object extraction systems are currently small (e.g., 1 to 20 nodes) graplics
processing tnit (GPU)-enhanced clusters. There are a wide range of custom software and tools, including
traditional RDBMSs and display tools. Real-time data are obtained at Full Motion Video (FMV) —30 to 60
frames per second at full-color 1 080p resolution (i.e., 1 920 x 1 080 pixels, a high-definition progressive
scan) or Wide-Area Large Format Imagery (WALF)—1 to 10 frames per second at 10,000 pixels x
10,000 pixels and full-color resolution. Visualization of extracted outputs will typically be as overlays
on a geospatial (i.e., GIS) display. Analytics are basic object detection analytics and integration with
sophisticated situation awareness tools with data fusion. Significant security issues must be considered;
sources and methods cannot be compromised (i.e., “the enemy” should not know what we see).

Future:

A typical problem is integration of this processing into a large GPU cluster capable of processing data
from several sensors in parallel and in near real time. Transmission of data from sensor to system is
also a major challenge.
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.3 Use case 15: Intelligence Data Processing and Analysis

Application:

Intelligence analysts need the following capabilities:

Identify relationships between entities (e.g., people, organizations, places, equipment).

:2018(E)

Spot trends in sentiment or intent for either the general population or a leadership group such as

state and non-state actors.
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explosive devices.
Track the location and actions of potentially hostile actors.

Reason against and derive knowledge from diverse, disconnected, and fréquently un:
(e.g., text) data sources.

Process data close to the point of collection, and allow for easy shaping'of data to/from
soldiers, forward-deployed units, and senior leadership in garrisons.

'rent approach:

a size ranges from tens of terabytes to hundreds of petabytes, with imagery intelligen|
hering a petabyte in a few hours. Dismounted warfightexs'typically have at most one to
bigabytes (GBs), which is typically handheld data storage. Software information is de
hex A.3.3.

ure:

a currently exist in disparate silos. These data must be accessible through a semantically
a space. A wide variety of data types, sources, structures, and quality will span domains a
pgrated search and reasoning. Most critical data are either unstructured or maintained 4
video, which requires significant:processing to extract entities and information. Netwo
venance, and security are essential.

Health care and life'sciences

.1 Use case 16: Electronic Medical Record Data
plication:

ge natiopaltinitiatives around health data are emerging. These include developing
Fning héalth care system to support increasingly evidence-based clinical decisions w

a to-efficiently and rapidly translate scientific discoveries into effective clinical treatn
ctronically sharing integrated health data to improve healthcare process efficiency and

provised

tructured

individual

ce devices
hundreds
scribed in

integrated
nd require
s imagery

irk quality,

a digital
ith timely,

uraterand up-to-date patient-centered clinical information; using electronic observational clinical

hents; and
outcomes.

These key initiatives all rely on high-quality, large-scale, standardized, and aggregate health data.
Advanced methods are needed for normalizing patient, provider, facility, and clinical concept
identification within and among separate health care organizations. With these methods in place,
feature selection, information retrieval, and enhanced machine learning decision-models can be used to
define and extract clinical phenotypes from non-standard, discrete, and free-text clinical data. Clinical
phenotype data must be leveraged to support cohort selection, clinical outcomes research, and clinical
decision support.

Current approach:

The Indiana Network for Patient Care (INPC), the nation's largest and longest-running health
information exchange, houses clinical data from more than 1,100 discrete logical operational healthcare
sources. More than 20 TB of raw data, these data describe over 12 million patients and over 4 billion
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discrete clinical observations. Between 500,000 and 1,5 million new real-time clinical transactions are
added every day.

Future:

Running on an Indiana University supercomputer, Teradata, PostgreSQL, and MongoDB will support
information retrieval methods to identify relevant clinical features (e.g., term frequency-inverse
document frequency [tf-idf], latent semantic analysis, and mutual information). NLP techniques will
extract relevant clinical features. Validated features will be used to parameterize clinical phenotype
decision models based on maximum likelihood estimators and Bayesian networks. Decision models
will be use ' ' ini i esti ilure, and
pancreatid

d 10 1den d VAaric 9 11Cdl PNENo oIS 1CN A4S AldDELe ong C 11€d
cancer.

Digital pathology imaging is an emerging field in which examination of high-resolutionh images of tispue
specimeng enables novel and more effective ways to diagnose diseases. Pathology image analysis
segments massive spatial objects (e.g., millions of objects per image) such as'nuclei and blood vessgls,
represent¢d with their boundaries, along with many extracted image features from these objects. The
derived infformation is used for many complex queries and analytics to.Support biomedical reseajrch
and clinicgl diagnosis

Current approach:

Each 2D ijnage comprises 1 GB of raw image data and entails 1,5 GB of analytical results. Messhge
Passing Inferface (MPI) is used for image analysis. Solutio@information is described in A.4.2.

Future:

Recently, BD pathology imaging has been madé. possible using 3D laser technologies or serially
sectioning hundreds of tissue sections onto slides and scanning them into digital images. Segmenting
3D micrognatomic objects from registered sérial images could produce tens of millions of 3D objdcts
from a sirjgle image. This provides a deep “map’ of human tissues for next-generation diagnosis.|3D
images cap comprise 1 TB of raw image data and entail 1 TB of analytical results. A moderated hospjtal
would genkrate 1 PB of data per yeat.

5.5.3 Uge case 18: Computational Bioimaging

Application:

Data delivered from bioimaging are increasingly automated, higher resolution, and multi-modal. Thhis
has creategd a data-ahalysis bottleneck that, if resolved, can advance bioscience discovery through |big
data technjiquess

Current approach:

The current piecemeal analysis approach does not scale to situations in which a single scan on emerging
machines is 32 TB and medical diagnostic imaging is annually around 70 PB, excluding cardiology. A
web-based, one-stop shop is needed for high-performance, high-throughput image processing for
producers and consumers of models built on bio-imaging data.

Future:

The goal is to resolve that bottleneck with extreme-scale computing and community-focused science
gateways, both of which apply massive data analysis toward massive imaging data sets. Workflow
components include data acquisition, storage, enhancement, noise minimization, segmentation of
regions of interest, crowd-based selection and extraction of features, and object classification, as well
as organization and search. Possible software packages are described A.4.3.
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5.5.4 Use case 19: Genomic Measurements
Application:

The NIST Genome in a Bottle Consortium integrates data from multiple sequencing technologies and
methods to develop highly confident characterization of whole human genomes as reference materials.
The consortium also develops methods to use these reference materials to assess performance of any
genome sequencing run.

Current approach:

and the National Center for Biotechnology Information (NCBI) are also currently storing'PBs of data.
NIYT is also storing data using open-source sequencing bioinformatics software fromracade
(UNIX-based) on a 72-core cluster, supplemented by larger systems at collaborators:

NI§T’s approximately 40 TB network Iile system (NFS] Is full. The National Institutes of H(jElth (NIH)

ic groups

Future:

DN sequencers can generate ~300 GB of compressed data per day, and this volume has increpsed much
faster than Moore’s Law gives for increase in computer processing power. Future data coyld include
other ‘omics’ (e.g., genomics) measurements, which will be even largerthan DNA sequencing. Clouds
havye been explored as a cost effective scalable approach.

5.5.5 Use case 20: Comparative Analysis for Metagenomes-and Genomes
Application:

Given a metagenomic sample this use case aims to dé.the following:

— | determine the community composition in terms of other reference isolate genomes;
— | characterize the function of its genes;

— | begin to infer possible functional pathways;

— | characterize similarity or dissimilarity with other metagenomic samples;

— [ begin to characterize chatiges in community composition and function due to changes in
environmental pressures;

— | isolate subsections'of data based on quality measures and community composition.
Current approach:

Th¢ current ifitegrated comparative analysis system for metagenomes and genomes is fronf-ended by
an finteractive ' web user interface (Ul) with core data. The system involves backend precomputations
and batchjob computation submission from the Ul. The system provides an interface tq standard
bi(()Informatics tools (e.g., BLAST, HMMER, multiple alignment and phylogenetic tools, gepe callers,
sequerice feature predictors)

Future:

Management of heterogeneity of biological data is currently performed by a RDBMS (i.e., Oracle).
Unfortunately, it does not scale for even the current volume, 50 TB of data. NoSQL solutions aim at
providing an alternative, but unfortunately they do not always lend themselves to real-time interactive
use or rapid and parallel bulk loading, and sometimes they have issues regarding robustness.

5.5.6 Use case 21: Individualized Diabetes Management

Application:
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Diabetes is a growing illness in the world population, affecting both developing and developed countries.
Current management strategies do not adequately take into account individual patient profiles, such
as co-morbidities and medications, which are common in patients with chronic illnesses. Advanced
graph-based data mining techniques must be applied to electronic health records (EHRs), converting
them into RDF (Resource Description Framework) graphs. These advanced techniques would facilitate

searches for diabetes patients and allow for extraction of their EHR data for outcome evaluation.

Current approach:

Typical patient data records are composed of 100 controlled Vocabulary values and 1,000 continuous
values. Most valu e
dted to semantlc graph traversal

to be upd
Future:

The first s

Lep is to compare patient records to identify similar patients from a large EHR\database (

an individualized cohort.) Each patient’'s management outcome should be evaluated to:formulate

most appr
processed
informatig

5.5.7 Ug{

before query to allow matching based on derivatives and other derived properties. Softw|
n is described in A.4.6.

e case 22: Statistical Relational Artificial Intelligence for Health Care

Application:
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f the project is to analyze large, multi-modal medicaDdata, including different data ty
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pproach:
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f millions of patients can involve PB size datasets. A major issue is the availability of
(e.g., images, genetic sequences), which can make the analysis complicated. Sometimes, la
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lance). THiscan result in learning algorithms picking up random correlations between
ata types-as important features in analysis. Another challenge lies in aligning the data :
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5.5.8 Use case 23: World Population-Scale Epidemiological Study

Application:

There is a need for reliable, real-time prediction and control of pandemics similar to the 2009 HIN1
influenza. Addressing various kinds of contagion diffusion may involve modeling and computing
information, diseases, and social unrest. Agent-based models can utilize the underlying interaction
network (i.e.,, a network defined by a model of people, vehicles, and their activities) to study the
evolution of the desired phenomena.

Current approach:

There is a two-step approach: (1) build a synthetic global population; and (2) run simulations over the
global population to reason about outbreaks and various intervention strategies. The current 100 TB
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dataset was generated centrally with an MPI-based simulation system written in Charm++. Parallelism
is achieved by exploiting the disease residence time period.

Future:

Large social contagion models can be used to study complex global-scale issues, greatly increasing the
size of systems used.

5.5.9 Use case 24: Social Contagion Modeling for Planning, Public Health, and Disaster
Management

Application:

Sodial behavior models are applicable to national security, public health, viral marketing; city
and disaster preparedness. In a social unrest application, people take to the streets to v
unhappiness with or support for government leadership. Models would help quantify the
whijich normal business and activities are disrupted because of fear and anger, the possibility
demonstrations and/or violent protests, and the potential for government-responses ran
apeasement, to allowing protests, to issuing threats against protestors, to taking actions
prdtests. Addressing these issues would require fine-resolution models (at the level of
pedple, vehicles, and buildings) and datasets.
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'rent approach:
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generated

e social contagion model infrastructure simulates different types of human-to-human in
., face-to-face versus online media), and also ,iriteractions between people, sery
hsportation), and infrastructure (e.g., Internet, eleettic power). These activity models are
In averages such as census data.

Future:

On
ded
fea

e significant concern is data fusion (i.e5. how to combine data from different sources a
1 with missing or incomplete data.). Awvalid modeling process must take into account hete|
fures of hundreds of millions or billions of individuals, as well as cultural variations across

nd how to
rogeneous
countries.

Foy such large and complex models, the validation process itself is also a challenge.

5.5.10 Use case 25: Biodiversity and LifeWatch

Application:

Regearch and monitor/different ecosystems, biological species, their dynamics, and their migration with
a njix of custom sensors and data access/processing, and a federation with relevant projects in the area.
Particular casésstudies include monitoring alien species, migrating birds, and wetlands. Orje of many
efforts frommthe consortium titled Common Operations for Environmental Research Infragtructures

(ENVRI)<dsuinvestigating integration of LifeWatch with other environmental e-infrastructures.

Current approach:

At this time, this project is in the preliminary planning phases and, therefore, the current approach is
not fully developed.

Future:

The LifeWatch initiative will provide integrated access to a variety of data, analytical, and modeling
tools as served by a variety of collaborating initiatives. It will also offer data and tools in selected
workflows for specific scientific communities. In addition, LifeWatch will provide opportunities to
construct personalized “virtual labs,” allowing participants to enter and access new data and analytical
tools. New data will be shared with the data facilities cooperating with LifeWatch, including both the
Global Biodiversity Information Facility and the Biodiversity Catalogue, also known as the Biodiversity
Science Web Services Registry. Data include ‘omics’, species information, ecological information (e.g.,

© ISO/IEC 2018 - All rights reserved 21


https://iecnorm.com/api/?name=aa23d711ecb369879909948a8de6c518

ISO/IEC TR 20547-2:2018(E)

biomass, population density), and ecosystem data (e.g., carbon dioxide [CO;] fluxes, algal blooming,
water and soil characteristics.)

5.6 Deep Learning and Social Media

5.6.1 Use case 26: Large-Scale Deep Learning
Application:

There is a need to increase the size of datasets and models that can be tackled with deep learning
algorithm$. Large models (e.g., neural networks with more neurons and connections) combined-with
large datapets are increasingly the top performers in benchmark tasks for vision, speech, and WEP. It
will be nefessary to train a deep neural network from a large (e.g., much greater than 1 TB)-corpus
of data, which is typically comprised of imagery, video, audio, or text. Such training procédures offten
require customization of the neural network architecture, learning criteria, and dataset pré-processing.
In additiop to the computational expense demanded by the learning algorithms, the’need for rapid
prototyping and ease of development is extremely high.

Current approach:

The largedt applications so far are to image recognition and scientific studies’of unsupervised learnjing
with 10 njillion images and up to 11 billion parameters on a 64 GRU HPC Infiniband cluster. Bpth
supervised (i.e., using existing classified images) and unsupervised applications are being investigated.

Future:

Large datgsets of 100 TB or more may be necessary to expléit the representational power of the larjger
models. Trjaining a self-driving car could take 100 million images at megapixel resolution. Deep learnjing
shares majny characteristics with the broader field of. machine learning. The paramount requiremejnts
are high domputational throughput for mostly dense*linear algebra operations, and extremely hiigh
productivity for researcher exploration. High-perférmance libraries must be integrated with high-lgvel
prototyping environments.

5.6.2 Uge case 27: Organizing Large-Seale, Unstructured Collections of Consumer Photos
Application:

Collectionf of millions to billions“of consumer images are used to produce 3D reconstructiong of
scenes—with no a priori knowledge of either the scene structure or the camera positions. The resultiing
3D modeldallow efficient and)effective browsing of large-scale photo collections by geographic positjon.
New imaggs can be geolocated by matching them to 3D models, and object recognition can be performed
on each injage. The 3Dwréconstruction can be posed as a robust, non-linear, least squares optimizatjion
problem: ¢bserved-of noisy correspondences between images are constraints, and unknowns are $ix-
dimensiorjal (6D) camera poses of each image and 3D positions of each point in the scene.

Current approach:

The current system information is described in A.5.2. Over 505 billion images are currently on SNS,
with over 500 million images added to social media sites each day.

Future:

Necessary maintenance and upgrades require many analytics including feature extraction, feature
matching, and large-scale probabilistic inference. These analytics appear in many or most computer
vision and image processing problems, including recognition, stereo resolution, and image denoising.
Other needs are visualizing large-scale, 3D reconstructions and navigating large-scale collections of
images that have been aligned to maps.
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5.6.3 Use case 28: Truthy—Information Diffusion Research from Twitter Data
Application:

How communication spreads on socio-technical networks must be better understood, and methods
are needed to detect potentially harmful information spread at early stages (e.g., deceiving messages,
orchestrated campaigns, and untrustworthy information).

Current approach:

Twitter generates a large volume of continuous streaming data—about 30 TB a year, compressed—
through circulation of ~I00U million messages per day. The increase over time 1s roughly 500 GB data
perl day. All these data must be acquired and stored. Additional needs include near real-timie’analysis of
sudh data for anomaly detection, stream clustering, signal classification, and online-learning; and data
retfieval, big data visualization, data-interactive web interfaces, and public application programming
interfaces (APIs) for data querying. Software information is described in A.5.4. Taformation| diffusion,
cluptering, and dynamic network visualization capabilities already exist.

Future:

[n-memory
streaming

It plans to expand and so needs to move toward advanced distributed.storage programs, and i
datfabase, described in A.5.4 for real-time analysis. Solutions will’need to incorporate
cluptering, anomaly detection, and online learning.

5.64 Use case 29: Crowd Sourcing in the Humanities as'Source for Big and Dynamic Data

Application:
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brmation is captured from many individuals.and their devices using a range of sources
ered, recorded multimedia, reaction times,)pictures, sensor information. These data
characterize wide-ranging individual, secial, cultural, and linguistic variations amo}

'rent approach:

this point, typical systems used.are Extensible Markup Language (XML) technology and
hitional databases. Other than-pictures, not much multi-media is employed yet.

ure:

wd sourcing is beginning to be used on a larger scale. However, the availability of sensor}

sibility has net.been explored on a large scale so far; existing crowd sourcing projects ars
mited scaleand web-based. Privacy issues may be involved because of access to individu

manually
are used
g several

raditional

t in mobile

ices provides a'huge potential for collecting large amount of data from numerous individluals. This

usually of
als’ audio-

hal files{ anonymization may be necessary but not always possible. Data management anld curation
critical*With multimedia, the size could be hundreds of terabytes.

5.6

Application:

nalytics

CINET provides a common web-based platform that allows the end user seamless access to the

foll

owing:
network and graph analysis tools such as SNAP, NetworkX, and Galib;
real-world and synthetic networks;
computing resources;

data management systems.
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Current approach:

CINET uses an InfiniBand-connected HPC cluster with 720 cores to provide HPC as a service. The
platform is being used for research and education. CINET is used in classes and to support research by
social science and social networking communities

Future:

Rapid repository growth is expected to lead to at least 1,000 to 5,000 networks and methods in about
a year. As more fields use graphs of increasing size, parallel algorithms will be important. Two critical
challenges are data manipulation and bookkeeping of the derived data, as there are no well-defined and
effective models and tools for unified management of various graph data.

5.6.6 Uge case 31: NIST Information Access Division — Analytic Technology Performance
Measurements, Evaluations, and Standards

Application:

Performance metrics, measurement methods, and community evaluations are ‘heeded to ground
and accelgrate development of advanced analytic technologies in the areas<of speech and langupge
processing, video and multimedia processing, biometric image processing, and heterogeneous data
processing, as well as the interaction of analytics with users. Typically.6rie of two processing models
are employed: (1) push test data out to test participants, and analyze the'\output of participant systems,
and (2) pysh algorithm test harness interfaces out to participants,(bring in their algorithms, and test
them on internal computing clusters.

Current approach:

There is p large annotated corpora of unstructuredysemi-structured text, audio, video, images,
multimedia, and heterogeneous collections of the @bove, including ground truth annotations [for
training, developmental testing, and summative evaluations. The test corpora exceed 900 million web

pages occyipying 30 TB of storage, 100 million tweets, 100 million ground-truthed biometric images,
several hundred thousand partially ground-truthed video clips, and terabytes of smaller fully groupd-
truthed tept collections.

Future:

Even larggr data collections are bejng planned for future evaluations of analytics involving multiple
data streajns and very heterogeneous data. In addition to larger datasets, the future includes testing of
streaming|algorithms with multiple heterogeneous data. The use of clouds is being explored.

5.7 The Ecosystemfor research

5.7.1 Uge case-32: DataNet Federation Consortium

ApplicatiTn:

The DataNet Federation Consortium (DFC) promotes collaborative and interdisciplinary research
through a federation of data management systems across federal repositories, national academic
research initiatives, institutional repositories, and international collaborations. The collaboration
environment runs at scale and includes petabytes of data, hundreds of millions of files, hundreds of
millions of metadata attributes, tens of thousands of users, and a thousand storage resources.

Current approach:

Currently, 25 science and engineering domains have projects that rely on the iRODS (Integrated
Rule-Oriented Data System) policy-based data management system. Active organizations include the
National Science Foundation, with major projects such as the Ocean Observatories Initiative (sensor
archiving); Temporal Dynamics of Learning Center (cognitive science data grid); iPlant Collaborative
(plant genomics); Drexel’s engineering digital library; and H. W. Odum Institute for Research in Social
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Science (data grid federation with Dataverse). iRODS currently manages PB of data, hundreds of millions
of files, hundreds of millions of metadata attributes, tens of thousands of users, and a thousand storage
resources. It interoperates with workflow systems (e.g., National Center for Computing Applications’
[NCSA’s] Cyberintegrator, Kepler, Taverna), cloud, and more traditional storage models, as well as
different transport protocols.

Future:

Future data scenarios and applications were not expressed for this use case.

ifjstallation,
whiich is now being deployed and tested by researchers from a growing number ‘of diversg research
fields. The goal is to reach a wide enough sample of active research fields, repreSented as clysters (i.e.,
researchers projected and aggregating within a manifold of mostly shared experimental dimgnsions) to
tesf general, hence potentially interdisciplinary, epistemological models throughout the presgnt decade.

Current approach:

Cugrently, 35 clusters have been started, with close to 100 awaiting more resources. There i§ potential
forf many more to be created, administered, and animated.by research communities. EYamples of
clupters include optics, cosmology, materials, microalgag, ‘health care, applied math, computation,
rubber, and other chemical products/issues.

Future:

—

Digcinnet itself would not be big data but rather'will generate metadata when applied to a cluster that
invplves big data. In interdisciplinary integration of several fields, the process would reconcil¢ metadata
from many complexity levels.

5.7.3 Use case 34: Semantic Graph-Search on Scientific Chemical and Text-Based Data
Application:

Sodial media-based infrastructure, terminology and semantic data-graphs are established tp annotate
and present technology- information. The process uses root- and rule-based methods| currently
asspciated primarily with certain Indo-European languages, such as Sanskrit and Latin.

Current approach:

Mahy report§/including a recent one on the Material Genome Project, find that exclusive|top-down
solfitions to_facilitate data sharing and integration are not desirable for multi-disciplinary efforts.
However, a bottom-up approach can be chaotic. For this reason, there is need for a balanced blend of the
tw approaches to support easy -to-use technlques to metadata creation, integration, and sharing. This
cha
is based on these 1deas There are ongomg efforts to extend this method to publications of interest to
the Material Genome Initiative, the Open Government movement, and the NIST Integrated Knowledge
Editorial Net (NIKE) a NIST-wide publication archive. These efforts are a component of the Research
Data Alliance Metadata Standards Directory Working Group.

Future:

A cloud infrastructure should be created for social media of scientific information. Scientists from
across the world could use this infrastructure to participate and deposit results of their experiments.
Prior to establishing a scientific social medium, some issues must be resolved including the following:

— Minimize challenges related to establishing re-usable, interdisciplinary, scalable, on-demand, use-
case, and user-friendly vocabulary.
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Adoptanexisting or create new on-demand ‘data-graph’ to place information in an intuitive way, such
that it would easily integrate with existing data-graphs in a federated environment, independently
of details of data management.

Find relevant scientific data without spending too much time on the Internet.

Start with resources such as the Open Government movement, Material Genome Initiative, and Protein
Databank. This effort includes many local and networked resources. Developing an infrastructure to
automatically integrate information from all these resources using data-graphs is a challenge, but steps
are being taken to solve it. Strong database tools and servers for data-graph manipulation are needed.

5.7.4 Uge case 35: Light Source Beamlines
Applicati

the
hen

lln

e exposed to X-rays from light sources in a variety of configurations, depending on
t. Detectors, essentially high-speed digital cameras, collect the data. The data are tl
o reconstruct a view of the sample or process being studied.

Samples
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5.8 Asti

5.8.1 Us
Survey

of commercial and open source software is used for data analysis. Data transfer

ce GridFTP, managed by Globus Online, or workflow systems such as SPADE (Support
e Auditing in Distributed Environments, an open source software infrastructure).

esolution is continually increasing. Data transfer to large-scale computing facilitieq
hecessary because of the computational powenrequired to conduct the analysis on timescd

boregate data load is likely to increasessignificantly over the coming years, as will the n
ralized infrastructure for analyzing GB per second of data from many beamline detector
cilities.

ronomy and physics

e case 36: Catalina Real-Time Transient Survey: A Digital, Panoramic, Synoptic Sky

Applicatic

Catalina

holes (e.g.

DI :

eal-Time Tpansient Survey (CRTS) explores the variable universe in the visible light regi
les ranging from minutes to years, by searching for variable and transient sourcesg.
bread variety of astrophysical objects and phenomena including various types of cos

is

ned using physical transport of portable media, which seyverely limits performance, high-

for

is
les

he experiment. Because of the large number,of beamlines (e.g., 39 at the LBNL Advanced Light

bed
5 at

collected from three telescopes (two in Arlzona and one in Austraha) with addltlonal ones expected in
the near future in Chile.

Current approach:

The survey generates up to approximately 0,1 TB on a clear night with a total of approximately
100 TB in current data holdings. The data are pre-processed at the telescope and then transferred to
the University of Arizona and Caltech for further analysis, distribution, and archiving. The data are
processed in real time, and detected transient events are published electronically through a variety
of dissemination mechanisms, with no proprietary withholding period (CRTS has a completely open
data policy). Further data analysis includes classification of the detected transient events, additional
observations using other telescopes, scientific interpretation, and publishing. This process makes
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heavy use of the archival data (several PBs) from a wide variety of geographically distributed resources
connected through the virtual observatory (VO) framework.

Future:

CRTS is a scientific and methodological test bed and precursor of larger surveys to come, notably the
Large Synoptic Survey Telescope (LSST), expected to operate in the 2020s and selected as the highest-
priority ground-based instrument in the 2010 Astronomy and Astrophysics Decadal Survey. LSST will

gat

her about 30 TB per night.

Survey pipelines from telescopes (on the ground or in space) produce transient event data streams, and

the events, along with their observational descriptions, are ingested by one or more deposit¢ries, from
whiich the event data can be disseminated electronically to human astronomers or robotict

Eaq
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h event is assigned an evolving portfolio of information, which includes all available d4
pstial position. The data are gathered from a wide variety of data archives unifiéd under {
bervatory framework, expert annotations, etc.

Representations of such federated information can be both human-readable“and machine
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e data are fed into one or more automated event characterization, classification, and pri
ines that deploy a variety of machine learning tools for these tasks.

e engines’ output, which evolves dynamically as new information-arrives and is processe

nt portfolios for the next iteration.

rs, either human or robotic, can tap into the system at multiple points, both for informatio
| to contribute new information, through a standardized set of formats and protocols. Th

domne in (near) real-time or in archival (i.e., not time~critical) modes.
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.2 Use case 37: DOE Extreme Data fromCosmological Sky Survey and Simulations
plication:

bsmology discovery tool integrates.simulations and observation to clarify the nature of dz
k energy, and inflation—some-of the most exciting, perplexing, and challenging questi
dern physics, including the preperties of fundamental particles affecting the early uni
ulations will generate data(sizes comparable to observation.

'rent approach:

this time, this project is in the preliminary planning phases and, therefore, the current a
fully developed.

ure:

bse systems will use huge amounts of supercomputer time — over 200 million hours. 4
a sizes are as follows:
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follow-up observations of the selected events, and the resulting'data are communicated back to the

h retrieval
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rk matter,
fons facing
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pproach is

\ssociated

Dark Energy Survey (DES): 4 PB per year in 2015;
Zwicky Transient Factory (ZTF): 1 PB per year in 2015;
LSST (see CRTS discussion above): 7 PB per year in 2019;

Simulations: 10 PB per year in 2017.

5.8.3 Use case 38: Large Survey Data for Cosmology

Application:

For DES, the data are sent from the mountaintop, via a microwave link, to La Serena, Chile. From there,
an optical link forwards them to the NCSA and to NERSC for storage and ‘reduction.” Here, galaxies
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and stars in both the individual and stacked images are identified and catalogued, and finally their
properties are measured and stored in a database.

Current approach:

Subtraction pipelines are run using extant imaging data to find new optical transients through machine
learning algorithms. Data technologies and hardware resources are described in A.7.3.

Future:

Techniques are needed for handling Cholesky decomposition for thousands of simulations with matrices
of order ofie miiifon on a side and paratiel image storage. LSST Wil generate 60 PBof imaging data and
15 PB of catalogue data and a correspondingly large (or larger) amount of simulation data. In totalféver
20 TB of dpata will be generated per night.

5.8.4 Uge case 39: Particle Physics—Analysis of Large Hadron Collider Data: Discovéry of Higgs
Particle

Application:

Analysis i$ conducted on collisions at the European Organization for Nuclear Research (CERN) Lafrge
Hadron Cdllider (LHC) accelerator.

Processed| information defines physics properties of events and,-generates lists of particles with
type and momenta. These events are analyzed to find new effects=both new particles (e.g., Higgs),
and preseft evidence that conjectured particles (e.g., Supersymmetry) have not been detected. A few
major experiments are being conducted at LHC, including ATLAS and CMS (Compact Muon Solenojid).
These experiments have global participants (e.g., CMS hag3,600 participants from 183 institution$ in
38 countries), and so the data at all levels are transported and accessed across continents.

Current approach:

The LHC ¢xperiments are pioneers of a distributed big data science infrastructure. Several aspgcts
of the LH(C experiments’ workflow highlightZissues that other disciplines will need to solve. These
issues indlude automation of data distribution, high-performance data transfer, and large-sdale
high-throyghput computing. A data grid.analysis for Higgs Particle discovery utilised 350,000 cores
running near-continuously—over two:million jobs per day arranged in three major tiers: CERN,
Continent$/Countries, and Universities. The analysis uses distributed, high-throughput computing
(i.e., pleas|ng parallel) architecture with facilities integrated across the world by the Worldwide [fHC
Computing Grid (WLCG) and.Open Science Grid in the U.S. Accelerator data and analysis generdtes
15 PB of data each year foratotal of 200 PB. Specifically, in 2012, ATLAS had 8 PB on Tierl tape gnd
over 10 PB on Tier 1 disk-at BNL and 12 PB on disk cache at U.S. Tier 2 centers. CMS has similar data
sizes. Ovef half the reSources are used for Monte Carlo simulations as opposed to data analysis.

Future:

In the pasft, the partlcle phy51cs communlty has been able to rely on 1ndustry to dellver exponentlal
increases lnpe 3 : 2 : AeVE dble
performance w1ll be much more d1ff1cult to exp101t in the future since technology llmltatIOHS in
particular regarding power consumption, have led to profound changes in the architecture of modern

central processing unit (CPU) chips.

In the past, software could run unchanged on successive processor generations and achieve performance
gains that follow Moore's Law, thanks to the regular increase in clock rate that continued until 2006.
The era of scaling sequential applications on an HEP (heterogeneous element processor) is now over.
Changes in CPU architectures imply significantly more software parallelism, as well as exploitation of
specialized floating point capabilities.

The structure and performance of HEP data processing software need to be changed such that they
can continue to be adapted and developed to run efficiently on new hardware. This represents a major
paradigm shift in HEP software design and implies large-scale re-engineering of data structures and
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algorithms. Parallelism needs to be added simultaneously at all levels: the event level, the algorithm
level, and the sub-algorithm level. Components at all levels in the software stack need to interoperate,
and therefore the goal is to standardize as much as possible on basic design patterns and on the choice

of a concurrency model. This will also help to ensure efficient and balanced use of resources.

5.8.5 Use case 40: Belle II High Energy Physics Experiment

Application:

The Belle experiment is a particle physics experiment with more than 400 physicists and engineers
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elerator KEKB e+ e- accelerator in Tsukuba, Japan. In particular, numerous decay, o
bilon (4S) resonance are sought to identify new phenomena beyond the standard model
rsics. This accelerator has the largest intensity of any in the world, but the events are sif
se from LHC, and so analysis is less complicated, but similar in style to the CERN acceleratd

‘rent approach:

this time, this project is in the preliminary planning phases and, therefore, the current a
fully developed.

ure:

upgraded experiment Belle II and accelerator SuperKEKB-was starting operation in 2015
Fease by a factor of 50, with total integrated raw datacof*~120 PB and physics data of ~
0 PB of Monte Carlo samples. The next stage will nécessitate a move to a distributed
del requiring continuous raw data transfer of ~20.GB per second at designed luminosit

an and the United States. Required softwares ar@ déscribed in A.7.5.

Earth, environmental, and polar science

.1 Use case 41: European Incoherent Scatter Scientific Association 3D Incoherent §
Har System

plication:

CAT conducts research-on the lower, middle, and upper atmosphere and ionosphere

earch applications. EISCAT studies instabilities in the ionosphere and investigates the
| dynamics of the)middle atmosphere. EISCAT operates a diagnostic instrument in i
dification experiments with addition of a separate heating facility. Currently, EISCAT oper
he ten major.incoherent radar scattering instruments worldwide; their three systems are
Scandipavian sector, north of the Arctic Circle.

'rent approach:

The

present special challenges.

Future:
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using the

bherent scatter radar.technique. This technique is the most powerful ground-based too] for these

structure
nospheric
ates three
located in

e cutrently running EISCAT radar generates data at rates of terahytes per year The systein does not

The design of the next-generation radar, EISCAT_3D, will consist of a core site with transmitting and
receiving radar arrays and four sites with receiving antenna arrays at some 100 km from the core. The
fully operational five-site system will generate several thousand times the number of data of the current
EISCAT system, with 40 PB per year in 2022, and is expected to operate for 30 years. EISCAT_3D data
e-Infrastructure plans to use high-performance computers for central site data processing and high-
throughput computers for mirror site data processing. Downloading the full data is not time-critical,
but operations require real-time information about certain pre-defined events, which would be sent
from the sites to the operations center, and a real-time link from the operations center to the sites to set
the mode of radar operation in real time.
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5.9.2 Use case 42: Common Operations of Environmental Research Infrastructure
Application:

ENVRI (Common Operations of Environmental Research Infrastructures) addresses European
distributed, long-term, remote-controlled observational networks focused on understanding processes,
trends, thresholds, interactions, and feedbacks, as well as increasing the predictive power to address
future environmental challenges. The following efforts are part of ENVRI.

ICOS (Integrated Carbon Observation System) is a European distributed infrastructure dedicated
to the monitoring of greenhouse gases (GHGs) through its atmospheric, ecosystem, and ocean
netwdrks.

EURO{Argo is the European contribution to Argo, which is a global ocean observing system.

EISCA dar

syster

T_3D (described separately) is a European new-generation incoherent scatter nesearch ra
h for upper atmospheric science.

LifeW.
reseat

htch (described separately) is an e-science infrastructure for biodiversity and ecosyst
ch.

EPOS
volcar

(European Plate Observing System) is a European research infrastructure for earthquakes,

oes, surface dynamics, and tectonics.

EMSO|(European Multidisciplinary Seafloor and Water Column Observatory) is a European netwprk

of sedfloor observatories for the long-term monitoring of ‘*environmental processes related to
ecosystems, climate change, and geo-hazards.

— IAGOY (In-service Aircraft for a Global Observing Sy§tem) is setting up a network of aircraft|for
globallatmospheric observation.

— SIOS (Pvalbard Integrated Arctic Earth Observing System) is establishing an observation systenp in
and afround Svalbard that integrates the studies of geophysical, chemical, and biological processes
from 3ll research and monitoring platforms:

Current approach:

ENVRI deyelops a reference model (ENVRI RM) as a common ontological framework and standprd

for the description and characterization of computational and storage infrastructures. The goal ig to

achieve sgamless interoperability between the heterogeneous resources of different infrastructures.

The ENVRI RM serves as a«ammon language for community communication, providing a unifdrm

framework into which thedinfrastructure’s components can be classified and compared. The ENVRI RM

also serves to identify common solutions to common problems. Data sizes in a given infrastructpire
vary from|GBs to petabytes per year.

Future:

ENVRI's cpmimon environment will empower the users of the collaborating environmental reseafch

infrastruc uEes anr] anabla multidiccinlinar-y cotonticte 0 Ac-cacc Stud(y and Ccrrelatn data fr m

T C oo T e IIrerr e r e T CrpTTTe T CTEITtIo Tttt oYy Y7 Crrrer

multiple domains for system-level research. Collaboration affects big data requirements coming from
interdisciplinary research.

ENVRI analyzed the computational characteristics of the six European Strategy Forum on Research
Infrastructures (ESFRI) environmental research infrastructures, and identified five common
subsystems. They are defined in the ENVRI RM (http://www.envri.eu/rm) and below.

and brings the measurements (data streams) into the system.

at a data center.

30

Data acquisition: Collects raw data from sensor arrays, various instruments, or human observers,

Data curation: Facilitates quality control and preservation of scientific data and is typically operated
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curation subsystem.

and capacities for conducting data analysis and scientific experiments.

of their community roles.

:2018(E)

Data access: Enables discovery and retrieval of data housed in data resources managed by a data

Data processing: Aggregates data from various resources and provides computational capabilities

Community support: Manages, controls, and tracks users' activities and supports users in conduct

5.9.3 Use case 43: Radar Data Analysis for the Center for Remote Sensing of Ice Sheets

Application:

Th
shd

e Center for Remote Sensing of Ice Sheets (CReSIS) effort uses custom radar systems:to mni
et bed depths and (annual) snow layers at the North and South Poles and mountainous re

Res
tyq

Cu

ulting data feed into the Intergovernmental Panel on Climate Change (IPCG)."The radar sy
ically flown in by aircraft in multiple paths.

'rent approach:

e initial analysis uses Matlab signal processing that produces aset-of radar images. These]
hsported from the field over the Internet and are typically copiéd onsite to a few remoy
hold a terabyte of data, then flown to a laboratory for detailed analysis. Image features (|
arg found using image understanding tools with some huuman oversight. A typical echog
detlected boundaries differentiates the boundary betweemrair and ice layers and boundary b
and terrain. This information is stored in a database front-ended by a geographical informati
The ice sheet bed depths are used in simulations of glacier flow. Each trip into the field, usual
few weeks, results in 50 to 100 TB of data.

Future:

With improved instrumentation, an ordenof magnitude more data (a petabyte per mission) is
As the increasing field data must be précessed in an environment with constrained power a
poyver or low-performance architectures, such as GPU systems, are indicated.

5.9.4 Use case 44: Unmanned Air Vehicle Synthetic Aperture Radar (UAVSAR) Data Pr
Data Product Delivery, and Data Services

Application:

Synthetic aperture radar (SAR) can identify landscape changes caused by seismic activity,
defprestation, wegetation changes, and flooding. This function can be used to support e
scignce as well as disaster management. This use case supports the storage, image |
application;-and visualization of geo-located data with angular specification.

Curréntapproach:

easure ice
bions.

y'stems are

cannot be
able disks
.e., layers)
rram with
btween ice
bn system.
y lasting a

projected.
ccess, low-

hcessing,

andslides,
arthquake
brocessing

Data from planes and satellites are processed on NASA computers before being stored after substantial
data communication. The data are made public upon processing. They require significant curation

owing to instrumental glitches. The current data size is approximately 150 TB.

Future:

The data size would increase dramatically if Earth Radar Mission launched. Clouds are suitable hosts

but are not used today in production.
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5.9.5 Use case 45: NASA Langley Research Center/ Goddard Space Flight Center iRODS
Federation Test Bed

Application:

NASA Center for Climate Simulation and NASA Atmospheric Science Data Center have complementary
data sets, each containing vast amounts of data that are not easily shared and queried. Climate
researchers, weather forecasters, instrument teams, and other scientists need to access data from
across multiple datasets in order to compare sensor measurements from various instruments, compare
sensor measurements to model outputs, calibrate instruments, look for correlations across multiple

parameters,and more

Current a

Data are

Applicatio
(CERES) H
about 420
with each
from hete
search for

pproach:

benerated from two products: the Modern Era Retrospective Analysis for Resedrch :
hs (MERRA, described separately) and NASA Clouds and Earth's Radiant Enérgy Syst
BAF-TOA (Energy Balanced and Filled-Top of Atmosphere) product, which accounts
MB, and the EBAF-Surface product, which accounts for about 690 MB Data numbers g
version update (about every six months). To analyze, visualize, and pthefwise process d
fogeneous datasets is currently a time-consuming effort. Scientists.mhust separately acc
and download data from multiple servers, and often the dataare duplicated without

understaniding of the authoritative source. Often accessing data takes loriger than scientific analy

Current d4
Future:

Improved
of dataset
dispersed
managed \

5.9.6 Ug

tasets are hosted on modest-sized (144 to 576 cores) InfiniBand clusters.

access will be enabled through the use of iRODS. Thése systems support parallel downlo
b from selected replica servers, providing userswith worldwide access to the geographic
servers. iRODS operation will be enhanced\with semantically organized metadata 3
ria a highly precise NASA Earth Science ontélogy. Cloud solutions will also be explored.

e case 46: MERRA Analytic Services (MERRA/AS)

Applicati

n:

This application produces global temporally and spatially consistent syntheses of 26 key clim
variables Iy combining numerical simiulations with observational data. Three-dimensional results
produced gvery six hours extendifigifrom 1979 to the present. The data support important applicati
such as IPCC research and the NASA/Department of Interior RECOVER wildfire decision supp

system; t
Current a

Map/Reduy
InfiniBand

Future:

se applications tyjpically involve integration of MERRA with other datasets.
pproach:

ce is used€o process a current total of 480 TB. The current system is hosted on a 36-n
cluster

ind
em
for
ow
ata
PSS,

an
Sis.

hds
11y
nd

ate
are
DS
ort

hde

Clouds are being investigated. The data is growing by one TB a month.

5.9.7 Use case 47: Atmospheric Turbulence - Event Discovery and Predictive Analytics

Application:

Data mining is built on top of reanalysis products, including MERRA (described separately) and the
North American Regional Reanalysis (NARR), a long-term, high-resolution climate data set for the
North American domain. The analytics correlate aircraft reports of turbulence (either from pilot
reports or from automated aircraft measurements of eddy dissipation rates) with recently completed
atmospheric reanalyses. The information is of value to aviation industry and to weather forecasters.
There are no standards for reanalysis products, complicating systems for which Map/Reduce is being
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investigated. The reanalysis data are hundreds of terabytes, slowly updated, whereas the turbulence
dataset is smaller in size and implemented as a streaming service.

Current approach:

The current 200 TB dataset can be analyzed with Map/Reduce or the like using SciDB or another
scientific database.

Future:

The dataset will reach 500 TB in five years. The initial turbulence case can be extended to other
ocgan/atmosphere pnenomena, but the analytics would be differentin each case.

£

5.9.8 Use case 48: Climate Studies Using the Community Earth System Model atthe U.§
Department of Energy (DOE) NERSC Center

Application:

Sinmulations with the Community Earth System Model (CESM) can be used to understand anid quantify
corjtributions of natural and anthropogenic-induced patterns of climate{variability and change in the
20th and 21st centuries. The results of supercomputer simulations,across the world should be stored
and compared.

Current approach:

The Earth System Grid (ESG) enables global access to €limate science data on a massive scale —
petlascale, or even exascale — with multiple petabytes.of data at dozens of federated sites worldwide.
The ESG is recognized as the leading infrastructurefopthe management and access of large distributed
datfa volumes for climate change research. It supports the Coupled Model Intercomparispn Project
(CMIIP), whose protocols enable the periodic asséssments carried out by the IPCC.

Future:

Rapid growth of data is expected, with*30 PB produced at NERSC (assuming 15 end-to-end climate
chgnge experiments) in 2017 and mahy times more than this worldwide.

5.9.9 Use case 49: DOE Biological and Environmental Research (BER) Subsurface
Biqgeochemistry Scientific Focus Area

Application:

A genome-enabled watershed simulation capability (GEWaSC) is needed to provide a |predictive
framework for.uhderstanding the following:

— | how génomic information stored in a subsurface microbiome affects biogeochemical watershed
functioning;

— | how watershed-scale processes affect microbial functioning;

— how these interactions co-evolve.
Current approach:

Current modeling capabilities can represent processes occurring over an impressive range of scales —
from a single bacterial cell to that of a contaminant plume. Data cross all scales from genomics of the
microbes in the soil to watershed hydro-biogeochemistry. Data are generated by the different research
areas and include simulation data, field data (e.g., hydrological, geochemical, geophysical), ‘omics’ data,
and observations from laboratory experiments.

Future:
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Little effort to date has been devoted to develop a framework for systematically connecting scales, as is
needed to identify key controls and to simulate important feedbacks. GEWaSC will develop a simulation
framework that formally scales from genomes to watersheds and will synthesize diverse and disparate

field, laboratory, and simulation datasets across different semantic, spatial, and temporal scales.

5.9.10 Use case 50: DOE BER AmeriFlux and FLUXNET Networks

Application:

AmeriFlux a

that obser
seasons, Y|
organismg
and contin

Current a

Software
over 500 t

Future:

Field expe
data via m

5.10 Ene

5.10.1 Us

Application:

Smart met
the electri

of individyal consumers within the service-area of smart power utilities. Data to be combined inclj

the head e
centralize
informatid
real-time,

Current a

Forecastin
Angeles W
aggregatid

Software inforniation is described in A.9.1.

nd Flux Tower Network (FLUXNET) are U.S. and world collections, respectively, of sensors

ays,

v S ' BY v v A A - 5" )

ears, and decades) and space. Moreover, such datasets provide the crucial linkages din
, ecosystems, and process-scale studies — at climate-relevant scales of landscapesfregid
ents—for incorporation into biogeochemical and climate models.

pproach:

nformation is described in A.8.10. There are approximately 150 towers~in AmeriFlux gnd

pwers distributed globally collecting flux measurements.

Fiment data-taking would be improved by access to existing data’and automated entry of n
obile devices. Interdisciplinary studies integrating diverse.data sources will be expanded

ew

gy

e case 51: Consumption Forecasting in Smart Grids

ind
[ty
hde
hd of smart meters (distributed), utility databases (customer information, network topology;
1), U.S. Census data (distributed), NOAA weather data (distributed), micro-grid building
n systems (centralized);ahd micro-grid sensor networks (distributed). The central themg is
data-driven analytics fortime series from cyber physical systems.

ers support prediction of energy consumption for customers, transformers, substations §
Cal grid service area. Advanced meters provide measurements every 15 min at the granulai

pproach:

L.os
by
on.

g uses GIS-based visualization. Data amount to around 4 TB per year for a city such as
ith 1,4 million sensors. There are significant privacy issues requiring anonymization
n. Real-time and historic data are combined with machine learning to predict consumpt

Future:

Advanced

grid technologies will be widely deployed. Smart grids will have new analytics integrating

diverse data and supporting curtailment requests. New technologies will support mobile applications
for client interactions.

5.10.2 Use case 52: Home Energy Management System

Application:

HEMS (Home Energy Management System) is useful system for energy conservation in private homes. In
the HEMS, many kinds of sensors and devices are introduced into private homes, such as, smart meter,
electric vehicle, solar power panel, light, air conditioner, fuel cell, water heater, storage battery. Energy
manager gathers those data generated at private homes and stores them into cloud database named the
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large HEMS information platform. Information manager operates the large HEMS information platform
and manages data. Privacy and security of users are responsible to Information manager. Servicer
analyzes data and provides valuable information to users as a service.

Current approach:

Services provided by servicer is not restricted by monitoring service of power usage. Other examples
of useful services are elderly person life watching service, appropriate energy contract plan suggestion,
prediction of PV power generation, coupon incentive-based demand response.

Future:

Stalndardization of Application Programming Interface will be necessary to increasenusgfulness of
HEMS data

6 | Use cases derived technical considerations

Tedhnical considerations are the challenges limiting further use of big data.’After collection, grocessing,
and review of the use cases, technical considerations within seven, characteristic categgries were
extiracted from the individual use cases. These use case specific techhical considerations were then
aggregated to produce high-level, general technical considerations,/within the seven chafracteristic
catpgories, that are vendor neutral and technology agnostic. It is\emphasized that neither the use case
noxf the requirements lists are exhaustive.

6.1 Use case specific technical considerations
Eagh use case was evaluated for technical considerations within the following seven categories:
— | Data source (e.g., data size, file formats, rateof growth, at rest or in motion);
— | Data transformation (e.g., data fusion{analytics);

— | Capabilities (e.g., software toqls; platform tools, hardware resources such as stprage and
networking);

— | Data consumer (e.g., processed results in text, table, visual, and other formats);
— | Security and privacy;

— | Life cycle management (e.g., curation, conversion, quality check, pre-analytic processing);
— | Other technical considerations.

Sompe use cases contained technical considerations in all seven categories while others only included
technical censiderations for a few categories. The complete list of specific technical condiderations
extiractedfrom the use cases is presented in Annex D. These categories informed the eventudl selection
of théx'oles specified in ISO/IEC 20547-3.

6.2 Summary of requirements analysis

There were 35 generic technical considerations [1] summarizing 439 specific technical considerations
from the 52 use cases. Column 2 of Table 1 gives the number of specific technical considerations driving
this generic technical considerations.
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Table 1 — Generic technical considerations with count of number of motivating specific

technical considerations

# Count |Generic technical considerations
Data source considerations
1 28 Needs to support_reliabl_e rgal time, asynchronous, streaming, and ba_tch processing to collect
data from centralized, distributed, and cloud data sources, sensors, or instruments.
2 22 Needs to support slow, bursty, and high-throughput data transmission between data sources
and computing clusters.
3 28 Needsto suppaort (]iV.F‘r'QiﬁPd data (‘nntf:nr mngingﬁ'nm qt.rm‘hl.rpd.nnd l]h.Qﬁ'l](‘h]T.‘Fd text, document,
graph, web, geospatial, compressed, timed, spatial, multimedia, simulation, and instrumentatdgta.
Transformation considerations
1 3B Needg to support diversified compute-intensive, analytic processing, and machinelearnjng
techniques.
7 Needs to support batch and real-time analytic processing.
1p Needs to support processing large diversified data content and modelingt
4 Needs to support processing data in motion (streaming, fetching new tontent, tracking, etc.)
Capability considerations
2p Needs to support legacy and advanced software packages (software).
1y Needs to support legacy and advanced computing platforms, (platform).
3 b Needsto support lggacy and advanced distributed computing’clusters, co-processors, input output
(I/0) processing (infrastructure).
14 Needs to support elastic data transmission (netweorking).
5 b Needs to support legacy, large, and advanced distributed data storage (storage).
6 1B Need_s to support legacy and advanced executable programming: applications, tools, utilitjes,
and libraries (software).
Data consumer. considerations
1 y N_eeds to support fast searches (~0;1's) from processed data with high relevancy, accuracy, gnd
high recall.
2 1p Needs to support diversified'output file formats for visualization, rendering, and reporting.
3 Y, Needs to support visualdayout for results presentation.
4 11 Needs to support rich user interface for access using browser, visualization tools.
5 2D Needs to supporthigh-resolution multi-dimension layer of data visualization.
6 1 Needs to support streaming results to clients.
Security and privacy considerations
1 3p Needsto-protect and preserve security and privacy on sensitive data.
2 1p Needs'to support multi-level policy-driven, sandbox, access control, authentication on protected djta.
Lifecycle management considerations
1 2b Needs to support data quality curation including pre-processing, data clustering, classificatipn,
reduction, format transformation.
2 2 Needs to support dynamic updates on data, user profiles, and links.
3 6 Needs to support data lifecycle and long-term preservation policy, including data provenance.
4 4 Needs to support data validation.
5 4 Needs to support human annotation for data validation.
6 3 Needs to support prevention of data loss or corruption.
7 1 Needs to support multi-site archival.
8 2 Needs to support persistent identifier and data traceability.
9 1 Needs to support standardizing, aggregating, and normalizing data from disparate sources.
Other considerations
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Table 1 (continued)
# Count |Generic technical considerations
1 6 Needs to support rich user interface from mobile platforms to access processed results
2 2 Needs to support performance monitoring on analytic processing from mobile platforms
3 13 Needs to support rich visual content search and rendering from mobile platforms
4 Needs to support mobile device data acquisition.
5 Needs to support security across mobile devices
6.3 Features of use cases
Table 2 lists the number of use cases tagged by various properties. This analysis fromReferences [2][3]
[4][was the basis of the use case tags.
Table 2 — Features of use cases
Abbreviation # Description (L‘ v
PP 26 |Pleasingly Parallel or Map Only
MR 18 |Classic MapReduce MR (add MRStat below for fg}ftcéunt)
MRStat 7 |Simple version of MR where key computations-are simple reduction as found i) statistical
averages, such as histograms and averages
MRIter 23 |Iterative MapReduce or MPI ’&\J
Graph 9 |Complex graph data structure needed in analysis
Fusion 11 |Integrate diverse data to aid di \‘/ery/decision making; could involve sophisticated
algorithms or just be a portal,
Streaming 41 |Some data comes in incrementally and is processed this way
Classify 30 |Classification: divide\ﬁs@ into categories
S/Q 12 |Index, Search and Query
CE 4 |Collaborative E\i@’r‘mg for recommender engines
LML 36 |Local Machine Learning (Independent for each parallel entity)
GML 23 Global‘ l\@h‘{ne Learning: Deep Learning, Clustering, LDA, PLSI, MDS,
Large)\cale Optimizations as in Variational Bayes, MCMC, Lifted Belief Prjopagation,
tochastic Gradient Descent, L-BFGS, Levenberg-Marquardt. Can call EGO dr Exascale
_<{Global Optimization with scalable parallel algorithm
51~ Workflow: Universal, so no label
GIS §\\1/6 Geotagged data often displayed in ESRI, Microsoft Virtual Earth, Google E3rth, GeoS-
.QF erver, etc.
HPG 5 |Classiclarge-scale simulation of cosmos, materials, etc., generating (visualizption) data
}@t Simulations of models of data-defined macroscopic entities represented as ajgents

s M Bl 1 + h | 1 . Pl NPT U | h N I o X I . [ lla WY 1
USI Iy UIIS dIIU dIT TALTITUCU dIldly SIS, LIS TdUIT WdS TAPAITUCU =10 gIVE OU LdgS dITdITgTU

given in Tables 3 to 6.

n 4 views

Table 3 — Problem Architecture View Facets of Ogres (Meta or Macro Pattern)

Pleasingly Parallel Seen in BLAST, Protein docking, some (bio-) imagery including Local Analytics or Local
Machine Learning with pleasingly parallel filtering
Classic MapReduce |Search, Index and Query and Classification algorithms like collaborative filtering

Map Collective

Seen in machine learning - especially with linear algebra kernels

Map P2P

Point to Point Communication seen in parallel simulation and graph algorithms

Map Streaming

Combination of (parallel) long running maps accepting streamed data
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Table 3 (continued)

Shared Memory As opposed to distributed data (memory). Corresponds to problem where shared memory
implementations are important. Tend to be dynamic asynchronous
SPMD Single Program Multiple Data, well-known parallel computing style
BSP Bulk Synchronous Processing: well-defined compute-communication phases
Fusion Knowledge discovery often involves fusion of multiple methods or sources
Dataflow Composite structure with multiple components linked by exchanged data
Agents As used in epidemiology, discrete event simulations, etc. Swarm approaches
WorRTTow Many applications ol ten INvolve orchestration (Workilow) ol multiple components

Table 4 — Execution Features View Facets of Ogres

Performapce metrics|As measured in benchmarks ‘/\ v

Flops }l)er byte Important for performance

Executiop Environ- |Cloud or HPC; are Core libraries needed such as matrix-matrix/ve@’algebra, conjugpte
ment gradient, reduction, broadcast

£
Volume Data size
Velpcity Measures Streaming \\Q/V
Vatiety Multiple data sources are often mixed. See Fusion facCet
Verpcity Accuracy of data affecting pre-processing needgdsq‘-’n’d reliability of answer

Commynication Interconnect structure? Is communication Synchronous or Asynchronous? In latter case
Strulcture shared memory may be attractive;

Static orDynamic? |Does application (graph) change durip@}elcution?

Regdlarity Most applications consist of a set of interconnected entities; is this regular as a set of pixels
or is it a complicated irregular graph?

; : A"
[terativie or not? Important algorithm characta@tlc

Data Abltraction Key-value, pixel, graph, vector, HDF5, Bag of words, etc.

o R\ :
Data ppace? Are data points in metrq.k\or non-metric spaces?

Complexity [s algorithm O(N2) 6r:0(N) (up to logs) for N points per iteration?

Table 5 —(Data Source and Style View Facets of Ogres

SQL, NoSQL or NewSQL _@QL includes Document, Column, Key-value, Graph, Triple store
Enterprise data systems,~ }40 examples from NIST [5] integrate SQL/NoSQL

Filek or Objects @ Files as managed in iRODS and extremely common in scientific research. Objefts
= most common in ABDS

HDFS} Lustrey/GPFS Are data and compute collocated?
Arch i\@?j}ched Streaming is Incremental update of datasets with new algorithms to achieve fre-
/3t ing al-time response
Storage system styles Styles include Shared, Dedicated, Permanent, and Transient
Metadata/Provenance Define overall features of data and processing
Internet of Things 24 [5] to 50 (Cisco [7][8]) billion devices on the Internet by 2020
HPC generated data Simulations generate visualization output that often needs to be mined
GIS Geographical Information Systems provide access to geospatial data

Table 6 — Processing or Run-time View Facets of Ogres

Micro Benchmarks A simple kernel or mini-app used to measure core system performance
LML Local Analytics or Local Machine Learning
GML Global Analytics or Machine Learning requiring iterative runtime
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Table 6 (continued)

Base Statistics

Simple statistics seen in Table 2 as MRStat

Recommendations Collaborative Filtering and other recommender analytics
Search/Query/Index Rich set of technologies used in Search, Query and Indexing data
Classification Technologies to label data (SVM, Bayes, deep learning, clustering)
Learning Training algorithms

Optimization Methodology

Machine Learning, Nonlinear Optimization, Least Squares, Linear/Quadratic Pro-
gramming, Combinatorial Optimization, expectation maximization, Monte Carlo,

Variational Baync’ GlobalInference

Streaming Growing class of fast online O(N) algorithms
Alignment Variant of Search seen in sequence comparison as in BLAST (LQ
Linear Algebra Many machine learning algorithms build on linear algebra kernels
Graph Problem set up as a graph as opposed to vector, grid, e}cb"\
Visualization Important component of many analysis pipelines
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Annex A

Submitted use case studies

A.1 Governmentoperation

A.1.1 Uge case 1: Big data Archival: Census 2010 and 2000

Use case title|Big data Archival: Census 2010 and 2000 — Title 13 big data
Vertical (area)|Digital Archives
Author/company/email | Vivek Navale and Quyen Nguyen (NARA)

Actors/stakeholders and their| NARA’s Archivists
roles and responsibilities Public users (after 75 years)

Goals|Preserve data for a long term in orderto provide access and perform
analytics after 75 years. Title 13 6£U.S. code authorizes the Cengus
Bureau and guarantees that individual and industry specific datd is

protected.
Maintain data “as-is”. No.aceess and no data analytics for 75 yeard.

Use case description
Preserve the data at the bit-level.

Perform curation, which includes format transformation if necessapry.

Provide access’and analytics after nearly 75 years.

Current solutions

Linux servers

.\@\V‘Compute (System)
) Storage

NetApps, Magnetic tapes.

O
\L\'V Networking

N Software

Big data characteristics

Data source (distributed/
centralized)

Centralized storage.

Volume (size)

380 TB

Velocity
(e.g. real time)

Static.

Variety
(multiple datasets, mashup)

Scanned documents

Variability (rate of change)

None

Big data science (collection,
curation, analysis, action)

Veracity (Robustness Issues,
semantics)

Cannot tolerate data loss.

Visualization

TBD

Data quality (syntax)

Unknown.

Data types

Scanned documents

Data analytics

Only after 75 years.

Big data specific challenges
(Gaps)

Preserve data for a long time scale.

Big data specific challenges in
mobility

TBD

40

© ISO/IEC 2018 - All rights reserved



https://iecnorm.com/api/?name=aa23d711ecb369879909948a8de6c518

ISO/IEC TR 20547-2

:2018(E)

Security and privacy
technical considerations

Title 13 data.

Highlight issues for
generalizing this Use case
(e.g. for ref.

architecture)

More information (URLSs)

A.1.2 Use case 2: NARA Accession, Search, Retrieve, Preservation

Use case title

National Archives and Records Administration Accession NARA-/
Search, Retrieve, Preservation

\ccession,

Vertical (area) |Digital Archives
Author/company/|Quyen Nguyen and Vivek Navale (NARA)
email
Aqtors/stakeholders|Agencies’ Records Managers
fnd their ro_le_s_a_nd NARA'’s Records Accessioners
responsibilities
NARA'’s Archivists
Public usersx
Goals|Accession, Search, Retrieval, and Liongterm Preservation of big data
Use case description|1) Get physical and legal custodyof the data. In the future, if data regide in the
cloud, physical custody shouldyavoid transferring big data from Cloug to Cloud
or from Cloud to Data Center
2) Pre-process data‘for virus scan, identifying file format identification,
removing empty files
3) Index
4) Categorizerecords (sensitive, unsensitive, privacy data, etc.)
5) Transferm old file formats to modern formats (e.g. WordPerfect fo PDF)
6) E-discovery
7) “Search and retrieve to respond to special request
8) Search and retrieve of public records by public users
Current solutions| Compute(System)|Linux servers
Storage|NetApps, Hitachi, Magnetic tapes.
Networking
Software | Custom software, commercial search products, commercial
databases.
Bigdata DatasourceDistributeddatasources fromr federatagercies:
characteristics (dlSt“bqted/ Current solution requires transfer of those data to a
centralized)

centralized storage.

Cloud environments.

In the future, those data sources may reside in different

Volume (size) |[Hundreds of Terabytes, and growing.

Velocity
(e.g. real time)

Input rate is relatively low compared to other use

of size ranging from GB to hundreds of TB.

the trend is bursty. That is the data can arrive in batches

cases, but
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Variety
(multiple data-
sets, mashup)

Variety data types, unstructured and structured data:
textual documents, emails, photos, scanned documents,

multimedia, social networks, web sites, databases, etc.

Variety of application domains, since records come from

different agencies.

Data come from variety of repositories, some of which can

be cloud-based in the future.

Variability (rate

Rate can change especially if input sources are variable,

scanned documents, multimédia, databases, etc.

of change) |some having audio, video more, some more text, and other
images, etc.
Big ¢lata science Veracity|Search results should have high relevancy and hjghyrecall.
(collectig n, curation, (Robustn_ess Categorization of records should be highly ac€urate.
anallysis, action)| Issues, semantics)
Visualization|TBD
Data quality |Unknown.

(syntax)

Data types|Variety data types: textual decuments, emails, photps,

Data analytics

Crawl/index; search; ranking; predictive search.

Data categorization (sensitive, confidential, etc.)

Personally Identifiable Information (PII) data detection

and flagging.

Big ¢
challe

Jata specific
nges (Gaps)

Perform pre-processing and manage for long-term of large and varied data.

Search huge amount of data.

Ensure high relevancy and(€call.

Data sources may be distributed in different clouds in future.

Big ¢
C

Jata specific
hallenges in
mobility

Mobile search must-have similar interfaces/results

Security

and privacy
technical

considerations

Need to bé sensitive to data access restrictions.

Highlig|
gene
Use case|
a

ht issues for
Falizing this
(e.g. for ref.
~chitecture)

More

nformation

(URLs)
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Use case title

Statistical Survey Response Improvement (Adaptive Design)

Vertical (area)

Government Statistical Logistics

Author/company/email

Cavan Capps: U.S. Census
Bureau/cavan.paul.capps@census.gov

Actors/stakeholders and their

roles and

U.S. statistical agencies are charged to be the lead-
ing authoritative sources about the nation’s people and

responsibilities|economy, while honoring privacy and rigorously
protecting confidentiality. This is done by working
with states, local governments and other_ government
agencies.

Goals|To use advanced methods, that, are oplen and
scientifically objective, the stagistical agencies
endeavor to improve the quality,the specifi¢ity and
the timeliness of statistics provided while geducing
operational costs and maintaining the confidentiality
of those measured.

Use case description|Survey costs are incré€asing as survey rgsponse
declines. The goal of this work is to use advanced
“recommendation system-teehniques” using data mashefl up from
several sources and historical survey para-data to drive operational
processes in an effort to increase quality and reduce the cpst of field
surveys.

Current solutions Compl{tQ%stem) Linux systems
;(Q\\ Storage|SAN and Direct Storage
%) \Networking Fiber, 10 gigabit Ethernet,
& Infiniband 40 gigabit.
\ 818
. @\v Software |Hadoop, Spark, Hive, R, SAS, Mahout,
B Allegrograph, MySQL, Oracle,
D Storm, BigMemory, Cassandra| Pig
Big data characteristics Data source [Survey data, other governmenit

(distributed/|administrative data, geographfical

centralized) |positioning data from various
sources.

Volume (size)|For this particular class of
operational problem approximately
one petabyte.

Velocity |Varies, paradata from field data
(e.g. real time) [streamed continuously, during the
decennial census approximately 150
llliHiUll I'cCol db LI dllblllil,l.UL‘l.
Variety|Data is typically defined strings
(multiple datasets,|and numerical fields. Data can be from
mashup) |multiple datasets mashed
together for analytical use.
Variability (rate of|Varies depending on surveys in the
change) (field at a given time. High rate
of velocityduring a decennial census.
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Big data science| Veracity (Robustness|Data must have high veracity and sys-
(collection, curation, Issues, semantics) [tems must be very robust. The semantic

analysis, action) integrity of conceptual metadata
concerning what exactly is measured
and the resulting limits of inference
remain a challenge

Visualization | Data visualization is useful for data review,
operational activity and general analysis.
It continues to evolve.

Pata qua}ity (oyutaA) Data qualit_y shoutdbe }11511 atrt
statistically ,\Q)

checked for accuracy and relia}gg@y

throughout the collection prgcess.

Data types |Pre-defined ASCII strin rid numert
cal data K

Data analytics|Analytics are requi or
recommendati(‘){;@s ems,
continued monitering and

general supveyimprovement.

¥

Big data specific|Improving recommendation systems'that reduce costs and imprqve
challenges (Gaps) |quality while providing confidentiality safeguards that are reliable
and publically auditable.

Big data specific|Mobile access is important:
challenges in
mobility

Security and privacy |All data must be both confidential and secure. All processes must
technical considerations|be auditable for security and confidentiality as required by variqus
legal statutes:

Highlight issues for generaliz-  Recommender systems have features in common to e-commerce ljke
ing thjs Use case (e.g. for ref.| Amazon, \Netflix, UPS etc.
architecture)

Mdre information (URLSs)

A.1.4 Uge case 4: Non Traditional Data in Statistical Survey

Use case title Non Traditional Data in Statistical Survey Resporse
Improvement (Adaptive Design)

Vertical (area) |Government Statistical Logistics

Author/company/email |Cavan Capps: U.S. Census Bureau/
cavan.paul.capps@census.gov

Actoys/stakeholders and their roles and | U.S. statistical agencies are charged to be the leading

responsibilities|authoritative sources about the nation’s people and
economy, while honoring privacy and rigorously
protecting confidentiality. This is done by working
with states, local governments and other government
agencies.

Goals|To use advanced methods, that are open and
scientifically objective, the statistical agencies endeavor
to improve the quality, the specificity and the timeliness
of statistics provided while reducing operational costs
and maintaining the confidentiality of those measured.
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Use case description

Survey costs are increasing as survey response
declines. The potential of using non-traditional
commercial and public data sources from the web, wireless
communication, electronic transactions mashed
up analytically with traditional surveys to improve
statistics for small area geographies, new
measures and to improve the timeliness of released

statistics.

Current solutions

Compute(System)

Linux systems

Ci
JlUL dgT

C AN J N 4+ C
OAIN dlIIU DUITTLUL O

orage

Networking

Fiber, 10 gigabit’]
Infiniband#0 gig

Ethernet,
abit.

Software

Hadoop, Spark, H
SAS;Mahout, All¢
graph, MySQL, O
Storm, BigMemo}
sandra, Pig

ive, R,
boro-
racle,
'y, Cas-

Big data characteristics

Data seurce
(distributed/
centralized)

Survey data, othg

government admlinistra-

tive data, web sc

data, wireless daga,

e-transaction daf
potentially socia
data and positior

from various soujrces.

r
fapped
a,

media
ing data

Volume (size)

TBD

Velocity
(e.g. real time)

TBD

Variety
(multiple datasets,
mashup)

Textual data as well as the

traditionally defin
and numerical fi
can be from mul{
sets mashed tog
analytical use.

ed strings
plds. Data
iple data-
ether for

Variability (rate of
change)

TBD.

Big data science (collection, curation,

analysis, action)

Veracity (Robustness
Issues, semantics)

Data must have h

veracity and systlems

must be very rob
The semantic

integrity of conc¢ptual

metadata concer

igh

ust.

hing what

exactly is measured and
the resulting limits of in-
ference remain a challenge

Visualization

Data visualization is useful
for data review, operational
activity and general analysis.
[t continues to evolve.

Data quality (syntax)

Data quality should be high
and statistically checked
for accuracy and reliability
throughout the collection
process.
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Data types

Textual data, pre-
defined ASCII strings and
numerical data

Data analytics

Analytics are required to
create reliable estimates
using data from traditional
survey sources, government
administrative data sources
and non-traditional sources

from the digital economy.

Big data specific challenges (Gaps) | Improving analytic and modeling systems that provide
reliable and robust statistical estimated using data from
multiple sources that are scientifically transparent and
while providing confidentiality safeguards that gre
reliable and publically auditable.

Big

data specific challenges in mobility | Mobile access is important.

Security and privacy|All data must be both confidential and secure. All

technical considerations|processes must be auditable for security apd

confidentiality as required.by various legal statute

12

Highli

ght issues for generalizing this Use |Statistical estimation-that provide more detail, of a
case (e.g. for ref. architecture) \more near real timgbasis for less cost. The reliabiljty

of estimated statistics from such “mashed up” sourges
still must be evaluated.

More information (URLSs)

A.2 Co

A.2.1 Uy

mmercial

e case 5: Cloud Computing in Financial Industries

Use case title

This use caserepresents one approach to implementing a BD (Big data)
strategy, within a Cloud Eco-System, for FI (Financial Industries) trans
acting business within the United States.

Vertical (area)

The following lines of business (LOB) include:

Banking, including: Commercial, Retail, Credit Cards, Consumer Finanfe,
Gorporate Banking, Transaction Banking, Trade Finance, and Global
Payments.

Securities and Investments, such as; Retail Brokerage, Private Bank-
ing/Wealth Management, Institutional Brokerages, Investment Bankin
Trust Banking, Asset Management, Custody and Clearing Services

S

4

Insurance, including; Personal and Group Life, Personal and Group Pr0|p

erty/Casuatty, Fixedanmd Vartabte Anmmuities,; amd-Other investments

Please Note: Any Public/Private entity, providing financial services
within the regulatory and jurisdictional risk and compliance purview

of the United States, are required to satisfy a complex multilayer num-
ber of regulatory governance, risk management, and compliance (GRC)/
confidentiality, integrity, and availability (CIA) requirements, as overseen
by various jurisdictions and agencies, including; Fed., State, Local and
cross-border.

Author/company/email

Pw Carey, Compliance Partners, LLC, pwc.pwcarey@email.com
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Actors/stakeholders and
their roles and responsi-
bilities

Regulatory and advisory organizations and agencies including the; SEC
(Securities and Exchange Commission), FDIC (Federal Deposit Insurance
Corporation), CFTC (Commodity Futures Trading Commission), US
Treasury, PCAOB (Public Company Accounting and Oversight Board),
COSO, CobiT, reporting supply chains and stakeholders, investment
community, shareholders, pension funds, executive management,

data custodians, and employees.

At each level of a financial services organization, an inter-related and

inter-

T e I o oo crC o O o orcro oo iror r C o p oo To e riC oo o 11t

which are directly responsible for the performance, preparation and
transmittal of financial data, thereby satisfying both the regulagory GRC

and CIA of their organizations financial data. This same inform
directly tied to the continuing reputation, trust and survivabilit
organization's business.

lace,

ion is
y of an

Goals

The following represents one approach to develgping a workabls
FI strategy within the financial services industry. Prior to initia
switch-over, an

organization must perform the following baseline methodology
ing BD/FI within a Cloud Eco-system fer both public and private|
entities offering financial servicesswithin the regulatory confing
United States; Federal, State, Lo¢aland/or cross-border such as

EU and China.

Each financial services organization must approach the followinlg dis-

ciplines supporting theirBD/FI initiative, with an understandin
appreciation for the.impact each of the following four overlaying
inter-dependent forces will play in a workable implementation.

These four areas<re:

1) People (resources),

2) Proeesses (time/cost/ROI),

3). . Technology (various operating systems, platforms and footp

4)- Regulatory Governance (subject to various and multiple reg
agencies).

In addition, these four areas must work through the process of b
identified, analyzed, evaluated, addressed, tested, and reviewed
ration for attending to the following implementation phases:

1y
2)
3)

Project Initiation and Management Buy-in
Risk Evaluations and Controls

Business Impact Analysis

b BD/
ion and

for utiliz-
financial
s of the
the UK,

b and
and

ints) and

latory

eing;
in prepa-

4)
5)
6)
7)

8)
Regulatory Currency)

Developing and Implementing Business Continuity Plans

Awareness and Training Programs

Please Note: Whenever appropriate, these eight areas should be tailored

and

modified to fit the requirements of each organizations unique and

specific corporate culture and line of financial services.

Design, Development and Testing of the Business Continuity Strategies

Emergency Response and Operations (aka; Disaster Recovery)

Maintaining and Exercising Business Continuity, (aka: Maintaining
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Use case description

Big data as developed by Google was intended to serve as an Internet Web
site indexing tool to help them sort, shuffle, categorize and label the In-
ternet. At the outset, it was not viewed as a replacement for legacy IT data
infrastructures. With the spin-off development within OpenGroup and
Hadoop, big data has evolved into a robust data analysis and storage tool
that is still undergoing development. However, in the end, big data is still
being developed as an adjunct to the current IT client/server/big iron data
warehouse architectures which is better at some things, than these same
data warehouse environments, but not others.

Currentlywithin-EL-BD/Hadeep-is-usedforfraud-detectionriskanalysis
and assessments as well as improving the organizations knowlédge
and understanding of the customers via a strategy known as....

'know your customer’, pretty clever, eh?

However, this strategy still must following a well thought outtakonomy that
satisfies the entities unique, and individual requirements. One€ such stratggy
is the following formal methodology which address two)fundamental yet
paramount questions; “What are we doing”? and “Why"are we doing it”"P

1) Policy Statement/Project Charter (Goal of the*Plan, Reasons and Re-
sources....define each),

2) BusinessImpact Analysis (how does effeftimprove our business servicgs),
3) Identify System-wide Policies, Procedures and Requirements,

4) Identify Best Practices for Implementation (including Change Manage-
ment/Configuration Managemefit)and/or Future Enhancements,

5) Plan B-Recovery Strategies (how and what will need to be recovergd,
if necessary),

6) Plan Development{Write the Plan and Implement the Plan Elements),

7) Plan buy-in and.Testing (important everyone Knows the Plan, and Knows
What to Do), and

8) Implementthe Plan (then identify and fix gaps during first 3 monthg, 6
months, and annually after initial implementation)

9) Maintenance (Continuous monitoring and updates to reflect the curr¢nt
entérprise environment)

10) Lastly, System Retirement

Current
solutions

Compute(System) | Currently, big data/Hadoop within a Cloud Eco-sys-
tem within the FI is operating as part of a hybrid
system, with BD being utilized as a useful tool for
conducting risk and fraud analysis, in addition|to
assisting in organizations in the process of ('knpw
your customer"). These are three areas where BD

has proven to be good at;

1) detecting fraud,

2) associated risks and a

3) 'know your customer' strategy.

Atthe same time, the traditional client/server/data
warehouse/RDBMS are used for the handling,
processing, storage and archival of the entities finan-
cial data. Recently the SEC has approved the initiative
for requiring the FI to submit financial statements
via the XBRL (extensible Business Related Markup
Language), as of May 13th, 2013.
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Storage

The same Federal, State, Local and cross-border
legislative and regulatory requirements can impact
any and all geographical locations, including; VMware,
NetApps, Oracle, IBM, Brocade, et cetera.

Please Note: Based upon legislative and regulatory
concerns, these storage solutions for FI data must
ensure this same data conforms to US regulatory
compliance for GRC/CIA, at this point in time.

For confirmation, please visit the following agencies

web sites: SEC (U.S. Security and Excha
mission), CFTC (U.S. Commodity Futurg
Commission), FDIC (U.S. Federal Deposit
Corporation), DOJ (U.S. Department of Ju

my favorite the PCAOB (Publi¢'Company Accounting

and Oversight Board).

nge Com-
s Trading
nsurance
stice), and

Networking

Please Note: The sam@e Federal, State,

cross-border legislative-and regulatory requirements

can impact any and all geographical locatid
SW, including butnot limited to; WANSs, LA
WiFij, fiber optics; Internet Access, via Publ
Communijty and Hybrid Cloud environm
or withoutVPNs.

Basedwupon legislative and regulatory conc
networking solutions for FI data must e}
same data conforms to US regulatory c
for GRC/CIA, such as the US Treasury De
point in time.

For confirmation, please visit the follow
cies web sites: SEC, CFTC, FDIC, US Treas
DOJ, and my favorite the PCAOB (Public
Accounting and Oversight Board).

Local and

ns of HW/
Ns, MANs
¢, Private,
ents, with

brns, these
hsure this
mpliance
pt., at this

ing agen-
ury Dept.,
Company

Software

Please Note: The same legislative and 1
obligations impacting the geographical |
HW/SW, also restricts the location for; Had
Reduce, Open-source, and/or Vendor P1

egulatory
pbcation of
oop, Map/
oprietary

such as AWS (Amazon Web Services), Go

gle Cloud

Services, and Microsoft

Based upon legislative and regulatory concerns,
these software solutions incorporating hoth SOAP
(Simple Object Access Protocol), for Web dejelopment
and OLAP (online analytical processing) software
language for databases, specifically in thjs case for

FI data, both must ensure this same data conforms
to US regulatory compliance for GRC/CIA, at this
point in time.

For confirmation, please visit the following agencies
web sites: SEC, CFTC, U.S. Treasury, FDIC, DOJ, and
my favorite the PCAOB (Public Company Accounting
and Oversight Board).
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Big data
characteristics

Data source
(distributed/
centralized)

Please Note: The same legislative and regulatory
obligations impacting the geographical location of HW/
SW, also impacts the location for; both distributed/
centralized data sources flowing into HA/DR
Environment and HVSs (Hosted Virtual Servers), such
as the following constructs: DC1---> VMWare/KVM
(Clusters, w/Virtual Firewalls), Data link-Vmware
Link-Vmotion Link-Network Link, Multiple PB of
NaaS (Network as a Service), DC2--->, VMWare/KVM
(Clusters w/Virtual Firewalls), DataLink (Vmware

Link, Vmotion Link, Network Link), Multiple BB of
NaaS$, (Requires Fail-Over Virtualization), amdng
other considerations.

Based upon legislative and regulateryconcerps,
these data source solutions, either distributed arld/
or centralized for FI data, must ensiire this same data
conforms to US regulatory conipliance for GRC/C[A,
at this point in time.

For confirmation, pleas€ visit the following agencjes
web sites: SEC, CFTEMUS Treasury, FDIC, DOJ, and
my favorite the PCAQB (Public Company Accountjng
and Oversight Beard).

Volume (size)

Tera-bytes upto Peta-bytes.
Please Note: This is a 'Floppy Free Zone'.

Velocity
(e.g. real time)

Velocity is more important for fraud detection, risk
assessments and the 'know your customer' initiatjve
within the BD FI.

Please Note: However, based upon legislative and
regulatory concerns, velocity is not atissue regarding
BD solutions for FI data, except for fraud detectipn,
risk analysis and customer analysis.

Based upon legislative and regulatory restrictiohs,
velocity is not at issue, rather the primary concgrn
for FI data, is that it must satisfy all US regulatary
compliance obligations for GRC/CIA, at this pofnt
in time.

Variety
(multiple datasets,
mashup)

Multiple virtual environments either operating within
a batch processing architecture or a hot-swappable
parallel architecture supporting fraud detectipn,
risk assessments and customer service solutions.

Please Note: Based wupon legi|s-

tative and Tegutatory CONCerns,
variety is not at issue regarding BD solutions for
FI data within a Cloud Eco-system, except for fraud
detection, risk analysis and customer analysis.

Based upon legislative and regulatory restrictions,
variety is not at issue, rather the primary concern
for FI data, is that it must satisfy all US regulatory
compliance obligations for GRC/CIA, at this point
in time.
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Variability (rate of
change)

Please Note: Based upon legislative and regulatory
concerns, variability is not at issue regarding BD
solutions for FI data within a Cloud Eco-system, ex-
cept for fraud detection, risk analysis and customer
analysis.

Based upon legislative and regulatory restrictions,
variability is not atissue, rather the primary concern
for FI data, is that it must satisfy all US regulatory

T CIirres

Variability with BD FI within a Cloud E
will depending upon the strength and’con
of the SLA agreements, the costs associ
(CapEx), and depending upon\the requir
the business.

0-System
Ipleteness
ated with
ements of

Big data science
(collection,
curation,
analysis,
action)

Veracity (Robust-
ness Issues, seman-
tics)

Please Note: Based upon legislative and 1
concerns, veracity isnetat issue regardin
tions for FI data within a Cloud Eco-system
fraud detection; risk analysis and custome]

Based uponrlegislative and regulatory re
veracitydsnot at issue, rather the primar
for FI data, is that it must satisfy all US 1
compliance obligations for GRC/CIA, at
irtime.

Within a big data Cloud Eco-System, data i
important over the entire life cycle of the or
due to regulatory and compliance issues
individual data privacy and security, in tH
CIA and GRC requirements.

egulatory
g BD solu-
except for
r analysis.

Strictions,
y concern
egulatory
this point

ntegrity is
banization
related to
e areas of

Visualization

Please Note: Based upon
lative and regulatory co
visualization is notatissue regarding BD sd
FI data, except for fraud detection, risk an
customer analysis, FI data is handled by t
client/server/data warehouse big iron se|

Based upon legislative and regulatory re
visualization is not at issue, rather thq
concern for FI data, is that it must sati

regulatory compliance obligations for GRC/CIA, at

this point in time.

Data integrity within BD is critical and|

legis-
hcerns,
lutions for
alysis and
raditional
IVers.

strictions,
P primary
sfy all US

essential

ion due to

regulatory and compliance issues related to CIA and

GRC requirements.
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Data quality (syntax)

Please Note: Based upon legislative and
regulatory concerns, data quality will always be an
issue, regardless of the industry or platform.

Based upon legislative and regulatory restrictions,
data quality is at the core of data integrity, and is the
primary concern for FI data, in that it must satisfy
all US regulatory compliance obligations for GRC/
CIA, at this point in time.

For BD/FI data, data integrity is critical and essential

over the entire life-cycle of the organization due to
regulatory and compliance issues related to OkA-gnd
GRC requirements.

Data types

Please Note: Based upon legislative and pégulatary
concerns, data types is important in that it must hgve
a degree of consistency and especially survivabiljity
during audits and digital forénsic investigatigns
where the data format deteriération can negatively
impact both an audit and a forensic investigation
when passed throughmultiple cycles.

For BD/FI data, multiple data types and formdts,
include but is not1imited to; flat files, .txt, .p/df,
android appli¢ation files, .wav, .jpg and VOIP (Vojce
over IP)

Data analytics

Please Note: Based upon legislative and regulatgry
concerns, data analytics is an issue regarding BD
solutions for FI data, especially in regards to fraud
detection, risk analysis and customer analysis.

However, data analytics for FI datais currently handled
by traditional client/server/data warehouse big irjon
servers which must ensure they comply with and
satisfy all United States GRC/CIA requirements) at
this point in time.

For BD/FI data analytics must be maintained in a
format that is non-destructive during search and
analysis processing and procedures.

Big data specific
challenges (Gaps)

Currently, the areas of concern associated with BD/FI with a Cloud E¢o-
system, include the aggregating and storing of data (sensitive, toxic and
otherwise) from multiple sources which can and does create administrative gnd
management problems related to the following:

— Access control

— Management/Administration

— Data entitlement and

— Data ownership

However, based upon current analysis, these concerns and issues are widely
known and are being addressed at this point in time, via the Research and
Development SDLC/HDLC (Software Development Life Cycle/Hardware
Development Life Cycle) sausage makers of technology. Please stay tuned
for future developments in this regard
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Big data specific
challenges in
mobility

Mobility is a continuously growing layer of technical complexity; however, not
all big data mobility solutions are technical in nature. There are two interrelated
and co-dependent parties who required to work together to find a workable and
maintainable solution, the FI business side and IT. When both are in agree-
ment sharing a, common lexicon, taxonomy and appreciation and understand
for the requirements each is obligated to satisfy, these technical issues can
be addressed.

Both sides in this collaborative effort will encounter the following current
and on-going FI data considerations:

— Inconsistent category assignments

— Changes to classification systems over time
— Use of multiple overlapping or

— Different categorization schemes

In addition, each of these changing and evolving incotisistencies, arg required
to satisfy the following data characteristics associated with ACID:

— Atomic - All of the work in a transaction completes (commift) or none
of it completes

— Consistent - A transmittal transforms the database from one consist-
ent state to another consistent&tate. Consistency is defined in terms of
constraints.

— Isolated - The results 6fany changes made during a transactipn are not
visible until the transaetion has committed.

— Durable - The results of a committed transaction survive faflures.

When each of these data categories is satisfied, well, it's a gloripus thing.
Unfortunately,'sometimes glory is not in the room, however, that does not
mean we give up the effort to resolve these issues.

Security and privacy
technical
considerations

No amountof security and privacy due diligence will make up for the innate
deficiencies associated with human nature that creep into any program and/
orstrategy. Currently, the BD/FI must contend with a growing numpber of risk
buckets, such as:

— AML-Anti-Money Laundering

— CDD- Client Due Diligence

— Watch-lists

— FCPA - Foreign Corrupt Practices Act
..to name a few.

For a reality check, please consider Mr. Harry M. Markopolos' [nine-year
effort to get the SEC among other agencies to do their job and shut down

Mr. Bernard Madoff's billion dollar Ponzi scheme.
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However, that aside, identifying and addressing the privacy/security
requirements of the FI, providing services within a BD/Cloud Eco-system,
via continuous improvements in:

1) technology,
2) processes,
3) procedures,
4) people and

'2) rpgnlnfnrvjuriqdir‘finnc

...Is afar better choice for both the individual and the organization, especidlly
when considering the alternative.

Utilizing a layered approach, this strategy can be broken down into the
following sub categories:

1) Maintaining operational resilience

2) Protecting valuable assets

3) Controlling system accounts

4) Managing security services effectively, and
5) Maintaining operational resilience

For additional background security aid privacy solutions addressing both
security and privacy, we'll refer you to the two following organization's;

— ISACA (International Sociéty“of Auditors and Computer Analysts)

— isc2 (International Security Computer and Systems Auditors)
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Highlight issues for gen-
eralizing this Use case
(e.g. for

ref. architecture)

Areas of concern include the aggregating and storing data from multiple

sources can create problems related to the following:
— Access control

— Management/Administration

— Data entitlement and

— Data ownership

Each of these areas is being improved upon, yet they still must be ¢
and addressed via access cantrol solutions and SIEM (QPrnrify Inci

onsidered
ent/Event

Management) tools.

[ don't believe we're there yet, based upon current security-conc
tioned whenever big data/Hadoop within a Cloud Ecorsystem 1
up in polite conversation.

Currentand on-going challenges to implementing BD-Fihance within g
as well as traditional client/server data warehousearchitectures, i
following areas of Financial Accounting undet’both US GAAP (U.S.
Accepted Accounting Practices) or IFRS (International Financial

Standards):

XBRL (extensible Business Related"Markup Language)
Consistency (terminology, formatting, technologies, regulatory §

SEC mandated use of XBRL(ektensible Business Related Markup |
for regulatory financial reporting.

SEC, GAAP/IFRS and thé yet to be fully resolved new financial legi
pacting reporting requirements are changing and point to trying
the implementatjon, testing, training, reporting and communic
practices required of an independent auditor, regarding:

Auditing, Auditor's reports, Control self-assessments, Financial au
/ ISAs, liternal audits, and the Sarbanes-0Oxley Act of 2002 (SOX

Erns men-
s brought

Cloud Eco,
nclude the
Generally
Reporting

aps)
Language)

lation im-
0 improve
htion best

Hits, GAAS
).
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More information (URLSs)

1) Cloud Security Alliance big data Working Group, “Top 10 Challenges in
big data Security and Privacy”, 2012.

2) TheIFRS, Securities and Markets Working Group, http://www.xbrl-eu.org

3) IEEE Big data conference http://www.ischool.drexel.edu/bigdata/
bigdata2013/topics.htm

4) Map/Reduce http://www.mapreduce.org.
5) PCAOB http://www.pcaob.org

6) hfrp-'/'/\/vww ey r‘nm'/Gl '/Ph'/lh(]l]QfT‘iPQ/Finnh(‘in]-QPT‘Vi{‘PQ/Ih surance

7) http://www.treasury.gov/resource-center/fin-mkts/Pages/default.aqpx

8) CFTC http://www.cftc.org

9) SEC http://www.sec.gov
10) FDIC http://www.fdic.gov
11) COSO http://www.coso.org

12) isc2 International Information Systems Security Certification Conspr-
tium, Inc.: http://www.isc2.org
13) ISACA Information Systems Audit and*Control Association: http://
www.isca.org

14) IFARS http://www.ifars.org

15) Apache http://www.opengroup.org

16) http://www.computerworld.com/s/article/print/9221652/IT_must_ple-
pare_for Hadoop_security. isSues?tax ...

17) "No One Would Listen: A True Financial Thriller" (hard-cover bogk).
Hoboken, NJ: John Wiley & Sons. March 2010. Retrieved April 30, 2010. ISBN
978-0-470-55373-2

18) Assessing the Madoff Ponzi Scheme and Regulatory Failures (Archive of: Stib-
committee onEapital Markets, Insurance, and Government Sponsored Enterpriges
Hearing)(http://financialserv.edgeboss.net/wmedia//hearing020409.wyx)
(Windows Media). U.S. House Financial Services Committee. Februaryj 4,
2009.Retrieved June 29, 2009.

19)° COSO, The Committee of Sponsoring Organizations of the Treadway
Commission (COS0), Copyright© 2013, http://www.coso.org.

20) (ITIL) Information Technology Infrastructure Library, Copyright©
2007-13 APM Group Ltd. All rights reserved, Registered in England No.
2861902, http://www.itil-officialsite.com.

21) CobiT, Ver. 5.0, 2013, ISACA, Information Systems Audit and Contfol
Association, (a framework for IT Governance and Controls), http://www.

isaca.org.
22) TOGAF, Ver. 9.1, The Open Group Architecture Framework (a framework
for IT architecture), http://www.opengroup.org.

23) ISO/IEC 27000:2016Info. Security Mgt., International Organization for
Standardization and the International Electrotechnical Commission, http://
www.standards.iso.org/

NOTE Please feel free to improve our INITIAL DRAFT, Ver. 0.1, August 25th, 2013...as we do
not consider our efforts to be pearls, at this point in time...... Respectfully yours, Pw Carey,
Compliance Partners, LLC_pwc.pwcarey@gmail.com
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A.2.2 Use case 6: Mendeley—An International Network of Research

:2018(E)

Use case title

Mendeley — An International Network of Research

Vertical (area)

Commercial Cloud Consumer Services

Author/company/email

William Gunn / Mendeley / william.gunn@mendeley.com

Actors/stakeholders and their roles and
responsibilities

Researchers, librarians, publishers, and

funding organizations.

Goals

To promote more rapid advancement in scientific

research by enabling researchers to efficien

tly

collaborate, librarians to understand reseaxy
needs,

publishers to distribute research findings n
quickly and broadly, and funding origanizati
better understand the impact of the project
fund.

cher

jore
ons to
5 they

Use case description

Mendeley has built a database of research d
and facilitates the creation of shared bibliog
Mendeley uses the information collected ab
search reading patterns and other activities
ed via the software to build more efficient 1

discovery apdranhalysis tools. Text mining and

classification’systems enables automatic
recommeéndation of relevant research, impr
the cost and performance of

reSearch teams, particularly those engaged
curation of literature on a particular subjec
as the Mouse Genome Informatics group at

Labs, which has a large team of manual curators who

scan the literature. Other use cases include
publishers to more rapidly disseminate pub

facilitating research institutions and librarians with

data management plan compliance, and ena|
funders to better understand the impact of
they fund via real-time data on the access a
funded research.

pcuments
raphies.
but re-
conduct-
terature

oving

in
[, such
ackson

enabling
lications,

bling
the work
nd use of

Current solutions

Compute(System) |Amazon EC2

Storage |HDFS Amazon S3

Client-server co
between Mendelg
user machines, co

Networking

and Amazon sery

between Mendeley offices

hnections
y and end
nnections

ices.

Hadoop, Scrit
Mahout, Python

Software

e, Hive,

Big data characteristics

Data source
(distributed/
centralized)

Distributed and centralized

Volume (size)

15 TB presently, growing
about 1 TB/month

Velocity
(e.g. real time)

Currently Hadoop batch
jobs are scheduled daily, but
work has begun on real-time
recommendation
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Variety|PDF documents and log files
(multiple datasets, |of social network and client
mashup) |activities

Variability (rate of | Currently a high rate

change)|of growth as more
researchers sign up for the
service, highly fluctuating
activity over the course of

the year
Big-datascience(collection; curation,—Veracity (RobustnesstMetadata—extractipn
analysis, action) Issues, semantics) [from PDFs is variab.@) t's
challenging tor'ﬁynt fy
duplicates, ere’s ho

universal identifier system

for docu ebi%s or authgrs
(thou &CID propoges
to b;‘t%l)s

Visualization|Nétwork visualizatipn
(via Gephi, scatterplots|of
\\ereadership vs. citation rdte,
etc.

-

Data quality{s&@tax) 90% correct metaddta
extraction according|to

O
<< comparison with Crosstef,
()Q Pubmed, and Arxiv

N Data types|Mostly PDFs, some
\Q image, spreadsheet, and
% presentation files

e
\\'\ Data analytics|Standard libraries flor
machine learning apd
analytics, LDA, custom built
reporting tools flor
aggregating readership
and social activitiles

per document

Big data specificichallenges (Gaps) | The database contains ~400 M documents, roughly 8Q M
unique documents, and receives 5-700 k new uplodds
on a weekday. Thus a major challenge is clustering
matching documents together in a computationallly
efficient way (scalable and parallelized) when theyfre
uploaded from different sources and have been sligh:ry

modified via third-part annotation tools or publisher
watermarks and cover pages

Big data specific challenges in mobility|Delivering content and services to various computing
platforms from Windows desktops to Android and i0S
mobile devices
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Security and privacy
technical considerations

about who's reading what has access contro

Researchers often want to keep what they’re reading
private, especially industry researchers, so the data

Is.

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

content-based recommendations to
scenarios of information consumption

This use case could be generalized to providing

various

More information (URLSs)

3,2015.

Mendeley. http://dev.mendeley.com.

March 3, 2015.

Mendeley. http://mendeley.com. Accessed March

Accessed

.2.3 Use case 7: Netflix Movie Service

Use case title

Netflix Movie Service

Vertical (area)

Commercial Cloud Consumer Services

Au

thor/company/email

Geoffrey Fox, Indiana University gcf@indianaedu

Actors/stakeholders
and their roles and
responsibilities

Netflix Company (Grow sustainable Business), Cloud Provider
streaming and data analysis), Client user{Identify and watch go
on demand)

(Support
d movies

Goals

Allow streaming of user selected anovies to satisfy multiple obje
different stakeholders) — especially retaining subscribers. Find bej
ordering of a set of videos for @user (household) within a given
real time; maximize movie-€¢énsumption.

rtives (for
tpossible
rontext in

Use case description

Digital movies stored in‘eloud with metadata; user profiles and ra
small fraction of movies for each user. Use multiple criteria - cont

algorithms contifivously with A/B testing.

recommender system; user-based recommender system; diversity. Refine

nkings for
ent based

Current solutions

h\$ ) Compute(System) |Amazon Web Services AYS
Q\\U Storage |Uses Cassandra NoSQL t¢chnology
xO with Hive, Teradata

Need Content Delivery §
support effective stream

Networking

bystem to
ing video

AV

Software |Hadoop and Pig; Cassandr:

); Teradata

Bigdata
characteristics

Data source|Add movies institutional

(distributed/

centralized) |tributed fashion

user rankings and profilg

ly. Collect
sinadis-

Volume (size) |Summer 2012. 25 million's

4 million ratings per day} 3 million
searches per day; 1 billfjon hours
streamed in June 2012. Cloud storage

bscribers;

2 petabytes (June 2013)

Velocity
(e.g. real time)

Media (video and prope

Rankings continually updated

rties) and

Variety
(multiple datasets, mashup)

recommendations

Data varies from digital media to
user rankings, user profiles and
media properties for content-based
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Variability (rate of change) |[Very competitive business.
Need to aware of other companies
and trends in both content (which
Movies are hot) and technology.
Need to investigate new business
initiatives such as Netflix spon-
sored content

Big data science Veracity (Robustness Issues, | Success of business requires excellent
(collection, curation, semantics) |quality of service
analysis
action) ,Q)

Visualization |Streaming media and quﬁgy\us er-
experience to allow choiee of conte¢nt

Data quality (syntax) [Rankings are 'ﬂ\t’r‘l(nsica ly
“rough” data'*and negd
robust learnin@%gorithms

Data types|Media cor}}g-t. user profiles, “bag
of user rankings

Data analytics Reco@énder systems and
st \rmng video delivery.
mmender systems are alwdys
v

rsonalized and use logistic/

O'linear regression, elastic nets,
Q<< matrix factorization, clustering,
Q latent Dirichlet allocation,

\\ association rules, gradient boosf-
\Q ed decision trees and others. Win-
\(\Q) ner of Netflix competition (to ini-
S prove ratings by 10 %) combinef
. 0,$ over 100 different algorithms.

Big data specific|Analytics needs continued monitoring and improvement.
chgllenges (Gaps)
Big data specific|Mobile acgess important
challenges in mobility

Security and privacy |Need to preserve privacy for users and digital rights for media.
technical
¢considerations

Highlight issuesifor| Recommender systems have features in common to e-commerce like
genergdlizing this Use|Amazon. Streaming video has features in common with other contgnt
cdse (e.g-for ref.|providing services like iTunes, Google Play, Pandora and Last.fm
architecture)

More.information|— Building Large-scale Real-world Recommender Systems - Recsys20/12
(URLSs) | tutorial. http://www.slideshare.net/xamat/building-largescale-realworld-rec-
ommender-systems-recsys2012-tutorial. Accessed March 3, 2015.

— RAD - Outlier Detection on big data. http://techblog.netflix.com/. Accessed
March 3, 2015.

A.2.4 Use case 8: Web Search

Use case title| Web Search (Bing, Google, Yahoo...)

Vertical (area) | Commercial Cloud Consumer Services

Author/company/email | Geoffrey Fox, Indiana University gcf@indiana.edu
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Actors/stakeholders and their roles

and responsibilities

Owners of web information being searched; search engine

companies; advertisers; users

Goals

Return in ~0,1 s, the results of a search based on average of
3 words; important to maximize “precision@10”; number of

great responses in top 10 ranked results

Use case description

1) Crawl the web; 2) Pre-process data to get searchable things
(words, positions); 3) Form Inverted Index mapping words to
documents; 4) Rank relevance of documents: PageRank; 5) Lots
of technology for advertising, “reverse engineering ranking”

“}Jl Cthltills ICTVCI ST cugiucc1 ills”
into topics (as in Google News) 7) Update resultsie

VaaWall 4 - £
» U) WIUSLCT TG UL

ocuments
fficiently

Current solutions

Compute(System)

Large Clouds

Storage

Inverted Andex

crawled docum
petabytes of te
media much moré

hot huge;
ents are
xt — rich

h

Networking

Need excellent ex
network links; m
operations pleasi
parallel and I/O s
High performanc
network not need

ternal

DSt

ngly
ensitive.
b internal
ed

Software

Map/Reduce + Bi
Dryad + Cosmos.
PageRank. Final §
essentially a

recommender en

btable;
tep

bine

Big data
characteristics

Data source (distributed/
centralized)

Distributed web

ites

Volume (size)

45 B web pages tatal, 500 M

photos uploaded
100 h of video ug

YouTube each mifute

each day,
loaded to

Velocity
(e.g. real time)

Data continually

ipdated

Variety
(multiple datasets, mashup)

Rich set of functi
processing, dat
for each page (e
media types)

bns. After
h similar
xcept for

Variability (rate of change)

Average page ha
few months

s life of a

B

g datascience (cottection, curation,

analysis, action)

Veracity (Robustniess issues;
semantics)

Exactresults ot essential

but important to
hubs and autho
search query

get main
rities for

Visualization

Notimportant although page

layout critical

Data quality (syntax)

Alot of duplication and spam

Data types

Mainly text but more interest

in rapidly growi
and video

ng image
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Data analytics(Crawling; searching
including topic based
search; ranking;
recommending

Big data specific challenges (Gaps)|Search of “deep web” (information behind query front ends)

Ranking of responses sensitive to intrinsic value (as in
Pagerank) as well as advertising value

Link to user profiles and social network data

B' o cnacifio b ollaxagnc 30 NI L] o RS PRV CORPSY S PN ISNPT EEON | PEEOIE-EO SRy S NP i L2 P--T T I 3
Ca S PpPCtImIC O anCIr g CS T oD TIC—SCar CIT oS TIra v C-STITaT IcCTrattS7 TCSUTTS

mobility
Security and privacy|Need to be sensitive to crawling restrictions. Avoid Spaimresylts

technical considerations

Highlight issues for generalizing this|Relation to Information retrieval such as seabech of scholafly
Use case (e.g. for ref. architecture) |works.

More information (URLs)|— Internet Trends D11 Conference. http!//www.slideshalre.
net/Kkleinerperkins/kpcb-internet:trends-2013. Accessed
March 3, 2015.

— Introduction to Search Engine-Technology. http://webcouifse.
cs.technion.ac.il/236621/Winter2011-2012/en/ho_Lectures.
html. Accessed March 3, 2015.

— Lecture “Information Retrieval and Web Search Engings
(SS 2011). http:/Avww.ifis.cs.tu-bs.de/teaching/ss-11/irws.
Accessed March'3, 2015.

— Recommender Systems Tutorial (Part 1) -Introductipn.
http://www.slideshare.net/beechung/recommender-sys-
tems-tuterialpartlintro. Accessed March 3, 2015.

— The size of the World Wide Web (The Internet). http.//
www.worldwidewebsize.com/. Accessed March 3, 2015.

A.2.5 Uge case 9: Cloud-based Continuity and Disaster Recovery

Use case title|IaaS (Infrastructure as a Service) big data BC/DR Within A Cloud Eco-Syste¢m
provided by Cloud Service Providers (CSPs) and Cloud Brokerage Service
Prowiders (CBSPs)

Vertical (area){Large Scale Reliable Data Storage

Authgr/company/|Pw Carey, Compliance Partners, LLC, pwc.pwcarey@email.com
email

Actors/stakeholders|Executive Management, Data Custodians, and Employees responsible for {he

and the¢irroles and |integrity, protection, privacy, confidentiality, availability, safety, security ajnd

responsibilities|survivability of a business by ensuring the 3-As of data accessibility to an
organizations services are satisfied; anytime, anyplace and on any device.
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Goals

The following represents one approach to developing a workable BC/DR
strategy. Prior to outsourcing an organizations BC/DR onto the backs/
shoulders of a CSP or CBSP, the organization must perform the following use case,
which will provide each organization with a baseline methodology for BC/DR
best practices, within a Cloud Eco-system for both Public and Private
organizations.

Each organization must approach the ten disciplines supporting BC/DR, with
an understanding and appreciation for the impact each of the following four
overlaying and inter-dependent forces will play in ensuring a workable solution

toanantitv'c hucinacce cantinuitunlan and raanicita dicactar racauary Strategy
uuuuuuuuuuuuuuuuuuuuuuuuuuuuuuuu e e gtHSee-alSaSte e cover) f

The four areas are; people (resources), processes (time/cost/ROI1)t
(various operating systems, platforms and footprints) and governanc
to various and multiple regulatory agencies).

echnology
e (subject

These four concerns must be; identified, analyzed, evaluated, address
reviewed, addressed during the following ten phases:

1y
2)
3)
4)
5)
6)
7)

8) Maintaining and Exercising Business Continuity Plans, (aka: M:
Currency)

Project Initiation and Management Buy-in
Risk Evaluations and Controls

Business Impact Analysis

Emergency Response and Operations (aka; Disaster Recovery
Developing and Implementing Business Continuity Plans

Awareness and TrainingPrograms

9) Public Relation§{PR) and Crises Management Plans
10) Coordination with Public Agencies

Please Noté:*When appropriate, these ten areas can be tailored
requirentents of the organization.

Design, Development and Testing ofthe Business Continuity Straftegies

bd, tested,

hintaining

to fit the

5e case description

Big ddta as developed by Google was intended to serve as an Interne
indexing tool to help them sort, shuffle, categorize and label the Inter
outset, it was not viewed as a replacement for legacy IT data infrastruct
the spin-off development within OpenGroup and Hadoop, big data h3
into arobust data analysis and storage tool that is still undergoing devj

However, in the end, big data is still being developed as an adjunct to the current

IT client/server/big iron data warehouse architectures which is bett
things, than these same data warehouse environments, but not othe

t Web site
net. At the
ures. With
1s evolved
elopment.

br at some
['S.
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Asaresult, it is necessary, within this business continuity/disaster recovery use
case, we ask good questions, such as; why are we doing this and what are we
trying to accomplish? What are our dependencies upon manual practices and
when can we leverage them? What systems have been and remain outsourced to
other organizations, such as our Telephony and what are their DR/BC business
functions, if any? Lastly, we must recognize the functions that can be simplified
and what are the preventative steps we can take that do not have a high cost

associated with them such as simplifying business practices.

We must identify what are the critical business functions that need to

be
del

racovaerad 1ct 2nd rdin nriarity arata latartima/data andwhatictha Mo
Fecovere e, SH5aha e pHoHt oFadca e tHRe faatea e Wiaatistne ™o

of A Disaster we're trying to resolve, what are the types of disasters more likely to

occur realizing that we don't need to resolve all types of disasters. Whentback

ng

up data within a Cloud Eco-system is a good solution, this will shortenthe fail-

over time and satisfy the requirements of RTO/RPO. In addition,there must
'Buy-in', as this is not justan IT problem; it is a business services problem as w

be
bl],

requiring the testing of the Disaster Plan via formal walk-thtoughs, et cetejra.
There should be a formal methodology for developing a BC/DR Plan, including:

1). Policy Statement (Goal of the Plan, Reasons and Reseutces....define each),

2).

Business Impact Analysis (how does a shutdown impactthe business financidlly

and otherwise), 3). Identify Preventive Steps (can adisaster be avoided by tak

ng

prudent steps), 4). Recovery Strategies (how and'what you will need to recovgr),
5). Plan Development (Write the Plan and Implement the Plan Elements), 6). Plan

buy-in and Testing (very important so that everyone knows the Plan and kno
what to do during its execution), and 7){Maintenance (Continuous changes
reflect the current enterprise environment)

WS
to

Current
solutions

Compute(System) |Cloud Eco-systéms, incorporating laaS (Infrastructureas

es since the last time a replication, including block le
changes. The replication can be done quickly, with a f

to a Fail-over Center to satisfy the organizations R
(Recovery Point Objectives) and RTO

a Service),supported by Tier 3 Data Centers....Secure Fault
Tolerant\(Power).... for Security, Power, Air Conditionijng
et cetéra...geographically off-site data recovery centerss...
providing data replication services, Note: Replicatiot] is
different from Backup. Replication only moves the chang-

vel
ve

second window, while the data is replicated every fgur
hours. This data snap shot is retained for seven busingss
days, or longer if necessary. Replicated data can be moved

PO

Storage |VMware, NetApps, Oracle, IBM, Brocade,

Networking | WANs, LANs, WiFi, Internet Access, via Public, Private,

Community and Hybrid Cloud environments, with
without VPNs.

or

Software |Hadoop, Map/Reduce, Open-source, and/or Vendor

)

Cloud Services, and Microsoft

tle

Big data
characteristics

Data source
(distributed/
centralized)

Both distributed/centralized data sources flowing into
HA/DR Environment and HVSs, such as the following:
DC1---> VMWare/KVM (Clusters, w/Virtual Firewalls),
Data link-VMware Link-Vmotion Link-Network Link,
Multiple PB of Naa$S, DC2--->, VMWare/KVM (Clusters w/
Virtual Firewalls), DataLink (VMware Link, Motion Link,
Network Link), Multiple PB of NaaS, (Requires Fail-Over
Virtualization)

Volume (size)

Terabytes up to Petabytes

64

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=aa23d711ecb369879909948a8de6c518

ISO/IEC TR 20547-2

:2018(E)

Velocity
(e.g. real time)

Tier 3 Data Centers with Secure Fault Tolerant (Power) for
Security, Power, and Air Conditioning. [aaS (Infrastruc-

ture as a Service) in this example, based upon

Replication is different from Backup; replication re-
quires only moving the CHANGES since the last time a
REPLICATION was performed, including the block level
changes. The Replication can be done quickly as the data
is Replicated every four hours. These replications can be

performed within a 5 second window, and this

will be kept for 7 business days, or longer if necessary to

NetApps.

Snap Shot

a Fail-Over Center.....at the RPO and RTO....

Variety
(multiple datasets,
mashup)

Multiple virtual environments either operatin
batch processing architecture or a hot-sivappah
architecture.

o within a
le parallel

Variability (rate of
change)

Depending upon the SLA agreement, the cost
increases, depending upon_the RTO/RPO
requirements of the business.

s (CapEx)
and the

Big data science
pllection, curation,
analysis,

action)

Veracity
(Robustness
Issues, semantics)

Data integrity is Criticaléq\ﬁzssential over the ¢
cycle of the organizat'@}iue toregulatoryand c
issues related to d% A and GRC data requir

entire life-
bmpliance
ements.

Visualization

Data integri N‘chitical and essential over the ¢
cycle of the organization due to regulatory and c
issues,r\chted to data CIA and GRC data requir

bntire life-
bmpliance
ements.

Data quality
(syntax)

Datg\ltégrity is critical and essential over the ¢
cyﬁte fthe organization due to regulatory and c
es related to data CIA and GRC data requir

entire life-
bmpliance
ements.

Data ty@é‘
1\®$

Multiple data types and formats, including but
to; flat files, .txt, .pdf, android application files
and VOIP (Voice over IP)

otlimited
.wav, .jpg

Must be maintained in a format that is non-d

Dat W\nélytics
R
N

during search and analysis processing and prd

bstructive
cedures.

Big data specific
challenges (Gaps)

Thecpmplexities ass

Replication Site or a Backup Site is not fully automated at this poi

ociated with migrating from a Primary Site t

o either a
t in time.

The goal is to enable the user to automatically initiate the Fail Over Sequence,
moving Data Hosted within Cloud requires a well-defined and cortinuously
monitored server configuration management. In addition, both organizations
must know which servers have to be restored and what are the depgendencies
and inter-dependencies between the Primary Site servers and Replication and/
or Backup Site servers. This requires a continuous monitoring of bjoth, since
there are two solutions involved with this process, either dealing with servers
housing stored images or servers running hot all the time, as in running parallel

cuctamec vuith haot cozann bhla foanctionalieyy A1l of vvhaich raoieac 2o urate and
SY-SteR S A SWwappan T-S-WaHeRFeqgt

T—TTOT T TOIICCIoTIoIty; o ottt

up-to-date information from the client.
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Big data specific
challenges in
mobility

Mobility is a continuously growing layer of technical complexity; however, not
all DR/BC solutions are technical in nature, as there are two sides required
to work together to find a solution, the business side and the IT side. When
they are in agreement, these technical issues must be addressed by the BC/DR
strategy implemented and maintained by the entire organization. One area, which
is not limited to mobility challenges, concerns a fundamental issue impacting
most BC/DR solutions. If your Primary Servers (A, B, C) understand X, Y, Z....but
your Secondary Virtual Replication/Backup Servers (a, b, c) over the passage of
time, are not properly maintained (configuration management) and become out
of sync with your Primary Servers, and only understand X, and Y, when called

upon to perform a Replication or Back-up, well "Houston, we have a problem]|..."

Please Note: Over time all systems can and will suffer from sync-creep, sothe more
than others, when relying upon manual processes to ensure system stability.

Security|and privacy

technical
considerations

Dependent upon the nature and requirements of the organization's industry
verticals, such as; Finance, Insurance, and Life Sciences including both puhlic
and/or private entities, and the restrictions placed upon them by; regulatory,
compliance and legal jurisdictions.
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Highlight issues for
generalizing this
Use case (e.g. for ref.
architecture)

Challenges to Implement BC/DR, include the following:
1) Recognition, a). Management Vision, b). Assuming the issue is an IT issue,
when it is not just an IT issue, 2). People: a). Staffing levels - Many SMBs are
understaffed in IT for their current workload, b). Vision - (Driven from the Top
Down) Can the business and IT resources see the whole problem and craft a
strategy such a 'Call List' in case of a Disaster, c). Skills - Are there resources
that can architect, implement and testa BC/DR Solution, d). Time - Do Resources
have the time and does the business have the Windows of Time for construct-
ing and testing a DR/BC Solution as DR/BC is an additional Add-On Project the
organization needs the time and resources. 3). Money - This can be turned in to

an OpEx Solution rather than a CapEx Solution which and can be cenitrolled by

varying RPO/RTO, a). Capital is always a constrained resource, b)»BQ
need to start with "whatis the Risk" and "how does cost constrain‘the
4). Disruption - Build BC/DR into the standard "Cloud" infrastructur
the SMB, a). Planning for BC/DR is disruptive to businessr€sources, |
BC is also disruptive.....

Solutions
solution”?
e (IaaS) of
). Testing

More information
(URLS)

1) http://www.disasterrecovery.org/, (March, 2013):

2) BC_DR From the Cloud, Avoid IT Disaster§ EN POINTE Technologies and

dinCloud, Webinar Presenter Barry Weber, littp://www.dincloud.cof

n.

3) COSO, The Committee of Sponsoring Organizations of the Tread
mission (COSO), Copyright© 2013, http://www.coso.org.

4) ITIL Information Technology Infrastructure Library, Copyright
APM Group Ltd. All rights reseprved, Registered in England No. 28619
www.itil-officialsite.com.

way Com-

D 2007-13
D2, http://

5) CobiT, Ver. 5.0, 2013, JSACA, Information Systems Audit and Confrol Asso-

ciation, (a framework foeryIT Governance and Controls), http://www.

saca.org.

6) TOGAF, Ver. 9.1, The Open Group Architecture Framework (a fram
IT architecture), http://www.opengroup.org.

7) ISO/IEC:27000:2016Info. Security Mgt., International Organi
Standardization and the International Electrotechnical Commissid

ework for

vation for
n, http:

www.standards.iso.org/.

8) ~PCAOB, Public Company Accounting and Oversight Board, http:
pcaebus.org.

WWW.

N(
er

TE Please feel free.to improve our INITIAL DRAFT, Ver. 0.1, August 10th, 2013....as we do not consid-
our efforts to be'pearls, at this point in time......Respectfully yours, Pw Carey, Compliance
LLC_pwc.pwcarey@gmail.com

Partners,

A.Z

.6 Usetcase 10: Cargo Shipping

Use case title | Cargo Shipping

Mortical (x| T d oty

voeroacar(arcaj rraasery

Author/company/email

William Miller/MaCT USA/mact-usa@att.net

Actors/stakeholders and their roles and

End-users (Sender/Recipients)
Transport Handlers (Truck/Ship/Plane)
Telecom Providers (Cellular/SATCOM)
Shippers (Shipping and Receiving)

responsibilities

Goals|Retention and analysis of items (Things) in transport
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Use case description

The following use case defines the overview of a big data
application related to the shipping industry (i.e. FedEx,
UPS, DHL, etc.). The shipping industry represents possible
the largest potential use case of big data that is in com-
mon use today. It relates to the identification, transport,
and handling of item (Things) in the supply chain. The
identification of an item begins with the sender to the
recipients and for all those in between with a need to
know the location and time of arrive of the items while
in transport. A new aspect will be status condition of

the items which will include sensor information,,GPS
coordinates, and a unique identification schema'baged
upon a new ISO 29161 standards under developmént
within ISO JTC1 SC31 WG2. The data is in_ near re¢al
time being updated when a truck arrives at a depot{or
upon delivery of the item to the recipiént: Intermediate
conditions are not currently knownjthe location is ot
updated in real time, items lost inna Warehouse or while
in shipment represent a problenpotentially for homeland
security. The records are retained in an archive and dan
be accessed for xx days.

Current solutions

Compute(System)

Unknown

Storage

Unknown

Networking

LAN/T1/Internet Web Pa

es

Software

Unknown

Big data
characteristics

Data source
(distributed/
centralized)

Centralized today

Volume (size)

Large

Velocity
(e.g. real time)

The system is not currenitly

real time.

Variety
(multiple datasets,
mashup)

Updated when the driv
arrives at the depot a
download the time and d
the items were picked 1{
This is currently not r
time.

rer
nd
hte
hp.
pal

Variability (rate of
change)

Today the information|
updated only when the ite

is
ms

that were checked with a
code scanner are sent to
central server. The locat

ar
he
on

[STIot currently dispiayed in

real time.

Big data science (collection, curation,

analysis, action)

Veracity (Robustness
Issues, semantics)

Visualization

NONE

Data quality (syntax)

YES

Data types

Not Available

Data analytics

YES

Big data specific challenges (Gaps)

Provide more rapid assessment of the identity, location,

and conditions of the shipments, provide detailed analyt-
ics and location of problems in the system in real time.
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Big data specific challenges in mobility

Currently conditions are not monitored on-board trucks,

ships, and aircraft

Security and privacy
technical considerations

Security need to be more robust

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

This use case includes local data bases as well as the
requirement to synchronize with the central server. This
operation would eventually extend to mobile device and
on-board systems which can track the location of the
items and provide real-time update of the information

iududius the-statusoftheconditions; }Uggius,
to individuals who have a need to know.

and alerts

More information (URLSs)

.2.7 Use case 11: Materials Data

Use case title

Materials Data

Vertical (area)

Manufacturing, Materjals Research

Author/company/email

John Rumble, R&R Data Services; jumbleusa@ea

thlink.net

Actors/stakeholders and their roles and
responsibilities

Product Designers{Inputters of materials da

Materials Researchers (Generators of matel
users in some cases)

Materials Testers (Generators of materials dz
ards\developers)

Data distributors (Providers of access to materials,

often for profit)

tain CAE)

ials data;

ta; stand-

Goals

Broaden accessibility, quality, and usability;

proprietary barriers to sharing materials data; Create

sufficiently large repositories of materials d4
port discovery

Dvercome

ta to sup-

Use case-description

Every physical product is made from a mat
has been selected for its properties, cost, a
bility. This translates into hundreds of billion
material decisions made every year.

In addition, as the Materials Genome Initiat
effectively pointed out, the adoption of new
normally takes decades (two to three) rath
small number of years, in part because daf
materials is not easily available.

erial that
nd availa-
dollars of

ive has so
materials
er than a
a on new
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All actors within the materials life cycle today have
access to very limited quantities of materials data,
thereby resulting in materials-related decision that
are non-optimal, inefficient, and costly. While the Ma-
terials Genome Initiative is addressing one major and
important aspect of the issue, namely the fundamental
materials data necessary to design and test materials
computationally, the issues related to physical measure-
ments on physical materials ( from basic structural and
thermal properties to complex performance properties

to properties of novel (nanoscale materials) are not b(jng
addressed systematically, broadly (cross-disciplihe-aind
internationally), or effectively (virtually nomateripls
data meetings, standards groups, or dedicated funded
programs).

One of the greatest challenges thatbig/data approa¢h-
es can address is predicting the performance of real
materials (gram to ton quantitiés)starting at the atom-
istic, nanometer, and /or micrometer level of descriptipn.

As aresult of the above considerations, decisions abgut
materials usage are ufihecessarily conservative, often
based on older ratherthan newer materials research and
development data;and not taking advantage of advang¢es
in modeling and simulations. Materials informaticg is
an area in which the new tools of data science can hqve
major impadct.

Current solutions

Compute(System) |None

Storage | Widely dispersed with mgny
barriers to access

Networking |Virtually none

Software | Narrow approaches basgd
on national programs
(Japan, Korea, and Ching),
applications

(EU Nuclear

program), proprietary
solutions (Granta, etc.)

Big data characteristics

Data source |[Extremely distributed
(distributed/|with data repositories ¢x-
centralized) |isting only for a very few
fundamental properties

Volume (size)|Itis has been estimated [in

the 1980s) that there were
over 500,000 commercial
materials made in the last
fifty years. The last three
decades has seen large
growth in that number.

Velocity | Computer-designed and
(e.g. real time) |theoretically design
materials (e.g.,
nanomaterials) are
growing over time
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Variety
(multiple datasets,
mashup)

Many data sets and virtually
no standards for mashups

Variability (rate of
change)

Materials are changing all
the time, and new materials
data are constantly being
generated to describe the
new materials

Big data science (collection, curation,

Veracity (Robustness

More complex materi-

1 3 o h Y
dlildlysSis, dLliUll)

X 43 0
ISSUTS, STIIIAIILILS)

noo create robust

at proper ttes—can require
many (1005?}8(5 ndepend-
ent varia&{@ o| describe
accurately. Virtuallly no activ-
ity noexists that is trying to
id n&fg and systematize the
ction of thes¢ variables
ata sets.

Vo)
Visualizaf'kxl~

O
\\<</
%:
\
S

Important for| materi-
als discovery. Pptentially
important to understand
the dependgncy of
properties on the many
independent vjariables.
Virtually unaddressed.

&
ﬁa quality (syntax)
N

>

lamental
tural and
ties, data
unknown.
Standard

Except for fun
data on the struc
thermal proper
quality is poor or
See Munro’s NIST
Practice Guide.

Data types

Numbers, graphigal, images

Data analytics

Empirical and narrow in

scope

Big data specific challenges (Gaps)

existing ones that focus on

materials community, includ

1) Establishing materials data repositories b

2) Developing internationally-accep
recording standards that can be used by a ve

standards (such as ASTM and ISO), testing ¢
materials producers, and research and development labs
3) Tools and procedures to help orga];izations
wishing to deposit proprietary materials in dqta reposi-

eyond the
1

ted data
ry diverse
rerials test
bmpanies,

fundamental dat

ing developers ma

the usability of data

tories to mask proprietary information, yet to maintain

4) Multi-variable materials data visualization tools, in
which the number of variables can be quite high

Big data specific challenges in mobility

Not important at this time
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Security and privacy |Proprietary nature of many data very sensitive.

technical considerations

Highlight issues for generalizing this Use|Development of standards; development of large scale

case (e.g. for ref. architecture) [repositories; involving industrial users; integration with

CAE (don't underestimate the difficulty of this - materials

people are generally not as computer savvy as chemists,
bioinformatics people, and engineers)

More information (URLSs)
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Use case title

Simulation driven Materials Genomics

Vertical (area)

Scientific Research: Materials Science

Author/company/email

David Skinner/LBNL/deskinner@Ibl.gov

Actors/stakeholders and their roles and
responsibilities

Capability providers: National labs and energy hubs
provide advanced materials genomics capabilities using
computing and data as instruments of discovery.

User Community: DOE indanry and academic

researchers as a user community seeking capa]bilities for

rapid innovation in materials.

Goals

Speed the discovery of advanced material
informatically driven simulationsurveys.

5 through

Use case description

Innovation of battery technalegies througl
simulations spanning wideJ)spaces of pos
sign. Systematic computational studies of i
possibilities in photoyoltaics. Rational
materials based on §earch and simulation.

1 massive
sible de-
hnovation
lesign of

Current solutions

Hopper.nersc.g
cores), omics-I

Comput (Xy'stem)
O

bv (150K
ike data

s\\% analytics hqrdware
e resources.
X Storage|GPFS, MongoDB
‘\Qv Networking|10 GB
Q\\ Software PyMatGen, FiteWorks,

VASP, ABINIT, ]
BerkeleyGW, va
munity codes

NWChem,
ried com-

Big data characteristics

Data source
(distributed/
centralized)

Gateway-like. Dat

driven on cen
peta/exascale
Widely distribut

from simulation surveys

dataflows fromp central
gateway to users|

a streams

tralized
systems.
ed web of

Volume (size) (100 TB (current
within 5 years,
key-value and oH

databases neede

), 500 TB
Scalable

ject store
i

Velocity|High throughput

fomputing

(e.g. real time) | (HTC), fine-grain

pd tasking

and queuing. Rapid start/
stop for ensembles of tasks.
Real-time data analysis for
web-like responsiveness.

Variety
(multiple datasets,
mashup)

Mashup of simulation
outputs across codes and
levels of theory. Formatting,
registration and
integration of datasets.
Mashups of data across
simulation scales.
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Variability (rate of
change)

The targets for materials
design will become more

search and crowd-driven.
The computational backend
must flexibly adapt to new
targets.

Veracity (Robustness|Validation and UQ of

Issues, semantics)[simulation with
experimental data of
varied quality FError
checking and boun(ds
estimation o m
simulationﬂ)} telr-
comparison., , |/

Visualization Materials?;bo%sers asdata

Big data science (collection, curation,
analysis, action)

from s grows. Vistial
design of materials.

Data quality (syntax) UQ\\frT results based jon
(multiple datasets.

\\<<'Propagation of error|in
O\O knowledge systems.

Da(ﬁ*flypes Key value pairs, JSQN,
o O materials file formats

Q@aanalytics Map/Reduce and sear|ch
N\ that join simulation ajnd
&\\} experimental data.

Big data specific challenges (Gaps) | HTGat scale for simulation science. Flexible data methdds
at.scale for messy data. Machine learning and knoyvl-
edge systems that integrate data from publicatiops,
experiments, and simulations to advance goal-driven
thinking in materials design.

Big data specific challenges in‘ thobility|Potential exists for widespread delivery of actionable
knowledge in materials science. Many materials genomljics
“apps” are amenable to a mobile platform.

Security and privacy|Ability to “sandbox” or create independent working argas
technical considerations|between data stakeholders. Policy-driven federation of
datasets.

Highlight issuesfor generalizing this Use|An OSTP blueprint toward broader materials genomjics
case [e.g. for ref. architecture) |goals was made available in May 2013.

More information (URLs)|— The Materials Project. http://www.materialspr¢
ject.org. Accessed March 3, 2015.
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A.3.1 Use case 13: Large Scale Geospatial Analysis and Visualization

:2018(E)

Use case title

Large Scale Geospatial Analysis and Visualization

Vertical (area)

Defense - but applicable to many others

Author/company/email

David Boyd/Data Tactics/ dboyd@data-tactics.com

Actors/stakeholders and their roles

and responsibilities

Geospatial Analysts

Policy Makers

Goals

Supportlarge scale geospatial data analysis and visfialization.

Use case description

As the number of geospatially aware sensors inc
the number of geospatially tagged.data sources
the volume geospatial data requiring complex an
visualization is growing exponentially. Tradit
systems are generally capable of analyzing a nj
objects and easily visualizing thousands. Today’s in
systems often contain trilions of geospatial object;
to be able to visualize-and interact with millions o

rease and
increases
hlysis and
ional GIS
illions of
telligence
and need
[ objects.

Current solutions

Computé(System) | Compute and Storag
- Laptops to Large se

notes about clusters)

Visualization sy
handhelds to laptops|

b systems
rvers (see

stems -

Storage|Compute and Stora

disk or SAN

Visualization - local
ram

oe - local

Hisk, flash

Networking | Compute and Storag

or better LAN conne
Visualization - Giga
connections, Wireless

WiFi (802.11), Celluls
or Radio Relay

e - Gigabit
rtion

bit wired
including

r(3g/4g),

Software | Compute and Storage -

Linux or Win Server wi

server/analysis soft
ArcServer, Geoserve

tially enabled RDBMS, [Geospatial

- generally
h Geospa-

re - ESRI

Visuahzatiom = Windows,
Android, I0S - browser based
visualization. Some laptops
may have local ArcMap.

Big data
characteristics

Data source
(distributed/
centralized)

Very distributed.

Volume (size)

Imagery - 100s of Terabytes

Vector Data - 10s of GBs but
billions of points
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Velocity
(e.g. real time)

Some sensors delivery vector
data in NRT. Visualization of
changes should be NRT.

Variety
(multiple datasets,
mashup)

Imagery (various formats NITF,
GeoTiff, CADRG)

Vector (various formats shape
files, kml, text streams: Object
types include points, lines, areas,
polylines, circles, ellipses.

Variability (rate of change)

Moderate to high

Big data

science (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

is
ee

Data accuracy is critic Lanc
controlled genera th

factors: p

1) Sensor acc@y isabigiss
2) datum

3) 1

eroid.

registration accurdcy

Visualization

[

S
N\
S

Dj ying in a meaningful
large data sets (milliong of
)) ints) on small devices (ha

helds) at the end of low ba:Ed-
width networks.

Data qualit yﬁtax)
\\Qéé

QO

\‘QQ)

The typical problem

visualization implyi
quality/accuracy not availa
in the original data. All data
should include metadata forac
racy or circular error probabil

\
A’\Q)\v Data types
D

Imagery (various formats NI
GeoTiff, CADRG)

Vector (various formats shg
files, kml, text streams: Obj
types include points, lines, are
polylines, circles, ellipses.

Data analytics

Closest point of approag¢
deviation from route, po
density over time, PCA and [

Big data specific challenges (Gaps)

Indexing, retrieval and distributed analysis

Visualization generation and

transmission

ool

ig.data specific challenges in

Visualization of data at the end of low bandwidth wirelg¢ss

lazlid
IIUVUIIILY

L
CUIITICTUUIUILS.

Security and privacy
technical considerations

Data is sensitive and must be completely secure in transitand

at rest (particularly on handhelds)
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Highlight issues for generalizing this
Use case (e.g. for ref. architecture)

distributed analysis.

Geospatial data requires unique approaches to indexing and

More information (URLSs)

standards

http://geojson.or

Applicable Standards: http://www.opengeospatial.org/

http://earth-info.nga.mil/publications/specs/printed/

CADRG/cadrg.html

Geospatial Indexing: Quad Trees, Space Filling Curves

tHitbert€urves)="Youcam googte these fortotsof 1

ferences.

N(
stg

TE There has been some work with in DoD related to this problem set. Specifically;. th
ndard cloud stores, indexes, and analyzes some big data sources. However, many issues sf
with visualization.

e DCGS-A
ill remain

.
P
e

.2 Use case 14: Object Identification and Tracking - Persistent Surveillance

Use case title

Objectidentification and tracking from Wide Arealliarge Format Imaget
Imagery or Full Motion Video (FMV) - Persistent Surveillance

y (WALF)

Vertical (area)

Defense (Intelligence)

Author/company/
email

David Boyd/Data Tactics/dboyd@data-tactics.com

A

ctors/stakeholders
and their roles and
responsibilities

1) Civilian Military decision makers
2) Intelligence Analysts
3) Warfighters

Goals

To be able to process anid-extract/track entities (vehicles, people, pack
time from the raw_itiage data. Specifically, the idea is to reduce the
of data generated"by persistent surveillance down to a manageablg
vector tracks)

ages) over
petabytes
size (e.g.

U

e case description

Persistent surveillance sensors can easily collect petabytes of image
the spaceofa few hours. Itis unfeasible for this data to be processed b
for either alerting or tracking purposes. The data needs to be proce
tothé sensor which is likely forward deployed since it is too large ta
trarismitted. The data should be reduced to a set of geospatial obje
tracks, etc.) which can easily be integrated with other data to form {
operational picture.

ry data in
y humans
ssed close

be easily
't (points,
| common

Current
solutions

Compute(System) |Various - they range from simple storage c:
mounted on the sensor, to simple display an
to limited object extraction. Typical object ¢
systems are currently small (1-20 node) GPU|

clusters.

ipabilities
d storage,
pxtraction
enhanced

Storage
tolag

of files based on metadata/telemetry data.

(‘nrrnnfly flat fileg pnrcicfﬂr‘ on disk in mlost cases.
Sometimes RDBMS indexes pointing to files or portions

Networking

Sensor comms tend to be Line of Sight or Satellite based.

Software|A wide range custom software and tools

traditional RDBMS and display tools.

including

Big data
characteristics

Sensors include airframe mounted and fixe
optical, IR, and SAR images.

Data source
(distributed/
centralized)

d position
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Volume (size)

FMV - 30 to 60 frames per/sec at full color
1080P resolution.

WALF - 1 to 10 frames per/sec at 10Kx10K full color
resolution.

Velocity
(e.g. real time)

Real Time

Variety
(multiple datasets,
mashup)

Data Typically exists in one or more standard imagery
or video formats.

Variability (rate of
change)

Little

Big

(collecti

ana

data science
bn, curation,
ysis, action)

Veracity (Robustness
Issues, semantics)

The veracity of extracted objects is critical. t‘ﬂé system
fails or generates false positives peoplg}pe ut at risk.

Visualization

Visualization of extracted outpukj?i'ﬁ typically belas
overlays on a geospatial displa rlay objects shonild
be links back to the originat'rﬂg image/video segment.

Data quality (syntax)

Data quality is general ‘déiven by a combination| of
sensor characteristi X d weather (both obscuring
factors - dust/ moi;/tfl)e and stability factors - wind).

Data types

Standard image v'and video formats are input. Out}Lut
should be i orm of OGC compliant web features
or stand eospatial files (shape files, KML).

Data analytics

E

1) Ob'eQiXentification (type, size, color) and trackipg.

2) @ttern analysis of object (did the truck
i@erved every Weds. afternoon take a differgnt

ute today or is there a standard route this
person takes every day).

3) Crowd behavior/dynamics (is there a small group
attempting to incite a riot. Is this person out of plgce
in the crowd or behaving differently?

4) Economic activity

a) isthe line at the bread store, the butcher, or the
ice cream store,

b) are more trucks traveling north with goods than
trucks going south

c) Has activity at or the size of stores in this
market place increased or decreased over the
past year.

5) Fusion of data with other data to improve quality

and confidence.

Big data specific
challenges (Gaps)

Processing the volume of data in NRT to supportalerting and situational awareness.

Big data specific
challenges in

mobility

Getting data from mobile

sensor to pFOCGSSng
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Security and privacy

technical
considerations

Significant - sources and methods cannot be compromised the enemy should
not be able to know what we see.

Highlight issues for

generalizing this

Use case (e.g. for ref.

architecture)

Typically this type of processing fits well into massively parallel computing such
as provided by GPUs. Typical problem is integration of this processing into a larger
cluster capable of processing data from several sensors in parallel and in NRT.

Transmission of data from sensor to system is also a large challenge.

More information
(URLSs)

Motion Imagery Standards - http://www.gwg.nga.mil/misb/

Coxan of o oz oo oo ol FRE-P2 POV Y L SR P2 EEW N NV X SO i PIC TP T Ie dola 4 m 1
JUIIICU Ul lllCllly Pat}\,l o UIll UUJ\,\,L lu\,lll,l\,y/ 1% § a\,l\llls- llLLy-'['[ VV VV VV.UdUlI. e p e.

edu/~hbling/publication/SPIE12_Dismount_Formatted v2_BW.pdf
http://csce.uark.edu/~jgauch/library/Tracking/Orten.2005.pdf
http://www.sciencedirect.com/science/article/pii/S0031320305004863

General Articles on the need: http://www.militaryaerospace.com/tdpics/m/
video/79088650/persistent-surveillance-relies-on-extracting-relevant-da-
ta-points-and-connecting-the-dots.htm

http://www.defencetalk.com/wide-area-persistent-surveillance-revolution-
izes-tactical-isr-45745/

http://www.defencetalk.com/wide-ar€aspersistent-surveillance-revolution-
izes-tactical-isr-45745/

.3.3 Use case 15: Intelligence Data Processing and Analysis

Use case title

Intelligence Data Processing and Analysis

Vertical (area)

Defense (Intelligence)

Author/company/
email

David Boyd/Data Tactics/dboyd@data-tactics.com

A

ctors/stakeholders
and their roles and
responsibilities

Senior Civiliaty/Military Leadership
Field Commanders
Intelligence Analysts

Warfighters

Goals

1) Provide automated alerts to Analysts, Warfighters, Commanders,fand Lead-
ership based on incoming intelligence data.

2) Allow Intelligence Analysts to identify in Intelligence data
a) Relationships between entities (people, organizations, places, etuipment)

b) Trends in sentiment or intent for either general population or |
group (state, non-state actors).

adership

Ty Locatiom of and possibly tming of trostite actions {inctuding implantation
of IEDs).

d) Track the location and actions of (potentially) hostile actors

3) Ability to reason against and derive knowledge from
diverse, disconnected, and frequently unstructured (e.g. text) data sources.

4) Ability to process data close to the point of collection and allow data to be
shared easily to/from individual soldiers, forward deployed units, and senior
leadership in garrison.
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Use case description|1) Ingest/accept data from a wide range of sensors and sources across intelli-
gence disciplines (IMINT, MASINT, GEOINT, HUMINT, SIGINT, OSINT, etc.)

2) Process, transform, or align date from disparate sources in disparate formats
into a unified data space to permit:

a) Search
b) Reasoning
c¢) Comparison

?) Provide alerts to users of Qignifir;mf (‘h;mgpc in the state of monitored en-
tities or significant activity within an area.

4) Provide connectivity to the edge for the Warfighter (in this case-the edge
would go as far as a single soldier on dismounted patrol)

Curr¢nt solutions Compute(System) |Fixed and deployed computing clusters\ranging from
1000s of nodes to 10s of nodes.

Storage|10s of Terabytes to 100s of Petabytes for edge and
fixed site clusters. Dismounted-soldiers would hgve
at most 1-100s of GBs (mestly single digit handheld
data storage sizes).

Networking | Networking with-in and between in garrison fixed sifes
is robust. Connectivity to forward edge is limited and
often characterized by high latency and packet lgss.
Remote commsight be Satellite based (high lateng¢y)
or even lintited to RF Line of sight radio.

Software | Currently baseline leverages:
1) Hadoop

2)- Accumulo (Big Table)

3) Solr

4) NLP (several variants)

5) Puppet (for deployment and security)

6) Storm
7) Custom applications and visualization tools
Big data Data source |Very distributed
characteristics (distributed/
centralized)

Volume (size) |Some IMINT sensors can produce over a petabyte of
data in the space of hours. Other data is as small|as
infrequent sensor activations or text messages.

Velocityv|Much sensor data is real time (Full motion video,
(e.g. real time) |SIGINT) other is less real time. The critical aspectis to
be able ingest, process, and disseminate alerts in NRT.

Variety |Everything from text files, raw media, imagery, video,
(multiple datasets, |audio, electronic data, human generated data.
mashup)

Variability (rate of| While sensor interface formats tend to be stable, most
change) |other data is uncontrolled and may be in any format.
Much of the data is unstructured.
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Big data science

(collection, curation,

Veracity (Robustness
Issues, semantics)

Data provenance (e.g. tracking of all transfers and
transformations) must be tracked over the life of the data.

generalizing this
se case (e.g. for ref:
architecture)

anal3_751s, Determining the veracity of “soft” data sources
action) : " )
(generally human generated) is a critical requirement.
Visualization|Primary visualizations will be Geospatial overlays and
network diagrams. Volume amounts might be millions
of points on the map and thousands of nodes in the
network diagram.
Data quality (syntax)|Data Quality for sensor generated data is generally
known (image quality, sig/noise) and goqsl.
Unstructured or “captured” dat?ﬂe@l lity varies
significantly and frequently canngt be controlled.
Data types|Imagery, Video, Text, Digital dékmlﬁents off all types,
Audio, Digital signal data. ¢\
Data analytics|1) NRT Alerts based on p ns and baselinfe changes.
2) Link Analysis &Q‘
3) Geospatial A stis
4) Text Analyties (sentiment, entity extragtion, etc.)
Big data specific|1) Big (or even moderate size data) @ver tactical networks
challenges (Gaps) 2) Data currently exists in disparate silos which must be accessible[through a
semantically integrated data space.
3) Most critical data is either unstructured or imagery/video which requires
significant processing tolextract entities and information.
Big data specific|The outputs of this analysis and information must be transmitted to of accessed
challenges in |by the dismounted‘forward soldier.
mobility
Sé¢curity and privacy |Foremost. Data must be protected against:
. techn_lcal 1) Unauthorized access or disclosure
considerations
2) Tampering
Highlight issues for| Wide variety of data types, sources, structures, and quality which|will span

domains and requires integrated search and reasoning.

More infermation
(URLSs)

http://www.afcea-aberdeen.org/files/presentations/AFCEAAberdee

n_DCGSA

COLWells_PS.pdf
http://stids.c4i.gmu.edu/papers/STIDSPapers/STIDS2012_T14 Smith

EtAl Hori-

zontallntegrationOfWarfighterIntel.pdf

http://stids.c4i.gmu.edu/STIDS2011/papers/STIDS2011_CR_T1_SalmenEtAl.pdf

http://www.youtube.com/watch?v=14Qii7T8zeg
http://dcgsa.a

.army.mil
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A.4 Healthcare and Life Sciences

A.4.1 Use case 16: Electronic Medical Record Data

Use case title

Electronic Medical Record (EMR) Data

Vertical (area)

Healthcare

Author/company/email

Shaun Grannis/Indiana University/sgrannis@regenstrief.org

Actors/stakeholders and

their roles and

Biomedical informatics research scientists (implement and evaluate
enhanced methods for seamlessly integrating, standardizing, analyzing, and

responsibilities

operationalizing highly heterogeneous, high-volume clinical data streanis);

Health services researchers (leverage integrated and standardized EMR data
to derive knowledge that supports implementation and evaluationlof trans-
lational, comparative effectiveness, patient-centered outcomes research);

Healthcare providers - physicians, nurses, public healtl' officials (l¢v-
erage information and knowledge derived fromi.integrated aphd

standardized EMR data to support direct patient care'and population health)

Goals

Use advanced methods for normalizing patient, provider, facility and clinifal
conceptidentification within and among separatehealth care organizatigns
to enhance models for defining and extracting clinical phenotypes from
non-standard discrete and free-text clinical data using feature selectipn,
information retrieval and machine learhing decision-models. Leverage cljin-
ical phenotype data to support cohortselection, clinical outcomes researfh,
and clinical decision support.

Use ¢

ase description

As health care systems incredgsingly gather and consume EMR data, lagge
national initiatives aiming te:leverage such data are emerging, and inclyde
developing a digital learniing health care system to support increasingly
evidence-based clinicalidecisions with timely accurate and up-to-date pa-
tient-centered clinicalMnformation; using electronic observational clinifal
data to efficiently-and rapidly translate scientific discoveries into effect]ve
clinical treatments; and electronically sharing integrated health data|to
improve healthcare process efficiency and outcomes. These key initiatiyes
all rely onttigh-quality, large-scale, standardized and aggregate health data.
Despite'the promise thatincreasingly prevalent and ubiquitous EMR data hald,
enhaneed methods for integrating and rationalizing these data are needed
foiva Variety of reasons. Data from clinical systems evolve over time. Thi$ is
because the concept space in healthcare is constantly evolving: new scientific
discoveries lead to new disease entities, new diagnostic modalities, and ngw
disease management approaches. These in turn lead to new clinical concepts,
which drive the evolution of health concept ontologies. Using heterogenedus
data from the Indiana Network for Patient Care (INPC), the nation's largest
and longest-running health information exchange, which includes more thah 4
billion discrete coded clinical observations from more than 100 hospitals for

more tham 2 mittion patients;we withuseimformationretrievat tc&.huiqum to
identify highly relevant clinical features from electronic observational data. We
will deploy information retrieval and natural language processing techniques
to extract clinical features. Validated features will be used to
parameterize clinical phenotype decision models based on maximum likelihood
estimators and Bayesian networks. Using these decision models we will
identify a variety of clinical phenotypes such as diabetes, congestive
heart failure, and pancreatic cancer.

Current
solutions

Compute(System) |Big Red II, a new Cray
supercomputer at [.U.

Storage|Teradata, PostgreSQL,
MongoDB
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Networking

Various. Significant 1/0
intensive processing needed.

Software

Hadoop, Hive, R. Unix-based.

Big data
characteristics

Data source (distributed/centralized)

Clinical data from more
than 1,100 discrete logical,
operational healthcare
sources in the Indiana Net-
work for Patient Care (INPC)
the nation's largest and long-

estT uuuiug heatthimformation
exchange.

Volume (size)

More than 12million patients,

more than™ billion
clinical ébservation
raw data:

discrete
5. > 20 TB

Velocity
(e.g. real time)

Between 500,000 ar
lion new real-time cliy

actions added per day.

d 1,5 mil-
ical trans-

Variety
(multiple datasets, mashup)

We integrate a broad varie-

ty of clinical datas
multiple sources:

provider notes; inpaltient, out-

patient, laboratory,

gency department erjcounters;
chromosome and molecular
pathology; chemistr]y studies;

cardiology studies; h

studies; microbiology studies;

neurology studies;
notes; referral labs
studies; surgical path

cytology, blood banK, and toxi-

cology studies.

ets from
free text

hnd emer-

bmatology

provider
serology
ology and

Variability (rate of change)

Data from clinical

evolve over time because the

clinical and biologic
space is constantly
new scientific dig

lead to new diseas¢ entities,

new diagnostic m
and new disease ma|
approaches. These irf
to new clinical conce

systems

hl concept
evolving:
coveries

bdalities,
nagement

turn lead
pts, which

drive the evolution of health
concept ontologies, encoded in
highly variable fashion.

Big data science
(collection, curation,
analysis, action)

Veracity
(Robustness Issues, semantics)

Data from each clinical source
are commonly gathered
using different methods and
representations, yielding
substantial heterogeneity.
This leads to systematic
errors and bias requiring
robust methods for creating
semantic interoperability.
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Visualization

Inbound data volume,
accuracy, and completeness
must be monitored on a
routine basis using focus
visualization methods.
Intrinsic informational
characteristics of data sources
must be visualized to identify
unexpected trends.

Data quality (syntax)

A central barrier ta leveraging
EMR data is the highly Valri-
able and unique locatsnanjes
and codes for the same clipi-
cal test or measurement per-
formed at different institutiops.
When integrating many dgta
sourcesf| mapping lodal
terms/~to a commpn
standardized concept using a
cembination of probabilistic and
hedristic classification methads
iS necessary.

Data types

Wide variety of clinical data
types including numerfic,
structured numeric, frege-
text, structured text, discre¢te
nominal, discrete ordinjal,
discrete structured, bingry
large blobs (images and vidgo).

Data analytics

Information retrieval meth-
ods to identify relevant clinifal
features (tf-idf, latent semantic
analysis, mutual informatign).
Natural Language Processing
techniques to extract relevant
clinical features. Validated
features will be used |to
parameterize clinidal
phenotype decisipn
models based on maximum
likelihood estimators and Baygs-
ian networks. Decision modgls
will be used to identify a varjie-
ty of clinical phenotypes such

as diabetes, congestive heart
failure, and pancreatic cancer.

Big data specific
challenges (Gaps)

Overcoming the systematic errors and bias in large-scale, heterogene-
ous clinical data to support decision-making in research, patient care,
and administrative use-cases requires complex multistage processing
and analytics that demands substantial computing power. Further, the
optimal techniques for accurately and effectively deriving knowledge
from observational clinical data are nascent.

Big data specific
challenges in
mobility

Biological and clinical data are needed in a variety of contexts throughout
the healthcare ecosystem. Effectively delivering clinical data and knowledge
across the healthcare ecosystem will be facilitated by mobile platform such

as mHealth.

84

© ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=aa23d711ecb369879909948a8de6c518

ISO/IEC TR 20547-2

:2018(E)

Security and privacy
technical considerations

Privacy and confidentiality of individuals must be preserved in compliance
with federal and state requirements including HIPAA. Developing analytic
models using comprehensive, integrated clinical data requires aggregation
and subsequent de-identification prior to applying complex analytics.

Highlight issues for
generalizing this Use

case (e.g. for ref.
architecture)

Patients increasingly receive health care in a variety of clinical settings.
The subsequent EMR data is fragmented and heterogeneous. In order to
realize the promise of a Learning Health Care system as advocated by the
National Academy of Science and the Institute of Medicine, EMR data must
be rationalized and integrated. The methods we propose in this use-case
supportintegrating and rationalizing clinical data to support deci

sion-mak-

ing at multiple levels.

Mo¢re information (URLSs)

Regenstrief Institute (http://www.regenstrief.org); Logical obse
identifiers names and codes (http://www.loinc.org); Indiana He
Information Exchange (http://www.ihie.org); Institute-of Medic
Learning Healthcare System

(http://www.iom.edu/Activities/Quality/LearningHealthcare.as

rvation
hlth
ne

px)

A4

.2 Use case 17: Pathology Imaging/Digital Pathology

Use case title

Pathology Imaging/digital pathology

Vertical (area)

Healthcare

Author/company/email

Fusheng Wang/EmoryUniversity/fusheng.wang@emoryj

edu

NS

\ctors/stakeholders and their

roles and responsibilities

Biomedical researchers on translational research;
clinicians on imaging guided diagnosis

hospital

Goals

Develop high.pérformance image analysis algorithms {
spatial inferination from images; provide efficient spati
and analytics, and feature clustering and classification

o extract
hl queries

Use case description

Digital‘pathology imaging is an emerging field where ex
of high resolution images of tissue specimens enables

more effective ways for disease diagnosis. Pathology imag
segments massive (millions per image) spatial objects suc

and blood vessels, represented with their boundaries, along with

many extracted image features from these objects. The d
formation is used for many complex queries and analytics
biomedical research and clinical diagnosis. Recently, 3D
imaging is made possible through 3D laser technologies
sectioning hundreds of tissue sections onto slides and

them into digital images. Segmenting 3D microanatomiic objects

from registered serial images could produce tens of mill
objects from a single image. This provides a deep “map”
tissues for next generation diagnosis.

hmination
hovel and
e analysis
h as nuclei

erived in-
o support
pathology
br serially
scanning

ons of 3D
of human

Current solutions

Compute(System) |Supercomputers;

Cloud

Storage |SAN or HDFS

Need excellent
network link

Networking

external

Software

MPI for image analysis; Map/
Reduce + Hive with spatial
extension

Big data
characteristics

Data source (distributed/
centralized)

Digitized pathology images
from human tissues
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Volume (size)

erated hospital per year

1 GBraw image data + 1,5 GB
analytical results per 2D
image; 1 TB raw image data
+ 1 TB analytical results per
3D image. 1 PB data per mod-

Velocity
(e.g. real time)

be changed

Once generated, data will not

Variety

£ Leiaal i & Ja )
UIIUILIPIT UdldSTus, Iiasiiup)y

Image characteristics and ana-

T 5] 41 s "
Iytresacpeiaoiratsease ty pes

Variability (rate of change)

No change

Big data science (collection,
curation, analysis,
action)

Veracity (Robustness Issues,
semantics)

High quality,"’t))su]

validated iﬂ}’hum
annotation§ é& essential

ts
an

Visualization

Needed validation a

trainig

nd

Data quality (syntax)

ZA,

De]ﬁ\\}ﬁon pre-processing
tissue slides such as chemi
(Staining and quality of ima
'analysis algorithms

of
cal

ge

Q\
Dat{@es

<< @)
R

Raw images are whole sl
images (mostly based on B
TIFF), and analytical resu
are structured data (spat
boundaries and features)

de
G-
Its
ial

\Q\Dataanalytics Image analysis, spatjal

< queries and analytigs,

\\g\ feature clustering apd
$ classification

* 0-
Big data specific challenges|Extreme\large size; multi-dimensional; disease specific analytics;
(Gaps) |correlation with other data types (clinical data, -omic data)

Big dath specific challenges in |3D yisualization of 3D pathology images is not likely in mobile platforms
mobility

Security and privacy |Protected health information has to be protected; public data hgve
teichnical considerations |to be de-identified
Highli
ingt

tissues for generaliz- | Imaging data; multi-dimensional spatial data analytics
is Use cases(e.g. for ref.
architecture)

Mgre information (URLs) |https://web.cci.emory.edu/confluence/display/PAIS

https://web.cci.emory.edu/confluence/display/HadoopGIS
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A.4.3 Use case 18: Computational Bioimaging

:2018(E)

Use case title

Computational Bioimaging

Vertical (area)

Scientific Research: Biological Science

Author/company/email

David Skinner1, deskinner@Ibl.gov
Joaquin Correal, JoaquinCorrea@lbl.gov
Daniela UshizimaZ2, dushizima@Ibl.gov

Joerg Meyer2, joergmeyer@lbl.gov

1National Energy Scientific Computing Ceritel
Lawrence Berkeley National Laboratory, US

2Computational Research Division/hawrenc
National Laboratory, USA

(NERSC),
A

e Berkeley

Actors/stakeholders and
their roles and
responsibilities

Capability providers: Bigimaging ins
operators, microscope developers, imaging

applied mathematiciansand data stewards|

User Community:~DOE, industry and
researchers seeking to collaboratively bui
from imaging.data.

trument
facilities,

hcademic
d models

Goals

Data deliverfed from bioimaging is inc
automatéd, higher resolution, and mul
This has created a data analysis bottleneck
solved, can advance the biosciences discover
bigidata techniques. Our goal is to solve that
with extreme scale computing.

Meeting that goal will require more than c
It will require building communities aroun

sources and providing advanced algorithms for massive

image analysis. High-performance computat
tions can be harnessed by community-focus
gateways to guide the application of mas
analysis toward massive imaging data sets.
components include data acquisition,
enhancement, minimizing noise, segmentaf
gions of interest, crowd-based selection and
of features, and object classification, and org
and search.

reasingly
ti-modal.
that, if re-
y through
ottleneck

bmputing.
d data re-

onal solu-
bd science
sive data
Workflow
storage,
ion of re-
bxtraction
anization,

Use case description

Web-based one-stop-shop for high perform
throughput image processing for producers
sumers of models built on bio-imaging data

hnce, high
and con-

Current solutions

Compute(System) |Hopper.nersc.g

bv (150K

cores)

Storage
collections

Database and

image

Networking

10Gb, could use 100Gb and
advanced networking (SDN)

Software

Image], OMERO,
VolRover, advanced
segmentation and
feature detection methods
from applied math
researchers
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Big data Data source Distributed experimen-
characteristics (distributed/|tal sources of bioimages
centralized) | (instruments). Scheduled
high volume flows from auto-
mated high-resolution optical
and electron microscopes.

Volume (size)|Growing very fast. Scala-
ble key-value and object
store databases needed. In-
database processing and
analytics. 50 TB herethgw,
but currently over-a peta-
byte overall. A single Scanjon
emerging machinesis 32 B

Velocity |High throughput computing
(e.g. real time) | (HTC), responsive analypis

Variety| Multi-modal imagipg

(multiple datasets, |esSentially must mash-{up
mashup)(disparate channels |of

data with attention to regis-
tration and dataset forma3ts.

Variability (rate of|Biological samples are highly

change) |variable and their analypis
workflows must cope wjth
wide variation.

Big data science (collection, curation,| Ver %y (Robustness|Data is messy overall aq is
analysis, action) sues, semantics) [training classifiers.

e
\sg\‘o Visualization|Heavy use of 3D structufal
N models.

Data quality (syntax)

Data types|Imaging file formats

RF) for classification and
recommendation services.

Data analytics |Machine learning (SVM aEd

Big data specific’challenges (Gaps) |HTC at scale for simulation science. Flexible data
methods at scale for messy data. Machine learning and
knowledge systems that drive pixel based data towqrd
biological objects and models.

Big flata specific challenges in mobility

Security and privacy
technical considerations

Highlight issues for generalizing this Use|There is potential in generalizing concepts of search in
case (e.g. for ref. architecture) |the context of bioimaging.

More information (URLSs)

A.4.4 Use case 19: Genomic Measurements

Use case title| Genomic Measurements
Vertical (area)|Healthcare
Author/company/email |Justin Zook/NIST/jzook@nist.gov

Actors/stakeholders and their roles|NIST/Genome in a Bottle Consortium - public/private/
and responsibilities|academic partnership
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Goals

Develop well-characterized Reference Materials,
and Reference Methods
needed to assess performance of genome sequencing

Reference Data,

Use case description

Integrate data from multiple sequencing tech-
nologies and methods to develop highly confident
characterization of whole human genomes as
Reference Materials, and develop methods to use
these Reference Materials to assess performance

of any genome sequencing run

Val 4 h
CUI I It SUTULIVUILS

c £ fCrratainr)
compute(systen

72-corechustert

group, collahora
>1000 core'cluste
some greups are

our NIST
tion with
rsat FDA,
sing cloud

Storage

~40TB'NFSatN
gehomics data at

ST, PBs of
NIH/NCBI

Networking

Varies. Signifi
intensive prg
needed

cant 1/0
cessing

Software

Open-source se
bioinformatics
from academi
(UNIX-based)

quencing
software
C groups

Big data
characteristics

Data source
(distributed/
centralized)

Sequencers are d
across many lab
though some cor
exist.

istributed
oratories,
b facilities

Volume (size)

40 TB NFS is full
>100 TBin 1 to

NIST; Healthcare ¢
willneed many PB

will need
D years at
ommunity
5 of storage

Velocity
(e.g. real time)

DNA sequenc
generate ~3
compressed d
Velocity has i
much faster tha
Law

ers can
00 GB
ata/day.
hcreased
h Moore’s

Variety
(multiple datasets,
mashup)

File formats 7
standardized, th
standards exist.
structured data.

ot well-
ugh some
Generally

Variability (rate of
change)

Sequencing tecl
have evolved ver

hnologies

y rapidly,

and new technologies are

on the horizon.

Big data science (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

All sequencing technologies
have significant systematic

errors and bias

require complex analysis
methods and combining
multiple technologies to
understand, often with
machine learning

es, which
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“Genome browsers” have
been developed to visualize
processed data

Visualization

Data quality (syntax)|Sequencing technologies
and bioinformatics methods

have significant systematic

errors and biases

Data types|Mainly structured text

Data analytics |Processing of raw data

to

produce variant calls. Al
clinical interpretati
variants, which if&N \'

challenging. ) -

50,
of

ry

Big data specific challenges (Gaps)

Processing data requires significant computing pow
which poses challenges especially to clinical laborator
as they are starting to perform large-scale sequenci
Long-term storage of clinical sequencing data could
expensive. Analysis methods are quickly evolving. M3

er,
ies
hg.
be
ny

parts of the genome are,challenging to analyze, and

systematic errors are difficult to characterize.

Big ¢

ata specific challenges in mobility

Physicians may needaecess to genomic data on mohi

platforms

Security and privacy
technical considerations

Sequencing data‘ih health records or clinical reseatr
databases must be kept secure/private, though @
Consortium data is public.

Highli

bht issues for generalizing this Use
case (e.g. for ref. architecture)

I have'some generalizations to medical geno
sequencing above, but focus on NIST/Genome i
Bottle Consortium work. Currently, labs doing seque

ra

e

[1C-

ing range from small to very large. Future data colld

include other ‘omics’ measurements, which could
even larger than DNA sequencing

be

More information (URLSs)

Genome in a Bottle Consortium: http://www.genome

in-

abottle.org

A.4.5 Ug

e case 20: Comparative Analysis for (meta) Genomes

Use case title

Comparative analysis for metagenomes and genomg

Vertical (area)

Scientific Research: Genomics

Author/company/email

Ernest Szeto / LBNL / eszeto@lbl.gov

Actor

5/stakeholders and their roles and
responsibilities

Joint Genome Institute (JGI) Integrated Microbial Genonpes

(IMG) project. Heads: Victor M. Markowitz, and Nikos

C.

Kyrpides—OsercommurnityJG1; bioinformmaticiansand

biologists worldwide.

Goals

Provide an integrated comparative analysis system for
metagenomes and genomes. This includes interactive
Web Ul with core data, backend precomputations, batch

job computation submission from the UI.
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Use case description

Given a metagenomic sample, (1) determine the
community composition in terms of other reference
isolate genomes, (2) characterize the function of its
genes, (3) begin to infer possible functional pathways,
(4) characterize similarity or dissimilarity with other
metagenomic samples, (5) begin to characterize
changes in community composition and function due
to changes in environmental pressures, (6) isolate
sub-sections of data based on quality measures
and community composition.

Current solutions

Compute(System)

Linux cluster, 0?5
server, |

machines, stand
interactiye hosts

le RDBMS
memory
hrd Linux

Storage

"3

Qz&ersion of Lug

Oracle RDBMS
, flat text filg

keyword searches
tabases, USEARCH

, SQLite
s, Lucy (a
ene) for
BLAST da-
databases

G
Ne\@\r’king

Provided by NER

SC

R \%ng)ftware
o

Standard bioinf{
tools (BLAST,
multiple alignt
phylogenetic to
callers, sequeng
predictors...), Pe
wrapper scrip

Cluster scheduling

ormatics
HMMER,
nent and
ols, gene
e feature
rl/Python
[s, Linux

Big data
characteristics

Data source
(distributed/
centralized)

Centralized.

Volume (size)

50TB

Velocity
(e.g. real time)

Front end web U
real time interad
end data loading
ing must keep
exponential g1
sequence data d
rapid drop in c
quencing techno

I must be
tive. Back
| process-
up with
owth of
ue to the
bst of se-

ogy.
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Variety
(multiple datasets,
mashup)

Biological data is
inherently heterogeneous,
complex, structural, and
hierarchical. One begins
with sequences, followed
by features on sequences,
such as genes, motifs,
regulatory regions,
followed by organization
of genes in

neighborhoods (opererns),
to proteins andthegir
structural features, |to
coordinatipn anpd
expression \of genes |in
pathways."Besides cdre
genomic.data, new typeq of
“Omics” data such |as
tfamscriptomic|s,
methylomics, anpd
proteomics describing
gene expression under a
variety of conditions muyst
be incorporated into the
comparative analygis
system.

Vartiability (rate of
change)

The sizes of metagenomic
samples can vary by s¢v-
eral orders of magnituge,
such as several hundred
thousand genes to a billl(;ln
genes (e.g., latter in a co

plex soil sample).

Big

data science (collection, ctiration,
analysis, action)

Veracity (Robustness
Issues, semantics)

Metagenomic sampling
science is currently
preliminary and
exploratory. Procedures
for evaluating assembly] of
highly fragmented datafin
raw reads are betfler
defined, but still pn
open research area.
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Visualization

Interactive speed of web Ul
on very large data sets is
an ongoing challenge. Web
UI’s still seem to be the pre-
ferred interface for most
biologists. Itis use for basic
querying and browsing of
data. More specialized tools
may be launched from them,
e.g. for viewing multiple

alignments. ~Apility to
download &@ amounts
of data fqu/ ling analysis

rement of

is anotﬁb« requi

the §y§ em.

Data quality (syntax)

W — :
roving quality of
tagenomic| assem-

ly is still a fun
challenge. Impr

quality of reference isolate

genomes, bothint

coverage in the phylogenetic
tree, improved ggne calling

and functional an

amore mature process, but

an ongoing proje

damental
bving the

brms of the

hotation is

ct.

\\\\ Data types

Cf. above on “Varfiety”

Data analytics

Descriptive statistics,

statistical signi
hypothesis

discoverin
relationship

clustering and
classification is q standard
part of the analytics. The
less quantitatfive part
includes the aility to

visualize structu
at different 1
resolution. Data
removing redu
through cluster
abstract repres

such as repregenting a

icance in
festing,
b new

5, data

ral details
evels of
reduction,
ndancies
ng, more
entations

group of highly similar
genomes in a pangenome
are all strategies for both
data management as well

as analytics.
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Big data specific challenges (Gaps)

The biggest friend for dealing with the heterogeneity
of biological data is still the RDBMS. Unfortunately, it
does not scale for the current volume of data. NoSQL
solutions aim at providing an alternative. Unfortunately,
NoSQL solutions do not always lend themselves to real
time interactive use, rapid and parallel bulk loading, and
sometimes have issues regarding robustness. Our current
approach is currently ad hoc, custom, relying mainly on
the Linux cluster and the file system to supplement the
Oracle RDBMS. The custom solution oftentimes rely in

knowledge of the peculiarities of the data allowing|us
to devise horizontal partitioning schemes as well|as
inversion of data organization when applicable:

Big d

ata specific challenges in mobility

No special challenges. Just world wide web access.

Security and privacy
technical considerations

No special challenges. Data is either public or requires
standard login with password.

Highlight issues for generalizing this Use

case (e.g. for ref. architecture)

A replacement for the RDBMS in big data would be] of
benefit to everyone. Many NoSQL solutions attempt| to
fill this role, but have their{imitations.

More information (URLSs)

http://img.jgi.doe.gov

A.4.6 Us

e case 21: Individualized Diabetes Management

Use case title

Individualized Diabetes Management

Vertical (area)

Healthcare

Author/company/email

Peter.Li,'Ying Ding, Philip Yu, Geoffrey Fox, David Wjild
at Mayo Clinic, Indiana University, UIC; dingying@
itdiana.edu

Actoa

's/stakeholders and their roles and
responsibilities

Mayo Clinic + IU/semantic integration of EHR data
UIC/semantic graph mining of EHR data

IU cloud and parallel computing

Goals

Develop advanced graph-based data mining techniques
applied to EHR to search for these cohorts and extract
their EHR data for outcome evaluation. These methqds
will push the boundaries of scalability and data mining
technologies and advance knowledge and practice{in
these areas as well as clinical management of complex
diseases.
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Use case description

Diabetes is a growing illness in world population,
affecting both developing and developed countries.
Current management strategies do not adequately
take into account of individual patient profiles, such as
co-morbidities and medications, which are common in
patients with chronic illnesses. We propose to approach
this shortcoming by identifying similar patients from
a large Electronic Health Record (EHR) database, i.e.
an individualized cohort, and evaluate their respective
management outcomes to formulate one best solution

suited for a given patient with diabetes.
Project under development as below

Stage 1: Use the Semantic Linking for-Propefty Values
method to convert an existing data‘warehousge at Mayo
Clinic, called the Enterprise Data Trust (EDT}), into RDF
triples that enables us to find similar patients rhuch more
efficiently through linking'of both vocabulary-based
and continuous values;

Stage 2: Needs efficient parallel retrieval algorithms,
suitable for cloud'er HPC, using open source Hbase with
both indexed and custom search to identify patients of
possible interest.

Stage’3:*The EHR, as an RDF graph, provides a very
richlenvironment for graph pattern mining. Needs new
distributed graph mining algorithms to pegform pat-
tern analysis and graph indexing technique fpr pattern
searching on RDF triple graphs.

Stage 4: Given the size and complexity of graphs, min-
ing subgraph patterns could generate numejrous false
positives and miss numerous false negativles. Needs
robust statistical analysis tools to manage|false dis-
covery rate and determine true subgraph significance
and validate these through several clinical yse cases.

Current solutions

Compute(System) |supercomputers;|cloud

Storage |HDFS

Networking|Varies. Significant 1/0
intensive prqcessing
needed

Software(Mayo internpl data
warehouse | called
Enterprise Dafa Trust

LoINT

kLAU I J
Big data Data source |distributed EHR data
characteristics (distributed/
centralized)

Volume (size)|The Mayo Clinic EHR
dataset is a very large
dataset containing over
5 million patients with thou-
sands of properties each and
many more that are derived
from primary values.
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Velocity
(e.g. real time)

not real time but updated
periodically

Variety
(multiple datasets,
mashup)

Structured data, a patient
has controlled vocabu-
lary (CV) property values
(demographics, diagnostic
codes, medications,
procedures, etc.) and
continuous property values
(lab tests, medication

amounts, vitals, etc.)9The
number of propertyvalues
could range from lgss
than 100 (new, patient)|to
more thany100,000 (long
term pafient) with typi-
cal patients composed|of
100EV values and 1000
continuous values. Mgst
values are time based, |.e.
a timestamp is recorded
with the value at the time
of observation.

Variabijlity (rate of
change)

Data will be updated |or
added during eafh
patient visit.

Big data science (collection, curation,
analysis, action)

V@fy (Robustness
o ssues, semantics)
&

N

Data are annotated baged
on domain ontologies or tax-
onomies. Semantics of dta
can vary from labs to labs.

Visualization

no visualization

Data quality (syntax)

Provenance is importan{ to
trace the origins of the data
and data quality

Data types

text, and Continuofus
Numerical values

Data analytics

Integrating data into
semantic graph, using
graph traverse to repldce
SQL join. Developing
semantic graph mining
algorithms to identify
graph patterns, indlex

graph, and search graph.
Indexed Hbase. Custom
code to develop new
patient properties from
stored data.

Big data specific challenges (Gaps)

For individualized cohort, we will effectively be building
a datamart for each patient since the critical properties
and indices will be specific to each patient. Due to the
number of patients, this becomes an impractical approach.
Fundamentally, the paradigm changes from relational

row-column lookup to semantic graph traversal.
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Big data specific challenges in mobility

Physicians and patient may need access to this data on

mobile platforms

Security and privacy
technical considerations

Health records or clinical research databases must be

kept secure/private.

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Data integration: continuous values, ontological

annotation, taxonomy

Graph Search: indexing and searching graph

Validation: Statistical validation

More information (UKLSs)

4.7 Use case 22: Statistical Relational Al for Health Care

Use case title

Statistical Relational Al for Health Care

Vertical (area)

Healthcare

Author/company/email

Sriraam Natarajan/IndianalUniversity /nata
indiana.edu

rasr@

Actors/stakeholders and their roles and
responsibilities

Researchers in Infotmatics, medicine and pra
in medicine.

ctitioners

Goals

The goal of theprojectis to analyze large, mu
longitudinaldata. Analyzing different data
as imaging, EHR, genetic and natural lang
requit€s arich representation. This approac
therelational probabilistic models that have the
of handling rich relational data and modeling u
using probability theory. The software lear
from multiple data types and can possibly int
information and reason about complex quer

Iti-modal,
ypes such
hage data
h employs
capability
ncertainty
s models
egrate the
ies.

Use case description

Users can provide a set of descriptions - say fo
MRI images and demographic data about a
subject. They can then query for the

Iinstance,
barticular
set of a

0
particular disease (say Alzheimer’s) and tfe system

will then provide a probability distributio
possible occurrence of this disease.

over the

Current
solutions

Compute(System)
computer (48

A high perfqd

rmance
iB RAM)

is needed to rur] the code
for a few hundred patients.
Clusters for larg¢ datasets

Storage

A200GBto1TB

hard drive
typically storeg the test
data The relevant data is

retrieved to main memo-
ry to run the algorithms.
Backend data in database
or NoSQL stores

Networking

Intranet.

Software

Mainly Java based, in house
tools are used to process
the data.
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Big data Data source |All the data about the users
characteristics (distributed/|reside in a single disk file.
centralized) | Sometimes, resources such
as published text need to be
pulled from internet.

Volume (size)|Variable due to the different
amount of data collected.
Typically can be in 100s of
GBs for a single cohort of a
few hundred people. When
dealing with millions 6fpa-
tients, this can be.in the
order of 1 petabyte:

Velocity|Varied. Inseme cases,
(e.g. real time) |[EHRs are.constantly being
updated. In othfer
controlled studies, the data
oftefi comes in batches|in
regular intervals.

Variety/This is the key propeity

(multiple dataSets, |in medical data sets. That
mashup) |data is typically in multi-

ple tables and need to [be
merged in order to perfofm
the analysis.

Variability (rate of| The arrival of data is yn-
change) |predictable in many cages
as they arrive in real time.

Big data science (collection, curation, \3\Veracity (Robustness|Challenging due ([to
analysis, action) Issues, semantics) |different modalities |of
the data, human errors|in
data collectign
and validation.

I

Visualization |The visualization of the
entire input data is near-
ly impossible. But typidal-
ly, partially visualizable.
The models built can [be
visualized under some
reasonable

assumptions.
Data quality (syntax)
Datatunac! FHDPCc 1 ging gonaticedh
Batatypes+HRs HHaa g gepeteddata
that are stored in multiple
databases.

Data analytics
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Big data specific challenges (Gaps)

Data is in abundance in many cases of medicine. The
key issue is that there can possibly be too much data
(as images, genetic sequences etc.) that can make the
analysis complicated. The real challenge lies in align-
ing the data and merging from multiple sources in a
form that can be made useful for a combined analysis.
The other issue is that sometimes, large amount of
data is available about a single subject but the num-
ber of subjects themselves is not very high (i.e., data
imbalance). This can result in learning algorithms

picking up random correlations between th
data types as important features in analys
robust learning methods that can faithfully
data are of paramount importance.JAnother
data imbalance is the occurrence\of positive
(i.e., cases). The incidence of ¢ertain diseas
rare making the ratio of ¢ases to controls
skewed making it possible for the learning a
to model noise instead of examples.

e multiple
is. Hence,
model the
aspect of
examples
bs may be
extremely
[gorithms

Big data specific challenges in mobility

Security and privacy
technical considerations

Secure handling and processing of data is
importancednmedical domains.

of crucial

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Models learned from one set of populations
easilygeneralized across other populations w
charagteristics. This requires that the learn
can be generalized and refined according to t
in‘the population characteristics.

cannot be
th diverse
bd models
he change

More information (URLs)

A4

.8 Use case 23: World Population Scale Epidemiology

Use case title

World Population Scale Epidemiological Stud

ly

Vertical (area)

Epidemiology, Simulation Social Science, Com
Social Science

butational

Author/company/email

Madhav Marathe Stephen Eubank or Chris
Virginia Bioinformatics Institute, Virgi
mmarathe@vbi.vt.edu, seubank@vbi.y
cbarrett@vbi.vt.edu

Barrett/
nia Tech,
t.edu or

Actors/stakeholders and their roles and
responsibilities

Government and non-profit institutions in
health, public policy, and disaster mitigati
Scientist who wants to study the interplay
behavior and contagion.

volved in
bn. Social
between

Godls

(@ Build asynthetic globat population. (b) RUns

over the global population to reason about outbreaks

and various intervention strategies.

mulations

Use case description

Prediction and control of pandemic similar to the 2009

H1N1 influenza.

Current
solutions

Compute(System)

period.

Distributed (MPI) based
simulation system written
in Charm++. Parallelism
is achieved by exploiting
the disease residence time
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Storage

Network file system.
Exploring database
driven techniques.

Networking

Infiniband. High bandwidth
3D Torus.

Software

Charm++, MPI

Big data
characteristics

Data source
(distributed/
centralized)

Generated from synthet-
ic population generator.
Currently centralized.

However, could be made
distributed as part|of
post-processing.

Volume (size)

100 TB

Velocity
(e.g. real time)

Interactions. with experts
and visualization routires
generate large amount| of
realtime data. Data feg¢d-
ing'into the simulation is
small but data generated|by
simulation is massive.

Variety
(multiple datasets,
mashup)

Variety depends upon the
complexity of the model oyer
which the simulation is belng
performed. Can be vdry
complex if other aspects
of the world population
such as type of activity,
geographical, socio-
economic, cultunal
variations are takfen
into account.

Variability (rate of
change)

Depends wupon the
evolution of the model
and correspondihg
changes in the code. This
is complex and time
intensive. Hence low
rate of change.

Big

data sciénee (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

Robustness of the simu-
lation is dependent upjon
the quality of the model.
However, robustness of the

corabutationitcalf altbhar gh

CoOTTp Ut tIor reo T arertot

non-trivial, is tractable.

Visualization

Would require very large
amount of movement of data
to enable visualization.

Data quality (syntax)

Consistent due to generation
from a model

Data types

Primarily network data.

Data analytics

Summary of various runs
and replicates of a simulation
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Big data specific challenges (Gaps)

Computation of the simulation is both compute intensive
and data intensive. Moreover, due to unstructured and
irregular nature of graph processing the problem is not
easily decomposable. Therefore it is also bandwidth
intensive. Hence, a supercomputer is applicable than

cloud type clusters.

Big data specific challenges in mobility

None

Security and privacy
technical considerations

Several issues at the synthetic population-modeling

phase (see social contagion model).

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

In general contagion diffusion of vario
information, diseases, social unrest can.be
and computed. All of them are agent-based 1
utilize the underlying interaction nétwork to
evolution of the desired phenoména.

1s kinds:
modeled
hodel that
study the

More information (URLSs)

A4

.9 Use case 24: Social Contagion Modeling

Use case title

Social Contagion Medeling

Vertical (area)

Social behavior(including national security, pul
viral marketing, city planning, disaster prep

blic health,
aredness)

Author/company/email

Madhay~ Marathe or Chris Ku
Virginia Bioinformatics Institute, Virgi
Techy/mmarathe@vbi.vt.edu or ckuhlman@y

hlman/
nia Tech
bi.vt.edu

Actors/stakeholders and their roles and
responsibilities

Goals

Provide a computing infrastructure that mo
contagion processes.

The infrastructure enables different types of human-to-

human interactions (e.g., face-to-face versg
media; mother-daughter relationships versu
coworker relationships) to be simulated. It tak
human-to-human interactions into account
interactions among people, servic
transportation), and infrastructure (e.g.,
electric power).

lels social

us online
s mother-
bs not only
, but also
es (e.g.,
internet,

Use case description

Social unrest. People take to the streetd
unhappiness with government leadership.

citizens that both support and oppose goy
Quantify the degrees to which normal bus
activities are disrupted owing to fear and ange

to voice
Chere are
ernment.
iness and
. Quantify

N slaslas £ £.1 ot
T POSSTOTITCY OT PpTattTuT OCTITOITS T atIoTTS;,™v

olent pro-

tests. Quantify the potential for government responses
ranging from appeasement, to allowing protests, to
issuing threats against protestors, to actions to thwart
protests. To address these issues, must have fine-reso-
lution models and datasets.

Current solutions

Compute(System) |Distributed processing
software running on
commodity clusters and
newer architectures and

systems (e.g., clouds).
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Storage

File servers (including
archives), databases.

Networking

Ethernet, Infiniband, and
similar.

Software

Specialized simulators,
open source software, and
proprietary modeling
environments. Databases.

Big data Data source Many data sources:
characteristics (distributed/[populations, wolrk
centralized) |locations, travel patterns,

utilities (e.g., power grid)
and other man-magde
infrastructures, online
(social) media.

Volume (size)

Easily0s of TB per yea of
new_data.

Velocity
(e.g. real time)

DPuring social unrest everjts,
htiman interactions and mo-
bility key to understanding
system dynamics. Rapid
changes in data; e.g., who
follows whom in Twitter.

Variety
(mudtiple datasets,
mashup)

Variety of data seen|in
wide range of data sources.
Temporal data. Ddta
fusion.

Data fusion a big isstie.
How to combine data from
different sources and how
to deal with missing |or
incomplete data? Multiple
simultaneous contagin
processes.

Variability (rate of
change)

Because of stochastic natyire
of events, multiple instanges
of models and inputs must{be
run to ranges in outcomgs.

Big

data science (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

Failover of soft real-tijne
analyses.

Visualization

Large datasets; ti:Jne
evolution: multigle

contagion processes over
multiple network
representations. Levels
of detail (e.g., individual,
neighborhood, city, state,
country-level).

Data quality (syntax)

Checks for ensuring data
consistency, corruption.
Preprocessing of raw data
for use in models.
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Data types|Wide-ranging data, from
human characteristics to
utilities and transportation
systems, and interactions

among them.

Models of behavior of
humans and hard
infrastructures, and their
interactions. Visualization

Data analytics

of results

Big data specific challenges (Gaps)

How to take into account heterogeneous featun
of millions or billions of individuals, mddels
variations across countries thatare assighted to
agents? How to validate these large modéls? Diffg
of models (e.g., multiple contagions): disease,
behaviors. Modeling of diffefent urban infra
systems in which humans act. With multiple
required to assess stochasficity, large amount
data are produced; storage requirements.

res of 100s
f cultural
individual
renttypes
emotions,
structure
replicates
5 of output

Big data specific challenges in mobility

How and whereo perform these comp
Combinations(of'cloud computing and clus
to realize mest efficient computations; mo;y
compute resources?

ltations?
ters. How
e data to

Security and privacy
technical considerations

Two dimensions. First, privacy and anonymity
indiyiduals used in modeling (e.g., Twitter and
users). Second, securing data and computing
for computation.

issues for
Facebook
platforms

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Fusion of different data types. Different datd
be combined depending on the particular
How to quickly develop, verify, and validate
els for new applications. What is appropria
granularity to capture phenomena of intej
generating results sufficiently quickly; i.6

achieve a scalable solution. Data visualizatiopn

and extraction at different levels of granulan

sets must
problem.
new mod-
te level of
est while
2., how to

ity.

More information (URLSs)

A4

.10 Use case.25: LifeWatch Biodiversity

Use case title

LifeWatch - E-Science European Infrastructu
diversity and Ecosystem Research

e for Bio-

Vertical (area)

Scientific Research: Life Science

Author/company/email

Wouter Los, Yuri Demchenko (y.demchenko@uva.nl),
University of Amsterdam

Actors/stakeholders and their roles and
responsibilities

End-users (biologists, ecologists, field researchers)

Data analysts, data archive managers, e-Science
Infrastructure managers, EU states national
representatives

Goals

Research and monitor different ecosystems, biological
species, their dynamics and migration.
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Use case description

LifeWatch project and initiative intends to provide

integrated access to a va
modeling tools as served

initiatives. Another service is offered with data and tools
in selected workflows for specific scientific

communities. In addition

portunities to construct personalized ‘virtual labs', also
allowing to enter new data and analytical tools.

New data will be shared with the data facilities cooper-

riety of data, analytical and
by a variety of collaborating

, LifeWatch will provide op-

TITT

Particular case studies: Monitoring alien species/mopni-
toring migrating birds, wetlands

LifeWatch operates Global Biodiversity Information facility

and Biodiversity Catalogu
Web Services Catalogue

e that is Biodiversity Scierjce

Current
solutions

Compute(System)

Field facilities TBD

Data.center: General Grid
and cloud based resourges
provided by national e-Sci-
ence centers

Storage |Distributed, historical ajnd

trends data archiving

Networking | May require special dedicated

or overlay sensor networl.

Software

Web Services based, Grid
based services, relational
databases

Big data
characteristics

Data source
(distributed/
centralized)

Ecological information from
numerous observation and
monitoring facilities and s¢n-
sor network, satellite imaggs/
information, climate apnd
weather, all recordged
information.

Information from field re-
searchers

Volume (size)

Involves many existing data
sets/sources

Collected amount of data TBD

Velocity|Data analyzed incremdn-

(e.g. real time)

tally, processes dynamics
corresponds to dynamics of
biological and ecological
processes.

However may require
real-time processing and
analysis in case of the
natural or industrial
disaster.

May require data streaming
processing.
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Variety

(multiple datasets,

mashup)

Variety and number of in-
volved databases and observa-
tion data is currently limited
by available tools; in principle,
unlimited with the growing
ability to process data for
identifying ecological
changes, factors/reasons,
species evolution and
trends.

See below in additional in-
formation.

Variability (rate of

change)

Structureofthe datasets and
modelsinay change depending
on the/data procesfing stage
ardytasks

Big data science (collection, curation,
analysis, action)

Veracity (RobustnesQ

Issues, semanti

O
¥

S
N\
6\

L[nvnormal monitofing mode
are data are stafistically
processed to |achieve
robustness.

Some biodiversityl research
is critical to datd veracity
(reliability/
trustworthiness).
In case of natyral and

technogenic disadters data
veracity is critical

Visualization

Requires advanced and rich
visualization, high defini-
tion visualization|facilities,
visualization data

— 4D visualizatid

—  Visualizing
of parameter cl
(computational) m

— Comparin
outcomes with
observations
dimensional)

n

r effects

hange in
odels
g model

actual
(multi

Data quality (syntax)

Depends on and ¢
initial observation

nsued by
data.

Quality of analytical data
depends on used mode and
algorithms thatare constantly
improved.

Repeating data analyt-
ics should be possible to
re-evaluate initial
observation data.

Actionable data are human
aided.
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Data types|Multi-type

Relational data, key-value,
complex semantically rich data

Data analytics|Parallel data streams and
streaming analytics

Big data specific challenges (Gaps) | Variety, multi-type data: SQL and no-SQL, distributed
multi-source data.

Visualization, distributed sensor networks.

Data storage and archiving, data exchange~apnd
integration; data linkage: from the initial observation
data to processed data and reported/visualized data

— Historical unique data

— Curated (authorized) reference data (i-€.'species nanpes
lists), algorithms, software code, werkflows

— Processed (secondary) data sérving as input for other
researchers

— Provenance (and persistent identification [PID])
control of data, algorithims, and workflows

Big dqta specific challenges in mobility | Require supporting mobile sensors (e.g. birds migratign)
and mobile researchers (both for information feed and
catalogue search)

— Instrunmfented field vehicles, Ships, Planegs,
Submarines, floating buoys, sensor tagging pn
organisms

—xPhotos, video, sound recording

Security and privacy{Data integrity, referral integrity of the datasets.

technical consideratiogy Federated identity management for mobile researcheérs

and mobile sensors

Confidentiality, access control and accounting for
information on protected species, ecologig¢al
information, space images, climate information.

Highlight issues for generalizing this Use|— Support of distributed sensor network

case (e.g. forref. architecture)| Multi-type data combination and linkage; potentidlly

unlimited data variety

— Datalife cycle management: data provenance, referfal
integrity and identification

— Access and integration of multiple distributed databases

More information (URLSs) |http://www.lifewatch.eu/web/guest/home

https://www.biodiversitycatalogue.org/
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NOTE
Variety of data used in Biodiversity research

Genetic (genomic) diversity

DNA sequences and barcodes

Metabolomics functions

Species information

species names

occurrence data (in time and place)
species traits and life history data
host-parasite relations

collection specimen data
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Ecological information

— biomass, trunk/root diameter and other physical characteristics
— population density etc.

— habitat structures

— C/N/P etc. molecular cycles

Ecosystem data

— species composition and community dynamics

— remofe and earth observation data
— (O3 fluxes

— Soil characteristics

— Algal plooming

— Marine temperature, salinity, pH, currents, etc.
Ecosysterh services

— productivity (i.e.., biomass production/time)
— fresh water dynamics

— erosign

— climate buffering

— genet]c pools

Data condepts

— conceptual framework of each data
— ontolagies

— provehance data

Algorithn}s and workflows

— softwhpre code and provenance

— tested workflows
Multiple sources of data and information

— Specimen collection data

— Obserjvations (hunian interpretations)

— Sensofrs and sensor networks (terrestrial, marine, soil organisms), bird etc. tagging
— Aerial and-satellite observation spectra

— Field T Laboratory experimentation

— Radar and LiDAR

— Fisheries and agricultural data

— Deceases and epidemics
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A.5 Deep Learning and Social media

A.5.1 Use case 26: Large-scale Deep Learning

:2018(E)

Use case title

Large-scale Deep Learning

Vertical (area)

Machine Learning/Al

Author/company/
email

Adam Coates / Stanford University / acoates@cs.stanford.edu

Actors/stakeholders

Machine learning researchers and practitioners faced with large quantities of

hnd their roles and
responsibilities

data and complex prediction tasks. Supports state-of-the-art devel
computer vision as in automatic car driving, speech recognition;ap
language processing in both academic and industry systems.

bpment in
d natural

Goals

Increase the size of datasets and models that can be tackled’with d

ing algorithms. Large models (e.g., neural networks with more netirons and

connections) combined with large datasets are/increasingly
performers in benchmark tasks for vision, speech, ‘and NLP.

bep learn-

' the top

Use case description

Aresearch scientist or machine learning practitiéner wants to traina d
network from a large (>>1TB) corpus of data (typically imagery, vid
or text). Such training procedures often fequire customization of {
network architecture, learning criteria, and dataset pre-procq
addition to the computational expens€demanded by the learning algon
need for rapid prototyping and ease of development is extremely hig]

bep neural
eo, audio,
he neural
essing. In
ithms, the
h.

Current solutions

Compute(System) | GPU«luster with high-speed interconn

Infiniband, 40gE)

bcts (e.g.,

Storage100 TB Lustre filesystem

Infiniband within HPC cluster; 1G ethernet
infrastructure (e.g., Web, Lustre).

Networking

to outside

In-house GPU kernels and MPI-based comn
developed by Stanford CS. C++/Python sou

Software

unication
rce.

Big data
characteristics

Data source
{distributed/
centralized)

Centralized filesystem with a single larg
dataset. Dataset may be updated with ney
examples as they become available.

b training
v training

Volume (size) |Current datasets typically 1 to 10 TB. Wit
es in computation that enable much largeg
datasets of 100 TB or more may be nec
order to exploit the representational poy
larger models. Training a self-driving car ¢

100 million images.

h increas-
r models,
essary in
ver of the
ould take

Velocity
(e.g. real time)

Much faster than real-time processing is
Current computer vision applications iny
cessing hundreds of image frames per secor

required.
olve pro-
din order

(6 megapixels or more) images per second.

to ensure reasonable training times. For demanding
applications (e.g., autonomous driving) we envision
the need to process many thousand high-resolution

Variety
(multiple datasets,
mashup)

of data. Current research involves neural

for text, or learning to read lips from combi
video and audio).

Individual applications may involve a wide variety

that actively learn from heterogeneous tasks (e.g.,
learning to perform tagging, chunking and parsing

networks

nations of
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Variability (rate of|Low variability. Most data is streamed in at a consistent

change) |pace from a shared source. Due to high computational
requirements, server loads can introduce burstiness
into data transfers.

Big data science| Veracity (Robustness|Datasets for ML applications are often hand-labeled

(collection, curation, Issues, semantics) |and verified. Extremely large datasets involve crowd-
analysis, sourced labeling and invite ambiguous situations where
action) a label is not clear. Automated labeling systems still

require human sanity-checks. Clever techniques for
large dataset construction is an active area of research.

Visualization|Visualization of learned networks is an open of

research, though partly as a debugging technique. Somne
visual applications involve visualization ﬁdictic ns
on test imagery.

Data quality (syntax) |Some collected data (e.g., compress \Wideo or audio)
may involve unknown formats; €0 ecs, or may [be
corrupted. Automatic filterin@if@figinal source data
removes these. A

Data types |Images, video, audio, tex%(ﬁbractice: almost anything.)

Data analytics |Small degree of bat %t\étistical pre-processing; [all
other data analysis-is performed by the learning
algorithm itself;,

Big data specific|Processing requirements for even modest'quantities of data are extreme. Though
chall¢nges (Gaps) [the trained representations can maké use of many terabytes of data, the primary
challenge is in processing all of the data during training. Current state-of-the-
art deep learning systems are-gapable of using neural networks with mqre
than 10 billion free parameters (akin to synapses in the brain), and necessitate
trillions of floating point;operations per training example. Distributing the¢se
computations over highsperformance infrastructure is a major challenge for
which we currently use a largely custom software system.

Big data specific|After training of large neural networks is completed, the learned network njay
challenges in |be copied to other devices with dramatically lower computational capabilitjes
mobility for use in making predictions in real time. (E.g., in autonomous driving, the
training procedure is performed using a HPC cluster with 64 GPUs. The resplt
of trainihg, however, is a neural network that encodes the necessary knowledge
for niaking decisions about steering and obstacle avoidance. This network dan
be cepied to embedded hardware in vehicles or sensors.)

110 © ISO/IEC 2018 - All rights reserved


https://iecnorm.com/api/?name=aa23d711ecb369879909948a8de6c518

ISO/IEC TR 20547-2:

2018(E)

Security and privacy|None.
technical
considerations

Highlight issues for|Deep Learning shares many characteristics with the broader field o

Use case (e.g. for ref.|mostly dense linear algebra operations, and extremely high producti

turn-around time of experiments and accelerating development is cr,

f machine

generalizing this|learning. The paramount requirements are high computational throughput for

vity. Most

architecture) |deep learning systems require a substantial degree of tuning on the target
application for best performance and thus necessitate a large number of
experiments with designer intervention in between. As a result, minimizing the

ucial.

These two requirements (high throughput and high productivity) are d¢
in contention. HPC systems are available to accelerate experiments, b
HPC software infrastructure is difficult to use which lengthens déveloj

applications infeasible.

The major components needed for these applications{which are cuj

HPC systems. While libraries for single-machine or single-GPU coy
are available (e.g., BLAS, CuBLAS, MAGMA).etc.), distributed comp
dense BLAS-like or LAPACK-like operations:on GPUs remains poorly d
Existing solutions (e.g., ScaLapack for.CPUs) are not well-integrated w
level languages and require low-levelprogramming which lengthens e}
and development time.

debugging time and, in many cases, makes otherwise computationally

hmatically
it current
bment and
tractable

rently in-

house custom software) involve dense linear algebra on distributed-memory

nputation
utation of
eveloped.
ith higher
kperiment

More information|Recent popular press coverage©f deep learning technology:

(URLs) httD [/ www. nvtlmes com/2012/11/24/sc1ence/sc1entlsts sed

-advanc-

com/2012/06/26/technology/in-a-big- network-of—comnuters evider

b.nytimes.
ce-of-ma-

chine-learning.htm

k-of-com-

http://www.nytilmes.com/2012/06/26/technology/in-a-big-networ
puters-eviden€e-of-machine-learning.htmlhttp://www.wired.com/

wiredent-

erprise/2013/06/andrew_ng/

http: //fWwww.wired.com/wiredenterprise/2013/06/andrew_ng/

A recent research paper on HPC for Deep Learning: http://www

stanford.

edu/~acoates/papers/CoatesHuvalWangWuNgCatanzaro_icml2013,

df

Widely-used tutorials and references for Deep Learning:
http://ufldl.stanford.edu/wiki/index.php/Main_Page

http://deeplearning.net/

A.3.2. \Use case 27: Large Scale Consumer Photos Organization

consumer photos

Use case title|Organizing large-scale, unstructured collections of

Vertical (area)|(Scientific Research: Artificial Intelligence)

Author/company/email | David Crandall, Indiana University, djcran@indiana.edu

Actors/stakeholders and their roles and|Computer vision researchers (to push forward state

responsibilities|of art), media and social network companies (to help
organize large-scale photo collections), consumers
(browsing both personal and public photo collections),
researchers and others interested in producing cheap
3D models (archaeologists, architects, urban planners,
interior designers...)
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http://www.nytimes.com/2012/06/26/technology/in-a-big-network-of-computers-evidence-of-machine-learning.html
http://www.nytimes.com/2012/06/26/technology/in-a-big-network-of-computers-evidence-of-machine-learning.html
http://www.nytimes.com/2012/06/26/technology/in-a-big-network-of-computers-evidence-of-machine-learning.html
http://www.wired.com/wiredenterprise/2013/06/andrew_ng/
http://www.wired.com/wiredenterprise/2013/06/andrew_ng/
http://www.wired.com/wiredenterprise/2013/06/andrew_ng/
http://www.stanford.edu/~acoates/papers/CoatesHuvalWangWuNgCatanzaro_icml2013.pdf
http://www.stanford.edu/~acoates/papers/CoatesHuvalWangWuNgCatanzaro_icml2013.pdf
http://ufldl.stanford.edu/wiki/index.php/Main_Page
http://deeplearning.net/
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Goals

Produce 3D reconstructions of scenes using collections
of millions to billions of consumer images, where neither
the scene structure nor the camera positions are known
a priori. Use resulting 3D models to allow efficient and
effective browsing of large-scale photo collections by
geographic position. Geolocate new images by matching
to 3D models. Perform object recognition on each image.

Use case description

3D reconstruction is typically posed as arobust non-linear
least squares optimization problem in which observed
(noisy) correspondences hetween images are constraints

and unknowns are 6-d camera pose of each imagé-and
3D position of each point in the scene. Sparsity andlafge
degree of noise in constraints typically makes najve
techniques fall into local minima that are net close|to
actual scene structure. Typical specific steps are: [1)
extracting features from images, (2):matching images
to find pairs with common scenefstructures, (3) egti-
mating an initial solution that isclese to scene structyre
and/or camera parameters, (4} optimizing non-lingar
objective function directly. Of these, (1)]|is
embarrassingly parallek(2) is an all-pairs matching
problem, usually with' heuristics to reject unlikg¢ly
matches early on. We' solve (3) using discrete optimi-
zation using probabilistic inference on a graph (MarKov
Random Field}followed by robust Levenberg-Marquardt
in continuous’space. Others solve (3) by solving (4) fdr a
small number of images and then incrementally adding
new images, using output of last round as initialization
for mext round. (4) is typically solved with Bundle Ad-
justment, which is a non-linear least squares solver that
is optimized for the particular constraint structure that
occurs in 3D reconstruction problems. Image recognitjon
problems are typically embarrassingly parallel, althoygh
learning object models involves learning a classifjer
(e.g. a Support Vector Machine), a process that is offen
hard to parallelize.

Current solutions

Compute(System) |Hadoop cluster (about (60
nodes, 480 core)

wn

Storage |Hadoop DFS and flat filg

Networking|Simple Unix

Software |Hadoop Map-reduce, simple
hand-written multithreaded
tools (ssh and sockets for

. e By
CUTTTTITUTITC atTUTTy)

Big data
characteristics

Data source |[Publicly-available photo
(distributed/|collections, e.g. on Flickr,
centralized) |Panoramio, etc.

Volume (size) 500+ billion photos on
Facebook, 5+ billion
photos on Flickr.

Velocity| 100+ million new photos
(e.g. real time) |added to Facebook per day.
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Variety
(multiple datasets,
mashup)

Images and metadata
including EXIF tags
(focal distance,
camera type, etc.),

Variability (rate of
change)

Rate of photos varies
significantly, e.g. roughly
10x photos to Facebook on
New Years versus other
days. Geographic distribu-

tion of photos fol
tailed distribi
1000 landmarks
only about|100 s
accounting for oy
photos on Flickr,

ows long-
ion, with

(totaling
juare km)
er 20 % of

Big data science (collection, curation,
analysis,
action)

Veracity (Robustness

<
<&

Issues, semantia):

ortant to

}ccurate as possible,

subject to limit
computer
technology.

make as

ations of
vision

Vi \e?lvi/zation
\%@
S
&
xS

Visualize large
reconstructio
navigate lar
collections of in{
have been aligne

tscale 3D
ns, and
be-scale
ages that
d to maps.

“Data quality (syntax)
»

Features observed in images

are quite noisy d
imperfect feature
and to non-ided
ties of specific im
distortions,
noise, image
added by user, et

e both to
extraction
| proper-
ages (lens
sensor
effects

c.)

Data types

Images, metadat|

2

Data analytics

Big data specific challenges (Gaps)

Analytics needs continued monitoring and imp

rovement.

Big data spécific challenges in mobility

Many/most images are captured by mobil
eventual goal is to push reconstruction and or
to phone to allow real-time interaction with|

b devices;
panization
the user.

Security and privacy
technical considerations

Need to preserve privacy for users and dig
for media.

tal rights

Highlight issues for generalizing this Use

Components of this use case including

r feature

case (e.g. for ref. architecture)

denoising, etc.

extraction, feature matching, and large-scale
probabilistic inference appear in many or most
computer vision and image processing problems,
including recognition, stereo resolution, image

More information (URLSs)

http://vision.soic.indiana.edu/disco
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A.5.3 Use case 28: Truthy Twitter Data Analysis

Use case title

Truthy: Information diffusion research from Twitter Data

Vertical (area)

Scientific Research: Complex Networks and Systems
research

Author/company/email

Filippo Menczer, Indiana University, fil@indiana.edu;

Alessandro Flammini, Indiana University,
aflammin@indiana.edu;

Emilio Farvara Tndiqanma ITniuarcity forpapramindian o ﬂju-
o T errat oy rtrara oty STy, rer ror ot € )

[
Actoﬂs/stakeholders and their roles and

responsibilities

Research funded by NFS, DARPA, and McDonnel Foundatipn.

Goals

Understanding how communication Spreads pn
socio-technical networks. Detecting, potentially
harmful information spread at the early stage
(e.g., deceiving messages, orchestrated campaigns,
untrustworthy information, etc)

Use case description

(1) Acquisition and storage“of a large volume|of
continuous streaming’/ data from Twittler
(~100 million messages\per day, ~500 GB data/day
increasing over time);/2) near real-time analysis| of
such data, for anomadly detection, stream clusteripg,
signal classification and online-learning; (3) d4ta
retrieval, big/data visualization, data-interactive
Web interfaees, public API for data querying.

Current solutions

\§sr\npute(5ystem] Current: in-house clys-
S\ ter hosted by Indiapna
\\g\@ University. Critidal
\ requirement: large cluster
for data storage, manipula-
tion, querying and analysis.

Storage|Current: Raw data stored in
large compressed flat files,
since August 2010. Neled
to move towards Hadodp/
IndexedHBase and HDFS
distributed storage. Redid as
an in-memory database d4s a
buffer for real-time analy$is.

Networking| 10 GB/Infiniband requirgd.

Software |Hadoop, Hive, Redis for data
management.

Python/SciPy/NumPy/MPI
for data analysis.

Big data
characteristics

Data source Distributed - with
(distributed/ |replication/redundancy
centralized)

Volume (size)|~30 TB/year compressed
data

Velocity | Near real-time data storage,

(e.g. real time) |querying and analysis
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Variety
(multiple datasets,
mashup)

Data schema provided by
social media data source.
Currently using Twitter
only. We plan to expand
incorporating Google+,
Facebook

Variability (rate of
change)

Continuous real-time data
stream incoming from each
source.

Nas At 3 rd 11 i 43
Dig Udid SUITIILT (LUlITLLIvL], LUl dativlii,

analysis, action)

XL ad Rl 'y
VEIdUILY [INUUUSULIITSS

Issues, semantics)

required
e data
Service
corrupt
ty and

O00-00-0/ /o4
77,77 70 UPLIIIL

for real-

acquisi{.}@.
outages: might

datay sintegri

Visualization/
<L
QO

sig,r\b?f}tance.
ﬁt‘érmation d
ustering, and

network visuji
capabilities alred

iffusion,
dynamic
nlization
1dy exist.

Data qualitg&grfrntax)
N
S
S
<

>

Data structured
ardized formats, {
quality is extrer]
We generate ag
statistics; exj
features se
generating hig
derived data.

in stand-
he overall
nely high.
gregated
and the
t, etc.,
h-quality

Data types

Fully-structured
format) enriched
meta-data, geo-lod

lata (JSON
with users
ations, etc.

Data analytics

Stream cluster
are aggregated
to topics, meta;
additional featu
ad hoc online ¢
algorithms.
sification:
multi-dimensid
series to generatg
features,

geographical,
features, etc., W
information prdg

ing: data
hccording
data and
res, using
lustering

Clas-

using
nal time
b network
users,
content
e classify
duced on

the platform. 2

nomaly

detection: real-time
identification of
anomalous events (e.g.,
induced by exogenous
factors). Online learning:
applying machine learn-
ing/deep learning methods
to real-time information
diffusion patterns
analysis, users profiling,
etc.
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Big data specific challenges (Gaps)

Dealing with real-time analysis of large volume of data.
Providing a scalable infrastructure to allocate resources,
storage space, etc. on-demand if required by increasing
data volume over time.

Big data specific challenges in mobility

Implementing low-level data storage infrastructure
features to guarantee efficient, mobile access to data.

Security and privacy

technical considerations

Twitter publicly releases data collected by our platform.
Although, data-sources incorporate user meta-data (in
general, not sufficient to uniquely identify individuals)

41 £ 1 £ S 4 L. d
LIITTTIUTT SUIIIT PULIC y TUT Udld StUI CISU STLUTLILYy an
privacy protection must be implemented.

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Definition of high-level data schema to incorporate
multiple data-sources providing similarly structured
data.

More information (URLS)

http://truthy.indiana.edu/

http://cnets.indiana.edu/groups/nan/truthy

http://cnets.indiana.edu/groups/nan/despic

A.5.4 Uge case 29: Crowd Sourcing in the Humanities

Use case title

Crowd Sourcing dmithe Humanities as Source for Big
and Dynamic Data

Vertical (area)

Humanities; Social Sciences

Author/company/email

Sebastian Prude <Sebastian.Drude@mpi.nl>, Max Planck
Institute for Psycholinguistics

Actors/stakeholders and their roles and
responsibilities

Sciéntists (Sociologists, Psychologists, Linguists, Politic
Scientists, Historians, etc.), data managers and analyqts,
data archives

The general public as data providers and participants

Goals

Capture information (manually entered, recorded
multimedia, reaction times, pictures, sendor
information) from many individuals ahd
their devices.

Thus capture wide ranging individual, social, cultufal
and linguistic variation among several dimensigns
(space, social space, time).

Use case description

Many different possible use cases: get recordirlgs
of language usage (words, sentences, meaning
descriptions, etc.), answers to surveys, info on cultufal
facts, transcriptions of pictures and texts — correlate

these with other phenomena, detect new cultural
practices, behavior, values and believes, discover
individual variation

Current solutions

Compute(System) |Individual systems for
manual data collection
(mostly Websites)

Storage| Traditional servers

Networking|barely used other than for
data entry via web
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Software

XML technology,
traditional relational
databases for storing

pictures, no
multi-media yet.

t much

Big data
characteristics

Data source
(distributed/
centralized)

Distributed, individual
contributors via webpages
and mobile devices

Volume (size)

Depends dramatically, from

i) Al AL STl
ITUIIUITUS LU I

records.

Depending en d
from GBs (text,
expériment va
hundreds of terah
timedia)

ns of data

ata-type:

surveys,
1lues) to
ytes (mul-

Velogity
(e.g. realtime)

Depends very
project: doj

thousands of new data

records per day

Data has to be
incrementally.

much on
ens to

analyzed

Variety
(multiple datasets,
mashup)

so far mostly h
ous small data
pected large di
heterogeneous
which have to bg
as primary data

bmogene-
sets; ex-
stributed
datasets
archived

Variability (rate of
change)

Data structure ad content

of collections ar¢g
during data life ¢

Thereis no critica
of data produci
or runtime charg
variations.

changing
ycle.

| variation
hg speed,
Icteristics

Big data science (collection, curation,

analysis, action)

Veracity (Robustness
Issues, semantics)

Noisy data is
unreliable m
identification
selection of ap]j
data

possible,
etadata,
and pre-
bropriate

Visualization

for

importan!|

ttet Pt Ctatiuu, 10 SPECial
visualization techniques

Data quality (syntax)

validation is necessary;
quality of recordings, quality
of content, spam
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Data types|individual data records
(survey answers, reaction
times);

text (e.g., comments,
transcriptions,...);

multi-media (pictures,
audio, video)

Data analytics |pattern recognition of all
kind (e.g.. speech recogni-
tion, automatic A&V analysis,
cultural patterns),didentjfi-
cation of structures (lexifal
units, linguiitlﬁynles, efc.)

Big data specific challenges (Gaps) | Data management (metadata, provenance info, data
identification with PIDs)

Data curation

Digitizing existing audio-video, photo and documents
archives

Big ¢lata specific challenges in mobility | Include data from sensers'of mobile devices (position, etc.);

Data collection from-eéxpeditions and field research.

Security and privacy |Privacy issues may be involved (A/V from individuals),
technical considerations |anonymizatien.may be necessary but not always possiple
(A/V analysis, small speech communities)

Archive,and metadata integrity, long term preservation

Highlight issues for generalizing this Use|Many individual data entries from many individudls,
case (e.g. for ref. architecture) | constant flux of data entry, metadata assignment, etc.

Offline vs. online use, to be synchronized later wjth
central database.

Giving significant feedback to contributors.

More information (URLs) | —

NOTE Cgowd sourcing has been barely started to be used on a larger scale.
With the dvailability of mobile.devices, now there is a huge potential for collecting much data from many
individuals, also making use of sensors in mobile devices. This has not been explored on a large scale|so
far; existipg projects of crewd sourcing are usually of a limited scale and web-based.

A.5.5 Uge case 30: CINET Network Science Cyberinfrastructure

Use case title|CINET: Cyberinfrastructure for Network (Graph) Scierrce
and Analytics

Vertical (area) |Network Science

Author/company/email | Team lead by Virginia Tech and comprising of research-
ers from Indiana University, University at Albany, North
Carolina AT, Jackson State University, University at
Houston Downtown, Argonne National Laboratory

Point of Contact: Madhav Marathe or Keith Bisset,
Network Dynamics and Simulation Science Labora-
tory, Virginia Bio-informatics Institute Virginia Tech,
mmarathe@vbi.vt.edu / kbisset@vbi.vt.edu

Actors/stakeholders and their roles and |Researchers, practitioners, educators and students
responsibilities |interested in the study of networks.
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Goals

CINET cyberinfrastructure middleware to support
network science. This middleware will give research-
ers, practitioners, teachers and students access to a
computational and analytic environment for research,
education and training. The user interface provides lists
of available networks and network analysis modules
(implemented algorithms for network analysis). A user,
who can be a researcher in network science area, can
select one or more networks and analysis them with the
available network analysis tools and modules. A user

can also generate random networks following various
random graph models. Teachers and studenfs can use
CINET for classroom use to demonstratevarious graph
theoretic properties and behaviors of Various ajgorithms.
Auseris also able to add a network or network analysis
module to the system. This feature of CINET allows it
to grow easily and remain-ip-to-date with [the latest
algorithms.

The goal is to provide a*common web-based platform
for accessing various’ (i) network and graph analysis
tools such as SNAP, NetworkX, Galib, etc. (ii) feal-world
and synthetie hetworks, (iii) computing resgurces and
(iv) data mamagement systems to the endtuser in a
seamless@nanner.

Use case description

UsegSycan run one or more structural or|dynamic
analysis on a set of selected networks. Thie domain
specific language allows users to develop flexible
high level workflows to define more complex network
analysis.

Current solhitions

Compute(System)

A high perfc
computing clust

C6100), named Shadowfax,

of 60 compute 1

12 processors (Intel Xeon

X5670 2,93GHz)
pute node with
720 processors
main memory per

Shared memory sy
based clouds are

Some of the ¢
networks can uti
node systems an

rmance
er (DELL

odes and

per com-
a total of
and 4 GB
processor.

stems; EC2
also used

bdes and
lize single
d thus are

being currently mapped to
Open Science Grid

Storage|628 TB GPFS

Internet, infiniband. A loose
collection of supercomputing
resources.

Networking
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Software

Graph libraries: Galib,
NetworkX.

Distributed Workflow Man-
agement: Simfrastructure,
databases, semantic web
tools

Big data
characteristics

Data source
(distributed/
centralized)

A single network remains
in a single disk file accessi-
ble by multiple processors.

However, during_the
execution of a parallel
algorithm, the metwdqrk
can be partitionfed apd
the partitions are loaded in
the main*memory [of
multiplé processors.

Volume (size)

Canvbe hundreds of GB for
a‘Single network.

Velocity,
(e.g. real time)

Two types of changes:
(i) the networks are very
dynamic and (ii) as the fe-
pository grows, we expect
at least a rapid growth(to
lead to over 1 000 to 5 000
networks and methods|in
about a year

Variety
(multiple datasets,
mashup)

Data sets are variqd:
(i) directed as well |as
undirected networks,
(ii) static and dynamic
networks, (iii) labeled,
(iv) can have dynamics
over these networks,

Variability (rate of
change)

The rate of graph-basled
data is growing at increfs-
ing rate. Moreover, incregs-
ingly other life sciences do-
mains are using graph-baged
techniques to addrgss
problems. Hence, we expect
the data and the computatjon
to grow at a significant pace.

data science ((‘nllp(‘finn, curation,
analysis, action)

Vpra(‘ify (Rnhll stness
Issues, semantics)

Challenging due Ito
asynchronous
distributed computation.
Current systems are
designed for real-time
synchronous response.

Visualization

As the input graph size
grows the visualization
system on client side is
stressed heavily both in
terms of data and compute.

Data quality (syntax)
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Data types

Data analytics

Big data specific challenges (Gaps)

Parallel algorithms are necessary to analyze massive
networks. Unlike many structured data, network data is
difficult to partition. The main difficulty in partitioning
anetwork is that different algorithms require different
partitioning schemes for efficient operation. Moreover,
most of the network measures are global in nature and
require either i) huge duplicate data in the partitions

Ly 1 . . 1 B
or i1 veryrargeconmminicationroverneaat esylted from

the required movement of data. These isSus
significant challenges for big networkst

Computing dynamics over networksjs-harde
network structure often interacts with the d
process being studied.

CINET enables large class of operations ac
variety, both in terms efStructure and size,
Unlike other compute + data intensive syst
as parallel databases or CFD, performance
computation is-seénsitive to underlying arc
Hence, a unigque challenge in CINET is mz:
mapping hetween workload (graph type + d
to a machine whose architecture and ry
conducive to the system.

s become

- since the
lynamical

ross wide
of graphs.
ems, such
on graph
hitecture.
inage the
peration)
intime is

Data manipulation and bookkeeping of the derived for

users is another big challenge since unlike g
data there is no well-defined and effective m

nterprise
odels and

tools for management of various graph data in a unified

fashion.

Big data specific challenges in‘mobility

Security@nd privacy
technical'¢oensiderations

Highlight issues for generalizing this Use
case (e.g. forref. architecture)

HPC as a service. As data volume grows indg
large number of applications such as biologic3
need to use HPC systems. CINET can be used
the compute resource necessary for such dot

reasingly
1l sciences
to deliver
nains.

More information (URLSs)

http://cinet.vbi.vt.edu/cinet_new/

.3.6 Use case 31: NIST Analytic Technology Measurement and Evaluations

Use case title

NIST Information Access Division analytic tdg

chnology

ndards

£, rs ] 43 dct
lJCl ITUT ITIAIICT IIICAS UL TIIUIIL, TV AIUdUIUILS, dITU St

Vertical (area)

Analytic technology performance measurement and
standards for government, industry, and academic
stakeholders

Author/company/email

John Garofolo (john.garofolo@nist.gov)

Actors/stakeholders and their roles and

responsibilities

NIST developers of measurement methods, data
contributors, analytic algorithm developers, users of
analytic technologies for unstructured, semi-structured
data, and heterogeneous data across all sectors.
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Goals

Accelerate the development of advanced analytic
technologies for unstructured, semi-structured, and
heterogeneous data through performance measurement and
standards. Focus communities of interest on analytic
technology challenges of importance, create consensus-
driven measurement metrics and methods for performance
evaluation, evaluate the performance of the performance
metrics and methods via community-wide evaluations which
foster knowledge exchange and accelerate progress, and
build consensus towards widely-accepted standards for

performance measurement.

Use case description

Develop performance metrics, measurement methofls,
and community evaluations to ground and dcdcélerate
the development of advanced analytic technelogies|in
the areas of speech and language processing, video and
it
o

multimedia processing, biometric image_processing, and
heterogeneous data processing as well'ds the interaction
of analytics with users. Typically~employ one of two
processing models: 1) Push test data out to test participants
and analyze the output of participant systems, 2) Pysh
algorithm test harness interfaces out to participants and
bring in their algorithms.and test them on internal com-
puting clusters. Developing approaches to support scalaple
Cloud-based developmental testing. Also perform usabiljity
and utility testirig on systems with users in the loop.

Current
solutions

Computeé(System) |Linux and 0S-10 clustefs;
distributed computing with
stakeholder collaborations;
specialized image processing
architectures.

Storage|RAID arrays, and distribyte
data on 1 to 2 TB drives, and
occasionally FTP. Distributed
data distribution with stake-
holder collaborations.

Networking|Fiber channel disk storage,
Gigabit Ethernet for system-
system communicatiqn,
general intra- and Internet
resources within NIST apd
shared networking resourg¢es

with its stakeholders.

Software |PERL, Python, C/C++, Mpt-
d

1ol D

lab—R—development—teols.
Create ground-up test
and measurement
applications.

Big data
characteristics

Data source|Large annotated corpora of
(distributed/|unstructured/semi-structured
centralized) |text, audio, video, images,
multimedia, and
heterogeneous collections of
the above including ground
truth annotations for train-
ing, developmental testing, and
summative evaluations.
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Volume (size)

The test corpora exceed 900 M
Web pages occupying 30 TB of
storage, 100 M tweets, 100 M
ground-truthed biometric
images, several hundred
thousand partially ground-
truthed video clips, and
terabytes of smaller fully
ground-truthed test
collections. Even larger data

collections are being
future evaluationso
involving multiple da
and very héterogene

lanned for
Fanalytics
ra streams
ous data.

Velocity
(e.g. real time)

Most legacy evalug
focused on retro
analytics. Newer ey
are focusing on simt
real-time analytic g
from multiple data 3

tions are
spective
aluations
1lations of
hallenges
treams.

Variety
(multiple-datasets,
mashup)

The test collections s
variety of analytic a
types including textu
extraction, machine t
speech recognition,

voice biometrics, o
person recognition

ing, document analys|
computer dialog
multimedia search/eg

Future test collectioEls will in-

clude mixed type da
plications.

ban a wide
pplication
al search/
ranslation,
mage and
bject and
ind track-
is, human-
ue, and
xtraction.

a and ap-

Variability (rate of
change)

Evaluation of tradeofi

accuracy and data rages as well

as variable numbe

streams and variablle stream

quality.

s between

's of data

Big data science (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

The creation and mea:
of the uncertainty
ed with the ground
process - especially|
mans are involved - i
ing. The manual gro

Isurement
associat-
-truthing
when hu-
5 challeng-
nd-truth-

ing processes that have been
used in the pastare not scalable.
Performance measurement of
complex analytics must in-
clude measurement of intrinsic
uncertainty as well as ground
truthing error to be useful.
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Visualization |Visualization of analytic tech-
nology performance results
and diagnostics including sig-
nificance and various forms
of uncertainty. Evaluation of
analytic presentation methods
to users for usability, utility,
efficiency, and accuracy.

Data quality (syntax)|The performance of analytic

technologiesis highly impacted
by the quality of the data(Bf ey
are employed against%'ﬁh re-
gard to a variety of ddmain- gnd
application-spil‘éiefﬂ/\}ariables.

Quantifying t variableg is

a challengingesearch tasi in

itself. Mix urces of data and

perfo ce measurement] of

analytie flows pose even greafer

@énges with regard to data
lity.

Datat ggs' Unstructured and semi-striic-
s\ tured text, still images, vidgo,
o audio, multimedia (audi-
(\<( o+video).

RQQ’ analytics|Information extraction, filtpr-
\Q\ ing, search, and summarizatipn;
o image and voice biometrigs;

\‘g\ speech recognition and under-

\$ standing; machine translatipn;
\Q video person/object detection
b and tracking; event detectipn;
imagery/document matching;
novelty detection; a varietyf of
structural/semantic/temporal
analytics and many subtypes
of the above.

Big

data specific challenges (Gaps)

Scaling ground-truthing to larger data, intrinsic and anno-
tation uncertainty measurement, performance measufe-
ment for incompletely annotated data, measuring analyjtic
performance for heterogeneous data and analytic flows
involving users.

Big datt specific challenges in mobility

Moving training, development, and test data to evaluat

algorithms to computational testbeds for performance
assessment. Providing developmental tools and data. Sup-

porting agile developmental testing approaches.
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Security and privacy
technical considerations

Analytic algorithms working with written language, speech,
human imagery, etc. must generally be tested againstreal or
realistic data. It’s extremely challenging to engineer artificial
data that sufficiently captures the variability of real data
involving humans. Engineered data may provide artificial
challenges that may be directly or indirectly modeled by
analytic algorithms and result in overstated performance.
The advancement of analytic technologies themselves is
increasing privacy sensitivities. Future performance testing
methods will need to isolate analytic technology algorithms

architectures are needed to support security'reqpirements
for protecting sensitive data while enabling mleaningful
developmental performance evaluation.)Shared ¢valuation
testbeds must protect the intellectual property ¢f analytic
algorithm developers.

from the data the algorithms are tested againstAdvanced

Highlight issues for generalizing this
Use case (e.g. for ref. architecture)

Scalability of analytic technology performance tesfting meth-
ods, source data creation, arid-ground truthing; approaches
and architectures supporting developmental te§ting; pro-
tecting intellectual propetty of analytic algorithms and PII
and other personal infermation in test data; megsurement
of uncertainty using partially-annotated data; jomposing
test data with regard to qualities impacting pefformance
and estimating test set difficulty; evaluating complex an-
alytic flows involving multiple analytics, data fypes, and
user interactions; multiple heterogeneous data streams
andimassive numbers of streams; mixtures of sfructured,
semi-structured, and unstructured data sources;|agile scal-
able developmental testing approaches and me¢hanisms.

More information (URLS)

http://www.nist.gov/itl/iad/
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A.6

The Ecosystem for Research

A.6.1 Use case 32: DataNet Federation Consortium (DFC)

Use case title

DataNet Federation Consortium (DFC)

Vertical (area)

Collaboration Environments

Author/company/email

Reagan Moore / University of North Carolina at Chapel
Hill / rwmoore@renci.org

Actors/stakeholders and their roles and

National Science Foundation research projects: Ocean

responsibilities

Observatories Initiative (sensor archiving); Tempofal
Dynamics of Learning Center (Cognitive science.data
grid); the iPlant Collaborative (plant genomics);-Drekel
engineering digital library; Odum Institute,for sodial
science research (data grid federation with Dataverge).

Goals

Provide national infrastructure (collaboration ¢n-
vironments) that enables researchers to collaborate
through shared collections and-shared workflows.
Provide policy-based data,management systems tll;at
enable the formation of collections, data grid, digital
libraries, archives, and\processing pipelines. Provide
interoperability mechanisms that federate existing data
repositories, information catalogs, and web serviges
with collaboration environments.

Use case description

Promote cotlaborative and interdisciplinary reseaich
through federation of data management systems acrgss
federal\repositories, national academic research ini-
tiatives, institutional repositories, and international
collaborations. The collaboration environment rung at
scale: petabytes of data, hundreds of millions of files,
hundreds of millions of metadata attributes, tens| of
thousands of users, and a thousand storage resources.

Current
solutions

flow systems (NCSA Cybgr-

Compute(System) | Interoperability with onFk-
integrator, Kepler, Taverna)

Storage|Interoperability across file
systems, tape archives, clqud
storage, object-based storage

Networking|Interoperability acrdss
TCP/IP, parallel TCP/|IP,
RBUDP, HTTP

Software |Integrated Rule Oriented
Data System (iRODS)

Big data
characteristics

Data source|Manage internationally dis-
(distributed/ |tributed data
centralized)

Volume (size) |Petabytes, hundreds of mil-
lions of files

Velocity | Support sensor data streams,
(e.g. real time) |satellite imagery, simulation
output, observational data,
experimental data
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Variety
(multiple datasets,
mashup)

Support logical collections
that span administrative
domains, data aggregation
in containers, metadata, and
workflows as objects

Variability (rate of
change)

Support active collections
(mutable data), version-
ing of data, and persistent
identifiers

Provideretiabtedata trans-
fer, audit trails,event track-
ing, perioﬁ?val dation of
assessmenticriterja (integri-
ty,a ngjrf'city), istributed

debligging

XL ad Dol 'y
VeI dUILY [INUUUSLIITOSS

Issues, semantics)

R Aad 3 r's 11 43 43
Dlig Udld SUITIILT (LUIITLLIvULI, LUl ativii,

analysis, action)

Visualization| jport executio't'l of exter-
Q‘ al visualization systems
A" |through automated work-
, O flows (GRASS)
Data qualit %yntax) Provide mechanigms to ver-
6\ ify quality through automat-
c\% ed workflow protedures
0" Data types|Support parsing|of select-
Q<< ed formats (NetQDF, HDF5,
Q Dicom), and proviide mech-
\\ anisms to invoke pther data
D manipulation methods
Data analytics |Provide support fgr invoking
analysis workflows, track-
ing workflow prpvenance,
sharing of workflows, and
re-execution of workflows
Big data specific challenges (Gaps) | Provide standard policy sets that enable a nei commu-
nity to build upon data management plans that address
federal agency requirements
Big data specific challenges in mobility|Capture knowledge required for data manipulation,
and apply resulting procedures at either the storage
location, or a computer server.
Security and privacy |Federate across existing authentication environments
technical considerations |through Generic Security Service API and [Pluggable
Authentication Modules (GSI, Kerberos, InCommon, Shib-
boleth). Manage access controls on files independently

ol the storage location.

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

agement system:
Astrophysics

Sciences Center

Currently 25 science and engineering domains have
projects that rely on the iRODS policy-based data man-

Auger supernova search
Atmosphericscience NASA Langley Atmospheric

Biology Phylogenetics at CC IN2P3
Climate NOAA National Climatic Data Center
Cognitive Science Temporal Dynamics of Learning
Center
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Computer Science
Cosmic Ray

Dark Matter Physics
Earth Science

GENI experimental network

AMS experiment on the

International Space Station
Edelweiss I

NASA Center for Climate Simulations

Neutrino Physics

Oceanography
Optical Astronomy

Particle PhySics
Plant genetics
Quantum

Chromodynamics
Radio Astronomy

Seismology

Social Science

T2K and dChooz neutri
experiments

Qeean Observatories Initiative

nt,

CSs

Ecology CEED Caveat Emptor Ecological Data

Engineering CIBER-U

High Energy Physics BaBar

Hydrology Institute for the Environme
UNC-CH; Hydroshare

Genomics Broad Institute, Wellcome Triist
Sanger Institute

Medicine Sick Kids Hospital

Neuroscience InternationalyNeuroinformat
Coordinating Facility

National Optical Astronommy

Observatory

Indra

the iPlant Collaborative
IN2P3

Cyber Square Kilometer Arr
TREND, BAOradio

Southern California Earthqua
Center

Odum Institute for Social Scier
Research, TerraPop

Ay,

ke

Ice

datafed.org

More information (URLs) |The DataNet Federation Consortium: http://ww

iRODS: http://www.irods.org

NOTE A major challenge is the ability to capture knowledge needed to interact with the data produ
of a reseqrch domain. In policy-based data management systems, this is done by encapsulating {
knowledge in precedures that are controlled through policies. The procedures can automate retriey
of data frpm eéxternal repositories, or execute processing workflows, or enforce management polic

Cts
he
al
jes

on the regulting data products. A standard application is the enforcement of data management plg

ns

and the verification that the plan has been successfully applied.
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A.6.2 Use case 33: The ‘Discinnet Process’

Use case title

The ‘Discinnet process’, metadata <-> big data global experiment

Vertical (area)

Scientific Research: Interdisciplinary Collaboration

Author/company/email

P. Journeau / Discinnet Labs / phjourneau@discinnet.org

Actors/stakeholders and their roles
and responsibilities

Actors Richeact, Discinnet Labs and [40penResearch fund France/
Europe. American equivalent pending. Richeact is fundamental
research and development epistemology, Discinnet Labs applied
in web 2.0 http://www.discinnet.org, [4 non-profit warrant.

Goals

Richeact scientific goal is to reach predictive interdi

model of research fields’ behavior (with related meta-grammar).

Experimentation through global sharing of noyw'mu

nary, later interdisciplinary Discinnet prodess/wel
and new scientific collaborative communication and p
system. Expected sharp impact to réducing uncert

time between theoretical, applied) technology res
development steps.

sciplinary

tidiscipli-

mapping
ublication
ainty and
barch and

Use case description

Currently 35 clusters started, close to 100 awaiting
sources and potentially nfuch more open for creatid

istration and animation\ by research communities.
range from optics, gosmology, materials, microalg|
to applied maths, computation, rubber and other
products/issues

How does atypical case currently work:

— Avresearcher or group wants to see how a reseaj
faringand in a minute defines the field on Discinnet as

—(\Then it takes another 5 to 10 mn to parameter]
main dimensions, mainly measurement units and cate

possibly later on some variable limited time for more dimensions

— Cluster then may be filled either by doctoral st

reviewing researchers and/or communities/resea
projects/progress

Already significant value but now needs to be dissemi

advertised although maximal value to come from int

nary/projective next version. Value is to detect quickly a paper/

project of interest for its results and next step is trajec
field under types of interactions from diverse levels
(subjects/objects) + from interdisciplinary context.

more re-
n, admin-
Examples
he, health
chemical

ch field is
a‘cluster’

the first/
ories, but

udents or
~chers for

nated and
erdiscipli-

tory of the
of oracles

Current
solutions

Compute(System) | Currently on OVH (Hostin
http://www.ovh.co.uk
(mix shared + dedicated

b company
) servers

Storage | OVH

Networking
integration with others

To be implemented with desired

Software
Linux, MySQL

Current version with Symfony-PHP,

Big data
characteristics

Data source
(distributed/
centralized)

Currently centralized,

own platform

tributed per country and even per
hosting institution interested by

soon dis-

Volume (size)|Not significant : this is a

base, not big data

metadata
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Velocity |Real time

(e.g. real time)

Variety
(multiple datasets,
mashup)

lated metadata)

Link to big data still to be established
in a Meta<->Bigrelationship not yet
implemented (with experimental
databases and already 1stlevel re-

Variability (rate of
change)

loid 4+ el L 1
dI'LIITLTLLUrcS, pclioulc (SUlll

Currently real time, for further
multiple locations and distributed

as

Big data science (collection,
curation, analysis,
action)

nightly)

Methods to detect overali ‘consi
ency, holes, errors, misstatemer
known but mostly tq\bkfmplemem

Veracity (Robustness
Issues, semantics)

St-
ts,
ed

Visualization Multidimensioq&ﬂrj\ﬁypercube)

Data quality (syntax)|A priori cor 5&) (directly hum
capture é‘l‘th sets of checki

+ evaluation processes partly i

pleménted

ng

Data types| ter displays’ (image), vectars,
[eategories, PDFs
Data analyt@ A

Big dat

a specific challenges (Gaps)

Our goal is to contriblite to Big 2 Metadata challenge by s
tematic reconciling between metadata from many complex
levels with ongoing input from researchers from ongoing

search process.

Current.relationship with Richeact is to reach the interdis
plinary'model, using meta-grammar itself to be experiment
and.its extent fully proven to bridge efficiently the gap betwe
asremote complexity levels as semantic and most elementg
(big) signals. Example with cosmological models versus ma
levels of intermediary models (particles, gases, galactic, nuclg
geometries). Others with computational versus semantic levg

y'S-
ity
o-

ci-
ed

ry
ny
ar,
bls.

Big

data specific challenges in
mobility

Appropriate graphic interface power

Security and privacy
technical considerations

Several levels already available and others planned, up
physical access keys and isolated servers. Optional anonym
usual protected exchanges

to
ty,

Highlighf
Use ca

issuesfor generalizing this
ke (e.g. for ref. architecture)

Through 2011 to 2013, we have shown on http://www.disc

1n-

net.org that all kinds of research fields could easily get i
Discinnet type of mapping, yet developing and filling a clu

fo

ster

requires time and/or dedicated workers.
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More information (URLSs)

On http://www.discinnet.org the already started or starting
clusters can be watched in one click on ‘cluster’ (field) title and
even more detail is available through free registration (more
resource available when registering as researcher (publications)
or pending (doctoral student)

Maximum level of detail is free for contributing researchers in
order to protect communities but available to external observers
for symbolic fee: all suggestions for improvements and better
sharing welcome.

Weare particuiariy open to provide and supportexperimental
appropriation by doctoral schools to build and study the past
and future behavior of clusters in Earth scienees, Cpsmology,
Water, Health, Computation, Energy/Batteries, Climate models,
Space, etc..

N(

pl3
sh

TE We are open to facilitate wide appropriation of both global, regional @nd local versi
itform (for instance by research institutions, publishers, networks with-desirable max]

pns of the
imal data

hring for the greatest benefit of advancement of science.

A.6.3 Use case 34: Graph Search on Scientific Data
Use case title|Enabling Face-Baok like Semantic Graph-search on Sci-
entific Chemical and Text-based Data
Vertical (area) | Management of Information from Research Articles
Author/company/email | Talapady Bhat, bhat@nist.gov
Actors/stakeholders and their roles and|Chemical structures, Protein Data Bank, Materipl Genome
responsibilitiesProject, Open-GOV initiative, Semantic Web, Integrated

Data-graphs, Scientific social media

Goals

Establish infrastructure, terminology and semantic da-

ta-graphs to annotate and present technology in
using ‘root’ and rule-based methods used pr
some Indo-European languages like Sanskrit

formation
marily by
and Latin.

Use case description

— Social media hype

— Internet and social media play a signific
modern information exchange. Every day mog
social-media both to distribute and receive inf
Two of the special features of many social 1
Face-Book are

— the community is both data-providers and

— they store information in a pre-defined ‘q
of a data-graph

hnt role in
t of us use
ormation.
nedia like

lata-users

lata-shelf’

— Thelr core INirastructure for managing in
is reasonably language free

formation?

What this has to do with managing scientific in-

ormation

During the last few decades science has truly evolved to
become a community activity involving every country
and almost every household. We routinely ‘tune-in’ to
internet resources to share and seek scientific information.

— What are the challenges in creating social media
for science

© ISO/IEC 2018 - All rights reserved
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— Creating a social media of scientific information
needs an infrastructure where many scientists from
various parts of the world can participate and deposit
results of their experiment. Some of the issues that one
has to resolve prior to establishing a scientific social
media are:

— How to minimize challenges related to local language
and its grammar?

— How to determining the ‘data-graph’ to place an
information In an intuitive way without knowing too
much about the data management?

— How to find relevant scientific data without spending
too much time on the internet?
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Approach: Most languages and more so Sanskrit and
Latin use a novel ‘root-based method to facilitate the
creation of on-demand, discriminating words to de-
fine concepts. Some such examples from English are
Bio-logy, Bio-chemistry. Youga, Yogi, Yogendra, Yogesh
are examples from Sanskrit. Genocide is an example
from Latin. These words are created on-demand based
on best-practice terms and their capability to serve as
node in a discriminating data-graph with self-explained
meaning.

Current
solutions

Compute(System)

Cloud for the pay
of community

ticipation

Storage

Requires,expandd
mandibased resq
is sujtable for gl
loeation and requ

ble on-de-
urce that
bal users
irements

Networking

Needs good netw
community parti

brk for the
cipation

Software

Good database
servers for data-

nipulation are neleded

tools and
rraph ma-

Big data
characteristics

Data source
(distributed/
centralized)

Distributed resource with a

limited centralized

capability

Volume (size)

Undetermined. May be few
terabytes at the eginning

Velocity
(e.g. real time)

Evolving with time¢ to accom-
modate new besttpractices

Variety
(multiple datasets,
mashup)

Wildly varying depending

on the types avai

nological information

able tech-

Variability (rate of
change)

Data-graphs are
change in time
customer prefer
best-practices

likely to
based on
bnces and

Big data science (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

Technological infgrmation is

likely to be stable

ind robust

Visualization

Efficient data-gr

visualization is needed

iph based

Data quality (syntax)

Expected to be g

bod

Data types

All data types,

image to

text, structures to protein

sequence

Data analytics

Data-graphs is expected to
provide robust data-analy-

sis methods

Big data specific challenges (Gaps)

This is a community effort similar to many social media.
Providing arobust, scalable, on-demand infrastructures
in a manner that is use-case and user-friendly is a real
challenge by any existing conventional methods
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Big data specific challenges in mobility

requires high mobility too.

A community access is required for the data and thus
it has to be media and location independent and thus

Security and privacy
technical considerations
open-gov, MGI and protein data bank.

None since the effort is initially focused on publicly
accessible data provided by open-platform projects like

Highlight issues for generalizing this Use

This effort includes many local and networked resourc
case (e.g. for ref. architecture)

Developing an infrastructure to automatically integrate
information from all these resources using data-graphs

es.

: 1 1] tload 4 o 4 1
15 4 LIIAIITIIZgT LIldU Wt dI'T L y 1115 tU SUIVE.

More information (URLs) | http://www.eurekalert.org/pub_releases/20 13+

7/

aiop-ffm071813.php
http://xpdb.nist.gov/chemblast/pdb.pl
http://xpdb.nist.gov/chemblast/pdb.pl

NOTE M
solutions
efforts. H
blend of t
sharing.
One of thq
framewor
used to ej
best prac
on-demar

Y(uj) (join

Geno (ger

hny reports, including a recent one on Material Genome Project finds that'exclusive top-doy
to facilitate data sharing and integration are not desirable for federdted multi-discipling
bwever, a bottom-up approach can be chaotic. For this reason, there.is need for a balang

he two approaches to support easy-to-use techniques to metadata creation, integration and

his challenge is very similar to the challenge faced by languagé.developer at the beginni
successful effort used by many prominent languages is thatof ‘roots’ and rules that form t
k for creating on-demand words for communication. In this’approach a top-down method
tablish a limited number of highly re-usable words called ‘roots’ by surveying the existj
Fices in building terminology. These ‘roots’ are combined using few ‘rules’ to create ter
d by a bottom-up step.

), O (creator, God, brain), Ga (motion, initiation)-leads to ‘Yoga’ in Sanskrit, English

os)-cide-race based killing - Latin, English

Bio-techn|

Red-light|red-laser-light -English.

A press release by the American Instituteof Physics on this approach is at http://www.eurekalert.of
pub_relealses/2013-07/aiop-ffm071813.php

logy -English, Latin

v

ry
ed

hg.
he

is
ng
ms

g/

Our effor

s to develop automatedand rule and root-based methods (Chem-BLAST -. http://xpdb.n

.l) to identify and use best—practlce dlscrlmmatmg terms in generatlng semantic

St.

ase
ifle.
nis

A.6.4 Use case 35: Light Source Beamlines

Use case title

Light source beamlines

Ve

rtical (area)|Research (Biology, Chemistry, Geophysics, Materials Science, others)

Author/company/

Eli Dart, LBNL (eddart@lbl.gov)
email

Actors/s

and their roles and
responsibilities

takeholders|Research groups from a variety of scientific disciplines (see above)
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Goals

Use of a variety of experimental techniques to determine structure, composition,
behavior, or other attributes of a sample relevant to scientific enquiry.

Use case description

Samples are exposed to X-rays in a variety of configurations depending on the
experiment. Detectors (essentially high-speed digital cameras) collect the data.
The data are then analyzed to reconstruct a view of the sample or process being

studied. The reconstructed images are used by scientists analysis.

Current
solutions

Compute(System)

Computation ranges from single analysis hosts to
high-throughput computing systems at computational

facilities

Storage

Local storage on the order of 1-40 TB on

W(Iindows or
Linux data servers at facility for temporary.storage, over

60 TB on diskat NERSC, over 300 TBoh-tapsg

atNERSC

Networking

10 Gbps Ethernet at facility, 100 Gbps to N1

ERSC

Software

A variety of commercial and,open source s
used for data analysis - examples include:

— Octopus (http://wwww.inct.be/en/softw

pus) for Tomographit\Reconstruction

— Avizo (http://¥sg3d.com) and FIJI (a di
of Image]; http://fiji.sc) for Visualization an

Data transfepis accomplished using physicall
of portable media (severely limits perfori
using high-performance GridFTP, managed

Online or workflow systems such as SPADI

bftware is

are/octo-

stribution
1 Analysis
transport

mance) or
by Globus

L

Big data
characteristics

Data source
(distributedy
centralized)

Centralized (high resolution camera at facil
ple beamlines per facility with high-speed

ty). Multi-
Hetectors.

Volume'(size)

3 GB to 30 GB per sample - up to 15 sampl¢

bs/day

Velocity
(e.g: real time)

Near real-time analysis needed for verifyi
mental parameters (lower resolution OK). A
of analysis would dramatically improve
productivity.

g experi-
itomation
scientific

Variety
(multiple datasets,
mashup)

Many detectors produce similar types of]
TIFF files), but experimental context varie

data (e.g.
b widely

Variability (rate of
change)

Detector capabilities are increasing rapidl

is essentially Moore’s Law. Detector area is increasing

exponentially (1k x 1k, 2k x 2k, 4k x 4k, ...)
out is increasing exponentially (1 Hz, 10 H
1 kHz, ...). Single detector data rates are ey
reach 1 GB per second within 2 years.

y. Growth

and read-
z, 100 Hz,
pected to

Big data science
(collection,
curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

Near real-time analysis required to verily experimental
parameters. In many cases, early analysis can dramat-
ically improve experiment productivity by providing
early feedback. This implies high-throughput comput-
ing, high-performance data transfer, and high-speed
storage are routinely available.

Visualization

Visualization is key to a wide variety of experiments
at all light source facilities

Data quality (syntax)

Data quality and precision are critical (especially since
beam time is scarce, and re-running an experiment is
often impossible).

Data types

Many beamlines generate image data (e.g. TIFF files)
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Data analytics |Volume reconstruction, feature identification, others

Big data specific
challenges (Gaps)

Rapid increase in camera capabilities, need for automation of data transfer and

near-real-time analysis.

Big data specific
challenges in

mobility

Data transfer to large-scale computing facilities is becoming necessary because of
the computational power required to conduct the analysis on time scales useful
to the experiment. Large number of beamlines (e.g. 39 at LBNL ALS) means that
aggregate data load is likely to increase significantly over the coming years.

Security and privacy|Varies with project.
technical
considerations
Highlight issues for|There will be significant need for a generalized infrastructure for apalyzing
genefralizing this|GBs per second of data from many beamline detectors at multiple‘facilities.
Use casgq (e.g. for ref.|Prototypes exist now, but routine deployment will require additional resourdes.
architecture)
More information |http://www-als.lbl.gov/
(URLSs) http://www.aps.anl.gov/
https://portal.slac.stanford.edu/sites/lcls_public/RPages/Default.aspx
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A.7 Astronomy and Physics

A.7.1 Use case 36: Catalina Digital SKy Survey for Transients

Use case title|Catalina Real-Time Transient Survey (CRTS): a digital,

panoramic, synoptic sky survey

Vertical (area)

Scientific Research: Astronomy

Author/company/email

S. G. Djorgovski / Caltech / george@astro.caltech.edu

Actors/stakeholders and their roles and

The survey team: data processing, qualit

control,

responsibilities

analysis and interpretation, publishing, and

Collaborators: a number of research groupsw|
further work on data analysis and intetpret
low-up observations, and publishing!

User community: all of the aboye; plus the ast

community world-wide: furthevwork on data ajalysis and

interpretation, follow-upobsServations, and p

hrchiving.

prld-wide:
ation, fol-

ronomical

ublishing.

Goals

The survey explores thewariable universe in
light regime, on time’scales ranging from n
years, by searchingfor variable and transier]
It discovers,a‘broad variety of astrophysic
and phenormena, including various types of
plosions (e'g., Supernovae), variable stars, p
associated with accretion to massive black h
galacetic nuclei) and their relativistic jets, hi
motion stars, etc.

the visible
hinutes to
t sources.
al objects
fosmic ex-
enomena
les (active
ch proper

Use case description

The data are collected from 3 telescopes (2 in Arizona

and 1 in Australia), with additional ones ex
the near future (in Chile). The original motij
search for near-Earth (NEO) and potential
hazard (PHO) asteroids, funded by NASA, an
ed by a group at the Lunar and Planetary L
(LPL) at the Univ. of Arizona (UA); that is th
Sky Survey proper (CSS). The data stream
by the CRTS for the purposes for explorat
variable universe, beyond the Solar system,
Caltech group. Approximately 83 % of the

is being surveyed through multiple passes
regions near the Galactic plane, and small g
the celestial poles are excluded).

The data are preprocessed at the telescope,
ferred to LPL/UA, and hence to Caltech, f¢

pected in
bation is a
planetary
1 conduct-
hboratory
e Catalina
is shared
jon of the
led by the
entire sky
(crowded
reas near

ind trans-
r further

analysis, distribution, and archiving. The

data are

processed in real time, and detected transient events
are published electronically through a variety of dis-
semination mechanisms, with no proprietary period
(CRTS has a completely open data policy).
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Further data analysis includes automated and semi-au-
tomated classification of the detected transient events,
additional observations using other telescopes, scientific
interpretation, and publishing. In this process, it makes
a heavy use of the archival data from a wide variety of
geographically distributed resources connected through
the Virtual Observatory (VO) framework.

Light curves (flux histories) are accumulated for ~ 500
million sources detected in the survey, each with a few

hundred-datapointsonaverage -spanningup-to-8years,
and growing. These are served to the communitynom
the archives at Caltech, and shortly from IUCA®, India.
This is an unprecedented data set for the exploration
of time domain in astronomy, in terms of the tempofal

and area coverage and depth.

CRTS is a scientific and methodolegical testbed ajnd
precursor of the grander surveys to come, notably the
Large Synoptic Survey Telescepe (LSST), expected|to
operate in 2020’s.

Current
solutions

Compute(System)|Instrument and data pfo-
cessing computers: a num-
ber of desktop and smjll
server class machines, fal-
though more powerful ma-
chinery is needed for sone
data analysis tasks.

This is not so much a com-
putationally-intensive pro-
ject, but rather a data-han-
dling-intensive one.

Storage|Several multi-TB / tens| of
TB servers.

Networking|Standard inter-universjty
internet connections.

Software|Custom data processing
pipeline and data analyfis
software, operating under
Linux. Some archives jon
Windows machines, runnjng
a MS SQL server databasks.

Big data
characteristics

Data source|Distributed:
(distributed/

1) Qnrvnyr‘afa from 3 (cnon

ernilia i more?) telescopes

2) Archival data from a va-
riety of resources connected
through the VO framework

3) Follow-up observations
from separate telescopes

138
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Volume (size)

The survey generates up
to ~ 0,1 TB per clear night;
~ 100 TB in current data
holdings. Follow-up obser-
vational data amount to no
more than a few % of that.

Archival data in external
(VO-connected) archives
are in PBs, but only a minor

fraction icucad

TITorctIor o oo or

Velocity
(e.g. real time)

Upto~0,1TB /i
raw survey.data

ight of the

Variety
(multiple datasets,
mashup)

The primary su
in the\form of im|
cessed to catalogs
(db tables), and t
for individual obj
curves).

Follow-up observ
sist of images an

Archival data frq
data grid includg
above, from a w
ty of sources and
wavelengths.

rvey data
ages, pro-
of sources
me series
ects (light

htions con-
d spectra.

m the VO
all of the
ide varie-
different

Variability (rate of
change)

Daily data traffic
from ~ 0,01 to A
day, notincluding
transfers betwee
cipal archives (C3
and IUCAA).

fluctuates
- 0,1 TB /
major data
h the prin-
Wltech, UA,

Big data science (collé¢tion, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

Avariety of automated and

human inspectic
control mechani
plemented at all
the process.

n quality
EmSs is im-
stages of

Visualization

Standard image display and

data plotting pad
used. We are exp
ualization mechs
highly dimensi
parameter space

kages are
oring vis-
nisms for
bnal data
S.

Data quality (syntax)

It varies, depending on the
observing conditions, and it
is evaluated automatically:
error bars are estimated for
all relevant quantities.

Data types

Images, spectra, time series,
catalogs.
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Data analytics|A wide variety of the ex-
isting astronomical data
analysis tools, plus a large
amount of custom developed
tools and software, some of
itaresearch projectin itself.

Big data specific challenges (Gaps)

Development of machine learning tools for data explo-
ration, and in particular for an automated, real-time
classification of transient events, given the data sparsity

and heterogeneity

Effective visualization of hyper-dimensional parameter
spaces is a major challenge for all of us.

Big dlata specific challenges in mobility

Not a significant limitation at this time.

Security and privacy
technical considerations

None.

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

— Real-time processing and analysis of massive dgta
streams from a distributed.sehsor network (in this
case telescopes), with a need to identify, characterige,
and respond to the transient'events of interest in (nefr)
real time.

— Use of highly distributed archival data resour¢es
(in this case VOrconnected archives) for data analypis
and interpretation.

— Automated classification given the very sparse and
heterogeneous data, dynamically evolving in time|as
more'data come in, and follow-up decision making given
limited and sparse resources (in this case follow+up
observations with other telescopes).

More information (URLS)

CRTS survey: http://crts.caltech.edu

CSS survey: http://www.Ipl.arizona.edu/css

For an overview of the classification challenges, sge,
e.g., http://arxiv.org/abs/1209.1681

For a broader context of sky surveys, past, present, and fu-
ture, see, e.g., the review http://arxiv.org/abs/1209.1681

similar.

NOTE CRTS canbe seen'asa good precursor to the astronomy’s flagship project, the Large Synoptic Sky
Survey (LSST; http://www.Isst.org), now under development. Their anticipated data rates (~ 20TB|to
30TB per [lear night{tens of PB over the duration of the survey) are directly on the Moore’s law scaling
from the qurrent\CRTS data rates and volumes, and many technical and methodological issues are vé¢ry

Itis also a|geod case for real-time data mining and knowledge discovery in massive data streams, wijth

distributed data sources and computational resources.

140
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A.7.2 Use case 37: Cosmological Sky Survey and Simulations

:2018(E)

Use case title

DOE Extreme Data from Cosmological Sky Survey and Si

mulations

Vertical (area)

Scientific Research: Astrophysics

Author/company/email

PIs: Salman Habib, Argonne National Laboratory; Andrew Connolly,

University of Washington

Actors/stakeholders and their
roles and responsibilities

Researchers studying dark matter, dark energy, and the
of the early universe.

structure

Goals

Clarify the nature of dark matter, dark energy, and inflation, some

of the most exciting, perplexing, and challenging questi
modern physics. Emerging, unanticipated measurer
pointing toward a need for physics beyond the sué¢essfu
Model of particle physics.

bns facing
nents are
Standard

Use case description

This investigation requires an intimate intégplay betweg
from experiment and simulation as welhas massive con
The melding of all will

1) Provide the direct means for.cosmological discov
require a strong connection, between theory and obg
(‘precision cosmology’);

2) Create an essential-‘tool of discovery’ in dealing v
datasets generated hy'complex instruments; and,

3) Generate andshare results from high-fidelity simula

n big data
hputation.

eries that
ervations

vith large

tions that

are necessary toyunderstand and control systematics, pspecially
astrophysicalsystematics.
Current solutions s\\}\\ Compute(System) |Hours: 24M (NERSC [ Berkeley

(%4) Lab), 190M (ALCF / [Argonne),

O 10M (OLCF / Oak Rigige)
O.Q\ Storage|180 TB (NERSC / Berkeley Lab)
S Networking|ESNet connectivity fo the na-

tional labs is adequate today.

MPI, OpenMP, C, C++, §90, FFTW,
viz packages, pythan, FFTW,
numpy, Boost, OpenMP, ScaLAP-
CK, PSQL and MySQL fatabases,
Eigen, cfitsio, astrometry.net,
and Minuit2 lln

Software

Big data Data source|Observational datp will be
characteristics (distributed/ |generated by the Dafk Energy
centralized) |Survey (DES) and the Zwicky

Transient Factory in 2015 and by

startingin 2019. Simulated data
will generated at DOE super-
computing centers.

DES: 4 PB, ZTF 1 PB/year, LSST
7 PB/year, Simulations > 10 PB
in 2017

LSST: 20 TB/day

Volume (size)

Velocity
(e.g. real time)
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Variety
(multiple datasets, mashup)

1) Raw Data from sky surveys
2) Processed Image data

3) Simulation data

Variability (rate of change)

Observations are taken nightly;
supporting simulations are run
throughout the year, but data
can be produced sporadically de-
pending on access to resources

Bl data ceia allacts
udalda J\'l\.«llb\r [&Ull\'\,tlull,
curation, analy51s,
action)

Yopracito (Dol cracce Icenacg
AA2 S a\,u,_y \l\uuuotll\,oo Io0oUTI,

semantics) Q)
nQ
Visualization |Interpretation of lHtS from
detailed 51mu1 requu'es
advanced an and visualifa-

Cim

tion techn};? and capabilities.
Superc er [/0 subsystem
llmlta@ sare forcmg researth-
ers to explore “in-situ” anally-

o replace post-processing
ethods.

Data quality (sy(ntgﬂ)

2(ta®§7pes

S

Image data from observatigns
mustbe reduced and compared
with physical quantities deriyed
from simulations. Simulated
sky maps must be produced to
match observational formats.

‘\
\(\
S

K\ Data analytics

Big data gpecific challenges (Gaps)

Storageisharing, and analysis of 10s of PBs of observational and

simulated data.

Big data specific challenges in
mobility

LSST will produce 20 TB of data per day. This must be archived
and made available to researchers world-wide.

Security and privaey
technical considerations

Highlight issues for generalizing

this Use case (e:g. for ref.
architecture)

More information (URLSs)

http://www.lsst.org/lsst/

http://www.nersc.gov/

http://science energy.gov/hep/research /non-accelerator-physics/

http://www.nersc.gov/assets/Uploads/HabibcosmosimV2.pdf
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A.7.3 Use case 38: Large Survey Data for Cosmology

:2018(E)

Use case title

Large Survey Data for Cosmology

Vertical (area)

Scientific Research: Cosmic Frontier

Author/company/email

Peter Nugent / LBNL / eszeto@Ibl.gov

Actors/stakeholders and their roles and
responsibilities

Dark Energy Survey, Dark Energy Spectroscopic In-
strument, Large Synoptic Survey Telescope. ANL, BNL,
FNAL, LBL and SLAC: Create the instruments/telescopes,

run the survey and perform the cosmologica

l analysis.

Goals

Provide a way to reduce photometric datazin
for supernova discovery and follow-up and'to

large volume of observational data (in‘donjun
simulation data) to reduce systemadtic uncer
the measurement of the cosmological parar
baryon acoustic oscillations,‘galaxy cluster
and weak lensing measurenients.

real time
handle the
ction with
[ainties in
neters via
counting

Use case description

For DES the data are sentfrom the mountai
microwave link to La.Serena, Chile. From there
link forwards them'to the NCSA as well as 1
storage and "reduction". Subtraction pipelin
using extantimaging data to find new optical
through machine learning algorithms. The
and star§)in both the individual and stackd
are jdentified, catalogued, and finally their g
measured and stored in a database.

ntop via a
an optical
NERSC for
PS are run
transients
h galaxies
bd images
roperties

Current
solutions

Linux cluster, Ora
server, large me
chines, standard [

Compute(System)

HPC resources.

active hosts. For simulations,

fle RDBMS
mory ma-
inux inter-

Oracle RDBMS,
psql, as well as
Lustre file systen
archives.

Storage

Postgres
GPFS and
sand tape

Networking|Provided by NER

SC

Software
duction softwat
as Perl/Python
scripts, Linux Clus
uling and comp
large amounts ¢
tion data via tech

Standard astrophysics re-

e as well
wrapper
ter sched-
arison to
f simula-
hiques like

Chotesky decom

osition.

Big data
characteristics

Data source
(distributed/
centralized)

tween observatio
ulation data.

Distributed. Typically be-

nand sim-

Volume (size)

spondingly large

LSST will generate 60 PB
of imaging data and 15 PB
of catalog data and a corre-

amount of simulation data.
Over 20 TB of data per night.

(orlarger)
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Velocity |20 TB of data will have to
(e.g. real time) |be subtracted each nightin
as near real time as possible
in order to maximize the
science for supernovae.

Variety|While the imaging data is

(multiple datasets, |similar, the analysis for the
mashup) |4 different types of cosmo-

logical measurements and
comparisons to simulation
data is quite different;

Variability (rate of| Weather and sky cdnditigns
change) can radically change bgth
the quality,.and quantjty

of data.
Big data science (collection, curation, Veracity (Robustness Astrop@i’cal datais a stjat-
analysis, action) Issues, semantics) |istieian’s nightmare as the

bathrthe uncertainties ih a
(given measurement charge
\Q:t{om night-to-night in addi-
O\ tion to the cadence being

\% highly unpredictable. Also,
X most all of the cosmologifal
<< O measurements are system-

Q atically limited, and thus
Q understanding these as best
0\\ possible is the highest pripr-
S\ ity for a given survey.

\\S\ Visualization | Interactive speed of web|UI
\ on very large data setq is
an ongoing challenge. Bafsic
querying and browsing| of
data to find new transients
as well as monitoring the
quality of the survey if a
must. Ability to downldad
large amounts of data for
offline analysis is anotler
requirement of the systgm.
Ability to combine both sim-
ulation and observational
data is also necessary.

Data quality (syntax) | Understanding the sys-
temratie-tneertainties’in
the observational data is a
prerequisite to a successful
cosmological measurement.
Beating down the uncer-
tainties in the simulation
data to under this level is
a huge challenge for future
surveys.

Data types|Cf. above on “Variety”
Data analytics
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Big data specific challenges (Gaps)

is the case where there is not enough computi

New statistical techniques for understanding the limi-
tations in simulation data would be beneficial. Often it

generate all the simulations one wants and thus there is
areliance on emulators to bridge the gaps. Techniques
for handling Cholesky decomposition for thousands of
simulations with matrices of order 1M on a side.

ng time to

Big data specific

challenges in mobility
vational data simultaneously.

Performing analysis on both the simulation and obser-

technical considerations

AL sl <l 1 Pada—t 141 lals
INUSPTLIAL LIIdIITIIZSTS. Ddld 15 TILITT PpublIit U

standard login with password.

C R o | 3
SJCLUIity Aliu privaty

requires

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Parallel databases which could handle-ima
would be an interesting avenue forfuture re

ging data
search.

More information (URLSs)

http://www.lsst.org/lIsst, http://desi.lbl.gov, g
www.darkenergysurvey.org

nd http://

.7.4 Use case 39: Analysis of LHC (Large Hadron Collider) Data

Use case title

Particle Physics: Analysis of LHC (Large Hadron Collider) Data (Dis
Higgs particle)

covery of

Vertical (area)

Scientific Research: Physics

Author/company/
email

Michael Ernst mernst@bnl.gov, Lothar Bauerdick bauerdick@fnal.goy

an initial version written by G€offrey Fox, Indiana University gcf@indliana.edu,

Eli Dart, LBNL eddart@Ibl,gby)

y based on

A

ctors/stakeholders
and their roles and
responsibilities

Physicists (Design and Idéntify need for Experiment, Analyze Data) Sy9
(Design, Build and Suppert distributed Computing Grid), Accelerator
(Design, Build and Run Accelerator), Government (funding based on
importance of discoveries in field))

tems Staff
Physicists
long term

Goals

Understanding properties of fundamental particles

U

e case description

CERN LHC Detectors and Monte Carlo producing events describing p3
paratus interaction. Processed information defines physics propertie
(lists ©f particles with type and momenta). These events are analyz
new;effects; both new particles (Higgs) and present evidence that co
particles (Supersymmetry) not seen.

rticle-ap-
5 of events
ed to find
njectured

Current
solufions

3 Compute(System) | WLCG and Open Science Grid in the US integ
puter centers worldwide that provide comp
storage resources into a single infrastructure
by all LHC physicists.

350,000 cores running “continuously” arrange
(CERN, “Continents/Countries”. “Universit

rate com-
uting and
accessible

din 3 tiers
es”). Uses

“Distributed High Throughput Computing

(DHTC)";

200 PBstorage, >2 million jobs/day.
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Storage

ATLAS:

— Brookhaven National Laboratory Tier1 tape: 10PB
ATLAS data on tape managed by HPSS (incl. RHIC/NP
the total data volume is 35PB)

— Brookhaven National Laboratory Tier1 disk: 11 PB;
using dCache to virtualize a set of ~60 heterogeneous
storage servers with high-density disk backend systems

— US Tier2 centers, disk cache: 16PB

CMS:
— Fermilab US Tier1, reconstructed, tape/cache:20,4|PB
— US Tier2 centers, disk cache: 7 PB
— US Tier3 sites, disk cache: 1,04 PB

Networking

— As experiments have global pparticipants (CMS
has 3600 participants from 183.institutions in [38
countries), the data at all levels is transported and
accessed across continents.

— Large scale automated data transfers occur oyer
science networks across the globe. LHCOPN and L{H-
CONE network ovérlay provide dedicated netwark
allocations and-traffic isolation for LHC data traffjc

— ATLAS Fiérl data center at BNL has 160Gbps interhal
paths (often fully loaded). 70Gbps WAN connectivjty
provided by ESnet.

—- CMS Tierl data center at FNAL has 90Gbps WAN
¢onnectivity provided by ESnet

— Aggregate wide area network traffic for LHC
experiments is about 25Gbps steady state worldwide

Software

The scalable ATLAS workload/workflow management
system PanDA manages ~1 million production and
user analysis jobs on globally distributed computing
resources (~100 sites) per day.

The new ATLAS distributed data management system
Rucio is the core component keeping track of an inven-
tory of currently ~130PB of data distributed acrgss
grid resources and to orchestrate data movement
between sites. The data volume is expected to grow
to exascale size in the next few years. Based on the
xrootd system ATLAS has developed FAX, a federated
storage system that allows remote data access

Similarly, CMS is using the OSG glideinWMS infra-
structure to manage its workflows for production
and data analysis the PhEDEx system to orchestrate
data movements, and the AAA/xrootd system to allow
remote data access.

Experiment-specific physics software including sim-
ulation packages, data processing, advanced statistic
packages, etc.
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Big data

characteristics

Data source
(distributed/
centralized)

High speed detectors produce large data volumes:

— ATLAS detector at CERN: Originally 1 PB/sec raw
datarate, reduced to 300 MB/sec by multi-stage trigger.

— CMS detector at CERN: similar

Data distributed to Tierl centers globally, which serve
as data sources for Tier2 and Tier3 analysis centers

Volume (size)

15 Petabytes per year from Detectors and Analysis

Velocity

— Real time with some long LHC "shut downs" (to

(e.g. real time)

improve accelerator and detectors) withynp data ex-

cept Monte Carlo.

— Besides using programmatically and dyjnamically
replicated datasets, real-time remote1/0 (using XrootD)
is increasingly used by analysis\which requirjes reliable

high-performance networking capabilities
file copy and storage system overhead

to reduce

Variety
(multiple datasets,
mashup)

Lots of types of event§ with from 2- few hundred final
particle but all data is collection of particlds after in-
itial analysis. Events are grouped into datgsets; real

detector datatis segmented into ~20 data

partial overlap) on the basis of event chargcteristics
determihed through real-time trigger system, while

different’'simulated datasets are characteri
physies process being simulated.

bets (with

zed by the

Variability (rate of.
change)

Data accumulates and does not change character. What
you look for may change based on physics insight. As

understanding of detectors increases, large
reprocessing tasks are undertaken.

scale data

(g

Big data science
ollection, curation,

analysis,
action)

Veracity (Robiistness
Issues, 'semantics)

One can lose modest amount of data without much
pain as errors proportional to 1/SquareRoot(Events
gathered), but such data loss must be catfefully ac-
counted. Importance that accelerator and experimental
apparatus work both well and in understodd fashion.
Otherwise data too "dirty"/"uncorrectablq".

Visualization

Modest use of visualization outside histograms and

model fits. Nice event displays but discover
lots of events so this type of visualization of
importance

y requires
secondary

Data quality (syntax)

Huge effort to make certain complex appa
understood (proper calibrations) and "co

ratus well
'rections”

properly applied to data. Often requires dlata to be
re-analyzed

Data types

Raw experimental data in various binary forms with
conceptually a name: value syntax for name spanning
“chamber readout” to “particle momentum”. Recon-
structed data is processed to produce dense data
formats optimized for analysis
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Data analytics |Initial analysis is processing of experimental data
specific to each experiment (ALICE, ATLAS, CMS,
LHCD) producing summary information. Second step in
analysis uses “exploration” (histograms, scatter-plots)
with model fits. Substantial Monte-Carlo computations
are necessary to estimate analysis quality.

Alarge fraction (~60 %) of the available CPU resourc-
es available to the ATLAS collaboration at the Tier-1
and the Tier-2 centers is used for simulated event

production—he- ATLAS simulationrequirementsqre
completely driven by the physics community in tégms
of analysis needs and corresponding physics,godls.
The current physics analyses are looking at teal data
samples of roughly 2 billion (B) eventsitaken in 2(11
and 3B events taken in 2012 (this represents ~5 [PB
of experimental data), and ATLAS-has roughly 3,5B
MC events for 2011 data, and 2,5B/MC events for 2012
(this represents ~6 PB of sintulated data). Given the
resource requirements to fully’simulate an event using
the GEANT 4 package, ATEAS can currently prodyce
about 4 million events pér day using the entire pro-
cessing capacity available to production worldwide.

Due to its high‘CPU cost, the outputs of full Geant4
simulation (HITS) are stored in one custodial tape cdpy
on Tierl tapes to be re-used in several Monte-Cafrlo
re-procéssings. The HITS from faster simulation flavprs
will bewenly of transient nature in LHC Run 2.

Big
chall

lata specific
enges (Gaps)

The translation of scientific zesults into new knowledge, solutions, policies and
decisions is foundational:te the science mission associated with LHC data anfal-
ysis and HEP in generaliHowever, while advances in experimental and compu-
tational technologieshave led to an exponential growth in the volume, velocity,
and variety of data available for scientific discovery, advances in technologjes
to convert this data into actionable knowledge have fallen far short of what {he
HEP commuutity needs to deliver timely and immediately impacting outcomies.
Acceleration of the scientific knowledge discovery process is essential if DDE
scientjists are to continue making major contributions in HEP.

Today's worldwide analysis engine, serving several thousand scientists, will
have to be commensurately extended in the cleverness of its algorithms, the
automation of the processes, and the reach (discovery) of the computing, to ¢n-
able scientific understanding of the detailed nature of the Higgs boson. E.g. the
approximately forty different analysis methods used to investigate the detailed
characteristics of the Higgs boson (many using machine learning techniquges)
must be combined in a mathematically rigorous fashion to have an agreed upon

pnh]ichnh]n result

Specific challenges: Federated semantic discovery: Interfaces, protocols and envi-
ronments that supportaccess to, use of, and interoperation across federated sets
of resources governed and managed by a mix of different policies and controls
that interoperate across streaming and “at rest” data sources. These include:
models, algorithms, libraries, and reference implementations for a distributed
non-hierarchical discovery service; semantics, methods, interfaces for life-cy-
cle management (subscription, capture, provenance, assessment, validation,
rejection) of heterogeneous sets of distributed tools, services and resources; a
global environment that is robust in the face of failures and outages; and flexible
high-performance data stores (going beyond schema driven) that scale and are
friendly to interactive analytics
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Resource description and understanding: Distributed methods and implementations
that allow resources (people, software, computing incl. data) to publish varying
state and function for use by diverse clients. Mechanisms to handle arbitrary
entity types in a uniform and common framework - including complex types
such as heterogeneous data, incomplete and evolving information, and rapidly
changing availability of computing, storage and other computational resources.
Abstract data streaming and file-based data movement over the WAN/LAN and
on exascale architectures to allow for real-time, collaborative decision making
for scientific processes.

re that all
to future

Big data specific
challenges in
mobility

The agility to use any appropriate available resources and to ensu
data needed is dynamically available at that resource is fundamenta
discoveries in HEP. In this context “resource” has a broad meaning'anfd includes
data and people as well as computing and other non-computer,basef entities:
thus, any kind of data—raw data, information, knowledge, ete., and any type of

resource—people, computers, storage systems, scientificiinstruments

resource, service, etc. In order to make effective use-0f such resourdes, a wide
range of management capabilities must be provided)in an efficient, s¢cure, and
reliable manner, encompassing for example collection, discovery, ¢

movement, access, use, release, and reassignment. These capabilities

and control large ensembles of data and ,other resources that are g

changing and evolving, and will often be\n-deterministic and fuzz
aspects.

Specific Challenges: Globally optimized dynamic allocation of resourg¢es: These

need to take account of the lack of’strong consistency in knowledge
entire system.

Minimization of time-to-delivery of data and services: Not only to redug
to delivery of the data.er service but also allow for a predictive cap
physicists working omrdata analysis can deal with uncertainties in the

decision making precesses.

software,

llocation,
must span
onstantly
y in many

hcross the

e the time
ability, so
real-time

S¢

curity and privacy
technical
considerations

While HEP dataitself is not proprietary unintended alteration and/ox
curity relatedfacility service compromises could potentially be very disruptive

to the analysis process. Besides the need of having personal crede

the reldted virtual organization credential management systems to

accesstights to a certain set of resources, a fair amount of attention n|
deveted to the development and operation of the many software comp

community needs to conduct computing in this vastly distributed envjiironment.

The majority of software and systems development for LHC data analysis

outinside the HEP community or by adopting software components ffom other

parties which involves numerous assumptions and design decisions
early design stages throughout its life cycle. Software systems make a
assumptions about their environment - how they are deployed, config
runs it, what sort of network is it on, is its input or output sensitive, c
its input, does it preserve privacy, etc.? When multiple software comp

cyber-se-

htials and
maintain
eeds to be
bnents the

is carried

from the
humber of
ured, who
an it trust
nents are

interconnected, for example in the deep software stacks used in DHTC, without
clear understanding of their security assumptions, the security of the resulting
system becomes an unknown.

A trust framework is a possible way of addressing this problem. A DHTC trust
framework, by describing what software, systems and organizations provide and
expect of their environment regarding policy enforcement, security and privacy,
allows for a system to be analyzed for gaps in trust, fragility and fault tolerance.
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Highlight issues for
generalizing this
Use case (e.g. for ref.
architecture)

Large scale example of an event based analysis with core statistics needed. Also
highlights importance of virtual organizations as seen in global collaboration.

The LHC experiments are pioneers of distributed big data science infrastructure,
and several aspects of the LHC experiments’ workflow highlight issues that other
disciplines will need to solve. These include automation of data distribution,
high performance data transfer, and large-scale high-throughput computing.

More information
(URLS)

http://grids.ucs.indiana.edu/ptliupages/publications/Where%20does%20
all%20the%20data%20come%20from%20v7.pdf

http://www.es.net/assets/pubs presos/High-throughput-lessons-from-the-

LHC-experience.Johnston.TNC2013.pdf

Note:
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Use case Stages

Data Sources

Data Usage

Transforma-
tions
(Data

Analytics)

Infrastructure

Security and
Privacy

Particle Physics:

Analysis of LHC Large Hadron Collider Data, Discovery of Higgs particle (Scientific
Research: Physics)

(AOD) files that
are ~10 % orig-
inal size

experimental
detection.

Record Raw CERN LHC Ac- |This datais LHC has 109 Accelerator and |N/A
Data celerator cfagnd at CERN lcollisions per cnphictirqtnd
and then dis- second; the data selection
tributed across |hardware (trigger pro-
the globe for + software cess) that uses
next stage in trigger selects |~7000 cores
processing “interesting at CERN to
events”. Other |record ~100-
utilities distrib- |500 events each
ute data across |secend (~1
the globe with jmegabyte each)
fast transport
Prpcess Raw Disk Files of Iterative cali- |Full analysis ~300,000 cores |N/A
Data to Infor- |Raw Data bration and code thatbuilds |arranged in 3
mdtion checking of in coniplete tiers.
analysis which }mderstand- Tier 0: CERN
has for exam- |ing'of complex
ple “heuristic” <experimental |Tier 1: “Major
track finding | detector. Countries”
algorithms; Also Monte Tier 2: Uni-
Produce ‘large” |Carlo codes versities and
full physics files|to produce laboratories.
and stripped_ simulated data Note processing
dO\_/vn Analysis |to _ev_aluate is compute and
Object Data efficiency of data intensive
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Physics Analysis |Disk Files of Use simple Data reduction |While the bulk |Physics dis-
Information to Information in- |statistical and processing |of data process- |coveries and
Knowledge/ cluding acceler- |techniques (like |steps with ad- |ingis doneat |resultsare
Discovery ator and Monte |histogramming,|vanced physics |Tier 1 and Tier |confidential
Carlo data. multi-variate |algorithms 2 resources, the |until certified
Include wisdom analysis meth- [to identify end stage anal- |by group and
from lots of ods and other |event proper- |ysisisusually |presented
physicists (pa- data analysis [ties, particle done by users |at meeting/
pers) in analy- techniques and |hypothesis etc. |atalocal Tier |journal. Data
i lienc model fits to For interactive |3 facility. The |preserved so
”””””””””” discover new |data analysis of |scale of com- results repro
effects (parti- |those reduced |putingresourc- |ducible
cles) and put and selected es at Tier 3 sites
limits on effects|data sets the range from
not seen classic pro- workstations to
gram is Root small clusters.
from CERN that |[ROOT is the
reads multiple |most comnion
event (AOD, softwaré'stack
NTUP) files used,to analyze
from selected |compact data
data setsand |formats gener-
use physicist ated on distrib-
generated uted computing
C++ code to resources. Data
calculate hew |transfer is done
quantities such |using ATLAS
as implied mass |and CMS DDM
of an unstable |tools, which
(new) particle |mostly rely
on gridFTP
middleware.
XROOTD based
direct data
access is also
gaining impor-
tance wherever
high network
bandwidth is
available.
A.7.5 Uge case 40: Belle Il Experiment
Use case title|Belle Il Experiment

L - Py o D 1 Lls 1 I Dl -
OULUITTIUITICU INTSTdI UIl. lllgll LIITT s_y ru_you,a
David Asner and Malachi Schram, PNNL, david.asner@
pnnl.gov and malachi.schram@pnnl.gov

David Asner is the Chief Scientist for the US Belle Il Project

XL e 1L )
vititdar arccaj

Author/company/email

Actors/stakeholders and their roles and

responsibilities Malachi Schram is Belle Il network and data transfer coor-

dinator and the PNNL Belle Il computing center manager

Perform precision measurements to search for new phe-
nomena beyond the Standard Model of Particle Physics

Goals

Use case description |Study numerous decay modes at the Upsilon(4S) reso-
nance to search for new phenomena beyond the Standard

Model of Particle Physics
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Current
solutions

Compute(System)

Distributed (Grid computing
using DIRAC)

Storage

Distributed (various tech-
nologies)

Networking

Continuous RAW data
transfer of ~20 Gbps at de-
signed luminosity between
Japan and US

Additional transfer rates are

currently beinginvestigated

Software

Open Science Gri
DIRAC, FTS;Bellg
work

d, Geant4,
b [1 frame-

Big data
characteristics

Data source
(distributed/
centralized)

Distributed data

Primary data cenfters are in

Japan (KEK) and

centers

JS (PNNL)

Volume-(size)

Total integrated
~120 PB and ph
~15 PB and ~1
samples

RAW data
ysics data
00PB MC

Velocity
(e.g. real time)

Data will be re-
and analyzed inct

Data rates will
based on the ad
luminosity

ralibrated
ementally

increase
celerator

Variety
(multiple datasets,
mashup)

Data will be re-
and distributed
tally.

ralibrated
ncremen-

Variability (rate of
change)

Collisions will pra
increase until thg
luminosity is

(3000 BB pairs p

Expected even
~300 kB per eve

gressively

designed
reached
er sec).

t size is
nts.

Big data science (collection, curation,

analysis, action)

Veracity (Robustness
Issues, semantics)

Validation will be
using known refer]
ics processes

performed
ence phys-

Visualization

N/A

Data quality (syntax)

Output data will

be re-cali-

brated and validd

ted incre-

mentally

Data types

Tuple based output

Data analytics

Data clustering and classi-

fication is an integral part
of the computing model.
Individual scientists define
event level analytics.

Big data specific challenges (Gaps)

Data movement and bookkeeping (file and event level
meta-data).

Big data specific challenges in mobility

Network infrastructure required for continuous data
transfer between Japan (KEK) and US (PNNL).
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Security and privacy |No special challenges. Data is accessed using grid au-
technical considerations |thentication.

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

More information (URLSs) |http://belle2.kek.jp

A.8 Earth, Environmental and Polar Science

atior Radas Cozocbaa
ATCT Tvaltdr Iy STCTIr

]

A 8 1 Url\ coca A1 FICCAT DN T oacolaraat C
O, CCasStCTIL. LIOCAT U IIICoTICTTIIT I

Use case title [EISCAT 3D incoherent scatter radar system

Vertical (area) |Environmental Science
Author/company/email |Yin Chen /Cardiff University/ chenY58@t¢ardiff.ac.yk

Ingemar Haggstrom, Ingrid Mann,, Craig Heinselman/
EISCAT Science Association/{Ingemar.Haggstrom,%(20
Ingrid.mann,%20Craig.Heins€lman%7d@eiscat.se

Actors/stakeholders and their roles and | The EISCAT Scientific Association is an international
responsibilities |research organization operating incoherent scatter radar
systems in Northern Europe. Itis funded and operated
by research councilsof Norway, Sweden, Finland, Japan,
China and the United Kingdom (collectively, the EISCAT
Associates). Inaddition to the incoherent scatter radars,
EISCAT alsp.operates an lonospheric Heater facilityfas
well as two Dynasondes.

Goals |EISCAT, the European Incoherent Scatter Scientific
Ass@ciation, is established to conduct research on the
[ower, middle and upper atmosphere and ionosphégre
using the incoherent scatter radar technique. This
technique is the most powerful ground-based tool for
these research applications. EISCAT is also being uged
as a coherent scatter radar for studying instabilitied in
the ionosphere, as well as for investigating the striic-
ture and dynamics of the middle atmosphere and|as
a diagnostic instrument in ionospheric modification
experiments with the Heating facility.

Use case description |The design of the next generation incoherent scatfer
radar system, EISCAT_3D, opens up opportunities for
physicists to explore many new research fields. On the
other hand, it also introduces significant challengeq in
handling large-scale experimental data which will|be
massively generated at great speeds and volumes. This
Chattenge {5ty picatly Teferted to as a big data probtem
and requires solutions from beyond the capabilities of
conventional database technologies.

Current solutions Compute(System) |[EISCAT 3D data e-Infra-
structure plans to use the
high performance comput-
ers for central site data pro-
cessing and high throughput
computers for mirror sites
data processing

Storage|32 TB
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Networking

The estimated data rates
in local networks at the ac-
tive site run from 1 GB/s to
10 GB/s. Similar capacity
is needed to connect the
sites through dedicated
high-speed network links.
Downloading the full data
is not time critical, but op-
erations require real-time

information apo

pre-defined’events to be

sent fronmthe si

operation centrg and a re-

al-timelink from
tien.Centre to the

the mode of radar{operation
6n with immedidte action.

it certain
tes to the

the opera-
Kites to set

Software

— Mainstream operat-

ing systems, e.g.,

Linux, Solaris, {IP/UX, or

FreeBSD

— Simple, flat file storage
with required cgpabilities
e.g., compression| file strip-
ing and file journaling

— Self-develope

— Control and monitor-
ing tools including, system

configuration, q

fault reporting, gtc.

— Data diss
utilities

— User softwdre e.g., for
cyclic buffer, datg cleaning,

RFI detection an
auto-correlation
gration, data anal
identification, dis
retrieval, calcula
ue-added data

ingestion/extradtion, plot

Windows,

l software

uick-look,

bmination

] excision,
datainte-
lysis, event
rovery and
ion of val-
broducts,

— User-oriented com-

puting

— APIs into standard
software environments

— Data processing chains

and workflow
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Big data
characteristics

Data source
(distributed/
centralized)

EISCAT_3D will consist of a
core site with a transmitting
and receiving radar arrays
and four sites with receiv-
ing antenna arrays at some
100 km from the core.

Volume (size)

— The fully operational
5-site system will gener-
ate 40 PB/year in 2022.

— ItiSexpected to opar-
ate for 30 years, and\data
products to be stered af]
less 10 years

Velocity
(e.g. real time)

At each of 5°receiver-sitg:

— eaclrantenna gen-
erates 30 Msamples/s
(126.MB/s);

— each antenna group
(consists of 100 antenngs)
to form beams at speed |of
2 Gbit/s/group;

— these data are
temporary stored in a
ringbuffer: 160 groups
->125 TB/h.

Variety
(multiple datasets,
mashup)

— Measurements: differ¢nt
versions, formats, replicas,
external sources ...

— System informatign:
configuration, monitorinhg,
logs/provenance ...

— Users’ metadata/data:
experiments, analysis, shar-
ing, communications ...

Variability (rate of
change)

In time, instantly, a few 1hs.

Along the radar beams,
100ns.
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Big data science (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

— Running 24/7, EIS-
CAT_3D have very high de-
mands on robustness.

— Data and performance
assurance is vital for the
ring-buffer and archive sys-
tems. These systems must
be able to guarantee to meet
minimum data rate accept-

&

La ¥

&2
O
\\Q/
%:
\
6\

aneceatall-timesoy scientific

data will be

— Simil@@ the systems
must g(rér ntee(that data
held4s not volatjle or cor-
rupt:*This latter require-
&nt is particularly vital

t the permanent archive
where data is most likely
to be accessed bjy scientif-
ic users and leaft easy to
check; data corruption here
has a significant possibility
of being non-recoverable and
of poisoning the|scientific
literature.

O

\\\(

Visualization

— Real-timd visualiza-
tion of analyzed|data, e.g.,
with a figure offupdating
panels showing electron
density, temperdtures and
ion velocity to those data
for each beam.

— Non-real-tim¢ (post-ex-
periment) visualization of
the physical pargmeters of
interest, e.g.,

— by standard plots,

— using three-dimen-
sional block to shpw to spa-
tial variation (in the user
selected cuts),

— using animations to

show the temporal variation,
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— allow the visualization
of 5 or higher dimensional
data, e.g., using the 'cut up
and stack' technique to re-
duce the dimensionality,
that is take one or more
independent coordinates as
discrete; or volume render-
ing technique to display a 2D
projection ofa 3D discretely

sampled data set.

— (Interactiv I)LW ali-
zation. E.g, to users
to combine t}t:,l ormation
onseveralspe tral featurles,
e.g., by g color coding,
and t(ﬂprovide real-time
vistdlization facility to allpw
ithe'users to link or plugin
‘tdilor-made data visugli-
zation functions, and more
importantly functions|to
signal for special obserya-
tional conditions.

— Monitoring software will
be provided which allows
The Operator to see incom-
ing data via the Visualizat{on
systemin real-time and repct
appropriately to scientifiqal-
ly interesting events.

— Control software willlbe
developed to time-integrate
the signals and reduce the
noise variance and the toftal
data throughput of the sys-
tem that reached the data
archive.

Data types

HDF-5

Data analytics

Pattern recognition, de-
manding correlation rgu-
tines, high level parameter

extraction

Big data specific challenges (Gaps)

— High throughput of data for reduction into higher levels.

— Discovery of meaningful insights from low-value-den-
sity data needs new approaches to the deep, complex
analysis e.g., using machine learning, statistical model-
ling, graph algorithms etc. which go beyond traditional
approaches to the space physics.

Big data specific challenges in mobility

Is not likely in mobile platforms
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Security and privacy
technical considerations

Lower level of data has restrictions for 1 year within
the associate countries. All data open after 3 years.

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

EISCAT 3D data e-Infrastructure shares sim
tectural characteristics with other ISR radars,

existing big data systems, such as LOFAR, LHC, and SKA

ilar archi-
and many

More information (URLSs)

https://www.eiscat3d.se/

A.8.2 Use case 42: Common Environmental Research Infrastructure

Use case title

ENVRI (Common Operations of Environmenta
Infrastructure)

] Research

Vertical (area)

Environmental Science

Author/company/email

Yin Chen/ Cardiff University / ChenY58@ca

rdiff.ac.uk

Actors/stakeholders and their roles and
responsibilities

The ENVRI project s a collaboration conducted
European Strategy Forum on Research Infras
(ESFRI) Environmental Clustet. The ESFRI Envi
research infrastructuresinvolved in ENVRI

— ICOSis a European distributed infrastru
icated to the monitoring of greenhouse ga
through its atmospheric, ecosystem and ocean

— EURO+Argo is the European contributio
whichiis @/global ocean observing system.

—~EISCAT-3D is a European new-generatio
entscatter research radar for upper atmosphe

— LifeWatch is an e-science Infrastructure
versity and ecosystem research.

EPOS is a European Research Infrastr
earthquakes, volcanoes, surface dynamics and

— EMSO is a European network of seafloof observa-

tories for the long-term monitoring of enviy

processes related to ecosystems, climate change and

geo-hazards.

ENVRI also maintains close contact with
not-directly involved ESFRI Environmenta
infrastructures by inviting them for joint
These projects are:

within the
tructures
fonmental
including:

rture ded-
ses (GHG)
networks

in to Argo,

h incoher-
[ic science.

for biodi-

lcture on
tectonics.

onmental

the other
research
meetings.

Goals

The ENVRI project gathers 6 EU ESFRI envit
science infra-structures (ICOS, EURO-Argo, H
LifeWatch, EPOS, and EMSO) in order to develo

onmental
[SCAT-3D,
p common
hccelerate

the construction of these infrastructures an
interoperability among them.

d improve
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The primary goal of ENVRI is to agree on a reference
model for joint operations. The ENVRI RM is a common
ontological framework and standard for the description
and characterisation of computational and storage in-
frastructures in order to achieve seamless interopera-
bility between the heterogeneous resources of different
infrastructures. The ENVRI RM serves as a common
language for community communication, providing
a uniform framework into which the infrastructure’s
components can be classified and compared, also serving

to identify common solutions to common problemssTIhis
may enable reuse, share of resources and experiences,
and avoid duplication of efforts.

Use case description

ENVRI project implements harmonized,solutions ajnd
draws up guidelines for the common needs of the ¢n-
vironmental ESFRI projects, with a¥special focus jon
issues as architectures, metadatq frameworks, data
discovery in scattered repositeéries, visualization ajnd
data curation. This will empower the users of the dol-
laborating environmentahlresearch infrastructuges
and enable multidisciplinary scientists to access, study
and correlate data from multiple domains for "systé¢m
level" research.

ENVRI investigates a collection of representative re-
search infrastructures for environmental sciences, and
provides‘@ projection of Europe-wide requireme:ilxts
they have; identifying in particular, requirements they
have 1n"common. Based on the analysis evidence, the
ENVRI Reference Model (http://www.envri.eu/rm] is
developed using ISO standard Open Distributed Pfo-
cessing. Fundamentally the model serves to provide
a universal reference framework for discussing many
common technical challenges facing all of the ESFRI-¢n-
vironmental research infrastructures. By drawing
analogies between the reference components of the
model and the actual elements of the infrastructutes
(or their proposed designs) as they exist now, variqus
gaps and points of overlap can be identified

14

Current
solutions

Compute(System)

Storage |File systems and relational
databases

Networking

Software|Own

160

© ISO/IEC 2018 - All rights reserved


http://confluence.envri.eu:8090/download/attachments/327687/D3.3%20Analysis%20of%20Requirements%20V1.0.pdf?version=1&modificationDate=1366965933706&api=v2
http://www.envri.eu/rm
https://iecnorm.com/api/?name=aa23d711ecb369879909948a8de6c518

ISO/IEC TR 20547-2:2018(E)

Big data
characteristics

Data source
(distributed/
centralized)

Most of the ENVRI Research
Infrastructures (ENV RIs)
are distributed, long-term,
remote controlled observa-
tional networks focused on
understanding processes,
trends, thresholds, inter-
actions and feedbacks and
increasing the predictive
power to address future

environmental,challenges.

They are sparni
Arctic areasto the
Southernmost 4
front\Atlantic o
thé-Black Sea on
precisely:

— EMSO, netwol
point, deep-sea
water column obs
is geographically]
ed in key sites of
waters, presently
of thirteen sites.

— FEPOSaimsati
the existing Euro
ities in solid Ear
into one coheren

from the
European
reas and
n west to
past. More

k of fixed-
floor and
brvatories,
distribut-
European
consisting

ntegrating
pean facil-
th science
E multidis-

ciplinary RI, and

0 increase

the accessibility gnd usabil-
ity of multidisciplinary data
from seismic andl geodetic
monitoring networks, vol-
cano observatdries, lab-

oratory experi

computational si
enhancing worldy
operability in Ear

ents and
mulations
wvide inter-
th Science.
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— ICOS dedicates to the
monitoring of greenhouse
gases (GHG) through its at-
mospheric, ecosystem and
ocean networks. The ICOS
network includes more than
30 atmospheric and more
than 30 ecosystem prima-
ry long term sites located
across Europe, and addi-

tional secondary sites| It
also includes three Themdtic
Centres to process the data
from all the stations from
each netwark, and provide
access todhese data.

— LifeWatch is a “virtupl”
infrastructure for biodiver-
sity'and ecosystem reseafch
with services mainly pfo-
vided through the Internet.
Its Common Facilities is ¢o-
ordinated and managed at
a central European level;
and the LifeWatch Centfes
serve as specialized facjli-
ties from member countries
(regional partner facilitips
or research communitigs.

— Euro-Argo provides, dle-
ploys and operates an arfay
of around 800 floats con-
tributing to the global artay
(3,000 floats) and thus pro-
vide enhanced coverage in
the European regional sefas.

— EISCAT- 3D, makes con-
tinuous measurements| of
the geospace environment
and its coupling to the
Earth's atmosphere from
its location in the aurofal
zone at the southern edgg of

the northern nalar vort X
) od )

and is a distributed infra-
structure.
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Volume (size)

Variable data size. e.g.,

— The amount of data with-
in the EMSO is depending
on the instrumentation and
configuration of the obser-
vatory between several MBs
to several GB per data set.

— Within EPOS, the EIDA
network is currently pro-

viding accesstd
ous raw data‘cof]
approximately 1
1 000 stations 1
about 40 GB p¢
over’15 TB per y|
stores a Databa
GB of earthquak
eters, which is d
growing and upd
refined informat

— 222705 -ev
— 632327 -or
— 642 555 - m{

— Within EISC/
voltage data W
40PB/year in 20

continu-
ning from
nore than
recording
r day, so
ear. EMSC
e of 1,85
e param-
onstantly
ated with
ion.

ents
gins
gnitudes

1T 3D raw
ill reach
3.

Velocity
(e.g. real time)

Real-time data h
a common requ
environmental
infrastructures

andling is
est of the
research

Variety

(multiple datasets,

mashup)

Highly complex §
ogeneous

ind heter-

Variability (rate of

change)

Relative low rate

of change

Big datascience (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

Normal
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Visualization | Most of the projects have
not yet developed the vis-
ualization technique to be
fully operational.

— EMSO is not yet fully
operational, currently only
simple graph plotting tools.

— Visualization techniques
are not yet defined for EPOS.

—  Within ICOS Leyel;L.b
data products suc near
real time GH asu e-
ments are av e to users
v1aATCw rtal Based|on
Google tTools, an inter-
active e series line chart
\ ptional annotatigns
lallows user to scroll and
Q%bom inside a time serieg of
\\ CO2 or CH4 measurement at
%O an ICOS Atmospheric statipn.
N\ The chartis rendered within
the browser using Flagh.

Q<< Some Level-2 products gre
<

also available to ensure [in-

N\ strument monitoring to Fls.

N

\Q [t is mainly instrumental
< and comparison data plpts

\\g\ automatically generated|(R

N language and Python Mat-

plotlib 2D plotting librafy)
and daily pushed on ICOS
web server. Level-3 data
products such as gridded
GHG fluxes derived fr
ICOS observations incregse
the scientificimpact of ICDS.
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For this purpose ICOS sup-
ports its community of
users. The Carbon portal is
expected to actas a platform
that will offer visualization
of the flux products that
incorporate ICOS data. Ex-
ample of candidate Level-3
products from future ICOS
GHG concentration data are

for instance
pean high ;S%F
or CH4 flal/@
atmospfg:}‘lc inve
ellersif Europe.
mparisons
?}ducts will be
y the Carbon Por
butions will be o

product of high
quality.

— LifeWatch w
common visualiz
niques, such as the
species on maps.
niques will allow Y
the effect of char]
and/or parameter

s of Euro-
ition CO2
Htained by
'sion mod-
isual tools
between
Heveloped
tal. Contri-
ben to any
scientific

1l provide
htion tech-
plotting of
New tech-
yisualizing
1ging data
5in models

Data quality (syntax)

Highly importank

Data types

— Measurement
file formats),

Metadata,

Ontology,

Annotations

s (oftenin

Data analytics

Data assimil

(Statistical)

Data mining
Data extract

— Scientific mo
simulation,

htion

hnalysis,

on,

leling and

— Scientific wo

rkflow

Big data specific challenges (Gaps)

— Data staging to mirror
Hives

— Integrated Data access

— Real-time handling of extreme high volume of data

arc

and discovery

— Data processing and analysis
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Big data specific challenges in mobility | The need for efficient and high performance mobile
detectors and instrumentation is common:

— In ICOS, various mobile instruments are used to
collect data from marine observations, atmospheric
observations, and ecosystem monitoring.

— In Euro-Argo, thousands of submersible robots to
obtain observations of all of the oceans

— In Lifewatch, biologists use mobile instruments for

observations and measurements

Security and privacy |Most of the projects follow the open data sharingpjol-
technical considerations|icy. E.g.,

— The vision of EMSO is to allow scientists gll over the
world to access observatories data following an ogen
access model.

— Within EPOS, EIDA data and Earthquake parameters
are generally open and free £oduse. Few restrictigns
are applied on few seismicmetworks and the accesg is
regulated depending on<email based authenticatign/
authorization.

— The ICOS datawill be accessible through a license
with full and open access. No particular restriction in
the access and eventual use of the data is anticipatgd,
expected the jnability to redistribute the data. Acknoyl-
edgement‘of ICOS and traceability of the data will|be
sought’in a specific, way (e.g. DOI of dataset). A lagge
pargofrelevant data and resources are generated using
public funding from national and international sourdes.

— LifeWatch is following the appropriate Europdan
policies, such as: the European Research Council (ERC)
requirement; the European Commission’s open accgss
pilot mandate in 2008. For publications, initiatives sych
as Dryad instigated by publishers and the Open Accgss
Infrastructure for Research in Europe (OpenAIRE). Tihe
private sector may deploy their data in the LifeWatch
infrastructure. A special company will be established
to manage such commercial contracts.

— In EISCAT 3D, lower level of data has restrictigns
for 1 year within the associate countries. All data ogen
after 3 years.
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Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Different research infrastructures are des
different purposes and evolve over time. The
describe their approaches from different poin

in different levels of detail and using different typolo-
gies. The documentation provided is often incomplete
and inconsistent. What is needed is a uniform platform
for interpretation and discussion, which helps to unify

understanding

In ENVRI, we choose to use a standard mo

Nictrihutaed Procaccinag (ODP) 0 internret t
Distributed Processin (ODP) tointerprett
of the research infrastructures, and place,the
ments into the ODP framework for furtheran

comparison.

igned for
designers
ts of view,

del, Open
he design
rrequire-
alysis and

More information (URLSs)

— ENVRI Project website: https//www.eny

ri.eu

— ENVRI Reference Model littp://www.enyri.eu/rm

ENVRI deliverable D3.2: Analysis of co
quirements of Environihéntal Research Infraf

Euro-Argo:=http://www.euro-argo.eu/
EISCAT3D: http://www.eiscat3d.se/
LifeWatch: http://www.lifewatch.com/

EDOS: http://www.epos-eu.org/
EMSO htt

WWW.emso-eu.org/mana

ICOS: http://www.icos-infrastructure.el/

mmon re-
tructures

bment/
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A.8.3 Use case 43: Radar Data Analysis for CReSIS

Use case title

Radar Data Analysis for CReSIS

Vertical (area)

of Ice Sheets

Scientific Research: Polar Science and Remote Sensing

Author/company/email

Geoffrey Fox, Indiana University gcf@indiana.edu

Actors/stakeholders and their roles and

responsibilities

Research funded by NSF and NASA with relevance to
near and long term climate change. Engineers designing
novel radar with “field expeditions” for 1 to 2 months to

remote sites. Results used by scientists building madls
and theories involving Ice Sheets

Goals

Determine the depths of glaciers and snow layers to[be
fed into higher level scientific analyses

Use case description

of melting ice caps etc.

Build radar; build UAV or use piloted dircraft; overffly
remote sites (Arctic, Antarctic, Himalayas). Checkin field
that experiments configured correctly with detailed
analysis later. Transport data by-air-shipping disk|as
poor Internet connection. Use image processing to find
ice/snow sheet depths. Us€ depths in scientific discovgry

Current
solutions

Field isalow power cluster of
rugged laptops plus classic 2
to 4 CPU servers with ~40[TB
removable disk array. Offljne
is about 2 500 cores

;\Q\\ Storage

Removable disk in fiefld.
(Disks suffer in field [so
2 copies made) Lustre|or
equivalent for offline

Networking

Terrible Internetlinking field
sites to continental USA

Software

Radar signal processing in
Matlab. Image analysiq is
Map/Reduce or MPI plus
C/Java. User Interface if a
Geographical Information
System

Big data
characteristics

Data source
(distributed/
centralized)

Aircraft flying over Jce
sheets in carefully planned
paths with data downloaded
to disks.

Yolume (ci7p)

~0 5 Petabvtes per vdar
T v I 4

raw data

Velocity
(e.g. real time)

All data gathered in real
time but analyzed incre-
mentally and stored with
a GIS interface

Variety
(multiple datasets,
mashup)

Lots of different datasets -
each needing custom signal
processing but all similar in
structure. This data needs
to be used with wide variety
of other polar data.
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Variability (rate of
change)

Data accumulated in
~100 TB chunks for each
expedition

Big data science (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

Essential to monitor field
data and correctinstrumen-
tal problems. Implies must
analyze fully portion of data
in field

Visualization

Rich user interface for layers

1 .1 . .
dlitd gIdCITh SIITU
o~

ations

Data quality (syntax)|Main engi 5‘(@1
to ensuredj?rur

qualityda

g issue is
nent gives

Data types qué\lrﬁages

isticated s
ssing; novel

Data analytics

<&

Cy

(can be 100’s ong

nal pro-
DIEW image
processing to find layers

per year)

Big data specific challenges (Gaps)

Data volumes increasing. Shipping disks clun
other obvious(selution. Image processing a
still very active research

hsy but no
lgorithms

Big data specific challenges in mobility

Smart phene interfaces not essential but L(
technelogy essential in field

W power

Security and privacy

technical considerations

Himalaya studies fraught with political issu
guire UAV. Data itself open after initial study

s and re-

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Loosely coupled clusters for signal process
support Matlab.

ing. Must

More information:(URLSs)

http://polargrid.or olargrid

https://www.cresis.ku.edu/

See movie at htt olargrid.org/polargrid

gallery

N(

TE
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Use case Transformations Security
Stages Data Sources Data Usage (Data Analytics) Infrastructure and Privacy
Radar Data Analysis for CReSIS (Scientific Research: Polar Science and Remote Sensing of Ice Sheets)
Raw Data:|Raw Data Capture Dataon |Robust Data Cop- |Rugged Laptops |[N/A
Field Trip from Radar Disks for L1B. ying Utilities. with small serv-
InStrument on -y, 1 pata to Version of Full er (~2 CPU with
Plane/Vehicle L . ~40TB remova-
monitor instru-  |Analysis to check |,/ - "
ments. data. e T
Informatipn: |Transported |Produce pro- Matlab Analysis |~2500 cores run-|N/A except
Offline Ahal- Disks copied |cessed data as code running in  |ning standard results
. to (LUSTRE) |radar images parallel and inde- |cluster tools checked bg-
ysis L1B .
File System pendently on each fore releasge
data sample on CReSIS
web site
Informatipn: |Radar Images |Inputto Science |GIS and Metadata |GIS (Gepgtaphi- |Asabove
from L1B as database with |Tools cal Information
L2/L3 Gep- GIS frontend Syg
location and ronten Environment to ysgem).
Layer Fingling support automat- (Cluster for Image
ic and/or manual~}Processing.
layer determina-
tion
Knowledge,|GIS interface to |Polar Science Re- Exploration on |Varies
Wisdom, [Dis-|L2/L3 data search integrating a cloud style according
covery: multiple data GIS supporting |to science
Science sources e.g. for access to data. |use. Typi-
Climate change. . Lo cally results
Simulation is 3D 1 after
Glacier bed data partial differ- open atte
C. . . research
used in simula- ential equation
. . complete.
tions of glacier solver on large
flow cluster.
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A.8.4 Use case 44: UAVSAR Data Processing

:2018(E)

Use case title

Data Services

UAVSAR Data Processing, Data Product Delivery, and

Vertical (area)

Scientific Research: Earth Science

Author/company/email

nasa.gov

Andrea Donnellan, NASA JPL, andrea.donnellan@
jpl.nasa.gov; Jay Parker, NASA JPL, jay.w.parker@jpl.

Actors/stakeholders and their roles and

NASA UAVSAR team, NASA QuakeSim team, ASF (NASA

responsibilities

SAR DAAC), USGS, CA Geological Survey

Goals

Use of Synthetic Aperture Radar (SAR) to ide
scape changes caused by seismic acfiyity, |
deforestation, vegetation changes, flooding, etc
its usability and accessibility by scientists.

htify land-
andslides,
., increase

Use case description

earthquake examines multiple standard SAR
made available by NASANThe scientist may fin
to interact with services provided by interme
jects that add valué te'the official data produ

A scientist who wants to study the after effiects of an

| products
dituseful
diate pro-
ct archive.

Current
solutions

Raw data proc
NASA AMES Ple
deavour. Commen

Comp@ts\srstem)
%
o)

pssing at
ades, En-
cial clouds

fers between in
and JPL, JPL and o
computing centet
and JPL and ASF.

Individual data fi
too large for indiv
to download, but ¢
setis unwieldy t
This is a problen{
stream groups li
Sim who want tq
and add value to

<< for storage and sefvice front
Q) ends have been dxplored.
\§§< N Storage |File based.

> Networking |Data require one fime trans-

strument
ther NASA
s (AMES),

les are not
dual users
bntire data
b transfer.
to down-
ke Quake-

reformat
data sets.

ROI_PAC, GeoSer
GeoTIFF-supportf

Software

ver, GDAL,
ing tools.

Big data

charactoaricticc

Data source

quired by

Data initially ac

Hnuhaanihadalrcra

(dictribhutad /

CTITUT OCTCT IICICY

rrotTrrouateay

centralized)

team maintains
downstream pro

processed at NASA JPL. Ar-
chive is centralized at ASF
(NASA DAAC). QuakeSim

oTIFF conversions).

t. Initially

separate
ducts (Ge-
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Volume (size)

Repeat Pass Interferometry
(RPI) Data: ~ 3 TB. Increas-
ingabout 1 TBto 2 TB/year.

Polarimetric Data: ~40 TB
(processed)

Raw Data: 110 TB

Proposed satellite missions
(Earth Radar Mission, for-

merly DESDvn) could dra-
£ =g

matically increase dataylol-
umes (TBs per day):

Velocity
(e.g. real time)

RPI Data: 1 to2 FB/yefar.
Polarimetrie\data is fastler.

Variety
(multiple datasets,
mashup)

Two mainitypes: Polarimet-
ricandRPI. Each RPI prodiict
is acolléction of files (anmno-
tation file, unwrapped, etc.).
Polarimetric products also
consist of several files eafh.

Variability (rate of
change)

Data products change slgw-
ly. Data occasionally get re-
processed: new processing
methods or parametefs.
There may be additional
quality assurance and qual-
ity control issues.

Big data science (collection, curation,
analysis, action)

%racity (Robustness
Issues, semantics)

i

Provenance issues need to|be
considered. This provenarice
has not been transparent to
downstream consumery in
the past. Versioning uged
now; versions describled
in the UAVSAR web pdge
in notes.

Visualization

Uses Geospatial Informa-
tion System tools, services,
standards.

Data quality (syntax)

Many frames and collectigns
are found to be unusable
due to unforeseen flight
conditions.

L TI A | oo &
UJLulllnns a1 1Tiadatcu 1 -

Dai i
dld l'_y PCD

agery data

Data analytics

Done by downstream con-
sumers (such as edge de-
tections): research issues.

Big data specific challenges (Gaps)

for custom users.

investigated, adopted.

Data processing pipeline requires human inspection
and intervention. Limited downstream data pipelines

Cloud architectures for distributing entire data prod-
uct collections to downstream consumers should be

172
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Big data specific challenges in mobility

Some users examine data in the field on mobile devices,
requiring interactive reduction of large data sets to
understandable images or statistics.

Security and privacy
technical considerations

Data is made immediately public after processing (no
embargo period).

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Data is geolocated, and may be angularly specified.
Categories: GIS; standard instrument data processing

pipeline to produce standard data products.

More information (URLs) |htt

uavsar.jpl.nasa.gov/, http://www.asf.al

aska.edu/

program/sdc, http://quakesim.or

A.8

.5 Use case 45: NASA LARC/GSFC iRODS Federation Testbed

Use case title

NASA LARC/GSFC iRODS Federation Testbed

Vertical (area)

Earth Science Research and@Applications

Author/company/email

Michael Little, Roger Dubois; Brandi Quam, |
Mathews, Andrei Vakhnin, Beth Huffer, Chri
Johnson / NASA Langley Research Center (L
M.M.Little@NASA¢gov, Roger.A.Dubois@nas
Brandi.M.Quam@NASA.gov, Tiffany.].Mathe
NASA.gov, ahd Andrei.A.Vakhnin@NASA.go

[iffany
Stian
aRC) /
a.gov,
Ws@

s

John Schnase, Daniel Duffy, Glenn Tamkin, S
SinnogJohn Thompson, and Mark Mclnerney
/ NASA Goddard Space Flight Center (GSFC)
John.L.Schnase@NASA.gov, Daniel.Q.Duffy@
gov, Glenn.S.Tamkin@nasa.gov. Scott.S.Sinn
gov, John.H.Thompson@nasa.gov, and Mark.
ney@nasa.gov

cott

/
NASA.

b@nasa.
Mciner-

Actors/stakeholders and their roles and
respoisibilities

NASA’s Atmospheric Science Data Center

Langley Research Center (LaRC) in Hampton
and the Center for Climate Simulation (NCC
dard Space Flight Center (GSFC) both inges
and distribute data that is essential to sta
including the climate research communit
applications community, and a growing com
government and private-sector customers W
need for atmospheric and climatic data.

[ASDC) at
, Virginia,
S) at God-
t, archive,
keholders
y, science
munity of
rho have a

Goals

To implement a data federation ability to im
automate the discovery of heterogeneous datd
data transfer latency, and meet customizab

based on data content, data quality, metadata, and

prove and
,decrease
le criteria

production.

To support/enable applications and customers that
require the integration of multiple heterogeneous data

collections.
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Use case description

ASDC and NCCS have complementary data sets, each
containing vast amounts of data that is not easily shared
and queried. Climate researchers, weather forecasters,
instrument teams, and other scientists need to access
data from across multiple datasets in order to compare
sensor measurements from various instruments, com-
pare sensor measurements to model outputs, calibrate
instruments, look for correlations across multiple
parameters, etc. To analyze, visualize and otherwise
process data from heterogeneous datasets is current-

ly a time consuming effort that requires scientists
to separately access, search for, and download.data
from multiple servers and often the data is duplicated
without an understanding of the authoritdtiye soure.
Many scientists report spending more time’in accessing
data than in conducting research. Datd-consumers neged
mechanisms for retrieving heterogeneous data fr¢m
a single point-of-access. This can be enabled thrmﬂlgh
the use of iRODS, a Data grid software system that
enables parallel downloads of datasets from selecfed
replica servers that canbe geographically dispersed,
but still accessible by users worldwide. Using iROPDS
in conjunction witl-Semantically enhanced metadata,
managed via a highly precise Earth Science ontology,
the ASDC'’s Data Products Online (DPO) will be federated
with the dataat the NASA Center for Climate Simulation
(NCCS).atGoddard Space Flight Center (GSFC). Tihe
heterogeneous data products at these two NASA fa¢il-
ities,are being semantically annotated using commjon
concepts from the NASA Earth Science ontology. Tihe
semantic annotations will enable the iRODS system| to
identify complementary datasets and aggregate data
from these disparate sources, facilitating data sharing
between climate modelers, forecasters, Earth scientigts,
and scientists from other disciplines that need Eafth
science data. The iRODS data federation system will
also support cloud-based data processing services|in
the Amazon Web Services (AWS) cloud.

Current
solutions

Compute(System) | NASA Center for Climgte
Simulation (NCCS) apd
NASA Atmospheric Scierjce
Data Center (ASDC): Tyo
GPFS systems
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Storage

The ASDC’s Data Products
Online (DPO) GPFS File
system consists of 12 x
IBM DC4800 and 6 x IBM
DCS3700 Storage subsys-
tems, 144 Intel 2,4 GHz
cores, 1,400 TB usable stor-
age. NCCS data is stored
in the NCCS MERRA clus-
ter, which is a 36 node Dell

cluster, 576 Intgl 2,6 GHz
SandyBridge cotes, 1,300
TB raw storage,|1,250 GB
RAM, 11,7 TF theoretical
peak’compute capacity.

Networking

Acombination of Hibre Chan-
nel SAN and 10GB LAN. The
NCCS cluster nodgs are con-
nected by an FDR [nfiniband
network with pepk TCP/IP
speeds >20 Gbps

Software

SGE Univa Grid Epgine Ver-
sion 8.1, iRODS version 3.2
and/or 3.3, IBM General
Parallel File System (GPFS)
version 3.4, Cloydera ver-
sion 4.5.2-1

Big data
characteristics

Data source
(distributed/
centralized)

iRODS will be leveraged to
share data collefted from
CERES Level 3B dlata prod-
ucts including: CERES EBAF-
TOA and CERES$-Surface
products.

Surface fluxes in EBAF-Sur-
face are derived|from two
CERES data prdducts: 1)
CERES SYN1deg-Month Ed3
- which provides computed
surface fluxes tofbe adjust-
ed and 2) CERES[EBAFTOA
Ed2.7 - which usds observa-
tions to provide (ERES-de-
rived TOA flux canstraints.
Accesstotheseproducts will

enable the NCCS at GSFC to
run data from the products
in a simulation model in
order to produce an assim-
ilated flux.
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The NCCS will introduce
Modern-Era Retrospective
Analysis for Research and
Applications (MERRA) data
to the iRODS federation.
MERRA integrates obser-
vational data with numerical
models to produce a global
temporally and spatially
consistent synthesis of

26 key climate variablps.
MERRA data files aré'creat-
ed from the Goddard Earth
Observing System versjon
5 (GEOS-5), model and qre
stored in HDF-EOS and (Net-
work Eommon Data Forjm)
NetEDFformats

Spatial resolution is 1/2°
latitude x 2/3° longitudsg.

Each file contains a single
grid with multiple 2D and 3D
variables. All data are storled
on a longitude-latitude gfid
with a vertical dimension
applicable for all 3D vari-
ables. The GEOS-5 MERRA
products are divided into
25 collections: 18 stand-
ard products, chemistry
products. The collectigns
comprise monthly megns
files and daily files at dfix-
hour intervals running from
1979 to 2012. MERRA data
are typically packaged|as
multi-dimensional bindry
data within a self-describjng
NetCDF file format. Higer-
archical metadata in the
NetCDF header contain the
representation informatjon
that allows NetCDF- awdre
software to work with the

data. It also contains arbi-
trary preservation descrip-
tion and policy information
that can be used to bring
the data into use-specific
compliance.
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Volume (size)

Currently, Data from the
EBAF-TOA Productis about
420 MB and Data from the
EBAF-Surface Product is
about 690 MB. Data grows
with each version update
(about every six months).
The MERRA collection rep-
resents about 160 TB of total
data (uncompressed); com-

pressed is ~80,T]

B.

Velocity
(e.g. real time)

Periodic sinee up
performed with
versign,update.

dates are
each new

Variety
(multiple datasets,
mashup)

Thepe'is a need
types of applic
combine MERRA

in many
Ations to

sis data with ot

yses and observational data
such as CERES. ['he NCCS

is using the Cli
Intercompariso
(CMIP5) Referenc
for ontological §
across multiple,
data sets.

\ reanaly-
r reanal-

te Model

Project
e standard
1lignment
disparate

Variability (rate of
change)

The MERRA r¢
grows by apprd
one TB per mont

analysis
ximately
h.

Big data science (collection, curation,
analysis;/action)

Veracity (Robustness
Issues, semantics)

Validation and

semantic metad3
federated data
will be provide
producers at NAS
Research Center 4
dard through reg
ing. Regression t¢
be implemented
that updates an
to the iRODS syst]
added data source
added metadata
troduce errors to

festing of
ita, and of
products
d by data
A Langley
nd at God-
rular test-
esting will
to ensure
1 changes
em, newly
s, or newly
do not in-
federated

data products. M

RRA val-

idation is provided by the
data producers, NASA God-
dard's Global Modeling and
Assimilation Office (GMAO).
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Visualization

There is a growing need in
the scientific community
for data management and
visualization services that
can aggregate data from
multiple sources and dis-
play it in a single graphical
display. Currently, such ca-
pabilities are hindered by
the challenge of finding and

¥

(gﬁte comparable datas¢ts

downloading compagrable
data from multiple séxvers,
and then transforcrg/ geach
heterogeneou taset|to
Iﬂe y the vigu-
ware. Federa-
A datasets using
i O? ill enable scientists
t ickly find and aggre-

for use with visualization
software.

Data quallty‘giﬂtax)

For MERRA, quality contrpls
are applied by the data pro-
ducers, GMAO.

QV Data types

See above

S\O\\ Data analytics

Z
\\
\\.

Pursuant to the first gpal
of increasing accessibilfty
and discoverability throygh
innovative technologies, the
ASDC and NCCS are explpr-
ing a capability to imprdve
data access capabilitis.
Using iRODS, the ASD(’s
Data Products Online (DRO)
can be federated with djta
at GSFC’s NCCS creating a
data access system that dan
serve a much broader ctis-
tomer base than is currently
being served. Federating and
sharing information will
enable the ASDCand NCC§ to
fully utilize multi-year and

multi-instrument data and
will improve and automate
the discovery of heteroge-
neous data, increase data
transfer latency, and meet
customizable criteria based
on data content, data quality,
metadata, and production.

Big data specific challenges (Gaps)
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Big data specific challenges in mobility

A major challenge includes defining an enterprise
architecture that can deliver real-time analytics via
communication with multiple APIs and cloud comput-
ing systems. By keeping the computation resources on

cloud systems, the challenge with mobility

not overpowering mobile devices with displaying CPU
intensive visualizations that may hinder the performance
or usability of the data being presented to the user.

resides in

Security and privacy
technical considerations

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

This federation builds on several years of iROD
and development performed at the NCCS. D
time, the NCCS vetted the iRODS featureswhile
its core functions with domain-specific exter

example, the NCCS created and installed Python-based

scientific kits within iRODS that automatical
metadata when the associated data collectig
tered. One of these scientific kits was develop
MERRA collection. Fhis'kit in conjunction w
bolsters the strength of the LaRC/GSFC fed
providing advanced search capabilities. LaRC

through the establishment of an advanced ar
that leverages multiple technology pilots

(access, discovery, and analysis) designed to
capabilities across the earth science commu
reSearch and development completed by

centers is complementary and only further
this use case.

Other scientific kits that have been develope
NetCDF, Intergovernmental Panel on Clima
(IPCC),and Ocean Modeling and Data Assimilati
The combination of iRODS and these scientif]
culminated in a configurable technology st
the virtual Climate Data Server (vCDS), me3
this runtime environment can be deployed t
destinations (e.g., bare metal, virtual servers
support various scientific needs. The vCDS,

be viewed as a reference architecture for ¢
federation of disparate data repositories, is
by but not limited to LaRC and GSFC.

Sresearch
uring this
extending
sions. For

ly harvest
n is regis-
ed for the
ith iRODS
eration by
sworking
Chitecture
and tools
integrate
nity - the
both data
enhances

d include:
re Change
bn (ODAS).
ic kits has
hck called
ining that
b multiple
, cloud) to
which can
asing the
leveraged

More information (URLSs)

Please contact the authors for additional infj

brmation
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A.8.6 Use case 46: MERRA Analytic Services

Use case title

MERRA Analytic Services (MERRA/AS)

Vertical (area)

Scientific Research: Earth Science

Author/company/email

John L. Schnase and Daniel Q. Duffy / NASA Goddard
Space Flight Center John.L.Schnase@NASA.gov, Dan-
iel.Q.Duffy@NASA.gov

Actors/stakeholders and their roles and

responsibilities

NASA's Modern-Era Retrospective Analysis for Research
and Applications (MERRA) integrates observational

data with numerical models to produce a global fejm-
porally and spatially consistent synthesis of 26-Key
climate variables. Actors and stakeholders whehavefan
interest in MERRA include the climate research com-
munity, science applications communityy/and a growing
number of government and private-sector customérs
who have a need for the MERRA datain their decisijon
support systems.

Goals

Increase the usability and use‘of large-scale scientific
data collections, such as MERRA.

Use case description

MERRA Analytic Services'ehables Map/Reduce analytjics
over the MERRA colléetion. MERRA/AS is an example
of cloud-enabled ¢lintate analytics as a service (CAaalS),
which is an approach to meeting the big data challenges
of climate science through the combined use of 1) high
performarice; data proximal analytics, (2) scalable data
management, (3) software appliance virtualization, [4)
adaptive analytics, and (5) a domain-harmonized API.
Théeffectiveness of MERRA/AS is being demonstratied
in-several applications, including data publication|to
the Earth System Grid Federation (ESGF) in suppgrt
of Intergovernmental Panel on Climate Change (IP(C)
research, the NASA/Department of Interior RECOVER
wild land fire decision support system, and data intpr-
operability testbed evaluations between NASA Godddrd
Space Flight Center and the NASA Langley Atmosphejric
Data Center.

Current solutions

Compute(System) | NASA Center for Climgte
Simulation (NCCS)

Storage|The MERRA Analytic Ser-
vices Hadoop Filesyst¢m

(HDFS) is a 36 node DEH
3

cluster, 576 Intel 2,6 GHz
SandyBridge cores, 13[00

TB raw storage, 1250 GB
RAM, 11,7 TF theoretical
peak compute capacity.

Networking| Cluster nodes are connect-
ed by an FDR Infiniband
network with peak TCP/IP
speeds >20 Gbps.

Software|Cloudera, iRODS, Amazon
AWS
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Big data
characteristics

Data source
(distributed/
centralized)

MERRA data files are cre-
ated from the Goddard
Earth Observing System
version 5 (GEOS-5) model
and are stored in HDF-EOS
and NetCDF formats. Spatial
resolution is 1/2 °latitude
x2/3 °longitude x 72 vertical
levels extending through
the stratosphere. Tempo-

ral resolution,i

for three-dimengsional, full

spatial resolution

from 1979-presqnt, nearly

the entire satellit
filescontains a s
with multiple 2
variables. All data

on a longitude latitude grid
with a vertical dimension

applicable for al

ables. The GEOS{5 MERRA
products are diyided into

25 collections:
ard products, 7
products. The c

comprise monthly means
files and daily files at six-

hour intervals ru
1979 -2012. ME
are typically pa

multi-dimensional binary

data within a self-

NetCDF file format. Hier-
archical metadata in the

NetCDF header ¢

5 6-hours
extending
b era. Each
ngle grid

D and 3D
are stored

Il 3D vari-

18 stand-
Chemistry
bllections

ning from
RRA data
kaged as

describing

bntain the

representation infformation
that allows Net(DF aware
software to work with the
data. It also contains arbi-
trary preservatign descrip-
tion and policy information
that can be used to bring
the data into usg-specific
compliance.

Volume (size)

480TB

Velocity
(e.g. real time)

Real-time or batch, depend-
ing on the analysis. We're de-
veloping a set of "canonical
ops" -early stage, near-data
operations common to many
analytic workflows. The goal
is for the canonical ops to
run in near real-time.
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Variety
(multiple datasets,
mashup)

There is a need in many
types of applications to
combine MERRA reanalysis
data with other re-analyses
and observational data. We
are using the Climate Model
Inter-comparison Project
(CMIP5) Reference standard
for ontological alignment
across multiple, disparate

data sets.

Variability (rate of

The MERRA reanalysis

change) |grows by approximate¢ly

one TB per month.
Big data science (collection, Veracity (Robustness | Validatio yvided by data
curation, analysis, Issues, semantics) | produc ASA Goddard's

action)

Glo l(ﬂiodeling and Assim-
ilation Office (GMAO).

Visualizati(%w
)

?e‘re is a growing need for
istributed visualizatior} of
analytic outputs.

Data quality{sﬁtax]
(@)

Quality controls applied|by
data producers, GMAO.

(§(Data types

See above.

\Qﬁﬁta analytics
N
<
N
\\.

In our efforts to address the
big data challenges of ¢li-
mate science, we are moving
toward a notion of climate
analytics-as-a-service. We
focus on analytics, becayse
it is the knowledge gairled
from our interactions wjth
big data that ultimately pfo-
duce societal benefits. We
focus on CAaaS because pve
believe it provides a useful
way of thinking about the
problem: a specialization
of the concept of busing¢ss
process-as-a-service, which
is an evolving extensior| of
laa$, Paa$, and SaaS enabled

by Cloud Computing.
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Big data specific challenges (Gaps)

A big question is how to use cloud computing to enable
better use of climate science's earthbound compute and
data resources. Cloud Computing is providing for us a
new tier in the data services stack —a cloud-based layer
where agile customization occurs and enterprise-lev-
el products are transformed to meet the specialized
requirements of applications and consumers. It helps
us close the gap between the world of traditional,
high-performance computing, which, at least for now,
resides in a finely-tuned climate modeling environment

at the enterprise level and our new customse
expectations and manner of work are jncre:
fluenced by the smart mobility megatrend.

rs, whose
1singly in-

Big data specific challenges in mobility

Most modern smartphones, tablets,.etc. act
sist of just the display and useninterface co
of sophisticated applicationsthat run in ¢
centers. This is a mode of work that CAaaS is
to accommodate.

ually con-
mponents
loud data

intended

Security and privacy
technical considerations

No critical issues identified at this time.

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Map/Reduce anidiRODS fundamentally make
and data aggregation easier; our approach tqg
appliance’virtualization in makes it easier t
capabilities to new users and simplifies th
to buiild new applications; the social const
extended capabilities facilitated by the not

analytics
software
p transfer
pir ability
Fuction of
ion of ca-

nonical operations enable adaptability; and the Climate

Data Services API that we're developing en
of mastery. Taken together, we believe that {
technologies behind CAaaS creates a generati
where inputs from diverse people and grd
may or may not be working in concert, can ¢
capabilities that help address the big data ¢
of climate science.

hbles ease
hese core
e context
ups, who
ontribute
hallenges

More information (URLSs)

Please contact the authors for additional inf

brmation.
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A.8.7 Use case 47: Atmospheric Turbulence—Event Discovery

Use case title

Atmospheric Turbulence - Event Discovery and Predictive Analytics

Vertical (area)

Scientific Research: Earth Science

Author/company/email

Michael Seablom, NASA Headquarters, michael.s.seablom@nasa.gov

Actors/stakeholders and their
roles and responsibilities

Researchers with NASA or NSF grants, weather forecasters,
aviation interests (for the generalized case, any researcher who
has a role in studying phenomena-based events).

Goals

Enable the discovery of high-impact phenomena contained within

voluminous Earth Science data stores and which are difficolt
characterize using traditional numerical methods (e.g., turbulend
Correlate such phenomena with global atmospheric réianalygis
products to enhance predictive capabilities.

to

e).

Use case description

Correlate aircraft reports of turbulence (either front pilot repofts
or from automated aircraft measurements ofieddy dissipation
rates) with recently completed atmospheric¢ re-analyses of the
entire satellite-observing era. Reanalysis products include the
North American Regional Reanalysis (NARR) and the Modern-Era
Retrospective-Analysis for Resear¢h (MERRA) from NASA.

Current
solutions

Compute(System)

NASA Earth Exchange (NEX) -
Pleiades supercomputer.

Storage

Re-analysis products are on the
order of 100 TB each; turbulence
data are negligible in size.

Networking

Re-analysis datasets are likely
to be too large to relocate(to
the supercomputer of chojce
(in this case NEX), therefqre
the fastest networking possible
would be needed.

Software

Map/Reduce or the like; SciDB
other scientific database.

or

Big data
characteristics

Data source
(distributed/
centralized)

Distributed

Volume (size)

200 TB (current), 500 TB within
5 years

Velocity
(e.g. real time)

Data analyzed incrementally

Variety
(multiple datasets, mashup)

Re-analysis datasets are inc¢n-
sistent in format, resoluti¢n,

semantics, and metadata. Likely
each of these input streams will
have to be interpreted/analyzed
into a common product.

Variability (rate of change)

Turbulence observations would
be updated continuously; re-anal-
ysis products are released about
once every five years.

Big data science (collection,
curation, analysis,
action)

Veracity (Robustness Issues,
semantics)

Validation would be necessary for
the output product (correlations).
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Useful for interpre
results.

Visualization

tation of

Data quality (syntax)

control.

Input streams would have al-
ready been subject to quality

Data types|Gridded output from at

observations.

data assimilation systems and
textual data from turbulence

mospheric

Data analytics|Event-specificati
needed to perform.

/ event searches.

language
ta mining

Big data specific challenges (Gaps)

Semantics (interpretation of multiple reanalysis produiicts); data

movement; database(s) with optimal structuring for|
sional data mining.

4-dimen-

Development for mobile platforms not essential at thi

5 time.

Security and privacy
technical considerations

No critical issues identified.

Highlight issues for generalizing
this Use case (e.g. for ref.
architecture)

Atmospheric turbulence i$\01ily one of many phenom

events that could be useful for understanding anomalies in the

atmosphere or the ocean that are connected over long
in space and time. However the process has limits to ext
i.e., each phenoinena may require very different pro
data mining.dnd predictive analysis.

bna-based

distances
ensibility,
cesses for

More information (URLSs)

http://oceanworld.tamu.edu/resources/oceanograg
teleconneétions.htm

httpl/www.forbes.com/sites/toddwoody/2012/03,

hy-book/

21/meet-

the-Scientists-mining-big-data-to-predict-the-weathe

/
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A.8.8 Use case 48: Climate Studies using the Community Earth System Model

Use case title

Climate Studies using the Community Earth System Model

at DOE’s NERSC center

Vertical (area)

Research: Climate

Author/company/email

PI: Warren Washington, NCAR

Actors/stakeholders and their roles and

responsibilities

Climate scientists, U.S. policy makers

Goals

The goals of the Climate Change Prediction (CCP) gro

up

at NCAR are to understand and quantify contributions
natural and anthropogenic-induced patterns of-clim
variability and change in the 20th and 21st cefturies
means of simulations with the Community Eatth Syst
Model (CESM).

of
hite
by
bm

Use case description

With these model simulations, researchiers are able

to

as well as to detect and attribute¢past climate chan
and to project and predict future changes. The sim
tions are motivated by broad.cemmunity interest and :
widely used by the national’and international resea
communities.

investigate mechanisms of climate varijability and char§e,

S,

a_
\re
ch

Current solutions

Compute(System)|NERSC (24M Hours), DOE LI
(41M), NCAR CSL (17M)

CF

Storage|1,5 PB at NERSC

Networking |ESNet

Software | NCAR PIO library and utilit
NCL and NCO, parallel NetC

ies
DF

Big data
characteristics

Data source |Datais produced at comput
(distributed/|centers. The Earth Syste
centralized) |Grid is an open source eff
providing a robust, distr

platform, enabling world w
access to Peta/Exa-scale s
entific data. ESGF manag
the first-ever decentraliz
database for handling clim
science data, with multij
petabytes of data at doze
of federated sites worldwi
[tis recognized as the lead

ng
mns
prt
ib-

uted data and computation

de
ci-
res
ed
hte
ble
ns
de.

ng

infrastructure for the m4

Ln-

agement and access of large
distributed data volumes for
climate change research. It
supports the Coupled Model
Intercomparison Project
(CMIP), whose protocols en-
able the periodic assessments
carried out by the Intergov-
ernmental Panel on Climate
Change (IPCC).
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Volume (size)

30 PB at NERSC (assuming
15 end-to-end climate change
experiments) in 2017; many
times more worldwide

Velocity
(e.g. real time)

42 GBytes/sec are produced
by the simulations

Variety
(multiple datasets,
mashup)

Data must be compared
among those from observa-
tions, historical reanalysis,

aud d llulll]UUl Ufilll.
ly produced simul3
Program for{Glim
Diagnosis,and Intg
ison develops met
tools for the diag
intercomparison

circulation mode
that simulate the

mate. The need fq
tive analysis of GC
simulations is apj
increasingly morg¢
models are develo
the disagreemen
these simulations
tive to climate obg
remain significant
understood. The n
causes of these disa
must be accounte
systematic fashiol
to confidently use
simulation of putaf
climate change.

ependent-
tions. The
hte Model
brcompar-
hods and
nosis and
bf general
s (GCMs)
global cli-
r innova-
M climate
barent, as
e complex
bed, while
Ls among
and rela-
ervations
ind poorly
ature and
breements
d for in a
h in order
GCMs for
ive global

Variability (rate of
change)

Data is produced
running at super
centers. During
intense periods o

by codes
computer
runtime,
f data i/0

occur regularly, b

typically

consume only a few percent
of the total run time. Runs
are carried out routinely, but
spike as deadlines for reports
approach.
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Big data science (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

Data produced by climate
simulations is plays a large
role in informing discussion
of climate change simulations.
Therefore it must be robust,
both from the standpoint of
providing a scientifically valid
representation of processes
that influence climate, but
also as that data is stored

long term and transf nled
world-wide to collag& rs

and other scientists.>

Visualization

Visualization i g}‘lzé{al to yn-
derstandin as stem as com-

plexast rth ecosystgm.
Data quality (syntax) |Eart ‘tem scientists qre
beingl{ihundated by an ¢x-

o

ion of data generated|by
r-increasing resolution
'in both global models and
remote sensors.

Da \Ef'pes
& 8
R
\\>\

\
2

Thereisaneed to provide data
reduction and analysis web
services through the Eafth
System Grid (ESG). A pressing
need is emerging for data
analysis capabilities closgly
linked to data archives.

O

Big data Specific Challenges (Gaps)

Data analytics

Bjg data specific challenges (Gaps)

Data from simulations and observations must be shaned

among a large widely distributed community.

Big data specific challenges in mobility

Security and privacy
technical considerations

ESGF isin the early stages of being adapted for use in t
additional domains: biology (to accelerate drug design and

Wwo

development) and energy (infrastructure for California

Energy Systems for the 21st Century (CES21)).

Highlight issues for.generalizing this Use

case (e.g-for ref. architecture)

http://esgf.org/

http://www-pcmdi.llnl.gov/

http://www.nersc.gov/

http://science.energy.gov/ber/research/cesd/

http://www?2.cisl.ucar.edu/

More information (URLSs)
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A.8.9 Use case 49: Subsurface Biogeochemistry

:2018(E)

Use case title

DOE-BER Subsurface Biogeochemistry Scientific

Focus Area

Vertical (area)

Research: Earth Science

Author/company/email

Deb Agarwal, Lawrence Berkeley Lab. daagarwal@lbl.gov

Actors/stakeholders and their roles and
responsibilities

LBNL Sustainable Systems SFA 2.0, Subsurf

tists, Hydrologists, Geophysicists, Genomics Experts,

JGI, Climate scientists, and DOE SBR.

ace Scien-

Goals

The Sustainable Systems Scientific Focus Ar
ence Plan (“SFA 2.0”) has been developed t

predictive understanding of complex) and multiscale

terrestrial environments relevant to.the DO
through specifically considering the scien
defined above.

pa 2.0 Sci-
b advance

E mission
tific gaps

Use case description

Development of a Genome-Enabled Watersh¢d Simula-

tion Capability (GEWaS€)that will provide a

framework for understanding how genomic infformation

stored in a subsurfdece-microbiome affects biogg
watershed functioniing, how watershed-scale
affect microbialfunctioning, and how these in
co-evolveWhile modeling capabilities develo
team and others in the community have re

processSes occurring over an impressive range of scales

(ranging from a single bacterial cell to that of]
inaht plume), to date little effort has been d
developing a framework for systematically c
scales, as is needed to identify key controls a
ulate important feedbacks. A simulation f1

that formally scales from genomes to watersheds is the

primary focus of this GEWaSC deliverable.

predictive

ochemical
processes
keractions
bed by our
bresented

a contam-
evoted to
bnnecting
ind to sim-
amework

Current solutions

Compute(System) |NERSC

Storage | NERSC

Networking |[ESNet

Software [ PFLOWTran, {
HDF5, Akuna, NH

ostgres,
WT, etc.

Big data
characteristics

Terabase-scale s
data from JGI, s
and surface hyq

Data source
(distributed/
centralized)

(including dense

and biogeochenpical data
from a varietygef Sensors

bquencing
Ibsurface
rological

ophysical

datasets) experimental data
from field and lab analysis

Volume (size)

Velocity
(e.g. real time)
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Variety
(multiple datasets,
mashup)

Data crosses all scales from
genomics of the microbes
in the soil to watershed hy-
dro-biogeochemistry. The
SFArequires the synthesis of
diverse and disparate field,
laboratory, and simulation
datasets across different
semantic, spatial, and tem-
poral scales through GE-

WaSC. Such datasets willlbe
generated by the differ¢nt
research areas anghinclyde
simulation data, field data
(hydrologicdl, geochemigal,
geophysical), ‘omics dafta,
and data)from laboratqry
experiments.

Variability (rate of
change)

Simulations and experiments

Bi

p data science (collection, curation,
analysis, action)

Veracity (Robus

Issues, sem cs)

s|Each of the sources samples

different properties with
different footprints - ¢x-
tremely heterogeneous. Edch
of the sources has differ¢nt
levels of uncertainty ajnd
precision associated with it.
In addition, the translation
across scales and domains
introduces uncertainty|as
does the data mining. Data
quality is critical.

Visualization

Visualization is cruciallto

understanding the data

Data quality (syntax)

Described in “Variety” abgve.

Data types

Data mining, data quality
sessment, cross-correlat
across datasets, reduded
model development, st
tistics, quality assessment,
data fusion, etc.

Big data Specific Challenges (Gaps)

Data analytics

Big'data specific challenges (Gaps)

Field experiment data taking would be improved

by

access to existing data and automated entry of new

data via mobile devices.

Big data specific challenges in mobility

Security and privacy
technical considerations

A wide array of programs in the earth sciences are
working on challenges that cross the same domains as

this project.

Highlight issues for generalizing this Use

case (e.g. for ref. architecture)

Under development

More information (URLSs)
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A.8.10 Use case 50: AmeriFlux and FLUXNET

Use case title DOE-BER AmeriFlux and FLUXNET Networks

Vertical (area)

Research: Earth Science

Author/company/email

Deb Agarwal, Lawrence Berkeley Lab. daagarwal@lbl.gov

Actors/stakeholders and their roles and
responsibilities

AmeriFlux scientists, Data Management Te
DOE TES, USDA, NSF, and Climate modelers.

am, ICOS,

Goals

AmeriFlux Network and FLUXNET measurements pro-
vide the crucial linkage between organisms, ecosystems,

and process-scale studies at climate-reley,

of landscapes, regions, and continents; which can be

incorporated into biogeochemical and|clima
Results from individual flux sites provide the f
for a growing body of synthesis and modeling

int scales

e models.
pundation
analyses.

Use case description

AmeriFlux network observatiens enable scali
gas fluxes (CO2, water vapor) across a broad
of times (hours, days, seasons, years, and ded
space. Moreover, AmeriFlux and FLUXNET dat
vide the crucial linkages among organisms, eg
and process-scale studies—at climate-relevar]
landscapes, regions, and continents—for incd
into biogeoch€mical and climate models

hg of trace
spectrum
ades) and
asets pro-
osystems,
It scales of
rporation

Current
solutions

Compute(System) | NERSC

Storage | NERSC

Networking |ESNet

Software |EddyPro, Custon

software, R, pyth

networks, Matlal.

L analysis
on, neural
D

Big data
characteristics

~150 towers in A
and over 500 towe
uted globally coll
measurements.

Data source
(distributed/
centralized)

\meriFlux
rs distrib-
ecting flux

Volume (size)

Velocity
(e.g. real time)

Variety
(multiple datasets,
mashup)

The fluxdataisrel
form, however, the
disturbance, and ¢
lary data needed

htively uni-
biological,
ther ancil-
fo process

and to interpret {

he data is

extensive and var

Merging this data with the
flux data is challenging in

today’s systems.

ies widely.

Variability (rate of
change)

© ISO/IEC 2018 - All rights reserved

191


https://iecnorm.com/api/?name=aa23d711ecb369879909948a8de6c518

ISO/IEC TR 20547-2:2018(E)

Big data science (collection, curation,
analysis, action)

Veracity (Robustness
Issues, semantics)

Each site has unique meas-
urement and data processing
techniques. The network
brings this data together
and performs a common
processing, gap-filling, and
quality assessment. Thou-
sands of users

Visualization

Graphs and 3D surfaces are

nsed to visualize the dail'a_

Data quality (syntax)

Described in "Variety",éblve.

Data types

Data mining, dat&ual ty
assessment, crﬁ&s—corr la-
tion across datasets, data
assimilat{%}data interpo-
latio istics, qualjty
assessment, data fusion, gtc.

Big data Specific Challenges (Gaps)

Data analytics

Big data specific challenges (Gaps)

Field experiment data taking would be improved
access to existing data.and automated entry of new d

via mobile devices.

by
hta

Big data specific challenges in mobility

Security and privacy
technical considerations

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

http://Ameriflux.lbl.gov

http://www.fluxdata.org

More information (URLSs)
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A.9.1 Use case 51: Consumption Forecasting in Smart Grids

:2018(E)

Use case title

Consumption forecasting in Smart Grids

Vertical (area)

Energy Informatics

Author/company/email

Yogesh Simmhan, University of Southern California, simmhan@usc.edu

Actors/stakeholders
and their roles and

Electric Utilities, Campus MicroGrids, Building Managers, Power Consumers,

Energy Markets

responsibilities

Goals

Develop scalable and accurate forecasting models to predict the'er
sumption (kWh) within the utility service area under diffefent s
temporal granularities to help improve grid reliability and-efficien

ergy con-
patial and

Cy.

Use case description

Deployment of smart meters are making available nearyrealtime eng
data (kWh) every 15 min at the granularity individual consumers y
service area of smart power utilities. This unprecedented and grow,
to fine-grained energy consumption informdtion allows novel an:
pabilities to be developed for predicting errergy consumption for c
transformers, sub-stations and the utility Service area. Near-terr]
can be used by utilities and microgrid.managers to take prevent|
before consumption spikes caus€brown/blackouts through de
sponse optimization by engaging.consumers, bringing peaker unitg
purchasing power from the energy markets. These form an OODA
loop. Customers can also usé them for energy use planning and &
Medium- to long-term pfedictions can help utilities and building
plan generation capacity, renewable portfolio, energy purchasing
and sustainable building improvements.

Steps involved include 1) Data Collection and Storage: time-series
(potentially) millions of smart meters in near-realtime, features on c

facilities andtegions, weather forecasts, archival of data for training, testing

and validating models; 2) Data Cleaning and Normalization: Spatio

normalization, gap filling/Interpolation, outlier detection, semaitic anno-

tation; 3) Training Forecast Models: Using univariate timeseries m
ARIMA, and data-driven machine learning models like regression 1
for different spatial (consumer, transformer) and temporal (15-min
granularities; 4) Prediction: Predict consumption for different spatio
granularities and prediction horizons using near-realtime and his
fed to the forecast model with thresholds on prediction latencies.

rgy usage
within the
ing access
nlytics ca-
ustomers,
n forecast
ive action
mand-re-
online, or
feedback
udgeting.
managers
contracts

data from
bnsumers,

-temporal

odels like
ree, ANN,
, 24-hour)
-temporal
toric data

Currentsolutions

Compute(System) |Many-core servers, Commodit]

Workstations

y Cluster,

SQL Databases, CSV Files, HDFS, |
Management

Storage

leter Data

Networking|Gigabit Ethernet

Software|R/Matlab, Weka, Hadoop

Big data
characteristics

Data source (distributed/
centralized)

Head-end of smart meters (dis

Network topology; centralized),

system (centralized), Microgr
network (distributed)

Utility databases (Customer Information,

data (distributed), NOAA weather data (dis-
tributed), Microgrid building information

tributed),

US Census

id sensor

Volume (size)

10 GB/day; 4 TB/year (City scale)
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Velocity
(e.g. real time)

Los Angeles: Once every 15 min (~100 k
streams); Once every 8 h (~1,4 M streams)
with finer grain data aggregated to 8-hour
interval

Variety
(multiple datasets, mashup)

Tuple-based: Timeseries, database rows;
Graph-based: Network topology, custom-
er connectivity; Some semantic data for
normalization.

Variability (rate of change)

Meter and weather data change, and are

11 ad l | 1 Jexl . L 4
CLUIITLLCU/USTU, UITTIUUTTY UdS1S. GUSTUIIT ,I'/
building/grid topology information isslpw
changing on a weekly basis

Big data science

(collection, curation,

analysis,
action)

Veracity (Robustness Issues,
semantics)

Versioning and reproducibilitydf)agcessz ry
to validate/compare past and current m¢d-
els. Resilience of stora d analyticq is
important for operati needs. Semarjtic
normalization can help'with inter-disci]lli-
nary analysis (e.gfﬁkt ity operators, building
managers, p @r engineers, behavioral
scientists) \\&/

Visualization

Map-b @\lisualization of grid servjce

topo ogstress; Energy heat-maps; Plpts

of and forecasts vs. capacity, whaf-if

ﬁalysis; Realtime information display;
ps with push notification of alerts

Q
Data quality (syn§xx‘)
Q
Z

Gaps in smart meters and weather dalta;
Quality issues in sensor data; Rigordus
checks done for “billing quality” meter ddta;

QN
&Q ta types
1\@

Timeseries (CSV, SQL tuples), Static infpr-
mation (RDF, XML), topology (shape fil¢s)

O\bata analytics
\c\}‘
@)

Forecasting models, machine learning mod-
els, time series analysis, clustering, matif
detection, complex event processing, visyial

network analysis,

Big data specific

challlenges (Gaps)

Scalable realtime analytics over large data streams

[low-latency analytics for operational needs

Federated analytics at utility and microgrid levels

Robust time series analytics over millions of customer consumption data

Customer behavior modeling, targeted curtailment requests

Big.data specific

Apps for engaging with customers: Data collection from customers/premisges

challengesimmubitity

forbetaviormodeting; featureextractiom; Notificatiomrof curtathment requests
by utility/building managers; Suggestions on energy efficiency; Geo-localized
display of energy footprint.
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Security and privacy
technical
considerations

Personally identifiable customer data requires careful handling. Customer
energy usage data can reveal behavior patterns. Anonymization of information.
Data aggregation to avoid customer identification. Data sharing restrictions
by federal and state energy regulators. Surveys by behavioral scientists may
have IRB restrictions.

Highlight issues for
generalizing this Use
case (e.g. for ref.
architecture)

Realtime data-driven analytics for cyber physical systems

N 3 £, -
IVIUT © 1ITIUT IIIdtivll

Jods L/ L LA | |
LY. //7S5HIdI Lal TU.UST.CTUU

(URLSs)

http://ganges.usc.edu/wiki/Smart_Grid

https://www.ladwp.com/ladwp/faces/ladwp/aboutus/a-power/a-p-sinartgridla

http://ieeexplore.ieee.org/xpl/articleDetails.jsp?arnumber=64759

27

.9.2 Use case 52: Home Energy Management System

Use case title

Homes Energy Management System

Vertical (area)

Service Business

Author/company/email

Japan National Body

4

\ctors/stakeholders and their roles and
responsibilities

Users are general people who live in private hom
manager is-the company who provides sever
and deviges into private homes. Energy manag

ahomepuilder, or energy company. Information manager

isthe:company who gathers data from private |
responds to privacy and security of users. Sery
company who analyzes those data and provide
information to users as a service.

es. Energy
h]l sensors
er may be

jomes and
iceristhe
s valuable

Goals

Provide useful information services to users by

and analyzing power usage data with other available data.

fombining

Use case'description

HEMS (Home Energy Management System)
system for energy conservation in private hon
HEMS, many kinds of sensors and devices are i1
into private homes, such as, smart meter, electy
solar power panel, light, air conditioner, fuel (
heater, storage battery. Energy manager gathers
generated at private homes and stores them

database named the large HEMS information
Information manager operates the large HEM
tion platform and manages data. Privacy and g
users are responsible to Information manage

is useful
hes. In the
htroduced
ic vehicle,
ell, water
those data
nto cloud
platform.

informa-
ecurity of
. Servicer

analyzes data and provides valuable informatid

ntousers

as a service.

Current solutions

Compute(System) n/a

Storage|n/a

Networking|n/a

Software n/a

Big data

characteristics

Data sources are
ed into individu
homes.

Data source (distributed/
centralized)

distribut-
al private

Volume (size)

About 14,000 households.
n/a about data size
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Velocity
(e.g. real time)

Real time, streaming data
from sensors

Variety
(multiple datasets,
mashup)

smart meter, electric vehicle,
solar power panel, light, air
conditioner, fuel cell, water
heater, storage battery

Variability (rate of change)

Data varies in seconds, min-
utes or hours.

Big data science (collection, curation,

Veracity (Robustness

analysis, action)

Issues, semantics)

Visualization

(o X
Visualization of ser@%ﬁ hta
is basic service. )

Data quality (syntax)

Data quality«ffeltfs diredtly
to the qualigy of services.

Data types

Timesp@'s)

Data analytics

Predi '{ion, time series
analysis

B

jg data specific challenges (Gaps)

Big data specific challenges in mobility

Security and privacy
technical considerations

Personally identifiable“data should be carefully handled

to protect user’s privacy.

Servicer needs-t6 inform how to handle the data and what
kind of serviceis provided. Users need to select serviges
which they.want to obtain by considering servicer’s n-

formation.

Highlight issues for generalizing this Use
case (e.g. for ref. architecture)

Several players act as supply chain in the big data floyv.

One of the player A receives data from Data source (Dqta
provider). The Player A provides data to another player
B. Both Player A and B analyze data. Thus data provision

may chain through several players.

More information(URLs)

https://www.ntt-east.co.jp/release/de-

tail/20140828 01.html
(in Japanese)

NOTE <4

dditional comments>
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Annex B

Summary of Key Properties

Information related to five key properties was extracted from each use case. The five key properties
were three big data characteristics {votumne, velocity, amd variety);, software retatedimformation, and
assjociated analytics. The extracted information is presented in Table B.1.
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