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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO.and IEC, also
take pfTTIn the Work.

The prjocedures used to develop this document and those intended for its further maintenance\atre
descrifped in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of document should be noted. This document was drafted’in accordance with the
editoripl rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attentjon is drawn to the possibility that some of the elements of this*document may be the subject
of patent rights. ISO and IEC shall not be held responsible for-identifying anyter all such patent
rights.|Details of any patent rights identified during the development of the dqciﬁnent will be in the
Introdfiction and/or on the ISO list of patent declarations received (see www.isol@rg/patents) or the IEC
list of patent declarations received (see http://patents.iec.ch). XN

Any trade name used in this document is information @given for the Cog)'énience of users and does not
constitute an endorsement. A0

For an| explanation of the voluntary nature of standards, the{?neaning of ISO specific terms and
exprespions related to conformity assessment; as well as ixkliformation about ISO's adherence to the
World [frade Organization (WTO) principles.in the Technical Barriers to Trade (TBT), see www.iso.org/

iso/forpword.html. 0,

This document was prepared by <Technical Committee ISO/IEC \JTC 1, Information technology,
Subcormhmittee SC 42, Artificial intelligence.

(7;
s

Alist of all parts in the ISO/IEC-20547 serieswcaﬁ be found on the ISO website.

Any fe¢dback or questions on this documgﬁt should be directed to the user’s national standards body. A
compldte listing of these'bodies can b\e\found at www.iso.0rg/members.html.

S
N
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Introduction

The big data paradigm is a rapidly changing field with rapidly changing technologies. This dynamic
situation creates two significant issues for potential implementers of the technology. First, there is a
lack of standard definitions for terms including the core concept of big data. The second issue is that
there is no consistent approach to describe a big data architecture and implementation. The first issue
is addressed by ISO/IEC 20546. The ISO/IEC 20547 series is targeted to the second issue and provides
a framework and reference architecture which organizations can apply to their problem domain to
effectively and consistently describe their architecture and its implementations with respecq to the
roles/actors and their concerns as well as the underlying technology. This ‘document descripes the
reference architecture framework and provides a process for mapping a‘specific problem,set/ufe case
to the architecture and evaluating that mapping.

© ISO/IEC 2020 - All rights reserved v
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Information technology — Big data reference
architecture —

Part 1:

Framework and application process

1 Scope

This document describes the framework of the big data reference architecture and-the process for how

a user of the document can apply it to their particular problem-demain.

2 Normative references o

The following documents are referred to in the text in such a way’tﬁat some or all of their

ontent

constitutes requirements of this document. For. dated references, only the edition cited aplees. For

undated references, the latest edition of the referenced docume\(it (including any amendments)
N
ISO/IEC/IEEE 42010, Systems and software engineering —Aichitecture description
N3
\
S

3 Terms and definitions \

For the purposes of this document, the terms nd definitions given in ISO/IEC/IEEE 42010 4
following apply. &)

(7,
[SO and [EC maintain terminological dagabéses for use in standardization at the following addre|

— SO Online browsing platform:\a;ailable at https://www.iso.or

~N
— 1EC Electropedia: availablglathttp: //www.electropedia.org/

3.1 oy
big data

pplies.

nd the

SSes:

extensive datasets + prlmarlly in the characteristics of volume, variety, velocity, and/or variabjility —

thatrequire a scaldble technology for efficient storage, manipulation, and analysis

Note 1 to entry:Big data is commonly used in many different ways, for example as the name of the
technology-used to handle big data extensive datasets.

[SOUREE-ISO/IEC 20546:2019, 3.1.2]
32

calable

rafarancn axchitnctiiyn

TroreromcToremrnrcecetare

in the field of software architecture or enterprise architecture, provides a proven template solution
for an architecture for a particular domain, as well as a common vocabulary with which to discuss

implementations, often with the aim of stressing commonality
[SOURCE: ISO/TR 14639-2:2014, 2.65]

3.3
framework
particular set of beliefs, or ideas referred to in order to describe a scenario or solve a problem

[SOURCE: ISO 15638-6:2014, 4.30]
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3.4

security

protection against intentional subversion or forced failure. A composite of four attributes —
confidentiality, integrity, availability, and accountability — plus aspects of a fifth, usability, all of which
have the related issue of their assurance

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1, 31]

3.5

privacy
right of individuals to control or influence what information related to them may.be collected and

stored
[SOUR
3.6

provenance
informption on the place and time of origin, derivation or generation of a resource or ‘a record or proof
of authlenticity or of past ownership O

[SOUR

3.7
SQL

databalse language specified by ISO/IEC 9075 N

Note 1 fo entry: SQL is sometimes interpreted to stand for Structureg Query Language but that name is not used

and by whom that information may be disclosed

CE: [SO/IEC TR 26927:2011, 3.34]

CE: [SO/IEC 11179-7:2019, 3.1.10] R

'®

in the I$O/IEC 9075 series. $)
[SOURCE: ISO/IEC 20546:2019, 3.1.36] <\‘
3.8 Qy
lifecydle @
evolutipn of a system, product, service, projeet\or other human-made entity from conception through
retirement X
[SOURCE: ISO/IEC/IEEE15288:2015, 4..'1.8\"]
&

4 Abbreviated terms &

\,
BDA big data audi-t:crl;
BDAcP big data‘adcess provider
BDAnP big‘data analytics provider
BDAP big data application provider
BDCP big data collection provider
BDFP big data framework provider
BDIP big data infrastructure provider
BDPlaP big data platform provider
BDPreP big data preparation provider
BDProP big data processing provider
2 © ISO/IEC 2020 - All rights reserved
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BDSD big data service developer

BDSO big data system orchestrator

BDSP big data service partner

BDRA big data reference architecture

BDVP big data visualization provider

GDPR general data protection regulation

JSON Javascript object notation

RDF resource description framework

SQuaRE systems and software quality requirements and evaluation

XML extensible markup language ~ &

5 Document overview

This document is designed to introduce the reader to certain.big data reference architecture cq

so that they can apply the other documents.in the ISO/IE€*20547 series to their specific syst
problem set. O

\\
Clauses 6 to 9: \S

— give the motivation and objectives behind bi{g\d‘ata standards;

— provide an introductiomtoreference aréhitectures and their purpose;
— provide an overview.of the BDRA ar\\cf/sfln explanation ofiits key concepts;
— provide a processon applicatigq%f the BDRA to a problem domain.

This document can be leveragg.g,iB various ways when reading and applying the ISO/IEC 20547

a) ifthe.user intends to réﬁd only this document to gain a general understanding of the BDRA
applieability to his/her problem space, he/she can concentrate on Clauses 5, 6, and 7;

b) - if the user is de;aeloping a big data architecture and wishes to align it to the BDRA, then he/
follow the process in Clause 8.
6 Big-data standardization: motivation and objectives

In ar2019 report, IDC forecast worldwide revenues for big data and data analytics of 189,1 billid

ncepts
bm and

beries:

and its

he can

n USD,
o with

a2 % increase over 2018 and predicts a five-year compound annual growth rate of 13,2 §

HEs Yato Lo) A 274 2 Lalls Hcnlio]
ITCVUCIIUCO 11T 4VUL 4 CAbCCullls ~/77T,J UIIIIVUIT UODT T

In addition, buyers and implementers of big data systems deal with an exploding number of technologies
and options — many of which get wrapped by the vendors in the buzz words including the undefined
term big data. In order for the stakeholders of big data systems to understand what they are buying and
implementing, a clear framework for communications with potential technology and service vendors is

needed to support robust and accurate communication.

NOTE1 "Big data system" means a system that leverages big data engineering and employs a big data

paradigm to process big data.

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=9f4b64c059f9dc617e1804685d0a5b86

ISO/IEC TR 20547-1:2020(E)

NOTE 2  "Big data engineering” means advanced techniques that harness independent resources for building
scalable data systems when the characteristics of the datasets require new architectures for efficient storage,
manipulation, and analysis.

NOTE 3 "Big data paradigm” means distribution of data systems across horizontally coupled, independent
resources to achieve the scalability needed for the efficient processing of extensive datasets.

While the potential value for analyzing big data is what attracts organizations to implementation of
big data systems, these organlzatlons need to understand the potentlal issues and llablhtles assoc1ated
with mana
for nedrly 80 % of the information in the digital universe and should be prepared to deal with issuesof]
complipnce, copyright and privacy. IDC further predicts that, by 2020, over 40 % of the informatien,in
the digital universe will require explicit protection and the amount of this data.is growing fastér than
the tothl digital universell3], These risks mean that organizations should both'be-able to identify, define
and artficulate the policies for data security, provenance, and governance as‘well as impleménting and
documgnting the technical controls to enforce those policies in order to protect the organization as a
whole from liability for compromise or misuse of the data they control:

Finally} very few organizations dealing with big data operate solely on data organiqf{)\that organization.
This njeans that systems that collect and analyze big data néed to be able £9,Securely and reliably
interogerate and share data. In fact, the sheer volume associated with big/data frequently makes it
impragdtical to transfer between systems necessitating that, in many cases, the analytics need to be
moved|to the data requiring not just interoperability at thedata level bu(t/a.t‘the software and application
level b¢tween systems. N

The ex|sting big data landscape, market requirements for big da{:fstandardlzatlon were examined and
the stajpndardization priorities below were identified: \:\

a) big data use cases, definitions, vocabulary and referere architectures (e.g. system, data, platforms,
onjine/offline, etc.); 4
b) specifications and standardization of metadataiincluding data provenance;
(7,
¢) application models (e.g. batch, streaming,’etc.);
A

d) qupry languages including non-relatiofial queries to support diverse data types (XML, RDF, JSON,
myltimedia, etc.) and big data ope{;}ﬁons (e.g. matrix-operations);
)

e) domain-specific languages; ;.
\
f) semantics of eventual consistency;
*
g) adyanced network pr&‘ocols for efficient data transfer;

h) gepheral and domain specific ontologies and taxonomies for describing data semantics including
ineroperatign between ontologies;

i) bi

=1

¢ datasecurity and privacy access controls;

i) re1note, distributed, and federated analytics (taking the analytics to the data) including data and
proCESSITE TESUUTTE GISCOVETY artd data TIiTTig;

k) datasharing and exchange;

1) data storage, e.g. memory storage system, distributed file system, data warehouse, etc.;
m) human consumption of the results of big data analysis (e.g. visualization);

n) energy measurement for big data;

o) interface between relational (SQL) and non-relational (NoSQL) data stores;

p) big data quality and veracity description and managementl13],

4 © ISO/IEC 2020 - All rights reserved
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ISO/IEC 20546 and the ISO/IEC 20547 series were developed with the intention to address those gaps.

This document specifically addresses framework and application process, big data use cases and
requirements [gap a) above], reference architectures [gap a) above], and security and privacy [gap i)
above], and standards roadmap. In addition, organizations with big data analytic requirements
cannot wait for big data specific standards before they can implement their systems. Because big
data is essentially a subset of all data, and almost every information technology standard deals with
data in some respect, there are a large number of standards in place or underdevelopment today that
address a number of big data issues. To address this need, ISO/IEC 20547-5 is,a standards roadmap

that aligns existing standards to the roles within the relerence architecture to provide big data pystem
stakeholders some guidance on how they can apply those standards to their problems today.‘€lause 7
describes each of the other parts in this series.

7 Conceptual foundations

7.1 General N
\{\
The ISO/IEC 20547 series is designed to provide a foundation to a range of stakeholders in 4 given
system to effectively and unambiguously describe and communicage. about the characteristics and
attributes of a given big data system. Based on the.definitions provided in ISO/IEC 20546 for big|data, a

big data system is a system that: 0,

— processes extensive data sets — primarily in the characteristics of volume, variety, velocity,fand /or
variability — that require a scalable architecture forgfficient storage, manipulation, and anplysis;

— leverages advanced techniques~that harness ind\;[)endent resources for building scalable data
systems when the characteristics of the dataséts require new architectures for efficient storage,
manipulation, and analysis; 'S N\

— employsaparadigm where distribution‘ofdata systems achoss horizontally coupled and independent

resources to achieve the scalability néeded for the efficient processing of extensive datasets
\

Ny,
The broad and unconstrained nature of big data systems necessitates that the reference archifecture
provided in the ISO/IEC 20547 séxi€s be sufficientto.represent the wide range of potential usg cases
implemented by big data syster\n's.“
)

7.2 Reference architefture concepts

~
In order to understand what a reference architecture covers, it is necessary to first define what a
reference architectiire means. Since it is an architecture, the reference architecture nece ssarily
possesses all thie,characteristics of an architecture as defined by ISO/IEC/IEEE 42010 (see 3.2). The big
data referenée architecture should also be generalized enough to cover the variety of potential hig data
systems afchitectures.

Examined from an object-oriented view point, the reference architecture would be considered the
abstrdct class from which specific instances of architectures derive their structure and attributgs.

[SU/TR 14639-Z delines a reference architecture as in the 1ield of soitware architecture or enterprise
architecture, provides a proven template solution for an architecture for a particular domain, as well
as a common vocabulary with which to discuss implementations, often with the aim of stressing
commonality.

Based on this reasoning, a reference architecture is an architectural framework as defined by
ISO/IEC/IEEE 42010, including the structure, rules and constraints common to all big data systems.
Thus, a big data reference architecture provides a series of conventions, principles and practices for
describing big data system architectures.

© ISO/IEC 2020 - All rights reserved 5
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Reference architectures are developed to meet a wide variety of objectives as shown in Figure 1 taken
from Reference [14], which goes on to describes that the core purpose of a reference architecture is to
be forward looking and should be used (referenced) as the basis for future implementations.

Managing synergy |
Providing guidance e.g. architecture
I

Effectively create new: principles, best practices
Increased o
complexity — oo, Providing and architecture baseline and an
scope S architecture blueprint
el product portfolio p
- —l—{ Capturing and sharing (architecture) pattemns |
Fa lhtfite_ I Providing a common lexicon and taxonemy |
ulti-site
ulti-organization — Providing a common (architectufe) vision |
ulti-vendor
ulti-* Providing'modularization ang the
syqtem creation and complementary context O\ >
; —-
lifd-cycle support —
J LI Articulation of dom@in-and realization

| concepts N

Increased L - Yo
dynamics | Achieve 1nterope.rab111ty Explicit mode{i«ng of functions and qualities
integration between many different, above systbms level
and evolving systems -
| Explicitdecisions about compatibility,

upgrade and interchangeability

9

N
Figure 1 — The concept of\reference architectures

) | "
(7;
s

7.3 Reference architecture structure 3\

8

A
Figure|2 combines concepts and structw:es from ISO/IEC/IEEE 42010 to depict the outline for a

reference architecture(structure. b
\J
\

A referfence architecture is defineddor a domain. for this reference architecture, the domain is big data.
4

The domain in turn defines the'enivironment, in the case of big data the environment is primarily defined

by the fore characteristic{(‘)f big data — volume, velocity, variety, variability (see ISO/IEC 20546).

The stdkeholders in thisenvironment includes all the common stakeholders (users, owners, architects,
etc.) fof any system along with anyone having a concern related to the data and its characteristics.

The enyironment bounds the concerns. Since the environment is defined by the big data characteristics
the corjcernssare bound by those characteristics and each concern should relate to one or more of those
characteristits along with the stakeholder(s) which have that concern.

The reference architecture 1s described using an architecture iIramework. This Iramework 1s described
in ISO/IEC 20547-3 and is presented in terms of two view points:

— roles and activities — user view;
— functional components — functional view.

Each of these viewpoints in turn addresses one or more concerns.

6 © ISO/IEC 2020 - All rights reserved
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Those concerns can be addressed by one or more roles, activities and functional components within

those architecture views.

EXAMPLE In a credit monitoring system, everyone with a record in that system is a stakeholder. Most have a
concern that their privacy is maintained, and the security of their personal information is protected.

Within both the user and functional views of the big data reference architecture, there is a security and
privacy cross-cutting aspect. This cross-cutting aspect has a relation with the activity "perform audit"
and functional component "audit framework" which addresses that concern.

1.* | Architecture
Viewpoints
10*
Addresses
~| Architecture D
Framework
identifies< | 9a
1. (A
‘MDescribed
Concern Using A
bounds > 1.% Q 1 0.*
~ \ N
1 1.% )
Environment A > Refgrence Corresponence
1% o | Architecture Rule
2 identifids
1 . 1.* 5/ 1 0.*
includes > Stakeholder \ Defined
<\. 1 For v
Q) L Drives 4l
g Domain 1
<] defines<
X \\
A

~

AN

S
8 Bigdata reference architecture elements
~

*
8.1 ) Overview_ &

For the big data-system environment, this document provides BDRA structure by providing th

Figure 2 — Basicoutline of a réference architecture structure based on ISO/IEC/IEEE 47
~N

2010

e scope

of each parfof'the ISO/IEC 20547 series, logical relationships of each document, and application process

of BDRA=The scope of each document in the ISO/IEC 20547 series is as follows:

[SO/IEC 20547-1: Framework and application process describes the framework of the b
reference architecture and the process for how a user of the standard can apply it to their pa

© ISO/IEC 2020 - All rights reserved

probterrdoraits;

g data
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[SO/IEC 20547-2: Use cases and derived requirements provides examples of big data use cases with
application domains and technical considerations derived from the contributed use cases;

ISO/IEC 20547-3: Reference architecture specifies the big data reference architecture (BDRA). The
reference architecture includes concepts and architectural views (user view and functional view);

ISO/IEC 20547-4: Security and privacy specifies the security and privacy aspects applicable to
the Big Data Reference Architecture (BDRA) including the big data roles, activities, and functional
components, and also provides guidance on security and privacy operations for big data;
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— ISO/IEC 20547-5: Standards roadmap describes big data relevant standards, both in existence and
under development, along with priorities for future big data standards development based on gap
analysis.

Figure 3 shows the relationships and iteration cycle of each part of the ISO/IEC 20547 series. Based on
the contributions from enterprises, organizations and experts of the related research and academia
related, ISO/IEC TR 20547-2 collects use cases and derives technical considerations. ISO/IEC 20547-3
defines reference architecture for big data by reflecting these technical considerations. ISO/IEC 20547-4,
in particular, specifies the security and privacy aspect to support big data. ISO/IEC 20547-5 provides
the applicable 1St of standards at the perspective. The SEries represents a point-
in-timg view of big data systems and architectures. As big data implementations-are created @nd
evolve|based on ISO/IEC 20547-1, ISO/IEC TR 20547-2, ISO/IEC 20547-3 and ISO/IEC 20547-4,\they
will reference and make use of the standards documented in ISO/IEC 20547-5. Those newrsyStems
can beldocumented in ISO/IEC TR 20547-2 as new use cases leading to new technical considerations.
The te¢hnical considerations introduced by those use cases can lead to new standardization activities
resulting in new standards to be documented in ISO/IEC 20547-5.

Part 1: \:\'
Framework and application process ¥
| RO
[ R
Part 2: £ Shndardization |
‘ ' ‘ refle @K/Stgnda.r(.il.zatlon !
Use cases = Technical Considerations NN - activities __ !
derive l reflbet @A
contribute Part3 \\
art 3:
Reference architecture ﬁ add
TS stem ~ ) Part 5:
p o oystem t Cmap  Standard
{_d_e_vgl_o_p_rrle_n_t_) support Q p anadards
) roadmap
Part 4: ‘\ : :
Security and p\;&@y
" N,
3
Y
~\
@fer to implement
-~
A

Figure 3 — Relationships between the parts of the ISO/IEC 20547 series

<
In order to apply this-framework to a specific use case, it is necessary to understand the overall
envirohment in which-the big data system will be implemented, who the stakeholders are for that

systen], and what-are the concerns of those stakeholders. Subclauses 8.2 to 8.4 describe each of these
key components:

8.2 Stakeholders

ISO/IEC/IEEE 42010 defines a stakeholder as any individual, team, organization or classes thereof,
having an interest in a system. Common stakeholders include the system owners, customers, system
implementors and others. In the case of big data systems, the stakeholders also include anyone with an
interest in the data being processed by the system. This includes the data owners who can be providing
data to the big data system, the data consumers who are making decisions based on the data coming
from the big data system, and also those people or organizations who can be described by the data.
Identification of the stakeholders and their concerns is the first step in developing a big data architecture.
ISO/IEC 20547-3 refers to the stakeholders of a big data system as parties within the user view.

8 © ISO/IEC 2020 - All rights reserved
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8.3 Concerns

Any interest in a system relevant to one or more of its stakeholders is a concern. A concern pertains
to any aspect of the big data system to include technical, business, operational, legal and even social
influences on a system in its environment as described in [SO/IEC/IEEE 42010. The environment of a
system is defined and bounded by the stakeholders and their concerns with that system. Some concerns

can be codified in terms of other international standards.

NOTE1 For example, the distribution transparencies described in the Reference Model of Open Distributed

loYaWA S Vol WateD

Processing (1SOAEC 074 6= areconcerns—that-wontdberefevanttotheoperatiomrotabigdatasyste
horizontal scaling and distributed processing are core aspects of big data systems.

NOTE 2  Software properties as described in SQuaRE (ISO/IEC 25010:2011, 4.2) name concepiis ab

n since

out the

quality of the software in a big data system to include effectiveness, efficiency, trust, risk and\risk mitligation,

flexibility.

When dealing with big data, additional concerns evolve from the big data characteristics of v

velocity and variety.
5.3

)
NOTE 3  For example, a concern can relate to potential data loss due to the Velo,bity of the data.
4

In addition, there are a number of concerns related to-the data itselfito include provenance, pg
and protection. Concerns related to security and privacy with-big'data are significant enou
ISO/IEC 20547-4 focuses directly on those aspects. For examplgy‘t’ﬁe ability to fuse multiple soy
data using big data technology to deanonymize data is a speeific privacy concern.

olume,

digree
rh that
rces of

s
The concerns identified for a big data system in turn drix‘e%he activities of the system and the funjctional

components that implement those activities. Q

9

8.4 Views 2 N\

N\

As described above a big data system architecture can be défined in terms of views. The BDRA

two primary views: &
\\
— user view, which describes the 10les; sub-roles, activities, and cross-cutting aspects neces

meet the concerns of the stakgh'olders;

— functional view, which ,de\s'cribes the functional layers, functional components, and mul
functions necessary todmplement the activities and cross-cutting aspects defined in the usg

Figure 4 illustrates :the Telationship of stakeholders, and concerns to these views and their elem
N

Cross-
cutting
aspect

Apply Apply

/ Role \

efines
sary to
Fi-layer

r view.

ents.

Functional layer/

Sub-role multi-layer functions
Stakeholder Functional
component
- J :

Has Addressed by Implemented by

Figure 4 — Relationships between the elements of the BDRA views
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8.4.1 Userview
The user view addresses the ecosystem of big data with following concepts:

— parties: a party is a natural person or legal person, whether or not incorporated, or a group of either.
Parties in a big data ecosystem are its stakeholders;

— roles and sub-roles: a role is a set of big data activities that serves a common purpose. A sub-role
is a subset of the big data activities for a given role, and different sub-roles can share the big data

actbvities associatedwith g given role:
to] Y

— activities: an activity is defined as a specified pursuit or set of tasks. Big data activities need to-have
a gurpose and deliver one or more outcomes and these are conducted using functional compénents;

— cr¢ss-cutting aspects: cross-cutting aspects are behaviours or capabilities which_need to be
coprdinated across roles and implemented consistently in a big data ecosystem.\Ctoss-cutting
aspects can be shared and can impact multiple roles, big data actiyvities and functional components.
Crpss-cutting aspects apply to multiple individual roles or functional components.

Y

NOTE 1] Anexample of a cross-cutting aspect is security. ".:

4

NOTE 2 A party can assume more than one role at any given point in time and<dn engage in a specific subset
of activfties of that role. Examples of parties include, but are not limited to, large corporations, small and medium
sized enterprises, government departments, academic institutions and priva@t‘?tizens.

\‘ S

8.4.2 | Functional view A

O

The fupctional view is a technology-neutral-view of the functions necessary to form a big data system.
It describes the distribution of functions necessary for theSupport of big data activities.

The fupctional architecture also defines the depende.ncﬂes between functions.

R[V'y

The functional view addresses the following big @ata concepts:

\
— funpctional components:a functional comp?inent is a functional building block needed to engage in
anfactivity, backed by an implementation;
~N
— functionallayersiafunctional layeCis’a set of functional components that provide similar capabilities
or serve a common purpose. Thésfunctional architecture is partially layered (i.e. has layers and a set

of multi-layern functions); &
~
— multi-layer functions:tthe multi-layer functions include functional components that provide

capabilities that are used across multiple functional layers, and they are grouped into subsets.

NOTE Not all layexrs.or functional components are necessarily instantiated in a specific big data system.

9 Big datareference architecture application process

9.1 (QOverview

This clause provides the reader with a stepwise process for applying the reference architecture to
develop an architecture description for a given big data system implementation. While the BDRA is
extremely general and designed to apply to a wide range of systems, due to the broad variety of
potential big data systems and components that can comprise them, the process is designed to support
extension of the BDRA to meet unique requirements of the given system. The primary nature of
these extensions is the identification of additional activities related to roles and/or the assignment of
activities to different roles/sub-roles. Throughout this process, the reader is advised to leverage other
relevant ISO standards including ISO/IEC/IEEE 15288 for systems engineering, ISO/IEC/IEEE 12207
for software lifecycle engineering, the quality measurement processes defined with in the ISO 9000
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family of standards, and associated standards in order to verify that the resulting architecture does in

fact cover and address the full range of concerns.

Before undertaking this process, the architect is urged to define what tools would be used to capture

and manage the data generated.

9.2 Identify stakeholders and concerns

The first step in this process is to identify the stakeholders and concerns associated with the big

data system. This step is the first part of the stakeholder requirements analysis'process descr
ISO/IEC/IEEE 15288. The outcomes of this step include:

a) therequired characteristics and context of use of system services arespecified;
b) the constraints on a conformant system are defined;

c) traceability of stakeholder requirements to stakeholder needs is achieved;

d) the basis for establishing the system requirements is.described; - \,\"‘

e) the basis for validating the conformance of the system services js,de%i’;ed;

f) abasis for negotiating and agreeing to supply a'system service,or product is provided.

As described in ISO/IEC/IEEE 15288 stakeholder concerns{re%uirements) are expressed in te

ibed in

rms of

the needs, wants, desires, expectations and perceived comstraints of identified stakeholders. They are

expressed in terms of a model that can.be'textual or farmal, that concentrates on system purpd
behaviour, and that is described in the eontext of the dperational environment and conditions.

Stakeholder concerns should include the needil‘a‘nd requirements imposed by society (e.g. |
expectation) and take into consideration government regulations (e.g. GDPR in the European Un

The stakeholders and concerns need toghe captured in¢a.model that can later be used to
traceability from the system activities'and components in order to support verification of the pr

Specifically, stakeholders and concérns each need to.be uniquely identified to support the traceal
future steps. Where feasible, concerns shared by stakeholders should be collapsed into a single @
and mapped.to each stakeholdexr'with that concern.

S
A review of the use casesiand derived requirements from ISO/IEC TR 20547-2 in this step can
architect in identifyingsthose stakeholders and concerns from other big data use cases that
applicable to this uge.case.

As with any goed requirements and architectural process, the outputs of this process sha
reviewed with stakeholders to confirm the accuracy of what was captured.

9.3 Map stakeholders and concerns to roles and subroles

se and

brivacy
on).

rovide
pcess.

ility in
oncern

hid the
can be

uld be

vork of

Theé goal of this step is to organize the stakeholders and their concerns into a common framey

£y £, lha-lai ot rs Tl 4+ 3 1al] 143 1_£ 1 dai rs 3 ot 2
ICICTICIICUT 1TUIL LIIC Uls udid O_yDLClll- T'IIIS OLCP IS COlJCblall_y criticdl 1UI Uls udid D_yOLClllD IIT LIIdi, I

| many

cases, the concerns should be addressed through a system-of-systems solution (e.g. multiple systems

coordinating together to meet a requirement).
ISO/IEC 20547-3 defines the following roles and sub-roles:
— big data application provider (BDAP)

— big data collection provider (BDCP)

— big data preparation provider (BDPreP)

— big data analytics provider (BDAnP)

© ISO/IEC 2020 - All rights reserved
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