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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JT.64=

The proce
described
the differe

editorial r

Attention
of patent 1
Details of §
and/or on

Any trade
constitute

For an ex
assessmer

to Trade (TBT) see the following URL: Foreword - Supplemientary information

The commiittee responsible for this document is ISO/IECJTC 1, Information technology, SC 40, IT Ser\
Managemdnt and IT Governance.

ISO/IEC 20000 consists of the following parts, under the general title Information technology
Service mqnagement:

— Part 1} Service management system reguirements

Part 2,
Part 3
Part 4
Part 5|
Part 9

Part 1

dures used to develop this document and those intended for its further maintenance
in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed
nt types of document should be noted. This document was drafted in accordanoé with
liles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

is drawn to the possibility that some of the elements of this documentymay be the sub

the ISO list of patent declarations received (see www.iso.org/paténts).

name used in this document is information given for the cenwenience of users and does
an endorsement.

Guidance on the application-of service management systems

Guidance on scope definition and applicability of ISO/IEC 20000-1

Process reference.model [ Technical Report]

Exemplar implementation plan for ISO/IEC 20000-1 [Technical Report]

Guidanee’on the application of ISO/IEC 20000-1 to cloud services [ Technical Report]

): Concepts and terminology [Technical Report]
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The following parts are under preparation:

— Part 6: Requirements for bodies providing audit and certification of service management systems!

— Part 11: Guidance on the relationship between ISO/IEC 20000-1:2011 and related service management
frameworks [Technical Report]
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Introduction

ISO/IEC 20000 is the International Standard for service management. It is based on practical industry
experience and includes information to support identifying, planning, designing, changing, deploying,
operating, supporting, and improving services for the business and customers. ISO/IEC 20000-1 specifies
a service management system (SMS) as the means to achieve the integrated management of the service
management policies, objectives, plans, processes, process interfaces, documentation, and resources. A
key focus of the SMS is to fulfil the service requirements and to deliver value.

The_implementation and coordinated integration of an SMS provides ongoing control, greater
effectiveness, efficiency and opportunities for continual improvement. It enables an orga}lization to
work effectively with a shared vision.

The guidance in this part of ISO/IEC 20000 can be used by organizations thatare involved in th¢ provision
or management of services that include cloud services. It can also be of interest{t¢ organizgtions that
are faced with changes to their existing services and support arrangements as\part of a moye to cloud
corpputing. ISO/IEC 20000 can be used by service providers that offer dedicated or shared gervices to
internal and external customers.

Key benefits of adopting ISO/IEC 20000 for service providers that offer cloud services can in¢lude:

a) | greater credibility with internal or external customers of.thé organization, through delivery of
reliable and cost effective services;

b) | the opportunity to build a service management system that is based on a tried and pfoven best
practice approach;

c) | ongoing control, greater effectiveness and efficiency as well as prioritized continual improvement
of services and processes;

d) | improved communication within thecloud service provider organization, including|a greater
understanding by service management and specialist technical personnel of each other’s viewpoints;

e) | improved communication between the cloud service provider organization and cloud fustomers
and users;

Cloud services primarily focis''on enabling access to shared resources, physical or virtual, that are
scallable with on-demand self-service provisioning and administration. The cloud services can be used
witlhout the cloud customer having any knowledge of the location and other details of the infrastructure
supporting those services. These services and resources can include networks, servers and storage
sygtems and applications that can be rapidly provisioned and released with minimal managerpent effort
or $ervice provider interaction. Typical attributes of cloud environments include the ability fo support
dymamic establishment and modification of services and capabilities in a multi-provider enyironment
and a focug .on'automation to reduce manual intervention.

Th¢ delivery and management of cloud services can require coordinated integration to ensurg visibility
and control of all the elements that contribute to services, including technology, processes, people and
partners, or suppliers.

An SMS that conforms to the requirements specified in ISO/IEC 20000-1 can be a powerful tool for
service providers delivering cloud services to achieve high service quality, delivery of value, increased
agility, and reduced risk.

AnSMScanbeintegrated withaninformationsecuritymanagementsystembasedinISO/IEC27001,which
includes requirements for information security in more detail than those specified in ISO/IEC 20000-1.
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Information technology — Service management —

Part 9:
Guidance on the application of ISO/IEC 20000-1 to cloud
services
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Scope

s part of ISO/IEC 20000 provides guidance on the use of ISO/IEC 20000-1:201 ot service
vering cloud services. It is applicable to different categories of cloud service,such as those
/IEC 17788/1TU-T Y.3500 and ISO/IEC 17789/ITU-T Y.3502, including, but Hotlimited to, the

infrastructure as a service (IaaS);
platform as a service (PaaS);
software as a service (SaaS).

also applicable to public, private, community, and hybrid'cloud deployment models.

jver the services. All requirements in ISO/IEC 2Q000-1 can be applicable to cloud service |

e structure of this part of ISO/IEC 20000 daqes not follow the structure of ISO/IEC 20

guidance is presented as a set of scenarios that can address many of the typical activities
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vice provider. The guidance in this partef ISO/IEC 20000 can also be useful for custome
vice providers.

s part of ISO/IEC 20000 can be used as guidance for a cloud service provider in designing,
mproving an SMS to support cloud services.

s part of ISO/IEC 20000-dees not add any requirements to those stated in ISO/IEC 20000-
state explicitly how evidence can be provided to an assessor or auditor. The scope of t
/IEC 20000 excludes:any specifications for products or tools.

['E Additional guidance on the application of ISO/IEC 20000-1 can be found in ISO/IEC 20000+

Normative references

Th

e following documents, in whole or in part, are normatively referenced in this docume

providers
defined in
following:

e applicability of ISO/IEC 20000-1 is independent of'the type of technology or service model used to

roviders.

00-1. The
of a cloud
I's of cloud

managing,

I and does
his part of

2:2012.

ht and are

indispensable for its application. For dated references, only the edition cited applies. Fo

r undated

references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC 20000-1:2011, Information technology — Service management — Part 1: Service management
system requirements

ISO/IEC/TR 20000-10:2012, Information technology — Service management — Concepts and vocabulary

3

Terms and definitions

For the purposes of this document, the terms and definitions provided in ISO/IEC/TR 20000-10 apply.
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4 Applying ISO/IEC 20000-1 to cloud services

4.1 Delivering and managing cloud services

Acloudservice provider should define the services using terminology that customersand otherinterested
parties, such as suppliers, can understand. For cloud services this should take into account that many
cloud customers can have little knowledge or understanding of technology. Defining different cloud
services or providing a cloud service with several different options can help both service providers and
customers make the best decision about which services are best aligned to their service requirements.

Alignmen{ between services delivered, Service requirements, contractual obligations, business negds
and customer requirements can enable cloud service providers and their customers to establish”and
maintain g successful relationship. Cloud service providers and cloud customers can share responsibi|ity
for the relptionship and each party should take the necessary actions to achieve the results.désired by

the customer.

Unambigupus service definitions can reduce discrepancies between customer expectations and seryice
provider imtention for the service. The service provider can find it easier to perform service managemlent

activities yith the knowledge that the customer understands what is being delivered.

174

By fulfillirjg the requirements specified in ISO/IEC 20000-1, the cloud serviceprovider should be abl¢ to

deliver serjvices in alignment with both service targets and customer expectations.

The cloud|service provider wishing to demonstrate conformity to.}SO/IEC 20000-1 should review] its

applicability using the guidance provided in ISO/IEC 20000-3.

NOTE1 [loud service providers might find it helpful to refer taISO/IEC 17788, which provides an overviey of

cloud computing along with a set of terms and definitions.

NOTE 2  [loud service providers might find it helpful to-refer to ISO/IEC 17789, which specifies the clpud

computing feference architecture.

4.2 Scenarios

The scenafrios in this part of ISO/IEC 20000 describe the service lifecycle utilizing terminology and

examples familiar to cloud service providers.

Each scenprio includes references_to the most relevant requirements specified by ISO/IEC 20000-1.
There canbe additional considerations for each of the scenarios beyond those referenced. Each scengrio
includes recommendations-and examples of how the referenced clauses in ISO/IEC 20000-1 can|be

applicable|to cloud servicgs.

All processes specifiedin ISO/IEC 20000-1 have been included in one or more of the scenarios descrilped

in this parft of ISO/IEC 20000.

5 Scenarios

5.1 Identify the context for service management of cloud services

So01 Identify the context for service management of cloud services

Description A cloud service provider should understand the business and technical context for manag-
ing and delivering cloud services. A cloud service provider should ensure that its services,
including cloud services, achieve business objectives and customer requirements while
adhering to the service provider’s principles, rules, and necessary statutory requirements,
regulatory requirements and contractual obligations.

Outcomes — The business and technical environment and context for cloud service delivery is
defined and communicated.

2 © ISO/IEC 2015 - All rights reserved
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So01

Identify the context for service management of cloud services

Applicable clauses

in ISO/IEC 20000-1 |

Clause 4.1, Management responsibility

Clause 7.1, Business relationship management

Guidance on the
application to
cloud services

Service providers and customers should seek opportunities to create value with
services while optimizing resources and risk. To realize the benefits of deliverin

cloud
g cloud

services, effective decision-making regarding the context and scope of the SMS and
services should be incorporated into the cloud service provider’s strategy and plan. Risk
management, cost models, service delivery planning and any impact on other activities of

the service provider and customer should be taken into consideration.

The ability to ensure governance of any processes operated by other parties, sugh as sup-
pliers, should be considered in regard to cloud services.
The cloud service provider should determine what categories of cloud services tp provide
based on the market demand, opportunities and its own capability.
Multi-tenancy, location and other attributes of cloud services can.intfoduce new{gov-
ernance requirements, management and maintenance issues forservice providegrs and
customers that should be considered.
Agreements and contracts can become more complicated for cloud services whefre the
customer and supplier are located in different countriés and different jurisdictigns.

Exfgmples Typical service management objectives of cloud sex¥ice providers can include:
— optimize the cost of cloud services and technelogy;
— offer a more effective and economic method of providing higher quality servifes at a
lower cost;
— generate business value from clpuid service investments through innovation gnd value
creation;
— achieve operational excelleneé through the reliable and efficient management of cloud
services;
— maintain cloud service related risk at an acceptable level;
— comply with relevant laws, regulations and contractual agreements.
The cloud servige)provider should consider any statutory and regulatory requir¢ments, as
well as financial, safety, data protection, information security, privacy, intellectyal prop-
erty, business continuity and sustainability policies and objectives.

Scenario 1; Identify the context for service management of cloud services

5.1 Establish strategy and plan for management of cloud services

Sop Establish strategy and plan for management of cloud services

Depcription The service management plan should define the way the cloud service provider intends
to provide services. A service strategy can also define how the cloud service profider
intends to provide services to achieve both the desired outcomes for the customgr and the
SETVICE ProvVIAer S OWIT ODJeCtiVeES, WITITHT RTTow T HITTtations and documented constraints.
The purpose of strategy and planning is to define and plan how the cloud service provider
intends to deliver value for its own organization as well as for different customers and
interested parties using the service provider’s capabilities and resources.

Outcomes — Service management plans are structured to cascade down from a top-level plan to

detailed plans for operation and improvement of the SMS and delivery of the services.

— Service management and process specific policies (examples include: information secu-

rity policy, change management policy, release policy).

— Defined and agreed service management objectives.

© ISO/IEC 2015 - All rights reserved
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S02 Establish strategy and plan for management of cloud services

Applicable clauses |— Clause 4.1, Management responsibility
in ISO/IEC 20000-1 | _ Clause 4.3, Documentation management
— Clause 4.4, Resource management

— Clause 4.5.1, Define scope

— Clause 4.5.2, Plan the SMS

— Clause 5.2, Plan new or changed services

= Clause 64, Budgeting and accoumnting for Services
— Clause 6.6, Information security management

— Clause 7.1, Business relationship management

Guidance dn the Cloud service provider’s top management should:
applicatior] to

— define desired outcomes and service management objectives to deliverithose desired
cloud servjces

outcomes and service management objectives;

— define what services and capabilities are needed to deliver thesedesired outcomes afpd
service management objectives;

— determine how the service provider and customer(s) willknow if desired outcomes
have been achieved;

— agree measurement and reporting of delivery against plan and desired outcomes;
— assess and analyse the current state - what exists and what can be leveraged/reused

— analyse customers, suppliers, competitors; segulatory requirements and contractual
obligations, policies.

When the desired outcomes have been.defined, the next step should be to determine the
services and service components needed to deliver those outcomes. The services should|
be categorized in a way that captufes the service requirements for people (e.g., skills an
competencies), process, technology and organizational structure.

—

The service management plan’can then further categorize and schedule the delivery of the
agreed services, including improvements, into releases. These releases should have agrged
timeframes and targetS$:..Resources should be allocated to achieve the agreed release tart
gets. The service management plan should make it possible to easily identify dependencjes
between differentservices or service components, to facilitate decisions about priority
and resourcing and to accurately measure delivery of business value. Service components
include all components, both technical and non-technical, necessary to deliver and mangge
the service,'Examples of how dependencies between service components should be congid-
ered i regard to planning can include:

a).agreements and contracts with suppliers which should be in place before the service is
carmmercially available;

b) training for service support personnel which should be completed before the service
commercially available;

%)

clallacation of specialist nersonnel acrass multinle nroiects:
Ed T I I I 7

d) dependencies on hardware components being in place before service components can
be implemented.

4 © ISO/IEC 2015 - All rights reserved
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S02

Establish strategy and plan for management of cloud services

Examples

The service provider’s top management should understand the business objectives, con-
straints, risks and priorities in developing the strategy for cloud services. Considerations
should include the resources and capabilities of the service provider and other interested
parties such as cloud service partners, as well as other service requirements. Top manage-
ment should prioritise the cloud services to be introduced, changed or retired.

In addition to improving service quality, reducing cost and risk, top management should
identify strategic opportunities to optimise services through innovation, increasing stand-
ardization, sharing, automation and self-service provisioning. There can be significant
opportunities for growth from increases in competitive advantage, geographical reach,

innovation, value creation and customer satisfaction.

When the desired business outcomes are understood, the service provider cah prioritise
the services, including the capabilities and resources used to plan, design, transition and
deliver those services. The service provider can then invest accordingly.

Strategies and plans for introducing, changing or retiring cloud sérvices should fonsider
the following:

a) changes to the business environment;

b) the context of use of the cloud services including the typical roles of users wh¢ will
access the cloud services, the types of user computing.devices and geographical Jocations;

c) changes to the existing services, changes to any\cloud services plus any servide capabili-
ties and resources required to deliver all the gservices across the catalogue of serjvices;

d) standard mechanisms to provide access’to the cloud services;

e) the impact on the service managemént system and its resources and capabilitjes such
as organizational aspects, processes;documentation, education, training, compgtence of
personnel;

f) automation, self-service prévisioning and administration;
g) sharing geographicallydistributed computing resources that can change dynamically;

h) automatic provisioning of resources in any quantity at any time, subject to copstraints
of service agreements;

i) pooling resources in a location independent fashion, in order to serve multiple custom-
ers through multi-tenancy;

j) maintenance of shared services that potentially impact many organizations, their cus-
tomers and large volumes of users;

k) fequirements for transparency and access to customer information to enablecustomers
to_optimize and validate their cloud services.

5.3 Provide a catalogue of cloud services

Scenario 2: Establish strategy and plan for management of cloud services

ISO/IEC 20000-1

SOR Provide a ratalngup of cloud services

Description A catalogue of cloud services should be made available to prospective and existing cloud
customers. If applicable, this can also be part of a general catalogue of services. Information
should be provided to communicate any relevant options for use of the services.
The catalogue can be either specific to cloud services or can include both cloud and other
services.

Outcomes — Catalogue of cloud services that is understandable to the parties involved.

Applicable clauses |— Clause 4.3, Documentation Management

in

Clause 6.1, Service level management

— Clause 7.1, Business relationship management

© ISO/IEC 2015 - All rights reserved 5
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S03

Provide a catalogue of cloud services

Guidance on the
application to
cloud services

A catalogue should be defined that contains cloud and potentially other services. For exam-
ple, customers receiving both cloud and other services from a service provider can find it
easier if the service provider has combined all services offered into a single catalogue. This
catalogue should be aligned with the requirements specified in ISO/IEC 20000-1, 6.1.

The catalogue of services should be the foundation both for the definition of cloud services
to be provided and for the contracts and SLAs between the service provider and the cloud
customer.

The cloud service provider should have visibility of the dependencies between services and

SCI ViLC CUIIIPOUIICIILS Whi(,h Cdll ‘UC LUthliLdl dllLl llUll'LCLlllliLdl dllL‘l Llldl. dI'CIICCCS5dIy LU
deliver and manage the services. Cloud services and the service components can be grou;Led
together into categories that possess some characteristics in common with each other. This
can help to structure the catalogue of services and can minimise duplication of informatipn.

Examples

A cloud service provider offering cloud services to the general public has defined’a cata-
logue with all the available service offerings using terms aligned to the customer’s expecfa-
tion of the services. It has been published on the internet so that the custemier can select the
desired services using a self-service mechanism.

Apart from the standard content for a catalogue of services described in ISO/IEC 20000-
2:2012, 6.1.3.2, the cloud service provider in this example also/defines other aspects of th
cloud service, including:

[¢)

a) cloud service category, such as laaS, PaaS$, SaaSs;

b) service deployment options;

c) applicable policies, e.g. data retention policies;

d) applicable standards e.g. minimum techni¢aliconfiguration standards;

e) information security policies and procedures, e.g. privileged user access, risk control, gnd
access control for other parties;

f) controls to support statutory andregulatory compliance;

g) controls to support contractual obligations;

h) ordering and provisioning,procedures;

i) relevant financial information, including pricing, accounting and billing methods;

j) resources and datdlocation;

k) legal issues, i.e~privacy and data protection;

Examples oficomponents that a cloud service can depend on include:

— functional components such as hardware, software, documentation, communications;

— resources required for implementation, i.e. human, financial, information and technicdl
respurces.

Information about the cost of increasing service levels or adding additional resources has
been included in the catalogue of cloud services. Information about the minimum periodq of
service provision or the cost of the early termination of a service has also been included.

Scenario 3: Provide a catalogue of cloud services

5.4 Identify and manage service requirements for cloud services

S04 Identify and manage service requirements for cloud services

Description The service requirements should be identified and documented for the SMS and the cloud
services.
Activities are identified to manage the service requirements for the service provider and
interested parties that have a valid interest in the cloud services.

6 © ISO/IEC 2015 - All rights reserved
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S04 Identify and manage service requirements for cloud services
Outcomes — The service requirements for the SMS are defined.
— The pre-requisites for deployment to the cloud service customer are specified.
— The required characteristics and context for the use of cloud services, delivery and oper-
ations are specified.
— Service requirements are traceable to their source.
Applicable clauses |— Clause 4, General requirements
in

— Clause 5.2, Plan new or changed services

— Clause 5.3, Design and development of new or changed services
— Clause 6.1, Service level requirements

— Clause 7.1, Business relationship management

— Clause 7.2, Supplier management

— Clause 9.1, Configuration management

— Clause 9.2, Change management

Gujdance on the
application to
cloud services

ISO/IEC 20000-1, 7.1, Business relationship management, specifies requirements [for the
identification and documentation of the customers, tisers and interested parties ¢f the ser-
vices. This usefully provides a visible record of the services used by each customgr, as well
as the estimated number of users of each service;The service provider should copmunicate
with customers, users and interested parties topromote an understanding of the{cloud ser-
vices and to establish that their requirements for cloud services are documented pccurately.

ISO/IEC 20000-1, 4.5.2, Plan the SMS,specifies requirements for defining the statutory,
regulatory requirements and contragtiral obligations for services. If the cloud serice
customer is located in a different:¢euntry and/or different jurisdiction to the cloud service
provider there can be different'statutory and regulatory requirements. ISO/IEC 20000-1,
Clause 4.5.2 also specifies requirements for identification of any known limitations which
can impact the SMS, or thé«gutcome of management decisions and technical decisjons. The
cloud service provider should analyse the service requirements and maintain all felevant
documentation, including traceability of each requirement to the originating souyce of the
requirement.

To enable service requirements to be traceable to their source, functional requirgments can
be classified for different types of capability based on the resources used. Examples include:
applicationycapability, platform capability and infrastructure capability.

The service requirements should include the definition of the anticipated customegr inter-
action with the cloud services, the cloud service delivery models, cloud deploymept models,
opetrational and support scenarios and environments.

Examples

Examples of customer communications for a cloud service can include:

— Establishing the service requirements: The customer checks a box that confirms they
understand the terms of the agreement and the details about the service to be delivered;

— Establishing the statutory, regulatory requirements and contractual obligatimllls: The

customer checks a hox that confirms they have read and understood the statutory, regula-
tory requirements and contractual obligations that apply to users of the cloud service;

— Communication: The customer receives an automated notification that includes a link to
information on the service provider’s website with a call to action;

Service requirements for the quality of cloud service delivery are described by various
terms and criteria, including functionality, availability, scalability, resilience, information
security, privacy, portability, interoperability, performance and maintainability.

© ISO/IEC 2015 - All rights reserved 7
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S04 Identify and manage service requirements for cloud services

Examples of functional requirements for users include: set up and administer users, login,
data entry, browse, search, report, payment and support for business activities. To achieve
the required functionality, some service components can need to be integrated.

Examples of functional requirements that support the management of cloud services
include:

— Business support: budgeting, accounting and charging for cloud services and assets;

— Administration support: administration of user identities and profiles, monitoring of
service activity and usage, event handling and problem reporting, provisioning and mainte-
nance

— Information security: authentication, authorization, auditing, validation, encrypftoer,
privacy.

Scenario 4: Identify and manage service requirements for cloud services

5.5 Desjgn and develop a new cloud service

S05 Design and develop a new cloud service

Descriptio

=

As with other types of services, a new cloud service shouldbéplanned, designed and devel-
oped in preparation for transition into the live environment.

Outcomes — A new cloud service is designed.

— Updated catalogue of services, including the new-cloud service.

Applicable|clauses |— Clause 5.1, General (Design and trangition of new or changed services)
in . .
150/1EC 20000-1 |~ Clause 5.3, Design and development of new or changed services

— Clause 5.4, Transition of new or‘changed services

— Clause 6.1, Service level management

— Clause 6.3, Service continuity and availability management
— Clause 6.5, Capacity'management

— Clause 6.6, Information security management

— Clause 7.1;'Business relationship management

— Clause 7,2, Supplier management

— Clause 9.1, Configuration management

— Clause 9.2, Change management

— Clause 9.3, Release and deployment management
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Guidance on the
application to
cloud services

The SMS facilitates the coordination of all the components required for the design and

development of the cloud services.

ISO/IEC 20000-1, 5.4, Transition of new or changed services, specifies requirements that
apply to the planning, design, development and transition of a new or changed cloud ser-
vice. Changes to the new cloud service as well as changes to existing services should be

controlled by the change management process.

Cloud services can introduce considerations such as resource sharing, so resource allo-
cation and multi-tenancy can become very important aspects. The cloud service provider

shoutdbeaware that the processes spetifiet i ISOAEC 26066=1, Clause 6 {servi
management, service continuity and availability management, capacity managein
information security management) should be taken into account during the{desig
services. For example,

a) during service design, existing service level agreements can be reviewed to def
whether they can be reused for the new service or whether a new,senvice level ag
should be developed;

b) the service continuity and availability of the new servicesshotld be designed tg
that the delivered availability can fulfil the service requirements;

c) the design should consider the capacity requirements.for the new service;

d) the design should consider the information security aspects of resource sharin
privacy issues.

The cloud customer can expect cloud services to be easily scalable and accessible
and wherever they are used, making activities of resource planning and allocatio
management or performance monitoging.especially relevant to cloud services.

level
ent and
n of cloud

ermine
reement

ensure

g and

whenever
N, capacity

For the transition of new or changedicloud services into the operational environ

ent, the

requirements specified in ISO/IE€20000-1, 5.3 and 5.4 should be considered. Th¢ cloud ser-
vice provider should ensure thatthe services fulfil the agreed service requirements and are
tested against the documented design. If the cloud services are acceptable they should be
deployed into the live environment using the release and deployment managemeitt process
specified in ISO/IEC 20000-1, 9.3.

The catalogue of services should be updated with details of the new service and the
dependencies between services and service components should be identified. Thils can also
be useful to identify where some service components support more than one seryice. The

configuratien management database (CMDB) should be updated with details of ajy new or
changed cenfiguration items.

Exfgmples

A cleud service provider is designing and developing a service for a medium-sizec

global

organization that wishes to concentrate on its own core area of business rather than deliv-

ering the service itself. The cloud customer wishes to use its existing business sof
applications to avoid migration and training costs. However, they want the servic

tware
e provider

to host these applications for them as a private cloud service. For this example, thee service
requirements for the cloud service include:
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— remote access to the business software applications hosted as a cloud service;
— no data allowed to be stored outside the customer’s home country;

— secure storage access to the cloud customer’s data and records from both the cloud cus-
tomer’s offices and for personnel working outside of the office;

— atleast the same or better transaction response times are guaranteed;
— cloud service transaction response time monitoring;

— data processing to be done as part of normal activities:

— self-service support for the customer on demand to increase efficiency;
— an easily scaled cloud service that can meet rapid changes in business demand;s
— an efficient transition to live operation with a minimum investment by the ctistomer.

The design and development requirements specified in ISO/IEC 20000-1, 5:3) should be
considered for a new cloud service.

Examples of the design aspects to consider for the design of a new eloud service to fulfil the
service requirements include:

a) the identification of policies and standards, contractual obligations, and other con-
straints;

b) the approach to meeting statutory and regulatory regtirements of all countries where
the service is provided;

c) the design of the new cloud service and the capabilities required to deliver it;
d) authorities and responsibilities for delivery.of the new cloud service;
e) resource sharing with other organizations;

f) new or changed agreements and contracts to align with the service requirements includ-
ing service targets for incident resplution, changes and service request fulfilment;

g) the functional components néeded to engage in the cloud service activities including
business support, administratién and information security components;

h) procedures, measures @nd knowledge required for delivery and operation of the new
cloud service;

i) provision of and access to service reports that enable the different parties to verify and
evaluate the quality of service, as well as identify opportunities for improvement;

j) plans to fiilfil specific business and cloud service continuity requirements;

k) critefiafor information security and integrity of infrastructure, data and communica-
tions;

P-protection of personnel and customer data;

m) procedures for archiving, back-up, recovery and controlling access to software produdts
and methods of control for virus protection;

) auailahilitu of archivad data cuch aclaagc arhaclyineg aconrdinag o aagrood roauiramaont
Y = a6 >t £ =2 H55 ) e S h

J J
and applicable policies;

0) automation and tools required for the development, transition, operation and improve-
ment of the new cloud service, including self-service;

p) standard service and configuration changes required to support any onboarding activi-
ties;

q) resource requirements to perform the activities to develop, transition, deliver and main-
tain the new cloud service including human, finance, information and technical resources;

r) risks of introducing cloud services and management of the risks;

10
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Examples of the design aspects to consider for changes to the design of the SMS include:

— the identification of policies, standards, rules, practices and conventions and methodolo-
gies that are applicable for the delivery of all cloud services;

— authorities and role definitions for managing cloud services, including the cloud service
provider, cloud customer and supplier roles;

— new or changed human resource requirements, including requirements for appropriate

education, training, skills and experience to manage, operate and improve cloud services.

5.4 Establish a service relationship with the cloud customer

Scenario 5: Design and develop a new or changed cloud service

S0p

Establish a service relationship with the cloud customer

Degcription

The relationship between the cloud service provider and the elouid customer should be
defined and agreed. A communication procedure should be-established and respjpnsibili-
ties for management of customer satisfaction should be dssigned.

Other relationships between the cloud service provider/and interested parties slhould be
defined, agreed and maintained.

Oufkcomes

— Define relationship between the cloud service-provider and the different groyps of
customers.

— Communications between the cloud service provider and cloud customer.

— Customer satisfaction measureméntand identification of opportunities for injprove-
ment.

Applicable clauses

in ISO/IEC 20000-1

— Clause 6.1, Service levielmanagement

— Clause 7.1, Business.relationship management

Gujdance on the
application to
cloud services

ISO/IEC 20000-1 specifies requirements for a communication structure and progedures,
which should be defifted to manage the relationship with the customer.

An individual shoyld be designated to manage the customer relationship and cugtomer
satisfaction, regardless of whether the cloud service provider owns the service gr is acting
as a service broker. This can be challenging to implement, e.g. a cloud service offgred to the
general puplic and with many customers. In this situation the ‘designated indiviglual’ can
be a team of service provider personnel sharing a common identity, accessible vip a single
comuunication point, e.g. ‘customer support’.

NOTE: ISO/IEC 17788, 2.5, defines a cloud broker as “a person or an organizatior] that
negotiates the relationship between cloud customers and cloud service providerss for man-
agement of the delivery, use and performance of cloud services.”

Examples

A cloud service provider offering software as a service has defined different conmuni-
cation procedures for each market space and/or customer group. It has defined §everal
customer profiles and customer accounts, simplifying the management of the customers,
their contracts and accountability.

These procedures have been automated to ensure maximum efficiency and effectiveness,
to support flexibility and ease of use for the customer and to aid the agility of the cloud
service provider.

The cloud service provider has also defined procedures to review the performance of the
services delivered to the cloud customer and to manage customer satisfaction and com-
plaints. The procedures can differ by customer profile. For example, a high value customer
can in some cases have an individual relationship manager with face-to-face meetings and
tailored reporting. Alternatively, a single relationship manager may look after many cus-
tomers using options for remote communication and automated checklists.
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Examples of interested parties and their relationship with the cloud service provider can
include:

— A cloud service broker role that acquires cloud services and builds relationships on
behalf of the cloud customer;

— A cloud service developer role that is responsible for designing, developing, testing, the
implementing and maintaining of a cloud service;

— A cloud service auditor role that is responsible for conducting an audit of the provision
and use of the cloud services and reporting the audit results.

Scenario 6: Establish a service relationship with the cloud customer

5.7 Estgblish a cloud service agreement

S07 Establish a cloud service agreement

Descriptio

1=}

A subscription to one or more cloud services in the catalogue of seryic€s is formally agrqed
between the cloud service provider and the cloud customer. TheSubscription includes a
documented agreement of terms and conditions for use of thetloud service.

For cloud services that are not subscription based, a documénted agreement should still
be put in place. Examples of non-subscription based senViges can include private clouds
operated by an internal service provider or customized)services.

The cloud service agreement can include one or more SLAs setting the agreed service
targets, workload characteristics and exceptiofis to be monitored and reported. It can also
include other information such as responsibilities of each party, termination conditions
and charges.

Outcomes — Cloud service agreement, signed aridagreed by all parties.

Applicable|clauses |— Clause 6.1, Service level mattdgement

in ISO/IEC20000-1] __ Clause 7.1, Business relationship management

— Clause 9.2, Change management.

Guidance dn the Cloud services can be delivered to many different types of customers with different ser-
applicatior] to vice requirements.

cloud services . . N
The cloud customer can match the entries in the cloud service provider’s catalogue of

services with its service requirements. A cloud service agreement should be signed,
referencing.ohe or more SLAs between the cloud service provider and the customer. The
cloud sertvice agreement should define the rights and responsibilities of all parties and the
quality.of the services delivered.

Eer'some cloud services, the terms of the SLAs can be negotiable and can include the
Specific requirements of a particular cloud customer. SLAs should fulfil the requirementfs
specified in ISO/IEC 20000-1, 6.1. The SLA can refer to both cloud and other services.

Where a customer uses several different cloud services, the cloud service provider can sjgn
either a global service delivery agreement or multiple agreements with the customer.
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When a cloud service involves parties in addition to the service provider, the cloud service
agreement and/or the SLA should define the roles which should be performed by each of
the parties, their responsibilities and their dependencies. The agreed service in the agree-
ment between the cloud service provider and the customer should be the responsibility of
the cloud service provider.

The cloud service provider should ensure that the SLAs, if considered a legally binding con-
tract, comply with all statutory and regulatory requirements applicable to the cloud ser-
vice provider, the service delivered and the requirements agreed with the cloud customer.

1SOAEC20000-tspetifies att the chamnges to the dotumrented service requiremnents, cat-
alogue of services, SLAs and other documented agreements to be controlled by the cloud
service provider’s change management process. For example, general ternisof the service
that have been accepted by the customer should not be changed by the cloud seryice pro-
vider without customer agreement and/or notification.

Exgmples

A cloud service provider has standardized all services and has defined three different
product offerings in its catalogue, covering different service options to support the varied
business needs of different customers. For each of them, the cloud service provider has
defined a specific SLA. Each cloud customer chooses the pptien that is most suitgble to
fulfil their service requirements. Two of the options do not allow changes during the term
of an agreement. The third option includes customizablé conditions to meet spegialized
requirements.

The customer’s decision can be based on the ability of the cloud service to fulfil yervice
requirements, plus other criteria such as agreement duration, cost, location of djta, etc.

All three SLA options define the quality of'service in objective and quantifiable terms,
including information security, handling of performance failures and, where relgvant, the
terms of any licences. They include(information about:

— charges and penalties;

— statutory and regulatory@empliance, including privacy;
— service continuity planhing;

— limitations to transaction response times;

— the location anid management of information;

— record-keeping policies;

— intellectual property and data access rights;

— liability in the event of an incident, for example, an information security incidpnt result-
ing\in loss of data;

= dispute resolution procedures;
— exit process, detailing the termination of use of the service;
— cloud service provider responsibilities, e.g. backup/restore tasks.

— service targets;

— resource q(‘a]ing and related costs:
— resource capacity and availability;

— rights and responsibilities of the cloud service provider, cloud customer and interested
parties;
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The cloud service provider should include the terms and conditions for an orderly termi-
nation of the agreement, including aspects such as the return of data owned by the cloud
customer, or the agreement end dates.

Terms and conditions can also be referenced in policies that apply to the cloud services in
the catalogue. The customer should commit to follow these policies as part of their respon-
sibilities, which can be a legally binding contract.

The cloud service provider has also set up an interface between the service level manage-
ment process and the budgeting and accounting for services process to ensure compliance
withratHmanciatcommmitirents agreed wittrits owrsuppliers, e g- the issue of peratties
due to failure to achieve agreed targets.

Scenario 7: Establish a cloud service agreement

5.8 Onhoarding the customer

S08 Onboarding the customer

Descriptio

1=}
<

The cloud service provider should prepare the cloud services and resources for delivery
to the cloud customer. The activities should include planning.and deploying changes to
the SMS, transition plans, the processes and interfaces andthe cloud services, if requirgd.

In order to manage and administer the cloud services-effectively the activities should
include registration of users, managing access and knewledge transfer.

Outcomes — The cloud service is configured according toe the service requirements;

— The cloud customer and users are set upfand ready to manage, administer and use tHe
cloud services effectively.

Applicable|clauses |— Clause 4.3, Documentation Management
in ISO/IEC0000-1 | Clause 6.1, Service level management

— Clause 6.3, Service continuity and availability management
— Clause 6.4, Budgeting and accounting for services

— Clause 6.5, Capacity management

— Clause 6,6fInformation security management

— Clause'7%1 Business relationship management

— Clause 7.2, Supplier management

— Clause 8.1, Incident and service request management

— Clause 8.2, Problem management

— Clause 9.1, Configuration management

— Clause 9.2, Change management

— Clause 9.3 Release and deployment management
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Guidance on the
application to cloud
services

Onboarding of the customer can include a range of activities such as defining dedicated
or multi-tenant environments, allocating resources, registering users and assigning per-
missions, configuring an access channel for the service or configuring management and
monitoring interfaces for the administrators.

The cloud service provider and cloud customer should agree the specific service require-
ments that will enable both administration and use of the service by the cloud customer.
For public cloud customers this can consist of an online form and agreement.

Standard service and configuration changes should have been tested prior to deployment

of thectoudservice- Durimg the omboardimg activities these stamdard changes ©
applied to integrate the cloud service with the customer’s existing services,and

Any standard configuration changes should be tested as part of service transitg
the requirements specified in ISO/IEC 20000-1, Clause 5, design and tranSition
changed services,.

nn be
systems.

n, per
bf new or

Ex

hmples

A cloud service provider has designed and deployed a software®ased service o
(SaaS) that is offered as a private or public deployment model As each new cust
acquired, the cloud service provider plans the onboarding-activities for each clg
tomer. If the customer selects a public cloud offering, specific activities can be g
by the cloud customer. The basic onboarding activities are tested and verified aj
the transition of the new cloud service.

The cloud service provider’s onboarding activifiés for a specific new cloud cust
include:

a) agreeing specific service requirementsfor administration and use of the cloy
The customer decides to use a public €loud service in a multi-tenancy environm
than a dedicated environment.

b) setting up the cloud service according to the agreed service requirements in
— addition of the customer to'the multi-tenant environments;
— allocation of resourcesto support the predicted demand;

— establishing the authentication and authorization for customers, cloud servi
istrators and users;

— configuring:an access channel for the service or configuring management functions;

— information security activities including the authentication and authorizatio
cloud cistomer and administrators, providing the customer with the informati
rity, policy and the approach to managing information assets;

~configuring monitoring interfaces for the administrators;
*— verifying the services against the customers’ service requirements.

¢) providing access to online application training for the cloud customer’s persg
including users and administrators;

d) providing technical documentation to the cloud customer to support the cloy
er’s responsibilities for the service.

fering
omer is
ud cus-
erformed
s part of

bmer

d service.
ent rather

ludes:

re admin-

n of the
bn secu-

nnel,

d custom-

I'ne cloud customer perrorms the roliowing activities:

— move application components into the cloud service environment (IaaS, PaaS);

— configure the cloud application to meet specific customer requirements (Saa

S);
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— move data to the cloud service environment, with appropriate information security
controls;

— establish secure network communications between the customer’s environment and
the cloud service;

— perform standard configuration changes to integrate the cloud service with the cus-
tomer’s existing services and systems ;

— integration of the cloud service administration capabilities with the customer’s exist-
ing operational support systems:;

— coordinate training and awareness activities for the cloud customer’s personnel;

— information security activities including the authentication and authorization fer
users;

— verification against the service requirements and any applicable legalréquirements

5.9 Del

ver and operate the cloud services

Scenario 8: Onboarding the customer

S09

Deliver and operate the cloud services

Descriptio

1=}

Once the onboarding of a cloud service has been egmpleted, the delivery of the cloud ser
vice begins.

The service should be delivered, used, operated and reported on according to the termg of
any agreement and associated SLA to fulfil the service targets.

The cloud service provider reports@nd reviews service achievements as well as any
non-conformities against the SLA\with the customer and interested parties, such as a
cloud service partner. See scenario S10 of this part of ISO/IEC 20000 for monitoring andl
reporting cloud services. Thecloud service provider delivers customer support for ser-
vice requests from customers, resolves incidents and problems and addresses non-con-
formities.

These activities cafl include change requests, maintenance and service upgrades.

Outcomes

— The cloud sexvice is delivered to the customer to fulfil the service requirements.
— Cloud eustomers receive support for the service as agreed.

— Thecloud provider reports and reviews the performance of the service and SLAs with
the customer.

“~Activities are performed to maintain and update the cloud services.

16
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Applicable require- |— Clause 4.2, Governance of processes operated by other parties
ments in

— Clause 4.3, Documentation management

— Clause 4.4, Resource management

— Clause 4.5.3, Implement and operate the SMS (Do)
— Clause 6.1, Service level management

— Clause 6.2, Service reporting

— Cause6-3; Service comtinuity and avattabitity mmamagement
— Clause 6.4, Budgeting and accounting for services

— Clause 6.5, Capacity management

— Clause 6.6, Information security management

— Clause 7.1, Business relationship management

— Clause 7.2, Supplier management

— Clause 8.1, Incident and service request managément

— Clause 8.2, Problem management

— Clause 9.1, Configuration management

— Clause 9.2, Change management

— Clause 9.3 Release and deployméent management

Gujdance on the
application to cloud
sernvices

The cloud service should be deliveréd\and operated according the requirement§ specified
in Clause 4.5.3 implement and opérate the SMS (Do), in ISO/IEC 20000-1.

The SMS facilitates the coordination of all the components required for the opefation of
the cloud services, including the processes, the agreements, the policies, the plans and the
human, technical, financiahand information resources.

The service level management process in ISO/IEC 20000-1,6.1 coordinates actiyities of
the service provider@and interested parties to deliver the cloud services according to the
SLA and servicerequirements.

Cloud customers need a clear understanding of the available cloud service offerfings,
includingwhat support is available, how support is provided and what procedufes and
customerjobligations exist for accessing support for each service.

Cloud service providers can utilize other parties to support the delivery of clougl services
tothe customer. The other parties can be suppliers, internal groups or customefs acting
as suppliers.

For example, a cloud service provider can utilize a supplier to manage incidentg for the
service and to provide a service desk. Suppliers that are external to the cloud sdrvice
provider should be managed using supplier management requirements specified in ISO/
IEC 20000-1, 7.2. Internal groups that are in the same organization as the cloud|service

provider but outside the scope of the SMS, or customers acting as a supplier should be
mnnngpr‘ with the support of a documented agreement nr‘r‘nrding tothe rnr}nirc ments

specified in ISO/IEC 20000-1,6.1.

Whenever several cloud suppliers are involved in the delivery and management of a ser-
vice, aspects such as confidentiality, portability (at the data, system or service level) and
service interoperability should be considered.

In order to ensure that all suppliers manage information security and quality of services
in alignment with SLAs between the customer and the service provider, the cloud service
provider should have governance of all processes or parts of processes operated by other
parties according to the requirements specified in ISO/IEC 20000-1, 4.2.

Measurement of deliverables against originally defined service requirements and any
amendments or changes, as documented in the SLA or other agreement, should deter-
mine whether or how well requirements have been met and whether services have been
improved. Service acceptance criteria can support this measurement.
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Examples

The SMS provides the cloud service provider with the visibility and control of all the
service components for a specific service, including the infrastructure components, the
documents (for example agreed service targets, policies, configuration information),
resources, suppliers, monitoring data and analysis, incident, problem and change records,
etc.

The cloud service provider conducts risk analysis and identifies existing and potential
risks to the service, which can then be prioritized and addressed through the change
management process.

Ab LlUuLl CUSULUITICTS dI'C dL‘lL‘lCd dlld DU‘ULI dLLUd, Ul 5CI ViLU I cquil CIIICIILS CVUth‘, Ul
incidents and problems occur, the cloud service provider should address any requised
changes through the change management process.

Examples of how the SMS supports the delivery and operation of the cloud servicés can
include:

a) management of the availability, continuity, capacity and informationSecurity requirg
ments for the service;

b) managing the suppliers, both external or internal, that are inyélved in the cloud servjce
delivery;

c) management of ongoing changes and releases with potefitial impact to the service;

d) regular review of adherence to policies with potentialjimpact to the service, as well 4s
consideration of any changes required to policies to reflect identified opportunities for
improvement or evolving service requirements;

e) reviews of service reports, including servicesperformance and customer satisfaction
The cloud customer can also participate i thé operation of the service, for example:

a) access: the cloud customer can have an‘administrator with access to a management
interface which gives them specific capabilities to contribute to service delivery, such a
the addition or removal of user accéss;

172}

b) service reports: the cloud customer can have the ability to define their own scheduled
and ad hoc reporting requirements through an administrative interface;

c) change managementithe cloud customer can require to be included in the change mgn-
agement process or.ganrequest to be notified of significant changes that can impact their
service availability;

d) incident and'service request management: the cloud customer should be informed
of progresstand expected service restoration times for any incidents which have been
logged orwhich impact the cloud customer’s service availability. This information can be
deliveredvia a relationship manager, an online dashboard or the cloud service provider
sertice desk.

Scenario 9: Deliver and operate the cloud services

5.10 Monitor and report cloud services

S010 Monitor and report cloud services

Description The cloud service provider should monitor the fulfilment of the service requirements and
objectives agreed in the SLA including service targets, customer satisfaction, workload
characteristics and exceptions to the SLA. This includes activities to monitor and report
the service performance, capacity, availability, information security and/or continuity of
the cloud service.
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The activities include discovering and monitoring resources, monitoring cloud operations
and events and generating reports. The monitoring activities can benefit both the service
provider itself and the customer. For example, the service provider can use monitoring
activities to raise alerts when capacity is nearing a threshold and an action needs to

be taken to ensure the service does not become unavailable for customers. The service
reporting provided to a cloud customer can indicate the true usage of the cloud services
to enable the consideration of any adjustments. These can include improved training and
awareness for users, resource optimization, consumption based pricing, or renegotiating
the service level agreement to reflect evolving service requirements.

Oukcomes

— Cloud service performance and aspects of cloud service delivery are reportefl and
available to interested parties.

— Measurements of cloud service performance and usage are available'to.the service
provider and interested parties, including the cloud customer.

— Abnormal occurrences, events and incidents are visible to intérested parties

Applicable require-
ments in
ISQ/IEC 20000-1

— Clause 4.3, Documentation management
Clause 4.5.4, Monitor and review the SMS (Check}
— Clause 4.5.5, Maintain and improve the SMS (Act)
— Clause 6.1, Service level management
— Clause 6.2, Service reporting
— Clause 6.3, Service continuity and<availability management
— Clause 6.5, Service capacity
— Clause 6.6, Information s€curity management
— Clause 8.2, Problem management
— Clause 9.1, Configuation management
— Clause 9.2, Change management

— Clause 9.3;-Release and deployment management

Gujdance on the
application to cloud
services

The cloud service provider should make service reports available so that the clgud cus-
tomer can compare the services and SLA against agreed service targets. This rgporting
can be madeavailable through a website for many customers or can be tailored|for differ-
ent customiers as agreed in an SLA or other agreement.

Clotid service providers should store the monitoring data for an agreed period ¢f time,
allowing the customer to examine or download it. The data retention policy forfmonitor-
ing data and service reports should be defined and agreed in the SLA.

The cloud service provider should also produce internal reports, for its own usg, as a deci-
sion support tool for the management and improvement of cloud services.

Monitoring of cloud services can be complex. An increase in complexity can lead to
greater risk and higher costs due to the number of components to be controlled

The cloud service prnvidpr can automate service level mnnifnring activitiesin drder to
facilitate opportunities for improvement to be identified, e.g. improvements in productiv-
ity or customer satisfaction.

The cloud service provider should ensure the existence of a procedure to monitor all parts
of the service, including those which are delivered by other parties, to measure perfor-
mance against service level targets.
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Other service management processes are involved in monitoring and providing input to
service reports, e.g. capacity management, incident management, information security
management, service continuity and availability management.

The service reports should be used to enable decisions to be made for the prioritization of
improvements. Any improvements identified should be managed using the requirements
specified in [SO/IEC 20000-1, 4.5.5, Maintain and improve (Act).

The requirements specified in ISO/IEC 20000-1, 4.5.4, Monitor and review the SMS
(Check), should be used for management reviews and internal audits of the SMS and the

Cloud SETVitES ATy TOTTETHUITS O TIPTOVEIETtS Tdemntiffed stroutdbecomtrottedusimgthe
requirements specified in ISO/IEC 20000-1, 4.5.5, Maintain and improve (Act). For exam-
ple, the internal audit can identify that a process is not being followed which is impacting
the service levels and a corrective action can be undertaken to ensure the processis
followed consistently.

Examples

For operational cloud services, certain conditions should be identified thatidemand imme-
diate notification of the event to the impacted customer, e.g. an intrusion‘detection or
invocation of the continuity plan in the event of a disaster.

Regular monthly service reports can also include the following:

— cloud service provider internal operational reports. For,exaimple, number of incident
problems, average speed of dealing with customer issues,éetc’;

g

— cloud service reports to the customer. For example, status report issued against agr¢ed
high level measures, such as percentage availability‘efthe service;

— service level target reports, including agreed measurements over an agreed timescale
for the targets defined in the SLA or other agréement;

— service performance. These measures should be represented from the customer per
spective rather than technical details about servers and backend measures;

— service availability targets, suchias,
—service downtime as a‘percentage of expected uptime;
—financial - invoi¢ceédssued to customer on time;
—invoice paid on time;

—customer'=customer satisfaction;

—service changes - additional service usage or changes to the service contract

5.11 Manage resources for cloud services

Scenario 10: Monitor and report cloud services

S11 Manage resources for cloud services

Descriptiolr Withir the tomtextof am exiSting agTeentent, the cloud CuUStoer Cal Tequest the attocas
tion or release of resources according to the agreement.
Resources, as specified in ISO/IEC 20000-1, can include human, technical, financial or
information resources.

Outcomes — New configuration of the service with the updated resources.
— Updated cost profile.
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Applicable clauses
in ISO/IEC 20000-1

Clause 4.2, Governance of processes operated by other parties
Clause 4.3, Documentation management

Clause 4.4, Resource management

Clause 4.1.1, Management commitment

Clause 4.5.5.2, Management of improvements

Clause 6.4, Budgeting and accounting for services

Clause6-5, Capacity mmanagentent

Clause 8.1, Incident and service request management
Clause 9.1, Configuration management

Clause 9.2, Change management

Clause 9.3, Release and deployment management

Gujdance on the
application to cloud
sernvices

The cloud service provider should identify the need for additional resources or
of resources, through service reports as well as plans tgradd new customers or
the number of users. The cloud service provider can request additional resourc
the release of resources through the change management process. If these are s
changes, they can be made through the incident and-Service request manageme

Configuration records should be updated with-the revised resource allocation 3
updated interfaces to other configurationdtents. Cloud resources should either
or removed using the release and deployment management process once the re
change has been fully tested and appreved for implementation.

Service capacity should be adequdte to meet customer demand. The capacity m
process can ensure that the cloud.service provider can fulfil the customer’s exp
the elasticity of cloud services;

The allocated capacity for'the cloud service can be automatically recovered or g
dered by the cloud custorier when no longer utilized.

The cloud service prévider should develop a capacity plan to ensure that demar
capacity can be successfully maintained. The capacity plan should consider hun
technical, infofination and financial resources. It should also identify capacity g
patterns in-order to facilitate the appropriate scaling of cloud resources. The pad
complex-calculation of demand across all users and all customers can be suppot
service reporting process and the integrated information flow from individual
maftagement processes and the SMS.

The revised cost profile for services with a revised capacity allocation should b
lated and notification provided to the customer.
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Examples

An laaS provider offers infrastructure resources as a cloud service. The cloud customer
should be able to request additional resources or services on demand and also surrender
unused resources or services when they are no longer used.

The cloud service provider should have procedures for the budgeting and accounting of
the provisioning and de-provisioning of resources and services.

There are no requirements for charging specified in ISO/IEC 20000-1. However, in order
to charge accurately for cloud services, the cloud service provider should perform the
activities of the budgeting and accounting for services process as specified in ISO/

tEE€20000-1 64 These imctude documented poticies amd procedures forat teast tirefols
lowing service components: assets, including licences; shared resources; overheads; 6ppr-
ating expenses; personnel and facilities. The cloud service provider should also nieasurge
the consumption of services and calculate the cost of services. The cloud service provider
can also report service utilization to the cloud customer for use in the cloud customer’s|
own accounting procedures.

The automation of service delivery can effectively increase the respomnsiveness of cloud
service providers by enabling the ‘on demand’ usage of services. This|ean only be achieyed
if the cloud service provider understands the expected workload‘and utilization requirg-
ments of the service.

5.12 Check and improve the SMS and cloud services

Scenario 11: Manage resources for cloud services

S12

Check and improve the SMS and cloud.services

=

Descriptio

The SMS and the cloud services should be reviewed regularly, in order to identify and
prioritize opportunities for improvément. Improvements to the SMS can include improye-
ments to the infrastructure, the policies, the agreements and contracts, skills and compe-
tencies of personnel, documentation, efficiency and effectiveness of processes or procesgs
interfaces, better allocationof resources, etc. Improvements to the cloud service can
include improved reliability, functionality, or customer satisfaction. Improvements shopild
be prioritized against defined criteria including business objectives, the cloud service
provider’s capabilityyand service requirements.

Check the fulfilment of cloud service requirements based upon customer feedback, per-
formance measurement, internal audit, management reviews, industry trends or compgti-
tive servicedifferentiation, etc.

Evaluaté service delivery against defined business outcomes and identify opportunitie§ to
impreve operational efficiency, or realign the services with evolving service targets.

Ensure the approved improvements are incorporated into the service management pla.

Initiate an improvement project using design and transition of new or changed serviceg
process (ISO/IEC 20000-1, Clause 5) or change management process (ISO/IEC 20000-1,
9.2), per criteria defined in change management policy.

Outcomes

— Prioritized improvements to services, processes, policies, skills and competencies,
technology, communication, etc., in alignment with business objectives and customer
requirements.

Applicable clauses
in ISO/IEC 20000-1

— Clause 4.1.2, Service management policy
Clause 4.2, Governance of processes operated by other parties
— Clause 4.3, Documentation management
— Clause 4.4.1, Provision of resources
— Clause 4.5.4, Monitor and review the SMS (Check)
— Clause 4.5.5, Maintain and improve the SMS (Act)
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— Clause 5, Design and transition of new or changed services
— Clause 6.2, Service reporting

— Clause 7.1, Business relationship management

— Clause 8.2, Problem management

— Clause 9.1, Configuration management

— Clause 9.2, Change management

— Clause 973, Retease and deployment mmanagement

Gujdance on the
application to cloud
services

Both the SMS and the cloud services should be checked using internal auditand
ment review, as well as agreed service measurements, including performantce a
tomer satisfaction. Market analysis can also be useful as an input to ntandgeme
Opportunities for improvement can also be identified through the reyiew of infi
provided by service reporting, from analysis of the results of customer satisfac
veys as well as other sources, such as analysis of the marketplace:

Improvements should be managed using the requirements)spécified in ISO/IEC
4.5.5, Maintain and improve the SMS (Act), according te‘the policy on service inj
ment. The criteria used for the evaluation of improvements should include cons
of the impact of the improvements on other compgneiits of the SMS or on other
e.g., multi-tenants in cloud services, other non-eloud services.

Improvements which are approved should be-prioritized, added to the service n
ment plan and controlled using the changé&management process. Changes with
impact on customers, the SMS or services-should be managed using the design ¢
tion of new or changed services progcess specified in ISO/IEC 20000-1, Clause 5.

manage-
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brmation
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20000-1,
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deration
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hanage-
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nd transi-

Exgmples

The cloud service provider in this'€xample understands the importance of cont
improvement and innovation. to.facilitate reduced risk, lower costs, improved q
competitive advantage.

Continual improvementis\built into the operation of each process within the SM
prioritization of improvements are coordinated by individual process owners. I
for the prioritizatiof‘ef improvements to individual services are coordinated by
role within the service provider allocated responsibility for the service. Priorit
of improvemeitits’having a potential impact across multiple components of the S
or servicesare coordinated by the senior responsible owner of the SMS or a des

group.

Prioritized improvements are reviewed against business objectives and resour
ities,'Results of implemented improvements are also measured and reviewed.

Examples of benefits from implemented improvements include:

— improved communication, resource allocation and better knowledge managg
resulting in increased operational efficiency and effectiveness;

— better understanding of the cost of services resulting in more cost effective s

— improvements identified for one process or service being leveraged to impro

nual
hality and

(S and
ecisions
r the
zation
MS and/
ignated

Ce capabil-

ment

olutions;

ve other

fion;

areas of the service provider organization, working effectively with a shared vi

— reduced risk through improved adherence to the change management policy
comprehensive risk assessment;

— improved service reliability, functionality and customer satisfaction resulting in

greater profitability and competitive advantage;

— enhanced customer experience with the cloud service.

and more

Scenario 12: Check and improve the SMS and cloud services
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5.13 Terminate a cloud service contract

S13 Terminate a cloud service contract

Description The cloud service provider and the cloud customer agree to terminate a cloud service
contract and its associated service delivery.
The termination of a contract, or early termination, should be managed in accordance
with the terms and conditions outlined within the contract, SLA or other agreement.

Outcomes — Termination of the cloud service contract to the mutual satisfaction of the parties.

— Orderly termination of the service delivery as defined in the exit procedure

Applicable|clauses in
ISO/IEC 200000-1

— Clause 4.3, Documentation management

— Clause 4.4, Resource management

— Clause 5, Design and transition of new or changed services
— Clause 6.1, Service level management

— Clause 6.4, Budgeting and accounting for services
— Clause 6.5, Capacity management;

— Clause 6.6, Information security management;

— Clause 7.1, Business relationship management

— Clause 7.2, Supplier management

— Clause 9.1, Configuration management

— Clause 9.2, Change management

— Clause 9.3, Release and deploynient management

Guidance dn the
application] to cloud
services

The design and transition of new er changed services process, as specified in ISO/
IEC 20000-1, Clause 5, is also used to coordinate changes such as the end of the servifce.
The termination of a contract:should be managed through the design and transition pf
new or changed services process, as removal of a service is classified as a change with
potential to have a majordnipact on services or the customer. This process has defing¢d
interfaces with the configuration management, change management and release and
deployment managefnent processes. Termination should cover both the expected enfl
of a service in aceordance with any contracts and any early termination of the servid

®

Either the cloud‘customer or cloud service provider can terminate the service. The
cloud serviceprovider can terminate the service under specific circumstances whiclp
should.belisted in the terms of the agreement, e.g. misuse of the service. The cloud
custegmer can terminate the contract under specific circumstances which should be
listed in the terms of the contract, e.g. with a one week notice period.

The cloud service provider should follow an exit procedure that identifies the steps f]
be taken by both cloud service provider and cloud customer, from both a business ar
a technical point of view. An orderly termination of the service should include revers
ibility options, including data retrieval by the cloud customer and backup storage

with the cloud service provider, until the customer confirms that the data is no longg

a. ©

]

reguired
T

When the exit procedure has been completed, the cloud customer should cease to
consume resources and the customer environment should be cleared. For external cus-
tomers, if legally permitted, all information relating to the customer should be deleted
from the service provider’s infrastructure (e.g. data, logs, or monitoring data). Config-
uration, capacity and financial records should be updated to reflect the termination of
the service.

At the end of the exit activities, the service provider should provide the customer with
written confirmation that the exit criteria have been fulfilled and that the customer’s
data has been removed from the service provider’s systems.
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