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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.
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Introduction

This document provides guidance on the integration of ISO/IEC 20000-1:2018, ISO 9001:2015 and
ISO/IEC 27001:2013. All three standards use the clause structure, common terms and common
requirements from the high level structure (HLS) of management system standards (MSS) specified in
the ISO/IEC Directives, Part 1. The adoption of the HLS enables an organization to align or integrate
multiple management system standards. For example, a service management system (SMS) can be
integrated with a quality management system based on ISO 9001 or an information security management
system based on ISO/IEC 27001. The relationship between these three standards is very close; therefore,

apvoraanizations mavalreadyv recoanise the benefits of adontina two-orall three of them
ma, = = € £+
Ty O EoAacro STy chr Sty e co g o et B et oraao puag vy T ee- O+

Benefits of an integrated implementation of management systems can be:

a) | less effort and lower cost for the organization to implement the integrated manageme¢nt system
and less ongoing effort required to keep it updated;

b) | increased credibility to external parties of the organization having a single |ntegrated
management system;

c) | more effective internal processes and improved communication jn the organization by stifeamlining
the interaction between the service, quality, and information sécurity management aspefts of their
management system.

Apart from the common terms, requirements and the HLS, there are other commonalities in these three
st::rdards that provide an opportunity for integration. @ the other hand, there are also differences
that need to be kept in mind when integrating these management systems.

It |s assumed that users of this document have access to and a basic understanding of the
ISQ/IEC 20000-1, ISO 9001, and ISO/IEC 27001 'standards. The content of these standajrds is not
repgeated nor fully explained in this document,

NOTE The high level structure (HLS) of management system standards (MSS) specified in the ISO/IEC
Dirpctives, Part 1, Annex L, is referred to inthis document as either "HLS" or "HLS of MSS". The high level structure
was formerly contained in the ISO/IEC Directives, Part 1, Annex SL. In this document, the term "Anney SL" is used
only when making a direct citationt@)a standard that was published when the Annex SL was still ip place, e.g.
1S0]9001:2015, ISO/IEC 20000-1:2018, ISO/IEC 27001:2013.

© ISO/IEC 2019 - All rights reserved v


https://iecnorm.com/api/?name=33d40c71f62b53adf5ee6175de54dbef



https://iecnorm.com/api/?name=33d40c71f62b53adf5ee6175de54dbef

TECHNICAL REPORT

ISO/IEC TR 20000-7:2019(E)

Information technology — Service management —

Part 7:
Guidance on the integration and correlation of ISO/IEC
20000-1:2018 to IS0 9001:2015 and ISO/IEC 27001:2013

1

Th
(SN
1SQ

Scope

s document provides guidance on the integrated implementation of a servicesmanagemg

tnt system

[S) as specified in ISO/IEC 20000-1 with a quality management system\[QMS) as specified in

9001 and an information security management system (ISMS) as specified in ISO/IEC 2

ainped at those organizations that are intending to either:

a)
b)

c)

d)
e)

In
(M

implement ISO 9001 when ISO/IEC 20000-1 is already implemented; or vice versa;
implement ISO/IEC 27001 when ISO/IEC 20000-1 is already implemented, or vice versa;

implement both ISO 9001 and ISO/IEC 20000-1 togethér) or implement both ISO/IEC
ISO/IEC 20000-1 together;

implement ISO/IEC 20000-1, ISO 9001 and ISO/IEE€27001 together; or
integrate existing management systems based on ISO/IEC 20000-1, ISO 9001 and ISO/IE

bractice, an SMS, QMS or ISMS can also be integrated with other management system
5S), such as IS0 22301 or ISO 55001.

Clapse 4 provides an introduction to JSO/IEC 20000-1, the HLS of MSS specified in ISO/IEC

Par

t 1 and considerations for the intégration of an MSS.

Cla|
an

ISQ

se 5 provides an introduction to ISO 9001, commonalities and differences with ISO/IE
considerations for the integration of an SMS with a QMS.

/IEC 20000-1 andconsiderations for the integration of an SMS with an ISMS.

Clapse 7 looks aticonsiderations for the integration of an SMS, a QMS, and an ISMS.

Th
wif
ISA

s docungent also provides correlation information for the terms and definitions of ISO/IH
h 1SO<9001 and ISO/IEC 27001 in Annex A. Correlation of the clauses of ISO/IEC 200
9001 is shown in Annex B. Correlation of the clauses of ISO/IEC 20000-1 with ISO/IE

7001. It is

7001 and

C 27001.

standards

Directives

C 20000-1

se 6 provides an, introduction to ISO/IEC 27001, commonalities and differences with

C 20000-1
00-1 with
C 27001 is

shd

wivin Annex C.

2

Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

[SO 9000:2015, Quality management systems — Fundamentals and vocabulary

ISO/IEC 20000-1:2018, Information technology — Service management — Part 1: Service management
system requirements

© ISO/IEC 2019 - All rights reserved
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ISO/IEC 27000:2018, Information technology — Security techniques — Information security management
systems — Overview and vocabulary

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 9000:2015,
ISO/IEC 20000-1:2018, and ISO/IEC 27000:2018 apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

IEC El

4 Integ
standarg

4.1 Intn

ISO/IEC 2
improving
design, trg
value for ¢
of the SMY
also be kn

ISO/IEC 2
combinati
managemg

All requir
organizati
For examyp
managemg

Exclusion
the organi

The orga
other pa
scope of tH

ISO/IEC 2
a descript
for the HI

and subclaase3-
ISO/IEC 20000-1.

Figure 1 il

[SO Onpline browsing platiorm: available at https://Www.1S0.0rg/obp

rl?tllies are used to\ptrovide or operate all services, service components or processes within

bctropedia: available at http://www.electropedia.org/

ration of ISO/IEC 20000-1:2018 with other management system
s (MSS)

oduction to ISO/IEC 20000-1:2018

000-1 specifies requirements for establishing, implementingfmaintaining and continu
an SMS. An SMS supports the management of the service lifecycle, including the planni
nsition, delivery and improvement of services, which meét-agreed requirements and deli
ustomers, users and the organization delivering the sexvices. The organization in the sc
can be a whole or part of a larger organization. The-organization in the scope of the SMS

bwhn as the service provider.

0000-1 is intentionally independent of spegific guidance. The organization can us
bn of generally accepted frameworks and its-own experience. Appropriate tools for sery
bnt can be used to support the SMS.

bments specified in ISO/IEC 20000-%are generic and are intended to be applicable to
bns, regardless of the organizatioi’s type or size, or the nature of the services deliver
le, the services can be information technology, business process outsourcing, or facilit
ent.

pf any of the requirements'in ISO/IEC 20000-1:2018, Clauses 4 to 10, is not acceptable wl
zation claims conformity to ISO/IEC 20000-1, irrespective of the nature of the organizatid

zation cannot démonstrate conformity to the requirements specified in ISO/IEC 20000+

e SMS.

D000-10%includes the concepts for an SMS, the vocabulary used for the ISO/IEC 20000 ser

11y
ng,

Ver

bpe
Can

9%

ice

all
ed.
ies

hen
n.

1 if
the

ies,

on of each part of the series and related standards. The vocabulary is split into subclause
LS<terms, subclause 3.2 for service management specific terms used in ISO/IEC 2000

lustrates an SMS showing the clause content of ISO/IEC 20000-1.

3.1
0-1
in
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SERVICE MANAGEMENT SYSTEM (SMS)

CONTEXT OF THE ORGANIZATION
* Organization and its Context e Interested Parties ¢ Scope of the SMS e« Establish the SMS

LEADERSHIP

« Leadership & Commitment  « Policy  » Roles, Responsibilities and Authorities

PLANNING

¢ Risks and Opportunities  * Objectives  * Plan the SMS

SUPPORT OF THE SMS
* Resources _* Competence * Awareness * Communication ¢ Documented Information ¢ Knowledge

REQUIREMENTS

SERVICES

o

OPERATION OF THE SMS

OPERATIONAL PLANNING & CONTROL

SERVICE PORTFOLIO

RELATIONSHIP & AGREEMENT
* Business Relationship
Management

SERVICE DESIGN, BUILB, & TRANSI[TION

* Change Management
« Service Design and Transition

« Service Delivery

* Plan the Services

* Control of Parties involved in the
Service Lifecycle

* Service Catalogue Management

* Asset Management

« Configuration Management

* Service Level Management
* Supplier Management

* Release & Deployment Managgment
RESOLUTION'AND FULFILMENT

* Incident Management

» Seryice Request Management
#Problem Management

SERVICE ASSURANCE
* Service Availability Managemept
« Service Continuity Management
* Information Security Managemgnt

IMPROVEMENT
* Nonconformity and Corrective Action
 Continual Improvement

SuppLY & DEMAND

* Budgeting & Accounting
for Services

* Demand Management

* Capacity Management

PERFORMANCE EVALUATION
 Monitoring, Measurement, Analysis & Evaluation
* Internal Audit
* Management Review
« Service Reporting

Figure 1 — Service management system

4.2 ISO/IEC Directives, Part 1, high level structure (HLS) for management system
stqndards (MSS) common requirements
Th¢ ISO/IEC Directives, Part,;1, HLS for MSS includes common terms and definitions, common
requirements, and the cladse*structure (titles and sequence) required for MSS. Table 1 illugtrates the
HLP without any modifications for the subject matter. ‘XXX’ is replaced by the relevant subjekt for each
stapdard.
Table 1 %~ The high level structure (HLS) for management system standards (MFSS)
Clause Title
4 Context of the organization
41 Understanding the organization and its context
4.2 Understanding the needs and expectations of interested parties
4.3 Determining the scope of the XXX management system
4.4 XXX management system
5 Leadership
5.1 Leadership and commitment
5.2 Policy
5.3 Organizational roles, responsibilities and authorities
6 Planning
6.1 Actions to address risks and opportunities
6.2 XXX objectives and planning to achieve them
© ISO/IEC 2019 - All rights reserved 3
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Table 1 (continued)

Clause Title
7 Support
7.1 Resources
7.2 Competence
7.3 Awareness
7.4 Communication
7.5 Documented information
8 Operation
8.1 Operational planning and control
9 Performance evaluation
9.1 Monitoring, measurement, analysis and evaluation
9.2 Internal audit
9.3 Management review
10 Improvement
0.1 Nonconformity and corrective action
0.2 Continual improvement
4.3 Seryice management specific requirements
Each MSS pdds subject-specific terms and requirements to the’ HLS. This is done by adding to existiing
requiremgnts within the HLS or by adding new sub-clauses:'If justified, some of the HLS for MSS tejyms
and requijements can be modified but this is only done by eéxception to try to retain the common terjms
and requijements to enable integration of the various‘MSS.
ISO/IEC 20000-1 lists the HLS for MSS terms and definitions as well as additional terms and definitipns
that are specific to service management. All modifications of HLS for MSS terms are explained in a note
to the term.
An example of the modification of a HLS\fer MSS term is for corrective action where the text has been
modified gs indicated in Note 1 to entry:
‘action to eliminate the cause ‘or reduce the likelihood of recurrence of a detected nonconformity or
other Wndesirable situation"
Note 1 to entry: The(oxiginal Annex SL definition has been changed by adding text to the original
“action to eliminate'the cause of a nonconformity and to prevent recurrence”.
An example of a modification of HLS for MSS requirements is in [SO/IEC 20000-1:2018, 4.2. The HLS|for
MSS text i$: ‘Thesorganization shall determine: a) the interested parties that are relevant to the SMS;’. This
has been modified in ISO/IEC 20000-1 to add ‘and the services”:

‘The organization shall determine: a) the interested parties that are relevant to the SMS and the
services;’

This modification to add ‘and the services’ has been made in many places because ISO/IEC 20000-1 is
focused on the use of the SMS to ensure successful delivery of services.

Examples of the addition of subclauses can be seen in Table 2. ISO/IEC 20000-1 changed two clause
titles: Clause 7 Support and Clause 8 Operation. These were changed to ‘Support of the SMS’ and
‘Operation of the SMS’ because the words support and operation have a specific meaning in service
management. The HLS titles could have been interpreted as meaning support and operation of the
services. In ISO/IEC 20000-1, the SMS is operated to deliver the services.

© ISO/IEC 2019 - All rights reserved
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Table 2 shows the HLS with the added subclauses and title changes specific to service management in
ISO/IEC 20000-1 shown in italics.

Table 2 — The high level structure modified for ISO/IEC 20000-1

Clause Title
4 Context of the organization
41 Understanding the organization and its context
4.2 Understanding the needs and expectations of interested parties
%3 Determining the Scope of the Service management SyStem
4.4 Service management system {.\'\V 2
5 Leadership B q>)
5.1 Leadership and commitment (\',\ )
5.2 Policy (\Q\J
5.3 Organizational roles, responsibilities and authorities qgv
6 Planning ; v
6.1 Actions to address risks and opportunities C : N
6.2 Service management objectives and planning t\o\@feve them
6.3 Plan the service management system ,O K
7 Support of the service management sy.
7.1 Resources L O\
7.2 Competence A<§(
7.3 Awareness R << -
7.4 Communication S\Qy
7.5 Documented informam;@
7.5.4 Service managemen(\\g’)k\tem documented information
7.6 Knowledge ‘\\Q\‘
8 Operation g@ﬁé service management system
8.1 Operatio,_ng.l\ﬁlanning and control
8.2 Serv(c&%rtfolio
8.2.1 .igr‘vj?g delivery
8.2.2 (<$e)3n the services
823 C)\”Control of parties involved in the service lifecycle
8.2.4/3@’ Service catalogue management
8;(5)(‘ Asset management
,-15:}'6 Configuration management
8\%\/ Relationship and agreement
— 531 General
8.3.2 Business relationship management
8.3.3 Service level nanagement
8.3.4 Supplier management
8.4 Supply and demand
84.1 Budgeting and accounting for services
84.2 Demand management
84.3 Capacity management
8.5 Service design, build and transition
8.5.1 Change management

© ISO/IEC 2019 - All rights reserved 5
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Table 2 (continued)

Clause Title
852 Service design and transition
8.5.3 Release and deployment management
8.6 Resolution and fulfilment
8.6.1 Incident management
8.6.2 Service request management
8.6.3 Problem management
8.7 Service assurance
8)7.1 Service availability management
817.2 Service continuity management
817.3 Information security management
9 Performance evaluation
9.1 Monitoring, measurement, analysis and evaluation
9.2 Internal audit
9.3 Management review
9.4 Service reporting
10 Improvement
1p.1 Nonconformity and corrective action
1p.2 Continual improvement
4.4 Considerations for the integration of management system standards (MSS)
The adoptjion of the HLS with the common terms and requirements enables an organization to align

or integrdte multiple MSS within an integratedmanagement system. For example, an SMS baged

on ISO/IE
ISO/IEC 2]

C 20000-1 can be integrated with.asQMS based on ISO 9001 and/or an ISMS based
001. When an MSS conforms to the“HLS, this makes the integration easier. All new MSS §

updates for existing MSS now have to conferm to the HLS and there are only a few MSS which do not

conform.

The HLS
standard K

An integr
example, i
to be desi
there are

example, i
for each M

rovides common requirements and terms. However, it is essential to remember that e
as a different focus and the requirements will be interpreted and used within that focus af

hted management)system can support common activities across an organization.

ff the internal audit process in an organization is common for all MSS, then this only ne
bned, documented and audited once for all MSS. This saves time and effort at all stages
ome minotrvariances for an activity, then this can be shown in the process description.
[ the management review process in an organization has a common base but some varian|
SS, then the common process can be designed and documented with the variances for e

on
nd
yet

hch
ea.

For
pds
f
For
ces
hch

MSS clearlly shown.

It is important to look carefully at each MSS that is being integrated. There are some minor variances
in HLS clauses which can be easily missed, e.g. the addition of ‘and the services’ in many HLS for MSS
requirements for ISO/IEC 20000-1.

Itis not only the HLS clauses that can be common across MSS. There are also many areas of commonality
across MSS with different subject matters. For example, both ISO/IEC 20000-1 and ISO 9001 address
knowledge and both ISO/IEC 20000-1 and ISO/IEC 27001 address change management. These
commonalities and differences are explained further in this document.

An integrated management system should still make clear which clauses from each standard are being
covered. For example, if knowledge were to be a common process in an integrated management system
for ISO/IEC 20000-1 and ISO 9001, it should be clear that this is for ISO/IEC 20000-1:2018, 7.6 and
IS0 9001:2015, 7.1.6.
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5 Integration of ISO/IEC 20000-1:2018 with ISO 9001:2015

5.1 Introduction to ISO 9001:2015
[SO 9001 specifies requirements for a QMS when an organization:

a) needs to demonstrate its ability to consistently provide products and services that meet customer
and applicable statutory and regulatory requirements;

b) aims to enhance customer satisfaction through the effective application of the system, including
£, 3 4+ £ +1 + d +1 £ £, 14 4+
lJl ULTOOCTS 1Ul lllllJl UVUCILIUTIU Ul UIIT D_yDLClLl dllu LIIT dooulrdlitt Ul CUIIIUI llllL_y LU CUuoS Omer and

applicable statutory and regulatory requirements.

Alllthe requirements of ISO 9001 are generic and are intended to be applicable tg.any organization,
regardless of its type or size, or the products and services it provides.

The implementation of a QMS requires the adoption of a process approach, risksbased thinkihg and the
pufsuit of continual improvement using the “Plan-Do-Check-Act” cycle at alhlevels of the orggnization.

IS 9000 includes the fundamental concepts and the quality management principles op which a
soynd QMS is based, as well as the relevant terms and definitions for the ISO 9000 series of ftandards.
IS 9000 provides the background for the proper understanding.and implementation of ISO|9001. The
quality management principles are:

— | customer focus;

— | leadership;

— | engagement of people;

— | process approach;

— | improvement;

— | evidence-based decision making;

— | relationship management.

5.1 Similarities and differences in requirements between ISO/IEC 20000-1:2018 and
ISO 9001:2015

5.2.1 General

Both ISO/IE€20000-1 and ISO 9001 are based on the HLS with common terms and common requirements
forjmany_areas which will support integration. An SMS according to ISO/IEC 20000-1 is foculsed on the
majnagément of services to ensure that they meet agreed service requirements and deliver value for
the customers, users and the organlzatlon 1tself ISO 9001 focuses on meetlng customer requirements

a service llfecycle w1th many requlrements not present in ISO 9001 providing assurance of the high-
quality delivery of services throughout the service lifecycle following accepted service management
best practice.

5.2.2 Service design and transition

Requirements for design and transition planning are similar in ISO 9001:2015, 8.3 Design and
development of products and services (which itself does not refer to transition planning) and in
ISO/IEC 20000-1:2018, 8.5 Service design, build and transition.

© ISO/IEC 2019 - All rights reserved 7
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ISO/IEC 20000-1 and ISO 9001 differences are:

ISO/IEC 20000-1, 8.5 Service design, build and transition, is used to create new services, change

services, transfer services and remove services. ISO 9001:2015, 8.3 Design and development of
products and services, is used to create new products or services as well as design changes;

[SO 9001 refers to inputs and outputs of design and development;

ISO/IEC 20000-1 refers to requirements, service acceptance criteria and intended outcomes;

ISO/IEC 20000-1 refers to change management, configuration management, impact assessment

and testing; in ISO 9001 the control of design and development refers to review, verification and

validaltion activities.

A single d

ISO/IEC 20000-1:2018, 8.5 and 1SO 9001:2015, 8.3. However, careful consideration is needéd’to se

it is possih

consideralple differences as well as commonalities between the requirements of each standard.

5.2.3 Ex
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validaftion activities intended(tobe performed at the supplier’s premises.
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extert
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contaalr]ling the scope of the services, requirements to be met, service level targets, responsibilif

esign and development process may be defined to fulfil the extensive requirementg

le to have a combined process that is relevant to both products and services sirce there

ternal suppliers

nt of external suppliers is similar in ISO/IEC 20000-1 and ISO 9001: both take a “risk-ba
hpproach or use impact evaluation to determine controls and apply criteria for the evaluat
oring of performance. The relevant clauses are in ISO/IE€~20000-1:2018, 8.2.3 Contro
plved in the service lifecycle, and 8.3.4, Supplier managemerit;and in 1SO 9001:2015, 8.4 Con
ly provided process, products and services.

ation of requirements to be met by external€ providers has different wording
D000-1 and ISO 9001, but the outcome is a documented agreement. ISO/IEC 20000-1 {
oth require the determination and applicationof criteria for evaluation, selection, monitor
ance and continual evaluation of external providers.

s between ISO/IEC 20000-1 and ISO 9001 are:

/IEC 20000-1, it is necessary tohave a documented contract with the external supp

thorities. In ISO 9001, additional requirements should be communicated, namely,
yals, competence of persofis, control and monitoring of performance, and verification

C 20000-1 requires\the organization to assess alignment of service level targets or ot
ctual obligationsfor the external supplier against SLAs with customers and manage identif
For ISO 9001 the organization should take into consideration the potential impact of
ally providéd:processes, products, services and determine verification activities;

C20000-1:2018, 8.3.4 applies to external suppliers, internal suppliers, and customers actin
lier(ISO© 9001:2015, 8.4 applies to external providers of processes, products and services.
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Qdexternal providers could include associate companies (which include internal supplig
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5.3 Quality management specific requirements

ISO 9001 has the following specific requirements not related to ISO/IEC 20000-1:

a) 714
b) 7.1.5
c) 8.5.2
8

Environment for the operation of processes;
Monitoring and measuring resources;

Identification and traceability;
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d) 8.5.3 Property belonging to customers or external providers;
e) 8.5.4 Preservation;

f) 8.5.5 Post-delivery activities;

g) 8.7 Control of nonconforming outputs.

5.4 Considerations for the integration of an SMS and a QMS

Th dIly quc (0) dSKEd dDOU WI1Y d OI'ga atior Wdl O USE€ DOUI U
IS /IEC 20000-1 when ISO 9001 deals with services as well as products ISO/IEC 20000+1is
onlly to service management and services. There is a subtle difference in the focus of the.two
A QMS according to ISO 9001 is focused on understanding and meeting the needs.and‘expe
cudtomers and other relevant interested parties, for which it adopts a process-based approad

Th¢ scope defines the boundaries of the management system, so it is possible to clain

9001 and
applicable
standards.

rtations of
h.

h that the

orgdanization, or a part of it, meets the requirements of the MSS. The scope‘of-a QMS can inclyde all or a

parft of the organization’s activities, products or services. The scope of an/SMS can include al
an prganization, and all or some of the services of the organization. It-is common to see an or
witlh a QMS for the whole organization and an SMS for the part of thé organization that deliver

In ]SO 9001, some requirements may not be applicable and be ‘excluded with an adequate ju
In ISO/IEC 20000-1 that is not possible: all requirements mustbe met and no exclusions may

AnJorganization can implement ISO 9001 with service management activities in the scope, bu
nof mean the organization can demonstrate conformity with ISO/IEC 20000-1 since ISO 9001
and does not require all of the service lifecycle procésses that are specified in ISO/IEC 20000

It will be possible to integrate some of the processes that are common across the SMS and (
Anpex B for a detailed mapping.

NOTE ISO/IEC 20000-3 provides guidance on scope definition for an SMS.

6 | Integration of ISO/IEC,20000-1:2018 with ISO/IEC 27001:2013

6.1 Introduction to ISO/IEC 27001:2013

ISQ/IEC 27001 specifies the requirements for establishing, implementing, maintaining and d
improving an ISMS;within the context of the organization’s information security risks
prgserves the confidentiality, integrity and availability of information by applying a risk mz
prdcess and<gives confidence to interested parties that information security risks are :
majnaged.

The establlshment and 1mplementat10n of an orgamzatlons ISMS is a strategic decision,
by ithe anization’s needs and obje equiremen he organizational pro

or part of
panization
s services.

btification.
be made.

[t that does
is generic
-1.

)IMS — see

ontinually

An ISMS
nagement
idequately

nfluenced
fesses and

the size and structure of the organization. All these factors may change over time. The ISMS should be
integrated into the organization’s business processes. This means that information security should be

considered in the design of business processes, information systems and controls.

ISO/IEC 27001 includes requirements for the assessment and treatment of information security risks
implemented in a way that is tailored to the needs of the organization. It also specifies requirements
for the implementation of a set of information security controls to control and mitigate these risks

associated with information assets the organization is using. These controls are customi
needs of the organization or parts of it.

ISO/IEC 27001 can be used by all organizations, regardless of type, size and nature.
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ISO/IEC 27000 describes the overview and the vocabulary of an ISMS, with a description of the
information security family of standards.

ISO/IEC 27013 focuses on the integrated implementation of an ISMS and an SMS as specified in
ISO/IEC 20000-1, but does so from the perspective of ISO/IEC 27001. This document looks at the
integration of an SMS and an ISMS from the perspective of ISO/IEC 20000-1. There is some commonality
between ISO/IEC 27013 and this document.

6.2 Similarities and differences in requirements between ISO/IEC 20000-1:2018 and
ISO/IEC 27001:2013

6.2.1 General

A significgnt part of the requirements of ISO/IEC 27001 is based on the HLS for MSS text/\[t-therefpre
has many |similarities with the requirements in ISO/IEC 20000-1 that are based on the ‘HLS for MSS.
Minor differences appear in some of these clauses. These differences are summarised-and correlafed
in Annex |C of this document. The most significant difference is in the area eof\risk managemé¢nt.
Furthermgre, several controls in ISO/IEC 27001:2013, Annex A have commonalities'with requiremejnts
of ISO/IEC|20000-1.

6.2.2 Sdope

The scope|statement for ISO/IEC 27001 is focused on the organization, taking its activities and thpse
performed by other parties into account. ISO/IEC 27006 also specifies that the statement of applicability
with its vgrsion needs to be on the certificate of conformity.{’he scope statement of ISO/IEC 2000[0-1
does not iclude a statement of applicability and explicitly eeds to state which services are in scopg of
the SMS.

NOTE SO/IEC 27006 specifies requirements and_provides guidance for bodies providing audit pnd
certificatioh of an information security management system (ISMS).

The scope|of an ISMS can include all or a part-of'the organization’s activities. The scope of an SMS gan
include alljor part of an organization, and all\or some of the services of the organization. For example, it
is possible|to see an organization with an {SMS for the whole organization and an SMS for the part of the
organizatipn that delivers services.

In ISO/IE¢ 20000-1 and ISO/IEC(27001, all requirements have to be met and no exclusions may| be
made in Clauses 4 to 10. Howeyer, ISO/IEC 27001 has controls listed in Annex A, some of which may be
excluded with an adequate justification, based on the risk assessment.

6.2.3 Information security management

ISO/IEC 2P000-1:2018, 8.7.3 covers some of the aspects of the requirements in ISO/IEC 27001 |for
informatiqn seetirity management. These include the information security policy, information security
risk and cTntrols, and information security incidents.

The information security policy, as required by ISO/IEC 27001:2013, 5.2, is based on similar
requirements as the service management policy in ISO/IEC 20000-1:2013, 5.2. In addition, control A.5 in
ISO/IEC 27001 requires that a set of policies for information security should be defined, approved and
communicated to internal employees and relevant external parties. This can map to the requirements
of ISO/IEC 20000-1 for an information security policy. ISO/IEC 20000-1 states that the policy should be
approved by management with appropriate authority. This can be top management for the ISMS if the
policy already exists or top management for the SMS. There is a specific requirement in ISO/IEC 20000-1
that the policy should take into consideration the service requirements and obligations such as legal
and regulatory requirements stated in the service management plan. If the ISMS has already produced
an information security policy, then there may need to be some additions or amendments to ensure
that it includes aspects related to the SMS and the services.
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The requirements for information security controls in ISO/IEC 20000-1 are to assess and document
information security risks (including those related to external organizations), determine, implement
and operate controls to address these risks, and monitor and review these controls. These requirements
can be mapped with some of the ISO/IEC 27001 risk assessment and risk treatment processes in
subclauses 6.1.2 and 6.1.3. However, there is no requirement in ISO/IEC 20000-1 to use Annex A
controls from ISO/IEC 27001 or to produce a statement of applicability. If an ISMS already exists, then
the controls used need to be reviewed in order to ensure that they address the information security
risks identified for the SMS and the services.

ISO/IEC 20000 1 spec1f1es requlrements to manage information securlty incidents that may or may not
be k - : A 5 : ntrol A.16

agement process of ISO/IEC 20000-1:2018, 8.6.3. The requirements from ISO/IEC 20
controls from ISO/IEC 27001 may be combined into incident and problem management
ing the different perspectives of both standards into account.

.4 Risk management

e definition of risk in ISO/IEC 27000 differs from that in ISO/IEC"20000-1 but they havg
ent and this difference has no impact on the integration of the two standards.

In [SO/IEC 20000-1, the default HLS for MSS requirements for risk assessment of the SM
serfvices are present and subclause 6.1.2 contains some¢ additional requirements. The
opportunities are assessed for their impact on the customers, risk acceptance criteria are d

an ppproach to manage these risks is determined and.documented.

Furthermore, the requirements for informatien“security controls in ISO/IEC 20000-1:20
ard to assess and document information seeurity risks (including those related to extern:
detlermine, implement and operate contkgls to address these risks and monitor and rey
cotjtrols.

In ISO/IEC 20000-1, risks are those that relate to the organization, the SMS, the services and
Ridk is also required to be assessed and documented for service availability and service co
ISQ/IEC 20000-1:2018, 8.7.1 and-8.7.2. Risk is also taken into consideration in ISO/IEC 200
6.3} 8.2.2,8.3.4.1,8.5.1.3.

Rigks and opportunitie$.that need to be addressed in ISO/IEC 27001 are determined in subc
to ¢nsure the ISMS ¢anachieve its intended outcomes, prevent undesired effects and achieve
improvement, in relation to the organization and its interested parties. ISO/IEC 27001:2013,
an emphasis on.risks related to information security and provides the risk assessment req
ISQ/IEC 2700%:2013, 6.1.3 continues with requirements for risk treatment. Finally, [SO/IEC 2
8.2| and 8:3-have requirements for the practical operation of the risk management proce;s
ISQ/IEC 20000-1:2018, 8.7.3, are risks specifically related to information security ident
diffefence in emphasis is important, even though the processes to manage risks can be s

is of these
response,
e problem

000-1 and

[processes,

the same

S and the
risks and
bfined and

18, 8.7.3.2
1 parties),
iew these

suppliers.
ntinuity in
00-1:2018,

lause 6.1.1
continual
6.1.2 has

lirements.

7001:2013,
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In ISO/IEC 27001:2013, Clause 6, the default requirements from the HLS for MSS to assess risks to and
opportunities for the ISMS are listed. In addition to these, there are extensive requirements for a risk
management process. This process should consist of two parts: risk assessment and risk treatment.

NOTE
are aligned to ISO 31000.

The risk assessment process in ISO/IEC 27001 consists of a number of activities, including:

a)

and criteria for performing risk assessment;

© ISO/IEC 2019 - All rights reserved
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b) identifying security risks, based on confidentiality, integrity and availability criteria, and
identifying risk owners;

c) assessing risks based on potential impact and likelihood of occurrence;

d) evaluating risks by comparing them to the risk acceptance criteria and prioritizing them for

treatment.

The risk treatment process in ISO/IEC 27001 consists of a number of activities, including:

determining the treatment options for identified risks and the controls that are to be implemented
for them;

compgring these controls to the controls in ISO/IEC 27001:2013, Annex A and documenting these i
a Stat¢ment of Applicability containing the selected controls and the justification why these'wer¢ or
were not selected, noting that other controls can also be used;

defini
risks 1

g arisk treatment plan, having this plan accepted by the risk owners and having any residual
emaining after treatment accepted by these owners.

ISO/IEC 27

and when

6.2.5 IS

6.2.5.1
ISO/IEC 2

the contrg

controls h

(001:2013, Clause 8 contains requirements to perform risk assessments at regular intery
Kignificant changes take place. Furthermore, the risk treatmentplan should be implement

D/IEC 27001:2013, Annex A Controls

Feneral

7001:2013, Annex A lists 114 possible controls‘that an organization should compare
Is determined by their information security.risk assessment, to verify that no necess
hve been omitted. Not all controls need to be\implemented by all organizations. The contt

als
ed.

to

ary
ols

determingd are documented in the organization’s Statement of Applicability along with a justificatfion
for their igclusion or exclusion. Other controls cah.also be used and, if this is the case, they should dlso
be listed in the Statement of Applicability. The:'Statement of Applicability is a required document in

ISO/IEC 27001, but not in ISO/IEC 20000-1.

x A
ed.

In what fo
and requif
See Annex|

lows, a comparison is made between some of the controls from ISO/IEC 27001:2013, Anne
ements from ISO/IEC 20000-1, assuming that the Annex A controls have been implement
| C for a full correlation between ISO/IEC 20000-1 and ISO/IEC 27001.

6.2.5.2

fAsset managementand configuration management

The word| asset is notweXplicitly defined in ISO/IEC 27000. ISO/IEC 20000-1 defines an asset]
anything §hat has pgtential or actual value to the organization (taken from ISO/IEC 19770-5). A n
in the definition of nisk in ISO/IEC 27000, however, focuses explicitly on vulnerabilities of informat
assets. The foctis*of ISO/IEC 27001 is on information security; therefore, it can be assumed t
where that standard refers to assets, these are assets related to information. The use of the w
asset in IS0 i e

addressing and brands, Wthh are not necessarlly related to 1nformat10n

as
ote
ion
hat
brd
cal

NOTE Asset management in the context of ISO/IEC 20000-1 and ISO/IEC 27001 focuses on the management
of assets. Asset management as meant by ISO 55001 has a broader focus, including managing assets, but also the
strategic use of assets, the purpose of assets in the organization and other aspects.

In ISO/IEC 20000-1:2018, 8.2.5, the requirements for asset management are limited to ensuring that
assets used to provide services are managed to meet service requirements and obligations such as legal
and regulatory requirements. If an asset is also a configuration item (CI), its configuration information
should be recorded and regularly verified, and the CIs should be controlled using the configuration
management in ISO/IEC 20000-1:2018, 8.2.6.
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Some of the controls related to assets in ISO/IEC 27001:2013, Annex A can be used to conform to some
of the requirements in ISO/IEC 20000-1 for asset management and configuration management.

Control A.8 in ISO/IEC 27001 contains ten controls related to asset management. These controls
include the identification of assets, assigning owners to them and defining protection measures for
them. Furthermore, information is considered an asset that requires appropriate protection through
classification and labelling. Media assets should be handled such that information stored on them
cannot be disclosed to unauthorised parties.

Other controls related to assets in ISO/IEC 27001 are related to access rights (A.9.2.5), physical security
(A.11.2) and the use of assets by suppliers (A.15.1). These controls may support asset management in
ISQ/IEC 20000-1 but there are no equivalent requirements.

6.2.5.3 Supplier management

ISQ/IEC 20000-1 has extensive requirements for different types of suppliers’in several clauses.

Suli
ma
act
shd
inf
ISO

Ccusg

ag
wo

clause 8.2.3 Control of other parties involved in the service lifecycle and\siibclause 8.3
hagement, cover the management and control of external suppliers, interfigt suppliers and

4 Supplier
customers

ing as a supplier. ISO/IEC 20000-1:2018, 8.7.3 has a requirement that the information secufrity policy

uld be communicated to internal and external suppliers and specifically requires controlg
prmation security risks related to external organizations.

/IEC 20000-1 makes an explicit distinction between external suppliers, internal sup
tomers acting as a supplier. ISO/IEC 27001 uses the wordSupplier in a generic sense, ass
foup external to the organization in the scope of the ISMS. If integrating the two standard|
rd ‘supplier’ in ISO/IEC 27001 can be the equivalent¢f the three types of supplier in ISO/IE

Conmtrol A.15 in ISO/IEC 27001 considers the role ofinformation security in supplier relation

inc
sed

Th
ISQ
mo

Co

be

6.2

Th
ISC

udes protecting assets that are accessible to suppliers, and maintaining agreed levels of i1
urity and service delivery by suppliers.

e controls in A.15 of ISO/IEC 27001 can*help to meet some of the requirements around s
/IEC 20000-1, but are limited to making sure information security controls apply to suppl
nitoring and reviewing suppliers-and changes to their service provision.

rol A.14.2.7 Outsourced development, has elements related to supplier management s

t
thLre system development is‘outsourced. This may be part of an ISO/IEC 20000-1 scope anc

faken into account.

.5.4 Change management and release and deployment management

e requirements in ISO/IEC 20000-1 for the change management process covers all of the
/1EC 27007 for change management.

refi

e requirements in ISO/IEC 20000-1 for change management focus on the services and corn
s/although it can also be used for the SMS. Change management in control A.12.1.2 in ISO

related to

pliers and
hming it is
s, then the
C20000-1.

ships. This
formation

ippliers in
lers and to

pecifically
l, if so, can

tontrols in

figuration
IEC 27001

rs.to the organization and its business processes, facilities and systems. There may well

be overlap

between these two scopes for change management, but care needs to be taken to what extent this
overlap exists.

Control A.14.2 in ISO/IEC 27001 specifies controls for system development and support, including some
controls for changes to these systems. The controls involve control of changes, review and testing after
changes, restrictions to changing software packages, and system acceptance testing. These controls
can provide some input to the change management and release and deployment management processes
in ISO/IEC 20000-1 if applied to the services.

Control A.15.2.2 Managing changes to supplier services, is related to change management, where
changes in suppliers need to be managed and a risk re-assessment may need to be performed, depending
on the criticality of business information involved.
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The requirements of ISO/IEC 20000-1 for these processes are, however, far more extensive than what is

covered in

the ISO/IEC 27001 controls.

6.2.5.5 Service design and transition

ISO/IEC 20000-1 has extensive requirements for service design and transition. A few controls in
ISO/IEC 27001:2013, Annex A apply to this process, including:

4 specifying separation of development, testing and operational environments;

1 qp@(‘ifving information security analysis and requirements;

a) Al121
b) A.14.1
c) A.l4.2
d) A.14.2
e) A.l14.2
f) A.14.2
These cont

for service

6.2.5.6

ISO/IEC 2
testing an
[SO 22301

Similarly,
a focus on
and reviey
requirems

The focus
similar. Th

6.3 Infd

Other re
ISO/IEC 2
and an SM

A.6 o

$ervice continuity management

.1 specifying secure development of systems and software;

.5 specifying secure system engineering methodologies;

.6 specifying the need for a secure development environment;
.9 specifying system acceptance testing.

rols are helpful in case they can be applied to the services, but can only fulfil the requireme
design and transition in ISO/IEC 20000-1 to a small extent.

D000-1 specifies requirements for service continuitythat include planning, implementi
l reviewing of service continuity. This is a subset oféthe wider scope of business continuit)
for business continuity management systems.

SO/IEC 27001 controls in A.17 specify activities for business continuity management, w
continuity of information security. These-activities include planning, implementing, test]
ving information security continuity. This is also a subset of the wider business contint
nts specified in ISO 22301.

in ISO/IEC 20000-1 and ISO/IEC-27001 is different, but the principles and methodology
erefore, the two continuity approaches can be considered for integration.

rmation security management specific requirements

uirements in ISOAEC 27001 that do not have a direct match with requirements
000-1 are in Anhex A controls. If these controls are applied to a combined scope of an I§
S, these includes:

a)

telew

b)

c) ABas

d)

A.7 hymanrTesource security, prior to and during employment, as well as around terminat
and change;

‘ganization™~of information security, including internal organization, mobile devices {
rking policies;

nts

ng,
y in

ith
ing

ity

are

in

MS

ind

ion

set management — A.8.1.1 has a relationship but the other controls do not;

relationship but no other controls;

e) Al10c
f)

g)

ryptography;

A.11 physical and environmental security for work areas and equipment;

A.9 access control, including physical and logical access to information systems — A.9.2.2 has a

A.12 aspects not mentioned before, including malware protection, backup and restore, event

logging and monitoring, software and technical vulnerability management — A12.1.2, A.12.1.3 and
A.12.1.4 have a relationship but no other controls;
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A.13 communications security, including network security and information transfer;

A.18 compliance, including compliance with legal and contractual requirements, and information

security reviews.

6.4 Considerations for the integration of an SMS and an ISMS

The main consideration for the integration of an SMS and an ISMS is the scope: does the ISMS scope
include the services provided to the customers and do the assets considered in the ISMS match all
assets that are part of the SMS? Depending on the answer to these questions, the integration of the SMS

1 4l ICNAC 1 1 1. . |
AN TNe TSI NTay DT MIOT T O I€SS COmpIIcatet:

A second set of considerations is the number of ISO/IEC 27001:2013, Annex A controls~adopted in the
ISMS: not all controls may be applicable to the scope of the ISMS and therefore not all cantrols
be¢n implemented. The controls mentioned in 6.2.4 of this document can all be applied to
of gn SMS and its services. However, in some organizations, these same controls-may only
applied to the assets of the organization and not to the services.

In pummary, the scope applied to the SMS and ISMS and the applied, ¢ontrols determine

op

An
me
risl
are
pra

7

7.1
IS(

ortunity for integration of the two management systems can be fotnd.

organization having a risk management process based on ISQ/JEC 27001, can use this

et the requirements from ISO/IEC 20000-1, which have sufficient similarities in terms of r
k acceptance criteria, and risk management. The requirements from ISO/IEC 20000-1 along
not sufficient to meet the requirements from ISO/IEC 27001: a far more detailed risk mz
cess needs to be put into place to meet the requirements of ISO/IEC 27001.

Integration of ISO/IEC 20000-1:2018, ISO 9001:2015 and ISO/IEC 270(

Similarities and differences in réquirements between ISO/IEC 20000-1:201
) 9001:2015 and ISO/IEC 27001:2013

)
ang
andg

Talj
cla
is d
in

Clajuse 4 of this document has highlighted the common requirements from the ISO/IEC Direc
1 :ﬁ

LS for MSS. Clause 5 focused*on further commonalities and differences between ISO/IE
| [SO 9001. Clause 6 focused on further commonalities and differences between ISO/IE
| ISO/IEC 27001.

le 3 brings all differences and commonalities from these three clauses together, indica
ises of ISO/IEC 20000-1 can benefit from input from ISO 9001 and ISO/IEC 27001 respect
one at a high levél only, to illustrate how the three standards can be combined. Details ca

(lauses 4 to6and in Annexes B and C of this document.

Table3 — High-level correlation between ISO/IEC 20000-1:2018, ISO 9001:2015
ISO/IEC 27001:2013

may have
the scope
have been

how much

process to
sk impact,
2, however,
nagement

11:2013

8,

tives, Part
C 20000-1
C 20000-1

ing which
ively. This
h be found

and

IS

O/TEC20000-172018
clause

IS0 90012015 cCorreta-
tion

TSO/TEC 2700172013 CorTe-
lation

Lomin

ts

4.1 Understanding the
organization and its
context

Identical HLS
requirements.

Identical HLS
requirements.

IS0 9001 adds specific
requirements.

HLS requirements.

4.2 Understanding the
needs and expectations
of interested parties

Identical HLS
requirements.

ISO 9001 adds specific
requirements.

Identical HLS
requirements.

HLS requirements.

ISO/IEC 20000-1 adds
specific requirements to
include services as well
as the SMS.
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Table 3 (continued)

ISO/IEC 20000-1:2018
clause

IS0 9001:2015 correla-
tion

ISO/IEC 27001:2013 corre-
lation

Comments

4.3 Determining the
scope of the service
management system

Identical HLS require-
ments, but scope may
differ.

ISO 9001 adds specific

Identical HLS
requirements, but scope may
differ.

ISO/IEC 27001 adds specific

HLS requirements.

ISO/IEC 20000-1 adds
specific requirements.

ments, but for different
policies.

[SO 9001 adds specific

requirements, but for
different policies:

requirements. requirements.
4.4 Service management |Identical HLS Identical HLS HLS requirements.
system requirements. requirements
ISO 9001 adds specific ISO/IEC 27001 does not
requirements. include the HLS wording
about the processes and their
interactions.
5.1 Leaderphip and Identical HLS Identical HLS HLS requirements.
commitment requirements. requirements. ISO/IEC 20000-1 adds
ISO 9001 adds specific specific requirements.
requirements. Some of the additions ajre
to include services as well
as the SMS.
5.2 Policy Identical HLS require- Identical HLS HLS requirements.

ISO/IEC 20000-1 adds
specific requirements fo
include services as wel

requirements significantly
exceed the ISO/IEC 20000-1
risk management
requirements.

requirements. as the SMS.

5.3 Organifational roles, |Identical HLS Identical HLS HLS requirements.

;istﬁg?istlizlxlltles and requirements. requirements. 1SO/IEC 20000-1 adds

1 ISO 9001 adds specific specific requirements o
requirements. include services as wel
as the SMS.

6.1 Actiong to address Identical HLS Identical HLS HLS requirements.

risks and dpportunities |requirements, requirements. 1SO/IEC 20000-1 adds
IS0 9001 adds’specific The ISO/IEC 27001 additional |specific requirements.
requirements. risk management Some of the additions are

to include services as well
as the SMS.

6.2 Servicg managemént
objectives pnd planhing
to achieve them

Identical HLS require-
ments, but for different
objectives.

[SO 9001 adds specific

reguirements
1

Identical HLS
requirements, but for
different objectives.

ISO/IEC 27001 adds specific

regquirements
1

HLS requirements.

6.3 Plan the service
management system

No correlation.

No correlation.

Specific to
ISO/IEC 20000-1.

7.1 Resources

Identical HLS
requirements.

ISO/IEC 9001 adds
specific requirements.
ISO 9001, 7.1.3 can relate
to technical resources in
ISO/IEC 20000-1.

Identical HLS
requirements.

HLS requirements.

ISO/IEC 20000-1 adds
specific requirements.
Some of the additions are
to include services as well
as the SMS.
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Table 3 (continued)

ISO/IEC 20000-1:2018 | IS0 9001:2015 correla- | ISO/IEC 27001:2013 corre- Comments
clause tion lation
7.2 Competence Identical HLS Identical HLS HLS requirements.
requirements. requirements.

ISO/IEC 20000-1 adds
specific requirements.
Some of the additions are
to include services as well
as the SMS.

7.3[Awareness

Identical HLS
requirements.

Identical HLS
requirements.

HLS requiremehts.

ISO/IEC 2000011 adds
specifidtequirg¢ments.

7.4 Communication

Identical HLS
requirements.

Identical HLS
requirements.

ISO/IEC 27001 adds specific
requirements.

HLS requirements.

ISO/IEC 2000011 adds
specific requir¢ments.

7.5/ Documented informa-
tion

Identical HLS
requirements.

IS0 9001 adds specific
requirements.

ISO 9001, 4.4 can relate
to ISO/IEC 20000-1, 7.5.4.

Identical HLS
requirements.

HLS requiremepts.

ISO/IEC 2000011 adds
specific requir¢ments.

7.6 Knowledge

Similar requirements in
IS0 9001, 7.1.6.

No,eotrelation.

8.1 Operational planning
angl control

Identical HLS
requirements.

ISO 9001 adds specitic
requirements.

Identical HLS
requirements, but omits the
HLS requirement to
establish performance
criteria.

HLS requiremepts.

ISO/IEC 2000011 adds
specific requir¢ments.

8.7.1 Service delivery

No correlation:

No correlation.

Specific to
ISO/IEC 2000011.

8.4.2 Plan the services

Thereare some
sintilarities with the
gathering of
requirements in
ISO/IEC 20000-1 from
ISO 9001, clauses 8.2.2,
8.2.3,8.2.4.

No correlation.

8.4.3 Controlof-parties
involved in'the service
lifgcycle

Similarities in ISO 9001,
8.4.

Similarities in controls A.15.1
and A.14.2.7.

8.].4Service catalogue
m

naoamant

No correlation.

No correlation.

Specific to

TrorS Crrerre

TS oooY

8.2.5 Asset management

No correlation.

Similarities in control A.8.1.1.

8.2.6 Configuration
management

No correlation.

No correlation.

Specific to
ISO/IEC 20000-1.

8.3.2 Business
relationship management

Similarities in ISO 9001,
5.1.2,8.2.1 and 9.1.2.

No correlation.

8.3.3 Service level No correlation. No correlation. Specific to
management ISO/IEC 20000-1.
8.3.4 Supplier Similarities in ISO 9001, |Similarities in control

management 8.4. A.15.1.1 and A.15.2.

8.4.1 Budgeting and
accounting for services

No correlation.

No correlation.

Specific to
ISO/IEC 20000-1.
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Table 3 (continued)

ISO/IEC 20000-1:2018 | IS0 9001:2015 correla- | ISO/IEC 27001:2013 corre- Comments
clause tion lation
8.4.2 Demand No correlation. No correlation. Specific to
management ISO/IEC 20000-1.
8.4.3 Capacity No correlation. Similarities in control
management A.12.1.3.

8.5.1 Change management

Similarities in ISO 9001,
6.3,8.3.6 and 8.5.6

Similarities in controls
A12.1.2,A14.2.2,A.14.2.3,

A4 24 and A 1522

8.5.2 Service design and
transition

Similarities in ISO 9001,
8.3.

Similarities in controls
A.12.1.4,A.14.1.1 and
A.14.2.1/5/6/9.

8.5.3 Reledse and

deploymer]t management

Similarities in ISO 9001,
8.6

Similarities in control A.14.2.

8.6.1 Incidpnt

No correlation.

Similarities in control A.16.

management

8.6.2 Service request No correlation. Similarities in control A.9.2.2.
management

8.6.3 Problem No correlation. Similarities in control
managemegnt A.16.1.6.

8.7.1 Servige availability
managemgnt

No correlation.

Similarities in control A.17.2.

8.7.2 Servife continuity
management

No correlation.

Similaritie$ in*control A.17.

8.7.3 Information
security management

No correlation.

Requiréments in

ISO/IEC 20000-1 are aligned
with the more extensive
requirements in

ISO/IEC 27001,

particularly 5.2, 6.1.2, 6.1.3,
8.2,8.3,A.5.1.1,A.15,A.16.1.

9.1 Monitofing, Identical HLS Identical HLS HLS requirements.
;r:le(fzggirlr::inotr,lanalyms requiremehts: requirements. 1SO/IEC 20000-1 adds
IS0 9001 adds specific ISO/IEC 27001 adds specific |specific requirements.
requinements. requirements. Some of the additions are
to include services as well
as the SMS.
9.2 Interndl audit Identical HLS Identical HLS HLS requirements.
requirements. requirements. 1SO/IEC 20000-1 adds
ISO 9001 adds specific specific requirements.
requirements.
9_3 Manag bent reviews ldentical HI S ldentical HI S HLS voqnirnmnnfo
requirements. requirements. 1SO/IEC 20000-1 adds
ISO 9001 adds specific specific requirements.
requirements. Some of the additions are
to include services as well
as the SMS.
9.4 Service reporting No correlation. No correlation. Specific to

ISO/IEC 20000-1.
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Table 3 (continued)

ISO/IEC 20000-1:2018 | IS0 9001:2015 correla- | ISO/IEC 27001:2013 corre- Comments
clause tion lation
10.1 Nonconformity and |Identical HLS Identical HLS HLS requirements.
corrective action requirements. requirements.

ISO 9001 adds specific
requirements in 10.2
Nonconformity and
corrective action.

10JZ Continual Identical HLS Identical HLS HLSTequiremepts.

improvement requirements. requirements. 1S0/IEC 200001 adds
ISO 9001 adds specific specifidtequirg¢ments.
requirements in 10.1 Somé 'of the additions are
General and 10.3 toinclude services as well
Continual Improvement. as.the SMS.

7.1 Considerations for the integration of an SMS, a QMS and an-ISMS

7.241 High level structure (HLS)

The purpose of the HLS for MSS is to facilitate integration among various MSS. From Table 3, it can be
sedn that the correlation is high between the HLS clauses, which makes fulfilment of the requirements
betfween ISO/IEC 20000-1, ISO 9001 and ISO/IEC 27001 easter.

Twp aspects should be kept in mind, though, that are‘related to the scope of the standards.

Sompe of the requirements apply specifically to a\particular standard. For example, the requirements
for(4.3 Scope and 5.2 Policy have some identical elements, but may refer to different things.[The scope
between the three standards may not beidentical and the service, quality, and information security
mapagement policies are most likely to be different. Risk management appears common but|it must be

, Which will
s in many

panization

hce models
001. These

; d undary of
the scope of the SMS may or may not be 1dent1cal to the scope of the QMS or the ISMS for the same
organization. The greater the overlap of scopes, the easier it is to develop an integrated management
system. If the overlap is more limited, the organization should be very specific about which requirements
have been fulfilled for which scope. For example, if the scope of the SMS includes three locations A, B
and C, but the scope of the ISMS only applies to two locations A and B, then a high level of integration
may be possible for locations A and B but no correlation is possible for location C.

Care should be taken to detail differences between the three scope statements, as this may have an
impact on the level of integration that is possible. There are different requirements to describe the scope
in the three standards in addition to the boundaries of the organization (all or part). ISO/IEC 20000-1
requires the scope statement to include the services in scope. ISO 9001 requires the types of products
and services and justification for any requirements that are not applicable. ISO/IEC 27001 requires
simply the organization and its boundaries to be defined. ISO/IEC 27006 requires that the certificate of
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conformity references the version of the statement of applicability which lists the information security
controls included and excluded.

7.2.3 Service design, build and transition

All three standards have requirements around service design. ISO 9001 has extensive requirements
for product and service design in subclauses 8.2 to 8.5 and ISO/IEC 27001 has a set of controls in A.14.2
that focus on development. These two sets of requirements have a limited level of correlation with the
requirements in [SO/IEC 20000-1:2018, 8.5.

ikl axaliaa Ariae GaXtzioan AliaRr dryomcibioy o cnccag o

It may be
requirems
requirems

7.24 Ck

All three
managemsg
ISO/IEC 2

U pTOCtCSSTS— O~ C

nts from all three standards but this should be considered carefully due to the differeree
nts and scope.

lange management and release and deployment management

bnt. 1ISO 9001 has only a few requirements for change and release management :
7001 has a considerable number of controls that can be used ,in<this area. There i

consideralple level of correlation between the requirements of the three standards. Therefore, a sin

integrated
should be

7.2.5 Su

Supplier

ISO/IEC 2
in A.15 th|
for extern
processes
standards
ISO/IEC 2
to meet th
be taken t
internal sy

process covering the requirements from all three standard$-may be developed but {
ronsidered carefully due to the differences in requirements and-scope.

pplier management

management similarities and differences between ISO/IEC 20000-1, ISO 9001, {
001 have been explained in Clauses 5 and 6 of this document. ISO/IEC 27001 has contt
At can be applied to external suppliers. All three standards also have other requireme
hl parties such as considering risks for the ‘uise of external parties and ensuring outsour
are controlled. The general aim of hawirg control over suppliers is similar in all th
Again, an integrated supplier management process, taking the lead from the requirement
000-1 and adding the specific aspe¢ts from ISO 9001 and ISO/IEC 27001, may be develoj
e requirements of the three standards as long as this suits the various scopes. Care sho
0 also recognise the additional supplier management requirements in ISO/IEC 20000-1
ppliers and customers acting-as a supplier, which can also apply to the other two standar

ver
5 in

standards have requirements around change management and release;-and deploymient

ind
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Annex A
(informative)

Correlation of terms and definitions between
ISO/IEC 20000-1:2018,1S0 9000:2015, and ISO/IEC 27000:2018
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ISO/IEC TR 20000-7:2019(E)

Annex B
(informative)

Correlation of ISO/IEC 20000-1:2018 to ISO 9001:2015

Table B.1 — Correlation of ISO/IEC 20000-1:2018 to I1SO 9001:2015

ISQ/IEC 20000-1:2018

IS0 9001:2015

Correlation notes

Introduction

Introduction

Specific to each standard

§cope

Scope

Specific to each standard

Normative references

Normative references

Specific to eachistandard

Terms and definitions

Terms and definitions

Specific toeach standard

NI

(ontext of the
grganization

W[ IN | =

Context of the
organization

i

o~

Illnderstanding the
grganization and its
dontext

Understanding the
organization and its
context

Similar requirements based ofn
the HLS.

ISO 20000-1 includes determin-
ing the external and internal
issues that affect its ability to
achieve the intended outcomg(s)
of its SMS whereas ISO 9001
includes determining the extd
nal and internal issues that ay
relevant to the organization’s
strategic direction and that
affect its ability to achieve thd
intended results of the QMS.

®

ISO 9001 adds a requirement fo
monitor and review information
about issues.

4.2

Understanding the needs
nd expectations of
hterested parties

g
i

4.2

Understanding the needs
and expectations of
interested parties

Identical HLS requirements.

ISO/IEC 20000-1 includes detgr-
mining the interested parties
that are relevant to the SMS apd
the services.

ISO 9001 includes determin-
ing the interested parties tha
are relevant to the QMS due t

their effect or potential effect]
on the organization’s ability to
consistently provide products
and services that meet custom-
er and applicable statutory and
regulatory requirements.

ISO 9001 also adds a require-
ment to monitor and review the
needs and expectations of inter-
ested parties which is covered
in Clause 9 in ISO/IEC 20000-1.

40
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Table B.1 (continued)

ISO/IEC TR 20000-7:2019(E)

ISO/IEC 20000-1:2018

1S09001:2015

Correlation notes

4.3

Determining the scope of the
service management system

4.3

Determining the scope of
the quality management

system

Identical HLS requirements.

The scope in ISO 9001 includes
the products and services of the
organization.

ISO/IEC 20000-1 specifies that
the definition of the scope of the

SMS shall include the pervices
in scope and the namg of the
organization managirlg and
delivering the s€rviceg.
ISO/IEC 20000-1 inclydes a note
that ISQ/TEC 20000-3[provides
guidance on scope definition
andjanote on the SMYscope
definition for servicesd.

For ISO 9001 an organization
can state requirements that are
not applicable to the sicope of
the QMS if these do nqt affect
the organization’s ability or
responsibility to enst{‘e the

conformity of its products or
services and the enhapcement
of customer satisfactipn.

In ISO/IEC 20000-1, Clause 1.2
Application states that{exclusions
of any of the requiremnts in
Clause 4 to 10 are not ficceptable.

4.4

Service management system

44

Quality management

system and its processes

Identical HLS requirenents.

IS0 9001 adds requir¢ments for
process design and dqcumen-
tation in the QMS and|main-
tenance of this documented
information.

Leadershiw .

Leadership

Leadership/and commitment

5.1

Leadership and
commitment

51.1

General

5.1.2

Customer focus

Identical HLS requirepnents.

ISO/IEC 20000-1 adds
requirements for leadership to
ensure the service mgnagement

’Policy

5.2

Policy

5.4 ¢
~

Estabtishingtheservice
management policy

5271

Estabiishimg thequatity

policy

tdemtical HES TequiTements.

ISO/IEC 20000-1 adds specific
requirements to ensure contin-
ual improvement also applies to
the services.

5.2.2

Communicating the service
management policy

5.2.2

Communicating the
quality policy

Identical HLS requirements

ISO 9001 adds that the policy is
not only communicated but also
understood and applied.

© ISO/IEC 2019 - All rights reserved
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Table B.1 (continued)

ISO/IEC20000-1:2018

1S0 9001:2015

Correlation notes

5.3

Organizational roles, re-
sponsibilities and
authorities

5.3 Organizational roles,
responsibilities and
authorities

Identical HLS requirements.

ISO 9001 adds requirements for
top management to ensure pro-
cesses deliver their outputs, cus-
tomer focus is maintained and
QMS integrity is maintained.

ISO/IEC 20000-1 adds specific

requirements to ensure
authorities and responsibilities
also apply to the serviees.

Planning

6 Planning

A7

Actions to address risks and
gpportunities

6.1 Actions to address risks
and opportunities

Identical HLS requirements.

ISO 9001 addsd requirement fo
6.1 to determine risks that nepd
to be addressed to enhance
desirable effects.

ISO/1EC 20000-1 adds
clause 6.1.2 on determining apd
documenting risks, the impac
of risks, risk acceptance critefi
and risk management approa¢h.

T
s8]

6.2

§ervice management
g¢bjectives and planning to
4chieve them

6.2 Quality obje(ﬁés and
planning tQ ieve them

6.2.1

Establish objectives

6.2.1

Identical HLS requirements

IS0 9001 adds that the
quality objectives be relevant]
to conformity of products and
services and to enhancement pf
customer satisfaction.

ISO/IEC 20000-1 has removed
‘if practicable’ from the need
for objectives to be measuraljle
in6.2.1.

6.2.2

Rlan to achieve objectives

6.2.2

Identical HLS requirements

6.3

Rlan the service
hanagemenfsystem

Specific to ISO/IEC 20000-1

42
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Table B.1 (continued)

ISO/IEC TR 20000-7:2019(E)

IS

O/IEC 20000-1:2018

1S09001:2015

Correlation notes

Support

Support

Resources

Resources

Similar requirements to
ISO/IEC 20000-1, 7.1.

ISO 9001 adds a requirement
in 7.1.1 to consider capabili-
ties, constraints and external
resources.

ISO/IEC 20000-1 refers to

human, technical, fingncial and
information résources, applying
these to the’'SMS and the servic-

es to meét'service requiremen
and achieve service mfanage-
mert gbjectives.

IS0 9001 adds clauseq for peo-
ple, infrastructure, enjvironment

for operation of the sdrvices,
monitoring and measyiring
resources, and organifational
knowledge.

IS0 9001, 7.1.3 Infrasfructure
has requirements reldted to

what ISO/IEC 20000-1 refers to

as technical resourcesg.

ts

7.2

Competence

7.2

Competence

Identical HLS requirenents.

ISO/IEC 20000-1 addd specific
requirements to ensufe com-

petence is relevant tojboth the
SMS and the services.

7.3

Awareness

7.3

Awareness

Identical HLS requirepnents.
ISO/IEC 20000-1 addd service

management objectives and the
services relevant to their work

as objects of awarenefs.

7.4

Communication

7.4

Communication

Identical HLS requirenents.

ISO/IEC 20000-1 addd require-

ments to determine cmmuni-

cation for the SMS and also the

services.

7.9 \Q}'

’f)ocumented
Information

7.5

Documented
Information

7.5.1

General

7.5.1

General

Identical HLS requirements

7.5.2

Creating and updating
documented information

7.5.2

Creating and updating

Identical HLS requirements

7.5.3

Control of documented
information

7.5.3

Control of documented
information

Identical HLS requirements

IS0 9001 adds a requirement
for documented information
retained as evidence of con-
formity to be protected from
unintended alterations
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Table B.1 (continued)

ISO/IEC 20000-1:2018 IS0 9001:2015 Correlation notes
7.5.4 Service management system |4.4 Quality management Similar to ISO 9001, 4.4, which
documented information system and its processes |requires that documented infor-
mation is maintained to support
the operation of the processes.
7.6 Knowledge 7.1.6 Organizational knowledge |Similar to ISO 9001, 7.1.6 which
has more requirements for
knowledge than ISO/IEC 20000-
1 inr‘]nding nrqniring additional
knowledge and determining
sources of knowledge.
8 (Qperation 8 Operation A ‘l)’
8.1 perational planningand |8.1 Operational planning and |Identical HLS requirements.
dontrol control [SO 9001 add§ determining the
requirements)for the productp
and seryices; criteria for the 4c-
ceptance of products and seryic-
es,determining the resourceg
rHeeded to achieve conformity|to
the product and service re-
quirements, using documenteld
information to demonstrate the
conformity of products and s¢r-
vices to their requirements a:rd
the output being suitable for the
organization’s operations.
ISO/IEC 20000-1 emphasises
performance criteria and alsd
specifies planned changes ar¢
for the SMS.
8.2 Yervice portfolio A\‘O
8.2.1 Jervice delivery Specific to ISO/IEC 20000-1
8.2.2 Flan the services 8:2:2 Determining the There are some similarities
requirements for products|with the gathering of
and services requirements in ISO/IEC 20000-
1 from ISO 9001, 8.2.2, 8.2.3,
and 8.2.4.
8.2.3 Review of the
requirements for
products and services
8.2.4 Changes to requirements
for products and services
8.2.3 ontrol of parties involved |8.4 Control of externally Similarities in ISO 9001, 8.4.
in the service lifecycle provided processes,
products and services
8.2.4 Service catalogue Specific to ISO/IEC 20000-1
management
8.2.5 Asset management Specific to ISO/IEC 20000-1
8.2.6 Configuration management Specific to ISO/IEC 20000-1
8.3 Relationship and
agreement
8.3.1 General Specific to ISO/IEC 20000-1
44 © ISO/IEC 2019 - All rights reserved
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Table B.1 (continued)

ISO/IEC 20000-1:2018

1S09001:2015

Correlation notes

8.3.2 Business relationship 5.1.2 Customer focus IS0 9001, 5.1.2 is about cus-
management 8.2.1 Customer communication tomer focus which is covered in
e this clause. ISO 9001, 8.2.1 has

9.1.2 Customer satisfaction some requirements related to
complaints similar to this clause.
IS0 9001, 9.1.2 has some require-
ments similar to this clause.

8.3 Service level management Qppr‘ifir ta IQO/IF‘F 20000-1
8.34 Supplier management ,\O.)
8.3.4.1 |Management of external 8.4 Control of externally There are some simildrities
suppliers provided processes, with ISO 9001,.8.4 andl
products and services ISO/IEC 20000-1, 8.2.B Control
of parties)involved in the service
lifecycle’as well as 8.3}4 Supplier
mandgement- see disqussion on
external suppliers in gection 5.
8.3.4.2 |Management of internal Specific to ISO/IEC 20{000-1
suppliers and customers
acting as a supplier
8.4 Supply and demand \O)\J
8.4.1 Budgeting and accounting Specific to ISO/IEC 200000-1.
for services
8.4.2 Demand management Specific to ISO/IEC 200000-1.
8.4.3 Capacity management Specific to ISO/IEC 20[000-1.
8.1 Service design, build and QO
transition \,\Q)
8.9.1 Change management 6.3 Planning of changes There are some simildrities
with IS0 9001, 6.3.
8.3.6 Design and development [ISO 9001, 8.3.6 requirjes that
changes changes during, or aftler, the
design and developmgnt needs
to be determined, revjewed,
authorized and with dction to
prevent adverse impafts.

8.5.6 Control of changes IS0 9001, 8.5.6 requirfes chang-
es for production or s¢rvice
provision needs to befreviewed
and authorized. ISO/IEC 20000-
1, 8.5.1 Change Management
has an extensive set of require-
ments, change managpment
policy, change manag¢ment
initiation and activities.

8.5.2 Service design and 8.3 Design and development |There are some similarities
transition of products and services |between requirements in
[SO 9001, 8.3 and
[SO/IEC 20000-1, 8.5.2 - see
discussion on service design,
build and transition in Section 5.
8.5.3 Release and deployment 8.6 Release of productsand |There are some similarities
management services with ISO 9001, 8.6.
8.6 Resolution and fulfilment
8.6.1 Incident management Specific to ISO/IEC 20000-1.
8.6.2 Service request management Specific to ISO/IEC 20000-1.
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