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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurfient should be noted. This document was draited In accordance with the editorial rules pf]the ISO/
[EC Direftives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this documentymay inyolve the
use of (4) patent(s). ISO and IEC take no position concerning the evidence, validity or applicabilify of any
claimed [patent rights in respect thereof. As of the date of publication of this document, 1SO and IE( had not
received notice of (a) patent(s) which may be required to implement this documentCHewever, implgmenters
are cautfoned that this may not represent the latest information, which may bej'ebtained from the patent
databas¢ available at www.iso.org/patents and https://patents.iec.ch. IS@2and IEC shall not|be held
responsijble for identifying any or all such patent rights.

Any tragle name used in this document is information given for the‘convenience of users and ¢loes not
constitufe an endorsement.

For an ekplanation of the voluntary nature of standards, the meaning of ISO specific terms and expressions
related ffo conformity assessment, as well as information about ISO's adherence to the World Trade
Organizftion (WTO) principles in the Technical Barriers to/frade (TBT) see www.iso.org/iso/forewdrd.html.
In the IBC, see www.iec.ch/understanding-standards.

This dofument was prepared by Joint Technicals€ommittee ISO/IEC JTC 1, Information te¢hnology,
Subcommittee SC 40, IT Service Management and IT Governance.

Alist of all parts in the ISO/IEC 20000 series.can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national sandards
body. A complete listing of these’ bodies can be found at www.iso.org/members.htiml and
www.ie¢.ch/national-committees,
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Introduction

This document provides scenarios, explanations and examples for the practical application of service
management systems (SMS) based on ISO/IEC 20000-1:2018.

These scenarios have arisen from comments resulting from the practical usage of ISO/IEC 20000-1:2018
over the years since its publication. These comments provided evidence of apparent misconceptions and a
lack of knowledge about how ISO/IEC 20000-1:2018 and an SMS can be applied.

This document aims to support users of ISO/IEC 20000-1:2018 in its application to establish and improve
an SMS using examples of practical situations. The list of scenario-based examples in this document is not

< 4l - Ch |
exhaustiveandotherscenariosare posSstIoreT

© ISO/IEC 2024 - All rights reserved
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Technical Report ISO/IEC TR 20000-17:2024(en)

Information technology — Service management —

Part 17:
Scenarios for the practical application of service management
systems based on ISO/IEC 20000-1:2018

1 Scope

This dofument provides scenarios, explanations and examples for the practical application of service
manageiment systems (SMS) based on ISO/IEC 20000-1:2018. These scenarios provideexamples of sjtuations
in which an SMS can be used and how the requirements of ISO/IEC 20000-1:2018 eanbe applied.

This do¢ument can be used with ISO/IEC 20000-1 as well as with ISO/IEC-20000-2, ISO/IEC 20000-3,
[SO/IEC|TS 20000-5 and other parts of the ISO/IEC 20000 series.

This doqument is aimed at:
a) orgdnizations that are intending to implement an SMS based afi-the requirements of ISO/IEC 20000-1;
b) orgdnizations that have already implemented an SMS basedon the requirements of ISO/IEC 20000-1;
c) congultants, trainers and other experts supporting these organizations.

This doqument does not add to, change or replace any ofthe requirements in ISO/IEC 20000-1. This dpcument
is not infended to be used for a conformity assessment.

2 Normative references

The follgwing documents are referred t6in the text in such a way that some or all of their content copstitutes
requirerpents of this document. For'dated references, only the edition cited applies. For undated references,
the lategt edition of the referenced:document (including any amendments) applies.

ISO/IEC|20000-1, Informatien technology — Service management — Part 1: Service managemenf system
requirenjents

ISO/IECR0000-10, Information technology — Service management — Part 10: Concepts and vocabulafy

3 Terms and-definitions

For the| parposes of this document, the terms and definitions given in ISO/IEC 2000D-1 and
ISO/IEC 20906=10appty:

ISO and [EC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

4 Overview of ISO/IEC 20000-1:2018

ISO/IEC 20000-1 specifies requirements for establishing, implementing, maintaining and continually
improving an SMS. An SMS supports the management of the service lifecycle, including the planning, design,

© ISO/IEC 2024 - All rights reserved
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transition, delivery and improvement of services, which meet agreed requirements and deliver value for
customers, users and the organization delivering the services. The organization in the scope of the SMS can
be a whole or part of a larger organization. The organization in the scope of the SMS can also be known as
the service provider.

ISO/IEC 20000-1 is intentionally independent of specific guidance. The organization can use a combination
of generally accepted frameworks and its own experience. Appropriate tools for service management can be
used to support the SMS.

All requirements specified in ISO/IEC 20000-1 are generic and are intended to be applicable to all
organizations, regardless of the organization’s type or size, or the nature of the services delivered. For
example, the services can be in the field of information technology (IT), business process outsourcing or
facilitie‘lmanagement. While TSO/TEC 20000-1 can be used "regardless of the organization’s typg or size,

or the rlature of the services delivered”, ISO/IEC 20000-1 has its roots in IT. It is intended)foy service
management of services using technology and digital information. The examples given in-this dpcument
illustratg a variety of uses of ISO/IEC 20000-1.

Exclusiop of any of the requirements in ISO/IEC 20000-1:2018, Clauses 4 to 10, is npf.acceptable When the
organizdtion claims conformity to ISO/IEC 20000-1, irrespective of the nature of the*organization.

The orgdnization cannot demonstrate conformity to the requirements specified in ISO/IEC 20000-]1 if other
parties, puch as suppliers, are used to provide or operate all services, all service components or all processes
within the scope of the SMS.

Figure 1 illustrates an SMS showing the clause content of ISO/IEG-20000-1. Numbers in parentheses in
Figure 1{indicate ISO/IEC 20000-1 clause numbers.

© ISO/IEC 2024 - All rights reserved
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Service management system (SMS)

Context of the organization (4)

— Organization and its context — Interested parties — Scope of the SMS — Establish the SMS

Leadership (5)

— Leadership and commitment — Policy

— Roles, responsibilities and authorities

Planning (6)

— Risks and opportunities

— Objectives

— Plan the SMS

requirement:

Services

Support of the SMS (7)

— Resources — Competence — Awareness — Communication
— Documented information — Knowledge

Operation of the SMS (8)

Relationship and
agreement (8.3)

— Business relationship
management

— Service level management
— Supplier management

Operational planning and
control (8.1)

Service portfolio (8.2)
— Service delivery

— Plan the services

— Control of parties

involved in the service Supply and demand (8.4)
lifecycle — Budgeting and accounting
— Service catalogue for services

management — Demand management

— Asset management — Capacity management
— Configuration

management

Service design, build and transit
(8.5)

— Change management

— Service design.and transition
— Release and-deployment
management

Resolutiow and fulfilment (8.6)
— Jhetdent management

— Service request management
— Problem management

Service assurance (8.7)

— Service availability managemen|
— Service continuity management
— Information security managemsg

on

nt

Performance evaluation (9)
— Monitoring, measurement, analysisand
evaluation
— Internal audit
— Management review
— Service reporting

Improvement (10)

— Nonconformity and corrective action
— Continual improvement

Figure 1 ="Service management system

5 Scephario-based examples

51 1

roduction to thé:scenarios

The scenarios, explanation and examples listed in this document are many and varied. Some are

and so

are simplexSome relate to a single clause and others relate to multiple clauses in ISO/IEC

complex
P0000-1.

Each scgnario has’a title in the form of a question and an introduction. It is followed by explanation and

exampl
at their

of how this scenario can be applied within an SMS. The relevant clause numbers of ISO/IEC
west level are also shown. All clause numbers include their subclauses. See Annex A for al

20000-1
st of the

[SO/IEC 20000-1 clause numbers and titles.

© ISO/IEC 2024 - All rights reserved
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5.2 What types of services can be used with ISO/IEC 20000-1?

Requirements for services contained in ISO/IEC 20000-1 are independent of service size, type, location
or characteristics and therefore can be applied to all services defined in an organization’s SMS. Services
provided by organizations that are managed in an SMS can have a variety of configurations. They can be
simple services or bundled services, depending on the needs of the customers. In addition, many services
and their components are a combination of internally provided and externally provided services. See Table 1.

Table 1 — Using ISO/IEC 20000-1 for different types of services

Topic ISO/IEC 20000-1:2018 clause
number

Can ISO/IEC 20000-1 be used with micro, aggregated, centralized, decentral- |Clauses 4 - 10
ized or distributed services?

The reqyirements in ISO/IEC 20000-1 for managing services through an effective
SMS apply to all types of services regardless of their configuration, size or com-
plexity, gr whether they are provided by internal or external service providers. A
service dan be provided, supported and consumed from any location. Whether a
service ip micro, aggregated, centralized, decentralized or distributed, it is critical
for each pervice component to be defined and documented for planning, imple-
menting| maintaining, improvement and retirement purposes. Examples of micro;
aggregafed, centralized, decentralized and distributed services are:

— micfo: the "buy" button when purchasing a product online;

— aggrlegated: an online banking service where all accounts for one/user can be
acc¢ssed from one page;

— cenfralized: a centralized IT network where all users confiect to a single
cenfral server;

— dec¢ntralized: customers receive energy suppliesfrom multiple sources;

— distfributed: mobile phone networks which use multiple base stations to
proyide connectivity.

Althoug

all clauses are relevant to operating, supporting, measuring and improv-

ices have been defined in the SMS, their configurations and CI relation-
be defined as.well. This ensures that if there is an addition, modification
al of any serwice within the SMS, all requirements in ISO/IEC 20000-1 can

— sizef mieto to large;

— composition: single or aggregated (comprised of multiple CIs or components);

— service provision source: centralized, decentralized or distributed services
provided internally or externally;

— service consumption source: internal or external customers/users.

Can ISO/IEC 20000-1 be used with bundled services? Clauses 4 - 10
An example of a bundled service configuration is an online banking application
provided by a banking organization. This service includes multiple service and
technology components and is used by the bank’s customers. Examples of bundled
services include:

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

— online banking application: the service component that processes online
banking transactions;

— support group: an internally-provided technical micro service;

— network services: the group that supports and enables enterprise network

and

internet connectivity;

— internet service provider: an externally provided service to connect the

organization to the internet and which provides consumer access to the
onlihe banking application;

— web
the

— inte
ban

—  cust
usin
Each ser
the orga
requiren
can also
selves.
As abun
ISO/IEC
ponents
the bund

hosting service: an externally-provided service that hosts the website of
banking organization;

Inal service desk: provides first line support services to the staff of the
K;

omer service desk: provides technical support services to the customers
g the online banking application.

vice listed can be considered micro to large depending upon the size of
hization and can be centralized or decentralized depending upon thé
pents of the organization. In some cases, components of a bundled service
be known as underpinning services or can be bundled servicesthem-

dled service, each service and component is subject to thé.,requirements of
P0000-1. Due to the defined relationships between the{services and com-
within a bundle, any introduction, modification or rémoval of a service in
le can affect other parts. These actions, for example; can be the result of a

modific

tion to the context of the organization, a leadership decision or a change

to an exflernally provided service.

Managepnent of change is essential for bundled seryviees, to ensure that the impact
of any infroduction, modification or removal of @'service or component in the bun-

dle is ass
with the

A robust]
ment act
ships wi
service i
tools car

essed, and that changes are appropriately approved and controlled in line
requirements of ISO/IEC 20000-1¢

integrated service management toolset can support all service manage-
ivities including the management of service definitions and CI relation-
hin a service. This includés bundled services like the example above. Each
5 defined as a CI with its'relationship to other Cls. Service management
provide a visual ser'wice mapping allowing a view of the CI connectivi-

ty Withril:lnpa service bundle-and any relationships to other services in the SMS. Of

equal i

ortance is the stotrage of, or link to, service-related documentation.

© ISO/IEC 2024 - All rights reserved
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Table 1 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Can ISO/IEC 20000-1 be used with cloud-based services?

There are cloud-based services that provide requirements management, version
control, reporting, task management, build, test and release management capabil-
ities. The cloud-based services can cover the complete application lifecycle. When
deciding to use a cloud-based service, consider the requirements including the
following points dependent on the context.

a)

b)

9

d)

e)
f)
g)

h)

Supplier management: are regular supplier reviews carried out to ensure
functional requirements, service levels and performance requirements are

8.2.6

8.3.4

8.4.3

8.5.1
8.6.1,8.6.3
8.7.1,8.7.2,8.7.3

mef]

Sery
cust

Cap
accq

Sery
rest
test]

Con
Cha

Inci
orp

Info
sery

and concerns are discussed?

rice availability management: how reliable is the service? Can the
omer’s service levels be achieved?

hcity management: is there enough to meet the customer’s demands,
unting for peaks in the service or development lifecycle?

rice continuity management: what is the supplier’s data back-up and
ore process? Does it meet the customer’s requirements? How often is this
pd?

figuration management: how will the service manage new baselines?
hge management: what process is used, what is the approval mgchahism?

Hent and problem management: what is the process for raising an incident
roblem?

rmation security management: is the information secure in the cloud
ice?

© ISO/IEC 2024 - All rights reserved
6



https://iecnorm.com/api/?name=79b7f366cbee3259826bfd3733c533bb

ISO/IEC TR 20000-17:2024(en)

5.3 Can an SMS be sustainable?

Guided by the UN 2030 agenda for sustainable development and its sustainability development goals
(SDGs), organizations around the globe are adopting initiatives in areas that are crucial for the planet
across environmental, social and economic pillars. ISO/IEC 20000-1 specifies an SMS for managing services
across the lifecycle, by providing visibility, control and continual improvement. An SMS, as an element of the
management of services, can include support across all of the three sustainability pillars. See Table 2.

Table 2 — Sustainability within an SMS

Topic

ISO/IEC 20000-1:2018
number

clause

Building sustainability into the SMS

ISO/IEC 20000-1 specifies requirements for managing services across lifecycle stages
of planning, support, operation, performance evaluation and improvement of services
to fulfil §ervice requirements and deliver value.

gement ensures that the organization’s sustainability vision and plan are
the SMS through appropriate inclusions in the service management policy,
anagement objectives and service management plan.

gas emi

4.1,4.2
5.1,5.2
6.1,6.2,6.3
8.2.3

8.3'2

Environmental aspects

An SMS ¢an enable a sustainable supply chain through procurement practices with
evaluatipn and selection of appropriate suppliers and supplier performance mon-
itoring, for example, supplier’policies for waste management, carbon neutrality,
estimatdd lifetime costiof.€nergy consumption of new equipment.

Asset mdnagement€nsures that assets used to deliver the services are managed
accordinfg to legal and regulatory requirements and contractual obligations which
can inclyde sustainability requirements, for example, selection of assets with min-
imum ecp-feotprint, asset tracking, re-use and effective disposal.

ISO/IEC R00Q00-1 requires demand management and capacity management to fore-

8.1

8.2.5

8.3.4
8.4.2,8.4.3
8.5.2

cast and manage capacity requirements as well as to monitor and optimize service
performance. An organization can design its services to use components that have
minimum environmental impact and optimized utilization enabling sustainabil-
ity, for example, to reduce energy consumption per service and reduce resource
requirements (e.g. CPU, memory, storage per service).

© ISO/IEC 2024 - All rights reserved
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Table 2 (continued)

ISO/IEC R0000-1 requires budgeting and accounting for services to enable effective
financia] control and decision-making for services. Financial accounting can include
costs and cost savings from sustainability actions (e.g. asset reuse, circular economy).
Sustainapble procurement and consumption practices affect service costs. Budgeting
and accdunting includes monitoring and reporting on actual costs against budget

Topic ISO/IEC 20000-1:2018 clause
number

Social aspects 71,7.2,7.3

Effective delivery of an SMS strategy which includes sustainability requires 8.2.3

allocation of human resources with the right awareness, skills and competency 8.3.4

levels to implement the sustainability vision, plan and actions designed within the

SMS. The cultures of the organization, sector and geography are also considered.

Supplier evaluation criteria and sustainability-related contractual obligations

influence supplier policies and actions (e.g. safe and secure working environment,

fair wages).

Economiic aspects 8.4.1

(e.g. assdqt reuse, circular economy).

2 Undef preparation. Stage at the time of publication: ISO/IEC DTS 20000-16:2024.

5.4 C3n an SMS be used with different methods, frameworks and technologies?

The serfvice management and technology environment is constantly changing. That does npt mean
that ISO/IEC 20000-1 needs to constantly change with each of’thése increments. The requirefnents in
ISO/IEC|20000-1 are generic and can be used with all types of methods, frameworks and technology. These
are unigue to each organization and will impact how the SMS and the services are designed. See Talple 3.

Table 3 — Operating an SMS with different methods, frameworks and technologies

Topic

ISO/IEC 20000-1:2018 [clause
number

The SM§ and technology

ISO/IEC P0000-1 has been written as a generic International Standard that can

be appligd regardless of the nature of services\delivered or the type or size of

the orgahization. Even though the title ofithe document specifies “information
technology”, it is about managing the sefvices and the technology used to deliver
the services, rather than about defining'the technology used. ISO/IEC 20000-1 has
been applied in a wide range of services, including pure IT services (e.g. internet
services] and services using digital information (e.g. forestry management servic-
es). At the same time, hardly-any services today do not make use of an IT compo-

1.2

nent, evdn if just for paymentor registration to the services.

© ISO/IEC 2024 - All rights reserved
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Table 3 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

The SMS and methodologies/frameworks/tools

Increasingly, organizations adopt service delivery practices that aim for faster
value creation for customers. Like technologies, the requirements in ISO/IEC
20000-1 are also independent of the methodology, products or tools used to imple-
ment and manage the SMS or provide the services. ISO/IEC 20000-1 specifies what
the organization is required to do, not how it is done.

Detailed guidance to manage an SMS and the services can be found in frameworks
such as ITIL®2 and process reference models such as CMMI®P for Services. There

1.2

are many others that can be considered, such as FIISM®),* COBI'T®" and VerisM®.*

Framew¢rks such as Lean, Agile or DevOps, or a combination of these, can be used
to suppojrt the management of services.

An organization can even choose to provision services using their own framework
or no framework at all; the nature of the services with the size and maturity of the
organizdtion determines what is most appropriate.

When mpltiple suppliers are used, the organization can choose to utilize service
integration and management, SIAM™,f which provides a framework to manage
multiple[suppliers centrally using a service integrator function.

For mor¢ information, see:
— ISOfIEC TS 20000-11 for guidance on using ITIL with an SMS;

— ISOfIEC TS 20000-14 for guidance on using SIAM with an SMS;
— ISO/IEC 20000-3 for examples of the use of a service integrator with an SMS;

— ISOfIEC TS 20000-15 for guidance on using Agile and DevOps‘with an SMS.

The ISOAIEC 20000 Handbook: IT service management - A practical guide, also
contains{useful information on this topic.

The SM§ and digital transformation

Digital djisruption has escalated and the speed of change is evident across indus-
tries reshlting in new business models. The use of digital technologies in business
servicesfand the need to adapt the organizationto them is referred to as digital
transformation.

Digital transformation can include the useof basic technologies such as process
automatjon or advanced technologies (elg. cloud computing, software-defined
infrastrycture, internet-of-things (leT)-and artificial intelligence (AI)).

The com‘Lnon aspects of current digital transformation technologies suggest the
following:

=

— rapidly changing busiiiess models present benefits and challenges to the SMS,
proyiding stability and reliability to assure business and service continuity,
while simultaneausly offering flexibility and agility to respond to changing
business demands;

— the PMS has-to focus first on knowledge of the business and service objectives
and|seecond on enabling processes and tools;

7.6
8.3.2,8.3.3
8.7.2

— in asignificantchange fmcustomer expectations, Success s attabout the
customer experience as judged by the customers themselves, indicating that
an “outside-in” perspective is essential when designing and improving the
SMS;

— services are most effective when defined from the perspective of the end-to-
end business processes and when they include all the components that enable
delivery of the services beyond the technologies that enable it;

— the organization addresses the risk that services will increasingly rely on
complex and sophisticated technologies.

© ISO/IEC 2024 - All rights reserved
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Table 3 (continued)

Topic ISO/IEC 20000-1:2018
number

clause

See the ISO/IEC 20000 Handbook: IT service management — A practical guide, for
useful information on this topic.

Example: Process automation 8.3.2
The incident management requirement in ISO/IEC 20000-1 is just one example 8.6.1
of a process that can benefit from this type of automation. For some services, the
process of opening, resolving and closing incidents can be automated, removing
the need for human intervention.

For example, a cloud-based service can have automation in place that collects

events fijom the servers and storage to decide, based on specific rules, to switch
over to Hackup processing and storage if the primary servers become unavailable.
Automatfion can create an incident ticket for this event, switch over the systems to
backup, est the availability of the services and, if successful, resolve and close the
incident|noting the action taken to restore the services. With the agreed policies
and prodesses in place, process automation can speed up incident resolution and
as a result, enhance the customer experience. It is important to ensure that the
organizdtion is able to demonstrate evidence of meeting the requirements of ISO/
IEC 200(00-1 when process automation is put in place.

A]TIL® s a registered trade mark and product owned by AXELOS Limited. This irfformation is given for the
ience of Yisers of this document and does not constitute an endorsement by ISO ér JIEC of the product named.
lent prodqucts may be used if they can be shown to lead to the same results.

b CMMI@® is a registered trademark of the CMMI Institute, LLC. This information is given for the convenience
of this dgcument and does not constitute an endorsement by ISO or IEC ef the product named. Equivalent pr
may be ysed if they can be shown to lead to the same results.

¢ FitSM@ is a registered trademark of ITEMO. This information is’given for the convenience of users of this d
ment angl does not constitute an endorsement by ISO or IEC of the product named. Equivalent products may
if they cgn be shown to lead to the same results.

d COBIT® is a registered trademark of ISACA. This information is given for the convenience of users of this d
ment angl does not constitute an endorsement by ISO or [EC of the product named. Equivalent products may
if they cgdn be shown to lead to the same results.

¢ VeriSM[® is a registered trademark of IFDC. Thisinformation is given for the convenience of users of this d
and doeq not constitute an endorsement by ISO@r*[EC of the product named. Equivalent products may be us
they can|be shown to lead to the same results;

fSIAM™ |is the trademark of a product supplied by EXIN. This information is given for the convenience of use
this docgiment and does not constitutean endorsement by ISO or IEC of the product named. Equivalent prod
be used If they can be shown to lead\to-the same results.

NOTE Within SIAM, the term "supplier” is referred to as "service provider".
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5.5 Who can be assigned as top management?

Top management is a term used in ISO/IEC 20000-1 and other management system standards. This can be a
point of confusion about what exactly is meant and who can take up the role. See Table 4.

Table 4 — Top management within an SMS

Note 2 t@ entry: If the scope of the management system covers only part of an or-
ganizatipn, then top management refers to those who direct and control that part
of the organization.”

Top manfgement can be one person or a group of people with specific responsibil-
ities. Th¢ key is in Note 1 to entry of the definition - that they have the power to
delegate|authority and provide resources.

For a smpll organization or an organization where the provision of services is‘the
whole orjganization, top management is the person or board at the top of the,or-
ganizatipn. For a large organization, as stated in Note 2 to entry of the definition,
top manpgement is the top of the relevant part of the organization in scope of the
SMS (e.g| the top of the IT service department if that is the scope of the SMS).
Where SJAM is involved, if the customer organization is the scop€‘of the SMS, then
top manpgement is in the customer organization. If the STAM{Supplier is the scope
of the SMS, then top management is in the SIAM supplier.

It is not possible to outsource the role of top managementwho always remain
accountgble for the SMS and delivery of services. Top,1itanagement has specific
responsibilities for leadership and management review. In addition, for major inci-
dents, top management are kept informed.

Refer to [SO/IEC 20000-2 and ISO/IEC TS 20000=5 for other useful information
about the role of top management. Refer toASO/IEC TS 20000-14 for guidance on

using SIAM with an SMS.

Topic ISO/IEC 20000-1:2018 clause
number

Top maagenremnt 51

Top manfagement is defined in ISO/IEC 20000-1:2018, 3.1.21, as "person or group |5.2.1

of peopl¢ who directs and controls an organization at the highest level. 5.3

Note 1 t¢ entry: Top management has the power to delegate authority and provide |g8.6.1

resourcegs within the organization. 9.3

5.6 Wlhat is the difference between the many types of requirements in ISO/IEC 20000-1?

There arfe many types of requiirements in ISO/IEC 20000-1. These include general requirements (re
hereaftdr as "shall statements"), service requirements and capacity requirements. To establish an §
importapt to understand the difference between the different type of requirements. See Table 5.

Table 5 — Different types of requirements in ISO/IEC 20000-1

ferred to
bMSS, it is

Topic

ISO/IEC 20000-1:201

B clause

number

"Shall statements"
In ISO/IEC documents, the language used is significant. The following verbal forms
are used to indicate specific provision types:

a) “shall” indicates a requirement;
b) “should” indicates a recommendation;

c¢) “may”indicates a permission;

d) “can”indicates a possibility or a capability.

© ISO/IEC 2024 - All rights reserved
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Table 5 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Information marked as “NOTE” is for guidance in understanding or clarifying the
associated requirement.

A "shall statement" indicates a requirement that needs to be met by an organization
if it wants to demonstrate conformity to the document. For example, the simple
statement "The organization shall retain documented information on the service
management objectives" requires an organization to be able to provide evidence of
the documentation about the service management objectives to demonstrate con-
formity to this requirement.

ISO/IEC PUOUU-T:2018, 4.4. states "The organization shall establish, implement,
maintain} and continually improve an SMS, including the processes needed and their
interactions, in accordance with the requirements of this document.”

Similarly in ISO/IEC 20000-1:2018, 5.3, top management assigns responsibility and
authority for "ensuring that the SMS conforms to the requirements of this docu-
ment."

The phrgse "requirements specified in this document" is also referred to in planning
for the SMS and for documentation. Internal audit requirements in ISO/IEC 20000-
1:2018, 9.1, state the need to check that the SMS conforms to "the requirements of
this docyiment."

For conttol of parties involved in the service lifecycle, ISO/IEC 20000-1:2018,
8.2.3.1, qtates "The organization shall retain accountability for the requirements
specified in this document and the delivery of the services regardless of which party
is involved in performing activities to support the service lifecycle."

In all these cases, the requirements are referring to the "shall statements” in the
document. It is the "shall statements" which refer to the other types(of requirements
which arje explained below.

The othdr verbal forms (should, can, may) do not indicate requiréments and organ-
izations o not need to demonstrate conformity to these. However, conformity to
them is ljkely to be useful.

The defipition of service management in ISO/IEC 20000:1:2018, 3.2.22 has a useful
note refdrring to requirements: "This document provides a set of requirements that
are splitfinto clauses and subclauses. Each organization can choose how to combine
the requjrements into processes. The subclauses’can be used to define the processes
of the organization’s SMS."

Requirements (overview)

A requirpment is defined in ISO/IEC:20000-1:2018, 3.1.19, as a "need or expectation
that is stjated, generally implied or\obligatory." The first two notes which accompany
this defipition are important:

"Note 1 fo entry: “Generally-implied” means that it is custom or common practice for
the orgahization and interested parties that the need or expectation under consid-
eration ip implied.

Note 2 tg entry: A specified requirement is one that is stated, for example, in docu-
mented nformation.”

4.2

4.3
521
6.1.1
6.2.1
8.1
8.3.4.1
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Table 5 (continued)

Topic

ISO/IEC 20000-1:2018 clause

number

There are many places in ISO/IEC 20000-1 which refer to requirements generically.
For example, in [SO/IEC 20000-1:2018, 4.2, "The organization shall determine the rel-
evant requirements of these interested parties" followed by a note stating that these
requirements can be of various types such as service, legal, regulatory or contractual
obligations.

These requirements from ISO/IEC 20000-1:2018, 4.2, are then referred to again to
ensure that the requirements are carried through when determining the scope of the
SMS as well as the risks and opportunities.

There isfarequirement that the service management policy 'includes a commitment
to satisfly applicable requirements." Similarly, "applicable requirements" are to be
taken info account when setting service management objectives. These "applicable
requirements” are those identified in ISO/IEC 20000-1:2018, 4.2, as well as all other
requirerhents within the document as relevant to the service management policy and
objectiv¢s. Operational planning and control requirements are covered in "plan, im-
plementfand control the processes needed to meet requirements” and "establishing
performfnce criteria for the processes based on requirements." These requirements
are as abpve, i.e. gathered from looking at the context of the organization and all others
within tlhe document.

Managenent of external suppliers refers to "requirements to be met by the external
supplier| These are very specific requirements that will vary depending on the service
or prodyct that is being purchased from the external supplier (e.g. service\targets,
product ppecification, information security requirements).

42,44
5.1f),5.1h)
7.3
9.21a)1)

the SMS Fequirements into the organization’s business processes." This means that

the SMS |s not just an add-on to the normal business activities, but is integrated into

them. THe internal audit process is required to.check for conformity to "the organi-

zation’s pwn requirements for its SMS".

Ensuring awareness of the SMS requirements including the benefits and implica-

tions of pot meeting them is important:

Service requirements 4.2,4.3

Service fequirements are defined.in ISO/IEC 20000-1:2018, 3.2.26, as "needs of cus-|5.1 b)

tomers, fisers and the organiZation related to the services and the SMS thatare stated|6.1.2 a) 2), 6.3

or obliggtory 71,7.54f)

Note 1 t¢ entry: In the gontext of an SMS, service requirements are documented and |g 5

agreed rpther than generz_;llly implied. There can also be other requirements such as 83

legal and regulatery‘requirements.” '

ISO/IEC R0000<}frequently refers to service requirements. Examples are service level 8.4.3

targets, hour's of service, functionality and information security. 8.5

The desi 8.7

bn.0f new or changed services includes requirements for "changes to human,

technical, information and financial resources” and requirements for "appropriate
education, training and experience."
The capacity and performance, service availability and service continuity requirements
are part of the service requirements.
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Table 5 (continued)

Topic ISO/IEC 20000-1:2018 clause
number

Obligations — contractual, policies, standards, legal and regulatory require- 4.2 Note 1

ments 6.3 ¢)

Obligations are referred to in the service management plan. This refers to: 8.2.5

a) policies (e.g. service management policy, organizational policies, technical 8.34.1
architecture policies); 8.7.3.1

b) standards (e.g. ISO/IEC 20000-1, other international or national standards,
other regulatory body standards);

c¢) confractual requirements e.g.:

1) |the organization’s contractual requirements to its customers such as
service levels;

2) |supplier’s contractual requirements to the organization such as delivery
times for products;

3) |the organization’s contractual requirements to its suppliers such as
payment terms;

d) legdl and regulatory requirements. They can also be referred to as
"obliigations". These will vary according to many factors such as countryand
typ¢ of service (e.g. data protection laws, environmental regulations).

Obligatigns are documented in the service management plan or refergedto from
there. They are then referred to again in requirements for asset management. The
most cothmon example here is about meeting contractual obligations with asset
supplier§ such as software licence terms. The information seeurity policy takes into
account the obligations in the service management plan.

In the mgnagement of external suppliers, contractual obligations are in the contract
which cqn be drawn up by the organization or the supplietr. The organization assess-
es the allgnment of these contractual obligations with'the customer service level
targets gnd manages identified risks. The organization monitors supplier perfor-
mance ifjcluding against these contractual obligations.

Capacity and performance requirements 8.4.3

Capacityland performance requirements are only referred to in the capacity man-
agement{clause of ISO/IEC 20000-1. Capacity requirements are for "human, techni-
cal, infojmation and financial resotirces"” to meet current and future demands for
services|(see 5.8 of this document for an explanation of resources).
Capacitylrequirements take into consideration service requirements and perfor-
mance r¢quirements. Examples of performance requirements are speed of response
to an incjdent or speed ofionline service requests.

Capacitylrequiremenfiexamples are:
— hunjan resouyrees: number of staff, capability of staff;

— tecHnical resources: network bandwidth, storage space, memory, number of
laptpps/desktops;

— information resources: storage for the documented information, storage and
processing capacity for the data within the systems;

— financial resources: budget.
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Table 5 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Service availability requirements

Service availability requirements are determined in the service availability clause.
They are also a consideration for capacity planning.

Service availability is defined in ISO/IEC 20000-1:2018, 3.2.16, as "ability of a ser-
vice or service component to perform its required function at an agreed time or over
an agreed period of time."

The requirements are derived from the risks for service availability and considering
the business requirements, service requirements and service targets.

8.4.3b)
8.7.1

Examples of service availability requirements are hours of service or percentage up
time. Seqjvice availability requirements can be at a service or component level.

Service rontinuity requirements

Service ¢ontinuity requirements are determined in the service continuity clause.
They ard also a consideration for capacity planning.

Service ¢ontinuity is defined in ISO/IEC 20000-1:2018, 3.2.19, as "capability to deliv-
er a servfice without interruption, or with consistent availability as agreed."

The reqyirements are derived from the risks for service continuity and considering
the busifess requirements, service requirements and service targets.

Examples of service continuity requirements are service level targets when in a
continuity state and targets for recovery by service.

There isfn additional requirement for the service continuity plan to include service
recovery requirements. These will typically cover which infrastructure@nd systems
need to e brought back on-line first to enable services to recommence.The remain-
ing reco{ery sequence is normally derived from business impact assessments to pri-
oritize those systems which have the highest business impact ifthey are unavailable
for a proJonged time.

8.4.3b)
8.7.2

Businespk requirements

Planning the services refers to prioritizing requests for change or proposals for new
or changed services to align with “business needs.”

Agreed fequirements for service availability and service continuity both refer to
taking injto consideration “business requirementsy”

In both these cases, it is important to considerithe customer of the service and their
businesgneeds (e.g. the service needs to b€ available 24/7 to satisfy customer de-
mand, the continuity test cannot include powering down the whole system for half a
day due fo business demands).

8.2.2
8.7.1,8.7.2

Planning and reporting requirements

Internal jpudit refers to an audityprogramme including the “planning requirements.”
An exampple of the planningTequirements for internal auditing are given in the list of
items to [consider for planning the audit programme. “Additional planning require-
ments” dan be dates of external audits, availability of internal auditors and any
issues that arise with.the SMS.

“Reporting requitements” are referred to in service reporting. The reporting
requirerents-dtereports which are mandatory in the document, those that are re-
quired by custemers or regulators and those that are required by the organization
itself.

9.2.2 a)
9.4

Refer to ISO/IEC 20000-2:2019, Annex A, for a list of mandatory reports required in

ISO/IEC 20000-1.
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5.7 How does risk management fit within an SMS?

Identification and actions to address risks are a key part of ISO/IEC 20000-1 and all other management
system standards. Risk is covered in several places in the document so many questions about how risks can
be managed in an SMS can arise. See Table 6.

Table 6 — Risk management within an SMS

Topic ISO/IEC 20000-1:2018 clause
number
Risk-baged thinking 6.1

Risk-basgd thinking enables an organization to determine the factors that could
cause it management system and processes to deviate from the planned results,
to put in|place preventive controls to minimize negative effects and to make maxi-
mum us¢ of opportunities as they arise.

Risk-based thinking is embedded in ISO/IEC 20000-1. It allows management to
prioritize customer requirements and define their effect on service provision. It
ensures fhat the risks are fully understood before making a decision. In applying
risk-bas¢d thinking, both short-term and long-term benefits can be considered. It
is possiblle to sacrifice a short-term benefit to achieve a long-term gain. The risks
identified by an assessment of the organization are addressed during SMS plan-
ning to give assurance that the SMS can achieve its intended results.

Risk ass¢ssment is the overall process of identification, analysis, evaluation-and
treatment of risks. Categorizing risks and maintaining their historical data makes
assessment and treatment of similar risks in the future much easiery

Refer to [SO 31000 for guidance on risk assessment.

Risks anjd opportunities 6.1
Risks ar¢ identified by conducting a risk assessment to assure that the SMS can 6.3
achieve its objectives and the service requirements can be-met. The impact and 10.2

probabiljty of the risks related to the management anddoperation of the SMS and
the services are determined. An approach to address:the identified risks is devel-
oped to include any actions required to treat risks:'Risks are reviewed at regular
interval§ to ensure effective management.

Risk acc¢ptance criteria indicate a threshold. Risks below the threshold can be
accepted by the appropriate level of management and risks above the threshold
need to Be treated.

Every organization will have a different risk appetite, which is the level of risk that
is acceptfable to the organization‘in order to achieve its goals. In some organi-
zations, fop management camfatithorize the acceptance of a high risk item. It is
possibleffor different divisions within a single organization to have different risk
appetitef.
Although the main requirements for risk are in ISO/IEC 20000-1:2018, 6.1, there
are also many other‘mentions of risk in the document. Risks are assessed for the
SMS, ser}ices, séxvice availability, service continuity and information security.
additional considerations for risks when making decisions about ap-
proval of rejection of change requests, supplier contract alignment with customer
service level-agreementsandplanningthe-SMS

CCTIeS oIS Pt T T et S CIIC O IO

Risks are also considered when reviewing potential opportunities for improve-
ment where risk reduction can be a good reason for approval, and risk reduction
can be a target to measure success of the improvement.

Opportunities are also identified. These are positive risks - which allow an organ-
ization to gain benefits. Examples are where an organization can gain a competi-
tive advantage by being certified to ISO/IEC 20000-1 or where the time and effort
spent on service continuity planning and testing can support the needs of the
business for business continuity.
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Table 6 (continued)

Topic ISO/IEC 20000-1:2018 clause
number
Documenting risks 6.1.2,6.1.3
A risk register can be used to document, manage and progress the mitigation of
risks. There are different ways to document a risk varying from complex risk tools
to spreadsheet format.
Some organizations have different risk registers for different types of risk. For example:
— information security risks are separate from all other risks;
— business continuity risks are stated in the business continuity plan;
— cor]lorate risks are kept separately and other documented risks are only
addgd to the corporate risk register if they are very high risks.
To provifle clarity of the source of risks and updates to the mitigation and resolu-
tion of eqch risk, the following information can be considered for a risk register:
— unique identifier (e.g. risk no. 123);
— datg identified;
— riskldescription;
— trigger (e.g. loss of power to the office);
— imppct description;
— target date for mitigation;
— riskjcategory (e.g. commercial, information security, operational);
— risklsub-category (e.g. external party);
— riskjowner (accountable for monitoring, escalation and reporting progress);
— imppct (e.g. low/medium/high);
— likelihood (e.g. unlikely, likely, very likely)s
— caldulated risk (e.g. impact x likelihood);
— resifual risk;
— initfal mitigation;
— statjus (e.g. new, open, closed).
Management review 9.3
Documented risks atereported on a regular basis (e.g. monthly). Those risks
deemed fritical/liigh are escalated to top management when they arise. Any risks
that hav¢ materialized are reported to top management and mitigating actions are
agreed als aimatter of urgency.
The riskfrepert is in an agreed format that the organization can understand and

provides the required level of information for decisions to be made and action to
be taken.

A review is conducted to confirm the effectiveness of mitigating actions taken
and to identify any further improvements. The SMS management review covers a
review of the risk log and the effectiveness of actions to mitigate the risks.
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Table 6 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Suppliers

The risks of the involvement of third parties are identified and actions planned

to address any risks (e.g. the risk of suppliers not providing goods/services when
requested can possibly be mitigated by having alternative suppliers available).
When procuring and managing suppliers, it is important to assess the risk of sup-
plier viability in continuing to operate in the marketplace.

Agreements are in place to ensure that the supplier understands their obligations
to fulfil the organization’s requirements. This is particularly important for resolv-

6.1.2
8.3.4.1

ing incidents within an agreed service level. RIsKs are identiiied when agreeing
the suppllier contract to review the alignment of the supplier service levels with
the custgmer service levels (e.g. if the customer service level is to resolve an inci-
dent within 8 hours and the supplier who will be involved in some incidents has a
12-hour kervice level, then this is a risk).

Example: Transition to a SIAM environment with an SMS

An examiple of the management of risk in an SMS is where an organization under-
takes th¢ transition to a SIAM model in a manner that meets its needs and risk
appetite| SIAM is a service management methodology that includes services inte-
grated afross multiple suppliers (known as service providers in SIAM). Moving to
a SIAM rhodel is a significant change for an organization which requires careful
assessment and planning of the implementation requirements for time, budget/and
effort. A[SIAM implementation can include the following risks:

— issufes or constraints that were not identified in discovery and strategy stages;
— intefmediate states that have not been identified in the plan and build stage;

— project dependencies that were not previously identified-erare not met during
the jmplementation stage;

— deldys in implementation;

— orggnizational change resistance.
Refer to [SO/IEC TS 20000-14 for guidance on.using SIAM with an SMS.

6.1

Plan thq services and change management

The chajge management process needs to-focus on the risks of making the change.
During the steps of the change management process, particularly assessment and
approval, risks are considered and'mitigated. Risks can include:

— hunjan resources (e.g. are there sufficient resources to effectively plan, build
and|test the change?);

— skills (e.g. do the staff have the capability to perform all the activities?);
— testng the change (e.g. is there a suitable test environment and test data?);
— timg¢ (e.g.js-the timescale realistic to meet the target implementation date?);

— oth¢rsépvices (e.g. will this change have an adverse impact on other services?).

8.2.2
8.5.1.3

Whatever the case, all risks are considered and either mitigated or accepted by the
business.

The alternative scenario can also be considered: what is the risk if the change is not
approved? Sometimes the answer to this question is much more telling that assessing
the change itself.
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Table 6 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Service continuity

— Business impact analysis (BIA)

Prior to drafting service continuity plans, a risk analysis is required against those
areas within scope. This is commonly known as a business impact analysis. In addi-
tion to identifying key service requirements, it will also identify risks impacting the
continuity of the business. These risks are documented and mitigated where possible.
Examples of risks to service continuity are fire, flood, cyber-attack, power outage.
Refer to ISO 22301 for further information and guidance for business continuity.

8.7.2

— Plans

Service dontinuity plans can include risks to recovery that have been identified during
the BIA But not fully mitigated.

— Testreports

A servic¢ continuity exercise, where a scenario is tested against service continuity
plan(s), ik likely to identify risks associated with the recovery of the service(s) being
affected| The exercise report will document these risks and they can be managed to
closure jia the organization's risk or continual improvement process. On completion,
the exer¢ise can be repeated until deemed successful.

It is impprtant to note that in each of the areas above, the danger of not acting.on
identified service continuity risks increases the likelihood of protracted outages
during alservice continuity event.

Informdtion security

Information security risks impacting the SMS need to be identified and miitigated
by the uge of controls. Information security covers three pillars: confidentiality,
integrityf and availability. The risk assessment needs to consider:all of these three
pillars. Hlans to test information security risk scenarios are teybe’scheduled in
conjunctfion with the service continuity process.

ISO/IEC R7001 and ISO/IEC 27005 contain requirements.and guidance about in-
formatign security risks.

8.7.3.2
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Table 6 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Demand management, capacity management, service availability manage-
ment, service continuity management

These processes are interrelated but remain distinct:
— service availability concerns the design and management of the service to
meet availability needs in a normal environment;

— service continuity concerns ensuring availability under non-typical
circumstances;

8.4.2,8.4.3
8.7.1,8.7.2

— capdjcity concerns the resources needed to support service delivery either in a
normal or a disrupted environment;

— without capacity, service availability and, by default, service continuity, service
deliyery cannot be guaranteed.

include it in the service continuity plans.
sidering capacity, it is important to allow enough capacity to support

replace qr expand capacity are to be included in the risk assessment{e.g. will cur-
rent suppliers have the necessary resources to support the organization’s needs?
[s it necqssary to engage additional suppliers?).

Lastly, s¢rvice continuity is in place to deliver the agreed services at an agreed
level if a|disaster has occurred. There are multiple scenariesfor developing ser-
vice continuity plans (including do nothing) and this is.animportant discussion to
be held Hetween the customer and top management.Sérvice continuity planning
and having the necessary resources and facilities to deliver services in times of
dysfunction is not without cost (e.g. personnel, teehnology, office space). Too often,
service dontinuity is the process that is dropped from the operational budget
when fupds become tight - what is the risk'there? In reality, service continuity
only hasfvalue if it is available when needed. Otherwise, it is an investment that
does not|{provide any return and that.¢an be very difficult to sell to management.
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5.8 What are the four types of resources in ISO/IEC 20000-1?

ISO/IEC 20000-1 always refers to resources as four types: human, technical, information and financial.
However, there is no definition of resources or these types of resources. See Table 7.

Table 7 — The four types of resources in ISO/IEC 20000-1

Topic ISO/IEC 20000-1:2018 clause
number

Resourges 518}

Resources are referred to in many clauses because it is vital to ensure that the 6.2.2b), 6.3 ¢€)

appropriate level of resources are available, co-ordinated and used in the SMS. Re- |71
sponsibility for this is ultimately with top management and the level and capability (g1 g2 9
of resoufces is one of the items reviewed at the management review. 8.4.2’ 8.4.3

Resources are detailed in plans for achieving objectives, for the SMS and the servic-

. o . 8.5.2.1(¢);-8.5.2.2 b)
es. For npw or changed services, resources are detailed in the plan and design stag- .

es with grioritization taking into account available resources. One of the potential 9.3()

criteria for targets for opportunities for improvement is utilization of resources. 10.2 a)

Resources are also mentioned in some definitions in ISO/IEC 20000-1:2018,
Clause 3

There isf clause in ISO/IEC 20000-1 called ‘Resources’ which concerns the detéymi-
nation apd provision of resources. It is present in all management system standards
but in ISP/IEC 20000-1, the four types of resources have been introduced.ir’addi-
tion to alspecific mention of the SMS and the services. This clause is aboutall types
of resoufces. Some organizations do not classify resources within thgfour types in
ISO/IEC R0000-1 (e.g. buildings and associated utilities can be classified as techni-
cal resoyrces). See further explanation in this table for the fouitypes of resource
(human,|technical, information and financial) with examples of each.
Capacitymanagement is a specific service management process. It is driven from
the demgnd information as stated in the note in ISO/IE€ 20000-1:2018, 8.4.2 “De-
mand mfnagement is responsible for understanding‘current and future customer
demand ffor services. Capacity management works\with demand management to
plan and|provide sufficient capacity to meet theZdemand.”

Capacityymanagement usually focuses on technical capacity which includes the
techniczland information resources. Thexcapacity planning for human capacity is

usually done at a strategic level by mapagement and the human resources depart-
ment. Sifnilarly for the financial capacity with the finance department. Human
resource capacity takes into account'the availability of internal resources and the
need forfthe use of external resources. The human and financial resource capac-
ity takedinto account the demiand information for the technical and information
resourcq requirements.

It can therefore be seenthat there is a close relationship between clauses for re-
sources fnd capacitj2mhanagement.

Human resounces 5.1j)
Human rlessutrces are those people required for the operation of the SMS and the 6.3¢€)
services. 71,7.2,7.3,7.5.1,7.6

Human resources are also referred to as ‘persons’ in many places in ISO/IEC 20000- |g8.4.3

L 8.5.2.1¢),8.5.2.2 b)
Top management need to direct and support “persons to contribute to the effective- |g ¢ >

ness of the SMS and the services.” 8731
It is important to ensure that the persons operating the SMS have the necessary 9'3' .)'
competencies and awareness. For example: )
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Table 7 (continued)
Topic ISO/IEC 20000-1:2018 clause
number

— the extent of documented information required for an SMS can vary depending

on various criteria, including the “competence of persons”;
— knowledge needs to be “relevant, usable and available to appropriate persons”;
— instructions for the fulfilment of service requests need to be “available to

persons involved in service request fulfilment”.
The information security policy and its applicability to the SMS and the services
need tO lP\. \.Ullllllull;\.ﬂt\.d tU Cll_ll_ll U}Il ;Gt\., }J\.,l OUILO.
Technicpl resources 6.3 ¢)
Technicdl resources can include: 7.1
— hardware; 8.4.3

it . 8.5.2.1¢)8.5.2.2b)

— software; 9.37)
— offi¢e based equipment (e.g. photocopier, scanner, printer);

buildings and associated utilities;

trarjsportation resources.

For exanpple, many organizations use cloud-based technical resources. Although
these ar¢ usually not owned by the organization, the planning for their use.and how
much capacity is needed can impact the licence requirements. Other putsourced
functionf require similar planning.

Informdtion resources
Information resources are of two types:

a)

doc
recq

hments of any type: paper-based or electronic.(e.g. policies, processes,
rds, reports);

b) datd of any type or purpose (e.g. organization data, customer data).
Information resources need to be consideredijii-demand and capacity management.
There needs to be sufficient capacity to holdthe documents in an electronic document
repositofy or a secure filing space for paper-based information. The demand for this
needs to|be forecast in demand management. The volume of data needs to be consid-
ered for hetwork and storage capacity:

For all type of information resource, information security risks are identified and
relevant|controls put in places:

6.3 ¢)

7.1

8.4.2,8.4.3
8.5.2.1¢),8.5.2.2 b)
8.7.3

9.3j)

Financigl resources

Financiz;ﬁ resources aréithe budget that is available for the operation of the SMS and
the services.

Financial resourdes)are mentioned in many places with the other resources.

The maip requirements regarding financial resources are in the clause covering
budgetirlg and-accounting for services. The financial impact of changes is consid-
ered in change management.

6.3¢€)
7.1
8.4.1,8.4.3

8.5.1.3,8.5.2.1¢),8.5.2,

9.3)

2 b)
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5.9 How are suppliers managed within an SMS?

In ISO/IEC 20000-1, an organization can use internal suppliers, external suppliers or customers acting
as a supplier to provide or operate their services, service components or processes. What specifically is
meant by these three types of supplier and how is each managed? Is it possible to have no suppliers? How
are multi-supplier environments managed? ISO/IEC 20000-1:2018, 8.2.3, Control of parties involved in the
service lifecycle, and ISO/IEC 20000-1:2018, 8.3.4, Supplier management, are closely related but what is the
difference and the relationship? See Table 8.

Tabte 8— The three types of supptiers withiimam SMS

Topic ISO/IEC 2000041:201/8
clause number

The three types of suppliers 8.2.3
— Extérnal supplier 8.3.4

“Externdl supplier” is defined in ISO/IEC 20000-1:2018, 3.2.4 as “another party that is
externallto the organization that enters into a contract to contribute to the planning,
design, tfansition, delivery or improvement of a service, service component or process

Note 1 tp entry: External suppliers include designated lead suppliers but not their
sub-confracted suppliers.

Note 2 t¢ entry: If the organization in the scope of the SMS is part of a largerorgani-
zation, the other party is external to the larger organization.”

External suppliers can include those that supply products or services that.tan appear
not to b¢ directly related to the services themselves, such as facilities, management,
hardwarile suppliers or cloud storage suppliers.

Agreemgnts with external suppliers will be in the form of contfagts.
— Internal supplier

“Internal supplier” is defined in ISO/IEC 20000-1:2018, 3.2.8yas “part ofalarger organ-
ization that is outside the scope of the SMS that enters/into a documented agreement
to contripute to the planning, design, transition, deliyery or improvement of a service,
service jomponent or process

EXAMPLE Procurement, infrastructure, financé human resources, facilities.

Note 1 td entry: The internal supplier and the organization in the scope of the SMS are
both parft of the same larger organization™

Typically, this situation will arise in alarge organization where part of the organization
is in the [scope of the SMS (e.g. the/IT\service department). Other parts of the organ-
ization qutside of this SMS scope can contribute to the operation of the SMS (e.g. the
project team who work on service design and transition). It is the other parts of the
organizdtion who are classéd)as an internal supplier.

An agreement with an internal supplier is usually known as an operational level
agreement (OLA).

— Customer actingas a supplier

“Customer acting as a supplier” is not a defined term. This is where the organization
has a cugtomer;who also happens to be a supplier. The customer acting as a supplier
can be inftefnial to the organization or external. For example, an organization provides

networ capnrityy capionc o thate cnctorany o d tha oot oo e aidac doto capten
SeEHHty-Serviee Sttt EuStomeraia e euStoierproviaesaatra— €ettre

services to the organization. There needs to be one or more documented agreements
to define both services in terms of the service level targets, other commitments, ac-
tivities and interfaces between the organization and the customer acting as a supplier.
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Table 8 (continued)

Topic

ISO/IEC 20000-1:2018
clause number

The difference between control of parties involved in the service lifecycle and
supplier management

The requirements for the management of suppliers and the control of parties in-
volved in the service lifecycle are closely related but have different requirements
and focus.

Control of parties involved in the service lifecycle is not about managing the sup-

pliers. It starts by stating that accountability is retained by the organization for all
requirements in ISO/IEC 20000-1, regardless of which party is performing activi-

8.2.3
8.3.4

ties. Thi§Tmplies that there needs to be clarity In the form of documentation ror all
activitief about which party is involved.

It then njoves on to a requirement which is part of the procurement process about
selectior} and evaluation criteria for other parties. However, it is important to note
that ISO{IEC 20000-1 excludes the procurement of suppliers.

The only] “shall not” statement in the document is included to ensure that other
parties dre not providing or operating all services or all service components or all
processgs. If this is the case, the organization has little to do in their SMS and it
would n¢t be possible to demonstrate control or accountability. The integration of
services|service components and processes in the SMS from all parties is critical in
ensuring the successful operation of the SMS to meet the service requirements for,
the cust¢mers.

The contfrols for other parties (the three types of suppliers) are defined and.applied
accordinfg to the role of the other party. If the other party is operating processes

of the SMS, then the control is on the process performance. If the other patrty is
providinlg or operating services or service components, then the contyol is about the
effectiveness of these.

“Supplief management” is about management, monitoring performance against
agreements and taking action if needed. For an external supplier, there are more
requirerhents and the need for a documented contract. Eor'an internal supplier or a
customef acting as a supplier, there are fewer requirements and a need for a docu-
mented §greement.

If there dre lead suppliers with sub-contracted suppliers, the requirements are only
for the ldad suppliers. The organization does ndtneed to control or manage the
sub-confracted suppliers but expects the lead-suppliers to do this.

Refer to [SO/IEC 20000-2 and ISO/IEC 20000-3 for further information.

How to manage a multi-supplier environment with a service integrator?

Managinlg a multi-supplier environment managed by a service integrator is known
as servide integration and management (SIAM).

SIAM separates any contragtnmranagement from business relationship and supplier
performpnce management. This can all potentially be assumed to sit in the supplier
managetnent remit. However, in SIAM, the contract management is with the custom-
er who cpntracts allsuppliers and the business relationship management is with the
service ihtegrator-if a SIAM model, the suppliers are known as service providers.

Refer to [SO/IEE-TS 20000-14 for further information about SIAM and the SMS.

8.3.2
8.3.4

Is it posgibleto have no suppliers?

It is comman for an organization to have no internal suppliers or customers acting

8.3.4

as a supplier.

However, it is rare that there are no external suppliers. This depends on the scope
of the SMS and the type of services. For an IT service scope, there will be suppliers
for hardware, software and possibly also to provide outsourced services such as a
service desk. Even with the use of cloud services for all IT work, the cloud service
provider is a supplier and there will be hardware infrastructure too.

If there really are no suppliers, the service management plan can state that there are
no suppliers.
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5.10 Where is project management used within an SMS?

Terms such as project, project manager or project management are not specifically stated in the requirements
of ISO/IEC 20000-1 which focuses on service management. However, service management does involve
planning, resourcing, acceptance criteria, testing and measurement of success. All of these are referencing
activities and techniques from project management. See Table 9.

Table 9 — Project management within an SMS

Topic ISO/IEC 20000-1:2018 clause
number
lmplemnhfing lcn/lpf‘ 20000-1 1A

Striving fo work to the requirements of ISO/IEC 20000-1 and being certified against
them arg two different things. Whatever the organization’s objective, using a rec-
ognised project management methodology significantly improves the chances of a
successflil ISO/IEC 20000-1 implementation.

Some things to consider are:

— timg¢scales: whether the requirement for implementing and operating to
ISOJIEC 20000-1 requirements is customer or business driven, a date for this is
agreed;

— resqurcing: recruitment and training is planned. Does the organization have
enofigh staff with the right skill levels to implement and manage an operatien
thaffadheres to ISO/IEC 20000-1 requirements? (e.g. process owners, process
maiagers);

— cosfs: a budget is agreed including costs of recruitment and training, service
maijagement toolsets, monitoring and reporting tools and external auditors (if
the PMS is to be certified);

— project management: internal project progress and compliance reviews are
plafjned. If certification is required, a certification body needs to be engaged
to perform the required certification audits. Evidence of the operation of all
reqiiired processes is made available.

Assigning a project manager, with a strong service'management background, is
likely to increase an organization’s chances ofisficcess.

Refer to [SO/IEC TS 20000-5 for guidance on implementing and improving an SMS.
Also refdr to ISO 21502 for guidance on project management.

Operatihg the SMS 6.3

In order|to operate the SMS and meet ISO/IEC 20000-1 requirements, planning, 71,7.2,7.4
resourcihg, funding and contral for project related activities is agreed as part of any |8.2.2
budgetinjg and forecasting activities. 841

Project-ijelated activities(anétypically about new services, changes to services or 851 85.2 8.5.3
transfer|of services intothe live environment. There are often other projects in a ’ ’
service thanagemenfenvironment such as an update to the service management
tool set.

Additionjally, alliservice managers benefit from training and experience in project
managernent'te support the management of budgets, resources and planning of the
SMS and|theServices.

It can be beneficial to have a service management office which works in a similar

way to a project management office (PMO) to support the service manager and any
project managers working within the service environment.

Project changes 8.1

Those changes that have the potential to have a major impact, as defined in the 8.5.1,8.5.2
change management policy, are likely to require project management to scope, plan
and implement the change.

Major impact can be defined as those that are high risk, above a budget threshold,
introducing new technology or where additional skills or effort is required.

The service design and transition process in ISO/IEC 20000-1 is split into project
stages:
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Table 9 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

— plan new or changed services;
— design;

— build and transition.

Activities required to complete such changes need significant planning and using a
project manager to scope the project, plan the activities and monitor the progress
increases the chances of a successful change implementation.

The projfctTeeds to CONSIAer Totes and SRS TequiTed for any mew Sotution tirat
requires|testing.

Contim;lal improvement

Significant improvements require detailed planning and management with a project
manage|

10.2
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5.11 What is organizational change management and how does it fit within an SMS?

Organizational change management (OCM) is the human side of managing change and business
transformation. Using various techniques, OCM helps those impacted by change to understand, accept and
adapt to the change in their environment and work. Whatever the source of OCM, it is important to ensure
the objectives of the activities are tied to the overall strategy of the change. See Table 10.

Table 10 — Organizational change management within an SMS

the cha

personn
sources

In all the
- theirg
the impd

techniques. Typical techniques include communication, active involvement-in‘the
change, fraining, support and feedback. Utilizing these techniques can improve not
only the success of the change but also the overall efficiency and sustainability of

e. Successful OCM requires coordination between the change programme,

leadershfip and the various interested parties. Some organizations-can have specific

bl who specialize in OCM while others utilize resources from human re-

br individual managers.

se areas, senior leadership and interested parties*jinvolvement are critical
hidance through communication as well as their own actions will reinforce
rtance of the changes and create the necessdry awareness and buy-in. In

Topic ISOAEC206000-1:2018 clause
number

Organizpational change management 4.4

OCM is npt directly addressed in ISO/IEC 20000-1. It can usefully be included in the |5.1

activitie§ of establishing an SMS and demonstrating leadership and commitmentas |g

this can fequire change in how the organization operates, as well as how it views 7

service delivery. 8.1

The samg logic follows when addressing planning and support of the SMS. The 8-5 8.5

change ih an organization to adapt a service culture attitude will benefit from VR e

engaging in an OCM programme. Specifically, consideration is focused on the

competence, awareness and communication requirements. The implementation-of

these requirements can fall within the generic definition of OCM and its varioQis

20000-5

2022, Table 2. The table includes the key considerations in overcoming the
bs with the relevant clausesfrom ISO/IEC 20000-1 to illustrate where the
bs can arise and how_ the organization can address the requirements.

Challenges addressed in ISO/IEC TS 20000-5 include:
roving support forimplementing an SMS;

ing supportfor an SMS;

in iSsues;

challeng
challeng
Specific

a) imp
b) war
c) buy
d) cult

uralresistance;

addition| it is good to have time for celebration as changes are embedded in the

organizdtional culture.

Organizational change management challenges Other references:
There arfe several challenges that an orgahization can face as they either developa |4.4

new SM{ or improve an existing SMS. Fhese challenges are defined in ISO/IEC TS 8.5.2

e) shadow IT;

f) escalating costs;

g) mergers, acquisitions and transfers;
h) checklist mentality;

i)  unrealistic implementation timescales.
Refer to ISO/IEC TS 20000-5 and ISO/TS 10020 for further guidance on OCM.
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Table 10 (continued)

Topic ISO/IEC 20000-1:2018 clause
number
Specific process areas where OCM can be used 8.5.1,8.5.2,8.5.3

Several process areas in ISO/IEC 20000-1 can include OCM activities as the process |8.6.1, 8.6.3
requirements are being fulfilled:

— change management: depending on the type of change, it can be prudent to
include OCM activities that will support the change as well as the impact to the
organization;

— plan new or changed services: the impact on the SMS, other services, planned
chafiges, customers, users and other interested parties are to be considered.
The|plan can include the OCM activities in the design, build and transition;

— relepse and deployment management: this includes not only the technical
detgils and activities but also ensures training, communication and overall
readiness of the organization to accept and utilize the change when it is
deployed;

— inciflent management and problem management: potential causes of incidents
and|problems can be human behaviour, if the behaviour has not been learned
(e.g]a process change) or understood (e.g. reverting to previous ways of
working).

In each df these areas, OCM activities are designed to overcome resistance andto
foster a qulture of continual improvement.

Performjance evaluation and improvement 9

The impjict and effectiveness of the OCM programme is reviewed jnhe same way as|10
any othefr element of the SMS. In the evaluation, it is useful to corsider the following
points:

— medsurable behavioural change;

— amgdunt of recurrence (e.g. are there incidents or gther measurable evidence
thaff shows that behaviour has or has not changed?);

— effeftiveness of various OCM activities;

— timjng of the OCM activities (e.g. too.eayly, too late, too many other changes at
the pame time).

As aresylt of the evaluation, considétimprovements to the OCM activities (e.g.
more reqource investment, improved or additional training around OCM). OCM is
not an adtivity that is only done.once but an activity that needs to be monitored and
assessed to ensure the required changes are solidified in the organization.
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5.12 How do change management activities operate within an SMS?

Change management is critical for any organization. Without this, changes will be uncontrolled and are
likely to lead to service incidents and down-time. An organization uses change management to add, remove
or transfer services provided. Change management is linked to many other processes. How do these links
with other processes work? What is the relationship with service management objectives? What about new
methods of change, release and deployment such as continuous integration, continuous delivery/deployment
and Agile techniques? See Table 11.

Table tT—Cirange nmamagement and retated processes withimam SMS

Topic ISO/IEC 20000-1:2018 clause
number
Change management 8.5.1,8.5.2

In a techpical arena, there can be a tendency for change management to focus on
the hardware and software assets. Supporting documentation often needs to be
considerfed when infrastructure changes are being assessed, particularly those
that are fequired for implementation activities (e.g. technical work plans). Change
managerthent can also be used for non-technical changes.

A changg request is raised for any change activity within the scope of the policy;
whetherl|it is directly through the change management process or to requesta new
or changed service via service design and transition. A change assessmént, which
includes|interested parties, provides some assurance that the request for change
has beer] properly assessed and any adverse risks nullified or mitigdted, before
being approved. The assessment needs to take into account many<4actors includ-
ing the ofverall service management policy and objectives. (e.g)will the change
requestdd fit within this policy and objectives? If there areebjectives about climate
change, ill this change fit with that objective and not add to the carbon usage of
the services?).

When injplemented fully within the culture of an orgahization, change manage-
ment reduces the probability of unauthorized changes and the possibility of new
incident$ or poorly assessed changes, benefitting the cost and quality of service de-
livery. With a change management culture, changes to the organization, technology,
methodd or services can be managed more‘efficiently and effectively.

Change Eanagement and its activities are prevalent throughout ISO/IEC 20000-1.

Change management policy 8.5.1

ISO/IEC R0000-1 requires a changé management policy to be drafted which defines |8.5.2
those components under the control of change management. The policy also in-
cludes cqtegories of change and how they are to be managed. Contents include:

a) insgope (e.g. laptops;servers, software in production), changes to environment
(e.g{ move to new server room, reduction of energy usage), changes to methods
(e.g]move to use of'DevOps or Agile techniques);

(i

b) outpfscopé\(esg. keyboards, software in test status);

c) chapgé categories (e.g. normal change using the change management process,
project change using the service design and transition process,emergency

change using the emergency change procedure).

Major impact change criteria always include removal/decommission of a service
and transfer of a service into or out of the organization. Other criteria can be added
(e.g. high risk, estimated costs above budget threshold, new technology). These
major impact changes are managed by the service design and transition process.

Some organizations also use change management for organizational changes and
all document changes. This needs to be clear in the policy.

The change management policy needs to be aligned to the service management
policy and take into account the service management objectives.

Other statements that can be included in a change management policy are:
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Table 11 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

— the change management process owner is accountable for all activities within
the change management process;

— the criteria for prioritization of changes takes into account business needs,
available resources, service management policy and objectives;

— change management maintains delegated responsibility for assessing the
impact of minor changes on behalf of other key process areas referring to
process owners where necessary;

— change management maintains and communicates a forward schedule of
change to meet the customer and business needs in conjunction with all other
iderftified interested parties;

— achpnge advisory board operates to assess the impact of changes referred to
it;

— the procedure for raising and progressing change requests is documented and
published to all staff and other identified interested parties;

— change management publishes reports that demonstrate the efficiency and
effeftiveness of the change management process.

Plan thd services

Planning the services involves gathering large amounts of information\in-order to
collate '%e service portfolio and service catalogue of the organization; Require-

ments fofr all services and changes to services are gathered. Criti¢ality, dependency
and dupllication of services are identified.

Changes|are proposed where they are needed to align the services in the portfolio
with the|service management policy, service management-objectives and service
requirerhents, taking into consideration known limitations and risks. The limita-
tions cai be on resource availability, technical capability or budget.
Changes|generated from the planning of the services'will go into change manage-
ment andl be allocated to be managed through theé‘change management process or
the service design and transition process according to the change management
policy.

Prioritizption of all changes will be accekding to criteria set by the organization.
ISO/IEC R0000-1:2018, 8.2.2, states.that this aligns "with business needs and ser-
vice marjagement objectives, taking.into consideration available resources."

8.2.2

Change management, configuration management and release and deployment
management

To mainfain an accurate pidture of configuration items (CIs), all changes to the
configurption baseline go'through the change management process. Configuration
information is upddted following deployment of a change to a CI.

Change fnanagenient provides interested parties such as the service desk with
details of plarmed changes and their deployment dates allowing the service desk
analysts|toddentify new incidents related to deployed changes and escalate accord-
ingly.

8.2.6
8.5.1,8.5.3

Change management, in conjunction with release and deployment management,
can help to ensure that the deployment is successful (e.g. ensuring the correct ver-
sions when deploying updated applications). Work instructions or procedures can
assist planning and decision making during deployment of a change.

A DevOps method can be used which includes continuous integration, continu-
ous delivery/deployment (CI/CD) approaches and automatic provision/release of
resources (e.g. servers as code). An Agile method can mean frequent releases after
iterative and incremental ways of working.

Refer to ISO/IEC TS 20000-15 for further guidance on the use of Agile and DevOps
with an SMS.
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Table 11 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Changes to external supplier contracts

External supplier contracts are reviewed on a regular basis. In some organizations,
this is managed through the change management process. But in many organiza-
tions, contract changes are managed using a different process. For either method,
an assessment of the impact of the contract changes on the SMS and the services is
completed before any approval of the contract change is made.

8.3.4.1

5.13 Is it possible to be creative and innovative within an SMS?

ISO/IECR0000-1 does not require creativity or innovation in any of its requirements but that dées ot mean
the orgapization cannot innovate and meet the requirements creatively. It is the culture of thé orgahization,
the guidpance of organizational leadership and the capabilities of organizational staff that'will support and

promotg creativity and innovation. See Table 12.

Table 12 — Creativity and innovation within an SMS

Topic

ISO/IEC 20000-1:2018 clause
number

Creativity and innovation in the organization

The reqyirements specified in ISO/IEC 20000-1 define what needs to be inplace
and reqyires evidence to demonstrate conformity. How the organizationdevelops
its SMS, Including its policies, objectives and plans, is up to the organization. This
allows the organization to create an SMS that supports their cultureland organi-
zational pnvironment. Therefore, if creativity and innovation areKey objectives or
part of the culture, then those qualities and characteristics will\be reflected in the
developthent and ongoing management of their SMS.

Creativify and innovation also depend directly on the members of the organization.
Having the correct resources (properly trained, attitudes and characteristics that
fit within the corporate culture) as well as emphasizing and rewarding actions of
staff thaf contribute to the effectiveness of the SMS and services, are two areas
where the organization and staff can show credtivity and innovation. Addition-
ally, the yarious management roles can be supported with autonomy, authority

and skillk to encourage creativity and innovation. Support from the organization

is neededl to allow for creativity and inhevation (e.g. time, financial and technical
resourcgs, autonomy).

The orgdnization’s support for creativity and innovation can be defined in the ser-
vice marjagement policy, objectives or service management plan. An organization
that supports creativity andihnovation also needs to consider the risks and oppor-
tunities that can arise frgm,this and have the necessary mitigations and controls in
place.
There isp note in ISO/IEC 20000-1:2018,10.2, for continual improvement stating,
"Improvements can)include reactive and pro-active actions such as correction, cor-
rective action, preventive action, enhancements, innovation and re-organization."
This is tIe only'mention of innovation in the document, and it is found in a Note, not

arequir¢ment. It is important to understand that innovation can drive improve-

4.4"rampant
51g),5.1j),51])
6

7

10.2

ments. Any areas of weakness can benefit from an innovative approach to resolving
and strengthening the area for the future.

There are many areas within an SMS where creativity and innovation can play a
part to improve the SMS and service delivery for the customers.

Creativity and innovation can be taught to a point, but it then becomes a personal
characteristic of the individual.

However, "rampant"” creativity and innovation has been shown to be unsustainable
as an overall business model (for example, many start-up organizations reorganize
once their product/service has stabilized). Care needs to be taken here that the
requirements of ISO/IEC 20000-1 are still met through potential business model
changes.
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Table 12 (continued)

Topic

ISO/IEC 20000-1:2018 clause
number

Service design, build and transition

Service design, build and transition is directly related to creativity and innovation.
How a service is designed, developed and delivered is completely up to the organi-
zation to decide and they can use all the resources (design, methodology, technolo-
gy, etc.) at their disposal to deliver to the requirements. Even the requirement-gath-
ering process can be innovatively completed.

It is often the case that the creative and innovative thinking has been done before a
new service or a major change is proposed as a change to the change management

8.5.2

process.[This Initial Work can be In the form ol a strategy, requirements-gathering
at a highl|level and high-level design. Only after these activities can a request for a
new or changed service come into the SMS.

Anotherjapproach is "design thinking": designing with the end in mind (what is the
goal?) bé¢fore gathering requirements. This is a creative and innovative method
which is|customer-centric, and which includes the steps of understanding the prob-
lem witHout bias; developing possible solutions; prototyping, testing and refining;
and implementing. The ISO/IEC 20000-1 requirements that support design thinking
and custpmer-centricity include:

a) seryice level management, business relationship management, service design
and|transition;

b) capacity management, service availability management, service continuity
marjagement and information security management;

c¢) chapge management, release and deployment management.

While mpltiple processes have been listed, each with its own set dfdequirements, it is
the amalgamation of these processes that allow for the innovatiye.design. The process
requirerhents can be shown to be met via the design thinkingflow.

One othgr approach is the use of Agile methodologies where user stories direct the
developihent of the service and its functionality. Thoseuser stories allow the service
provider|to develop minimal viable products and sexvices to ensure the desired func-
tionalitylis achieved - thus there is a shorter development time with small increments of
functionflity delivered more frequently ensuring¥value is achieved from an early stage.

Refer to [SO/IEC TS 20000-15 for more information on how to incorporate Agile and
DevOps |nto an SMS.

Change management

Traditiopally, change management isa process with a goal to support change and to
mitigatefrisks. To mitigate risk,changes are documented, assessed and then approved
before gping forward to ensure the change is understood and to mitigate any detri-
mental ifnpact. Typically, supporting activities such as a change advisory board (CAB),
are used|but there is no formal requirement for this in ISO/IEC 20000-1.

How theorganization‘fulfils the requirements of ISO/IEC 20000-1 is where creativity
and inndvation coni¢ into play. Consider how to expedite changes (e.g. use of Agile/
DevOps methodelegy; peer review and approvals; automated testing; continuous
integratjon/continuous delivery; use of pre-approved change models). When looking

to expediité.change, the key is to always mitigate risk, therefore the risk tolerance of
the orga ization il dictate hauw chanagoic handlad
5

6.1
8.5.1

UN Sustainable Development Goal 9 Industry, Innovation and Infrastructure

SDG 9 aims to build resilient infrastructure, promote inclusive and sustainable in-
dustrialization and foster innovation. While the SDG is measured from an outcome
basis, the targets and indicators point to the development of solutions that move the
capabilities forward from a technical view. When this relates to a technology-based
service, whatever the technology, it will need to be managed and delivered to meet
the user’s needs. ISO/IEC 20000-1 can support that management and operational

delivery with the use of creative and innovative solutions.

4.4
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5.14 How does continuous learning and feedback relate to an SMS?

Creating a culture of continuous learning and feedback is essential for any organization that wants to grow,
innovate and adapt to changing markets and customer needs. This means fostering a mindset and a practice
of ongoing improvement, collaboration and communication among employees and managers. How is this

related to an SMS and ISO/IEC 20000-1? See Table 13.

Table 13 — Continuous learning and feedback within an SMS

Topic

ISO/IEC 20000-1:2018
clause number

Goals andvalues

4

When esftablishing an SMS, the goals and values are established in the early stages
throughfthe use of policies and objectives derived from understanding the context of
the orgahization.

From this, the competence, learning and feedback mechanisms can be derived.

5
6

Competence

Manageiment needs to understand the competencies required to operate the SMS.
Competgnce required for each role is identified along with the current skills, education,
experierfce and any training that are potentially required. It is also important to engage
with staff to identify their learning methods, what challenges they face and their ideas:
From this, a learning and feedback plan can be put in place covering various methods
such as doaching, mentoring, on-line courses etc.

Gaps in ¢ompetence can show up during the operation of the SMS (e.g. inefficient or
incorrecf resolution of an incident or new skills required to change to dewtechnolo-
gy). In this case, the staff member is provided with additional training‘or mentoring
alongsidp a skilled individual.

Leadership and planning are key competences when implementingian SMS. Knowledge
of the orjganization’s structure, roles and responsibilities fof)key staff and relevant
competelnce are critical.

Management ensures that staff are competent and their eépmpetence is monitored and

improvefl. This can be supported by ensuring all personal objectives are clearly linked
to the sefvice management objectives.

7.2

Awarengss

Those pdrsonnel supporting the SMS are made aware of the service management policy,
objectivgs and the services within the scope of the SMS. Staff are also made aware of
how they contribute to the success of the SMS and service delivery.

Top manfpgement establish the policies-that involve awareness and commitment from
staff. Evjdence of staff awareness.of these policies and objectives can be recorded.
However, the actual "physical"invelvement in achieving the objectives is a clearer way
of demonstrating awareness-and understanding.

7.3

Monitorfing, measuremeént, analysis and evaluation

ISO/IEC P0000-1:2018, Clauses 9 and 10, require an organization to be able to
demons{rate that it{centinually reviews and improves its performance, in terms of
the SMS pnd the.services it delivers, to meet customer requirements.

It is impgrtant to gather feedback from employees and from customers that can be
used to ypdate’the continuous learning plan.

9.1

The org nization determineswhat areastomonitorand measure and which meth

ods are most suitable to ensure that the SMS is properly evaluated. To maintain,
support and improve the SMS, the following activities are performed:

a) dataare monitored and measured on the SMS and the services delivered (e.g.
risks raised and mitigated, service targets met or not met, failed changes);

b) dataare analyzed, considering possible seasonal trends or expected fluctuations
(e.g. extra network capacity for end of year accounting);

c) evaluation of the results and feedback leads to improvement identification or
other actions (e.g. additional learning for the staff involved in failed changes or
where service targets are not being met on a regular basis).
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Table 13 (continued)

ISO/IEC 20000-1:2018

tion decides how to respond. Nonconformities found from audits or other activities
are also actioned in this phase.

For all of these, feedback can lead to further continuous learning for all or some staff.

Topic clause number
Improvement 10.1
Once improvement opportunities have been identified and reported, the organiza- 10.2

5.15 How does remote working impact the SMS?

The COVID-19 pandemic forced many organizations to operate in a work-from-

home/remote/ hybritll service

delivery|model. Though this shift to a new way of working was forced by the pandemic, service provider

organizdtions and their employees soon realized the multi-dimensional value

of remote working. Realizing

the bengfits and success of balancing strategies by service providers, this scenarionhas mad¢ a non-
reversible shift in mindset across the industry even after the end of the COVID-19 paridemic. Integrating

remote yorking considerations into the SMS ensures that IT services remain

effective, secure and reliable

in the fafe of changing work environments and evolving business needs. The spe¢ific details of how remote
working| is addressed will depend on the organization's unique context, remote‘working policies|and the

nature of the services provided. See Table 14.

Table 14 — Remote working within anSMS

Topic

ISO/IEC 20000-1:2018 clause
number

Scope and objectives

When ddgfining the scope of the SMS and setting service managenient objectives,
consider{the inclusion of remote working arrangements and their impact on service
deliveryfand support with a focus on:

— communication and collaboration;

— tecHnology and infrastructure;

— secyrity and data protection;

— employee well-being and engagement;

— legdl and regulatory considerations;

— cusfomer expectations and requirements;

— bus]ness and service-continuity with disaster recovery;
— risklassessment;

— resdurce allocation, training and skill development;

— supplier'management.

4
6.2
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Table 14 (continued)

ISO/IEC 20000-1:2018 clause

Topic number

Leadership and commitment 5
For success, it is important for top management to demonstrate commitment to
supporting remote working initiatives and to ensure that they align with the organ-
ization’s service management strategy. This includes providing resources, technol-
ogy, appropriate equipment and guidance to facilitate successful remote working
arrangements. A clear remote working policy that defines expectations, responsibil-
ities and security measures aids the success.

Line management ensures that remote workers have access to the necessary re-
sources, [fools and technology to perform their roles eifectively and dellver services
remotely. Line management also ensures that any remote working information
security|policies are implemented and adhered to. This includes addressing data
protectipn, privacy and security measures to protect organizational information
and assejts.

The orgdnization monitors the effectiveness of remote working arrangements and
evaluatep their impact on service delivery, customer satisfaction and employee
performpnce.

Human fesources 5.1¢),5.1j),5.3
Remote working, while being beneficial in many senses to individuals, can also poSe,|6.3 e)
various people-related risks: 7.1, 7.2

— less|motivation leading to reduced productivity;
— lacK of collaboration;

— poor visibility of work within the teams;

— insufficient control;

— redficed knowledge sharing;

— inaljility to build a team culture;

— diff{culty in onboarding and training new employees.
In additipn to these risks, remote working alsa brings opportunities such as:

— possibility of hiring capable resourcées:across the global market;
— confract renegotiations for optimizing costs;

— Dbetter people availability at different times for working in multiple time zones;

— opt‘]mizing facility costs.
The servfice provider can €stablish new/enhanced people policies, technical envi-
ronments and neweryways of working to optimize the benefits of remote working.
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