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Foreword

ISO

(the International Organization for Standardization) and IEC (the International

91:2010(E)

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular f|elds of technical actmty ISO and IEC

techpie
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Heat-committees—collaborate—infieldsof-mutualnterest—Otherinternational-organizations;
non-governmental, in liaison with ISO and IEC, also take part in the work. In the field\ of
nology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

hational Standards are drafted in accordance with the rules given in the ISO/IEC Directives, H

main task of the joint technical committee is to prepare International Standards. Draft
dards adopted by the joint technical committee are circulated to national bodies for voting. P
ternational Standard requires approval by at least 75 % of the national bodies casting a vote.

ceptional circumstances, the joint technical committee may proposetthe publication of a Tech
e of the following types:

fype 1, when the required support cannot be obtained for‘the publication of an Internation
Hespite repeated efforts;

lype 2, when the subject is still under technical development or where for any other reason
future but not immediate possibility of an agreement on an International Standard;

type 3, when the joint technical committee~has collected data of a different kind from t
hormally published as an International Standard (“state of the art”, for example).

nical Reports of types 1 and 2 are-subject to review within three years of publication, to de
can be transformed into International Standards. Technical Reports of type 3 do not necess|
viewed until the data they provide are considered to be no longer valid or useful.

Attention is drawn to the possibility that some of the elements of this document may be the subj

rights

ISO/
ISO/

This
tech

. ISO and IEC shall not be held responsible for identifying any or all such patent rights.

EC TR 19791, which is a Technical Report of type 2, was prepared by Joint Technica
EC JTC 1, Information technology, Subcommittee SC 27, IT Security techniques.
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Introduction

This Technical Report is a support document that defines extensions to ISO/IEC 15408 to enable the security
assessment (evaluation) of operational systems. ISO/IEC 15408, as currently defined, provides support for
specifying the IT security functionality that exists in products and systems. However, it does not capture
certain critical aspects of an operational system that must be precisely specified in order to effectively

evaluate sugh

This Techni
technology 3
developmen
seeking to 3
approving a
system secy

Considering
a Technical
that it may &
of operation
many opera
available, a

There are f
focus on prg
the system.
personnel,
together to €

This is a rev|

o ovctam
ooy otorTT

tal Report provides extended evaluation criteria and guidance for assessing both the_ifnform
nd the operational aspects of such systems. It is primarily aimed at those who are invalved i
t, integration, deployment and security management of operational systems, as well as evalu
pply ISO/IEC 15408 to such systems. It will be relevant to evaluation authorities responsibl
nd confirming evaluator actions. Evaluation sponsors, and other parties interested in operat
rity, will be a secondary audience, for their background information.

the complexity of this project and the need for additional work, the target has been defined
Report Type 2. In the future, once additional experience has beengained in this area, it is h
e possible to convert this Technical Report into an International Standard to support evalua
bl systems. Until some formalisation of an approach is performed, it is considered unlikely]
lional system evaluations of this nature will be undertaken. due to the lack of specific guid
pjap that this Technical Report is designed to fill.

ndamental issues in regards to the definition and use of the term system. ISO/IEC 15408, wi
duct evaluation, uses the term system to include.enly the information technology (IT) asped
The term operational system, as used within“this Technical Report, covers the combinatig
rocedures and processes integrated with.te¢hnology-based functions and mechanisms, ap
stablish an acceptable level of residual risk-in a defined operational environment.

sed edition, updated for compatibility 'with the third edition of ISO/IEC 15408.
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Information technology — Security techniques — Security
assessment of operational systems

1 [Scope

This| Technical Report provides guidance and criteria for the security evaluation of operational| systems. It

provldes an extension to the scope of ISO/IEC 15408, by taking into account a number-of critical aspects of

opergtional systems not addressed in ISO/IEC 15408 evaluation. The principal extensions that jare required

address evaluation of the operational environment surrounding the target ~of evaluation, and the

decgmposition of complex operational systems into security domains that can be.separately evalupted.

This|Technical Report provides

a) p definition and model for operational systems,

b) B description of the extensions to ISO/IEC 15408 evaluation concepts needed to evpluate such
pperational systems,

c) p methodology and process for performing the security evaluation of operational systems,

d) pdditional security evaluation criteria to address-those aspects of operational systems not coyered by the
SO/IEC 15408 evaluation criteria.

This| Technical Report permits the incorporation of security products evaluated against ISO/IEC 15408 into

operptional systems evaluated as a whole using this Technical Report.

This|Technical Report is limited to\the security evaluation of operational systems and does not cgnsider other

formp of system assessment. It\does not define techniques for the identification, assessment and acceptance

of operational risk.

2 Normative references

The |following-réferenced documents are indispensable for the application of this documen{. For dated

refefences, ‘only the edition cited applies. For undated references, the latest edition of thg referenced

docyment (including any amendments) applies.

ISONECH5408—Irformation—technology Sectrity—tochrigues Evaluation—eriteria—for—H security —

Part 1: Introduction and general model

ISO/IEC 15408-2, Information technology — Security techniques — Evaluation criteria for IT security —

Part 2: Security functional components

ISO/IEC 15408-3, Information technology — Security techniques — Evaluation criteria for IT security —

Part 3: Security assurance components

ISO/IEC 18045, Information technology — Security techniques — Methodology for IT security evaluation

© ISO/IEC 2010 — All rights reserved
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3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 15408-1, ISO/IEC 18045 and
the following apply.

3.1
component

identifiable and distinct portion of an operational system that implements part of that system’s functionality

3.2

external operational system

separate op

3.3

brational system which interfaces to the operational system that is the subject of evaluation

management controls

security cof
managemer

[NIST SP 80

3.4

operational
security cof
implementeq

[NIST SP 80

3.5
operational
information

3.6

residual ris
risk remainir

[ISO/IEC GU

3.7
risk

K
g after risk treatment

ide 73:2002]

potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause

to the organ
NOTE T

3.8

zation

nis definitiondstidentical to that of 'information security risk' in ISO/IEC 27005:2008.

risk analy

trols (i.e., safeguards and countermeasures) for an information system that/)focus on

t of risk and the management of information system security

0-53]

controls

trols (i.e., safeguards and countermeasures) for an information system that primarily]
and executed by people (as opposed to systems)

0-53]

system

bystem, including its non-IT aspects, considergd in the context of its operating environment

the

are

narm

Si
systematic WQWWWW%%M@H&(—

[ISO/IEC Guide 73:2002]

3.9

risk assessment
overall process of risk analysis and risk evaluation

[ISO/IEC Guide 73:2002]

© ISO/IEC 2010 — All rights reserved
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3.10
risk

ISO/IEC TR 197

management

coordinated activities to direct and control an organization with regard to risk

[ISO/IEC Guide 73:2002]

3.11

risk treatment
process of selection and implementation of options to modify risk

[ISO/IEC Guide 73:2002]

91:2010(E)

3.12
secu

rity controls

manfagement, operational, and technical controls (i.e., safeguards or countermeasurgs)'presc
information system to protect the confidentiality, integrity, and availability of the systepiand its infg
[NIS]T SP 800-53]

NOTE This definition is intended to include controls that provide accountability, authenticity, non-repud
and reliability, which are sometimes considered as distinct from confidentiality, integrity and availability.

3.13

secyrity domain

portibn of an operational system that implements the same set af.security policies

3.14

subsgystem

oneI}r more operational system components that are*capable of execution separately from th
system

3.15

systpm target of evaluation

oper
and

NOT!
evaly

3.16

tional system that is being operated\in accordance with its operational guidance, including b
pperational controls

3 Operational controls formy’ part of the operational environment. They are not evaluated in I
ation.

tech

ical controls

security controls (i.e7, safeguards and countermeasures) for an information system that 3
implemented and\executed by the information system through mechanisms contained in th
software, or firmware components of the system

[NIS]r SP.800-53]

ribed for an
rmation

ation, privacy

b rest of the

pbth technical

bO/IEC 15408

re primarily
e hardware,

3.17

verification
assessment processes used to confirm that the security controls for an operational system are implemented
correctly and are effective in their application

© ISO/IEC 2010 — All rights reserved
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4 Abbreviated terms

For the purposes of this document, the abbreviated terms given in ISO/IEC 15408-1, ISO/IEC 18045 and the

following apply.

COTS Commercial Off The Shelf

OSF Operational Security Functionality

SP Special Publication

SPP System Protection Profile

SSA System Security Assurance

SSF System Security Functionality

SST System Security Target

STOE System Target of Evaluation

5 Structure of this Technical Report

Clauses 1 tq 4 contain introductory and reference material, and are followed by this overview of the con

of the Report (Clause 5).

Clause 6, Tegchnical approach, describes the technical appredeh to operational systems assessment us
this Technicgl Report.

Clause 7, Extending ISO/IEC 15408 evaluation | concepts to operational systems, describes
ISO/IEC 15408 evaluation concepts have been exiended for use in operational system evaluation.

Clause 8, Relationship to existing security. Standards, describes the relationship between this Tech
Report and ¢ther security standards which.have been used in its development.

Clause 9, Eyaluation of operational 'systems, contains requirements for specification of security probl

tents

bd in

how

nical

ems,

security objéctives, security requirements, SST contents and periodic reassessment which are needg¢d in

order to evaluate operational systems.

Annex A, Operational system Protection Profiles and Security Targets, defines the security require
specifications needed for.operational systems.

Annex B, erational system functional control requirements, defines the additional security funct
requirements needed for operational systems.

ment

onal

Annex C, Operational system assurance requirements, defines the additional security assurance requirements

needed for operational systems.

Annex D, Operational system evaluation methodology, defines additional actions to be performed by an

evaluator conducting the evaluation of an operational system.

4 © ISO/IEC 2010 — All rights reserved
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6 Technical approach

6.1

The nature of operational systems

For the purposes of this Technical Report, an operational system is defined as an information system,
including its non-IT aspects, considered in the context of its operating environment.

Many operational systems are complex in nature, made up of a combination of subsystems that are partially
proprietary and unique in nature, and partially constructed using bought-in general products. They interact
with and have dependencies upon other systems. An operatlonal system is typically bU|It using components

from
inted

Howgver, operational systems typically:

— pre under the control of a single entity, the operational system owner;

— pre built against specific needs, for a specific type of operation;

— rhange frequently; either in technical set-up and/or in operational reguiréments;

— rontain a considerable (or even large) number of components;

— rontain bought-in components that possess a large number,of possible configuration alternati

— pnable the operational system owner to balance technical (and specifically IT) and non-techr
measures;

— pontain components with different degrees and types of security assurance.

6.2
Sec|

sec
syst
acce
the
cong

This
ano

a)

evall'Iated against ISO/IEC 15408 may be preferable in construction of a secure operational syste

rator that does not perform any development funct|ons, only configuration and interconnectio

Establishing operational systemisecurity

re products offer an important contribution to operational system security and indeed the usq

stem by an
.

VES;

ical security

of products
m. However,

m problems in a real operational environment, such as poor application of bug fixes, popr setting of

rity problems in operational systems are caused not only from product problems but also fror%operational

ss control parameters or filtering rules of a firewall, poor linking of files directories, etc. Fu
case of a network, the security level of an operational system connected to the network
ern to other operational systems that have to communicate with it.

Technical Report is based upon a three step approach to establishing the necessary level 0
berationalsystem:

risk assessment, to determine the security risks applicable to a system;

hermore, in
might be of

f security for

b)

rsk reduction, to counter or eliminate security risks by the selection, application and as

security controls;

sessment of

c) accreditation, to confirm that the residual risks remaining within the system after the controls are applied
are appropriate for the system to be used in live operation.

Conceptually, this three step process is shown in Figure 1 following.

© ISO/IEC 2010 — All rights reserved
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Risk Assessment

Risk identification
Risk analysis
Risk evaluation

This Technig
the selectio
approach, b

Selection of controls

Specification of controls in the System
Security Target (SST)

Application of controls
Risk Reduction

(Seope of this
Teehnical Report)

Application of security controls to the
System Target of Evaluation (STOE)

Assessment of controls

Evaluation of compliance with the;SST

__________________________ H

Accreditation

Acceptance of residual risks

Figure — Process for establishing operational system security

al Repart-addresses only the middle step of the three step process, namely risk reduction thr
n, application and assessment of security controls. To do this, it uses a security evalu
psed. Upon the security evaluation model for IT security controls defined in ISO/IEC 15408]

bugh
ation
, but

extended to

ealwith all tunas of securitvcontrols
S -WHR-aH+tHYpPesS-ot HHY-GORHFO1S-

Techniques and methods for risk assessment are beyond the scope of this report. For more information on
risk assessment, see ISO/IEC 27005 [1]. Techniques and models for accreditation are a management
responsibility, also beyond the scope of this report. For more information on one possible approach, see
NIST SP 800-37 [2].

The security evaluation model of ISO/IEC 15408 excludes consideration of the operational environment
surrounding the IT portion of the information system. The operational environment is treated as assumptions
in ISO/IEC 15408 evaluation, but cannot be discounted for operational systems. Typically, operational
systems are reliant on non-IT security measures, e.g. measures of an administrative or physical nature. There
is therefore a need to define ways to express and evaluate such requirements and controls, as an extension

© ISO/IEC 2010 — All rights reserved
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to the ISO/IEC 15408 specification criteria. This Technical Report extends ISO/IEC 15408 to do this. The
extensions include, but are not limited to:

a)

Positioning security evaluation within an overall methodology for the security assessment of operational
systems including their operational environment.

b) A methodology for specifying the internal structure of operational systems, including details of internal
and external interfaces, to the extent necessary to understand how the various portions of an operational
system interoperate.

c)

A catalogue of assurance criteria to express the extensions to the scope of evaluation (see Annex A).

d)

e)

f)

Exte
of usg
For

I1ISO/
inter|

Ope
to a
elim
a)
b)

c)

d)

A catalogue of functional criteria to express additional operational security controls (see Anneg

A catalogue of assurance criteria to express the additional evaluation tasks needed,to asses
5ystems (see Annex C).

A catalogue of evaluator actions to express the additional activities required to assess|
systems (see Annex D).

hding the ISO/IEC 15408 approach to the evaluation of complete operational systems has th
ing a defined existing metric so that common and mutual understanding of evaluation results
a specific operational system, advertising the evaluation result in a way that is com
net banking systems, but also from the view point of socialresponsibility.
ational system evaluation requires that a prior risk assessment has identified the security rish
h operational system, and determined those risks that are unacceptable and must be
nated through technical and operational controls\lt then consists of the following steps:

Setting security objectives for the operational system that will reduce the unacceptable ris
which is tolerable.

Selecting and specifying technical and operational security controls that satisfy the security g
the operational system, taking due-account of controls that already exist.

pjain the requisite level of confidence that the operational system meets its security objectives
Recording the decisions made in a System Security Target (SST).

Fvaluating the\actual operational system to judge compliance with the SST.

Periodically reassessing both the security risks to the operational system and the operatio
ability te address those risks.

X B).

5 operational

operational

e advantage
is possible.
patible with

EC 15408 might bring business advantage to customers, not-only for service provider systems such as

s applicable
reduced or

s to a level

bjectives for

Pefining concrete, measurable assurance requirements for both the technical and operational controls to

nal system’s

6.3

6.3.1

Security in the operational system life cycle

Overview

odel so that

The life cycle of an operational system is considered to have four phases, namely development/integration,
installation, system operation and modification. The security controls of an operational system must be
assessed throughout the lifetime of the system. This is illustrated in Figure 2 following.
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Development/Integration

Identify risks

Design system / prepare SST

Design security controls

Purchase / develop applications
Integrate / configure system
Development testing / security evaluation

!

Installation

Implement security controls
Test in operational environment

!

Operation

Operate / monitor security controts
Monitor minor changes
Assess security problems

!

Modification

Review. .implement major changes
Re-test’/ re-evaluate security controls
Recommissioning

Figure 2 — Security within operational system lifecycle

6.3.2 Development/integration phase

During the development/integration phase, the first security activity is to identify the risks to the operational
system. Those risks that are considered unacceptable must be reduced or eliminated by security measures
built into the system. Following the risk assessment and identification of risks to be eliminated, an authorized
officer of the organization, the Accreditor, must consider the anticipated residual risks, and the sum of the
residual risks, and confirm that they will be acceptable.

The operational system will then be designed, including the use of software and hardware products, the
physical facilities required, the business application programs needed and the technical security controls
required. The design of the operational system must be recorded in the SST. The SST will contain a
description of the system security requirements, including the risks to be countered and the security objectives
to be achieved by technical and operational controls. The list of technical and operational controls
documented in the SST will represent an instantiation of the system security objectives.
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For the purposes of correctness, security objectives should be specified in the SST that address all risks
identified as unacceptable. The SST should specify security requirements that completely satisfy the security
objectives without any additions or omissions. The design documentation for the operational system should
identify precise security countermeasures within the operational system that meet all of the security
requirements specified in the SST. The countermeasures might be security functions, facilities, procedures or
rules. The countermeasures should be adequately controlled, managed and applied to the system. The
security countermeasures should be implemented without any unauthorized addition, elimination or
modification. The implementation should be verified with testing of the system or checking of documents. The
operation of security countermeasures should be adequately described in the guidance documents.

business applications and systems software, including the techhical security controls, are th
rchased, and the system is integrated, configured, and tested by the developer. At the safe time, the

oper|
inted

ptional security organization is created and security, policies, rules and procedures pr
rated into the system. The proper security configuration settings should be identified and imp

Follg
requ
verif
(both technical and operational) is deferred” until the system is installed in its intended
envifonment. Verification testing will confirm the strength of security mechanisms, as well as
operption of the security controls.

wing integration testing, the operational system-should be security tested as part of the
rements verification testing. Typically, system ‘specific security controls such as access cor

The
SST
resu

that have to be countered\by security controls are addressed by the system at an acceptab
t of the evaluation is an independent confirmation to the system owner that this is the case.

The
reco
redu
syst
syst

Certification Report-will list any confirmed vulnerabilities found in evaluation, and

mmended correctiye actions, as required. The system owner will then prepare a corrective a
ce or eliminaté.the identified vulnerabilities, as deemed appropriate. The result of the certifi
m will be¢presented to the Accreditor for determination that the actual residual risk to op
m assets is'acceptable. The output of this phase will be an authorization for the system to op

6.3.3 dnstallation phase

For effectweness the selected securlty reqwrements should reduce aII securlty nsks identified by risk

img might be

, to facilitate
m review of
used as part
confirm that

en produced

bduced and
emented.

developer’s
trols can be

ed by the developer prior to deployment at'the operational site. Testing of site specific seclirity controls

operational
the correct

pperational system will then bé-evaluated. The evaluation should confirm that all risks, as d¢tailed in the

le level. The

dentify any
ction plan to
cation of the
rations and
erate.

During the installation phase, the technical and operational controls will be implemented and prepared for use
in the operational environment. Site specific controls will be tested, and other controls retested to confirm that
they perform correctly in the actual operational environment.

For the purposes of correctness, the controls should be compliant with the security requirements documented

in the SST and authorized for use by a competent person. To be effective, all persons should be trained in use
of the security controls and procedures.

6.3.4 System operation phase

In the system operation phase, records of the operation of technical controls and operational controls should
be collected and assessed. Audit trails and monitoring records for all access to assets should be logged.
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Security countermeasures should be confirmed as operating as intended. It should be verified that
unauthorized operations and unacceptable risks have not occurred. Secure states should be recovered from
insecure states within the required time. Changes due to routine maintenance should be monitored and
assessed for security problems. Records of actual access and utilization of assets should be inspected.
Security problems should be reported, reviewed and analyzed.

The purpose of these activities is to provide feedback to the Accreditor when changes occur that may have an
impact on operational system security. Typically, in systems operation, a critical subset of the operational
system security controls should be identified for regular monitoring to determine their continued effectiveness.
Additionally, the system owner should have in place a configuration management, control, and reporting
system that documents the current operational system assets, its configuration, and presents that information
to the resporsibteparties:

6.3.5 Modijfication phase

During the s
of routine m

ystem modification phase, any proposed or actual operational system changes beyond the s
aintenance should be reviewed, analysed and, if necessary, tested to determine their impa

cope
Ct on

operational
and policies

The results
security re-€
perhaps bed
re-authoriza

re-evaluatiofh may be required.

The final a
archived, de
has been su

6.4 Relat

An operatio
STOE of th

evaluated, including both IT systems and their operational environment. The remainder is considered #

external ope
operational s

7 Exten

bystem security before being implemented in live operation. This includes changes to proced
Penetration testing of modified controls should be performed to verify theireffective operatio

of impact analysis and testing should be presented to the Accreditor-to determine the nee
ause they have already been assessed as part of a produgt ‘assurance maintenance pro

ion may be given without re-evaluation. However, if the evaluation results have been invalid

t of system modification is decommissioning, where a system is closed down and its
stroyed or transferred to other systems. The Accreditor will be required to confirm that the sy
ccessfully terminated.

onship to other systems

nal system may interact with other \related systems and may form part of a larger whole.
evaluated operational system ¢is defined to be that portion of the group of systems th

a)
-

rational systems. An operational system may have security objectives that are met by the ext
bystems, but these are nat analysed or evaluated.

ding ISO/IEC(15408 evaluation concepts to operational systems

View

¢ of (this clause is to document the philosophy that underpins the ISO/IEC 15408 approa

Iuat|on and then to extend it to operatlonal systems ISO/IEC 15408 addresses only tech

ures
n.

d for

valuation. Where modifications are deemed not to have significantly’increased the residual fisks,

ess,
hted,

data
stem

The
at is
o be
ernal

th to
nical

controls combine to protect the information and other assets of the organlzatlon

7.2 Gene

ral philosophy

jonal

For many organizations, information is the primary asset and requires protection against the threats of
unauthorised release, modification, or destruction. Those assets are protected using a combination of
technical controls and supporting operational control infrastructures of personnel, policy, procedures and
physical protection measures. The overall ISO/IEC 15408 philosophy is that threats to organizational assets
should be clearly articulated and countered using a combination of technical control and operational control
infrastructures. The technical control requirements for addressing threats are included in ISO/IEC 15408-2.
Under ISO/IEC 15408, the requirements for the operational controls were considered separately as part of an
external accreditation process and therefore were not directly addressed by the security evaluation. This
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document seeks to formalise those requirements so that they may be assessed as part of the operational
system evaluation.

ISO/IEC 15408 conceptually divides security measures into security-related services that must be provided
and measures taken to have confidence that those measures are implemented correctly and effectively. In a
product evaluation, the security-related services are those functions in the IT implemented to meet the
objectives for that piece of technology. In an operational systems context, the procedural and physical
contributions to the security can also be assessed. They are similar to IT functionality because they are
security capabilities of the operational system that together meet the security objectives. However, they are
not normally technology-based and are more suited to assessment during the operational control portion of
the operational system life cycle than the development portion. Therefore, they are considered to be separate

from

The

1ISO/
thos
throd

The
the s
relat
cont
toth
of th
relat

g

b

In
impl
secuy
Eval

a)

b)

c)

furctiormatrequirermeTts:

measures taken to ensure that the security capabilities perform as expected are termed “a
EC 15408 and consist of evidence being generated and independent assessment of the
b capabilities. This can be extended to cover the operational controls portion of(the operat
gh documentation describing the operational controls as implemented.

process used to develop, implement and maintain both the operational system itself and mor
ecurity related services has a considerable influence on the correctness and effectiveness of
bd service and its overall contribution to the total security of the operational system. This i
ibutes to the confidence in the performance of the security related\service. Thus the proces
b overall assurance of the complex operational system. More specifically the greater the level
b process, the greater the confidence that can be had in the carrectness and effectiveness of
bd service and thus the overall assurance provided.

ummary, operational security functional requirements are those non-technical secu
bmented in the operational system contributing t0 the overall security objectives, while
rity assurance requirements reflect the evidencethat those requirements are satisfied.

Lation of security in an operational system:can therefore be decomposed into a series of step

The security problem is articulated as@,set of risks to be reduced or mitigated, and a set of o
Security policies to be enforced. This requires prior analysis to determine the purpose of thg
system, and risk assessmentx{o) determine those risks that must be countered by tg
pperational controls. The results-of the analysis are recorded in the SST.

The security problem is partitioned into a high-level security solution, represented by a se
bbjectives. These objéctives are recorded in the SST.

The security objectives are further refined into security requirements that can be asse
ndependent.evaluator. Some security objectives will be allocated to the technical controls 3
pperational_controls. Some may require both technical and operational controls. For examplg
unauthorized access to an information asset will often be accomplished both by provid
security “to the facility holding the asset (e.g. locks, guards) and by IT functionality
puthentication and access control mechanisms). The security requirements are recorded in th

ssurance” in
suitability of
onal system

e specifically
the security
fluence also
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ity controls
operational
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ganizational
operational
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t of security
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d) A set of activities for the evaluator to follow during the assessment is defined, based on the overall
objectives and the overall assurance in the protection measures required. These assurance requirements
are recorded in the SST.

e) An independent evaluator assessment determines that the operational system meets its security

f)

requirements, based on the requirements documented in the SST.

Continuing assessments can also take place to gain confidence that the operational system meets its

requirements during operation. These will focus mostly on the operational control po

consistent than IT behaviour.
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Periodic re-evaluation of the operational system can assess that the operational system continues to
meet its requirements despite changes to the operational system or its environment. This consists of
determining what changes have taken place, assessing the security impact of those changes, updating
the SST as required, and determining that security has been maintained during this process.

)]

This process is very similar to the ISO/IEC 15408 evaluation process. The typical difference between an
operational system evaluation and a ISO/IEC 15408 product evaluation is that in an operational system
evaluation the actual operational environment is fully considered, whereas in a product evaluation the
operational environment is not defined in detalil, it is described purely as assumptions which are not verified
during the evaluation.

operational |system are implemented correctly and effectively. However, evaluation of security )cen
whether technical or operational, can never provide absolute assurance that those controls Wil al
function as intended, at all times and in all circumstances. Evaluation produces a pass or fail verdict. E
evaluation identifies no unacceptable vulnerabilities, there will always be a residual risk that'the contro
not perform |as intended. This risk can be reduced by adding additional assurance controls, or using diff

brent
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controls can
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risk must be taken into account when deciding if an operational system can be accredited fo

al factors may result in differing criticality/threat environmenis for different operational sy

It is possible that some portions of the operational systenixmay require greater assurance
s require less assurance. Because risk assessment can establish different levels of accepta
fferent portions of the operational system, an operational system can be divided into seq
h different assurance requirements. The risk assessment will determine acceptability of rig|
s of the operational system and will aid in determining appropriate assurance measures for
perational system.

htional system assurance

15408 paradigm for assurance centres on the provision of evidence that the security func
re implemented correctly and“effectively. Higher levels of assurance place more def]
5 on the content and presentation style of the evidence. In addition, higher assurance somef

5408 product evaluation is conducted in a manner that assumes a generic operat
in which the product might be employed. The product evaluation focuses on verifying the sec
implemented .by_the product, independent of any specific operational context. The prd

In product{evaluation, the assurance requirements are not normally derived from the seq
tead, they.are selected axiomatically or by policy decision.

goal of a product evaluation is to gain assurance that the security capabilities of the produg
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contained in the product’s Security Target (ST). The ST includes some traceability on the security problem
being solved by the resulting set of security requirements. The security problem stated in the ST is assumed
to be based on a threat assessment for the types of environments suitable for deployment of the product. The
scope of the product evaluation is limited to the IT security requirements allocated to the product by this threat
assessment. In addition, the product evaluation sets bounds for “secure values” for configurable aspects of
the product: termed the “evaluated configuration”. However, these configurations do not take into account any
specific environment as this in unknown at the time of evaluation. Upon completion of the product evaluation,
it remains necessary to properly integrate the evaluated product with other products to compose an
operational system, and finally, to verify that the operational system provides the desired security properties
and behaviour in its operational environment and operational configuration.
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Product evaluations generally have the same assurance measures applied across all the security functionality
defined. Although it is technically possible to have different security domains in products, this is not usually
applied for generic product evaluations.

The evaluation evidence and evaluation reports generated from a product evaluation may be used to support
the operational system integration and verification effort.

In principle, there is little difference between the properties of an IT product and an operational system for the
purposes of security evaluation. However, operational system evaluation may be significantly more complex

than ISO/IEC 15408 product evaluation for a number of reasons:

a) [An operational System may comprise many bought-In products and custom 1T developments grouped into
security domains. The composition of each system security domain may be based upon.seyeral factors,
such as the technology employed, the functionality provided and the criticality of the assets protected.

b) An operational system may contain multiple instances of the same product (e.g.Jymultiple ¢opies of an
pperating system provided by the same vendor) or multiple different product\instances ¢f the same
product type (e.g., multiple firewalls provided by several different vendors).

c) HAn operational system may have security policies that apply to some security domains while |not applying
fo others.

d) PDifferent residual risks may be acceptable within different domains of an operational systemn), whereas a
product counters specific threats to specific types of asset witheut consideration of risk.

All these factors impact on the assurance requirements for an operational system. In particular, different forms

of assurance controls may be required for different.‘security domains, depending upon the available

devdlopment information, or upon the different types. of functional controls selected. This |means that
assurance objectives have to be defined and explained as part of the solution to the security problem.

Furtihermore, an operational system evaluation{must cover all security controls, including those implemented

in the operational environment, which are treated as assumptions in a product evaluation. In geng
of agsurance requirements for technical ecgntrols documented in ISO/IEC 15408-3 can be extende
opergtional controls. For example, the concept of assessment of design documentation for techr
becdmes assessment of the description of operating procedures for operational controls. Th
people implementing operational-centrols can be tested in a similar way to the way that th
programs implementing technicalcontrols are tested.

ISO/IEC 15408-3_‘assurance requirements relating to system development may not
applicable to operational\systems, or their assessment must be delayed until the system installat
phade. Similarly, assurance in operational controls can often only be achieved in the actua

ral, the type
d to apply to
ical controls
actions of
actions of

a)
-
a)
-

be directly
on life cycle
operational

envitonment, whereas technical controls are often examined and tested in their development envifonment.

Therefore, in\order to assess the security controls of operational systems, it is necessary to ge
mod|fy the ‘assurance classes for technical functionality found in ISO/IEC 15408-3. This has bee¢
Anngx<C contains the definitions of suitable assurance classes.

neralise and
n done, and

A particular issue concerns assurance of the effectiveness of the controls implementing the SSF. Assurance
in this aspect of technical controls is achieved by architectural design techniques such as domain separation,
non-interference and non-bypassability of controls. For operational controls, analogous but somewhat different
techniques are used, such as separation of duties, inspection and monitoring.

Areas where additional assurance components are needed to handle operational systems are:

a) the overall security architecture and placement of components within the architecture;
b) the configuration of the components that comprise the operational system;
c) the management policies, rules and procedures that govern operation of the operational system;

© ISO/IEC 2010 — All rights reserved 13


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

d) the requirements and rules for interaction with other trusted and untrusted operational systems;

e) the monitoring of the non-IT controls during the operational phase of the system life cycle.

Because of its product focus, ISO/IEC 15408 assumes that a TOE will be developed in a single development
environment which is distinct from the intended operational environment. This assumption is unlikely to hold
true for most operational systems. Even if the operational system is developed in a separate test environment,
the final stage of operational system development will be integration into the operational environment, when
the operational control measures are added into the operational system. Some parts of the operational
system, particularly bought-in products, may have been developed in distinct and different development

environments from the main development environment.

Some comg
based on as]
in the contq
components|

In summary,

from an
class of]

a)

b) by test

ISO/IE(
c) by verif
Annex (
d) by verif
Annex (

e) byreus

onents of the operational system may have already been evaluated against ISO/IEC\ S
sumptions about the intended operational environment. If these assumptions are shown.to bg
xt of the operational system, the results of such evaluations will still apply to, us€ of t
as part of the operational system, and can be reused.

there are five major ways that assurance in operational system controls can beobtained:

alysis of the operational system design (the ASD class of Annex C, which is based on the
ISO/IEC 15408-3);

ng of the operational system (the AOT class of Annex.C,) based on the ATE clas
15408-3);

cation that the operational system has been installed @nd configured correctly (the APR cla
L, which has no ISO/IEC 15408-3 equivalent);

cation that the operational system is performing“securely during live operation (the ASO cla
L, also with no ISO/IEC 15408-3 equivalent);

b of existing evaluation results (members\of the AOC class).

In addition, @assurance can be obtained from examination of the requirements specification (the ASP and

classes, bag
on AGD), an

Most operat

There may
operational
Assurance r
operational

ed on the APE and ASE classes-of ISO/IEC 15408-3), operational documentation (AOD, b
d from vulnerability assessment-(AOV, based on AVA).

onal system evaluations will require the use of all of these techniques.

be several differént*ways in which the required level of assurance can be obtained i
system. Unlike\_product evaluation, there are no predefined Evaluation Assurance Le
pquirements«should be chosen to match assurance objectives set from analysis of the risks t
system and/the availability of documentation, test results, and development and operationa
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7.4 Com||>osite operational systems

Many operational systems are large and complex, offering multiple functions and with a complicated internal
structure. This Technical Report therefore defines a standard methodology for the description of the
architecture of operational systems, based on two levels of decomposition — subsystems and components.

A component is an identifiable and distinct portion of an operational system that implements part of that
system’s functionality (whether security related or not). A component may comprise a single function provided
by a single product, a single product with multiple functions, or an integrated set of functions implemented by
the combination of customised software and operational procedures. A subsystem is a set of one or more
operational system components that are capable of execution independently from the rest of the operational
system. For example, a subsystem might comprise a single client or server constructed from multiple
products, multiple servers and/or clients and networks, or a set of heterogeneous clients and/or servers. Some
components and subsystems may already be security evaluated; others not.
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In simple operational systems, every subsystem might be made up of exactly one component; indeed, there
might be only one identifiable subsystem. However, most operational systems are likely to be composed from
multiple subsystems, each made up of multiple distinct components.

In ISO/IEC 15408 evaluation, the system design of the Target of Evaluation must be broken down into
subsystems and modules. A subsystem in ISO/IEC 15408 is a high-level description of what a portion of the
TOE is doing and how; a module is a description of system functionality at the most detailed level of
breakdown provided by the system design.

In practice, subsystems as defined in this Technical Report will often correspond directly to subsystems as
defined in ISO/IEC 15408. However, a component as defined in this Technical Report has a wider scope than
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emented by software, a component may correspond to multiple low-level ISO/IEC 15408 ‘'m
ments, each of which will correspond to a module of code.

cally, composite operational systems:

Contain several subsystems, each made up of multiple components, with different degrees
pssurance.

Have a well defined control structure. This may be a single operational-system “owner” or a d
management relationships on the various portions of the operational'system.

Are built against specific needs for specific operation.

ndividual components carry a large number of possible configuration options, some d
nconsistent with the operational system security policies.

Fnable the operational system owner to implement a different balance of technical ¢
pperational controls in different parts of the operational system.

security policy may be different for the different combinations above, except for the rare case
pational system has a single function: Logically, all the portions of the operational system ung

ystems and components that are“governed by the same security policy(s) is then characts
rity policy in accordance withithe appropriate risks to that domain. Functional and assura
rements may be identified\for each security domain. As such, each security domain will |
rity policy, security problem definition, security objectives, security requirements 3
mentation. However, ‘each of these security domains operates within the larger operational
f policies, security problems, objectives, requirements, and documentation. Each security
its own assurance requirements based on the degree of confidence needed in that security|
verall contribution to the operational system. The operational System Security Target wil
ptional system security requirements, which will be a representative compilation of the secu
comprise_the operational system from an operational system context. The security domai
rated-in_Figure 3.
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Figure.3— Example of domains

It is importamnt to realise that the security~domain structure of a composite operational system need not b¢ the
same as its|architectural structure. A-subsystem may span several security domains (for example, a sjngle
client-serven subsystem may have_different security policies for the clients and servers). Likewise, seyeral
products frgm different vendors"\may need to be treated as separate components for build purposeg but
implement identical security policies and thus fall within a single security domain.

When defining a compgsite operational system there is a need to describe the architectural structure of the
system, in particulanto identify and describe the boundaries of the system, to describe the interfaces| and
dependencigs between components of the system, and to describe the interfaces and dependencies between
components| of the system and its environment (e.g. users, external operational systems). All interfaces
between copiponents, and between the operational system and its surrounding environment need tp be
defined. The interface specifications need to cover any security requirements for the interface or for the
communication links implementing the interface. In addition, the specifications must identify any trust relations
or invariant security properties for the interface.

7.5 Domain Assurance

One benefit of the security domain concept is that it permits different assurance requirements to be applied to
different parts of the operational system. Consider a typical server system. It will be constructed from a variety
of components, such as application programs, middleware products and base software such as an operating
system. The middleware and base software may have been the subject of product evaluations, but may
equally well be unevaluated. For unevaluated products, the vendor may cooperate in providing the evidence
needed for evaluation, but also may refuse to make the necessary evidence available. For evaluated
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products, an Evaluation Technical Report (ETR) may be available to assist in reuse of evaluation results, but
access to the ETR may be refused.

Consider the system shown in Figure 4 following. For security domain A, which is built from proprietary
software, it is likely all evaluation evidence required for ISO/IEC 15408 evaluation can be made available. For
security domain B, evidence to satisfy some ISO/IEC 15408 criteria might be obtained (e.g. the ADO and AGD
classes and ATE_FUN) but some other criteria (e.g. the ADV and AVA classes and ATE_COV/DPT) are
unlikely to be achievable as the necessary evidence will not be obtainable and may never have existed.
Alternative assurances must be obtained (such as a product evaluation certificate) or residual risks accepted.

Domain A

i New developed application i
i program for the operational !
! system :

Domain B

| Products where evaluation i
i evidence cannot be delivered !
! Example: Multipurpose @S !
! and DBMS :

Figure 4 — Heterogeneous system composition

On the other hand, the system showniin Figure 5 following is built entirely from componenfs for which
evid¢nce required for ISO/IEC 15408 \evaluation can be obtained. This can therefore be treateq as a single
secyrity domain, domain X, with homogenous assurance requirements.

Domain X

New developed application
program for the operational
system

products where evaluation
evidence could be delivered
Example: vendor’s own OS
and DBMS

I
1
! |
! 1
! 1
! 1
! 1
! 1
! I
! 1
! 1
! 1
! 1
! 1
! 1
! [}

1
! i

1
: Evaluated or unevaluated !
1
! |
! 1
! I
! 1
! 1
! 1
! 1
! 1
! 1
! 1
! I
! 1
! 1
! 1
! 1
! 1
! [}

Figure 5 — Homogeneous system composition
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In order to achieve its security requirements, one domain within a composite operational system may have
dependencies on the security properties of other domains. A domain may offer security services that can be
used by other domains through communications or application programming interfaces, or it may enforce
security properties on other domains. This needs to be reflected within the SST for the operational system.

Security services and properties that are enforced on or made available to other domains must be identified
as such with the statement of security objectives for the domain. Similarly, if a security domain has security
objectives that are met by other domains, these must be identified as such within its statement of security

objectives.

7.6 Types of security controls

ISO/IEC 15408 mainly specifies technical controls, i.e. security controls that are implemented by th
components| of a system. However, it also needs to specify those management controls and activities tha
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Technical Control

| /

Overall Operational System

Server System

Management Control
for technical controls

Z

Managementy Control for
operational‘controls

Operational Control

Documents
-—-—-—-—-—-—-—-———)  _SAmmmm—m——=ms/ mmm——— -
I /// !
I Z !
1 | Rules for assignment of Progedures for management of 1
1 | users’ roles users’ roles 1
| 1
I 1
| I

Figure-6 — Example of security controls

Opetational controls may include\rules and procedures as well as physical protection. An example of an
operptional control that would involve purely management activities is security incident reporting.

For @n operational systeniito be secure, the technical and operational controls (including related management
contfols) must integrateand work together to provide coverage of all threats. In practice, the cgntribution to
security of the systeém/s technical controls is influenced by and dependent on the operational fontrols that
prov|de the operational environment. As an example, the value of the system's “IT-asset” to the |organization
will determine the-type of operational controls such as physical protection it is afforded, what perspnnel will be
granfed access to it, and under what conditions it will be backed up to support continuing ¢peration. In
addition, there may be integration of technical controls and operational controls such as physical protection.
For example, physical access operational controls may rely on technical controls for authentication services
and pperational controls may provide to technical controls information about the physical presence or absence
of personnel from a facility.

Many technical controls for operational systems can be expressed directly using ISO/IEC 15408-2 functional
components. However, the complexity of operational systems may require additional refinement of
components not normally necessary in ISO/IEC 15408 evaluation. Some examples of this are:

a) The administrator might need the capability to ascertain that the operational system configuration is as
expected. The requirement for this capability would be a refinement of TSF self-testing (FPT_TST) to be
included in the definition of “correct operation of the TOE”.

b) The SST may wish to specifically allocate portions of security functionality to specific components within

security domains. This would mean refining “the TSF” to specific portions of the TSF, e.g. “The firewall
security domain shall provide a mechanism to...”.
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c)

It may be necessary to define technical control functions concerning interoperability with other systems,

or concerning interoperability between different components or subsystems of the operational system.

Where an ST already exists for the technical controls of an operational system, for example if the controls are
provided by a bought-in and evaluated product, the ST can be used as a template for construction of the
operational system security requirements. However, since operational system evaluation is risk-based, the
threats and assumptions of the product ST and the associated ST rationales will have to be reassessed and
possibly amended.

Most operational controls of an operational system address management and operational processes and
procedures that are beyond the scope of ISO/IEC 15408 evaluation, and which therefore cannot readily be
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Entire operational system

System Target of Evaluation (STOE)

System Security Functionality (SSFK)
(the totality of the combination of TSFE ‘and OSF)

Technical Security
Functions(TSF)

Operational Security
Functions (OSF)

Figure? — System security controls

In ISO/IEC 15408 evaluation, technicat’ security functions often have dependencies on aspects of operational
security. An example is ISO/IEC 15408-2 access control element FDP_ACC.1.1:

FDP| ACC.1.1 The TSF shall"enforce the [assignment: access control SFP] on [assignment: lis] of subjects,
objegts, and operations amoeng subjects and objects covered by the SFP].

In ISO/IEC 15408 evaluation, the access control policy and list of subjects, objects and operations would be
docymented, buttetherwise assumed correct. In operational system evaluation, this policy and list would be
evalliated as paft-of the assessment of data protection and personnel roles and responsibilities (see B.4.2.4,
FOA| INF.1.8:~and B.2.2.4, FOD_PSN.1.18). In general, rules and procedures required by TSF that must be
assumed correct and applicable in ISO/IEC 15408 evaluation will be evaluated as part of an operational
systemievaluation.

It is important in any operational system that a good balance is chosen between TSF and OSF. TSF require
the purchase of security products or the design and implementation of specific system security functionality
within hardware and software. TSF therefore have an initial system development cost in time and money. On
the other hand, OSF are flexible but may become ineffective over time if not policed. They typically have a low
initial cost to set up, but a high cost during operation due to extra staff activities performing and checking OSF
controls. Explaining the desired balance between TSF and OSF within the SST or SPP may assist in
understanding the choice of functionality selected.

7.8 Timing of evaluation

Evaluation makes a determination at a given moment of time whether controls meet the requirements placed
upon them. This may take place at any time in a product or system’s life cycle, but in the case of a
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ISO/IEC 15408 product evaluation normally takes place once development is complete, but before the product
is put into operation.

It is very likely that a technical control that is successfully tested in a development environment will also work
in the operational environment. This is much less certain for operational controls. During regular operation, the
people in the operational environment may be less trustworthy, less experienced, less competent and/or less
motivated than during testing in the development environment. Thus assurance from the development phase
in operational controls is much less transferable to the operational environment than assurance in technical
controls. It is therefore more likely that initial evaluation will extend into the operational phase, or will take
place on a system that already is in operation.

|dea"y, an operationa VS1E outbe Te—evaiuatedfoltowinmg 70 TOeS Tt AhHites 5 |SkS
However, it [s also necessary to re-evaluate an operational system periodically to confirm it is still meeting its
objectives effectively and to determine whether adjustments are necessary to remain within the risk tolerance
required.

In the first gase, as for development evaluation, evaluation will provide good evidence that the operatjonal
system is capable of meeting its changed objectives but little evidence that such is\the case in agtual
operation. I{ is left for management to ensure that the operational system security~controls are utilised
effectively. In the second case, the evaluator can confirm by examination of records of the operatign of
controls and|of security incidents that the controls are meeting their requirements and thus working effectiyely.

7.9 Use of evaluated products

Where a prqduct has been evaluated, there may be evidence available ‘from the product evaluation that can
be reused ir] operational system evaluation. However, the detailed €vidence may not be publicly available. In
some instangces, this evidence can be obtained directly throughyan agreement with the product developr or
from the authority controlling the evaluation scheme. In others, the relevant detail necessary to determine its
applicability to its role in the operational system may not be possible to obtain, and system owner must|then
determine whether it is acceptable to accept the results>without access to the evidence that contributed to
those results.

Similarly, it is not necessarily the case that the results of a product evaluation are applicable to the operatjonal
system evalyiation. Some reasons might be:

a) the configuration of the product during the product evaluation and the configuration of the product when
integrated into the operational system may be different.

b) the asslirance at which the product was evaluated is inadequate compared to the assurance to which the
product|is required when.integrated as a component in the operational system. In this case, there may be
evidence that can be reused but new evidence that will have to be generated as well.

In these insfances, the{operational system evaluation needs to determine the degree to which the results
available cap be used’ and what additional assurance measures may be needed. In the worst case, these
components|would,need to be treated as unevaluated components.

When a produethasnot-completed—evatuation—itis—tunknownhowmuch—information—might be—avaitable to
support the operational system evaluation and it is unknown whether any existing product information will be
confirmed by the product evaluation. When a product has not been evaluated, information usually required for
product evaluation may not be available to support the operational system evaluation. Such considerations
would need to be considered in the operational system evaluation.

It is essential that information is available about the security characteristics of the interfaces between
products, i.e. which security functions of one product depend on security functions of a different product. It is
necessary to confirm in the system evaluation that all products that depend on security functions within other
products use those products in a secure manner. Often the necessary information will be documented in the
ETR of the other product, but the information may not be presented in a way that is compatible. In this case, it
will be necessary to look at other documents such as interface specifications and architectural design
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documentation as part of system evaluation, and to confirm that the required security properties are present.
The same applies where unevaluated products are used.

The variety and maturity of evaluated COTS products that are available for integration into an operational
system limits the maximum assurance that can be achieved purely by using evaluated products. In general, it
will be impractical to re-evaluate evaluated products at a higher level of assurance, as the additional evidence
and developer support are unlikely to be available. If product assurance is not sufficient, it will be necessary to
obtain additional assurance from alternative controls or by architectural means, such as adding firewalls or
other security-specific architectural components.

Alternatively, an operational system evaluation has the ability to allocate differing levels of assurance across
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iterconnects

between subsystems, and its external interfaces to other systems. The architecture description need not be a
security-specific document. It enables the evaluator to gain an understanding of the overall architecture of the
operational system, but not how it achieves its security objectives.

The second level of architectural description is to provide the evaluators with a security concept of operations
document. This describes the security properties of the operational system, at a level of detail consistent with
the architecture description. It must cover all modes of operation of the operational system, describe how the
security functions of the operational system work together to enforce the security properties of the operational
system, and how the operational system is protected from bypass or tampering with its security functionality.
This document enables the security architecture of the system to be assessed, independently of how the
operational system is implemented internally.
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As well as assessment of the security architecture, operational system evaluation may look at how the
security features of the system have been implemented. The first level of assessment requires an interface
functional specification to be provided that specifies all security functions and properties of the operational
system visible at its interfaces, but without any internal details of the implementation. This enables “black box”
assessment of the operational system, where claimed properties are known but there are no details of how
they are achieved.

Finally, operational system evaluation may look at internal design documentation for the operational system.
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properly. This means the overall operational system testing must investigate and confirm the secure

interaction b

etween different components and subsystems.

The internal testing strategy may also be different for different security domains that comprise the operational
system, depending on characteristics such as:

a) level of assurance required in the subsystem;

b) level of assurance already established (or not established) in products that comprise the subsystem;

c) architecture chosen and products that comprise the architecture;
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d) technology employed;

e) placement of components in the physical environment.

7.12 Configuration management

Operational system evaluation has configuration management requirements that are not usually found in
ISO/IEC 15408 product evaluation. ISO/IEC 15408 treats the life cycle of IT products from the perspective of a
developer. The life cycle begins with the requirements for the product and then progresses through design,
development, evaluation and production. The life cycle only considers operational concerns as it impacts the

next

version of the product.
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Overview

This Technical Report provides an extension to ISO/IEC 15408 to permit the evaluation of operational
systems. As described in previous clauses, this requires extensions to the model of evaluation found in
ISO/IEC 15408 and the definition of additional evaluation criteria.

For the most part, the additional processes, documentation and tasks required for operational system
evaluation have been defined by extending analogous concepts within ISO/IEC 15408. The additional
evaluation criteria that are required deal primarily with the operational and system integration aspects of
information security, and have been derived from existing non-evaluation information security standards. In
particular, this Technical Report draws heavily on two specific security best practice standards,
ISO/IEC 27002 [3] and NIST SP 800-53 Recommended Security Controls for Federal Systems [4]. Given the
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existence and wide acceptance of these documents, it was considered inappropriate to develop new criteria
and criteria structures.

This relationship is shown in Figure 8. The SST, system security policy model, risk assessment, vulnerability
assessment, guidance documents, procedures, and development design documents will all form part of the
documentation provided for the system evaluation and have been generalised from ISO/IEC 15408. The
criteria for assessing the operational environment and in particular the operational controls have been drawn
from non-evaluation standards and guidelines.

Criteria and methodology for evaluation (ISO/IEC 15408, 18045)

Existing evaluation concepts

EVALUATION
CRITERIA

Deliverables for evaluation (SST, risk assessment, procedures,

security policy model, guidance / design documents; etc.)

New controls

—— N I - ..
———— —‘-~
- —

- —
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Figure 8 — Relationship between operational environment and evaluation criteria

As well as |SO/IEG27002 and NIST SP 800-53, there are a number of other SC 27 standards, such as
ISO/IEC 21827, [5] that have been used as sources. ISO/IEC TR 15443 [6] offers alternative potential
approaches |with“respect to assurance requirements. ISO/IEC TR 15446 [7] suggests guidelines for protection
profiles and security target design.

Other relevant documents include NIST SP 800-53A Guide for Verifying the Effectiveness of Security Controls
in Federal Information Systems [8] and the German IT Baseline Protection Manual [9].

Concepts and specific controls have been adapted from all these documents where appropriate. However,
evaluation criteria are not intended to define how to design and manage an operational system securely. The
purpose of evaluation criteria is to define how to evaluate secure operational systems using evidence provided
to evaluators by the system owners, developers, integrators, operators and administrators of the operational
system. Evaluation criteria will therefore cover different aspects and have different emphases than the source
material from these other standards and guidance documents.
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Since the processes, documents and tasks defined within this Technical Report are based on existing
ISO/IEC 15408 equivalents, the contributions from other standards and guidelines have been restructured into
a format that is an extension of that already used in ISO/IEC 15408.

8.2 Relationship to ISO/IEC 15408

The first edition of ISO/IEC 15408 was used as the baseline for the development of this Technical Report.
This revised edition has been updated for compatibility with the third edition of ISO/IEC 15408.

ISO/IEC 15408 has been used as the primary basis and framework for operational system evaluation. It
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1 of ISO/IEC 15408 defines the concepts of security targets and protection praofiles. These
ification frameworks serve as the basis for enhanced targets and profiles, System Proteg
Ps) and System Security Targets (SSTs), that also cover operational conifols.

2 of ISO/IEC 15408 defines evaluation criteria for functional requirements. These criteria
cable to the technical controls required for operational systems;.and are used as the basig
additional classes, families and components with focus onthe“operational controls of the

ions and mechanisms within the operational system, and requirements for the policies and
must be implemented in the operational environment bythe operational controls.

3 of ISO/IEC 15408 defines criteria for assessing.the assurance requirements. These assur
ised as the basis for new assurance classes; families and components with focus on th
ties that must be performed to evaluate the, security controls aspects of the operational

e integrated unit. This includes the requirements for evidence of the policies and procedure
emented in the operational environment by the operational controls.

Relationship to non-evaluation standards

EC 27002 is a Code of Rractice that recommends security controls that should be consi
hformation security management to initiate, implement and maintain information securi
hization.

been used-as the principal source for identifying and specifying aspects of operational se

ols are required, and for formulating specific operational control requirements.

SP..800-53 provides guidelines for selecting and specifying security controls for informat

inten

operational
enables the
d during the

equirements
tion Profiles

are directly
for defining
operational
spect of the
procedures

ance criteria
e evaluation
system as a
5 that will be

Hered by an

hization in order to managel the security of information assets. ISO/IEC 27002 provides recomqmendations

y within an

EC 27002 provides a widely-accepted management framework for the control of operational security. It

curity where

ion systems

dedfor use in US Government Federal systems. US state, local, and tribal governments

t as well as

private sector organizations comprising the critical infrastructure of the United States are also encouraged to
consider the use of its guidelines. Its use is mandated by a formal US Federal Standard, FIPS
Publication 200, Minimum Security Controls for Federal Information Systems [10]. Where appropriate, NIST
SP 800-53 draws on ISO/IEC 27002 in the definition of its security controls, but it also covers other areas not
directly related to information security management.

NIST SP 800-53 has therefore been used as a secondary principal source for operational controls, particularly
in those areas of operational security that are outside the scope of the International Standard, ISO/IEC 27002.

There are other International Standards that address requirements for security controls. However, in general
these deal with controls at too high a level to be used as a source of specific operational control requirements.
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8.4 Relationship to Common Criteria development

The Common Criteria is a technically identical standard to ISO/IEC 15408 published by the Common Criteria
Development Board, an association of national schemes for evaluation and certification. Common Criteria
Version 3.1 Revision 2 [11] is the equivalent to the third edition of ISO/IEC 15408, which was used as the
baseline for this edition of this Technical Report.

The Common Criteria Development Board is currently soliciting ideas for major changes to the Common
Criteria. If adopted, these are likely to be reflected in future revisions of ISO/IEC 15408.

9 Evaluation of operational systems

9.1

Operational
with extensi

9.2 Evaly

There are th

— product
develop

evaluati

Introgluction

systems shall be evaluated using the general model of evaluation defined in<ISO/IEC 154
bns as defined in this clause.

ation roles and responsibilities
ree types of activity required for operational system evaluation. These are:

on of evidence for the evaluation (which includes thecrisk assessment, SST specifica
ment and integration, operation, modification);

on (including certification of evaluation results);

accredi

For each of these activities appropriate personnel shall*be assigned, their terms of reference agreed an
necessary tasks performed. These activities and associated roles and responsibilities are listed in Tah

Each of th
responsibilit
identified in

tion;

different actions required by this\Technical Report should readily map to the roles
es identified in Table 1. Each_of,the different actions should also map to the SST sec
he table.

D8-1,

tion,

i the
le 1.
and
tions
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Table 1 — Roles and Responsibilities for Operational System Evaluation

Activity Role Responsibility SST Sections
Production of the | Senior Management | Overall responsibility for security. N/A
evaluation Defi table risk
evidence efine acceptable risks.
Approve actions of authorized officers
Authorized officers | Assess and accept residual risks. Security problem
of the organization definition
Security agency Sets organization-wide security policies. Security problem
Defines mandatory controls to be implemented by all definition
organization systems.
System owner Conducts risk assessment. Sécurity|problem
Defines security problems to be addressed by the definition
system (including objectives, requirements). Security|objectives
Prepares any SPP (perhaps as part of a consortium of | Security
owners of similar systems) requirenpents
Authorises re-evaluation based on changes to system or | STOE description
its environment.
Reviews system status from contintious monitoring
reports.
Developer/ Production or support ofproduction of SST based on STOE description
::r)ltegrator/ System [ security problem defined)by the system owner. Technichl controls
esigner . .
Production of development evidence.
Assurange
Assists the system owner to reduce or eliminate requirenpents
vulnerabilitiesZfound during evaluation. relating I:
development
Architecjure and
summary
specificgtions
Operator/ Support of production of SST. Operatignal controls
Administrator/ . . .
P Production of operational evidence. Assurane
Maintainer .
. . requirenpents related
Assists the system owner to reduce or eliminate t ;
s - . 0 operation
vulnerabilities found during system operation.
Architecjure and
summary
specificgtions
Evajuation Evaluator/ Evaluates system based on security requirements All
certification agent articulated in SST, to make determination of system
capability to meet its security requirements at that point
in time.
Provides independent assessment of system security
operations throughout system operation
Performs re-evaluation, as required, to support changes
to the system or its environment.
Certifies the evaluation results.
Provides evaluation and certification reports to system
owner, with recommendations, as required, to support
system accreditation/authorization
Accreditation Accreditor Authorizes system for use or confirms to the authorized | Security problem
officer that anticipated residual risks are acceptable. definition
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9.3 Risk assessment and determination of unacceptable risks

Prior to operational system evaluation, the system owner shall assess the scope of the operational system,
determine the assets that need protecting, and, in concert with the authorized officer or designated
representative from higher management, determine the level of risk which the organization is willing to accept
that each asset of the operational system could be lost, damaged or compromised.

The system owner shall then conduct a risk assessment covering all assets of the operational system. This
risk assessment should identify all possible risks to the operational system, including those risks that are
countered or eliminated by existing security controls. These existing controls shall be documented as part of
the risk assessment, so that they can be included in the SST description of security objectives.

NOTE This Technical Report does not prescribe any particular model or form for risk assessment. F\Ilrther

information alpout risk assessment of ICT systems can be found in ISO/IEC 27005.

Where risks|to assets exist that are above the level of risk that the organization is preparedito tolerate], the

system owngr shall identify a proposed course of action to reduce the risk to an acceptable. level. This|may

take the form of:

— risk acceptance, accepting the increased risk and acknowledging liability for the consequences should the
risk be realised;

— risk tranjsfer, transferring the risk or liability for its consequences, to another party;

— risk avojdance, such as by abandoning the activity which causes the risk;

— risk requction or elimination, reducing the risk to an tolerable level through the implementatign of
evaluat¢d countermeasures within the operational system tovreduce the likelihood and/or the impgct of
the risk

Following thjs analysis, each risk shall then be categoriseéd as acceptable or unacceptable from the point of

view of the ¢perational system. Acceptable risks are those which are to be tolerated, accepted, transferred or

avoided. Unpcceptable risks are those that are to be‘reduced or eliminated.

Where risks|are unacceptable, the system owner in conjunction with the system developer shall identify and

specify technical and operational security .controls to be implemented as countermeasures. The system owner

in conjunctign with the system developer(shall also identify and specify assurance controls to confirm thdt the
risk that teclpnical or operational security controls fail to meet their security objectives as countermeasurgs is
reduced to g level that the organization is prepared to tolerate.

As part of the operation phase_of the system life cycle, the system owner shall periodically review thq risk

assessment| to determine whether:

— there are changesyto business assets;

— there are new risks, or changes to risks to assets;

— the exist oAt ' il Fiate

The owner shall then determine if there is a need for the system to be re-evaluated to confirm the adequacy
and continued effectiveness of the operational system security controls against the revised risk assessment.

9.4 Security problem definition

The system owner shall define the security problem to be addressed by the operational system and assessed
by evaluation. The description of the security problem shall include:

the results of the risk assessment;

any organizational security policies that apply to the system.
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The system owner shall prepare a statement of security objectives for the operational system. The security
objectives shall provide a concise statement of the intended response to the security problems faced by the
operational system.

For operational system evaluation, two types of security objective must be distinguished:

a) functional security objectives that will be satisfied by technical and operational controls implemented
within by the operational system;

b)
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9.6

9.6.1

The
requ

pssurance security objectives that will be satisfied by assurance controls (e.g. veritication acti

O/IEC 15408 evaluation, functional security objectives are normally implemented exclusively
ols, since the operational environment is not evaluated, but defined by assumptions.'within
em definition. Within an operational system evaluation, the operational environmént is includ
e of evaluation, and functional objectives may be implemented as technical controls, operatig
combination of the two. Of course, both technical and operational controls may involvg
hgement controls or actions.

statement of security objectives shall cover all security objectives,-including both objecti
dy satisfied by existing controls and objectives that must be satisfied by additional controls i
brt of the operational system.

rent security domains may have different assurance security objectives as well as diffe
ional objectives. This might be because different levels of residual risk will be accepted in
hins.

e security objectives might apply to the whole ‘of the STOE but must be implemented usg
ional or assurance security requirements in different domains. This might be because the s4

ols are not possible in all domains, or because equivalent assurance is required in all domai
btained by different means.

Security requirements

Introduction

system owner shall qprepare a set of security requirements for the operational system.
rements shall define a set of security controls to be implemented within the operational syst

the functional security objectives and shall define the assurance requirements to confirm that th

satis]

9.6.2

Tech

fy the assurariee Security objectives.

Security functional requirements

nical-security controls shall be selected from the functional classes defined within 1SO/I

Vities).

by technical
the security
bd within the
nal controls,

associated

bes that are
mplemented

ent security
the different

ing different
me types of
ns, but must

he security
em to satisfy
ose controls

EC 15408-2.

Ope

ational Qnmlrity controls shall he selected from the functional classes defined in Annex B

Where controls may be implemented by a combination of technical and operational security measures, they
shall be selected from the functional classes defined in Annex B. Suitable controls are indicated by the use of
the abbreviation SSF to indicate that either technical or operational measures might be used.

Controls which must be implemented as a specific combination of technical and operational measures shall
first be subdivided into separate technical and operational requirements, and then specified as defined above.

If no suitable components exist within either ISO/IEC 15408-2 or Annex B of this document to satisfy some
specific security functional objective, additional custom components shall be devised and defined in
accordance with the procedure defined in ISO/IEC 15408-1, Annex B.
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Table 2 shows a comparison between the functional classes defined in ISO/IEC 15408 and this Technical
Report, and their applicability to operational system evaluation.

Table 2 — Comparison of functional classes

ISO/IEC 15408

Operational system

Applicability and coverage

Applicable to operational systems

Same as 15408

Security audit (FAU)
Communication (FCO)
Cryptographic support (FCS)
User dgta protection (FDP):
Identifigation and
authenfjcation (FIA)

Security management (FMT)

Privacy

(FPR)

Protect

on of the TSF (FPT):

Resour

ce utilisation (FRU)

TOE ag

cess (FTA)

Trusted

path/ channels (FTP)

Administration control (FOD)

Palicy, Personnel, Risk management,
Incident management, Security
organization, Service agreement

IT System control (FOS)

Policy, Configuration, Network security,
Monitoring, Personnel control,
Operational system assets, Records

User Assets control (FOA)

Privacy data protection, User assets

Business control(EOB)

Policy, Continuity

Facility
(FOP)

and ) Equipment

control

Mobile, Removable equipment, Remote
equipment, System, Facility

Third-Parties control (FOT)

Management

Management (FOM)

Security parameter, Asset classification,
Personnel responsibility, Security
organization, Security reporting

9.6.3 Secy

Assurance r

classes of

rity assurance requirements

bquirements shall be selected from the assurance classes defined within Annex C. The assur|
nex C are based for the maost part on assurance classes from ISQ/IEC 15408-3 but gener

pnce

lised

for applicability to both technical and operational security measures.

If no suitable assurance components exist within Annex C that will meet a particular assurance objective, it
may be possible to use assurance components from ISO/IEC 15408-3. If no suitable assurance components
exist within either Annex C or ISO/IEC 15408-3, additional custom components shall be devised and defined
in accordance with the procedure defined in ISO/IEC 15408-1, Annex B.

Table 3 shows a comparison between the assurance classes defined in ISO/IEC 15408 and this Technical
Report, and their applicability to operational system evaluation.
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Table 3 — Comparison of assurance classes

ISO/IEC 15408

Operational system

Applicability

APE: Protection Profile | System Protection Profile evaluation | Specification of SPP
evaluation (ASP)
ASE: Security Target | System Security Target evaluation | Specification of SST
evaluation (ASS)

ADV: Development

Operational system architecture,
design and configuration document
(ASD)

Interfaces and configuration of components

External interfaces

Arcnitecture, Intormation Tlow, access 1

Mode of operation / transition condition

STOE

management (AOC)

AGD: Guidance documents [ Operational system guidance [Rules and procedures for User”and Administrator
document (AOD) guidance
Confirmation and verifiéation (operation|time)
ALC} Life cycle support Operational system configuration | Configuration management (plan, CM system)

Secure configuration of component proqucts
Reuse of product evaluation results

ATE} Tests Operational system test (AOT) Functional, coverage and depth test for|SSFs
Independent testing for SSFs
Regression testing at maintenance/ | modification
time

AVA: Vulnerability | Operational  system  vulnerability | Detection of insecure states and their rgcovery

assgssment assessment (AQV) Penetration testing (both operation time and after
maintenance/modification)

ACQ: Composition None Not applicable to operational systems

- Preparation fonlive operation (APR) | Awareness training and Communicatior| of SSFs
Confirmation and verification (operation|time)

- Records® on operational system|Records of SSFs log

(ASQ) Management review on SSFs

Independent verification of SSFs
Confirmation and verification of records

9.7 | The System Security Target (SST)

The
requ

system' owner shall record the security problem definition, the security objectives and
rements for an operational system in a System Security Target (SST). The owner shall als

the security
b obtain and

docu

NOTE

mentthe otherinformatiom requiredto complete the-SSTasdentifiedimANMex A

A System Security Target is distinct from a Site Security Target, a form of documentation used in some

certification schemes to enable reuse of product development environment evaluation results. Site Security Target is also

often

abbreviated to SST.

Where the owner of an operational system wishes to define the requirements for an operational system in an
implementation independent way, he may first produce or adopt a System Protection Profile (SPP). The
mandatory and optional contents of an SPP are defined in Annex A.

The SST serves as the basis for both the documentation of the operational system security capabilities and for
the evaluation of those capabilities within the STOE. As such, it provides the evidence and information
necessary to perform an evaluation.
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An SST differs from an ST due to its focus on both the technical and operational controls of the operational
system. An SST may be broken down into several distinct security domains with different functional and
assurance controls. However, like an ST, an SST can be evaluated for consistency independently from the

STOE.

Subsequently, evaluation of the STOE may identify inconsistencies between the SST and the STOE. The
types of discrepancies may include:

a) aspects of the operational system environment as implemented disagree with the operational system

environment as specified in the SST;
b) aspects[ofthe operational System security functionality as implemented are different from the operatonal

system [security functionality as specified in the SST;
c) aspects| of the operational system interfaces and interconnects and their behaviour as._implemented

disagre¢ with the operational system interfaces as specified in the SST.
The syster owner must determine whether the implemented environment; ™ functionalityy or
interface/intgrconnect is as required, and the description in the SST is wrong,‘er-if the environment,
functionality|or interface/interconnect should be as specified in the SST. Upon completion of the assessment,
appropriate |changes must be made. These changes may result in changes\to the SST and/or tq the
operational pystem. For these reasons, it is impossible for SST evaluation \te;vprovide a final verdict as to
whether the [SST is a correct representation of the desired operational system! Only when STOE evaluatipn is
complete and inconsistencies have been resolved can the SST be confirmeéd as a correct representation.
Table 4 shoys a comparison between the ST defined in ISO/IEC 15408 and the SST defined in this Techhical
Report, and their applicability to operational system evaluation.

Table 4 — Comparison of security target elements

ISO/IEQ 15408 Operational system Applicability to operational systems

Introduction Introduction IT \A operational parts of the STOE and interfaces to extg¢rnal
operational systems should be defined.
Domain organization could be defined.

Conformancg claims Conformance claims Compliance claim for SPPs, PPs, and/or STs could be defineq.

Security proljlem Security problem Risks should be defined instead of threats.
deffinition deffinition Assumptions must not be defined, because environments| are
reality.
Security objectives Security-objectives Security objectives for IT and operational parts of the STOE| and
external operational systems should be defined.
Security reqdirements Seeurity requirements Functional requirements for IT parts of the STOE
Operational requirements for operational parts of the STOE
Assurance requirements should be defined.
TOE summafy STOE summary Functional, operational and assurance specifications should be
specification specification described.
Domain introduction I'T / operational parts of the domain should be defined.
Domain security problem | Risks and OSPs should be defined
definition
Domain security Security objectives for IT and operational parts of the domain
objectives should be defined.
Domain security Functional requirements for IT and operational parts of the domain
requirements should be defined.
- Assurance requirements for the domain should be defined.
Domain summary Functional, operational and assurance specifications for the
specification domain should be described.
Domain compliance claim | Compliance claim for SPPs, PPs, and/or STs for the domain could
be defined
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9.8 Periodic reassessment

The system owner shall specify controls to ensure that the results of evaluation of an operational system
remain valid during system operation.

This can be done in two ways:

— Management controls can be specified to check periodically that the configuration of the technical
controls has been maintained and the operational control measures are being faithfully implemented. To
do this, a set of processes and procedures must be created to manage the security impact of changes as
they occur in the operational environment. It must include regression testing of all system changes, to

ensure that system controls are not modified or disabled.

— RAn evaluator can periodically re-evaluate the operational system STOE, concentrating’ on |[whether the
combination of technical and operational control measures needs adjustment te_meet the changing
security requirements of the organization, and to confirm that operational processes and prqcedures are
being applied effectively.
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Annex A
(normative)

Operational system Protection Profiles and Security Targets

A.1 Specification of System Security Targets

A.1.1 Overview

This section|defines the concept and content of a System Security Target (SST).

Table A.1 — Summary of ST and SST differences

“Product” ST SST

Spedification Single “box” focus Focus increas€ to” address larger and
framgwork more complex " grouping of system
components, which can be

decompesed into security domains.
Secyrity objectives IT specific; and no direct mapping | Specific objectives traced back to
of security objectives to assurance | specific assurance requirements.
requirements. Operational controls (physical,

procedural and policy) relationships and
their contribution to system security
documented to and  assurance
measures selected.

Envifonment Minimally addressed outside of risk | Should be clearly defined and

documentation assessment arenasahd seen as | documented. No assumptions.
assumptions

Risk |Assessment Cites fon-IT, especially | Identifies risks as “known” and
procedures,’ as assumptions and | operational controls may call for
product compliance related evaluation as to their adequacy in

integrated system environment

TOE|description T focused Defines technical and operational
controls environment, their interfaces,
and their inter-relationships.

Compliance claims Strictly IT functionality Can re-allocate functionality between
system components (e.g., technical and
operational controls).

Syst?m architecture Based on “stand-alone” product Typically broken into distinct security
domamns — with—different—controfs.
Addresses interactions between

domains and between domains and the
surrounding environment

The SST provides a specification for the implemented security capabilities of an operational system as it is
employed in a specific operational context to counter assessed risks and/or enforce stated organizational
security policies to achieve an acceptable level of residual risk. The operational system is composed of an
integrated combination of technical and operational control functions. The SST describes the requirements
and behaviour of the functions that implement the security objectives through a combination of technology-
based and operational-based mechanisms. Additionally, the SST describes the measures that provide
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assurance in terms of the ability of the operational system to meets its functional objectives while operating at
an acceptable level of residual risk.

The SST serves as a suitable basis for conducting the operational system evaluation. The SST must therefore
provide a description of the operational system that is:

a)

Sufficiently complete. Each risk is sufficiently countered and each organizational security policy is

sufficiently enforced by the combination of technical and operational control functions.

b) An appropriate and necessary solution for the stated problem. The combination of technical and
operational control functions is effective in countering the unacceptable risks and enforcing the

c)
The

Sec|
SST

A1.
An S
user
SST

An S

a)

b)

The

rganizational Security policles, and the assurance measures provide sufficient assura
security functions are correctly and effectively implemented.

An accurate instantiation of any SPP, PP or ST to which it claims compliance, either.in, whole

concept and structure of an SST are based on expansion of the ISO/IEC 15408,concept and
rity Targets (STs). Table A.1 above provides a summary of the conceptual differences betwe

2 SST contents

oriented document that minimises reference to other material that might not be readily avg
user. The rationale may be supplied separately, if that is dppropriate.

ST shall include the following:

B common part applicable to the whole STOE;

Hdomain parts, one for each security domain, defined within the STOE, and describing the un
pf that domain.

common part shall contain:

SST introduction;

conformance claims;

security problem definition;
security objectives;
pxtended-components definition;

Secuyrity. requirements;

ce that the

or in part.

structure for
en a ST and

ST shall conform to the content requirements described in this-annex. An SST should be prg¢sented as a

ilable to the

que aspects

STOE summary specification.

For each security domain forming part of the operational system, the following shall be included:

a)
b)
c)
d)
e)

f)

security domain introduction;

security domain conformance claims;
security domain security problem definition;
security domain security objectives;
security domain security requirements;

security domain summary specification.
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Certain sections of the SST may be empty if there is no relevant information to be provided. Conformance
claims only appears if the SST claims compliance with one or more SPPs, PPs or STs. Certain subsections of
the security domain information are optional. They need only be specified if security domains have unique
security problems, objectives or requirements that do not apply to the STOE as a whole.

The specifications presented in this section are derived in part from the ST specifications contained in

ISO/IEC 15408-1, Annex A, and in part from additional SST requirements defined in this Technical Report.

A.1.3 SST

The SST int

introduction

roduction shall identify the SST and STOE, and provide an STOE overview, an STOE descri

tion

and domain

The SS
and ide

a)

b) The ST

be suffi

c) TheST

d) The do

unique

There is no

of the operational system, an overview of the system in the .eontext of its operational environment

descriptions
the relations
and those sy

There is no
boundaries

and location
domains bas

Operational
components
shall docum

In the best g
as a closed
evaluation. H
a clear parti
unit and tho

of the evaluation(ane treated as part of external operational systems.

organization. It shall contain document management and overview information as follows:

T/STOE identification shall provide the labelling and descriptive information necessaryto cq
htify both the SST and the STOE to which it refers.

DE overview shall summarize the objectives of the STOE in narrative form. The overview sh
Liently detailed for a potential user of the SST to determine whether the SST is of interest.

DE description shall outline the functions and boundaries of the STOE in narrative form.

Mmain organization specification shall describe the breakdown-af the STOE into domains
becurity requirements.

prescribed content or layout for the STOE overview, but it.should specify the purpose or mis

of the system from the point of business, management’and technical architecture. It should d
hip between the STOE and external operationaksystems, and the interfaces between the S
stems.

prescribed content or layout for the STOE description, but it should describe the scope
pf the STOE from both logical and physical points of view. It should also describe the organis
where the STOE was developed, inglading any unique characteristics for individual domaing
ed on commercial products.

systems are composed of-ohe or more security domains. Each security domain includes s
and may have its own security assurance requirements. The domain organization specific
bnt the organization of the security domains, their domain boundaries and their interfaces in d

ossible case, the 'STOE will be composed of components that fully define the operational sy
entity whereby there are no interfaces to external operational systems that are not included i
From a practical standpoint, this best case is sometimes not possible and it is necessary to d
ion between those parts of the operational system that will undergo evaluation as an integ
e partsithat are outside the scope of the evaluation. The components that are outside the s

ntrol

ould

with

Esion
and
efine
TOE

and
ation

e.g.

ome
ation
etail.

stem
n the
efine
ated
cope

The operati

orrat—systermmconcept hasbasis—mthe—interfacesthatexistbetweenthectomponents—o

the

operational system. Without interfaces, there is no operational system. Therefore, the interfaces are critical to
the operational system definition and equally critical to the ability of the operational system to enforce a
security policy across its interfaces. The domain organization specification will provide an overview of the
various components of the operational system, including how they interface. The details of the interfaces are
left to interface specifications for the design and integration of the operational system. However, the domain
organization specification should identify all security properties of individual domains that are enforced on
other domains, and also all security services offered by individual domains that are available to other domains.

A.1.4 Conformance claims

This section is only applicable if the SST claims compliance with one or more SPPs, PPs, STs or security
requirement packages. The conformance claims section provides evidence that the SST is an acceptable
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instantiation of any SPP, PP, ST or requirements package for which compliance is being claimed. A
conformance claims rationale shall demonstrate consistency between the SST security objectives and
requirements and those of any SPP, PP, ST or requirements package to which conformance is claimed.

The focus of the compliance claim is on “equivalence” in terms of meeting the base set of criteria stated in the
SPPs, PPs, STs or requirements packages. The SST may be a functional superset of a package or profile but
it shall not be a sub-set.

A primary difference between operational system and product compliance claims is that for the operational
system it may be appropriate to reallocate functionality between the technical and operational control portions
of the operational system because it is all considered part of the STOE. In a product evaluation, allocation of
IT f i i f f the purpose
of the product evaluation activity.

A.1.5 Security problem definition

A.1.5.1 Overview
The
defin
are 9
polic
acce

SST security problem definition section shall provide a coherent, consistent and sufficienfly complete
ition of the security problems that the operational system is intended to address. The securjity problems
tated in terms of the risks that will be countered by the operationaksystem and the organizatipnal security
es that support and govern the use of the operational system™to reduce operational system risk to an
ptable level.

The pecurity problem definition shall define:

a) gll risks that are applicable to the STOE;

b) pll organizational security policies that apply to'the STOE.

In th
diffe
therd
dom
to th

s section, security problems that are concerns to the whole STOE should be defined. It is
ent security domains of the STOE willhexecute in different operational environments, and
may be different or unique risks or policies that must be addressed independently by diffe
hins of the operational system. For each security domain, additional security problems that §
At domain only should be defined.

Recognising that this section is_preceded by the STOE introduction, it is important that any materi

in th

s section of the SST is consistent with the information provided in the STOE introduction.

bossible that
as a result,
rent security
re concerns

al presented

A.1.5.2 Risk identification
In thjs section all-risks that are applicable to the STOE shall be described, based upon a risk agsessment of
the gperational)system. Each risk shall be categorised as acceptable or unacceptable, i.e. requiring reduction

or el

mination’ through technical or operational controls within the STOE. Those risks that are ac

cepted must

still e ddentified, since acceptability of risks may change over time.

The list of risks shall include risks relating to the development of the operational system. The description of
each risk shall be sufficiently detailed to identify the assets that can be damaged or compromised, the threats
and vulnerabilities applicable to each asset and the impact of successful attack. Threats should be
characterised in terms of the associated threat agents and their potential adverse actions on assets. The risk
assessment should identify all possible risks to the operational system, including those risks that are
countered or eliminated by existing security controls.

NOTE Threat agents can include natural events such as accidents, as well as human beings and computer
processes acting on their behalf.

With time, additional risks may be identified or the consequences of a security breach may change. Risk
assessment must be repeated through the system life cycle, and, if necessary, the SST updated and the
operational system re-evaluated.
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In this section, those risks should be identified and categorised that relate to operation of the system as a
whole, for example risks relating to employees or business assets. Some risks, for example risks relating to
application processing, may only apply to a particular security domain and should be therefore be identified
and analysed for that domain only.

A.1.5.3 Organizational security policies (OSPs)

In operational systems, the OSP scope is expanded to include the life-cycle management and operations
issues that are not addressed during a ISO/IEC 15408 evaluation. These policies include:

a) governing laws, mandates and directives;

b) business continuity;

c) inter-organizational use agreements (i.e. Inter-Service Agreement (ISA) or Memorandum of
Undersfanding (MOU)).

A.1.6 Seclirity objectives

The security objectives contained in the SST security objectives section shall provide a coherent, consigtent
and sufficiently complete high level description of the security solution based upon the definitign of
unacceptablg risks and organizational security policies in the security prablem definition section. The |high
level description is made in terms of functional security objectives that-are subsequently allocated tg the
technical and operational controls of the operational system or to other operational systems that interfage to
the operatiopal system. A security objectives rationale shall demonstrate that the stated security objedtives
are traceablg to all of the aspects identified in the SST security¢problem definition and are suitable to gover
them. It shquld provide complete traceability between the stated”security objectives and all aspects of the
statement the security problem, and it should provide sufficient information to determine whethef the
security objectives sufficiently counter the stated unacceptable risks and enforce the stated organizatjonal
security poligies.

There is andther type of security objective which governs the verification activities to generate and analysg the
evidence anfd to observe or test the implementation to determine that it is implemented in accordance with the
requirements. This type of security objective isytypically not justified in ISO/IEC 15408 evaluation (i.e. spécific
objectives afe not traced back to specific assurance requirements). As a result, there is little, if any substance
in product RP/ST documents that justifies the assurance measures selected. However, for an operatjonal
system, a clpar statement of assurance objectives is needed, derived from assurance aspects of the segurity
problem, in prder to justify assurance measures that will apply to the whole of the operational system. These
measures may apply either to thezdevelopment environment of the TOE or its operation.

The statemgnt of security ebjectives must cover all required controls, including both controls that already exist

Security objgectives-selected to implement one aspect of the security problem may also provide solutions or
partial solutipns in_other areas. In particular, security objectives may address risks which have been accgpted
assessment, i.e. categorised as tolerable, acceptable, transferable or to be avoided. Buch
linkages must still be identified and recorded, as acceptability of risSks may change over time.

The security objectives provide the highest level statement of the strategy and philosophy for countering the
defined risks and for enforcing the defined organizational security policies. In operational systems, it is critical
that security objectives are precise. Precision is required both in terms of how the objectives trace back and
cover statements made in the security problem definition and also in terms of how the security objectives
allocate the solution to the operational system components and physical processes.

The security objectives must be considered against the stated risks and organizational security policies in finer
detail when compared to how they are considered in the product sense. This is because of the impact the
environment has in regards to the operational system evaluation and the detailed knowledge about the
environment that must be captured in the security objectives.
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In addition, operational system security objectives must ensure there is a balance achieved in the
management of overall residual risk.

It is possible that different security domains of the operational system will support and execute in different
operational environments. For example, the capability for the operational system to monitor internal network
traffic might be configured as “off” whereas the capability for the operational system to monitor incoming traffic
to the internal network is configured as “on”. As a result, there may be different or unique security objectives
for different security domains. There may also be additional assurance objectives for particular security
domains to meet unique assurance requirements that apply only to those domains.

A.1.7 Extended components definition

D/IEC 15408
of the SST.
| assurance

In sg
or th
Thes
requ

me cases, suitable components to describe the security requirements will not exist within\S
is Technical Report. In such cases, new components shall be defined within this section
e extended components can then be used to define additional functional andhadditiond
rements.

A.1.8 Security requirements
nents for the
onal system
sures to be

The
STO
secuy
prov
basi
confi
dem
obje

security requirements section shall provide a complete and consistent set of security requiren
E. This includes both the operational system security functional requirements and the operat
rity assurance requirements. It applies to both the technical @nd operational control mes
ded to meet the operational system security objectives. These) requirements must provide an adequate
5 for the development of security processes, procedures,” mechanisms and services that may be
gured to enforce defined policies and to counter identified’risks. A security requirements rdtionale shall
pnstrate that the set of security requirements is suitable to meet and traceable to all $ST security
ctives.

In sd
they
prob

me cases, the security requirements for an operational system may be stated without justification; i.e.
are not derived from security objectives~-Which are themselves derived from definitiond of security
ems. In these cases, the objectives and security problem definition sections of the SST may Ipe omitted.

The
assuy

security requirements section shall” describe all system security functions and systems security

rances required by the operationalysystem in terms of completed security components.

It is |possible that different security domains of the operational system will support and execut¢ in different

oper|
each
assuy
and

ptional environments. As.al result, there may be different or unique security functional reqy

security domain, required to meet the unique security objectives of that domain. Similg
rance requirements_ heed not be applied across all operational system components to the
breadth. It is necessary to allocate the appropriate level and types of assurance to the var

irements for
rly, security
same depth
ous security

dompins defined inithe' SST.

A.1.9 STOE summary specification
The |STOE summary specification shall provide a coherent, consistent and sufficiently complefe high-level
desdription of the security mechanisms _services _interfaces_operational controls and assurance measures,
and demonstrate that these satisfy the specified operational system security requirements. A STOE summary
specification rationale shall show that the STOE security functions and assurance measures are suitable to
meet the STOE security requirements.

It is necessary that enough of the operational system architecture is defined in the SST for a reader to
understand the solution being provided to meet the requirements. Details on the definition of subsystems,
interfaces and interconnections, and the allocation of functional requirements to the various subsystems that
comprise the operational system should be left for design documentation to follow. The architecture and
summary specification should address interactions between security domains and interactions between
domains and their environment.
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A.1.10 Security domain information

The security domain information section of the SST shall provide information concerning each security domain
forming part of the complete operational system. It shall provide an accurate and correct identification of each
security domain and any domain-specific security information that is required.

If there is only one security domain within the STOE, it need not be explicitly named or identified, and this
section should be omitted.

The security domain information for each security domain shall contain the following:

a) The security domain introduction shall provide the labelling and descriptive information necessary to
control Bnd identify the security domain and the STOE to which it refers, and summarize the domgin in
narrative form. The overview should be sufficiently detailed to understand the business functions of the
securityfdomain and its security requirements.

b) The se¢urity domain conformance claims shall define any conformance claims that arg unique tp the
domain| If the security domain has no unique conformance claims, this section may belomitted.

c) The se¢urity domain security problem definition shall define any security proklems that are uniqpe to
the domain. This shall include policies and risks that are unique to the domain. If\the security domair has
no uniqglie security problems, this section may be omitted.

d) The segurity domain security objectives shall define any security ©©hjectives that are unique t¢ the
domain| This shall include any security objectives that are available)yto other domains, or which are
implemented by other domains. If the security domain has no uniqée security objectives, this section|may
be omitfed.

e) The seg¢urity domain security requirements shall defingsany security requirements that are uniqiie to
the domain. If the security domain has no unique security‘requirements, this section may be omitted.

f) The security domain summary specification shall define any mechanisms, services, interfaces,
operatignal controls and assurance measures that are unique to the domain. If the security domain has
no unique mechanisms, services, interfaces, operational controls or assurance measures, this segtion
may be[omitted.

A.2 Specijfication of System Protection Profiles

A.2.1 Ovefview

This section|defines the conceptyand content of a System Protection Profile (SPP).

Table A.2 — Summary of PP and SPP differences
Product PP System PP
Specification|Framework Single “box” focus Focus increase to address larger and more
complex grouping of products, which comprise
operational system, with physically dispgrsed
distribution, and Integrated security controls
Focus More narrow and IT specific Broader, flexible and incorporates security

account for varying business cases

controls aspects of system security — flexible to

Operational Controls
(Physical, OSPs,
Personnel..)

Minimally addressed outside of risk Addresses as full partner with technical

assessment arena — assumes
environment contributions

controls as contributor to system security to
meet operational needs

Risk Assessment

Cites non-IT, especially procedures, as
assumptions and product compliance
related

Identifies risks as “known” and operational
controls may call for evaluation as to their
adequacy in integrated system environment

TOE description Narrow and IT focused Broader incorporating internal interfaces as
well as interfaces to “external/remote” systems,
subsystems, and components.
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The SPP conceptually serves the same function as a ISO/IEC 15408 Protection Profile - the SPP presents a
characterisation of an acceptable solution to a security problem. The SPP, however, has to handle the
integration of technical and operational security controls and may need to integrate multiple components or
subsystems with differing security policies and/or operational environments.

An SPP must be capable of presenting options and conditional solutions. An example would be in the
definition of security objectives. There may be both technical control and operational control solutions that
address a specific risk and which would be equally acceptable from the operation and cost points of view. An
SPP might offer several applicable and reasonable solutions for an SST author to select one of them.

Equally, an SPP must be capable of mandating certain common security controls. For example, there may be

apo
that

Fina

evalliated based on an SPP to be reused as an evaluated component of a larger system,

An S
suita
that

a)

b)

c)

The

Protéction Profiles (PPs). Table A.2 provides a summary of the differences between a PP and SPIP.

A2,

An S
user
SPP

9

An S
a)

b)

[y withimam organization that certaim operationat controfs witt be apptied to attmformation s
brganization.

ly, the SPP specification framework must have sufficient flexibility to enable an‘ operati

PP can also be used as part of the procurement specification for acquiring an.operational sy
ble for this purpose, the SPP must provide a description of the operatiohal system security
S:

Sufficiently complete. Each risk is sufficiently countered and_‘each organizational secun
sufficiently enforced by the mandated combination of technical and operational control fun
chosen option where the SPP permits alternatives).

An appropriate and necessary solution for the stated security problem. The combinations of t
pperational control functions are effective in countering the unacceptable risks and e

prganizational security policies, and the assurance measures provide sufficient assuran
security functions are correctly and effectively implemented.

An accurate instantiation of any SPP or PR towhich it claims compliance, either in whole or in

concept and structure of an SPP are based on expansion of the ISO/IEC 15408 concept and

2 SPP contents
oriented document that minimises reference to other material that might not be readily avg
user. The rationalé ' may be supplied separately, if that is appropriate.
PP shall include-the following:

B common/part applicable to the whole STOE;

domain parts, one for each security domain defined within the STOE, and describing the un

tems within

bnal system

stem. To be
capabilities

ity policy is
ctions (or a

bchnical and
nforcing the
ce that the

part.

structure for
D

PP shall conform to the content requirements described in this annex. An SPP should be pr¢sented as a

ilable to the

que aspects

fthat domain

The
a)
b)
c)
d)
e)

f)

common part shall contain:

SPP introduction;

conformance claims;

security problem definition;
security objectives;

extended components definition;

security requirements.
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For each security domain forming part of operational systems meeting the SPP, the following shall be
included:

a) security domain introduction;

b) security domain conformance claims;

c) security domain security problem definition;

d) security domain security objectives;

e) securityfdomain security requirements.
ions of the SPP may be empty if there is no relevant information to be provided) Cagrtain
of the security domain information are optional. They need only be specified if segcurity domains

security problems, objectives or requirements that do not apply to the STOE as a‘whole.

Certain sec
subsections
have unique|

d in

The specifig
ISO/IEC 154

A.2.3 SPP

The SPP int
contain docl

The SP|
identify

a)

The ST
should
The ove

b)

The do
unique

c)

There is no

of the operational system, an overview of the system in the context of its operational environment

descriptions
the relations
and those sy

Operational
components
shall docum

P identification shall provide the labelling and desgriptive information necessary to contro

ations presented in this section are derived in part from the PP specifications containg

introduction

roduction shall identify the SPP and provide an STOE overviéw,and domain organization. It
ment management and overview information as follows:

the SPP.

DE overview shall summarize the STOE represented by the SPP in narrative form. The ovel
pe sufficiently detailed for a potential user of the SPP to determine whether the SPP is of intqg
rview should also be usable as a stand alone abstract for use in SPP catalogues and register

main organization specification shall describe the breakdown of the STOE into domains
becurity requirements.

prescribed content or layout for the STOE overview, but it should specify the purpose or mis

of the system from the point of business, management and technical architecture. It should d
hip between the STOE and external operational systems, and the interfaces between the S
stems.

systems are‘composed of one or more security domains. Each security domain includes s
and may-have its own security assurance requirements. The domain organization specific
bnt the-organization of the security domains, their domain boundaries and their interfaces in d

In the best g
as a closed

ossible case, the STOE will be composed of components that fully define the operational sy,

08-1, Annex B, and in part from additional SPP requirements defined in this Technical Repori.

shall

and

view
rest.
S.

with

bsion
and
efine
TOE

ome
ation
etail.

stem

entity whereby there are no Interraces 1o external operational systems that are not Included |

N the

evaluation. From a practical standpoint, this best case is sometimes not possible and it is necessary to define
a clear partition between those parts of the operational system that will undergo evaluation as an integrated
unit and those parts that are outside the scope of the evaluation. The components that are outside the scope
of the evaluation are treated as part of external operational systems.

The operational system concept has basis in the interfaces that exist between the components of the
operational system. Without interfaces, there is no operational system. Therefore, the interfaces are critical to
the operational system definition and equally critical to the ability of the operational system to enforce a
security policy across its interfaces. The domain organization specification will provide an overview of the
various components of the operational system, including how they interface. The details of the interfaces are
left to interface specifications for the design and integration of the operational system. However, the domain
organization specification should identify all security properties of individual domains that are to be enforced
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on other domains, and also all security services offered by individual domains that are to be available to other
domains.

A.2.4 Conformance claims

This section is only applicable if the SPP claims compliance with one or more SPPs, PPs or security
requirements packages. The conformance claims section provides evidence that the SPP is an acceptable
instantiation of any SPP, PP or requirements package for which compliance is being claimed. A conformance
claims rationale shall demonstrate consistency between the SPP security objectives and requirements and
those of any SPP, PP or requirements package to which conformance is claimed.

The focus of the compliance claim is on “equivalence” in terms of meeting the base set of criteria [stated in the
SPPE or PPs. The SPP may be a functional superset of a package or profile but it shall not be"a slib-set.

A prlmary difference between operational system and product compliance claims is that-for theg operational
systeém it may be appropriate to reallocate functionality between the technical and operational control portions
of the operational system because it is all considered part of the STOE. In a product evaluation, |allocation of
IT functionality to the non-IT environment changes the entire concept of the preduct and defeats|the purpose
of the product evaluation activity.

A.25 Security problem definition

A.2.5.1 Overview

The |SPP security problem definition section shall providela coherent, consistent and sufficiently complete
defirfition of the security problems that operational systemis meeting the requirements of the SPP are intended
to adldress. The security problems are stated in terms“0f the risks that will be countered by thg operational
systém and the organizational security policies that ‘support and govern the use of the operatignal systems
meefing the requirements of the SPP to reduce operational system risk to an acceptable level.

The pecurity problem definition shall define:
a) gll risks that are applicable to the STOE;
b) pll organizational security policies that apply to the STOE.

In this section, security problems that are concerns to the whole of operational systems meeting the
requjrements of the SPP\should be defined. It is possible that different security domains off operational
systéms meeting the SPP will execute in different environments, and as a result, there may be different or
unigpe policies or risks that must be addressed independently by different security domains of the operational
systém. For each.security domain, additional security problems that are concerns to that security |[domain only
shoyld be defined:

If risk assessment of an actual operational system indicates that there are risks not identified in tHe SPP, then
it will bé-necessary to modify the system boundaries to eliminate those risks, or introduce the additional risks
into the.SST risk identification section

Recognising that this section is preceded by the STOE introduction, it is important that any material presented
in this section of the SPP is consistent with the information provided in the STOE introduction.

A.2.5.2 Risk identification

In this section all risks that are applicable to the STOE shall be described, based upon a risk assessment of
the operational system or types of operational system covered by the SPP. Each risk shall be categorised as
acceptable or unacceptable, i.e. requiring reduction or elimination through technical or operational controls
within the STOE. Those risks that are accepted must still be identified, since acceptability of risks may change
over time.
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The list of risks shall include risks relating to the development of the operational system. The description of
each risk shall be sufficiently detailed to identify the assets or types of asset that can be damaged or
compromised, the threats and vulnerabilities applicable to each asset or type of asset and the impact of
successful attack. Threats should be characterised in terms of the associated threat agents and their potential
adverse actions on assets. The risk assessment should identify all possible risks to operational systems
meeting the requirements of the SPP.

NOTE Threat agents can include natural events such as accidents, as well as human beings and computer
processes acting on their behalf.

With time, additional risks may be identified or the consequences of a security breach may change. Risk
assessment the—-SPP-updated—ang the
operational s
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ystem re-evaluated.

In this sectig
requirement
for example

n, those risks should be identified and categorised that relate to operation of systems meetin
5 of the SPP as a whole, for example risks relating to employees or business assets: Some
risks relating to application processing, may only apply to a particular security domain and sh

j the
isks,
ould

be therefore|be identified and analysed for that domain only.

A.2.5.3 Organizational security policies (OSPs)

In operation fions

issues that &

al systems, the OSP scope is expanded to include the life-cyclesxmanagement and opera
re not addressed during a ISO/IEC 15408 evaluation. These policies include:

a) governing laws, mandates and directives;

b) business continuity;

Inter-or (ISA) or Memorandum of

Unders

c) anizational use agreements

nding (MOU)).

(i.e. Inter-Service Agreement

A.2.6 Seclirity objectives
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The security
and sufficie

objectives contained in the SPP-security objectives section shall provide a coherent, consi
htly complete high level description of the security solution based upon the definitig
unacceptablge risks and organizational.;security policies in the security problem definition section. The
level description is made in terms @f functional security objectives that are subsequently allocated tq
technical and operational controls of operational systems meeting the requirements of the SPP or to
operational $ystems that interface-fo that operational system. A security objectives rationale shall demons
that the stafled security objectives are traceable to all of the aspects identified in the SPP security pro
definition and are suitable,to-cover them. It should provide complete traceability between the stated seq
objectives and all aspects:of the statement of the security problem, and it should provide sufficient inform
to determing whether-thie security objectives sufficiently counter the stated unacceptable risks and enforc
stated orgarjizational.security policies.

There is angthertype of security objective which governs the verification activities to generate and analys
evidence an i i i s i i
requirements. This type of security objective is typically not justified in ISO/IEC 15408 evaluation (i.e. specific
objectives are not traced back to specific assurance requirements). As a result, there is little, if any substance
in product PP/ST documents that justifies the assurance measures selected. However, for an operational
system, a clear statement of assurance objectives is needed, derived from assurance aspects of the security
problem, in order to justify assurance measures that will apply to the whole of the operational system. These
measures may apply either to the development environment of the TOE or its operation.

The statement of security objectives must cover all required controls, including both controls that are assumed
to already exist and those that must be created as part of the implementation of the operational system.

Security objectives selected to implement one aspect of the security problem may also provide solutions or
partial solutions in other areas. In particular, security objectives may address risks which have been accepted
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following risk assessment, i.e. categorised as tolerable, acceptable, transferable or to be avoided. Such
linkages must still be identified and recorded, as acceptability of risks may change over time.

The security objectives provide the highest level statement of the strategy and philosophy for countering the
defined risks and for enforcing the defined organizational security policies. In operational systems, it is critical
that security objectives are precise. Precision is required both in terms of how the objectives trace back and
cover statements made in the security problem definition and also in terms of how the security objectives
allocate the solution to the operational system components and physical processes.

The security objectives must be considered against the stated risks and organizational security policies in finer
detail when compared to how they are considered in the product sense. This is because of the impact the
i i ' i ' about the
itonment that must be captured in the security objectives.

ddition, operational system security objectives must ensure there is a balapce”achigved in the

hgement of overall residual risk.

the SPP will
operational
ility for the

bossible that different security domains of operational systems meeting the requirements of
ort and execute in different operational environments. For example, the“eapability for the
ms to monitor internal network traffic might be configured as “off’ whereas the capa

operptional systems to monitor incoming traffic to the internal network is’configured as “on”. As a
may|be different or unique security objectives for different security domains. There may also |
assurance objectives for particular security domains to meet unique @ssurance requirements that
those domains.

A.2]7 Extended components definition

In sgme cases, suitable components to describe the security requirements will not exist within IS
or this Technical Report. In such cases, new components shall be defined within this section
Thege extended components can then be used;to define additional functional and additionz
requjrements.

A.2.8 Security requirements

The pecurity requirements sectionghall provide a complete and consistent set of security requirer
STOE. This includes both the opérational system security functional requirements and the operat
security assurance requirements. It applies to both the technical and operational control meg
provlded to meet the operational system security objectives. These requirements must provide

In spme cases, the security requirements in an SPP may be stated without justification; i.e.
deried.from security objectives which are themselves derived from definitions of security proble

result, there
e additional

apply only to

D/IEC 15408
of the SPP.
| assurance

nents for the
onal system
sures to be
hn adequate
hat may be

PP security

hey are not
ms. In these

caségs)\thé objectives and security problem definition sections of the SPP may be omitted.

The security requirements section shall describe all system security functions and systems security
assurances required by the operational systems meeting the requirements of the SPP in terms of completed
security components.

It is possible that different security domains of operational systems meeting the requirements of the SPP will
support and execute in different operational environments. As a result, there may be different or unique
security functional requirements for each security domain, required to meet the unique security objectives of
that domain. Similarly, security assurance requirements need not be applied across all operational system
components to the same depth and breadth. It is necessary to allocate the appropriate level and types of
assurance to the various security domains defined in the SPP.
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A.2.9 Security domain information

The security domain information section of the SPP shall provide information concerning each security domain
mandated by the SPP. It shall provide an accurate and correct identification of each security domain and any
domain-specific security information that is required.

If the SPP does not mandate more than one security domain, it need not be explicitly named or identified, and
this section should be omitted. Note that architectural considerations may mean that an SST based on the
SPP introduces additional security domains in order to permit a cost effective solution to the security problems.

The security domain information for each mandated security domain shall contain the following:

a)

b)

d)

e)
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curity domain introduction shall provide the labelling and descriptive information necessg
and identify the security domain and the STOE to which it refers, and summarize the \domg
b form. The overview should be sufficiently detailed to understand the business functions g
domain and its security requirements.

turity domain conformance claims shall define any conformance claims_that are unique t
If the security domain has no unique conformance claims, this section may be omitted.

turity domain security problem definition shall define any security‘problems that are uniq
ain. This shall include policies and risks that are unique to the domain. If the security domair
e security problems, this section may be omitted.

curity domain security objectives shall define any security objectives that are unique tq
This shall include any security objectives that are @available to other domains, or which
ented by other domains. If the security domain has no.unique security objectives, this section

turity domain security requirements shall-define any security requirements that are uniq
ain. If the security domain has no unique séecurity requirements, this section may be omitted.
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Annex B
(normative)

Operational system functional control requirements

Introduction

This
proc
com
useq

Ope
actig
IT sy
reco
func
and

Sevd

annex defines operational system control functional components covering the mana
bdural aspects of a STOE. The components described herein work in conjunction with-technig
bonents taken from ISO/IEC 15408-2 to meet the security objectives of an STOE.-1SO/IE(
as the basis for the structure for these components.

ational control functional components are categorised by considering subjects, functiong
ns. The subject is the direct target for controls, such as business data, information processin
stems. The functional area is the target for the defined operations, such-as policy, risk ma
rding. Each functional area constructs a family within a class. The ‘action is an operation
ional area, and constructs a component within that family. Elements are the concrete defi
brocedures for controls.

n new classes of operational controls are defined in this apnex. They are:

pjement and
al functional
U 15408-2 is

| areas and
y facilities or
hagement or
in a defined
hition of rule

a) Administration (FOD), which specifies provides operational control requirements relating to system
pdministration;

b) |T systems (FOS), which specifies operational control requirements supporting the use of IT gystems and
equipment;

c) User assets (FOA), which specifies operational control requirements relating to the control of Luser assets;

d) PBusiness (FOB), which specifies-operational control requirements relating to business prgcesses and
functions;

e) Facility and Equipment FOP), which specifies operational control measures relating o business
equipment, facilities ahd premises;

f)  [Third party (FOT),jwhich specifies the operational control measures to relationships with third|parties;

g) Managemént-(FOM), which specifies the operational control measures relating to management activities.

The families.within these classes are shown in Table B.1 following.

The npnndnm‘ine between components of these families are shown in Table B 2. Each of the components

that is a dependency of some functional component is allocated a column. Each functional component with
dependencies is allocated a row. The value in the table cell indicates whether the column label component is
directly required (indicated by a cross ‘X’), or indirectly required (indicated by a dash ‘-’) by the row label
component.

Some requirements for operational controls will always be implemented as operational requirements and are
therefore defined as OSF. Others could be either operational or technical and are therefore described as SSF.

There are four presentational differences to ISO/IEC 15408-2. There are no hierarchical operational control
components, so that subheading is omitted throughout. All management activities are handled by explicit
components, and thus no management activities subheadings are needed. The audit subheading has been
changed to records, which better expresses the necessary evidence gathering process for operational

© ISO/IEC 2010 — All rights reserved 49


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

controls. The assignment permitted operation has been used more flexibly than as used in ISO/IEC 15408-2.
Identification of documents that describe associated policy, procedures, rules, security requirements and other
controls may be specified as an assignment.

Table B.1 — Operational control functional families

Class Family

Administration (FOD) Policy administration (FOD_POL)
Personnel administration (FOD_PSN)

PPN U V-S WV

Incident management administration (FOD_INC)

Security organization administration (FOD_ORG)

Service agreements administration (FOD_SER)
IT Jystems (FOS) Policy for IT systems (FOS_POL)

Configuration of IT systems (FOS_CNF)
Network security of IT systems (FOS_NET)
Monitoring of IT systems (FOS_MON)

Personnel control of IT systems (FOSJPSN)

Operational system assets of IT(Systems (FOS_OAS)
Records for IT systems (FOS*RCD)

Usgr Assets (FOA) Privacy data protection (FOA_PRO)

User assets information protection (FOA_INF)
Business (FOB) Business policies' (FOB_POL)

Business ontinuity (FOB_BCN)
Fagjlity and Equipment (FOP) Mobile equipment (FOP_MOB)

Removable equipment (FOP_RMM)
Remote equipment (FOP_RMT)
System equipment (FOP_SYS)
Facility management (FOP _MNG)

nd Parties (FOT) Third party commitments (FOT_COM)
Third party management (FOT_MNG)

Th

Management(FOM) Management of security parameters (FOM_PRM)

Management of asset classification (FOM_CLS)

Management of personnel security responsibilities (FOM_PSN)

Management of security organization (FOM_ORG)

Management of security reporting (FOM_INC)
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Table B.2 — Operational control dependencies

I'NSd aod
¢'NSd aod
S'NSd aod
L'INSY aod
1'9¥0 aod
2'O¥0 aod
170d sod
¥10d sod
1’LIN so4d
€70d vod
Z’'Ndd Wod
L'ONI" NO4

FOD_INC.1
FOS_SER.1 X
FOS_POL.1 X
FOS_PSN.1 | X | X X
FOS_OAS.1 X -
FOA_INF.1 X -
FOB_POL.1 X .
FOB_BCN.1 X
FOP_MNG.1 X
FOT_MNG.1 X
FOM_PRM.1 X
FOM_PSN.1 X
FOM_ORG.1 X
FOM_ORG.2 X

x
x

B.2| Class FOD: Administration
This|class provides operational control requirements for administration of an operational system.
B.2.1 Policy administration (FOD_POL)

B.2.1.1 Family behaviour

This|family defines\operational system security policies for administration. It includes specification of security
poligy, managetment forum, management review and management controls for security violation.

B.2.1.2 (Component levelling

FO _PCL1 Scuwity poticy—Management—controls;goals—and—objects of-the sectritypoticy,—management

review and management controls for security violation are defined.
FOD_POL.2 Data protection and privacy policy. Data protection and privacy policy is defined.
B.2.1.3 Records

The operational system shall maintain and make available for inspection the following evidence.

a) For FOD_POL.1: Description of management commitment, security policy, management review and
management controls for security violation with concrete actions and specifications.

b) For FOD_POL.2: Description of data protection and privacy policy.
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B.2.1.4 FOD_POL.1 Security policy
Dependencies: no dependencies.

FOD_POL.1.1 The OSF shall define [assignment: management commitment] that management will
actively support security within the organization through clear direction, demonstrated commitment,
explicit assignment and acknowledgment of information security responsibilities.

FOD_POL.1.2 The OSF shall define [assignment: information security policy] including goals,
objectives, scope, compliance with legislative, contractual and standards requirements, risk
assessment and rlsk management securlty educatlon tralnlng, and awareness requwements,
business cpntir ‘ f < the
organization’s respon3|b|I|t|es and its approach to managing mformatlon security.

FOD_POL.1.3 The OSF shall define [assignment: formal procedures] for management, reviews|that
include the|information on results of independent reviews, results of previous management reviews,
changes that could effect the organization’s approach to managing information secyrity,
recommendations provided by relevant authorities, trends related to threats and ‘vulnerabilities,| and
reported sefcurity incidents as the input.

FOD_POL.1.4 The OSF shall define [assignment: personnel policy] providing a means for personnel
to receive retraining of violation of operational controls.

FOD_POL.1.5 The OSF shall define [assignment: security requirements] for means to communicate
the action yupon the violation of operational controls that will take place before personnel are diven
access to system assets.

FOD_POL.1.6 The OSF shall define [assignment: personnhel policy] providing a means to impose
sanctions such as monetary fine, removal of privileges, suspension or other penalty upon| the
violation of|operational controls.

FOD_POL.1.7 The OSF shall define [assignment: security requirements] that remove, limitation, or
other actions to the violator from access to system assets until criteria for reinstatement.

FOD_POL.1.8 The OSF shall define [assignment: personnel policy] by providing a means to terminate
personnel ypon violation of rules and procedures, as permitted by law.

FOD_POL.1.9 The OSF shall define [assignment: security requirements] for all relevant statutory,
regulatory, and contractual requirements and the organization’s approach to meet these requirements
and to be kept up to date foeach information system and the organization.

FOD_POL.1.10 The OSE_shall define [assignment: information security policy] that an appropriatt set
of procedures for information labelling and handling is developed and implemented in accord
with the classification scheme adopted by the organization.

policies, processes, and procedures for information security) is reviewed independently at planned
intervals, or when significant changes to the security implementation occur.

FOD_POL.1.12 The OSF shall define [assignment: information security policy] that all identified
security requirements are addressed before giving users access to the organization’s information or
assets.

FOD_POL.1.13 The OSF shall define [assignment: information security policy] that an information

security policy document is approved by management, and published and communicated to all
employees and relevant external parties.
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B.2.1.5 FOD_POL.2 Data protection and privacy policy

Dependencies: no dependencies.

FOD_POL.2.1 The OSF shall develop and implement [assignment: data protection and privacy

policy].
B.2.2 Personnel administration (FOD_PSN)

B.2.2.1 Family behaviour

This|family defines security administration of personnel in the operational system. It includes sp
perspnnel roles and responsibilities, disciplinary action, contents of personnel agreement; ma
user|identification, control of assets and information security awareness, education, and training.

B.2.2.2 Component levelling

FOD_PSN.1 Personnel roles and responsibilities. Management responsibilitieS;/ responsibilities fg
the gxit process, legal responsibilities and security controls for the personnel*working in the sec
defirjed. A formal disciplinary process is defined. Term and conditions of the assignment contract
sign |a confidentiality or non-disclosure agreement are defined. Rules to'sdupervise or clear visitors
Rules to take aware of precise scope of the permitted access are'defined. Rules regarding acq
and feturn of organizational assets are defined.

pcification of
nagement of

r performing
Lire area are
and rules to
are defined.
eptable use

FOD_PSN.2 Information security awareness, education and training. Requirements for information security

awareness, education, and training are defined.

B.2.2.3 Records

The pperational system shall maintain and make. available for inspection the following evidence.

a) For FOD_PSN.1: Description of management responsibilities, responsibilities for perforning the exit
process, legal responsibilities, security controls for the personnel working in the secure arpa, a formal
disciplinary process with concrete actions, specifications and records on conducting the disciplinary
action, term and conditions of‘the assignment contract, rules to sign a confidentiality or ngn-disclosure
agreement, rules on conduicting the user identification, rules to take aware of precise scope of the
permitted access and rules regarding acceptable use and return of organizational assets with concrete
pactions and specifications and records on conducting the control.

b) For FOD_PSN.2: The records of conducting information security awareness, education and training.

B.2.2.4 FOD.PSN.1 Personnel roles and responsibilities

Deandencies: FOD_POL.1 Security Policy

FOD_RSM.T Risk management within the organization

FOD_PSN.1.1 The OSF shall define and document [assignment: roles and responsibilities] of

employees, contractors and third party user in accordance with the organization’s
security policy.

information

FOD_PSN.1.2 The OSF shall define [assignment: responsibilities] for performing employment

termination or change of employment.

FOD_PSN.1.3 The OSF shall define [assignment: security requirements] for on-going security

requirements, legal responsibilities, confidentiality agreement and the terms and

conditions

continuing for defined period after the end of the employee’s, contractor’s or third party user’s

assignment for the communication of exit responsibilities.
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FOD_PSN.1.4 The OSF shall define [assignment: security requirements] for personnel working in
secure areas.

FOD_PSN.1.5 The OSF shall define [assignment: security requirements] that access rights of all
employees and contractors and third party users to information and information processing facilities
shall be removed upon termination of their employment, contract or agreement, or adjusted upon
change.

FOD_PSN.1.6 The OSF shall define [assignment: security requirements] on all candidates for staff,
contractors and third party users in accordance with relevant laws, regulations.

FOD_PSN.T:
collecting #
organizatioh.

FOD_PSN.1.8 The OSF shall define [assignment: security requirements] on a formal disciplinary
process forjemployees, contractors and third party users who have committed a security breach.

FOD_PSN.1.9 The OSF shall define [assignment: security requirements] on term and conditions of
the assignment contract which state: the employee’s, contractor’s and-third party user’s legal
responsibillties and rights, responsibilities for the classification and management of organizational
data handef by the employee’s, contractor’s and third party user’s, responsibilities of the employer
for the hangdling of personal information, including personal information created as a result of, or in
the course|of, assignment with the organization, responsibilities\which are extended outsidg the
organizatioh’s premises and outside normal working hours and actions to be taken if the emplqyee,
contractor or third party user disregards the employer’s security requirements to all people emplpyed
by the organization, new employees, contractors and third party users. The responsibilities contained
within the term and conditions of employment shall continue for a defined period after the end of the
assignment.

FOD_PSN.1.10 The OSF shall define [assignment:¢ules] that as part of their contractual obliga;ion,
employees,| contractors and third party users “agree and sign their and the organization’s
responsibilities for information security.

agreement fas part of their initial term>and conditions of employment prior to being given access to
information| processing facilities—and that requirements for confidentiality or non-disclosure
agreementg reflecting the organization’s needs for the protection of information are identified|and
regularly rejviewed.

FOD_PSN.1.11 The OSF shall define [assignment: rules] to sign a confidentiality or non-disclc{ure

FOD_PSN.1.12 The OSF shall define [assignment: security requirements] for confidentiality agreement
when there|are changes'to terms of assignment or contract, particularly when employees are dye to
leave the ofganization/or contracts are due to end.

FOD_PSN.1.13 The "'OSF shall define [assignment: rules] that all personnel to wear some form of
visible identification.

FOD_PSN.1.14 The OSF shall define [assignment: rules] not to access to organizational facilities
except that which is authorized.

FOD_PSN.1.15 The OSF shall define [assignment: rules] concerning acceptable use of information
and organizational assets.

NOTE. Organizational assets include previously issued software, corporate documents, mobile computing devices,
credit cards, access cards, software, manuals and information stored on electronic media.

FOD_PSN.1.16 The OSF shall define [assignment: rules] that all employees and contractors and third

party users to return all the organization’s assets in their possession upon termination of their
employment, contract or agreement.
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FOD_PSN.1.17 The OSF shall define [assignment: rules] that all employees and contractors and third
party users not to take organizational assets off-site without authorization.

FOD_PSN.1.18 The OSF shall define [assignment: rules] that duties and areas of responsibility are
segregated to reduce opportunities for unauthorized or unintentional modification or misuse of the
organization’s assets.

FOD_PSN.1.19 The OSF shall define [assignment: security requirements] on a formal disciplinary
process for employees who have committed a security breach.

B.2.2.5 FOD_PSN.2 Information security awareness, education and training

Depé¢ndencies: no dependencies.

FOD_PSN.2.1 The OSF shall define and document [assignment: security requiremerits] that all
employees of the organization, contractors and third party users receive .appropriate| awareness

FOD _PSN.2.2 The OSF shall define and document [assignment: security requirements] that
awareness training should commence with a formal induction process designed to introduce the
orgdnization’s security policies and expectations before accessto information or services |s granted.

FOD _PSN.2.3 The OSF shall define and document [assignment: security requirements] that ongoing
training should include security requirements, legal responsibilities and business controlg, as well as
trainling in the correct use of information processing facilities, use of software packages and
information on the disciplinary process.

B.2.3 Risk management administration (FOD-RSM)

B.2.3.1 Family behaviour

This[family defines risk management for-administration. It includes risk management to the organization and to
related third parties.

B.2.3.2 Component levelling

FOD_RSM.1 Risk management within the organization. The procedures for risk management to the
orgahization are defingd.

FOD_RSM.2 Risk-management relating to third party access. The procedures for risk managemgnt of access
by third parties are defined.

B.2.3.3, (Records

The operational system shall maintain and make available for inspection the following evidence.

a) For FOD_RSM.1: Description of the risk management to the organization with concrete actions and
specifications and records on conducting the risk management.

b) For FOD_RSM.2: Description of the risk management of third party access with concrete actions and
specifications and records on conducting the risk management.

B.2.3.4 FOD_RSM.1 Risk management within the organization

Dependencies: no dependencies.
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FOD_RSM.1.1 The OSF shall define [assignment: procedures] for risk management to lists of
organizational information and information processing facilities, including home workers and other
remote or mobile users.

FOD_RSM.1.2 The OSF shall define [assignment: security requirements] for conducting of risk
management to the operational system with business process..

FOD_RSM.1.3 The OSF shall define [assignment: security requirements] that timely information about
technical vulnerabilities of information systems being used is obtained, the organization's exposure to
such vulnerabilities evaluated, and appropriate measures taken to address the associated risk.

B.2.3.5 FOQD_RSM.2 Risk management relating to third party access

Dependencigs: no dependencies.

FOD_RSM.2.1 The OSF shall define [assignment: procedures] for risk management of lists of
organizatiopal information and information processing facilities which third parties'will access |with
the considgration of lists of controls employed by the third parties, legal and regulatory requirements
the third party should take into account and contractual obligations the organization and the third
party needg to take into account of.

FOD_RSM.2.2 The OSF shall define [assignment: procedures] that the“risks to the organizatﬁn’s
information and information processing facilities from business processes involving external pafrties
are identifigd and appropriate controls implemented before granting access.

B.2.4 Incident management administration (FOD_INC)
B.2.4.1 F3gmily behaviour
This family defines incident management for administration. It includes specification of incident management.

B.2.4.2 Component levelling

FOD_INC.1| Security incidents. A formal™security incident reporting procedure, incident management
procedures and action to recovery are defined.

B.2.4.3 Records

The operatignal system shall-maintain and make available for inspection the following evidence.

a) For FOP_INC.1: Description of a formal security incident reporting procedure, incident management
procedyres andraction to recovery with concrete actions and specifications and records on segurity
incident reports:and their management.

B.2.4.4 FQD.INC.1 Security incidents

Dependencies: FOM_INC.1 Reporting detected security problems

FOD_ORG.2 Management forum responsibilities.
FOD_INC.1.1 The OSF shall define [assignment: procedures] for a formal security incident reporting
together with an incident response procedure, setting out the action to be taken on receipt of an

incident report.

FOD_INC.1.2 The OSF shall specify [assignment: security requirements] for a point of contact where
everybody wanting to report an incident can turn to.
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FOD_INC.1.3 The OSF shall define [assignment: procedures] for incident management to handle
potential types of security incident, including system failures and loss of service, viruses and other
forms of malicious code, denial of service, errors resulting from incomplete or inaccurate business
data, breaches of confidentiality, integrity, accountability, authenticity, reliability or privacy, and
misuse of information systems.

FOD_INC.1.4 The OSF shall define [assignment: security requirements] on action to recovery from
security breaches and correct system failures.

FOD_INC.1.5 The OSF shall define [assignment: security requirements] on recording of faults
reported by users regarding problems with information processing or communications systems.

rep

FOD_INC.1.7 The OSF shall define [assignment: rules] to ensure that that all employees,
third party users of information systems and services are aware of the-procedure for reporting
secyrity incidents and the point of contact.

and

FOD

part
sus

FO

ensuyre a quick, effective, and orderly response to information security incidents.

FO

and [costs of information security incidents to be guantified and monitored.

FOD_INC.1.11 The OSF shall define [assignment: security requirements] that where a follo
against a person or organization after an.information security incident involves legal ac
civillor criminal), evidence is collected, retained, and presented to conform to the rules fi
laid down in the relevant jurisdiction(s):

B.2.5 Security organization administration (FOD_ORG)

B.2.5.1 Family behaviour

This|family defines administration of the security organization. It includes specification of a 1
forum.

B.2.

FOD_ORG:1 Security coordination responsibilities. The responsibilities for security coordination a

FO

FOIj‘INC.1.6 The OSF shall define [assignment: procedures] that security incidents

rted through appropriate management channels as quickly as possible.

y users of information systems and services are required to’note and report any ¢
ected security weaknesses in systems or services.

INC.1.9 The OSF shall define [assignment: responsibilities and procedures] for man

should be

contractors

| INC.1.8 The OSF shall define [assignment: rules] that all employees, contractors and third

bserved or

agement to

INC.1.10 The OSF shall define [assignment: mechanisms] in place to enable the types, volumes,

5.2 Component levelling

w-up action
tion (either
br evidence

nanagement

e defined.

defined.

| ORG.2 Management forum responsibilities The responsibilities of a management forum are

B.2.5.3 Records

The

a)

b)

operational system shall maintain and make available for inspection the following evidence.

For FOD_ORG.1: Description of the responsibilities for security coordination with concrete
specifications.

For FOD_ORG.2: Description of the responsibilities of the management forum with concrete
specifications.
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B.2.5.4 FOD_ORG.1 Security coordination responsibilities
Dependencies: no dependencies.

FOD_ORG.1.1 The OSF shall define [assignment: responsibilities] that information security activities
are co-ordinated by representatives from different parts of the organization with relevant roles and job
functions.

FOD_ORG.1.2 The OSF shall define [assignment: security requirements] that appropriate contacts
with relevant authorities are maintained.

FOD_ORG.T1-
with specidl interest groups or other specialist securlty forums and professional associationg are
maintained

B.2.5.5 FOD_ORG.2 Management forum responsibilities
Dependencigs: no dependencies.

FOD_ORG.2.1 The OSF shall define [assignment: responsibilities] for a management forum dealing
with securify issues.

FOD_ORG.2.2 The OSF shall define [assignment: requirements] for the‘-management forum to ensure
that security activities are executed in compliance with the information security policy; approve
methodologies and processes for information security, risk assessment, information classification,
identify threat changes and exposure of information and information processing facilities to thieats
and assess|the adequacy and co-ordinate the implementation.of information security controls.

B.2.6 SerVice agreements administration (FOD_SER)

B.2.6.1 Fagmily behaviour

This family defines service agreements on security administration. It includes specification of network seryices
security reqlirements.

B.2.6.2 Component levelling

FOD_SER.1 Network services agreements. Security features, service levels and management requirements
of network sprvices are defined.

B.2.6.3 Records

The operatignal system shall maintain and make available for inspection the following evidence.

a) For FOD.SER.1: Description of security features, service levels and management requirements of
network services with concrete actions and specifications.

B.2.6.4 FOD_SER.1 Network services agreements

Dependencies: FOS_NET.1 Network services.

FOD_SER.1.1 The OSF shall define [assignment: security requirements] on identification of security
features, service levels and management requirements of all network services and inclusion of them

in a network service agreement.

FOD_SER.1.2 The OSF shall define [assignment: security requirements] on the ability of the network
service provider to manage agreed services in a secure way and agreement of the right to audit.
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FOD_SER.1.3 The OSF shall establish [assignment: agreements] for the exchange of information and
software between the organization and external parties.

B.3

This

Class FOS: IT systems

class provides operational control requirements for IT systems in the operational system.

B.3.1 Policy for IT systems (FOS_POL)

B.3.1

This
secu

B.3.

FOS
cont

FOS|
FOS|

FOS
for ¢

FOS)

B.3.
The

a)

b)

c)

d)

ft+—Famity behaviour

rity requirements, change control, malicious code control and cryptography.

.2 Component levelling

| POL.1 Security requirements. Update management procedures and jdettification of chan
ol and introduction of changed system are defined.

| POL.2 Malicious code policy. Management procedures to deal with malicious code are defin
| POL.3 Mobile code policy. Management procedures to deal with mobile code are defined.

| POL.4 Cryptography policy. Procedures for use of cryptographic techniques, managemen
('yptographic keys are defined.

| POL.5 Public systems. Protection procedures:for publicly available system are defined.

.3 Records
bperational system shall maintain and-make available for inspection the following evidence.

For FOS_POL.1: Description-of the security requirements and change controls with concrete
specifications and records on.conducting the control.

For FOS_POL.2: Description of the management procedures to deal with malicious code W
actions and specifieations and records on conducting the malicious code control.

For FOS_POL.3:"Description of the management procedures to deal with mobile code W
pctions and specifications and records on conducting the mobile code control.

For FOS:. POL.4: Description of policy for use of cryptographic techniques and records on cg
cryptographic control.

family defines security policies for IT systems in the operational system. It includés) spgcification of

ges, change

ed.

procedures

actions and

ith concrete

ith concrete

nducting the

e)

and specifications and records on conducting the control.

B.3.1.4 FOS_POL.1 Security requirements

Dependencies: FOM_PRM.2 Segregation of privileges.

For FOS_POL.5: Description of protection procedures for publicly available systems with concrete actions

FOS_POL.1.1 The OSF shall define [assignment: procedures] on a software update management
process to ensure the most up-to-date approved patches and application updates are installed for all
authorized software.
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FOS_POL.1.2 The OSF shall define [assignment: procedures] on identification of changes to
information processing facilities and systems and assessment on potential impacts.

FOS_POL.1.3 The OSF shall define [assignment: procedures] for formal change control to control the
implementation of changes to information processing facilities and systems.

FOS_POL.1.4 The OSF shall define [assignment: procedures] for maintenance and copying of
program source libraries in accordance with change control.

FOS_POL.1.5 The OSF shall define [assignment: procedures] for the information systems to be
regularly checked for compliance with security implementation standards.

FOS_POL.1.6 The OSF shall specify [assignment: security controls] in the statements of busihess
requirements for new information systems, or enhancements to existing information systems.

FOS_POL.1[.7 The OSF shall define [assignment: procedures] to control the installation of software
on operational systems.

FOS_POL.18 The OSF shall define [assignment: procedures] that when operating systemns‘] are
changed, business critical applications are reviewed and tested to ensure there is no adverse impact
on organizdtional operations or security.

FOS_POL.19 The OSF shall define [assignment: rules] that modifications to software packageés is
discourageql, limited to necessary changes, and all changes are strictly controlled.

FOS_POL.1[10 The OSF shall document, maintain and make available [assignment: procedures] to all
users who peed them.

B.3.1.5 FQ@S_POL.2 Malicious code policy
Dependencigs: no dependencies.

FOS_POL.21 The OSF shall define [assignment: procedures] for management to deal with malicious
code protegtion on systems, reporting and-recovering from malicious code attacks.

FOS_POL.22 The OSF shall define (assignment: procedures] for the detection of and prote¢tion
against malicious code that may be transmitted through the use of communication facilities.

FOS_POL.23 The OSF shall-define [assignment: responsibilities] to deal with malicious ¢ode
protection ¢n systems, trajning in their use, reporting and recovering from malicious code attacks

FOS_POL.24 The OSF:-shall define [assignment: procedures] to implement detection, prevention,
and recovery controls‘to protect against malicious code and appropriate user awareness.

B.3.1.6 FQS_,POL.3 Mobile code policy

Dependencies: no dependencies.

FOS_POL.3.1 The OSF shall define [assignment: procedures] for management to authorize the use of
mobile code.

FOS_POL.3.2 The SSF shall define [assignment: security requirements] on the configuration of

mobile code to ensure that authorized mobile code operates according to a clearly defined security
policy, and unauthorized mobile code is prevented from executing.
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B.3.1.7 FOS_POL.4 Cryptography policy
Dependencies: no dependencies.
FOS_POL.4.1 The OSF shall define [assignment: a cryptographic policy] on the use of cryptographic

controls for protection of information in compliance with all relevant agreements, laws, and
regulations.

FOS_POL.4.2 The OSF shall define [assignment: a cryptographic policy] on the use of cryptography
controls for protection of information.

upport the

FOS| POL.4.4 The OSF shall define [assignment: security requirements] on |legal adyice before

FOS| POL.4.5 The SSF shall provide [assignment: controls] that any related cryptogiaphic keys

authorized persons when needed.

B.3.1.8 FOS_POL.5 Public systems

Dep¢ndencies: no dependencies.

FOS| POL.5.1 The SSF shall provide [assignment: controls] for the protection of software, data and
other information requiring high level of integrity beihg'made available on a publicly available system.

FOS POL.5.2 The OSF shall provide [assignment: security requirements] for the publicly accessible
system to be tested against weaknesses and failures prior to information being made available.

FOS POL.5.3 The SSF shall provide [assignment: security requirements] that there |s a formal
approval process before information issmade publicly available.

FOS| POL.5.4 The SSF shall provide [assignment: security requirements] that all input provided from
the outside to the system is verified and approved.

B.3.2 Configuration of.IT-systems (FOS_CNF)

B.3.2.1 Family behaviour

This| family defineés configuration of IT system. It includes separation of development and| operational
envitonment,\and system configuration.

B.3.2:2{,Component levelling

FOS_CNF.1 Separation of development and operational environment. Separation of development and
operational environment and access control are defined.

FOS_CNF.2 System configuration. Management of shared resources and system configuration are defined.

B.3.2.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a) For FOS_CNF.1: Description on the separation of development and operational environment with
concrete actions and specifications and records on conducting the control.
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b) For FOS_CNF.2: Description of the management of shared resources and system configuration with
concrete actions and specifications and records on conducting the control.

B.3.2.4 FOS_CNF.1 Separation of development and operational environment
Dependencies: no dependencies.

FOS_CNF.1.1 The OSF shall define [assignment: rules] on level of separation that is necessary,
between operational, test and development environments, to prevent operational problems.

FOS_CNF.1.2 The OSF shall define [assignment: rules] for the transfer of software from development
to operational status.

FOS_CNF.13 The SSF shall provide [assignment: measures] of access control that apply to
operational|application systems, to test application systems for protection of operational’data.

FOS_CNF.14 The SSF shall provide [assignment: controls] of restrictions for |T support staff to
access to program source libraries.

FOS_CNF.1.5 The OSF shall define [assignment: rules] development and operational software run on
different systems or different processors.

FOS_CNF.1.6 The OSF shall define [assignment: rules] when operational information is copied|to a
test application system.

B.3.2.5 FQS_CNF.2 System configuration
Dependencigs: no dependencies.

FOS_CNF.21 The OSF shall define [assignment:Crules] segregation of groups of information
services, ugers and information systems, on networks.

FOS_CNF.2.2 When a sensitive application is to run in a shared environment, the OSF shall dé¢fine
[assignment: rules] identification of the .application systems with which it will share resources |with
the owner gf the sensitive application.

FOS_CNF.23 The OSF shall define [assignment: rules] that sensitive systems have a dedicated
(isolated) computing environment.

B.3.3 Network security of IT systems (FOS_NET)

B.3.3.1 Fgmily behaviour

This family g¢lefines ‘network security of IT systems. It includes specification of network security and network
services.

B.3.3.2 Component levelling
FOS_NET.1 Network services. Network services and their access are defined.

FOS_NET.2 Network security. Protection of networks, security of information in networks, confidentiality and
integrity of transmission data are defined.
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B.3.3.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a) For FOS_NET.1: Description on the network services with concrete actions and specifications and
records on the access to the network.

b) For FOS_NET.2: Description of protection of networks, security of information in networks with concrete
actions and specifications and records on the control.

B.3.3.4 FOS NET.1 Network services

Deplndencies: no dependencies.
FOS| NET.1.1 The OSF shall define [assignment: rules] for the networks and network services that

are allowed to be accessed, authorization procedures for determining who is allowed to agcess which
networks and networked services.

B.3.3.5 FOS_NET.2 Network security

Depé¢ndencies: no dependencies.

FOS NET.2.1 The SSF shall provide [assignment: controils]-to shut down inactive sessipns in high
risk locations after a defined period of inactivity.

FOS| NET.2.2 The SSF shall provide [assignment: controls] to clear the terminal screep and close
botH application and network sessions after a defined period of inactivity on a time-out faciflity.

FOS| NET.2.3 The SSF shall provide [assignment: controls] to make restrictions on connégction times
to pfovide additional security for high-risk applications.

FOS| NET.2.4 The SSF shall provide [assignment: measures] for linking network accegs rights to
certain times of day or dates.

FOS| NET.2.5 The SSF shall provide [assignment: controls] to segregate groups of |information
servjces, users, and information’systems on networks.

FOS| NET.2.6 The SSFshall provide [assignment: controls] to restrict the capability pf users to
connect to the network for shared networks, especially those extending across the organization’s
boundaries, in line with the access control policy and requirements of the business applications.

FOS| NET.2.7 /The SSF shall provide [assignment: controls] to routing for networks to pnsure that
computer cannections and information flows do not breach the access control policy of the business
applications:

B.3.4_Monitoring of IT systems (FOS_MON)
B.3.4.1 Family behaviour

This family defines monitoring of IT systems. It includes specification of audit log, legal advice, alarm and
monitoring requirements.

B.3.4.2 Component levelling

FOS_MON.1 Audit logs. Audit requirements, audit management, production of audit, recorded information in
the log and logging of system administrator are defined.

FOS_MON.2 Legal advice. Legal advice before implementing monitoring procedures is defined.
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FOS_MON.3 Alarm requirements. Alarm parameter settings and alarm response are defined.

FOS_MON.4 Monitoring system use. Monitoring of system use is defined.

B.3.4.3 Records

The operational system shall maintain and make available for inspection the following evidence.

a) For FOS_MON.1: Description of the procedures for production of audit logs with concrete actions and
specifications and records of audit logs in detail.

b) For FO$_MON.2: Description of the legal advice with concrete actions and specifications.

c) For FOB_MON.3: Description of alarm parameter settings and alarm response records with-congrete
actions pnd specifications and records on conducting the control.

d) For FO$_MON.4: Description of procedures for reviewing monitoring activities with concrete actiong and
specificptions and records on conducting the reviews.

B.3.4.4 FQOS_MON.1 Audit logs

Dependencigs: no dependencies.

FOS_MON.1.1 The OSF shall plan [assignment: security requirements] for audit and activities

involving checks on operational systems and agree to minimize-the risk of disruptions to business

processes.

FOS_MON.1.2 The OSF shall define [assignment: security requirements] on audit with appropriate

management.

FOS_MON.1.3 The SSF shall produce [assignment: logging] of system administrator and system

operator agtivities. Logs shall include time at-which an event or failure occurred, information a}out

the event of failure, which account and which-administrator or operator was involved, all changé¢s to

equipment,|software or procedures.

FOS_MON.1.4 The OSF shall define {assignment: rules] for recording of equipment logged out| and

logged back in when returned.

FOS_MON.1.5 The OSF shall.define [assignment: security requirements] on logging of copying|and

use of operpational information’to provide an audit trail.

FOS_MON.1.6 The OSF shall define [assignment: procedures] on collection of audit trails and similar

evidence.

FOS_MON.1.7- The OSF shall define [assignment: security requirements] on recording of a record of

all removal jof.removable media from the organization to maintain an audit trail.

FOS_MON.1.8 The OSF shall establish [assignment: procedures] for monitoring use of information

processing

facilities and for reviewing the results of the monitoring activities regularly.

FOS_MON.1.9 The SSF shall provide [assignment: security measures] to protect logging facilities and

log informa

tion against tampering and unauthorized access.

FOS_MON.1.10The SSF shall produce [assignment: procedures] for logging of faults, analysis and
appropriate action taken.
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B.3.4.5 FOS_MON.2 Legal advice
Dependencies: no dependencies.

FOS_MON.2.1 The OSF shall define [assignment: rules] to take legal advice before implementing
monitoring procedures.

B.3.4.6 FOS_MON.3 Alarm requirements

Dependencies: no dependencies.

FOS| MON.3.1 The SSF shall provide [assignment: measures] to alarm to the operational-system.

FOS| MON.3.2 The SSF shall provide [assignment: capabilities] to set alarm parameters| pre-define

FOS| MON.3.3 The OSF shall define [assignment: rules and procedures] that'‘are defined fgr execution
receipt of alarms and the required actions, including any timing constraints, fesponsible
persons and reporting.

B.3.4.7 FOS_MON.4 Monitoring system use
Depg¢ndencies: no dependencies.

FOS MON.4.1 The OSF shall provide [assignment: procedures] for monitoring use of jnformation
prodessing facilities and reviewing the results of the monitoring activities.

FOS| MON.4.2 The OSF shall define [assignment:.security requirements] that the level off monitoring
requyired for individual facilities is determined by.a risk assessment.

B.3.5 Personnel control of IT systems(FOS_PSN)

B.3.5.1 Family behaviour

This|family defines personnel cantrols for IT system. It includes specification of user authorizatign, malicious
codgq, system use and facilities.

B.3.5.2 Component levelling

FOS| PSN.1 Usenrvauthorization. User registration, user authentication and rules to keep althentication
information suchyas passwords confidential are defined.

FOS| PSN:2-System use. Procedures to terminate active sessions are defined.

B.3.5.3.” Records

The operational system shall maintain and make available for inspection the following evidence.

a) For FOS_PSN.1: Description of user registration, user authentication and rules to keep authentication
information confidential with concrete actions and specifications and records on conducting the control.

b) For FOS_PSN.2: Description of procedures to terminate active sessions with concrete actions and
specifications and records on conducting the control.
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B.3.5.4 FOS_PSN.1 User authorization

Dependencies: FOM_PRM.2 Segregation of privilege
FOD_PSN.1 Personnel roles and responsibilities
FOD_PSN.3 Personnel agreement

FOS_PSN.1.1 The OSF shall define [assignment: procedures] for a formal user registration and de-
registration for granting and revoking access to all information systems and services.

FOS_PSN.1 at include using unique user SO
that users ¢an be linked to and made responsible for their actions (the use of group IDs should'|only
be permitted where they are suitable for the work carried out), checking that the-‘user|has
authorizatign from the system owner to use the requested system or service in the access control
procedure Within the user registration and de-registration process.

FOS_PSN.1.3 The OSF shall define [assignment: procedures] that issue temporary authentication
information| following positive identification of the user when users forget or los¢-their authentication
information. Temporary authentication information shall be passed to users in a‘secure manner.

FOS_PSN.14 The OSF shall define [assignment: rules] to preventvloss or compromis¢ of
authentication information, e.g. to avoid keeping a record of passwords unless this can be stpred
securely, s¢lect quality passwords with sufficient minimum length,"net based on anything somebody
else could |easily guess or obtain using person related information, change passwords at reqular
intervals on] based on the number of accesses and avoid re-using or cycling old passwords, change
temporary passwords at the first log-on, do not include passwords in any automated log-on progess
and do not ghare individual user passwords.

FOS_PSN.1.5 The OSF shall define [assignment:- rules] to sign a statement to prevent |oss,
compromisp or misuse of authentication information‘e.g. to keep personal passwords confidential and
work group| passwords solely within the members, of the group.

FOS_PSN.16 The SSF shall provide [assignment: measures] to provide users initially with secure
temporary authentication information that.they are forced to change or confirm immediately.

FOS_PSN.1[7 The OSF shall define'[assignment: rules] that user authentication information is never
stored on cpmputer system in an unprotected form.

FOS_PSN.18 The OSF shall)‘define [assignment: a formal management process] to control the
allocation df authentication data to users.

B.3.5.5 FQS_PSN.2.System use

Dependencigs:, noydependencies.

FOS_PSN.2+—TheOSF—shalt define {assignment—procedures}to terminate—active sessions—when
finished, unless they can be secured by an appropriate locking mechanism.

FOS_PSN.2.2 The OSF shall define [assignment: procedures] to log-off mainframe computers,
servers and office PCs when the session is finished.

FOS_PSN.2.3 The OSF shall define [assignment: rules] to use different user profiles for operational
and test systems and menus.

FOS_PSN.2.4 The OSF shall define [assignment: rules] not to leave personal computers and

computer terminals and printers logged on when unattended and protect them by key locks,
passwords, or other controls when not in use.
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B.3.6 Operational system assets of IT systems (FOS_OAS)

B.3.6.1

Family behaviour

This family defines the security of operational assets of IT systems. It includes specification of protection of
operational assets, system program, back up and authentication information.

B.3.6.2 Component levelling

FOS_OAS.1 Protection of operational assets. Erasure of operational information, access control and secure

kee |ng of eyefnm documentations—are-defined—Criteria—for Qr\r\or\fanr\a of news e\/efnme rules fthe use of

utility program, authentication procedures for system utilities, procedures for updatlng of thel operational

softy are, rules not to use of unauthorized software and responsibility for following up vendorg release of
patches are defined.

FOS| OAS.2 Back-up procedures. Procedures to back-up copies of information and.software are defined.

B.3.6.3 Records

The pperational system shall maintain and make available for inspectionthefollowing evidence.

a) For FOS_OAS.1: Description of erasure of operational information, access control and securge keeping of
system documentation with concrete actions and specifications and records on conducting| the control.
Pescription on criteria for acceptance of new systems, rules of the use of utility program, authentication
procedures for system utilities, procedures for updating of the operational software, rules not to use of
unauthorized software and responsibility for followingiup vendors release of patches with congrete actions
and specifications and records on conducting the .coftrol.

b) For FOS_OAS.2: Description of procedures to back-up copies of information and software with concrete
pactions and specifications and records on,gonducting the control.

B.3.6.4 FOS_OAS.1 Protection of operational assets

Dep

ndencies: FOS_POL.1 Security\requirements

FOS| OAS.1.1 The OSF shall define [assignment: rules] for erase of operational information from a

test ppplication system immediately after the testing is complete.

FOS| OAS.1.2 The QOSF shall define [assignment: security requirements] for control pf program
listings in a secure‘environment.

FOS| OAS.1.3.<The SSF shall provide [assignment: controls] for protection and secure|keeping of
system documentation against unauthorized access.

FOS OAS.1.4 The SSF shall provide [a55|gnment controls] not to make accessible| compilers,

FOS_OAS.1.5 The OSF shall define [assignment: acceptance criteria] for new information systems
and upgrades, and for new versions to be established and suitable tests carried out during
development prior to acceptance.

FOS_OAS.1.6 The OSF shall define [assignment: security requirements] for detection, prevention and
recovery to protect against malicious code and user awareness.

FOS_OAS.1.7 The OSF shall define [assignment: rules] to restrict and control use of utility programs
that might be capable of overriding system and application controls.
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FOS_OAS.1.8 The SSF shall provide [assignment: controls] for authentication for system utilities,
segregation of system utilities from applications software, limitation of the use of system utilities to
the minimum practical number of trusted, authorized users.

FOS_OAS.1.9 The OSF shall define [assignment: procedures] for the updating of the operational
software, applications and program libraries by trained administrators upon appropriate management
authorization.

FOS_OAS.1.10 The OSF shall define [assignment: rules] that only executable code is held on the
operational system.

Hefine olalaer=) PTG

er extensive and successful testing.

FOS_OAS.1:

v btem
software arg implemented aft

FOS_OAS.1.12 The OSF shall define [assignment: rules] that physical or logical access,is only diven
to supplierg for support purposes when necessary, and with management approval.

FOS_OAS.1.13 The OSF shall define [assignment: rules] not to use of unauthorized'software.

FOS_OAS.
patches ang

.14 The OSF shall define [assignment: responsibility] for following up vendors releasg¢s of
fixes for application programs.

FOS_OAS.1.15 The OSF shall define [assignment: procedures] to upgrade to a new release taking|into
account the security of the release, the introduction of new security-functionality or the number|and
severity of security problems affecting the current version.

FOS_OAS.1.16 The OSF shall define [assignment: rules] for the acceptable use of information|and

assets asgociated with information processing facilities to be identified, documented, |and
implemented.

S_OAS.2 Back-up procedures
Dependencigs: no dependencies.

FOS_OAS.Z2
informatio

.1 The SSF shall provide [assignment: procedures] to take and test back-up copigs of
and software regularly in accordance with an agreed backup policy.

FOS_OAS.2.2 The OSF shall define [assignment: procedures] to produce necessary level of back-up
information], together with accurate and complete records of the back-up copies and documented
restoration [procedures.

FOS_OAS.2.3 The OSF:shall define [assignment: procedures] for back-up media to ensure that jthey
can be relied upon foriemergency use when necessary.

FOS_OAS.2.4 , The OSF shall define [assignment: procedures] to ensure they are effective and|that
they can bel complete within time allotted in the operational procedures for recovery.

FOS_OAS.2.5 The OSF shall define [assignment: security requirements] on back-up arrangement for
individual systems to ensure that they meet requirements of business continuity plans.

B.3.7 Records for IT systems (FOS_RCD)

B.3.7.1 Family behaviour

This family defines the records to be kept for IT systems. It includes specification of records.
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B.3.7.2 Component levelling

FOS_RCD.1 Records. Recording of all suspected faults is defined.

B.3.7.3 Records

The operational system shall maintain and make available for inspection the following evidence.

a)

on conducting the control.

For FOS_RCD.1: Description of all suspected faults with concrete actions and specifications and records

B.3.1.4 FOS_RCD.1 Records

Depé¢ndencies: no dependencies.

FOS| RCD.1.1 The SSF shall provide [assignment: measures] for recording of all suspected or actual

faul
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s and corrective maintenance of equipment.

Class FOA: User Assets

class provides operational control requirements for user assets ‘of the operational system.
1 Privacy data protection (FOA_PRO)

.1 Family behaviour

family defines policy for user assets. It includesspecification of privacy data, cryptography,
er assets and roles and responsibilities.

.2 Component levelling
| PRO.1 Privacy data. Rules not{o’use operational databases containing personal informatio
to obtain publicly available information in compliance with data protection legislation, and re

e owner of data to inform*the authorised officer of the organization responsible for data p
ed.

.3 Records
bperational system shall maintain and make available for inspection the following evidence.

For FOA-PRO.1: Description of the rules not to use personal databases containing personal
rules torobtain publicly available information in compliance with data protection legislation se

nanagement

n for testing,
sponsibilities
otection are

information,
curity policy,

reSponsibility of the owner of the data to inform the authorised officer of the organization reg

sponsible for
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B.4.1.4 FOA_PRO.1 Privacy data

Dependencies: no dependencies.

FOA_PRO.1.1 The OSF shall define [assignment: rules] not to use operational databases containing
personal information for testing purposes.

FOA_PRO.1.2 The OSF shall define [assignment: rules] to obtain publicly available information in
compliance with data protection legislation, to process completely and accurately in a timely manner

and

to protect during the collection process and when stored.
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FOA_PRO.1.3 The OSF shall define [assignment: responsibilities and rules] of the owner of the data
to inform the authorised officer of the organization responsible for data protection about any
proposals to keep personal information, and to ensure awareness of the data protection principles
defined in relevant legislation.

B.4.2 User assets information protection (FOA_INF)

B.4.2.1 Family behaviour

This family defines information protection for user assets. It includes data protection, procedures and rules.

B.4.2.2 Cclmponent levelling
FOA_INF.1 Data protection. Guidelines on the retention of records in transit, procedures to permit appropriate

destruction of records and security for electronic communications are defined. Procedures, for labelling and
handling of information are defined.

B.4.2.3 Re¢cords

The operatignal system shall maintain and make available for inspection the following evidence.

a) For FOA_INF.1: Guidelines on the retention of records in transit,~procedures to permit appropriate
destrucfion of records and security for electronic communications with concrete actions |and

specifications. Description of procedures for labelling and handling' of information with concrete actions
and spdcifications and records on conducting the control.

B.4.2.4 FQA_INF.1 Data protection
Dependencies: FOS_POL.1 Security requirements

FOA_INF.1. The OSF shall define [assignment: guidelines] on the retention, storage, handling| and
disposal ofrecords and information.

FOA_INF.1.2 The OSF shall define [assignment: rules] for a retention schedule identifying essential
record types and the period of time for which they should be retained.

FOA_INF.1.3 The OSF shall define [assignment: procedures] to permit appropriate destructign of
records after that period if they:are not needed by the organization.

FOA_INF.1.4 The SSF shall provide [assignment: measures] that the information shall be destrgyed,
deleted or gverwritten-using approved techniques for devices containing sensitive information.

protecting messages from unauthorized access, modification or denial of services, ensuring cofrect
addressing| and transportation of the message, reliability and availability of the service, legal
consideration.

FOA_INF.1.6 TheuSSF shall provide [assignment: measures] for electronic communication} by

FOA_INF.1.6 The OSF shall define [assignment: procedures] for labelling and handling for
information including both in physical and electronic formats in accordance with classification
scheme adopted by the organization.

FOA_INF.1.7 The OSF shall define [assignment: rules] for identification of privileges associated with
each system product and each application, and the categories of staff to which they need to be
allocated.

FOA_INF.1.8 The OSF shall define [assignment: rules] for allocation of privileges to users on a
need-to-use basis and on an event-by-event basis in line with the access control policy.
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FOA_INF.1.9 The OSF shall define [assignment: security requirements] to protect information
involved in electronic commerce passing over public networks from fraudulent activity, contract
dispute, and unauthorized disclosure and modification.

B.5 Class FOB: Business

This class provides operational control requirements for business of the operational system.

B.5.1 Business policies (FOB_POL)

B.5.1.1 Family behaviour

This| family defines business policies. It includes specification of security requirements and intellectual

propgrty.

B.5.1.2 Component levelling

FOB_POL.1 Security requirements. Business value of the information assets involved, security nequirements
of individual business applications, identification of all information related’to the business applications and

security roles and responsibilities for implementing and maintaining,security polices are defined.| Appropriate

procgdures to ensure compliance with legal restrictions on the use/of-material are defined.

B.5.1.3 Records

The pperational system shall maintain and make availablé for inspection the following evidence.

a) For FOB_POL.1: Description of business valué of the information assets involved, security requirements
of individual business applications, identification of all information related to the business applications and
Security roles, responsibilities for implementing and maintaining security polices, appropriatg procedures
fo ensure compliance with legal resfrictions on the use of material with concrete pctions and
5pecifications and records on conducting the control.

B.5.1.4 FOB_POL.1 Security requirements

Depéndencies: FOS_POL.1 Security requirements

FOB_POL.1.1 The OSFE'shall specify [assignment: security policy] to determine the busingss value of
the system and infermation assets that form part of the overall system.

FOB_POL.1.2{The OSF shall define [assignment: security requirements] of individugl business
applications,_identification of all information related to the business applications and the risks the
infofmation-is facing, policies for information dissemination and authorization, consistency between
the access control and information classification policies of different systems and netwofs, relevant
legiglation and any contractual obligations regarding protection of access to data qr services,
management of access rights in a distributed and networked environment which recognizes all types
of connections available.

FOB_POL.1.3 The OSF shall define [assignment: roles and responsibilities] for implementing and
maintaining security polices, for the protection of asset.

FOB_POL.1.4 The OSF shall define [assignment: roles and responsibilities] and communication to
job candidates during the pre-assignment process.

FOB_POL.1.5 The OSF shall define [assignment: procedures] to ensure compliance with legislative,
regulatory, and contractual requirements on the use of material in respect of which there may be
intellectual property rights and on the use of proprietary software products.
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FOB_POL.1.6 The OSF shall develop and implement [assignment: policies and procedures] to
protect information associated with the interconnection of business information systems.

B.5.2 Business continuity (FOB_BCN)

B.5.2.1 Family behaviour

This family defines business continuity activities. It includes specification of business impact analysis, fault
isolation and business continuity plans.

B.5.2.2 Componentieveiting
FOB_BCN.1 Impact analysis. Impact analysis for business continuity, business continuity plans to-maintgin or

restore busipess operations, isolation of security faults and special access granted at the time lof sequrity
faults are defined.

B.5.2.3 Records

The operatignal system shall maintain and make available for inspection the following évidence.

a) For FOB_BCN.1: Description of business continuity impact analysis,\‘business continuity plans to
maintain or restore business operations, fault isolation plans and spegcial access granted at the time of
security| faults with concrete actions and specifications.

B.5.2.4 FQ@B_BCN.1 Impact analysis
Dependencigs: FOD_RSM.1 Risk management within the organization

FOB_BCN.1.1 The OSF shall define [assignment: security requirements] on conducting a business
impact analysis to identify events that can cause ‘interruptions to business processes along with the
probability and impact of such interruptions and-their consequences for information security.

FOB_BCN.1.2 The OSF shall define [assignment: security requirements] on conducting busihess
continuity impact analyses with full involvement from owners of business resources and processegs.

FOB_BCN.1.3 The OSF shall define [assignment: security requirements] on business continuity glans
for recoverjng from malicious code attacks, including all necessary data and software back-up|and
recovery arfangements.

FOB_BCN.1.4 The OSF shall specify [assignment: security requirements] for understanding the risks
the organization is facing in terms of their likelihood and their impact, understanding the impact which
interruptions are likely to have on the business, formulating and documenting a business continuity
strategy consistent.with the agreed business objectives and priorities, formulating and documenting
business continuity plans in line with the agreed strategy, regular testing and updating of the plans

and procespses put in place and ensuring that the management of business continuity is incorponated
in the organization’s processes and structure for business continuity.

FOB_BCN.1.5 The OSF shall define [assignment: security requirements] for development and
implementation of business continuity plans to maintain or restore operations and ensure availability

of information at the required level and in the required time scales following interruption to, or failure
of, critical business processes.

FOB_BCN.1.6 The OSF shall define [assignment: procedures] that a copy of the business continuity
plans are stored in a remote location, at a sufficient distance to escape any damage from disaster at
the main site. It shall be ensured that these copies are up-to-date and protected with the same security
level as on the main site.
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FOB_BCN.1.7 The OSF shall specify [assignment: security requirements] for the conditions for its
activation, as well as the individuals responsible for executing each component of the plan for each
business continuity plan.

FOB_BCN.1.8 The OSF shall define [assignment: security requirements] on testing and updating of
business continuity plans to ensure that they are up to date and effective.

FOB_BCN.1.9 The OSF shall define [assignment: security requirements] on security faults isolation
plans such that impact of a fault has minimal impact on business continuity on occurrence of security
incidents.

410 The 0 SN
assets at the time of security faults.

dnal system

process is
tresses the

] BCN.1.11The OSF shall define [assignment: security requirements] that a managed
gloped and maintained for business continuity throughout the organization, that ad
information security requirements needed for the organization’s business continuity.

FOB_BCN.1.12The OSF shall define [assignment: security requirements]-for a single framework of
business continuity plans to ensure that all plans are consistent, consistently address information
secyrity requirements, and identify priorities for testing and maintenance.

B.6| Class FOP: Facility and Equipment

This| class provides operational control requirements fer{ equipment, faciliies and premises within the
operptional system.

B.6.1 Mobile equipment (FOP_MOB)

B.6.1.1 Family behaviour

This|family defines mobile equipment security requirements. It includes specification of security nequirements
and foles and responsibilities.

B.6.1.2 Component levelling

FOP|_MOB.1 Security requirements for mobile equipment. Requirements for physical prdtection and
procgdures to take care) of security measures when using mobile computing facilities in publi¢ places are
defirled. Rules for, the' use of personal or privately owned information processing facilities ard rules that
unatiended equipment are defined.

B.6.1.3 Records

The ppérational system shall maintain and make available for inspection the following evidence.

a) For FOP_MOB.1: Description of requirements for physical protection and procedures to take care of
security measures when using mobile computing facilities in public places with concrete actions and
specifications. Description of rules for the use of personal or privately owned information processing
facilities and rules that unattended equipment with concrete actions and specifications and records on
conducting the control.
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B.6.1.4 FOP_MOB.1 Security requirements for mobile equipment
Dependencies: no dependencies.

FOP_MOB.1.1 The OSF shall define [assignment: security requirements] for risks of working with
mobile computing equipment in unprotected environments in the mobile computing policy.

FOP_MOB.1.2 The OSF shall define [assignment: security requirements] for physical protection,
access controls, cryptographic techniques, back-ups, and virus protection in the mobile computing

policy.

FOP_MOB.
computing

FOP_MOB.
using mob
outside of

facilities connected to networks.

FOP_MOB.
facilities by

FOP_MOB.
information

-3 T'he SSF shall provide [asSsignment: measures] to protect against risks of using mq

facilities.
.4 The OSF shall define [assignment: procedures] to take care of security measures

le computing facilities in public places, meeting rooms and other unprotected
he organization’s premises. The OSF shall give suitable protection to the use of m(

.5 The SSF shall provide [assignment: measures] for the protection of mobile compt
physical protection from theft especially when left unattended.

processing facilities for processing business informatjon:

bbile

hen
reas
bbile

ting

.6 The OSF shall define [assignment: rules] for the use. 'of personal or privately owned

FOP_MOB.1.7 The OSF shall define [assignment: rules] that unattended equipment and media at the
premises should not be left in public places and that portable computers shall be carried as hand
luggage and disguised where possible when travelling.

B.6.2 Removable equipment (FOP_RMM)

B.6.2.1 F3gmily behaviour

This family dlefines security procedures for removable equipment. It includes specification of managemgnt of
removable npedia.

B.6.2.2 Component levelling

FOP_RMM.{ Management offRemovable Media. Procedures for the management of removable com
media, proc¢dures on authorization for media removed from the organization and procedures for erase d
contents of any re-usable.media are defined.

B.6.2.3 Records

The operatignal’system shall maintain and make available for inspection the following evidence.

buter
f the

a) For FOP_RMM.1: Description of procedures for the management of removable computer media,
procedures on authorization for media removed from the organization and procedures for erase of the
contents of any re-usable media, with concrete actions and specifications and records on conducting the

control.

B.6.2.4 FOP_RMM.1 Management of Removable Media
Dependencies: no dependencies.

FOP_RMM.1.1 The OSF shall define [assignment: procedures] for the management of removable
computer media.
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FOP_RMM.1.2 The OSF shall define [assignment: procedures] on authorization for media removed
from the organization.

FOP_RMM.1.3 The OSF shall define [assignment: procedures] for minimization of risks concerning
with leakage of sensitive information to unauthorized persons for establishment of formal procedures
for the secure disposal of media.

FOP_RMM.1.4 The OSF shall define [assignment: procedures] for erasure of the contents, including
any sensitive data and licensed software, of any re-usable media and equipment containing storage
media that are to be removed from the organization when no longer required and to check them for
completion.

B.6.3 Remote equipment (FOP_RMT)

B.6.3.1 Family behaviour

This| family defines security procedures for remote equipment. It includes specification of manpagement of
remgte equipment.

B.6.3.2 Component levelling

FOP|_RMT.1 Management of Remote Equipment. Responsibilities. and procedures for the mangdgement and
use pf remote equipment and the procedures for remote access te business information are defingd.

B.6.3.3 Records
The pperational system shall maintain and make available for inspection the following evidence.
a) For FOP_RMT.1: Description of responsibilities and procedures for the management and uge of remote

equipment and the procedures for remote."access to business information with concrete [actions and
Specifications and records on conducting‘the control.

B.6.3.4 FOP_RMT.1 Management of Remote Equipment
Depe¢ndencies: no dependenciest

FOP_RMT.1.1 The OSF "shall define [assignment: responsibilities and procedures] for the
management and use.of remote equipment including equipment in user areas.

FOP_RMT.1.2 The “OSF shall define [assignment: procedures] for remote access tp business
infofmation across public network using mobile computing facilities only after |successful
identification-and authentication, and with suitable access control mechanisms.

FOP_RMT/1.3 The SSF shall provide [assignment: measures] for a key lock or an equivalent control
for gecure PCs or terminals from unauthorized use.

FOP_RMT.1.4 The SSF shall provide [assignment: measures] for automatic equipment identification
as a means to authenticate connections from specific locations and equipment.

FOP_RMT.1.5 The SSF shall provide [assignment: controls] for physical and logical access to
diagnostic and configuration ports.
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B.6.4 System equipment (FOP_SYS)

B.6.4.1

Family behaviour

This family defines security procedures for system equipment. It includes specification of management of
system equipment.

B.6.4.2 Component levelling

FOP_SYS.1 Management of System Equipment. Site fallback equipment and back-up media, rules to keep

hazardous or—combustihle mafnriole, prnr\arlurae o inepnr\f inr\nming material and prnfcr\finn of net A'/ork

cabling are ¢

B.6.4.3 Records

The operatig

efined.

nal system shall maintain and make available for inspection the following evidence.

a) For FOP_SYS.1: Description of site fallback equipment and back-up media, rules“to keep hazardous or
combusgtible materials, procedures to inspect incoming material and protection “of network cabling|with
concretg actions and specifications.

B.6.4.4 FQP_SYS.1 Management of System Equipment

Dependencigs: no dependencies.

FOP_SYS.11 The OSF shall define [assignment: rules] for site fallback equipment and back-up

media at a $afe distance to avoid damage from a disaster:at the main site.

FOP_SYS.1
securely at

FOP_SYS.1

la safe distance from a secure area.

2 The OSF shall define [assignment: rules] to keep hazardous or combustible matefrials

3 The OSF shall define [assignmént: rules] to keep directories and internal telephone

books identifying locations of sensitive information processing facilities not accessible by the public.
FOP_SYS.1l4 The OSF shall define[assignment: procedures] to inspect incoming materia| for
potential threats before it is movedfrom the delivery and loading area to the point of use.
FOP_SYS.1l5 The SSF shall provide [assignment: measures] for protection of network cabling from
unauthorized interception or.damage through public areas.

FOP_SYS.1l6 The OSF-shall define [assignment: rules] to maintain equipment in accordance |with

supplier’s r|

FOP_SYS.1

pcommended service intervals and specifications.

should carrly out repairs and service equipment.

7 ,The OSF shall define [assignment: rules] that only authorized maintenance personnel

FOP_SYS.1.8 The OSF shall define [assignment: controls] for an appropriate level of physical and
environmental protection consistent with the standards applied at the main site for back-up
information. Controls applied to media at the main site shall be extended to cover the back-up site.

FOP_SYS.1.9 The OSF shall define [assignment: rules] for keeping of all media in a safe and secure
environment in accordance with manufactures’ specification.

FOP_SYS.1.10 The OSF shall define [assignment: responsibilities] for protecting unattended
equipment for all employees, contractors and third party users of the security requirements and
procedures.
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FOP_SYS.1.11 The OSF shall define [assignment: procedures] to ensure that all relevant information
is transferred to the organization and securely erased from the equipment, in case where an employee
or contractor or third party user purchase the organization’s equipment or uses their own personal
equipment.

FOP_SYS.1.12 The OSF shall provide [assignment: controls] for media containing information to be

protected against unauthorized access, misuse or corruption during transportation beyond an
organization’s physical boundaries.

B.6.5 Facility Management (FOP_MNG)

B.6.5.1 Family behaviour

This|family defines management of facilities. It includes specifications of physical security, suppofting utilities,
and fommunications links.

B.6.5.2 Component levelling
FOP|_MNG.1 Physical security. Physical security for offices, rooms and_facilities is defined. Separation of
devglopment, test and operational facilities is defined. Requirements for’adequate back-up facilities, and
protgction of information processing facilities are defined.

FOP|_MNG.2 Power supporting utilities. The control of supporting ttilities and the use of a back-Up generator
are defined.

FOP|_MNG.3 Communications links. The control of external ) communications links is defined.

B.6.5.3 Records

The pperational system shall maintain and make. available for inspection the following evidence.
a) For FOP_MNG.1: Description of physical security for offices, rooms and facilities, s¢paration of
development, test and operational facilities, adequate back-up facilities, and protection of information

processing facilities, with concrete-actions and specifications.

b) For FOP_MNG.2: Description of the control of power supporting utilities and the use| of back-up
generators with concrete actions and specifications.

c) For FOP_MNG.3{ Description of the control of communications links and failure arrangements with
concrete actions.ahd specifications.

B.6.5.4 FOP>\MNG.1 Physical security

Depéndencies: FOD_PSN.5 Access to facility and equipment
FOP_MNG.T.T The OSF shall define [assignment: security requirements] on physical security for

offices, rooms and facilities] against damage from fire, flood, earthquake, explosion, civil unrest and
other forms of natural or man-made disaster.

FOP_MNG.1.2 The OSF shall define [assignment: security requirements] for separation of
development, test and operational facilities to reduce risks of unauthorized access or changes to the
operational system.

FOP_MNG.1.3 The OSF shall define [assignment: security requirements] for adequate back-up

facilities to ensure that all essential information and software can be recovered following a disaster or
media failure.
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FOP_MNG.1.4 The OSF shall define [assignment: security requirements] for protection of information
processing facilities to avoid the unauthorized access to or disclosure of the information stored and
processed by these facilities.

B.6.5.5 FOP_MNG.2 Power supporting utilities
Dependencies: no dependencies.

FOP_MNG.2.1 The SSF shall provide [assignment: controls] for protection of equipment from power
failures and other disruptions caused by failures in supporting utilities.

FOP_MNG.2.2 The OSF shall define [assignment: security requirements] for the use of [UPS
(Uninterruptible Power Supply) equipment.

FOP_MNG.2.3 The OSF shall define [assignment: security requirements] for the use lof-a back-up
generator iff processing is to continue in case of a prolonged power failure.

B.6.5.6 FQP_MNG.3 Communications links
Dependencigs: no dependencies.

FOP_MNG.3.1 The SSF shall provide [assignment: controls] for\ protection of power |and
telecommunications cabling carrying data or supporting information services from interception or
damage.
FOP_MNG.3.2 The SSF shall define [assignment: security requirements] for ensuring |that

communications connectivity can be maintained in the evént 'of communications equipment failure or
interruption.

B.7 Classg FOT: Third parties

This class provides operational control requirements for third parties.
B.7.1 Third party management (FOT:MNG)

B.7.1.1 Family behaviour

This family defines management of third parties and commitments for third parties. It includes specificatipn of
outsourcing pnd third party.security requirements.

B.7.1.2 Component levelling

FOT_MNG.] Qutsourcing. A plan for the necessary transitions of information, licensing arrangements, pode
ownership ahdvntellectual property rights are defined

FOT_MNG.2 Third party security requirements. All security requirements resulting from work with third parties
are defined. Sufficient overall control and rules not to provide access to the organization’s information are
defined. Risk management applicable to third party relationships is defined.

B.7.1.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a) For FOT_MNG.1: Description of a plan for the necessary transitions of information, licensing
arrangements, code ownership and intellectual property rights with concrete actions and specifications.
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b) For FOT_MNG.2: Description of all security requirements resulting from work with third parties, sufficient
overall control and rules not to provide access to the organization’s information and risk management with
concrete actions and specifications.

B.7.1.4 FOT_MNG.1 Outsourcing
Dependencies: FOD_PSN.3 Personal agreement.
FOT_MNG.1.1 The OSF shall define [assignment: security requirements] on a plan for the necessary

transitions of information, information processing facilities and anything else that needs to be moved
and security maintenance in the transition period for arrangement of outsourcing.

FOT| MNG.1.2 The OSF shall define [assignment: security requirements] for licensing arangements,
cod¢ ownership and intellectual property rights, certification of the quality and accuracy lof the work
carried out, escrow arrangements in the event of failure of the third party, rights of access|for audit of
the quality and accuracy of work done, contractual requirements for quality of code and testing before
installation to detect Trojan code where software development is outsourced:!

B.7.1.5 FOT_MNG.2 Third party security requirements
Dep¢ndencies: no dependencies.

FOT| MNG.2.1 The OSF shall define [assignment: security _requirements] resulting from} work with
third parties or internal controls in the agreement with the third party.

FOT| MNG.2.2 The OSF shall define [assignment: security requirements] to ensure compliance with
orggnization’s security policies and standards in the agreement with third parties involvind accessing,
pro%essing, communicating or managing organizational information or information [processing
faciljties.

FOT|_ MNG.2.3 The OSF shall define [assighment: security requirements] for sufficient ovtrall control
and jsecurity aspects for sensitive or critical information or information processing facilities accessed,
prodessed or managed by a third party.:

FOT| MNG.2.4 The OSF shall define [assignment: rules] not to provide access to the organization’s
infofmation by third parties until the controls are in place and an agreement has been signed defining
the ferms and conditions for the connection or access and the working arrangement.

FOT| MNG.2.5 The OSF: shall define [assignment: security requirements] for condiict of risk
man@agement of business processes with third parties and third party personnel.

FOT| MNG.2.6 -The OSF shall define [assignment: security requirements] for condiict of risk
management of the different means of storing and processing information that the thirg party will
employ.

FOT| MNG.2.7 The OSF shall define [assignment: procedures] for outsourced software development
to be supervised and monitored by the organization.

FOT_MNG.2.8 The OSF shall define [assignment: security requirements] to confirm that the security
controls, service definitions and delivery levels included in the third party service delivery agreement
are implemented, operated, and maintained by the third party.

FOT_MNG.2.9 The OSF shall define [assignment: security requirements] that the services, reports
and records provided by the third party are regularly monitored and reviewed, and audits carried out
regularly.

FOT_MNG.2.10The OSF shall define [assignment: security requirements] that changes to the
provision of services, including maintaining and improving existing information security policies,
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procedures and controls, is managed, taking account of the criticality of business systems and
processes involved and re-assessment of risks.

FOT_MNG.2.11The OSF shall define [assignment: security requirements] to be covered in the
agreements with third parties involving accessing, processing, communicating or managing the
organization’s information or information processing facilities, or adding products or services to
information processing facilities.

B.8 Class FOM: Management

This class provides requirements for management of operational controls.
B.8.1 Manpgement of security parameters (FOM_PRM)

B.8.1.1 Family behaviour

This family gefines management of security parameters. It includes specification of ige-of cryptography| and
privileges.

B.8.1.2 Component levelling

FOM_PRM.{l Use of cryptography. The approach to key managementtincluding methods to deal with the
protection of| cryptographic keys and recovery of encrypted information(are defined.

FOM_PRM.R Segregation of privileges. Segregation of privileges)is/defined.

B.8.1.3 Records
The operatignal system shall maintain and make available for inspection the following evidence.
a) For FOM_PRM.1: Description of the approgach to key management including methods to deal with the

protectipn of cryptographic keys and.recovery of encrypted information with concrete actions|and
specifications.

b) For FOM_PRM.2: Description of 'segregation of privileges with concrete actions and specifications.

B.8.1.4 FOM_PRM.1 Use ofcryptography

Dependencies: FOS_PQL4-Cryptography policy.

FOM_PRM.{I.1 The'\OSF shall define [assignment: security requirements] on management appréoach

including
informatio 3 :
responsible for the |mplementat|on of the pollcy, and regulatlons and natlonal restrlctlons that might
apply to the use of cryptographic techniques in different parts of the world and to the issues of trans-
border flow of encrypted information for the organization’s cryptographic policy.

B.8.1.5 FOM_PRM.2 Segregation of privileges
Dependencies: no dependencies.
FOM_PRM.2.1 The OSF shall define [assignment: rules] for segregation of privileges to reduce

opportunities for unauthorized modification or misuse of assets, separation of the initiation of an
event from its authorization.
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FOM_PRM.2.2 The OSF shall define [assignment: security requirements] on assignment of privileges

toa

B.8.

different user identity from those used for normal business use.

2 Management of asset classification (FOM_CLS)

B.8.2.1 Family behaviour

This

family defines classification of assets. It includes categorization.

B.8.2.2 Component levelling

FOM_CLS.1 Categorization. Categorization of records is defined.

FOM_CLS.2 Asset Identification. Asset identification is defined.

B.8.2.3 Records

The
a)
b)

B.8.

bperational system shall maintain and make available for inspection the following evidence.
For FOM_CLS.1: Description of categorization of records with concrete’specifications.

For FOM_CLS.2: Description of asset identification with concrete-specifications.

2.4 FOM_CLS.1 Categorization

Depé¢ndencies: no dependencies.

FOM

into
with

B.8.

record types, database records, transaction logs, audit logs and operational proce(
details of retention periods and type of'storage media.

p.5 FOM_CLS.2 Asset Identification

Depe¢ndencies: no dependencies,

FOM_CLS.2.1 The OSF shall define [assignment: security requirements] on spec
identification, specification the type of asset, the asset function, requirements for mlfmagement,
proVide levels of protection commensurate with the importance of the assets agree ow

secyrity classificationand record current location in an inventory to each asset.

_CLS.1.1 The OSF shall define [assignment:’ security requirements] on categorization of records

Hures, each

fication of

ership and

_CLS.2.2{Fhe OSF shall define [assignment: security requirements] on drawing up and
intenance _of an inventory of all important assets.

period for

FOM_CLS:2.3 The OSF shall define [assignment: security requirements] on retention
essanii . - - : - .

retained.

B.8.3 Management of personnel security responsibilities (FOM_PSN)

B.8.3.1 Family behaviour

ermanently

This family defines the security responsibilities of staff. It includes asset owners and security managers.

© ISO/IEC 2010 — All rights reserved

81


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

B.8.3.2 Component levelling
FOM_PSN.1 Asset ownership. Asset ownership is defined.

FOM_PSN.2 Security managers. Assignment of security managers is defined.

B.8.3.3 Records
The operational system shall maintain and make available for inspection the following evidence.

a) For FOM_PSN.1: Description of asset ownership with concrete specifications.

b) For FOILI_CLS.Z: Description of assignment of security managers with concrete specifications.

B.8.3.4 FQM_PSN.1 Asset ownership
Dependencies: FOA POL.3 Management of user assets
FOM_PSN.1.1 The OSF shall define [assignment: security requirements] that all information|and

assets asspciated with information processing facilities is owned by, a designated part of| the
organizatioh.

B.8.3.5 FQM_PSN.2 Security managers
Dependencigs: no dependencies.

FOM_PSN.2.1 The OSF shall define [assignment: security tequirements] on assignment of a specific
responsiblg manager for each security control].

FOM_PSN.2.2 The OSF shall define [assignment{{security requirements] that management requires

employees,| contractors and third party users to apply security in accordance with established pol|cies
and procedures of the organization.

B.8.4 Manpgement of security organization (FOM_ORG)

B.8.4.1 Fagmily behaviour

This family defines organization-of*'security management. It includes security management responsibilitieg and
managemer]t forum membership.

B.8.4.2 Componentdevelling

FOM_ORG.[I| Management responsibilities. Management responsibilities for security are defined.

FOM_ORG.R Management forum membership Membership of the management forum is defined

B.8.4.3 Records
The operational system shall maintain and make available for inspection the following evidence.
a) For FOM_ORG.1: Description of management responsibilities with concrete actions and specifications.

b) For FOM_ORG.2: Description of management forum membership with concrete specifications.
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B.8.4.4 FOM_ORG.1 Management responsibilities
Dependencies: FOD_ORG.1 Security coordination responsibilities

FOM_ORG.1.1 The OSF shall define [assignment: responsibilities] for management to ensure security
activities comply with the security policy, approve specific methodologies and processes for
information security, monitor significant threat changes and exposure of information assets to threat,
assess the adequacy and coordinate the implementation of specific information security controls for
new systems or services, promote the visibility of support for information security throughout the
organization.

FOM_ 1 T ure that all
secyrity procedures within their area of responsibility are carried out correctly to achieve'compliance
with|security policies and standards.
FOM_ORG.1.3 The OSF shall define [assignment: responsibilities] for the management tq review the

infofmation security policy at planned intervals or if significant changes\ occur to|ensure its
contiinuing suitability, adequacy, and effectiveness.

B.8.4.5 FOM_ORG.2 Management forum membership
Depéndencies: FOD_ORG.2 Management forum responsibilities
FOM_ORG.2.1 The OSF shall define [assignment: appointment of representatives from management

and |from different parts of the organization group with)relevant roles and job functipns] to the
management forum to ensure that information security activities are coordinated.

B.8.6 Management of security reporting (FOM..INC)

B.8.5.1 Family behaviour

This| family defines management of reporting of security incidents. It includes management| of reported
security problems.

B.8.5.2 Component levelling

FOM_INC.1 Reporting detected security problems. Management of reported security problems is fefined.
B.8.5.3 Records

The pperational-system shall maintain and make available for inspection the following evidence.

a) For FOMZINC.1: Description of security reporting procedures with concrete actions and specifications
and records on conducting the control.

B.8.5.4 FOM_INC.1 Reporting detected security problems

Dependencies: no dependencies.

FOM_INC.1.1 The OSF shall define [assignment: procedures] to note and report any observed or
suspected security weaknesses in, or threats to, systems or services to their management or directly

to their service provider as quickly as possible in order to prevent security incidents.

FOM_INC.1.2 The OSF shall define [assignment: rules] to prohibit attempting to prove a suspected
weakness exists through attempted exploitation.
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Annex C
(normative)

Operational system assurance requirements

C.1 Introduction

This annex glefines the additional assurance components for operational systems needed in addition)fe_-those

defined in ISO/IEC 15408-3. ISO/IEC 15408-3 is used as the basis for the structure for these components

Security asgurance can be considered from two aspects, correctness and effectiveness. Correctness means

that the sec

mechanismg{

rity mechanisms have been implemented correctly; that they work in accordance\with the seq
specifications, and that availability of security services is maintained. Effectiveness means that sec
work against security threats and vulnerabilities and prevent unauthorized processes, sudh as

urity
urity

bypass of spcurity mechanisms or unauthorized interference with security mechanisms. Assurance can be

gained from
following.

Both correc

ness and effectiveness can be assessed by security evaltation. In addition, other form

activities across all phases of the system life cycle. This conceptuis illustrated in Table C.1

s of

assurance may need to be taken into account, such as assurance associated with the system developer’s

reputation, and assurance derived from the maturity of the system™ development processes used.
bn this topic can be found in ISO/IEC TR 15443 [6].

information

Many aspects of operational systems assurance are covered, by existing ISO/IEC 15408-3 evaluation cri
bre are some aspects of operational systems assurance for which additional criteria are requi

However, th

Table C.1 — Assurance for operational systems

More

eria.
ed.

Factors ||[Life cycle Stage Assurance Objectives Assurance Class/Family Evaluation Activitiqs
Security objectives shall
. . address all risks identifigd as
Risk Counteraction
. . unacceptable
Security requirements Security requirements shall
specified in the SST are SST/SPP evaluation corres {)n dqto securit
effective in reducing (AST/ASP) rresp y
; objectives
uynacceptable risks to a .
tolerable level Security countermeasurgs
’ shall meet the STOE
Development/ Summary Specification
Integration
Operational system Operational system
ol architecture architecture description
a - . } (ASD_SAD) Security countermeasures
S STCUfily " COUMeHMeastreS onSgcurity concept of |ShalTwork effectively in_
3 subsystems,  componentsioperations (ASD_CON) combination with other
@ etc. work together to createlsecurity interfaces countermeasures.
required secure properties\ASD _|FS)
for the overall system. STOE design (ASD_STD)
\Vulnerability analysis shall
. be conducted and the
Strength of Security vulnerabilities shall not be
Mechanisms . .
. . \Vulnerability assessment exploitable by the assumed
Installation Strength of security )
. . (AOV_VAN) attack potential.
mechanisms are effective for . .
the system Penetration testing shall be
’ conducted and there shall be
no security problems.
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subsystems are configured

correctly

Factors | Life cycle Stage Assurance Objectives Assurance Class/Family Evaluation Activities
Communication and
awareness training Confirmation of Communication and
Rules and procedures are{cOmmunication and awareness shall be
communicated and trained tolawareness (APR_CMM, confirmed by records and
appropriate personnefAPR_AWA) interview.
effectively.
Monitoring of Security
Countermeasures
Atrefit l’uye arcHonitorit ye| ] Scuul;ty cotntermeasures
records are collected to z\fla\osncl;o'r\l/lng'\?)f SSF shall be confirmed as
show security - operating-as‘intended.
countermeasures operate as
Operation intended.
\erification
It is confirmed that no risks ([Verification of operation of It shall be confifimed that no
are detected that should be [SSF (AOD_OGD, unacceotable rikks are
countered and security APR_AWA, APR_CMIW de tectez i
controls perform as ASO_RCD, ASO _VER) '
expected.
Regression testing Regression testin Detected security problems
Security controls continue to ( AgT REG) 9 shall be investigated and
work as intended. - results fed back.
Modification ) )
Penetration testing Penetration testing
System changes do not (AOV_VAN) Detected security problems
introduce gaps in the T shall be investigated and
. \erification of correct
coverage of security configuration (AOD_OCD) results fed back.
controls. -
Corresponderice between . I
Security Risks and Security Security ObJ?Ct' es Sh.a."
- address all riskg identified as
Requirements, and between
) ! unacceptable
Security Requirements and Security requirgments shall
Security Countermeasures. [SST/SPP evaluation corres {)ndqto sbeurit
Security requirements (AST/ASP) rresp y
objectives
address all unacceptable !
risks. Securit Security countefmeasures
y y shall meet the STOE
countermeasures meet all -
: ; Summary Specffication
security requirements
Operational system
Development/ Correspondence with architecture description
Q Integration Development Works (ASD_SAD) .
= S : e Security countefmeasures
a ecurity countermeasures  |Security interfaces ; .
Q are implemented correctly. [(ASD_IFS) shall be implemented without
3 - . L S L. unauthorized mpdification,
(;) QCLUrIty CUUrncrinieasurco QCUUIILy UUIIL:C'JL Ul gt .
@ . distribution—s operations (ASD_CON)  |Addition or deletion.
implementation STOE design (ASD_STD)
Testing (AOT)
Guidance Documents Confi i d ti
Description o onfiguration and operation
. Description (AOD_OCD, of security countermeasures
Secure operations are .
) ; ; AOD_OGD) shall be sufficiently
described in the guidance -
described.
documents correctly.
gg?fflgﬁgﬁ?:an d Configuration (AOD_OCD, |Component and subsystem
Installation P AOC) configuration and operation

Testing (AOT)

of controls shall be verified
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Factors | Life cycle Stage Assurance Objectives Assurance Class/Family Evaluation Activities
gt'lril(r)tEngtar't ub executes Installation and start up Correct installation and start
P (APR_SIC) up shall be confirmed
correctly
Monitoring of Security Audit trails and monitoring
Countgrmeasures Monitoring (ASO_MON) relc.ord.s on access to and
Security  countermeasures utilization of assets shall be

Operation

are operated correctly.

inspected.

\Verification

\Verification of secure

It is confirmed that no risks
are detected that should be

countered and security (ASO_RCD) verified
controls perform as Independent verification
expected. (ASO_VER)

installation (APR_SIC)
Verification of records

Security controls shall\b

%

Modification

Requirements verification
It is confirmed that
modifications have not
invalidated SST
requirements

Requirements verification
(ASD_RVR)

Reguirements changes shall

be.analysed.

Design verification

It is confirmed that
modifications have not
invalidated parts of the
design

Design verifieation
(AOD_GVR, ASD_DVR)

Design changes shall bg
analysed.

Regression testing

It is confirmed that changed
security controls work as
intended

Regression testing
(AQF_REG)

Detected security problegms
shall be investigated and
results fed back.

Nine new classes of assurance requirements areidefined in this annex. They are:

a) SPP evaluation (ASP);

b) SST evaluation (ASS);

c) Operatipnal system guidance document (AOD);

d) Operatipnal system architecture, design and configuration documentation (ASD);
e) Operatipnal system configuration management (AOC);

f)  Operatipnal system test (AOT);

g) Operational system vulnerability assessment (AOV);

h) Preparation for live operation (APR);

i) Records on operational system (ASO).

There are new assurance classes for the evaluation of System Protection Profiles (SPP) and System Security
Targets (SST), since the contents of an SPP or SST are expanded from those of a product PP or ST. The
other new classes address the additional assurance requirements for operational system evaluation. The
relationship between the additional assurance requirements defined in this annex and the four life cycle
stages is shown in Table C.2.
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Life cycle Assurance requirement
Development/ | AOD_OCD.1 Description of configuration specification
Integration AOD_OGD.1 Description of user related SSFs in the user guidance

ASD_SAD.1 Description of the architecture
ASD_CON1 Security concept of operations
ASD_IFS.1 Description of the external interfaces
ASD_STD.1-3 Description of the STOE design
AOT_COV.1 Test coverage for SSFs
AOT_COV.2 Completeness of test coverage for SSFs
AOT_DPT A1 Test depth for subsystem design
AOT_DPT.2 Test depth for component design
AOT_DPT.3 Test depth for implementation representation
AOT_FUN.1 Functional test for SSFs
Installation AOD_0OCD.2 Verification of configuration specification
AOC_OBM.1-2 Operational configuration management
AOC_ECP.1-2 Configuration of evaluated component products
AOC_UCP.1-2 Configuration of unevaluatéd component products
AOT_COV.1 Test coverage for SSFs
AOT_COV.2 Completeness of testCoverage for SSFs
AOT_DPT.1 Test depth for subsystem design
AOT_DPT.2 Test depthcfor component design
AOT_DPT.3 Test depth for implementation representation
AOT_FUN.1 Functional test for SSFs
AOT_IND.1-3 Independent testing
AOV_VAN.1< Vulnerability assessment
APR_AWA:1 Awareness training
APR_CMM.1 Communication on SSFs to appropriate personnel
APR_SIC.1 Secure installation and start up of STOE
Operation AOD_0OGD.2 Verification of use of SSFs in the user guidance
APR_AWA.2 Verification of awareness training
APR_CMM.2 Verification of communication on SSFs to personnel
APR_SIC.2 Verification of secure installation and start up
ASO_RCD.1-2 Verification of operational records
ASO_VER.1-2 Verification of operational controls
ASO_MON.1-2 Management monitoring for SSFs
Modification AOD_GVR.1 Guidance document verification
ASD_RVRA1 Requirements verification
ASD_DVR.1 Design verification
AOT_REG.1 Regression testing
AOV_VAN.1-7 Penetration testing
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There are two presentational differences in this annex from ISO/IEC 15408-3. Developer action elements
have been renamed as developer/integrator action elements, in order to recognise that an operational system
may be composed by a system integrator who is distinct from the developer of components and products used
within the system, and both of these may collaborate in the production and delivery of the necessary
evidence. In some cases it is operational system management who are responsible for the production of

evidence and so in these families the action elements to provide evidence are identified as management
actions.

The dependencies between assurance components are shown in Tables C.3 to C.5 following. Three tables
have been used, as SPP, SST and STOE evaluation are performed independently, and there are no
interdependencies between each set. Each of the components that is a dependency of some assurance
component . i Tes 71 The
value in the [table cell indicates whether the column label component is directly required (indicated by a’gross
‘X’), or indirgctly required (indicated by a dash ‘-’) by the row label component.

Table C.3 — SPP assurance dependencies

5|5 |5 |5 |6 |55 |b
I-u I-u I-u I-u I-U I-U I-u I-u
ASP_CCL.1 X | X[ X] X ] X
ASP_OBJ.1 X
ASP_REQ.1 X
ASP_REQ.2 X1 -[X
ASP_DMI A1 X
ASP_DMC.1 - - X | X[ X
ASP_DMO.1 X X
ASP_DMR.1 X
ASP_DMR.2 -~ X - X

Table-C.4 — SST assurance dependencies

215|555 |6|6 |6 |6
Im Im Im Im Im Im Im Im Im
=8 13(3 (3|2 22
S22 lg|P|E |3 |6 |=

ASS_CCL.1 X[ x| x|x]|x

ASS_OBJ.1 X

ASS REQ.1 X

ASS_REQ.2 X|-|x

ASS_TSS.1 X | - X

ASS_DMI.1 X

ASS_DMC.1 -] - X | x| x

ASS_DMO.1 | X X

ASS_DMR.1 X

ASS DMR.2 | - | X - | x

ASS_DMS.1 - - X X

88 © ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

Table C.5 — STOE assurance dependencies

38|52 |b|b|B (8|3
|g |g I: |2 I: Ig Ig Iz |8 I:
o > (0O | |24 |d |d |m |S
SIBIS|Z 212|887
AOD_OCD.1/2 - x| - X
AOD_OGD.1/2 X
AOD_GVR1 X | X | - - - -
ASD_CON.T A
ASD_IFS1 X
ASD_STD.1-3 X X
ASD_DVR.1 X| X[ X]X
AOC_ECP.1/2 X
AOC_UCP.1/2 X
AOT_COV.1/2 - X X
AOT_DPT.1 - - | X X
AOT_DPT.2 - - X X
AOT_DPT.3 - - X X
AOT_IND.1 X | - X
AOT_IND.2/3 X | - X X
AOV_VAN.1 X | X
AOV_VAN.2 X | X X
AOV_VAN.3 X |IX X [ X
AOV_VAN .4-7 X(PX | X | X | X

C.2| Class ASP: System Protection Profile evaluation

C.2/ Introduction

This|clause provides assurance criteria for the evaluation of System Protection Profiles (SPP). Evaluation of
SPPis required to demonstrate that an SPP is sound and internally consistent, and, if the SPP is ferived from
one pr more SPRs\or packages, that the SPP is a correct instantiation of these SPPs and packpges. These
propgrties are necessary for the SPP to be suitable for use as the basis for subsequent STOE evdluation.

The following are the families within this class:

a) ASP_INT: SPP introduction;

b) ASP_CCL: Conformance claims;

c) ASP_SPD: Security problem definition;

d) ASP_OBJ: Security objectives;

e) ASP_ECD: Extended components definition;
f) ASP_REQ: Security requirements;

g) ASP_DMI: Security domain introduction;

h) ASP_DMC: Security domain conformance claims;
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i) ASP_DMP: Security domain security problem definition;
i) ASP_DMO: Security domain security objectives;

k) ASP_DMR: Security domain security requirements.

C.2.2 SPP common part

The following specifications apply to the whole SPP. Specifications for specific domains should be described
using the domain families (see C.2.9).

C.2.3 SPP|introduction (ASP_INT)

C.2.3.1 Objectives
The objective of this family is to describe the STOE in a narrative way.
Evaluation df the SPP introduction is required to demonstrate that the SPP is correctly’identified, and thgt the

STOE overview and domain organization specification are consistent with each other. The introductions for
specific seclrity domains are defined at C.2.10 security domain introduction.

C.2.3.2 AS$P_INT.1 SPP introduction

Dependencigs: no dependencies.

C.2.3.21 Developer/integrator action elements

ASP_INT.1.ID The developer/integrator shall provide an SPP introduction.

C.2.3.2.2 |Content and presentation of evidence élements

ASP_INT.1.1IC The SPP introduction shall contain an SPP reference, a STOE overview and a domain
organizatioh specification.

ASP_INT.1.2C The SPP reference shall uniquely identify the SPP.

ASP_INT.1.BC The STOE overviéew shall summarize the usage and major security features of the
STOE.

ASP_INT.1.4C The STOE overview shall identify the STOE type.

ASP_INT.1.6C TheSTOE overview shall identify the relationships and interfaces to any external
operational|systems required by the STOE.

ASP_INT.1.6€<The domain organization specification shall describe the organization of manqated
security domains and their identificafion.

ASP_INT.1.7C For each domain, the domain organization specification shall describe any security
services provided by that domain that are to be available to other domains and any security properties
of the domain that are to be enforced on other domains.

c.2.3.2.3 Evaluator action elements

ASP_INT.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

ASP_INT.1.2E The evaluator shall confirm that the STOE overview and the domain organization
specification are consistent with each other.
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C.2.4 Conformance claims (ASP_CCL)

C.2.4.1 Objectives

The objective of this family is to determine the validity of various conformance claims: the ISO/IEC 15408
conformance claim, the SPP conformance claim, the PPs conformance claim and the requirements package
claim. The ISO/IEC 15408 conformance claim describes the version of ISO/IEC 15408 to which the SPP and
STOE claim conformance, the PPs claim (if any) describes how the SPP claims conformance with the
identified PPs, the package claim (if any) describes how the SPP claims conformance with the stated
package, while the SPP claim identifies the SPPs (if any) that the SPP claims conformance to. Determining
the validity of the SPP claim, the PPs claim and the package claim entails determining whether all claimed
SPPp, PPs and packages are clearly identified, whether the SPP fully contains these SRPFPs PPs and
pacKages, and whether all security requirements drawn from these SPPs, PPs and packages.ane completed
corrgctly. Conformance claims for a specific security domain are defined at C.2.11“secyrity domain
confprmance claim.

C.2.4.2 Application notes
If an| SPP claims conformance to a PP, it must demonstrate as part of conSistency of security nequirements

that |t defines OSF that will satisfy the assumptions about the operational €nvironment in the secuyrity problem
defirjition section of the PP.

C.2.4.3 ASP_CCL.1 Conformance claims

Depéndencies: ASP_INT.1 SPP introduction

ASP_SPD.1 Security problem definition
ASP_OBJ.1 Security objectives

ASP_ECD.1 Extended compeneéents definition

ASP_REQ.1 Stated security requirements

C.2.4.31 Developer/integrator,action elements
ASP[ CCL.1.1D The developer/integrator shall provide a conformance claim.

ASP| CCL.1.2D The developer/integrator shall provide a conformance claims rationale.

C.2.4.3.2 Content and presentation of evidence elements

ASP| CCL:1.1C The conformance claim shall contain a criteria conformance claim that identifies the
versjion of ISO/IEC TR 19791 to which the SPP claims conformance.

ASP_CCL.1.2CThe criteria conformance claim shall describe the functional conformance of the SPP
to ISO/IEC TR 19791 as either ISO/IEC TR 19791 functionally conformant or ISO/IEC TR 19791
functionally extended.

ASP_CCL.1.3C The criteria conformance claim shall describe the assurance conformance of the SPP
to ISO/IEC TR 19791 as either ISO/IEC TR 19791 assurance conformant or ISO/IEC TR 19791 assurance
extended.

ASP_CCL.1.4CThe criteria conformance claim shall be consistent with the extended components
definition.

ASP_CCL.1.5C The conformance claim shall identify all SPPs, PPs and security requirement packages
to which the SPP claims conformance.
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ASP_CCL.1.6C The conformance claim shall describe any conformance of the SPP to a package as
either package-conformant or package-augmented.

ASP_CCL.1.7C The conformance claims rationale shall demonstrate that the STOE type is consistent
with the STOE type in the SPPs and PPs for which conformance is being claimed.

ASP_CCL.1.8C The conformance claims rationale shall demonstrate that the statement of the security
problem definition is consistent with the statement of the security problem definition in the SPPs and
PPs for which conformance is being claimed.

ASP_CCL.1.9C The conformance claims rationale shall demonstrate that the statement of objectives is

consistent Withthe statement of objectives Im the SPPS and PPS for which conformance 15_being

claimed.

requirements is consistent with the statement of security requirements in the SPPs, PPs|and

ASP_CCL.1£1 0C The conformance claims rationale shall demonstrate that the statement of secprity
packages for which conformance is being claimed.

C.24.3.3 Evaluator action elements

ASP_CCL.1[1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.2.5 Security problem definition (ASP_SPD)

C.2.5.1 Objectives

This part of [the SPP defines the security problems to be addressed by the STOE. These security problems
are applicabje to the STOE as a whole. Security problems for a specific security domain are defined at C{2.12
security domain problem definition. Evaluation of the;security problem definition is required to demongtrate
that the secyrity problems intended to be addressed. by the STOE are clearly defined.

C.2.5.2 AS$P_SPD.1 Security problem definition

Dependencigs: no dependencies.

C.2.5.21 Developer/integrator action elements

ASP_SPD.1.1D The developerl/integrator shall provide a security problem definition.

C.2.5.2.2 |Content and-presentation of evidence elements

ASP_SPD.1.1C The“security problem definition shall describe all risks applicable to the STOE. Each
risk shall bT categorised as acceptable or unacceptable.

ASP_SPD.1.2C All unacceptable risks shall be described in terms of threats and vulnerabilities. Each
threat shall be described in terms of a threat agent, an asset, and an adverse action.

ASP_SPD.1.3C The security problem definition shall describe the OSPs.
C.253 Evaluator action elements

ASP_SPD.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.
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C.2.6 Security objectives (ASP_OBJ)

C.2.6.1 Objectives

The security objectives are a concise statement of the intended response to the security problem defined
through the ASP_SPD family. The defined security objectives in this part are applicable to the STOE as a
whole. Security objectives for a specific security domain are defined at C.2.13 security domain security
objectives. Evaluation of the security objectives is required to demonstrate that the functional security
objectives adequately and completely address the security problem definition, that the division of this problem
between the STOE and external operational systems is clearly defined, and that the assurance security
objectives are documented and explained.

C.2.6.2 Application notes
The [security objectives rationale must explain why the assurance security objectives were chosen. This may

be gs a result of risk analysis, but may also depend on practicality and achievability and nmjay even be
arbitfary. The reasons should be stated, but these reasons need not be justified.

C.2.6.3 ASP_OBJ.1 Security objectives

Depéndencies: ASP_SPD.1 Security problem definition

C.2.6.3.1 Developer/integrator action elements
ASP| OBJ.1.1D The developer/integrator shall provide a‘statement of security objectives.

ASP| OBJ.1.2D The developer/integrator shall provide a security objectives rationale.

C.2.6.3.2 Content and presentation of evidence elements

ASP| OBJ.1.1C The statement of security objectives shall describe the functional security objectives
for the STOE.

ASP| OBJ.1.2C The statement of security objectives shall describe any functional security objectives
met py external operational systems.

ASP| OBJ.1.3C The statement of security objectives shall describe the assurance security objectives
for the STOE.

ASP| OBJ.1.4C The security objectives rationale shall trace each functional security objegtive for the
STOE back to risks countered by that security objective and OSPs enforced by that security objective.

ASP| OBJ:1.5C The security objectives rationale shall trace each functional security objective for
external'operational systems back to risks countered by that security objective and OSPs ¢nforced by
that[security objective. T

ASP_OBJ.1.6C The security objectives rationale shall demonstrate that the functional security
objectives counter all unacceptable risks.

ASP_OBJ.1.7CThe security objectives rationale shall demonstrate that the functional security
objectives enforce all OSPs.

ASP_OBJ.1.8C The security objectives rationale shall explain why the assurance security objectives
for the STOE were chosen.
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C.2.6.3.3 Evaluator action elements

ASP_OBJ.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.2.7 Extended components definition (ASP_ECD)

C.2.7.1 Objectives

Extended security reqwrements are requirements that are not based on components from ISO/IEC 15408 or
this Techniga s s ythor.
Evaluation ¢f the def|n|t|on of extended components is necessary to determlne that they are clear and
unambiguous, and that they are necessary, i.e. they could not have been clearly expressed using existing
ISO/IEC 15408 or this Technical Report components.

C.2.7.2 AS$P_ECD.1 Extended components definition

Dependencigs: no dependencies.

C.2.7.21 Developer/integrator action elements
ASP_ECD.1.1DThe developer/integrator shall provide a statement of security requirements.

ASP_ECD.1.2DThe developer/integrator shall provide an extended components definition.

C.2.7.2.2 |Content and presentation of evidence elements

ASP_ECD.1.1CThe statement of security requirements shall identify all extended secprity
requirements.

ASP_ECD.1.2CThe extended components definition shall define an extended component for ¢ach
extended s¢curity requirement.

ASP_ECD.1.3CThe extended components-definition shall describe how each extended component is
related to the existing components, families, and classes in ISO/IEC 15408 or this Technical Report.

ASP_ECD.1.4CThe extended components definition shall use the existing components, famijlies,
classes, anfl methodology inISO/IEC 15408 or this Technical Report as a model for presentation.

ASP_ECD.1.5CThe extended components shall consist of measurable and objective elements such
that compliance or non-compliance to these elements can be demonstrated.

ASP_ECD.1.1EThe evaluator shall confirm that the information provided meets all requirements$ for
content and presentation of evidence.

ASP_ECD.1.2E The evaluator shall confirm that no extended component can be clearly expressed
using existing components.

C.2.8 Security requirements (ASP_REQ)

C.2.8.1 Objectives

The SSFs form a clear and unambiguous description of the expected security behaviour of the STOE. The
SSAs form a clear and unambiguous description of the expected activities that will be undertaken to gain
assurance in the STOE. The security requirements defined in this part are applicable to the STOE as a whole.
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Security requirements for a specific security domain are defined at C.2.14 security domain security
requirements. Evaluation of the security requirements is required to ensure that they are clear and
unambiguous.

C.2.8.2 Component levelling

This family has two components. The components in this family are levelled on whether they are stated as is,
or whether they are derived from security objectives for the STOE.

C.2.8.3 ASP_REQ.1 Stated security requirements

DepJandencies: ASP_ECD.1 Extended components definition

C.2.8.3.1 Developer/integrator action elements
ASP| REQ.1.1D The developer/integrator shall provide a statement of security-requirements.

ASP[ REQ.1.2D The developer/integrator shall provide a security requirements rationale.

C.2.8.3.2 Content and presentation of evidence elements
ASP| REQ.1.1C The statement of security requirements shall describe the SSFs and the SSAs.

ASP| REQ.1.2C All subjects, objects, operations, security @ttributes, external entities and pther terms
thatfare used in the SSFs and the SSAs shall be defined.

ASP| REQ.1.3C The statement of security requirements shall identify all operations on the security
requirements.

ASP| REQ.1.4C All operations shall be performed correctly.

ASP| REQ.1.5C Each dependency between security requirements shall either be satisfied, or the
secyrity requirements rationale shall justify the dependency not being satisfied.

ASP| REQ.1.6C The statement of security requirements shall be internally consistent.

C.2.8.3.3 Evaluator action elements

ASP| REQ.1.1EThe evaluator shall confirm that the information provided meets all requifements for
confent and presentation of evidence.

C.2.3.4 ASP)REQ.2 Derived security requirements

Hierarchical to: ASP_REQ.1 Stated security requirements

Dependencies: ASP_OBJ.1 Security objectives

ASP_ECD.1 Extended components definition

C.2.8.41 Developer/integrator action elements
ASP_REQ.2.1D The developer/integrator shall provide a statement of security requirements.

ASP_REQ.2.2D The developer/integrator shall provide a security requirements rationale.
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C.2.8.4.2

ASP_REQ.2

Content and presentation of evidence elements

.1CThe statement of security requirements shall describe the SSFs and the SSAs.

ASP_REQ.2.2CAll subjects, objects, operations, security attributes, external entities and other terms that are
used in the SSFs and the SSAs shall be defined.

ASP_REQ.2.3CThe statement of security requirements shall identify all operations on the security
requirements.

ASP_REQ.2.4CAll operations shall be performed correctly.

ASP_REQ.2.5CEach dependency between security requirements shall either be satisfied, or thensegurity
requirements rationale shall justify the dependency not being satisfied.

ASP_REQ.3.6C The security requirements rationale shall trace each SSF back to‘the functional
security objectives for the STOE.

ASP_REQ.4.7C The security requirements rationale shall demonstrate that{the SSFs meet all
functional gecurity objectives for the STOE not met by external systems or individual domains.
ASP_REQ.2.8C The security requirements rationale shall trace each.\SSA back to the assurance
security objectives for the STOE.

ASP_REQ.Z

assurance security objectives for the STOE not met by individual domains.

ASP_REQ.Z

C.2.8.4.3

ASP_REQ.2

and presentation of evidence.

C.2.9 SPP

Each SPP s
are unique t

The followin

C.2.10 Security domain introduction (ASP_DMI)

.9C The security requirements rationale shall demonstrate that the SSAs mee

.10C The statement of security requirements shall be internally consistent.

Evaluator action elements

.1E The evaluator shall confirm that thelinformation provided meets all requirements for co

security domains

ecurity domain defines the’security problems, security objectives and security requirements
b that specific securitysdomain.

) sections defing the families that are used to define security domains within the SPP.

C.2101 O

jectives

t all

htent

that

The objective of This Tamily IS 10 describe a security domain in a narrative way on three levels of abstraction:
security domain reference, security domain overview and security domain description.

C.2.10.2 ASP_DMI.1 Security domain introduction

Dependencies: ASP_INT.1 SPP introduction

C.2.10.2.1

ASP_DMI.1.

96

Developer/integrator action elements

1D The developer/integrator shall provide a security domain introduction.
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C.2.10.2.2 Content and presentation of evidence elements

ASP_DMI.1.1C The security domain introduction shall contain a security domain reference, a security
domain overview and a security domain description.

ASP_DMI.1.2C The security domain reference shall uniquely identify the security domain.

ASP_DMI.1.3C The security domain overview shall summarize the usage and major security features
of the security domain.

ASP_DMI.1.4C The security domain description shall describe the included subsystems and/or

comjponents.

ASP| DMI.1.5C The security domain description shall describe the relationships and interfaces to
other domains.

C.2.10.2.3 Evaluator action elements

ASP| DMI.1.1E The evaluator shall confirm that the information provided meets all requirements for
confent and presentation of evidence.

ASP| DMI.1.2E The evaluator shall confirm that the security~domain reference, security domain

ovenview and the security domain description are consistent-with each other, and with the SPP
intrqduction.

C.2/11 Security domain conformance claims (ASP: DMC)

C.2.11.1 Objectives

This|part of the SPP defines the unique conforidance claims for a security domain.

C.2.11.2 ASP_DMC.1 Security domain:.conformance claims
Depéndencies: ASP_DMP.1 Security-domain security problem definition
ASP_DMO.1 Security domain security objectives

ASP_DMRM Stated domain security requirements

C.2.11.2.1 Developer/integrator action elements
ASP| DMC.1(1D'The developer/integrator shall provide a domain conformance claim.

ASP| DMC!1.2D The developer/integrator shall provide a domain conformance claims ratiorale.

C.2.11.2.2 Content and presentation of evidence elements

ASP_DMC.1.1C The domain conformance claim shall identify all SPPs, PPs and security requirement
packages to which the domain claims conformance.

ASP_DMC.1.2C The domain conformance claim shall describe any conformance of the domain to a
package as either package-conformant or package-augmented.

ASP_DMC.1.3C The domain conformance claims rationale shall demonstrate that the STOE type is
consistent with the STOE type in the SPPs and PPs for which conformance is being claimed.
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ASP_DMC.1.4C The domain conformance claims rationale shall demonstrate that the statement of the
domain security problem definition is consistent with the statement of the security problem definition
in the SPPs and PPs for which conformance is being claimed.

ASP_DMC.1.5C The domain conformance claims rationale shall demonstrate that the statement of
domain security objectives is consistent with the statement of objectives in the SPPs and PPs for
which conformance is being claimed.

ASP_DMC.1.6C The domain conformance claims rationale shall demonstrate that the statement of
domain security requirements is consistent with the statement of security requirements in the SPPs,
PPs and packages for which conformance is being claimed.

C.2.11.2.3 |Evaluator action elements

ASP_DMC.1.1E The evaluator shall confirm that the information provided meets all requirements$ for
content and presentation of evidence.

C.2.12 Security domain security problem definition (ASP_DMP)

C.2.12.1 Objectives

This part of {he SPP defines the unique security problems addressed by a security domain.

C.2.12.2 ASP_DMP.1 Security domain security problem definition

Dependencigs: no dependencies.

C.2.12.2.1 |Developer/integrator action elements

ASP_DMP.1.1D The developer/integrator shall provide a domain security problem definition.

C.2.12.2.2 |Content and presentation of evidence elements

ASP_DMP.1.1C The domain security problem definition shall describe all unique risks applicable to
the domain| Each risk shall be categorised as acceptable or unacceptable.

ASP_DMP.1.2C All unacceptable risks shall be described in terms of threats and vulnerabilities. Each
threat shalllbe described in terms of a threat agent, an asset, and an adverse action.

ASP_DMP.1.3C The domain security problem definition shall describe the unique OSPs applicablje to
the domain

c.2123 Evaluator action elements

ASP_DMP.1- ha avaluator shall confirm- that tha in ided-mea 5 sguirements for
content and presentation of evidence.

C.2.13 Security domain security objectives (ASP_DMO)

C.2.13.1 Objectives

This part of the SPP specifies a concise statement of the intended response to the unique security problems
defined through the ASP_DMP family.
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C.2.13.2 ASP_DMO.1 Security domain security objectives

Dependencies: ASP_INT.1 SPP introduction

ASP_DMP.1 Security domain security problem definition

C.2.13.2.1 Developer/integrator action elements

91:2010(E)

ASP_DMO.1.1D The developer/integrator shall provide a statement of domain security objectives.

ASP_DMO.1.2D The developer/integrator shall provide a domain security objectives rationale.

C.2.

ASP|
sect

ASP|

3.2.2 Content and presentation of evidence elements

rity objectives for the domain.

objectives for the domain that are met by other domains or external operational systems.

ASP|
sect

ASP|

| DMO.1.3C The statement of domain security objectives shall describe the unique
rity objectives for the domain.

objectives for the domain that are enforced on or available‘to other domains.

ASP|

| DMO.1.5C The domain security objectives rationale shall trace each unique functio

objective for the domain back to risks countered by that security objective and OSPs enfo

secl

ASP|

rity objective.

| DMO.1.6C The domain security objectives rationale shall trace each unique functio

objelc
that[security objective.

ASP|
secy

ASP|
sect

ASP|
secy

C.2.

rity objectives counter all.unique unacceptable risks to the domain.

rity objectives enforce all unique OSPs for the domain.

| DMO.1.9C _The domain security objectives rationale shall explain why the unique
rity objectives for the domain were chosen.

3.2.3 . Evaluator action elements

ASP

| DMO.1.1C The statement of domain security objectives shall describe the. unique functional

| DMO.1.2C The statement of domain security objectives shall describe any functional security

assurance

| DMO.1.4C The statement of domain security objectives shall describe any functional security

hal security
ced by that

nal security

tive for other domains back to risks:countered by that security objective and OSPs e¢nforced by

| DMO.1.7C The domain security objectives rationale shall demonstrate that thg functional

| DMO.1.8C The domain security objectives rationale shall demonstrate that thg functional

assurance

DMO. 1 1E Tt luator shall confirm that the inf ’ ided ‘< all .

content and presentation of evidence.

rements for

ASP_DMO.1.2E The evaluator shall confirm that the statement of domain security objectives is
consistent with the domain organization specification.

c.2.

14 Security domain security requirements (ASP_DMR)

C.2.14.1 Objectives

This part of the SPP provides a clear and unambiguous description of the expected unique security behaviour
of the security domain.
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C.2.14.2 Component levelling

This family has two components. The components in this family are levelled on whether they are stated as is,
or whether they are derived from security objectives for the domain.

C.2.14.3 ASP_DMR.1 Stated domain security requirements

Dependencies: ASP_ECD.1 Extended components definition

C.2.14.31

Developer/integrator action elements

ASP_DMR.

ASP_DMR.1

C.2.14.3.2

ASP_DMR.1
SSAs applis

ASP_DMR.1
ASP_DMR.1
security red
ASP_DMR.1

ASP_DMR.1
the domain

ASP_DMR.

C.214.33

ASP_DMR.1
content ang

C.2.14.4 AS
Hierarchical

Dependenci

.1D The developer/integrator shall provide a statement of domain security requiremeént

.2D The developer/integrator shall provide a domain security requirements rationale.

Content and presentation of evidence elements

.1C The statement of domain security requirements shall describe{the unique SSFs
table to the domain.

.3C The statement of domain security requirements-shall identify all operations on
uirements.

.4C All operations shall be performed correctly.

.5C Each dependency between domain security requirements shall either be satisfie
security requirements rationale shall justify the dependency not being satisfied.

.6C The statement of domain security requirements shall be internally consistent.

Evaluator action elements

presentation of evidence.

5P_DMR.2 Derived-domain security requirements
to: ASP_DMR:1 Stated domain security requirements

bs: ASP2REQ.2 Derived security requirements

and

.2C All subjects, objects, operations, security attributes, external entities and other t¢rms
that are us€d in the unique SSFs and the SSAs applicable to the domain shall be defined.

the

.1E The evaluator shall confirm that the information provided meets all requirement$ for

ASP_ECD.1 Extended components definition

C.2.14.41

ASP_DMO.1 Security domain security objectives

Developer/integrator action elements

ASP_DMR.2.1D The developer/integrator shall provide a statement of domain security requirements.

ASP_DMR.2.2D The developer/integrator shall provide a domain security requirements rationale.
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C.2.14.4.2 Content and presentation of evidence elements

ASP_DMR.2.1C The statement of domain security requirements shall describe the unique SSFs and SSAs
applicable to the domain.

ASP_DMR.2.2C All subjects, objects, operations, security attributes, external entities and other terms that are
used in the unique SSFs and the SSAs applicable to the domain shall be defined.

ASP_DMR.2.3C The statement of domain security requirements shall identify all operations on the security
requirements.

ASP[DVMR.Z4T Al operations shall be performed correctly.

ASP| DMR.2.5C Each dependency between domain security requirements shall either be satisfied, or the
domain security requirements rationale shall justify the dependency not being satisfied.

ASP| DMR.2.6C The domain security requirements rationale shall trace each’domain SSF |back to the
fungtional security objectives for the domain.

ASP| DMR.2.7C The domain security requirements rationale shall demonstrate that the domain SSFs
meef all unique functional security objectives for the domain not'met by other domains|or external
systpms.

ASP| DMR.2.8C The domain security requirements rationale“shall demonstrate that the domain SSFs
meet all functional security objectives for the STOE that-are identified in the security requirements
ratignale for the whole STOE as met by individual domains.

ASP| DMR.2.9C The domain security requirements _rationale shall trace each domain SSA |[back to the
assyrance security objectives for the domain.

ASP| DMR.2.10C The domain security requirements rationale shall demonstrate that the dgmain SSAs
meet all unique assurance security objectives for the domain.

ASP| DMR.2.11C The domain security-requirements rationale shall demonstrate that the dgmain SSAs
me(j all assurance security objectives for the STOE that are identified in the security rgquirements
ratignale for the whole STOE as-met by individual domains.

ASP[ DMR.2.12C The statemeént of domain security requirements shall be internally consistent.

C.2.14.4.3 Evaluator.action elements

ASP| DMR.2.1E The evaluator shall confirm that the information provided meets all requifements for
confent and presentation of evidence.

C.3| Class ASS: System Security Target evaluation

C.3.1 Introduction

This clause provides assurance criteria for the evaluation of System Security Targets (SST). Evaluation of an
SST is required to demonstrate that the SST is sound and internally consistent, and, if the SST is based on
one or more SPPs or packages, that the SST is a correct instantiation of these SPPs and packages. These
properties are necessary for the SST to be suitable for use as the basis for the rest of the STOE evaluation.
The following are the families within this class:

a) ASS_INT: SST introduction;

b) ASS_CCL: Conformance claims;
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c)
d)
e)

f)

ASS_SPD: Security problem definition;
ASS_OBJ: Security objectives;

ASS_ ECD: Extended components definition;
ASS_REQ: Security requirements;
ASS_TSS: STOE summary specification;

ASS_DMI: Security domain introduction;

ASS_D
ASS_D
ASS_D
ASS_D
m) ASS_D

C.3.2 SST

The followin
using the do|

C.3.3 SST

C.3.31

The objectiv
reference, S

Evaluation ¢
identified, th

consistent W
domain intro

C.3.3.2 AS

Dependenci

C.3.3.2.1 Dgveloper/integrator action elements

ASS_INT.1.

Objectives

C: Security domain conformance claims;
MP: Security domain security problem definition;
MO: Security domain security objectives;
MR: Security domain security requirements;
MS: Security domain summary specification.
common part

g specifications apply to the whole SST. Specifications for specific domains should be desc
main families (see C.3.10).

introduction (ASS_INT)

b of this family is to describe the STOE in a-narrative way on four levels of abstraction: SST/S
TOE overview, STOE description, and-domain organization.

at the STOE is correctly described at four levels of abstraction and that these four description
ith each other. The introductions for specific security domains are defined at C.3.11 sec
duction.

bS_INT.1 SST introduction

bs: no dependencies.

1D The developer/integrator shall provide an SST introduction.

ibed

TOE

f the SST introduction is required to demonstrate that the SST and the STOE are cornectly

5 are
urity

C.3.3.2.2

Content and presentation of evidence elements

ASS_INT.1.1C The SST introduction shall contain an SST reference, a STOE reference, a STOE

overview, a

STOE description and a domain organization specification.

ASS_INT.1.2C The SST reference shall uniquely identify the SST.

ASS_INT.1.3C The STOE reference shall identify the STOE.

ASS_INT.1.4C The STOE overview shall summarize the usage and major security features of the

STOE.
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ASS_INT.1.5C The STOE overview shall identify the STOE type.

ASS_INT.1.6C The STOE overview shall identify the relationships and interfaces to any external
operational systems required by the STOE.

ASS_INT.1.7C The STOE description shall describe the physical scope of the STOE.
ASS_INT.1.8C The STOE description shall describe the logical scope of the STOE.

ASS_INT.1.9C The STOE description shall identify the development environments for the STOE,
including any unique characteristics of individual domain development environments.

ASS| INT.1.10C The domain organization specification shall describe the organizationrof’¢onstructed
secyrity domains and the identification and physical scope of each security domain,

ASS| INT.1.11C For each domain, the domain organization specification shall identify any security
serviices provided by that domain that are available to other domains and any‘security pfoperties of
the domain that are enforced on other domains.

C.3.3.2.3 Evaluator action elements

ASS| INT.1.1E The evaluator shall confirm that the information-provided meets all requirements for
confent and presentation of evidence.

ASS| INT.1.2E The evaluator shall confirm that the STOE)reference, the STOE overview, the STOE
desgription and the domain organization specification-are consistent with each other.

C.3.4 Conformance claims (ASS_CCL)

C.3.4.1 Objectives

The |objective of this family is to determifie the validity of various conformance claims: the ISQ/IEC 15408
confprmance claim, the SPP claim, the~PPs claim, the STs claim and the requirements packagge claim. The
ISO/JEC 15408 conformance claim describes the version of ISO/IEC 15408 to which the SPP and|STOE claim
confprmance, the PPs, STs and/orpackage claim (if any) describes how the SST claims conformance with the
statqd PPs, STs and/or package, while the SPP claim identifies the SPPs (if any) that the [SST claims
confprmance to. Determining‘the validity of the SPP claim, the PPs claim, the STs claim and fhe package
entails determining Whether all claimed SPPs, PPs, STs and packages are clearly identifjed, whether
BST fully contains'these SPPs, PPs, STs and packages, and whether all security requirernents drawn
from|these SPPs, PRs,; STs and packages are completed correctly. Conformance claims for a specific security

If anp .SST claims ¢ a PP or ST, it must demonstrate as part of consistency of security
requirermen s—that+ at-will-satisfy-—the—assumptions—about-the—operational-envireiment in the
security problem definition section of the PP/ST.

onformance to

C.3.4.3 ASS_CCL.1 Conformance claims

Dependencies: ASS_INT.1 SST introduction
ASS_SPD.1 Security problem definition
ASS_OBJ.1 Security objectives
ASS_ECD.1 Extended components definition

ASS_REQ.1 Stated security requirements
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C.3.4.31 Developer/integrator action elements
ASS_CCL.1.1D The developer/integrator shall provide a conformance claim.

ASS_CCL.1.2D The developer/integrator shall provide a conformance claims rationale.

C.3.4.3.2 Content and presentation of evidence elements

ASS_CCL.1.1CThe conformance claim shall contain a criteria conformance claim that identifies the
version of ISO/IEC TR 19791 to which the SST and the STOE claim conformance.

ASS_CCL.1.2C The criteria conformance claim shall describe the functional conformance of the [SST
to ISO/IECITR 19791 as either ISO/IEC TR 19791 functionally conformant or ISO/IEC TR19791
functionally extended.

ASS_CCL.1.3C The criteria conformance claim shall describe the assurance conformance of the|SST
to ISO/IEC TR 19791 as either ISO/IEC TR 19791 assurance conformant or ISO/IEC TR19791 assurance
extended.

ASS_CCL.1.4CThe criteria conformance claim shall be consistent with the extended components
definition.

ASS_CCL.1.5CThe conformance claim shall identify all SPPs, PPs,.STs and security requirement
packages t¢ which the SST claims conformance.

ASS_CCL.1.6C The conformance claim shall describe any conformance of the SST to a package as
either package-conformant or package-augmented.

ASS_CCL.1.7C The conformance claims rationale shall.demonstrate that the STOE type is consigtent
with the STPE type in the SPPs, PPs and STs for which conformance is being claimed.

ASS_CCL.1.8C The conformance claims rationale‘shall demonstrate that the statement of the secprity
problem definition is consistent with the statement of the security problem definition in the SPPs,|PPs
and STs forg which conformance is being claimed.

ASS_CCL.1.9C The conformance claims rationale shall demonstrate that the statement of objectives is
consistent with the statement of objectives in the SPPs, PPs and STs for which conformance is being
claimed.

ASS_CCL.1.10C The conformance claims rationale shall demonstrate that the statement of secprity
requirements is consistent-with the statement of security requirements in the SPPs, PPs, STs|and
packages for which conformance is being claimed.

C.3.4.3.3 Evaluator action elements

ASS_CCL.11EThe evaluator shall confirm that the information provided meets all requirement$ for
content and presentation of evidence.

C.3.5 Security problem definition (ASS_SPD)

C.3.5.1 Objectives

This part of the SST defines the security problems to be addressed by the STOE. These security problems
are applicable to the STOE as a whole. Security problems for a specific security domain are defined at C.3.13
security domain security problem definition. Evaluation of the security problem definition is required to
demonstrate that the security problems intended to be addressed by the STOE.
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C.3.5.2 ASS_SPD.1 Security problem definition

Dependencies: no dependencies.

C.3.5.21 Developer/integrator action elements

ASS_SPD.1.1D The developer/integrator shall provide a security problem definition.

C.3.5.2.2 Content and presentation of evidence elements

AS
risk shall be categorised as acceptable or unacceptable.

ASS| SPD.1.2C All unacceptable risks shall be described in terms of threats and vulnerab
threat shall be described in terms of a threat agent, an asset, and an adverse action.

ASS[ SPD.1.3C The security problem definition shall describe the OSPs.

C.3.5.2.3 Evaluator action elements

ASS| SPD.1.1E The evaluator shall confirm that the information provided meets all requi
contfent and presentation of evidence.

C.3.6 Security objectives (ASS_OBJ)

C.3.6.1 Objectives

The |security objectives are a concise statement o6f-the intended response to the security prok
throygh the ASS_SPD family. The defined security objectives in this part are applicable to the
whole. Security objectives for a specific security domain are defined at C.3.14 security don
objegtives. Evaluation of the security objectives is required to demonstrate that the functig
objettives adequately and completely address the security problem definition, that the division of
betwleen the STOE and external operational systems is clearly defined, and that the assura
objettives are documented and explained.

C.3.6.2 Application notes
The [security objectivesrationale must explain why the assurance security objectives were chose

be gds a result of risk,-analysis, but may also depend on practicality and achievability and nj
arbitfary. The reasons should be stated, but these reasons need not be justified.

C.3.6.3 ASS_OBJ.1 Security objectives

STOE. Each

lities. Each

rements for

lem defined
STOE as a
ain security
nal security
the problem
nce security

n. This may
ay even be

Deandencies: ASS_SPD.1 Security problem definition

C.3.6.3.1 Developer/integrator action elements
ASS_OBJ.1.1D The developer/integrator shall provide a statement of security objectives.

ASS_OBJ.1.2D The developer/integrator shall provide a security objectives rationale.

C.3.6.3.2 Content and presentation of evidence elements

ASS_OBJ.1.1CThe statement of security objectives shall describe the functional security objectives

for the STOE.
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ASS_OBJ.1.2C The statement of security objectives shall describe any functional security objectives
met by external operational systems.

ASS_OBJ.1.3C The statement of security objectives shall describe the assurance security objectives
for the STOE.

ASS_OBJ.1.4C The security objectives rationale shall trace each functional security objective for the
STOE back to risks countered by that security objective and OSPs enforced by that security objective.

ASS_OBJ.1.5CThe security objectives rationale shall trace each functional security objective for
external operational systems back to risks countered by that security objective and OSPs enforced by
that securit

ASS_OBJ.1.6C The security objectives rationale shall demonstrate that the functional secprity
objectives ¢ounter all unacceptable risks.

ASS_OBJ.1.7CThe security objectives rationale shall demonstrate that the functional secprity
objectives e¢nforce all OSPs.

ASS_OBJ.1.8C The security objectives rationale shall explain why the assurance security objectives
were chosen.

C.3.6.3.3 Evaluator action elements

ASS_OBJ.1.1E The evaluator shall confirm that the information provided meets all requirements$ for
content and presentation of evidence.

C.3.7 Extgnded components definition (ASS_ECD)

C.3.7.1 Objectives

Extended sgcurity requirements are requirementsithat are not based on components from ISO/IEC 15408 or
this Technidal Report, but are based on extended components: components defined by the SST adthor.
Evaluation of the definition of extended cemponents is necessary to determine that they are clear| and
unambiguous, and that they are necessary; i.e. they could not have been clearly expressed using existing
ISO/IEC 15408 or this Technical Reporticomponents.

C.3.7.2 A$S_ECD.1 Extended.components definition

Dependencigs: no dependencies.

C.3.7.2.1 Dgveloper/integrator action elements

ASS_ECD.1.1DThe developer/integrator shall provide a statement of security requirements.

ASS_ECD.1.2DThe developeriintegrator shall provide an extended components definifion.

C.3.7.2.2 Content and presentation of evidence elements

ASS_ECD.1.1CThe statement of security requirements shall identify all extended security
requirements.

ASS_ECD.1.2CThe extended components definition shall define an extended component for each
extended security requirement.

ASS_ECD.1.3CThe extended components definition shall describe how each extended component is
related to the existing components, families, and classes in ISO/IEC 15408 or this Technical Report.
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ASS_ECD.1.4CThe extended components definition shall use the existing components, families,
classes, and methodology in ISO/IEC 15408 or this Technical Report as a model for presentation.

ASS_ECD.1.5CThe extended components shall consist of measurable and objective elements such
that compliance or non-compliance to these elements can be demonstrated.

C.3.7.2.3 Evaluator action elements

ASS_ECD.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

ASS| ECD.1.2EThe evaluator shall confirm that no extended component can be clearly] expressed
using existing components.

C.3.8 Security requirements (ASS_REQ)

C.3.8.1 Objectives
The |SSFs form a clear and unambiguous description of the expected security behaviour of thel STOE. The
SSAs form a clear and unambiguous description of the expected activities that will be undertaken to gain
assurance in the STOE. The security requirements defined in this part\are”applicable to the STOH as a whole.
Secyrity requirements for a specific security domain are defined' at C.3.15 security domjain security

requjrements. Evaluation of the security requirements is required to ensure that they ar¢ clear and
unambiguous.

C.3.8.2 Component levelling

This|family has two components. The components<n_ this family are levelled on whether they are [stated as is,
or whether they are derived from security objectives for the STOE.

C.3.8.3 ASS_REQ.1 Stated security requirements

Depg¢ndencies: ASS_ECD.1 Extended~components definition

C.3.8.3.1 Developer/integrator action elements
ASS| REQ.1.1D The developer/integrator shall provide a statement of security requirements.

ASS| REQ.1.2D The developer/integrator shall provide a security requirements rationale.

C.3.8.3.2 Content and presentation of evidence elements

ASS[ REQ.1.1C The statement of security requirements shall describe the SSFs and the SSAs.

nd-other terms

the SSAs shall be defined.

ASSLREQ-12C Al subjescts;
that are used in the SSFs and

ASS_REQ.1.3C The statement of security requirements shall identify all operations on the security
requirements.

ASS_REQ.1.4C All operations shall be performed correctly.

ASS_REQ.1.5C Each dependency between security requirements shall either be satisfied, or the
security requirements rationale shall justify the dependency not being satisfied.

ASS_REQ.1.6C The statement of security requirements shall be internally consistent.
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C.3.8.3.3

Evaluator action elements

ASS_REQ.1.1EThe evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.3.8.4 ASS_REQ.2 Derived security requirements

Hierarchical

to: ASS_REQ.1 Stated security requirements

Dependencies: ASS_OBJ.1 Security objectives

C.3.8.4.1
ASS_REQ.2

ASS_REQ.2

C.3.8.4.2
ASS_REQ.2

ASS _REQ.Z
used in the §

ASS_REQ.Z
requirement

ASS_REQ.2

ASS_REQ.Z
requirement

ASS_REQ.Z
security ob

ASS_REQ.Z

functional gecurity objectives for the STOE not met by external systems or by individual domains.

ASS_REQ.Z
security ob

ASS_REQ.Z

ASS_ECD.1 Extended components definition

Developer/integrator action elements
.1D The developer/integrator shall provide a statement of security requirements.

.2D The developer/integrator shall provide a security requirements rationalé:

Content and presentation of evidence elements

.1CThe statement of security requirements shall describe the SSEs and the SSAs.

.2CAll subjects, objects, operations, security attributes, external entities and other terms that are

5SFs and the SSAs shall be defined.

.3CThe statement of security requirements .shall identify all operations on the seq

.4CAll operations shall be performed correctly.

.5CEach dependency between security requirements shall either be satisfied, or the seq
5 rationale shall justify the dependeney not being satisfied.

urity

urity

.6C The security requirements rationale shall trace each SSF back to the functional

ectives for the STOE.

.7C The security. requirements rationale shall demonstrate that the SSFs mee

t all

.8C The security requirements rationale shall trace each SSA back to the assurance

ectives for'the STOE.

.9C The security requirements rationale shall demonstrate that the SSAs mee

assurance Tecurity objectives for the STOE not met by individual domains.

t all

ASS_REQ.2.10C The statement of security requirements shall be internally consistent.

C.3.8.4.3

Evaluator action elements

ASS_REQ.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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C.3.9 STOE summary specification (ASS_TSS)

C.3.9.1 Objectives

The objective for the STOE summary specification is to provide potential consumers of the STOE with a high-
level description of how the developer/integrator intends to satisfy its SSFs and SSAs. The STOE summary
specification should allow evaluators and potential consumers to understand how the STOE meets its SSFs
and SSAs. The STOE summary specification defined in this part is applicable to the STOE as a whole. The
security summary specification for a specific security domain is defined at C.3.16 STOE security domain
summary specification. Evaluation of the STOE summary specification is necessary to determine whether all
SSFs have been adequately addressed, and whether the STOE summary specification is consistent with
othe[ narrative descriptions of the STOE.

C.3.9.2 ASS_TSS.1 STOE summary specification
Depéndencies: ASS_INT.1 SST introduction

ASS_REQ.1 Stated security requirements

C.3.9.21 Developer/integrator action elements

ASS| TSS.1.1D The developer/integrator shall provide a STOE summary specification.

C.3.9.2.2 Content and presentation of evidence elements
ASS| TSS.1.1C The STOE summary specification shall"describe how the STOE meets each SSF.

ASS| TSS.1.2C The STOE summary specification.shall describe how the STOE meets each $SA.

C.3.9.2.3 Evaluator action elements

ASS| TSS.1.1E The evaluator shall confirm that the information provided meets all requirements for
confent and presentation of evidence.

ASS| TSS.1.2E The evaluator.shall confirm that the STOE summary specification is consistent with the
STOE overview and the STQE)description.

C.3.10 STOE Security domains

Each STOE security. domain defines the security problems, security objectives and security requifements that
are ynique to that-specific security domain.

The following sections define the families that are used to define security domains within the STOE.

C.3.41+—Security domain-introduction (ASS—DBM})
C.3.11.1 Objectives

The objective of this family is to describe a security domain in a narrative way on three levels of abstraction:
security domain reference, security domain overview and security domain description.

C.3.11.2 ASS_DMI.1 Security domain introduction

Dependencies: ASS _INT.1 SST introduction.
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C.3.11.2.1 Developer/integrator action elements
ASS_DMI.1.1D The developer/integrator shall provide a security domain introduction.
C.3.11.2.2 Content and presentation of evidence elements

ASS_DMI.1.1C The security domain introduction shall contain a security domain reference, a security
domain overview and a security domain description.

ASS_DMI.1.

2C The security domain reference shall uniquely identify the security domain.

ASS_DMI.1{3C The security domain overview shall summarize the usage and major security features
of the security domain.

ASS_DMI.1J4C The security domain description shall identify the included subsystems and/or
components.

ASS_DMI.1J5C The security domain description shall identify the relationships and interfaces to qther
domains.

C.3.11.2.3 |Evaluator action elements

ASS_DMI.1
content ang

1E The evaluator shall confirm that the information provided meets all requirements for
presentation of evidence.

ASS_DMI.1J2E The evaluator shall confirm that the securityy domain reference, security domain

overview anpd the security domain description are consistent with each other, and with the |[SST
introduction.

C.3.12 Security domain conformance claims (ASS_DMC)

C.3.12.1 Objectives

This part of {he SST defines the specific confermance claim for the security domain.

C.3.12.2 A$S_DMC.1 Security domain conformance claims

Dependencies: ASS_DMP.1 Security domain security problem definition
ASS_DM@, 1-Security domain security objectives

ASS(DMR.1 Stated domain security requirements

C.3.12.2.1 |Developer/integrator action elements

ASS_DMC.1.1D The developer/integrator shall provide a domain conformance claim.

ASS_DMC.1.2D The developer/integrator shall provide a domain conformance claims rationale.

C.3.12.2.2 Content and presentation of evidence elements

ASS_DMC.1.1C The domain conformance claim shall identify all SPPs, PPs, STs and security
requirement packages to which the domain claims conformance.

ASS_DMC.1.2C The domain conformance claim shall describe any conformance of the domain to a
package as either package-conformant or package-augmented.
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ASS_DMC.1.3C The domain conformance claims rationale shall demonstrate that the STOE type is
consistent with the STOE type in the SPPs, PPs and STs for which conformance is being claimed.

ASS_DMC.1.4C The domain conformance claims rationale shall demonstrate that the statement of the
domain security problem definition is consistent with the statement of the security problem definition
in the SPPs, PPs and STs for which conformance is being claimed.

ASS_DMC.1.5C The domain conformance claims rationale shall demonstrate that the statement of
domain security objectives is consistent with the statement of objectives in the SPPs, PPs and STs for
which conformance is being claimed.

tatement of
h the SPPs,

ain security requirements is consistent with the statement of security requirements.i
PPs] STs and packages for which conformance is being claimed.

C.3.12.2.3 Evaluator action elements

ASS| DMC.1.1E The evaluator shall confirm that the information provided meets all requifements for
content and presentation of evidence.

C.3./13 Security domain security problem definition (ASS_DMP)

C.3.13.1 Objectives

This|part of the SST defines the specific security problems addressed by a security domain.

C.3.13.2 ASS_DMP.1 Security domain security problem definition

Depé¢ndencies: no dependencies.

C.3.13.2.1 Developer/integrator action elements

ASS| DMP.1.1D The developer/integrator shall provide a domain security problem definition.

C.3.13.2.2 Content and presentation of evidence elements

ASS| DMP.1.1C The domain security problem definition shall describe all unique risks applicable to
the domain. Each risk'shall be categorised as acceptable or unacceptable.

ASS| DMP.1.2C All.unacceptable risks shall be described in terms of threats and vulnerabijlities. Each
threat shall be{described in terms of a threat agent, an asset, and an adverse action.

ASS| DMP:1.3C The domain security problem definition shall describe the unique OSPs applicable to
the Tomain.

C.3.13.2.3 Evaluator action elements

ASS_DMP.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.3.14 Security domain security objectives (ASS_DMO)

C.3.14.1 Objectives

This part of the SST specifies a concise statement of the intended response to the unique domain security
problems defined through the ASS_DMP family.

© ISO/IEC 2010 — All rights reserved 111


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

C.3.14.2 ASS_DMO.1 Security domain security objectives

Dependencies: ASS INT.1 SST introduction

C.3.14.21

ASS_DMP.1 Security domain security problem definition

Developer/integrator action elements

ASS_DMO.1.1D The developer/integrator shall provide a statement of domain security objectives.

ASS_DMO.1.2D The developer/integrator shall provide a domain security objectives rationale.

C.3.14.2.2

ASS_DMO.
security ob

ASS_DMO.

Content and presentation of evidence elements

ectives for the domain.

.2C The statement of domain security objectives shall describe any._functional sec

objectives for the domain that are met by other domains or external operationalsystems.

ASS_DMO.
security ob

ASS_DMO.

ectives for the domain.

.4C The statement of domain security objectives shall describe any functional sec

objectives fior the domain that are enforced on or available to other domains.

ASS_DMO.

.5C The domain security objectives rationale shall trace each unique functional sec

objective far the domain back to risks countered by that.security objective and OSPs enforced by

security ob

ASS_DMO.
objective fqg
that securit

ASS_DMO.
security ob}

ASS_DMO.
security ob

ASS_DMO.
security ob

C.3.14.23

ective.

.6C The domain security objectives rationale shall trace each unique functional sec
r other domains back to risks countered by that security objective and OSPs enforce
y objective.

ectives counter all unacceptable risks unique to the domain.

ectives enforce all.unique OSPs for the domain.

ectives forithe domain were chosen.

Evaluator action elements

ASS_DMO.

content and presentation of evidence.

.1C The statement of domain security objectives shall describe the unique’ functional

urity

.3C The statement of domain security objectives shall describe the unique assurance

urity

urity
that

urity
d by

.7C The domain security./objectives rationale shall demonstrate that the functional

.8C The domain security objectives rationale shall demonstrate that the functional

.9C The domain security objectives rationale shall explain why the unique assurance

& TH luat hall firm that the inf f ided ts all . ¢k for

ASS_DMO.1.2E The evaluator shall confirm that the statement of domain security objectives is
consistent with the domain organization specification.

C.3.15 Security domain security requirements (ASS_DMR)

C.3.15.1 Objectives

This part of the SST provides a clear and unambiguous description of the expected unique security behaviour
of the security domain.
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C.3.15.2 Component levelling

This family has two components. The components in this family are levelled on whether they are stated as is,
or whether they are derived from security objectives for the domain.

C.3.15.3 ASS_DMR.1 Stated domain security requirements

Dependencies: ASS_ECD.1 Extended components definition

C.3.15.3.1 Developer/integrator action elements

ASS| DMR.1.1D The developer/integrator shall provide a statement of domain security requirements.

ASS| DMR.1.2D The developer/integrator shall provide a domain security requirements rationale.

C.3.15.3.2 Content and presentation of evidence elements

ASS| DMR.1.1C The statement of domain security requirements shall describe-the unique SSFjs and SSAs
applicable to the domain.

ASS| DMR.1.2C All subjects, objects, operations, security attributes, external entities and other tdrms that are
used in the unique SSFs and the SSAs applicable to the domain shall be defined.

ASS| DMR.1.3C The statement of domain security requirements shall identify all operations on|the security
requjrements.

ASS| DMR.1.4C All operations shall be performed correcily.

ASS| DMR.1.5C Each dependency between domain security requirements shall either be satisfied, or the
domain security requirements rationale shall justify the dependency not being satisfied.

ASS| DMR.1.6C The statement of domain @ecurity requirements shall be internally consistent.

C.3.15.3.3 Evaluator action elements

ASS| DMR.1.1E The evaluator,'shall confirm that the information provided meets all requifements for
contfent and presentation of evidence.

C.3.15.4 ASS_DMR:2:Derived domain security requirements
Hierarchical to; ASS_DMR.1 Stated domain security requirements

Depg¢ndencies: ASS_REQ.2 Derived security requirements

ASS_ECD.1 Extended components definition

ASS_DMO.1 Security domain security objectives

C.3.15.4.1 Developer/integrator action elements
ASS_DMR.2.1D The developer/integrator shall provide a statement of domain security requirements.

ASS_DMR.2.2D The developer/integrator shall provide a domain security requirements rationale.
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C.3.15.4.2 Content and presentation of evidence elements

ASS_DMR.2.1C The statement of domain security requirements shall describe the unique SSFs and SSAs

applicable to the domain.

ASS_DMR.2.2C All subjects, objects, operations, security attributes, external entities and other terms that are

used in the unique SSFs and the SSAs applicable to the domain shall be defined.

ASS_DMR.2.3C The statement of domain security requirements shall identify all operations on the security

requirements.

ASS_ DMR.ZZT Alroperations shall be performed correcily.

ASS DMR.2.5C Each dependency between domain security requirements shall either be satisfied, of

domain secuyrity requirements rationale shall justify the dependency not being satisfied.

ASS_DMR.2.6C The domain security requirements rationale shall trace each domain)SSF back tc
functional gecurity objectives for the domain.

ASS_DMR.2.7C The domain security requirements rationale shall demonstrate that the domain §

the

) the

}SFs

meet all unjique functional security objectives for the domain not met by other domains or external

systems.

ASS_DMR.2.8C The domain security requirements rationale shall. demonstrate that the domain §

}SFs

meet all fupctional security objectives for the STOE that are identified in the security requirements

rationale fof the whole STOE as met by individual domains.

ASS_DMR.2.9C The domain security requirements rationale shall trace each domain SSA back tqg
assurance security objectives for the domain.

ASS_DMR.
meet all un

.10C The domain security requirements. rationale shall demonstrate that the domain S
ue assurance security objectives for'the domain.

ASS_DMR.
meet all as
rationale fof the whole STOE as met by individual domains.

.11C The domain security requirements rationale shall demonstrate that the domain S

ASS_DMR.2.12C The statement of domain security requirements shall be internally consistent.

C.3.15.4.3 |Evaluator action.elements

ASS_DMR.2.1E The eyaluator shall confirm that the information provided meets all requirements for co
and presentation of evidence.

) the

SAs

SAs

urance security objectives for-the STOE that are identified in the security requirements

htent

C.3.16 STcurity domain summary specification (ASS_DMS)

C.3.16.1 Objectives

This part of the SST specifies the security domain summary specification.
C.3.16.2 ASS_DMS.1 Security domain summary specification
Dependencies: ASS_DMI.1 Security domain introduction

ASS_DMR.1 Stated domain security requirements
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C.3.16.2.1 Developer/integrator action elements

ASS_DMS.1.1D The developer/integrator shall provide a domain summary specification.

C.3.16.2.2 Content and presentation of evidence elements

ASS_DMS.1.1C The domain summary specification shall describe how the STOE meets each domain

SSF.

ASS_DMS.1.2C The domain summary specification shall describe how the STOE meets each domain

SSA.

C.3.16.2.3 Evaluator action elements

ASS| DMS.1.1E The evaluator shall confirm that the information provided meets all requi
content and presentation of evidence.

rements for

ASS| DMS.1.2E The evaluator shall confirm that the domain summary spécification is conpistent with

the domain overview and the domain description.

C.4| Class AOD: Operational system guidance document

C.4/ Introduction

The | purpose of the operational system guidance document class is to judge the adeqliacy of the

docymentation describing the integration and operational use of the operational system. Such do
includes that aimed at operational system integrators, trusted administrators and non-adminig
whose incorrect actions could adversely affect the security behaviour and characteristics of thg
system, as well as that aimed at normal users*whose incorrect actions could adversely affect the
operptional system to provide the required pfotection capabilities for their own data.

Thernefore, the AOD activity is closely.related to the processes and procedures defined by the
secUrity requirements. The user_guidance includes information regarding the technology asj
operptional system as well as theoperational and human processes of the operational system.

C.4.2 Application notes

cumentation
trator users

operational
ability of the

operational
bects of the

All QSF requirements defined in the SST as they apply to required personnel behaviour should be described

in the appropriate operational system guidance document.

Mairtenance(mode, single user mode and any special mode of operation entered following

an error or

exception._should be identified and considered for their consequences and implication for maintaining secure

operption.

Administrator guidance should identify the following information:
— the functions and privileges that must be controlled
— the types of controls required for them

— the reasons for such controls.

Warnings should cover expected effects, possible side effects and possible interactions with other functions

and privileges.
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The guidance should describe the administration of the operational system as a whole, in addition to that for
individual products and sub-systems. Administrator guidance that is not only for application programs but also
for the whole operational system should be documented.

C.4.3 Operational System Configuration Specification (AOD_OCD)

C.4.3.1 Objectives

The purpose of the operational system configuration specification is to specify the security relevant
configuration parameters that support the integration of the operational system components and that allow the

0perati0na| '-\J/e'rnm enmlrihj/ functions to implnmnnf and enforce the npnrai‘ir\nql chfnm Qnmlrify concept of

operation arld associated policies.

C.4.3.2 Component levelling

This family ¢gontains two components. The components in this family are levelled on the basis of confirmption
of descriptioh in the documentation and verification in the operational system.

C.4.3.3 AOD_OCD.1 Operational system configuration specification
Dependencies: ASD _CON.1 Security concept of operations

ASD_STD.2 Component design

C.4.3.31 Developer/integrator action elements

AOD_OCD.1.1D The developer/integrator shall provide a‘configuration specification that defineg the
security relpvant configuration parameters that support the integration of the system components| and
that allow the system security functions to implement and enforce the system security concept of
operations pnd associated policies.

C.4.3.3.2 |[Content and presentation of evidence elements

AOD_OCD.1.1C The configuration specification shall describe all configuration requirements relative
to the STOE including its operational.environment.

AOD_OCD.1.2C The configuration-specification shall describe the security configuration parameters
available tq the system integrator or equivalent users/administrators of the STOE with that role| and
responsibil|ty.

AOD_OCD.1.3C The configuration specification shall identify all possible modes of operation of the
STOE (including operation following failure or operational error), their consequences and implications
for maintaining secure operation.

AOD_OCD.1.4C The configuration specification shall contain warnings about configuration accessible
functions and privileges that should be controlled in a secure processing environment.

AOD_OCD.1.5C The configuration specification shall clearly present all configuration related
responsibilities necessary for secure operation of the STOE, including dependencies on external
operational systems.

AOD_OCD.1.6C The configuration specification shall be consistent with the security concept of
operations.

AOD_OCD.1.7C The configuration specification shall show that all component security parameters
required by the security concept of operations are implemented by the component design.
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AOD_OCD.1.1E The evaluator shall confirm that the information provided meets all requirements for

content and presentation of evidence.

C.4.3.4 AOD_OCD.2 Operational system configuration specification verification
Hierarchical to: AOD_OCD.1 Operational system configuration specification

Dependencies: ASD_CON.1 Security concept of operations

ASD_STD.2 Component design

C.4.3.41 Developer/integrator action elements

AODQ _OCD.2.1D The developer/integrator shall provide a configuration specification \that defines
releyant configuration parameters that support the integration of the system components and th
systém security functions to implement and enforce the system security concept. of operations an
poliges.

C.4.3.4.2 Content and presentation of evidence elements
AODQ _OCD.2.1C The configuration specification shall describe all_configuration requirements re
STOE including its operational environment.

AODQ _OCD.2.2C The configuration specification shall describe the security configuration paramet
to the system integrator or equivalent users/administrators of the STOE with that role and respons

AODQ _OCD.2.3C The configuration specification ,shall identify all possible modes of operation ¢
(including operation following failure or operational error), their consequences and implications for
secUyre operation.

AOD
func

| OCD.2.4C The configuration specification shall contain warnings about configuratiorn
ions and privileges that should be.controlled in a secure processing environment.

AOD
necs

_OCD.2.5C The configuration specification shall clearly present all configuration related re

AODQ_OCD.2.6C The configuration specification shall be consistent with the security concept of op
AOD
by the security Concept of operations are implemented by the component design.

C.4.3.4.3 Evaluator action elements
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ssary for secure operation-of the STOE, including dependencies on external operational systems.

erations.

| OCD.2.7C .IThe configuration specification shall show that all component security parameters required
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and presentation of evidence.

for content

AOD_OCD.2.2E The evaluator shall repeat all configuration and installation procedures to confirm that
the STOE can be configured and used securely using only the supplied configuration specification.

AOD_OCD.2.3E The evaluator shall perform independent testing to determine that a user, with an

understanding of the configuration specification, would reasonably be able to determine
is configured and operating in a manner that is insecure.
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C.4.4 Operational system user guidance documentation (AOD_OGD)

C.4.41 Objectives

Operational system user guidance documentation is intended to be used by all users of the STOE, including
privileged users such as system administrators. Security policy, procedures, rules, responsibility and other
security requirements that are defined by operational requirements and are intended to be used by users
should be described in the user guidance documentation. The user guidance documentation should describe
the security controls provided by the SSF and provides instructions and guidelines, including warnings, for its

secure use.

The guidande Tor ordinary Users provides a basis for understanding the operation of the STOE and a meg

of confiden
the STOE

intended to|help administrators understand the security controls provided by the STOE, including
technical anfd operational controls that require the administrator to perform security-critical a¢tions and t
functions that provide security-critical information.

C442 C

This family g
of descriptio

C.44.3 Ay
The content
rules, respo
defined in th

of a STOE
SPP/SST ar

C444 KC

Dependenci

C.4.4.41

AOD_OGD.

C.4.44.2

AOD_OGD.
available to|

AOD_OGD.

that non-malicious users, application providers and others exercising the external interfac
ill obey the security requirements and will use it as intended. The administrator ,guidan

mponent levelling

ontains two components. The components in this family are levelled on the basis of confirm
n in the documentation and verification in the operational system:-

plication notes

of the operational system user guidance documentation will directly be reflected by the pol
hsibilities, procedures and operational security measures that are related with the user ang
e operational controls. The requirement AOD_OGD.1.4.C ensures that any warnings to the |

with regard to the STOE security environment and the security objectives described ir
 appropriately covered in the user guidance!

DD_OGD.1 User guidance
ps: ASD_CON.1 Security concept.of operations
Management action elements

1.1M The management shall provide user guidance.

Content andpresentation of evidence elements

1.1C The~user guidance shall describe, for each user role, the functions and interf
that typeof user of the STOE.

sure
ps of
Ce is
both
hose

ation

cies,
are
sers
the

AcCes

1:2C/The user guidance shall describe, for each user role, the operational controls tha

F are

related to tf

at type of user.

AOD_OGD.1.3C The user guidance shall describe the use of user-accessible security functions
provided by the STOE.

AOD_0OGD.1.4C The user guidance shall describe, for each user role, all security parameters under the
control of that type of user, indicating secure values as appropriate.

AOD_OGD.1.5C The user guidance shall contain warnings about user-accessible functions and
privileges that should be controlled in a secure processing environment.
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AOD_OGD.1.6C The user guidance shall clearly present all user responsibilities necessary for secure
operation of the STOE, including those related to user behaviour during system operation.

AOD_OGD.1.7C The user guidance shall be consistent with the security concept of operations.

C.4.443 Evaluator action elements

AOD_OGD.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.4.I.‘1_AD.D=D.GD.J_LI52LguidanLuuiﬂczﬁnn
Hierarchical to: AOD_OGD.1 User guidance

Depéndencies: ASD _CON.1 Security concept of operations

C.4.4.51 Management action elements

AOQ_OGD.2.1M The management shall provide user guidance.

C.4.4.5.2 Content and presentation of evidence elements

AO[Q_OGD.2.1C The user guidance shall describe, for each userrole, the functions and interfages available
to that type of user of the STOE.

AO[Q_OGD.2.2C The user guidance shall describe, for each’ user role, the operational controls thgt are related
to that type of user.

AODQ _OGD.2.3C The user guidance shall describe the use of user-accessible security functions|provided by
the $TOE.

AODQ OGD.2.4C The user guidance shall’describe, for each user role, all security parametes under the
contfol of that type of user, indicating secure values as appropriate.

AODQ _OGD.2.5C The user guidance shall contain warnings about user-accessible functions and pyivileges that
shodyld be controlled in a secure;processing environment.

AOQ OGD.2.6C The user guidance shall clearly present all user responsibilities necessary for secure
opergtion of the STOE(.including those related to user behaviour during system operation.

AOQ_OGD.2.7C<The user guidance shall be consistent with the security concept of operations.

C.4.4.5.3 Evaluator action elements

AODQ ‘OGD.2.1E The evaluator shall confirm that the information provided meets all requirementg for content
and presentation of evidence.

AOD_OGD.2.2E The evaluator shall independently verify the usability of the user guidance.
C.4.5 Guidance document verification (AOD_GVR)

C.4.5.1 Objectives

The objective is to demonstrate that the guidance documentation is still correct after changes or modifications
of system components, system configuration or operational environment.
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C.4.5.2 Component levelling

This family contains one component.

C.4.5.3 AOD_GVR.1 Guidance verification

Dependencies: AOD_OCD.1 Operational system configuration specification

AOD_OGD.1 User guidance

C.4.5.3.1  Objectives

In this component, the objective is to demonstrate that the guidance documentation is still correct [after
changes or modifications to system components, system configuration or operational environment.

C.4.5.3.2 |Application notes

This component does not only address changed or modified parts of the operational system guidance
documentatipn, but also other parts that may have become invalid.

C.4.5.3.3 |Developer/integrator action elements

AOD_GVR.1.1D After changes or modifications to system components, system configuration or
operational| environment, the developer/integrator shall perform™a guidance verification analys(s to
check all pperational system configuration and guidance‘/documentation remains correct|and
consistent.

C.4.5.3.4 |[Content and presentation of evidence elements

AOD_GVR.1.1C The guidance verification analysis._shall show that the configuration specification is
unaffected |by the changes or modifications, -or that it has been correctly updated to reflecf the
changes or|modifications.

AOD_GVR.1.2C The guidance verification ‘analysis shall show that the user guidance is unaffected by
the changgs or modifications, or .that it has been correctly updated to reflect the changes or
modificatiops.

C.4.5.3.5 |Evaluator action-elements

AOD_GVR.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.5 Class (ASD: Operational System architecture, design and configuration
documentation

C.5.1 Introduction

The ASD assurance class is the equivalent of the ADV class in ISO/IEC 15408-3. However, the development
and integration information necessary and appropriate for operational systems is different enough from that
defined in the ADV class to require a new class to be defined.

The purpose of this class is to assess the architecture, design and configuration decisions that have been
made to insure that they are sufficient and complete in terms of meeting the functional requirements levied
against the operational system. It is through the architecture, design and configuration documentation that
insight to these decisions is provided. The secondary purpose of this section is to verify that the operational
system architecture, design and configuration reflects the security requirements allocated to the various
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subsystems and components of the operational system. To do this, the security properties of all internal
interfaces must be defined, together with those security properties (such as address space separation) that
are enforced by one element of the architecture on others.

C.5.2 Architecture description (ASD_SAD)

C.5.2.1 Objectives

The purpose of the operational system architecture description is to present an overview of the operational
system in terms of structure (subsystems, interfaces to external operational systems), interactions (interfaces,
intereernects—data-and-control-flows)—and-purpese—Fhis—nfermation-suppors—understanding-and performing
variqus aspects of the operational system evaluation: the allocation of assurances to porfions of the
operptional system, the operational system security concept of operations, the operational |system test

strategy, plans and procedures. It should define:

a) [he subsystems that comprise the operational system;

b) the internal and external interfaces to the subsystems and the functionality provided through the identified
nterfaces;

c) [he interconnects between the subsystems and the information:flow between subsystems across the
nterconnects;

d) [he external operational systems to which the operational system interfaces and the felationships
between the operational system and these external operational systems;

e) [he interconnects to external operational systems/and the information flow between thel operational
system and external operational systems across-the interconnects.

C.5.2.2 Application notes

The farchitecture description is a general-document describing the system architecture, not a secprity-specific
docyment. Security aspects of the architectural design are deal with in ASD_CON.

C.5.2.3 Component levelling

This|family contains one component.

C.5.2.4 ASD_SAD«1 Architecture description

Depg¢ndencies:/no dependencies.

stem.

C.5.24.2 Content and presentation of evidence elements

ASD_SAD.1.1C The architecture description shall identify the STOE in terms of its subsystems and
the interfaces and interconnects between the subsystems.

ASD_SAD.1.2C The architecture description shall identify the external operational systems that
interact with the STOE and the interfaces and interconnects between the STOE and external
operational systems.

ASD_SAD.1.3C The architecture description shall describe the purpose and functions of the identified
subsystems, interconnects and interfaces of the STOE.
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ASD_SAD.1.4C The architecture description shall describe the purpose of the identified interconnects
and interfaces from the STOE to external operational systems and shall describe the services from
and provided to the external operational systems.

ASD_SAD.1.5C The architecture description shall be internally consistent.

C.5.24.3 Evaluator action elements

ASD_SAD.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.5.3 SeC|||rity concept of operations (ASD_CON)

C.5.3.1 Objectives

The purposg of the security concept of operations is to describe the security policies, properties| and
characteristics of the operational system as they are provided and enforced in support. of the operatjonal
business or|mission case. This will permit analysis of architecture and design evidenee to confirm that the
STOE enforges the necessary policies and properties.

C.5.3.2 Agpplication notes

Different teghniques are generally used to ensure the effectiveness of.the-technical and operational controls
implementing the SSF. In the case of technical controls, the necessary pervasive mechanisms are pften
implementeq at the hardware level (e.g. memory management fmechanisms). In the case of operatjonal
controls, ordanisation-wide procedural mechanisms are often used.(e.g. separation of duties).

C.5.3.3 Component levelling

This family dontains one component.

C.5.3.4 AS3$D_CON.1 Security concept of operations

Dependencies: ASD_SAD.1 Architecture ‘description

C.5.3.41 Developer/integrator action elements

ASD_CON.1.1D The system )developer/integrator shall provide security concept of operafions
documentation covering all SSF.

C.5.3.4.2 |Content-and presentation of evidence elements

ASD_CON.1.1C( The security concept of operations documentation shall be at a level of detail
commensurate with the description of interfaces and interconnects provided in the architegture
description.

ASD_CON.1.2C The security concept of operations documentation shall describe all security policies,
properties and characteristics of the STOE.

ASD_CON.1.3C The security concept of operations documentation shall cover all modes of operation
of the STOE (e.g. including backup or degraded modes of operation).

ASD_CON.1.4C The security concept of operations documentation shall describe any mandatory
security configuration options for component products.

ASD_CON.1.5C The security concept of operations documentation shall describe the security
domains of the STOE.
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ASD_CON1.6C The security concept of operations documentation shall describe the security

properties that security domains enforce on other domains, including measures to ensure
operation of SSF.

the correct

ASD_CON1.7C The security concept of operations documentation shall demonstrate that the SSF
initialisation process prevents bypass or tampering with establishment of the SFR-enforcing

functionality.

ASD_CON.1.8C The security concept of operations documentation shall demonstrate that the SSF

protects itself from tampering.

UTIlY Of ep O oper

ass of SFR-enforcing functionality.

at the SSF

ASD CON.1.10C The security concept of operations documentation shall ‘demonstrate that

ASD CON.1.2E The evaluator shall determine that the-security concept of operations doc
is cgnsistent with the architecture description.

C.5.4.2 Component levelling

This|family contains one<ca@mponent.

C.5.4.3 ASD_IFS.TInterface functional specification

Depéndencies:yASD_SAD.1 Architecture description

C.5.4.3/1~ Developer/integrator action elements

operational

sistent.

rements for

umentation

ption of the
ies.

ASD_IFS.1.1D The developer/integrator shall provide an interface functional specification.

C.5.4.3.2 Content and presentation of evidence elements

ASD_IFS.1.1C The interface functional specification shall identify and describe all the vi

sible STOE

interfaces, the security properties of those interfaces and the security functions accessible through

those interfaces.

ASD_IFS.1.2C The interface functional specification shall be internally consistent.
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C.5.4.3.3 Evaluator action elements

ASD_IFS.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

ASD_IFS.1.2E The evaluator shall determine that the interface functional specification is consistent
with the architecture description.

C.5.5 STOE design (ASD_STD)

C.5.5.1 Obj

The purpose of the STOE design family to provide a description of the system design and its SSF¢indicating
how that fungtionality is allocated to different parts of the system.

C.5.5.2 Component levelling

This family has three components. The components are levelled on the basis of incréasing detail provided in
the SSF repfesentations, from the subsystem design to implementation representation:

C.5.5.3 A$D_STD.1 Subsystem design
Dependencies: ASD_SAD.1 Architecture description

ASD_IFS.1 Interface functional specification

C.5.5.3.1 |Objectives

In this comppnent, the system TOE is described at the leVel of subsystems. The objective of this compongnt is
to ensure that the system design specifies:

a) the subsgystems;

b) the allogation of security functionality {o_the subsystems;

c) the security properties of each subsystem;

d) the inteffaces to each subsystem and the functionality provided through each interface;

e) the components from which each subsystem is built.

C.5.5.3.2 |Application Notes

At this level [of¢tSTOE design analysis, the evaluator will only examine the allocation of SSF at the subsystem
level through_examining the subsystem design It is not necessary for the subsystem design ta be a single
document; it is merely necessary that the design information supplied meets all the content and presentation
requirements identified below, and that the relevant information can be readily identified by the evaluator
within the documentation supplied.

C.5.5.3.3 Developer/integrator action elements
ASD_STD.1.1D The developer/integrator shall provide a subsystem design.

ASD_STD.1.2D The developer/integrator shall provide a mapping from the subsystem design to the
architecture description.
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C.5.5.3.4 Content and presentation of evidence elements

ASD_STD.1.1CThe subsystem design shall describe the security functionality provided by each

subsystem.

ASD_STD.1.2C The subsystem design shall identify all hardware, firmware, and software
the security functionality allocated to the subsystem.

ASD_STD.1.3C The subsystem design shall identify the interfaces to each subsystem.

required by

ASD_STD.1.4C The subsystem design shall identify the security properties for each subsystem.

ASD STD.1.5C The subsystem design shall describe the interfaces to each subsystem,
their purpose and method of use of the effects, exceptions and error messages.

ASD STD.1.6C The subsystem design shall identify the components from which each su

STD.1.7C The subsystem design shall be internally consistent.

STD.1.8CThe subsystem design shall be a complete instantiation of the ST(C
ionality, including domain-specific functionality.

STD.1.9C The mapping from subsystem design to architecture description shall d
thatjall elements of the architecture description are presentiin the subsystem design.

C.5.5.3.5 Evaluator action elements

ASD|_STD.1.1E The evaluator shall confirm that the information provided meets all requi
confent and presentation of evidence.

in terms of

bsystem is

)E security

emonstrate

rements for

ASD _STD.1.2E The evaluator shall determine that the subsystem design is consistent with the

archiitecture description and interface functional specification.

C.5.5.4 ASD_STD.2 Component.design
Depéndencies: ASD_SAD.1 Architecture description

ASD_IFS:1 Interface functional specification

C.5.5.41 Objectives

In thjs compoenent, the STOE is described at the level of both subsystems and components. The additional

componentlevel of design specifies:

a) urpose and functions of each operational system component;

b) the allocation of security functionality to each component;

c) the security properties of each component;

b) the subsystem interfaces provided by each component;

c) the functionality provided through the identified interfaces to the component;

d) how the security functionality and security properties of each component are provided.
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C.5.5.4.2 Application Notes

At this level of STOE design analysis, the evaluator examines the allocation of SSF at both subsystem and
component levels. It is not necessary for the subsystem design or component designs to be single documents;
it is merely necessary that the design information supplied meets all the content and presentation
requirements identified below, and that the relevant information can be readily identified by the evaluator
within the documentation supplied. Indeed, where a subsystem is built from a single component, the same
document could satisfy both its subsystem and component design requirements.

The component design provides a detailed description of the internal workings of the SSF and all components
identified in the component design should therefore contain SSF-enforcing functionality. For software

componentsjthe component aesign may be ata highertevetof detaittham ndividuat-code modutes—fdesign

verification dt the level of code modules is required, suitable components are defined in ISO/IEC 15408

C.5.5.4.3 |Developer/integrator action elements
ASD_STD.211D The developer/integrator shall provide a subsystem design and a component design.

ASD_STD.212D The developer/integrator shall provide a mapping from the subsystem design to| the
architecture [description.

ASD_STD.2.3D The developer/integrator shall provide a mapping from-the component design tq the
subsystem |design.

ASD_STD.24D The developer/integrator shall provide a STOE summary specification consisténcy
analysis.

C.5.5.4.4 |Content and presentation of evidence elements
ASD_STD.2/1C The subsystem design shall describe thesecurity functionality provided by each subsystem.

ASD_STD.212C The subsystem design shall identify all hardware, firmware, and software required by the
security fungtionality allocated to the subsystem.

ASD_STD.213C The subsystem design shall identify the interfaces to each subsystem.
ASD_STD.24C The subsystem design shall identify the security properties for each subsystem.

ASD_STD.215C The subsystem.design shall describe the interfaces to each subsystem, in terms of [their
purpose and method of use of the effects, exceptions and error messages.

ASD_STD.216C The subsystem design shall identify the components from which each subsystem is built.

ASD_STD.2]7C The-subsystem design shall be internally consistent.

ASD_STD.218CThe subsystem design shall be a complete instantiation of the STOE security functionality,
including domain-specific functionality.

ASD_STD.2.9C The mapping from subsystem design to architecture description shall demonstrate that all
elements of the architecture description are present in the subsystem design.

ASD_STD.2.10C The component design shall describe the purpose and functions of the components
of each subsystem.

ASD_STD.2.11C The component design shall define the interrelationships between the components of
each subsystem.

ASD_STD.2.12C The component design shall identify the interfaces to the STOE subsystem met by
each component.
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ASD_STD.2.13C The component design shall describe the interfaces to the STOE subsystem met by
each component in terms of their purpose and method of use.

ASD_STD.2.14C The component design shall describe the security functionality provided by each
component.

ASD_STD.2.15C The component design shall identify the security properties for each component.

ASD_STD.2.16C The component design shall describe how the security functionality and security
properties of each component are provided.

ASD STD.2.18C The component design for each subsystem shall provide a complete instantiation of
the security functionality assigned to each subsystem, including domain-specific functionglity.

ASD STD.2.19C The mapping from component design to subsystem design shall demons{rate that all
elements of the subsystem design are present in the component design.

ASD STD.2.20C The STOE summary specification consistency analysis shall demonstrate that the

comjponent design is consistent with the description of implementation of SSFs in the STQE summary
spegification in the SST and any STOE domain summary specifications.

C.5.5.45 Evaluator action elements

ASD| STD.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ASD[ STD.2.2E The evaluator shall determine thatcthe subsystem design is consistent with the|architecture
desdription and interface functional specification,

ASD STD.2.3E The evaluator shall determine that the component design is consistent with the
subgystem design and interface functional specification.

C.5.5.5 ASD_STD.3 Design plus_implementation representation
Depéndencies: ASD_SAD.1 Ar¢hitecture description

ASD_IFS.1 Interface functional specification

C.5.5.5.1 Objectives

In this component, the STOE design information is supplemented by examination of the implementation
représentation of critical components, particularly those where SSF is implemented by configufation of the
component, rather than as an inherent property of the component.

C.5.5.5.2 Application Notes

It is not envisaged that the implementation representation (e.g. source code) is provided for all components of
the operational system, only those which configure other portions of the operational system or implement
critical security functionality supporting other components. Integration programs or exit routine programs
developed solely for the operational system may be target for this family.
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C.5.5.5.3

ASD_STD.3

Developer/integrator action elements

.1D The developer/integrator shall provide a subsystem design and a component design.

ASD_STD.3.2DThe developer/integrator shall provide an implementation representation of the

component

design for [assignment: list of components].

ASD_STD.3.3D The developer/integrator shall provide a mapping from the subsystem design to the

architecture

description.

ASD_STD.3.4D The developer/integrator shall provide a mapping from the component design to the

subsystem ¢

ASD_STD.3

C.5.5.54
ASD_STD.3

ASD_STD.3
security fung

ASD_STD.3
ASD_STD.3

ASD_STD.3
purpose and

ASD_STD.3
ASD_STD.3

ASD_STD.3
including do

ASD_STD.3
elements of

ASD_STD.3
subsystem.

ASD_STD.3
subsystem.

esign.

5D The developer/integrator shall provide a STOE summary specification consistency-analys

Content and presentation of evidence elements
1C The subsystem design shall describe the security functionality providedsby each subsystej

2C The subsystem design shall identify all hardware, firmware, and software required by
tionality allocated to the subsystem.

3C The subsystem design shall identify the interfaces to each subsystem.
4C The subsystem design shall identify the security properties for each subsystem.

5C The subsystem design shall describe the interfaces to each subsystem, in terms of
method of use of the effects, exceptions and error messages.

6C The subsystem design shall identify the. ¢omponents from which each subsystem is built.
7C The subsystem design shall be internally consistent.

8C The subsystem design shallbe a complete instantiation of the STOE security function
main-specific functionality.

9C The mapping from subsystem design to architecture description shall demonstrate th
the architecture description are present in the subsystem design.

10C The component design shall describe the purpose and functions of the components of

11C Theeomponent design shall define the interrelationships between the components of

ASD_STD.3

S.

m.

the

their

ality,

at all

each

each

pach

12C The component design shall identify the interfaces to the STOE subsystem met by

component.

ASD_STD.3.13C The component design shall describe the interfaces to the STOE subsystem met by each

component i

n terms of their purpose and method of use.

ASD_STD.3.14C The component design shall describe the security functionality provided by each component.

ASD_STD.3

.15C The component design shall identify the security properties for each component.

ASD_STD.3.16C The component design shall describe how the security functionality and security properties

of each com

ASD_STD.3
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ponent are provided.

.17C The component design for each subsystem shall be internally consistent.
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ASD_STD.3.18C The component design for each subsystem shall provide a complete instantiation of the
security functionality assigned to each subsystem, including domain-specific functionality.

ASD_STD.3.19C The mapping from component design to subsystem design shall demonstrate that all
elements of the subsystem design are present in the component design.

ASD_STD.3.20C The STOE summary specification consistency analysis shall demonstrate that the
component design is consistent with the description of implementation of SSFs in the STOE summary
specification in the SST and any STOE domain summary specifications.

ASD_STD.3.21C The implementation representation shall be a complete implementation of the
component design for the ider ed pmponents, Inciuding a scurityfur ONa dsecurity

STD.3.22C The implementation representation shall establish the security functionality provided
e identified components in terms of their specific configuration requirements,

ASD _STD.3.23C The implementation representation shall be internally consistent.

C.5.5.5.5 Evaluator action elements

ASD| STD.3.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ASD| STD.3.2E The evaluator shall determine that the subsystem design is consistent with the|architecture
desdription and interface functional specification.

ASD[ STD.3.3E The evaluator shall determine that the component design is consistent with th¢ subsystem
design and interface functional specification.

C.5.6 Requirements verification (ASD_.RVR)

C.5.6.1 Objectives

The pbjective is to demonstrate that-the security requirements defined in the SST remain valid after changes
or mpdifications to risks or systémenvironment.

C.5.6.2 Component levelling

This|family contains ene component.

C.5.6.3 ASD\RVR.1 Requirements verification

Deandencies: no dependencies.

C.5.6.3.1 Objectives

In this component, the objective is to demonstrate that the SST is still valid after changes or modifications to
the risks addressed by the operational system, or to other constraints on its evaluation.

C.5.6.3.2 Application notes
This component requires a new risk assessment to be performed by the system owner, or the existing risk

assessment to be revised. The model or form of this risk assessment is outside the scope of this Technical
Report.

© ISO/IEC 2010 — All rights reserved 129


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

This component is also applicable where changes to SSF or SSA are required for other reasons (for example,

because particular controls or assurances have been found to be ineffective or impractical in practice).

C.5.6.3.3 Developer/integrator action elements

ASD_RVR.1.1D The developer/integrator shall perform a requirements verification analysis to confirm

that the SSFs and SSAs defined in the SST remain applicable and appropriate.

C.5.6.3.4 Content and presentation of evidence elements

ASD_RVR.
within the [SST is unaffected by changes or modifications to risks, or that it has been corr
updated to reflect the changes or modifications.

ASD_RVR.1.2C The requirements verification analysis shall show that the functional sec
objectives |within the SST are unaffected by changes or modifications to the security prol
definition, gr that they have been correctly updated to reflect the changes or modifications.

ASD_RVR.1.3C The requirements verification analysis shall show that the* assurance sec
objectives stated within the SST remain valid, or that they have been correctly updated to reflec
changes or|modifications required.

urity
blem

urity
t the

ASD_RVR.1.4C The requirements verification analysis shall show that'the SSFs and SSAs correctly

reflect the qurrent security objectives stated within the SST.

C.5.6.3.5 Evaluator action elements

ASD_RVR.1.1E The evaluator shall confirm that the information provided meets all requirements$ for

content and presentation of evidence.
C.5.7 Design document verification (ASD_DVR)

C.5.7.1 Objectives

The objectiye is to demonstrate that.the" security design documentation is still correct after change
modificationg of system components.

C.5.7.2 Component levelling
This family dontains one component.

C.5.7.3 A$D_DVR:1.Design verification

Dependencies{/ASD_SAD.1 Architecture description

ASD_CON.1 Security concept of operations
ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

C.5.7.3.1  Objectives

In this component, the objective is to demonstrate that the security documentation is still correct after changes

or modifications to system components.
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C.5.7.3.2  Application notes

This component not only addresses changed or modified parts of the operational system design
documentation, but also other parts that may have become invalid.

Design verification using ASD_DVR may be performed where only the architecture description, interface
functional specification, subsystem design and security concept of operations documentation are available.
However, “all STOE design documentation” includes the component design and implementation
representation if higher level components of ASD_STD are included within the SST.

C.5.7.3.3 Developer/integrator action elements

ASD DVR.1.1D After changes or modifications to system components, system configuration or
opefational environment, the developer/integrator shall perform a design verification janalysis to
chegk all STOE design documentation remains correct and consistent.

C.5.7.3.4 Content and presentation of evidence elements
ASD DVR.1.1C For each design document, the design verification“analysis shall shqw that the

dociiment is unaffected by the changes or modifications, or that it has been correctly lupdated to
reflect the changes or modifications.

C.5.7.3.5 Evaluator action elements

ASD DVR.1.1E The evaluator shall confirm that the information provided meets all requifements for
contfent and presentation of evidence.

C.6| Class AOC: Operational System configuration management

C.6.1 Introduction
The jpbjective of the Configuration Management class is to provide assurance that the system ingtalled in the
operptional environment is correctly configured, and that if the system is later modified, the relevant changes
are ynder CM control.
Where COTS products are incorporated within the operational system, this class can be used {o determine

whether the products meet their security assurance requirements and are correctly configured in| accordance
with the instructions from’the product vendor.

C.6.2 Operational system configuration (AOC_OBM)

C.6.2.1 (Objectives

This Yamity-defines-the—configuration—options—forthe—operational-system—that-must-be—set-during installation,
and requires a configuration management system to report on the operational system built using those
options. The family also requires modifications to the operational system after installation to be tracked and
controlled, so that the system can be reinstalled correctly.

C.6.2.2 Component levelling

This family contains two components. The components in this family are levelled on the basis of confirmation
of description in the documentation and independent verification by the evaluator.
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C.6.2.3 AOC_OBM.1 Operational system configuration

Dependencies: no dependencies.

C.6.2.3.1 Developer/integrator action elements
AOC_OBM.1.1D The developer/integrator shall provide a CM plan.

AOC_OBM.1.2D The developer/integrator shall use a CM system to deliver an installed STOE in
accordance with the CM plan.

C.6.2.3.2 [Content and presentation of evidence elements
AOC_OBM.[1.1C The CM plan shall describe how the STOE is configured during installation’

AOC_OBM.[1.2C The CM plan shall describe how changes to the installed STOE ‘are tracked|and
controlled.

AOC_OBM.[1.3C The CM system shall report the configuration options of the installed STOE.

AOC_OBM.1.4C The CM system shall uniquely identify the installed STOEs each associated change,
and its evaluation status.

C.6.2.3.3 Evaluator action elements

AOC_OBM.[I.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.6.2.4 AQC_OBM.2 Operational system configuration verification
Hierarchical[to: AOC_OBM.1 Operational system configuration
Dependencigs: no dependencies.

C.6.2.4.1 Developer/integrator actionelements

AOC_OBM.2.1D The developer/integrator shall provide a CM plan.

AOC_OBM.2.2D The developerfintegrator shall use a CM system to deliver an installed STOE in accordance
with the CM|plan.

C.6.2.4.2 |Content and presentation of evidence elements

AOC_OBM.2.1C*Fhe CM plan shall describe how the STOE is configured during installation.

AOC_OBM.2.2C The CM plan shall describe how changes to the installed STOE are tracked and controlled.
AOC_OBM.2.3C The CM system shall report the configuration options of the installed STOE.

AOC_OBM.2.4C The CM system shall uniquely identify the installed STOE, each associated change, and its
evaluation status.

C.6.2.4.3 Evaluator action elements

AOC_OBM.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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AOC_OBM.2.2E The evaluator shall independently verify the installed STOE against the CM plan and
CM system.

C.6.3 Evaluated component products (AOC_ECP)

C.6.3.1 Objectives

This family defines the assurance and configuration requirements for operational system components that are
made up from evaluated products. When creating an operational system from product components, there is a
need to specify the required assurance from aspects of development and integration activities. Where
evalyated- COTS prndllr‘fc are-used,there will nnrmnlly be no dn\/nlnpmnnf activities pnrfnrmnri cnecifica”y for
the gperational system. Assurance must therefore be obtained from product evaluation and cettif|cation, such
as ayailability of a formal certificate stating that a product has been certified, for example, at-EAL4, as defined
in ISO/IEC 15408.

Assyrance requirements may be specified as assurance packages, such as an EAL/\as part of a PP or SPP,
or explicitly defined.

Where product components have specific parameters for secure operation,\these parameters must be set
correctly.

C.6.3.2 Component levelling

This|family contains two components. The components in this family are levelled on the basis of |confirmation
of dgscription in the documentation and independent verification by the evaluator.

C.6.3.3 AOC_ECP.1 Evaluated component products

Depé¢ndencies: AOC_OBM.1 Operational system configuration

C.6.3.3.1 Developer/integrator action elements

AOQ_ECP.1.1D The developer/integrator shall define required assurance packages for [component
products or security domains containing such products.

AOQ_ECP.1.2D The developer/integrator shall provide preparative procedures for each evaluated
product.

AOQ_ECP.1.3D The .developer/integrator shall provide an independent certification| report or
Evaluation Technical’'Report for each evaluated product.

C.6.3.3.2 _Content and presentation of evidence elements

AO(J_ECP/1.1C The CM plan shall show that the operational parameters for each evaluated product
are ¢onfigured in accordance with its preparative procedures.

AOC_ECP.1.2C For each evaluated product, the independent certification report or Evaluation
Technical Report shall show that the required assurance packages are satisfied.

C.6.3.3.3 Evaluator action elements

AOC_ECP.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.
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C.6.3.4 AOC_ECP.2 Evaluated component products verification

Hierarchical

to: AOC_ECP.1 Evaluated component products

Dependencies: AOC_OBM.1 Operational system configuration

C.6.3.4.1

Developer/integrator action elements

AOC_ECP.2.1D The developer/integrator shall define evaluated assurance packages for component products
or security domains containing such products.

AOC_ECP.J

AOC _ECP.Z
Technical R

C.6.3.4.2

AOC_ECP.3

configured in accordance with its preparative procedures.

AOC _ECP.Z
Report shall

C.6.3.4.3

AOC_ECP.3

and presentation of evidence.

AOC_ECP.2
described i
products m

C.6.4 Une

C.6.4.1

This family g
made up fi
components
activities. Fg
specifically,
evaluation ¢

The assura

Objectives

.2D The developer/integrator shall provide preparative procedures for each evaluated produc

.3D The developer/integrator shall provide an independent certification report or)Evalu
bport for each evaluated product.

Content and presentation of evidence elements

.1C The CM plan shall show that the operational parameters for eaCh evaluated produc

.2C For each evaluated product, the independent certification\report or Evaluation Tech
show that the required assurance packages are satisfied.

Evaluator action elements

.1E The evaluator shall confirm that the information provided meets all requirements for co

.2E The evaluator shall confirm that\@ssumptions about the operational enviro

n
the independent certification reports ‘or Evaluation Technical Reports of the evaIJ:ted

et the requirements of the operational environment of the STOE.

yaluated component products (AOC_UCP)

ation

are

nical

htent

ent

efines the assurancegrand configuration requirements for operational system components that are

om unevaluated- products. When creating an operational system from unevaluated prg
there is a needto specify the required assurance from aspects of development and integr
r products,such as business application programs that are developed for the operational sy
during their development activities the same assurance evidence as required for prd
n be produced by the product developer.

duct
ation
stem
duct

ncevClaims of the product developer can be taken on trust. Alternatively, to achieve h

gher

assurance, {|

e claims can be verified by the evaluator performing a product evaluation.

Assurance requirements may be specified as assurance packages, such as an EAL, as part of a PP or SPP,
or explicitly defined.

Where product components have specific parameters for secure operation, these parameters must be set

correctly.

C.6.4.2 Component levelling

This family contains two components. The components in this family are levelled on the basis of confirmation
of description in the documentation and independent verification by the evaluator.
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C.6.4.3 AOC_UCP.1 Unevaluated component products

Dependencies: AOC_OBM.1 Operational system configuration

C.6.4.31 Developer/integrator action elements

AOC_UCP.1.1D The developer/integrator shall define required assurance packages for component
products or security domains containing such products.

AOC_UCP.1.2D The developer/integrator shall provide configuration documentation for each
unevaluated component product.

AOQ_UCP.1.3D The developer/integrator shall provide security claims for each lnevaluated
component product.

C.6.4.3.2 Content and presentation of evidence elements

AO
are

_UCP.1.1C The CM plan shall show that the operational parameters for each unevaluated product
onfigured in accordance with its configuration documentation.

AO
req

_UCP.1.2C For each unevaluated product, the statement of sécurity claims shall shpw that the
ired assurance packages are satisfied.

C.6.4.3.3 Evaluator action elements

AOQ_UCP.1.1E The evaluator shall confirm that the information provided meets all requifements for
confent and presentation of evidence.

C.6.4.4 AOC_UCP.2 Unevaluated componentproducts verification
Hierarchical to: AOC_UCP.1 Unevaluated component products

Depéndencies: AOC_OBM.1 Operational system configuration

C.6.4.41 Developer/integratér action elements

AO(Q_UCP.2.1D The developer/integrator shall define required assurance packages for compongnt products
or sgcurity domains containing such products.

AOQ_UCP.2.2D The-developer/integrator shall provide configuration documentation for each |unevaluated
component produlct:

AO(Q _UCP:2:3D The developer/integrator shall provide security claims for each unevaluated| component
product:

C.6.4.4.2 Content and presentation of evidence elements

AOC_UCP.2.1C The CM plan shall show that the operational parameters for each unevaluated product are
configured in accordance with its configuration documentation.

AOC_UCP.2.2C For each unevaluated product, the statement of security claims shall show that the required
assurance packages are satisfied.
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C.6.4.4.3

Evaluator action elements

AOC_UCP.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

AOC_UCP.2.2E The evaluator shall perform product evaluation and confirm that the unevaluated
products meet the required assurance packages under the operational environment of the STOE.

C.7 Class AOT: Operational System test

C.7.1 Intra

The purpose
configured i
evidence, m
operational
documentati
configured 3
evidence, by
the SSF.

This class

Operational
Operational
ISO/IEC 154
used to test

Testing usin
controls in

environment
system oper

C.7.2 Ope

C.7.21

This family
addresses i
demonstratg

C.7.2.2 Componentilevelling

Objectives

duction

of this class is to verify that the operational system components, when installed, integrated
h accordance with the operational system architecture and operational system ‘configur|
eet the security functional requirements specified in the SST and are effective\in enforcin

pn aid in test plan and execution. This is accomplished by determining«hat the SSF has

performing a sample of the developer/integrator’s tests, and by independently testing a subs

s composed of five families. Four families, Operational system test coverage (AOT_GC
system depth of testing (AOT_DPT), Operational system" functional tests (AOT_FUN)
system independent testing (AOT_IND) are closely’ based on equivalent familie
08 for product testing. The final family, Operational™system regression testing (AOT_RE
modifications to the operational system once in opétation.

the operational environment will perform~differently to their observed behaviour in the
. Test results must therefore generally be-supplemented by examination and verification d
ation of operational records and controls:

rational system test coverage’ (AOT_COV)

addresses those aspects of testing that deal with completeness of test coverage. That
ne extent to which_the SSF is tested, and whether or not the testing is sufficiently extensi
that the SSF operates as specified.

This family

interfaces defined in the interface functional specification, and testing of all parameters of those interfaces|

has twio components. The components in this family are levelled on the basis of testing

and
ation
the

system security concept of operations. Operational system architecture, integration and degsign

peen

s specified by the configuration specification, tested against the relevantarchitecture and design

et of

OoV),
and
5 in
5) is

g the AOT class is always performed in a test environment. It is therefore possible that operatjonal

test
iring

is, it
e to

bf all

C.7.2.3 AOT_COV.1 Evidence of coverage

Dependencies: ASD_IFS.1 Interface functional specification

C.7.2.31

AOT_FUN.1 Functional testing

Objectives

The objective of this component is to establish that all of the interfaces to the SSF have been tested. This is to

be achieved

136

through an examination of an analysis of the test coverage of AOT_FUN.
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C.7.2.3.2 Application notes

In this component the developer/integrator is required to demonstrate that the tests which have been identified
test all of the visible security functions as described in the interface functional specification. The analysis
should not only show the correspondence between tests and security functions, but should provide also
sufficient information for the evaluator to determine how the functions have been exercised. This information
can be used in planning for additional evaluator tests. Although at this level the developer/integrator has to
demonstrate that each of the functions within the interface functional specification has been tested, the
amount of testing of each function need not be exhaustive.

C.7.2.3.3 Developer/integrator action elements

AOT| COV.1.1D The developer/integrator shall provide an analysis of the test coverage.

C.7.2.3.4 Content and presentation of evidence elements

AOT| COV.1.1C The analysis of the test coverage shall demonstrate the correspondence bhetween the
tests identified in the test documentation and the SSF accessible through visible operatignal system
inteffaces as described in the interface functional specification.

AOT| COV.1.2C The analysis of the test coverage shall demonstrate that all SSF accessiple through
visible operational system interfaces as described in the interface functional specificatior) have been
tested.

C.7.2.3.5 Evaluator action elements

AOT| COV.1.1E The evaluator shall confirm that theinformation provided meets all requifements for
confent and presentation of evidence.

C.7.2.4 AOT_COV.2 Rigorous analysis of coverage
Hierarchical to: AOT_COV.1 Evidence of.¢overage
Depéndencies: ASD_IFS.1 Interface‘functional specification

AOT_FUN.1 Functional testing

C.7.2.41  Objectives

The jobjective of this‘edomponent is to establish that all parameters of all the interfaces to the SSF have been
testgd through exhaustive testing. This is to be achieved through an examination of an analysis of the test
coverage of AGQT_FUN.

C.7.2.42._ Application notes

In this component the developer/integrator is required to demonstrate that the tests which have been identified
test all of the parameters to all of the visible security functions as described in the interface functional
specification. This additional requirement includes bounds testing (i.e. verifying that errors are generated
when stated limits are exceeded) and negative testing (e.g. when access is given to User A, verifying that
User B did not suddenly gain access). This kind of testing is not exhaustive because not every possible value
of the parameters or every possible user action is expected to be checked.

C.7.2.4.3 Developer/integrator action elements

AOT_COV.2.1D The developer/integrator shall provide an analysis of the test coverage.
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C.7.2.44 Content and presentation of evidence elements

AOT_COV.2.1C The analysis of the test coverage shall demonstrate the correspondence between the tests
identified in the test documentation and the SSF accessible through visible operational system interfaces as
described in the interface functional specification.

AOT_COV.2.2C The analysis of the test coverage shall demonstrate that all SSF accessible through visible
operational system interfaces as described in the interface functional specification have been completely

tested.

C.7.2.4.5

Evaluator action elements

AOT_COV.3

and presentation of evidence.

C.7.3 Ope

C.7.31

The compor
integrator, 4

information ¢lerived from analysis of additional design representations.

The obijectiy
Additionally,
exhibits the
internal mec

C.7.3.2 Component levelling

This family h
provided in
levelling refl

C.7.3.3 Ag
The specific
component
addressed b

The principl

Objectives

.1E The evaluator shall confirm that the information provided meets all requirements forco

rational system depth of testing (AOT_DPT)

ents in this family deal with the level of detail to which the SSF ,is\tested by the develop
ased on knowledge of the system design. Specification is based upon increasing dep

e is to counter the risk of missing an error in the development and integration of the S
testing that exercises specific internal interfaces can{provide assurance not only that the
desired external security behaviour, but also that this)behaviour stems from correctly oper
hanisms.

as three components. The componentstin this family are levelled on the basis of increasing ¢
he SSF representations, from the subsystem design to the implementation representation.
pcts the SSF representations presented in the ASD class.

plication notes

amount and type of documentation and evidence will, in general, be determined by the ch
from AOT_FUN. Note that basic testing at the level of the interface functional specificati
y AOT_COV.

b adopted within this family is that the level of testing be appropriate to the level of assur

being sough
implementat
each of the
purpose, eff

design level T

t. Where~higher components are applied, the test results will need to demonstrate tha
on of the"SSF is consistent with its design. For example, the subsystem design should des
subsystems and also describe the interfaces between these subsystems in sufficient detail fg
cts and errors of each mterface to be clearly deflned Ewdence of testlng at the subsy

htent

a)

Br or
h of

TOE.

SSF
ating

etail
This

bsen
DN s

achieved through testing via the external mterfaces of the SSF, or by testing of the subsystem interfaces in
isolation, perhaps employing a test harness or test system. The higher components in this family aim to check
the correct operation of internal interfaces that become visible as the design becomes less abstract. When
these components are applied it will be more difficult to provide adequate evidence of the depth of testing
using the SSF’s external interfaces alone.

C.7.3.4 AOT_DPT.1 Testing: subsystem design
Dependencies: ASD_STD.1 Subsystem design

AOT_FUN.1 Functional testing
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C.7.3.41 Objectives

The subsystem design provides a high-level description of the internal workings of the SSF. Testing at the
level of the subsystems provides assurance that the SSF subsystems have been correctly realized.

C.7.3.4.2 Developer/integrator action elements

AOT_DPT.1.1D The developer/integrator shall provide an analysis of the depth of testing.

C.7.3.4.3 Content and presentation of evidence elements

AOT| DPT.1.1C The analysis of the depth of testing shall demonstrate the correspondencej;etween the
subsystem

AOT| DPT.1.2C The analysis of the depth of testing shall demonstrate that all subsystems ¢f the STOE
identified in the subsystem design have been tested.

C.7.3.44 Evaluator action elements

AOT| DPT.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.7.3.5 AOT_DPT.2 Testing: component design
Hiergrchical to: AOT_DPT.1 Testing: subsystem design
Depg¢ndencies: ASD_STD.2 Component design

AOT_FUN.1 Functional testing

C.7.3.5.1  Objectives

The pomponent design provides a.detailed description of the internal workings of the SSF. Testing at the level
of the components provides assufance that the detailed design of all SSFs have been correctly reglized.

C.7.3.5.2  Application notes
All components identified in the component design should normally contain SSF-enforcing fungtionality and

thergfore need to have been tested. For software components, the component design will typi¢ally be at a
higher level of detail than individual code modules.

C.7.3.5.3~ Developer/integrator action elements

AOTLDRT 2 1D The developerlintegrator shall nrovide an-analvsis of the depth of testing
T T T T O ooV SO p o o gratooa pro o oo otrat y ot OSSP o toot g

C.7.3.5.4 Content and presentation of evidence elements
AOT_DPT.2.1C The analysis of the depth of testing shall demonstrate the correspondence between the tests

identified in the test documentation and the subsystems and components of the STOE identified in the
subsystem and component design.

AOT_DPT.2.2C The analysis of the depth of testing shall demonstrate that all subsystems of the STOE
identified in the subsystem design have been tested.

AOT_DPT.2.3C The analysis of the depth of testing shall demonstrate that all components of the STOE
identified in the component design have been tested.
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C.7.3.5.5

Evaluator action elements

AOT_DPT.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

C.7.3.6 AOT_DPT.3 Testing: implementation representation

Hierarchical

to: AOT_DPT.2 Testing: component design

Dependencies: ASD_STD.3 Design plus implementation representation

C.7.3.6.1

The implem

AOT_FUN.1 Functional testing

Objectives

entation representation of a SSF determines its actual behaviour. Testing at\the level o

implementafjon representation provides assurance that the relevant SSF have been correctly implement

all ways.

C.7.3.6.2

It is not en
components
implement ¢
programs de

C.7.3.6.3

AOT_DPT.3

C.7.3.6.4

AOT _DPT.3
identified in
subsystem 3
AOT _DPT.3
identified in
AOT_DPT.3
identified in

AOT_DPT.3

Application notes

of the operational system, only those which configure other‘partions of the operational syste
ritical security functionality supporting other components.Integration programs or exit ro
veloped solely for the operational system may be target for this family.

Developer/integrator action elements

1D The developer/integrator shall provide anzanalysis of the depth of testing.

Content and presentation of evidence‘elements

1C The analysis of the depth of testing shall demonstrate the correspondence between the
the test documentation and_the subsystems and components of the STOE identified in
nd component design.

2C The analysis of the.depth of testing shall demonstrate that all subsystems of the S
he subsystem desigh-have been tested.

3C The analysis~of the depth of testing shall demonstrate that all components of the S
he component‘design have been tested.

.4C Thexanalysis of the depth of testing shall

f the
ed in

isaged that the implementation representation (e.g. source code) is provided or tested for all

m or
utine

fests
the

TOE

TOE

demonstrate that SSF for which

impIementTion representation is provided operate in accordance with that representation.

C.7.3.6.5

Evaluator action elements

AOT_DPT.3.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

C.7.4 Operational system functional tests (AOT_FUN)

C.7.41

Objectives

The objective of this component is for the developer/integrator to demonstrate that all security functions
perform as specified. The developer is required to perform testing and to provide test documentation.
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Functional testing performed by the developer and/or integrator establishes that the SSF exhibits the
properties necessary to satisfy the functional requirements of its PP/ST. Such functional testing provides
assurance that the SSF satisfies at least the security functional requirements, although it cannot establish that
the SSF does no more than what was specified. The family “functional tests” is focused on the type and
amount of documentation or support tools required, and what is to be demonstrated through developer testing.
Functional testing is not limited to positive confirmation that the required security functions are provided, but
may also include negative testing to check for the absence of particular undesired behaviour (often based on
the inversion of functional requirements).

This family contributes to providing assurance that the likelihood of undiscovered flaws is relatively small.

ce of testing
r is specified

by ADT_IND.

C.7.4.2 Component levelling

This|family contains one component.
C.7.4.3 Application notes

Procgedures for performing tests are expected to provide instructions™for using test programs and test suites,

including the test environment, test conditions, test data parametérs-and values. The test proced
also [show how the test results are derived from the test inputs.

This|family specifies requirements for the presentation of\all test plans, procedures and resul
quantity of information that must be presented will ¥ary in accordance with the use of AO

C.7.4.4 AOT_FUN.1 Functional testing

Depé¢ndencies: no dependencies.

C.7.4.41 Developer/integrator action elements

AOT| FUN.1.1DThe developer/integrator shall test the SSF and document the results.

ures should

s. Thus the
T COV and

s upon the
y before test

ncies. In the
ore it, or the
onal tests is
cular order.

AOT

C.7.4.4.2

Content and presentation of evidence elements

AOT_FUN.1.1CThe test documentation shall consist of test plans, expected test results and actual
test results.

AOT_FUN.1.2CThe test plans shall identify the tests to be performed and describe the scenarios for
performing each test. These scenarios shall include any ordering dependencies on the results of other
tests.

AOT_FUN.1.3CThe expected test results shall show the anticipated outputs from a successful
execution of the tests.
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AOT_FUN.1.4CThe actual test results shall be consistent with the expected test results.

AOT_FUN.1.5CThe test documentation shall include an analysis of any test procedure ordering
dependencies.

C.74.43 Evaluator action elements

AOT_FUN.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.7.5 Opefational system independent testing (AOT_IND)

C.7.5.1 Objectives

The objective of this family is to provide independent evidence that the security functions perfarm ‘as specffied.

C.7.5.2 Component levelling

This family Has three components. Levelling is based upon whether there is access to the developer/integrator
test documentation, and upon the comprehensiveness of testing.

C.7.5.3 Application notes

The testing |specified in this family can be supported by a party with-specialized knowledge other than the
evaluator (¢.g. an independent laboratory, an objective consumer organization). Testing require$ an
understanding of the STOE consistent with the performance of Jother assurance activities, and the evalyiator
retains resppnsibility for ensuring that the requirements of\this family are properly addressed when such
support is uged.

Independen{ functional testing may take the form of repeating the developer’s functional tests, in whole [or in
part. It may [also take the form of functional tests devised by the evaluator, either to extend the scope of the
depth of the developer's tests, or because_developer results are not available. These activities| are
complementary, and an appropriate mix must be planned for each STOE, which takes into accouni the
availability apd coverage of test results, and the functional complexity of the SSF.

Sampling of|developer tests is intended)to provide confirmation that the developer has carried out his plapned
test program on the SSF, and has correctly recorded the results. The size of sample selected will be
influenced bly the detail and quality of the developer’s functional test results. The evaluator will also neg¢d to

these two afeas. It is recognized that repetition of all developer tests may be feasible and desirable in Jome
ould
therefore be|used with~Caution. Sampling will address the whole range of test results available, including those

There is al$o.’a@”need to conS|der the d|fferent conf|gurat|ons of the STOE that are mcluded W|th|r the
evaluation. Tt ’ fo)vi[e own
testing accordingly.

Independent functional testing is distinct from penetration testing, the latter being based on an informed and
systematic search for vulnerabilities in the design and/or implementation. Penetration testing is specified using
the family AOV_VAN.

The suitability of the STOE for testing is based on the access to the STOE, and the supporting documentation
and information required (including any test software or tools) to run tests. The need for such support is
addressed by the dependencies to other assurance families.

Additionally, suitability of the STOE for testing may be based on other considerations. For example, the
version of the STOE tested by the developer may not be the final version.
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References to a subset of the SSF are intended to allow the evaluator to design an appropriate set of tests
which is consistent with the objectives of the evaluation being conducted.

C.7.5.4 AOT_IND.1 Independent testing - conformance

Dependencies: ASD _IFS.1 Interface functional specification

AOD_OGD.1 User guidance

C.7.5.41 Objectives

In th
speg

C.7.

This
avalil
requ
with

corrg

is component, the objective is to demonstrate that the SSF operate in accordance with
ification and user guidance documentation for the STOE, without access to developer test res

b.4.2  Application notes

component does not address the use of developer test results. It is applicable.where such rej
able, and also in cases where the developer’s testing is accepted without validation. The
red to devise and conduct tests with the objective of confirming that the-STOE operates in
its interface specification and user guidance documentation. The ‘approach is to gain c
ct operation through representative testing, rather than to conduct’every possible test. T

testing to be planned for this purpose is a methodology issue, and neéds to be considered in the

parti

C.7.%

AOT]

C.7.

AOT
carr

C.7.%

AOT

cular STOE and the balance of other evaluation activities.

5.4.3  Developer/integrator action elements

| IND.1.1D The developer/integrator shall provide the STOE and a test environment for

5.4.4  Content and presentation of evidence elements

he interface
ults.

sults are not
evaluator is
accordance
bnfidence in
he extent of
context of a

testing.

| IND.1.1C The STOE and user guidance documentation shall enable the evaluator to prepare and

y out testing.

5.4.5 Evaluator action elements

| IND.1.1E The evaluator’shall confirm that the information provided meets all requi

confent and presentation of evidence.

AOT
oper

C.7.

rements for

| IND.1.2E The(eyvaluator shall test a subset of the STOE interfaces to confirm that the SSF

ates as specified.

5.5 AQOT_IND.2 Independent testing - sample

HierTrchicaI to: AOT_IND.1 Independent testing - conformance

Dependencies: ASD_IFS.1 Interface functional specification

AOD_OGD.1 User guidance

AOT_FUN.1 Functional testing

C.7.5.5.1  Objectives

In this component, the objective is to demonstrate that the SSF operate in accordance with the interface
specification and user guidance documentation for the STOE. Evaluator testing confirms the results of
developer/integrator testing by repeating a sample of the developer tests, and also performs some additional
testing.

© ISO/IEC 2010 — All rights reserved

143


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

C.7.5.5.2 Application notes

The intent is that the developer should provide the evaluator with materials necessary for the efficient
reproduction of developer tests. This may include such things as machine-readable test documentation, test
programs, etc.

This component contains a requirement that the evaluator has available test results from the developer to
supplement the program of testing. The evaluator will repeat a sample of the developer’s tests to gain
confidence in the results obtained. Having established such confidence the evaluator will build upon the
developer’s testing by conducting additional tests that exercise the STOE in a different manner. By using a
platform of validated developer test results the evaluator is able to gain confidence that the STOE operates
correctly in gwider range of conditions tham woutd be possibie purety using the devetoper s owmnm efforts, given
a fixed level|of resource. Having gained confidence that the developer has tested the STOE, the evaluatgr will
also have more freedom, where appropriate, to concentrate testing in areas where examination of
documentatipn or specialist knowledge has raised particular concerns.

C.7.5.5.3 |Developer/integrator action elements

AOT_IND.21D The developer/integrator shall provide the STOE and a test environment for testing.

C.7.5.5.4 |Content and presentation of evidence elements

AOT_IND.21C The STOE and user guidance documentation shall enablé-the evaluator to prepare and ¢arry
out testing.

AOT_IND.2J2C The developer/integrator shall provide an equivalent set of resources to those|that
were used in the developer’s functional testing of the SSF.

C.7.5.5.5 Evaluator action elements

AOT_IND.21E The evaluator shall confirm that thei\information provided meets all requirements for coptent
and presentation of evidence.

AOT_IND.22E The evaluator shall execute)a sample of tests in the test documentation to verify the
developer test results.

AOT_IND.2.BE The evaluator shall test a subset of the STOE interfaces to confirm that the SSF operatgs as
specified.

C.7.5.6 AOQT_IND.3 Independent testing - complete
Hierarchical[to: AOT_IND.2 Independent testing - sample

Dependenciges: ASD IFS.1 Interface functional specification

AOD OGO 1 1] r
LAN"4 =N~ A =] = T

AOT_FUN.1 Functional testing

C.7.5.6.1  Objectives

In this component, the objective is to demonstrate that the SSF operate in accordance with the interface
specification and user guidance documentation for the STOE. Evaluator testing confirms the results of
developer/integrator testing by repeating all the developer tests, and also performs additional testing of the
entire STOE.
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The intent is that the developer should provide the evaluator with materials necessary for the efficient
reproduction of developer/integrator tests. This may include such things as machine-readable test
documentation, test programs, etc.

In this component the evaluator must repeat all of the developer’s tests as part of the program of testing. As in
the previous component the evaluator will also conduct tests that aim to exercise the STOE in a different
manner from that achieved by the developer. In cases where developer testing has been exhaustive, there

may

remain little scope for this.

C.7.

AOT

C.7.4

AOT]
outt

AOT]
in th

C.7.4

AOT]
and

AOT
resu

AOT]
speg

C.7.

C.7.6.1 Objectives

The
chan

C.7.6.2 Component levelling

This

5.6.3  Developer/integrator action elements

5.6.4  Content and presentation of evidence elements
| IND.3.1C The STOE and user guidance documentation shall enable the“evaluator to prepg

esting.

e developer’s functional testing of the SSF.

5.6.5 Evaluator action elements

| IND.3.1E The evaluator shall confirm that the infofmation provided meets all requirement
bresentation of evidence.

| IND.3.2E The evaluator shall execute all tests in the test documentation to verify the dg
ts.

| IND.3.3E The evaluator shall test_all' STOE interfaces to confirm that the entire SSF
ified.

6 Operational system regression testing (AOT_REG)

objective of this-'e@mponent is to demonstrate that the security functions perform as sp

family’contains one component.

| IND.3.1D The developer/integrator shall provide the STOE and a test environment for testing.

ges or modifications of system components, system configuration or operational environment,

re and carry

| IND.3.2C The developer/integrator shall provide an equivalent sgtof resources to those that were used

5 for content

veloper test

operates as

ecified after

C.7.6.3 AOT_REG.1 Regression testing

Dependencies: no dependencies.

C.7.6.3.1  Objectives

In this component, the objective is to demonstrate that the security functions perform as specified after
changes or modifications of system components, system configuration or operational environment.
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C.7.6.3.2  Application notes

This component does not only address the test of changes or modified parts of the operational system, but
also other parts.

C.7.6.3.3 Developer/integrator action elements

AOT_REG.1.1D The developer/integrator shall test the SSF implemented by changed or modified areas
of the STOE and document the resulits.

AOT_REG.1.2D The developer/integrator shall provide a regression testing analysis.

AOT_REG.1.3D The developer/integrator shall provide regression test documentation.

C.7.6.3.4 |Content and presentation of evidence elements
AOT_REG.1.1C The regression testing analysis shall identify those SSF that are“implemented by
changed on modified areas of the STOE, and the intended changes, or otherwise, to the behaviour of
those SSF.

AOT_REG.1.2C The regression test documentation shall cover those SSE-that are implemented by
changed or|modified areas of the STOE.

AOT_REG.1.3C The regression test documentation shall consist ‘of ‘test plans, expected test results
and actual test results.

AOT_REG.1.4C The test plans shall identify the tests to be pérformed and describe the scenariog for
each test. These scenarios shall include any ordering dependencies on the results of other tests.

AOT_REG.1.5C The expected test results shall show the anticipated outputs from a successful
execution df the tests.

AOT_REG.1.6C The actual test results shall be consistent with the expected test results.

AOT_REG.1.7C The actual test results shall demonstrate that each tested SSF behaved as specified in
the regressjon testing analysis.

AOT_REG.1.8C The test documentation shall include an analysis of any test procedure ordering
dependencies.

C.7.6.3.5 Evaluator action elements

AOT_REG.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.8 Class AOV: Operational System vulnerability assessment

C.8.1 Introduction

The purpose of the vulnerability assessment activity is to determine whether potential vulnerabilities within the
STOE represent actual vulnerabilities that might be exploited by an attacker. This determination is based upon
analysis by the evaluator, checking for common vulnerabilities found in similar systems, and, at higher levels,
investigating potential vulnerabilities identified during other evaluation tasks.

Vulnerability assessment considers both technical and operational controls. However, any testing to determine

whether potential vulnerabilities are actually exploitable is performed in a development environment. It is
therefore possible that additional actual vulnerabilities will exist because the operational controls in the
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operational environment perform differently to their observed behaviour in the test environment. Vulnerability
assessment must therefore generally be supplemented by examination and verification during system
operation of operational records and controls.

This class performs a single evaluation function and therefore contains one family of assurance components.
C.8.2 Vulnerability analysis (AOV_VAN)

C.8.2.1 Objective

during the

The -obiective . . . . litios_identifiod
brs to violate

ation of the construction and anticipated operation of the STOE could actually allow attacke
the $FRs.

C.8.2.2 Component levelling
This|family contains seven components. The components in this family are levelled initially onf the form of

analysis of potential vulnerabilities undertaken, and then at higher levels<en the level of spphistication
congidered in mounting an actual attack.

C.8.2.3 AOV_VAN.1 Architectural vulnerability survey
Depg¢ndencies: ASD_SAD.1 Architecture description

AOD_OGD.1 User guidance

C.8.2.3.1 Objectives

A vulnerability survey of information available.in‘¢the public domain is performed by the evaluatpr to identify
poteptial vulnerabilities that may be easily found by an attacker.

The |evaluator then performs penetration”testing, to confirm that the potential vulnerabilities cannot be

exploited in the proposed operationahyenvironment for the STOE. Penetration testing is perfotrmed by the
evalyator assuming an attack potential of Basic.

C.8.2.3.2 Application notes
This|component does pot\require security documentation to be available when planning penetration testing. It

is therefore most sujtaple for domains within an STOE where there is no security functionality, |as a way of
ensyring that thesé:domains cannot be used to subvert other domains.

C.8.2.3.3 -Developer/integrator action elements

AOV_VAN.1.1D The developer/integrator shall provide the STOE and a test environment for testing.

C.8.2.3.4 Content and presentation of evidence elements

AOV_VAN.1.1C The STOE and user guidance documentation shall enable the evaluator to prepare and
carry out testing.

C.8.2.3.5 Evaluator action elements

AOV_VAN.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

AOV_VAN.1.2E The evaluator shall perform a search of public domain sources to identify potential
vulnerabilities in the STOE, based upon the architecture description.

© ISO/IEC 2010 — All rights reserved 147


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

AOV_VAN.1.3E The evaluator shall conduct penetration testing, based on the identified potential
vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing
Basic attack potential.

C.8.2.4 AOV_VAN.2 Enhanced vulnerability survey

Hierarchical

to: AOV_VAN.1 Architectural vulnerability survey

Dependencies: ASD_SAD.1 Architecture description

ASD CON.1 Security concept of operations

C.8.2.4.1

A vulnerabil
potential vul

security properties of the STOE or STOE domain.

The evaluaf
exploited in
evaluator as

C.8.24.2
This compo

potential vul
STOE or ST

C.8.24.3

AOV_VAN.2

C.8.2.4.4

AOV_VAN.Z
out testing.

C.8.2.4.5

AOV_VAN.Z

and presentation, of:evidence.

AOD_OGD.1 User guidance

Objectives

nerabilities that may be easily found by an attacker. The survey takes account of the inte

or then performs penetration testing, to confirm that the potential vulnerabilities canng
the proposed operational environment for the STOE. Penetration testing is performed by
Suming an attack potential of Basic.

Application notes
hent requires security concept of operations docdmentation to be available when identi

herabilities. Penetration testing can therefore be targeted at the intended security properties g
OE domain to which it is applied.

Developer/integrator action elements

.1D The developer/integrator shall.provide the STOE and a test environment for testing.

Content and presentation. of evidence elements

.1CThe STOE and user .guidance documentation shall enable the evaluator to prepare and

Evaluator action elements

.1E The (evaluator shall confirm that the information provided meets all requirements for co

ty survey of information available in the public domain is performed by therevaluator to identify

hded

t be
the

fying
f the

carry

htent

AOV_VAN.Z

.2EThe evaluator shall perform a search of public domain sources to identify poténtial

vulnerabilities in the STOE, based upon the architecture description and the security concept of operations
documentation.

AOV_VAN.2.3EThe evaluator shall

conduct penetration testing, based on the

identified potential

vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing Basic
attack potential.
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C.8.2.5 AOV_VAN.3 Interface vulnerability analysis

Hierarchical to: AOV_VAN.2 Enhanced vulnerability survey

Dependencies: ASD_SAD.1 Architecture description
ASD_CON.1 Security concept of operations
ASD_IFS.1 Interface functional specification

AOD_OGD.1 User guidance

C.8.2.5.1 Objectives

As well as a vulnerability survey of information available in the public domain, the 'evaluator] performs a
vulngrability analysis of the interfaces within the STOE to identify potential vulnerabilities.

The |evaluator then performs penetration testing, to confirm that the potential® vulnerabilitieg cannot be
exploited in the proposed operational environment for the STOE. Penetration testing is performed by the
evalyator assuming an attack potential of Basic.

C.8.2.5.2 Application notes

This| component requires security concept of operations ‘documentation and an interfacg functional
spedification to be available. However, it does not require’ any design documentation. Therefore the
rability analysis can only identify functional discrepancies.

C.8.2.5.3 Developer/integrator action elements

AOM _VAN.3.1DThe developer/integrator shall,provide the STOE and a test environment for testing.

C.8.2.5.4 Content and presentation of.évidence elements

AOM _VAN.3.1CThe STOE and user'guidance documentation shall enable the evaluator to prepgre and carry
out testing.

C.8.2.5.5 Evaluator action elements

AOV_VAN.3.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

AOM VAN.32EThe evaluator shall perform a search of public domain sources to identify potential
vulngrabilities in the STOE, based upon the architecture description and the security concept gf operations
docymentation.

AOV_VAN.3.3E The evaluator shall perform an independent vulnerability analysis of the STOE to
identify potential vulnerabilities in the STOE, using the architecture description, the security concept
of operations documentation, the interface functional specification and the user guidance
documentation.

AOV_VAN.3.4EThe evaluator shall conduct penetration testing, based on the identified potential

vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing Basic
attack potential.
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C.8.2.6 AOV_VAN.4 Design vulnerability analysis

Hierarchical

to: AOV_VAN.3 Interface vulnerability analysis

Dependencies: ASD_SAD.1 Architecture description

ASD_CON.1 Security concept of operations
ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

AOD_OGD.1 User guidance
C.8.2.6.1 |Objectives
As well as p vulnerability survey of information available in the public domain, the evaluator performs a
vulnerability Janalysis of the specification and design of the STOE to identify potential vuinerabilities.
The evaluafor then performs penetration testing, to confirm that the potential ,vulnerabilities canndt be
exploited in|the proposed operational environment for the STOE. Penetratioh/testing is performed by the
evaluator assuming an attack potential of Basic.
C.8.2.6.2 |Application notes
Vulnerability] analysis of the STOE design may be performed where only a subsystem design is availgble.
However, “dll available design documentation” includes the " component design and implementation
representatipn if higher level components of ASD_STD are included within the SST.
C.8.2.6.3 |Developer/integrator action elements
AQOV_VAN.4.1D The developer/integrator shall provide the STOE and a test environment for testing.
C.8.2.6.4 |Content and presentation of evidence elements
AOV_VAN.4.1CThe STOE and user guidance documentation shall enable the evaluator to prepare and ¢arry
out testing.
C.8.2.6.5 |Evaluator action‘elements
AOV_VAN.4.1E The evaluator shall confirm that the information provided meets all requirements for coptent
and presentation of evidence.
AOV_VAN.4.2EThe evaluator shall perform a search of public domain sources to identify potential
vulnerabilitigsnin‘the STOE, based upon the architecture description and the security concept of operaTions
documentation.

AOV_VAN.4.3E The evaluator shall perform an independent vulnerability analysis of the STOE to identify
potential vulnerabilities in the STOE, using the architecture description, the security concept of operations
documentation, the interface functional specification, all available design documentation and the user
guidance documentation.

AOV_VAN.44EThe evaluator shall conduct penetration testing, based on the identified potential
vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing Basic
attack potential.
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C.8.2.7 AOV_VAN.5 Focused vulnerability analysis

Hierarchical to: AOV_VAN.4 Design vulnerability analysis

Dependencies: ASD_SAD.1 Architecture description
ASD_CON.1 Security concept of operations
ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

AOD_OGD.1 User guidance

C.8.2.7.1  Objectives

As well as a vulnerability survey of information available in the public domain,~the evaluator] performs a
focused vulnerability analysis of the specification and design of the STOE to identify potential vulngrabilities.

The |evaluator then performs penetration testing, to confirm that the (potential vulnerabilitieg cannot be
exploited in the proposed operational environment for the STOE. Penetration testing is perfotrmed by the
evalliator assuming an attack potential of Enhanced-Basic.

C.8.2.7.2 Application notes
Vulngrability analysis of the STOE design may be perfarmed where only a subsystem design [is available.

However, “all available design documentation” includes the component design and implementation
repre¢sentation if higher level components of ASD_STDyare included within the SST.

C.8.2.7.3 Developer/integrator action elements

AOM_VAN.5.1D The developer/integrator-shall provide the STOE and a test environment for testing.

C.8.2.7.4 Content and presentation of evidence elements

AOM _VAN.5.1CThe STOE and user guidance documentation shall enable the evaluator to prepgre and carry
out testing.

C.8.2.7.5 Evaluator-action elements

AOV_VAN.5.1EThe evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

AOV VANG.2E The evaluator shall perform a search of public domain sources to identify potential
vulngrabilities in the STOE, based upon the architecture description and the security concept gf operations
documentation.

AOV_VAN.5.3E The evaluator shall perform an independent, focused vulnerability analysis of the STOE to
identify potential vulnerabilities in the STOE, using the architecture description, the security concept of
operations documentation, the interface functional specification, all available design documentation and the
user guidance documentation.

AOV_VAN.54EThe evaluator shall conduct penetration testing, based on the identified potential

vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing
Enhanced-Basic attack potential.
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C.8.2.8 AOV_VAN.6 Methodical vulnerability analysis

Hierarchical

to: AOV_VAN.5 Focused vulnerability analysis

Dependencies: ASD_SAD.1 Architecture description

ASD_CON.1 Security concept of operations
ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

AOD_OGD.1 User guidance
C.8.2.8.1 |Objectives
As well as p vulnerability survey of information available in the public domain, the evaluator performs a
vulnerability Janalysis of the specification and design of the STOE to identify potential vuinerabilities.
The evaluafor then performs penetration testing, to confirm that the potential ,vulnerabilities canndt be
exploited in|the proposed operational environment for the STOE. Penetratioh/testing is performed by the
evaluator assuming an attack potential of Moderate.
C.8.2.8.2 |Application notes
Vulnerability] analysis of the STOE design may be performed where only a subsystem design is availgble.
However, “dll available design documentation” includes the " component design and implementation
representatipn if higher level components of ASD_STD are included within the SST.
C.8.2.8.3 |Developer/integrator action elements
AQOV_VAN.G.1D The developer/integrator shall provide the STOE and a test environment for testing.
C.8.2.8.4 |Content and presentation of evidence elements
AOV_VAN.6.1CThe STOE and user guidance documentation shall enable the evaluator to prepare and ¢arry
out testing.
C.8.2.8.5 |Evaluator action‘elements
AOV_VAN.G.1E The evaluator shall confirm that the information provided meets all requirements for coptent
and presentation of evidence.
AOV_VAN.G.2EThe evaluator shall perform a search of public domain sources to identify potential
vulnerabilitigsnin‘the STOE, based upon the architecture description and the security concept of operaTions
documentation.

AOV_VAN.6.3E The evaluator shall perform an independent, methodical vulnerability analysis of the STOE to
identify potential vulnerabilities in the STOE, using the architecture description, the security concept of
operations documentation, the interface functional specification, all available design documentation and the
user guidance documentation.

AOV_VAN.6.4EThe evaluator shall conduct penetration testing, based on the identified potential
vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing
Moderate attack potential.
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C.8.2.9 AOV_VAN.7 Advanced methodical vulnerability analysis
Hierarchical to: AOV_VAN.6 Methodical vulnerability analysis
Dependencies: ASD_SAD.1 Architecture description
ASD_CON.1 Security concept of operations
ASD_IFS.1 Interface functional specification

ASD_STD.1 Subsystem design

AOD_OGD.1 User guidance

C.8.2.9.1 Objectives

As well as a vulnerability survey of information available in the public domain,~the evaluator] performs a
vulngrability analysis of the specification and design of the STOE to identify potential vulnerabilitie

o

The |evaluator then performs penetration testing, to confirm that the (potential vulnerabilitieg cannot be
exploited in the proposed operational environment for the STOE. Penetration testing is perfotrmed by the
evalliator assuming an attack potential of High.

C.8.2.9.2 Application notes
Vulngrability analysis of the STOE design may be perfarmed where only a subsystem design [is available.

However, “all available design documentation” includes the component design and implementation
repre¢sentation if higher level components of ASD_STDyare included within the SST.

C.8.2.9.3 Developer/integrator action elements

AOM_VAN.7.1D The developer/integrator-shall provide the STOE and a test environment for testing.

C.8.2.6.4 Content and presentation of evidence elements

AOM _VAN.7.1CThe STOE and user guidance documentation shall enable the evaluator to prepdqre and carry
out testing.

C.8.2.9.5 Evaluator-action elements

AOV_VAN.7.1EThe evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

AO\M VANJ7.2E The evaluator shall perform a search of public domain sources to identify potential
vulngrabilities in the STOE, based upon the architecture description and the security concept gf operations
documentation.

AOQOV_VAN.7.3E The evaluator shall perform an independent, methodical vulnerability analysis of the STOE to
identify potential vulnerabilities in the STOE, using the architecture description, the security concept of
operations documentation, the interface functional specification, all available design documentation and the
user guidance documentation.

AOV_VAN.7.4EThe evaluator shall conduct penetration testing, based on the identified potential

vulnerabilities, to determine that the STOE is resistant to attacks performed by an attacker possessing High
attack potential.
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C.9 Class APR: Preparation for live operation

C.9.1 Introduction

Before live operation it is necessary to establish and define the security management structure whose
purpose is to promulgate and instil security policy and awareness into the organization. Management should
visibly promote and support security within the organization through active participation in the implementation
of security across the organization. Management activity includes articulating security goals to meet the
organizational requirements, and is integrated in relevant business processes. Activities include formulating,
reviewing, and approving security policy, ensuring that there is clear and visible management support, and

providing s

curity fraining and awareness programs in support of organizational security policy. It

also

designates 2

It is also neq
on installatig

C.9.2 Awareness training (APR_AWA)

C.9.21

This family
roles and re

C.9.2.2 Component levelling

This family g
of descriptio

C.9.2.3 ARFPR_AWA.1 Awareness training

Dependenci

C.9.2.31

APR_AWA.
designed fq
their expec
period]] giv|
C.9.2.3.2

APR_AWA.

APR_AWA.

Objectives

manager as the organization’s security authority.

essary to confirm the adequacy of the procedures used to configure the operational system,
n and on routine start-up.

equires that the management provide training as a means for-personnel to learn their seq
Eponsibilities for conducting their business within the operationalisystem.

ontains two components. The components in this family are levelled on the basis of confirm
h in the documentation and verification in the operational system.

bs: no dependencies.

Management action elements
1.1M The management shall conduct awareness training with a formal induction pro
b introduce [selection: “all operational controls, [assignment: operational controls]]

tation [selection: béfore, within [assignment: time frame], periodically [assignment:
ng personnel access to the operational system assets.

Content and-presentation of evidence elements

1.1C The-awareness training shall be recorded.

both

urity

ation

Cess

and
time

1.2C-The records shall contain date and time, authorized personnel, targeted perso

11ne|,

contents an

C.9.2.3.3

d-resuitsof thetraining:

Evaluator action elements

APR_AWA.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.

C.9.2.4 APR_AWA.2 Verification of awareness training

Hierarchical

to: APR_AWA.1 Awareness training

Dependencies no dependencies.
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C.9.2.41 Management action elements
APR_AWA.2.1M The management shall conduct awareness training with a formal induction process designed
to introduce [selection: all operational controls, [assignment: operational controls]] and their expectation

[selection: before, within [assignment: time frame], periodically [assignment: time period]] giving personnel
access to the operational system assets.

C.9.24.2 Content and presentation of evidence elements

APR_AWA.2.1C The awareness training shall be recorded.

APRl AWA.2.2C The records shall contain date and time, authorized personnel, targeted persennel, contents
and fesults of the training.

4.3 Evaluator action elements

AWA.2.1E The evaluator shall confirm that the information provided meetspallrequirementg for content
resentation of evidence.

AWA.2.2E The evaluator shall independently verify the veracity of conducting the| awareness
ining.

C.9.8 Communication (APR_CMM)

C.9.3.1 Objectives

This| family requires that the management has seme means of communicating operationpl guidance
docymentations that define and specify SSFs to the.appropriate personnel.

C.9.3.2 Component levelling

This|family contains two components. The-components in this family are levelled on the basis of |confirmation
of dgscription in the documentation and, verification in the operational system.

C.9.3.3 APR_CMM.1 Information on controls

Depé¢ndencies: no dependencies.

C.9.3.3.1 Managenient action elements

APR_CMM.1,1M-The management shall communicate [selection: all SSFs, [assignment: §SFs]] to all
personnel associated with operational controls before giving them access to operatignal system

APR_CMM.1.1C The information shall be recorded.

APR_CMM.1.2C The records shall contain date and time, authorized personnel, targeted personnel
and contents of the information.

C.9.3.3.3 Evaluator action elements

APR_CMM.1.1E The evaluator shall confirm that the information provided meets all requirements for
content and presentation of evidence.
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C.9.3.4 APR_CMM.2 Verification of information on controls

Hierarchical

to: APR_CMM.1 Information on controls

Dependencies: no dependencies.

C.9.3.4.1

Management action elements

APR_CMM.2.1M The management shall communicate [selection: all SSFs, [assignment: SSFs]] to all
personnel associated with operational controls before giving them access to operational system assets.

C.9.3.4.2
APR_CMM.

APR_CMM.

contents of the information.

C.9.3.4.3

APR_CMM.

and presentation of evidence.

APR_CMM.
operational

C.9.4 Secure installation check (APR_SIC)

C.9.41

This family g

the STOE should be implemented and operated_correctly and effectively in accordance with the security g

of the opera

C.9.4.2 Component levelling

This family g
of descriptio

C.9.4.3 APRR_SIC.1 Secure installation check

Dependenci

Objectives

Content and presentation of evidence elements
P.1C The information shall be recorded.

P.2C The records shall contain date and time, authorized personnel, targetéd personnel

Evaluator action elements

P.1E The evaluator shall confirm that the information provided megts“all requirements for co

P.2E The evaluator shall independently verify the veracity of the communication of
controls.

rovides a means to verify the installation'and start up of the STOE. The installation and start

ional system.

ontains two componénts. The components in this family are levelled on the basis of confirm
h in the documentation and verification in the operational system.

bs: no dependencies.

C.9.4.31

and

htent

the

Lp of
olicy

ation

Management action elements

APR_SIC.1.1M The developer/integrator shall document secure installation procedures necessary to
ensure that components and interfaces that comprise the STOE, especially those to legacy security
controls and interfaces, can be installed, started up and interoperate in a secure manner.

C.9.4.3.2

Content and presentation of evidence elements

APR_SIC.1.1C The secure installation procedures documentation shall describe the steps necessary

for verificat
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ion of secure installation, start-up and interoperation of the STOE in its environment.
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C.9.4.3.3 Evaluator action elements

APR_SIC.1.1E The evaluator shall confirm that the information provided meets all requirements for

content and presentation of evidence.

C.9.4.4 APR_SIC.2 Verification of secure installation check
Hierarchical to: APR_SIC.1 Secure installation check

Dependencies: no dependencies.

C.9.4.41 Management action elements

APR| SIC.2.1M The developer/integrator shall document secure installation procedures necessa
that lcomponents and interfaces that comprise the STOE, especially those to legacy. security
interfaces, can be installed, started up and interoperate in a secure manner.

C.9.4.4.2 Content and presentation of evidence elements
APR| SIC.2.1C The secure installation procedures documentation shall.describe the steps n
verification of secure installation, start-up and interoperation of the STOE N its environment.

C.9.4.4.3 Evaluator action elements
APR| SIC.2.1E The evaluator shall confirm that the informiation provided meets all requirement
and presentation of evidence.

APR_SIC.2.2E The evaluator shall verify that the secure installation procedures result
confliguration.

C.10 Class ASO: Records on operational system

C.10.1 Introduction
Mos
oper
test
exar

assurance activities are~performed in a development or test environment. It is therefore j
ptional controls in thevoperational environment will perform differently to their observed beh
environment.
nination and verification during system operation of operational records and controls.

This
the
oper|

class contains families that govern how SSFs are conducting correctly and effectively during
system. (The primary purpose of operation of system security is to enable a determinat
htional\System is operating in a secure manner without violation of operational system securi
also|defines actions that will take place if and when security relevant events occur. This class

ry to ensure
controls and

pcessary for

5 for content

n a secure

possible that
aviour in the

Development assurance activities must therefore generally be supplémented by

operation of
ion that the
ty policies. It
ensures that

apprppriate actions are taken to detect, record and respond to events that may be possible viol

tions of the

operational system security policy.

The families in this class define a means for management to monitor and verify the operational controls.

C.10.2 Operation records of operational controls (ASO_RCD)

C.10.2.1 Objectives

This family provides operation records for the SSFs during the operation. The operational controls should be
implemented and operated correctly and effectively in accordance with the security policy of the operational

system.
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C.10.2.2 Component levelling

This family contains two components. The components in this family are levelled on the basis of confirmation
of description in the documentation and verification in the operational system.

C.10.2.3 ASO_RCD.1 Record of operational controls

Dependencies: no dependencies.

C.10.2.3.1

Management action elements

ASO_RCD.1
operationall

C.10.2.3.2
ASO_RCD."

ASO_RCD.1
controls an

C.10.2.3.3

ASO_RCD.1
content ang

C.10.2.4 AS
Hierarchical
Dependenci

C.10.2.4.1

ASO_RCD 3

controls or [@ssignment: operational centrols]].

C.10.2.4.2
ASO_RCD 4

ASO_RCD.Z
and results ¢

1M The management shall record the operational evidence defined by [selection:

controls or [assignment: operational controls]].

Content and presentation of evidence elements

.1C The information associated with the operational evidence shall be recorded.

all

.2C The records shall contain date and time, responsible person; targeted operational

d results of the operation.

Evaluator action elements

.1E The evaluator shall confirm that the information (provided meets all requirements for

presentation of evidence.

50_RCD.2 Verification of operational records
to: ASO_RCD.1 Record of operational contrals

bs: no dependencies.

Management action elements

.1M The management shall\record the operational evidence defined by [selection: all operaf

Content and presentation of evidence elements
.1C The information associated with the operational evidence shall be recorded.

.2C The-records shall contain date and time, responsible person, targeted operational cor
f the"operation.

C.10.2.4.3

Evaluatoractionm eterments

jonal

trols

ASO_RCD.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.

ASO_RCD.2.2E The evaluator shall independently verify that the information concerning operation of

operational
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C.10.3 Verification of operational controls (ASO_VER)

C.10.3.1 Objectives
This family provides a means to verify the operational controls during the operation. The operational controls

should be implemented and operated correctly and effectively in accordance with the security policy of the
operational system.

C.10.3.2 Component levelling

in the documentation and verification in the operational system.

of-confirmation

scription

of dd

C.10.3.3 ASO_VER.1 Verification of operational controls

Depé¢ndencies: no dependencies.

C.10.3.3.1 Management action elements

_VER.1.1M The management shall verify that [selection: all operational controls or [gssignment:

_VER.1.2C The records shall contain date and time, responsible person, targeted ([operational
rols and results of the verification.

.3.3.3 Evaluator action elements

' VER.1.1EThe evaluator shall confirm that the information provided meets all requirements for
confent and presentation of evidence.

C.10.3.4 ASO_VER.2 Independent verification of operational controls
Hierarchical to: ASO_VER Verification of operational controls

Dep¢ndencies: no dependencies.

C.10.3.4.1 Management action elements

VER.2.1M The management shall verify that [selection: all operational controls or [assignment:
tional controls]] are installed and operated correctly and effectively.

C.10.3.4.2 Content and presentation of evidence elements
ASO_VER.2.1C The information associated with the verification shall be recorded.

ASO_VER.2.2C The records shall contain date and time, responsible person, targeted operational controls
and results of the verification.

C.10.3.4.3 Evaluator action elements

ASO_VER.2.1E The evaluator shall confirm that the information provided meets all requirements for content
and presentation of evidence.
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ASO_VER.2.2E The evaluator shall independently verify that the operational controls are installed and
operated correctly and effectively.

C.10.4 Monitoring of operational controls (ASO_MON )

C.10.4.1 Objectives

This family provides a means to monitor the operational controls during the operation. The primary purpose of
operational control monitoring is to enable a determination that operational controls are operating in a secure
manner without violation of operational system security policies. The operational controls should be

|mp|emented and npnrni‘nr’l r\nrrnr\fly and nffnr\h\/nl\]/ in—accordancewith-the Qnmmfy pnllr‘y of the operat

jonal

system. It g
systems.

Iso defines actions that will take place if and when some changes occur in the operaf

C.10.4.2 Component levelling

This family g
of descriptio

C.10.4.3 AS

Dependenci

C.10.4.3.1

ASO_MON.
all operatio

ASO_MON.

ontains two components. The components in this family are levelled on the basis of confirm
n in the documentation and verification in the operational system.

b0_MON.1 Monitoring of operational controls by management

bs: no dependencies.

Management action elements

1.1M The management shall monitor the provisions and performance levels of [selec
nal controls or [assignment: operational controls]] at regular period.

1.2M The management shall monitor_the changes to provision of services inclu

maintenande and improvement of security policies, procedures and controls, taking accour

criticality of
C.10.4.3.2
ASO_MON.

ASO_MON.
controls an

C.10.4.3.3

ASO_MON.
content ang

business systems and processes involved and re-assessment of risks.

Content and presentation of evidence elements

1.1C The information associated with the monitoring shall be recorded.

Evaluator action elements

presentation of evidence.

onal

ation

tion:

ding

t of

1.2C The records shall contain date and time, responsible person, targeted operational
f results of the monitoring.

1.1E The_evaluator shall confirm that the information provided meets all requirements for

C.10.4.4 ASO_MON:2-Verificatiomof monitoring of operationalcontrols

Hierarchical

to: ASO_MON.1 Monitoring of operational controls by management

Dependencies: no dependencies.

C.10.4.4.1

Management action elements

ASO_MON.2.1M The management shall monitor the provisions and performance levels of [selection: all
operational controls or [assignment: operational controls]] at regular period.
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ASO_MON.2.2M The management shall monitor the changes to provision of services including maintenance
and improvement of security policies, procedures and controls, taking account of criticality of business
systems and processes involved and re-assessment of risks.

C.10.4.4.2 Content and presentation of evidence elements

ASO_MON.2.1C The information associated with the monitoring shall be recorded.

ASO_MON.2.2C The records shall contain date and time, responsible person, targeted operational controls
and results of the monitoring.

c.10

ASO
and

ASQ
accg

.4.4.3 Evaluator action elements

| MON.2.1E The evaluator shall confirm that the information provided meets all requirement
bresentation of evidence.

rdance with the security policy.

5 for content

_MON.2.2E The evaluator shall independently verify that the monitoring is conducted in
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Annex D
(normative)

Operational System evaluation methodology

D.1 Technical approach

D.1.1 Intrg

This Annex

activities angl work units required to perform the evaluation of an operational system. These.are applied v

an evaluatid
operational
ISO/IEC 18(

D.1.2 Doc

ISO/IEC 18(
assurance ¢

read in conjyinction with Annex C and ISO/IEC 18045. Information there“is not repeated unless the relatior

with the rel
repeated, b
applicable tg

Each assura
component
within the s

between cofnponents, unchanged earlier work .units are referenced by higher components rather than

repeated. Tq

D.1.3 Typé¢s of evidence

Evidence to
permitted in
evaluator; th
but not acty
observation.

duction
is designed for use in conjunction with ISO/IEC 18045. It defines the specific evaluation

n process as described in ISO/IEC 18045. The other evaluation tasks required to perforn
system evaluation are identical to those described in the evaluation process claus
45.

imentation approach

45 is a self-contained document that repeats and explains the)structure of the ISO/IEC 154
pmponents, their scope and applicability. This Annex uses ‘a slightly different approach; it is {

bvant section of this Annex is not obvious. For example, the text of criteria elements is
ut referenced where necessary. Where methods’ and approaches from ISO/IEC 18045
this methodology, they are referenced rather than.repeated.

nce class defined in Annex C is supported.by a subclause of methodology in this Annex.
pf each family within that class is treated as-a separate evaluation sub-activity, with its own se|

simplify the document structure,work units are not given individual subheadings.

support the evaluation® of operational systems evidence may take additional forms to t
ISO/IEC 15408 gvaluation. The best evidence is gathered from direct observation by
is particularly applies to operational security functionality, where a measure might be docume
ally used in.practice. However, it may not always be practicable to verify measures by g

Evidence ¢
etc.). Finall
to security p|

also be established from seeing the results of performance of measures (visitor logs, audit

sub-
ithin
n an
e of

08-3
o be
ship
not
are

Fach
ction

Libclause, detailing the related evaluator work units. Where there is a hierarchical relatiopship

eing

hose

the
nted
irect

trails
back

evidence can be obtained from documentation of the design of measures and their linking

if a measure is designed, tested and then installed correctly, it is likely to be effective in practice.

here

All work unit verbs representing mandatory evaluator actions are preceded by the auxiliary verb shall and by
presenting both the verb and the shall in bold italic type face. In some cases, guidance text accompanying
work units recommends a method or mechanism for how to perform the work. The auxiliary verb should is
used when the described method is strongly preferred. All other auxiliary verbs, including may, are used
where the described method(s) is allowed but is neither recommended nor strongly preferred; it is merely a
suggestion.

In some cases, the evaluator is asked to independently verify some aspect of the SSF, without a specific
verification mechanism being defined. In these cases, it is up to the evaluator to select the way to perform the
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verification. The evaluator should select a method that is efficient and effective, but gives confidence that the
SSF in question is being properly applied. The method chosen should be recorded in the ETR.

D.2 Class ASP: System Protection Profile evaluation

D.2.1 Introduction

The purpose of the System Protection Profile evaluation class is to confirm that an SPP is a complete and
consistent specification of a type of STOE, and if it references other SPPs, PPs or packages, that it is a

correst metantiation of those-snacifications.
SEHRStTEHHEHO -0 HOSEe-SpeeHEatHoRS:

There are eleven families within this class, dealing with different aspects of SPP specification. The final five
are ysed to specify domain-specific aspects of STOEs consistent with the SPP.

D.22 SPP introduction (ASP_INT)

D.2.2.1 Family Structure

This|family contains one component, ASP_INT.1 SPP introduction.
D.2.2.2 Evaluation of sub-activity ASP_INT.1

D.2.2.21  Action ASP_INT.1.1E

This|action requires the evaluator to examine the SPP ifitroduction for content and presentation pnd is made
up of seven work units. The action fails if any of the work units fail to confirm the relevant requirement.

ASP| INT.1-1  The evaluator shall check that\the SPP introduction contains an SPP reference, a STOE
overyiew and a domain organization specification.

ASP[ INT.1-2  The evaluator shall examine the SPP reference to confirm that it uniquely identifies the SPP.

ASP| INT.1-3  The evaluator shall-examine the STOE overview to confirm that it summarizes the usage and
majdr security features of the STOE.

ASP| INT.1-4  The evaluator shall examine the STOE overview to confirm that it identifies the STOE type.
The STOE type may.be “operational system”, or some more precise definition.

ASP| INT.1-5_</he evaluator shall examine the STOE overview to confirm that it identifies the felationships
and |nterfaces_to any external operational systems required by the STOE.

The lidentification should enable any reader of the SPP introduction to establish which externa| operational
systéms interface to the STQE and why

ASP_INT.1-6 The evaluator shall examine the domain organization specification to confirm that it
describes the organization of mandated security domains and their identification.

If the operational system consists of a single domain, this work unit is satisfied by a statement that there is a
single domain.

ASP_INT.1-7 The evaluator shall examine the domain organization specification to confirm that for each

domain, it identifies any security services provided by that domain that are to be available to other domains
and any security properties of the domain that are to be enforced on other domains.
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If the operational system consists of a single domain, this work unit is satisfied by a statement that there is a

single doma

D.2.2.2.2

in.

Action ASP_INT.1.2E

This action requires the evaluator to look for inconsistencies within the SPP introduction and is made up of

one work un

it. The action fails if the work unit fail to confirm the relevant requirement.

ASP_INT.1-8 The evaluator shall confirm that the STOE overview and the domain organization
specification are consistent with each other.

The evaluatpr should look for information in the domain organization specification that is inconsistent| with
statements of fact in the STOE overview. For example, if the STOE overview says that the SPP_spetifies
systems with accounting functions, but the domain organization specification defines only domains depling
with office alitomation facilities, this would be inconsistent.

D.2.3 Conformance claims (ASP_CCL)

D.2.3.1 Fgmily Structure

This family gontains one component, ASP_CCL.1 Conformance claims.

D.2.3.2 Evaluation of sub-activity ASP_CCL.1

D.2.3.2.1 |Action ASP_CCL.1.1E

This action fequires the evaluator to examine the conformance claim and conformance claims rationalg for
content and|presentation and is made up of ten work units? The action fails if any of the work units fail to
confirm the felevant requirement.

ASP_CCL.111 The evaluator shall examine the-conformance claim to confirm that it contains a crjteria
conformance claim that identifies the version of this"Technical Report to which the SPP claims conformange.
ASP_CCL.1}2 The evaluator shall examine the criteria conformance claim to confirm that it describe$ the
functional conformance of the SPP to.this' Technical Report as either TR 19791 functionally conformapnt or
TR 19791 functionally extended.

ASP_CCL.1}3 The evaluator, shall examine the criteria conformance claim to confirm that it describe$ the
assurance donformance of the-SPP to this Technical Report as either TR 19791 assurance conformant or
TR 19791 agsurance extended.

ASP_CCL.114 The evaluator shall examine the criteria conformance claim to confirm that it is consistent
with the extgnded eomponents definition.

If extended cemponents are defined, then the criteria conformance claim must be functionally or assurgnce

extended, or both.

ASP_CCL.1-5 The evaluator shall examine the conformance claim to confirm that it identifies all SPPs, PPs
and security requirement packages to which the SPP claims conformance.

The evaluator should confirm that any referenced SPPs, PPs and security requirement packages are
unambiguously identified, and that there are no descriptive references to SPPs, PPs or security requirement
packages in the SPP introduction that are not listed here.

ASP_CCL.1-6 The evaluator shall examine the conformance claim to confirm that it describes any
conformance of the SPP to a package as either package-conformant or package-augmented.
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If the SPP does not claim conformance to any packages, this work unit is not applicable and therefore
considered to be satisfied. Otherwise, the evaluator should check that the SSFs and SSAs defined in the SPP
are consistent with the type of conformance claimed for each identified package.

ASP_CCL.1-7 The evaluator shall examine the conformance claims rationale to confirm that it
demonstrates that the STOE type is consistent with the STOE type in the SPPs and PPs for which
conformance is being claimed.

If the SPP does not claim conformance to any SPPs or PPs, this work unit is not applicable and therefore
considered to be satisfied. To demonstrate consistency, a direct relationship between STOE types is not
necessary; just that there are no contradictions in the information supplied.

ASP| CCL.1-8 The evaluator shall examine the conformance claims rationale to )cenfirm that it
dempnstrates that the statement of the security problem definition is consistent with the. statgment of the
security problem definition in the SPPs and PPs for which conformance is being claimed,

If the SPP does not claim conformance to any SPPs or PPs, this work unit is not,applicable ahd therefore
congidered to be satisfied. If an SPP or PP that is referenced has no security policy definition, it i$ considered
congistent without further examination.

ASP| CCL.1-9 The evaluator shall examine the conformance claims rationale to confirm that it
dempnstrates that the statement of objectives is consistent with the statement of objectives in the SPPs and
PPs[for which conformance is being claimed.

If the¢ SPP does not claim conformance to any SPPs or PPssthis work unit is not applicable ahd therefore
congidered to be satisfied. If an SPP or PP that is refererced has no statement of security objectives, it is
congidered consistent without further examination.

ASP] CCL.1-10 The evaluator shall examine the - conformance claims rationale to confirm that it
dempnstrates that the statement of security requirements is consistent with the statement| of security
requjrements in the SPPs, PPs and packages ferwhich conformance is being claimed.

If the SPP does not claim conformance t@’any SPPs, PPs or packages, this work unit is not applicable and
thergfore considered to be satisfied.

If arl SPP claims conformance fo-a PP, the rationale must show that OSF are defined thal satisfy the
assumptions about the operational’environment in the security problem definition section of the PH.

D.2.4 Security problem- definition (ASP_SPD)

D.2.4.1 Family Structure

This|family contains one component, ASP_SPD.1 Security problem definition.

D.2.4.2", Evaluation of sub-activity ASP_SPD.1

D.2.4.21  Action ASP_SPD.1.1E

This action requires the evaluator to examine the security problem definition for content and presentation and
is made up of three work units. The action fails if any of the work units fail to confirm the relevant requirement.

ASP_SPD.1-1 The evaluator shall examine the security problem definition to confirm that it describes all
risks applicable to the STOE, and that each risk is categorised as acceptable or unacceptable.

If all security objectives are derived from policies, there need be no description of risks in the SPD. In this
case, this work unit is not applicable, and therefore considered to be satisfied.
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Risks should be identified in a risk assessment, and each risk then analysed and categorised as acceptable or
unacceptable.

ASP_SPD.1-2 The evaluator shall examine the security problem definition to confirm that all unacceptable
risks are described in terms of threats and vulnerabilities, and all threats are described in terms of a threat
agent, an asset, and an adverse action.

If all security objectives are derived from policies, or all risks are categorised as acceptable, this work unit is

not applicable, and therefore considered to be satisfied.

Threat agents may be further described by aspects such as expertise, resource, opportunity, and motivation.

ASP_SPD.1
OSPs.

If all securit
case, this wi

D.2.5 Security objectives (ASP_OBJ)

D.2.51

This family g
D.2.5.2 Ev

D.2.5.2.1
This action
rationale for
units fail to @

ASP_OBJ.1

the functional security objectives for the STOE:

ASP_OBJ.1
any function

If no functio
and therefor

Security obj
be validated

Family Structure

3  The evaluator shall examine the security problem definition to confirm that it describe

objectives are derived from threats, there need be no description of OSPs in,the SPD. In
brk unit is not applicable, and therefore considered to be satisfied.

ontains one component, ASP_OBJ.1 Security objectives.
aluation of sub-activity ASP_OBJ.1

Action ASP_OBJ.1.1E

requires the evaluator to examine the statement of security objectives and security objeg
content and presentation and is made up_of eight work units. The action fails if any of the
onfirm the relevant requirement.

1 The evaluator shall examine-the statement of security objectives to confirm that it desc|

2 The evaluator shall examine the statement of security objectives to confirm that it desc|
bl security objectives met by external operational systems.

hal security objectives are met by external operational systems, this work unit is not applic
b considered to be satisfied.

pctives metdy external operational systems are not considered further in SPP evaluation, by
in any STOE evaluation.

5 the

this

tives
work

ribes

ribes

able,

t will

ribes

ASP_OBJ.1

3:(The evaluator shall examine the statement of security objectives to confirm that it desc

the assurancesecurity objectivesforthe-STOE:

ASP_OBJ.1-4 The evaluator shall examine the security objectives rationale to confirm that it traces each
functional security objective for the STOE back to risks countered by that security objective and/or OSPs
enforced by that security objective.

Each functional security objective for the STOE may trace back to threats or OSPs, or a combination of
threats and OSPs, but it must trace back to at least one threat or OSP.

ASP_OBJ.1-5 The evaluator shall examine the security objectives rationale to confirm that it traces each
functional security objective for external operational systems back to risks countered by that security objective
and/or OSPs enforced by that security objective.
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If no functional security objectives are met by external operational systems, this work unit is not applicable,
and therefore considered to be satisfied.

Each functional security objective for external operational systems may trace back to threats or OSPs, or a
combination of threats and OSPs, but it must trace back to at least one threat or OSP.

ASP_OBJ.1-6 The evaluator shall examine the security objectives rationale to confirm that it demonstrates
that the functional security objectives counter all unacceptable risks.

For each unacceptable risk, the evaluator should confirm that if all functional security objectives that trace
back to that risk are achieved, the risk is eliminated, or mitigated to an acceptable level.

The fevaluator also confirms that each functional security objective that traces back to an unaceeptable risk is
necgssary: if the security objective is achieved, it actually contributes to the elimination gr mitigation of that
risk.
If forfany unacceptable risk, no functional security objective traces back to that riskthis work unit fails.

ASP| OBJ.1-7 The evaluator shall examine the security objectives rationale\to-confirm that it demonstrates
that the functional security objectives enforce all OSPs.

For ¢ach OSP, the evaluator should confirm that if all functional security~objectives that trace back to that OSP
are gchieved, the OSP is enforced.

The pvaluator also confirms that each functional security objectiye that traces back to an OSP is pecessary: if
the gecurity objective is achieved, it actually contributes to the enforcement of that OSP.

If forfany OSP, no functional security objective traces. back to that OSP, this work unit fails.

ASP] OBJ.1-8 The evaluator shall examine the,security objectives rationale to confirm that it ¢xplains why
the gssurance security objectives were chosen.

The pvaluator confirms that reasons why:the objectives were chosen are given. However, these r¢asons need
not Be justified, and may even be statedas arbitrary choice.

D.26 Extended components definition (ASP_ECD)

D.2.6.1 Family Structure

This|family contains 6he“’component, ASP_ECD.1 Extended components definition.
D.2.6.2 Evalaation of sub-activity ASP_ECD.1

D.2.6.2,1 ,*Action ASP_ECD.1.1E

This —actiom Tequires—theevatuator toexaminethe—staterment—of —security Tequirerments—amd—the extended
components definition for content and presentation and is made up of five work units. The action fails if any of
the work units fail to confirm the relevant requirement.

ASP_ECD.1-1 The evaluator shall examine the statement of security requirements to confirm that it
identifies all extended security requirements.

The evaluator should check that all security requirements not identified as extended security requirements are
based on components from ISO/IEC 15408 or this Technical Report.

ASP_ECD.1-2 The evaluator shall examine the extended components definition to confirm that it defines an
extended component for each extended security requirement.
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The evaluator should check that all security requirements identified as extended security requirements are
based on components defined in the extended components definition.

If the SPP contains no extended security requirements, this work unit is not applicable, and therefore
considered to be satisfied.

ASP_ECD.1-3 The evaluator shall examine the extended components definition to confirm that it describes
how each extended component is related to the existing components, families, and classes in ISO/IEC 15408
or this Technical Report.

If the SPP contains no extended security requirements, this work unit is not applicable, and therefore

considered tp be satisfied:

ASP_ECD.14 The evaluator shall examine the extended components definition to confirm \\that pach
definition uges the existing components, families, classes, and methodology in ISO/IEC 15408 or| this
Technical Report as a model for presentation.

If the SPP [contains no extended security requirements, this work unit is not applicable, and ther¢fore
considered o be satisfied.

If an extended component definition fails to follow the ISO/IEC 15408 model of-presentation in a way] that
prevents thi$ methodology being applied to its use, the work unit fails. The work-unit also fails if an extepded
component |s defined in a way that is inconsistent with the claimed relationship with existing compongnts,
families, and classes.

ASP_ECD.15 The evaluator shall examine the extended components definition to confirm that pach
extended component consists of measurable and objective eleménts such that compliance or non-complignce
to these elements can be demonstrated.

If the SPP [contains no extended security requirements,“this work unit is not applicable, and ther¢fore
considered o be satisfied.

The evaluatpr should determine that requirements based on each extended component definition cah be
evaluated without subjective evaluator judgement.

D.2.6.2.2 |Action ASP_ECD.1.2E

This action requires the evaluator to show that no extended component in the extended components definition
readily duplifates existing compenents, and is made up of one work unit. The action fails if the work unif] fails
to confirm the relevant requirement.

ASP_ECD.1-6 The evaluator shall confirm that no extended component can be clearly expressed ysing
existing components,

If the SPP [contains no extended security requirements, this work unit is not applicable, and ther¢fore
considered to.bé satisfied.

In performing this check, the evaluator should take into account components from ISO/IEC 15408, this
Technical Report, and other extended components defined in the SPP, including refinements, substitutions
and combinations of components. The check should not be exhaustive, merely sufficient to detect and exclude
unnecessary complication, if requirements can be clearly expressed by using other components.

D.2.7 Security requirements (ASP_REQ)

D.2.7.1 Family Structure

This family contains two components, ASP_REQ.1 Stated security requirements and ASP_REQ.2 Derived
security requirements.
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D.2.7.2 Evaluation of sub-activity ASP_REQ.1

D.2.7.2.1

Action ASP_REQ.1.1E

91:2010(E)

This action requires the evaluator to examine the statement of security requirements and the security
requirements rationale for content and presentation and is made up of six work units. The action fails if any of
the work units fail to confirm the relevant requirement.

ASP_REQ.1-1 The evaluator shall examine the statement of security requirements to confirm that it
describes the SSFs and the SSAs.

SSF
expli

ASP
oper|

The
may
the

requ

ASP

identifies all operations on the security requirements.

Iden
or by

ASP
oper|

This

ASP
deps

A ds
the s
be m

This
fami
suffi

ASP
inter

5 and SSAs may be included in the SPP by reference to an SPP, PP or package, as well
citly stated.

| REQ.1-2 The evaluator shall examine the SPP to confirm that it defines lall-"subje

ptions, security attributes, external entities and other terms that are used in the SSFEs and the

occur due to the introduction of vague terms. This work unit should not betaken into extrems
SPP writer to define every single word. Terms may be defined~ within the statement
rements, but may also be defined elsewhere within the SPP.

| REQ.1-3 The evaluator shall examine the statement of security requirements to co
ification may be achieved by typographical distinctions,r by explicit identification in the surr
any other distinctive means.

| REQ.1-4 The evaluator shall examine the:statement of security requirements to con
ations are performed correctly.

applies to assignment, selection, iteration and refinement operations, as specified in ISO/IEC

| REQ.1-5 The evaluator shall ~examine the security requirements rationale to confirr
ndency between security requirements is satisfied, or justified as not being satisfied.

pendency is satisfied by(the inclusion of the relevant component (or one that is hierarchica
tatement of security requirements. The component used to satisfy the dependency should,
odified by operations-to ensure that it actually satisfies that dependency.

is the only functien for the security requirements rationale for this member of the security 1
y. A simple-list that shows how each dependency is satisfied, or identifies it explicitly as “not
Lient to satisfy this work unit: no greater justification is needed.

| REQ.1-6 The evaluator shall examine the statement of security requirements to confi

as by being

cts, objects,
SSAs.

goal of this work unit is to ensure that the SFRs and SARs are well-definedsand that no misupderstanding

s, by forcing
of security

nfirm that it

bunding text,

firm that all

15408.

h that each

to it) within
f necessary,

equirements
satisfied”, is

rm that it is

hally,consistent.

The evaluator should determine that on all occasions where different security requirements apply to the same

types of developer evidence, events, operations, data, tests to be performed etc. or to “all objects

subjects” etc., that these requirements do not conflict.

D.2.7.3 Evaluation of sub-activity ASP_REQ.2

D.2.7.3.1

Action ASP_REQ.2.1E

all

This action requires the evaluator to examine the statement of security requirements and the security
requirements rationale for content and presentation and is made up of ten work units, ASP_REQ.2-1 to

© ISO/IEC 2010 — All rights reserved

169


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

ASP_REQ.2-10. Work units ASP_REQ.2-1 to ASP_REQ.2-4 are identical to ASP_REQ.1-1 to ASP_REQ.1-4

respectively.

Work unit ASP_REQ.2-10 is identical to work unit ASP_REQ.1-6.

The action fails if any of the work units fail to confirm the relevant requirement.

ASP_REQ.2-5 The evaluator shall examine the security requirements rationale to confirm that each

dependency

between security requirements is satisfied, or justified as not being satisfied.

This work unit is identical in specification to ASP_REQ.1-5. However, if a dependency is not satisfied, the
justification should explain, by reference to the security objectives or otherwise, why the dependency is not
necessary or useful.

ASP_REQ.Z
SSF back toj
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-6 The evaluator shall examine the security requirements rationale to confirm that it traces
the functional security objectives for the STOE.

br should determine that each SSF traces back to at least one functional security ©Objective fg
re to trace implies that either the security requirements rationale is incomplete, the seq
r the STOE are incomplete, or the SSF has no useful purpose.

-/ The evaluator shall examine the security requirements rationale to confirm th
s that the SSFs meet all functional security objectives for the STOE, hot met by external sys
domains.

functional security objective for the STOE, to which ng ‘SSFs trace back, and which is
being met by external systems or individual domains, this work unit fails.

each

r the
urity

at it
ems

not

br should determine that the SSFs are sufficient: if all. SSFs that trace back to each objective¢ are

n that functional security objective for the STOE s achieved.

pr should also determine that each SSF thatdraces back to a functional security objective fg
essary: when the SSF is satisfied, it actually*contributes to achieving the security objective.

-8 The evaluator shall examine the Security requirements rationale to confirm that it traces
the assurance security objectives for the STOE.

br should determine that each-SSA traces back to at least one assurance security objective fg
re to trace implies that either the security requirements rationale is incomplete, the seq
r the STOE are incomplete; or the SSA has no useful purpose.

-0 The evaluator )shall examine the security requirements rationale to confirm th

s that the SSAs meet all assurance security objectives for the STOE not met by indiv

h assurance security objective for the STOE, to which no SSAs trace back, and which ig
being met by individual domains, this work unit fails.

r the

pach

r the
urity

at it
dual

not

The evaluat

satisfied, then that assurance security objective for the STOE is achieved.

ivé are

The evaluator should also determine that each SSA that traces back to a assurance security objective for the
STOE is necessary: when the SSA is satisfied, it actually contributes to achieving the security objective.

D.2.8 Security domain introduction (ASP_DMI)

D.2.8.1

Family Structure

This family contains one component, ASP_DMI.1 Security domain introduction.
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D.2.8.2 Evaluation of sub-activity ASP_DMI.1

D.2.8.21  Action ASP_DMI.1.1E

91:2010(E)

This action requires the evaluator to examine each security domain introduction for content and presentation
and is made up of five work units. The action fails if any of the work units fail to confirm the relevant
requirement.

ASP_DMI.1-1 The evaluator shall check that the security domain introduction contains a sec
reference, a security domain overview and a security domain description.

urity domain

ASP[ DMI.1-2 The evaluator shall examine the security domain reference to confirm tha
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D.2.

ifies the security domain.

e and major security features of the security domain.

| DMI.1-4 The evaluator shall examine the security domain description.to confirm that it i
ded subsystems and/or components.

identification should enable any reader of the security domain intfeduction to establish the)
must be constructed.

| DMI.1-5 The evaluator shall examine the security domain description to confirm that it i
onships and interfaces to other domains.

identification should enable any reader of the sécurity domain introduction to establish the
een this security domain and others.

b up of one work unit.

he security domain description are consistent with each other, and with the SPP introduction,

evaluator should Aook at each specification in turn to identify information that is incor
ments of fact ingthe-other specifications. For example, if the domain organization specificatio

es three, this\would be inconsistent.

O Security domain conformance claims (ASP_DMC)

it uniquely

| DMI.1-3  The evaluator shall examine the security domain overview to confirm_that'it sumpmarizes the

dentifies the

relationship

een this security domain and the subsystems/components from-which operational systems fnatching the

dentifies the

relationship

action requires the evaluator to look“for inconsistencies within each security domain introdyction and is

| DMI.1-6 The evaluator shall confirm that the security domain reference, security domain overview

sistent with
h in the SPP

Huction says that"this domain has two interfaces to other domains, but the security domain description

D.2.9-4+—Family Structure

This

family contains one component, ASP_DMC.1 Security domain conformance claims.

D.2.9.2 Evaluation of sub-activity ASP_DMC.1

D.2.9.21  Action ASP_DMC.1.1E

This action requires the evaluator to examine each domain conformance claim and domain conformance
claims rationale for content and presentation and is made up of six work units. The action fails if any of the
work units fail to confirm the relevant requirement.
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ASP_DMC.1-1 The evaluator shall examine the domain conformance claim to confirm that it identifies all
SPPs, PPs and security requirement packages to which the domain claims conformance.

The evaluator should confirm that any referenced SPPs, PPs and security requirement packages are
unambiguously identified, and that there are no descriptive references to SPPs, PPs or security requirement

packages in

the domain introduction that are not listed here.

ASP_DMC.1-2 The evaluator shall examine the domain conformance claim to confirm that it describes any
conformance of the domain to a package as either package-conformant or package-augmented.
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o be satisfied. To demonstrate consistency, a direct relationship between STOE types is
st that there are no contradictions in the information supplied.

s that the statement of the domain security problem definition-is consistent with the stateme
broblem definition in the SPPs and PPs for which conformance is being claimed.

N does not claim conformance to any SPPs or PPs,.this work unit is not applicable and ther
o be satisfied. If an SPP or PP that is referenced.has no security policy definition, it is consid
ithout further examination.

s that the statement of domain security objectives is consistent with the statement of objectiv
d PPs for which conformance is being.claimed.

N does not claim conformance telany SPPs or PPs, this work unit is not applicable and ther
o0 be satisfied. If an SPP or PP that is referenced has no statement of security objectives
onsistent without further examination.

s that the statement of domain security requirements is consistent with the statement of seq
5 in the SPPs, PPs and packages for which conformance is being claimed.

n does notéelaim conformance to any SPPs, PPs or packages, this work unit is not applicablg
nsidered\to' be satisfied.

D.2.10 Srfcurity domain security problem definition (ASP_DMP)
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-6 The evaluator shall examine the domain conformance claims rationale to confirm that it
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D.2.10.1 Family Structure

This family contains one component, ASP_DMP.1 Security domain security problem definition.

D.2.10.2 Evaluation of sub-activity ASP_DMP.1

D.2.10.2.1

Action ASP_DMP.1.1E

This action requires the evaluator to examine each domain security problem definition for content and
presentation and is made up of three work units. The action fails if any of the work units fail to confirm the
relevant requirement.
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ASP_DMP.1-1 The evaluator shall examine the domain security problem definition to confirm that it
describes all unique risks applicable to the domain, and that each risk is categorised as acceptable or
unacceptable.

If all security objectives are derived from policies, there need be no description of risks in the domain SPD. In
this case, this work unit is not applicable, and therefore considered to be satisfied.

Risks should be identified in a risk assessment, and each risk then analysed and categorised as acceptable or
unacceptable.

ASP_DMP.1-2 The evaluator shall examine the domain security problem definition to confirm that all
unadceptable TISKS are described In terms of threats and vamnerabiiities, and aif threats are descriped in terms
of a threat agent, an asset, and an adverse action.

If all|security objectives are derived from policies, or all risks are categorised as acceptablée, this| work unit is
not gpplicable, and therefore considered to be satisfied.

Threat agents may be further described by aspects such as expertise, resource, opportunity, and motivation.

ASP[ DMP.1-3 The evaluator shall examine the domain security problem definition to copfirm that it
desdribes the unique OSPs applicable to the domain.

If all|security objectives are derived from threats, there need be no-description of OSPs in the domain SPD. In
this ¢ase, this work unit is not applicable, and therefore considered to be satisfied.

D.211 Security domain security objectives (ASP.DMO)

D.2.11.1 Family Structure

This|family contains one component, ASP_DMQ-3-Security domain security objectives.
D.2.11.2 Evaluation of sub-activity ASP2?DMO.1

D.2.11.2.1  Action ASP_DMO.1.1E

This| action requires the evaluator to examine each statement of domain security objectives |and domain
security objectives rationalefor content and presentation and is made up of nine work units. The pction fails if
any of the work units fail4o,eonfirm the relevant requirement.

ASP| DMO.1-1 The‘evaluator shall examine the statement of domain security objectives to confirm that it
desdribes the unigque functional security objectives for the domain.

If there are“noe’functional security objectives for the domain, this work unit is not applicable, apd therefore
congideréd,to be satisfied.

ASP-BMO-t=2—Theevatuatorshatfexaminethe—statementof domaim—securityobjectivesto—confirm that it
describes any functional security objectives met by other domains or external operational systems.

If there are no functional security objectives met by other domains or external operational systems, this work
unit is not applicable, and therefore considered to be satisfied.

The evaluator should check that functional security objectives met by other domains are described in the
statements of domain security objectives for other domains as being enforced on or available to other
domains.

Security objectives met by external operational systems are not considered further in STOE evaluation, but
will be validated in SST evaluation.
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ASP_DMO.1-3 The evaluator shall examine the statement of domain security objectives to confirm that it
describes the unique assurance security objectives for the domain.

If there are no assurance security objectives for the domain, this work unit is not applicable, and therefore
considered to be satisfied.

ASP_DMO.1-4 The evaluator shall examine the statement of domain security objectives to confirm that it
describes any functional security objectives for the domain that are enforced on or available to other domains.

If there are no functional security objectives for the domain, this work unit is not applicable, and therefore
considered to be satisfied.

Itis acceptaLIe for objectives to be enforced on or available to other domains without other domains meLking

use of those
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-7 The evaluator shall examine the domain security objectives rationale to confirm tf
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e, and therefore considered to be satisfied.
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If for any unacceptable risk unique to the domain, no functional security objective traces back to that risk, this
work unit fails.

ASP_DMO.1-8 The evaluator shall examine the domain security objectives rationale to confirm that it
demonstrates that the functional security objectives enforce all OSPs unique to the domain.

If there are no functional security objectives and no OSPs unique to the domain, this work unit is not
applicable, and therefore considered to be satisfied.

For each OSP unique to the domain, the evaluator should confirm that if all functional security objectives that
trace back to that OSP are achieved, the OSP is enforced.
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The evaluator also confirms that each functional security objective that traces back to an OSP unique to the
domain is necessary: if the security objective is achieved, it actually contributes to the enforcement of that
OSP.

If for any OSP unique to the domain, no functional security objective traces back to that OSP, this work unit
fails.

ASP_DMO.1-9 The evaluator shall examine the domain security objectives rationale to confirm that it
explains why the unique assurance security objectives for the domain were chosen.

If there are no unique assurance security objectives for the domain, this work unit is not applicable, and
thergfore considered 1o be satisfied:

The pvaluator confirms that reasons why the objectives were chosen are given. However, these réasons need
not Re justified, and may even be stated as arbitrary choice.

D.2.11.2.2 Action ASP_DMO.1.2E

This| action requires the evaluator to look for inconsistencies between each<statement of donpain security
objegtives and the SPP introduction and is made up of one work unit.

ASP| DMO.1-8 The evaluator shall confirm that the statement of-demain security objectives [s consistent
with the domain organization specification.

The |evaluator should look at each specification in turn ,toCidentify information that is inconsistent with
statgments of fact in the other specification. For example, if.the domain organization specification|says that all

domapins are independent, but the statement of domainseecurity objectives show that some objectives are met
by other domains, this would be inconsistent.

D.2[12 Security domain security requirements (ASP_DMR)

D.2.12.1 Family Structure

This|family contains two components,”ASP_DMR.1 Stated domain security requirements and ASP_DMR.2
Deriyed domain security requirements.

D.2.12.2 Evaluation of sub-activity ASP_DMR.1

D.2.12.2.1 Action ASP_DMR.1.1E

This|action requires the evaluator to examine each statement of domain security requirements|and domain
security requirements rationale for content and presentation and is made up of six work units. The action fails
if any of the-work units fail to confirm the relevant requirement.

ASP]| DMR.1-1 The evaluator shall examine the statement of domain security requirements to cpnfirm that it
describes the unique SSFs and the SSAS applicable To the domain.

SSFs and SSAs may be included in the domain specification by reference to an SPP, PP or package, as well
as by being explicitly stated.

ASP_DMR.1-2 The evaluator shall examine the SPP to confirm that it defines all subjects, objects,
operations, security attributes, external entities and other terms that are used in the unique SSFs and SSAs
applicable to the domain.

The goal of this work unit is to ensure that the domain SFRs and SARs are well-defined and that no
misunderstanding may occur due to the introduction of vague terms. This work unit should not be taken into
extremes, by forcing the SPP writer to define every single word. Terms may be defined within the statement of
domain security requirements, but may also be defined elsewhere within the SPP.
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ASP_DMR.1-3 The evaluator shall examine the statement of domain security requirements to confirm that it

identifies all

operations on the security requirements.

Identification may be achieved by typographical distinctions, or by explicit identification in the surrounding text,
or by any other distinctive means.

ASP_DMR.1-4 The evaluator shall examine the statement of domain security requirements to confirm that

all operation
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ASP_DMR.1
dependency

A dependen
the stateme
necessary,

This is the
requirement
satisfied”, is

ASP_DMR.1
is internally

The evaluat
types of de
subjects” etq

D.2.12.3 Ev

D.2.12.3.1

This action

security reg
ASP_DMR.2
to ASP_DM
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to assignment, selection, iteration and refinement operations, as specified in ISO/IEC 15408.

-5 The evaluator shall examine the domain Security requirements rationale to contirm that |
between security requirements is satisfied, or justified as not being satisfied.

cy is satisfied by the inclusion of the relevant component (or one that is hierarchigal to it) W
ht of domain security requirements. The component used to satisfy the dependency shou
e modified by operations to ensure that it actually satisfies that dependency.

only function of the domain security requirements rationale for this /member of the seq
5 family. A simple list that shows how each dependency is satisfied, or-identifies it explicitly ag
sufficient to satisfy this work unit: no greater justification is needed.

-6 The evaluator shall examine the statement of domain security requirements to confirm t
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br should determine that on all occasions where different security requirements apply to the §
beloper evidence, events, operations, data, tests to _be performed etc. or to “all objects”
., that these requirements do not conflict.

aluation of sub-activity ASP_DMR.2

Action ASP_DMR.2.1E

requires the evaluator to examingjeach statement of domain security requirements and do
uirements rationale for content and presentation and is made up of twelve work U
-1 to ASP_DMR.2-12. Work units ASP_DMR.2-1 to ASP_DMR.2-4 are identical to ASP_DMEH
R.1-4 respectively. Work unit ASP_DMR.2-12 is identical to work unit ASP_DMR.1-6.

The action fails if any of the work units fail to confirm the relevant requirement.
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ASP_DMR.2-6 The evaluator shall examine the domain security requirements rationale to confirm that it

traces each

SSF back to the functional security objectives for the domain.

If there are no unique functional security requirements for the domain, this work unit is not applicable, and
therefore considered to be satisfied.

The evaluator should determine that each SSF traces back to at least one functional security objective for the
domain. Failure to trace implies that either the domain security requirements rationale is incomplete, the
security objectives for the domain are incomplete, or the SSF has no useful purpose.
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ASP_DMR.2-7 The evaluator shall examine the domain security requirements rationale to confirm that it
demonstrates that the domain SSFs meet all unique functional security objectives for the domain not met by
other domains or external systems.

If there are no unique functional security requirements and functional security objectives for the domain, this
work unit is not applicable, and therefore considered to be satisfied.

If there is a functional security objective for the domain, to which no SSFs trace back, and which is not met by
other domains or external systems, this work unit fails.

The jevaluator should also determine that each SSF that traces back to a functional security)objgctive for the
domain is necessary: when the SSF is satisfied, it actually contributes to achieving the sgcurity objective.

ASP| DMR.2-8 The evaluator shall examine the domain security requirements (rationale to cgnfirm that it
dempnstrates that the domain SSFs meet all functional security objectives for thexSTOE that ar¢ identified in

If there are no unique functional security requirements for the domain and'no functional security gbjectives for
the whole STOE met by individual domains, this work unit is not applicable, and therefore consjdered to be

If there is a functional security objective for the whole STOE0 be met by individual domains,|to which no

The jevaluator should determine that the SSFs are suffigient: if all SSFs that trace back to each pbjective for
the whole STOE to be met by individual domains are satisfied, then that functional security objgctive for the

The jevaluator should also determine that eagh SSF that traces back to a functional security objgctive for the
whole STOE to be met by individual domains is necessary: when the SSF is satisfied, it actually cpntributes to
achigving the security objective.

ASP[ DMR.2-9 The evaluator shall examine the domain security requirements rationale to cgnfirm that it
tracgs each SSA back to the assuirance security objectives for the domain.

If there are no unique assurance security requirements for the domain, this work unit is not applicable, and
thergfore considered t@ be satisfied.

The pvaluator sheuld determine that each SSA traces back to at least one assurance security objective for the
dompin. Failuré/te trace implies that either the security requirements rationale is incomplete, |the security
objettives foarthe domain are incomplete, or the SSA has no useful purpose.

ASP| DMR2-10The evaluator shall examine the domain security requirements rationale to cgnfirm that it
dembnstrates that the SSAs meet all Ilni('11I 1&_assurance secl |rify nhjnrfi\/ne for the domain

If there are no unique assurance security requirements and assurance security objectives for the domain, this
work unit is not applicable, and therefore considered to be satisfied.

If there is an assurance security objective for the domain, to which no SSAs trace back, this work unit fails.

The evaluator should determine that the SSAs are sufficient: if all SSAs that trace back to each objective are
satisfied, then that assurance security objective for the domain is achieved.

The evaluator should also determine that each SSA that traces back to a assurance security objective for the
domain is necessary: when the SSA is satisfied, it actually contributes to achieving the security objective.

© ISO/IEC 2010 — All rights reserved 177


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 19791:2010(E)

ASP_DMR.2-11The evaluator shall examine the domain security requirements rationale to confirm that it
demonstrates that the domain SSAs meet all assurance security objectives for the STOE that are identified in
the security requirements rationale for the whole STOE as met by individual domains.

If there are no unique assurance security requirements and no assurance security objectives for the whole
STOE to be met by individual domains, this work unit is not applicable, and therefore considered to be
satisfied.

If there is an assurance security objective for the whole STOE to be met by individual domains, to which no
domain SSAs trace back, this work unit fails.

The evaluatprshould determine that the SSAS are sufficlent ifal-SSAS that trace back 1o each objectivie for
the whole S[TOE to be met by individual domains are satisfied, then that assurance security objective\for the
whole STOH is achieved.

The evaluatpr should also determine that each SSA that traces back to a assurance security ©bjective fgr the
whole STOH is necessary: when the SSA is satisfied, it actually contributes to achieving the-security objegtive.

D.3 Clasg ASS: System Security Target evaluation

D.3.1 Intrqduction
The purpos¢ of the System Security Target evaluation class is to confirm that an SST is a complete| and
consistent specification of the security properties of the STOE it represents, and if it references SPPs, PlPs or
packages, that it is a correct instantiation of those specifications.

There are thirteen families within this class, dealing with different aspects of SST specification. The final six
are used to assess domain-specific aspects of the STOE for.each domain within the STOE.

D.3.2 SST|introduction (ASS_INT)

D.3.2.1 F3gmily Structure

This family gontains one component, ASSINT.1 SST introduction.
D.3.2.2 Evaluation of sub-activity ASS_INT.1

D.3.2.21 |Action ASS_INT.1.1E

This action fequires thé/evaluator to examine the SST introduction for content and presentation and is made
up of eleven|work units! The action fails if any of the work units fail to confirm the relevant requirement.

ASS_INT.1-| { THe evaluator shall check that the SST introduction contains an SST reference, a STOE
reference, alSTOF averview a STOF description and a domain organization specification

ASS_INT.1-2 The evaluator shall examine the SST reference to confirm that it uniquely identifies the SST.

ASS_INT.1-3 The evaluator shall examine the STOE reference to confirm that it uniquely identifies the
STOE.

This includes identifying the version of the STOE that matches this version of the SST, if more than one
version could exist.

ASS_INT.1-4 The evaluator shall examine the STOE overview to confirm that it summarizes the usage and
major security features of the STOE.

178 © ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=f44ee20991938022eb4824ab71b0b010

ISO/IEC TR 197

91:2010(E)

ASS_INT.1-5 The evaluator shall examine the STOE overview to confirm that it identifies the STOE type.

The STOE type may be “operational system”, or some more precise definition.

ASS_INT.1-6  The evaluator shall examine the STOE overview to confirm that it identifies the relationships

and interfaces to any external operational systems required by the STOE.

The identification should enable any reader of the SST introduction to establish which external operational

systems interface to the STOE and why.

ASS_INT.1-7 The evaluator shall examine the STOE description to confirm that it describes

the physical

scoge of the STOE.

The |description should establish the physical boundaries of the STOE so that it is clear,whether particular
physfical assets are part of the STOE or not.

ASS| INT.1-8 The evaluator shall examine the STOE description to confirm that it describep the logical
scope of the STOE.

The |description should establish the logical boundaries of the STOE sp. that it is clear whether particular
functions or procedures are part of the STOE or not.

ASS| INT.1-9 The evaluator shall examine the STOE deseription to confirm that it identifies the
devglopment environments for the STOE, including any unigue characteristics of indiviqual domain
devglopment environments.

The |description should identify those parts of the STOE development that take place outside the operational
system. Typically, operational systems include bought-in products and applications produced by outside
parties, and these may be integrated together inc<a“development environment distinct from thg operational
systém environment.

ASS| INT.1-10 The evaluator shall examine the domain organization specification to confirm that it

desdribes the organization of constructed Security domains and the identification and physical sq
secyrity domain.

If the operational system consists-af a single domain, this work unit is satisfied by a statement th

ope of each

at there is a

hat for each
hins and any

at there is a

This action requires the evaluator to look for inconsistencies within the SST introduction and is made up of
one work unit. The action fails if the work unit fail to confirm the relevant requirement.

ASS INT.1-12 The evaluator shall confirm that the STOE reference, the STOE overview, the STOE
description and the domain organization specification are consistent with each other.

The evaluator should look at each item in turn to identify information that is inconsistent with statements of fact
in the other parts. For example, if the STOE overview says that the system has accounting functions, but the
domain organization specification defines only domains dealing with office automation facilities, this would be
inconsistent.
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D.3.3 Conformance claims (ASS_CCL)

D.3.3.1 Fa

This family ¢

mily Structure

ontains one component, ASS_CCL.1 Conformance claims.

D.3.3.2 Evaluation of sub-activity ASS_CCL.1

D.3.3.2.1  Action ASS_CCL.1.1E

This action [equires the evatuator to examine the Conformance Crainm and conformance ctaims rationate for
content and|presentation and is made up of ten work units. The action fails if any of the work unijts.fail to
confirm the felevant requirement.

ASS_CCL.11 The evaluator shall examine the conformance claim to confirm that it contains a crjteria
conformanci claim that identifies the version of this Technical Report to which the SST and\the STOE ¢laim
conformance.

ASS_CCL.1}2 The evaluator shall examine the criteria conformance claim to confirm that it describe$ the
functional cpnformance of the SST to this Technical Report as either TR 19791 _functionally conformant or
TR 19791 functionally extended.

ASS_CCL.1}3 The evaluator shall examine the criteria conformance elaim to confirm that it describe$ the
assurance donformance of the SST to this Technical Report as either. TR 19791 assurance conformapt or
TR 19791 agsurance extended.

ASS_CCL.114 The evaluator shall examine the criteria confearmance claim to confirm that it is consistent
with the extgnded components definition.

If extended components are defined, then the criteriaxConformance claim must be functionally or assurgnce
extended, off both.

ASS_CCL.1}5 The evaluator shall examine the conformance claim to confirm that it identifies all SPPs,
PPs, STs arld security requirement packages'te which the SST claims conformance.

The evaluatpr should confirm that any\referenced SPPs, PPs, STs and security requirement packages are
unambiguously identified, and that there are no descriptive references to SPPs, PPs, STs or segurity
requirement|packages in the SST ‘introduction that are not listed here.

ASS_CCL.16 The evaluator shall examine the conformance claim to confirm that it describes| any
conformance of the SST {o'a'package as either package-conformant or package-augmented.

If the SST Hoes not_claim conformance to any packages, this work unit is not applicable and therg¢fore
considered to bersatisfied. Otherwise, the evaluator should check that the SSFs and SSAs defined in the|SST
are consistenptavith’the type of conformance claimed for each identified package.

ASS_CCL.1-

7 The evaluator shall examine the conformance claims

rationale to confirm that

it

demonstrates that the STOE type is consistent with the STOE type in the SPPs, PPs and STs for which
conformance is being claimed.

If the SST does not claim conformance to any SPPs, PPs or STs, this work unit is not applicable and therefore
considered to be satisfied. To demonstrate consistency, a direct relationship between STOE types is not
necessary; just that there are no contradictions in the information supplied.

ASS_CCL.1-8 The evaluator shall examine the conformance claims rationale to confirm that it
demonstrates that the statement of the security problem definition is consistent with the statement of the
security problem definition in the SPPs, PPs and STs for which conformance is being claimed.
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If the SST does not claim conformance to any SPPs, PPs or STs, this work unit is not applicable and therefore
considered to be satisfied. If an SPP, PP or ST that is referenced has no security policy definition, it is
considered consistent without further examination.

ASS CCL.1-9 The evaluator shall examine the conformance claims rationale to confirm that it
demonstrates that the statement of objectives is consistent with the statement of objectives in the SPPs, PPs
and STs for which conformance is being claimed.

If the SST does not claim conformance to any SPPs, PPs or STs, this work unit is not applicable and therefore
considered to be satisfied. If an SPP, PP or ST that is referenced has no statement of security objectives, it is
considered consistent without further examination.

ASS
dem
requ

firm that it
of security

| CCL.1-10 The evaluator shall examine the conformance claims rationale to jcen
bnstrates that the statement of security requirements is consistent with the statement]
rements in the SPPs, PPs, STs and packages for which conformance is being claimed:

If thq
and

SST does not claim conformance to any SPPs, PPs, STs or packages, thiscwork unit is n
herefore considered to be satisfied.

bt applicable

If an
assuy

SST claims conformance to a PP or ST, the rationale must show that OSF are defined that satisfy the
mptions about the operational environment in the security problem definition section of the PR/ST.

D.3.4 Security problem definition (ASS_SPD)

D.3.4.1 Family Structure

This|family contains one component, ASS_SPD.1 Secufity problem definition.
D.3.4.2 Evaluation of sub-activity ASS_SPD.1

D.3.4.21  Action ASS_SPD.1.1E

This|action requires the evaluator to examine the security problem definition for content and pres|
i de up of three work units. The, detion fails if any of the work units fail to confirm the relevant r

ASS
risks

| SPD.1-1 The evaluator-shall examine the security problem definition to confirm that it
applicable to the STOE, and that each risk is categorised as acceptable or unacceptable.

If all
case

security objectives are derived from policies, there need be no description of risks in the
, this work unit is.not applicable, and therefore considered to be satisfied.

Risk
unad

5 should beddentified in a risk assessment, and each risk then analysed and categorised as 4
ceptable:

ASS

| SPD.1-2 The evaluator shall examine the security problem definition to confirm that all y

entation and
equirement.
lescribes all
SPD. In this

cceptable or

nacceptable

risk:
agent, an asset, and an adverse action.
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If all security objectives are derived from policies, or all risks are categorised as acceptable, this
not applicable, and therefore considered to be satisfied.

of a threat

work unit is

Threat agents may be further described by aspects such as expertise, resource, opportunity, and motivation.

ASS _SPD.1-3 The evaluator shall examine the security problem definition to confirm that it d
OSPs.

If all security objectives are derived from threats, there need be no description of OSPs in the
case, this work unit is not applicable, and therefore considered to be satisfied.
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D.3.5 Security objectives (ASS_OBJ)

D.3.5.1

Family Structure

This family contains one component, ASS_OBJ.1 Security objectives.

D.3.5.2 Evaluation of sub-activity ASS_OBJ.1

D.3.5.2.1

Action ASS_OBJ.1.1E

This action
rationale for|
units fail to @

ASS_OBJ.1

the functional security objectives for the STOE.

ASS_0OBJ.1
any function

If no functio
and therefor]

Security obj
be validated

ASS_OBJ.1
the assuran

ASS_OBJ.1

functional sécurity objective for the STOE back to.risks countered by that security objective and/or Q

enforced by

Each functiq
threats and

ASS OBJ.1
functional se
and/or OSP4

If no functio
and therefor

Each functid
combination

equiTes the evaluator to examine the staterment of Security objectives and Security obje
content and presentation and is made up of eight work units. The action fails if any of the
onfirm the relevant requirement.

1 The evaluator shall examine the statement of security objectives to confirm ¢hat it desc

2 The evaluator shall examine the statement of security objectives to €onfirm that it desc
bl security objectives met by external operational systems.

hal security objectives are met by external operational systems, ‘this" work unit is not applic
b considered to be satisfied.

pctives met by external operational systems are not considered further in SST evaluation, by
in any STOE evaluation.

3 The evaluator shall examine the statement of ‘Security objectives to confirm that it desc|
e security objectives for the STOE.

4 The evaluator shall examine the security objectives rationale to confirm that it traces
that security objective.

nal security objective for the STOE may trace back to threats or OSPs, or a combinatig
DSPs, but it must trace back fo:at least one threat or OSP.

5 The evaluator shall examine the security objectives rationale to confirm that it traces
curity objective for external operational systems back to risks countered by that security obje
enforced by that sécurity objective.

hal security ebjectives are met by external operational systems, this work unit is not applic
b considered-to be satisfied.

nal security objective for external operational systems may trace back to threats or OSPs,
ofihreats and OSPs, but it must trace back to at least one threat or OSP.

ives
work

ribes

ribes

able,

t will

ribes

pach
SPs

n of

each
ctive

able,

or a

ASS_OBJ.1-6 The evaluator shall examine the security objectives rationale to confirm that it demonstrates
that the functional security objectives counter all unacceptable risks.

For each unacceptable risk, the evaluator should confirm that if all functional security objectives that trace

back to that

risk are achieved, the risk is eliminated, or mitigated to an acceptable level.

The evaluator also confirms that each functional security objective that traces back to an unacceptable risk is
necessary: if the security objective is achieved, it actually contributes to the elimination or mitigation of that

risk.

If for any unacceptable risk, no functional security objective traces back to that risk, this work unit fails.
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ASS_OBJ.1-7 The evaluator shall examine the security objectives rationale to confirm that it demonstrates
that the functional security objectives enforce all OSPs.

For each OSP, the evaluator should confirm that if all functional security objectives that trace back to that OSP
are achieved, the OSP is enforced.

The evaluator also confirms that each functional security objective that traces back to an OSP is necessary: if
the security objective is achieved, it actually contributes to the enforcement of that OSP.

If for any OSP, no functional security objective traces back to that OSP, this work unit fails.

ASS[OBJT-8_ The evaluator shall examine the Security objectives rationale to confirm that It géxplains why
the gssurance security objectives were chosen.

The pvaluator confirms that reasons why the objectives were chosen are given. However, these r¢asons need
not Re justified, and may even be stated as arbitrary choice.

D.36 Extended components definition (ASS_ECD)

D.3.6.1 Family Structure

This|family contains one component, ASS_ECD.1 Extended components definition.
D.3.6.2 Evaluation of sub-activity ASS_ECD.1

D.3.6.21  Action ASS_ECD.1.1E

This| action requires the evaluator to examine the statement of security requirements and the extended
components definition for content and presentation, and is made up of five work units. The action fails if any of
the work units fail to confirm the relevant requirement.

ASS| ECD.1-1 The evaluator shall examine the statement of security requirements to copfirm that it
identifies all extended security requirements.

The pvaluator should check that all'security requirements not identified as extended security requjrements are
basgdd on components from ISO/IEC 15408 or this Technical Report.

ASS| ECD.1-2 The evaluator shall examine the extended components definition to confirm that|it defines an
extepded component.for each extended security requirement.

The |evaluator shiould check that all security requirements identified as extended security requirements are
basgd on compenents defined in the extended components definition.

If the S8&T,*contains no extended security requirements, this work unit is not applicable, apd therefore
congidered to be satisfied.

ASS_ECD.1-3 The evaluator shall examine the extended components definition to confirm that it describes
how each extended component is related to the existing components, families, and classes in ISO/IEC 15408
or this Technical Report.

If the SST contains no extended security requirements, this work unit is not applicable, and therefore
considered to be satisfied.

ASS_ECD.1-4 The evaluator shall examine the extended components definition to confirm that each

definition uses the existing components, families, classes, and methodology in ISO/IEC 15408 or this
Technical Report as a model for presentation.
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If the SST contains no extended security requirements, this work unit is not applicable, and therefore
considered to be satisfied.

If an extended component definition fails to follow the ISO/IEC 15408 model of presentation in a way that
prevents this methodology being applied to its use, the work unit fails. The work unit also fails if an extended
component is defined in a way that is inconsistent with the claimed relationship with existing components,
families, and classes.

ASS_ECD.1-5 The evaluator shall examine the extended components definition to confirm that each
extended component consists of measurable and objective elements such that compliance or non-compliance

to these elements can be demonstrated.

If the SST [contains no extended security requirements, this work unit is not applicable, and ther¢fore
considered o be satisfied.

The evaluatpr should determine that requirements based on each extended component definition cah be
evaluated without subjective evaluator judgement.

D.3.6.2.2 |[Action ASS_ECD.1.2E

This action rnequires the evaluator to show that no extended component in the extended components definition
readily duplifates existing components, and is made up of one work unit. The\action fails if the work unif] fails
to confirm the relevant requirement.

ASS_ECD.16 The evaluator shall confirm that no extended component can be clearly expressed ysing
existing components.

If the SST [contains no extended security requirements, this* work unit is not applicable, and ther¢fore
considered to be satisfied.

In performirjg this check, the evaluator should take into account components from ISO/IEC 15408, this
Technical Report, and other extended componentstdefined in the SST, including refinements, substitufions
and combinations of components. The check shauld not be exhaustive, merely sufficient to detect and exglude
unnecessary complication, if requirements can.be clearly expressed by using other components.

D.3.7 Security requirements (ASS.'REQ)

D.3.7.1 Family Structure

This family pontains two components, ASS_REQ.1 Stated security requirements and ASS_REQ.2 Defived
security reqyirements.

D.3.7.2 Evaluation-of sub-activity ASS_REQ.1

D.3.7.2.1 |Action ASS_REQ.1.1E

This action requires the evaluator to examine the statement of security requirements and the security
requirements rationale for content and presentation and is made up of six work units. The action fails if any of
the work units fail to confirm the relevant requirement.

ASS_REQ.1-1 The evaluator shall examine the statement of security requirements to confirm that it
describes the SSFs and the SSAs.

SSFs and SSAs may be included in the SST by reference to an SPP, PP, ST or package, as well as by being
explicitly stated.

ASS_REQ.1-2 The evaluator shall examine the SST to confirm that it defines all subjects, objects,
operations, security attributes, external entities and other terms that are used in the SSFs and the SSAs.
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The goal of this work unit is to ensure that the SFRs and SARs are well-defined and that no misunderstanding
may occur due to the introduction of vague terms. This work unit should not be taken into extremes, by forcing
the SST writer to define every single word. Terms may be defined within the statement of security
requirements, but may also be defined elsewhere within the SST.

ASS_REQ.1-3 The evaluator shall examine the statement of security requirements to confirm that it
identifies all operations on the security requirements.

Identification may be achieved by typographical distinctions, or by explicit identification in the surrounding text,

or by any other distinctive means.

ASS[REQ 14— The evaluator sha iifirm that all
opergtions are performed correctly.

This|applies to assignment, selection, iteration and refinement operations, as specified in ISO/IEC|15408.
ASS| REQ.1-5 The evaluator shall examine the security requirements rationale to confirm that each
depgndency between security requirements is satisfied, or justified as not being satisfied.

A dgpendency is satisfied by the inclusion of the relevant component (or.one that is hierarchical to it) within

the s
be m

This

tatement of security requirements. The component used to satisfy the-dependency should,
odified by operations to ensure that it actually satisfies that dependericy.

is the only function for the security requirements rationale fer-this member of the security 1

f necessary,

equirements

family. A simple list that shows how each dependency is satisfied, or identifies it explicitly as “not|satisfied”, is
suffigient to satisfy this work unit: no greater justification is needed.

ASS| REQ.1-6 The evaluator shall examine the statement of security requirements to confirm that it is
interpally consistent.

The pvaluator should determine that on all oceasions where different security requirements apply|to the same
types of developer evidence, events, operations, data, tests to be performed etc. or to “all pbjects”, “all

subjects” etc., that these requirements do. ot conflict.

D.3.]

D.3.]

This
requ
ASS
resp

The

7.3 Evaluation of sub-activity’ASS_REQ.2

r.3.1  Action ASS_REQ.2.1E

action requires thevevaluator to examine the statement of security requirements and
rements rationate~for content and presentation and is made up of ten work units, ASS|
| REQ.2-10. Work units ASS_REQ.2-1 to ASS_REQ.2-4 are identical to ASS_REQ.1-1 to A§
ectively. Workunit ASS_REQ.2-10 is identical to work unit ASS_REQ.1-6.

action<fails if any of the work units fail to confirm the relevant requirement.

ASS

the security
|REQ.2-1 to
5S_REQ.1-4

| REQ.2-5 The evaluator shall examine the security requirements rationale to confirr

h that each

dependency between security requirements is satisfied, or justified as not being satisfied.

This work unit is identical in specification to ASS_REQ.1-5. However, if a dependency is not satisfied, the
justification should explain, by reference to the security objectives or otherwise, why the dependency is not
necessary or useful.

ASS_REQ.2-6 The evaluator shall examine the security requirements rationale to confirm that it traces each
SSF back to the functional security objectives for the STOE.

The evaluator should determine that each SSF traces back to at least one functional security objective for the
STOE. Failure to trace implies that either the security requirements rationale is incomplete, the security
objectives for the STOE are incomplete, or the SSF has no useful purpose.
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ASS_REQ.2-7 The evaluator shall examine the security requirements rationale to confirm that it
demonstrates that the SSFs meet all functional security objectives for the STOE not met by external systems
or individual domains.

If there is a functional security objective for the STOE, to which no SSFs trace back, and which is not
identified as being met by external systems or individual domains, this work unit fails.

The evaluator should determine that the SSFs are sufficient: if all SSFs that trace back to each objective are
satisfied, then that functional security objective for the STOE is achieved.

The evaluator should also determine that each SSF that traces back to a functional security objective for the

STOE is ned

ASS REQ.Z
SSA back tg

The evaluat
STOE. Faily
objectives fqg

ASS REQ.Z
demonstratsg
domains.

If there is a
identified as

The evaluat
satisfied, thq

The evaluat
STOE is neq

D.3.8 STOE summary specification (ASS_TSS)

D.3.8.1
This family g
D.3.8.2 Eyv

D.3.8.2.1

This action
and is mad

Family Structure

-8 The evaluator shall examine the security requirements rationale to confirm that it traces
the assurance security objectives for the STOE.

br should determine that each SSA traces back to at least one assurance security‘objective fq
re to trace implies that either the security requirements rationale is incomplete, the seq
r the STOE are incomplete, or the SSA has no useful purpose.

-9 The evaluator shall examine the security requirements ationale to confirm th
s that the SSAs meet all assurance security objectives for the\xSTOE not met by indiv

h assurance security objective for the STOE, to which no- SSAs trace back, and which ig
being met by individual domains, this work unit fails.

n that assurance security objective for the STQE\is achieved.

br should also determine that each SSA that\traces back to a assurance security objective fg
essary: when the SSA is satisfied, it actually contributes to achieving the security objective.

ontains one component, ASS_TSS.1 STOE summary specification.
aluation of sub-activity ASS_TSS.1

Action ASS_TSS.1.1E

equires the evaluator to examine the STOE summary specification for content and present

each

r the
urity

at it
dual

not

br should determine that the SSAs are sufficient;.if all SSAs that trace back to each objectiv¢ are

r the

ation
vant

b bp-of two work units. The action fails if either of the work units fail to confirm the relg

requirement:

ASS_TSS.1-

1 The evaluator shall examine the STOE summary specification to confirm that it desc

how the STOE meets each SSF.

ribes

This description is intended as an overview, and should not be overly detailed. lts main function should be to
identify where different subsystems achieve the same SSF but in different ways

ASS_TSS.1-2 The evaluator shall examine the STOE summary specification to confirm that it describes
how the STOE meets each SSA.

This description is intended as an overview, and should not be overly detailed. lts main function should be to
identify where different domains achieve the same SSA but in different ways.
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D.3.8.2.2 Action ASS_TSS.1.2E

This action requires the evaluator to confirm that the STOE summary specification is consistent with the
descriptive elements of the SST introduction. It is made up of one work unit.

ASS_TSS.1-3 The evaluator shall confirm that the STOE summary specification is consistent with the
STOE overview and the STOE description.

The evaluator should look at each specification in turn to identify information that is inconsistent with
statements of fact in the other specification. For example, if the STOE description states that the STOE
provides a remote web access service, but the STOE summary specification describes only local access
faciliffes; this woutd be Tnconsistent.

The jevaluator should also check that there are no security features described in the STOE\overyiew that are
not present in the STOE summary specification, and therefore traceable back to the security ohjectives and
secyrity problem definition.

D.3.9 Security domain introduction (ASS_DMI)

D.3.9.1 Family Structure

This|family contains one component, ASS_DMI.1 Security domain infroduction.
D.3.9.2 Evaluation of sub-activity ASS_DMI.1

D.3.9.21  Action ASS_DMI.1.1E

This|action requires the evaluator to examine each.security domain introduction for content and presentation
and |is made up of five work units. The actionzfails if any of the work units fail to confirm fthe relevant
requjrement.

ASS| DMIL.1-1  The evaluator shall check’that the security domain introduction contains a security domain
reference, a security domain overview.and a security domain description.

ASS| DMIL.1-2 The evaluator .shall examine the security domain reference to confirm that it uniquely
identifies the security domain.

ASS| DMIL.1-3 The evaluator shall examine the security domain overview to confirm that it sumpmarizes the
usade and major security features of the security domain.

ASS| DMI.1-4 _Theevaluator shall examine the security domain description to confirm that it identifies the
included subsystéms and/or components.

The |identification should enable any reader of the security domain introduction to establish the| relationship
betweén ~this security domain and the subsystems/components from which the operationgl system is
constructed:

ASS_DMI.1-5 The evaluator shall examine the security domain description to confirm that it identifies the
relationships and interfaces to other domains.

The identification should enable any reader of the security domain introduction to establish the relationship
between this security domain and others.

D.3.9.2.2 Action ASS_DMI.1.2E

This action requires the evaluator to look for inconsistencies within each security domain introduction and is
made up of one work unit.
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