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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International Electrotech

nical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular f|elds of technical act|V|ty ISO and IEC

technical copam
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Arittees—colaberate—n-tfields—ef-mutnalnterest—Otherinternational-erganizations—governm
ernmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inform
SO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
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dopted by the joint technical committee are circulated to national bodies forwoting. Publicatig
nal Standard requires approval by at least 75 % of the national bodies casting a vote.

bl circumstances, the joint technical committee may propose the publication of a Technical R
following types:

when the required support cannot be obtained for the publication of an International Stan
repeated efforts;

Wwhen the subject is still under technical development or where for any other reason there i
ut not immediate possibility of an agreement on an'International Standard;

when the joint technical committee has-.collected data of a different kind from that whi
published as an International Standard (“state of the art”, for example).

bports of types 1 and 2 are subject-to review within three years of publication, to decide wh
transformed into International Standards. Technical Reports of type 3 do not necessarily ha
until the data they provide are/considered to be no longer valid or useful.
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Introduction

Configuration management (CM) is a process central to the software engineering life cycle. CM has been
established as an ISO/IEC standard life cycle process in ISO/IEC 12207:2008, Systems and software
engineering — Software life cycle processes and ISO/IEC 15288:2008, Systems and software engineering —
System life cycle processes.

ISO/
perfq

that i CM tool user can expect from a tool in order to support the CM process and other software|

EC 12207 and ISO/IEC 15288 describe a comprehensive set of processes, activities and
rmed when acquiring or developing software. However, these documents do not addreSs thg

tasks to be
capabilities
engineering

life ¢ycle activities. There is a gap between CM process descriptions and corresponding CM process

autofnation which affects both tool users and tool suppliers.

This

tool evaluation by prospective users can be complex, time consuming, and expensive. This Tech
help$ to characterize what a CM tool can and cannot do in the CM process.

This

The |capabilities defined in this Technical Report are linked to ISO/IEC 12207 and ISO/IEC 152

prov

Interhational Standards.

Technical Report provides guidance in the evaluation and selection for €M.tools during acq

Technical Report provides guidance for tool manufacturers in implementing a minimum set o

de tool manufacturers with guidance on the characteristics’ their tools should support to
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Information technology — Systems and software engineering —
Guide for configuration management tool capabilities

1 [Scope

This|Technical Report provides guidance for configuration management tool capabilities .from which systems
and software development life cycle activities can be supported.

ISO/JEC 14102:2008, Information technology — Guideline for the evaluation and“selection of CASE tools,
detalls a set of evaluation criteria for CASE tools without referencing a specificlactivity or task which the tool
supgorts. This lack of consideration on a specific activity or task causes”tsers confusion and difficulty in
evalliating and selecting the right tools.

This|Technical Report supplements ISO/IEC 14102:2008 by providing*a set of minimum tool capabilities for

conflguration management. It can be used as the set of criteria”by a potential user during ap acquisition
process, or by a configuration management tool supplier to help:identify desirable tool capabilities

2 Normative references
The |following referenced documents are indispensable for the application of this documen{. For dated
references, only the edition cited applies. Eérundated references, the latest edition of thg referenced
docyment (including any amendments) appli€s.

ISO/JEC 12207:2008, Systems and software engineering — Software life cycle processes

ISO/JEC 15288:2008, Systems and'software engineering — System life cycle processes

3 [Terms and definitions
For the purposes of this document, the following terms and definitions apply.
31

attribute
propprty associated with a set of real or abstract things that is some characteristic of interest

3.2
baseline

version of a configuration, specification, or product that has been formally reviewed and agreed upon, that
thereafter serves as the basis for further development, and that can be changed only through formal change
control procedures

[ISO/IEC 12207:2008 and ISO/IEC 15288:2008]
3.3
branch

deviation from the main development line for a configuration item, which allows different persons to work on
the same item at the same time

© ISO/IEC 2010 — All rights reserved 1
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34
build
process of generating (archiving) an executable and testable system from source versions or baselines

NOTE The build needs to compile and link the various versions in the correct order. The build tools can be integrated
into a configuration management tool.

3.5

change request

CR

formal procedure for submitting a request for an adjustment of a configuration item

3.6
configuration item
entity within|a configuration that satisfies an end use function and that can be uniquely identified.at a given
reference pqint

[ISO/IEC 12P07:2008 and ISO/IEC 15288:2008]

3.7
configuration management
CM
coordinated jactivities to direct and control configuration

3.8
CM service$
abstract desgription of work done by CM tools

NOTE AJservice is self contained, coherent, discrete, and can be‘composed of other services.

3.9

CM tool
software prpduct that can assist software engifieers by providing automated support for configurption
management activities

3.10
configurati¢n status accounting
CSA
element of ¢onfiguration management that consists of the recording and reporting of information needed to
manage a cpnfiguration effectively

[ISO/IEC 24f65]
3.1

delta
difference thween two versions

3.12

software/system element

element that defines and prescribes what a software or system is composed of (for example, requirements,
design, code, test cases, and version number)

NOTE An element can contain sub elements or other software/system elements that are dependent on the top level
element.

3.13

release

particular version of a configuration item that is made available for a specific purpose (for example, test
release)

2 © ISO/IEC 2010 — All rights reserved
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3.14
traceability
degree to which each element in a software development product establishes its reason for existing

3.15
version
identified instance of a configuration item

NOTE Modification to a version of a software product, resulting in a new version, requires configuration management
action.

3.16
versjon identifier
supglementary information used to distinguish a version of a configuration item from other version

o

NOTE Version numbers are used to compare the version of the software product against another versiop.

4 Application of this Technical Report

4.1 | Overview
This|clause presents the benefits to groups of people that acquiré~supply, develop, operate, anfl maintain a

CM fool. The objective is to provide a road map for the users of this Technical Report so that they can orient
themselves in it and apply it judiciously.

4.2 | CM personnel

Perspnnel involved in the performance of one or more CM activities will benefit from this Technigal Report as
folloyvs:

— pbtain a better understanding of the relationship between the activities in which they are involved and CM
fool capabilities

— |dentify processes or activities\that can be improved through better support by a CM tool

— have an objective basis.for‘a better comparison, evaluation, and assessment of CM tools

4.3 | Tool suppliers
Suppliers of software engineering tools will benefit from this Technical Report as follows:

— Hdevelop:CM tools consistent with the International Standards ISO/IEC 12207:2008, ISO/IEC (15288:2008,
and ISO/IEC 14102:2008

— provide CM tools that can be shown to support an internationally accepted set of capabilities

4.4 Acquirers

People involved in the purchase of CM tools will benefit from this Technical Report as follows:
— review CM services that can contribute to CM process improvement

— identify criteria for selecting CM tools

— compare competing CM tools based upon this Technical Report

© ISO/IEC 2010 — All rights reserved 3
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5 Capabilities of configuration management tools

5.1 Overview of configuration management tool capabilities

Throughout the systems and software life cycle, different artifacts (e.g., hardware, software, documents) exist

in different v
and assures

ersions at different times and changes arise constantly. Configuration Management (CM) verifies
that a product performs as intended by providing visibility and control of product’s functional and

physical characteristics. A CM tool can provide automated assistance for CM activities: configuration

identification

, change management, reports, status accounting, and auditing. This Technical Report provides

the tool capabilities for the automation of CM activities to support software and systems lifecycle processes.

NOTE The following documents have been reviewed for identifying the CM tool capabilities: ISO/IEC 122072008,
ISO/IEC 15248:2008, ISO/IEC TR 15846, ISO/IEC TR 19759 SWEBOK, ISO/IEC 14102:2008, ISO 10007:2003,
ISO/IEC 15940:2006, IEEE 828:1990, ANSI/EIA 649:1998, and commercial tool information. The life cycle processes and

activities fro
document.

5.2 Configuration management tool capabilities

5.21 Ovel

The CM a
identification

these references have been used as the basis for the CM tool capability categorization, found i this

view

ctivities  described in ISO/IEC 12207:2008 and ISO/IEC 15288:2008 includes configuration
, configuration baselining, configuration control, configuratiorn status accounting, configurption

auditing, andl release management and delivery. Besides of these CM ‘activities, integrating CM tools intp the

software de
only the caq
platforms.

5.2.2 Conf

Configuratio
the different

configuration item. The tools should provide the-following capabilities for the configuration items:

— identifyi
— specifyi
— defining

NOTE R
and task.

5.2.3 Cont

elopment environment is also a key for automated CM support. The CM tool should providé¢ not
abilities supporting the CM activities but also the taolintegration capability into other tools and
iguration identification
n identification should capture the attributes of the software to be controlled: the software contents,
versions of contents, the operation data, and any other essential elements that constitutg¢ the
hg configuration items

g configuration item relationship

states and specifying status of configuration items

efer to 1ISO/IEC\12207:2008 and ISO/IEC 15288:2008 for the output of software lifecycle process, adtivity,

iguration baselining

For each co

£ 4 e (TN : 41 4 ) 1l ) £l : [T £ ) 1 .
mMyuraturT eI daria 1S VEeTSIUNS, U1 TOUT STTOUTU PTUVIUC UITC TUNTUWITTY Lapaulliucs TUT DAasSTITITS.

— creating baseline

— storing the baseline with its version references and identification details

— tracing baselines

— reporting baseline status

© ISO/IEC 2010 — All rights reserved
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5.2.4 Configuration control

The tool should provide the following capabilities for configuration control:

— controlling changes

— controlling access

— controlling versions

5.2.5 _Configuration status accounting

The

5.2.¢

The

5.2.7

The

fool should provide the following capabilities for status accounting:

recording status information

fracing the status

Feporting status of configuration management items

Configuration auditing

fool should provide the following capabilities for configuration“audits:

planning audit

auditing the functional completeness of configuration items against requirements

auditing the physical completeness of the configuration items (whether their design and co
Lp-to-date technical description)

reporting audit results
pnalyzing anomaly
Release management.and delivery
fool should provide-the following capabilities for release management and delivery:
building software products

5toring the)master copies of the code and documentation over the life of the software product

e reflect an

Feplicating, packaging, and delivering of code and documentation in accordance with the pTIicies of the

ﬁrgani7nfinn<‘. invalved

— tracking build and release identification

5.2.8 Other configuration management tool capabilities

The tool should provide the following general capabilities:

integrating with other tools and platforms

© ISO/IEC 2010 — All rights reserved
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5.3 Configuration identification

5.3.1 Overview
Configuration identification is the basis for the subsequent control of the software configuration. This activity

includes identifying items to be controlled, establishing an identification scheme for the items and their
versions, and specifying the relationship and status of the configuration items.

5.3.2 Identifying configuration items

Configuratiop—i identification—should the

software/sygtem elements to be controlled:

— softwar¢/system element contents (e.g., requirements, design, analysis, code, test cases, and ffracegbility
between the elements)

— different versions of configuration item and its constituent components

— softwarg/system element operation data (e.g., history of change, version number, number of change
requests)

— name of configuration item.

The tool shauld provide the following capabilities for configuration item dentification:

— generatjng a unique identifier to distinguish each item (e.g.,-@lphabetic, alphanumeric)

— providing a means of documentation (e.g., templates ar.ferms) of the configuration information to be psed
to descfibe each configuration item (e.g., configuration identification number, link to other configuration

item, link to software structure, link to baseline, link*o version hierarchy, link to storage, owner, creption
date, vgrsion number, and configuration status)

— linking tp change requests associated with the configuration item.

5.3.3 Spegifying configuration item relationship
The structural relationships among the configuration items affect other CM activities or tasks, such as software
building or gnalyzing the impactef proposed changes. The tool should provide the following capabilitigs for
configuration item relationshjps:

— the trac|ng to and frormthe configuration items

— the trac|ng theeonfiguration item relationship links both upward and downward in the software hierarghy

— the mapping of the identified configuration items to the elements of software structure (e.g., system,|sub-
system, component, library, or unit code).

5.3.4 Defining states and specifying status of configuration items

A configuration item may have a lifecycle that goes through different states (e.g., checked-in, checked-out,
change-requested, change-approved, change-rejected, change-reviewed, change-tested, and change-
completed). Changes in state are triggered by conditions or events (e.g., submit, retrieve, change-request-
submit, change-approve, change-review, change-reject, testing, and change-complete).

The status of a configuration item is defined by the state in which it exists at any given time.

6 © ISO/IEC 2010 — All rights reserved
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The tool should provide the following capabilities for configuration item status:

— defining the set of states of configuration items

— defining the conditions or events that enable or enact the change of configuration item status

— specifying the status of configuration items.

5.4

5.4.1
A bg

A cd
traci

5.4.2

follo

5.4.3

The
disp

5.4.4

Trac
shou

18:2010(E)

Configuration baselining
—Overview
seline is a set of configuration items designated at a specific time during the software |life cycle. It
reprg¢sents the approved status of configuration items and provides the point of departure-for further evolution.
nfiguration item belongs to more than one baseline. Baselining activities include ‘the creating, storing,
g, access controlling, and reporting of baseline.
Creating a baseline
Credting a baseline consists of identifying which configuration items are/part of it. The tool shoulq provide the
ving capabilities for initiating baselines:
haming the configuration items and versions specified in the.configuration item hierarchy that comprise
the baseline
Storing baseline
baseline shall be stored with the detailed attributes associated with acceptance, change, support, and
psal of baseline. The tool should provide the.following capabilities for storing baselines:
placing the baseline attributes into_asrepository, (e.g., creation date, owner, acceptance [criteria, and
change history)
the placing of associated tool«information for versioning, build, and release
searching the attribute information of baseline from the repository
Changing the attribute information from the repository
Tracing baseline
pabilityis-a key capability that helps investigate the history of every change in a baseline chain. The tool
Id provide the following capabilities for tracing baselines:
he—tracing—acrossbaselines{e-g—the systemrequirements—baseline—software—reguirements baseline,

design baseline, and delivery baseline)

— tracing the systems and software artifacts including derived ones (e.g., the project plan, requirement
definition document, standards, system analysis document, system design document, prototype, system
test plan and specification, program source code, object code and executable, unit test plan and
specification, test and project data, and user manuals)

© ISO/IEC 2010 — All rights reserved
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5.4.5 Reporting baseline status

The status report on baseline should include a range of baseline information. The tool should provide the
following capabilities for reporting baseline status:

identifie

release

r, and links to other baselines

identifier, and links to other baselines

searching for the baseline information at a minimum by configuration item, change history, status, release

generating a status report on a baseline at a minimum by configuration item, change history, status,

5.5 Conf

5.5.1 Ovel

Software co
the activities

resulting fron the modification of configuration items.

5.5.2 Change control

5.5.2.1

Change control covers the activities for determining what «€hanges to make, approving changes,

implementin
proposi
analyzin
approvi
implem
commu

tracking

5522 P

Change req
baselined cg

reporting change requests associated with a baseline

E;uration control

Overview

'view

hfiguration control is concerned with managing changes during the software life cycle. It cg
for controlling changes, controlling access to the configuration item, 'and controlling vers

j changes as follows:

ng the change request

g the changes

ng or disapproving the request
bnting and releasing the changes
hicating the disposition

the changes
roposing-changes

lest feeds formal procedures for submitting and recording the anomaly or enhancement fror

vers
sions

and

h the

nfiguration item. The tool should provide the following capabilities for proposing changes:

identification number, requester, date of request, reason for change, priority of the proposed changes

person by using email, groupware, or any other electronic communication means

number

, and reason for change

providing a template or a form for change request which includes at a minimum, configuration and version

storing the change request information into a repository and notifying the request to the authorized

querying and tracing the change request at a minimum, by requester, date, configuration identification

© ISO/IEC 2010 — All rights reserved
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5.5.2.3 Analyzing changes

Impact analysis is required to determine the extent of modifications that the change request. The tool should
provide the following capabilities for analyzing changes:

— tracing configuration items and related baselines affected by the proposed change
— tracing any approved modifications affecting the identified configuration items or baselines

5.5.2.4 Approving/disapproving change requests

The autheritvfor-accepting-or+eicctinaproposed-changes-depends-on-a-Configuration-Centrel-Roard (CCB)

Oty TOT oo oo ot g O T oot g Propo St CrangC o O T PO o O o o Ui trioT T o Ot o

The poard reviews each proposed change, approve or disapprove it, and if approved, coordinatg the change
with the affected group. The tool should provide the following capabilities to support the CCB:

— providing a template or a form for describing the scope and reason of the change(e.g., ac¢ept, modify,
reject, or defer)

— PEnabling to specify the associated information (e.g., change priority, change effort, approver/ responsible
persons for the change, due date for the change implementation)

— providing a means of recording the decision of the CCB

5.5.2.5 Implementing/releasing the changes

Afterl the change request is approved, modification should be performed on only the approved modification. To
implément and release each approved change, the tool should provide the following capabilities:

— fracking of which change requests are incorporated into particular software versions and basglines

— pllowing only the versions and baselines which are associated to the approved modifications|be changed
n a workspace

— monitoring that the changes are completed on time and are implemented by the authorized pgrson
— feleasing the changed versions te'the designated medium and destination

— he roll back of a configuration item so that at any point, a configuration item can be brought back to its
previous state

5.5.2.6 Communicating disposition of change requests

The |designated_changes should be distributed by notifying everyone impacted by the dispositipn. The tool
shoyld providethe following capabilities for communication dispositions:

— potifying those who use the affected configuration items if the change is approved

— atifying those wha propased change if the change is rejected or deferred

5.5.2.7 Tracking changes

Managing the audit trail for each configuration item is important in controlling the changes. The tool should
provide the following capabilities for tracking changes:

— tracking the configuration items and versions by change attributes (e.g., the reasons of change, change
request date, change requester, change completion date, configuration identification number, or change
status)

— tracking the status of the modification (e.g., implemented, verified, released)

— representing the status of changes in a reporting form (e.g., table, graph, or chart)

© ISO/IEC 2010 — All rights reserved 9
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5.5.3 Access control

5531 O

verview

Access control ensures the protection of information and data so that unauthorized persons or systems cannot
read or modify the information and, at the same time, authorized persons or systems are not denied access to

the informati

on and data.

5.5.3.2 Specifying and maintaining access

Controlling g

ccess to nnnfignmtinn items starts with Qpppifying the access Im:rmiaeinn and melrity levels

The

tool should

— specifyi

rovide the following capabilities for specifying and maintaining access:

hg different access permissions to configuration items with different status (e.g., login, cheq

check o¢ut for read, check out for modification, change request, change approved/rejected, ch

implem
— specifyi

— specifyi

ented, release, audit)
ng different access permissions by user, group, or role

ng different access permissions to different granularities (e.g., line, code} function, module)

— maintaining the log for all the access to the configuration item by permission and granularity

— providin

5533 C

g an encryption method to ensure secure usage and transmission of data

pncurrency control

Different usérs should be able to gain access concurrently.to the configuration information. The tool sh

provide the f
— produci

— ensurin
serialize

— enablin
same ti

ollowing capabilities for concurrent control:
ng the latest version of a branch when atversion is retrieved for modification

j that only one person at a time~can create a new version using a locking mechanism, fo
d changes to any given version

parallel concurrent development by allowing multiple users access to different versions 4
e

5.5.4 Verslion control

5.5.4.1 Overview

A version co

nsists of a file or a set of files, each with a particular version identification number. Version cg

K in,
Ange

ould

rcing

t the

ntrol
tions

maintains n[ultiple versions or a set of related versions of an application. The fundamental opera

associated i

comparison.

5.5.4.2 Version creation

A new version should be created if changes are anticipated which should not affect the existing version.

The tool should provide the following capabilities for version creation:

— identifying the version of the configuration item to be changed

— placing

10

a new version into the version branches (e.g., sequential, multiple)

rsion
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5.5.4.3 Version modification

Vers

ion modification allows an existing version to evolve by creating a new version.

The tool should provide the following capabilities:

— ameans of modifying a version by creating a new version.

configuration item.

18:2010(E)

a means of preventing simultaneous conflicting modifications by different users to the same version of a

NOT
chan
preve
merg

5.5.4
Merg
merg

be p
the r|

5.5.4

Two
calle

The

- The challenge here is in a multi-user environment in which several users may wish to make
pes to the same version. A common solution to this challenge is to use a check-in/check-out mech
nts a configuration item from being edited by multiple users. Other mechanisms allow multiple changes
ed.

.4  Merging versions

ing is the act of reconciling multiple changes made to different version of the same file. The
ed, resulting in a single new version that contains both sets of changes."In some cases, th
prformed automatically, e.g., the changes don't conflict. In other casés;-a person shall decide
bsulting version should contain. The tool should provide the following“capabilities for merging
merging the content of designated versions

propagating the merge result to the subsequent versions’ along the version tree

recording the merge history in the repository (e:g., date and time, owner, types of merge
changes, new version identification number)

placing a new merged version in the version tree or graph

.5 Comparing versions

versions of a software/system._element may be statically compared, providing a list of the
d deltas.

fool should provide the following capabilities for managing deltas:
comparing two versions of a software/system element and identifying the deltas
undoing selected deltas

applying selected deltas to other versions of the same software/system element

simultaneous
anism, which
that are later

changes are
b merge can
exactly what
versions:

, location of

differences,

5.5.4

Y PV
-6——Change-history

A record may be kept of the sequence of changes made to a version of a software/system element, This
information may then be used to roll back a sequence of changes within the version.

The tool should provide the following capabilities for managing change history:

recording the sequence of changes made to a software/system element
reporting the sequence of changes made to a software/system element

undoing changes

© ISO/IEC 2010 — All rights reserved
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5.54.7

Granularity

Configuration items will vary in size and granularity (e.g., line, functions modules or files). The appropriate
granularity should be specified and document for version control. The tool should provide the following
capabilities for configuration item granularity:

files)

specifying the granularity changes on version, access permission, delta, and merge

5.6 Configuration status accounting

5.6.1 Ovelview

Configuratiop status accounting ensures that configuration status is recorded, monitored) and repdgrted.

Configuratiop status can be identified and managed by tracing the changes to a configuration item in the ¢hain.

5.6.2 Recgrding status information

To enable t:l:e configuration status accounting, the configuration item status_information should be identified

and maintained. The tool should provide the following capabilities for recording status information:

— recording the identification and status of each new and modified configuration item and of baseline

— recording the version and status of each modification (e.g.sversion/release identifiers, change requepted,
and chgnge approved)

5.6.3 Tracjng the status

To capture pnd search the status and history of.gonfiguration items, the tool should provide the following

capabilities:

— tracing the configuration and version identification number (e.g., number of changes to the latest versjons,
comparfsons of versions, the numbef.of releases)

— tracing the other documents affected by each change and update

— tracing the implementation-of approved modifications

5.6.4 Configuration‘status reporting

Reported information can be used by various organizations and project elements. Reporting can take the [form

of ad hoc qpefies”or the periodic production of pre-designed reports. The tool should provide the following

capabilities

history,

r rnlnnrfing and status ar‘r‘mmting'

and change request (CR) status)

specifying the granularity of version, access permission, delta, and merge (e.g., line, functions, modules,

change/problem tracking and reporting (e.g., who made the change, when initiated the change, change

allowing users to tailor the information in various formats (e.g., all unassigned CRs, all pending CRs, all

CRs assigned to a particular person, CRs sorted by date, severity, priority, classification, completion date,
status, and other criteria)

12

generating difference reports containing the differences between two versions of an item

generating release reports containing the release identification and status
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— providing event or transaction log with the history of CM activities performed (e.g., transaction number
date, originator, nature of the entry, affected items, activity, description, participants, impacted items, and
remarks)

— allowing users to write queries to get the configuration information in their own format

— tracking among change requests to source problems (e.g. a failed test may generate multiple change
requests)

5.7

Configuration auditing

5.7.

Confliguration auditing verifies that the software system matches the configuration item specifica

the

Effeq
inted
activ

5.7.2

Audi
sho

5.7.3

5.7.3

Audi
char

Overview

product package contains all of the components it is supposed to contain andperforms 3
tive auditing should support the verification and validation processes to ghsure compls
rity of software products (functional, physical, baseline auditing). Configuration auditing
ties including audit planning, executing auditing, reporting auditing resultss.and resolving ano

Audit planning and procedures

plan describes all CM aspects (e.g., resources and procedures)/that the auditing shall inclU
Id provide the following capabilities for the audit planning:

specifying unique identifiers of configuration items and. their current status
5pecifying configuration baselines, releases, and.their status
dentifying the latest configuration item versighs and reporting their status

specifying the person responsible forteach CM activity (e.g., configuration identification
change control, status accounting, and-auditing)

specifying build instruction and,tools used to develop, produce, test, and verify the product

fracing change history and generating an audit trail
Executing auditing

A Overview

ing activity determines the extent to which an item satisfies the required functional g
bcteristics. Audits check the completeness of the software, system, or product.

ion and that
S promised.
pteness and
consists of
malies.

de. The tool

baselining,

nd physical

5.7.3

-2~ Functionat configuration auditing

Functional auditing verifies that a configuration item’s actual performance agrees with the requirements
specified in the requirements definition and system design documents. The tool should provide the following
capabilities for functional audits:

— tracing and maintaining input documents for testing that include test plans and test data

test methods to trace that all functional parameters that were tested and test results

© ISO/IEC 2010 — All rights reserved
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5.7.3.3  Physical configuration auditing

Physical auditing is to verify that a configuration item conforms to the technical documentation that defines it.
The tool should provide the following capabilities for physical audits:

5.7.4 Reporting auditing results
After complg

problems fo
capabilities f

5.7.5 Anal

14

tracing across configuration items, versions, links to software structure, and release structure

specifying the product baseline

checking that the software product specification and version identification are consistent with the real
software product (e.g., source code, user documents, or any other configuration items)

searching and tracing the configuration items, build, or release by configlration information

identifie]

searching and tracing the latest configuration item versions for a system build and application

reportin

baselings and releases, the usage of configuration items in build and release, average time taken fg

resoluti
release
code, a
compair|

report a

custom
spread

ting an audit, the audit results should be documented and reported. The audit results ‘contair
ind in the audit and related problem resolutions planned. The tool should provide the follg
or reporting audit results:

I's, date, change requester)

g the metric statistics (e.g., number of (approved) change:requests for a system, the numb
bn of change request, time spent on development, d€sting, number of defects found after
time taken to identify the source of a defect, time/taken to resolve a defect, amount of re
nd the number of configuration items impacted by a change request)

ng baselines and releases, and reporting the‘differences

nomalies

zing report generation and experting the reports to other applications such as word proces
heets

lyzing anomaly

cution of audit, any)anomaly reported need to be examined and analyzed for a future resold

any
wing

e.g.,

er of

r the

each
used

BOrs,

tion.

ator,
was

resolution

creating automatic alerts based on the discovery of the anomaly/problem

tracing all the change requests that are associated with particular configuration item, reasons for change,

change

request status, change result, and the configuration items that the change affects

providing a checklist or a form to ensure that all discovered anomalies are recorded, analyzed, and
resolved

storing problem resolution results into a repository so that users can look up the knowledge base to

determi

ne if the same problem has occurred
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5.8 Release management and delivery

5.8.1 Overview
Release management refers to the distribution of a software configuration item outside the development

activity. The release and delivery of software products and associated documentation requires that master
copies of source code and associated documentation be maintained for the life of the software product.

5.8.2 Building

(:ap |r|nr1 the details of every build for 2 e\lefnm to be testad or released is an imnortant acti |ty The tool
1
shoyld prowde the following capab|l|t|es for bundmg configuration items:

— [racing configuration items to find out which configuration items are used in the build and what versions of
the configuration items are used

— prouping configuration items by marking the appropriate version of each. configuration [item with a
symbolic name or identification number that is specific to the release

— Bcanning automatic source code

— maintaining the traceability of software artifacts so that the) software products and development
environment can be changed and reproduced in the future

— fetaining the baseline for the software library and envireanment
— programming and running build scripts

— preating build audit trails

5.8.3 Storing
Before versions of the software products are released and delivered, the released versions and their
assqgciated documentation should sbe’ stored and maintained in a repository. The tool should|provide the
folloyving capabilities for storing;

— maintaining the history o6f the previous builds and releases in the repository

— pelecting storage-medium

— marking the)identification of the release in terms of physical medium (e.g., CD-ROM or mdgnetic tape)
and electronic releases (e.g., download into operational libraries)

5.8.4 (Replicating

Replication is a manufacturing stage for software by making copies. The tool should provide the following
capabilities for replication:

— copying the configuration items, versions, and other related documents into a designated place
— checking that the release contains no extraneous items (e.g., software viruses or test data)

— preserving the integrity of the contents by freezing or locking the version during replication to prevent
modification during or after delivery
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5.8.5 Packaging and delivery

Packaging and delivery should be done by approved procedures and clearly marked with the release
identification. The tool should provide the following capabilities for packaging and delivery:

— archiving a copy with the configuration items including the product information (e.g. license agreement
and copyright statement).

5.8.6 Tracking the distribution of products

After the delivery of the product, the bug reports and change requests can be submitted from customers and
systems. The tool should provide the following capabilities for tracking the distribution of the product:

— tracking the distribution of products to customers

— connecfing the release management process to the change request process in order\to map release
contents to the change requests

5.9 Other configuration management tool capabilities
Integrating GM tools into the software development environment is a key capability to providing automated CM
support in goftware development environments. The tool should allow _the) CM tool to integrate with the
software deyelopment environment by:

— providing integration with CASE tools, code generators, test data generators, automatic testing tools| and
code arfalyzers

— support|ng the interface with a variety of control and datajintegration
— separat|ng the interface from the service mechanisms
— enabling the use of multiple implementations.af environment services

— sharing|the workspace with CASE tools”so that users can perform relevant CM functions within the
shared Workspace
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Annex A
(informative)

Focus areas of each reference

A.1 Configuration management focus area

18:2010(E)

A.1.1 General

The features and processes of configuration management are found in many standards®Each of
references describes some sets of CM capabilities appeared in this Technical Report:

A.1.2 ISO/IEC 12207:2008 Systems and software engineering — Software life cycle |

management of CM process
configuration control

configuration status accounting
configuration evaluation (auditing)
release management

A.1.B ISO/IEC 15288:2008 Systems and software‘engineering - System life cycle pr

configuration management strategy
identifying items that are subject to configuration control.
maintaining information on configurations with an appropriate level of integrity and securi

he following

processes

pcesses

Yy

ensuring that changes to configuration baselines are properly identified, recorded, evalugted,

approved, incorporated, and verified.

A.1.4 ISO/IEC 14102:2008 Information technology- Guideline for the evaluation and
of QASE tools

access control

tracking of modifications

definitions and\management of multiple versions
configuration-status accounting

release generation

archiyal‘capability

A.1.5 ISO/IEC TR 19759 Software engineering — Guide to the Software Engineering

selection

Body of

Knawledge (SWEBOK)

management of CM process
configuration identification
configuration control

configuration status accounting
configuration auditing

release management and delivery

© ISO/IEC 2010 — All rights reserved
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A.1.6 ANSI/EIA 649 National Consensus Standard for Configuration Management

configuration management planning and management
identifying context and environment

configuration management plan

implementation procedures

training

performance measurement

supplier configuration management

configuration identification

product information
product structure

product identifiers

documents identification
baselines

product identification recovery
interface control

figuration control management

change identification

change evaluation and coordination

change implementation and verification

change management process applied to variances

Q
EEEEg
=]

configuration status accounting
® | CSA information
B | CSA system

configuration verification and audit

B | design and document verification

B | configuration audit

B | continuing performance audits and suryeillance

configuration management of digital.data

W |digital data identification

B | data status level management

B | maintenance of data and.product configuration relationships
]

[ ]

[ ]

digital data transmittal
data access controf

A.1.7 Mapping of references

The followin

Technical Report:

18

data version control and- management of review, comment, annotation and disposition

h table’summarizes and maps the related references to the key CM capabilities described in this
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Table A.1 — CM capabilities and related references

18:2010(E)

CM capabilities

Related references

Process management (instantiating
and defining, scope, plan, controlling
execution, reviewing and evaluation,
closing)

ISO/IEC TR 19759, ANSI/EIA 649, ISO/IEC 15288:2008

Configuration identification

ISO/IEC 14102:2008, ISO/IEC 12207:2008, ISO/IEC
ISO/IEC TR 19759, ANSI/EIA 649

15288:2008,

Con

iauration haseglining
J J

ISOUEC14102:2008 |SOUEC12207:2008 ISOUEC

ISO/IEC TR 19759, ANSI/EIA 649

15288:2008,

CM capabilities

Related references

Confliguration control (version control, | ISO/IEC 14102:2008, ISO/IEC 12207:2008,,ISO/IEC [15288:2008,

accgss control, change control, | ISO/IEC TR 19759, ANSI/EIA 649

relegse control)

Comiiguration status accounting ISO/IEC 14102:2008, ISO/IEC 12207:2008, ISO/IEC [15288:2008,
ISO/IEC TR 19759, ANSI/EIA 649

Confliguration auditing ISO/IEC 14102:2008, ISO/IE€12207:2008, ISO/IEC [15288:2008,
ISO/IEC TR 19759, ANSI/EIA 649

Relepse management and delivery ISO/IEC 14102:2008, dSOJIEC 12207:2008, ISO/IEC [15288:2008,

ISO/IEC TR 19759, ANSI/EIA 649

Othgr requirements (e.g., integration
with| other tools, non-functional
chargcteristics)

ISO/IEC 9126-1¢2001 Software engineering — Produ
Part 1: Quality model

IEEE 828:1990 IEEE Standard
Management Plans

for

ct quality —

Software  CQonfiguration
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Annex B
(informative)

Configuration management services

B.1 Overview of configuration management service

B.1.1 Intrg

CM practitio
activities an
higher quali
software co
capabilities i

B.1.2 Rati

The CM ser
organization
ISO/IEC 141
lifecycle prg
following:

a) proj

duction to CM as a service

ners may need to understand what services CM or CM tool can provide for their software life
 tasks. Better understanding and implementation of CM services supports users in attaini
y of product, with more time for being productive on creative tasks and better forecastir

5ts. The CM services can provide a mean for evaluating and choosing-sets of compliant
h supporting software life cycle processes.

bnale of CM services categorization

vices described in this annex reflect broad functional activities)of a typical software engine
found in ISO/IEC 12207:2008, ISO/IEC 15288:2008, ISO/IEC TR 19759 SWEH

02:2008, and ISO/IEC 15940:2006 (Check Annex A for the focus areas of each reference).

cesses from these references are analyzed and se-grouped in a view point of service

ect management support services

requirement management service

software project planning service

software subcontract management service

risk management service

Less improvement support services

process establishment service

process(assessment service

continuous process improvement service

3]

qua

1)
2)

20

lity assurance support services
product assurance service

process assurance service

reuse support services

cycle
ng a

g of
CM

ering
BOK,

The
as
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B.1.3 Structure of service description

Each

service is defined under three headings:

® Service concept, to provide a description of the service in terms that are not related to a specific

implementation.

® Basic service operations, to list those operations to be included in a service. This list of operations

represents, in most cases, only primary services. List is not intended to be complete.

® Automated service operations, provide a list of operations to be automated. This list is a subset of the

B.2

B.2.1 Requirements management service

SerV

operations listed under "Basic service operations'.

Project management support services

ice concepts

Reqgliirements management is the process of establishing the common~understanding on the project between
the pustomer and the developer. Since the customer’s requirerment frequently changes thrpughout the

softv
projg

Basic requirements management service operations are as follows:

— modifying requirements baseline

are life cycle, maintaining, controlling, and tracing of the ehahges are important for the quccess of a
ct.

dentifying requirements baseline as configuration item

browsing requirements baseline

reporting and displaying requirements baseline

managing traceability between the requirement baseline and other documents
puditing validation and verification of requirements

mated requirements management service operations are as follows:
baselined~(Gustomer) requirements are maintained

changes to (customer) requirements are traced and change status is reported

aselined requirements specifications are maintained

— changes to requirements specifications are traced, and change status is reported

— the dependencies between requirement documents and other documents is stored and traced
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