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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC JTC 1.

The

procedures used to develop this document and those intended for its further mainf

desdribed in the ISO/IEC Directives, Part 1. In particular the different approval criteria neg
diffgrent types of ISO documents should be noted. This document was drafted in@ccordan

edit

Atte

brial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ntion is drawn to the possibility that some of the elements of this document may be th

patent rights. ISO shall not be held responsible for identifying any or all‘such patent right

any

patent rights identified during the development of the document will'be in the Introduc

on the ISO list of patent declarations received (see www.iso.org/paténts).

Any

trade name used in this document is information given for.the convenience of users a

congtitute an endorsement.

For

an explanation on the voluntary nature of standards, the meaning of ISO specific

expilessions related to conformity assessment, as well as information about ISO's adher

Wor

d Trade Organization (WTO) principles in the Téchnical Barriers to Trade (TBT) see t}

URLf www.iso.org/iso/foreword.html.

Thig document was prepared by Technical Gemmittee ISO/IEC JTC 1, Information technolo
Security techniques.

Thig third edition cancels and replaces-the second edition (ISO/IEC TR 15446:2009), whi

tech|

nically revised.

enance are
rded for the
ce with the

e subject of
5. Details of
tion and/or

nd does not

terms and
ence to the
le following

7y, SC 27, IT

th has been
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Introduction

This document is an adjunct to ISO/IEC 15408 (all parts). ISO/IEC 15408 introduces the concepts
of Protection Profiles (PPs) and Security Targets (STs). A Protection Profile is an implementation-
independent statement of security needs for a type of IT product that can then be evaluated against
ISO/IEC 15408, whereas a Security Target is a statement of security needs for a specific ISO/IEC 15408
target of evaluation (TOE).

Unlike previous editions, the third edition of ISO/IEC 15408 (all parts) provides a comprehensive
explanation of what needs to go into a PP or ST. However, the third edition of ISO/IEC 15408 still does
not provide[any explanation or guidarnce of 7owto go about creating a PP or ST, orhowto use a PPqr ST
in practice Wwhen specifying, designing or implementing secure systems.

This docunlent is intended to fill that gap. It represents the collective experience over many years from
leading experts in ISO/IEC 15408 evaluation and the development of secure IT products!
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Information technology — Security techniques — Guidance
for the production of protection profiles and security targets

1 Scope

This document provides guidance relating to the construction of Protection Profiles (PPs) and Security

Tardets (STs) that are intended to be compliant with the third edition of ISO/TEC 15408 (al

ide
orgd

NOT
Read

This
regi
2

The
cons
und

ISO
secu

For{

ISO

4

For
follg

alsiapplicable to PPs and STs compliant with Common Criteria Version 3.1 Revision 4[6], ‘a|

ical standard published by the Common Criteria Management Board, a consortium-of go
nizations involved in IT security evaluation and certification.

F This document is not intended as an introduction to evaluation using{}SO/IEC 1540
ers who seek such an introduction can read ISO/IEC 15408-1.

document does not deal with associated tasks beyond PP and“ST specification
stration and the handling of protected intellectual property.

Normative references

following documents are referred to in the text im ,such a way that some or all of t}
titutes requirements of this document. For dated\references, only the edition cited
nted references, the latest edition of the referenced document (including any amendmer

[EC 15408-1:2009, Information technology“>- Security techniques — Evaluation cri
ity — Part 1: Introduction and general medel

Terms and definitions
he purposes of this document,the terms and definitions given in ISO/IEC 15408-1 appl

ind [EC maintain terminological databases for use in standardization at the following a

[SO Online browsing'platform: available at http://www.iso.org/obp

[EC Electropediayavailable at http://www.electropedia.org/

Abbreviated terms

the \purposes of this document, the abbreviated terms given in ISO/IEC 15408
wing apply.

parts). It is
technically
vernmental

B (all parts).

such as PP

leir content
hpplies. For
Its) applies.

teria for IT

-

ddresses:

-1 and the

COTS Commercial Off The Shelf

CRL

Certificate Revocation List

LDAP Lightweight Directory Access Protocol

SPD
SSL
TLS

Security Problem Definition
Secure Sockets Layer

Transport Layer Security
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5 Purpose and structure of this document

This document is intended to help people who have to prepare Protection Profiles (PPs) or Security
Targets (STs) for use in evaluation against the third edition of ISO/IEC 15408 (all parts). It provides
detailed guidance relating to the various parts of a PP or ST, and how they interrelate.

This document applies only to the third edition of ISO/IEC 15408 (all parts). Earlier versions of
ISO/IEC 15408 have different and incompatible technical requirements. However, the strategies
proposed in this document will, in the main, also be applicable to earlier versions of ISO/IEC 15408.

This document is prlmarlly almed at those who are lnvolved in the development of PPs and STs. It will

also be of ij
and STs dey
they contai
for monitor

It is assumsg
Annexes A
familiar wi
materials s

reloped by others, and wish to conflrm the relevance and accuracy of the 1nformat10n
h. It is also likely to be useful to evaluators of PPs and STs and to those who are réspon
ing PP and ST evaluation.

d that readers of this document are familiar with ISO/IEC 15408-1:2009¢and in partic
and B which describe STs and PPs, respectively. PP and ST authors will'need to bed
th the other parts of [SO/IEC 15408 as described in this document,fncluding introdug
ich as the functional requirements paradigm described in ISO/IEC 15408-2:2008, Claus

This docunpent is intended for guidance only. It should not be cited as auInternational Standar

the content
ISO/IEC 15
ISO/IEC 151

Clauses 1t
(Clause 5).

Clause 6 pr

or structure for the evaluation of PPs and STs. It is interided to be fully consistent
408 (all parts); however, in the event of any inconsistency between this document
08 (all parts), the latter as a normative International Standard takes precedence.

b 4 contain introductory and reference material,<and are followed by this overview cl

pvides an introduction to Protection Profilés-and Security Targets — what they are, v

and why thley may be used. Clause 6 also discusses-the relationship between PPs and STs and is

relating to t

he PP/ST development process.

Clauses 7 t¢ 13 provide information on how.to Specify the seven mandatory parts of the contents

PP or ST, fo

Clause 14 e
of two or m

Clause 15 d
to national
usability of]

Clause 16 d

lowing the order outlined in ISO/IEC 15408-1:2009, A.2 and B.2.

kamines the issues specifidto PPs and STs for composed TOEs, i.e. TOEs that are comp
pre component TOEs, each'of which has its own PP or ST.

restrictions and'‘interpretations and some new concepts for enhancing the flexibility
Protection Profiles.

scusses thetopic of use of automated tools in PP/ST development.

6 Overvliew of PPs and STs

F PPs
that
sible

ular,
ome
tory
e 5.

d on
with
and

ause

Uhen
sues

of a

bsed

eals with some special cases, namely, low assurance reduced PP/ST contents, conforming

and

6.1 General

This clause provides an overview of the roles of PPs and STs in information security evaluation using
ISO/IEC 15408 (all parts).

6.2 Audience

This document is intended for use by two distinct audiences:

a) IT professionals with security knowledge (e.g. security officers/architects with an understanding
of a security requirement) but who are not experts in information security evaluation, and who
have no prior knowledge of ISO/IEC 15408 (all parts);
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b) expertsininformation security with good knowledge of ISO/IEC 15408 (all parts), who are engaged
in developing PPs and STs as part of their professional activities.

If the reader falls into the former category, this clause should provide the information needed to
understand the purpose and structure of PPs and STs. It should also provide the background information
needed to read and understand PPs and STs, and to identify their relevance and correctness with
respect to the particular circumstances. Clauses 7 to 13 explain the contents of each part of PPs and
STs in detail, but are oriented towards the production of such documents and assume knowledge of
ISO/IEC 15408 (all parts).

If the reader is an expert, she/he should already be familiar with the contents of this clause. Subsequent

claupeswitl prov1de the metliodologles, Eeclimques and practlcal Tips That can be used o prepare PPs

and STs in an efficient yet consistent manner.

If the reader is not an expert in information security, and needs to produce a PP or $7T, this document
will fhelp to do so. However, the reader will also need to find, read and understarid publishgd examples
of PPs or STs similar to the requirements she/he has. The reader should alsp.consider calling on the
servlices of others who do have the necessary specialist knowledge and experience.

6.3 | Use of PPs and STs

6.3.1 General

The main use of ISO/IEC 15408 (all parts) is to assess the security of IT products. The term ‘[T product”
isngver actually defined in ISO/IEC 15408; however, it can be'understood to cover any type of entity built
using information technology, whether a complete IT §ystem used exclusively by one organjzation, or a
COTP package created by a product manufacturer. for sale to many different and unrelated| customers.
In this document, when this document talks aboutIT products, or just products, the advice|is intended
to apply to all such entities. Where the scope of.ouir advice is limited to a particular type of product, this
docyment talks about systems, or COTS praducts, or some other explicitly specific wording

As IT products may be used in many ways, and in many types of environment, the notion| of security
will [vary with the product. The end result of an ISO/IEC 15408 evaluation is, therefore, ngver “this IT
product is secure”, but is always “this IT product meets this security specification”.

ISO/IEC 15408 has standardized security specifications to (among others):
— mandate-specific content needed to assess a product against the security specification;
— pllow comparisen. of security specifications of different products.

ISOAIEC 15408 ecognizes two different types of security specifications: Protection Prpfiles (PPs)
and [Security-Targets (STs). The difference between these two is best explained by the roles they are
intended to'play in a typical product purchasing process, where a customer seeks to buy a product from
a deyeloper:

haotionce nf cuctamay avalanar and nerndunot Arn dobiharataly eant Ahatra o cuctamarly
e + £ £ d ] d + dalih +aliz ] + ahet £ A + is someone
HOHORS- U tomeaeveroperaRaproauctare-aerdperatery ke ptanBstact—€cuStoer

who wants to buy a product. It can be a single individual, an organization, a group of organizations, a
government department, etc. A developer is someone who wants to sell a product. It can be a single
programmer, a small company, a large company, a group of companies working together, etc. Finally,
a product could be anything from a small software application or a smart card to a large operating
system or a complete computer system containing hundreds of distinct components.

When our customer wishes to buy a product, he has essentially two possibilities.

— The customer contacts a developer, specifies his needs, and the developer creates a product that
is specifically targeted towards that customer and exactly fulfils the demands of that customer.
This may be expensive but the customer gets what he wants. In the remainder of this clause, this
document will call this a specification-based purchasing process.

© ISO/IEC 2017 - All rights reserved 3
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— The customer selects a product from a number of existing products. This is probably cheaper, but
the resulting product may or may not exactly fulfil the customer’s needs. In the remainder of this
clause, this document will call this a selection-based purchasing process.

When IT security is important, these purchasing processes have an added difficulty. For the average
customer, it is

hard to define what kind of IT security he needs,

harder to determine whether the IT security thata given product claims to have is useful or sufficient
to meet his needs, and

even hi hims

are tru

irder to determine that if a product claims to have security properties, that these’cl

a)
.

To assist 4 an

)

customer through a purchasing process and address the difficulties listed-above

evaluation
Security Ta
assist each

bf the product using ISO/IEC 15408 may be useful, and in this case, Protection Profiles
Fgets play an importantrole. In 6.3.2 and 6.3.3, this document shows how dn evaluation
Lype of process: specification-based and selection-based.

and
may

Of course, I[T products do not work in isolation. The product is used by the ¢ustomer in an operational

environment, which may contain security measures of its own. Sometifues, the product will make

assumptior]s that certain types of security features exist within that eperational environment. These

assumptior]s will also form part of the PP or ST.

6.3.2 Specification-based purchasing processes

6.3.2.1 Opyerview

In a specification-based purchasing process, a customer writes a specification, provides |this

specification to a developer, and the developer then“creates a product based on this specificatiop. In

more detail, the following steps should be performed.

a) The cugtomer has to determine his security requirements informally.

b) The cystomer has to transform>these informal security requirements into a more formal
specifi¢ation suitable for use by-a'developer.

c) The deyeloper has to build a.,product based on this specification.

In the end, the customer wants to know that “this product is useful for me”. Therefore, the quality of

each of thede steps is important.

6.3.2.2 Inpformal'security requirements

The proces$ of determining informal security requirements, that is determining “what is my secyrity

problem, aridiéw should I address it?” is outside the scope of ISO/IEC 15408 and therefore outsidI the

scope of this document. However, this does not mean that this is unimportant or easy by any means.

Nevertheless, ISO/IEC 15408 assumes that the customer is capable of defining his or her informal
security requirements. If this is done incorrectly, the product that is purchased in the end may not meet
the true security requirements.

Customer requirements, once written down, often have a number of problems associated with them,
especially in the area of security. Customer requirements are typically

a) incomplete (not all the requirements are present). For example, important threats that the product
should counter are missing;

b) not embedded. They are insufficiently tuned to the specific environment in which the product has
to function, or do not describe this environment clearly enough;

4 © ISO/IEC 2017 - All rights reserved
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implicit. Some product requirements have consequences, but these consequences are not included

themselves. The developer may not take these implicit requirements into account;

not testable. The requirements are phrased ambiguously, so that it is not possible to ver
a product meets the requirement or not;

ify whether

too detailed. The implementation has in fact already been written down but not the reason why
this was chosen. If, in a later stage, the requirements change, it is often unclear how these changes

should be made;

filled with ambiguous terms, like "the communication shall be secure”, without defining what

"n I3

all oo oo 2
C—TICatts, arrcr

SCTTUOT

inconsistent. The requirements are internally self-contradictory.

iding these customer requirements to a developer in a raw form will generdlly-lead t
le developer may misunderstand them. Security evaluation may lead to even'tore prol
1ators may interpret requirements differently from both the customer and’the develop

these reasons, an important step in the whole specification-based purchasing pra
alizing of customer requirements. For security requirements based on ISO/IEC
alization takes place using a so-called Protection Profile (PP)SA PP is in essence a do
nes the customer’s security requirements in a formalized, standardized way.

p.3  Using PPs as specifications

b problems,
blems, since
or.

cess is the
15408, this
ument that

hre typically written as a collaborative effort by @group consisting of large organizat
ganizations, government departments, as constmers and a group of developers. This c

irements specified is given.

contains many sections, but as a security specification, the most important is tH
tional requirements”. Using ISO/IEG-15408, it is mandatory to write these requirements

ot ambiguous. The langudge contains well-defined terms, so that a developer can und
equirements and interpret them correctly;

estable. The langifage is defined to contain only testable terms. Thus, it will be possih
n a later stage whether the product actually fulfils the PP;

ot too detailed. The language enforces a certain level of abstraction. This closely fd
hould be the consumer requirements: the consumer wants something to be done b
ant toworry how this is accomplished; and

1
ld ensure that the customer needs are not only addressed, but also the technical feasi{

ns, groups
laboration
ility of the

e “security
in a special
Protection

erstand the

le to assess

llows what
ut does not

quired then

ore complete. The language contains several constructions ("if this functionality is re

included.

A PP may also contain technology-specific refinements of the "security assurance requirements”,
describing in detail how the correctness and effectiveness of specific security functions need to be
assessed. An example would be to demand the use of a defined test suite developed for testing the

corr

ectness of the implementation of a cryptographic algorithm or cryptographic protocol.

6.3.2.4 Building a product from a PP

The customer can now give the PP, i.e. his formalized requirements, to one or more developers. Each
developer uses this PP as a starting point for the development of a product. As a first step in this process,
he writes a Security Target (ST).

© ISO/IEC 2017 - All rights reserved
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An ST used for this purpose is very similar to a PP, but where a PP defines the customer requirements
and is in principle written by the customer, the ST is a product specification and written by the
developer.

The developer can of course not deliver an arbitrary ST as a reaction to the customer’s PP; his ST has to
conform to the PP. This means that the product has to cover all the customer requirements, but

— the ST may specify more than the PP. The product will offer more security functionality than the

customer requirements (note that this extra functionality is not allowed to be incompatible with
the PP), because, for example, the product will be sold to several customers, each with similar
but slightly different requirements, or because the product is derived from an existing, standard

produc

the ST
also ex
requirg

A PP mayp

security fullctionality provided (see 6.5.6).

The ST defi
“Specificati

The result ¢
turn can in

; dnd

contains more detail than the PP. While the PP explains “what” needs to be secured, th
blains “how”. The developer points out, in general terms, how he will implementthecustc
ments.

brmit the ST author flexibility to offer something that is equivalent but different in tern

es for the developer the security functionality his product should deliver, and serves
bn of Security Requirements” for the rest of the development préeess.

fthe development process should be a product that can beld¢livered to the customer, wi
tall it and use it. Naturally, this product should perfornkas described in the ST.

e ST
mer

s of

as a

o in

6.3.2.5 Rbple of evaluation in a specification-based purchasing process

Until now, this document has only described the role of the customer and the role of the developgr in
this procesp. Based on this process, the developer could simply say to the customer (without fuifther
evidence):

a) “my ST[complies with your PP”;

b) “my product complies with my ST”;

c) “therefpre, my product complies with your PP and meets your requirements”.

If the customer accepts these statements, the process ends here.

However, ifp customer requifés'independent verification of these statements, he can enlist a third party
(an evaluatjon facility) to check these claims of compliance by performing an ISO/IEC 15408 security
evaluation.|In this process, an evaluation facility uses the PP, the ST, the product and ISO/IEC 154(8 to
assess two ptatements:

a) the ST ¢omplies with the PP;

b) the product complies with the ST.

Note that two issues are still left open, despite evaluation.

a)

b)

The translation of the customer’s informal security requirements to a Protection Profile. As said
earlier, this process falls outside the scope of ISO/IEC 15408, but if this is not done correctly, the
PP will not match the customer's requirements and therefore the product will likely also not match
the customer's requirements.

Evaluation does not “prove” compliance. An ISO/IEC 15408 evaluation will never provide an absolute
guarantee that the product meets the PP. It can only deliver a certain degree of assurance depending
on the depth and scope of evaluation as specified in the PP or ST. If the PP requires compliance
testing for some functions by using a specific test procedure as part of the assurance activities, the
evaluation will ensure compliance for those functions as far as defined by the test procedure used.
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6.3.3 Selection-based purchasing processes

6.3.3.1 Overview

6.3.2 discusses a customer delivering a specification and a developer implementing that specification.
This subclause discusses a situation where a customer does not have the luxury of having a product
made for him: he has to select from existing products. Therefore, the purchase is no longer based
on compliance to a formalized statement of customer requirements (i.e. a PP), but on comparison of

existing products by the customer.

In a selection-based purchasing process of an IT product,

a) pdeveloperhastoproduce a productand a specification of this product and provide the'specification
o the customer, and

b) khe customer has to determine from the specification (perhaps by comparingthe spegification to
specifications from other developers) whether the specified product is the’most suitaple product
for him to purchase.

As the customer in the end wants to know that “this product is suitable for me”, the qualitly of each of

these steps is important.

6.3.3.2 Using a specification provided by the developer

In sglection-based purchasing processes, the customer has to use a specification provided by the

devdloper.

If thiis specification is informal, the same potential ‘disadvantages hold as for the inform

requ
For

here
cust|
(see

Beca

estimate of what the market wants and codify this in the ST. This, therefore, does not necess

with
The

sped

6.3.

The
his 1
he W

irements discussed in 6.3.2.2. For this reason, this specification needs to be formali
his purpose, ISO/IEC 15408 uses the Security Target (ST), as already discussed in 6.3
is identical to the ST discussed in 6.3x2.4, with one obvious difference. Since it is nof]
pmer’s PP, it cannot claim compliance‘to such a PP [it may claim compliance to other
6.3.4)].

use the developer does not know a specific customer’s requirements, he will have

any customer’s specifierequirements.

developer builds his\product according to the ST. This process is similar to that d¢g
ification-based punchasing processes.

8.3 Comparing Security Targets by the developer

customer’can now compare the STs of a number of products and select the one that b
equirements (probably also considering non-security requirements such as price). This

1] customer
ved as well.
12.4. The ST
based on a
types of PP

to make an
arily match

scribed for

bst matches
means that

rilléstill somehow have to find out what his informal security requirements are (see ¢

b.3.2.2) and

com

are these witirthe STs offered to . If ONe Or MOTe Products Matcit s TeqUuITEnent

, he is done.

If this is not the case, he will either have to choose the “closest” product or find some other solution (i.e.
change his requirements).

As already stated in 6.3.2, the process of deriving informal customer security requirements falls
outside the scope of ISO/IEC 15408 and this document. Comparing requirements and an ST also falls
outside the scope of ISO/IEC 15408, although guidance on this topic will be found in later clauses of this
document.

6.3.3.4 The role of evaluation in a selection-based purchasing process

Similar to the specification-based purchase process, the developer could simply claim that his product
meets the ST and if the customer accepts this claim, the process ends here.
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However, it is customary for the developer to offer a certificate confirming that an independent third
party (an evaluation facility) has validated the ST, and then performed an ISO/IEC 15408 security
evaluation to confirm that the product indeed meets the ST. It is even possible for the customer to
commission the evaluation if he or she believes it to be essential and the developer has not done so.

Note that using evaluated products still leaves two issues open:

a) Proving equivalence of the customer’s informal security requirements and the Security Target. As
said earlier, this process falls outside the scope of ISO/IEC 15408, but if it is not done correctly,
the ST may not match the customer's requirements, and therefore, the product may not match the
customer’s requirements either;

b) Evaluat{ion does not “prove” compliance. An ISO/IEC 15408 evaluation will never provide a perfect
guarangee that the product meets the ST. It can only deliver a certain degree of assurance depending
on the glepth and scope of evaluation as specified in the ST.

6.3.4 Other uses of PPs

Protection Profiles have other uses. For example, standards bodies or vendor assgciations may specify

PPs as best|practice minimum security standards for specific types of applieations. Governments and

trade assoc
to require (¢
to meet the

Organizatig

jations may mandate their use. Where these exist, both customérs-and developers are 1
ompliance with such PPs, as well as requiring or offering additional security function
r own specific needs.

ns specifying or mandating PPs for such purposes haveyan onerous responsibility to en

kely
ality

sure

that such P
do not ask fi

Ps are minimal (they ask for no more than what is.absolutely necessary) and realistic
pr functionality or assurances that are not achievable by developers).

they

A PP may dlso be developed to express the need for a certain type of security product, even thgugh
it is recognlized that at the time of publication, no such products exist yet. If the reader is a product
developer, treat such PPs with caution. By the.fime a suitable product has been developed, the
requiremer]ts defined in the PP may be obsolete onithe sponsors of the PP may no longer want to buy the
product beg¢ause they have found other ways tddneet their requirements.

Finally, PPs
types of reg

are security requirement specifications. Beware of their attempted misuse to specify dther

uirements which, if made mare explicitly, would be rejected.

6.4 The PP/ST development process

6.4.1 Incjuding stakehglders in the development process

the

ogy,
the

When a PH or ST is<developed, it is crucial that the relevant stakeholders are represented in
development team{ The development team should include experts in the product-type techno
the security functionality that will be included in the PP or ST, as well as experts familiar with
application [ofASO/IEC 15408.

Although out of scope for this document, it is also important that the developer of the ST or PP has
a thorough understanding of any applicable regulations and policies with regard to the proposed
assurance consumer.

When developing an ST that is expected to be conformant to a PP, the team should include someone
familiar with the application of that PP.

When developing a PP that several product developers may try to meet in the future, it is recommended
that stakeholders from the developer community are included. This will help ensure that the
requirements of the PP can be met in the future, and that the requirements given do not inadvertently
preclude products provided by certain vendors. Especially for a PP intended for use in a specification-
based purchasing process, those stakeholders should also include representatives from the proposed
end-user community.
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With such a large variety of stakeholders represented, it can be expected that developing a PP can take
some time, usually in the order of months, and that the development process requires collaboration and
negotiation skills.

As an example, the concept of a collaborative Protection Profile (cPP), a construct of the Common Criteria
Recognition Arrangement (CCRA), seeks to ensure that all the relevant stakeholders are involved in the
development of a cPP through the establishment of technical communities or an international Technical
Community (iTC) recognized by the CCDB, and ensuring that the needs of the specification-based
purchasing processes of the proposed assurance consumers are met.

The process for the development of a cPP by an iTC is defined by the CCDB. Details of this process can be

four[don the website maintained by the CCDB:

6.4.2 Method to develop a PP or ST

The|order of presentation of the requirements for PPs and STs in ISO/IEC 15408-1:2009| Annexes A

and B and in the earlier parts of this clause may suggest that it is expected that)PPs and STq are always

devdloped in a logical “top-down” manner, e.g. (in the case of an ST) that

a) the security problem is first defined,

b) the security objectives are then identified to address the secutity problem,

c) pecurity requirements are then defined to satisfy the security objectives for the TOE, and

d) pctual security functions are then selected to satisfy the security requirements.

Whilst such a possibility is not ruled out, it is more likely that an iterative process will be r¢quired. For

example, definition of security requirements may highlight clarifications needed to the definition of the

secyrity objectives, or even the security problem: In general, a number of iterations may pe required

in which the relationships between threats,@rganizational security policies, security objectives and

security requirements and functions are, examined closely, particularly when rationalef are being

congtructed. Only when all identified gaps in the rationales are filled may it be assumed thpt the PP or

ST ig complete.

During an iterative process of PPior“ST development, new information may surface, within the scope of

the ¢urrent security problem;that may lead changes to the document which reflect changeq in external

circimstances, for example}

a) [pnew threats may be:identified,

b) prganizational security policies may change,

€) [ost andtinre constraints may impose changes in division of responsibility between what the TOE
is expected to do and what is expected of the TOE environment, and

d) [hangesinintended attack potential may impact the TOE security problem definition.

It is also possible (particularly if the TOE is a product which has already been developed) that the PP or
ST author already has a clear idea of the security functionality the TOE will provide (even if this has not
yet been expressed as ISO/IEC 15408 security functional requirements). In such cases, the definition of
the security concerns and security objectives will unavoidably be influenced by the knowledge of the
form of the security solution the TOE provides. The PP/ST development process will in those cases be,
to some extent, “bottom-up”.

6.4.3 Evaluation of PPs and STs

ISO/IEC 15408 describes the evaluation of both PPs and STs. The goal of evaluating these documents is
to determine whether it is complete, consistent, and technically sound. ISO/IEC 15408-3:2008 contains
the evaluation criteria that an evaluator is obliged to consult in order to determine this. These criteria,
and the evaluation methodology associated with Protection Profile Evaluation (APE class) and with
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Security Target evaluation (ASE class) evaluation may, of course, also be used by the developer of the PP
or ST as a check before a formal evaluation occurs.

Once a PP has been evaluated and found to meet these criteria, a validation certificate may be published
or the PP may be added to a catalogue. This is so that prospective users of the PP can have confidence
that it is complete, consistent, and technically sound. This, of course, does not imply that a PP will meet
other objectives of the assurance consumer that were described in 6.3.

6.5 Reading and understanding PPs and STs

6.5.1 Gemerat

6.5 is not intended for experts with prior knowledge of ISO/IEC 15408. It is intended for the part of the
audience fof this document who know very little about PPs or STs and need to read one or more PPs or
STs in ordef to understand the security capabilities of the related products. It is intended-to highjight
where poteptial omissions or deficiencies may be concealed, particularly in the scope’of‘evaluation|.

For detail understanding of the contents of PPs and STs, there is no sgbstitute for re
ISO/IEC 15408-1:2009, Annexes A and B which provide details concerning\Security Targets
Protection [Profiles, respectively. It is also a good idea to look at other PPsjand STs that have |
published ajnd are in general use. There are a number of registries from which they can be downloa
The Comm¢n Criteria Portal includes the largest[4]l. This register is tecognized by the ISO and
councils as|the official JTC 1 register for Protection Profiles and packages constructed in accord
with ISO/IHC 15408.

ing
and
been
ded.
IEC
ance

Unfortunat
and STs des

PPs
ises

bly, a PP or ST cannot be summarized into a single iimber or a set of simple properties
cribe a complex set of security properties that,\if not carefully read, may lead to surp

when purc
security fu
without an
the key sec

!

asing or using the product. On the other hand, some sections in a PP or ST (notably
ctional requirements) are equally or more important, but almost impossible to unders
in-depth knowledge of ISO/IEC 15408.In6.5.2 to 6.5.7, this document therefore ident
ions of a PP or ST for the novice reader; sections that are relatively easy to understand
key information to understanding&he security properties of a requirement expressed

the
tand
ifies

but
asa

that contai
PPora proxuct described by an ST.
These relevlant and readable sections até
a) the TOI
b) the TOI
c)

d) the confformance¢laim.

L overview,
. description,
the seclirity objectives-for the operational environment, and

In 6.5.2 to 4.5.65this document will discuss each of these in more detail.

6.5.2 Readingthe TOE overview

The TOE overview is, in general, the first thing one should read in a PP or ST, as it “is aimed at
potential consumers of a TOE who are looking through lists of evaluated TOEs/Products to find TOEs
that may meet their security needs, and are supported by their hardware, software and firmware”
(ISO/IEC 15408-1:2009, A.4.2). The TOE overview contains three sections of interest:

a) usage and major security features of the TOE;
b) the TOE type;
c)

This document now discusses each of these in turn. Some simple examples of each can be found in
ISO/IEC 15408-1:2009, A.4.2.

required non-TOE hardware/software/firmware.
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The description of the usage and major security features of the TOE is intended to give a very general
idea of what the TOE is capable of in terms of security, and what it can be used for in a security context.

This description should be fairly short (several paragraphs) so it should not require much effort to read
and understand. And, as it should be aimed at consumers, it should not be highly technical. It is intended
to be general, so it will not be exhaustive.

The TOE type is a description of the general category of IT products the TOE belongs to (e.g. firewall,
smart cards, intranet, LAN etc.). ISO/IEC 15408 mandates that the TOE overview lists any reasonable
expectations that a reader may have from this TOE type but that are not supported by the TOE.
Specifically,

a)

b)

Noteg
of th
reqy

If th
cong

The
POsSS
ovel|

The
harg
read
the

The
TOE

if the TOE-type would lead the reader to believe that the TOE has certain security funct
it does not have this functionality, the TOE overview should list this missing functional

if the TOE-type would lead the reader to believe that the TOE could be used in a€ertain e
and it cannot be used in such an environment, the TOE overview should list\this.

that this is the only place in a PP or ST where these warnings are required to appear
e PP or ST may repeat this information in appropriate places later 6n by means of notg
ired to do so.

ider whether she/he can still use this TOE with these limifations.

TOE, especially when it is a software type TOE, will’sometimes have to rely on ha
ibly firmware and other software components just.to be able to execute. If this is the cg
view is required to identify this non-TOE hardware/software/firmware.

PP or ST does not have to provide a complete and fully detailed identification
ware/software/firmware, but the identification should be complete and detailed enc
er to determine the major external hardware/software/firmware components neg
[OE.

reader should carefully assess.whether there are any non-standard components of]
relies and whether these components fit in with the existing infrastructure, budget

onality and
ty, and

nvironment

The writer
s, but is not

bse warnings are provided and possibly impact upon the intended use, the reader shoufld seriously

rdware and
se, the TOE

of all this
ugh for the
ded to use

which the
s, company

poligies, etc.

6.5.3 Reading the TOE description

An important thing-te/understand about ISO/IEC 15408 evaluations is that if a well-kno
XYZ|has been evaluated, this does not mean that all security features (or even a majorityj
featyires) of this‘product have been evaluated. It may well be the case that only some of
fundgtional features have actually been looked at and the remaining ones were not considg
the ¢valuated security functionality. [SO/IEC 15408-1:2009, A.4.1 prohibits misleading TOE
but glevelopers can always get around this by just using a product name. The ST reader nes
that[the“evaluated functionality meets the needs. If some of the security functionality int
used was excluded, the reader needs to ask why.

ivn product
of security
its security
bred part of
references,
ds to check
bnded to be

One of the most important roles of the TOE description is to allow the ST reader to find this out. To this
end, the TOE description discusses the physical and logical scope of the TOE in detail.

Starting with the physical scope, ISO/IEC 15408 tells us that “The TOE description discusses the
physical scope of the TOE: a list of all hardware, firmware, software and guidance parts that constitute
the TOE. This list should be described at a level of detail that is sufficient to give the reader a general
understanding of those parts” (quotation from ISO/IEC 15408-1:2009, A.4.3).

The ST reader should briefly examine this list to see if there is anything odd or unexpected, or whether
some parts of the product that are expected to be present are missing. If something is not in this list,
then the evaluation has completely ignored it and assumed it did not exist. If such parts are intended to
be used, then one can draw no conclusions about its security capabilities from the evaluation.
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With regards to logical scope, ISO/IEC 15408-1:2009 states that “The TOE description should also
discuss the logical scope of the TOE: the logical security features offered by the TOE at a level of
detail that is sufficient to give the reader a general understanding of those features. This description
is expected to be in more detail than the major security features described in the TOE overview”
(quotation from ISO/IEC 15408-1:2009, A.4.3).

Whereas the physical scope specifies the list of parts of the TOE, the logical scope should define what the
TOE does. This was already briefly discussed in the Usage and Major Security features section of the TOE
overview (see 6.5.2), but where that discussion was only a few paragraphs, this discussion is more likely
to be a few pages. The most important feature of the TOE description is that if the product is expected
to have a certain feature such as remote management (e.g. because an advertisement of the product in
a trade magazine describes that feature) but the logical scope does not mention remote managemet, it
may well bg that remote management was not evaluated, and hence, remote management should ngt be
turned on if one wants to use the product in its evaluated configuration.

ated
e no

It is therefq
features th
assurance i

re important to scrutinize the TOE description to determine whether all security-rel
ht the reader of the ST requires were actually evaluated. If they are not;there will b
h the operation of those features from the evaluation.

6.5.4 Sedurity objectives for the operational environment
The operatfonal environment is the general location that the TOE will~be placed in. In order fof the
TOE to woilk correctly, this operational environment has to meet certain constraints. For examplle, if

a TOE is a high-availability server, this TOE needs to be protected against people accessing it with a

screwdrive
rare), so in

locked secure server room.

These and
security ol

. This protection could be provided by the TOE (although tamper-proof servers are pr
beneral, the operational environment should addr€ss this, by specifying a requirement

similar requirements for the operational environment are described in a PP or ST ir
jectives for the operational environment section. These objectives describe the th

etty
for a

the
ings

that have t
requiremer
in ISO/IEC ]

0 be achieved by everything except.the TOE in order for the TOE to meet its sec;t:‘ity
ts. There are a number of examples:of security objectives for the operational environient
15408-1:2009, A.7.2.2.
importance to realize that thése are not guidelines, but necessary conditions for the [TOE
to operate ps stated. All of these objectives have to be fully met and addressed by the operatjonal

environment; the TOE itself will nat meet them. If a single one of these objectives is not met, the|TOE
may not function securely. It isitherefore imperative to determine whether they are achievable in the

It is of vita

organization using the TOE, and if one of them is not achievable, the TOE may not be suitable foy the
organizati
6.5.5 Reading the conformance claim

The confor
front. It usy

manee claim is usually found in a prominent place in the PP or ST, usually somewher
ally consists of a single sentence of the form:

This Protection Profile/Security Target claims conformance to:

the third edition of ISO/IEC 15408. This part of the claim represents the version of ISO/IEC 15408
that is used. If this is not the third edition or higher (or the Common Criteria equivalent V3.1 or
higher), the PP/ST will not match the specifications in this document, and this document is not
directly applicable. Although not all parts of the third edition of ISO/IEC 15408 were published in
2008, it will often, if incorrectly, be referred to as “ISO/IEC 15408:2008";

Part 2 extended or Part 2 conformant. This part of the claim defines how security functional
requirements are constructed, and from a consumer point of view, both are acceptable;

Part 3 extended or Part 3 conformant. This part of the claim defines how security assurance
requirements are constructed. If the answer is “Part 3 extended”, the developer of the PP and ST has
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designed their own assurance tests, and from a consumer point of view, one should question why

this was necessary;

a list of packages that the TOE claims conformance with. These can be packages consisting of

security functional requirements only, packages consisting of security assurance re

quirements

only or packages consisting of a mixture of both security functional requirements and security

assurance requirements. ISO/IEC 15408 defines only a set of assurance packages named

“evaluation

assurance levels (EAL)”. A set of 7 packages (EAL1, EALZ, ..., EAL7) is defined. These EALs are

discussed further in 6.5.7;

a list of Protection Profiles that the PP or ST claims conformance with. This is discus

sed further

no6.5.0.

Conformance to Protection Profiles

As already described in 6.3.2.4, STs can claim conformance to PPs (but do not have to do s

can
does
to th

Con
well

Whe

claim conformance to other PPs. If they do claim conformance, this is listgd here. ISO
not allow any form of partial conformance, so if a PP is listed here, the PP or ST has to fu
e referenced PP or PPs.

ormance to a PP means that the PP or ST (and if an ST is of an evaluated product, the
meets all requirements of that PP.

n reading a PP, one will also find a statement that STs ahd-other PPs has to conform iy

is either “strict conformance” or “demonstrable conformatce”. Published PPs will norm

dem
solu
or n
with
stat
levig
envi

Striq
base
dos
deve

So

pnstrable conformance. This means that STs claithing conformance with the PP hay
Fion to the generic security problem described inthe PP, but can do so in any way that is
ore restrictive to that described in the PP. “Equivalent but more restrictive” is defing
in ISO/IEC 15408, but in principle, it meansrthat the PP and ST may contain entire
bments that discuss different entities, use@ifferent concepts, etc., provided that the ov
s the same or more restrictions on the. TOE, and the same or less restrictions on the
ronment of the TOE.

t conformance is only used whereno differences are permitted between PP and ST, e.g. i
d purchasing (see 6.3.3). Of coutse, an ST can still introduce additional restrictions if
. If a PP demands strict confoermance and the organization that wants to use it was no
lopment of the PP, it is iighly unlikely to be suitable for use within the organization.

national schemes\and cPPs have also introduced the terms "exact compliance"

). Also, PPs
IEC 15408
1ly conform

product as

a way that
lly require
e to offer a

equivalent
bd at length
ly different
erall the ST
operational

n selection-
it wishes to
F part of the

and "exact

conformance”, both.(of ‘'which require that a conformant Security Target includes o

ly Security

Fung¢tional Requirements and Security Assurance Requirements that are defined in the PP. While exact
compliance may:be useful when assurance requirements have been refined specific for the security
fundtions listed in the PP, one also has to take into account that such a restriction disallows|a vendor to
spedify those-additional security functions where he believes he provides more than his competitors.
Custlomérs may find that the specific security functions they are interested in have not been subject to
the evaluation. To address security functionality that is not common to all products the PP intents to
address, the use of extended packages, optional requirements and conditional requirements is strongly
suggested for a PP that requires "exact conformance" or "exact compliance". Clause 15 describes those
concepts.

6.5.7 EALs and other assurance issues

The TOE overview and TOE description will specify what the TOE is capable of doing, i.e. the
functionality that is provided by the TOE. However, functionality does not say everything about an IT
product. Products with the same general functionality can be used in different settings. For example,
the same smart card design can be used as

— abus ticket with a small amount of “travel budget” on it;

a credit card with a €10.000 credit limit; or
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— an access control measure for access to a top secret military facility.

In the first case, one is happy with a “low-quality” smart card. If a hacker manages to break the bus
ticket, he may be able to get free bus rides until the card parameters change. The loss of potential
revenue (provided that other cards are not hacked in the same way) is not significant to the bus
company.

In the second case, and certainly in the third case, one needs much more confidence in the correct
implementation of the card functionality, as the consequences of breaking even one card may be
significant.

In ISO/IEC ; - fning
many aspedts of the development of the product, such as the development and production process, the
designs, thg manuals, the amount of testing done by the developer of the product, etc.

ISO/IEC 15408 formalizes assurance into 27 categories (the so-called assurance families). In pach
category, I$O/IEC 15408 specifies different levels of conformance, where meetingxa higher |evel
requires evpluation using enhanced or additional activities on the same set or a superset of evalugtion
deliverables.

As an example, a product could score in the category developer test coverage:

— 0:itis not known whether the developer has performed tests on the-product;

— 1: the developer has performed some tests on some interfaces of the product;

— 2:the developer has performed some tests on all interfaces.of the product;

— 3:the developer has performed a very large amount of tésts on all interfaces of the product.

It can be sefen from this example that the degree of effort expended increases with each level, and the
degree of uhcertainty decreases.

Unfortunatgly, it is almost impossible for a non-expert to interpret a scorecard consisting of individual
ratings for|all 27 subcategories. To allow -non-experts to assess assurance, ISO/IEC 15408 hps 7
predefined [ratings, called Evaluation Assurance Levels (EALs). These are called EAL 1 to EAL 7, pvith
EAL 1 the lgwest and EAL 7 the highest:

Each EAL can be thought of as a set'of 27 numbers, one for each subcategory. For instance, EAL1 asdigns
a rating of [L to 13 of the subcategories, and O to the other 14 subcategories, while EAL2 assigng the
rating 2 to ¥ subcategories, therating 1 to 11 subcategories, and 0 to the other 9.

The EALs dre strictly hierarchical, so that if EAL n assigns a certain rating to a certain subcategory,
then EAL n§1 will assign“the same or a higher rating to that subcategory. So EAL n+1 provides strjictly
more assurpnce than"\EAL n overall.

The drawbgck.df higher assurance is, of course, cost. In the test coverage area described earlier, a rating
of 0 will meat.no cost, but for each higher rating, the developer will have to perform and docuiment

the tests that are being done; the evaluator will have to determine if the developer did this correctly
and document this, etc. More assurance almost always means more cost. Of course, more assurance
also reduces the risk that the claimed functionality does not work correctly or contains exploitable
vulnerabilities.

A listing of each EAL, together with a description of that EAL and a characterization of the assurance
that that EAL provides can be found in ISO/IEC 15408-3:2008, Clause 8.

EALs are a broad-brush mechanism, and are more suitable for assessing some types of product than
others. Nevertheless, the EALs, and/or conformance to a technology-specific and widely adopted
Protection Profile, are currently the only widely accepted ways to provide a characterization of
ISO/IEC 15408 assurance that a relative layman can understand.

14 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=79d39afb95956ae02238dd424f55c438

ISO/IEC TR 15446:2017(E)

A better way to adapt the assurance activities to the needs of system integrators and users of evaluated
products is the definition of technology-specific refinements of the generic assurance requirements
as defined in ISO/IEC 15408-2:2008. Protection Profiles are the best place to define such technology-
specific refinements of assurance requirements. When it is foreseeable that those assurance
requirements need to be adapted more often than changes to the Protection Profile itself are intended,
it is wise to publish those technology-specific refinements in a “supporting document”, where the PP
itself references this document and makes the use of the latest version of it mandatory for an evaluation
claiming compliance to the PP.

When developing a PP, there may be good reasons to not use one of the predefined evaluation assurance
levels, but select a package of assurance components that better suit the type of product described in

the PP and its intended way of operation.

6.5. Summary

In summary, this clause was intended to convey two things:

a) [obviously) that an ST can be reasonably understood from reading a auniber of sections of the ST;
ut also
b) [less obviously) that these sections may contain important €ayeats and are therefpre vital to

nderstanding the limitations of the evaluation.

In the past, there have been cases where consumers have, stated that they wanted an EA
or whatever. Hopefully, this clause has conveyed that an {SO/IEC 15408-certified EAL4 fi
have limitations that make it totally unusable for use within some specific environments, 3
proyide all the relevant security needed.

For

firey
itw
servy

bxample, suppose there is a need for both packet routing and HTTP/FTP proxy servic
vall. A router may have a TOE type of firewall, and have been evaluated at EAL4. But
1l only offer packet routing controls. Worse, if one finds an evaluated firewall that
ices but the logical scope is limited tospacket routing, one should ask why.

Even a big standard like ISO/IEC 15408 is not a substitute for thinking, and complex mat
secyrity cannot be reduced to one’sentence descriptions, no matter how hard one tries.

6.5.9 Further reading

sections of the PPwor ST described above are the most basic sections of the PP and
mosf useful to be read by relative laymen. If one wants to know more about the product, on
try feading the TOE-summary specification, which is intended to provide more detail on h
is inpplemented,SFhe TOE summary specification does not have to be easily readable. It m
witH unexplaitied abbreviations like FIA_UID.2.1. However, many developers will take gr
producing.a~FOE summary specification that meets the requirements of the evaluators but
readily,understood by users of the product.

The

L4 firewall
rewall may
nd may not

es from the
as a router,
ffers proxy

ters like IT

ST, and the
e could also
ow the TOE
ay be filled
bat pride in
can still be

If or
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Ist they are

designed to be used by experts to specify PPs and STs, the information should also help to understand

the relevant contents.

7 Specifying the PP/ST introduction

This clause provides guidance on the specification of the PP/ST introduction section of a PP or ST. These

are described at length in ISO/IEC 15408-1:2009, A.4 and B.4, and therefore little additional
necessary in this document.

The introduction of a PP consists of the following elements:

a PP reference;

© ISO/IEC 2017 - All rights reserved
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a TOE overview.

The introduction of an ST consists of the following elements:

ST and

TOE references;

a TOE overview;

— aTOE description.

The only non-obvious part is the “usage and major security features of the TOE” section of the TOE
overview. Usage is often best derived by summarizing the security problem definition section of the PP

or ST (see
objectives f]
of the PP or

As with mo

br the TOE. This will ensure that the introduction is consistent with the more detailed
ST.

st introductions, one will probably find it easiest to leave it until the rest of the PP or

complete afnd writes it last.

8 Specif

This clause

ST conform
conforman
The Confor
a) ISO/IE
(and prj
some 13
interpr
b) Protect
confory
c) Packag
to clain
possibl
suffices
Of course, t
When spec

choices for

a)

Strict.
ISO/IE

ying conformance claims

provides guidance on the specification of the conformance\¢claims section of a PP o
ance claims are described in ISO/IEC 15408-1:2009, A.5,.and the differences applicab
e claims in PP in ISO/IEC 15408-1:2009, B.5.

mance Claims section of a PP or ST describes how the PP or ST conforms to:

[ 15408. This consists of listing the exact version of ISO/IEC 15408 that was used to v
esumably also to evaluate) the PP or ST. If anzunofficial translation of ISO/IEC 15408
nguage other than English was used, this should also be indicated. If any corrigenda, g
etations or supporting documents werexased, these should be listed as well;

fon Profiles. This consists of listing*any Protection Profiles that this PP or ST cl

ps. This consists of listing any packages that are referenced by the PP or ST. It is no
h conformance to one of the’assurance packages (EALs) defined in ISO/IEC 15408-3:2
y with augmentations.\Use of packages is discussed further in 15.3. Again, a simple
. No extra informatien is needed in this section of a PP or ST.

his conformance also applies to any TOE based on that PP or ST.

fying a PP~0One has to define how other PPs and STs conform to the new PP. There are
his:

[onceptually, this means that conforming PPs/STs has to contain everything in this PP
[ 15408-1:20009, 8.3 for the precise requirements.

lause 9), whilst the major security features are best described by summarizing the secyrity

arts

5T is

r ST.
le to

rite
into
r CC

hims

hance to. A simple list is sufficient:no extra information is needed in this section of a PP or ST;

rmal
008,
list

two

See

b)

Again, see ISO/IEC 15408-1:2009, 8.3 for the precise requirements.

Demonstrable. Conceptually, this means that conforming PPs/STs has to be “equivalent” to this PP.

As a guideline, when writing a PP as the precise and complete specification for a product intended to
be bought or built for one's own use, “strict” conformance should be required. When specifying a PP for
any other purpose, “demonstrable” conformance should be required.

When claiming conformance to a functional package or another PP, the security problem definition,
security objectives and security requirements of the PP developed has to be compatible with that
package or PP.

16
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When writing a PP or ST and one adds additional requirements to those found in a referenced PP, one has
to be very careful to not create inconsistencies such that no TOE can implement all of the requirements,
all at the same time.

9 Specifying the security problem definition

9.1 General

This clause provides guidance on the spec1f1cat10n of the security problem deflmtlon (SPD) section of

: . [EC 15408-
1:20/09, B. 6 which deals Wlth PPs, is 51mply a pointer to A.6 of that document, Wthh can pe taken as
a copfirmation that the expected content of the security problem definition section.does not differ
between a PP and an ST. Indeed, the wording of the relevant validation criteria in ISOf/IEC 15408-3:2008
is idpntical.

The purpose of the security problem definition is to define in a formal mannet_the nature gnd scope of
the §ecurity problem which the TOE is intended to address. This is illustrated in Figure 1.

Althpugh not all Protection Profiles and Security Targets contain assecurity problem deffinition (see
Claulse 15), where it is present, it is probably the most important{part of the PP or ST, aind the most
dangerous to delegate to external contractors to prepare. To quote\from ISO/IEC 15408,

“Thg¢ usefulness of the results of an evaluation strongly depends on the ST, and the usefulness of the
ST skrongly depends on the quality of the security problemidefinition. It is therefore often worthwhile
to spend significant resources and use well-defined proCesses and analyses to derive a good security
prohlem definition”, (ISO/IEC 15408-1:2009, A.6.1).

Assumptions about the
environment
DEFINE .
Threats to assets \ Security
/ Problem
Organizational
Secukity Policies

Figure 1 — Security problem definition

If the probleny'specified is the wrong problem, or if it is ambiguously described, then the r¢gmainder of
the PP of ST will also be wrong. Worse, the wrong product may be selected or purchased ¢n the basis
of a palid but inapplicable spec1f1cat10n ThlS clause is therefore one of the largest and most detailed in
this thest = 'wo or three
pages of text. Regardless of whether the ST or PP author is a developer or a customer, and regardless
of whether the PP or ST will be used in a specification- or selection-based process, it is of paramount
importance to get the security problem definition right.

Subsequent sections of the PP and ST show how the security problem will be addressed by the TOE,
in combination with its operating environment. It is therefore important to ensure that the security
problem definition is clear, concise and consistent.

ISO/IEC 15408 does not assume or mandate any particular process or methodology for preparing
the security problem definition; one can use any method. Of course, if someone is new to the process
of developing PPs and STs, this is not helpful. This clause therefore includes a detailed description
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of a simple methodology that has been tried and tested in practice and found to work in a variety of

organizatio
a)
b)
<)
d)
e)

ns and environments. It is based upon a series of steps, performed in sequence:

identifying and confirming the informal security requirement;

identifying and specifying the applicable threats by performing formal threat analysis;
documenting the applicable policies;

documenting the applicable assumptions;

finalizing and checking the complete SPD specification.

Regardless
represents

there may 1
not even be
confirm thg
requiremer
SPD may sir
and other s

of the methodology employed, this document assumes that the security problem defin
h formalized description of an existing informal security requirement. Of course,injprac
ot be a straightforward single document that represents that informal requinemeént; it
written down. The first step in the recommended methodology is therefore to identify

informal requirement, even though it does not appear within the PP ofST. The info
t may be obvious and well-defined. In other cases, a large part of the work in developin

fakeholders that it is a correct and complete representation of their,security needs.

The methodlology also has two other aspects that are not required by ISO/IEC 15408, but which

been found

in practice to save time overall, by avoiding confusion and gueries in later stages of P

development. These are

a) docum
b) produc

Both of the
discounted
would be ¢
documente
seriously, if

enting discounted threats, and
ng a rationale to link the SPD back to the informal security requirement.

se are explained in more detail at appropriate points in the methodology, but in |
threats are threats that may or may met apply to the product, but which, if applic
buntered by security functionality ing¢luded in the TOE for other reasons. If these are
] in the SPD, they are likely to berraised as queries when the PP/ST is reviewed. |

also covering discounted threats.

Evaluation
no SPD rati
the process
to be fit for

As a generd

freats the SPD as axiomatic;'no attempt is made to trace it back to actual security nee
bnale is created, there is-always a risk that parts of the informal requirement may be lo
of creating the SPDiand that this is not discovered until the product is used and found

tion
tice,
may
and
rmal
v the

hply be identifying the informal requirement, and obtaining confirmation from manageiment

nave
/ST

rief,
hble,

not
flore

the requirement changes, functienality may be removed without considering its valye in

Is. If
st in
| not

purpose. A ratiomale therefore provides an important consistency and completeness ch

| principle, the security problem definition should avoid, where possible, any discussig

the form off
functions.

the TOE’s kesponse to meeting the requirements, e.g. details relating to the TOE sec

eck.

n of
Irity

By followihg this principle, one will help to focus the reader’s attention on what arqg the

important aspeets. of the security problem. Discussion of how the security problem will be satisfied
should be left to the later parts of the PP or ST. Of course, Where a partlcular solutig

by the TOE
mandated 4

bn is

the SPD, both to ensure it is documented and as ]ustlflcatlon for constrammg later de51gn dec151ons

9.2

Identifying the informal security requirement

9.2.1 General

There are always many things about a security problem — and its intended solution — that are already
fixed and known before security problem definition begins. These requirements and constraints
form the informal security requirement. The difficulty is always to identify and document them. This
therefore becomes the first step in our recommended methodology.
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9.2.2 Sources of information

9.2.2.1 Overview

There are many ways that aspects of the informal security requirement can be identified. This
subclause discusses some of them. In a particular organization, there may be others that a generic
methodology as described in this document cannot identify. The PP or ST author will have to think
about the security needs carefully and thoroughly. However, the sources of information suggested in

this

9.2.]

Secu

appl
Prog
sped

If se
addj

9.2.]

A se
COT
part

Thel
gene
dam
ora
Thig
mod

9.2.]

Ath
asse
secy

Thre
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asse

9.2.]
Ase

subclause should help.

Ls

ot 0

R 3 £ 3 134
l\C\lull Cu lullbtlullallt_y

rity functionality may be part of the purpose of the product under consideration.(Fhis

ies to COTS products, where security services to be available to the purchaser threugh
ram Interfaces (APIs) or Human Computer Interfaces (HCIs) may be an essential’part of
ification.

curity functionality is part of a documented user requirement, providing it is part of t
essed in the SPD.

P.3 Risk assessement

curity risk assessment may have already been performedcovering a proposed system
S product, and identified risks that need to be reduced by T security controls. These risk
of the security problem.

e are many methodologies for performing, risk assessments. However, these me
rally accept that for a risk to exist, there should be three things: an asset with a value
aged in some way, a threat, something or,someone who can damage the asset, and a v
way that the asset can be damaged. If.afiy one of these three does not exist, there can
form of model is assumed by ISO/IEC 15408. If the actual risk assessment used an ij
el of risk, there may be problems ma@pping its results into a suitable form for use in the

.4 Threat assessment

reat assessment is a weakened form of risk assessment where it is assumed that if a t}
ts can be damaged and thus a risk will exist. In this case, the identified threats represen
rity problem.

bat assessment is particularly appropriate where the person trying to identify and specif
lem is not the'owner of the assets that will be protected, and thus not in a position to p
ssment or.détermine the value of assets.

.5 \_Management policy

barticularly
Application
the product

he problem

and even a
s represent

thodologies
that can be
ulnerability
be no risk.
icompatible
SPD.

reat exists,

[t part of the

y a security
erform risk

curity requirement canresultiroma policy decision by management, 1or example, thatal

I systemsin

a particular organization will contain certain standard IT security controls. This process is sometimes
known as “minimum standards” or “risk avoidance”. The policy may be arbitrary, for example, following
what similar organizations do, or it may have a logical basis, for example, to meet legal requirements or
contractual conditions imposed by customers.

Of course, even where a policy has a logical basis in law or contract, the mandated security controls
may not be appropriate for a particular system or organization, or may only be applicable in part.

9.2.2.6 Presentational policy

A security requirement may arise from a wish to demonstrate that an organization or a COTS product
implements certain IT security controls. This policy may arise due to marketing needs, or from a wish
to be seen to follow the best practice.
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Security problems of this type are well suited to ISO/IEC 15408 evaluation, as successful evaluation
using an approved evaluation facility will permit an official certificate to be issued, providing
independent verification that the controls exist. Published PPs can be used to identify suitable controls.

The drawback to policies of this type is that they are based on achieving certification or demonstration
of compliance, and not in selecting security controls that are relevant to the product in question. This
can cause problems when finding reasons to put in the SPD that justify the need for the controls. They
may have to be treated as policy decisions, which the originator may be reluctant to acknowledge as the

true reason for their selection.

9.2.2.7 Evaluation policy

An organiz
ISO/IEC 154

This requir
and is ther
requiremer]

9.2.3 Do

The best so
the PP or ST
to be compt
where risks
are not sigr
be modified
be difficult

ition may have a policy that IT products are evaluated using an evaluation scheme-base
08 or the Common Criteria, regardless of the security controls they implement.

ement is problematic. The security problem to be addressed forms no parnt<of the p
efore not properly defined. However, such policies are found in practicé,and do resu
ts for STs to be prepared.

'umenting the informal requirement

irce of information about a security problem is the results fronia security risk assessme
author is lucky enough to have access to the results from a fiskassessment, not only is it 1
ehensive, but most risk assessment methodologies intréduce the concept of proportion
can be tolerated, so long as the likelihood of a loss is very low or the consequences of a
ificant. Identifying both acceptable and unacceptable risks enables the security proble
later through design trades. If the controls required to eliminate particular risks turn o
to implement or difficult to evaluate, an acceptable overall level of risk can still be achi

by using diffferent controls in different ways to counter different potential risks.

Of course, 4§
the same w
should be u

If describin
basis that
description

Relevant in
environme
personnel,

locked serv

risk assessment prepared by a third,party for their own purposes may not judge risl
Ay that the organization the PP or, $T4is developed for would do. In such cases, their re
sed with caution.

b part of the problem in terms of risks is not possible, it is almost certain to have an arbit
fannot be modified or amended. It is important that this is made clear in the info

ormation may relate'not only to the IT product to be developed, but also to its opers
t. The operating—environment determines the level of reliance that can be place
brocedural and physical controls. A public space is very different in its security needs
er room. [fitthas been established that certain personnel, procedural and physical con

can be ass

ed to béin place, that will be an important part of the security problem definition.

As well as information about risks and controls, design decisions may have already been made a

how certai

security functions are to be implemented — for example, a decision to use biom

d on

blicy
It in

nt. If
kely
ality,
loss
m to
ut to
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kS in
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rmal
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1 on
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bout
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authentication rather than passwords, or to use certain communications protocols such as SSL
that have defined security characteristics.

TLS

Some parts of a security problem may not be solvable by technical means; they may only be countered
by personnel, procedural and physical controls. They are still part of the security problem, and need
to be documented. Indeed, any aspect of the security problem that has already been decided should be
documented as part of the informal security requirement.

When all the information available has been identified, collated and checked for inconsistencies, it
should then be divided into three areas:

a) potential attacks that the product is supposed to counter;

b) security attributes or features that the product is supposed to possess; and
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c) security attributes or features that the product need not possess.

These distinctions are important, as they are treated in subsequent steps in different ways. Potential
attacks have to be treated as threats to the TOE and countered. Security attributes and features that the
product is supposed to possess, including mandated security solutions, correspond to organizational
security policies (OSPs). Attributes and features that the product need not possess correspond to
assumptions. This document deals with each of these in turn in 9.3 to 9.6.

Different parts of the informal requirement derived from different sources may overlap or may even be
inconsistent. It is not uncommon for security attributes or features to be mandated as a subconscious
response to identified potential attacks. Similarly, certain types of attack may be subconsciously

congidered too dIfficult or to0 exXpensive to counter effectively, and so retevant securjty features
declpred as not necessary. Such inconsistencies need to be sorted out before the informal'specification
is taken any further. The aim should be to express each aspect of the informal requirémept once and

oncg only.
9.3 | How to identify and specify threats

9.3.1 General

Onc¢ the informal security requirement has been documented, and'thé€ attacks and attributes identified,
the pextlogical step in preparing a security problem definition is to perform a threat analysip to identify
the threats represented by the potential attacks. ISO/IEC 15408 does not prescribe any particular
methodology for identifying applicable threats. However, the methodology should identify all the
threfts perceived as relevant to the TOE in question.

Threat analysis and specification is usually more complicated and difficult than policy and pssumption
defipition, and thus it is best to deal with it first. On the other hand, if the informal requirgments have
beenp mainly derived from policy decisions or mandatory requirements (see 9.2), it may be easier to draft
the policy and assumption parts of the security problem definition first (see 9.4 and 9.5), then perform
the threat analysis as described in 9.3, and,finally revisit and complete the policies and assyimptions. If
poli¢gies and assumptions can readily bé/identified, they can then be used immediately to discount and
exclpide threats from further consideration, thus simplifying the threat analysis.

In ofder to perform a threat analysis, it is necessary to perform three activities:
a) Mdecide on the analysis methodology to be used;

b) [dentify the participants required by that methodology;

c) ppply the methodology.

Thege activities are discussed in turn in 9.3.2 to 9.3.4.

9.3.2 , Deciding on a threat analysis methodology

The best methodology to identify the appiicable threats will depend on now the intormal security
requirement was derived. If the requirement was specified in terms of the results of a risk assessment,
then a list of threats may already be available as one of the risk assessment outputs. Even if this is
not the case, it may still be possible to identify the relevant threats from other existing and available
information.

Unfortunately, in most cases sufficient information will not be available, and an additional threat
analysis should be performed.

There are many methodologies that can be used to perform threat analysis. However, most developers
of PPs and STs use one of three techniques:

a) threattree analysis;
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b) threat database search;

<)

Of these, threat tree analysis is the best documented and established technique. It is based on the
construction of decision trees, a well known problem decomposition technique widely used in risk
management and reliability engineering (see, for example, References [8] and [9]). The first description
of its application to security threat analysis is recorded in Reference [10].

ad-hoc identification.

Because it is a well-established and well-documented technique, threat tree analysis will not be
described in detail w1th1n thlS document However in 51mple terms, it 1nv01ves startlng with a very
general, ab ; s preguct,
and then infroducing more detail in an iterative manner, refining the threat descrlptlons at each'st
The technique is referred to as a threat tree because the first abstract definition is considere
the root of|a tree and each new level of subsequent refinement creates a set of new, more’ detqi
nodes conngcted to the root. Each of these nodes then becomes the root of a new sub-titee: Eventu
descriptionf of leaf nodes will be sufficiently concrete to terminate the need for furtherrefinement
be used as 4ctual threats to be specified in the PP or ST. The tree also provides a rationale for the c}
of threats ipcluded in the PP or ST, and gives confidence that no relevant threats have been omitted.

soft
et of

Recent proponents of the use of threat tree analysis include Bruce Schneier(8], and the Micr
Corporation Trustworthy Computing Initiative. Indeed, a recent book from“Microsoft provides a s

example th
and which

caution from Microsoft that it can be difficult for non-security experts to build accurate and consis

threat trees

The second
databases

question. §
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Database s
a reasonab
specified in
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and most imiportantly, it may be found that too many threats appear applicable and a degree of arbit

selection is

The final a

e
the IT prodltct in question. This is best avoided — it is difficult for the developer or problem own

“think outs
threats.

reat trees that will match many types of software products. (see Reference [11], Chapter
fan be used as patterns to minimize analysis work for suitable TOEs. It is worth noting

(ibid., box on page 128).

alternative, database search, is based on exhaustive examination of one or more predef]
f generic threats, to see which entries match the identified attacks for the IT produ
uitable databases are available from many sources. Most national evaluation sche
information concerning generic threats on request, and this is normally in the form
Hatabase.

parch has a number of benefits~anhd a number of disadvantages. The benefits are
y wide variety and range of threats will be considered, and that they are expressed
a consistent way. One disadvantage is that there may be specialist threats to the partid
it are not covered, and-therefore will not be identified. Also, threats descriptions i
Ay be too general for applicability to the product in question to be readily identified. Fir

subconsciously ifitroduced.

rnative isto-identify threats in an unstructured manner, based only on consideratic

de the\box”. Attackers may have more experience or more ingenuity in finding applic
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If the sect

rity problem and its surrounding environment are both well-defined, constructi

hg a

threat tree is usually the most effective approach. Where the problem is defined in general terms or
the environment is uncertain or arbitrary, a simple serial search of a threats database may suggest
applicable threats more efficiently than methodological top-down analysis. This particularly applies to
COTS product developers, who typically may not have much knowledge of the actual environments in
which their products will be used.

If the informal security requirement was driven primarily by policies or mandated security features,
do not be surprised if the threat analysis identifies no applicable threats that are not already countered
by the required security attributes.

Depending on the threat analysis methodology used, and the origins of the informal security
requirement, threats may be identified but subsequently discounted, or identified as duplicates of other
requirements (such as policies). ISO/IEC 15408 does not require such threats to be documented at all,
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although it can then be very difficult to understand the SPD as a whole and, in particular, to modify it to
reflect changes. This document strongly recommends that one does document discounted threats. The
normal way to do so is as part of the assumptions section of the SPD (see 9.5).

9.3.3 Identifying participants

9.3.3.1 General

Although previous versions of ISO/IEC 15408 only required that each threat was identified and
explained, the third edition of ISO/IEC 15408 requires that each threat is described in terms of a threat
age t—atrasset ard—atadverse a\,tiuu, with—tre—irter Pt etatiorrthat“asset™istunderstood to include
typds of asset, since in the case of COTS products the actual assets to be protected are unkpown to the
perdon preparing the PP or ST.

Unfqrtunately, the results of risk or threat analysis and other forms of attack and attack path
desdriptions are rarely described in terms of agents, assets and adverse actions,\and thus it is necessary
to cfeate the characterization required by ISO/IEC 15408 from first prireiples using the available
thrept and attack information.

9.3.83.2 Threat agents

ISO/IEC 15408 defines threat agents as “entities that can adversely act on assets”. There is no guidance
on specifying threat agents, or the level of detail and precision required. When describing threats in
PPs bnd STs, it is best to keep the threat agents used as siniple as possible. One common approach, and
the gne recommended by this methodology, is to use a fixed list of five types of threat agent

a) pttackers;

b) puthorised users;
c) Jrivileged users;
d) pdministrators;

e) pystem owners and developers:

An attacker is a person whois not authorised to access assets protected by the IT product. This includes
people who are authorised users, but have concealed their identity. Because they are unknown to the
system owner, there isdittle deterrence unless their attack is detected and linked back to E:El identified
person, for example,.by/telephone tracing or by visual identification by security guards.

duthorised useris a person who is authorised to use the IT product according to its sectirity policy,

Authorisedusers are known to the system owner and are deterred from damaging assets by being held

vileged tserisa person-who-isauthorised touse the broductin-a-way contra alits security
policy, and can access assets without the explicit permission of the asset owner. Most system
administrators are privileged users. However, there are other types of privileged users such as
maintenance engineers, both hardware and software. Privileged users cannot be stopped by the IT
product from causing damage, but can subsequently be held accountable for their actions.

An administrator is a person who are responsible for ensuring the correct operation of the IT
product once installed in its operational environment. Administrators are therefore responsible for
setting up controls to prevent damage to assets and also detecting when assets have been damaged.
Administrators can be limited in what they do, but if they perform their actions incorrectly, assets may
be damaged by others.

A system owner and developer is a person who is responsible for the specification, design and
implementation of a system or COTS product, but who does not necessarily use it to access the assets
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it protects. Although a system owner and developer cannot directly damage assets, if their decisions
were incorrect, the product may be unable to adequately protect assets.

Using these definitions, a single individual may at different times fall into more than one of these
characterizations — indeed, perhaps all. The distinction is through the type of threat they represent
when acting as that type of threat agent.

The list above excludes one type of threat agent that may be relevant to some security problems: acts of
nature (sometimes called “acts of God”), such as earthquakes, where there is no human agent involved.
The usual approach is to treat such threats as being the responsibility of the system owner and developer,
although they are not involved in formulating or executing any attack. In some cases, describing the

related agefitas “one or Nature may be clearer or MoTre acceptable to the problem owner. . |
9.3.3.3 Types of asset

Assets are|important to threat analysis and need to be properly identified. Most,threat analysis
methodologies can handle imprecision or overlap in players and adverse actions, butassets need o be
distinct and well-described. In consequence, 9.3.3.3 offers a detailed methodology-to identify the agsets
or types of asset that need to be protected by a particular IT product.

In the case pf a system, it will often be possible to identify the precise assetsto’be protected, as thigwill
form part df the definition of the system. In the case of a COTS product, the actual use of the product
is often nof known, and it is therefore only possible to identify the types of asset that the product is
intended to[protect.

Assets assofciated with IT systems usually fall into one of three‘elasses:

a) informgtion;

b) procesges;

c) physicql.

Information| assets represent data that is of value to the owning organization. Examples of types of
information assets are

— general data,

— system|data,

— specialjst databases, and

— client data.

Specialist database$§ would represent information that is only of value to some users. Examples [may
be a personnel database (only of value to the human resources department) or a customer datapase
(only of valfieto-the order processing and marketing departments). Client Data may represent datg not
owned by the.dwner of the system and for which there is a special and relevant characteristic, legal

duty of care.

In the case of a system, it will normally be possible to identify the names and characteristics of the
actual databases or other information assets to be protected.

In the simplest case, all data can be treated as being of equal value and at equal risk of attack, and
represented by a single information asset, named something like “user data”.

However, it is often necessary to distinguish system data, i.e. data used by the TOE security functionality
(TSF) of the TOE, from other data. If system data is modified or deleted, the TSF functions may operate
incorrectly and permit other types of attack; whereas, if other data is modified, only the data directly
involved is corrupted, the TSF continue to function, and will continue to protect other assets. It is quite
common for these two information assets to be sufficient, one representing TSF data and the other all
other data protected by the product.
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Sometimes different types of TSF data may be susceptible to different attacks or have different
consequences if compromised, and thus required to be distinguished. Examples of distinct types of TSF
data may be

— TSF configuration data,
— authentication data database, and
— audit records.

Sometimes, very limited and specific forms of data that are susceptible to specialized attack may need
to bedistinguished, e.g. cryptagraphic keys

Prodess assets represent applications, where data is transformed or analysed. The disthlxction from
information assets is that the associated data is of little value without the processingcapabilities of the
related applications. Examples of types of process assets are

— financial,

— fcommunication,

— Jogistical,

— manufacturing, and

— pffice automation.

Financial applications may include payroll, investmént management or accounts mianagement.
Communication systems may include e-mail or imfranet/extranet information handling. Logistical
systems may include order processing, warehouse control or resource scheduling. Mahufacturing
applications may include real-time process control. Office automation may cover struftured text
prodessing.

In the case of a system, it will normally-be possible to identify the names and characteristics of the
actulal processes to be protected.

In general, process assets are only susceptible to modification or denial of service gttacks. For
exarpple, the functionality of thejassociated applications software could be altered, perhapp to remove
authorization checks or to alter financial processing. A single asset, called “applications spftware” or
sompthing similar, is usually sufficient to cover all processes.

Phydjical assets represent the actual information processing equipment used to support the information
and process assets.'\Examples of types of physical assets are

ritical network infrastructure,

ortable PCs, and

ata centres.

It is very unusual for TOEs to offer protection of physical assets as part of the security problem;
physical protection is either excluded, or provided by the operational environment and handled
through assumptions. In consequence, it is therefore unusual for physical assets to appear in PPs or STs.
However, there are applicable techniques, such as automatic closedown on power failure, that could
offer protection to physical assets and, in such cases, physical assets may appear in the PP or ST.

[tis important not to identify too many assets or types of assets. If two assets or types of assets have the
same potential for attack and consequences of attack, they should be grouped together into a composite
asset type. Many TOEs will protect only two types of asset, TSF data and user data. More than six types
of asset are probably inappropriate for anything other than a TOE that is expected to offer very complex
or individualized protection capabilities.
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As part of the definition of the security problem, certain assets or types of assets may have been
excluded from requiring protection. If this is the case, they should be listed separately: this information
will be need later to explain why they have been excluded from the threat analysis.

9.3.3.4 Adverse actions

ISO/IEC 15408 provides no guidance on how adverse actions should be described. As for threat agents,
the best advice that can be given is to keep the set of actions as simple as possible. One simple yet

comprehensive set includes

improp

eI access,

denial

non-ac

It has been
practice, al
clarity of e
adverse act

security requirement and will again need to be treated separately.

An alternat
attack, e.g.
unnecessar

9.3.4 Applying the chosen threat analysis methodelogy

Once a thre
has been pr

In practice,

useful: idenftifying excluded or tolerated thireats and identifying threats already covered by policy.

Many types
requiremen
has already
transferred

Exclusion is
may decide]
will wish tag

impropler transmission of access rights,

flegitimate access, and
ountability.

found that this simple set covers pretty much all threats that are‘likely to be foun

kplanation need to be described separately. There may also be other, specialized typ
on that do not fall naturally into the groups above. This should\be/obvious from the info

ive approach is to describe adverse actions in terms of the consequences of a succe
loss of confidentiality. This approach was oftensused in the past. However, it ca
ily specific and limiting in scope. It is no longer oftenused.

ht methodology has been selected, and the-necessary information to apply that methodo
epared, the next step is to apply it to generate a list of applicable threats.

many threats can quickly be discaunted. There are two particular techniques that are

t, either because they have been excluded from the scope of the IT product, or a dec
been made to tolerate them because the impact of associated risks is low, or they have |
to a third party (e:g-"an insurer).

common in thecontext of COTS products. For example, the vendor of an operating sy;
not to include anti-virus (AV) protection within the product, assuming that the purch
buy a supplemental specialist AV product, or will use the product in an environment tH

isolated fro

Tolerating

infection.

d in

fthough sometimes particular adverse actions may have distinct Censequences whiclh for

bs of
rmal

ssful
h be

logy

very

of threat will have already.been discounted as part of the definition of the informal security

sion
been

tem
aser
atis

hiréeats is usually found in the systems context. It requires assets to be valued or somet

hing

a COTS product manufacturer cannot do.

The relevant information to discount threats is usually obvious from the list of things that the product
needs not do. If not, it needs to be confirmed and then added to that list. It should also be recorded in
the form of an assumption (see 9.5).

In many IT products, a decision will have already been made to include security functionality,
independent of the analysis of actual threats. It is common in the case of COTS products. For example,
an operating system vendor will normally include user identification and authentication functions,
even if the product is designed for single user situations.

If this mandated functionality will counter a particular type of threat, that threat need not be
investigated further to see if it is actually applicable; protection will be provided regardless.
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The relevant information to ignore threats is usually obvious from the list of attributes that the IT
product is supposed to possess. If not, it needs to be confirmed and then added to that list. It should also
be recorded in the form of a policy statement (see 9.4).

All remaining threats need to be identified and considered, and a full list of applicable threats produced,
describing each threat in terms of agents, assets and adverse action.

Some threats may be applicable to a particular system, but it has already been decided as part of
scoping the security problem that they will be countered by security controls within the operational
environment. It may only be possible to counter some threats by measures in the environment (for
example, where physical protection is necessary). These threats still need to be listed, but it is worth

' tion will be

TOE or its
s are being

ironment. This would take away the ability to make design trades later when’contro
‘ted and designed.

Usi

envi

ISO

in th
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cate
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size
Equ

g older versions of ISO/IEC 15408, threats to the development of the IT product (i.e. its d

onment) were included within the threat analysis. However, ‘where the third
[EC 15408 is used, this is no longer required. Such unnecessaryinférmation should not
e threat analysis. It will only confuse the evaluators.

b Practical advice

best way to do this is to use a verb form such as/may”. For example,
I".UNAUTH An unauthorised person may attempt-to access and use TOE resources.

Ips to start each threat description withva name for reference purposes. By conventi
ST authors start threat names with “T.”to assist identification. Descriptions should b¢
Lo the point.

nodologies, whether the one déscribed in this clause or of one's own choice, should 1
ily. They should be adapted-and interpreted to meet the requirements of a particu

borization is not working-out in practice.

bats can be combined if their agents, assets and adverse actions are similar. This will
of the threat liSt,ahd save time later, since the same controls will often be used to co
h1ly, where a threat has markedly different impacts depending on factors like threat ag

involved, it willbe clearer and save time later if the threat is split into multiple threats th

sped

Info
For

ifically. worded.

'mation indicating that threats can be discounted is often expressed indirectly as an ¢

evelopment
edition of
be included

bats indicate ways that the IT product may be attacked. Therefore, they should be wordled as such.

bn, most PP
e kept short

ot be used
ar security

lem. Do not be afraid to-ge-back and start again using a different approach if a particyilar form of

reduce the
inter them.
ent or asset
Nt are more

Issumption.

bxample, consider the statement:

Administrators can be assumed to be non-malicious, trustworthy and competent.

This is expressed in terms of a threat agent, and effectively discounts most types of threats normally
associated with that type of agent. Some of these types of threats are specific to administrators and can
therefore be fully discounted, provided one trusts the administrators. Other types of threats will still
apply, but can be restricted to other applicable threat agents only, e.g. ordinary users. Do not forget to
add the assumption that reduced the scope of these threats to the list of assumptions.

In some cases, it may not be possible to identify threat agents or adverse actions — only that the
associated risk is unacceptable. An example would be failure of an underlying abstract machine to
implement its associated security model. In these cases, it is pointless to create characterizations based
on guesswork or imagination. The threat is unacceptable by definition of the security problem, and
should be identified and justified as such.
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Once a final list of threats has then been prepared, it should always be checked for completeness and
consistency. If a threat has been broken down by type of asset or type of threat agent, are all possibilities
covered? Are similar threats treated in a similar manner? If not, is there a good reason? Although
inconsistencies and omissions may well be detected later in the preparation of the PP or ST, checks at
this stage will save time and reworking later.

It is possible that threat analysis may identify no threats to be listed as applicable to the TOE. This
can happen, for example, in PPs that are designed to meet general corporate or government policies
and nothing else. This is perfectly acceptable in ISO/IEC 15408 evaluation; in such a case, the threats

section of a PP or ST should be left blank, with an indication that no specific threats were identified.

Historically
producing 3
threats, qu
limiting.

9.4 How

The securit
(OSPs) with
and descrilj
list of secui
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[ are relevant to the security problem.

SUCcessful general-purpose PPS hiave speciiied few of No appiicable threats.,v
PP intended for use in multiple contexts, and one has identified a large number of applid
estion whether one unconsciously assumes a context that is unrealistic or unnedess

to identify and specify policies

y problem definition also needs to contain a list of applicable organizational security po
which the TOE complies. Compared to threats, policies are generally much easier to ide
e. When using the methodology recommended in this docundent, one will already hg

b become an OSP.

statements of things that the IT product is supposed‘to do, regardless of consideratid

hall” to indicate requirements of this type. Most English speakers find this unnatural, an

ts, it helps to start each policy with athame for reference purposes. Descriptions of pol
ept short and to the point. By conweéntion, most PP and ST authors start policy names
I identification.

15408, policies are normally referred to as Organizational Security Policies, or OSP
can be confusing; some"QSPs may only apply to one system to be covered by a PP o
all systems within the 6wning organization. This document usually uses the simpler {

t, or during.threat analysis. However, a final check should be made to identify any o

used-to specify

manda

ory’security functions to be incorporated within the TOE, and

vill” is perhaps to be preferred. Thus, an example of a clear and well-worded policy may be

'H Administrators will authenticate themselves before accessing any TOE functions or datd.

hen
able
hrily

icies
htify
ve a

ity attributes or features that the IT product is supposed to\possess. Each of these can be

n of
b the
] the

icies
with

5 for
r ST,
erm

able policies should have been identified during identification of the informal secuyrity

ther

— mandatory technologies/techniques to be used to implement particular security functions (which
implicitly requires those functions to be present).

Policies can also be used to replace threats. This is appropriate if

— itisnotcertain thata particular threat exists, but a policy decision has been made to protect against
it regardless,

— apolicy decision has been made as to how a particular threat will be countered, e.g. by specifying

— what controls will prevent a successful attack, or

28 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=79d39afb95956ae02238dd424f55c438

ISO/IEC TR 15446:2017(E)

what will be done if an attack occurs,

— a policy decision has been made to adopt a particular approach to countering a number of related
threats.

However, there is no value in replacing a threat with a policy unless there is some additional information

repr

esented in the policy that is not implicit in the statement of the threat.

Policies identified during this final check may require changes or reworking of previous security
problem definition activities, e.g. to delete threats that are now covered by policies.

Inp

actice, most policies are easy to identify and express clearly However, there are son

€ common

prok
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In such cases, careful wording of the policy statements‘'will enable them to be reused in the
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lems that should be noted.

y statements are sometimes misused to express requirements for things that)the T
hnnot do, but which instead need to be enforced by the operational envirofiment of
uirement cannot be implemented by the TOE, the correct way to specifynit'is as an
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the operational environment, or by the two working together, then the policy statem
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ng the course of specifying the security problem and its solution, the boundary of tH

h. This may cause policies to become assumptions or assamptions to become policie
ire policies or assumptions to be re-specified to take account of the new TOE boundar
bmposed TOEs that are broken down into several ‘eomponents addressing differe
lems, an assumption for one component is often implemented by another as a policy r¢

sumptions, ensuring compatibility and easy censistency checking.

So
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implemented by the TOE and partially by the environment.

Not
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9.5

times it is not clear during preparation oftthe security problem definition whether a p
emented by the TOE or by its operational'environment. This is acceptable; it can be resg
nition of the security objectives when'the requirements for security functionality are ¢
objectives and environmental objectives can link back to policies. A policy may even

h1l security problems requite policies. This is perfectly acceptable in ISO/IEC 15408 eva
ies section of a PP or ST should be left blank, with an indication that no applicable p

How to identify and specify assumptions

Fin

exclpde the security features required within the TOE. When using the methodology recorj

lly, the seCérity problem definition needs to contain a list of applicable assumptions t

OE will not
the TOE. If
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'ced by the
ent is either

e proposed
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this|document, one will already have a list of threats the TOE does not need to protect against. Each of

theske €anibe reworded to become an assumption about the environment or intended usage

bf the TOE.

Assumptions are statements of things that the IT product need not do, regardless of consideration of
threats or other matters. They should therefore be worded as statements of fact. An example of a clear

and

well-worded assumption may be

A.PHYSICAL The TOE will be located in a physically secure location.

Assumptions have two uses:

to indicate that a particular control or type of control will be provided by the
environment, and not the TOE;

operational

to indicate that particular threats or type of threats can be discounted, because in the content of the

assumed operational environment, they will not exist or are not important.
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The first of the above types is best expressed using the verb “will”, as it implies a control has to be
provided, even if not by the TOE. The second form is best expressed using an active, present tense verb
such as “is”.

Keep assumptions about controls provided by the environment distinct from assumptions about
discounted threats, as the former is required by ISO/IEC 15408 and the latter an addition recommended
by this document to simplify showing security objectives cover all applicable threats. This will be
explained later (see 10.2).

Every assumption should be given a short name for reference purposes. Descriptions of assumptions
should be kept short and to the point. By convention, names of assumptions start with “A.” to assist
identificatigm.

In practice,
threats. Avg

it is more difficult to express assumptions clearly and positively than it is with_policig
id the temptation to use verbs such as “may” or “should”; assumptions are statements of

kS or
fact.

Assumptions about the operational environment need to be separated into three areas:

— physicgl protection;

— personpel and procedures;

— technidal functionality outside the TOE.

ISO/IEC 13408 refers to “physical, personnel and connectivity—~aspects of the environment”
(ISO/IEC 15408-1:2009, A.6.4). However, practical experience has shown that this is not sufficient. Nlany
assumptior]s about external technical controls do fall naturallzunder the heading of connectivity} For
example,

A.INTERNET The TOE will be isolated from the Internet,

However, other assumptions about technical controlsiare often necessary. For example,

A.NO_D rmit

ordinarn

EV_TOOLS No tools will be present mn the operational environment of the TOE that pe
y users to add new functionality tothe system.

In many cas
For exampl
to be prese
should be id

es, policies and threats will be partially handled by the TOE and partially by the environment
e, technical controls withird.the TOE may need supporting procedural or physical mea;]::res
ht in order to work effectively. The need for such supporting measures in the environment
lentified and expressed-as assumptions.

Assumptions are not tested-\during evaluation; they are treated as always valid and true. Howgver,
they are hdlpful in showing consistency and completeness. Where threats have been identified |by a
methodological approach, assumptions may be needed to show complete coverage in the rationalle. A
threat may pe partially discounted and partially countered. In this case, the assumption is needed When
tracing back thesecurity objectives for the countered part back to the threat to show that complete
coverage is|provided.

Many assumptions will have been identified during specification of the informal security requirement,
or during threat analysis. However, a full investigation should be made as part of this stage of security
problem definition to identify any other relevant assumptions. When a decision is made that a policy
will be implemented, or a threat countered, by the environment, this should always be recorded as an
assumption. These assumptions should be worded to reflect the policies and threats in question, as
they will generate objectives for the environment that will need to match those policies and threats.

One assumption can often be used to counter multiple threats that are related in some way. If a threat
tree approach has been used, where multiple detailed threats all to be countered by the environment
share a common hierarchical node further up the tree, the assumption can be expressed at the level
of the shared node. For example, if all threats resulting from adverse actions by administrators are
discounted, this can be expressed in one single assumption:
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A.NO_POOR_ADMINISTRATION Administrators have the necessary skills, training, time and resources
to perform all their allocated administrative functions, and perform all those functions correctly and in
accordance with the guidance provided to them.

When formulating assumptions, a good test for a well-formed and necessary assumption is that if the
statement is untrue, the TOE could be successfully attacked.

Separating assumptions by type will be helpful when identifying and specifying security objectives.
Assumptions about personnel, procedural and physical security should be separated out first. The next
category should cover assumptions related to security functionality provided by the IT operational
environment. Finally, the assumptions about discounted threats. These should be kept fully separate as
thesp @0 Not generate objectives at ail.
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e may be some security problems that do not need any assumptions. This is perfeCtly a
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pcurity objectives for the TOE in the ST, then the ST thay omit the assumption. Seco

SP (or a part of an OSP) meant to be addressed by security objectives for the TOE in the

Finalizing the security problem definition
last stage of SPD production is finalizing the SPD specification. This involves two tasks:
preparing a complete list of all threats, policies and assumptions;

performing consistency and-completeness checks to confirm the SPD specification
represents the security problem or problems addressed by the informal security requir

e is no requirementin ISO/IEC 15408 to provide an SPD rationale; the statement of thre
hssumptions expressed in the SPD is treated as axiomatically correct for the purposes of
ever, it is strongly Tecommended that a rationale is produced, linking each element of t}
e informal security requirements, and showing that coverage is complete, without dup

e SPD réworking much simpler and reduce the risk of introducing errors.

jflarly;-there is no requ1rement 1n ISO/IEC 15408 to 1dent1fy threats that have been di
fi 1 ful i

ng an evaluation of a product, the assumptions are treated as given. Any_potential prq

e are two cases where a variance to the assumptions given ifi a'PP are allowed. Firstly, if
ctives for the operational environment defined in the PP-addressing an assumption a

mption may be added in the ST if this new assumptieh does not mitigate a threat (or part
ht to be addressed by security objectives for the TOE in the PP and if this assumption d

Cceptable in
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blem found
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hmptions.

all security
re replaced
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PP.

accurately
ement.

ats, policies
evaluation.
ne SPD back
ication and

out redundancies. If requirements change, or complications are found later on, the rationale will

tcounted or
he SPD has

to be reworked This document recommends that appropriate assumptions about such threats are
always included. However, put them in a clearly marked separate section of the SPD, distinct from any
assumptions about the operational environment. This will signal to evaluators validating the SPD that
they should ignore when tracing back security objectives.

Consistency and completeness checking involves checking that all constraints and requirements
found whilst scoping the security problem have been reflected in policies or assumptions, and that
all identified threats have been countered or discounted in some way. Similarly, all policies, threats
and assumptions listed in the SPD should be traced back to aspects of the original informal security
requirement. Creating cross-reference tables is often an efficient and easy way to show that consistency
and completeness exist.
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Assumptions and policies may sometimes appear to conflict, i.e. a firm policy requirement “will do X”
may appear to be contradicted by an assumption “need not do X”. On inspection, it will usually be found
that there is no actual conflict, the TOE is expected to address part of some identified security concern
but not the whole. Greater explanation and precision of wording in describing the actual requirement is
needed, and will resolve the apparent inconsistency. If there is a real conflict, it should be resolved by
re-examining the informal security requirement to establish what was actually wanted.

10 Specifying the security objectives

10.1 Gen

ral

This clause

provides guidance on the identification and specification of security objectives inan §
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bd in the security problem definition what the security issues are, one now needs to giy
fhow they will be addressed by the TOE and its environment.

08 requires two different types of security objégctives to be specified:

y objectives for the TOE, which will besatisfied by technical (IT) countermeas

een the detail of the SFRs and the abstract problem defifition of the SPD. In other W:Ii*ds,
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b) y objectives for the environment, which are to be satisfied by either technical measjures

ented by the IT environment, or bysfion-IT (e.g. procedural) measures.

This is illustrated in Figure 2.

SECURITY PROBLEM

’
/ f TOE Security \
+ Objectives /

—_— e e e e e e e = -

Objectives for the
ENVITONIMENT

THE SECURITY OBJECTIVES

Figure 2 — Role of the security objectives

All PPs and STs have to specify security objectives for the operational environment. Low assurance
PPs and STs (see Clause 15) do not have to specify security objectives for the TOE, and the security
objectives for the operational environment are treated as axiomatic, i.e. they do not have to be linked
back to a security problem definition.
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The remainder of this clause assumes both types of objectives are required, and are linked back to a
security problem definition.

Security objectives should be worded as requirements. They should consist of short, clear statements
that together define a high-level solution to the security problem identified in the related SPD. In
English, the verb form “must” is a good way to word objectives.

ISO/IEC 15408 does not assume or mandate any particular process or methodology for preparing the
security objectives; one can use any method. Of course, if one is new to the process of developing PPs and
STs this is not helpful. This clause therefore includes a detailed description of a simple methodology that
has been tried and tested in practice and found to work in a variety of organizations and environments.
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urse, this is only one approach to identifying the objectives. Other equally valid appro
hrticular circumstances, this may not be the simplest; fastest or easiest approach. TI
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tail is appropriate in a statement of security~objectives is important. ISO/IEC 15408 gi}
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the security objectives should help\the reader to understand how the security issues iden
Kecurity problem definition axé to be addressed by the TOE, without delving into imp
detail except where this has\been mandated in the SPD. Ideally, the security objectives
should be implementation~independent. The focus is thus on what the solution intend
rather than how it is achieved;

At the same time;-one should ensure that the security objectives as defined do not jus
information cofitained within the threats and OSPs of the security problem definition
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As will become clear in 10.2, a well-defined set of security objectives for the TOE will help ensure that
the security functional requirements selected to meet them are not excessive. This in turn will serve to
minimize the cost and timescales of the TOE evaluation.

10.2 Structuring the threats, policies and assumptions

The first task is to structure a complete list of all applicable threats, policies and assumptions from
the SPD.

Remember that some threats may be relevant to the TOE, but risk analysis or consideration of the
environment may have decided that they are can be discounted or ignored. When following the
methodology recommended by this document, one will have included these threats within the SPD, but

© ISO/IEC 2017 - All rights reserved 33


https://iecnorm.com/api/?name=79d39afb95956ae02238dd424f55c438

ISO/IEC TR 15446:2017(E)

also recorded assumptions that identify them as not applicable. Such threats do not generate security
objectives, so the first step is to identify them and their related assumptions, and exclude these threats
and assumptions from further consideration. Make sure that it is obvious from the SPD that these

threats hav

The remain

e been excluded in this way.

ing threats, policies and assumptions should then be separated by type:

— those relating to the non-IT operational environment;

— those relating to the IT operational environment;

thoser

clated to TOE functionality.

This is usud
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lly easier than it may appear. A policy requiring physical controls can only apply to the
hent; a threat representing an attack directly on the TOE belongs to TOE functiofiality.
btions can only apply to the operational environment sections of a PP or ST. Where a p

e, a threat T.EAVESDROP may be split into two:
SDROP (communications), assigned to the IT operational environment;
SDROP (internal), assigned to TOE functionality.

split the policy or threat concerned into multiple areas,“Unnecessary entries are eag

ring PP/ST validation.

Lifying the non-IT operational environment objectives

peaking, it is easier to define the objectives for the operational environment than for
e non-IT objectives are easier to define'than the IT environmental objectives. So it m

sense tow

rk on the non-IT operational environment objectives first.
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On the other hand, missing entries may cause objectives.to be missed, and are much harder
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The first sfep in identifying these objectives is to take all the assumptions assigned to the ng
operational environment and reword them on a one-to-one basis into corresponding objec
(there is gyidance on how to do this lager in this clause). Environmental objectives are not anal
further within the PP and ST, or during evaluation, so there is little point in identifying common
generalizatjon, overlap, etc., provided that the stated objectives are clear, and clearly defined.

Then, devise and add any furtheér objectives necessary to meet aspects of threats and policies that have
been assigied to the non‘lT operational environment, once again rewording the threats or po;Iicies
concerned as objectives,\but without expansion or explanation. Identifying suitable wording is ajgain
usually straightforwartd. If not, the categorization techniques used for the more difficult area of [TOE
objectives gnd described in 10.5 can be used.

Other secuyityobjectives for the non-IT operational environment may include

a)

establishment and implementation of procedures to ensure that the TOE will be used in a secure
manner (and in particular in accordance with the environmental assumptions), and

b) objectives for education and training of administrators and users in sound security practices.

These may be more difficult to identify at this stage, as they support security objectives for the TOE. If
they are obvious, include them now. If not, later stages of the methodology will revisit the environmental
objectives and add them in.

Environmental objectives are often given identifying names starting with “OE.” This helps to make
a clear distinction from TOE objectives, which conventionally start with “0.” They should be clearly
worded to indicate that the measures implementing the objective will be procedural or physical; if
necessary, state “the non-IT environment” explicitly in the description of the objective.
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Environment objectives derived from assumptions are best worded unchanged from the assumption
wording, i.e. as factual statements. For example,

OE.RESIDUAL Magnetic media are degaussed or shredded prior to final disposal.
Objectives derived from threats and policies should be worded as requirements. For example,

OE.AUD_REVIEW Operations staff will review audit trails for exceptions and unusual patterns of
activity at regular intervals.

Most non-IT operational environment objectives will be derived from assumptions. Objectives that are
derived from consideration of threats alone may indicate assumptions are missing from the security

prohlem definition. Check the SPD, and revise if necessary.

For |convenience, single objectives can be defined that cover several related assumptjons, or an
assumption and related threats, or policies and related threats. It is worth combining su¢h elements
together if the overall result is clearer. If not, do not bother.

Sati$fying the non-IT operational environment objectives will be the respensibility of the organization
that| uses the IT product in question. It is very important to check/atithis stage with|the people
responsible for system operation (or the marketing department in thecase of COTS product) to ensure
that|these objectives are realistic and achievable. If not, it is better.te know of the problems{now rather
thar] later, while the objectives can still be altered or the threats-and policies handled in different ways.

10.4 Identifying the IT operational environment objectives

The[techniques used to identify and specify the objectives for the IT operational envirpnment are
identical to those for the non-IT objectives described in 10.3. However, it is important tg keep them
sepdrate from the non-IT objectives, because IT enyironment objectives could become TOE pbjectives if
the TOE boundary changes later during TOE specification and design.

By cpnvention, objectives for the IT operational environment are also identified by giving them names
that|start with “OE.”. Similarly, they should include “the IT environment” within the dedcription, or
othgrwise make it clear that they willhe implemented by technical means outside the TOE.

In darlier versions of ISO/IEC\15408, it was permitted to specify security requirempnts for IT
environment objectives in order'to define and explain exactly how they were supposed to e achieved.
Thiqdis not permitted in the third edition of ISO/IEC 15408. However, there are other techniques, such as
the @ise of application notes; that can be used to record constraints on the implementation of objectives.

In aJcomposite produet, objectives for the IT environment of one domain will become ohjectives for
the [TOEs of other .domains. Such objectives should be very carefully worded, to ensure that the
correspondenge can easily be identified.

10.% Identifying the TOE objectives

The I[TQE security objectives are the most important and the maost difficult objectives ta express well.
Unlike environmental objectives, they are used as the justification for security functional requirements.
Itis therefore important that they are well-worded, clear in their intention and provide good traceability
between detailed security requirements and the security problem; it is not sufficient just to reword the
security problem or list specific security requirements.

The methodology proposed in this subclause organizes TOE objectives on the basis of broad areas of
security functionality, chosen to link well with the organization of functional components into families
and classes within ISO/IEC 15408-2:2008. Breadth and depth is dealt with through the concept of main
and subordinate objectives within each area. Each main objective sets a broad strategy for that aspect
of security, a “best practice” target; the subordinate objectives deal with the specific points of detail
that appear in any security problem but which if not treated properly can easily obscure the “bigger
picture”.
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Using this methodology, the first step in defining these TOE objectives should be to reorder the list of
applicable threats and policies assigned to TOE functionality at the start of this step in order to place
related threats and policies together. There should be no assumptions relating to TOE functionality, as
assumptions are only made about the operational environment. If any assumptions have been assigned
to this heading, the response is simple: investigate and fix.

The best form of grouping for a particular PP or ST will depend on the nature of the related TOE.
However, it will always be helpful later when generating the SFRs if the grouping is related to the
internal structure of ISO/IEC 15408-2:2008.

The methodology used by this subclause proposes a simple set of seven headings, under which all
threats andpolicies are grouped. I his methodology has been tried and tested in practice, and found to
work for many types of TOEs. The headings are:

a)
b)
0)
d)
€)
f)
g)

access gontrol (objects, attributes, operations, rules for access);

user mfinagement (user types, identification, authentication);

TOE self protection (detection of malfunction, trusted recovery etc.);

secure fommunication (establishing communication links, link properties, rules);
audit (qvent logging, reaction, incident management, analysis);
architegtural requirements (required properties and constraintsj;

other flinctions (anything not falling easily under these heddings, e.g. trusted time source, random
number generation).

There is a
recommend

deliberately close relationship between  these suggested headings and the strud
ed in Clause 12 of this document to identify~and specify security functional requirem

Although the security objectives may have any structure and method of organization, in general
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ss and consistency later. Of coursegthere will always be particular TOEs when a diffe
inization will be clearer and easier to work with later. The important thing is to think a
 this stage and to pick an appropriate approach.

bp is to write down a simple“definition of the type of security service or security protec
each of the selected areas needed to meet the overall needs of the security problem. R3

to analyse and gefieralize the security problem definition, it is better to return tg
curity requirement from which the SPD was derived. It is usually obvious from the info
quirement what the major security functions in each of these broad areas should be. S

areas may ot be mentioned, or may be explicitly identified as not relevant; ignore these at this sta

This list of]
each servic

services_should then be compared against the grouped list of threats and policies
e, decide which threats and policies are relevant. At the end, put any threats and pol

remaining \Ilnder the “other” service.
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icies

Next, divide the threats and policies associated with each service into general and specific requirements.
General requirements should apply to all aspects of the service definition, specific requirements to
special cases.

Finally, reword the service definition into a positive statement that addresses the general requirement.
This becomes the main objective for that service. Reword each specific requirement into a related but
separate subordinate objective for that service.

Threats can be countered by an objective that stops the threat by removing or blocking one of its
necessary components. Examples of this are removing the ability of the threat agent to execute the
adverse action, moving, changing or protecting the asset so that the adverse action is no longer
applicable, or eliminating the threat agent (e.g. by introducing an environmental objective for physical
access controls). Threats can also be handled indirectly. Examples of this are enforcing accountability
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through auditing actions, better training to stop accidental user errors, taking frequent backups so that
lost or damaged assets can be easily restored.

Not all threats can be protected against. Sometimes the best course of action is to detect a related
incident and generate an alarm or audit log entry. This type of design decision will have to be made at
this time. When detection is chosen as the response, this will generate the need for an audit service to
respond to incidents.

During the specification process, it may be necessary to reassign threats and policies. As services
become better defined, particular threats or policies may fit more readily under a subordinate objective
rather than the main objective or vice versa, or they may even fit better as part of another service. The

pro

misqed. For example, there will be a need for administrators to respond to alarms, if alarms

part
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rell as expressing general protection requirements (linking directly tocamain objective
icular are sometimes used to constrain the nature of the associated technical solution.

is case, word the objective to directly reflect its source, This will ease later traceability|
nale linking objectives back to the SPD, and for the understanding of readers.

A subordinate objective may address several threats.and policies. For example, many PPs a
an opject reuse objective as a subordinate objective in the area of resource management. T
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fferent ways (e.g. some threats to RAM do not apply to magnetic media). The dist
me clear at the security requirements specification stage, when different SFRs will be
hanisms for different resources.

rther useful distinction in“defining subordinate objectives is by the type of contr
rols can be preventative-(stop an incident taking place), detective (recognize an incide
b) or corrective (fix the“consequences of an incident). It is worth having different s
ctives for each type if the treatment of threats or policies needs actions of more than

s in response. Thig is often the case if the description of the security problem require
h, or if the main.dbjective for a service will only reduce or mitigate a threat rather than

xample of@’preventive security objective is the following, which identifies the need for id
Authentication of users of the TOE:

The TOE will ensure that each user is uniquely identified, and that the claimed identity is au

traint should be expressed as a subordinate objective, linked te’the general requirement.
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Access control and information flow control security objectives also fall into the preventive category.
Where the security concerns indicate that the TOE should enforce more than one access control or
information flow control policy, it is recommended to identify distinct security objectives for each
policy. Such an approach will help simplify the security requirements rationale.

An example of a detective security objective is the following, which identifies the need for the TOE to
provide a non-repudiation of origin capability:

The TOE will provide the means by which a recipient of information can generate evidence which can be
used as proof of the origin of that information.
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An example of a corrective security objective is the following, which identifies the need for the TOE to
respond to detected intrusions:

The TOE will, upon detection of events that are indicative of an imminent security violation, take
appropriate steps to curtail the attack with a minimum of disruption to the service provided to other
TOE users.

At this point, it will be necessary to revisit the statement of security objectives for the operational
environment to see if there are any security objectives relating to management activities that need to
be added to ensure that the security services to be provided by the TOE are effective. In some cases,
the required management activity is obvious, and can be immediately expressed in the form of a (non-

security re ulrements used to 1mplement the TOE security objectives. For example, an “identific3

and authenftication” user binding security objective may be implemented by user passwords.

would imply a requirement for users to ensure their passwords are not disclosed to otheriindivid
which would properly be expressed as a security requirement for the non-IT environment: The ST ¢
developer should not be upset, or surprised, if this type of implicit requirement is missed at this s
It will becoine obvious when defining the SFRs, and the statement of security objectives can be upd
at that time|
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cifying absolute numeric values is the most precise option, but is also the most difficy
rms of effectiveness.

quired to handle a policy will also counter many of the threats related to that service.
policies may have to be handled.differently for different types of asset, and need diffe
e objectives for each asset type.

ther techniques that can.besused to identify security objectives. A simple approach, w
bell for small SPDs, is to _simply generate one objective per threat or policy, reflectin

the related threat-expolicy in the SPD.

ves are generally given identifying names starting with “0.” rather than “OE.” to disting
environmental objectives. They should be clearly worded to indicate that the meas
hg the objective will be part of and enforced by the TOE.

ves(@pe sometimes worded to start “the TSF must” or “the system must”. The TSF is

It to

ect one to one correspondence between objectives and threats or policies. Often a main

Also,
rent

hich

g its
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['OEthat implements the SFRs. This distinction is made for practical reasons: to reduceg

amount of the TOE that has to be examined during evaluation. The use of the term ~ISF  1s therefore
strictly correct; for any objective, that part of the TOE that implements it has to be part of the TSF.
However, this is somewhat a circular argument and also a little confusing as these objectives are usually
referred to as “TOE security objectives”, not “TSF security objectives”. Saying “the system” is also
confusing. It could be interpreted to include objectives implemented by the operational environment. If
this is intended, it is much better to say “the TOE or its environment”. Note that design decisions should
separate such objectives into objectives for the TOE and for its environment before the objectives are
finalized.

10.6 Producing the objectives rationale
The final step in defining the security objectives is to produce a rationale, tracing the objectives back to

the threats, policies and assumptions in the SPD to show that they are all necessary, and also showing
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that all aspects of all threats, policies and assumptions in the SPD are covered by the objectives, or
have been excluded from further consideration. For all but low assurance evaluations, this rationale is
required by ISO/IEC 15408, and checked in PP/ST validation.

A simple way to produce the rationale is to prepare tables of the relationships between the SPD elements
and the objectives and vice versa, and check for any inconsistencies, gaps or overlaps. Where threats,
policies or assumptions are handled by multiple objectives, there is usually a simple discriminant
that can be attached to the SPD element to show which parts are countered by which objective (see
the example in 10.2). Including this in the table will make the mapping much clearer and easier to
understand.

Assi
the

gual
bacKk
this

Suff
info
take
base
dete
that

Similarly, for each identified OSP or environmental assumption, one needs to justify b

info
covd

The
can
obje

If a
obje
PPs.
may
mat
requ
wha|

How
such
obje
sect
proy

kever is stated in the\rationale.

MINg that each Security objective can be [inKed back to at [east One threat, policy or
fable should show immediately that each security objective is necessary. Of course, th
antee that there are no redundant security objectives, since other security objectives n
to the same threats, policies and assumptions, and already provide adequate-coverag
can be determined as part of establishing the second validation requirement)stifficienc]

ciency has to be shown by providing informal arguments to supplement the cros
'mation. For each non-discounted threat, one needs to argue why therelated security
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ST or PP author should remember that assumptions included within the SPD to identify
be discounted or ignored do not generate security objectives and should therefore not a
ctives rationale.

PP or ST claims compliance with @ther PPs, the rationale will need to show that 4
ctives for the TOE are consistent-with the statements of security objectives within the
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ever, it is possible that the referenced PP objectives may be structured or worded very]
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ctives fordhe PP or ST developed also satisfy the requirements of the security probler
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hyv\he impossible to generate convincing arguments where a PP or ST claims compliance

with other

PPs, and the security problem definitions in the referenced PPs do not explicitly cover all the threats
in the SPD of the PP or ST developed. There is no solution to this. COTS products conforming to the
referenced PP may be perfectly suitable for the purpose; however, their claimed PP compliance will not
prove it. One may be able to establish that such products do meet the requirements by looking at the
threat sections of their STs and establishing that they do consider and cover all relevant threats.

11 Specifying extended component definitions

When attempting to specify the security functional requirements and the assurance requirements, the
author of a PP or ST may not be able to correctly specify the requirement even when using the freedom
he has to refine existing components from ISO/IEC 15408-2:2008 and ISO/IEC 15408-3:2008. In those
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cases, the standard allows the definition of extended components. This clause is intended to provide
some guidance for the specification of extended components.

Before providing this guidance, there is one general advice: the definition of extended components
should be avoided whenever possible. Using extended components makes it harder to compare different
products based on the security functional and assurance requirements the products satisfy. Instead,
one should first attempt to use existing components from ISO/IEC 15408, potentially with refinements.
Only in cases where this is not possible, extended components should be used.

Refinements can quite often solve the problem when a component from ISO/IEC 15408 does not seem
to be able to address a specific requirement one wants to express in a PP or ST. For example, when the
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Knowing that a new SFR is of a similar nature to others in an existing class or family helps bound its
degree of newness and also may help with specific wording for common concepts that occur throughout
that class or family.
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Particular characteristics of the style of presentation of functional components in ISO/IEC 15408-

2:20

08 include:

a) most functional requirements that begin with the phrase The TSF shall or The TSF shall be able
to, followed by a verb such as allow, detect, enforce, ensure, limit, monitor, permit, prevent, protect,
provide or restrict;

b) the use of standard terms such as security attribute or authorised user;

c) each element tends to stand on its own and can be understood without reference to previous
elements;

d) [ach security requirement needs to be evaluatable, i.e. it has to be possible to detertnine whether
the requirement has been met by a TOE.

In cgnstructing an extended component, one should also consider whether the SER

a) phould incorporate any assignment or selection operations to be completédyby the ST of PP author,

b) mplies any dependencies on other SFRs which needs to be included.dnthe PP or ST,

c) Hdescribes any events which should be auditable, and if so, whatinformation should be necorded for
the event, and

d) has any implications for security management, e.g. relies_on security attributes that|need to be
managed.

If the PP or ST author believes she/he has a well-constructed SFR that is not included in ISO/IEC 15408-

2:20)08, and is significantly different from, and wouldsignificantly enhance, the existing set qf functional
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similar to those defined in ISO/IEC 15408-2:2008 when evaluating the Security Target or Protection
Profile that defines the extended component.

In a similar way as described in the example in Annex A for an extended security functional component,
one can also define an extended assurance component. This makes sense when a specific assurance
activity is common for the type of product described by the Security Target or Protection Profile where
this assurance activity is not covered by the existing components in ISO/IEC 15408-3:2008. In addition
to the definition of the assurance component in a style similar to that used in ISO/IEC 15408-3:2008, an
extended assurance component also requires the definition of an evaluation methodology that explains
the activities an evaluator has to perform to verify that a product conforms to the extended assurance
component. Those activities have to be defined using the structure and level of detail as defined in
ISO/IEC 18045 for the assurance components defined in ISO/IEC 15408-3:2008.
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Extended assurance components should provide a definition of the following elements (see
ISO/IEC 15408-1:2009, C.3 for more details):

a) developer actions;
b) requirements for the content and presentation of evidence that a developer needs to provide;
c) evaluator actions.

Inspection of ISO/IEC 15408-3:2008 shows that the elements associated with an assurance component
are characterized as follows:

a) developer action elements are intended to express the activities the developer needs to perfprm,
generally the providing of evaluation evidence;

b) contenf{ and presentation elements are intended to characterize the requiredccontent|and
“qualitative” aspects of the evaluation evidence a developer needs to provide;

c) evaluafor action elements take two forms:
— thdfirst evaluator action is generally of the form:

Th¢ evaluator shall confirm that the information provided meets all.¥equirements for content and
prédsentation of evidence.

— any further evaluator action elements generally take the form of a statement for independent
wofk and determination on the part of an evaluator.

Therefore, pll requirements for content and presentation ©f €vidence should not only be clearly| and
unambiguopsly expressed, but also should avoid (as far as\possible) requiring subjective judgement on
the part of the evaluator. Rather, the extended SAR shotld define clear objective criteria against wihich
an evaluatdr may reach a verdict. The ST or PP author should consider providing application rfotes
for any clafification of the extended SAR that is,needed in support of the requirement for obje¢tive
judgement.

To ensure that the extended SARs are specified in the same style as ISO/IEC 15408-3:2008 components,
one should ensure that each separable requirement is stated as an individual requirements element]| The
PP or ST author should also, when chdosing the wording of the extended SAR, consult ISO/IEC 15#08-
1:2009, Clatise 3 which gives a defihition of general English terms that are used in a precise way within
ISO/IEC 15408-3:2008.

If the PP gr ST author believes to have a well-constructed extended SAR that is not includgd in
ISO/IEC 15408-3:2008 and:is significantly different from, and would significantly enhance, the exigting
set of assurjance components in ISO/IEC 15408-3:2008, it is advised to submit the SAR for inclusi¢n in
the next itefration of that International Standard.

When the ekterilded assurance component has been defined, one also need to define the evaluator york
units requiredito show compliance to the extended assurance component in an evaluation. This shiould
be done using the structure of the work units in ISO/TEC 18045 as an example. The work units addresses
all aspects of the extended assurance component and gives clear advise to an evaluator how to perform
the assessment.

Rather than defining extended assurance components, the developer of a PP or ST should analyse if
refinements of existing components can also address the intended assurance activity. For example, if
the author of a ST or PP wants to specify that the developer executes a specific conformance test suite
for a dedicated cryptographic protocol, a refinement of components of ATE_FUN, that require those
test for the implementation of the protocol, can be used. Similarly with the conformance tests that are
intended to be executed by the evaluator, a refinement of components of ATE_IND can be defined that
requires this.
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12 Specifying the security requirements

12.1 General

This clause provides guidance on the specification of IT security requirements in a PP or ST. This
guidance applies the TOE security requirements.

The following types of IT security requirements are specified in a PP or ST:

a) Security Functional Requirements (SFRs) on the TOE. These identify the requirements for security
functions which the TOE needs to provide to ensure that the security objectives for the TOE are
hchieved;

b) Pecurity Assurance Requirements (SARs) on the TOE. These identify the required{evel qf assurance
in the implementation of the SFRs.

Thiqis illustrated in Figure 3.

TOE
Security Objectives
A
Security Security
Functional Assurance
Requirements Requirements
ISO/IEC ISO/IEC
15408¢2 15408-3

Figure 3 — Derivation of IT security requirements

As ghown in Figure 3, a significant characteristic of the IT security requirements is that they are
intended to be-gonstructed, where possible, using the catalogue of functional component$ defined in
ISO/AIEC 15408<2:2008 and the catalogue of assurance components defined in ISO/IEC 15408-3:2008, as
apprfopriate.The intent of ISO/IEC 15408 here is to ensure a degree of standardization in the way the
IT s¢curity requirements are presented. The use of this “common language” for expressing|IT security
reqyir€ments is thus intended to facilitate comparison between PPs and STs. A guide how to derive
security functional requirements using the runctional paradigms of ISO/TEC 15408 1s provided in 12.2.

However, ISO/IEC 15408 recognizes that there may be cases where there is no appropriate functional
or assurance component in ISO/IEC 15408-2:2008 or ISO/IEC 15408-3:2008. In this case, the IT
security requirements may be stated explicitly without reference to ISO/IEC 15408; however, such IT
security requirements need to be unambiguous, evaluatable, and expressed in a similar style to existing
components in ISO/IEC 15408-2:2008 and ISO/IEC 15408-3:2008. 12.3.7 provides guidance where no
appropriate functional components can be identified in ISO/IEC 15408-2:2008; 12.4.3 provides similar
guidance in respect of assurance components.

ISO/IEC 15408-2:2008 and ISO/IEC 15408-3:2008 permit a degree of flexibility in the way the SFRs
and SARs are specified by allowing a set of operations to be performed on them to tailor the security
requirement appropriately: namely assignment, iteration, selection and refinement. 12.3.2 provides
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guidance on the use of operations on ISO/IEC 15408 functional components. 12.4.2 does the same for
ISO/IEC 15408 assurance components.

Each security component in ISO/IEC 15408-2:2008 and ISO/IEC 15408-3:2008 is assigned its own
unique reference in ISO/IEC 15408, based on a defined taxonomy:

a)

b)

in ISO/IEC 15408-2:2008, for example, component FAU_GEN.1.2 has the following meaning:
“F” indicates it is a functional requirement;

— “AU” indicates it belongs to the security audit class of SFRs;

— “GHEN” indicates it belongs to the security audit data generation family within that class;
— “1"|indicates it is the audit data generation component within that family;
— “2”lindicates it is the second element within that component;

the components in ISO/IEC 15408-3:2008 use a similar taxonomy, but additionially identifies pach
element as belonging to one of three sets of assurance elements, by appending a-letter:

— thqletter “D” indicates itbelongs to the set of developer action elements)the activities performed
by the developer;

— thqletter “C” indicates itbelongs to the set of content and preséntation elements, the inform3tion
thd evidence is meant to convey;

— thdletter “E” indicates it belongs to the set of evaluator-action elements, the activities perforjmed
by the evaluator;

in ISO/]EC 15408-3:2008, for example, component ADV_TDS.1.2C has the following meaning:
“A”lindicates it is an assurance requirement;

— “DY” indicates it belongs to the develgpment class of SARs;

— “TIPS” indicates it belongs to the TOE design family within that class;

— “1”[indicates it is the basic design component within that family;

— “2”lindicates it is the second element in a set of assurance elements;

— “C’l indicates it is-an)element in the set of content and presentation elements within |that
compponent.

SFRs and SARs are selected at the component level; all defined elements within that component have
to be included in_the-PP or ST if the component is to be included. There are two types of relation$hips
between cdmpenents which a PP or ST author needs to be aware of, as these have a bearing or} the

process of delecting the IT security requirements.

a)

b)

44

Components within a family may have a hierarchic relationship, indicating that one component
includes all requirements specified in another component in that family. For example, FAU_STG.4
is hierarchic to FAU_STG.3 because all functional elements defined in the latter are also included
in the former. However, FAU_STG.4 is not hierarchic to FAU_STG.1, and it is therefore possible to
include both components in the same PP or ST.

Components may have defined dependencies on any component in any other family indicating that
when a component is not self-sufficient and relies upon the functionality of, or interaction with,
another component for its own proper functioning. For example, FIA_UAU.1 (which requires
authentication of any user’s claimed identity) has a dependency on FIA_UID.1 (which requires users
to be identified). These components also have to be included in a PP or ST, unless the dependencies
can be shown not to be relevant to the threats and security objectives.
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12.2 Security paradigms in ISO/IEC 15408

12.2.1 Explanation of the security paradigms and their usage for modelling the security
functionality

To provide a better understanding of the structure of the classes, families and components defined for
the security functional requirements in ISO/IEC 15408-2:2008, this document extends on the security

func

tional paradigms expressed in ISO/IEC 15408-2:2008, Clause 5.

The purpose of the security paradigms in ISO/IEC 15408 is to provide a basis for modelling the security
functions of a TOE to the extent required to show that the security objectives can be met in that model.
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To enforce rules based on those parameters, the TOE needs to maintain and manage those parameters.

For external entities (also called "users"), it needs to identify and potentially also authenticate the

external entity, at least to the extent required to enforce the rules. If the rules are just based on the
external entity belonging to a specific set or group of external entities, it is sufficient for the TOE to
identify (and potentially authenticate) the set or group.

Quite often, the TOE maintains a list of external entities (potentially with their security attributes)

that are allowed to use services controlled by the TSF. In this case, functions are required to manage
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that

bd on spetific attributes of the subjects, users, objects or resources. Those attributes
e rules.efthe SFP are called "security attributes”. The requirements for management o

ribytes that play a role in a SFP are also part of the SFP, including the definition how
ributes are 1n1tlallzed when an entlty sub]ect to the SFP is created lmported or reglst
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resources by a defmed set of active entities (users or sub]ects) usmg a deflned set of operations together
with the functions to manage the security attributes used in those rules.

A typical example is an access control policy for file system objects in an operating system. The active
entities are processes; some of which operate on behalf of a user and therefore have security attributes
derived from the user security attributes upon binding. The operations are those system calls that
operate on file system objects like opening a file for read, write or update, and view or change the
attributes of, and creating or deleting a file. In addition, there are operations that manage the security
attributes of the processes or the file system objects. Typical examples of security attributes that may
play a role in such a SFP are

object security attributes: access control lists, file type,
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— user security attributes: user identities, user roles, and
— process security attributes: process identity, process trust level.

Other SFPs may regulate operations of external entities that perform directly without an intermediate
subject. An example is a firewall system that regulates how the network services and functions can be
used by an external system. Still there are active entities (external systems that initiate the request),
objects (external systems that are target of the request) and operations (network services). The rules of
such an SFP may be based on the identity of the external systems involved in the operation, the type of
operation performed (e.g. the port used), the context of the operation (e.g. if a connection on a specific

port has been established previously) and/or the content of network packages.
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When defining those rules, one will quite often identify that rules differ for different set of resources,
objects, users, subjects or operations. To simplify the description of the model, the PP or ST author
should group sets ("types") of resources, objects, users, subjects, and operations with identical (or
almost identical rules) into security function policies. Give each security function policy a name that
identifies it.

Define the rules for creating and deleting subjects and objects. Those rules may be different for different
types of subjects and objects. They also need to define how the security attributes of the subjects and
objects are initialized.

Define the rules for the management of the security attributes of subjects and objects in cases where
those attributes are not static. Note that those rules may involve operations triggered by external
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entities through the TSFI as well as rules that describe how security attributes are modified as part of
operations performed by the TSF.

Define the rules for registering ("creating") and de-registering ("deleting") users when users need
to be registered to the TOE. Rules for user registration also include the rules for the initialization of
user security attributes. Note that there are cases where users do not need to be registered. They can
request services and identify and potentially authenticate themselves using credentials they present.
Those credentials may also include security attributes of the user. In those cases, rules, that define the
credentials accepted and how the credentials are checked, need to be defined as well.

Define the rules for identification and (if required) authentication of users. Those rules define the

credentials
minimum a
when incor

Define the 1
defining thg

If the TOE 5
rules may i

conditi

setting

When this i
an addition|

The USer has to present (type of credentials, potential Testrictions on those credentiat
nd maximum length, minimum and maximum lifetime etc.) as well as the reaction ofithe
ect credentials are presented.

ules for the management of the security attributes of users. This is done in alsimilar w3
 security attributes of subjects and objects.

upports a function of user-subject binding, define the rules involved{h-this binding. T
nclude

bns that need to be satisfied to allow the binding, and
of the security attributes of the subject after the binding,

s done, one has to review if additional management rules are required. An example for
nl rule is one that allows creating a new security attribute (e.g. a new user role) potent

like
TSF

ly as

hose

such
ially

together with rules that define how to manage this security@ttribute (e.g. define the set of user secyrity

attributes 3

12.2.3 Used

12.2.3.1 E

In the paragligm of ISO/IEC 15408, a user‘is-an entity external to the TOE that requests services fr

TOE using i
may allow
of the TOE,

user gets as part of the role).
r management

kplanation

s interfaces. Users may need:to be "registered” before they can use TOE services or the
Isers to request services without being previously registered. In many cases, the dec
whether to provide the requested service, depends on some security attributes of the

bm a
TOE
sion
1ser.

User security attributes may-«either be submitted by the user together with the request or may be

derived fro

In the first
trusted. Th
establish trj

In the seco

m data the TOE has)stored about the user or the group the user belongs to.

case, the TQE heeds to ensure that the security attributes submitted by the user ca
is implie§<that the TOE implements rules how to evaluate the security attributes
ust thatthe user (which may be unknown) uses the security attributes legitimately.

hd case, the TOE needs to know the identity of the user or the identity of the group

n be

and

the

user belon

s to _Also in this case, the TOE needs to imp]nmnnf rules cpnr‘ifying how to \Inrify tha

t the

claimed identity of the user or the user's membership in the group is correct. This process is called
authentication and requires that the user presents credentials used by the TOE to establish its trust in
the correctness of the identity or group membership claimed. Rules that specify how the authentication
process is performed and how the parameter of the authentication process can be managed need to be
defined.

When users are required to be registered, there is a need to define the rules how users can be registered
and how their security attributes can be managed.

In some cases, the TOE will use one of its subjects to act on behalf of a user. In this case, the subject is
"bound to the user"” by the TSF, i.e. the TSF will have rules that define how a subject's security attributes
are derived when the subject is bound to a user. Very often the subject inherits part of the security
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attributes of the user, allowing to enforce user-security-attribute-based access control policies even
when the actual access is performed by a subject.

12.2.3.2 Usage
To define the functions for user management, one needs to perform the following steps:

identify and define the types of users that can access the TOE (together with the set of security
attributes that each type of user may have);

identify for each type of user if he needs to be registered before using TOE functions;

for each type of user that needs to be registered, define the rules for user registration
done) and the security attributes of the user that need to be set upon registration

(how this is

identify for all type of users, if user identification is required. If yes, define thé-rules how a user is

identified;

identify for all type of users, if user authentication is required. If yes,define the rules hpw a user is

huthenticated. Define the conditions under which a user needs to bé‘authenticated;

define the rules how the authentication process can be managed (including the man
credentials used for authentication);

agement of

for each type of users, define the rules how user security attributes can be managed;

12.2

12.2

Prot

In th
on tl

when user-subject binding is possible or required, défine the rules for this binding. Espe
the rules how the subject's security attributes are'set during the binding process.

4 TOE self protection

4.1 Explanation
ecting the security functions itselfiis required whenever one of the following condition

there is a possibility for athreat agent to attack the security functions within t}
environment of the TOE such that a security objective cannot be achieved;

there is a possibility,that a security objective cannot be achieved due to a malfunction o
pf the TOE environient;

there is a possibility that a security objective cannot be achieved due to a malfunction o
pf the TSF,

ose cases; self-protection functions as part of the TSF’s need to be defined, and detect;
nose(conditions in a way which achieves the security objectives also in those conditions

rially define

t holds:

1e intended

Fan element

Fan element

and reacts

DefibkingTOE

— identification of attack scenarios and malfunctions that may violate a security objective;

— identification of a function that is able to prevent the attack or malfunction. An example for such
function is an increased physical protection of the TOE that prevents specific physical attacks;

— in cases where prevention is not possible (which usually is the majority), identification of functions
that detect the attack or malfunction and react properly.

Detection of an external attack or a malfunction of a system in the TOE environment may require
monitoring the use of TSFI and checking for conditions that result from an attack, monitoring conditions
on communication links that result from an attack or monitoring sensors the TOE has specifically to
detect attacks.
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12.2.4.2 Usage

To define the TOE self protection functions, one needs to identify from the security problem definition if
such functions are required to satisfy the security objectives. When this is the case, the PP or ST author
needs to select if one needs to prevent an external attack (e.g. by some enhanced physical protection) or
if there is a need to detect an attack or a malfunction and react to it.

The PP or ST author starts with a list of attacks or malfunctions that may occur in the intended
environment of the TOE which, when not dealt with, potentially violate the security objectives. For
each list entry, one should define how the attack or malfunction is intended to be handled, i.e. if it is
prevented by a TOE security functionality implemented by the TOE or if TOE security functionality for
the TOE ne¢dsto be defined that detect the attack or malfunction and react to It.

In the case ¢f a function preventing an attack, the function needs to be described with some justification,
e.g. which types of attack it is supposed to counter.

In the case jof detection and reaction, the criteria and rules for detection (on an abstract level) and the
reaction nepd to be defined (as abstract rules stating what the TOE is supposed to do.in such a cass).

Detection af malfunctions of the TSF may be done by monitoring internal State variables, intgrnal
functions pprforming tests or by having functions or data redundant and chéck for inconsistencies

A reaction may result in the following:

— a correfctive action that eliminates the effect of the attack or malfunction. Examples are functions
that cap detect and automatically correct failures based on redundancy in the data or functionglity;

— acorreftive action that partly eliminates the effect of the'attack or malfunction but results in Jome
reduction of the functionality of the TOE (which needsto'be consistent with the security objectives).
Examples are functions recovering from a failure ofattack, but recovery may take time and may not
be complete. In those cases, it needs to be ensuredithat neither the delay nor the loss in functionplity
or data|resulting from an incomplete recovery*iolates any security objective;

— preparing the TOE for manual corrective agtion (e.g. stopping the parts of the TOE that are affected
by the gttack or malfunction or the whale TOE, requiring the stopped parts or the whole TOE fo be
restarted in a secure mode);

— stopping the failed parts of the/TOE or the whole TOE without providing a method within the T$F to
restart{securely. An example is @ TOE that destroys important functions or data when detectirlg an
attack ¢r malfunction to ensure that the TOE does not violate its security objectives.

The list of forrective actions above is sorted with increasing impact on the overall functionality of
the TOE.

12.2.5 Seduring.communication

12.2.5.1 Ekxplanation

Functions that protect data when communicating either with an external entity or when communicating
between different parts of a distributed TOE using an unreliable or untrusted communication channel
are another example of functions that require additional modelling. To model communication, the
security properties of the communication channel need to be defined. Such properties may include

— authentication of communication partners,

— integrity protection of data transferred over the channel (which may include protection against
replay of messages and/or changing the sequence of messages),

— confidentiality protection of data transferred over the channel,

— protection against loss of data, and
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— providing non-repudiation of sending and/or receiving of messages.

To model a communication channel, the peers of the communication as well as the security properties
of the channel need to be defined. This applies to both online as well as offline communication channels.

12.2.5.2 Usage

Iden

tification of functions required to secure communication requires the following steps:

identification of communication links;

For
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properties are:

— authentication of communication peers;

integrity protection (potentially including replay protection, message segience prot

provision of non-repudiation (for sending, receipt, or both);

provision against loss of communication data.

each communication link, the security properties required need to be defined. In
hanisms used to implement those security properties-are also defined (especially cry
hanisms). In a PP, the mechanisms should be definéd only up to the level of detail reg
this level of detail may be quite high when any TOE compliant to the PP is also suppose
‘operability requirements. In those cases, even & PP may specify the mechanism down

n identifying the list of communication links, the PP or ST author should not only look
mmunication links but also identify. légical links (e.g. on an application protocol level) t
ific protection. Such communication links may well be stacked at different protocol level
Fidual levels provide different«types of protection. For example, [Psec on the IP level n
huthentication of peer entities (in this case, the systems) as well as integrity and cor
ection. An application protocol (which may represent a different logical communicat
bf IPsec may then provide additional authentication (e.g. of the human user or the apy
as non-repudiation.functions. In this case, IPsec and the application protocol should
rent communication links with their own specific security properties.

that most fulictions for securing communication links enforce integrity protection ang
hst loss of\data by detecting those conditions. Similar to detection functions described
self-pretection, the reaction of the TOE when those conditions are detected may need to
theeaction on failed authentication attempts and invalid non-repudiation may need to

ch security

bction, etc.);

confidentiality protection (potentially including protection against traffic flow anallysis);

an ST, the
yptographic
uired. Note
d to satisfy
to the level

specific protocol together with protocol options (e.g. cryptographic algorithms) that afre required
to ensure interoperability.

for physical
hat require
s where the
hay provide
fidentiality
on link) on
lication) as
be listed as

| protection
in 12.2.4 on
be defined.
be defined.

Noté

that nvpnri’inc TSForuserdatafromthe controlofthe TOE and impnri’ing TSFE oruserd

atainto the

TOE can be considered as a special case of communication where the communication peer is unknown.
In the case of export and import, the following properties may be considered:

integrity protection (potentially including replay protection, freshness, etc.);
confidentiality protection;

provision of non-repudiation (for export, import, or both).
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12.2.6 Security audit

12.2.6.1 Explanation

Monitoring defined security critical events and maintaining records of those events for future analysis
or for evaluation in automated responses to such events is another security function that may be
required for a TOE to satisfy the security objectives. Security critical events may be those directly
related to requests to use TOE services by an active entity as well as the detection of a security critical
state or event that cannot be directly related to such a request.

Examples of security critical events are

— success
— unexps
— unexps
— failure

— exceed
— change

— accumy

ful and/or rejected attempts to use services provided by the TSF,
ctedly reaching a failure state,

cted or faulty behaviour of a remote trusted IT product,

detected by a self-test function,

ng defined security critical thresholds,

5 to critical TSF data, and

lation of events where each individual event is not considered critical enough to be audjited.

12.2.6.2 Upsage

In order to

— list the
— define {
— define {

— define t

model security audit, it is required to

events that need to be audited,

he rules regulating when the event is.audited (e.g. only when a request is denied),
he data that needs to be collected-for each event, and

he rules how the collected audit data is processed and analysed.

It is good piractice to analyse for each individual security functionality if there are events associ

with this fy
be analysed

12.2.7 Ard

12.2.7.1 E

In addition

nctionality that need to be audited. In addition, the model of the security functions sh
for critical interpalistates that need to generate an audit record when reached.

hitectural requirements

kplanation

tocthe requirements listed above, there may be a need to specify requirements foy
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e to

perform an analysis of the architecture as well as support the reader’s’ understanding of the TOE’s
architecture. They usually are related to specific properties the TOE is supposed to enforce. Typical
examples of such properties are

— fault tolerance,

— information flow control,

— privacy properties, and

— real-time properties.

Architectural requirements are often supported by requirements from the 12.2.2 to 12.2.6. For example,
information flow control and privacy properties are usually accompanied by specific rules regulating
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access to objects and fault tolerance and by security audit requirements used to detect a fault. Those
access control rules, especially security audit rules, are necessary, but usually not sufficient to enforce
the property requirement.

Architectural requirements are more difficult to identify and specify than the other security functional
requirements. Nevertheless, they may be required to completely meet some security objectives and
they therefore need to be defined as part of the security functional requirements in a PP or ST.

12.2.7.2 Usage

To identify and model architectural requirements is done using the following steps:

jdentify the security objectives that have not been addressed or not been fully. ad
requirements identified in the previous steps;

dressed by

jdentify the architectural support required to satisfy those objectives;

define rules that contribute to this architectural support;

In the case
TOE the ST
beping data

e help can be provided in this document on how to select architectural requirements.

" to achieve

defined security objectives. Although one may argue thatisupporting internal functions

witHin TOE should be redundant as long as the TOE meets its security objectives at its TSFI|,

manldatory internal functions that support the security objectives helps in understanding an
a TQE during an evaluation.

12.3 How to specify security functional fequirements in a PP or ST

12.3.1 How should security functional requirements be selected?

Having defined the security objectives for the TOE as part of the security problem defini
or S[I' author now needs to elabgrate on how these security objectives are to be met. Thij
sele¢ting an appropriate set of SFRs which, as stated above, is done at the componentlevel. O

of the TSF
specifying
d analysing

tion, the PP
is done by
Fcourse, the
relevant to

4 functional

he security
OE. As with
tion should
, lobjects and
ected when

resource "CPU time" may not need to be con51dered when deflnmg the SFRs.

to data, the

There are several stages to the process of selecting the SFRs for a PP or ST. In considering the selection

process, it is helpful to distinguish between the following two types of SFR:

a)
b)

principal SFRs, which directly satisfy the identified security objectives for the TOE;

supporting SFRs, which do not directly satisfy the security objectives for the TOE,

but which

nonetheless provide support to the principal SFRs, and hence indirectly help satisfy the relevant

security objectives for the TOE.

Whilst ISO/IEC 15408 does not explicitly distinguish between these two types of SFRs, such a distinction
is implicit in the consideration of such things as dependencies between functional components, and the
demonstration of mutual support between SFRs. Therefore, whilst there is no need for the PP or ST
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author to explicitly categorize the SFRs as principal or supporting in the PP or ST, recognizing that there
are these two types of SFR will be of significant benefit when one comes to write the PP or ST Rationale.

The first stage in the SFR selection process is thus, for each security objective for the TOE to identify
the principal SFRs for the functional model which directly satisfy them. Once a complete set of principal
SFRs has been established, there then follows an iterative process whereby the complete set of
supporting SFRs are identified. As described above, all SFRs (whether principal or supporting) should,
where possible, be expressed using appropriate functional components from ISO/IEC 15408-2:2008.
12.3.2 provides guidance identifying which functional components should be used to express common
security functional requirements. When selecting functional components from ISO/IEC 15408-2:2008,
the PP or ST author should also consult the guidance contained in the annexes to ISO/IEC 15408-
2:2008 as tp whether the component would be appropriate, and how it should be interpreted.

( SECURITY OBJECTIVES FOR THE TOE )

indirectly
satisfy

directly
satisfy

SFRs
provide
support to Supporting
SERs

Figure 4 — Role of principal'and supporting SFRs

_———— - — ]

The relatiohship between these two types of SER is illustrated in Figure 4. It may be noted that|this
relationship is relevant to the PP or ST rationdle, which, inter alia, is required to demonstrate mytual
support befween the SFRs. This will involve providing an explanation of the nature of the support
provided by supporting SFRs in helping.to ensure that the security objectives for the TOE are met.

There are three stages involved in {dentifying the complete set of supporting SFRs:

a) identifying the additienal SFRs needed to satisfy (where it is considered to be approprijate)
the dependpncies (as defined jn ISO/IEC 15408-2:2008 for the relevant functional components) ¢f all
principal SHRs. This includes’any dependencies of the supporting SFRs identified during this stage;

b) identifying any ddditional SFRs that are necessary to ensure that the security objectives for the
TOE arg achieved. This will include SFRs needed to defend the principal SFRs against compgsite
attackd thatfirst defeat the function, then mount the threat the function is intended to counter;

J the

The identification of supporting SFRs to satisfy the dependencies as identified in ISO/IEC 15408-2:2008
is likely to be an iterative process, for example,

a) suppose that the PP or ST includes a security objective requiring the TOE to provide specific
responses to the detection of events indicative of an imminent security violation. This leads to the
inclusion of a principal SFR based on the FAU_ARP.1 (Security Alarms) component;

b) according to ISO/IEC 15408-2:2008, FAU_ARP.1 has a dependency on FAU_SAA.1 (Potential
Violation Analysis) which should also be included as a supporting SFR;

c¢) FAU_SAA.1has adependency on FAU_GEN.1 (Audit Data Generation);

54 © ISO/IEC 2017 - All rights reserved


https://iecnorm.com/api/?name=79d39afb95956ae02238dd424f55c438

ISO/IEC TR 15446:2017(E)

d) FAU_GEN.1 has a dependency on FPT_STM.1 (Reliable Time Stamps);
e) FPT_STM.1 introduces no requirements for additional functional components.

It should be noted that ISO/IEC 15408 permits the PP or ST author to leave some dependencies
“unsatisfied”, provided it is explained why the relevant SFRs are not required to satisfy the security
objectives (and hence address the security concerns).

Dependencies should be applied in a consistent manner. For example, in the case of FAU_ARP.1,
consistency is ensured by the nature of the requirements (FAU_ARP.1 depends on the expectation of a

potential security violation that is defined by application of FAU_SAA.1.2).

ther components, consistency may be more problematic. For example, in the case of FD
ST will identify the particular access control SFP to which it relates. In satisfying-the
P_ACC.1 on FDP_ACF.], it needs to be ensured that FDP_ACF.1 is applied to the same ac
hat was used for FDP_ACC.1. If the iteration operation is applied to FDP_ACG.Xfor diffg
ol SFPs, the dependency on FDP_ACF.1 will need to be satisfied in respéet of each
ol SFP.

FRs based on relevant components from the same,class in ISO/IEC 15408-2:2008. For
he component FAU_GEN.1 (Audit Data Generatién)'is included then this may imply a ne
nd maintain a secure audit trail to store the’data generated (requiring one or morg
omponents from the FAU_STG family) andva need for tools to review the generated
requiring one or more functional components from the FAU_SAR family). Altern
enerated data may be exported to another system for review;

b) PFRs based on relevant componénts from the FPT (Protection of the TOE Securityj
lass. Such SFRs will typically protect the integrity and/or availability of the TSF or
hich the other SFRs rely, although they may protect its confidentiality as well. Exam
PT_TEE.1 (Testing of External Entities) and components from the FPT_PHP (Physical
amily, which may be required to support the security objectives where there is an idel
o protect the TSF against such things as TSF failure, corruption, or modification (|
alicious means);

FRs based oh.relevant components from the FMT (Security Management) class. These ¢
ill be uséd->to specify any necessary supporting security management SFRs. An exal
ould be FMT_REV.1 which addresses the revocation of security attributes, and may b

The[selection of these supporting SFRs should always be done in light of the security obj

eleyant'where SFRs are included that deal with security attributes (e.g. access control].
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the functional model, in particular, taking into account the need to end up with a set of SFRs which
form a mutually supportive and integrated and effective whole. The process of constructing the PP or
ST rationale may therefore have a significant influence on this selection process. The PP or ST author
is strongly advised to avoid including supporting SFRs that are not needed to achieve the security
objectives, because this will only serve to limit the acceptability of the PP or ST given that

a)
b)

some TOEs may not be able to meet such SFRs, and

increasing the number of SFRs will increase the cost and maintenance of unneeded requirements
in evaluation.

If the PP or ST is being constructed using a related PP as a basis, the process for selection of SFRs
should be simplified considerably. The PP or ST being constructed should include different SFRs, where
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appropriate, taking into account any differences between the TOE security problem definition and/or
security objectives.

12.3.2 Selecting SFRs from ISO/IEC 15408-2:2008
Tables 1 to 6 provide a mapping between the paradigms explained and the SFR components defined

in ISO/IEC 15408-2:2008. Some components cover more than just one aspect of the paradigm and are
therefore listed more than once in the tables.

Table 1 — Access control

Requirement

Applicable components

Define subjg

cts, objects, operations

FDP_ACC.1, FDP_ACC.2, FDP_IFC.1, FDP_IFC.2, FMT_SMF.1

Define secu

ity attributes

FDP_DAU.1, FDP_DAU.2, FDP_IFF.1, FDP_IFF.2, FRU_PRS.1,'FRU_
PRS.2, FRU_RSA.1, FRU_RSA.2

Create subjg

cts, objects

FDP_ITC.1, FDP_ITC.2, FMT_SMF.1

Export obje

Cts

FDP_ETC.1, FDP_ETC.2

Manage sec

hrity attributes

FDP_ITC.2, FIA_USB.1, FMT_MSA.1, FMT-MSA.2, FMT_MSA.3,
FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, EMT_REV.1, FMT_REV.2,
FMT_SAE.1, FTA_LSA.1

Define ruleq

for access

FDP_ACF.1, FDP_IFF.1, FDP_IFF.2; EDP_ROL.1, FDP_ROL.2,FRU_PRS.1,

FRU_PRS.2, FRU_RSA.1, FRU_RSA?2

Manage acc

bss control rules

FMT_MOF.1, FMT_SMF.1

Table 2 — User management

Requirement Applicable components
Define userftypes FMT_SMF.1
Define security attributes FIA_ATD:1

User identif

cation rules

FIA_UID.1, FIA_UID.2

User authen|

tication rules

EI'A’ AFL.1, FIA_SOS.1, FIA_SOS.2, FIA_UAU.1, FIA_UAU.2, FIA_
UAU.3, FIA_UAU.4, FIA_UAU.5, FIA_UAU.6, FIA_UAU.7

Management of user credentials and secu* |FMT_MSA.1, FMT_MSA.2, FMT_MSA.3, FMT_MSA.4, FMT_MTD.1,
rity attributles FMT_MTD.2, FMT_MTD.3, FMT_REV.1, FMT_REV.2, FMT_SAE.1,
FMT_SMR.1, FMT_SMR.2, FMT_SMR.3, FTA_LSA.1, FTA_MCS.1,
FTA_MCS.2

FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT_SMF.]|

Manage ideftification and,authentication
rules

Managemerjt of usersSubject binding FIA_USB.1

Table 3 — TOE self protection

Requirement Applicable components

FPT_TEE.1, FPT_ITL.2, FPT_ITT.3, FPT_PHP.1, FPT_PHP.2, FPT_
PHP.3, FPT_RPL.1, FPT_TST.1, FRU_FLT.1, FRU_FLT.2

FPT_ITT.3, FPT_PHP.2, FPT_PHP.3, FPT_RCV.1, FPT_RCV.2, FPT_
RCV.3, FPT_RCV.4, FPT_RPL.1, FRU_FLT.1, FRU_FLT.2

FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT_SMF.1

Detection of malfunction

Reaction to malfunction

Manage detection and reaction rules
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Table 4 — Securing communication

Requirement

Applicable components

Establish communication link

FMT_SMF.1, FTP_ITC.1, FTP_TRP.1

Define communication link properties
(security attributes)

FCO_NRO.1, FCO_NRO.2, FCO_NRR.1, FCO_NRR.Z2, FDP_UTC.1,

FDP_UIT.1, FDP_UIT.2, FDP_UIT.3, FPT_ITC.1, FPT_ITL1,
FPT_RPL.1, FTP_ITC.1, FTP_TRP.1

FPT_ITIL.2,

Manage communication link properties

FMT_MSA.1, FMT_MSA.2, FMT_MSA.3, FMT_MTD.1, FMT-MTD.2,

FMT_MTD.3, FMT_REV.1, FMT_REV.2, FMT_SAE.1

Manage link establishment rules

FMT_MOF.1, FMT_MTD.1, FMT_MTD.2, FMT_MTD.3, FMT_SMF.1,

FTASSEH FTA—SSE 2 FTA—SSES, FTA-SSEAFTA-TAR.1, FTA_
TAH.1, FTA_TSE.1
Table 5 — Audit
Requirement Applicable components
Defi|ne events to be audited FAU_GEN.1, FAU_GEN.2, FAU_SEL.1
Defilne reaction on events FAU_ARP.1, FAU_SAA.1, FAU_SAA?2, FAU_SAA.3, FAU_SAA.4
Defilne management of events FAU_SAR.1, FAU_SAR.2, FAU_SAR.3
Defi|ne management of audit trail FAU_STG.1
Marnjage audit rules FMT_MOF.1, FMT_MTD(;FMT_MTD.2, FMT_MTD.3
Table 6 — Architecturalrequirements
Requirement Applicable components
Audjt trail protection FAU_STG.2,'FAU_STG.3, FAU_STG.4
Cryptographic functions FCS_CKM.1, FCS_CKM.2, FCS_CKM.3, FCS_CKM.4, FCS_CpP.1
Information flow control FDPJFF.3, FDP_IFF.4, FDP_IFFE.5, FDP_IFF.6
Intepnal TOE transfer F¥DP_ITT.1, FDP_ITT.2, FDP_ITT.3, FDP_ITT.4
Resjdual information protection FDP_RIP.1, FDP_RIP.2
Storjed data integrity FDP_SDI.1, FDP_SDI.2
Marlagement FMT _MTD.1
Priviacy protection FPR_ANO.1, FPR_ANO.2, FPR_PSE.1, FPR_PSE.2, FPR_P$E.3, FPR_

UNL.1, FPR_UNO.1, FPR_UNO.2, FPR_UNO.3, FPR_UNO.4

Fail|secure

FPT_FLS.1

Avallability

FPT_ITA.1, FPT_ITT.1, FPT_ITT.2

Syng¢hronization of state

FPT_SSP.1, FPT_SSP.2

Secyre time'stamp

FPT_STM.1

Datq consistency

FPT_TDC.1, FPT_TRC.1

TablesTto 6 are intended to help with identifying suitable SFR components once the security functional
model has been defined in accordance with the guidance in 12.2. and 12.3.1. It is left to the author of an
ST or PP which component he selects and how he expresses the aspect of the security functional model
using the component and the operations allowed.

For the architectural requirements, a list of architectural issues is provided, which is mapped to SFR
components from ISO/IEC 15408-2:2008 that are related to those issues.
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12.3.3 How to perform operations on security functional requirements

12.3.3.1 Permitted operations

As stated in 10.1 (see also ISO/IEC 15408-2:2008, 2.1.4), some functional components include permitted
operations which may require the PP or ST author to tailor the security requirement as appropriate for
the PP or ST. These operations are

a) assignment, allowing the specification of an identified parameter,

b) iteration, allowing multiple use of the same functional component to express different requirements,

d) refinement, allowing the addition of details to the security requirement, thereby restricting the set

The iteratipn operation is often needed to express SFRs using components in the FMT (Secyrity
Management) class, which are called up as dependencies by many different\functional componen‘ts in
08-2:2008. In order to satisfy such dependencies, it will typically be necessary to us¢ the
nent, with the assignment and selection operations completed differently. For example,
may be iterated a number of times to define distinct SFRs relating to the managemept of
different types of security attributes. Similarly, it may be desirable to make multiple use of components
from the F)P_ACC and FDP_ACF families in the case where a TOE is required to enforce different adcess

The PP or ST author is encouraged to use the iterationceperation where the clarity of the PP or ST| can
, e.g. to break down a complex and unwieldy SFR into distinct and manageable functjonal
requiremer]ts. Use of the iteration operation does,” however, pose other potential problems wWhen
presenting the SFRs in the PP or ST.

12.3.3.3 Apsignment and selection

In an assiginment, there is the possibility that the value of the parameter may be null, whereas wjth a
selection thiere is always at least orle value of the parameter identified. By completing an assignment or
selection, operation in a PP remaves any decision by the ST author as to how the functional compongnt is
to be tailor¢d to meet the security objectives (other than the possibility of refinement). In other words,
there are n¢ aspects (insofar-as the operation is concerned) that are “to be defined” by the ST authgr.

Generally, ipdividual assignments or selections will require completion by the ST author. In a PP, gver-
qualification throughycompletion of operations, or too much detail, may unduly restrict the numbgr of
TOEs that npay beable to claim conformance with the PP. The balance of completing operations is bhsed
on the need for a PP to be

a) acompletesetof the TeqUITEments of the author,
b) implementation-independent, and
c) sufficiently detailed to demonstrate that the objectives are met.

Therefore, it is necessary to complete assignment and selection operations to the extent needed to
meet the security objectives. A critical test will come when one constructs the security requirements
rationale: that the arguments presented to demonstrate the suitability of the IT security requirements
to meet the security objectives should not rely on details that have not been specified in the SFRs. For
example, in the case of an access control SFR based on FDP_ACF.1, one may consider it appropriate to
leave the specification of access control rules entirely in the hands of the ST author, if such rules are
already defined in an OSP which the relevant (access control) security objective is intended to meet. In
this case, a PP author should complete the assignment and selection operations only as far as required
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to satisfy the general security objective, leaving sufficient freedom to the author of an ST that claims
compliance to the PP to define the specifics of the access control rules implemented in the TOE.

One technique that a PP author may use in order to solve the above problem is that of partially completing
the operations. By adopting this approach, one can give maximum flexibility to the ST author, whilst at
the same time precluding potential choices for assignments or selections that would not be consistent
with the security objectives for the TOE.

For example, in the following SFR (based on FAU_STG.4.1), the selection operation has been partially
completed by precluding selection of the option “ignore auditable events”, which the PP author has
judged to be inconsistent with the security objectives for the TOE The SFR therefore presents the ST

he TSF shall [selection: “prevent auditable events, except those taken by theauth
ith special rights”, “overwrite the oldest stored audit records”] and [assignment: ot
o0 be taken in case of audit storage failure] if the audit trail is full.

With assignments, the PP author may wish to limit the choices an ST author dan‘make to a s
acceptable for the environment. In this case, the PP author may wish{te. complete the
operfation by turning it into a selection operation containing the valid choices, which in
completed by the ST author.

As algeneral principle, a partially completed selection is valid if the'set of options it present
of tHe options that are permitted by the original functional cemponent. Similarly, a partially
assignment is valid if the permitted values to complete the dssignment are also valid assign
resplect to the original functional component. If, for any reason, these conditions are no
the PP author has ended up with an extended functional component with a different asg
sele¢tion operation.

Comipleting the operations of assignment and selection is reasonably straightforward. In
assignment, one simply needs to ensure thatthe parameter is specified unambiguously. In
sele¢tion, one simply needs to select the appropriate item(s), based on consideration of t
objertives for the TOE. One should, howeyer, consult the guidance given in the annexes to ISO

brised user
her actions

t of options
assignment
urn can be

5 is a subset
y completed
ments with
t met, then
ignment or

the case of
the case of
he security
IEC 15408-

08 if in doubt.

ext that has
bnformance
a different

re assignment or selection has been performed in a PP, it is mandatory to highlight the t

specified (this is helpfulite’ the reader, and especially to the PP evaluator checking c
O/IEC 15408). The custemary way of highlighting is by using italics, but bolding or
acter set can also bewsed.

to 19
chary

For ¢xample, FMT_SAE1.1 could be presented as

The TSF shall restrict the capability to specify an expiration time for a user's password to the

nuthorised administrator.
In th

is case, bold has been used for highlighting, since, being an example, the text is already|in italics.

Ifa U}JCI atiuu ib lcft ullLUllllJ}Cth, it ib uxaudatUl _y fUl thC ST authu1 tU LUllllJlCtC thc UlJCl at On-

Any uncompleted (or partially completed) operations should, where appropriate, be accompanied by
an explanation, targeted at the ST author, of how the operation should be completed (for example, in
the form of an application note). It may be helpful to make it clear that the onus is on the ST author to

specify the details. For example, FDP_RIP.1.1 could be specified in a PP as

The TSF shall ensure that any previous information content of a resource is made unavailable upon the
allocation of the resource to the following objects [assignment: list of objects specified by the ST
author].

For each SFR included in the PP, the PP author needs to make a judgement as to whether to complete
any assignments or selections included in the functional component used to express the SFR. In an ST, all
assignments and selections need to be completed.
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12.3.3.4 Refinement

For each SFR included in a PP or ST, the PP or ST author needs to make a judgement as to whether to
specify any refinement of the SFR.

The operation of refinement may be performed on any functional component element, and involves
specifying additional technical details which do not levy any new requirements to those specified in
the text, but rather restrict the set of acceptable implementations. A refinement is acceptable if meeting
the refined requirement also means meeting the unrefined requirement. Use of refinement may be
appropriate in the following circumstances:

a) where fhe sbemg-writtenrby-anmorganization—whic otrat-technicat-detaits;stqh as
organization policy information, not included in the appropriate ISO/IEC 15408-2:2008 compenent;

b) where the selected functional component would permit implementations which would not make
sense, or would otherwise be inappropriate, for the type of TOE considered, unlessiit'is refingd so
as to exclude that possibility e.g. on the grounds of interoperability;

c) where the readability of the SFR may be improved.

As with asdignment and selection operations, it is recommended that one highlights the text that has
been refinef to assist the reader (and the PP evaluator in particular).

An exampld of the use of the refinement operation is as follows (based:on FMT_MTD.3.1):

The TS¥ shall ensure that only secure values are accepted for TSF data. Refinement: the TSF shall
ensure|that the minimum password length enforced by‘the TOE is configured to a value of at
least 6|characters.

12.3.4 How should the audit requirements be specified?

If the PP or|ST includes auditing requirements (i.e:based on FAU_GEN.1), then ISO/IEC 15408 requires
that the mipimum set of events which need to be‘auditable, and the minimum information which npeds
to be recorgled, is specified through the consideration of all other functional requirements includ¢d in
the PP or ST.

This selectipn will depend on a numbef of factors, including:

a) any sedurity policy requirements on security audit, as defined in an OSP;

b) the impgortance of auditingin achieving the security objectives;

c) therelgvance of potential events, and their characteristics, to the security objectives;

d) cost/bgnefit analysis.

For exampl, if'the TOE is intended to defend against the actions of malicious users or hackers,|it is
likely that eﬁlents such as login or access control violations will need to be auditable where the PP qr ST
includes such SFRs. However, events relating to the use of administrative functions may not need to be
auditable depending on the extent to which an administrator is (or has to be) trusted. In which case, the
trustworthiness of the administrator would be stated as an assumption.

The question of cost/benefit analysis may rest on issues such as the following:
a) is the benefit of collecting the information worth the impact on performance?

b) if the information is collected, will the administrator have sufficient resources (e.g. tool support) to
effectively analyse the data?

c) whatare the likely costs of managing or archiving the data collected?
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ISO/IEC 15408 identifies three pre-defined levels of auditing, namely minimum, basic, or detailed (see
ISO/IEC 15408-2:2008, 2.1.2.5). For each such level, ISO/IEC 15408-2:2008 states which events should
be auditable (as a minimum), together with the minimum information to be recorded, based on the
functional components included in the PP or ST (see also ISO/IEC 15408-2:2008, C.2). These three levels

can be broadly characterized as follows:

a) the minimum level typically requires only some defined subset of operations or events associated
with a given functional component to be auditable. This subset is generally defined to be the most
interesting or significant type of event;

b) the basic level typically requires all operations or events associated with a given functional

OMPpONENt to be auditable, €.8. Successtul and unsuccessiut [0gin attempts,;
c) the detailed level generally differs from the basic level by requiring additional\yinf¢ormation of

nterest to be recorded. This level is only likely to be appropriate where the amount
enerated is anticipated to be small, or if the data will be subject to analysis by-Sophist
nalysis tools or intrusion detection facilities.

If ngne of these levels is appropriate, the PP or ST author should select the-not specified le
all required auditable events explicitly in FAU_GEN.1.1. For example, one may use the minim
guidance, but choose to deviate from the minimum requirements in specific cases because
subdet of operations or events is more relevant to the security objeetives, e.g. if FDP_ACF.1

f audit data
icated audit

vel, and list
um level for
a different
is included

in the PP or ST, the PP or ST author may consider that unsuccegssful access attempts should e auditable

rather than successful attempts (which is what ISO/IEC 15408-2:2008 requires for the minin

The
com
are
ISO
appt
FAU

ponent used in turn; in the case of the pre-defined levels of minimum, basic or det
explicitly identified in the Audit section included for each family of components
[EC 15408-2:2008. It is recommended to cohstruct a table, identifying the events
opriate) the additional information to berecorded, which can be referenced by FAU_
| GEN.1.2 as appropriate.

12.3.5 How should management requirements be specified?

ISO

list ¢
to in
ton

f management activities which should be considered for the component. This may sugg
clude particular compofients from the FMT (Security Management) class. However, it i
pte that the management section of an SFR in ISO/IEC 15408-2:2008 is intended to be
There is therefore no_need to justify any decision not to include particular management ¢
in the PP or ST (unless, of course, they are explicitly identified in the Dependencies sec
ISOAIEC 15408-2:2008).

Gengrally speaking, management activities are identified where a functional component 1

hum level).

PP or ST author will need to compile a list of auditable events by going through each functional

ailed, these
defined in
hnd (where
FEN.1.1 and

[EC 15408-2:2008 identifies, in-the Management section included for each family of components, a

bst the need
5 important
informative.
omponents
tion within

refers to, or

implies thetexistence of, configurable TSF data which may need to be managed and conjtrolled. For

exarpple] the security objectives for the TOE may be undermined if the ability to modify su
not restricted to administrators of the TOE. Therefore, FMT components are often included

rh data was
in order to

define supporting SFKS, In order to ensure that the security objectives for the TOE are met, and that the

SFRs as a whole are mutually supportive.

Management activities can be derived from the functional model of the TOE. Typical management

activities that need to be considered are
— registration or de-registration of users,
creation of objects,

changes in the behaviour of security functions (including starting and stopping all or
TOE functions),

modification of audit parameters,
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— change of TSF internal state variables that are relevant for security (e.g. changing to maintenance
mode), and

— modifications of security attributes of users, objects, sessions, etc.
The PP or ST author should consult the guidance on the FMT class given in ISO/IEC 15408-2:2008,

Annex H when choosing functional components from this class.

12.3.6 How should SFRs taken from a PP be specified?

Where an ST claims compliance with one or more PPs, it is likely that the SFRs will be specified either
completely [or mostly by
functional requirements in full (in order to ensure all the text is in one place), or whether to.simply
reference the PP and specify SFRs where these differ from the PP.

The latter approach will simplify the ST but requires the reader to look at both the PP andthe ST tp get
a full picturje. The reader of an ST is more likely to be interested in the IT security funetions than in the
SFRs. This includes the evaluator of the TOE (since the content of evaluation evidence-— such as defign,
test documpntation and guidance documents — is likely to be more easily related to the IT secyrity
functions i the TOE summary specification than to the SFRs). The main purpose of specifying $FRs
in an ST is [to be able to demonstrate traceability back to relevant PPs, ard to the SFRs as defingd in
ISO/IEC 15408-2:2008. There is indeed a case for relegating the statement of SFRs to an annex so a$ not
to confuse fhe reader by having two specifications of security functionality in the ST.

It should, however, be noted that some SFRs in the PP may haveyoperations (such as assignment or
selection) that are left to the ST author. In such cases, it is recomimended that the SFR is specified in|full,
with the cdmpleted operations emphasized by suitable typesetting (e.g. using italics). Any necesjsary
explanatior]s should be added using the same typesetting:Such an approach will make it easier for the
reader of the ST (and the ST evaluator in particular) tosee which operations have been performed|and
in which manner. It will also facilitate the construction, of the ST rationale.

12.3.7 How should SFRs not in a PP be specified?

In some cages, it will be necessary to specify SFRs in an ST where these are not in a corresponding PP.
This may b¢ necessary where

a) there iy no appropriate PP available for the TOE to claim compliance with, and

b) the spopnsor considers thatthe benefit to be gained by having functional or assurance requirements,
that arg in addition to.what is required by the PP, is sufficient to justify the additional cost|that
would be incurred.

In such casgs, the approach to the specification of SFRs is the same as described in 12.3.1 to 12.3.5.
Where SFR§ are specified in addition to those required by a PP, the ST author needs to ensure that these
do not confllict with SFRs in the PP (the ST rationale will need to demonstrate that such conflict foes
not occur).

12.3.8 How should SFRs not included in ISO/IEC 15408-2:2008 be specified?

ISO/IEC 15408 requires that if the PP or ST author wishes to include a functional requirement for which
there is no appropriate functional component defined in ISO/IEC 15408-2:2008. The resultant SFR
should be specified using components of ISO/IEC 15408-2:2008 as a model for presentation.

The decision as to whether there is an appropriate functional component in ISO/IEC 15408-2:2008 to
use can be a difficult one to make, since this requires a high degree of familiarity with its content. It
is recommended that one consults the guidance in 12.3.2 which identifies the appropriate functional
components from ISO/IEC 15408-2:2008 to express common security functional requirements. It is
often the case that the desired security functional requirement can be obtained through appropriate
application of the refinement operation, or through permitted assignment or selection operations.
However, it is recommended that one does not attempt to “shoehorn” a security functional requirement
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