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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotech

nical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular flelds of technical act|V|ty ISO and IEC

acolaboratein-fialda - of pautiial intaract OthAar intarnatinnal Araanioatiane oy arn

technical copa

and non-go
technology,

Internationa

1t td
Arittees—colaberate—infeldsef-mutualnterest—Otherinternational-erganizations,—governm
ernmental, in liaison with 1ISO and IEC, also take part in the work. In the field of inform
SO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Standards are drafted in accordance with the rules given in the ISO/IEC Directives,Part 2.

ntal
ation

The main task of the joint technical committee is to prepare International Standards: Braft Internatjonal

Standards a
an Internatig

In exception
of one of thg

type 1,
despite

type 2,
future b

type 3,
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Technical R
they can be
be reviewed

Attention is

rights. ISO gnd IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC TR
ISO/IEC JT(

dopted by the joint technical committee are circulated to national bodies forvoting. Publicatig
nal Standard requires approval by at least 75 % of the national bodies casting a vote.

bl circumstances, the joint technical committee may propose the publication of a Technical R
following types:

when the required support cannot be obtained for the publication of an International Stan
repeated efforts;

when the subject is still under technical development or where for any other reason there i
ut not immediate possibility of an agreement on anInternational Standard;

when the joint technical committee has.eollected data of a different kind from that whi
published as an International Standard (“state of the art”, for example).

bports of types 1 and 2 are subject.to review within three years of publication, to decide wh
transformed into International Stahdards. Technical Reports of type 3 do not necessarily ha
until the data they provide areconsidered to be no longer valid or useful.

drawn to the possibility that some of the elements of this document may be the subject of p

15446, which is" a“Technical Report of type 3, was prepared by Joint Technical Comn
[ 1, Information_technology, Subcommittee SC 27, IT Security techniques.
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Introduction

The purpose of a Protection Profile (PP) is to state a security problem rigorously for a given collection of
systems or products - known as the Target Of Evaluation (TOE) - and to specify security requirements to
address that problem without dictating how these requirements will be implemented. (For this reason, a PP is
said to provide an implementation-independent security description.) A PP thus includes several related kinds

of sgeurity-Rfermation:

a) A PP overview and a TOE description which identify, in terms appropriate for uséers-of information
fechnology, the statement of need or security problem to be addressed.

b) (A description of the TOE security environment which refines the statement of need with rgspect to the
ntended environment of use, producing the threats to be countered andhthe organisatignal security
policies to be met in light of specific assumptions.

c) PBecurity objectives which scope the TOE evaluation based on the)description of the T|OE security
environment, giving information about how, and to what extent, thesécurity concerns are to |be met. The
purpose of a security objective is to mitigate risk and to support the'security policies of the PH sponsor.

d) Becurity functional requirements and assurance requirements which address the problem gosed by the
statement of need, to the extent defined by the security objectives for the TOE and its IT ¢nvironment.
The security functional requirements explain what mast'be done by the TOE, and what must be done by
ts IT environment, in order to meet the security‘objectives. The assurance requirements| explain the
fdegree of confidence expected in the security fungtions of the TOE and the IT environment.

e) R rationale which demonstrates that the security functional requirements and assurance requirements
suffice to meet the statement of need. The-security objectives must explain what is to be dope about the
security concerns found in the description of the TOE security environment. The security functional
requirements and assurance requirements must meet the security objectives.

A Sacurity Target (ST) is similar to-PP, except that it contains additional implementation-specifi¢ information

detalling how the security requitements are realised in a particular product or system. Thus, the|ST contains

the fpllowing additional information not found in a PP:

a) A TOE summary specification that presents TOE-specific security functions and assurance measures.

b) An optional PR.claims portion that explains which PPs the ST is claimed to be conformant with, if any.

c) Finally, the rationale contains additional evidence establishing that the TOE summary ppecification
ensurés-satisfaction of the implementation-independent requirements, and that any clainjs about PP
conformance are satisfied.

A PP may be used to define a ‘standard’ set of security requirements with which one or more products may
claim compliance, or which systems used for a particular purpose within an organisation must comply. (See
ISO/IEC 15408-1, 2.3 for the definition of the terms product and system, and also ISO/IEC 15408-1, 4.1.2 for
a general discussion of the distinction between the two). A PP may apply to a particular type of TOE (e.g.
operating system, database management system, smartcard, firewall, and so on), or it could apply to a set of
products grouped together in a composite TOE (system or product).

Product vendors may respond to the security concerns defined by a PP by producing an ST which
demonstrates how their product addresses those security concerns. However, it is not mandatory for an ST to
claim conformance with a PP. A product vendor may assume a set of security concerns for their market place
and produce an ST specifying how the security functions claimed by their product meets those concerns, and
this forms the baseline for the product evaluation.

© ISO/IEC 2004 — All rights reserved vii
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A PP may also define the security requirements to be satisfied by a specific IT system. In this event, the ST is
proposed in response to the PP, i.e. the ST may be written in response to an RFP (Request For Proposal) that
references the PP. A PP and ST can thus be used as a means of communication among the party responsible
for managing the development of a system, the stakeholders in that system, and the organisation responsible
for producing the system (hereafter referred to as the developer). The content of the PP and ST may be
negotiated among the players. Evaluation of the actual system against the ST - which has been confirmed as
conformant with the PP - may be part of the acceptance process. (It should of course be noted that an ST may
be written by a developer as part of a response to an RFP that does not reference a PP.)

viii © ISO/IEC 2004 — All rights reserved
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production of Protection Profiles and Security Targets

1

This
(STs

As s
How|
mon
to un

It is

Anngxes B and C which describe PPs and STs. PP and ST authors will (of course) need to bec

with
func

This
Stan
with
ISO

This
hand
proc

2

The
refer
docy

ISO
Part

Scope

document provides guidance relating to the construction of Protection Profiles (PPs) and Sec|
) that are intended to be compliant with ISO/IEC 15408 (the ‘Common Criteria’).

uch, the document is primarily aimed at those who are involved in the development of P
bver, it is also likely to be useful to evaluators of PPs and STs and to{those who are req
toring PP and ST evaluation. It may also be of interest to consumers and\users of PPs and §
derstand what guidance the PP/ST author used, and which parts of the PP or ST are of princ

assumed that readers of this Technical Report are familiar (with ISO/IEC 15408-1, and

the other parts of ISO/IEC 15408 as described in this Report, including introductory material
ional requirements paradigm described in ISO/IEC 15408-2; 1.3.

document is an informational ISO Technical Reportdintended for guidance only. It should not
dard on the content or structure for the evaluation of PPs and STs. It is intended to be ful
ISO/IEC 15408; however, in the event of "any inconsistency between this Technical
EC 15408, the latter as a normative Standard’takes precedence.

Technical Report does not deal with-issues such as PP registration and associated tasks

ling of protected intellectual property (e.g. patents) in a PP. For information on PP
bdures, see [1].

Normative references
ences, only thée_edition cited applies. For undated references, the latest edition of thg
ment (including-any amendments) applies.

EC 15408-1:1999, Information technology — Security techniques — Evaluation criteria for |
1: Introduction and general model

ISO
Part

following referenced documents are indispensable for the application of this documeni.

urity Targets

Ps and STs.
ponsible for
Ts who wish
pal interest.

in particular
ome familiar
such as the

be cited as a
y consistent
Report and

such as the
registration

For dated
referenced

I security —

2:

I security —

ISO/IEC 15408-3:1999, Information technology — Security techniques — Evaluation criteria for IT security —

Part

ISO

3

Fort

3: Security assurance requirements

2382-8:1998, Information technology — Vocabulary — Part 8: Security

Terms and definitions

he purposes of this document, the terms and definitions given in ISO/IEC 15408-1, 2.3 apply.
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4 Abbreviations

For the purposes of this document, the abbreviations given in ISO/IEC 15408-1, 2.1 and the following apply:

DBMS Database Management System
OSP Organizational Security Policy
RFP Request for Proposal

SAR Security Assurance Requirement
SFR Security Functional Requirement
TSS TOE Summary Specification

TTP Trusted Third Party.

5 Purpose of this Technical Report

This Technigal Report provides detailed guidance relating to the various parts of a PP or ST, and how
interrelate. For a summary of the key points of guidance contained in this-document, presented in the fo
a checklist, fhe interested reader should consult Annex A.

they
m of

This Technigal Report is structured such that the guidance to RPyand ST authors is presented in the main

body (i.e. the individual clauses), with a summary presented i Annex A as mentioned above. Subsed
annexes then present a variety of examples to illustrate appli¢ation of the guidance.

Clauses 1 td 4 contain introductory and reference materialy and are followed by this overview (Clause 5).

Clause 6 prpvides an overview of the PP and ST ,which presents example contents lists and highlight
expected coptents of, and the target audience for, the various parts of a PP or ST. This clause also discu
the relationship between the PP and the ST.and issues relating to the PP/ST development process. Clay
examines in| more depth the descriptive parts of a PP and ST, covering the PP and ST introduction an
TOE description (which tend to be meére’aimed at consumers and users) as well as PP application 1
(which tend fo be more aimed at ST authors and TOE developers).

uent

5 the
sses
se7
i the
otes

The next fiye clauses of the #Fechnical Report follow the order of the PP and ST contents as outlingd in

ISO/IEC 15408-1, Figures B¢t and C.1.

Clause 8 giyes guidance on the definition of the TOE security environment in a PP or ST, which cover:
various aspegcts of the)‘security concerns’ to be met by the TOE. Clause 9 then provides guidance o
definition of| the intended response to the different aspects of the security concerns by the TOE a
environmen{, as'given in the specification of security objectives in a PP or ST. Both of these clauses

5 the
the
its

e of

general intefestynhot only to PP/ST authors, but also to others such as consumers and users of PPs and STs.

Clause 10 provides guidance on the selection and specification of IT security requirements in a PP or ST.
clause goes into some detail describing how the functional and assurance components define

This
d in

ISO/IEC 15408, as well as non-ISO/IEC 15408 components, should be used to provide a clear definition of the

IT security requirements. Clauses 11 and 12 then provide specific guidance relating to STs, covering the

TOE

summary specification and PP compliance claims respectively. These three clauses will be mainly of interest

to PP/ST authors and evaluators.

Clause 13 provides guidance on the construction and presentation of the Rationale sections of a PP and ST.

Clause 14 examines the issues specific to PPs and STs for composite TOEs, i.e. TOEs that are composed of

two or more component TOEs, each of which has its own PP or ST.

2 © ISO/IEC 2004 — All rights reserved
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Clause 15 provides guidance on the construction of functional and assurance packages, which are defined so
as to be useable in different PPs and STs. A package is thus seen as potentially a very useful tool intended to
promote and facilitate cost-effective construction of PPs and ST.

As described above, Annex A summarises the guidance in the form of a checklist.

Annex B presents example threats, organisational security policies, assumptions, and security objectives, and
identifies appropriate ISO/IEC 15408 functional components for specifying common or generic security
functional requirements. Although these examples are intended to be wide-ranging, they are in no way
claimed to be exhaustive.

a pe dlly rela O Ol U WI N implemn
s been included to cover a wide range of such TOEs, and deal-with

ryptographic
the specific
Report may

¢xes D to F illustrate application of the guidance in a variety of contexts, using worked ¢
ent types of TOE. Each of these examples is based on actual PPs and STs\that have bee
(indgpendent of this Technical Report). In Annex D, we see application of guidance to the cong
firewall PP and ST. Annex E discusses a database management system_PP; where it can be s
issu¢ of dependencies on the IT environment is of particular importance,Finally, Annex F examing
surrgunding the development of a Trusted Third Party (TTP) PP.

diffe

Overview of the PP and ST

6.1 | Introduction
This
the 1
ISO

clause provides an overview of the PP and ST, summarising the contents of both documents
elationship between the PP and ST, and th&“process by which the documents are developg
EC 15408-1, Annexes B and C.

6.2 | The Protection Profile and Security Target contents

The
into

required content of a PP is portrayed in ISO/IEC 15408-1, Figure B.1. Table 1 following tr
hn example contents list.

The
cont

required content of an\ST is portrayed in ISO/IEC 15408-1, Figure C.1. Table 2 following ad
bnt to that of Table 1yto give an example contents list for an ST.

The
is wi

reader of a RPor ST, as with any document, should be able to easily discern where the reqy
hin the PP.or-ST.

The
the

Introduction identifies the PP or ST and TOE (including its version number) and provides a
PR_or”ST in narrative form. The summary for a PP can be used for inclusion in a PP c4g

xamples for
n developed
truction of a
een that the
s the issues

5, discussing
pd. See also

anslates this

s additional

ired content

summary of
talogue and

is section is

regi
discussed in more detail in Clause 7 of this Technical Report.

ter. For an QT, suitable for inclusion e g ina list of prndlm’re that have been evaluated. TH

The TOE Description provides general information on the TOE (or TOE type), and serves as an aid to
understanding its security requirements and intended usage. For an ST, the TOE description should also
include a definition of the configuration in which the TOE is to be evaluated. This section is discussed in more
detail in Clause 7 of this Technical Report.

The TOE Security Environment provides a definition of the context in which the TOE resides, and in particular
defines the ‘security concerns’ the TOE is intended to address. This description details any assumptions
defining the scope of the security concerns, the scope of the intended use, the identified threats to the assets
requiring protection (together with a description of those assets), and any organisational security policies with
which the TOE must comply. This section is discussed in detail in Clause 8 of this Technical Report.
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Table 1 — Example Protection Profile Contents List

1 PP INTRODUCTION
1.1 ldentification

1.2 Overview

2 TOE DESCRIPTION
3 TOE SECURITY ENVIRONMENT

3.1 Assumptions

32-Ftreats
3.3 Organisational Security Policies
4 SECURITY OBJECTIVES

4.1 Security Objectives for the TOE

4.2 Security Objectives for the Environment

5 IT SECURITY REQUIREMENTS
5.1 TOE Security Functional Requirements
5.2 TOE Security Assurance Requirements

5.3 Security Requirements for the IT Enviroment

6 PP APPLICATION NOTES
7 RATIONALE

7.1 Security Objectives Ratiohale

7.2 Security Requirements‘Rationale

Table 2 — Example €ontents List for a Security Target

1 ST INTRODUCTION
1.8 ISO/IEC 15408 Conformance
62 TOE SUMMARY SPECIFICATION

6.1 TOE Security Functions

6.2 Assurance Measures

7 PP CLAIMS

7.1 PP Reference
7.2 PP Tailoring
7.3 PP Additions

8 RATIONALE
8.3 TOE Summary Specification Rationale
8.4 PP Claims Rationale

a PP Application Notes are not included in a Security Target.

The Security Objectives provide a concise statement of the intended response to the security concerns, both
in terms of the security objectives to be satisfied by the TOE, and the security objectives to be satisfied by IT
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and non-IT measures within the TOE environment. This section is discussed in detail in Clause 9 of this
Technical Report.

The IT Security Requirements define the security functional requirements on the TOE, the security assurance
requirements, and any security requirements on software, firmware and/or hardware in the IT environment for
the TOE. The IT security requirements are to be defined using, where applicable, functional and assurance
components from ISO/IEC 15408-2 and ISO/IEC 15408-3. This section is discussed in detail in Clause 10 of
this Technical Report.

The PP Application Notes is an optional section in a PP providing any additional supporting information
considered useful by the PP author. Note that application notes may be distributed amongst the relevant
secti i i i i ' SIS df | | in Clause 7

of th
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6.3
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requ
in th

whete it differs from'the PP.

NS of the PP-iNstead of being provided ima Separate Section. This s discussed-immore detai

s Technical Report.

TOE Summary Specification is the section in an ST that defines the IT security funetion's pro

to meet the specified security functional requirements, and also any assurance.measure
fy the specified security assurance requirements. This is discussed in detail in Clause 11 of th
Drt.

PP Claims is an optional section of an ST which identifies any PPs with which the ST i
se 12 of this Technical Report.

Rationale provides a demonstration that the PP or ST spé&cifies a complete and cohesi
rity requirements, and that a conformant TOE would effectively address the defined securi
that the IT security functions and assurance medsures are suitable to meet the T
rements. Note that the rationale may be distributed Jamongst the relevant sections of th
ad of being provided in a separate section. This is discussed in detail in Clause 13 of th
Drrt.

also that the Rationale section may\be packaged as a separate document, a
EC 15408-1, B.2.8.

Relationship between the PP and ST

be evident from comparison-of the example contents list in Tables 1 and 2 that there is a hi
monality between a PP and;an ST, in particular within the TOE Security Environment, Securit
T Security Requirements sections, and the parts of the Rationale section which address th

rements, then the\content of these sections of the ST may be identical to that the correspong
e PP. In such cases it is recommended that the ST simply references the PP content, providir

bd, if an ST simply.:claims conformance with a PP with no additional functional of

vided by the
5 claimed to
is Technical

5 claimed to

brm, and any additions or tailoring of the PP objectives or requirements. This is discussed in detail in

ve set of IT
ty concerns,
OE security
e PP or ST
is Technical

b

5 stated in

gh degree of
y Objectives
bse aspects.

assurance
ing sections
g detail only

The following'sections in the ST provide detail that will not be featured in a PP, reflecting the spedific nature of

the $T, i€.,as a definition of how the TOE will provide a solution to the defined security concerns:

a) he—TOL Suululaly Spcw'flluatl.uu, uuvclillg H ocumity functions; acumity mechantsms—ot tcwniques, and
assurance measures;

b) the optional PP Claims, detailing and justifying any claims of compliance with referenced PP(s);

c) those parts of the Rationale in the ST which demonstrate the adequacy of the IT security functions and
the assurance measures to satisfy the TOE security requirements.

6.4 Aiming a PP or ST at its target audience

One of the key challenges in writing a PP or ST is to factor the presentation so that all of the intended
audiences are properly served:
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a) Consumers (i.e. procurers and high-level decision-makers) need a general understanding of what
conforming TOEs will provide in the way of security. For successful PPs, this may be the largest class of
readers.

b) Developers (including implementers in the case of an ST) need an unambiguous definition of security
requirements in order to build conforming TOEs.

c) TOE users (including installers, administrators, and maintainers) need information on the required TOE
security environment.

d) Evaluators need information that will justify the technical soundness and effectiveness of the PP or ST.

PPs and ST|s are designed in such a way that different sections serve different audiences, and they-néeg¢d to

be written a(

The PP/ST

for consumg
remembereq
Environmen

The IT Secl
information

Specificatior
not self con

cordingly.

rs. The Security Objectives section may be also written for consumers. It shauld, howeve
that TOE developers will also need to take account of information in\the TOE Se(
and Security Objectives sections.

rity Requirements section of the PP should be written primarily for TOE developers, althoug
t contains is also likely to be of interest to TOE consumers. Cenversely, the TOE Sum
section of a ST should be written primarily for evaluators and.consumers. If these section
ained, they should explicitly indicate which other PP sections“and which other documents

referenced ¢ncryption standards) are necessary for a full and accurate understanding of the presents

security req

Llirements. In particular, if the TOE Summary Specification depends for its meaning on th

Security Requirements section, this fact should be explicitly pointed)out.

Evaluators n
to each user

eed to be familiar with all sections of a PP or STy However, the Rationale section while of int
of a PP or ST, is generally evaluation information and primarily for evaluators.

ntroduction, TOE Description, and TOE Security Environment sections should be written primarily

r, be
urity

n the
mary
5 are
(e.g.
dIT
e lT

brest

6.5 The RP and ST development process

The presenfation of the requirements for PPs and STs in Annexes B and C of ISO/IEC 15408-1, apd in
clauses 3 to|5 of ISO/IEC 15408-3, might suggest that it is expected that PPs and STs are always develpped
in a logical ‘fop-down’ manner, e.g. (in the case of a PP) that:

a) the seclirity concerns are first defined;

b) the seclrity objectives are.then identified to address the security concerns;

c) IT security requirements are then defined to satisfy the security objectives for the TOE.

Whilst such| a possibility is not ruled out, it is more likely that an iterative process will be required{ For
example, ddfinjtion of IT security requirements may highlight clarifications needed to the definition of the
security objgctives, or even the security concerns. In general, a number of iterations may be required in which
the relationStips—between threats, organisationatsecurity policies, Security objectives and 1T _security

requirements and functions are examined closely, particularly when the PP or ST Rationale is being
constructed. Only when all identified gaps in the rationale are filled may it be assumed that the PP or ST is

complete.

During an iterative process of PP or ST development new information might surface, within the scope of the
current security concerns, that may lead changes to the document that reflect changes in external
circumstances, for example:

a) new threats may be identified;
b) organisational security policies may change;
6 © ISO/IEC 2004 — All rights reserved
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ISO/IEC TR 154

cost and time constraints may impose changes in division of responsibility between what
expected to do, and what is expected of the TOE environment;

changes in intended attack potential may impact on the TOE security environment.

46:2004(E)

the TOE is

It is also possible (e.g. if the TOE is a product which has already been developed) that the PP or ST author
already has a clear idea of the SFRs that the TOE will meet (even if these have not yet been expressed in the
way ISO/IEC 15408 requires). In such cases the definition of the security concerns and security objectives will
unavoidably be influenced by the knowledge of the form of the security solution the TOE provides. The PP/ST
development process will in those cases be, to some extent, ‘bottom-up’.

6.6

AP
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a)
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envitonment), the relationship between the’PPs should be made clear. See also Clause 14 of th

Rep

71
This
a)

b)

PP families
P family’ is (as its name suggests) a set of closely related PPs, which typically apply to the s
stem type (e.g. operating system, firewall, and so on). A PP may thus be developed as pa
pss of developing a family of PPs. Possibilities include the development of:

b series of hierarchically related PPs for the same type of TOE (one PP may be said to be
pnother PP in the family if it includes all IT security requirements specified in the other PP);

a set of PPs that apply to different components of an IT system,<'g. a smartcard family n

ent members of the family. In other words, there should be clear differences in the T
rements; and it follows from this that the PPs should at'east differ in their security objectives
belection of IT security requirements), if not the statement of TOE security environment. H
ider the case where two PPs specify the same.set of SFRs, but a different set of SARs
ible to justify a lower assurance requirement>by an increase in the environmental se
ences should be reflected in the security objectives.

re a family of PPs applies to different.components of an IT system (whether in a specific

brt, which discusses issues relating, to definition of PPs for components of an IT system.

Descriptive parts of.the PP and ST

Introduction
clause provides guidance on the construction of the purely descriptive parts of a PP and ST,
the PP and ST Introduction;

thé TOE Description in a PP or ST;

PPs for the integrated circuit card, operating system, application;-smartcard reader, and so or.

ame product
rt of a wider

hierarchic to

hight include

re a PP family applies to a particular type of TOE, it is important that there is a clear distinciion between

OE security
(which drive
or example,
5. It may be
curity. Such

or assumed
is Technical

namely:

c)
7.2
7.2.1

7.21

PP application notes.
Descriptive parts of a PP or ST
The Introduction

A Identification

The intent of this section is to provide sufficient identification information to uniquely identify the PP or ST,
possibly for the purposes of registration of a PP or for an ST to be able to include it on a list of products that
have been evaluated. As a minimum this will include the PP or ST name with an identifier that is unique to that
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version of the PP or ST, and an identifier for the TOE (e.g. name and version number). The following
information may also be useful (or may be required by a PP registry or list of evaluated products):

a) key words (e.g. security features or functionality to identify or search a registry or products list);

b) an assurance package may also be specified (e.g. as an EAL if applicable).

ISO/IEC 15408 does not dictate where in the Introduction the EAL (if any) should be included, but it is
recommended that the Assurance package or EAL used be placed here, as it plays a prominent role in

international mutual recognition.

The date of the version of ISO/IEC 15408 used to develop the PP or ST needs to be included_iq the
Identification) for reasons of version control, although 1ISO/ IEC 15408 does not explicitly call for it. Simijarly,
details of any later criteria interpretations or supplements required by the PP or ST.

In an ST the inclusion of a CC conformance claim should also be placed in the introduction-as it plgys a
prominent rgle in international mutual recognition, as enumerated in ISO/IEC 15408-1, 5.4.

7.21.2 Overview

According tq ISO/IEC 15408, the Overview should be a summary of the PP or &1 in narrative form, usablje as
a stand-alone abstract for use in PP catalogues and registers or ST in a list,ef\evaluated products. A top{evel
overview of |the security problem being solved with the PP or ST may be-included and be sufficient for a
potential copsumer to determine whether the PP or ST is of interest. This-overview has to be consistent with
the technical content of the PP or ST.

7.2.2 TOE|Description

The TOE Description should contain the following kinds:-of information (the first two are mandatefd by
ISO/IEC 15408, the latter is suggested):

a) product|or system type;

b) general|TOE functionality;

c) TOE boundary (optional for PP).

The general TOE functional deseription is just that. It is not simply a description of TOE security featpres,
unless the T|OE is a special-purpase security product.

In a PP, the|optional desctiption of the TOE boundary tells the reader what is in the TOE and what is not. For
an ST, the definition of the TOE boundary must be provided, both in a physical way (hardware and/or software
componentsfmodules) and in a logical way (IT and security features offered by the TOE).

You should |ensure that the TOE description does not present an inaccurate or misleading picture of the
intended usage-of the TOE or its security functionality, e.g. describes security features or configurationd that

are not within the scope of the intended evaluation of the TOE.

7.2.3 Appl

ication notes

Application Notes are optional in a PP, and may either be included in a separate section, or they may be
interspersed throughout the document, for example to accompany individual TOE security requirements.
Application notes should be used to provide any supporting information that you consider relevant or useful for
the construction, evaluation, or use of the TOE. A typical use of application notes is to provide clarifications of
how particular security requirements are to be interpreted in the context of the TOE, or to provide advice to ST
authors as to how operations on functional components might be completed in the ST.
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If the application notes are integrated into text throughout the PP, it is recommended that individual application
notes are clearly identified as such, so that the reader clearly understands that the text is informative and is
not, for example, a refinement of an SFR or SAR.

8 The TOE security environment

8.1 Introduction

This clause prowdes gwdance on the speC|f|cat|on of the TOE Secur/ty Enwronment section of a PP or ST.
3 5408-1, B.2.4

ion that the

nd an ST.

The purpose of the TOE Security Environment section is to define the nature and scope of the definition of the
envitonment in which the TOE is intended to be used and the manner in which it is.expected to be employed,
i.e. the ‘security concerns’, to be addressed by the TOE. This is illustrated in Figure 4'below.

Assumptions about
the environment
( ™\ DEFINE K SECUF{ITY)

Threats to asqetqj CONCERNS
Organisational
Security Paolicies

Figure 1 — Definition of the Security Concerns

This|section will therefore_involve a discussion of:

a) pssumptions made regarding the TOE security environment, thereby defining the scope of|the security
concerns;

b) the assets/requiring protection (typically information or resources within the IT environmen{ or the TOE
tself); the identified threat agents, and the threats they pose to the assets;

ingl the security

concerns.

Subsequent sections of the PP and ST show how the security concerns will be addressed by the TOE, in
combination with its operating environment. It is therefore important to ensure that the security concerns are
clearly and concisely defined - otherwise you may end up with a PP and ST that addresses the wrong
concerns.

As a general principle, the definition of the security concerns should avoid, where possible, any discussion of
the form of the TOE’s response to meeting the security concerns, e.g. details relating to the TOE security
functions. By following this principle, you will help to focus the reader’s attention on what are the important
aspects of the security concerns. Discussion of how the security concerns are to be satisfied by the TOE
should be left to the later parts of the PP or ST.
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8.2 How to identify and specify the assumptions

ISO/IEC 15408 requires the TOE Security Environment section of a PP or ST to contain a list of assumptions
about the TOE security environment or the intended usage of the TOE. To compile such a list, you first need
to ask the following question:

What assumptions am | making about the TOE security environment and the scope of the security concerns?

For example, it may be necessary to make some assumptions in order to ensure that a potential threat to an
asset is not, in practice, relevant in the TOE security environment.

The followin§ types of assumption should be included:

a) aspects|relating to the intended usage of the TOE;

environiental (e.g. physical) protection of any part of the TOE;

connect
network

ivity aspects (e.g. a firewall being configured as the only network connection between a prjvate

and a hostile network);

personr
of trust

el aspects (e.g. the types of user roles anticipated, their general responsibilities, and the dg
Assumed to be placed in those users).

gree

Other assumptions may be included where these have had a material ‘effect on the PP or ST contenf, for

example ass
that ISO/IEC

umptions which led to the choice of the assurance requirement. However, it must be rememA
15408 requires that the formally identified assumptions have to be shown to be upheld b

security obj

usefully inclided within the descriptive (informative) text in the.PP or ST.

It is unlikely that you will be able to completely identify all-the assumptions you are making in a single atte
Rather, you[should expect to be identifying additionalkassumptions throughout the development of the H

ST. In parti
suitable to
have not be

When adop
principle sta
specific TOE
be included
state as a

assigned res

For ease of

Example as

ctives. General assumptions which cannot be traced to security objectives may nonetheleg

lar, when constructing the PP or ST rationale (e.g. demonstrating that the security objective
unter the identified threats), you should consider whether you are making any assumptions
n stated in the PP or ST.

ing this iterative approach to~identifying assumptions, it is important (in line with the ge
ed above) to carefully consider the inclusion of any ‘assumptions’ relating to the effective u
security functions that.you identify in the process of constructing the rationale. Such detail
as security requirements for the non-IT environment (see 10.4.2). It is, however, reasonab
personnel’ assumption that (for example) the TOE has one or more administrators whd
ponsibility for ensuring the TOE security functions are configured and used appropriately.

reference, it’is recommended that each assumption is numbered or otherwise uniquely labellg

sumptions are presented in Annex B of this Technical Report.

ered
the
s be

mpt.
P or
5 are
that

heral
e of
nhight
le to

are

8.3 How

8.3.1

o identify and specify the threats

Overview

ISO/IEC 15408 requires that the PP or ST contains a description of any threats to the assets against which
protection will be required (ISO/IEC 15408-1, B.2.4). However, ISO/ IEC 15408 goes on to say that the
statement of threats may be omitted if the security objectives are derived solely from the organisational
security policies (OSPs) and assumptions: in other words, where the ‘security concerns’ are defined in full by
the OSPs and assumptions. This might be the case, for example, where an ST is being written in response to
an RFP which defines those OSPs.

In practice, it is recommended that a statement of threats be included in the PP or ST as these generally

provide a better understanding of the security concerns than a corresponding set of OSPs. Moreover, there is
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a danger in relying on the OSPs alone, since they may not be up-to-date and accurately reflect the current
threat. If you already have a comprehensive set of OSPs you are nonetheless encouraged to extrapolate the
threats that they address in order to facilitate maximum reuse of the PP, as well as to convey a more thorough
understanding of the security concerns.

The importance of risk analysis, to correctly identify the assets and the threats to those assets, should not be
underestimated since if it is not done properly:

the TOE may provide inadequate protection, as a result of which the organisation’s assets may be
exposed to an unacceptable level of risk;

a)

b) ne treats may be over esilimated, ralsing the cost Oof Implementation and the assurance re uired in the

mplementation, and limiting potential solutions.

It sh
sped
thred
outs
state
deta

ould, however, be noted that ISO/IEC 15408 does not provide a framework for risk anglysis or the
ification of threats at an organisational level. Similarly, a detailed discussion of the:process by which the
ts to the assets are identified (which is one of the hardest parts of an organisation’s risk| analysis) is
de the scope of this Technical Report. However, for completeness, the general principles jnvolved are
d below; see also ISO/IEC 15408-1, Clause 4. The reader is referred to‘standards such as|[2] for more
led guidance on this topic.

L

8.3.2 How should threats be identified?

8.3.2.1 What is a threat?
racterised in

r the attack,

A ‘th
term
and

reat’ (as described in ISO/IEC 15408-1, 4.1.1) is simply an undesirable event, which is cha
5 of a threat agent, a presumed attack method, any vulnerabilities that are the foundation fq
dentification of the asset under attack (ISO/IEC 15408-1, 4.3.1).
In order to identify what the threats are, you therefore need to answer the following questions:
Wwhat are the assets that require protection?

who or what are the threat agents?

what attack methods or undesirable events do the assets need to be protected from?

.2 Identifying thetassets

ISO/NEC 15408 defines assets as information or resources to be protected by the countermeasures of a TOE

(SO
asseg
may
exan

IEC 15408-1,'2.3). They are so named because they have some intrinsic value to those wh
ts (whethef individuals or organisations). By the same token, they are often of value to threat
seek tolcompromise the assets of those assets, contrary to the wishes and interests of th
nple by causing loss of confidentiality, integrity, reliability, authenticity, accountability or avai

o own those
agents who
e owner, for
ability of the

assets.

The assets of concern to the PP or ST author may be a representation of the primary assets of the
organisation (e.g. monetary value, or an organisation’s personnel, customers, or reputation). In the context of
the description provided in ISO/IEC 15408-1, 4.1.1, the owners of the assets should be understood as
referring to those who are responsible for safeguarding the assets within the IT system (in which the TOE is
deployed). In practice, the primary assets they represent may have multiple owners who differ from the owner
of the TOE and of the information that the TOE contains. It may be helpful to the reader of a PP or ST to
identify such primary owners when describing the assets. For example:

in a Trusted Third Party (TTP), different keys will have different owners, i.e. TTP subscribers as well as
the owner of the TTP itself (see the worked example in Annex F and also [3] for additional information);

a)
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b) in the case of medical systems, it is commonly held that the TOE'’s information has no single owner, but
rather consists of all those having an interest, due to the complex rules and considerations guiding its use
and control.

ISO/IEC 15408 indicates that assets typically take the form of information which is stored, processed and
transmitted by IT systems (ISO/IEC 15408-1, 4.1.2). It should be emphasised that the assets may be external
to the TOE (but within the IT environment), as is the case with information and resources protected by
firewalls or intrusion detection systems.

ISO/IEC 15408 suggests that the identified assets may also include such things as authorisation credentials
and the IT implementation, which are indirectly subject to security requirements (ISO/IEC 15408-1, 4.3.1).
Such ‘assetgTm ' ift f ifyt tect
the primary|assets (or their representation). Although permitted by ISO/IEC 15408, it is not (incgefleral)
recommended that you identify explicitly as assets information and resources that are introduced~ by the
presence of|the TOE itself, and which are only indirectly related to the primary assets. This is ‘becaus¢ the
inclusion of $uch detail may:

a) obscurg the primary purpose of the TOE (which is to protect the primary assets or‘their representation
within the IT environment);

b) lead to the introduction of implementation detail (i.e. the solution to the defined security concerns) gt too
early a|stage in the PP or ST, which will then be promulgated throughvto the threats and segurity
objectives.

8.3.2.3 Identifying the threat agents

As describdd above, threat agents may either be human er\non-human, although (as pointed oyt by

ISO/IEC 15408-1, 4.1.1) in the domain of security greater attention is usually given to those threats that are

related to malicious or other human activities.

In identifying who the human threat agents are, you should consider:

a) who might consider it worth their while toattempt to compromise the identified assets, for whatever
reasons;

b) who wquld be in a position to attempt to compromise those assets - in other words, who could|gain
access fo the IT systems which store, process or transmit the asset;

c) what is|likely to be their level of technical expertise, opportunities, available resources (e.g. autoniated
tools foit hacking and probing networks) and motivation.

Non-human | sources ofsthreats, as well as threats unintentionally arising from human sources (i.g. by
accident), should also-bétonsidered where these could lead to compromise of assets.

8.3.24

dentifying the attack methods

Having identified the assets to be protected and the threat agents, the next step is to identify the possible
attack methods which could lead to a compromise of the assets. This will be based on what is known
regarding the TOE security environment, for example:

a) potential vulnerabilities to the assets which a threat agent could exploit;

b) the capabilities of attackers who have access to the TOE security environment.

Potential vulnerabilities to an organisation’s assets may be identified by a vulnerability analysis of the TOE
security environment (note however that such an analysis is not within the scope of ISO/IEC 15408), taking
into account the identified environmental assumptions. However, you should note that such an analysis may

not identify all vulnerabilities, and should not therefore underestimate the possibility of new and undiscovered
threats.
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8.3.2.5 The role of risk analysis in threat identification

Risk analysis methods may be helpful in the process of threat identification, but such methods are not defined
in ISO/IEC 15408. The risk analysis process is also likely to have a bearing on the identification of the security
objectives for the TOE and its environment (see Clause 8), and the required level of assurance in the
countermeasures proposed to address the threats (see Clause 9). Such methods may consider:

a) the probability and consequences of compromise of the assets, taking into account:

- the possible attack methods identified,

the likelihood of the attacKk proving to be successiul, and

the consequences of any damage that may be caused (including the expected magnitude of tangible
loss arising from a successful attack);

b) pther constraints such as legal requirements and cost.

8.3.3 How should threats be specified?

Havipg identified the threats to be addressed by the TOE or its environmient, the next step is to spgcify them in
the PP or ST. As noted above, the TOE Security Environment ;section should be a clear gnd concise
statgment of the security concerns, and a clear and concise specification of threats is an essential|part of this.

In order to provide a clear specification of a threat, you shauld include the following details (jdentified as
desdribed in 8.3.2 above):

a) [he threat agent (e.g. an authorised user of the TOE);

b) the assets subject to the attack (e.g. sensitive’data);

c) [he attack method employed (e.g. impersonation of an authorised user of the TOE).
For ¢xample:

An attacker may gain unauthorised access to information or resources by impersonating an authoyised user of
the TOE.

An guthorised user of the~TOE may gain unauthorised access to information or resources by impersonating
another authorised user.

It will help the reader to understand the threat if the threat description is accompanied by an explanation of
any terms used within the description of the threat, and the scope of the threat in terms of the assets at risk of
compromise~and specific attack methods that the threat agent might use. For example, in the|case of the
threats above it may be usefully clarified that the assets at risk are the information and resourcés which the
(impersonated) user has the right to access; or (from a number of different approaches) how inppersonation
mightbe achieved:

In order to help ensure you have a concise statement of threats, as far as possible the threat descriptions
should be disjoint. In other words, there should be minimal overlap between different threats. This will help
avoid potential confusion on the part of the reader of the PP or ST as well as helping to simplify the PP or ST
rationale by avoiding needless repetition.

Overlap between threats can be more easily avoided if you specify all threats at the same level of detail. For
example, don’t specify a threat describing a detailed attack method against a specific asset if this is a specific
attack scenario that is already associated with a more general threat stated elsewhere in the PP or ST.

Each threat should be uniquely labelled for ease of reference (for example, in those parts of PP rationale
which show how the specified security objectives address the threats). Possible options are:
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a) sequential numbering of threats (e.g. T1, T2, T3, and so on);

b) a unique label providing a brief but meaningful ‘name’ for the threat (e.g. as used in the example threats
given in annex B).

The advantage of the first option is that a simple number is generally short and easy to use for reference
purposes. The advantage of the second option is that the label is more likely to be meaningful and memorable
as a standalone identifier. However, when using the second option it may not be possible (due to practical
constraints limiting the number of characters in the label) to assign a fully defined label in all cases, however,

the label should accurately reflect the intent.
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8.3.4 Completing the statement of threats

ISO/IEC 154
relevant for
those that v

escripttons should only refer 1o potenttal events which coutd dfrectly compromise the as
tection. It is therefore recommended that you do not include ‘threats’ of the form There-mg
s in the TOE. Such a ‘threat’ does not help the reader to understand what the securityyneq
hce it applies to any TOE. Moreover, it is not an event that can actually be addressed by the
n-technical measures that can be taken within the TOE security environment; rather, it can
d by actions taken by those who develop and evaluate the TOE.

tion of countermeasures to the threats may introduce detailed attacks that-may lead indirec

bsets
y be
d is,
TOE
only

ly to

of the assets, for example bypassing or tampering attacks against the “TOE security funcfjons.

dvised when considering such indirect threats to the assets; in particular you should ensure
eats:

that

as a result of their inclusion in the TOE Security Environnjent section, confuse the readgr by

ting details of the TOE implementation;

Iready fall within the scope of an existing threat.
b, if threat X could compromise asset Y, ithen it follows that any attempt to bypassg
sure to threat X may also lead to compromise of asset Y. Therefore, bypass of
sure to threat X may be an attack method that'is already implicitly within the scope of threat X
he sake of brevity in the statement of TOE security environment) does not need to be s
b separate threat.

50 be noted that you will need te'eonsider attacks against the countermeasures of the TOE,
g and tampering, when you come to select the IT security requirements, which ISO/IEC 1
e mutually supportive: see133.4. Any feasible attacks against the TOE security functions sH
bvered during the evaluation of the TOE.)

pats are presentedin“Annex B of this Technical Report.

08 requires the TOE Security Environment section to include all threats to the assets tha
secure* TOE operation (ISO/IEC 15408-1, B.2.4). The threats that are of principal interes
ilkbe countered by the TOE (which will often be in association with procedural or other

the
the
and
ated

such
b408
ould

[ are
are
non-

teChnical COJIItUIIIICGOuICO). HUVVUVUI, fUI uumplctcl 1o, thU PP Ul ST Illay IIUUd tU ;Ilbludc QUITITTC thlcat\. that
are not at all addressed by the TOE, for example because of attack methods or threat agents against which

the TOE offers no protection.

Examples of threats that are relevant to secure operation of the TOE, but which might not be addressed by
the TOE, might include:

a) physical attack against the TOE;

b) abuse of trust by highly privileged users;

c) improper administration and operation of the TOE by careless or improperly trained administrators.
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The decision as to which threats are to be addressed by the TOE, and which (if any) are only addressed by
the environment, will not (of course) be made until the security objectives are finalised.

It should be noted that the identified environmental assumptions may preclude certain threats that would
otherwise have been considered relevant to the secure operation of the TOE. It follows from this that the PP
or ST author has a certain amount of freedom in deciding whether such aspects are dealt with in the
environmental assumptions or in the statement of threats to be countered by the operating environment.
Either approach is acceptable since both assumptions and threats have to be mapped onto the security
objectives which uphold or address them. The choice between these two alternatives should therefore be
made on the basis of which approach best helps the reader to understand the security concerns. As a general
rule, specific attacks should be handled as threats, whilst more general forms of attack may be best handled

as a
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How to identify and specify the Organisational Security Policies

EC 15408 requires the TOE Security Environment section to contain a description of any
h the TOE must comply (ISO/IEC 15408-1, B.2.4). However, ISO/ IEC 15408ygoes on to
ment of OSPs may be omitted if the security objectives are derived- solely from the
mptions: in other words, where the ‘security concerns’ are defined in fullbythe threats and as

ts to the assets before including them in the PP or ST.

DSP is defined as one or more rules, procedures and~ practices imposed by an
IEC 15408-1, 2.3). An OSP may need to be applied ©y the TOE or its environment,
bination of the two.

ur PP or ST specifies OSPs as well as threats; you should remember the requirement t
rity Environment section provide a concise statement of the security concerns: little usefy
bd by including an OSP which is simply a restatement of a threat in a different form (unless o
no choice in the matter because the relevant organisation mandates an OSP which is a re
Kisting threat).

pxample, if you have identified a threat which states ‘An unauthorised person may gain logid
[OE’ then there is little to be gainied from including an OSP which states ‘Legitimate users
be identified before TOE access can be granted’.

OSP does not only (in effect) restate the threat in a different form, it also pre-empts the
rity objectives whichsprovide the intended response to the security concerns. Your PP or ST
low if you only statethe problem once.

general rulepit will be appropriate to specify OSPs where the TOE is intended for use |
hisation or:a type of organisation, or where there is a need for the TOE to implement a set
ot be sensibly included within or implied by a threat description. Examples include:

ted once.

OSPs with
say that the
threats and
sumptions.

and relevant

organisation
or by some

nat the TOE
| purpose is
f course you
statement of

al access to
of the TOE

definition of
vill be easier

y a specific
of rules that

a)

déntification of information flow control rules to be applied;

b)
c)

d)

identification of access control rules to be applied;
definition of an organisation’s security policy with respect to security audit;

solution techniques mandated by the organisation, e.g. use of specified approved c
algorithms, or conformance with identified standards.

As with the threats, each OSP should be uniquely labelled for ease of reference.

Example OSPs are presented in Annex B of this Technical Report.
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9 The security objectives

9.1 Introduction

This clause provides guidance on the identification and specification of security objectives in a PP or ST, the
requirements for which are described in ISO/IEC 15408-1, B.2.5 and C.2.5.

The security objectives provide a concise statement of the intended response to the security problem
(ISO/IEC 15408-3, 4.4). In other words, having stated (in the TOE Security Environment section) what the
security concerns are, you now need to give an indication of the extent to which they will be addressed by the
TOE and its environment, in the form of a statement of security objectives This is illustrated in Figure 2 below.

SECURITY CONCERNS
/ - - - - - - - - - " Q- ----""—-"—"" - - -—"=-="== ~
1 |
-~ _ - - MM ). /
;e <\
TOE Environment |
| Objectives Objectives )
T T 7.7 THE SECURITY OBJECTIVES: . _ °
. s . ptional
P ___ A< "
/ IT \ Non-IT
| TOE Environment /; Security
\ 7, Reguirements

— e — — — — —_— —_— —_— — — — A\ — —

IT SECURITY REQUIREMENTS

Figure 2 —Role of the security objectives

Figure 2 illustrates the two types(of" security objectives which ISO/IEC 15408 requires to be clgarly
distinguished in a PP or ST:

a) Security objectives for the FOE, which will be satisfied by technical (IT) countermeasures implemented by
the TOH;

b) Security objectives: for the environment, which are to be satisfied by either technical meagures
implemented by:the IT environment, or by non-IT (e.g. procedural) measures.

Thus the stgtement of security objectives serves to outline what the TOE will and will not do within the coptext
of the TOE security environment. By clearly dividing responsibility for meeting the security concerns between
the TOE and its environment, the risk to the assets requiring protection can be mitigated. Furthermore, in
defining this division of responsibility, the statement of security objectives will scope the evaluation of the
TOE; this is because the security objectives for the TOE drive both the selection of security functional
requirements that are needed to fulfil the TOE’s responsibilities in meeting the security concerns, and also the
determination of the level of assurance needed in the security functions required of the TOE.

9.2 How to specify security objectives for the TOE

The security objectives for the TOE states what the responsibility of the TOE is in countering the threats and
in supporting the OSPs. As illustrated in Figure 2, the security objectives for the TOE may be viewed as
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providing the reader with a ‘stepping stone’ (or bridge) from the identified security concerns to the IT security
requirements, and this should always be borne in mind when specifying the security objectives for the TOE.

Because of the pivotal role played by the security objectives in the PP or ST, the question of what level of
detail is appropriate in a statement of security objectives is important. ISO/IEC 15408 gives a strong hint by
saying (as pointed out above) that security objectives are intended to be concise. In practice, you need to

strike a balance between the following two considerations:

a) The security objectives should help the reader to understand the extent to which the security concerns
are to be addressed by the TOE, without delving into implementation detail; ideally, the security
objectives for the TOE should be implementation-independent. The focus is thus on what the solution
Ttenas toachieve rather tham frow itisachieved:

b) (At the same time, you should ensure that the defined security objectives do not just repeatth¢ information
contained within the threats and OSPs (albeit in a slightly different form).

The [test of whether you have pitched your security objectives at the right level of’detail will ultimately come

when you construct the rationale for the security objectives and the IT security requifements. If on
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led or too abstract, depending on which step is the easier.

il become clear in the next clause of this Technical Report, a well>defined set of security g
[OE will help ensure that the IT security requirements selected tomeet them are not excessi
5 of the security functional requirements (see 10.2.1) or the security assurance requirements
in turn will serve to minimise the cost and timescales of the-TOE evaluation.

preventive objectives, which prevent a threat from being carried out, or limit the ways in wh
carried out;

Petective objectives, which provide the means to detect and monitor the occurrence of event
the secure operation of the TOE;

Corrective objectives, which require the TOE to take action in response to potential security
pther undesirable events, in order to preserve or return to a secure state and/or limit any dam
bntication of users of the TOE:

TOE will ensurelthat each user is uniquely identified, and that the claimed identity is authentiq
ser is granted\access to the TOE facilities.

ss control’and information flow control security objectives also fall into the preventive cate
ecuritysconcerns indicate that the TOE should enforce more than one access control or info
ol policy, it is recommended that you identify distinct security objectives for each polig

e step in the
re either too

bjectives for
ve - either in
see 10.3.1).

dly speaking, three types of security objective can be.identified to address the identified threats:

ch it can be

s relevant to

violations or
age caused.

xample of a preventive.security objective is the following, which identifies the need for idenfification and

ated, before
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rmation flow
y. Such an

hach will hnlp Qimlnlify the melri’ry rpnlllirnmpnfq rationale

An example of a detective security objective is the following, which identifies the need for the TOE to provide a

non-

repudiation of origin capability:

The TOE will provide the means by which a recipient of information can generate evidence which can be used
as proof of the origin of that information.

An example of a corrective security objective is the following, which identifies the need for the TOE to respond
to detected intrusions:

The TOE will, upon detection of events that are indicative of an imminent security violation, take appropriate
steps to curtail the attack with a minimum of disruption to the service provided to other TOE users.
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Where possible, the security objectives should aim to informally quantify the minimal effectiveness expected,
thus leaving little doubt as to what level of effectiveness must be justified in the PP or ST rationale. Quantities
may be stated:

a) inrelative terms, e.g. to environmental conditions or to a previous situation;
b) in absolute numeric terms.

Clearly, specifying absolute numeric values is the most precise option, but is also the most difficult to assess
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security objectives are provided in Annex B of this Technical Report.

08 requires that security objectives for the TOE are clearly traced‘te the relevant threats
bntified threat to be countered in full or in part by the TOE is addressed by at least one seq
e for the TOE;

entified OSP to be met in full or in part by the TOE jis\addressed by at least one security objg
[OE.

Whilst the information required may be prévided in the rationale (see Clause 13), it may be
b reader of the PP or ST if the mappings\are provided in the security objectives section. Wh
ctive is included to comply with an O8P, it may be appropriate to reference the OSP rather
the rules to be implemented (e.g. as*with O.DAC in the examples in Annex B).

gain, the labelling convention” may be based on sequential numbering (e.g. O1, 02, O3, an
e of brief but meaningful hames (e.g. as in the examples presented in Annex B).

to specify security objectives for the environment

. as wellnas by procedural or other non-technical measures to be implemented within
vironment’of the TOE. In other words, security objectives for the environment can either be
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objectives-for-the environment include any security objectives that are to be satisfied by the IT

the
IT or

Security obj

ectives for the environment wittave to be identified 1o address those aspects of the se

urity

concerns that the TOE will not (or cannot) be expected to do. In particular, security objectives for the
environment will be needed to:

a) counter threats (or aspects of threats) that are not countered by the TOE;

b) help satisfy OSPs that are not fully satisfied by the TOE;

c) support the identified security objectives for the TOE by helping to counter the threats or satisfy the
OSPs;

d) ensure that identified environmental assumptions are satisfied.
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An appropriate starting point to the identification process might therefore be to compile a list of security
objectives by taking each threat, OSP and assumption that is not to be fully addressed by the TOE in turn, and

for each such aspect of the TOE security environment to either:
a) add a new security objective to the list to address that aspect; or
b) map an existing security objective to that aspect if an appropriate one has already been identified

(possibly rewording the security objective to extend its scope).

This list should then be refined when you formulate the security objectives rationale, since this may lead to the
identification of additional security objectives that are needed to ensure that the security concerns are suitably

met
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where the relevant threat can only be countered by the TOE with appropriate support from
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dentification process should be carried out in conjunction with the identification of security g
[OE. The statement of security objectives as a whole should then be reviewed to ensure tha
sponsibilities between the TOE and its environment is appropriate, i.e. such that:

the security objectives for the TOE will not lead to a set of IT security requirements for whic
mplementation and evaluation is disproportionate to the value of the assets being protected;

the security objectives for the environment will not lead to a set of,‘procedural or other no
Fequirements that will be impractical to implement, or will be undulyrestrictive to the TOE use

cal examples of (non-IT) security objectives for the environmentinclude:

pstablishment and implementation of procedures to ensure that the TOE will be used in a se
and in particular in accordance with the environmental assumptions);

bbjectives for education and training of administrators and users in sound security practices.

statement of security objectives for the.e€nvironment should therefore include any securit
ng to management activities needed to.ensure that the security services to be provided by
tive. In some cases, the required mafagement activity is obvious, and can be conveniently ¢
brm of a (non-IT) security objective for the environment (e.g. regarding the need for proper 1
e audit functions). In other cases:the required management activity may depend on the detg
rements used to implement-the TOE security objectives. For example, the ‘identi
entication’ security objective)of 9.2 above might be implemented by user passwords. This w
rement for users to ensure their passwords are not disclosed to other individuals, which wd
xpressed as a security requirement for the non-IT environment (see 10.4.2) which refines
Ctive for the envirohment.

EC 15408 states that when a threat or OSP is to be covered partly by the TOE and
t be appropriate in the case of the identification and authentication security objective iden|

ty/within the environment, e.g. management of authentication data such as passwords. Thus

bjectives for
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ctive might be stated in the following terms:

The TOE, with support from its environment, will ensure that each user is uniquely identified, and that the
claimed identity is authenticated, before the user is granted access to the TOE facilities.

In cases where it is possible to clearly divide responsibility between the TOE and its environment, such
repetition of security objectives in both categories will clearly not be necessary. An example would be the
identification of security objectives for security audit, where the TOE is assigned responsibility for generating
and collecting the data, and the environment is assigned responsibility for the supporting management
activity, e.g. analysis of the data generated.

A typical example of an IT security objective for the environment is a security objective for an underlying
operating system to identify and authenticate TOE users. (Such dependencies on the IT environment will be
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refined in the IT security requirements for the environment: see 10.4.1). As with the security objectives for the
TOE, it is recommended that the security objectives for the environment are uniquely labelled for ease of
reference. It may be helpful if you adopt a labelling convention which clearly distinguishes security objectives
for the environment from the security objectives for the TOE. If a numbering convention is used, there should
be separate numbering for the two types of security objective (for example, security objectives for the
environment could be numbered OE1, OE2, OE3, and so on).

Example environmental security objectives are presented in Annex B of this Technical Report.

10 Security requirements

10.1 Intro:Luction

This clause |provides guidance on the specification of IT security requirements in a PP or STi.\This guidance
applies to hoth TOE security requirements and to security requirements for the IT enyironment. Segurity
requirementg for the non-IT environment (not required to be a formal part of a PP orrSF) are also briefly
discussed.

The following types of IT security requirements are specified in a PP or ST:

a) Security Functional Requirements (SFRs) on the TOE. These identify,‘the requirements for segurity
functions which the TOE must provide to ensure that the security objectives for the TOE are achieved.

b) Security Assurance Requirements (SARs) on the TOE. Thesevidentify the required level of assurante in
the implementation of the SFRs.

c) Security Requirements on the IT environment. (Thesexare optional in PP or ST.) These definel any
functional and assurance requirements to be satisfied by the IT environment (i.e. by hardware, firmware
and/or goftware external to the TOE), which are needéd in order to ensure that the security objectivgs for
the TOH are achieved.

This is illustiated in Figure 3 below.

TOE IT Environment
Security Objectives Security Objectives

:' r~ Sadurity Security T Environment™,
. ( Functional Assurance Security :
» NoRequirements Requirements Requirements .

~ _Optional_-*
N Optional

.
- -
- ~ .t
~ .

r

ISONEC
15408-3

ISO/EC
15408-2

Figure 3 — Derivation of IT security requirements
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In addition to functional and assurance requirements, the IT security requirements section of a PP or ST is
required (where appropriate) to specify a minimum strength of TOE security function level, with explicit
strength claims where relevant (see ISO/IEC 15408-1, B.2.5 and C.2.5).

As Figure 3 shows, a significant characteristic of the IT security requirements is that they are intended to be
constructed, where possible, using the catalogue of functional components defined in ISO/IEC 15408-2 and
the catalogue of assurance components defined in ISO/IEC 15408-3, as appropriate. The intent of
ISO/IEC 15408 here is to ensure a degree of standardisation in the way the IT security requirements are
presented. The use of this ‘common language’ for expressing IT security requirements is thus intended to
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assurance component in ISO/IEC 15408-2 or ISO/IEC 15408-3. In this case, the IT security requir

ated explicitly without reference to ISO/IEC 15408; however, such IT security requireme

des similar guidance in respect of assurance components.
EC 15408 permits a degree of flexibility in the way the SFRs and SARs ate-specified by allo

ations to be performed on them to tailor the security requirement appropriately - namely
ion, selection and refinement.

security component in ISO/IEC 15408-2 and ISO/IEC 15408=3 is assigned its own unique
EC 15408, based on a defined taxonomy.
n ISO/IEC 15408-2, for example, component FAU_GEN.1.2 has the following meaning:
‘F’ indicates it is a functional requirement;
‘AU’ indicates it belongs to the security(atdit class of SFRs;
‘GEN’ indicates it belongs to the sécurity audit data generation family within that class;
‘1" indicates it is the audit data’generation component within that family;
‘2" indicates it is the second element within that component.

the components in ISO/IEC 15408-3 use a similar taxonomy, but additionally identifies each
belonging to one af three sets of assurance elements, by appending a letter:

the letter.'D* indicates it belongs to the set of developer action elements, the activities g
the developer;

the.letter ‘C’ indicates it belongs to the set of content and presentation elements, the inf
evidence is meant to convey;

hbiguous, evaluatable, and expressed in a similar style to existing ISO/IEC 15408 ‘compor
des guidance where no appropriate functional components can be identified in ISO/EC 15408-2; 10.3.3

10.2.2 below provides guidance/on the use of op
EC 15408 functional components. 10.3.2 does the same for ISO/IEC15408 assurance comp
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ents. 10.2.8
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reference in
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erformed by

brmation the

the evaluator.
in ISO/IEC 15408-3, for example, component ADV_HLD.1.2C has the following meaning:
‘A’ indicates it is an assurance requirement;
‘DV’ indicates it belongs to the development class of SARSs;
‘HLD’ indicates it belongs to the high level design family within that class;

‘1’ indicates it is the descriptive high-level design component within that family;
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‘2’ indicates it is the second element in a set of assurance elements;
‘C’ indicates it is an element in the set of content and presentation elements within that component.
SFRs and SARs are selected at the component level: all defined elements within that component have to be

included in the PP or ST if the component is to be included. There are two types of relationships between
components which you need to be aware of, as these have a bearing on the process of selecting the IT

security requirements:

a)

Components within a family may have an hierarchic relationship, indicating that one component includes

all reqwrement elements speC|f|ed in another component in that fam|Iy For example FAU_ STG4 is

former.
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However FAU STG 4 is not h|erarch|c to FAU STG1, and it is therefore pOSS|bIe to includée
ents in the same PP or ST.

ents may have defined dependencies on any component in any other familyy.For exan
U.1 (which requires authentication of any user's claimed identity) has @.“dependenc
D.1 (which requires users to be identified). These components must also be‘included in a R
ss the dependencies can be shown not to be relevant to the threats and security objectives.

to specify security functional requirements in a PP or ST,

should security functional requirements be selected?

ed the security objectives for the TOE in response to/the’identified security concerns, you
orate on how these security objectives are to be met; This is done by selecting an appropriat
ch, as stated above, is done at the component level! Of course, the SFR selection process W
easier if pre-defined functional packages are available that are relevant to the security objeg
see Clause 15).

pveral stages to the process of selecting the SFRs for a PP or ST. In considering the selg
helpful to distinguish between the following two types of SFR:

SFRs, which directly satisfy the identified security objectives for the TOE;

support to the principal SERSs, and hence indirectly help satisfy the relevant security objective

FC 15408 doesmot‘explicitly distinguish between these two types of SFRs, such a distincti
he consideration~of such things as dependencies between functional components, andg

demonstrati
categorise t

SFR will be pf significant benefit when you come to write the PP or ST Rationale.

The first st

bn of mutual\support between SFRs. Therefore, whilst there is no need for you to exp
e SFRscas principal or supporting in the PP or ST, recognising that there are these two typ

elin the SFR selection process is thus, for each security objective for the TOE, to identif

nple,
on
P or

now
B set
ill be
tives

ction

ng SFRs, which do not directly satisfy the security objectives for the TOE, but which nonethg¢less

s for

DN is

the
icitly
bs of

the

principal SFRs which directly satisfy them. Once a complete set of principal SFRs has been established,

here

then follows an iterative process whereby the complete set of supporting SFRs are identified. As described
above, all SFRs (whether principal or supporting) should, where possible, be expressed using appropriate
functional components from ISO/IEC 15408-2. Annex B provides guidance identifying which functional
components should be used to express common security functional requirements. When selecting functional
components from ISO/IEC 15408-2, you should also consult the guidance contained in the annexes to
ISO/IEC 15408-2 as to whether the component would be appropriate, and how it should be interpreted.

The relationship between these two types of SFR is illustrated in Figure 4. It may be noted that this
relationship is relevant to the PP or ST rationale, which, inter alia, is required to demonstrate mutual support
between the SFRs (see 13.3.4). This will involve providing an explanation of the nature of the support
provided by supporting SFRs in helping to ensure that the security objectives for the TOE are met.
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Figure 4 — Role of principal and supporting SFRs

e are three stages involved in identifying the complete set of suppofting SFRs:

defined in ISO/IEC 15408-2 for the relevant functional components) of all principal SFRs. T
any dependencies of the supporting SFRs identified during.this stage.

dentify any additional SFRs that are necessary td)ensure that the security objectives for {
achieved. This will include SFRs needed to defend, the principal SFRs against composite attg
defeat the function, then mount the threat the function is intended to counter.

those supporting SFRs selected during-the second and third stages.

dentification of supporting SFRsto satisfy the dependencies as identified in ISO/IEC 15408
h iterative process, for example:

Suppose that the PP or §Tyincludes a security objective requiring the TOE to provide specifi
fo the detection of events indicative of an imminent security violation. This leads to the in
principal SFR baseder the FAU_ARP.1 (Security Alarms) component.

Analysis) which should also be included as a supporting SFR.

FAU_SAA’1 has a dependency on FAU_GEN.1 (Audit Data Generation).

dentify the additional SFRs needed to satisfy (where you cofsider it appropriate) the depemndencies (as

his includes

he TOE are
cks that first

dentify the additional SFRs needed to satisfy (where you consider it appropriate) the depg¢ndencies of

2 is likely to

C responses
clusion of a

According to (SO/IEC 15408-2, FAU_ARP.1 has a dependency on FAU SAA.1 (Potenfial Violation

d)

FAU” GEN.1 has a dependency on FPT_STM.1 (Reliable Time Stamps).

e)

FPT_STM.1 introduces no requirements for additional functional components.

It should be noted that ISO/IEC 15408 permits you to leave some dependencies ‘unsatisfied’, provided you
explain why the relevant SFRs are not required to satisfy the security objectives (and hence address the
security concerns).

Dependencies should be applied in a consistent manner. For example, in the case of FAU ARP.1,
consistency is ensured by the nature of the requirements (FAU_ARP.1 depends on the expectation of a
potential security violation that is defined by application of FAU_SAA.1.2).

For other components, consistency may be more problematic. For example, in the case of FDP_ACC.1, the
PP or ST will identify the particular access control SFP to which it relates. In satisfying the dependency of
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FDP_ACC.1 on FDP_ACF.1, it must be ensured that FDP_ACF.1 is applied to the same access control SFP
that was used for FDP_ACC.1. If the iteration operation is applied to FDP_ACC.1 for different access control
SFPs, the dependency on FDP_ACF.1 will need to be satisfied in respect of each such access control SFP.

The identification of additional supporting SFRs (i.e. those that are not identified as dependencies in
ISO/IEC 15408-2) involves identifying any other SFRs which you consider to be necessary to support the
achievement of the security objectives for the TOE. Such SFRs will typically provide support by reducing the
options or opportunities available to an attacker, or by increasing the level of expertise or resources an
attacker must have to mount a successful attack. The following should be considered in the light of the
security concerns and the security objectives:

2 v ; 3 if the
included then this may imply a need to createl and
ents
more
ed to

a) 408- o pte

another|system for review.
b) lass.
bther
tract
y be
ainst

SFRs based on relevant components from the FPT (Protection of the TOE Security Functions) g
Such SFRs will typically protect the integrity and/or availability of the TSF or TSF\data on which the

SFRs rely, although they may protect its confidentiality as well. Examples include FPT_AMT.1 (Abs
Maching Testing) and components from the FPT_SEP (Domain Separation) family, which ma
required to support the security objectives where there is an identified_need to protect the TSF ag
such things as TSF failure, corruption, or modification (possibly by malicious means).

SFRs b
be used
FMT_R
where S

5 will
d be
vant

ased on relevant components from the FMT (Security Management) class. These component
to specify any necessary supporting security management SFRs. An example of this wou
EV/.1 which addresses the revocation of securityattributes, and may be considered relg
FRs are included that deal with security attributes\(e.g. access control).

The selectio
taking into 3
and effectiv
influence on
needed to a
given that:

a) someT

b) increasi
evaluati

If the PP or
be simplified
taking into a

h of these supporting SFRs should alwaysbe’done in light of the security objectives, in parti
ccount the need to end up with a set of SFRs which form a mutually supportive and integ

)
-

this selection process. You are strengly advised to avoid including supporting SFRs that ar
Chieve the security objectives, be¢ause this will only serve to limit the acceptability of the PP ¢

DEs may not be able to meet such SFRs;

hg the number of"SFRs will increase the cost and maintenance of unneeded requiremen
on.

ST is being’constructed using a related PP as a basis, the process for selection of SFRs sh
considerably. The PP or ST being constructed should include different SFRs, where approp
ccountiany differences between the TOE security environment and/or security objectives.

cular
ated

whole. The process of constructing’the PP or ST rationale may therefore have a significant

b not

r ST

ts in

ould
fiate,

10.2.2 Howlte-pe

10.2.2.1

Permitted operations

As stated in 10.1 above (see also ISO/IEC 15408-2, 2.1.4), some functional components include permitted
operations which may require the PP or ST author to tailor the security requirement as appropriate for the PP
or ST. These operations are:

a)
b)

c)

24

assignment, allowing the specification of an identified parameter;
iteration, allowing multiple use of the same functional component to express different requirements;

selection, allowing the specification of one or more elements from a given list;
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d) refinement, allowing the addition of details to the security requirement, thereby restricting the set of
acceptable solutions without introducing any new dependencies on other SFRs.
10.2.2.2 lteration

The iteration operation is often needed to express SFRs using components in the FMT (Security
Management) class, which are called up as dependencies by many different functional components in
ISO/IEC 15408-2. In order to satisfy such dependencies, it will typically be necessary to use the same
component, with the assignment and selection operations completed differently. For example, FMT_MSA.1
may be iterated a number of times to define distinct SFRs relating to the management of different types of
security attributes. Similarly, it may be desirable to make multiple use of components from the FDP_ACC and

FDP|
Disc

You
brea
itera
as W

For ¢ach SFR you have included in the PP or ST, you need to make a judgement as to whether td:

a)
b)
10.2
In as

thers
oper

| ACF families in the case where a TOE is required to enforce different access control |
retionary Access Control (DAC) and Role Based Access Control (RBAC).

are encouraged to use the iteration operation where the clarity of the PP or ST can-be’enha
k down a complex and unwieldy SFR into distinct and manageable functional requirementg

ion operation does, however, pose other potential problems when presenting{thé SFRs in th
Il be seen in 10.2.9 below.

complete any assignments or selections included in the functional component used to expres

specify any refinement of the SFR.

2.3 Assignment and selection

signment there is the possibility that the value ©f.the parameter may be null, whereas with
is always at least one value of the parameter identified. By completing an assignment
ation in @ PP removes any decision by the STyauthor as to how the functional component is {

policies, e.g.

nced, e.g. to
. Use of the
e PP or ST,

5 the SFR;

a selection
or selection
b be tailored

tom
(insg

pet the security objectives (other than the“possibility of refinement). In other words, there ar¢ no aspects
far as the operation is concerned) that.are ‘to be defined’ by the ST author.

Gen
qual
that
the 1

ithor. Over-
ber of TOEs
is based on

prally individual assignments orcselections will require completion by the PP or ST a
fication through completion of operations, or too much detail, may unduly restrict the num
Might be able to claim conformance with the PP or ST. The balance of completing operations
eed for a PP to be:

a) pcomplete set of théwrequirements of the author;

b) fmplementation-independent;

c) pufficientlyydetailed to demonstrate that the objectives are met.
Therefore, it is necessary to complete assignment and selection operations to the extent needed to meet the
secyrity\Objectives. A critical test will come when you construct the security requirements rationale: the
arguments you present o demonstrate the suitability of the IT security requiremenis o meet the security
objectives should not rely on details that have not been specified in the SFRs. For example, in the case of an
access control SFR based on FDP_ACF.1, you may consider it appropriate to leave the specification of
access control rules entirely in the hands of the ST author if such rules are already defined in an OSP which
the relevant (access control) security objective is intended to meet.

One technique that you may use in order to solve the above problem is that of partially completing the
operations. By adopting this approach you can give maximum flexibility to the ST author, whilst at the same
time precluding potential choices for assignments or selections that would not be consistent with the security
objectives for the TOE.

For example, in the following SFR (based on FAU_STG.4.1), the selection operation has been partially
completed by precluding selection of the option ‘ignore auditable events’, which the PP author has judged to
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be inconsistent with the security objectives for the TOE. The SFR therefore presents the ST author with a
choice of two (rather than three) acceptable options:

The TSF shall [selection: ‘prevent auditable events, except those taken by the authorised user with
special rights’, ‘overwrite the oldest stored audit records’] and [assignment: other actions to be taken in
case of audit storage failure] if the audit trail is full.

With assignments, the PP author may wish to limit the choices an ST author can make to a set of options
acceptable for the environment. In this case, the PP author may wish to complete the assignment operation by
turning it into a selection operation containing the valid choices, which in turn can be completed by the ST

author.

As a genera
options that
valid if the p
functional ¢

extended fumpctional component with a different assignment or selection operation.

Completing
assignment,
selection, yd
for the TOE,

Where assig
been specifi
ISO/IEC 154
can also be

For examplg

The TSF sh
administraf

In this case
If an operati
Any uncom
explanation,
an applicatig

For examplg

The TSF sh
allocation @

principle, a partially completed selection is valid if the set of options it presents is a subset’qg
are permitted by the original functional component. Similarly, a partially completed assignmg
ermitted values to complete the assignment are also valid assignments with respect-to the ori
bmponent. If for any reason these conditions are not met, then you have ended up wit

the operations of assignment and selection is reasonably straightforward. In the cas
you simply need to ensure that the parameter is specified unambiguously. In the cas
u simply need to select the appropriate item(s), based on consideration of the security objed
You should, however, consult the guidance given in the annexes {0 1SO/IEC 15408-2 if in do

ed (this is helpful to the reader, and especially to the PP evaluator checking conforman
08). The customary way of highlighting is by using italics, but bolding or a different charactg
sed.

, FMT_SAE.1.1 could be presented as:

all restrict the capability to specify an expiration time for user passwords to the author
pr.

bold has been used for highlighting, since, being an example, the text is already in italics.

bn is left uncompleted, it is mandatory for the ST author to complete the operation.

bleted (or partially compteted) operations should, where appropriate, be accompanied b
targeted at the ST author, of how the operation should be completed (for example, in the fo
n note). It may be helpful to make it clear that the onus is on the ST author to specify the de

, FDP_RIP.1.1 ¢ould be specified in a PP as:

all ensureithat any previous information content of a resource is made unavailable upor
f the resource to the following objects [assignment: list of objects specified by the ST aut|

10.2.2.4 RFfinement
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nment or selection has been performed in a PP, it is mandatery/that you highlight the text that has

te to
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m of
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hor].

The operation of refinement may be performed on any functional component element, and involves specifying
additional technical details which do not levy any new requirements to those specified in the text, but rather
restrict the set of acceptable implementations. A refinement is acceptable if meeting the refined requirement
also means meeting the unrefined requirement. Use of refinement may be appropriate in the following
circumstances:

where the PP is being written by an organisation which has additional technical details, such as
organisation policy information, not included in the appropriate ISO/IEC 15408-2 component;

a)

b) where the selected functional component would permit implementations which would not make sense, or
would otherwise be inappropriate, for the type of TOE considered, unless it is refined so as to exclude

that possibility e.g. on the grounds of interoperability;
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c) where the readability of the SFR may be improved: see 10.2.9.

As with assignment and selection operations, it is recommended that you highlight the text that has been
refined to assist the reader (and the PP evaluator in particular).

An example of the use of the refinement operation is as follows (based on FMT_MTD.3.1):
The TSF shall ensure that only secure values are accepted for TSF data. Refinement: the TSF shall ensure

that the minimum password length enforced by the TOE is configured to a value of at least 6
characters.

The pSeof the refinement operation 1o help clarity SFRs Is discussed In T1U.2.Y below.

10.2|3 How should the audit requirements be specified?
If the PP or ST includes auditing requirements (i.e. based on FAU_GEN.1) then ISQ/EC 15408 fequires that
the minimum set of events which must be auditable, and the minimum information ‘which must be|recorded, is
spedified through the consideration of all other functional requirements included-in the PP or ST.
This|selection will depend on a number of factors, including:

a) @ny security policy requirements on security audit, as defined in an\OSP;

b) the importance of auditing in achieving the security objectives;

c) [he relevance of potential events, and their characteristics, to the security objectives;

d) rpost/benefit analysis.

For ¢xample, if the TOE is intended to defend against the actions of malicious users or hackers, if is likely that
ever]ts such as login or access control violations will need to be auditable where the PP or ST injcludes such
SFRs. However, events relating to the uSe of administrative functions may not need to be auditable,
depgnding on the extent to which an_administrator is (or has to be) trusted. The trustworthjness of the
administrator would be stated as an assumption.

The guestion of cost/benefit analysis may rest on such issues as:

a) s the benefit of collecting the information worth the impact on performance?

b) |f the information\is collected, will the administrator have sufficient resources (e.g. tool| support) to
effectively analyse the data?

c) Wwhat aresthe likely costs of managing or archiving the data collected?

ISO/JEC 15408 identifies three pre-defined levels of auditing, namely minimum, basic, or detailed (see
ISO/JECA15408-2, 2.1.2.5): for each such level, ISO/IEC 15408-2 tells you which events should pe auditable
(as a minimum), together with the minimum Information 10 be recorded, based on the runctional components
included in the PP or ST (see also ISO/IEC 15408-2, C.2). These three levels can be broadly characterised as
follows:

a) The minimum level typically requires only some defined subset of operations or events associated with a
given functional component to be auditable. This subset is generally defined to be the most interesting or
significant type of event.

b) The basic level typically requires all operations or events associated with a given functional component to
be auditable, e.g. successful and unsuccessful login attempts.

c) The detailed level generally differs from the basic level by requiring additional information of interest to be
recorded. This level is only likely to be appropriate where the amount of audit data generated is
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anticipated to be small, or if the data will be subject to analysis by sophisticated audit analysis tools or
intrusion detection facilities.

If none of these levels is appropriate, you should select the not specified level, and list all required auditable
events explicitly in FAU_GEN.1.1c. For example, you might use the minimum level for guidance, but choose
to deviate from the minimum requirements in specific cases because a different subset of operations or events
is more relevant to the security objectives, e.g. if FDP_ACF.1 is included in the PP or ST, you may consider
that unsuccessful access attempts should be auditable rather than successful attempts (which is what
ISO/IEC 15408-2 requires for the minimum level).

You will need to compile a list of auditable events by going through each functional component used in turn; in

the case of
section incly
events and
FAU_GEN.1

10.2.4 How|
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ded for each family of components. It is recommended that you construct a table, identifyin
(where appropriate) the additional information to be recorded, which can be reference
.1 and FAU_GEN.1.2 as appropriate.

should management requirements be specified?

08-2 identifies, in the Management section included for each family ©f{Components, a li
t activities which should be considered for the component. This maysuggest the need to ing
mponents from the FMT (Security Management) class. However, it/is“important to note tha
ended to be informative. There is therefore no need to justify any.decision not to include parti
t components in the PP or ST (unless, of course, they are explicitly identified in the Depende
h ISO/IEC 15408-2).

eaking, possible management activities are identified where a functional component refers 1
xistence of, configurable TSF data which may needyto’be managed and controlled. For exar
pbjectives for the TOE might be undermined if the ability to modify such data was not restrict
I's of the TOE. Therefore FMT components are-often included in order to define supporting S
hsure that the security objectives for the TOE>are met, and that the SFRs as a whole are muf
see 13.3.1 and 13.3.4).

consult the guidance on the FMT ¢lass given in ISO/IEC 15408-2, Annex H when choq
mponents from this class.

should SOF be specified?

08-3 identifies three pre-defined levels of SOF (Strength Of Function), namely basic, medi
IT security functions-that are realised by a probabilistic or permutational mechanism (e
 hash function)-identified in the PP or ST (see also ISO/IEC 15408-1, C.2). The levelg
d as follows:

ction provides adequate protection against casual breaches of TOE security by attag
ing a low-attack potential;
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ers possessing a moderate attack potentiatl,

by attackers possessing a high attack potential.

choose is based on a number of factors related to the threat agent(s):

Elapsed time;
Expertise;

Knowledge of the TOE;

the function provides adequate protection against deliberately planned or organised breaches of TOE
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d) Access to the TOE;
e) Equipment.

The value for these factors are derived from the breakdown of the attack potential for the threat agents
identified in the threat statements. A characterisation of these factors should be derived during a full threat risk
assessment.

For some probabilistic or permutational mechanisms an optional explicit metric could be provided, rather than

the more general statement of basic, medium or high.

10.2
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com
func
the H

In general, the latter approach is recommended since this will simplify the ST< The reader of an
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(sing
likely
SFR
reley
state
func

It sh
sele
the ¢
shoy
(and
also

10.2

In sd@
may

a)

b)

6 How should SFRs taken from a PP be specified?

re an ST claims compliance with one or more PPs, it is likely that the SFRs willcbe’ spg
pletely or mostly by the PP. In such cases, the ST author must decide whether-to spg
ional requirements in full (in order to ensure all the text is in one place), or whether to simy
PP and specify SFRs where these differ from the PP.

to be interested in the IT security functions than in the SFRs. This~includes the evaluator
e the content of evaluation evidence - such as design, test documéntation and guidance doj
to be more easily related to the IT security functions in the, JOE summary specification
5). The main purpose of specifying SFRs in an ST is to be able to demonstrate traceal
ant PPs, and to the SFRs as defined in ISO/IEC 15408<2.\There is indeed a case for re
ment of SFRs to an annex so as not to confuse the reader by having two specification
ionality in the ST.

ould, however, be noted that some SFRs in the*PP may have operations (such as as
ttion) that are left to the ST author. In such casesit is recommended that the SFR is specifie
ompleted operations emphasised by suitablertypesetting (e.g. using italics). Any necessary
Id be added using the same typesetting.*Such an approach will make it easier for the read
the ST evaluator in particular) to see which operations have been performed, and in which m
facilitate the construction of the ST rationale (see 13.3.6).

7 How should SFRs not in a PP be specified?

me cases it will be necessary to specify SFRs in an ST where these are not in a correspond
be necessary where:

there is no appropriate PP available for the TOE to claim compliance with;
the sponsor,considers that the benefit to be gained by having functional or assurance requir]

are in addition to what is required by the PP, is sufficient to justify the additional cost th
ncurred:

In su

chieases, the approach to the specification of SFRs is the same as described in the prece

cified either
cify the PP
ly reference

ST is more
of the TOE
cuments - is
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d in full, with
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ding clause.

Whe

re SFRs are specitied In addition to those required by a PP, the ST author must ensure that

hese do not

conflict with SFRs in the PP (the ST rationale will need to demonstrate that such conflict does not occur: see
Clause 13).

10.2.8 How should SFRs not included in Part 2 of ISO/IEC 15408 be specified?

ISO/IEC 15408 requires that if the PP or ST author wishes to include a functional requirement for which there
is no appropriate functional component defined in ISO/IEC 15408-2, the resultant SFR should be specified
using Part 2 components as a model for presentation.

The decision as to whether there is an appropriate functional component in ISO/IEC 15408-2 to use can be a
difficult one to make, since this requires a high degree of familiarity with its content. It is recommended that
you consult the guidance in Annex B which identifies the appropriate functional components to express
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common security functional requirements. It is often the case that the desired SFR can be obtained through
appropriate application of the refinement operation, or of permitted assignment or selection operations.
However, it is recommended that you do not attempt to ‘shoehorn’ an SFR into a functional component if this
does not readily lead to the SFR you want, i.e. it results in an SFR whose meaning or intent cannot be readily
discerned by the reader, or which (through the use of an inappropriate component) introduces inappropriate
dependencies that need to be argued away.

Specifying a new SFR using ISO/IEC 15408-2 functional components as a model for presentation will involve:

a) defining the SFR at a similar level of abstraction as Part 2 components;

c) using the topology and nomenclature approach for components as in ISO/IEC 15408-2.
Knowing that a new SFR is of a similar nature to others in an existing class or family helps bound'its degree of
newness and also may help with specific wording for common concepts that occur throughout that clags or
family.
Particular cHaracteristics of the style of presentation of functional components in ISO/IEC 15408-2 include;:
a) most fuhctional requirements begin with the phrase The TSF shall or The\F'SF shall be able to, follpwed

by a verb such as allow, detect, enforce, ensure, limit, monitor, permit, prevent, protect, provide or

restrict,
b) the uselof standard terms such as security attribute or authoriséd user;

c) each elgment tends to stand on its own and can be understood without reference to previous elements;

d) each se¢curity requirement must be evaluatable, j-e. it must be possible to determine whether the
requiremnent has been met by a TOE.

In constructing an explicitly stated SFR, you should’also consider whether the SFR:
a) should incorporate any assignment or sélection operations to be completed by the ST author;
b) implies pny dependencies on other,.SFRs which must be included in the PP or ST;

c) describ¢s any events which.should be auditable, and if so what information should be recorded for the
event;

d) has any|implications:for security management, e.g. relies on security attributes that need to be managed.
If you belieMe you_have a well-constructed SFR that is not included in ISO/IEC 15408-2, and is significantly

different from, and,would significantly enhance, the existing set of functional components in ISO/IEC 18408,
you are advised’to submit the SFR for inclusion in the next iteration of that International Standard.

ISO/IEC 15408 permits the ST author to explicitly state SFRs in an ST without reference to ISO/IEC 15408-2.
The guidance given in 10.2.8 applies. However, it should be noted that it may not be necessary to specify
ISO/IEC 15408 operations such as assignment or selection for SFRs constructed in this way if the SFR is only
intended for use in the ST, i.e. there is no intent to reuse the component in other PPs, STs, or functional
packages.

Naming for an SFR not included in ISO/IEC 15408-2 should use the topology and naming conventions of
Part 2, to be in the same style as the standard. Extended components should use ‘F’ for function, followed by
the appropriate class, and family designations followed by a component number. An extended component
based on the existing classes can then be inserted at the appropriate place. Where an extended component is
unrelated to existing classes it is acceptable for naming to make it clear that the extended security
requirement is new by, for example making the class of the component ‘EX’, or appending ‘EX’ to the end of
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the component name. How the extended component is denoted should be explained in the application notes
for the PP or ST. Care should be taken that the naming convention used does not conflict with
ISO/IEC 15408-2.

10.2.9 How should the SFRs be presented?

Writing a set of SFRs that are demonstrably compliant with the requirements of ISO/IEC 15408 is not (of
course) the only aim of the PP or ST author. You should also consider how best to present and express the
SFRs such that the general reader can understand what the security requirements mean. There are a number
of steps you can take to enhance readability, without compromising compliance with ISO/IEC 15408.

Firstly, group the SFRs under headings which are appropriate for your PP or ST: do not feel,cgnstrained to
adopt the class, family or component headings used in ISO/IEC 15408-2.

Secandly, do not feel constrained to adopt the functional element labelling system used,in ISO/|[EC 15408-2
for Iabelling the SFRs in your PP or ST. It is perfectly acceptable to adopt your own_labelling system (which
may/|feature more meaningful labels), provided the mapping of SFRs onto the relévant functiona] component
from| ISO/IEC 15408-2 is demonstrated (e.g. in an annex). Indeed, such an approach is likely [to be highly
desifable where the PP or ST includes functional components which areinvoked several times. This is
becduse the alternative is to have SFRs that do not have unique labels:-the lack of unique labg¢ls for SFRs
presgnts significant problems when constructing the security requirements ‘rationale.
Thirdly, judicious use of the refinement operation may improve the’readability of the SFR by substituting
gengric terms (such as security attributes) with more specific, terminology relevant to the typg of TOE or
security functionality being described. For example, the following'SFR is based on FMT_MSA.3.1;
The [TSF shall enforce the DAC policy to provide restrictive default values for object permissions.

In thjs example, refinement has been used to replacerthe generic ‘security attributes that are usgd to enforce
the $FP’ with the policy-specific ‘object permissions’.

Any |such use of the refinement operationtshould be clearly highlighted and explained in the PP or ST
Ratipnale (to support evaluation of the PRor ST).

The worked example presented in Annex F illustrates the application of this approach.
10.3 How to specify assurance requirements in a PP or ST

10.3|1 How should security assurance requirements be selected?
The gelection of therassurance requirements will require the balancing of several factors including
a) [he valug of the assets to be protected and the perceived risk of compromise of those assets;

b) fechnical feasibility;

c) likely development and evaluation costs;

d) required timescales for development and evaluation of the TOE;

e) perceived market requirement (in the case of products);

f) any identified dependencies of functional components on assurance components.

The greater the value of the assets to be protected, and the greater the risk to those assets, the higher the
level of assurance that will be required in the security functions used to protect those assets. This should be

reflected in the statement of security objectives. Organisations may define their own policies and rules to
determine the level of assurance that is needed to ensure that the risks to their assets are reduced to an
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acceptable level. This may in turn define the required level of assurance in products to be used within that
organisation.

Other factors such as costs and timescales will tend to act as a constraint on the level of assurance that is
actually achievable in practice. Technical feasibility will be a factor where it is considered impractical to
generate the evidence required by specific assurance components. This may be highly relevant for legacy
systems (where design documentation is unavailable), or where a high assurance level is ideally required, but
it is not technically feasible to generate the required semi-formal or formal evidence within acceptable
timescales. Wherever there are practical constraints on the assurance that may be achieved, it may be
necessary to accept that the maximum assurance attainable is less than the ideal. Such acceptance of risk
should, again, be reflected in the statement of security objectives.

The statemeLnt of security objectives may also indicate a need for specific assurance requirements hich
should be intluded in the SARs. For example:

a) The sequrity objectives for the TOE may state that the TOE should be resistant to attackers' who hgve a
high attack potential. This would be a clear pointer to the inclusion of AVA_VLA.4 which requires such
resistance to be demonstrated.

b) The segurity objectives may indicate that covert channels are a concern,. in~which case it may be
necessary to include a component from the AVA_CCA family to require a,covert channel analysis {o be
performied.

c) The sedurity objectives may note that the security of the TOE is critically dependent on the security gf the
develogment environment. This would strongly suggest that the SARs should include a component [from
the ALJ_DVS family to ensure that the security of the development environment is examined.

The selectign of the SARs will relatively straightforward where it involves simply choosing an approgpriate
assurance package (see Clause 15), such as an ISO/IEC 15408 EAL. The definitions and descriptions df the
assurance package should be consulted to ensure that-the package is appropriate given the statement of
security objectives (e.g. in the case of the EALs, see~ISO/IEC 15408-3, Clause 6). It is possible that an
assurance package exists that provides broadly the levéel of assurance that is needed, but is lacking in spégcific
areas when| measured against the security objeetives. In such cases it would be appropriate to in¢glude
augmented assurance requirements (i.e. requirements that are additional to those mandated by the pacKage)
in order to epsure that the security objectives ‘are satisfied.

Where auginented assurance requirements are specified, the PP or ST author should ensure thai the
assurance component dependencies ‘are satisfied for the additional requirements. For example, if a PP qr ST
augments EAL3 with AVA_VLA.2\then it should also augment with ADV_LLD.1 and ADV_IMP.1, as thes¢ are
not included|in EAL3.

10.3.2 How|to perform operations on security assurance requirements

As indicateq in ISOHEC 15408-3, 2.1.4, the assignment and selection operations are not relevant tg the
assurance cpmponents defined in ISO/IEC 15408-3. However, the following operations are possible:

a Itef‘aflor Alawvaina e tindas o Aftha cama acctiranean ArmANANARE.
y oo I g ot ptC oSt Ot —oam tasSSuantCC—CoOmMmpPoneHt

b) refinement, allowing the addition of details to the assurance requirement without introducing any new
dependencies on other SARs.

In practice, the iteration operation would only be used where it is necessary to apply different refinements to
the same assurance component which apply to different parts of a TOE, or where a PP or ST specifies
different sets of assurance requirements for different parts of a composite TOE (see 14.2.4). In the latter case,
iteration would be necessary for assurance components (whether refined or not) that apply to more than one
part of the composite TOE.

Use of the refinement operation on SARs might be used to:
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a) constrain the developer actions by mandating such things as the use of specific development tools,
methodologies, life-cycle models, analysis techniques, notations, adherence to specific standards, and so
on;

b) constrain the performance of the evaluator actions, e.g.:

- in the case of ADV_IMP.1, specifying which parts of the TOE implementation representation should
be included in the subset examined

- in the case of AVA VLA.1, identifying specific known vulnerabilities that are considered to be
‘obvious’ in the context of the TOE.

10.3|3 How should SARs not included in Part 3 of ISO/IEC 15408 be specified in a PP of STP

ISO/JEC 15408 requires that if the PP or ST author wishes to include an SAR for which there is nq appropriate

assyrance component defined in ISO/IEC 15408-3, the resultant SAR should be. specified ysing Part 3

components as a model for presentation. Explicitly stated SARs should provide, & definition of {he following

elements (see ISO/IEC 15408-3, 2.1.3.5 for more details):

a) developer actions;

b) requirements for the content and presentation of evidence that a-developer must provide;

c) pvaluator actions.

Inspection of ISO/IEC 15408-3 shows that the elements<associated with an assurance component are

charpcterised as follows:

a) developer action elements are intended to express the activities the developer must perform, generally
the providing of evaluation evidence;

b) pontent and presentation elements aretintended to characterise the required content and|“qualitative”
aspects of the evaluation evidence a developer must provide;

c) pvaluator action elements take two forms:

the first evaluator action'is generally of the form:

The evaluator_shall confirm that the information provided meets all requirements for |content and
presentation-of évidence.

any further evaluator action elements generally take the form of a statement for independent work
and determination on the part of an evaluator.

Therefore, yall requirements for content and presentation of evidence should not only be |clearly and

unarpbiguously expressed, but also should avoid (as far as possible) requiring subjective judgement on the

part of the evaluator. Rather, the SAR should define clear objective criteria against which an evaluator may

reach a verdict. You should consider providing application notes for any clarification of the SAR that is needed
in support of the requirement for objective judgement.

To ensure that the explicitly stated SARs are specified in the same style as ISO/IEC 15408-3 components,
you should ensure that each separable requirement is stated as an individual requirements element
(ISO/IEC 15408-3, 2.1.4). You should also, when choosing the wording of the SAR, consult ISO/IEC 15408-3,
2.4 which gives a definition of general English terms that are used in a precise way within ISO/IEC 15408-3.

If you believe you have a well-constructed SAR that is not included in ISO/IEC 15408-3, and is significantly
different from, and would significantly enhance, the existing set of assurance components in ISO/IEC 15408,
you are advised to submit the SAR for inclusion in the next iteration of that International Standard.
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10.4 Security requirements on the environment

10.4.1 Security requirements on the IT environment

ISO/IEC 15408 requires that any security requirements on the IT environment are included in the PP or ST.
For example:

a) A secure database management system (DBMS) may depend on an underlying operating system to
provide identification and authentication of its users, and to prevent users of the operating system from
bypassing the DBMS access controls by directly accessing the database files.

b) A smarjcard application may rely on an underlying smartcard operating system to provide segregption
between different applications (such that another application cannot interfere with its code or data)| and

of ISO/IEC 15408-2 components in the PP or ST that are satisfied by the IT environment rather than the T|OE.

Note that sdcurity requirements on the IT environment are distinguished from environmental assumptiops in

a) assumptions are axiomatic for the TOE evaluation, and are specified to,'clearly define the scope of the
security|concerns;

b) security] requirements are needed to ensure that the TOE méets its security objectives and hence
addresdes the security concerns, and thus will need to be verified at some point.

In contrast with the TOE security requirements, however, thessecurity requirements on the IT environment are

not evaluatgd (in the TOE evaluation) in the sense of it béing confirmed to the required degree of assurgnce

that the IT epvironment provides the SFRs required of it. Evaluation of the TOE will generally presume thgt the
IT environment provides those SFRs, but some security:requirements on the IT environment may be tested as
a natural copsequence of evaluating the TOE. Thetrequired level of assurance must therefore ultimate|y be
established through a separate evaluation of ther¢omponents of the IT environment that provide the reqpired
security fungtionality.

As with the|TOE security requirements{ISO/IEC 15408 indicates that the security requirements on the IT
environmen{ should be specified, where feasible, using ISO/IEC 15408 functional and assurance compongnts.
The PP or ST must provide justification for any deviation from those components.

In some cases, it may not be_appropriate to use ISO/IEC 15408-2 components to express the functjonal
requirementg on the IT enyirenment. For example, the functional requirements could be expressed in a FP at
a more abstract level thanithe components defined in ISO/IEC 15408-2. This approach would then allow the
ST author flexibility jn<selecting how these high-level (implementation-independent) functional requirements
are to be safisfied.

10.4.2 Secyrityrequirements for the non-IT environment (optional)

ISO/IEC 15408-1, B.2.5 and C.2.5 state that security requirements for the non-IT environment are not required
to be a formal part of a PP or ST as they do not relate directly to the implementation of the TOE, although
ISO/IEC 15408 acknowledges that they may be ‘useful in practice’.

Security requirements for the non-IT environment may be needed in a PP or ST when there are non-IT
security objectives whose implementation is not straightforward or when the rationale depends explicitly on
how the non-IT security objectives have been realised. The latter case arises when there is a need for detailed
co-ordination between the PP/ST’s IT security requirements and associated management techniques, with the
two kinds of requirements being at a similar level of abstraction.

Note also that if security requirements for the non-IT environment are needed that are not obvious from the
non-IT security objectives, and if these non-obvious requirements are not contained within the PP, then it may
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be infeasible to demonstrate the suitability of the IT security requirements (see 13.3.1).

Rather than mix abstraction levels by treating security requirements for the non-IT environment as security
objectives or assumptions, it is better to provide a separate section for security requirements for the non-IT
environment. Such a section might cover such topics as the protection of authentication data used by a
particular identification and authentication mechanism (e.g. passwords), as well as specific administrative
requirements (e.g., investigative procedures needed in response to various intrusion-detection alarms).
Providing a clear identification of known security requirements for the non-IT environment in the PP or ST will
help ensure that these security requirements will reliably propagate into user documentation - assuming that
the appropriate documentation requirements from Class AGD are included in the PP or ST.

11 [The TOE summary specification

11.1 Introduction

This|clause provides guidance on the specification of the TOE Summary Specification in an ST |(there being
no efjuivalent section in a PP).

ISO/JEC 15408-1, C.2.7 requires the following to be included in a TOE Summary Specification:
a) p definition of the IT security functions which satisfy the identified SFRs;

b) pptionally, references to security mechanisms or techniques.used to implement the IT security functions;
c) p definition of assurance measures which satisfy the identified assurance requirements.

The main parts of the TOE Summary Specification areiillustrated in Figure 5 below.

TOE SECURITY
REQUIREMENTS

/ IT Security TOE SUMMARY Assurance A
Functions SPECIFICATION Measures
e

. S o,
||Im.(ed to ~ o
. (if included) ~

[SecurityMechanisms\ { SOF Y
\_ & Technigues  J \_cams /

e [ o m— — —

Figure 5 — TOE summary specification content

The main purpose of this section in an ST is to specify the TOE-specific solution to the identified security
concerns. How the TOE provides the security functions and assurance measures to satisfy the defined TOE
security requirements should be a high level description, but not a detailed specification. The TOE Summary
Specification should therefore be written from this perspective, i.e. defining what the TOE will provide to
satisfy the TOE security requirements and thereby meet the security concerns.
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This section also presents the ST author with the opportunity of organising and specifying the IT security
functions in a way that makes the TOE security functionality easier for a reader of the ST to understand, as
compared with the SFRs. In particular:

a) The IT security functions may be organised so as to emphasise what the TOE actually does to address
the security concerns.

b) The IT security functions may be specified in such a way as to more closely reflect the TOE
documentation, for example making appropriate use of TOE-specific terminology. This may improve the
cost-effectiveness of the TOE evaluation by providing a more suitable baseline for evaluation than the
SFRs, i.e. facilitating clearer mappings from the ST to the TSF representations (e.g. design
docume T < ifications. € i ighte to

single IT security function to meet a number of SFRs, if it is known that those SFRs are-satisfied

ame underlying mechanisms in the TOE design and implementation. This would have the bgnefit
of redufing the amount of representation correspondence evidence the developer needs t6 proyvide,
without jany loss of rigour. The ST author should, nevertheless, ensure that the IT security functiong can
still be neadily traced back to the SFRs they meet.

c) TOE-specific terminology may be included so as (for example) to make the IT<seeurity functions more
easy to|relate to the design or the user or administrator manuals. This may include elaboration of geperic
terms slich as subject, object or administrator roles.

The TOE SUmmary Specification may therefore be characterised as a TOE-specific elaboration of the segurity
requirements the TOE is to meet. It is not necessary to provide details’ of the TOE implementation, its
architecture lor its design principles, or to describe in detail how (for example) the developer performs segurity
functional tepting of the TOE.

11.2 How to specify the IT security functions

As stated abjove, ISO/IEC 15408 requires the TOE summary specification in an ST to include a specificgtion
of the IT sequrity functions provided by the TOE. The ST must demonstrate that the IT security functions gover
all SFRs, and that each IT security function is mapped onto at least one SFR.

Those IT security functions which specify the-principal security purpose of the TOE should receive the most
detailed attgntion. In the case of IT security functions corresponding to supporting SFRs, you may decid¢ not
to include any significant additional detail-in the corresponding IT security function; indeed in some caseg the
IT security flinction could be defined as;identical to the corresponding SFR. Nonetheless, you should still|take
the opporturity to clarify the functionality where appropriate, for example by using TOE-specific terminology.

The IT secdrity functions may. (if appropriate) be organised and labelled differently from the corresponding
SFRs, for gxample in order_to simplify the specification of functionality, and to make the corresponding
evaluation easier (especially if this facilities the demonstration of traceability to development representations
and test evidence). Feréxample:

a) an IT gecurity function may map onto more than one SFR (this may be appropriate for suppqgrting
functions);or

b) an SFR may map onto more than one IT security function (this may be appropriate for those functions
which directly satisfy the principal security purpose of the TOE).

In performing this reorganisation, you should ensure that:
a) you do not lose essential detail from the SFRs;

b) it does not result in an overly complex mapping of SFRs to IT security functions, increasing the cost of
reviewing and evaluating the ST as well as increasing the likelihood of errors.
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11.3 How to specify security mechanisms

ISO/IEC 15408 requires the TOE summary specification to provide traceability of IT security functions to any
security mechanisms or techniques referenced by the ST. Typical security mechanisms or techniques
referenced include encryption and password generation algorithms, or claims of conformance to a relevant
ISO or national/government standard.

It should be noted that such references are optional in an ST. In general, it will only be necessary to reference

secu

a)

rity mechanisms:

in the case of a system, where there is a particular requirement to use a specific security mec

hanism;

b)

n the case of a product, where the sponsor sees value in claiming the implementation of spe
mechanisms (or a market demand for such mechanisms or techniques).

11.4 How to specify the assurance measures
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EC 15408 requires the TOE summary specification to trace assurance measures tq
rements, so that it is demonstrated that all assurance requirements aré.satisfied. ISO/IEC 1
he definition of assurance measures may be made by reference to relevant quality plans, lifg
anagement plans (ISO/IEC 15408-1, C.2.7).

actice, it is likely that, for lower assurance levels, this section of an ST will provide litt
mation beyond general assertions to the effect that appropriate assurance measures are
oyed to satisfy the security assurance requirements. One fecommended approach is to provi
rements.

gher levels of assurance (e.g. at EALS and above), it may be possible to provide more detail,
pferencing specific tools, techniques or approaches that the developer has or will adopt
rance requirements, such as:

formal notations to be used in required-formal specifications;

specific design methodologies orlife-cycle models used;

configuration managemeft tools;

fest coverage analysSisitools;

covert channel.analysis methods.
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clause provides guidance on the PP claims section of an ST.

ISO/IEC 15408-1, C.2.8 requires the following to be included as part of the information for each PP for which
compliance is claimed:

a)
b)

c)

a reference identifying the PP to which compliance is claimed;
any refinements applied to the PP;

any TOE additions to the objectives or requirements of the PP that are satisfied by the ST.
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Note that you cannot claim partial compliance to a PP, you must satisfy all of its requirements in full. Of
course, it is not uncommon for some PP security objectives and requirements to be satisfied by hardware or
other security products that are outside the scope of ST evaluation. In this case, you will have to show in the
ST rationale that full coverage of the PP is achieved by a combination of TOE and environmental security

features and make this dependency clear in your statement of compliance.

If there are no PPs to which compliance is claimed, then a statement to this effect is all that is required for this

section of the ST.

12.2 PP reference

Each PP shpuld be identified in a way which enables readers of the ST to be able to find the specificatij)n of

the PP in gyestion. The recommended way to do this is by reference to a register entry in the ISO Regis
Packages aphd Protection Profiles (see [1]); however, this register is not widely publicised or used” Se
national evdluation schemes maintain PP registers and these offer a good alternative. Take Care to er
that you identify a specific version and reference source for each PP referenced.

12.3 PP tajloring
If a PP contains permitted operations in IT security requirements statements that.need further qualificatior]

details of the substitutions here. Be aware that if substantial qualification is needed, it may be better to re
the complet¢ PP contents within the ST.

12.4 PP additions

If a PP mepts TOE objectives not envisaged by the PP deyvéloper, put details of the additional thr
policies, obj¢ctives etc. here. Do not forget to cover these additional objectives within the ST rationale.

13 PP and ST rationale

13.1 Introgluction
This clause provides guidance on how to cénstruct a PP or an ST rationale.

The purposg of the PP or ST rationale.is to demonstrate that a conformant TOE provides an effective set
security countermeasures within the TOE security environment. In particular, it shows that the IT seq
requirements are suitable to meet'the security objectives, which in turn are shown to be suitable to cov
aspects of the TOE security environment (which defines the security concerns). The PP or ST rationz
likely to be gf most interestito a PP or ST evaluator, although it may aid the understanding of any reader g
PP or ST.

Figure 6 illugtratestthe key aspects of the PP rationale.
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Figure 6 — PP rationale requirements

Additionally, the PP rationale must show that:
a) [he statement of TOE security assurance requirements is appropriate (APE_REQ.1.4C);

b) pnsatisfied dependencies of ISO/IEC 15408 security requirements included in the PP are n¢t necessary
APE_REQ.1.9C).

It is]recommended that the requiremeént to identify completed operations on SFRs (APE_REQ.1.6C) is
satisfied within the specification of SERs rather than as part of the PP rationale. The principal advantage of
this approach is that it avoids having-to repeat the SFRs in the PP rationale, and thus reduces the|likelihood of
incomsistencies between the PP:and its rationale.

Figure 7 illustrates the key\ST-specific aspects of the ST rationale.
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Figure 7 — ST-specific aspects of rationale
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Additionally, the ST rationale must demonstrate that any claim of compliance with a PP is justified (in
accordance with ASE_PPC.1).

13.2 How to present the security objectives rationale in a PP or ST

This part of the PP or ST rationale demonstrates that the identified security objectives are suitable, covering
all aspects of the security concerns as specified in the TOE Security Environment section of the PP or ST.
This entails showing not only that the security objectives are sufficient to address the security concerns, but
also that they are necessary. The following approach is recommended, although alternative approaches may
serve equally well.

hich
ence

Firstly, you s
are intended
information {

hould cross-references the threats, OSPs and assumptions against the security objectives.y
to address them (perhaps by the use of a table). It should be evident from the cross-=fefer
hat:

a) each security objective covers at least one threat, OSP or assumption;

b) each thfeat, OSP and assumption is covered by at least one security objective.

Satisfying th
security objg

e first condition will be sufficient to demonstrate (for the purposes of the rationale) that
ctive is necessary (in other words, there are no obviously redundatitsecurity objectives?).

each

Secondly, you need to demonstrate that the security objectives are sufficientto meet the security concerng, by

providing informal arguments to supplement the cross-reference infermation. You should organise these

arguments ground the individual aspects of the TOE security environment that the security objectives negd to
cover, as follows:

a) For eagh threat, you should give informal arguments :@s to why the identified security objectives will
provide|for effective countermeasures to the threatsiii-e. that the security objectives indicate thaf the
event identified in the threat specification can either.be:

- detpcted and recovered from (or damage terassets limited), or
- prejvented (or reduced to an acceptable level).

b) Similarly, for each identified OSR:.ér"assumption, you should give informal arguments as to why the
identified security objectives are(sufficient either to provide complete coverage of the OSP, or to ughold
the asséimption.

It is likely that the arguments-will'focus on the threats and OSPs to be addressed by the security objectives for

the TOE. Thiese arguments_should:

a) discuss|the rolecof each security objective which is identified as contributing in some way in addregsing
the thrept or satisfying the OSP;

b) describg how any relevant environmental security objectives support the security objectives for the [TOE

in achieving these aims.

This section only justifies the security objectives against the security environment and need not be
represented as a full threat risk assessment, even though it contains statements that might be similar to
statements in a threat risk assessment. It is up to the individual organisation to define what is acceptable risk
and to complete a risk analysis when revising or defining their security policy. Upon a favourable evaluation

1 Of course, this does not guarantee that there are no superfluous security objectives, since other security objectives may
adequately address the threat or OSP. Whilst you should of course avoid the inclusion of unnecessary security objectives,
you do not need to provide any more detailed justification of necessity than this. This determination can be left to the PP
evaluator.
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the PP or ST, a consumer/user might choose to use this section as a basis for argument in the organisation’s
risk analysis process.

If the ST claims compliance with a PP, then this part of the ST rationale should simply address any differences

from
a)
b)

c)

the PP, showing:

that any additional threats are addressed by the security objectives;

that any additional OSPs are met by the security objectives;

how any additional security objectives address the relevant threats and/or OSPs.

13.3

13.3

The

SFR
cond
neceq
serv

First

(periaps by the use of a table). It should be evident from this cross-reference information that:

How to present the security requirements rationale in a PP or ST

1 How to show the security requirements are suitable

purpose of this part of the PP rationale is to show that the identified IT security requireme
5 in particular) are suitable to meet the identified security objectives, and.thereby address
erns. As with the security objectives, you need to demonstrate that the‘IT. security requirems
ssary and sufficient. The following approach is recommended, although alternative appr
b equally well.

y, you should cross-reference each security objective for the) TOE against the SFR whic]

nts (and the
the security
nts are both
baches may

h satisfies it

ecessary (in

e sufficiency
br each such
sufficient to
ntal security
y functional
pporting role
n should be

differences

a) pach SFR addresses at least one security objective;

b) pach security objective for the TOE is addressed.by at least one SFR.

The former will be sufficient (for the purposes of\the rationale) to demonstrate that each SFR is 1
othe[ words, there are no obviously redundant SFRs).

Secgndly, you should supplement the cross-reference information with informal arguments for th
of the SFRs. These arguments shouldbe organised around the security objectives for the TOE. F
security objective, you should previde informal arguments as to why the identified SFRs are
satisfy the security objective, given that the explicit security requirements and inferred environmse
requjrements are satisfied. These arguments should cover all SFRs included in the PP (4
component), both those which directly satisfy the security objective, and those which play a su
(i.e. the principal and supporting SFRs of 10.2.1). In constructing the arguments, due consideratiq
given to:

a) how and whyISO/IEC 15408 operations have been applied;

b) how TOE security requirements are coordinated with security requirements for the IT environment.
If thg ST”claims compliance with a PP, then this part of the ST rationale should simply address an
from the PP, showing:

a) that any additional security objectives for the TOE are met by the SFRs;

b) how any additional SFRs address the relevant security objectives.

13.3.2 How to show the assurance requirements are appropriate

This part of the PP rationale is required to show that the assurance requirements are appropriate for the TOE.

This

argument should provide a justification as to why the set of SARs is:
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a) sufficient to address the security objectives and thus meet the security concerns, e.g. if the TOE is
intended to defend against attackers who have a high attack potential (as is evident from the threats and
security objectives) it would clearly be inappropriate to base the assurance requirements on EAL1, since
the evaluation will not give due consideration to the vulnerabilities that may be exploited by such
attackers (specifically, EAL1 contains no AVA_VLA or AVA_SOF requirements);

b) not excessive, given the statement of security objectives and the security concerns;

c) attainable, i.e. that it is technically feasible for this type of TOE to achieve the defined assurance
requirements (considerations of cost and timescales are purely a matter for the sponsor of the TOE
evaluation).

If the ST clgims compliance with a PP, but specifies augmented assurance requirements, then the addiilonal

requirements should be justified as being appropriate. The ST rationale should also take into accoun{ any

differences in the TOE security environment or security objectives.

13.3.3 How|to show the strength of function claims are appropriate

ISO/IEC 15408 requires the PP rationale to show that the minimum strength of function claim, together| with

any explicit |strength of function claim, is consistent with the identified security objectives. In practice| this

means that an argument should be constructed which takes into account:

a) any explicit or implicit strength requirements evident in the stated security‘objectives for the TOE;

b) any stajements made about the technical expertise, resources of motivation of attackers in the segurity
objectives or in the statement of security environment (which{defines the security concerns which the
security| objectives are intended to address).

It is possiblg that such arguments have already been provided as part of the justification of the suitability gf the

security requirements, in which case they do not need to be repeated.

It should be
SARs inclug
undermine
preceding s

13.3.4 How

13.3.4.1

noted (as pointed out in ISO/IEC 15408-1, B.2.6) that this requirement is only applicable
e AVA_SOF.1. This, of course, ptesumes that if the SARs omit AVA_SOF.1, this doeq

l]Ihe suitability of the security requirements to meet the security objectives (as discusse

bclauses).

to show the security requirements are mutually supportive

Overview

The purpos
particular)

of this part_of the PP rationale is to show that the IT security requirements (and the SFH
e complete.and internally consistent by demonstrating that they are mutually supportive

provide an ‘integrated and effective whole’. The following approach is recommended:

f the
not
d in

RS in
and

a) demongtrate-that functional and assurance component dependencies are satisfied where necessary;
b) provide an argument for internal consistency between the IT security requirements;
c) show that supporting SFRs have been included where appropriate to defend other SFRs against attacks

such as

bypassing or tampering.

For an ST rationale the purpose is to show that the IT security functions are complete and internally consistent
by demonstrating that they are mutually supportive and provide an ‘integrated and effective whole’.

This analysis should be performed in much the same way as that described for the demonstration of mutual
support between the SFRs. Since mutual support will already have been demonstrated for the SFRs, this part
of the analysis should focus on the impact of any additional detail introduced in the specification of the IT
security functions as compared with the corresponding SFRs. Any instances of support or interrelations
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between IT security functions that are introduced as a result of the inclusion of this additional detail should be
discussed. Nonetheless, since the TOE summary specification is (in effect) a re-expression of the SFRs from
the perspective of the TOE, any reuse of the results of the analysis of the SFRs should interpret the results
from this different perspective.

Each of these aspects of mutual support is now dealt with in turn.

13.3.4.2 Component dependency analysis

This analysis can be effectively presented in a number of ways, e.g. using natural language textual means, or
by the use of a table or tree diagram. If the SARs are based purely on an ISO/IEC 15408 EAL or other
assurance package, the analysis should only need to cover the dependencies of the SFRs (since assurance
pacKages will normally be self-contained, with all dependencies satisfied).

Whattever method is chosen, it should be capable of:

a) demonstrating where dependencies are satisfied at the level of the SFRs, ‘€. for each iferation of a

functional component;
b) |dentifying any unsatisfied dependencies, and providing an explanation as to why each such
does not need to be satisfied.

dependency

The feason for performing the dependency analysis at the level of the-SFRs is that if a componen{ is iterated a

num
exarn

per of times, then it may also be necessary to iterate thosé components on which it d
hple, FMT_MSA.3 (Static Attribute Initialisation) is dependent on FMT_MSA.1 (Managemen

epends. For
t of Security

Attributes). If FMT_MSA.3 is iterated to cover the initialisation of a number of different security aftributes, it is

quitg
man
deps
inclu
actu

A de
TOH
be s

likely that it will be necessary to iterate FMFH,MSA.1 the same number of times t
hgement of each of these attributes. In this event, a dependency analysis which clain
ndency of FMT_MSA.3 was satisfied purely. because the functional component FMT |
ded in the PP would be incomplete (and potentially misleading), since the FMT_MSA.1 SF¥
blly cover all of the security attributes referenced by the FMT_MSA.3 SFRs.

pendency may not need to be satisfied by the TOE because (for example) it may be irrel
, or it may be unnecessary given the' statement of security objectives. Alternatively, the depg
ptisfied by the IT environment, ofby non-IT means.

b cover the
ed that the
MSA.1 was
Rs might not

evant to the
ndency may

As indicated above, one possible approach to presenting the dependency analysis is to construct a table,

which for example:

a) |Includes one row! for each functional component included in the PP, with multiple rows|for multiple
pccurrences of a.component so that each individual SFR is uniquely identified;

b) lists, for each functional component identified, the dependencies on other components as defined in
SO/IEC.45408-2;

c) provides, for each dependency that is identified, the row which satisfies the dependency or an

1 ' 4 o 4l ol ol ol 4 ol 4 lo, ol o ol
APIAlIAtivIT do TU WiTy UTS UTPTTIUTTICV Y UUTOS TIULTITTU 1TU VT oatlloslictU.

The demonstration in respect of assurance dependencies should be relatively straightforward. If the PP simply
mandates an ISO/IEC 15408 EAL or assurance package, then the PP rationale may simply assert that all
assurance-assurance dependencies are satisfied because of this. If the PP includes augmented assurance
requirements, then the PP rationale must show that any additional dependencies introduced are satisfied.

ISO/IEC 15408-2 identifies a small number of functional-assurance dependencies. These can be shown to be
satisfied in the table described above. For example, if the PP mandates FPT_RCV.1, which has a
dependency on AGD_ADM.1, and the target evaluation assurance level is EAL4, then the table entry for this
dependency should be ‘EAL4’ instead of a reference label or number of the row.
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This dependency analysis will go some way to demonstrating that the IT security requirements are mutually
supportive. In other words, if functional component A is dependent on functional component B, then by
definition B is supportive of A.

If the ST claims compliance with a PP, then this part of the ST rationale should simply address any differences
from the PP, i.e. showing that dependencies are satisfied for all additional SFRs and assurance requirements.

13.3.4.3 Internal consistency

For the second aspect of the demonstration of mutual support, you need to provide an argument for the
internal consistency of the IT security requirements (this being a prerequisite to mutual support), given that all

component flependencies have been shown to have been satisfied where relevant. In the case of SFRs
can be dong by considering where different SFRs apply to the same types of events, operations or data

example, if
user anony
none of the
anonymity is

If the ST cla
from the PP

a) aresup

b) provide

c) arecon

13.3.44 D

The other fd
SFRs. This i
a) By defin
met.

b) Whilst §
SFRs W

typical ¢xample would be that of FPT_SEP (Domain Separation) components, which support ADV |

(High-Id

c) SARsn
As describe
those SFRs
the principa
the kind ass

e PP includes requirements for the individual accountability of users as well as requiremen
ity, it needs to be shown that these requirements do not conflict. This might involve-showing
auditable events requiring individual user accountability relate to operations \for which

required.

ms compliance with a PP, then this part of the ST rationale should simply address any differe
showing how any additional security requirements:

borted by other IT security requirements;
support to other IT security requirements;

bistent (do not conflict) with other IT security requirements.

efence of SFRs against attack

rms of support that you need to consider.in'this part of the PP rationale are relevant only t
5 because demonstration of mutual supportiinvolving assurance requirements is trivial:

ition, SARs support the SFRs, since they provide confidence that the functional requirement
BFRs and SARs are mutually_supportive in a general sense, there are few specific instanc
hich provide support to specific SARs that would merit discussion in a PP rationale. However
vel Design) components by helping to achieve separation.

ay be asserted to’be mutually supportive provided the dependencies are satisfied.

j in 10.201y'supporting SFRs may help defend principal SFRs against attacks aimed at defe

where-the ulterior motive of the attacker is to subsequently mount one or more of the threatg
SFRsJare intended to counter. Mutual support encompasses both this kind of support as we

this
. For
s for
that
user

nces

b the

b are

ps of
one
HLD

ating
that
B[l as

peiated with ISO/IEC 15408 security requirements dependencies.

Consideration of mutual support between SFRs not addressed by the dependency analysis should address

those SFRs which:

a) help prevent the bypassing of other SFRs;

b) help prevent tampering with other SFRs (including any security attributes or other data the integrity of
which is essential to the SFR);

c) help prevent de-activation of other SFRs;

d) enable the detection of the misconfiguration of another SFR, or of attack aimed at defeating another SFR.
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Bypass of an SFR is typically defended against by FPT_RVM.1 (Non-bypassability of the TSP). Where the
enforcement of security by an SFR is dependent on the TOE knowing the identity of the interacting user (e.g.
access control), then user authentication requirements (using components from the FIA_UAU family) will also
prevent bypass of those SFRs (by impersonation of a different user). It should, however, be noted that not all
SFRs will require support from other SFRs to prevent bypass; this will be the case where:

a) the decision as to whether to invoke the function rests not with the TSF, but with a user or administrator,
e.g. SFRs based on FDP_DAU (Data Authentication) components;
b) the wording of the SFR stipulates that the function is always invoked when necessary, and hence the

SFR cannot be bypassed if the SFR is satisfied by the TSF, e.g. as is the case with SFRs based on
DP_RIP O Protection) components.

Tampering attacks are relevant to all SFRs. Such attacks may be defended against by:

a) FPT_SEP (Domain Separation) components, which prevent external interference or tgmpering by
ntrusted subjects;

b) FTP_PHP (TSF Physical Protection) components, which provide the means to detect or resist physical
ampering attacks;

c) PBFRs based on security management components such as FMT_MSA.1 (Management| of Security
Attributes), which restrict the ability to modify security attributes ‘or’configuration data;

d) PBFRs based on components such as FMT_MTD.1 (Management of TSF Data) or FAU_STG/1 (Protected
Audit Trail Storage), which protect the integrity of security critical data;

e) FTP_TRP (Trusted Path) components, which prevént tampering attacks based on spoofing of the TSF
e.g. by a password-grabbing program).

De-4ctivation may not be relevant to all SFR$as specified in the PP. However, one examplg where de-

activiation is relevant is security audit; the FAU_STG (Security Audit Event Storage) family includes

requjrements to prevent the de-activation(of the security audit functions arising as a result of the audit trail

filing. SFRs specified using FMT_MOF.1 (Management of Security Functions Behaviour) may also help

prevent de-activation of some security-functions.

Detgction functions such as security audit provide support to other SFRs by providing the abi
posdible attacks aimed at defeating particular SFRs, or potential misconfiguration which could le
prong to attack. Other detection functions include components from the FDP_SDI (Stored Data |
FPT]| PHP (TSF PhysicalyProtection) families.

13.3|5 How to show the assurance measures satisfy the assurance requirements

The purposé.of this part of the ST rationale is to show that the identified assurance measures arg
to meeet the*assurance requirements. The recommended approach is to provide a mapping of t

ity to detect
hve the TOE
htegrity) and

appropriate
he identified

assurante measures onto the assurance requirements, demonstrating that each assurance re

aeelaaaela - PP P Py iy P A o ae a - aae o e—ate—ielena o
T apy WA C UST Ul ada (adVIT ). VVIICICT T o Ul G - C A Ul'c dlT IUCT CU

Huirement is

see 11.4), this

mapping should be accompanied by a brief explanation of how the assurance requirements will be satisfied. It
should be noted, however, that the assessment of the suitability of the assurance measures cannot prejudge
the evaluation of the TOE, which will provide the only concrete proof of whether the chosen assurance
measures are appropriate. Therefore a detailed justification of suitability is not expected in the ST.

In practice, it is likely that most attention will be paid to this part of the ST rationale where the ST includes

SARs that require the use of specific high-assurance techniques (e.g. covert channel analysis or the use of
formal methods).

13.3.6 How to show an ST complies with the referenced PPs

This part of the rationale is required to identify the PPs to which the ST is claimed to comply, and show that:
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a) all PP security objectives are included, and any refinements of the security objectives are valid;

b) all PP security requirements are included, and any refinements or other operations on PP security
requirements are valid;

c) no IT security requirement conflicts with any PP security requirement?.

Where the ST includes the PP security objectives and security requirements verbatim (or references them),
and includes no additional security objectives or requirements, then no further analysis is required. Further
analysis is only necessary where the ST includes additional security objectives and security requirements.
Any such additional security objectives and security requirements must justify that they do not conflict with

anything stafed in the PP.

Additionally,
selections td

where the PP includes incomplete operations on security requirements, leaving assignme|
the ST author, it must be evident from the ST that all such operations are completed.

nt or

13.3.7 How|to show the IT security functions satisfy the SFRs

This part of fthe rationale is to provide a demonstration that the specified IT security.finctions are suitaljle to
meet all SFRs included in the ST (and not just those SFRs that feature in~any referenced PP).| The
recommended approach is to demonstrate the mapping of the IT security functions onto the SFRs (perhaps by
the means qof a table). The mapping should show that:

a) each SER is mapped onto at least one IT security function;

b) each IT|security function is mapped onto at least one SFR.

In addition t¢ the mapping, an explanation should be given wherever it is not self-evident how a particular[SFR
is satisfied. [This may be necessary, for example, where there are many IT security functions mapping onto a
single SFR.

14 PPs and STs for composite and component TOEs

14.1 Introduction

This clause provides guidance related™to the specific issues raised by the notion of composability, addregsing

the followind cases:

a) where g PP or ST is being written for a composite TOE, that is a TOE that is composed of two or more
comporjents (which may themselves be composite TOEs), each of which has its own individual PP gqr ST
(termed| componeht TOE PP or component TOE ST within this Technical Report);

b) where @ PR™or ST is being written for a component TOE that has identified dependencies on the IT
environment, which includes other component TOEs that are part of a composite TOE (note there|may
also be ldependencies-en-securityrequirementsfor-the-nentenvirenment—but-these-are-nretrequired to

be a formal part of a PP or ST).

A number of possible scenarios exist, for example:

a)

A composite TOE ST may be written where the identities of the component TOEs are already known, and

where the STs for these component TOEs already exist. The principal purpose of the composite TOE ST
will thus be to define the security concerns to be met by the component TOEs as a whole, and to
demonstrate that all aspects are addressed.

2 Conflict between additional IT security requirements should, of course, be addressed when demonstrating that the IT
security requirements as a whole are mutual supportive.
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b) A composite TOE PP may be written with a view to decomposing the problem into individual component
TOEs, and then writing PPs for those individual components. The principal purpose of the composite TOE
PP is as described above. Component TOE STs will therefore need to be matched against the security

requirements of the component TOE PPs.

This general approach will be particularly appropriate for large system architectures that contain many
components. The choice of how to best decompose the composite TOE for the purposes of writing component
TOE PPs or STs is a matter for the composite TOE PP/ST author to decide.

It should be noted that, to date, there has been little practical experience in the area of composability. Further
guidance will be provided in future versions of the Technical Report as and when further practical experience
is ggmedinthisarea.

14.2 The composite TOE

14.2|1 Descriptive parts of the PP and ST
uld describe
ctions in the
information

The
the
com
shoJ

descriptive parts of the component TOE PP/ST, and the TOE description.in particular, sho
tomposite TOE, identifying the various components of the TOE. The”TOE Description se
ponent TOE PPs or STs should be referenced for a description of the TOE functionality; thig
Id be summarised in the composite TOE PP/ST.

14.2{2 TOE security environment

The [TOE Security Environment section in a PP or ST for a ecomposite TOE may either:

specify the security environment for the compositeTOE in full (or by reference to one of more PPs with

which conformance is claimed, with additional details included where appropriate); or

a)

b) provide a general description of the security~concerns (to give the reader an overall picture)| referencing

the component TOE PPs or STs for the detailed definition of the threats, OSPs and assumptions.

The
be a
the t
TOH

The

first approach may be appropriate where a composite TOE PP is being written first, and therg
significant degree of uniformityxacross the component TOEs in terms of the assets to be p

security environment rather:than repeating the information.

second approach may, be more appropriate if the component TOE PPs or STs already ex
to be appropriateif there are many different assets to be protected, each of which is only

likely
limit

d subset of the(components of the composite TOE. In such an event, a full description in th

is known to
rotected and

hreats to those assets. In this:¢ase, the component TOE PPs would simply reference the definition of the

st. It is also
relevant to a
e composite

TOHE PP/ST would be likely to be over-complex and thus difficult for the reader to understang. A general
desdription of such things as assets and threat agents is therefore likely to be more helpful tg
prov|ding a context for the definition of the security concerns provided in the individual component

the reader,
TOE PPs or

, it may be
necessary (for the purposes of clarity) to identify the distinct domains of the TOE security environment, and
discuss the security environmental aspects (threats, OSPs and assumptions) separately for these.

Whichever approach is taken, you need to ensure that there is consistency between the composite TOE
PP/ST and the component TOE PPs/STs.

14.2.3 Security objectives

The statement of security objectives should be provided in the component PPs or STs, and should not need to
be restated in full in the PP/ST for the composite TOE. However, it may be appropriate to summarise the
information in the composite TOE PP/ST, showing which components satisfy which security objectives.
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If, however, security objectives have been identified in the composite TOE ST that are not exactly the same as
those in the STs for the individual component TOE, then you should provide a mapping from the composite
TOE security objectives to those of the component TOEs.

14.2.4 Security requirements

The statement of IT security requirements should be provided in the component TOE PPs or STs, and does
not need to be restated in full in the PP/ST for the composite TOE. However, it may be appropriate to
summarise the information in the composite TOE PP/ST, by mapping SFRs onto components and identifying

the level of assurance in those SFRs.

An exceptio
case, it may
with the com

It may be ng

n to this is where a uniform level of assurance has been identified for the composite TOE..In
be appropriate to specify the assurance requirements in one place (the composite TOE RP
ponent TOE PPs/STs referring to this definition of requirements.

ted that it is possible for a composite TOE PP/ST to specify an ‘assurance profile’ 'such that §

provided by

example, where a component TOE is selected to protect assets of a particularly high value, or which

i

particularly
must ensur
dependent
assurance.

Note that in
overall assU
identified.

Pragmatic G
component
philosophy
component

When writin
are satisfied
a componer
therefore id
composite T

14.2.5 TOE

A composite
than repeat
which comp
from attemp

ttractive to an attacker. Such an approach is not expressly forbidden by ISO/IEC 15408, bu
that you do not end up with a profile in which SFRs provided by one component TOE
pbn SFRs provided by another component TOE that is to be evaluated to a lower lev

the case of a composite TOE PP or ST that specifies an assurance profile, the identification
rance level has no meaning, except to the extent thatya minimum assurance level ca

onsiderations in the design of large multiple coamponent systems demand that high-assur,
TOEs be minimised, due to the increased cost' of development and evaluation. The ge
s to isolate the assets that need the most>protection into a small number of high-assur|
[OEs (e.g. isolate the root keys held by a certification authority).

) a composite TOE PP/ST, you will need to ensure that all dependencies of all component T
by other component TOEs, unless_of course it is intended that the composite TOE is itself to
t of a larger TOE. The IT Security Requirements section of the composite TOE PP/ST s
entify any unsatisfied dependéencies that are to be satisfied by the IT environment fo
OE (if such a thing exists):

summary specification

TOE ST should-reference the TOE summary specifications of the component TOE STs r
he detail. TheyT Security Requirements section of the composite TOE ST should already idg
bnent TOES. satisfy which IT security requirements, and therefore there will be little to be g4
ing toJlistthe IT security functions provided by each component TOE.

this
ST),

FRs

different component TOEs have different assurance requirements. This may‘b€ appropriate, for

are
you
are
Bl of

pf an
N be

ance
heral
ance

OEs
form
ould

the

hther
ntify
ined

If the TOE

Uummary specifications of the component TOE STs identify additional or more defailed

S
dependenciemﬂmﬂmmﬁrﬂwmfﬁﬁon

either to show that these are satisfied for the composite TOE as a whole, or to specify the unsatisfied
dependencies as security requirements on the IT environment for the composite TOE.

14.2.6 PP rationale

A composite TOE PP must show that the set of security objectives is suitable to address all aspects of the
TOE security environment, and that the IT security requirements are suitable to meet the security objectives.
For some aspects of the PP rationale it will be possible to refer to details in the component TOE PP rationales.
The following approach should be adopted:

a) To show that the set of security objectives for the composite TOE as a whole is suitable to address the
security concerns for the composite TOE, you first need to map each component TOE security objective
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onto the threats and OSPs specified in the composite TOE PP. You should then provide arguments as to
why the security objectives are suitable to counter the threats and meet the OSPs. It will only be possible
to reference the PP rationale of individual component TOEs if the composite TOE threats or OSPs
precisely map onto those specified in the component TOE PPs.

b) To show that the set of IT security requirements is suitable to meet the security objectives, you should
reference the PP rationales for the individual component TOEs where a component TOE satisfies a
security objective for the composite TOE. You should, in the composite TOE PP, demonstrate that all
security objectives for the composite TOE are suitably met by at least one of the component TOEs, and
provide an explanation where two or more component TOEs cooperate to meet a security objective.

TO Show that dependencies of 1T Security Tequirements are satisfied, you may Teference the R P rationales

for the individual component TOEs. However, you should ensure that the PP rationale for\the composite
TOE:

in individual
te TOE as a
ment for the

demonstrates that all dependencies that are to be satisfied by the IT environment
component TOE PPs are either satisfied by other component TOEs within.the composi
whole, or are identified (in the composite TOE PP) as dependencies on\the IT environ
composite TOE;

since these
ent.

considers dependencies that were argued away in the component TOE PP rationales,
arguments may no longer be valid in the context of the composite’ TOE security environm

14.2

The
subg

14.3

14.3

To show that the IT security requirements are mutually supportive, you may reference the H
for the individual component TOEs for an analysis of interrelationships between IT security 1
within each component TOE. However, the compoesite TOE PP rationale should
nterrelationships or dependencies between the IT security requirements applying to differen|
TOEs, where these are not fully addressed by the cemponent TOE PP rationales.

7 ST rationale

guidance for constructing an ST rationale for a composite TOE is very similar to that
lause above for composite TOE PP rationales. In particular:

To show that the TOE security requirements are suitably met by the IT security functions an
measures, you may simply reféerence the ST rationales for the component TOEs.

To show that the IT security functions are mutually supportive, you may reference the com|
ST rationales for a demonstration of mutual support within the individual component TOEs. K

composite TOE _ST) rationale should address interrelationships or dependencies betweer
functions in different component TOEs, where appropriate.

The component TOE

1 Descriptive parts of the PP and ST

P rationales
equirements
liscuss any
{ component

given in the

d assurance

ponent TOE
lowever, the
IT security

If it is intended that the TOE is to be a component of a composite TOE, the descriptive parts of the PP or ST
(in particular the TOE description) should make this clear. If it is intended that the component TOE be part of a
specific composite TOE where the other component TOEs are known, the TOE description should identify
those other component TOEs with which it is to interact (and which will therefore form the IT environment - or
part of it - for the component TOE). Otherwise, the TOE description should describe, in generic terms, the
types of composite TOEs that might use this component TOE. (It might be noted that, in principle at least, any
TOE can be used in a larger composite TOE.)

14.3.2 TOE security environment

The purpose of this section of a PP or ST is to define and scope the security concerns to be addressed by the
component TOE; from an evaluator’'s perspective it will also define the scope of the component TOE
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evaluation. For example, the IT environment for the component TOE may well contain other IT components
with which the component TOE is assumed to interact. In such cases the existence of dependencies of the
component TOE on its IT environment should be identified as an assumption on the TOE security
environment. Such an assumption should avoid implementation details, since these will be specified
elsewhere in the PP or ST.

Similarly, an OSP may mandate that the TOE inter-operates with other devices in the IT environment. In this
event the PP or ST should include statements to ensure that evaluators can adequately examine the TOE'’s

capability to inter-operate as mandated.

14.3.3 Security objectives

Any dependgncies on the IT environment should be identified as security objectives for the (IT) environment.

Note that in the case of a component TOE PP, it is possible that a conformant TOE may actually,meet ope or

more securify objectives that the PP places on the IT environment. For example, a DBMS may\meet a se¢urity

objective for identification and authentication of its users, whilst the PP assumes that this~security objective

will be met Hy the underlying operating system.

If an OSP is included mandating that the TOE inter-operates with other devices_ in the IT environment, a

security objdctive for the TOE should be included to meet this OSP.

14.3.4 Secyrity requirements

Security requirements on the IT environment for a component TOE’ should, where possible, identify the

specific conponent TOEs which are relied upon to meet those security requirements. Note that the segurity

requirementg on the IT environment could be defined by requiring conformance with another PP.

14.3.5 TOE[summary specification

As part of gpecification of the IT security functions, it may be appropriate to provide a refinement of any

security requirements on the IT environment. Foréxample, the TOE may use a specified operating system

interface in [order to log generated security audit data. If the component TOE is intended to be part|of a

specific composite TOE, any such refined ségurity requirements on the IT environment should be mapped

onto specifig components of the composite/TOE.

14.3.6 PP rationale

Where the RP specifies security yequirements on the IT environment, these requirements must be considered

in the PP rafionale, which should show:

a) how thg security_fequirements for the IT environment contribute to satisfying the security objectives for
the TOH;

b) that any dépenhdencies of the security requirements for the IT environment are satisfied;

c) how the security requirements for the IT environment are mutually supportive, and how they support the

IT security requirements.

14.3.7 ST rationale

Where the ST specifies security requirements on the IT environment, these must be taken into account in the
ST rationale, as described in the previous subclause for the PP rationale. Any additional details concerning
such dependencies that are included in the ST should also be considered in the appropriate places of the ST
rationale.
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15.1

ISO/IEC TR 154

Functional and assurance packages

Background

46:2004(E)

The concept of a package is introduced in ISO/IEC 15408-1, 4.4.2.1. A package is characterised in the
following terms:

a)

b)

it is an intermediate combination of functional or assurance components;

it is intended to be reusable, thereby aiding the construction of PPs, STs, or larger packages;

c)

The

cost
secy
thersg

ISO
pOSS
toP
PP/S

however, outside the scope of this Technical Report.

It sh
avail
cong

15.2

15.2

Any
chod
fami
used
shoJ

15.2

Fund
follo

t is intended to define security requirements which are known to be useful in meetingla
subset of security objectives.

principal benefit of packages that can be reused in a number of PPs and STs is thab they wi
of PP/ST development by cutting down the workload on PP/ST authors when they'come to s
rity requirements (see Clause 10). The guidance in this clause relating to the.Construction of|
fore intended to support the above aims.

EC 15408 does not specify any requirements on functional or assurance packages, a
ible to apply a suitable subset of the APE assurance requirements.\{e’a package. Indeed, it m

P/ST authors if the package is structured like a PP, in which seCtions that are left to be spe)
T author are clearly identified as such. Issues such as validation and registration of pg

buld be noted that experience in the construction of/packages is very limited. Currently, theg
able examples of packages are the EALs defined“in ISO/IEC 15408-3, Clause 6, whic
ulted as an example of how an assurance package may be specified.

How to specify a functional package

1 Who might write a functional package?
organisation wishing to promote-the use of a standardised specification of security funct
y of PPs), or they may wish to encourage its use in STs. A functional package could, for

by an organisation to specify a standard set of security functional requirements which prog
Id meet.

2 What must afunctional package contain?

amentally;‘a functional package is a specification of SFRs. As such, these SFRs should
ving the:guidance given in 10.2 above. Thus each SFR included in the functional package my

a)

b)

h identifiable

| reduce the
pecify the IT
packages is

though it is
by be helpful
cified by the
ckages are,

only widely
n should be

jonality may

se to produce a functional package. They may do so as a first step towards the production ¢f a PP (or a

example, be
uct vendors

be specified
st either:

clearly identify the ISO/IEC 15408-2 functional component from which it is drawn, idenf

ifying which

operations are completed and which are uncompleted; or

be identified as explicitly stated without reference to ISO/IEC 15408-2, with a justification

as to why it

needed to be explicitly stated; each such SFR must satisfy the criteria expressed in APE_SRE.1.3C-1.5C,

i.e. it must:

be measurable and state objective evaluation requirements;

be clearly and unambiguously expressed.
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The set of SFRs specified must be known to satisfy an identifiable subset of security objectives. The author of
a functional package should therefore either:

a)
b)

In practice, t

‘reverse engineer’ the security objectives from the defined set of SFRs.

he author of a functional package may adopt some combination of these two approaches.

15.2.3 What should a functional package contain in order to be useful?

begin with one or more specified security objectives, and derive a set of SFRs which will meet them; or

In order to he useful, a functional package must be reusable in a larger functional package, or in a PP.of

A PP or ST author is likely to find the following information helpful:

a) aniden
b) noteso
c) rational
- the
- deq
- dern
It is not, h
objectives, @
ISO/IEC 154

statement o
concerns fo
relevant infq
rationale.

15.3 How

15.3.1 Who

An evaluatid
national sch
definition of
national ass
systems the
concerns.

ification of the security objectives which the SFRs satisfy;

h the use of ISO/IEC 15408-2 components, or on the deviation from ISO/IEC 15408-2;

b for the SFRs, covering:

suitability of the SFRs to satisfy the identified security objectives;

endency analysis;

nonstration of mutual support between SFRs.

bwever, recommended that a functional packagé contain a formal specification of seq
r a full security requirements rationale which satisfies the relevant assurance criteria express
08-3. This is because the security objectivesfor a particular TOE will be influenced by
f TOE security environment, and thus will@ some extent be specific to the defined seq

the TOE. Rather, the functional package should contain, in the form of application notes
rmation which could be used by PP-or ST authors when in the constructing their PP o

to specify an assurance package

might write an assurance package?

n authority may chopse to specify assurance packages for use in evaluations under the relg
eme. Such packages could be (for example) definitions of alternative assurance levels, o
the combination of components from the AMA Assurance maintenance class called up

Lirance maintenance scheme. Similarly any organisation with a general need for evaluation g
y own may choose to define a set of assurance requirements tailored to their specific needsg

ST.

urity
2d in
the
urity
any
r ST

vant
r the
by a
f the
and

15.3.2 Wha

tmustanassurance packagecontain?

Fundamentally, an assurance package is a specification of security assurance requirements. As such, these
requirements should be specified following the guidance given in 10.3. Thus each security assurance

requirement
a)

b)
needed

included in the assurance package must either:

clearly identify the ISO/IEC 15408-3 assurance component from which it is drawn; or

to be explicitly stated; such security

APE_SRE.1.3C-1.5C, i.e. it must:
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use ISO/IEC 15408 requirements components, families and classes as a model for presentation;

be identified as explicitly stated without reference to ISO/IEC 15408, with a justification as to why it
requirements satisfy the criteria expressed

in
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- be measurable and state objective evaluation requirements;

- be clearly and unambiguously expressed.

15.3.3 What should an assurance package contain to be useful?

To support the goal of reusability, an assurance package should contain supporting information which
describes the intended objectives of the set of assurance requirements. This information will enable the reader
to decide under what circumstances the package should be used, and what (if any) other assurance
requirements would be appropriate to combine with it.

The gpecification of EALs given in ISO/IEC 15408-3, Clause 6 should be used as a model for the jpresentation
of agsurance packages.
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Annex A
(informative)

Guidance checklist

A.1 Introduction

This annex |

A.2 PP/S]

Provide, in t
how the PP/

Ensure the K

A.3 TOE

Include a gs
(unless the T

Consider inq
what is in th

Include in th

Ensure the T

sts the key points from the guidance provided in Clauses 7 to 14 of this Technical Report:

I introduction

he PP/ST Overview, a top-level overview of the security problem being solved by the PP/ST
ST contributes to the solution.

PP/ST Overview is consistent with the technical content of the PP/S«

Description

neral TOE functional description which is not confinéd to a description of TOE security fea
[OE is a special-purpose security product).

luding in the TOE description in a PP a description of the TOE boundary, informing the rg
b TOE and what is not.

e TOE description in an ST a description*of the TOE boundary.

[OE description is consistent with(the technical content of the PP/ST.

A.4 Definiing the statement of TOE security environment

A.4.1 Assumptions
A.4.1.1 Identification
Include any pssumptions you are making about the intended usage of the TOE, including such aspects a
intended application, potential asset value, and possible limitations of use, and security environment o

scope of the

and

ures

ader

5 the
I the

security needs, relating in particular to physical, personnel, procedural or connectivity aspeq

ts of

the environment.

A.4.1.2 Definition

Avoid, where possible, the inclusion of details relating to the TOE security functions in the definition of
assumptions.

A.4.1.3 Presentation

Assign unique labels to environmental assumptions for ease of reference.
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A.4.2 Threats

A.4.2.1 Identification

Identify the threats that are relevant by identifying the IT assets that require protection, what attack methods or
other undesirable events they need to be protected from, and who or what are the threat agents.

A.4.2.2 Definition

Ensure the threat descriptions are clear by detailing the source of the threat (or threat agent), the IT assets
und r foﬁf‘ll, and-the-attack-method-

Ensyre the threat descriptions are concise by minimising overlap between threats.

Only include events which directly compromise the IT assets, rather than attacksobased pn flaws or
wealknesses in the TOE implementation.

A.4.2.3 Presentation
Assign unique labels to threats for ease of reference.
A.43 Organisational security policies

A.4.3.1 Identification

Identify as OSPs any security policy requirements that.cannot be derived from consideration of the threats
along.

A.4.3.2 Definition

Defipe OSPs in the form of a set of rules to be implemented by the TOE and/or its environment|(e.g. access
contfol rules).

A.4.3.3 Presentation

Assign unique labels to OSPs for ease of reference.

A.5| Defining the-security objectives

A.5.1 Identification

Wheredthe’SFRs are already known, identify one security objective for the TOE corresponding tq each of the
prindipal' SERs to he satisfied by the TOF _so as to facilitate the mapping from security objectives to SFRs.

Identify any security objectives to be satisfied by the IT environment (e.g. an underlying platform) as the
security objectives for the environment.

Identify any procedural responsibilities relating to the management and use of the TOE countermeasures as
the security objectives for the environment.

A.5.2 Definition

Define security objectives for the TOE as a concise statement of the intended response to the identified
security needs, indicating the extent to which the needs will be addressed. Don’t simply restate threats and
OSPs in a different form. Avoid, where possible, reference to implementation details.

© ISO/IEC 2004 — All rights reserved 55


https://iecnorm.com/api/?name=734c87e656353f69303386af8565189a

ISO/IEC TR 15446:2004(E)

Define security objectives for the TOE that counter threats such that it is clear whether they are preventative,

detective, or

corrective.

A.5.3 Presentation

Assign unique labels to security objectives for ease of reference.

A.6 Specifying the IT security requirements

A.6.1 TOE

A.6.1.1
Identify, as 3

Identify the ¢
the security

Identificatiorn

dependencigs as identified in ISO/IEC 15408-2. Such dependencies do not need to be satisfied if they ca

argued as n

A.6.1.2 De¢finition

Select the |
technical fes

Use the iter:
Complete fq
functional cq
security obje

Consider thg
TOE-specifi

A.6.1.3 Pr

Use italics (¢

Group the S
component

Identification

security runctional requirements

first step, those SFRs that will directly satisfy each of the security objectives forithe TOE.

bbjectives for the TOE.
of the set of supporting SFRs includes consideration of the .relevant functional compd

bt necessary given the statement of security objectives.

bvel of auditing depending on the importance of audit in achieving the security objectives,
sibility.

r an ST, partially complete or coniplete for a PP, assignment and selection operation
mponents where it is necessary. 0 preclude the choice of solutions that are inconsistent wit
ctives for the TOE.

use of the refinement operation where substitution of a generic term (e.g. security attribute)
b term would make the. SFR more readable and understandable.

esentation

FRsunder headings that are appropriate for your PP/ST: don’t feel constrained by class, fam
headings from ISO/IEC 15408-2, provided the SFRs are clearly traced back to the approqg

r some other-means of highlighting text) to show operations that are completed in a PP or ST|.

omplete set of SFRs by identifying all SFRs that are needed to play a supporting role in achigving

nent
n be

and

htion operation where multiple invocation of\a’given functional component from ISO/IEC 15408-2
is necessary.

-

5 On
n the

for a

ly or
riate

ISO/IEC 15

08-2 functional com Irmnr:n’r

Consider adopting a unique SFR labelling scheme specific to your PP/ST: you are not constrained to use the
component labelling scheme from ISO/IEC 15408-2, provided the SFRs are clearly traced back to the
appropriate ISO/IEC 15408-2 functional component.

A.6.2 TOE

security assurance requirements

Select assurance requirements based on the value of assets to be protected, the risk to those assets,
technical feasibility, likely costs and timescales.
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3 IT environment security requirements

A.6.3.1 Identification

Identify security requirements on the IT environment to satisfy any security objectives that are to be met by the
IT environment.

Identify supporting security requirements for the IT environment to satisfy any dependencies of the TOE SFRs
that are not satisfied by the TOE, and which cannot be argued as not relevant to the security needs.

A.6.3.2 Definition

Define security requirements on the IT environment at an appropriate level of abstraction: in"the case of a PP,

defir

A7

A.7.

A.T.
Iden

to re
func

A.7.

Defipe the IT security functions by incorporating appropriate TOE-specific details, whilst ensuring

the 6

A.7.

Iden
assuy
state
assuy

Iden
requ

A.8

Producing the TOE summary specification
1 IT security functions

.1 Identification

ify the IT security functions based initially on the SFRs; organise the IT security functions to
late them to the TOE documentation, without introducing-undue complexity into the SFR t
ion mapping.

.2 Definition

ssential details contained in the SFRs is\ost.

2 Assurance measures

ment to the effect that assurance measures will be adopted as appropriate to meet
rance requirements:

ify specific detailed assurance measures in an ST where high assurance requirements
ring specialist-methods or techniques.

Constructing the PP rationale

ing requirements at the level of the SFRs may in some instances be too implementation-spedific.

make it easy
b |IT security

that none of

ify general assurance measdures in an ST, ensuring all assurance requirements are covered, where low
rance requirements are( defined that require no specialist methods or techniques, e.d.

a general
the security

are included

A.8.

1 Security objectives rationale

Demonstrate the mapping of security objectives to threats, organisational security policies and assumptions
by means of a table (or other suitable method) showing that each threat, OSP and assumption is addressed
by at least one security objective.

For each threat, OSP and assumption, supplement this with an argument as to why the identified security
objectives are suitable to cover them.

© ISO/IEC 2004 — All rights reserved

57


https://iecnorm.com/api/?name=734c87e656353f69303386af8565189a

ISO/IEC TR 15446:2004(E)

A.8.2 security requirements rationale

Demonstrate the SFR to security objective mapping by means of a table (or other suitable method) showing
that each security objective for the TOE is addressed by at least one SFR.

For each security objective for the TOE, supplement this with an argument as to why the identified security
requirements are suitable to meet them.

Demonstrate mutual support by showing that ISO/IEC 15408 component dependencies are satisfied (or a
justification is provided where a dependency is ignored) and that the SFRs do not conflict, and by highlighting
any additional supportive dependencies between SFRs, e.g. SFRs which prevent other SFRs from being
bypassed, tdmpered with or de-acfivated.

A.9 Consftructing the ST rationale

A.9.1 Seclirity objectives and security requirements rationale

Present thege parts of the ST rationale by following the guidance given in A.8 above: Where conformange is
claimed withl a PP, the ST rationale should focus on the impact of any additional.details introduced into the ST
security objgctives and IT security requirements.

A.9.2 TOE| summary specification rationale

Demonstrat¢ the mapping of IT security functions to SFRs, and asSdrance measures to SARs, by meang of a
table (or otHer suitable method) showing that each SFR and SAR is addressed by at least one IT segurity
function or dssurance measure, as appropriate.
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Annex B
(informative)

Generic examples

Introduction

46:2004(E)

This
obje
ISO
func

The
assuy
in tu

a)

b)

c)

Italic
protq

Guid
obje
B.2

B.2.
the 1

annex provides lists of example threats, organisational security policies, assumptions
ctives, presented in a form that could be used in a PP or ST. It also provides guidanc
EC 15408-2 functional components that may be used for specifying commop -or gen
ional requirements.

intention here is to illustrate a style of specification and naming convention for thr
mptions and security objectives, with a view to promoting consistency amongst PPs and ST|
n facilitate comparison between different PPs and STs. The following should be noted:

This annex identifies some of the more common statements likely tovbe used in an ST or PH
n any sense provide an exhaustive checklist, and it is quite likely that you will need to ident
statements for use in your PP or ST.

Although the examples can be copied and used vetbatim, you should always consider
wording needs to be adapted or expanded for use inyour PP or ST.

Not all statements listed here will be relevant to.a.given PP or ST.

sed text is used to help indicate where a’generic term (e.g. a threat agent or the IT ass
ction) may be substituted by appropriate\terminology specific to the PP or ST.

ance on specifying cryptographic functionality (including their derivation from generic threats
ctives) is provided in Annex C.

Example Threats

T.ABUSE - An.undetected compromise of the IT assets may occur as a result of an authg
[OE (intentionally-or otherwise) performing actions the individual is authorised to perform.

D

T.ACCESS - An authorised user of the TOE may access information or resources wi
ission_from the person who owns, or is responsible for, the information or resource.

and security
b relating to
eric security

pats, OSPs,
s, which will

. It does not
fy additional

whether the

bts requiring

and security

rised user of

hout having

T.ATTACK - An undetected compromise of the IT assets may occur as a result of

an attacker
o perform.

B.2.4 T.CAPTURE - An attacker may eavesdrop on, or otherwise capture, data being transferred across a
network.

B.2.5 T.CONSUME - An authorised user of the TOE consumes global resources, in a way which
compromises the ability of other authorised users to access or use those resources.

B.2.6 T.COVERT - An authorised user of the TOE may, intentionally or accidentally, transmit (via a covert
channel) sensitive information to users who are not cleared to see it.

B.2.7 T.DENY - A user may participate in the transfer of information (either as originator or recipient) and

then

subsequently deny having done so.
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B.2.8 T.ENTRY - Compromise of the IT assets may occur as a result of use of the TOE by an authorised

useratanin

appropriate time of day or in an inappropriate location.

B.2.9 T.EXPORT - An authorised user of the TOE may export information from the TOE (in soft or hard
copy form) which the recipient subsequently handles in a manner that is inconsistent with its sensitivity

designation.

B.2.10 T.IMPERSON - An attacker (outsider or insider) may gain unauthorised access to information or
resources by impersonating an authorised user of the TOE.

B.2.11 T.INTEGRITY - The integrity of information may be compromised due to user error, hardware errors,

or transmiss

B.2.12 T.LI
by linking th

B.2.13 T.M
destruction ¢

B.2.14 T.O
the user wis

B.2.15 T.SH
stored in the

NOTE
TOE.

T

B.2.16 TE.(
interruption

on errors.

NK - An attacker may be able to observe multiple uses of resources or services by ap, 'entity

pse uses, be able to deduce information which the entity wishes to be kept confidential,

DDIFY - The integrity of information may be compromised due to the unauthorised modificati
f the information by an attacker.

BSERVE - An attacker could observe the legitimate use of a resource-or service by a user,
nes their use of that resource or service to be kept confidential.

ECRET - An authorised user of the TOE may, intentionally or\accidentally, observe inform
TOE that the user is not cleared to see.

he following threats will typically be addressed by security ©bjectives for the environment rather tha

CRASH - Human error or a failure of software, hardware or power supplies may cause an a
o the operation of the TOE, resulting in the loss or corruption of security-critical data.

B.2.17 TE.
result in its

B.2.18 TE.
compromis

B.2.19 TE.
negligent or

B.2.20 TE.
authorised U

B.3 Exan

ADMEDIA - Aging of storage media, ar improper storage or handling of removable media,
orruption, leading to the loss or corruption of security-critical data.

HYSICAL - Security-critical pafts of the TOE may be subject to physical attack which
security.

RIVILEGE - Compromise-of IT assets may occur as a result of actions taken by careless, w
hostile administratorstor other privileged users.

IRUS - Compromise of the integrity and/or availability of /T assets may occur as a result
ser of the TQE unwittingly introducing a virus into the system.

ple‘organisational security policies

and,

bn or

vhen

ation

n the

brupt

may

may

Ifully

pf an

NOTE T
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security policies than the ones presented below.

B.3.1
a)
b)

c)

P.DAC - The right to access specific data objects is determined on the basis of:
the owner of the object; and
the identity of the subject attempting the access; and

the implicit and explicit access rights to the object granted to the subject by the object owner.

ailed

B.3.2 P.MAC - The right to access information marked with a sensitivity designation is determined as

follows:
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a) anindividual is only permitted to observe information if that individual is cleared to see it;

b) an individual may not downgrade the sensitivity designation of information, unless that individual has
been given an explicit authorisation to perform such actions.

B.4 Example assumptions

B.4.1 Physical assumptions

B.4.1 in controlled

accgss facilities which will prevent unauthorised physical access.

B.4.1.2 A.PROTECT - The TOE hardware and software critical to security policy enforcement is assumed
to bg physically protected from unauthorised modification by potentially hostile outsiders:

B.4.2 Personnel assumptions
B.4.2.1 A.ADMIN - It is assumed that one or more authorised administrators are assigned who are
competent to manage the TOE and the security of the information it contains, and who can be tfusted not to
deliberately abuse their privileges so as to undermine security.

B.4.2.2 A.ATTACK - Attackers are assumed to have a high level of expertise, resources and motivation.

NOTE The above assumption can be adapted as appropriate to the TOE security environment. |Note that an
assumption of this nature may be used in the definition of the jthreats, for example limiting the scope ¢f a threat by
excluding the possibility of attack from threat agents with particllar levels of expertise, motivation or availablg resources.

B.4.2.3 A.USER - Users of the TOE are assumed to possess the necessary privileges tq access the
information managed by the TOE.

B.43 Connectivity assumptions

B.4.3.1 A.DEVICE - All connections to peripheral devices are assumed to reside within the controlled
accgss facilities.

B.4.3.2 A.FIREWALL --The firewall is assumed to be configured as the only network conneclion between
the private network and the hostile network.

B.4.3.3 A.PEER--Any other systems with which the TOE communicates are assumed to ke under the
same managementicontrol and operate under the same security policy constraints.

B.5| Example security objectives for the TOE

B.5.1 O.ADMIN - The TOE will provide facilities to enable an authorised administrator to effectively manage
the TOE and its security functions, and will ensure that only authorised administrators are able to access such
functionality.

B.5.2 0O.ANON - The TOE will provide the means of allowing a subject to use a resource or service without
the user identity being disclosed to other entities.

B.5.3 O.AUDIT - The TOE will provide the means of recording any security relevant events, so as to assist
an administrator in the detection of potential attacks or misconfiguration of the TOE security features that
would leave the TOE susceptible to attack, and also to hold users accountable for any actions they perform
that are relevant to security.
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B.5.4 O.DAC - The TOE will provide its users with the means of controlling and limiting access to the
objects and resources they own or are responsible for, on the basis of individual users or identified groups of
users, and in accordance with the set of rules defined by the P.DAC security policy.

B.5.5 O.ENCRYPT - The TOE will provide the means of protecting the confidentiality of information when it
is transferred across a network between two end-systems.

B.5.6 O.ENTRY - The TOE will have the capability of restricting user entry to it based on time and entry
device location.

B.5.7 O.I&A - The TOE will uniquely identify all users, and will authenticate the claimed identify before

grantingau
B.5.8 O.IN
B.5.9 O.L

and proces
representati

Eer access to the TOE faciiities.

ABEL - The TOE will store and preserve the integrity of sensitivity labels for information it s
ses. Data output (exported) by the TOE will have sensitivity labels that-are an acc
bn of the corresponding internal sensitivity labels.

B.5.10 O.MAC - The TOE will protect the confidentiality of information it is responsible for managin

accordance

with the P.MAC security policy, based directly on comparison of ,an’ individual’s clearand

authorisation for the information, and the sensitivity designation of the information’

NOTE T
control policy

B.5.11 O.N
an originato
can be use
information.

B.5.12 O.P
subjects, or

B.5.13 O.P
the user ide
use.

B.5.14 O.R
resources fo

B.5.15 O.R
subjects so

B.5.16 O.R
permitting a

ne above security objective can, of course, be amended as appropriate for any particular informatior]
objective.

DREPUD - The TOE will provide a means of generating evidence which can be used to prg
- of information from successfully denying ever having sent that information, and evidence W
d to prevent a recipient of information from successfully denying ever having received

ROTECT - The TOE will protect itself _against external interference or tampering by untry
bttempts by untrusted subjects to bypass the TOE security functions.

BEUD - The TOE will provide the ‘means of allowing a subject to use a resource or service wi
ntity being disclosed to other entities, whilst still being able to hold that entity accountable fo
BAC - The TOE wilkprevent users from gaining access to and performing operations o

r which their role isTnet explicitly authorised.

FSOURCE - The TOE will provide the means of controlling the use of resources by its userg
hs to prevept-inauthorised denial of service.

DLLBACK - The TOE will provide the means of returning to a well-defined valid stat
usérto undo transactions in the case of an incomplete series of transactions.

TEGRITY - The TOE will provide the means of detecting loss of integrity affecting information.

ores
irate

g, in
e or

flow

vent
hich
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and

[
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B.5.17 O.UNLINK - The TOE will provide the means of allowing an entity to make multiple uses of resources
or services without other entities being able to link those uses together.

B.5.18 O.UNOBS - The TOE will provide the means of allowing a user to use a resource or service without
other entities being able to observe that the resource or service is being used.

B.6 Example security objectives for the environment

B.6.1

effectively. In particular:
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Appropriate action must be taken to ensure continued audit logging, e.g. by regular archiving of logs
before audit trail exhaustion to ensure sufficient free space.

Audit logs should be inspected on a regular basis, and appropriate action should be taken on the
detection of breaches of security, or events that are likely to lead to a breach in the future.

B.6.2 OE.AUTHDATA - Those responsible for the TOE must ensure that the authentication data for each
user account for the TOE is held securely and not disclosed to persons not authorised to use that account.

B.6.3 OE.CONNECT - Those responsible for the TOE must ensure that no connections are provided to
outside systems or users that would undermine IT security.

B.6.4 OE.INSTALL - Those responsible for the TOE must ensure that the TOE is delivered, installed,
manpged, and operated in a manner which maintains IT security.
B.6.5 OE.PHYSICAL - Those responsible for the TOE must ensure that those parts-of the TOE that are
critigal to security policy enforcement are protected from physical attack which might-compromise |T security.
B.6.6 OE.RECOVERY - Those responsible for the TOE must ensure that procedures and/or mechanisms
are |n place to ensure that, after system failure or other discontinuity, recovery without compfomise of IT
security is obtained
B.7| Example mapping of security objectives to threats
NOTE The table below is proposed as an example of how-0he might construct a mapping from threats to security
objedtives for the TOE or its environment. The table cells indicate' the form of the threat or security objectie, and do not
necegsarily conform to the guidance provided elsewhere relating to the specification of threats and security opjectives.
Table B.1 — Example mapping of threats to security objectives
Asset Threat Security Objectives
Oata on Data is disclosed by illegally | Preventative | Control media removal.
sforage media | removing a medium. Prevent data disclosure (by encryption] etc.)
Detective Control media storage.
Corrective -
Data’is'referenced, modified, | Preventative | Operation management (For example, [restrict
deleted, or added from/to an uses of an application program or an application
application by an terminal)
unauthorized person. Control the privilege to access data.
Detective Audit application operation log informafion,
detect data tampering, and manage data
sequence numbers.
Corrective Back up/Restore data.
Data is disclosed by Preventative | Operation management (For example, restrict
dumping a storage medium uses of a dump function or an operation
by an unauthorized person. terminal)
Prevent data disclosure (by encryption, etc.)
Detective Audit operation log information.
Remaining data on a Preventative | Clear the data area at the time of data deletion.

medium is referenced.

Prevent data disclosure (by encryption, etc.)
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Asset Threat Security Objectives
Data on Data is copied illegally. Preventative | Operation management (For example, restrict
storage media uses of a copy function or an application/
operation terminal)
Control the privilege to access data.
Prevent data disclosure (by encryption, etc.)
Detective Audit operation.
Control the original (such as electronic
watermark)
Data is illegally used or its Preventative | Operation management (For example, restrict
use is obstructed by uses of a data attribute modify function of"an
changing the data access application/operation terminal)
attribute by an unauthorized Control the privilege to access an, attribute
person. : LR
registration file.
Detective Audit operation.
Corrective Back up/Restore data.
Data is got illegally by Preventative | Operation managenient (For example, restrict
forging a file uses of file create\and delete functions or an
operation tepminal)
Prevent data'disclosure (by encryption, etc.)
Detective Audit\file owners.
Data is damaged by Preventative | Rhysically manage the medium storage place
destruction of the medium. and control access to the storage place.
Adopt a dual configuration for storage media.
Detective Control media storage.
Corrective Back up/Restore data.
Data is destroyed or its use Preventative | Quality control of /O devices
is obstructed by a hardware ) . .
failure of an medium 1/O Adopt a dual configuration for storage media.
device
Detective Detect failures (OS).
Audit program execution log.
Corrective Back up/Restore data.
Data‘is referenced, modified, | Preventative | Operation management (For example, restrict
deleted, or added by an uses of operation commands or an operation
uhauthorized person using a terminal)
command. Control the privilege to access data.
Detective Audit operation log information. detect data
tampering, and manage data sequence
numbers.
Corrective Back up/Restore data.
Encrypted data cannot be Preventative | Keep the secret key under strict management.
decrypted due to loss of the
secret key.

Corrective Recover the secret encryption key.
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Asset

Threat

Security Objectives

Data on
storage media

Data is erroneously deleted
by an authorized person.

Preventative

Provide high-quality operation manuals or
automate operations.

Prevent operating errors (for example,
rechecking and sequentially registering the
privilege to delete).

Detective

Audit operation log information.

Corrective

Back up/Restore data.

D
c
li

ata on tele-

Data is tapped or destroyed

Preventative

Physically protect telecommunication lines or

bmmunication
he

on a telecommunication line

control equipment connections to lines

Prevent data disclosure, detect data' tampering
(by encryption transmitted data:(VPN, $SL, IP
sec, etc.)

Detective Detect data tampering¢
Corrective Send data again.
Data is tapped, tampered, Preventative | Operation management of a relay syst¢m (For
deleted or added on a relay example, restrict uses of LAN protocol gnalyser)
system.
Data is illegally used by Preventative | ProtéetControl data to be transmitted (by
changing its destination, encryption, etc.)
sender, or access attribute Operation management of a relay syste¢m
on a relay system. ) . i
ysy (Restrict uses of a debug function.)
Detective Detect control data tampering.
Audit debug tool operation log informatjon.
Corrective Send data again.
Communications are Preventative | Install dual telecommunication lines.
disabled due to a line fault: . Co
Quality control of telecommunication lines
Detective Detect failures (OS).
Corrective Send data again.
Communications are Preventative | Install dual channel devices.
disabled'due to a Qualit trol of icati h |
corfmitnication channel uality control of communication channels
abnormality.
Detective Detect failures (OS).
Corrective Send data again.
Data is illegally resent for Preventative | Operation management of a relay system (For
illegal communications. example, restrict program registration.
Detective Prevent re-transmission (by assigning sequence
numbers or time)
Application An application is executed Preventative | Control the privilege to execute a program.
program by an unauthorized person. .
Operation management of a relay system
(Restrict unnecessary program display.)
Manage locations and route of execution.
Provide safeguards during operator absence.
Restrict uses of an application terminal.
Detective Audit program execution.
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Asset Threat Security Objectives
Application An application is executed Corrective Related data backup/restore.
program by an unauthorized person.
Data in a program library is Preventative | Control the privilege to access a program library.
referenced, modified or o " t (Restrict f
deleted by an unauthorized psza lon managemen (Restrict uses of a
person. modify command.)
Restrict uses of an operation terminal.
Detective Audit operation
Correciive Back up/Restore program.
A program is illegally used Preventative | Control the privilege to execute a program.
or its use is obstructed by Control the privil ¢ th
changing its access attribute |'t§m rod_ N f”v' €ge o access the program
by an unauthorized person. lorary directory.
Operation management (Restrictyuses of a
modify command.)
Detective Audit operation.
An abnormality occurs Preventative | Adopt a dual hardware-configuration.
during program execution .
due to a hardware failure of Quality controlGf)hardware
a computer.
Detective Detect failures (OS).
Corrective Hardware recovery
Applicatiop lllegal application processing | Preventative <\Control the privilege to execute a program.
processing and | (such as Telnet and FTP) is Fi I lication filteri
data executed. irewall (application filtering)
Clarify operation regulations.
Detective Audit program execution.
Processing is obstructed Preventative | Give priority to process processing.
(traffic attack such as Prohibit il relav functi
requesting to process rohibit a mail relay function.
unnecessary data).
Detective Audit network access.
Data exchange\or contents Preventative | Take measures for preventing denial (such as
are denied: storing an evidence using TTP or encryption
function).
Clarify operation rules.
The original of data is Preventative | Reliable services (such as guarantee of an
denied. original)
Clarify operation rules.
Data is illegally sent. Preventative | Control data flows (such as Firewall and rule DB
control).
Control the quality of application programs.
Operation management (For example, restrict
program registration.)
Detective Audit data access.
Data or a program is illegally | Preventative | Control the privilege to access data and the

used using a remaining
debug function.

privilege to execute a program.

Operation management (Restrict uses of a
debug function.)
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Asset Threat Security Objectives
Application Data or a program is illegally | Detective Audit application execution.
processing and | used using a remaining
data debug function.
A service function is Preventative | Give priority to process processing.
i iatel ied. . o
inappropriately denied Control the quality of application programs.
Provide education and regulations for
application staff.
Control the quality of processing hardware.
Estimate the capacity of processing resources.
Detective Audit application execution.
Contents are tampered or Preventative | Control the privilege to use.Contents.
destroyed. Control contents creation’and downloafling.
Detective Detect contents tampering.
Corrective Back up contents.
lllegal operation Preventative | Control thelprivilege to execute operatipns.
Control.the locations and routes of opefrations
(remote, via Internet, etc.).
Detective Audit use of operations.
Privacy is violated. Preventative) | Control the privilege to use privacy infgrmation.
Use anonymity or a pen name (pseudgnym).
Guarantee unlinkability.
Qisplay data Data is seen by an Preventative | Isolate a display physically.
unauthorized person. .
Enforce operation rules.
lllegal copy or printing Preventative | Provide safeguards against an authorized
person's absence. Restrict uses of copy and
print functions. Enforce operation regulations.
Detective Control originals (electronic watermark
Input data Data js‘disclosed during Preventative | Control access to an input terminal room.
input: Enforce operation regulations.
Input data is illegally taken Preventative | Control the input data storage place. Epforce
out. operation regulations.
Corrective Back up input data.
Arinted data Data is referenced or taken Preventative | Physically control printed data. Enforcg
out by an unauthorized operation regulations.
IhPI"QOh
lllegal copy Preventative | Provide safeguards against copying. Enforce
operation regulations.
Detective Control originals (electronic watermark)
User data A user (individual, system, Preventative Identification at access
ftermllnlal) cannot be Identification (ID assignment to each user/
identified.
system; IP address)
Restrict locations (filtering).
Detective Audit identification processing.
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Asset

Threat

Security Objectives

User data

Disguise oneself using
disclosed user (individual,
system, terminal)
identification information.

Preventative

User authentication

Control identification information.

Detective

Audit identification processing.

A user is not identified.

Preventative

Prompt authentication
Reliable identification.

Authentication (encryption secrete key

password, belongings, physical characteristi¢s)
Call back

Detective

Audit authentication processing.

Disguise oneself using
illegally disclosed
authentication information.

Preventative

Adopt multiple authentication mechanisms.

Server access management (Early detection by
a victim; notification of authéntication processing
information)

Save authenticatiofvinformation in a confidentigl
medium.

Protect authentication information (unidirectiond
encryptioh).

Restfiet access routes (such as public
telecommunication lines and the Internet).

One-time password

Detective

Audit system access

Corrective

Stop processing by the user.

Disguise oneself by illegally
inferring authentication
information.

Preventative

Authentication (Preventing inference; limiting
retry count)

Server access management (Early detection by
a victim; safeguards for not using a server for a
long period)

Adopt multiple authentication mechanisms.

Control authentication information (such as
preventing inference, long secrete encryption
key, syntax rules, initial value change, and
generation control)

Detective

Audit system access

Corrective

Stop processing by the user.

Minimize influences (Effective period).

Disguise oneself using
invalid authentication
information.

Preventative

Confirm validity of authentication information.

Control authentication information (such as
control nullified information).

Detective

Audit system access

An invalid privilege is used
because of failure to register
a modification of user
privilege.

Preventative

Control users. (Immediately reflect a user
privilege modification.)

Detective

Audit system access

68

© ISO/IEC 2004 — All rights reserved



https://iecnorm.com/api/?name=734c87e656353f69303386af8565189a

ISO/IEC TR 15446:2004(E)

Asset Threat Security Objectives
User data A user's action is illegally Preventative | Manage privilege to access user related log
disclosed (violation of information.
privacy). Use anonymity or a pen name (pseudonym).
Guarantee unlinkability
Detective Audit system access
Data transmission is denied. | Preventative | Prevent denial of transmission.
Operation regulations.
Detective Audit data exchange.
Data ownership is denied. Preventative | Automatically register an owner,afithe fime of
data production.
Detective Audit system access.
Data reception is denied. Preventative | Prevent denial of reception.
Operation regulations.
Detective Audit data exchange
Data is sent to a wrong Preventative | Destination authentication.
receiver due to disguise or a 0 . lati
specification error. peration regulations.
Detective Audit data exchange
Disguise oneself by forging Preventative | Manage privilege to access authentication
authentication information. information.
Verify validity of authentication information.
Control authentication information (such as
preventing forging, reliable authentication
organization, physically protecting belgngings).
Detective Server access management (Early detgction by
a victim)
System A secret encryption key is Preventative | Produce a secret encryption key of sufficient
Services and decoded, 'undermining strength and length and adopt a standard key
Oata system.security delivery protocol.
Detective Audit system operations.
Corrective Set a new secret key.
A system is illegally used by | Preventative | Provide the necessary safeguards during an
a disguised user during an operator's absence (such as suspensiqgn,
operator's absence. session disconnection, and re-authentitation).
Q\J/efnm secl |r'ify is Preventative Prevent an authorized user's mistakes \for

undermined by an
authorized user's illegal act
or mistake.

example, by reconfirmation).
Control user privileges (minimum privileges).

Audit management, regulations, education, and
penalties.

Detective

Audit system operations
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Asset

Threat

Security Objectives

System
Services and
Data

Virus intrusion

Preventative

Virus check for program downloading and files
with mail.

Access control (Set an appropriate access
privilege and protect files.)

Prohibit loading data or program from the
outside.

Control software installation.

Detective

Audit system operations

Corrective

[

Take the necessary action (such as stopping\th
system and disconnecting an external system).

lllegal intrusion to a system

Preventative

Check a user's identification, authentjeation, an
privilege (at the time of accessing.a barrier
segment or log-in).

System configuration management (such as
connected equipment and external connections

User management,

Detective

Audit system operations.

Intrusion to a system by
taking advantage of a known
protocol defect (such as IP
protocol and SendMail)

Preventative

Firewall (Filtefing)
Control access to system resources.

Restrict access to the program or protocol.

Detective

Audit system operations

System security is
undermined by illegal
replacement of a system
program.

Preventative

Control access to a system program library.

Operation management (System program
maintenance regulations)

Detective

Audit program library access.

Corrective

Back up programs.

The service is stopped: by
system program destruction.

Preventative

Adopt a dual configuration for system program
library.

Medium management and operation
management (system program library)

lllegal system operation

Preventative

Control the privilege to execute operation
commands.

Operation management (Restrict uses of
operation commands.)

Detective

Audit operations.

Information
equipment

Damaged or taken out.

Preventative

Dual configuration
Control the access to the equipment location.

Keep equipment (lines) under management
during storage.

Power is turned off.

Preventative

Backup power supply
UPS

Corrective

Recover power.
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B.8 Example security functional requirements

B.8.1 Overview

This subclause identifies, for some example common or generic security functions, components from
ISO/IEC 15408-2 which may be used to express appropriate SFRs. The reader is referred to the annexes of
ISO/IEC 15408-2 for guidance relating to the use of specific ISO/IEC 15408-2 functional components. See
also Annex C for guidance on the specification of cryptographic functionality.

These common or generic security functions are organised under the following headings:

a) |dentification and authentication;

b) Access control;

c) Audit;

d) Integrity;

e) Availability;
f)  Privacy;

g) pPata Exchange.

B.8.2 Identification and authentication requiremeéents

Tablge B.2 below covers common or generic identification and authentication requirements.

Table B.2 — Functional components-for identification and authentication requireme¢nts

Security.Requirement Functignal
Component

Logon controls Identification of users FIA_UID.1-3

Authentication of users FIA_UAU.1{2

Limits on repeated login failures (e.g. enforcement | FIA_AFL.1

of lockout or time delay)

Trusted path for logon FTP_TRP.1}2

Time of day restriction of access to TOE FTA_TSE.1
Password-selection Controls on selection of user-generated passwords | FIA_SOS.1

(e.g. minimum length, password filters, password

history)

Automated generation of passwords by TOE FIA_S0OS.2

Password lifetime (expiry) enforcement FMT_SAE 1
Authentication data protection Non-echoing of passwords during password entry FIA_UAU.7

Protection against unauthorised modification or FMT_MTD.1

observation

Protection against replay attacks FPT_RPL.1
Replay/reuse Protection against forgery or copying FIA_UAU.3

Protection against reuse (e.g. single use FIA_UAU.4

passwords)
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security attributes)

Security Requirement Functional
Component
Replay/reuse Trusted path for password change FTP_TRP.1
Session suspension Suspension following user inactivity FTA_SSL.1
Suspension at user request FTA_SSL.2
Termination following user inactivity FTA_SSL.3
User accounts and profiles Controls over creation, deletion, enabling or FMT_MTD.1
disabling of user accounts
Definition of user security attributes contained in a FIA_ATD A
user profile
Controls over modification of user profiles (i.e. user | FMT_MTD.1

B.8.3 Accéss control requirements

Table B.3 bd

low covers common or generic access control requirements.

Table B.3 — Functional components for access control requirements

Security Requirement Functional
Component
Discretipnary Access Control Scope of policy (subjects, objects and operations FDP_ACC.1-2
covered by the policy)
Rules governing accéss by subjects to objects FDP_ACF.1
Privilege override of DAC policy FDP_ACF .1
Controlg on DAC attributes Changing object permissions/ACLs FMT_MSA.1
Defaultprotection on newly created objects FMT_MSA.3
Changing object owner FMT_MSA.1
Changing user group affiliations FMT_MSA.1
Mandatpry Access Control Scope of policy (subjects, objects and operations FDP_IFC.1-2
covered by the policy)
Rules governing access/information flow FDP_IFF.2
Privilege override of MAC policy FDP_IFF.7-8
Covert channel restrictions FDP_IFF.3-6
Controls orMAC attributes Changing object labels FMT_MSA.1
Default labels for newly created objects FMT_MSA.3
Changing user clearances FMT_MSA.1
Selection of session clearance at login FTA_LSAA1
Export/import Import of unlabelled data FDP_ITC.1
Export via communication channels/devices FDP_ETC.1-2
Labelling printed output FDP_ETC.2
Information labels Constraints on information label values FDP_IFF.2.3
Rules governing ‘floating’ labels FDP_IFF.2.3
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Security Requirement Functional
Component
Object reuse Protection of residual information in files, memory, FDP_RIP.1-2
etc.
Role based access control Scope of policy (in terms of roles, operations) FDP_ACC.1-2
Rules controlling performance of operations FDP_ACF.12
Identification of roles FMT_SMR.1-2
Two-man rule enforcement FDP_ACF.1?

EAMT _COAMD 3
TV OVt .

Controls on RBAC attributes Changing user privileges/authorisations FMT_MSA.1
Changing definitions of role capability FMT MSA.1
Changing assignments of users to roles FMT_MSA.1

Firewall access control Subject-object information flow view (e.g. based en~/| FDP_IFC.1-
source/destination addresses and ports) FDP_IFF.1
Session-based view (e.g. application proxy) FTA_TSE.1

b

@  Other components exist (e.g. FMT_MOF.1, FMT_MSA.1, FMT_MTD.1)\Which can also
performance of specific operations to specifically identified roles.

FDP_ACF.1 may be used to specify that particular operations requiré two distinct roles to authorise th
FMT_SMR.2.3 can ensure that a user account cannot be assigned to bothwroles.

¢ See the worked example in Annex D. Alternatively FDP_IFC A~ahd FDP_IFF.1 may be used.

serve to regtrict the

b action.

B.8.4 Audit requirements

Table B.4 below covers common or generic_audit requirements.

Table B.4 — Functional components for audit requirements

Security Requirement Functignal
Component
Audit events Specification of auditable events and information to | FAU_GEN.1
be recorded
Controls on selection of events to be audited FMT_MTD.1
Basis for selection of events to be audited FAU_SEL.1
Individual accountability of users FAU_GEN.Z
Intrusion detection and response | Generation of alarms and response to imminent FAU_ARP.1
security violations
Definition of rules, events, event sequences or FAU_SAA.1-4
patterns of system usage to be used to indicate
potential or imminent security violations
Audit trail protection Protection against loss of data e.g. due to audit trail | FAU_STG.2-4
saturation, interruptions to operation
Protection against unauthorised modification/ FAU_STG.1
access
Audit trail analysis/review Provision of audit trail analysis/review tools FAU_SAR.1-3
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B.8.5 Integrity requirements

Table B.5 below covers common or generic integrity requirements (including data authentication).

Table B.5 — Functional components for integrity requirements

Security Requirement Functional
Component
Data integrity Detection of errors in stored data FDP_SDI.2
Generation and verification of checksums, one- FDP DAU.1
way hash, message digest, etc.
Rollback of transactions (e.g. database) FDP_ROL.1-2
TOE integrity Tamper detection FPT_PHRA-2
Tamper resistance FPT,PHP.3
Data adthentication Digital signature generation and verification EDP: DAU.2
Certificate generation and verification (e.g. public FDP_DAU.2
key certificates)

B.8.6 Avalilability requirements

Table B.6 bd

low covers common or generic availability requirements:.

Table B.6 — Functional components for'availability requirements

Security Requirement Functional
Component
Consumption of resources Enforcement of limits/quotas on global resource FRU_RSA.1-2
consumption by users
Limitation on number of logged in sessions by FTA_MCS.1-2

same user

Error handling

(fault tolerance)

Maintenance of TOE operation in event of failures FRU_FLT.1-2

Error detection FPT_TST.A
Error recovery FPT_RCV.1-4
Schedufing Scheduling of activities/processes according to FRU_PRS.1-2

established priorities

B.8.7 Privacy requirements

Table B.7 below covers common or generic privacy requirements.

74

Table B.7 — Functional components for privacy requirements

Security Requirement

Functional
Component

User identity based privacy

using services or resources

Protection against disclosure of user identity when FPR_ANO.1-2
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Security Requirement Functional
Component
User identity based privacy Anonymous but accountable use of services or FPR_PSE.1-3

resources via a protected user alias

Resource/service based privacy | Protection against disclosure of linkage of multiple FPR_UNL.1
usage of resources or services to the same user

Unobservable usage of specified resources or FPR_UNO.1-4
services

B.8.8 Data exchange requirements

Table B.8 below covers common or generic data exchange requirements.

Table B.8 — Functional components for data exchange requirements

Security Requirement Functignal
Component
Data exchange confidentiality User data FDP_UCT.1
Security critical data, e.g. keys,(passwords FPT_ITC.A
Data exchange integrity User data FDP_UIT.1-B
Security critical data, e-gtkeys, passwords FPT_ITI.1-2
Non-Repudiation Proof of origin of exchanged information FCO_NRO.1-2
Proof of receipt.of exchanged information FCO_NRR.1-2
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Annex C
(informative)

Specifying cryptographic functionality

C.1 Introduction

This annex
cryptograph
modules (w
such a way
been includ
of such funcg

The purpos
supporting s
secure systq

Guidance o
Support) clg
SFRs speci
FDP_UCT,

the security
used when t

Whilst speci
discussion @
for the TOE
vulnerabilitig
Clause 10 o

Additional in
[4], [3], [6], [

C.2 Term

The termino
ISO 2382-8.
presented in

C.21

}d to cover a wide range of such TOEs, and deal with the specific issues relating to specific

contains guidance for Protection Profile (PP) and Security Target (ST) constructior

ich are, in effect, collections of cryptographic functions). However, the guidance is. express
hat it can be combined to apply to TOEs which are cryptographic modules. Such. guidance

lionality.
e of this annex is to provide guidance on how to specify cryptographic functionality an

ecurity requirements. It is not intended to provide guidance on cryptégraphy or how to by
m using cryptographic functionality.

ss is provided in ISO/IEC 15408-2, Annex E. Cryptographic functionality may be used to
fied using other classes and families (e.g., Class FCO, and Families FDP_DAU, FDP |
FDP_UIT, FIA_SOS, and FIA_UAU). In such cases.the individual functional components sp
requirements that cryptographic functionality must satisfy. The objectives in class FCS shou
he cryptographic functionality of the TOE is sought'by consumers.

fic assurance requirements are discussed\inthis document, the scope of the guidance excl
f the strength of cryptography, as well as “actual assurance levels. The assurance requiren
should be determined based on the_sensitivity of the application and the anticipated threats

this Technical Report.

formation and guidance material on cryptography and cryptographic algorithms can be fou
(1, [8] and [9].

inology
ogy used-inthis annex is based on the terms and definitions given in ISO/IEC 15408-1, 2.3 a

In additien, the following terms are defined here to facilitate the understanding of the conc
this(deeument.

for

c aspects of a Target of Evaluation (TOE) and not just for those TOEs which are cryptographic

bd in
has
ation

d its
ild a

nh the application of individual functional components contained in the FCS (Cryptographic

meet
SDI,
ecify
d be

Ldes
ents
and

s that can be effectively countered-hy the assurance requirements. This is discussed in detgil in

nd in

ndin
epts

Access Mode
A type of operation specified by an access right. Example: read, write, execute, append, modify, delete,
create, etc. Also see Access Type in ISO 2382-8.

C.2.2
Black Data

Data of which the information content is not readily accessible because it is protected by encryption.
Examples of data are messages, files, cryptographic keys, etc.
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C.23

Cryptographic Algorithm

A set of mathematical rules to transform data input into an output based on other input parameters such as
cryptographic keys and initialisation vectors.

C.24

Cryptographic Checksum

A relatively short value derived from data by use of a cryptographic algorithm. It is a function of data, a
secret key, and, possibly, an initialisation vector and is generally attached to the data in order to perform
data integrity authentication. Also see Message Authentication Code in ISO 2382-8.

C.2.5
Cryptographic Checksum Generation
The process of generating the cryptographic checksum for the purpose of attaching it to theydat

o

C.26
Cryptographic Checksum Verification
The | process of generating the cryptographic checksum for the purpose“of verifying the attached
cryptographic checksum.

c.27
Cryptographic Function
One|of the computations performed with a cryptographic algorithm. Examples: encryption, |decryption,
digifal signature generation, digital signature verification, etc:

C.2.
Cryptographic Functionality
One|or more of the cryptographic functions embedded(in a TOE.

c.2.

Cryptographic Key
A value that controls the running of a cryptographic algorithm and its outcome. Also, [see Key in
ISO p382-8.

C.2.10

Cryptographic Key Access
An gperation performed on a-cryptographic key. Examples of operation/access are: read, wfite, archive,
bacKup, recovery.

c.2.11
Cryptographic Key(Agreement
A cryptographic_function that allows two parties to compute a shared secret key.

C.2.12
Cryptographic Key Archive
An operation to store the cryptographic key in a permanent or long-term storage medium.

C.2.13

Cryptographic Key Backup

An operation to backup the cryptographic key so that it can be reused in case the original cryptographic
key is deleted, modified, destroyed, or becomes inaccessible.

C.2.14
Cryptographic Key Destruction
A process to delete (zeroise) a cryptographic key.

C.2.15

Cryptographic Key Distribution
A process to provide cryptographic keys to users, processes, TOE units, etc.
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C.2.16

Cryptographic Key Escrow

A process of providing a cryptographic key to a trusted third party who is obliged to release that key to
authorised parties.

C.2.17
Cryptographic Key Generation
A function to create a cryptographic key.

C.2.18
Cryptographic Key Management
A process tqTmanage the fife-cycle of cryptographic keys fromr generation through distribution to-archival and

destruction.

C.219
Cryptographic Key Recovery
A process td restore a cryptographic key from any of the sources including archive, backup,/and escrow

C.2.20
Cryptographic Mechanism
A process of technique that involves one or more cryptographic functions.

c.2.21
Cryptographic Operation
See Cryptographic Function.

C.2.22
Cryptographic Variable (CV)
A value or sgries of values required for the operation of the cryptographic algorithm in order to transform the
algorithm input to output. Examples of cryptographic variable are cryptographic keys (secret, public, private,
etc.), publicl key parameters, and initialisation vectors.”(Note that plaintext, cyphertext and hash valueg are
not considened to be cryptographic variables.)

C.2.23
Data Path
Logical or physical route over which data passes (or flows through)

C.2.24
Digital Signature
See Digital $ignature in ISO 2382-8.

C.2.25
Digital Signature Generation
The procesq of generating a digital signature.

C.2.26
Digital Signature Verification
The process of verifying a generated digital signature.

C.2.27
Hashing or Hash Value
See Secure Hash.

C.2.28

Initialisation Vector

A vector (series of bits) used in conjunction with a cryptographic key to define the starting point of
encryption within a cryptographic algorithm.
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C.2.29

Invocation Parameter

A secret (e.g., a password or personal identification number) which is supplied to a TOE to access a
cryptographic function.

C.2.30
Message Digest
See Secure Hash.

C.2.31
Non-Repudiation
The friabitt

Private Key
One|of the keys of a public key pair. Its confidentiality must be protected because it will [pe used for
deciryption, digital signature generation or cryptographic key agreement.

C.2.34

Public Key
One|of the keys of a public key pair that can be made publicxSome public keys are used for |encryption,
some for digital signature verification, and some for cryptographic key agreement.

C.2.35
ic Key Pair
A pair of mathematically related keys where deriving the private key from the associated publi¢ key should

of which the information contént is readily accessible because it is not protected by |encryption.

Keeping the data paths™for red data and black data logically or physically separate. For examgle, red data
lack data should)never travel over common physical wires and never occupy the same areal of memory.

Secure Hash

A value that is a result of applying an algorithm to a message such that it is computationally infeasible to
derive the message from the result (secure hash), derive another message that gives the same hash given
the message and the secure hash, and find two messages that produce the same hash. Usually, the secure
hash is considerably shorter that the message or file from which it is derived. Also known as hash value,
message digest.

C.2.40

Tamper Detection Envelope
An area surrounding the TOE for which tamper (breach or attempt to intrude) can be detected.
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c.2.41

Zeroisation

A method of electronically erasing stored data by altering the data so that the originally stored data can not be
recovered.

C.2.42
Zeroisation Circuit
An electronic circuit to achieve zeroisation.

C.2.43
Zeroisation Circuitry
See Zeroisgtiom Circuit:

C.3 Overyview of cryptography

C.3.1 What is cryptography?
Cryptographly is the science or art which embodies principles, means and methods for the transformatipn of
data in order to hide its information content, prevent its undetected maodification and/or prevert its
unauthorised use. Its science component is founded on mathematics while the.art arises out of many yedrs of
practical exgerience. It includes (but is not limited to):

a) digital sjgnature generation and/or verification;

b) cryptogfaphic checksum generation for integrity and/or for vefification of checksum;
c) secure hash (message or file digest) computation;

d) data engryption and/or decryption;

e) cryptographic key encryption and/or decryption;

f)  cryptographic key agreement.

Cryptographiic functionality can be used:to’meet several high-level security objectives. These include (but are
not limited tq):

a) confidentiality;
b) integrityf;
c) identification and authentication;

d) non-repudiation;

e) trusted path;
f)  trusted channel;
g) data separation.

Cryptographic functionality should use suitable cryptographic algorithms and cryptographic key sizes, as well
as secure cryptographic protocols and sound cryptographic engineering.

80 © ISO/IEC 2004 — All rights reserved


https://iecnorm.com/api/?name=734c87e656353f69303386af8565189a

ISO/IEC TR 15446:2004(E)

C.3.2 Why use cryptography?

PP and ST developers should note that cryptographic functionality may only be one of several forms of
functionality that might be used to meet a security objective. The selection of cryptographic functionality to
meet a security objective should therefore be considered in the context of defining an overall well balanced set
of procedural, physical and IT security measures.

There may be a number of reasons to choose cryptography over other forms of security functionality:
a) Only cryptographic functions may meet the desired security objective(s). For example, transmission of

information over unprotected wire or over the air (i.e., across the public domain). Cryptography is the only
unctionality that provides confidentiality or Integrity 1o data communicated under these circunjstances.

b) [Cryptographic functions may provide the appropriate level of security to counter theanticipated threats.
For example, authentication over an insecure network. Cryptography can be used.to prqtect against
pavesdropping or replay of authentication information. The authentication \)means is| sometimes
mplemented by a “challenge-response” mechanism.
c) [Cryptographic functions may be the simplest/easiest/cheapest to implement,operate and/or Use.

d) [Cryptographic functions may be used as part of a number of different means to protect information (this is
plso known as the “strength-in-depth” concept). For example, if\data is protected against gnauthorised
disclosure using the ‘traditional’ computer security access controls and/or physical security means. In
prder to provide an additional level of protection against failure of these mechanisms, the|data is also

encrypted. Thus, if an adversary were to be able to defeat the access controls, the advergary will also
have to defeat the cryptographic mechanism in order tolobtain the data.

C.3.3 Why use cryptographic standards?

In a wider context, cryptographic functions may need to conform to a specified standard (which may be either
interpational, national, industrial or organisational in nature) for one or more of the following reasons:

a) |t may help establish a common acceptable level of security;
b) It may facilitate interoperability;

c) |t may facilitate mutual recognition;

d) |t may be required by:the organisational security policy;

e) |t may facilitate the inclusion of desired functionality.

C.4| Deriving the security requirements

C.41—Coverage

This section identifies cryptography-related aspects to consider when specifying threats, organisational
security policies and security objectives for TOEs containing cryptographic functionality, and where
cryptography needs to be considered when deriving the security requirements and assumptions that should
be specified in a PP or ST. Guidance in this section is only indicative of the issues to consider when deriving
the security requirement for a TOE containing cryptographic functionality, and may not take into account
parallel, non-cryptographic issues.
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C.4.2 Threats

C.4.2.1

Specifying threats

Typically known or assumed threats to IT assets in a TOE containing cryptographic functionality should be
specified in the PP or ST. These threats may, or may not, be countered by the TOE.

As stated in Clause 8 of this Technical Report, a clear specification of a threat should detail the source of the
threat (or threat agent), the IT assets under attack and the form of attack. Furthermore, only events which
directly compromise the IT assets, rather than attacks based on flaws or weaknesses in the TOE

implementat

on should usually be included.

This means
source of th
can then be

C.4.2.2 Typical sources of threats

Typical souf
not limited tq
a) authoris
b) unauthg

Note that in

C.4.2.3 Typical cryptography-related IT assets

that one approach that can be taken would be to define the threats as a ‘3-tuple’ comprisin
e threat/threat agent, the IT asset under attack by the threat agent, and form of attack¢The th
used to define security objectives, which in turn can be refined into IT security requirements.

ces of threats (or threat agents) to a TOE containing cryptographic funictionality include (bu

):
ed users of the TOE;
rised individuals;

his context, an authorised user is one who is authorised*to access defined IT asset(s).

aphic variables (including secret -Keys, private keys, public keys, public key paramg
tion vectors, etc.);

and output from the cryptographic function (e.g., plaintext and ciphertext);
ementation of the cryptographic algorithm in hardware, software and/or firmware;

bn parameters (also)known as ‘other critical security parameters’).

Typical type

a) cryptog
initialisg

b) inputto

c) theimp

d) invocati

C424 T

Cryptograp

are not limit

a)

b)

¢) inductio

d)

e)

f)  physica

pical forms'of attack

-related 1T assets typically need to be protected from several forms of attack. These includeg
d to):

5 of cryptography-related IT assets in a TQE Yequiring protection include (but are not limited t9):

y the
reats

t are

~

ters,

(but

impersonation of authorised users of the TOE;

n of errors in the TOE;

incorrect use (i.e., operation or administration) of the TOE;

malfunction of the hardware, firmware or software comprising the TOE;

| attack.

(Note that these attacks are not necessarily restricted to cryptographic assets.)
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C.4.2.5 Typical threats

Using the sample inputs to the threat ‘3-tuple’ identified in the preceding subclauses, there are up to 48
specific threats (i.e., 2 threat agents x 6 forms of attack x 4 cryptography-related IT assets). Table C.1 below

provi

des examples of threats derived in this manner.

Table C.1 — Typical threats relevant to cryptographic assets

C.4.
The
statg
withi
state
a)
b)

c)

d)

T.Type Threat
T.EMI Cryptqgraphy-related IT assets may be disclosed to an unauthorised individual or
userviatheetectromagneticemanations-fromthe FOE:
T.IMPERSON An attacker (outsider or insider) may impersonate an authorised user of the\TQE.
T.ERROR An unauthorised individual or user of the TOE may cause unauthorised|disclogure

or modification of cryptography-related IT assets by inducing errors‘in'the TOH.

T.MODIFY The integrity of information may be compromised due to the ufatthorised
modification or destruction of the information by an attacker.

h or implied by a threat description should be documented. These include (but are ng
ments for:

dentification and_authentication policy;
user access eontrol policy;
audit and-accountability policy;

cryptographic key management policy;

T.ATTACK An undetected compromise of the cryptography-related T assets may occur ag a
result of an attacker (whether an insider or outsider)attempting to perform actipns
that the individual is not authorised to perform.
T.ABUSE An undetected compromise of the cryptographysrelated IT assets may occur af a
result of an authorised user of the TOE (intentionally or otherwise) performing
actions the individual is authorised to perform.
T.MAL Cryptography-related IT assets may\be modified or disclosed to an unauthoris¢d
individual or user of the TOE, through malfunction of the TOE.
T.PHYSICAL Security-critical parts of the TOE may be subject to physical attack which may
compromise security.
3 Organisational security policies
OSPs (if any) with which a TOE-may need to comply should also be specified in the PP |or ST. OSP
ments of relevance to the .cryptographic functionality in a TOE and which cannot be sensibly included

t limited to)

e)

f)

physical security policy;

emanations policy.

PP/ST developers may also wish to apply these OSP statements to non-cryptography-related aspects of the

TOE

Further information on the various parts of the security policy for a TOE containing cryptographic functionality
and how they can be represented in ISO/IEC 15408 is addressed in C.5.5.
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C.4.4 Security objectives and rationale

Typical security objectives are shown in TableC.2 below.

Table C.2 — Example security objectives for the TOE

O.Type Security Objective

O.1&A The TOE must uniquely identify all users, and must authenticate the claimed identify
before granting a user access to the TOE facilities.

O.DA

O

The TOE must provide its users with the means of controlling and limiting access to
the objects and resources they own or are responsible for, on the basis of individual
users or identified groups of users, and in accordance with the set of rules defined
by the discretionary security policy.

O.PHP The TOE should protect itself and cryptography-related IT assets therein from
unauthorised physical access, modification or use.

O.INTEGRITY The TOE must provide the means of detecting loss of integrity affecting information.

O.FAILSAFE In the event of an error occurring, the TOE should preserve a sé€cure state.

O.ADMIN The TOE must provide functionality which enables an authorised administrator to
effectively manage the TOE and its security functions, and must ensure that only
authorised administrators are able to access such functionality.

OE.EMI Procedural and physical measures should be taken'to prevent the disclosure of
cryptography-related IT assets to unauthorised individuals or users via the
electromagnetic emanations of the TOE.

OE.PHYSICAL Those responsible for the TOE must ensure’that those parts of the TOE that are
critical to security policy enforcement:are protected from physical attack which might
compromise IT security.

Note that OE.EMI and OE.PHYSICAL are security objectives for the environment. The rest are the sequrity
objectives fgr the TOE. Other security objectives for the environment may address:

a) proceddres for the handling and storage of cryptography-related IT assets input into and output by a TOE;
b) the progedures for the operation and maintenance of a TOE;
c) the leve of trust to be plagediin authorised users of the TOE;

d) the training of the authorised users (e.g. cryptographic key custodians, maintenance personnel, geperal
users) who will intefact in some way with the TOE;

e) the physical measures needed to protect the TOE;

f)  environmental operating constraints (including electromagnetic emanation limitations) on the TOE;

g) the IT security environment outside the TOE (e.g. limitations on the type of software present outside the
TOE, use of an underlying trusted operating system to enforce the TOE access control policy).

An indicative demonstration of the suitability of the security objectives to counter the threats is shown in the

Table C.3 below. This table does not necessarily present the level of detail needed for the security objective
suitability aspect of a PP or ST rationale.
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Table C.3 — Security objectives rationale

T.Type

Related O.Type and Rationale

T.EMI

OE.EMI - Requiring the use of procedural and physical measures (e.g. room shielding,
distance from the public domain) should reduce the risk of disclosure of cryptography-
related IT assets through the emanations from the TOE.

T.IMPERSON

0O.1&A - Requiring reliable identification and authentication of a user should reduce the
risk of user impersonation.

T.ERROR

O.FAILSAFE - Requiring the TOE to preserve a secure state in the event of an error
occurring should reduce the exposure due to inadvertent modification or disclosure of

, e
cryptography-retatecHt=assets: |

T.ABUSE

O.DAC - Requiring all accesses to the TOE to conform to a specified access corlntrol
policy should reduce the risk of users performing any operations to which they dp not
require access.

T.MAL

O.INTEGRITY - Requiring TOE to detect loss of integrity increases)the chances [of error
detection.

O.FAILSAFE - Requiring the TOE to preserve a secure state-in the event of an grror
occurring should reduce the exposure due to inadvertent modification or disclosiire of
cryptography-related IT assets.

T.PHYSICAL

O.PHP - Requiring protection against physical attacks should reduce the risk of
physical attacks.

OE.PHYSICAL - Requiring the use of procedural and physical measures to limit
physical access to the TOE to only those'users required and authorised to have
physical access should reduce the riskiof a physical attack on the TOE being
performed.

T.MODIFY

O.INTEGRITY - The ability to detect loss of integrity should reduce the chances of
attacker modifying the cryptography-related IT assets.

O.ADMIN - Proper configuration and administration of the TOE should reduce the risk
of modification.

T.ATTACK

0O.1&A - Requiring\teliable identification and authentication of a user should reduge the
risk of unautherised access.

0O.DAC - Requiring all accesses to the TOE to conform to a specified access control
policy-sheuld reduce the risk of users performing any operations to which they dp not
require) access.

C.4.5 Security requirements

Secyrity objectives may be refined into IT security requirements as indicated in Table C.4 below.

Table C.4 — Derivation of security requirements from security objectives

O.Type Security Objective ISO/IEC 15408
Component

O.1&A The TOE must uniquely identify all users, and must FIA_UID.1-2
authenticate the claimed identify before granting a user FIA UAU.1-5
access to the TOE and the cryptography-related IT assets — .
therein.

O.DAC The TOE must provide its users with the means of FDP_ACC.1-2
controlling and limiting access to the cryptography-related IT | FDP_ACF.1
assets in accordance with a specified access control policy.

O.PHP The TOE should protect itself and cryptography- related IT FPT_PHP.1-3
assets therein from unauthorised physical access,
modification or use.
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O.Type Security Objective ISO/IEC 15408
Component

O.INTEGRITY The TOE must provide the means of detecting loss of FPT_AMT.1
integrity affecting information. FPT_TST.1.

O.FAILSAFE In the event of an error occurring, the TOE should preserve FPT_FLS.1-4
a secure state.

O.ADMIN The TOE must provide functionality which enables an FCS_CKM.1-4
authorised administrator to administer cryptographic keys in | FCS_COP.1
accordance with a specified cryptographic key management
policy.

OE.EMI Procedural and physical measures should be taken to AGD_ADM.1
prevent the disclosure of cryptography- related IT assets to AGD_USR1
unauthorised individuals or users via the electromagnetic S it "
emanations of the TOE. ecurtty operating

procedures

OE.PHYSICAL Those responsible for the TOE must ensure that those parts | Security‘operating
of the TOE that are critical to security policy enforcement proeedures
are protected from physical attack which might compromise
IT security.

C.5 Expressing IT security requirements

C.5.1 Intrc

This section
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cussion of the contents of the TOE segurity environment (threats, OSPs and assumptions
ctives parts of a PP or ST are made incC.3.

should remember that this guidance only applies to the production of PPs and STs for those T]
n cryptographic functionalitycltis only indicative of the components and families that might
fying the requirements for such a TOE and may not take into account functionality neede
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Table C.6 summarises how the solutions to these traditional vulnerabilities are represented using
ISO/EC 15408.
Table C.6 — ISO/IEC 15408 representations of traditional solutions
Vulnerability ISO/IEC 15408 representation
Mixing of data and keys Modularity (ADV_INT)

ISO/IEC TR 15446:2004(E)

Table C.5 — Traditional vulnerabilities and solutions

Vulnerability

Traditional solution

Mixing of data and keys

Separate physical ports

Exploitation of maintenance access port

Specific maintenance role

Mixing of plaintext and ciphertext

Separate input and output paths

Red/black data separation

Release of sensitive information due to cryptographic
malfunction

Two internal, independent actions to release sensitive
information

Disconnect output data path from key genefatfon, key
entry, and key zeroisation circuitry

—

nauthorised access

Identification and authentication

Access control on functions, senviees, and dath

esign errors

Finite state machine design

hysical attack

Physical security measures

Self-testing

O
P
Ypurious hardware errors
B

lectromagnetic emanations

Electromagnetic\.emanations control standards

m

xploitation of maintenance access port

Maintenance access control SFP (FDP_ACC,
FDP_ACF)

ixing of plaintext and ciphertext

Modularity and information hiding (ADV_INT)

alfunction

Fail secure (FPT_FLS) Modularity and informgtion
hiding (ADV_INT)

M
Helease of sensitive information due to cryptographic
n
U

nauthorised access

Identification and authentication (FIA_UID, FIA
FIA_ATD) User access control SFP (FDP_AC
FDP_ACF)

_UAU,

(@)

0

esign errors

Semiformal and formal design (ADV_HLD, ADV_LLD)

mv]

hysical attack

Physical security (FPT_PHP)

[0))

purieus hardware errors

Fail secure (FPT_FLS) Self-testing (FPT_AMT,

FPT_TST)

Electromagnetic emanations

Emanations policy Assumptions

For ease of explanation of these ISO/IEC 15408 representations, as well as the typical ISO/IEC 15408
representations identified in Table C.4, the expression of the typical security requirements of a TOE containing
cryptographic functionality is considered under the following six headings:

a)

b)

TOE definition;

TOE design and implementation;
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c) TOE security policy;

d) TOE security functionality;

e) TOE testing;

f)  TOE operation.

C.5.3 TOE definition

C.5.3.1 Guyidance

The TOE, it$ components, functions and interfaces should all be fully defined in the PP/ST, i.e. there’sh
be a functiopal specification for the TOE. This is to ensure that all the functional requirements_defined i
PP/ST are dddressed and that the TSP is enforced by the TSF. This also means that a TOE 'séecurity g
which is congistent with the functional specification also has to be defined (see also 5.5).

Note that TIOE definition is distinct from TOE design in that the definition deals<with defining the

functionality
refinement g

C532 IS

Component
for a high le

If there is a

(Semiformal
model, then

C.5.4 TOE
C.5.4.1

C.54.1.1

Due care sh
should be d

If greater ¢
demonstratg
functionality

and the physical/logical boundaries of the TOE. The TOE design“deals with providi
f the functional specification that can be implemented.

D/IEC 15408 representation

Is) from the ADV_FSP (Functional Specification) family should be used to express the require

el description of the user-visible interface and behaviodr of the TSF.
requirement for a semiformal design (e.g. a finite'state machine design), then the ADV_F

functional specification) component should be.used. If there is a requirement for security p
the ADV_SPM (Security Policy Modelling) family should be used.

design and implementation

Geéneral assurance

Guidance

ould be taken to minimise and, wherever possible, eliminate design and implementation errg

ould
n the
olicy

TOE
g a

ment

SP.3
olicy

rs. It

emonstrated in the RPP/ST that the TOE at least provides a high-level architecture approprigte to
implement the claimed functional requirements.

pnfidence <in~the design and its implementation are required then it may be necessa
that the_lower levels of design (potentially down to the lowest level) also express the req
and have been correctly refined from the higher-levels of design.

C.5.4.1.2

y to
Lired

HSOHEC-15408+representation
entation

Appropriate components from the following families should be selected to meet the desired confidence in the
correctness of the TOE design and implementation.

88

ADV_HLD (High-level design)
ADV_LLD (Low-level design)
ADV_RCR (Representation correspondence)

ALC_TAT (Tools and techniques).
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Component(s) from the ADV_HLD family should be used for expressing the requirement to describe the TSF
in terms of major structural units (i.e. sub-systems) and relating these units to the functions that they contain.
The ADV_HLD.2 (Security enforcing high-level design) component should be used if there is a requirement to
distinguish the cryptographic boundary of the TOE from the overall TOE boundary.

Component(s) from the ADV_LLD family should be used for expressing the requirement to describe the
internal workings of the TSF in terms of modules and their interrelationships and dependencies.

Component(s) from the ADV_RCR family should be used when there is a requirement to demonstrate the
correspondence between various representations of the design.

The RCC_TAT .2 component shoutd be Used When there 1S a requirement for the development to e performed
in adcordance with a defined implementation standard (e.g. coding standard).

C.5.4.2 Modular design

C.5.4.21 Guidance
As previously stated, cryptographic designers and implementers are typically. concerned that an|error in one
part pf the TOE may influence other parts of the TOE, and that informatign from one part of the TOE may be
available to the other parts of the TOE that do not require that information. These concerns haye led to the
folloying types of traditional requirements:
a) HQAllinput data entering the TOE via the data input interface shall pass only through the input data path;

b) All output data exiting the TOE via the data output interface shall pass only through the outpuf data path;

c) [The data output path shall be logically disconnected from the circuitry and processes pefforming key
generation, manual key entry or key zeroisatior;

d) [The TOE shall keep separate data paths.forred data and black data.

The |intent of these specific requirements is to provide engineering guidance that lead to modular design,
reduce complexity, and minimise effects of errors in one part of the system.

C.5.4.2.2 ISO/IEC 15408 reptesentation

In order to express requiréments for modular design of the TOE in a PP/ST, component(s) from the following
families should be selected:

a) HADV_FSP (Functional specification)
b) ADV_HLDJHigh-level design)

c) RABYINT (TSF internals)

d) ADV_LLD (Low-level design).

For example, the low level design shows all the data flows and can be used to ensure that the inputs, outputs,
plaintext, and cyphertext are accessed only by the components of the TOE that need them. The modularity
and layering requirements help ensure that the TOE is designed using sound engineering principles and
hence data is accessed only by the component of the TOE that need it.

Of direct relevance to this are the following elements from the ADV_INT.3 (Minimisation of complexity)
component from the ADV_INT (TSF Internals) family:

a) ADV_INT.3.3C - The architectural description shall describe how the TSF design provides for largely
independent modules that avoid unnecessary interactions.

© ISO/IEC 2004 — All rights reserved 89


https://iecnorm.com/api/?name=734c87e656353f69303386af8565189a

ISO/IEC TR 15446:2004(E)

b)
and just

c)

ify those that remain.

minimise complexity.

C.5.5 TOE

C.5.5.1

The PP/ST
functionality

a) identific
b) userac
c) audit an
d) cryptog
e) physica
f)  electron
Expression

security policy

Introduction

ption and authentication policy;

cess control policy;

d accounting policy;

aphic key management policy;
security policy;

nagnetic emanations policy.

of these security policies are typically achieved{through a combination of statement

ADV_INT.3.5C - The architectural description shall show that mutual interactions have been minimised,

ADV_INT.3.6C - The architectural description shall describe how the entire TSF has been structured to

s of

organisationpl security policy (e.g., reference to electromagnetic emanations standards, specification of the
user access|control policy), assumptions (e.g., physical and procedural measures needed to protect the TOE)
and by TOE]IT functional requirements (e.g., specifying the\functional mechanisms which implement the|user
access contfol policy).

C.5.5.2 Identification and authentication policy

C.5.5.2.1 |[Guidance

The types of users and/or roles and themeans used to authenticate them should be specified in the PR/ST.
Typical crypjography-related roles include:

a) cryptographic officer/custodian;

b) system maintainer;

c) system jauditor;

d) system ecurity officer;

e) user/operator.

C.5.5.2.2 ISOI/IEC 15408 representation

Appropriate components from the FIA class should be selected to express requirements to establish and
verify a claimed user identity. Typically, component(s) from the following families should be selected:

a)
b)

c) FIA_AT

90

FIA_UID (User Identification)

FIA_UAU (User Authentication)

D (User Attribute Definition).
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Component(s) from the FIA_UID family should be used to define the conditions under which users shall be
required to identify themselves before performing any other actions that are to be mediated by the TSF and
which require user identification.

Component(s) from the FIA_UAU family should be used to define the user authentication mechanisms
supported by the TSF.

Component(s) from the FIA_ATD family should be used to define the security attributes for a user.
Component(s) from the FIA_ATD family should be used to define the cryptographic key information as a user

attribute.

Proté& Oor auther allof nrormatior ) [ ana I pe urtner
components from the FTP_TRP (Trusted Path) family and/or FIA_UAU (FIA_UAU.3~+
authentication; and FIA_UAU.4 — Single-use authentication mechanisms). C.5.6.3 contains'furthg

C.5.
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defir
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.5.3 User access control policy

5.3.1 Guidance

b use of trusted path.

TOE should enforce user access to cryptographic IT assets in acédrdance with a specified
ol policy. In the context of a TOE containing cryptographic functionality, the elements of a
ol policy are:

the user roles;

the services that can be accessed;

the critical security parameters, e.g. cryptographic keys (both unencrypted and encrypted),
Security parameters (such as authentication-data);

the modes of access (e.g., read, write, execute, delete, etc.) to the services and crif
parameters.

access to the TOE may be.based on a role-based access control (RBAC) policy, an idg
ss control (IBAC) policy or-acombination of the two.

me designs, maintenance personnel may be able to bypass the access control mechanisn
ed. This policyymust address how, if at all, user information shall be protected from ag
tenance persennel. (This may be achieved by procedural and/or technical means.) An exam

y could be;

to maintenance personnel being allowed access to the TOE:

Njeved using

Unforgeable
r discussion

user access
user access

other critical

cal security

ntity- based

hs of a TOE

hining cryptographie_ functionality. Thus, an enforceable maintenance access policy may als¢ need to be

cess by the
ble of such a

a)

Al the plaintext information shall be encrypted using a master key.

b)

The master key shall be output and the copy internal to the TOE shall then be zeroised.

After the maintenance personnel have performed their maintenance task(s), the master key shall be loaded in
the TOE to decrypt the previously encrypted information.

C.5.5.3.2 ISO/IEC 15408 representation

Com

a)

ponent(s) from the following families should be selected:

FDP_ACC (Access Control Policy)
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b)

c)

FDP_ACF (Access Control Functions)

FDP_IFC (Information Flow Control Policy)

Cryptographic keys should be stored in and protected by the TOE. User keys may be protected in accordance
with an access control policy using a component from the FDP_ACC family. System keys may be protected in
accordance with the FMT_MTD family.

At a minimum, the FDP_ACC.1 component should be used. The Security Function Policy (SFP) should be
defined using this component to control access to cryptography-related IT assets for all subjects. Depending

on the other

functions and SFP for the whole TOE, the FDP_ACC.2 component may be more appropriate.

FDP_ACF.1
FDP_ACF.1

FDP_ACF.1

object attribyites]

FDP_ACF 1
subjects ang
using [assig

FDP_ACF.1
additional ru
objects].

FDP_ACF 1
based on s¢

The subject
the user.

Each subjed

The objects
also include

Examples of
associated |

This security

should be used to define the requirement to enforce the user access control SFP as follows:
- Security attribute based access control

1 - The TSF shall enforce the user access control policy to objects based on{assignment:
2 - The TSF shall enforce the following rules to determine if an eperation among contr
controlled objects is allowed: subject is allowed to perform the desired cryptographic open
ment: the object].
3 - The TSF shall explicitly authorise access of subjects\to objects based on the follg
es: [assignment: rules, based on security attributes, that explicitly authorise access of subjeq
4 - The TSF shall explicitly deny access of subjects to objects based on the [assignment: 1

curity attributes, that explicitly deny access of subjects to objects].

5 in the above case are the users or activé, abstract entities (e.g., a process) acting on beh

t has the attribute of user identity, current role(s), and current time (if appropriate).

in the above case are the plaintext data and unencrypted cryptographic keys. The objects
the following additional items: cyphertext data and encrypted cryptographic keys.

object attributes include the object’s cryptographic function, role associated with the object, v
ith the object, objéct identifier, and the validity period (if appropriate) for the object.

policy doeswnot address the protection of plaintext or protected (e.g., encrypted) critical sec
such as the“authentication information. To protect authentication information (even if encrypti

parameters,
used), appryq
family shoul

If the subje

specified with FDP ACF 1 then the functlon is aIIowed to be performed

ppriate families and components from the FMT class should be used (for example, FMT_|
| beused to specify a policy governing the protection of authentication data).

st of

plled
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sers

urity
on is
MSA
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The cryptographic key information should also be protected in accordance with the information flow control
policy. The information flow control policy should be defined by using a component of the FDP_IFC family.

C.5.5.4 Audit and accountability policy

C.5.5.4.1

Guidance

The auditing and accountability requirements for the TOE (if any) should be defined in the PP/ST.

Procedural requirements may include:
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a) when to inspect the TOE for physical tampering or errors (examples include within a specified minimum
period, whenever a user suspects tampering or that an unexpected error has occurred, whenever a user
may have violated the environmental assumptions, whenever a user may have violated the
responsibilities for the physical protection of the TOE).

b) how to detect and report physical tampering or errors.
If the TOE does implement auditing and accountability functionality, then developers should remember to

ensure that sensitive information (e.g., secret or private cryptographic keys) is not included in any form of
audit record.

C.5.5.4.2 ISO/IEC 15408 representation
Assuymptions should be used to express procedural accounting and audit requirements in the-PP/ ST.

Minimal and basic levels of audit are defined for both the FCS_CKM and FCS_\COP families. Further
information on the use of audit components, as well as audit requirements for,_other supporting functional

requjrements, is provided in ISO/IEC 15408-2. Auditable events and transactions should be seledted carefully
such that important audit events are collected and can be analysed without being lost in excessivg audit data.

C.5.5.5 Cryptographic key management policy

C.5.5.5.1 Guidance
Cryptographic keys should be used and administered in @ secure manner throughout their lifecycle. This

encgmpasses cryptographic key generation, cryptographic key distribution, cryptographic |key access
(incliiding backup, archival, and recovery) and cryptographic key destruction.

C.5.5.5.2 ISOI/IEC 15408 representation

To gpecify the requirements of a cryptographic key management policy in a PP/ST, componeni(s) from the
FCS| CKM (Cryptographic Key Management) family should be selected.

The [FCS_CKM family defines the réquirements for the various cryptographic key management|functions. If
the TOE performs one or more of these cryptographic key management functions, appropriate component(s)
from|the FCS_CKM family should-be selected.

C.5.5.6 Physical security policy

C.5.5.6.1 Guidance

The requirements of the physical security policy, pertaining to the hardware and firmware compriging the TOE
and the environment within which it is located, should be described in the PP/ST.

The physical security policy should address the following aspects:

a) The environmental assumptions (these should be the same as the general environmental assumptions for
any PP/ST, whether it includes cryptography or not). These assumptions should typically be modelled as
assumptions (see Clause 8). However, if they directly refer to requirements on the software, firmware
and/or hardware in the IT environment then they should be modelled as security requirements for the IT
environment.

b) The responsibilities of the various classes of users and administrators for the physical protection of the
TOE (this information should also be in the user and administrator guidance documents).
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C.5.5.6.2

ISO/IEC 15408 representation

Physical, procedural and personnel measures applied external to the TOE are typically expressed as
assumptions. In addition, components from the following two assurance families should be selected.

a) AGD_U

SR (User Guidance)

b) AGD_ADM (Administration Guidance)

Component(s) from the AGD_ADM family should be used to express the requirement to document the
physical and environmental constraints under which the TSF should be operated by an administrator.

Component(L) from the AGD_USR family should be used to express the requirement to documen

physical and

If the TOE
Physical Prq
express the
interference

In the follo
requirement
specifies the

FPT_PHP.2

FPT _PHP.2
the TSF. TH
which will
cover.

FPT PHP.2
TSF’s devic

FPT _PHP.2
elements an|
has occurre

FPT_PHP.3

FPT_PHP.3

environmental constraints under which the TSF should be correctly operated by a user:

itself implements physical security requirements then component(s) from the, EPT_PHP
tection) family should be selected for inclusion in the PP/ST. These components'can be us
physical security requirements to be placed on the TSF to prevent physical tamperin
as well as how to respond to such attacks.

ving example, instantiation of the FPT_PHP.2 component expresses the physical seq
5 for the protection of the hardware and firmware comprising the TOE. Component FPT_P
action taken to protect the cryptography-related IT assets if tampering is detected.

- Notification of physical attack

1 - The TSF shall provide unambiguous detection-of physical tampering that might compro|

e contents of the TSF shall be completely contained within a tamper detection enve
Hetect tampering by means such as drilling,ymilling or grinding of the TOE enclosul

2 The TSF shall provide the capability to determine whether physical tampering with
bs and TSF’s elements has occurred.

3 For the devices/elements:-comprising the TOE, the TSF shall monitor the devices
d notify the user of the TOE when physical tampering with the TSF’s devices and TSF’s eleni
.

- Resistant to physical attack

1 - The TSF shall resist the following physical attack scenarios to the TSF’s devices

TSF’s elements by respending automatically such that the TSF is not violated:

E shall\be contained within a strong non-removable enclosure. The enclosure sha
d such that attempts to remove or penetrate it will have a high probability of cau
damage to the TOE (i.e., the TOE will not function).

the

TSF
ed to
g or

urity

HP.3

imise
lope
e or

the

and

ents

and

/I be
sing

If the TOE cover or enclosure contains any ventilation holes or slits, then they shall be small and

constructed in a manner that prevents undetected physical probing inside the enclosure (e.g.,

at least one 90 degree bend or block with a substantial blocking material).

security parameters shall be immediately zeroised.

a) The TG
design
seriou{

b)
require

c)

94

Upon the detection of tampering, all plaintext cryptographic keys and other unprotected critical
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C.5.5.7 Electromagnetic emanations policy

C.5.5.7.1  Guidance

The level of electromagnetic radiation emanated by the TOE should be limited in order to prevent the
disclosure of cryptography-related IT assets to unauthorised individuals or users. In addition, procedural and
physical measures should also be taken to prevent the detection of electromagnetic emanations by
unauthorised individuals or users. Similarly, there may be physical shielding requirements relating to the
prevention of electromagnetic interference (EMl)/radio frequency (RF) radiation from unwanted sources for
integrity or availability reasons.

The |evaluation of technical physical aspects of IT security such as electromagnetic emanation
TEMPEST) is not covered by ISO/IEC 15408 (see the scope clause of ISO/IEC 15408-1), dltko
the goncepts addressed will be applicable to that area. In particular, ISO/IEC 15408 addresses s
of physical protection of the TOE.

control (e.g.
igh many of
bme aspects

C.5.5.7.2 ISO/IEC 15408 representation

Orgg c emanation

cont

nisational security policy statements (see C.4.3) should be used to define the electromagnet
ols required for the TOE.
luded from

Given that the evaluation of electromagnetic emanation requirements are explicitly exd

ISO/EC 15408, assumptions should be used to articulate the réquirement for the TOE to implement that
security policy. Assumptions should also be used to specify any procedural and physical measurgs that need
to bg taken to prevent the detection of electromagnetic emanations by unauthorised individuals of users, or to
prevent unwanted EMI/RF radiation.

C.56 TOE security functionality

C.5.6.1 Introduction

Secyrity functionality required to implementiaspects of the TOE security policy are addressed in the preceding
section. This section addresses the remaining security functionality that is typically found in a TOE containing
cryptographic functionality.

In onder to provide an effective ;and secure TOE containing cryptographic functionality, two types of security

requjrements typically need tobe considered:

a) [he cryptographic functional security requirements;

b) pther non-cryptographic functional and assurance security requirements that support that ¢

functionality.and the TOE security policy.

ryptographic

Discpssionof how to express the TOE security policy using ISO/IEC 15408 is limited to C.5.5.

C.5.6.2 Cryptographic functionality

C.5.6.2.1  Guidance

Cryptographic keys must be managed throughout their lifetime. The typical events in the lifecycle of a
cryptographic key include (but are not limited to): generation, distribution, entry, storage, access (e.g., backup,
archive, recovery) and destruction.

As a minimum, cryptographic keys should at least go through the following stages: generation, storage and
destruction. The inclusion of other stages is dependent on the key management strategy being implemented
as the TOE need not be involved in all of the key life-cycle (e.g., the TOE may only generate and distribute
cryptographic keys).
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The actual cryptographic functional security requirements can be considered as two distinct sub- types:
a) functional security requirements for performing aspects of cryptographic key management, e.g.:

- cryptographic key generation;

- cryptographic key distribution;

- cryptographic key access;

- cryptographic key destruction.
b) functional security requirements for performing a cryptographic operation, e.g.:

- digltal signature generation and/or verification;

- cryptographic checksum generation for integrity and/or for verification of checksum;

- sedure hash (message or file digest) computation;

- dath encryption and/or decryption;

- cryptographic key encryption and/or decryption;

- cryptographic key agreement.
As stated atjthe start of this annex, the scope of this guidance excludes the strength of cryptography, inclyding
key size and strength of algorithm. In fact, no ISO/IEC 15408 functional or assurance family (inclyding
AVA_SOF) should be used for the purposes of evaluating the strength of cryptographic functions or key $izes
used. This i$ because ISO/IEC 15408 specifically does not cover the assessment of cryptographic algorithms
and related|techniques. Should independent assessment of the mathematical properties of cryptography
embedded ipn the TOE be required, the scheme under which ISO/IEC 15408 is applied must make provision
for such asdessments. (See also the scope clause’ of ISO/IEC 15408-1.) This implies that the scheme ¢ould

require com

The implem
keys and cr|
generators 4
number spal
random nunj

C.5.6.2.2

Depending
should be s4

pliance with additional standards or criteria that address this area.

yptographic operations. The*algorithm and parameters associated with pseudo-random nu
hould be selected to optimise the degree of unpredictability as well as the size of the rar]
ce. A strength of TOE security function claim (AVA_SOF) should be provided for the ps¢g
ber generator implementation. See also [9].

ISO/IEC 15408 representation

bn the-Cryptographic functions that the TOE performs, component(s) from the following fan
lectedfor inclusion in the PP/ST:

bntation of the pseudo-randem number generator is also critical to the security of cryptographic

mber
dom
udo-

nilies

a) FCS_C

b) FMT M

c)

KM (Cryptographic Key Management)

SA (Management of security attributes)

FCS_COP (Cryptographic Operation).

Note that the FCS class is organised into two families: FCS_CKM (Cryptographic Key Management) and
FCS_COP (Cryptographic Operation). The FCS_CKM family addresses the management aspects of
cryptographic keys, whilst the FCS_COP family is concerned with the operational use of those cryptographic
keys. See also [6].

Component(s) from the FCS_CKM family can be used to specify functional requirements which implement the
different aspects of the cryptographic key management policy. The family is intended to support the
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cryptographic key lifecycle and consequently defines requirements for cryptographic key generation,
cryptographic key distribution, cryptographic key access and cryptographic key destruction. This family should
be included whenever there are functional requirements for the management or administration of

cryptographic keys.

How

ever, PP/ST developers should note that:

a) The FCS_CKM family does not provide a specific component for protection of cryptographic keys while in

storage. It is recommended that the components from the FDP_ACC (Access Control

Policy) and

FDP_ACF (Access Control Functions) families be used for the protection of user cryptographic keys

stored in the TSF (i.e., stored as user data). The protection of TSF cryptographic keys (i.e., stored as TSF

— i i family or the
FMT_MTD family. Note that either of the FDP or FPT classes may be used to ensure¢pnfidentiality
and/or integrity of cryptographic keys.

b) [The FCS_CKM family does not provide a specific component for protection of cryptographjc key entry.
Cryptographic keys may be entered in unencrypted, encrypted or split knowledge forms. A component
from the FDP_ITC (Import from Outside TSF Control) family should be used to.specify this regquirement. If
used, the assignment of “additional importation control rules” should ,be~used to define \whether the
cryptographic keys need to be encrypted into split knowledge form or not.

c) Aspects of cryptographic protocol security should be expressed using components from th¢ FCS_CKM
fFamily, and in particular those concerning cryptographic key disttibution (FCS_CKM.2).

d) |f public cryptographic keys need to be revoked, then the\FCS CKM.2 component should be used to
specify public cryptographic key revocation. The réason FCS _CKM.2 is appropriate |is that this
component specifies cryptographic key distribution schemes, and distribution of revocation information is
considered to be an integral part of cryptographic<key distribution (e.g., as demonstrated |n the X.509
standard for certificate revocation lists).

Component(s) from the FMT_MSA (Managenient of security attributes) family should be us¢d to define

cryptographic key attributes. Examples of key attributes include user, key type (e.g. public, priate, secret),

validity period and use (e.g. digital signature, key encryption, key agreement, data encryption).

Component(s) from the FCS_COP family can be used to specify functional requirements which|perform the

cryptographic operations. Cryptographic operations may be used to support one or more TIOE security

services. The FCS_COP component may need to be iterated more than once depending on:

a) [he user application for.which the security service is being used;

b) the use of differént cryptographic algorithms and/or cryptographic key sizes; and/or

c) [he type orsensitivity of the data being operated on.

If the TOE does not implement, or only implements part of, the cryptographic key management lifecycle, then

any pssertions placed on activities or components outside the TOE (i.e., in the TOE environment) should be

expressed as assumptions

C.5.6.3 Import, export and inter-TSF transfer of cryptographic-related IT assets

C.5.6.3.1  Guidance

Implicit to the implementation of the user access control policy, is the security of cryptography- related IT
assets (such as unencrypted cryptographic keys, plaintext authentication data and other critical security
parameters) being transmitted through intervening untrusted components or directly to/from human users.

It is important that the users are aware of the sensitivity of this information and do not accidentally mix this
information or its sensitivity with other information. Historically, cryptographic designers and implementers
have achieved this by requiring a separate physical port for input and output of such information, thus making
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the users and the TOE aware of the sensitivity of the information. An alternative approach might be to use
security labelling of data.

C.5.6.3.2
Component(
a)

b)

ISO/IEC 15408 representation

s) from the following families should be selected:

FDP_ITC (Import from Outside TSF Control)

FDP_ETC (Export to Outside TSF Control)

c) FTPIT

Element(s)
introduction

Element(s) from the FDP_ETC.2 component should be used for specifying export rules for'data from the ]

It should be

Component
cryptograph
FTP_TRP fg
human user
exclusive.

The followin
FTP_TRP.1
FTP_TRP.1

distinct from
the commuri

FTP_TRP.1
path.

FTP_TRP.1
and output

unprotected critical security parameters.

C.5.6.4 Maintaining a secure state

C.5.6.4.1

Historically,

[s) from the FTP_ITC family should be used to express the security requirement on the transrler of
c assets between the TSF and the TSF of other TOE(s). Alternatively, component(s) from the

C (Inter-TSF Trusted Channel) or FTP_TRP (Trusted Path).

from the FDP_ITC.2 component should be used to express the security requirement on
pf information into the TOE. It should be instantiated using the user access control SKP.

nstantiated using the user access control SFP.

mily can be used to express requirements for the input and output\of cryptographic assets frg
5. However, developers should note that use of the FTP_TRP-and FTP_ITC families is muf

j example uses FPT_TRP:
Trusted Path

1 The TSF shall provide a communicationypath between itself and local users that is log
other communication paths and provides‘assured identification of its endpoints and protecti

of unencrypted cryptographic key components, plaintext authentication data, and q

Guidance

the sconcerns over the design errors or malfunctions in a TOE containing cryptogra

the

[OE.

m/to
ually

cally
bn of

ication data from modification or disclostire.
2 The TSF shall permit itself-and the local users to initiate communication via the trysted
3 The TSF shall require‘the use of the trusted path for initial user authentication, and input

sther

phic

functionality

a)

have led to the following types of requirements being impased-

In order to prevent the inadvertent output of sensitive cryptographic information, two independent internal

actions shall be required to output data via any output interface through which unencrypted cryptographic

keys or

b) Whena

other critical security parameters or sensitive data could be output.

n error in the TOE is detected, the TOE shall enter the error state and suppress all output.

The intent of the first item is to make sure that an error in design or operation of the TOE does not accidentally
release sensitive cryptographic information. (It also implies that the TOE can detect the release of sensitive
cryptographic information.) The intent of the second item is that when the TOE detects an error, it should not
release sensitive cryptographic information. In summary, in the event of an error occurring, the TOE should
always aim to preserve a secure state.
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C.5.6.4.2 ISO/IEC 15408 representation

Component(s) from the FPT_FLS (Fail Secure) family should be selected to express the require
TOE to preserve a secure state whenever an error occurs. For example:

FPT_FLS.1 Failure with preservation of secure state

FPT_FLS.1.1The TSF shall preserve a secure state when the following types of failures occur:

ment for the

a) The TOE incorrectly attempts to output unencrypted cryptographic keys, plaintext sensitive data,

or other unprotected critical security parameters;

b) [|Failure of a cryptographic function;
c) [Failure of TOE abstract machine tests (start-up, on demand and/or conditional);
d) etection of TOE physical tampering (including environmental failure).

This| secure state shall mean that output is suppressed and no other functions are perform
trusted recovery is performed.

PP/ST developers should note that this component has a dependency’on the ADV_SPM.1 (In
security policy model) component. In addition, PP/ST developers will also need to include co
spedify the functionality which may generate an error (e.g. the funectionality to perform TOE self-te

Component(s) from the FPT_RCV family may optionally need to be used to specify the requirem
the TOE to a secure state and/or to prevent transition to.an insecure state.

C.5.6.5 Self-testing of cryptographic functions

C.5.6.5.1 Guidance

Implicit from the need for any TOE to-preserve a secure state whenever an error occurs, is
funcfionality to detect that such errorsave actually occurred.

Typigally, TOEs are designed_to.eonduct self-tests on the cryptographic functionality to ensure f{
opergting correctly. Such self-tests typically include:

a) ptart-up (power-up-orboot) self-tests:
known answer test;
softiare/firmware integrity test;

statistical random number generator tests.

ed until the

formal TOE
mponents to

5ting).

ent to return

he need for

hat they are

b) on-demand tests:

- known answer test;

- softwareffirmware integrity test;

- statistical random number generator tests.
c) conditions and conditional tests:

- generation of private, public key pair, pair-wise consistency test;
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