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INFORMATION TECHNOLOGY —
HOME ELECTRONIC SYSTEMS (HES) ARCHITECTURE -

Part 3: Communication Layers
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SO (the International Organization for Standardization) and IEC (the International Electrotechnical Commisg
orm the specialized system for worldwide standardization. National bodies that are members of 1SO™or
barticipate in the development of International Standards through technical committees established “by
espective organization to deal with particular fields of technical activity. 1ISO and IEC technical commit
Collaborate in fields of mutual interest. Other international organizations, governmental and non-governmentg
iaison with ISO and IEC, also take part in the work.

n the field of information technology, ISO and IEC have established a joint technical comfnittee, ISO/IEC J7
Praft International Standards adopted by the joint technical committee are circulated to natijenal bodies for vo
Publication as an International Standard requires approval by at least 75 % of the national ‘bodies casting a vof

Attention is drawn to the possibility that some of the elements of this Technical Report may be the subje
batent rights. ISO and IEC shall not be held responsible for identifying any or all(such patent rights.

e main task of IEC and I1SO technical committees is to prépare International Standards
eptional circumstances, a technical committee may propose the publication of a techn
ort of one of the following types:

fype 1, when the required support cannot be obtained for the publication of an Internatig
Standard, despite repeated efforts;

fype 2, when the subject is still under techinical development or where for any other rea
there is the future but not immediate> possibility of an agreement on an Internatig
Standard;

fype 3, when the technical comimittee has collected data of a different kind from that wh
s normally published as an\nternational Standard, for example ‘state of the art’.

thnical reports of types~1 and 2 are subject to review within three years of publicatior
ide whether they _can be transformed into International Standards. Technical reportg
e 3 do not necesSarily have to be reviewed until the data they provide are considered to
longer valid or(useful.

/IEC 14543-3, which is a technical report of type 2, was prepared by subcommittee
rconnéection of information technology equipment, of ISO/IEC joint technical committegq
rmation technology.
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International Standards are drafied In accordance with [SO/TEC Direcfives, Part 3.

This document is issued in the type 2 technical report series of publications (according to
15.2.2 of the Procedures for the technical work of ISO/IEC JTC1 (1998)) as a prospective
ndard for provisional application in the field of Home Electronic Systems (HES)
architecture, because there is an urgent requirement for guidance on how standards in this

sta

fiel

d should be used to meet an identified need.

This document is not to be regarded as an “International Standard”. It is proposed for provi-
sional application so that information and experience of its use in practice may be gathered.
Comments on the content of this document should be sent to the IEC Central Office.
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A review of this type 2 technical report will be carried out not later than three years after its
publication with the options of extension for a further three years of conversion either to an
International Standard or withdrawal.

ISO/IEC 14543 consists of the following parts, under the general title Information technology —
Home elecronic systems (HES) architecture:

— Part 1: Introduction
— Part 2: Device modularity

— Part 3- Communication lavers

Addlitional parts are under consideration.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEMS (HES) ARCHITECTURE -

Part 3: Communication Layers
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s part of ISO/IEC 14543 describes the architecture of a standardised home control_syst§
ed the Home Electronic System, HES.

liscusses the communication and interoperability aspects of HES. It uSes the O
stems Interconnection (OSI) model, or more precisely: the layering prificiples borroy
M OSI. Hence the HES reference model defines the modular (layered) structure of the H
hmunication protocol.

b detailed issues of addressing and application protocols for the JHome Electronic Syst

[E The concept of Functional Groupings (FG) and Reference Points (RP) provides a means to model de
ularity, and hence provides a basis for devide interface standards. \This is dealt with in ISO/IEC TR 145
er preparation).
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D/IEC 7498%3:1997, Information technology — Open Systems Interconnection — B4
ference Model: Naming and addressing

D/IEC 17498-4:1989, Information processing systems — Open Systems Interconnectio

Ba

Em,

ben
ved
ES

ice
13-2

S

ms

sic

sic

sic

sicReference Model — Part 4: Management framework

ISO/IEC TR 15044: Information technology — Terminology for Home Electronic System (HES)

3

Definitions

For the purpose of this part of ISO/IEC TR 14543, the following definitions apply.

3.1

Basic reference model definitions

The following terms are defined in ISO/IEC 7498-1:

(N)
(N)

-entity
-service-data-unit
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protocol-data-unit

application-entity

application-process

connection-mode transmission

connectionless-mode transmission

segmenting

reassembling

3.2

Definitions from ISO/IEC 2382-25

The following terms are defined in ISO/IEC 2382-25:
brigge

repeater

ro

3.3

Th

ter

Definitions from ISO/IEC 2382-26

e following terms are defined in ISO/IEC 2382-26:

application service element

3.4

Thi

4

4.1

Th
mo
lay
mo
lay
stil
lay

Th
intq

Definitions from the HES terminology

s technical report uses terms defined in ISO/IEC TR 15044.

HES reference model

General

b HES model is based on the*QOSI reference model. Because the requirements of HES
re specific than those of ©OSI, and also for reasons of protocol efficiency, some of
ers of the OSI reference-model are null or have reduced functionality in the HES refere
del. In particular, some implementations have little or no functionality at one or more of

regarded as présent, merely to map between the layer below and the layer above. |
brs impose no Qverhead on any implementation.

b OSI| layered reference model defines a framework for functional requirements
brconnéction of systems. It does explicitly not deal with: interworking (which is

application concept and hence by definition beyond the OSI domain whereas this is inclu

are
the
nce
the

brs: transport, session and presentation. If a layer has no functionality of its own, then it is

Null

he HES reference model) nor W|th |mplementat|on

mterfaces or modularlty The m'

functlonahty of the full OSI model is not needed in the relat|vely S|mple case of home
automation, therefore only a subset of the OSI model is used to construct the HES reference
del. On the other hand the OSI model does not deal with real time signals, nor with
switched circuit transmission channels as defined for HES Class 2 and 3. Therefore the OSI

mo

mo

del needs to be extended to address HES Class 2 and 3 services (see Figure 1).
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Figure 1 — Real time signals, switched channel domain

This method to construct the HES reference model is purely communication oriented S
HES reference model also addresses network management and distributed processing in
application domain, it is also interoperability oriented.

Fig

consists of a control channel and optionally one or more information chanhels. Note that

colj

(w

As

Th

ich may be of different types).

shown in Figure 2 the HES reference model consists of three parts:
communication model;

application model;

management model.

bse are defined in the following sections.
User User
Management I ‘ Applicatign Application ‘ Management
| ‘ N Application ‘ |
. Protocol —
Application Layer Application Layer
Presentation Layer| Presentation Laye
Session Layer o Session Layer
Communication
JTransport Layer Protocols Transport Layer
Network Layer Network Layer
Data Link Layer Data Link Layer
Physical Layer Physical Layer

hce
the

ure 2 depicts the overall structure of the HES reference model. An HES \implementafion

the

trol channel and information channel or channels may be on the same- or different media

Control channel medium

Information channel medium

Control Information Information Control
channel channel channel channel
Bl Vanagement model ] Application model [ ] Communication model

Figure 2 — Overview of the Home Electronic System Reference Model
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4.2 HES Communication model
In the HES reference model a distinction is made between information and control channels.

The control channel uses packet-switched transmission, whereas the information channel
typically uses circuit-switched transmission.

Packet-switched transmission is fundamental to the Home Electronic System, and all HES
implementations shall provide a packet-switched control channel.

The layers of the control channel correspond to the OSI reference model.

This report does not describe layers below the Network Layer. However, the HES~-tan
ac¢ommodate multiple transmission media. Since different transmission media have)'different
characteristics, the Physical Layer and Data Link Layer services can be distinct or, optimised
for| different media. Above the Data Link Layer the services providedndre medium
independent. The performance characteristics may differ according to the medium used. For
insfance, the potential transfer capacity of power line may be less than thatoftwisted pair.

Subclause 4.2 gives an overview of the functions of each layer of the_control channel. Other
pafts of this part of ISO/IEC TR 14543 will discuss the layers in more detail. Each layer offers
selvices to the layer immediately above. (The Application Layer provides services to|an
application in a device).

4.2l11 Physical Layer

A dletailed discussion of the Physical Layer is neth\a part of this report, however, a bfief
overview is included below.

The Physical Layer provides mechanical, electrical, functional and procedural means [for
corhmunication between data-link entitiesC"A physical connection may involve intermediate
physical repeaters, each relaying bit transmission within the Physical Layer. Physical Layer
entities are interconnected by means_of a physical medium.

The Physical Layer may offer two-types of communication service. The control channel uses
pag¢ket-switched transmission.Information channels typically use circuit-switched trans-
migsion. Every informatiop-'channel shall have an associated control channel to managg it
(thpugh the same control channel may manage several information channels).

The¢ transmission media may also provide power distribution services.

4.212 Data/ink Layer

A detailedxdiscussion of the Data Link Layer is not a part of this report, however, a bfief
overview)is included below.

The Data Link Layer provides procedural means for connectionless-mode transmission
between network entities; transfer of information between network entities; (optionally)
establishment, maintenance and release of data link connections between network entities.

A data link connection is built upon one or more physical connections.

The Data Link Layer detects errors and may offer error correction capability. Uncorrected
errors may be reported to the Network Layer. The Data Link Layer provides the means to
access the medium, handling contention for access when necessary.

The Data Link Layer may also implement flow control in order to manage the rate of
information transfer and sequence numbering to manage the ordering of data link service data
units.
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The Data Link Layer shall provide recognition of data link addresses, and may provide to the
Network Layer confirmation of the success or otherwise of services requested by the Network
Layer.

A Data Link Layer implementation may make use of bridges to link transparently several data
links in series to provide a data link service.

4.2

.3 Network Layer

The Network Layer services provide the procedural means for connectionless-mode or

co
tra
inc
inv

used to provide network services. Network Layer services may provide notification to

MECHON-TNOUE ransmisSion DetWeen ransport _entties and, therefore, provide 1o

udes the case where several network segments are used in series or in parallel..1tyma
sible to transport-entities how underlying resources such as data link connections

he

nsport-entities independence of the route and topology of the network segment.\Jlhis

es
are
the

Trgnsport Layer of errors which have been reported by the Data Link Layer, and-also of ernors

in protocol procedure which may occur in implementing the Network Layer sefvices.

Ne
tra

Ne
thel
Trg

In

4.2

Th
reli
ach

All
tra

Th

Th
caf

some implementations the Network Layer may have ‘null functionality.

hsfer and sequence numbering to manage the ordering of network service data units.

work Layer services shall provide recognition of networksaddresses, and may provids
Transport Layer confirmation of the success or otherwise of services requested by
nsport Layer.

.4 Transport Layer

eves them from any concern over the“detailed way in which reliable transfer of data
ieved.

protocols defined in the Trahsport Layer have end-to-end significance, they are carr
hsparently across the netweork.

bre are in principle two purposes of the HES Transport Layer:

less network seryice;

to provide-data segmenting/reassembling.

bse services are in addition to a connectionless service with no segmentation:
abilityis assumed to be provided in all cases.

work Layer services may also implement flow control to manage thé rate of information

to
the

b Transport Layer provides transparent-transfer of data between session-entities @nd

| is

ed

to provide a transport service using connection-mode transmission over the connectipon-

his

In some implementations the Transport Layer may have null functionality.

4.2

No

4.2

No

4.2

.5 Session Layer

functionality has been defined for the Session Layer within HES at present.

.6 Presentation Layer

functionality has been defined for the Presentation Layer within HES at present.

.7 Application Layer

The Application Layer provides a means for the device application-processes to access the
HES communication resources. Each device application-process is represented to its peer by
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the application-entity. The application-entity contains one user element and a set of
application-service-elements. The application service elements may call on the presentation

services to perform their function.

4.3 HES application model

One of the main characteristics of an HES is that most of its application-processes
distributed. This is illustrated in Figure 3, which shows only one application-process
simplicity. A device may belong to more than one application-process.

are
for

Application process

Device A Device B Device C
Device A Device B Device C
application | -------- application application
process process process

Lower layers

Lower layers

Kower layers

(1-6) (1-6) (1%)

Home network media

Figure 3 — Application-process of an HES

Hol the application-process is structured s ‘shown in Figure 4. It consists of the deyice

application-process and an optional lecal application-process. An application-proc

ESS

pefforms information processing and.communications by executing programs and user

insfructions. That part of the application-process concerned with communications is called

the

application-entity. The application=entity is composed of a user element and application

selvice elements.
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RSE

-11 -

Local application
Process
HES
User Process

" User Flement "

HES device
application application
layer Application service process
Element {
Lower layers
(1-6)
RSE Real System Environment or Entity

OSIE OSI Environment or Entity

Figure 4 — HES device application‘process
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As shown in Figure 5 the device application-process is composed of application objects.

Application objects located within the user element are called communication objects. The
user element and the associated application service elements (ASE) allow the user process to
communicate via the HES communication system (Figure 6). A user process may use more
than one application service element for this communication.

o HES
o User
Process

layers
DI - Device application process
o) - Object
Figure, 5°~="Device application-process model
Device A Device B
User User
Process Process

UsetElement
ASE ... ASE

App“rnﬁnn

Application protocol

User Element
ASE ... ASE

App“rnﬁnn

Layer

Data Link Layer

Physical Layer

Communication support

Layer

Data Link Layer

Physical Layer

Figure 6 — Link of user processes
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HES Management model

The management aspects of the HES concern the problems of initiating, testing, terminating,
and monitoring the HES activities and assisting in their normal operations, as well as handling
abnormal conditions.

Typical management activities are:

a) activation/deactivation:
activation, maintenance and termination
parameter initialisation and modification
b) |monitoring:
status and status change registration and reporting
statistics registration and reporting
c) |error control:
error detection
diagnostic functions
reconfiguration and restart
Frgm a functional point of view the management aspects of-the HES can be divided into fwo
majin parts:
a) |system management, which deals with management of communication resources;
b) |application management, which deals with management of application-processes.
4.41 HES system management
The¢ system management entity (SME) is>in charge of the management of communication
resjources. Inside this system manageiment, layer management entities (LMEs) interfacq to
eagh layer.
Below are some examples of Layer Management functions:
« |control of N-layer operation(s) (enable/disable/reset/etc.);
« |modification of parameters general for a specific type of N-layer operation;
« [registration of status of N-layer operation(s); reporting to SME;
« |quality of N-layer operation(s) (number of successful transmissions per time-unit);
* [N-layer operation(s) error detection to identify the demand for error control;
* [N-layeroperation(s) error diagnostics to identify needed error control activities:
* |N<layer operation(s) reset.
Below are some examples of General Systems Management Functions:

set mode of operation (normal/test/maintenance/etc.) for single device/group of devices/

whole system;
initialisation and modification of system parameters (communication relations);

status of single device/group of devices/whole system; remote error indication to user;

registration and reporting of performance for single device/group of devices/whole system;

single device/group of devices/whole system error detection to identify the demand
error control;

for

single device/group of devices/whole system error diagnostics to identify needed control

activities;
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The general structure of management of communication resources for a device is illustrated in

Figure 7.

For communication to the SME in a remote device, the SME uses the services available on
the layer 7 service boundary.

SME
|

Layer 7

LME Layer 6
[mE_} Layer 5
[LmE_} Layer 4
LME Layer 3
[mE_} Layer 2
LME Layer 1

Figure 7 — Management of cammunication resources

The (human or user) management of _the communication resources
application-process as well as to the system management. This is illustrated in Figure 8.

User

SME

H Us

er DTOCESS‘

Layer 7

User interface

interfaces to

the

Figure o — user inter tace or the communication resources

The management of the communication resources by the layer management entities (LMES) is
strictly a layer function which do not have direct (human) manager access.

All devices in a network must have a defined minimum functionality of the SME.

Devices may have additional management functionality to assist the human manager.

The definition of interfaces in other parts of this Technical Report allows implementations
such that the lower layers are implemented in a Network Access Unit (NAU) separate from the
upper layers which are implemented in the end user device. In such a case the lower layer
unit must have some means for its own management, i.e. reduced functionality of the upper
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layers as well as reduced HES/SME functionality. Figure 9 shows the generalised case of
NAU management functionality.

SME User Process
Layer 7
[LME |—
tME—T——
[LME |— Layer n+1
Layer nx*
Layer 1x*
SME Device
3 Device - NAU interface
Layer 7*
LME
Layer 1x*
LME
LME Layer n+1% Layer nx*
LME Layer n
LME NAU
LME Layer1

* May be reduged in functionality.

Layers 1x'{0 nx are the local protocol layers belonging to
the-interface between the NAU and the device.

Figure 9 — Management functions of NAU

4.42 HES application management

The management of the application-processes is responsible for managing priority conflict
ang synchronisation between application-processes, including proper initiating, monitoring
and ‘{erminating of application-processes in remote devices. For this purpose an Application
Manmagement Entity (AME) 1S defined:

Below are some examples of Application Management functions.

e Control of application-process operation

¢ Initialisation and modification of application-process parameter(s)

e Status of application-process operation(s)

e Registration and reporting of application-process performance

« Application-process operation(s) error detection to identify the demand for error control
« Application-process operation(s) error diagnostics to identify needed control activities
e Application-process operation(s) reset
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The general structure of the management of application-processes is illustrated in Figure 10.
The application-process in an HES may use the control channel as well as one or more
information channels.

‘AME }—‘ User process
|
1

| Application process
Layer 7

Layer 6

Layer 5

Layer 4

Layer 3

Layer 2

Layer 1 Layer 1

Figure 10 — Application Management

The¢ (human or user) management of the application-process resources as well as [the
application-process itself interface to the user. This'is illustrated in Figure 11.

| User

User interface

AME  j===if\User process

Application process

Layer 7

Figure 11 — User interface to the application process resources

A

devices in@ network must have defined minimum functionality of the AME.

Deyices may have additional management functionality to assist the human manager.

5 Classes
The three classes of home control systems are defined in ISO/IEC TR 15044.

Class 2 may be interpreted as an extension or a superset of Class 1 in that it has narrow
bandwidth switched channels that do not exist in Class 1 system definition.

Similarly Class 3 may be interpreted as an extension or a superset of Class 2 in that it
provides switched high-bandwidth channels beyond the requirements for a Class 2 system.

The control channel covers the requirements for all these classes.
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For Class 2 and Class 3 systems, the control channel, and Class 2 and Class 3 information
channels may exist on the same or different media in any combination. Some examples are
shown in Figure 12.

Management Application ) ASEs
(Application Service Elements)

Management Control
functions functions

1L

= Class 1 medium

Class 1 System

Management ( Application >
A 8
l L ases
Management Control Switched narrow-band
functions functions channel functions
1T
 e—
 e—
=
Class 1 medium or Class 2 medium
Class 1 channelkon class 2 medium

Class 2 System

Management < Application >
A o
I I ASEs —
Management Control Switched wide-band
functions functions channel functions
1T
e
—
Class 1 medium or Class 3 medium
Class 1 channel on Class 3 medium

Class 3 System

Figure 12 — Examples of Class 1, 2 and 3 HES
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