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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

form the specialized system for worldwide standardization. National bodies that are members of
participate in the development of International Standards through technical committees establis
respective organization to deal with particular fields of techmcal activity. 1ISO and IEC technical

i fialda of patiial intaract Oth Ay intarnatianal Araani—oo Hona aovarnmaantal and nan oy o

ISO or IEC
hed by the
committees
rnmental, in

collaborate—n-fields—ef-mutual-nterest—Otherinternational-organizations—governmental-and-ren-gove
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISQ! an
establishgd a joint technical committee, ISO/IEC JTC 1.

Internatiopal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3

The main|task of the joint technical committee is to prepare International Standards. Draft Internation
adopted Ry the joint technical committee are circulated to national bodies for voting{Rublication as an
Standard fequires approval by at least 75 % of the national bodies casting a vote.

In exceptional circumstances, the joint technical committee may propose th&\publication of a Technig
one of thg following types:

— type 1, when the required support cannot be obtained for the puhblication of an International Stand
repealed efforts;

— type 4, when the subject is still under technical developmernit or where for any other reason there
but ngt immediate possibility of an agreement on an International Standard;

— type 3, when the joint technical committee has.gollected data of a different kind from that which
published as an International Standard (“state ofthe art”, for example).

Technicall Reports of types 1 and 2 are subjectto review within three years of publication, to decide
can be tjansformed into International Standards. Technical Reports of type 3 do not necessarily
reviewed until the data they provide are.corisidered to be no longer valid or useful.

Attention [s drawn to the possibility.that some of the elements of this Technical Report may be the subj
rights. ISQ and IEC shall not be held responsible for identifying any or all such patent rights.

ISO/IEC TR 14516, whichrjis' a Technical Report of type 3, was prepared by Joint Technical
ISO/IEC JTC 1, Informatiorn’ technology, Subcommittee SC 27, IT Security techniques, in collaboratior
The identical text is published as ITU-T Rec. X.842.

d IEC have

bl Standards

International

al Report of
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is the future

is normally

vhether they
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with ITU-T.
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Introduction

Achievement of adequate levels of business confidence in the operation of IT systems is underpinned by the provision of
practical and appropriate legal and technical controls. Business must have confidence that IT systems will offer positive
advantages and that such systems can be relied upon to sustain business obligations and create business opportunities.

An exchange of information between two entities implies an element of trust, e.g. with the recipient assuming that the
identity of the sender is in fact the sender, and in turn, the sender assuming that the identity of the recipient is in fact the
recipient for whom the information is intended. This "implied element of trust" may not be enough and may require the
use of a Trusted Third Party (TTP) to facilitate the trusted exchange of information.

The role of = Tvities)
messages angl transactions are being transferred to the intended recipient, at the correct location, that messages are
received in g timely and accurate manner, and that for any business dispute that may arise, there exist @ppropriate
methods for the creation and delivery of the required evidence for proof of what happened. Services provided by [[TPs
may include [those necessary for key management, certificate management, identification and authentication support,
privilege attrjibute service, non-repudiation, time stamping services, electronic public notary services, and directory
services. TTHs may provide some or all of these services.

A TTP has t¢ be designed, implemented and operated to provide assurance in the security”services it provides, apd to
satisfy applidable legal and regulatory requirements. The types and levels of protection(adopted or required will|vary
according to the type of service provided and the context within which the business appliCation is operating.

The objectivds of this Recommendation | Technical Report are to provide:

a) | Guidelines to TTP managers, developers and operations' personnel and to assist them in the usq¢ and
management of TTPs; and

b) | Guidance to entities regarding the services perfafimed by TTPs, and the respective roles| and
responsibilities of TTPs and entities using their services.

Additional aspects covered by this Recommendation | Technical,Report are to provide:
a) | An overview of the description of services provided;
b) | An understanding of the role of TTPs anéd'their functional features;
¢) | To provide a basis for the mutual récognition of services provided by different TTPs; and

d) | Guidance of interworking between entities and TTPs.

vi © ISO/IEC 2002 — All rights reserved
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ISO/IEC TR 14516:

TECHNICAL REPORT

ITU-T RECOMMENDATION

2002 (E)

INFORMATION TECHNOLOGY - SECURITY TECHNIQUES — GUIDELINES FOR
THE USE AND MANAGEMENT OF TRUSTED THIRD PARTY SERVICES

1

Scope

Associated with the provision and operation of a Trusted Third Party (TTP) are a number of security-related issues for
which general guidance is necessary to assist business entities, developers and providers of systems and services, etc.

This includes guidance on issues regarding the roles, positions and relationships of TTPs and the entitiesyuping TTP

services,
solutions

the generic security requirements, who should provide what type of security, what the possibl
are, and the operational use and management of TTP service security.

security

This Recpmmendation | Technical Report provides guidance for the use and management of TTPsya-clear definition of

the basid

duties and services provided, their description and their purpose, and the roles and, liabilities of TTPs and

entities using their services. It is intended primarily for system managers, developers, TTP operators and enterpfise users

to select|those TTP services needed for particular requirements, their subsequent marfagement, use and operational
deploymg¢nt, and the establishment of a Security Policy within a TTP. It is not intended to‘be used as a basis forf a formal
assessmept of a TTP or a comparison of TTPs.
This Recpmmendation | Technical Report identifies different major categories 0fSFTP services including: time $tamping,
non-repufliation, key management, certificate management, and electronic nétary public. Each of these major dategories
consists ¢f several services which logically belong together.
2 Rleferences
2.1 Identical Recommendations | International’'Standards
— IT U-T Recommendation X.509 (2001) | ISO/IEC 9594-8:2001, Information technology — Open Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks.
—  ITU-T Recommendation X.810~(1995) | ISO/IEC 10181-1:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Overview.
—  ITU-T RecommendatienX:813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Non-repudiation framework.
2.2 Paired Recommendations | International Standards equivalent in technical content
—  CCITT «Récommendation X.800 (1991), Security architecture for Open Systems Interconndction for
CCITTapplications.
1SO.7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.
2.3 Additional References

— ISO/IEC 9798-1:1997, Information technology — Security techniques — Entity authentication — Part 1:

General.

— ISO/IEC 11770-1:1996, Information technology — Security techniques — Key management — Part 1:

Framework.

— ISO/IEC 11770-2:1996, Information technology — Security techniques — Key management — Part 2:

Mechanisms using symmetric techniques.

— ISO/IEC 11770-3:1999, Information technology — Security techniques — Key management — Part 3:

Mechanisms using asymmetric techniques.

— ISO/IEC TR 13335-1:1996, Information technology — Guidelines for the management of IT Security —

Part 1: Concepts and models for IT Security.

ITU-T Rec. X.842 (10/2000) (E)

1
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— ISO/IEC TR 13335-2:1997, Information technology — Guidelines for the management of IT Security —
Part 2: Managing and planning IT Security.

— ISO/IEC TR 13335-3:1998, Information technology — Guidelines for the management of IT Security —
Part 3: Techniques for the management of IT Security.

— ISO/IEC TR 13335-4:2000, Information technology — Guidelines for the management of IT Security —
Part 4: Selection of safeguards.

— ISO/IEC 13888-1:1997, Information technology — Security techniques — Non-repudiation — Part 1:
General.

— ISO/IEC 13888-2:1998, Information technology — Security techniques — Non-repudiation — Part 2:
Mechanisms using symmetric techniques.

— ISO/IEC 13888-3:1997, Information technology — Security techniques — Non-repudiation — Part 3:

AL L . . ooy L -
IVICCTIUTIILS IS M,;)llls bh))/llllllcll 149 Lﬁblllllljuﬁo.

— ISO/IEC WD 15443, Information technology — Security techniques — A framework for\Fl security
assurance.

3 Definitions

NOTH — Throughout this Recommendation | Technical Report the term entity may refer to a\human being, an orgapisation, a
hardwpre component or a piece of software.

For the purpose of this Recommendation | Technical Report the definitions given.iiCCITT Rec. X.800 and ISP 7498-2
apply: agcess control, accountability, audit, audit trail log, availability, confidentiality, data integrity, decipherment,
digital signature, encipherment, entity authentication, integrity, key, key mandgement, notarisation, non-repudiation,
security gudit, security audit trail and signature.

For the pprpose of this Recommendation | Technical Report the definitions given in ISO 8402 apply: audit/ assepsment.

For the [purpose of this Recommendation | Technical Repoft the definitions given in ITU-T Rec. [X.509 O
ISO/TEC|9594-8 apply: attribute certificate, certificate and certification authority (CA).

For the pprpose of this Recommendation | Technical Repoftithe definition given in ISO/IEC 9798-1 applies: tokpn.

For the [purpose of this Recommendation | Technical Report the definition given in ISO/IEC 9798-§ applies:
accreditafion authority.

For the [purpose of this Recommendation.)| Technical Report the definitions given in ITU-T Rec.|X.810 |
ISO/IEC|10181-1 apply: private key, public-key, seal, secret key and trusted third party.

For the [purpose of this Recommendation | Technical Report the definitions given in ITU-T Rec.|X.811 |
ISO/IEC|10181-2 apply: authentication certificate and authentication information (AI).

For the [purpose of this.Recommendation | Technical Report the definitions given in ITU-T Rec.|X.813 |
ISO/IEC|10181-4 apply:.evidence generator and notary.

For the pprpose of this-Recommendation | Technical Report the definitions given in ISO/IEC 11770-1 apply: asymmetric
cryptogrgphic technique, symmetric cryptographic technique and time stamp.

For the purpose/of this Recommendation | Technical Report the definitions given in ISO/IEC TR 13335-1 apply: asset,
authenticjity, Mmpact, IT security, IT security policy, reliability, residual risk, risk, risk analysis, risk marlagement,
safeguard, system integrity, threat and vulnerability.

For the purpose of this Recommendation U Technical Report the definitions given in ISO/IEC 13888-1 apply: non-
repudiation of approval, non-repudiation of creation, non-repudiation of delivery, non-repudiation of knowledge, non-
repudiation of origin, non-repudiation of receipt, non-repudiation of sending, non-repudiation of submission, and non-
repudiation of transport.

For the purpose of this Recommendation | Technical Report the following additional definitions apply:

3.1 attribute Authority (AA): An entity trusted by one or more entities to create and sign attribute certificates.
Note that a CA may also be an AA.

3.2 registration Authority (RA): An entity who is responsible for identification and authentication of subjects of
certificates, but is not a CA or an AA, and hence does not sign or issue certificates. An RA may assist in the certificate
application process, revocation process, or both.

2 ITU-T Rec. X.842 (10/2000) (E)
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General Aspects

A Trusted Third Party (TTP) is an organisation or its agent that provides one or more security services, and is trusted by
other entities with respect to activities related to these security services.

A TTP is used to offer value-added services to entities wishing to enhance the trust and business confidence in the
services that they receive and to facilitate secure communications between business trading partners. TTPs need to offer
value with regard to confidentiality, integrity and availability of the services and information involved in the
communications between business applications. TTPs should be able to interoperate with each other and with the

entities.

Entities should be able to choose which TTP they will use to provide the required services. Also, TTPs should be able to
choose the entities to which they will provide services.

To be eff]

Eetive; T1PS generatly stroutd:

a) operate within a legal framework which is consistent among the participating entities;
b) offer arange of services, with minimum services clearly defined;
c) have defined policies, in particular a public security policy;
d) be managed and operated in a secure and reliable manner, based on an information security maphagement
system and trustworthy IT systems;
e) conform to national and international standards, where applicable;
f) follow an accepted best code of practice;
g) publish practice statements;
h) record and archive all evidence relevant to their services;
i) allow for independent arbitration, without compromiging security;
j)  beindependent and impartial in their operation, (e.g: accreditation rules); and
k) assume responsibility of liability within definéd{imits for availability and quality of service.
4.1 Basis of Security Assurance and Trust
The use ¢f a TTP and its services depends on the\fundamental observation that the services provided by the TTP will be
trusted bly other TTPs and entities. This trust’results from the confidence that the TTP is managed correctly and its
services pire operated securely. Thereforé\it should give assurance that the TTP itself and the services it prgvides are
according to the defined policies. Especially, the security policy should cover all security aspects relat¢d to the
manager;[ent of the TTP and the operation of the services.
The conffdence can be established through evidence of the management and operational TTP aspects. Evidenge should
be giver| that the management aspects are proper and sufficient to completely achieve the objectives,| that the
managenpent system is efféctive, suitable to minimise risks and to counter threats, and the safeguards are dofumented
and undefstood by personnel, not outdated or superseded and are implemented properly.
To gain donfidence-in the management and operational aspects a TTP especially should provide evidence that:
a)/,\there is an appropriate Security Policy in place;
b) bCLUIiLy PpI U‘Uit?lllb thC bCCll dddl Cbde by d bUIIl‘UilldLiUll Uf bUIICbLiy illlpiclllCIlLCd bCLUIiLy P Ocedures
and mechanisms;
c) the operations are being carried out correctly and in keeping with a clearly defined set of roles and
responsibilities;
d) the interfaces and procedures for communicating with entities are appropriate for the functions to be
performed and are correctly used;
e) rules and regulations are followed by management and staff, and are consistent with a stated or targeted
level of trustworthiness;
f) the quality of the processes, operations and working practices have been suitably accredited,
g) the TTP meets its contractual obligations according to a formal contract with its users;
h) thereis a clear understanding and acceptance of the liability aspects;

ITU-T Rec. X.842 (10/2000) (E)
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i)  compliance with laws and regulations is maintained and audited,

j)  known threats and safeguards to mitigate those threats are clearly identified;

k) a Threat and Risk Assessment is done initially and reviewed/updated on a regular basis to ensure that

confidentiality, integrity, availability and reliability requirements are met;
1)  proper organisational and personnel measures are met;
m) the trustworthiness of the TTP can be relied upon and that it can be checked and verified, and

n) that the TTP is monitored by some type of administrative authority to oversee that its operation
its accreditation rules.

is within

Details a

Different
of streng
authentid
different
and stand

4.2

Fromac
line, on-1

Some TT]
the servi
and their

4.2.1

An in-lin

security mechanisms. In this case the entities @be unable to operate direct, secure exchanges. However, a TTP

directly
llustrate

e discussed in clause 5, Management and Operational Aspects of a TTP.

types of business and different applications will require different levels of trust and may require-differ
th for the applied protection mechanisms and procedures. For example, the level of trust require]
ption of administrative transactions may be different from that required for financial tran§actions, whid
from that required in some military applications. Different levels of trust result fromndifferent securit
ards and how well they are correctly implemented.

Interaction between a TTP and Entities Using its Services

bmmunication point of view the location of the TTP and entities can-be arranged in different configurj
ne and off-line. An example of each configuration is given in 4.2.1 through 4.2.3.

P services may be based on different configurations, therefore the configuration that is adopted will
es the TTP will be capable of fulfilling, e.g. timeliness of the exchange, denial of service, recording
characteristics, such as delay of revocation of a certificate.

In-line TTP Services

e TTP is needed when two or more -entities belong to different security domains and do not use

n the communication path between the entities can facilitate secure exchanges between these ¢
1 in Figure 1.

Entity A » In-line TTP »  Entity B

T0733300-00

ent levels
d for the
h may be
y policies

tions: in-

influence
of proof,

the same
ositioned
ntities as

Fig";e 1 —In-line TTP Service Between-Entities

In-line TTP services may include authentication, translation and privilege attribute services, and the TTP may play a role
in providing non-repudiation, access control, key recovery, confidentiality and integrity services of transmitted data.

4.2.2

On-line TTP Services

When one or both entities request an on-line TTP to provide or register security-related information, the TTP is involved
in all first time secure exchanges between the entities. However, the TTP is not required for follow-up exchanges and is
not positioned in the communication path between the entities as illustrated in Figure 2.
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On-line TTP

Entity A

A

Entity B

T0733310-00

Figure 2 — On-line TTP Service Between Entities

On-line 1]

role in prloviding non-repudiation, access control, key management, delivery of messages, time stamping, ‘confj

and integ

4.2.3

A third t
entities d|
by the en

Off-line
key recoy

4.3
ATTPc

may be p
the tasks

TP services may include authentication, certification and privilege attribute services, and the TTP m
rity services.

Off-line TTP Services

pe of configuration for the provision of TTP services is Off-line. The TTP does-not interact directly
ring the process of secure exchanges between the entities. Instead data generatéd previously by the T
tities as illustrated in Figure 3 with the dotted lines.

““““ P Off-line TTP [« - - {3y~ -

A

Entity A Entity B

T0733320-00

Figure 3 —Off-line TTP Service Between Entities

['TP services may include-authentication, certification, privilege attribute, non-repudiation, key distribj
rery services.
Interworking.of TTP Services

in offer s¢veral services, which are described in clause 7. All services may be provided by a single TT|
rovided-by more than one TTP. The services can also be provided from one or more locations. In the |

ay play a
dentiality

with the
P is used

ution and

P or they
ptter case

should b

b taken into account. Depending on the TTP architecture (responsibility and location) there may be

and\dities should be defined and stated in a formal contract, and the technical and organisationai impacts

dditional

requirements, especially securify related ones, that should be considered by the TTP management.

NOTE - Each service may have specific security requirements that should be fulfilled. Where possible, it is generally
recommended to split the management and operational aspects of a TTP into general and specific aspects related to each service. A
modular structured management system is much more easily handled if changes occur, especially the identification of security

critica

5

1 impacts when changes are made.

Management and Operational Aspects of a TTP

For the management and operation of a TTP there should exist an umbrella strategy which takes into account the issues
in the following subclauses. The commitment of a TTP to provide security related services should take the form of a
formal documented policy. It is recommended that a TTP should use guidelines for the protection of its services. General
guidelines for the management of IT security (GMITS) can be found in ISO/IEC TR 13335-1, 13335-2, 13335-3 and
13335-4 in Annexes A-H of 13335-4.
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Depending on the services provided by a TTP there are a lot of decisions that have to be made. There is a need not only
to define policies for the services, but also to define more specific policies, such as signature creation and validation
policies. Both will lead to technical implications and consequences that should be considered in advance. Additionally
there are dependencies between technical and non-technical equipment, e.g. the provision of directory services via the
Online Certificate Status Protocol or the Certificate Revocation List. All those factors will lead to technical
implementations and consequences that should be reflected in advance. An example of a security policy which deals with
public key certificates can be found in RFC 2527, "Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practices Framework".

5.1 Legal Issues

In addition to the basic accuracy of the particular services provided, e.g. accurate time for a time stamping authority, a
TTP will inherit broad-ranging responsibilities from the expectations of its users. These responsibilities will include
flawless isi iality i i ilahili ili ici cliability,
privacy, pthical (such as legitimate use), legal (i.e. laws and regulations), techniques and mechanisms, and|financial
aspects. Accidental or deliberate breaches of these responsibilities by a TTP may lead to substantial loses.by|[its users,
who will| attempt to recover these losses from the TTP. In order to manage the expectations of its users and limit its
liability, p clearly defined, legally binding contract between the TTP and its users should be establislied. As a minimum
this conttact should address the legal issues for the following topics:

a) liability;

b) privacy, especially with the respect to data protection law;

c) copyright and intellectual property;

d) use of cryptography;

e) lawful interception and lawful access;

f) legality of a binding service such as digital signatures;

g) anonymity of entities;

h) right to investigate, e.g. credentials;

i) legislative and regulatory requirements applicable to the jurisdiction and industry;
j)  the types of service to be provided,;

k) access arrangements including permitted methods of access, procedures by which users can be authorised
(and authorised users changed);

1)  procedures for problem resolution (including authorised points of contact);
m) responsibilities concerning hardware and software requirements, management and change control; and

n) arrangements for reporting, notification, and investigation of security incidents.

The TTP[s commitments and liability should be consistent with its financial capacity and warrants or pledges if received
from othpr entities. Entities 'should have a commitment that the information they provide to a TTP is prote¢ted from
disclosurp, unless otherwise-specified within their contract. Legal demands for protecting personal informatiop have to
be met By a TTP, especially those relating to the appropriate technical and organisational protection of Hatabases
containing personal-data.

Electronic commerce is international by nature and TTPs should comply with all legal obligations with respect to
national [and international laws, regulations and treaties. Compliance with some of these obligations maly have a
signiﬁcm 1 impm‘f on the deqign ar the imp]emenm‘rinn of a TTP

The concepts of liability, and the basic legal framework may differ from nation to nation. Therefore, general guidance
will need to be adapted to meet the needs of individual legal systems. In cases where national legislation regarding TTPs
is not consistent across national boundaries, TTPs who wish to allow their users to communicate across these boundaries,
should have a special contractual agreement in place to address cross-jurisdictional differences.

When TTPs are interworking across national boundaries they have to be aware of the legal consequences in such an
environment with regard to the potential differences or incompatibilities between their security policies and practice
statements.

5.2 Contractual Obligations

Formal contracts between a TTP and entities using its services should clearly state the responsibilities of the TTP, the
quality of the service to be provided, as well as the responsibilities of the entities using TTP services.
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The contract should explain the managerial and organisational policy of the TTP, as well as the operational procedures.
The TTP should also issue a Practice Statement that describes what entities may expect from the TTP services in order to
clearly define publicly the operational aspects and requirements, quality of service, ethical issues, and subscriber's fees.

The contract should specify provisions clearly describing how the TTP complies with relevant legislation and
regulations. The contract should specify the jurisdiction of operation and the jurisdiction under which disputes will be
resolved.

Accidental or deliberate errors by a TTP may lead to substantial damage to business. In order to have sufficient
confidence to use TTP services, the contract should define the limits of the TTP's liability with its users. Where
applicable, the liability should be covered by an appropriate insurance contract in case of a dispute. The required
coverage should be defined in the contract between the TTP and its users.

The contract should include a list of all matters concerning liabilities between the TTP and its users so that the users can
access adequate professional advice in order to obtain appropriate legal assistance on any matter arising from the
provisior] and use of the TTP's services.

The contract should describe the intended uses of the service and its service parameters, and should enablethe $ervice to
be withdfawn if either contracting party is using it improperly or illegally.

The confract could have provisions that clearly state that an independent and impartial parfy (arbitrator] may be
requested to assist in dispute resolution between the TTP and its users.

The confract should specify how the privacy of personal and other sensitive informdtion will be protected, and the
circumstgnces under which disclosure may occur.

5.3 Responsibilities

A TTP should define the extent to which responsibility is taken for the secure operation of its service. In addition, the
TTP shoyld delineate the extent of the liabilities that may be accepted in respect of security breaches.

The resp¢nsibilities of the TTP, as well as those of the user, should'be clearly stated in any formal contract that is set up
between fhe user and the TTP. Most responsibilities should be part'of a contract, and some should at least be defined as a
matter of{business, while others should be standard qualities‘of.service.

Other dopuments, such as those containing the definitiofof the services to be provided, the service agreement and any
technical| annexes included as attachments to the confract, also determine respective responsibilities of thp various
entities involved. These documents form part of thé’overall contractual agreement.

5.4 Security Policy

A TTP undertakes certain obligationginvoffering and operating security related services, based on confidence and trust in
the serviges being offered, and a formal documented security policy for the organisation offering the service.

A TTP's [security policy is a vital instrument to describe all essential and important activities in order to establish trust,
and to gain confidence in theymanagement of the TTP and the operation of its services. Therefore, a TTP securfty policy
should npt only cover specific security issues but also contain all TTP service related aspects. The development and
maintenapnce of a TTP’ssecurity policy should be done in a systematic and logical manner.

As discugsed indlSO/IEC TR 13335-3, Annex A, a TTP's security policy should consist of two parts:

a)_» & general security policy which expresses concisely the non-technical aspects regarding secprity and
confidence in the TTP services: and

b) a technical security policy which expresses concisely all technical aspects regarding security related
functionality and trust together with descriptions of routines, procedures, etc. related to technical aspects.

A rigorous security related evaluation of current TTP services verifies the confidence in the technical systems according
to the measure of confidence in the TTP's security policy.

A TTP's security policy is of vital importance in maintenance of confidence between systems, in specifying the basis for
continuous (internal) review and periodical (internal and external) audit of security, and confidence to the systems and
the organisation which operates the service.

The commitment of a TTP to provide a security related service should take the form of a formal and documented security
policy. The security policy should identify all relevant targets, objects and potential threats related to the services
provided and the safeguards required to avoid or limit the effects of those threats. It should describe the rules, directives
and procedures regarding how the specified services and the associated security assurance are granted.
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5.4.1 Security Policy Elements

The content of a TTP's security policy will depend upon the services provided by the TTP. The security policy should be
a framework that addresses the security issues related to various elements. The technical elements of the TTP's security
policy form the basis for a technical security related assessment. As discussed in ISO/IEC TR 13335-2, the security
policy of a TTP should include at least the following elements:

a) IT security requirements, e.g. in terms of confidentiality, integrity, availability, authenticity,
accountability and reliability, particularly with regard to the view of the information owners;

b) organisational infrastructure and assignment of responsibilities;
c) integration of security into system development and procurement;
d) awareness and training;

1 zac—aa-d diarac:
-e—direetivesandprocedures:

f)  definition of classes for information classification;

g) risk management strategies;
h) contingency planning;

1) personnel issues, with special attention to personnel in positions requiring trust such as majntenance
personnel and system administrators;

J)  legal and regulatory obligations;
k) outsourcing management; and

1) incident handling.

The implementation of a TTP's security policy covering technical, administrative and organisational requirejnents for
security ghould have special emphasis on the following requirements:

a) assurance that the TTP performs its functions in such’a way that system integrity cannot be impaired or
harmed;

b) the integrity of entity data, that it is complete, unmodified and that its source and origin can be vdrified;

c) that authorised entities are ensured the availability of and access to the services and informatioy they are
entitled to;

d) the confidentiality of sensitive and*private information entrusted by the entity to the TTP; and

e) procedures to audit the TTP!s system security.

5.4.2 Standards

TTPs shpuld use standards when relevant and applicable. Standards may include international, national, [regional,
industry pector, and corporate standards or rules, selected and applied according to the security requirements of their
organisations. The benefits)include interoperability, integrated security, consistency, portability and intqrworking
between forganisationsslf different organisations develop and use their own systems or products based on pfoprietary
standardg, there is thie potential for short-term problems of interoperability with the various approaches. Standprds need
to be examined at.two levels; detailed standards for specific technologies and their use, and standards for interoperability
between fhe different technologies.

5.4.3 | Directives-and-Procedures

Directives and procedures are required elements of a TTP security policy. They include the required rules and
regulations set up by the organisation, and the guidance procedures that are necessary for the organisation to provide
services to its users.

5.4.4 Risk Management

In order to gain an acceptable level of IT system security a TTP should implement methods for risk management. The
risk management process for security of a TTP's IT system should be based on a detailed risk analysis or a combined
approach. An assessment of all information should be done to determine the sensitivity of the information and the
appropriate levels of protection to maintain its confidentiality, integrity and availability. Threats, risks and safeguards
should be reassessed periodically. The guidance for choosing an appropriate strategy of risk analysis and a detailed
description of the risk analysis process can be found in ISO/IEC TR 13335-3. Based on the results of risk analysis
appropriate safeguards should be chosen, tested and implemented.
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5.4.5 Selection of Safeguards

The TTP is subject to many accidental or deliberate threats that may be of a natural or human origin. The TTP should be
protected against such threats with safeguards designed to reduce vulnerabilities by mitigating the impact of unwanted
incidents and/or by enhancing facilitation of recovery.

Security measures, practices and procedures should take into account all relevant technical, organisational, clerical,
commercial, human and legal aspects, and be integrated into or coordinated with the normal measures, practices and
procedures of the organisation.

Security levels, costs, measures, practices and procedures should be appropriate and proportional to the severity of
threats, potential impacts of risks and the level of assurance granted.

Detailed guidance for the selection of safeguards can be found in ISO/IEC TR 13335-4, clauses 8 to 11.

5.4.5.1 |Physical and Environmental Measures

Physical pnd environmental security controls should be implemented to protect the facility housing system resoprces, the
system fesources themselves, and the facilities used to support their operation. An organisation's physical and
environmjental security program should address the physical access control, fire protectidny supporting utilities
(electrical, plumbing and air-conditioning), protection against theft, cabling, etc.

Periodicglly, an organisation should practice business continuity planning which addresses these aspects in ord¢r to keep
its criticgl business functions operating in the event of disruptions, both large and small, or in the event of g disaster.
Business|continuity planning should include incident handling capabilities that previde the ability to react qujickly and
efficiently to disruptions in normal processing (see also 5.4.7.3, Contingency Planning).

5.4.5.2 |Organisational and Personnel Measures

An organisation should have security policies which contain ruless~directives and practices describing how gssets are
managed| protected and distributed within the organisation. All ¢pitical functions which support the business processes
should b¢ identified and documented, with personnel assigned dand ‘accountable for those functions.

An orgarfisation should have the commitment from all levels of management to support the requirements of I'T| security.
There sHould be a willingness to address IT security ‘requirements and to allocate the resources to fulfil those
requiremgpnts.

An organisation should have job descriptions defined from the view point of separation of duties and least privilege,
determin|ng position sensitivity based on the duties and access levels, background screening and employee trajning and
awareness. Appropriate assignment andNdemarcation of responsibilities should ensure that all-important ftasks are
accomplished and that they are performedin an efficient way.

An organisation should ensure effective administration of an entity's computer access to maintain system|security,
including user account management, auditing and timely modification or removal of access.

5.4.5.3 |IT Specific Measures

A TTP tHat providés'security related services relies heavily on IT systems. Therefore specific IT safeguards are peeded to
make thgm secureand proper. These specific safeguards can be divided into technical, communications and ngtworking
categoriep. Safeguards may be selected according to a detailed assessment, to security concerns and threats, or the type of
IT systenh.

a) Measures according to security concerns and threats consist of safeguards for confidentiality, integrity,
availability and accountability:

*  Confidentiality — The security of a TTP service may rely on a widely (system wide) used key, e.g.
certification keys. The protection of those keys could be realised physically by use of trustworthy
hardware and logically by shared secret schemes.

* Integrity — Sensitive information exchanged on the User-TTP interface, for on-line, off-line and out-
of-band communication modes, should be protected from alteration, interruption and blocking.

*  Availability — TTPs should implement mechanisms which guarantee their users access to TTP
services when required. The special occurrence of non-availability, i.e. denial of service, could have
a great impact on TTP activity. Appropriate mechanisms preventing telecommunications "flooding",
routing problems and disruption of service should be taken into consideration.
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Accountability — The responsibilities and accountability of all activities must be defined for TTPs
and the users of TTP services. TTPs should implement proper mechanisms so that every event and
action can be traced to the responsible entity. The accountability can be accomplished through the
use of monitoring of security audit trails, and by auditing on a regular basis. Adequate audit logs
should be maintained to provide an audit trail of all actions, transactions, processes, etc. The
ownership of sensitive information and the associated security responsibilities along with auditing,

are important to provide effective TTP services.

b) Measures according to the type of IT system consist of safeguards for access control:

*  Access Controls — The protection against the unauthorised use of TTP services can be provided by
access control safeguards. The implementation of appropriate mechanisms should be considered in

the following areas:

identification and authentication;

Details o

5.4.6

5.4.6.1

Effectivel

—  physical access control;
—  logical access control;
—  cryptography; and

—  privilege management.
h access control can be found in ISO/IEC TR 13335-4 and ITU-T Rec. X.812 OISOJEC 10181-3.
Implementation Aspects of IT Security

Awareness and Training

computer security awareness, training and education should be‘réquired by all personnel within

the TTP

organisation to gain appropriate knowledge of and be informed about(the existence and general extent of feasures,

practices
at all lev
need for
convince
disclosur
be found

5.4.6.2

The secu

TTPs sh
their trus
place for

and procedures for the security of information systems. Withiout the acceptance and involvement of
bls, a security awareness programme cannot succeed. It jsyespecially critical for management to be aw
security and to promote the awareness of security for their staff. The aim of an awareness prograrn
personnel that significant risks to IT systems do exist ‘and that information loss, or unauthorised modif

in ISO/IEC TR 13335-2.

Trustworthiness and Assurance

ity assurance granted by TTPs shouldresult from the:

TTPs-ean be found in ISO/IEC 15408 (Common Criteria).

a) selection of appropriate mechanisms, with regard to the services provided and the Security Policy;

bersonnel
hre of the
hme is to
cation or

b, could have major consequences for the organisation and its personnel. Details on awareness and training can

b) proper implementation)of these mechanisms, particularly with regard to physical security aspects,
environment, business continuity, etc.; and

c) operation of thése mechanisms, depending on the definition and respect of appropriate prpcedures,
particularly\with regard to personnel management, information classification, authorisation, incident
handling;-gtc.

uld utilise only trustworthy systems in performing their services. A formal evaluation of systems copld prove

tworthiness. Details for evaluation criteria to assist in deciding what minimum level of assurance shquld be in

Fora T

to be trustworthy, 1t must be operated in accordance with its specifications. Certification is the procedure by
which an independent party gives assurance that a product, process or service conforms to specified requirements. The
certification process consists mainly of a document review and a technical evaluation by an impartial certification body.

Such a conformity certification of a TTP will give assurance that the security claimed by a TTP is in fact provided.
Entities using TTP services therefore can use such security TTP conformance certifications as a basis for determining the
level of trust they can place on a TTP.

Depending on the TTP services to be supported, the conformity certification process should include an analysis of:

10

a) conformance to relevant national and international laws and regulations governing their status,
and performance;

b) conformance to technical standards;

¢) conformance of the Security Policy;

ITU-T Rec. X.842 (10/2000) (E)
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d) conformance to sectorial or professional specific rules; that they are well defined, implemented and

carried out both in the administrative and in the technical sense;
e) conformance to best codes of practice; and

f)  the adequacy of the security measures with respect to the threats, risks, and Security Policy.

The decision by management of an organisation to obtain a TTP conformity certification may have significant impacts
on the design and implementation of the TTP. An example of security requirements for TTPs can be found in the
German Digital Signature Act and in accompanying regulations. Certification Authorities that issue certificates to TTPs
must also obtain a conformity certification. An example of requirements for conformity certification of Certification
Authorities can be found in B.2.

5.4.6.3

Accreditation of TTP Certification Bodies

The level of trust that users can place in a TTP can be increased if the TTP certification body is accredited under a

scheme g
similar &

ISO/IEC

as compg
bodies s

The accr

to ISO/IHC Guide 61 or other similar schemes such as the European 450xx series of standards.

Accredit
but says
certificat

54.7

54.71

pditor assesses the procedural and technical aspects of TTP certification bodies management system

nothing about the services provided by a particular TTP. The TTP defines, the services they provide an
on body certifies how well they are conducted.

Operational Aspects of IT Security

Audit/Assessment

T relevance to the application. Accreditation ensures that the procedures of different TTP certification Bodies are
nd the results of certification by different certification bodies are comparable. Accreditation(is defined in
Guide 2. Accreditation of a TTP certification body means that the TTP certification body is widgly r¢cognised
tent and reliable in the provision of TTP certification services. Therefore accreditation of TTP ceftification

an additional means of providing TTP service quality assurance because accreditihg” organisations are
independent and operate according to widely accepted rules.

iccording

tion of a TTP certification body is a means of ensuring the quality of thé work of the TTP certificatjon body,

| the TTP

While evaluation is a means to prove the trustworthiness of [T Systems, audit and assessment are the mear]s to gain

confiden
services.
criteria (
and the 1

e and trust in the documented security policy and«the realised security management system offering the TTP
Evaluation is used in the context of IT system security inspections and the means to examine against gvaluation
letails can be found in ISO/IEC 15408). Auditis used in the context of management reviews or baselifie checks
neans to examine that the elements are known, documented and realised. Assessment is used in the dontext of

product/jrocess improvement and means to examine its strengths and weaknesses. All examinations are donducted

periodic

The aim
objective]
mechanis

Entities v
of securi
by extert
security,
audits be
(e.g. ann
TTP such

Ily or upon request.

ms and security controls, therefore, a TTP should have up-to-date, proper and adequate documentation|

y actually granted-by.the TTP. They may request that audits be carried out by their own internal audit

its own risks-Ot-in providing evidence of its good practice to entities. Accreditation bodies may also re|
conductedy ‘Audits can be initiated as a result of a number of different circumstances including: pe
hally), upon request, after a major change or after an incident. Audits may consider the operational as
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a).” Security Policy;

bf a security audit is to determine!whether security policies are implemented effectively and achieve the desired
5. A security audit is based“0n~“a review of the existing documents and an inspection of the implemented

sing TTP services ma¥yrequire that inspections and audits be carried out in order to check and validatq the level
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b) selection of security mechanisms;

c) implementation of security mechanisms;
d) organisation;

e) procedures;

f) change management;

g) personnel (skills, training, etc.);

h) physical security;

i)  financial aspects;

j) liability insurance, where applicable; and

k) documentation.
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Audits should be carried out according to the usual applicable professional rules and practices. In particular, auditors,
whether internal or external, should respect strict confidentiality rules. Accreditation bodies should impose directives on
how to conduct audits. When audit reports are released to the general public or entities using the TTP services, the
reports should be checked carefully to ensure that they do not contain any information that may be used to weaken the
TTP's security.

NOTE — A description and details on quality audit and assessment procedures can be found in ISO 8402.

5.4.7.2 Incident Handling

A TTP should act in a timely and coordinated manner in order to respond quickly to incidents and to limit the impact of
breaches of security. All incidents should be reported as soon as possible after the incident is detected. There should be
procedures to cope with specific security events detected by, or brought to the knowledge of the TTP, e.g. the
compromise of a secret key or a public/private key pair, or the loss of a personal security token. These procedures should

be part otthe TTP's Incident-Analysis Scheme (TAS).

Breaches of security by entities, whether accidental or intentional should be difficult, and where possible;any attempted
abuse of pccess rights by an entity should be detectable by the TTP.

5.4.7.3 |Contingency Planning
The contjnuity of TTP services should be protected from the effects of failures or disastersy There should be ajmanaged
process ip place for developing and maintaining procedures for contingencies. The continigency planning shopld cover
the folloying:

a) |dentifying critical business functions;

b) {dentifying internal and external resources that support critical functionis and services;

c) ¢hoosing a strategy for continuity;

d) gstablishing plans and procedures;

e) Implementing plans and procedures; and

f)  festing and updating plans and procedures.
Detailed [guidance on contingency planning cani®e found in ISO/IEC TR 13335-3 and several national standards
documents.

5.5 Quality of Service

General [requirements for the quality of service are: reliability, availability, user friendliness, efficiency, correct
implementation, documentation and access control.

5.6 Ethics

TTP servjices shoild’be provided and used in such a manner that the rights and legitimate interests of all entitieq involved
are respefted.

5.7 Fees

TTPs may charge subscriber's fees for the use of their services. A schedule of all relevant fees should be made available
if requested by the entities using these services, and the entities should be notified under which circumstances fees may
change.

6 Interworking

Interworking requires a number of TTPs and entities to be connected together as a network with clearly defined
interfaces, protocols and data formats to enable interworking to take place. Each TTP provides services to entities within
its own domain according to its own security policy. There are several means of interaction including: TTP-Users; User-
User; TTP-TTP; and where applicable, TTP-Law Enforcement Agency.
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A TTP could have trust agreements with other TTPs to form a network, thus allowing an entity of one TTP to
communicate securely with the entities of other TTPs. Where one TTP cannot provide all of the required services, the
trust agreements allow other TTPs to sub-contract and provide those additional services. When analysing interworking
requirements it should be noted that the legal relationship between a TTP and its subscribers is different from the one
between the TTP and non-subscribers (e.g. users who verify digital signatures based on certificates from the CA).
Examples of TTPs (CAs) interworking structures can be found in the ITU-T Rec. X.509 | ISO/IEC 9594-8.

6.1

TTP-Users

The means by which a user interacts with a TTP in order to request and receive a TTP service is known as a user
interface. Each user may interact with the TTP in different ways depending on what type of service is being offered.
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Figure 4 — Interworking of TTPs in Different Domains
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NOTE — The mechanisms used are beyond the scope of this Recommendation | Technical Report.
It has to be considered that a given security service may result from the combination of different TTPs offering
complementary services with, possibly different levels of security. Therefore, rules have to be established regarding the

assessment and rating of the level of security offered by TTPs and methods should be suggested regarding the
assessment of the level of security of a multi-TTP service.

The following discussion is relevant in cases where the TTP is a Certification Authority (CA).
CAs can be organised in either hierarchical or non-hierarchical architectures.

In a hierarchical architecture, certification paths have a hierarchy from the root CA to its subordinate CA, respectively
following its hierarchical architecture.

In a no 11;\.«1 at ph;wal art \,«LLtu\.«tuL < CA.) uuud to—eross—cet tlf_y va\.«h uﬂuA tor auuvv a ﬂ\;A;b}b e v aud um,hange Of
certificatgs. This cross certification should be done using high assurance levels and a careful code of practice. Once cross
certificat]on exists between CAs, validation paths of public key certificates can be constructed. An entity~onlyj needs to
have trugt in the verification key of one CA. This trust then extends via the certification path to the other entity's public
key issued by the other CA.

6.4 TTP-Law Enforcement Agency

The primjary stated concern of law enforcement authorities and national security agencies is that widespread use of
encrypted communications will reduce their capability to fight against crime or prevent criminal and terrorist acfivities.

Where applicable, in nations with this type of interaction, this interface provides-the means by which a law enforcement
agency chn request and receive from a TTP confidential archived information. This information will enable ¢ncrypted
communications that were lawfully intercepted, to be decrypted.

7 Major Categories of TTP Services

7.1 Time Stamping Service

A time sfamping service seals a digital document'by cryptographically binding a trusted time to it (typically fo a hash
representption of it called "message digest" or "message imprint"), thus providing a means to detect any modification,
such as backdating and avoid replay attacks ot-other forgeries.

Time stamping service relies on the-authenticity of the clock that is used, therefore, the TTP needs a time [stamping
service which uses a clock of very high'reliability, availability and trustworthiness.

A message digest may be created using techniques as described in ISO/IEC 10118-1, 10118-2, and 10118-3. Tijne stamp
tokens ar described in ISQ/IEC 13888-1.

Optionally, the TTP<{providing time stamping services should register all electronic seals in a chronological ¢rder in a
permanent archivel Also, a time stamp verification service could be provided.

7.1.1 Time Stamping Authority

A Time Stamp Authority (TSA) is a TTP that creates time stamp tokens in order to indicate that a message existed at a
particular point in time.

The TSA provides a "proof-of-existence" for this particular message at an instant in time. A TSA may also be used when
a trusted time reference is required and when the local clock available cannot be trusted by all entities. The TSA's role is
to time stamp the imprint of a message to establish evidence indicating the time before which the message was
generated. For example, the time stamp can then be used:

a) to verify that a digital signature was applied before the certificate was revoked thus allowing a revoked public
key certificate to be used for verifying signatures created prior to the time of revocation; or

b) to indicate the time of submission when a deadline is critical; or

c) toindicate the time of transaction.

14 ITU-T Rec. X.842 (10/2000) (E)


https://iecnorm.com/api/?name=2293a44525368bd4d37e4fc6891cec13

ISO/IEC TR 14516:2002 (E)

The TSA should:
a) guarantee only the trusted source of time;

b) include a monotonically (never increasing or never decreasing) incrementing value of the time of day into
its time stamp token (the time chosen to be used may be world time[GMT] or local time);

c) produce a time stamp token upon receiving a valid request from the requester;

d) include within each time stamp token an identifier to uniquely indicate the trust and validation policy
under which the token was created;

e) fime stamp only a hash representation of the message:;

f) sign each time stamp token using a key generated exclusively for this purpose and have ¢this’ prloperty of
the key indicated on the corresponding certificate (cryptographic methods other than sighing cgn also be
used);

g) include supplementary temporal information (e.g. sports or lottery results) in thextime stamp tokeh if asked
by the requester; and

h) provide a signed or otherwise verifiably secure receipt in the form of an-appropriately defined tijne stamp
token to the requester, where appropriate, as defined by policy.

Detailed [information and an example of a time stamping protocol can bé found in PKIX Part V, and also in|ISO/IEC
WD 18014.

7.2 Non-repudiation Services

TTPs mqy be involved in the provision of non-repudiation services, depending on the mechanisms used and| the non-
repudiatipn policy in force. The purpose of non-repudiation, in conformance with ISO/IEC 13888-1, 13888-2 and
13888-3,|is to provide verifiable proof or evidencedecording of data, based on cryptographic check values generated by
using syfmetric or asymmetric cryptographic _techniques, of approval, sending, origin, submission, transporf, receipt,
knowledge and delivery. One important component of non-repudiation to provide the verifiable proof is time stqmping.

There ar¢ two basic approaches that\can be used to decide whether or not a TTP is essentially required withir] the non-
repudiatipn service.

1) In conformancewith ISO/IEC 13888-2, non-repudiation services based on symmetric techniques|need an:

a) _on-lihe service for evidence generation, evidence verification, and generation of secure epvelopes;
and

b) off-line service for the personalisation of appropriate keys in a trusted cryptographic device, e.g. a

Q YA AP | 14 P |
DHTar e TarirUra-SCUUT TU y TITOUUTC S

It is important to note that non-repudiation based on symmetric techniques relies on one single key, which may be used
by a TTP in offering a notary service. The use of this key is restricted, and its distribution to entities must be controlled.

2) In conformance with ISO/IEC 13888-3, asymmetric techniques may be specified to establish mechanisms
for non-repudiation services of origin, delivery, submission and transport.

If a TTP is not directly involved in the non-repudiation service, other TTP services, such as certified key assignment,
with or without key generation, or certificate management services, can be used to set up the necessary infrastructure.

Figure 5 illustrates an example of a TTP providing non-repudiation services for entities A and B.

ITU-T Rec. X.842 (10/2000) (E) 15


https://iecnorm.com/api/?name=2293a44525368bd4d37e4fc6891cec13

ISO/IEC TR 14516:2002 (E)

Message with NRI >
Entity A . Acknowledgement with NRI Entity B
7y ~ 7y
Dispute with Request NR Services Dispute with
aledged proof Deposit NRI aledged proof
TTP

(Non-repudiation)

A 4

Adjudicator

Non—repudiationtnformation

T0733340-00

Figure 5 — Example of Non-repudiation Architecture

Additiongl details on TTP involvement in the provision of non-repudiation services can b¢ found in ISO/IEC 13888-1.

7.3 Key Management Services

In conformance with Key Management standard ISO/IEC 11770-1, key management relies on the basic sgrvices of
generatign, registration, certification, distribution, installation, storage, derivation, archiving, revocation, deregistration
and destfuction. Other security related services that may be used inelude access control, auditing, authentication,
cryptogrgphic and time stamping services.

An on-lije TTP can act as a key management server in support.of services using cryptographic techniques. Dep¢nding on
the way [the key material is generated, the service may bé arkey distribution service (when the key is genprated by
the TTP)|or a key translation service (when the key is gefterated by one of the entities and transmitted to thq other by
the TTP)

7.3.1 Key Generation Service

This seryice is invoked to generate keys in<a’secure way for a particular cryptographic algorithm. The gengration of
secret, apd unpredictable numbers with-€ertain properties is fundamental for key generation. For example, random
numbers [can be generated either by a-ctyptographically secure pseudo random number generator or by a randdm source
such as fadioactive decay. The different elements of random numbers include random number generation| random
number generation validation, demain parameter generation, domain parameter validation, key pair genergtion, and
public key validation. A usefuilintroduction to random numbers including generation methods is available in RHC 1750.

It is impgrtant that the following are considered for both symmetric and asymmetric techniques:
a) possible weak keys for the algorithm; and

b) the usage of the full key space.

7.3.2  HkeyRegistration-Serviee

In this instance the TTP is an accredited registration authority to provide the registration of keys for entities with each
registered key associated with a specific entity. This service includes the maintenance of a key register and related
information in a suitably secure manner, e.g. a public key register for an entity's public key. The public keys have to be
certified by one or more certification authorities. To increase the availability and reliability of this service certified keys
should be distributed to multiple public accessible and trustworthy directories, in which case, a periodic update of all
directories is necessary to achieve consistency. Services provided by a key registration authority are registration and
deregistration. Details on the contents of a key register can be found in ISO/IEC 11770-1, Annex B.

7.3.3 Key Certification Service

In this instance the TTP is an accredited certification authority that creates a key certificate. The certification authority
time stamps and signs public keys or attributes to make them valid and authentic in a trusted key infrastructure. Entities
using certificates have to trust the same certification authority or at least one common authority within a certification
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hierarchy. The certified keys can be generated either by a generation service of the TTP or by the key owner. The service
also includes the recertification of expired certificates. Certificates for public keys are discussed in detail in
ISO/IEC 11770-1, Annex D.

It is important to note that services of:
1) providing assurance of proof of possession of the private key by the claimed owner; and

2) providing assurance of validity of the value of the candidate public key (and validity of the values of a
candidate set of domain parameters, when appropriate),

can be invoked outside of the Certification service, as well as part of a Certification service.

7.3.4 Key Distribution Service

The purpose of a key distribution service is to distribute keys securely to authorised entities. Depending on the TTP's
security uhu_y, k\,_yo nmay have-tobeforwardedtoother—T+TP-ser Vi\.«\.«b, g a dhr \.«\.«t\_u_y serviee—Theseserviees  could be
provided|by the same or another TTP. Distribution of keys between TTPs and also between TTPs and entiti€s, g¢specially
if distribyited through insecure channels, should be protected using cryptographic protocols and mechanisms. IPetails on
different| mechanisms to distribute keys between entities can be found in ISO/IEC 11770-2. Details on| different
mechanigms regarding key agreement of secret keys and transport mechanisms for secret and publie.keys can bg found in
ISO/IEC(11770-3. Details on different mechanisms not in ISO/IEC 11770-3 can be found in ISQ/AEC 15946-3.

Accordinlg to ISO/IEC 11770-1 one special occurrence of key distribution is key translations The role of a key tfanslation
service i to translate keys for distribution between entities so that each entity shares a uniqtie key with a Key Ttanslation
Centre.

7.3.5 Key Installation Service

This servfice is always needed before a key can be used as it establishes the-kKey within a key management fagility in a
manner that protects it from compromise.

7.3.6 Key Storage Service

This servfice provides secure storage of keys intended for current or short-term use, or for backup, usually in a ghysically
separate Jocation to ensure the confidentiality and integrity, ofithe keys. It is essential that any attempted comfpromise
should bg¢ detectable.

7.3.7 Key Derivation Service

This servfice creates a potentially large number of\keys using a secret original key called the derivation key, rjon-secret
variable ¢lata and a transformation process. This derivation key needs special protection and the transformatiop process
should bp non-reversible and non-predictable to ensure that the compromise of a derived key does not didclose the
derivatiop key or any other derived key. Aspotentially large number of keys are created by the transformation process by
using an priginal key, called the derivation key, and non-secret variable data.

7.3.8 Key Archiving Service

This servfice is similar to key)storage service, however its purpose is to provide for the secure, long-term storage of keys
after normal use is discontinued. The service is intended for keys that may need to be retrieved at a much latpr date to
prove or fisprove certain claims.

7.3.9 Key Revocation Service

The purppse/of this service is to assure the secure deactivation of a key when the key is known or is suspected of being

comprontsed—Atist-of revoked-keysshould-be-distributed-regrlarly—The revoeation—eanberequested-by-thedey owner,
by another authorised person or by a trusted entity if there is any suspicion that the key has been compromised.
According to ISO/IEC 11770-1, Annex D, every stop-list entry should include the revocation time, the time of the
request and the time of known or suspected compromise. In some cases the revocation may have to meet firm time
restrictions, and there should only be a short interval between the time of the request and the distribution of the
revocation announcement. A TTP may only be responsible for revoking keys for its clients, usually by informing each
client as to which of its keys is revoked.

7.3.10 Key Destruction Service

In this instance the TTP is an accredited registration authority to provide the destruction of keys that are no longer
needed. The TTP should first provide a deregistration service to remove the association of a key with its entity. This is
followed by the destruction of the key by destroying all information related to the key so that there is no means to
recover the destroyed key. This includes the destruction of all copies of archived keys after an investigation to ensure
that no archived material protected by these keys will ever be needed again.
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7.4 Certificate Management Services

The format of a public key certificate and an attribute certificate is defined in ITU-T Rec. X.509 | ISO/IEC 9594-8. The
attribute certificate format is compatible with the X.509 certificate and is not restricted to a specific area of use. This is of
importance because it is possible to address the same "subject" (e.g. an entity) with the attributes (e.g. entity name) used

in an X.509 (public key) certificate. Additional details regarding certificate management can be found in Annex D of
ISO/IEC 11770-1.

The following subclauses describe some certificate management services.

7.4.1 Public Key Certificate Service

A Certification Authority (CA) is a TTP that provides public key certificates and takes care of the information necessary
for the revocation of such issued certificates. This is accomplished by verifying the identity of the requester before
issuing a public key certificate, which includes a limited validity period. The CA has to make sure that the requester has
the knowfledge of the private key. The CA may make sure the requester's public key completes a validation-tgst and, if
applicable, domain parameter validation tests.

The lifeclycle of public key certificates is managed by a TTP providing the services of a CA. The CAlis trusfed by its
users baded on the use of adequate cryptographic mechanisms and equipment, and on professional management and
control practices. This trust is confirmed by an independent audit function which makes the audit results avpilable to
entities. The responsibilities of the CA include:

a) identifying the entities whose public key information is presented fet ‘certification; proceflures for
describing this aspect are given in more detail in B.1, Registration Process Procedures;

b) ensuring the quality of the asymmetric key pair used to produce publi¢ key certificates;
c) securing the certification process and the private key used to sign.the public key information;

d) managing the system-specific data that are to be included:into the public key information, such as the
public key certificate serial number, certification authority‘identification, etc.;

e) assigning and checking of validity periods;

f) advising the entity identified in the public keydinformation that a public key certificate has begn issued;
the means used to convey this advice should be.independent of the method used to convey the public key
information to the CA,;

g) ensuring that all information included ‘within a certificate meets the requirements of the dpplicable
certificate policy, e.g. by ensuring that two different entities are not assigned the same identity, so that
they can be properly distinguished;

h) maintaining and issuing of revoeation lists; and

1) logging all steps involved in the public key certificate generation process.

One CA [can certify another CA's public key information to provide a public key certificate. Hence, authenticgtion may
involve g chain of public key.certificates. The first public key certificate in such a chain should be obtdined and
authenticpted by some means other than with public key certificates.
NOTH - As the recipient'of a digital signature may have had no prior contact with the CA issuing the certificate accqmpanying
that digital signature,“there is a need for a mechanism whereby the recipient can establish a level of trust in the CA. This trust is
establfshed through.the process of cross certification. Cross certification can be gained by a bilateral agreement betwegn the two
CAs, that each ok both issue the other a certificate.

Several ifsues.are considered during cross certification, including:

a)" identification processes;

b) key generation and storage processes;
c) liability;

d) revocation processes;

e) security processes; and

f) differences in policies and practice statements.

7.4.2 Privilege Attribute Service

Some privilege attributes may change more frequently than other attributes. Therefore, it is anticipated that only
attributes that are frequently used, and that are infrequently changed should be included in a public key certificate. Also,
a separate data structure (e.g. attribute certificates, tickets, etc.) should be used to "secure" those attributes that are
changed often (e.g. credit limit, access privileges, power of representation given by a company, etc.).
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Two basic approaches can be employed to "secure" attributes:

1) Tickets — a ticket is a data structure which contains several attributes and which is encrypted by a TTP.
Such tickets are used, e.g. within Kerberos (RFC 1510), and could contain an entity's identity, network
address, etc.; and

2) Attribute Certificates — an attribute certificate may or may not exist in combination with a public key
certificate. They can exist in combination because the public key associated with the public key certificate
should be used to prove that an entity is the authentic subject of the attribute certificate.

Public Key
Certificate

Attribute Attribute Attribute

Certificate
3

Certificate Certificate
1 2

T0733350<00

Figure 6 — Link Between an Attribute Certificate and a Public Key Certificate

Figure 6 jllustrates the second approach in which an attribute certificate unambiguously refers to a public key cprtificate.
More than one attribute certificate can be linked to a public key cértificate. Different attribute certificates could support
different|areas of use, e.g. personnel related issues (credit limit for electronic commerce), or authority yithin an
organisation.

When asgigning only attribute certificates a TTP is acting-as’an Attribute Authority (AA). In this case the functipnal links
between [public key certificates and attribute certificates, as described in Figure 6, will imply appropriate agreements
between [CA and AA.

7.4.3 On-line Authentication Service Based on Certificates

An on-ljne authentication TTP process behaves as a certification service for Authentication Certifidates; the
recoverability of the Authentication Certificates is possible at the next authentication exchange. Such a TTP is cpmmonly
known a4 an Authentication Server:

7.4.4 Revocation of Certificates Service

An entity authorised to.révoke a certificate and who wants to revoke its certificate, should contact the CA which issued
the certiffcate to advise-that the certificate is no longer valid. After the CA has checked the certificate's statug, the CA
generated a CRL using the signature of the CA's private key.

A CRL ik ardigitally signed list that contains the information of revoked certificates generated by the CA, which had
issued the eertificates.

Each CA must manage the CRL which contains all revoked certificates, and the CRL information must contain a unique
serial number and a revoked date of that certificate.

In another approach an on-line TTP can be used as a certificate validation server providing information on the status
(including revocation) of an identified certificate.

7.5 Electronic Notary Public Services

Notary public services are high level services that make use of a number of basic services such as time stamping,
certification, directory service, digital archiving and non-repudiation. In principle a document will be given to the TTP,
and the TTP attests or certifies this document by use of digital signatures or some other means. Part of this service may
be a directory service, where the information, such as formerly certified documents, may be retrieved from a database or
directory.
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A notary public service may attest and certify certain classes of documents, e.g. that a document existed at a certain point
in time, in order to give it credibility and authenticity. Such a service may be used for mediation of a dispute between

entities and may be authorised by some authority.

The notarisation service works like an electronic public notary. It is able to store time stamped and signed digital
documents. (Note that all of these documents have to be registered.)

There are many complex issues in the areas of evidence, notary authority and liability. The issues vary in different
jurisdictions, so formal legal advice or review is suggested in these areas.

7.5.1 Evidence Generation Service

Evidence generation consists of the TTP gathering information related to a document, message, or a security related
event on fICTWOTK OF SYSIeNT. 11113 can Mmciude:

a) the identities of the entities involved;

b) the location of the entities;

c) the data transferred;

d) method of transfer; and

e) time stamping.

Much of this information is typical of what is required to provide an audit trail:

When a TTP collects security related event data on behalf of entities; a‘similar list of information may be required for
analysis pnd study, and without identifying the originators of the-data, share the results with all entities. The details
regarding the collection of these data should be described in seryice/level agreements between the participating entities
and the T|TP.

7.5.2 Evidence Storage Service

In conformance with ISO/IEC 13888-1, evidence storage service is performed in combination with evidence trgnsfer and
retrieval pervices. The evidence stored depends en the security policy in effect.

7.5.3 Arbitration Service

If there |s a dispute, and the TTP's”dispute resolution mechanisms and procedures fail to resolve the dispute, an
adjudicator may be requested te_provide arbitration services. The adjudicator is responsible for collecting evidgnce from
disputing parties and then to fnake a decision which will resolve the dispute.

7.5.4 Notary Authority

A Notary Autherity (NA) is a Trusted Third Party that registers data at an instant of time and may also yerify the
correctngss of the specific data that was registered according to some security policy. In its basic role, a NA|acts as a
recording sefyice, while in its extended role it acts as a validation service. The Notary service may in this way ¢ontribute
to provide a non-repudiation service. when the INotaly performs veriiication, it will add information to the data that was
originally registered. This may allow entities trusting the Notary to make sure that the data has been verified according to
the security policy at a given instant in time.

As an example, a Notary may notarise a certificate according to a security policy. In that case, the NA verifies that the
certificate included in the request is a valid certificate, according to the security policy, and determines its revocation
status at a specified time. Again, it checks the full certification path from the certificate signing entity to a trusted point.
The NA may be able to rely on all relevant Certificate Revocation Lists (CRLs) and Attribute Revocation Lists (ARLs),
or the NA may need to supplement this with access to more current status information for the CA. It includes this
information, along with a trusted time, to create a notary token.

As another example, a Notary may notarise a digital signature according to a security policy. The NA verifies the digital
signature and the certification path, according to the security policy. In that case, the validity and revocation status of an
entity's public key certificate and/or the validity and the full certification path from the signing entity to a trusted point
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(e.g. the NA's CA, or the root CA in a hierarchy) will be checked according to the security policy. The NA may be able
to rely on all relevant CRLs and ARLs, or the NA may need to supplement this with access to more current status
information from the CA. It includes a trusted time and creates a notary token.

As a final example, a Notary may notarise a formatted data. The NA verifies the correctness of the data and creates a
notary token. In this case, however, data "correctness" is not only focused in scope as signature correctness; the
particular definition to be applied is therefore necessarily security policy- and datatype-dependent. For example, the data
itself may contain one or more signatures (where "correctness" relates to the validity of these signatures), or it may
contain assertions (where "correctness" relates to the truth value of these statements), or it may contain a contract (where
"correctness" relates to the legal validity of the document).

The Notary Authority may:

a) verify the correctness of the enclosed digital signature using all appropriate status information and public

1(93 r‘m‘ﬁﬁr‘nhac7 and if asked hy the rpr}npc‘rpr) prnﬂnmﬁ a Qignpﬂ notarv token nfquﬁng tothe vn]irity Ofthe

signature;

b) verify the validity of the enclosed certificate and its revocation status at the specified\time [using all
appropriate status information and public key certificates, and produce a signed notary. token aftesting to
the validity and revocation status of the certificate, if asked by the requester;

¢) include a monotonically incrementing value of the time of day or a time stamp teken into its notafy token;

d) include within each signed notary token an identifier to uniquely determine the trust and validation policy
used for this signature;

e) sign each notary token using a key generated exclusively for this\purpose and have this propefty of the
key indicated on the corresponding certificate;

f) indicate in the token whether or not the signature or certificate was verified, and if not, the rpason the
verification failed; and

g) provide a signed receipt (i.e. in the form of an apprepriately defined notary token) to the requester, where
appropriate, as defined by policy.

More dethils and an example of a notary protocol can be found in IETF Notary Protocols.

7.6 Electronic Digital Archiving Service

An electijonic digital archiving service is a seryice provided by a document recorder, at which electronic docujnents are
registeredl for safekeeping and for retention as a permanent record. The archiving of electronic documents in ¢ncrypted
form may be required in some instances, €specially where the data is highly sensitive and requires extra protectipn.

The basi¢ operations of an archival-service are:

a) storage of documients — the TTP may keep a dated version of the documents in a secure storag¢ location
for a fixed period of time; and

b) issue copies of documents — the archiving service will, upon request by an authorised entity, issu¢ a signed
copy-of.recorded documents including the date of registration.

The authe¢nticity,of recorded documents depends primarily on cryptographic techniques such as digital signaturgs.

Long term electronic archiving of documents_e g for legislative and lawfinl reasons (several years) has toltake into
account four basic issues:

a) the archiving medium might need a regular refresh, e.g. magnetic tape, CD-ROMs, etc.;

b) the technical equipment for accessing archived data may not have a sufficiently long enough life span to
continue to provide access to archived data over the full period of time for which access should be
possible. The change of equipment will lead to a backup and transfer of archived information to new
media;

c) to interpret a retrieved document correctly, it might also be necessary to provide additional information
such as the document's data format (e.g. ASCII, Postscript, and HTML), file name and creation date.
Further, software is needed that will work with those data formats; and

d) cryptographic algorithms may not have sufficient strength to withstand attack over the archive period; in
such cases alternative security techniques (e.g. physical security) are needed.
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Archival service can also be used (from an operational requirement perspective) by an organisation for document
recovery.

One aspect of archival service is an escrowing service which holds in trust electronic documents for a defined time
frame. A document should not be delivered to other entities until certain conditions are fulfilled. The security policy
should state under which circumstances an entity may get access to those documents, including legislative or lawful
interception (where applicable), and user/business access. A TTP is expected to keep a list of all escrowed documents in
chronological order.

For example, if entities A and B have a contractual agreement that requires entity A to give program source code to a
TTP to hold in trust in the event that entity A is no longer able to support or maintain the program. At a later date entity
B can obtain the program source code from the TTP to support business functions if they are affected.

7.7 Other Services

There arg several additional services which may be provided by a TTP.

7.7.1 Directory Service

In many |cases, security services rely on actual and trustworthy information, e.g. ptiblic key certificates, ceftification
revocatign lists, attribute certificates, or an extract from an electronic business registet,provided by a directory.

Before a|directory service can be established the objects under consideratioii have to be identified by givinlg them a
name. Tq identify an object unambiguously, the name, or at least the set of‘objects to be addressed, must be unique.

One optipn is to apply the OSI naming and addressing standard TTU-T Rec. X.650 | ISO/IEC 7498-3. An example for a
directory| service and its corresponding access protocols is_illustrated in ITU-T X.500-series Recommgpndations
UISO/IBEC 9594. After proper access a directory serviee ‘allows entities to query information from a|database
(a collectiion of data stored permanently on some form of sterage media).

An overdll view of a directory service architecture-is*illustrated in Figure 7. After login and successful authentication,
each quefy to request data from the directory is mediated by the Authorisation System. If the entity's access rights are in
compliance with the authorisation rules, access will be given. Otherwise, an error message can be sent to the entity.
Unsuccegsful access attempts, e.g. failed authentication, should result in a log file entry.

The Reqyiest Manager handles authorised queries. Its task is to compile the query, access the database, and dgliver the
response [to the entity. It is not necessary for all information to be located at one local database.

The following roles are involyed in the security management of a directory service:

a) the sceurity administrator is responsible for the definition of authorisation rules according to the security
policy; the range of possible authorisation rules is wide, e.g. the directory service can be| publicly
available, or restricted to a closed user group which is willing to pay for the service;
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c) the database administrator is responsible for maintaining that part of the directory which contains security
relevant information. This agent has access rights and can read, write, and remove information from the
database.

Information from the directory can be retrieved by different means:

a) Off-line Access: this method provides automatic distribution to subscribers from time to time; the time
frame should define when the next update is expected; and

b) On-line Access: this method provides distribution on request by entities; a typical example is an X.500
directory.
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Figure 7 — DirectorySérvice Architecture

7.7.2 Identification and Authentication Service

In a typigal scenario, where a distributed.architecture consists of clients and distributed or centralised servers,|an entity
gets accdss to a server from a local workstation (client). In this environment security can be provided by |using an
authenticption service that is supported by a TTP.

This seryice could include theiiititialisation and maintenance of an authentication service, as well as the op¢ration of
necessary equipment such @s an authentication server. This service can be on-line or off-line. Refer to ISO/IE(] 9798 for
details apout authentication techniques. Further security requirements have to be considered, e.g. the protection of
entities flom masquerade, data integrity, data origin authenticity, and mutual authentication between entities.

The authpntication service can include the authentication of entities (users) or the authentication of data. In mpst of the
cases an| od>linc availability of this service is needed. The service can provide the verification of certificates or
signaturek, it"can use a cryptographic authentication protocol or a message authentication code (MAC) to proviide proof
of origin or proof of delivery of data.

The most common implementation of an authentication service is the Kerberos system's ticket granting service. (For
additional information refer to Steiner et al.: Kerberos: an authentication service for open network systems in the
proceeding winter 1988 USENIX Conference, p. 191-202.)

7.7.2.1 On-line Authentication Service

When a large number of entities need to communicate, a peer to peer authentication service may use a TTP in order to
avoid each entity having to be in possession of authentication information for all entities. The on-line TTP is involved in
every authentication operation. The TTP may authenticate entity A and provide it with a certificate to be presented to
entity B, or it may verify entity A authentication information received by entity B on its behalf.
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Symmetric authentication schemes require that each entity, which wishes to be authenticated, should share a secret key
with every other entity. Instead of generating and distributing a large number of keys [n(n-1)/2 keys for a group of n
entities] an on-line authentication service could be used to reduce the number of keys. The result is that:

a) only the TTP providing the authentication service would share a secret key with every entity; and

b) each entity would share a secret key with the TTP.

Two general approaches can be employed:

a) atoken based approach. Before the entity is able to authenticate itself, the entity may request a token from
a TTP. This token is used in the authentication procedure as described in more detail below; and

b) the entity that wishes to be authenticated sends a sealed message, directly, because the verifier has no
means (no common key) to validate this message, the TTP processes this on behalf of the verifier, and
notifies him about the result.

Token Time
Generation Stamping
Service Service

v

Key
Generation
Service

Key
Distribution
Servite

T0733370-00

Figure 8 — Example for On-liné Authentication Services

A genergl model for an on-line authentication ser¥ice is illustrated in Figure 8. Such a service can be divided into two
phases:

a) Initialisation Phase: During this phase the main tasks could be the proper identification of entitief, and the
provision of keying material; and

b) Operation Phase: It istassumed that the user, entity A, has to authenticate itself to a local TTP providing
authentication ser¥ices. This service provides entity A with the necessary credentials to gain accpss to the
remote user, entity B.

In principle, this serviceqs carried out using several steps, and each step can consist of more than one message ¢xchange.
If entity A wishes to aceess an application or service provided by entity B, then entity A might go through steps|l and 2:

1) Entity)A sends a request to the authentication service provider together with its means for auth¢ntication
(6.g> password, or authentication token generated by using a smart card), requesting credentials.

2) /The authentication service provider verifies entity A's access rights, and if the conditions are fulfilled, the
respense-shall-be-atokem—which-enables-the-entity te-authentieate-itsel togainraeeessforthe-tequested
server or application at entity B's site. The token can contain a time stamp, session key, cryptographic
material for authentication and optionally, other material.

Steps 3 and 4 do not involve the authentication service provider directly. But the token which grants entity A access to
entity B's services has to be chosen according to the keying material which is shared by the authentication service
provider and entity B.

3) The token is sent from entity A to a remote entity B, which verifies the received token. This token should have
been chosen according to the keying material which is shared by entity B and the authentication service provider.
If it matches, entity B will grant access to the required service.

4) Optionally, if mutual authentication is required, entity B should authenticate itself against entity A in the same
secure fashion that entity A had done previously.

An example for such an authentication service is provided in RFC 1510.
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7.7.2.2 Off-line Authentication Service

Off-line authentication services rely primarily on asymmetric techniques in combination with certificate management
services.

The off-line TTP generates and distributes in advance, off-line authentication certificates which entity B can later use to
validate an authentication exchange. This authentication certificate can be stored in advance by entity B, or sent together
with Authentication Information (AI) by entity A at the time the authentication takes place. It can also be stored in a
repository where entity B can retrieve it when necessary.

Off-line authentication using a TTP is commonly associated with the concept of Certification Authorities. Additional
details can be found in ISO/IEC 9798-1 and ISO/IEC 11770-1.

7.7.2.3 In-line Authentication Service

1 In-line 2
Authentication
Server

Entity A

A
A

Entity B

T0733380-00

Figure 9 — Example for In-line TTP Authentication Service

In this gxample, the TTP authentication server is positioned in the communication path between both eptities as
illustrateql in Figure 9. The authentication process is split into two steps, and each<étep could consist of more[than one
message pxchange.

First, enfity A attempts to authenticate itself to a TTP. Second, if entitynA's authentication is successful,|the TTP
authenticptes itself to entity B and vouches the identity of entity A including an authentication between the(TTP and
entity B.

7.7.3 In-line Translation Service

When th¢ two entities belong to different security policy domiains, the TTP has to translate the authentication [policy of
the targef domain into that of the originating domain,.e:g”in terms of strength of the authentication mechan{sm to be
employed. This scheme may also consist of a chain of TFPs linking the two entities.

7.7.4 Recovery Services

These sefvices are optional and not commonly offered as separate services but in combination with other seryices that
may be offfered as part of doing day to day business.

7.7.4.1 |Key Recovery Services

Key recqvery, key escrow add-key encapsulation are functions of a cryptographic system that provide p backup
decryptign capability, allowing/authorised entities under certain conditions to decrypt data using information supplied by
one or mpre TTPs. ("Trusted” in this context is used to mean trusted by both the user and the authorised entity.)

The term|Key Recoveryis used in different ways depending on the context in which it is applied. For example,|it is used
in some ¢ontexts«as.a generic term covering both escrow and/or encapsulation systems. In another context it is[used as a
replacemgnt term.for escrow and/or encapsulation.

*.\“Key Escrow: In a cryptographic system using key escrow, a copy of a secret key, or the means tq generate
1t, 15 either held by an authorised TTP or may be split info two or more parts that are held by authorised
TTPs. In accordance with national law, the TTPs would make such keys or key parts available to
authorised entities.

*  Key Encapsulation: In a cryptographic system using key encapsulation, parameters to reconstruct the key
are either (a) appended to encrypted data or (b) logically associated with the encrypted data but carried or
stored in a separate physical location. In accordance with national law, the cryptographic system would
allow a third party to rebuild a key on request with help of information supplied by one or more authorised
TTPs. With key encapsulation, the TTPs do not hold the key or key parts directly, but essential
information needed in the reconstruction process.

NOTE - The differences between the various schemes depend essentially on implementation details, the infrastructure (i.e. the
functions and liabilities assigned to the TTPs) and the institutional arrangements set by national law. In any scheme, once a copy
of a secret key is reconstructed or handed over to a third party, this key can no longer be regarded as secret. For example, all
communications and stored data encrypted with this key could eventually be decrypted. Key Recovery, Escrow and Encapsulation
should only be used for confidentiality keys.
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Key recovery services enable data to be decrypted whether it is data being communicated or in storage. Typical areas of
application include those of lawful interception (where applicable), and user/business access. The main difference
between these areas of application are the prescribed conditions under which decryption of ciphertext can take place.

For example, an organisation may choose to operate a recovery service to provide keys to recover a company's business
files and information that have been encrypted by employees. The keys are employed for emergency decryption to
recover data encrypted by keys that have been lost or damaged.

There is a requirement for strong access control mechanisms, with only authorised, identified and authenticated people
with a "need-to-know" able to gain access to keys. To increase the trustworthiness and reliability of keys, they could be
stored in encrypted form or distributed to more than one location.

When providing key recovery services a TTP might combine the roles of a key generation and/or distribution agent for
its users, as well as a supplier of user keys. A TTP operating such services will also need to deal with issues such as key
revocatign, storage, retrieval and reconstruction.

7.7.4.2 |Data Recovery Services
This serviice may be fulfilled using one of two types of basic schemes:

The first|type of scheme is characterised by private or secret keys associated with entities being deposited with one or
more TT[Ps before data is encrypted for communication or storage. This key information  can be used accprding to
contractual and legislative requirements at a later time to recover data.

The secopd type of scheme is characterised by an individual using public key material related to one or more|TTPs for
encryptinjg data for the purpose of communication and storage. The encryption_procedure allows for decryptipn by the
intended |recipient. It also allows for recovery of the data according to contractual and legislative requirements using
private key material, held by one or more TTPs, and information associated'with the encrypted data.

7.7.5 Personalisation Service

The perspnalisation service includes the encryption of secure.cryptographic material in security tokens, e.g. snjart cards.
The crypfographic material encloses among others secret keys, public keys, certificates and random numbers. They have
to be wriften into a tamper resistant environment, readable only by the intended, identified and authenticated dntities. A
registratipn of the personalised token and the authoriséd owners should be provided by this service.

7.7.6 Access Control Service

An on-line TTP is able to provide access-control information in the same manner it provides authentication information
when reduested by an authorised entity.~It acts as a certification service for access control "privileges" of an| entity to
ensure that the resources of a key management system can be accessed only by authorised entities in an authorised
manner. Petails can be found in [SO/IEC 11770-1. An on-line access control TTP is known as an Access Contrgl Server.

7.7.7 Incident Reporting and Alert Management Service

Accordinlg to ISO/IEC-TR 13335, an IT security policy has to be reviewed regularly and kept up-to-date in resgonse to a
fast chanjging environment. There should be procedures to deal with specific security events detected by, or brought to
the attenfion of the TTP that is providing the incident reporting and alert management services. This servicg may be
processeq nanually or automatically.

If an incident such as fraud occurs, the detailed information about this incident is reported to the entity responsible for
reported incidents, or, that entity detects an incident by itself:

a) either of the entities could send an alert message to a TTP; or

b) a TTP could receive event information automatically, e.g. by tracing communication; or by requesting
information from other entities, e.g. detection as a result of the loss of availability.

Such an incident causes an impact for the relevant organisation, and requires analysis and study, with resolutions that
will prevent or reduce the impact of a recurrence of the incident.

When an entity reports an incident to its TTP, the TTP should provide alert management services to other entities as
provided by their service level agreements.
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