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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

Internatiopal Standards are drafted in accordance with the rules given in the ISO/IEC Directi
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Introduction

The purpose of this Technical Report (ISO/IEC TR 13335) is to provide guidance, not solutions, on
management aspects of IT security. Those individuals within an organization that are responsible fo
IT security should be able to adapt the material in this report to meet their specific needs.

The main objectives of this Technical Report are:

e to define and describe the concepts associated with the management of IT security,

o to identify the relationships between the management of IT security and management of IT in
general,

o to present several models which can be used to explain IT security, and

e to provide general guidance on the management of IT security.

ISO/IEC TR 13335 is organized into five parts. Part 1 provides anf‘overview of|the fundamental
concepts and models used to describe the management of IT security. This matgrial is suitable fc
managers responsible for IT security and for those who are responsible for an organization's overa
security programme.

Part 2 describes management and planning aspects. Itds, relevant to managers with responsibiliti
relating to an organization's IT systems. They may be;

e IT managers who have responsibility for everseeing the design, implementation, testing,
procurement, or operation of IT systems, or
e managers who are responsible for activities that make substantial use of IT systé¢ms.

Part 3 describes security techniques relevant to those involved with the management activities during
project life-cycle, such as planning, designing, implementing, testing, acquisition, or|loperations.

Part 4 provides guidance for thetselection of safeguards, and how this can be supported by the use
baseline models and contrals? It also describes how this complements the gecurity technique
described in part 3, andchow additional assessment methods can be used for the selection
safeguards.

© ISO/IEC 2000 — All rights reserved Vi
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ISO/IEC TR 13335-

4:2000(E)

Information technology
Security —

Part 4:
Selection of safeguards

1 Scope

This part of ISO/IEC TR 13335 provides guidance on the selection of safeguards, t
business needs and security concerns. It describes a process for the selection of 4
to security risks and concerns and the specific environment of ar ‘organization.
achieve appropriate protection, and how this can be supported by'the application g
An explanation is provided on how the approach outlined in this/part of ISO/IEC T}
the techniqgues for the management of IT security laid out in JISO/IEC TR 13335-3.

2 References

ISO/IEC 13335-1: 1997 Guidelines for the'Management of IT Security - Part
Models

Guidelines far the Management of IT Security - Part
Planning IT-Security

Guidelines for the Management of IT Security - Part
the Management of IT Security

Information technology - Open Systems Interconn
frameworks for open systems: Authentication framewd

Key Management - Part 1: Framework

ISO/IEC 13335-2: 1997
ISO/IEC 13335-3: 1997
ISO/IEC 10181-2: 1996

ISO/IEC 11770-1: 1996

3 Terms and definitions

For the purposes of this part of ISO/IEC TR 13335, the terms defined in ISO/IEC T
accountability, asset, authenticity, availability, baseline controls, confidentiality, datd
integrity, AT security, IT security policy, reliability, residual risk, risk, risk analysis, rig
safeguard, system integrity, threat, and vulnerability. In addition, the following terms

3.1

— Guidelines for the management of IT

pking into accoun
afeguards accorc
It shows how ta
f baseline securit)
R 13335 supports

1: Concepts and
2: Managing and
B: Techniques for

bction - Security
rk

R 13335-1 apply:
integrity, impact,
k management,
are used:

authentication

provision of assurance of the claimed identity of an entity (ISO/1EC 1U1s1-2)

3.2
identification
process of uniquely determining the unique identity of an entity

4 Aim

The aim of this part of ISO/IEC TR 13335 is to provide guidance on the selection of safeguards. This
guidance is provided for the situations where, for an IT system, a decision is taken to select

© ISO/IEC 2000 — All rights reserved
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safeguards:

e according to the type and characteristics of the IT system,
e according to broad assessments of security concerns and threats,
¢ in accordance with the results of a detailed risk analysis review.

In addition to this guidance, cross references are provided to indicate where safeguard selection can be
supported by the use of publicly available manuals containing safeguards.

This part of ISQ/AEC TR 13335 also shows how an arganization (or part of the arganization) - wide
baseline decurity manual can be produced. Detailed network security safeguards are mainly dealt with
in the dopuments referenced in the annexes A - H; ISO is currently developing several ofher
documents on network security.

5 Qverview

Clause 6 [provides an introduction to safeguard selection and to the contept of baseline sedurity.
Clauses 7[to 10 deal with the establishment of baseline security for an IT System. In order to selegt the
appropriate safeguards, it is necessary to make some basic assessmients, no matter whethgr more
detailed rigk analyses will follow later. These assessments are described in clause 7 which includgs the
consideration of:

what type of IT system is involved (e.g. a standalone PCgor connected to a network),
what dre the IT system's location(s) and surrounding environmental conditions like,
what dafeguards are already in place and/or planned, and

whethgr the assessments made provide enough iformation to select baseline safeguards forfthe IT

Clause 8 provides an overview of safeguards;to be selected, divided into organizational and physical
safeguards (which are selected according-to' security relevant needs, concerns and constraints) and IT
system specific safeguards, both groupéd into safeguard categories. For each safeguard categqry, the
most typidal types of safeguards are-described, including a brief explanation about the protection{they
are aimed at providing. Specific safeguards within these categories, and their detailed description, can
be found in baseline security documents which are referenced in annexes A to H of this document. In
order to facilitate the use of<these documents, a cross-reference between the safeguard categgries of
this document and the chapters of the various documents in the annexes is provided in a table fo each
safeguard category.

If it is decided thatthie type of assessment described in clause 7 is detailed enough for the selection of
safeguards, clause 9 provides a list of applicable safeguards for each of the typical IT sysiems
described|in/7 4. If safeguards are selected based on the type of IT system separate basellnes m|ght be
) Juired
level of security, aII that is necessary to select the safeguards applicable under the specific
circumstances, is to compare these with the safeguards already existing (or planned), and to implement
those which are not already implemented.

If it is decided that a more in-depth assessment is necessary for the selection of effective and suitable
safeguards, clause 10 provides support for that selection taking into account the high level view of
security concerns (according to the importance of the information) and likely threats. Hence, in this
section, the safeguards are suggested according to the security concerns identified, taking into account
the relevant threats, and finally the type of IT system is considered. The Figure 1 gives an overview of
the ways to select safeguards described in clauses 7, 9, and 10.

2 © ISO/IEC 2000 — All rights reserved
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Basic Assessments
(Clause 7)

Identification of the Type of
IT System (Clause 7.1)

Identification of Physical/Environmental
Conditions (Clause 7.2)

A PR ST IT=y1 (- !
ASSTSSITICTIUUT TEAISUT IUIFIGI MU oSdicyudius

(Clause 7.3)

l More

Advanced
Approach

Simple
Approach Simple or More
Advanced Baseline

Approach?

Basegline Approach: Selection of Safeguards Selection of Safeguards
A\ccording to the Type of IT System According to Security Concerns and Threats
(Clause 9) (Clause 10)
Generally Applicable Safeguards Assessment of Security Concerr|s
(Clause 9.1) (Clause 10.1)
IT System Specific Safeguards Safeguards for Confidentiality
(Clause 9.2) (Clause 10.2)

Safeguards for Integrity
(Clause 10.3)

Safeguards for Availability
(Clause 10.4)

Safeguards for Accountability, Authenticity
and Reliability (Clause 10.5)

FFigure 1 — Selection of Safeguards According to the Type of IT System
or According to Security Concerns and Threats

Clauses 9 and 10 both describe a way to select safeguards from baseline security safeguard documel
which can be applied either for an IT system, or to form a set of safeguards applicable to a range of I
systems in defined circumstances. By focusing on the type of IT system considered, the approac
i ' ity i ged, and that sor
safeguards are selected which are not necessary or not appropriate. The approach suggested
clause 10 to focus on security concerns and associated threats is likely to produce a more optimised ¢
of safeguards. Clauses 9 and 10 can be used to support safeguard selection without more detail
assessments in all instances that fall within the scope of baseline protection. However, if a more
detailed assessment, i.e. detailed risk analysis, is used, clauses 9 and 10 can still support the safegu
selection.

Clause 11 deals with the situation where it is decided that detailed risk analysis is necessary because
high security concerns and needs. Guidance on risk analysis is provided in ISO/IEC TR 13335-3
Clause 11 describes the relationships between parts 3 and 4 of ISO/IEC TR 13335 and how the resul
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of the techniques described in part 3 can be used to support safeguard selection. It also describes other
factors which might influence the safeguard selection, like any constraints that have to be considered,
any legal or other requirements which have to be fulfilled, etc. The approach considered in clause 11 is
different from the approaches described in clauses 9 and 10 in that it gives guidance for selecting a set
of safeguards that is optimised to a particular situation. This approach is not a baseline approach, but
might nevertheless be used to select safeguards to complement (i.e. add to) baseline safeguards in
some circumstances. Alternatively, this approach might be used without any relation to baseline
protection.

Clause 12 deals with the establishment of a baseline security manual (or catalogue) for the whole
organizatipn or for parts of the organization. For the establishment of a baseline security manug! (or
catalogue), the safeguards previously identified for IT systems or groups of IT systems are cansidered
and a conpmon set of safeguards is identified. Depending on security needs, concerns, and|constraints,
different Ig¢vels of baseline security can be chosen. The advantages and disadvantages are discussed in
order to fgcilitate a suitable decision for each organization.

Finally, this part of ISO/IEC TR 13335 is summarized in clause 13 and a bibliography and annexes A
to H give an overview of the safeguard manuals referenced in clause 8.

6 Infroduction to Safeguard Selection and the Concept of Baseline
Security

The following clause gives a brief overview of the topic of safeguard selection, and how and when the
concept of baseline security can be used in that process~There are two main approaches to safeguard
selection, |i.e. using a baseline approach and carrying_out detailed risk analyses. There are sgveral
different yays of conducting detailed risk analyses, one of which is described in detail|in
ISO/IEC T|R 13335-3 and is called detailed risk agalysis. Part 3 also discusses the advantages and
disadvantages of the different approaches to riskianalysis, and thus safeguard selection.

Conducting a detailed risk analysis has the” advantage that a comprehensive view of the risks is
achieved.|This can be used to select safeguards which are justified by the risks, and thus should be
implemented. This avoids the provision of too much or too little protection. As this can requiré a
consideraple amount of time, effort:and expertise, it may be most suitable for IT systems at high fisk,
whereas & simpler approach can-be considered to be sufficient for lower risk systems. Using a|high
level risk analysis can identify'thé lower risk systems. This high level risk analysis does not need tp be
a formalizgd or complex process. Safeguards for low risk systems can be selected by applying bageline
security. Baseline security.is at least the minimum level of security defined by an organization for gach
type of IT| system. This'level of baseline security is achieved by implementing a minimum set of
safeguards known-as baseline safeguards.

Because of differences in the safeguard selection process, two different ways of applying the bageline
approach ré.considered in this document:

e using a baseline approach where safeguards are recommended according to the type and
characteristics of the IT system considered, and

e using a baseline approach where safeguards are recommended according to security concerns and
threats, as well as taking into account the IT system considered.

In order to have an overview of the different parallel ways of safeguard selection this document

provides, it helps to view Figure 1 as part of a bigger picture (shown in Figure 2) which also gives an
idea of the relation between parts 3 and 4 of ISO IEC TR 13335.
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Start of Risk Analysis
Process (see also Parts
2and 3
High Level
Risk Analysis
v h 4

Detailed Baseline

Risk Approach
Analysis
(Part 3

see Figure 1
Simple or More
Advanced
Baseline
Approach
Selegction of Selection of
Safeguards Safeguards According
According to the to Security Congern
Type of IT System and Threats
Figure 2 — Ways of Safeguard Selection

The baseline-approach to be used should be chosen depending on the resources which can be spen

the selection,process, the perceived security concerns, and the type and characterigtics of the IT syste

considered. If an organization does not wish to spend a lot of time and effort on the selection of

safeguards (for whatever reason), a baseline approach suggesting safeguards without furth

assessments may be suitable. However, if the organization's business operatipns are moderat:

dependent on the IT system or service, and/or the information handled is sensitive, [t is very likely that

additional safeguards will be required. In this case, it is highly recommended that af least a high leve

Tew 1 ' ' ' ' ' tter focus of the

safeguards needed to protect the IT system most effectively. If the organization's business operatior
are heavily dependent on the IT system or service, and/or the information handled is very sensitive, th
risks may be high, and a detailed risk analysis is the best way to identify appropriate safeguards.

Specific safeguards should be identified based on detailed risk analysis where
o the type of IT system considered is not represented appropriately by the types considered in thi
report,

e itis felt that the business or the security needs are not commensurate with the solutions suggeste
in these clauses, or
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the IT system to the business.

a more detailed assessment is warranted anyway due to potential high risks or the significance of

It should be noted that even when a detailed risk analysis is undertaken, it may still be useful to apply

baseline s

afeguards to an IT system.

The first decision an organization has to make is whether to use a baseline approach on its own, or as
part of a more comprehensive risk analysis strategy (see ISO/IEC TR 13335-3). In taking this
decision, it should be noted that in using the baseline approach on its own the resultant process for the

selection

f safequards may result in less optimised security than if a wider risk analysis strateqgy

was

adopted.
and the a
deciding t

Baseline
of relevan
least the

identified

protect the
safeguard
should be
organizati
through a
a baseling

However, the lower costs and less resources needed for the selection of security safeg
Chievement of at least a minimum level of security for all IT systems, could be reasons
b follow a baseline approach on its own.

rotection for an IT system can be achieved through the identification and application of
t safeguards which are appropriate in a variety of low risk circumstances;Ji.e. they fulf
minimum security needs. For example, the appropriate baseline security safeguards ¢

bm against the most common threats. These catalogues of safeguards contain informat
categories or detailed safeguards, or both, but generally doinot indicate which safeg
applied in particular circumstances. It is possible that if an ‘organization’s (or part of
bn’s) IT systems are very similar in nature and service(pfovided, that safeguards sels
baseline approach could apply to all IT systems. Figufe 3 shows the different ways of U
approach discussed in this part of ISO/IEC TR 13335:

uards,
5 for

h set
| at
an be

hrough the use of catalogues which suggest sets of safeguards for types of IT systems to

onon
uards
an
pcted
sing
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For a particular scope

e oOrganisation,

e line of business, or
Selection according to e service, etc.

the type of IT system
(simplest approach)

(Clause 9)
Baseline
Apboad.l o
Safayuard [Catalgue Selectio_n according Safe_guards Safe_guards Safe_guar s
to security concerns for situation 1 for sjtaation 2 for situatipn n

and threats (more
refined approach)
(Clause 10)

Selection according
to detailed

assessments (tailored Apply rel_evant
approach for each baseline
situation) safeguards

in each case \ /

/]
\
Expmples:—~ Standalone Servers Processes for which
workstation connected confidentiality is a cgncern
to an internal considering the threat of use of
NetwoK Software by unauthorised users.

Figure 3 — Approaches to Safeguard Selection

If an organization decides to apply baseline security to either the whole organization or parts of it, it is
necessary to decide which parts of the organization are suitable to be protected by the same baselir
and what level of security this baseline should be aimed at. In most cases when using baselin
security, a lesser level of security should not be allowed, whilst additional safeguards should be
implemented where justified and necessary to manage medium and high risks. Alternatively, the
baseline could reflect an average level for the organization, i.e. exceptions would be permitted abov
and below the baseline if they were justified, for example, by the results of risk analysis.
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One of the benefits of baseline security is that if it is applied to a group of IT systems, a certain
security level can be relied on throughout that group. In these circumstances, it is usually most
beneficial to develop and document an organization or department-wide baseline catalogue of security
safeguards.

7 Basic Assessments

the IT system conS|dered (for example, a standalone Workstatlon or a workstation connected

network), since this has significant influence on the safeguards selected to protect the system:-Al
is helpful fo have an idea of the infrastructure, in terms of buildings, rooms, etc. Another important
factor invglved in the selection of safeguards is the assessment of existing and/or planned safeguards.
This avoids unnecessary work, and waste of time, effort, and money. Hence, it is highly-recommended
that the agsessments described in clause 7 always are used as a basis for the selection of safgguards.
When sel¢cting safeguards, business requirements and the organization’s approach to security should
be taken [nto account (see also ISO/IEC TR 13335-2). Finally, it is necessary to determine whether
these asspssments provide enough information for the selection of baseline safeguards, or wheather a
more detailed assessment (as described in clause 10) or a detailed risk analysis (as covefed in
clause 11) is necessary.

7.1

dentification of the Type of IT System

For the as
with the fq
clause 9,
from are:

standa
worksf
server

7.2

The asses
the existirn
safeguard
successfu
reader sh
need to be

¢

sessment of an existing or planned IT system, the)IT system considered should be comn
llowing components, and the components representing the system should be identifig
safeguards are suggested for each of the.components listed below. Components to ¢

llone workstation,
ation (client without shared resoutces) connected to a network,
or workstation with shared resources connected to a network,

lentification of Physical/Environmental Conditions

sment of the environment includes the identification of the physical infrastructure suppd
g and planned_IT )system, as well as related existing and/or planned safeguards. Sin
s should be compatible with the physical environment, these assessments are essenti
| selection-When considering the infrastructure, the following questions can be helpful.
buld also~think of the environment of the organization and any special circumstances
 taken-inito account.

pared
d. In
hoose

rting
ce all
Al for a
The
that

Perim

bterrand building

Where is the building situated - within its own site with a perimeter fence, or on the street at a
place with lots of traffic etc.?

Is the building single or multi-occupancy?

If multi-occupancy, who are the other occupants?
Where are the sensitive/critical areas?

Access control

Who has access to the building?

Is there a physical access control system in place?

How robust is the structure of the building?

How robust are the doors, windows etc. and what protection is afforded to them?

Is the building guarded and if so is it for 24 hours per day or only during working hours?
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Is the building and/or room housing critical IT equipment fitted with intruder alarms?

Protection in place
- How is (are) the room(s) containing the IT system protected?
What fire detection, alarm, and suppression facilities are fitted and where?

What water/liquid leakage detection, alarm and dissipation facilities are fitted and where?
Are support utilities like UPS, plumbing and air conditioning (to control the temperature and

humidity) in place?

By answering these questions, the existing physical and related safeguards can easily be identified.

is worth noting that it is not a time consuming exercise when considering a buij

Iding location to

identify issues concerning the doors, locks and physical access controls and prod
time.

7.3

After assessing the physical environment conditions and the componeénts of the I
safeguards already in place or planned for should be identified. This is necessary
existing or planned safeguard being reselected, and the knowledge of the safegus
planned helps to select further safeguards acting in combination with them
safeguards, the compatibility of the existing safeguards with the selected ong
considered. A safeguard may conflict with another or hindeér its successful operation
provided.

Assessment of Existing/Planned Safeguards

For the identification of existing or planned safeguards, the following activities can b
e have a look at documents containing_information about the safeguards (for ex
plans or concepts) - if the security process is well documented, all existing or p
and the status of their implementation should be listed there,

check with the persons responsible (e.g. IT system security officer, building man
manager) and the users as-to which safeguards are really implemented for th
consideration, and

walk through the building viewing the safeguards, compare those implemente
what safeguards should be there, and check those implemented as to whethg
correctly and effectively.

It may be determined that existing safeguards exceed current needs. In this case, ¢
be given ta removing these safeguards. If removing redundant or unnecesy
considered,_security and cost factors should be taken into account. Since safegu
other, removing a redundant safeguards might reduce the overall security in place
be che&aper to leave safeguards in place then to remove them, or, especially if the s
maintenance costs, it can be cheaper to remove them.

edures at the sai

I' system, all othe
[0 avoid an alreac
rds implemented
When selecting
s should also b
and the protectiol

e helpful:

ample, IT security
anned safeguard

ager or operation:
e IT system unde

d with the list of
br they are workir

ronsideration shot
ary safeguards
ards influence ea
In addition, it cau
hfeguards have hi

8 Safeguards

The following clause provides an overview of possible safeguards to be implemented to improve
security. Some of these safeguards are mechanisms, others can be considered as procedures, wi
ought to be in place. Organizational and physical safeguards which could be applicable for IT system:

are summarized in 8.1. Safeguards specific to an IT system are considered in 8.2.

that safeguards are described regardless of the way by which they might be selecte

It should be note
d, i.e. some of the

safeguards might be selected using any way, others might only be identified carrying out detailed ris}

analysis.

To make it easier to describe the various types of safeguards, safeguard categories have be
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introduced. The following subclauses contain a brief description of these safeguard categories, and
which types of safeguards are relevant to them. Also, references to the manuals listed in annexes A to
H (for references [A] to [H] see the bibliography at the end of this document) are provided, pointing to
where more detailed information can be found about the safeguards mentioned here.

8.1 Organizational and Physical Safeguards

At the end of this clause tables relating to each subsection show where to find additional information
about the safeguard categories mentioned.

8.1.1 IT Security Management and Policies

This safequard category contains all those safeguards dealing with the management of IT 'security, the
planning ¢f what should be done, assignment of responsibilities for these processes,'and all pther
relevant pctivities. These safeguards have already been introduced in parts’ 1 to 3 of
ISO/IEC T|R 13335. The aim of these safeguards is to achieve an appropriate and consistent leyel of
security tHroughout an organization. Safeguards in this area are listed below.
1. Corporate IT Security Policy
A written document should be developed which contains rules, directives and practices describing
how apsets are managed, protected and distributed within an orgafization. It should indicate the
need fpr, and provide guidance on the content of the IT system seeurity policy documents.
2. IT Sydqtem Security Policy
ach IT system, an IT system security policy should:be developed which describes|the
safegyards which are in place or should be implemented: The procedures to be followed to s¢cure
this syistem, and where possible a summary of the secdrity concerns and/or risks which justify the

3. IT Seq
nagement of IT security should be formalized and co-ordinated within the organizationin a
manngr appropriate to its size, for example by establishing an IT security committee and
ting a person (often an IT security«officer) being responsible for the security of each IT
system.
4. Allocation of Responsibilities
The rgsponsibilities for organization-wide IT security should be clearly documented and allocated
according to the corporate IT security policy and IT system security policies.
5. Organization of IT Security
All business processes which can support IT security (e.g. procurement, co-operation with gther
organigzations) should be\erganized to provide that support in a secure manner.
6. Asset(ldentification and Valuation
All asgets within anorganization and for each IT system should be identified, and their valu¢ to
the copduct of busthess should be assessed.
7. Appropal of IT\Systems
Approyal of IT systems should take place according to the IT security policy. The approyal
procegsishould aim at ascertaining that the safeguards implemented provide an appropriate Igvel of
protecti ket fght ing
communications.

. OUIU (a U d UU cl A Y C U UUT C LVWWUIK al U UTTUE

8.1.2  Security Compliance Checking

It is important that compliance is maintained with all required safeguards, and relevant laws,
regulations and policies, since any safeguard, regulation or policy can only be working as long as users
comply, and systems conform, with them. Safeguards in this area are listed below.
1. Compliance with IT Security Policies and Safeguards
Regular checks should be conducted to ensure that all safeguards that should be in place, as listed
in the corporate IT security policy and the relevant IT system security policy, and other relevant
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documents, e.g. security operating procedures documents and disaster recovery plans, a
implemented correctly, used correctly and effectively (including by end users), and tested, if
necessary.

Compliance with Legal and Regulatory Requirements

The compliance checks mentioned above should encompass ensuring that all legal and regulato
requirements related to the country or countries in which the IT system is located, are met. Where
this legislation exists, this includes legislation on data protection and privacy, software copying,
safeguarding of organizational records, misuse of IT systems or cryptography.

4.2 1 o | Ll Ll
Lo ITICIUCTIU 1Al Uty

Everybody in the organization should be aware of the need to report securitydincidents, including
software malfunctions, and identified weaknesses, as quickly as possible, The drganization shoul

provide a reporting scheme which makes that possible. Incident handling ineludes:
1.

Reporting of Security Incidents

Each employee should be aware of the commitment to report seeurity incidents.
be identified and reported by tools. In order to facilitate effective incident hang
scheme and contact points within the organization should béqrovided by the org
2. Reporting of Security Weaknesses
If users are noting any security relevant weaknessés;~they should report th
responsible as soon as possible.
3. Reporting of Software Malfunctions
If users are noting any security relevant software malfunctions, they should r
person responsible as soon as possible.
4. Incident Management

detection and reporting, and appropriate reaction to the incident. Informatio
should be collected and evaluated to avoid incidents in the future and limit th
occur.

8.14 Personnel

Safeguards in this category should reduce the security risks resulting from error
unintentional breakingCof security rules by personnel (permanent or contracted).
area are listed below;
1. Safeguardsfor.Permanent and Temporary Staff
All employees should be aware of their security roles and responsibilities. All
procedures, which should be followed by the personnel, should be stated
Employees should be subject to recruitment checks before employment, an
agreement should be signed if that is necessary.
2. . Safeguards for Contracted Personnel
Contracted personnel (e.g. cleaning or maintenance staff) should be controll¢
other visitor. Contracted, certainly long-term, personnel should sign a confide

Incidents can als
lling, a reporting
anization.

em to the perso

bport them to the

A management process should be in‘place that supports the protection against incidents, the

N about incidents
b damage, if they

5 or intentional ol
Safeguards in thi

security relevant
| in a document
I a confidentiality

bd, as well as an
htiality agreement

ACTCTOY

3. Security Awareness and Training

All personnel who use, develop, support and have access to IT equipment should receive regule
security awareness briefings and material. This should ensure that the personnel are aware of tt
importance of the information processed to the business, associated threats, vulnerabilities an
risks, and thus understand why safeguards are needed. Users should also be trained to use
facilities correctly, to avoid errors. For selected personnel, e.g. IT security officers, security
administrators, more specific security training might be necessary.

Disciplinary Process

All employees should be aware of the consequences of an (intentional or unintentional) violation
of the organization-wide and specific IT system security policies or any other documented security
agreement.
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8.1.5 Operational Issues

Safeguards in this area aim at all procedures maintaining the secure, correct and reliable functioning of
the IT equipment and related system(s) used. Most of these safeguards can be realized by
implementing organizational procedures. Operational safeguards are necessary in combination with
other, for example, physical and technical, safeguards. Safeguards in the area of operational issues are
listed below.

1.

12

Configuration and Change Management

Configuration management is the process of keeping track of changes to IT systems. Its primary
security goal is to ensure that changes to IT systems do not reduce the effectiveness of safeguards
andth ectrity provided- anroe arracene a . ihtteto etetentificatiorno new
security implications when changes occur to IT systems.
Capagity Management

Capadity management should be used to avoid failures due to inadequate capacity. Ruture capacity
requiregments and current trends should be taken into account when assessing the capacity
necesgary for an IT system.
Docurpentation

All aspects of IT configurations and operations should be documented te)ensure continuity [and
consistency. The security of an IT system also needs to be documentediin the IT system segurity
policy] security operating procedures document, and business continuity strategy report(s)| and
plan(s). The documentation should be current and accessible.
Maint¢nance

IT egyipment should be correctly maintained to ensure its centinued reliability, availability and
integrify. All security requirements that have to be met by tfie maintenance providers should be
fully dpcumented in the maintenance contracts. Maintenance should take place in accordancg with
the supplier's contract, and should only be done by authorized personnel.
Monitgring Security Relevant Changes

Changes to the impacts, threats, vulnerabilities;~and risks and their associated charactefistics
should be monitored. The monitoring should”include both existing and new aspects. The
enviropment within which the system is located should also be monitored.
Audit Trails and Logging

Auditing and logging capabilities of servers (for example, audit trail recording and analypis
faciliti¢s), networks (for example, théJauditing facilities of firewalls or routers) and applicatiohs
(for ekample, the auditing facilities of messaging applications or transaction procesging
applications) should be utilised\to record details of security relevant events. This includes details
of reaflily identifiable unauthorized or error events and details of apparently normal events that
may need to be analysedvat a later date. Audit trails and logs should be regularly reviewed to
detect| unauthorized activities and allow appropriate corrective measures to be taken. Events in
logs should also be ‘analysed for repetition of similar events that may indicate the presenge of
vulnerpbilities op-threats for which inadequate safeguards are present. Such analysis may| also
reveal|patternsinapparently unrelated events which may allow identification of people perfornjing

unauthorized-activity or the root cause of a security problem.
NOTE | Inthis/text ‘auditing capabilities’ of systems and applications and ‘logging capabilities’ are used to mean|the

same tHingi Whilst such capabilities can be used to support broader audits of financial integrity they only meet part of
the requiTeme or suciTactivity and the Teade outd e aware of S terminotogy USage.

Security Testing

Security testing should be used in order to ensure that all IT equipment and all related software
components are operating in a secure manner. Security testing should encompass the security
requirements defined in the IT system security policy and test plans, and acceptance criteria
should be established to demonstrate that the required level of security is achieved.

Media Controls

Media controls include a variety of safeguards to provide physical and environmental protection
and accountability for tapes, discs, printouts, and other media. This includes marking, logging,
integrity verification, physical access protection, environmental protection, transmittal, and secure
disposal.
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9. Assured Storage Deletion
The confidentiality of information previously written to a storage device should be preserved if the
information is no longer required. It should be ensured that files containing confidential material
are erased and physically overwritten or otherwise destroyed — the activation of delete functions
does not always do that. Facilities approved by the responsible personnel (e.g. the IT securit
officer) should be available for the users to be used for complete and secure deletion.

10. Segregation of Duties
In order to minimize the risks and the possibilities of misuse of privileges, segregation of duties
should be applied where required and possible. In particular duties and functions which, in
combination, can lead to the circumvention of safequards or audits, or to an undue advantage fc
the employee, should be kept separate.

11. Correct Software Use
It should be ensured that no copyrighted material is copied, and that the license agreements a
obeyed for proprietary software.

12. Software Change Control
Software change control should be applied to maintain the integrity’ of software when changes are
made (software change controls applies only to software, whereas configufation and chang
management described in safeguard area 1. of this clause applies to IT [systems and the
environment as a whole). Change control procedures for software that manage all changes ar
ensure that security is maintained throughout the whole process should b% established. Thi
includes authorization for changes, security consideration for intermediate solufions, and securit)
checks of the final solution.

8.1.6  Business Continuity Planning

In order to protect business, especially critical’business processes, from the effects
disasters and to minimize the damage:caused by such events, an effective |
including contingency planning/disaster recovery, strategy and plan(s) should
includes the following safeguards.

of major failures ¢
usiness continuit
be in place. This

ategy should be
identified potenti

cluding plans for
to ensure that it i

bers of the staff.

never necessary.

f important syster

the importance o
red securely anc

1. Business Continuity Strategy:
A business continuity, in¢luding contingency planning/disaster recovery, sti
formulated and documented related to the IT system considered, based on the
adverse business impacts from unavailability, modification and destruction.

2. Business Continuity, Plan
Based on the(business continuity strategy, business continuity plan(s), in
contingency.and disaster recovery, should be developed and documented.

3. Testing and:Updating the Business Continuity Plan
Before(being accepted, a business continuity plan should be thoroughly tested
workihg under 'real life' circumstances, and that it is known to all relevant menj
Sihee business continuity plans can become out-of-date quickly, it is important that they are
updated regularly. The business continuity strategy should also be updated whe

4.~ Back-ups
Back-ups should be made of all important files and other business data and o
IJIUgIaIIID al IuI dUbulllUlltatiUll. Tilc fl cqucllby Uf ba\,k-upb bhuuiu‘ IUC iII “IIU VVit:I
the information and the business continuity plan. Back-ups should be sto
remotely, and recovery checked regularly for reliability.

8.1.7  Physical Security

Safeguards in this area deal with physical protection. They should be considered in combination witt
the identification of the environment discussed in 7.2. Several of the following items apply to

buildings, secure areas, computer rooms and offices. The safeguard selection depends on which part
the building is considered. Safeguards in this area are listed below.
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1. Material Protection
Physical safeguards to protect a building include fences, physical access control, strong walls,
doors, and windows. Secure areas within a building should be protected from unauthorized access
by physical access controls, guards, etc. Secure areas might be necessary for IT equipment, such
as servers, and associated software and data, supporting important business activities. Access to
such secure areas should be limited to the minimum number of personnel necessary, and details
recorded in a log. All diagnostic and control equipment should be securely stored and the use
should be strictly controlled.

2. Fire Protection
Equipment and surrounding areas, including access to them, should be protected against the spread
of fire| from elsewhere in the building or adjacent buildings. Fire hazards in the vicinity pf
roomsfareas containing equipment should be minimized. There also should be protectien.adainst
fires sfarting within and/or affecting all rooms/areas containing key equipment. Safeguards shpuld
includ¢ fire and smoke detection, alarms and suppression. Care should be taken’that the fire
protection does not lead to damage of IT systems from water or other extinguishing,means.

3. WaterfLiquid Protection
Essential facilities should not be sited in any area where serious flooding or water, or other liquid,
leakage is likely to occur. Appropriate protection should be provided whefe a significant threat of
floodirg exists.

4. Natural Disaster Protection
Buildings containing key equipment should be protected against the effects of lightning. Also, [the
key equipment itself should be protected against the effects ofZhightning. Protection against gther
natural disasters can be achieved by avoiding areas where these are likely to happen (if posgible)
and by having business continuity strategy and planning jn place.

5. Protegtion against Theft
To aclpieve stock control, all items of equipment should be uniquely identifiable and an inventory
maintdined. Security guards/receptionists should be‘encouraged to check for equipment or media
leaving rooms/areas or the building without authorization. Sensitive information and proprietary
softwgre held on portable media (e.g. floppy discs) should be protected appropriately.

6. Power and Air-conditioning
All IT equipment should be protected frem power failures, if necessary. A suitable power supply
should be provided, and an uninterruptable power supply should be introduced, if necessgary.
Another aim of protection should be t6 ensure admissible temperature and humidity.

7. Cabling
Powerl and communication cabling carrying data or supporting IT services should be protefted
from interception, damage and overloading. Cabling should be physically protected agdinst
accidgntal or deliberate-damage, and selected and laid appropriate for its purpose; careful plapning
taking|into account future developments can avoid a lot of problems. Wherever justified and
possiljle, cables should be protected against wiretapping.
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Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baseling] Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesworkstationsinformation
Management Features for Technology
and Healthcare Security
haonica Lafarnaation.
System}
1. Corporate IT 3.1 -- 1.1,1.2 51 *3.1.1 3 e 5.1,5.2
Security Policy
2. IT Syptem Security -- -- 1.1,1.2| 52,53 *3.1.1 3 -- 52,53
Policy
3. IT Segurity 4.1.1,4.1.2 - 1.1,1.2 6 *3.1.1 4 2.1 6
Management
4. Allocation of 4.1.3 -- 1.3 24,25,3 *3.1.1 4 21 24,253
Respopsibilities
5. Orgapization of IT 4.1 -- 1.2 3.5 - 4 2.2 3.5
Security
6. Asset Identification 5 -- 2.2 7.1 3 56,7.1 5.1 7.1
and Valuation
7. Approval of IT 4.1.4 -- -- 8 5 -- 6.7 8,9
Systems
! * stands for any number between 6 and 11.
Table 8]1.2 - Security Compliance Checking
Code of ETSI IT NIST Security TC 68 |Recommer] Canadian
Practice for| Baseline | Baseling] Computer| Categori- |Information dations for|[ Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security |.Standard -| Manual | Handbook| Protection | Guidelinesworkstationglinformation
Management ,Features for Technology
and Healthcare Security
Mechanism Information
System}
1. Compliance with 12.2 -- 1.2 10.2.3 -- 10.2 7.1,7.2 9.4,10.2.3
IT Se(i.lrity Policies
and Safeguards
2. Compliance with 12.1 -- 3.1,3.2| 6.3,10.23 6.3.11 8.18,10.2 8.1 15,29
Legal and 10.2.3
Regulatory,
Requirentents
15
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Table 8.1.3 - Incident Handling

Code of ETSI IT NIST Security TC 68 |Recommen- Canadian
Practice for| Baseline | Baselineg Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesjworkstationginformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
Systems
1. Reporting of 6.3.1 -- M2 12 -- 104 -- 12
Security |ncidents
2. Reporting of 6.3.2 -- M2 12 -- 104 - 12
Security
Weaknegses
3. Reporting of 6.3.3 -- M2 12 -- 104 -- 12
Software
Malfunctipns
4. Incident 8.1.3 -- M2 12 -- 104 -- 18.1.3
Management
Table 8.14 - Personnel
Code of ETSI IT NIST Security TC 68 |Recommen- Canadian
Practice for| Baseline | Baselinel. Computer| Categori- |Information dations for| Handbook
Information | Security |Protectiaff’ Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesiworkstationsinformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
Systems
1. Safeguards for 6.1 -- 3.2, M3 10.1 *3.9 9.2 4.1,2.2 10.1
Permanent and
Temporafy Staff
2. Safegugrds for 6.1 -- - 10.3 *3.9 9.2 41,2.2 10.3
Contracted
Personngl
3. Securityf AwarenegS. 6.2 - 1.2,M3| 13,10.14 * 3.9 9.1 4.2,2.2 13, 10.1.
and Trainjing
4. Disciplinary 6.3.5 -- 3.2, M3 -- *3.9 9.2.6 221 131
Process
! * stands'for any numberbetweentand-1i:
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Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baseline Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesjworkstationsinformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
System$
1. Configuration and| 8.2, 10.5 -- -- 14.3,8.4.1 -- 7.4 9 14.3,8.4.1,
Change 8.4.4
Management
2. Capdcity 8.2.1 - -- - - - ‘- -
Management
3. Documentation 8.1.1,8.6.8 -- M2 14.6 -- 8.4.6,85H.7, -- 14.6
87
4. Mainfenance 7.2.4 -- M2 14.7 * 3.6 8.1.4, 6.5 14.7
8.10,5, 10.1
5. Moniforing -- -- 1.2 7.3.3 -- 7.4,8.1.3 6.7 7.3.3,8.4.4
Security Relevant 8.2.5,8.3.7
Chandes
6. Audit|Trails and 8.4 -- M2 18 £- 7.3,8.1.8 6.7 (18)
Loggirjg 8.2.10,8.9.6
7. Secufity Testing -- -- M2 8.4.3 -- 8.3.5 6.7, 3 8.4.3
8. Medigq Controls 8.6 -- 8, M2 145 *3.5 8.4-8.14 5 14.5
9. Assufed Storage -- -- M4 -- -- 8.1.9 6.3,5 14.5.7
Deletign
10. Segregation of 8.14 -- M2 -- -- -- -- 10.1.1
Duties
11. Cortect Software 12.1.2 -- M2 -- *.3.8 8.3 6.3 14.2
Use
12. Software Changel10.5.1, 10.5.8 -- M2 -- * 3.8 8.3.7 6.3 8.4.4,14.2
Contrdgl
! * stands for any number between.6:and 11
Table 8|1.6 - Business Continuity Planning
Code of ETSI IT NIST Security TC 68 |Recommer] Canadian
Rractice for| Baseline | Baselingl Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zation and| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesworkstationginformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
Systems
1. Business 11.1.1,11.1.2 - 3.3,M6 11.2,1138, *3.3 8.19,8.1.7 7.3, 11.2,11.3,
Continuity Strategy| 11.4 8.4.5,855 7.4, 11.4
8.6.5,8.7.5, 7.5
2. Business 11.1.3,11.1.4 -- 3.3, M6 11.5 * 3.3 8.8.3, -- 11.5
Continuity Plan 8.19
3. Testing and 11.15 -- 3.3, M6 11.6 *3.3 8.19 -- 11.6
Updating the
Business Continuity
Plan
4. Back-ups 8.4.1 - 3.4 14.4 *3.2.4 -- 7.1,7.2 14.4
! * stands for any number between 6 and 11.
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Table 8.1.7 - Physical Security

Code of ETSI IT NIST Security TC 68 |Recommen- Canadian
Practice for| Baseline | Baselinel Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesjworkstationginformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
System$
1. Materia|-Rrotection waE 4.1 151 x*312 811 868231 344 15.1
4.3, 8.9.1
M1
2. Fire Prgtection 7.2.1 -- -- 15.2 *3.1.4| 8.1.1,8.621, 3.2,/7.5 15.2
8.9.1
3. Water/Ljquid 7.2.1 -- M2 155 *3.14 | 8.1.1,86. 075 15.5
Protectiop 8.9.1
4. Natural Disaster 7.2.1 -- M2 154 *3.14 | 8.1.1)862, 7.5 154
Protectiop 8.9.1
5. Protectipn against 7.1 -- 1.2 15.1 *3.1.3 | 81.1,8.6/23.3,3.4,4 15.1
Theft 8.9.1
6. Power gnd Air- 7.2.2 -- M2 15.6 * 3.4 8.1.1,8.6.2, 3.2,7.3 15.6
conditionjng 8.9.1
7. Cabling 7.2.3 -- 4.2, M1 -- -- 8.1.1,8.6|2, 8.2 15, 15.1,
8.9.1 15.7
! * stands|for any number between 6 and 11.
8.2 IT System Specific Safeguards
At the end of this clause tables relating to each subsection show where to find additional informgtion
about the safeguard categories mentioned.
8.2.1 Identification and Authentication (I&A)
Identification is the means by which a user provides a claimed identity to a system. Authenticatign is
the meanp of establishing the validity of this claim. The following ways are examples of how|to
achieve I1&A (other ways of classifying I&A mechanisms are possible).
1. 1&A Based on Something the User Knows
Passwords are the mostitypical way to provide 1&A based on something the user knows linked
with afuser identification-process. The allocation of passwords and their regular change should be
controjled. If users+are’choosing the passwords themselves, they should be aware of the common
rules for passweord design and handling. Software can be used to support this, for example by
limiting the use)of common passwords or patterns and characters. If it is necessary or wa 1ted,

authentication can also be used for remote &A.

I&A Based on Something the User Possesses

Objects that users possess for the purpose of I&A can be memory tokens and smart tokens. A
common application of memory tokens is the magnetic material on the back of a credit card.

Authentication is provided based on something the user possesses (the card) and something the
user knows (the PIN). Typical examples of smart tokens are smart cards.

I&A Based on Something the User Is

Biometric authentication technologies use the unique characteristics or attributes of an individual

to authenticate the persons identity. This could be fingerprints, hand geometry, retina pattern, as
well as voice patterns or hand-written signatures. Relevant details can be securely stored on smart
cards, or a system.

18
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8.2.2

ISO/IEC TR 13335-

Logical Access Control and Audit

Safeguards in this area are implemented to

restrict access to information, computers, networks, applications, system re
programs, and

record details of error and user actions in audit trails and analyse the details re
detect and handle security breaches in an appropriate manner.

4:2000(E)

sources, files ani

corded, in order ti

A common means to enforce access control is to use the I&A details linked to access control lists
defining what files, resources, etc. a user is permitted to access, and what form that access can tal
Safeguards in the area of logical access control and audit are listed below.

1.

ATCESS ComMrot Poticy

For each user or group of users, there should be a clearly defined access-¢
policy should grant access rights according to the business requiremenits, s
productivity and the 'need to know' principle. The general idea should-be: 'g

ontrol policy. Thi:
ich as availability
s many rights as

necessary, as few rights as possible'. The allocation of access rightsyShould take into account tf

organization’s approach to security (for example, open or restrictive)and culturé
needs and gain user acceptance.

User Access to Computers

Access control to computers is applied to prevent any unauthorized access to a
be possible to identify and verify the identity of each_ authorized user, with bof
unsuccessful attempts logged. Computer access control can be aided by pa
other 1&A method.

User Access to Data, Services and Applications

Access control should be applied to protectthe data and services on a con
network from unauthorized access. This.¢an be done with help of appropriate
(see 8.2.1), the appropriate interfaces¢between networked services, and the ¢
network which ensures that only authorized access to IT services can takg
allocation of rights). To prevent unauthorized access to applications, role-based
allows access according to the.business functions of the users, should be introd
Reviewing and Updating Access Rights

All access rights given tocusers should be reviewed regularly and updated

business needs for access have changed. Privileged access rights should
frequently to ensure that they are not misused. Access rights should be withdra
they are no longer pecessary.

Audit Logs

All work done-with IT support should be logged and these logs should be inspeq
includes successful and unsuccessful attempts to log into a system, logging
functiops.of the system used, etc. Faults should also be logged, and these logs
regularly. These data should be used in accordance with data protection and

b to fulfil business

computer. It shoul
h successful and
sswords, or by al

hputer or within ¢
I&A mechanisms
onfiguration of th
place (restrictive
access control th
iced.

if the security or
be reviewed mc
jwn immediately if

ted regularly; this
of access to dat
should be review
privacy legislation

forexample, they may only be stored for a restricted duration and only be used for the detection of

security violations.

8.2.3

Malicious code may be introduced into systems through external connections and through files an
software introduced from portable disks. Malicious code may not be detected before damage is don
unless suitable safeguards are implemented. Malicious code may result in compromise of securit
safeguards (e.g. capture and disclosure of passwords), unintended disclosure of informatior
unintended changes to information, loss of system integrity, destruction of information, and/or
unauthorised use of system resources. Malicious code can be of the following types:

e Viruses,

e worms, and

e Trojan horses.

Protection against Malicious Code
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Malicious code carriers are:

e executable software,

o data files (containing executable macros, e.g. word processing documents or spreadsheets),
e active contents of World Wide Web pages.

Malicious code can propagate via:

o floppy discs,

other removable media,

electronic mail,

networks,

downlepads:

Malicious [code may be introduced as a result of a deliberate action by a user, or by system level
interactions that may not be visible to users. Protection against malicious code can be achieved by the
use of the[safeguards listed below.
1. Scanrfers
Differgnt forms of malicious code can be detected and removed by special scanning softwarg and
integrify checkers. Scanners can work in off-line or on-line modes. On-line-operation of a scanner
provides active protection, i.e. detection (and possible removal) of malicious code before [any
infectipn takes place and damage is done to the IT system. Scanners.are available for standjalone
computers, workstations, file servers, electronic mail servers and:firewalls. However, users|and
admin|strators should be made aware that scanners cannot be (relied upon to detect all malicious
code (or even all malicious code of a particular type) because-new forms of malicious code| are
continpally arising.

2. Integrity Checkers
Typicdlly, other forms of safeguard are required to augment the protection provided by scanners.
For eample, checksums can be used to check whether a program has been modified. Intggrity
checking software should be an integral part of technical safeguards providing protection agginst
malicipus code. This technique can only be _used for data files and programs that do not keep
status|information for further use.

3. Remo)able Media Circulation Control
Uncortrolled circulation of media (especially floppy discs) can lead to an increased risk| of
introdyicing malicious code to an organization’s IT systems. Control of circulation of media can|be
achieyed by the use of:

e special software,
e procedural safeguards (se€ below).

4. Procefural Safeguards
Guidelines for users and/administrators should be developed outlining procedures and practiges to
minimise the possibility for introducing malicious code. Such guidelines should cover loading
games and otheneXecutable software, use of various type of Internet services, and importing|files
of varying types: Independent reviews of source or executable code should be made When
necesgary.-Security awareness training and disciplinary actions and related procedures should be
in plage for-not following the documented malicious code prevention procedures and practices

8.2.4  Network Management

This area includes topics of planning, operation and administration of networks. The proper
configuration and administration of networks is an effective means to reduce risks. 1ISO is currently
working on several documents containing further information about detailed safeguards for network
security. Safeguards in the area of network management are listed below.
1. Operational Procedures
The establishment of operational procedures and responsibilities is necessary to ensure the correct
and secure operation of networks. This includes the documentation of the operating procedures
and the establishment of procedures to react to security relevant incidents (see also 8.1.3).
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2. System Planning
In order to ensure reliable functioning and adequate network capacity, advanced planning ant
preparation, and monitoring (including of loading statistics) is necessary. Acceptance criteria for
new systems should be applied and changes should be controlled and reacted to (see also 8.1.5).

3. Network Configuration
An appropriate network configuration is essential for its reliable functioning. This includes a
standardized approach for the configuration of servers throughout the organization, and, ven
important, good documentation. Furthermore, it should be ensured that servers used for speci
purposes are only used for these purposes (e.g. no other tasks should run on a firewall), and th
sufficient protection from failure is in place.

4. Network Segregation
In order to minimize the risks and the possibilities of misuse in a network.in.ogeration, business
areas dealing with critical business issues and information should be Kept separate, logically o
physically. As well, development facilities should be separated from gperational facilities.

5. Network Monitoring
Network monitoring should be used to identify the weaknesses within the jexisting network
configuration. It allows for reconfiguration caused by traffic analysis and helps to identify
attackers.

6. Intrusion Detection
Attempts to gain entry to systems or networks and. successful unauthorized entry should be
detected so that the organization can respond in an-appropriate and effective manner.

8.2.5  Cryptography

Cryptography is a mathematical means of transforming data to provide security.
many different purposes in IT security, for‘example, cryptography can help to provi
and/or integrity of data, non-repudiation;;and advanced I&A methods. When apply
care should be taken to comply with all-laws and regulations in this area. One of t
aspects of cryptography is an adeguate key management system, which is discuss
ISO/IEC 11770-1. Further information about classes of cryptographic applications
in annex C of ISO/IEC 11770@:1. The use of cryptography for I&A is discusseq
stamping services can be. used to support several applications of cryptograph
different ways of using cryptography are discussed below.
1. Data Confidentiality,Protection
In circumstancés)where preservation of confidentiality is important, e.g. where
particularly sénsitive, safeguards should be considered to encrypt informati
communjeation over networks. The decision to use encryption safeguards shoul
relevant government laws and regulations,
the requirements of key management and the difficulties that need to be o
that real security improvements are achieved without creating new vulnerab
the suitability of the encryption mechanisms used for the deployment situati
of protection required.
Data Integrity Protection

t can be used fo
de confidentiality
ing cryptography,
ne most importan
ed in more detail
can also be founc
in 8.2.1. Time
¢ safeguards. Tt

the information is
bn for storage ol
i take account of:

yercome to ensur
lities, and
bn and the degree

N circumstances where preservation of integrity of stored or processed data is important, hasl
functions, digital signatures and/or integrity safeguards should be considered to protect stored c
communicated information. Integrity safeguards (for example using so called message
authentication codes (MACS)) provide protection against accidental or deliberate alteration,
addition or deletion of information. Digital signature safeguards can provide similar protection to

safeguard message integrity, but also have properties that allow them to enable non-repudiatiot
The decision to use digital signature or other integrity safeguards should take account of:

relevant government laws and regulations,

relevant public key infrastructures,

the requirements for key management and the difficulties that need to be overcome to ensur
that real security improvements are achieved without creating new vulnerabilities.
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3. Non-Repudiation
Cryptographic techniques (e.g. based on the use of digital signatures) can be used to prove or
otherwise the sending, transmission, submission, delivery, receipt notification, etc. of messages,
communications and transactions.

4. Data Authenticity
In situations where the authenticity of data is important a digital signature can be used to attest to
the validity of the data. This necessity arises particularly when use is made of reference data from
third party sources, or when a large community is dependent upon the reference data to be
accurate. Digital signatures can also be used to attest the fact that data is originating from a
specific person.
5. Key Management
Key nmjanagement includes technical, organizational and procedural aspects that is neeessary to
suppoft the use of any cryptographic mechanism. The objective of key management i$ [the secure
admin|stration and management of cryptographic keys and related information. Key management
includgs the generation, registration, certification, de-registration, distribution;- installatipn,
storage, archiving, revocation, derivation and destruction of keying materiak.In addition, iff is
important to design key management appropriately to reduce the risk of key'eompromise and use
by unguthorized persons. Key management procedures depend on the algorithm used, the intended
use of the key and the security policy. For more information on key management, see plso
ISO/IHC IS 11770-1.
Table 8.2/1 - Identification and Authentication (1&A)
Code of ETSI IT NIST Security TC 68 |Recommen- Canadian
Practice for| Baseline | Baseline”Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -|. Manual | Handbook| Protection | Guidelinesiworkstationsinformation
Management Features for Technology
and Healthcare Security
Mechahnisms Information
System$
1. 1&A Baded on 9.2.3,9.3.1,/4:2.1,5.21, M4 16.1 *3.2.1 |7.21,7.2.2 6.2 16.1
Something the User 9.4.,9.5.1.| *Annex A
Knows
2. 1&A Baded on -- 16.2 *3.2.1 6.2 16.2
Something the User
Possessgs
3. 1&A Baded on -- 16.3 *3.2.1 6.2 16.3
Something the-User
Is
! * standslfer-any-rumberbetween-6-and-11-

22

© ISO/IEC 2000 — All rights reserved


https://iecnorm.com/api/?name=3e87476b947fa42d29fb17c3409d6326

Table 8.2.2 - Logical Access Control and Audit

ISO/IEC TR 13335-4:2000(E)

Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baseline Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook|Protection for Guidelinesjworkstationsinformation
Management Features Healthcare Technology
and Information Security
Mechanisms System$
1. Acceps-Gentrel 91 M2—7 4472 —*x324 72 81D 6-4 17.1, 17.2
Policy 17.3 8.2.2,8.4.1 17.3
2. User |Access to 9.2,9.3,9.5/4.2.4,5.24 M4 *3.2.1 6.2,3.3
Compliters Annex A
3. User|Access to 9.4,9.6 M4 *3.2.1 6.4
Data, Hervices and
Applications
4. Revigwing and 9.1,9.24 -- M2 17.4 *3.2.1 -- 17.4
Updating Access
Rights
5. Audit|Logs 9.7 - M4 18 *3.2.2 7.3,8.2.10 6.7 18
! * stands for any number between 6 and 11.
Table 8]2.3 - Protection against Malicious Code
Code of ETSI IT NIST Security TC 68 |Recommer] Canadian
Practice for| Baseline | Baseling[~Computer| Categori- |Information dations for|[ Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesworkstationginformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
System$
1. Scanhers 8.3 -- M4 -- *3.10 8.3.11 7.4 4.6,5.2.1,
8.3.16 6.4, 8.4.4,
11
2. Integfity Checkers 8.3 - M4 - - 8.3.11, 7.4 --
8.3.16
3. Remgvable Media 7.3.2 -- -- -- -- -- -- --
Circulation Control
4. Proc:tdural 8.3 - M4 - *3.10 8.3.11, 7.4 6.2.2,9.3,
Safeguliards 8.3.16 12,14.2
! * stands/for-any number between 6 and 11.
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Table 8.2.4 - Network Management

Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baselingl Computer| Categori- |Information dations for| Handbook
Information | Security |Protection Security | zationand| Security | computer on
Security | Standard -| Manual | Handbook| Protection | Guidelinesjworkstationginformation
Management Features for Technology
and Healthcare Security
Mechanisms Information
System}
1. Opera‘[inn:\l 851 - M2 - - 8.2,8.3 82 14.6
Procedures
2. System|Planning 8.2 -- M2, My 8.4 -- 6.1 8.4
3. Networlk - - M4 - - 9,66.1 14.3
Configuration
4, Networlj 9.4.6 - M2 - - - 3.1 -
Segregation
5. Network 9.7 -- M2 18.1.3 - 8.2:7 - 18.1.3
Monitoring
6. Intrusiolp Detection -- -- -- 18.1.3 -- -- 6 18.1.3
! * stands|for any number between 6 and 11.
Table 8.25 - Cryptography
Code of ETSI IT NIST Security TC 68 |Recomment Canadian
Practice for| Baseline | Baselinel Camputer|Categorizatiolnformation dations for| Handbook
Information | Security [Protection “Security nand Security | computer on
Security | Standard -| Manuak“Handbook|Protection for Guidelinesjworkstationginformation
ManagementFeatures and Healthcare Technology
Mechanisms Information Security
System}
1. Data 10.3.2 4.2.2,522, M4 1951 - 8.23 8.1 1951
Confidentiality Annex A
Protectiop
2. Data Integrity 10.3.3 423,523, M4 19.5.2 - 8.23 8.1 19.5.2
Protectiop Annex A
3. Non-Repudiation 10/3:4 4.2.6,5.26, -- 19.2.3 - 8.23 8.1 19.2.3
Annex A
4. Data Aythenticity 10.3.2 4.2.3,5.23, M4 19.5.2 - 8.23 8.1 19.5.2
Annex A
5. Key Mapagement 10.3.5 4.2.5,5.25, - 19.3 - 8.23 8.1 19.3
Annex A
9 Baseline Approach: Selection of Safeguards According to the

24

Type of IT System

As discussed in clause 8, there are two different sets of safeguards, mechanisms and/or procedures,
which can be applied to protect IT systems. On one hand, there are quite a few organizational
safeguard categories which are generally applicable for each IT system if the specific circumstances
make them necessary (as considered in 8.1), irrespective of the individual components. The selection
of these safeguards are considered in 9.1. Because of their general applicability, safeguards from these
categories should always be considered. Furthermore, a lot of them are not expensive to implement,
since they are based on introducing organizational structures and procedures.
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On the other hand, there are IT system specific safeguards (as considered in 8.2) - the selection
these safeguards depends on the type and characteristics of the IT system under review. The select
of these safeguards is discussed in 9.2.

Of course, it is always possible that one or more of these categories or specific safeguards are ni
applicable for an IT system. For example, encryption might not be necessary if the information sent ol
received has no need for confidentiality, and integrity can be checked otherwise. Again, a more
detailed selection can only be made by considering further information (see clauses 10 and 11).

After all safequard types applicable for the IT system considered are identified, further information on

these safeguard types and on specific safeguards can be obtained by using clause
the documents summarized in the annexes A to H (links to clause 8 are provided.in
of clause 9). Before implementing the safeguards selected, they should be'c¢heck
the safeguards already in place and/or planned (see 7.3).

The use of a more detailed analysis should be considered (clauses 10 and/or 11)
safeguards. If safeguards are selected according to different criteria (e.g. basel
additional safeguards), the final set of safeguards to be implemented should be pu
After reviewing several IT systems, it should be considered whether an organiza
could be established (clause 12).

Another possibility of selecting safeguards without @-detailed consideration is to
specific baselines. For example, there are baseline ' manuals available for telecom
care, banking, (see annexes B, E, and F), and“many more. When using these
example, possible to check the existing orptanned safeguards against the ones
before choosing which safeguards are to ‘e implemented, it is still helpful to havi
security needs or concerns.

9.1

Generally applicable safeguard-categories are:

Generally Applicable Safeguards

IT Security Management and Policies (8.1.1),
Security Compliance Checking (8.1.2),
Incident Handling (8.1.3),

Personnel (8.1:4),

Operational‘lssues (8.1.5),

Business Continuity Planning (8.1.6), and
Physical Security (8.1.7).

8 and one or more
the table at the en
ed carefully again

to select addition
jne safeguards a
together carefull
lion-wide baseline

apply application-
munications, heal
manuals, it is, f
recommended. E
e a closer look at

The-safeguards of these categories form the basis for successful IT security management, and shot

not be underestimated. It is also important to ensure the interworking of these s

hfeguards with th

more_technical ones considered below. How much an organization decides to

do in these arec

depends on its needs and concerns (see clause 10), and the resources available.

Of course, many of the other safeguard categories are also applicable in most cases, but the manner
implementation is usually specific to the particular circumstances (for example, safeguards providing
access control for a network are different from safeguards providing access control for a stand alon
computer).

When selecting safeguards from the generally applicable safeguard categories, it is helpful to conside
the size of the organization as well as the security needs, since this influences the extent to which the:
safeguards are implemented. For example, a small organization will neither have the need nor th
personnel to establish an IT security committee, but, nevertheless, somebody fulfilling the functions
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should be in place. Hence, all safeguards listed in 8.1 should be scaled appropriately whenever
necessary.

9.2 IT System Specific Safeguards

In addition to generally applicable safeguards, IT system specific safeguards should be selected for
each relevant type of system component. The following table gives an example of how to start the
process of selection of IT system specific safeguards. In this example, ‘X’ refers to safeguards which
should be implemented under normal circumstances and ‘(X)' notes safeguards which might be
necessary in some circumstances. The safeguard selection process would be continued by considering
the safeguliard descriptions presented in 8.2, and, as necessary, further information obtained from the

baseline dafeguard documents listed in annexes A to H.

Stand- | Workstation (Client Serveror
alone without Shared Workstation with
Workstation Resources) Shared’Resources
Connected to a Connected to a
Network Network

I&A
I&A Based on Something the User Knows X X X
I&A Based on Something the User Possesses X X X
I&A Based on Something the User Is X) X) (X)
Logical Agcess Control and Audit
Access Control Policy X
User Accgss to Computers X X X
User Accgss to Data, Services and Applications X X X
Reviewing and Updating Access Rights X
Audit Log$ X X X
Malicious code
Scanners X X X
Integrity GQheckers X X X
Removable Media Circulation Control X X X
Procedural Safeguards X X X

Network Management

Operationpl Procedures

System Planning

Network Jegregation

Network Monitoring

X
X
Network Gonfiguration X
X
X
X

Intrusion Detection

Cryptography,

Data Confidentiality Protection (X) (X) (X)
Data Integrity Protection (X) (X) X)
Non-Repudiation (X) (X)
Data Authenticity (X) (X) (X)
Key Management X) X) (X)

26
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10
Threats

The selection of safeguards according to security concerns and threats described i
used in the following way.

The first step is to identify and assess the security concerns. The requirements

4:2000(E)

Selection of Safeguards According to Security Concerns and

n this clause can

for confidentiality

integrity, availability, accountability, authenticity and reliability should be considered. The
strength and number of safeguards selected should be appropriate to the assessed secul

oconooarnc

CUOTTCCTI TS,

Second, for each of the security concerns, typical threats are listed and for eac
are suggested according to the IT system considered. The different types

h threat, safeguar
pf IT systems ar

introduced in 7.1 and an overview of possible safeguards is given in the subclalises of clause 8. |

this way, it is possible to fulfil specific security needs and to aim the protecti
really needed.

10.1

In order to select appropriate safeguards in an effective way,it is necessary to hav
of the security concerns of the business operations supported by the IT system c(
help of the identification of the security concerns, taking into account relevant t
realize these concerns, safeguards can be selected;.as described in 10.2 to 10.5.

Assessment of Security Concerns

If an assessment according to this clause proves'very high security concerns, a mo
is recommended in order to achieve appropriate protection. Support for that can be
Security concerns may include:

loss of confidentiality,
loss of integrity,

loss of availability,

loss of accountability,
loss of authenticity, and
loss of reliability.

An assessment shodld include the IT system itself, the information stored or proce
business operations it fulfils. This identifies the objectives of the safeguards that

bn at where it is

e an understandit
bnsidered. With th
hreats that might

e detailed approa
ound in clause 11

pssed on it and th
will be selected.

Different parts) of an IT system or of the information stored and processed might have different

security concerns. It is important to relate the security concerns directly to the
influences'the threats which might apply and hence the selection of safeguards.

Security concerns can be assessed by considering whether the impact of a failure (
could cause serious damage to business operations, or minor or no damage. For e

assets since thi:

br breach in secur
xample, if compar

confidential information is processed on an IT system, the unauthorised disclosure

of this informatior

to a competitor might enable this competitor to make cheaper offers, and hence ca

use serious dama

to the business of the organization. On the other hand, if information available in the public domain is

processed on the IT system, unauthorised disclosure would not cause any damage

at all. Considerati

of possible threats (see 10.2 to 10.5) can help clarify security concerns. The assessment discuss

below should be done separately for each asset since the security concerns for diffe

rent assets might

different. However, where there is sufficient knowledge on security concerns, assets with the same ¢

similar business requirements and security concerns can be summarized in groups.

If there is more than one type of information processed on an IT system, the differe
to be considered separately. The protection afforded an IT system should be suffici

nt types may nee
ent for all kinds o

information processed. Thus, if some information has high security concerns, the whole system shoul
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be protected appropriately. In the case where the amount of information with high security concerns is
small, it might be worth while considering moving that information to another system, if that is
compatible with the business processes.

Where all possible losses of confidentiality, integrity, availability, accountability, authenticity and
reliability are identified as only likely to cause minor damage, the approach described from 10.2
onwards should provide sufficient security for the IT system considered. Where any of these losses is
identified as likely to cause serious damage, it should be assessed whether safeguards additional to the
ones suggested in 10.2 to 10.5 should be selected. Suggestions for more detailed assessments and
safeguard_selection according to the results of these assessments are given in ISO/IEC TR 13335-3
and in clapise 11. Nevertheless, the safeguards suggested from 10.2 onwards can be used as a-Qasis for
a refined gelection.

10.1.1 Uoss of confidentiality

Consider ywhat damage could arise from the loss of confidentiality of the asset(s) reviewed (intentipnal
ional). For example, loss of confidentiality might lead to

adverge effects on organizational policy,
endangerment of personal safety, and
financial loss.

According|to the answers to the questions above, it should'be decided whether the overall damage that
could resylt from a loss of confidentiality would be seriotis, minor or none. This decision should|be
documentgd.

10.1.2

Consider vhat damage could arise from the loss of integrity of the asset(s) reviewed (intention@l or
unintentiopal). For example, loss of integrity:might lead to

ss of integrity

incorrgct decisions being made,
fraud,
disruption of business functions,

loss of public confidence;.0r deterioration of public image,
financ(al loss, and

According|to the answers to the questions above, it should be decided whether the overall damage that
could resplt froma loss of integrity would be serious, minor or none. This decision should |be
documented:

10.1.3 Loss of availability

Consider what damage could arise from other than short-term loss of availability of applications or

information, i.e. which business functions, if interrupted, would result in response or completion times

not being met. The extreme form of loss of availability, permanent loss of data and/or physical

destruction of hardware or software, should also be considered. For example, the loss of availability of
critical applications or information might lead to

e incorrect decisions being made,

¢ inability to perform critical tasks,
e loss of public confidence, or deterioration of public image,
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¢ financial loss,

¢ legal liabilities, including those that might arise from breach of data protection legislation and
from not meeting contracted deadlines, and

e significant recovery costs.

It should be noted that the damage resulting from loss of availability could vary considerably for
different time periods of such loss. Where this is the case it will be advisable to consider all damage:
that might occur in such different time periods, and assess the damage for each time period as seriol
minor or none (this information should be used in the safeguard selection).

According to the answers to the questions above, it should be decided whether the,pverall damage th
could result from a loss of availability would be serious, minor or none. This~degision should be
documented.

10.1.4 Loss of accountability

Consider what damage could arise from the loss of accountability of users of systems or subjects (e.
software) acting on the behalf of the user. This consideration should also inclide automatically
generated messages that can cause an action to occur. For example, loss of accountability might le
to:

system manipulation by users,
fraud,

industrial espionage,
untraceable actions,

false accusations, and

legal liabilities, including those that‘tnight arise from breach of data protection legislation.

According to the answers to the questions above, it should be decided whether the pverall damage th
could result from a loss of accguntability would be serious, minor or none. This decision should be
documented.

10.1.5 Loss of authenticity

Consider what damage could arise from the loss of authenticity of data and mgssages, regardle
whether they are used by people or systems. This is particularly important in d|stributed system:
where decisions made are distributed to a wide community or where reference information is used. Fc
example, loss of authenticity might lead to:

fraud,

a valid process being used with invalid data leading to a misleading result,
manipulation of the organization by outsiders,

industrial ncpinnagn,

e false accusations, and

e legal liabilities, including those that might arise from breach of data protection legislation.

According to the answers to the questions above, it should be decided whether the overall damage th
could result from a loss of authenticity would be serious, minor or none. This decision should be
documented.

10.1.6 Loss of reliability

Consider what damage could arise from the loss of reliability of systems. This is also important to
address functionality which is a sub-characteristic of reliability (see ISO 9126). For example, loss of
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reliability might lead to:

fraud,

lost market share,

demotivated staff,

unreliable suppliers,

loss of customer confidence, and

legal liabilities, including those that might arise from breach of data protection legislation.

According
could res
documentged.

10.2

The threat types which might endanger confidentiality are listed below, withysafeguards to pro
against these threats suggested. References to the safeguards describéd“in clause 8 are g
relevant fgr the safeguard selection, the type and characteristics of the [T system should be take
account.

n

afeguards for Confidentiality

It should Qe noted that most of the safeguards listed in 8.1 provide.amore 'general’ protection, i.e.
are aimed at a range of threats and provide protection by supporting an overall effective IT sec
management. Hence, they are not listed here in detail, but their effect is not to be underestimate
they should be implemented for an overall effective proteetion. The threats are ordered alphabetic

o Physigal Safeguards: These can be-rooms, walls, buildings etc. which make eavesdro
impossible or hard to do. Another way to do that is to add noises. This type of protection is
explicitly covered in clause 8. In-case of telephones, appropriate cabling can provide s
prote

e IT secprity policy: Another way to avoid eavesdropping is to have strict rules about when, wh
and infwhich way sensitive information should be exchanged.

¢ Data ¢onfidentiality pratection: Another way to protect against eavesdropping is to encrypt
messdge before it is exchanged. More information about that can be found in 8.2.5.

10.2.2
Electromdgnetic radiation can be used by an attacker to obtain knowledge about information proce

lectromagnetic radiation

tect

ven. If
N into

they
urity
i and
ally.

e or

ping
not
pme

ion against eavesdropping: This protection is not covered here, but in ISO/IEC TR 13335-5.

ere

the

bssed

on an IT system. Safequards against electromagnetic radiation are listed below.

e Physical safeguards: These can be cladding for rooms, walls etc. which does not permit

electromagnetic radiation to go beyond the cladding; this type of protection is not explici
covered in 8.1.7 (this is not the cheapest way to protect from electromagnetic radiation).
e Data confidentiality protection: For detailed discussion, see 8.2.5. It should be noted that

tly

this

protection only applies as long as the information is encrypted, and not for information that is

processed, displayed or printed.

e Use of IT equipment with low radiation: Again, this is not covered explicitly in clause 8, but

equipment with built-in protection can be obtained.
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10.2.3 Malicious code

Malicious code can lead to a loss of confidentiality, e.g. via the capture and disclosure of passwords

Safeguards against that are listed below.
e Protection against malicious code: For a detailed description of malicious
see 8.2.3.

code protection,

¢ Incident Handling: The timely reporting of any unusual incident can limit the damage in case of
malicious code attacks. Intrusion detection can be used to detect attempts to gain entry to a syste

or network. More information about that can be found in 8.1.3.

10.2.4 Masquerading of user identity

Masquerading of user identity can be used to circumvent authentication andiall se
functions related to that. In conclusion it can lead to confidentiality problem
masquerade allows access to sensitive information. Safeguards in this afea are listg
e |&A: Masquerade becomes more difficult if I&A safeguards based en combinati
known, something possessed as well as intrinsic characteristics of users are apy
e Logical access control and audit: Logical access control cannot distinguish bety
user and somebody masquerading as this authorized “user, but the use
mechanisms in place can reduce the area of impact (see’8.2.2). Review and af
can detect unauthorized activities.
e Protection against malicious code: Since one of the-ways to get hold of passwd

(see 8.2.3).

¢ Network management: Another way of getting hold of sensitive material is to
user in traffic, e.g. e-mail. 1ISO is curfently working on several documents ¢
information about detailed safeguards.for network security.

¢ Data confidentiality protection: If, for'some reason, the above type of protection
not sufficient, additional protection can be provided using storage encryption of
(see 8.2.5).

10.2.5 Misrouting/re-routing of messages

Misrouting is the deliberate or accidental wrong directing of messages, whereas I

place for both, goad;and bad purposes. Re-routing can for example be done to nj

availability. Misrouting and re-routing of messages can lead to a loss of confiden

unauthorized-aceess to these messages. Safeguards against that are listed below.

¢ Network management: Safeguards to protect against misrouting and re-routin
otheridocuments 1SO is currently developing containing further informatior
safeguards for network security.

o - Data confidentiality protection: In order to avoid unauthorized access in case of
taking place, the messages can be encrypted. More information about that can

rvices and securit
5 whenever this
d below.

bns of something
lied (see 8.2.1).
been an authorize
of access contr
halysis of audit log

rds is to introduct

malicious code to capture passwords, protection against such software should be in plact

masquerade as ¢
pntaining further

is not possible or
the sensitive date

e-routing can tak
aintain integrity o
tiality if it allows

g can be found it
about detailed

mis- or re-routing
e found in 8.2.5.

10.2.6 Software failure

Software failures can endanger confidentiality if that software is protecting confidentiality, for

example, access control or encryption software, or if the software failure causes a
operating system. Safeguards to protect confidentiality in this case are listed below.

loophole e.g. in a

e Incident handling: Everybody noticing a malfunction of software should report that to the
responsible person so action can be taken as soon as possible. More information about that can

found in 8.1.3.

e Operational issues: Some software failures can be avoided by thorough testing of the softwar

before it is used, and through software change control (see 8.1.5).
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10.2.7 Theft

Theft can endanger confidentiality if the IT component stolen has any sensitive information on it

which can be accessed by the thief. Safeguards against theft are listed below.

o Physical safeguards: This can be material protection making access to the building, area or room
containing the IT equipment more difficult, or specific safeguards against theft (both described
in 8.1.7).

o Personnel: Safeguards for personnel (controlling outside personnel, confidentiality agreements,
etc.) should be in place making theft difficult (see 8.1.4).

¢ Data confidentiality protection: This safeguard should be implemented if theft of IT equipment
contaifiing Sensitive information seems lKely, €.0. laptops. For detailed diScussion, See 8.2.0.,

e Media| controls: Any media containing sensitive material should be protected against)-theft
(see 8]1.5).

10.2.8 Unauthorized access to computers, data, services and applications

Unauthorigzed access to computers, data, services and applications can be a ithreat if access [fo any
sensitive material is possible. Safeguards to protect against unauthorized aceess include appropriate
identificatijon and authentication, logical access control, audit at the IT system level, and network
segregation at the network level.
e |&A: Appropriate I1&A safeguards should be used in combination with logical access control |to
prevent unauthorized access.
e Logicgl access control and audit: Safeguards described in 8.2:2"should be used to provide Idgical
access$ control, through the use of access control mechanisms. Review and analysis of audit logs
can datect unauthorized activities by people with access-tights to the system.
e Netwqgrk segregation: In order to make unauthorized/access more difficult, network segregation
(see 8]2.4) should be in place.
o Physigal access control: Beside logical access control, protection can be provided by physical
access$ control (see 8.1.7).
¢ Medialcontrol: If sensitive data are stored on other media (e.g. floppy disc), media controls (8.1L.5)
should be in place to protect the media fr@m unauthorized access.
¢ Data donfidentiality protection: If, for some reason, the above type of protection is not possibl¢ or
not sufficient, additional protection,can be provided using storage encryption of the sensitive ¢lata
(see 812.5).

10.2.9 Unauthorized access\to storage media

The unauthorized access and use of storage media can endanger confidentiality if any confidential

material i stored on that media. Safeguards to protect confidentiality are listed below.

e Operational issues: Media controls can be applied to provide, for example, physical protection|and
accouptability.Mfor the media and assured storage deletion guarantees that nobody can qgbtain
confidential material from a previously deleted medium (see 8.1.5). Special care should be taken
to proteCtieasily removable media, such as floppy discs, back-up tapes and paper.

. Physim as
physical access control) and security furniture can protect against unauthorized access (see 8.1.7).

¢ Data confidentiality protection: Additional protection for sensitive material on storage media can

be achieved by encrypting the material. A good key management system is necessary to allow the
trouble-free application of encryption (see 8.2.5).
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10.3

The threat types which might endanger integrity are listed below, with safeguards to protect agains
these threats suggested. References to the safeguards described in clause 8 are given. If relevant for
safeguard selection, the type and characteristics of the IT system should be taken into account.

Safeguards for Integrity

It should be noted that most of the safeguards listed in 8.1 provide a more 'general’ protection, i.e. the
are aimed at a range of threats and provide protection by supporting an overall effective IT security
management. Hence, they are not listed here in detail, but their effect is not to be underestimated ar
they should be implemented for an overall effective protection. The threats are ordered alphabetically.

10.3.1 Deterioration of storage media

Deterioration of storage media threatens the integrity of anything that is, stored
integrity is important, the following safeguards should be applied.

10.3.2 Maintenance error

If maintenance is not done regularly ar.mistakes are made during the mainter
integrity of all related information is threatened. Safeguards to protect integrity in th
below.

10.3.3 Malicious code

Media controls: Sufficient media controls include integrity verification{(see 8.1.5)
stored files have been corrupted.

Back-ups: Back-ups should be made of all important files, hUsiness data, etc. If
is noticed, e.g. via media controls or during the back-Up. testing, the back-
generation of the back-up should be used to restore the.integrity of the files. Mg
can be found in 8.1.6.

Data integrity protection: Cryptographic means ean be used to protect the in
storage. More information can be found in 8.2.5.

Maintenance: Correct maintenance is the best way to avoid maintenance erro
includes documented and verified maintenance procedures, and appropriate su
Back-ups: If maintenance‘errors have taken place, back-ups can be used to reg
the damaged information (see 8.1.6).

on that media. If
that detects that

a loss of integrity
LIp or a previous
re about back-up:

tegrity of data in

ance process, tf
his case are listed

s (see 8.1.5). Th
pervision of work.
tore the integrity «

Data integrity protection: Cryptographic means can be used to protect the integiity of information.

More information;can be found in 8.2.5.

Malicious.code can lead to a loss of integrity, e.g. if data or files are altered by the person gaining

unauthorized access with help of malicious code or by the malicious code itself. §
that(are listed below.

Protection against malicious code: For a detailed description of malicious
see 8.2.3.

bafeguards again:

code protection,

Incident Handling: The timely reporting of any unusual incident can limit the da

image in case of

malicious code attacks. Intrusion detection can be used to detect attempts to ga
or network. More information about that can be found in 8.1.3.

10.3.4 Masquerading of user identity

in entry to a syste

Masquerading of user identity can be used to circumvent authentication and all services and securit
functions related to that. In conclusion it can lead to integrity problems whenever this masquerade
allows access and modification to information. Safeguards in this area are listed below.

I&A: Masquerade becomes more difficult if I&A safeguards based on combinations of something
known, something possessed as well as intrinsic characteristics of users are applied (see 8.2.1).
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e Logical access control and audit: Logical access control cannot distinguish between an authorized
user and somebody masquerading as this authorized user, but the use of access control
mechanisms in place can reduce the area of impact (see 8.2.2). Review and analysis of audit logs
can detect unauthorized activities.

¢ Protection against malicious code: Since one of the ways to get hold of passwords is to introduce
malicious code to capture passwords, protection against such software should be in place
(see 8.2.3).

o Network management: Another way of unauthorized access is to masquerade as a user in traffic,
e.g. e-mail. ISO is currently working on several documents containing further information about
detailed safequards for network security

o Data iptegrity protection: If, for some reason, the above type of protection is not possible.Qn[not
sufficignt, additional protection can be provided using cryptographic means like digital sighatyres
(see 812.5).

10.3.5 Misrouting/re-routing of messages

Misrouting is the deliberate or accidental wrong directing of messages, wheteas re-routing can|take
place for both, good and bad purposes. Re-routing can for example be dorgito maintain integrity of
availability. Misrouting and re-routing of messages can lead to a loss of,integrity, for example if
messageq are altered and then sent to the original addressee. Safeguards against that are listed helow.
o Netwark management: Safeguards to protect against misrouting™and re-routing can be found in
other |[documents 1SO is currently developing containing further information about detailed
safeguards for network security.
o Data iptegrity protection: In order to avoid unauthorized alteration in case of mis- or re-routjng
taking|place, hash functions and digital signatures can-be used. More information about that can be
found jn 8.2.5.

10.3.6 Non-Repudiation

Safeguards for non-repudiation should be applied when it is important to have a proof that a megsage
was sent|and/or received, and that the network has transported the message. There are specific
cryptographic safeguards as a basis fornon-repudiation which are described in 8.2.5 (data integrity
and non-rg¢pudiation).

10.3.7 oftware failure

Software failures can destroy-the integrity of the data and information that is processed with help of

this software. Safeguards_to protect integrity are listed below.

¢ Reporting of software malfunctions: Reporting of software malfunctions as soon as possible helps
to limif the damage in the case of software failures (see 8.1.3).

e Operational<ssues: Security testing can be used to ensure that software is functioning cornectly
and so¢ftware change control can avoid that software problems are caused because of updates or
other goftware changes (see 8.1.5).

e Back-ups: Back-ups, for example a previous generation, can be used to restore the integrity of data
that have been processed by software that is not functioning correctly (see 8.1.6).

o Data integrity protection: Cryptographic means can be used to protect the integrity of information.
More information can be found in 8.2.5.

10.3.8 Supply failure (power, air conditioning)

Supply failures can cause integrity problems, if, because of them, other failures are caused. For
example, supply failures can lead to hardware failures, technical failures or to problems with storage

media. Safeguards against those specific problems can be found in the respective subsections;
safeguards against supply failures are listed below.
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Power and air conditioning: Suitable power supply and air conditioning related safeguards, e.g
power surge protection, should be used where necessary to avoid any problems resulting fror
supply failure (see 8.1.7).

Back-ups: Back-ups should be used to restore any information that has been damaged (see 8.1.6

10.3.9 Technical failure

Technical failures, for example in a network, can destroy the integrity of any information that is stored
or processed in that network. Safeguards to protect against this are listed below.

Operational issues: Configuration and change management, as well as caj

acity managemel

10.3.10 Transmission errors

Transmission errors can destroy the integrity of theZinformation transmitted. Safé
integrity are listed below.

10.3.11 Unauthorized access to computers, data, services and applications

Unauthorized access to computers, data, services and applications can be a thre
this information if unauthorized alteration is possible. Safeguards to protect aga
accessinclude appropriate identification and authentication, logical access cont
system level, and network segregation at the network level.

should be used to avoid failures of any IT system or network. Documentation an
used to ensure the trouble-free running of the system or network (see 8.1.5):
Network management: Operational procedures, system planning and preper ne
should be used to minimise the risks of technical failures (see 8.2.4).

d maintenance ar

work configuratio

Power and air conditioning: Suitable power supply and air conditioning related safeguards, e.g

power surge protection, should be used where necessary to,_avoid any probl
supply failure (see 8.1.7).
Back-ups: Back-ups should be used to restore any information that has been da

Cabling: Careful planning and laying of cables can avoid transmission errors, f
error is caused by overloading (see also8,1.7).

Network management: Network equipment should be properly operated and n
transmission errors. 1ISO is currentlysworking on several documents containing f
about detailed safeguards for network security that can be used to protect a
errors.

ems resulting fror

maged (see 8.1.6;

pguards to protec
pr example, if the
aintained to avoic

irther information
jainst transmissic

be used to protect against accidental transmission errors. Cryptographic me

ns can be used

Data integrity protection: Checksums or cyclic redundancy codes in communiczlltion protocols can

protect the integrity of.data in transit in case of deliberate attacks. More inform
in 8.2.5.

ion can be found

At to the integrity
inst unauthorizec
ol, audit at the I1

I&A: Appropriate I&A safeguards should be used in combination with logical access control to

prevent unauthorized access.

Loaqical access control and audit: Safequards described in 8.2.2 should be use

to provide logice

access control, through the use of access control mechanisms. Review and analysis of audit log

can detect unauthorized activities by people with access rights to the system.

Network segregation: In order to make unauthorized access more difficult, network segregatior

(see 8.2.4) should be in place.

Physical access control: Beside logical access control, protection can be provided by physica

access control (see 8.1.7).

Media control: If sensitive data are stored on other media (e.qg. floppy disc), media controls (8.1.5)

should be in place to protect the media from unauthorized access.

Data integrity: Cryptographic means can be used to protect the integrity of information in storage

or in transit. More information can be found in 8.2.5.
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10.3.12 Use of unauthorized programmes and data

Use of unauthorized programmes and data endangers the integrity of information stored and processed
on the system where that happens, if the programmes and data are used to alter the information in an
unauthorized way, or if the programmes and data that are used contain malicious code (e.g. games).
Safeguards to protect against this are listed below.

e Security awareness and training: All employees should be aware of the fact that they should not
install and use any software without the allowance of the IT system security manager - or whoever
might be responsible for the security of the system (see also 8.1.4).

e Back-ups: Back-ups should be used to restore any information that has been damaged (see 8.1.6).

o |&A: Appropriate 1&A Safeguards should be used In combpination with fogical access controt|to
prevemnt unauthorized access.

e Logicgl access control and audit: Logical access control as described in 8.2.2 shouldcensure that
only apithorized persons can apply software to process and alter information. Review and anglysis
of audjt logs can detect unauthorized activities.

¢ Protegdtion from malicious code: All programmes and data should be checked.for-malicious dode
beforg it is used (see 8.2.3).

10.3.13 Unauthorized access to storage media

The unauthorized access and use of storage media can endanger integrity since it allows unauthprized
alteration pf the information stored on these media. Safeguards to protect integrity are listed below.
e Operational issues: Media controls can be applied to provide, fer example, physical protection|and
accouptability for the media to avoid unauthorized access, @nd integrity verification to detect any
comprpmise of the integrity of information stored on the-media (see 8.1.5). Special care should be
taken fo protect easily removable media, such as floppy discs, back-up tapes and paper.
e Physigal security: The appropriate protection of reems (strong walls and windows as well as
physigal access control) and security furniture can-protect against unauthorized access (see 8|1.7).
o Data iptegrity: Cryptographic means can be used to protect the integrity of information stored on
the mgdia. More information can be found in,8.2.5.

10.3.14 User error

User errolis can destroy the integrity of information. Safeguards against that are listed below.
e Security awareness and traifing: All users should be trained appropriately to avoid user efrors
when processing information. (see also 8.1.4). This should include training on defined procedures
for specific actions, such.as operational or security procedures.
o Back-Ups: Back-ups{for example a previous generation, can be used to restore the integrity of
information that has:been destroyed because of user errors (see 8.1.6).

10.4  Hafeguards for Availability

The threattypes whichrmight endangeravaitabitity are fisted betow, withrsafeguards to protect against
these threats suggested. References to the safeguards described in clause 8 are given. If relevant for the
safeguard selection, the type and characteristics of the IT system should be taken into account.

It should be noted that most of the safeguards listed in 8.1 provide a more 'general’ protection, i.e. they
are not aiming at specific threats but provide protection by supporting an overall effective IT security
management. Hence, they are not listed here in detail, but their effect is not to be underestimated and
they should be implemented for an overall effective protection.

The availability demands can range from not time-critical data or IT systems (but the loss of such data
and unavailability of such systems is still considered critical) to highly time-critical data or IT systems.
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The former can be protected against by back-ups whereas the latter may require some resilienc
system to be present. The threats are ordered alphabetically.

10.4.1 Destructive attack

Information can be destroyed by destructive attacks. Safeguards to protect against that are liste
below.
Disciplinary process: All employees should be aware of the consequences if they (intentionally or

unintentionally) destroy information (see also 8.1.4).
Media controls: All media should be appropriately protected from unauthori

ed access using

10.4.2 Deterioration of storage media

Deterioration of storage media threatens the_availability of anything that is stored
availability is important, the following safeguards should be applied.

10.4.3 Failure of communication equipment and services

Failure of equipment and communication services threatens the availability
communicated via these services. Depending on what caused the failure, it might
consider 10.4.11 Software failure, 10.4.12 Supply failure or 10.4.13 Technical faill
protectthe availability are listed below.

physical protection and accountability for all media (see 8.1.5).

Back-ups: Back-ups should be made of all important files, business data, etc/ If
information is not available (for whatever reason), a back-up or a previous.gene
up should be used to restore the information. More about back-ups can.be found

a file or any other
ration of the back-
in 8.1.6.

Material protection: Physical access controls should be used to avoid-any unauthorized access th

would facilitate to unauthorized destruction of IT equipment or infermation (see §

1.7).

I&A: Appropriate I&A safeguards should be used in combination with logical access control to

prevent unauthorized access.

Logical access control and audit: Logical access contral@s described in 8.2.2 sh
unauthorized access to information that allows the destruction of that informati
Review and analysis of audit logs can detect unauthorized activities.

Media controls: Regular testing of storage media should detect any deterioratio
the information is really unavailable. The media should be stored in a way
influence that could cause detérioration cannot take place (see 8.1.5).

Back-ups: Back-ups should;be made of all important files, business data, etc. If
information is not available-(for whatever reason), a back-up or a previous gene
up should be used to restore the information. More about back-ups can be foung

Redundancy and Back-ups: Redundant implementation of communication se
can be used to lower the probability of communication services failures. D

ould ensure that r
bn can take place

on that media. If

N, hopefully before
that any outside

a file or any other
ration of the back:
in 8.1.6.

of information
also be helpful t
re. Safeguards tc

f'vices component
epending on the

maximal acceptable downtime, standby equipment may also be used to fulfill th

e requirements. Ir

any case, configuration and layout data should be backed up to ensure availapility in case of al
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emergency. General information about back-ups can also be found in 8.1.6.

Network management: ISO is currently working on several documents containing further

information about detailed safeguards for network security that can be applied to protect agains
failures of communications equipment or services.

Cabling: Careful planning and laying of cables can avoid damages; if there is a suspicion that &
line might be damaged it should be inspected (see also 8.1.7).

Non-repudiation: If a proof of network delivery, or sending or receiving of a message is needed,
non-repudiation should be applied (see 8.2.5); then communication failures or missing information
could be easily detected.
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10.4.4 Fire, water

Information and IT equipment can be destroyed by fire and/or water. Safeguards to protect against fire

and water are listed below.

o Physical protection: All buildings and rooms containing IT equipment or media on which
important information is stored should be protected appropriately against fire and water
(see 8.1.7).

e Business continuity plan: In order to protect business from the disastrous effects of fire and water,
a business continuity plan should be in place, and back-ups of all important information should be
available (see 8.1.6).

10.4.5 Maintenance error

If mainterjance is not done regularly or mistakes are made during the maintenancejprocess, the

availability of all related information is threatened. Safeguards to protect integrity in-this case |are

listed belgw.

¢ Maintg¢nance: Correct maintenance is the best way to avoid maintenance errors{see 8.1.5).

e Back-lips: If maintenance errors have taken place, back-ups can be useddo.restore the availability
of the |ost information (see 8.1.6).

10.4.6 Malicious code

Malicious| code can be used to circumvent authentication and“all services and security functions
related to that. In conclusion it can lead to a loss of availability, €.g. if data or files are destroyed byl the
person gdining unauthorized access with help of malicious code or by the malicious code itgelf.
Safeguards against that are listed below.
e Protedtion against malicious code: For a detailed description of malicious code protectjon,
see 8.p.3.
¢ Incidept Handling: The timely reporting of any~thusual incident can limit the damage in casg of
malicipus code attacks. Intrusion detection.can be used to detect attempts to gain entry to a system
or netyork. More information about that-can be found in 8.1.3.

10.4.7 Masquerading of user identity

Masquerading of user identity can be used to circumvent authentication and all services and segurity
functions felated to that. In conclusion it can lead to availability problems whenever this masquefade
leads to ppssibilities to remowve or destroy information. Safeguards in this area are listed below.
o |&A: Masquerade beecomes more difficult if I&QA safeguards based on combinations of somethjng
known|, something possessed as well as intrinsic characteristics of users are applied (see 8.2.1).
e Logicgl access control and audit: Logical access control cannot distinguish between an authoyized
user and somebody masquerading as this authorized user, but the use of access cpntrol
mechanismsiin place can reduce the area of impact (see 8.2.2). Review and analysis of audif logs

- = ay yords

is to introduce malicious code to capture passwords, protection against such software should be in
place (see 8.2.3).

¢ Network management: Another way of unauthorized access is to masquerade as a user in traffic,
e.g. e-mail. ISO is currently working on several documents containing further information about
detailed safeguards for network security.

o Data back-up: Data back-up cannot protect against masquerading of user identity but reduces the

impact of damaging events resulting from that (see 8.1.6).
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Misrouting is the deliberate or accidental wrong directing of messages, whereas re-routing can tak
place for both, good and bad purposes. Re-routing can for example be done to maintain integrity o
availability. Misrouting of messages leads to a loss of availability of the messages. Safeguards again:

that are listed below.
¢ Network management: Safeguards to protect against misrouting and re-routin

g can be found it

other documents ISO is currently developing containing further information about detailed

safeguards for network security.
e Non-repudiation: If a proof of network delivery, or sending or receiving of a me

ssage is needed,

— ToTTeEpudiation shoutd be apphiet(See 82757

10.4.9 Misuse of resources

Misuse of resources can lead to unavailability of information or services {Safeguard

that are listed below.

e Personnel: All personnel should be aware of the consequences_of misusing res
processes should be applied if necessary (see 8.1.4).

e Operational issues: The system use should be monitoréd.to detect unauthor
segregation of duties should be applied to minimize the possibilities of mis
(see 8.1.5).

prevent unauthorized access.

e Logical access control and audit: Safeguards.described in 8.2.2 should be use
access control to resources, through the use of access control mechanisms. Re
audit logs can detect unauthorized activities.

e Network management: Appropriate network configuration and segregation shq
minimize the possibility of misuse of-sresources in networks (see 8.2.4).

10.4.10 Natural disasters

In order to protect against loss of information and services because of natural disa

safeguards should be in place.

e Natural disaster protection: All buildings should be protected as much as pos
disasters (see 8.1:7).

e Business cantinuity plan: A business continuity plan should be in place and full
building, and back-ups of all important information, services and resources s
(see 8.1.6).

10.4:11 Software failures

Software failures can destroy the availability of the data and information that is
related software. Safeguards to protect availability are listed below.

5 to protect agains
purces; disciplinal

zed activities, an
ise of privileges

e |&A: Appropriate I&A safeguards should be used ‘in’ combination with logical access control to

 to provide logice
view and analysis

buld be applied tc

sters, the followin
sible from natural

y tested, for each
ould be available

processed by the

hd chultillg Uf DUﬁVVdIC IIIClIfUIIbtiUI 1S5. RU[JUItiIIg Uf DUftVVd.IC Illdlfullbtiullb asS SUUI
to limit the damage if in case of software failures (see 8.1.3).
e Operational issues: Security testing can be used to ensure that software is fu

as possible helps

nctioning correctl

and software change control can avoid that software problems are caused because of updates

other software changes (see 8.1.5).

e Back-ups: Back-ups, for example a previous generation, can be used to restore the data that ha

been processed by software that is not functioning correctly (see 8.1.6).
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10.4.12 Supply failure (power, air conditioning)

Supply failures can cause availability problems, if, because of them, other failures are caused. For
example, supply failures can lead to hardware failures, technical failures or to problems with storage
media. Safeguards against those specific problems can be found in the respective subsections;
safeguards against supply failures are listed below.

e Power and air conditioning: Suitable power supply and air conditioning related safeguards, e.g.
power surge protection, should be used where necessary to avoid any problems resulting from
supply failure (see 8.1.7).

e Back- -ups: Back -ups should be made of all |mportant files, business data, etc If a flle or any other
inform
More @about back-ups can be found in 8.1.6.

10.4.13 Tlechnical failures

Technical|failures, for example in networks, can destroy the availability of any information that

stored or processed in this network. Safeguards to protect against that are listed below.

e Operational issues: Configuration and change management, as well as).capacity management,
should be used to avoid failures of any IT system. Documentation and maintenance are used to
ensure the trouble-free running of the system (more about that in 8.1.5).

e Netwagrk management: Operational procedures, system planning and-proper network configuration
should be used to minimise the risks of technical failures (see 8.2.4).

e Busingss continuity plan: In order to protect business from ‘the disastrous effects of technical
failurep, a business continuity plan should be in place, and®ack-ups of all important informatjon,
services and resources should be available (see 8.1.6).

S

10.4.14 Theft

Theft obvipusly endangers the availability of informyation and IT equipment. Safeguards against theft
are listed pelow.
o Physigal safeguards: This can be material protection making access to the building, area or foom
contaiping the IT equipment and information more difficult, or specific safeguards against theft
(both dlescribed in 8.1.7).
o Persopnel: Safeguards for persoinnel (controlling outside personnel, confidentiality agreemgnts,
etc.) should be in place making theft difficult (see 8.1.4).
e Media| controls: Any media. containing important material should be protected against theft
(see 811.5).

10.4.15 Tjraffic overlgading

Traffic overloading) threatens the availability of information communicated via these services.
Safeguards to-protect the availability are listed below.
e Redurn dancy and Back ups Redundant |mplementat|on of communlcatlon serwces compo ents

downt|me standby equipment may also be used to fqu|II the requwements In any case,
configuration and layout data should be backed up to ensure availability in case of an emergency.
General information about back-ups can also be found in 8.1.6.

e Network management: The proper configuration, management and administration of networks and
communication services should be used to avoid overloading (see 8.2.4).

e Network management: 1SO is currently developing documents containing further information
about detailed safeguards for network security that can be applied to protect against traffic
overloading.
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10.4.16 Transmission errors

Transmission errors can destroy the availability of the information transmitted. Safeguards to protec
availability are listed below.

Cabling: Careful planning and laying of cables can avoid transmission errors, for example, if the
error is caused by overloading (see also 8.1.7).

Network management: Network management cannot protect against transmission errors but can |
used to recognize problems occurring from transmission errors and to raise alarms in such case
This allows timely reaction to these problems. ISO is currently developing documents containing
further information about detailed safeguards for network security that can be applied to protect

10.4.17 Unauthorized access to computers, data, services and applications

agamst ransmisSion errors.

Unauthorized access to computers, data, services and applications can-be a threat|to the availability
this information if unauthorized destruction is possible. Safeguardsyto protect against unauthorizec
access include appropriate identification and authentication, legical access control, audit at the I
system level, and network segregation at the network level.

I&A: Appropriate I&A safeguards should be used in combination with logical access control to
prevent unauthorized access.

10.4.18 Use of unauthorized programmes and data

Use of unauthorized grogrammes and data endangers the availability of inforn
processed on the(system where that happens, if the programmes and data
information, or if'the programmes and data that are used contain malicious c
Safeguards to'protect against that are listed below.

Logical access control and audit: Safeguards described in 8.2.2 should be use
access control, through the use of access controlFmechanisms. Review and ar
can detect unauthorized activities by people with access rights to the system.
Network segregation: In order to make unauthorized access more difficult, ne
(see 8.2.4) should be in place.

Physical access control: Besides logiecal access control, protection can be pr
access control (see 8.1.7).

Media control: If sensitive dataare’stored on other media (e.qg. floppy disc), med
should be in place to protect the'media from unauthorized access.

Security awareness and training: All employees should be aware of the fact th
implement any software without the authorization of the IT system security man
might be responsible for the security of the system (see also 8.1.4).

Back-ups: Back-ups should be used to restore any information, services or reso
damaged or lost (see 8.1.6).

H to provide logice
alysis of audit loc

fwork segregatior
pvided by physice

ia controls (8.1.5)

nation stored ant
are used to del
pde (e.g. games

at they should no
hger - or whoever

urces that has be

I&A: Appropriate I&A safeguards should be used in combination with logical a1ccess control to
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L H ol
preventunauthortizedaccess:

Logical access control and audit: Logical access control as described in 8.2.2 should ensure th:
only authorized persons can apply software to process and delete information. Review anc
analysis of audit logs can detect unauthorized activities.

Protection from malicious code: All programmes and data should be checked for malicious code
before it is used (see 8.2.3).
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10.4.19 Unauthorized access to storage media

The unauthorized access and use of storage media can endanger availability since it could result in
unauthorized destruction of the information stored on these media. Safeguards to protect availability
are listed below.

e Operational issues: Media controls can be applied to provide, for example, physical protection and
accountability for the media to avoid unauthorized access to the information stored on the media
(see 8.1.5). Special care should be taken for easily removable media, such as floppy discs, back-up
tapes and paper.

e Physical security: The appropriate protection of rooms (strong walls and windows as well as
physical access control) and security furniture protect against unauthorized access (see 8.1.7).

10.4.20 User error

User errolis can destroy the availability of information. Safeguards against that are listed below.
e Securjty awareness and training: All users should be trained appropriately to ayvoid user efrors
when processing information (see also 8.1.4). This should include training on.déefined procedures
for specific actions, such as operational or security procedures.
e Back-Ups: Back-ups, for example a previous generation, can be used to reStore the information that
has bgen destroyed because of user errors (see 8.1.6).

10.5 Hafeguards for Accountability, Authenticity and Reliability

The scopg of accountability, authenticity and reliability differsCwidely in different domains. These
differenceg mean that a lot of different safeguards may be applicable. Therefore, only general guidance
can be given below.

The safeduards listed in 8.1 provide a more ‘genefal’ protection, i.e. they are aimed at a range of
threats anid provide protection by supporting an overall effective IT security management. Hence,|they
are not lisfed here, but their effect is not to be underestimated and they should be implemented fpr an
overall effective protection.

10.5.1 Accountability

In order tq protect accountability, any’threat that may lead to actions taken not being attributable|to a
specific entity or subject should be/considered. Some examples of such threats are account shafing, a
lack of trafeability of actions, ynasquerading of user identity, software failure, unauthorized access to
$, data, services and applications, and weak authentication of identity.

There are|two types oftaccountability that should be considered. One type deals with identifying the
user accopntable fot’specific actions on information and IT systems. Audit logs can provide this. [The
is relating to the accountability between users in a system. Non-repudiation services,|split

Many safeguard ahging
from such things as security poI|C|es securlty awareness, and logical access control and audit, to one-
time passwords and media controls, may be applicable. The implementation of a policy for
information ownership is a prerequisite for accountability. Selection of specific safeguards will be
dependent upon the specific usage of accountability within the domain.

10.5.2 Authenticity

The confidence in authenticity can be reduced by any threat which may lead to a person, system or
process not being sure that an object is what it purports to be. Some examples that may lead to this
situation arising include data changes not being controlled, the origin of data not being checked, and
the origin of data not being maintained.
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Many safeguards can be used to, or can contribute to, enforcing authenticity. Safeguards ranging frol
the use of signed reference data, logical access control and audit, to the use of digital signatures, m:
be applicable. Selection of specific safeguards will be dependent upon the specific usage o
authenticity within the domain.

10.5.3 Reliability

Any threat that may lead to inconsistent behaviour of systems or processes, will result in reducec
reliability. Some examples of such threats are inconsistent system performance and unreliabl
suppliers. The loss of reliability might result in poor customer service or loss of customer confidence.

Many safeguards can be used to, or can contribute to, enforcing reliability. Safegt
such things as business continuity plans, introduction of redundancy in the‘physic

ards ranging fron
al architecture an

system maintenance to identification and authentication, and logical access: contro
applicable. Selection of specific safeguards will be dependent upon thé’ specific U
within the domain.

11

The selection of safeguards according to detailed assessments follows the same pring
in the previous clauses. The performance of a detailed’risk analysis allows the speci
circumstances of the IT system and its assets to be taken into account. The differe
previous clauses is the level of effort, and the detail gathered during the assessment
justification of the safeguards selected is therefore possible. 11.1 addresses how I
which describes a method for risk analysis, can be used in the safeguard selection p
ISO/IEC TR 13335. The principles of selection are addressed in 11.2.

Selection of Safeguards According to Detailed Assessments

11.1  Relation between part:3 and part 4 of ISO/IEC TR 13335

In ISO/IEC TR 13335-3, techniques for the management of IT security are introdu
issues, possible corporatéirisk analysis strategy options and the recommended
analysis are discussed:\Fhe main strategy options to be used within an organization

to use a baseline/approach for all IT systems,
e to use detailedrisk analysis for all IT systems, and
[}

a baseline approach for the IT systems at low risk and a detailed risk analysis
high.risk.

If it.was decided to use detailed risk analysis for all IT systems to identify safegu
about how to select safeguards and how to use the results of the detailed risk an
given in 11.2 of this part of ISO/IEC TR 13335. Nevertheless, the information 3

and audit, may b
sage of reliability

iples that are appl
al requirements ai
nce from use of tr
process. A qualifie
bO/IEC TR 13335-
rocess of this part

ted. Besides othe
approach for ri
are:

to use the‘recommended approach’, i.e. following a high level risk analysis of all IT systems, then

for IT systems a

ards, information
plysis effectively i
bout safeguards,

Safeguards for specific 1T systems, and the [Nk between Security concerns, threats and safeguar:
contained in clauses 8 to 10 of this part of ISO/IEC TR 13335, can still be used.

11.2

There are basically four aspects that a safeguard can address, i.e. impacts, threats, vulnerabilities, and
risks themselves. A risk itself is addressed when the decision is made to reduce or avoid the risk rathe
than accept it (an example for reducing a risk is taking out insurance, and an example for avoiding a risk i
to move sensitive information to another computer). The components that, all together, make the risks
i.e. the impacts, threats and vulnerabilities, are the main target of safeguards. Ways in which safeguar
can address these aspects are:

Principles of Selection
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threats — safeguards can reduce the likelihood of a threat occurring (for example, consider a threat

of loss of data because of user errors, then a training course for the users would reduce the
amount of these errors), or, in the case of a deliberate attack, can deter by increasing the technical
complexity to achieve a successful attack,

vulnerability — safeguards can remove a vulnerability, or make it less serious (for example, if an

internal network connected to an external network is vulnerable to unauthorised access, the
implementation of an appropriate firewall would make the connection less vulnerable, and
disconnection removes this vulnerability), or

How and

implementation. Very often, threats can exploit more than one vulnerability. Therefore; if a safegual

used that
The convg
benefits s
should alw

In genera

deterrence,

attributes

supposed
benefits.
those that

Security s
emphasis
example,

place toid

Prior to in
assess wh
expensive

During safeguard selection it is important to weigh the cost of implementation of the safegua

against th
The cost
safeguard

impact —

having a business continuity plan ready for activation). Having good audit trall recordi
lysis and alert facilities can help early incident detection and reduction of the adverse-bus
Dact.

where a safeguard is used can make a big difference to the benefits>gained fror

prevents such a threat occurring, several vulnerabilities may have been addressed at on
brse is also true — a safeguard protecting a vulnerability can address several threats.
nould be considered when possible in the selection of safeguards. These additional bé
ays be documented to have a full view of the security requirements that any safeguard sati

detection, reduction, recovery, correction, monitoring, and awareness. Which of
is most preferable depends on the specific circumstances, and on what each safegu
to achieve. In many cases safeguards will provide more than one, again providing addi

do not.

hould always show reasonable balancein addressing the effects mentioned above. If too

is placed on one type of safeguard, the overall security is unlikely to be effective.
f a majority of deterrence safeguards is used without adequate detection safeguards be
pntify when deterrence has not worked, the overall security will not be effective.

plementation, the proposed safeguards should be compared with the existing safegua
ether there are any that.can be extended or upgraded. If this is the case, then this may
than introducing new safeguards.

b value of the assets being protected, and the return on investment in terms of risk redu
bf implementation and maintenance of a safeguard can be much higher than the cost
itself,_hence they should be taken into account during selection.

safeguards can reduce or av0|d the impact (|f the adverse |mpact is the non-availability
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ng,
ness

n its
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e time.
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pnefits
sfies.

, safeguards may provide one or more of the following)types of protection: preventon,

hese
ard is
tional

Vhere possible, safeguards that do provide multiple benefits should be sought in preferemqce to

much
For
ing in

rds to
be less

rds
iction.
Df the

Technical

constraints such as performance requirements, manageability (operational su

bport

requirements) and compatibility ISsues may hamper the use of certain safeguards. In these instances,
the system and security managers should work together to identify optimal solutions. It could also be
the case that a safeguard would decrease the performance. Again, system and security managers
together should try to identify a solution that allows the necessary performance while guaranteeing
sufficient security.

Aspects such as privacy legislation and jurisprudence may demand that certain safeguards be in place,
therefore defining unalterable elements of the baseline used or identified.
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12 Development of an Organization-wide Baseline

When an organization decides to apply baseline security either to the whole organization or to parts ¢
it the following questions should be considered.

e Which parts of the organization or systems can be protected by the same baseline, and whic
require a different consideration, or whether the same baseline should be applied throughout th
whole organization?

e What security level should the baseline (or the various baselines) aim at?
e How can the safeguards forming the different (if necessary) baselines be determined?

The following picture illustrates the various ways baseline security can be applied:
Risk
A
Baseline leyel 2
Baseline level 1b
I T IT IT IT IT T IT Igvel 1a
System System System :{-.System | System System| System System
1 2 3 4 5 6 7 8
>
IT Systems
Figure 4 — Different Baseline Levels
The advantage of applying different baseline levels within one organization is that nost systems will
be protected appropriately, i.e. not too little and not too much protection is applied (I|ke for IT systems
ol 1 Aand 1T o |

1. 2-6;-and-S-with-baselinetevel- landHFsystems34,and-5-with-basehnedevel2-in Figure 4). If IT
systems with different security requirements are ‘really different’ (in the sense that most of the
safeguards required to protect each of the IT systems are different), then the application of differen
baselines is recommended for the organization. If there are fundamentally different security
requirements, the decision of using a baseline approach should be re-considered.

If, on the other hand, the only difference between the various baseline levels is that some additione
safeguards are needed to form higher baseline levels, then it might not be worthwhile to implemen
several different baseline levels. If only one baseline level is implemented, the organizational overhea
can be reduced considerably, and everybody within the organization can rely on the same level o
security being present.
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The level baseline security should aim at is, of course, related to the decision whether one or more
levels of baseline security can logically be implemented. If different baseline levels are chosen these
levels can be adjusted fairly accurately to the security requirements of the IT systems they are
supposed to protect. Generally, any baseline level should not aim at security below the lowest security
requirements of the IT systems to be protected (like below the requirements of IT system 2 in
Figure 4). It is sensible to aim at a level which is sufficient for most (Baseline level 1a in Figure 4) or

all (Baseline level 1b) of the IT systems which are supposed to be protected. It is often advisable to
aim at the highest security level of the IT systems to be protected by the baseline safeguards since this
is normally not very expensive but provides sufficient security for all IT systems involved. A careful
consideration of the involved IT systems is necessary to make the final decision on which IT systems
should be|protected by the same baseline. Some IT systems are very much the same in nature
protectionfrequirements — in that case, it is useful to protect them by the same baseline. If, onthe

hand, a f

IT systems are totally different in their protection requirements, it is very often.the eas

way to consider them separately.

The same
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is true if an organization decides to implement the same baseline organization-wide.
an aim at three different levels:

evel, adding specific safeguards to protect all IT systems with higher requirements,

jum level, adding specific safeguards to protect all IT systemsawith higher requirements,
level which is sufficient to protect all IT systems which are\supposed to be protected
e security.

and/or
pther
iest

This

or
by

explained above, a medium or high level for baseline’security may be sensible for m

Liction of organizational overhead. In the end, the decision has to be made according
DN's security policy and the security requirements of the IT systems considered.

ummary

pf ISO/IEC TR 13335 discusses different ways of safeguard selection that can be use
hseline protection, or to support the techniques described in ISO/IEC TR 13335-3. This
C TR 13335 also contains”an overview of common safeguards which can be sele
Any of the approaches-mentioned above, and a reference to various baseline safe
vhich contain more ‘detailed descriptions of these safeguards. Finally, the different way
) an organization-wide baseline and the advantages and disadvantages of the alternati
This part of ISO/IEC TR 13335 can be used by any organization, large or small, that w
afeguards to-protect its IT systems.

a
DNs in order to achieve sufficient protection, reliable security throughout the organizi
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see Annex A

see Annex
see Annex C
see Annex D

Code of Practice for Information Security Management

ETSI Baseline Security Standard - Features and Mechanisms
IT Baseline Protection Manual

NIST Computer Security Handbook

Medical Informatics: Security Categorization and Protection for
Healthcare Information Systems

TC 68 Banking and Related Financial Services -

Information Security Guidelines

Protection of sensitive information not covered by the

Official Secrets Act — Recommendations for computer workstations
Canadian Handbook on Information Technology Security

see Annex E

see Annex F
see Annex G

see Annex H
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Annex A
Code of Practice for Information Security Management
(Type: generic)
Scope
BS 77999 is issued as a two-part standard

BS 7799-1: 1999 Code of Practice for Information Security Management;

4:2000(E)

BS 7799-2: 1999 Specification for Information Security Management Systems.

These standards are published under the authority of the Standards Board of'th
Institution (BSI). BS 7799-1:1999 supersedes the 1995 version, which has how
BS 7799 is intended for use by directors, managers and employees who are respo
implementing and maintaining information security in their organization,,and may b
basis for developing organizational security standards.

The 1999 versions of Parts 1 and 2 have been prepared under*the supervisio

E British Standar

been withdrawn
nsible for initiating
e considered as ¢

n of the BSI/DIS(

committee BDD/2, Information Security Management. These‘new versions take ifto account recen

developments in the application of information processing technology, particulaf
networks and communications. They also give greater<emphasis to business i
responsibility for information security. The revision(process took account of cd
organizations from different countries in the world.

ly in the area of
hvolvement in an
ntributions from

These documents provide a comprehensive set of controls comprising best practices in informatio

security and are intended to be as comprehensive as possible. They are intended
reference point for identifying the range.of controls needed for most situations W
systems are used in industry and commerce, and may therefore be applied by large
organizations.

Contents of BS 7799-1:1999
1. Scope
2. Terms and definitions
3. Security Policy
3.1 Information:Security Policy
. Security Organjzation
4.1 Infarmation security infrastructure
4.2 Security of third party access
4 3'Outsourcing
5. Asset.Classification and Control
5.1 Accountability for assets
5.2 Information classification
JPersonnel Security

4

to serve as a sin
here information
, medium and sm

6.1 Security in job definition and resourcing

6.2 User training
6.3 Responding to incidents

. Physical and Environmental Security
7.1 Secure areas
7.2 Equipment security
7.3 General controls

. Communications and Operation Management
8.1 Operational procedures and responsibilities
8.2 System planning and acceptance
8.3 Protection against malicious software
8.4 Housekeeping

\‘
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8.5 Network management
8.6 Media handling and security
8.7 Data and software exchange

9. Access

Control

9.1 Business requirements for system access
9.2 User access management

9.3 User responsibilities

9.4 Network access control

9.5 Computer access control

9.6 Application access control

9.7
9.8

Monitoring system access and use
Mobile computing and teleworking

10. Systein Development and Maintenance

10
10
10
10
10
11. Busing
11
12. Comp
12
12
12

Point of C

1 Security requirements of systems

2 Security in application systems

3 Cryptographic controls

3 Security of application system files

4 Security in development and support environments
ess Continuity Management

1 Aspects of business continuity management

iance

1 Compliance with legal requirements

2 Review of security policy and technical compliance
3 System audit considerations

bntact

BSI
389 Chisw
London, V|
UK
Tel.: +44 ]
Fax: +44 ]

BS 7799
Point of C

ick High Road
/4 AAL

181 996 7000
181 996 7001

bntact

SAA
P.O.Box 1
AUS — Str,
Australia
Tel.: +61 2
Fax: +61 7

055
pthfield NSW\2135

P97 464700
P07 464766

5 also published in Australia and New Zealand as AS/NZS 4444,

BS 7799 is also published in Sweden as SS 62 77 99.
Point of Contact

STG

S-11289 Stockholm

SWEDEN

Tel.: +46 8136250
Fax: +46 86186128

48

© ISO/IEC 2000 — All rights reserved


https://iecnorm.com/api/?name=3e87476b947fa42d29fb17c3409d6326

