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ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Committee) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. 1S
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Introduction

ISO/IEC TR 13335-3:1998(E)

The purpose of ISO/IEC TR 13335 is to provide guidance, not solutions, on management aspects of
IT security. Those individuals within an organization that are responsible for IT security should be
able to adapt the material in ISO/IEC TR 13335 to meet their specific needs. The specific objectives
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Information technology — Guidelines for the management of
IT Security —

Part 3: Techniques for the management of IT Security

1 Scope
This pe i i eetrity—Fhe
technigues are based on the in ISO/IEC TR 13335-1(gnd

C TR 13335-2. These guidelines are designed to assist the implementationy-of |IT
security. Familiarity with the concepts and models introduced in ISO/IEC TR 13335-1and the
materjal concerning the management and planning of IT security in ISO/IEC TR-13335-2 is
important for a complete understanding of this part of ISO/IEC TR 13335.

2 References

ISO/IEC TR 13335-1:1996, Guidelines for the management of IT Seeurity — Part 1. Concepts
and models for IT Security.

ISO/IEC TR 13335-2:1997, Guidelines for the management of 1T Security — Part 2: Managing
and planning IT Security.

3 Definitions

For the purposes of this part of ISO/IEC (TR 13335, the following definitions given]in
ISO/IEC TR 13335-1 apply: accountability,<asset, authenticity, availability, baseline contrqls,
confidentiality, data integrity, impact, integrity, IT security, IT security policy, reliability, residyal
risk, risk, risk analysis, risk management; safeguard, system integrity, threat, and vulnerability.

4 Structure

This gart of ISO/IEC TR 13335 is divided into 12 clauses. Clause 5 provides information on the
aim qf this part of ISOAEC TR 13335. Clause 6 gives an overview of the IT security
manapement process.;€lause 7 discusses the importance of a corporate IT security policy and
what [it should include. Clause 8 provides an overview of four different approaches [an
organjzation may>use to identify security needs. Clause 9 describes the recommended
appropch in detail and is followed by a description of safeguard implementation in Clause 10.
This ¢lause~also includes a detailed discussion of security awareness programmes and the
approyal process. Clause 11 contains a description on several follow-up activities that
nece

provides a brief summary of this part of ISO/IEC TR 13335.

5 Aim

The aim of this part of ISO/IEC TR 13335 is to describe and recommend techniques for the
successful management of IT security. These techniques can be used to assess security
requirements and risks, and help to establish and maintain the appropriate security safeguards,
i.e. the correct IT security level. The results achieved in this way may need to be enhanced by
additional safeguards dictated by the actual organization and environment. This part of
ISO/IEC TR 13335 is relevant to everybody within an organization who is responsible for the
management and/or the implementation of IT security.
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6 Techniques for the Management of IT Security

The process of the management of IT security is based on the principles set out in ISO/IEC
TR 13335-1 and ISO/IEC TR 13335-2 . It can be applied to the whole organization as well as to
selected parts of it. Figure 1 shows the major stages in this process, and how the results of this
process feed back into the various parts of it. Feedback loops should be established whenever
required, be it within a stage, or after one or more of the stages are completed. Figure 1
(below) is a revision of Figure 1 in ISO/IEC TR 13335-2 emphasizing the topics this part of
ISO/IEC TR 13335 is concentrating on.

IT Security Objectives, Strategy and Policy <
IT Security Objectives and Strategy
Corporate IT Security Policy
Corporate Risk Analysis Strategy Options <
Baseline Informal Detgiled Combined
Approach Approach Risk . Approach
Analysis
‘ l A 4 ) 1
A 4 ]
Combined Approach —
High Level Risk-Analysis
Det?"ed Baseline
Risk Approach
Analysis PP
Selection of Safeguards
Risk Acceptance
IT System Security Policy
g IT Security Plan
Implementation of the IT Security Plan <
Implementation Security Security
of Safeguards Awareness Training
Approval of IT-Systems
Follow-Up
Security
Compliance Monitoring
Checking , —>
Maintenance
Change Incident
Management Handling

Figure 1: Management of IT Security
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The management of IT security includes the analysis of the requirements for security, the
establishment of a plan for satisfying these requirements, the implementation of this plan, as
well as maintenance and administration of the implemented security. This process starts with
establishing the organization’s IT security objectives and strategy, and the development of a
corporate IT security policy.

An important part of the IT security management process is the assessment of risks, and how
they can be reduced to an acceptable level. It is necessary to take into account the business
objectives, as well as organizational and environmental aspects, and each IT system's specific
needs and risks.

After pssessing the security requirements of the IT systems and services, it is advisalle|to
select| a corporate risk analysis strategy. The major strategy options are discussed in detail in
Clausk 8 below. The recommended option involves conducting a high level risk analysis for|all
IT sygtems to identify those systems at high risk. These systems are then examined through
detaileéd risk analysis, while a baseline approach is applied for the remaining systems. For the
high r|sk systems, the detailed consideration of assets, threats and vulnerabilities will lead tp a
detaileéd risk analysis which facilitates the selection of effective safeguards commensurate with
the assessed risks. By using this option, the risk management process-can be focused [on
wherg the significant risks or greatest needs are, and the overall programme can be mgde
more fost and time effective.

Following the risk assessment, appropriate safeguards are ddentified for each IT system|to
reduce the risks to an acceptable level. These safeguards<are implemented as outlined in 1he
IT segurity plan. The implementation should be supported by an awareness and training
programme, which is important for the effectiveness ofthe safeguards.

Furthe¢rmore, the management of IT security includes the ongoing task of dealing with variqus
follow| up activities, which can lead to changes-to earlier results and decisions. Follow{up
activitles include: maintenance, security.~¢ompliance checking, change management,
monitpring, and incident handling.

7 IT Security Objectives, Strategy and Policies

After pstablishing the organization's IT security objectives, an IT security strategy should be
develpped to form a basis for the development of a corporate IT security policy. The
develppment of a corparate IT security policy is essential to ensure that the results of the rjsk
manapement process-—/are appropriate and effective. Management support across the
organjzation is required for the development and effective implementation of the policy. I{ is
essential that a corporate IT security policy takes into account the corporate objectives gnd
particular aspéects of the organization. It must be in alignment with the corporate security poljicy
and the corporate business policy. With this alignment, the corporate IT security policy will help
to achieve-the most effective use of resources, and will ensure a consistent approach|to
security~across a range of different system environments

It may be necessary to develop a separate and specific security policy for each or some of the
IT systems. This policy should be based on risk analysis or baseline results and be consistent
with the corporate IT security policy, thus taking into account the security recommendations for
the system to which it relates.
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7.1 IT Security Objectives and Strategy

As a first step in the process of managing IT security, one should consider the question ‘what
broad level of risk is acceptable to the organization?'. The correct level of acceptable risks, and
thence the appropriate level of security, is the key to successful security management. The
necessary broad level of security is determined by the IT security objectives an organization
needs to meet. In order to assess these security objectives, the assets and how valuable they
are for the organization should be considered. This is mainly determined by the importance
that IT has for supporting the conduct of the organization's business; the costs of IT itself is
only a small part of its value. Possible questions for assessing how much an organization's
business depends on IT are:

* What are the important/very important parts of the business which cannot be carried-put
without IT support?

* What are the tasks which can only be done with the help of IT?

. at essential decisions depend on the accuracy, integrity, or availability,@f information
prpcessed by IT, or on how up-to-date this information is?

. at confidential information processed needs to be protected?

. at are the implications of an unwanted security incident for the organization?

Answering these questions can help to assess the security objectives-of an organization. If, for
example, some important or very important parts of the business.are”dependent on accurate|or
up to fate information, then one of the security objectives of this-arganization may be to ensyre
the integrity and timeliness of the information as it is proeessed in the IT systems. Algo,
important business objectives and their relation to secCurity should be considered when
assessing security objectives.

Dependent on the security objectives, a strategy.for achieving these objectives should [be
agreef upon. The strategy chosen should be*appropriate to the value of the assets to |be
protegted. If, for example, the answers to one.or more of the questions above is 'Yes', then i is
likely [that the organization has high security requirements, and it is advisable to choosg a
strategy which includes sufficient effort to fulfil these requirements.

An IT [security strategy outlines in géneral terms how an organisation will achieve its IT secufity
objecfives. The topics such a strategy should address will depend on the number, type gnd
importance of those objectives, and normally be those which the organisation considers
imporfant to be uniformly addressed throughout the organisation. The topics could be guite
specific, or very broad, in_hature.

As an[ example of the/former, an organisation could have a primary IT security objective that,
because of the.nature of its business, all of its systems should maintain a high level|of
availapility. In~this case, one strategy topic could be directed at minimising virus infestatjon
through organisation-wide installation of anti-virus software (or nominating selected sites for
virus ¢hecking through which all software received must be passed).

To illustrate the Tatter, at a broad Ievel, an organisation could have an TT security objective,
because its business is selling its IT services, that the security of its systems have to be proven
to its potential customers. In this case, a strategy topic could be that all systems have to be
validated as being secure by a recognised third party.

Other possible topics for an IT security strategy, because of specific objectives or combinations
thereof, could include:

* the risk analysis strategy and methods to be adopted organisation-wide,
* the need for an IT system security policy for each system,

* the need for security operating procedures for each system,

* an organisation-wide information sensitivity categorisation scheme,
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* the need for security conditions of connections to be met, and checked, before other
organizations are connected, and
» the incident handling scheme to be universally used.

Once determined, the security strategy and its constituent topics should be encompassed in
the corporate IT security policy.

7.2 Corporate IT Security Policy

A corporate IT security policy should be produced based on the agreed corporate IT security

objec

busingss objectives are met. When writing the corporate IT security. policy, the cultutal,
envirgnmental and organizational characteristics should be borne in¢mind, since they dan
influence the approach towards security, e.g. some safeguards;- which might be easily
accepted in one environment, may be totally unacceptable in anothér,

The security relevant activities described in the corporate ITCsecurity policy can be based [on
the ofganizational objectives and strategy, the results of fprevious security risk analysis gnd
manapement reviews, the results of follow-up actions such-as security compliance checking| of
implemented safeguards, of monitoring and reviewingyiT security in day-to-day use, and|of
reportis of security relevant incidents. Any serious threat or vulnerability detected during thgse
activitles needs to be addressed, with the ,corporate IT security policy describing the
organjzation's overall approach to deal with these security problems. The detailed actions are
described in the various IT system security policies, or in other supporting documents, for
example, security operating procedures.

When developing the corporate IT security policy, representatives from the following functigns
should participate:

* audit,

* finance,

* infprmation systems-~{technicians and users),

 utilities/infrastructare”(i.e. persons responsible for building structure and accommodation,
poyver, air-conditioning),

* pelsonnel,

* segurity, and

* selior business management.

Accordingtothe—security objectives, and-thestrategy anmrorganizatiom has adopted-toachieve
these objectives, the appropriate level of detail of the corporate IT security policy is selected.
As a minimum, the corporate IT security policy should describe:

* its scope and purpose,

* the security objectives with respect to legal and regulatory obligations, and business
objectives,

e |IT security requirements, in terms of confidentiality, integrity, availability, accountability,
authenticity, and reliability of information,

* the administration of information security, covering organization and individual
responsibilities and authorities,

* the risk management approach which is adopted by the organization,
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* the means by which priorities for the implementation of safeguards can be determined,

» the broad level of security and residual risk sought by management,

* any general rules for access control (logical access control as well as the control of physical
access to buildings, rooms, systems, and information),

* the approach to security awareness and training within the organization,

* broad procedures to check and maintain security,

* general personnel security issues,

* the means by which the policy will be communicated to all persons involved,

* the circumstances under which the policy should be reviewed, and

» the_method of controlling changes to the policy.

Wherg¢ a more detailed corporate IT security policy is needed, the following issues shauld also
be considered:

* ordanization-wide security models and procedures,

* thduse of standards,

* thg procedures for the implementation of safeguards,

* theg approach towards follow-up activities like

| security compliance checking,

*/ monitoring of safeguards,

handling of security related incidents,

¢/ monitoring of IT system usage, and

» thg circumstances under which external security consultants will be engaged.

An expmple contents list for a corporate IT security palicy is given in Annex A.

As discussed earlier in this clause, the results -of previous risk analysis and managemént
reviews, security compliance checking and security incidents may have an effect on the
corpofate IT security policy. This, in turn, ay require that a previously defined strategy|or
policylis reviewed or refined.

To ensure adequate support for all security related measures, the corporate IT security poljcy
shouldl be approved by top management.

Based on the corporate IT security policy, a directive should be written, which is binding for|all
managers and employees.' This may require the signature of each employee on a document
which| acknowledges histher responsibility for security within the organization. Furthermore} a
programme for security awareness and training should be developed and implemented|to
communicate these aspects.

An indlividual Should be designated to be responsible for the corporate IT security policy, and
for ensuringthat this policy reflects the requirements and the actual status of the organization.

handling of incidents and security weaknesses, and any changes to the corporate IT security
policy which might be necessary according to the results of those actions.
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8 Corporate Risk Analysis Strategy Options

NOTE — To ensure that this part of ISO/IEC TR 13335 is complete, consistent, and can be read independently of
ISO/IEC TR 13335-2, Clause 8 deals with the same topics as Clause 10 of ISO/IEC TR 13335-2.

Before starting any risk analysis activity, an organization should have a strategy in place for
this analysis, and its constituent parts (methods, techniques, etc.) should be documented in the
corporate IT security policy. The means and criteria for the selection of the risk analysis
method should be agreed for the organization. The risk analysis strategy should ensure that
the approach chosen is suitable for the environment and that it focuses the security efforts
where they are really needed. The options presented below describe four different risk analysis
appro ches—Fhebasie—difference—between—each—ofthese uptiuno is—the dcpth of—the—sk
analysis. Since it is generally too costly to conduct a detailed risk analysis for all IT systems,
and it|is also not effective to give only peripheral attention to serious risks, a balance, between
these|options is needed.

Apart|from the possibility of doing nothing, and accepting that there will bg’ eXposure tq a
number of risks of unknown magnitude and severity, there are four hasic’ options fon a
corpofate risk analysis strategy:

* us¢ the same baseline approach for all IT systems, irrespective of-risks facing the systems,
angl accept that the level of security may not always be appropriate;

* use¢ an informal approach to perform risk analysis and concentrate on IT systems which are
pefceived as being exposed to high risks,

« comduct detailed risk analysis using a formal approach far all IT systems, or

» carry out an initial 'high level' risk analysis to identify IT-systems exposed to high risks gnd
thgse which are critical for the business, followedyby a detailed risk analysis for thgse
systems, and applying baseline security to all other systems.

Thesg different possibilities for addressing security risks are discussed below, and therl a
recommendation is made as to the preferred@approach.

If an prganization decides to do nothing’about security, or to postpone the implementation| of
safegpards, management should be aware of the possible implications of this decision. Whilst
bS,
be
ith
ty,
a0
P a
ad

ng
standard safeguards. A variety of standard safeguards are suggested in baseline documents
and codes of practice; a more detailed explanation of this approach can also be found in 9.2.

There are a number of advantages with this approach such as:

* only a minimum amount of resources is needed for risk analysis and management for each
safeguard implementation, and thus less time and effort is spent on selecting security
safeguards,

* baseline safeguards may offer a cost-effective solution, as the same or similar baseline
safeguards can be adopted for many systems without great effort if a large number of the
organization's systems operate in a common environment and if the security needs are
comparable.
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The disadvantages of this option are:

if the baseline level is set too high, there might be an excessive level of security on some IT
systems,

if the level is set too low there may be a lack of security on some IT systems, resulting in a
higher level of exposure, and

there might be difficulties in managing security relevant changes. For instance, if a system
is upgraded, it might be difficult to assess whether the original baseline safeguards are still
sufficient.

If all of an organlzatlons IT systems have onIy a Iow IeveI of securlty requirements then this

might be
it reflects the degree of protectlon requwed by the majorlty of IT systems Most organlzatlc
will alyvays need to meet some minimum standards to protect sensitive data and to comply wi

legislation and regulation, e.g. data protection legislation. However, where an organizatiop's

syste
effective to apply a common standard to all systems.

8.2 Informal Approach

s vary in business sensitivity, size, and complexity, it would neither be logical nor cagst-

This gption is to conduct informal pragmatic risk analyses. An informal approach is not baged

on strpctured methods, but exploits the knowledge and experience‘ef.individuals.

The apvantage of this option is:

Howeer, there are a number of disadvantages:

it usually does not require a lot of resources or time. No‘additional skills need to be learn{ to
dofthis informal analysis, and it is performed quicker than' a detailed risk analysis.

without some sort of formal approach or comprehensive checklists, the likelihood of missing
sotne important details increases,
juslifying the implementation of safeguards against risks assessed in this way will |be
difficult,
individuals who have minimum previous experience in analysing risks may have liftle
guidance to assist them in this task,
soine approaches in the past. have been vulnerability driven, i.e. security safeguards were
implemented based on identified vulnerabilities, without considering whether there were gny
threats likely to exploit these vulnerabilities, i.e. whether there was a real need for the
safeguards,
a degree of subjectivity may be introduced; the particular prejudices of the reviewer nlay
influence the results, and
prdblems may:.arise if the person who carried out the informal risk analysis leaves the
ordanization.

Based upon‘the above disadvantages, this option is not an effective approach to risk analygis

for mgnylorganizations.

8.3 Detailed Risk Analysis

The third option is to conduct detailed risk analysis reviews for all IT systems in the
organization. Detailed risk analysis involves in-depth identification and valuation of assets, the
assessment of threats to those assets, and assessment of vulnerabilities. The results from
these activities are then used to assess the risks and thence identify justified security
safeguards. This approach is described in detail in 9.3.

The advantages with this approach are:

it is likely that appropriate safeguards are identified for all systems, and
the results of the detailed analysis can be used in the management of security changes.
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isadvantages of this option are:

it requires a considerable amount of time and effort, and expertise, to obtain results.
there is the possibility that the security needs of a critical system are addressed too late,
since all IT systems would be considered in the same detail and a considerable amount of
time is required to complete the analyses.

Therefore, it is not advisable to use detailed risk analysis for all IT systems. If this approach is
chosen, there are a number of possible implementations:

* use of a standard approach, that meets the criteria reflected in this TR (for example, the
aplnrnnr‘h described in 9 ’2)1

* use¢ a standard approach in different ways appropriate to the organization; the use of{'rjsk
mddelling techniques' (described in 9.3) could be of advantage to some organizations:

8.4
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Combined Approach

ng that the high risk systems are appropriately protected.
pnal advantages of this option are:
analysis programme,
bhould be possible to quickly build a ¢strategic picture of an organizational secu

gramme, i.e. it will act as a good planning aid,

in the greatest need of protection'will be addressed first, and
follow up actions will be morecsuccessful.

hly potential disadvantagelis:
the initial risk analyses-are at a high level, and potentially less accurate, some syste

check whether(more than a baseline approach is needed.

The

detaile¢d risk analysis where appropriate, offers the majority of organizations the most effect

way forward. This approach is recommended and will be examined in more detail in Clause 9.

urth option is to first conduct an initial high level risk analysis for all |T>systems, in egch
concentrating on the business values of the IT system and the serious risks to which it is
ed. For the IT systems identified as being important for the .6rganization's busingss
 exposed to high risks, a detailed risk analysis should be conducted in a priority order.
| other IT systems, a baseline approach should be choser/ This option, which is in a
the combination of the best points of the options described in 8.1 and 8.3, provideg a
balance between minimizing the time and effort spent in-identifying safeguards, while $till

incorporation of an initial quick and simple_approach is likely to gain acceptance of the

ity

ources and money can be applied where they are most beneficial, and systems likely| to

us

y not be identified _as requiring detailed risk analysis. However, these systems would still
covered by baselife security. Also, these systems can be re-visited whenever necessary

option ef@a high level risk analysis approach, combined with the baseline approach, and

ve
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9 Combined Approach

This section provides guidance for implementing the combined risk analysis strategy
recommended above.

9.1 High Level Risk Analysis

First it is necessary to conduct an initial high level risk analysis to identify which approach
(baseline or detailed risk analysis) is appropriate for each IT system. This high level risk
analysis considers the business values of the IT systems and the information handled, and the
risks from the organization's business point of view. Input for the decision as to which approach
is suitpble for which IT system can be obtained from consideration of the following:

» the business objectives to be achieved by using the IT system,

* theg degree to which the organization's business depends on the IT system, i.e. whether
functions that the organization considers critical to its survival or the effective conduct|of
buginess are dependent on this system, or on the confidentiality, integrity, availabiljty,
acg¢ountability, authenticity, and reliability of the information processed on'this system,

* thg level of investment in this IT system, in terms of developing, maifitaining, or replacing
thg system, and

* thg assets of the IT system, for which the organization directly assigns value.

When| these items are assessed, the decision is generally easy. If the objectives of a systém
are inmpportant to an organization's conduct of business, if system replacement costs are hiigh,
or if the values of the assets are at high risk, then a detailed risk analysis is necessary for the
systeq. Any one of these conditions may be enoughto justify conducting a detailed rjsk
analysis.

A gerjeral rule to apply is: if the lack of IT system security can result in significant harm|or
damage to an organization, its business processes or its assets, then a detailed risk analygis
(9.3) Is necessary to identify potential risks.” In all other cases, the application of a baseline
appropch (9.2) provides appropriate protéection.

9.2 Baseline Approach

The objective of baseline protection is to establish a minimum set of safeguards to protect|all
or some IT systems of an‘organization. Using this approach, it is possible to apply baseljne
protegtion organization-wide, and, as reflected above, additionally use detailed risk analygis
reviews to protect IT-systems at high risk or systems critical to the business. The use of the
baseline approach. reduces the investment that the organization has to make in the
performance of#isk analysis reviews (8.1).

The appropriate baseline protection can be achieved through the use of safeguard catalogyes
which|suggest a set of safeguards to protect an IT system against the most common thredts.
The I@W i ' izati iled

assessment of threats, vulnerabilities and risks is not necessary. All that has to be done to
apply baseline protection is to select those parts of the safeguard catalogue which are relevant
for the IT system considered. After identifying the safeguards already in place, a comparison is
made with those safeguards listed in the baseline catalogue. Those that are not already in
place, and are applicable, should be implemented.

Baseline catalogues may specify safeguards to be used in detail, or they may suggest a set of
security requirements to be addressed with whatever safeguards appropriate to the system
under consideration. Both approaches have advantages. Catalogues of both types can be
found in the Annexes of ISO/IEC TR 13335-4. One of the objectives of the baseline approach
is consistency of security safeguards throughout the organization, which can be achieved by
both approaches.
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Several documents are already available which provide sets of baseline safeguards. Also,
sometimes a similarity of environments can be observed among companies within the same
industrial sector. After the examination of the basic needs, it may be possible for baseline
safeguard catalogues to be used by a number of different organizations. For example,
catalogues of baseline safeguards could be obtained from:

* international and national standards organizations,
* industry sector standards or recommendations, or
* some other company, preferably with similar business objectives, and of comparable size.

A anizatian—aa-ans f oolre alca—caoanarat o Taa—kba Lo ctablichacl B ‘t
n OrgﬂlllLaLl\Jll IIICly, Ul LUUTOUT, dAloU BCIICIGLC o UWIT JAOUIITIC, ColdadultoriTu CUTTITTIeTriourt e

with itk typical environment, and with its business objectives.

9.3 Detailed Risk Analysis

As indlicated in 8.3, a detailed risk analysis for an IT system involves the identification of the
relatefl risks, and an assessment of their magnitude. The need for a detailed’sisk analysis gan
be determined without unnecessary investment in time and money when high level reviews are
conducted for all systems, followed by detailed risk analysis reviews only ‘en high risk or critical
systeins as recommended in 8.4.

The 1isk analysis is done by an identification of potential (adverse business impacts | of
unwamted events and the likelihood of their occurrence. Unwanted events can adversely impact
the bysiness, persons or any other valuable entity of the grganization. The adverse impact] of
an unwanted event is a composite of possible damages related to the value of the assets| at
risk. The likelihood of occurrence is dependent on how attractive the asset is for a potential
attacKer, the likelihood of threats occurring, and theease with which the vulnerabilities can [be
exploited. The results of the risk analysis lead to.the identification and selection of safeguards
which{can be used to reduce the identified risks to an acceptable level.

Detailpd risk analysis involves in-depth reviews at each of the steps shown in Figure 2. It ledds
selection of justified safeguards as part of the risk management process. The
requirements for these safeguards areé documented in the IT system security policy and 1l]he
relatefl IT security plan. A number of incidents and external influences which may affect the
security requirements of the system can make it necessary to reconsider parts of or the whele
risk apalysis. Those influen€es could be: recent significant changes to the system, planned
chandes, or the consequences of incidents which need to be dealt with.

A variety of methods exist for the performance of a risk analysis ranging from check list baged
appropches to structured analysis based techniques. Automated (computer assisted) |or
manugl based products can be used. Whatever method or product is used by the organizatipn,
it should at Igast address the topics identified in the following clauses. It is also important that
the methods Used fit with the organization's culture.

safeguards identified - should be saved, for example, in a database. Obviously, methods with
software support tools make this activity much easier. This representation, sometimes referred
to as a model, can be utilised to significant effect as changes occur over time, be they to
configuration, information types processed, threat scenarios etc. Only the changes are needed
as input in order to ascertain the effect on the necessary safeguards. Further, such models can
be quickly used to examine different options, say during the development of a new system, as
well as being used for other systems which are similar in nature.

11
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Establishment of Review
Boundary (Clause 9.3.1)

Risk Analysis
Identification
of Assets (Clause 9.3.2)
v

valuation of Identification
o and Threat Vulnerability || of Existing/

SIS Imer} o Assessment Assessment Planned
DEPETUETICIES
Between Assets Safeguards

(Clauses 9.3.3 - 9.3.6)

Assessment of Risks
(Clause 9.3.7)

Identification/
Review of
Constraints
(Clause’9.4.3

v

Selection of ¢
Safeguards (Clause 9.4)

v

Risk Acceptance
(Clause 9:5)

No

Yes

IT System Security
Policy (Clause 9.6)

IT Security Plan
(Clause 9.7)

Figure 2: Risk Management Involving Detailed Risk Analysis

9.3.1| Establishment of Review Boundary

As shown—in—TFigture—2,prior—to—gathering—inputfor-the—asset-identification—and—vatuation,—the
boundaries of the review should be defined. A careful definition of boundaries at this stage
avoids unnecessary work and improves the quality of the risk analysis. The boundary
description should clearly define which of the following have to be considered when carrying
out the risk analysis review for the considered IT system:

* |T assets (e.g. hardware, software, information),

* people (e.g. staff, subcontractors, other external personnel),
* environments (e.g. buildings, facilities), and

* activities (operations).

12
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9.3.2 Identification of Assets

An asset is a component or part of a total system to which an organization directly assigns
value and hence for which the organization requires protection. For the identification of assets
it should be borne in mind that an IT system consists of more than hardware and software. For
example, asset types can be any of the following:

* information/data (e.g. files containing payment details, product information),

* hardware (e.g. computer, printer),

* software, including applications (e.g. text processing programs, programs developed for
special purposes),

* CO fcati - - - -

» firmware (e.g. floppy discs, CD Read Only Memories, Programmable ROMs),

* do¢uments (e.g. contracts),

* funds (e.g. in Automatic Teller Machines),

* manufactured goods,

* selvices (e.g. information services, computing resources),

« confidence and trust in services (e.g. payment services),

* enyironmental equipment,

* pelsonnel,

* image of the organization.

All aspets within the review boundary established (see 9.3.1)-must be identified. Conversegly,
any apsets to be excluded from a review boundary, for whatever reason, need to be assigned
to angther review to ensure that they do not get forgotten or’overlooked.

9.3.3| Valuation of Assets and Establishment of Dependencies Between Assets

After fulfilling the objective of asset identification by listing all assets of the IT system under
review, values should be assigned to these.assets. These values represent the importance| of
the agsets to the business of the organization. This may be expressed in terms of secufity
concerns such as the potential adverse;business impacts from the disclosure, modification,
non-apailability and/or destruction of-information, and other IT system assets. Thus asset
identification and valuation, based'on the business needs of an organization, is a major factor
in the|determination of risks.

The ipput for the valuation. of‘assets should be provided by owners and users of the assets.
The person(s) carrying @ut the risk analysis will list the assets. They should seek assistarjce
from those involved..in Jbusiness planning, finance, information systems and other relevant
activitles in order to‘identify values for each of these assets. The values assigned should |be
relatef to the cost-of obtaining and maintaining the asset, and the potential adverse busingss
impagts from—loess of confidentiality, integrity, availability, accountability, authenticity and
reliability. Each’ of the assets identified should be of value to the organization. However, the¢re
will npt be_a direct or easy way to establish financial value for all. It is also necessary|to
establishivthe value or extent of importance in non-financial, i.e. qualitative, terms to the
organization. Otherwise it will be difficult to identify the level of protection and the amount of
resource the organization should devote to protect the assets. An example for such a valuation
scale could be a distinction between low, medium and high, or, in more detail:

negligible - low - medium - high - very high.

In Annex B, more detail is given of possible scales for use in assigning values to assets by
considering possible damages. Regardless of which scale is used, issues to be considered in
this valuation could be the possible damages resulting from:

« violation of legislation and/or regulation,
« impairment of business performance,
» loss of goodwill/negative effect on reputation,

13
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« breach of confidentiality associated with personal information,
+ endangerment of personal safety,

+ adverse effects on law enforcement,

» breach of commercial confidentiality,

« breach of public order,

« financial loss,

« disruption to business activities, and

« endangerment of environmental safety.

An organization might need to think of other criteria important for its business, which have to be
added to the criteria used in Annex B. Also, an organization has to define its own limits for

Id be emphasized at this stage that the method for assessment must allow not oply
gquantftative valuation, but also qualitative valuation where quantitative valuation'is impossiple
or illogical (for example, the potential for loss of life, or loss of business goodwill). Explanatjon

Dependencies of assets on other assets should also be identified, sinee this might influerjce
the vdlues of the assets. For example, the confidentiality of data should be kept throughout|its
processing, i.e. the security needs of a data processing program:should be directly related| to
the vdlue representing the confidentiality of the data processed. Also, if a business procesg is
relying on the integrity of certain data being produced by ‘a-program, the input data of this
program should be of appropriate reliability. Moreover, cthe integrity of information will |be
deperjdent on the hardware and software used for_its storage and processing. Also, the
hardware will be dependent on the power supply~and possibly the air conditioning. Thus
information about dependencies will assist in<the identification of relevant threats gnd
particularly vulnerabilities. It will also help to assure that the true value of the assets (throygh
the dgpendency relationships) is given to the assets and thereby ensuring an appropriate leyel
of protection.

The values of assets on which other_assets are dependent may be modified in the following
way:

« if the values of the dependent assets (e.g. data) are lower or equal to the value of the asset
comsidered (e.g. software); its value remains the same, and

« if the values of the dependent asset (e.g. data) is greater, then the value of the asset
comsidered (e.g. software) should be increased according to:

| the degree of dependency, and
| the values:of the other assets.

be used to reduce avallablllty problems

The final output of this step is a list of assets and their values relative to disclosure
(preservation of confidentiality), modification (preservation of integrity), non-availability and
destruction (preservation of availability), and replacement cost.

9.3.4  Threat Assessment

A threat has the potential to harm the IT system and its assets under review. If a threat
occurred, it could impinge on the IT system in some way to cause unwanted incidents and thus
adverse impacts. Threats may be of natural or human origin, and could be accidental or
deliberate. Both accidental or deliberate threat sources should be identified and the likelihood

14


https://iecnorm.com/api/?name=c73dd8aee27f37883bab78c52a37ea02

© ISO/IEC ISO/IEC TR 13335-3:1998(E)

of their occurrence should be assessed. It is essential that no relevant threat is overlooked,
since this could result in failure or weaknesses in the IT system security.

Input to the threat assessment should be obtained from the asset owners or users, from
personnel department staff, from facility planning and IT specialists, as well as from people
responsible for the protection of the organization. Other organizations like legal bodies and
national government authorities may be able to assist, for example by providing threat
statistics. A list of generally possible threats is helpful to perform the threat assessment. An
example is given in Annex C. Nevertheless it might be worthwhile to consult other threat
catalogues (maybe specific to your organization or business) since no list can be exhaustive.
Some of the most common manifestations of threats are:

e errprs and omissions,

« frapd and theft,

* employee sabotage,

* losp of physical and infrastructure support,

* mglicious hacking, e.g. through masquerading,
* malicious code, and

* industrial espionage.

When using threat catalogues or the results of earlier threat assessments, one should |be
that threats are continually changing, especially if the business environment or the|lT
chandes. For example, the viruses of the 90's are significantly‘more complex than those of {he
80's. It is also interesting to note that the implementation of<safeguards such as virus checking
software always seem to lead to the development of new vifuses which are resistant to current
safegpards.

After [dentifying the threat source (who and what-causes the threat) and the threat target (i.e.
what plements of the system may be affected by the threat), it is necessary to assess the
likelihpod of the threats. This should take aceount of:

* thq threat frequency (how often it might occur, according to experience, statistics, etc.), if
staftistics etc. can be applied,
* thg motivation, the capabilities perceived and necessary, resources available to possible
attqckers, and the perception of attractiveness and vulnerability of IT system assets for the
posgsible attacker, for deliberate threat sources, and
* geggraphical factors such as proximity to chemical or petroleum factories, the possibility| of
extreme weather conditions, and factors that could influence human errors and equipmeént
mglfunction, for accidental threat sources.

Depending on¢the need for accuracy, it might be necessary to split assets into their
components.and relate the threats to the components. For instance, a physical asset might
initially be€ensidered to be ‘central data servers', but when it is identified that these servers are
in differént-geographic locations, it would be split into 'central data server 1' and 'central data
server2because some threats may be different _and others at different levels. Similarlyl a
software asset might first be regarded as 'application software' but later broken down into two
or more instances of 'application software'. An example with regard to a data asset could be
where it is first determined as 'criminal record' but later split into 'criminal record text' and
‘criminal record image'.

At the completion of the threat assessment, there will be a list of threats identified, the assets
or groups of assets they would affect, and measures of the likelihood of threats occurring on a
scale such as high, medium, or low.

9.3.5 Vulnerability Assessment
This assessment includes identifying weaknesses in the physical environment, organization,
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procedures, personnel, management, administration, hardware, software or communications
equipment, that may be exploited by a threat source to cause harm to the assets, and the
business they support. The presence of a vulnerability does not cause harm in itself as there
must be a threat present to exploit it. A vulnerability which has no corresponding threat does
not require the implementation of a safeguard, but should be recognized and monitored for
changes. It should be noted that an incorrectly implemented or malfunctioning safeguards, or
safeguards being used incorrectly, could in themselves be a vulnerability.

Vulnerabilities can be related to properties or attributes of the asset that can be used in a way,
or for a purpose, other than that intended when the asset was purchased or made. For
example, one of the properties of an FEFPROM (Electronically Frasable Programmable Read
Only Memory) is that the information stored on it can be erased and replaced. This is one| of
the design criteria of an EEPROM. However, this property also means that the unauthiorized
destryction of information stored on the EEPROM is possible. This can be a vulnerability.

This gssessment identifies vulnerabilities that may be exploited by threats and-assesses their
likely [level of weakness, i.e. ease of exploitation. For example, some @ssets are easily
disposed of, easily concealed or transported - all of these properties can relate |to
vulnerjabilities. Input for the vulnerability assessment should be obtained from the asset owngrs
or usaqrs, from facility specialists, and IT systems experts on hardware and software. Examples
of vuliperabilities are:

« urprotected connections (for example to the Internet),
e untrained users,

« wiong selection and use of passwords,

* nd proper access control (logical and/or physical),

« nd back-up copies of information or software, and

« logation in an area susceptible to flooding.

More pxamples of vulnerabilities can be found\n Annex D.

It is important to assess how severe the vulnerabilities are, in other words how easily they may
be exploited. A vulnerability should be-assessed in relation to each threat that might exploit| it
in a particular situation. For instange, a system may have a vulnerability to the threats pf
masquerading of user identity and-misuse of resources. The vulnerability to masquerading pf
user identity may be high because of lack of user authentication. On the other hand, the
vulnetability to misuse resources may be low because even with lack of user authenticatign
the means by which reseurces might be misused are limited.

The result of this.step should be a list of vulnerabilities and assessments of the ease pf
exploitation, e.g~0n a scale high, medium, and low.

9.3.6 | Identification of Existing/Planned Safeguards

The spfeguards identified following a risk analysis review should be additional to any already
existing and planned safeguards. It is important that such existing and planned safeguards
are identified as part of this process to avoid unnecessary work or cost, e.g. in the duplication
of safeguards. It might also be identified that an existing or planned safeguard is not justified.
In this case, it should be checked whether the safeguard should be removed, replaced by
another, more suitable, safeguard, or whether it should stay in place (for example, for cost
reasons).

In addition, a check needs to be made to determine whether the safeguards selected following
the risk analysis review (see 9.4) are compatible with existing and planned safeguards, i.e. that
the safeguards being selected and existing safeguards should not hinder each other.
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While identifying the existing safeguards, a check should be made to ensure that the
safeguards are working correctly. A safeguard which is relied on to work correctly, but does not
function in the business process, is a source of possible vulnerability.

The result of this step is a list of all existing and planned safeguards, and their implementation
and use status.

9.3.7 Assessment of Risks

The objective of this step is to identify and assess the risks to which the IT system and its
assets are exposed, in order to identify and select appropriate and justified security
safegpards. Risks are a function of the values of the assets at risk, the likelihood of threats
occurfing to cause the potential adverse business impacts, the ease of exploitation.'ef the
vulnetfabilities by the identified threats, and any existing or planned safeguards whieh’ might
reducg the risk.

There| are different ways of relating these factors; for example, the values‘assigned to the
assets, vulnerabilities and threats are combined to obtain values measuringithe risk. A detailed
consigeration of the different types of risk analysis method based on umalues assessed for
assets, vulnerabilities, and threats can be found in Annex E.

What¢ver way is taken to assess the measures of risk, the result ofthis step should be a list of
measyred risks for each of the impacts of disclosure, modification, non-availability, gnd
destryction for the considered IT system. Further, the measures of risk help identify which rigks
shoulg be dealt with first when selecting safeguards. The-method used should be repeatable
and trpceable.

risk apalysis process. If an organization decides.to use a tool, care should be taken that the
appropch used is in line with the organization's IT security strategy and policy. Also, effort
should be made to obtain accurate input, since a tool can only work as precisely as its input
allowsg.

As reflected earlier, various automated software tools.may be used to support all or parts of i:e

9.4 Selection of Safeguards

Apprgpriate and justified safeguards should be identified and selected to reduce the assesged
risks o an acceptable level. Existing and planned safeguards, the IT security architecture, and
constraints of various types have to be taken into account to allow a proper selection (gee
9.3.6,/ 9.4.2 and 9.4.3).~Additional advice on the selection of safeguards can be found|in
ISO/IEC TR 13335-4.

9.4.1| Identification of Safeguards

The measures of risks determined in the previous step should be used as the basis for
identifying-all safeguards that are necessary for appropriate protection.

In order to select safeguards which effectively protect against the assessed risks, the results of
the risk analysis should be considered. The vulnerabilities to associated threats indicate where
additional protection may be needed, and what form it should take.

There might be alternatives, which are decided on according to the costs of the considered
safeguards. Areas where safeguards are applicable include:

e physical environment,

* personnel,

e administration,

* hardware/software, and
e communications.
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The existing and planned safeguards should be re-examined in terms of cost comparisons,
including maintenance, with a view to removing (or not implementing) or improving them if they
are not effective enough. Here it should be noted that sometimes it is more expensive to
remove an inappropriate safeguard than to leave it in place, and maybe add another
safeguard. It is possible as well that a safeguard may provide protection to assets outside of
the current review boundary.

For the identification of safeguards it is useful to consider the vulnerabilities which are to be
protected, and have associated threats which might exploit these vulnerabilities. In general,
there are a number of possibilities to lessen the risks:

e avoid the risk,

» trapsfer the risk (e.g. insurance),

* reduce the threats,

¢ reduce the vulnerabilities,

* reduce the possible impacts, and

¢ defect unwanted events, react to, and recover from, them.

Which of these possibilities (or a combination of them) is most apprepriate depends on the
circumstances. Safeguard catalogues also might be helpful. However, in selecting safeguards
from @ catalogue it is also important to tailor them to the specific needs of an organization.

Another important aspect of safeguard selection is the cost factor. It would be inappropriate| to
reconjmend safeguards which are more expensive to implefment and maintain than the valug of
the agsets they are designed to protect. It may also be inappropriate to recommend safeguards
which|are more expensive than the budget which the organization has assigned for secur|ty.
Howeyer, great care should be taken if the budget réduces the number or quality of safeguafds
to be |[mplemented since this can lead to the implicit-acceptance of a greater risk than planngd.
The ¢stablished budget for safeguards should only be used as a limiting factor with
consiglerable care.

Wherg¢ a baseline approach is selected to protect the IT system, the selection of safeguardg is
relatiely simple. Safeguard catalogues suggest a set of safeguards to protect the IT system
against the most common threats::These recommended safeguards are compared with the
existing or planned safeguards,and the ones not already in place or planned for form a lisq of
safegliards to be implementedto obtain baseline protection.

Safeguard selection should always include a balance of operational (non-technical) gnd
technical safeguards.. Operational safeguards include those which provide physical, personriel,
and afiministrative security.

Physical security. safeguards include strength of internal building walls, key coded door locks,
fire spppression systems, and guards. Personnel security covers personnel recruitmént
checkss, (especially people in 'positions of trust’), staff monitoring, and security awarengss
programmes.

Procedural security includes secure operating procedures documentation, application
development and acceptance procedures as well as procedures for incident handling. Related
to this category, it is very important that an appropriate business continuity, including
contingency planning/disaster recovery, strategy and plan(s) are developed for each system.
The plan should include details of the key functions and priorities for recovery, processing
needs, and the organizational procedures to follow if a disaster or service interruption occurs.
Such plans must include the steps required to safeguard sensitive information being
processed, while still permitting the organization to conduct business.

Technical security encompasses hardware and software security as well as communications
safeguards. These safeguards are selected according to the risks to provide security
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functionality and assurance. The functionality will cover, for example, identification and
authentication, logical access control requirements, audit trail/security logging needs, dial-back
security, message authentication, encryption, and so on. Assurance requirements document
the level of trust needed in security functions and thus the amount and type of checking,
security testing, etc., necessary to confirm that level. In deciding on the complimentary blend of
operational and technical safeguards, there will be different options for implementing the
technical security requirements. A technical security architecture should be defined for each
option to help identifying that security can be provided as required, and also that it is feasible
with available technology.

generplized set of criteria that can be used in a variety of situations. The evaltation critgria
may gpecify functional requirements and/or assurance requirements. A number of evaluatjon
schemes are in existence, many of them sponsored by government and intérnational standards
organjzations. An organization could decide to make use of evaluated freducts and systems
when [it requires confidence that the set of functionality implemented is*what is required, gnd
when (it needs to trust in the correctness and completeness of/the’ implementation of that
functipnality. Alternatively, focused pragmatic security testing.\could provide assurance | of
confidence in the security provided.

When selecting safeguards for implementation, a number* of factors should be considefed
includjng:

. ease of use of the safeguard,

. transparency to the user,

. the help provided to the users to perfortn their function,

. the relative strength of the safeguards; and

. the types of functions performeéd - prevention, deterrence, detection, recovery,

correction, monitoring, and awareness.

Generally, a safeguard will fulfilkmore than one of these functions - the more it can fulfil the
better] When examining the overall security, or set of safeguards to be used, a balance shouild
be maintained between the types of functions if at all possible. This helps the overall security|to
be mqare effective and efficient. A cost / benefit analysis may be required as well as a trade-pff
analysis (a method of~comparing competing alternatives using a set of criteria which are
weighted for relative(importance in regard to the particular situation).

9.4.2 | IT Security Architecture

An IT[security architecture describes how the requirements for security are to be satisfied ffor
an IT [system, as part of the overall system's architecture. Therefore, it is important to consigler

the IT caoctrithg architantiirn Avirine thn nracncc Af cafariiard cnlactinn
SCTUITy A CHmC Tt T Oy thT PTroCt oo U ot Ui~ ST TIC TUoTT:

An IT security architecture can be used in the development of new systems and when major
changes are made to existing systems. Based on the results of the risk analysis or baseline
approach, it takes the requirements for security and refines them into a set of technical security
services for the system that will satisfy those requirements. In some cases, particularly when
changes are being made to existing systems, some of the requirements may be in the form of
specific safeguards that are to be used.

An IT security architecture focuses on technical security services and how they will fulfil the
security objectives. In doing this, related non-technical security safeguards are taken into
account. Even though the architecture can be built from a number of different perspectives and
approaches, one fundamental principle should be taken into account. A security problem in a
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unique security domain (an area of the same or similar security requirements and safeguards)
must not be permitted to adversely impact the security of another unique security domain. An IT
security architecture will normally consist of one or more security domains. The security
domains should follow the business domains that the organization is using and has established,
as closely as practical. These business domains may follow particular business functional
divisions such as payroll, manufacturing, or customer service, or they may follow business
services divisions such as e-mail services or office services.

Security domains are differentiated by one or more of the following attributes:

. levels, categories or types of information accessible within the domain,

. perations appticabie 1o the domain,

. gommunities of interest (COI) associated within the domain,

. relationships to other domains and environments, and

ypes of functions or information access required by COI within the domain.

°
~—t

In constructing an IT security architecture, the issues that should be addressed-include:

+ interrelationships and interdependencies between unique security domains,

« impacts or implications of interrelationships and interdependencies weakening secuyity
selvices, and

« exfra services or precautions required to correct, control or counter-any weakness.

An IT|security architecture does not stand alone, rather it relies’ on and interfaces with other
ents. The most important of these is the system architecture and the other associated
architectures such as hardware, communications and applications. An IT security architecture
will ngt contain a complete description of the system;<it will address technical aspects and
ts related to the security only. An IT security architecture should aim to adversely imppact
users [as little as possible while ensuring that thetenvironment has the optimum protectior] in

security design,

security operational concept;

security plan,

system security policy, and

system certification and accreditation documentation, if required.

Identification/Review of Constraints

are many)constraints which can affect the selection of safeguards. These constraints
e takeh)jinto account when making recommendations and during the implementatipn.
| constraints are:

onstraints:
Many types of time constraints can exist. For example, safeguards should be implemented
within a time period acceptable for management. Another type of time constraints is whether a
safeguard can be implemented within the lifetime of the system. A third type of time constraint
may be the period of time management decides is an acceptable period to leave the system
exposed to a particular risk.

Financial constraints:

Safeguards should not be more expensive to implement than the value of assets they are
designed to protect. Every effort should be made not to exceed assigned budgets. However, in
some cases it may not be possible to achieve the desired security and level of risk acceptance
within those budget constraints. This therefore becomes a management decision as to the
resolution of this situation.
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Technical constraints:

Technical problems, like the compatibility of programs or hardware, can easily be avoided if
account is taken of them during the selection of safeguards. Also, the retrospective
implementation of safeguards to an existing system is often hindered by technical constraints.
These difficulties may move the balance of safeguards towards the procedural and physical
aspects of security.

Sociological constraints:
Sociological constraints to the selection of safeguards may be specific to a country, a sector,
an organization, or even a department within an organization. They cannot be ignored because

many mmmmmmmmmummmuummmﬂmm?d
the nged for the safeguard or do not find it culturally acceptable, it is likely that the safeguard

will bgcome ineffective over time.

Envirpnmental constraints:
Envirgnmental factors may influence the selection of safeguards, like space’ availabiljty,
extreme climate conditions, surrounding natural and urban geography, etc.

Legal|constraints:
Legal| factors like personal data protection or criminal code provisions for informatjon
procegsing could affect the selection of safeguards. Non IT specific-taws and regulations l|ke
fire dgpartment regulations, labour relations laws etc. could also-affect safeguard selection.

9.5 Risk Acceptance

After [choosing the safeguards and identifying the reduction of risks these safeguards Will
achieye, there will always be residual risks - no system’can be made absolutely secure. Thgse
residyal risks should be categorized as 'acceptable’or 'unacceptable’ for the organization. This
categgprization can be accomplished by reviewing the potential adverse business impagts
assocjated with those risks. Obviously, thectnacceptable risks cannot be tolerated without
further considerations. It is a management decision whether these risks will be accepted
because of other constraints (like costs,cr simply impossibility of prevention - as in the case| of
plane$ crashing on a building or earthquakes; however, plans to recover from such events gan
still b¢ made), or whether additional-and maybe expensive safeguards are selected to redyce
the unacceptable risks.

9.6 IT System Security Policy

The IT system security-policy should contain details of safeguards required and describe why
they dre necessary. The IT security plan for the system deals with how to implement them.

Many| systemsS require their own security policies, which should be based on risk analysis
reviews. This*is normally the case with large and complex systems, or with systems that
introdpce 'unique and special considerations not found in other systems of the organizatipn.
The IT_system security policy should be compatible with the corporate |IT security policy, and
any conflict should be avoided. It should address issues at a level lower than that of the
corporate IT security policy. The IT system security policy is based on the results of the risk
analysis review and identification of safeguards for this system and is supported by the set of
safeguards selected according to the assessed risks. These safeguards ensure that an
adequate level of protection is achieved for the system.

The IT system security policy should be based on the following information regardless of the
corporate risk analysis strategy used, and should contain safeguards (including procedures)
necessary to achieve the appropriate security level for the considered system. The IT system
security policy and all relevant supporting documents should deal with:
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* a definition of the IT system, a description of its components and boundaries (this
description should encompass all the hardware, software, people, environment and activities
which comprise the system),

* the definition of the business objectives of the IT system - this may have an impact on the IT
security policy for this system, on the risk analysis approach chosen, and on the selection
of, and implementation priorities for, the safeguards,

» the identification of the security objectives for the system,

* the broad degree of dependence on the IT system, in terms of how much the organization's
business could be jeopardized by loss or compromise of the IT system, the tasks this IT

system is meant to fulfll and the |nformat|on processed

* the ' ' f
the

* the

* the

* the

IT system, together with the capital, running and replacement accommodatlon COStS!

risk analysis approach selected for the IT system,

assets of the IT system the organization wants to protect,

valuation of these assets, in terms of what happens to the organization f‘these assets

compromised (the value of the information held should be described in” terms of the
potential adverse business impacts from disclosure, modification, non-availability and
destruction of this information),

* thd threats to the IT system and the information handled, including. the relationship between
the assets and the threats, and the likelihood of those threats occurring,

* thg vulnerabilities of the IT system, including a description-of'the inherent weaknessegs,
whjch could be exploited by threats,

* thg security risks for this IT system as a result of:

*| the potential adverse impacts on the business, of'‘the organization,

the likelihood of threats occurring, and

the ease of exploitation of vulnerabilities.

* a lipt of the safeguards identified to protect this IT system, and

* thd estimated costs of IT security.

In the|case of a system justified as only requiring baseline protection, it should still be possible
to proyide information under the above hieadings, even though in some cases there will be lgss
detail than for systems for which a detailed risk analysis was conducted.

9.7 IT Security Plan

The Il security plan is a co-ordination document defining the actions to be undertaken|to
implement the required-safeguards for an IT system. This plan should contain the results of {he
review described above, the actions to be undertaken within short, medium and long tinpe-
frames to achieve- and maintain the appropriate security level, the costs, and [an

* thg seeurity objectives in terms of confidentiality, integrity, availability, accountabillty,

* an assessment of the residual risks expected and accepted after implementing the
safeguards identified (see 9.5),

* a list of the selected safeguards to be implemented (see 9.4), and a list of existing and
planned safeguards, including a determination of their effectiveness and the safeguard
upgrades needed (see 9.3.6 and 9.4); this list should include:

* priorities for the implementation of the selected safeguards and the upgrading of
existing safeguards, and
* how these safeguards should work in practice,

« the estimation of the installation and running costs for these safeguards,

* the estimation of man-power resources for the implementation of these safeguards, and for
follow-up actions, and
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* a detailed workplan for the implementation, containing:
e priorities,
* an implementation schedule in relation to priorities,
* the budget needed,
* responsibilities,
* the security awareness and training procedures for IT staff and end users which is
needed to ensure the effectiveness of the safeguards,
* aschedule for approval processes to take place where needed, and
* aschedule for follow-up procedures.

More(l;/er, the IT security plan should describe the facilities to control the process of correct
implementation of safeguards, like

* thg definition of progress reporting procedures,
* prdcedures to identify possible difficulties, and
* prdcedures to validate each of the points listed above, including procedures related to fhe

possible modification of single parts or the plan itself, when needed.

The result of this step should be a detailed IT security plan for each_System, based on the(IT
systeln security policy, which takes into account the results of the teview described in Clayse
9. It ghould ensure that the safeguards are implemented in time,vaccording to the prioritjes
derivgd from the risks to the IT system, and in line with a description of how to implement the
safegpards and how to reach the security level which is apprepriate. It also should contain a
schedule for follow-up procedures to maintain this security,level. These follow-up procedures
are described in detail in Clause 11.

10 Implementation of the IT Security ‘Plan

The dorrect implementation of security safeguards relies heavily upon a well structured gnd
documented IT security plan. Security awareness and training associated with each IT systeém
shouldl take place in parallel. When the“implementation of the IT security plan is completed,
appropal of all safeguards may be-required before the system or service can be put into
operational use.

Implementation of Safeguards

implementation-0f*safeguards, all the necessary steps described in the IT security plan
be carried out,“The person responsible for the plan (which normally is the IT system
security officer) shieuld ensure that the priorities and the schedule outlined in the IT secufity

To ensure-continuity and consistency, documentation of safeguards is an important part of the
IT sequrity-documentation. This process can be accomplished in a number of different ways| It
shoul j j j j inuity
plan, risk analysis documents, and security policies and procedures. It should be designed to
fulfil the needs of managers, users, system administrators, maintenance personnel, and those
involved in configuration and change management. It needs to be current and in sufficient
detail to help eliminate security lapses and oversights, as well as provide information which will
ensure that security operations will be performed correctly and efficiently. Much of the
documentation, particularly on threats, vulnerabilities and risks, can be very sensitive and must
be protected against unauthorized disclosure. As a result, most organizations will need to
handle this documentation very carefully and may want to use ‘'trusted' distribution procedures.

If such procedures are used, they should also be documented in a manner which describes
how the sensitive parts of the safeguard information will be stored, accessed, and used.
Moreover, the procedures should identify who is accountable for deciding how the safeguarded
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information will be stored and who will be able to access and use it. In the design of the
distribution procedures, safeguard information accessibility should take into account special
factors such as the need to find and use a business continuity, including contingency
planning/disaster recovery, strategy and plan(s), during a disaster or other unforeseen event
where time is critical. Finally, strict configuration control of the safeguard documentation is also
needed in order to ensure that no unauthorized changes are made which will unintentionally or
unknowingly diminish the effectiveness of the safeguards.

Once the IT security plan is completed and signed-off by the responsible functions, safeguards
must be implemented, security compliance checked, and tested. A security compliance check
review_should be conducted to ascertain that the security safequards have been implemented
corregtly, that they are being used effectively and tested properly. Security testing can.|be
condycted as part of this review. Testing is an important technique to ensure that the
implementation has been carried out and completed correctly. Security testing should |be
guidedl by a security test plan that describes the testing approach, schedule and, environment.
Penetration testing can be used if justified by the risks assessed. Detailed s€curity testing
proceflures should be written and a standard test report used. The objective~is to perform
implementation and testing in a manner which ensures that the requirements from the|IT
security plan are met and the risk is reduced as specified.

10.2 | Security Awareness

The gbjective of the security awareness programme is to jncrease the level of awarengss
within| the organization to the point where security becomes.second nature and the procgss
becomes a routine that all employees can easily follow. The) programme should ensure that the
IT stajf and the end users have enough knowledge of thé IT systems (hardware and softwarg),
and that they understand why safeguards are necessary and how to use them correctly. Oply
safegliards accepted by the IT staff and end users.ean work effectively.

The [nput to the security awareness progfamme should come from all levels of the
organjzation. It should include the corporate\T security policy and it should cover all objectives
of the| organizational IT security plan. Management support from all departments is necessary
for th¢ awareness team. In detail, the following topics should be covered by courses, talks,|or
any other activities described in the.Security awareness programme:

* thd explanation of the importance of security to both the organization and the individual,
* thg security needs and .objectives for the IT systems in terms of confidentiality, integrity,
availability, accountability, authenticity, and reliability,

ity

to information (logical access control, read/update rights), and why these restrictions are
necessary,

* the need to report breaches of security or attempts,

* procedures, responsibilities and job descriptions,

« anything the IT staff and end users must not do because of security factors,

» the consequences if staff are responsible for security breaches,

* the IT system security plans to implement and check safeguards,

* why these safeguards are necessary, and how to use them correctly,

* procedures related to security compliance checking, and

* change and configuration management.
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The development of the security awareness programme starts with a review of the security
strategies, objectives and policies. This process should be conducted by a team of individuals
who are in the position to identify the critical functions of the organization and who have the full
support of senior management.

The review team must determine the breakdown of requirements in accordance with the
corporate IT security policy. This should be combined with overall security (i.e. not just IT)
initiatives and published in various formats such as awareness posters, periodicals, company
bulletins, and internal mail.

The team should then conduct specific briefings on security concerns. A thorough review of the
requirements should be conducted to build the required information base for the briefinfs.
Each [priefing should be conducted at regular time intervals (e.g. every six months) to-ensuire
that a|l staff are familiar with the risks inherent in modern information technology.

The responsibility for determining the objectives and content of the awareness)programine
shoulgl be allocated at the senior management level to the IT security forum (see ISO/IEC TR
13335-2. The responsibility for its development and implementation shouldrbe’ allocated to the
corpofate IT security officer and to a security awareness development<eam. This should |be
done |n conjunction with other corporate training and education activities. However, it is within
the responsibility of every individual to review and be intimately \familiar with the security
policigs and procedures of their work environment, hence the security awareness programine
shoulg be implemented at all levels of the organization.

To sugcessfully develop a security awareness programme £he following components should [be
incorgorated:

10.2.1 Needs Analysis

To dgtermine the level of awareness already,existing within the target groups (executives,
manapement and employees) and the most.acceptable methods of conveying new informatjon
to thgm, it is necessary to perform a security knowledge needs analysis. A needs analygis
examines policy, procedures, attitudes,security knowledge and desired performance in relatjon
to curfent actual performance.

10.2.3 Programme Delivery

A conjprehensive security;awareness programme should include both interactive and promotiopal
technigues. The focus efthis part of an awareness programme should be the deficiencies that
were [identified through’the needs analysis. Employees need to gain an appreciation gnd
undergtanding that'T-assets are valuable and that the threats to those are real.

One benefit, derived from such an organizational security awareness programme is tha it
provides employees an opportunity to participate in the security programme. Interactjve
techniques-(staff meetings, training courses, etc.) provide two way communications that allpw
participants and security personnel to validate the concepts and requirements that resulied
from the needs analysis. Promotional techniques (video, E-mail security banners, posters,
publications, etc.) are single directional communications methods which allow management to
broadcast concepts, information, and attitude in an inexpensive manner.

10.2.3 Monitoring of Security Awareness Programmes

There are two distinct components which comprise effective monitoring of security awareness
programmes:

« periodic performance evaluations - which will determine the effectiveness of an awareness
programme by monitoring security related behaviour and identify where changes affecting
the programme delivery might be required, and
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- awareness change management - whenever there are changes to the overall security
programme (i.e. policy or strategy changes, new assets or technology are introduced,
variations in threats occur, etc.), there will be a need to alter the security awareness
programme to update the existing knowledge and skill levels to reflect those changes.

10.3  Security Training

Besides the general security awareness programme, which should apply to everybody within an
organization, specific security training is required for personnel with tasks and responsibilities
related to IT securlty The degree of depth of securlty training should be dependent on the overaII
importance 1a ) rity
ments of the performed roles. If necessary, more extensive educatlon Ilke participatior] in
university lectures, courses etc., should also be provided. An IT security training programime

porate, IT project, and IT system security officers, and
* personnel with security administration responsibilities, e.g.,far*access control or directpry
mgnagement.

In addition, a check should be made to see if special seturity training is required for current
and planned tasks, projects, etc. Whenever tasks or projects with special security requirements
are sfarted, it should be ensured that the correSponding security training programme| is
develpped before the project starts, and that the activities are carried out in time.

The tppics covered by the security training~-¢ourses should be dependent on the role gnd
functipn of the person participating. Generalissues could be:

* whpt is security,

| prevention of breaches of copnfidentiality, integrity, and availability,

| potential adverse business impacts, for the organization or the individual, and
| information sensitivity categorization scheme,

» thg overall security process,

a description of-the overall process, and

risk analysis(components,

* safeguards, and.the training necessary to comply with the safeguards,

* rolg¢s and responsibilities, and

* |T gystem security policy.

ch

' its
own security training programme accordlng to its needs and existing or planned safeguards.
The following are examples of safeguard related topics which should be covered, with an
emphasis on the need for balance between non-technical and technical safeguards:

e security infrastructure,
* roles and responsibilities,
* security policy,
* regular security compliance checking, and
* security incident handling,
¢ physical security,
* buildings,
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» office areas, equipment rooms, and
* equipment,
* personnel security,
* media security,
* hardware/software security,
* identification and authentication,
* logical access control,
* accounting and security audit, and
* actual storage clearance,
e communications security
| network infrastructure,
bridges, routers, gateways, firewalls,
Internet and other external connections, and
* business continuity, including contingency planning/disaster recovery, strategycand plan(s).

10.4 | Approval of IT Systems

Organizations should ensure that approval takes place for all or selected*IT systems that they
meet the requirements of the IT system security policy and the IT sécurity plan. This approyal
proceps should be based on techniques such as security compliance checking, security
testing, and/or system evaluation. Procedures may be acconding to internal or exterpal
stand@rds, and the body carrying out the approval process imay be internal or external to {he
organjzation.

The approval process should aim at ascertaining that.the security safeguards implemented gnd
maint@ined for an IT system provide an appropriate lével of protection. This approval should |be
valid for a defined operational environment, and. for a defined period of time stated in the|IT
systeqn security policy or plan. Any signpificant changes to the security safeguards
implemented, or changes of security relevant.operational procedures, may require re-approyal.
Criterfa for stimulating a re-approval should:be included in the IT system security policy.

The approval process consists mainlty of document reviews, physical inspections and technital
assessments (i.e. security compliance checking). For this to be achieved, the following Key
issues need to be addressed:

* theg approval process thas to be planned, thus tailoring the approach to the particular|IT
sygtem; this first step-also helps to define the schedule, the resources needed and the
regponsibilities,

* thg documents.used during this process should be collected,

e a fdocument<review should be conducted to check their completeness and internpal
consistency-with other documents,

* areview and testing against criteria described in the IT security plan should be completed

» a report should be produced which summarizes the results of the approval process gnd
states whether the system's security has a full, partial, limited or no approval, any waivers
and their duration of validity, and any limitations on processing, and

* re-approval should take place if the IT system or its environment changes; it should also
occur at the end of an approval period.

Once the approval process has been conducted, follow-up procedures will be implemented.
Follow-up will help to detect and investigate changes in the system, its security and its
environment. Upgrades will need to be implemented, following the detection, in which case re-
approval will take place.

Approval of trading partner’s IT systems might be needed against an agreed baseline security
or code of practice for an organization that:
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* wishes to establish its own tailored version of baseline security or a code of practice and
issue it to its suppliers/trading partners for compliance and approval purposes prior to
allowing connection to its IT facilities,

* trades with a number of other companies and wishes to be IT connected, but to do so needs
to demonstrate an acceptable security profile against baseline security or code of practice
as a whole, or

» wishes to establish the levels of security risks associated with other companies connecting
to its IT facilities, and the security profile it will expect other companies to meet. This will
enable the company to enforce approval on the basis of a security compliance check review
indicating compliance with those parts of the baseline security or code of practice consistent

1 M T W £:1
Wlt rito ocuui‘u_y prOnlc.

11 Follow-up

Follow-up, even though often neglected, is one of the most important aspects of IT secur|ty.
The irpplemented safeguards can only work effectively if they are checked i real business life.
It mugt be assured that they are used correctly, and that any security incidents and changes
are detected and dealt with. The prime intent of the follow-up activity is\to ensure that secufity
safegpards continue to function as implemented. Over time thefe)is a tendency for the
performance of any service or mechanism to deteriorate. Follow-up-is intended to detect this
deteripration and initiate corrective action. This is the only way to maintain the security levels
necegsary to protect IT systems. The procedures described in‘this clause form the basis of jan
effective follow-up programme. The management of IT security is an ongoing process which
does ot stop after the implementation of the IT securityplan.

11.1 Maintenance

The nmpajority of safeguards will require maintenance and administrative support to ensure their
corregt and appropriate functioning during. ‘their life. These activities (maintenance gnd
adminjistration) should be planned and performed on a regular scheduled basis. In this manner
their gverhead can be minimized, and_the'value of the safeguards preserved.

To defect malfunctions, periodic.inspection is necessary. A safeguard never checked is of lift
value [as there is no way of knewing what reliance can be placed on it.

e

Mainténance activities include:

* thg checking of log files,

* maqdifying parameters to reflect changes and additions,
* re-|nitiation-ef.Seed values or counters, and

* updlating-with new versions.

The cpstof maintenance and administration should always be factored in when assessing gnd
selecting between different safeguards. This is because maintenance and administrative costs
can differ widely between one safeguard and the next. Hence, this can often become a
significant determinant in the selection of safeguards. Generally speaking, it is desirable to
minimize the ongoing maintenance and administrative costs wherever possible as they
represent recurring costs rather than one time costs.

11.2  Security Compliance Checking

Security compliance checking is the review and analysis of the implemented safeguards. It is
used to check whether IT systems or services conform to the security requirements
documented in the IT system security policy and IT system security plan. Security compliance
checks may be used to check the conformance of:
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new IT systems and services after they have been implemented,

existing IT systems or services after elapsed periods of time have occurred (e.g. annually),
and

existing IT systems and services when changes to the IT system security policy have been
made, to see which adjustments are necessary to maintain the required security level.

Security compliance checks may be conducted using external or internal personnel and are
essentially based on the use of checklists relating to the IT system security policy.

The safeguards protecting the IT system may be checked by:

comducting periodic checks, and tests,

mgnitoring operational performance against actual incidents occurring, and
comducting spot checks to check the status of security levels and objectives in-particular
argas of sensitivity or concern.

To agsist the conduct of any security compliance check, valuable information about the

activitjes on an IT system can be obtained from :

thg use of software packages used to record events, and
thg use of audit trails to trace the entire history of events.

Securjty compliance checking, for approval and regular cheeks thereafter, must be based |on
the agreed safeguard lists from the last risk analysis results, on the IT system security polity,
as well as security operating procedures which the IT management has signed up to, including
for ingident reporting. The objectives are to ascertain/whether safeguards are implemented,

implemented correctly, used correctly, and where felevant, tested.

A secprity compliance checker/inspector should walk through the building on a normal workijng
day anhd look at the way security safeguards.are used. Interviews are of course important - but
the repsults should be cross-checked as much as possible. What somebody says may be what

is belipved, but not what it is: cross-check with the persons he/she works with.

It helps to have a comprehensivé-checklist and agreed report formats - these are not to |be
underestimated. These checklists should cover general identification information, €.g.
configuration detail, security~responsibilities, policy documents, surrounding locale. Physica
securjty should address_external aspects, like outside buildings, including accessibility through
manhple covers, and internal aspects, like soundness of construction, locks, fire detection and

prevention (including.alarm aspects), similarly for water/liquid detection, failure of power, etc.

There|are mapy<dhings to detect, such as

argas, open to physical penetration or circumvented controls; for example, wedges under
dogrs‘which should operate under a keypad and card system, and
incorrect mechanisms, or incorrect installation of mechanisms, e.g. lack or poor distribution
or wrong type of detection facilities. Are smoke/heat detectors plentiful enough for an area,
and at the correct height? Is there adequate response to alarms? Are alarms properly linked
to a control point? Are there any new sources of danger - someone suddenly using a room
to store flammables? Is there adequate power back-up and failure procedures? Are the
correct types of cable used and not located near sharp tray edges?

To detect security gaps for other aspects of security, the following questions might be helpful:

For personnel security, watch for the procedures for employment. Are references actually
taken? Are employment gaps checked? Are personnel really aware and knowledgeable of
security? Is there dependence on one person for a key function?
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« For administrative security, how are documents really disposed of? Is the documentation in
general use actually up-to-date? Are the risk analysis, status check and incident reporting
activities actually used as they should? Is the business continuity plan coverage correct,
and is it current?

« For hardware/software security, is there redundancy at the required level? How good are
user id/password selection and procedures? Does the audit trail cover error logging and
traceability issues to the right granularity and selection? Does an evaluated product meet
the agreed requirement?

« For communications security, is the required redundancy there? If there is a dial-up facility,
is [the requisite equipment and software in place and used properly? If encryption andyjor
message authentication is required, how effective is the key management system) gnd
related operation?

In summary, security compliance checking is not a small task and does need good experierice
and khowledge to be successfully completed. It is a separate activity from internal audit review.

11.3 | Change Management

IT syptems and the environment in which they operate are cohstantly changing. Thgse
changes are a result of the availability of new features and services, or the discovery of npw
threats and vulnerabilities. These changes can also result in.hew threats and vulnerabilities.
Changes of the IT system include:

U

* ney procedures,

* neyv features,

* software updates,

* hafdware revisions,

* ney users to include external groups or anenymous groups, and

When a change to an IT system occurs or is planned, it is important to determine what, if any,
the change will have on the'security of the system. If the system has a Configuratjon
Contrgl Board or other organizational structure to manage technical system changes, the|IT
system security officer, or hisfher representative, should be assigned to the board and be gien
respopsibility to make determinations about whether any change will impact security, and if |so
how. For major changes-that involve the purchase of new hardware, software or service, |an
analygis will be necessary to determine the new security requirements. On the other hand, mgny
changes made to systems are minor in nature and do not require the extensive analysis that is
needdd for major, changes, but do require some analysis. For both types of change, an analysis
that cpnsiders-tiie benefits and costs should be made. For minor changes, this can be performed
informally atimeetings, but the result and management decisions should be documented.

11.4

Monitoring is an ongoing activity which checks whether the system, its users, and the
environment maintain the level of security as laid out by the IT security plan. A plan for day to
day monitoring should be prepared to provide additional guidance and procedures for ensuring
ongoing secure operation. Users, operations personnel and system designers should
periodically be consulted to ensure that all security issues are fully addressed and the IT
security plan remains up to date.

One of the reasons why monitoring is an important part of the maintenance of IT security is
that it is a way to detect security relevant changes. Some aspects that should be monitored are
assets and their values, threats to and vulnerabilities of the assets, and the safeguards
protecting the assets.
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Assets are monitored to detect changes in their values, and to detect changes of the security
objectives of the IT system. Paossible reasons for these variations are changes of:

* the business objectives of the organization,

* the applications running on the IT system,

» the information processed on the IT system, and
* the IT equipment.

Threats and vulnerabilities are monitored to detect changes in their severity (for example,
caused by changes of the environment, the infrastructure or of technical possibilities), and to
detectthe—appearanceof other—threatsor vuinerabifitesatan—earty stage—The—changes of
threats and vulnerabilities might be influenced by changes of the assets.

Safeguards are monitored to check their performance and effectiveness over time. }t.should |be
ensurged that they are adequate and protect the IT system according to the necessary levell of
protegtion. It is possible that the changes of assets, threats and vulnerabilities affect the
effectiveness and adequacy of safeguards.

In adglition, when new IT systems are introduced or when changes. are made to existing
systens, there will be a need to ensure that such changes do not affect the status of existing
safegpiards, and that new systems are introduced with adequate security safeguards in place.

When| security anomalies are found, there will be a need to.investigate and report findings| to
manapement for possible review of safeguards, or, in sefious circumstances, to investigate
reviews of the IT system security policy and initiate risk analysis activity.

To ensure adherence with the IT system security policy, appropriate resources will have to [be
comnlitted to maintain an appropriate level of day to'day monitoring of:

* exipting safeguards,
* thg introduction of new systems or services, and
* planned changes to existing systems-or services.

Many|safeguards produce outputtin'the form of logs of the occurrence of events. These Idgs
should be analyzed using statistical techniques to permit the early detection of trend changes,
and the detection of incidents occurring repeatedly. The responsibilities for the analysis| of
those|logs should be allocated.

In distributed environments, logs may only record information related to a single environmgnt.
To trdly understand’ the nature of a complex event, it is necessary to bring together the
information from different logs, and fuse them into a single event record. These fused evént
records should“then be subjected to analysis. Event record fusion is a complex task and [its
most |imporfant aspect is the identification of parameter(s) which permit the different log
recordst0-be combined with confidence.

The management technique for controlling day to day monitoring is to prepare a security
operating procedures document for the necessary activities. This document describes all the
actions required to ensure that the level of security for all systems and services is maintained
and not compromised as systems and services evolve over time.

The procedures for updating the security configuration should be documented. They should
include coverage of adjusted security parameters and updating any security management
information. These changes must be recorded and approved by the configuration management
process. Procedures for performing routine maintenance should be established to ensure that
security is not compromised. Trusted distribution procedures should be described for each
security component where applicable.
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The procedure for monitoring security safeguards needs to be described. The approach and
frequency of security log reviews should be stated. The use of statistical analysis methods and
tools should be described. Guidance should be given for how to adjust audit thresholds based
on various operational conditions.

11.5 Incident Handling

To identify the risks and to measure their severity it has been emphazised that risk analysis is
required. To support risk analysis and enhance the results, information is required on security
incidents. This information has to be gathered and analysed in a secure way, and be seen to
provi : R N nd
organjzed IT incident analysis scheme (IAS) in operation, and that the information receijed
and processed should be available to support risk analysis and management and otherseeufity
relatef activities.

In order to be successful and to meet the needs of users and potential users, 1AS have to [be
constifucted based on the requirements of the users. Further, prior to any live-operation there
needq to be a significant coverage of incident handling in the security awareness programimne
to engure that all likely to be involved understand what an IAS constitutes; the benefit offergd,
and hpw results obtained can be used to:

* improve risk analysis and management reviews,

* assist in the prevention of incidents,

* raise the level of awareness of IT security related issues,‘and

« prgvide 'alert’' information for use by such as computer emergency response teams .

Relatgd to these, key aspects that should be addressed by any IAS are:

* thg establishment of pre-determined plans for the handling of unwanted incidents when they
ocg¢ur, whether caused by external or internal logical and physical attack, or by accident,
eqliipment malfunction or people error;

* thg training of nominated personnelin incident investigation, for instance to form compuger
emergency response teams.

A conmpputer emergency response team may be more or less formalized as a defined group| of
persons who investigate the ‘causes of IT incidents, study potential future occurrences or cafry
out periodic studies and analyses of historical data. Its conclusions could give rise to remedial
actions. A computer emergency response team could be internal to an organization, or exterpal
(e.g. ¢ontracted).

With @ plan and trained personnel in place, when an unwanted incident is in progress, hapty
decisipns will-be avoided, evidence that can be used in tracking down and identifying the
source of(an incident will be preserved, protection for valuable assets will be more quickly
establishéd, and the costs not only of an incident but also of responding will be reducgd.
Further,anymregative pubticity wittbemmmmmised:

Any organisation should prepare and plan for incidents with an efficient IAS in place,
encompassing:

e preparation - pre-documented preventive measures, incident handling guidelines and
procedures (including for the protection of evidence, maintenance of event logs, and
handling public relations), documentation required, and business continuity plans,

* notification - the procedures, means and responsibilities for reporting incidents, and to
whom,

* assessment - the procedures and responsibilities for investigating incidents and determining
their seriousness,
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* management - the procedures and responsibilities for dealing with, limiting the damage
from, and eradicating incidents, and notifying higher management,

* recovery - the procedures and responsibilities for re-establishment of normal service,

« review - the procedures and responsibilities for post-incident actions, including investigation
of legal implications and trend analysis.

It is emphasised that whilst there is benefit to individual organizations from the use of IAS, some
organizations may consider that even more benefit could be accrued from sharing some incident
information with others to provide a wider base from which to gain 'alerts’, quickly identify trends
and enable prevention. To facilitate this an IAS database structure should be used which is
flexible_.enouah-to_cover the range of reguiremen or-total (a ecto hre nes and-impa tS)
and sectorial / threat / impact specific needs. Whether intra o ng
IAS would use similar typology, metrics and structure to record information on incidents= This
would| allow for comparison and analysis. The use of a common structure is key to the
enablément of more comprehensive results, and particularly a more solid base.for’the rapid
identifjcation of 'alerts’, in some cases which may not have been identified through+individual 1AS.

As implied above, the achievement of interfaces between IAS and "risk analysis gnd
manapgement methods may significantly improve results, thereby increasing the benefit to |be
gainegd from IAS.

Information on threat occurrences will greatly aid the quality of threat assessment, and thus tfhe
risk agsessment. Further, during the investigation of an incident-or incidents it is likely that new
and gdditional information will be gathered with regard te wulnerabilities and the manner] in
which|they may be exploited. The exploitation of an IAS enables the user to identify and assass
vulnefabilities, and thus provide valuable input to risk.analysis approaches. This will be baged
partlylupon the information introduced with regard)to’ threats and partly with regard to 4he

9]

results of incident investigations, say by computer:emergency response teams. As an examgle,
the threat of logical infiltration (the presence *0f an attacker and the attractiveness of the
information processed) can combine with vulferability to logical infiltration (inadequacies|or
absenice of appropriate logical access control mechanisms), and thereby create a rigk.
Therefore, the use of an IAS for the idehtification and assessment of vulnerabilities can take
place |via the use of threat information 'which is input into the database from incidents whjch
have |already been reported, combined with information from other sources, particulgrly
compulter emergency response team investigations and studies, which may uncover previougly
unidentified vulnerabilities.

It sholild be noted that IAS function according to data reported concerning incidents that hgve
occurfed. Therefore, any'lAS cannot provide information directly on those vulnerabilities which
may ke present but which have not been yet implicated in IT incidents. Furthermore, IAS data
shoulg be usedswith caution for statistical and trend analysis because inputs may [be
incomplete or,ertoneously identified. Nevertheless, the result of computer emergency resporjse
team jnvestigations may provide some views on previously unforeseen vulnerabilities. Overgll,
reguldr 1AS jinput to a risk analysis and management review may help to improve the quality of
threat| risk, as well as vulnerability, assessment.

12 Summary

This part of ISO/IEC TR 13335 examined several techniques that are important to the
management of IT security. These techniques are based on the concepts and models provided
in ISO/IEC TR 13335-1 and the management process and responsibilities discussed in
ISO/IEC TR 13335-2. The discussion in this part of ISO/IEC TR 13335 shows the advantages
and disadvantages of four possible strategies for risk analysis. The combined approach, and
several techniques that are useful for its implementation, are described in detail. Some
organizations, particularly small ones, may not be able to implement all the techniques
provided in this part of ISO/IEC TR 13335 in exactly the way they are described. It is, however,
important that each of these techniques are addressed in a way suitable for the organization.
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Annex A

An Example Contents List for a Corporate IT Security Policy

Contents

1.
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Introduction
1.1 Overview
1.2 Scope and Purpose of the IT Security Policy

Security Objectives and Principles

© ISO/IEC

2.1 Objectives
2.2 Principles

Security Organization/Infrastructure
3.1 Responsibilities

3.2 Security Policies

3.3 Security Incident Reporting

IT Security/Risk Analysis and Management Strategy
4.1 Introduction

4.2 Risk Analysis and Management

4.3 Security Compliance Checking

Information Sensitivity and Risks

5.1 Introduction

5.2 Information Marking Scheme

5.3 Organization Information Overview

5.4 Organization Information Values/ Sensitivity Levels
5.5 Threats/Vulnerabilities/Risks Overview

Hardware and Software Security.
6.1 Identification and Authentication
6.2 Access Control

6.3 Accounting and Audit Trail

6.4 Full Deletion

6.5 Malicious Software

6.6 PC Security

6.7 Laptop Security

Communigations Security

7.1 Intreduction

7.2 The Networking Infrastructure

7.3 INTERNET

74 Encryption/Message Authentication

Physical Security

8.1 Introduction

8.2 Location of Facilities

8.3 Building Security and Protection
8.4 Protection of Building Services
8.5 Protection of Supporting Services
8.6 Unauthorised Occupation

8.7 PC/Workstation Accessibility

8.8 Access to Magnetic Media

8.9 Protection of Staff

8.10 Protection against the Spread of Fire
8.11 Water/Liquid Protection
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8.12 Hazard Detection and Reporting

8.13 Lightning Protection

8.14 Protection of Equipment against Theft
8.15 Protection of the Environment

8.16 Service and Maintenance Control

9. Personnel Security

9.1 Introduction

9.2 Terms of Employment

9.3 Security Awareness and Training
9.4 Employees
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9.5 Self-employed people under contract
9.6 Third parties

10. Document/Media Security
10.1 Introduction

10.2 Document Security
10.3 Storage of Media
10.4 Disposal of Media

11. Business Continuity, including Contingency Planning/Disaster Recovery, Strategy and

Plan(s)

11.1 Introduction

11.2 Back-Up

11.3 Business Continuity Strategy
11.4 Business Continuity Plan(s)

12. Teleworking

13. Outsourcing Policy
13.1 Introduction
13.2 Security Requirements

14. Change Control

14.1 Feedback

14.2 Changes to the-Security Policy
14.3 Status of the Document

Appendices

A List of Security Guides

B Legislation and Regulation

C Corporate IT Security Officer Terms of Reference

D Terms of Reference for IT Security Forum or Committee
E Contents of an IT System Security Policy
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Annex B

Valuation of Assets

The valuation of an organization's assets is an essential step in the overall risk analysis
process. The value assigned to each asset should be expressed in terms which are relevant to
the asset and to the business entity involved. To perform the asset valuation, an organization
first needs to identify all of its assets. To assure that all assets are accounted for, it is often
helpful to group them by type such as information assets, software assets, physical assets, and
service isis a alual 1SS| e ' . it ini

the agset’s value.

The next step is to agree upon the scale to be used and the criteria for assigning a, particular
valuation to an asset. Because of the diversity of assets found within most organizations, i is
likely that some assets which have a known monetary value will be valued in thélocal unit of
currenjcy while others which have a more qualitative value may be assigned a,value ranging ffor
example from "very low” to "very high”. The decision to use a quantitative based scale versus a
qualitative scale is really a matter of organizational preference, but should be relevant to the
assets being valued. Both valuation types could be used for the same.asset.

al terms used for the qualitative valuation of assets include;words such as: negligifle,
very lpw, low, medium, high, very high, and critical. The choicé_and range of terms which are
suitable to an organization is strongly dependent on an, organization's needs for security,
organjzational size, and other organization specific factors.

The driteria used as the basis for assigning a value\to each asset should be written out] in
unampiguous terms. This is often one of the most:difficult aspects of asset valuation since the
value$ of some assets may have to be subjectively determined and since many differgnt
indiviquals are likely to be making the determinations. Possible criteria used to determine |an
asset’s value include its original cost, its replacement or re-creation cost, or its value may [be
abstrgct, e.g., the value of a company’s géod name or reputation.

Another basis for the valuation of assets is the costs incurred due to the loss of confidentiallty,
integrlty, or availability as the result of an incident. Such a valuation would provide three
imporfant dimensions to asset.value, in addition to replacement cost, based on estimates of {he
potential damage or adverse_business impact which would result from security incidents with
an aspumed set of circumstances. It is emphasised that this approach accounts for damage
and other impact costs-which are necessary to factor into the risk assessment equation.

Many |assets may_guring the course of valuation have several values assigned. For example; a
busingss plan may be valued based on the labour expended to develop the plan, it might |be
valued on theJlabour to input the data, and it could be valued based on its value tq a
competitor: Each of the assigned values will most likely differ considerably. The assigned value
may hedhe”maximum of all possible values or may be the sum of some or all of the possible
values—n-the-final-analysiswhich-value-ervaluesare-assighed-to-an-asset-must-be-carefdlly
determined since the final value assigned enters into the determination of the resources to be
expended for the protection of the asset.

Ultimately, all asset valuations need to be reduced to a common basis. This may be done with
the aid of criteria such as those that follow. Criteria which may be used to assess the possible
damages resulting from a loss of confidentiality, integrity or availability of assets are:

« violation of legislation and/or regulation,

« impairment of business performance,

» loss of goodwill/negative effect on reputation,
« breach associated with personal information,
« endangerment of personal safety,
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+ adverse effects on law enforcement,

» breach of commercial confidentiality,

« breach of public order,

« financial loss,

« disruption to business activities, and

« endangerment of environmental safety.

These criteria are examples of issues to be considered for asset valuation. For carrying out
valuations, an organization needs to select criteria relevant to its type of business and security

requirements. This might mean that some of the criteria listed above are nor applicable, a
that others might need to be added to the list

After establishing the criteria to be considered, the organization should agree on a scale’to

nd

be

used prganization-wide. The first step is to decide on the number of levels to be used.” There

are ng rules with regard to the number of levels that are most appropriate. More Jevels prov

de

a greater level of granularity, but sometimes a too fine differentiation makes consistént

assigmments throughout the organization difficult. Normally, any number of-levels betweer
(e.g. Iow, medium, and high) and 10 can be used as long as it is consistent\with the approd
the orpanization is using for the whole risk assessment process.

Also, |n organization may define its own limits for asset values, like-low', ‘'medium’, or 'hig
Thesg limits should be assessed according to the criteria selected, e.g. for possible finang

3
ch

h'.
ial

loss, they should be given in monetary values, but when considering endangerment of personal

safety, monetary valuation will not be appropriate. Finally, it.issentirely up to the organization

to

decid¢ what is considered as being a 'low' or a 'high’ damage - a damage that might pe
disastrous for a small organization could be low or even hegligible for a very large organization.
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