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Foreword

ISO (the International O ganlzatlon for Standardlzatlon) and IEC (the

Lat n}:nnnl o
Hteratehar

c e r
P DU A-A:Anl:;\n ANAatimnma o
worldwide standardisation. National bodies that are members of ISO ¢ IEC

participate in the development of International Standards through technical
committees established by the respective organisation to deal with,particlilar
fields of technical activity. iSO and iEC technicai commitiees Ceiiaboratg in
fields of mutual interest. Other international organisations,governmenta
and non-governmental, in liaison with ISO and IEC, alsatake part in the
work.

In the field of information technology, 1ISO and{EC. have established a joint
technical committee, ISO/IEC JTC 1.

The main task of technical committees-is to prepare International Standayds,
but in exceptional circumstances a technical committee may propose the
publication of a Technical Report 6f.ohe of the following types:

— tun
B4

of an International Standard, despite repeated efforts;

e 1, when the required’support cannot be obtained for the publication

— type 2, when the subject is still under technical development or wher¢ for
any other reason there is the future but not immediate possibility of ap
agreement©n an International Standard;

— type 8;,when a technical committee has collected data of a different Kind
from that which is normally published as an International Standard
("state of the art", for example).

Technical Reports of types 1 and 2 are subject to review within three yegrs
of publication, to decide whether they can be transformed into International
Standards. Technical Reports of type 3 do not necessarily have to be
reviewed until the data they provide are considered to be no longer valid|or
useful.

ISO/IEC TR 11802-1, which is a Technical Report of type 3, was prepargd
by ISO/IEC JTC 1, Information technology, Subcommittee SC 6,
Telecommuni-cations and information exchange between systems.

This second edition cancels and replaces the first edition (ISO/IEC TR

44000 4.4000\

I |0Uﬁ'| |UU\’], Wlllbll ||ab UUUII lU\JIIIIIbaIIy IUVIOCU

ISO/IEC 11802 consists of the following parts, under the general title
Information technology — Telecommunications and information exchange
between systems — Local and metropolitan area networks — Technical
reports and guidelines:

— Part 1: The structure and coding of Logical Link Control addresses in
Local Area Networks [Technical Report]
— Part 2: Standard Group MAC Addresses [Technical Report]

— Part 4: Token ring access method and physical layer specifications —
Fibre optic station attachment
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Introduction

The standards for LANs are generally comprised of the physical layer, the
medi i ink control (LLC)

© ISO/IEC

subjayer. In OSI terminology, the MAC and LLC sublayers are considered
sublayers of the OSI data link layer. Both the MAC and LLC sublayers

be & scarce resource. It is therefore prudent to consume this resource in a
conkidered and conservative manner. To this end this Technical Report

hitis put. These considerations are intended to be sufficiently broad'to
a wide variety of LLC address uses to be recorded, and\also

entiies are added to the tables.
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Part 1:
The structure and coding of Logical Link Control addresses in Local
Area Networks

1.| Scope
This Technical Report provides:

a) a description of the ISO/IEC 8802-2 LLC addressing conventions,

b) the consideration for the manner in which new LLC address uses are assigned an entry in this
Technical Report, and

c) arecord, in the form of a table, of assigned uses of ISQ/IEC 8802-2 LLC address values.

THis Technical Report is for use by implementers to ascertain the value, or values, of LLC addresses that hgve
been assigned for use in a particular circumstance.

—

It is outside the scope of this Technical Report to-provide architectural judgements regarding the entities which
arg identified by particular address value(s).

2| References
ISP/IEC TR 9577: 1996, Information technology - Protocol identification in the network layer.

ISIO/IEC 8802-2: 1994, Information technology - Telecommunications and information exchange between
systems - Local and metropolitan area networks - Specific requirements - Part 2: Logical link control.

3| Abbreviations

The following abbreviations are used in this Technical Report.

DEAP Destination Service Access Point

IEEE Institute of Electrical and Electronics Engineers
LLC Logical Link Control

PDU Protocol Data Unit

SAP Service Access Point

SNAP  Sub-Network Access Protocol

SSAP  Source Service Access Point

LSAP Link Service Access Point
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4. General considerations

4.1 Functions of LLC addresses

Logical Link Control (LLC) protocol data units contain addressing information. This addressing information
consists of two fields; the Destination Service Access Point (DSAP) address field, and the Source Service
Access Point (SSAP) address field. Each of these is an 8 bit field and each is made up of two components.

In the DSAP address field, the components are an address type designation bit, and seven bits of actual
address. When the address type designation bit is set to '0', it denotes that the actual address is an individual
address. When the address type designation bit is set to '1', it denotes that the DSAP actual address is a group
address. This Technical Report considers and records the two types of actual address separately.

In the SSAP address field, the components are the command/response identifier bit, and seven bits of actual
addfess. The actual address in the SSAP field is always an individual address.

Table 1 is a record of individual address values and is applicable to SSAP actual addresses, and"DSAP
individual actual addresses. Table 2 is a record of DSAP group actual addresses.

In the general case, an individual actual address identifies a protocol, or set of protocols, inthe next higher
layel. In OSI environments, the next higher layer is the Network Layer. In non-OSI erivironments, the next
higher layer is dependent on the architecture in use.

Thefe are certain exceptions to this general rule as discussed below.

NOTES

The terms in italics, namely; address type designation bit, command/response identifier bit and actual address are as
defined in ISO/IEC 8802-2. See ISO/IEC 8802-2 clause 3.3.1.1 items{(2), (3), and (4).

2. The format of LLC addresses is defined in ISO/IEC 8802-2. For information this is reproduced in Annex A.
An individual actual address value does not necessarily have anyelationship with a group address of the same actual
gddress value.

4.2| Binary and Hexadecimal representation of LLC addresses

4.2.1 Binary representation

The|seven-bit LLC actual address value is Conveyed in the eight-bit DSAP/SSAP fields and therefore can be
represented in a sequence of eight binary-digits. The least significant digit is shown to the left and the
signlficance of the digits increases fromr-left to right. The least significant digit of the sequence represents the
addless type designation bit of the\DSAP address field and the command/response identifier bit of the SSAP
addiess field, see figure A.1.

Thelfollowing are the two permitted binary representations of an example individual actual address;

0111 1011
Z1111011.

Thelfollowingtis the permitted binary representation of an example group actual address;

1101 0101.

4.2.2 Hexadecimal representation

The eight-bit binary representation of an actual address value may be represented as two hexadecimal digits
encoding the value of the octet address field with the least significant bit set to 0 in the case of an individual
address and the least significant bit set to 1 in the case of a group address.

The following is the permitted hexadecimal representation of the example individual actual address shown in
clause 4.2.1 (Z111 1011);
DE/DF.


https://iecnorm.com/api/?name=39edc44badca0c380ca258731eb80f39

© ISO/IEC ISO/IEC TR 11802-1:1997(E)

The following is the permitted hexadecimal representation of the example group actual address shown in 4.2.1
(1101 0101);
AB.

4.2.3 Bit order of transmission
The order of transmission of bits or other components of the octet address field by any particular MAC is outside

the scope of this Technical Report which describes LLC address values in terms of the significance of individual
bits.

4.3 The null address

4.3.1 Function of the null address

The null LLC address designates the LLC entity associated with the underlying MAC SAP. The null address
dogs not identify any higher layer protocol nor the LLC sublayer management entity.
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) is specified in ISC/IEC 8802-2.

4.3.2 Definition of the null address

The null address (DSAP and SSAP) is defined in ISO/IEC 8802-2.
The null LLC address is included in table 1.

4.4 The global address

4.4.1 Function of the global address

The global LLC address is an address reserved from the.range of group addresses (see table 2) and is used|to
idgntify all LSAPs at the station identified by the MAC address.

4.4.2 Definition of the global address
The global LLC (DSAP) address is defined\in ISO/IEC 8802-2.
The global LLC address is included.in table 2.

NQTE — The global address can only exist as a DSAP address. The individual actual address value 111 1111' in DSAP pnd
SYAP address fields is a different address and should not be confused with the global address.

4.6 The addressused in conjunction with ISO/IEC TR 9577

THe mechanisms-deécribed in ISO/IEC TR 9577 is an important feature of this Technical Report. It provides|a
means for standardised network layer protocols to be self identifying. Protocols within the scope of ISO/IEC|TR
9577 do net\therefore need to be separately identified by means of distinct individual actual address values. | A
specificindividual actual address has been assigned to ISO/IEC TR 9577 and this is recorded in table 1.

TH i i i i he notion that whenever possible, new network layer protocols should be
identified by ISO/IEC TR 9577.

It might not be possible in all cases to identify the protocol which operates above the LLC sublayer by means of
ISO/IEC TR 9577. In these cases, associating that protocol with a different actual address value could be
necessary; see clause 7.


https://iecnorm.com/api/?name=39edc44badca0c380ca258731eb80f39

ISO/IEC TR 11802-1:1997(E)

4.6

The address used in conjunction with SNAP

© ISO/IEC

Proprietary protocols do not qualify for inclusion in this Technical Report, nor are they suitable for identification
by ISO/IEC TR 9577. To accommodate the use of private and proprietary protocols in a LAN environment, the
method defined in Annex B is available. This method of identifying private/proprietary protocols is associated

with

5.

a specific individual actual address value as indicated in table 1.

Unreserved addresses

This Technical Report defines a range of individual actual addresses as unreserved. The corresponding DSAP
and SSAP addresses are in the range 'Z000 0001’ through to 'Z011 1111" inclusive (the left most bit is the least

sigrfificant bit); see table 1.

Thig Technical Report defines a range of group actual addresses as unreserved. The corresponding DSAR
addfesses are in the range '1000 0000' through '1011 1111 inclusive (the left most bit is the least significant b
see|table 2.
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er definition of the unreserved addresses is beyond the scope of this Technical Report. _They may be us
ny purpose whatsoever, including identification of protocols to which reserved addresses‘have been
gned. The responsibility for controlling the use of unreserved LLC addresses rests with an appropriate
ority, for example a system designer, an implementer, or a LAN administrative manager.

Reserved addresses

Technical Report defines a portion of the individual actual address.range as reserved. The correspondin
P and SSAP addresses have the general form 'Z1XX XXXX'.

5e addresses are used to identify protocols as described in4y1 above. Table 1 shows all the reserved
idual LLC address values.

Technical Report defines a portion of the group actial address range as reserved. The corresponding
P addresses have the general form '11XX XXXXY%

e 2 shows the reserved group LLC address¥Values.
each value, the tables indicate:

the standards organisation responsible for the protocol, and
the document reference that.records the purpose for which it is being used.

entries indicate the values that are reserved for use in the documents indicated. All other entries are
rved for future assignment.

Procedures for assignment of reserved addresses

General considerations

The

assignment is made before a protocol is listed against a value in table 1. Where possible, the use of

complementary mechanisms, for example ISO/IEC TR 9577, is also considered.

7.2

Specific procedures

The need for a higher layer protocol to be listed in table 1 is brought to the attention of ISO/IEC JTC1 by means

of a

submission to Subcommittee JTC1/SC6. A request for an LLC address value shall be accompanied by a

copy of the protocol standard.


https://iecnorm.com/api/?name=39edc44badca0c380ca258731eb80f39

© ISO/IEC ISO/IEC TR 11802-1:1997(E)

The protocol proposed for inclusion in table 1 should be one which

1) is a standard published by an internationally recognised standards organisation, and

2) is only changed as a result of a public review process, and

3) has a potentially large field of application.
Wherever possible, network layer protocols should be identified by using the value in table 1 for ISO/IEC TR
9577. Itis likely therefore that consultation between JTC1/SC6 working groups, and between JTC1/SC6 and the

submitting member, will be needed to ensure that this goal is fulfilled. It is possible that the outcome of such a
liaison could lead to a revision of ISO/IEC TR 9577.

If it is not possible to use the mechanisms of ISO/IEC TR 9577 and hence a need for a specific LLC address.i$
evident, then an LSAP address not currently assigned in table 1 shall be assigned.

Gerlerally only one use should be associated with each address value. However, in exceptional circumstance
it could be necessary to mark an address value as being used for more than one protocol. Caution should be
exefcised in associating multiple protocols with a single LLC address value, and considerations could includs
the fact that the protocols concerned have their own mechanisms for protocol identification, or that they will
never coexist in the same installation.

[2]

Proposals seeking more than one LLC address value, or a new address value for a,revised protocol which is
alrepdy associated with an existing LLC address value, will not usually be accépted. It is assumed that modefn
protpcols contain their own version identifiers and hence will be able to intereperate or coexist using a single
LLJ address value. Therefore, the need for a protocol to be associated with’more than one LLC address valy
wodld be exceptional.

[¢]

Reduesters are reminded that the available actual addressing space is limited to 7-bits, of which 1 value is

defihed to be the null actual address, 63 values are unrestricted, and 64 values are controlled by ISO/IEC by
wayf of this Technical Report. Applications for new assignments can therefore expect to be scrutinised to enspire
that/the consumption of addressing is done in a careful@nd-considered manner.

NOTES

1. [rhe term standard is used in a broad sense to include standards at an advanced stage of development (e.g. a Draft
nternational Standard or an ITU-T Recommendation).

2. Mendor proprietary protocols shall not be.assigned a reserved LLC address value. The mechanism provided in IEEE 802
SNAP may be applicable in these cases.

3. Liaisons by submitting National\Méember Bodies, and within ISO/IEC JTC 1/SC6, will be required in order to take
hdvantage of the protocol identification mechanisms available in ISO/IEC TR 9577.
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8.

LLC address assignments

Table 1 records the current assignment of individual LSAP address values.

Table 1 - Individual LLC address values

LLC address value
(applicable to SSAP and
individual DSAP)
Hexadecimal / Binary

Organisation responsible
for the document

Document references

© ISO/IEC

00 Z000 0000 ISO/IEC JTC1/SC6 ISO/IEC 8802-2 (1)
80 Z000 0001
:l_ SL ry Ll =
FC Zo11 1111
02 Z100 0000 ANSI |EEE 802.1B (2)
82 Z100 0001 ASHRAE ANSI/ASHRAE 135-1995 (13)

42 Z100 0010
C2 Z100 0011
22 Z100 0100
A2 Z100 0101
62 Z100 0110
E2 Z100 0111
12 Z100 1000
92 Z100 1001
52 Z100 1010
D2 Z100 1011
32 Z100 1100
B2 Z100 1101
72 Z100 1110
F2 Z100 1111

ISO/IEC JTC 1/SCé

ISO/IEC 10038 (3)

0A Z101 0000 ANSI IEEE 802.10B (11)
8A Z101 0001

4A Z101 0010

CA Z101 0011

2A Z101 0100

AA Z101 0101 ANSI IEEE 802 (4)
6A Z101 0110

EA Z101 0111

1A Z101 1000

9A Z101 1001

5A Z101 1010

DA Z101 1011

3A Z101 1100

BA Z101 1101

7A Z101 1110

FA Z101 1111

06 Z110 0000 ANSI ARPANET/IP (5)
86 Z110 0001

46 71100010

Cé Z110 001

26 Z110.0100

A6 Z110 0101 ISO/IEC JTC1/SC6 ISO/IEC 8802-2 (12)
66 Z110 0110

E6 Z1100111

16 Z110 1000

96 Z110 1001

56 Z110 1010

D6 Z110 1011

36 Z110 1100

B6 Z110 1101

76 Z110 1110

F6 Z110 1111

OE Z111 0000 IEC IEC 955 (6)
8E Z111 0001 IEC IEC 955 (7)
4E Z111 0010 1ISO 1SO 9506 (8)

CE Z111 0011
2E Z111 0100
AE Z111 0101
6E Z111 0110
EE Z111 0111
1E Z111 1000
9E Z111 1001
SE Z111 1010
DE Z111 1011
3E Z111 1100
BE Z111 1101
7E Z111 1110
FE Z111 1111

ISO/IEC JTC 1/8Cé
ISO/IEC JTC 1/SC6

ISO/IEC 8208 (9)
ISO/IEC TR 9577 (10)



https://iecnorm.com/api/?name=39edc44badca0c380ca258731eb80f39

© ISO/IEC ISO/IEC TR 11802-1:1997(E)

NOTES

1. The bit marked 'Z' is the least significant bit and represents:

e The command/response identifier bitin an SSAP field; or

e The address type designation bit (set to the value '0' - Individual) in a DSAP field.
2. LSAP values that are neither assigned nor identified for unreserved use are reserved.

The following numbered list provides additional information about each of the protocols in table 1. The numbers
in the list correspond to the numbers in parenthesis shown in the document reference column.

1) Used in ISO/IEC 8802-2 as the Null Address.

2) Used by IEEE 802.1b (IEEE 802.1b: /EEE Standard for Local Area Networks and Metropolitan Area
Networks Network Management) 1o indicate LLC Sublayer Management.

3) Used in ISO/IEC 10038 (ISO/IEC 10038:1993, Information technology - Telecommunications and
information exchange between systems - Local area networks - Media Access Control (MAC) bridges)
identify the Bridge Spanning Tree Protocol.

[e]

802 (IEEE Std 802-1990, /EEE Standard for Local Area Networks andMetropolitan Area
verview and Architecture of Network Standards) to identify the SNAP SAP.

land in ADD
UStTuU I I"\I"H_I"‘\I‘JCI \nirv

Specification) to identify the

o
-

nternet Protocol

6) Used in IEC 955 (IEC 955:1989, Process data highway, Type C (PROWAY C), for distributed process
control systems) to identify Network Management Maintenance and,Initialization.

7) Used in IEC 955 (IEC 955:1989, Process data highway, Type.C (PROWAY C), for distributed process
control systems) to identify Active station list Maintenanece;

8) Used in ISO/IEC 9506 (ISO/IEC 9506 -1:1990, Industrial automation systems - Manufacturing message
specification - Part 1 : Service definition; 1SO/IEG9506 -2:1990, Part 2 : Protocol Specification; 1ISO/IE
9506 -3:1991, Part 3 : Companion standard foprobotics) to identify Manufacturing Message Service.

A4

9) Used to identify ISO/IEC 8208 (ISO/IEC.8208 : 1995, Information technology - Data communications -
X.25 Packet Layer Protocol for Data Terminal Equipment) as the Network Layer Protocol.

10)] Used to identify ISO/IEC TR 9577:(1SO/IEC TR 9577:1996, Information technology - Protocol
identification in the network layer).

11)] Used by IEEE 802.10B (IEEE 802.10B: |EEE Standard for Local Area Networks and Metropolitan Area
Networks Standard for Interoperable Local Area Network (LAN) Security (SILS) Part B) to identify the
Secure Data Exghange Protocol.

12)] Used in ISOIEC 8802-2 to identify the Source Routing Route Determination Entity.
13) Used by)ASHRAE (American Society for Heating, Refrigeration, and Air Conditioning Engineering) in

BACnet - A Data Communication Protocol for Building Automation and Control Networks (ANSI/ASHRAE
185-1995).
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Table 2 records the current assignment of group LSAP address values.

Table 2 - Group LLC address values

LLC address value
(applicable to a
Group DSAP)
Hexadecimal / Binary

Organisation responsible
for the document

Document reference

01 1000 0000
through to
FD 1011 1111

03 1100 0000

Unreserved use

Reserved for assignment by

©ISO/IEC

oo TTOUUUUT
43 1100 0010
C3 1100 0011
23 1100 0100
A3 1100 0101
63 1100 0110
E3 1100 0111
13 1100 1000
93 1100 1001
53 1100 1010
D3 1100 1011
33 1100 1100
B3 1100 1101
73 1100 1110
F3 1100 1111
0B 1101 0000
8B 1101 0001
4B 1101 0010
CB 1101 0011
2B 1101 0100
AB 1101 0101
6B 11010110
EB 11010111
1B 1101 1000
9B 1101 1001
5B 1101 1010
DB 1101 1011
3B 1101 1100
BB 1101 1101
78 1101 1110
FB 1101 1111
07 1110 0000
87 1110 0001
47 1110 0010
Cc7 11100011
27 1110 0100
A7 11100101
67 11100110
E7 11100111
17 1110-1000
97 1110 1001
57 1110 1010
D7 1110 1011
37 1110 1100
B7 1110 1101
77 1110 1110
F7 11101111
OF 1111 0000
8F 1111 0001
4F 11110010
CF 11110011
2F 11110100
AF 1111 0101

TSOTECoTCHSCo

6F 11110110
EF 11110111
1F 1111 1000
9F 11111001
5F 11111010
DF 11111011
3F 1111 1100
BF 1111 1101
7F 11111110
FF 11111111

ISO/IEC JTC1/SC6

ISO/IEC 8802-2 (1)
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NOTES

1. The leftmost bit in this table is the least significant bit and represents the address type designation bit (set to the value '1' -
Group) in the DSAP field.

2. The meaning and use of reserved Group LLC addresses are for further study.
3. LSAP values that are neither assigned nor identified for unreserved use are reserved.

The following numbered list provides additional information about each of the protocols in table 2. The numbers
in the list correspond to the numbers in parenthesis shown in the document reference column.

1) Used in ISO/IEC 8802-2 as the global DSAP address.
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Annex A

General format of ISO/IEC 8802-2 addresses

For the benefit of readers of this Technical Report, the LLC address format , as specified in ISO/IEC 8802-2, is
illustrated in figure A.1.

DSAP address field SSAP address field

I | |
I/G | DDDDDDD C/R | SSSSSSS Control field Information field

LLC Protocol Data Unit

I/G=  Address type designation bit (indicating individual or group
actual addresses)

0 = Individual DSAP
1 = Group DSAP

C/R= The command/response identifier bit

0=Command } The value of the C/R bit is set by the
1 = Response } operation of the LLC protocol

D D D D D D D = Destination actual address
SSSSSSS =Source actual address

NOTHS

Alcomplete LLC PDU is shown sg that the address fields can be seen in context.
Tlhe leftmost bit of each field is the least significant bit.
The Information field is not.present in all LLC PDUs

wn =

Figure A.1 - Format of the LLC address fields
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Annex B

IEEE 802 - Sub-Network Access Protocol (SNAP)

IEEE 802 includes a definition of a mechanism to allow proprietary protocols to be identified when conveyed by
LLC. The following description illustrates its operation.

A specific individual actual address is assigned for use in conjunctlon with the IEEE 802 SNAP mechamsm

W
further defined such that it contains two elements. These two elements are a protocol identification field and the

prgtocol data. The protocol identification field is 40 bits in length and contains two subfields. The first subfield is
24|bits, and the second subfield is 16 bits.

In prder to identify a proprietary protocol, this mechanism requires that the organisation responsible for its
definition can be unambiguously identified by a value which is numerically identical to a 24-pit.Organisationally
Urfique Identifier which has been assigned to that organisation. The second subfield is controlled and used by
that organisation to distinguish among any other proprietary protocols which it has defined.

Figure B.1 illustrates this mechanism. For full details of the definition refer to IEEE 802 clauses 4 and 5.

Protocol Identification*field
24 bits I 16 bits

Protocol Data

DSAP address field SSAP address field . L
0 1010101 C/R 1010101 Control field LLC Information field

Figure B.1 - lllustration’of the IEEE 802 SNAP mechanism

NQTE
1.| The value of the Organisationally Uhigue Identifier is also used as the first 24 bits of a globally administered MAC addfess.
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Where a protocol cannot be identified by ISO/IEC TR 9577 nor by the IEEE 802 mechanisms, it is possible that

the requirement could be met by allocating an individual actual address.

Request for an individual actual address needs to be made by way of a National Body of ISO/IEC. The National
Bodips-peromn-a-preliminan-analysis-to:

ensure that unsuitable proposals are not made to ISO/IEC;

ascertain that the requirement cannot be met by ISO/IEC TR 9577 nor by the IEEE 802 mechanism;
and

B.  ensure that proposals, when made, are in sympathy with the considerations in clause 7.

1A
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