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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)

form the

specialized system for worldwide standardization. National bodies that are members of 1SO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal with
particular fields of technlcal act|V|ty ISO and IEC technical commlttees collaborate in fields of mutual interest. Other

international_arga

Internationja Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.

In the field of information technology, 1SO and IEC have established a joint technical committee, |SO/IEC JT(
Internationja Standards adopted by the joint technical committee are circulated to nationa bodies for voting. Publical
Internatiorja Standard requires approval by at least 75 % of the national bodies casting a vote.

In exceptipnal circumstances, when a technical committee has collected data of a different kind.from that which is
published |as an International Standard ("state of the art”, for example), it may decide by a simple maority v

rk.

1. Draft
ion as an

normally
pte of its

participating members to publish a Technical Report. A Technical Report is entirely informative in nature and does ngt have to

be reviewad until the data it provides are considered to be no longer valid or useful.

Attention {s drawn to the possibility that some of the elements of this part of ISO/IEC TR 10021 may be the subject
rights. ISQ and |EC shall not be held responsible for identifying.any-or all such patent rights.

ISO/IEC T|R 10021-11 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subc
SC 6, Telgcommunications and information exchange between systems, in collaboration with ITU-T. The identig
published gs I TU-T Recommendation X.404.

ISO/IEC T|R 10021 consists of the following parts, under the genera title Information technology — Message

. System and Service Overview

: Overall architecture

. Abstract Service Definition Conventions

4. Message transfer-system: Abstract service definition and procedures
b: Messagegtore: Abstract service definition

6: Protocel specifications

(- hterpersonal messaging system

normally
bte of its

of patent

pmmittee
Al text is

Handling

— Part 8: Electronic Data Interchange Messaging Service
— Part 9: Electronic Data Interchange Messaging System
— Part 10: MHSrouting

— Part 11: MHS Routing — Guide for messaging systems managers

Annexes A and B of this part of ISO/IEC 10021 are for information only.

vi © ISO/IEC 1999 — All rights reserved
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I ntroduction

This Recommendation | Technical Report is one of a set of Recommendations | humber of parts of 1SO/IEC 10021
defining Message Handling in a distributed open systems environment.

ITU-T Rec. X.412 | ISO/IEC 10021-10 defines a method for routing messages through the Message Handling System
(MHS). This Recommendation | Technical Report provides guidance for Configuring MTS Routing using the Directory,
and sugigests the characteristics of a Directory User Agent for managing that process. It allows OR-address plang, MTA
intercgnnection topology and the management structures applied to MHS to be dealt with independently of each other
whilst femaining within a co-ordinated framework.

© ISO/IEC 1999 — All rights reserved Vii
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TECH

ITU-T

ISO/IEC TR 10021-11: 1999 (E)

NICAL REPORT

RECOMMENDATION

NFORMATION TECHNOLOGY - MESSAGE HANDLING SYSTEMS (MHS):
MHS ROUTING — GUIDE FOR MESSAGING SYSTEM MANAGERS

1

ThisR
system

ITU-T
ways
docum

Scope

pcommendation | Technical Report specifies the means by which the administrator of various aspects of &
may configure information into the directory for MTAs to use to determine the routing of messages.

Rec. X.412 | ISO/IEC 10021-10 provides a set of directory structures that may be configured in many d
0 support a particular MHS routing strategy. In order to illustrate the use of theseydirectory structur
Nt contains advice on how an MHS Administrator might organize the configuration of directory trees and

in the dlirectory. In particular, it contains suggestions on the following:

Other

Other
ISO/IH
provid
Mess4

The location of routing collective and MTA entries in the ditectory.
ways of using the routing capabilities specified in ITU-T Rec."X-412 | ISO/IEC 10021-10 are also
C 10021-1 defines the user-oriented services provided by the MHS. ITU-T Rec. X.402 | IS

s an architectural overview of the MHS. ITU-T Rec{ X.411 | ISO/IEC 10021-4 defines the abstra|
ge Transfer System. ITU-T Rec. X.412 | ISO/IEC10021-10 defines MHS Routing using the direc

The types, construction and location of different OR-address subtrees that may be needed;

Recommendations | International Standards define{other aspects of the MHS. ITU-T Reg.

N MHS

fferent
ps, this
entries

alid.

F.400/X.400 |
D/IEC 10021-2
ct-service of the
ory.

bnce in this text,
5 indicated were

based on this
recent edition of
f currently valid
f currently valid

s

N Systems

Message

2 Normative References
The fgllowing Recommendations and International Standards contain provisions which, through refers
constifute provisions of this Recommendation | Technical Report. At the time of publication, the edition
valid. |All Recommendations and~Standards are subject to revision, and parties to agreement
Recommendation | Technical Report are encouraged to investigate the possibility of applying the most
the Recommendations and Standards listed below. Members of IEC and ISO maintain registers @
Interngtional Standards. The.Telecommunication Standardization Bureau of the ITU maintains a list @
ITU-T|Recommendations.
21 I denticabhRecommendations | I nternational Standards
- Y-T Recommendation X.216 (1994) | ISO/IEC 8822:19%formation technology — Ope
Interconnection- Presentation service definition.
= ITU-T Recommendation X.402 (1995) | ISO/IEC 10021-2:1986rmation technology —
Handling Systems (MHS): Overall architecture.
— ITU-T Recommendation X.412 (1999) | ISO/IEC 10021-10:1968&yrmation technology — Message
Handling Systems (MHS): MHS routing.
— ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:1988prmation technology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services.
2.2 Paired Recommendations | Inter national Standards equivalent in technical content

CCITT Recommendation X.208 (1998pecification of Abstract Syntax Notation One (ASN.1).

ISO/IEC 8824:1990Information technology — Open Systems Interconnection — Specification of Abstract

Syntax Notation One (ASN.1).

ITU-T Rec. X.404 (1999 E)

1
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— ITU-T Recommendation F.400/X.400 (199Message handling services: Message handling system and
service overview.

ISO/IEC 10021-1:1990)nformation technology — Text Communication — Message Oriented Text
Interchange Systems (MOTIS) — Part 1. System and service overview.

3 Definitions
For the purposes of this Recommendation | Technical Report, the following definitions apply.

3.1 MHS definitions

The foftowmgtermsareformatty-defmedimtFo=F Rec XA HSOAEC 10022 ——————
— OR-address;

- MTA;
- MTS;

— MHS;

— Message Store;
— User Agent;

- P

-  P3;

- MD;

— ADMD;

— PRMD;

—  Security Context.

3.2 ASN.1 definitions

The fdllowing term is formally defined in ITU-T Rec. X.208 | ISO/IEC 8824:
— ASN.1.

33 Directory definitions

The fdllowing terms are formally-defined in ITU-T Rec. X.500 | ISO/IEC 9594:
—  Directory Name;
— Relative Distinguished Name.

34 Presentation Service definitions

The fdllowingterm is formally defined in ITU-T Rec. X.216 | ISO/IEC 8822:
~\_J) Presentation Service Access Point.

35 MHS-routing definitions

The following terms are formally defined in ITU-T Rec. X.412 | ISO/IEC 10021-10:
—  Connection Group;
—  Enumerated Connection Group;
— Next Level Complete;
— Routing collective;
— Routing-MTA;
— Target MTA,;
— Un-enumerated Connection Group.

2 ITU-T Rec. X.404 (1999 E)
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3.6 MHS Routing Methodology Definitions

The following terms are defined in clauses 6 to 10 of this Recommendation | Technical Report:

3.6.1 adjacent MTA: An MTA that isdirectly connected (i.e. through some connection group) to the current MTA.
3.6.2 administrator: A person or role which manages a particular routing collectivein the MHS.

3.6.3 current MTA: The MTA taking arouting decision for a message.

3.6.4 exit MTA: A routing MTA within the routing collective which has access to connection groups allowing it to
transfer messages to MTAS outside a routing collective. In an extreme case, each MTA in arouting collective might be
an Exit MTA.

3.6.5 external OR-address subtree: An OR-address subtree which holds routing information to parts of-the MTS
lying dutside the routing collective under construction.

3.6.6 external Route: A route from arouting collective Exit MTA to another MTA outside the routing collecfive.
3.6.7 internal Route: A route between two MTAs within arouting collective.

3.6.8 mailbox: term used to indicate the delivery point for messages located by an OR<address. This may lbe a P7
accessgd message store, a P3 accessed user agent or a proprietary protocol accessed user process. The disfinction
betwegn these variantsisirrelevant to MHS routing.

3.6.9 OR-address plan: A plan of OR-address attribute types used to identify an organization's depaftments,

divisions and users of MHS. An OR-address plan is specified by the Qrganisational and MHS administrators to select
the particular OR-address forms and attributes for use within the. lorganisation from all those posgibilities that are
specifled in the MHS base standards. Organizational Administratorare persons or roles which manage |non-MHS aspects
of an grganization, but who place requirements on an MHS system.

3.6.10 reference OR-address subtree: an OR-address subtfee that contains a routing collective’s internal routing and
messgge delivery information.

3.6.11| registration Authority: An administrative role-which ensures that OR-addresses are unambiguous, i.e. that
each QR-address is allocated to one and only one user.

3.6.12| routing Information: Information heldyin OR-address subtrees which instructs an MTA on how to process a
message for a particular OR-address.

NQTE — This is more general than the JASN.1 construct 'routing advice', since it is oriented to the discrete actions that an
adrhinistrator will take, and includes-Recipient MD Assigned Alternate Recipients etc.

3.6.13| top level routing collective:'A routing collective which does not belong to a superior routing collective

4 Abbreviations

For the purposes of-this Recommendation | Technical Report, the following abbreviations apply.
ISDN Integrated Services Digital Network
LAN Local Area Network

DR Daelcat- i arialoaal Dot Al ok Il
rouUiN MAdURTL OWTLUTICU DTUN Al TNTLVWUINR

PSTN Public Switched Telephone Network

5 Overview

5.1 The role of MHS Routing

Message Handling Systems exchange messages between users on a store-and-forward basis. A message submitted by
one user (the originator) will be transferred through one or more Message Transfer Agents (MTAS) in the Message-
Transfer-System (MTS) and delivered to one or more other users (the recipients). The sequence of MTAS through which
amessage is transferred on its way from originator to recipient is the message's route. The originator does not specify
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the route but identifies the recipient in the MTS by means of an unambiguous Originator/Recipient Address
(OR-address) or directory name which is translated by the directory into the recipient's OR-Address. A recipient’'s OR-

Address indirectly specifies which MTA the recipient is attached to. Each user is supported by a single MTA that is
responsible for delivering messages addressed to the user. Each MTA that handles a message on its way towards its
destination uses the recipient's OR-address on the message’s envelope to select the most appropriate subsequent rout:
This process eventually leads to the delivering MTA.

To achieve store and forward messaging, each MTA is configured with routing information indicating the OR-addresses
for which it has delivery responsibility and also the routes through adjacent MTAs which should be taken towards all
other OR-addresses. In general, each MTA requires different routing information to reflect its location and connectivity

within

the MTS with respect to MTAs supporting other OR-addresses.

5.2

MTAs
admin
routed

MHS fouting is influenced by a number of different organizational roles:

The N
suppo
admin
who a

In add
ensuri

authotlity will administer values for some OR-address attributes within the scope of one or more well de
bses. Seme registration authorities will act at higher levels in the global OR-address space (e.g.
5, PRMD Names, ADMD Names and organization Names). Others will act at lower levels,

addre
Namep

Administrative Roles

are configured with routing information by MHS administrators. The information ithat (poss

towards its recipients, and that routing conflicts and loops do not occur.

an organizational administrator who is primarily concetned with the operational a
organisation, and regards MHS as a resource. Organisational administrators specify
MHS, but do not get involved in the realisation of MHS;

an MHS Administrator who is directly responsible for all aspects of the installation and o
MHS, including the connectivity between MTAs etc.;

an administrative role to ensure the allogation of unambiguous OR-addresses to MHS u
formally identified as a 'RegistrationAuthority’. However its realisation, and the way it is
will vary from organization to organization, and it will also vary according to the type o
attribute being administered andhe type of users the attributes are being registered for.

IHS requirements are determined primarily by organizational administrators, and the MHS
rting those requirements is-\designed and configured by MHS administrators. In some ¢
strator’s role may be further:subdivided e.g. into those who deal with creating and managing ma
re primarily involved in managing MTAs and their interconnectivity.

ition, a registration authority is also assumed to be responsible for registering the OR-addresses
ng that theyware unambiguous and that the OR-addresses conform to the OR-address plan

organ
Regis

zatlon Names organizational Unit Names, Personal Names etc within ADMDs, PRMDs org

bly different)

strators supply to their MTAs should be co-ordinated to ensure that each message is correctly and efficiently

Spects of the
requirements of

peration of the

sers. This role is
administered
f OR-address

outing strategy
ases, the MHS
Iboxes and those

assigned to users
Each registration
ined sets of OR-

0 register Country
e.g. to register

hnizations etc.).

)rmal registration

authorities. However, the way that the remalnlng OR address attnbutes are adm|n|stered W|th|n an organization may be
less formal, and it will differ dependent on the type of organization.

The sole collective technical requirement of registration authorities as far as MHS routing is concerned is that all
OR-addresses should be unambiguous — i.e. no two MHS users should be allocated (or granted) the same OR-address.

In some organizations, one or more of the above roles may be carried out by the same department or person, however
they will often be dispersed and, for the purposes of this Recommendation | Technical Report the functions they carry
out are regarded as separate and independent of each other.
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Organizational administrators are concerned with the day to day business of the organization and regard the MHS as a
facility to support the organization. They are not directly involved in MHS administration. They determine the internal
structure of the organization into departments, and the distribution of the organization and the departments over different
geographically dispersed sites. In doing this, they determine the geographical site at which each MHS user is located.
Their primary concerns with MHS routing are:

— that the MHS supports an OR-address plan which reflects each user’s departmental or sit8;location
— that the OR-address plan makes it easy to guess a user’s OR-address; and

— that OR-addresses are stable and do not need to be changed when users are relocated or connected to
different MTA.

It is essential that the OR-address plan is determined by these factors alone, and that these requirements are nof
compromised by any MHS configuration choices or limitations imposed by MHS products or services. The
organizational administrator’'s input into the MHS routing design is therefore a specification of an~gQR-address plan
suited| to the organization, and, for each user, a specification of the geographical and departmental [locations and the
user's|OR-address.

MHS |administrators are concerned with supporting the messaging requirements specified by organizational
adminjstrators. There are two independent aspects of the MHS administrator’s role:

— To develop and maintain the interconnectivity of MTAs together with a~message routing |strategy which
supports the organization’s OR-address plan. These must take ihto” consideration the geographical
distribution of the organization and the available MHS systems and.data communications links connecting
the organization’s different sites;

— Configuring each user's MHS OR-addresses and mailbox af.a particular location and witf an OR-address
specified by the organizational administrator.

It shodild be noted that an organization’s operational internal structure, which should be the sole factqr determining its
OR-address plan, is often quite different to the organizational-structure of the MHS administration] and it may be
differgnt again to the topology of MTA interconnections. It iS-therefore important that the three following aspects of

MHS routing design should be maintained independently of\each other, and that:

— the OR-address plan can be constructed,to reflect the requirements of the organizatiorjal administrator,
and to provide as short an OR-address as is possible whilst remaining intuitively 'guessable’ by users. This
aim should not be compromised byrany aspects of the design or configuration of the MHS

— an MHS administrative structure* can be constructed to fulfil the requirements of the|organizational
administration, recognizing that’it may be centralised or devolved, and may need to be duite different to
the organization’s structure, as specified by the organizational administrator (e.g. it must|allow for cases
where individual organizational departments are distributed over different geographical locations and
served by different MTAS);

— the OR-address plan remains independent of the topology of the MTS.

53 The Role of the MHS Routing Standard

In the[absence of ITU-T Rec. X.412 | ISO/IEC 10021-10, different MTA products tended to adopt diffefent approaches
to routing and often, no tools were provided to support the specification of an overall routing strategy among groups of
MTAs| This was particularly so in multi-vendor environments in which MTS designs were often comprgmised because
the specification of the OR-address space and MTS topology and message routing could not be dong independently of
each other In these cases, to achieve a workable routrng strategy, each MTA had to be assigned the delivery
respo . g-de esses containing
a partlcular OU Name to a partlcular MTA) ThIS strategy creates an unfortunate blndlng between the OR address space
and the topology of the MTS, and had a number of disadvantages:

1) Distribution of an organizational department’s users over several MTAs forced MHS administrators to
introduce unnecessary extra OR-address attributes into the OR-address plan. These attributes were of no
real significance within the organization but were necessary to identify the delivering MTA (e.g. by
adding extra Organizational Unit attributes to distinguish between the different MTAs which supported a
single organizational department, so that each MTA had delivery responsibility for all OR-addresses
containing a particular value of the extra attribute);

D Organizational administrators can choose whether to develop an OR-address plan reflecting the departmental structure or
geographic distribution of the Organization, or they can choose a mixture of both.
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2)

3)

4)

Routing strategies often had to be constructed that concentrated routing knowledge in central MTAS, and
required that all message traffic should pass through that MTA. This inhibited direct routing between the

originator and recipient's MTAS, it introduced a single point of failure, and was the source
traffic overload situations and unnecessarily long delivery delay times;

of potential

When users had to be relocated to another MTA (e.g. because they were moved to another building or site
or department), their OR-address had to be changed to reflect the fact that they were served by a

different MTA,;

It was sometimes not possible to determine whether an OR-address was valid, other than by passing the

message through all MTAs in an area of the MTS until all possibilities had been tried.

MHS administrators were also confronted with a variety of different mechanisms to configure different MTAs, and
many MTA products placed restrictions on the OR-address plans that they could specify.

54

ITU-T

directd
PRMDs:

a)

b)

c)

d)

e)

f)

)

Becayse of these characteristics, MHS administrators using systems that conform to the MHS-Routing
methodologycan provide a better user service to the organization and MHS users.

The advantages of using MHS Routing

Rec. X.412 | ISO/IEC 10021-10, and this Recommendation | Technical Report, specify MHS rou
technipues using the directory. The directory enables the information required for MTA routing decision
standardized, distributed store which can be accessed by each MTA using a standardjzed access {
ry in this way to support MHS routing has a number of advantages for the-administration

It allows MHS and organizational administrators to allocate shorter OR-addresses whig
over longer time periods. This is particularly important wherela)department within an org
identified by a particular organizational Unit OR-address atttibute value) is geographically
where it is necessary to spread the processing load of a(arge department over two or mor

ting and routing
S to be held in a
rotocol. Using the
bf ADMDs and

h remain stable
anization (e.g.
distributed, or
e MTAS;

It allows enhancement of MTS performance, singe“although it might be considered that use of the

directory is an overhead, the method can improye(the performance of MTS routing beca
to select more direct routes and reduce the number of MTAs which have to be traversed b

The MHS administrator can avoid single, paints of failure (i.e. by avoiding the need to
connectivity to centralised MTAs, or having to route in a ‘hierarchic' fashion as dictatg
addresses attributes);

It is possible to construct alternaté.routes from any MTA to any destination in order to &
areas or system failures;

Ise of its ability
y messages;

configure star
d by the OR-

void congested

It allows MHS administrators+to avoid routing strategies which lead to traffic congestion situations;

It provides a uniform approach and a single method to ease the MHS administrative tas
providing a standard.(abstract) interface to the routing controls of MTAs through a single
to the directory which may be remote from the MTAs being configured,;

It can be usedfor ADMDs and PRMDs to exchange routing information identifying which
be used as_entry points into the MD and it will be of particular use where the single spag
or 'XX! cauntry code are in use. Such information may assist other MDs to make oq
choices,

s of routing by
point of access

MTAs should
e country name
timum routing

standards and this

6

6.1

MHS Routing Concepts

Introduction

This clause introduces MHS Routing administrators to the concepts of the MHS Routing Standard (ITU-T Rec. X.412 |
ISO/IEC 10021-10). Clause 6 of ITU-T Rec. X.412 | ISO/IEC 10021-10 contains a more formal and detailed description.
The following concepts are explained here:

1)
2)
3)

MHS;
MHS Routing and the MHS Routing problem;
The Directory;
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4) Therationale for aDirectory based solution;

5) TheMode of Directory Based MHS Routing;

6) Directory schema configuration for MHS Routing.
6.2 MHS

Message Handling Systems (MHS) enable users to exchange messages on a store-and-forward basis. A message
submitted on behalf of one user, the originator, is conveyed by the Message Transfer System (MTS) and subsequently
delivered to the agents of one or more other users, the recipients. The MTS comprises a collection of Message Transfer
Agents (MTAS). The MTASs are highly distributed, and connected directly or indirectly to each other in a networked

fashion. A message will traverse one or more MTASs on itsjourney from its originator to its recipient.

MHS routing takes place in the OS| Application Layer (i.e. in MTAS), and is distinct from network layer routing
routing deals with complete messages, the Network layer routes data streams that carry messages between d

6.3 The Message Routing Problem
In MHIS, the message originator does not specify a path through different MTAs to.reach a recipient, but speci
recipight's OR-address (or a directory name that is used to determine the- OR-address from the dir

(MHS
fferent

ies the
bctory). An OR-
C of the recipient,

rred to progress

the mg¢ssage’s journey to its recipient. Any given MTA is conpected to a number of other MTAs, and ap MTA routing a

particylar message must choose another MTA to which 4dt\will forward the message towards its dg
choicgs will be more efficient than others. The selection of the next MTA is based on the recipien
Routirlg is therefore the process of selecting, given an. OR-address, the MTA to which the messag
transf¢rred. The path taken between an originator and recipient may vary on different occasions, s
genergl be a number of possible paths through-different MTAs between them, and factors such a
availapility may influence route selection dynamically.

MHS Routing presents a number of signifieant problems:

MHS is envisaged as aglobal service and therefore has a very large OR-address space.
configure MTAs with direct routing knowledge for all possible OR-addresses because of
information and the Jogistics of distributing OR-address update information;

MTAs are often. sparsely connected (i.e. they do not all directly connect to each other) |
feasible to(provide a single underlying data communications network to connect all o
absencelof complete MTA interconnectivity, this has the implication that different MTAs
differentrouting information dependent on their location with respect to each recipient’s d
and©OR-address;

Different MTAs require different levels of detail about different OR-addresses. An
responsible for a set of OR-addresses must have all the delivery information in detail. Ho

bstination. Some
t's OR-address.
e should next be
nce there will in
5 congestion and

t is not feasible to
the size of the

ecause it is not
f them. In the
need to have
blivering MTA

MTA that is
vever, an MTA

that is remote from the delivering MTA will only need to know the identity of the delive

ing MTA or

some other MTA on a path towards the delivering MTA.

Because of these problems, MTA implementations have tended to simplify their routing strategy by binding the delivery
responsibilities for complete OR-address spaces summarized by a particular OR-address attribute value to a particular
MTA (e.g. where an MTA has delivery responsibility for a complete Organizational Unit). Whilst this approach may be

efficient in terms of administration, it causes a number of problems e.g.:

1) Where the personnel of a particular organization’s department (e.g. the sales force) are geographically
widely distributed, MHS administrators may need to impose further unnecessary layers of Organizational
Unit attributes (or some other attribute) in the OR-address plan to represent that geographic distribution,

and to enable MTAs to identify the correct delivering MTA,;

2)
MTA at the new location;
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3)
4)

A user's OR-address may be constrained by the MTA to which the user connects;

the distortion of the relationship between OR-addresses and delivering MTAs means that message traffic
must often be routed through intermediate MTAs unnecessarily (e.g. where a star network has been
implemented to overcome routing difficulties). This leads to traffic congestion, single points of failure
and unnecessary throughput delays.

Because of this, many organizations have had difficulties in establishing an acceptable OR-address scheme and
supporting it with an efficient routing strategy. There has always been a trade off between address scheme tailored to the
organization and routing strategy imposed by MTA products. These difficulties have primarily been caused by the

binding of particular OR-address spaces to specific MTAs, leading to inappropriate OR-address schemes being imposed
on organizations, restrictions on mobility of OR-addresses, traffic bottlenecks and conflicts between management of the

organization and management of messaging systems.
6.4 A Directory Solution to M essage Routing
Use of ITU-T Rec. X.412 | ISO/IEC 10021-10, MHS Routing, avoids these problems by utilising staphdard directory
systems in a special way. It specifies how directories are used by MHS administrators to canfigure roditing information
for grqups of MTAs, and how individual MTAs are provided with access to routing information which is|appropriate to
their rple and location in the MTS.
The sfandard directory technology has been used to support a directory schema specific to the MHS Jrouting task. This
technipue can be used in a number of different ways to support different MHS ragQting objectives:

— to support a global routing strategy, in which case a global directory is required;

— to support a local routing strategy (e.g. within an MD), in which case a local directory is fequired, but a

global directory is not.

Both gf these are the subject of this Recommendation | Technical Report. MHS routing encompasses gl global and local

routing requirements.

6.5 General Directory Servicesand Functions
The Djrectory is specified in ITU-T Rec. X.500 | ISO/IEC 9594. Directories are traditionally used to prpvide a service
for stqring and retrieving a wide range of types.@f information to support global communications sgrvices such as

Telephony, Fax, MHS and EDI in a similar fashion-to paper based White Pages and Yellow Pages.

A Dirg
(DSA4
querie

DSAs
of diffq

Thed
other
in the

Each
tree s

ctory typically contains communications related information held in one or more Directory
) which users access using a Directory User Agent (DUA). The DUA aids users to form direct
S and returns the results to the user.

are generic and can be configured to support many different types of schemas reflecting the diffe
rent communications services, whereas DUAs are generally specific to a particular task.

rectory stores information concerning objects (e.g. people, machines in the real world that comm
by telephone/fax/MHS etc.). The tree structure is referred to as the Directory Information Tree (
DIT locates a Directory Entry. The topmost entry in the DIT is referred to as 'Th&.Root'

bbject’s directory entry is identified in the directory by a Directory Name that is determined by itg
ructures\Each entry is allocated a name in the context of its superior entry. This name is knog

Disting
betwe

juishedsName (RDN). Each of an entry’s subordinate entries is allocated a different RDN in ord
nthe subordlnates The sequence of RDNs, startlng from the Root, down to a particular en

Jystem Agents

bry updates and

rent requirements

Linicate with each
DIT). Each node

location in the
wn as a Relative
br to distinguish
try is the entry’s

 identified by a

D|rectory Name whrch corresponds to the entrys Iocatron in the DIT The DIB can be constructed to hold many
different types of directory names forms to identify different types of objects (e.g. persons, groups, houses and
buildings) and different entry content types to reflect those different objects.

Each Directory entry contains information about a single real world object in the form of a set of Directory Attributes.
Each attribute holds a particular type of information about the object, e.g. a telephone number.

Directory service administrators may create and delete entries, and perform read, write and modify operations on entries
identified by a directory name. Search operations can be applied to a whole DIT subtree that has been identified by its
directory name to retrieve information from all entries with specified attribute values.

2 Inp

ractice, the root will not actually exist, however, its subordinates will.
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The Directory also provides a comprehensive set of access controls which can be applied to allow read, write and modify
access to identified directory users to directory attributes, entries and whole directory subtrees. These can be used to
prevent un-authorized read or write access.

Severa Directory applications have already been developed, each specifies a directory schema, e.g. for:

Howe
replac
MHS

specif

6.6

MHS
as far

routing related information, and that entry contains a set of attributes of the real world object identified

name,

A DU

constructing and maintaining directory information for MHS routing.

6.7

In MHS Routing, the MHS administrator can use a Directory User Agent (DUA) or some other mech
exporting/importing or shadowing) to configure MHS\¥outing information into the directory for the

admin
a cac

Technjcal Report provides details of how an MHS administrator should identify and configure the directd

—  Telephony information;
— Fax Information;

—  Security Information;

— OSI data communications applications, including EDI, Transaction Processing, FTAM and the Virtual

Terminal.

er, the schema components provided in ITU-T Rec. X.500 | ISO/IEC 9594 can be extendeg
ed with new ones for other tasks. MHS Routing specifies such a directory schema to support_the
message routing. It consists of attributes, collections of attributes for routing entries, angd direct
c to the routing task.

MHS-Routing use of the Directory

outing uses directory systems in a slightly different way to the global communications services
the MHS administrator is concerned, each Directory Name locates a pattieular directory entry

A customised to the particular task of MHS routing will considerably simplify the administr

Scenario

stered by the routing collective. Each MTA has*a local embedded DUA to read the directory, an
ne of directory information which is most\relevant to its own operation. Clause 10 of this Re

MHS Routing Administration
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Figure 1 — MHS Routing Information flows
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Figure 1 illustrates MHS routing in terms of the flow of information controlling message routing. OR-addresses, MTS
topology and configuration, and the routing information for specified MTAS are prepared by the organizationa
administrator, the MHS administrator and the Registration Authority. The directory entries are read by MTAS during the
message routing process to determine whether the MTA can deliver the message or to determine the next MTA to which
the message should be transferred if the message is to be relayed.

The MHS administrator’s task is to configure the MHS Routing Directory Information prior to initializing MTAs and
putting them into service. It should be noted that different types of information may be prepared and input to the
directory by different administrators; (e.g. MHS system administrative structures and MTA interconnectivity information
may be prepared by one administrator, and user mailbox creation and deletion may be may be carried out by a different
administrator). The routing standard and methodology do not specify how user mailboxes are administered.

e able to access
routing information for each OR-address. Each MTA uses this directory information to route messdges to adjacent
MTAs|which are 'nearé¥ the message’s destination.

The MHS Routing Model consists of the following elements:

— Routing Collectives, which provide a hierarchic model of the MTS administrative structures. Each routing
collective is a portion of the MTS consisting of a group of MTAs managed by an MHS administrator;

— Connection Groups, which model the topology of interconnection“af"MTAs in the MTS. They represent
connectivity between two or more MTAs, and hence the topology of the MTS;

— The OR-address plan;
— OR-address subtrees;

— Routing Information, held in OR-address subtree éntries, and which contain instructions fo MTAs. Each
instruction may be to either deliver, Non-Deliver{ DL-expand, Redirect or to Route the message through
another MTA,;

— MTA definitions, which hold basic configuration information for each MTA from which {t MTA can
'bootstrap' its routing information from,the directory. Each MTA is considered to be a royting collective
in its own right.

The fagllowing subclauses elaborate on these concepts and outline how the necessary information is|configured in the
directgry. Clause 7 onwards provide details on each of the tasks which administrators must perform with respect to each
of thege concepts.

6.8 Routing Collectives and Connection Groups

Figurq 2 illustrates a routing*collective 'X' that is internally divided into a number of subordinate routing collectives (A,

B and|C). These, in turn,-are divided into further subordinate routing collectives (A.1, A.2, A.3, B.1, B.2, B.3, and C.1,
C.2, d.3 etc.). Each'ef-the lowest level routing collectives is supported by a single MTA, which assume$ the name of the
lowes{ level routing collective it supports. So, each routing collective (X, A, B, C, A.1, A.2, A3,B.1,B.2|B.3,C.1, C.2,
C.3, 3.1 and C3.2) might each be administered by a different MHS administrator

Y and|Z_ are-other parts of the MTS outside the routing collective which, for the purposes of MHS routihg are modelled
in thg “directory as routing collectives (irrespective of whether they practice MHS routing or|not). In this
Recommendation | Technical Report, these are called External Routing Collectives.

Also, some of the internal routing collectives might not consist of Routing MTAs that conform to ITU-T Rec. X.412 |
ISO/IEC 10021-10 and they cannot be configured with routing information as specified in that Recommendation |
International Standard. However, these routing collectives will be represented in the directory as routing collectives for
the benefit of all other MTAs needing to route to these non-routing MTAs.

A number of connection groups connecting MTAs within and outside the routing collective are illustrated
(CG1, CG2, etc.).

3 In terms of the number of hops through subsequent MTAS.
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Figure 2 — Routing Collective structure example

3 illustrates the resultant routing celléctive hierarchy as atree structure. It does not model the connection
Uting collective hierarchy is directly represented as a directory subtree, the entries of which contain the con
available to each routing collestive.
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Figure 3 — Routing Collective Hierarchy example
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Thus, from an MHS administrator’'s point of view the MTS is partitioned along administrative boundaries, and the
MTAs are formed into a hierarchy of routing collectives. The MTAs directly supporting a routing collective are all
managed as a single unit by the same MHS administrator. A routing collective may be partitioned into a number of
subordinate routing collectives. The MHS administrator of a superior routing collective delegates administrative
authority for the subordinate routing collective to a different MHS administrator. Routing collectives thus form a
hierarchy reflecting MHS administrative boundaries.

Each routing collective is supported by one or more MTAs. Each MTA is also modelled as an individual routing
collective. All MTAs within a routing collective are configured to know of one or more direct or indirect routes to each
other. The Routing Collective concept also provides a convenient way of summarizing and identifying the routing
capability of groups of MTAs by hiding the internal structure and connectivity of those MTAs (this allows other
administrators to construct routes to it without getting involved in its internal structure). The primary characteristic of a
routinq_callective is its message dpli\/pry and rnn'ring r‘apahility F)(amlnlpq of rnllring collectives include:

— A Management Domain;
—  The group of MTAs within an organization operated by a particular department,ordivision;
— A collection of co-operating MDs;

— Asingle MTA (each MTA is considered to be a routing collective in itsfewn right).

Parts pf the MTS outside a routing collective (e.g. in another MD) are also modelled as routing collectives with distinct
routing and delivery responsibilities for specified sets of OR-addresses.

Wherg a number of MTAs are subject to a common routing strategy-(e.g. to support a Management Domain, or the
MTAs|supporting an organization), they may be defined to belong, te:a single superior routing collectivef This will result
in a two level routing collective hierarchy, where the top level iSythe collection of all the MTAs, and the subordinate
routing collectives represent the individual MTAs.

Howeyer, in complex cases where a more devolved.management of the MHS is necessary, a sybordinate routing
collecfive may be subdivided into further subordinate™outing collectives. Subordinates may need to be defined for the
following cases:

1) Departments within the organization which have autonomous control over one or morne of their own
MTAs or which fund their ownprivate data communications links to external parts of the MTS;

2) Departments who wish te"maintain anonymity of their user population (i.e. operating gn ex-directory
facility).

Routirlg collectives are desighed and specified by MHS administrators independently of connection groups and OR-
address plans.

6.9 Routing-Collective Directory Representation

routing collective. For instance, the tree of Figure 3 can be implemented in the directory to model tHe administrative
structdre.of routing collective X in Figure 2. The routing collective administrator allocates a directory name to each of
the routing collectives, and sets up a corresponding directory entry to contain information about it. Routing collectives
are hierarchically related to each other, and this is reflected by their directory entries and their respective directory names
that form a routing collective subtree in the directory. The name of each subordinate routing collective is derived from
its superior’'s directory entry. Each routing collective’s entry contains a list of one orcommestion groups through

which it can access MTAs in other routing collectives, and through which other MTAs can pass messages into the
routing collective. A routing collective’s connection groups therefore express the topological connectivity of a routing
collective within the MTS as is detailed in 6.8.

A rou%ng collective directory subtree is constructed to model the hierarchy of routing collectives withir] each top level

6.10  Connection Groups

A connection group is defined as a number of MTAs which can exchange messages directly with each other and which
therefore represent an element of connectivity between MTAs, i.e. the MTS topology.
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A connection group:

There

requires a set of data communications links (or a common data network) over which each
the group can exchange messages directly;

pair of MTAs in

— implies the existence of an agreeriebetween the MHS administrators of each of the MTAs to allow

their MTAs to exchange messages, and it implies the existence of agreements on data

communications

security, passwords and security contexts for the exchange of messages between the MTAs;

— requires a common message interchange protocol and underlying data communications protocol;

— is assigned a directory name and a corresponding directory entry to hold information about the connection

group.
are two types of connection group:
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conce
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1) Enumerated connection groups, for which all the MTAs in the connection group canhg
known to each other;

2) Un-enumerated connection groups, where all of the connection group’s membersMTA;S
messages with all other MTAs attached to some common data communications netw
network or a public packet switched network) and it is not generally possible to list all
which are members of a connection group attached to that network. Also, the MTA mer
connection group may change in time.

ction groups are specified by MHS administrators independently of routing’collectives and OR-ag
bts of connection groups are further explained in diagrams in 8.4.

Connection Group Directory Representation

Connection group is represented by a directory entry. The entty may provide a list of the MTAS
f it is an Enumerated Connection group), and it will containia set of communications related para|
[As in the connection group to exchange messages with,each other.

OR-address Plan

izational administrators develop OR-address: plan in conjunction with MHS administrators
bments of the organization. The OR-address’ plan specifies the selection of OR-address attrib)
y MHS users within a routing collective \lt"might also impose constraints on some OR-address

naming Organizational Units etc. Ar,OR-address plan usually represents all of the OR-addre

There is an exception to this with.-Secret OR-address subtrees (see 6.17.3.5.2).

support the MHS.

dress plans are implemented by the registration authorities that allocate attribute values within
R-address plan to_create user's OR-addresses.

OR-address plan directory representation in OR-address subtrees

listed and are

can exchange
ork (e.g. an IP
of the MTAs
hbership of the

dress plans. The

that it connects
meters to enable

to fulfil the
ute types used to
attribute values,
sses for which a
al OR-address

done within the constraints:of the MHS standards and is unconstrained by the particular MHS products (MTAS)

the constraints of

dresses are represented in the directory as OR-address subtrees that hold MTA routing inform

OR-ad

tion. A number of

dress subtrees are constructed in the directory to hold routing information used by one or mpre MTAs. Each

directly reflects the OR-address plan and may also reflect a summary of OR-address spaces which are defined for other
parts of the MTS outside the routing collective. OR-address subtrees are discussed more fully in 8.7.

MHS routing defines a method to represent each OR-address as a Directory Name. This is achieved by assigning a
Relative Distinguished Name to represent each OR-address attribute value. MHS administrators construct one or more
OR-address subtrees using these directory names. Each entry contains routing information for MTAs concerning the
OR-address represented by the entry. This provides a useful way to organise and store routing information for access by

MTAs.

MTAs are configured to access one or more OR-address subtrees.

4 suchan agreement may be implicit (e.g. where an administrator manages a number of routing collectives), informal, or supported
by aformal contract between the administrators of different routing collectives. However, in all cases there is a need to agree on
the technical details of message interchange.
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6.14

MTA definitions

Each Routing-MTA is defined by two different directory entries:

1) A directory entry and name to hold information on the protocols it uses, the network locations for each
different data communications network it is attached to, the OSI Application Entity Title of the MTA, the

MTA’s name and Global domain Name;

2) A directory entry which represents it as a routing collective, and which contains its routing collective

identity and the names of the OR-address subtrees that it must use during routing.

The reasons for each MTA having two entries are purely historical. It was necessary to define the first entry [(1) above)]
at the very beginning of MHS standardization process (i.e. in 1984), and the information contained in 2) above only
became necessary with the more recent standardisation of MHS routing.

6.15

An M}
and Of
of OR
inform

knowlgdge of its own connectivity to other adjacent MTAs and obtains the minimum knowledge necessary to be

route 1
collect

Asar
adjace

The MTA’s Message Routing Process

S administrator configures the directory with routing collective subtrees, connection groups;, MTA def
R-address subtrees and then configures each MTA to reference its own directory definition‘entry and a sg
address subtrees which it should refer to. Each MTA then runs an initialization process’to obtain its v
ption and gain access to the OR-address subtrees it should use. During this initidlization process, it

hessages to all other parts of the routing collective and through Exit MTAs4e_destinations outside the
ve.

it MTAS. Once this process has completed, the MTA can enter activerouting service.

Exit MTA

Current MTA

Adjacent MTA

Target MTA

T0732270-99/d04

Figure 4 — MTA Roles in a routing collective
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— MTA Ais called the Current MTA because it is actually processing a message. Its OR-address subtrees
will suggest transferring it to a particular Target MTA on the basis of the recipient's OR-address (e.g. in

this case either B, C, or D).

— MTA B is an Adjacent MTA to A because it is directly connected to A. In this case MTA
hop on the journey to either C or D.

B is the next

— D is considered to be an exit MTA because it has connection groups to MTAs outside the routing
collective which support other OR-addresses (unlike A, B, and C which only have connections to other
MTAs within the Routing Collective). Because of this external connectivity, any messages leaving the
routing collective must pass through D. Exit MTAs must have access to either at least one exit connection

group or a transit exit connection group.
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AsMTA A routes a message, it converts each recipient’'s OR-address into its corresponding directory name. It uses this

to read its configured OR-address subtrees in sequence until it finds appropriate routing information (the name of a
target routing collective) for that OR-address. The MTA then uses its internal map of its local routing collective
connectivity, which it constructed during initialization. This enables the MTA to determine which of its adjacent MTAs

it should transfer the message to through and which local connection group should be used for the transfer. So, in
summary, there are three steps to determine the adjacent MTA for any given OR-address:

For any given OR-address, one of the MTA'’s configured OR-address subtrees provides
target routing collective to which the message should be transferred;

If the target routing collective is within the same parent routing collective then the MTA's

the identity of a

internal tables

enable it to select an appropriate adjacent MTA to which the message should be transferred towards the

target routing collective;

6.16
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tasks

1)

2)

3)

MHS Routing Administrative Roles

Routing implies that the tasks of designing and implementing a routing strategy for a part of MHS
owing three roles:

distinct administrative roles are co-ordinated within the organization to establish an MHS
briate to the user community. The roles may all be performed by a single person, or may be perfd
peoplg.

MHS Routing Administrative Tasks

description, it is assumed that an MHS administrator is going to establish and maintain a t
collective and that the complete task must be carried out. In the case of a subordinate routing colleg
may -already have been completed by the MHS administrator of the superior routing co
subordi inj i ithi i ' i

If the target routing collective is not known (e.g. it is not a key routing collective) the farget routing

collective’s entry is read from its directory to determine a list of the connection groups'io
routing collective is attached. This list of connection groups is then used to select either
that routing collective or an exit connection group from the current routing collective ac
available connectivity.

The organizational administrator who makes decisions abhout*how to identify staff, where t
the structure and geographical distribution of departments’' within the organization and thg
organizational roles, and whose primary concerns are-the specification of an OR-addreg
the internal structure of the organization being supported by an MHS. They also arrang
users to be provided with access to the MHS inGo-operation with the MHS Administrator;

The OR-address Registration Authority, which'is responsible for allocating OR-addresse
the requirements of the organizational<administrator) and ensuring that each user’s
unambiguous (i.e. ensuring that no two users are allocated the same OR-address);

The MHS administrator, who is responsible for the connectivity and routing strategy of th
directly support a routing collective, and for co-operating with MHS administrators of
collectives and other parts of'the MTS to achieve the desired connectivity and routing cg
MTS as a whole. However, an MHS administrator is not considered to be respon
administration of subordinate routing collectives to which management responsibility has g

\Jhich the target

n entry MTA to
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e for individual
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e MTASs which
other routing
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service that is
rmed by different
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tive, some of the
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administrator’s

definitions. After having established a routing collective, it will need to be maintained and changed to reflect the
registration of new OR-addresses, and addition of further MTAs, connection groups and subordinate routing collectives.

The approach specified in this Recommendation | Technical Report may be applied to a routing collective managed by a
single or devolved administration. An administrator may need to apply the tasks selectively to:

implement one or more routing MTAS;
upgrade one or more existing MTAs to routing MTAS;

implement a complete new installation;

extend an existing routing collective by adding new OR-addresses, adding routing MTAs or upgrading

existing MTAs or adding subordinate routing collectives.
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The end effect of the administrator’s work is to ensure that:

all MTAs in the routing collective are able to route messages to each other by provision of an adequate
data communications infrastructure;

each MTA knows how to reach Exit MTAs which have access to external connections to other parts of
the MTS;

each MTA can identify the subordinate routing collective responsible for each OR-address supported by
the routing collective.

Establishing MHS Routing for a part of the MTS should be carried out by the following sequence of tasks:

An ad

6.17.1
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The o
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organ
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6.17.2

The d
the ro

6.17.2,

a) Analysis of the organization’s MHS requirements;

b) Design the MTS topology, the OR-address plan and the routing collective structure as three independent
tasks based on the information obtained from the analysis;

c) Configure the directory to hold entries for a routing collective subtree, one or more QR*agldress subtrees,
MTA definitions and connection group definitions;

d) Configure MTAs to access their own directory definitions and routing information;

e) Initialize each MTA to read its directory information and to create sufficient)internal information for it to
carry out its routing task;

f)  Place initialized MTAs into service.

ministrator performs these tasks as outlined in the following subclauses.

Organizational Requirements Analysis

Fganizational and MHS administrators should co-operate in (eerforming an analysis of the organization's MHS
bments and identify the scope and structure of each of thé routing collectives. Clause 7 gives details of this task
is oriented to establishing the following information:

the user community to be provided with messaging services;

the specific messaging requirements of\the organization and users served by the rduting collective,
including OR-addressing requirements;

all of the existing component MDs, "WN'As which will form a part of the routing collective;
the data communications links ahd networks accessible by each MTA,;

the external MTS environment within which the routing collective is to operate (i.e. othef Management
Domains).

vert all or some MTAs to_ using the MHS Routing standard. It may also need to be carried out if
zation undertakes a major revision of its MHS requirements. The information resulting from this t
subsequent MHS rotiting design tasks.

Design Tasks

bsign of a feuting collective must deal with the topology of MTA interconnections, the administra
iting collective and its subordinates, and the OR-address plan.

1 /Topology Design

ganizational requirements.analysis task should be completed before construction of an MHS, or when it is decided

the MTS or the
ask will be used

ive structure of

This t

SK 1dentiries the MTAS That are 10 support the routing collective and thelr interconnections. 1T

e administrator

should take into account the information obtained from the organizational requirements analysis on existing messaging
systems and the MTS environment (e.g. other Management Domains) to:

16

— ensure that MTAs are available to serve all users;

— ensure that the routing collective’s MTAs are adequately connected by data communications links;

ensure that the routing collective’s MTAs are adequately connected to other parts of the global MTS and
to ensure that the data communications links are adequately sized for the expected traffic loads;

identify any messaging systems components (MTAs and data communications links) which should be
procured to ensure that sufficient MTA and data link capacity is available;

identify all DUAs and DSAs, including the necessity to maintain mirror DSAs and multiple MTA-DSA
connectivity to meet resilience and availability requirements.
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The result of this step should be a topology of MTA connectivity both within the routing collective and to other parts of
the MTS. In particular, it will identify the connection groups that are accessible by each MTA and each subordinate
routing collective. Thisinformation will be used to construct the routing collective’'s directory entry. It will also identify
all of the connection group entries that need to be defined in the directory.

Topology design is dealt with in more detail in clause 8. The topology will subsequently need to be maintained to reflect
addition or deletion of any MTAs or connection groups.

6.17.2.2 OR-addressPlan
The organizational and MHS administrators should develop an OR-address plan to reflect the addressing requirements of
the organization by:

r‘hnncmg npprnprmfn QR-address forms and attribute f\]/pnc for each group of-users-served by the routmg

collective;

— establishing appropriate address registration procedures and registration authorities;

— obtaining the OR-address attribute value registrations used to identify all of\the userq of the routing
collective from external OR-address registration authorities (e.g. the Country Nameg, MD Names,
Organization and Organizational Unit Names).

The result of this step will be a specification of an OR-address plan for the routing“collective and the festablishment of
OR-address registration authorities. This task is detailed further in clause 9.

6.17.23 Routing Collective Design

The afiministrator should develop a hierarchic administrative structure.for the routing collective. Routing collectives and
the conditions under which they are formed are explained in more.detail in clause 10. The administrator should decide
how or whether the routing collective is devolved to subordinate routing collectives. Design of the rguting collective
resultg in the following:

— lIdentification of each subordinate routing collective;
— ldentification of each MTA supporting the_routing collective;

— ldentification of the connection groups’attached to the routing collective and those accesgible through its
subordinates.

Once this substructure has been decided,.the top level, and any subordinate routing collectives can be [configured into the
directgry. A suggestion as to how this may be achieved is detailed in 8.2.

6.17.3| Configuringthe Directory

Once the three design tasks have been completed, the routing collective administrator can proceed with configuring the
directgry to reflect these.designs. The following subsections give an overview of how this is done. The details of these
tasks fare provided in.cladse 10. The configuration is based on information obtained from the routing collective, the

OR-address plan and the topology design tasks.

6.17.3[L Directory Information Base Configuration

The administrator should prepare the directory with base entries to locate the various types of dire¢tory information
speciflcito,the routing collective. The base entries should include the following:

— the base entry of a routing collective subtree to represent the routing collective and its subordinates;

— the base entries of OR-address subtrees specified for use by the routing collective, its subordinates and
their supporting MTAs;

— locations at which the MTA application entity definition entries are to be held;

locations at which the definitions of connection groups defined for the routing collective are to be held.

Subclause 8.2 suggests one way of organizing this that allows the administrators of different routing collectives to easily
locate the entries they require.

Subordinate routing collective administrators will need to co-ordinate the way they do this with the superior routing
collective’s administrator.
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6.17.3.2 Configuring Routing Collective Directory Entries

A top level routing collective and each of its subordinates should be defined by an entry in a directory subtree to reflect
the hierarchical relationships between the routing collectives. The primary information content of each routing collective
entry is alist of the connection groups that the routing collective has access to, and the way each connection group can
be used. Connection groups are classified for use by each routing collective as follows:

Entry connection group, implying that messages can enter the routing collective through
group;

can exit the routing collective through the connection group;

the connection

Exit connection group, implying that messages originating from users served by the routing collective

Transit exit connection group, implying that messages originating from users supported outside the

Routin
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routing colleClive may be relfayea Interrally tnrougn tne routing coliective 10 the exit Conrne

g Collective configuration is further detailed in clause 10.

3 Configuring Connection Group Directory Entries

ct MTAs within the routing collective, and those connecting the routing collective's MTAs to MTA
MTS. The difference between them is that the routing collective administrater has control ove
cation of those defined for internal use, but will need to agree the definition and identification @
Ction group with other MTS administrators (or adopt existing definitions-where they exist).

hnection group definition entry does not exist then the administratershould create one.

MTS) and it already has an accessible directory definition, then it will be sufficient to simply
on by its directory name. The administrator does not’need to configure an entry for it. Acceg
ry is required for this to be possible. For exampleaygroup of PRMDs may establish and def
based on a common public packet switched network that they can all access.

er, if an externally defined connection group, does not have an accessible definition in the dirg

bn directory service does not exist), thenithe MHS administrator should configure a proxy entry fg
and use this to configure routing colléctive directory entries which have access to the connectio
ction group definition will require_synchronisation with the actual state and membership of the
on an ongoing basis, i.e. the proxy definition of enumerated connection groups will have to bg
MTAS join or leave it.

iministrator may choaseé to define connection groups for use by:

the particular MTAs to which the connection group is directly attached;

subordinate routing collectives.

efinition,'af’ connection groups in the directory is detailed in 8.4. Although the directory namej
5 may be arbitrarily allocated, subclause 8.2 suggests a way of allocating them in a consistent ma

tion group.

are two types of connection groups which the administrator will deal with: those defined ang used solely to

in other parts
the design and
f each external

nnection group already has a directory definition agreed ameng those who use it (i.e. administrajors of other parts
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6.17.3

(‘nnfigl |ring OR-address subtrees

Each MTA obtains its routing information from one or more OR-address subtrees which it has been configured to read
from the directory. Although all of the OR-address subtrees are structured in essentially the same way and have similar
contents, for the purposes of this Recommendation | Technical Report, it is useful to distinguish between different types,
each constructed for a different purpose:

18

A Reference OR-address subtree is configured for each top level routing collective to hold internal

routing and message handling information for every OR-address supported within the routing collective.
This subtree is accessible from all of the MTAs supporting the top level routing collective and all of its
subordinates. Each entry in the OR-address subtree represents an OR-address, and identifies the target
MTA which can either deliver, DL expand, non-deliver or redirect the messages for that OR-address. In

some circumstances, a Reference OR-address subtree may be partitioned, access con
across different DSAs to reflect different operational strategies;
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Secret Reference OR-address subtrees are identical in function to Reference OR-addr
they are administered to allow the OR-addresses they contain to remain confidential (e
MHS users);

connections to other parts of the MTS outside the routing collective. The first Exit OR-a

ess subtrees, but
.g. Ex-directory

A sequence of one or more External OR-address subtrees to hold routing information regarding

ddress subtree

contains the most preferred routing information to all destinations outside the routing collective. It may be

combined with the Reference OR-address subtree to reduce the number of directory
Subsequent External OR-address subtrees hold alternate, less preferred routing
destinations outside the routing collective.

The contents and use of these are all identical, however they fulfil different roles.

6.17.3.5 Multiple OR-address subtrees
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parts ¢f the MTS which operate at different security contexts in a multi-level security system).
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For in

ny simple cases, it will only be necessary for the administrator to construct and use a single, Ol
consists of the combination of the Reference OR-address subtree and a single External,‘OR
er, an MHS administrator may need to configure MTAs to read a number of different ©OR-addr
5 reasons. The following paragraphs give general guidelines on when multiple OR-address sub
ated and configured into MTAS.

b5.1 Splitting Reference OR-address subtrees for administrative or operational reasons

prence OR-address subtree may need to be split for the following reasons:

Different parts of the Reference OR-address subtree must be/supported on different DSA
are not capable of using the DSP;

Because different parts of the OR-address subtree afeymanaged by different admini
existing directory write access control mechanisms are)not considered adequate (e.g. i
Strong Authentication DSA facilities);

5.2 Creating Secret OR-addr ess subtrees

which support ex-directory OR-addresses that are implemented on DSAs only accessible to tho
e secret OR-address subtree should be specified'as a separate OR-address subtree from the R
e.

6.3 Implementation of Firewalls and multilevel Security Systems

her reason why a split in a Reference OR-address subtree may be necessary is to ensure t
en different parts of the MTS supporting a routing collective must pass through a firewall (i.e. to g

5.4 Setting default routes

MTAs OR-address subtree list must terminate with a default OR-address subtree, which speci
if a message’s OR-address has not been found in any of the previous OR-address subtrees.
be a target MTA that leads to either an ADMD, or to another MTA within the routing collective
ehensive routing information.

5.5 Controlling accessto locally funded connection groups

Stance) although the administrator of C in Figure 3 has specified that C.1, C.2, and C.3 should r

to Z thretigh Y (assuming Y and Z to be connected in some way), the administrator of C3.1 may ha

reads required.
information to

R-address subtree
-address subtree.
ess subtrees for

rees may need to

s, and the DSAs

strators, and the
h the absence of

5e MTAs implies
pference OR-addre

at message traffic
eparate different

fies a route to be
This default route
that has more

bute all messages
e established an

alternative direct and locally funded route to Z using CG6. It is not intended to allow traffic originating

rom any MTA

other than C3.1 to use it. The administrator of C3.1 constructs a separate OR-address subtree representing the OR-
address spaces reachable through CG6 and Z and uses it as a preferred route.

6.17.3.5.6 Defining multiple External OR-address subtrees for alternative routes to the same external OR-

address space

In simple cases, a top level routing collective’s administrator will specify a single target MTA (e.g. B1 in Figure 3 to
reach the OR-address spaces of routing collective Y) within the routing collective for each external OR-address space.
This is used by all MTAs supporting the routing collective.

However, to avoid a potential single point of failure at the exit MTA B1, he may define a second preference Exit MTA
(e.g. B.3 or B.2) to the external OR-address spaces in Y. In this case, the routing collective administrator must define a
separate OR-address subtree to carry the routing information for each alternative.
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6.17.3.5.7 Defining multiple External OR-address subtrees to achieve efficient routing or ensure balanced traffic

loading

The administrator of a large and complex routing collective may need to instruct different sets of MTAS to route
messages for the same OR-address space to different Exit MTAs (e.g. in Figure 3, telling all MTAs in routing collective
A to route messages for Y via MTA B.1, and telling al MTAs in routing collective C to route messages to Y
through B.3).

6.17.3.6 Configuring M TAsto read multiple OR-address subtrees

A consequence of defining multiple OR-address subtrees covering identical OR-address spaces, is that it will often be
necessary to configure MTAS to read two or more OR-address subtrees in a particular sequence. The sequence should
reflect the following arrangement of OR-address subtrees:

Referg¢nce and External OR-address subtrees may be combined under cérain circumstances.

6.17.3,

Admin
capab
inform

6.17.3.
There

Both 1

routing collectives and define themwith routing collective entries in the directory. It will also be necessg

MTA ¢

6.17.4
Each

—The—first—set—shoutd—eithere-thereference—subtree;orthe—component-OR=address—st
reference subtree is split. Arranging the largest Reference OR-address subtree portionto
a slight advantage in efficiency;

— The second set should include Secret OR-address subtrees and separate OR-address su
to support multi-level security and firewalls;

—  The third set should be External OR-address subtrees that contain locally.defined routes.

most locally defined ones should be placed earliest in the list;
—  The fifth set should consist of the single default OR-address subtree.

7 Publishing Routing capabilities

istrators need to inform the administrators of other partshof the MTS of the routing and me
lities of their routing collective. The OR-address subtree structure provides a convenient way d
ation. This technique is detailed further in 8.9.

B8 Connectingto non-MHS systems

are two types of non-MHS systems that the.administrator needs to consider:

— non-routing MTAs and messaging systems which are embedded within the routing collec
part of it;

—  other parts of the MTS which are outside of the routing collective.

hust be represented to the MHS system through MTAs, and the administrator should treat ther

irectory entry to be able to-hold the authentication information for the MTA representing the routir]

MTA Configuration

MTA has two entries in the directory:

1) itsMHS Message Transfer Agent entry, which holds information concerning its co
authentication and network addresses;

2) ,its definition as a routing collective. Each MTA is represented by an entry to define
collective. From this single directory entry, the MTA can initialise itself with all of

btrees where the
be first may give

btrees implemente

— The fourth set should be OR-address subtrees defined by superior nouting collective adiministrators. The

ssage handling
f publishing this

ive, and form a

h as if they were
ry to provide an
g collective.

mmunications,

t as a routing
its routing
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IHS Message

Transfer Agent as described in 1) above, and the sequence of OR-address subtrees that the MTA should

use in routing.

MTA configuration and organising its OR-address subtree sequence is detailed in 8.8.

6.17.5

MTA Initialization

A Routing-MTA automatically initializes itself when invoked by the MTA operator after it has been configured to access
its own routing collective directory entry. From this entry, the MTA reads:

20

— its own routing collective definition configuration, including the base entry of the routing collective

subtree of which it is a member;
— the name of its MHS Message Transfer Agent entry;
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— the connection groups to which it is directly attached;

— the sequence of OR-address subtrees which it should read for routing information during message routing.

It then searches through the routing collective subtree of which it is a member (the top of which it can determine from its
own routing collective directory name) to examine the connection groups to which all other MTAs in the routing
collective are attached.

From this information, it constructs internal tables which tell the MTA which of its connection groups and adjacent
MTAs it should pass messages to for each recipient's OR-address, i.e. it builds a local map of its connectivity and
possible routes through its connection groups to other MTAs in the routing collective.

NOTE — This is not a complete map of entries of the top level routing collective, but it is sufficient to ensure that alltiparts of
routing collective can be reached.

Re-initialization of the MTA will only be necessary if one or more of its configuration parameters change.

After initialization, the MTA knows of one or more routes to every other part of the top level routing collective
(including all Exit MTAs provided by superior routing collectives) and all of its subordinates,(and it can enter service
and proceed to route messages as outlined in 8.11.

6.18 Prerequisitesfor MHS Routing

The following systems and resources are required to support a routing collective;

— At least one of the MTAs being managed should conform to the requirements of ITU-T Rec. X.412 |
ISO/IEC 10021-10;

— Directory systems shall conform to the requirements of ITU-T Rec. X.500 | ISO/IEC 9594;

— The MHS administrator should ensurecthat all MTAs can exchange messages with all other MTAs within
the routing collective using direct of indirect routes by providing an adequate data cpmmunications
infrastructure;

— The MHS and organizational-administrators should ensure that administrative roles are egtablished for the
routing collective including OR-address attribute registration authorities;

— The MHS administrator-should ensure that OR-address registrations (e.g. Country, ADMD, PRMD and
Organization Names)\which are used as parts of any OR-addresses supported by the roufing collective are
obtained from the-appropriate external OR-address registration authorities. These rIay be national
authorities for the case of country names, MD names and Organization names, and Organization internal
authorities for‘Organizational Unit and other locally administered names;

— The MHS administrator should obtain configuration data for all MTAs and connection droups directly
supperting the routing collective, and the communications related data for all external MTAs to which the
routing collective has direct connection groups. This will include network addresses of MT|As, passwords
etc. The internal information may already exist, or it must form part of the configuratior] process. The
external information may be obtained from administrators of other parts of the MTS or it rray already be
available in the directory:

— The MHS administrator should obtain knowledge of all existing external messaging system connectivity
requirements and agreements.

6.19 Organizational Requirements Analysis

Organizational and MHS administrators should complete a requirements analysis to gather and document all of the
information which will influence the design of the MHS. The analysis will need to be done for all parts of the
organization for which an MHS is to be installed. In the following subclauses, it is assumed that the scope of the task is
that of a complete top-level routing collective. The required information is summarized in the following list. It will be
used in further steps of the methodology.
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6.20

Theuser community

The identity of the user communities affected and their respective roles must be established. The information required,
and its impact on the design of MHS routing is given as follows:

Factor

Impact

The geographic locations of usersto be
served by messaging systems.

This may impact the design of the OR-address plan, and the geographical location

of messaging systems needed to support the user community.

The operational organizationa structure of
each user community into departments and
divisions.

This may also impact the design of the OR-address plan, and might addition

impact the administrative structure of the MHS systems, particularly where MHS

management will be devolved.

ally

Distribution of Organizational units over

If Organizational units are highly distributed over distinct geographical lecafions,

within

the organization).

or between geographic locations, and it will help the administrators td
OR-address scheme with maximum stability, (e.g\ifusers are more |
change geographic location, then geographic attributes should be av

geogrgphic locations. where the location itself is significant in Organizational terms, then this stiggests
that the OR-address plan might benefit from attributes which reflect the different
locations. However, this would not be the case if the organization’s administrative
structures ignored locations.

User mobility (both geographically and This will indicate whether users are more likely to change between dg¢partments

design an
kely to
bided; if users

are more likely to change departments, thet/departmental attributes might best be

avoided).

Anon

mity requirements.

Some user groups may need to remain anonymous. They should b
either be represented through secret'OR-address subtrees, or be allg
informative OR-address attribute values which do not identify the per:
role.

b identified and
cated :{Oﬂ-

on or the

6.21

This p|
postal

addres
locatio

6.22

If othe
cover

conneq
central
mess3

depar

messaging systems:

The primary impact of this information will be on the administrative structures applied to the MHS §
resultgant design of the routing collective hierarchy. If departments or divisions operate their own me
then they should be represented as distinct routing collectives to provide clear divisions of responsibili

of the

ifferent systems

Cultural requirements and constraints

Organizational messaging administrative structures

[ messaging systems already exist; then their current administrative structures should be investigated. This|
BNy remaining telex systems;proprietary systems and office automation systems that must be integr
ted to the MHS system under design. In many organizations, messaging and communications infrastructure are
y managed; in others-{he organization’s departments act autonomously and procure and mang
ging systems, paurticularly if the organization is highly distributed and diverse, e.g. these might
ments (and in_seme cases their subordinate divisions) which, by tradition, operate, fund and

fimarily has impact on the OR-address schemes implemented. The organization will aready have an internal
hddressing structure, and this may impact the OR=address plan. The organization may have requirements
5ing, personal addressing, anonymous addressing; operational organizational unit addressing and for geogr
h addressing (e.g. siteidentity, building name, floor number).

or role
pphical

should
pted or

ge their own
be organizational
hanage their own

ystem and the
bsaging systems,
ies for operation

6.23

Existing, non-standard and other M essaging Systems

The organization may have a number of existing or planned messaging systems which should either become a part of the
total messaging system under design, or to which connections must be established. Each should be represented by :
routing collective which that must be integrated into the MHS design. These will include:

22

— Access units to other telematic services (Telex, Fax, Physical Delivery, Teletex);

—  Proprietary messaging systems which must interconnect into the MHS through MTA gateways;

— MHS systems which, through proprietary limitations in their OR-address support or deficiencies in their
protocols must be defined as separate MDs, Organizations or Organizational Units;

— Legacy MHS systems (e.g. X.400 1984 systems);
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—  Existing MHS MDs;
—  Connections to other MHS systems in other organizations;
— ADMD services used by the organization and their individual departments;

—  Other planned messaging systems that must be integrated or connected to.

Available Communications | nfrastructure

The requirement analysis should document the availability of data communication networks or point to point links which
might be of use to connect MTAs to each other or connect users to MTAs. The connectivity provided may be a strong
indication of the most appropriate topology of connection between an organization’s sites, and it will also highlight any

need

0 procure further data network switches and communications links.

6.25

Knowl
suppo
where
througd

6.26

Secur
in the

6.27

The m
are ag
and th

6.28

Altern
case f
of the
and &
messg
be abl

This

Messaging Traffic Patterns and Volumes

edge of the expected traffic patterns and volumes can be potentially derived from the _applicatio
rted by MHS. If the traffic volumes are available, or can be estimated, the parameters might be
MTAs should be located (to best handle local message flows) and the requirements for datg
hput capacity between them.

Security requirements

ty requirements for different classes of application and different usgrs will affect the topology an
following ways:

— Provision of access control information, passwords etc."with respect to each pair of intercg

— Control of the flow of messages over routes on’the”basis of origin (i.e. for the creation o
impact on the definition of connection groups;

—  The definition of routing collectives to manage secret or 'ex-directory' user groups.

Specific message routing requirementseor policies

essaging systems may need to suppart specific internal or external message transfer requiremen
reements for providing services to external users). This will primarily have an impact on the MTS
e specification of data communigation links to support the requirement.

Alternative routing capability

btive routes may be«geessary to improve the MHS's resilience and avoid single points of failure.
pr alternative routes)should be analysed to ensure that the topology designed can meet the resi
organization. Therequirement will vary considerably between organizations and applications. So
pplications .may be able to tolerate occasional brief interruptions in MTS connectivity (result
ges) and-might not benefit from a high number of alternative routes. Other organizations and ap
e to tolérate interruptions, and will need to plan for the provision of alternative routes.

rimarily has an impact on the design of the connection groups supporting the topology, the [

comm

ns that are to be
of use in judging
communications

d routing design

nnected MTAS;

f firewalls) will

ts (e.g. where ther
topology design

The cost/benefit
ience requirement
Ine organizations
ng in delay to
plications will not

rovision of data

nications r‘nnnnr‘fi\/ify' and-the Ir'\rn\/icir'm of extra Exit MTAs and External QR-address subtrees

6.29

Directory systems availability

MHS routing is based on directory technology, and if a corporate directory already exists it might be possible to extend
the schema to support MHS routing. If not, a new directory system will have to be procured. Redundancy may need to
be introduced by provision of mirror DSAs with Directory Information Base (DIB) replication arrangements to meet the

organization’s resilience and availability requirements. Also, in some cases, the routing collective might be supported by

anum

ber of distributed DSAs. There are several ways of arranging this distribution:

— by holding a master copy of the DIB on a master DSA and distributing copies to other DSAs which are

accessed by MTAs;

— by partitioning and distributing the organization’s DIB over several DSAs.
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Whilst designing directory access, it is important to realise that failure of DSAs can compromise an MTA’s ability to
route messages. Designers should therefore take the following into consideration:

6.30

Mirror images of DIB contents may need to be provided on different (remote) DSAs. If

so, the MTA

should be configured to access either or both, and also be configured to have alternative network

connections to provide alternative data communications paths between the MTAs and the

DSAs;

Some degree of resilience can be obtained where the MTA is allowed to cache directory information,

however, this cache must be constantly updated to reflect changes in the real DSA’s contents. This might
be achieved by using the Directory Information Shadowing Protocol (DISP) and specifying an

appropriate update policy.

Distribution lists

Many
syster

6.31

In thig
suppo
this st
design
depen

6.32

MHS
suppo|

transmpission efficiency and minimum message transit delays{However, total connectivity may not be ag

6.33
The M

. These should be documented for inclusion into the MHS routing configuration.

MTS Topology Design

step of the methodology, the MHS administrator designs the topology of interconnection of
Fting the routing collective, and documents all connections to MTAs outside the-routing collective.
ep is an MTS topology. It should be noted that the design of the MTS Topology is performed i
ing the OR-address plan and the routing collective hierarchy, since there is effectively no n
dency between them.

General Guidance
hdministrators are advised to establish as high a degree of+diréct interconnectivity as is possibl
rting the routing collective. This avoids the need for indirect routing paths and it achieveq

there are cost constraints on providing networks or there is a lack of communications link
widely dispersed organizations);

there are operational restrictions, e.g. security policy requirements which limit the use of ¢
links to certain types of traffic;

the use of gateways between subordinate routing collectives or to other routing collective
monitor or audit traffic flows.

Input information

TS topology should be determined using the following basic information:

The geographical distribution of users and user clusters. This will lead to the identificati
MTA and Message Store locations;

The geographical location of existing messaging systems and gateways. This also in
locatiens ‘'of MTAS;

Messaging system resilience requirements. Many messaging applications are not of thg
type, and occasional delays in message delivery which might result from MTA or comm
failures can be tolerated. However, if any application is mission critical, in that short me

delays cannot be tolerated then it will be necessary for the topology and routing stra

organizations have established manual distribution lists that might usefully be configured into<the MHS routing

MTAs directly

The outcome of
hdependently of
ecessity for any

e between MTAs
the maximum
hievable where:

5 (e.g. with very

ommunications

5 is mandated to

on of potential
licates potential

mission critical
unications link

ssage delivery
egy to provide

24

alternative routes between any two MTAS, duplication of communications lInks between

TAs and, for

particularly critical applications, dual connectivity of MTAs to two or more supporting data networks;

The predicted traffic volumes between the various user communities, and between the u

ser communities

and external messaging systems can be used to generate a traffic volume matrix between each source and

destination MTA. This can be used indicate the connectivity and throughput requirements
the MTS, and will also give another indication of suitable MTA locations;

connectivity and communications bandwidth;

external destinations, or require certain classes of information to avoid use of specifi

required within

Maximum allowable traffic delay times for message delivery. This will place requirements on MTA

Security requirements, e.g. some security policies require messages to pass through particular gateways to

ed (un-trusted)

messaging systems and communications links, or require double enveloping techniques to be used. These

all impact on the MTS topology design;
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— The communications links, networks and services available to support MTA interconnectivity, and the
availability of funds to procure more resources may place constraints on the topology;

— The availability of systems support personnel at locations where messaging systems can possibly be
located. MTAs and Message Stores require maintenance, and unless the organization has a centralised
management department with remote access to management interfaces of each MTA and MS, this factor
may place constraints on where messaging systems can be located.

6.34 Results of the Topology design process

The following decisions and actions must result from the topology design process:

1) Connect users

a Message store
d directly to a
mailbox supported by an MTA at the user’s location. Highly dispersed individual cuserg do not easily
justify installation of MTAs, and it may be preferable to use dial up connections(ISDN| or PSTN) to
centrally operated MTAs, possibly using the Asynchronous Protocol Specification” (ITU-T Rec. X.445).
Another alternative is to provide them with access through an ADMD. Howeyver, these users can then be
considered to be outside the scope of the MHS being designed, and they,would also rjot fit within the
organization’s OR-address plan.

2) Choose locations for MTAs

MTAs may usefully be co-located with clusters of users, or at large organizational sites where there is a
high level of local messaging traffic. This will typically be the-case where there is devolvefd, autonomous
management of messaging systems.

However, where central control of messaging systems-is-desirable (e.g. in ADMDs) it mgy be preferable
to install central MTAs at a single site and connect.usérs through data networks. Since this introduces a
single point of failure, in mission critical applications) and in cases where minimum availability levels are

mandated, the MTAs may need to be duplicatedq{mirrored) at two or more sites.

It will sometimes be useful to install several MTAs at the same geographical location, [each of which
serves a small group of users who exchange a lot of traffic, or where there are particulprly high traffic
loads.

3) Interconnecting MTAs

When the siting of each MTA has'been chosen, their interconnections can be planned. Oevelopment of a
traffic matrix, which expresses-the predicted traffic between source and sink MTAs will give a guide to
the required connections and their throughput dimensions.

This methodology, and4TU-T Rec. X.412 | ISO/IEC 10021-10, allow full and direct conpections to be
established betweenvall MTAs concerned. This reduces the number of store and fofward hops that
messages must, make and consequently reduces congestion and transit times. Such |an approach will
require an undeflying data communications infrastructure that provides either a fixed or switched
connection(e.g. LAN or PSDN/ISDN) between each MTA.

Where, total connectivity between MTAs is not possible MTAs should be interconnected as fully as is
possible:

Single points of failure (e.g. a single MTA or communications link joining two parts of the|MTS) should

be avoided by ensuring that multiple paths (direct or indirect) exist between each pair of MTAs. In
mission critical installations each MTA should be duplicated at a different geographical|site, and each
MTA should have multiple connections to different networks or network access points.

Congestion situations may be identified from the traffic matrix. Congestion may be avoided by installing
alternative paths, and dimensioning the communications links and MTAs to deal with expected traffic
loads.

Excessive transit time delays may be avoided by reducing the number of store and forward hops between
source and destination MTAs. In the totally connected case, the transit delays are minimized.

4) Allocate Directory Names to MHS Message Transfer Agents

Each MTA is assigned an MTA Directory Name, and an mHSMessageTransferAgent directory entry is
configured for it. (Note that each MTA will additionally be allocated a separate routing collective
Directory Name and entry at a later stage in the methodology);

For each MTA-to-MTA connection, it will be necessary to document the Presentation Service Access
Points, Security Contexts and Passwords to be used in establishing and using the connection.
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The p

traffic polumes, availability and message transit time requirements.

5) ldentify and define Connection Groups

A connection group consists of two or more MTAS that can exchange messages directly with each other.

Thisrequires that:

— they have direct communications links between them;

— there is administrative agreement between the MTA’s managements that they can exchange

messages directly;

— all of the relevant security, network addressing and protocol information is available to the
administrator of each MTA in the connection group.

ocesses may highlight the need for extra data link or switched network connections dependen

definition.

on the predicted

6.35 Identifying Connection Groupsfor MTAs
The rgsults of the topology design will be the documentation of the topology for usetin the routing strategy design later.
The tgpology could usefully be documented using Table 1 for each MTA in theqouting collective.
Table 1 - Connection Groups
4)
) @ 3) @ (5) 7)
Mermber Network or Group MTA GConneli:ltlon enumerated or D (6) " Sefurity
MTA|name | connection type Passwords roup.\Name = -,y enumerated| P€SCMPUON | cdntext
common name
(1) [Indicates the connection group’s member MTAs-identified by their MTA’s mHSMessageTransferAgentNames;
(2) [|Indicates the type of communications link, e.g. leased line, switched network;
(3) [|Holds MTA passwords and access controelinformation;
(4) |Indicates the Connection Group Name)allocated to the communications link;
(5) |Enumerated if the connection group links an identifiable set of MTAs, un-enumerated if it links an un-quantifiable set of
MTASs (e.g. on a public network),
(6) |A textual description of the connection group;
(7) |The security contexts which govern the use of the connection group.
The cannection(groups should include all those supporting the routing collective’s internal connections and all those
connegting-the routing collective’s MTAs to external parts of the MTS.

The tahles of 8.4 1 distil this information

6.36

Two s

Results
ets of results flow from this step in the methodology:
— the MTA connectivity for all MTAs comprising the routing collective;

— the definition of all connection groups supporting the routing collective.

Together, these provide all of the necessary topological information necessary for all MTAS in a routing collective to be
able to pass messages to each other, and to pass messages outside the routing collective through Exit MTAs.
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OR-address Plan Design

General

Another step in the method is to specify the addressing forms and attribute types required for the routing collective. This
should be done independently of the design of the topology. It will require the participation of the organizational
administrator and the MHS administrator.

MHS Routing allows the freedom to design a routing scheme that suits the organization, and is:

independent of the MTS topology;

It all
Organ
clashg
be gug

This 4
structy
comm
alloca

that is

7.2

The o
OR-ad

independent of the MTA that users are attached to;

— may be independent of the physical address scheme chosen by the organization.
pbws the MHS administrator to design an OR-address plan which minimizes th
ization/Organizational units in the OR-address hierarchy consistent with reducing|the probability
s. It also allows the design of an address scheme which is 'intuitive' to the user(ie. the OR-add
pssed at with a reasonable likelihood of success and based on the organizations operational cultu

llows user OR-addresses to be allocated according to the requiréments of those who orga
res and roles (i.e. not normally those responsible for managing messaging systems). The
Lnication between the organizational administrators and the MHS ‘administrators to ensure co-
ion of OR-addresses to users. This is achieved by specification of an OR-address plan for the
implemented as the routing collective’s Reference OR-addfess subtree.

Information I nput

rganizational administrator or departmental manager should evaluate the following information
dress plan:

User addressing culture. Organizations may traditionally be sub-structured on a depart
basis or on a geographical.basis or by a mixture of the two. This will usually be
organization’s current internal physical mail addressing structure. Another aspect is the |
organization names its departments. Government departments are usually allocated cryp
according to the departmental organigram. Commercial organizations often allocate
departmental names\which are descriptive of each department’s role and geographic loc

Address stability considerations. Users quite often change role, department and geo
within anorganization. The OR-address plan should be organised to minimise the impact
on the ©OR-addresses allocated to users where possible. For instance, if users often ch
within-a particular geographical location, but rarely change geographic location, then it is
‘department' name from the OR-address if at all possible.

Address confidentiality requirements. Many organizations need to keep the real identity

e depth of

of user naming
esses of users cat
Fe).

hize departmental
re is a need for
ordination of the
routing collective

in designing an

nental/divisional
pvident in the
ay in which an
lic internal codes
‘user friendly'
htion or building

name. MHS allowsthe organizational administrator to emulate any of these address scheines.

praphic location
bf these changes
ange departments
vise to exclude

or role of their

members or employees confidential. There are a number of ways of achieving this.

The first is by

7.3

allocating cryptic or numeric attributes in a flat OR-address space (i.e. with minimal OR-address
attributes) and suppressing the real identity of departments. This prevents roles being deduced from OR-
addresses; the second is by maintaining secret OR-addresses, which can take delivery of messages if the
address is right, but the OR-addresses are not accessible through normal directories or routing

information.

OR-address plan specification

The resulting OR-address plan must include the following statements:

Country Names, ADMD Names, PRMD Names, Organization Names;
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—  The choice of OR-address forms and their use. There are four forms of OR-address which may be used,
and each specifies a set of OR-address attribute types which constitute a valid OR-address. Each of the
following forms may be used to locate users within a routing collective:

1) the mnemonic form, which is most widely used and has an element of 'user friendliness' associated
with it. The address structure includes names of Organizations, Organizational Units, Personal
Names and Roles;

2) the numeric form locates users by means of an integer. It is rarely used except for legacy systems and
in cases where user identities should remain confidential.

3) the terminal form, which is used to identify terminals attached to data networks. Its main use is in
addressing messages to telematics services (e.g. Telex, Fax), so, it is rarely used within user

oraanizations:
FgeHHZaHORS:

4) the postal form, is provided to address messages to postal patrons via postal-or)cdurier services. It
may find use in organizations which have a large community of people who do-hot [have access to
MHS or any other messaging service, and to whom the organization must send physical mail via an
internal courier.

7.4 Special Cases

There|are a number of special cases that the organizational administrator sholld consider in the address plan:

— A single PRMD may inherit multiple names if it connects te‘mere than one ADMD, and if|it connects to
ADMDs in more than one country, or if the '-' (single space) ADMD name, '0' ADMD narnfe convention,
and the 'XX' Country Code conventions are in use. Thésegall result in different OR-addreskes for the same
user. These need to be dealt with using aliases in the routing collective’s Reference ORtaddress subtree,
or by using the alias redirection routing information-to ensure that only a single entry is rejquired for each
user’s preferred OR-address is configured in the‘Reference OR-address subtree;

— The OR-address plan must absorb any:limitations imposed by existing or other plarjned messaging
systems, and recognize that legacy systems addressing constraints may distort parts of the overall OR-
address plan;

75 OR-address Registration Authority Roles

The OR-address Attribute Registration‘authority has the following roles:

— To obtain externally registered address attribute values, e.g. for the country name(s), ADMD Name(s),
PRMD Name(s) associated with the users served by the routing collective;

— To establish.and maintain a Reference OR-address subtree (or secret OR-address sulptree) for the OR-
address gpaces that it is responsible for;

—  Specify* an appropriate role for each entry in the OR-address subtree, e.g. MTS user, Alias Redirection,
Dt=Expansion, non-delivery, and double enveloping by means of the appropriate routing information.

The Reference OR-address subtree should always be maintained to reflect the current state of register¢d OR-addresses.
establ|shés and maintains the relationship between each MTS user’s OR-address and the MTA that d¢livers to the MTS
user.

7.6 Results of the OR-address plan design

The result of this methodology step should be:
1) Identification of the OR-address form for each MTS user;
2) The OR-address of each MTS user;
3) A Reference OR-address subtree;

4) Routing advice for each OR-address subtree entry.
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8 Routing Collective Design and Configuration

8.1 Introduction

A Routing Collective is the basic unit of design of arouting strategy for a part of an MTS for which an administrator is
responsible. Each routing collective is configured into a directory information base and the entries are read by each
MTA that supports the routing collective. The directory information base must be configured to contain the following
information:

— Information concerning the connectivity of MTAs via data communications links and data networks. This
information is expressed as definitions of ‘connection groups' as defined in 8.4. Each connection group is

defined in a directory entry, and identified by a directory name;

Information concerning the administration of different parts of the Message Transfer
information is expressed as 'routing collectives'. Each routing collective is defined dby-a
The entry contains the directory names of all connection groups accessible to'the ro
Routing collectives are hierarchically related to each other to represent,the’ poten
management of the MTS to autonomous routing collectives within a 'superioer” routing ¢
hierarchy is modelled in the directory as a subtree of routing collectives, Subordinate rou
are defined to cover areas of the MTS which are under autonomous (devolved) manag
systems, or to reduce the amount of routing information which needs'te be held by MTAS|
or large parts of the MTS;

Information instructing each MTA on how it should process messages addressed to ea

Service. This
lirectory entry.
iting collective.
lially devolved
ollective. This
ting collectives
bment, or legacy
about complex

ch different OR-

address. This information is contained in OR-address subtr&e’directory entries, and, for gach OR-address

space, it either indicates that a message should be delivered, non-delivered, redirected,
whether it should transfer the messages to another-specified routing collective. Each rq
may establish one Reference OR-address subtrees.and one or more Exit OR-address S
MTA may be configured to read one or more ORsaddress subtrees;

Information defining each MTA. Each MTA hdas two representations in the directory: o
MTA’s communications identity and capabilities (i.e. its Open Systems Interconnect
passwords etc. defined in its MHS Message Transfer Agent entry). The other defines

DL-expanded or
uting collective
ubtrees, and eact

ne defines the
on addresses,
the MTA as a

routing collective (as above), whichncludes pointers to the various directory entries that contain its

definition and routing information.

Althoygh the DIT location of the directory subtree containing connectivity group entries is 'arbitrary’, fhe entries may
usefully be kept in a single subtree~Subclause 8.2 suggests an appropriate location for this
convehience, the subtrees should bg loeated as follows:

a)

b)

Where a routing\ collective has sole control of an enumerated connection group, 3
collective’s subordinates all have access to the same DIT, the subtree should be named
subordinate-Of-the top level routing collective’s entry. They may be declared as entry or
groups;

Whefe-an enumerated connection group is controlled jointly by several routing collective
related by a superior enclosing routing collective, and the routing collective’s subordinates
to-the same DIT, then its location should be established by mutual agreement betweg
collectives;

nformation. For

nd the routing
and located as a
exit connection

5 which are not
all have access
kN those routing

Where an enumerated connection group is_controlled Jinintly h\}/ several rol |fing collective

5 which are not

d)

e)

related within a superior routing collective, and the routing collectives do not agree on a common location

for the connection group definition, (e.g. the MTAs involved cannot access a common directory subtree),
then each routing collective shall define the connection group as a proxy connection group at the same
level as its top level routing collective directory entry;

Where an un-enumerated connection group is administered within a routing collective and access to a
common directory tree is possible, this should be handled as in a) above.

Where an un-enumerated connection group spans unrelated routing collectives, the definition of the
connection group is (usually) managed by an organization which freely publishes the connection groups
details. If this information is not already accessible from the directory then it should be imported into the

routing collective’s connection group subtree as a proxy connection group and be maintained in

synchrony with the published version.
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After the above directory entries have been configured, each MTA is initialised to access its own definition (i.e. the
information configured in subclauses 6.17.4 and 8.9).

After the initialisation process has been completed, the MTA is ready to process messaging traffic. The MTA converts

each OR-address on a message’'s envelope into its directory name form, and uses it to read the MTA's OR-address
subtrees in sequence until it obtains a suitable routing information for the OR-address. This routing information tells the
MTA what action it should take i.e.:

1) Route the message to another MTA where that MTA is nearer to the destination;

2) Deliver the message;

2\ Dicteihition | ict Dyvnand tha mncoann 1A vhara tha MDD ~Addrnce idantifine A Aot binn I t for Wh|Ch the
=) Sttt O oot = Aparit e e SSag e e re e oraatre SSTatrime s erStrout oS

MTA has expansion responsibility;

4) Non-deliver the message, i.e. where the OR-address does not identify an MS user,

5) Redirect the message to a designated Recipient MD assigned alternate recipient, i.e. o an OR-address
representing a 'dead letter point', where the OR-address is incomplete;

6) Redirect the message to a designated Alias Redirection OR-address; specified to manage changes to user
OR-addresses.

The MHS administrator creates and updates each routing collective’s defipition. This is done in the folloing steps:
a) Prepare an MHS Routing Directory Information Base entry/to hold the definition of the roufing collective;
b) Add subordinate routing collective definitions;

c) Populate and maintain the directory information’ base with the routing collective’s routgs and delivery
information. This will involve:

— Adding/deleting subordinate routing-collectives;

— Adding/deleting connection groups;

— Adding/deleting MTA definitions;

— Adding and updating OR-address subtree entries.

d) Configure each MTA to be able to access its own definitions and those parts of the OR-address subtrees
which it should use in the message routing process;

e) Initialize each MTA so that it reads its own routing information from the directory. Durind this process,
the MT.A'will automatically discover information about the OR-addresses for which it has delivery or DL-
expafsion responsibility, the topology of its local MTS, routes to all other MTAs withip the routing
collective and routes to all other OR-address spaces in the MTS through other MTAs to which it can pass
messages.

In additioh/to this, OR-address attributes must be registered by an appropriate registration authority. The registered (or
de-registered) attributes, together with their definiions must added/deleted from the Reierence OR-address subtree or
Secret Reference OR-address subtree if applicable.

In the following subclauses, the data required to be input by the MHS administrator is expressed as a set of tables. The
contents of these tables are related to the directory entries and attributes at the heading of each column and may be use
directly to create the required directory entries.

8.2 Directory Information Base Preparation
To establish a new top level routing collective, the administrator should allocate some directory entries to act as a

'skeletal DIT framework' in which all MHS routing entries will be placed. It is suggested that this entry should be
established as a subordinate of an Organizational Role entry in the directory which has been specifically created for the
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task of configuring the routing collective, e.g. MHS-routing-collective-xxx where xxx is the routing collective's name.
Definitions of the routing collective’s MTAs and those connection groups defined for the sole use of the routing

collective and its subordinate routing collectives should be held as subordinate entries to the MHS-routing-collective-
XXX entry.

Top Level Routing Collective DIT

Global or corporate directory organizational
unit entry for MHS routing

collectives

MHS-routing-collective-xxx entry

T <
A J
MHS MTA?

Connection

group
definitions

C=GB C=Us

T0732280-99/d05

Reference OR-address
Subordinate subtree

routing
collectives

Figure 5 — Directory entries representing’a top level routing collective

The top level routing collective's entry is a subordinate located somewhere in the global or organizatijonal directory
created by the MHS administrator specially for the purpose of MHS routing administration. Its subordinate entries will
be:

— The Reference OR-address Subtree for the whole routing collective;
— Possibly one or more Secret Reference OR-address subtrees (not shown);
— Possibly one or mere-external OR-address subtrees;

— Connection group definition entries for any connection groups which are available througlout the routing
collective;

—  Subordinaterouting collective definitions (see Figure 5);
— Asingle*MHS MTA definition if the routing collective consists of only a single MTA,

— Note that Proxy routing collective definitions which represent external parts of the MTS must be defined
at the same level as the top level routing collective.

Figurg 6illustrates the structure of the directory subtrees to contain the definition of subordinate routingd collective. ST-1

t ST ot [ £ 1t n el ot
O L, ATT UITC JAOTO UT Tlo UTV ' AUUTC oo OoUULTT T O,

The connection group definitions are those defined by the administrator of the routing collective. Connection group
definitions should be located under the top-most routing collective throughout which they are available for use. It is
suggested that MHS MTAs definitions should be located under the routing collective that they support, i.e. only at the
lowest level of the routing collective hierarchy.

8.3 Directory Information Base Configuration

Once the MHS Routing Collectives DIB Base Entry (MHS-Routing-collective-xxx) exists, the following procedures can
be used to add and delete:

—  Connection Groups;
—  Subordinate Routing Collectives;
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OR-address subtrees;
Routes;

-  MTAs.

under the routing collective definition entry.

Generic routing collective DIT structure

Global or corporate directory organizational
unit entry for MHS routing

The information required to do thisis:

8.4

84.1

Connef
each of

MHS-routing-collective-xxx entry

MHS MTA

Connection
group
definitions

C=Us C=GB

C=us

T0732290-99/d06
External OR-address
Subordinate subtrees
routing

collectives

Figure 6 — Generic Routing Collective DIB structure

1) Thetopology of the MTS directly -Supporting the routing collective and connections to other parts
MTS outside the routing collective;

2) The Reference OR-address'subtree;

3) Routing informationforeach entry in the Reference OR-address subtree.

Connection Greups

Defining Connection Groups

Ction groups are defined by an administrator for each group of MTAS that can exchange messages direct

of the

y with

her. €onnection groups will include at least one MTA within the routing collective, and may contain one ¢r more

extern
group:

MTASs. The administrator will have control over the definitions and names given to al ‘internal’ con

hection

However, connection groups including external MTAs will either have no definition, or have already been defined by
administrators of other parts of the MTS. The MHS administrator should identify all of these external routing collectives

asfollows:

— If the external connection group has a formal definition and directory name, and its directory entry is
accessible by all of the routing collective’s MTAs through some directory service, then that definition and
directory name should be used in configuring the routing collective;

— If no connection group definition exists, or one exists but its definition cannot be accessed by all MTAs
supporting the routing collective (e.g. because the directory service is partitioned), then a proxy
connection group definition and directory entry should be constructed to represent it to the routing
collective’s MTAs.
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To define a connection group, it is allocated a directory name and a directory entry containing the information in
Table 2. Thisinformation can be deduced from the topology design:

Table 2 — Constructing a Connection Group Definition (to build an entry of the connectionGroup Object Class)

) &) ) 4 ©) (6) (@), )
common enumerated description groupMTA member Connection Security Access
Name Flag Password MTA Type Context Controls

@
@

I dentifies the connection group by directory name. This name should be subordinate to the connection group base entry;
Indicates whether the connection group is enumerated (i.e. has aknown set of MTA members) or is un-enumerated;

©)
4
©)
(6)
)
®

Describes the connection group in text;

Provides a password which is shared among all member MTAS;

| dentifies a set of member MTAS;

Provides a set of details about the protocols and connections used to connect the MTAS;

| s the object identifier of a security context defined among the MTAS;

Provides information on access controls applied to the passage of messages over the connectiongroup.

8.4.2

Eachr
transfg
more €

Table 3 — Specifying a Routing Collective’s Connection Groups (related to the routingCollective Objec

Adding a Connection Group to a Routing Collective

I messages to and from other routing collectives. Each proxy routing-collective must be associated with
Xit connection group hames. A routing collective’s available connection groups may be specified as ir

puting collective must be specified with the entry, local exit and transit\connection groups through whicl it can
one or
Table 3:

Class)

(2) routingCollectiveName (2) connectionGroupName (3) type

N

local exit
o9 !

entry

transit exit

@
@
©)

| dentifies a routing collective by its directorysname;

| dentifies a connection group attached te;an MTA supporting the routing collective identified in column (1);

Specifies the type of the connection group as follows:

— entry: signifies that the ‘connection group can be used to transfer messages into the routing collecti

collective entry;

- local exit: signifies’that the connection group may be used to transfer messages to one or more other r
and that the\connection group can only be used to transfer messages which originated within the rou

entry;

oltside the routing collective. It also indicates

transitexitConnectionGroupName of the routing collective entry.

NOTE — A tool could be used to manage the allocation of connection groups automatically to an MTA’s superio

e fron
routing collectives and that the connection group can be included in the entryConnectionGroupName¢ of the¢ routing

external

uting gollectives,
ing collective. It
also indjeates that the connection group can be included in the localExitConnectionGroupName of the rputing ¢ollective

- transit'exit: signifies that the connection group may be used to transfer messages to one or more other rputing ¢ollectives,
and’that the connection group can be used to transfer messages which originated both within the routiphg collgective and
that the connection group can be included |n the

routing

collectives. Manual intervention can then be used to remove the connection group from superior routing collectiye entries

that are to be excluded from access to the connection group.

8.4.3

Deleting a Connection Group Definition

To delete a connection group:

— Remove the connection group name from any of the routing collective definitions that reference it. (This

may be achieved using a directory search through the routing collective subtree);
— Delete the connection group’s defining directory entry.
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84.4 Routing Collectives

This subclause outlines procedures for identifying, defining, adding and deleting routing collective directory entries. A
routing collective subtree base entry should have previously been created as recommended as a subordinate entry to
M HS-routing-collective-xxx.

8.4.5 I dentifying Routing Collectives

8451 TheTop Level Routing Collective

The main characteristic of the top level routing collective is that it has no superior routing collective. It is managed by a
routing collective administrator and includes the portion of the MTS to which this methodology is being applied. By
definition, this may be:

— The MHS systems supporting one or more organizations;

— An organizations department or division or a group of departments;
— An MD;

— Agroup of MDs;

— Part of an MD;

— An MTA.

8.4.5.2 Subordinate Routing Collectives

The MHS routing standard models an MTS devolved administrative stiuctures as a hierarchy of roliting collectives.
Suborfinate routing collectives may be:

— The MHS systems supporting one or more organizations;

— An organizations department or division or a group-of departments;
— An MD;

— A group of MDs;

— Part of an MD;

—  An MTA;

— Non-routing or proprietary messaging systems;

— Complex groups of MTAs which can be represented within the superior routing collective] by means of a
few entry and exit MTAS, this ploy can be used to hide unnecessary information and reduge the amount of
information that otherdMiTAs have to hold regarding the subordinate.

8453 ’''Non-routingMTAS"

An MTA, or groups of MTAS within the routing collective that do not participate in MHS routing (i.e. which do not
confofm to ITU-T ReC.;X.412 | ISO/IEC 10021-10), should be modelled as one or more routing|collectives (as
determined by theif\respective management structures and routing capabilities). However, the intgrnal structure or

bssaging system
S may involve
on mechanisms

specified for those MTAs.

Such routing collectives should conform to the internal connectivity requirement of routing collectives. If not, then either
they should be provided with sufficient internal connectivity, or they should be considered as multiple routing
collectives.

8.45.4 External MTAs

It is advantageous if the definitive directory entries of these MTAs can be accessed directly (instead of making copies)
since this will avoid synchronization problems when the MTA definitions are updated. This can only be achieved if the
other administrations make their directory information visible. However, MTAs and other routing collectives which do
not form a part of the routing collective being designed, (i.e. which support other parts of the MTS) must be modelled as
proxy routing collectives to ensure that routes to them can be configured.
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Routing Collective Definition

Each routing collective identified should be defined in a directory entry subordinate to its superior routing collective's
entry. This automatically models a hierarchic relationship between routing collectives, and implements the routing
collective’s subtree in the directory.

A routing collective’s entry should be configured to contain the information in Table 4:

Table 4 — Routing Collective Definition

(

1) routingCollectiveName (2) Superior’s directory name (3) description

@

@

®)

RoutingCollectiveName is the relative distinguished name of the routing collective allocated by the MHS
the context of the superior’s routing collective in (2);

The superior’s routing collective name, is the directory name of the superior routing collectivewithin the c
the RDN in (1) is allocated. If it is a top level routing collective, then the MHS administrator_should specif]
directory entry name under which the routing collective subtree can be established;

A textual description of the routing collective (e.g. London, or Sales).

bdminigtrator in

bntext ¢of which
a corjvenient

The in
collect

A prox
These

8.4.7

tended content of the routing collective entry is the set of connectiori.group identities to which the
ve has access. These are added subsequently using procedures to add and,del ete connection groups.

Hefinitions should be located at the same level as the top level, routing collective's definition.

Creating thetop level Routing Collective

If thee is no superior routing collective, then the«bhase entry of the routing collective’s subtree is

collect

8.4.8

ive-xxx that was created in the preparation phase.

Adding a Subordinate Routing Collective

subtr
arela

8.4.9

should be used as the base, and the subordinate routing collective entry should be added as a
ve distinguished name selected by the administrator of the superior routing collective. The admin

If the%)uting collective is subordinate tg.an' existing routing collective, then the superior’s entry in the rg

— Register the routing collective’s name and create a routing collective entry and add it
collective subtree;

— If the routing’ collective is an MTA, register the MHS Message Transfer Agent Name, cre
entry for it-and configure its OR-address subtrees.

Deleting,a Routing Collective

The MHS administrator deletes a subordinate routing collective by:

Fouting

y routing collective should be created for each external MTA to which the routing collective has a conrection.

MHS-routing-

uting collective
leaf to this tree wit
strator should:

to the routing

ate a directory

8.4.10

OR-address subtree;
— Deleting the routing collective entry from the routing collective tree;
— Deleting any OR-address subtrees which were used exclusively by the routing collective’s

— Ifit was the most superior routing collective, then remove the MHS-Routing-collective-xxx

Adding Proxy routing collectives

the Reference

MTAS;
entry.

MTAs in other parts of the MTS outside the routing collective should be modelled by proxy routing collective directory
entries so that routing MTAs can recognize and route to them. Each proxy routing collective should be represented in the
routing collective subtree as a sibling of the base entry of the top level routing collective.
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Proxy routing collective entries should be created for ADMDs, PRMDs, Organizations and Organizational Units which
are not part of the routing collective under construction to enable direct message transfer to MTAS lying outside the
routing collective.

An ADMD may be able to supply some of this the routing collective information in the form of a publication (see 8.9).

8.5

851

Configuring Routesfor MTAsin OR-address subtrees

OR-address subtreetypes

Explain the different types, and what their functions are, and when they are created.

852

MTAS|

confignred for each OR-address or OR-address space in one or more OR-address subtrees as outlined in6.13. M1
red to read these OR-address subtrees sequentially to obtain the optimum routing information for ajy OR-

config
addres|
numbeé

OR-addr ess subtrees M odel

5 carried in a message. A routing collective’'s administrator organises an MTA’s routing informa
br of different types of OR-address subtrees:

—  Secret OR-address subtrees, which are confidential components of a Reference OR-adg
to implement secret (Ex-directory) OR-addresses;

for Exit MTAs which have connections outside the fauting collective.

reguire instructions on how to deal with messages for each OR-address or OR-address space. Instructipns are

Asare

ion into a

— Reference OR-address subtree(s), which contains instructions forreuting messages to destinations within
the routing collective and for the completion of message processing'(i.e. delivery, DL expansion);

ress subtree used

— External OR-address subtrees, which contain instructions to route messages out of the fouting collective

Figurd 7 illustrates the flow of routing knowledge, consisting of OR-address spaces and their corrésponding target

MTAs

to different parts of the MTS:

Reference
OR-address
subtree

External
OR-address
spaces (X, Y, 2)

External
OR-address subtree
T0732300-99/d07

RT I 15 the rouung cofectve I
A'is an exit MTA
X, Y and Z are entry MTAs

X,y and z are OR-address spaces external to RC 1
B, C and D are internal to RC 1

Figure 7 — OR-address subtree organization

MTAs A, B, C and D support routing collective RC1. They &l have access to RC1's single Reference OR-address
subtree, which contains routing information enabling A, B, C and D to exchange messages with each other and with any

other

36

MTA defined to support RC 1.
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X, Y and Z are MTASs outside RC1 which can route messages to external OR-address spaces (X, Y, and z respectively).
X, Y, and Z can exchange messages directly with an Exit MTA of RC1 (MTA A) through one or more communications
links. From the point of view of RC 1, and MTA A, these data communications links may be modelled as one or more
Proxy connection groups. MTAs A, B,C and D are configured to read the External OR-address subtree which tells A to
route messages to X, Y and Z for OR-address spaced X, y, and z respectively. Either the actual routing collective
definitionsfor X, Y and Z should be available to RC1, or proxy entries should be created.

MTAs B, C and D are not able to pass messages directly to X, Y and Z because they are not directly connected through
connection groups. However, the MTA initialization process will enable MTAs B, C and D to associate the external
connection groups with MTA A, so that they can correctly route messages to external OR-address spaces.

853 Routing Information

Each (LR-address subtree entry is configured to contain one or more routing information for the OR-address'represented

by the pntry. These instructions are read and performed by MTAs. The routing information islisted in Tables.

Table5— Use of Routing Information in OR-address subtrées

Function Reference OR-address subtree External OR-address subtrpe
Targef MTA y y
Non-delivery y exceptionally
Alias Redirection y exceptionally
Distripution List y. exceptionally
Doublle Enveloping y y
Reciplent MD assigned Alternate Recipient y no
Exprepsion Matches y y
Next level complete y (almost always true) y (frequently false)
The pyrpose and details of each of these instructions are given in 7.8.

8.5.4 Specifying OR-address subtree bases

The fi
Typics
addres|
directd
collect
contai
ADMO
has ng

st step in building ©R=address subtrees is to provide each with a base entry that is considered to be i
ly, a routing collective will define a number of different OR-address subtrees to support its MTAs and
5 subtree Base Entry should be established for each identified OR-address subtree and allocated a con
ry name. It4s recommended that the entry is subordinate to the routing collective’'s defining entry in the
ive subtree. Subclause 8.2 illustrates this. The base entry does not normally carry a routing infq
Ns a default route (e.g. to an ADMD). In general, such default routes should be avoided. It is p
provides information about the destinations that it can route to avoid having to non-deliver mes
route to the OR-address.

S root.
bn OR-
venient

routing

rmation unless it
eferable that the
sages because it

Typically, the following OR-address subtree bases should be configured for a top level routing collective and its
subordinates:

not have distinct Reference OR-address subtrees);

partitioned;

parts of the MTS outside the routing collective.

ITU-T Rec. X.404 (1999 E)

A single base entry for the top level routing collective’'s Reference OR-address subtree (subordinates do

Additional bases for Secret OR-address subtrees and where the Reference OR-address subtree is

Potentially a single External OR-address subtree base entry for each MTA which has connections to other
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8.5.5

Building OR-addr ess subtrees

Each OR-address subtree entry represents an OR-address attribute. These are listed in Table 6:

Table 6 — OR-address subtree entry types

Base entry MHS Network Address MHS Postal Code
MHS Country MHS Terminal Identifier MHS Surname
ADMD MHS Terminal Type MHS Given Name
PRMD MHS Numeric ID MHS Initials
Organization MHS PDS Name MHS Generation Qualifier
Organizational Units MHS PD Country MHS Common Name
Figure|8 illustrates how the entries representing different OR-addresses are organized and related to eachother in an

OR-ad

@

Hress subtree.

%
MHS Network
Address
Js

25

OR-address
Subtree Base

1
\ 4

MHS c@

MHS Terminal 24
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MHS Numeric
User ID
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Name

Unit

MHS Common
Name

MHS Surname 36
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Figure 8 — OR-address subtree structure
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85.5.1 TheReference OR-address subtree

A top level routing collective's internal routes are defined in its Reference OR-address subtree and zero or more Secret
OR-address subtrees. In some circumstances outlined in clause 6, a top level routing collective may have several
Reference OR-address subtrees representing partitions in the subtree. Their contents enable all of the MTAs supporting a
top level routing collective to pass messages to each other.

The Reference OR-address subtree(s) exactly reflects the OR-address plan provided by the organizational administrator
and should contain a directory entry for each OR-address registered and supported by the top level routing collective.
Each entry contains a routing information for the OR-address that the entry represents. This tells MTAs to route
messages to the particular MTA (i.e. the Target MTA) which deals with and can process messages for that OR-address.
All MTAs supporting the same top level routing collective are configured to access the same Reference OR-address
subtree.

Refergnce OR-address subtrees will probably be constructed in several stages:

1) Development of the base entry and structure of each subtree to hold an. entry fpr each of the
organization’s departments and divisions present in the initial OR-address plan. Each pntry should be
configured with a routing information appropriate for that entry. If no other routing ifformation is
applicable, then a non-delivery should be configured:;

2) Addition of entries for each of the routing collective’s initial user population and distribution lists;

3) Maintenance, to reflect changes in the OR-address plan such”as*addition or deletion ¢f organizational

departments and division entries, and addition/deletion of individual MHS user’s entries.

nce OR-address subtree entries may be configured to contain“any one or more of the ro
edin 8.7.

Refere Liting information

identif]

The Reference OR-address subtree may also be used as a-register' of OR-addresses allocated |within the routing

collective to ensure that no two MHS users acquire the same{@R-address. When users are allocated a|
deparimental/divisional OR-address attributes are allocated, they are allocated an OR-address in an

-address plan if an entry representing that OR-address is not already present. If an entry is al
there |s an OR-address clash. The organizational adiinistrators must resolve this. When a user no
mailbgx, the entry is removed from the Reference OR-address subtree and the corresponding OR
‘availgble' for re-allocation. The role of registering MHS users may be carried out either by the
adminjstrator or the MHS administrator or som& other nominated person. The role is referred to in this
| Technical Report as the OR-address Registration Authority.

Adding an OR-address subtree entry liappens when a registration authority adds an attribute entry f{
plan. The administrator should decide ‘which type of routing information is appropriate for the new (
configpre it into a new entry of the«OR-address subtree.

In genmeral, copies of OR-address subtrees should not be made, since this introduces an unng
synchfonisation problem.<The Reference OR-address subtree should only be truncated when a
implemented by a 'secret’_subordinate routing collective, or where the routing collective has an embedd
proprigtary messaging-system (for truncation, see 8.6.13), or where a firewall within a multilevel s
implermmented.

The Reference OR-addr ess subtree

ecommendation | Technical Report defines the concept of a Reference OR-address subtreg.

N MHS mailbox, or
hppropriate part of
eady present ther
longer requires a
Laddress becomes
organizational
Recommendation

o0 the OR-address
DR-address and

pcessary directory
secret subtree is
ed non-routing or
bcurity MHS is

Conceptually, a

Refergnce” OR-address subtree models the complete OR-address space of the top level routing collecti
its subordinates) from country level down to the leaf entries representing MTS users. It is modelled
directory information tree structures maintained by the OR-address attribute registration authorities.

Ideally, a Reference OR-address subtree should be a single subtree valid for the whole of a top level
and all its subordinates. This will mean that each MTA in the routing collective need only reference a s
all internal addresses. However, there may be exceptions to this as outlined in clause 6. In these cas
configured with two or more OR-address subtrees, each containing a component of the complete Refe
subtree.

The reference OR-address subtree always identifies the delivering MTA within the routing collective e

ye (including all of
in one or more

routing collective
ingle subtree for
es, MTAs must be
rence OR-address

xcept where the

user population requires that a secret OR-address subtree is implemented or where embedded non-Routing MTAs or for
MTAs which use non-standard addressing schemes. In these cases, the OR-address subtree is truncated, and the identif

of a target MTA is provided which can route the message onwards.
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Where secret OR-address subtrees or embedded messaging systems are involved, the user registration and the
registration authority must be administered by those who manage the subordinate OR-address spaces.

OR-address registration authorities may use the Reference OR-address subtree to aid the registration process and to

control the routing collective’'s address space. Management and implementation of parts of a Reference OR-address
subtree may be devolved to subordinate OR-address Registration Authorities for organizational departments that
implement Secret Reference OR-address subtrees. This makes use of normal Directory Information Tree conventions.
Where OR-addresses are required to remain confidential, the Reference OR-address subtree entries should either be

truncated or be subject to read access controls.

8.55.3

a rout
addre

$s subtrees may be administered by different administrators.

Secr et Reference OR-address subtrees

ng collective’s OR-address space needs to remain secret (i.e. ex-directory). D|fferent Secre

emented if a part o

I Reference OR-

Secref OR-address spaces may be arranged by defining separate subordinate routing .collecfives which have

respo
suborg
addre
subory
the OF

The a
own Q
addre

The s
starts.
OR-ad

sibility for those portions of the superior routing collective’s OR-address spaces which must re

linate routing collective is allocated one or more OR-address spaces (within the context of thg

5s plan) and the subordinate then implements its own local Reference OR-addréss'subtrees with
linate must also establish its own OR-address registration authority to allocate~@R-addresses wi
R-address spaces allocated to it by the superior.

iministrators of the subordinate routing collective construct separate 'secret' OR-address subtree
R-address plan and allocate OR-addresses within it in exactly the(same way as for the superio
ES subtree. These subtrees are then configured into the routing cellective’s MTAs.

Liperior's Reference OR-address subtree is truncated at the point where a secret Reference (
The name of the MTA which can deal with the message{and which should have access to the
dress subtree) is configured into the target MTA of the routing information. The entry should hay

main secret. The
Reference OR-
n this context. The
hin the context of

5 according to their
's Reference OR-

DR-address subtre
Secret Reference
e the 'next level

complete’ attribute removed, to signal that the entry is not.a proper 'leaf' entry, and that subordinate |OR-addresses do
exist. his forces the MTA to adopt the routing information<that the entry contains.

8.5.5.4 Personal Name Aliases

Directpry Aliases may need to be configured to represent each possible representation of a persomal name — i.e. to
repredent different combinations and sequences of personal names, initials and given names (see 8.¢.4 for a discussior
on thef various forms of aliasing).

8.5.6 Establishing Exter nal Routes to-destinations outside the routing collective

Establishing external routes to-"OR-addresses supported outside the routing collective (i.e. in otlher Management
Domajns) requires the creation-ef one or more External OR-address subtrees to contain routing information for Exit
MTAs| This allows Exit-MTAs to pass messages to other MTAs outside the routing collective (which ar¢ represented as
proxy routing collectivesy).

8.5.6.1] Building External OR-address subtrees

Exterral OR-address subtrees contain entries for each external OR-address space. Each MTA in theg routing collective

should

be configured to read External OR-address subtrees to obtain external routing information. 4

addre

to rou‘e messages to those OR-address spaces.

ES slibtree holds the identity of one or more target MTAs outside the routing collective which are

\n External OR-
Kknown to be able

In general, the top level routing collective should seek to provide an External OR-address subtree indicating routes to all
parts of the MTS outside the routing collective. However, as outlined in clause 6, multiple OR-address subtrees may
need to be defined for overlapping OR-address spaces.

The administrator obtains the information to build External OR-address subtrees from the administrators of distant
MTAs. This should preferably be done by configuring the OR-address subtree entry representing the external OR-
address space with an alias entry to point to the reference OR-address subtree of the distant MTA or to a subtree createc
specially for this purpose. This ensures that the information is always up to date. The following should be noted about
this approach:

40

the external parts of the MTS (MTAs, Directories etc.) must support ITU-T R
ISO/IEC 10021-10;
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ec. X.412 |


https://iecnorm.com/api/?name=f0b2b4d04ba844f33a1a41879f3ab7e2

ISO/IEC TR 10021-11 : 19

Reference OR-address subtree, or provide a special ‘censored' version which can be

The administrators of the external parts of the MTS must either provide read access to the

99 (E)

whole of their
made externally

visible. The depth of the externally visible tree should be sufficient to allow MTAs to determine the most
efficient entry MTA for each distinct OR-address space where more than one entry MTA exists. The
administrators may also bar search access to the externally visible subtrees to avoid un-authorised access

to the complete internal structure of the subtree;

However, the distant MTA's OR-address subtrees might not be visible. If this is so, then the information must be

transferred in another way. Subclause 8.9 outlines ways of publishing and obtaining this information t
situation.

o deal with this

Each entry in an External OR-address subtree contains the target routing collective name for the external OR-address

space that the entry represents. Each External OR-address subtree entry will usually hold:

The target MTA: the name of the MTA outside the routing collective to which the mess
sent;

Optionally, Double Envelope information used to secure messages in transit to that MTA.

In excpptional circumstances, the entry may also carry the following information:
1) Non-Delivery: if the administrator wishes to bar access to particular OR-addfess spaces);
2) Alias Redirection: if the administrator wishes to ‘trap’ messages for particular external OR-
3) DL-Expansion information: however, this would be quite unusual;
4) Expression matches information: if the external system is aé@on-MHS system with multipl

e.g. a Network address. The Expression Matches infermation would contain a differg
attribute match requirement for each external target MTA:

al OR-address subtrees are normally truncated to summarize the OR-address spaces that th
er, they should contain sufficient depth to be able to_correctly select the optimum Target MTA fg
t OR-address space in the external messaging system,

Exterr
Howe
disting

xit MTA has access to two or more alternative, external MTAs which lead to the same OR-addres
strator should create a different External OR-address subtree for each alternative and place the
bf preference.

If an B
admin
order

85.7 Distributing Access to External routesthrough arouting collective

t MTA's routes to external OR-address spaces may be shared with superior and sibling routing @
h internal MTA (i.e. one that must route messages to external OR-address spaces via some Ex

An EX
this, al
acces
extern
be abl
MTA t

al MTA represented as a.proxy routing collective. This provides the internal MTA with sufficient
e to select an approptiate Exit MTA within the routing collective, and this is sufficient information
D be able to route messages to the appropriate Exit MTA.

Acces
Exterr

5 to external routes may be controlled to prevent unauthorized traffic from using the External Rg
al OR-address subtrees. This is achieved by indicating whether the connection groups availab
ive canbé.used as an entry, local exit or transit exit connection group. For instance, if a

A

collectives (i.e. either its immediate superior or one higher up the routing collective hierarchy) then:

superior’s routing collective entry and
the access controls are set to grant read access to all subordinates.

read access may also be restricted to allow only specified subordinates to access the Ex
in an External OR-address subtree.

A superior routing collective may inherit External OR-address subtrees from one or more of its sub

These External OR-address subtrees may contain alternate routes to the same external OR-add

age should be

address spaces;

b entry points -

nt OR-address

ey hold routes to
r entry for each

s space, then the
two trees on their

ollectives. To do
t MTA) is granted

5 to read appropriate Exit.QR-address subtrees. The information that these contain will be the identity of the

information to
for the internal

utes specified in
e to each routing
N organization’s
e administrators

perior routing

the base directory entry of the Exit MTA’s External OR-address subtree is located as a subordinate to the

ternal routes held

ordinate MTAs.
ress spaces. Th

sequencing of these alternates must be evaluated and sequenced as appropriate by the administrator before they ar

configured for use by each of the routing collective’s subordinate MTAS.
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8.5.8

Establishing Routesto non-Routing M TAsor proprietary messaging systems

A routing collective may include messaging systems that are not MHS or MHS routing compliant. There are three main
types, each of which must be dealt with in the same way:

One or more Non-routing MTAS;

Proprietary electronic messaging systems;

Other 'standard' telematic systems.

Some of these systems may use different internal addressing structures, i.e. they do not use standard OR-addresses. T
deal with these cases, the administrator should:

8.5.9
A def3

routing information for any message with an OR-address for which fig-routing information has been foy

the M
or it g
knowl

The d
routes
OR-ad

Defau
Referq
knowl

Any
collect
theref

1) represent each one in the directory as a subordinate routing collective;

2) allocate them one or more OR-address spaces in the context of the organization’'s OR:a
internal addressing may be based on Domain Defined Attributes or portions of standard’M

3) truncate the Reference OR-address subtree at each entry where an allocated\OR-add

The target MTA of each entry in the Reference OR-address subtree should’ contain th
MTA representing the proprietary or non-routing MTA to the rest of the ‘routing colle
multiple entry points are available, they should each be modelled as a_subordinate routin
the OR-address subtree must have sufficient depth to be able to relate.each distinct OR-a|
the appropriate entry routing collective.

Default Routes

ult route should be configured into the base entry of the last subttee read by each MTA. This sp

[A's OR-address subtrees. The target MTA should either have access to information concerning
hould generate an error report or non-delivery diagnostic for those OR-addresses of whick
pdge. There are several approaches to configuring defaults:

Do nothing; This results in a non-delivery and the originating user will be left to rectify the

Configure a route to an ADMD, and trust-that the ADMD can determine a route to the OR
This can eventually result in a non<delivery, but it represents a low maintenance afg
administrator;

bfault configured for the target!MTA itself, i.e. which has been reached as a consequence of oth
, should be configured as-a*Recipient MD Alternative Recipient routing information to ensure th
dress can be investigated-by an MHS administrator.

t routing information” should never be configured in the Reference OR-address subtree. Thi
nce OR-address subtree and its subordinate secret subtrees should already hold the compils
pdge for the tep-most routing collective and all of its subordinates.

R-address carried in a message that falls within the OR-address space supported by the
ive orsany of its subordinates, but for which there is no entry in the Reference OR-address
bre” result in a non-delivery. This can be arranged by configuring each non-leaf entry with

instru

t?ress plan (their

S attributes);

ess space begins
b identity of the
ctive. Where

j collective, and
Hdress space with

peifies the default

nd in the rest of

that OR-address,
it also has no

Situation;

Faddress space.
proach for the

Configure a Recipient MD assigned Alternate Recipient that will be able to investigate the cause of the
routing failure. This is a high“maintenance approach, by also offers a higher quality servicg.

er MTA'’s default
ht the message’s

D

is because the
te internal routing

top level routing
subtree should
a non-delivery

tion that is used if no other instruction is valid for the entry

8.6

OR-address subtree Entry Routing I nformation Configuration

Each OR-address subtree contains the routing information for particular OR-addresses. The following subsections
outline the procedures for creating and maintaining OR-address subtree entry instructions.

8.6.1

OR-address attribute registration

The organizational and MHS administrators agree on the details of the MHS user, including the OR-address and the
MTA on which the user’s mailbox will be established. They should check with the registration authority that the newly
allocated OR-address is not present in the Reference OR-address subtree to ensure that it has not already been allocate

to ano

42

ther user.
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Each valid OR-address attribute value should result in creation of an entry in the Reference OR-address subtree. This
action is performed by the OR-address Registration Authority to create each leaf and non-leaf entry in the Reference
OR-address subtree.

The entry remains empty until it is configured with routing information.

8.6.2

The Target Routing Collective I nstruction

A target routing collective name indicates the directory name of the routing collective towards which a message
addressed to the OR-address represented by the entry should be transferred. Target routing collective instructions may be
configured into any OR-address subtree type. Each entry, with the exception of those which indicate Recipient MD
assigned Alternate Recipient or and Alias Redirection, should be configured with a target routing collective name.

Within

arouting collective's Reference OR-address subtree, this might be:

An ing

= The Touting cotfective which camn compiete the processing of the message €.9. by defi
expanding it (if it represents a distribution list);

— Arrouting collective which has access to a secret Reference OR-address subtree;

— A routing collective which represents a non-routing MTA or proprietary messaging sy
modelled as a proxy routing collective;

— An external MTA in another part of the MTS represented as a proxy routing ‘collective.

tance of the following Table 7 may be used to express each MTA's routing-choices:

Table 7 - MTA routing specification

ering it, or DL

stem gateway

1) OR-address subtree base (2) To OR-address-space (3) target-routing-collective

)

@
©)

Target Routing Collective Instruction is to be added,;
The OR-address space which can be reached through the'target MTA in (3);

The directory name of the routing collective towardswhich the messages shall be routed. This information forms part]
routingAdvice attribute of the respective OR-address subtree entry (see the oRAddressElement Object Class).

The directory name of the OR-address subtree base which will centain the entry, i.e. the OR-address subtree to which the

of the

Anins

Alterngte Recipient instruction.

8.6.3

As far
collect
Refere
To ad

ruction may be deleted by either removing the entry, or by replacing it with a non-delivery or the Recipié

MHS User Instruction
as MHS Routing is concerned, specification of an MHS user is a special case of configuring a target
ve for a particular OR-address. However, it is only configured into the Reference OR-address subtree o
l an MHS (Gser to the Reference OR-address subtree, the administrators should complete the foll

— «FEhe users entry is configured to contain the identity of the target routing collective (thig
identify the MHS user’s delivering MTA);

Nt MD

Fouting
secret

hce OR-address subtrees, and it is associated with other steps to establish the MHS user’s delivery infofmation.

bwing steps:
will normally

= The entry might also contain some information of local (proprietary) interest to the delive

ing MTA used

in message delivery. This information will be in a proprietary format and will be derived from the

documentation of the MTAs or systems supporting the target routing collective;
— The Reference OR-address subtree may be configured to hold one or more alias entries

for the user (this

is explained in 8.6.4). Each of these represents a common variant of the users personal name, e.g. to
represent different variants and orderings of Given names and initials OR-address attributes. These aliases

all refer to the user’s preferred entry which, in turn, holds the user’s delivery information;

— As a separate task, the administrator of the delivering MTA (or embedded proprietary
create the user’'s mailbox either on the MTA or a message store;

system) should

— A Double Enveloping instruction may also be configured if required by the organizational security policy;

— It may be necessary to create an entry in the directory to hold the MHS User information, providing the

user's OR-addresses. (This refers to ISO/IEC 12073).
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Thefo

[lowing procedures should be carried out for the deletion of each MTS user:
1) deletethe MTA/MS mailbox entry;
2) deletetheuser’'s subtree entry from the Reference OR-address subtree if it is a leaf entry;
3) delete the MHS User entry.

NOTE — MHS users may be configured for any leaf or non-leaf Reference OR-address subtree entry below a country entry. This
enables specification of MHS users which represent Management Domains, Organizations, and Organizational Units.

An MHS user entry in an OR-address subtree may be specified asin Table 8.

Table 8 — Specification of an MHS User in the OR-address subtree

)
®)
4)

(1) Delivering Routing (2) MHS user’'s OR-address|  (3) target-routing-collective name (4) local-usertidentifi
Collective Name
(1) [The delivering routing collective directory name;

The user's OR-address;
The routing collective name of the delivering MTA;

this value is of a proprietary nature, and will be specified by the MTA supplier’s documentation.

The local-user-identifier may carry information to instruct the MTA to deliver to the addressed MTS user. Tlhe end

oding of

8.6.4

8.6.5
There

These

8.6.6

Mess3
specif]
anum
Gene

Perso

Aliases

Aliasing Techniques

bre two distinct types of aliasing which have different effects:

Directory Alias OR-address Instructionsfor Personal Names; and

The Alias Redirection Instruction.

are described in the following two subgclauses.

Alias OR-address I nstructionsfor Personal Names

ge originators often use different combinations of Personal Name OR-address elements at d

initials in different sequénces to identify personal recipients. To deal with this the administrator s
ber of alias directory entries for the MHS Common Name, MHS Surname, MHS Given Name, MH
ation Qualifier attribites in the Reference OR-address subtree so that an entry exists for any like
nal Name elements.

This mpay be accomplished as follows: each Personal Name branch of the tree is examined, and the

that u

nambigueusly denotes the user is configured to contain the user’'s actual entry. All of the su

beconje alias‘entries that refer to this object entry. Some examples of modelling Personal Name OR-ad

given

n Figure 9.

The a

fferent times and
hould configure
S Initials, MHS
ly combination of

nighest level entry
bordinate entries
dress elements are

ias techniaue mav bhe tised to resaolve cases where a Manaacdement Daomain inherits multinle
<1 > ) g

ountry codes, or

multiple ADMD codes (where the single space ADMD name is not used) so that OR-addresses only have a single OR-
address subtree entry under the preferred country code or ADMD name. All of the other country codes and ADMD
names are represented in the directory as aliases.

8.6.7

The Alias Redirection Instruction

The Alias Redirection instruction is used to manage changes of OR-address. Alias redirection instructions may be
created by the administrator where one or more MTS users have had all or part of their OR-address changed (e.g. where

Organ

izational Units have merged or changed name).

Alias Redirection should normally only be configured in the Reference OR-address subtree. However, in some
circumstances, it may be configured in External OR-address subtrees in order to intercept messages addressed to specifi
OR-address spaces.
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