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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission) form
the specialized system for worldwide standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established by the respective organization to deal
with particular fields of technical activity. ISO and IEC technical committees collaborate in fields of mutual interest.
Other international organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

In the [field of information technology, ISO and IEC have established a joint technical committeg,»JSQ/IEC JTC 1. In
additiop to developing International Standards, ISO/IEC JTC 1 has created a Special Group on Fuactional Standardization
for the jelaboration of International Standardized Profiles.

An Intgrnational Standardized Profile is an internationally agreed, harmonized document-which identifles a standard or
group of standards, together with options and parameters, necessary to accomplish a funetion or a set df functions.

Draft Ihternational Standardized Profiles are circulated to national bodies for voting. Publication as|an International
Standgrdized Profile requires approval by at least 75 % of the national bodies castihg a vote.

Interngtional Standardized Profile ISO/IEC ISP 15125-7 was prepared with thecollaboration of
— Adia-Oceania Workshop (AOW);

— Edropean Workshop for Open Systems (EWOS);

— Open Systems Environment Implementors' Workshop (OIW),

ISO/IEC ISP 15125 consists of the following parts, under_.thé generalrifdtemation technology — Intérnational
Standgrdized Profiles ADYnn — OSI Directory

)

rt 1-ADY11: DUA support of Directory Access Ptotocol
rt 2-ADY12: DUA support of Distributed Operations

rt 3—ADY21: DSA support of Directory Access

rt 4—ADY22: DSA support of Distributed Operations

rt 5-ADY41: DUA Authentication.-as DAP initiator

rt 6—-ADY42: DSA Authentication'as DAP responder

rt 7-ADY43: DSA to DSA-Authentication

rt 8—ADY44: DSA Simple Access Control

rt 9—-ADY45: DSA-Basic Access Control

rt 10-ADY51; Shadowing using ROSE

rt 11-ADY52:"Shadowing using RTSE

rt 12—ADY53: Shadowing subset

rt 18-ADY61: Administrative areas

rt34—-ADY62: Establishment and utilisation of shadowing agreements

U U U U U U U U U U U U T

— Part 15-ADY63: Schema administration and publication

— Part 16-ADY71: Shadowing Operational Binding

— Part 17-ADY72: Hierarchical Operational Binding

— Part 18-ADY73: Non-specific Hierarchical Operational Binding

Annexes A and B form an integral part of this part of ISO/IEC ISP 15125. Annex C is for information only.
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Introduction

The concept and structure of International Standardized Profiles for Information Systems are laid down in ISO/IEC
TR 10000. The purpose of an International Standardized Profile is to recommend when and how certain information
technology standards shall be used. This part of ISO/IEC ISP 15125 specifies application profile ADY43 as defined in the
Technical Report ISO/IEC TR 10000-2.

This part of ISO/IEC ISP 15125 is one of a set of International Standardized Profiles relating to the Directory (see TR
1000042y Torthe 93 standards.

This part of ISO/IEC ISP 15125 profiles the manner in which DSAs are to behave when authenticating| each other using
simple|unprotected or protected authentication or strong authentication, or when using signed DSP0r D|SP operations.

ISO/IEC ISP 15125 is defined within the context of Functional Standardization, in accordance with the principles
specified by ISO/IEC TR 10000, "Framework and Taxonomy of International Standardized Profiles".|The concept of
Functignal Standardization is one part of the overall field of Information technology~(IT) standardization activities,
covering base standards, profiles, and registration mechanisms. A profile defines,a tombination of base standards that
collectively perform a specific well-defined IT function. Profiles standardize the use‘of options and other|variations in the
base sfandards, and provide a basis for the development of uniform, internationally recognized system tests.

One of the most important roles for an ISP is to serve as the basis for thédevelopment (by organizatigns other than 1SO
and IEC) of internationally recognized tests and test methods. ISPs areyproduced not simply to "legitimise" a particular

choice| of base standards and options, but to promote real system~interoperability. The developmemt and widespread
acceptpnce of tests based on this and other ISPs is crucial to the successful realisation of this goal.

The tekt of this part of ISO/IEC ISP 15125 was developed in‘close co-operation among the Directory Expert Groups of
the three International OSI Workshops:

* | OSE Implementors Workshop (OIW)
e | The European Workshop for Open Systems/(EWOS) and
« | The OSI Asia-Oceania Workshop (AOW).

This part of ISO/IEC ISP 15125 is harmanised among these three Workshops and it was finally ratified by the
Workshops' plenary assemblies.



https://iecnorm.com/api/?name=713c1cab3ba8852b9b0c412142a8ae47

INTERNATIONAL STANDARDIZED PROFILE  ©ISOI/IEC ISO/IEC ISP 15125-7:1998(E)

Information technology — International Standardized
Profiles ADYnn — OSI Directory —
Part 7: ADY43 — DSA to DSA Authentication

1 Scope
1.1 General

The Directory Standards define various means of authentication between DUAs and DSAs and also between two DSAs.

association (i.e. at
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me), for DAP, DSP, DOP, and DISP, are:

As sp
Bind-ti

None—no credentials are supplied

lies a name and

Simple unprotected authentication, with or without password: each authenticating.-party supp
optionally a password

Simple protected authentication: each authenticating party supplies a name and'a password whose information is

transmitted in hashed form to preserve password confidentiality and to prevent replay

Strong authentication in which each authenticating party supplies a token signed with a digital| signature which

can be verified by the other

shment, whereby
C ISP 15125.

The D
creden

In add
authen

This part of ISO/IEC ISP 15125 profiles:

rectory standards also permit other forms of authentication at the time of association establi
tials are passed by "external" elements. Such means are outside the scope of this part of ISO/IE

tion, the Directory Standards define a method whereby centain DAP, DSP, or DISP enquiries gnd results can be

ticated and sealed by means of a digital sigrature.

Simple unprotected authentication, with or witheut password, between two DSAs

Simple protected authentication between:two DSAs

Strong authentication between two DSAS

Signed DSP and DISP invokes and“return-results exchanged between two DSAs

It also returned by DSP

return

profiles the behaviour of a DSA.in combining signed uncorrelated list and search information as
esults.

It also
which

Since
attemp
descrik
out-of-

DSAs

profiles the use of theiginator element to convey information about the originator of the DAP assd
hn operation is created.

here are many ©ptions and possibilities in the use of these techniques, this part of ISO/IEC IS
t to specify how each facility shall be used. This results in certain features (e.g. the double-H
ed in the last-paragraph of [ISO/IEC 9594-8 : 1995 | ITU-T Rec. X.509 (1993)] subclause 6.2) be
Scope.

hre,also permitted to bind to each other using no credentials at all. However, this possibility is ou

this pal

tOfASO/IEC ISP 15125.

1.2 Position within the taxonomy
This part of ISO/IEC ISP 15125 is identified in ISO/IEC TR 10000-2 as “ADY43 — DSA to DSA Authentication”.

ciation within

P 15125 does not
ashing technique
ing considered as

[side the scope of

Iwhen operations are not signed, authentication from user to DSA occurs only when the DUA binds to a DSA using
DAP. Thereafter, the authenticated identity of the originator of an operation is passed from one DSA to another as
appropriate. There is no obligation on a receiving DSA to regard the originator value supplied as valid, and in particular,
an originator value supplied over a DSP association can be treated as if no authentication had taken place. The Directory
Standards also permit DSAs to perform an assessment of "Authentication-Level" to reflect the perceived reliability of the

authen

tication method (9594-2 Subclause 16.4.2.3).
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1.3 Scenario

This part of ISO/IEC ISP 15125 profiles simple and strong authentication between DSAs (BIND dialogue in Figure 1) in
the establishment of DSP, DOP and DISP Associations, and signed operations between DSAs (OPERATION dialogue in
Figure 1) within these Associations. It also profiles the handling of uncorrelated list and search results (see right-hand-
side of diagram) within DSP (there is no analogue for this within DOP and DISP).

DSP, DOP, or DISP
ASSOCIATION

.

BIND
e e o I o BIND
INITIATING +{{_credentais |-“RESPONDING

DSA DSA
OPERATION

] 5|gnafture
invoker )
pertormer uncorrelated

(DSP or DISP) <
performer {7 list and search

OPERATION e . .
_ ) K information
originator Invoker
performer C S|gnafture (DSP or DlSP) (DSP only)
Lo 1

Figure 1 — Scenario

2 Narmative references

The following documents contain provisions which, through references in this text, constitute provisions of this part of
ISO/IEC ISP 15125. At the time of publication, the editions indicated were valid. All documents are sulpject to revision,
and pgrties to agreements based on this part of ISO/IEC4SP"15125 are warned against automatically japplying any more
recent jeditions of the documents listed below, since the\nature of references made by ISPs to such do¢uments is that they
may bg specific to a particular edition. Members of<\]IEC and ISO maintain registers of currently valid International
Standgrds and ISPs, and ITU-T maintains publishedceditions of its current Recommendations.

Amendments and corrigenda to the base standards are referenced: see Annex B for a complete list pf these document
which @re used in this part of ISO/IEC ISP 15125.

2.1 Raired CCITT Recommendations | International Standards equivalent in technica
contept

[ISO/IHEC 9594-1 : 1995 | ITU-T\Rec. X.500 (1993)jformation technology — Open Systems Interconngction — The
Directory: Overview of cencepts, models, and services

[ISO/IBC 9594-2 : 1995 ( ITU-T Rec. X.501 (1993)jformation technology — Open Systems Interconngction — The
Directory: Models

[ISO/IHC 9594-31995 | ITU-T Rec. X.511 (1993)jformation technology — Open Systems Interconngction — The
Dinectory: Abstract service definition

[ISO/IHC 9594-4 : 1995 | ITU-T Rec. X.518 (1993)jformation technology — Open Systems Interconngction — The
Dirlectory: Procedures for distributed operations

[ISO/IEC 9594-5 : 1995 | ITU-T Rec. X.519 (1993)jformation technology — Open Systems Interconnection — The
Directory: Protocol specifications

[ISO/IEC 9594-6 : 1995 | ITU-T Rec. X.520 (1993)jformation technology — Open Systems Interconnection — The
Directory: Selected attribute types

[ISO/IEC 9594-7 : 1995 | ITU-T Rec. X.521 (1993)jformation technology — Open Systems Interconnection — The
Directory: Selected object classes

[ISO/IEC 9594-8 : 1995 | ITU-T Rec. X.509 (1993)jformation technology — Open Systems Interconnection — The
Directory: Authentication framework

[ISO/IEC 9594-9 : 1995 | ITU-T Rec. X.525 (1993)jformation technology — Open Systems Interconnection — The
Directory: Replication.
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[ISO/IEC 8824-1 : 1995 | ITU-T Rec. X.680 (1994)jformation technology — Abstract Syntax Notation One (ASN.1):
Specification of basic notation.

[ISO/IEC 8824-2 : 1995 | ITU-T Rec. X.681 (1994)jformation technology — Abstract Syntax Notation One (ASN.1):

Inf

ormation object specification.

[ISO/IEC 8824-3 : 1995 | ITU-T Rec. X.682 (1994)jformation technology — Abstract Syntax Notation One (ASN.1):
Constraint specification.

[ISO/IEC 8824-4 : 1995 | ITU-T Rec. X.683 (1994)jformation technology — Abstract Syntax Notation One (ASN.1):
Parameterization of ASN.1 specifications.

[ISO/IEC 8825-1 : 1995 | ITU-T Rec. X.690 (1994)iformation technology — Open Systems Interconnection — ASN.1
encoding rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER), and Distinguished

[ISO/IE

[ISO/IE

En|
[ISO/IE

an

2.2 N

In accq

Corrig
recom

It shoy
standal

Annex
corrige

The fo

Te
09
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95

Te

Lnda affecting the Directory Standards documents ISONEC 9594:1995 and the ITU

coding Rules (DER).

C 13712-1: 1995 | ITU-T Rec. X.880 (1994jiformation technology — Remote Operations:Conc
0 notation.

C 13712-2 : 1995 | ITU-T Rec. X.881 (1994)jformation technology — Remote Opgrations: OSI
Remote Operations Service Element (ROSE) service definition.

C 13712-3 : 1995 | ITU-T Rec. X.882 (1994)jformation technology — Remoté.Operations: OSI
Remote Operations Service Element (ROSE) protocol specification.

ormative Amendments and Technical Corrigenda

rdance with ISO/IEC TR 10000-1 subclause 6.3.2 c), attention is‘drawn to normative Amendme

endations.

Id be noted that references made to these standards are’almost always invalid if taken as re
Fds.

B defines the references to the agreed amendments and corrigenda. Compliance with thess
nda is necessary to achieve the interoperability.requirements for this document.

lowing subset of these have been identified-as particularly relevant to this part of ISO/IEC ISP 15

chnical Corrigendum 1 to Recommendation X.501 (1993) | ISO/IEC 9594-2:1995 (addressing DR
D, 091, 102, 125)

hft Technical Corrigendum 2 te-Recommendation X.501 (1993) | ISO/IEC 9594-2:1995 (g
D4/134,136)

chnical Corrigendum 1 to\Recommendation X.511 (1993) | ISO/IEC 9594-3:1995 (addressing DR

hft Technical Corrigendum 2 to Recommendation X.511 (1993)| ISO/IEC 9594-3:1995 (addressin
D4/119,133)

chnical Corrigendum 1 to Recommendation X.518 (1993) | ISO/IEC 9594-4:1995 (addressing DR
B, 109, 111,112, 113, 114, 115)

hft Technical Corrigendum 2 to Recommendation X.518 (1993) | ISO/IEC 9594-4:1995 (s

bpts, models,

realizations

realizations

hts and Technical

T X.500:1993

ferences to the '8¢

b amendments anc

125:
s 9594/088, 089,

ddressing DRs

9594/085)
g Defect Reports

S 9594/094, 106,

ddressing DRs

D4/116,117, 118, 119, 120, 121, 130)

DRs 9594/075,

Draft (?) Technical Corrigendum 1 to Recommendation X.520 (1993) | ISO/IEC 9594-6:1995 (addressing DRs
9594/076, 122, 127)

Technical Corrigendum 1 to Recommendation X.509 (1993) | ISO/IEC 9594-8:1995 (addressing DR 9594/128)

Draft (?) Technical Corrigendum 2 to Recommendation X.509 (1993) | ISO/IEC 9594-8:1995 (addressing DRs
9594/077, 078, 083, 084)

Draft (?) Technical Corrigendum 1 to Recommendation X.525 (1993) | ISO/IEC 9594-9:1995 (addressing DRs
9594/097, 099, 123)
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e Draft (?) Technical Corrigendum 2 to Recommendation X.525 (1993) | ISO/IEC 9594-9:1995 (addressing DR
9594/132)

2.3 Additional normative references

e [ISO/IEC 9594-8 : 1990 | CCITT Rec. X.509 (1988)formation technology — Open Systems Interconnection —
The Directory: Authentication framewofk

+ ISO/IEC 13248-2:-3, Information technology — Open Systems Interconnection — Protocol Implementation
Conformance Statement (PICS) Proforma — Part 2: Directory System Protocol

» ISO/IEC 13248-3:-3, Information technology — Open Systems Interconnection — Protocol Implementation
Conformance Statement (PICS) Proforma — Part 3: Operational Binding Management Protocol.

e ISQMEC 13248-4:— Tnformation technology — Open Systems Interconnection — Protocol Tmpleméntation
Cdnformance Statement (PICS) Proforma — Part 4: Directory Information Shadowing Protocol.

« ISQ/IEC TR 10000-1:1995nformation technology — Framework and taxonomy of International [Standardized
Profiles — Part 1: General principles and documentation framework.

« ISQ/IEC TR 10000-2:1995nformation technology — Framework and taxonomy of International [Standardized
Profiles — Part 2: Principles and taxonomy for OSI profiles.

3 Dgéfinitions
3.1 General

Many of the definitions used may be found in the Standards. Since net-all of the definitions are to be fouhd in the
Definitions clauses or subclauses within the standards documents,references are listed in Table 1below. The "Part"
reference refers to the part number within [ISO/IEC 9594 : 1995 | ITU-T Rec. X.500 (1993)] (see also clause 2).

Table 1 — Definitiens and references

Term Part Reference
Authentication-level 2 Subclause 16.4.2.3
Backward certificate 8 Clause 8

Certificate 8 Clause 8
Certificate Revocation List 8 Subclause 11.2
Certification path 8 Clause 8
Digital signature 8 Clause 9
Directory ‘Information Shadowing Protocol 9 Clauses 10 to 12
Dirgctory Operational Binding Management| 2 Clauses 21 to 24
Protocol
Distinguished Encoding Rules 8 Clause 9 last para
Forwardcertificate 8 Clause 8
Key pair 8 Clause 7
One-way authentication 8 Subclause 10.2
Originator 4 Subclause 10.3
Signed operation 4 Subclause 12.1

2This specification defines Version 1 Certificates.
3 To be published.
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Term Part Reference
Simple protected authentication 8 Subclause 6.2
Simple unprotected authentication 3 Subclause 8.1.2
Strong authentication 8 Section 3
Strong hash function 8 Annex E
Two-way authentication 8 Subclause 10.3
Uncorrelated list information 3 Subclause 10.1.3
Uncorrelated search information 3 Subclause 10.2.3

The tefms in the following subclauses are defined for the purposes of this part of ISO/IEC ISP ,15125.

Signgd DSP Operation A DSP operation which uses the SIGNED option of thel-OPTIONALLY-SIGNED
information object class, applied to chained operations as defined in [ISO/|EC 9594-4 .
1995 | ITU-T Rec. X.518 (1993)] subclause 12.1. The enclosed DAP opefation may or
may not be signed, as defined in [ISO/IEC 9594-3 : 4995 | ITU-T Rec. X511 (1993)]
subclauses 9.1.1,9.2.1, 9.2.3, 10.1.1, 10.2.1, 11.1.1,-11.2.1, 11.3.1, 11.4.1].

A similar definition applies to Signed DISP operations

Certiflcate Issuer The name that is used as the val@erficate.issuer in a certificate (normglly the
name of a Certification Authority)

Policy CA The topmost CA in the CA hierarchywithin an organisation

Trustgd CA A CA whose public key has been<acquired in a trusted manner (for example, by a DSA)

3.2 Support Level
To specify the support level of protocol features for.this part of ISO/IEC ISP 15125, the following terminglogy is defined.
3.2.1 | Mandatory: m: Mandatory requirfement for support

A featyre is supported by a DSA implementation if the DSA is able to process the feature in accordapce with the base
standayd or as specified in this part of ISO/IEC ISP 15125.

3.2.2 | Optional: o: Optionalrequirement for support
The support of the feature isyeft to the implementor of the DSA.

3.2.3| Conditional: c:.Conditional requirement for support

The rgquirement to\support the item depends on a specified condition. The condition and the fesulting support
requirgments are‘stated separately.

3.2.4| Outef:scope: i: Out of scope requirement for support
Suppoft.6f'the feature is outside the scope of this part of ISO/IEC ISP 15125.

4 Abbreviations

The following abbreviations are used as defined in [ISO/IEC 9594 : 1995 | ITU-T Rec. X.500 (1993)] or in ISO/IEC TR
10000-1 :

ACSE Association Control Service Element
APDU Application Protocol Data Unit
ASN.1 Abstract Syntax Notation One

AVA Attribute Value Assertion

BER Basic Encoding Rules (ASN.1)
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CA Certification Authority
CCITT International Telegraph and Telephone Consultative Committee
CRL Certificate revocation list
DAP Directory Access Protocol
DER Distinguished Encoding Rules
DIB Directory Information Base
DISP Directory Information Shadowing Protocol
DIT Directory Information Tree
DMD Directory Management Domain
DOP| Directory Operational Binding Management Protocol
DSA Directory System Agent
DSP Directory System Protocol
DUA| Directory User Agent
IEC International Electrotechnical Commission
IPRL ISPICS Requirements List
ISO International Organisation for Standardisation
ISP International Standardized Profile
ISPICS ISP Implementation Conformance Statement
ITU International Telecommunication Union
ITU-T ITU Telecommunication standardisation sector
IuT Implementation under test
NSSR Non-specific Subordinate Reference
(O8] Open Systems Interconpection
PDU Protocol Data Unit
PKCB Public Key Cryptosystem
POQ Partial outcome qualifier
PRL Profile Requirements List
RDN Relative Distinguished Name
ROSE Remote Operations Service Element
5 Cgnformance
The D%mmmmmw@mmmnm ISP 15125:

e Statement requirements in [ISO/IEC 9594-5 : 1995 | ITU-T Rec. X.519 (1993)] subclause 9.2.1 (e) (as amended
by Technical Corrigenda)

e The Protocol specifications specify the use of particular elements concerned with the process of simple protected
authentication, strong authentication, or digital signatures, but in a number of cases the contents of actual values
are left incompletely specified.

The conformance requirements of this part of ISO/IEC ISP 15125 extend and clarify these conformance requirements,
when appropriate.

DSAs claiming conformance with this part of ISO/IEC ISP 15125 shall support at least one of the following, for each of
the protocols DSP, DOP, or DISP for which support is claimed:
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Simple Unprotected Authentication as specified in subclause 5.1.1, either in the responder role alone, or in both
initiator and responder roles

Simple Protected Authentication as specified in subclause 5.1.2, either in the responder role alone, or in both
initiator and responder roles, together with Simple Unprotected Authentication capability

Strong Authentication in the DSA, DOP or DISP Bind as specified in subclause 5.1.3, either in the responder
role alone, or in both initiator and responder roles, together with Simple Unprotected Authentication capability

Signed DSP or DISP operations as specified in subclause 5.1.4, either in the invoker role alone, or in both
invoker and performer roles, together with Strong Authentication capability

DSAs claiming conformance with this part of ISO/IEC ISP 15125 for Signed DSP or DISP operations shall also support

unsign

ed DSP or DISP operations as appropriate.

DSAs
Strong

DSAs
DSA, |
out Sin

DSAs
the err

DSAs
requirg

DSAs
DOP,

conformance to two-way authentication. If they do claim conformance to two-way authentication, they

demon

Claiming conformance with this part of ISO/IEC ISP 15125 for Signed DSP or DISP operations.$
Authentication in the DSA, DOP, or DISP Bind.

Claiming conformance with this part of ISO/IEC ISP 15125 for Simple Protected or Strong Authg
DOP, or DISP Bind shall comply with the error-handling procedures specified in subClause 6.12
ple Protected or Strong Authentication in the DSA, DOP, or DISP Bind.

hall also support

entication in the
1 when carrying

Claiming conformance with this part of ISO/IEC ISP 15125 for signed DSP or DISP operations shall comply with

br-handling procedures specified in subclause 6.12.2.

claiming conformance with this part of ISO/IEC ISP 15125 as an invoker for DSP operations|are in all cases

d to be conformant with ISP ADY22.

tlaiming conformance with this part of ISO/IEC ISP 15125 for Simplée Protected or Strong Authentication for DSP,
or DISP, or claiming conformance for signed DSP or DISP operations, may optionally bg able to claim
shall be able to
strate conformance to the corresponding procedures of'subclause 6.2.

N, in accordance
e sole means of
dance with the

tor of a Bind, in
rcordance with the

er to a Bind, in
or Abort if the

ble Unprotected

5.1 Static Conformance Requirements

5.1.1 [ Simple Unprotected Authentication

For each of DSP, DOP or DISP for which a DSA(claims support of Simple Unprotected Authenticatio

with th|s part of ISO/IEC ISP 15125, the DSA shall be capable of:

1. A9 responder, configuration to require,"Simple Unprotected Authentication, with password, as th
authentication that can be accepted

2. Aq initiator, initiating a Bind.to;another DSA using simple unprotected authentication in accor
prgcedures specified in subclause 6.5.1

3. A9 responder, accepting, and validating simple unprotected credentials generated by the initia]
acgordance with the procedures specified in subclause 6.5.2, and creating return credentials in a
prgcedures specified,in subclause 6.5.2 or responding with an appropriate Bind Error.

4. A{ initiator, aceepting, and validating simple unprotected credentials generated by the respong
acgordance~with the procedures specified in subclause 6.5.3, and responding with an Unbind
cregdentials:are invalid.

5. A{ iritiator or as responder, acquiring or holding the passwords of other DSAs to which Sim
Autheéenticationfor Bind-isreguired—witho eguiting-any Directory operation

A conformant DSA may nevertheless be configurable to accept any or all of the forms of authentication permitted by this

part of ISO/IEC ISP 15125.
5.1.2 Simple Protected Authentication

For each of DSP, DOP or DISP for which a DSA claims support of Simple Protected Authentication in
this part of ISO/IEC ISP 15125, the DSA shall be capable of:

accordance with

4 The use of name without password may be taken as an acceptable form of authentication, despite the lack of

corroboration, when authentication is carried in some way by trusted software outside the scope of
procedures.

normal Directory
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1. As responder, configuration to require Simple Protected Authentication as the sole means of authentication that can
be accepted.

2. As initiator, initiating a Bind to another DSA using simple protected authentication in accordance with the
procedures specified in subclause 6.6.1

3. As responder, accepting, and validating simple protected credentials generated by the initiator of a Bind, in
accordance with the procedures specified in subclause 6.6.2, and creating return credentials in accordance with the
procedures specified in subclause 6.6.2 or responding with an appropriate Bind Error.

4. As initiator, accepting, and validating simple protected credentials generated by the responder to a Bind, in
accordance with the procedures specified in subclause 6.6.3, and responding with an Unbind or Abort if the
credentials are invalid.

5. A9 initiator or as responder, acquiring or holding the passwords of other DSAs to which~S|mple Protected
Authentication for Bind is required, without requiring any Directory operation.

6. Ag initiator or as responder, configuring an expiry time for the acceptability of a protected password between 1 and
90p seconds with a granularity of 1 second or better (i.e. 1 sec, 2 sec, 3 sec, ... 900 sec).

Note. Configuration capability outside these limits is optional.

The sypport of Simple Protected Authentication usimg2 andrandom2 is outside the seope of this part pf ISO/IEC
ISP 15125.

These [requirements also do not preclude DSAs suppadidiionally the use of procedures other than those specified in
the referenced clauses and subclauses. In particular, DSAs may suppoft’procedures which differ only in the order of
carrying out the steps.

A confprmant DSA may nevertheless be configurable to accept additionally any or all of the forms ¢f authentication
permitied by this part of ISO/IEC ISP 15125.

5.1.3 | Strong Authentication in the DSP, DOP, or BISP Binds

For eafh of DSP, DOP or DISP for which a DSA claims.support of Strong Authentication, in accordancg with this part of
ISO/IELC ISP 15125, the DSA shall be capable of:

1. A9 responder, configuration to require Streng”Authentication as the sole means of authenticdtion that can be
acgepted.

2. Adinitiator, initiating a Bind with another®SA using strong credentials in accordance with the procpdures specified
in gubclause 6.7.1

3. Adresponder, accepting and validating strong credentials generated by the initiator of a Bind, in agcordance with the
prgcedures specified in subclause 6.7.2; creating return strong credentials in accordance with the procedures
specified in subclause 6.7.2“and responding with an appropriate Bind Error in accordance with the procedures
specified in subclause 6:12.1.

4. Aqinitiator, accepting;-and validating strong credentials generated by the responder to a Bind, in agcordance with the
prgcedures specified in subclause 6.7.3, and responding with an Unbind or Abort if the credentials gdre invalid.

5. A{ initiator or<@s responder, EITHER acquiring or holding the public keys or certificates of other DSAs to or from
which Binds-are to be possible, OR acquiring or holding the public keys or certificates of the issugrs of certificates
forlsuch ather DSAs, prior to Strong Authentication in the Bind, without requiring any Directory operation.

Noges.

a) A DSA establishing a DSP Bind cannetassarily require the credentials of the other DSA to be accessible by means of
a Directory operation, since until an association exists, the credentials will sometimes be unavailable using Directory
operations.

b) A possible way of handling this requirement is for a DSA to support within themselves a list of certificates for potential
correspondent DSAs using convenient storage means.

¢) Another way of resolving this issue is to support a list of certificate issuers in respect of potential correspondent DSAs.
This, however, would require a DSA that was to bind to another to supply a certificate. This is the reason for requirement 6.

5 The interval actually chosen should normally be the shortest interval guaranteed to be achieved between construction of
the protocol and its analysis, taking into account network delays.
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d) A conformance test could take the following form:

Create a new key pair and certificate to represent the Tester, and supply the certificate to the IUT.

Require that the certificate be pre-installed or otherwise made available to the DSA

ISO/IEC ISP 15125-7 : 1998 (E)

Subsequently require that the bind operation be carried out without permitting any form of Directory operation.

initiator or as responder, configuration to pass a certificate withiBitdgrgument or BindResult , f

such protocol element supported.

Note. This requirement ensures interoperability of a DSA that can only hold an issuer's certificate.

or each

As initiator or as responder, the capability of automatically acquiring and validating both (i) CA Certificates and (i)

Revocation Lists relevant to any certificates held, together with the capability of terminating a DSP, DOP or DISP

6. As
7.
as
is
No|
a)
b)
est
CA
c)
c)
8. DY
key
9. DS
of
5.1
10. DY
au
No
reg
These
the ref]
carryin
514
For ea|
ISP 15
1. AS

sociation in the event that such a certificate is found to be ifvBtid.termination can be by an aboyt d
hot required that, for each bind, the certificates used need to be validated.

es.
'he requirement to validate the credentials by reference to pre-stored certificates is specified.imsubclause 4

There is no requirement that the CA Certificate and Revocation List validation process shoulddakeefar
pblishment of a DSP association, since in some cases this will not be possible (e.g. the'DSA initiating a bin
Certificate and revocations lists relevant to certificate validation).

'he establishment of credentials prior to binding needs to be done bilaterally using adequately secure procs
0 support these requirements, the requirement 8 and 9 below are addedh

As claiming support of strong authentication for DSP, DOP or DISP¢Shall be capable of holding a certificat
) for a trusted CA to enable those CA certificates and revocation lists+identified in 7 to be validated

bAs claiming conformance to strong authentication for DSP, DOP or DISP shall be capable of aut
chains of user and CA certificates when the CA relationships conform to the topology specifi
.6.3.

hentication.

e. This permits validation of the certificates, using Directory means. However, the use of DSP may n
uired.

requirements also do not precludé DSAs suppatidigionally the use of procedures other than those
prenced clauses and subclauses. In particular, DSAs may support procedures which differ or
O out the steps.

Signed DSP or DISP operations

ch of DSP or DISP for which a DSA claims support of signed operations, in accordance with thig
125, the DSA shall be capable of:

invoker:
Configuration to sign all invokes in a particular associafion.

Initiating a signed invoke in accordance with the procedures specified in subclause 6.8.1.

r unbind. It

7.2,
b the
0 may hold the

dures.

e (or a public

lomatic validation
ed in subclause

EAS supporting strong authentication for DOP or*DISP shall support DSP, with or without the capability of strong

bt always be

specified in
ly in the order of

part of ISO/IEC
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1 the signature is

invalid, and handling the error in accordance with the procedures of subclause 6.12.2, including termination of

the association.

Note. This last requirement can be conformance tested by the following steps:

6For example, a certificate's issuer's signature is found to be invalid by reference to a CA certificate acquired in this way,

orace

rtificate is revoked by reference to a revocation list.

7 All DSP operations can be signed (except abandons - see last sentence of Clause 12 of [ISO/IEC 9594-4 : 1993 | ITU-T
Rec. X.518 (1993)]). Similarly, all DSP return-results can be signed, even NULL returns to update operations. No error

can be

signed.
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The tester returns a valid signed result: this must be forwarded (e.g. by DAP)

In the same test and with an identical operation, the tester returns an invalid signed result: this must not be forwarded.;
an error must be returned instead, in accordance with subclause 6.12.2.2.

2. As performer:
e Configuration to require all invokes to be signed.

< Configuration to respond to a signed invoke with a signed return-result, and to respond to a signed operation
with an unsigned return-result, if requested by means of an incemitegtionRequest element.

e Accepting, and validating the signature of a signed DSP or DISP invoke, and responding with a signed return
result in accordance Wlth the procedures specified in subclause 6.5.2, or generating an appropriate DSP or DISP

Eyxvor if thao cianaoti v o alid o oo rdanoan aanth thhn nrann irac fobolaca o0 7 9
CHOT I Oc-SIgTratarcTS |||vuu|u, Tt CoTrOaC Tt T e PTroCtTtOtTC SOt SHRtraHUSe-o1==

3. Aginvoker or as performer:

« | Validating (i) CA Certificates and (ii) Revocation Lists, as necessary to validate signatures, in pccordance with
the static requirements of subclause 5.1.6 and the procedures defined in subclause 6.6.

« | Terminating the DSP or DISP association (as appropriate) when an invalid signature & found.
Notes.

a) | Although evaluation of the signatureesfch signed operation against pre-evaluated)certificates is required,|there is no
requirement that the CA Certificate and Revocation List validation process shiould be fully carried out in resméct of

DSP or DISP operation. In fact, doing so would multiply the traffic by a factor of at least 3 (the original operation plus
at least one read operation initiated by the Responder to obtain a CA\Certificate a Revocation Lists, plys at least one
similar operation initiated by the Invoker).

b) | It would be reasonable to carry out such checks periodically (e.g.'once every hour, or at times when new fevocation lists
are known to have been posted), and to rely on earlier pre-evaluations of certificate chains.

Note. A conformance test for this could cause a certificate t@ be revoked, and to require the DSA to act accordingly after not
latg¢r than some agreed period.

5.1.5( Signed Results

DSAs ¢laiming conformance to this part of ISO/AEC ISP 15125 in supporting signed DSP operations shall be capable of
signing Directory Abstract Service return results, as permitted by the protocol and defined in [ISO/IEQ 9594-3 : 1995 |
ITU-T Rec. X.511 (1993)] clauses or subclauses 7.10, 9, 10, and 11, and shall also be capable of signing the aggregation
of locally generated list results, search«esults and uncorrelated list or search results from other DSAs in accordance with
clause|10, leaving intact the signatures- (if any) on the latter.

5.1.6 | Certificates and Reviocation Lists

5.1.6[1 Certificates

DSAs tlaiming conformarce to this part of ISO/IEC ISP 15125 in supporting Strong Authentication or| Signed DSP or
DISP gperations shalksupport Certificates in accordance with Version 3 as defined by [ISO/IEC 95948 : 1995 | ITU-T
Rec. X509 (1993)});-as amended by the extension mechanism of Corrigendum 2 to [ISO/IEC 9594-8 : 4995 | ITU-T Rec.
X.509 [1993)].(except that there is no requirement to support any Version 3 extension), and in accordamce with subclause
6.10.3 |(Certificate Processing) below.

5.1.6.2-Revocation Lists

DSAs claiming conformance to this part of ISO/IEC ISP 15125 in supporting Strong Authentication or Signed DSP or
DISP operations shall support Revocation Lists in accordance with the definitions of [ISO/IEC 9594-8 : 1995 | ITU-T
Rec. X.509 (1993)], as amended by the extension mechanism of Corrigendum 3 to [ISO/IEC 9594-8 : 1995 | ITU-T Rec.
X.509 (1993)] and in accordance with subclause 6.10.4 below.

Notes

1. If an extension is defined as critical, DSAs conformant to this part of ISO/IEC ISP 15125 shall handle it as specified in
subclause 6.6.4.

8 A DSP or DISP association with a bad signature on a signed operation is suspect, so that being able to close down the
association is an important requirement.

10
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2. The '88 form of CRL was amended, outside the scope of extensibility, to correct certain problems. It therefore seems
appropriate to mandate the '93 form.

5.1.6.3 Certification Hierarchy Topology

A DSA's signature is provided as credentials (bottom right of the Figure 2) for evaluation by reference to the signing
DSA'’s certificate. This signature may be provided in a bind request or result, or as part of a signed invoke or return result.
The certificate can be held by the evaluating DSA, or otherwise made available to the evaluating DSA in the same
protocol exchange, or in different ones.

DSAs shall be able to support a certification topology whereby validation of all correspondent DSAs shall be possible in
accordance with the following arrangements (see Figure 2). The validation referred to here is the full validation by
reference to all relevant certificates and revocation lists, and not the validation of credentials by means of pre-stored

N
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Cross Certificate

certificatesete:
Trusted CA
Public Key
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17
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lIssuers’s signaturel
User Certificate

(for this DSA)

¥
lIssuers’s signaturel
User Certificate

with identit

(for DSA to be authenticated)

Figure 2 — Certificate Hierarchies and evaluation paths
There gre two arrangements of CA that must be supported:

1. The DSA holds the public keyfor at least one trusted CA (top left of the figure - see definition in 3.1), which can be
used to validate certificates.for other DSAs which contain this CA in their own certification hierarchy|(left side of the
figure).

Note. This CA may be,but need not be, the Policy CA for the organisation that owns the DSA.

2. THe entry forthis trusted CA may hold cross-certificates (top right of the figure) which can be Used to validate
ceftificates foy other DSAs in a certification hierarchy which is directly referenced by such cross-ceriificates.

The prpcedures for full validation in accordance with this topology are as follows (see Figure 3 which Uses precisely the
same graghic elements as Figure 2, but omits the captions on the elements):

=4

o= c==Tc—%c==0Ne V=
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Figure 3 — Validation strategies

1. Validate the signature of the user by reference to the public key held in the user’s certificate; validate the issuer’s
signature for this certificate by reference to the public key held in the issuer’s certificate, and so on, where the issuer

11
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of one of the certificates encountered in this way is the trusted CA whose public key is held; establish that no such
certificate has been revoked. (In the left hand side of figure, the first known issuer is the trusted CA,; in the centre
figure, a known issuer is encountered earlier).

As above, except that the trusted CA is not in the same hierarchy as the user; however the issuer of one of the

certificates encountered in this way has its public key supplied in the set of cross-certificates issued by the trusted CA

wh

ose public key is held (right hand side of the figure).

If the top of the certification hierarchy for the credentials signature is reached without encountering a CA whose public
key is known in this manner, or if one of the required certificates is unavailable or has been revoked, the evaluation may

fail.

Notes.

1. | There are many possibilities for practical topologies, and this requirement in no way obligates the usecof
topology. Other topologies may be supported.

2. | In particular, some topologies demand that the CA hierarchy must be reflected in the DIT hierarchy. Ho
not compatible with some practical naming strategies, for example those in which two parts_of‘a compa
under different country entries. CAs for the two parts of the tree cannot then have a hiérarchical relati
compatible with this profile are therefore not permitted to assume that CAs have a hiergrchical relationshig.

6 Prpcedures

6.1 Inptroduction

DSAs ¢laiming conformance to this part of ISO/IEC ISP 15125 shall be-capable of carrying out the pro
below,|as specified by other static conformance requirements specified:above.

DSAs pre permitted to use a DSP association in particular in eitfer direction (i.e. the invoker of a op
association can be different to the DSA that initiated the bind).

Notes

1. | However, DSAs are entitled to refuse to use ancinadequately authenticated association within which 4
operations, and may attempt to create a new,, Securer association for this purpose. The use of an
associations by other than the initiator appears.to be poor practice.

2. | Strong authentication can only work satisfactorily when there is adequate synchronisation between the
valuator of a signature. Achieving synghronisation may be possible using a trusted synchronisation ser
techniques are possible. Note that) if the means of synchronising time is vulnerable to attack or
synchronisation is lost then the_authentication mechanism can become vulnerable to replay attack.
conformance requirement for:synchronisation is made in this part of ISO/IEC ISP 15125.

6.2 Two-way Authentication

DSAs supporting Simple Protected or Strong Authentication for DSP, DOP, or DISP, or signed DSP or
may optionally be able(to)claim conformance to two-way authentication as opposed to two one-way aut|
differemce between<these in the present context is that, for two-way authentication, the initiator’s (or in
numbey is returnéd-by the responder (or perforimegddition toa random number of the responder’s (or

own choosing.\With two one-way authentications, the only random number returned is a random
responder’'s~(or performer’s) own choosing; there is no correlation with the initiator’s (or invoker’s) rando

this particular

wever, this is
ny are placed
nship. DSAs

cedures specified

bration on a DSP

D invoke new
onymous DSP

reator and the
ice, but other
correct time

However, no

DISP operations,
nePfidaions.
voker’'s) random
berformer’s)

number of the
m number.

9 Two-way authentication is valid both in binds and in signed operations.
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Figure 4 — Two-way authentication
The choice of two-way authentication (Figure 4) as opposed to two one-way authentications _is‘a matte

policy petween pairs of DSAs, and could vary from protocol to protocol. This part of ISOAEC ISP 1
recomimendations as to when two-way authentication should be applied, or how DSAs¢hould enter the
agreements.

When
numbe

wo-way authentication is being used, the initiator (or invoker) shall check(hat the initiator’s (or in
r, as returned, is identical to the value as initially despatched.

The |[ASN.1 elements SimpleCredentials.validity.randoml ,  StrongGredentials.bind-token.random
SecurityParameters.random , each of which is defined as havimyT STRING syntax can be used to
information necessary for two-way authentication. The initiator supplies a random number (Yadinid may
signal [hat two-way authentication is to be used. The responderteturng' lamith ff. All this information ne
placed|in theandom1 orrandom elements referred to.

DSAs

1. AS
BI
leg

Aq responder (or performer), encode the-fandom nufif@BIT STRING) in the form of aBIT STRING co
thg simple concatenation df and P. For.example, if’is 1A3C5Qs and P is 03E66@s, then the resulting
is {he 1A3C5003E66@ again with m@st significant bit first® being retained as is, antipotentially havin
0's.
AS
no

The re
cannot

The r
random
for twq
specifi

tlaiming support for two-way authentication shall, when‘two-way authentication is being applied:

STRING containing the value”r encoded most significant bit first, potentially with leading 0
itimate to round off the bits to 8-bit boundaries).

initiator (or invoker), declare the returned credentials as invalid if the retusnignl or random bit
the same as the outgoing bitstring with additional bits concatenated.

sponder must determine from bilateral agreement with the initiator that two way authentication is
be determined from the incoming protocol.

esponding -DSA shall use the presence of MamdomAwithOptionalRandomB  encoding wi
1 /randonelement bitstrings as signalling a request for two-way authentication. That is: DSAs ¢
-way -authentication shall respond as above if tfrelom1 /random element contains ASN.1 er
a2}

bd,

of authentication
5125 makes no
necessary bilateral

oker’s) random

and
carry the
wish to
pds to be

initiator (or invoker), encode the initiator/invoker-supplied random nurfib@BIT STRING) in the fgrm of a

s (i.e. it is
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) leading

5tring is
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hin the
aiming support
coding as
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les of two-way

authentication as defined above. If a responder receives a random number value which is not encoded as described above

it can take action appropriate to an attempt to initiate authentication that was not two-way.

Note. Credentials are made insensitive in this way to an attack in which an impostor DSA Z observes an
responding to an association initiated by a DSA X; it subsequently intercepts a new association request a
credentials, thereby purporting to be DSA Y. Another form of attack which is protected against is one in which

other DSA Y
nd replays the
an impostor

DSA Z observes another DSA Y responding to an association initiated by a DSA X; it subsequently intercepts a new

association request from another DSA X' to Y, and replays the observed credentials, thereby purporting t

o be DSA'Y.

10 The Directory Standards do not define precisely how two way authentication is done. The method defined above is one

of several choices. Future versions may specify alternative encodings.
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(When using simple protected authentication, an attack of this kind can also be protected against by giving a DSA different
passwords for each other DSA to which it habitually binds.)

6.3 Random Numbers

The ral

StrongCredentials.bind-token.SIGNED.random
SecurityParameters.random

ndom numbers used to derSimpleCredentials.validity.random1
in the case of Strong Credentials
for signed operations, shall not repeat regularly witffi dterations.

in the

6.4 Distinguished Encoding Rules

The encoding rules for DER (Distinguished Encoding Rules) are defined in [ISOA&ES : 1995 | ITU-T Rec. X.509
(1993)] clause 9. However, these rules make the presumption that the mechanism carrying out the encoding are aware of
the precise syntax of what is encaoded This is not the case for the Directory since DSAs must handle encodings prepared

by othg
unknoy

When
follows

a)
b)

d)

)

h)

br entities, and these encoding may contain (A) unknown extensions, (B) values encoded in acte
vn syntaxes, and (@fo and other elements encoded with an unknaww syntax.

the DER rules cannot be completely applied, for these reasons, the rules shall be applied in g
(using the original reference letters):

As in X.509;

for string types which are identifiable as such by the ASN.1 encodingor by knowledge of
constructed form of encoding shall not be used; in other cases, the form ofithe syntax shall rem
the DSA by the originating entity, modified by other of these rules as necessary;

if a value of a type is its default value, where identifiable as such-by/knowledge of the syntax, i
in other cases, the value shall remain (i.e. as supplied to the DSA by the originating entity, moq
these rules as necessary);

the components of a Set type (but not a Set-of type), where identifiable as such by knowledg
shall be encoded in ascending order of their tag valde; where absence of knowledge of thq
impossible to distinguish between a Set type andsa Set-of type, the Set-of type encoding rule,
shall be used; in other cases, the value shallxemain (i.e. as supplied to the DSA by the ¢
modified by other of these rules as necessary),

the components of a Set-of type (but not;a Set type), where identifiable as such by knowledge ¢
be encoded in ascending order of their‘octet value; this rule shall also apply where absence of
syntax makes it impossible to distinguish between a Set type and a Set-of type; in other casq
remain (i.e. as supplied to the DSA-by the originating entity, modified by other of these rules as

if for a value of Boolean type, Which is identifiable as such by the ASN.1 encoding or by kn
syntax, the value is true, the’encoding shall have its contents octet set {4 itFBther cases, the f
syntax shall remain as\supplied to the DSA by the originating entity, modified by other of
necessary;

if for a value of Bit String type, which is identifiable as such by the ASN.1 encoding or by kn
syntax, each of.the unused bits in the final octet of the encoding, if there are any, shall be se
cases, the.form of the syntax shall remain as supplied to the DSA by the originating entity, mog
these rules as necessary;

for, aWwalue of Real type, which is identifiable as such by the ASN.1 encoding or by knowledd
hases 8, 10, and 16 shall not be used, and the binary scaling factor shall be zero; in other cag

in the case of Simple Protected Credentials,

bind or

dance with locally

form modified as

the syntax, the
ain as supplied to

shall be absent;
lified by other of

b of tHe syntax
syntax makes it
as defined below
riginating entity,

f the syntax, shall
knowledge of the
s, the value shall
hecessary);

pwledge of the
brm of the
these rules as

bwledge of the
to zero; in other
ified by other of

e of the syntax,
es, the form of the

these rules as

syhtax shall remain as supplied to the DSA by the originating entity, modified by other of
necessary.

Values of UTCTime type should always use the form in which seconds are present. In any case, the form of the syntax
shall remain as supplied to the DSA by the originating entity, modified by other of these rules as necessary.

11 Where the syntax is unknown, it is impossible to distinguish between a Set and a Set-of type. In addition, implicit
encodings may be Set or Set-of types, but cannot be recognised as such by the DSA if the encoding is unknown
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The application of the more general rule e) in place of rule d) produces exactly the same result in all currently known
circumstances, and it is acceptable that implementations base their DER encoding on rule €) to cover both!gituations.

DSAs shall contribute to the accuracy of application of the original rules by using the following rules in their own use of
BER encoding:

1. |If avalue of a type is its default value, it shall be absent.

2. Wherever implicit encoding is used, the encoding shall follow the DER rules at least for the element having the
implicit encoding (but not necessarily any elements contained within it).

6.5 Simple Unprotected Authentication
6.5.1 Initiator of the Bind

For a DSA claiming conformance to Simple Unprotected Authentication, the initiator shall be capable,(of the following
procedures: the initiator shall generat@pleCredentials within aBindArgument as follows:

* | Only name and (optionallypassword shall be present

* | Theunprotected choice forpassword (if present) shall be taken.
6.5.2 [ Responder to the Bind

If the password is present, the responder to the Bind shall validate the unprotectedsimple credentials ag follows:

« | By making use of its own stored knowledge of the initiating DSA's password, the credentials ghall be taken as
invalid if the two password values, as received and as locally knowp; are different.

Nofes.

1. | If the password is absent, a DSA may take as invalid a bind request from a DSA not known to it [e.g. by pre-
configuration).

2. | This provision does not disallow the use of a trusted password server.

The regponding DSA shall be capable of returning simple. credentials defined in subclause 6.2.1 in the [same form (i.e., if
password was present, withme andpassword present<and taking theprotected choice forpassword ; if password
was aljsent, with justame present).

If the Ipitiator's credentials are invalid, or if thesBind Request is rejected, the error procedures specified in subclause 6.7
shall bg followed.

6.5.3 | Initiator's response to Bind Result
When the password is present, the.ihitiator of the Bind shall validate the incoming protected simple credentials as follows:

« | By making use of its own-stored knowledge of the responding DSA's password, the credentials|shall be taken as
invalid if the two password values, as received and as locally known, are different.

If the fesponder's credentials are invalid, or if the Bind Request is to be rejected, the error procedures specified in
subclapse 6.7.1 shallbe-followed.

6.5.4 | Response-to DSA, DOP, or DISP bind without credentials

A DSAis pefmitted to respond to a DSA, DOP, or DISP bind without any credentials by suppiypigCredpntials
with ngme’ present.

Initiating BDSAs shattbetapabte of acceptmgsuchtredentiats:

12 An example of two ASN.1 types which can have similar contents but different DER by the X.509 rules are:
SET{ SEQUENCE {}, PrintableString }

SET OF CHOICE {SEQUENCE {}, PrintableString }

The hex encoding 31/04/30/00/13/00 can represent a value of either syntax, but it would not be a correct DER encoding
for the second syntax (for which the hex encoding 31/04/13/00/30/00 would be correct DER).
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6.6 Simple Protected Authentication
6.6.1 Initiator of the Bind

For a DSA claiming conformance to Simple Protected Authentication, the initiator shall be capable of the following
procedures:

1. The initiator shall comply with procedures laid down in:
e [ISO/IEC 9594-4 : 1995 | ITU-T Rec. X.518 (1993)] subclause 11.1
e [ISO/IEC 9594-3: 1995 | ITU-T Rec. X.511 (1993)] subclause 8.1.2 2nd paragraph.
e [ISO/IEC 9594-8 : 1995 | ITU-T Rec. X.509 (1993)] subclauses 6.1 and 6.2, following the procedures that do

nat include t2 and q'f\

with additional requirements as specified in the paragraphs 2 to 5 below.
Noje. The use aime2 andrandom? is out of the scope of this part of ISO/IEC ISP 15125.

2. timel shall be present and shall be set equal to an expiry time for the bind credentials;~down to s¢conds, using any
compliantuTCTime encoding that includes the seconds field, in accordance with 88241 clause 35 .3 a), b) option
2),|c) option 1 or 2; it shall thus be set equal to the time of the bind plus a short positive interval.

3. rarl[doml shall be present. If two-way authentication is to be supported, then<the DSA shall be able to encode this
element in accordance with the requirements of subclause 6.2.

4. Theprotected choice for password shall be taken.

5. Within the SIGNATURE, the algorithm identifier shall represent a specific hashing algorithm, tgken from the
definitions given in Normative Annex C (see also note3 below).

Note. This algorithm must include any padding that may be needed’to bring the length to one compatible with the hashing
algprithm.

6. Also within theSIGNATURE, theencrypted element shall; taken as a binary number, equal the result|of application
of the algorithm of 5 to the octet string formed by thefollowing ASN.1 DER encoding:

SEQUENCE {

name DistinguishedName, -- equal to SimpleCredentials.name

timel UTCTime, -- equal to SimpleCredentials.validity.timel

randoml BIT STRING, -- equal to SimpleCredentials.validity.random1

password OCTET STRING -- equalto SimpleCredentials.password.unprotected

}

=

where the last element is the-value (of the DSA's own password) that would have been supplied if the credentials had
begn unprotected.

Nofes.

1. | Iftime2 andrandom?2 are used, these should be present as follows:

SEQUENCEY
name DistinguishedName, -- equal to SimpleCredentials.name
timeld UTCTime, -- equal to SimpleCredentials.validity.timel
fime2 UTCTime, -- equal to SimpleCredentials.validity.time2

random1l BIT STRING, -- equal to SimpleCredentials.validity.random1
random2  BIT STRING -- pqnnl to Qimlnlc-(‘rndpnfinlc \/nlir‘lity random?2

password  OCTET STRING -- equal to SimpleCredentials.password.unprotected
}

2. Itis recommended that the values of each ofSihgpleCredentials elements in the DSA, DOP, or DISP Bind be
DER encodedIf so encoded, the receiving DSA does not have to re-create the DER encoding.
However, this is a recommendation only.

3. DSAs may support and use hashing algorithms other than those given in Normative Annex C; the requirements stated
above represent a basic capability.

6.6.2 Responder to the Bind

The responder to the DSA, DOP, or DISP Bind shall validate the returning protected simple credentials as follows:

16
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1. It shall determine that the credentials are invalid if the timestamp is older than the present time by more than the
value of the configurable expiry period (see static conformance requirements).

2. It shall synthesise the value ®inpleCredentials.password.protected  in accordance with the procedures of
the preceding subclause, but making use of its own stored knowledge of the responding DSA's password as the
notional value oBimpleCredentials.password.unprotected  ; the credentials shall be taken as invalid if the two
hashed password values, as received and as synthesised, are different.

3. It shall maintain a list of information (e.g. {initiator-nanime1 value,random1 value} for each incoming bind
for at least the time specified by the configurable expiry period, and shall detect a repetition of the combination;
if repetition is detected, the credentials shall be taken as invalid
Note. This important requirement relates to the mechanism whereby the responder detects replay by an impostor that has
serveta—vatitbitd 1 re—expt of-th eptay-by-stimpte—protected—atthentication

The regponding DSA shall be capable of creating return credentials in the case of a validated Bind-Request in accordance
with the procedures of subclause 6.6.1, except that if two-way authentication is to be suppotted, then[the DSA shall be
able tolencode the val®mpleCredentials.validity.random1  in accordance with the requiremehts of subclause 6.2.

If the Ipitiator's credentials are invalid, or if the Bind Request is rejected, the error procedures specified in subclause 6.7

shall be followed.

6.6.3 | Initiator's response to Bind Result

The initiator of the DSA, DOP, or DISP Bind shall validate the incoming protected simple credentials as follows:

1.

If the incoming timestampme1 is older than the present time by more than the value of the configurable expiry
pefiod (see static conformance requirements), or if it is older thamthe time of issue of the original Bind Request by
mqre than twice the value of the configurable expiry period, thé credentials shall be taken as invalid

It shall synthesise the value SinpleCredentials.password.protected  in accordance with the procedpres of the
preceding subclause; the credentials shall be taken as,invalid if the two hashed password values, |as received and a:
syhthesised, are different.

If two-way authentication is to be supported, then'the DSA shall be able to decode and validate the [incoming value of
rarjdom1 in accordance with the requirements.of-subclause 6.2.

If the fesponder's credentials are invalid, or.ifsthe Bind Request is to be rejected, the error procequres specified in

subclapse 6.7.1 shall be followed.

6.7 Strong Authentication in thexDSA, DOP, or DISP Bind
6.7.1] Initiator of the Bind

The initiator shall support the following procedures:

1.

The initiator shall comply with procedures laid down in:
o | [ISO/IEC 9594-4/: 1995 | ITU-T Rec. X.518 (1993)] subclause 11.1
e | [ISO/IECO594-3: 1995 | ITU-T Rec. X.511 (1993)] subclause 8.1.2 3rd paragraph.

o | [ISOHEC 9594-8 : 1995 | ITU-T Rec. X.509 (1993)] subclauses 11.20.3 depending on whethgr two one-
way authentications or two-way authentication is required.

If NO-WaY authentication-is to he cnppnrtnrly then the DSA_shall be able to encode this elementid accordance with
the requirements of subclause 6.2.

The initiator shall either includstrongCredentials.certification-path ~ or StrongCredentials.name in the value of
StrongCredentials . Both may also be included, but if this is the case, the valge®@igCredentials.certification-
path.SIGNED.subject shall be identical to that ®trongCredentials.name. This name shall be the name of the
initiator DSA (i.e. the Directory distinguished name corresponding to the DSA as an AE).

The inclusion of StrongCredentials.certification-path.theCACertificates is optional, but, if included, all
certificates shall be subject to the restrictions specified in subclause 6.6.1.

6.7.2 Responder to the Bind

The responder DSA shall support the following procedures for validating the incoming Strong Credentials:
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is supported (i.e. that the signature can be evaluated using

this algorithm), that thebind-token.name Vvalue is identical to the name of the responder (i.e. the Directory
distinguished name corresponding to the DSA as an AE)., and thatdkteken.time (the expiry time) is later than
the present time; otherwise, the credentials shall be taken as invalid.

The responder shall check that the signature of the initiator is correct by means of pre-stored certificate information,

or by other means that do not require Directory operations; if the signature is found to be incorrect in this way, the
credentials shall be taken as invalid.

1. Th
2.
3. Th

e responder shall maintain a list of information (e.g. {initiator-nasime-token.random

value}) for each

incoming bind for at least the time precedisigd-token.time , and shall detect a repetition of the combination; if
repetition is detected, the credentials shall be taken as invalid.
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en as invalid.

is supported, that thgind-token.name value is idé

e initiator shall check that the signature of\theé’responder is correct by means of pre-stored certi
by other means that do not require Directory operations; otherwise, the credentials shall be taken

\vocation Lists), but shall not be required to do so before the DSP, DOP, or DISP association has

Wo-way authentication is to be.supported, then the DSA shall be able to decode and validate the
dom1 in accordance withthé-requirements of subclause 6.2.

shall demonstrate that'they are capable of checking the certificate, together with associate
ce, as necessary,-to‘revocation lists, and that they can close down the DSP, DOP, or DI
uence.

esponder's_credentials are invalid, or if the Bind Request is to be rejected, the error proced
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icate information,
as invalid.

e responder shall optionally checkthe initiator's certificate (including validation against fhe appropriate

been established.

incoming value of

d certificates, by
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ures specified in

lnvoker of the Operation

The invoking DSA shall support the following procedures for creating a signed DSP or DISP operation over and above
the stipulations of [ISO/IEC 9594-3 : 1995 | ITU-T Rec. X.511 (1993)] subclause 7.10 (these apply also for DISP):

In ChainingArguments :

18

securityParameters shall be present

In securityParameters.certification-path

(which must be present in accordance with [ISO/IEC 9594-3 : 1995 |

ITU-T Rec. X.511 (1993)] subclause 7.10) the name of the subject of the certificate shall be equal to the name of

the invoking DSA and the restrictions of subclause 6.6.1 shall apply.

securityParameters.time  shall be present and shall be the expiry time of the validity of the signature
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* securityParameters.random shall be present. If two-way authentication is to be supported, then
be able to encode this element in accordance with the requirements of subclause 6.2.

e securityParameters.protectionRequest  is optional and may be ignored.
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the DSA shall

Note. This last element appears to apply to the request for the DAP return result to be signed, rather than the DSP or DISP

return result. In these procedures, a signed invoke is always followed by a signed return result.

6.8.2 Performer of the operation

The performer DSA shall support the following procedures for validating the incoming signed DSP or DISP operations:

1.

If the imvoker's credentials are invalid, the error procedures specified in subclause 6.7 shall be followed,
down the association.

The performer shall check that the subject name of the certificate (if present) is identical to the name of the invoking
DSA, as determined by the authentication process for the preceding DSA, DOP, or DISP Bind; otherwise, the

signature shaltbe taken as mvatid:,

Note. In consequence, a signed DSP or DISP operation shall not be accepted if the DSA or DISP Bind was anpnymous.

performer shall check that the signature of the invoke is correct, by means of pre-stered’ certif
or py other means; otherwise, the signature shall be taken as invalid.

The performer shall maintain a list of information (e.g. {invoker-nasaeyrityParameters.random
eafrh incoming operation for at least the time preceshingrityParameters.time , and shall detect a repet

cate information,

value}) for

tion of the

combination on any association, and not distinguishing between invoker and performer for the spegific DS or DISP

opgration; if repetition is detected, the signature shall be taken as invalid.

The performer shall check the invoker's certificate (including validation~against the appropriate R
before responding to the operation, by reference to locally cached. information that is refreshed f
DYAs shall demonstrate that they can close down the DSP, DOP,-0r.DISP association as a result of
anfl that they are capable of obtaining and acting on refreshed certificate or CRL information (e.g. \
inMoker's certificate).

When a return result is to be returned, the Performer shallrespond to an incoming signed Invoke wj
regult. The performer DSA shall support the procedurés for creating a signed return result, as defing
subclause. If two-way authentication is to be  supported, then the DSA shall be able to er
segurityParameters.random  in accordance with the‘vequirements of subclause 6.2.

evocation Lists)
om time to time,
a certificate error,
vhich revokes the

th a signed return
d in the preceding
code the value

including closing

6.8.3 [ Invoker receiving signed Return Result

The invoking DSA shall support the_following procedures for validating the incoming Strong Creflentials of the

Perforiner:

1. THe invoker shall check thatthe subject name of the certificate (if present) is identical to the nanme of the DSA to
which the DSP or DISR.association has been made; otherwise, the signature shall be taken as invaljd.

2. TRHe invoker shall ¢check that the signature of the responder is correct, by means of pre-stored certificate information,
or py other means; otherwise, the signature shall be taken as invalid.

3. THhe invoker~shall maintain a list of information (e.g. {performer-naseeyrityParameters.random value}) for
eafh incoming operation for at least the time preceshingrityParameters.time , and shall detect a repet|tion of the
combjnation on any association, and not distinguishing between invoker and performer for the spedgific DSP or DISP
opgration; if repetition is detected, the signature shall be taken as invalid.

4. The invoker shall check the responder's certificate (including validation against the appropriate Revocation Lists)
before responding to the corresponding inward operation, by reference to locally cached information that is refreshed
from time to time. DSAs shall demonstrate that they can close down the DSP or DISP association as a result of a
certificate error, and that they are capable of obtaining and acting on refreshed certificate or CRL information (e.g.
which revokes the invoker's certificate).

5. If two-way authentication is to be supported, then the DSA shall be able to decode and validate the incoming value of

random1 in accordance with the requirements of subclause 6.2.

If the performer's credentials are invalid, the error procedures specified in subclause 6.7 shall be followed, including
closing down the association.
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6.9 Merging signed results

When a DSA must merge signed partial results for a list or search operation, it shall retain the signature and include each
item in uncorrelatedListinfo  Or uncorrelatedSearchinfo , as appropriate. However, a DSA is permitted to discard a
complete partial result if not doing so would result in excessive information being returned.

6.10 Certificates

6.10.1 Certification Path Creation

There is no requirement to generate the following elements:
* Credentials.strong.certification-path.theCACertificates

PV al¥.Val

° (el HWim) + T ' +l T +
DCTUMy T araTTCTCT ST CCTUCatoTT At T e TAC TTaoaiT S

HoweVer, these elements may be supplied in accordance with an algorithm of the implementor's choositg.
If supplied, they shall be subject to the following general requirements:

« | Forward certificates shall represent a single unbroken directed graph (i.e. the subject of each ¢ertificate shall be
the issuer of another forward certificate or of the originator's certificate)

« | A reverse certificate shall match the corresponding forward certificate 'if."both are presgnt in a single
CertificatePair element (i.e. the issuer of the one is the subject of the othef)

6.10.2 Certification Path Use
There (s no requirement to use the following elements:
* | Credentials.strong.certification-path.theCACertificates
* | SecurityParameters.certification-path.theCAcCertificates
HoweVer, these elements may be used in accordance with amalgorithm of the implementor's choosing.
6.10.3 Certificate Processing

The prpcessing of Certificates shall be carried out in accordance with the principles of [ISO/IEC 95948 : 1995 | ITU-T
Rec. X[509 (1993)] subclause 11.2.

In casgs where the unique identifier is availablé;‘e.qg.:
« | In a Version 2 certificate or later argkUniqueldentifier is present

< | When available without a further Directory operation in a corresponding attribute valuen{gugldentifier -
see ISO/IEC [ISO/IEC 9594-6': 1995 | ITU-T Rec. X.520 (1993)] subclause 5.2.7)

the twg unique identifiers shall.match.

DSAs [shall be capable~6f configuration to match issuer or subject names when the name matches, but the
xxxUniqueldentifier is ynkrown or cannot be obtained without a Directory operation.

A Version 3 certificate*shall be taken as invalid if an unsupported critical extension is defined for it, in pccordance with

the cofresponding, Technical Corrigendum. When an implementation processing a certificate does [not recognise an
extens|on, if the-extension is non-critical, it may ignore that extension, and can consider the certificate fo be valid. If the
extens|on, iS critical, and the particular extension type is not recognised by the DSA, then the certificate should be
considgerednvalid.

6.10.4 Revocation List Processing

Processing of Revocation Lists shall be carried out in accordance with the principles of [ISO/IEC 9594-8 : 1995 | ITU-T
Rec. X.509 (1993)] subclause 11.2. The following stipulations also apply.

A DSA shall be capable of detecting the presence of a certificate on a Revocation List by scanning the complete list of
serial numbers, and shall then consider it revoked, whether or not critical extensions are supported.

A DSA shall be capable of detecting whether a Revocation List has expired by analysiseafupeate element of the
CertificateList value. However, certificates revoked by an expired Revocation List shall be taken as invalid.

A certificate found to be revoked by a Revocation List for which the signature cannot be validated or which appears to be
invalid in any other way may optionally be considered to be actually revoked.
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A certificate for which the corresponding Revocation List cannot be read from the Directory, or which can be read, but is
found to have expired may optionally be considered to be revoked.

6.11 Access Control Identity in the Distributed Directory

This subclause relates to the access control identity associated with a DAP or DSP operation. The issues addressed are:

What name associated with the originator of an operation should to be used as the access control identity?

If different originator names present, is this acceptable, or should a DSA take it as a sign of potential security

breach.

6.11.1 Sources of originator information

The fo

owina are defined as indicatina-the source of an operation
J J ==

Element

The a
with th
the DA

uthenticated identity associaf
e DAP association within whic
P operation occurs

The

requestor
operation’sCommonArguments

argument in arf

when the request is to be sign

:

d)SP operation can be regarded

Standards references Assessment
edSO/IEC 9594-3 : 1995 | ITU-T The bound identity is\Clearly indicated
hRec. X.511 (1993)] subclaugeas a  positive~” and  gpecifjc

8.1.1: identification of,the user.
The credentials argument of the A non-triviakmapping function fro
DirectoryBindArgument allows | the authenticated identity to the acgkss
the Directory to establish thgcontrol-identity is not consistent wi
identity of the user... othér,requirements and impljcatiojps
ISO/IEC 9594-2 : 1995 | Tu-T (8€€ Pbelow).
Rec. X.501 (1993)] subclaugeDSAs conformant to this part @f
15.2.1 last para: ISO/IEC ISP 15125 shall therefofe
. | support the case where the bound
In general, there will “be a: : .
; ; identity is the same as the
mapping _ function ¢ from theauthenticated identity
authenticated identity to the '
access contrgl _«dentity (e.g. the
distinguished_ name of an entry,
together witti"an optional uniqule
identifiery, representing the usey.
This mapping does not fall within
the~yscope of this Directory
Specification. However, 1
particular security policy may
state that the authenticatgd
identity and the access contrpl
identity are the same.
[ISO/IEC 9594-2 : 1995 | ITU-T
Rec. X.501 (1993)] subclauge
15.2.1 2nd note:
Local administrative policy may
stipulate  that authentication
taking place in certain other DSAs
(e g DSAS T otter DMDs) 510
be disregarded.
[ISO/IEC 9594-3 : 1995 | ITU-T The requestor element mus
Rec. X.511 (1993)] subclause 7.2orrespond to the DAP bound
4th para: identity, according to the definition.
The requestor  Distinguished If diffe_rent, the DSA to which the
. o - DAP bind takes place should refusejto
Name identifies the originator of @ )
: . accept the operation on grounds of
particular operation. It holds the . :
name of the user as identified aPOtem'al security breach.
the time of binding to thelf the operation is unsigned the
Directory. It may be required requestor argument in an incomin

fos

21


https://iecnorm.com/api/?name=713c1cab3ba8852b9b0c412142a8ae47

ISO/IEC ISP 15125-7 : 1998 (E) © ISO/IEC
Element Standards references Assessment
and shall hold the name of theadvisory at best, in the absence | of
user who initiated the request. | corroborative evidence.
[ISO/IEC 9594-4 : 1995 | ITU-T If the operation is signed, the
Rec. X.518 (1993)] subclause 10.3equestor argument is redundar,
a): since the originator of the signaturelis
. . | already defined (see below).
If requestor is present in
CommonArguments , [the | DSAs conformant to this part qf
originator ]| argument may be ISO/IEC ISP 15125 should check t]ve
omitted. requestor element, but should nq@t
regard it as authoritative. Thefe is po
conformance requirementDir’|respéct
of this assessment.
In ¢ signed operation, by[ISO/IEC 9594-3 : 1995 | ITU-T This identifier appears to be the m@st
SecuritlyParameters.certification- Rec. X.511 (1993)] subclaugeauthoritative forca-signed opgratign,
path.usprCertificate. SIGNED. 7.10: and should ¢prebably be ysed [in
subject The CertificationPath  component preference.toque.stor ; or any othe.
) X o element,“since it is the only jdentify
consists of the sender’s certificale X X i
hat is_-confirmed (rather than just

and, optionally, a sequence
certificate pairs. The certificate i
used to associate the sende
public key and distinguishe
name, and may be used to‘ve
the signature on the argument
result. This parameter shall b
present if the argument or result
signed.

asserted) in the signed operatipn.

'§he subject cannot represent [a
different identity to the |ooungl
ifidentity.

JerDSAs conformant to this part qf
iSISO/IEC ISP 15125 shall therefofe
support

Securit yParameters.certification-
path.userCertificate.SIGNED.
subject as the authenticated

dentim.
DSAs may take it as an error sgituatipn

if this identity is different to the|bounf
identity or the identity given py the
originator element.
In a DISP operation, by theriginator-| [ISO/IEC 9594-4 : 1995 | ITU-T The originator argument is only useg
argument Rec. X.518 (1993)] subclause 14d..n  the  context  of 5impl¢
a): authentication, and is the onlyl way fin
- which DSA can pass on accesp confrol
The  originator component . . : . .
: identity to their own satisfaction.
conveys the name of the (ultlmate5j
originator of the request unlegsHowever, since requestor |(see
already specified on the securifybelow) is equated to originatpr, and
parameters. If requestor is| also to bound identity, there |s
present in CommonArguments , | evidently an equivalence betyeen [all
[the originator ] argument may be three of bound identityoriginptor
omitted. value and access control identity.
DSAs conformant to this part aof
ISO/IEC ISP 15125 shall be capalyle
of demanding that there is no
difference between values that dre
available.
In a DSP operation, by the[lSO/IEC 9594-4 : 1995 | ITU-T
uniqueldentifier argument Rec. X.518 (1993)] subclause 10.3he bind or in signed operationg),

n):

Uniqueldentifier i  optionally

Uniqueldentifier is made available
a by-product of validation of th

Dsubject’s certificate. This is the only

supplied when it is required f{

When strong authentication is usedfn
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Element Standards references

Assessment

confirm the originator name.

reliable way in which the value qf

Uniqueldentifier can be determined.

DSAs claiming conformance tp
support of Uniqueldentifier ~ shall
support this means of finding it.
In addition,authenticationLevel is relevant.
Element Standards references Assessment
authentjeationtevet HSOAEC09584-4 1995 | T U-F Authentieationtevel—can-be—used by
Rec. X.518 (1993)] subclause 1(.2& DSA to which a DAP bind/ekists fo
m): indicate the authenticatio® Igvel pf
L . . that bind. DSAs ,receiving this
AuthenticationLevel is optionally| . . X
. S . information can amend it downwargls
supplied when it is required tp
o ) . | for access control purposes| or for
indicate the manner in whlchChainin on
authentication has been carrigd gon
out. DSAs sheuld be able to carry|out this
1SN sead-2 ;1995 | mu) SR Tt o conoants
Rec. X.501 (1993)] subclausedoc\an radin T
16.4.2.3; grading.
When basicLevels is used, can
AuthenticationLevel consistifng
of a level and ,ofptional
localQualifier shall be-assigned tp
the requestor tQ Vthe DSA

according to localpolicy

6.11.7

The in
authen
used a

Theau
of auth

In accq
paragr
has de
reques

Accord

P Omission or variation of originator-element in chaining arguments

Clusion of theoriginator element in chaining arguments can be assumed to identify that a satig
tication in the DAP bind took place, from the viewpoint of the originating DSA. The value of this ¢
5 the basis of the access control identity.

henticationLevel component:may optionally be used, particularly when it is required to indicate 3
entication than simple.

rdance with [ISO/IE€*9594-2 : 1995 | ITU-T Rec. X.501 (1993)] subclause 15.2.1 (see Note 2
hph) DSAs are permitted to omit dhiginator element in chaining arguments in support of a security
termined that the value as supplied (by DSA or by a DAP bind) is unreliable. When this is dong
tor element shall not be taken as representing the originator.

ing to [ISO/IEC 9594-2 : 1995 | ITU-T Rec. X.501 (1993)] subclause 15.2.1 third paragraph, DSA

permitted t0 evaluate the to a name that is not the same as the name used for logging in. However,

factory simple-
tlement shall be

| stronger level

following second
policy which
, the value of the

S are apparently
the considerations

identifiedNifvthe tables of subclause 6.11.1 do not consistently support this viewpoint, and DSAs confor
of ISO : igETIoT 1S tHTe Sarme : '

The use of theequestor argument is not recommended as a source of access control identity.
6.12 Error Handling

6.12.1 Error Handling for DSA, DOP, or DISP Binds

6.12.1.1 Error Semantics

The three errors that are permitted as Bind Errors shall be used as follows:

ant with this part

ed identity.
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Table 2 — Error semantics

SO/IEC

Error

Semantics

Security-error—inappropriate authenticatior

ITU-T Rec. X.511 (1993)] 12.7 a))

The level of security is inappropriate (see [ISO/IEC 9594-3

1995 |

Security-error—invalid credentials -
DOP, or DISP Bind

DS

were valid.

A\ The supplied credentials were invalid, in that no DSA, given all o
necessary information about the originator, and his/her/its certifig
and an unlimited capability to process them, could determine tha

the
ates,
they

Security-error—invalid credentials - Sign

operati

ns therefore not an apprnprinfp response far failed DSP_DOQ

bd’he supplied user credentials were invalid. This error respon

5e is

, or |IPISP

signed operations, since the invalid party is the DSA and fe

the User.

Servicg¢-error—unavailable

Security-error - invalid credentials is the correct erfor

All other errors, including the case where it canngt_be geternined if

No

6.12.]
Resp
If simp
supplig

If the 4
not idg
obliged

e. It is recommended that Service-error—unavailable shall take precedence over other errors.

.2 Errors for Simple Protected Authentication in a DSA, DOP,.or DISP Bind -
bnder

le protected credentials were expected and simple unprotected credentials, or other form of
d, Security-error—inappropriate-authentication shall be used.

Igorithm named in theIGNATURE element is known to be inapgpropriate (e.g. it is an object ident
ntify a hash and fill algorithm) Security-error—invalid-credentials should be used. However, a D
to check the nature of the object identifier, so there is no cenformance requirement.

If the

shall bp used. However, because of the previous paragraph, Security-error—invalid-credentials shall alg
a confgrmance test.

If the
crede

IfaD
Other

6.12.]

If stro
authen

If the g
inappr
fill algd

of the pbject idéntifier, so there is no conformance requirement.

If the §
shall b

Igorithm named in thBIGNATURE element is unidentified and is also unsupported, Service-errq

rotected simple credentials carry a timesstamp outside the configured validity period, Secur|
ials shall be used.

is not in possession of the password-of the other DSA, Service-error—unavailable shall be used
rror situations shall be handled:in.accordance with 6.12.1.1.
1.3 Errors for Strong Authentication in a DSA, DOP, or DISP Bind - Responder

ng credentials was expected and another form of credentials were supplied, Security-err
tication shall be used.

Igorithm namedin*theken 's SIGNATURE, or for theSIGNATURE of any other signed element is ki

rithm) security-error—invalid credentials should be used. However, a DSA shall not be obliged to

Igorithm named in an§IGNATURE element is unidentified and is also unsupported,. Service-err(
b.used. However, because of the previous paragraph, Security-error—invalid credentials shall alsg

credentials were

fier that does
SA shall not be

r—unavailable
0 be acceptable in

ty-error—invalid-

pr—inappropriate-

hown to be

ppriate (e.g. ittis.an object identifier that does not identify an appropriate strong authentication method, hash and

check the nature

r—unavailable
be acceptable in &

confor

Iarce lest.

If the receivedstrongCredentials element contains neitheertification-path  nor name, the credentials are invalid, and
Security-error—invalid-credentials shall be used.

Note. StrongCredentials.name andStrongCredentials.bind-token.name

name of the requesting DSA, while the latter is the name of the target DSA.

If StrongCredentials.bind-token.name

Security-error—invalid credentials shall be used.

should not be confused. The former is the

does not match the name of the target DSA, the credentials are invalid, and

If the responding DSA is not capable of completing the process of validation of the credentials, but all steps of the
process that have been completed are correct, Service-error—unavailable shall be used. Specifically, a failure to obtain a
revocation list or to validate the signature on a revocation list that does not contain a reference to the certificate being
validated shall be signalled by this error.

24


https://iecnorm.com/api/?name=713c1cab3ba8852b9b0c412142a8ae47

© ISO/IEC ISO/IEC ISP 15125-7 : 1998 (E)

Note. A revocation list with an un-validated or failed signature that contains a reference to a certificate being validated may
optionally be taken as making the certificate invalid.

Other error situations shall be handled in accordance with 6.12.1.1.
6.12.1.4 Errors for Strong Authentication in a DSA, DOP, or DISP Bind - Initiator

This subclause applies to Initiator DSAs that were unable to establish a DSP, DOP, or DISP association for reasons
specified in this part of ISO/IEC ISP 15125.

The initiator shall respond to operations that would have been chained using the DSP, DOP, or DISP Association as if the
responding DSA had been unavailable.

The initiator shall respond to operations from the responder either with a Service-Error-unavailable or by premature
termingtiorrof the—associatiom by amAbort:

Nofe. These operations are possible because, once plomdes has sent back a bind result, the association exists as far as
thg responder is concerned, and the DSA can chain operations onto it.

6.12.2 Errors in Signed DSP or DISP Operations
6.12.2.1 Errors in a Signed DSP or DISP Operation - Performer

A DSA|shall respond to an invalid or inadequately validated signed invoke by closing down the associatipn.

The D$A may respond with Service-Error—unavailable or other appropriate Serviee Error to the currenf operation and to
all operations not yet responded to before terminating the association. Secufity-error—invalid credentialg shall not be used
(see Table 2 above).

6.12.2.2 Errors in a Signed DSP or DISP Operation - Invoker
A DSA|shall respond to an invalid or inadequately validated signed response by closing down the assoc|ation.

In the [case of a DSP operation, a DSA shall respond to the\originator of the operation, after receiing an invalid or
inadequately validated signed return result as if a Service<Error—unavailable had been received, and in particular, the error
passed back to the original source of the invoke as a ditect consequence of this failure to validate shgll not be Security-
error—ipvalid credentials. With DISP, a similar indication may be made to the shadowing mechanisms|that initiated the
operation.

Note. This may be conformance tested by the\Tester returning a bad DSP or DISP return-result signatufe to the IUT
follpwing an original invoke of a simple operation (read, compare, modify-entry).
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Annex A
(normative)
Profiles Requirements List

Note. In the event of a discrepancy becoming apparent in the body of autonomous DSA procedures and the tables in this
Annex, this Annex is to take precedence.

A.0 Introduction

This Annex specifies the constraints and characteristics of this part of ISO/IEC ISP 15125 on what shall or may appear in
an Implementors' PICS for an implementation conformant to autonomous DUA procedures.

The terminology of conformance requirements is used as defined in 3.2.

The abjbreviations used in the heading of the tables in this Annex are:
D { conformance requirement as defined in the base standard

P { conformance requirement as defined in this part of ISO/IEC ISP 15125

Profile Requirements List
A.1 | Identification of the implementation

A.1.1| Identification of PICS
This part of ISO/IEC ISP 15125 is based on:

e | ISO/IEC JTC1/SC CD13248-2: The Directory: Protocol~Implementation Conformance Statement (PICS)
Proforma for the Directory System Protocol

e | ISO/IEC JTC1/SC CD13248-3: The Directory: Protocol Implementation Conformance Statement (PICS)
Proforma for the Directory Operational Binding Mapagement Protocol

e | ISO/IEC JTC1/SC CD13249: The Directory: Rrotocol Implementation Conformance Statement (PICS) Proforma
for the Directory Information Shadowing Praotocol

A.1.2| Identification of the implementation and/or system

Item Question Response
No

1 Implementation Name

Version Number

Machine Name

Machine Version Number

Operating System Name

Operating System Version No.

Special Configuration Note 1

| N of o M| W N

Other information

Notes:
1. DSAs shall conform as a precondition to the following ISPs:

ADY22
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A.2 Identification of the protocol
A.2.1 Identification of the protocol - DSP
Item | Question Response
no
1 Title, Reference No., publication date of th@SO/IEC 9594 : 1995 | ITU-T Rec. X.518 (1993]],
protocol standard Information Technology — Open Systems Interconnecfion
— The Directory: Procedures for Distributed Operation
2 Protocol Version Number Version 1
3 Implemented Addenda
4 Implemented Defect Reports (Reference Nol) See Annex B
5 Implementor’s Guide Version Number 9
A.2.2|ldentification of the protocol - DOP
Item || Question Response
no
1 Title, Reference No., publication date of thfSO/IEC 9594 :<x995 | ITU-T Rec. X.501| (1993]],
protocol standard Information Technology — Open Systems Interconnecfion
— The Directory” The Models
2 Protocol Version Number Version-l
3 Implemented Addenda
4 Implemented Defect Reports (Reference Nol) See Annex B
5 Implementor’s Guide Version Number 9
A.2.3| ldentification of the protocol --BISP
Iltem | | Question Response
no
1 Title, Reference No., ‘publication date of th@SO/IEC 9594 : 1995 | ITU-T Rec. X.525| (1993]],
protocol standard Information Technology — Open Systems Interconnecfion
— The Directory: Replication
2 Protocol Version Number Version 1
3 Implemented Addenda
4 Imptemented Defect Reports (Reference Nol) See Annex B
5 Implementor’s Guide Version Number 9
A.3  Global statements of conformance
A.3.1 Global statement of conformance - DSP
Item Question D Predicate Name or note¢ Respagpse
No.
1. Does the DSA support DSA Binds in the initiator role? 0 p_dsa bind_ini
2. Does the DSA support DSA Binds in the respondeo p_dsa_bind_resp

role?
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Item Question D Predicate Name or note¢ Respagpse
No.

3. Does the DSA support DSA Binds using simpleo p_dsa_simp_prot_ini
protected credentials in the initiator role?

4, Does the DSA support DSA Binds using simpleo p_dsa_simp_prot_resp
protected credentials in the responder role?

5. Does the DSA support DSA Binds using strongo p_dsa_strong_ini
credentials in the initiator role?

6. Does the DSA support DSA Binds using strongo p_dsa_strong_resp
r\rnrlnntialc n thn rnepnndnr tole2

7. Does the DSA support the invoker role in DSPo p_dsp_invoker
operations?

8. Does the DSA support signed DSP operations in poti p_signed_dsp
invoker and performer roles

9. Does the DSA support unique identifiers [ino p_dsp_unigue_names
ChainingArguments?

10. Does the DSA support authentication level | ino p_.dsp” auth_level
ChainingArguments

A.3.2| Global statement of conformance - DOP
Item Question D Predicate Name or note Respdlnse
No.

1. Does the DSA support Operational Binding,type: 0 p_sob
shadowOperationalBindingID

2. Does the DSA support Operational Binding type: 0 p_shob
SpecificHierarchicalBindingID

3. Does the DSA support Operational* Binding tyye- o] p_nshob
specificHierarchicalBindingID

4, Does the DSA support DOB'Binds in the initiator role? 0 p_dop_bind_ini

5. Does the DSA support’DOP Binds in the responden p_dop_bind_resp
role?

6. Does the DSA-support DOP Binds using simpleo p_dop_simp_unprot_ini
protected credentials in the initiator role?

7. Does the” DSA support DOP Binds using simpleo p_dop_simp_unprot_regp
protected credentials in the responder role?

8. Does the DSA support DOP Binds using strong p_dop_strong_ini
credentials in the initiator role?

9. Does the DSA support DOP Binds using strong p_dop_strong_resp
credentials in the responder role?

A.3.3 Global statement of conformance - DISP
Item Question D Predicate Name or note Respdlnse
No.

1. Does the DSA support the application-context: 0 p_disp_sup_ini

shadowSupplierinitiatedAC  ?
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Item Question D P | Predicate Name or note Respdnse
No.

2. Does the DSA support the application-context: 0 o | p_disp_rel_sup_ini
reliableshadowSupplierinitiatedAC?

3. Does the DSA support the application-context: 0 0 | p_disp_cons_ini
shadowConsumerinitiatedAC  ?

4, Does the DSA support the application-context: 0 o | p_disp_rel_cons_ini
reliableshadowConsumerinitiatedAC ~ ?

5. Does the DSA support DISP Binds In the Initiator roje? o p_disp_bind

6. Does the DSA support DISP Binds in the respondev 0 | p_disp_simp_unprot_res
role? p

7. Does the DSA support DISP Binds at least using o | p_disp_simp_ufprot_in
simple protected credentials in the initiator role?

8. Does the DSA support DISP Binds at least using 0 | p_disp_simp_unprot_re$
simple protected credentials in the responder role? p

9. Does the DSA support DISP Binds at least using stfong 0 | p_disp_strong_ini
credentials in the initiator role?

10. Does the DSA support DISP Binds at least using strorng 0./| p_disp_strong_resp
credentials in the responder role?

11. Does the DSA support signed DISP operations in poth 0 | p_signed_disp
invoker and performer roles

A.3.4| Global statement of conformance - all supported protocols
Item Question D P | Predicate Name or not¢ | Respdnse
No.

1. Does the DSA support twosway authentication| ino 0 | p_2way_simp_prot
simple protected authentication?

2. Does the DSA support two-way authentication| ino 0 | p_2way_strong
strong binds?

3. Does the DSA™\Support two-way authentication| ino o | p_2way_signed
signed operations?

4, Does the)DSA support Certificates Version 1 0 p_cert vl

5. Does.the DSA support Certificates Version 2 0 p_cert_v2

6. Does the DSA support Certificates Version 3 m  p_cert_v3

7. Does the DSA support Certificate Revocation LSt 0 [ p_crivl
Version 1

8. Does the DSA support Certificate Revocation Ljst o | p_crl_v2
Version 2

9. Does the DSA support Certificate Revocation Ljst m | p_crl_v3
Version 3

A4 DSP

For the purposes of this subclause and its subclauses in turn:
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p_simp_unprot =p_dsa_bind_ini AND p_dsa_bind_resp
p_simp_prot =p_dsa_simp_prot_ini AND p_dsa_simp_prot_resp
p_strong = p_dsa_strong_ini AND p_dsa_strong_resp

p_signed = p_signed_dsp

A.4.1 Capabilities and options

There are three columns indicating the mandatory, optional or conditional status (etc) of elements within associations (i.e.
after bind has taken place):

Column heading: Rel (relaying) Act (acting) Resp (responding)

Meaning: Initiates a chained Initiates a chained Responds to a chained operation as|a

anaration ac ~ ool ~f a ration i PPN PP TP~V SN P-V-ST1 [ 2P-C JPN W=V rantiuao
U'J\/IULIUII Uo A TLOouUIt Ul Ur.l\.zlull\.lll mruire varuauurrTeouit Ul I\,Iuylllu Ul uullllu
relaying in the Name Phase
Resolution Phase

A definition of the Name Resolution and Evaluation phases is given in [ISO/IEC 9594-4 : 1995 | ITU-T Rec. X.518
(1993)] subclause 15.2.

A.4.1]10perations

DSAs ghall conform to ADY22 as a precondition

Item Protocol Element DSPDSP| DSP|DSP|DSP| DSP Reference/Notes
No. D D D P P P
Rel | Act | Resp| Rel | Act | Resp
1 |(DirectoryBind m m m cll cil my~Note 1
2 |DirectoryUnbind m m m| clf cl m| Note 1
3 [[ChainedRead o 0 m  cloel m Note 1
4 |ChainedCompare o] o] m ,cl ¢ m Notel
5 [[ChainedAbandon 0 0 mic, ¢l cfl m Note 1
6 [[ChainedList o] o] m| cl cl m| Note 1
7 |[ChainedSearch 0 (o] nm «cl dl m Note 1
8 [[ChainedAddEntry 0 0 m ¢l c¢1 m Notel
9 [[ChainedRemoveEntry 0 0 n ck dI m Notel
10 |/ChainedModifyEntry o] o} m| cl «cl m| Note 1
11 ||ChainedModifyDN o] 0 m| cl cl m| Note 1
Conditjonals

cl: if p| dsp_invokerthen m else o
Notes
1. Theseitems are defined in Part 4 of this part of ISO/IEC ISP 15125 (ADY?22)
A.4.1[2Pfotocol Elements

A.4.1.2.1 DSA Bind Elements

A.4.1.2.1.1 DSA Bind Arguments

The column marked Init correspond to the bind initiator

ltem Protocol Element DSPDSP| DSP| DSP References/Notes
No. D D P P
Init | Resp| Init | Resp,
DirectoryBindArg m m m m [A.4.1.1/1
2 credentials c c m m
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ltem Protocol Element DSPDSP| DSP| DSP References/Notes
No. D D P P
Init | Resp| Init | Resp,
3 simple c c m m
4 name m m m m
5 validity 0 0 c3| c3
6 timel 0 0 m m
7 time2 o] o] i i
8 random1l o] 0 m m
9 random2 o] o] i i
10 password o} o] m m
11 unprotected 0 0 m m
12 protected o} o] c3[ c3
13 algorithm m m m m
Identifier
14 encrypted m m m m
15 strong C c c5 c5
16 certification-path o} o} m m{ A.7.3
Note 1
17 bind-token m m m m
18 toBeSigned m m m m
19 algorithm m m m m |A.7v4
20 name m m m m
21 time m m m m
22 random m m m m
23 algorithm m m m m |A.7.4
Identifier
24 encrypted m m m m
25 name 0 0 o] m| Note 1
26 externalProcedure i i i i
27 versions m m m m
Condit|onals:
c3: if p|_simp_prot then m else o
c4: if p|_ simpJunprot then m else o
c5: if pLstrong-then-melse o

Notes

1. At least one or both of the certification-path and nhame must always be present, and if both, then they must “agree”,
i.e., indicate the same name.

A.4.1.2.1.2 DSA Bind Result

Iltem Protocol Element DSPDSP| DSP| DSP References/notes
No. D D P P
Init | Resp| Init | Resp,

1 DirectoryBindArg m m m m |A4.1.2.1.1
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ltem Protocol Element DSPDSP| DSP| DSP References/notes
No. D D P P
Init | Resp| Init | Resp,
2 credentials c c m m
3 simple c c m m
4 name m m m m
5 validity 0 0 c3| c3
6 timel 0 0 m m
7 time2 o] 0 i i
8 random1l o] o] m m
9 random2 o] o} i i
10 password o} o] m m
11 unprotected 0 0 m m
12 protected o} o] c3[ c3
13 algorithm m m m m
Identifier
14 encrypted m m m m
15 strong c c c5 c5
16 certification-path o} o} m m{ A.7.3
Note 1
17 bind-token m m m m
18 toBeSigned m m m m
19 algorithm m m m m<JA.7.4
20 name m m m m
21 time m m m m
22 random m m m m
23 algorithm m m m m |A.7.4
Identifier
24 encrypted m m m m
25 name o] 0 o] m| Note 1
26 externalProcedure | i i i i
27 versions m m m m
Conditjonals:
c3: if p|_simp_prot then m else o
c4: if pLsimp_unprot then melse o

¢5: if p_strong then m else o
Notes

1. At least one or both of the certification-path and nhame must always be present, and if both, then they must “agree”,
i.e., indicate the same name.

A.4.1.2.1.3 Directory Bind Error

(void)

A.4.1.2.2 Directory Unbind Elements

DirectoryUnbind has no argument (see Section 8.2 of [ISO/IEC 9594-3 : 1995 | ITU-T Rec. X.511 (1993)]).
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A.4.1.2.3 Chained Operation Elements

tem Protocol Element DSPDSP| DSP| DSP| DSP
No. D D P P P
Init [Resp Rel | Act | Resp
1 |chainedXxx c m c c m| A.4.1.1/3-11 omitting A.4.1.1/5
Note 1
2 chainedXxxArgument m m m m m| Note 1
3 unsigned (chainedXxxArgument) m m m m m Note 1
4 ChainingArguments m m m m m
5 XxxArgument m m m m m | Note 1
6 signed (chainedXxxArgument) g Q 6 o6 g6 A.4.1.1/3-11 omitting A4.1.1/5
Note 1
7 ToBeSigned m m m m m
8 ChainingArguments m m m m m A4124
9 XxxArgument m m m m m | Note 1
10 algorithmldentifier m m m m m| A74
11 encrypted m m m m m
12 ChainingArguments m m m m i
13 XxxArgument m m m m m| Note 1
14 ||chainedYyyResult m m m m m Note 2
15 unsigned (chainedYyyResult) m m ] m m Note 2
16 ChainingResults m m 0t m I
17 YyyResult m m m m m| Note 2
18 signed (chainedYyyResult) q 0 g6 d6 a6 Note?2
19 ToBeSigned m m m m m
20 ChainingResults m m n m 11
21 YyyResult m m m m m
22 algorithmldentifier m m m m m| A74
23 encrypted m m m m m
24 ChainingResults m| m m m 0y
25 YyyResult m{ m| m m m | Note 2
26 |Ffrors m m| m m m
Conditionals:

c6: if if p_signed then m else o
Notes.
1. Xxxis any one of:

Read
Compare
List
Search
Addentry
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RemoveEntry
ModifyEntry
ModifyDN

The abandon operation can be chained, however, the X.500 standards do not support digitally signing this operation
2. Yyyis any one of:

Read

Compare

List

Search

Other responses are represented by a simple NULL of no relevance to this PRL.

A.4.1|2.4 Chaining Argument Elements
Item Protocol Element DSPDSP|{DSP| DSP| DSP References/notes
No. D D P P P
Act [Resp Rel| Act | Resp
1. ChainingArguments o} m nmm m A4.1.23/12
2. originator o] m| m m m
3. targetObject o] m m m m
4. operationProgress It n]] m m m
5. nameResolutionPhase m m M W M
6. nextRDNToBe o] m m m m
Resolved
7. tracelnformation m m{ m m m
8. aliasDereferenced 11 n m m m
9. aliasedRDNs o} mi m m m
10. returnCrossRefs m m q Q dg
11. referenceType m nm | 1
12. info 0 o] o} o] m
13. timeLimit o] m| m m m
14. securityParameters m m ¢6 d6 ¢6 A7.2
15. entryOnly m m| m m m
16. uniqueldentifier o] ol c¢7 c7 m
17. authenticationLevel 0 o cB «c8 m
18. exelusions 0 o] 0 o] m
19. excludeShadows o n q q m
20. nameResolveOnMaster m m 0 D m
Conditionals:

c6: if p_signed then m else o
c7: if p_dsp_unique_names then m else o

c8: if p_dsp_auth_level then m else o
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A.4.1.2.5 Chaining Result Elements
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Item Protocol Element D D P P P References/notes
No. Act | Resp| Rel| Act | Resp
1. ChainingResults m mm m m
2. info 0 o o] o] o]
3. |crossReferences g g D D
4. securityParameters nm m g6 6 @6 A.7.2
5. alreadySearched m g m q
Conditjonals:
1. c6} if p_signed then m else o
A5 |DOP
Note. For the purposes of this subclause and its subclauses in turn:
p_simp_unprot = p_dop_bind_ini AND p_dop_bind_resp
p_simp_prot =p_dop_simp_prot_ini AND p_dop_simp_prot_resp
p_stroipg = p_dop_strong_ini AND p_dop_strong_resp
A.5.1| Capabilities and options
A.5.1]1Operations
Item Protocol Element DOPDOP| DOP|DOP References/notes
No. D D P P
Inv [Resp| Inv |Resp
1 DOPBind m m m m
2 DOPUnbind m m m m
3 EstablishOperationalBinding C 0 m m Note 1
4 ModifyOperationalBinding c m m m| Note 1
5 TerminateOperationalBinding C n n|| m Note 1

Notes.

1. DOP EstablishOperationalBinding, ModifyOperationalBinding, and TerminateOperationalBinding of

support digitally signed eperations in the ‘93 edition of the X.500 Standards.

erations do not

A.5.1/3Protocol Elements
A.5.113.1 DOP-Bind Elements
A.5.1]3.1.1 DOP Bind Arguments
The cdlumn_marked Init correspond to the bind initiator
Item Protocol-Element BoiPboR-BORIBOR Referencesthetes
No. D D P P
Init | Resp| Init | Resp
1 DirectoryBindArg m m m m |A5.1.1/1
2 credentials c c m m
3 simple C c m m
4 name m m m m
5 validity o] 0 c3| c3
6 timel o] 0 m m
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ltem Protocol Element DOPDOP|DOP|DOP References/notes
No. D D P P

Init | Resp| Init | Resp,
time2 o] o] i i
random1l o] o} m m
random2 o] o] i i

10 password o} o] m m
11 unprotected 0 0 m m
12 protected 0 o] c3[ c3
13 algorithm m m m m

Identifier

14 encrypted m m m m
15 strong c c c5 c5
16 certification-path m m{ A.7.3

Note 1

17 bind-token m m m m
18 toBeSigned m m m m
19 algorithm m m m m |A.7.4
20 name m m m m
21 time m m m m
22 random m m m m
23 algorithm m m m m |A.7v4

Identifier

24 encrypted m m m m
25 name o] 0 0 m| Note 1
26 externalProcedure i i i i
27 versions m m m m

Conditjonals

c2:if (p_simp_unprot OR p_simp~_prot) then m else o

hey must “agree”,

c3: if p|_simp_prot then m-else o
c4: if p| simp_unprot then m else o
c5: if p|_strong thefi.m else o
Notes
1. At|ledst-one or both of the certification-path and name must always be present, and if both, then t
i.el,_indicate the same name
A.5.1.3.1.2 DOP Bind Result
Item Protocol Element DOPDOP|DOP| DOP References/notes
No. D D P P
Init | Resp| Init | Resp|
1 DirectoryBindArg m m m m [A.5.1.1/1
2 credentials c c m m
3 simple c c m m
4 name m m m m
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ltem Protocol Element DOPDOP|DOP|DOP References/notes
No. D D P P
Init | Resp| Init | Resp,
5 validity 0 0 c3| c3
6 timel 0 0 m m
7 time2 o] o] i i
8 random1l o] o} m m
9 random2 o] o} i i
10 password o] o] m m
11 unprotected 0 0 m m
12 protected o} o] c3[ c3
13 algorithm m m m m
Identifier
14 encrypted m m m m
15 strong c c c5 c5
16 certification-path 0 0 m m| A.7.3 Note 1
17 bind-token m m m m
18 toBeSigned m m m m
19 algorithm m m m m |A.7.4
20 name m m m m
21 time m m m m
22 random m m m m
23 algorithm m m m m 1A.7.4
Identifier
24 encrypted m m m m
25 name o] 0 o] m| Note 1
26 externalProcedure i i i i
27 versions m m m m
Conditjonals:
c2: if (p_simp_unprot OR'p) 'simp_prot) then m else o
c3: if p|_simp_prot then m else o
c4: if p| simp_unprotthen m else o
c5: if p| strong-then m else o
Notes

1. At least one or both of the certification-path and nhame must always be present, and if both, then they must “agree”,
i.e., indicate the same name.

A.5.1.3.2 Directory Unbind Elements

DirectoryUnbind has no argument (see Section 8.2 of [ISO/IEC 9594-3 : 1995 | ITU-T Rec. X.511 (1993)]).
A6 DISP

Note. For the purposes of this subclause and its subclauses in turn:

p_simp_unprot =p_dsa_bind_ini AND p_dsa_bind_resp
p_simp_prot =p_dsa_simp_prot_ini AND p_dsa_simp_prot_resp
p_strong = p_dsa_strong_ini And p_dsa_strong_resp

p_signed = p_signed_dsp
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