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Foreword

ISO (the International Organization for Standardization) and IEC (the
International Electrotechnical Commission) form the specialized system
for worldwide standardization. National bodies that are members of ISO
ie i j through
technical committees established by the respective organization to deal
with particular fields of technical activity. 1ISO and (EC {echnical
committees collaborate in fields of mutual interest. Other intefnational
organizations, governmental and non-governmental, in liaison with 1SO
and IEC, also take part in the work.

In the field of information technology, 1ISO and TEC have estahlished a
joint technical committee, ISO/IEC JTC-4¢ In addition to developing
International Standards, ISO/IEC JTC 1 ‘has created a Special Group on
Functional Standardization for the) elaboration of Intefnational
Standardized Profiles. -

An International Standardized) Profile is an internationally | agreed,
harmonized document which.identifies a standard or group of standards,
together with options and parameters, necessary to accomplish a|function
or set of functions.

Draft International Standardized Profiles are circulated to national bodies
for voting. Publication as an International Standardized Profile |requires
approval byat’least 75% of the national bodies casting a vote.

International Standardized Profile ISO/IEC ISP 10611-1 was prepared
with the collaboration of:

— 08I Asia-Oceania Workshop (AOW),

— European Workshop for Open Systems (EWOS) [jointly with the
European Telecommunications Standards Institute (ETSI)];

— OSE Implementors’ Workshop (OIW).
ISO/IEC ISP 10611 consists of the following parts, under the general title

Information technology - International Standardized Profiles AMH1n -
Message Handling Systems - Common Messaging:

— Part 1: MHS Service Support

— Part 2 : Specification of ROSE, RTSE, ACSE, Presentation and
Session Protocols for use by MHS

— Part 3: AMH11 - Message Transfer (P1)
— Part4: AMH12 - MTS Access (P3)
~— Part 5: AMH13 - MS Access (P7)

Annexes A and B form an integral part of this part of ISO/IEC ISP 10611.
Annexes C, D and E are for information only.
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Introduction

This part of International Standardized Profile ISO/IEC ISP 10611 is
defined within the context of Functional Standardization, in accordance
with the principles specified by ISO/IEC TR 10000, “Framework and
Taxonomy of International Standardized Profiles”. The context of
al Standardization is one part of the overall field of Information

function. Profiles standardize the use of options and other variations in the
base slandards, and provide a basis for the development of uniform,
internatjonally recognized system tests.

One of the most important réles for an ISP is to serve as the basis for the
develogment (by organizations other than ISO and IEC) of internationally
recognigzed tests and test centres. ISPs are produced not simply to
‘legitimige’ a particular choice of base standards and options, but to
real system interoperability. The development and widespread
acceptagnce of tests based on this and other ISPs is crucial 4o “the
successful realization of this goal.

The text for this part of ISO/IEC ISP 10611 was developed in close
cooperation between the MHS Expert Groups of the. three Regional
Workshiops: the North American OSE Implementors™Workshop (OIW),
the Eufopean Workshop for Open Systems (EWOS) (jointly with the
corresppnding expert group of the European- Telecommunications
Standards Institute - ETSI) and the OSI Asia:Oceania Workshop (AOW).
rt of ISO/IEC ISP 10611 is harmonized between these three
Workshpps and it has been ratified by the)plenary assemblies of all three
Workshpps. :

iv
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Information technology - International Standardized
Profiles AMH1n - Message Handling Systems - Common
Messaging
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General

art of ISO/IEC ISP 10611 contains the overall specifications of the supportof MHS Elements o
sociated MHS functionality which are generally not appropriate for consideration only from the pe
ngle MHS protocol. These specifications form part of the Common Messaging application fung
H in the parts of ISO/IEC ISP 10611, which form a common basis fofr.content type-dependent Intg

ne MHS protocol or are otherwise concerned with componént-functionality which, although i
I via protocol, is not just related to protocol support. They are therefore designed to be referenc
Common Messaging application profiles ISO/IEC ISP 10691-3 (AMH11), ISO/IEC ISP 10611-4
nality.

ecifications in this part of ISO/IEC ISP 10611 cover the provision and use of features associateg
ge Transfer (MT) Service (MTS) (as defined-in’ clause 8 of ISO/IEC 10021-1), together with those
ated with intercommunication with Physical Delivery (PD) Services (as defined in clause 10 of]

dependent are also covered. Features which are specific to a particular content type (incly
on of services by a UA to an MHS_ user) are covered in separate content type-dependent ISPs.

ecifications in this part of ISO/IEC ISP 10611 are divided into basic requirements, which are re
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ided in annex E.
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AMH12)

BO/IEC ISP 10611-5 (AMH13) which specify the support of specific MHS protocols and agsociated

with the
features
ISO/IEC

L1). Features which are associated with the Message Store (MS) and User Agent (UA) which ar¢ content

ding the

quired to

ported by all MHS implementations, and a number of optional functional groups, which cover gignificant
discrefe areas of related functionality which are not required to be supported by all implementations.

rview of the scape and applicability of the AMH1n set of profiles and of the structure of this mulfipart ISP

/IEC TR

the deﬂnltlon of multlpart ISPs)

This part of ISO/IEC ISP 10611 does not, on its own, specify any profiles.

2

Normative references

1, 8.2 for

The following documents contain provisions which, through reference in this text, constitute provisions of this
part of ISO/IEC ISP 10611. At the time of publication, the editions indicated were valid. All documents are
subject to revision, and parties to agreements based on this part of ISO/IEC ISP 10611 are warned against
automatically applying any more recent editions of the documents listed below, since the nature of references
made by ISPs to such documents is that they may be specific to a particular edition. Members of IEC and 1SO

1


https://iecnorm.com/api/?name=926254c30fd6bebe6234f308b9a325fb

ISO/IEC ISP 10611-1 : 1994 (E)

maintain registers of currently valid International Standards and ISPs, and the Telecommunications
Standardization Bureau of the ITU maintains a list of currently valid ITU-T Recommendations.

Amendments and corrigenda to the base standards referenced are listed in annex B.

NOTE - References in the body of this part of ISO/IEC ISP 10611 to specific clauses of ISO/IEC documents shall be
considered to refer also to the corresponding clauses of the equivalent ITU-T Recommendations (as noted below) unless
otherwise stated.

ISO 7498-2. 1989, Information processing systems - Open Systems Interconnection - Basic Reference Model - Part 2:

Security Architecture.

ISONEC| 9594-8: 1990, Information technology - The Direclory - Part 8: Authentication framework. [seeCalsg CCITT
Recommendation X.509(1988)]

ISO/IEC| TR 10000-1: 1992, Information technology - Framework and taxonomy of Intemational Standardized Rrofiles -

Part 1: Aramework.

ISO/IEC

ISO/IEC
(MOTIS,

ISO/NIEC
(MOTIS,

ISO/NEC
(MOTIS)
Recomn

ISONEC
(MOTIS)

CCITT Recommendation X.400(1992), Message handling system and service overview.

CCITT Recommendation X.402(1992), Message handling systems: Overall architecture.

CCITT R
and prog

CCITT Recommendation X:413(1992), Message handling systems: Message store: Abstract service definition.

CCITT Recommendation X.509(1988), The Directory - Authentication framework.

- Part 1: Service Overview. [see also CCITT Recommendation X.400(1992)]

10021-2: 1990, Information technology - Text Communication - “Message-Oriented Text Interchange .
- Part 2: Overall Architecture. [see also CCITT Recommendation X:402(1992)]

10021-4: 1990, Information technology - Text Communjeation - Message-Oriented Text Interchange
- Part 4: Message Transfer System: Abstract:Service Definition and Procedures. [see also
endation X.411(1992)]

10021-5: 1990, Information technology - Text. Communication - Message-Oriented Text Interchange
- Part 5: Message Store: Abstract Service Definition. [see also CCITT Recommendation X.413(1992)]

ecommendation X.411(1992), Message handling systems: Message transfer system: Abstract service d
edures.

3 Definitions

TR 10000-2: 1992, Information technology - Framework and taxonomy of Intemational Standardized Rrofiles -
Part 2: Tlaxonomy.

10021-1: 1990, Information technology - Text Communication - Message-Onented Text Interchange Systems

Bystems

Bystems
CCITT

bystems

efinition

For the purposes of this part of ISO/IEC ISP 10611, the following definitions apply.

Terms used in this part of ISO/IEC ISP 10611 are defined in the referenced base standards; in addition, the
following terms are defined.

3.1 General

Basic requirement : an Element of Service, protocol element, procedural element or other identifiable feature
specified in the base standards which is required to be supported by all MHS implementations.
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Functional group : a specification of one or more related Elements of Service, protocol elements, procedural
elements or other identifiable features specified in the base standards which together support a significant
optional area of MHS functionality.

NOTE - A functional group can cover any combination of MHS features specified in the base standards for which the effect
of implementation can be determined at a standardized external interface - i.e. via a standard OS! communications protocol
(other forms of exposed interface, such as a standardized programmatic interface, are outside the scope of this version of
ISO/IEC ISP 10611).

3.2 Support classification

To specify the support level of Elements of Service for this part of ISO/IEC ISP 10611, the following ter minology
is defined.

mandatory support (m) :

for origination: a service provider shall be able to make the Element of Service availgble to a
service user in the role of originator; a service user shall be able to use.the Element of Service in
the réle of originator,

for processing: a service provider shall implement all procedures specified in the base sfandards
which are associated with the provision of the Element of Sefvice (i.e. to be able to provide the full
effect of the Element of Service);

for reception: a service provider shall be able to ‘make the Element of Service availgble to a
service user in the réle of recipient; a service usershall be able to use the Element of Service in the
role of recipient.

optional support (o) : an implementation is not required-to support the Element of Service. If support is [claimed,
then the Element of Service shall be treated as if it were specified as mandatory support.

conditjonal support (c) : the Element of Service shall be supported under the conditions specified in th|s part of
ISO/IEC ISP 10611. If these conditions are.met, the Element of Service shall be treated as if it were specified as
mandatory support. If these conditions are-not met, the Element of Service shall be treated as if it were $pecified
as optipnal support (unless otherwise stated).

the subject of an ISP conformance test. However, the handling of associated protocol elements may be $pecified

out o}scope (i) : the Element of-Service is outside the scope of this part of ISO/IEC ISP 10611 -i.e. it V\t" not be
separdtely in the subsequent parts of this ISP.

not applicable (-) : the Element of Service is not applicable in the particular context in which this classif|cation is
used.

3.3 Profile object identifiers

Profiles that are specified in ISO/IEC ISP 10611 are identified by the object identifiers in table 1.

NOTE - These object identifiers are included for formal purposes and any use of them is not defined. They are not related
to any implementation of messaging and do not appear in the protocols specified in this ISP.

Table 1 - Profile object identifiers

Profile Object Identifier

AMH111 {iso(1) standard(0) common-messaging(10611) message-transfer(3) normal-mode(1) } |
AMH112 { iso(1) standard(0) common-messaging(10611) message-transfer(3) x410-mode(2) }
AMH12 {iso(1) standard(0) common-messaging(10611) mts-access(4) }

AMH13 { iso(1) standard(0) common-messaging(10611) ms-access(5) }
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4 Abbreviations

84IW
AMH
ASN.1

84 Interworking
Application Message Handling
Abstract Syntax Notation One

© ISO/IEC

COMPUSEC Computer security
COMSEC Communications security
cv Conversion

DIR Use of Directory

DL Distribution List

DSA Directory system agent
DUA Directory user agent

EoS Element of Service

FG Functional group
ISP International Standardized Profile
LD Latest Delivery

MHS Message Handling Systems
MLS Muiti-Level Security

MS Message store

MT Message transfer

MTA Message transfer agent
MTS Message Transfer System
oSl Open Systems Interconnection
PD Physical Delivery

PDAU | Physical delivery access unit
RED Redirection

RoC Return of Content

SEC Security

UA User agent

Suppori level for Elements of Service (see 3.2):

mandatory support
optional support
conditional support
out of scope

not applicable

I 0 o 3

5 Gonformance
No conformance requiréments are specified in this part of ISO/IEC ISP 10611.

NOTE -|This part ot tSO/IEC ISP 10611 is a reference specification of the basic requirements and functional| groups
covered by the AMH1n set of profiles and is additional to the protocol-specific requirements specified in the following parts
of ISO/IEC ISP 10611. Although this part of ISO/IEC ISP 10611 contains normative requirements, there is no geparate

conformanée 1o this part (i.e. it is not identified in the MHS taxonomy in ISO/IEC TR 10000-2) since such requiremlents are
only sigrriﬁeen(-when-fefefeneed-ia-me-eenxea«-ef-a-parﬁeular protocol

Conformance requirements are specified by protocol for each MHS functional object in the following parts of
ISO/IEC ISP 10611 with reference to the specifications in this part. Support of functionality as specified in this
part may only be verifiable where the effect of implementation can be determined at a standardized external
interface - i.e. via a standard OS| communications protocol. Further, the provision of Elements of Service and
other functionality at a service interface will not necessarily be verifiable unless such interface is realized in the
form of a standard OSI communications protocol. Other forms of exposed interface (such as a human user
interface or a standardized programmatic interface) may be provided, but are not required for conformance to
this version of ISO/IEC ISP 10611.
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6 Basic requirements

Annex A specifies the bhasic requirements for support of MHS Elements of Service (EoS) for conformance to
ISO/IEC ISP 10611. Basic requirements specify the level of support required by all MHS implementations, as
appropriate to each type of MHS functional object - i.e. MTA, MS or UA (as MTS-user or MS-user, as relevant).

NOTE - ISO/IEC ISP 10611 is confined to the provision of services by MTAs and MSs, and the use of such services by
MTS-users and MS-users. It does not cover the provision of such services by UAs to MHS users, which is specified in

content type-specific profiles.

6.1 Content and encoded information types

It shal| be stated in the PICS which content type and encoded information type values are supported.
6.2 |Message length

If the jmplementation imposes any constraints on the size of the message content or(envelope, then all such
constraints shall be stated in the PICS.

NOTE |- Implementors are advised to avoid constraining the size of messages as.fab as possible. For example, any
constraint which prevents the transfer of a 2 Megaoctet message could cause, problems when interworking with 1984
systenis. Requirements will vary according to application and environment and could be much higher than 2 Megapctets.

6.3 |Number of recipients

It shal| be stated in the PICS if there is any limit on the number, of recipients that can be specified in a message
envelqgpe.

7  [Functional groups

AnneX A also specifies any additional requirements for support of MHS EoS if support of an optional functional
group| (FG) is claimed, as appropriate toCeach type of MHS functional object. The following subclauses
summarize the functionality supported by-each of the optional FGs and identify any particular requirements or
implementation considerations which ‘aré outside the scope of formal conformance to ISO/IEC ISP J0611. A
summary of the functional groups, identifying which may be supported (Y) and which are not applicable (N) for
each fype of MHS functional .object (i.e. MTA, MS or UA - whether as MTS-user or as MS-user is not
distinduished), is given in table 2:

Table 2 - Summary of AMH1n optional functional groups

Eunctional Group MTA MS UA

Conyersion (CV) Y N N’
istribution 1 ist (DI ) Y N N

Physical Delivery (PD) Y N Y
Redirection (RED) Y N N’
Latest Delivery (LD) Y N Y
Return of Content (RoC) Y Y Y
Security (SEC) Y Y Y
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Functional Group MTA MS UA
Use of Directory (DIR) ' ’ Y N Y
84 Interworking (84IW) Y N N’
NOTES
1 UA functionality may be further defined in content type-dependent profiles.

" The comformance requirements for support of the various functional groups, covering support of a
protocol elements and/or procedures, are specified in parts 3, 4 and 5 of this ISP, according to the protog
which egch functional group relates.

71 onversion (CV)

The Conversion FG covers support of those EoS which provide the functionality required.to perform the a
encoded information type conversion. Support of the CV FG is only applicable to an MTA.

ditional
ol(s) to

ction of

NOTE 1 | Support of EoS associated with conversion prohibition is a basic requirement, but this does not imply a capability

to perforin conversion.

Either of both of Explicit Conversion and implicit Conversion shall be-supported. A conforming impleme
shall obey the rules specified in subclauses 14.3.5 and 14.3.9 of ISQ/IEC 10021-4.

Conformance to ISO/IEC ISP 10611 does not require the capability to perform any specific conversions.
specific [requirements may be included in content type-depéndent International Standardized Profiles fd
that will|be developed or may otherwise be separately specified. It shall be stated in the PICS which e
informa}on type conversions the implementation can<perform, for the type(s) of conversion (i.e. ex

implicit) ffor which support is claimed. The PICS shall@lso state the conditions under which loss of inform
determined (if at all) for each encoded information type conversion for which support is claimed.

NOTE 2t it may not be possible to verify support\of conversion in the absence of additional specification which is re
one or mpre identified content types.

7.2 Distribution List (DL)

The Distribution List FG covers all issues relating to the performance of distribution list (DL) expansiOh; g
of the DL FG is only applicable to an MTA.

ntation

Further
r MHS
coded
licit or
ation is

lated to

bupport

NOTE - Qther aspects.concerned with the use of DLs (e.g. the ability to submit a message specifying a recipient chh is a

DL) are hasic requiréments. Similarly, it is a basic requirement that an MTA must be able to receive and handle co
messagel that reflects prior DL expansion.

rectly a

A confonlming implementation shall obey the rules specified in subclause 14.3.10 of ISO/IEC 10021-4.

Conformance to ISO/IEC ISP 10611 does not require any DL management capability other than as specified in

subclause 14.3.10 of ISO/IEC 10021-4. Any further specification will be implementation-dependent.

7.3 Physical Delivery (PD)

The Physical Delivery FG is concerned with access to physical delivery (i.e. postal, courier, etc) services. The

PD FG comprises two separate and distinct parts:
0 support of PD EoS on submission;

o support of a co-located physical delivery access unit (PDAU).
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Support of PD EoS on submission is applicable to an MTA or a UA. Support of a PDAU is only applicable to an
MTA. If an MTA supports a PDAU and also supports message submission, then it shall also support PD EoS on
submission.

Support of the PD FG also requires support of corresponding O/R address extension attributes.
If the PDAU generates any error on export, then the MTA shall generate a non-delivery report or take other
appropriate action (e.g. alternate recipient processing). All other processing concerned with the actual physical

rendition and delivery of the message is outside the scope of ISO/IEC ISP 10611.

7.4 Redirection (RED)

The Redirection FG covers support of those EoS which provide the functionality required to perform)the actions
associated with the delivery of a message to a recipient other than the one initially specified by, the griginator.
Suppdrt of the RED FG is only applicable to an MTA.

NOTE |- Support of EoS associated with the prevention of redirection is a basic requirement, but this does ngt imply a
capability to perform redirection. Similarly, support of the Alternate Recipient Allowed EoS is\a-basic requiremert, but this
does npt imply a capability to perform alternate recipient assignment.

A conforming implementation shall obey the rules specified in subclause 14.3of ISO/IEC 10021-4.

The means by which the Alternate Recipient Assignment EoS is achieved is outside the scope of ISOJIEC ISP
10611

7.5 |Latest Delivery (LD)
The Latest Delivery FG covers support of the Latest Delivery EoS - i.e. the functionality required to caluse non-
delivery to occur if a latest delivery time specified by-the originator has expired. Support of the UD FG is
applicable to an MTA or a UA. If an MTA supports the' LD FG and also supports message submissiop, then it
shall dlso support the Latest Delivery EoS on submission.

NOTE | Latest delivery designation is assured only if it is supported by at least the delivering MTA.
7.6 |Return of Content (RoC)

The Return of Content FG covers support of the Return of Content EoS - i.e. the functionality required [to cause
the cgntents of a submitted message to be returned in any non-delivery notification if so requested by the
originator. Support of the Ro€ FG is applicable to an MTA, an MS or a UA. If an MTA supports the Ro¢ FG and
also supports message submission, then it shall also support the Return of Content EoS on submission.
NOTE | Return of content is assured only if it is supported by all MTAs through which the message might pass.
7.7 [Security(SEC)

7.7.1 [Overview

The Security FG covers the provision of secure messaging and is specified as three security classes which are
incremental subsets of the security features available in the MHS base standards:

SO This security class only requires security functions which are applicable between MTS-users.
Consequently security mechanisms are implemented within the MTS-user. An MTA is only required
to support the syntax of the security services on submission and delivery (support of the syntax on
relaying is a basic requirement). An MTA is not expected to understand the semantics of the
security services.

S$1 This security class requires security functionality within both the MTS-user and the MTS. The MTS
security functionality is only required to achieve secure access management. As with SO, most of
the security mechanisms are implemented within an MTS user. S1 primarily provides integrity and

7
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authentication between MTS users. However, MTAs are expected to support digital signatures for
peer-to-peer authentication, security labelling and security contexts.

S2 This sécurity class adds security functions within MTAs and the MTS. The main security function ‘
added within this class is authentication within the MTS, and hence non-repudiation can also be
provided.

In addition, each of the three security classes has a variant (denoted as S0C, $1C and S$2C) which requires
support of end-to-end content confidentiality.

Double enveloping can be used with each security class as an optional extension, but is outside the scope of

conform@ance to ISONIEC TSP 106 T and Wil be subject to biiaterat agreerment.

Support| of the SEC FG is applicable to an MTA, an MS or a UA (either as MTS-user or as ,MS-user) and
requireg as a minimum support of security class SO.

Unless ptherwise stated, symmetric or asymmetric techniques (or a combination thereof) 'may be used within
each segurity class and are identified by the registered algorithm identifier.

Various |levels of assurance in trusted COMPUSEC functionality may be used within‘each security class, put this
is outside the scope of an ISP.

A full rationale for each of the security classes and a broader discussion of security considerations are pfovided
in annex C.

Table 3 summarizes the requirements of the security classes on anMTS-user and on an MTA.

Table 3 - Overview of the SEC security classes

Security MTS-user MTA
Glass
Basic Supports relay of security EoS
SO Content integrity Supports submission and delivery of
Proof of delivery security EoS

Origin authentication (end-to-end)

S1 As SO plus: As S0 plus: ‘
Message security labelling Peer entity authentication
Security context Message security labelling
Security management Security context

Security management

S2 As S1 plus: As 81 plus:
Origin authentication checks Origin authentication checks
Proof of submission Proof of submission

SnC As Sn plus: As Sn

Content confidentiality

The incremental functionality of the security classes can be fepresented diagrammatically as shown in figure 1.


https://iecnorm.com/api/?name=926254c30fd6bebe6234f308b9a325fb

© ISO/IEC ISO/IEC ISP 10611-1 : 1994 (E)

so |
7 "|soc
S1

7 “|sic

S2

S2C

Figure 1 - Incremental functionality of the SEC security classes

7.7.2 Secure interworking

Interworking between implementations supporting different security classes can be achieved in term
common class(es) supported. As specified in the base standards, an implementation‘which support
accesg management shall check the label of a message, probe or report against the\security context.
no nedotiation of security class during association establishment.

curity class in force is identified using the security-policy-identifier within a security label, as sp
. Such generic security-policy-identifiers only imply support of the MHS security services as spe|
ecurity classes in this part of ISO/IEC ISP 10611. No other COMSEC or COMPUSEC functionalif
d by use of such security-policy-identifiers. More specific security policies may be based on ong
ecurity classes as defined in this clause but will require tise of registered security-policy-iden
secure interworking.

rity label may additionally contain one or more of security-classification, security-categories and

ijate secure interworking. However, in all cases, the precise semantics of security-categories are
pe of this ISP and will require bilateral agreement.

Table 4)- Security label identifiers

of any
secure
There is

beified in
cified for
y can be
or more
ifiers for

privacy-

able 4 specifies a minimum set of values for security-categories. Again, further values may be registered

 outside

Identi*er Value
id-mhst-security {.is0(1) identified-organization(3) ewos(16) eg(2) mhs(4) security(4) }
id-poligy-identifier { id-mhs-security 1}

security-policy-identifiers;

security-class-S0 { id-policy-identifier 0 0 }
security class S0C { id-policy-identifier 0 1 }
security-class=S1 { id-policy-identifier 1 0 }
security-€lass-S1C { id-policy-identifier 1 1}
security-elass-S2—— -{Hd-poliey-identifier 20}
security-class-S2C { id-policy-identifier 2 1 }
id-category-identifier { id-mhs-security 2 }

security-categories:

private { id-category-identifier 0 }
confidence { id-category-identifier 1 }
commercial-in-confidence { id-category-identifier 2 }
management-in-confidence { id-category-identifier 3 }
personal-in-confidence { id-category-identifier 4 }
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The Security Context security service ensures that a message security label matches at least one of the set of
labels specified in the security context established between the communicating entities. An implementation
which supports this service shall as a minimum support exact matching for equality on the security-policy-
identifier, security-classification and security-categories elements of the label.

NOTE - The basic support requirement is that absence of an element shall not be treated as "any value" - i.e. all
permissible combinations of occurrence and value for the elements of the message security label will need to be elaborated
in the security context (see also annex C).

7.7.3 Description of the security classes

The following tables identify the security services covered by each of the security classes within the /§EC FG.
Where [the classification of a security service does not change for the higher security classes, then\the |security
servicelis not repeated in the tables for those higher security classes.

Figure |2 explains the column headings used in the tables, which identify which MHS. functional objects are
involved in the provision and use of each security service.

L —— , 66— |
UA MS| |MTA| [MTA| | MS UA
[ 2] 8I—7—J [ g1

Figure 2 - Key to security class tables
7.7.3.1| Security class S0

Table 5 - Security class S0

Security Service 1 2 3 4 5 ] 7 8 9

UA/~| UA/ | MS/ | UA/ | MTA/ | MTA/ | MTA/ | MS/ || MS/
UA | MS | MTA | MTA | MTA | UA MS UA UA

ORIGINl AUTHENTICATION
Message Origin Authentication’ m [ - i - - - - -
Probe Origin Authentication - i - i -
Report Origin Authentication - - - - i
Proof of Submission - - - - -
Proof of Delivery m - - - -

SECURE ACCESS MANAGEMENT
Peer Entity Adthentication>® - o o o o
Security Context - o} (o} o o} o o} - o}

(o]
o
|
(o]

DATA CONFIDENTIALITY
Connection Confidentiality - [ i [ [ [ [ - i
Content Confidentiality o - - - | = - - - | -
Message Flow Confidentiality i - = - - - - - -

DATA INTEGRITY
Connection Integrity - i i i i i i - i
Content Integrity m - - - - - - - -
Message Sequence Integrity* o] :

10
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Security Service 1 2 3 4 5 6 7 8 9

UA/ | UA/ | MS/ | UA/ | MTA/ | MTA/ | MTA/ | MS/ | MS/
UA | MS | MTA | MTA | MTA | UA MS UA UA

NON-REPUDIATION

Non-repudiation of Origin'® 0 - - i - - - - -

Non-repudiation of Submission - - - - - i - - -

Non-repudiation of Delivery® o - - - - - - o® -

MessTge Security tabetting?2 0 O o) 0 0 o) 0 v o

SECURITY MANAGEMENT

Change Credentials - o - o i’ o o - ~

Regisfer - o - o i’ - K - -

MS-Register - o - - - - = - -

NOTE$

1 Only provided to the message recipient (using the Message Argument integrity security element).

2 Using either asymmetric or symmetric algorithms as identified by the algorithm identifier.

3 \When security labelling is used, the security-policy-identifier shall be.included.

4 Allocation and management of sequence numbers is outside'the scope of this ISP and is subject to‘bila'teraly’
agreement.

5 Using either a trusted notary (symmetric) or using certificates and tokens which are not repudiablé (asymmegtric).

6 Authentication between co-located objects is a\local issue.

7 These services are expected to be provided by non-standard management services and are therefore outsjde the
scope of this ISP.

8 Non-repudiation of Delivery cari.only be provided when the Proof of Delivery service is used. However, if Pfoof of
Delivery and Content Confidentiality are both used, and delivery is to an MS, then proof of delivery can only be
computed on the encrypted content. It should be noted that this will not provide Non-repudiation of Delivery.

7.7.3.2 Security class $1

Table 6 - Security class S1
Secunlity Service 1 2 3 4 5 6 7 8 9
As SOI_p_Ius' UA/ | UA/ | MS/ | UA/ | MTA/ | MTA/ | MTA/ | MS! | MS/

UA | MS | MTA | MTA | MTA | UA MS UA UA

ORIGIN AUTHENTICATION
Message Origin Authentication® m i - i - - - - -

SECURE ACCESS MANAGEMENT
Peer Entity Authentication®* - m
Security Context - m

DATA CONFIDENTIALITY
Connection Confidentiality® - i i i i i i - i

11
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Security Service 1 2 3 4 5 6 7 8 9
As SO0 plus: UA/ | UA/ | MS/ | UA/ | MTA/ | MTA/ | MTA/ | MS/ | MS/

' UA MS | MTA | MTA | MTA UA MS UA UA
DATA INTEGRITY
Connection Integrity® - i i i i i i - i
Content Integrity m' - - - - - - - -
Message Security Labelling® m | m | m [ m | m m’ m' m' | m
SECURJTY MANAGEMENT
Change|Credentials - m - m i° m m c -
Registef - m - m i° - ~ N -
MS-Register - m - - - - - - -
NOTES
1 Shall always be used.
2 Only provided to the message recipient (using the Message Argument Integrity\security element).
3 Uging either asymmetric or symmetric algorithms as identified by the algorithm identifier.
4 Authentication between co-located objects is a local issue.
5 These services are expected to be provided by non-standardumanagement services and are therefore outside the

s¢ope of this ISP.
6 Shall be provided as defined in clause 10 of ISO/IEC,10021-2 and in 1SO 7498-2.
7.7.3.3 [Security class §2
Table 7 - Security class S2
Security Service 1 2 3 4 5 6 7 8 9
As S1 plus: UA/ | UA/ | MS/ | UA/ | MTA/ | MTA/ | MTA/ | MS/ | |MS/
UA MS | MTA | MTA | MTA UA MS UA UA
ORIGINJAUTHENTICATION
Messagg Origin Authentication m | m - m' - - ~ - -
Probe Qrigin Authentication - m' - m' - - ~ - -
Report Qrigin-Atithentication - - - - m’ m' m' - -
Proof of| Submission - - - - - m - - -
NON-REPUDIATION
Non-repudiation of Origin"® m* - - m? - - - - -
Non-repudiation of Submission - - - - - m? - - -
Non-repudiation of Delivery® m* - - - - - ~ m? -
NOTES
1 Shall always be used.
2 Using an asymmetric mechanism (i.e. certificates and tokens which are non-repudiable) for authentication within
MTAs and the MTS.

12
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3 Using the Message Origin Authentication Check security element.

4 Using either a trusted notary (symmetric) or non-repudiable certificates and tokens (asymmetric).

7.7.3.4 Confidential security class variants SnC

Table 8 - Confidential security class variants SnC

Security Service 1 2 3 4 5 6 7 8 9

As S pIUS: UA T UA | MSH | UA TMTA | MTAT T MTAT | MS/H]| MS/
UA | MS | MTA | MTA | MTA | UA MS UA~[ UA

DATA CONFIDENTIALITY
Contegnt Confidentiality m - - - - - - - -

7.8 |Use of Directory (DIR)

The Use of Directory FG covers support of the Designation of Recipient by Directory Name EoS as follows:

. support of specification of a recipient by means of a directoty‘name by an MTS-user or ar) MTA on
submission;
. support of access to a directory service by an MTA to-obtain one or more O/R addresses (either on

submission or subsequently if an O/R address is{absent or determined to be invalid and aldirectory
name is present).

NOTE|1 - A directory may also be used directly by MHS users to obtain information to assist in the submission of
messages. However, such use is not necessarily MHS-specific and is therefore outside the scope of this ISP.

For a|UA, support of the DIR FG only requires the ability to submit a message with one or more O/R names
specified using a directory name, as specified in subclause 8.5.5 of ISO/IEC 10021-4. Whether or not the UA
also has the capability to access a directory directly is outside the scope of ISO/IEC ISP 10611.

An MTA may access a directory .setvice using a Directory User Agent (DUA). The interface between|the MTA
and the DUA is a local matter and-is outside the scope of ISO/IEC ISP 10611. Similarly, the interaction between
the DUA and one or more Directory System Agents (DSAs) comprising the directory service is also oltside the
scopd of ISO/IEC ISP 10644

The ohly information that is assumed to be capable of being returned by the directory service in this yersion of
ISO/IEC ISP 1064125 an attribute containing one or more O/R addresses. The use of a directory gervice to
suppart distribution list processing is outside the scope of this version of ISO/IEC ISP 10611.

NOTE|2 -, The MTS may also use a directory service to obtain information, for example, that may be used in the fouteing of
messdges./However, such applications of a directory service are not defined by the MHS base standards and ar4 therefore
outside the scope of ISO/IEC ISP 10611.

7.9 84 Interworking (84IW)

The 84 Interworking functional group covers interworking between implementations conforming to ISO/IEC ISP
10611 (hereafter referred to as ‘1988 systems’) and implementations conforming to the ITU X.400(1984)
Recommendations (hereafter referred to as ‘1984 systems’). Support of the 84IW FG is only applicable to an
MTA and is not applicable unless the MTA supports the P1 mts-transfer-protocol-1984 application context (see
ISO/IEC 1SP 10611-3). :

Support of the 84IW FG requires observance of the interworking rules defined in annex B of ISO/IEC 10021-6.
Additional recommended practices for interworking with 1984 systems are described in annex D.

13
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8 Naming and addressing

8.1 OIR address attribute encodings

The basic rules governing different encodings (where permitted) of O/R address attributes are specified in
subclause 18.2 of ISO/IEC 10021-2.

NOTE - It is recommended that the alpha-2 form of the country-name attribute be used. It is recommended that the
Printable String form of the administration-domain-name and private-domain-name attributes be used.

An MTA shall be able to accept on submission, to transfer and to deliver (according to which ports are
support¢d) messages containing O/R address attributes with any valid encoding. No character repertoire
restrictigns apply - i.e. all repertoires specified for Teletex String in ISO 8824 shall be supported.

valid engoding within the mnemonic form. However, support of particular character repertoires.and the njethods
by which such values are captured on origination and made available to the MHS user on-reception are putside
the scope of this ISP.

A UA SFH be able to submit and to accept on delivery messages containing O/R address attributes with any

8.2 OJR address attribute equivalence

The follpwing equivalence rules apply when comparing a provided O/R address with a collection of known O/R
addresses to determine delivery, and are in addition to those specified in/subclause 18.4 of ISO/IEC 1002(1-2:

. If the provided O/R address can be determined to be 'an unambiguous underspecificatign of a
known O/R address, the O/R addresses are equivalent.

NOTE 1 - Underspecification means that some attributes (or components of structured attributes) are [present
in the known O/R address but are not present.in the provided O/R address. Underspecification dpes not
mean partial value (e.g. substring) equivalence when the same attributes are present in both O/R addresses.

) Overspecified O/R addresses are nof equivalent.

NOTE 2 - Overspecification means\that more attributes (or components of structured attributes) are [present
in the provided O/R address than are present in the known O/R address. However, unrecognized gomain-
defined attributes may be ‘ighored when determining overspecification, subject to the local policy of the
recipient domain.

) Attributes that are present in both Teletex String and Printable String encodings in the same O/R
address may e considered equivalent by virtue of their registration for the same UA. MTAs are not
responsiblel for verifying the equivalence of different encodings of the same attribute.| Either
encoding_ of-an attribute may be used for the purposes of routeing and delivery.

Further specification of repertoire-specific matching rules is outside the scope of ISO/IEC ISP 10611.

8.3 uteing capability

The capability of an MTA to determine the route to another MTA or destination MTS-user is described in clause
19 of ISO/IEC 10021-2. ISO/IEC ISP 10611 does not specify any requirements with respect to which O/R
address attributes must be capable of being used for route determination purposes.

For any MTA that supports message transfer, it shall be stated in the PICS which O/R address attributes may be
used for onward route determination and any constraints (e.g. whether routeing can be based on specific values
of the attribute or only on the presence of the attribute, any limitations on the range of values, character
repertoires, etc) which may apply.

For any MTA that supports message transfer, it shall be stated in the PICS whether rerouteing is supported.

14
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For any MTA that supports message delivery, it shall be stated in the PICS which O/R address attributes may be
used for registration of local MTS-users (and thus may be used for delivery determination) and any constraints
(e.g. any limitations on the range of values, character repertoires, etc) which may apply.

8.4 Validation of O/R addresses
As specified in subclause 14.6.1.4 of ISO/IEC 10021-4, an MTA shall verify on submission that O/R addresses

comply with the forms defined in ISO/IEC 10021-2 and that the originator-name is in fact an OR-address of the
MTS-user submitting the message.

9 Error and exception handling

The upper bounds defined in annex B of ISO/IEC 10021-4 and in annex E of ISO/IEC 10021-5 are)normative for
the pyirposes of this ISP.

An implementation shall not generate elements which exceed such bounds.

An ir:l\plementation detecting a violation of such bounds may generate a size-constraint-violation, put is not
requifed to do so.

An implementation is not required to be able to accept elements up to such-bounds where an appropfiate error
indicgtion (e.g. content-too-long, too-many-recipients) is defined in the base’standards.

Hand|ing of other protocol violations will be a matter for local policy:Implementations are not required tp perform
proto¢ol validation other than where it is required to take action based on such protocol elements.

16
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Annex A
(normative)

Elements of Service

In the event of a discrepancy becoming apparent in the body of this part of ISO/IEC ISP 10611 and the tables in
this annex, this annex is to take precedence.

A.1 | MT Elements of Service
In thet following tables, the "Basic” column reflects the basic requirements for conformance to ISO/IEC ISP 10611
- i.e. the minimum level of support required by all MHS implementations (see clause 6). The’"Functional Group"
column specifies any additional support requirements if support of an optional functional*group is claimed (see
clause 7). Each column is then further subdivided into support for origination ("Orig"), processing ("Rroc") and
reception ("Rec") as defined in 3.2, together with the abbreviated name of the functional group ("FG") in the case
of thg second column. The origination and reception columns are further subdivided to distinguish the support
required for an MTA from that for an MTS-user (the latter refers only to the use 'of MT services, not whether such
serviges are made available to the MHS user, and may be further qualified’in-a content type-dependent|profile).
Table A.1 - Elements of Service Belonging to-The Basic MT Service
Elemenpt of Service Basic Functional Group
Orig. Proc. Rec; FG Orig. Proc. Rec.
MTS- | MTA MTA"| MTS- MTS- | MTA MTA || MTS-
user user user user
Access Management1 m m m m m
Content Type Indication m m m m m
Conveited Indication - - m m m
Delivery Time Stamp - - m m m
Indication
Message Identification m m m m m
Non-ddlivery Notification m m m - -
Origingl Encoded Information m m m m m
TYPesaln.dinaJion
Submission Time Stamp m m m m m
Indication
User/UA Capabilities - - m m m
Registration"
NOTES
1 Impiementation of this EoS is a local matter and will need to be performed using trusted functionality when implemented in
combination with the SEC FG.

17
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Table A.2 - MT Service Optional User Facilities

Element of Service Basic Functional Group
Orig. Proc. Rec. FG Orig. Proc. Rec.

MTS- MTA MTA MTS- MTS- MTA MTA MTS-
user user user user

Alternate Recipient Allowed ° m c? ¢ - RED m m

Alternate Recipient - - o) - - RED m

Assignmeht®

Content Confidentiality o o - o 0 SEC!

Content Irftegrity o o - 0 o SEC!

Conversioh Prohibition m m ¢t m m cv m

Conversiop Prohibition in Case o m ¢ m 0 cv m

of Loss of|Information

Deferred Delivery o m m - -

Deferred Qelivery o m m - -

Cancellatipn®

Delivery Nptification m m m - -

Designatign of Recipient by o o o + - DIR m m m

Directory Name

Disclosure] of Other Recipients o m m m m

DL Expangion History - = ¢ m o DL m
Indication

DL Expangion Prohibited m® m ¢’ - - DL m
Explicit Canversion o m 0 - - cv c'°
Grade of Delivery Selecfion m m m ' m m

Hold for Dglivery - - ¢ | ¢ 0

Implicit Cohversion a — c\ 10
Latest Delivery Designation o o o - - LD m m m

Message Flow Confidentiality i i i i i

Message Origin Authentication 0 0 i o ) Sec’
Message Security Labelling 0 o o [¢] o) SEC'
Message Sequence integrity o ) S 0 o] SEC!

18


https://iecnorm.com/api/?name=926254c30fd6bebe6234f308b9a325fb

© ISO/IEC ISO/IEC ISP 10611-1 : 1994 (E)
Element of Service Basic Functional Group
Orig. Proc. Réc. FG Orig. Proc. Rec.

MTS- MTA MTA MTS- MTS- MTA MTA MTS-
user user user user

Muiti-destination Delivery m m m - -

Non-repudiation of Delivery o o o o o SEC!

Non-erudiation of Origin [+] o o o o SEC!

Non-repudiation of Submission i i i - - SEC!

Origingtor Requested Alternate o o (o] - - RED m m

Recipient

Preverition of Non-delivery o m m - -

NotificTtion

Probe1|1 0 m m - -

Probe Prigin Authentication [ [ [ - - | sec

Proof df Delivery o o - o o SEC’

Proof gf Submission [ [ [ - - SEC’

Rediregtion Disallowed by m? m c'? - - RED m

Originator

Rediregtion of Incoming - - 0 o (o} RED m m

Messages

Report|Origin Authentication i i i i i Sec’

Requested Preferred Delivery o (o] o [¢] -

Methog

Restricted Delivery - - i i i

Returnjof Content o o 0 - - RoC m m m

Secure|Access Management o} o [¢] o o SEC'

Use of Distribution List m® m® o - - DL m

NOTES

1 See table A.5.

2 Support of this EoS is mandatory if Alternate Recipient Assignment is supported.

3 The method by which an alternate recipient is specified to the MTA is outside the scope of this ISP.

4 Support of this EoS is mandatory if Implicit Conversion is supported.
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5 Support of this EoS is mandatory if any form of conversion is supported. However, as loss of information is not fully defined in
the base standards, it will in some circumstances be a local matter to determine if loss of information would occur. If the
implementation cannot determine whether loss of information would occur, then it shall treat such a request in a similar manner
as Conversion Prohibition.

6 Messages should be held in the originating MTA to provide support for this EoS.
7 Support of this EoS is mandatory if DL expansion is supported.
8 Support of this EoS has been made mandatory as the defauit is "allowed". Only the capability to generate the "prohibited" value
is required for conformance to this ISP.
9 Support of this EoS is mandatory when the P3 protocol is supported for MTS access. In this case, the mechanism used)is the
P3 delivery-control operation. Implementation is a local matter in the case of a co-located MTS-user.
10 The CV FG requires support of at least one of Explicit Conversion and Implicit Conversion.
1 Although support of this EoS by MTAs is required for conformance to the base standards, it is recommended that support by
M[TS-users is not required.
12 Support of this EoS is mandatory if Redirection of Incoming Messages is supported.
13 Use of Distribution List on submission is always possible as DLs cannot be distinguished from other O/R addresses.
Fable A.3 - Elements of Service Belonging to the Base MH/PD Service Intercommunication
Element of Service Basic Functional Group
Orig. Proc. Rec. FG Orig. Proc. Rec
MTS- | MTA MTA | PDAU MTS- | MTA MTA | PDAU
user user
Basic Phygical Rendition (o] o - o o PD m m m m
Ordinary Mail [¢] 0 - o o PD m m m m
Physical Horwarding Allowed o o - o o PD m m m m
Undelive:jble Mail with Return [¢] o - o o) PD m m m m
of Physicgl'Message
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Table A.4 - Optional User Facilities for MH/PD Service Intercommunication

Element of Service Basic Functional Group
Orig. Proc. Rec. FG Orig. Proc. Rec.
MTS- | MTA MTA | PDAU MTS- | MTA MTA | PDAU
user user
Additional Physical Rendition o o - o o PD m
Counter-Cottection o U = U T PD T ™ m m
Countgr Collection with Advice o o - o] o PD m
Delivefy via Bureaufax Service o] (o] - o (¢] PD m
EMS (Express Mail Service) 0 o - 0 o PD ct m c' ¢
Physical Delivery Notification o o - [¢] [¢] PD m
by MI—:F ’
PhysicLI Delivery Notification [¢] [¢] - o] o PD m
by PD$
Physichl Forwarding Prohibited [¢] o] - o [ PD m m m m
Registered Mail © o] o - [¢] o PD m
RegistJ:'ed Mail to Addressee (o] o - o) o PD m
in Pergon
Request for Forwarding o o = o (o} PD m
Addregs
Specia Delivery o 0 - o o PD ¢! m ¢' ¢
NOTE$
1 At least one of these EoS'must be supported
2 This EoS must:be'supported by the PDAU if it is supported by the MTA
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Table A.5 - Security Services

Element of Service Security Class
S0 S$1 S2
MTS- MTA MTS- MTA MTS- MTA
user user user
Content Confidentiality® ¢’ m c' m ¢’ m
Content Integrity m® m® m? m? m? m?
Message {rigin Authentication m? m® m** m? m? o
Message Becurity Labelling o m° m? m* m? m?
Message Sequence Integrity’ o m ) m 6 m
Non-repudiation of Delivery o m? o m® m m
Non-repudiation of Origin ) m® o m? m m
Non-repudiation of Submission i i i i m m
Probe Origin Authentication i i i i m? m?
Proof of Delivery m m m m m m
Proof of Spbmission i i i i m m
Report Origin Authentication: i i i i m m
Secure Adcess Management ) 0 m? m? m? m?
NOTES
1 Sypport becomes m if support of an.SnC confidential class variant is claimed.
2 This EoS shall always be-used and an MTA shall verify that the associated element(s) is(are) always present.
3 Ar] MTA is not expected to take any action other than to support the syntax of the element(s) concerned.
4 MTS-user to MTS-user only.
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A.2 MS Elements of Service

In the following tables, the "Basic" column reflects the basic requirements for conformance to ISO/IEC ISP 10611
- i.e. the minimum level of support required by all MHS implementations (see clause 6). The "Functional Group"
column specifies any additional support requirements if support of an optional functional group is claimed (see
clause 7), together with the abbreviated name of the functional group ("FG"). Each column is further subdivided
to distinguish the support required for an MS from that for an MS-user - i.e. UA (the latter refers only to the use
of MS services, not whether such services are made available to the MHS user, and may be further qualified in a
content type-dependent profile).

Table A.6 - Base Message Store

ElemJnt of Service Basic Functional Group
UA MS FG UA MS

MS Rggister o m

Stored Message Deletion m m

Stored Message Fetching m m

Stored Message Listing o m

Stored Message Summary o m

Table A.7 - MS Optional User Facilities

Elemént of Service Basic Functional Group

UA MS FG UA mMs

Stored Message Alert o o

Stored Message Auto-forward o o
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Annex B
(normative)

Amendments and corrigenda

International Standards are subject to constant review and revision by the ISO/IEC Technical Committees
concerned. The following amendments and corrigenda are approved by ISO/IEC JTC1 and are considered as
normative references in this part of ISO/IEC ISP 10611.

NOTE J Corresponding corrigenda to the equivalent CCITT Recommendations are contaned m the jomt MHS
Implementors' Guide, Version 11 (ITU Special Rapporteur's Group on Message Handling Systems and™|SO/IEC
JTC1/S}18/WG4 SWG on Messaging).

ISO/IEG 10021-1/Cor.1:1991 ISO/IEC 10021-4/Cor.8:1994
ISO/IEQ 10021-1/Cor.2:1991 ISO/IEC 10021-5/Cor.1:1991
ISONEQ 10021-1/Cor.3:1992 ISO/IEC-10021-5/Cor.2:1991
ISO/IEQ 10021-1/Cor.4:1992 ISO/EC 10021-5/Cor.3:1992
ISO/IEQ 10021-1/Cor.5:1992 ISO/IEC 10021-5/Cor.4:1992
ISO/IEQ 10021-1/Cor.6:1994 ISO/IEC 10021-5/Cor.5:1992
ISO/IEQ 10021-2/Cor.1:1991 ISO/IEC 10021-5/Cor.6:1983
ISO/IEQ 10021-2/Cor.2:1991 ISO/IEC 10021-5/Cor.7:1994

ISO/IEQ 10021-2/Cor.3:1992

1ISO/IEQ 10021-2/Cor.4:1992

ISO/IEQ 10021-2/Cor.5:1993 ISO/IEC 10021-1/Amd.2:1994
ISO/IEQ 10021-2/Cor.6:1994 ISO/IEC 10021-2/Amd.1:1993
ISO/NEQ 10021-2/Cors7:1994 ISO/IEC 10021-2/Amd.2:1994
ISONEQ 10021-4/Cor.1:1991 ISO/IEC 10021-4/Amd.1:1994

ISONEQ 10021-4/Cor.2:1991

ISO/IEC 10021-4/Cor:3:1992
ISO/IEC 10021-4/Cor.4:1992
ISO/IEC 10021-4/Cor.5:1992
ISO/IEC 10021-4/Cor.6:1993

ISO/IEC 10021-4/Cor.7:1994
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Annex C

(informative)

Secure messaging - rationale and implementation considerations

C.1 Introduction

Thesﬁurpose of the Security (SEC) functional group is to define an approach to the provision pf secure
mess@aging by Message Handling Systems (MHS) within the general framework of International Standardized
Profiles for MHS.

C.2 | Message handling vulnerabilities

The message handling vulnerabilities (threats) which can be protected using COMSEC and COMPUSEC
meagures are defined in annex D of ISO/IEC 10021-2;

. masquerade

. message sequencing

) modification of information
. denial of service

. repudiation

) leakage of information

Othet specific threats exist if there is a failure to maintain information separation, including:

. manipulation

. misrouteing

. insider threats
. outsider threats

Some of these threats are defined in ISO 7498-2, which also specifies other threats, not all of which arg relevant
to MHS.

Annek D-of'ISO/IEC 10021-2 also indicates WhICh MHS security services may provide protectlon against such
threa ; appropriate for
standardization.

C.3 General principles

C.3.1 Security policy

A general security policy of an organization will stipulate which vulnerabilities are considered as threats and
how these threats are countered (i.e. by procedural, physical, personnel, documentation and IT security
measures). Such a security policy can be defined as the set of laws, rules and practices that regulate how an

organization manages, protects, and distributes sensitive information. Thus a security policy defines an
organization's overall approach to security and will need to cover all security aspects.
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Security within an organization is not only the concern of MHS and must be viewed in a more global and general
sense. The wider aspects of a security policy would therefore include personnel security (such as the vetting and
confidence placed in staff), end-user access control, physical, procedural and documentation security. This
annex is, however, only concerned with IT security, specifically in the areas of communications (COMSEC) and
computer (COMPUSEC) security as applicable to standardization of a secure MHS operating in a store and
forward environment.

C.3.2 Security classes

In the MHS base standards, some threats are countered by IT security measures. These measures are realized
by providing security services and implemented using security elements.

This MIHS ISP groups together those security features (services and elements) defined in the MHB base
standardis into an incremental set of security classes. A security class will not generally provide a complete
realizatipn of a security policy, but is rather intended as a generic component which can help to_implement such
a security policy.

class S0 only requires support of end-to-end security services betweenCUAs (content integrity,

class $1 additionally requires support and use of secure access management within the MTS go as to
allow the enforcement of a label-based security policy and enable trusted interworking between security

Security class $2 additionally requires support and use of origin authentication checks within the MTS tp verify
the origln of messages, probes and reports, thereby making it possible to provide non-repudiation within the
MTS.

Each of the classes also has a variant (SnC) requiring support of end-to-end content confidentiality (the rationale
for such| variants is to avoid the implementation costand processing overhead involved in encrypting the entire
message content unless this is a definite requirement).

Each sgcurity class specifies a set of mandatery and optional security services. Mandatory security sgrvices
within a|security class can usually be selected by the subscriber or user, either on a per-message basig, or for
an agreed contractual period of time. Although facilities and mechanisms to support mandatory security services
must allvays be provided, it is a local‘issue to determine whether such a security service is offered fpr user
selection or is permanently invoked.-However, the use of some security services is always required for|certain
security|classes. This is specified in this ISP by imposing additional dynamic requirements to those spegified in
the MH$ base standards, ensuring that the corresponding protocol elements are always present. Similafly, use
of somg security services.is prohibited for certain security classes. This is specified in this ISP by imposing
additiongl dynamic requirements to those specified in the MHS base standards, ensuring that the protocol
element|is never present.

C.3.4 Encryptiontechniques

The sequre.messaging facilities defined in the MHS base standards are provided using three basic gecurity
techniques, namely:

. symmetric encryption

. asymmetric encryption

. trusted functionality (i.e. COMPUSEC measures)
The MHS standards permit the use of the techniques on an individual basis to provide security services or they
can be combined in line with a security policy. This ISP combines the techniques in order to provide a
comprehensive set of security facilities, which are intended to counter the vulnerabilities of a messaging service.
In some cases, the security services defined in the MHS standards can only be implemented using one of the
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techniques above, namely asymmetric encryption. However, the actual technique employed will be dependent
on the algorithms, which will need to be registered by a security authority for the domain.

It is the intention of this ISP that implementations will not be restricted to asymmetric techniques. Wherever
possible, the security services can be implemented using trusted functionality in combination with symmetric,
asymmetric or both encryption techniques. In particular, this ISP permits the use of either asymmetric or
symmetric techniques for both the signed and encrypted data within the message token.

The actual technique employed depends on the algorithm used. Algorithms are assumed to be bilaterally agreed
or registered by a registration authority. However, the algorithm-identifier must be unique and must
unambiguously identify the algorithm.

It is fecommended that a conforming ASN.1 BIT STRING is normally used to contain the encrypteJi data (as
generated by use of the ENCRYPTED macro), thereby ensuring insertion of padding zero bits“whidh may be
necegsary for correct operation of certain algorithms. Alternatively, the implementation should take sfich action
expligitly.
It is |recommended that, in the absence of any requirement for support of ‘other specific dlgorithms,
implementations support the algorithms identified in ISO/IEC 9594-8. It is alse strongly recommended that
implegmentations are capable of using any encryption-based technique on a ‘plug-in’ or modular basis.

In the case of verification of SIGNATURES (e.g. proof of delivery, origin authentication checks), implementations
should assume that all relevant data present in the subject message, probe or report has been inclugied in the
signature.

C.3.5/ Impiementation Issues
C.3.511 Peer Entity Authentication
Peer|Entity Authentication is provided using theisirong authentication mechanisms on the varjous Bind
opergtions, using either asymmetric or symmetricitechniques. The key management information necessary for
symnpetric Peer Entity Authentication is outside the scope of this ISP.
C.3.5{2 Confidentiality

Conngction Confidentiality is provided-using the underlying OSI layers and is outside the scope of this ISP.
Mechgnisms to support Connection Confidentiality are subject to bilateral agreement between peers (i.e.
Conngction Confidentiality may_even be achieved by trusting the peer OS] connection).

Content Confidentiality may-be achieved by either symmetric or asymmetric encryption techniques.

NOTH - Use of asymmetric techniques precludes submission of messages to multiple recipients that do not use the same
secref key.

C.3.5{3 Integrity

Connpction Integrity is provided using the underlying OSI layers and is outside the scope of |this ISP.
Mechanisms to support Connection Integrity are subject to bilateral agreement between peers. It should be
noted that the integrity of a connection may be increased by use of RTSE.

Content Integrity is achieved by computing a content integrity check as a function of the entire message content.
When symmetric techniques are used to compute the content integrity check a secret key is required. This
content integrity key may be confidentially sent to the message recipient using the Message Argument
Confidentiality security element - i.e. by means of encrypted data in the message token (there may be other keys
or parts of the key not sent by the originator with the message, but the key management of such external keys is
outside the scope of this ISP). It should be noted that placing the content integrity check in the encrypted data of
the message token will provide additional protection against masquerade threats.
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NOTE - Content Integrity can also provide integrity of receipt/non-receipt notifications and can assist in the provision of
"non-repudiation of receipt”, since non-repudiation of delivery may be insufficient where delivery is to a message store.

C.3.5.4 Message Origin Authentication

End-to-end (i.e. UA to UA) Message Origin Authentication (using the Message Argument Integrity security
element) is automatically provided by Content Integrity. Security class S2 provides additional protection (i.e. of
the integrity of the label) by requiring support of origin authentication checks within the MTS.

C.3.5.5 Proof/INon-repudiation

If asymm Rttig d i 3 p i i to UA)
depending on the Ievel of trust placed in the cemf cate If symmetrlc technlques are used Content fnteg ity can
also prdvide Non-repudiation of Origin, but only by using a trusted notary to validate the contentcintegrity and
provide [trusted key management facilities. A degree of non-repudiation can be provided by the use oftrusted
accountpbility services.

NOTE - |t is assumed that an originating UA will ensure that delivery notification is requested-when proof of defivery is
requesteqd.

C.3.5.6 Secure Access Management

Secure Access Management can be implemented by a combination of Multi-Level Security (MLS) functionality
and assurance of the various MHS components to support such functignality. MLS functionality is suppgrted in
the MH}Estandards by the use of security labels, security context and.the security token, and can be applled in a
hierarchiical and/or role manner depending on the policy requiremepts of a domain.

MLS assurance will generally also require other (COMPUSEC) measures and is outside the scope of the MHS
base standards and of this ISP. Reference should be made to the appropriate security authority and|to any
applicable security evaluation criteria (e.g. US DoD "Orange Book", European Information Technology Security
Evaluatipn Criteria [ITSEC]).

The Security Context service ensures that a message security label matches at least one of the set of labels
specified in the security context established(between the communicating entities. An implementationq which
supports this service must as a minimum_support exact matching for equality on the security-policy-identifier,
securityrclassification and security-categories elements of the label. Any other matching rules (e.g. covefing the
privacy-mark element or based on altérnative methods of comparison) may be used in particular application
scenarigs, but such specification and'usage will be subject to bilateral agreement and will depend on the gecurity
policy in|force.

NOTE - [The basic support.requirement is that absence of an element is not treated as "any value" - i.e. all permissible
combinations of occurrence-and value for the elements of the message security label are elaborated in the security pontext.
Thus, if |a message Wwith" lesser protection requirements than the capabilities of the communicating entities is to be
transferred, then it-should be labelled with the appropriate security class identifier and the security context should|include

data of
the per-recipient message token. It is recommended that the integrity of the security label is protected by
including it in the token signed data or (if the label is in the per-message extensions) by computing a message
origin authentication check. Which of these labels is/are checked against the security context will depend on the
security policy in force. The security policy should also define any requirements on allowable (per-recipient) label
values.in the case where a message is addressed to multiple recipients (and thus has multiple tokens). If a label
is also.included in the token encrypted data, then it should not have the same value as in the token signed data
or the;per-message extensions (and may thus have confidential end-to-end semantics). Such a label may be
used for secure access management by the recipient UA.
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C.3.5.7 Implications for the use of distribution lists

An MTA performing distribution list (DL) expansion must create all the per-recipient fields for the members of the
DL. It may either generate a new token for each DL member (i.e. using the recipient name of that DL member) or
alternatively it may copy the same token (i.e. containing the recipient name of the DL itself) into the per-recipient
fields for each DL member. In the former case, the content integrity check should not be changed if it is to be
used to provide message origin authentication. Also in such case, the DL expansion point should support at least
the same security class as the originator and have trusted functionality. The choice of which approach to use will
therefore need to be determined in accordance with the security policy which may prohibit the use of distribution
lists altogether.

NOTEL- If the security policy permits the use of distribution lists then it must also state the DL handling| policy for
notifications.

C.3.5/8 Implications for redirection

Implementation of the Security functional group may additionally either require that any.redirection fagilities are
trustefd, or alternatively prohibit the use of redirection altogether.

If the |redirection facility is to be trusted, it will need to be subject to the security policy and obey the security
labels| as defined in the MHS base standards. It is recommended that the tokentis not altered on redirgction (i.e.
it sholild contain the originally-specified recipient name).

C.3.5 9 Implications for 84 interworking

Securle interworking between implementations conforming to the Security functional group and 1984 systems is
not sypported. The double enveloping technique can, howeyer; be used to traverse a 1984 system.

C.3.5{10 Implications for use of the Directory

Implementation of the Security functional group may;additionally either require that any Directory servige used is
trustef, or alternatively prohibit use of Directory services altogether.

C.3.5{11 Implications for conversion

implementation of the Security functional group may additionally either require that any conversion fagilities are
highly] trusted to regenerate the-appropriate security elements (notably the content integrity check), gr prohibit
the uge of conversion within the MTS altogether. In particular, it should be noted that use of conversion facilities
will inpalidate any origin authentication based on the original content. For this reason, it is recommended that
convdrsion prohibition is-always set when non-secure MTAs are used for relay purposes.

C.3.5]12 Accountability

Accoyntability (depends on the identification and authentication of users, and that all relevant informatipn on the
actions taken by users is properly recorded and stored.

Accountability features provided by domains (or MTAs) are subject to bilateral agreement between donains (or
MTAs) and may optionally provide non-repudiation services. Accountability features include pervasive
mechanisms such as security logs, audit trails and archives, or they may be mechanisms supported by protocol.
Protocol-based mechanisms to support accountability will be subject to bilateral agreement.

C.3.5.13 Double enveloping

Double enveloping can be used with each security class as an optional extension to the security features which
can be used to counter specific vulnerabilities. When double enveloping is used, it should be applied at the
boundary of a domain and obey the rules of an MTA at management domain boundaries. Figure C.1 illustrates
the technique.
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Outer envelope 2

Content 2

Inner envelope 1

Content 1

Figure C.1 - Double enveloping

The adqressing and trace information in envelopes 1 and 2 are not necessarily the same: Trace information is
not passed between the inner and outer envelopes. When the double enveloping technique is used, it is ‘
recommended that trace information on the outer envelope is always archived:at the point where the inner
envelope becomes the subject message.

The doyibie enveloping technique can be used in 1988 and 1984 MTS.environments and can in pringiple be
applied pn the submission, delivery or transfer envelopes. When used.in-a 1988 environment, any securily class
can be ppplied to the outer envelope 2. It is recommended that content 2 (inner envelope 1 plus content 1) is
encrypted. When the double enveloping technique is used as a secure relay path via a 1984 domgin, any
encryption of content 2 will be subject to bilateral and/or multilateral agreement.

C.4 Security class S0

C.4.1 Rationale

Security| class S0 is confined to security functionality operating between MTS-users on an end-to-end basis in
order tg permit transfer across an MTS which may be untrusted. It is designed to minimize the £quired
functionglity in the MTS to support the submission of elements associated with these services. Security services
which rEust be supported (i.e. must-be made available) are those which are considered as essential| in any

secure messaging environment, namely:

. Content [ntegrity
o Message Qrigin Authentication (end-to-end)
. Proof6f Pelivery

Other security'services, such as Content Confidentiality, may optionally be supported.

C.4.2 Technical implications

The technical implications of security class SO are as follows:

. an MTS-user will need mechanisms to generate the SIGNED, SIGNATURE and ENCRYPTED
macros on message submission;

. an MTS-user will need mechanisms to handle the SIGNED, SIGNATURE and ENCRYPTED
macros on message delivery.
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C.5

C.51

Security class $1

Rationale

ISO/IEC ISP 10611-1 : 1994 (E)

Security class S1 is a superset of security class S0 introducing basic requirements for security functionality not
only within the MTS-user but also within the MTS. This security functionality within the MTS is designed to
support the enforcement of a security policy within a security domain. As a consequence, S1 enables trusting
routeing to be implemented.

NOTE

C.5.2r Technicat implications

The technical implications of security class S1 are as for S0, plus:

C.6

Cc.61
Secu
probe
MTS.
MTS.
C6.2
The ¢

The t

- The level of trust in the route will depend on the level of trust in the security label and security context.

. an MTA will need mechanisms to support registration, change-credentials-and bing
operations ( i.e. SIGNED macro for bind);

confidentiality, integrity and peer entity-authentication.
Security class S2

Rationale

The extra security services provided by this security class can help to provide trusted routeing
Additionally, it is possible to provide non-repudiation within the MTS.

Technical implications
xtra security services specified by security class S2 use asymmetric techniques exclusively.

echnical implications of security class S2 are as for S1, plus:

abstract

. an MS will need mechanisms to support MS-registration and the MS-bind operation (i.e| SIGNED
macro for MS-Bind);

. message security labeiling will need to be supported (the levelof assurance is subject to|individual
security domain requirements);

. reliable access will need to be supported;

. an MTA will need to check the presence of security elements for which presence is spgcified as
mandatory in this I1SP;

o it will be necessary to provide a trusted OSI connection between peers, to provide |adequate

ity class S2 is a superset of security class S1. It requires MTAs to check the origination of messages,
s and reports within the MTS and to provide enhanced integrity checks on the security label while in the

within an

. an MTA or MTS-user will need mechanisms to process the SIGNED macro of cert
certificates are used,;

ficates, if

. the option of supporting Content Confidentiality cannot be allowed when the message origin

authentication check (MOAC) is used to provide non-repudiation services;

. an MTA will need mechanisms to generate and process the SIGNATURE macro of message, probe

and report authentication checks (MOAC, POAC and ROAC);

o an MTA or MTS-user will need mechanisms to interface with a Directory service supp

orting the

Authentication Framework as defined in 1ISO/IEC 9594-8, or can otherwise distribute public keys by

some other trusted means which is compliant with ISO/IEC 9594-8;
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