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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
by ' izafi ' i i i ivi technical
committees collaborate in fields of mutual interest. Other international organizations, governmernital and non-
goyernmental, in liaison with ISO and IEC, also take part in the work. In the field of informationtechnplogy, ISO
IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Stanhdards Caordinating
Cdmmittees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE’develops its|standards
though a consensus development process, approved by the American National{Standards Institute, which
brings together volunteers representing varied viewpoints and interests to achievé the final product. Molunteers
are not necessarily members of the Institute and serve without compensation.‘While the IEEE administers the
process and establishes rules to promote fairness in the consensus development process, the IEEE does not
independently evaluate, test, or verify the accuracy of any of the information contained in its standars.

The main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopted
by|the joint technical committee are circulated to national bodies for voting. Publication as an International
Standard requires approval by at least 75 % of the national bedies casting a vote.

Atlention is called to the possibility that implementation‘of this standard may require the use of sublect matter
coyered by patent rights. By publication of this standafd, no position is taken with respect to the existence or
validity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying essential
palents or patent claims for which a license may be required, for conducting inquiries into the legal validity or
scppe of patents or patent claims or determining whether any licensing terms or conditions provided in
copnection with submission of a Letter of Asstrance or a Patent Statement and Licensing Declaratipn Form, if
any, or in any licensing agreements are_reasonable or non-discriminatory. Users of this standard arg expressly
adyised that determination of the validity of any patent rights, and the risk of infringement of such rights, is
enfirely their own responsibility. Further information may be obtained from ISO or the IEEE [Standards
Aslsociation.

ISQ/IEC/IEEE 8802-A was prepared by the LAN/MAN of the IEEE Computer Society (as IEEE 80 ®-2014). It
wds adopted by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 6,
TeJecommunicationscand information exchange between systems, in parallel with its approval by the ISO/IEC
ional bodies, under'the “fast-track procedure” defined in the Partner Standards Development Organization
copperation agréement between ISO and IEEE. IEEE is responsible for the maintenance of this{document
with participation and input from ISO/IEC national bodies.

ISQ/IECHEEE 8802 consists of the following parts, under the general title Information technology —
TeJecommunications and information exchange between systems — Local and metropolitan area nptworks —
Specific requirements

— Part 1: Overview of Local Area Network Standards

— Part 2: Logical link control

— Part 5: Token ring access method and physical layer specifications

— Part 11: Wireless LAN medium access control (MAC) and physical layer (PHY) specifications
— Part 1X: Port-based network access control

— Part 1AB: Station and media access control connectivity discovery

© |EEE 2015 — All rights reserved iii
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— Part 1AE: Media access control (MAC) security
— Part 1AR: Secure device identity
— Part 1AS: Timing and synchronization for time-sensitive applications in bridged local area networks

— Part 15-4: Wireless medium access control (MAC) and physical layer (PHY) specifications for low-rate
wireless personal area networks (WPANS)
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Abstract: This standard provides an overview to the family of IEEE 802% standards. It describes
the reference models for the IEEE 802 standards and explains the relationship of these standards
to the higher layer protocols; it provides a standard for the structure of IEEE 802 MAC addresses;
it provides a standard for identification of public, private, prototype, and standard protocols; it
specifies an object identifier hierarchy used within IEEE 802 for uniform allocation of object
identifiers used in IEEE 802 standards; and it specifies a method for higher layer protocol
identification.

Keywords: BANSs, body area networks, EtherTypes, IEEE 802%, IEEE 802 architecture, IEEE 802
elererice rmodel, LANS, 10Cal area rnetworks, IVIANS, me[rop0|itan dled Nnetworks, ODjeC[ aentfiers
PANs, personal area networks, RANSs, regional area networks, protocol development, protoco
ypes
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Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices
and disclaimers, or a reference to this page, appear in all standards and may be found under the heading
“Important Notice” or “Important Notices and Disclaimers Concerning IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

EEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, ‘ars
Heveloped within IEEE Societies and the Standards Coordinating Committees of the IEEE Stdndard
Association (“IEEE-SA”) Standards Board. IEEE (“the Institute”) develops its standards_thretugh 4§
consensus development process, approved by the American National Standards Institute (“ANSI”), which
brings together volunteers representing varied viewpoints and interests to achieve theé“final product
Molunteers are not necessarily members of the Institute and participate without compensation from IEEE
While IEEE administers the process and establishes rules to promote fairness in the cénsénsus developmen
brocess, |EEE does not independently evaluate, test, or verify the accuracy of any<f the information or thq
boundness of any judgments contained in its standards.

EEE does not warrant or represent the accuracy or content of the material.contained in its standards, and
pxpressly disclaims all warranties (express, implied and statutory)( not included in this or any othe
ocument relating to the standard, including, but not limited to, the-Warranties of: merchantability; fitnesq
For a particular purpose; non-infringement; and quality, accuracy, effectiveness, currency, or completenesg
bf material. In addition, IEEE disclaims any and all conditions relating to: results; and workmanlike effort
EEE standards documents are supplied “AS I1S” and “WITH)ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE standard does not imply that therg
hre no other ways to produce, test, measure, purchase; market, or provide other goods and services related td
he scope of the IEEE standard. Furthermore, the viewpoint expressed at the time a standard is approved and
ssued is subject to change brought about«through developments in the state of the art and comments
Feceived from users of the standard.

n publishing and making its standards available, IEEE is not suggesting or rendering professional or othe
bervices for, or on behalf of, any-person or entity nor is IEEE undertaking to perform any duty owed by any
Dther person or entity to angther. Any person utilizing any IEEE Standards document, should rely upon hig
br her own independent judgment in the exercise of reasonable care in any given circumstances or, ag
hppropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEH
Standard.

N NO EVENT-SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL
FXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO
PROCYUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.
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Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE should be considered the
approved IEEE standard.

Official statements

A statement, written or oral, that 1S not processed In accordance with the IEEE-SA Standards Board
Dperations Manual shall not be considered or inferred to be the official position of IEEE or any of itJ
committees and shall not be considered to be, or be relied upon as, a formal position of IEEE. Atdectures
Eymposia, seminars, or educational courses, an individual presenting information on IEEE standards shal
make it clear that his or her views should be considered the personal views of that individual rather than the
formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any.interested party, regardless of
membership affiliation with IEEE. However, IEEE does not provide\eonsulting information or advice
pertaining to IEEE Standards documents. Suggestions for changes in.do¢uments should be in the form of
broposed change of text, together with appropriate supporting comnients. Since IEEE standards represent g
consensus of concerned interests, it is important that any responses to comments and questions also receivg
he concurrence of a balance of interests. For this reason{ AEEE and the members of its societies ang
Standards Coordinating Committees are not able to proyidean instant response to comments or questions
bxcept in those cases where the matter has previouslybeén addressed. For the same reason, IEEE does no
respond to interpretation requests. Any person whoywould like to participate in revisions to an IEEE
standard is welcome to join the relevant IEEE working group.

Comments on standards should be submitted:to the following address:

Secretary (fEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

|_aws and regulatiens

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions gfi.any IEEE Standards document does not imply compliance to any applicable regulatory
requirements: Implementers of the standard are responsible for observing or referring to the applicable
regulatory requirements. IEEE does not, by the publication of its standards, intend to urge action that is no
n gompliance with applicable laws, and these documents may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,
and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.
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Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to
photocopy portions of any individual standard for company or organizational internal use or individual, non-
commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance Center,
Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to
photocopy portions of any individual standard for educational classroom use can also be obtained through
the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at’any time
by the issuance of new editions or may be amended from time to time through the issuance of-amendments
corrigenda, or errata. An official IEEE document at any point in time consists of the currentyédition of the
locument together with any amendments, corrigenda, or errata then in effect.

Fvery |[EEE standard is subjected to review at least every ten years. When a documeht’is more than ten year
Dld and has not undergone a revision process, it is reasonable to conclude that ‘its. contents, although still of
Eome value, do not wholly reflect the present state of the art. Users are cautioned to check to determine thal
hey have the latest edition of any IEEE standard.

n order to determine whether a given document is the current edition and whether it has been amendeg
hrough the issuance of amendments, corrigenda, or erratd)) visit the IEEE-SA Website at http:/{
eeexplore.ieee.org/xpl/standards.jsp or contact IEEE at the-address listed previously. For more informatior
hbout the IEEE SA or IEEE’s standards development)process, visit the IEEE-SA Website at http:/{
btandards.ieee.orqg.

Frrata

Errata, if any, for all IEEE standards canhe’accessed on the IEEE-SA Website at the following URL: http:/{
btandards.ieee.org/findstds/errata/index.html. Users are encouraged to check this URL for erratg
periodically.

Patents

Attention is called-to.the possibility that implementation of this standard may require use of subject matte
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to thg
pxistence orvalidity of any patent rights in connection therewith. If a patent holder or patent applicant hag
Filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the IEEE
SA Website at http://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may indicate
vhether the Submitter is willing or unwilling to grant licenses under patent rights without compensation o
inder reasonable rates, with reasonable terms and conditions that are demonstrably free of any unfai
discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensing
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely their
own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

This introduction is not part of IEEE Std 802-2014, IEEE Standard for Local and metropolitan area networks:
Overview and Architecture.

This document is the third major revision of the IEEE 802® overview and architecture. This revision
integrates two earlier amendments, IEEE Std 802a™-2003 (covering Ethertypes for prototype and vendor-
specific protocol development) and IEEE Std 802b™-2004 (covering registration of object identifiers),
Ato-the-previedstrajerrevision-ef-thestandard HEEE-Std-802—2001—traddition-there-has-beer-extensivg
rework in this document to bring forward the practice of protocol identification using the EtherType. While
he protocol identification mechanism specified by ISO/IEC 8802-2 (IEEE Std 802.2™, withdrawn)(is stil
ised, its use for new standards has been deprecated. Further, material about physical layer addressing ang
Liniversal addressing has been added along with information about the IEEE Registration Authority (RA) tg

facilitate user procurement of address assignments.

Since the 2001 revision of this standard, the IEEE 802 standards and working groups/have undergone many
Changes. IEEE Std 802.5™ was withdrawn; therefore, references to it have been remoyed from this revision
EEE Std 802 has also been broadened to include a variety of wireless stafidards; therefore, a new
nformative annex has been added to address the variety of IEEE 802 standards (Annex D). Data rates fo
EEE 802 standards now range from tens of kilobits per second to hungdréeds of gigabits per second and
bncompass copper, optical fiber, wireless, and free-space optical media:

With the diversity of IEEE 802 standards, another goal of this revision was to bring the reference modeld
from these various standards into this standard. This conselidation enables the user to quickly see thq
Hifferences and similarities of the architecture of IEEE 802 Standards. The reference models are included in]

h new informative annex (Annex B).
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|IEEE Standard for Local and
Metropolitan Area Networks:

verview andArchitecture

MPORTANT NOTICE: IEEE Standards documents are not intended to ensuré.safety, security, health

Dr environmental protection, or ensure against interference with or from.qther devices or networks
mplementers of IEEE Standards documents are responsible for determining and complying with al
bppropriate safety, security, environmental, health, and interferencelprotection practices and al
bpplicable laws and regulations.

This IEEE document is made available for use subject to important notices and legal disclaimers. Thesg
hotices and disclaimers appear in all publications containing this document and may be found under thg
heading “Important Notice” or “Important Notices and Disclaimers Concerning IEEE Documents.’
They can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR
Hisclaimers.html.

1. Overview

1.1 Scope

This standard contains descriptions of the IEEE 802® standards published by the IEEE for frame-based dat3
networks as well as a referenee model (RM) for protocol standards. The IEEE 802 architecture is defined
hnd a specification for the identification of public, private, and standard protocols is included.

1.2 Purpose

This standard serves as the foundation for the family of IEEE 802 standards published by IEEE for local areg
hetworks*(LANSs), metropolitan area networks (MANS), personal area networks (PANS), and regional areg
networks (RANS).

Copyright © 2015 IEEE. All rights reserved. 1
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used; therefore, each referenced document is cited in text and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (included any amendments or corrigenda) applies.

IEEE Std 802.1D™, IEEE Standard for Local and metropolitan area networks—Media Access Control
(MAC) Bridges.! 2

EEE Std 802.1Q™, IEEE Standard for Local and metropolitan area networks—\Virtual Bridged Local /Are3
Networks.

EEE Std 802.1AC™, |EEE Standard for Local and metropolitan area networks—Media Agcess Contro
MAC) Service Definition.

SO/IEC 8802-2:1998, Standard for Information technology—Telecommunicatiehs and informatior
bxchange between systems—Local and metropolitan area networks—Specific<requirements—Part 2
| ogical link control .3 (ISO/IEC version of withdrawn standard IEEE Std 802,2)

TU-T Recommendation X.660, Information technology—Procedures for\the operation of object identifie
registration authorities: General procedures and top arcs of the international object identifier tree.*

ETF RFC 2578, Structure of Management Information Version@,(SMIv2).>

1 The IEEE standards referred to in Clause 2 are trademarks owned by The Institute of Electrical and Electronics Engineers,
Incorporated.

2 |EEE publications are available from The Institute of Electrical and Electronics Engineers (http://standards.ieee.org/).

3 1SO/IEC publications are available from the International Organization for Standardization (http://www.iso.ch/) and the International
Electrotechnical Commission (http://www.iec.ch/). ISO/IEC publications are also available in the United States from the American
National Standards Institute (http://www.ansi.org/).

4| TU-T publications are available from the International Telecommunications Union (http://www.itu.int/).
5 |ETF documents (i.e., RFCs) are available the Internet Engineering Task Force (http://www.rfc-archive.org/).
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3. Definitions, acronyms and abbreviations

3.1 Definitions

For this document, the following terms and definitions apply. The IEEE Standards Dictionary Online should
be consulted for terms not defined in this clause.®

access domain: A set of stations in an IEEE 802® network together with interconnecting data transmission

madia and funeotional snite (A~ ranaatare) an aphaoh tha ctatione nicn tha camn madiiim annnce ~antrn
HeTTT oo o et o oot S g T o P ettt vV TG e Sttt rtoTo— oot —tHe—Sa e — e e Ttc e S CortTro

MAC) protocol to communicate over a common physical medium.

bridge: A functional unit that interconnects two or more IEEE 802® networks that use the same-data link
ayer (DLL) protocols above the medium access control (MAC) sublayer, but can use different MAQ
brotocols. Forwarding and filtering decisions are made on the basis of layer 2 information.

canonical format: The format of a medium access control (MAC) data frame in whigh the octets of any 484
hit extended unique identifiers (EUI-48s) or 64-bit extended unique identifiers (EUI>64s) conveyed in the
MAC user data field have the same bit ordering as in the hexadecimal representation.

bnd station: A functional unit in an IEEE 802® network that acts as a soufee of, and/or destination for, link
ayer data traffic carried on the network.

Fthernet: A communication protocol specified by IEEE Std 802,.3™.

FtherType: A 2-octet value, assigned by the IEEE Registration Authority (RA), that provides context fo
nterpretation of a data field of a frame (protocol identification).

filtering: A function in a bridge that is used to determine if a received medium access control (MAC) frame
s to be forwarded or discarded on any given outbound port.

forwarding: A function in a bridge that-transfers a received medium access control (MAC) frame to one o
more outbound ports.

frame: The format of aggregated- bits from a medium access control (MAC) sublayer entity that arg
ransmitted together in time,

handover: The process by which a mobile node obtains facilities and preserves traffic flows when traffic ig
switched from one_link to another. Different types of handover are specified based on the way facilities fo
bupporting traffic flows are preserved.

EEE 802%network: A network consisting of one or more interconnected networks each using a mediun
hccess control (MAC) protocol specified in an IEEE 802 standard.

nfefeonnection: A data communication path between stations in an IEEE 802® network.

interworking: The use of interconnected stations in a network for the exchange of data, by means of
protocols operating over the underlying data transmission paths.

local area network (LAN): A network of devices, whether indoors or outdoors, covering a limited
geographic area, e.g., a building or campus.

6 The IEEE Standards Dictionary Online subscriptions are available at
http://www.ieee.org/portal/innovate/products/standard/standards_dictionary.html.
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logical link: A logical communication connection between two devices.

medium access control (MAC) data frame: A data structure consisting of fields in accordance with a
MAC protocol, for the communication of user data and control information in a network; one of the fields
contains a sequence of octets of user data.

medium access control (MAC) protocol: A protocol that governs access to the transmission medium in a
network, to enable the exchange of data between stations in a network.

eaia—inuepenaent controt function: A Paratiel COntror pilane trdt proviues comtrof furnctions for differen
medium access control (MAC) and physical layer (PHY) sublayers and provides a media-independén
hbstraction to higher layer protocols.

media-independent handover function: A function that provides the ability to relocate~traffic flowg
between different medium access technologies and associated physical media.

metropolitan area network (MAN): A network of devices, extending over a large geographical area such
hs an urban area, often providing integrated communication services such as data,Vvdiee, and video.

noncanonical format: The format of a medium access control (MAC) data-frame in which the octets of 48
Dit extended unique identifiers (EUI-48s) or 64-bit extended unique identifiers (EUI-64s) conveyed in thg
MAC user data field have the same bit ordering as in the bit-reversed representation.

personal area network (PAN): A network of devices extending.@ver a very limited geographical area, used
o0 convey information among a group of participant stations.

brivate protocol: A protocol whose use and specificatiortare controlled by a private organization.

pbublic protocol: A protocol whose specification is published and known to the public, but controlled by ar]
Drganization other than a formal standards body:

regional area network (RAN): A networkiof devices that generally covers a service area that is larger thar
metropolitan area networks (MANS), typically in sparsely populated areas.

repeater: A device that intercannécts segments of the physical medium by retransmitting a copy of thg
physical layer (PHY) framey

bervice data unit: Infermation that is delivered between layers or sublayers.

bingle access domain: A set of stations such that, at most, only one can transmit at a given time, with al
bther stations,acting as (potential) receivers.

standardsprotocol: A protocol whose specification is published and known to the public and is controlled
Dy a standards body.

station: An end station or bridge. See also: bridge; end station.

universal address: A 48-bit extended unique identifier (EUI-48) or 64-bit extended unique identifier
(EUI-64) that is used as a unique address.

4 Copyright © 2015 IEEE. All rights reserved.
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BS base station

CID company identifier

CPE customer-premises equipment

CS convergence sublayer

C-SAP control service access point

DLL data link layer

EPD Ether Type protocol discrimination

EPON Ethernet passive optical networks

EUI-48 48-bit extended unique identifier

EUI-64 64-bit extended unique identifier

HLPDE higher layer protocol discrimination entity
/G individual/group

IM implementation model

IP Internet Protocol

LAN local area network

LLC logical link control

LPD LLC protocol discrimination

LSAP link service access point

LSB least significant bit

MAC medium access control, media access control’
MA-L MAC address - large

MA-M MAC address — medium

MAN metropolitan area network

MA-S MAC address — small

MCPS MAC common part sublayer

MCPS-SAP  MAC common part sublayer data service access point
MIB management information base

MICF media-independent control function
MICLSAP media-independent control link service access point
MICPSAP media-independent control physical service access point
MICSAP media-independent control service access point
MIH media-independent handover

MIHF media-independent handover function

MLME MAC sublayer management entity

MSAP MAC service access point

MESAP management service access point

MSB most significant bit

NCMS network control and management system
OAM operations, administration, and maintenance
OID object identifier

OoLT optical line terminal

ONU optical network unit

"Both forms are used, with the same meaning. This standard uses medium.

Copyright © 2015 IEEE. All rights reserved.
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OSI/RM
Oul
PAN
PDU
PHY
PHY
PICS
PLME

IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS

Open Systems Interconnection basic reference model
organizationally unique identifier

personal area network

protocol data unit

physical layer (OSI reference model and IEEE 802® reference model)
physical layer device or entity (IEEE 802.3™ reference model)
protocol implementation conformance statement

physical layer management entity

PMD
PSAP
RA
RAN
RM
RSTP
SAP
SNAP
SNMP
SSF
SS/IMS
u/L
VLAN
WAN
WLAN
WPAN
WRAN

physical medium dependent

physical service access point
Registration Authority

regional area network

reference model

rapid spanning tree protocol

service access point

Subnetwork Access Protocol

Simple Network Management Protocol
spectrum sensing function

subscriber station/mobile subscriber station
universally or locally administered
virtual local area network

wide area network

wireless local area network

wireless personal area network
wireless regional area network
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4. Family of IEEE 802 standards

4.1 Key concepts

IEEE 802 networks use frame-based communications over a variety of media to connect various digital
apparatus regardless of computer technology and data type. However, the scope of IEEE 802 standards is
not limited to the physical layers (PHYs) and data link layers (DLLS).

Tha hacie camminicatinne canabhalitine neanadad by Al ICCE ON9 ctandarde arn frama hacad vaith catiron and
T TTtITC- SO H ettt oS- Copao it C o proviat ooy ot CoUZ-Startar oo o e o e oot o vy e T

estination addressing and asynchronous timing. In a frame-based system, the format is a variable-lengti
bequence of data octets. By contrast, cell-based communication transmits data in fixed-length units' in
bpecified time intervals while isochronous communication transmits data as a steady stream of octets, o
jroups of octets, at equal time intervals.

ser and management data flowing within IEEE 802 networks can be secured by a variety of authentication
becure key exchange, and encryption mechanisms that are described in the various IEEE“802 standards. In]
hddition, IEEE 802 standards specify mechanisms by which a station is able 4o discover neighboring
networks information that may include IEEE 802 and non-1EEE 802 technologies. AEEE 802 standards alsg
bpecify mechanisms to achieve service discovery (e.g., support for Interfet‘or virtual private networK
bervice) and session continuity (e.g., a voice over Internet Protocol (), or multimedia session) in §
heterogeneous networking environment when stations, while either stationary or in motion, have a choice of
connecting to multiple access networks.

The early IEEE 802 local area network (LAN) wired technologies used shared-medium communication
ith information broadcast for all stations to receive. That@pproach has evolved over the years, but in wayy
hat preserve the appearance of simple peer-to-peer communications behavior for end stations. In particular
he use of bridges, as described in 5.3.2, for interconnecting IEEE 802 networks is now widespread. Thesq
bridges allow the construction of networks with_much larger numbers of end stations and much highe
hggregate throughput than would be achievablewith a single shared-medium. End stations attached to such
h bridged IEEE 802 network can communicate With each other just as though they were attached to a singlg
bhared-medium; however, the ability t@7communicate with other stations can be limited by use of
management facilities in the bridges, particularly where broadcast or multicast transmissions are involved. A
further stage in this evolution has led'to the use of point-to-point full duplex communication in LANS, eithe
between an end station and a bridge or between a pair of bridges.

Some IEEE 802 technologies, in particular wireless-based technologies, are inherently shared-mediun
communication systems\\They too have been augmented over time. Many wireless local area networkg
WLANS) support_mobile node mobility and hence dynamic topologies. These additional facilities may
epending on the\IEEE 802 technology in use, restrict bridged LAN interconnects to the static topology
nodes within the.wireless portion of a heterogeneous technology LAN.

An IEEE.802 LAN is a peer-to-peer communication network that enables stations to communicate directly
bn a point-to-point, or point-to-multipoint, basis without requiring them to communicate with any
ntefmediate stations that perform forwarding or filtering above the PHY. LAN communication takes placg
atmoderate to tigh data rates anmd withrstort transit detays; omthe order of a few mittiseconms or tess:

A LAN is generally owned, used, and operated by a single organization. This is in contrast to wide area
networks (WANS) that interconnect communication facilities in different parts of a country or are used as a
public utility. LANs are useful for deployment on a variety of scales, whether indoors or outdoors, including
covering a scale up to a large building or campus environment.

A metropolitan area network (MAN) is optimized for a larger geographical area than is a LAN, ranging from
several blocks of buildings to entire cities. As with local networks, MANs can also depend on
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communications channels of moderate to high data rates. A MAN might be owned and operated by a single
organization, but it is usually used by many individuals and organizations. MANs might also be owned and
operated as public utilities. They often provide means for internetworking of local networks.

Personal area networks (PANS) are used to convey information among a small group of participant stations.
Unlike a LAN, a connection made through a PAN typically involves little or no infrastructure or direct
connectivity to the world outside the connection. This approach allows small, power-efficient, inexpensive
solutions to be implemented. In the context of the family of IEEE 802 standards, PANs are implemented
with wireless technology and are, therefore, sometimes referred to as wireless personal area networks
WFANS).

Regional area networks (RANSs) generally cover a service area that is larger than the MANs. A-RAN i
Eimilar to a MAN in that it is typically owned and operated by a single organization, but it is usually uSed by
many individuals and organizations. For wireless regional area networks (WRANS), the unique propagatior]
Characteristics of the frequency bands in which they operate, typically from 30 MHz to L. GHz, require §
bpecialized design of the PHY and the medium access control (MAC) that can absorb lang-channel impulsg
responses and large propagation delays. In some cases, operation in these bands is subject to coordinatior]
vith existing users, e.g., television broadcast.

EEE 802 networks can also be used to perform the task of an access netwaork, iJe., to connect end stations tg
h larger, heterogeneous network, e.g., the Internet.

The early IEEE 802 standards for LAN and MAN technologies were all based on the use of copper or optica
fiber cables as the physical transmission medium. However, in-addition to the use of cable-based media
oday’s IEEE 802 standards include technologies, radio and- optical, that use free space as the physica
ransmission medium. IEEE 802 standards for wireless netivorks include wireless LANs, MANs, RANS, ang
PANSs. These technologies also target usage scenarios-for.both fixed and mobile wireless. These IEEE 803
hetwork solutions address challenges of mobility, Higher error rates, and potentials for signal loss ang
nterference that are inherent to using wireless medium.

1.2 Application and support

EEE 802 networks are intended ta.have wide applicability in many environments. The primary aim is tg
brovide for low-cost devices and\petworks, suitable for consumer, commercial, educational, governmental
hnd industrial applications. Thefollowing lists are intended to show some applications and devices and, as
such, are not intended to be‘exhaustive, nor do they constitute a set of required items. IEEE 802 networks
can be found in the following environments:

— Client/server applications
— Database access

— Desktop publishing
—~“Electronic mail

<<, File transfer

—  Graphics

— Handover services
— Multimedia

— Office automation
—  Process control

— Robotics

—  Telecommunication

8 Copyright © 2015 IEEE. All rights reserved.
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—  Text processing
— Transaction processing

IEEE 802 networks are intended to support various data devices, such as the following:

— Bridges, routers, and gateways
—  Computers
— Image and video monitors

— VIaSss Storage TEVITES

— Monitoring and control equipment
— Photocopiers and facsimile machines
—  Printers and plotters

— Terminals

—  Wireless terminals

1.3 An international family of standards

The terms LAN, MAN, PAN, and RAN encompass a number of data communications technologies ang
hpplications of these technologies. So it is with the IEEE 802 standards. In order to provide a balancq
between the proliferation of a very large number of different and“incompatible local and metropolitar
hetworks, on the one hand, and the need to accommaodate rapidly.¢hanging technology and to satisfy certair
hpplications or cost goals, on the other hand, several types/of medium access technologies are currently
bpecified in the family of IEEE 802 standards. In turn, theésey MAC standards are specified for a variety of
bhysical media. A secure data exchange standard and, MAC bridging standards are intended to be used ir]
conjunction with the MAC standards. Architecture and:protocols for the management of IEEE 802 networkg
hre also specified.

The IEEE 802 standards have been developed and applied in the context of a global data communicationg
ndustry. IEEE 802 standards are recognized to be international standards in their own right. In addition
some |EEE 802 standards have progressed to become standards within Joint Technical Committee 1 of thq
nternational Organization for Standardization and the International Electrotechnical Commission (ISO/IEC
JTC 1), International Telecommunication Union Telecommunication Standardization Sector (ITU-T)
nternational Telecommunication Union Radiocommunication Sector (ITU-R), and a wide variety of
hational body standards development organizations.

1.4 |[EEE 802 standards

The IEEE 802-LAN/MAN Standards Committee sponsors a large number of standards projects. The curren
btate of IEEE 802 standards and recommended practices is illustrated in Figure 1. The IEEE 802 committeq
s very active; therefore, for the latest status of the IEEE 802 working groups and standards, refer to http:/{

www.ieee802.0rg.
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802.16.1 Advanced
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802.22 Cognitive
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802.22.1 Enhance

air interface 802.20 harmful interference
802.16.2 Coexistence 802.20.3 Minimum protection
performance

Figure 1—Current family of IEEE 802 standards and recommended practices

At any given time, an IEEE 802 standard may have @ne or more amendments related to it. Each amendment
bnce approved, is considered to be part of thechase standard. At a future time, these amendments arg
ncorporated into the base standard so that a new:single document can be issued. This process is illustrated ir
Figure 2 for IEEE Std 802.15.4™-2011,8 which incorporated the amendments IEEE Std 802.15.4a™-2007

EEE Std 802.15.4c™-2009, and IEEE«Std 802.15.4d™-2009 into the base standard IEEE Std 802.15.4
D006.

802.15.4-2006
Low rate WPAN

802.15.4a-2007

Alternative PHYs
802.15.4¢-2009

China 780 MHz band operation

802.15.4d-2009
Japan 950 MHz band operation

802.15

802.15.4-2011
Low rate WPAN

Figure 2—Issuance of IEEE Std 802.15.4-2011 from previous base standard and
amendments

8 See Annex D for a list of approved IEEE 802 standards that were current when this standard was completed.
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5. Reference models (RMs)

5.1 Introduction

The IEEE 802 RM is derived from the Open Systems Interconnection basic reference model (OSI/RM),
ISO/IEC 7498-1:1994 [B7]°. It is assumed that the reader has some familiarity with the OSI/RM and its
terminology. The IEEE 802 standards emphasize the functionality of the lowest two layers of the OSI/RM,
i.e., PHY and DLL, and the higher layers as they relate to network management. The IEEE 802 RM is
piHar-to-the-OSHRM-HR-terms-ofstayers-and-the-placement-of-Hs-service-boundaries—Higure-3-showsthe

architectural view of IEEE 802 RM for end stations and its relation to the OSI/RM. A variation of the mode
hpplies within bridges, as described in 5.3.2.

MSAP  MAC service access point PSAP  PHY service access point
LSAP link service access point
Application
) LSAPs
Presentation Upper layer Upper layer
protocols protocols
Session MSAPS
A . ™Sa
Transport (G, Optional —C O
LLC sublayer / MSAPs \ LLC sublayer
Network & PSAPS ™S
7 | — @
MAC sublayer Optional MAC sublayer
Data link and options & PSAPs “a and options
— . > | )y © 2 _ _ _ )
Physical Physical Physical

Figure 3—IEEE 802 RM for end stations

For the mandatory data services supported by all IEEE 802 networks, the DLL is structured as twg
bublayers, with the logical link control (LLC) sublayer, described in 5.2.2, operating over a MAC sublayer
fescribed in 5.2.3.

Fach IEEE 802 standard has RMs that are more detailed in order to describe the structure for that specifig
standard. The RMs for the IEEE 802 standards are given in Annex B.

The IEEE 802wimplementation models (IMs) are more specific than the IEEE 802 RMs, allowing
Hifferentiation_between implementation approaches (e.g., different MAC protocols and PHYSs). Figure 4
llustrates’an 1EEE 802.3 IM and its relation to the IEEE 802 RM.

Considerations of management, security, and media-independent handover (MIH) in IEEE 802 networks are
hlSoCovered by IEEE 802 standards; these optional features lead to an elaboration of the RM, as illustrateg
in Figure 5. IEEE 802 network management provides protocols for exchange of management information
between stations. The media-independent control function (MICF) is a parallel control plane that provides
control functions for different MAC and PHY sublayers. Some examples of this MICF are the media-
independent handover function (MIHF) of IEEE Std 802.21™ and the control functions proposed in the
IEEE 802.19.1 Task Group and IEEE Std 802.22™. IEEE Std 802.1X™ forms part of the LLC sublayer and
provides a secure, connectionless service immediately above the MAC sublayer.

9The numbers in brackets correspond to those of the bibliography in Annex A.
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e | LLC o
—————— LLC logical link control sublayer
MAC | MAC MAC  medium access control sublayer
RS PHY physical layer device
RS reconciliation sublayer
| CGMII | CGMII 100 Gb/s media-independent interface
PCS PCS physical coding suble}yer
— FEC forward error correction
hveica FEC (conditional) PMA  physical medium attachment
Hslca PHY PMA F;V‘ID pi beibai |||cdiun| UICPCIIL;UI LY
AN auto negotiation
PMD MDI  medium dependent interface
AN (conditional)
MDI

IEEE 802 RM 802.3 IM (100 Gb/s)

Figure 4—IEEE 802 RM and an example of an end-station IM (100 Gb/s)
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Figure 5—IEEE 802 RM with end-station management, security, and MIH

VSdOIN

I

b.2'RM description for end stations

The IEEE 802 RM maps to the OSI/RM as shown in Figure 3. The applicable part of the OSI/RM consists of
the lowest two layers: the DLL and the PHY. These map onto the same two layers in the IEEE 802 RM. The
MAC sublayer of the IEEE 802 RM exists between the PHY and the LLC sublayer to provide a service for
the LLC sublayer (certain MAC types provide additional MAC service features that can be used by LLC
sublayer, in addition to the common core features). Service access points (SAPs) for connecting the layers
and sublayers are shown in Figure 3.
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5.2.1 SAPs

One or more link service access points (LSAPS) provide interface ports to support one or more higher layer
users above the LLC sublayer.

In addition, the end station optionally provides one or more media-independent control service access points
(MICSAPs) that interface between one or more higher layers and the control and management planes
enabling higher layer information to pass to the MICF and vice versa.

Ine VIACL SubDlayer proviues OTE OF MOTE VAT SETVITE acCess poin[s (VMISAFS) ds fmerfaces 1o the 10
sublayer in an end station. Clause 8 provides details of how broadcast and group addresses are construgcted
The MAC sublayer optionally provides a media-independent control link service access point (MICLSAP)
vhich is used to provide an interface to support control of the MAC by the MICF.

The PHY provides a PHY service access point (PSAP). In addition, the PHY optionally provides a media
ndependent control PHY service access point (MICPSAP), which is used to provide an intérface port for the
control of the PHY by the MICF.
b.2.2 LLC sublayer

The LLC sublayer contains a variety of entities, as illustrated in Figure 6:

Higher layer Higher layer Higher layer N Higher layer
protocol 1 protocol 2 protocol 3 protocol n
(_LSAP ) (_LSAP ) (_LSAP ) (_LSAP )

HLPDE

LLC
sublayer
802.1X 802:1AE 802.1AX
(MSAP )

Figure 6—LLC sublayer in 802 RM

The higher layer protocol discrimination entity (HLPDE) is used by the LLC sublayer to determine thg
nigher layer protocol.to-which to deliver an LLC sublayer protocol data unit (PDU). Two methods may bg
ised in the HLPDE. The two methods are:

1) _EtherType protocol discrimination (EPD), which uses the EtherType value made available tqg
the LLC sublayer through the MSAP

2).~ LLC protocol discrimination (LPD), which uses the addresses defined in ISO/IEC 8802-2
including the Subnetwork Access Protocol (SNAP) format

IEEE Std 802.3™ is capable of natively representing the EtherType within its MAC frame format, which is
used to support EPD. IEEE Std 802.3 also natively supports ISO/IEC 8802-2 LPD (over a limited range of
frame sizes). In other IEEE 802 networks, such as for IEEE Std 802.11™, LPD is also achieved using
SNAP, as described in Clause 9. In either of these techniques, the EtherType is effectively being used as a
means of identifying an LSAP that provides LLC sublayer service to the protocol concerned. New IEEE 802
standards shall support protocol discrimination in the LLC sublayer using EPD.
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IEEE Std 802.1AE™ provides MAC security with connectionless user data confidentiality, frame data
integrity, and data origin authenticity by media access independent protocols and entities that operate
transparently to MAC clients.

IEEE Std 802.1AX™ provides the ability to aggregate two or more links together to form a single logical
link at a higher data rate.

IEEE Std 802.1X provides authentication, authorization, and cryptographic key agreement mechanisms to
support secure communication between end stations connected by IEEE 802 networks.

b.2.3 MAC sublayer

The MAC sublayer performs the functions necessary to provide frame-based, connectionless-modg
datagram style) data transfer between stations in support of the next higher sublayer, as described'in 5.1, fo
networks that support it. The term MAC frame, or simply frame, is used to describé the datagramg
ransferred between peer MAC sublayer entities. In some MAC types, some MAC drames are used ir
support of the MAC sublayer functionality itself, rather than for transfer of datalfrom the next highe
Sublayer.

The principal functions of the MAC sublayer comprise the following:

— Frame delimiting and recognition

— Addressing of destination stations (both as individual stationsZand as groups of stations)

— Conveyance of source-station addressing information

— Transparent data transfer of PDUs from the next high€r sublayer

— Protection against errors, generally by means of generating and checking frame check sequences
— Control of access to the physical transmission medium

Dther functions of the MAC sublayer—applicable-particularly when the supporting implementation includeg
nterconnection devices such as bridges—ificlude flow control between an end station and arn
nterconnection device, as described in 5:3, and forwarding of frames according to their destinatior
hddresses to reduce the extent of propagation of frames in parts of an IEEE 802 network that do not contairj
communication paths leading to the intended destination end station(s).

The functions listed are those of the MAC sublayer as a whole. Responsibility for performing them ig
Histributed across the transmitting and receiving end stations and any interconnection devices such ag
bridges. Devices with different roles, therefore, can behave differently in support of a given function. Fo
bxample, the basic transmission of a MAC frame by a bridge is very similar to transmission by an eng
Station, but not identical. Principally, the handling of source-station addressing is different.

The various MAC specifications all specify MAC frame formats in terms of a serial transmission model fo
he service~provided by the supporting PHY. This model supports concepts such as “first bit (e.g., of 3
particulahoctet) to be transmitted” and a strict order of octet transmission in a uniform manner. However
he ways in which the model has been applied in different MAC specifications are not completely uniform
With-fespect to bit-ordering within octets (see Clause 8, and particularly 8.6, for examples and explanation)
The serial transmission model does not preclude current or future MAC specifications from using partly or
wholly octet-oriented specifications of frame formats or of the interface to the PHY.

5.2.4 PHY
MAC entities use their respective PHY entities to exchange bits with their peers. The PHY provides the

capability to transmit and receive modulated signals assigned to specific frequency channels for broadband
or wireless media or to a single baseband-channel.

14 Copyright © 2015 IEEE. All rights reserved.
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Whereas the service offered to the MAC sublayer is expressed as the transfer of bits (in sequences
representing MAC frames), the symbols that are encoded for transmission do not always represent
individual bits. Particularly at speeds of 100 Mb/s and above or for wireless transmission, the PHY can map
blocks of several bits (e.g., 4, 5, or 8 bits) to different multi-element symbols. In some PHY encodings, these
symbols are subject to further transformation before transmission, and in some cases, the transmission is
spread over multiple physical data paths.

5.2.5 Layer and sublayer management

Ine LLC, MAL, and PAY Staldards alSo inciutea Mdrnagerment cormponent that SpECiTiES Madrageda ODjECL
hnd aspects of the protocol machine that provides the management view of these resources. See Clause j7 fo
further information.

b.3 Interconnection and interworking

n some cases, the end stations in an IEEE 802 network have no need to communicate with end stations or
bther networks. However, there are many cases in which end stations on an IEEE*802 network need tg
communicate with end stations on other networks; therefore, devices that ifterconnect the IEEE 802
network with other kinds of networks are required. In addition, severalsstandard methods have beer
eveloped that permit a variety of interconnection devices to operate transparently to end stations on &
network in order to extend the capabilities available to end stations, particularly in terms of the geographica
bxtent and/or total number of end stations that can be supported.

Standard methods of interworking fall into the following three gereral categories, depending on the layer a
vhich the corresponding interconnection devices operate:

— PHY interconnection, using devices usually termed repeaters or hubs, as described in 5.3.1
— MAC interconnection, using devices termed‘ridges, as described in 5.3.2
— Network-layer interconnection, using dewxicés usually termed routers, as described in 5.3.3

b.3.1 Interconnection at the PHY

The original IEEE 802 standards wete for end stations attached to a shared communication medium. This
pasic configuration is referred tg\as a single access domain; the domain consists of the set of stations such
hat, at most, only one can transmit at a given time, with all other stations acting as (potential) receivers. Ir
his situation, the function of handling the “one-at-a-time” access arbitration is performed by the set of
MACs on a shared medium:

A repeater is a device used to interconnect segments of the physical communications media, for example, tg
extend the rangée. of a network when the physical specifications of the technology would otherwise be
bxceeded, while providing a single access domain for the attached stations. Repeaters used in support of
multiplesend stations attached by star-wired network topologies are frequently referred to as hubs.

b.3.22 MAC-sublayer interconnection: Bridges

5.3.2.1 Bridges and bridged IEEE 802 networks
Bridges are stations that interconnect multiple access domains. IEEE Std 802.1D1° provides the basic
specification for bridge interworking among IEEE 802 networks. A bridged IEEE 802 network consists of

one or more bridges together with the complete set of access domains that they interconnect. A bridged
IEEE 802 network provides end stations belonging to any of its access domains with the connectivity of a

10 |nformation on normative references can be found in Clause 2.
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network that contains the whole set of attached end stations. IEEE Std 802.1Q adds additional capabilities to
the bridge specification in IEEE Std 802.1D including virtual local area networks (VLANS), priorities, and
provider bridging, as described in 5.3.2.5.

A bridged network can provide for the following:

— Communication between stations attached to networks of different MAC types that conform to the
Internal Sublayer Service as specified in IEEE Std 802.1AC.

— Anincrease in the total throughput of a network over that of a purely shared media network

— AT ITCrease i the physical extent of, or NUIMpber of Permissitie attachments 10, a NEtwWork

— Partitioning of the physical network for administrative or maintenance reasons

The term switch is often used to refer to some classes of bridge. However, there is no consistent' meaning
hpplied to the distinction between the terms bridge and switch, and IEEE Std 802.1D does fhot'make any
buch distinction. Hence, this standard only uses the term bridge.

b.3.2.2 Bridge relaying and filtering

A bridge processes protocols in the MAC sublayer and is functionally transparent to LLC sublayer ang
nigher layer protocols. MAC frames are forwarded between access domains;.of filtered (i.e., not forwarded
o0 certain access domains), on the basis of addressing and protocol information contained in the MAC frame
Figure 7 shows the position of the bridging functions within the MAC sublayer; note particularly thai
Felaying and filtering are considered to belong entirely within the MAC sublayer.

End station Bridge End station _
MAC service
LLC LLC user
Relay MAC service
provider
MAC sublayer
MAC MAC MAC MAC
Physical layer

Media

LAN LAN

Figure 7—Internal organization of the MAC sublayer with bridging

Filtering by bridges~tends to confine traffic to only the parts of the bridged network that lie betweer
ransmitting end stations and the intended receivers. This permits a bridged network to support severa
ransmitting endstations at any given time (up to the total number of access domains present).

b.3.2.3 Resolving topologies with multiple paths

A Key-aspect of IEEE Std 802.1D and IEEE Std 802.1Q is the specification of the rapid spanning tree

rotocol (RSTP), which is used by bridges to configure their interconnections in order to prevent loopin
data paths in the bridged IEEE 802 network. If the basic interconnection topology of bridges and networks
contains multiple possible paths between certain points, use of the RSTP blocks some paths in order to
produce a simply connected active topology for the flow of MAC user traffic between end stations. For each
point of attachment of a bridge to a network, the RSTP selects whether MAC user traffic is to be received
and transmitted by the bridge at that point of attachment.

The RSTP adapts to changes in the configuration of the bridged IEEE 802 network, maintaining
connectivity while avoiding data loops. Some configuration changes can cause temporary interruptions of
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connectivity between parts of the bridged IEEE 802 network, typically lasting for a few tens of milliseconds
at most.

IEEE Std 802.1Q specifies a variant of RSTP, the multiple spanning tree protocol (MSTP), that can
configure multiple, independent spanning trees within a bridged network. In addition, IEEE Std 802.1Q
specifies shortest path bridging, which allows the use of shortest path communication within
administratively defined network regions, while retaining concurrent support for all existing spanning tree
protocols. The use of shortest path bridging, both for unicast and multicast, allows multiple paths to be used
simultaneously.

b.3.2.4 Transparent bridging

EEE Std 802.1D and IEEE Std 802.1Q specify transparent bridging operation, so called because_the' MAQ
bridging function does not require the MAC user frames transmitted and received to carry any‘additional
nformation relating to the operation of the bridging functions; end-station operation is unchanged by thq
bresence of bridges.

b.3.2.5 Provider bridging

EEE Std 802.1Q specifies the method by which the MAC service is supported by virtual bridged LANS, thq
principles of operation of those networks, and the operation of \MLAN-aware bridges, including
management, protocols, and algorithms. The standard also enables a sérvice provider to use the architecturg
hnd protocols specified in order to offer the equivalent of separate 1.ANSs, bridged LANS, or virtual bridged
| ANs to a number of customers, while requiring no cooperation between the customers and minima
Cooperation between each customer and the service provider:

Provider backbone bridging further extends the concept of provider bridging by allowing a backbong
network, under the administrative control of a single.backbone service provider, to support multiple servicg
broviders, each administering its own distinct»provider-bridged network to support distinct sets of
Customers.

b.3.2.6 Bridging example

5o0me bridges are used to interconnectaccess domains that each contain a very small number of end stationg
often, a single end station). Others interconnect multiple access domains that contain principally othe
bridges, thus forming a backbone for the bridged IEEE 802 networks. Bridged IEEE 802 network
configurations that involve these kinds of interconnection have become widespread as the technologies havg
feveloped. These configurations allow the construction of networks with much larger numbers of end
Stations and much,higher aggregate throughput than was previously achievable.

Figure 8 illustrates an example of a bridged IEEE 802 network that can be configured with bridge-stylg
nterconnection. The bridges A and B, and the IEEE 802.3 LAN configurations to which they attach, arg
ypicalsefithe older style of bridged IEEE 802 network in which a bridge interconnects a small number of
hccess domains, each containing many end stations, as is similar with K and L and their IEEE 802.17™ ring
The AEEE 802.17 ring and the IEEE 802.3 connections between S and T and S and U form backbong
networks. On the other hand, the bridges S, T, and U function as bridges that combines IEEE 802.17,
IEEE 802.3, and IEEE 802.16™ networks. S is a backbone bridge, handling a number of network
attachments. T and U are bridges that support multiple end stations, with connection to a backbone network.
B and K also provide access to a backbone network. The end station shown connected to S by a point-to-
point link could be a server system.

Copyright © 2015 IEEE. All rights reserved. 17


https://iecnorm.com/api/?name=1bff965d903c5e90461a05b85ed55cfa

ISO/IEC/IEEE 8802-A:2015(E)

IEEE

Std 802-2014 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS

[] End station

80211
Bridge

L=
M 0

|
— 802.15.%
B 80217 L
F F 8023 N
- b g.0 ﬁ
A
A L
o> %24
802.3 802.16

3

Figure 8—An example of a bridged IEEE 802 network
b.3.3 Network-layer interconnection: Routers

Routers are interconnection devices that operate<as IEEE 802 end stations. These process network laye
protocols that operate directly above the LLC sublayer, with forwarding decisions based on network laye
hddresses. Details of this kind of interconnection lie outside the scope of IEEE 802 standards, but the varioug
Standard and proprietary network-layer.protocols involved represent a substantial part of the user traffic or]
many IEEE 802 networks. In particular, IEEE 802 networks are often interconnected by routers for the IR

hnd its related routing and management protocols, either directly to other IEEE 802 networks or by means o}
WAN connections.
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6. General requirements for an IEEE 802 network

6.1 Services supported

With the descriptions in Clause 5 as a basis, an IEEE 802 network can be characterized as a communication
resource that provides sufficient capabilities to support the MAC service specified in IEEE Std 802.1AC,
between two or more MSAPS. In particular, this requires the ability to convey LLC sublayer data from one
MSAP to n other MSAPSs, where n can be any number from 1 to the number of all of the other MSAPs on the

-u-\hunvl I\n II:I:I: [e]als) nnf\unvl |o rnnnnvnrl At o mnnlmnm to-chnnort +hn I\Ill\f“ |h|‘nrnf\| Cnhln\:nr Cnnunr
o OUZTTIC courrcoTor ot LERRA= A=) &) &

:pECIerd in IEEE Std 802.1AC and support the use of EtherTypes for protocol identification at the LICQ
Sublayer.

5.2 Error ratios
-or wired or optical fiber physical medium, the error performance of IEEE 802 networkscis as follows:

a) For wired or optical fiber physical media: Within a single access domainy the probability that §
transmitted MAC frame (excluding any preamble) is not reported correctly at the PHY service inter
face of an intended receiving peer MAC entity, due only to operation-ef the PHY, shall be less thar
8 x 1078 per octet of MAC frame length.

NOTE—For some applications and data rates, better performance than this,fay be required.

b)  For wired physical media with frames shorter than 2048 pg¢tets: The probability that an MAC service
data unit (MSDU) delivered at an MSAP contains an‘undetected error, due to operation of the MAC
service provider, shall be less than 5 x 1071* per octet'of MSDU length.

NOTE—For example the worst-case probability of losing amaximum-length IEEE 802.3 frame at the PHY is to be less
han 1.21 x 104, or approximately 1 in 8250. The worst-case probability that a 3|m|Iar frame, which contains an MSDU
bf 1500 octets, |s delivered with an undetected error is to'be less than 7.5 x 10", or approximately 1 in 13 300 000 000

For wireless physical media, the error perfafmance within a single access domain is variable over time, ang
o guarantee of service can be given.

6.3 Transient service interruption

nsertion of a station into, or'removal of a station from, an IEEE 802 network shall cause at most a transien
oss of availability of theyaccess domain(s) to which the station attaches, lasting not more than 1 s. Failure of
h station, including (oSs'of power, shall cause at most a transient fault for the access domain(s) to which i
vas attached, with) duration on the order of 1s. The preceding requirements assume that the new
configuration efithe network without the lost station is valid.

5.4 Regulatory requirements

hile regulatory compliance is out of the scope of IEEE 802 standards, the need to comply with requlationd
can influence the design of IEEE 802 standards.
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7. IEEE 802 network management

7.1 General

The provision of an adequate means of remote management is an important factor in the design of today’s
network equipment. Such management mechanisms fall into two broad categories: those that provide
general-purpose management capability, allowing control and monitoring for a wide variety of purposes,
and those that provide specific capabilities aimed at a particular aspect of management. These aspects of

Mmananamant ara dicoticead in 7 9 and 7 2 racnactinalyg
o g et ar e OroCu ISt o= oo 1O, TeopeotrveTy

7.2 General-purpose IEEE 802 network management

This subclause introduces the functions of management to assist in the identification of thé réquirementg
blaced on IEEE 802 network equipment for support of management facilities, @nd it identifieg
jeneral-purpose management standards that may be used as the basis of developing managemen
bpecifications for such equipment.

7.2.1 Management functions

Management functions relate to users’ needs for facilities that suppoft the planning, organization
bupervision, control, protection, and security of communications- resources. These facilities may bg
categorized as supporting the functional areas of configuration, fault, performance, security, and accounting
management. These can be summarized as follows:

— Configuration management provides for the)‘identification of communications resources
initialization, reset and shut-down, the supply-of operational parameters, and the establishment ang
discovery of the relationships between resources.

— Fault management provides for fault prevéntion, detection, diagnosis, and correction.

— Performance management provides for evaluation of the behavior of communications resources ang
of the effectiveness of communication activities.

— Security management provides,for the protection of resources.

— Accounting management.provides for the identification and distribution of costs and the setting of
charges.

Management facilities in IEEE 802 network equipment address some or all of these areas, as appropriate tq
he needs of that equipment and the environment in which it is to be operated.

7.2.2 Management architecture

The mandgement facilities specified in IEEE 802 standards are based on the concept of managed objects thai
model-the semantics of management operations. Operations on a managed object supply informatior]
concerning, or facilitate control over, the managed object and thereby, indirectly, the process or entity
sSoCiated with that object

Operations on a managed object can be initiated by mechanisms local to the equipment being managed (e.g.,
via a control panel built into the equipment) or can be initiated from a remote management system by means
of a general-purpose management protocol carried using the data services provided by the IEEE 802
network to which the equipment being managed is connected. The entity that does both the network
communication of the management protocol and the interaction to and from the managed objects is called
the agent.
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The Simple Network Management Protocol (SNMP), as described in IETF RFC 3411 [B5], provides a
general-purpose management protocol that can be used for the management of IEEE 802 network
equipment.

7.2.3 Managed object definitions
In order for an IEEE 802 standard to specify management facilities, it is necessary for it to specify managed

objects that model the operations that can be performed on the communications resources specified in the
standard. The components of a managed object definition are as follows:

a) A definition of the functionality provided by the managed object, and the relationship between.thig
functionality and the resource to which it relates.

b) A definition of the syntax that is used to convey management operations, and their arguments ang
results, in a management protocol.

¢) An address that allows the management protocol to specifically communicate with’ the managed
object in question. In IEEE 802 this is done with an object identifier (OID), as described in
Clause 10.

The functionality of a managed object can be described in a manner that is independent of the protocol thai
s used; this abstract definition can then be used in conjunction with a definition of the syntactic elements
required in order to produce a complete definition of the object for use with specific management protocols

SNMP is used in many cases together with the structure of management information known as SMIv2 (IETH
RFC 2578, IETF RFC 2579 [B3], and IETF RFC 2580 [B4]), which uses a set of macros based on a subse
Df ASN.1 for defining managed objects.

The choice of notational tools for defining managed objects depends on which of the available managemen
brotocols the standard supports.

7.3 Special-purpose IEEE 802 network management standards

Special-purpose protocols relating to.the' management functionality of IEEE 802 stations can be developed
wvhen the use of a general-purposesmanagement protocol is inappropriate. Examples of special-purposg
management protocols that can e found in the family of IEEE 802 standards include the Connectivity Faul
Management Protocol specified in IEEE Std 802.1Q; the Operations, Administration, and Maintenance
OAM) Protocol specified jin IEEE Std 802.3; and the Link Layer Discovery Protocol (LLDP) in IEEE
S5td 802.1AB™.
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8. MAC addresses

8.1 Terms and notational conventions

In this standard, the term MAC address is used to refer to a 48-bit or 64-bit number that is used to identify
the source and destination MAC entities. A MAC address may also be used to identify a MAC SAP. In many
IEEE 802 standards, the term MAC address refers only to a 48-bit MAC address. In some IEEE 802
standards, the term extended address is used to refer to a 64-bit MAC address.

f interoperability through bridges is required for a standard, then 48-bit MAC addressing is required. New
standards that only require routed connectivity should use 64-bit MAC addressing.

Hexadecimal representation is a sequence of octet values in which the values of the individual{octets arg
lisplayed in order from left to right, with each octet value represented as a 2-digit hexadecimal.numeral ang
ith the resulting pairs of hexadecimal digits separated by hyphens. The order of the hexadecimal digits in
pach pair, as well as the mapping between the hexadecimal digits and the bits of the.octet value, is derived
Dy interpreting the bits of the octet value as a binary numeral using the normal mathematical rules for digi
Bignificance.

Bit-reversed representation is a sequence of octet values in which the valGes of the individual octets arg
lisplayed in order from left to right, with each octet value represented @s'a 2-digit hexadecimal numeral ang
ith the resulting pairs of hexadecimal digits separated by colons, “Fhe order of the hexadecimal digits in
pach pair, as well as the mapping between the hexadecimal digitsiand the bits of the octet value, is derived
by reversing the order of the bits in the octet value and interpreting the resulting bit sequence as a binary
numeral using the normal mathematical rules for digit significance.

NOTE—The bit-reversed representation is of historical interest only and is no longer applicable to any active IEEE 802
btandard.

See 8.2.2 for a comparative example of bit-reversed and hexadecimal representation.

B.2 Universal addresses
B.2.1 Concept and overview

The concept of universal addressing is based on the idea that all potential members of a network need tqg
have a unique identifier\TFhe advantage of a universal address is that a station with such a MAC address car]
pe attached to anyIEEE 802 network in the world with an assurance that the MAC address is unique, if al
Stations adhere to the rules and the security of the network prevents malicious spoofing of MAC addresses.

A universahaddress is a MAC address that is globally unique. Two different lengths of universal addresseg
nave beenSpecified by the IEEE Registration Authority (RA): 48-bit extended unique identifier (EUI-48
hnd 64-bit extended unique identifier (EUI-64).

8.2.2 Assignment of universal addresses

The IEEE RA has the responsibility of defining and carrying out procedures for the administration of
universal addresses.!! The IEEE RA has also been designated by ISO/IEC to act as a registration authority
for the ISO/IEC 8802 series of standards. The responsibility for defining the procedures is discharged by the
IEEE Registration Authority Committee, which is chartered by the IEEE Standards Association Board of
Governors.

Hinterested applicants should contact the IEEE RA, http://standards.ieee.org/develop/regauth/oui.

22 Copyright © 2015 IEEE. All rights reserved.


http://standards.ieee.org/develop/regauth/oui
https://iecnorm.com/api/?name=1bff965d903c5e90461a05b85ed55cfa

ISO/IEC/IEEE 8802-A:2015(E)

IEEE
OVERVIEW AND ARCHITECTURE Std 802-2014

The IEEE RA enables the creation of universal addresses, i.e., EUI-48s and EUI-64s, by assigning
identifiers of various lengths, as described in Table 1.1

Table 1—IEEE RA assignment summary

. Number of IEEE | Block size of | Block size of Used for company or

IEEE RA assignment assigned bits EUI-48 EUI-64 organization identifier?
MAC addresses — large 24 2% 240 yes [organizationally
(MA-L) unique identifier (OW)]
MAC addresses-medium 28 220 2%6 no
(MA=M)
MAC addresses — small 36 212 2%8 yes (OUJI236 only)
(MA=S)

NOTE 1—The terms OUI and OUI-36 were previously used by the IEEE RA to referitojwhat are now called MA-L ang
MA-S, respectively. The acronym OUI without modification was used to refer to.the-24-bit field assigned by the IEEH
RA. However, while not appropriate, the acronym OUI has been used to refer toxgenerally to all IEEE RA assignments
As a result, the use of OUI is not always consistent within all IEEE standards.

NOTE 2—The CID comes from the same 24-bit space as the MA-L/@UI. A CID assignment is used to identify 3
Company or organization, but is not used to create universal addresses. A-CID assignment has the X bit (the U/L address
it in %BMAC address) set to one, which would place any address ereated with a CID in the locally administered addres
Epace.

The standard representation of MA-L, MA-M, anddMA-S is to use the hexadecimal representation. See 8.4
For further specification relating to use of the bit-reversed representation.

The structure of MA-L is illustrated in Figure 9. The structure for the first octet of MA-M and MA-S is thg
bame as for MA-L. For MA-L, MA-M;ahd MA-S, the least significant bit (LSB) of the first octet is thq
ndividual/group (1/G) address bit. The,next-to-LSB of the first octet for the assignment is the universal/loca
U/L) address bit.

Application dependent: e.g., Application dependent: e.g.,
U/L bit in addresses, X bit in protocol 1Ds I/G bit in addresses, M bit in protocol 1Ds
OctetO | { &« & ¢ ' &
Octetl | + « & + ' ¢
Octet2 [ 1 1 1 1

Figure 9—Structure of MA-L/OUI

The1/G address bit is used to identify the destination MAC address as an individual MAC address or a grou
MAC address. If the I/G address bit is 0, it indicates that the MAC address field is an individual MAC
address. If this bit is 1, the MAC address is a group MAC address that identifies one or more (or all) stations
connected to the IEEE 802 network. The all-stations broadcast MAC address is a special group MAC
address of all 1’s.

12More information on MA-L, MA-M, and MA-S assignment can be found on the IEEE RA web site, http://standards.ieee.org/develop/

regauth/.
13More information on CIDs can be found on the IEEE RA tutorial web page, http://standards.ieee.org/develop/regauth/tut/index.html.
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The U/L bit indicates whether the MAC address has been assigned by a local or universal administrator.
Universal addresses have the U/L bit set to 0. If the U/L bit is set to 1, the remaining bits (i.e., all bits except
the I/G and U/L bits) are locally administered and should not be expected to meet the unigueness
requirement of the IEEE RA-assigned values.

A universal address consists of two parts: the leading bits (24, 28, or 36) are assigned by the IEEE RA with
the U/L bit set to zero and the remaining bits by that assignee. An example of an EUI-48 is shown in
Figure 10. For MA-M and MA-S, the final 4 bits of the assigned number are in a nibble that is not adjacent
to the other bits in the assigned number when displayed with LSB on the left and most significant bit (MSB)

D, 1, 2, 3 and the least significant nibble of octet 4, and the value assigned by the assignee is contained in thg
most significant nibble of octet 4 and octet 5.

Hexadecimal representation: AC-DE-48-12-7B-80
Bit-reversed representation: 35:7B:12:48:DE:01

Octet: 0 1 2 3 4 5
LSB MSB LSB MSB

00110101 01111011 00010010 01001000 11011110~ \0000 0001

E U/L address bit
1/G address bit

< MA-L: AC-DE-48 > ,

: MA-M: AC-DE-48-1 ¢ :l

b MA-S: AC-DE-48-12-7 v “—
U/L address bit
/G address bit

Octet0| 10101100
Octet1| 110113140
Octet2| 01001000
Octet3| 00010010
Octet4| 04%11101
Octet5| 0000000

Figure 10—Example EUI-48

NOTE—The octet string AC-DE=48-12-7B-80 is used in this standard because it is clear when a bit pattern is reversed
This octet string could be in.use and is not a reserved value. While AC-DE-48 is used as the same first 3 octets for the
bxamples of MA-L, MA=M, and MA-S, the first 3 octets are different for valid assigned RA values.

An example of an\EUI-64 is illustrated in Figure 11.

NOTE—The upper, bit-stream representation of the EUI-48 in Figure 10 and the EUI-64 in Figure 11 shows the LSB o
bach octet first; this corresponds to the data-communications convention for representing bit-serial transmission in left
o-right order, applied to the model for transmission of EUI-48 fields (see 5.2.3) and EUI-64 fields. See also 8.6 fo
Further-discussion of bit-ordering issues. The lower, octet-sequence representation shows the bits within each octet in the
Lstial’ order for binary numerals; the order of octet transmission is from the top downward.
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Hexadecimal representation: AC-DE-48-12-7B-80-53-84
Bit-reversed representation: 35:7B:12:48:DE:01:CA:21
Octet: 0 1 2 3 4 5 6 7
LSB MSB LSB MSB

0011 0101 01111011 00010010 01001000 11011110 00000001 11001010 00100001

E U/L address bit
1/G address bit

< MA-L: AC-DE-48 »

< MAM: ACDE481 ~ ¥ *

< MA-S: AC-DE-48-12-7 >
U/L address bit

¢— 1/G address bit

Octet0| 10101100
Octet1| 11011110
Octet2| 01001000
Octet3| 00010010
Octet4| 01111101
Octet5| 10000000
Octet6| 01010011
Octet7| 10000100

Figure 11—Example EUI-64

B.2.3 Assignment by organizations

The IEEE does not intend to assign additional MA-Ls, MA<MSs, or MA-Ss to any organization unless thg
brganization has exhausted use of the address block or bloecks already assigned to that organization.

t is important to note that universal addresses createdyfrom MA-Ls, MA-Ms, or MA-Ss should not be useg
For purposes that would lead to skipping large numbers of them (for example, as product identifiers for thq
burpose of aiding company inventory procedures). The IEEE asks that organizations not misuse thq
hssignments of the remaining bits and thereby unnecessarily exhaust the block. There are sufficien
dentifiers to satisfy most needs for a long-time, even in volume production; however, no address space i
nfinite.

The method that an assignee uses to ensure that no two of its stations carry the same universal address is ho
efined in this standard. Hawever, the users of networks worldwide expect to have unique addresses. Thg
iItimate responsibility for-assuring that user expectations and requirements are met, therefore, lies with thg
brganization offering_such stations.

B.2.4 Uniqueness’ of address assignment

t is recommended that each distinct point of attachment to an IEEE 802 network have its own unique EUI
18 or EUI-64. Typically, therefore, an IEEE 802 network adapter card (or, e.g., an equivalent chip or set of
Chips.on a motherboard) should have one unique EUI-48 or EUI-64 for each IEEE 802 network attachmen
hat\it can support at a given time.

NOTE—While some implementations have used a single EUI-48 or EUI-64 to identify all of the system’s points of
attachment to IEEE 802 networks, this approach does not inherently meet the requirements of IEEE 802.1D™ MAC
bridging.

8.3 Interworking with 48-bit and 64-bit MAC addresses

In response to concerns that the EUI-48 space could be exhausted by the breadth of products requiring
unique identifiers, 64-bit MAC addresses were introduced. Initially, new IEEE standards projects that did
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not require backward compatibility with EUI-48 were requested to use 64-bit MAC addresses. This led to
some IEEE 802 standards adopting 64-bit MAC addressing, which cannot be bridged onto IEEE 802
networks that use 48-bit MAC addressing. The reason is that the bridging function in IEEE Std 802.1D and
IEEE Std 802.1Q assumes that 48-bit MAC addresses are unique among all the connected networks.
Truncating an 64-bit MAC address into an 48-bit field can lead to two stations having the same 48-bit value.
Instead, traffic between 64-bit and 48-bit MAC addressed networks needs to be routed at a layer above the
DLL.

Bridging for an IEEE 802 network with 64-bit MAC addresses is currently not specified.

B.4 Local MAC addresses

|_ocal MAC addresses are 48-bit or 64 bit MAC addressees for which there is no guarantee~that thg
MAC address is unique in all IEEE 802 networks. Local MAC addresses may be assigned any value that hag
he U/L bit set to indicate a local MAC addresses and an I/G bit value that indicates whether the MAQ
hddress is individual or group. Local MAC addresses need to be unique on a LAN or bridged LAN unlesg
he bridges support VLANS with independent learning.

The I/G bit is set as described in 8.2.2.

NOTE—MA-L, MA-M, and MA-S assignments do not apply to local MAC addresses. Refer to the IEEE RA web site’4
for recommendations for management of the local MAC address space.

B.5 Standardized group MAC addresses'®

The previous subclauses described the assignment of individual and group MAC addresses and protoco
dentifiers for public or private use by private organizations. There is also a need for standardized 48-bit ang
b4-bit group MAC addresses to be used with standard protocols. The administration of these standardized
18-bit and 64-bit group MAC addresses, including the procedure for application and a list of currently
hssigned values, is described on the web pages for the IEEE RA. These standardized group MAQ
hddressees come from a block of universally administered addresses derived from a MA-L that has beer]
hssigned by the IEEE for this purpose.

B.6 Bit-ordering and different MACs

Throughout this subclause,-considerations relating to the order of bit and/or octet transmission refer to thg
basic bit-serial modek@f transmission that applies to the representation of MAC frames at the boundary
between the MAC and the PHY.

B.6.1 Genefalrconsiderations
The transmission of data on IEEE 802.3 networks is represented, as described in 5.2.3, as occurring LSH

First within each octet. This is true for the entire frame: source and destination address fields, MAC-specifig
ields (e.qg., L ength/Type field), and the MAC Information field

On some other network types, each octet of the MAC Information field is represented as being transmitted
MSB first. The source and destination address fields, however, are represented as being transmitted with the
LSB of each octet first. Thus, the first bit transmitted is the I/G address bit, as in IEEE 802.3 networks. For

1http://standards.ieee.org/develop/regauth.
15These were previously referred to as standard group MAC addresses.
16http://standards.ieee.org/develop/regauth/grpmac.
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frames that originate within the MAC (e.g., MAC-embedded management frames), the ordering of bits
within the MAC Information field is specified by the MAC standard.

For most purposes, the difference in the bit ordering used to represent transmission of the octets of the MAC
Information field is of no consequence, whether considered within a given MAC type, or across different
MAC types. Each octet of user data is mapped to and from the appropriate ordering, symmetrically by the
transmitting and receiving MAC entities. An unfortunate exception has occurred, however, where the octets
concerned are those of a MAC address that is embedded, as user data, in the MAC Information field.

376.2 Recommendaation

Designers of protocols that operate above the DLL are strongly recommended to avoid specifying)new
brotocols that result in frames of noncanonical format.

Copyright © 2015 IEEE. All rights reserved. 27


https://iecnorm.com/api/?name=1bff965d903c5e90461a05b85ed55cfa

ISO/IEC/IEEE 8802-A:2015(E)

IEEE
Std 802-2014 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS

9. Protocol identifiers

9.1 Introduction

This clause describes methods that allow multiple network layer protocols to coexist in an IEEE 802
network. These methods provide for the following:

— The coexistence of multiple network layer protocols

—  The migration of exiStng Networks 10 future standard protocols
— The accommodation of future higher layer protocols

Within a given layer, entities can exchange data by a mutually agreed upon protocol mechanism:;A pair of
bntities that do not support a common protocol cannot communicate with each other. For multiple protocold
0 coexist within a layer, it is necessary to determine which protocol is to be invoked to-process a service
lata unit delivered by the lower layer.

Various network and higher layer protocols have been assigned reserved LPD addresses or EtherTypes, ag
recorded by the IEEE RAL’. These addresses permit multiple protocols to coexist.t a single MAC station.

This clause describes the protocol identifiers used for the LPD and ERD“methods as well as a protoco
dentifier based on OUI-36.

The EPD method shall be the primary specified means for protocol identification at the LLC sublayer in
EEE 802 standards developed after January 201118, excluding amendments to existing standards.

D.2 EtherTypes
D.2.1 Format, function, and administratioh

Protocol discrimination performed by theCEPD method is based on EtherTypes. For example, the value of
he Type/Length field in the IEEE 802.3 MAC frame format directs the protocol parser into the LPDO
HLPDE if the value is less than 1536;-This allows frames of both formats to be freely intermixed on a giver
EEE 802 network and at a givep station.

EtherType protocol identification values are assigned by the IEEE RAX and are used to identify thg
brotocol that is to be invoked to process the user data in the frame. An EtherType is a sequence of 2 octets
nterpreted as a 16-bit numeric value with the first octet containing the most significant 8 bits and the second
Dctet containing theleast significant 8 bits. Values in the 0-1535 range are not available for use in order tg
retain legacy.compatibility with Length field based protocols, e.g., IEEE Std 802.3.

Examplés of EtherTypes are 0x0800 and 0x8DD, which are used to identify IPv4 and IPv6, respectively.
tuis(strongly recommended when designing new protocols to be identified by an EtherType, that fields arg

efined 1o provide for Subtyping. The format used for Subtyping im a protocol described im 9.2.3 1
recommended.

17 More information can be found at http://standards.ieee.org/develop/regauth/lic.

18 |EEE Std 802.2™-1989 (reaffirmed 2003) was administratively withdrawn as an IEEE standard on 11 January 2011 in deference to
the stabilized standard 1ISO/IEC 8802-2:1998 where the same material continues to be available.

19 More information on EtherTypes can be found on the IEEE RA web site, http://standards.ieee.org/develop/regauth/ethertype/.
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9.2.2 EtherTypes for prototype and vendor-specific protocol development

The EtherType identifier space is a finite resource. The vendor-specific protocol identifier is a means
whereby protocol developers may assign permanent protocol identifier values without consuming type
values from this limited resource. This can be useful for prototype, experimental, and private/proprietary
protocols to be developed without impacting the global EtherType namespace.

These objectives are supported by the following EtherType assignments and associated rules for their use:

assigned, as the name implies, for experimental use within a local area

b)  Asingle EtherType value, known as the OUI Extended EtherType, as specified in 9.2.4, assigned fo
the identification of vendor-specific protocols

The values of the Local Experimental EtherTypes and the OUI Extended EtherType are listed’in Table 2.

Table 2—Assigned EtherType values

Name Value

Local Experimental EtherType 1 88-B5

Local Experimental EtherType 2 88-B6

OUI Extended EtherType 88-B7

D.2.3 Local Experimental EtherTypes

The Local Experimental EtherTypes are intended for use in conjunction with experimental protoco
evelopment within a privately administered” development network, for example, within an experimental
network that has no wide area connectivity. Within that network, a local administrator is free to use a Local
Experimental EtherType and to assigh) subtypes for protocol development purposes. However, by virtue of
he way these EtherTypes are intended to be used, the following practical and administrative constraintg
hpply to their use:

a)  Since the formatfor protocols using the Local Experimental EtherTypes does not contain a means tg
identify the administrative domain, it might not be possible to identify the protocol of a frame if
protocols deyveloped within different administrative domains using Local Experimental EtherTypeg
are usedvin the same network. Hence, the use of these EtherTypes to identify protocols can only bg
achieved reliably if all uses of the EtherTypes are within the control of a single administrative
domain. Therefore, these EtherTypes shall not be used in protocols or products that are to be
released for use in the wider networking community, as freeware, shareware, or any part of §
company’s commercial product offering. Products shall be transitioned to a product EtherTypg
hefore it is dnplnynd inan environment outside the dn\/plnping nrgnnimfinn’c administrative control

for example, when deployed with a customer or any other connected environments for testing.

b) Local Experimental EtherType shall not be permanently assigned for use with a given protocol or
protocols.

¢) End stations that bound any administrative domain should be configured to prevent frames
containing a Local Experimental EtherType from passing either into or out of a domain in which its
contents can be misinterpreted. For example, the default configuration of any firewall should be to
not pass this EtherType.
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A Local Experimental EtherType is processed by the HLPDE in the same manner as other Ethertype values.

In order to allow for different experimental protocols, sub-protocols, and versions to coexist within the same
experimental network, a protocol subtype and a protocol version identifier shall be used in conjunction with
the Local Experimental EtherType value. Figure 12 shows the format of an IEEE 802.3 frame carrying a
Local Experimental EtherType. The lengths of the protocol subtype and the protocol version identifier
fields, as well as their order of appearance within the frame, are not constrained by this standard.

Iq; IEEE 802.3 MAC header ;{4 MAC information 4>|

Destination Source Local experimental| protocol subtype | Protocol version Protocol data ECS
MAC address| MAC address|EtherType (2 octets (N octets)

|47 Protocol identification field 4>| Protocol data field |

Figure 12—Example of an IEEE 802.3 frame carrying the Local Experimental EtherType

Two Local Experimental EtherType values are provided to allow protocols that need/more than one distinc
EtherType value, or two distinct protocols, to be developed within a single administrative domain. Inj
particular, the provision of two Local Experimental EtherTypes allows for cases Where it is necessary to bg
hble to distinguish protocols or sub-protocols at the EtherType level in order(to)facilitate the use of filtering
hctions in bridges.

The combination of the Local Experimental EtherType value, the protacol subtype, and the protocol versior]
brovides the protocol identifier for the experimental protocol. The values assigned to the protocol subtypg
hnd protocol version are locally administered; their meaning cannot, therefore, be correctly interpreteq
putside of the administrative domain within which the valug was allocated.

NOTE—The use of this format provides for a simple migration path to the use of a distinct EtherType permanently
hssigned to the protocol. The routine examination of proposals made to the IEEE RA for the allocation of EtherType
ncludes a check that the proposed protocol format has_sufficient subtype capability to withstand enhancement by thg
briginator without the need for the assignment of a further EtherType in the future, and inclusion of the subtype and ver
ion values could be deemed to meet this requirement. While the existence of such a mechanism in the protocol specifi
cation is not in itself sufficient to ensure thatan application for an EtherType succeeds, its existence is a necessary
element of an acceptable protocol design. The subtyping mechanism described here offers one way that this requiremen
may be met.

D.2.4 OUI Extended EtherType

The OUI Extended EtherType provides a means of protocol identification similar to that offered by the
SNAP identifier described in 9.5.1. Like the SNAP identifier, the OUI Extended EtherType allows ar
brganization to usg protocol identifiers, as described in 9.5. An organization allocates protocol identifiers tq
ts own protocols.in a manner that ensures that the protocol identifier is globally unique.

NOTE—The requirement for global uniqueness of protocol identifiers means that if protocol identifier X has been allo
Cated foruse by an organization’s protocol, then that protocol identifier can be used with either the SNAP identifier o
he OUVExtended EtherType to identify that protocol. Conversely, it means that protocol identifier X cannot be used tg
deritify any other protocol.

The OUI Extended EtherType is processed by the HLPDE in the same manner as other Ethertype values.
Immediately following the EtherType value is a protocol identifier, as described in 9.5, consisting of a
3-octet OUI value followed by 2 octets administered by the OUI assighee. The OUI value provides an
administrative context within which the assignee can allocate values to a 16-bit protocol subtype. This
approach is closely similar to the LPD-based SNAP identifier mechanism specified in 9.5; however, the OUI
Extended EtherType is used in place of the LPD header.
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NOTE—The 2 octets of the protocol identifier that are administered by the OUI assignee can be used in any way that the
assignee chooses; however, as OUIs are a finite resource, it is advisable not to choose an allocation approach that is
wasteful, as would be the case, for example, if the assignee chose to use these 2 octets to encode a length value.

Figure 13 shows the format of an IEEE 802.3 frame carrying the OUI Extended EtherType in the Length/
Type field. The value used for the OUI component of the protocol identifier is an OUI value assigned to the
organization that has developed the vendor-specific protocol. The combination of the OUI Extended
EtherType, the OUI value, and the 16-bit value administered by the OUI assignee provides a unique protocol
identifier for the vendor-specific protocol. The 16-bit values are administered by the organization to which
he QU has been assigned; their meaning can, therefore, be correctly interpreted only by reference to th
Drganization that owns the OUI concerned.

|<7 IEEE 802.3 MAC Header >|< MAC Information —>|

Destination Source OUI extended Protocol identifier Protocol data FCs
MAC address| MAC address|EtherType (2 octets (5 octets) (N octets)
| Protocol Identification field | Protocol Data field |

Figure 13—IEEE 802.3 frame with the OUI Extended EtherType€ncoded
in the Length/Type field

NOTE—As the protocol designer is free to specify the structure of the Protocol DataAfield, pad octets can be included in
he definition of this field, for example, for the purposes of alignment with 4-octet or'8-octet boundaries.

As discussed in 9.2.3, it is good protocol development practice to-use a protocol subtype, along with §
brotocol version identifier in order to avoid having to allocate anew protocol identifier when a protocol i
revised or enhanced. Users of the OUI Extended EtherTypefare, therefore, encouraged to include protoco
bubtype and version information in the specification of the, protocol data for their protocols.

This method of protocol identification is intended to-be used in products or protocols that are planned to bg
released into multi-vendor environments outside afthe control of the administration that assigns the protoco
dentifier. The use of this mechanism allows such protocols to be developed and distributed without the neeg
For a specific EtherType to be assigned for the use of each protocol.

As the OUI Extended EtherType is a,aormal EtherType value, it is possible to use the encoding described in
D.4 to carry its value within an LPD PDU, using a SNAP identifier with the IETF RFC 1042 [B1] OUI
Figure 14 shows the format of anyIEEE 802.3 frame carrying the OUI Extended EtherType encoded in thig
vay. In this case, it would be more appropriate to use the SNAP identifier directly (i.e., omit the IETF RFQ
1042 OUI and OUI Extended EtherType fields shown in Figure 14); however, this is a valid encoding of thg
DUI Extended EtherType that can result from the application of the encapsulation described in 9.4.

LPD PDU header and SNAP )
|<— IEEE 802:3*MAC header —)|<— identification field —>|<— SNAP data field —>|

Destination Source Length SNAP| SNAP | UI RFC 1042 |[OUI extended SNAP Protocol data | FCS
MACaddress| MAC address “AA” | “AA” [ “03”|OUI 00-00-00| EtherType identifier

| Protocol Identification | Protocol Data |
field field

Figure 14—IEEE 802.3 frame with the OUI Extended EtherType encoded in an LPD PDU

9.3 OUl and OUI-36 as protocol identifiers

An organization that has an OUI or OUI-36 assigned to it may use its OUI or OUI-36 to assign universally
unique protocol identifiers to its own protocols, for use with various protocols described in IEEE 802
standards, potentially with additional octets as part of the identifier.

Copyright © 2015 IEEE. All rights reserved. 31


https://iecnorm.com/api/?name=1bff965d903c5e90461a05b85ed55cfa

ISO/IEC/IEEE 8802-A:2015(E)

IEEE
Std 802-2014 IEEE STANDARD FOR LOCAL AND METROPOLITAN AREA NETWORKS

The LSB of the first octet of an OUI, as shown in Figure 15, or OUI-36, as shown in Figure 16, used as a
protocol identifier is referred to as the M bit. All OUI and OUI-36 identifiers assigned by the IEEE have the
M bit set to zero. Values with the M bit set to one are reserved.

Hexadecimal representation: AC-DE-48

Octet: 0 1 2

X bit
LSB MSB LSB MSB M bit
| y £
Octet0| 10101100
00110101 01111011 00010010 Octet1] 11011110
X bit OCetZ 0L 00U TO0UU
L Mhbit

Figure 15—Format of an OUl used as protocol identifier

Hexadecimal representation: AC-DE-48-00-8

Octet: 0 1 2 3 4 X bit
LSB MSB LSB MSB I M bit
| | | | Octet 0 [ T010QAI00
00110101 01111011 00010010 00000000 0001 Octet1 [ 14021110

bt Octet 2 -00001000
E : Octet3 1200000000
M bit Octetd 1000

Figure 16—Format of an OUI-36 used as aprotocol identifier

The X bit of a protocol identifier is the bit of the first octet-adjacent to the M bit. All OUI and OUI-34
dentifiers assigned by the IEEE with the X bit set to zero.may also be used to create EUI-48 and EUI-64
hddresses. An OUI or OUI-36 identifier assigned by the IEEE with the X bit set to one shall only be used ag
hn OUI or OUI-36 protocol identifier, respectively.cAAny MAC address created with an OUI or OUI-36 with
he X bit set to one are, by definition, locally administered addresses; they may be used but there is ng
hssurance of unigueness.

D.4 Encapsulation of Ethernet frames with LPD

This subclause specifies the standard method for conveying Ethernet frames across IEEE 802 networks tha
bffer only the LPD function anghnot the EPD function in the LLC sublayer.

An Ethernet frame conveyed on an LPD-only IEEE 802 network shall be encapsulated in a SNAP data uni
contained in an LPDPDU of type U, as follows:

a)  The Protocol Identification field of the SNAP data unit shall contain a SNAP identifier in which

1)~ The three OUI octets each take the value zero.
2)~" The two remaining octets take the values, in the same order, of the 2 octets of the Etherne
frame’s EtherType.

0)” The Protocol Data field of the SNAP data unit shall contain the user data octets, in order, of the
Ethernet frame.

€) The values of the Destination MAC Address field and Source MAC Address field of the Ethernet
frame shall be used in the Destination MAC Address field and Source MAC Address field,
respectively, of the MAC frame in which the SNAP data unit is conveyed.

NOTE—This encapsulation was originally specified in IETF RFC 1042 [B1], which contains recommendations relating
to its use. Further recommendations are contained in IETF RFC 1390 [B2].
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9.5 SNAP

SNAP provides a method for multiplexing and demultiplexing of private and public protocols among
multiple users of the LLC sublayer. An organization that has an OUI assigned to it may use its OUI to assign
universally unique protocol identifiers to its own protocols, for use in the protocol identification field of
SNAP data units.

9.5.1 SNAP identifier

The SNAP 10entifier 1S b OCtets in lengin and TollTows the LPD header In a frame. The TIrst 3 OCtets of the
SNAP identifier consist of the OUI in exactly the same fashion as in EUI-48. The remaining 2 octets, ar§
hdministered by the assignee. In the SNAP identifier, an example of which is shown in Figure 17, the,QUI is
contained in octets 0, 1, 2 with octets 3, 4 being assigned by the assignee of the OUI.

Hexadecimal representation: AC-DE-48-00-80

Octet: 0 1 2 3 4

LSB MSB LSB MSB

00110101 01111011 00010010 00000000 00000601
T+_ X bit
M bit

h oul

v

X bit
M bit

Octet0| 10101100
Octet1| 11011110
Octet2| 01001000
Octet3| 00000000
Octet4| 10000000

Figure 17~—SNAP identifier

The standard representation of a SNAP identifier is as a string of 5 octets using the hexadecima
representation.

The LSB of the first octet of-a SNAP identifier is referred to as the M bit. All identifiers derived from OUI{
hssigned by the IEEE shall have the M bit set to zero. Values with the M bit set to one are reserved.

SNAP identifiers may e assigned universally or locally. The X bit of a SNAP identifier is the bit of the firs
pctet adjacent to the)M bit. All universally assigned SNAP identifiers derived from OUIs have the X bit se
0 zero. SNAR.Jdéntifiers with the X bit set to one are locally assigned and have no relationship to the
brotocol identifiers assigned by the IEEE RA. They may be used, but there is no assurance of uniqueness.

D.5.2°SNAP address

Thc ITOCTI VCd LPD addlcoo fUI UuotT vvith SI"\III‘"\‘\P iD ua”cd thC SI"‘I‘I"\\P addlUDD. :t iD opcuiﬁcd tU bc thc blt IJO.ttCII
(starting with the LSB) 21010101, in which the symbol Z indicates that either value 0 or 1 can occur,
depending on the context in which the address appears (as specified in ISO/IEC 8802-2). The two possible
values have hexadecimal representation AA and AB.

The SNAP address identifies, at each MSAP, a single LSAP for standard, public, and private protocol usage.
To permit multiple public and private network layer protocols to coexist at one MSAP, each public or
private protocol using SNAP shall employ a protocol identifier that enables SNAP to discriminate among
these protocols.
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9.5.3 SNAP data unit format

Each SNAP data unit shall conform to the format shown in Figure 18 and shall form the entire content of the
LPD information field.

Octet: 0 415 (N+4)

Protocol Identification Protocol Data

Figure 18—SNAP data unit format

n Figure 18, the Protocol Identification field contains a SNAP identifier whose format and administratior
hre as described in 9.5.1. The Protocol Data field is a field whose length, format, and content are ‘specifieg
by a public or private protocol specification.

Figure 19 illustrates how a SNAP data unit appears in a complete MAC frame (the IEEE802.3 MAC forma
s used for the example). The LPD control field (CTL) is shown for PDU type Ul, Unaumbered Information
vhich is the most commonly used PDU type in this context; however, other information-carrying LPD PDU
ypes may also be used with SNAP identifiers.

| <« |EEE 802.3 MAC header >I< MAC information = LPD\PDU 4>|

Destination Source Length | SNAP | SNAP ul
MAC address| MAC address| N+8 “AA” | “AA” “03”

DSAP | SSAP | CTL |Protacol Identification Protocol Data
field field
>4

LPD PDU header SNAP data unit
Figure 19—SNAP data unitiin IEEE 802.3 MAC frame

SNAP-identifier Protocol data FCS

A
N

v
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10. Allocation of OID values in IEEE 802 standards

10.1 General

From time to time, various IEEE 802 standards have a requirement to allocate OID values. The most
common example is for defining management information base (MIB) objects for SNMP, but other
examples exist. MIB modules describe the structure of the management data of a device subsystem and use
a hierarchical name space based on OIDs to identify variables. This clause specifies a simple and consistent
OHB-hierarchy—based-or-the-use-of-the-OHB-value-that-has-beenassighred-bySO-to-identify-the HEEE-802
beries of standards. This hierarchy should be used by all current and future IEEE 802 Working Groups_ang
can be used flexibly to meet the needs of the standards developed by those working groups. This estabhisheq
h consistent practice within IEEE 802 for the development and allocation of OIDs. Consistency of OIQ

hllocation facilitates implementation and operation of IEEE 802—compliant equipment.

10.2 OIDs and ISO standards

An OID is an ASN.1 data type, specified in ITU-T Recommendation X.660, thatvis used as a means of
Hefining unique identifiers for objects. Values of the OID data type can then be used to name the objects tg
which they relate.

The OID data type consists of a sequence of one or more non-negative integers, often referred to as arcs, tha
bpecify a hierarchy, or tree, of OID values. The first arc in the seguence identifies the registration authority
responsible for allocating the values of the second and subsequentyarcs. For example:

iso (1)

ndicates that an initial arc value of 1 identifies 1SQ-as the registration authority. Subsequent arcs in thd
bequence are determined by 1SO or are allocated. by registration authorities subordinate to 1SO.

Lnder the iso arc, a second arc has been allacated to identify organizations recognized by I1SO, such as thg
EEE; hence, the two-integer sequence

iso (1) iso-identified-organization (3)

nder the iso-identified-organization arc, a subsequent arc has been allocated to identify the IEEE; hence
he three-integer sequence

iso (1) isofidentified-organization (3) ieee (111)
ndicates thabithe fourth integer identifies a particular registry within the IEEE and that the allocation of thg
Fourth and subsequent arcs is the responsibility of the IEEE. Under the ieee arc, the IEEE RA has specified

hn arc-farthe numbered series of IEEE standards; hence, the four-integer sequence

iso (1) iso-identified-organization (3) ieee (111)
standards-association-numbered-series-standards (2)

indicates that the fifth integer is used to identify a particular IEEE numbered series standard. The actual
number corresponding to the numbered series standard is used in the fifth arc; hence, the following identifies
the IEEE 802 series of standards:

iso (1) iso-identified-organization (3) ieee (111)
standards-association-numbered-series-standards (2) ieee-802 (802)
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The responsibility for allocating the subsequent arcs under iso (1) iso-identified-organization (3) ieee (111)
standards-association-numbered-series-standards (2) ieee-802 (802) lies with IEEE 802.

As the standard number 802 is used to identify the member of the family of IEEE 802 standards, this
particular sequence of integer values can form the basis of an OID hierarchy for use by the individual
standards in the IEEE 802 family. The act of assigning a number to a standard has the effect of automatically
assigning an OID arc to that standard; therefore, no further administrative effort is needed before that
standard can allocate OID values under that point in the tree, using the subsequent arcs.

10.3 The OID hierarchy for IEEE 802 standards
The OID value assigned to the family of IEEE 802 standards is:

iso (1) iso-identified-organization (3) ieee (111)
standards-association-numbered-series-standards (2) ieee-802 (802)

The next arc under iso (1) iso-identified-organization (3) ieee (111) standards-association-numbered-series
standards (2) ieee-802 (802) is used to differentiate between members of the family of IEEE 802 standards
Dy using it as a working group designator, as follows:

iso (1) iso-identified-organization (3) ieee (111)
standards-association-numbered-series-standards (2) ieee-802+(802) ieee802dotX (X)

wvhere X is the working group number of the IEEE 802 Working-Group responsible for that standard. Thesg
hres are assigned for use in all current and future IEEE 802X ‘standards.

For example, under this hierarchy, the value used for\standards developed by the IEEE 802.3 Working
Sroup is:

iso (1) iso-identified-organization (3).ieee (111)
standards-association-numbered-sefies-standards (2) ieee-802 (802) ieee802dot3 (3)

hnd the value used for IEEE 802.11.T¥ standards is:

iso (1) iso-identified-organization (3) ieee (111)
standards-association-numbered-series-standards (2) ieee-802 (802) ieee802dot11 (11)

The working groupconcerned is free to decide how further arcs are allocated within their standards, in §
manner that makes sense for their particular needs.

t is the responsibility of each working group to ensure that any values that are allocated to the fifth ang
bubsequent.arcs are documented, in a manner that ensures that the same OID value cannot be assigned tg
wo different objects. In the IEEE 802.1 Working Group, this has been achieved in the past by placing tables
bt Q1D allocations in an annex within the standard concerned??; in the IEEE 802.3 Working Group, a maste

bnyraadehnant Af allanatnd MIMN valiine 1o paatntainnd hyy tha shaty and nactad Al tha vanelaina Avrain?o vnheoitn

PreatsTtt T U TiToCatC U OUTD  valtC S TS rharn o ic Uiy thic -t oo pUStC U O thic VW OTIKTT gy T ot~ S Vv e D oTte.

For future allocations, adopting a master spreadsheet approach is appropriate.
It is important that the allocation scheme for the fifth and subsequent arcs is constructed in a manner that

leaves appropriate “escapes” for uses that cannot be foreseen. The simple expedient of allocating a “type of
allocation” value as the fifth arc is sufficient to ensure that such an escape is always available.

20 \More information on IEEE 802.1 OIDs can be found on the working group web site, http://www.ieee802.org/1/pages/OIDS.html.
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10.4 The OID hierarchy under iso(1) std(0) is08802(8802)

The 2001 revision of this standard documented the use of iso(1) std(0) is08802(8802) as the root arc under
which IEEE 802 standards would develop their OID hierarchies. The use of this root arc is deprecated.

10.5 Migration from previous OID allocations

The OID hierarchy described in this clause need not have any effect upon existing IEEE 802 standards that

have alreadv salved this nroblem by usina a snecific allocation ohtained elsewheore (for examnle from
4 g Y g * Ay =T

ANSI).

With the hierarchy as specified in this clause, as each new working group is created in IEEE 802, its basg
DID arc is also created automatically; therefore, no administrative effort is required on the part of thq
vorking group, other than to determine how the fifth and subsequent arcs are used in its stapdards.

For those working groups that have already made use of other allocation schemes (e.g-; IEEE 802.3 ang
EEE 802.1), it may be considered appropriate to migrate existing allocations to the hierarchy specified in
his clause. In considering this, the following should be borne in mind:

— While it might be perceived as “tidy” to have all IEEE 802 OlDs.allocated under a single arc of the
OID tree, this is not a requirement for any other reason; one OlDyvalue is no better or no worse thar
any other from a technical point of view (with the possibleCexception that the encoded length car
vary with the number of arcs to be encoded), as long as any given OID identifies a single object.

—  If migration is desired, there is no requirement to rerhove the old OID values?. Indeed, this is no
permitted for objects in SNMP MIB modules that@aré hot obsolete, as specified in IETF RFC 2578
nor is it permitted to associate such objects with maore than one OID value. Instead, new definitiong
are required to be created and registered underthe desired OID tree??.

21 There is no general requirement that an object should have only a single identifier; if it has more than one, then it can be “reached” by
following more than one set of branches of the naming tree, just as a map can provide more than one path to a destination.
22 This appears to contradict the earlier statement and footnote that indicate that it does not matter if multiple OIDs point at the same

object; however, this is a specific requirement imposed on MIB objects for SNMP by the relevant IETF standards, and not a general
rule.
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(informative)
RMs for IEEE 802 standards
B.1 IEEE 802.3 RMs
EEE Std 802.3 offers multiple options, each of which has a different RM.
The basic RM for IEEE 802.3 stations without optional sublayers is illustrated in Figure B.1.
RS reconciliation sublayer MSAP MAC service access point
LSAP link service access point PSAP  PHY service access point
- LSAP
Nework _ &- N
MAC CIient‘ X MSAP
Data link e pe e D
-PSAP
RS
) IEEE 802.3
Physical Scope PHY
Figure B.1—Basic RMfor IEEE 802.3 stations
The RM for IEEE Std 802.3 is illustrated in,Figure B.2.
OAM  operations, administration-and MSAP MAC service access point
maintenance sublayer OSAP OAM service access point
RS reconciliation subtayer MCSAP MAC control service access point
LSAP link service access point PSAP PHY service access point
| LSAP
o Newor S| T
o MAC Client ‘/ — MSAP_—OSAP jcsap
nergy efficient
. OAM (Optlona') MSAAP/ Ethe?r)llet PSAP
Data link O (optional)
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Figure B.2—The RM for IEEE 802.3 point-to-point stations
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The RM for IEEE 802.3 Ethernet passive optical networks (EPON) optical line terminal (OLT) is illustrated

in Figure B.3.
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Figure B.3—IEEE 802.3 RM for point-to-multipoint OLT

The RM for IEEE 802.3 EPON optical network unit (ONU) is/llustrated in Figure B.4.
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Figure B.4—The RM for IEEE 802.3 point-to-multipoint ONU
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IEEE Std 802.3 was amended in 2004 to introduce the concept of subscriber access network.?* The purpose

of Ethernet in the first mile (EFM), as well as its distinction from traditional Ethernet networks, is that it
specifies functionality required for the subscriber access network, i.e., public network access. Network
design considerations for public access that may differ from traditional Ethernet LANs include the OAM
function and the regulatory requirements.

B.2 IEEE 802.11 RM

he IEEE 802.11 RM is based on the functional station (STA) model, as shown in Figure B.5.

D
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IEEE 802.1X™ Port . IEEE 802.1X
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— D
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- PLME_SAP naty
Layer quagement
PMD Sublayer ¢ ENtity (PLME)

FigureldB.5—IEEE 802.11 STA RM

The interconnections between IEEE 802.11 STAs follow three general connection models.

The first interconnection madel provides several types of peer-to-peer, direct, pair-wise communicatior]
petween STASs, each applicable in differing use scenarios. In these direct communications the STAS in each
pair have symmetrical operations, with each STA matching the functional STA model, although they carj
ake on different ighavioral roles to establish and maintain the interconnection link.

The second<nterconnection model, the infrastructure model, supports multiple STAs, collected into one o
more wireless access domains. These access domains might be interconnected via the distribution systent
hnd cansinterwork with other IEEE 802 networks via one or more portals.

Each access domain in the infrastructure model is established hy an access pninf (AD), which extends the
basic STA model to include repeating and forwarding functions that allow communications between non-AP
STAs that do not directly interconnect. The AP acts as a forwarding entity to enable communications
between non-AP STAs within the access domain (intra-BSS relay). The AP performs a forwarding function,
via the distribution system, to enable communications between non-AP STAs in different IEEE 802.11

24 |EEE Std 802.3ah™-2004, IEEE Standard for Information technology—Telecommunications and information exchange between
systems—Local and metropolitan area networks—Specific requirements—Part 3: Carrier Sense Multiple Access with Collision
Detection (CSMA/CD) Access Method and Physical Layer Specifications—Amendment: Media Access Control Parameters, Physical
Layers, and Management Parameters for Subscriber Access Networks.
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wireless access domains (inter-BSS relay). Finally, via the distribution system, and portals, APs support
communications between IEEE 802.11 STAs and stations attached to other, non-IEEE 802.11 networks.

The third interconnection model, is a mesh model consisting of autonomous STAs. Inside the mesh, STAs
establish peer-to-peer wireless links with neighbor STAs to mutually exchange messages. Further, using the
mesh’s multi-hop capability, messages can be transferred between STAs that are not in direct
communication with each other over a single instance of the wireless medium. From the data delivery point
of view, it appears as if all STAs in a mesh are directly connected at the MAC layer even if the STAs are not
within range of each other. A mesh might have interfaces to external networks and can be a distribution
bYSLETT TIediumT for the Infrastructure TModet.

Figure B.6 illustrates the infrastructure model for APs, the distribution system and portals. The,arrowg
ndicate the intra-BSS and inter-BSS relay functions for MSDUs as well as interconnection’ to” othe

EEE 802 networks.
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Figure B.6—IEEE 802.11 infrastructure model
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