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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria-needed for the
different types of ISO/IEC documents should be noted.

IEEE Standards documents are developed within the IEEE Societies and the\Standards Coordinating
(ommittees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE devglops its
gtandards through a consensus development process, approved by the ‘American National Standards
Institute, which brings together volunteers representing varied viewpoirits and interests to achieve the
final product. Volunteers are not necessarily members of the Institute‘'and serve without compgnsation.
While the IEEE administers the process and establishes rulesito promote fairness in the consensus
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the
ipformation contained in its standards.

Attention is drawn to the possibility that some of the elements of this document may be the syibject of
Patent rights. ISO and [EC shall not be held respongsible for identifying any or all such patent rightg. Details
df any patentrights identified during the development of the document will be in the Introduction and/or
gn the ISO list of patent declarations received (see www.iso.org/patents) or the IEC list on patent
Q

eclarations received (see patents.iec.ch).

Any trade name used in this documerit'is information given for the convenience of users and ¢loes not
donstitute an endorsement.

Hor an explanation of the woltuntary nature of standards, the meaning of ISO specific teftms and
gxpressions related to conformity assessment, as well as information about ISO's adherence to the World
Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT),see

wvww.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

ISO/IEC/IEEE 8802-1AX was prepared by the LAN/MAN of the IEEE Computer Society (as I[EEE Std
802.1AX-2020) and drafted in accordance with its editorial rules. It was adopted, under the “fast-track
procedureldeéfined in the Partner Standards Development Organization cooperation agreement between
ISO andEEE, by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 6,
Telecommunications and information exchange between systems.

This second edition cancels and replaces the first edition (ISO/IEC/IEEE 8802-1AX:2016), which has
been technically revised. It also incorporates the Technical Corrigendum ISO/IEC/IEEE 8802-
1AX:2016/Cor 1:2018.

Alist of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO and IEC websites.
Any feedback or questions on this document should be directed to the user’s national standards body. A

complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Abstract: Link Aggregation allows parallel point-to-point links to be used as if they were a single
link and also supports the use of multiple links as a resilient load-sharing interconnect between
multiple nodes in two separately administered networks. This standard defines a MAC-independent
Link Aggregation capability and provides general information relevant to specific MAC types.

Keywords: Aggregated Link, Aggregator, Distributed Resilient Network Interconnect, DRNI,
interconnect, Link Aggregation, Link Aggregation Group, local area network, management,
Network-Network Interface, NNI
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
https://standards.ieee.org/ipr/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association ,(“IEEE SA”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development process, approved by the
American National Standards Institute (“ANSI”), which brings together volunteers representing varied viewpoints and
interests to achieve the final product. IEEE Standards are documents developed through scientific, academic, and industry-
based technical working groups. Volunteers in IEEE working groups are not necessarily mémbers of the Institute and
participate without compensation from IEEE. While IEEE administers the process and establishes rules to promote fairness
in the consensus development process, IEEE does not independently evaluate, test, or\verify the accuracy of any of the
information or the soundness of any judgments contained in its standards.

IEEE Standards do not guarantee or ensure safety, security, health, or envirenmental protection, or ensure against
interference with or from other devices or networks. Implementers and users of HEEE Standards documents are responsible
for determining and complying with all appropriate safety, security, enviroimental, health, and interference protection
practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content 6f thé material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not ineluded in this or any other document relating to the standard,
including, but not limited to, the warranties of: merchantability; fitness for a particular purpose; non-infringement; and
quality, accuracy, effectiveness, currency, or completeness of material. In addition, IEEE disclaims any and all conditions
relating to: results; and workmanlike effort. IEEE standards documents are supplied “AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. Theexistence of an IEEE standard does not imply that there are no other ways
to produce, test, measure, purchase, market, 0fprovide other goods and services related to the scope of the IEEE standard.
Furthermore, the viewpoint expressed at the time a standard is approved and issued is subject to change brought about
through developments in the state of the-art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for, or
on behalf of, any person or'entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing any IEEE Standards document, should rely upon his or her own independent judgment in the
exercise of reasonabléiedre in any given circumstances or, as appropriate, seek the advice of a competent professional in
determining the appropriateness of a given IEEE standard.

IN NO EVENLE'SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF SUBSTITUTE
GOODS_OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR
RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND

REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

Translations

The TIEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.
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Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Board Operations Manual shall
not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered to be, or
be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an individual
presenting information on IEEE standards shall make it clear that his or her views should be considered the personal views
of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membgership
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, it is important that
any responses to comments and questions also receive the concurrence of a balance of interests. For this réason, IEEE and
the members of its societies and Standards Coordinating Committees are not able to provide aminstant response to
comments or questions except in those cases where the matter has previously been addressed. For‘the“same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions, to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the provisions of
any IEEE Standards document does not imply compliane&.to any applicable regulatory requirements. Implementers of the
standard are responsible for observing or referring (o, the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents may
not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws. They are made
available by IEEE and are adopted for a wide variety of both public and private uses. These include both use, by reference,
in laws and regulations, and use in private self-regulation, standardization, and the promotion of engineering practices and
methods. By making these documents available for use and adoption by public authorities and private users, IEEE does not
waive any rights in copyright to the documents.

Photocopies

Subjeetito payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions of
any individual standard for company or organizational internal use or individual, non-commercial use only. To arrange for
payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood Drive, Danvers,
VIA U923 USE; 978 750 8400. Permission to photocopy portions ot any individuat standard for educational classrooin
use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the issuance
of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or errata. An official
IEEE document at any point in time consists of the current edition of the document together with any amendments,
corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every 10 years. When a document is more than 10 years old and has not
undergone a revision process it is reasonable to conclnde that its contents althongh still of some valne do not wholly

reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of any IEEE
standard.

In order to determine whether a given document is the current edition and whether it has been amended through the issuance
of amendments, corrigenda, or errata, visit IEEE Xplore at https://ieeexplore.iece.org/ or contact IEEE at the addzess listed
previously. For more information about the IEEE SA or IEEE’s standards development process, visit the IEEE\SA Website
at https://standards.ieee.org.

Errata

Errata, if any, for IEEE standards can be accessed via https:/standards.ieee.org/standard/ifidex.html. Search for standard
number and year of approval to access the web page of the published standard. Errata links are located under the Additional
Resources Details section. Errata are also available in IEEE Xplore: https://ieeexploferi¢€e.org/browse/standards/collection/
ieee/. Users are encouraged to periodically check for errata.

Patents

Attention is called to the possibility that implementation of thi§ Standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is tdken'by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder or patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statement is listed 'ont the IEEE SA Website at https://standards.ieee.org/about/sasb/
patcom/patents.html. Letters of Assurance may indicate whether the Submitter is willing or unwilling to grant licenses
under patent rights without compensation or under’ reasonable rates, with reasonable terms and conditions that are
demonstrably free of any unfair discrimination te\applicants desiring to obtain such licenses.

Essential Patent Claims may exist for whieh a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims for(which a license may be required, for conducting inquiries into the legal validity or
scope of Patents Claims, or determifiing whether any licensing terms or conditions provided in connection with submission
of a Letter of Assurance, if any, or.ih any licensing agreements are reasonable or non-discriminatory. Users of this standard
are expressly advised that détermiination of the validity of any patent rights, and the risk of infringement of such rights, is
entirely their own responsibility. Further information may be obtained from the IEEE Standards Association.
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Introduction

(This introduction is not part of IEEE Std 802.1AX-2020, IEEE Standard for Local and Metropolitan Area
Networks—Link Aggregation.)

Link Aggregation allows one or more links to be aggregated together to form a Link Aggregation Group
(LAG) S0 that the Lrnk Aggregatlon Clrent can treat the LAG as if it were a smgle llnk Link Aggregatlon

IEEE Std 802 3TM 2000 Edltron In 2008 Llnk Aggregatron was removed from IEEE Std 802. 3 and
published as IEEE Std 802.1AX-2008. These standards specified the aggregation of full-duplex point-to-
point links using IEEE Std 802.3 media of the same speed.

An amendment, IEEE Std 802.1AXbk™-2012, specified changes to the addressing used by’ the link
aggregation control and marker protocols to allow a LAG to span Two-Port Media Access-Control (MAC)
Relays (TPMRs) and to span Provider Bridged Networks and Provider Backbone Bridge Networks.

A revision, IEEE Std 802.1AX-2014, extended Link Aggregation in three areas. Firsty it explicitly allowed
the aggregation of point-to-point links of any speed using any physical media of logical connection capable
of supporting the Internal Sublayer Service specified in IEEE Std 802.MAC™. Second, it specified
Conversation-Sensitive Collection and Distribution (CSCD) that provides-a mechanism to identify the
distribution algorithm in use to map data frames to individual linksnin the LAG and to convey that
information to the Link Aggregation Partner via Link Aggregation Gontrol Protocol Data Units (LACPDUs)
containing version 2 type/length/values (TLVs). Third, it,specified Distributed Resilient Network
Interconnect (DRNI) that allows a LAG to terminate at two or three cooperating Systems so that the LAG
provides resiliency to System-level failures as well asflink level failures. A corrigendum, IEEE Std
802.1AX-2014/Cor 1-2017, provided technical and editerial corrections to CSCD.

This revision, IEEE Std 802.1AX-2020, makessignhificant refinements and simplifications to the Link
Aggregation Control Protocol (LACP) as well as,to CSCD and DRNI. In LACP, the Periodic state machine
and Transmit state machine are combined to<a.single machine, and the Mux machine is optimized to reduce
the likelihood of excessive Link Aggregation Control Protocol Data Unit (LACPDU) transmissions. CSCD
is refined to eliminate the TLVs that led'to LACPDUs greater than 128 bytes in length. DRNI is significantly
revised and simplified to support a LAG terminating at just two (not three) cooperating Systems.

Every effort has been madeto maintain interoperability, without prior configuration, with LACP
implementations conforming'to IEEE Std 802.3ad-2000, IEEE Std 802.1AX-2008, or IEEE Std 802.1AX-
2014 and with CSCD implémentations conforming to IEEE Std 802.1AX-2014. The changes to DRNI, and
in particular the Distributed Relay Control Protocol (DRCP), are such that an implementation conforming to
this standard will not interoperate with a DRCP implementation conforming to IEEE Std 802.1AX-2014.
The DRCP version number in this standard has been changed to version 2, and care has been taken so that a
DRCP implententation conformant to IEEE Std 802.1AX-2014 will discard version 2 DRCPDUs as invalid
and thatimplementations of this standard will discard version 1| DRCPDUs.

This,'standard contains state-of-the-art material. The area covered by this standard is undergoing evolution.
Revisions are anticipated within the next few years to clarify existing material to correct possible errors, and

1 | 1 _J.oL 4+l £ 41 ,1 +lo 1L Onﬁ
LU luuUlPUlaLb TICTW lvlat\,u uluL\Alul uuulluauuu UIT UIC uull\,uL TCUVISTUIT Dl.al.\/ UT IS~ airg Ut 1T

standards may be obtained from

Secretary, IEEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA
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IEEE Standard for
Local and Metropolitan Area Networks—

Link Aggregation

1. Overview

1.1 Scope
Link Aggregation provides protocols, procedures, ‘and managed objects that allow the following:

— One or more parallel instances of, point-to-point links to be aggregated together to form a Link
Aggregation Group (LAG) so that-a Link Aggregation Client can treat the LAG as if it were a single
link.

— Conversation-Sensitive Collection and Distribution (CSCD) that specifies a means to identify the
distribution algorithm in-use to assign frames to individual links in a LAG and to convey that
information to the System at the other end of the LAG.

— Distributed Resilient Network Interface (DRNI) that enables a LAG to terminate at a pair of
cooperating«Systems in order to provide system-level as well as link-level resiliency.

1.2 Purpose

Link Aggregation allows the establishment of point-to-point links that have a higher aggregate bandwidth
thaficthe individual links that form the aggregation and the use of multiple systems at each end of the
aggregation. This allows improved utilization of available links in Bridged local area network (LAN)
environments, along with improved resilience in the face of failure of individual links or systems. In

applications connecting separately administered networks, the networks are isolated from each other’s fault
recovery events.
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1.3 State diagram conventions
This standard uses the state diagram conventions in Annex E of IEEE Std 802.1Q™-2018.!

When implementation of a state diagram is required for conformance, all states and transitions shown with
solid lines shall be implemented. States and transitions shown with dashed lines may be implemented.

If a conflict exists between a state diagram and either the corresponding global transition tables or the textual

description associated with the state machine, the state diagram takes precedence.

! Information on references can be found in Clause 2.
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2. Normative references

The following referenced documents are indispensable for the application of this standard (i.e., they must be
understood and used, so each referenced document is cited in text and its relationship to this standard is
explained). For dated references, only the edition cited applies. For undated references, the latest edition of
the referenced document (including any amendments or corrigenda) applies.

IEEE Std 802®, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture.> 3

IEEE Std 802.1AC™, IEEE Standard for Local and metropolitan area networks—Media Access Control
(MAC) Service Definition.

IEEE Std 802.1Q™, IEEE Standard for Local and Metropolitan Area Networks—Bridges and”Bridged
Networks.

IEEE Std 802.3™, IEEE Standard for Ethernet.

IETF RFC 1213 (IETF STD 17), Management Information Base for Network Management of TCP/IP-based
internets: MIB-II, McCloghrie, K., and M. Rose, editors, Mar. 1991 4

IETF RFC 1321, The MD5 Message-Digest Algorithm, R. Rivest, Apr. 1992.

IETF RFC 2578 (STD 58), Structure of Management InformatiémVersion 2 (SMIv2), McCloghrie, K.,
D. Perkins, and J. Schoenwaelder, Apr. 1999.

IETF RFC 2579 (STD 58), Textual Conventions for SMIv2\McCloghrie, K., D. Perkins, J. Schoenwaelder,
J. Case, M. Rose, and S. Waldbusser, Apr. 1999.

IETF RFC 2580 (STD 58), Conformance Statements for SMIv2, McCloghrie, K., D. Perkins,
J. Schoenwaelder, J. Case, M. Rose, and S. Waldbusser, Apr. 1999.

IETF RFC 2863, The Interfaces Group MIB, McCloghrie, K., and F. Kastenholz, June 2000.

IETF RFC 3410, Introduction and@pplicability Statements for Internet-Standard Management Framework,
Case, J., R. Mundy, D. Partain, and B. Stewart, Dec. 2002.

IETF RFC 3414 (STD 62), User-based Security Model (USM) for Version 3 of the Simple Network
Management Protocol (SNMPv3), Blumenthal, U., and B. Wijnen, Dec. 2002.

IETF RFC 3415ASTD 62), View-based Access Control Model (VACM) for the Simple Network
Management.Protocol (SNMP), Wijnen, B., R. Presuhn, and K. McCloghrie, Dec. 2002.

ISO/IECy™ 10165-4:1992, Information technology—Open Systems Interconnection—Structure of
management information—Part 4: Guidelines for the definition of managed objects.5

2 IEEE publications are available from The Institute of Electrical and Electronics Engineers (https://standards.ieee.org/).
3 The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
41ETF documents (i.e., RFCs) are available from the Internet Engineering Task Force (https://www.rfc-archive.org/).

3 ISO/IEC publications are available from the International Organization for Standardization (https:/www.iso.org/), the International
Electrotechnical Commission (https://www.iec.ch), and the American National Standards Institute (https://www.ansi.org/).
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3. Definitions

For the purposes of this standard, the following terms and definitions apply. The /IEEFE Standards Dictionary
Online can be consulted for terms not defined in this clause.®

This standard makes use of the following terms defined in IEEE Std 802:

— end station

— logical link
—  station

This standard makes use of the following terms defined in IEEE Std 802.1AC:

— client (7.1 of IEEE Std 802.1AC-2016)

—  frame (7.2 of IEEE Std 802.1AC-2016)

— Internal Sublayer Service (ISS) (Clause 11 of IEEE Std 802.1AC-2016)
— port (7.4 of IEEE Std 802.1AC-2016)

NOTE 1—1t is helpful for the reader of this standard to review IEEE Std 802.1AC’s descriptieh of the basic architectural
concepts and terms used in this standard.”

This standard makes use of the following terms defined in IEEE Std 802.14Q):

— Bridge
—  service instance

Actor: The local entity in a Link Aggregation Control Protgcol exchange.

Aggregateable: A link terminating at an Aggregationr Port that is configured to allow that link to form a
Link Aggregation Group with other Aggregation Links.

Aggregation Key: A parameter, associated with each Aggregation Port and with each Aggregator of an
Aggregation System, that prohibits the patticipation of multiple Aggregation Ports and Aggregators in the
same Link Aggregation Group if their\Aggregation Keys differ.

Aggregation Link: A local ared.network (LAN) that connects two Aggregation Systems.

Aggregation Port: A Service Access Point in an Aggregation System that provides access to a single
Aggregation Link.

Aggregation System: A system that includes one or more Aggregators, each capable of using one or more
Aggregation‘Rorts to provide service to an Aggregator Client.

Aggregator: A multiplexing/demultiplexing entity that is capable of providing service at an Aggregator
Portusing the services provided by one or more Aggregation Ports.

AXgoregator Client: A protocol entity that makes use of the service provided by a single Aggregator.

Aggregator Port: A port that provides access to the service provided by a single Aggregator.

6 JEEE Standards Dictionary Online subscription is available at https:/dictionary.ieee.org. An IEEE Account is required for access to

the dictionary, and one can be created at no charge on the dictionary sign-in page.
7 Notes in text, tables, and figures of a standard are given for information only and do not contain requirements needed to implement
this standard.
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conversation: A set of frames transmitted from one end station to another, with the assumption that the
communicating end stations require intermediate systems to maintain the ordering of those frames.

Conversation ID: An integer in the range of 0 through 4095, where each value identifies one or more
conversations.

Distributed Relay: Transmission and reception of frames by Distributed Resilient Network Interconnect
(DRNI) Gateway Ports in a pair of DRNI Systems using Aggregator Ports and Intra-Relay Ports in both
DRNI Systems.

Distributed Relay Client: A protocol entity that makes use of the service provided by a DRNI Gateway:
Distributed Resilient Network Interconnect (DRNI): The DRNI Gateways in a pair of Aggregation
Systems that are connected by an Intra-Relay Connection and can be used to create a single Link
Aggregation Group using Aggregation Ports from either or both of the Aggregation Systems:

Down frame: A frame that has entered a Distributed Relay from the Distributed Relay Client.

DRNI Gateway: A protocol entity in an Distributed Resilient Network Inter¢efinect (DRNI) System that
can be paired with a DRNI Gateway in a another DRNI System and that prgvidés Distributed Relay service
at a DRNI Gateway Port using the services provided by an Aggregator Port il each system.

DRNI Gateway Port: A port that provides access to the service pfovided by a single Distributed Resilient
Network Interconnect (DRNI) Gateway.

DRNI System: An Aggregation System containing one or-iore Distributed Resilient Network Interconnect
(DRNI) Gateways.

Gateway Conversation ID: A Conversation idéntifier (ID) associated with a frame for the purpose of
selecting a Distributed Resilient Network Interéonnect (DRNI) Gateway Port.

Home: The local entity in a Distributed Rgtay Control Protocol (DRCP) exchange.

Intra-Relay Connection (IRC): A logical link that connects a pair of Distributed Resilient Network
Interconnect (DRNI) Gateways comprising a Distributed Relay.

Intra-Relay Port (IRP); The service interface of a Distributed Resilient Network Interconnect (DRNI)
Gateway provided by, an Intra-Relay Connection.

Key: See: Aggregation Key.
Link Aggregation Group (LAG): A group of links that appear to an Aggregator Client as a single link.

Link>Number: An Aggregation Link identifier that is unique within a Link Aggregation Group, with an
operational value common to both the Actor and Partner Systems.

Nelglilior: Thie remote enflty i a Distributed Relay Control Protocol (DRCP) excliange.

Partner: The remote entity in a Link Aggregation Control Protocol (LACP) exchange.

Port Conversation ID: A Conversation identifier (ID) associated with a frame for the purpose of selecting
an Aggregation Port.
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Service Identifier (Service ID): A value extracted from the header of a frame (e.g., VID, I-SID) that
identifies the service instance with which that frame is associated.

NOTE 2—This standard makes use of service identifiers specified in IEEE Std 802.1Q.

Solitary: An Aggregation Link that cannot be included in a Link Aggregation Group with any other
Aggregation Link, due to administrative configuration at either of the attached Aggregation Systems.

[ System: When used in this standard and not preceded by ~Aggregation. of ~DRINI, ~System™ means an__|
Aggregation System.

Up frame: A frame that has entered a Distributed Relay through an Aggregator Port.
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4. Acronyms and abbreviations

This standard contains the following acronyms and abbreviations:

CID Company D8 (see also OUI)

CSCD Conversation-Sensitive Collection and Distribution
DA destination address

DRCP Distributed Relay Control Protocol
DRCPDU  Distributed Relay Control Protocol Data Unit
DRNI Distributed Resilient Network Interconnect
DWC Discard Wrong Conversation

FCS frame check sequence

IRC Intra-Relay Connection

IRP Intra-Relay Port

ISS Internal Sublayer Service

LACP Link Aggregation Control Protocol

LACPDU Link Aggregation Control Protocol Data Unit
LAG Link Aggregation Group

LAGID Link Aggregation Group Identifier

LAN local area network

LLC logical link control

LLDP Link Layer Discovery Protocol

MAC medium access control

MIB management information base

MSAP MAC Service Access Point

NTT Need To Transmit

OUI organizationally unique identifier

PDU Protocol Data Unit

PICS protocol implementation conformance statement
SA source address

TLV typeé/length/value

TPMR Two-Port MAC Relay

UCT unconditional transition

8 See https://standards.ieee.org/develop/regauth/tut/eui.pdf.
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5. Conformance

This clause specifies the mandatory and optional capabilities provided by conformant implementations of
this standard.

5.1 Requirements terminology

Forcomsistency with existimg TEEEanmd TEEE 802 stamdards; Tequitements pracedupom conformmart
implementations of this standard are expressed using the following terminology:

a)  Shall is used for mandatory requirements;

b) May is used to describe implementation or administrative choices (“may” means “is perfiitted to,”
and hence, “may” and “may not” mean precisely the same thing);

¢) Should is used for recommended choices (the behaviors described by “should” and “should not” are
both permissible but not equally desirable choices).

The protocol implementation conformance statement (PICS) proformas (sée¢’,Annex A) reflect the
occurrences of the words “shall,” “may,” and “should” within the standard.

The standard avoids needless repetition and apparent duplication of its«feTmal requirements by using is, is
not, are, and are not for definitions and the logical consequences of/conformant behavior. Behavior that is
permitted but is neither always required nor directly controlled (by an implementer or administrator, or
whose conformance requirement is detailed elsewhere, is described by can. Behavior that never occurs in a
conformant implementation or System of conformant implementations is described by cannot.

This clause lists requirements and options for certain capabilities, e.g., Link Aggregation. If a System claims
to support such a capability for one of its ports, thén\the System is considered conformant if it meets that
capability’s requirements in this clause for that port. For example, a claim that a System supports Link

Aggregation on a set of ports requires the System’s behavior to meet the requirements specified in 5.3 for the
identified ports.

5.2 Protocol implementation conformance statement
The supplier of an implementation that is claimed to conform to this standard shall provide the information

necessary to identify both the supplier and the implementation, and shall complete a copy of the PICS
proforma provided in Annex A.

5.3 Link Aggregation
5.3.1 Link-Aggregation requirements
A eotiformant Link Aggregation System shall

a) _ Support the Link Aggregation Sublaver and conform to the state machines and procedures in 6.2.

b) Support the Link Aggregation Control Protocol (LACP) and conform to the state machines and
procedures in 6.3 and 6.4.

¢) Transmit and receive Link Aggregation Control Protocol Data Unit (LACPDUs) in the formats
specified in 6.4.2.

d) Implement the Marker Responder as specified in 6.5.4.2 and respond to received Marker PDUs as
specified in 6.5.1.

e) Support the LACP configuration for dual-homed Systems described in 6.7.5.
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5.3.2 Link Aggregation options

A conformant Link Aggregation System may

a)

b)

2)

h)

)

a)
b)

Support the Marker Protocol and conform to the state machines and procedures in 6.5 and transmit
and receive required Marker and Marker Response PDUs in the formats specified in 6.5.3.

Support the management functionality for Link Aggregation as specified in Clause 7.
Support—SM management wmformation—base—(MIB) modules for the managemen
Aggregation capabilities (Annex D).

Support Aggregation Port Debug Information package support as specified in 7.2.5.

Conform to the required specifications of the Link Layer Discovery Protocol (LLDP) of
IEEE Std 802.1AB™ [Bl].9 A conformant System that supports LLDP shall providetan' LLDP

Parser/Multiplexer to attach zero or more instances of LLDP to each Aggregation Port,as specified
inF.1.

Implement a Protocol Parser/Multiplexer (6.1.3) for a protocol not explicitly-specified in this
standard.

Implement the techniques specified in 6.7.1 and 6.7.2 to form Link Aggregation Groups on an
Aggregation System with the constraints described.

Support Conversation-Sensitive Collection and Distribution ag’,specified in 6.2.7 and 6.6. An
implementation that supports Conversation-Sensitive Collection.and Distribution shall support a
value of FORCE FALSE for Admin_Discard Wrong_Cenversation and may support values of
FORCE_TRUE and AUTO.

Support Per-Service Frame Distribution as specified in(8.2 and shall

1)  Support Conversation-Sensitive Collection afid ‘Distribution as specified in 6.2.7 and 6.6, and

2) Transmit and receive version 2 LACPDUS as'specified in 6.4.2.4, and

3) Support classification by Customer VDAN Tag for C-tagged interfaces and classification by
Service VLAN tag for S-tagged and B:tagged interfaces,

and may

4) Support classification by Backbone Service Instance Tag as specified in 8.2.3.

5.4 Distributed Resilient Network Interconnect (DRNI)
5.4.1 DRNI requirements

A conformant DRNI System shall

Conformto)the requirements specified for Link Aggregation as specified in 5.3.

Support.a DRNI consisting of two DRNI Systems as specified in Clause 9 and shall

1).5-Support a DRNI Gateway having a single Intra-Relay Port (IRP) and conform to the state
machines and procedures in 9.5,

2)  Support the Distributed Relay Control Protocol (DRCP) and conform to the state machines and
procedures specified in 9.6, and

3) Transmit and receive required Distributed Relay Control Protocol Data Units (DRCPDUSs) in

1 £ + el O 2
UIC TULTIIAtS leCblllCU nr>7.9.4.

Support using a dedicated link for the Intra-Relay Connection (IRC) as specified in 9.3.

9 The numbers in brackets correspond to the numbers in the bibliography in Annex G.
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5.4.2 DRNI options
A conformant DRNI System may

a) Implement any of the options specified for Link Aggregation (5.3.2).

b) Support using a LAG for the IRC by supporting the IRP with a dedicated Aggregator as specified
in 9.3.

¢) Support using a method other than a dedicated link or LAG for the IRC as specified in 9.3.

d)  Support Organization-Specific TLVs in DRCPDUSs as specified 1n 9.6.2.7.
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6. Link Aggregation

6.1 Overview

This clause defines an optional Link Aggregation sublayer for use with links offering the IEEE 802.1AC
Internal Sublayer Service (ISS). Link Aggregation allows one or more point-to-point links to be aggregated
together to form a Link Aggregation Group (LAG) so that an Aggregator Client can treat the LAG as if it

were @ Simgie k.

The models of operation in this clause provide a basis for specifying the externally observable behaviot of
the operation and are not intended to place additional constraints on implementations; these can adoptldany
internal model of operation compatible with the externally observable behavior specified. Conformance of
equipment to this standard is purely with respect to observable protocol.

6.1.1 Goals and objectives
Link Aggregation, as specified in this clause, provides the following:

a) Increased bandwidth—The capacity of multiple links is combined.into-one logical link.

b) Increased availability—The failure or replacement of a single dink"within a LAG need not cause
failure from the perspective of an Aggregator Client.

c) Load sharing—Aggregator Client traffic can be distributed-across multiple links.

d) Automatic configuration—In the absence of manualloverrides, an appropriate set of LAGs is
automatically configured, and individual links are/allocated to those groups. If a set of links can
aggregate, they will aggregate.

e) Rapid configuration and reconfiguration—In-the event of changes in physical connectivity, Link
Aggregation will quickly converge to a new configuration, typically on the order of milliseconds for
link down events and 1 s or less for link-up events.

NOTE 1—Timing out LACPDU exchanges is the miethod of last resort for detecting link failures and shifting data flows
to other physical links. The MAC_Operational*status generated by link hardware is the first choice for link failure
detection. Connectivity Fault Management“”{CFM) (Clause 18 of IEEE Std 802.1Q-2018) provides a method for
detecting link failures (also indicated via the MAC_Operational status) when hardware means are not applicable.

f)  Deterministic behavior—The link aggregation configuration can be made independent of past
events and completely determined by the connectivity provided by the individual links and the
administrative configuration of the connected systems.

g) Low risk of duplication or misordering—During both steady-state operation and link
(re)configuration, there is a low probability that frames are duplicated or misordered.

h)  Support of existing medium access control (MAC) Clients—No change is required to existing
higher-layer protocols or applications to use Link Aggregation.

i) ~Backwards compatibility with aggregation-unaware devices—Links that cannot take part in
Fink Aggregation because of their inherent capabilities, management configuration, or the
capabilities of the devices to which they attach operate as normal, individual links.

7)) Accommodation of differing capabilities and constraints—Devices with differing hardware and

software constraints on Link Aggregation are, to the extent possible, accommodated.

k) No change to frame formats—Link Aggregation neither adds to, nor changes the contents of,
frames exchanged between Aggregator Clients.

1) Network management support—The standard specifies appropriate management objects for
configuration, monitoring, and control of Link Aggregation.

m) Point-to-point aggregations—The mechanisms specified in this clause form a Link Aggregation
Group providing a point-to-point connectivity service.
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n) Dissimilar MACs—Link Aggregation can be used over any physical or logical medium supporting
the ISS with a service providing point-to-point connectivity (i.e., the ISS operPointToPoint variable
is TRUE).

Aggregating different data rates is not prohibited nor required by this standard. Determining how to
distribute traffic across links of different data rates is beyond the scope of this standard.

NOTE 2—Previous versions of this standard restricted the data rate of the aggregated links. However, the mechanisms

SpecCIIicd did not depend on wWhetner the mks operated at the Same rate.
6.1.2 Positioning of Link Aggregation within the IEEE 802 architecture

Link Aggregation comprises an optional sublayer that (at its upper boundary) has an ISS to Aggreégator
Clients attached to Aggregator Ports and (at its lower boundary) has an ISS for each of its Aggregation
Ports. Figure 6-1 depicts a common case where Aggregation Ports in a system are supportéd directly by a
MAC.

osl
LAN
REFERENCE MODEL cseD
LAYERS it
APPLICATION
PRESENTATION
HIGHERLAYERS
SESSION
, 4 LLC (LOGICAL LINK CONTROL) OR OTHER AGGREGATOR CLIENT
TRANSPORT , 0
7 LINK AGGREGATION SUBLAYER (OPTIONAL)
NETWORK 2 ( 0 ()
DATA LINK o MAC MAC MAC
PHYSICAL PHYSICAL PHYSICAL
PHYSICAL o LAYER LAYER LAYER

Figure 6-1—Architectural positioning of Link Aggregation sublayer

It is possible to implement thé.optional Link Aggregation sublayer for some ports within a System while not
implementing it for othér ports; i.e., it is not necessary for all ports in a System to be subject to Link
Aggregation. A conformant implementation is not required to be able to apply the Link Aggregation
sublayer to every pott:

NOTE—IEEEStd"802.1AX-2008 and Clause 43 in earlier editions of IEEE Std 802.3 used the term “MAC Client”
instead of the~term “Aggregator Client” and placed Link Aggregation between the IEEE 802.3 MAC sublayer and the
IEEE 802:3 MAC Control sublayer. IEEE Std 802.1AX-2014 repositioned Link Aggregation as a sublayer above the
MAG 'sublayer. This rearrangement aligned the standard with common industry practice. It did not cause
implefmentations conformant to earlier editions of the standard to become non-interoperable with those conformant to
IBEE Std 802.1AX-2014 and subsequent editions.

0.1.3 Protocol Parser/NMultiplexer

A Protocol Parser/Multiplexer is a functional element that separates specific control protocol frames from a
sequence of M_UNITDATA.indications received at an ISS interface and combines frames generated for that
control protocol with a sequence of M_UNITDATA.requests at an ISS interface. The general purpose
Protocol Parser/Multiplexer described here can be customized to a specific control protocol, of which there
are three examples in this standard:
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a)  The LLDP Parser/Multiplexer (F.1.1)
b) The LACP Parser/Multiplexer (6.2.9)
¢) The DRCP Parser/Multiplexer (9.5.1)

NOTE—The Aggregator Parser/Multiplexer (6.2.7) and DR_Aggregator Parser/Multiplexer (9.5.2.6) are not instances
of a Protocol Parser/Multiplexer. These perform additional parsing functions not included in the general purpose
Protocol Parser/Multiplexer and are described by their own state diagrams.

d) One DownPort makes use of an instance of the ISS to pass data and control frames to and from
lower layers in the interface stack.

e) One DataPort offers an instance of the ISS to higher layers in the interface stack.

f)  One ControlPort offers an instance of the ISS to the functional element for the control protocol.

A specific instance of the Protocol Parser/Multiplexer, e.g., the LACP Parser/Multiplexen (6.2.9), ties these
three notional service interfaces to specific service interfaces, e.g., those in 6.2.2, and provides a definition
of the IsControlFrame function (6.1.3.1.2).

On transmission, the Protocol Multiplexer provides transparent pass-through of. frames from the ControlPort
or the DataPort to the DownPort.

On receipt of a frame from its DownPort, the Protocol Parser uses thie }sControlFrame function to determine
whether the frame is a control frame. It passes control frames upithteugh the ControlPort and passes all other
frames up through the DataPort. The Protocol Parser implemerits the function specified by the state diagram
shown in Figure 6-2 and the associated definitions contained.in 6.1.3.1.

6.1.3.1 Protocol Parser state diagram
6.1.3.1.1 Variables

DA

SA

mac_service data_unit

priority
The parameters 6fithe M_UNITDATA .indication primitive.

msdu_type
The type value of the mac_service data_unit that is either an EtherType or an LLC Address,
deterntined as described in Clause 9 of IEEE Std 802-2014.

BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized and is set
to FALSE when (re)initialization has completed.
Data Type: Boolean

6(1.3.1.2 Functions

TsControlFrame
Given an input frame (DA, SA, mac_service data unit, priority), returns TRUE if the frame is
a control frame for the ControlPort or FALSE if it is a data frame for the DataPort.
Value returned: Boolean
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6.1.3.1.3 Messages

ControlPort:M_UNITDATA.indication
DataPort:M_UNITDATA.indication
DownPort:M_UNITDATA.indication
The service primitives used to pass a received frame to a client with the specified parameters.

6.1.3.1.4 State diagram

BEGIN
v |
WAIT FOR RECEIVE
DownPort:M_UNITDATA.indication(DA, SA, mac_service_data_unit, priority)
A
PARSE
IsControlFrame(DA, SA, ELSE

mac_service_data_unit, priority)

Y
PASS TO CONTROL PORT

Generate ControlPort:M_UNITDATA.indication(DA «SA
mac_service_data_unit, priority) to Control Port

UCT

PASS TO DATA PORT

Generate DataPort:M_UNITDATA.indication(DA, SA,
mac_service_data_unit, priority) to Data Port

UcT

Figure 6-2—Protocol Parser state diagram

6.2 Link Aggregation operation

Figure 6-3 depicts the major blocks that form the Link Aggregation sublayer and their interrelationships.
The Link Aggregation sublayer comprises the following functions:

a) . (_Brame Distribution. This block is responsible for taking frames submitted by the Aggregator Client
and submitting them for transmission on the appropriate Aggregation Port, based on a frame
distribution algorithm employed by the Frame Distributor. Frame Distribution includes a Frame
Distributor and an optional Marker Generator/Receiver used for the Marker protocol. (See 6.2.4

6.2.5,and 6.5.)

b) Frame Collection. This block is responsible for passing frames received from the various
Aggregation Ports to the Aggregator Client. Frame Collection includes a Frame Collector and a
Marker Responder, used for the Marker protocol. (See 6.2.3, 6.2.6, and 6.5.)
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Figure 6-3—Link Aggregation sublayer block diagram

Aggregator Parser/Multiplexers. On transmit, these entities simply pass frame transmission
requests from the Frame Distributor, Marker Generator, and/or Marker Responder to the appropriate
Aggregation Port. On receive, these entities distinguish among Marker Request, Marker Response,
and MAC Protocol Data Units and pass each to the appropriate entity (Marker Responder, Marker

Receiver, and Frame Colle
d)

ctor, respectively).

Aggregator Parser/Multiplexers, is referred to as the Aggregator.

e)

Aggregator. The combination of Frame Distribution and Frame Collection, along with the

Aggregation Control. This block is responsible for the configuration and control of Link

Aggregation. It incorporates a Link Aggregation Control Protocol (LACP) that can be used for
automatic communication of aggregation capabilities between Systems and automatic configuration

of Link Aggregation.
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f)  LACP Parser/Multiplexers. On transmit, these entities simply pass frame transmission requests
from the Aggregator and Control entities to the appropriate Aggregation Port. On receipt, these
entities distinguish Link Aggregation Control PDUs from other frames, passing the LACPDUs to
the appropriate sublayer entity, and all other frames to the Aggregator.

6.2.1 Principles of Link Aggregation

Link Aggregation allows an Aggregator Client to treat a set of one or more Aggregation Ports as if it were a

single port. In doing so, it employs the following principles and concepts:

a) An Aggregator Client communicates with a set of Aggregation Ports through an Aggregator, which
presents a standard ISS interface to the Aggregator Client. One or more Aggregation Ports attach to
an Aggregator within a System.

b) It is the responsibility of the Aggregator to distribute frame transmissions from the Aggregator
Client to the various Aggregation Ports, and to collect received frames from the Aggregation Ports
and pass them to the Aggregator Client transparently.

c) A System can contain multiple Aggregators, serving multiple Aggregator Clients. A given
Aggregation Port will attach to (at most) a single Aggregator at any timé/An Aggregator Client is
served by a single Aggregator at a time.

d) The attachment of Aggregation Ports to Aggregators within a System is managed by the Link
Aggregation Control function for that System, which is responsiblefor determining which links can
be aggregated, aggregating them, attaching the Aggregation' Ports within the System to an
appropriate Aggregator, and monitoring conditions to detetmine when a change in aggregation is
needed.

e) Such determination and attachment might be undet/manual control through direct manipulation of
the state variables of Link Aggregation (e.g., Keys) by a network manager. In addition, automatic
determination, configuration, attachment, and“monitoring can occur through the use of a Link
Aggregation Control Protocol (LACP). LACP uses peer exchanges across the links to determine, on
an ongoing basis, the aggregation capability of the various links and continuously provides the
maximum level of aggregation capability achievable between a given pair of Systems.

f)  Frame ordering has to be maintainied for certain sequences of frame exchanges between Aggregator
Clients (known as conversations; see Clause 3). The Frame Distributor ensures that all frames of a
given conversation are passed to a single Aggregation Port. For any given Aggregation Port, the
Frame Collector is requited to pass frames to the Aggregator Client in the order that they are
received from that Aggregation Port. The Frame Collector is otherwise free to select frames received
from the Aggregdtion Ports in any order. Since there are no means for frames to be misordered on a
single link, this‘'guarantees that frame ordering is maintained for any conversation.

g) Conversations' can be moved among Aggregation Ports within an aggregation, both for load
balancingand to maintain availability in the event of link failures. Frame ordering can be maintained
(6.5 and 6.6) when conversations are moved.

h) This'standard does not require the use of a particular distribution algorithm.

i) \\"Each Aggregation Port is assigned a MAC address, unique over the LAG and the IEEE 802.1Q
Bridged LAN (if any) to which the LAG is connected. This MAC address is used as the source
address (SA) for frame exchanges that are initiated by entities within the Link Aggregation sublayer

HseH (e A CR-and-Markerprotocotexehanges)-
NOTE—LACP and Marker Protocol use a multicast DA for all exchanges and do not require an Aggregation
Port to recognize more than one unicast address on received frames.

j)  Each Aggregator is assigned a MAC address, unique over the LAG and the IEEE 802.1Q Bridged
LAN (if any) to which the LAG is connected; this address is used as the MAC address of the
aggregation from the perspective of the Aggregator Client, both as a SA for transmitted frames and
as the destination address (DA) for received frames. The MAC address of the Aggregator can be one
of the MAC addresses of an Aggregation Port in the associated LAG (see 6.2.10).
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6.2.2 Service interfaces

The Aggregator Client communicates with the Aggregator using the ISS specified in IEEE Std 802.1AC.
Similarly, Link Aggregation communicates internally (between Frame Collection/Distribution, the
Aggregator Parser/Multiplexers, the LACP Parser/Multiplexers, and Link Aggregation Control) and with its
attached Aggregation Ports using the same service interface. No new interlayer service interfaces are defined
for Link Aggregation.

Since Link Aggregation uses several instances of the ISS, 1t 1s necessary to introduce a notation convention
so that the reader can be clear about which interface is being referenced at any given time. A prefix 43
therefore assigned to each service primitive to indicate which of the interfaces is being invoked, as depicted
in Figure 6-3. The prefixes are as follows:

a) Agg:, for primitives issued on the interface between the Aggregator Client and the Link Aggregation
sublayer.

b) AggMuxN:, for primitives issued on the interface between Aggregator Parser/Multiplexer N and its
internal clients (where N is the Port Number associated with the AggregatorParser/Multiplexer).

c) CtrlMuxN:, for primitives issued on the interface between LACP Parser/Multiplexer N and Link
Aggregation Control (where N is the Port Number associated with the\LACP Parser/Multiplexer).

d) DataMuxN:, for primitives issued on the interface between LAEP Parser/Multiplexer N and
Aggregator Parser/Multiplexer N (where N is the Port Number ‘associated with the LACP Parser/
Multiplexer).

e) MacN;:, for primitives issued on the interface betweeniunderlying MAC N and its LACP Parser/
Multiplexer (where N is the Port Number associated with the underlying MAC).

Aggregator Clients can generate Agg:M_UNITDATA a48quest primitives for transmission on an aggregated
link. These are passed by the Frame Distributor\to an Aggregation Port selected by the distribution
algorithm. MacN:M_UNITDATA.indication prirhitives signifying received frames are passed unchanged
from an Aggregation Port to the Aggregator Client by the Frame Collector.

In order to satisfy the needs of higher-layers to access physical ports directly, the Aggregator Parser/
Multiplexer (6.2.7) is provided. In pafticular, if IEEE Std 802.1AB [B1] is implemented in a System
supporting Link Aggregation, the Aink Aggregation operation (6.2) can attach zero or more instances of
LLDP to each Aggregation Port,

6.2.3 Frame Collector

A Frame Collector is responsible for receiving incoming frames (i.e.,
AggMuxN:M_UNITDATA .indications) from the set of individual links that form the LAG (through each
link’s associated’ Aggregator Parser/Multiplexer) and delivering them to the Aggregator Client. Frames
received from a given Aggregation Port are delivered to the Aggregator Client in the order that they are
receivedyby the Frame Collector. Since the Frame Distributor is responsible for maintaining any frame
ordeting” constraints, there is no requirement for the Frame Collector to perform any reordering of frames
réceived from multiple links.

The Frame Collector shall implement the Tunction specilied in the state diagram shown in Figure 0-4 and the
associated definitions contained in 6.2.3.1.
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6.2.3.1 Frame Collector state diagram
6.2.3.1.1 Constants

CollectorMaxDelay
In tens of microseconds, the maximum time that the Frame Collector can delay the delivery of
a frame received from an Aggregator Parser to its Aggregator Client. Value is assigned by
management or administration policy.

Data Type: Integer
Alias of aAggCollectorMaxDelay (7.3.1.1.32)

6.2.3.1.2 Variables

DA
SA
mac_service_data unit
priority
The parameters of the M_UNITDATA.indication primitive.
BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized and is set
to FALSE when (re)initialization has completed.
Data Type: Boolean

6.2.3.1.3 Messages

Agg:M_UNITDATA.indication
AggMuxN:M_UNITDATA.indication
The service primitives used to pass a received frame to a client with the specified parameters.

6.2.3.1.4 State diagram

The architectural models of ISS and Link‘Aggregation do not make any provision for queuing of frames
between the link and the Aggregator Glient. However, practical implementations of Link Aggregation will
typically incur both queuing and delay in the Frame Collector. In order to ensure that frame delivery is not
delayed indefinitely (which could-cause a frame ordering problem when moving conversations from one
link to another), the Frame €@llector shall, upon receiving a frame from an Aggregator Parser, either deliver
the frame to its Aggregdtor*Client, or discard the frame within a CollectorMaxDelay time. The Frame
Distributor (within the Partner System at the other end of the link) can assume that all frames transmitted on
a given link have-been either received by its Partner’s Aggregator Client or discarded after a
CollectorMaxDelay’ plus the propagation delay of the link. The use of CollectorMaxDelay is further
discussed in B.3-

NOTE~Because frame discard due to CollectorMaxDelay is a function of queuing and other entities not specified in
this_standard, the discard action is a requirement of the system, not just of the Frame Collector, and is therefore not
shown in Figure 6-4.
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BEGIN

' '

WAIT FOR RECEIVE

AggMuxN:M_UNITDATA.indication(DA, SA, mac_service_data_unit, priority)

PASS TO AGGREGATOR CLIENT

Agg:M_UNITDATA.indication(DA, SA,
mac_service_data_unit, priority)

UCT]|

Figure 6-4—Frame Collector state diagram

6.2.4 Frame Distributor

The Frame Distributor is responsible for taking outgoing frames.from the Aggregator Client and
transmitting them through the set of links that form the LAG. The Frame Distributor implements a
distribution function (algorithm) responsible for choosing the linkto"be used for the transmission of any
given frame or set of frames.

This standard allows a wide variety of distribution algorithms. However, practical frame distribution
algorithms do not misorder frames that are part of any€iven conversation, nor do they duplicate frames.

Rather, frame order is maintained by ensuring*that all frames that compose a given conversation are
transmitted on a single link in the order that they are generated by the Aggregator Client. No addition (or
modification) of any information to the MA€ frame is necessary, nor is any buffering or processing on the
part of the corresponding Frame Collectoriin order to reorder frames. This approach permits a wide variety
of distribution and load balancing algorithms to be used, while also ensuring interoperability between
devices that adopt differing algorithms.

NOTE—-Distribution algorithms@nd maintenance of frame ordering are discussed in Annex B.

Conversation-Sensitive. Collection and Distribution (6.6) provides a structure for identifying various
distribution algorithms, configuring the distribution algorithm to be used, and conveying that information to
the LACP partnet in LACP Version 2 TLVs (6.4.2.4). Per-Service Frame Distribution (Clause 8) specifies a
set of distribution’algorithms that can be used by a Link Aggregation implementation.

The Frame Distributor shall implement the function specified in the state diagram shown in Figure 6-5 and
the asseciated definitions contained in 6.2.4.1.

6.2.4.1 Frame Distributor state diagram

6.2.4.1.1 Variables

DA
SA
mac_service data_unit
priority
The parameters of the M_UNITDATA .request primitive.
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BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized and is set
to FALSE when (re)initialization has completed.
Data Type: Boolean

6.2.4.1.2 Messages

Agg:M_UNITDATA request

AggMuxiN-MONTTDATA TeqUest

The service primitives used to transmit a frame with the specified parameters at the
Aggregation Port, N, determined by the distribution algorithm. When Conversation-Sensitive
Collection and Distribution is not supported, the algorithm used to determine the valuejof N is
unspecified. When Conversation-Sensitive Collection and Distribution is supperted, the
algorithm used to determine the value of N is specified by the Actor Port Algorithm'variable.
It is possible that the value of N will be zero, indicating that the service primitive is to be
discarded.

6.2.4.1.3 State diagram

BEGIN

WAIT FOR TRANSMIT

Agg:M_UNITDATA.request(DA, SA,smac. service_data_unit, priority)

Y

PASS TO PORT

AggMuxN:M_UNITDATA.request(DA, SA, mac_service_data_unit, priority)

UCT

Figure 6-5—Frame Distributor state diagram

6.2.5 Marker 'Generator/Receiver (optional)

The optional Marker Generator is used by the Marker protocol, as specified in 6.5. When implemented and
so requested by the distribution algorithm, the Marker Generator shall issue an
AlggMuxN:M_UNITDATA request primitive, with a mac_service data unit containing a Marker PDU as
defined in 6.5.3, to the Aggregation Port associated with the conversation being marked, subject to the

UM TeSCHons for STow Protocois Speciticd T IEEE St 802732018, ATIEX S7A-

The optional Marker Receiver is used by the Marker protocol, as specified in 6.5. It receives Marker
Response PDUs from the Aggregator Parser.
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6.2.6 Marker Responder

The Marker Responder is used by the Marker protocol, as specified in 6.5. The Marker Responder receives
Marker PDUs (generated by a Partner System’s Marker Generator), and transmits a Marker Response PDU
through the same Aggregation Port from which the Marker PDU was received. While implementation of the
Marker Generator/Receiver is optional, the ability to respond to a Marker PDU (the Marker Responder) is
mandatory. An implementation conformant to this clause that is not under a Distributed Relay component
(DRNI Gateway, see 9.2, 9.5) shall implement the Marker Responder as specified in 6.5.4.2, thus ensuring

that implementations that need to make use of the protocol can do so.
A Marker Responder that is under a DRNI Gateway is not required to respond to a Marker PDU.

NOTE—Since this standard lacks any means for coordinating Marker PDU responses among the DRN}-Systems
comprising a DRNI, it is safer to ignore a Marker PDU and allow the sender to time out, rather than to retuxn a Marker
PDU and run the risk of delivering frames out of order.

6.2.7 Aggregator Parser/Multiplexer

On transmission, the Aggregator Multiplexer shall provide transparent pass-through/of frames submitted by
the Marker Responder and optional Marker Generator to the Aggregation Port'spécified in the transmission
request. The Aggregator Multiplexer shall provide transparent pass-through' of frames submitted by the
Frame Distributor to the Aggregation Port specified in the transmission réquiest only when the Aggregation
Port state is Distributing (see 6.4.13). Furthermore, if Conversation-Sensitive Collection and Distribution is
supported, the value of the Distribution Conversation Mask for th€ Port Conversation ID associated with
the frame is TRUE. Otherwise, such frames shall be discarded.

On receipt, the Aggregator Parser decodes frames recéived from the LACP Parser, passes those frames
destined for the Marker Responder or Marker Receivér to the selected entity, and discards frames with
invalid Slow Protocol subtype values (see IEEE Std+802.3-2018, Table 57A-2). The Aggregator Parser shall
pass all other frames to the Frame Collector for passage to the Aggregator Client only when the Aggregation
Port state is Collecting (see 6.4.13). Furthermiore, if Conversation-Sensitive Collection and Distribution is
supported, the value of the Collection Convérsation Mask for the Port Conversation ID associated with
the frame is TRUE. Otherwise, such frames shall be discarded. The Aggregator Parser shall implement the
function specified in the state diagram shown in Figure 6-6 and the associated definitions contained in
6.2.7.1.

6.2.7.1 Aggregator Parsér/Multiplexer state diagrams
6.2.7.1.1 Constants

Slow_Protocols_Type
The value of the Slow Protocols EtherType (Table 6-3).
Marker subtype
The value of the Subtype field for the Marker protocol. (See 6.5.3.)
Data Type: Integer
Value: 2

Marker Information

The encoding of the Marker Information TLV_Type field. (See 6.5.3.)
Data Type: Integer
Value: 1
Marker Response Information
The encoding of the Marker Response Information TLV_Type field. (See 6.5.3.)
Data Type: Integer
Value: 2
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6.2.7.1.2 Variables

DA
SA
mac_service_data unit
priority
The parameters of the M_UNITDATA.indication primitive.
Protocol DA

The address determined by the setting of the aAggPortProtocolDA managed object (7.3.2.2.1).
A particular instance of link aggregation shall use the same DA for LACP as it does for the
Marker protocol.
Data Type: 6 octets.

Length/Type
The value of the Length/Type field in a received frame.
Data Type: Integer

Subtype
The value of the octet following the Length/Type field in a Slow Protoco] frame.
(See IEEE Std 802.3-2018, Annex 57A.)
Data Type: Integer

TLV_Type
The value contained in the octet following the Version Number,in a received Marker or Marker
Response frame. This identifies the “type” for the type/length/value (TLV) tuple. (See 6.5.3.)
Data Type: Integer

Collecting
An alias of Actor Oper Port State.Collecting, When TRUE, the Aggregator Parser can pass
frames to the Collector.
Data Type: Boolean.

Collection_Conversation Mask
A Boolean vector, indexed by Port Conversation ID, that indicates whether the frame is
allowed to reach the Aggregatorwhen received through this Aggregation Port (TRUE =
passes). When Conversation-Sensitive Collection and Distribution is not supported, this
variable is not used (implicitly*contains the value TRUE for all Port Conversation IDs). When
Conversation-Sensitive Goltection and Distribution is supported, the value is determined by the
Update Mask machineg+(6.6.3.5).
Data Type: sequence of Boolean values, indexed by Port_Conversation_ID.
Alias of aAggPottOperConversationCollected (7.3.2.1.26).

Distributing
An alias of Actor_Oper_ Port_State.Distributing. When TRUE, the Aggregator Multiplexer can
pass frames to the Aggregation Port.
DataIype: Boolean.

Distgibution Conversation Mask
A Boolean vector, indexed by Port Conversation ID, that indicates whether the
M_UNITDATA. request is allowed to be passed to the Aggregation Port (TRUE = passes).
When Conversation-Sensitive Collection and Distribution is not supported, this variable is not
used (implicitly contains the value TRUE for all Port_Conversation IDs). When Conversation-
Sensitive Collection and Distribution is supported, the value is determined by the Update Mask

machine (0.0.3.5).
Data Type: sequence of Boolean values, indexed by Port_Conversation_ID.
Alias of aAggPortOperConversationPasses (7.3.2.1.25).
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Port_Conversation_ID
A Conversation Identifier (6.6.1) derived from the parameters of the service primitive. When
Conversation-Sensitive Collection and Distribution is supported, the mechanism to derive the
Conversation Identifier is specified by the Actor Port Algorithm (6.6.3.1).
Data Type: Integer
Value: 0 to 4095

BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized and is set

to FALSE when (re)mitialization has completed.
Data Type: Boolean

6.2.7.1.3 Functions

DeterminePortConversationID
When Conversation-Sensitive Collection and Distribution is supported;, this function
determines a Port Conversation ID for the frame as specified by the Agter) Port Algorithm
variable using the mechanisms described in 6.6 and Clause 8.

6.2.7.1.4 Messages

DataMuxN:M_UNITDATA.indication
AggMuxN:M_UNITDATA .indication
The service primitives used to pass a received frame to a‘elient with the specified parameters.
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6.2.7.1.5 State diagrams

BEGIN

WAIT_FOR_RECEIVE

DataMuxN:M_UNITDATA.indication(DA, SA,mac_service_data_unit, priority)

CONVERSATION_SENSITIVE_COLLECTION state.
If Conversation-Sensitive Collection and Distribution is not implemented, transitions from the

PARSE
T
DA == Protocol_DA && | DA == Protocol_DA &&
Length_Type == Slow_Protocols_Type && Length_Type == Slow_Protocols_Type&&
subtype == Marker_subtype && | subtype == Marker_subtype &&
TLV_Type == Marker_Information TLV_Type == Marker_Response dnformation
|
PASS_TO_MARKER_RESPONDER | BA==Protocol DA &&
| Length_Type == SIow_ProtocoIs_'I'_ype && ELSE
Generate AggMuxN:M_UNITDATA.indication(DA, SA, ((subtype <1) || (subtype > 10))
mac_service_data_unit, priority) to Marker Responder |
UCT :
7 " PASS_TO_MARKER RECEIVER . <
|
|
Generate AggMuxN:M_UNITDATA.indication(DA; SA,
mac_service_data_unit, priority) to Marker Réceiver |
_—_— e Y — — |
| UCT
- — — — —
\
CONVERSATION_SENSITIVE_COLLECTION
DeterminePortConversationID(DA, SA,
mac_service_data_unit, priority)
ICollecting ||
ICollection_Conversation_Mask[Port_Conversation_ID]
Collecting &&
Collection_Conversation_Mask[Port_Conversation_|ID]
/ /
DISCARD PASS_TO_FRAME_COLLECTOR
Generate AggMuxN:M_UNITDATA.indication(DA, SA,
mac_service_data_unit, priority) to Frame Collector
UcT UcT
/
If the optional Marker Receiver is not implemented, Marker Responses go from the PARSE state to the

CONVERSATION_SENSITIVE_COLLECTION state are based solely on the value of the Collecting variable.

Figure 6-6—Aggregator Parser state diagram
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BEGIN

WAIT_FOR_TRANSMIT

AggivtoxiN-t— T DATATeTTe St DA-SA TTac—SeTvice —data—umit; priority)

PARSE

DA == Protocol_DA &&
Length_Type == Slow_Protocols_Type &&
subtype == Marker_subtype

ELSE

Y
CONVERSATION_SENSITIVE_DISTRIBUTION

DeterminePortConversationID(DA, SA,mac_service_data “unit, priority)

Distributing &&
Distribution_Conversation_Mask[Port_Conversation..ID]

IDistributing ||
IDistribution_Conversation_Mask[Port_Conversation_ID]

PASS_TO_PORT DISCARD

DataMuxN:M_UNITDATA.request(DA, SA,
mac_service_data_unit, priority)

ucT | ucT

If Conversation-Sensitive Collection and Distribution is not implemented, transitions from the
CONVERSATION_SENSITIVE_DISTRIBUTION state are based solely on the value of the Distributing variable.

Figure 6-7—AJggregator Multiplexer state diagram
6.2.8 Aggregator
An Aggregator comprise§_an instance of a Frame Collection function, an instance of a Frame Distribution
function, and one or,more instances of the Aggregator Parser/Multiplexer function for a LAG. A single
Aggregator is associated with each LAG. An Aggregator offers an ISS interface to its associated Aggregator
Client; access torthe physical media by an Aggregator Client is always achieved via an Aggregator.

A single individual MAC address is associated with each Aggregator (see 6.2.10).

If thesTfollowing are all true, an Aggregator is available for use by the Aggregator Client, and
MAC _Operational at the Aggregator ISS is TRUE (6.3.12):

a) T'he Aggregator has one or more attached Aggregation Ports.
b) The Aggregator has not been set to a disabled state by administrative action (see 7.3.1.1.13).
¢)  One or more of the attached Aggregation Ports is Collecting and Distributing (see 7.3.1.1.14).

NOTE—To simplify the modeling and description of the operation of Link Aggregation, it is assumed that there are as
many Aggregators as there are Aggregation Ports in a given System; however, this is not a requirement of this standard.
Aggregation of two or more Aggregation Ports consists of changing the attachments between Aggregation Ports and
Aggregators so that more than one Aggregation Port is attached to a single Aggregator. The creation of any
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aggregations of two or more links therefore results in one or more Aggregators that are attached to more than one
Aggregation Port and one or more Aggregators that are not attached to any Aggregation Port. An Aggregator that is not
attached to any Aggregation Port appears to an Aggregator Client as a MAC interface to an inactive Aggregation Port.
During times when the attachments between Aggregation Ports and Aggregators are changing, or as a consequence of
particular configuration choices, there might be occasions when one or more Aggregation Ports are not attached to any
Aggregator.

6.2.9 LACP Parser/Multiplexer

There 1s an LACP Parser/Multiplexer for each Aggregation Port. Each LACP Parser/Multiplexer 1s an
instance of the Protocol Parser/Multiplexer described in 6.1.3. Specifically:

a)  The DownPort of the LACP Parser/Multiplexer is MacN (6.2.2) for LACP Parser/Multiplexér N’

b) The ControlPort of the LACP Parser/Multiplexer is CtrIMuxN (6.2.2) for LACP™Parser/
Multiplexer N.

¢) The DataPort of the LACP Parser/Multiplexer is DataMuxN (6.2.2) for LACP Parser/Multiplexer N.

d)  The IsControlFrame function returns a value of TRUE if the DA of the service primitive is equal to
the aAggPortProtocolDA (7.3.2.2.1) value, the msdu type is the Slow{ Protocols EtherType
(Table 6-3), the subtype is the LACP_subtype (IEEE Std 802.3-2018, Table’57A-3), and the length
of the mac_service data unit is greater than or equal to 60 octets.

6.2.10 Addressing

Each IEEE 802 MAC has an associated individual MAC address regardless of whether that MAC is used for
Link Aggregation.

Each Aggregator to which one or more Aggregation Ports/are attached has an associated individual MAC
address (see 6.3.3). The MAC address of the Aggregator can be the individual MAC address of one of the
MAC:s in the associated LAG, or it can be a distinet MAC address. The manner in which such addresses are
chosen is not otherwise constrained by this standard.

6.2.10.1 Source address (SA)

The source MAC address of LACPDUs and Marker protocol frames originating within the Link
Aggregation sublayer is that of the-Aggregation Port used for their transmission. The source MAC address
of frames transmitted by the Aiggregator Client is that of the Aggregator (for frames originating from the
Aggregator Client) or that assigned by the originator of the frame (for frames bridged by the Aggregator
Client).

NOTE—This behatior causes both the Aggregation Port and the Aggregator to behave the same way as a standard MAC
with regard to frames submitted by their clients.

6.2.10.2/Destination address (DA)

The“destination MAC address of LACPDUs and Marker protocol frames originating within the Link
Aggregation sublayer is a group address chosen to limit the propagation of those frames to the desired peer.
Appropriate addresses include the C-VLLAN component reserved addresses (see Table 8-1 in IEEE Std

802.1Q-2018) and the S-VLAN component reserved addresses (see Table 8-2 in IEEE Std 802.1Q-2018).
The choice of address used determines the scope of propagation of Link Aggregation control and marker
PDUs within a Bridged LAN, as follows:

a)  The Nearest Customer Bridge group address is an address that no conformant C-VLAN component

or MAC Bridge forwards. However, this address is relayed by Two-Port MAC Relay (TPMR)
components and S-VLAN components. Therefore, Link Aggregation control, Distributed Relay
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control, and marker PDUs received on this address represent information about stations that are not
separated from the recipient station by any intervening C-VLAN components or MAC Bridges.
There can, however, be TPMR components and/or S-VLAN components in the path between the
originating and receiving stations.

NOTE 1—This address makes it possible to communicate information between end stations and/or Customer Bridges
and for that communication to be transparent to the presence or absence of TPMRs or S-VLAN components in the
communication path. The scope of this address is the same as that of a Customer-Bridge-to-Customer-Bridge MACsec
connection.

b) The Slow_Protocols Multicast group address is an address that no conformant TPMR component,
S-VLAN component, C-VLAN component, or MAC Bridge can forward. Link Aggregation control,
Distributed Relay control, and marker PDUs transmitted using this DA can therefore travel no
further than the stations that can be reached via a single individual LAN from the originating-station.
Link Aggregation control, Distributed Relay control, and marker PDUs received on this address
therefore represent information about stations that are attached to the same individualh L AN segment
as the recipient station.

NOTE 2—This address makes it possible to transmit a Link Aggregation Control, DRCP, or,Marker frame containing
information specific to a single individual LAN, and for that information not to be propagated¢further than the extent of
that individual LAN.

c) The Nearest non-TPMR Bridge group MAC address is an address-that no conformant C-VLAN
component, S-VLAN component, or MAC Bridge can forward. However, this address is relayed by
TPMR components. Therefore, Link Aggregation control, Distributed Relay control, and marker
PDUs received on this address represent information about-stations that are not separated from the
recipient station by any intervening C-VLAN component;"S-VLAN component, or MAC Bridge.
There can, however, be one or more TPMR componénts in the path between the originating and
receiving stations.

NOTE 3—This address makes it possible to communicate irffermation between end stations and/or Bridges and for that
communication to be transparent to the presence or absence of TPMRs in the transmission path. This address is
primarily intended for use within Provider Bridged Netwerks.

The Slow_Protocols Multicast group address‘is the default for LACP and Marker Protocol destination
address. The use and encoding of the Slow-\Protocols_Multicast group address is specified in Annex 57A of
IEEE Std 802.3-2018.

NOTE 4—IEEE Std 802.1AX-2014. and IEEE Std 802.1AXbk-2012 restricted the LACP and Marker protocol
destination addresses to those in Table 6-1. This restriction has been removed, thus permitting the use of other suitable
address scopes without furtherteyvision of this standard.

Table 6-1—Link Aggregation protocol destination addresses

Assignment Value
Nearest Customer Bridge group address 01-80-C2-00-00-00
IEEE 802.3 Slow_Protocols Multicast group address 01-80-C2-00-00-02
Nearest non-TPMR Bridge group address 01-80-C2-00-00-03

6.3 Link Aggregation Control

Link Aggregation Control uses locally configured information and information exchanged by the Link
Aggregation Control Protocol.
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For each Aggregation Port in the System, Link Aggregation Control

a) Maintains configuration information (reflecting the inherent properties of the individual links as
well as those established by management) to control aggregation.

b) Exchanges configuration information with other Systems to allocate the link to a LAG.

NOTE—A given link is allocated to, at most, one LAG at a time. The allocation mechanism attempts to
maximize aggregation, subject to management controls.

c) Attaches the Agagoregation Portto-the Agarecgatorused- by the T AG and detaches the Aggareaation
OO (=) o0 t=) J 2 OO o
Port from the Aggregator when it is no longer used by the LAG.

d) Enables and disables frame collection from the Aggregation Port by the Aggregator and distribution
to the Aggregation Port by the Aggregator.

Link Aggregation Control uses the following identifiers to determine whether links provide conngctivity to
the same peer System, to determine whether the capabilities of the Aggregation Ports attached| fo those links
are compatible with each other and with an available Aggregator, and to support manageinent of LAGs and
their associated Aggregators:

e) A globally unique identifier for each System that participates in Link Aggregation (see 6.3.2).
f)  Alocally unique identifier labeling a set of compatible capabilities.

g) A means of identifying a LAG and its associated Aggregator.

System identification allows the detection of links that are connecfed)in a loopback configuration (i.e., both
ends of the same link are connected to the same System).

6.3.1 Characteristics of Link Aggregation Control
Link Aggregation Control provides a configuration ¢apability that is the following:

a) Automatic. In the absence of manual e¥erride controls, an appropriate set of LAGs is automatically
configured, and individual links are allocated to those LAGs. If a set of links can aggregate, they do
aggregate.

b) Continuous. Manual intervention or initialization events are not a requirement for correct operation.
The configuration meehanism continuously monitors for changes in state that require
reconfiguration. The configuration functions detect and correct misconfigurations by performing
reconfiguration and/ot-by taking misconfigured links out of service.

c) Deterministic. The configuration can resolve deterministically; i.e., the configuration achieved can
be made independent of the order in which events occur and be completely determined by the
combination of the capabilities of the individual links and their physical connectivity.

d) Controllable. The configuration capabilities accommodate devices with differing hardware and
softivare constraints on Link Aggregation.

e) ( Gompatible. Links that cannot take part in Link Aggregation, either because of their inherent
capabilities or of the capabilities of the devices to which they attach, operate as normal IEEE 802
links. The introduction of Link Aggregation capability at one or both ends of a link does not result in
a degradation of the perceived performance of the link.

f)  Rapid. The configuration resolves rapidly to a stable configuration. Convergence can be achieved
by the exchange of three LACPDUs, without dependence on timer values.

With the following:

g) Low risk of misdelivery. The operation of the (re)configuration functions minimizes the risk of
frames being delivered to the wrong Aggregator.
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h) Low risk of duplication or misordering. The operation of the (re)configuration functions
minimizes the risk of frame duplication and frame misordering.

i)  Low protocol overhead. The overhead involved in external communication of configuration
information between devices is small.

6.3.2 System identification

The System Identifier is the concatenation of the System Priority and the System MAC address. The MAC

Address needs to be globally unique or at least unique among any set of Aggregation Systems with potential
links to each other; otherwise, LACP can fail to create aggregations and/or can make improper connections
between systems. The MAC address chosen can be the individual MAC address associated with one 6f the
Aggregation Ports of the System. For DRNI (Clause 9), each DRNI System in a DRNI has a unique-System
Identifier, but the Aggregator Ports supporting the DRNI Gateway in each DRNI System haye\the same
System Identifier, which is provided by the concatenation of the DRNI Aggregator Port’s MAC-address and
the DRNI Aggregator Port’s System Priority.

Where it is necessary to perform numerical comparisons between System Identifiers] each System Identifier
is considered to be an eight-octet unsigned binary number, constructed as follows?

a) The two most significant octets of the System Identifier comprise the\System Priority. The System
Priority value is taken to be an unsigned binary number; the mést Significant octet of the System
Priority forms the most significant octet of the System Identifier:

b)  The third most significant octet of the System Identifier is derived from the initial octet of the MAC
address; the least significant bit of the octet is assigned the value of the first bit of the MAC address,
the next most significant bit of the octet is assigned the' value of the next bit of the MAC address,
and so on. The fourth through eighth octets are sifhilarly assigned the second through sixth octets of
the MAC address.

6.3.3 Aggregator identification

Each Aggregator to which one or more Aggregation Ports are attached shall be assigned a unique, globally
or locally administered individual MACsaddress. The MAC address assigned to the Aggregator can be the
same as the MAC address assigned\to one of its attached Aggregation Ports. No Aggregator shall be
assigned a MAC address that is th€)same as that of an Aggregation Port attached to a different Aggregator
within the System. When receiving frames, an Aggregation Port is never required to recognize more than
one unicast address, i.e., the Aggregator’s MAC address.

When management ds supported, an Aggregator shall be assigned an integer identifier that uniquely
identifies the Aggregator within the System. This value will typically be the same as the interface identifier
(ifIndex) used for the MIB (D.4.1).

6.3.4 Port identification
Link-Aggregation Control uses a Port Identifier, comprising the concatenation of a Port Priority (7.3.2.1.15)

and.-a Port Number (7.3.2.1.14), to identify an Aggregation Port. Port Numbers (and hence, Port Identifiers)
shall be uniquely assigned within a System. Port Number 0 shall not be assigned to any Aggregation Port.

When it is necessary to perform numerical comparisons between Port Identifiers, each Port Identifier is
considered to be a four-octet unsigned binary number constructed as follows:

a) The most significant and second most significant octets are the first and second most significant
octets of the Port Priority, respectively.

b) The third and fourth most significant octets are the first and second most significant octets of the
Port Number, respectively.
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6.3.5 Capability identification

The ability of one Aggregation Port to aggregate with another is summarized by a simple integer parameter,
known as a Key. This facilitates communication and comparison of aggregation capabilities, which are
determined by a number of factors, including the following:

a) The Aggregation Port’s physical characteristics, such as point-to-point or shared medium.

b)  Configuration constraints established by the network administrator.

c¢) Use of the Aggregation Port by higher layer protocols (e.g., assignment of Network Layer
addresses).

d) Characteristics or limitations of the Aggregation Port implementation itself.

Each Aggregation Port has an operational Key and an administrative Key. The operational Keynis the Key
that is currently in active use for the purposes of forming aggregations. The administrative Key allows
manipulation of Key values by management. The administrative and operational Keys-assigned to an
Aggregation Port can differ under the following circumstances:

e)  When the operation of the implementation is such that an administrativ€ change to a Key cannot be
immediately reflected in the operational state of the Aggregation Pogt.

f)  When the System supports the dynamic manipulation of Keys,7as discussed in 6.7.2, either to
accurately reflect changes in operational capabilities of the-Aggregation Port (for example, as a
result of Auto-Negotiation) or to provide a means of handlifig'eOnstraints on aggregation capability.

A given Key is meaningful only in the context of the System that allocates it; there is no global significance
to Key values. Similarly, the relationship between administeative and operational Keys is meaningful only in
the context of the System that allocates it. When a¢System assigns an administrative Key to a set of
Aggregation Ports, it signifies that those Aggregation\Ports have the potential to aggregate together, subject
to the considerations discussed in 6.7.2. When a System assigns an operational Key to a set of Aggregation
Ports, it signifies that, in the absence of othef/constraints, any or all of those Aggregation Ports can be
aggregated together from the perspective of the System making the assignment. The set of Aggregation
Ports that actually aggregate together are‘those that terminate at a common Partner System and for which
that Partner System has assigned a comnon operational Key, local to that Partner.

A System can determine that a grven link is not able to be aggregated with other links. Such links are
referred to as Solitary links+(as)opposed to Aggregateable links). A System can declare a link to be Solitary
if the inherent properties(of; the link allow its use as part of an aggregation, but the system is aware of no
other links that are capable of aggregating with this link (e.g., the System has allocated a unique operational
Key to the link).

The capability information communicated between Systems, therefore, includes this local knowledge of the
aggregatien-capability of the link in addition to the operational Key, i.e., whether the System considers the
link to/be‘Aggregateable or Solitary.

Each Aggregator has an operational Key and an administrative Key. The values of administrative and
operational Key for an Aggregator can differ in the same manner as that of Aggregation Port Keys, per

tem ¢) and item 1) in this subclause. Kggregatlon Ports with a given operatlonal Key can be attached onIy {)

an Aggregator that has the same operational Key.

All Keys are 16-bit identifiers. All values except the null value (all zeros) are available for local use.

NOTE—This model allows for two convenient initial configurations. The first is achieved by assigning each
Aggregation Port an initial administrative and operational Key value identical to its Port Number, and assigning the
same Port Numbers as Keys to the corresponding Aggregators for each Aggregation Port. A device with this initial

Copyright © 2020 IEEE. Al rights reserved.


https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

configuration will bring up all links as Solitary, non-aggregated links. The second is achieved by assigning the same
administrative and operational Key values to all Aggregation Ports with a common set of capabilities, and also to all
Aggregators. A device with this initial configuration will attempt to aggregate together any set of links that have the
same Partner System Identifier and operational Key, and for which both Systems are prepared to allow aggregation.

6.3.6 Link Aggregation Group identification

A Link Aggregation Group consists of either

a) One or more Aggregateable links that terminate in the same pair of Systems (or DRNIs) and whose
Aggregation Ports have the same operational Key, or

b) A Solitary link.
6.3.6.1 Construction of the Link Aggregation Group Identifier

A unique Link Aggregation Group Identifier (LAG ID) is constructed from the following parameters for
each of the communicating Systems:

a) The operational System Identifier
b) The operational Key assigned to the Aggregation Ports in the LAG
¢) The Port Identifier, if the link is identified as a Solitary link

A compound identifier formed from the System Identifiers and K€ys-alone is sufficient to identify a LAG
comprising Aggregateable links. However, such an identifier is fiot'sufficient for a LAG comprising a single
Solitary link where the Partner System Identifier and operational’Key can be zero. Even if these are nonzero,
there can be multiple Solitary links with the same System-Identifier and operational Key combinations, and
it is necessary to include Port Identifiers to provide uniqueLAG IDs.

Given that

d) SandT are System Identifiers,
e) Kand L are the operational Keysassigned to a LAG by S and T, respectively, and

f) P and Q are the Port Identifiers of the Aggregation Ports being attached if the LAG comprises a
single Solitary link and zere’if the LAG comprises one or more Aggregateable links,

then the general form of thewuiique LAG ID is [(SKP), (TLQ)].

To simplify compartison of LAG IDs, it is conventional to order these so that S is the numerically smaller of
SandT.

6.3.6.2 Representation of the Link Aggregation Group Identifier

To allow/for convenient transcription and interpretation by human network personnel, this standard provides
a convention for representing LAG IDs. Using this format,

a) All fields are written as hexadecimal numbers_twao digitc per octet in canonical format

b) Octets are presented in order, from left to right. Within fields carrying numerical significance (e.g.,
priority values), the most significant octet is presented first, and the least significant octet last.

c) Within fields that carry MAC addresses, organizationally unique identifiers (OUIs) or Company
Identifiers (CIDs), successive octets are separated by hyphens (-), in accordance with the
hexadecimal representation for MAC addresses defined in IEEE Std 802.

d) Parameters of the LAG ID are separated by commas.
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For example, consider a link connecting two Aggregation Ports with the parameters shown in Table 6-2.

Table 6-2—Example Partner parameters

Partner SKP Partner TLQ
System Parameters System Priority = 0x8000 (see 6.4.2.3) System Priority = 0x8000 (see 6.4.2.3)
(S System MACaddr= AC-DE-48-03-67-80 | System MACaddr = AC-DE-48-03-FF-FF
Key Parameter (K, L) Key = 0x0001 Key = 0x00AA
Aggregation Port Port Priority = 0x80 (see 6.4.2.3) Port Priority = 0x80 (see 6.4.2.3)
Parameters (P, Q) Port Number = 0x0002 Port Number = 0x0002

For a Solitary link, which cannot be aggregated with other links, the LAG ID derived frdmthis information
is represented as follows:

[(SKP), (TLQ)] = [(8000,AC-DE-48-03-67-80,0001,80,0002), (8000, AC-DE-48-03“FF-FF,00AA,80,0002)]

For a link that is Aggregateable, the LAG ID’s Port Identifier components are’zero, and the LAG ID derived
from this information is represented as follows:

[(SKP), (TLQ)] = [(8000,AC-DE-48-03-67-80,0001,00,0000), (8000;AC-DE-48-03-FF-FF,00A A,00,0000)]
6.3.7 Selecting a Link Aggregation Group

Each Aggregation Port is selected for membership in the LAG uniquely identified by the LAG ID
(composed of operational information, both derived from local administrative parameters and received
through the Link Aggregation Control Protocol), Initial determination of the LAG ID is delayed to allow
receipt of information from a peer Link Aggregation Control entity; in the event such information is not
received, locally configured administrative defaults are assumed for the remote Aggregation Port’s
operational parameters.

Where a particular link is known te-be Solitary, the complete LAG ID is not required to select the LAG since
the link will not be aggregated with any other.

6.3.8 Agreeing on a Link Aggregation Group

Before frames are collected from and distributed to a link, both the local Link Aggregation Control entity
and its remote ‘peer (if present) need to agree on the LAG. The Link Aggregation Control Protocol allows
each of thése@mmunicating entities to check its peer’s current understanding of the LAG ID and facilitates
rapid exchange of operational parameters while that understanding differs from its own.

Theability of LACP to signal that a particular link is Solitary (by clearing the Aggregation bit in the
LACPDU Actor_State field; see 6.4.2.3) can accelerate the use of the link since, if both Link Aggregation

—Controtentitres krmow-that-thetmkts-Sottary; agreement o the EAGIDts ot recessary-

Copyright © 2020 IEEE. Al rights reserved.


https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

6.3.9 Attaching a link to an Aggregator

Once a link has selected a LAG, Link Aggregation Control can attach that link to a compatible Aggregator.
An Aggregator is compatible if

a) The Aggregator’s operational System Identifier matches the Aggregation Port’s operational System
Identifier, and

b)  The Aggregator’s operational Key matches the Aggregation Port’s operational Key, and

c) All other links currently attached to the Aggregator have selected the same LAG.

If several compatible Aggregators exist, Link Aggregation Control can employ a locally determined
selection algorithm, either to provide deterministic behavior (i.e., independence from the order_in which
Aggregators become available) or to maximize availability of the aggregation to an Aggregator €lient. If no
compatible Aggregator exists, then it is not possible to enable the link until a compatible’ Aggregator
becomes available.

NOTE—The unavailability of a selected Aggregator can be a temporary condition encountéted, while links are moved
between Aggregators. However, given the flexibility of the Key scheme and given that inf\some implementations there
might not be enough Aggregators to service a given configuration of links, it is possible to create configurations in
which no Aggregator is available to serve a newly identified LAG. In such cases, thedinks that are members of that LAG
cannot become active until the configuration is changed to free up an appropriate Aggregator.

Links that are not successful candidates for aggregation (e.g., links'that are attached to other devices that
cannot perform aggregation or links that have been manually configured to be non-aggregateable) operate as
Solitary links. For consistency of modeling, such a link is regarded as being attached to a compatible
Aggregator that can be associated only with a single linK/In other words, from the perspective of Link
Aggregation, non-aggregated links are not a special case; they compose an aggregation with a maximum
membership of one link.

More than one link can select the same LAG within a short period of time and, as these links detach from
their prior Aggregators, additional compatible“Aggregators can become available. In order to avoid such
events causing repeated configuration changes, Link Aggregation Control can delay reattachment and
allows multiple links to be attached toran/Aggregator at the same time.

6.3.10 Signaling readiness to transfer user data

Once a link has been attached to an Aggregator (6.3.9) compatible with the agreed-upon LAG (6.3.8), each
Link Aggregation Control“entity signals to its peer its readiness to transfer user data to and from the
Aggregator’s Aggregator Client. In addition to allowing time for the organization of local Aggregator
resources, including"the possibility that a compatible Aggregator does not exist, explicit signaling of
readiness to transfer user data can be delayed to ensure preservation of frame ordering and prevention of
frame duplication. Link Aggregation Control does not signal readiness until it is certain that there are no
frames ifidransit on the link that were transmitted while the link was a member of a previous LAG. This can
involve.the use of an explicit Marker protocol that ensures that no frames remain to be received at either end
of'the link before reconfiguration takes place. The operation of the Marker protocol is described in 6.5. The
decision about when, or if, the Marker protocol is used is entirely dependent upon the nature of the

distribution-a g@;];hm thatis-emploved
Troyees

6.3.11 Enabling the Frame Collector and Frame Distributor

Initially, both the Frame Collector and Frame Distributor are disabled. Once the Link Aggregation Control
entity is ready to transfer user data using the link and its peer entity has also signaled readiness, the process
of enabling the link can proceed. When any Aggregation Port attached to the Frame Collection function is
Collecting, the Frame Collector is enabled (thus preparing it to receive frames sent over the link by the
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remote Aggregator’s Distributor) and that fact is communicated to the Partner. Once the received
information indicates that the remote Aggregator’s Frame Collector is enabled, the Frame Distributor is also
enabled.

NOTE—This description assumes that the implementation is capable of controlling the state of the transmit and receive
functions of the MAC independently. In an implementation where this is not possible, the transmit and receive functions
are enabled or disabled together. The manner in which this is achieved is detailed in the description of the Mux machine
(see 6.4.13).

6.3.12 MAC_Operational status

The ISS MAC_Operational status parameter (11.2 of IEEE Std 802.1AC-2016) indicates to a higher/layer
entity that a Service Access Point is (TRUE) or is not (FALSE) available for use. A physical link-Setvice
Access Point uses MAC Operational to provide link status to the Link Aggregation Sublayer,\and each
Aggregator uses MAC_Operational to provide LAG connectivity status to its attached Client-(Figure 6-3).

MAC Operational from the service layer underlying an Aggregation Port controls the“Port Operational
variable (6.4.6). Through this variable, collecting and distributing are disabled on a link whose
MAC_Operational status is FALSE.

The Link Aggregation Sublayer shall present its MAC_Operational status @s)TRUE to higher layers if the
operational state of the Aggregator is “up” (Aggregator Operational (6.4.5)4s TRUE) to indicate that one or
more of the Aggregation Ports attached to the Aggregator are both Collecting and Distributing. If none of
the Aggregation Ports that are attached to the Aggregator are Collecting and Distributing, or if there are no
Aggregation Ports attached to this Aggregator, then. ‘the operational state is “down”
(Aggregator Operational is FALSE). The operational state” of the Aggregator is reported by the
aAggOperState (7.3.1.1.14) managed object.

6.3.13 Monitoring the membership of a Link-Aggregation Group

Each link is monitored in order to confirm that‘the Link Aggregation Control functions at each end of the
link still agree on the configuration information for that link. If the LAG information changes for the link or
for another link attached to the same Aggregator, it can be necessary to detach the link’s Aggregation Port
from its current Aggregator and selectlanother Aggregator.

6.3.14 Detaching a link from.an Aggregator

If a change in LAG membership requires the selection of a different Aggregator for a link, then the
Collecting and Distributing states for that link’s Aggregation Port are set to FALSE to tell the Frame
Collection and Distribution functions to stop distributing to and collecting from the link. Then the
Aggregation Rort-is detached from the Aggregator. LACP communicates those changes to the Link
Aggregation‘Rartner.

Once & link’s Aggregation Port has been detached from an Aggregator, another Aggregator with the same
opeftational Key as that for the Aggregation Port (and no attached Aggregation Ports for links in a different
LAG) can be selected, and the Aggregation Port can be attached to that Aggregator.

Link Aggregation Control can avoid reordering frames when a conversation is reallocated to a different link.
The Marker protocol (6.5) can be used to check that no frames that form part of that conversation remain to
be received at either end of the old link before the conversation can proceed on the new link. Alternatively,
Conversation-Sensitive Collection and Distribution (6.6) can be used with Discard Wrong Conversation
(DWC) to control which link is to be used to receive frames for that conversation.
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6.3.15 Configuration and administrative control of Link Aggregation

The way that links are aggregated can be controlled through management. In particular, administrative
configuration allows

a) Key values associated with an Aggregation Port to be read or changed.

b) Key values associated with an Aggregator to be read or changed.

c) Links to be identified-as beinaincapable of agoreaation
o T t==3 t=)

4

d) Link Aggregation Control Protocol parameters to be read or changed.
6.3.16 Link Aggregation Control state information
The Link Aggregation Control function maintains the following information for each link:

a)  The identifier of the LAG to which it currently belongs.
b)  The identifier of the Aggregator associated with that LAG.

c) The status of interaction between the Frame Collection function of thé Aggregator and the link
(Collecting TRUE or Collecting FALSE). Collecting TRUE indicates. that the receive function of
this link is enabled with respect to its participation in an aggregation; i,¢., received frames are passed
up to the Aggregator for collection.

d) The status of interaction between the Frame Distribution function of the Aggregator and the link
(Distributing TRUE or Distributing FALSE). Distributing"TRUE indicates that the transmit function
of this link is enabled with respect to its participation ifi\an aggregation; i.e., frames can be passed
down from the Aggregator’s Frame Distribution function for transmission.

This state information is communicated directly between Link Aggregation Control and the Aggregator
through shared state variables without the use of a formal service interface.

The Link Aggregation Control function .nfaintains the following information with respect to each
Aggregator:

e) The operational status of thesAggregator, indicating whether the Aggregator is available for use by
the Aggregator Client.

f)  Alist of all Aggregation Ports that have currently attached to, or have selected, the Aggregator.

6.4 Link Aggregation Control Protocol

The Link Aggnégation Control Protocol (LACP) provides a standardized means for exchanging information
between Partner Systems on a link to allow their Link Aggregation Control instances to identify the LAG to
which th€link belongs, add the link to that LAG, and enable its transmission and reception functions in an
orderly manner.

6.41 LACP design elements

The following considerations were taken into account during the development of LACP:

a)  The protocol depends upon the transmission of information and state, rather than the transmission of
commands. LACPDUs sent by the first party (the Actor) convey to the second party (the Actor’s
protocol Partner) what the Actor knows about both its own state and that of the Partner.

b) The information conveyed in the protocol is sufficient to allow the Partner to determine what action
to take next.
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¢) Active or passive participation in LACP is controlled by LACP_Activity, an administrative control
associated with each Aggregation Port, that can take the value Active LACP or Passive LACP.
Passive LACP indicates the Aggregation Port’s preference for not transmitting LACPDUs unless its
Partner’s control value is Active LACP (i.e., a preference not to speak unless spoken to). Active
LACP indicates the Aggregation Port’s preference to participate in the protocol regardless of the
Partner’s control value (i.e., a preference to speak regardless).

d) Periodic transmission of LACPDUs occurs if the LACP_Activity control of either the Actor or the
Partner is Active LACP. These periodic transmissions occur at either a slow or fast transmission rate

depending upon the expressed preference (Long Timeout or Short Timeout) of the Partner System.

e) In addition to periodic LACPDU transmissions, the protocol transmits LACPDUs when there ds\a
Need To Transmit (NTT) something to the Partner, i.e., when the Actor’s state changes or when|it is
apparent from the Partner’s LACPDUs that the Partner does not know the Actor’s current state:

f)  The protocol assumes that the rate of LACPDU loss is very low.

If information is received from the Partner indicating that it does not have up-to-date infermation on the
Actor’s state or if the next periodic transmission is due, then the Actor transmits antACPDU that will
update the Partner.

6.4.2 LACPDU structure and encoding
6.4.2.1 Transmission and representation of octets

All LACPDUs comprise an integral number of octets. The octets iniat LACPDU are numbered starting from
1 and increasing in the order they are put into the LACPDU. Thebits in each octet are numbered from 1 to 8,
where bit 1 is the least significant bit.

When consecutive bits within an octet are used to represent a binary number, the highest bit number has the
most significant value. When consecutive octets are'used to represent a binary number, the most significant
octet has the lowest octet number and is transmitted first, followed by successively less significant octets
(with successively higher octet numbers).

When the encoding of (an element of).an/LACPDU is depicted in a diagram,

a) Elements of an LACPDUare transmitted from top to bottom.
b)  When an element confains multiple octets, the most significant octet is transmitted first.
¢)  When multiple octets are depicted side by side, the octets are transmitted from left to right.

d) Within an octet, bits are shown with bit 8 (the most significant bit) to the left and bit 1 (the least
significant bit) to the right.

6.4.2.2 Encapsulation of LACPDUs in frames
An LACPDU is encoded in the mac service data unit parameter of an M_UNITDATA.request or

M~UNITDATA.indication. The first octets of the mac_service data unit are the Slow Protocols EtherType
(Table 6-3), followed by the LACPDU as specified in 6.4.2.3.

Table 6-3—Slow Protocols EtherType Assignment

Assignment Value

Slow Protocols EtherType (specified in Annex 57A of IEEE Std 802.3-2018) 88—09
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6.4.2.3 LACPDU structure

The LACPDU structure, as generated by the LACP Transmit machine (6.4.13), is shown in Figure 6-8 and
further described in the field definitions after the figure. A Version 1 LACPDU does not include any “Other
TLVs”. The structure and field definitions of other TLVs that can be included in Version 2 LACPDUs are
described in 6.4.2.4. Requirements regarding the validation and processing of received LACPDUs are
specified in the recordPDU function of the LACP Receive machine (6.4.11).

Length
(in octets)
Subtype = LACP 1
Version Number 1
TLV_Type = Actor Information 1
Actor Information Length = 20 1
Actor_System_Priority 2
Actor_System 6
Actor_Key 2
Actor_Port_Priority 2
Actor_Port 2
Actor_State 1
Reserved 3
TLV_Type = Partner Information 1
Partner Information Length = 20 1
Partner_System_Priority 2
Partner_System 6
Partner_Key 2
Partner_Port_Priority 2
Partner_Port 2
Partner_State 1
Reserved 3
TLV_Type'= Collector Information 1
Colleetor Information Length = 16 1
CollectorMaxDelay 2
Reserved 12
Other TLVs L
TLV_Type = Terminator 1
Terminator Length = 0 1
Pad 50-L
Figure 6-8—LACPDU structure

a)  Subtype. The Subtype field identifies the specific Slow Protocol being encapsulated. LACPDUs
carry the Subtype value 0x01.

b)  Version Number. This identifies the LACP version as contained in Actor System LACP_Version.

¢) TLV Type = Actor Information. This field indicates the nature of the information carried in this
TLV-tuple. Actor information is identified by the value 0x01.
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d) Actor Information Length. This field indicates the length (in octets) of this TLV-tuple. Actor
information uses a length value of 20 (0x14).

e) Actor_System_Priority. The operational value of the priority component of the System Identifier
assigned by the Actor for the Aggregation Port transmitting the LACPDU.

f)  Actor System. The operational value of the MAC address component of the System Identifier
assigned by the Actor for the Aggregation Port transmitting the LACPDU.

g) Actor _Key. The operational Key value assigned to the Aggregation Port by the Actor.

h)  Actor_Port_Priority. The priority assigned to this Aggregation Port by the Actor (the System
sending the PDU; assigned by management or administration policy).

i)  Actor_Port. The Port Number assigned to the Aggregation Port by the Actor (the System sefiding
the PDU).

j)  Actor_State. The Actor’s state variables for the Aggregation Port, encoded as individual\bits within
a single octet, as illustrated in Figure 6-9 and described after the figure.

BIT
8(MSB) 7 6 5 4 3 2 1 (LSB)
Expired Defaulted Distributing Collecting Synchronization| Aggregation €| 8hort_Timeout | LACP_Activity

Figure 6-9—Bit encoding of the Actor_State and Partner_State fields

NOTE 1—Previous versions of this standard included a diagram of the Actor_State and Partner_State bit
encoding with bits numbered from 0 (LSB) to 7 (MSB) from-left to right. This diagram has been modified to
conform to IEEE 802.1 conventions of numbering bits froin 8 (MSB) to 1 (LSB) from left to right. This change
affects only how the fields are diagrammed; the bit eficoding as transmitted remains the same.

1) LACP_Activity is encoded in bit 1. This)flag indicates the Activity control value with regard to
this link. Active LACP is encodedas a 1; Passive LACP is encoded as a 0.

2) Short_Timeout is encoded in bit2."This flag indicates the Timeout control value with regard to
this link. Short Timeout is encoded as a 1; Long Timeout is encoded as a 0.

3) Aggregation is encoded in'bit 3. If TRUE (encoded as a 1), this flag indicates that the System
considers this link to beAggregateable, i.e., a potential candidate for aggregation. If FALSE
(encoded as a 0), théJink is considered to be Solitary; i.e., this link can be operated only as a
Solitary link.

4)  Synchronizatiopis encoded in bit 4. If TRUE (encoded as a 1), the System considers this link to
have been- allocated to the correct LAG, the group has been associated with a compatible
Aggregator, and the identity of the LAG is consistent with the System Identifier and
operational Key information transmitted. If FALSE (encoded as a 0), then this link is currently
not.ih the right LAG.

5)&-Collecting is encoded in bit 5. TRUE (encoded as a 1) means collection of incoming frames on
this link is definitely enabled; i.e., collection is currently enabled and is not expected to be
disabled in the absence of administrative changes or changes in received protocol information.
Its value is otherwise FALSE (encoded as a 0).

6) Distributing is encoded in bit 6. FALSE (encoded as a 0) means distribution of outgoing frames

of-this-Hniis-definitely-disabledtedistributtonisenrrenty-disabled-and-tsnotexpeeted—to
be enabled in the absence of administrative changes or changes in received protocol
information. Its value is otherwise TRUE (encoded as a 1).

7) Defaulted is encoded in bit 7. If TRUE (encoded as a 1), this flag indicates that the Actor’s
LACP Receive machine is using Defaulted operational Partner information, administratively
configured for the Partner. If FALSE (encoded as a 0), the operational Partner information in
use has been received in an LACPDU.
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8)  Expired is encoded in bit 8. If TRUE (encoded as a 1), this flag indicates that the Actor’s LACP
Receive machine is in the EXPIRED state; if FALSE (encoded as a 0), this flag indicates that
the Actor’s LACP Receive machine is not in the EXPIRED state.

NOTE 2—The received values of Defaulted and Expired state are not used by LACP; however, knowing their
values can be useful when diagnosing protocol problems.

Reserved. These 3 octets are reserved for use in future extensions to the protocol. They shall be
ignored on receipt and shall be transmitted as zero.

0

0)
p)

)]

r)

X)
y)
z)

aa)

1LV 1ype = Partner Information. This 1ield mdicates the nature ot the mtormation carried mn this
TLV-tuple. Partner information is identified by the integer value 0x02.

Partner Information Length. This field indicates the length (in octets) of this TLV-tuple. Pattner
information uses a length value of 20 (0x14).

Partner System_Priority. The priority assigned to the Partner System (by manag€ment or
administration policy).

Partner_System. The MAC address component of the Partner’s System Identifier,

Partner_Key. The operational Key value assigned to the Aggregation Port associated with this link
by the Partner.

Partner_Port Priority. The priority assigned to this AggregationPort by the Partner (by
management or administration policy).

Partner_Port. The Port Number associated with this link assignéd’to the Aggregation Port by the
Partner.

Partner_State. The Actor’s view of the Partner’s state variables, depicted in Figure 6-9 and encoded
as individual bits within a single octet, as defined for Actor State.

Reserved. These 3 octets are reserved for use in-future extensions to the protocol. They shall be
ignored on receipt and shall be transmitted as z€yo.

TLV Type = Collector Information. This fi¢ld.indicates the nature of the information carried in this
TLV-tuple. Collector information is identified by the integer value 0x03.

Collector Information Length. This field“indicates the length (in octets) of this TLV-tuple. Collector
information uses a length value of 16(0x10).

CollectorMaxDelay. This field (Contains the value of CollectorMaxDelay (6.2.3.1.1) of the station
transmitting the LACPDU intens of microseconds. The range of values for this parameter is 0 to
65 535 tens of microseconds (0.65535 s).

Reserved. These 12 actets are reserved for use in future extensions to the protocol. They shall be
ignored on receipf and shall be transmitted as zero.

Other TLVs. This field contains additional TLVs (Version 2 TLVs are listed in 6.4.2.4). The length L
equals the-sum of the lengths of all individual additional TLVs.

TLV Type= Terminator. This field indicates the nature of the information carried in this TLV-tuple.
Terminator (end of message) information is identified by the integer value 0x00.

Terminator Length. This field indicates the length (in octets) of this TLV-tuple. Terminator
information uses a length value of 0 (0x00).

NOTE 3—The use of a Terminator Length of 0 is an intentional exception to the defined TLV_Length
encoding. In TLV encoding schemes, it is common practice for the terminator encoding to be 0 for both the type
and the length

ab)

Pad. These 50-L octets are ignored on receipt and are transmitted as zeros to claim compliance with
this standard.

NOTE 4—Previous versions of this standard (IEEE Std 802.1AX-2008 and earlier) forced the total length of
the LACPDU to result in a fixed frame size of 128 octets on IEEE 802.3 media. Although the total length of the
LACPDU was not part of the validation of received LACPDUs, it is possible that some Version 1
implementations accept only LACPDUs with this length. Therefore, this version of the standard maintains the
practice of padding LACPDUs to a fixed length.
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6.4.2.4 Version 2 TLVs

Table 6-4 provides a list of all TLVs that are applicable for Version 2 LACP. They support the Conversation-

Sensitive Collection and Distribution functionality described in 6.6.

Table 6-4—Type field values of Version 2 TLVs

TCV Type fictd
Port Algorithm TLV 0x04
Port Conversation Link Digest TLV 0x05
Deprecated 0x06
Deprecated 0x07
Deprecated 0x08
Deprecated 0x09
Port Conversation Service Digest TLV 0x0A

A TLV with a value in the Type field that has been deprecated is not-included in a transmitted LACPDU and

is ignored if present in a received LACPDU.

6.4.2.4.1 Port Algorithm TLV

This TLV supports Conversation-sensitive LACR_operation (6.6.3) and shall be included in any
implementation supporting CSCD. The Port Algerithm TLV structure is shown in Figure 6-10 and further

described in the field definitions after the figure:

TL\VJType = Port Algorithm

Port Algorithm Length = 6

Actor_Port_Algorithm

Figure 6-10—Port Algorithm TLV

a) TLV _Typé = Port Algorithm. The Port Algorithm TLV is identified by the integer value 0x04.
b)  Port-Algorithm Length. This field indicates the length (in octets) of this TLV-tuple. The Port

Adgorithm TLV uses a length value of 6 (0x06).

)= Actor_Port_Algorithm. This field contains the value of the Actor Oper Port Algorithm used to
assign frames to Port Conversation IDs. It comprises the 3-octet OUI or CID identifying the
organization that is responsible for this distribution algorithm and one following octet used to

identify the Port Algorithm specified by that organization. The most significant bit of that fourth
octet indicates whether the algorithm makes use of the Admin Conv_Service Map. Table 8-1
provides the IEEE 802.1 OUI (00-80-C2) Port Algorithm encodings.
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6.4.2.4.2 Port Conversation Link Digest TLV

This TLV is required when the implementation supports CSCD and the Actor Port Algorithm is anything
other than “Unspecified” (Table 8-1). The Port Conversation Link Digest TLV structure is shown in
Figure 6-11 and further described in the field definitions after the figure.

TLV_Type = Port Conversation Link Digest 1

Port Conversation Link Digest Length = 20 1

Link_Number 2

Actor_Conv_Link_Digest 16

Figure 6-11—Port Conversation Link Digest TLV

a) TLV Type = Port Conversation Link Digest. The Port Conversation Link Digest TLV is identified
by the integer value 0x05.

b)  Port Conversation Link Digest Length. This field indicates the length'(in‘octets) of this TLV-tuple.
The Port Conversation Link Digest TLV uses a length value of 2 (0x14).

c) Link Number. This field contains the operational value of thevLink Number assigned to this
Aggregation Port.

d) Actor Conv_Link Digest. This field contains the value“of the MD5 digest Actor Oper Conv_
Link Digest (see IETF RFC 1321).

6.4.2.4.3 Port Conversation Service Digest TLV

This TLV is required when the implementation supports CSCD and the most significant bit of the fourth
octet of the Actor Port Algorithm is (1, indicating that algorithm makes use of the
Admin_Conv_Service Map to map Service*IDs to Conversation IDs. The Port Conversation Service Digest
TLV structure is shown in Figure 6-12 and-further described in the field definitions after the figure.

TLV_Type'= Port Conversation Service Digest 1
Port.Conversation Service Digest Length = 18 1
Actor_Conv_Service_Digest 16

Figure 6-12—Port Conversation Service Digest TLV

a) _TLV Type = Port Conversation Service Digest. The Port Conversation Service Digest TLV is
identified by the integer value 0x0A.

b)* Port Conversation Service Digest Length. This field indicates the length (in octets) of this TLV-
tuple. The Port Conversation Service Digest TLV uses a length value of 18 (0x12).

c) Actor Conv Service Digest. This field contains the value of the MDS  digest
Actor_Oper_Conv_Service_Digest.
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6.4.3 LACP state machine overview

Figure 6-13 is not itself a state machine but provides an overview of the LACP state machines and the
variables that facilitate their operation and interactions. Each LACP state machine is represented as a box
with one section containing a list of the primary variables controlled by that machine and another section
containing a list of the functions invoked by that machine. Communication between machines is represented
by arrows labeled with the variable being communicated. An arrow with a solid (black) arrowhead indicates
that the variable is not modified by the destination machine. An arrow with a hollow (white) arrowhead

mdicates that the variable can be modified by the destination machine.

rcvdLACPDU Port_Operational, operPointToPointMAC.

Y Y

LACP RECEIVE MACHINE

Actor_Oper_Port_State[ ...LACP_Activity, Short_Timeout, Aggregation, Defaulted, Expired],
Actor_Admin_Port_State][...], Partner_Oper_Port_State] ...], Partner_Admin_Port_State]...],
LACP_currentWhile

recordDefault(), recordPDU()

Actor_Admin_Port_System_Priority, Actor_Admin_Port_System, A NTT
Actor_Port_Priority, Actor_Port_Number, Selécted
Actor_Oper_Port_Key, Actor_Oper_Port_State.Aggregation,
Partner_Oper_System_Priority, Partner_Oper_System,
Partner_Oper_Port_Priority, Partner_Oper_Port_Number,

Partner_Oper_Key, Partner_Oper_Port_State.Aggregation Port_Operational

v

f SELECTION LOGI@ \
\ Selected, Ready /

Selected,

Partner_Oper_Port_State.Synchronization, Wi Revertive | Wir_Waiting Ready
Partner_Oper_Port_State.Collecting v *

Port_Operational

MUX MACHINE

Actor_Oper_Port_State[ ...Synchronization, Collecting, Distributing]
port_attached
wtrWhile, Wtr_Waiting, Wtr.Revertive

detachMuxFromAggredator(), attachMuxToAggregator(),
disableCollectingDisttibuting(), enableCollecting(), enableCollectingDistributing()

Actor_Oper_Port_State.LACP_Activity, NTT
Partner_Oper_Port, ‘State.LACP_Activity, Port_Operational,
Partner_Oper~Port_State.Short_Timeout txOpportunity

v v v

LACP TRANSMIT MACHINE

LACP_txWhen

transmitLACPDU()

Figure 6-13—LACP state machine overview
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There are three state machines per Aggregation Port as follows:

a)  LACP Receive machine (6.4.11). This state machine receives LACPDUs from the Partner, records
the information contained, and times it out wusing either Short Timeout Time or
Long_Timeout Time, according to the configuration of Actor Admin_Port State.Short Timeout. It
evaluates the incoming information from the Partner to determine whether the Actor and Partner
have both agreed upon the protocol information exchanged to the extent that the Aggregation Port
can now be safely used, either in an aggregation with other Aggregation Ports or as an individual

[~ Aggrcgation POIt. 1T 0T, 1t asserts N1 T 1 Order T0 ansmit 1resn protocol intormation to the Partier. |
If the protocol information from the Partner times out, the LACP Receive machine installs defayilt
parameter values for use by the other state machines.

b)  Mux machine (6.4.13). This state machine is responsible for attaching the Aggregation Port-fo a
selected Aggregator, detaching the Aggregation Port from a deselected Aggregator, and enabling or
disabling collecting from and distributing to the Aggregation Port as required by the current protocol
information.

¢) LACP Transmit machine (6.4.14). This state machine handles the transmissioefLACPDUs, both
on demand from the other state machines and on a periodic basis.

The protocol also makes use of the Selection Logic (6.4.12), which opératés using inputs from all
Aggregation Ports and Aggregators in the System. The Selection Logic (is jresponsible for selecting the
Aggregator to be associated with each Aggregation Port.

6.4.4 Constants

All timers specified in this subclause have an implementation tolerance of + 250 ms.

Fast Periodic_Time
The number of seconds between periodic\transmissions using Short Timeouts.
Data Type: Integer.
Value: 1
Slow_Periodic_Time
The number of seconds between periodic transmissions using Long Timeouts.
Data Type: Integer.
Value: 30
Short Timeout Time
The number of.seconds before invalidating received LACPDU information when using Short
Timeouts (3\x Fast Periodic_Time).
Data Type: Integer.
Value: 3
Long_TFimeout Time
The'number of seconds before invalidating received LACPDU information when using Long
Timeouts (3 x Slow_Periodic_Time).
Data Type: Integer.
Value: 90
Aggregate Wait_Time
The number of seconds to delay aggregation, to allow multiple links to aggregate
simultaneously.
Data Type: Integer.
Value: 2
Actor_System LACP_Version
The Version number of the Actor’s LACP implementation. This is reported in the
aAggPortActorLacpVersion (7.3.2.1.33) managed object for each Aggregation Port.
Data Type: Integer.
Value: 2
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coupled_control
Indicates to the Mux machine (6.4.13) whether the implementation is capable of enabling and
disabling Collection independently from Distribution (FALSE) or whether Collection and
Distribution are enabled and disabled together (TRUE).
Data Type: Boolean.

6.4.5 Variables associated with each Aggregator

Aggregator_Enabled
Provides administrative control over the Aggregator, and is made available to the Aggregator
Client via the “MAC _Enabled” status parameter of the ISS. When FALSE (“down’);\no
Aggregation Ports are permitted to select this Aggregator, any Aggregation Ports that have
selected this Aggregator are set to UNSELECTED, and the operational state of the Aggregator
will be “down” (Aggregator Operational will be FALSE). When TRUE ,(“up”), the
Aggregation Ports are permitted to select this Aggregator, and the operational state of the
Aggregator is determined by the state of the attached Aggregation Ports.
Data Type: Boolean.
Administratively assigned.
Alias of aAggAdminState (7.3.1.1.13).
Aggregator_Operational
Indicates the operational state of the Aggregator, and is mad€ ayailable to the Aggregator Client
via the “MAC_Operational” status parameter of the [SS~When TRUE, the Aggregator is “up”
and is available for use by the Aggregator Client; whef-FALSE, the Aggregator is “down” and
is not available for use by the Aggregator Client.
Data Type: Boolean.
TRUE when there are one or more Aggrégation Ports attached to the Aggregator that are
Collecting and Distributing (i«€), ' both Actor Oper_Port_State.Collecting and
Actor_Oper_Port_State.Distributing ate TRUE).
Alias of aAggOperState (7.3.1.1.14)
Aggregator MAC Address
The MAC address assigned to the Aggregator.
Data Type: 6 octets.
Administratively assigned.
Alias of aAggMACAddress (7.3.1.1.9).
Aggregator_Interface . ID
Used by managément to uniquely identify this Aggregator. This is represented in the SMIv2
MIB as an ifIndex (D.4.1).
Data Type: ifIndex.
Administratively assigned.
Alias.of aAgglID (7.3.1.1.1).
Actor_ Admin_System
The MAC address component of the System Identifier of the System containing the
Aggregator. When this value is changed by management, the value of Selected variable is set to
UNSELECTED for all Aggregation Ports in the LAG_Ports list for this Aggregator.
Data Type: 6 octets
Administratively assigned.

Alias of aAggActorsystemID (7.3.1.1.4).

Actor Admin_System_Priority
The System Priority component of the System Identifier of the System containing the
Aggregator. When this value is changed by management, the value of Selected variable is set to
UNSELECTED for all Aggregation Ports in the LAG_Ports list for this Aggregator.
Data Type: Integer
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Value: 1 to 65535.
Administratively assigned.
Alias of aAggActorSystemPriority (7.3.1.1.5).

NOTE—The variables provided for the Aggregator and the Aggregation Port allow management of the Actor
MAC Address and Actor System Priority. The result of this is to permit a single item of equipment to be
configured by management to contain more than one System from the point of view of the operation of Link
Aggregation. This can be of particular use in the configuration of equipment that has limited aggregation
capability (see 6.7), or has multiple Bridge and/or end station components, or supports a DRNI Gateway (9.5).

————Aretor—Oper—Systest
The operational value of the MAC address component of the Aggregator’s System Identifier,
When the Aggregator does not support a DRNI Gateway, the operational value is always(the
same as the administrative value.

Data Type: 6 octets
Assigned by the Actor.

Actor_Oper_System_Priority
The operational value of the priority component of the Aggregator’s System ldentifier. When
the Aggregator does not support a DRNI Gateway, the operational value isalways the same as
the administrative value.

Data Type: Integer.
Value: 1 to 65535.
Assigned by the Actor.

Actor Admin_Aggregator Key
The administrative Key value associated with the Aggregator.

Data Type: Integer.
Value: 1 to 65535.
Administratively assigned.
Alias of aAggActorAdminKey (7.3.1.1.7),

Actor_Oper_ Aggregator Key
The operational Key value associated . with the Aggregator.

Data Type: Integer.
Value: 1 to 65535.
Assigned by the Actor.
Alias of aAggActorOperKey (7.3.1.1.8).

Partner System
The MAC address ‘component of the System Identifier of the remote System to which the
Aggregator is connected. If the Aggregator has no attached Aggregation Ports, this variable is
set to 0x00-00=00-00-00-00.

Data Type: 6 oCctets.
Alias of'aAggPartnerSystemID (7.3.1.1.10).

Partner System_Priority
The )System Priority of the remote System to which the Aggregator is connected. If the
Aggregator has no attached Aggregation Ports, this variable is set to zero.

Data Type: Integer.
Value: 0 to 65535.
Alias of aAggPartnerSystemPriority (7.3.1.1.11).

Partner Oper_Aggregator Key

The operational Kev assioned to an agoregation by the remote Svstem to which this Aogoregator
t = o S

is connected. If the Aggregator has no attached Aggregation Ports, this variable is set to zero.
Data Type: Integer.

Value: 0 to 65535.

Alias of aAggPartnerOperKey (7.3.1.1.12).
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LAG Ports
A list of the Actor Port Interface ID of all Aggregation Ports that belong to the Link
Aggregation Group (i.e., all Aggregation Ports that have selected, or are attached to, this
Aggregator).
Data Type: List of ifIndex values.
Alias of aAggPortList (7.3.1.1.30).

6.4.6 Variables associated with each Aggregation Port

Actor_Port_Interface ID
Used by management to uniquely identify this Aggregation Port. This is represented in,‘the
SMIv2 MIB as an ifIndex (D.4.1) and is the same as the ifIndex of the underlying |service
(typically a MAC interface; see D.5.1).
Data Type: ifIndex.
Administratively assigned.
Alias of aAggPortID (7.3.2.1.1).

NOTE 1—The Actor_Port_Interface ID is not to be confused with the “Port, Identifier” defined in 6.3.4,
which is a concatenation of the Actor_Port_Priority and Actor_Port Numbet.

Actor Admin_Port_System
The MAC address component of the System Identifier’,of the System containing the
Aggregation Port. When this value is changed by management; the value of Selected variable is
set to UNSELECTED, Actor Oper Port State.Synchronization is set to FALSE, and
Partner Oper_Port_State.Synchronization is set to FALSE.
Data Type: 6 octets.

Administratively assigned.

Alias of aAggPortActorSystemID (7.3.2.1.3),

Actor_Admin_Port_System_Priority
The System Priority component of. ‘the System Identifier of the System containing the
Aggregation Port. When this value-s changed by management, the value of Selected variable is
set to UNSELECTED, Actor Oper Port State.Synchronization is set to FALSE, and
Partner_Oper_Port_State.Syn¢hronization is set to FALSE.
Data Type: Integer.
Value: 1 to 65535.

Administratively assigned.

Alias of aAggPortActorSystemPriority (7.3.2.1.2).

Actor_Oper_Port~System
The operational value of the MAC address component of the Aggregation Port’s System
Identifiets, When the Aggregator does not support a DRNI Gateway, the operational value is
alwdys)the same as the administrative value.
Data Type: 6 octets.

ActorOper Port System_Priority
The operational value of the priority component of the Aggregation Port’s System Identifier.
When the Aggregator does not support a DRNI Gateway, the operational value is always the
same as the administrative value.

Data Type: Integer.
Value1l t6-65535.

Actor_Port Number
The Port Number used by LACP to uniquely identify the Aggregation Port within the
Aggregation System. Port Number 0 is not assigned to any Aggregation Port. When this value
is changed by management, the value of Selected variable is set to UNSELECTED,
Actor_Oper_Port_State.Synchronization is set to FALSE, and
Partner Oper Port_State.Synchronization is set to FALSE.
Data Type: Integer.
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Value: 1 to 65535.
Administratively assigned.
Alias of aAggPortActorPort (7.3.2.1.14).

NOTE 2—The Actor_Port _Interface ID and the Actor Port Number can be, but are not necessarily, the
same value.

Actor_Port Priority
The Port Priority value assigned to the Aggregation Port and used to converge dynamic Key

bllallébb. YV IIUID LIS vVarucv 15 uuauéuu U_y lllallasblll\dlt, uUIv valiuv Ul OUILUIVU VAalriavlv 15 SUU tU
UNSELECTED, Actor Oper Port State.Synchronization is set to FALSE, and
Partner Oper_Port_State.Synchronization is set to FALSE.
Data Type: Integer.
Value: 0 to 65535.
Administratively assigned.
Alias of aAggPortActorPortPriority (7.3.2.1.15).
Actor_Port Aggregator Identifier
The Aggregator Interface ID of the Aggregator most recently selected by this Aggregation
Port. It is initialized to zero and updated whenever the selected “Wariable changes from
UNSELECTED or STANDBY to SELECTED. This valuev'is reported in the
aAggPortSelectedAggID (7.3.2.1.12) managed object when \the selected variable is
SELECTED and in the aAggPortAttachedAggID (7.3.2.4,13) managed object when the
port_attached variable is TRUE.
Data Type: ifIndex.
Actor_Admin Port Key
The administrative value of Key administrativelyassigned to this Aggregation Port. When this
value is changed by management, the value{ef Selected variable is set to UNSELECTED,
Actor_Oper_Port_State.Synchronization is set to FALSE, and
Partner Oper Port_State.Synchronization'is set to FALSE.
Data Type: Integer.
Value: 1 to 65535.
Alias of aAggPortActorAdminKey (7.3.2.1.4).
Actor_Oper_Port Key
The operational value of Kiey assigned to this Aggregation Port by the Actor.
Data Type: Integer.
Value: 0 to 65535.
Alias of aAggPortActorOperKey (7.3.2.1.5)
Actor_Admin_PortState
The administrative values of the Actor’s state parameters. This consists of the following set of
variableSyas described in 6.4.2.3:
LACP_Activity
Short_Timeout
Aggregation
Synchronization
Collecting
Distributing
Defaulted

Expired
When management changes the LACP_Activity value in this variable, the new value is
immediately copied to Actor Oper Port State. LACP_Activity.

Data Type: 1 octet.

Alias of aAggPortActorAdminState (7.3.2.1.20).

Copyright © 2020 IEEE. Al rights reserved.


https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

Actor_Oper_Port State
The operational values of the Actor’s state parameters. This consists of the following set of
variables, as described in 6.4.2.3:
LACP_Activity
Short_Timeout
Aggregation
Synchronization
Collecting

Distributing
Defaulted
Expired
Data Type: 1 octet.
Alias of aAggPortActorOperState (7.3.2.1.21).
Partner Admin_System
Default value for the MAC address component of the System Identifier~of’the Partner,
administratively assigned for use when the Partner’s information is unknownor expired. When
this variable is changed by management while Actor Oper Port State Defaulted is TRUE, the
new value of Partner Admin_System is copied to Partner Oper Systemy’and Selected is set to
UNSELECTED.
Data Type: 6 octets.
Alias of aAggPortPartnerAdminSystemlID (7.3.2.1.8).
Partner Oper_System
The operational value of the MAC address component-0f'the System Identifier of the Partner.
The Actor sets this variable either to the value received from the Partner in an LACPDU or to
the value of Partner Admin_System.
Data Type: 6 octets.
Alias of aAggPortPartnerOperSystemID (7)3:2.1.9).
Partner Admin_System Priority
Default value for the System Priotity’ component of the System Identifier of the Partner,
administratively assigned for use when the Partner’s information is unknown or expired. When
this variable is changed by marfagement while Actor Oper Port State.Defaulted is TRUE, the
new value of Partner AdminiSystem_Priority is copied to Partner Oper System Priority, and
Selected is set to UNSELEETED.
Data Type: Integer.
Value: 0 to 65535.
Alias of aAggPottPartnerAdminSystemPriority (7.3.2.1.6).
Partner Oper_ System_Priority
The operational value of the System Priority of the Partner. The Actor sets this variable either
to thé-\value received from the Partner in an LACPDU or to the value of
Parther Admin_System_Priority.
Data Type: Integer.
Value: 0 to 65535.
Alias of aAggPortPartnerOperSystemPriority (7.3.2.1.7).
Partner Admin_Key
Default value for the Partner’s Key, administratively assigned for use when the Partner’s
information is unknown or expired. When this variable is changed by management while

Actor_Uper_Port_state.Detaulted is TRUE, the new value of Partner_Admin_Key is copied 1o
Partner Oper Key and Selected is set to UNSELECTED.

Data Type: Integer.

Value: 1 to 65535.

Alias of aAggPortPartnerAdminKey (7.3.2.1.10).
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Partner Oper Key
The operational value of the Key value assigned to this link by the Partner. The Actor sets this
variable either to the value received from the Partner in an LACPDU or to the value of
Partner Admin_Key.
Data Type: Integer.
Value: 0 to 65535.
Alias of aAggPortPartnerOperKey (7.3.2.1.11).

Partner Admin_Port Number

Default value for the Port Number component of the Partner’s Port Identifier, administratively
assigned for use when the Partner’s information is unknown or expired. When this variable 43
changed by management while Actor_ Oper_Port State.Defaulted is TRUE, the new value.of
Partner Admin_Port Number is copied to Partner Oper Port Number, and Selected_is set to
UNSELECTED.
Data Type: Integer.
Value: 1 to 65535.
Alias of aAggPortPartnerAdminPort (7.3.2.1.16).
Partner Oper Port Number
The operational value of the Port Number assigned to this link by the Partner. The Actor sets
this variable either to the value received from the Partner in an.LACPDU or to the value of
Partner Admin_Port Number.
Data Type: Integer.
Value: 0 to 65535.
Alias of aAggPortPartnerOperPort (7.3.2.1.17).
Partner Admin_Port Priority
Default value for the Port Priority component of the Partner’s Port Identifier, administratively
assigned for use when the Partner’s information is unknown or expired. When this variable is
changed by management while Actor Opeér“Port_State.Defaulted is TRUE, the new value of
Partner Admin_Port Priority is copied to Partner Oper Port Priority, and Selected is set to
UNSELECTED.
Data Type: Integer.
Value: 0 to 65535.
Alias of aAggPortPartnerAdminPortPriority (7.3.2.1.18).
Partner Oper Port Priority
The operational value~of the priority value assigned to this link by the Partner and used to
converge dynamic Key changes. The Actor sets this variable either to the value received from
the Partner in an(lLACPDU or to the value of Partner Admin_Port_Priority.
Data Type: Integer.
Value: 0,to 65535.
Alias 6f-aAggPortPartnerOperPortPriority (7.3.2.1.19).
Partner~Admin_Port_State
Default value for the Partner’s state parameters, administratively assigned for use when the
Partner’s information is unknown or expired. The value consists of the following set of
variables, as described in 6.4.2.3:
LACP_Activity
ShortTimeout
Aggregation

Synchronization

Collecting

Distributing

Defaulted

Expired
Setting Partner Admin Port State.Aggregation to FALSE (encoded as a 0) ensures that this
will always be a Solitary link when the Partner’s information is unknown. Setting
Partner Admin_Port State.Synchronization to FALSE (encoded as a 0) prevents this port from
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becoming active  when the Partner’s information is  unknown. When
Partner Admin_Port_State.Synchronization or Partner Admin_Port State.Aggregation is
changed by management while Actor Oper_ Port_State.Defaulted is TRUE, the new value of
Partner Admin_Port_State is copied to Partner Oper Port State, and Selected is set to
UNSELECTED.
Data Type: 1 octet.
Alias of aAggPortPartnerAdminState (7.3.2.1.22).

Partner Oper_Port_State

The operational value of the Actor’s view of the current values of the Partner’s state
parameters. The Actor sets this variable either to the value received from the Partner in_dn
LACPDU or to the value of Partner Admin Port State. The value consists of the following'set
of variables, as described in 6.4.2.3:
LACP_Activity
Short_Timeout
Aggregation
Synchronization
Collecting
Distributing
Defaulted
Expired
Data Type: 1 octet.
Alias of aAggPortPartnerOperState (7.3.2.1.23).
Partner LACP_Version
The Version number of LACP as reported by the Rartner. The Actor sets this variable either to
the value in the most recently received LACPDU (1 to the default value 1.
Data Type: Integer.
Value: 0 to 255.
Alias of aAggPortPartnerLacp Version (2.3.2.1.34).
Wtr_Time
The amount of time (in seconds) afvAggregation Port currently attached to an Aggregator waits
after Port Operational becomes FALSE and then TRUE again before once more becoming
active in the LAG.
Data Type: Integer.
Value: 0 to 32767.
Administratively-assigned.
Alias of aAggPortWtrTime (7.3.2.1.30).
Wtr_Revertive
An administrative control determining whether the Aggregation Port is revertive (i.e., can
beconie-active in a LAG as soon as the wtrWhile timer has expired regardless of the state of
other.links in the LAG) or non-revertive (i.e., will not become active on an Aggregator until
there are no other operational links that are, or could become, active on the Aggregator).
Data Type: Boolean.
Alias of aAggPortWtrRevertive (7.3.2.1.31).
Witr_Waiting
An indication from the Mux machine that the link is being held in the
MUX:ATTACHED WTR state with Collecting and Distributing disabled. If Wtr_Revertive is

FALSE, the Aggregation Port will no longer be used umless the sclection Logic clears
Wir Waiting, or Selection Logic changes Selected to UNSELECTED or STANDBY to detach
the Aggregation Port from the current Aggregator and subsequently selects the same or a
different Aggregator.

Data Type: Boolean.

Alias of aAggPortWtrWaiting (7.3.2.1.32).
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6.4.7 Variables used for managing the operation of the state machines

BEGIN
This variable indicates the initialization (or reinitialization) of the LACP entity. It is set to
TRUE when the System is initialized and is set to FALSE when initialization has
completed.
Data Type: Boolean.

The following variables have one instance per Aggregation Port:

Port_Operational
An alias for the MAC_Operational status parameter of the Aggregation Port ISS.
Data Type: Boolean.
TRUE if the underlying service is operable.
FALSE otherwise.

NOTE 1—The means by which the value of the Port_Operational variable is generated’by the underlying
service [e.g., a MAC or Maintenance End Point (MEP) (Clause 18 of IEEE Std 802.1Q-2018)] is
implementation dependent.

NTT
Need To Transmit flag.
Data Type: Boolean.
TRUE indicates that there is new protocol information to be transmitted on the link or that
the Partner needs to be reminded of the old information.
FALSE otherwise.

LACP_Timeout
The timeout value for the LACP Receivednachine timer, set to either Short Timeout Time or
Long Timeout Time by the EKACP Receive machine according to the
Actor_Oper_Port_State.Short Timeébut”® value  (which is  determined by  the
Actor_Admin_Port State.Short_Timeout value).

Ready
The Selection Logic asserts’Ready TRUE to indicate to the MUX machine that the Aggregation
Port is to be attached tothe selected Aggregator. Once asserted, Ready remains TRUE until the
MUX machine enters'the DETACHED state as a result of the port being UNSELECTED.
Data Type: Boolgan:

Selected

A value of SELECTED indicates that the Selection Logic has selected an appropriate
Aggregator. A value of UNSELECTED indicates that no Aggregator is currently selected. A
value_of STANDBY indicates that although the Selection Logic has selected an appropriate
Aggtegator, aggregation restrictions currently prevent the Aggregation Port from being enabled
as part of the aggregation, and so the Aggregation Port is being held in a standby condition.
This variable can be set to SELECTED or STANDBY only by the operation of the Aggregation
Port’s Selection Logic. It can be set to UNSELECTED by the operation of the Aggregation
Port’s LACP Receive machine or by the operation of the Selection Logic associated with
another Aggregation Port.

NOTE 2—Setting Selected UNSELECTED in the Selection Logic associated with another Aggregation
Port occurs if the Selection Logic determines that the other Aggregation Port has a stronger claim to attach
to this Aggregation Port’s current Aggregator.

Value: SELECTED, UNSELECTED, or STANDBY.
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port_attached
This variable is set to TRUE when the process of attaching an Aggregation Port to an
Aggregator, initiated by the attachMuxToAggregator function, has completed. This variable is
set to FALSE when the process of detaching an Aggregation Port from an Aggregator is
initiated by the detachMuxFromAggregator function.
Data Type: Boolean

NOTE 3—This definition of port_attached means that the variable is TRUE only when the Aggregation
Port is attached to the Aggregator and is FALSE when not attached or in transition (i.e., during the process

of attaching or detaching). This introduces the possibility that the Mux state machine for an Aggregation
Port could issue a request to start the process of attaching to a new Aggregator before the process Of
detaching from an old Aggregator has completed. In that case the request to attach to the new Aggregator
is honored, but delayed until the process of detaching from the old Aggregator has completed.

txOpportunity
A Boolean signal from the System that is TRUE when LACPDU transmission is_permitted and
FALSE when transmission of LACPDU is inhibited due to transmit resource contention and/or
protocol rate limiting.

NOTE 4—Controlling txOpportunity is a mechanism for a System to enforce tHe/Slow Protocols rate limit
of no more than ten PDUs transmitted per second by any protocol using thé\8low Protocols Address and
EtherType (see IEEE Std 802.3-2018 Annex 57A).

6.4.8 Functions

In the following function definitions, values obtained from fields infateceived LACPDU are shown in italics
to avoid confusion with local variables having a similar name.

recordPDU

In the process of executing the recordPDU function, an LACP Receive machine compliant to
this standard shall not validate the Reseived fields of any TLV or the 7LV _Type or TLV Length
fields of the first three TLVs (Actor Taformation TLV, Partner Information TLV, and Collector
Information TLV). The same actiofi$ are taken regardless of the values received in these fields.
If the Version Number in the tfeeeived LACPDU is 1, an LACP Receive machine shall not
validate the TLV Type or TLY Length fields of the Terminator TLV. If the Version Number in
the received LACPDU (is~greater than 1, an LACP Receive machine shall validate the
TLV Type and TLV Length fields of all TLVs following the first three TLVs. A TLV with
reserved or deprecated TLV Type, or with a TLV Length value that does not match the
expected length ©f'the TLYV, is ignored; and processing continues with the next TLV (using the
TLV Lengthinithe LACPDU to find the next TLV). Processing of the TLVs terminates when a
Terminator TLV or the end of the LACPDU is encountered.

This\finction records the parameter values for the Actor carried in a received LACPDU
(Version_Number, Actor_Port_Number, Actor_Port_Priority, Actor_System,
Actor_System_Priority, Actor Key, and Actor State variables) as the current Partner
operational parameter values (Partner LACP_Version, Partner Oper Port Number,

Partner Oper_Port_Priority, Partner Oper_System, Partner Oper_ System Priority,
Partner Oper Key, and Partner Oper Port State variables with the exception of
Synchronization) and sets both Actor_Oper_Port_State. Expired and

Actor_Uper_Fort_>tate.Deraulted 10 FALSE.

This function also updates the value of the Partner Oper_ Port_State.Synchronization using the
parameter values carried in received LACPDUs. Parameter values for the Partner carried in the
received PDU (Partner_Port, Partner_Port_Priority, Partner _System,
Partner_System_Priority, Partner_Key, and Partner_ State.Aggregation) are compared
to the corresponding operational parameter values for the Actor (Actor Port Number,
Actor_Port_ Priority, = Actor_ Admin_Port System,  Actor Admin_Port System_Priority,
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Actor_Oper_Port Key, and Actor Oper Port_State.Aggregation).
Partner Oper Port State.Synchronization is set to TRUE if all of these parameters match,
Actor_State.Synchronization in the received LACPDU is TRUE, and LACP will actively
maintain the link in the aggregation.

Partner Oper_Port_State.Synchronization is also set to TRUE if the value of
Actor_State.Aggregation in the received LACPDU is FALSE (i.e., indicates a Solitary link),
Actor_State.Synchronization in the received LACPDU is TRUE, and LACP will actively

maintain the link.
Otherwise, Partner Oper Port_State.Synchronization is set to FALSE.

LACP is considered to be actively maintaining the link if either the received~PDU’s
Actor_State. LACP_Activity variable is TRUE or both the™ " Actor’s
Actor_Oper_Port_State. LACP_Activity and the LACPDU’s Partner StateLACP_Activity
variables are TRUE.

The LACP_Timeout value is set to Short Timeout Time if
Actor_Oper_Port_State.Short Timeout is TRUE and set to Long . Tim€out Time otherwise.

If Conversation-Sensitive Collection and Distribution is supported, this function executes the
recordPortCSCD function.

recordDefault
This function records the default parameter value$ for the Partner carried in the Partner Admin
parameters (Partner Admin_Port Number, Partner Admin_Port Priority,

Partner Admin_System,  Partner Admin ‘System Priority,  Partner Admin Key, and
Partner Admin Port State) as thes\current Partner operational parameter values
(Partner_Oper_Port Number, Partner Oper_ Port Priority, Partner Oper_ System,
Partner Oper_System Priority, Pattner Oper Key, and Partner Oper Port State). It also
sets the Partner LACP_ Versionito 1 and sets both Partner Oper Port State.Synchronization
and Partner Oper Port State.Collecting to the value of
Partner Admin_Port_State:Synchronization.

This function updates the Actor_Oper Port State by setting Expired to FALSE, Defaulted to
TRUE, Short(Timeout to the value of Actor Admin Port State.Short Timeout,
LACP_Activity*to the value of Actor Admin Port State. LACP_Activity, and Aggregation to
TRUE if ‘both Actor Admin_Port_State.Aggregation and the ISS operPointToPointMAC
variable-are TRUE.

If‘€onversation-Sensitive Collection and Distribution is supported, this function executes the
recordDefaultPortCSCD function.

transmitLACPDU
This function generates an LACPDU, formatted as specified in 6.4.2, and issues it as a
CtrIMuxN:M_UNITDATA.Request(LACPDU) service primitive to the LACP Parser/

Multiplexer (6.2.9).

updateSelected
This function updates the value of the Selected variable by using parameter values from a
newly received LACPDU. The parameter values for the Actor carried in the received LACPDU
(Actor_Port, Actor_Port_Priority, Actor_System, Actor_System_Priority, Actor Key, and
Actor_State.Aggregation) are compared with the corresponding operational parameter values
for the Aggregation Port’s Partner (Partner Oper Port Number, Partner Oper Port Priority,
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Partner Oper_System, Partner Oper_System_Priority, Partner Oper Key, and
Partner Oper Port State.Aggregation). If one or more of the comparisons show that the
value(s) received in the LACPDU differ from the current operational values, then Selected is
set to UNSELECTED; otherwise, Selected remains unchanged.

updateNTT
This function updates the value of the NTT variable by using parameter values from a newly
received LACPDU. The parameter values for the Partner carried in the received LACPDU

(Partner_Port, Partner_Port_Priority, Partner_System, Partner_System_Priority,
Partner Key, Partner _State. LACP_Activity, Partner_State.Short_Timeouit)
Partner_State.Synchronization, and Partner_State.Aggregation) are compared with~ the
corresponding operational parameter values for the Actor (Actor Port Number,
Actor_Port_Priority, Actor_Oper_Port_System, Actor_Oper_Port_Systemi>Priority,
Actor_Oper_Port_Key, Actor_Oper Port_State. LACP Activity,
Actor_Oper_Port State.Short Timeout, Actor_Oper_Port_State.Synchronization, and
Actor_Oper_Port State.Aggregation). If one or more of the comparisons showthat the value(s)
received in the LACPDU differ from the current operational values, then NTT is set to TRUE;
otherwise, NTT remains unchanged.

attachMuxToAggregator
This function initiates the process of attaching the Aggrégation Port’s LACP Parser/
Multiplexer to the Aggregator Parser/Multiplexer of the selected Aggregator, in preparation for
collecting and distributing frames. The port attachéd-variable is set to TRUE when the
attachment process completes.

detachMuxFromA ggregator
This function initiates the process of¢detaching the Aggregation Port’s LACP Parser/
Multiplexer from the Aggregator Parseér/Multiplexer of the Aggregator to which the
Aggregation Port is currently attachied.)The port_attached variable is set to FALSE when the
detachment process is initiated.

enableCollecting

This function causes the Aggregator Parser of the Aggregator to which the Aggregation Port is
attached to start collecting frames from the Aggregation Port and causes the Aggregator
Multiplexer  to_, stop  distributing frames to the Aggregation Port. Then
Actor_Oper_Port ;State.Collecting is set to TRUE. If this is a change to
Actor_Oper(Port State.Collecting and Conversation-Sensitive Collection and Distribution is
supported,” . this function also sets the selected Aggregator’s changeDistAlg and
changél-inkState flags to TRUE.

enableCellectingDistributing
This function causes the Aggregator Parser of the Aggregator to which the Aggregation Port is
attached to start collecting frames from the Aggregation Port and causes the Aggregator
Multiplexer to  start distributing frames to the Aggregation Port. Then
Actor_Oper_Port_State.Collecting is set to TRUE. If this is a change to
Actor_Oper_Port_State.Collecting and Conversation-Sensitive Collection and Distribution is

Supported, this function also  scts the  sclected  Aggregator' s changeDIstAlg  and
changeLinkState flags to TRUE.

disableCollectingDistributing
This function causes the Aggregator Parser of the Aggregator to which the Aggregation Port is
attached to stop collecting frames from the Aggregation Port and causes the Aggregator
Multiplexer to stop distributing frames to the Aggregation Port. Then
Actor Oper Port State.Collecting is set to FALSE. If this is a change to
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Actor_Oper_Port_State.Collecting and if Conversation-Sensitive Collection and Distribution is
supported, this function also clears the Distribution Conversation Mask, the
Collection_Conversation Mask, and the Port Oper Conversation Mask; copies the value of
Admin_Link Number to Link Number; and sets the selected Aggregator’s changeDistAlg and
changeLinkState flags to TRUE.

6.4.9 Timers

LACP_currentWhile
This timer is used by the LACP Receive machine to detect whether received protocol
information has expired. If Actor Oper Port State.Short Timeout is TRUE, the timer.is
started with the value Short Timeout Time; otherwise, it is started with the "value
Long Timeout Time (see 6.4.4).

LACP_txWhen
This timer is used by the LACP Transmit machine to generate periodic transmissions. It is
started using the value Slow_Periodic_Time or Fast Periodic Time (see 6.4:4), as specified in
the LACP Transmit machine.

waitWhile
This timer can be used by the Selection Logic to provide hystérésis before performing an
aggregation change so that all links that will join this LAG gando so at the same time. It is
started using the value Aggregate Wait_Time (see 6.4.4).

wtrWhile
The wait-to-restore timer used by the Mux maching to-prevent an Aggregation Port that is
attached to an Aggregator from becoming active in the LAG until it has had Port Operational
continuously TRUE for a Wir_Time.

6.4.10 Messages

rcvdLACPDU
This message is generated by the WACP Parser/Multiplexer as a result of the reception of an
LACPDU (formatted as definedin 6.4.2) while the operPointToPointMAC parameter of the
Aggregation Port ISS is TRUB.

6.4.11 LACP Receive machine

The LACP Receive machin€ shall implement the function specified in Figure 6-14 with its associated
parameters (6.4.4 through 6;4.10).

On receipt of an LACPDU, the state machine enters the CURRENT state. The update _Selected function sets
the Selected variable to UNSELECTED if the Actor’s view of the Partner’s operational parameters is not up
to date. The Selected variable is used by the Mux machine (6.4.13).

NOTE~=The LACP Receive machine can set the Selected variable to UNSELECTED; however, setting this variable to
SELECTED or STANDBY is the responsibility of the Selection Logic.

The update NTT function is used to determine whether further protocol transmissions are required; NTT is
o », 1 D 1 1 e _re

a) ’ 9 he thor’ 1e a) he A oL s-obe ave a mete ava o-to-date h otrdPD

function records the information contained in the LACPDU in the Partner operational variables, and the
LACP_currentWhile timer is started. The value used to start the timer is either Short Timeout Time or
Long Timeout Time, depending upon Actor Oper Port State.Short Timeout.
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BEGIN ||
(Actor_Oper_Port_State.Aggregation !=

(Actor_Admin_Port_State.Aggregation && operPointToPointMAC))

INITIALIZE

recordDefault();
Partner_Oper_Port_State.Synchronization = FALSE;
Selected = UNSELECTED:

IPort_Operational

UcCT

PORT_DISABLED

Partner_Oper_Port_State.Synchronization = FALSE;
rcvdLACPDU = FALSE;

Port_Operational

EXPIRED

Partner_Oper_Port_State.Synchronization = FALSE;
Partner_Oper_Port_State.Short_Timeout = TRUE;
Actor_Oper_Port_State.Expired = TRUE;
LACP_currentWhile = Short_Timeout_Time;

rcvdLACPDU IrcvdtACPDU &&

(LACP__currentWhile == 0 ||
(YActor_Oper_Port_State.LACP_Activity &&
IPartner_Oper_Port_State.LACP_Activity))

DEFAULTED

recordDefault();
Selected = UNSELECTED;

rcvdLACPDU

CURRENT

updateSelected();
updateNTT();
recordPDU();
rcvdLACPDU = FALSE;
LACP_currentWhile = LACP_Timeout;

rcvdLACPDU IrcvdLACPDU &&

LACP_currentWhile ==

Eigure 6-14—1 ACP Receive state diagram
4

If no LACPDU is received before the LACP_currentWhile timer expires, the state machine transits to the
set to FALSE. The

The Partner Oper Port State.Synchronization variable is

Partner Oper Port State.Short Timeout variable is set to TRUE so that the LACP Transmit machine will
use fast periodic transmissions in an attempt to reestablish communication with the Partner. The

LACP_currentWhile timer is started with a value of Short Timeout Time.
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If no LACPDU is received before the LACP_currentWhile timer expires again, the state machine transits to
the DEFAULTED state. The Selected variable is set to UNSELECTED. The recordDefault function
overwrites the current operational parameters for the Partner with administratively configured values. This
allows configuration of aggregations and Solitary links when no protocol Partner is present, while still
permitting an active Partner to override default settings. Since all operational parameters are now set to
locally administered values, there can be no disagreement about the LAG; therefore, the
Partner Oper Port_State.Synchronization variable is set to TRUE.

If the Aggregation Port becomes 1noperable and the BEGIN variable 1s not asserted, the state machine enters
the PORT DISABLED state. Partner Oper Port_State.Synchronization is set to FALSE. This state allows
the current Selection state to remain undisturbed, so that, in the event that the Aggregation Port igystill
connected to the same Partner and Partner Aggregation Port when it becomes operable again, therelwill be
no disturbance caused to higher layers by unnecessary reconfiguration.

The INITIALIZE state is entered following a BEGIN event. The INITIALIZE state is alsq lentered if the
operational state indicates the link can be aggregated (Actor_Oper Port State.Aggregation’is TRUE) but the
administrative state indicates that it is to be treated as a Solitary link (Actor Admin Port-State. Aggregation
is FALSE) or the link is not a point-to-point link. Conversely, the INITIALIZE &tate”is also entered if the
operational state indicates that the link is a Solitary link, but the administrafive ‘state indicates that it is
Aggregateable and the link is a point-to-point link. This state causes the administrative values of the Partner
parameters to be used as the current operational values and sets Selected'to, UNSELECTED. These actions
force the Mux machine to detach the Aggregation Port from its current Aggregator. The state machine
immediately transitions to the PORT DISABLED state.

6.4.12 Selection Logic

The Selection Logic selects a compatible Aggregator”for’an Aggregation Port by using the Aggregation
Port’s LAG ID. The Selection Logic selects an Aggregator for an Aggregation Port when the port is not
currently attached to an Aggregator and the valiie’of Ready is FALSE for that Aggregation Port. The
Selection Logic can determine that the link is_to’be maintained as a standby link if there are constraints on
the simultaneous attachment of Aggregation Ports that have selected the same Aggregator. The Selection
Logic can also impose a delay before comimitting an Aggregation Port to a selected Aggregator to give the
selection criteria time to stabilize or\fe give other Aggregation Ports the opportunity to attach to the
Aggregator at the same time.

NOTE 1—There will never be-miore than one Aggregator with the same LAG ID, but there can be none. Normally, the
latter will be a temporary statecaused by the fact that it takes a finite time for Aggregation Ports to be moved to the
correct Aggregators during reconfiguration.

The Selection Logie ‘commits an Aggregation Port to a selected Aggregator by setting the value of Selected
to SELECTED and Ready to TRUE. This authorizes the Mux machine to attach the Aggregation Port to the
Selected Aggregator. Once attached, the Aggregation Port remains attached to the Aggregator as long as the
value of<Selected remains SELECTED. Changing the value of Selected from SELECTED causes the Mux
machine to detach the Aggregation Port from the Aggregator and set the value of Ready to FALSE. At this
pointthe Selection Logic can select a new Aggregator for the Aggregation Port.

The value of the Selected variable can be changed by the following:

a)  The LACP Receive machine. The LACP Receive machine can set Selected to UNSELECTED at any
time if there is a change to the partner components of the LAG ID (Partner System Identifier, Partner
Key, Partner_State. Aggregation). This can be the result of receiving an LACPDU with new partner
values or transitioning to a state that sets the partner values to the administrative default values.
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b) Management action. Selected can be set to UNSELECTED at any time in response to any
management operation that changes the values of the actor components of the LAG ID (Actor
System Identifier, Actor Key, or Actor_State.Aggregation) or that disables the Aggregator that has
been selected for an Aggregation Port.

c) The Selection Logic. When selecting an Aggregator for an Aggregation Port, the Selection Logic can
change the value of Selected between UNSELECTED, SELECTED, and STANDBY in response to
changes in the selection criteria. When selecting an Aggregator for another Aggregation Port, the
Selection Logic can change the value of Selected to UNSELECTED or STANDBY for an

Aggregation Port that has already selected the Aggregator if the Selection Logic determines that the
other Aggregation Port has a better claim to the Aggregator.

NOTE 2—The STANDBY value for the Selected variable is provided for the convenience of the Selection Logic to
identify Aggregation Ports for which the Selection Logic has conditionally selected an Aggregator, but that currently
cannot be attached to the Aggregator due to system constraints. The value of STANDBY has no significance except to
the Selection Logic itself. For the Mux machine (the only other consumer of the Selected variable), STANDBY is
identical to UNSELECTED.

NOTE 3—An Aggregation Port is always detached from its prior Aggregator when the LAG ID-changes, even if the
same Aggregator is selected later; to do otherwise would be to risk misdelivery of frames. SeleCtion of a new Aggregator
cannot take place until the Aggregation Port is detached from any prior Aggregator. Other Aggregators can become free
while the Aggregation Port is detaching, and other Aggregation Ports can attach to some’of the available Aggregators
during this time interval.

The operation of the Selection Logic is separated into the following two,subclauses:

—  The requirements for the correct operation of the Selection Logic are defined in 6.4.12.1.

—  The recommended default operation of the Selection Logic is described in 6.4.12.2.

This separation reflects the fact that a wide choice of selection rules is possible within the proper operation
of the protocol. An implementation that claims conformance to this standard may support selection rules
other than the recommended default; however, any-such rules shall meet the requirements stated in 6.4.12.1.

6.4.12.1 Selection Logic—Requirements

The Selection Logic selects an approptiate Aggregator for an Aggregation Port and sets Ready for that
Aggregation Port to TRUE to cause the Mux machine to attach it to that Aggregator. The following are
required for correct operation of the selection and attachment logic:

a)  The implementation'shall support at least one Aggregator per System.

b) Each Aggregation Port shall be assigned an operational Key (6.3.5). Aggregation Ports that can
aggregate together are assigned the same operational Key as the other Aggregation Ports with which
they can ‘aggregate. Aggregation Ports that cannot aggregate with any other Aggregation Port are
allocated’'unique operational Keys.

c) Each Aggregator shall be assigned an operational Key.

d)«\_Each Aggregator shall be assigned an identifier that distinguishes it among the set of Aggregators in
the System.

e) An Aggregation Port shall select only an Aggregator that has the same System Identifier and

UPCI aiiu11a1 I{Cy dbbiélllllclli dd> li,b UWIIL Sybic111 IL‘lClliiﬁCl d.llll UPCIaiiUllal I{Cy

f)  Subject to the exception stated in item g), Aggregation Ports that are members of the same LAG
(i.e., two or more Aggregation Ports that have the same Actor System Identifier, Actor Key, Partner
System Identifier, and Partner Key, and that are not required to be Solitary) shall select the same
Aggregator.
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An Aggregation Port (P) whose Partner System Identifier is the same as its Actor System Identifier
shall not select the same Aggregator as a different Aggregation Port (Q) that has an Actor Port
Identifier that is the same as P's Partner Port Identifier.

NOTE 1—This exception avoids attaching the two ends of a single link to the same Aggregator, with the
undesirable consequence of one Aggregation Port receiving a frame transmitted through another Aggregation
Port when both Aggregation Ports are attached to the same Aggregator. It permits the use of both Solitary and
aggregated loopback links, where a frame transmitted by a system on one Aggregator is received on another
Aggregator.

h)

i)

k)

D

m)

p)

The selection of an Aggregator by an Aggregation Port shall not result in any Aggregation Port that
is required to be Solitary having selected the same Aggregator as another Aggregation Port.

An Aggregation Port shall not select an Aggregator that has been disabled by managément
(Aggregator Enabled set to FALSE). If any Aggregation Ports have selected an Aggregator-at the
point when management sets Aggregator Enabled to FALSE, the Selected variableYof those
Aggregation Ports is set to UNSELECTED.

If the preceding conditions (a through 1) result in a given Aggregation Port beingnable to select an
Aggregator, then that Aggregation Port shall not be attached to any Aggregator.

If there are further constraints on the attachment of Aggregation Porfs ‘that have selected an
Aggregator, those Aggregation Ports can be selected as standby in{dccordance with the rules
specified in 6.7.1. Selection or deselection of that Aggregator cam ¢ause the Selection Logic to
reevaluate the Aggregation Ports to be selected as standby.

The Selection Logic operates upon the operational information recorded by the Receive state
machine, along with knowledge of the Actor’s own opesdtional configuration and state. The
Selection Logic uses the LAG ID for the Aggregation Port, determined from these operational
parameters, to locate the correct Aggregator to which to-attach the Aggregation Port.

The Selection Logic selects an Aggregator for an Aggregation Port when that Aggregation Port is
not currently attached (port_attached is FALSE), and has not been authorized to attach (Ready is
FALSE), to an Aggregator. While selectingvan Aggregator, the Selection Logic can change the
Selected variable to any value indicating“that it has not selected (UNSELECTED), has selected
(SELECTED), or has conditionally selected (STANDBY) a suitable Aggregator.

NOTE 2—The Selection Logic canttake a significant time to complete its determination of the correct
Aggregator, as a suitable Aggregator might not be immediately available, due to configuration restrictions or
the time taken to reallocate Aggregation Ports to other Aggregators.

The Selection Logic can use the waitWhile timer to delay the attachment of an Aggregation Port to
an Aggregator so that other Aggregation Ports that could potentially attach to the same Aggregator
can attach at the sanie time.

Once the correct Aggregator has been determined, the variable Selected shall be set to SELECTED,
and the variable Ready shall be set to TRUE. The Selection Logic shall not change the selected
Aggregator; or change Selected from UNSELECTED or STANDBY to SELECTED, while Ready is
TRUE.

NOTE 3—When Selected is SELECTED and Ready is TRUE, the Mux machine starts the process of attaching
the Aggregation Port to the selected Aggregator.

Where the selection of a new Aggregator for an Aggregation Port, as a result of changes to the
selection parameters, results in other Aggregation Ports in the System being required to reselect their

)]
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Aggregation Ports that are required to reselect their Aggregators.

When the Selection Logic changes Selected from SELECTED to UNSELECTED for an
Aggregation Port with Wtr_ Waiting TRUE and Wtr Revertive FALSE, that Aggregation Port is
considered to be non-revertive. The Selection Logic shall not select an Aggregator for a non-
revertive Aggregation Port if Wtr Revertive remains FALSE and there are any other Aggregation
Ports with a claim to that Aggregator that are operational with Wir Waiting FALSE and are not
considered to be non-revertive.
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r)  When a DRNI has been formed by a pair of DRNI Systems (9.5.3.2), the DRNI System with the
numerically higher Home System Identifier (9.5.3.1) shall not select an Aggregator for an
Aggregation Port connected to an LACP Partner if the other DRNI System has one or more active
links to a different LACP Partner.

6.4.12.2 Selection Logic—Recommended default operation

The recommended default behavior balances the goal of making the current configuration independent of

past history with that of minimizing the disruption experienced by Aggregator Clients as a consequence of
changes to Port_Operational for Aggregation Ports. It also has the characteristic that no additional MAG
addresses are needed for Aggregators over and above those already assigned to Aggregation Ports.

NOTE—This standard does not specify any alternative selection rules beyond the recommended set. A widewariety of
selection rules are possible within the scope of the requirements stated in 6.4.12.1. In particular, it is possible within
these requirements to support implementations that provide fewer Aggregators than Aggregation Ports, as well as
implementations designed to minimize configuration changes at the expense of less deterministic behavior.

In the default configuration, each Aggregation Port has an Aggregator associated with it (i.e., the number of
Aggregators in the System equals the number of Aggregation Ports supported), and-each Aggregation Port
and each Aggregator are assigned the same operational Key value. This configliration can be altered to
assign either of the following:

— Different Key values to different sets of Aggregation Ports when'it is not possible or not desirable to
place Aggregation Ports from the different sets into the sathe€)Link Aggregation Group, or

— A given Key value to fewer Aggregators than Aggregation Ports (e.g., to support dual-homed
configurations described in 6.7.5).

An Aggregator is selected from the set of Aggregators with the same operational Key value as the
Aggregation Port. When multiple Aggregation Portsshave the same selection parameters, they will select the
same Aggregator. These selection parameters are,as follows:

a) Actor’s System Identifier
b)  Actor’s operational Key

¢) Partner’s System Identifier
d) Partner’s operational Kéey

Whenever possible, the\Aggregator selected is the Aggregator associated with the lowest numbered
Aggregation Port in the set with the same selection parameters. Note that this lowest Numbered Aggregation
Port might not be-in'a'state that allows data transfer across the link; however, it has selected the Aggregator
in question. Thds 1s1llustrated in Figure 6-15. If it is not possible to select the Aggregator associated with the
lowest numbered Aggregation Port (e.g., if the lowest numbered Aggregation Port and its associated
Aggregator have different operational Key values), then the Aggregator selected can be any Aggregator with
a matching Key value that has not been selected by any Aggregation Ports with Port_Operational set to True.
If stich an Aggregator cannot be found, then the Aggregation Port does not select an Aggregator until the
situation changes and an appropriate Aggregator can be found.
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Aggregators Key = A Key =B Key =B Key =B

S

Aggregation Key = A
Ports

Port 1 Port 2 Port 3 Port4
Selected

Selected & Attached

Figure 6-15—Selection of Aggregators
6.4.13 Mux machine

The Mux machine shall implement the function specified, id Figure 6-16 with its associated parameters
(6.4.4 through 6.4.10).

The state machine conventions in IEEE Std 802:'Q require that all in-state actions are performed in
sequence and are atomic, completing before the évaluation of any exit conditions and before the execution
of procedures or evaluation of exit conditions férjany other state or state machine.

The Mux machine state diagram (Figur€'6-16) is suitable for implementations that can control frame
collection from an Aggregation Porty~and frame distribution to an Aggregation Port, independently
(coupled control is FALSE), as mell as implementations where collecting and distributing cannot be
controlled independently (coupled control is TRUE). Implementations should support a coupled control
value of FALSE.

The primary input to the Mux machine is the Selected variable. The LACP Receive machine can set
Selected to UNSEEECTED at any time if there is a change to any of the components of the LAG ID
determined by~ '‘the Aggregation Port (Actor Oper Port System Priority, Actor Oper Port System,
Actor_Oper Port’ Key, Actor Port Priority, Actor Port Number, Actor Oper Port State.Aggregation,
Partner Oper® System_Priority, Partner Oper System, Partner Oper Key, Partner Oper Port Priority,
Partner~Oper Port Number, Partner Oper Port State.Aggregation); otherwise, the value of Selected is
controlled by the Selection Logic. The Selection Logic can also set Selected to UNSELECTED at any time
iflit determines that another Aggregation Port has a higher claim to the Aggregator currently selected for this
Aggregation Port.

Whenever Selected has a value other than SELECTED (i.e., UNSELECTED or STANDBY), the Mux
machine enters the DETACHED state. The collection of frames from the Aggregation Port and the
distribution of frames to the Aggregation Port are disabled. The Actor Oper Port State.Distributing,
Actor_Oper_Port_State.Collecting, and Actor Oper Port_State.Synchronization variables are set to
FALSE. The process of detaching the Aggregation Port from the Aggregator is started, port_attached is set
to FALSE, and Ready is set to FALSE. The state machine remains in the DETACHED state until the
Selection Logic is able to select an appropriate Aggregator.
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BEGIN || ((Selected != SELECTED) && Ready)

DETACHED

disableCollectingDistributing(); Actor.Collecting = FALSE; Actor.Distributing = FALSE;
Actor.Synchronization = FALSE; detachMuxFromAggregator();
wtrWhile = 0; Wtr_Waiting = FALSE; Ready = FALSE; NTT= TRUE;

#(Selected == SELECTED) && Ready

ATTACH

attachMuxToAggregator();

!Port_Operational
(Selected == SELECTED) && port_attached && Port_Operational &&
(wtrWhile == 0) && ('Wtr_Waiting || Wtr_Revertive) &&
IPartner.Synchronization &&
('Actor.Synchronization || Actor.Collecting)

ATTACHED

disableCollectingDistributing(); Actor.Synchronization = TRUE;
Actor.Collecting = FALSE; Actor.Distributing = FALSE;
Wtr_Waiting = FALSE; NTT = TRUE;

IPort_Operational
(Selected == SELECTED) && port” attached && Port_Operational &&
(wtrWhile == 0) && (!Wtr_Waiting || Wtr_Revertive) &&
Partner.Synchronization && !coupled_control && !Partner.Collecting &&
('Actor.Collecting || Actor.Distributing)

COLLECTING

enableCollegting(); Actor.Synchronization = TRUE;
Actor.Collecting = TRUE; Actor.Distributing = FALSE;
Wir_Waiting = FALSE; NTT = TRUE;

IPort_Operational
(Selected == SELECTED) && port_attached && Port_Operational &&
(wtrWhile == 0) && (!Wtr_Waiting || Wtr_Revertive) &&
Partner.Synchronization && (coupled_control || Partner.Collecting) &&
!Actor.Distributing

Y

COLLECTING_DISTRIBUTING

enableCollectingDistributing(); Actor.Synchronization = TRUE;
Actor.Collecting = TRUE; Actor.Distributing = TRUE;
Wir_Waiting = FALSE; NTT = TRUE;

‘!Poﬂ_Operational

y vy |

ATTACHED_WTR

disableCollectingDistributing(); Actor.Synchronization = FALSE;
Actor.Collecting = FALSE; Actor.Distributing = FALSE;

wirWhile = Wtr_Time; Wtr_Waiting = TRUE;

IPort_Operational && (wtrWhile != Wtr_Time)

The following abbreviations are used in this diagram:
“Actor” = Actor_Oper_Port_State
“Partner” = Partner_Oper_Port_State

Figure 6-16—Mux state diagram
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The Selection Logic selects an Aggregator when the Mux machine is in the DETACHED state, with
port_attached and Ready both FALSE. During the selection process, the Selection Logic can set Selected to
any value as selection parameters change over time. Upon finding an appropriate Aggregator, the Selection
Logic sets Selected to SELECTED, but can force a delay to allow for the possibility that other Aggregation
Ports can also be selecting the same Aggregator and to synchronize the attachment of those Aggregation
Ports. When the Selection Logic has set Selected to SELECTED and is prepared to commit the Aggregation
Port to the selected Aggregator, it sets the Ready variable to TRUE. This allows the Mux machine to enter
the ATTACH state.

On entry to the ATTACH state, the Mux machine initiates the process of attaching the Aggregation Port €9
the selected Aggregator. Once the attachment process has completed, the port_attached variable is set.to
TRUE.

If Port Operational is FALSE when the port attached variable is set to TRUE, or if Port Operational
becomes FALSE at any time when the port attached variable is TRUE, the state machime enters the
ATTACHED WTR state. The wait-to-restore timer (wtrWhile) is started with the administered wait-to-
restore interval (Wtr_Time), and the Wtr_Waiting flag is set to TRUE. The wait-to-restore timer provides
hysteresis on the Port Operational signal that protects the LAG from repeated redistribution of
conversations among the aggregation links when a link is unstable. When the stat€ machine is configured for
non-revertive operation (Wtr_Revertive is FALSE), conversations that havebegn redistributed from a link in
a LAG that became non-operational are not redistributed back to the link Wwheh it becomes operational unless
the Selection Logic determines that there are no other links in the LAG\actively collecting and distributing
frames. While Port_Operational is FALSE, the state machine re€ntets the ATTACHED WTR state and
restarts the wtrWhile timer whenever the wtrWhile timer is decremented (once per second). The state
machine remains in the ATTACHED WTR state until Port Oferational has been continuously TRUE for a
wait-to-restore interval and, if configured for non-revertive<operation, until the Selection Logic has set the
Wtr_ Waiting flag to FALSE.

When the Aggregation Port is attached to the Aggiegator (port_attached is TRUE), the Aggregation Port is
operational (Port Operational is TRUE), the wait-to-restore timer has expired (wtrWhile == 0), and the
Aggregation Port is revertive (Wtr_Revertivé.js TRUE or Wtr_Waiting is FALSE), then a possible sequence
of events is for the Mux machine to enfer the ATTACHED state and then progress sequentially to the
COLLECTING and COLLECTING_DISTRIBUTING states as Partner Oper Port_State.Synchronization
and then Partner Oper ARort_State.Collecting become TRUE. If, however,
Partner Oper Port State.Synchronization is TRUE when the machine would enter the ATTACHED state,
the machine goes directly sto the COLLECTING state (if coupled control is FALSE) or the
COLLECTING DISTRIBUTING state (if coupled control is TRUE). Similarly, if both
Partner Oper_Port_State.Synchronization and Partner Oper Port_State.Collecting are TRUE when the
machine  would S-enter the ATTACHED state, the machine goes directly to the
COLLECTING-DISTRIBUTING state. The machine returns to the ATTACHED state from the
COLLECTING-or COLLECTING_DISTRIBUTING states if Partner Oper Port State.Synchronization
becomes,~“FALSE. The machine returns to the COLLECTING state from the
COLLECTING_ DISTRIBUTING state if coupled_control is FALSE and
Partner~Oper Port State.Collecting becomes FALSE while Partner Oper Port State.Synchronization

rémains TRUE.
Tn the AT TACHED state, the value of Actor_Uper_Port_state. Synchronization is set to 1 KUE. Collection ot

frames from the Aggregation Port and distribution of frames to the Aggregation Port are disabled, and
Actor_Oper_Port_State.Collecting and Actor_Oper_Port_State are set to FALSE.

In the COLLECTING state, collection of frames from the Aggregation Port is enabled, and
Actor_Oper_Port_State.Collecting is set to TRUE. Distribution of frames to the Aggregation Port is
disabled, and Actor Oper Port State.Distributing is set to FALSE. Actor Oper Port_State.Synchronization
is always TRUE while in the COLLECTING state.
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In the COLLECTING DISTRIBUTING state, the distribution of frames to the Aggregation Port and
collection of frames from the Aggregation Port are both enabled, and Actor Oper Port State.Collecting and
Actor_Oper Port_State.Distributing are set to TRUE. Actor Oper Port State.Synchronization is always
TRUE while in the COLLECTING_DISTRIBUTING state.

The sequence of operations and transitions defined for the COLLECTING and
COLLECTING_DISTRIBUTING states in this state machine when coupled_control is FALSE ensures that
frames are not distributed to an Aggregation Port until the Partner has enabled collection and that

distribution 1s stopped as soon as the Partner’s state indicates that collection has been disabled. This
sequence minimizes the possibility that frames will be lost or misdelivered during the process of bringing
the Aggregation Port into operation or taking the Aggregation Port out of operation. When coupled_centrol
is TRUE, indicating that independent control is not possible, the state machine does not wait for the [Partner
to signal that collection has started before enabling both collection and distribution.

The NTT variable is set to TRUE in the DETACHED, ATTACHED, COLBECTING, and
COLLECTING DISTRIBUTING states in order to ensure that the Partner is made aware of the changes in
the Actor’s state variables that are caused by the operations performed in those states:

NOTE—The NTT variable is not set to TRUE in the ATTACHED_ WTR state because ‘this state is entered when
Port_Operational is FALSE and an LACPDU could not be transmitted. When Port Operational becomes TRUE, an
LACPDU is transmitted by the LACP Transmit machine within a Short Timeout,/Time.

6.4.14 LACP Transmit machine

The LACP Transmit machine shall implement the function specified in Figure 6-17 with its associated
parameters (6.4.4 through 6.4.10).

BEGIN ||
IPort_Operational || loperRointToPointMAC ||
('Actor_Oper_Port_State.LACP_Activity &&IPartner_Oper_Port_State. LACP_Activity)

Y

NO_TX
LACP_txWhen = 0;

Partner.Oper_Port_State.Short_Timeout IPartner_Oper_Port_State.Short_Timeout
FAST_PERIODIC SLOW_PERIODIC
LACP_txWhen = Fast_Periodic_Time; LACP_txWhen = Slow_Periodic_Time;

INTT && !(LACP_txWhen == 0) &&
IPartner_Oper_Port_State.Short_Timeout

(NTT || (LACP_txWhen == 0) ||

(NTT || (LACP_txWhen == 0)) && Partner_Oper_Port_State.Short_Timeout) &&
txOpportunity txOpportunity
™>
transmitLACPDU();
NTT = FALSE;
UCT

Figure 6-17—LACP Transmit state diagram
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The LACP Transmit state machine has four states:

a) NO_TX. While in this state, LACPDU transmissions are disabled. When Port Operational is TRUE
and either the actor or partner state indicates Active LACP operation, the state machine transitions to
either FAST PERIODIC or SLOW_PERIODIC depending on the receive timeout rate in use by the
Partner (indicated by Partner Oper Port State.Short Timeout).

b) FAST PERIODIC. While in this state, periodic LACPDU transmissions are enabled at a fast
transmission rate.

c¢) SLOW _PERIODIC. While in this state, periodic LACPDU transmissions are enabled at a slow
transmission rate.

d) TX. This is a transitory state entered when NTT has been asserted or the periodic transmission timer
(LACP_txWhen) has expired. A single LACPDU is transmitted. Then the state machine ¢ransitions
through NO_TX to either FAST PERIODIC or SLOW_PERIODIC.

6.5 Marker protocol
6.5.1 Introduction

The Marker protocol allows the Frame Distribution function of an Actor’s Link Aggregation sublayer to
request the transmission of a Marker PDU on a given link. The Market PDU is received by the Partner’s
Frame Collection function and a Marker Response PDU is returned ofi the same link to the initiating Actor’s
Frame Distribution function. Marker and Marker Response PDUs.dre€not prioritized relative to the frames of
the conversations that they mark. Marker/Marker Response PDUs are subject to the operation of flow
control, where supported on the link. Hence, if the Frame Distribution function requests transmission of a
Marker PDU on a given link and does not transmit &ny* further frames that relate to a given set of
conversations until the corresponding Marker Response PDU is received from that link, then it can be
certain that there are no frames related to those conversations still to be received by the Partner’s Frame
Collection function. The use of the Marker protocol can therefore allow the Frame Distribution function a
means of determining the point at which a givén set of conversations can be reallocated from one link to
another without the danger of causing frames in those conversations to be misordered at the Frame
Collector.

NOTE—The use of the Marker protécol is further discussed in Annex B. An alternative to the Marker protocol is
defined in 6.6.

The operation of the Marker protocol is unaffected by any changes in the Collecting and Distributing states
associated with the Aggregation Port. Therefore, Marker and Marker Response PDUs can be sent on an
Aggregation Port whese Frame Distribution function is disabled; similarly, such PDUs can be received and
passed to the relevant Aggregator’s Frame Collection or Distribution function on an Aggregation Port whose
Frame Collection function is disabled.

The use~ot the Marker protocol is optional; however, the ability to respond to Marker PDUs, as defined for
the operation of the Marker Responder (see 6.5.4.1 and 6.5.4.2) is mandatory. Some distribution algorithms
might not require the use of a marker; other mechanisms (such as timeouts) can be used as an alternative.

The Marker protocol does not provide a guarantee ol a respoise 1roim the Partier, no provision is made 101
the consequences of frame loss or for the failure of the Partner System to respond correctly. Implementations
that make use of this protocol have to therefore make their own provision for handling such cases.
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6.5.2 Sequence of operations

Figure 6-18 illustrates the sequence of marker operations between an initiating and responding System.
Time is assumed to flow from the top of the diagram to the bottom.

Initiating System Responding System
Marker PDU transmitted

Distribution — — Marker PDU received | Gollection

Function g :
Function

(Marker . (Marker

Generator/ Marker Response PDU transmitted Responder)

Receiver) _ Marker Response PDU received | .~ — P

Figure 6-18—Marker protocol time sequence diagram

6.5.3 Marker and Marker Response PDU structure and encoding
6.5.3.1 Transmission and representation of octets

All Marker and Marker Response PDUs comprise an integral number of octets. The octets in a PDU are
numbered starting from 1 and increasing in the order they are put into the PDU. The bits in each octet are
numbered from 1 to 8, where bit 1 is the least significant bit:

When consecutive bits within an octet are used to represent a binary number, the highest bit number has the
most significant value. When consecutive octets are.used to represent a binary number, the most significant
octet has the lowest octet number and is transmitted first, followed by successively less significant octets
(with successively higher octet numbers).

When the encoding of (an element of), aVfarker or Marker Response PDU is depicted in a diagram,

a) Elements of a PDU are trafismitted from top to bottom.
b)  When an element contains multiple octets, the most significant octet is transmitted first.
¢)  When multiple o¢tets are depicted side by side, the octets are transmitted from left to right.

d) Within an octet, bits are shown with bit 8 (the most significant bit) to the left and bit 1 (the least
significant.bit) to the right.

6.5.3.2 Encapsulation of Marker and Marker Response PDU in frames
Marker~and Marker Response PDUs are encoded in the mac service data unit parameter of an

M_UNITDATA request or M_UNITDATA .indication. The first octets of the mac_service data_unit are the
Slow Protocols EtherType (Table 6-3), followed by the PDU as specified in 6.5.3.3.
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6.5.3.3 Marker and Marker Response PDU structure

The Marker PDU and Marker Response PDU structure shall be as shown in Figure 6-19 and further
described in the field definitions after the figure.

d)

e)

2)

h)

Marker PDU Octets Marker Response PDU
Subtype = Marker 1 Subtype = Marker
Version Number 1 Version Number
TLV_Type = Marker Information 1 TLV_Type = Marker Response Information
Marker_Information_Length= 16 1 Marker_Response_Information_Length = 16
Requester_Port 2 Requester_Port
Requester_System 6 Requester_System
Requester_Transaction_ID 4 Requester_Transaction_ID,
Pad =0 2 Pad=0
TLV_Type = Terminator 1 TLV_Type = Terminator
Terminator_Length = 0 1 Terminator_l'ength = 0
Reserved 90 Reseryed
FCS 4 FCS

Figure 6-19—Marker PDU and Marker Response PDU structure

Subtype. The Subtype field identifies the specific Slow Protocol being encapsulated. Both Marker
and Marker Response PDUs carry the-Marker subtype value 0x02.

Version number. This identifies the Marker protocol version; implementations conformant to this
version of the standard carry théyalue 0x01.

TLV Type = Marker Information/Marker Response Information. This indicates the nature of the
information carried in this "TLV-tuple. Marker Information is encoded as the integer value 0x01;
Marker Response Information is encoded as the integer value 0x02.

Marker_Information® Length/Marker Response_Information_Length. This field indicates the length
(in octets) of this TLV-tuple. Both Marker and Marker Response information use a length value
of 16 (0x LO):

RequesterPort. The Port Number assigned to the Aggregation Port by the Requester (the System
sending the initial Marker PDU).

Requester System. The MAC address component of the Requester’s System Identifier.

Requester Transaction_ID. The transaction ID allocated to this request by the requester, encoded as
an integer.

Pad. This field is used to align TLV-tuples on 16-byte memory boundaries. It is transmitted as zeros

in Marker PDUs; 1n Marker Response PDUSs, this field can be transmitted as zeros or with the
contents of this field from the Marker PDU triggering the response. The field is ignored on receipt in
all cases.

NOTE 1—The difference in handling of the Pad field in Marker Response PDUs allows an implementation to
reflect the contents of the received Marker PDU in its response, without enforcing the requirement to transmit
the field as zeros.
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1)  TLV Type = Terminator. This field indicates the nature of the information carried in this TLV-tuple.
Terminator (end of message) information carries the integer value 0x00.

1) Terminator_Length. This field indicates the length (in octets) of this TLV-tuple. Terminator
information uses a length value of 0 (0x00).

k)  Reserved. These 90 octets are reserved for use in future extensions to the protocol. It is transmitted
as zeros in Marker PDUs; in Marker Response PDUs, this field can be transmitted as zeros or with
the contents of this field from the Marker PDU triggering the response. The field is ignored on

receintin-all cases
r

NOTE 2—These trailing reserved octets are included in all Marker and Marker Response PDUs in order €0
force a fixed PDU size, regardless of the version of the protocol. Hence, a Version 1 implementation ‘s
guaranteed to be able to receive version N PDUs successfully, although version N PDUs can contain additional
information that cannot be interpreted (and is ignored) by the Version 1 implementation. A crucial factor in
ensuring backwards compatibility is that any future version of the protocol is required not to, redéfine the
structure or semantics of information defined for the previous version; it can add only new information
elements to the previous set. Hence, in a version N PDU, a Version 1 implementation canrexpect to find the
Version 1 information in exactly the same places as in a Version 1 PDU and can expect'to interpret that
information as defined for Version 1.

1)  FCS. This field is the frame check sequence (FCS), typically generated by the-inderlying MAC.
6.5.4 Protocol definition
6.5.4.1 Operation of the marker protocol

Marker PDUs can be generated by the Frame Distribution function to provide a sequence marker in the
stream of frames constituting a conversation or set of conversations. Received Marker PDUs are delivered to
the Marker Responder within the Frame Collection functien‘of the Partner System.

On receipt of a valid Marker PDU, the Frame Coll€etion function issues a Marker Response PDU, in the
format specified in Figure 6-19, to the same Aggregation Port from which the Marker PDU was received.
The Requester Port, Requester System, and Réquester Transaction ID parameter in the Marker Response
PDU carry the same values as those receivediin the corresponding Marker PDU.

Received Marker Response PDUs are pdssed to the Marker Receiver within the Frame Distribution function.
Implementation of the Marker Generator and Receiver is optional.

The Marker Generator, if iniplemented, shall comply with the frame rate limitation constraint for Slow
Protocols, as specified in{57A.3 of IEEE Std 802.3-2018. A Marker Responder can (but is not required to)
generate Marker Responses to Marker messages not in compliance with this constraint.

NOTE 1—1t is important that Marker Response PDUs not be queued indefinitely, and sent long after the corresponding
Marker PDU that.triggered the response.

Frames_ generated by the Marker Responder do not count towards the rate limitation constraint for Slow
Protocels, as specified in 57A.3 of IEEE Std §02.3-2018.

NOTE 2—The Marker Responder behaves the same whether Link Aggregation is employed in a single system or as part
of a DRNI (Clause 9). In the latter case, frames in transit between one DRNI System and another when a Marker

Response is generated can be delivered out of order. See 6.6 for an alternative method of ensuring frame ordering.
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6.5.4.2 Marker Responder state diagram

The Marker Responder shall implement the function specified in Figure 6-20, with its associated parameters
(6.5.4.2.1 and 6.5.4.2.2).

BEGIN

WAIT FOR MARKER

AggMuxN:M_UNITDATA.indication(DA, SA, mac_service_data_unit, priority)

A4

RESPOND TO MARKER

Change TLV_Type in mac_service_data_unit from Marker_Information to Marker_Response_Information
AggMuxN:M_UNITDATA request(Protocol_DA, SA, mac_service_data_unit, priority)

ucTt

The value of N (the Port Number) in the AggMuxN:M_UNITDATA.request primitive
is the same as that of the received AggMuxN:M_UNITDATA.indication

Figure 6-20—Marker Responder state diagram
6.5.4.2.1 Variables

DA
SA
mac_service data unit
priority
The parameters of the M_UNITDATA .request and M_UNITDATA..indication primitives.
Protocol DA
The address determined by the setting of the aAggPortProtocolDA managed object (7.3.2.2.1).
Data Type: 6 octets.

6.5.4.2.2 Messages

AggMuxN:M\'UNITDATA .request

Thelservice primitive used to transmit a frame with the specified parameters.
AggMuxN:M_UNITDATA .indication

The service primitive used to pass a received frame to a client with the specified parameters.

Uporireeeipt of an AggMuxN:M_UNITDATA .indication primitive, the Marker Responder shall not validate
the Version Number, Pad, or Reserved fields in the contained Marker Request PDU. The same actions are
taken regardless of the values received in these fields. A Marker Responder may validate the

AL L Lo . L L Tl I | s mi | 1 1 - " 4l el al " gy It " 1
IVIMIILCI_IIUU’IILMLLUH_LCILSLH LICIU.  1T1IUOU UUIIa VIULS, lUéCUlCl WIULD I CULISU At U TUtuIc pPprotutul
enhancements discussed in the note in item k) of 6.5.3.3, allow Version 1 devices to be compatible with
future revisions of the protocol.
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6.6 Conversation-Sensitive Collection and Distribution

Conversation-Sensitive Collection and Distribution (CSCD) allows administrative control of the Frame
Distributor’s selection of the Aggregation Link for each frame and allows the Collector to accept frames
received only on the expected Aggregation Link.

The distribution of frames can be controlled regardless of whether the Link Aggregation partner supports
CSCD. If the partner has a matching CSCD configuration, each conversation supported by the LAG can be

distributed to the same Aggregation Link in both directions. This facilitates load balancing, detailed traffic
management and bandwidth control, and implementation of monitoring and policing functions on a LAG.

Conversation-Sensitive Collection and Distribution does not require a particular distribution algorithm;
rather it creates a structure for identifying and configuring a variety of standardized or vendor-defined
distribution algorithms. It uses the following:

a) A Port Algorithm (identified by the Aggregator’s Actor Port Algorithm variable and, in some
cases, supplemented by the Admin_ Conv_Service Map variable) used te,associate each frame
transmitted or potentially received by an Aggregator with a 12-bit Port Cofiversation ID (6.6.1).

b) A Collection_Conversation Mask for each Aggregation Port, with\a.Single bit for each Port
Conversation ID that permits or denies reception from the port’s Aggregation Link.

¢) A Distribution_Conversation Mask for each Aggregation Porty, 'with a single bit for each Port
Conversation ID that permits or denies distribution to the port’s’/Aggregation Link.

The Collection_Conversation Mask and Distribution_Conversation Mask for each Aggregation Port
attached to an Aggregator are automatically updated as a conisequence of the configuration of, or changes to,
the following:

d) The value of Actor Oper Port State.Collecting for any Aggregation Port attached to the
Aggregator. The Aggregation Port- 18 considered “active” on the Aggregator when
Actor_Oper_Port_State.Collecting i\ TRUE.

e) The operational Link Number forseach active Aggregation Port attached to the Aggregator.

f)  The Admin Conv_Link Mapfor'the Aggregator, which determines one (or none) of the active Link
Aggregation Ports (identified by their Link Numbers) to distribute frames for any given Port
Conversation ID.

g) The Discard Wrong.€onversation variable for the Aggregator, which determines whether frames
with a given Port\Conversation ID are received from any active Aggregation Port or only from the
Aggregation Rort to which that Port Conversation ID would be distributed.

The Admin_Cgny-Link Map and active Link_Numbers are used to calculate a Conversation_Port Vector
for the Apgregator to map each Port Conversation ID to an Aggregation Port. The
Conversation Port Vector is then used to generate a Port Oper Conversation Mask for each of the
Aggregator’s active Aggregation Ports, with a single bit for each Port Conversation ID. The bit is set
(TRUE) if frames associated with the Port Conversation ID are to be distributed to that Aggregation Port.

When an Ageregation Port is not active, its Distribution Conversation Mask is cleared so that transmission

is inhibited; otherwise, it is updated by using its Port Oper Conversation Mask with care not to permit
transmission of an conversation through more than one Aggregation Port at the same time.

The operation of Conversation-Sensitive Collection and Distribution is summarized in Figure 6-21. Some

details of the operation are necessarily omitted. Figure 6-21 is provided for the convenience of the reader;
however, the detailed specification in 6.6.3 takes precedence.
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RA: Rrame received from an Aggregation Port that is active in the LAG.

R2:The Actor_Port_Algorithm, possibly with the Admin_Conv_Service_Map, determine the frame’s Port Conversation ID.

R3: The Port Conversation ID is used to look up a Boolean in the Collection_Conversation_Mask. If TRUE (and if the port
is collecting) the frame is passed to the Aggregator Client.

Receive:

Transniit: T1: Frame transmitted by an Aggregation Client.
T2: The Actor_Port_Algorithm, possibly with the Admin_Conv_Service_Map, determine the frame’s Port Conversation ID.
T3: The Port Conversation ID is used to look up a Boolean in the Distribution_Conversation_Mask. The frame is
transmitted at an Aggregation Port where the Boolean is TRUE (and the port is distributing).

Control: C1: The Actor_Port_Algorithm (and possibly Conversation_Port_Vector) is configured for each Aggregator.
C2: The Admin_Conv_Link_Map is configured for each Aggregator.
C3: The Admin_Conv_Link_Map together with the operational list of links active on the Aggregator determine the
Aggregation Port to be used for frames associated with each Port Conversation ID.
C4: The Conversation_Port_Vector is used to create a Boolean mask for each Aggregation Port in the LAG.
C5: The mask is copied to the Distribution_Conversation_Mask to control the distribution by Port Conversation ID.
C6: The mask, together with Discard_Wrong_Conversation, control the collection by Port Conversation ID.

Figure 6-21—Conversation-Sensitive Collection and Distribution overview
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CSCD-capable Systems use version 2 LACP to exchange the Actor’s and Partner’s Port Algorithm and
digests of their Admin Conv_Service Map and Admin Conv_Link Map and to agree on a common
Link Number for each Aggregation Port; as a result, every Actor can know if its Partner distributes (or is
about to distribute) the same conversations to the same links. If so, and if the Aggregator’s
Admin_Discard Wrong Conversation variable value is AUTO, each active Aggregation Port’s
Port_Oper_Conversation_Mask is used to update its Collection_Conversation Mask. If the Actor’s and
Partner’s distribution configuration differ, or the Admin Discard Wrong Conversation value is
FORCE_FALSE, the Collection_Conversation Masks are updated to permit reception of any conversation

on any of the Aggregation Ports. The Admin Discard Wrong Conversation value can also be
FORCE_TRUE, with the Port_Oper_Conversation_Mask used to update the
Collection_Conversation Mask independently of Port Algorithm or Admin Conv_Link Map differences.
Note that CSCD-capable systems are not required to support the values AUTO and FORCE_TRUE! for'the
Admin_Discard Wrong_ Conversation variable (5.3.2 and 7.3.1.1.35).

6.6.1 Port Algorithms and Port Conversation IDs

A Port Algorithm specifies how each frame (i.e., service requests from the Aggregater Port and service
indications from the Aggregation Port) is associated with a Port Conversation ID/taking a value between 0
and 4095. In particular the algorithm specifies how the contents of one or moré{fields in the frame are used
to determine the Port Conversation ID.

The Port Algorithm is identified by the Actor Port Algorithm variable, The three most significant octets of
the Actor Port Algorithm are an OUI identifying the organizatioriresponsible for the specification of the
algorithm. The fourth octet differentiates between algorithmsy'specified by the same organization.
Subclause 8.2 specifies the algorithms defined by this standard.

Possible algorithms map a frame field (e.g., a VLAN identifier) directly to the Port Conversation ID or use
an algorithmic mapping (e.g., a hash algorithm that, reduces the contents of specified fields to a 12-bit
integer). This standard also supports table-driven nappings (e.g., of an I-SID to a Port Conversation ID) and
algorithmic and table-driven mapping combinations, by specifying an optional per Aggregator configurable
Admin_Conv_Service Map that maps 32-bit.Service-IDs to Port Conversation IDs. A CSCD-capable Actor
and its Partner can exchange an MDSidigest of their Admin Conv_Service Map as well as their
Actor_Port_Algorithm identifier to confirm that they are using the same frame to Port Conversation 1D

mapping.
6.6.2 Link numbers and:link selection

In a CSCD-capable System, each Aggregator’s Admin_Conv_Link Map uses Link Numbers to identify
Aggregation Links,Swith a local mapping of the Link Numbers to the Actor Port Numbers used to identify
Aggregation Perts/within the System as a whole. Each Aggregation Port has a locally configured
Admin_Link, Number that is unique among the Aggregation Ports with the same Aggregation Key (because
they couldibe attached to the same Aggregator). The Admin Link Number is initially used as the
operational Link Number. The operational Link Number value is transmitted in Version 2 LACPDUs.

Ifial} of the following conditions apply:

a) An Aggregation Port is In_ current receipt (i.c., Actor_Uper_Port_state.Detaulted and
Actor_Oper_Port_State.Expired are both FALSE) of a Version 2 LACPDU;

b) The Aggregation Port is active as described in item d) of 6.6;

c¢) The concatenation of the Partner’s System Identifier (6.3.2) and Port Identifier (6.3.4) is numerically
lower than the concatenation of the Actor’s System Identifier and Port Identifier;
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d) The Actor and its Partner are using the same Port algorithm (with the same
Admin_Conv_Service Map if used by the algorithm) and the same Admin Conv_Link Map (i.e.,
differPortAlgorithms, differConvServiceDigests, and differConvLinkDigests are all FALSE),

then the operational Link Number used by the Aggregation Port is changed to the value transmitted by the
Actor’s Partner (Partner Link Number); otherwise, the Aggregation Port continues to use the
Admin_Link Number as the operational Link Number.

The Admin_Conv_Link Map variable 1s configured with a link selection preference list, 1.e., a sequence of,
one or more Link_ Numbers in preference order (highest to lowest), for each Port Conversation ID. The first
Link Number in the list associated with a currently active Aggregation Port determines the Aggregation
Port to which frames associated with that Port Conversation ID are distributed. The current association of
Port Conversation IDs to Aggregation Ports is stored in the Aggregator’s Conversation Port.' Vector
variable, from which each Aggregation Port’s Port_ Oper_Conversation Mask is derived.

6.6.3 Conversation-sensitive LACP

Conversation-sensitive LACP enables configuration, control, and coordination ‘of the Conversation-
Sensitive Collection and Distribution functions of each participating Systern/or DRNI by using static
information local to each System or DRNI and dynamic information exchanged using the Version 2 TLVs
specified in 6.4.2.4.

For each Aggregator in a System or DRNI, Conversation-sensitive CLA€P

a)  Maintains the configuration information for Conversation-Sensitive Collection and Distribution;
b) Maintains an operational Link Number list for each Aggregation Port active on the LAG.

c¢) Uses the configuration information and the{list of active links to generate a map of Port
Conversation IDs to Aggregation Ports for use'by the Distributor.

d) Exchanges configuration information with the Partner System on each Aggregation Port attached to
the Aggregator.

e) Uses information from the Partnét*System’s Link Aggregation Control entity to enable or disable
per Port Conversation ID franie*Collection and distribution at the Aggregator Parser/Multiplexer of
each Aggregation Port.

The operation of Conversation-sensitive LACP is described in detail in 6.6.3.1 through 6.6.3.5. The
Conversation-sensitive AAGP is integrated with the Link Aggregation Control in Figure 6-3. Much of the
actual operation of Conyersation-sensitive LACP is the result of Conversation-sensitive LACP functions
(6.6.3.4) invoked By-the LACP Receive machine (6.4.11) or Mux machine (6.4.13). The remainder of
Conversation-sensitive LACP operation is the result of the Update Mask machine (6.6.3.5).

The parameters that characterize a distribution algorithm come in sets of three, distinguished by the suffixes
Port_Adgorithm, Conv_Service Digest, and Conv_Link Digest. Conversation-sensitive LACP maintains
fourvariations of these parameter sets, distinguished by the prefixes Actor, Actor_Oper, Partner Oper, and
Partner (see Figure 6-22). The use of each of these four sets is best understood by considering the general
flow of distribution algorithm information in Conversation-sensitive LACP:

1)  An Aggregator’s Actor variables are either configured values (Actor Port Algorithm) or MD5
digests  calculated from  configured  values (Actor_Conv_Service Digest and

Actor_Conv_Link Digest calculated from Admin_Conv_Service Map and
Admin_Conv_Link Map, respectively) that describe the distribution algorithm currently in use by
the Aggregator.
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2)  An Aggregation Port’s Actor Oper variables are copied from the Aggregator’s set of Actor variables
when the Aggregation Port is attached to the Aggregator. These are conveyed in LACPDUs and
accurately  reflect the values in use by the actor’s Aggregator when
Actor_Oper_Port_State.Synchronization is TRUE.

3) An Aggregation Port’s Partner Oper variables are captured from LACPDUs and accurately reflect
the values in use by the partner’s Aggregator when Partner Oper Port State.Synchronization is
TRUE.

are TRUE, and then the Mux machine enters the COLLECTING (ot
COLLECTING_DISTRIBUTING state. The Partner variables describe the distribution algorithm
believed to be currently in use by the partner’s Aggregator.

The Aggregator’s Actor variables are compared to the Partner variables, with the result dgtérmining the
operational values of the Aggregator’s Discard Wrong_Conversation variable and each active Aggregation
Port’s operational Link Number variable.

Mgmt Aggregator Aggregation Port Link
Variables Variables
1: Actor

Actor_Port_Algorithm
Actor_Conv_Service_Digest
Actor_Conv_Link_Digest

2: Actor_Oper

Actor_Oper_Port_Algorithm
Actor_Oper_Conv_Service_Digest
Actor_Oper_Conv_Link_Digest

Tx LACPDU

3: Partner_Oper

Partner_Oper_Port_Algorithm

Partner_Oper_Conv_Service_Digest
Partner_Oper_Conv_Link_Digest Rx LACPDU

4: Partner

Partner_Port -Algorithm
Partner_CpenviService_Digest
Partner_Cony. Link_Digest

Figure 6-22—Distribution algorithm information flow

6.6.3.1 Per-Aggregator variables

Actor_Port Algorithm
This administrative variable indicates the distribution algorithm used by the Actor to assign
frames to Port Conversation IDs and is exchanged with the Partner System to determine

changeActorDistAlg flag is set to TRUE.
Data Type: 4-octet distribution algorithm (Figure 8-1).
Alias of aAggPortAlgorithm (7.3.1.1.33).

Admin_Conv_Service Map
An array, indexed by Port Conversation ID, of entries, where each entry is a set of Service IDs
(8.2) that map to that Conversation ID. Any given Service ID value can appear in at most one
entry in the array. A Service ID appearing in more than one entry in the array can, when
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Discard Wrong_ Conversation is TRUE, cause significant frame loss. A Service ID value not
contained in any entry does not map to any Conversation ID, and frames associated with that
Service ID value are discarded. When modified, the Actor Conv_Service Digest is
recalculated, and, if the most significant bit of the fourth octet of Actor Port Algorithm is 1
indicating  distribution  algorithm  uses the = Admin Conv_Service Map, the
changeActorDistAlg flag is set to TRUE.

Data Type: Array, indexed by Conversation ID, of lists of Service IDs (8.2).

Alias of aAggAdminConvServiceMap (7.3.1.1.36).

Actor_Conv_Service Digest
A digest of Admin_Conv_Service Map for exchange with the Partner System to determing
whether the Partner is using the same map. The digest is a 16-octet MDS5 fingerprint
(IETF RFC 1321) and is calculated whenever there is an administrative change|fo."the
Admin_Conv_Service Map. To calculate the digest, Admin_Conv_Service Map is ¢onSidered
to contain 4096 consecutive elements, where each element contains a list of zere or more
Service IDs (8.2), encoded as binary numbers in increasing order, followed /by the Port
Conversation ID to which they are mapped. The first element contains‘the Service ID(s)
assigned to Port Conversation ID 0, the second element contains the Serviee ID(s) assigned to
Port Conversation ID 1, the third element contains the Service/AD(s) assigned to Port
Conversation ID 2, and so on, with the last element containing the’ Service ID(s) assigned to
Port Conversation ID 4095.
Data Type: MD5 digest.
Alias of aAggConvServiceDigest (7.3.1.1.39).

Admin_Conv_Link Map
An array, indexed by Port Conversation ID, of link selection preference lists. A link selection
preference list is a sequence of one or more Link{ Numbers in the order of preference, highest
to lowest, for the corresponding link to carpy-that Port Conversation ID. The first value in the
sequence that is the same as a Link Numbertin the Active LAG_Links list means frames with
that Port Conversation ID will be distributed to the Aggregation Port with that operational
Link Number. A Link Number valug.of zero is used to indicate that no link is assigned to
carry the associated Port Conversation ID. When modified, the Actor Conv_Link Digest is
recalculated, and the changeActorDistAlg and changeConvLinkMap flags are set to TRUE.
Data Type: Array, indexed by:€onversation ID, of lists of Link Numbers.
Alias of aAggAdminConyLinkMap (7.3.1.1.34).

Actor_Conv_Link Digest
A digest of Admin ‘Conv_Link Map for exchange with the Partner System to determine
whether the Parfner is using the same map. The digest is a 16-octet MD5 fingerprint (see
IETF RFC 132)) and is calculated whenever there is an administrative change to the
Admin_Conv_Link Map. To calculate the digest, Admin_Conv_Link Map is considered to
contaifi-4096 consecutive elements, where each element contains a list of Link Numbers,
eneoded as binary numbers in the order of preference, highest to lowest, followed by the Port
Conversation ID. The first element contains the prioritized list of Link Numbers assigned to
Port Conversation ID 0, the second element contains the prioritized list of Link Numbers
assigned to Port Conversation ID 1, the third element contains the prioritized list of
Link Numbers assigned to Port Conversation ID 2, and so on, with the last element containing
the prioritized list of Link Numbers assigned to Port Conversation ID 4095.
Data Type: MD5 digest.

Alias of aAggConvLinkDigest (7.3.1.1.33).

Partner Port Algorithm
The most recent value of Partner Oper_Port Algorithm for any Aggregation Port active on this
Aggregator. Set by the compareDistributionAlgorithms function and used by the
compareDistributionAlgorithms function of the Update Mask machine.
Data Type: 4-octet distribution algorithm (Figure 8-1).
Alias of aAggPartnerPortAlgorithm (7.3.1.1.40).
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Partner Conv_Service Digest
The most recent value of Partner Oper Conv_Service Digest for any Aggregation Port active
on this Aggregator. Set by the compareDistributionAlgorithms function and used by the
compareDistributionAlgorithms function of the Update Mask machine.
Data Type: MD5 digest.
Alias of aAggPartnerConvServiceDigest (7.3.1.1.42).
Partner Conv_Link Digest
The most recent value of Partner Oper Conv_Link Digest for any Aggregation Port active on
this Aggregator. Set by the compareDistributionAlgorithms function and used by the
compareDistributionAlgorithms function of the Update Mask machine.
Data Type: MDS5 digest.
Alias of aAggPartnerConvLinkDigest (7.3.1.1.41).
Active LAG_Links
A list, possibly empty, of the operational Link Number associated with each Aggregation Port
attached to this Aggregator that is active on the LAG (i.e., Actor Oper_ Port_State/Collecting is
TRUE). The Update Mask machine creates the list in the updateActiveLink's(fiinction and uses
the list in the updateConversationPortVector function.
Data Type: A list of Link_ Numbers.
Alias of aAggActiveLinks (7.3.1.1.43).
Admin_Discard_Wrong_Conversation
Provides administrative control over the Discard Wrong, Conversation parameter that
determines whether the Frame Collector discards any framg, received from an Aggregation Port
with a Port Conversation ID not set in Port Oper Conversation_Mask. The variable is set
equal to aAggAdminDiscardWrongConversation (7.3:1.1.35), and the default value is AUTO.
The changeDistAlg flag is set to TRUE if this variable is changed while there are any active
Aggregation Ports attached to the Aggregator:
Values:
FORCE_TRUE: The value of Discard” Wrong_Conversation is always TRUE.
FORCE_FALSE: The value of Biscard Wrong_Conversation is always FALSE.
AUTO: The value of (Discard Wrong Conversation is TRUE if all of
differPortAlgorithms, diffét€onvLinkDigests, and differConvServiceDigests are FALSE,
and the value is FALSEotherwise.
Alias of aAggAdminDiscafdWrongConversation (7.3.1.1.35).
Discard Wrong Conversation
When TRUE, the, Cellection_Conversation Mask for each Aggregation Port active on the
Aggregator i ,* generated from the Port Oper Conversation Mask so  that
M_UNITDATA: indication primitives received at the Aggregation Ports are discarded or passed
to the Erame Collector by the Aggregator Parsers according to the Port Conversation ID.
When&-FALSE, the Collection Conversation Masks are set to TRUE for all
Port\Conversation IDs so the Aggregator Parsers do not filter M_UNITDATA. indication
primitives received at the Aggregation Ports. The value is determined by the
eompareDistributionAlgorithms function of the Update Mask machine.
Data Type: Boolean.
Alias of aAggOperDiscardWrongConversation (7.3.1.1.37).
Conversation Port Vector
An array, indexed by ConversationID, that contains the Actor Port Number of the
————Aggrcgation Port attached To This Aggregator that carrics Trames associated with @ givenm —
Conversation ID. The Update Mask machine creates the vector in the
updateConversationPortVector function and uses the vector in the updateConversationMasks
function.
Data Type: sequence of Actor Port Numbers.
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6.6.3.2 Variables associated with each Aggregation Port

Admin_Link Number
The Link Number value for the Aggregation Port, configured by the System’s administrator,
that is unique among all Aggregation Ports that have the same
Actor_Admin Port System Priority, Actor_Admin Port System, and
Actor Admin_Port Key values and selected from the set of Link Numbers in the
Admin_Conv_Link Map of any Aggregator with matching Actor Admin_System Priority,

Actor_Admin_System, and Actor Admin Aggregator Key values. More than one
Aggregation Port in a LAG having the same Admin Link Number can, 6f
Discard Wrong_Conversation is TRUE, result in significant frame loss. Ifthe
Admin_Link Number is not in the set of Link Numbers in the Admin_Conv_Link Map,.then
no frames will be distributed to this Aggregation Port. If this value is changed when
Actor_Oper_Port_State.Collecting is TRUE, then the selected Aggregator’s changeLinkState
flag is set to TRUE.

Data Type: Integer.

Value: 0 to 65535.

Alias of aAggPortAdminLinkNumber (7.3.2.1.27).

NOTE—While setting the Admin_Link Number to 0 is allowed, the coniséqtience is that when this value
is used as the operational Link Number, no frames are distributed to this'Aggregation Port.

Link Number
This System’s operational Link Number for this Aggregation Port, used to identify the
Aggregation Link within the LAG. When the Aggregation Port is collecting, and the Actor and
Partner Aggregators have matching distribution*algorithm parameters, the value of the
Link Number will be common to both the Agtor*and Partner; otherwise, the value is local to
the Actor and is copied from the Admin_Link\Number.
Data Type: Integer.
Value: 0 to 65535.
Alias of aAggPortOperLinkNumber (7:3.2.1.28).

Partner Link Number
The last-received value of the Partner Link Number, or zero if the Aggregator Port is using
default values for the Partnet-or the Partner LACP_Version is 1.
Data Type: Integer.
Value: 0 to 65535.
Alias of aAggPortPartnerLinkNumber (7.3.2.1.29).

Port Oper_Conversation Mask
The operationdl Boolean vector, indexed by Port Conversation ID, that indicates whether the
indexedtPort Conversation ID is distributed through this Aggregation Port (TRUE = passes).
This~yariable is cleared (value set to FALSE for all Conversation IDs) when
Actor”“Oper_Port State.Collecting is set to FALSE and maintained by the
updateConversationMasks function when Actor_Oper Port_State.Collecting is TRUE.
Data Type: sequence of Boolean values, indexed by Port Conversation ID.
Alias of aAggPortOperConversationPasses (7.3.2.1.25).

Actor_Oper Conv_Link Digest
The prioritized Port Conversation ID-to-Aggregation Port assignments of the Aggregator to
which this Ageregation Port was most recently attached. The default value for an Aggregation

Port that has not yet been attached to an Aggregator is NULL. This variable is conveyed in
Version 2 LACPDUs by the Port Conversation Link Digest TLV (6.4.2.4.2).
Data Type: MD5 digest.

Actor_Oper Conv_Service Digest
The Port Conversation ID-to-Service ID assignments of the Aggregator to which this
Aggregation Port was most recently attached. The default value for an Aggregation Port that
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has not yet been attached to an Aggregator is NULL. This variable is conveyed in Version 2
LACPDUSs by the optional Port Conversation Service Digest TLV (6.4.2.4.3).
Data Type: MDS5 digest.

Actor_Oper_Port_Algorithm
The algorithm to assign frames to Port Conversation IDs used by the Aggregator to which this
Aggregation Port was most recently attached. The default value for an Aggregation Port that
has not yet been attached to an Aggregator is “Unspecified” (Table 8-1). This variable is
conveyed in Version 2 LACPDUs by the Port Algorithm TLV (6.4.2.4.1).

Data Type: 4-octet distribution algorithm (Figure §-1).
Partner Oper Conv_Link Digest
The most recently received digest of the Partner System’s prioritized Port Conversation IDto-
Aggregation Port assignments.
Data Type: MD5 digest.
Partner Oper Conv_Service Digest
The most recently received digest of the Partner System’s Port Conversation dD<to-Service ID
assignments.
Data Type: MDS5 digest.
Partner Oper_ Port Algorithm
The most recently received value of the algorithm used by the Partatr System to assign frames
to Port Conversation IDs.
Data Type: 4-octet distribution algorithm (Figure 8-1).

6.6.3.3 Variables used for managing the operation of thesstate diagrams

BEGIN
This variable indicates the initialization (er'reinitialization) of the Conversation-sensitive
LACP protocol entity. It is set to TRUE whenvthe System is initialized or reinitialized and is set
to FALSE when (re)initialization has cempleted.
Data Type: Boolean.

The following variables are controlled by thé.execution of the state machines.

changeLinkState
A signal to an Aggregator’s Update Mask machine indicating that there has been a change to
the state of an_Aggregation Link that could require an update of the Aggregator’s
Active LAG _Links variable. It is set to TRUE when there is a change to
Actor_Oper(Port State.Collecting for any Aggregation Port attached to this Aggregator or a
change to the Link Number associated with an Aggregation Port attached to this Aggregator
that has‘Actor Oper Port State.Collecting TRUE. It is also set to TRUE when there is a
change'to the Admin_Conv_Link Map or the Admin_Link Number for this Aggregator when
Actor_Oper Port State.Collecting is TRUE. It is set to FALSE by the Update Mask state
machine.
Data Type: Boolean.

changeAggregationLinks
A signal internal to an Aggregator’s Update Mask machine indicating that there has been a
change to the list of Link Numbers associated with Aggregation Ports that are active on the

Aggregator or that there has been an administrative change to the Admin_Conv_Link_Map
when one or more Aggregation Ports are active on the Aggregator.
Data Type: Boolean.

changeActorDistAlg
A signal that is set to TRUE in response to an administrative change to the
Actor_Port_Algorithm, Admin_Conv_Service Map, or Admin Conv_Link Map variable for
the Aggregator. It is set to FALSE by the Update Mask state machine.
Data Type: Boolean.

Copyright © 2020 IEEE. Al rights reserved.


https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

changeConvLinkMap
A signal to an Aggregator’s Update Mask machine indicating that there has been an
administrative change to the Admin_Conv_Link Map.
Data Type: Boolean.

changeDistAlg
A signal indicating there has been a change to the distribution algorithm parameters while there
are one or more active Aggregation Links in the LAG. It is set to TRUE in response to an
administrative change to the Actor Port Algorithm, Admin Conv_Service Map, or
Admin_Conv_Link Map variable for the Aggregator while an Aggregation Port 1s active or a
change to the Partner Oper Port Algorithm, Partner Oper Conv_Service Digest, Ot
Partner Oper_Conv_Link Digest variable on an active Aggregation Port. This flag is alse‘set
to TRUE when there is a change to the Admin_Discard Wrong_Conversation variable while
there are any active Aggregation Ports attached to the Aggregator. It is set to FALSE'by the
Update Mask state machine.
Data Type: Boolean.

changeCSCD
A signal internal to an Aggregator’s Update Mask machine indicating that the Aggregator’s
Conversation Port Vector has changed or the current (opetrational value of
Discard Wrong_Conversation has changed on an Aggregator with‘active Aggregation Links.
Data Type: Boolean.

differConvServiceDigests
A Boolean indicating that the most significant bit~ef the fourth octet of both the
Actor_Port_Algorithm and Partner Port Algorithm is-I~dnd the Actor Conv_Service Digest
and the Partner Conv_Service Digest are different. Calculated and wused in the
compareDistributionAlgorithms function of the Update Mask machine.
Data Type: Boolean.

differPortAlgorithms
A Boolean that, when TRUE,\\indicates the Actor Port Algorithm and the
Partner Port Algorithm are different. Calculated and used in the
compareDistributionAlgorithms fusction of the Update Mask machine.
Data Type: Boolean.

differConvLinkDigests
A Boolean indicating that‘the Actor Conv_Link Digest and the Partner Conv_Link Digest
are different or that the\Partner Link Number is zero indicating that the most recently received
LACPDU did not contain a Port Conversation Link Digest TLV. Calculated and used in the
compareDistribufionAlgorithms function of the Update Mask machine.
Data Type: Boglean.

6.6.3.4 Functions

recordDefaultPortCSCD
This function sets the Partner Link Number to zero, sets the value of
Partner Oper Port Algorithm to “Unspecified” (Table 8-1), and sets

Partner Oper_Conv_Service Digest and Partner Oper_Conv_Link Digest to all zeros.

recordPortCSCD
— IT a Port Algorithm 1LV (0.4.2.4.1) is included in the received LACPDU, then the value ol the

Actor_Port_Algorithm field in the TLV is stored as the current operational parameter value for
Partner Oper Port Algorithm; otherwise, Partner Oper Port Algorithm is set to
“Unspecified” (Table 8-1).

If the most significant bit of the fourth octet of the Partner Oper Port Algorithm is 1 and a

Port Conversation Service Digest TLV (6.4.2.4.3) is included in the received LACPDU, then
the value for the Actor Conv_Service Digest field in the TLV is recorded as the current
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operational parameter value for Partner Oper Conv_Service Digest. Otherwise, the
Partner Oper Conv_Service Digest is set to all zeros, and, if the most significant bit of the
fourth octet of the Actor Oper_Port Algorithm is 1, then the most significant bit of the fourth
octet of the Partner Oper Port Algorithm is set to 0.

If a Port Conversation Link Digest TLV (6.4.2.4.2) is included in the received LACPDU, then
the values of the Link_Number and Actor _Conv_Link_Digest fields in the TLV are stored as the
current  operational  parameter values for the  Partner Link Number and

Partner Oper_Conv_Link Digest, respectively. Otherwise, the Partner Link Number 1s set to
zero, and the Partner Oper_Conv_Link Digest is set to all zeros.

If this results in a change to the Partner Link Number value_| when
Actor_Oper Port State.Collecting is TRUE, the changeLinkState flag for th&»selected
Aggregator is set to TRUE. If this results in a change to the, “value of
Partner Oper_ Port Algorithm, Partner Oper Conv_Service Digest, or
Partner Oper Conv_Link Digest when Actor Oper Port State.Collecting‘is) TRUE, then the
newly recorded values of Partner Oper Port Algorithm, Partner OpersConv_Service Digest,
and Partner Oper_Conv_Link Digest are copied to the Aggregator’s’Partner Port Algorithm,
Partner Conv_Service Digest, and Partner Conv_Link Digest vatiables, respectively; and the
changeDistAlg flag is set to TRUE.

resetAggregatorCSCD
This function initializes the Aggregator’s ConversationsSensitive Collection and Distribution
variables as follows:

The Partner Port Algorithm variable jis set to “Unspecified” (Table 8-1), and the
Partner Conv_Link Digest and Partnety€onv_Service Digest variables are set to all
ZETO0S.

The values of diffetRortAlgorithms, differConvLinkDigests, and
differConvServiceDigests are set'to FALSE.

If the value of Admin ‘Discard Wrong Conversation is FORCE TRUE, then
Discard Wrong_Conversation is set to TRUE; otherwise, Discard Wrong_Conversation
is set to FALSE.

The Active LAG~ Links variable is set to an empty list.

The value ofithe Conversation Port Vector variable is set to zero for all Conversation IDs.

updateActiveLinks
This function builds a new Active LAG Links list based on the current state of the
Aggregation Ports attached to this Aggregator. The Active LAG_Links is first emptied. Then,
for~ ~each Aggregation Port in this Aggregator’s LAG Ports list  with
Actor Oper_Port_State.Collecting equal to TRUE, Partner Oper Port_State.Synchronization
équal to TRUE, and Selected equal to SELECTED,
If the logical ‘OR’ of the Aggregator’s differPortAlgorithms, differConvServiceDigests,
and differConvLinkDigests flags is FALSE and if the concatenation of
Partner Oper System Priority, Partner Oper System, Partner Oper Port Priority, and
Partner Oper Port Number is numerically less than the concatenation of

Actor_Oper_Port_System_Priority, Actor Oper Port System, Actor Port Priority, and
Actor_Port Number, then the value of Partner Link Number is copied to Link Number.
Otherwise, the value of Admin_Link Number is copied to Link Number.
The resulting Link Number is placed in the new Active LAG Links list.

If the new Active LAG Links list is different from the old, the changeAggregationLinks flag
is set to TRUE and, if the Aggregator supports a DRNI Gateway, the newHomelnfo value for
the DRNI Gateway is set to TRUE.
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updateActorDistributionAlgorithm
For each Aggregation Port in the LAG Ports list, the values of the Aggregator’s
Actor_Port_Algorithm, Actor Conv_Service Digest, and Actor Conv_Link Digest variables
are copied to the Aggregation Port’s Actor_Oper_Port_Algorithm,
Actor_Oper Conv_Service Digest, and  Actor Oper Conv_Link Digest  variables,
respectively. If any of these Aggregation Ports are active (Actor_Oper_Port_State.Collecting is
TRUE), then
The changeDistAlg flag is set to TRUE; and

If the changeConvLinkMap flag is TRUE, the changeAggregationLinks flag is also set to
TRUE; and

If the Aggregator supports a DRNI Gateway, the newHomelnfo value for the DRNI
Gateway is set to TRUE.

If Actor Oper Port_State.Synchronization is TRUE for any port in the LAG (Borts list, then
NTT is set to TRUE for that port. Finally the changeConvLinkMap flag is set tO FALSE.

updateConversationMasks

For each active Aggregation Port (i.e., Actor Oper Port State.Collecting is TRUE) attached to

this Aggregator,
This function computes a new value for the Port Oper.Conversation Mask from this
Aggregator’s Conversation_Port Vector and the Aggregation Port’s Actor Port Number.
For each Port Conversation ID, the value of the Port JOper Conversation Mask is TRUE
if the value in the Conversation Port Vectorsmatches the Actor Port Number and is
FALSE otherwise.

This function then pushes the new valde’ of the Port Oper Conversation Mask to the
Distribution_Conversation Mask of~the’ Aggregator Multiplexer for that Aggregation
Port. This operation is performed™in a way that assures that the value of the
Distribution_Conversation Mask for a given Port Conversation ID will not be TRUE for
more than one Aggregation Port active on this Aggregator at any given time. This can be
accomplished by first replacing the value of the Distribution_Conversation Mask with the
logical “AND” of _sthe old Distribution Conversation Mask and the new
Port Oper Conversation Mask at each Aggregation Port. When all Aggregation Ports
active on the Aggregator have been updated in this way, then the new
Port_Oper_ Conversation_Mask is copied to the Distribution_Conversation Mask at each
Aggregation Port.

When ( Discard Wrong_Conversation is TRUE, the new value of the
Port Oper Conversation_Mask is also pushed to the Collection Conversation Mask of
thie-Aggregator Parser for each active Aggregation Port using the process described above.
When Discard Wrong Conversation is FALSE, the Collection_Conversation Mask for
all Aggregation Ports active on the Aggregator is set to TRUE for all Port
Conversation IDs.

updateConversationPortVector
This function updates the mapping of Port Conversation IDs to Actor Port Number contained
in the Conversation Port Vector variable based on the current values of the

Admin_Conv_Link Map and Active LAG_Links variables. For each Port Conversation 1D,
the function evaluates the list of Link_Numbers contained in the Admin_Conv_Link Map and
selects the first value that matches a value in the list of Active LAG Links. The
Actor_Port Number of the Aggregation Port associated with this Link Number becomes the
entry in the Conversation_Port_Vector for that Port Conversation ID. If no matching value is
found, or if the function encounters the value zero in the list from the Admin Conv_Link Map
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before a matching value is found, then the entry in the Conversation Port_Vector for that Port
Conversation ID is zero.

If this results in a change to the value of the Conversation Port Vector variable, the
changeCSCD flag is set to TRUE.

compareDistributionAlgorithms
This function compares the values of Partner_Oper_Port_Algorithm,

Partner Oper_Conv_Service Digest, and  Partner Oper Conv_Link Digest for all
Aggregation Ports in the  Aggregator’s LAG_Ports list that have
Actor_Oper Port State.Collecting TRUE to the Aggregator’s Actor Port Algorithm,
Actor_Conv_Service Digest, and Actor Conv_Link Digest wvalues, and updates ."the
differPortAlgorithms, differConvServiceDigests, differConvLinkDigests and
Discard Wrong_Conversation values accordingly.

The value of each port’s Partner Oper Port Algorithm is compared to(the Aggregator’s
Actor_Port_Algorithm, and if any values are different or any of them has the value
“Unspecified” (Table 8-1), then
The Aggregator’s Partner Port Algorithm is set .0~ “Unspecified,” and
differPortAlgorithms is set to TRUE.

Otherwise:
The Aggregator’s Partner Port Algorithm is (5ét\ to Actor Port Algorithm, and
differPortAlgorithms is set to FALSE.

The value of each port’s Partner Oper_Conv Service Digest is compared to the Aggregator’s
Actor_Conv_Service_Digest, and if any valaesare different and the most significant bit of the
fourth octet of the Actor Port Algorithm€s I3 then
The Aggregator’s Partner Conv Service Digest is set to any value not matching the
Actor_Conv_Service Digest, anddifferConvServiceDigests is set to TRUE.

Otherwise:
The Aggregator’s Partner Conv_Service Digest is set to Actor Conv_Service Digest,
and differConvServiceDigests is set to FALSE.

The value of each port’s Partner Oper Conv_Link Digest is compared to the Aggregator’s
Actor Conv_Link!-Digest, and if any values are different or if any Partner Link Number is
zero, then
The Aggregator’s Partner Conv_Link Digest is set to any value not matching the
Actor Conv_Link Digest, and differConvServiceDigests is set to TRUE.

Othérwise:
The Aggregator’s Partner Conv_Link Digest is set to Actor Conv_Link Digest, and
differConvServiceDigests is set to FALSE.

If any of these actions results in a change to any of the differPortAlgorithms,
differConvServiceDigests, or differConvLinkDigests flags, and the Aggregator supports a
DRNI Gateway, the newHomelnfo value for the DRNI Gateway is set to TRUE. If this results

1 OR> oFf +1 3

H-a-ehange—to—thetostearl —OR—of the—differPortMeorithms—dfferConvServicePieests—and
differConvLinkDigests flags and if the concatenation of Partner Oper System Priority,
Partner Oper_System, Partner Oper Port Priority, and Partner Oper Port Number is
numerically less than the concatenation of Actor Oper Port System Priority,
Actor_Oper_Port_System, Actor Port Priority, and Actor Port Number, then the
changeLinkState flag is set to TRUE.
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If all of differPortAlgorithms, differConvLinkDigests, and differConvServiceDigests are
FALSE, or if Admin_Discard Wrong_ Conversation is FORCE TRUE, then

The variable Discard Wrong_Conversation is set to TRUE.
Otherwise:

The variable Discard Wrong_Conversation is set to FALSE.

If this action results in a change to the Discard Wrong Conversation value when the
Active LAG Links list is not empty, then the changeCSCD flag is set to TRUE, and. if the

Aggregator supports a DRNI Gateway, the newHomelInfo value for the DRNI Gateway is set to
TRUE.

6.6.3.5 Update Mask machine

A System supporting Conversation-Sensitive Collection and Distribution shall implement the, Update Mask
state machine for each Aggregator as specified in Figure 6-23 with its associated pataméters (6.6.3.1
through 6.6.3.4).

The Update Mask machine is responsible for maintaining the Aggregator’s Conversation Port Vector (that
tells the Distributor which Port Conversation IDs are mapped to each Aggtregation Port) and each
Aggregation Port’s Distribution Conversation Mask and Collection Conveersation Mask (that enforce the
Conversation-Sensitive Collection and Distribution at the Aggregator,Pdrser/Multiplexer). The flags that
initiate action in the Update Mask machine are set by two general classes of events:

a)  Enabling or disabling collecting at an Aggregation Port attached to the Aggregator.

b) A management action in the Actor or Partner System that changes a Conversation-Sensitive
Collection and Distribution administrative variable when one or more Aggregation Ports attached to
the Aggregator are Collecting.

The structure of the Update Mask machine imposes a processing sequence in response to such events.

In response to BEGIN, the Update Mask machine initializes all of the Aggregator’s operational variables for
Conversation-Sensitive Collection and Distribution and then enters the IDLE state.

UPDATE _ACTOR_ALGORITHM.s entered in response to any management action that results in a change
to the Aggregator’s Actor Pert Algorithm, Actor Conv_Service Digest, or Actor Conv_ Link Digest
variable. It copies these valuesto the corresponding operational variables of each Aggregation Port that has
selected this Aggregator.\Jf any of these ports have Actor Oper Port State.Collecting TRUE, then the
changeDistAlg flag iSset to TRUE.

COMPARE_ALGORITHMS is entered in response to any management or protocol action that results in a
change to the\Actor or Partner distribution algorithm variables, or the Admin_Discard Wrong_Conversation
variable{on"an Aggregator that has one or more active Aggregation Ports (any Aggregation Port that has
selectéd this Aggregator has Actor_Oper Port_State.Collecting TRUE). The Actor and Partner distribution
algorithm variables are compared, and the differPortAlgorithms, differConvServiceDigests, and
differConvLinkDigests flags are updated. If any of these flags change value when the Partner System ID is
numerically lower than the Actor System D, then changel inkState is set to TRUFE (because the decision of

whether to use the Admin Link Numbers or Partner Link Numbers changes). The
Discard Wrong_Conversation variable is updated, and if it changes, the changeCSCD flag is set.
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BEGIN
INITIALIZE
resetAggregatorCSCD();
UcCT
I
IDLE
) UPDATE_ACTOR_ALGORITHM UcT
changeActorDistAlg
> changeActorDistAlg = FALSE; >
updateActorDistributionAlgorithm();
IchangeActorDistAlg &&
changeDistAlg COMPARE_ALGORITHMS ucT
- changeDistAlg=FALSE; >
compareDistributionAlgorithms();

IchangeActorDistAlg &&
tchangeDistAlg 8& UPDATE_LAG_LINKS

changelLinkState UCT

L changeLinkState = FALSE; —
updateActiveLinks();

IchangeActorDistAlg &&

IchangeDistAlg &&

IchangeLinkState && UPDATE_PORT_VECTOR

changeAggregationLinks; = = ucTt
changeAggregationLinks = FALSE; ——p

updateConversationPortVector();

IchangeActorDistAlg &&

IchangeDistAlg &&

IchangdeLinkState &&

IchangeAggregationLinks && UPDATE MASKS ucT

changeCSCD

- changeCSCD = FALSE;
updateConversationMasks();

Figure 6-23—Update Mask state diagram

UPDATE LAG_LINKS is entered whenever the value of Actor_Oper Port_State.Collecting changes on an
Aggregation Port that has selected this Aggregator or in response to any management or protocol action that

Could—ciange e operational LIk _INUMDer  var@apic o al_ Aggregation  Port — wien
Actor_Oper Port_State.Collecting is TRUE. The operational Link Number is updated for all active
Aggregation Ports, and a new list of the Link Numbers of all active Aggregation Ports
(Active LAG Links) is generated for the Aggregator. If the new list differs from the old, the
changeAggregationLinks flag is set to TRUE.

UPDATE _PORT_VECTOR is entered if the updateActiveLinks() function changes the Active LAG_Links
variable or if there has been an administrative change to the Aggregator’s Admin_Conv_Link Map variable
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when any Aggregation Ports are active. A new value for the Conversation Port Vector variable (that maps
Port Conversation IDs to Actor Port Numbers) is generated using the Admin Conv_Link Map and
Active LAG_Links list. If the new value of the Conversation Port Vector differs from the old, the
changeCSCD flag is set to TRUE.

UPDATE MASKS is entered if there has been a change to the Conversation Port Vector or
Discard Wrong_Conversation variable. For each Aggregation Port that is active on the Aggregator, a new
Port_Oper_Conversation_Mask is generated from the Conversation_Port_Vector. This is then used to update

the Distribution Conversation Mask and Collection_Conversation Mask of the Aggregator Parser
Multiplexer for each Aggregation Port.

NOTE 1—The process used by the updateConversationMasks() function to copy the Port Oper Conversation_Mask to
the Collection Conversation Mask and/or Distribution Conversation Mask ensures that at no point in time_will the
value for any Port Conversation ID be TRUE at more than one Aggregation Port attached to the same Aggregator. This
minimizes the risk of any frame duplication or misordering during the update.

NOTE 2—The Update Mask state diagram is detailed so that each function is invoked only wherits-input parameters
have changed. No harm is done by invoking a function when its input parameters have not changed (other than
unnecessary processing). Therefore, an implementation can choose to reduce the number, 6f/flags by combining any
vertically adjacent states. For example, the changeAggregationLinks flag and UPDATE, PORT VECTOR state could
be eliminated by invoking the updateConversationPortVector() function in the UPDATE MASK state just before
invoking the updateConversationMasks() function, removing the conditional setting of the changeAggregationLinks flag
from the updateConversationPortVector() function, and changing any other place that sets changeAggregationLinks to
set changeCSCD instead. Ultimately, this type of consolidation could result in a‘single flag causing an exit from IDLE to
a single state that executes all of the functions in sequence and returns to IDILE.

6.7 Configuration capabilities and restrictions
6.7.1 Use of system and port priorities

The Link Aggregation Group identifier (LAG ID)«format specified by this standard cannot represent two or
more LAGs that share the same combination of”{SK, TL}. The use of static keys in combination with size
restriction (e.g., for a System with six Aggrégation Ports that have the same operational Key, restricting the
size of any aggregation to four Aggregation‘Ports or fewer) leads to one LAG.

In Systems that have limited aggregation capability of this form, the following algorithm shall be used to
determine the subset of Aggregation Ports that can be aggregated together:

a) The System Aggregation Priority of each System is an eight-octet binary number, formed by using
the Actor_Oper System_Priority as the two most significant octets and the Actor Oper System as
the least significant six octets. For a given Actor and Partner, the System with the numerically lower
value of System Aggregation Priority has the higher priority.

b) The Rort’Aggregation Priority of each Aggregation Port is a four-octet binary number, formed by
using'the Actor Port Priority as the two most significant octets and the Port Number as the two
least significant octets. For any given set of Aggregation Ports, the Aggregation Port with the
numerically lower value of Port Aggregation Priority has the higher priority.

e) Aggregation Ports shall be selected for aggregation by each System based upon the Port
Aggregation Priority assigned by the System with the higher System Aggregation Priority, starting

with the highest priority Aggregation Port of the System with the higher priority, and working
downward through the ordered list of Port Aggregation Priority values for the N Aggregation Ports,
applying the particular constraints imposed on the System concerned.

d) For each link that a given System cannot include in the aggregation, the Selection Logic identifies
the Selection state of the corresponding Aggregation Port as STANDBY, preventing the link from

becoming active. The synchronization state signaled in transmitted LACPDUs for such links is
FALSE.
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e) The selection algorithm is reapplied upon changes in the membership of the LAG (for example, if a
link fails, or if a new link joins the group) and any consequent changes to the set of active links are
made accordingly.

The use of the standby capability is discussed in Annex C.

6.7.2 Dynamic allocation of operational Keys

In some circumstances, the use of System and port priorities might prove to be nsutficient to generate the
optimum aggregation among the set of links connecting a pair of Systems. A System can have a limitéd
aggregation capability that cannot be simply expressed as a limit on the total number of links iny'the
aggregation. The full description of its restrictions might be that it can aggregate together only partictlar
subsets of links, and the sizes of the subsets need not all be the same.

NOTE 1—An example would be an implementation organized such that, for a set of four links A through/D, it would be
possible to operate with {A+B+C+D} as a single aggregation, or operate with {A+B} and {C£BD}”as two separate
aggregations, or operate as four Solitary links; however, all other aggregation possibilities (such'as){A+C} and {B+D})
would not be achievable by the implementation.

In such circumstances, it is permissible for the System with the higher SystemAggregation Priority (i.e., the
numerically lower value) to dynamically modify the operational Key valué agsociated with one or more of
the Aggregation Ports; the System with the lower priority shall not attemptte modify operational Key values
for this purpose. Operational Key changes made by the higher priorifySystem maintain its highest priority
Aggregation Port in the aggregate as an active link. Successive ‘operational Key changes, if they occur,
progressively reduce the number of Aggregation Ports in the’aggregation. The original operational Key
value is maintained for the highest priority Aggregation Port in‘the aggregate.

NOTE 2—Restricting operational Key changes in the manner’déscribed prevents the case where both Partner Systems
involved have limited capability and both attempt to make,operational Key changes; this could be a non-converging
process, as a change by one participant can cause the 6ther participant to make a change, which in turn causes the first
participant to make a change—and so on, ad infinitum:

This approach effectively gives the higher priority System permission to search the set of possible
configurations in order to find the best(Combination of links given its own and its Partner’s configuration
constraints. The reaction of the Partnér*System to these changes can be determined by observing the changes
in the synchronization state of each link. A System performing operational Key changes should allow at
least 4 s for the Partner System'to change its synchronization state from FALSE to TRUE.

In the course of normal. operation an Aggregation Port can dynamically change its operating characteristics
(e.g., data rate, point-to-point operation). It is permissible (and appropriate) for the operational Key value
associated with §uch an Aggregation Port to change with the corresponding changes in the operating
characteristics \ofl the link so that the operational Key value always correctly reflects the aggregation
capability «f\‘the link. Operational Key changes that reflect such dynamic changes in the operating
charactefistics of a link can be made by either System without restriction.

6:7.3 Link Aggregation on shared-medium links

on the same link. Hence, shared-medium links shall be treated as Solitary, with transmission/reception of
LACPDUs disabled on such Aggregation Ports.
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6.7.4 Selection Logic variants
Two variants of the Selection Logic rules are described in this subclause:

a) The first accommodates implementations that operate in a manner that minimizes disturbance of
existing aggregates at the expense of the deterministic characteristics of the logic described in
6.4.12.2.

b)  The second accommodates implementations that limit the number of Aggregators that are available

for use to fewer than the number of Aggregation Ports supported.
6.7.4.1 Reduced reconfiguration

By removing the constraint that the Aggregator chosen is always the Aggregator associated\Wwith the
Aggregation Port having the lowest Actor Port Number in the set of Aggregation Ports in an.aggregation,
an implementation can minimize the degree to which changes in the membership of a_given aggregation
result in changes of connectivity at higher layers. As there would still be the same numbBet of Aggregators
and Aggregation Ports with a given operational Key value, any Aggregation Port widlstill always be able to
find an appropriate Aggregator to which to attach itself, however, the configuration’achieved over time (i.e.,
after a series of link disconnections, reconnections, or reconfigurations) with thisrelaxed set of rules would
not necessarily be the same as the configuration achieved if all Systems involyed were reset, given the rules
stated in 6.4.12.2.

6.7.4.2 Limited Aggregator availability

By removing the constraint that there are always as_ many Aggregators as Aggregation Ports, an
implementation can limit the number of Aggregator Client interfaces available to higher layers while
maintaining the ability for each Aggregator to serve multiple Aggregation Ports. This has the same effect as
removing the assumption that Aggregators and their.associated Aggregation Ports have the same operational
Key value. An Aggregator can be explicitly disabled’by setting the Aggregator Enabled variable to FALSE;
as a result, the MAC _Enabled parameter of-thé ISS between the Aggregator and the Aggregator Client
would have a value of FALSE.

In this scenario, any Aggregation Port(s) that cannot find a suitable Aggregator to which to attach
themselves will simply wait in, the DETACHED state until an Aggregator becomes available, with a
synchronization state of FALSE.

6.7.5 LACP configuration for dual-homed Systems

A Link Aggregation System is said to be dual-homed (or multi-homed) when it has a set of Aggregation
Ports intended to b€ connected to two (or more) Partner Systems with the restriction that only one LAG is
formed froni\that set of Aggregation Ports. This restriction is achieved by configuring the Administrative
Keys andassigning the Operational Keys so that the following conditions are true:

a)— All Aggregation Ports in the set are allocated the same Operational Key value, and that value is
different from the Operational Key value allocated to any Aggregation Ports that are not in the set;
and

b) Only one Aggregator has an Operational Key value that is the same as the Operational Key value of
the Aggregation Ports in the set.

The result is that only one Aggregator is available for the set of Aggregation Ports.

Figure 6-24 shows two examples of dual-homed systems. In Figure 6-24(a), the dual-homed System is
connected to two different Partner Systems. In this case, the two Aggregation Ports cannot select the same
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Aggregator, and only one Aggregator is available; therefore, the Selection Logic causes only one
Aggregation Port of the set to be selected. The result is a single Link Aggregation Group that includes only
one link and connects to only one of the Partner Systems. The Aggregation Port that is not initially selected
is held in reserve. If the link attached to the initially selected Aggregation Port fails, the other Aggregation
Port is selected for a new Link Aggregation Group that again includes only one link but connects to the other
Partner System.

Partner Partner DRNI IRC DRNI
System A System B System A |- — " | System B
DRNI LAG
dual-homed dual-homed
System Systefm
(a) (b)

Figure 6-24—Dual-homed System éxamples

In Figure 6-24(b), the dual-homed System is connected to two different DRNI Systems in a DRNI (9.1). The
normal DRNI operation allows both DRNI Systems to present themselves as a single Partner System with
the same System Identifier and Key values on both links; as a result, both links become active in a single
LAG. If the Intra-Relay Connection (IRC) fails, hewever, the two DRNI Systems use different System
Identifier values. This situation prevents both links, from forming a single LAG. In this case, the restriction
that the dual-homed system has only a single Aggregator available for these Aggregation Ports causes one
Aggregation Port to be SELECTED and theother to be UNSELECTED.

In both cases, the recommended default'configuration of 6.4.14.2 would cause both links to become active in
separate LAGs, with the resulting possibility of forming a data loop. Using the restricted configuration for a
dual-homed System guarantees that no loop is formed without relying on any external loop prevention
protocol.
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7. Management

7.1 Overview

This clause provides the layer management specification for Link Aggregation. It provides the objects,
attributes, and behaviors to support Link Aggregation.

Thetayoutof thisthause takes the sameformrasClause - 36of TEEE-Std-862:3-26 18Tt dentifres @ commmom
management model and framework applicable to the IEEE 802.1AX managed elements, identifies thoge
elements, and defines their managed objects, attributes, and behaviors in a protocol-independent language:

It defines facilities comprised of a set of statistics and actions needed to provide IEEE«802.1AX
management services. The Procedural Model provides a formal description of the relationship between Link
Aggregation and the layer management facilities.

This management specification has been developed in accordance with the OSI managetient architecture as
specified in the ISO Management Framework document, ISO/IEC 7498-4:1989It{is independent of any
particular management application or management protocol.

The management facilities defined in this standard can be accessed both lecally and remotely. Thus, the
layer management specification provides facilities that can be accessed. from within a station or can be
accessed remotely by means of a peer-management protocol operating between application entities.

In this standard, no peer management facilities are necessary d@r initiating or terminating normal protocol
operations or for handling abnormal protocol conditions. Since these activities are subsumed by the normal
operation of the protocol, they are not considered to be-a.function of layer management and are, therefore,
not discussed in this clause.

Implementation of part or all of layer management is not a requirement for conformance to any other clause
of this standard.

The improper use of some of the facilities described in this clause can cause serious disruption of the
network. In accordance with ISO management architecture, any necessary security provisions are provided
by the agent in the Local System Environment. This can be in the form of specific security features or in the
form of security features provided by the peer communication facilities.

7.1.1 Systems management overview

Within the ISO Open'Systems Interconnection (OSI) architecture, the need to handle the special problems of
initializing, tetminating, and monitoring ongoing activities and assisting in their operations, as well as
handling abnormal conditions, is recognized. These needs are collectively addressed by the systems
management component of the OSI architecture.

Armanagement protocol is required for the exchange of information between systems on a network. This
management standard is independent of any particular management protocol.

This management standard, in conjunction with the management standards of other layers, provides the
means to perform various management functions. IEEE 802.1AX management collects information needed
from, and provides a means to exercise control over, Link Aggregation.
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7.1.2 Management model

This standard describes management of Link Aggregation in terms of a general model of management of
resources within the open systems environment. The model, which is described in ISO/IEC 10040:1992, is
briefly summarized here.

Management is viewed as a distributed application modeled as a set of interacting management processes.
These processes are executed by systems within the open environment. A managing system executes a
managing process that invokes management operations. A managed system executes a process that 1s
receptive to these management operations and provides an interface to the resources to be managed. A&
managed object is the abstraction of a resource that represents its properties as seen by (and for the purpese
of) management. Managed objects respond to a defined set of management operations. Managed objects’are
also capable of emitting a defined set of notifications.

A managed object is a management view of a resource. The resource can be a logical construct, function,
physical device, or anything subject to management. Managed objects are defined in terms of four types of
elements:

a) Attributes. Data-like properties (as seen by management) of a managed objeet.

b)  Actions. Operations that a managing process can perform on an object\or its attributes.

c) Notifications. Unsolicited reports of events that can be generated by.ai object.

d)  Behavior. The way in which managed objects, attributes, ard actions interact with the actual
resources they model and with each other.

The preceding items are defined in 7.3 of this standard imnterms of the template requirements of
ISO/IEC 10165-4:1992.

Some of the functions and resources within IEEE 802.1AX devices are appropriate targets for management.
They have been identified by specifying managed objects that provide a management view of the functions
or resources. Within this general model, the IEEE 802.1AX device is viewed as a managed device. It
performs functions as defined by the applicable’standard for such a device. Managed objects providing a
view of those functions and resources appropriate to the management of the device are specified. The
purpose of this standard is to define the object classes associated with the devices in terms of their attributes,
operations, notifications, and behavior:

7.2 Managed objects
7.2.1 Introduction

This clause identifiés'the Managed Object classes for IEEE 802.1AX components within a managed system.
It also identifiés which managed objects and packages are applicable to which components.

All courters defined in this specification are assumed to be wraparound counters. Wraparound counters are
those-that automatically go from their maximum value (or final value) to zero and continue to operate. These
unsigned counters do not provide for any explicit means to return them to their minimum (zero), i.e., reset.
Because of their nature, wraparound counters need to be read frequently enough to avoid loss of

counter is appropriate to a higher speed of operation, then the maximum increment rate at that higher speed
of operation is as shown in Equation (7-1).

higher speed of operation in Mb/s
specified speed of operation in Mb/!

Maximum increment rate specified x ( (7-1)

unless otherwise indicated.
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7.2.2 Overview of managed objects

Managed objects provide a means to

— Identify a resource
—  Control a resource
—  Monitor a resource

subclause.

oAggPortStats

oAggregationPort

oAggregator

oDRNI

7.2.3 Containment

7.2.2.1 Text description of managed objects

In case of conflict, the formal behavior definitions in take precedence over the text descriptions imthis

oAggPortDebuglnformation

A single instance of 0AggPortDebugInformation can be contained
within oAggregationPort. This managed object class provides optional
additional information that can assist with debugging and fault finding in
Systems that support Link Aggregation.

A single instance of 0AggPortStats can be\contained within
oAggregationPort. This managed objectclass provides optional
additional statistics related to LACP, and Marker protocol activity on an
instance of an Aggregation Port.that is involved in Link Aggregation.

oAggregationPort is containgd within oAggregator. An instance of this
managed object class is{present for each Aggregation Port that is part of
the aggregation représented by the oAggregator instance. This managed
object class proyides the basic management controls necessary to allow
an instance of anyAggregation Port to be managed, for the purposes of
Link Aggregation.

oAggregator is contained within oDRNI. Since oDRNI is optional,
oAggregator can be the top-most managed object class of the Link
Aggregation containment tree. The oAggregator managed object class
provides the management controls necessary to allow an instance of an
Aggregator to be managed.

oDRNI is optional, and when present, is the top-most managed object
class of the tree shown in Figure 7-1. Note that this managed object class
(or oAggregator, if o DRNI is not present) can be contained within
another superior managed object class. Such containment is expected,
but is outside the scope of this international standard. The oDRNI
managed object class provides the management controls necessary to
allow an instance of a DRNI Gateway to be managed.

A containment relationship is a structuring relationship for managed objects in which the existence of a
managed object is dependent on the existence of a containing managed object. The contained managed
object is said to be the subordinate managed object, and the containing managed object the superior
managed object. The containment relationship is used for naming managed objects. The local containment
relationships among object classes are depicted in the entity relationship diagram Figure 7-1. The figure
shows the names of the object classes and whether a particular containment relationship is one-to-one or
one-to-many. For further requirements on this topic, see IEEE Std 802.1F™-1993 [B2].
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oDRNI v
7.4.1
oAggregator

7.3.1
v
4

oAggregationPort
732
4 4
oAggPortStats oAggPortDebuglnformation
7.3.3 7.34

— > Denotes one-to-many relationship
—» Denotes one-to-one relationship —»>»>—>» Denotes ‘many-to-one relationship

Figure 7-1—Link aggregation entity relationship diagram

7.2.4 Naming

The name of an individual managed object is hierarchically/defined within a managed system. For example,
an Aggregator might be identified as “aggregator 3 Aggregation Port 13,” that is, Aggregation Port 13 of
aggregator 3 within the managed system.

7.2.5 Capabilities

This standard makes use of the conceptiof packages as defined in ISO/IEC 10165-4:1992 as a means of
grouping behavior, attributes, actions; and notifications within a managed object class definition. Packages
can be either mandatory or conditional, i.e., present if a given condition is true. Within this standard
capabilities are defined, eachof which corresponds to a set of packages, which are components of a number
of managed object class definitions and which share the same condition for presence. Implementation of the
Basic and Mandatory packages is the minimum requirement for claiming conformance to IEEE 802.1AX
Management. Implementation of an entire optional capability is required in order to claim conformance to
that capability, unless stated otherwise. The capabilities and packages for IEEE 802.1AX Management are
specified in Table 7-1.
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Table 7-1—Link Aggregation capabilities
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oAggregator (7.3.1)
aAgglD ATTRIBUTE GET X
aAggDescription ATTRIBUTE GET, X
aAggName ATTRIBUTE GET-SET X
aAggActorSystemID ATTRIBUTE GET-SET X
aAggActorSystemPriority ATTRIBUTE GET-SET X
aAggAggregateOrindividual ATTRIBUTE GET X
aAggActorAdminKey ATTRIBUTE GET-SET X
aAggActorOperKey ATTRIBUTE GET X
aAggMACAddress ATTRIBUTE GET X
aAggPartnerSysteml|D ATTRIBUTE GET X
aAggPartnerSystemPriority ATTRIBUTE GET X
aAggPartnerOperKey ATTRIBUTE GET X
aAggAdminState ATTRIBUTE GET-SET X
aAggOperState ATTRIBUTE GET X
aAggTimeOfLastOperChange ATTRIBUTE GET X
aAggDataRate ATTRIBUTE GET X
aAggOctetsTxOK ATTRIBUTE GET X
aAggOctetsRxOK ATTRIBUTE GET X
aAggFramesTxOK ATTRIBUTE GET X
aAggFramesRxOK ATTRIBUTE GET X
aAggMulticastFramesTxOK ATTRIBUTE GET X
aAggMulticastFramesRxOK ATTRIBUTE GET X
aAggBroadcastFramesTxOK ATTRIBUTE GET X
aAggBroadcastFramesRxOK ATTRIBUTE GET X
aAggFramesDiscardedOnTx ATTRIBUTE GET X
aAggFramesDiscardedOnRx ATTRIBUTE GET X
aAggFramesWithTxErrors ATTRIBUTE GET X
aAggFramesWithRxErrors ATTRIBUTE GET X
aAggUnknownProtocolFrames ATTRIBUTE GET X
aAggLinkUpDownNotificationEnable ATTRIBUTE GET-SET X
nAggLinkUpNotification NOTIFICATION X
nAggLinkDownNotification NOTIFICATION X
aAggPortList ATTRIBUTE GET X
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Table 7-1—Link Aggregation capabilities (continued)
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aAggCollectorMaxDelay ATTRIBUTE GET-SET X
aAggPortAlgorithm ATTRIBUTE GET-SET X
aAggAdminConvServiceMap ATTRIBUTE GET-SET X
aAggAdminConvLinkMap ATTRIBUTE GET-SET X
aAggAdminDiscardWrongConversation ATTRIBUTE GET-SET X
aAggOperDiscardWrongConversation ATTRIBUTE GET X
aAggConvLinkDigest ATTRIBUTE GET X
aAggConvServiceDigest ATTRIBUTE GET X
aAggPartnerPortAlgorithm ATTRIBUTE GET X
aAggPartnerConvServiceDigest ATTRIBUTE GET X
aAggPartnerConvLinkDigest ATTRIBUTE GET X
aAggActiveLinks ATTRIBUTE GET X
oAggregationPort (7.3.2)
aAggPortID ATTRIBUTE GET X
aAggPortActorSystemPriority ATTRIBUTE GET-SET X
aAggPortActorSystemID ATTRIBUTE GET X
aAggPortActorAdminKey ATTRIBUTE GET-SET X
aAggPortActorOperKey ATTRIBUTE GET X
aAggPortPartnerAdminSystemPriority ATTRIBUTE GET-SET X
aAggPortPartnerOperSystemPriority ATTRIBUTE GET X
aAggPortPartnerAdminSystemID ATTRIBUTE GET-SET X
aAggPortPartherOperSystemID ATTRIBUTE GET X
aAggPortPartnerAdminKey ATTRIBUTE GET-SET X
aAggPortPartnerOperKey ATTRIBUTE GET X
aAggPortSelectedAggID ATTRIBUTE GET X
aAggPortAttachedAggID ATTRIBUTE GET X
aAggPortActorPort ATTRIBUTE GET X
aAggPortActorPortPriority ATTRIBUTE GET-SET X
aAggPortPartnerAdminPort ATTRIBUTE GET-SET X
aAggPortPartnerOperPort ATTRIBUTE GET X
aAggPortPartnerAdminPortPriority ATTRIBUTE GET-SET X
aAggPortPartnerOperPortPriority ATTRIBUTE GET X
aAggPortActorAdminState ATTRIBUTE GET-SET X
aAggPortActorOperState ATTRIBUTE GET X
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Table 7-1—Link Aggregation capabilities (continued)
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aAggPortPartnerAdminState ATTRIBUTE GET-SET. X
aAggPortPartnerOperState ATTRIBUTE GET X
aAggPortAggregateOrindividual ATTRIBUTE GET, X
aAggPortOperConversationPasses ATTRIBUTE GET X
aAggPortOperConversationCollected ATTRIBUTE GET X
aAggPortAdminLinkNumber ATTRIBUTE GET-SET X
aAggPortOperLinkNumber ATTRIBUTE GET X
aAggPortPartnerLinkNumber ATTRIBUTE GET X
aAggPortWtrTime ATTRIBUTE GET-SET X
aAggPortWirRevertive ATTRIBUTE GET-SET X
aAggPortWtrWaiting ATTRIBUTE GET X
aAggPortActorLacpVersion ATTRIBUTE GET X
aAggPortPartnerLacpVersion ATTRIBUTE GET X
aAggPortProtocolDA ATTRIBUTES GET-SET X
oAggPortStats (7.3.3)
aAggPortStatsID ATTRIBUTE GET X
aAggPortStatsLACPDUsRXx ATTRIBUTE GET X
aAggPortStatsMarkerPDUsRx ATTRIBUTE GET X
aAggPortStatsMarkerResponsePDUsRx ATTRIBUTE GET X
aAggPortStatsUnknownRx ATTRIBUTE GET X
aAggPortStatsillegalRx ATTRIBUTE GET X
aAggPortStatsLACPDUsTx ATTRIBUTE GET X
aAggPortStatsMarkerPDUsTx ATTRIBUTE GET X
aAggPortStatsMarkerResponsePDUsTx ATTRIBUTE GET X
©AggPortDebuglnformation (7.3.4)
aAggPortDebuginformationIlD ATTRIBUTE GET X
aAggPortDebugRxState ATTRIBUTE GET X
aAggPortDebugLastRxTime ATTRIBUTE GET X
aAggPortDebugMuxState ATTRIBUTE GET X
aAggPortDebugMuxReason ATTRIBUTE GET X
aAggPortDebugActorSyncTransitionCount ATTRIBUTE GET X
aAggPortDebugPartnerSyncTransitionCount ATTRIBUTE GET X
aAggPortDebugActorChangeCount ATTRIBUTE GET X
aAggPortDebugPartnerChangeCount ATTRIBUTE GET X
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Table 7-1—Link Aggregation capabilities (continued)
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RNI (7.4.1)
aDrnilD ATTRIBUTE GET X
aDrniDescription ATTRIBUTE GET, X
aDrniName ATTRIBUTE GET-SET X
aDrniAggregator ATTRIBUTE GET-SET X
aDrniAggregationPortList ATTRIBUTE GET-SET X
aDrniHomeGatewayAlgorithm ATTRIBUTE GET-SET X
aDrniHomeAggregatorConversationPasses ATFTRIBUTE GET X
aDrniHomeGatewayConversationPasses ATTRIBUTE GET X
aDrniGatewayAdminState ATTRIBUTE GET-SET X
aDrniGatewayOperState ATTRIBUTE GET X
aDrniGatewayTimeOfLastOperChange ATTRIBUTE GET X
aDrniProtocolDA ATTRIBUTE GET-SET X
aDrniAggregatorSystem ATTRIBUTE GET-SET X
aDrniAggregatorSystemPriority ATTRIBUTE GET-SET X
aDrniAggregatorKey ATTRIBUTE GET-SET X
aDrniHomeCscdGatewayControl ATTRIBUTE GET-SET X
aDrniHomeDRClientGatewayControl ATTRIBUTE GET-SET X
aDrniHomeGatewayEnableMask ATTRIBUTE GET-SET X
aDrniHomeGat yPreferenceMask ATTRIBUTE GET-SET X
aDrniHomeAdminGatewayConvServiceMap ATTRIBUTE GET-SET X
aDrniHomeGatewayConvServiceDigest ATTRIBUTE GET X
aDrniHemeGatewayAvailableMask ATTRIBUTE GET X
aDrnilntraRelayPort ATTRIBUTE GET-SET X
aDrniHomeAdminlrpState ATTRIBUTE GET-SET X
aDrniHomeOperlrpState ATTRIBUTE GET X
aDrniNeighborOperlrpState ATTRIBUTE GET X
aDrniNeighborAggregatorConversationPasses ATTRIBUTE GET X
aDrniNeighborGatewayConversationPasses ATTRIBUTE GET X
aDrniNeighborSystem ATTRIBUTE GET X
aDrniNeighborSystemPriority ATTRIBUTE GET X
aDrniNeighborDrmiKey ATTRIBUTE GET X
aDrniSequenceNumbers ATTRIBUTE GET X
aDrniNeighborAggregatorAlgorithm ATTRIBUTE GET X
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Table 7-1—Link Aggregation capabilities (continued)
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aDrniNeighborAggregatorConvServiceDigest ATTRIBUTE GET X
aDrniNeighborAggregatorConvLinkDigest ATTRIBUTE GET X
aDrniNeighborPartnerSystemPriority ATTRIBUTE GET, X
aDrniNeighborPartnerSystem ATTRIBUTE GET X
aDrniNeighborPartnerAggregatorKey ATTRIBUTE GET X
aDrniNeighborCscdState ATTRIBUTE GET X
aDrniNeighborActiveLinks ATTRIBUTE GET X
aDrniNeighborGatewayAlgorithm ATTRIBUTE GET X
aDrniNeighborGatewayConvServiceDigest ATTRIBUTE GET X
aDrniNeighborGatewayAvailableMask ATTRIBUTE GET X
aDrniNeighborGatewayPreferenceMask ATTRIBUTE GET X
aDrniDRCPDUsRx ATTRIBUTE GET X
aDrnilllegalRx ATTRIBUTE GET X
aDrniDRCPDUsTx ATTRIBUTE GET X
Common Attributes Template
aCMCounter ATTRIBUTE GET | IxIx][x][x][x] |
7.3 Management-for Link Aggregation
7.3.1 Aggregator managed object class
This stbelause formally defines the behaviors for the oAggregator managed object class, attributes, and
notifications.
Some of the attributes that are part of the definition of the o Aggregator managed object class are derived by

summing counter values from attributes of other objects; e.g., to generate a count of received frames for the
Aggregator, the individual value for each Aggregation Port contributes to the sum. Where calculations of
this form are used, the values that contribute to the Aggregator’s attributes are increments in the values of
the component attributes, not their absolute values. As any Aggregation Port is potentially only temporarily
attached to its current Aggregator, the count values it contributes to the Aggregator’s counters are the
increments in its values that it has experienced during the period of time that it has been attached to that
Aggregator.
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The counter values defined for the Aggregator have been formulated as far as possible to make the
Aggregator behave like an individual IEEE 802 MAC. The counts of frames received and transmitted are
formulated to reflect the counts that would be expected by the Aggregator Client; they do not include frames
transmitted and received as part of the operation of LACP or the Marker protocol, only frames that pass
through the interface between the Aggregator Client and the Aggregator. However, as LACP and the Marker
protocol are, as far as the individual MACs are concerned, part of their Aggregator Client, the RX/TX
counters for the individual MACs reflect both control and data traffic. As counts of errors at the Aggregation
Port level cannot always be cleanly delineated between those that occurred as a result of aggregation activity

and those that did not, no attempt has been made to separate these aspects of the Aggregation Port error
counts. Therefore, there is not necessarily a direct correspondence between the individual MAC countef§
and the corresponding derived counters at the Aggregator level.

The counters defined for the Aggregator include values that can apply only to half-duplex links=This is
consistent with the approach taken in Link Aggregation that a link that can operate only as a solitary link is
nonetheless considered as being attached to an Aggregator. This simplifies the modeling ofrmanaged objects
for links that can operate in either half or full duplex and ensures a consistent presentation of the attributes
regardless of the type of links attached to the Aggregator.

NOTE—The operation of Auto-Negotiation can mean that a given link can operateSin full duplex or half duplex,
depending upon the capabilities of the device(s) connected to it. Keeping the managemerit view the same regardless of a
link’s current mode of operation allows a consistent management approach to be taken/across all types of links.

7.3.1.1 Aggregator attributes
7.3.1.1.1 aAggID

ATTRIBUTE
APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The unique identifier allocated to this Aggregator by the local System. This attribute
identifies an Aggregator inStance among the subordinate managed objects of the containing
object. This value is read*only.

NOTE—The aAgglID is represented in-the SMIv2 MIB as an ifIndex; see D.4.1.
7.3.1.1.2 aAggDescription

ATTRIBUTE

APPROPRIATE SYNTAX:
APrintableString, 255 characters max.

BEHAVIOR DEFINED AS:
A human-readable text string containing information about the Aggregator. This string could
include information about the distribution algorithm in use on this Aggregator; for example,
“Aggregator 1, Dist Alg=Dest MAC address.” This string is read-only. The contents are
vendor specific.

7.3.1.1.3 aAggName

ATTRIBUTE

APPROPRIATE SYNTAX:
A PrintableString, 255 characters max.
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BEHAVIOR DEFINED AS:
A human-readable text string containing a locally significant name for the Aggregator. This
string is read-write.

7.3.1.1.4 aAggActorSystemID

ATTRIBUTE
APPROPRIATE SYNTAX:

MACAddress

BEHAVIOR DEFINED AS:
A 6-octet read-write MAC address value used as a unique identifier for the System [that
contains this Aggregator.

7.3.1.1.5 aAggActorSystemPriority

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:
A 2-octet read-write value indicating the priority value associated with the Actor’s System
Identifier.

7.3.1.1.6 aAggAggregateOrindividual

ATTRIBUTE

APPROPRIATE SYNTAX:
BOOLEAN

BEHAVIOR DEFINED AS:
A read-only Boolean value that;"when TRUE, indicates the Aggregator can represent an LAG
consisting of multiple Aggregation Ports. When FALSE, it indicates that the Aggregator can
support only a Solitary_link because the Aggregation Port that has selected the Aggregator
has a value of FALSE for the Aggregation bit in either aAggPortActorOperState or
aAggPortPartnerOperState.

7.3.1.1.7 aAggActorAdminKey

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 1 to 65535

BEHAVIOR DEFINED AS:
The current administrative value of the Key for the Aggregator. This value is read-write.

7(3.1.1.8 aAggActorOperKey

AlT'TKIBUITE

APPROPRIATE SYNTAX:
INTEGER: 1 to 65535

BEHAVIOR DEFINED AS:
The current operational value of the Key for the Aggregator. The administrative Key value
can differ from the operational Key value for the reasons discussed in 6.7.2. This is a 16-bit
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read-only value. The meaning of particular Key values is of local significance. This value is
read-only.

7.3.1.1.9 aAggMACAddress

ATTRIBUTE

APPROPRIATE SYNTAX:
MACAGddress

BEHAVIOR DEFINED AS:
A 6-octet read-only value carrying the individual MAC address assigned to the Aggregator:

7.3.1.1.10 aAggPartnerSystemID

ATTRIBUTE

APPROPRIATE SYNTAX:
MACAddress

BEHAVIOR DEFINED AS:
A 6-octet read-only MAC address value consisting of the uniqué identifier for the current
protocol Partner of this Aggregator.

7.3.1.1.11 aAggPartnerSystemPriority

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:
A 2-octet read-only value that indicates the priority value associated with the Partner’s
System Identifier.

7.3.1.1.12 aAggPartnerOperKey

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINEDAS:
The current operational value of the Key for the Aggregator’s current protocol Partner. This
is a_16+bit read-only value.

7.3.1.1.13 aAggAdminState

ATTRIBUTE

APPROPRIATE SYNTAX:
An ENUMERATED VALUE that has one of the following entries:

up

down

BEHAVIOR DEFINED AS:
This read-write value defines the administrative state of the Aggregator. A value of “up”
indicates that the operational state of the Aggregator (aAggOperState) is permitted to be
either up or down. A value of “down” forces the operational state of the Aggregator to be
down. Changes to the administrative state affect the operational state of the Aggregator only,
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not the operational state of any Aggregation Ports. A GET operation returns the current
administrative state. A SET operation changes the administrative state to a new value.

7.3.1.1.14 aAggOperState

ATTRIBUTE

APPROPRIATE SYNTAX:
An ENUMERATED VALUE that has one of the following entries:
up
down

BEHAVIOR DEFINED AS:
This read-only value defines the operational state of the Aggregator. An operational state of
“up” indicates that the Aggregator is available for use by the Aggregator Client; & value of
“down” indicates that the Aggregator is not available for use by the Aggregaton Client.

7.3.1.1.15 aAggTimeOfLastOperChange

ATTRIBUTE
APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The time at which the interface entered its current operational state, in terms of centiseconds
since the system was last reset. If the current sfate was entered prior to the last re-
initialization of the local network management subsystem, then this object contains a value of
zero. The ifLastChange object in the Interfac€s MIB defined in IETF RFC 2863 is a suitable
object for supplying a value for aAggTiume©OtLastOperChange. This value is read-only.

7.3.1.1.16 aAggDataRate

ATTRIBUTE
APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The current dafalrate, in bits per second, of the aggregate link. The value is calculated as the
sum of the.datarate of each link in the aggregation. This attribute is read-only.

7.3.1.1.17 aAggOctetsTxOK

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 1 230 000 counts per
second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:
A count of the data and padding octets transmitted by this Aggregator on all Aggregation
PoTts that are (Oor have been) members of the aggregation. 1he count does not include
octets transmitted by the Aggregator in frames that carry LACPDUs or Marker PDUs
(7.3.3.1.7,7.3.3.1.8, and 7.3.3.1.9) or frames discarded by the Frame Distribution function of
the Aggregator (7.3.1.1.25). This value is read-only.
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7.3.1.1.18 aAggOctetsRxOK

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 1 230 000 counts per
second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:

A _countof the data and nadding octets received by this Acoregator—from-the Agaregation
r o J o0 t=} 2 f=t=} t=)

Ports that are (or have been) members of the aggregation. The count does not include octets
received in frames that carry LACP or Marker PDUs (7.3.3.1.2, 7.3.3.1.3, and 7.3.3.1.4) ot
frames discarded by the Frame Collection function of the Aggregator (7.3.1.1.26). This.'value
is read-only.

7.3.1.1.19 aAggFramesTxOK

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment/rat€ of 16 000 counts per
second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:
A count of the data frames transmitted by this Aggregator* on all Aggregation Ports that are
(or have been) members of the aggregation. The coufit-does not include frames transmitted by
the Aggregator that carry LACP or Marker PRUs(7.3.3.1.7, 7.3.3.1.8, and 7.3.3.1.9) or
frames discarded by the Frame Distribution flniction of the Aggregator (7.3.1.1.25). This
value is read-only.

7.3.1.1.20 aAggFramesRxOK

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This~counter has a maximum increment rate of 16 000 counts per
second for a single 10.Vib/s aggregation.

BEHAVIOR DEFINED AS:
A count of the data frames received by this Aggregator, from the Aggregation Ports that are
(or have béen) members of the aggregation. The count does not include frames that
carry LACR/or Marker PDUs (7.3.3.1.2, 7.3.3.1.3, and 7.3.3.1.4) or frames discarded by
the Frame' Collection or Aggregator Parser/Multiplexer functions of the Aggregator
(7301.26, 7.3.1.1.28, and 7.3.1.1.29). This value is read-only.

7.3.1.1.21_aAggMulticastFramesTxOK

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 16 000 counts per

Y 3 1 10Nl 1
seeond-for-astiele+0-Mbisaserepation:
BEHAVIOR DEFINED AS:

A count of the data frames transmitted by this Aggregator on all Aggregation Ports that are
(or have been) members of the aggregation, to a group DA other than the broadcast address.
The count does not include frames transmitted by the Aggregator that carry LACP or Marker
PDUs (7.3.3.1.7, 7.3.3.1.8, and 7.3.3.1.9) or frames discarded by the Frame Distribution
function of the Aggregator (7.3.1.1.25). This value is read-only.
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7.3.1.1.22 aAggMulticastFramesRxOK

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 16 000 counts per
second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:

A_countofthe data frames recel egato fa¥aa)

(or have been) members of the aggregation, that were addressed to an active group
address other than the broadcast address. The count does not include frames that carcy
LACP or Marker PDUs (7.3.3.1.2, 7.3.3.1.3, and 7.3.3.1.4) or frames discarded  by/the
Frame Collection or Aggregator Parser/Multiplexer functions of the Aggregator (7.31:1.26,
7.3.1.1.28, and 7.3.1.1.29). This value is read-only.

7.3.1.1.23 aAggBroadcastFramesTxOK

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum incrementsrate of 16 000 counts per
second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:
A count of the broadcast data frames transmitted bycthis’Aggregator on all Aggregation Ports
that are (or have been) members of the aggregation. The count does not include frames
transmitted by the Aggregator that carry LACPJor Marker PDUs (7.3.3.1.7, 7.3.3.1.8, and
7.3.3.1.9) or frames discarded by the JKErame Distribution function of the Aggregator
(7.3.1.1.25). This value is read-only.

7.3.1.1.24 aAggBroadcastFramesRxOK

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. .This counter has a maximum increment rate of 16 000 counts per
second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:
A count of th¢\broadcast data frames received by this Aggregator, from the Aggregation Ports
that are (or“have been) members of the aggregation. The count does not include frames
that carry LACP or Marker PDUs (7.3.3.1.2, 7.3.3.1.3, and 7.3.3.1.4) or frames discarded by
the“Frame Collection or Aggregator Parser/Multiplexer functions of the Aggregator
(73°1.1.26, 7.3.1.1.28, and 7.3.1.1.29). This value is read-only.

7.3.1.1.25-aAggFramesDiscardedOnTx

ATTRIBUTE
APPROPRIATE SYNTAX:
£ 1600

Il 1 d s Tl vs L 3 3 + vs YA +
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second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:
A count of data frames requested to be transmitted by this Aggregator that were discarded by
the Frame Distribution function of the Aggregator when conversations are reallocated to
different Aggregation Ports, due to the requirement to ensure that the conversations are
flushed on the old Aggregation Ports in order to maintain proper frame ordering (B.3), or
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discarded as a result of excessive collisions by Aggregation Ports that are (or have been)
members of the aggregation. This value is read-only.

7.3.1.1.26 aAggFramesDiscardedOnRx

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 16 000 counts per

second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:
A count of data frames, received on all Aggregation Ports that are (or have been) membets of
the aggregation, that were discarded by the Frame Collection function of the Aggregator as
they were received on Aggregation Ports whose Frame Collection function was{disabled.
This value is read-only.

7.3.1.1.27 aAggFramesWithTxErrors

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum incrément rate of 16 000 counts per
second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:
A count of data frames requested to be transmitted by this Aggregator that experienced
transmission errors within the Aggregator. This value is read-only.

7.3.1.1.28 aAggFramesWithRxErrors

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counhter has a maximum increment rate of 16 000 counts per
second for a single 10 Mb/s:aggregation.

BEHAVIOR DEFINED AS:
A count of data frames discarded on reception by all Aggregation Ports that are (or have
been) members of the aggregation, or that were discarded by the Frame Collection function
of the Aggrégator, or that were discarded by the Aggregator due to the detection of an illegal
Slow Protoeols PDU (7.3.3.1.6). This value is read-only.

7.3.1.1.29 aAggUnknownProtocolFrames

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 16 000 counts per
second for a single 10 Mb/s aggregation.

BEHAVIOR DEFINED AS:

A count oI data frames discarded on reception by all Aggregation Ports that are (or nave
been) members of the aggregation, due to the detection of an unknown Slow Protocols PDU
(7.3.3.1.5). This value is read-only.
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7.3.1.1.30 aAggPortList

ATTRIBUTE
APPROPRIATE SYNTAX:
A SEQUENCE OF INTEGERSs that match the syntax of aAggPortID.

BEHAVIOR DEFINED AS:
The value of this read-only attribute contains the list of Aggregation Ports that are currently

selectedorattached tothe Agaregator (639 63 14 and 6.4.13) An
tolohg o) Ay T 5 va gmpm-md'l'cm-thax—

there are no Aggregation Ports attached. Each integer value in the list carries an aAggPortID
attribute value (7.3.2.1.1).

7.3.1.1.31 aAggLinkUpDownNotificationEnable

ATTRIBUTE

APPROPRIATE SYNTAX:
An ENUMERATED VALUE that has one of the following entries:
enabled
disabled

BEHAVIOR DEFINED AS:
When set to “enabled,” Link Up and Link Down notifications are enabled for this
Aggregator. When set to “disabled,” Link Up and Link,Down notifications are disabled for
this Aggregator. This value is read-write.

7.3.1.1.32 aAggCollectorMaxDelay

ATTRIBUTE
APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:
The value of this 16-bit_redd-write attribute defines the maximum delay, in tens of
microseconds, that can be,imposed by the Frame Collector between receiving a frame from
an Aggregator Parser,~and either delivering the frame to its Aggregator Client or discarding
the frame (see 6.2:3.1.1).

7.3.1.1.33 aAggPortAlgorithm

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of a 3-octet OUI or CID and one following octet.
BEHAVAOR DEFINED AS:

This read-write value identifies the algorithm used by the Aggregator to assign frames to a
Port Conversation ID. Table 8-1 provides the IEEE 802.1 OUI (00-80-C2) Port Algorithm

encodings.
— 131132 aAggAdminConvLinkviap
ATTRIBUTE
APPROPRIATE SYNTAX:
An array of SEQUENCE OF INTEGERs that match the syntax of
aAggPortOperLinkNumber.

Copyright © 2020 IEEE. Al rights reserved.


https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

BEHAVIOR DEFINED AS:
There are 4096 read-write entries in the aAggAdminConvLinkMap, indexed by Port
Conversation ID. Each contains administrative values of the link selection preference list for
the referenced Port Conversation ID. This selection preference list is a sequence of
aAggPortAdminLinkNumbers for each Port Conversation ID, in the order of preference,
highest to lowest, for the corresponding link to carry that Port Conversation ID. A 16-bit zero
value is used to indicate that no link is assigned to carry the associated Port Conversation ID.

7.3.1.1.35 aAggAdminDiscardWrongConversation

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER ¢{
FORCE_TRUE (1),
FORCE_FALSE (2),
AUTO (3)
}
BEHAVIOR DEFINED AS:
The administrative value that determines whether the Aggregatof discards a frame that is
received from an Aggregation Port with a Port Conversation'[D that has a value of FALSE in
the Port Oper Conversation Mask. The value “FORCENFRUE” indicates that such frames
are to be discarded, the value “FORCE_FALSE” indicates that such frames are to be
forwarded, and the value “AUTO” indicates that sucl/ frames are to be discarded only when
the actor and partner agree on the algorithms and mapping tables used to map frames to
Aggregation Ports. Its value is set to “FORCE_FALSE” by default. Support of the “AUTO”
and “FORCE_TRUE” values are optional{(5)3.2). This value is read-write.

7.3.1.1.36 aAggAdminConvServiceMap

ATTRIBUTE

APPROPRIATE SYNTAX:
An array of SEQUENCEF INTEGERSs that match the syntax of Service IDs (8.2).

BEHAVIOR DEFINED AS;
There are 4096, réad-write entries in the aAggAdminConvServiceMap, indexed by Port
Conversation. ID: Each contains a set of zero or more Service IDs (8.2), unique within the
array, that(mdp to that Port Conversation ID. Frames with Service IDs not contained in the
map are hot mapped to any Port Conversation ID and are discarded.

7.3.1.1.37 aAggOperDiscardWrongConversation

ATTRIBUTE

APBROPRIATE SYNTAX:
BOOLEAN

BEHAVIOR DEFINED AS:

The operational value that determines whether the Ageregator discards a frame that is

received from an Aggregation Port with a Port Conversation ID that has a value of FALSE in
the Port Oper_Conversation Mask. This value is read-only.
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7.3.1.1.38 aAggConvLinkDigest

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of a 16-octet MDS5 Digest.

BEHAVIOR DEFINED AS:
The value for the digest of aAggAdminConvLinkMap (7.3.1.1.34). This value is read-only.

7.3.1.1.39 aAggConvServiceDigest

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of a 16-octet MDS5 Digest.

BEHAVIOR DEFINED AS:
The value for the digest of aAggAdminConvServiceMap (7.3.1.1.36). The value is NULL
when the distribution algorithm specified by aAggPortAlgorithm (7:3.1-1.33) does not use
the aAggAdminConvServiceMap. This value is read-only.

7.3.1.1.40 aAggPartnerPortAlgorithm

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of a 3-oétet'OUI or CID and one following octet.

BEHAVIOR DEFINED AS:
The operational value of the distribution dlgorithm in use by the LACP Partner. This value is
read-only.

7.3.1.1.41 aAggPartnerConvLinkDigest

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of a 16-octet MDS5 Digest.

BEHAVIOR DEFINED AS:
The operationalyvalue of the digest of the aAggAdminConvLinkMap (7.3.1.1.34) in use by
the LACP(Partner. This value is read-only.

7.3.1.1.42 aAggPartnerConvServiceDigest

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of a 16-octet MD5 Digest.
BEHAVIOR DEFINED AS:

The operational value of the digest of aAggAdminConvServiceMap (7.3.1.1.36) in use by the
LACP Partner. This value is read-only

7.3.1.1.43 aAggActiveLinks

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF INTEGERSs that match the syntax of aAggPortOperLinkNumber.
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BEHAVIOR DEFINED AS:
The value of this read-only attribute contains the list of the operational Link Numbers of
Aggregation Ports that are currently active (i.e., collecting) on the Aggregator. An empty list
indicates that there are no Aggregation Ports active. Each integer value in the list carries an
aAggPortOperLinkNumber attribute value (7.3.2.1.28).

7.3.1.2 Aggregator Notifications

7.3.1.2.7 nAggLinkUpNotification

NOTIFICATION

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
When aAgglinkUpDownNotificationEnable is set to “enabled,” a Link-Up) notification is
generated when the Operational State of the Aggregator changes from “dewn” to “up.” When
aAgglLinkUpDownNotificationEnable is set to “disabled,” no Link’ Up notifications are
generated. The notification carries the identifier of the Aggregator whose state has changed.

7.3.1.2.2 nAggLinkDownNotification

NOTIFICATION
APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
When aAgglinkUpDownNotificationEhable is set to “enabled,” a Link Down notification is
generated when the Operational State'of the Aggregator changes from “up” to “down.” When
aAggLinkUpDownNotificationEnable is set to “disabled,” no Link Down notifications are
generated. The notification carries’the identifier of the Aggregator whose state has changed.

7.3.2 Aggregation Port managed object class

This subclause formally defines th¢ behaviors for the oAggregationPort managed object class attributes.
7.3.2.1 Aggregation Port.Attributes

7.3.2.1.1 aAggPortID

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The unique identifier allocated to this Aggregation Port by the local System. This attribute
identifies an Aggregation Port instance among the subordinate managed objects of the

fodiaq Licat Tl 1 2 d 1
CoOTaT T s 00 CCT TS v araC TS Toat=otiTry:

NOTE—The aAggPortID is represented in the SMIv2 MIB as an ifIndex; see D.4.1.
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7.3.2.1.2 aAggPortActorSystemPriority

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535
BEHAVIOR DEFINED AS:

A 2-octet read-write value used to define the priority value associated with the Actor’s
chfgm_l.dgr\ﬁ'ﬁpr
J

7.3.2.1.3 aAggPortActorSystemID

ATTRIBUTE

APPROPRIATE SYNTAX:
MACAddress

BEHAVIOR DEFINED AS:

A 6-octet read-write MAC address value that defines the value of the System Identifier for
the System that contains this Aggregation Port.

7.3.2.1.4 aAggPortActorAdminKey

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 1 to 65535

BEHAVIOR DEFINED AS:
The current administrative value of the Key) for the Aggregation Port. This is a 16-bit read-
write value. The meaning of particular K€y values is of local significance.

7.3.2.1.5 aAggPortActorOperKey

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 1 to 65535

BEHAVIOR DEFINED AS:
The current eperational value of the Key for the Aggregation Port. This is a 16-bit read-only
value. The meaning of particular Key values is of local significance.

7.3.2.1.6 aAggPortPartnerAdminSystemPriority

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535
BEHAVIOR DEFINED AS:

A 2-octet read-write value used to define the administrative value of priority associated with
the Partner’s Svystem Identifier. The assigned value is used, along with the value of

aAggPortPartnerAdminSystemID, aAggPortPartnerAdminKey, aAggPortPartnerAdminPort,
and aAggPortPartnerAdminPortPriority, in order to achieve manually configured
aggregation.
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7.3.2.1.7 aAggPortPartnerOperSystemPriority

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:

A 2-octet read-only value indicating the operational value of priority associated with the
Partner’ o 1fie o o 1 tr1 o mn o

value carried in aAggPortPartnerAdminSystemPriority when there is no protocol Panne.
7.3.2.1.8 aAggPortPartnerAdminSystemID

ATTRIBUTE

APPROPRIATE SYNTAX:
MACAddress

BEHAVIOR DEFINED AS:
A 6-octet read-write MACAddress value representing the administrative value of the
Aggregation Port’s protocol Partner’s System Identifier. The assigned value is used, along
with the value of aAggPortPartnerAdminSystemPriority, \aAggPortPartnerAdminKey,
aAggPortPartnerAdminPort, and aAggPortPartnerAdminPortPriority, in order to achieve
manually configured aggregation.

7.3.2.1.9 aAggPortPartnerOperSystemID

ATTRIBUTE

APPROPRIATE SYNTAX:
MACAddress

BEHAVIOR DEFINED AS:
A 6-octet read-only MACAddress value representing the current value of the Aggregation
Port’s protocol Partner’s System Identifier. The value of this attribute contains the manually
configured value carried’;in aAggPortPartnerAdminSystemID when there is no protocol
Partner.

7.3.2.1.10 aAggPortPartnerAdminKey

ATTRIBUTE

APPROPRIATE\SYNTAX:
INTEGER: 1 to 65535

BEHAVIOR DEFINED AS:
The current administrative value of the Key for the protocol Partner. This is a 16-bit
read-write value. The assigned value is wused, along with the value of
aAggPortPartnerAdminSystemPriority, aAggPortPartnerAdminSystemlID,
aAggPortPartnerAdminPort, and aAggPortPartnerAdminPortPriority, in order to achieve
manually configured aggregation.

7.3.2.1.11 aAggPortPartnerOperKey

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535
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BEHAVIOR DEFINED AS:
The current operational value of the Key for the protocol Partner. The value of this attribute
contains the manually configured value carried in aAggPortPartnerAdminKey when there is
no protocol Partner. This is a 16-bit read-only value.

7.3.2.1.12 aAggPortSelectedAggID

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The identifier value of the Aggregator that this Aggregation Port has currently selected:Zero
indicates that the Aggregation Port has not selected an Aggregator, either because if 1s in the
process of detaching from an Aggregator or because there is no suitable Aggregator available
for it to select. This value is read-only.

7.3.2.1.13 aAggPortAttachedAggID

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The identifier value of the Aggregator to which¢his"/Aggregation Port is currently attached.
Zero indicates that the Aggregation Port is,ndt)currently attached to an Aggregator. This
value is read-only.

7.3.2.1.14 aAggPortActorPort

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 1 to 65535

BEHAVIOR DEFINED AS:
The Port NumbetrJlocally assigned to the Aggregation Port. The Port Number is
communicated in-LACPDUs as the Actor_Port. This value is read-only.

7.3.2.1.15 aAggPortActorPortPriority

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:
The priority value assigned to this Aggregation Port. This 16-bit value is read-write.

71.3.2.1.16 aAggPortPartnerAdminPort

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 1 to 65535

BEHAVIOR DEFINED AS:
The current administrative value of the Port Number for the protocol Partner. This is a 16-bit
read-write value. The assigned value is wused, along with the value of
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aAggPortPartnerAdminSystemPriority, aAggPortPartnerAdminSystemlID,
aAggPortPartnerAdminKey, and aAggPortPartnerAdminPortPriority, in order to achieve
manually configured aggregation.

7.3.2.1.17 aAggPortPartnerOperPort

ATTRIBUTE
APPROPRIATE SYNTAX:

INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:
The operational Port Number assigned to this Aggregation Port by the Aggregation Port’s
protocol Partner. The value of this attribute contains the manually configured value carried in
aAggPortPartnerAdminPort when there is no protocol Partner. This 16-bit value is read-only.

7.3.2.1.18 aAggPortPartnerAdminPortPriority

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:
The current administrative value of the Port Priority forthe protocol Partner. This is a 16-bit
read-write value. The assigned value is (used, along with the value of
aAggPortPartnerAdminSystemPriority, aAggPortPartnerAdminSystemID,
aAggPortPartnerAdminKey, and aAggPortParthérAdminPort, in order to achieve manually
configured aggregation.

7.3.2.1.19 aAggPortPartnerOperPortPriority

ATTRIBUTE
APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:
The priority valuesdssigned to this Aggregation Port by the Partner. The value of this attribute
contains the manually configured value carried in aAggPortPartnerAdminPortPriority when
there is noprotocol Partner. This 16-bit value is read-only.

7.3.2.1.20 aAggPortActorAdminState

ATTRIBUTE
APPROPRIATE SYNTAX:
BIT STRING [SIZE (1..8)]

BEHAVIOR DEFINED AS:
A string of 8 bits, corresponding to the administrative values of Actor State (6.4.2.3,
Figure 6-9). The first bit corresponds to LACP_Activity (the least significant bit of

Actor_state), the second DIt corresponds to Short_Timeout, the third bit corresponds to
Aggregation, the fourth bit corresponds to Synchronization, the fifth bit corresponds to
Collecting, the sixth bit corresponds to Distributing, the seventh bit corresponds to Defaulted,
and the eighth bit corresponds to Expired (the most significant bit of Actor State). These
values allow administrative control over the operational values of LACP_Activity,
Short_Timeout, and Aggregation. This attribute value is read-write.
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7.3.2.1.21 aAggPortActorOperState

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (1..8)]
BEHAVIOR DEFINED AS:

A string of 8 bits, corresponding to the current operational values of Actor State (6.4.2.3,
p;gnrn 6 Q) as transmitted ]"\.‘/I the Actoran T ACPDILUIs The bit allocations are-as defined in

7.3.2.1.20. This attribute value is read-only.
7.3.2.1.22 aAggPortPartherAdminState

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (1..8)]
BEHAVIOR DEFINED AS:

A string of 8 bits, corresponding to the current administrative value of Actor_State for the
protocol Partner. The bit allocations are as defined in 7.3.2.1.205This attribute value is read-
write. The assigned value is used in order to achieve manually configured aggregation.

7.3.2.1.23 aAggPortPartnerOperState

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (1..8)]

BEHAVIOR DEFINED AS:
A string of 8 bits, corresponding tosthe current values of Actor_State in the most recently
received LACPDU transmitted by the protocol Partner. The bit allocations are as defined in

7.3.2.1.20. In the absence ofi@n”active protocol Partner, this value reflects the manually
configured value aAggPortPartherAdminState. This attribute value is read-only.

7.3.2.1.24 aAggPortAggregateOrindividual

ATTRIBUTE

APPROPRIATE SYNTAX:
BOOLEAN

BEHAVIOR DEFINED AS:
A read-only Boolean value that, when TRUE, indicates the Aggregation Port can join a LAG
consisting of multiple Aggregation Ports. When FALSE, it indicates that the Aggregation

Port can support only a Solitary link because the Aggregation bit in either
aAggPortActorOperState or aAggPortPartnerOperState is FALSE.

7(3.2.1.25 aAggPortOperConversationPasses

ATTRIBUTE
APPROPRIATE SYNTAX:
BIT STRING [SIZE (4096)]
BEHAVIOR DEFINED AS:
A read-only current operational vector of Boolean values, with one value for each possible

Port Conversation ID. A 1 indicates that a frame mapping to this Port Conversation ID is
distributed to this Aggregation Port, and a 0 indicates that it is not.
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7.3.2.1.26 aAggPortOperConversationCollected

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (4096)]
BEHAVIOR DEFINED AS:
A read-only current operational vector of Boolean values, with one value for each possible

Port Conversation D A Lindicates-that a frame mqpp;ﬂg to-this-Port-ConversationtD can-be
collected from this Aggregation Port, and a 0 indicates that it cannot.

7.3.2.1.27 aAggPortAdminLinkNumber

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER, 0 to 65535

BEHAVIOR DEFINED AS:

The Link Number value for the Aggregation Port, configured by the System's administrator,
which is unique among all Aggregation Ports Sthat have the same
aAggPortActorSystemPriority, aAggPortActorSystemID, @nd " aAggPortActorAdminKey
values, and selected from the set of Link_ Numbers in the¢@AggAdminConvLinkMap of any
Aggregator with matching aAggActorSystemPriority, aAggActorSystemID, and
aAggActorAdminKey values. This value is read-write,

7.3.2.1.28 aAggPortOperLinkNumber

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER, 0 to 65535

BEHAVIOR DEFINED AS:

The operational Link Number value for this Aggregation Port that is either the same value as

aAggPortAdminLinkNumber or the corresponding value of the LACP partner. This value is
read-only.

7.3.2.1.29 aAggPortPartnerkinkNumber

ATTRIBUTE

APPROPRIATE\SYNTAX:
INTEGER, 0 to 65535

BEHAVIOR DEFINED AS:

The last-received value of the Partner Link Number, or zero if the Aggregator Port is using
default values for the Partner or the Partner LACP Version is 1. This value is read-only.

7(3.2.1.30 aAggPortWtrTime

AlT'TKIBUTE

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:

The wait-to-restore (WTR) period, in seconds, that needs to elapse between an Aggregation
Port on a LAG coming up (Port Operational becoming TRUE) and being permitted to
become active (transmitting and receiving frames) on the LAG. This value is read-write.
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7.3.2.1.31 aAggPortWtrRevertive

ATTRIBUTE

APPROPRIATE SYNTAX:
BOOLEAN

BEHAVIOR DEFINED AS:
Controls revertlve or non-revertive mode of operatlon When TRUE, the Aggregatlon Port

11nks in the LAG When FALSE the Aggreganon Port cannot become actlve unless there are
no other links that can become active in the LAG. The default value is TRUE. This valuenis
read-write.

7.3.2.1.32 aAggPortWtrWaiting

ATTRIBUTE

APPROPRIATE SYNTAX:
BOOLEAN

BEHAVIOR DEFINED AS:
Indicates the Aggregation Port is inhibited from becoming active for an interval (determined
by aAggPortWtrTime) after becoming operational or while’non-revertive operation is being
enforced by the Selection Logic. This value is read-only:

7.3.2.1.33 aAggPortActorLacpVersion

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The version number transmittedih LACPDUs on this Aggregation Port. This value is read-
only.

7.3.2.1.34 aAggPortPartnerLacpVersion

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The version number in the LACPDU most recently received on this Aggregation Port. This
value is read-only.

7.3.2.2-Aggregation Port Extension Attributes

7(3.2.2.1 aAggPortProtocolDA

AlT'TKIBUTE

APPROPRIATE SYNTAX:
MACAddress

BEHAVIOR DEFINED AS:
A 6-octet read-write MACAddress value specifying the DA (6.2.10.2) to be used when
sending Link Aggregation Control and Marker PDUs on this Aggregation Port,
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corresponding to the value of Protocol DA in 6.2.7.1.2, 6.2.9, and 6.5.4.2.1. The default
value shall be the IEEE 802.3 Slow_Protocols_Multicast address.

7.3.3 Aggregation Port Statistics managed object class
This subclause formally defines the behaviors for the oAggPortStats managed object class attributes.

7.3.3.1 Aggregation Port Statistics attributes

7.3.3.1.1 aAggPortStatsiD

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
This read-only attribute identifies an Aggregation Port Statistics objectinstance among the
subordinate managed objects of the containing object. The value allgcated to this attribute
shall be the same as the containing oAggregationPort managed object

7.3.3.1.2 aAggPortStatsLACPDUsRx

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum‘increment rate of 5 counts per second.

BEHAVIOR DEFINED AS:
The number of valid LACPDUs received)on’this Aggregation Port. This value is read-only.

7.3.3.1.3 aAggPortStatsMarkerPDUsRx

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 5 counts per second.

BEHAVIOR DEFINED AS:
The number of\valid Marker PDUs received on this Aggregation Port. This value is read-
only.

7.3.3.1.4 aAggPortStatsMarkerResponsePDUsRXx

ATTRIBUTE
APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 5 counts per second.

BEHAVIOR DEFINED AS:
The number of valid Marker Response PDUs received on this Aggregation Port. This value is
read-only.

7.3.3.1.5 aAggPortStatsUnknownRx

ATTRIBUTE
APPROPRIATE SYNTAX:

Generalized counter. This counter has a maximum increment rate of 50 counts per second.
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BEHAVIOR DEFINED AS:
The number of frames received that either
— Carry the Slow Protocols EtherType value (Table 6-3), but contain an unknown PDU, or

— Are addressed to the Slow Protocols group MAC Address (57A.3 of IEEE Std 802.3-
2018), but do not carry the Slow Protocols EtherType. This value is read-only.

7.3.3.1.6 aAggPortStatslllegalRx

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 50 counts per second.

BEHAVIOR DEFINED AS:
The number of frames received that carry the Slow Protocols EtherType value (Table 6-3),
but contain a badly formed PDU or an illegal value of Protocol Subtype (57A.3 of
IEEE Std 802.3-2018). This value is read-only.

7.3.3.1.7 aAggPortStatsLACPDUsTx

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum inctement rate of 5 counts per second.

BEHAVIOR DEFINED AS:
The number of LACPDUs transmitted on this Aggregation Port. This value is read-only.

7.3.3.1.8 aAggPortStatsMarkerPDUsTx

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 5 counts per second.

BEHAVIOR DEFINED AS:
The number of Marker\PDUs transmitted on this Aggregation Port. This value is read-only.

7.3.3.1.9 aAggPortStatsMarkerResponsePDUsTx

ATTRIBUTE

APPROPRIATESYNTAX:
Generalized counter. This counter has a maximum increment rate of 5 counts per second.

BEHAVIOR/'DEFINED AS:
The number of Marker Response PDUs transmitted on this Aggregation Port. This value is
read-only.

7¢3.4 Aggregation Port Debug Information managed object class
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attributes.
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7.3.4.1 Aggregation Port Debug Information attributes
7.3.4.1.1 aAggPortDebuginformationiD

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER
BEHAVIOR DEEINED AS:

This read-only attribute identifies an LACP Debug Information object instance among the
subordinate managed objects of the containing object. The value allocated to this attribute
shall be the same as the containing oAggregationPort managed object.

7.3.4.1.2 aAggPortDebugRxState

ATTRIBUTE

APPROPRIATE SYNTAX:
An ENUMERATED VALUE that has one of the following entries:
current
expired
defaulted
initialize
lacpDisabled
portDisabled

BEHAVIOR DEFINED AS:
This attribute holds the value “current” if theReceive state machine for the Aggregation Port
is in the CURRENT state, “expired” ifithevReceive state machine is in the EXPIRED state,
“defaulted” if the Receive state machine is in the DEFAULTED state, “initialize” if the
Receive state machine is in the INITIALIZE state, “lacpDisabled” if the Receive state
machine is in the LACP_DISABEED state, or “portDisabled” if the Receive state machine is
in the PORT_DISABLED state» This value is read-only.

7.3.4.1.3 aAggPortDebugl astRxTime

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEEINED AS:
The time at which the last LACPDU was received by this Aggregation Port, in terms of
cenfiseconds since the system was last reset. The ifLastChange object in the Interfaces MIB
defined in IETF RFC 2863 is a suitable object for supplying a value for
aAggPortDebuglLastRxTime. This value is read-only.

NOTEs=aAggPortDebuglLastRxTime was defined in terms of the aTimeSinceSystemReset variable of Annex F and
FQ2:1'of IEEE Std 802.3-2018 in earlier versions of this standard. aTimeSinceSystemReset and ifLastChange have the
sapic meaning.

7.3.4.1.4 aAggPortDebugMuxState

ATTRIBUTE

APPROPRIATE SYNTAX:
An ENUMERATED VALUE that has one of the following entries:
detached
waiting
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attached

collecting

distributing
collecting_distributing
attach

attachedWtr

BEHAVIOR DEFINED AS:
This attribute _holds the value ‘“detached” if the Mux state machine (6.4.13) for the

Aggregation Port is in the DETACHED state, “waiting” if the Mux state machine for the
Aggregation Port is in the WAITING state, “attached” if the Mux state machine for the
Aggregation Port is in the ATTACHED state, “collecting” if the Mux state machine foér the
Aggregation Port is in the COLLECTING state, “distributing” if the Mux state maehine for
the Aggregation Port is in the DISTRIBUTING state, “collecting_distributing”, if/the Mux
state machine for the Aggregation Port is in the COLLECTING DISTRIBUTING state,
“attach” if the Mux state machine for the Aggregation Port is in the ATTACH state, and
“attachedWtr” if the Mux state machine for the Aggregatiom-‘Port is in the
ATTACHED_ WTR state. This value is read-only.

7.3.4.1.5 aAggPortDebugMuxReason

ATTRIBUTE

APPROPRIATE SYNTAX:
A PrintableString, 255 characters max.

BEHAVIOR DEFINED AS:
A human-readable text string indicating the reason for the most recent change of Mux
machine state. This value is read-only.

7.3.4.1.6 aAggPortDebugActorSyncTransitionCount

ATTRIBUTE
APPROPRIATE SYNTAX:
Generalized counter. This-counter has a maximum increment rate of 5 counts per second.

BEHAVIOR DEFINED AS:
Count of the squmber of times the Actor’s Mux state machine (6.4.13) has changed
Actor_Oper«Pert_State.Synchronization from FALSE to TRUE. This value is read-only.

7.3.4.1.7 aAggPortDebugPartnerSyncTransitionCount

ATTRIBUTE
APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 5 counts per second.

BEHAVIOR DEFINED AS:
Count of the number of times the Partner’s Mux state machine (6.4.13) has changed its
synchronization state from FALSE to TRUE. This value is read-only.

7.3.4.1.8 aAggPortDebugActorChangeCount

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 5 counts per second.
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BEHAVIOR DEFINED AS:
Count of the number of times the Actor’s perception of the LAG ID for this Aggregation Port
has changed. This value is read-only.

7.3.4.1.9 aAggPortDebugPartnerChangeCount

ATTRIBUTE
APPROPRIATE SYNTAX:

Generalized counter. This counter has a maximum increment rate of 5 counts per second.

BEHAVIOR DEFINED AS:
Count of the number of times the Partner’s perception of the LAG ID (6.3.6.1) for [this
Aggregation Port has changed. This value is read-only.

7.4 Management for Distributed Resilient Network Interconnect

7.4.1 DRNI Managed Object Class

This subclause formally defines the behaviors for the oDRNI managed object elass attributes.
7.4.1.1 DRNI Attributes

7.4.1.1.1 aDrnilD

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The unique identifier allocated to this DRNI Gateway by the local System. This attribute
identifies a DRNI Gateway Port” instance among the subordinate managed objects of the
containing object. This valug is read-only.

NOTE—The aDrnilD is represented in the'\SMIv2 MIB as an iflndex; see D.5.
7.4.1.1.2 aDrniDescription

ATTRIBUTE

APPROPRIATE'SYNTAX:
A PrintableString, 255 characters max.

BEHAVIOR'DEFINED AS:
‘A human-readable text string containing information about the DRNI Gateway. This string is
read-only. The contents are vendor specific.

7(4.1.1.3 aDrniName

ATTRIBUTE

APPROPRIATE SYNTAX:
A PrintableString, 255 characters max.

BEHAVIOR DEFINED AS:
A human-readable text string containing a locally significant name for the DRNI Gateway.
This string is read-write.
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7.4.1.1.4 aDrniAggregator

ATTRIBUTE

APPROPRIATE SYNTAX:
An INTEGER that matches the syntax of an Interface Identifier.

BEHAVIOR DEFINED AS:
Read-write Interface Identifier of the Aggregator Port supporting this DRNI Gateway.

7.4.1.1.5 aDrniAggregationPortList

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF INTEGERs that match the syntax of aAggPortID.

BEHAVIOR DEFINED AS:
The value of this read-write attribute contains the list of Aggregation Ports that are assigned

to this DRNI Gateway. Each integer value in the list carries an aAggPortID attribute value
(7.3.2.1.1).

7.4.1.1.6 aDrniHomeGatewayAlgorithm

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of an OUI or CID and one following octet.

BEHAVIOR DEFINED AS:
This read-write value identifies the algorithm used by the DRNI Gateway to assign frames to
a Gateway Conversation ID. 8.2 provides the IEEE 802.1 OUI (00-80-C2) Gateway
Algorithm encodings.

7.4.1.1.7 aDrniHomeAggregatorConversationPasses

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE(4096)]

BEHAVIOR DEFINED AS:
A read-only current operational vector of Boolean values, with one value for each possible
Port Conversation ID. A 1 indicates that the Port Conversation ID is allowed to be distributed
throfigh* this DRNI Gateway’s Aggregator, and a 0 indicates that it cannot.
aDrniHomeAggregatorConversationPasses is  referencing the current value of
Home Aggregator Mask (9.5.2.2).

7.4.1.4-:8aDrniHomeGatewayConversationPasses

ATTRIBUTE
APPROPRIATE SYNTAX:

BIT STRING [SIZE (4096)]

BEHAVIOR DEFINED AS:
A read-only current operational vector of Boolean values, with one value for each possible
Gateway Conversation ID. A 1 indicates that the Gateway Conversation ID is allowed to pass
through this DRNI Gateway Port, and a 0 indicates that it cannot.
aDrniHomeGatewayConversationPasses  is  referencing the current value of
Home Gateway Mask (9.5.2.2).
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7.4.1.1.9 aDrniGatewayAdminState

ATTRIBUTE
APPROPRIATE SYNTAX:
An ENUMERATED VALUE that has one of the following entries:

up
down
BEHAVIOR DEFINED AS:

This read-write value defines the administrative state of the DRNI Gateway Port. A value of
“up” indicates that the operational state of the Gateway (aDrniGatewayOperState)~is
permitted to be either “up” or “down.” A value of “down” forces the operational state .of the
DRNI Gateway Port to be “down”. A GET operation returns the current administrafive-state.
A SET operation changes the administrative state to a new value.

7.4.1.1.10 aDrniGatewayOperState

ATTRIBUTE

APPROPRIATE SYNTAX:
An ENUMERATED VALUE that has one of the following entries:
up
down

BEHAVIOR DEFINED AS:
This read-only value defines the operational state.ofithe DRNI Gateway Port. An operational
state of “up” indicates that the DRNI Gateway. Port is available for use by the Distributed
Relay Client; a value of “down” indicates thatthe DRNI Gateway Port is not available for use
by the Distributed Relay Client.

7.4.1.1.11 aDrniGatewayTimeOfLastOperChange

ATTRIBUTE
APPROPRIATE SYNTAX:
INTEGER

BEHAVIOR DEFINED AS:
The time at which-the interface entered its current operational state, in terms of centiseconds
since the systein was last reset. If the current state was entered prior to the last reinitialization
of the local-network management subsystem, then this object contains a value of zero. The
ifLast€hange object in the Interfaces MIB defined in IETF RFC 2863 is a suitable object for
supplying a value for aDmiGatewayTimeOfLastOperChange. This value is read-only.

7.4.1.1.12.aDrniProtocolDA

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF 6 OCTETS that match the syntax of a 48-bit MAC Address

BEHAVIOR DEFINED AS:
A 6-octet read-write MAC Address value specifying the DA to be used when sending
DRCPDUs, corresponding to the value of DRNI DA in 9.6.5. Its value is one of the
addresses selected from Table 9-1 and its default shall be the IEEE 802.1 Nearest non-TPMR
Bridge group address (01-80-C2-00-00-03).
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7.4.1.1.13 aDrniAggregatorSystem

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF 6 OCTETS that match the syntax of a 48-bit MAC Address

BEHAVIOR DEFINED AS:
The Aggregator System value to be used by the Aggregator supportlng this DRNI Gateway

DRNI System via the Intra-Relay Connectlon (IRC) Th1s Value is read write.
7.4.1.1.14 aDrniAggregatorSystemPriority

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:
The Aggregator System Priority value to be used by the Aggregator supporting this DRNI
Gateway (and the Aggregation Ports assigned to this DRNI Gatéway) when paired with a
neighbor DRNI System via the IRC. This value is read-writez

7.4.1.1.15 aDrniAggregatorKey

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 1 to 65535

BEHAVIOR DEFINED AS:
The Aggregator Key value to be used\by the Aggregator supporting this DRNI Gateway (and
the Aggregation Ports assigned to this DRNI Gateway) when paired with a neighbor DRNI
System via the IRC. This valugisTead-write.

7.4.1.1.16 aDrniHomeCscdGatewayControl

ATTRIBUTE

APPROPRIATE SYNTAX:
BOOLEAN

BEHAVIOR DEFINED AS:
A readswrite Boolean value that, when TRUE, allows the DRNI Gateway Port selection to be
based_on the CSCD parameters that control the Aggregator Port selection (see 9.5.3.5).

7.4.1.1.17"aDrniHomeDRClientGatewayControl

ATTRIBUTE
APPROPRIATE SYNTAX:
BOOLEAN

BEHAVIOR DEFINED AS:
A read-write Boolean value that, when TRUE, allows the Distributed Relay Client to determine
whether to forward frames through the DRNI Gateway Port (see 9.5.3.5).
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7.4.1.1.18 aDrniHomeGatewayEnableMask

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (4096)]
BEHAVIOR DEFINED AS:
A read-write vector of Boolean values, with one value for each possible Gateway

Conversation D conficured by administration—A—1 indicates frames—associated wath that
5 1<) 4

Gateway Conversation ID are allowed to pass through this DRNI Gateway Port, and a 0
indicates that such frames are not allowed to pass.

7.4.1.1.19 aDrniHomeGatewayPreferenceMask

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (4096)]

BEHAVIOR DEFINED AS:
A read-write vector of Boolean values, with one value for,€ach possible Gateway
Conversation ID, configured by administration. A 1 indicatesthat the DRNI Gateway Port in
this DRNI Gateway is the preferred Gateway when both DRNI Gateways have the Gateway
Conversation ID enabled in the aDrniHomeGatewayAwailableMask, and a 0 indicates that it
is not.

7.4.1.1.20 aDrniHomeAdminGatewayConvServiceMap

ATTRIBUTE

APPROPRIATE SYNTAX:
An array of SEQUENCE OF INTEGERs, that match the syntax of Service IDs (8.2).
BEHAVIOR DEFINED AS:
There are 4096 read-write entries in the aDriHomeAdminGatewayConvServiceMap
variables, indexed by Gateway Conversation ID. Each contains a set of zero or more Service
IDs (8.2), unique within'the array that map to that Gateway Conversation ID. Frames with
Service IDs not centained in the map are not mapped to any Gateway Conversation ID and
are discarded.

7.4.1.1.21 aDrniHomeGatewayConvServiceDigest

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of a 16-octet MD5 Digest.

BEHAVIOR DEFINED AS:
The value for the digest of aDrniHomeAdminGatewayConvServiceMap (7.4.1.1.20). The
value is NULL when the distribution algorithm specified by aDrniAggregationPortList
(7.4.1.1.5) does not use the aDrniHomeAdminGatewayConvServiceMap. This value is read-

onty.
7.4.1.1.22 aDrniHomeGatewayAvailableMask

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (4096)]
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BEHAVIOR DEFINED AS:
A read-only vector of Boolean values, with one value for each possible Gateway
Conversation ID. A 1 indicates this DRNI Gateway Port is eligible to be selected to pass that
Gateway ConversationID, and a 0 indicates that it is not eligible.
aDrniHomeGatewayAvailableMask is referencing the Gateway Available Mask in the
Home Gateway_State variable.

7.4.1.1.23 aDrnilntraRelayPort

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER matching the syntax of an Interface Identifier.

BEHAVIOR DEFINED AS:
Read-write Interface Identifier (ifIndex) of the Port supporting the Intra Relay Port of this
DRNI Gateway.

7.4.1.1.24 aDrniHomeAdminlrpState

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (1..8)]

BEHAVIOR DEFINED AS:

A string of 8 bits, corresponding to the administrative values of IRP_State (9.6.2.3 and
Figure 9-13). The first two bits (the least significant bits of IRP_State) are reserved, the third
bit corresponds to Short Timeout, the-fourth bit corresponds to Sync, the fifth bit
corresponds to IRC Data, the sixth bit€orreésponds to DRNI, the seventh bit corresponds to
Defaulted, and the eighth bit corresponds to Expired (the most significant bit of IRP_State).
These values allow administrative‘Control over the operational values of Short Timeout and
IRC Data. This attribute value iStead-write.

7.4.1.1.25 aDrniHomeOperirpState

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING\[SIZE (1..8)]

BEHAVIOR DEFINED AS:
A strifig of 8 bits, corresponding to the current operational value of IRP_State (9.6.2.3 and
Figure 9-13) as transmitted in DRCPDUs. The bit allocations are as described for
aDrniHomeAdminlrpState (7.4.1.1.24). This attribute value is read-only.

7.4.1.1.26-aDrniNeighborOperirpState

ATTRIBUTE

APPROPRIATE SYNTAX:
RITOTDINC ICTZ (1 QN1
BH-STHRINGHSHAE--81

BEHAVIOR DEFINED AS:

A string of 8 bits, corresponding to the current operational values of IRP_State (9.6.2.3 and
Figure 9-13) for the DRCP Neighbor. The bit allocations are as described for
aDrniHomeAdminlrpState (7.4.1.1.24). This attribute value is read-only.
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7.4.1.1.27 aDrniNeighborAggregatorConversationPasses

ATTRIBUTE
APPROPRIATE SYNTAX:

BIT STRING [SIZE (4096)]
BEHAVIOR DEFINED AS:

A read-only current operational vector of Boolean values, with one value for each possible

Port ConversationJD A At Port ation1D o-be-d buted-througah

the IRP to the Neighbor Aggregator, and a O indicates that it is not,
aDrniNeighborAggregatorConversationPasses is referencing the current value (of
Neighbor Aggregator Mask (9.5.2.2).

7.4.1.1.28 aDrniNeighborGatewayConversationPasses

ATTRIBUTE
APPROPRIATE SYNTAX:
BIT STRING [SIZE (4096)]

BEHAVIOR DEFINED AS:
A read-only current operational vector of Boolean values, with, one value for each possible
Gateway Conversation ID. A 1 indicates that the Gateway/Conversation ID is to be passed
through the Neighbor DRNI Gateway Port via the JRR*and a 0 indicates that it is not.
aDrniNeighborGatewayConversationPasses  is _réferencing the current value of
Neighbor Gateway Mask (9.5.2.2).

7.4.1.1.29 aDrniNeighborSystem

ATTRIBUTE
APPROPRIATE SYNTAX:

A SEQUENCE OF 6 OCTETS-thdt match the syntax of a 48-bit MAC Address
BEHAVIOR DEFINED AS:

The MAC Address portion of the System Identifier of the Neighbor DRNI System
(connected via the Intra-Relay Port). This value is read-only.

7.4.1.1.30 aDrniNeighborSystemPriority

ATTRIBUTE

APPROPRIATE\SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:

The priority portion of the System Identifier of the Neighbor DRNI System (connected via
the Intra-Relay Port). This value is read-only.

7(4.14.1.31 aDrniNeighborDrniKey

AlTTKIBUITE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:

The DRNI key value received from the Neighbor DRNI System (connected via the Intra-
Relay Port). This value is read-only.
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7.4.1.1.32 aDrniSequenceNumbers

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF INTEGERS

BEHAVIOR DEFINED AS:

The current values of all sequence numbers used by DRCP to coordinate the exchange of
of the Home Aggregator Sequence Number, Home Gateway Sequence Number, Home
Gateway Preference Sequence Number, Neighbor Aggregator_Sequence Number,
Neighbor Gateway Sequence Number, Neighbor Gateway Preference Sequence Number,
Reflected Aggregator Sequence Number, Reflected Gateway Sequence Numbet;~ and
Reflected Gateway Preference Sequence Number. These values are read-only.

7.4.1.1.33 aDrniNeighborAggregatorAlgorithm

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of an OUI or CID and ‘'on¢ following octet.
BEHAVIOR DEFINED AS:
The Port algorithm used by the Neighbor Aggregator to assign frames to Port
Conversation IDs. aDrniSequenceNumbers is refereficing the Aggregator Port Algorithm in
the Neighbor Aggregator State variable. This value.is read-only.

7.4.1.1.34 aDrniNeighborAggregatorConvServiceDigest

ATTRIBUTE
A SEQUENCE OF OCTETS consisting of a 16-octet MD5 Digest.

BEHAVIOR DEFINED AS:
The digest of  the Neighbor  Aggregator’s Admin Conv_Service Map.
aDrniNeighborAggregatof€onvServiceDigest is referencing the
Aggregator Conv_Service Digest in the Neighbor Aggregator State variable. This value is
read-only.

7.4.1.1.35 aDrniNeighborAggregatorConvLinkDigest

ATTRIBUTE
A SEQUENCE OF OCTETS consisting of a 16-octet MD5 Digest.

BEHAVIORyDEFINED AS:
The digest of the Neighbor  Aggregator’s Admin_Conv_Link Map.
aDrniNeighborAggregatorConvLinkDigest is referencing the
Aggregator Conv_Link Digest in the Neighbor Aggregator State variable. This value is
read-only.

| ~7.4.1.1.36 aDrniNeighborPartnerSystemPriority

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535
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BEHAVIOR DEFINED AS:
The priority portion of the System Identifier of the Neighbor Aggregator’s Partner.
aDrniNeighborPartnerSystemPriority is referencing the Partner System Priority in the
Neighbor Aggregator State variable. This value is read-only.

7.4.1.1.37 aDrniNeighborPartnerSystem

ATTRIBUTE

APPROPRIATE SYNTAX:
A SEQUENCE OF 6 OCTETS that match the syntax of a 48-bit MAC Address

BEHAVIOR DEFINED AS:
The MAC Address portion of the System Identifier of the Neighbor Aggregator’s Partner.
aDrniNeighborPartnerSystem is referencing the Partner System A _\in  the
Neighbor Aggregator State variable. This value is read-only.

7.4.1.1.38 aDrniNeighborPartnerAggregatorKey

ATTRIBUTE

APPROPRIATE SYNTAX:
INTEGER: 0 to 65535

BEHAVIOR DEFINED AS:
The  operational key value of the (. Neighbor Aggregator’s  Partner.
aDrniNeighborPartnerAggregatorKey is referencing the Partner Oper Aggregator Key in
the Neighbor Aggregator State variable. This value is read-only.

7.4.1.1.39 aDrniNeighborCscdState

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (1..8)]

BEHAVIOR DEFINED AS:

A read-only string of "8 bits, corresponding to the Aggregator CSCD State in the
Neighbor Aggregator State variable. The first three bits (the least significant bits of
CSCD_State) ,jare reserved; the fourth bit corresponds to the Neighbor’s value for
Home AdminvCSCD_Gateway Control; the fifth bit corresponds to the Neighbor
Aggregator’s operational value for Discard Wrong Conversation; and the sixth, seventh, and
eighth\\ _bits correspond to the Neighbor Aggregator’s operational value for
differ€onvLinkDigests, differConvServiceDigests, and differPortAlgorithms, respectively,
(the most significant bits of CSCD_ State).

7.4.1.1.40-aDrniNeighborActivelLinks

ATTRIBUTE
APPROPRIATE SYNTAX:

ASTOITDNCD O INTDOD
DU TINC L OUT TN T

Roithat talth £ £ oA Dot 1 PPN A N E L.
A-SEQ NFEGERs-thatmateh-the-synteofaAgePertOperbinidNumber
BEHAVIOR DEFINED AS:

A list of the operational Link Numbers of Aggregation Ports that are currently active (i.e.,
collecting) on the Neighbor’s Aggregator. An empty list indicates that there are no
Aggregation Ports active. Each integer value in the list carries an aAggPortOperLinkNumber
attribute  value  (7.3.2.1.28).  aDrniNeighborActiveLinks is  referencing the
Active LAG_Links in the Neighbor Aggregator State variable. This value is read-only.
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7.4.1.1.41 aDrniNeighborGatewayAlgorithm

ATTRIBUTE
APPROPRIATE SYNTAX:
A SEQUENCE OF OCTETS consisting of an OUI or CID and one following octet.

BEHAVIOR DEFINED AS:
The gateway algorithm used by the Nelghbor DRNI Gateway to as51gn frames to Gateway

ConversationIDs —aDrniSeguen
e §

Neighbor Gateway_State Varlable ThlS Value is read only
7.4.1.1.42 aDrniNeighborGatewayConvServiceDigest

ATTRIBUTE
A SEQUENCE OF OCTETS consisting of a 16-octet MD5 Digest.

BEHAVIOR DEFINED AS:
The digest of the Neighbor DRNI Gateway’s aDmiHomeAdminGatewayConvServiceMap
(7.4.1.1.20). aDrniNeighborGatewayConvServiceDigest is referencing the
Gateway_ Conv_Service Digest in the Neighbor Gateway_State(yariable. This value is read-
only.

7.4.1.1.43 aDrniNeighborGatewayAvailableMask

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (4096)]

BEHAVIOR DEFINED AS:
A read-only vector of Boolean values, with one value for each possible Gateway
Conversation ID. A 1 indicates that'the Neighbor DRNI Gateway Port is eligible to be
selected to pass that Gateway~€onversation ID, and a 0 indicates that it is not eligible.
aDrniNeighborGatewayAvailableMask is referencing the Gateway Available Mask in the
Neighbor Gateway _Statesvariable. This value is read-only.

7.4.1.1.44 aDrniNeighborGatewayPreferenceMask

ATTRIBUTE

APPROPRIATE SYNTAX:
BIT STRING [SIZE (4096)]

BEHAVIOR DEFINED AS:
AJread-only vector of Boolean values, with one value for each possible Gateway
Conversation ID. A 1 indicates that the DRNI Gateway Port in the Neighbor DRNI Gateway
is the preferred Gateway when both DRNI Gateways have the Gateway Conversation ID
enabled in the Gateway Available Mask, and a 0 indicates that it is not.
aDrniNeighborGatewayPreferenceMask is referencing the Gateway Preference Mask in the
Neighbor Gateway Preference variable. This value is read-only.
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7.4.1.1.45 aDrniDRCPDUsRx

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 5 counts per second.

BEHAVIOR DEFINED AS:
The number of valid DRCPDUs received on this Intra-Relay Port. This value is read-only.

7.4.1.1.46 aDrnilllegalRx

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum increment rate of 50 counts persecond.

BEHAVIOR DEFINED AS:
The number of frames received on this Intra-Relay Port that carry the DRCP)EtherType value
(9.6.1.4), but contain a badly formed PDU. This value is read-only.

7.4.1.1.47 aDrniDRCPDUsTx

ATTRIBUTE

APPROPRIATE SYNTAX:
Generalized counter. This counter has a maximum jherement rate of 5 counts per second.

BEHAVIOR DEFINED AS:
The number of valid DRCPDUs transmitted<n this Intra-Relay Port. This value is read-only.
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8. Distribution algorithms

The CSCD procedures specified in 6.6 provide a structure for administrative control over the distribution
algorithm used by a Link Aggregation Sublayer and for communicating the distribution algorithm in use to
an LACP Partner. A Distributed Relay operation (9.2) uses a similar structure for distributing frames
between the DRNI Gateway Ports. Each algorithm is capable of mapping any frame to a Port Conversation
ID (6.6.1 and 9.5.3.4) or a Gateway Conversation ID (9.5.3.5). Some algorithms associate each frame with a
Service Identifier, using one or more of the frame fields specified by IEEE Std 802.1Q), and a manageable

table that maps each Service Identifier to a conversation identifier.
This clause specifies the following:

a)  The identification method for distribution algorithms (8.1)
b) The advantages of Per-Service Frame Distribution (8.2)
¢) Standard distribution algorithms (8.2.1 through 8.2.5) and their identifiers (Table:8+1)

8.1 Distribution algorithm identification

Each distribution algorithm is identified by a sequence of 4 octets, structured as shown in Figure 8-1.
Distribution algorithm identifiers are used by network administrators te select between algorithms and, in
Conversation-sensitive LACP and Distributed Resilient Network Intefconnect (DRNI) operation, to check
whether partners and neighbors are using the same algorithm.

Octets: | 1 | 2 ’ 3 4
OUl or CID Map Algorithm
(3 octets) (7 bits)
Bits: |8 7 1 ‘ 8 1 ‘ 8 1 8 |7 1
msb Isb msb Isb msb Isb msb Isb

Figure-8-1—Distribution algorithm identifiers

The first three octets contain the OUI or CID of the organization defining the distribution algorithm, and the
fourth octet contains the value identifying the algorithm assigned by the organization defining the algorithm.
The most significant bit of the fourth octet indicates whether the algorithm makes use of a Service ID
mapping table((i.¢7, the Admin_Conv_Service Map to map Service IDs to Port Conversation IDs, or the
Home Admin, Gateway Conv_Service Map to map Service IDs to Gateway Conversation IDs). A value
of 1 indiCates a map is used; a value of 0 indicates a map is not used. Table 8-1 lists the distribution
algorithms specified by this standard and includes identifiers for those algorithms. Use of these standardized
algorithms is encouraged, although the inclusion of an OUI or CID in each algorithm identifier supports the
definition of proprietary distribution algorithms. The “Unspecified distribution algorithm” identifier 00-80-
C2-00 has been reserved for use when the algorithm is unknown (or is not advertised).
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Table 8-1—IEEE per-service distribution algorithms

Distribution algorithm Map Algorithm identifier
Unspecified distribution algorithm No 00-80-C2-00
Distribution based on C-VIDs (8.2.1) No 00-80-C2-01

Yes 00-80-C2-81
Distribution based on S-VIDs (8.2.2) No 00-80-C2-02

Yes 00-80-C2-82
Distribution based on I-SIDs (8.2.3) No 00-80-C2-03

Yes 00-80-C2-83
Distribution based on TE-SIDs (8.2.4) No 00-80-C2-04

Yes 00-80-C2,84
Distribution based on Flow Hash (8.2.5) No 00:80-€2-05

Yes 00-80-C2-85
Reserved 00-80~C2-06 to 00-80-C2-80 and

00380-C2-86 to 00-80-C2-FF

8.2 Per-Service Frame Distribution
Mapping frames to Conversation IDs based on a Service ID can provide the following:

a) Connectivity Fault Management congruity—The only thing that Connectivity Fault Management
(CFM) (Clause 18 of IEEE Std 802.1Q=2018) PDUs have in common with the data that they protect
is, in general, the service ID(s) thatithey share. Per-Service Frame Distribution ensures that the CFM
PDUs traverse the same physical links as their data.

b) Bidirectional congruity—Providing a means for the two ends of an Aggregation Group to use the
same physical link in both directions for a given service ensures that a failed link or a link
experiencing an excessive error rate will affect the fewest possible number of services and in general
provide support for,protocols that have strict symmetry requirements on their transmit and receive
paths, e.g., Precision Time Protocol (PTP) in IEEE Std 1588™ [B3].

c) Ingress predictability—Ingress metering is often applied on a per-service basis. Confining a
serviceto.assingle physical link localizes the meter, facilitating this process.

NOTE—An.Aggregation System or DRNI running Per-Service Frame Distribution can interoperate with an Aggrega-
tion System.or DRNI not running the same Per-Service Frame Distribution. In this case, the Link Aggregation goals
listed ift 6311 can still be met, but without the advantages of Per-Service Frame Distribution listed in this subclause.

8:2.1 Distribution based on C-VLAN Identifier (C-VID)

When distribution 1s based on the C-VLAN ldentifier, the Service ID 1s the 12-bit VLAN ldentitier
contained in the C-VLAN tag within the frame (IEEE Std 802.1Q-2018 Figure 9-1). The Service ID of a
frame that does not contain a C-VLAN tag in the initial octets of the mac_service data unit is defined as 0.

When the Algorithm Identifier indicates that the Service ID mapping table is not used, the Conversation ID
is the same value as the Service ID (i.e., the same value as the C-VID).
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When distribution based on C-VLAN Identifier is used in a bridge, either the mapping table is used to map
the Service ID value of 0 to the PVID value, or the entry in the Admin Conv_Link Map for Conversation
ID equal to 0 is the same as the entry for Conversation ID equal to the PVID.

8.2.2 Distribution based on S-VLAN Identifier (S-VID)

When distribution is based on the S-VLAN Identifier, the Service ID is the 12-bit VLAN Identifier
contained in the S-VLAN tag within the frame (IEEE Std 802.1Q-2018 Figure 9-1). The Service ID of a

frame that does not contamn a S-VLAN tag 1n the 1nitial octets of the mac_service data_unit 1s defined as 0.

When the Algorithm Identifier indicates that the Service ID mapping table is not used, the Conversatipn\[D
is the same value as the Service ID (i.e., the same value as the S-VID).

When distribution based on S-VLAN Identifier is used in a bridge, either the mapping table is used to map
Service ID value 0 to the PVID value, or the entry in the Admin_Conv_Link Map for €onversation ID
equal to 0 is the same as the entry for Conversation ID equal to the PVID.

8.2.3 Distribution based on Backbone Service Instance Identifier (I-SID)

When distribution is based on the Backbone Service Instance Identifier, the Setvice ID is the 24-bit I-SID
contained in the [-Tag within the frame (IEEE Std 802.1Q-2018 Figure 942), The Service ID of a frame that
does not contain a [-Tag in the initial octets of the mac_service_data umit'is defined as 0.

When the Algorithm Identifier indicates that the Service ID mapping table is not used, the Conversation ID
is the same value as the least significant 12 bits of the I-SID.

8.2.4 Distribution based on Traffic Engineering Service Instance Identifier (TE-SID)

When distribution is based on the Traffic Engineeting Service Instance Identifier, the Service ID is the 32-bit
locally assigned identifier representing a series 6f)3-tuples <ESP_DA, ESP-SA, ESP-VID>, each identifying
one of the Ethernet Switched Paths (ESPs) ifi.the Traffic Engineering Service Instance (17.2.10 of IEEE Std
802.1Q-2018).

When the Algorithm Identifier indieates that the Service ID mapping table is not used, the Conversation ID
is the same value as the least significant 12 bits of the TE-SID.

NOTE—When Conversation-Sensitive Collection is enabled by setting Admin_Discard Wrong_Conversation to TRUE
or AUTO, all participants«in the LAG need to use the same TE-SID values for each TESI; otherwise, significant frame
loss can occur.

8.2.5 Distribution based on Flow Hash

When distribution is based on the Equal Cost Multi-Path Flow Hash, the Service ID is the 16-bit Flow Hash
contained in the Flow Filtering Tag (F-Tag) within the frame (Figure 44-1 of IEEE Std 802.1Q-2018). The
Service ID of a frame that does not contain a F-Tag in the initial octets of the mac_service data unit is
defihed as 0.

When the Algorithm Identifier indicates that the Service ID mapping table is not used, the Conversation ID
is the same value as the least significant 12 bits of the Service ID (i.e., the same value as the Flow Hash).
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9. Distributed Resilient Network Interconnect

A Distributed Resilient Network Interconnect (DRNI), comprising two cooperating DRNI Systems, can be
used to terminate one end of a Link Aggregation Group (LAG). A system connected to the individual links
at the other end uses the LAG, along with the Link Aggregation Control Protocol (LACP), as if those links
provide connectivity to a single Aggregation System. DRNIs can thus be deployed independently at either or
both ends of any LAG to provide fault tolerance. The two cooperating DRNI Systems provide Distributed
Relay functionality to a Distributed Relay Client with a component in each DRNI System.

DRNI operates independently of the (possibly distributed) functionality of the Distributed Relay Client that
it supports in each DRNI System. It does not define or constrain ways of distributing arbitrary system
functionality so that two systems mimic the behavior of one—achieving such a goal is a difficult task. DRNI
can be used to attach a System providing end station functionality to a network, with possible distributed
system functions including support for Virtual Router Redundancy Protocol (IETF RFC 5798-[B7]) and File
Server applications. Their specification is outside the scope of this standard.

This clause provides an overview of the following:

a) DRNI goals (9.1)

b) Distributed Relay operation (9.2)

¢) The Intra-Relay Connection (IRC) connecting the DRNI Systerns\(9.3)
d) The use of DRNI to protect against link and system failures(9-4)

and specifies the operation of the following in detail:

e) The DRNI Gateway providing Distributed Relay functionality in each DRNI System (9.5)
f)  The Distributed Relay Control Protocol (DRCP, 9.6)

Architectural concepts common to this and other’JEEE 802.1 standards are used in this clause’s specification
of DRNI. The reader is encouraged to review~Clause 7 of IEEE Std 802.1AC-2016.

The models of operation in this clause‘provide a basis for specifying the externally observable behavior of
the operation and are not intended tp place additional constraints on implementations; these can adopt any
internal model of operation compatible with the externally observable behavior specified. Conformance of
equipment to this standard is.purely with respect to observable protocol.

9.1 Goals

Link Aggregation (as described in 6.1, 6.2, and 6.3) can aggregate the links that connect two Aggregation
Systems (ite create a LAG). The Aggregator Clients in each of the Aggregation Systems can use the
resulting LAG as if it were a single link, but the LAG is resilient (i.e., provides fault tolerance) to the failure,
additiony or removal of individual links in the LAG as long as it provides sufficient bandwidth for the
conversations it carries.

DR 3 DR
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the basic Link Aggregation goals described in 6.1.1 and provides the following:

a) System redundancy—An Aggregation System can be replaced by two cooperating DRNI Systems
that share access to a DRNI LAG, each attaching to some of the links in that LAG.

b) System load sharing—The functionality of the Distributed Relay Clients that use the service
provided by a DRNI LAG can be distributed between the DRNI Systems, with conversations
directed to one system or the other.
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NOTE—A DRNI LAG provides the same Internal Sublayer Service (ISS, IEEE Std 802.1AC) as an individual
link. Multiple protocol entities (and potentially different instances of a given protocol entity) can make use of a
port providing that service by using standardized protocol discrimination, addressing, and multiplexing
functions.

c) System and link conversation distribution—Conversation-Sensitive Collection and Distribution
(6.6) parameters apply independently to the allocation of conversations to links and to their

allocation to each DRNI System’s Distributed Relay Client. An Intra-Relay Connection (IRC)
allows a conversation associated with a Distributed Relay Client in one DRNI System to be carried

Dy a DRINT LAG IInk attached 10 the other DRKINT System.

d) Interoperability—A DRNI can support a LAG whose links provide connectivity to a singlé
Aggregation System that meets the conformance requirements specified in 5.3 of this standard\er
specified in prior editions of this standard.

e) Localized fault recovery—The effects of DRNI link or system failure can be confined to‘the DRNI
LAG and its attached DRNI Systems using DRCP to provide rapid recovery (see 9.4):

An explicit goal of DRNI is to support the connection of one network to another, where services (each
comprising one or more potential conversations) are provisioned across one network; the DRNI LAG, and
the second network. Each DRNI System is typically (but not necessarily) a Proyid€r Bridge, as specified in
IEEE Std 802.1Q. The use of a DRNI LAG to connect the two networks provides.the following:

f)  Administrative independence—The connected networks can,bgadministered separately and can
use different routing and fault recovery protocols.

g) Distribution independence—The frame distribution algorithm used to select the DRNI System
responsible for relaying frames for a given conversationsto and from the attached network can differ
from the selection algorithm used by the DRNI attached to the other end of the DRNI LAG to relay
frames to and from its own network. Each algofithm’s assignment of frames to conversations can
also differ.

h) Inter-network fault isolation—Failure orcecovery of a link or node in one network can be hidden
from the other network.

i)  DRNI fault isolation—The failure or'recovery of a link in a DRNI LAG can be hidden from both
networks’ control protocols. The-failure of a DRNI System attached to one network can be hidden
from the other network.

Fault and fault recovery scenarios ‘are described in 9.4.

9.2 Distributed Relay operation

When a LAG terfninates in a single Aggregation System, frames transmitted and received on the LAG are
accepted from ‘and delivered to a single Aggregator Client attached to a single Aggregator Port, as shown in
Figure 6-3<and described in 6.1, 6.2, and 6.3. When a LAG terminates in a DRNI, frames can be accepted
from and\delivered to a single Client attached to a single DRNI Gateway Port in one of the DRNI Systems,
but can.also use Conversation-Sensitive Collection and Distribution (CSCD) to support two DRNI Gateway
Ports; one in each DRNI System. The CSCD parameters that allocate conversations to DRNI Gateway Ports

ar¢ independent of those that allocate conversations to Aggregation Ports of the LAG. An Intra-Relay
Connection (TDF} CoReys frames passina bhetween a2 DRNIT Gatew Ay Portin-one-PDRNI Q} stem-—and-an
r o

Aggregation Port in the other and thereby provides Distributed Relay functionality. If sufficient bandwidth is
available, DRNI Gateway Port conversation allocation can be independent of the failure of individual links
of a DRNI LAG or of a DRNI System or IRC at the other end of the LAG.

Link Aggregation allows the Aggregator Client to treat the LAG as if it were a single link. A DRNI LAG

gives the Distributed Relay Client in each of the DRNI Systems access to the same single link. This can
require coordination between the Distributed Relay Clients. The allocation of conversations between the
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DRNI Gateway Ports can affect the degree of coordination required. For example, allocating all
conversations to one of the DRNI Gateway Ports effectively makes the Distributed Relay Client in one of
the DRNI Systems “active” and the Distributed Relay Client in the other DRNI System “standby”.
Allocating some conversations to one of the DRNI Gateway Ports and the remaining conversations to the
other creates a “load-sharing” configuration. In some cases the Distributed Relay Clients can each operate
independently on their respective set of conversations with little or no coordination, while in other cases the
Distributed Relay Clients can operate as a single distributed system function. Any coordination between the
Distributed Relay Clients is heavily dependent on the type of functionality provided and is beyond the scope

of this standard. Some considerations when the Distributed Relay Client 1s a VLAN Bridge are discussed
inE.1.

Figure 9-1 shows the structure of an example DRNI. DRNI Systems A and B each have five_éxtetnal
network connections (MACs a through e, and p through t, respectively). Their immediate client is;the Link
Aggregation sublayer (operating as specified in Clause 6) in each system. This sublayer aggregates the links
the DRNI System uses to participate in the DRNI LAG and provides an Aggregator Portthat’supports the
DRNI System’s Distributed Relay sublayer. In the figure these Aggregation Links are attached to MACs d
and e in System A and MACs p and q in System B. The Link Aggregation sublayer in‘each DRNI System
can provide additional Aggregator Ports that allow the DRNI System to use otherdietwork links (Solitary or
aggregated) that are not in the DRNI LAG. In the figure these links could be attached to MACs a through ¢
in System A and MACs r through t in System B.

DRNI System A DRNI System B
Distributed Relay Client Distributed Relay Client
rO—~0 DRNI Gateslv)ay Port DRNI ((E-%lteway Port 0071
DRNI Gateway DRNI Gateway
Aggregator Port IRP IRP Aggregator Port
() () - —() ()

Aggregator Ports Lo N 1 Aggregator Ports
Link Aggregation Infigdselay Connection (IRC) Link Aggregation
Aggregation Ports Aggregation Ports
—() () () () ()7 —() () () () () 1
MAC| |MAC| [MAC| |[MAC| [MAG MAC| [MAC| [IMAC| [MAC| |MAC
allisils] sl o P e e

[ [ ]

other network links

other network links
‘ DRNI LAG

Figure 9-1—A DRNI

The Distributed.Relay sublayer (DRNI Gateway) uses its Aggregator Port and an Intra-Relay Port (IRP) to
support 2 DRNI Gateway Port that allows the Distributed Relay Client to transmit frames to any of the
DRNI EAG links (‘Down’ frames) and to receive frames from any of the DRNI LAG links (‘Up’ frames).
Frames-to or from the Distributed Relay Client for conversations carried by links attached to that DRNI
System are relayed between the DRNI Gateway Port and the Aggregator Port. Frames to or from the
Distributed Relay Client for conversations carried by links attached to the other DRNI System are relayed

‘I.JCi,WCCll ‘LIIC DI{I‘VTI Galcway I‘Uli, aud LIIC IRP d,ll\.‘l alcv 1C1aycd ‘Uy ‘lllC Ui,llCl b)’b‘LClll’b DRIVTI Galcway :JC‘LWCCII
its IRP and its Aggregator Port. Figure 9-2 illustrates the relay of frames between the Distributed Relay
Client in DRNI System A and an Aggregation Link attached to DRNI System B (left side of figure) and
between the Distributed Relay Client in DRNI System B and an Aggregation Link attached to DRNI
System A (right side of figure). A DRNI System’s DRNI Gateway thus transmits both Up and Down frames,
and receives both Up and Down frames, at its IRP.
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DRNI System A DRNI System B DRNI System A DRNI System B
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Figure 9-2—Transmission and reception via the IRC

The details of providing the IRC are not shown in Figure 9-1 or Figure 9-2; options for implementing the
IRC are discussed in 9.3. IRC frames do not carry additional information marking them as Upjor¢{Down or
associating them with a DRNI Gateway Port or an Aggregation Port, and thus they avoid the need to support
additional tagging and detagging operations and frame formats. Instead, DRCP synchronizes each DRNI
Gateway’s assignment of each conversation to a DRNI Gateway Port (its own or that 'ef its peer DRNI
Gateway in the other system). If a system has changed that assignment since symchronization was last
achieved, its DRNI Gateway discards frames for that conversation that would otherwise be transmitted to or
received from the IRC. Discarding these frames avoids accidentally returninganUp frame received from a
DRNI LAG link attached to one DRNI System to another link in the samé DRNI LAG in the other DRNI
System or forwarding a Down frame from one DRNI Gateway Port to the‘other.

When IRC connectivity has been established and the DRNI SystemS)are paired, the LACPDUs transmitted
on both DRNI System’s Aggregation Ports convey the same Actor System Identifier (comprising the Actor
System and Actor System Priority fields as specified in 64.2)"and Actor Aggregation Key. The values in
these fields are determined as described in 9.5.3. A single*Aggregation System can thus aggregate links
connecting to both DRNI Systems.

A DRNI System can include more than one DRNT Gateway, each with its own Aggregator Port, DRNI
Gateway Port, and IRP (providing IRC connegtivity to a DRNI Gateway in its companion DRNI System).

9.3 Intra-Relay Connection

An IRC is a logical link that supports the ISS at the IRPs of paired DRNI Gateways, one in each DRNI
System. DRCP is used to identify and verify Intra-Relay connectivity and guard against physical or logical
mis-wiring or administrative‘error.

Figure 9-3 shows_axDRNI that uses a dedicated link for the IRC. A DRNI System that conforms to this
standard shall be.capable of using a dedicated link implementing an IEEE 802 MAC method, (e.g., as
specified by JEEE Std 802.3).

Figure9-4, shows a DRNI that uses a dedicated LAG for the IRC. In this case the IRP is supported by an
Aggregator Port in a Link Aggregation sublayer. The IRC LAG can contain a single Aggregation Link;
tHerefore, a DRNI System supporting an IRP with a Link Aggregation Sublayer meets the requirement to be
¢apable of using a dedicated link for the IRC.

In principle IRC connectivity can be provided by any method capable of supporting the ISS and a separate
connectivity association (7.8 of IEEE Std 802.1AC-2016) for each pair of IRPs. For example, Annex E
discusses the use of a service instance in Provider Bridged Network (i.e., an S-VLAN) as the IRC between
DRNI Gateways in a pair of Provider Edge Bridges (E.2) and the use of a backbone service instance in a
Provider Backbone Bridged Network as the IRC between DRNI Gateways in a pair of Backbone Edge
Bridges (E.3). Selection and deployment of a particular method ought to take into account the potential for
service disruption due to failure or reconfiguration of service supporting components.
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Figure 9-3—DRNI with dedicated IRC Link
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Figure 9-4—DRNI with dedicated IRC LAG

9.4 Using .DRNI

Subclause 9.4 describes how DRNI is used to interconnect networks or systems (9.4.1), how it provides fault

recovery (9.4.2), and how it is configured (9.4.3).

94.1 DRNI connectivity

A DRNI LAG can be used to attach an end station, or a pair of DRNI Systems providing distributed end
station functionality, to a network, as shown in Figure 9-5. Distributing the end station functionality between
the DRNI Systems is facilitated by the CSCD parameters that allocate conversations to DRNI Systems, but
the details of distributing specific end station functionality is beyond the scope of this standard.

Similarly, a DRNI LAG can be used to connect two Bridged Networks, as shown in Figure 9-6.
Considerations regarding the use of DRNI in Bridges are discussed in Annex E.
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Figure 9-5—DRNI end station attach
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9.4.2 DRNI fault recovery

DRNI includes recovery mechanisms for maintaining connectivity across the DRNI LAG in the event of the
failure of a link in the DRNI LAG, or a DRNI System, or the IRC.

If an Aggregation Link in the DRNI LAG fails, the conversation(s) allocated to that link are reallocated
among the remaining Aggregation Links. If, as a result, a conversation is allocated to a link that terminates
on the other DRNI System, the IRC can be used to convey its frames to the original DRNI System so the

failure has no impact on the network beyond the DRNI System [9.1e), 9.11)]. Alternatively the allocation of,
conversations to DRNI Systems can be configured to be the same as the allocation of conversations €9
Aggregation Links. This trades isolation of the network from the link failure in favor of reducing the amount
of traffic on the IRC.

If the IRC loses connectivity, both DRNI Systems revert to independent operation so each reallocates all
conversations to its own Aggregation Links and its own DRNI Gateway Port. When operating
independently, each DRNI System advertises its own Home System Identifier rather)than the DRNI
Aggregator Identifier on its Aggregation Links so the Partner cannot put these links/in the same LAG. This
results in three scenarios:

a) If the Partner is a DRNI, it can use these links only to support a single LAG and so can use only
Aggregation Links terminating on one of the independently operating DRNI Systems.

b) If the Partner is an Aggregation System configured as a dualflipmed System (6.7.5), it also can use
these links only to support a single LAG and so can use orly)Aggregation Links terminating on one
of the independently operating DRNI Systems.

c) Ifthe Partner is an Aggregation System not configured as a dual-homed System (6.7.5), then it could
form a separate LAG to each of the independently operating DRNI Systems.

In the first two scenarios, connectivity is maintained\to' just one of the DRNI Systems; the resulting situation
is analogous to a DRNI System failure. In the“third scenario, the resulting behavior depends on the
functionality of the Distributed Relay Client supported by the DRNI Systems and on the functionality
supported by the Partner Aggregation System. In particular, if all of these Systems are Bridges (e.g., left side
of Figure 9-6) and there is connectivity between the DRNI Systems in the Bridged Network, it is possible to
create a forwarding loop. Thereforeyit is prudent to configure an Aggregation System as a dual-homed
System when connected to a DRNL

The choice of the methodused to implement the IRC has a significant impact on its resiliency. A single
dedicated IRC Link is a‘single point of failure. A dedicated IRC LAG provides resiliency. The use of a
logical link for the IRC (e.g., as shown in Figure E-2 or Figure E-3) can potentially use any available path
through the network and does not fail unless all connectivity is lost between the DRNI Systems.

If a DRNL System fails, the remaining DRNI System reverts to independent operation. Conversations
previously-allocated to Aggregation Links terminating on the failed DRNI System are reallocated among the
Aggregation Links terminating on the remaining DRNI System. Conversations allocated to the DRNI
Gateway Port in the failed DRNI System are reallocated to the DRNI Gateway Port on the remaining DRNI
System. The failure of a DRNI System on one side of a DRNI LAG looks like the failure of one or more
Aggregation Links to the Partner on the other side of the DRNT . AG and thus is hidden from the network

beyond the Partner System or DRNI [item h) in 9.1].

The CSCD parameters allow configuring some conversations to be “unprotected”; in other words, they are
not reallocated in the event of an Aggregation Link or DRNI System failure.
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9.4.3 DRNI configuration

Proper operation of DRNI requires coordinated configuration of the DRNI Gateway in each of the two
DRNI Systems. The parameters to be configured include the following:

a)

DRNI Aggregator Identifier and Key (DRNI_Aggregator System Priority,
DRNI_Aggregator System, and DRNI_Aggregator Key): Determine the operational values for the
actor identifier and key in LACPDUs transmitted on the DRNI LAG by the DRNI System to its

b)

c)

dy

LACP Partner when the DRNI Gateway 1s paired with a neighbor. The use and uniqueness
requirements are described in 9.5.3.1 and 9.5.3.2.

DRNI Gateway Port selection parameters:

1) Home Admin Gateway Algorithm and, depending on the algorithm,
Home Admin_ Gateway Conv_Service Map: Configured to be the same in both DRNI
Systems. If they differ or have the default value “Unspecified” (Table 8-1), all'frames will be
forwarded through the DRNI Gateway in the DRNI System with the lowest)Home System
Identifier (9.5.3.1).

2) Home Admin Gateway Enable Mask and Home Admin Gateway ‘Pieference Mask: Can
be configured to administratively control which Gateway Conversation IDs are passed at the
DRNI Gateway Port on each DRNI System. There are no_c¢onstraints on how these are
configured. With the default values, all frames will be forwarded through the DRNI Gateway in
the DRNI System with the lowest Home System Identifier\(9:573.1). An overview of how these
parameters affect the DRNI Gateway Port selection i in'9.5.3.5, and the details are in the
DRNI Gateway and Aggregator machine (9.6.12).

3) Home Admin_Client Gateway Control and Home. Admin CSCD_Gateway Control: Allow
setting administrative policy over the DRNIGatéway Port selection as described in 9.5.3.5.
There are no constraints on how these arefconfigured, although typically they would be the
same in both DRNI Systems. Default values are FALSE.

The Aggregator supporting the DRNI Gateway and the Aggregation Ports assigned to the DRNI
Gateway are indicated by the aDrniAggregator (7.4.1.1.4) and aDrniAggregationPortList (7.4.1.1.5)
parameters. The CSCD parameters of the Aggregator and the Aggregation Ports are configured as
follows:

1) Actor Port Algorithm, Admin Conv_Link Map, Admin Discard Wrong Conversation, and,
depending on the algerithm, Admin Conv_Service Map: Configured to be the same in both
DRNI Systems. If they differ and the Aggregator’s operational Discard Wrong_Conversation
value is TRUE; ignificant frame loss can result.

2) The Admin (Link Number for each Aggregation Port assigned to the DRNI is configured to be
unique anfong the combined set of Aggregation Ports assigned to the DRNI in both DRNI
Systetisiand is in the set of Link Numbers in the Admin Conv_Link Map. If the
Admin’ Link Numbers are not unique and the Aggregator’s  operational
Discard Wrong_Conversation value is TRUE, significant frame loss can result. If a
Admin_Link Number is not in the set of Link Numbers in the Admin_Conv_Link Map, no
frames will be distributed to that Aggregation Port.

The dedicated link, dedicated Aggregator, or other IRC method supporting the Intra-Relay Port is
indicated by the DRNI Gateway’s aDrnilntraRelayPort (7.4.1.1.23) parameter. If this is an
Aggregator, the Aggregator and Aggregation Port parameters are configured as follows:

1) Actor Admin System: Unique among the set of Systems with potential links to each other,
including the two DRNI Systems.

2) Actor_ Admin_Aggregator Key: Unique among the Aggregators in this DRNI System. There
cannot be any other Aggregators in the DRNI System with the same
Actor Admin_System Priority, Actor Admin_System, and Actor Admin_ Aggregator Key
values and Aggregator Enabled TRUE.

Copyright © 2020 IEEE. Al rights reserved.



https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

3) The Actor Admin Port System_Priority, Actor Admin_Port System, and
Actor Admin_Port Key for each Aggregation Port assigned to the IRC are configured to be
the same as the Actor Admin System Priority, Actor Admin System, and
Actor Admin_Aggregator Key of the Aggregator, respectively. If they differ, the Aggregation
Port will not be able to join the IRC LAG.

9.5 DRNI Gateway

Figure 9-7 depicts the DRNI Gateway with its primary functional elements and its interface ports. The
DRNI Gateway in each DRNI System has three service interfaces:

a)  One DRNI Gateway Port supporting the Distributed Relay Client of the DRNI System.

b) One Aggregator Port supported by an Aggregator in a Link Aggregation sublayer with 'any number
of Aggregation Ports configured with the same System Identifier and Key as the Aggregator.

¢) One Intra-Relay Port (IRP) supported by an Intra-Relay Connection (IRC) to the Intra-Relay Port of
a DRNI Gateway in the paired DRNI System. (Options for implementing/the-IRC are discussed
in 9.3 and Annex E.)

Distributed Relay)Client

Internal Sublayer 7\
Service Interface

4 Relay N
~N \
Control shared DR_Gateway
state Collector / Distributor
lariables
DRNI Gateway Internal Sublayer
Control Service Interfaces
__ === == =)= -
Distributed Relay Y Y
Control Protocol DR_IRP DR_Aggregator
\_ A ) Parser / Multiplexer Parser / Multiplexer
\_ A A Y,
Internal Sublayer
Service Interfaces ( ) ( )
IrpCirl ‘ IrpData
DRCP
DRNI Gateway Parser / Multiplexe
A
Internal Sublayer |Rp Aggregator Port
Service Interface I\ Iy
______ \[ /7 7 T TR
\J
IRC Link Aggregation
I I
MAC MAC

Figure 9-7—DRNI Gateway block diagram
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The Distributed Relay passes every frame received from an Aggregator Port (Up frame) to a single DRNI
Gateway Port, or discards it, and every frame received from a DRNI Gateway Port (Down frame) to an
Aggregator Port, or discards it. The DRNI Gateways providing the Distributed Relay functionality
sometimes have to send a frame across the IRC to reach the appropriate DRNI Gateway Port or Aggregator
Port. The DRNI Gateway Relay forwards frames among the DRNI Gateway Port, Aggregator Port, or Intra-
Relay Port by first mapping each frame to a Gateway Conversation ID and a Port Conversation ID. It then
uses a set of Boolean masks, each indexed by one of these Conversation IDs, to determine whether the frame
is permitted to pass through each of the Ports.

The DRCP Parser/Multiplexer on the IRP is responsible for forwarding Distributed Relay Control Protocol
(DRCP) frames received at the IRP to the Control block and all other frames (collectively referred to.as
“data” frames) to the Relay block. The entities in the Relay block forward data frames among thé DRNI
Gateway, Aggregator, and Intra-Relay Ports. The entities in the Control block generate the Bool€an' masks
used in the Relay, based upon local configuration and state as well as state obtained from the paired DRNI
System via DRCP.

9.5.1 DRCP Parser/Multiplexer

The DRCP Parser/Multiplexer on the IRP is an instance of the Protocol Parset/Multiplexer described in
6.1.3 with the following characteristics:

a)  The DownPort of the DRCP Parser/Multiplexer is the IRP interface as shown in Figure 9-7.

b)  The ControlPort of the DRCP Parser/Multiplexer is the IrpCtrl interface as shown in Figure 9-7.

¢) The DataPort of the DRCP Parser/Multiplexer is the IrpData interface as shown in Figure 9-7.

d) The IsControlFrame function returns a value of TRUE if the DA of the service primitive is equal to

the DRNI_DA value, the msdu_type is the DRNI'NEtherType (Table 9-2), and the subtype is equal to
the DRCP Subtype (Table 9-3).

9.5.2 DRNI Gateway Relay

The DRNI Gateway shall implement the DR_Gateway Collector/Distributor (Figure 9-8), DR_Aggregator
Parser/Multiplexer (Figure 9-9), and.PDR IRP Parser/Multiplexer (Figure 9-10), with their associated
parameters (9.5.2.2 through 9.5.2,4).“These state machines, in cooperation with the corresponding state
machines in another DRNI Gateway with compatible configuration and connected via the IRC, implement
the Distributed Relay operationbehavior described in 9.2.

9.5.2.1 Service interfaces

Since a DRNI Gateway uses various instances of the ISS, it is necessary to introduce a notation convention
so that the readet can be clear about which interface is being referenced at any given time. A prefix is
therefore assigned to each service primitive to indicate which of the interfaces is being invoked. The
prefixes.ateas follows:

a)\. Aggregator:, for primitives issued on the interface between the DRNI Gateway and the Link
Aggregation sublayer.

Relay Client.

c¢) IRP:, for primitives issued on the interface between the MAC (or Link Aggregation) entities
supporting the IRC and the DRCP Parser/Multiplexer (9.5.1).

d) IrpCtrl:, for primitives issued on the interface between the DRCP Parser/Multiplexer and the DRNI
Gateway control entity.

e) IrpData:, for primitives issued on the interface between the DRCP Parser/Multiplexer and the DRNI

Gateway relay entity.
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The Aggregator interface is a superset of the standard ISS. In addition to the standard ISS parameters and
service primitives, the DRNI Gateway can access several of the Aggregator variables and can control the
operational key of the Aggregator and Aggregation Ports, and changes to some of the Aggregator
administrative and operational variables trigger actions in the DRNI Gateway.

9.5.2.2 variables

DA

SA

mac_service_data unit

priority
The parameters of the M_UNITDATA.indication primitive.

BEGIN
A Boolean variable that is set to TRUE when the System is initialized or reinitialized and is set
to FALSE when (re)initialization has completed.
Data Type: Boolean

DWC
An alias for the Home Aggregator State.Aggregator CSCD_State.Qper¥DWC value, which is
derived from the Aggregator’s Discard Wrong Conversation vafidble. When TRUE, an Up
frame received at an Aggregator Port or IRP is discarded if a Down frame with the same Port
Conversation ID would not be forwarded to the same Aggregatot Port or IRP.
Data Type: Boolean

enablelrcData
A signal from the Distributed Relay machine that.the 'Home and Neighbor DRNI Gateways
agree that the IRC can be used for passing data frames. The value of enablelrcData is TRUE
when the IRC Data, Sync, and DRNI valugs.dre all TRUE in both the Home IRP_State and
Neighbor IRP_State variables; otherwisesénablelrcData is FALSE.
Data Type: Boolean

Home_ Gateway Mask
Operational Boolean vector, indexed by Gateway Conversation ID, that indicates whether the
indexed Gateway ConversationhJD is allowed to pass through this DRNI Gateway’s DRNI
Gateway Port (TRUE = paSses). Its values are computed by the updateDrMasks function
(9.6.7).
Data Type: sequence of Boolean values, indexed by Gateway Conversation ID.
Alias of aDrniHomeGatewayConversationPasses (7.4.1.1.8).

Home Aggregator Mask
Operational (Boolean vector, indexed by Port Conversation ID, that indicates whether the
indexed, Port Conversation ID is allowed to be distributed through this DRNI Gateway’s
Aggregator Port (TRUE = passes). Its values are computed by the updateDrMasks function
(9:6:7).
Data Type: sequence of Boolean values, indexed by Port Conversation ID.
Alias of aDrniHomeA ggregatorConversationPasses (7.4.1.1.7).

Neighbor Gateway Mask
Operational Boolean vector of which Gateway Conversation IDs are assigned to the DRNI
Gateway Port reachable through the Intra-Relay Port. Its values are computed by the
updateDrMasks function (9.6.7).

Data Type: sequence ol Boolean 1lags indexed by Gateway Conversation 1D.
For frames received on this IRP, TRUE means that the frame is a Down frame, destined
for the Aggregator, and FALSE means the frame is an Up frame, destined for the DRNI
Gateway Port.

Alias of aDrniNeighborGatewayConversationPasses (7.4.1.1.28).
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Neighbor Aggregator Mask
Operational Boolean vector of which Port Conversation IDs are assigned to the Aggregator
Port reachable through the Intra-Relay Port. Its values are computed by the updateDrMasks
function (9.6.7).
Data Type: sequence of Boolean flags indexed by Port Conversation ID.
Alias of aDrniNeighborAggregatorConversationPasses (7.4.1.1.27).

9.5.2.3 Functions

extractGatewayConversationID
This function determines the Gateway ConversationID for the frame using~ the
Home Admin_Gateway Algorithm, possibly in conjunction with the
Home Admin_Gateway Conv_Service Map, as described in 8.2.
Data Type: Integer.
Value: 0 to 4095.

extractPortConversationID
This function determines the Port Conversation ID for the frame using the Aggregator’s
Actor Port_Algorithm, possibly in conjunction with the Admin Cenv Service Map, as
described in 8.2.
Data Type: Integer.
Value: 0 to 4095.

9.5.2.4 Messages

Aggregator:M_UNITDATA .indication
Gateway:M_UNITDATA.indication
IrpData:M_UNITDATA.indication
Aggregator:M_UNITDATA .request
Gateway:M_UNITDATA .request
IrpData:M_UNITDATA .request
The service primitives used to pass a received frame to a client with the specified parameters.

9.5.2.5 DR_Gateway Collector/Distributor

The “Collector” function of the DR _Gateway Collector/Distributor forwards to the Gateway interface all
indication service primitives(passed to the DR_Gateway Collector/Distributor by the DR _Aggregator or
DR _IRP state machines.

The “Distributor” function of the DR_Gateway Collector/Distributor is described by the DR_Gateway state
machine shown-inFigure 9-8. There is one DR_Gateway state machine per DRNI Gateway.

Invocation, of'a request service primitive at the Gateway interface triggers the DR_Gateway state machine.
The state ' machine first maps the frame represented by the request to a Gateway Conversation ID and a Port
Conversation ID.

{fthe Home Gateway Mask indicates that this is not the selected DRNI Gateway Port for this Gateway
onversation 1D, then the Irame is discarded. This prevents frames received 1rom a atcway PO
from being forwarded across an IRC and passed back into the network through the DRNI Gateway Port of

the paired DRNI System.
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BEGIN

—

GATEWAY_WAIT_FOR_TRANSMIT

Gateway:M_UNITDATA.request(DA, SA,
mac_service_data_unit, priority)

Y
CONVERSATION_ID_CHECK

extractGatewayConversationID(DA, SA, mac_service_data_unit, priority);
extractPortConversationID(DA, SA, mac_service_data_unit, priority);

ELSE
enablelrcData &&
Home_Gateway_Mask[Gateway Conversation ID] && Home_Gateway_Mask[Gateway Conversation ID] &&
Home_Aggregator_Mask[Port Conversation ID] IHome_Aggregator_Mask[Port Conversation,|D] &&

Neighbor_Aggregator_Mask[Port Convérsation ID]

PASS_TO_AGGREGATOR PASS_TOMRP

IrpData:M_UNITPATArequest(DA, SA,
mac_serviee\data_unit, priority)

Aggregator:M_UNITDATA.request(DA, SA,
mac_service_data_unit, priority)

UCT UcT

Figure 9-8—DR_Gateway state machine

If the frame is allowed to be received through this DRNI Gateway Port, then the following applies:

— If the Home Aggregator Mask indicates\that the Aggregator Port in this DRNI Gateway is the
selected port for this Port ConversationID, then the frame is passed as a request service primitive to
the DR_Aggregator Parser/Multiplexer.

—  Otherwise, if the Neighbor Aggregator Mask indicates that the selected Aggregator Port for this is
reachable through the IRC and if the transmission of data frames on the IRC has been enabled, then
the frame is passed as a request service primitive to the DR_IRP Parser/Multiplexer.

—  Otherwise, the frame ds,discarded.
9.5.2.6 DR_Aggregator Parser/Multiplexer
The “Multiplexet?” function of the DR_Aggregator Parser/Multiplexer forwards to the Aggregator interface
all request service primitives passed to the DR_Aggregator Parser/Multiplexer by the DR_Gateway or

DR _IRP state. machines.

The_“Parser” function of the DR_Aggregator Parser/Multiplexer is described by the DR_Aggregator state
machine shown in Figure 9-9. There is one DR _Aggregator state machine per DRNI Gateway.

IllVUdeiUll Ulp dll iudi\,atiuu STI VibC PlillliLiVC dl LIIU Agglcgatu1 illLledbC uiggCLb l‘llC DRﬁAggngdlUl SLAlT
machine. The state machine first maps the frame represented by the indication to a Gateway Conversation
ID and a Port Conversation ID.

If the Home Aggregator Mask indicates that this is not the selected Aggregator Port for this Port

Conversation ID and DWC is TRUE (indicating frames are received only on the Aggregator Port to which
they would be distributed), then the frame is discarded.
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BEGIN

—

AGGREGATOR_PORT_WAIT_FOR_RECEIVE

Aggregator:M_UNITDATA.indication(DA, SA,
mac_service_data_unit, priority)

Y
CONVERSATION_ID_CHECK

extractGatewayConversationID(DA, SA, mac_service_data_unit, priority);
extractPortConversationID(DA,SA, mac_service_data_unit_priority);

ELSE
enablelrcData &&

Neighbor_Gateway_Mask[Gateway Conversation ID] &&
('DWC || Home_Aggregator_Mask[Port Cohversation ID])

Home_Gateway_Mask[Gateway Conversation ID] &&
('DWC || Home_Aggregator_Mask[Port Conversation ID]

PASS_TO_GATEWAY PASS_TOMRP

Gateway:M_UNITDATA.indication(DA, SA, "pData:M—U’."'TD;\IA‘eq.;‘eS‘.(Df' SA,
mac_service_data_unit, priority) mac_servige\dgta_unit, priority)

S[e3) ucTt

Figure 9-9—DR_Aggregator state machine

If the frame is allowed to be received through this Aggtegator Port, then the following applies:

— If the Home Gateway Mask indicates that-the DRNI Gateway Port in this DRNI Gateway is the
selected port for this Gateway Conversation ID, then the frame is passed as an indication service
primitive to the DR_Gateway Collector/Distributor.

—  Otherwise, if the Neighbor Gateway Mask indicates that the selected DRNI Gateway Port for this
is reachable through the IRCand if the transmission of data frames on the IRP has been enabled,
then the frame is passed asl@ request service primitive to the DR_IRP Parser/Multiplexer.

—  Otherwise, the frame is'discarded.
9.5.2.7 DR_IRP Parser/Multiplexer

The “Multiplexer” function of the DR_IRP Parser/Multiplexer forwards to the IrpData interface all request
service primitives passed to the DR _IRP Parser/Multiplexer by the DR_Gateway or DR_Aggregator state
machines.

The “Parser” function of the DR _IRP Parser/Multiplexer is described by the DR_IRP state machine shown
in‘Figure 9-10. There is one DR_IRP state machine in a DRNI Gateway.

Invocation of an indication service Primiﬁvp at the Trpnam interface ‘rriggprq the DR IRP state machine The

state machine first maps the frame represented by the indication to a Gateway Conversation ID and a Port
Conversation ID.

If the Home Gateway Mask indicates that this is not the selected DRNI Gateway Port for this Gateway
Conversation ID and if the Neighbor Gateway Mask indicates that the selected DRNI Gateway Port is
reachable through this IRP, then the frame is a Down frame and is passed as a request service primitive to the
DR _Aggregator Parser/Multiplexer.
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BEGIN

—

IRP: WAIT FOR RECEIVE

mac_service_data_unit, priority)

llrpData:M_UNITDATA.indication(DA, SA,

CONVERSATION ID CHECK

extractGatewayConversationID(DA, SA,mac_service_data_unit, priority);
extractPortConversationID(DA, SA,mac_service_data_unit, priority);

ELSE

Neighbor_Gat y_Mask[Gat y Conversation ID] Home_Gateway_Mask[Gateway Conversation/D]&&
- - (IDWC || Neighbor_Aggregator_Mask[Port Conyersation 1D]))

PASS TO AGGREGATOR PASS TO GATEWAY
Aggregator:M_UNITDATA.request(DA, SA, Gateway:M_UNITDATA indication(DA, SA,
mac_service_data_unit, priority) mac_service/data’ unit, priority)

ucTt ucT

Figure 9-10—DR_IRP state(machine

If the Home Gateway Mask indicates that this is the“sclected DRNI Gateway Port for this Gateway
Conversation ID, then the frame is an Up frame. Furthermore, if the Home Aggregator Mask indicates that
this is the selected Aggregator Port for this Port.Conversation ID or DWC is FALSE, then the frame is
passed as an indication service primitive to thedDR _Gateway Collector/Distributor; otherwise, the frame is
discarded.

9.5.3 DRNI Gateway Control

DRNI Gateway Control configures and controls the DRNI Gateway using static information local to the
DRNI Gateway and the Aggregator and using dynamic information exchanged by means of the Distributed
Relay Control Protocol, as'described in 9.5.3.1 through 9.5.3.5.

9.5.3.1 DRNI Gateway and DRNI Identification

A DRNI Gateway is uniquely identified by the combination of two System Identifiers, each with different
uniquenessirequirements:

Home System Identifier
The identifier of this DRNI System, formed by the concatenation of the
Actor_Admin System Priority and Actor Admin_ System of the Aggregator supporting this

DAL

DI\LVI GdlCWdy. T‘IIU IViAC dd\.‘llcbb POl liUll Uf l‘[lib idC[lliﬁCl Cdll bC bhdlcd Wil.‘ll Ul.hUl fuuuiuual
elements within the same DRNI System, but is otherwise unique among any set of systems with
potential links to each other. This identifier and the Actor Admin Aggregator Key are used
for the Actor_Oper_System_Priority, Actor_Oper_System, and Actor Oper Aggregator Key
values in LACPDUs transmitted by the Aggregation Ports assigned to this DRNI Gateway
when the DRNI Gateway is not paired with a neighbor.
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DRNI Aggregator Identifier
The identifier of the DRNI created when this DRNI Gateway is paired with a neighbor via the
IRC and formed by the concatenation of the DRNI Aggregator System Priority and
DRNI_Aggregator System variables associated with this DRNI Gateway. These values are
configured to be the same in the DRNI Gateways of both DRNI Systems that constitute the
DRNI, and they can be zero or can be the same as the Home System Identifier in one of the
DRNI Systems. The MAC address portion of this identifier is otherwise unique among the set
of Aggregators and/or DRNI Gateways (intended to support different Distributed Relays)

within each DRNI System and among any set of systems with potential links to each other. This
identifier and the DRNI Aggregator Key determine the Actor Oper System Priority)
Actor_Oper_System, and Actor Oper Aggregator Key values in LACPDUs transmitted\by
the Aggregation Ports assigned to this DRNI Gateway when the DRNI Gateway is paired With
a neighbor.

The DRNI Gateway connected to this DRNI Gateway by an IRC is identified by the following:

Neighbor System Identifier
The identifier of the Neighbor DRNI System, formed by the ‘¢oncatenation of the
Neighbor System Priority and Neighbor System values. Thes¢\Values are obtained from
DRCPDUs received at the IRP.

9.5.3.2 Forming the DRNI

A DRNI Gateway operating independently (i.e., not having formed a DRNI with another DRNI Gateway)
sets the operational values of the actor identifier and key for,thé Aggregator and all Aggregation Links to the
administrative values for the Aggregator.

When the IRC is operational (i.e., the IRP ISS MAC" Operational value is TRUE), the DRNI Gateway
transmits DRCPDUs and awaits the receipt of ‘@ DRCPDU from a DRNI Gateway with a compatible
configuration. Upon receipt of a DRCPDU frova DRNI Gateway with a different Home System Identifier
but the same DRNI Aggregator Identifier ahd the same DRNI Aggregator Key, the two DRNI Gateways
form a DRNI. Both DRNI Gateways change the operational actor identifier values (for the Aggregator and
all Aggregation Links configured to be“part of the DRNI) to the DRNI_Aggregator System_Priority and
DRNI_Aggregator System valuesor, if the DRNI_Aggregator System is zero, to the numerically lowest of
the Home System Identifier and the Neighbor System Identifier. Likewise both DRNI Systems change the
operational actor key value, (for the Aggregator and all Aggregation Links configured to be part of the
DRNI) to the DRNI Aggregator Key value or, if the DRNI_Aggregator System value is zero, to the
Actor_ Admin_Aggregator Key value of the DRNI System with the numerically lowest system identifier.

9.5.3.3 Partner'Selection and Forming a LAG

When a DRNI has been formed, all active links in the DRNI LAG connect to the same LACP Partner, as
indicated by the Partner System Identifier and Key values. If the DRNI System with the lowest Home
SystemTIdentifier has any active links, the other DRNI System will select the DRNI Aggregator only for
Algoregation Ports connected to the same LACP Partner and will set Selected to UNSELECTED for any
Aggregation Ports connected to a different LACP Partner.

9.5.3.4 Port Algorithm and Aggregator Port Selection

Each DRNI Gateway in a DRNI has an Aggregator Port supported by an Aggregator in a Link Aggregation
sublayer. The DRNI Gateway uses the Aggregator’s CSCD parameters, particularly the
Actor_Port_Algorithm, Admin Conv_Service Map, and Admin_Conv_Link Map, together with the list of
Active LAG_Links from both DRNI Gateways, to determine which Aggregation Link is used to forward
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frames received at the DRNI Gateway Port, as described in 6.6.1. The selected Link Number determines the
selected Aggregator Port.

The DRNI Gateway transmits the Aggregator’s CSCD parameters, LACP Partner identification, and the list
of Active LAG Links in the Aggregator State TLV in DRCPDUs. It receives the
Neighbor Aggregator State and an acknowledgment of this DRNI Gateway’s
Aggregator_Sequence_Number in DRCPDUs sent by the Neighbor. The Home Aggregator State and
Neighbor Aggregator State are used to determine the Selected Aggregator Vector that contains the

Aggregator Port selected by the DRNI Gateway for each Port Conversation ID. This 1s used to determine the
Home Aggregator Mask and Neighbor Aggregator Mask used by the DR_Gateway Collector/Distributor
to forward frames from the DRNI Gateway Port to the Aggregator Port or IRP. When the Neighbor DRNI
Gateway’s and the LACP Partner’s CSCD parameters match this Aggregator’s parameters and when"the
Aggregator’s Discard Wrong Conversation variable is TRUE, then the Home Aggregator Mask and
Neighbor Aggregator Mask are also used to validate the forwarding of frames from an Aggregator Port or
IRP to the DRNI Gateway Port.

9.5.3.5 Gateway Algorithm and DRNI Gateway Port selection

Each DRNI Gateway has a DRNI Gateway Port that connects to the Distributéd Relay Client in the DRNI
System. For any given frame traversing a DRNI LAG, one and only one ofthe,two DRNI Gateway Ports is
selected to forward that frame. This DRNI Gateway Port is determined by first using the Gateway Algorithm
to map the frame to a Gateway Conversation ID and then using the,xésults of the DRNI Gateway Port
selection to map the Gateway Conversation ID to one of the DRNI¢Gateéway Ports.

The Gateway Algorithm, possibly in conjunction with an associated Gateway Service ID map, is used as
specified in 8.2 to associate frames with Gateway Conversation IDs. Both DRNI Gateways need to use the
same algorithm and map to assure that both DRNI GateWays associate a given frame with the same Gateway
Conversation ID. This is necessary to guarantee thatthe DRNI Gateway in each DRNI System would select
the same DRNI Gateway Port for a given frame, Ginléss one DRNI Gateway Port is selected for all Gateway
Conversation IDs (and therefore all frames). Thérefore, if the Gateway Algorithm and Gateway Service ID
map are not the same in both DRNI Gateways; only the DRNI Gateway Port in the DRNI Gateway with the
lowest Home System Identifier is eligibleto be selected for any Gateway Conversation ID.

NOTE—If the DRNI System is a VLAN Bridge performing learning, the Gateway Algorithm mapping a frame to a
Gateway Conversation ID can be based on its VLAN ID to avoid oscillations in the learning process within the attached
network. For implementations of \DRNI in these cases, there can be a one-to-one map of VLAN ID to Gateway
Conversation ID.

DRNI Gateway Porttselection is a mechanism for the DRNI Gateways to select one and only one of the
DRNI Gateway Potts'to forward frames mapping to each Gateway Conversation ID. A variety of DRNI
Gateway Port s€lection policies are supported, including the following:

— Administrative Control—The Home Admin Gateway Enable Mask in each DRNI Gateway
provides separation of frames traversing the DRNI Gateways into discarded, unprotected, and
protected conversations. When neither DRNI Gateway has a Gateway Conversation ID enabled,
frames mapping to that Gateway Conversation ID are not forwarded through either DRNI Gateway
Port (discarded conversations). When only one DRNI Gateway has a Gateway Conversation ID

enabled, then only the DRNI Gateway Port in that DRNI Gateway is eligible to be selected
(unprotected conversations). When both DRNI Gateways have a Gateway Conversation ID enabled,
either DRNI Gateway Port is eligible for selection (protected conversations). For protected
conversations, the final DRNI Gateway Port selection is determined by a combination of Distributed
Relay Client Control (if that policy is enabled), Link Aggregation Control (if that policy is enabled),
and the Home Admin_Gateway PreferenceMask vector in each DRNI Gateway.
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— Distributed Relay Client Control—When administratively enabled by  setting
Home Admin Client Gateway Control to TRUE, the Distributed Relay Client can determine
whether frames can be forwarded through the DRNI Gateway Port, by controlling the value of the
Gateway Available Mask for any Gateway Conversation ID enabled by the
Home Admin Gateway Enable Mask. The specifics of how the Distributed Relay Client makes
this determination are dependent upon the specific functionality of the Distributed Relay Client and
beyond the scope of this standard. Possible examples include the following:

Protection Switching: The conversation is protected within the network by a Protection

Switching scheme where the Working Path and Protection Path are routed to the Distributed
Relay operation through different Gateway Ports.

VLAN membership: When the Distributed Relay Client is a Bridge and the conversations
correlate to VLAN Identifiers, then the VLAN Member Set information in the -Filtering
Database can be used to determine the eligibility of the DRNI Gateway Port for each/Gateway
Conversation ID.

— Link Aggregation Control—When administratively enabled by setting
Home Admin CSCD_Gateway Control to TRUE, the Aggregator’s CSCD/~configuration that
determines Aggregator and Aggregation Port selection also determines the’ DRNI Gateway Port
selection so that the selected DRNI Gateway and Aggregation Ports are’inthe same DRNI System.
This requires that the Gateway Algorithm and Port Algorithm be the same’ The result is to minimize
data traffic on the IRC at the expense of allowing Aggregation Link failure and recovery events to
affect the data forwarding topology in the network.

The DRNI Gateway transmits the gateway configuration and stateZihformation in the Gateway State TLV
and Gateway Preference TLV in DRCPDUs. It receives the Neighbor Gateway State and
Neighbor Gateway Preference, together with an acknowledgment of this DRNI Gateway’s
Gateway Sequence Number and Gateway Preference{Sequence Number, in DRCPDUs sent by the
Neighbor. The Home and Neighbor gateway information is used to determine this DRNI Gateway’s
Gateway Port selection for each Gateway Conversation ID (Selected Gateway Vector).

The DRNI Gateway maintains a Boolean synchronization variable for each Gateway Conversation ID. This
is set to FALSE when there has been any charige to the home state that could potentially affect the gateway
selection for that Gateway Conversationi ID and is set to TRUE when the DRNI Gateway is fully
synchronized with the Neighbor (all-reflected sequence numbers match the home sequence numbers). If
there is a change in the Gateway Port selection for any Gateway Conversation ID when the synchronization
variable is FALSE, both the Home Gateway Mask and the Neighbor Gateway Mask will be set to FALSE
for that Gateway Conversation ID. Otherwise, the Home Gateway Mask is set to TRUE when this DRNI
Gateway has been selected, and the Neighbor Gateway Mask is set to TRUE when the Neighbor DRNI
Gateway has been selectéd. These masks are used by the DRNI Gateway Relay state machines to determine
whether frames canybe received from or forwarded to the DRNI Gateway Port and to distinguish Up from
Down frames received at the IRP.

9.6 Distributed Relay Control Protocol

Thepurpose of the Distributed Relay Control Protocol (DRCP) is to

a) Establish communication between DRNI Gateways across an IRC.
b)  Verify the consistent configuration of DRNI Gateways.
¢) Distribute the current states of the DRNI Gateways and their Aggregators among each other.

d) Compute the resultant path of any frame required to pass through the IRC, and exchange the
information with the Neighbor DRNI Gateway as required to ensure against forwarding loops and
duplicate frame delivery.

e) Maintain the DRNI LAG across the paired DRNI Systems.
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The result of the operation of DRCP is to

f)  Determine whether the DRNI Gateway will operate independently or as part of a DRNI (9.5.3.1 and
9.5.3.2).

g) Maintain the operational key value of the Aggregator and maintain the DRNI LAG with the selected
Partner System or DRNI (9.5.3.2 and 9.5.3.3).

h) Maintain the Boolean masks that control the forwarding of frames by the DRNI Gateway (9.5.2.2,

ORQA’anOQ’ZQ)

9.6.1 DRCPDU transmission, addressing, and protocol identification

Distributed Relay Control Protocol Data Units (DRCPDUSs) are transmitted and received using the service
provided by an LLC entity that uses, in turn, a single instance of the MAC Service providedrattan MAC
Service Access Point (MSAP) associated with an IRP. Each DRCPDU is transmitted as(¢a Single MAC
service request, and received as a single MAC service indication, with the following parameters:

a) Destination address (9.6.1.1)

b) Source address (9.6.1.2)

¢) MAC Service Data Unit (MSDU)
d)  Priority (9.6.1.3)

The MSDU of each request and indication comprises a number Jgf-octets that provide EtherType protocol
identification (9.6.1.5) followed by the DRCPDU proper (9.6.2):

NOTE 1—For the purposes of this standard, the term “LLC entity3 includes entities that support protocol discrimination
using the EtherType field as specified in IEEE Std 802.

NOTE 2—The complete format of an DRCP frame depends not only on the DRCPDU format, as specified in this
clause, but also on the media access method-dependent procedures used to support the MAC Service.

9.6.1.1 Destination MAC Address
The destination address (DA) for each"\MAC service request used to transmit a DRCPDU is configured in

the DRNI DA variable. The group, addresses listed in Table 9-1 can be used to determine the scope of
propagation of DRCPDUs within & Bridged LAN (see Tables 8-1, 8-2, and 8-3 of IEEE Std 802.1Q-2018),

Table 9-1—Distributed Relay Control Protocol destination addresses

Assignment Value
Nearest Customer Bridge group address 01-80-C2-00-00-00
Nearest Bridge group address 01-80-C2-00-00-0E
Nearest non-TPMR Bridge group address 01-80-C2-00-00-03

The default value is the Nearest non-TPMR Bridge group address.

NOTE—The destination address used in DRCPDUS is not restricted to being one of the addresses in Table 9-1;
therefore, the use of other suitable address scopes is permitted without further revision of this standard.
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9.6.1.2 Source MAC Address

The source address (SA) for each MAC service request used to transmit a DRCPDU shall be an individual
address associated with the IRP MSAP at which the request is made.

9.6.1.3 Priority

The priority associated with each MAC Service request is the default associated with the IRP MSAP.

9.6.1.4 Protocol Identification

All DRNI protocols use the Distributed Resilient Network Interconnect EtherType value as the_prinfary
means of protocol identification; its value is shown in Table 9-2.

Table 9-2—DRNI EtherType Assignment

Assignment Value

DRNI EtherType 89-52

The first octet of the MAC Client data following the EtherType_fieldis a protocol subtype identifier that
distinguishes between different DRNI protocols. Table 9-3 identifies the semantics of this subtype.

Table 9-3—DRNI Protocol subtypes

Protocol Subtype value Protocol name
0 Reserved for future use
1 Distributed Relay Control Protocol (DRCP) (9.6)
2 Deprecated
3-255 Reserved for future use

9.6.1.5 Encapsulation of DRCPDUs in frames

A DRCPDU \is’ encoded in the mac service data unit parameter of an M UNITDATA. request
or M_UNITEDATA.indication. The first octets of the mac service data unit are the DRNI EtherType
(Table 9:2), followed by the DRCPDU as specified in 9.6.2.3.

9(6.2 DRCPDU structure and encoding

All DRCPDUs comprise an integral number of octets. The octets in a DRCPDU are numbered starting from
1 and increasing in the order they are put into the DRCPDU. The bits in each octet are numbered from 1 to 8,

where bit 1 is the least significant bit.

When consecutive bits within an octet are used to represent a binary number, the highest bit number has the
most significant value. When consecutive octets are used to represent a binary number, the most significant
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octet has the lowest octet number and is transmitted first, followed by successively less significant octets
(with successively higher octet numbers).

When the encoding of (an element of) a DRCPDU is depicted in a diagram,

a) Elements of an DRCPDU are transmitted from top to bottom.

b)  When an element contains multiple octets, the most significant octet is transmitted first.

d) Within an octet, bits are shown with bit 8 (the most significant bit) to the left and bit 1 (the least
significant bit) to the right.

9.6.2.2 DRCP TLYV structure

The basic TLV format, applicable to all DRCP TLVs, is shown in Figure 9-11.

Octets: |1 ‘ 2 3 L+2
It
TLV_Type TLV_Length (= L) TV _Value
(6 bits) (10 bits) (L octets)
//
Bits: |8 7 312 118 1
MSB LSB
- TLV Header o

Figure 9-11—Basic TLV format

The TLV_Type field occupies the six most significant-bits of the first octet of the TLV format. The two least
significant bits in the first octet of the TLV format are the two most significant bits of the TLV_Length field.

NOTE—The DRCP TLV_Length fields prowide¢ the length of the TLV_Value fields in contrast to the LACP
TLV_Length fields that provide the length ofithe total TLV (including the 2 octets for the TLV_Type and TLV_Length
field). This enables the use of TLVs carryinga TLV_Value field of a length up to 1023 octets.

Table 9-4 provides a list of the TEVS that are applicable for DRCP.

Table 9-4—Type field values of DRCP TLVs

Type field TLV Support
0 Terminator Mandatory (9.6.2.3)
1 Home System Identification Mandatory (9.6.2.3)
2 Neighbor System Identification Mandatory (9.6.2.3)
3 DRNI State Mandatory (9.6.2.3)
4 Aggregator State Mandatory (9.6.2.4)
5 Gateway State Mandatory (9.6.2.5)
6 Gateway Preference Mandatory (9.6.2.6)
7 Organization-Specific Optional (9.6.2.7)
8-63 Reserved for IEEE 802.1
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9.6.2.3 DRCPDU structure

The minimum DRCPDU structure, as generated by the DRCP Transmit machine (9.6.13), is shown in
Figure 9-12 and further described in the field definitions after the figure. The structure and field definitions
of other TLVs that can be included in the DRCPDU are described in 9.6.2.4 through 9.6.2.7. Requirements
regarding the validation and processing of received DRCPDUs are specified in the DRCP Receive machine

(9.6.10).
Lengt
tir-eeteta)
Subtype = DRCP 1
Version Number = 2 1
TLV_Type = Home_System_Identification 2
Home_System_Identification_Length = 18
Home_System_Priority 2
Home_System 6
DRNI_Aggregator_System_Priority 2
DRNI_Aggregator_System 6
DRNI_Aggregator_Key 2
TLV_Type = Neighbor_System_ldentification 2
Neighbor_System_Identification_Length = 8
Neighbor_System_Priority 2
Neighbor_System 6
TLV_Type = DRNI_State 2
DRNI_State_Length = 26
Home_Aggregator_Sequence® Number 4
Neighbor_Aggregator_Sequence_Number 4
Home_Gateway_Segquence_Number 4
Neighbor_Gateway_Sequence_Number 4
Home_Gateway_Preference_Sequence_Number 4
Neighbor Gateway_Preference_Sequence_Number 4
Home_IRP_State 1
Neighbor_IRP_State 1
Other TLVs n
TLV_Type = Terminator 2
Terminator_Length =0
Figure 9-12—DRCPDU structure
a)  Subtype. The Subtype field identifies the specific Protocol being encapsulated. DRCPDUs carry the
Subtype value 0x01

b)  Version Number. This identifies the DRCP version; implementations conformant to this standard
carry the value 0x02.

c) TLV Type = Home System Identification. Value is 0x01. This TLV includes the information
necessary to identify the DRNI and DRNI System and to validate the topology of the DRNI.

d) Home_System_lIdentification_Length. Value is 18.
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e) Home System Priority. The Actor Admin_System_ Priority value of the Aggregator supporting the
DRNI Gateway. The value indicates the priority component of the System Identifier of this DRNI
System.

f)  Home_System. The Actor_Admin_System value of the Aggregator supporting the DRNI Gateway.
The value indicates the MAC Address component of the System Identifier of this DRNI System.

g) DRNI Aggregator System Priority. The DRNI_Aggregator System Priority value assigned to this
DRNI Gateway.

t—DRNTAggregaror—Sysrerm—The DRNTAggregator—Systen vatue assigned to this DRINT-Gateway-

i)  DRNI Aggregator Key. The value to be used as the actor key in LACPDUs on this DRNI. Whén
Home IRP State.Sync is TRUE and the Neighbor System Identifier is numerically lower than'the
Home System Identifier, this value is equal to the Neighbor DRNI Key variable; otherwise,. it is
equal to the DRNI_Aggregator Key variable.

j)  TLV_Type = Neighbor System Identification. Value is 0x02. This TLV echoes the~Home System
Identification information received in a DRCPDU from the Neighbor.

k)  Neighbor System Identification Length. Value is 8.

1)  Neighbor System_Priority. The Neighbor System_Priority value, indicating¢he priority component
of the System Identifier of the immediate Neighbor on this IRP.

m) Neighbor_System. The Neighbor System value, indicating the MAC Address component of the
System Identifier of the immediate Neighbor on this IRP.

n) TLV _Type =DRNI State. Value is 0x03. This TLV contains the'Gateway and Aggregator Sequence
Numbers, and the IRP_State, for the Home and Neighbor DRNI Gateways.

0) DRNI State Length. Value is 26.

p) Home Aggregator Sequence Number. The <Aggregator Sequence Number from the
Home Aggregator_State.

q) Neighbor Aggregator Sequence Numbei>, The Aggregator Sequence Number from the
Neighbor Aggregator State.

r)  Home Gateway Sequence Number. The Gateway Sequence Number from the Home Gateway_State.

s)  Neighbor Gateway Sequence \ Number. The Gateway Sequence Number from the
Neighbor Gateway_State.

t)  Home Gateway Preference Sequence Number. The Gateway Preference Sequence Number from the
Home Gateway Prefererice:

u) Neighbor Gateway Preference Sequence Number. The Gateway Preference Sequence Number from
the Neighbor Gafeway Preference.

v)  Home IRP State: This DRNI Gateway’s topology-related variables for the IRP, encoded within a
single octet,as illustrated in Figure 9-13 and further defined after the figure. All Boolean values are
encoded as”1 for TRUE and 0 for FALSE.

BIT
8 (MSB)" 7 6 5 4 3 2 1 (LSB)
Expired Defaulted DRNI IRC_Data Sync Short_Timeout Reserved Reserved

Figure 9-13—Bit encoding of the Home_IRP_State and Neighbor_IRP_State fields

1) Bit I is reserved for future use. It is set to 0 on transmit and ignored on receipt.

2) Bit 2 isreserved for future use. It is set to 0 on transmit and ignored on receipt.

3) Short_Timeout is encoded in bit 3. This flag indicates the Timeout control value in use by the
DRCP Receive machine on this IRP. Short Timeout is encoded as a 1; Long Timeout is encoded
asal0.
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4) Sync is encoded in bit 4. When this flag is TRUE, the DRCP Receive machine has determined
the Neighbor DRNI System has a compatible configuration for forming a DRNI.

5) IRC Data is encoded in bit 5. When this flag is TRUE, the transfer of Up and Down frames is
permitted on the IRC.

6) DRNI is encoded in bit 6. This flag is TRUE when this DRNI System is paired with another
DRNI System (i.e., when DR_Solo is FALSE) and FALSE otherwise.

7) Defaulted is encoded in bit 7. When this flag is TRUE, the DRCP Receive machine is using
default operational Neighbor information. When FALSE, the operational Neighbor information

1n use has been received in a DRCPDU.
8) Expired is encoded in bit 8. When this flag is TRUE, the DRCP Receive machine is in thg
EXPIRED state.

w) Neighbor IRP State. The contents of this field echo the Home IRP_State received in a DRCPDU
from the Neighbor, encoded within a single octet as illustrated in Figure 9-13.

x)  Other TLVs. This field contains additional TLVs (e.g., 9.6.2.4 to 9.6.2.7) that areot required in
every DRCPDU.

y) TLV _Type = Terminator. This field indicates the nature of the information catried in this TLV-
tuple. Terminator (end of message) information is identified by the integeryalue 0.

z)  Terminator_Length. The length (in octets) of this TLV-tuple. Terminator information uses a length
value of 0 (0x00).

NOTE—A Version 2 implementation is not intended to interoperate with a\Vesion 1 implementation. The DRCP
Receive machine specified in this standard discards received Version 1(DRCPDUs. A Version 1 implementation
discards a received Version 2 DRCPDU because it fails the test specified in-tlie PORTAL CHECK state in Figure 9-23
of IEEE Std 802.1AX-2014.

9.6.2.4 Aggregator State TLV

The Aggregator State TLV is included .in ~ the DRCPDU when the value of the
Aggregator Sequence Number in the Home Aggregator State differs from the value in the
Reflected Aggregator Sequence Number. The TLV is transmitted with the values in the
Home Aggregator State variable (9.6.5). The.Aggregator State TLV structure is shown in Figure 9-14 and
further described in the field definitions after the figure.

TLV_Type-= Aggregator State 9
Agdregator_State Length =52 + (2 * n)
Aggregator_Sequence_Number 4
Aggregator_Port_Algorithm 4
Aggregator_Conv_Service_Digest 16
Aggregator_Conv_Link_Digest 16
Partner_System_Priority 2
Partner_System 6
Partner Oper Aggregator Key 2
Aggregator_CSCD_State 1
Reserved 1
Active_LAG_Links 2%n

Figure 9-14—Aggregator State TLV
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a) TLV Type = Aggregator State; Value as shown in Table 9-4.

b) Aggregator State Length; Value is 52 octets plus two octets for each Link Number in the
Active LAG Links field.

c) Aggregator Sequence Number. The Aggregator Sequence Number representing the current set of
values for the remaining variables in this TLV.

d) Aggregator Port Algorithm. The Actor Port Algorithm used by the Aggregator and the DRNI
Gateway to assign frames to Port Conversation IDs.

e) Aggregator Conv_Service Digest. A MD5 digest of the Admin Conv_Service Map used by the
Aggregator and the DRNI Gateway to assign frames to Port Conversation IDs. The value can bg
transmitted as all zeros when the Actor Port Algorithm has the value “Unspecified” (Table 8¢1).0r
when the Actor Port Algorithm does not use the Admin_Conv_Service Map.

f)  Aggregator Conv_Link Digest. A MD5 digest of the Admin Conv_Link Map used by the
Aggregator and the DRNI Gateway to map Port Conversation IDs to Aggregation Links. The value
can be transmitted as all zeros when the Actor Port Algorithm has the valuey*Unspecified”
(Table 8-1).

g)  Partmer_System_Priority. The Aggregator’s Partner Oper_System_Priority?

h)  Partmer_System. The Aggregator’s Partner Oper_System.

1)  Partner_Oper Aggregator Key. The Aggregator’s Partner Oper_ Aggtegator Key.

j)  Aggregator CSCD State. Flags summarizing the Convetsdtion-Sensitive Collection and

Distribution (CSCD) state of the Aggregator, encoded within a single octet, as illustrated in
Figure 9-15 and further defined after the figure. All Boolednyalues are encoded as 1 for TRUE and

0 for FALSE.
BIT
8(MSB) 7 6 5 2 3 2 1 (LSB)
Differ_Port_  |Differ_Conv_ Differ_Conv_ |Discard_Wrong. |- CSCD_Gate- Reserved Reserved Reserved
Algorithms Service_Digests| Link_Digests |Conversation way_Control

Figure 9-15—Bit encoding of the Aggregator_CSCD_State fields

1) Bits 1, 2, and 3 are reserved for future use. They are set to 0 on transmit and ignored on receipt

2) CSCD_Gateway Control is encoded in bit 4. When this flag is TRUE, the DRNI Gateway is
configured to minimize forwarding data frames on the IRC by selecting the DRNI Gateway and
Aggregator Ports for forwarding any given Conversation ID to be in the same DRNI System.

3) Discard Wrong Conversation is encoded in bit 5. The  Aggregator’s
Discard \Wrong_Conversation value.

4) Difféer\Conv_Link Digests is encoded in bit 6. The Aggregator’s differConvLinkDigests flag is
TRUE when the Aggregator’s Actor Conv_Link Digest matches the Aggregator’s
Partner Conv_Link Digest.

Sy="Differ_Conv_Service Digests is encoded in bit 7. The Aggregator’s differConvServiceDigests
flag is TRUE when the Aggregator’s Actor Conv_Service_Digest matches the Aggregator’s
Partner Conv_Service Digest.

6) Differ Port_Algorithms is encoded in bit 8. The Aggregator’s differPortAlgorithms flag is

TRIIE __when the Aggrecator’s  Actar Port Algnrithm matches the Aggregatar’s

Partner Port Algorithm.
k)  Reserved. This octet is reserved for future use. It is set to 0 on transmit and ignored on receipt.

1) Active LAG Links. Alist, perhaps empty, of the Link Numbers of any Aggregation Links currently
active on the Aggregator.
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9.6.2.5 Gateway State TLV

The Gateway State TLV is included in the DRCPDU when the value of the Gateway Sequence Number in
the Home Gateway_State differs from the value in the Reflected Gateway Sequence Number. The TLV is
transmitted with the values in the Home Gateway_State variable (9.6.5). The Gateway State TLV structure
is shown in Figure 9-16 and further described in the field definitions after the figure.

TLV_Type - Gateway State

Gateway_State_Length = 552 2
Gateway_Sequence_Number 4
Gateway_Algorithm 4
Gateway_Conv_Service_Digest 16
Gateway_Available_Mask 512

Figure 9-16—Gateway State TLV

a) TLV _Type = Gateway State; Value as shown in Table 9-4.
b)  Gateway State Length; Value is 552.

c) Gateway Sequence Number. The Gateway Sequence Numiber representing the current set of values
for the remaining variables in this TLV.

d) Gateway Algorithm. The gateway algorithm adfninistratively assigned for use by the DRNI
Gateway to assign frames to Gateway Conversatien IDs.

e) Gateway Conv_Service Digest. A MDS5 digest of an array, indexed by Gateway Conversation 1D,
where each entry is a set of Service IDs (8:2) that map to that Gateway Conversation ID. The value
can be transmitted as all zeros when th¢/gateway algorithm has the value “Unspecified” (Table 8-1)
or when the gateway algorithm does‘et use the Home Admin_Gateway Conv_Service Map.

f)  Gateway Available Mask. A Boolean vector, indexed by Gateway Conversation ID, that indicates
whether the DRNI Gateway™Port is currently able to forward frames for each Gateway
Conversation ID.

9.6.2.6 Gateway Preference TLV

The Gateway Preference TLV is included in the DRCPDU when the value of the
Gateway Preference-Sequence Number in the Home Gateway Preference differs from the value in
the Reflected Gateway Preference Sequence Number. The TLV is transmitted with the values
in the HometGateway Preference variable (9.6.5). The Gateway Preference TLV structure is shown in
Figure 9-j/"and further described in the field definitions after the figure.

TLV_Type = Gateway Preference 5
Gateway_Preference_Length = 514
Gateway_Preference_Sequence_Number 2
Gateway_Preference_Mask 512

Figure 9-17—Gateway Preference TLV

Copyright © 2020 IEEE. Al rights reserved.


https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

a) TLV Type = Gateway Preference. Value is shown in Table 9-4.
b)  Gateway Preference Length. Value is 514.

c) Gateway Preference Sequence Number. The Gateway Preference Sequence Number representing
the current set of values for the remaining variable in this TLV.

d)  Gateway Preference Mask. A Boolean vector, indexed by Gateway Conversation ID, that indicates
whether the DRNI Gateway Port is the preferred Gateway to forward frames for each Gateway
Conversation ID.

9.6.2.7 Organization-Specific TLV

These optional Organization-Specific TLVs are provided to allow different organizations, such as 1EEE,
ITU-T, and IETF as well as individual software and equipment vendors, to define TLVs that-advertise
additional information to Neighbor DRNI System. The Organization-Specific TLV structure“shall be as
shown in Figure 9-18 and further described in the field definitions after the figure.

TLV_Type = Organization-Specific )
Organization_Specific_Length = LL

oul/CID 3
Subtype 7
Value (Optional) LL-10

Figure 9-18—Organization-Specific TLV

a) TLV Type = Organization-Specific TLV. Valug is shown in Table 9-4.

b)  Organization_Specific_Length. This fieldindicates the combined length (in octets) of the OUI/CID,
Subtype, and Value fields of the TLV,

c) OUI/CID. This field contains the 3sbyte OUI or CID, obtainable from the IEEE.

d)  Subtype. This field contains a;Subtype value, so that an additional OUI/CID will not be required if
more Organization-Specific TEVs are required by an owner of an OUI/CID.

e) Value. This field contains the information that is communicated to a Neighbor DRNI System.
The following restriction§ apply:

f)  Informatiomittansmitted in an Organization-Specific TLV shall not require the recipient to violate
any requirement in this standard.

g) Infofmation transmitted in one Organization-Specific TLV shall not be used to provide a means for
sending messages that are larger than would fit within a single DRCPDU.
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9.6.3 DRCP state machine overview

Figure 9-19 is not itself a state machine but provides an overview of the DRCP state machines and the
variables that facilitate their operation and interactions. Each DRCP state machine is represented as a box
with one section containing a list of the primary variables controlled by that machine and another section
containing a list of the functions invoked by that machine. Communication between machines is represented
by arrows labeled with the variable being communicated. An arrow with a solid (black) arrowhead indicates
that the variable is not modified by the destination machine. An arrow with a hollow (white) arrowhead

mdicates that the variable can be modified by the destination machine.

rcvdDRCPDU IRP_Operational, DRCP_Enabled

Y

DRCP RECEIVE MACHINE

DRC

Home Admin_IRP_State[...], Home_IRP_State]...], Neighbor IRP_State] ...]
Neighbor_Aggregator_State[ ...], Neighbor_Gateway_State[ ...], Neighbor_Gateway_Preference] ...]

P_currentWhile

recordDefault DRCPDU(), compareDrniValues(), recordNeighborState(), recordReflectedState(), updatelrpState()

Y

Home_IRP_State.Sync, A
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DRNI_Aggregator_System, DRNI_Aggregator Key
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Home_Aggregator_State] ...], Home_Gateway" State][ ...], Home Gateway_Preference] ...]
Selected Aggregator Vector, Home_Aggregator_Mask, Neighbor_Aggregator_Mask
Selected_Gateway_Vector, Home_Gateway_Mask, Neighbor_Gateway_Mask

updateHomeState(), ‘updateHomeAggregatorSelection(),
updateHomeGatewaySelection(), updateDrMasks()

IRP_Operational, all Home state, DRCP_NTT
DRCP_Enabled, DRCP_txHold
DRCP_txOpportunity

Neighber IRP_State.Short_Timeout ‘

DRCP_NTT
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DRCP_txWhen

tran:
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Figure 9-19—DRCP state machine overview
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The state machines are as follows:

a)  DRCP Receive machine (9.6.10). This state machine receives DRCPDUs from the Neighbor DRNI
System on this IRP, records the information contained, and times it out using either Short Timeouts
or Long Timeouts, according to the setting of DRCP_Timeout. It evaluates the incoming
information from the Neighbor DRNI System to determine whether the Home and Neighbor have
both agreed upon the protocol information exchanged to the extent that the Home DRNI System can
now be safely used, either with a Neighbor DRNI System or as an individual DRNI System. If not, it

asserts DRCP_NTT 1n order to transmit fresh protocol nformation to the Neighbor DRNI System. If,
the protocol information from the Neighbor DRNI System times out, the DRCP Receive maching
installs default parameter values for use by the other state machines.

b)  Distributed Relay machine (9.6.11). This state machine is responsible for establishing whether’the
Home and Neighbor DRNI Gateways can form a DRNI and to update the operational kKey of the
Aggregator and all Aggregation Links accordingly.

¢) DRNI Gateway and Aggregator machine (9.6.12). These state machines are~tesponsible for
configuring the Gateway Conversation IDs that are allowed to pass through thistDRNI Gateway’s
DRNI Gateway Port and the Port Conversation IDs that are allowed to be distributed through this
DRNI Gateway’s Aggregator.

d) DRCP Transmit machine (9.6.13). This state machine handles the tran$mission of DRCPDUs, both
on demand from the other state machines and on a periodic basis.

9.6.4 Constants
All timers specified in this subclause have an implementation tolerance of + 250 ms.

Drcp Fast Periodic Time
The number of seconds between periodicdtansmissions using Short Timeouts.
Data Type: Integer.
Value: 1
Drep_Slow_Periodic Time
The number of seconds betweet.periodic transmissions using Long Timeouts.
Data Type: Integer.
Value: 30
Drcp_Short Timeout Time
The number of seconds before invalidating received DRCPDU information when using Short
Timeouts (3 x Diop_Fast Periodic_Time).
Data Type: Integer.
Value: 3
Drep_LongiTimeout Time
The'number of seconds before invalidating received DRCPDU information when using Long
Timeouts (3 x Drcp_Slow_Periodic_Time).
Pata Type: Integer.
Value: 90

NOTE—Timing out DRCPDU exchanges is the method of last resort for detecting IRC failures. The MAC_Operational
status generated by the link hardware is the first choice for link failure detection. Clause 18 of IEEE Std 802.1Q-2018
provides a method for detecting link failures (also indicated via the MAC Operational status) when hardware means are

TIOT applicable.

9.6.5 Variables associated with the DRNI Gateway
DRNI_DA

The address to be used as the destination address for control frames generated in the DRNI
Gateway for transmission on the IRP (9.6.1.1).
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Data Type: 6 octets.
Administratively assigned.
Alias of aDrniProtocolDA (7.4.1.1.12).

Gateway Enabled
Provides administrative control over the DRNI Gateway Port interface, and is made available
to the Distributed Relay Client via the “MAC_Enabled” status parameter of the ISS. When
FALSE (“down”), this DRNI Gateway Port is not selected for any Gateway Conversation IDs,

and-—the operational state of the DRNI _Gatewav Port 1s “down’ (Gatewayv Operationalis
r Ay J r

FALSE). When TRUE (“up”), the operational state of the DRNI Gateway Port is determined by
the operational state of the Aggregation Port and the IRP.
Data Type: Boolean.
Administratively assigned.
Alias of aDrniGatewayAdminState (7.4.1.1.9).

Gateway Operational

Indicates the operational state of the DRNI Gateway Port, and is made available to the

Distributed Relay Client via the “MAC_Operational” status parameter-of the ISS. When

TRUE, the DRNI Gateway Port is “up” and is available for use by the'Distributed Relay Client;

when FALSE, the DRNI Gateway Port is “down” and is not availablé for use by the Distributed

Relay Client.

Data Type: Boolean.

TRUE when Gateway Enabled is TRUE and either-of\the following conditions are met:

1) Aggregator Operational is TRUE, or
2) enablelrcData is TRUE and the Neighbor Aggregator State.Active LAG_Links
list is not empty.

Alias of aDrniGatewayOperState (7.4.1.1.10).

DRNI_Aggregator System_Priority
The Aggregator System Priority valueto be used by the Aggregator supporting this DRNI
Gateway (and the Aggregation Ports assigned to this DRNI Gateway) when paired with a
neighbor via the IRC. The defaultwalue is zero.
Data Type: Integer.
Administratively assigned.
Alias of aDrniAggregatorSystemPriority (7.4.1.1.14).

DRNI_Aggregator System
The Aggregator (System value to be used by the Aggregator supporting this DRNI Gateway
(and the Aggregation Ports assigned to this DRNI Gateway) when paired with a neighbor
DRNI System via the IRC. The default value is zero. The use and uniqueness requirements for
this vatiable are described in 9.5.3.
DataType: 6 octets.

Administratively assigned.

Alias of aDrniAggregatorSystem (7.4.1.1.13).

DRNI_Aggregator Key
The Aggregator Key value to be used by the Aggregator supporting this DRNI Gateway (and
the Aggregation Ports assigned to this DRNI Gateway) when paired with a neighbor DRNI
System via the TRC. The default value is the Aggregator’s Actor Admin Aggregator Key

value.
Data Type: Integer.
Administratively assigned.
Alias of aDrniAggregatorKey (7.4.1.1.15).

Home Admin Client Gateway Control
Administrative flag that, when TRUE, allows the Distributed Relay Client to determine
whether to forward frames through the DRNI Gateway Port (see 9.5.3.5). The default value is
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FALSE. A change to this variable, or a change to the forwarding state of the Distributed Relay
Client port while this variable is TRUE, causes newHomelnfo to be set to TRUE.

Data Type: Boolean.

Alias of aDrniHomeDRClientGatewayControl (7.4.1.1.17).

Home Admin CSCD_ Gateway Control
Administrative flag that, when TRUE, allows the DRNI Gateway Port selection to be based on
the CSCD parameters that drive the Aggregator Port selection. The default value is FALSE. A

change to this variable causes newHomelnfo to be set to TRUE.

Data Type: Boolean.
Alias of aDrniHomeCscdGatewayControl (7.4.1.1.16).

Home Admin Gateway Preference Mask
A Boolean vector, indexed by Gateway Conversation ID, that indicates whether this' DRNI
System contains the preferred DRNI Gateway Port for the Gateway Conversation ID (TRUE =
this DRNI System contains the preferred DRNI Gateway Port). The default value’is TRUE for
all Gateway Conversation IDs. A change to this variable causes newHomelnfo to be set to
TRUE.
Data Type: sequence of Boolean values, indexed by Gateway ConverSation ID.
Alias of aDrniHomeGatewayPreferenceMask (7.4.1.1.19).

Home Admin_Gateway Enable Mask
A Boolean vector, indexed by Gateway Conversation ID,\that"indicates whether the Gateway
Conversation ID has been enabled to pass through the Hoime DRNI Gateway Port by network
administration or by a network control protocol (FEALSE = blocked). The default value is
TRUE for all Gateway Conversation IDs. A change'to this variable causes newHomelInfo to be
set to TRUE.
Data Type: sequence of Boolean values, indexed by Gateway Conversation ID.
Alias of aDrniHomeGatewayEnableMask'(7.4.1.1.18).

Home Admin_Gateway Algorithm
The gateway algorithm administratively assigned for use by this DRNI Gateway to assign
frames to Gateway Conversatiof IDs. The default value is “Unspecified” (Table 8-1). A change
to this variable causes newHamelnfo to be set to TRUE.
Data Type: 4-octet (3-octét’ OUI or CID identifying the organization that is responsible for
defining this algorithm,followed by one octet identifying this specific algorithm).
Alias of aDrniHomeGatewayAlgorithm (7.4.1.1.6).

Home Admin_Gafteway Conv_Service Map
An array, indexed by Gateway Conversation ID, of entries, where each entry is a set of Service
IDs (8.2)\that map to that Conversation ID. Any given Service ID value can appear in at most
one @€ntry in the array. A Service ID value not contained in any entry does not map to any
Conyersation ID, and frames associated with that Service ID value are discarded. When
modified, the Home Gateway Conv_Service Digest is recalculated. A change to this variable
when the most significant bit of the fourth octet of Home Admin Gateway Algorithm is 1
causes newHomelInfo to be set to TRUE.
Data Type: Array, indexed by Conversation ID, of lists of Service IDs (8.2).

Administratively assigned.

Alias of aDrmiHomeAdminGatewayConvServiceMap (7.4.1.1.20)

Home_ Gateway Conv_Service Digest
A digest of Home Admin_Gateway Conv_Service Map for exchange with the
Neighbor DRNI System. The digest is a 16-octet MD5 fingerprint (see IETF RFC 1321). To
calculate the digest, Home Admin_Gateway Conv_Service Map is considered to contain
4096 consecutive elements, where each element contains a list of zero or more Service IDs
(8.2), encoded as binary numbers in increasing order, followed by the Gateway Conversation
ID to which they are mapped. The first element contains the Service ID(s) assigned to Gateway
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Conversation ID 0, the second element contains the Service ID(s) assigned to
Gateway Conversation ID 1, the third element contains the Service ID(s) assigned to Gateway
Conversation ID 2, and so on, with the last element containing the Service ID(s) assigned to
Gateway Conversation ID 4095.
Data Type: MD5 digest.
Alias of aDrniHomeGatewayConvServiceDigest (7.4.1.1.20).

Home Aggregator State

gato ate of this DRNM

of the following fields as defined in 9.6.2.4:
Aggregator_Sequence Number
A 32-bit sequence number, initialized to zero and incremented whenever any other
field in the Aggregator State is updated by updateHomeState().
Aggregator Port Algorithm
The port algorithm used by the DRNI Gateway to assign (frames to Port
Conversation IDs, as determined by the value of ~‘the” Aggregator’s
Actor_Port_Algorithm.
Aggregator Conv_Service Digest
The MDS5 digest of the Aggregator’s Admin_Conv_Servic¢e” Map.
Aggregator Conv_Link Digest
The MD5 digest of the Aggregator’s Admin_Conv \Fink Map.

Partner System_Priority
The value of the Aggregator’s Partner System’ Priority.

Partner_System
The value of the Aggregator’s Partnet, System.

Partner Oper Aggregator Key
The value of the Aggregator’s-Rartner Oper_Aggregator Key.

Aggregator CSCD_State
The value of the CSCIDState bits, as defined in 9.6.2.4.

Active LAG Links
The value of the‘Aggregator’s Active LAG_Links.

Home Gateway_ State
The Gateway Statg of this DRNI Gateway, structured as an array with each entry consisting of
the following fi€lds as defined in 9.6.2.5:

Gateway~Sequence_Number
A°32-bit sequence number, initialized to zero and incremented whenever any other
field in the Gateway State is updated by updateHomeState().

Gateway_Algorithm
The gateway algorithm used by the DRNI Gateway to assign frames to Gateway
Conversation IDs, as determined from the value of
Home Admin Gateway Algorithm.

Gateway Conv_Service Digest
If the most significant bit of the fourth octet of the Gateway Algorithm is 1, this field
contains the value ol Home Gateway Conv_service Digest; otherwise, this 1ield
contains all zeros.

Gateway_Available Mask
A sequence of Boolean values, indexed by Gateway Conversation ID, that indicates
whether frames mapping to that Gateway Conversation ID could be forwarded
through the DRNI Gateway Port.
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Home Gateway Preference
The Gateway Preference of this DRNI Gateway, structured as an array with each entry
consisting of the following fields as defined in 9.6.2.5:

Gateway_Preference Sequence Number
A 32-bit sequence number, initialized to zero and incremented whenever the
Gateway Preference Vector is updated by updateHomeState().

Gateway_Preference Mask
Thevalueof Home-Admin-Gatewayv Preference-Mask

Selected Gateway Vector
Operational vector listing which DRNI Gateway’s DRNI Gateway Port (if any) is passing-¢ach
Gateway Conversation ID based on this DRNI Gateway’s view of the operational staté of the
DRNI.
Data Type: sequence of 2 bit values ('00' for none, '01' for Home, and '10' for Neighbor),
indexed by Gateway Conversation ID.

Selected Aggregator Vector
Operational vector listing which DRNI Gateway’s Aggregator Port (if any) is used to distribute
each Port Conversation ID based on this DRNI Gateway’s view of’the/operational state of the
DRNL
Data Type: sequence of 2 bit values ('00' for none, '01' for\Home, and '10' for Neighbor),
indexed by Port Conversation ID.

Gateway Sync Mask
A Boolean vector, indexed by Gateway ConversationnID, that indicates whether the Gateway
selection has been synchronized with the Neighbor. This variable is initialized by the
Distributed Relay machine and maintained by{the Distributed Relay machine and the DRNI
Gateway and Aggregator machine.
Data Type: sequence of Boolean values,iindexed by Gateway Conversation ID.

Home Admin IRP_State
The administrative values of the.§tate parameters for this IRP. This consists of the following set
of variables, as described in 9:6.2.3:
Reserved1
Reserved2
Short_Timeout
Sync
IRC Data
DRNI
Defaulted
Expired
When management changes the Short Timeout or IRC_Data values in this variable, the new
values are immediately copied to Home IRP State, DRCP_NTT is set to TRUE, and
enablelrcData is reevaluated.
Data Type: 1 octet.
Alias of aDrniHomeA dminlrpState (7.4.1.1.24).

NOTE—The Sync, DRNI, Defaulted, and Expired variables of the Home Admin IRP State are not used.
Th e dadaa tha arialla dao Ritiod-tao-aaintain-concictane ith-otha RD ata ariolloc o d 4o

avoid confusion of the position of the bits within the field.
Home IRP_State
The operational values of the state parameters for this IRP. This consists of the following set of
variables, as described in 9.6.2.3:
Reserved1
Reserved2
Short_Timeout
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Sync
IRC Data
DRNI
Defaulted
Expired
Data Type: 1 octet.
Alias of aDrniHomeOperlIrpState (7.4.1.1.25).

T\Tp;gh]ﬂnr IRP_State

The operational value of the state parameters for the Neighbor’s IRP. This consists of the
following set of variables, as described in 9.6.2.3:
Reservedl
Reserved2
Short Timeout
Sync
IRC_Data
DRNI
Defaulted
Expired
Data Type: 1 octet.
Alias of aDrniNeighborOperlrpState (7.4.1.1.26).

Neighbor_System_Priority
The last received System Priority of the Neighbor DRNI'System on this IRP.
Data Type: Integer.
Alias of aDrniNeighborSystemPriority (7.4.1.1,30).

Neighbor_System
The last received MAC address component of System Identifier of the Neighbor DRNI System
on this IRP.
Data Type: 6 octets.
Alias of aDrniNeighborSystem (7:471.1.29).

Neighbor DRNI Key
The last received DRNI key of the Neighbor DRNI System on this IRP.
Data Type: Integer.
Alias of aDrniNeighborDrniKey (7.4.1.1.31).

Neighbor Aggregator~State
The values from the Home Aggregator State TLV (9.6.2.4) last received from the Neighbor
DRNI _System on this IRP. This consists of the following fields:
Aggregator_Sequence Number
Aggregator Port Algorithm
Aggregator Conv_Service Digest
Aggregator Conv_Link Digest
Partner_System_Priority
Partner System
Partner Oper Aggregator Key
Aggregator CSCD State

Active LAG Links

Neighbor_Gateway_State
The values from the Gateway State TLV (9.6.2.5) last received from the Neighbor DRNI
System on this IRP. This consists of the following fields:
Gateway_Sequence Number
Gateway_Algorithm
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Gateway Conv_Service Digest
Gateway_Available Mask

Neighbor Gateway Preference
The values from the Gateway Preference TLV (9.6.2.6) last received from the Neighbor DRNI
System on this IRP. This consists of the following fields:
Gateway_ Preference Sequence Number
Gateway_Preference Mask

Reflected Aggregator Sequence Number
The Neighbor’s view of this DRNI Gateway’s Aggregator sequence number recorded from the
last received DRCPDU from the Neighbor DRNI System on this IRP.

Reflected Gateway Sequence Number
The Neighbor’s view of this DRNI Gateway’s Gateway sequence number recorded{from the
last received DRCPDU from the Neighbor DRNI System on this IRP.

Reflected Gateway Preference Sequence Number
The Neighbor’s view of this DRNI Gateway’s Gateway Preference sequenee number recorded
from the last received DRCPDU from the Neighbor DRNI System on this IRP.

9.6.6 Variables used for managing the operation of the state machines

BEGIN
This variable indicates the initialization (or reinitialization) of the DRCP protocol entity. It is
set to TRUE when the System is initialized or reinitialized-and is set to FALSE when (re)initialization
has completed.
Data Type: Boolean.

Differ DRNI
A Boolean indicating that the most recently received DRCPDU on this IRP is associated with a
different DRNI.
Data Type: Boolean.

DRCP_Enabled
This variable indicates that‘the associated IRP is operating the DRCP. If the link is not a point-
to-point link, the value of DRCP Enabled shall be FALSE; otherwise, the value of
DRCP_Enabled shall*be TRUE.
Data Type: Boel€an.

DRCP_NTT
Need To\Transmit flag.
Data Type: Boolean.
TRUE indicates that there is new protocol information to be transmitted on this IRP or that
the Neighbor DRNI System needs to be reminded of the old information.
FALSE otherwise.

DRCP_Timeout
The timeout value for the DRCP Receive machine timer, set to either
Drep_Short_Timeout Time or Drcp Long Timeout Time by the DRCP Receive machine

according to the most recently received value ol Neighbor IRP_State.Short_Iimeout.
Data Type: Integer.

DRCP_txHold
A Boolean signal that, when TRUE, inhibits the transmission of new Home state information,
or the acknowledgment of new Neighbor state information, until that information has been
processed and applied to the DRNI Gateway forwarding.
Data Type: Boolean.
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DRCP_txOpportunity
A Boolean signal from the System that is TRUE when DRCPDU transmission is permitted and
FALSE when transmission of DRCPDU s is inhibited due to transmit resource contention.
Data Type: Boolean.

IRP_Operational
An alias for the MAC_Operational status parameter of the Intra-Relay Port ISS.

Data Type: Boolean.
TRUE ifthe underlving service-is-operable
J o r

FALSE otherwise.

NOTE—The means by which the value of the IRP_Operational variable is generated by the underlying
service [e.g., by a MAC or Maintenance End Point (MEP) (Clause 18 of IEEE Std 802¢1Q){ is
implementation-dependent.

newHomelnfo
This  variable indicates that the wvalues for the Home~Gateway State,
Home Gateway Preference, and/or Home Aggregator State variables nged to be updated in
response to local administrative changes or information received from,the'DRCP Neighbor or
LACP Partner.
Data Type: Boolean.

newNeighborState
This variable indicates that the DRCP Receive machiné\has received new values for the
Neighbor System_Priority, Neighbor System, Neighbor Gateway_State,

Neighbor Gateway_ Preference, and/or Neighbor Aggtegator State variables.
Data Type: Boolean.

newReflectedState
This variable indicates that the DRCP Receive machine has received new values for the
Reflected Gateway Sequence Numbet), Reflected Gateway Preference Sequence Number,
and/or Reflected Aggregator Sequence’ Number variables.
Data Type: Boolean.

differPartner
A Boolean that, when set to, TRUE by the DRCP Receive machine, indicates the Aggregator
supporting this DRNI Gateway has a different LACP partner from the Aggregator supporting
the neighbor DRNI Gateway.
Data Type: Boolgan-

newOperSystem
A Boolean' that, when set to TRUE by the updateSystem function, indicates one or more of the
valuesSof the Aggregator’s Actor Oper System Priority, Actor Oper System, or
Agtor_Oper_ Aggregator Key variable have changed.
Data Type: Boolean.

DR-Solo
A Boolean that, when TRUE, indicates this DRNI Gateway is not paired with a DRNI Gateway
in another DRNI System.
Data Type: Boolean.

GatcwayFollowsAggregator
This variable, when TRUE, indicates that from the Home DRNI Gateway’s view of the DRNI,
the DRNI Gateway Port is in the same DRNI System as the Aggregator Port for all
Conversation IDs.
Data Type: Boolean.
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NeighborHasLowestID
This variable, when TRUE, indicates that the concatenation of the Neighbor System_Priority
and Neighbor System is numerically lower than the Home System Identifier (9.5.3.1).
Data Type: Boolean.

9.6.7 Functions

recordDefault DRCPDU

Home IRP State.Short Timeout = Home Admin IRP State.Short Timeout;
Home IRP_State.Sync = FALSE;

Home IRP State. IRC_Data =Home Admin IRP State.IRC Data;

Home IRP_State.Defaulted = TRUE;

Home IRP_State.Expired = FALSE;

Neighbor System_ Priority = 0;
Neighbor_System = 0;

All values in Neighbor IRP_State, Neighbor Gateway_State, NeighbervGateway Preference,
and Neighbor Aggregator State are set to null (i.e., all numerical\values set to 0, all Boolean
values set to FALSE, and all lists set to empty lists);

DRCP_Timeout = Drcp_Short Timeout Time;
Differ DRNI = FALSE,;

differPartner = FALSE;

newHomelnfo = TRUE;

newNeighborState = TRUE;
newReflectedState = TRUE.

compareDrniValues
This function verifies that the Neighbor DRNI Gateway has the same DRNI Aggregator
identification values as the Hothe DRNI Gateway and that the Neighbor has differing System
identification values and sets'the Differ DRNI accordingly.

The parameter values-identifying the DRNI Aggregator and transmitting System carried in the
received DRCPDU are compared with the corresponding parameter values for this DRNI
Aggregator and System. If

VersionNumber is less than 2, or

DRNI ‘Aggregator System_Priority is not equal to DRNI_Aggregator System_Priority,
o,

'DRNI Aggregator System is not equal to DRNI_Aggregator System, or

DRNI Aggregator System is nonzero and DRNI Aggregator Key is not equal to
DRNI Aggregator Key, or

Home_System is equal to Actor Admin_System, then
The variable Differ DRNI is set to TRUE;

Otherwise:

The variable Differ DRNI is set to FALSE.

recordReflectedState
This function records sequence numbers echoed by the Neighbor in acknowledgment of state
information about the Home DRNI Gateway sent in DRCPDUs from this DRNI System and
determines whether the Neighbor’s view of the Home DRNI Gateway’s state is current.
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The Neighbor_Gateway Sequence Number,
Neighbor_Gateway Preference_Sequence_Number, and
Neighbor_Aggregator Sequence_Number in the received DRCPDU are compared to the
Reflected Gateway Sequence Number, Reflected Gateway Preference Sequence Number,
and Reflected Aggregator Sequence Number variables, respectively. If any of the sequence
numbers in the DRCPDU are less, then

DRCP_NTT is set to TRUE so that the DRCP Transmit machine sends updated state to the

Neighbor.

For any of the sequence numbers in the DRCPDU that are greater,
newReflectedState is set to TRUE, and

The  sequence  number(s) in the DRCPDU is  copied _fo[~ the
Reflected Gateway Sequence Number,

Reflected Gateway Preference Sequence Number, and/or
Reflected Aggregator Sequence Number variable(s) as appropriate.

The Neighbor_Gatewdy Sequence_Number,
Neighbor_Gateway Preference_Sequence Number, and
Neighbor Aggregator Sequence Number in the received DRCPPU are compared to the
sequence numbers in the Home Gateway State, Homeé Gateway Preference, and
Home Aggregator State variables, respectively. If any\‘ofthe sequence numbers in the
DRCPDU are greater, then newHomelnfo is set to TRUE.

recordNeighborState
This function records sequence numbers and,state information about the Neighbor DRNI
Gateway provided in the received DRCPDU “and sets flags for further processing of new
information as appropriate.

This function compares the parameter values carried in the DRCPDU that identify the
Neighbor DRNI  System and” key (Home_System_Priority, ~Home System, and
DRNI Aggregator Key)  to = those  previously  stored for the  Neighbor
(Neighbor_System Priority;,Neighbor System, and Neighbor DRNI Key). If one or more of
the comparisons show that the value(s) received in the DRCPDU differ from the currently
stored values, then néwNeighborState, DRCP_txHold, and DRCP_NTT are set to TRUE, and
the stored value(s)iare updated with the corresponding values received in the DRCPDU.

The Home-Gateway Sequence_ Number, Home_Gateway Preference Sequence Number,
and Home_Aggregator Sequence Number in the DRNI State TLV of the received
DRCPDU are compared to the sequence numbers in the Neighbor Gateway State,
Neighbor Gateway Preference, and Neighbor Aggregator State variables, respectively. If any
sequence numbers do not match, then DRCP_NTT is set to TRUE. If any sequence number in
the DRCPDU is greater and the DRCPDU includes a corresponding state TLV
(Home_Gateway_State_TLV, Home_Gateway Preference TLV, or
Home_Aggregator State_TLV) with the same sequence number as in the DRNI State TLV of
the received DRCPDU, then all fields of the corresponding TLV are copied to the
corresponding variable for the Neighbor (Neighbor Gateway State

Neighbor Gateway Preference, or Neighbor Aggregator State), and newNeighborState,
DRCP_txHold, and DRCP_NTT are set to TRUE.

If the Neighbor Aggregator State.Active LAG Links is not empty, and the

Home Aggregator State.Active LAG Links is not empty, and any of the
Partner System_Priority, Partner System, or Partner Oper Aggregator Key values in the
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Neighbor Aggregator State  differ from the  corresponding values in  the
Home Aggregator State, then the differPartner and newHomelnfo variables are set to TRUE.

updatelrpState
This function updates the Sync bits in the Home IRP_State and Neighbor IRP_State variables
that determine the DRNI Gateways are ready to form a DRNI.

Home IRP_ State.Expired and Home IRP_ State.Defaulted are set to FALSE, and

Home IRP State.Sync 1s set to TRUE.

The Short _Timeout, IRC _Data, DRNI, Expired, and Defaulted bits of the Home IRP_State.an
the received DRCPDU are compared to the corresponding bits of the Neighbor IRP State
variable. If one or more of the comparisons show that the value(s) received in the DRCPDU
differ from the currently stored values, then DRCP_NTT is set to TRUE, and‘the stored
value(s) are updated with the corresponding values received in the DRCPDUAf the newly
updated value of Neighbor IRP_State.Short Timeout is TRUE, then DRCP{ Timeout is set to
Drep_Short Timeout Time; otherwise, DRCP_Timeout is set to Drcp_Long Timeout Time.

The Neighbor’s view of this DRNI Gateway’s identification valugs’in the received DRCPDU
(Neighbor_System_Priority and Neighbor_System) are compared to this DRNI System’s
identification values (Actor Admin_System Priority and{/Actor Admin System). If they
differ, or if Home IRP_State.Sync is TRUE and the Homg' System Identifier is numerically
lower than the Neighbor System Identifier and th€-PRNI Aggregator Key value in the
received DRCPDU differs from the DRNI Aggregator Key variable, then DRCP_NTT is
set to TRUE, and Neighbor IRP_State.Sync is set to FALSE (because the Neighbor cannot
be synchronized if its view of this DRNL-System’s identification is obsolete). Otherwise,
Neighbor IRP_State.Sync is set to the Haome/IRP State.Sync value received in the DRCPDU.
If this results in a change to Neighbor IRP" State.Sync, then DRCP_NTT is set to TRUE.

If the Neighbor IRP State carriedin the receive DRCPDU differs from the Home IRP_State
value, then DRCP_NTT is set t6 TRUE.

updateSystem
This function updates<the operational System Identifier of the Aggregator and Aggregation
Ports according to whether this DRNI System is in a DRNI with another DRNI System.

If DR_Solo is TRUE, then
The Gateway_Sync_Mask is set to TRUE for all Gateway Conversation IDs, and
The Actor_Oper_System_Priority, Actor_Oper_System, and
Actor Oper Aggregator Key values for the Aggregator supporting this DRNI Gateway
are set equal to the Aggregator’s Actor Admin_ System_Priority, Actor Admin_System,
and Actor_ Admin_Aggregator Key, respectively.

Otherwise:
The Gateway Sync_ Mask is set to FALSE for all Gateway Conversation IDs, and

The Actor_Oper_System_Priority, Actor_Oper_System, and

N Ciat

Aot O A 4 1 1 £ +la A 4 P +las ARYIRNAS

Aetor—Oper—ArgeregatorKey—valuestorthe Aeprepator—supportingthis DPRNF-Gatewasy
are set equal to DRNI_Aggregator System Priority, DRNI_Aggregator System, and
DRNI Aggregator Key, respectively, if the DRNI Aggregator System value is nonzero,
or are set equal to the Actor Admin System Priority, Actor Admin_ System, and
DRNI Aggregator Key if the DRNI_Aggregator System value is zero and the Home
System Identifier is numerically lower than the Neighbor System Identifier, or are set
equal to the Neighbor System_Priority, Neighbor System, and Neighbor DRNI Key if
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the DRNI Aggregator System value is zero and the Neighbor System Identifier is
numerically lower than the Home System Identifier.

If this results in a change to any of the Aggregator’s operational values, then
The Actor_Oper_Port_System_Priority, Actor_Oper_Port_System, and
Actor_Oper_Port_Key values of each Aggregation Port assigned to this DRNI Gateway
are set to the Aggregator’s Actor Oper System Priority, Actor Oper System, and
Actor_Oper_Aggregator_Key values, respectively, and

The newOperSystem and newHomelnfo variables are set to TRUE.

resetHomeState
All values in Home Aggregator_State, Home Gateway_State, and
Home Gateway Preference are set to null (i.e., all numerical values set to 0, all Boglean values
set to FALSE, and all lists set to empty lists). DRCP_NTT and newOperSystemare set to
FALSE.

updateHomeState
This function updates the Home Aggregator State, Homé¢, Gateway State, and
Home Gateway Preference variables in response to changes resulting from administrative
action or the operation of other protocols (e.g., LACP).

If the Reflected Aggregator Sequence Number, RefleCted Gateway Sequence Number, or
Reflected Gateway Preference Sequence Number iS-greater than the sequence number in the
Home Aggregator State, Home Gateway State, ot Home Gateway Preference, respectively,
then the sequence number in the Home state variable is set to one greater than the reflected
sequence number.

If newOperSystem is TRUE, or if DR Solo is FALSE and differPartner is TRUE and
NeighborHasLowestID is TRUE, then
The Selected variable for each’Aggregation Port is set to UNSELECTED, and

The Active LAG_Links vatiable of the Aggregator is cleared, and
The changeAggregatienLinks variable is set to TRUE, and
The newOperSystem and differPartner are set to FALSE.

If any of the fieldsiin the Home Aggregator State differ from the current value of the variables
from which(they are derived (as described in the definition of Home Aggregator State in
9.6.5), then
DRCP_txHold is set to TRUE, and
If there is a change to the Aggregator CSCD_State.CSCD_Gateway_Control, or if there
is a change to the Aggregator Port Algorithm, Aggregator Conv_Service Digest, or
Aggregator Conv_Link Digest while the CSCD_Gateway_ Control value is TRUE, then
the Gateway Sync Mask is set to FALSE for all Gateway Conversation IDs, and
If there is a change to a Link Number in the Active LAG Links while the
CSCD_Gateway_Control value is TRUE, then the Gateway Sync Mask is set to FALSE
for any Gateway Conversation ID where the Admin Conv [ink Map entry for that

Conversation ID contains that Link Number, and
The fields of the Home Aggregator State are updated as specified in 9.6.5, and

If the Aggregator Sequence Number is equal to the Aggregator Sequence Number most
recently  transmitted by  the  transmitDRCPDU function, then  the
Aggregator Sequence Number is incremented.
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A new Gateway Available Mask is calculated, for each Gateway Conversation ID, by setting
the bit in the vector to TRUE if and only if the corresponding bit of the
Home Admin Gateway Enable Mask vector is TRUE, and Gateway Enabled is TRUE, and
either Home Admin_Client Gateway Control is FALSE or the Distributed Relay Client
allows forwarding of frames with that Gateway Conversation ID through the DRNI Gateway
Port (see 9.5.3.5). If the new Gateway Available Mask differs from the value in the
Home Gateway State, or the Home Admin Gateway Algorithm differs from the
Gateway_Algorithm value in the Home Gateway State, or the most significant bit of the

fourth  octet of the Home Admin Gateway Algorithm 1s 1 and  the
Home Gateway Conv_Service Digest differs from the Gateway Conv_Service Digest valug
in the Home_Gateway_State, then

DRCP_txHold is set to TRUE, and

The Gateway Sync Mask is set to FALSE for any Gateway Conversation ID ‘Where the
new Gateway Available Mask differs from the value in the Home Gateway State, and

if the Home Admin Gateway Algorithm differs from the Gateway Algorithm value in
the Home Gateway State, or the most significant bit of the fourth octet of the
Home Admin_Gateway Algorithm is 1 and the Home Gateway/Conv_Service Digest
differs from the Gateway Conv_Service Digest value in the Home Gateway_State, then
the Gateway Sync Mask is set to FALSE for all Gateway Conversation IDs, and

The fields of the Home Gateway_State are updated as gpeeitied in 9.6.5, and

If the Gateway Sequence Number is equal to the\Gateway Sequence Number most
recently  transmitted by  the transmitDRCPDU function, then  the
Gateway_Sequence Number is incremented.

If the Gateway Preference Mask in the Homel Gateway Preference variable differs from the
current value of Home Admin Gateway {Preference Mask, then
DRCP_txHold is set to TRUE, and

The Gateway Sync Mask is set\to FALSE for any Gateway Conversation ID where the
Home Gateway Preference-differs from the Home Admin Gateway Preference Mask,
and

The Gateway Preference Mask of the Home Gateway Preference is updated to the
current value of Home¢ Admin_Gateway Preference Mask, and

If the Gateway Preference Sequence Number is equal to the
Gateway Preference Sequence Number most recently  transmitted by  the
transmitDRCPDU  function, then the Gateway Preference Sequence Number is
incremeitted.

If aly of the Home state variables are updated, then DRCP_NTT is set to TRUE.
setDefault DRNISystemParameters
This function initializes the Home and Neighbor Aggregator Port and DRNI Gateway Port

selection variables and the DRNI Gateway frame forwarding masks as follows:

For each Port Conversation ID:
Tl na.

Sal tad A + AVAPYS 2 v
Fhe-Seleeted—Ageregator—Veetoris-set-to-00%
The Home Aggregator Mask is set to FALSE;
The Neighbor Aggregator Mask is set to FALSE.
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For each Gateway Conversation ID:
The Selected Gateway Vector is set to '00';
The Home Gateway Mask is set to FALSE;
The Neighbor Gateway Mask is set to FALSE.

updateHomeAggregatorSelection
This function uses this DRNI Gateway’s view of the DRNI state and the Aggregator’s
Conversation-Sensitive Distribution configuration to generate the Selected Aggregator Vector

that associates each Port Conversation ID to the DRNI Gateway containing the Aggregation
Link to be used for distributing frames with that Port Conversation ID.

If DR Solo is TRUE, or the Home Aggregator State.Aggregator Port Algorithm” is
Unspecified, then
The Selected Aggregator Vector is set to '01' (Home) for all Port Conversation°IDs;

Otherwise:
For each Port Conversation 1D, the function evaluates the list of LinkoONumbers contained
in the Aggregator’s Admin Conv_Link Map and selects the first value that matches a
value in the list of Active LAG Links in either the Home\Aggregator State or the
Neighbor Aggregator State variable. If the first matching ALink Number is in the
Home Aggregator State, the entry in the Selected Aggregator Vector for that Port
Conversation ID is set to '01'. If the first matehing Link Number is in the
Neighbor Aggregator State, the entry in the SeleCted Aggregator Vector for that Port
Conversation ID is set to '10'". If no matching value)is found, or if the function encounters
the value zero in the list from the Admin_Cenv Link Map before a matching value is
found, then the entry in the Selected Aggregator Vector for that Port Conversation ID
is '00".

updateHomeGatewaySelection
This function uses this DRNI Gateway’s view of the DRNI state to generate the
Selected Gateway Vector that -associates each Gateway ConversationID to the DRNI
Gateway with the DRNI Gateway Port selected to forward frames mapping to that Gateway
Conversation ID.

The local Variable GatewayFollowsAggregator is TRUE when
Aggregator CSCD_State. CSCD_Gateway_Control is TRUE in both the
Home Aggregatot State  and  Neighbor Aggregator State  variables, and  the
Aggregator \Port Algorithm and  Aggregator Conv_Service Digest values in the
Home Aggregator State match the corresponding values in the Neighbor Aggregator State
and ,also* match the Gateway Algorithm and Gateway Conv_Service Digest values in the
Home’ Gateway _State and Neighbor Gateway State variables. Otherwise,
GatewayFollowsAggregator is FALSE.

For each Gateway Conversation ID, the value for the Selected Gateway Vector is determined
as follows:

If DR Solo is TRUE, then the Selected Gateway Vector is set to '01' (Home) if the

Home Gateway_State.Gateway Available Mask is TRUE and set to '00" if the
Home Gateway_State.Gateway Available Mask is FALSE;
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Otherwise, if the Home Gateway_State.Gateway Algorithm is ‘Unspecified’, or the values for
the Gateway Algorithm values in the Neighbor Gateway State and Home Gateway_State are
not the same, or the most significant bit of the fourth octet of the Gateway Algorithm is 1 and
the Gateway Conv_Service Digest values in the Neighbor Gateway State and
Home Gateway_State are not the same, then
The Selected Gateway Vector is set to '10' (Neighbor) if the NeighborHasLowestID
variable is TRUE, or set to '01' (Home) if the NeighborHasLowestID variable is FALSE
and the Home Gateway State.Gateway Available Mask is TRUE, or set to '00' if the

NeighborHasLowestID variable 1S FALSE and the
Home Gateway State.Gateway Available Mask is FALSE;

Otherwise, if the Neighbor Gateway State.Gateway Available Mask value and’)the
Home Gateway State.Gateway Available Mask value are both FALSE, then
The Selected Gateway Vector is set to '00';

Otherwise, if the Neighbor Gateway State.Gateway_Available Mask value is‘'TRUE and the
Home Gateway State.Gateway Available Mask value is FALSE, then
The Selected Gateway Vector is set to '10' (Neighbor);

Otherwise, if the Neighbor Gateway_State.Gateway Available Magk value is FALSE and the
Home Gateway State.Gateway Available Mask value is TRUE, then
The Selected Gateway Vector is set to '01' (Home);

Otherwise, if the Neighbor Gateway State.Gateway Available Mask value and the
Home Gateway_State.Gateway Available Mask valug are both  TRUE and
GatewayFollowsAggregator is TRUE, then

The Selected Gateway Vector is set to the Selected Aggregator Vector value;

Otherwise, if the Neighbor Gateway Preference:Gateway Preference Mask value is TRUE
and the Home Gateway Preference.Gateway\Preference Mask value is FALSE, then
The Selected Gateway Vector is setto '10' (Neighbor);

Otherwise, if the Neighbor Gateway, Preference.Gateway Preference Mask value is FALSE
and the Home Gateway Preference.Gateway_ PreferenceMask value is TRUE, then
The Selected Gateway Veetor'is set to '01' (Home);

Otherwise:
The Selected Gateway Vector is set to '10' (Neighbor) if the NeighborHasLowestID
variable is TRUE. otset to '01' (Home) if the NeighborHasLowestID variable is FALSE.

updateDrMasks
This functiom ¢reates the four Boolean masks used by the DRNI Gateway frame forwarding
state machines (9.5.2).

If DR)Solo is TRUE or the sequence numbers in each of the Home Aggregator State,
Henie Gateway_State, and Home Gateway_ Preference match the
Reflected Aggregator Sequence Number, Reflected Gateway Sequence Number, and
Reflected Gateway Preference Sequence Number, respectively, then

The Gateway Sync Mask value is set to TRUE for all Gateway Conversation IDs.

For each Gateway Conversation ID, if the Selected Gateway Vector does not equal '01'

L1 N +L
IO C) T

The Home Gateway Mask is set to FALSE;

Otherwise, if the Gateway Sync Mask for that Gateway Conversation ID is TRUE, then
The Home Gateway Mask is set to TRUE;

Otherwise:
The Home Gateway Mask remains unchanged.
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For each Gateway Conversation ID, if the Selected Gateway Vector does not equal '10'
(Neighbor), then
The Neighbor Gateway Mask is set to FALSE;

Otherwise, if the Gateway Sync_Mask for that Gateway Conversation ID is TRUE, then
The Neighbor Gateway Mask is set to TRUE;

Otherwise:
The Neighbor Gateway Mask remains unchanged.

For each Port Conversation ID, the Home Aggregator Mask is TRUE if the value in the
Selected Aggregator Vector is equal to the '01' (Home) and FALSE otherwise.

For each Port Conversation ID, the Neighbor Aggregator Mask is TRUE if the valug-in the
Selected Aggregator Vector is equal to the '10' (Neighbor) and FALSE otherwise.

NOTE—In implementations, these masks are either to be updated atomically, (that is, all frame
forwarding paused while the masks are updated) or to be updated in a ‘break-before-make”
manner (that is, first update all variables with the logical ‘AND’ of the’new value and the old
value, and then update all variables with the new value).

transmitDRCPDU
This function generates a DRCPDU, formatted as specified”in 9.6.2, and issues it as a
IrpCtrl:M_UNITDATA Request(DRCPDU) service primitiveto the DRCP Parser/Multiplexer
(9.5.1). This function also saves the values of\the Aggregator Sequence Number,
Gateway_Sequence Number, and Gateway Prefereniee” Sequence Number transmitted in this
DRCPDU.

9.6.8 Timers

DRCP_currentWhile
This timer is used by the DRCP, Receive machine to detect whether received protocol
information has expired. If Homeg, IRP_State.Short Timeout is TRUE, the timer is started with
the value Short Timeout Time; otherwise, it is started with the value Long Timeout Time
(see 9.6.4).

DRCP_txWhen
This timer is used by the DRCP Transmit machine to generate periodic transmissions. It is
started using thevalue Slow_Periodic_Time or Fast Periodic_Time (see 9.6.4), depending on
the value of Neighbor IRP_State.Short Timeout.

9.6.9 Messages

rcvdDRCPDU
Set to TRUE in response to a IrpCtrl:M_UNITDATA.indication(DRCPDU) service primitive
generated by the DRCP Parser/Multiplexer as a result of the reception of a DRCPDU,
formatted as defined in 9.6.2.3. The contents of the DRCPDU are available to the DRCP
Receive machine until the DRCP Receive machine sets rcvdDRCPDU to FALSE.
Data Type: Boolean.
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9.6.10 DRCP Receive machine

The DRCP Receive machine shall implement the function specified in Figure 9-20 with its associated
parameters (9.6.4 through 9.6.9). There is one DRCP Receive machine for the IRP in a DRNI Gateway.

BEGIN ||
IRP_Operational ||
IDRCP_Enabled

Y
INITIALIZE

recordDefault DRCPDU();
rcvdDRCPDU = FALSE;

L ucT

EXPIRED

o

Home_IRP_State.Expired = TRUE;
DRCP_currentWhile = DRCP_Timeout;
DRCP_NTT = TRUE;

ucTt

Y #

WAIT_TO_RECEIVE

rcvdDRCPDU«= FALSE;

IrcvdDRCPDU && IrevdDREPDU && rcvdDRCPDU
IHome_IRP_State.Expired && HomeRP_State.Expired &&
DRCP_currentWhile == DRCP_currentWhile ==

DRNI_CHECK

compareDrniValues();

IDiffer DRNI Differ DRNI
DEFAULTED CURRENT
recordReflectedState();
recordDefault DRCPDU(); recordNeighborState();
updatelrpState();
DROoD $\A L] PR ¥ 5 Wanl » Wila A b
ucT ucT

Figure 9-20—DRCP Receive machine state diagram
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Upon initialization (BEGIN), or if the IRP becomes inoperable or DRCP operation is disabled, the state
machine enters the INITIALIZE state. The recordDefault DRCPDU function clears all variables containing
information received from a previous Neighbor DRNI System. The Home IRP_State.Sync bit is set to
FALSE, which causes the Distributed Relay machine to put the DRNI Gateway in solo operation. The
newHomelnfo and newNeighborState are set to TRUE, which triggers the DRNI Gateway and Aggregator
machine to recompute the Gateway and Aggregator Masks that drive the DRNI Gateway frame forwarding.

Following initialization, when the conditions for the global entry into INITIALIZE are no longer met (i.e.,
BEGIN 1s not asserted, the IRP 1s operational, and DRCP 1s enabled), the state machine enters the EXPIRED
state. The receive timer is started, and the state machine continues to the WAIT TO_RECEIVE state.

When the state machine is in the WAIT TO_RECEIVE state, receipt of a DRCPDU causes a transition to
the DRNI_CHECK state. The compareDrniValues function checks if the DRCPDU is associated with this
DRNI. If not, the state machine returns to the WAIT TO RECEIVE state. If the compareDrniValues
function identifies the received DRCPDU as associated with this DRNI, the state machine enters the
CURRENT state.

Upon entry to the CURRENT state, the recordNeighborState and recordReflectedStaté functions record the
information contained in the DRCPDU regarding the Neighbor DRNI Gateway and regarding the Neighbor
DRNI Gateway’s view of the Home DRNI Gateway state. If new/ information is received, the
newNeighborState and/or newReflectedState are set to TRUE, which<triggers the DRNI Gateway and
Aggregator machine to recompute the Gateway and Aggregator Masks.that drive the DRNI Gateway frame
forwarding. The updatelrpState function examines the informationCreeeived in the DRCPDU to determine
whether both the Home and Neighbor DRNI Gateways agree that their information is current and that they
are prepared to form a DRNL. DRCP_NTT is set to TRUE if afiy of these functions detect that the Neighbor
is using information about the Home DRNI Gateway thatis obsolete. The DRCP_currentWhile timer is
started with either Drcp Short Timeout Time or Drcp)bong Timeout Time, depending upon the current
operational value of Neighbor IRP State.Short\Timeout, and the state machine returns to the
WAIT TO RECEIVE state.

If the timer expires before a DRCPDU assoeciated with this DRNI is received, the state machine returns to
the EXPIRED state or continuesi*to the DEFAULTED state, depending on whether
Home IRP_State.Expired is already TRUE. In the DEFAULTED state, the recordDefault DRCPDU function
clears all variables containing information received from a previous Neighbor DRNI System. The
Home IRP_State.Sync bit is set to FALSE, which causes the Distributed Relay machine to put the DRNI
Gateway in solo operation, The'newHomelnfo and newNeighborState are set to TRUE, which triggers the
DRNI Gateway and Aggregator machine to recompute the Gateway and Aggregator Masks that drive the
DRNI Gateway frame forwarding. Then the state machine returns to the WAIT TO_ RECEIVE state.

In the process of\executing the compareDrniValues function, a DRCP Receive machine compliant to this
standard shall validate a received DRCPDU by verifying that the Version Number in a received DRCPDU is
greater thanior equal to 2 and may verify that the TLV_Length associated with any TLV_Type defined in this
standardhis at least the value specified in 9.6.2. Receipt of an invalid DRCPDU results in Differ DRNI set to
TRUE.,and a return to the WAIT TO_RECEIVE state. A received DRCPDU is not considered invalid
bécause it contains one or more TLVs with a TLV_Type not defined in this standard; the information in such
TLVs is ignored. A received DRCPDU is not considered invalid because it contains one or more TLV's with
—a ILV_Length greater than defined in this standard for that ILV_Type; the excess information in such ILVs
(beyond the length defined in this standard) is ignored.
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9.6.11 Distributed Relay machine

The Distributed Relay machine shall implement the function specified in Figure 9-21 with its associated
parameters (9.6.4 through 9.6.9).
BEGIN

Y

INITIALIZF

DR_Solo = TRUE;
Gateway Sync_Mask = TRUE;

¢UCT J—

DR_SOLO

DR_Solo = TRUE;
updateSystem();

Home_IRP_State.Sync &&
Neighbor_IRP_State.Sync

DR_PAIRED

DR_Solo = FALSE;
updateSystem();

IHome\ IRP_State.Sync ||
IN€ighbor IRP_State.Sync

Figure 9-21—Distributed‘Relay machine state diagram

The Distributed Relay machine is responsible‘for determining whether this DRNI Gateway is connected via
an IRC to another DRNI Gateway with.compatible configuration to form a DRNI and for managing the
operational Key value of the Aggregator‘dccordingly.

On initialization, the DRNI Gateway is in the DR_SOLO state to indicate that the DRNI Gateway is
operating solo (not having formed a DRNI with another DRNI System). The operational actor identifier and
key values of the Aggregdatorare set to the administrative actor values.

When the DRCP_Receive machine indicates that both the Home and Neighbor DRNI Gateways are
synchronized (the IRP is operational and the connected DRNI Systems have compatible configurations), the
state machine enters the DR_PAIRED state. If the DRNI Aggregator System value is nonzero, then the
operationaliactor identifier and key value of the Aggregator are updated to wuse the
DRNI Aggregator System Priority, DRNI Aggregator System, and DRNI Aggregator Key values. If the
DRNI Aggregator System value is zero and the Home System Identifier is numerically lower than the
Neighbor  System  Identifier, then the Aggregator’s Actor Admin_System Priority and
Actor_Admin_System values, together with the DRNI Aggregator Key value, are used for the operational

actor —Tdentifier —anmd—key—Otherwise;, —the—Neighbor—SystenmPriority;, —Neighbor—Systenm,—amd
Neighbor DRNI Key values are used for the operational actor identifier and key.

If the DRCP Receive machine indicates that the Home and Neighbor DRNI Gateways are not synchronized
(the configuration has changed to be incompatible or the IRP is no longer operational), the state machine
returns to the DR_SOLO state and restores the Aggregator operational actor identifier and key values to the
administrative actor value.
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9.6.12 DRNI Gateway and Aggregator machine

The DRNI Gateway and Aggregator machine shall implement the function specified in Figure 9-22 with
their associated parameters (9.6.4 through 9.6.9). This state machine is responsible for determining the
Gateway Conversation IDs and the Port Conversation IDs that are allowed to pass through this DRNI
Gateway’s DRNI Gateway Port and Aggregator Port based on the current state of the DRNI and the agreed
priority rules (the Gateway Preference Masks and the Aggregator’s Admin_Conv_Link Map).

DCGIIN

'

INITIALIZE

resetHomeState()
newHomelnfo = TRUE
setDefaultDRNISystemParameters()

— Ca—

IDLE
newHomelnfo InewHomelnfo && InewHomelnfo &&
newNeighborState InewNeighborState &&

ﬁ newReflectedState

UPDATE_HOME

newHomelnfo = FALSE
updateHomeState()

newHomelnfo InewHomelnfo

HOME GWAGG SELECTION

newNeighborState = FALSE
updatéHomeA ggregatorSelection()
updateHomeGatewaySelection()

newHomeInfo Il InewHomelnfo &&
newNeighborState InewNeighborState

UPDATE DISTRIBUTED RELAY GW/AGG MASKS

newReflectedState = FALSE
updateDrMasks()
DRCP_txHold = (newHomelnfo || newNeighborState)

ucTt

Following an administrative or protocol change to any parameter affecting the Home Aggregator State,
Home Gateway_State, or Home Gateway Preference variables, the machine enters the UPDATE HOME
state.

After updating the state variables for the Home DRNI Gateway, or when the DRCP Receive machine
indicates that there is new state information for the Neighbor DRNI Gateway, the machine enters the

Copyright © 2020 IEEE. Al rights reserved.


https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

HOME GW/AGG_SELECTION state. In this state the Home DRNI Gateway’s view of the state of the
DRNI is used to select that Aggregator Port and DRNI Gateway Port to be used for forwarding each Port
Conversation ID and Gateway Conversation ID, respectively.

After updating the Aggregator and DRNI Gateway Port selections, or when the Neighbor has acknowledged
a new state for the Home DRNI Gateway, the UPDATE DISTRIBUTED RELAY GW/AGG_MASKS
state is entered. This state updates the Boolean masks used in the DRNI Gateway Relay (9.5.2) to forward
frames between the Aggregator, Gateway, and Intra-Relay Ports.

9.6.13 DRCP Transmit machine

The DRCP Transmit machine shall implement the function specified in Figure 9-23 with its associdted
parameters (9.6.4 through 9.6.9). There is one DRCP Transmit machine in a DRNI Gateway.

BEGIN ||
IIRP_Operational ||
IDRCP_Enabled

NO_TX
DRCP_txWhen = 0;

Neighbor IRP_State.Short_Timeout Weighbor IRP_State.Short_Timeout
FAST_PERIODIC SLOW_PERIODIC
DRCP_txWhen = Drcp_Fast_Periodic_Time; DRCP_txWhen = Drcp_Slow_Periodic_Time;

IDRCP_NTT && !(DRCP_txWhen == 0) &&
INeighbor IRP_State.Short Timeout

(DRCP_NTT || (DRCP_txWhen == 0) ||
(DRCP_NTT || (DRCP_txWhen == 0)) && Neighbor_IRP_State.Short_Timeout) &&
DRCP_txOpportunity && !DRCP_txHold DRCP_txOpportunity && IDRCP_txHold

TX

transmitDRCPDU();
DRCP_NTT = FALSE;

UCT

Figure 9-23—DRCP Transmit state diagram

The DRCP TranSmit state machine has four states:

a) ( NO_TX. While in this state, DRCPDU transmissions are disabled. When IRP_Operational and
DRCP _Enabled are TRUE, the state machine transitions to either FAST PERIODIC or
SLOW_PERIODIC depending on the receive timeout rate in use by the Neighbor (indicated by
Neighbor IRP_State.Short Timeout).

b) FAST PERIODIC. While in this state, periodic DRCPDU transmissions are enabled at a fast
transmission rate.

¢) SLOW PERIODIC. While in this state, periodic DRCPDU transmissions are enabled at a slow
transmission rate.

d) TX This transitory state is entered when DRCP_NTT has been asserted or the periodic transmission
timer (DRCP_txWhen) has expired. A single DRCPDU is transmitted. Then the state machine
transitions through NO TX to either FAST PERIODIC or SLOW_PERIODIC.
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Annex A

(normative)

Protocol implementation conformance statement (PICS)

proforma10

A.1 Introduction

proforma.

following:

through oversight;

M
!

(0]
O.<n>

/<>
X

<item>:
<item1>*<item2>:

The supplier of an implementation that is claimed to conform to Clause 5 shall complete the following PICS

A completed PICS proforma is the PICS for the implementation in question. The PICS*s”a statement of
which capabilities and options of the protocol have been implemented. A PICS is includéd at the end of each
clause as appropriate. The PICS can be used for a variety of purposes by varieus.parties, including the

a)  As a checklist by the protocol implementer, to reduce the risk offailure to conform to the standard

b) As a detailed indication of the capabilities of the implenientation, stated relative to the common
basis for understanding provided by the standard PICS:preforma, by the supplier and acquirer, or
potential acquirer, of the implementation;

¢) As a basis for initially checking the possibility of interworking with another implementation by the
user, or potential user, of the implementation (fiete that, while interworking can never be guaranteed,
failure to interwork can often be predicted from incompatible PICS);

d)  As the basis for selecting appropriate tests against which to assess the claim for conformance of the
implementation, by a protocol tester,

A.1.1 Abbreviations and special symbols

The following symbols are used in“the PICS proforma:

mandatory field/function

negation

optional field/function

optional field/function, but at least one of the group of options labeled by
the same numeral <n> is required

optional field/function, but one and only one of the group of options
labeled by the same numeral <n> is required

prohibited field/function

simple-predicate condition, dependent on the support marked for <item>
AND-predicate condition, the requirement shall be met if both optional

items are implemented

10 Copyright release for PICS proformas. Users of this standard may freely reproduce the PICS proforma in this subclause so that it can
be used for its intended purpose and may further publish the completed PICS.
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A.1.2 Instructions for completing the PICS proforma

The first part of the PICS proforma, Implementation Identification and Protocol Summary, is to be
completed as indicated with the information necessary to identify fully both the supplier and the
implementation.

The main part of the PICS proforma is a fixed-format questionnaire divided into subclauses, each containing
a group of items. Answers to the questionnaire items are to be provided in the right-most column, either by

simply marking an answer to indicate a restricted choice (usually Yes, No, or Not Applicable), or by entering
a value or a set or range of values. (Note that there are some items where two or more choices from a set 6f
possible answers can apply; all relevant choices are to be marked.)

Each item is identified by an item reference in the first column; the second column contains the question to
be answered; the third column contains the reference or references to the material that specifies the item in
the main body of the standard; the sixth column contains values and/or comments pertaining.te’the question
to be answered. The remaining columns record the status of the items—whether the support is mandatory,
optional or conditional-—and provide the space for the answers.

The supplier can also provide, or be required to provide, further information, categorized as either
Additional Information or Exception Information. When present, each kind of further information is to be
provided in a further subclause of items labeled A<i> or X<i>, respectively, for cross-referencing purposes,
where <i> is any unambiguous identification for the item (e.g., simply a numeral); there are no other
restrictions on its format or presentation.

A completed PICS proforma, including any Additional Information and Exception Information, is the
protocol implementation conformance statement for the implementation in question.

Note that where an implementation is capable of being configured in more than one way, according to the
items listed under Major Capabilities/Optionsy a” single PICS might be able to describe all such
configurations. However, the supplier has the choice of providing more than one PICS, each covering some
subset of the implementation’s configuration‘capabilities, if that would make presentation of the information
easier and clearer.

A.1.3 Additional information

Items of Additional Information allow a supplier to provide further information intended to assist the
interpretation of the PICS -t is not intended or expected that a large quantity will be supplied, and the PICS
can be considered complete without any such information. Examples might be an outline of the ways in
which a (single) implementation can be set up to operate in a variety of environments and configurations; or
a brief rationale, based perhaps upon specific application needs, for the exclusion of features that, although
optional, are ienetheless commonly present in implementations.

References to items of Additional Information can be entered next to any answer in the questionnaire, and
can be included in items of Exception Information.

A.1.4 Exceptional information

It occasionally happens that a supplier will wish to answer an item with mandatory or prohibited status (after
any conditions have been applied) in a way that conflicts with the indicated requirement. No preprinted
answer will be found in the Support column for this; instead, the supplier is required to write into the
Support column an X<i> reference to an item of Exception Information, and to provide the appropriate
rationale in the Exception item itself.
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An implementation for which an Exception item is required in this way does not conform to this standard.

Note that a possible reason for the situation described above is that a defect in the standard has been
reported, a correction for which is expected to change the requirement not met by the implementation.

A.1.5 Conditional items

of the item itself, and its status if it does apply—mandatory, optional, or prohibited—are dependent upon
whether certain other items are supported.

Individual conditional items are indicated by a conditional symbol of the form “<item>:<s>” in the Status
column, where “<item>" is an item reference that appears in the first column of the table for’some other
item, and “<s>" is a status symbol, M (Mandatory), O (Optional), or X (Not Applicable).

If the item referred to by the conditional symbol is marked as supported, then (1) the/gonditional item is
applicable, (2) its status is given by “<s>”, and (3) the support column is to be conipleted in the usual way;
otherwise, the conditional item is not relevant and the Not Applicable (N/A) answetAs to be marked.

Each item whose reference is used in a conditional symbol is indicated by-an.asterisk in the Item column.

A.1.6 Identification

A.1.6.1 Implementation identification

Supplier (Note 1)

Contact point for queries about the PICS (Note 1)

Implementation Name(s) and Version(s) (Notes J-and 3)

Other information necessary for full identification—
e.g., name(s) and version(s) of machines aad/or
operating system names (Note 2)

NOTE 1—Required for all implementations.

NOTE 2—May be completed as appropriate in meeting the requirements for the identification.

NOTE 3—The terms Name ‘and Version are interpreted appropriately to correspond with a supplier’s terminology
(e.g., Type, Series, Model):

A.1.6.2 Protocol summary

Identifieation of protocol specification IEEE Std 802.1AX-2020, IEEE Standard for Local and
Metropolitan Area Networks—Link Aggregation

Identification of amendments and corrigenda to the PICS
proforma that have beenl completed as part of te PICS
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A.2 PICS proforma for Clause 6

A.2.1 Major capabilities/options

Item Feature Subclause Value/Comment Status Support

The items below are relevant to
the ports of a System for which

support 1s claimed

LA Is Link Aggregation supported Item a) in Support the Link M Yes [ ]
as specified in Clause 6 ? 53,62 Aggregation Sublayer
and conform to the state
machines and
procedures in 6.2

LACP Is the Link Aggregation Control | Itemb) in Support the Link M Yes [ ]
Protocol supported? 53,63,64 Aggregation Control
Protocol and conform to
the state machines and
procedures in 6.3 and

6.4
V2LA Are Version 2 LACPDUs Item ¢) in Transmit and reCe1ye M Yes [ ]
supported? 53,642 LACPDUs withWVersion

Number equal to 2 as
specifiedin 6.4.2

MG Is the Marker Generator/ Item a) in O Yes [ ]
Receiver supported? 53.2,6.2.5 No[]
MGT Is Management supported? Item b) in Support the (¢} Yes [ ]
5.3.2, management No[]

Clausé 9 functionality for Link

Aggregation as
specified in Clause 7

MIB Does the implementation Item c) in Support SMIv2 MIB MGT: O N/A[]
support management operations~’ | 5.3.2, modules for the Yes [ ]
using SMIv2 MIB modules? Annex D management of Link No[]

Aggregation capabilities

AM Is there Aggregatiod Bort Debug | Item d) in MGT: O N/A[]

Information package support? 532 Yes [ ]
No [ ]

PSFD Is Per-Seryice Frame Item i) in (0] Yes [ ]
Distribution supported? 532,82 No[]

CSCD Is'Conversation-Sensitive Item h) in PSFD: M N/AT]
Collection and Distribution 532 Yes [ ]
supported?

CCR Does the Aggregation System 6.7.1,6.7.2 (¢} Yes [ ]
have configuration restrictions No[]

on the number of Aggregation

Ports that can be aggregated?

DRNI Is DRNI supported? 54 o Yes [ ]
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A.2.2 LLDP Port connectivity

Item Feature Subclause Value/Comment Status Support
LLDP Does the System support LLDP? | Item e) in o Yes [ ]
532,62 No[]
LLDPP | Does the System support the Item e) in LLDP: M N/AT]
M LILDP Parser/Multiplexer on the 532 F1.1 Yes[1]
Aggregation Ports?
A.2.3 Protocol Parser/Multiplexer support
Item Feature Subclause Value/Comment Status Support
PPM Does the System support a Item f) in (¢} N/AT]
Protocol Parser/Multiplexer for 532,613 Yes [ ]
a protocol that is supported by
the System but not specified in
this standard?
A.2.4 Frame Collector
Item Feature Subclausé Value/Comment Status Support
FC1 Frame Collector function 623 As specified in the state M Yes [ ]
machine shown in
Figure 6-4 and
associated definitions
in6.2.3.1
FC2 Frame Collector function— 6.2.3.1.4 Deliver or discard M Yes [ ]
CollectorMaxDelay frames within
CollectorMaxDelay
A.2.5 Frame Distributor
Item Feature Subclause Value/Comment Status Support
Distribution algorithm ensures 6.2.4
the following, when frames
received by Frame Collector:
FDI rl alrriv 111;0\}1\:‘]\«1 ;115 }‘TUII\/ }V{ ‘1 A% ] [ ]
FD2 Frame duplication None M Yes [ ]
FD3 Frame Distributor function 6.2.4 Function as specified in M Yes [ ]
the state machine shown
in Figure 6-5 and
associated definitions
in6.2.4.1
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Item Feature Subclause Value/Comment Status Support
MGR1 | Marker Generator/Receiver 6.2.5 MG:M N/AT]
Yes [ ]
MGR2 | Marker Responder Item d) in Function specified in M Yes [ ]
53,626 6542
A.2.7 Aggregator Parser/Multiplexer
Item Feature Subclause Value/Comment Status. Support
APM1 Aggregator Multiplexer 6.2.7 Transparent pass- M Yes [ ]
through of frames
APM2 | Aggregator Multiplexer 6.2.7 Function specified by M Yes [ ]
state machine shown'\in
Figure 6-7 and
associated definitions in
6.2.7.1
APM3 Aggregator Parser 6.2.7 Function specified by M Yes [ ]
state.fnachine shown in
Figure 6-6 and
associated definitions in
6.2.7.1
APM4 | Aggregator Parser 6.2.7 Discard of RX frames M Yes [ ]
when Aggregation Port
not Collecting
A.2.8 LACP Parser/Multiplexer
Item Feature Subclause Value/Comment Status Support
CPM1 LACP Multiplexer 6.2.9 Transparent pass- M Yes [ ]
through of frames
CPM2 LACP/Parser 6.2.9 Function specified by M Yes [ ]

state machine shown in
Figure 6-2 and
associated definitions in
6.2.9
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A.2.9 System identification

Item Feature Subclause Value/Comment Status Support
SID1 Globally unique identifier 6.3.2 Globally administered M Yes [ ]
individual MAC address
plus System Priority
SID2 MAC address chosen 632 MAC address (@) Yes[]
associated with one of No[]
the Aggregation Ports
A.2.10 Aggregator identification
Item Feature Subclause Value/Comment Status Support
AID1 Globally unique identifier 633 Globally administered M Yes [ ]
individual MAC address
AID2 Integer identifier 633 Uniquely identifies-the M Yes [ ]
Aggregator within'the
System
*AID3 | Unique identifier allocated 6.3.3 Unique identifier o Yes [ ]
assigned to one of its No[]
attached Aggregation
Ports
AID4 Unique identifier not IAID N/AT]
assigned to any other ‘M Yes [ ]
Aggregator
A.2.11 Port identification
Item Feature Subclause Value/Comment Status Support
PID1 Port Identifiers 6.3.4 Unique within a M Yes [ ]
System; Port Number 0
not used for any
Aggregation Port
A2:12 Capability identification
Item Feature Subclause Value/Comment Status Support
CIDI Administrative and operational 6.3.5 M Yes [ ]
Key values associated with each
Aggregation Port
CID2 Administrative and operational 6.3.5 M Yes [ ]
Key values associated with each
Aggregator
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A.2.13 Link Aggregation Group identification

Item Feature Subclause Value/Comment Status Support

LAGI1 LAG ID component values 6.3.6.1 Actor’s values nonzero. M Yes [ ]
Partner’s admin values
only zero for Solitary
Aggregation Ports

A.2.14 Detaching a link from an Aggregator

Item Feature Subclause Value/Comment Status Support
DLAI Effect on conversation 6.3.14 Frame ordering M Yes [ ]
reallocated to a different link preserved

A.2.15 LACPDU structure

Item Feature Subclause Value/Comment Status Support

LPS2 LACPDU structure 6.4.2 As shpwn in M Yes [ ]
Eigure 6-8 and
as described in 6.4.2

LPS3 LACPDU structure 6.4.2 All Reserved octets M Yes [ ]
ignored on receipt and
transmitted as zero

A.2.16 Receive machine

Item Feature Subclause Value/Comment Status Support

RM1 LACP Receive machine 6.4.11 As defined in M Yes [ ]
Figure 6-14 and
associated parameters

RM2 Validation of LACPDUs 6.4.8 As specified in the M Yes [ ]
recordPDU function
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Figure 6-16 and
associated parameters

Item Feature Subclause Value/Comment Status Support
Selection Logic requirements 6.4.12.1
SLM1 Aggregator support At least one Aggregator M Yes [ ]
per System
SLM2 Aggregation Port Keys Each Aggregation Port M Yes [ ]
assigned an operational
Key
SLM3 Aggregator Keys Each Aggregator M Yes.[°]
assigned an operational
Key
SLM4 Aggregator Identifiers Each Aggregator M Yes [ ]
assigned an identifier
SLMS Aggregator selection If same Key assignment M Yes [ ]
as Aggregation Port
SLM6 Aggregation Ports that are Aggregation PortsSelect M Yes [ ]
members of the same LAG same Aggregater,
SLM7 Pair of Aggregation Ports Not select §ame M Yes [ ]
connected in loopback Aggregateras each
other
SLMS Aggregation Port is not Not select same M Yes [ ]
Aggregateable Aggregator as any other
Aggregation Port
SLM9 Aggregation Port is Not select same M Yes [ ]
Aggregateable Aggregator as any non-
Aggregateable
Aggregation Port
SLM10 | Aggregation Port unable to Aggregation Port not M Yes [ ]
select an Aggregator attached to any
Aggregator
SLM11 | Further aggregationconstraints Aggregation Ports can (0] Yes [ ]
be selected as standby No[]
SLM12 | Selected variable Set to SELECTED or M Yes [ ]
STANDBY once
Aggregator is
determined
SLM13/) Reécommended default operation | 6.4.12.2 Meets requirements of (¢} Yes [ ]
of Selection Logic 6.4.12.2 No [ ]
— A28 MuxTmachime
Item Feature Subclause Value/Comment Status Support
XM1 Mux machine 6.4.13 As defined in M Yes [ ]
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Item Feature Subclause Value/Comment Status Support
T™1 LACP Transmit machine 6.4.14 As defined in M Yes [ ]
Figure 6-17 and
associated parameters
™2 Include Port Algorithm TIV 64241 CSCD:M N/AT]
Yes [ ]
™3 Include Port Conversation Link 64242 When CSCD:M N/AL]
Digest TLV Actor_Oper_Port_Algor Yes.[ ]
ithm is not
“Unspecified”
(Table 8-1)
T™4 Include Port Conversation 6.4.2.4.2 When MSB of last octet | CSCB:M N/A[]
Service Digest TLV of Yes [ ]
Actor_Oper Port_Algor
ithmis 1
A.2.20 Marker protocol
Item Feature Subclause Value/Comment Status Support
FP1 Respond to all received Marker Item d) in As specified by 6.5.4 M Yes [ ]
PDUs 5.3,6.5.1
FP2 Use of the Marker protocol 6.5.1 As specified by 6.5.4 o Yes [ ]
No[]
FP3 MARKER .request service 6.5.4.1 Maximum of five MG:M N/AT]
primitives request rate during any one-second Yes [ ]
period
FP6 Marker PDU structure 6.5.3.3 As shown in MG:M N/AT]
Figure 6-19 Yes [ ]
and as described
FP7 Marker Response/PDU structure | Item d) in As shown in M Yes [ ]
53,6533 Figure 6-19
and as described
FP8 Matker Responder state machine | Item d) in As specified in M Yes [ ]
53,6542 Figure 6-20 and
6.54.2.1-6.54.22
FP9 Validation of Marker Request Item d) in Marker Responder shall M Yes [ ]
PDUs 5.3,6.5.4.2.2 | not validate the Version

Number, Pad, or
Reserved fields
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Item Feature Subclause Value/Comment Status Support
If MGT is not supported, N/AT[]
mark N/A and ignore the
remainder of this table

MGTI1 Is the Basic package Table 71 Support of the MGT: M N/AL]
supported? 7.3.1.1.1,7.3.2.1.1 Managed objects Yes [ ]
marked as members
of the Basic package
in Table 7-1
MGT2 Is the Mandatory package Table 7-1, Support of the MGT: M N/AT ]
supported? 7.3.1.1.2-7.3.1.1.16, Managed objects Yes [ ]
7.3.1.1.19,7.3.1.1.20, marked as members
7.3.1.1.31,7.3.1.1.32, of the Mandatory
7.3.1.2.1,7.3.1.2.2, package in Table 7-1
7.3.2.1.2-7.3.2.1.24,
7.3.2.1.30-7.3.2.1.34,
73221
MGT3 Is the Recommended Table 7-1, Support of the MGT: O N/AT[]
package supported? 7.3.1.1.17,7.3.1.1.18, Managed ebjetts Yes [ ]
7.3.1.1.25-7.3.1.1.30 marked as\members No[]
of thie Recommended
package in Table 7-1
MGT4 Is the Optional package Table 7-1, Support of the MGT: O N/AT]
supported? 7.3.1.1.21-7.3.1.1.24 Managed objects Yes [ ]
marked as members No[]
of the Optional
package in Table 7—1
MGT5 Is the Aggregation Port Table 7=, Support of the MGT: O N/AT]
Statistics package 7.3.31.1-7.33.1.9 Managed objects Yes [ ]
supported? marked as members No[]
of the Aggregation
Port Statistics
package in Table 7-1
MGT6 Is the Aggregation Port Table 7-1, Support of the MGT: O N/AT]
Debug Information 7.3.4.1.1-7.3.4.1.9 Managed objects Yes [ ]
package suppotted? marked as members No[]
of the Aggregation
Port Debug
Information package
in Table 7-1
MGT7 Is the Per-Service Frame Table 7-1, Support of the MGT N/AT]
Distribution package 7.3.1.1.33-7.3.1.1.43, Managed objects AND Yes [ ]
supported? 7.3.2.1.25-7.3.2.1.29 marked as members PSFD:
of the Per-Service M
Frame Distribution
package in Table 71
MGTS Is the DRNI package Table 7-1, Support of the MGT N/AT]
supported? 74.1.1.1-7.4.1.1.47 Managed objects AND Yes [ ]
marked as members DRNI:
of the DRNI package M
in Table 7-1
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A.2.22 Per-Service Frame Distribution

Item Feature Subclause Value/Comment Status Support

If PSFD is not supported, mark N/AT]
N/A and ignore the remainder of
this table

PSEDI1 Is Frame Distribution by VID 821,822 Distribution based on PSFD: M N/AT]
supported? C-VLAN Identifier or Yes [ ]

S-VLAN Identifier

PSFD2 | Is Frame Distribution by I-SID 823 PSFD: O N/AT]

supported? Yes{']
No [ ]

PSFD3 | Does the implementation PSFD: O N/A[]
support Frame Distribution by Yes [ ]
other methods not specified by No[]
this standard?

A.2.23 Conversation-sensitive frame collection and distribution
Item Feature Subclause Valu¢/Comment Status Support

If CSCD is not supported, mark N/A[]
N/A and ignore the remainder of
this table

CSCDI1 | Are the Conversation-sensitive 6.6.3 CSCD: M N/A[]
LACP variables and functions Yes [ ]
supported?

CSCD2 | Is the Update Mask state 6.6.3 As shown in CSCD: M N/A[]
diagram supported? Figure 6-23 Yes [ ]

and as described

CSCD3 | Are the values of 6.6.3 Itemh)in5.3.2,6.6.3.1, | CSCD: O N/A[]
FORCE_TRUE andAUTO 7.3.1.1.35 Yes [ ]
supported for No[]

Admin_Discard~Wrong_Conver
sation?
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A.2.24 Configuration capabilities and restrictions

Item Feature Subclause Value/Comment Status Support

CCR1 Algorithm used to determine 6.7.1 As specified in items a) CCR:M N/AT[]
subset of Aggregation Ports that toe) of 6.7.1 Yes|[ ]
can be aggregated in Systems
that have limited aggregation

npnkilify

CCR2 Key value modification to 6.7.2 CCR:O N/A[]

generate optimum aggregation Yes [+
No{ |

CCR3 Key value modification when CCR2:M NAAT ]
System has higher System Yes [ ]
Aggregation Priority

CCR4 Key value modification when CCR2X N/AT]
System has lower System No[]
Aggregation Priority

CCR5 Support the LACP configuration | 6.7.5 M Yes| ]
for dual-homed Systems

A.2.25 Link Aggregation on shared-medium links
Item Feature Subclause Value/Comment Status Support

LSM1 Shared-medium links— 6.7.3,06.4:11 Forced to be M Yes [ ]
Configuration Solitary links

LSM2 Shared-medium links— 6.7.3 LACP is disabled M Yes [ ]
Operation of LACP
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A.2.26 Distributed Resilient Network Interconnect

Item Feature Subclause Value/Comment Status Support

If DRNI is not supported, mark N/AT[]
N/A and ignore the remainder of
this table

DRNI1 Is the DRNT Gateway and the Itemc)l)in | Support the state DRNI:M Yes[]
formation of a DRNI in 54,92, machines and
cooperation with a single other 9.5 procedures in 9.5 and
DRNI System, which also 9.6

conforms to the provisions of
this standard for DRNI,

supported?
DRNI2 Can the IRC supported by a Item d) in DRNI:M Yes [ ]
dedicated link? 54,93
DRNI3 Can the IRC be supported by a Item b) in Have an Aggregator DRNI:O Yes|[ ]
LAG? 542,93 dedicated to supporting No[]
the IRC
DRNI4 Can the IRC be supported by a Item ¢) in DRNIL:O Yes [ ]
method other than a dedicated 542,93 No[]
link or a dedicated Aggregator?
A.2.27 DRCPDU structure
Item Feature Subclause Value/Comment Status Support
If DRNI1 is not supported, mark N/AT]
N/A and ignore the remainder of
this table
DRSTI1 DRCPDU addressing and 9.6.1 As described DRNI1:M Yes [ ]
protocol identifications
DRST2 DRCPDU structure 9.6.2 As shown in DRNIL:M Yes [ ]

Figure 9-12 and
as described

DRST3 DRCPDUWsstructure 9.6.2 All Reserved octets DRNIL:M Yes [ ]
ignored on receipt and
transmitted as zero

DRST4 Is the Organization-Specific Item d) in As shown in DRNI1:0 Yes [ ]
TLV supported? 542, Figure 9-18 and No[]
9.6.2.7 as described

Copyright © 2020 IEEE. Al rights reserved.


https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

Annex B

(informative)

Collection and distribution algorithms

B.1 Introduction

The specification of the Frame Collection and Frame Distribution functions was defined with the following
considerations in mind:

a)  Frame duplication is not permitted.

b) Frame ordering has to be preserved in aggregated links. Strictly, the Internal)Sublayer Service
specification (IEEE Std 802.1AC) states that order has to be preserved for frames with a given SA,
DA, and priority; however, this is a tighter constraint than is absolutely/nécessary. There can be
multiple, logically independent conversations in progress between a given’SA-DA pair at a given
priority; the real requirement is to maintain ordering within a conversation, though not necessarily
between conversations.

c) A single algorithm can be defined for the Frame Collection-fiinction that is independent of the
distribution algorithm(s) employed by the Partner System.

d) In the interests of simplicity and scalability, the Frame" Collection function does not perform
reassembly functions, reorder received frames, or medify received frames. Frame Distribution
functions, therefore, do not make use of segmentation techniques, do not label or otherwise modify
transmitted frames in any way, and have to operate in a manner that will inherently ensure proper
ordering of received frames with the specifieéd\Frame Collector.

e) The distribution and collection algorithnis need to be capable of handling dynamic changes in
aggregation membership.

f)  There are expected to be many different topologies and many different types of devices in which
Link Aggregation can be employed. It is therefore unlikely that a single distribution algorithm
would be applicable in all cases.

A simple Frame Collection fungction has been specified. The Frame Collector preserves the order of frames
received on a given link, but'does not preserve frame ordering among links. The Frame Distribution function
maintains frame ordering by

g) Transmitting frames of a given conversation on a single link at any time.

h) Before'ehanging the link on which frames of a given conversation are transmitted, ensuring that all
previously transmitted frames of that conversation have been received to a point such that any
stibsequently transmitted frames received on a different links will be delivered to the Aggregator
Client at a later time.

Given the wide variety of potential distribution algorithms, the normative text in Clause 6 specifies only the
—_requirements that such algorithims nave to meet, and not the details of the algorithms themselves. 10 clarily
the intent, this informative annex gives examples of distribution algorithms, when they might be used, and
the role of the Marker protocol (6.5) in their operation. The examples are not intended to be either
exhaustive or prescriptive; implementers can make use of any distribution algorithms as long as the
requirements of Clause 6 are met.
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B.2 Port selection

A distribution algorithm selects the Aggregation Port used to transmit a given frame, such that the same
Aggregation Port will be chosen for subsequent frames that form part of the same conversation. The
algorithm can make use of information carried in the frame in order to make its decision, in combination
with other information associated with the frame, such as its reception Aggregation Port in the case of a
Bridge.

The algorithm can assign one or more conversations to the same Aggregation Port; however, it has to not
allocate some of the frames of a given conversation to one Aggregation Port and the remainder to different
Aggregation Ports. The information used to assign conversations to Aggregation Ports could include (but-is
not limited to) the following:

a)  Source MAC address

b) Destination MAC address

c) Reception Aggregation Port

d) Type of destination address (individual or group MAC address)
e) Ethernet Length/Type value (i.e., protocol identification)

f)  VLAN Identifier

g)  Higher layer protocol information (e.g., addressing and protocol idéntification information from the
LLC sublayer or above)

h) Combinations of the above

One simple approach applies a hash function to the selecfed information to generate a Port Number. This
produces a deterministic (i.e., history independent) Aggregation Port selection across a given number of
Aggregation Ports in an aggregation. However, as itis difficult to select a hash function that will generate a
uniform distribution of load across the set of Aggregation Ports for all traffic models, it might be appropriate
to weight the Aggregation Port selection in favor,of Aggregation Ports that are carrying lower traffic levels.
In more sophisticated approaches, load balancing is dynamic; i.e., the Aggregation Port selected for a given
set of conversations changes over time, iridependently of any changes that take place in the membership of
the aggregation.

B.3 Dynamic reallocation of conversations to different Aggregation Ports

It can be necessary for a given conversation or set of conversations to be moved from one Aggregation Port
to one or more othe¥rs;\as a result of

a) A change'to the Actor_Oper Port_State.Collecting variable of an Aggregation Port on the LAG; or

b) A)decision on the part of the Frame Distributor to redistribute the traffic across the set of
Aggregation Ports.

Before moving conversation(s) to a new Aggregation Port, it is necessary to ensure that all frames already
fransmitted that are part of those conversations have been successfully received. The following procedure

shows how the Marker protocol (6.5) can be used to ensure that no misordering of frames occurs:

¢) Stop transmitting frames for the set of conversations affected. If the Aggregator Client requests
transmission of further frames that are part of this set of conversations, these frames are discarded.

d) Start a timer, choosing the timeout period such that, if the timer expires, the destination System can
be assumed either to have received or discarded all frames transmitted prior to starting the timer.
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e) Use the Marker protocol to send a Marker PDU on the Aggregation Port previously used for this set
of conversations.

f)  Wait until either the corresponding Marker Response PDU is received or the timer expires.
g) Restart frame transmission for the set of conversations on the newly selected Aggregation Port.

The appropriate timeout value depends on the connected devices. For example, the recommended maximum
Bndge Transit Delay 1s l s; if the receiving device is a Bndge it can be expected to have forwarded or

could be smaller or larger than th1s by several orders of magnltude For example 1f the two Systems
concerned are high-performance end stations connected via Gigabit Ethernet links, then timeout periods
measured in milliseconds might be more appropriate. In order to allow an appropriate timeout value'to,be
determined, the Frame Collector parameter CollectorMaxDelay (see 6.2.3) defines the maximum_ délay that
the Frame Collector can introduce between receiving a frame from an Aggregation Port and either delivering
it to the Aggregator Client or discarding it. This value will be dependent upon the particular implementation
choices that have been made in a System. As far as the operation of the Frame Collecter\state machine is
concerned, CollectorMaxDelay is a constant; however, a management attribute, aAggEollectorMaxDelay
(7.3.1.1.32), is provided that allows interrogation and administrative control of its valte. Hence, if a System
knows the value of CollectorMaxDelay that is in use by a Partner System, it ganiset the value of timeout
used when flushing a link to be equal to that value of CollectorMaxDelay, plus\sutficient additional time to
allow for the propagation delay experienced by frames between the two-Systems. A value of zero for the
CollectorMaxDelay parameter indicates that the delay imposed by the Ffame Collector is less than the
resolution of the parameter (10 ps). In this case, the delay that (has' to be considered is the physical
propagation delay of the channel. Allowing management manipulation of CollectorMaxDelay permits fine-
tuning of the value used in those cases where it can be difficult-for the equipment to preconfigure a piece of
equipment with a realistic value for the physical propagatiofi.delay of the channel.

The Marker protocol provides an optimization that.can result in faster reallocation of conversations than
would otherwise be possible—without the use of, markers, the full timeout period would always have to be
used in order to be sure that no frames remained in transit between the local Frame Distributor and the
remote Frame Collector. The timeout described recovers from loss of Marker or Marker Response PDUs
that can occur.

B.4 Topology considerations in the choice of distribution algorithm

Figure B-1 gives some examples of different aggregated link scenarios. In some cases, it is possible to use
distribution algorithms .that use MAC frame information to allocate conversations to links; in others, it is
necessary to make useof higher-layer information.

In example Ay there is a many-to-many relationship between end stations communicating over the
aggregateddink’ It would be possible for each Bridge to allocate conversations to links simply on the basis of
source ofdestination MAC addresses.

Inrexamples B and C, a number of end stations communicate with a single server via the aggregated link. In
theSe cases, the d1str1butlon algor1thm employed in the server or in Br1dge 2 can allocate trafﬁc from the

server w1th a smgle MAC address trafﬁc from the end stations to the server Would have to be allocated on
the basis of source MAC address. These examples illustrate the fact that different distribution algorithms can
be used in different devices, as appropriate to the circumstances. The collection algorithm is independent of
the distribution algorithm(s) that are employed.

In examples D and E, assuming that the servers are using a single MAC address for all of their traffic, the
only appropriate option is for the distribution algorithm used in the servers and Bridges to make use of
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higher-layer information (e.g., Transport Layer socket identifiers) in order to allocate conversations to links.
Alternatively, in example E, if the servers were able to make use of multiple MAC addresses and allocate
conversations to them, then the Bridges could revert to MAC Address-based allocation.

A > —— Bridge 1 - Bridge 2 ———@
AN 4
O O
O\ ~
B 1 Bridge 1 o Bridge 2
o ~
O\ ~
C O——] Bridge 1 { } (Server 1
o ~
D Server1) { } 7lServerZ
N
/N
E Bridge 1 - Bridge 2
N\

——— Individual link

ﬁ Aggregated links

> End station

Figure B-1—Link aggregation topology examples
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Annex C

(informative)

LACP standby link selection and dynamic Key management

C.1 Introduction

While any two Aggregation Ports on a given System that have been assigned the same administrative Key
might be capable of aggregation, it is not necessarily the case that an arbitrary selection of such Aggregation
Ports can be aggregated. (Keys might have been deliberately assigned to allow one link to jbe{operated
specifically as a hot standby for another.) A System might reasonably limit the number of Aggrégation Ports
attached to a single Aggregator, or the particular way more than two Aggregation Ports can‘be combined.

In cases where both communicating Systems have constraints on aggregation, it is igcessary for them both
to agree to some extent on the links to be selected for aggregation and on which{mot to use; otherwise, it
might be possible for the two Systems to make different selections, possibly r¢sulting in no communication
at all.

When one or more links have to be selected as standby, it is possible that they could be used as part of a
different Link Aggregation Group (LAG). For this to happen, one\of.dnother of the communicating Systems
has to change the operational Key values used for the Aggregation Ports attached to those links.

If the operational Key values were to be changed indepehdently by each System, the resulting set of
aggregations could be unpredictable. It is possible that himerous aggregations, each containing a single link,
can result. Worse, with no constraint on changes, thé.process of both Systems independently searching for
the best combination of operational Key values might never end.

This annex describes protocol rules for standby link selection and dynamic Key management. It provides

examples of a dynamic Key management algorithm applied to connections between Systems with various
aggregation constraints.

C.2 Goals

The protocol rules presented

a) Enable\coordinated, predictable, and reproducible standby link selections.

b) Pefmit predictable and reproducible partitioning of links into aggregations by dynamic Key
fnianagement.

They"do not require

T) Al CACP SYSIEIT 10 UNJeTStand att te CONSTaiis Ol aggIegations of Muttipic AZEICgation POTtS
that might be imposed by other Systems.

d) Correct configuration of parameters, i.e., they retain the plug and play attributes of LACP.
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C.3 Standby link selection

Every link between Systems operating LACP is assigned a unique priority. This priority comprises (in
priority order) the System Priority, System MAC Address, Port Priority, and Port Number of the higher-
priority System. In priority comparisons, numerically lower values have higher priority.

Aggregation Ports are considered for active use in an aggregation in link priority order, starting with the
Aggregation Port attached to the highest priority link. Each Aggregation Port is selected for active use if

preceding higher priority selections can also be maintained; otherwise, the Aggregation Port is selected as
standby.

C.4 Dynamic Key management

Dynamic Key management changes the Key values used for links that either System.has"“selected as a
standby to allow use of more links. Whether this is desirable depends on their use. Forlexample, if a single
spanning tree is being used throughout the network, separating standby links inte(a separate aggregation
serves little purpose. In contrast, if equal cost load sharing is being provided by feliting, making additional
bandwidth available in a separate LAG might be preferable to holding links i standby to provide link
resilience.

The communicating System with the higher priority (as determinéd)by the System Identifier) controls
dynamic Key changes. Dynamic Key changes can be made only by-this controlling System.

NOTE—The controlling System can observe the Port Priorities assigned by the Partner System, if it wishes to take these
into account.

This rule prevents the confusion that could arise if both’ Systems change Keys simultaneously. In principle
the controlling System might search all possible K€y/combinations for the best way to partition the links into
groups. In practice the number of times that Key$ have to be changed to yield acceptable results is small.

After each Key change, the controlling System assesses which links are being held in standby by its Partner.
Although there is no direct indicatiom\of this decision, the synchronization state of standby links will be
FALSE. After matched informatien is received from the protocol Partner, and before acting on this
information, a “settling time” allows for the Partner’s aggregate wait delay, and for the selected links to be
aggregated. Twice the Aggrégate Wait Time (the expiry period for the waitWhile timer), i.e., 4 s, is
sufficient. If matched Paftner information indicates that all the links that the Actor can make active have
been synchronized, it can proceed to change Keys on other links without further delay.

C.5 A dynamic Key management algorithm
The following algorithm is simple but effective.

After the “settling time” (see C.4) has elapsed, the controlling System scans its Aggregation Ports in the
LAG (i.e., all those Aggregation Ports with a specific operational Key value that have the same Partner

System Priority, System MAC Address, and Key) in descending priority order.

For each Aggregation Port, it might wish to know

a) Is the Aggregation Port (i.e., the Actor) capable of being aggregated with the Aggregation Ports
already selected for aggregation with the current Key? Alternatively, is the Actor not capable of this
aggregation?

b) s the Aggregation Port’s synchronization state TRUE or FALSE?
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As it inspects each Aggregation Port, it can

c) Select the Aggregation Port to be part of the aggregation with the current Key.

d)  Retain the current Key for a further iteration of the algorithm, without selecting the Aggregation
Port to be part of the current aggregation.

e) Change the operational Key to a new value. Once a new value is chosen, all the Aggregation Ports in
the current LAG that have their Keys changed will be changed to this new value.

As the Aggregation Ports are scanned for the first time,

1) The highest priority Aggregation Port is always selected.
If it is capable and Actor_Oper Port_State.Synchronization is TRUE, move to step 2).

Otherwise, change the operational Key of all other Aggregation Ports (if any) in thiSSLAG, and
apply this dynamic Key algorithm to those Aggregation Ports, beginning withrstep 1), after the
settling time.

2) Move to the next Aggregation Port.
If there is a next Aggregation Port, continue at step 3).

Otherwise, dynamic Key changes for Aggregation Ports withs this operational Key are
complete.

Note that Aggregation Ports that were once in the same\aggregation might have had their
operational Keys changed to (further) new values. IfSo,-dpply the dynamic Key management
algorithms to those Aggregation Ports, beginning withstep 1), after the settling time.

3) If this Aggregation Port is capable and Actor Oper’ Port State.Synchronization is TRUE, then
select it, and repeat from step 2).
If this Aggregation Port has Actor Oper Rort State.Synchronization FALSE, then change the
operational Key, and repeat from step,2):
If this Aggregation Port is not capable but Actor Oper Port State.Synchronization is TRUE,
then change the operational Keyj.and move to step 4).

4) Move to the next Aggregatiofi-Port.
If there is a next Aggregdtion Port, continue at step 5).

Otherwise, if there are-still Aggregation Ports in the current LAG (which will have the current
operational Key)ythen wait for the settling time, and apply the dynamic Key management
algorithm, beginning with the first such Aggregation Port, at step 3).

Otherwise; dynamic Key changes for Aggregation Ports with this operational Key are
complete:

5) Ifthis Aggregation Port is capable, then retain the current Key, and repeat from step 2).
Otherwise, change the operational Key, and repeat from step 2).

This procedure is repeated until no links with Actor_Oper_ Port_State.Synchronization FALSE remain, or a
limit-omrthe number of steps has been reached.

{fthe Partner’s System Identifier changes on any link at any time, then the Actor’s operational Key for that
—_link reverts to the administrative Key value, and the dynamic Key procedure is rerum. This can involve
changing the operational Key values for all the links that were assigned Key values subsequent to the change

in Key for the link with the new Partner.
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C.6 Example 1

Two Systems, A and B, are connected by four parallel links. Each System can support a maximum of two
links in an aggregation. They are connected as shown in Figure C-1. System A is the higher priority System.

System A System B

T O o 7

2 3
O O

3 2
O O

4 1
O O

Figure C-1—Example 1

The administrative Key for all of System A and System B’s Aggregation Ports is 1. Neither System knows
before the configuration is chosen that all its Aggregation Ports would dttach to links of the same Partner
System. Equally, if the links were attached to two different Systems, it4s\niot known which pair of links (e.g.,
1 and 2, or 1 and 4) would be attached to the same Partner. So choosing’the administrative Keys values to be
identical for four Aggregation Ports, even though only two could beactively aggregated, is very reasonable.

If there was no rule for selecting standby links, then System(A and System B might have both selected their
own Aggregation Ports 1 and 2 as the active links, and«here would be no communication. With the rule, the
links A1-B4 and A2-B3 will become active, while A3<B2 and A4-B1 will be standby.

Since System A is the higher-priority Systemg’System B’s operational Key values will remain 1 while
System A might dynamically change Keys,though it can choose to retain the standby links. Following the
Key management algorithm suggested, System A would be able to change the Keys for A3 and A4 in a little
over 2 s (depending on how fast Systeth’B completes the process of attaching its Aggregation Ports to the
selected Aggregator) after the connections were first made, and both aggregations could be operating within
5s.

If System A’s aggregatigns,'were to be constrained to a maximum of three links, rather than two, while

System B’s are still constrained to two, the suggested algorithm would delay for 4 s before changing Keys.
Both aggregations ¢euld be operating within 7 s.

C.7 Example 2

A System has the odd design constraint that each of its four Aggregation Ports can be aggregated with one
other as follows:

a) Aggregation Port 1 with Aggregation Port 2, or Aggregation Port 4.
b) Aggregation Port 2 with Aggregation Port 3, or Aggregation Port 1.
c) Aggregation Port 3 with Aggregation Port 4, or Aggregation Port 2.
d)  Aggregation Port 4 with Aggregation Port 1, or Aggregation Port 3.

This is equivalent to each Aggregation Port being able to aggregate with either Neighbor, understanding the
Aggregation Ports to be arranged in a circle.
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Two such Systems are connected with four parallel links as shown in Figure C-2.

System A System B
1 o o 4
2 3
o} O O )
A O O |
O O

Figure C-2—Example 2a

Just as for Example 1, links A1-B4 and A2-B3 become active without changing the operational Key from its
original administrative value. The Key for A3 and A4 is changed as soon as they béeome active, and a few
seconds later A3-B2 and A4-B1 become active in a separate aggregation.

If the two Systems had been connected as shown in Figure C-3, the following would occur, assuming that
System A operates the simple algorithm already described:

System A System B
4 4
3 O~ O 3
s
2 2
1 O O 1
O O

Figure C-3—Example 2b

Initially System A advertises an operational Key equal to the administrative Key value of 1 on all
Aggregation Ports. System B first selects B1 as active; since the link connects to Al it has the highest
priority. The next-highest priority link is B3-A2, but System B cannot aggregate B3 with B1, so System B
makes this Aggregation Port standby. System B can aggregate B4-A3, so the Aggregation Port is made
active. Finally if B4 is aggregated with B1, B2 cannot be aggregated, so B2 is made standby.

System A} observing the resulting synchronization status from System B, assigns a Key value of 2 to
Aggregation Ports 2 and 3, retaining the initial Key of 1 for Aggregation Ports 1 and 4. System B will
remove B4 from the aggregation with B1, and substitute B2. B3 and B4 will be aggregated. In the final
configuration A1-B1 and A4-B2 are aggregated, as are A2-B3 and A3-B4.
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Annex D

(normative)

SMiv2 MIB definitions for Link Aggregation11

D.1 Introduction

This annex defines a portion of the Management Information Base (MIB) for use with network management
protocols in TCP/IP based internets. In particular it defines objects for managing the operation of the-Link
Aggregation sublayer, based on the specification of Link Aggregation contained in this standard\This annex
includes an MIB module that is SNMPv2 SMI compliant.

D.2 SNMP Management Framework

For a detailed overview of the documents that describe the current Internet Standard Management
Framework, please refer to Section 7 of IETF RFC 3410 (Dec. 2002).

Managed objects are accessed via a virtual information store, termed.the Management Information Base or
MIB. MIB objects are generally accessed through the Simple Network Management Protocol (SNMP).
Objects in the MIB modules are defined using the mechanisms defined in the Structure of Management
Information (SMI). This clause specifies a MIB module thatis compliant to the SMIv2, which is described
in IETF STD 58, comprising IETF RFC 2578, IETF REC.2579, and IETF RFC 2580.

D.3 Security considerations

There are a number of management objeets defined in this MIB module with a MAX-ACCESS clause of
read-write and/or read-create. Such objécts can be considered sensitive or vulnerable in some network
environments. The support for SET, operations in a non-secure environment without proper protection can
have a negative effect on network operations.

This MIB module relatestovsystems that provide resilient transport at very high capacities based on link
aggregation. Improper manipulation of the following tables and the objects in the tables can cause network
instability and resultamrloss of service for a large number of end users.

dot3adAggTable

dot3adA ggXTable
deot3adAggPortTable
dot3adAggPortXTable
dot3adAggPortSecondXTable

I — 1 +l 1o et 1A h » WBIR » WD 1A £l 1oeo 1A hn WA Ve nBll IR | RN | ID-Af. I A D
jusy Pdltlbuldl, uic UUJCL/I, uut_)aunggr Ut 1UtOCUIJ A U LU UULJQUABSI UIIA TAUIU SCTLS UIU DA TUL LACUT

frames and could be manipulated by an attacker to force a misconfiguration error causing the LAG to fail.

1 Copyright release for SMIv2 MIB: Users of this standard may freely reproduce the SMIv2 MIB in this annex so it can be used for its
intended purpose.
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Manipulation of the following objects can cause frames to be directed to the wrong ports, which can cause
loss of connectivity due to excessive congestion losses, as well as spoiling some or all of the goals of
Clause 8, such as bidirectional congruity.

dot3adAggConversationAdminLinkTable
dot3adAggAdminServiceConversationMapTable

For a system implementing Distributed Resilient Network Interconnects (DRNIs), improper manipulation of

the following tables and the objects 1n the tables can have similar negative eftects.

dot3adDmiTable
dot3adDrniAdminGatewayConvServiceMapTable

Some of the readable objects in this MIB module (i.e., objects with a MAX-ACCESS other than not-
accessible) can be considered sensitive or vulnerable in some network environments. It is thus’important to
control even GET and/or NOTIFY access to these objects and possibly to even encrypt the values of these
objects when sending them over the network via SNMP. These are the tables_whose objects contain
information that can be used to gain sensitive information, which can be used te’damage the organization
providing the link aggregation services or the users of those services. Sensitive.information could be used by
an attacker to determine which attacks might be useful to attempt against a given' device or to detect whether
attacks are being blocked or filtered.

dot3adAggPortStatsTable
dot3adAggPortDebugTable
dot3adAggPortDebugXTable

SNMP versions prior to SNMPv3 did not include adequate’security. Even if the network itself is secure (for
example by using IPsec), there is no control for whvon the secure network is allowed to access and GET/
SET (read/change/create/delete) the objects in thi&$MIB module.

Implementations should provide the sectrity features described by the SNMPv3 framework (see
IETF RFC 3410), and implementations claiming compliance to the SNMPv3 standard shall include full
support for authentication and privacyvia the User-based Security Model (USM) (see IETF RFC 3414) with
the AES cipher algorithm (see IEFF RFC 3826 [B4]). Implementations may also provide support for the
Transport Security Model (TSM)*(see IETF RFC 5591 [B5]) and the View-based Access Control Model
(see IETF RFC 3415) in combination with a secure transport such as SSH (see [IETF RFC 5592 [B6]) or
TLS/DTLS (see IETF REC 6353 [BS8]).

Further, implementers should not deploy SNMP versions prior to SNMPv3. Instead, implementers should
deploy SNMPv3 ‘and to enable cryptographic security. It is then a customer/operator responsibility to ensure
that the SNMP'entity giving access to an instance of this MIB module is properly configured to give access
to the objects only to those principals (users) that have legitimate rights to indeed GET or SET (change/
create/delete) them.

D.4 Structure of the MIB module

A single MIB module is defined in this annex. Objects in the MIB module are arranged into subtrees. Each
subtree is organized as a set of related objects. The overall structure and assignment of objects to their
subtrees and their corresponding definitions in Clause 7 is shown in the following subclauses.
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D.4.1 Relationship to the managed objects defined in Clause 7

This subclause contains cross references to the objects defined in Clause 7. Table D.1 contains cross
references for the MIB module objects defined in this annex. Table D.2 contains definitions of ifTable
elements, as defined in IETF RFC 2863, for an Aggregator. Table D.3 contains definitions of ifTable
elements, as defined in IETF RFC 2863, for an DRNI Gateway. These table elements are cross referenced to
the corresponding definitions in Clause 7.

Table D.1—Managed object cross reference table
Definition in Clause 7 MIB object
7.3.1.1.1 aAggID dot3adAgglndex (ifIndex value)
7.3.1.1.4 aAggActorSystemID dot3adAggActorSystemID
7.3.1.1.5 aAggActorSystemPriority dot3ad AggActorSystemPriority,
7.3.1.1.6 aAggAggregateOrIndividual dot3adAggAggregateOrlndividual
7.3.1.1.7 aAggActorAdminKey dot3adAggActorAdminKey
7.3.1.1.8 aAggActorOperKey dot3adAggActorOpérKey
7.3.1.1.10 aAggPartnerSystemID dot3adAggPartherSystemID
7.3.1.1.11 aAggPartnerSystemPriority dot3adAggPartnerSystemPriority
7.3.1.1.12 aAggPartnerOperKey dot3adAggPartnerOperKey
7.3.1.1.30 aAggPortList dot3adAggPortListTable
7.3.1.1.32 aAggCollectorMaxDelay dot3adAggCollectorMaxDelay
7.3.1.1.33 aAggPortAlgorithm dot3adAggPortAlgorithm
-- deprecated -- dot3adAggPartnerAdminPortAlgorithm
7.3.1.1.34 aAggAdminConvLinkMap dot3adAggConversationAdminLinkTable
-- deprecated -- dot3adAggPartnerAdminPortConversationListDigest
7.3.1.1.35 aAggAdminDiseardWrongConversation dot3adAggAdminDiscardWrongConversation2
7.3.1.1.36 aAggAdminConvServiceMap dot3adAggAdminServiceConversationMapTable
-- deprecated -¢ dot3adAggPartnerAdminConvServiceMappingDigest
7.3.1.1.37 aAggOperDiscard WrongConversation dot3ad AggOperDiscardWrongConversation
7.3.1.1.88-aAggConvLinkDigest dot3adAggConvLinkDigest
7.3.151739 aAggConvServiceDigest dot3adAggConvServiceDigest
7-3.1.1.40 aAggPartnerPortAlgorithm dot3adAggPartnerPortAlgorithm
7.3.1.1.41 aAggPartnerConvLinkDigest dot>adAggPartnerConvLinkDigest
7.3.1.1.42 aAggPartnerConvServiceDigest dot3adAggPartnerConvServiceDigest
7.3.1.1.43 aAggActiveLinks dot3adAggActiveLinks
7.3.2.1.1 aAggPortID dot3adAggPortIndex (iflndex value)
7.3.2.1.2 aAggPortActorSystemPriority dot3adAggPortActorSystemPriority
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Table D.1—Managed object cross reference table (continued)

Definition in Clause 7

MIB object

7.3.2.1.3 aAggPortActorSystemID

dot3adAggPortActorSystemID

7.3.2.1.4 aAggPortActorAdminKey

dot3adAggPortActorAdminKey

7.3.2.1.5 aAggPortActorOperKey

dot3adAggPortActorOperKey

7.3.2.1.6 aAggPortPartnerAdminSystemPriority

dot3ad AggPortPartnerAdminSystemPriority

7.3.2.1.7 aAggPortPartnerOperSystemPriority

dot3ad AggPortPartnerOperSystemPriority

7.3.2.1.8 aAggPortPartnerAdminSystemID

dot3adAggPortPartnerAdminSystemID

7.3.2.1.9 aAggPortPartnerOperSystemID

dot3adAggPortPartnerOperSystemID

7.3.2.1.10 aAggPortPartnerAdminKey

dot3adAggPortPartnerAdminKey

7.3.2.1.11 aAggPortPartnerOperKey

dot3ad AggPortPartnerOperKey,

7.3.2.1.12 aAggPortSelectedAggID

dot3adAggPortSelected AgglD

7.3.2.1.13 aAggPortAttachedAggID

dot3adAggPortAttachedAggID

7.3.2.1.14 aAggPortActorPort

dot3ad AggPortAeterPort

7.3.2.1.15 aAggPortActorPortPriority

dot3ad AggPoertActorPortPriority

7.3.2.1.16 aAggPortPartnerAdminPort

dot3adAggPortPartnerAdminPort

7.3.2.1.17 aAggPortPartnerOperPort

det3ad AggPortPartnerOperPort

7.3.2.1.18 aAggPortPartnerAdminPortPriority

dot3adAggPortPartnerAdminPortPriority

7.3.2.1.19 aAggPortPartnerOperPortPriority

dot3adAggPortPartnerOperPortPriority

7.3.2.1.20 aAggPortActorAdminState

dot3adAggPortActorAdminState

7.3.2.1.21 aAggPortActorOperState

dot3adAggPortActorOperState

7.3.2.1.22 aAggPortPartnerAdminState

dot3adAggPortPartnerAdminState

7.3.2.1.23 aAggPortPartnerOperStaté

dot3adAggPortPartnerOperState

7.3.2.1.24 aAggPortAggregateOrIndividual

dot3adAggPortAggregateOrIndividual

7.3.2.1.25 aAggPortOperConversationPasses

dot3adAggPortOperConversationPasses

7.3.2.1.26 aAggPortOperConversationCollected

dot3adAggPortOperConversationCollected

7.3.2.1.27 aAggPort AdminLinkNumber

dot3adAggPortLinkNumberld

-- deprecated --

dot3adAggPortPartnerAdminLinkNumberld

73251730 aAggPortWirTime

dot3adAggPortWTRTime2

-- deprecated --

dot3adAggPortEnableLongPDUXmit

7.3.2.1.28 aAggPortOperLinkNumber

dot3adAggPortOperLinkNumber

7.3.2.1.29 aAggPortPartnerLinkNumber

dot3adAggPortPartnerLinkNumber

7.3.2.1.31 aAggPortWtrRevertive

dot3adAggPortWtrRevertive

7.3.2.1.32 aAggPortWtrWaiting

dot3adAggPortWtrWaiting

7.3.2.1.33 aAggPortActorLacpVersion

dot3adAggPortActorLacpVersion
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Table D.1—Managed object cross reference table (continued)

Definition in Clause 7

MIB object

7.3.2.1.34 aAggPortPartnerLacpVersion

dot3adAggPortPartnerLacp Version

7.3.2.2.1 aAggPortProtocol DA

dot3adAggPortProtocolDA

7.3.3.1.1 aAggPortStatsID

ifIndex value

7.3.3.1.2 aAggPortStatsLACPDUsRx

dot3adAggPortStatsLACPDUsRx

7.3.3.1.3 aAggPortStatsMarkerPDUsRx

dot3ad AggPortStatsMarkerPDUsRx

7.3.3.1.4 aAggPortStatsMarkerResponsePDUsRx

dot3adAggPortStatsMarkerResponsePDUsRx.

7.3.3.1.5 aAggPortStatsUnknownRx

dot3ad AggPortStatsUnknownRx

7.3.3.1.6 aAggPortStatslllegalRx

dot3adAggPortStatsIllegalRx

7.3.3.1.7 aAggPortStatsLACPDUsTx

dot3adAggPortStats LACPDUSTx

7.3.3.1.8 aAggPortStatsMarkerPDUsTx

dot3ad AggPortStatsMarkerPPUsTx

7.3.3.1.9 aAggPortStatsMarkerResponsePDUsTx

dot3ad AggPortStatsMarkerResponsePDUsTx

7.3.4.1.1 aAggPortDebugInformationID

ifIndex value (see JETF RFC 2863) of the port

7.3.4.1.2 aAggPortDebugRxState

dot3ad AggPoertDebugRxState

7.3.4.1.3 aAggPortDebuglLastRxTime

dot3adAggPortDebuglastRxTime

7.3.4.1.4 aAggPortDebugMuxState

det3ad AggPortDebugMuxState

7.3.4.1.5 aAggPortDebugMuxReason

dot3adAggPortDebugMuxReason

-- deprecated -- dot3adAggPortDebugActorChurnState

-- deprecated -- dot3adAggPortDebugPartnerChurnState
-- deprecated -- dot3adAggPortDebugActorChurnCount
-- deprecated -- dot3adAggPortDebugPartnerChurnCount

7.3.4.1.6 aAggPortDebugActorSyncTransitionCount

dot3adAggPortDebugActorSyncTransitionCount

7.3.4.1.7 aAggPortDebugPartaerSync TransitionCount

dot3adAggPortDebugPartnerSyncTransitionCount

7.3.4.1.8 aAggPortDebugActorChangeCount

dot3adAggPortDebugActorChangeCount

7.3.4.1.9 aAggPortDebugPartnerChangeCount

dot3adAggPortDebugPartnerChangeCount

-- deprecated™=- dot3adAggPortDebugActorCDSChurnState

-- deprecated -- dot3ad AggPortDebugPartnerCDSChurnState
=--deprecated -- dot3adAggPortDebugActorCDSChurnCount
-- deprecated -- dot3adAggPortDebugPartnerCDSChurnCount

7.4.1.1.1 aDrniID

dot3adDrnilndex (ifIndex value)

7.4.1.1.2 aDrniDescription dot3adDrniDescription
7.4.1.1.3 aDrniName dot3adDrniName

-- obsolete -- dot3adDrniPortal Addr

-- obsolete -- dot3adDrniPortalPriority
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Table D.1—Managed object cross reference table (continued)

Definition in Clause 7 MIB object
-- obsolete -- dot3adDrniThreePortalSystem
-- obsolete -- dot3adDrniPortalSystemNumber
-- obsolete -- dot3adDrnilntraPortal LinkList

7.4.1.1.4 aDrniAggregator

dot3adDrniAggregator

-- obsolete -- dot3adDrniConvAdminGatewayTable
-- obsolete -- dot3adDrniNeighborAdminConvGatewayListDigést
-- obsolete -- dot3adDrniNeighborAdminConvPortLjstDigest

7.4.1.1.5 aDrniAggregationPortList

dot3adDrniAggregationPortList

7.4.1.1.6 aDrniHomeGatewayAlgorithm

dot3adDrniGatewayAlgorithm

-- obsolete -- dot3adDrniNeighborAdmiinGatewayAlgorithm
-- obsolete -- dot3adDrniNeighbofAdminPortAlgorithm

-- obsolete -- dot3adDrniNeighbotAdminDRCPState

-- obsolete -- dot3adDrriEncapsulationMethod

-- obsolete -- dot3adDrnilPLEncapMapTable

-- obsolete -- det3adDrniNetEncapMapTable

7.4.1.1.7 aDrniHomeAggregatorConversationPasses

dot3adDrniDRPortConversationPasses

7.4.1.1.8 aDrniHomeGatewayConversationPasses

dot3adDrniDRGatewayConversationPasses

-- obsolete -- dot3adDrniPSI
-- obsolete -- dot3adDrniPortConversationControl
-- obsolete -- dot3adDrnilntraPortalPortProtocolDA

7.4.1.1.12 aDrniProtocolDA

dot3adDrniProtocol DA

7.4.1.1.13 aDrniAggregatorSystem

dot3adDrniAggregatorSystem

7.4.1.1.14 aDrniAggregatorSystemPriority

dot3adDrniAggregatorSystemPriority

7.4.1.1.15 aDmiAggregatorKey

dot3adDrniAggregatorKey

7.4.1.1.16 aDmiHomeCscdGatewayControl

dot3adDrniCscdGatewayControl

7.4.1.1.37-aDmiHomeDR ClientGatewayControl

dot3adDrniDRClientGatewayControl

74151718 aDrmiHomeGatewayEnableMask

dot3adDrniGatewayEnableMask

74.1.1.19 aDrmiHomeGatewayPreferenceMask

dot3adDrniGatewayPreferenceMask

7.4.1.1.20 aDrniHome AdminGatewayConvServiceMap

dot3adDrniAdminGatewayConvServiceMap

7.4.1.1.21 aDrmiHomeGatewayConvServiceDigest

dot3adDrniGatewayConvServiceDigest

7.4.1.1.22 aDrniHomeGateway AvailableMask

dot3adDrniGatewayAvailableMask

7.4.1.1.23 aDrnilntraRelayPort

dot3adDrnilntraRelayPort

7.4.1.1.24 aDrniHome AdminlIrpState

dot3adDrniHomeAdminlrpState
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Table D.1—Managed object cross reference table (continued)

Definition in Clause 7

MIB object

7.4.1.1.25 aDrniHomeOperlIrpState

dot3adDrniHomeOperlrpState

7.4.1.1.26 aDrniNeighborOperlrpState

dot3adDrniNeighborOperlrpState

7.4.1.1.27 aDrniNeighborAggregatorConversationPasses

dot3adDrniNeighborPortConversationPasses

7.4.1.1.28 aDriNeighborGatewayConversationPasses

dot3adDrniNeighborGatewayConversationPasses

7.4.1.1.29 aDmiNeighborSystem

dot3adDrniNeighborSystem

7.4.1.1.30 aDrniNeighborSystemPriority

dot3adDrniNeighborSystemPriority

7.4.1.1.31 aDmiNeighborDmiKey

dot3adDrniNeighborDrniKey

7.4.1.1.32 aDrniSequenceNumbers

dot3adDrniSequenceNumbers

7.4.1.1.33 aDmiNeighborAggregatorAlgorithm

dot3adDrniNeighborAggregatorAlgorithm

7.4.1.1.34 aDrmiNeighborAggregatorConvServiceDigest

dot3adDrniNeighborAggfegatorConvServiceDigest

7.4.1.1.35 aDrniNeighborAggregatorConvLinkDigest

dot3adDrniNeighbofAggregatorConvLinkDigest

7.4.1.1.36 aDrniNeighborPartnerSystemPriority

dot3adDrniNeighbotPartnerSystemPriority

7.4.1.1.37 aDrniNeighborPartnerSystem

dot3adDrriNeighborPartnerSystem

7.4.1.1.38 aDrniNeighborPartnerAggregatorKey

dot3adDrniNeighborPartnerAggregatorKey

7.4.1.1.39 aDrniNeighborCscdState

det3adDrniNeighborCscdState

7.4.1.1.40 aDrniNeighborActiveLinks

dot3adDrniNeighborActiveLinks

7.4.1.1.41 aDrmiNeighborGatewayAlgorithm

dot3adDrniNeighborGatewayAlgorithm

7.4.1.1.42 aDrniNeighborGatewayConvServiceDigest

dot3adDrniNeighborGatewayConvServiceDigest

7.4.1.1.43 aDrniNeighborGatewayAvailableMask

dot3adDrniNeighborGatewayAvailableMask

7.4.1.1.44 aDrniNeighborGatewayPreferenceMask

dot3adDrniNeighborGatewayPreferenceMask

7.4.1.1.45 aDmiDRCPDUsRx dot3adDrniDRCPDUsRx
7.4.1.1.46 aDrmilllegalRx dot3adDrnilllegalRx
7.4.1.1.47 aDmiDRCPDUsTx dot3adIDmiDRCPDUsTx

-- obsolete -- dot3adIPPPortConversationPasses

-- obsolete\-- dot3adIPPGatewayConversationDirection
-- obselete -- dot3adIPPAdminState

«=obsolete -- dot3adIPPOperState

=- obsolete -- dot3adIPPTimeOfLastOperChange

-- obsolete -- dot3adIPPID (ifIndex value)

-- obsolete -- dot3adIPPStatsDRCPDUsRx

-- obsolete -- dot3adIPPStatslllegalRx

-- obsolete -- dot3adIPPStatsDRCPDUsTx

-- obsolete -- ifIndex value
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Table D.1—Managed object cross reference table (continued)

Definition in Clause 7 MIB object
-- obsolete -- dot3adIPPDebugDRCPRxState
-- obsolete -- dot3adIPPDebugLastRxTime
-- obsolete -- dot3adIPPDebugDifferPortalReason
Table D.2—ifTable element definitions for an Aggregator
Object Definition
ifIndex A unique integer value is allocated to each Aggregator by the locdl SyStem.
Interpreted as defined in [IETF RFC 2863.
ifDescr Interpreted as defined in IETF RFC 2863 and as further refined in the definition of
aAggDescription (7.3.1.1.2).
ifType ieee8023adLag(161)%.
ifMTU The largest MAC Client SDU that can be carried’by this Aggregator—
1500 octets.
ifSpeed The data rate of the Aggregation as defin€d for aAggDataRate (7.3.1.1.16).
ifPhysAddress The individual MAC Address of the’Aggregator as defined for
aAggMACAddress (7.3.1.1.9).
ifAdminStatus The administrative state ofithe Aggregator as defined for aAggAdminState
(7.3.1.1.13).
ifOperStatus The operational state of the Aggregator as defined for aAggOperState (7.3.1.1.14).
ifLastChange Interpreted as défined in IETF RFC 2863; see also the definition of
aAggTimeOfLastOperChange (7.3.1.1.15).
ifInOctets The total number of user data octets received by the aggregation, as defined for
aAgeOctetsRxOK (7.3.1.1.18).
ifInUcastPkts The total number of unicast user data frames received by the aggregation. This
value is calculated as the value of aAggFramesRxOK (7.3.1.1.20), less the
values of aAggMulticastFramesRxOK (7.3.1.1.22) and
aAggBroadcastFramesRxOK (7.3.1.1.24).
ifInNUcastPkts Deprecated in IETF RFC 2863.
ifInDiscards The number of frames discarded on reception, as defined for
aAggFramesDiscardedOnRx (7.3.1.1.26).
iflnErrors The number of frames with reception errors, as defined for
aAggFramesWithRxErrors (7.3.1.1.28).
1flnUnknownProtos The number of unknown protocol frames discarded on reception, as defined for
aAggUnknownProtocolFrames (7.3.1.1.29).
ifOutOctets The total number of user data octets transmitted by the aggregation, as defined for
aAggOctetsTxOK (7.3.1.1.17).
ifOutUcastPkts The total number of unicast user data frames transmitted by the aggregation. This
value is calculated as the value of aAggFramesTxOK (7.3.1.1.19),
less the values of aAggMulticastFramesTxOK (7.3.1.1.21) and
aAggBroadcastFramesTxOK (7.3.1.1.23).
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Table D.2—ifTable element definitions for an Aggregator (continued)

Object Definition
ifOutNUcastPkts Deprecated in IETF RFC 2863.
ifOutDiscards The number of frames discarded on transmission, as defined for
aAggFramesDiscardedOnTx (7.3.1.1.25).
1tOutErrors The number of frames discarded due to transmission errors, as detined for

aAggFramesWithTxErrors (7.3.1.1.27).

ifOutQLen

Deprecated in IETF RFC 2863. Set to zero if present.

ifSpecific

Deprecated in IETF RFC 2863. Set to { 0.0 } if present.

ifLinkUpDownTrapEnable

See the definition of aAggLinkUpDownNotificationEnable (7.3.1.131).

ifConnectorPresent “FALSE.”

ifHighSpeed Set to zero.

ifName The locally assigned textual name of the Aggregator,@s défined for
aAggName (7.3.1.1.3). Interpreted as defined in [ETR.RFC 2863.

linkUp TRAP See the definition of nAggLinkUpNotificatiori(7.3.1.2.1).

linkDown TRAP See the definition of nAggLinkDownNotification (7.3.1.2.2).

N

Values of ifType are assigned by the Internet Assigned Number§; Authority (IANA). A directory of number
assignments is maintained on their website, at URL: http:/www.iana.org/numbers.html. The currently assigned
ifType values can be found in the SMI Numbers (Network Marfagement Parameters) section of that directory.

Table D.3—ifTable element definitions for a DRNI Gateway

Object Definition

ifIndex A uniquednteger value is allocated to each DRNI Gateway by the local System.
Interpreted as defined in IETF RFC 2863.

ifDescr Interpreted as defined in IETF RFC 2863 and as further refined in the definition of
aDmiDescription (7.4.1.1.2).

ifType ieee8021axDrni(297)2.

ifMTU Set to the same value as the Aggregator supporting this DRNI Gateway.

ifSpeed Set to zero.

ifPhysAddress The individual MAC Address of the Aggregator supporting this DRNI Gateway as
defined in aAggMACAddress (7.3.1.1.9).

ifAdminStatus The administrative state of the DRNI Gateway as defined for
aDrniGatewayAdminState (7.4.1.1.9).

if‘ﬂpg;sxm— he gperatic State.
(7.4.1.1.10).

ifLastChange Interpreted as defined in [IETF RFC 2863.

iflnOctets As defined in IETF RFC 2863.

iflnUcastPkts As defined in IETF RFC 2863.

ifInNUcastPkts Deprecated in IETF RFC 2863.
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Table D.3—ifTable element definitions for a DRNI Gateway (continued)

Object Definition

ifInDiscards As defined in IETF RFC 2863.

ifInErrors As defined in IETF RFC 2863.

iflnUnknownProtos The number of unknown protocol frames discarded on reception, as defined for
aDrnilllegalRx (7.4.1.1.46).

ifOutOctets As defined in IETF RFC 2863.

ifOutUcastPkts As defined in IETF RFC 2863.

ifOutNUcastPkts Deprecated in IETF RFC 2863.

ifOutDiscards As defined in IETF RFC 2863.

ifOutErrors As defined in IETF RFC 2863.

ifOutQLen Deprecated in IETF RFC 2863. Set to zero if present.

ifSpecific Deprecated in [IETF RFC 2863. Set to { 0.0 } if present

ifLinkUpDownTrapEnable Interpreted as defined in IETF RFC 2863. Setdo’disabled(2).

ifConnectorPresent “FALSE.”

ifHighSpeed Set to zero.

ifName The locally assigned textual nafne of the Aggregator, as defined for
aDrniName (7.4.1.1.3). Interpreted as defined in IETF RFC 2863.

D.4.2 MIB Subtrees

The correspondence between the objects in,the MIB module subtrees and the objects of the managed object

classes defined in Clause 7 is describeddnthe following subclauses.

D.4.2.1 The dot3adAgg Subtréee

The objects of the dot3adAgg’ subtree correspond to the objects of the Aggregator managed object class
(7.3.1) with the exception-of the Aggregator Notifications (7.3.1.1.37).

D.4.2.2 The dot3adAggPort Subtree
The objects_of the dot3adAggPort subtree correspond to the objects of the Aggregation Port managed object
class (7.3,2); the Aggregation Port Statistics managed object class (7.3.3) and the Aggregation Port Debug

Information managed object class (7.3.4).

D:4:2.3 The dot3adAggNotifications Subtree

The objects of the dot3adAggPort subtree correspond to the Aggregator Notifications (7.3.1.1.37).
D.4.2.4 The dot3adDrni Subtree

The objects of the dot3adDrni subtree correspond to the objects of the Distributed Relay Managed Object
Class (7.4.1).
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D.5 Relationship to other MIBs

It is assumed that a System implementing this MIB will also implement (at least) the “system” group defined
in MIB-II defined in IETF RFC 1213 and the “interfaces” group defined in IETF RFC 2863.

D.5.1 Relationship to the Interfaces MIB

TETFRFC2863the Interface B Evotution; Tequites thatany MiBthat tsamadjurnct of the tterface viB;
clarify specific areas within the Interface MIB. These areas were intentionally left vague in IETF RFC 2863
to avoid over constraining the MIB, thereby precluding management of certain media types.

Section 3.3 of IETF RFC 2863 enumerates several areas that a media-specific MIB has to clarify, Each of
these areas is addressed in D.5.2 and D.5.3. The implementer is referred to IETF RFC 2863"“in order to
understand the general intent of these areas.

In IETF RFC 2863, the “interfaces” group is defined as being mandatory for all, Systems and contains
information on an entity’s interfaces, where each interface is thought of as being attached to a subnetwork.
(Note that this term is not to be confused with subnet, which refers to an addfessing partitioning scheme
used in the Internet suite of protocols.) The term segment is sometimes used-torefer to such a subnetwork.

Implicit in this MIB is the notion of Aggregators and Aggregation Ports” Each of these Aggregators and
Aggregation Ports is associated with one interface of the “interfaces’’/group (one row in the ifTable) and
each Aggregation Port is associated with a different interface.

Each Aggregator and Aggregation Port is uniquely identifiéd by an interface number (ifIndex). The ifIndex
value assigned to a given Aggregation Port is the same-as the ifIndex value assigned to the MAC interface
with which that Aggregation Port is associated.

D.5.2 Layering model

This annex assumes the interpretation of the Interfaces Group to be in accordance with IETF RFC 2863,
which states that the ifTable contaids*information on the managed resource’s interfaces and that each
sublayer below the internetwork layer of a network interface is considered an interface.

This annex recommends that,within an entity, Aggregators and DRNI Gateways that are instantiated as an
entry in dot3adAggTable'are also represented by an entry in ifTable.

Where an entity eontains Link Aggregation entities that transmit and receive traffic to/from an Aggregator
or DRNI Gateway, these are represented in the ifTable as interfaces of type ieee8023adLag(161) or
ieee8021axDrni(297).
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D.5.3 ifStackTable
If the ifStackTable defined in IETF RFC 2863 is implemented, then

a)  The relationship shown in the table has the property that an Aggregator is a higher interface relative
to an Aggregation Port, and a DRNI Gateway is a higher interface relative to an Aggregator.

b)  This relationship is read-only.

NOTE—TNe restiricton stated nere tended 10 entorce a S icrarcnical relatonsnip between Aggregations and
Aggregation Ports, and to prevent those relationships from being modified. The read-only restriction does not apply tq

any other relationships that can be expressed in the ifStackTable.

D.5.4 ifRcvAddressTable

The ifRcvAddressTable contains all MAC Addresses, unicast, multicast, and broadcast, for which an
interface can receive frames and forward them up to a higher layer entity for local{gonsumption. An
Aggregator has at least one such address.

D.6 Definitions for Link Aggregation MIB

In the following MIB definition,'? any discrepancy between the DESERIPTION text and the BEHAVIOR
DEFINED AS in the corresponding definition in Clause 7, the defifiition in Clause 7 shall take precedence.

NOTE 1—There is no requirement for persistency of the objects in)the implementations of this MIB module. No
guidance is provided for the discontinuity of any counters in the Mi{B module.

NOTE 2—Many managed objects do not have DEFVAE wvalues. Link Aggregation operation is designed to be
functional with any value of these parameters.

12 MIB definitions are available at http://www.ieee802.org/1/pages/MIBS html.
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IEEE8023-LAG-MIB DEFINITIONS ::= BEGIN

IMPORTS

-1AX:2021(E)

MODULE-IDENTITY, OBJECT-TYPE, Counter32, Counter64, Integer32,
TimeTicks, NOTIFICATION-TYPE
FROM SNMPv2-SMI
DisplayString, MacAddress, TEXTUAL-CONVENTION, TruthValue
FROM SNMPv2-TC
MODULE-COMPLIANCE, OBJECT-GROUP, NOTIFICATION-GROUP
FROM SNMPv2-CONF
InterfaceIndex
FROM IF-MIB
PortList
FROM Q-BRIDGE-MIB
SnmpAdminString
FROM SNMP-FRAMEWORK-MIB

lagMIB MODULE-IDENTITY
LAST-UPDATED "2019082100002"
ORGANIZATION "IEEE 802.1 Working(Group"
CONTACT-INFO
" WG-URL: http://www.iee&802.0org/l/index.html
WG-EMail: stds-802-1Q@i€ée.org

Contact: IEEE 802:1"Working Group Chair
Postal: C/0 IEEE-802.1 Working Group
IEEE~Standards Association
445 ‘Hoes Lane
E.0. Box 1331
Piscataway
NJ 08855-1331
USA
Bemail: STDS-802-1-LERLISTSERV.IEEE.ORG"
DESCRIPTION
"“The Link Aggregation module for 802.1AX-Rev-2020."
REVISION "201908210000z"
DESCRIPTION
"The Link Aggregation module for managing IEEE 802.1AX-2014
updated by 802.1AX-2014-Corl."

as

REVISION "Z016l101Z200002™
DESCRIPTION

"The Link Aggregation module for managing IEEE 802.1AX-REV."
REVISION "201412180000z"
DESCRIPTION

"The Link Aggregation module for managing IEEE 802.1AX."
REVISION "201201160000z"
DESCRIPTION
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"Updated for IEEE 802.1AXbk"
REVISION "200706290000z"
DESCRIPTION
"References updated 04 Jun 2007 for IEEE 802.1AX"
REVISION "200006270000z"
DESCRIPTION
"Original publication IEEE 802.3ad"
::= { is0o(l) member-body(2) us(840) ieee802dot3(10006) snmpmibs (300)

LacpKey ::= TEXTUAL-CONVENTION
DISPLAY-HINT "d"
STATUS current
DESCRIPTION
"The Actor or Partner Key value."
SYNTAX Integer32 (0..65535)
LacpState ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"The Actor and Partner State(values from the LACPDU."
REFERENCE
"Figure 6-9"
SYNTAX BITS {

lacpActivity (0),
lacpTimeout (1),
aggregdation(2),
synehronization(3),
coldecting (4),
distributing(5),
defaulted(6),
expired(7)

IrpState: == TEXTUAL-CONVENTION
STATUS current
PESCRIPTION
"The Intra-Relay Port State values from the DRCPDU (9.6.2.3)."
REFERENCE
"Figure 9-13"

SYNTAX BITS {
distributedRelayNumberLSB (0),
distributedRelayNumberMSB (1),
shortTimeout (2),
synchronization(3),
ircDhata (4),
drni (5),
defaulted(6),
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expired(7)

CscdState ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"The CSCD State values from the Aggregator State TLV (9.6.2.4)."
REFERENCE

"Figure 9-15"

SYNTAX BITS {
reservedO (0),
reservedl (1),
reserved?2 (2),
cscdGatewayControl (3),
discardWrongConversation(4),
differConvLinkDigests (5),
differConvServiceDigests (6),
differPortAlgorithms (7)

DrcpState ::= TEXTUAL-CONVENTION
STATUS obsolete
DESCRIPTION
"Administrative values of DRCP statie.\"

SYNTAX BITS {
homeGateway (0) ,
neighborGateway (X)),
otherGateway (2)\,
ippActivity (3%
timeout (4),
gatewaySyricy(5) ,
portSynel{®),
expired«(7)

ChurnState ::= TEXTUAL-CONVENTION
STATUS deprecated
DESCRIPTION
"The state of the Churn Detection machine."
SYNTAX INTEGER {
noChurn (1),
churn (2),

churnMonitor (3) -- deprecated
}
AggState ::= TEXTUAL-CONVENTION
STATUS currenc
DESCRIPTION
"The state of the object entry."
SYNTAX INTEGER {
up (1),
down (2)
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DrniConvAdminGatewayList ::= TEXTUAL-CONVENTION
DISPLAY-HINT "1x,"
STATUS obsolete
DESCRIPTION
"The three elements of the octet string represent the
three portal system numbers in order of priority with
highest priority first."

SYNTAX OCTET STRING (SIZE (3))
PortallinkList ::= TEXTUAL-CONVENTION

DISPLAY-HINT "4d,"

STATUS obsolete

DESCRIPTION

"Each four octets of the octet string represent an
ifIndex for an Intra-Port Link. The first ifIndex is

to Portal System 1, the second ifIndex is to Portal
System 2 and the third ifIndex is to portal System ‘3.

The ifIndex of the current portal system is set,Ld zero."

SYNTAX OCTET STRING (SIZE (12))
ServiceIdList ::= TEXTUAL-CONVENTION

DISPLAY-HINT "4d,"

STATUS current

DESCRIPTION

"A list which contains, in general() a set of 32-bit values
interpreted as Service Identifi€¥s. An empty set is represented
as an octet string of size z&pol"

SYNTAX OCTET STRING

lagMIBNotifications OBJECT IDENTIFIER ::= { lagMIB 0 }
1lagMIBObjects OBJECT, IDENTIFIER ::= { lagMIB 1 }
dot3adAggConformanec€ OBJECT IDENTIFIER ::= { lagMIB 2 }

dot3adAgg OBJECT ,IDENTIFIER HEE
dot3adAggPortSOBJECT IDENTIFIER HEES
dot3adDrni,OBJECT IDENTIFIER HEES
dot3adIPR OBJECT IDENTIFIER HEES

lagMIBObjects 1 }
lagMIBObjects 2 }
lagMIBObjects 4 }
lagMIBObjects 5 }

— s e

dotladlableslLastChanged OBJLECT-TYPE

SYNTAX TimeTicks
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This object indicates the time of the
most recent change to the dot3adAggTable,
dot3adAggPortTable, dot3adDrniTable and
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dot3adIPPAttributeTable."

::= { lagMIBObjects 3 }

dot3adAggTable OBJECT-TYPE

SYNTAX SEQUENCE OF Dot3adAggEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that contains information about every
Aggregator that is associated with this System."
REFERENCE
"7.3.1"
::= { dot3adAgg 1 }

dot3adAggEntry OBJECT-TYPE

SYNTAX Dot3adAggEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"A list of the Aggregator parameters. This is indexed
by the ifIndex of the Aggregatoex{"

INDEX { dot3adAggIndex }

::= { dot3adAggTable 1 }

Dot3adAggEntry ::=
SEQUENCE {

dot3adAggIndex
InterfaceIndexy

dot3adAggMACAddress
MacAddress,

dot3adAggActorSystemPriority
Inteden32,

dot3adAdgActorSystemID
MaeAddress,

dot3adAggAggregateOrIndividual
TruthValue,

dot3adAggActorAdminKey
LacpKey,

dot3adAggActorOperKey
LacpKey,

dot3adAggPartnerSystemID

MacAddress,
dot3adAggPartnerSystemPriority
Integer32,
dot3adAggPartnerOperKey
LacpKey,
dot3adAggCollectorMaxDelay
Integer32
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dot3adAggIndex OBJECT-TYPE

SYNTAX InterfaceIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The unique identifier allocated to this Aggregator by the
local System. This attribute identifies an Aggregator instance

among the subordinate managed objects of the containing object.
This value is read-only. NOTE-The aAggID is represented in the
SMIv2 MIB as an ifIndex-see D.4.1."

REFERENCE
"7.3.1.1.1"

::= { dot3adAggEntry 1 }

dot3adAggMACAddress OBJECT-TYPE

SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A 6-octet read-only value carrying the~individual
MAC address assigned to the Aggregatdi™

REFERENCE
"7.3.1.1.9"

::= { dot3adAggEntry 2 }

dot3adAggActorSystemPriority OBJECT~TYPE

SYNTAX Integer32 (0..865535)
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"A 2-octet readrwrite value indicating the priority wvalue
associated withvthe Actor's System Identifier."

REFERENCE
"7.3.1.1.05"

::= { dot3adAggEntry 3 }

dot3adAggActorSystemID OBJECT-TYPE

SYNTAX MacAddress
MAX~-ACCESS read-write
STATUS current
DESCRIPTION

"A 6-octet read-write MAC address value used as a unique

ITdentiiier for the System that contains this Aggregator.
NOTE-From the perspective of the Link Aggregation
mechanisms described in Clause 6, only a single
combination of Actor's System ID and System Priority are
considered, and no distinction is made between the
values of these parameters for an Aggregator and the
port(s) that are associated with it; i.e., the protocol
is described in terms of the operation of aggregation
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within a single System. However, the managed objects
provided for the Aggregator and the port both allow
management of these parameters. The result of this is to
permit a single piece of equipment to be configured by
management to contain more than one System from the

point of view of the operation of Link Aggregation. This

can be of particular use in the configuration of

equipment that has limited aggregation capability (see 6.7)."

REFERENCE
"7.3.1.1.4"
::= { dot3adAggEntry 4 }

dot3adAggAggregateOrIndividual OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A read-only Boolean value indicating whethex«the
Aggregator represents an Aggregate ('TRUE') or
an Individual link ('FALSE')."
REFERENCE
"7.3.1.1.6"
:= { dot3adAggEntry 5 }

dot3adAggActorAdminKey OBJECT-TYPE

SYNTAX LacpKey
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The current administrative value of the Key for the
Aggregator. The admiinistrative Key value can differ from the
operational Keysvalue for the reasons discussed in 6.7.2. This
is a 16-bit read-write value. The meaning of particular Key
values is ofijlocal significance."

REFERENCE
"7.3.1.1.7"

::= { dot8adAggEntry 6 }

dot3adAggActorOperKey OBJECT-TYPE

SYNTAX LacpKey
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The current operational value oOf the Key for the Aggregator.
The administrative Key value can differ from the operational
Key value for the reasons discussed in 6.7.2. This is a 16-bit
read-only value. The meaning of particular Key values is of
local significance."

REFERENCE
"7.3.1.1.8"

::= { dot3adAggEntry 7 }
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dot3adAggPartnerSystemID OBJECT-TYPE

SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A 6-octet read-only MAC address value consisting of the

unique identifier for the current protocol Partner of this
Aggregator. A value of zero indicates that there is no known
Partner. If the aggregation is manually configured, this
System ID value will be a value assigned by the local System.."
REFERENCE
"7.3.1.1.10"
::= { dot3adAggEntry 8 }

dot3adAggPartnerSystemPriority OBJECT-TYPE

SYNTAX Integer32 (0..65535)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"A 2-octet read-only value that indicat€s the priority
value associated with the Partner's, System ID. If the
aggregation is manually configured,) this System Priority wvalue
will be a value assigned by the<docal System."

REFERENCE
"7.3.1.1.11"

::= { dot3adAggEntry 9 }

dot3adAggPartnerOperKey OBJECT-TYPE

SYNTAX LacpKey
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The current operational value of the Key for the
Aggregator's current protocol Partner. This is a 16-bit
read-enly value. If the aggregation is manually configured,
this. Key value will be a value assigned by the local System."
REFERENCE
wr.3.1.1.12"
= { dot3adAggEntry 10 }

dot3adAggCollectorMaxDelay OBJECT-TYPE

SYNTAX IntegersZ (U..025530)
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"The value of this 16-bit read-write attribute defines
the maximum delay, in tens of microseconds, that

can be imposed by the Frame Collector between
receiving a frame from an Aggregator Parser, and
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either delivering the frame to its Aggregator Client
or discarding the frame (see 6.2.3.1.1)."

REFERENCE
"7.3.1.1.32"

::= { dot3adAggEntry 11 }

dot3adAggPortListTable OBJECT-TYPE

SYNTAX SEQUENCE OF Dot3adAggPortListEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that contains a list of all the ports
associated with each Aggregator."
REFERENCE
"7.3.1.1.30"
:= { dot3adAgg 2 }

dot3adAggPortListEntry OBJECT-TYPE

SYNTAX Dot3adAggPortListEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A list of the ports assotiated with a given Aggregator.
This is indexed by the ifIndex of the Aggregator."

INDEX { dot3adAgglIndex }

::= { dot3adAggPortListTable 1 }

Dot3adAggPortListEntry gv=
SEQUENCE {
dot3adAggPortlistPorts
Portlist

dot3adAggPerntlistPorts OBJECT-TYPE

SYNTAX PortList
MAX~ACCESS read-only
STATUS current
DESCRIPTION

"The complete set of ports currently associated with
this Aggregator. Each bit set in this list represents

an Actor Port member Of this Link Aggregatcion.”
REFERENCE
"7.3.1.1.30"
:= { dot3adAggPortListEntry 1 }
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dot3adAggXTable OBJECT-TYPE

SYNTAX SEQUENCE OF Dot3adAggXEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"A table that extends dot3adAggTable."
REFERENCE

"7.3.1.1"

::= { dot3adAgg 3 }

dot3adAggXEntry OBJECT-TYPE

SYNTAX Dot3adAggXEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"A list of extension parameters for the Aggregater
Configuration Table"
AUGMENTS { dot3adAggEntry }
:= { dot3adAggXTable 1 }

Dot3adAggXEntry ::=
SEQUENCE {
dot3adAggDescription
DisplayString,
dot3adAggName
DisplayString,
dot3adAggAdminState
AggState,
dot3adAggOperState
AggState,
dot3adAggTimeOfLast@perChange
Integer32,
dot3adAggDataRage
Integer32,
dot3adAggOctet sTxOK
Countlen64,
dot3adAdgOctet sRxOK
Counter64,
dot3adAggFramesTxOK
Countero64,
dot3adAggFramesRxOK
Counterod4,
dot3adAggMulticastFramesTxOK
Countero4,
dot3adAggMulticastFramesRxOK

counterod,
dot3adAggBroadcastFramesTxOK
Countero64,
dot3adAggBroadcastFramesRxOK
Countero4,
dot3adAggFramesDiscardedOnTx
Countero4,
dot3adAggFramesDiscardedOnRx
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Countero4,
dot3adAggFramesWithTxErrors
Counter64,
dot3adAggFramesWithRxErrors
Countero4,
dot3adAggUnknownProtocolFrames
Countero4,
dot3adAggLinkUpDownNotificationEnable

Integer32,
dot3adAggPortAlgorithm

OCTET STRING,
dot3adAggPartnerAdminPortAlgorithm

OCTET STRING,
dot3adAggPartnerAdminPortConversationListDigest

OCTET STRING,
dot3adAggAdminDiscardWrongConversation

TruthValue,
dot3adAggPartnerAdminConvServiceMappingDigest

OCTET STRING,
dot3adAggAdminDiscardWrongConversation?2

INTEGER,
dot3adAggOperDiscardWrongConversation

TruthValue,
dot3adAggConvLinkDigest

OCTET STRING,
dot3adAggConvServiceDigest

OCTET STRING,
dot3adAggPartnerPortAlgorithm

OCTET STRING,
dot3adAggPartnerConvLinkbigest

OCTET STRING,
dot3adAggPartnerConvServiceDigest

OCTET STRING,
dot3adAggActivelinks

OCTET STRING

dot3adAggDescription OBJECT-TYPE

SYNTAX DisplayString
MAX-ACCESS read-only
STATUYS current
DESCRIPTION

"A human-readable text string containing information about
the Aggregator. This string could include information about
the distribution algorithm in use on this Aggregator; for
example, 'Aggregator 1, Dist Alg=Dest MAC address.' This

String 1s read-only. The contents are vendor specific.n
REFERENCE
"7.3.1.1.2"
:= { dot3adAggXEntry 1 }

dot3adAggName OBJECT-TYPE

SYNTAX DisplayString
MAX-ACCESS read-write
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STATUS current

DESCRIPTION
"A human-readable text string containing a locally significant
name for the Aggregator. This string is read-write."

REFERENCE
"7.3.1.1.3"

::= { dot3adAggXEntry 2 }

dot3adAggAdminState OBJECT-TYPE

SYNTAX AggState
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"This read-write value defines the administrative state ,Of
the Aggregator. A value of 'up' indicates that the openational
state of the Aggregator (aAggOperState) is permittedto be
either up or down. A value of 'down' forces the gperational
state of the Aggregator to be down. Changes tothe
administrative state affect the operational s%te of the
Aggregator only, not the operational state(©of 'the Aggregation
Ports that are attached to the Aggregatorl/ A GET operation
returns the current administrative stage\“A SET operation
changes the administrative state to a trew value."

REFERENCE
"7.3.1.1.13"

::= { dot3adAggXEntry 3 }

dot3adAggOperState OBJECT-TYPE

SYNTAX AggState
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"This read-only valve defines the operational state of the
Aggregator. An pperational state of 'up' indicates that the
Aggregator is,available for use by the Aggregator Client;
a value of- Y down' indicates that the Aggregator is not
availabld fior use by the Aggregator Client."

REFERENCE
"7.3.8w1.14"

1= { dotBadAggXEntry 4 }

dot3adAggTimeOfLastOperChange OBJECT-TYPE

SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The time at which the 1nterrace entered 1ts currenc
operational state, in terms of centiseconds since the
system was last reset. If the current state was entered
prior to the last reinitialization of the local network
management subsystem, then this object contains a value of
zero. The iflLastChange object in the Interfaces MIB defined
in IETF RFC 2863 is a suitable object for supplying a value
for aAggTimeOfLastOperChange. This value is read-only.
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Note - aAggTimeOfLastOperChange was defined in terms of
the aTimeSinceSystemReset variable of IEEE Std 802.3-2018,
F.2.1, in earlier versions of this standard.

aTimeSinceSystemReset and ifLastChange have the same meaning."
REFERENCE

"7.3.1.1.15"
::= { dot3adAggXEntry 5 }

dot3adAggDataRate OBJECT-TYPE

dot3adAggOctetsTxOK OBJECT-TYPE

dot3adAggOctetsRxOK OBJECT-TYPE

SYNTAX Integer32
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The current data rate, in bits per second, of the aggregate
link. The value is calculated as the sum of the data(sate of
each link in the aggregation. This attribute is read-only."
REFERENCE
"7.3.1.1.16"
::= { dot3adAggXEntry 6 }

SYNTAX Counter64
UNITS

"octets"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of the data and padding octets transmitted by this
Aggregator on all Aggregation Ports that are (or have been)
members of the aggregatidon. The count does not include octets
transmitted by the Agdregator in frames that carry LACPDUs or
Marker PDUs (7.3.3.3%%, 7.3.3.1.8, 7.3.3.1.9). However, it
includes frames discarded by the Frame Distribution function of
the Aggregator «£7.3.1.1.25). This value is read-only."
REFERENCE
"7.3.1.1.171
::= { dot3adAggXEntry 7 }

SYNTAX Counter64
UNITS

“octets"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of the data and padding octets received by this

Aggregator, from the Aggregaction Ports that are (or have been)
members of the aggregation. The count does not include octets
received in frames that carry LACP or Marker PDUs (7.3.3.1.2,
7.3.3.1.3, 7.3.3.1.4), or frames discarded by the Frame
Collection function of the Aggregator (7.3.1.1.26). This wvalue
is read-only."

REFERENCE
"7.3.1.1.18"
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::= { dot3adAggXEntry 8 }

dot3adAggFramesTxOK OBJECT-TYPE

SYNTAX Countero64
UNITS

"frames"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of the data frames transmitted by this Aggregator on
all Aggregation Ports that are (or have been) members of the
aggregation. The count does not include frames transmitted_bv.
the Aggregator that carry LACP or Marker PDUs (7.3.3.1.7,
7.3.3.1.8, 7.3.3.1.9). However, it includes frames discarded
by the Frame Distribution function of the Aggregator
(7.3.1.1.25). This value is read-only."

REFERENCE
"7.3.1.1.19"

::= { dot3adAggXEntry 9 }

dot3adAggFramesRxOK OBJECT-TYPE

SYNTAX Counter64
UNITS

"frames"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of the data frames\received by this Aggregator, from
the Aggregation Ports thathare (or have been) members of the
aggregation. The count ddes not include frames that carry LACP
or Marker PDUs (7.3.3Xw2, 7.3.3.1.3, 7.3.3.1.4), or frames
discarded by the Frame Collection function of the Aggregator
(7.3.1.1.26) . This\wvalue is read-only."

REFERENCE
"7.3.1.1.20"

::= { dot3adAggXEntry 10 }

dot3adAggMulticdstFramesTxOK OBJECT-TYPE

SYNTAX Counter64
UNITS

Yframes"
MAX~ACCESS read-only
STATUS current
DESCRIPTION

"A count of the data frames transmitted by this Aggregator on
all Aggregation Ports that are (or have been) members of the

aggregacion, to a group DA other than the broadcast address.
The count does not include frames transmitted by the
Aggregator that carry LACP or Marker PDUs (7.3.3.1.7,
7.3.3.1.8, 7.3.3.1.9). However, it includes frames discarded
by the Frame Distribution function of the Aggregator
(7.3.1.1.25). This value is read-only."

REFERENCE
"7.3.1.1.21"
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::= { dot3adAggXEntry 11 }

dot3adAggMulticastFramesRxOK OBJECT-TYPE

SYNTAX Countero64
UNITS

"frames"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of the data frames received by this Aggregator, from
the Aggregation Ports that are (or have been) members of the
aggregation, that were addressed to an active group address
other than the broadcast address. The count does not include
frames that carry LACP or Marker PDUs (7.3.3.1.2, 7.3.3.1v3,
7.3.3.1.4), or frames discarded by the Frame Collection
function of the Aggregator (7.3.1.1.26). This valug'ds
read-only."

REFERENCE
"7.3.1.1.22"

:= { dot3adAggXEntry 12 }

dot3adAggBroadcastFramesTxOK OBJECT-TYPE

SYNTAX Counter64
UNITS

"frames"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of the broadcastkdata frames transmitted by this
Aggregator on all Aggredation Ports that are (or have been)
members of the aggregdtion. The count does not include frames
transmitted by the Aggregator that carry LACP or Marker PDUs
(7.3.3.1.7, 7.3.3:%8, 7.3.3.1.9). However, it includes frames
discarded by the\ Frame Distribution function of the Aggregator
(7.3.1.1.25)., This value is read-only."

REFERENCE
"7.3.1.1.23"

::= { dot3adAggXEntry 13 }

dot3adAggBroadcastFramesRxOK OBJECT-TYPE

SYNTAX Counter64
UNETS

"frames"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

™A count of the broadcast data Irames received by this
Aggregator, from the Aggregation Ports that are (or have been)
members of the aggregation. The count does not include frames
that carry LACP or Marker PDUs (7.3.3.1.2, 7.3.3.1.3,
7.3.3.1.4), illegal or unknown protocol frames (7.3.3.1.5,
7.3.3.1.6), or frames discarded by the Frame Collection
function of the Aggregator (7.3.1.1.26). This value is
read-only."

Copyright © 2020 IEEE. Al rights reserved.


https://iecnorm.com/api/?name=724b6518866b8d61e1597f713f3fe1bb

ISO/IEC/IEEE 8802-1AX:2021(E)

IEEE Std 802.1AX-2020
IEEE Standard for Local and Metropolitan Area Networks—Link Aggregation

REFERENCE
"7.3.1.1.24"
::= { dot3adAggXEntry 14 }

dot3adAggFramesDiscardedOnTx OBJECT-TYPE

SYNTAX Counter64
UNITS

"frames"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of data frames requested to be transmitted by this
Aggregator that were discarded by the Frame Distribution
function of the Aggregator when conversations are reallocated
to different Aggregation Ports, due to the requirement (to
ensure that the conversations are flushed on the old
Aggregation Ports in order to maintain proper frame-“ordering
(B.3), or discarded as a result of excessive cdll¥sions by
Aggregation Ports that are (or have been) menbhérs of the
aggregation. This value is read-only."

REFERENCE
"7.3.1.1.25"

:= { dot3adAggXEntry 15 }

dot3adAggFramesDiscardedOnRx OBJECT-TYPE

SYNTAX Countero64
UNITS

"frames"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of data frames, received on all Aggregation Ports
that are (or have be€en) members of the aggregation, that
were discarded by the Frame Collection function of the
Aggregator as, they were received on Aggregation Ports whose
Frame Collecdbilon function was disabled. This value is
read-only."

REFERENCE
"7.3.&w1.26"

::= { dotBadAggXEntry 16 }

dot3adAggtramesWithTxErrors OBJECT-TYPE

SYNTAX Counter64
UNITS

"frames"
MAX-ACCESS read-only
STATUS currenc
DESCRIPTION

"A count of data frames requested to be transmitted by this
Aggregator that experienced transmission errors on Aggregation
Ports that are (or have been) members of the aggregation. This
count does not include frames discarded due to excess
collisions. This value is read-only."

REFERENCE
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"7.3.1.1.27"
::= { dot3adAggXEntry 17 }

dot3adAggFramesWithRxErrors OBJECT-TYPE

SYNTAX Counter64
UNITS

"frames"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of data frames discarded on reception by all
Aggregation Ports that are (or have been) members of the
aggregation, or that were discarded by the Frame Collecti®n
function of the Aggregator, or that were discarded by the
Aggregator due to the detection of an illegal Slow Protocols
PDU (7.3.3.1.6). This value is read-only."

REFERENCE
"7.3.1.1.28"

::= { dot3adAggXEntry 18 }

dot3adAggUnknownProtocolFrames OBJECT-TYPE

SYNTAX Counter64
UNITS

"frames"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A count of data frames disc¢arded on reception by all
Aggregation Ports that are or have been) members of the
aggregation, due to the (detection of an unknown Slow Protocols
PDU (7.3.3.1.5). This*walue is read-only."

REFERENCE
"7.3.1.1.29"

::= { dot3adAggXEntpy 19 }

dot3adAgglLinkUpDownNotificationEnable OBJECT-TYPE
SYNTAX INTEGER {
enabled (1),
disabled (2)
}
MAX-ACEESS read-write
STATUS current
PESCRIPTION
"When set to 'enabled', Link Up and Link Down notifications are
enabled for this Aggregator. When set to 'disabled', Link Up
and Link Down notifications are disabled for this Aggregator.

This value 1s read-write."
REFERENCE
"7.3.1.1.31"
:= { dot3adAggXEntry 20 }

dot3adAggPortAlgorithm OBJECT-TYPE

SYNTAX OCTET STRING (SIZE (4))
MAX-ACCESS read-write
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STATUS current

DESCRIPTION
"This object identifies the algorithm used by the Aggregator to
assign frames to a Port Conversation ID. Table 6-4 provides the
IEEE 802.1 OUI (00-80-C2) Port Algorithm encodings. A SEQUENCE
OF OCTETS consisting of a 3-octet OUI or CID and one
following octet."

REFERENCE

"7.3.1.1.33"
::= { dot3adAggXEntry 21 }

dot3adAggPartnerAdminPortAlgorithm OBJECT-TYPE

SYNTAX OCTET STRING (SIZE (4))
MAX-ACCESS read-write

STATUS deprecated

DESCRIPTION

"This object identifies the value for the algorithm-of the
Partner System, administratively assigned
for use when the Partner's information is unknown. Table 6-4
provides the IEEE 802.1 OUI (00-80-C2) Port  Algorithm
encodings. Its default value is set to the
'Unspecified' value in Table 6-4. A SEQUENCE OF OCTETS
consisting of a 3-octet OUI or CID anpdiyocne following octet.
This parameter was eliminated because there was no reason for
it ever to have a value different (from the default value."
REFERENCE
"7.3.1.1.34 of IEEE Std 802.1AX<2014"
DEFVAL { '0080C200'H }
::= { dot3adAggXEntry 22 }

dot3adAggPartnerAdminPortConveégsationListDigest OBJECT-TYPE

SYNTAX OCTET STRING* (SIZE (16))
MAX-ACCESS read-write

STATUS deprecated

DESCRIPTION

"The value fior the digest of the prioritized Port Conversation
ID-to-Link jNumber assignments of the Partner System,
administratively assigned for use when the Partner's
information is unknown. Its default value is set to NULL.
This.parameter was eliminated because there was no reason for
it~ever to have a value different from the default value."

REEFERENCE
"7.3.1.1.36 of IEEE Std 802.1AX-2014"

DEFVAL { ''H }

:= { dot3adAggXEntry 23 }

dotladAggAdminbDlscardwWrongtonversation OBJECT-TYPh

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS deprecated
DESCRIPTION

"The administrative value that determines what the Aggregator
does with a frame that is received from an Aggregation Port
with a Port Conversation ID that is not included in the
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Collection Conversation Mask. The value 'TRUE' indicates that
such frames are to be discarded, and the wvalue 'FALSE' that
they are to be forwarded. This variable needs to be set to
'"TRUE', if bidirectional congruity (8.2.1) is required. Its
value is set to 'TRUE' by default.

This object has been replaced by
dot3adAggAdminDiscardWrongConversation2."

REFERENCE

dot3adAggPartnerAdminConvServiceMappingDigest OBJECT-TYPE

REFERENCE

DEFVAL { '"'H }

dot3adAggAdminDiscardWrongConversatior2 OBJECT-TYPE
SYNTAX INTEGER {

MAX-ACCESS read-write
STATUS current
DESCRIPTION

"7.3.1.1.37 of IEEE Std 802.1AX-2014"
{ dot3adAggXEntry 24 }

SYNTAX OCTET STRING (SIZE (16))
MAX-ACCESS read-write

STATUS deprecated

DESCRIPTION

"The value for the digest of the Port Conversatien “ID-to-Service
ID assignments of the Partner System, assigned<{byvadministrator
or System policy for use when the Partner's iwnformation is
unknown. Its default value is set to NULL.

This parameter was eliminated because thepe was no reason for

it ever to have a value different fromsthe default value."

"7.3.1.1.39 of IEEE Std 802.1AX-20X4™

{ dot3adAggXEntry 25 }

forceTrue (1)4
forceFalse(?2),
auto (3)

}

"The admilnistrative value that determines whether an Aggregator
discards .,a frame that is received from an Aggregation Port

with @3\Port Conversation ID that has a value of FALSE in the
Porb_Oper Conversation Mask. The value 'forceTrue'

indicates that such frames are to be discarded, the value
“forceFalse' indicates that such frames are to be

forwarded, and the value 'auto' indicates that such frames

are to be forwarded only when the actor and partner agree

on the algorithms and mapping tables used to map frames to
Aggregation Ports. Its value is set to 'auto' by default."

REFERENCH

"7.3.1.1.35"

DEFVAL { auto }

{ dot3adAggXEntry 26 }

dot3adAggOperDiscardWrongConversation OBJECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
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STATUS current

DESCRIPTION
"The operational value that determines whether the Aggregator
discards a frame that is received from an Aggregation Port
with a Port Conversation ID that has a value of FALSE in the
Port Oper Conversation Mask."

REFERENCE
"7.3.1.1.37"

::= { dot3adAggXEntry 27 }

dot3adAggConvLinkDigest OBJECT-TYPE

SYNTAX OCTET STRING (SIZE (16))

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The value for the MD5 digest of aAggAdminConvLinkMap
(7.3.1.1.34)."

REFERENCE
"7.3.1.1.38"

:= { dot3adAggXEntry 28 }

dot3adAggConvServiceDigest OBJECT-TYPE

SYNTAX OCTET STRING (SIZE (16))

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The value for the MD5 digest)of aAggAdminConvServiceMap
(7.3.1.1.36)."

REFERENCE
"7.3.1.1.39"

::= { dot3adAggXEntry 29 }

dot3adAggPartnerPortAlgorithm OBJECT-TYPE

SYNTAX OCTET STRING (SIZE (4))
MAX-ACCESS readronly

STATUS curpent

DESCRIPTION

"This object identifies the algorithm used by the Partner
Aggregator to assign frames to a Port Conversation ID.
A SEQUENCE OF OCTETS consisting of a 3-octet OUI or CID
and”one following octet."

REFERENCE
"7.3.1.1.40"

7= { dot3adAggXEntry 30 }

dot3adAggPartnerConvLinkDigest OBJECT-TYPE

SYNTAX OCTET STRING (S14E (10o))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The value for the MD5 digest of the aAggAdminConvLinkMap
(7.3.1.1.34) in use by the LACP Partner."

REFERENCE
"7.3.1.1.41"
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::= { dot3adAggXEntry 31 }

dot3adAggPartnerConvServiceDigest OBJECT-TYPE

SYNTAX OCTET STRING (SIZE (16))
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The value for the MD5 digest of the aAggAdminConvServiceMap

(7.3.1.1.36) in use by the LACP Partner."
REFERENCE

"7.3.1.1.42"
::= { dot3adAggXEntry 32 }

dot3adAggActivelLinks OBJECT-TYPE

SYNTAX OCTET STRING
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"Each two octets of the octet string represen%’ the operational
Link Number of an Aggregation Port that is(Cturrently active
on the Aggregator. An octet string of size’,Zzero indicates that
there are no links currently active onsthe Aggregator."
REFERENCE
"7.3.1.1.43"
::= { dot3adAggXEntry 33 }

dot3adAggConversationAdminLinkTable OBJECT-TYPE

SYNTAX SEQUENCE OFiDot3adAggConversationAdminLinkEntry
MAX-ACCESS not-accessible

STATUS curreng

DESCRIPTION

"There are 4096 entries in the table, indexed by
Port Conwviersation ID.
Each coritains administrative values of the link selection
preference list for the referenced Port Conversation ID. This
sekection preference list is a sequence of Link-Numbers for
each Port Conversation ID, in the order of preference, highest
to lowest, for the corresponding link to carry that Port
Conversation ID. A 16-bit zero value is used to indicate
that no link is assigned to carry the associated Port
Conversation ID."

REFERENCE

.3 1l . 34"
:= { dot3adAgg 4 }

dot3adAggConversationAdminLinkEntry OBJECT-TYPE

SYNTAX Dot3adAggConversationAdminLinkEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
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"An entry contains administrative values of the link selection
preference list for the referenced Port Conversation ID. This
selection preference list is a sequence of Link-Numbers for
each Port Conversation ID, in the order of preference, highest
to lowest, for the corresponding link to carry that Port
Conversation ID. A 16 bit zero value is used to indicate

that no link is assigned to carry the associated Port
Conversation ID."

REFERENCE

"7.3.1.1.34"
INDEX { dot3adAggConversationAdminLinkId, dot3adAggIndex}
::= { dot3adAggConversationAdminLinkTable 1 }

Dot3adAggConversationAdminLinkEntry ::=
SEQUENCE {
dot3adAggConversationAdminLinkId
Integer32,
dot3adAggConversationAdminLinkList
OCTET STRING

dot3adAggConversationAdminLinkId OBJECT-TYPE

SYNTAX Integer32 (0..4095)
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An identifier for Port Conwversation."
::= { dot3adAggConversationAdminLinkEntry 1 }

dot3adAggConversationAdminLinkList OBJECT-TYPE

SYNTAX OCTET STRING
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"Each twd qctets of the octet string represent the agreed
Link Nunmbker that is assigned to an Aggregation Port
(7.3.241.27). The list is in the order of preference,
highest to lowest, for corresponding preferred link to
earry that Port Conversation ID."

REFERENCE
"7.3.1.1.34"

: 7= { dot3adAggConversationAdminLinkEntry 2 }

dot3adAggAdminServiceConversationMapTable OBJECT-TYPE

SYNTAX SEQUENCE OF Dot3adAggAdminServiceConversationMapEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
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"There are 4096 entries in the table, indexed by Port
Conversation ID. Each contains, in general, a set of
32-bit values interpreted as Service Identifiers.
Service IDs not contained in the map are not
mapped to any Port Conversation ID and will be discarded."
REFERENCE
"7.3.1.1.36"
::= { dot3adAgg 5 }

dot3adAggAdminServiceConversationMapEntry OBJECT-TYPE

SYNTAX Dot3adAggAdminServiceConversationMapEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"An entry contains, in general, a set of Service IDsy
unique within the array."

REFERENCE
"7.3.1.1.36"

INDEX { dot3adAggAdminServiceConversationMapld, detdadAggIndex }

:= { dot3adAggAdminServiceConversationMapTable 1 '}

Dot3adAggAdminServiceConversationMapEntry ix:=
SEQUENCE {
dot3adAggAdminServiceConversatiofiMapId
Integer32,
dot3adAggAdminServiceConvernsationServiceIDList
ServiceIdList

dot3adAggAdminServiceConversationMapId OBJECT-TYPE

SYNTAX Integer32\\0..4095)

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION
"The Port{ Gonversation ID used to index Conversation Map
entrieg.™

::= { dot8adAggAdminServiceConversationMapEntry 1}

dot3adAggAdminServiceConversationServiceIDList OBJECT-TYPE

SYNTAX ServicelIdList
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"A list contains, in general, a set of Service IDs,

unigque withlin the array.’
REFERENCE
"7.3.1.1.36"
:= { dot3adAggAdminServiceConversationMapEntry 2}

-- The Aggregation Port Table
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dot3adAggPortTable OBJECT-TYPE

SYNTAX SEQUENCE OF Dot3adAggPortEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table that contains Link Aggregation Control

configuration information about every

Aggregation Port associated with this device.

A row appears in this table for each physical port."
REFERENCE

"7.3.2"
::= { dot3adAggPort 1 }

dot3adAggPortEntry OBJECT-TYPE

SYNTAX Dot3adAggPortEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"A list of Link Aggregation Control comfiguration
parameters for each Aggregation Port (oir“this device."
INDEX { dot3adAggPortIndex }
::= { dot3adAggPortTable 1 }

Dot3adAggPortEntry ::=
SEQUENCE {
dot3adAggPortIndex
Interfacelndex,
dot3adAggPortActorSyStemPriority
Integer32,
dot3adAggPortAcgorSystemID
MacAddress,
dot3adAggPortActorAdminKey
LacpKey,
dot3adAdgPortActorOperKey
I'acepKey,
dot3adAggPortPartnerAdminSystemPriority
Integer32,
dot3adAggPortPartnerOperSystemPriority
Integer32,
dot3adAggPortPartnerAdminSystemID
MacAddress,
dot3adAggPortPartnerOperSystemID

MacAddress,
dot3adAggPortPartnerAdminKey
LacpKey,
dot3adAggPortPartnerOperKey
LacpKey,
dot3adAggPortSelectedAggID
Interfacelndex,
dot3adAggPortAttachedAggID
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Interfacelndex,
dot3adAggPortActorPort
Integer32,
dot3adAggPortActorPortPriority
Integer32,
dot3adAggPortPartnerAdminPort
Integer32,
dot3adAggPortPartnerOperPort

Integer32,
dot3adAggPortPartnerAdminPortPriority
Integer32,
dot3adAggPortPartnerOperPortPriority
Integer32,
dot3adAggPortActorAdminState
LacpState,
dot3adAggPortActorOperState
LacpState,
dot3adAggPortPartnerAdminState
LacpState,
dot3adAggPortPartnerOperState
LacpState,
dot3adAggPortAggregateOrIndividual
TruthValue

dot3adAggPortIndex OBJECT-TYPE

SYNTAX InterfaceIndex
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The unique identifieY allocated to this Aggregation Port by
the local System. THis attribute identifies an Aggregation
Port instance among the subordinate managed objects of the
containing objeect. This value is read-only. NOTE-The aAggPortID
is represenfied in the SMIv2 MIB as an ifIndex-see D.4.1."
REFERENCE
"7.3.2.L.1"
::= { dot8adAggPortEntry 1 }

dot3adAggPortActorSystemPriority OBJECT-TYPE

SYNTAX Integer32 (0..65535)
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"A Z-OCLet read-write value used to derine the priority
value associated with the Actor's System ID."

REFERENCE
"7.3.2.1.2"

::= { dot3adAggPortEntry 2 }

dot3adAggPortActorSystemID OBJECT-TYPE
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SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A 6-octet read-only MAC address value that defines the
value of the System ID for the System that contains this
Aggregation Port."

REFERENCE

"7.3.2.1.3"
::= { dot3adAggPortEntry 3 }

dot3adAggPortActorAdminKey OBJECT-TYPE

SYNTAX LacpKey
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The current administrative value of the Key fd&» ‘the
Aggregation Port. This is a 16-bit read-write‘@alue.
The meaning of particular Key values is of(local significance."
REFERENCE
"7.3.2.1.4"
:= { dot3adAggPortEntry 4 }

dot3adAggPortActorOperKey OBJECT-TYPE

SYNTAX LacpKey
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The current operatiohal value of the Key for the

Aggregation Port. This is a 16-bit read-only value.

The meaning of particular Key values is of local significance."
REFERENCE

"7.3.2.1.5"
::= { dot3adAggPortEntry 5 }

dot3adAggPortPartnerAdminSystemPriority OBJECT-TYPE

SYNTAX Integer32 (0..65535)
MAX~-ACCESS read-write

STATUS current

DESCRIPTION

"A 2-octet read-write value used to define the administrative

Value Ol priority associated with the Partner's system ID. The
assigned value is used, along with the value of
aAggPortPartnerAdminSystemID, aAggPortPartnerAdminKey,
aAggPortPartnerAdminPort, and aAggPortPartnerAdminPortPriority,
in order to achieve manually configured aggregation."
REFERENCE
"7.3.2.1.6"
::= { dot3adAggPortEntry 6 }
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dot3adAggPortPartnerOperSystemPriority OBJECT-TYPE

SYNTAX Integer32 (0..65535)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"A 2-octet read-only value indicating the operational value
of priority associated with the Partner's System ID. The
value of this attribute contains the manually configured
value carried in aAggPortPartnerAdminSystemPriority if therxe
is no protocol Partner."

REFERENCE
"7.3.2.1.7"

::= { dot3adAggPortEntry 7 }

dot3adAggPortPartnerAdminSystemID OBJECT-TYPE

SYNTAX MacAddress
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"A 6-octet read-write MACAddress, value representing
the administrative value of the<Aggregation Port's protocol
Partner's System ID. The assi¥gned value is used, along with
the value of aAggPortPartnerAdminSystemPriority,
aAggPortPartnerAdminKey, @AggPortPartnerAdminPort,
and aAggPortPartnerAdminPortPriority, in order to
achieve manually configured aggregation."

REFERENCE
"7.3.2.1.8"

::= { dot3adAggPortEntry 8 }

dot3adAggPortPartnerOperSystemID OBJECT-TYPE

SYNTAX MacAddress
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"A 6-octet read-only MACAddress value representing

the current value of the Aggregation Port's protocol Partner's
System ID. A value of zero indicates that there is no known
protocol Partner. The value of this attribute contains the
manually configured value carried in

aAggPortPartnerAdminsystemlD 1L there 1s no protocol Partner."
REFERENCE
"7.3.2.1.9"
:= { dot3adAggPortEntry 9 }

dot3adAggPortPartnerAdminKey OBJECT-TYPE
SYNTAX LacpKey
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MAX-ACCESS read-write

STATUS current

DESCRIPTION
"The current administrative value of the Key for the
protocol Partner. This is a 16-bit read-write wvalue.
The assigned value is used, along with the value of
aAggPortPartnerAdminSystemPriority,
aAggPortPartnerAdminSystemID, aAggPortPartnerAdminPort,

and aAggPortPartnerAdminPortPriority, in order to achieve
manually configured aggregation."

REFERENCE
"7.3.2.1.10"

::= { dot3adAggPortEntry 10 }

dot3adAggPortPartnerOperKey OBJECT-TYPE

SYNTAX LacpKey
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The current operational value of the Key/for the
protocol Partner. The value of this atgxibute contains
the manually configured value carried inr
aAggPortPartnerAdminKey if there is. no protocol Partner.
This is a 16-bit read-only value,."

REFERENCE
"7.3.2.1.11"

::= { dot3adAggPortEntry 11 }

dot3adAggPortSelectedAggID OBJECT-TYPE

SYNTAX Interfacelndex
MAX-ACCESS read-only
STATUS currengt
DESCRIPTION

"The identifiier value of the Aggregator that this Aggregation
Port has (currently selected. Zero indicates that the
Aggregation Port has not selected an Aggregator, either because
it isSan the process of detaching from an Aggregator or because
there/ is no suitable Aggregator available for it to select.
This value is read-only."

REEFERENCE
"7.3.2.1.12"

7= { dot3adAggPortEntry 12 }

dotl3adAggPortAttachedAgglD OBJECT-TYPE

SYNTAX Interfacelndex
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The identifier value of the Aggregator that this Aggregation
Port is currently attached to. Zero indicates that the
Aggregation Port is not currently attached to an Aggregator.
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This value is read-only."
REFERENCE

"7.3.2.1.13"
::= { dot3adAggPortEntry 13 }

dot3adAggPortActorPort OBJECT-TYPE

SYNTAX Integer32 (0..65535)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The port number locally assigned to the Aggregation Port.
The port number is communicated in LACPDUs as the
Actor Port. This value is read-only."
REFERENCE
"7.3.2.1.14"
::= { dot3adAggPortEntry 14 }

dot3adAggPortActorPortPriority OBJECT-TYPE

SYNTAX Integer32 (0..65535)
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"The priority value assigned to this Aggregation Port.
This 16-bit value is read-write

REFERENCE
"7.3.2.1.15"

::= { dot3adAggPortEntry 15 }

dot3adAggPortPartnerAdminPoxt® OBJECT-TYPE

SYNTAX Integer32:40..65535)
MAX-ACCESS read-wpite

STATUS current

DESCRIPTION

"The current administrative value of the port number
for the ‘protocol Partner. This is a 16-bit read-write value.
The a%ssigned value is used, along with the value of
aAggPortPartnerAdminSystemPriority,
aAggPortPartnerAdminSystemID, aAggPortPartnerAdminKey,
and aAggPortPartnerAdminPortPriority,
in order to achieve manually configured aggregation."

REFERENCE
"7.3.2.1.16"

:= { dot3adAggPortEntry 16 }

dot3adAggPortPartnerOperPort OBJECT-TYPE

SYNTAX Integer32 (0..65535)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The operational port number assigned to this Aggregation
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Port by the Aggregation Port's protocol Partner. The value
of this attribute contains the manually configured value
carried in aAggPortPartnerAdminPort if there is no protocol
Partner. This 16-bit value is read-only."

REFERENCE
"7.3.2.1.17"

::= { dot3adAggPortEntry 17 }

dot3adAggPortPartnerAdminPortPriority OBJECT-TYPE

SYNTAX Integer32 (0..65535)
MAX-ACCESS read-write

STATUS current

DESCRIPTION

"The current administrative value of the port prioritw
for the protocol Partner. This is a 16-bit read-writ® value.
The assigned value is used, along with the valueysof
aAggPortPartnerAdminSystemPriority,
aAggPortPartnerAdminSystemID, aAggPortPartnexAdminKey, and
aAggPortPartnerAdminPort, in order to achie¥e ‘manually
configured aggregation.™
REFERENCE

"7.3.2.1.18"

:= { dot3adAggPortEntry 18 }

dot3adAggPortPartnerOperPortPriority(OBJECT-TYPE

SYNTAX Integer32 (0..65535)
MAX-ACCESS read-only

STATUS current

DESCRIPTION

"The priority valuesassigned to this Aggregation Port
by the Partner. The-“value of this attribute contains the
manually configmred value carried in
aAggPortPartnerAdminPortPriority if there is no
protocol Paxtner. This 16-bit value is read-only."
REFERENCE
"7.3.2.1.19"
::= { dot8adAggPortEntry 19 }

dot3adAggPortActorAdminState OBJECT-TYPE

SYNTAX LacpState
MAX-ACCESS read-write
STATUS current
DESCRIPTION

A string Of 8 bits, corresponding to the administrative
values of the Actor state (Figure 6-9) as transmitted by the
Actor in LACPDUs. The first bit corresponds to bit 0 of the
Actor State (LACP Activity), the second bit corresponds to
bit 1 (Short Timeout), the third bit corresponds to bit 2
(Aggregation), the fourth bit corresponds to bit 3
(Synchronization), the fifth bit corresponds to bit 4
(Collecting), the sixth bit corresponds to bit 5
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IEEE8023-LAG-MIB DEFINITIONS ::= BEGIN



-- -------------------------------------------------------------

-- IEEE 802.1AX MIB

-- -------------------------------------------------------------





IMPORTS

    MODULE-IDENTITY, OBJECT-TYPE, Counter32, Counter64, Integer32,

            TimeTicks, NOTIFICATION-TYPE

        FROM SNMPv2-SMI

    DisplayString, MacAddress, TEXTUAL-CONVENTION, TruthValue

        FROM SNMPv2-TC

    MODULE-COMPLIANCE, OBJECT-GROUP, NOTIFICATION-GROUP

        FROM SNMPv2-CONF

    InterfaceIndex

        FROM IF-MIB

    PortList

        FROM Q-BRIDGE-MIB

    SnmpAdminString

        FROM SNMP-FRAMEWORK-MIB

    ;





lagMIB MODULE-IDENTITY

    LAST-UPDATED "201908210000Z"

    ORGANIZATION "IEEE 802.1 Working Group"

    CONTACT-INFO

        "  WG-URL: http://www.ieee802.org/1/index.html

         WG-EMail: stds-802-1@ieee.org



          Contact: IEEE 802.1 Working Group Chair

           Postal: C/O IEEE 802.1 Working Group

                   IEEE Standards Association

                   445 Hoes Lane

                   P.O. Box 1331

                   Piscataway

                   NJ 08855-1331

                   USA

           E-mail: STDS-802-1-L@LISTSERV.IEEE.ORG"

    DESCRIPTION

        "The Link Aggregation module for 802.1AX-Rev-2020."

    REVISION "201908210000Z"

    DESCRIPTION

        "The Link Aggregation module for managing IEEE 802.1AX-2014 as

        updated by 802.1AX-2014-Cor1."

    REVISION "201610120000Z"

    DESCRIPTION

        "The Link Aggregation module for managing IEEE 802.1AX-REV."

    REVISION "201412180000Z"

    DESCRIPTION

        "The Link Aggregation module for managing IEEE 802.1AX."

    REVISION "201201160000Z"

    DESCRIPTION

        "Updated for IEEE 802.1AXbk"

    REVISION "200706290000Z"

    DESCRIPTION

        "References updated 04 Jun 2007 for IEEE 802.1AX"

    REVISION "200006270000Z"

    DESCRIPTION

        "Original publication IEEE 802.3ad"

    ::= { iso(1) member-body(2) us(840) ieee802dot3(10006) snmpmibs(300) 43 }





-- -------------------------------------------------------------

-- Textual Conventions

-- -------------------------------------------------------------





LacpKey ::= TEXTUAL-CONVENTION

    DISPLAY-HINT "d"

    STATUS       current

    DESCRIPTION

        "The Actor or Partner Key value."

    SYNTAX      Integer32 (0..65535)



LacpState ::= TEXTUAL-CONVENTION

    STATUS      current

    DESCRIPTION

        "The Actor and Partner State values from the LACPDU."

    REFERENCE

        "Figure 6-9"

    SYNTAX      BITS {

                    lacpActivity(0),

                    lacpTimeout(1),

                    aggregation(2),

                    synchronization(3),

                    collecting(4),

                    distributing(5),

                    defaulted(6),

                    expired(7)

                }



IrpState ::= TEXTUAL-CONVENTION

    STATUS      current

    DESCRIPTION

        "The Intra-Relay Port State values from the DRCPDU (9.6.2.3)."

    REFERENCE

        "Figure 9-13"

    SYNTAX      BITS {

                    distributedRelayNumberLSB(0),

                    distributedRelayNumberMSB(1),

                    shortTimeout(2),

                    synchronization(3),

                    ircData(4),

                    drni(5),

                    defaulted(6),

                    expired(7)

                }



CscdState ::= TEXTUAL-CONVENTION

    STATUS      current

    DESCRIPTION

        "The CSCD State values from the Aggregator State TLV (9.6.2.4)."

    REFERENCE

        "Figure 9-15"

    SYNTAX      BITS {

                    reserved0(0),

                    reserved1(1),

                    reserved2(2),

                    cscdGatewayControl(3),

                    discardWrongConversation(4),

                    differConvLinkDigests(5),

                    differConvServiceDigests(6),

                    differPortAlgorithms(7)

                }



DrcpState ::= TEXTUAL-CONVENTION

    STATUS      obsolete

    DESCRIPTION

        "Administrative values of DRCP state."

    SYNTAX      BITS {

                    homeGateway(0),

                    neighborGateway(1),

                    otherGateway(2),

                    ippActivity(3),

                    timeout(4), 

                    gatewaySync(5),

                    portSync(6),

                    expired(7)

                }



ChurnState ::= TEXTUAL-CONVENTION

    STATUS       deprecated

    DESCRIPTION

        "The state of the Churn Detection machine."

    SYNTAX      INTEGER {

                    noChurn(1),

                    churn(2),

                    churnMonitor(3) -- deprecated

}



AggState ::= TEXTUAL-CONVENTION

    STATUS     current

    DESCRIPTION

        "The state of the object entry."

    SYNTAX     INTEGER {

                    up(1),

                    down(2)

                }



DrniConvAdminGatewayList ::= TEXTUAL-CONVENTION

    DISPLAY-HINT "1x,"

    STATUS     obsolete

    DESCRIPTION

        "The three elements of the octet string represent the

        three portal system numbers in order of priority with

        highest priority first."

    SYNTAX     OCTET STRING (SIZE (3))

	

PortalLinkList ::= TEXTUAL-CONVENTION

    DISPLAY-HINT "4d,"

    STATUS     obsolete

    DESCRIPTION

        "Each four octets of the octet string represent an

        ifIndex for an Intra-Port Link. The first ifIndex is

        to Portal System 1, the second ifIndex is to Portal

        System 2 and the third ifIndex is to portal System 3.

        The ifIndex of the current portal system is set to zero."

    SYNTAX     OCTET STRING (SIZE (12))

 

ServiceIdList ::= TEXTUAL-CONVENTION

    DISPLAY-HINT "4d,"

    STATUS     current

    DESCRIPTION

        "A list which contains, in general, a set of 32-bit values

        interpreted as Service Identifiers. An empty set is represented

        as an octet string of size zero."

    SYNTAX     OCTET STRING



-- -------------------------------------------------------------

-- subtrees in the LAG MIB

-- -------------------------------------------------------------



lagMIBNotifications OBJECT IDENTIFIER   ::= { lagMIB 0 }

lagMIBObjects OBJECT IDENTIFIER         ::= { lagMIB 1 }

dot3adAggConformance OBJECT IDENTIFIER  ::= { lagMIB 2 }



dot3adAgg OBJECT IDENTIFIER             ::= { lagMIBObjects 1 }

dot3adAggPort OBJECT IDENTIFIER         ::= { lagMIBObjects 2 }

dot3adDrni OBJECT IDENTIFIER            ::= { lagMIBObjects 4 }

dot3adIPP OBJECT IDENTIFIER             ::= { lagMIBObjects 5 }



-- -------------------------------------------------------------

-- The Tables Last Changed Object

-- -------------------------------------------------------------



dot3adTablesLastChanged OBJECT-TYPE

    SYNTAX      TimeTicks

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

        "This object indicates the time of the

        most recent change to the dot3adAggTable,

        dot3adAggPortTable, dot3adDrniTable and

        dot3adIPPAttributeTable."



::= { lagMIBObjects 3 }



-- -------------------------------------------------------------

-- The Aggregator Configuration Table

-- -------------------------------------------------------------



dot3adAggTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adAggEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A table that contains information about every

        Aggregator that is associated with this System."

    REFERENCE

        "7.3.1"

    ::= { dot3adAgg 1 }



dot3adAggEntry OBJECT-TYPE

    SYNTAX      Dot3adAggEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A list of the Aggregator parameters. This is indexed

        by the ifIndex of the Aggregator."

    INDEX { dot3adAggIndex }

    ::= { dot3adAggTable 1 }



Dot3adAggEntry ::=

    SEQUENCE {

        dot3adAggIndex

            InterfaceIndex,

        dot3adAggMACAddress

            MacAddress,

        dot3adAggActorSystemPriority

            Integer32,

        dot3adAggActorSystemID

            MacAddress,

        dot3adAggAggregateOrIndividual

            TruthValue,

        dot3adAggActorAdminKey

            LacpKey,

        dot3adAggActorOperKey

            LacpKey,

        dot3adAggPartnerSystemID

            MacAddress,

        dot3adAggPartnerSystemPriority

            Integer32,

        dot3adAggPartnerOperKey

            LacpKey,

        dot3adAggCollectorMaxDelay

            Integer32

    }



dot3adAggIndex OBJECT-TYPE

    SYNTAX       InterfaceIndex

    MAX-ACCESS   not-accessible

    STATUS       current

    DESCRIPTION

        "The unique identifier allocated to this Aggregator by the

        local System. This attribute identifies an Aggregator instance

        among the subordinate managed objects of the containing object.

        This value is read-only. NOTE-The aAggID is represented in the

        SMIv2 MIB as an ifIndex-see D.4.1."

    REFERENCE

        "7.3.1.1.1"

    ::= { dot3adAggEntry 1 }





dot3adAggMACAddress OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A 6-octet read-only value carrying the individual

        MAC address assigned to the Aggregator."

    REFERENCE

        "7.3.1.1.9"

    ::= { dot3adAggEntry 2 }





dot3adAggActorSystemPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A 2-octet read-write value indicating the priority value

        associated with the Actor's System Identifier."

    REFERENCE

        "7.3.1.1.5"

    ::= { dot3adAggEntry 3 }





dot3adAggActorSystemID OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A 6-octet read-write MAC address value used as a unique

        identifier for the System that contains this Aggregator.

        NOTE-From the perspective of the Link Aggregation

        mechanisms described in Clause 6, only a single

        combination of Actor's System ID and System Priority are

        considered, and no distinction is made between the

        values of these parameters for an Aggregator and the

        port(s) that are associated with it; i.e., the protocol

        is described in terms of the operation of aggregation

        within a single System. However, the managed objects

        provided for the Aggregator and the port both allow

        management of these parameters. The result of this is to

        permit a single piece of equipment to be configured by

        management to contain more than one System from the

        point of view of the operation of Link Aggregation. This

        can be of particular use in the configuration of

        equipment that has limited aggregation capability (see 6.7)."

    REFERENCE

        "7.3.1.1.4"

    ::= { dot3adAggEntry 4 }





dot3adAggAggregateOrIndividual OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only Boolean value indicating whether the

        Aggregator represents an Aggregate ('TRUE') or

        an Individual link ('FALSE')."

    REFERENCE

        "7.3.1.1.6"

    ::= { dot3adAggEntry 5 }





dot3adAggActorAdminKey OBJECT-TYPE

    SYNTAX       LacpKey

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The current administrative value of the Key for the

        Aggregator. The administrative Key value can differ from the

        operational Key value for the reasons discussed in 6.7.2. This

        is a 16-bit read-write value. The meaning of particular Key

        values is of local significance."

    REFERENCE

        "7.3.1.1.7"

    ::= { dot3adAggEntry 6 }





dot3adAggActorOperKey OBJECT-TYPE

    SYNTAX       LacpKey

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The current operational value of the Key for the Aggregator.

        The administrative Key value can differ from the operational

        Key value for the reasons discussed in 6.7.2. This is a 16-bit

        read-only value. The meaning of particular Key values is of

        local significance."

    REFERENCE

        "7.3.1.1.8"

    ::= { dot3adAggEntry 7 }





dot3adAggPartnerSystemID OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A 6-octet read-only MAC address value consisting of the

        unique identifier for the current protocol Partner of this

        Aggregator. A value of zero indicates that there is no known

        Partner. If the aggregation is manually configured, this 

        System ID value will be a value assigned by the local System."

    REFERENCE

        "7.3.1.1.10"

    ::= { dot3adAggEntry 8 }





dot3adAggPartnerSystemPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A 2-octet read-only value that indicates the priority

        value associated with the Partner's System ID. If the

        aggregation is manually configured, this System Priority value

        will be a value assigned by the local System."

    REFERENCE

        "7.3.1.1.11"

    ::= { dot3adAggEntry 9 }





dot3adAggPartnerOperKey OBJECT-TYPE

    SYNTAX       LacpKey

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The current operational value of the Key for the

        Aggregator's current protocol Partner. This is a 16-bit

        read-only value. If the aggregation is manually configured,

        this Key value will be a value assigned by the local System."

    REFERENCE

        "7.3.1.1.12"

    ::= { dot3adAggEntry 10 }





dot3adAggCollectorMaxDelay OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The value of this 16-bit read-write attribute defines

        the maximum delay, in tens of microseconds, that

        can be imposed by the Frame Collector between

        receiving a frame from an Aggregator Parser, and

        either delivering the frame to its Aggregator Client

        or discarding the frame (see 6.2.3.1.1)."

    REFERENCE

        "7.3.1.1.32"

    ::= { dot3adAggEntry 11 }



-- -------------------------------------------------------------

-- The Aggregation Port List Table

-- -------------------------------------------------------------







dot3adAggPortListTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adAggPortListEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A table that contains a list of all the ports

        associated with each Aggregator."

    REFERENCE

        "7.3.1.1.30"

    ::= { dot3adAgg 2 }



dot3adAggPortListEntry OBJECT-TYPE

    SYNTAX      Dot3adAggPortListEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A list of the ports associated with a given Aggregator.

        This is indexed by the ifIndex of the Aggregator."

    INDEX { dot3adAggIndex }

    ::= { dot3adAggPortListTable 1 }



Dot3adAggPortListEntry ::=

    SEQUENCE {

        dot3adAggPortListPorts

            PortList

    }



dot3adAggPortListPorts OBJECT-TYPE

    SYNTAX      PortList

    MAX-ACCESS  read-only

    STATUS      current

    DESCRIPTION

        "The complete set of ports currently associated with

        this Aggregator.  Each bit set in this list represents

        an Actor Port member of this Link Aggregation."

    REFERENCE

        "7.3.1.1.30"

    ::= { dot3adAggPortListEntry 1 }



-- -------------------------------------------------------------

-- The Aggregation Extension Table

-- -------------------------------------------------------------



dot3adAggXTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adAggXEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A table that extends dot3adAggTable."

    REFERENCE

        "7.3.1.1"

    ::= { dot3adAgg 3 }



dot3adAggXEntry OBJECT-TYPE

    SYNTAX      Dot3adAggXEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A list of extension parameters for the Aggregator

        Configuration Table"

    AUGMENTS { dot3adAggEntry }

    ::= { dot3adAggXTable 1 }



Dot3adAggXEntry ::=

    SEQUENCE {

        dot3adAggDescription

            DisplayString,

        dot3adAggName

            DisplayString,

        dot3adAggAdminState

            AggState,

        dot3adAggOperState

            AggState,

        dot3adAggTimeOfLastOperChange

            Integer32,

        dot3adAggDataRate

            Integer32,

        dot3adAggOctetsTxOK

            Counter64,

        dot3adAggOctetsRxOK

            Counter64,

        dot3adAggFramesTxOK

            Counter64,

        dot3adAggFramesRxOK

            Counter64,

        dot3adAggMulticastFramesTxOK

            Counter64,

        dot3adAggMulticastFramesRxOK

            Counter64,

        dot3adAggBroadcastFramesTxOK

            Counter64,

        dot3adAggBroadcastFramesRxOK

            Counter64,

        dot3adAggFramesDiscardedOnTx

            Counter64,

        dot3adAggFramesDiscardedOnRx

            Counter64,

        dot3adAggFramesWithTxErrors

            Counter64,

        dot3adAggFramesWithRxErrors

            Counter64,

        dot3adAggUnknownProtocolFrames

            Counter64,

        dot3adAggLinkUpDownNotificationEnable

            Integer32,

        dot3adAggPortAlgorithm

            OCTET STRING,

        dot3adAggPartnerAdminPortAlgorithm

            OCTET STRING,

        dot3adAggPartnerAdminPortConversationListDigest

            OCTET STRING,

        dot3adAggAdminDiscardWrongConversation

            TruthValue,

        dot3adAggPartnerAdminConvServiceMappingDigest

            OCTET STRING,

        dot3adAggAdminDiscardWrongConversation2

            INTEGER,

        dot3adAggOperDiscardWrongConversation

            TruthValue,

        dot3adAggConvLinkDigest

            OCTET STRING,

        dot3adAggConvServiceDigest

            OCTET STRING,

        dot3adAggPartnerPortAlgorithm

            OCTET STRING,

        dot3adAggPartnerConvLinkDigest

            OCTET STRING,

        dot3adAggPartnerConvServiceDigest

            OCTET STRING,

        dot3adAggActiveLinks

            OCTET STRING

    }



dot3adAggDescription OBJECT-TYPE

    SYNTAX       DisplayString

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A human-readable text string containing information about

        the Aggregator. This string could include information about

        the distribution algorithm in use on this Aggregator; for

        example, 'Aggregator 1, Dist Alg=Dest MAC address.' This

        string is read-only. The contents are vendor specific."

    REFERENCE

        "7.3.1.1.2"

    ::= { dot3adAggXEntry 1 }



dot3adAggName OBJECT-TYPE

    SYNTAX       DisplayString

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A human-readable text string containing a locally significant

        name for the Aggregator. This string is read-write."

    REFERENCE

        "7.3.1.1.3"

    ::= { dot3adAggXEntry 2 }



dot3adAggAdminState OBJECT-TYPE

    SYNTAX       AggState

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "This read-write value defines the administrative state of

        the Aggregator. A value of 'up' indicates that the operational

        state of the Aggregator (aAggOperState) is permitted to be

        either up or down. A value of 'down' forces the operational

        state of the Aggregator to be down. Changes to the

        administrative state affect the operational state of the

        Aggregator only, not the operational state of the Aggregation

        Ports that are attached to the Aggregator. A GET operation

        returns the current administrative state. A SET operation

        changes the administrative state to a new value."

    REFERENCE

        "7.3.1.1.13"

    ::= { dot3adAggXEntry 3 }



dot3adAggOperState OBJECT-TYPE

    SYNTAX       AggState

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "This read-only value defines the operational state of the

        Aggregator. An operational state of 'up' indicates that the

        Aggregator is available for use by the Aggregator Client;

        a value of 'down' indicates that the Aggregator is not

        available for use by the Aggregator Client."

    REFERENCE

        "7.3.1.1.14"

    ::= { dot3adAggXEntry 4 }



dot3adAggTimeOfLastOperChange OBJECT-TYPE

    SYNTAX       Integer32 

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The time at which the interface entered its current

        operational state, in terms of centiseconds since the

        system was last reset. If the current state was entered

        prior to the last reinitialization of the local network

        management subsystem, then this object contains a value of

        zero. The ifLastChange object in the Interfaces MIB defined

        in IETF RFC 2863 is a suitable object for supplying a value

        for aAggTimeOfLastOperChange. This value is read-only.

        Note - aAggTimeOfLastOperChange was defined in terms of

        the aTimeSinceSystemReset variable of IEEE Std 802.3-2018,

        F.2.1, in earlier versions of this standard.

        aTimeSinceSystemReset and ifLastChange have the same meaning."

    REFERENCE

        "7.3.1.1.15"

    ::= { dot3adAggXEntry 5 }



dot3adAggDataRate OBJECT-TYPE

    SYNTAX       Integer32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The current data rate, in bits per second, of the aggregate

        link. The value is calculated as the sum of the data rate of

        each link in the aggregation. This attribute is read-only."

    REFERENCE

        "7.3.1.1.16"

    ::= { dot3adAggXEntry 6 }

   

dot3adAggOctetsTxOK OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "octets"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of the data and padding octets transmitted by this

        Aggregator on all Aggregation Ports that are (or have been)

        members of the aggregation. The count does not include octets

        transmitted by the Aggregator in frames that carry LACPDUs or

        Marker PDUs (7.3.3.1.7, 7.3.3.1.8, 7.3.3.1.9). However, it

        includes frames discarded by the Frame Distribution function of

        the Aggregator (7.3.1.1.25). This value is read-only."

    REFERENCE

        "7.3.1.1.17"

    ::= { dot3adAggXEntry 7 }



dot3adAggOctetsRxOK OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "octets"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of the data and padding octets received by this

        Aggregator, from the Aggregation Ports that are (or have been)

        members of the aggregation. The count does not include octets

        received in frames that carry LACP or Marker PDUs (7.3.3.1.2,

        7.3.3.1.3, 7.3.3.1.4), or frames discarded by the Frame

        Collection function of the Aggregator (7.3.1.1.26). This value

        is read-only."

    REFERENCE

        "7.3.1.1.18"

    ::= { dot3adAggXEntry 8 }



dot3adAggFramesTxOK OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of the data frames transmitted by this Aggregator on

        all Aggregation Ports that are (or have been) members of the

        aggregation. The count does not include frames transmitted by

        the Aggregator that carry LACP or Marker PDUs (7.3.3.1.7,

        7.3.3.1.8, 7.3.3.1.9). However, it includes frames discarded

        by the Frame Distribution function of the Aggregator

        (7.3.1.1.25). This value is read-only."

    REFERENCE

        "7.3.1.1.19"

    ::= { dot3adAggXEntry 9 }



dot3adAggFramesRxOK OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of the data frames received by this Aggregator, from

        the Aggregation Ports that are (or have been) members of the

        aggregation. The count does not include frames that carry LACP

        or Marker PDUs (7.3.3.1.2, 7.3.3.1.3, 7.3.3.1.4), or frames

        discarded by the Frame Collection function of the Aggregator

        (7.3.1.1.26). This value is read-only."

    REFERENCE

        "7.3.1.1.20"

    ::= { dot3adAggXEntry 10 }

        

dot3adAggMulticastFramesTxOK OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of the data frames transmitted by this Aggregator on

        all Aggregation Ports that are (or have been) members of the

        aggregation, to a group DA other than the broadcast address.

        The count does not include frames transmitted by the

        Aggregator that carry LACP or Marker PDUs (7.3.3.1.7,

        7.3.3.1.8, 7.3.3.1.9). However, it includes frames discarded

        by the Frame Distribution function of the Aggregator

        (7.3.1.1.25). This value is read-only."

    REFERENCE

        "7.3.1.1.21"

    ::= { dot3adAggXEntry 11 }



dot3adAggMulticastFramesRxOK OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of the data frames received by this Aggregator, from

        the Aggregation Ports that are (or have been) members of the

        aggregation, that were addressed to an active group address

        other than the broadcast address. The count does not include

        frames that carry LACP or Marker PDUs (7.3.3.1.2, 7.3.3.1.3,

        7.3.3.1.4), or frames discarded by the Frame Collection

        function of the Aggregator (7.3.1.1.26). This value is

        read-only."

    REFERENCE

        "7.3.1.1.22"

    ::= { dot3adAggXEntry 12 }



dot3adAggBroadcastFramesTxOK OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of the broadcast data frames transmitted by this

        Aggregator on all Aggregation Ports that are (or have been)

        members of the aggregation. The count does not include frames

        transmitted by the Aggregator that carry LACP or Marker PDUs

        (7.3.3.1.7, 7.3.3.1.8, 7.3.3.1.9). However, it includes frames

        discarded by the Frame Distribution function of the Aggregator

        (7.3.1.1.25). This value is read-only."

    REFERENCE

        "7.3.1.1.23"

    ::= { dot3adAggXEntry 13 }



dot3adAggBroadcastFramesRxOK OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of the broadcast data frames received by this

        Aggregator, from the Aggregation Ports that are (or have been)

        members of the aggregation. The count does not include frames

        that carry LACP or Marker PDUs (7.3.3.1.2, 7.3.3.1.3,

        7.3.3.1.4), illegal or unknown protocol frames (7.3.3.1.5,

        7.3.3.1.6), or frames discarded by the Frame Collection

        function of the Aggregator (7.3.1.1.26). This value is

        read-only."

    REFERENCE

        "7.3.1.1.24"

    ::= { dot3adAggXEntry 14 }



dot3adAggFramesDiscardedOnTx OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of data frames requested to be transmitted by this

        Aggregator that were discarded by the Frame Distribution

        function of the Aggregator when conversations are reallocated

        to different Aggregation Ports, due to the requirement to

        ensure that the conversations are flushed on the old

        Aggregation Ports in order to maintain proper frame ordering

        (B.3), or discarded as a result of excessive collisions by

        Aggregation Ports that are (or have been) members of the

        aggregation. This value is read-only."

    REFERENCE

        "7.3.1.1.25"

    ::= { dot3adAggXEntry 15 }



dot3adAggFramesDiscardedOnRx OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of data frames, received on all Aggregation Ports

        that are (or have been) members of the aggregation, that

        were discarded by the Frame Collection function of the

        Aggregator as they were received on Aggregation Ports whose

        Frame Collection function was disabled. This value is

        read-only."

    REFERENCE

        "7.3.1.1.26"

    ::= { dot3adAggXEntry 16 }



dot3adAggFramesWithTxErrors OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of data frames requested to be transmitted by this

        Aggregator that experienced transmission errors on Aggregation

        Ports that are (or have been) members of the aggregation. This

        count does not include frames discarded due to excess

        collisions. This value is read-only."

    REFERENCE

        "7.3.1.1.27"

    ::= { dot3adAggXEntry 17 }



dot3adAggFramesWithRxErrors OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of data frames discarded on reception by all

        Aggregation Ports that are (or have been) members of the

        aggregation, or that were discarded by the Frame Collection

        function of the Aggregator, or that were discarded by the

        Aggregator due to the detection of an illegal Slow Protocols

        PDU (7.3.3.1.6). This value is read-only."

    REFERENCE

        "7.3.1.1.28"

    ::= { dot3adAggXEntry 18 }



dot3adAggUnknownProtocolFrames OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A count of data frames discarded on reception by all

        Aggregation Ports that are (or have been) members of the

        aggregation, due to the detection of an unknown Slow Protocols

        PDU (7.3.3.1.5). This value is read-only."

    REFERENCE

        "7.3.1.1.29"

    ::= { dot3adAggXEntry 19 }

        

dot3adAggLinkUpDownNotificationEnable OBJECT-TYPE

    SYNTAX       INTEGER {

                    enabled(1),

                    disabled(2)

                 }

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "When set to 'enabled', Link Up and Link Down notifications are

        enabled for this Aggregator. When set to 'disabled', Link Up

        and Link Down notifications are disabled for this Aggregator.

        This value is read-write."

    REFERENCE

        "7.3.1.1.31"

    ::= { dot3adAggXEntry 20 }



dot3adAggPortAlgorithm OBJECT-TYPE

    SYNTAX      OCTET STRING (SIZE (4))

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

        "This object identifies the algorithm used by the Aggregator to

        assign frames to a Port Conversation ID. Table 6-4 provides the

        IEEE 802.1 OUI (00-80-C2) Port Algorithm encodings. A SEQUENCE

		OF OCTETS consisting of a 3-octet OUI or CID and one

        following octet."

    REFERENCE

        "7.3.1.1.33"

    ::= { dot3adAggXEntry 21 }



dot3adAggPartnerAdminPortAlgorithm OBJECT-TYPE

    SYNTAX      OCTET STRING (SIZE (4))

    MAX-ACCESS  read-write

    STATUS      deprecated

    DESCRIPTION

        "This object identifies the value for the algorithm of the

        Partner System, administratively assigned

        for use when the Partner's information is unknown. Table 6-4

        provides the IEEE 802.1 OUI (00-80-C2) Port Algorithm

        encodings. Its default value is set to the 

        'Unspecified' value in Table 6-4. A SEQUENCE OF OCTETS 

        consisting of a 3-octet OUI or CID and one following octet.

        This parameter was eliminated because there was no reason for

        it ever to have a value different from the default value."

    REFERENCE

        "7.3.1.1.34 of IEEE Std 802.1AX-2014"

    DEFVAL  { '0080C200'H }

    ::= { dot3adAggXEntry 22 }



dot3adAggPartnerAdminPortConversationListDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS	 read-write

    STATUS       deprecated

    DESCRIPTION

        "The value for the digest of the prioritized Port Conversation

        ID-to-Link Number assignments of the Partner System,

        administratively assigned for use when the Partner's

        information is unknown. Its default value is set to NULL.

        This parameter was eliminated because there was no reason for

        it ever to have a value different from the default value."

    REFERENCE

        "7.3.1.1.36 of IEEE Std 802.1AX-2014"

    DEFVAL  { ''H }

    ::= { dot3adAggXEntry 23 }



dot3adAggAdminDiscardWrongConversation OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-write

    STATUS       deprecated

    DESCRIPTION

        "The administrative value that determines what the Aggregator

        does with a frame that is received from an Aggregation Port

        with a Port Conversation ID that is not included in the

        Collection_Conversation_Mask. The value 'TRUE' indicates that

        such frames are to be discarded, and the value 'FALSE' that

        they are to be forwarded. This variable needs to be set to

        'TRUE', if bidirectional congruity (8.2.1) is required. Its

        value is set to 'TRUE' by default.

        This object has been replaced by

        dot3adAggAdminDiscardWrongConversation2."

    REFERENCE

        "7.3.1.1.37 of IEEE Std 802.1AX-2014"

    ::= { dot3adAggXEntry 24 }        



dot3adAggPartnerAdminConvServiceMappingDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-write

    STATUS       deprecated

    DESCRIPTION

        "The value for the digest of the Port Conversation ID-to-Service

        ID assignments of the Partner System, assigned by administrator

        or System policy for use when the Partner's information is

        unknown. Its default value is set to NULL.

        This parameter was eliminated because there was no reason for

        it ever to have a value different from the default value."

    REFERENCE

        "7.3.1.1.39 of IEEE Std 802.1AX-2014"

    DEFVAL  { ''H }

    ::= { dot3adAggXEntry 25 }



dot3adAggAdminDiscardWrongConversation2 OBJECT-TYPE

    SYNTAX       INTEGER {

                    forceTrue(1),

                    forceFalse(2),

                    auto(3)

                 }

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The administrative value that determines whether an Aggregator

        discards a frame that is received from an Aggregation Port

        with a Port Conversation ID that has a value of FALSE in the

        Port_Oper_Conversation_Mask. The value 'forceTrue' 

        indicates that such frames are to be discarded, the value 

        'forceFalse' indicates that such frames are to be 

        forwarded, and the value 'auto' indicates that such frames 

        are to be forwarded only when the actor and partner agree 

        on the algorithms and mapping tables used to map frames to 

        Aggregation Ports. Its value is set to 'auto' by default."

    REFERENCE

        "7.3.1.1.35"

    DEFVAL { auto }

    ::= { dot3adAggXEntry 26 }       



dot3adAggOperDiscardWrongConversation OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The operational value that determines whether the Aggregator

        discards a frame that is received from an Aggregation Port

        with a Port Conversation ID that has a value of FALSE in the

        Port_Oper_Conversation_Mask."

    REFERENCE

        "7.3.1.1.37"

    ::= { dot3adAggXEntry 27 }        



dot3adAggConvLinkDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The value for the MD5 digest of aAggAdminConvLinkMap

        (7.3.1.1.34)."

    REFERENCE

        "7.3.1.1.38"

    ::= { dot3adAggXEntry 28 }



dot3adAggConvServiceDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The value for the MD5 digest of aAggAdminConvServiceMap

        (7.3.1.1.36)."

    REFERENCE

        "7.3.1.1.39"

    ::= { dot3adAggXEntry 29 }



dot3adAggPartnerPortAlgorithm OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (4))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "This object identifies the algorithm used by the Partner

        Aggregator to assign frames to a Port Conversation ID.

        A SEQUENCE OF OCTETS consisting of a 3-octet OUI or CID

        and one following octet."

    REFERENCE

        "7.3.1.1.40"

    ::= { dot3adAggXEntry 30 }



dot3adAggPartnerConvLinkDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The value for the MD5 digest of the aAggAdminConvLinkMap

        (7.3.1.1.34) in use by the LACP Partner."

    REFERENCE

        "7.3.1.1.41"

    ::= { dot3adAggXEntry 31 }



dot3adAggPartnerConvServiceDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The value for the MD5 digest of the aAggAdminConvServiceMap

        (7.3.1.1.36) in use by the LACP Partner."

    REFERENCE

        "7.3.1.1.42"

    ::= { dot3adAggXEntry 32 }



dot3adAggActiveLinks OBJECT-TYPE

    SYNTAX       OCTET STRING

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "Each two octets of the octet string represent the operational

        Link_Number of an Aggregation Port that is currently active

        on the Aggregator. An octet string of size zero indicates that

        there are no links currently active on the Aggregator."

    REFERENCE

        "7.3.1.1.43"

    ::= { dot3adAggXEntry 33 }



-- -------------------------------------------------------------

-- The Aggregation Conversation Admin Link Table

-- -------------------------------------------------------------



dot3adAggConversationAdminLinkTable OBJECT-TYPE

    SYNTAX       SEQUENCE OF Dot3adAggConversationAdminLinkEntry

    MAX-ACCESS   not-accessible

    STATUS       current

    DESCRIPTION

        "There are 4096 entries in the table, indexed by

        Port Conversation ID.

        Each contains administrative values of the link selection

        preference list for the referenced Port Conversation ID. This

        selection preference list is a sequence of Link-Numbers for

        each Port Conversation ID, in the order of preference, highest

        to lowest, for the corresponding link to carry that Port

        Conversation ID. A 16-bit zero value is used to indicate

        that no link is assigned to carry the associated Port

        Conversation ID."

    REFERENCE

        "7.3.1.1.34"

    ::= { dot3adAgg 4 }



dot3adAggConversationAdminLinkEntry OBJECT-TYPE

    SYNTAX       Dot3adAggConversationAdminLinkEntry

    MAX-ACCESS   not-accessible

    STATUS       current

    DESCRIPTION

        "An entry contains administrative values of the link selection

        preference list for the referenced Port Conversation ID. This

        selection preference list is a sequence of Link-Numbers for

        each Port Conversation ID, in the order of preference, highest

        to lowest, for the corresponding link to carry that Port

        Conversation ID. A 16 bit zero value is used to indicate

        that no link is assigned to carry the associated Port

        Conversation ID."

    REFERENCE

        "7.3.1.1.34"

    INDEX { dot3adAggConversationAdminLinkId, dot3adAggIndex}

    ::= { dot3adAggConversationAdminLinkTable 1 }





Dot3adAggConversationAdminLinkEntry ::=

    SEQUENCE {

        dot3adAggConversationAdminLinkId

            Integer32,

        dot3adAggConversationAdminLinkList

            OCTET STRING

    }



dot3adAggConversationAdminLinkId OBJECT-TYPE

    SYNTAX      Integer32 (0..4095)

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "An identifier for Port Conversation."

    ::= { dot3adAggConversationAdminLinkEntry 1 }





dot3adAggConversationAdminLinkList OBJECT-TYPE

    SYNTAX      OCTET STRING

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

        "Each two octets of the octet string represent the agreed

        Link Number that is assigned to an Aggregation Port

        (7.3.2.1.27). The list is in the order of preference,

        highest to lowest, for corresponding preferred link to

        carry that Port Conversation ID."

    REFERENCE

        "7.3.1.1.34"

    ::= { dot3adAggConversationAdminLinkEntry 2 }



-- -------------------------------------------------------------

-- The Aggregation Admin Service Conversation Map Table

-- -------------------------------------------------------------

        

dot3adAggAdminServiceConversationMapTable OBJECT-TYPE

    SYNTAX       SEQUENCE OF Dot3adAggAdminServiceConversationMapEntry

    MAX-ACCESS   not-accessible

    STATUS       current

    DESCRIPTION

        "There are 4096 entries in the table, indexed by Port

        Conversation ID. Each contains, in general, a set of

        32-bit values interpreted as Service Identifiers.

        Service IDs not contained in the map are not

        mapped to any Port Conversation ID and will be discarded."

    REFERENCE

        "7.3.1.1.36"

    ::= { dot3adAgg 5 }



dot3adAggAdminServiceConversationMapEntry OBJECT-TYPE

    SYNTAX Dot3adAggAdminServiceConversationMapEntry

    MAX-ACCESS   not-accessible

    STATUS       current

    DESCRIPTION

        "An entry contains, in general, a set of Service IDs,

        unique within the array."

    REFERENCE

        "7.3.1.1.36"

    INDEX { dot3adAggAdminServiceConversationMapId, dot3adAggIndex }

    ::= { dot3adAggAdminServiceConversationMapTable 1 }







Dot3adAggAdminServiceConversationMapEntry ::=

    SEQUENCE {

        dot3adAggAdminServiceConversationMapId

            Integer32,

        dot3adAggAdminServiceConversationServiceIDList

            ServiceIdList

    }



dot3adAggAdminServiceConversationMapId OBJECT-TYPE

    SYNTAX      Integer32 (0..4095)

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "The Port Conversation ID used to index Conversation Map

        entries."

    ::= { dot3adAggAdminServiceConversationMapEntry 1}



dot3adAggAdminServiceConversationServiceIDList OBJECT-TYPE

    SYNTAX      ServiceIdList

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

        "A list contains, in general, a set of Service IDs,

        unique within the array."

    REFERENCE

        "7.3.1.1.36"

    ::= { dot3adAggAdminServiceConversationMapEntry 2}





-- -------------------------------------------------------------

-- The Aggregation Port Table

-- -------------------------------------------------------------



dot3adAggPortTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adAggPortEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A table that contains Link Aggregation Control

        configuration information about every

        Aggregation Port associated with this device.

        A row appears in this table for each physical port."

    REFERENCE

        "7.3.2"

    ::= { dot3adAggPort 1 }





dot3adAggPortEntry OBJECT-TYPE

    SYNTAX      Dot3adAggPortEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A list of Link Aggregation Control configuration

        parameters for each Aggregation Port on this device."

    INDEX      { dot3adAggPortIndex }

    ::= { dot3adAggPortTable 1 }





Dot3adAggPortEntry ::=

    SEQUENCE {

        dot3adAggPortIndex

            InterfaceIndex,

        dot3adAggPortActorSystemPriority

            Integer32,

        dot3adAggPortActorSystemID

            MacAddress,

        dot3adAggPortActorAdminKey

            LacpKey,

        dot3adAggPortActorOperKey

            LacpKey,

        dot3adAggPortPartnerAdminSystemPriority

            Integer32,

        dot3adAggPortPartnerOperSystemPriority

            Integer32,

        dot3adAggPortPartnerAdminSystemID

            MacAddress,

        dot3adAggPortPartnerOperSystemID

            MacAddress,

        dot3adAggPortPartnerAdminKey

            LacpKey,

        dot3adAggPortPartnerOperKey

            LacpKey,

        dot3adAggPortSelectedAggID

            InterfaceIndex,

        dot3adAggPortAttachedAggID

            InterfaceIndex,

        dot3adAggPortActorPort

            Integer32,

        dot3adAggPortActorPortPriority

            Integer32,

        dot3adAggPortPartnerAdminPort

            Integer32,

        dot3adAggPortPartnerOperPort

            Integer32,

        dot3adAggPortPartnerAdminPortPriority

            Integer32,

        dot3adAggPortPartnerOperPortPriority

            Integer32,

        dot3adAggPortActorAdminState

            LacpState,

        dot3adAggPortActorOperState

            LacpState,

        dot3adAggPortPartnerAdminState

            LacpState,

        dot3adAggPortPartnerOperState

            LacpState,

        dot3adAggPortAggregateOrIndividual

            TruthValue

    }





dot3adAggPortIndex OBJECT-TYPE

    SYNTAX       InterfaceIndex

    MAX-ACCESS   not-accessible

    STATUS       current

    DESCRIPTION

        "The unique identifier allocated to this Aggregation Port by

        the local System. This attribute identifies an Aggregation

        Port instance among the subordinate managed objects of the

        containing object. This value is read-only. NOTE-The aAggPortID

        is represented in the SMIv2 MIB as an ifIndex-see D.4.1."

    REFERENCE

        "7.3.2.1.1"

    ::= { dot3adAggPortEntry 1 }





dot3adAggPortActorSystemPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A 2-octet read-write value used to define the priority

        value associated with the Actor's System ID."

    REFERENCE

        "7.3.2.1.2"

    ::= { dot3adAggPortEntry 2 }





dot3adAggPortActorSystemID OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A 6-octet read-only MAC address value that defines the

        value of the System ID for the System that contains this 

        Aggregation Port."

    REFERENCE

        "7.3.2.1.3"

    ::= { dot3adAggPortEntry 3 }





dot3adAggPortActorAdminKey OBJECT-TYPE

    SYNTAX       LacpKey

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The current administrative value of the Key for the

        Aggregation Port. This is a 16-bit read-write value.

        The meaning of particular Key values is of local significance."

    REFERENCE

        "7.3.2.1.4"

    ::= { dot3adAggPortEntry 4 }







dot3adAggPortActorOperKey OBJECT-TYPE

    SYNTAX       LacpKey

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The current operational value of the Key for the

        Aggregation Port. This is a 16-bit read-only value.

        The meaning of particular Key values is of local significance."

    REFERENCE

        "7.3.2.1.5"

    ::= { dot3adAggPortEntry 5 }







dot3adAggPortPartnerAdminSystemPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A 2-octet read-write value used to define the administrative

        value of priority associated with the Partner's System ID. The

        assigned value is used, along with the value of

        aAggPortPartnerAdminSystemID, aAggPortPartnerAdminKey,

        aAggPortPartnerAdminPort, and aAggPortPartnerAdminPortPriority,

        in order to achieve manually configured aggregation."

    REFERENCE

        "7.3.2.1.6"

    ::= { dot3adAggPortEntry 6 }







dot3adAggPortPartnerOperSystemPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A 2-octet read-only value indicating the operational value

        of priority associated with the Partner's System ID. The

        value of this attribute contains the manually configured

        value carried in aAggPortPartnerAdminSystemPriority if there

        is no protocol Partner."

    REFERENCE

        "7.3.2.1.7"

    ::= { dot3adAggPortEntry 7 }







dot3adAggPortPartnerAdminSystemID OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A 6-octet read-write MACAddress value representing

        the administrative value of the Aggregation Port's protocol

        Partner's System ID. The assigned value is used, along with

        the value of aAggPortPartnerAdminSystemPriority,

        aAggPortPartnerAdminKey, aAggPortPartnerAdminPort,

        and aAggPortPartnerAdminPortPriority, in order to

        achieve manually configured aggregation."

    REFERENCE

        "7.3.2.1.8"

    ::= { dot3adAggPortEntry 8 }





dot3adAggPortPartnerOperSystemID OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A 6-octet read-only MACAddress value representing

        the current value of the Aggregation Port's protocol Partner's

        System ID. A value of zero indicates that there is no known

        protocol Partner. The value of this attribute contains the

        manually configured value carried in

        aAggPortPartnerAdminSystemID if there is no protocol Partner."

    REFERENCE

        "7.3.2.1.9"

    ::= { dot3adAggPortEntry 9 }





dot3adAggPortPartnerAdminKey OBJECT-TYPE

    SYNTAX       LacpKey

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The current administrative value of the Key for the

        protocol Partner. This is a 16-bit read-write value.

        The assigned value is used, along with the value of

        aAggPortPartnerAdminSystemPriority,

        aAggPortPartnerAdminSystemID, aAggPortPartnerAdminPort,

        and aAggPortPartnerAdminPortPriority, in order to achieve

        manually configured aggregation."

    REFERENCE

        "7.3.2.1.10"

    ::= { dot3adAggPortEntry 10 }





dot3adAggPortPartnerOperKey OBJECT-TYPE

    SYNTAX       LacpKey

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The current operational value of the Key for the

        protocol Partner. The value of this attribute contains

        the manually configured value carried in

        aAggPortPartnerAdminKey if there is no protocol Partner.

        This is a 16-bit read-only value."

    REFERENCE

        "7.3.2.1.11"

    ::= { dot3adAggPortEntry 11 }





dot3adAggPortSelectedAggID OBJECT-TYPE

    SYNTAX       InterfaceIndex

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The identifier value of the Aggregator that this Aggregation

        Port has currently selected. Zero indicates that the

        Aggregation Port has not selected an Aggregator, either because

        it is in the process of detaching from an Aggregator or because

        there is no suitable Aggregator available for it to select.

        This value is read-only."

    REFERENCE

        "7.3.2.1.12"

    ::= { dot3adAggPortEntry 12 }





dot3adAggPortAttachedAggID OBJECT-TYPE

    SYNTAX       InterfaceIndex

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The identifier value of the Aggregator that this Aggregation

        Port is currently attached to. Zero indicates that the

        Aggregation Port is not currently attached to an Aggregator.

        This value is read-only."

    REFERENCE

        "7.3.2.1.13"

    ::= { dot3adAggPortEntry 13 }





dot3adAggPortActorPort OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The port number locally assigned to the Aggregation Port.

        The port number is communicated in LACPDUs as the

        Actor_Port. This value is read-only."

    REFERENCE

        "7.3.2.1.14"

    ::= { dot3adAggPortEntry 14 }





dot3adAggPortActorPortPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The priority value assigned to this Aggregation Port.

        This 16-bit value is read-write."

    REFERENCE

        "7.3.2.1.15"

    ::= { dot3adAggPortEntry 15 }





dot3adAggPortPartnerAdminPort OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The current administrative value of the port number

        for the protocol Partner. This is a 16-bit read-write value.

        The assigned value is used, along with the value of

        aAggPortPartnerAdminSystemPriority,

        aAggPortPartnerAdminSystemID, aAggPortPartnerAdminKey,

        and aAggPortPartnerAdminPortPriority,

        in order to achieve manually configured aggregation."

    REFERENCE

        "7.3.2.1.16"

    ::= { dot3adAggPortEntry 16 }





dot3adAggPortPartnerOperPort OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The operational port number assigned to this Aggregation

        Port by the Aggregation Port's protocol Partner. The value

        of this attribute contains the manually configured value

        carried in aAggPortPartnerAdminPort if there is no protocol

        Partner. This 16-bit value is read-only."

    REFERENCE

        "7.3.2.1.17"

    ::= { dot3adAggPortEntry 17 }





dot3adAggPortPartnerAdminPortPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The current administrative value of the port priority

        for the protocol Partner. This is a 16-bit read-write value.

        The assigned value is used, along with the value of

        aAggPortPartnerAdminSystemPriority,

        aAggPortPartnerAdminSystemID, aAggPortPartnerAdminKey, and

        aAggPortPartnerAdminPort, in order to achieve manually

        configured aggregation."

    REFERENCE

        "7.3.2.1.18"

    ::= { dot3adAggPortEntry 18 }





dot3adAggPortPartnerOperPortPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The priority value assigned to this Aggregation Port

        by the Partner. The value of this attribute contains the

        manually configured value carried in

        aAggPortPartnerAdminPortPriority if there is no

        protocol Partner. This 16-bit value is read-only."

    REFERENCE

        "7.3.2.1.19"

    ::= { dot3adAggPortEntry 19 }





dot3adAggPortActorAdminState OBJECT-TYPE

    SYNTAX       LacpState

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A string of 8 bits, corresponding to the administrative

        values of the Actor state (Figure 6-9) as transmitted by the

        Actor in LACPDUs. The first bit corresponds to bit 0 of the

        Actor_State (LACP_Activity), the second bit corresponds to

        bit 1 (Short_Timeout), the third bit corresponds to bit 2

        (Aggregation), the fourth bit corresponds to bit 3

        (Synchronization), the fifth bit corresponds to bit 4

        (Collecting), the sixth bit corresponds to bit 5

        (Distributing), the seventh bit corresponds to bit 6

        (Defaulted), and the eighth bit corresponds to bit 7

        (Expired). These values allow administrative control over

        the values of LACP_Activity, Short_Timeout and Aggregation.

        This attribute value is read-write."

    REFERENCE

        "7.3.2.1.20"

    ::= { dot3adAggPortEntry 20 }





dot3adAggPortActorOperState OBJECT-TYPE

    SYNTAX       LacpState

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A string of 8 bits, corresponding to the current

        operational values of Actor_State as transmitted by the

        Actor in LACPDUs. The bit allocations are as defined in

        Figure 6-9. This attribute value is read-only."

    REFERENCE

        "7.3.2.1.21"

    ::= { dot3adAggPortEntry 21 }





dot3adAggPortPartnerAdminState OBJECT-TYPE

    SYNTAX       LacpState

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A string of 8 bits, corresponding to the current

        administrative value of Actor_State for the protocol Partner.

        The bit allocations are as defined in Figure 6-9. This

        attribute value is read-write. The assigned value is used in

        order to achieve manually configured aggregation."

    REFERENCE

        "7.3.2.1.22"

    ::= { dot3adAggPortEntry 22 }





dot3adAggPortPartnerOperState OBJECT-TYPE

    SYNTAX       LacpState

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A string of 8 bits, corresponding to the current values of

        Actor_State in the most recently received LACPDU transmitted

        by the protocol Partner. The bit allocations are as defined in

        Figure 6-9. In the absence of an active protocol Partner, this

        value reflects the manually configured value

        aAggPortPartnerAdminState. This attribute value is read-only."

    REFERENCE

        "7.3.2.1.23"

    ::= { dot3adAggPortEntry 23 }





dot3adAggPortAggregateOrIndividual OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only Boolean value indicating whether the

        Aggregation Port is able to Aggregate ('TRUE') or is

        only able to operate as an Individual link ('FALSE')."

    REFERENCE

        "7.3.2.1.24"

    ::= { dot3adAggPortEntry 24 }





-- -------------------------------------------------------------

-- LACP Statistics Table

-- -------------------------------------------------------------





dot3adAggPortStatsTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adAggPortStatsEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A table that contains Link Aggregation information

        about every port that is associated with this device.

        A row appears in this table for each physical port."

    REFERENCE

        "7.3.3"

    ::= { dot3adAggPort 2 }





dot3adAggPortStatsEntry OBJECT-TYPE

    SYNTAX      Dot3adAggPortStatsEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A list of Link Aggregation Control Protocol statistics

        for each port on this device."

    INDEX { dot3adAggPortIndex }

    ::= { dot3adAggPortStatsTable 1 }





Dot3adAggPortStatsEntry ::=

    SEQUENCE {

        dot3adAggPortStatsLACPDUsRx

            Counter32,

        dot3adAggPortStatsMarkerPDUsRx

            Counter32,

        dot3adAggPortStatsMarkerResponsePDUsRx

            Counter32,

        dot3adAggPortStatsUnknownRx

            Counter32,

        dot3adAggPortStatsIllegalRx

            Counter32,

        dot3adAggPortStatsLACPDUsTx

            Counter32,

        dot3adAggPortStatsMarkerPDUsTx

            Counter32,

        dot3adAggPortStatsMarkerResponsePDUsTx

            Counter32

    }





dot3adAggPortStatsLACPDUsRx OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of valid LACPDUs received on this

        Aggregation Port. This value is read-only."

    REFERENCE

        "7.3.3.1.2"

    ::= { dot3adAggPortStatsEntry 1 }





dot3adAggPortStatsMarkerPDUsRx OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of valid Marker PDUs received on this

        Aggregation Port. This value is read-only."

    REFERENCE

        "7.3.3.1.3"

    ::= { dot3adAggPortStatsEntry 2 }





dot3adAggPortStatsMarkerResponsePDUsRx OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of valid Marker Response PDUs received on this

        Aggregation Port. This value is read-only."

    REFERENCE

        "7.3.3.1.4"

    ::= { dot3adAggPortStatsEntry 3 }





dot3adAggPortStatsUnknownRx OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of frames received that either:

        - carry the Slow Protocols EtherType value

          (IEEE Std 802.3-2018, Annex 57A.4), but

          contain an unknown PDU, or:

        - are addressed to the Slow Protocols group MAC

          Address (IEEE Std 802.3-2018, Annex 57A.3),

          but do not carry the Slow Protocols EtherType.

        This value is read-only."

    REFERENCE

        "7.3.3.1.5"

    ::= { dot3adAggPortStatsEntry 4 }





dot3adAggPortStatsIllegalRx OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of frames received that carry the Slow

        Protocols Ethernet Type value (IEEE Std 802.3-2018,

        Annex 57A.4), but contain a badly formed PDU or an

        illegal value of Protocol Subtype (IEEE Std

        802.3-2018, Annex 57A.3). This value is read-only."

    REFERENCE

        "7.3.3.1.6"

    ::= { dot3adAggPortStatsEntry 5 }





dot3adAggPortStatsLACPDUsTx OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of LACPDUs transmitted on this

        Aggregation Port. This value is read-only."

    REFERENCE

        "7.3.3.1.7"

    ::= { dot3adAggPortStatsEntry 6 }





dot3adAggPortStatsMarkerPDUsTx OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of Marker PDUs transmitted on this

        Aggregation Port. This value is read-only."

    REFERENCE

        "7.3.3.1.8"

    ::= { dot3adAggPortStatsEntry 7 }





dot3adAggPortStatsMarkerResponsePDUsTx OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of Marker Response PDUs transmitted

        on this Aggregation Port. This value is read-only."

    REFERENCE

        "7.3.3.1.9"

    ::= { dot3adAggPortStatsEntry 8 }





-- -------------------------------------------------------------

-- LACP Debug Table

-- -------------------------------------------------------------

dot3adAggPortDebugTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adAggPortDebugEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A table that contains Link Aggregation debug

        information about every port that is associated with

        this device.  A row appears in this table for each

        physical port."

    REFERENCE

        "7.3.4"

    ::= { dot3adAggPort 3 }





dot3adAggPortDebugEntry OBJECT-TYPE

    SYNTAX      Dot3adAggPortDebugEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A list of the debug parameters for a port."

    INDEX { dot3adAggPortIndex }

    ::= { dot3adAggPortDebugTable 1 }





Dot3adAggPortDebugEntry ::=

    SEQUENCE {

        dot3adAggPortDebugRxState

            Integer32,

        dot3adAggPortDebugLastRxTime

            TimeTicks,

        dot3adAggPortDebugMuxState

            Integer32,

        dot3adAggPortDebugMuxReason

            DisplayString,

        dot3adAggPortDebugActorChurnState

            ChurnState,

        dot3adAggPortDebugPartnerChurnState

            ChurnState,

        dot3adAggPortDebugActorChurnCount

            Counter32,

        dot3adAggPortDebugPartnerChurnCount

            Counter32,

        dot3adAggPortDebugActorSyncTransitionCount

            Counter32,

        dot3adAggPortDebugPartnerSyncTransitionCount

            Counter32,

        dot3adAggPortDebugActorChangeCount

            Counter32,

        dot3adAggPortDebugPartnerChangeCount

            Counter32

    }





dot3adAggPortDebugRxState OBJECT-TYPE

    SYNTAX       INTEGER {

                    currentRx(1),

                    expired(2),

                    defaulted(3),

                    initialize(4),

                    lacpDisabled(5),

                    portDisabled(6)

                }

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "This attribute holds the value 'currentRx' if the Receive

        state machine for the Aggregation Port is in the 

        CURRENT state, 'expired' if the Receive state machine

        is in the EXPIRED state, 'defaulted' if the Receive state

        machine is in the DEFAULTED state, 'initialize' if the

        Receive state machine is in the INITIALIZE state,

        'lacpDisabled' if the Receive state machine is in the

        LACP_DISABLED state, or 'portDisabled' if the Receive

        state machine is in the PORT_DISABLED state.

        This value is read-only."

    REFERENCE

        "7.3.4.1.2"

    ::= { dot3adAggPortDebugEntry 1 }





dot3adAggPortDebugLastRxTime OBJECT-TYPE

    SYNTAX       TimeTicks

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The time at which the last LACPDU was received by this

        Aggregation Port, in terms of centiseconds since the system

        was last reset. The ifLastChange object in the Interfaces MIB

        defined in IETF RFC 2863 is a suitable object for supplying a

        value for aAggPortDebugLastRxTime. This value is read-only.

        NOTE - aAggPortDebugLastRxTime was defined in terms of the

        aTimeSinceSystemReset variable of IEEE Std 802.3-2018,

        Annex F, F.2.1, in earlier versions of this standard.

        aTimeSinceSystemReset and ifLastChange have the same meaning."

    REFERENCE

        "7.3.4.1.3"

    ::= { dot3adAggPortDebugEntry 2 }





dot3adAggPortDebugMuxState OBJECT-TYPE

    SYNTAX       INTEGER {

                    detached(1),

                    waiting(2),

                    attached(3),

                    collecting(4),

                    distributing(5),

                    collectingDistributing(6),

                    attach(7),

                    attachedWtr(8)

                 }

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "This attribute holds the value 'detached' if the Mux

        state machine (5.4.14) for the Aggregation Port is

        in the DETACHED state, 'waiting' if the Mux state machine

        is in the WAITING state, 'attached' if the Mux state

        machine for the Aggregation Port is in the ATTACHED

        state, 'collecting' if the Mux state machine for the

        Aggregation Port is in the COLLECTING state, 'distributing'

        if the Mux state machine for the Aggregation Port is

        in the DISTRIBUTING state, 'collectingDistributing'

        if the Mux state machine for the Aggregation Port is in

        the COLLECTING_DISTRIBUTING state, 'attach'

        if the Mux state machine for the Aggregation Port is

        in the ATTACH state, and 'attachedWtr'

        if the Mux state machine for the Aggregation Port is in

        the ATTACHED_WTR state.

        This value is read-only."

    REFERENCE

        "7.3.4.1.4"

    ::= { dot3adAggPortDebugEntry 3 }





dot3adAggPortDebugMuxReason OBJECT-TYPE

    SYNTAX       DisplayString

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A human-readable text string indicating the reason

        for the most recent change of Mux machine state.

        This value is read-only."

    REFERENCE

        "7.3.4.1.5"

    ::= { dot3adAggPortDebugEntry 4 }





dot3adAggPortDebugActorChurnState OBJECT-TYPE

    SYNTAX       ChurnState

    MAX-ACCESS   read-only

    STATUS       deprecated

    DESCRIPTION

        "The state of the Actor Churn Detection machine

        (6.4.17) for the Aggregation Port. A value of 'noChurn'

        indicates that the state machine is in either the

        NO_ACTOR_CHURN or the ACTOR_CHURN_MONITOR

        state, and 'churn' indicates that the state machine is in the

        ACTOR_CHURN state. This value is read-only.

        The churn machines proved not to be as useful as originally

        anticipated and were removed from the current revision."

    REFERENCE

        "7.3.4.1.6 of IEEE Std 802.1AX-2014"

    ::= { dot3adAggPortDebugEntry 5 }





dot3adAggPortDebugPartnerChurnState OBJECT-TYPE

    SYNTAX       ChurnState

    MAX-ACCESS   read-only

    STATUS       deprecated

    DESCRIPTION

        "The state of the Partner Churn Detection machine

        (6.4.17) for the Aggregation Port. A value of 'noChurn'

        indicates that the state machine is in either the

        NO_PARTNER_CHURN or the PARTNER_CHURN_MONITOR

        state, and 'churn' indicates that the state machine is

        in the PARTNER_CHURN state.

        This value is read-only.

        The churn machines proved not to be as useful as originally

        anticipated and were removed from the current revision."

    REFERENCE

        "7.3.4.1.7 of IEEE Std 802.1AX-2014"

    ::= { dot3adAggPortDebugEntry 6 }





dot3adAggPortDebugActorChurnCount OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       deprecated

    DESCRIPTION

        "Count of the number of times the Actor Churn state

        machine has entered the ACTOR_CHURN state.

        This value is read-only.

        The churn machines proved not to be as useful as originally

        anticipated and were removed from the current revision."

    REFERENCE

        "7.3.4.1.8 of IEEE Std 802.1AX-2014"

    ::= { dot3adAggPortDebugEntry 7 }





dot3adAggPortDebugPartnerChurnCount OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       deprecated

    DESCRIPTION

        "Count of the number of times the Partner Churn

        state machine has entered the PARTNER_CHURN state.

        This value is read-only.

        The churn machines proved not to be as useful as originally

        anticipated and were removed from the current revision."

    REFERENCE

        "7.3.4.1.9 of IEEE Std 802.1AX-2014"

    ::= { dot3adAggPortDebugEntry 8 }





dot3adAggPortDebugActorSyncTransitionCount OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "Count of the number of times the Actor's Mux state

        machine (6.4.13) has changed

        Actor_Oper_Port_State.Synchronization from FALSE to TRUE.

        This value is read-only."

    REFERENCE

        "7.3.4.1.6"

    ::= { dot3adAggPortDebugEntry 9 }





dot3adAggPortDebugPartnerSyncTransitionCount OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "Count of the number of times the Partner's Mux

        state machine (6.4.13) has changed its synchronization

        state from FALSE to TRUE.

        This value is read-only."

    REFERENCE

        "7.3.4.1.7"

    ::= { dot3adAggPortDebugEntry 10 }





dot3adAggPortDebugActorChangeCount OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "Count of the number of times the Actor's perception of

        the LAG ID for this Aggregation Port has changed.

        This value is read-only."

    REFERENCE

        "7.3.4.1.8"

    ::= { dot3adAggPortDebugEntry 11 }





dot3adAggPortDebugPartnerChangeCount OBJECT-TYPE

    SYNTAX       Counter32

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "Count of the number of times the Partner's perception of

        the LAG ID (see 6.3.6.1) for this Aggregation Port has changed.

        This value is read-only."

    REFERENCE

        "7.3.4.1.9"

    ::= { dot3adAggPortDebugEntry 12 }







-- -------------------------------------------------------------

-- Extension of the Aggregation Port Table

-- -------------------------------------------------------------

dot3adAggPortXTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adAggPortXEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A table that extends dot3adAggPortTable."

    REFERENCE

        "7.3.2.2"

    ::= { dot3adAggPort 4 }





dot3adAggPortXEntry OBJECT-TYPE

    SYNTAX          Dot3adAggPortXEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A list of extension parameters for Aggregation Port."

    AUGMENTS { dot3adAggPortEntry }

    ::= { dot3adAggPortXTable 1 }





Dot3adAggPortXEntry ::=

    SEQUENCE {

        dot3adAggPortProtocolDA

            MacAddress

    }



dot3adAggPortProtocolDA OBJECT-TYPE

    SYNTAX      MacAddress

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

        "A 6-octet read-write MACAddress value specifying the

        DA to be used when sending Link  Aggregation Control

        and Marker PDUs on this Aggregation Port, corresponding

        to the value of Protocol_DA in 6.2.8.1.2, 6.2.10.1.3 and

        6.5.4.2.1. The default value shall be the IEEE 802.3

        Slow_Protocols_Multicast address."

    REFERENCE

        "7.3.2.2.1"

    DEFVAL { '0180C2000002'H }

    ::= { dot3adAggPortXEntry 1 }



-- -------------------------------------------------------------

-- Second extension of the Aggregation Port Table

-- -------------------------------------------------------------

dot3adAggPortSecondXTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adAggPortSecondXEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A table that extends dot3adAggPortTable."

    REFERENCE

        "7.3.2"

    ::= { dot3adAggPort 5 }





dot3adAggPortSecondXEntry OBJECT-TYPE

    SYNTAX          Dot3adAggPortSecondXEntry

    MAX-ACCESS      not-accessible

    STATUS          current

    DESCRIPTION

        "A list of extension parameters for Aggregation Port."

    AUGMENTS { dot3adAggPortEntry }

    ::= { dot3adAggPortSecondXTable 1 }



Dot3adAggPortSecondXEntry ::=

    SEQUENCE {

        dot3adAggPortOperConversationPasses

            OCTET STRING,

        dot3adAggPortOperConversationCollected

            OCTET STRING,

        dot3adAggPortLinkNumberId

            Integer32,

        dot3adAggPortPartnerAdminLinkNumberId

            Integer32,

        dot3adAggPortWTRTime

            Integer32,

        dot3adAggPortEnableLongPDUXmit

            TruthValue,

        dot3adAggPortWTRTime2

            Integer32,

        dot3adAggPortOperLinkNumber

            Integer32,

        dot3adAggPortPartnerLinkNumber

            Integer32,

        dot3adAggPortWtrRevertive

            TruthValue,

        dot3adAggPortWtrWaiting

            TruthValue,

        dot3adAggPortActorLacpVersion

            Integer32,

        dot3adAggPortPartnerLacpVersion

            Integer32

    }



dot3adAggPortOperConversationPasses OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only current operational vector of Boolean

        values, with one value for each possible Port

        Conversation ID. A 1 indicates that the Port

        Conversation ID is distributed through this Aggregation

        Port, and a 0 indicates that it cannot.

        aAggPortOperConversationPasses is referencing the

        current value of Port_Oper_Conversation_Mask

        (6.6.3.2, 6.2.7.1.2)."

    REFERENCE

        "7.3.2.1.25"

    ::= { dot3adAggPortSecondXEntry 1 }



dot3adAggPortOperConversationCollected OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only current operational vector of Boolean values,

        with one value for each possible Port Conversation ID. A 1

        indicates that the Port Conversation ID is collected through

        this Aggregation Port, and a 0 indicates that it cannot.

        aAggPortOperConversationPasses is referencing the current

        value of Collection_Conversation_Mask (6.2.7.1.2)."

    REFERENCE

        "7.3.2.1.26"

    ::= { dot3adAggPortSecondXEntry 2 }



dot3adAggPortLinkNumberId OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The Link Number value configured for this Aggregation Port

        by the System's administrator, unique among all Aggregation

        Ports that have the same aAggPortActorSystemPriority,

        aAggPortActorSystemID, and aAggPortActorAdminKey values,

        and selected from the set of Link Numbers in the

        aAggAdminConvLinkMap of any Aggregator with matching

        aAggPortActorSystemPriority, aAggPortActorSystemID, and

        aAggPortActorAdminKey values."

    REFERENCE

        "7.3.2.1.27"

    ::= { dot3adAggPortSecondXEntry 3 }



dot3adAggPortPartnerAdminLinkNumberId OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       deprecated

    DESCRIPTION

        "The value for the Link Number of the Partner System for

        this Aggregation Port, administratively assigned 

        for use when the Partner's information is unknown. Its

        default value is set to 0.

        This parameter was eliminated because there was no reason for

        it ever to have a value different from the default value."

    REFERENCE

        "7.3.2.1.28 of IEEE Std 802.1AX-2014"

    DEFVAL  { 0 }

    ::= { dot3adAggPortSecondXEntry 4 }



dot3adAggPortWTRTime OBJECT-TYPE

    SYNTAX       Integer32 (0 | 5..12 | 100)

    MAX-ACCESS   read-write 

    STATUS       deprecated

    DESCRIPTION

        "The wait-to-restore (WTR) period accompanying selection

        rules set by aAggConversationAdminLink[] in a command issued

        by a network administrator. It can be configured in steps of

        1 min between 5 min and 12 min, while two additional special

        values are also used. The value 0 indicates revertive and is

        the default value. The value 100 indicates non-revertive mode

        of operation, and the wtrWhile will be kept to the value 100.

        This object has been replaced by dot3adAggPortWTRTime2."

    REFERENCE

        "7.3.2.1.29 of IEEE Std 802.1AX-2014"

    DEFVAL  { 0 }

    ::= { dot3adAggPortSecondXEntry 5 }	



dot3adAggPortEnableLongPDUXmit OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-write

    STATUS       deprecated

    DESCRIPTION

        "A read-write Boolean value indicating whether the

        Aggregation Port is able to transmit LACPDUs longer than

        110 octets ('TRUE') or is only able to transmit fixed 

        size 110 octet LACPDUs ('FALSE'). Its default value is 

        'TRUE'.

        This parameter was removed because an implementation

        conformant to the current standard has no need to transmit

        long LACPDUs."

    REFERENCE

        "7.3.2.1.30 of IEEE Std 802.1AX-2014/Cor1-2017"

    DEFVAL { true }

    ::= { dot3adAggPortSecondXEntry 6 }



dot3adAggPortWTRTime2 OBJECT-TYPE

    SYNTAX       Integer32

    MAX-ACCESS   read-write 

    STATUS       current

    DESCRIPTION

        "The wait-to-restore (WTR) period, in seconds, that needs to

        elapse between an Aggregation Port on a LAG coming up

        (Port_Operational becoming TRUE) and being permitted to

        become active (transmitting and receiving frames) on the LAG."

    REFERENCE

        "7.3.2.1.30"

    DEFVAL  { 0 }

    ::= { dot3adAggPortSecondXEntry 7 }	



dot3adAggPortOperLinkNumber OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The operational Link_Number value for this Aggregation Port."

    REFERENCE

        "7.3.2.1.28"

    ::= { dot3adAggPortSecondXEntry 8 }



dot3adAggPortPartnerLinkNumber OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The last-received value of the Partner_Link_Number, or zero

        if the Aggregator Port is using default values for the Partner

        or the Partner_LACP_Version is 1."

    REFERENCE

        "7.3.2.1.29"

    ::= { dot3adAggPortSecondXEntry 9 }



dot3adAggPortWtrRevertive OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "Controls revertive or non-revertive mode of operation.

        When TRUE the Aggregation Port can become active as soon

        as the wait-to-restore timer expires regardless of the state

        of other links in the LAG. When FALSE the Aggregation Port

        cannot become active unless there are no other links that

        can become active in the LAG."

    REFERENCE

        "7.3.2.1.31"

    DEFVAL { true }

    ::= { dot3adAggPortSecondXEntry 10 }



dot3adAggPortWtrWaiting OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "Indicates the Aggregation Port is inhibited from becoming

        active for an interval (determined by the aAggPortWtrTime)

        after becoming operational, or while non-revertive operation

        is being enforced by the Selection Logic."

    REFERENCE

        "7.3.2.1.32"

    ::= { dot3adAggPortSecondXEntry 11 }



dot3adAggPortActorLacpVersion OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The version number transmitted in LACPDUs on this

        Aggregation Port."

    REFERENCE

        "7.3.2.1.33"

    ::= { dot3adAggPortSecondXEntry 12 }



dot3adAggPortPartnerLacpVersion OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The version number in the LACPDU most recently received

        on this Aggregation Port."

    REFERENCE

        "7.3.2.1.34"

    ::= { dot3adAggPortSecondXEntry 13 }



-- -------------------------------------------------------------

-- Extension of the LACP Debug Table

-- -------------------------------------------------------------

dot3adAggPortDebugXTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adAggPortDebugXEntry

    MAX-ACCESS  not-accessible

    STATUS      deprecated

    DESCRIPTION

        "A table that extends dot3adAggPortDebugTable."

    REFERENCE

        "7.3.4"

    ::= { dot3adAggPort 6 }





dot3adAggPortDebugXEntry OBJECT-TYPE

    SYNTAX      Dot3adAggPortDebugXEntry

    MAX-ACCESS  not-accessible

    STATUS      deprecated

    DESCRIPTION

        "A list of extension parameters for the LACP Port Debug table."

    AUGMENTS { dot3adAggPortDebugEntry }

    ::= { dot3adAggPortDebugXTable 1 }





Dot3adAggPortDebugXEntry ::=

    SEQUENCE {

        dot3adAggPortDebugActorCDSChurnState

            ChurnState,

        dot3adAggPortDebugPartnerCDSChurnState

            ChurnState,

        dot3adAggPortDebugActorCDSChurnCount

            Counter64,

        dot3adAggPortDebugPartnerCDSChurnCount

            Counter64

    }



dot3adAggPortDebugActorCDSChurnState OBJECT-TYPE

    SYNTAX       ChurnState

    MAX-ACCESS   read-only

    STATUS       deprecated

    DESCRIPTION

        "This managed object is applicable only when

        Conversation-sensitive frame collection and distribution

        as specified in 6.6 is supported. The state of the Actor

        CDS Churn Detection machine (6.6.2.7) for the Aggregation

        Port. A value of 'noChurn' indicates that the state machine

        is in either the NO_ACTOR_CDS_CHURN or the

        ACTOR_CHURN_CDS_MONITOR state, and 'churn' indicates that

        the state machine is in the ACTOR_CDS_CHURN state. This value

        is read-only.

        The churn machines proved not to be as useful as originally

        anticipated and were removed from the current revision."

    REFERENCE

        "7.3.4.1.14 of IEEE Std 802.1AX-2014"

    ::= { dot3adAggPortDebugXEntry 1 }



dot3adAggPortDebugPartnerCDSChurnState OBJECT-TYPE

    SYNTAX       ChurnState

    MAX-ACCESS   read-only

    STATUS       deprecated

    DESCRIPTION

        "This managed object is applicable only when

        Conversation-sensitive frame collection and distribution

        as specified in 6.6 is supported. The state of the Partner

        CDS Churn Detection machine (6.6.2.7) for the Aggregation

        Port. A value of 'noChurn' indicates that the state machine

        is in either the NO_PARTNER_CDS_CHURN or the

        PARTNER_CDS_CHURN_MONITOR state, and 'churn' indicates that

        the state machine is in the PARTNER_CDSCHURN state. This value

        is read-only.

        The churn machines proved not to be as useful as originally

        anticipated and were removed from the current revision."

    REFERENCE

        "7.3.4.1.15 of IEEE Std 802.1AX-2014"

    ::= { dot3adAggPortDebugXEntry 2 }



dot3adAggPortDebugActorCDSChurnCount OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "times entered ACTOR_CDS_CHURN"

    MAX-ACCESS   read-only

    STATUS       deprecated

    DESCRIPTION

        "This managed object is applicable only when

        Conversation-sensitive frame collection and distribution

        as specified in 6.6 is supported. Count of the number of

        times the Actor CDS Churn state machine has entered the

        ACTOR_CDS_CHURN state. This value is read-only.

        The churn machines proved not to be as useful as originally

        anticipated and were removed from the current revision."

    REFERENCE

        "7.3.4.1.16 of IEEE Std 802.1AX-2014"

    ::= { dot3adAggPortDebugXEntry 3 }



dot3adAggPortDebugPartnerCDSChurnCount OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "times entered PARTNER_CDS_CHURN"

    MAX-ACCESS   read-only

    STATUS       deprecated

    DESCRIPTION

        "This managed object is applicable only when

        Conversation-sensitive frame collection and distribution

        as specified in 6.6 is supported. Count of the number of

        times the Partner CDS Churn state machine has entered the

        PARTNER_CDS_CHURN state. This value is read-only.

        The churn machines proved not to be as useful as originally

        anticipated and were removed from the current revision."

    REFERENCE

        "7.3.4.1.17 of IEEE Std 802.1AX-2014"

    ::= { dot3adAggPortDebugXEntry 4 }





-- -------------------------------------------------------------

-- The DRNI Configuration Table

-- -------------------------------------------------------------



dot3adDrniTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adDrniEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A table that contains information about every

        DRNI Gateway that is associated with this System."

    REFERENCE

        "7.4.1"

    ::= { dot3adDrni 1 }



dot3adDrniEntry OBJECT-TYPE

    SYNTAX      Dot3adDrniEntry

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "A list of the DRNI parameters. This is indexed

        by the ifIndex of the DRNI Gateway Port."

    INDEX { dot3adDrniIndex }

    ::= { dot3adDrniTable 1 }



Dot3adDrniEntry ::=

    SEQUENCE {

        dot3adDrniIndex

            InterfaceIndex,

        dot3adDrniDescription

            SnmpAdminString,

        dot3adDrniName

            SnmpAdminString,

        dot3adDrniPortalAddr

            MacAddress,

        dot3adDrniPortalPriority

            Integer32,

        dot3adDrniThreePortalSystem

            TruthValue,

        dot3adDrniPortalSystemNumber

            Integer32,

        dot3adDrniIntraPortalLinkList 

            PortalLinkList,

        dot3adDrniAggregator

            InterfaceIndex,

        dot3adDrniNeighborAdminConvGatewayListDigest

            OCTET STRING,

        dot3adDrniNeighborAdminConvPortListDigest

            OCTET STRING,

        dot3adDrniGatewayAlgorithm

            OCTET STRING,

        dot3adDrniNeighborAdminGatewayAlgorithm

            OCTET STRING,

        dot3adDrniNeighborAdminPortAlgorithm

            OCTET STRING,

        dot3adDrniNeighborAdminDRCPState

            DrcpState,

        dot3adDrniEncapsulationMethod

            OCTET STRING,

        dot3adDrniDRPortConversationPasses

            OCTET STRING,

        dot3adDrniDRGatewayConversationPasses

            OCTET STRING,

        dot3adDrniPSI

            TruthValue,            

        dot3adDrniPortConversationControl

            TruthValue,

        dot3adDrniIntraPortalPortProtocolDA

            MacAddress,

        dot3adDrniProtocolDA

            MacAddress,

        dot3adDrniAggregatorSystem

            MacAddress,

        dot3adDrniAggregatorSystemPriority

            Integer32,

        dot3adDrniCscdGatewayControl

            TruthValue,

        dot3adDrniDRClientGatewayControl

            TruthValue,

        dot3adDrniGatewayEnableMask

            OCTET STRING,

        dot3adDrniGatewayPreferenceMask

            OCTET STRING,

        dot3adDrniGatewayConvServiceDigest

            OCTET STRING,

        dot3adDrniGatewayAvailableMask

            OCTET STRING,

        dot3adDrniIntraRelayPort

            InterfaceIndex,

        dot3adDrniHomeAdminIrpState

            IrpState,

        dot3adDrniHomeOperIrpState

            IrpState,

        dot3adDrniNeighborOperIrpState

            IrpState,

        dot3adDrniNeighborPortConversationPasses

            OCTET STRING,

        dot3adDrniNeighborGatewayConversationPasses

            OCTET STRING,

        dot3adDrniNeighborSystem

            MacAddress,

        dot3adDrniNeighborSystemPriority

            Integer32,

        dot3adDrniSequenceNumbers

            OCTET STRING,

        dot3adDrniNeighborAggregatorAlgorithm

            OCTET STRING,

        dot3adDrniNeighborAggregatorConvServiceDigest

            OCTET STRING,

        dot3adDrniNeighborAggregatorConvLinkDigest

            OCTET STRING,

        dot3adDrniNeighborPartnerSystemPriority

            Integer32,

        dot3adDrniNeighborPartnerSystem

            MacAddress,

        dot3adDrniNeighborPartnerAggregatorKey

            LacpKey,

        dot3adDrniNeighborCscdState

            CscdState,

        dot3adDrniNeighborActiveLinks

            OCTET STRING,

        dot3adDrniNeighborGatewayAlgorithm

            OCTET STRING,

        dot3adDrniNeighborGatewayConvServiceDigest

            OCTET STRING,

        dot3adDrniNeighborGatewayAvailableMask

            OCTET STRING,

        dot3adDrniNeighborGatewayPreferenceMask

            OCTET STRING,

        dot3adDrniDRCPDUsRx

            Counter64,

        dot3adDrniIllegalRx

            Counter64,

        dot3adDrniDRCPDUsTx

            Counter64,

        dot3adDrniAggregationPortList

            PortList,

        dot3adDrniAggregatorKey

            Integer32,

        dot3adDrniNeighborDrniKey

            Integer32

    }



dot3adDrniIndex OBJECT-TYPE

    SYNTAX       InterfaceIndex

    MAX-ACCESS   not-accessible

    STATUS       current

    DESCRIPTION

        "The unique identifier allocated to this DRNI Gateway by

        the local System. This attribute identifies a DRNI Gateway

        Port instance among the subordinate managed objects of the

        containing object. This value is read-only."

    REFERENCE

        "7.4.1.1.1"

    ::= { dot3adDrniEntry 1 }



dot3adDrniDescription OBJECT-TYPE

    SYNTAX       SnmpAdminString

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A human-readable text string containing information about the

        DRNI Gateway. This string is read-only. The contents are

        vendor specific."

    REFERENCE

        "7.4.1.1.2"

    ::= { dot3adDrniEntry 2 }



dot3adDrniName OBJECT-TYPE

    SYNTAX       SnmpAdminString

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A human-readable text string containing a locally significant

        name for the DRNI Gateway. This string is read-write."

    REFERENCE

        "7.4.1.1.3"

    ::= { dot3adDrniEntry 3 }



dot3adDrniPortalAddr OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "A read-write identifier of a particular Portal.

        aDrniPortalAddr has to be unique among at least all of the

        potential Portal Systems to which a given Portal System might

        be attached via an IPL Intra-Portal Link. Also used as the

        Actor's System ID (6.3.2) for the emulated system.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.4 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniEntry 4 }





dot3adDrniPortalPriority OBJECT-TYPE

    SYNTAX       Integer32

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "A 2-octet read-write value indicating the priority value

        associated with the Portal's System ID. Also used as the

        Actor's System Priority (6.3.2) for the emulated system.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.5 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniEntry 5 }



dot3adDrniThreePortalSystem OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "A read-write Boolean value indicating whether this

        Portal System is part of a Portal consisting of three

        Portal Systems or not. Value 1 stands for a Portal of

        three Portal Systems, value 0 stands for a Portal of

        two Portal Systems. The default value is 0.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.6 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniEntry 6 }



dot3adDrniPortalSystemNumber OBJECT-TYPE

    SYNTAX       Integer32 (1..3)

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "A read-write identifier of this particular Portal System

        within a Portal. It is the responsibility of the network

        administrator to ensure that these numbers are unique among

        the Portal Systems with the same aDrniPortalAddr.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.7 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniEntry 7 }



dot3adDrniIntraPortalLinkList OBJECT-TYPE

    SYNTAX       PortalLinkList

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "Read-write list of the Interface Identifiers of the Ports to

        the Intra-Portal Links assigned to this Distributed Relay. Each

        Interface Identifier, a Port ID (6.3.4), has the two least

        significant bits of its Port Priority (7.3.2.1.15) configured

        to match the Portal System Number of the attached Portal

        System. The number of IPLs in the list depends on the Portal

        topology. For a Portal of three Portal Systems two or three

        IPLs can be used, for a Portal of two Portal Systems a single

        IPL is required and for a single Portal System no IPL is

        required.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.8 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniEntry 8 }



dot3adDrniAggregator OBJECT-TYPE

    SYNTAX       InterfaceIndex

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The read-write Interface Identifier of the Aggregator

        Port supporting this DRNI Gateway."

    REFERENCE

        "7.4.1.1.4"

    ::= { dot3adDrniEntry 9 }





dot3adDrniNeighborAdminConvGatewayListDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "The value for the digest of the prioritized Gateway

        Conversation ID-to-Gateway assignments of the Neighbor

        Portal System, assigned by administrator or system

        policy for use when the Neighbor Portal System's

        information is unknown. Its default value is set to NULL.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.11 of IEEE Std 802.1AX-2014"

    DEFVAL  { ''H }

    ::= { dot3adDrniEntry 10 }





dot3adDrniNeighborAdminConvPortListDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "The value for the digest of the prioritized Port Conversation

        ID-to-Aggregation Port assignments of the Neighbor Portal

        System, assigned by administrator or system policy for use when

        the Neighbor Portal System's information is unknown. Its default

        value is set to NULL.

        This object was rendered obsolete when the Distributed 

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.12 of IEEE Std 802.1AX-2014"

    DEFVAL  { ''H }

    ::= { dot3adDrniEntry 11 }



dot3adDrniGatewayAlgorithm OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (4))

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "This object identifies the algorithm used by the DRNI Gateway

        to assign frames to a Gateway Conversation ID. Table 8-1

        provides the IEEE 802.1 OUI (00-80-C2) Gateway Algorithm

        encodings. A SEQUENCE OF OCTETS consisting of an OUI or CID

        and one following octet."

    REFERENCE

        "7.4.1.1.6"

    ::= { dot3adDrniEntry 12 }



dot3adDrniNeighborAdminGatewayAlgorithm OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "This object identifies the value for the Gateway algorithm

        of the Neighbor Portal System, assigned by administrator or

        system policy for use when the Neighbor Portal System's

        information is unknown. Table 9-7 provides the IEEE 802.1

        OUI (00-80-C2) Gateway Algorithm encodings. Its default value

        is set to NULL. A SEQUENCE OF OCTETS consisting of a 3-octet

        OUI or CID and one following octet.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.14 of IEEE Std 802.1AX-2014"

    DEFVAL  { ''H }

    ::= { dot3adDrniEntry 13 }



dot3adDrniNeighborAdminPortAlgorithm OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "This object identifies the value for the Port Algorithm of

        the Neighbor Portal System, assigned by administrator or

        system policy for use when the Neighbor Portal System's

        information is unknown. Table 6-4 provides the IEEE 802.1

        OUI (00-80-C2) Port Algorithm encodings. Its default value

        is set to NULL. A SEQUENCE OF OCTETS consisting of a

        3-octet OUI or CID and one following octet.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.15 of IEEE Std 802.1AX-2014"

    DEFVAL  { ''H }

    ::= { dot3adDrniEntry 14 }



dot3adDrniNeighborAdminDRCPState OBJECT-TYPE

    SYNTAX       DrcpState

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "A string of 8 bits, corresponding to the administrative

        values of DRCP_State [item s) in 9.4.3.2] as transmitted by

        this Portal System in DRCPDUs. The first bit corresponds to

        bit 0 of DRCP_State (HomeGateway), the second bit corresponds

        to bit 1 (NeighborGateway), the third bit corresponds to bit 2

        (OtherGateway), the fourth bit corresponds to bit 3

        (IppActivity), the fifth bit corresponds to bit 4 (Timeout),

        the sixth bit corresponds to bit 5 (GatewaySync), the seventh

        bit corresponds to bit 6 (PortSync), and the eighth bit 

        corresponds to bit 7 (Expired). These values allow

        administrative control over the values of HomeGateway,

        NeighborGateway, OtherGateway, IppActivity, and Timeout. Their

        values are by default set to FALSE. This attribute value is

        read-write.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.16 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniEntry 15 }



dot3adDrniEncapsulationMethod OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (4))

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "This managed object is applicable only when Network / IPL

        sharing by time (9.3.2.1) or Network / IPL sharing by tag

        (9.3.2.2) or Network / IPL sharing by encapsulation (9.3.2.3)

        is supported. The object identifies the value representing the

        encapsulation method that is used to transport IPL frames to

        the Neighbor Portal System when the IPL and network link are

        sharing the same physical link. It consists of the 3-octet OUI

        or CID identifying the organization that is responsible for

        this encapsulation and one following octet used to identify the

        encapsulation method defined by that organization. Table 9-11

        provides the IEEE 802.1 OUI (00-80-C2) encapsulation method

        encodings. A Default value of 0x00-80-C2-00 indicates that the

        IPL is using a separate physical or Aggregation link. A value

        of 1 indicates that Network / IPL sharing by time (9.3.2.1) is

        used. A value of 2 indicates that the encapsulation method used

        is the same as the one used by network frames and that Network /

        IPL sharing by tag (9.3.2.2) is used.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.17 of IEEE Std 802.1AX-2014"

    DEFVAL { '0080C200'H }

    ::= { dot3adDrniEntry 16 }



dot3adDrniDRPortConversationPasses OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only current operational vector of Boolean values, with

        one value for each possible Port Conversation ID. A 1 indicates

        that the Port Conversation ID is allowed to be distributed

        through this DRNI Gateway's Aggregator, and a 0 indicates that

        it cannot. aDrniDRPortConversationPasses is referencing the

        current value of Home_Aggregator_Mask (9.5.2.2)."

    REFERENCE

        "7.4.1.1.7"

    ::= { dot3adDrniEntry 17 }



dot3adDrniDRGatewayConversationPasses OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only current operational vector of Boolean values,

        with one value for each possible Gateway Conversation ID. A

        1 indicates that the Gateway Conversation ID is allowed to pass

        through this DRNI Gateway Port, and a 0 indicates that it

        cannot. aDrniDRGatewayConversationPasses is referencing the

        current value of Home_Gateway_Mask (9.5.2.2)."

    REFERENCE

        "7.4.1.1.8"

    ::= { dot3adDrniEntry 18 }



dot3adDrniPSI OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-only

    STATUS       obsolete

    DESCRIPTION

        "A read-only Boolean value providing the value of PSI, which

        indicates whether this Portal System is isolated from the

        other Portal Systems within the same Portal ('TRUE') or not

        ('FALSE').

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.22 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniEntry 19 }



dot3adDrniPortConversationControl OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "A read-write Boolean value that controls the operation of the

        updateDRFHomeState (9.4.11). When 'TRUE' the Home Gateway

        Vector is set equal to Drni_Portal_System_Port_Conversation.

        Setting this object to 'TRUE' is only possible when the Gateway

        algorithm and the Port algorithm use the same distribution

        methods. The default is 'FALSE', indicating that the Home

        Gateway Vector is controlled by the network control protocol.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.23 of IEEE Std 802.1AX-2014"

    DEFVAL { false }

    ::= { dot3adDrniEntry 20 }



dot3adDrniIntraPortalPortProtocolDA OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-write

    STATUS       obsolete

    DESCRIPTION

        "A 6-octet read-write MAC Address value specifying the

        destination address to be used when sending DRCPDUs,

        corresponding to the value of DRCP_Protocol_DA in 9.4.4.1.3.

        Its values is one of the addresses selected from Table 9-4

        and its default shall be the IEEE 802.1 Nearest non-TPMR

        Bridge group address (01-80-C2-00-00-03).

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.24 of IEEE Std 802.1AX-2014"

    DEFVAL { '0180C2000003'H }

    ::= { dot3adDrniEntry 21 }



dot3adDrniProtocolDA OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A 6-octet read-write MAC Address value specifying the

        destination address to be used when sending DRCPDUs,

        corresponding to the value of DRCP_DA in 9.6.5.

        The group addresses listed in Table 9-1 can be used to

        determine the scope of propagation of DRCPDUs in a

        Bridged LAN. The default is the IEEE 802.1 Nearest

        non-TPMR Bridge group address (01-80-C2-00-00-03)."

    REFERENCE

        "7.4.1.1.12"

    DEFVAL { '0180C2000003'H }

    ::= { dot3adDrniEntry 22 }



dot3adDrniAggregatorSystem OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The Aggregator System value to be used by the 

        Aggregator supporting this DRNI Gateway (and the Aggregation 

        Ports assigned to this DRNI Gateway) when paired with a 

        neighbor DRNI System via the IRC.  This value is read-write."

    REFERENCE

        "7.4.1.1.13"

    ::= { dot3adDrniEntry 23 }



dot3adDrniAggregatorSystemPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The Aggregator System Priority value to be used by the 

        Aggregator supporting this DRNI Gateway (and the Aggregation 

        Ports assigned to this DRNI Gateway) when paired with a 

        neighbor DRNI System via the IRC.  This value is read-write."

    REFERENCE

        "7.4.1.1.14"

    ::= { dot3adDrniEntry 24 }



dot3adDrniCscdGatewayControl OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A read-write Boolean value that, when TRUE, allows the

        DRNI Gateway Port selection to be based on the CSCD parameters

        that control the Aggregator Port selection (see 9.5.3.5)."

    REFERENCE

        "7.4.1.1.16"

    ::= { dot3adDrniEntry 25 }



dot3adDrniDRClientGatewayControl OBJECT-TYPE

    SYNTAX       TruthValue

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A read-write Boolean value that, when TRUE, allows the

        Distributed Relay Client to determine whether to forward

        frames through the DRNI Gateway Port (see 9.5.3.5)."

    REFERENCE

        "7.4.1.1.17"

    ::= { dot3adDrniEntry 26 }



dot3adDrniGatewayEnableMask OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A read-write vector of Boolean values, with one value for

        each possible Gateway Conversation ID. A 1 (TRUE) indicates

        frames associated with that Gateway Conversation ID are

        allowed to pass through this DRNI Gateway Port, and a 0 (FALSE)

        indicates that such frames are not allowed to pass."

    REFERENCE

        "7.4.1.1.18"

    ::= { dot3adDrniEntry 27 }



dot3adDrniGatewayPreferenceMask OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A read-write vector of Boolean values, with one value for

        each possible Gateway Conversation ID. A 1 (TRUE) indicates

        that the DRNI Gateway Port in this DRNI System is the

        preferred Gateway when both DRNI Gateways have the Gateway

        Conversation ID enabled in the aDrniHomeGatewayAvailableMask

        (7.4.1.1.22), and a 0 (FALSE) indicates that it is not."

    REFERENCE

        "7.4.1.1.19"

    ::= { dot3adDrniEntry 28 }



dot3adDrniGatewayConvServiceDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The MD5 digest of the aDrniHomeAdminGatewayConvServiceMap

        (7.4.1.1.20). The value can be NULL when the distribution

        algorithm specified in aDrniHomeGatewayAlgorithm (7.4.1.1.6)

        does not use the aDrniHomeAdminGatewayConvServiceMap."

    REFERENCE

        "7.4.1.1.21"

    ::= { dot3adDrniEntry 29 }



dot3adDrniGatewayAvailableMask OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only vector of Boolean values, with one value for

        each possible Gateway Conversation ID. A 1 (TRUE) indicates

        that this DRNI Gateway Port is eligible to be selected

        to pass that Gateway Conversation ID, and a 0 (FALSE)

        indicates that it is not eligible."

    REFERENCE

        "7.4.1.1.22"

    ::= { dot3adDrniEntry 30 }



dot3adDrniIntraRelayPort OBJECT-TYPE

    SYNTAX       InterfaceIndex

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "The read-write Interface Identifier of the Intra-Relay

        Port supporting this DRNI Gateway."

    REFERENCE

        "7.4.1.1.23"

    ::= { dot3adDrniEntry 31 }



dot3adDrniHomeAdminIrpState OBJECT-TYPE

    SYNTAX       IrpState

    MAX-ACCESS   read-write

    STATUS       current

    DESCRIPTION

        "A string of 8 bits, corresponding to the administrative

        values of the Intra-Relay Port state (Figure 9-13).

        The first two bits correspond to bits 0 and 1 of the

        IRP state are reserved, the third bit corresponds to bit 2

        (Short_Timeout), the fourth bit corresponds to bit 3

        (Synchronization), the fifth bit corresponds to bit 4

        (IRC_Data), the sixth bit corresponds to bit 5

        (DRNI), the seventh bit corresponds to bit 6

        (Defaulted), and the eighth bit corresponds to bit 7

        (Expired). These values allow administrative control over

        the values of IRC_Data and Short_Timeout.

        This attribute value is read-write."

    REFERENCE

        "7.4.1.1.24"

    ::= { dot3adDrniEntry 32 }



dot3adDrniHomeOperIrpState OBJECT-TYPE

    SYNTAX       IrpState

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A string of 8 bits, corresponding to the current

        operational values of Intra-Relay Port state as transmitted

        in DRCPDUs. The bit allocations are as defined in

        Figure 9-13. This attribute value is read-only."

    REFERENCE

        "7.4.1.1.25"

    ::= { dot3adDrniEntry 33 }



dot3adDrniNeighborOperIrpState OBJECT-TYPE

    SYNTAX       IrpState

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A string of 8 bits, corresponding to the current

        operational values of the Neighbor DRNI Gateway's Intra-Relay

        Port state as received in DRCPDUs. The bit allocations are

        as defined in Figure 9-13. This attribute value is read-only."

    REFERENCE

        "7.4.1.1.26"

    ::= { dot3adDrniEntry 34 }



dot3adDrniNeighborPortConversationPasses OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only current operational vector of Boolean values, with

        one value for each possible Port Conversation ID. A 1 indicates

        that the Port Conversation ID is allowed to be distributed

        through the Neighbor DRNI Gateway's Aggregator, and a 0

        indicates that it cannot.

        aDrniNeighborPortConversationPasses is referencing

        the current value of Neighbor_Aggregator_Mask (9.5.2.2)."

    REFERENCE

        "7.4.1.1.27"

    ::= { dot3adDrniEntry 35 }



dot3adDrniNeighborGatewayConversationPasses OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only current operational vector of Boolean values,

        with one value for each possible Gateway Conversation ID. A 1

        indicates that the Gateway Conversation ID is allowed to pass

        through the Neighbor DRNI Gateway's Gateway Port, and a 0

        indicates that it cannot.

        aDrniNeighborGatewayConversationPasses is referencing

        the current value of Neighbor_Gateway_Mask (9.5.2.2)."

    REFERENCE

        "7.4.1.1.28"

    ::= { dot3adDrniEntry 36 }



dot3adDrniNeighborSystem OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only identifier of the Neighbor DRNI System,

        connected via the Intra-Relay Port."

    REFERENCE

        "7.4.1.1.29"

    ::= { dot3adDrniEntry 37 }



dot3adDrniNeighborSystemPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A 2-octet read-only value indicating the priority value

        associated with the Neighbor DRNI System Address."

    REFERENCE

        "7.4.1.1.30"

    ::= { dot3adDrniEntry 38 }



dot3adDrniSequenceNumbers OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (36))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The current values of all sequence numbers used by DRCP to

        coordinate the exchange of Aggregator State, Gateway State,

        and Gateway Preference variables. Every four octets in the

        octet string represent a sequence number as follows:

        Home Aggregator_Sequence_Number,

        Home Gateway_Sequence_Number,

        Home Gateway_Preference_Sequence_Number,

        Neighbor Aggregator_Sequence_Number,

        Neighbor Gateway_Sequence_Number,

        Neighbor Gateway_Preference_Sequence_Number,

        Reflected_Aggregator_Sequence_Number,

        Reflected_Gateway_Sequence_Number, and

        Reflected_Gateway_Preference_Sequence_Number."

    REFERENCE

        "7.4.1.1.32"

    ::= { dot3adDrniEntry 39 }



dot3adDrniNeighborAggregatorAlgorithm OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (4))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "Identifies the algorithm used by the Neighbor DRNI Gateway

        to assign frames to a Port Conversation ID.

        A SEQUENCE OF OCTETS consisting of an OUI or CID

        and one following octet.  Received in DRCPDUs."

    REFERENCE

        "7.4.1.1.33"

    ::= { dot3adDrniEntry 40 }



dot3adDrniNeighborAggregatorConvServiceDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The MD5 digest of the Neighbor Aggregator's

        aAggAdminConvServiceMap (7.3.1.1.36).

        The value can be NULL when the Neighbor's distribution

        algorithm specified in aDrniNeighborAggregatorAlgorithm

        (7.4.1.1.33) does not use the aAggAdminConvServiceMap.

        Received in DRCPDUs."

    REFERENCE

        "7.4.1.1.34"

    ::= { dot3adDrniEntry 41 }



dot3adDrniNeighborAggregatorConvLinkDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The MD5 digest of the Neighbor Aggregator's

        aAggAdminConvLinkMap (7.3.1.1.34), received in DRCPDUs."

    REFERENCE

        "7.4.1.1.35"

    ::= { dot3adDrniEntry 42 }



dot3adDrniNeighborPartnerSystemPriority OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A 2-octet read-only value indicating the priority value

        associated with the Neighbor's LACP Partner System Address,

        received in DRCPDUs."

    REFERENCE

        "7.4.1.1.36"

    ::= { dot3adDrniEntry 43 }



dot3adDrniNeighborPartnerSystem OBJECT-TYPE

    SYNTAX       MacAddress

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only identifier of the Neighbor's LACP Partner System,

        received in DRCPDUs."

    REFERENCE

        "7.4.1.1.37"

    ::= { dot3adDrniEntry 44 }



dot3adDrniNeighborPartnerAggregatorKey OBJECT-TYPE

    SYNTAX       LacpKey

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A 2-octet read-only value indicating the operational key value

        associated with the Neighbor's LACP Partner, received in

        DRCPDUs."

    REFERENCE

        "7.4.1.1.38"

    ::= { dot3adDrniEntry 45 }



dot3adDrniNeighborCscdState OBJECT-TYPE

    SYNTAX       CscdState

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A string of 8 bits, corresponding to the operational

        values of the Neighbor's CSCD state (Figure 9-15), received in

        DRCPDUs. The first three bits correspond to bits 0, 1 and 2 of

        the CSCD state (reserved), the fourth bit corresponds to bit 3

        (CSCD_Gateway_Control), the fifth bit corresponds to bit 4

        (Discard_Wrong_Conversation), the sixth bit corresponds to

        bit 5 (Differ_Conv_Link_Digests), the seventh bit corresponds

        to bit 6 (Differ_Conv_Service_Digests), and the eighth bit

        corresponds to bit 7 (Differ_Port_Algorithms)."

    REFERENCE

        "7.4.1.1.39"

    ::= { dot3adDrniEntry 46 }



dot3adDrniNeighborActiveLinks OBJECT-TYPE

    SYNTAX       OCTET STRING

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "Each two octets of the octet string represent the operational

        Link_Number of an Aggregation Port that is currently active

        on the Neighbor's Aggregator. An octet string of size zero

        indicates that there are no links currently active on

        the Neighbor's Aggregator. Received in DRCPDUs."

    REFERENCE

        "7.4.1.1.40"

    ::= { dot3adDrniEntry 47 }



dot3adDrniNeighborGatewayAlgorithm OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (4))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "Identifies the algorithm used by the Neighbor DRNI Gateway

        to assign frames to a Gateway Conversation ID.

        A SEQUENCE OF OCTETS consisting of an OUI or CID

        and one following octet.  Received in DRCPDUs."

    REFERENCE

        "7.4.1.1.41"

    ::= { dot3adDrniEntry 48 }



dot3adDrniNeighborGatewayConvServiceDigest OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (16))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The MD5 digest of the Neighbor DRNI Gateway's

        aDrniHomeAdminGatewayConvServiceMap (7.4.1.1.20).

        The value can be NULL when the Neighbor's distribution

        algorithm specified in aDrniNeighborGatewayAlgorithm

        (7.4.1.1.41) does not use the

        aDrniHomeAdminGatewayConvServiceMap.

        Received in DRCPDUs."

    REFERENCE

        "7.4.1.1.42"

    ::= { dot3adDrniEntry 49 }



dot3adDrniNeighborGatewayAvailableMask OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only vector of Boolean values, with one value for

        each possible Gateway Conversation ID. A 1 (TRUE) indicates

        frames associated with that Gateway Conversation ID are

        eligible to pass through the Neighbor DRNI Gateway

        Port, and a 0 (FALSE) indicates that such

        frames are not eligible to pass. Received in DRCPDUs."

    REFERENCE

        "7.4.1.1.43"

    ::= { dot3adDrniEntry 50 }



dot3adDrniNeighborGatewayPreferenceMask OBJECT-TYPE

    SYNTAX       OCTET STRING (SIZE (512))

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "A read-only vector of Boolean values, with one value for

        each possible Gateway Conversation ID. A 1 (TRUE) indicates

        that the Neighbor DRNI Gateway Port is

        the preferred Gateway when both DRNI Gateways have the Gateway

        Conversation ID enabled in the aDrniHomeGatewayAvailableMask

        (7.4.1.1.22), and a 0 (FALSE) indicates that it is not.

        Received in DRCPDUs."

    REFERENCE

        "7.4.1.1.44"

    ::= { dot3adDrniEntry 51 }



dot3adDrniDRCPDUsRx OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of valid DRCPDUs received on this IRP. This value

        is read-only."

    REFERENCE

        "7.4.1.1.45"

    ::= { dot3adDrniEntry 52 }



dot3adDrniIllegalRx OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of frames received on this IRP that carry the

        DRCP EtherType value (9.6.1.4), but contain a badly formed PDU.

        This value is read-only."

    REFERENCE

        "7.4.1.1.46"

    ::= { dot3adDrniEntry 53 }



dot3adDrniDRCPDUsTx OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The number of valid DRCPDUs transmitted on this IRP. This value

        is read-only."

    REFERENCE

        "7.4.1.1.47"

    ::= { dot3adDrniEntry 54 }



dot3adDrniAggregationPortList OBJECT-TYPE

    SYNTAX      PortList

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

        "The complete set of Aggregation Ports currently associated

        with this DRNI Gateway.  Each bit set in this list represents

        an Aggregation Port assigned to this DRNI."

    REFERENCE

        "7.4.1.1.5"

    ::= { dot3adDrniEntry 55 }



dot3adDrniAggregatorKey OBJECT-TYPE

    SYNTAX       Integer32 (1..65535)

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

        "The Aggregator Key value to be used by the Aggregator 

        supporting this DRNI Gateway (and the Aggregation Ports 

        assigned to this DRNI Gateway) when paired with a neighbor 

        DRNI System via the IRC. This value is read-write."

    REFERENCE

        "7.4.1.1.15"

    ::= { dot3adDrniEntry 56 }



dot3adDrniNeighborDrniKey OBJECT-TYPE

    SYNTAX       Integer32 (0..65535)

    MAX-ACCESS   read-only

    STATUS       current

    DESCRIPTION

        "The DRNI Key value received from the Neighbor DRNI System

        (connected via the Intra-Relay Port)."

    REFERENCE

        "7.4.1.1.31"

    ::= { dot3adDrniEntry 57 }



-- -------------------------------------------------------------

-- DRNI Conversation Admin Gateway Table

-- -------------------------------------------------------------



dot3adDrniConvAdminGatewayTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adDrniConvAdminGatewayEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "There are 4096 aDrniConvAdminGateway[] variables,

        aDrniConvAdminGateway[0] through aDrniConvAdminGateway[4095],

        indexed by Gateway Conversation ID. Each contains

        administrative values of the Gateway selection priority list

        for the Distributed Relay for the referenced Gateway

        Conversation ID. This selection priority list, a sequence of

        integers for each Gateway Conversation ID, is a list of Portal

        System Numbers in the order of preference, highest to lowest,

        for the corresponding preferred Portal System's Gateway to

        carry that Conversation. NOTE - To the extent that the network

        administrator fails to configure the same values for the

        aDrniConvAdminGateway[] variables in all of the DR Functions

        of a Portal, frames can be misdirected. The DRCP (9.4) detects

        such misconfiguration.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.10 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrni 2 }





dot3adDrniConvAdminGatewayEntry OBJECT-TYPE

    SYNTAX      Dot3adDrniConvAdminGatewayEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "A Gateway selection priority list for the Distributed Relay

        for the referenced Gateway Conversation ID. This selection

        preference list, a sequence of integers for each Gateway

        Conversation ID, is a list of Portal System Numbers in the

        order of preference, highest to lowest, for the corresponding

        preferred Portal System's Gateway to carry that Conversation.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    INDEX       { dot3adDrniGatewayConversationID, dot3adDrniIndex }

    ::= { dot3adDrniConvAdminGatewayTable 1}



Dot3adDrniConvAdminGatewayEntry ::=

    SEQUENCE {

       dot3adDrniGatewayConversationID

           Integer32,

       dot3adDrniConvAdminGatewayList

           DrniConvAdminGatewayList

    }



dot3adDrniGatewayConversationID OBJECT-TYPE

    SYNTAX      Integer32 (0..4095)

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "An identifer for a Gateway Conversation.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    ::= { dot3adDrniConvAdminGatewayEntry 1}



dot3adDrniConvAdminGatewayList OBJECT-TYPE

    SYNTAX      DrniConvAdminGatewayList

    MAX-ACCESS  read-write

    STATUS      obsolete

    DESCRIPTION

        "Priority list of Portal System Numbers in order of preference

        from highest to lowest.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.10 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniConvAdminGatewayEntry 2 }



-- -------------------------------------------------------------

-- DRNI IPL Encap Map Table

-- -------------------------------------------------------------



dot3adDrniIPLEncapMapTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adDrniIPLEncapMapEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "This managed object is applicable only when Network / IPL

        sharing by tag (9.3.2.2) or Network / IPL sharing by

        encapsulation (9.3.2.3) is supported. Each entry represents

        the value of the identifier used for an IPL frame associated

        with that Gateway Conversation ID for the encapsulation

        method specified in 7.4.1.1.17 of IEEE Std 802.1AX-2014.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.18 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrni 3 }



dot3adDrniIPLEncapMapEntry OBJECT-TYPE

    SYNTAX      Dot3adDrniIPLEncapMapEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "An entry represents the value of the identifier used for an

        IPL frame associated with that Gateway Conversation ID for the

        encapsulation method specified in 7.4.1.1.17 of IEEE Std

        802.1AX-2014.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    INDEX       { dot3adDrniGatewayConversationID, dot3adDrniIndex }

    ::= { dot3adDrniIPLEncapMapTable 1 }



Dot3adDrniIPLEncapMapEntry ::=

    SEQUENCE {

       dot3adDrniIPLFrameIdValue

           Integer32

    }



dot3adDrniIPLFrameIdValue OBJECT-TYPE

    SYNTAX      Integer32

    MAX-ACCESS  read-write

    STATUS      obsolete

    DESCRIPTION

        "The value of the identifier used for an IPL frame associated

        with that Gateway Conversation ID for the encapsulation

        method.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.18 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniIPLEncapMapEntry 2 }



-- -------------------------------------------------------------

-- DRNI Net Encap Map Table

-- -------------------------------------------------------------



dot3adDrniNetEncapMapTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adDrniNetEncapMapEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "This managed object is applicable only when Network /

        IPL sharing by tag (9.3.2.2) is supported. Each entry

        represents the translated value of the identifier used

        for a network frame associated with that Gateway

        Conversation ID when the method specified in 7.4.1.1.17

        of IEEE Std 802.1AX-2014 is the Network / IPL sharing by

        tag method specified in 9.3.2.2 of IEEE Std 802.1AX-2014

        and the network frames need to share the tag

        space used by IPL frames.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.19 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrni 4 }



dot3adDrniNetEncapMapEntry OBJECT-TYPE

    SYNTAX      Dot3adDrniNetEncapMapEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "An entry represents the translated value of the identifier

        used for a network frame associated with that Gateway

        Conversation ID when the method specified in 7.4.1.1.12 of

        IEEE Std 802.1AX-2014 is the Network / IPL sharing by tag 

        method specified in 9.3.2.2 of IEEE Std 802.1AX-2014 and

        the network frames need to share the tag space used by IPL

        frames.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    INDEX       { dot3adDrniGatewayConversationID, dot3adDrniIndex }

    ::= { dot3adDrniNetEncapMapTable 1}



Dot3adDrniNetEncapMapEntry ::=

    SEQUENCE {

       dot3adDrniNetFrameIdValue

           Integer32

    }



dot3adDrniNetFrameIdValue OBJECT-TYPE

    SYNTAX      Integer32

    MAX-ACCESS  read-write

    STATUS      obsolete

    DESCRIPTION

        "The translated value of the identifier used for a network

        frame associated that Gateway Conversation ID.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.1.1.19 of IEEE Std 802.1AX-2014"

    ::= { dot3adDrniNetEncapMapEntry 1 }



-- -------------------------------------------------------------

-- The DRNI Admin Gateway Conversation Service Map Table

-- -------------------------------------------------------------

        

dot3adDrniAdminGatewayConvServiceMapTable OBJECT-TYPE

    SYNTAX       SEQUENCE OF Dot3adDrniAdminGatewayConvServiceMapEntry

    MAX-ACCESS   not-accessible

    STATUS       current

    DESCRIPTION

        "There are 4096 entries in the table, indexed by 

        Gateway Conversation ID. Each contains, in general, a set of

        32-bit values interpreted as Service Identifiers.

        Service IDs not contained in the map are not

        mapped to any Gateway Conversation ID and will be discarded."

    REFERENCE

        "7.4.1.1.20"

    ::= { dot3adDrni 5 }



dot3adDrniAdminGatewayConvServiceMapEntry OBJECT-TYPE

    SYNTAX Dot3adDrniAdminGatewayConvServiceMapEntry

    MAX-ACCESS   not-accessible

    STATUS       current

    DESCRIPTION

        "An entry contains, in general, a set of Service IDs,

        unique within the array."

    REFERENCE

        "7.4.1.1.20"

    INDEX { dot3adDrniAdminGatewayConvServiceMapId, dot3adDrniIndex }

    ::= { dot3adDrniAdminGatewayConvServiceMapTable 1 }







Dot3adDrniAdminGatewayConvServiceMapEntry ::=

    SEQUENCE {

        dot3adDrniAdminGatewayConvServiceMapId

            Integer32,

        dot3adDrniAdminGatewayConvServiceMapServiceIDList

            ServiceIdList

    }



dot3adDrniAdminGatewayConvServiceMapId OBJECT-TYPE

    SYNTAX      Integer32 (0..4095)

    MAX-ACCESS  not-accessible

    STATUS      current

    DESCRIPTION

        "The Gateway Conversation ID used to index Map

        entries."

    ::= { dot3adDrniAdminGatewayConvServiceMapEntry 1}



dot3adDrniAdminGatewayConvServiceMapServiceIDList OBJECT-TYPE

    SYNTAX      ServiceIdList

    MAX-ACCESS  read-write

    STATUS      current

    DESCRIPTION

        "A list contains, in general, a set of Service IDs,

        unique within the array."

    REFERENCE

        "7.4.1.1.20"

    ::= { dot3adDrniAdminGatewayConvServiceMapEntry 2}





-- -------------------------------------------------------------

-- IPP Attribute Table

-- -------------------------------------------------------------



dot3adIPPAttributeTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adIPPAttributeEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "A table that contains information about every

        IPP that is associated with this System.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.2 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPP 1 }



dot3adIPPAttributeEntry OBJECT-TYPE

    SYNTAX      Dot3adIPPAttributeEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "An entry containing Attributes for an IPP."

    INDEX { dot3adIPPIndex }

    ::= { dot3adIPPAttributeTable 1 }



Dot3adIPPAttributeEntry ::=

    SEQUENCE {

        dot3adIPPIndex

            InterfaceIndex,

        dot3adIPPPortConversationPasses

            OCTET STRING,

        dot3adIPPGatewayConversationDirection

            OCTET STRING,

        dot3adIPPAdminState

            AggState,

        dot3adIPPOperState

            AggState,

        dot3adIPPTimeOfLastOperChange

            Integer32

    }        



dot3adIPPIndex OBJECT-TYPE

    SYNTAX      InterfaceIndex

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "The unique identifier allocated to this IPP by the

        local Portal System. This attribute identifies an

        IPP instance among the subordinate managed objects of

        the containing object. This value is read-only.

        NOTE-The aIPPID is represented in the SMIv2 MIB as

        an ifIndex-see D.5.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.2.1.1 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPAttributeEntry 1 }



dot3adIPPPortConversationPasses OBJECT-TYPE

    SYNTAX      OCTET STRING (SIZE (512))

    MAX-ACCESS  read-only

    STATUS      obsolete

    DESCRIPTION

        "A read-only current operational vector of Boolean values,

        with one value for each possible Port Conversation ID. A 1

        indicates that the Port Conversation ID is allowed to be

        transmitted through this IPP Intra-Portal Port, and a 0

        indicates that it cannot. aIPPPortConversationPasses is

        referencing the current value of Ipp_Port_Conversation_Passes

        (9.3.4.3).

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.2.1.2 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPAttributeEntry 2 }



dot3adIPPGatewayConversationDirection OBJECT-TYPE

    SYNTAX      OCTET STRING (SIZE (512))

    MAX-ACCESS  read-only

    STATUS      obsolete

    DESCRIPTION

        "A read-only current operational vector of Boolean values, with

        one value for each possible Gateway Conversation ID. A 1

        indicates that the Gateway Conversation ID is assigned to

        Gateways reachable through this IPP Intra-Portal Port, and a 0

        indicates that the Gateway for the indexed Gateway Conversation

        ID is not reachable through this IPP Intra-Portal Port.

        aIPPGatewayConversationDirection is referencing the current 

        value of Ipp_Gateway_Conversation_Direction (9.3.4.3).

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.2.1.3 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPAttributeEntry 3 }



dot3adIPPAdminState OBJECT-TYPE

    SYNTAX      AggState

    MAX-ACCESS  read-write

    STATUS      obsolete

    DESCRIPTION

        "This read-write value defines the administrative state of

        the IPP. A value of 'up' indicates that the operational state

        of the IPP (aIPPOperState) is permitted to be either up or

        down. A value of 'down' forces the operational state of the IPP

        to be down. A GET operation returns the current administrative

        state. A SET operation changes the administrative state to a

        new value.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.2.1.4 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPAttributeEntry 4 }



dot3adIPPOperState OBJECT-TYPE

    SYNTAX      AggState

    MAX-ACCESS  read-only

    STATUS      obsolete

    DESCRIPTION

        "This read-only value defines the operational state of the

        IPP. The operational state is 'up' if the IPL is operational,

        and if the value of aIPPAdminState for the IPP is also 'up'.

        If the IPL is not operational, or if the administrative state

        of the IPP (aIPPAdminState) is 'down', then the operational

        state is 'down.' An operational state of 'up' indicates that

        the IPP is available for use by the DR Function; a value of

        'down' indicates that the IPP is not available for use by the

        DR Function.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.2.1.5 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPAttributeEntry 5 }



dot3adIPPTimeOfLastOperChange OBJECT-TYPE

    SYNTAX      Integer32

    MAX-ACCESS  read-only

    STATUS      obsolete

    DESCRIPTION

        "The time at which the interface entered its current

        operational state, in terms of centiseconds since the

        system was last reset. If the current state was entered

        prior to the last reinitialization of the local network

        management subsystem, then this object contains a value of

        zero. The ifLastChange object in the Interfaces MIB defined

        in IETF RFC 2863 is a suitable object for supplying a

        value for aIPPTimeOfLastOperChange. This value is read-only.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.2.1.6 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPAttributeEntry 6 }





-- -------------------------------------------------------------

-- IPP Statistics Table

-- -------------------------------------------------------------



dot3adIPPStatsTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adIPPStatsEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "A table that contains information for IPP

        statistics. A row appears in this table for

        each IPP in the system.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.3 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPP 2 }



dot3adIPPStatsEntry OBJECT-TYPE

    SYNTAX      Dot3adIPPStatsEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "An entry containing Statistics for an IPP.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    INDEX { dot3adIPPIndex }

    ::= { dot3adIPPStatsTable 1 }



Dot3adIPPStatsEntry ::=

    SEQUENCE {

        dot3adIPPStatsDRCPDUsRx

            Counter64,

        dot3adIPPStatsIllegalRx

            Counter64,

        dot3adIPPStatsDRCPDUsTx

            Counter64

    }        



dot3adIPPStatsDRCPDUsRx OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       obsolete

    DESCRIPTION

        "The number of valid DRCPDUs received on this IPP. This value

        is read-only.

        This object was replaced by dot3adDrniDRCPDUsRx."

    REFERENCE

        "7.4.3.1.2 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPStatsEntry 1 }



dot3adIPPStatsIllegalRx OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       obsolete

    DESCRIPTION

        "The number of frames received that carry the DRCP Ethernet

        Type value (9.4.2.4), but contain a badly formed PDU. This

        value is read-only.

        This object was replaced by dot3adDrniIllegalRx."

    REFERENCE

        "7.4.3.1.3 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPStatsEntry 2 }





dot3adIPPStatsDRCPDUsTx OBJECT-TYPE

    SYNTAX       Counter64

    UNITS

        "frames"

    MAX-ACCESS   read-only

    STATUS       obsolete

    DESCRIPTION

        "The number of DRCPDUs transmitted on this IPP. This value

        is read-only.

        This object was replaced by dot3adDrniDRCPDUsTx."

    REFERENCE

        "7.4.3.1.4 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPStatsEntry 3 }





-- -------------------------------------------------------------

-- IPP Debug Table

-- -------------------------------------------------------------



dot3adIPPDebugTable OBJECT-TYPE

    SYNTAX      SEQUENCE OF Dot3adIPPDebugEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "A table that contains IPP debug information.

        A row appears in this table for each IPP in

        the system.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.4 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPP 3 }



dot3adIPPDebugEntry OBJECT-TYPE

    SYNTAX      Dot3adIPPDebugEntry

    MAX-ACCESS  not-accessible

    STATUS      obsolete

    DESCRIPTION

        "An entry containing Debug Information for an IPP.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    INDEX { dot3adIPPIndex }

    ::= { dot3adIPPDebugTable 1 }



Dot3adIPPDebugEntry ::=

    SEQUENCE {

        dot3adIPPDebugDRCPRxState

            Integer32,

        dot3adIPPDebugLastRxTime

            TimeTicks,

        dot3adIPPDebugDifferPortalReason

            SnmpAdminString 

    }        



dot3adIPPDebugDRCPRxState OBJECT-TYPE

    SYNTAX       INTEGER {

                    current(1),

                    expired(2),

                    defaulted(3),

                    initialize(4),

                    reportToManagement(5)

                }

    MAX-ACCESS   read-only

    STATUS       obsolete

    DESCRIPTION

        "This attribute holds the value 'current' if the DRCPDU

        Receive state machine for the IPP is in the CURRENT state,

        'expired' if the DRCPDU Receive state machine is in the

        EXPIRED state, 'defaulted' if the DRCPDU Receive state machine

        is in the DEFAULTED state, 'initialize' if the DRCPDU Receive

        state machine is in the INITIALIZE state, or

        'reportToManagement' if the Receive state machine is in the

        REPORT_TO_MANAGEMENT state. This value is read-only.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.4.1.2 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPDebugEntry 1 }





dot3adIPPDebugLastRxTime OBJECT-TYPE

    SYNTAX       TimeTicks

    MAX-ACCESS   read-only

    STATUS       obsolete

    DESCRIPTION

        "The time at which the last DRCPDU was received by this IPP,

        in terms of centiseconds since the system was last reset.

        The ifLastChange object in the Interfaces MIB defined in IETF

        RFC 2863 is a suitable object for supplying a value for

        aIPPDebugLastRxTime. This value is read-only.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.4.1.3 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPDebugEntry 2 }



dot3adIPPDebugDifferPortalReason OBJECT-TYPE

    SYNTAX       SnmpAdminString

    MAX-ACCESS   read-only

    STATUS       obsolete

    DESCRIPTION

        "A human-readable text string indicating the most recent set

        of variables that are responsible for setting the variable

        Differ_Portal or Differ_Conf_Portal (9.4.8) on this IPP to

        TRUE. This value is read-only.

        This object was rendered obsolete when the Distributed

        Relay model was changed to a sublayer supporting an ISS

        (the 'DRNI Gateway Port') and limited to two DRNI Systems

        in a DRNI."

    REFERENCE

        "7.4.4.1.4 of IEEE Std 802.1AX-2014"

    ::= { dot3adIPPDebugEntry 3 }





-- -------------------------------------------------------------

-- Aggregator Notifications

-- -------------------------------------------------------------



dot3adAggLinkUpNotification NOTIFICATION-TYPE

    -- OBJECTS {  }

    STATUS       current

    DESCRIPTION

            "When aAggLinkUpDownNotificationEnable is set to

            'enabled,' a Link Up notification is generated when

            the Operational State of the Aggregator changes from

            'down' to 'up.' When aAggLinkUpDownNotificationEnable

            is set to 'disabled,' no Link Up notifications are

            generated. The notification carries the identifier of

            the Aggregator whose state has changed."

    ::= { lagMIBNotifications 1 }



dot3adAggLinkDownNotification NOTIFICATION-TYPE

    STATUS       current

    DESCRIPTION

            "When aAggLinkUpDownNotificationEnable is set to

            'enabled,' a Link Down notification is generated when

            the Operational State of the Aggregator changes from

            'up' to 'down.' When aAggLinkUpDownNotificationEnable

            is set to 'disabled,' no Link Down notifications are

            generated. The notification carries the identifier of

            the Aggregator whose state has changed."

    ::= { lagMIBNotifications 2 }





-- -------------------------------------------------------------

-- IEEE 802.3ad MIB - Conformance Information

-- -------------------------------------------------------------



dot3adAggGroups OBJECT IDENTIFIER

    ::= { dot3adAggConformance 1 }



dot3adAggCompliances OBJECT IDENTIFIER

    ::= { dot3adAggConformance 2 }



-- -------------------------------------------------------------

-- units of conformance

-- -------------------------------------------------------------



dot3adAggGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggActorSystemID,

        dot3adAggActorSystemPriority,

        dot3adAggAggregateOrIndividual, 

        dot3adAggActorAdminKey,

        dot3adAggMACAddress,

        dot3adAggActorOperKey,

        dot3adAggPartnerSystemID,

        dot3adAggPartnerSystemPriority,

        dot3adAggPartnerOperKey,

        dot3adAggCollectorMaxDelay

    }

    STATUS      current

    DESCRIPTION

        "A collection of objects providing information about an

        aggregation."

    ::= { dot3adAggGroups 1 }



dot3adAggPortListGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggPortListPorts

    }

    STATUS      current

    DESCRIPTION

        "A collection of objects providing information about every

        port in an aggregation."

    ::= { dot3adAggGroups 2 }



dot3adAggPortGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggPortActorSystemPriority,

        dot3adAggPortActorSystemID,

        dot3adAggPortActorAdminKey,

        dot3adAggPortActorOperKey,

        dot3adAggPortPartnerAdminSystemPriority,

        dot3adAggPortPartnerOperSystemPriority,

        dot3adAggPortPartnerAdminSystemID,

        dot3adAggPortPartnerOperSystemID,

        dot3adAggPortPartnerAdminKey,

        dot3adAggPortPartnerOperKey,

        dot3adAggPortSelectedAggID,

        dot3adAggPortAttachedAggID,

        dot3adAggPortActorPort,

        dot3adAggPortActorPortPriority,

        dot3adAggPortPartnerAdminPort,

        dot3adAggPortPartnerOperPort,

        dot3adAggPortPartnerAdminPortPriority,

        dot3adAggPortPartnerOperPortPriority,

        dot3adAggPortActorAdminState,

        dot3adAggPortActorOperState,

        dot3adAggPortPartnerAdminState,

        dot3adAggPortPartnerOperState,

        dot3adAggPortAggregateOrIndividual

    }

    STATUS      deprecated

    DESCRIPTION

        "A collection of objects providing information about every

        port in an aggregation.

        Replaced by dot3adAggPortGroup2."

    ::= { dot3adAggGroups 3 }





dot3adAggPortStatsGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggPortStatsLACPDUsRx,

        dot3adAggPortStatsMarkerPDUsRx,

        dot3adAggPortStatsMarkerResponsePDUsRx,

        dot3adAggPortStatsUnknownRx,

        dot3adAggPortStatsIllegalRx,

        dot3adAggPortStatsLACPDUsTx,

        dot3adAggPortStatsMarkerPDUsTx,

        dot3adAggPortStatsMarkerResponsePDUsTx   

    }

    STATUS      current

    DESCRIPTION

        "A collection of objects providing information about every

        port in an aggregation."

    ::= { dot3adAggGroups 4 }





dot3adAggPortDebugGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggPortDebugRxState,

        dot3adAggPortDebugLastRxTime,

        dot3adAggPortDebugMuxState,

        dot3adAggPortDebugMuxReason,

        dot3adAggPortDebugActorChurnState,

        dot3adAggPortDebugPartnerChurnState,

        dot3adAggPortDebugActorChurnCount,

        dot3adAggPortDebugPartnerChurnCount,

        dot3adAggPortDebugActorSyncTransitionCount,

        dot3adAggPortDebugPartnerSyncTransitionCount,

        dot3adAggPortDebugActorChangeCount,

        dot3adAggPortDebugPartnerChangeCount

    }

    STATUS      deprecated

    DESCRIPTION

        "A collection of objects providing debug information about 

        every aggregated port.

        Replaced by dot3adAggPortDebugGroup2."

    ::= { dot3adAggGroups 5 }



dot3adTablesLastChangedGroup OBJECT-GROUP

    OBJECTS {

        dot3adTablesLastChanged

    }

    STATUS   current

    DESCRIPTION

        "A collection of objects providing information about the time

        of changes to the configuration of aggregations and their

        ports."

    ::= { dot3adAggGroups 6 }



dot3adAggPortProtocolDAGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggPortProtocolDA

    }

    STATUS   current

    DESCRIPTION

        "A collection of objects providing information about the

        protocol destination address in use for ports in an

        aggregation."

    ::= { dot3adAggGroups 7 }



dot3adAggNotificationGroup NOTIFICATION-GROUP

    NOTIFICATIONS {

        dot3adAggLinkUpNotification,

        dot3adAggLinkDownNotification

    }

    STATUS      current

    DESCRIPTION

        "A collection of notifications providing information about 

        the aggregation."

    ::= { dot3adAggGroups 8 }



dot3adAggXGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggDescription,

        dot3adAggName,

        dot3adAggAdminState,

        dot3adAggOperState,

        dot3adAggTimeOfLastOperChange,

        dot3adAggDataRate,

        dot3adAggFramesTxOK,

        dot3adAggFramesRxOK,

        dot3adAggLinkUpDownNotificationEnable

    }

    STATUS   current

    DESCRIPTION

        "A collection of extension entries providing information on an

        aggregation."

    ::= { dot3adAggGroups 9 }



dot3adAggRecommendedGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggOctetsTxOK,

        dot3adAggOctetsRxOK,

        dot3adAggFramesDiscardedOnTx,

        dot3adAggFramesDiscardedOnRx,

        dot3adAggFramesWithTxErrors,

        dot3adAggFramesWithRxErrors,

        dot3adAggUnknownProtocolFrames

    }

    STATUS   current

    DESCRIPTION

        "A collection of recommended objects providing information

        about an aggregation."

    ::= { dot3adAggGroups 10 }



dot3adAggOptionalGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggMulticastFramesTxOK,

        dot3adAggMulticastFramesRxOK,

        dot3adAggBroadcastFramesTxOK,

        dot3adAggBroadcastFramesRxOK

    }

    STATUS   current

    DESCRIPTION

        "A collection of optional objects providing information about

        an aggregation."

    ::= { dot3adAggGroups 11 }



dot3adPerServiceFrameDistGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggConversationAdminLinkList,

        dot3adAggPortAlgorithm,

        dot3adAggPartnerAdminPortAlgorithm,

        dot3adAggPartnerAdminPortConversationListDigest,

        dot3adAggAdminDiscardWrongConversation,

        dot3adAggPartnerAdminConvServiceMappingDigest,

        dot3adAggAdminServiceConversationServiceIDList,

        dot3adAggPortLinkNumberId,

        dot3adAggPortPartnerAdminLinkNumberId,

        dot3adAggPortOperConversationPasses,

        dot3adAggPortOperConversationCollected,

        dot3adAggPortWTRTime

    }

    STATUS   deprecated

    DESCRIPTION

        "A collection of objects providing information about

        Per-Service Frame Distribution.

        Replaced by dot3adPerServiceFrameDistGroup2."

    ::= { dot3adAggGroups 12 }



dot3adAggPortDebugXGroup OBJECT-GROUP

    OBJECTS {

        dot3adAggPortDebugActorCDSChurnState,

        dot3adAggPortDebugPartnerCDSChurnState,

        dot3adAggPortDebugActorCDSChurnCount,

        dot3adAggPortDebugPartnerCDSChurnCount

    }

    STATUS   deprecated

    DESCRIPTION

        "A collection of objects extending aggregator port debug.

        Deprecated because churn state machines no longer specified."

    ::= { dot3adAggGroups 13 }





dot3adDrniGroup OBJECT-GROUP

    OBJECTS {

        dot3adDrniDescription,

        dot3adDrniName,

        dot3adDrniPortalAddr,

        dot3adDrniPortalPriority,

        dot3adDrniThreePortalSystem,

        dot3adDrniPortalSystemNumber,

        dot3adDrniIntraPortalLinkList,

        dot3adDrniAggregator,

        dot3adDrniNeighborAdminConvGatewayListDigest,

        dot3adDrniNeighborAdminConvPortListDigest,

        dot3adDrniGatewayAlgorithm,

        dot3adDrniNeighborAdminGatewayAlgorithm,

        dot3adDrniNeighborAdminPortAlgorithm,

        dot3adDrniNeighborAdminDRCPState,

        dot3adDrniEncapsulationMethod,

        dot3adDrniDRPortConversationPasses,

        dot3adDrniDRGatewayConversationPasses,

        dot3adDrniConvAdminGatewayList,

        dot3adDrniIPLFrameIdValue,

        dot3adDrniNetFrameIdValue, 

        dot3adDrniPSI,

        dot3adDrniPortConversationControl,

        dot3adDrniIntraPortalPortProtocolDA

    }

    STATUS   obsolete

    DESCRIPTION

        "A collection of objects providing information about DRNI.

        Replaced by dot3adDrniGroup2."

    ::= { dot3adAggGroups 14 }



dot3adIPPGroup  OBJECT-GROUP

    OBJECTS {

        dot3adIPPPortConversationPasses,

        dot3adIPPGatewayConversationDirection,

        dot3adIPPAdminState,

        dot3adIPPOperState,

        dot3adIPPTimeOfLastOperChange

    }

    STATUS   obsolete

    DESCRIPTION

        "A collection of objects providing IPP information.

        Since only one Intra-Relay Port is supported, these

        objects have been replaced by similar objects in

        dot3adDrniGroup2."

    ::= { dot3adAggGroups 15 }



dot3adIPPStatsGroup  OBJECT-GROUP

    OBJECTS {

        dot3adIPPStatsDRCPDUsRx,

        dot3adIPPStatsIllegalRx,

        dot3adIPPStatsDRCPDUsTx

    }

    STATUS   obsolete

    DESCRIPTION

        "A collection of objects providing IPP statistics information.

        Since only one Intra-Relay Port is supported, these

        objects have been replaced by similar objects in

        dot3adDrniGroup2."

    ::= { dot3adAggGroups 16 }



dot3adIPPDebugGroup  OBJECT-GROUP

    OBJECTS {

        dot3adIPPDebugDRCPRxState,

        dot3adIPPDebugLastRxTime,

        dot3adIPPDebugDifferPortalReason

    }

    STATUS   obsolete

    DESCRIPTION

        "A collection of objects providing IPP debug information.

        Since only one Intra-Relay Port is supported, these

        objects have been replaced by similar objects in

        dot3adDrniGroup2."

    ::= { dot3adAggGroups 17 }



dot3adPerServiceFrameDistGroup2 OBJECT-GROUP

    OBJECTS {

        dot3adAggConversationAdminLinkList,

        dot3adAggPortAlgorithm,

        dot3adAggPartnerAdminPortAlgorithm,

        dot3adAggPartnerAdminPortConversationListDigest,

        dot3adAggAdminDiscardWrongConversation2,

        dot3adAggPartnerAdminConvServiceMappingDigest,

        dot3adAggAdminServiceConversationServiceIDList,

        dot3adAggPortLinkNumberId,

        dot3adAggPortPartnerAdminLinkNumberId,

        dot3adAggPortOperConversationPasses,

        dot3adAggPortOperConversationCollected,

        dot3adAggPortWTRTime,

        dot3adAggPortEnableLongPDUXmit

    }

    STATUS   deprecated

    DESCRIPTION

        "A collection of objects providing information about

        Per-Service Frame Distribution.

        Replaced by dot3adPerServiceFrameDistGroup3."

    ::= { dot3adAggGroups 18 }



dot3adAggPortGroup2 OBJECT-GROUP

    OBJECTS {

        dot3adAggPortActorSystemPriority,

        dot3adAggPortActorSystemID,

        dot3adAggPortActorAdminKey,

        dot3adAggPortActorOperKey,

        dot3adAggPortPartnerAdminSystemPriority,

        dot3adAggPortPartnerOperSystemPriority,

        dot3adAggPortPartnerAdminSystemID,

        dot3adAggPortPartnerOperSystemID,

        dot3adAggPortPartnerAdminKey,

        dot3adAggPortPartnerOperKey,

        dot3adAggPortSelectedAggID,

        dot3adAggPortAttachedAggID,

        dot3adAggPortActorPort,

        dot3adAggPortActorPortPriority,

        dot3adAggPortPartnerAdminPort,

        dot3adAggPortPartnerOperPort,

        dot3adAggPortPartnerAdminPortPriority,

        dot3adAggPortPartnerOperPortPriority,

        dot3adAggPortActorAdminState,

        dot3adAggPortActorOperState,

        dot3adAggPortPartnerAdminState,

        dot3adAggPortPartnerOperState,

        dot3adAggPortAggregateOrIndividual,

        dot3adAggPortWtrRevertive,

        dot3adAggPortWtrWaiting,

        dot3adAggPortActorLacpVersion,

        dot3adAggPortPartnerLacpVersion

    }

    STATUS      current

    DESCRIPTION

        "A collection of objects providing information about every

        port in an aggregation."

    ::= { dot3adAggGroups 19 }



dot3adPerServiceFrameDistGroup3 OBJECT-GROUP

    OBJECTS {

        dot3adAggConversationAdminLinkList,

        dot3adAggPortAlgorithm,

        dot3adAggAdminDiscardWrongConversation2,

        dot3adAggPortLinkNumberId,

        dot3adAggPortOperConversationPasses,

        dot3adAggPortOperConversationCollected,

        dot3adAggPortWTRTime2,

        dot3adAggOperDiscardWrongConversation,

        dot3adAggConvLinkDigest,

        dot3adAggConvServiceDigest,

        dot3adAggPartnerPortAlgorithm,

        dot3adAggPartnerConvLinkDigest,

        dot3adAggPartnerConvServiceDigest,

        dot3adAggActiveLinks,

        dot3adAggPortOperLinkNumber,

        dot3adAggPortPartnerLinkNumber

}

    STATUS current

    DESCRIPTION

        "A collection of objects providing information about

        Per-Service Frame Distribution."

::= { dot3adAggGroups 20 }



dot3adAggPortDebugGroup2 OBJECT-GROUP

    OBJECTS {

        dot3adAggPortDebugRxState,

        dot3adAggPortDebugLastRxTime,

        dot3adAggPortDebugMuxState,

        dot3adAggPortDebugMuxReason,

        dot3adAggPortDebugActorSyncTransitionCount,

        dot3adAggPortDebugPartnerSyncTransitionCount,

        dot3adAggPortDebugActorChangeCount,

        dot3adAggPortDebugPartnerChangeCount

    }

    STATUS      current

    DESCRIPTION

        "A collection of objects providing debug information about

        every aggregated port."

    ::= { dot3adAggGroups 21 }



dot3adDrniGroup2 OBJECT-GROUP

    OBJECTS {

        dot3adDrniDescription,

        dot3adDrniName,

        dot3adDrniAggregator,

        dot3adDrniGatewayAlgorithm,

        dot3adDrniDRPortConversationPasses,

        dot3adDrniDRGatewayConversationPasses,

        dot3adDrniProtocolDA,

        dot3adDrniAggregatorSystem,

        dot3adDrniAggregatorSystemPriority,

        dot3adDrniAggregatorKey,

        dot3adDrniCscdGatewayControl,

        dot3adDrniDRClientGatewayControl,

        dot3adDrniGatewayEnableMask,

        dot3adDrniGatewayPreferenceMask,

        dot3adDrniGatewayConvServiceDigest,

        dot3adDrniGatewayAvailableMask,

        dot3adDrniIntraRelayPort,

        dot3adDrniHomeAdminIrpState,

        dot3adDrniHomeOperIrpState,

        dot3adDrniNeighborOperIrpState,

        dot3adDrniNeighborPortConversationPasses,

        dot3adDrniNeighborGatewayConversationPasses,

        dot3adDrniNeighborSystem,

        dot3adDrniNeighborSystemPriority,

        dot3adDrniNeighborDrniKey,

        dot3adDrniSequenceNumbers,

        dot3adDrniNeighborAggregatorAlgorithm,

        dot3adDrniNeighborAggregatorConvServiceDigest,

        dot3adDrniNeighborAggregatorConvLinkDigest,

        dot3adDrniNeighborPartnerSystem,

        dot3adDrniNeighborPartnerSystemPriority,

        dot3adDrniNeighborPartnerAggregatorKey,

        dot3adDrniNeighborCscdState,

        dot3adDrniNeighborActiveLinks,

        dot3adDrniNeighborGatewayAlgorithm,

        dot3adDrniNeighborGatewayConvServiceDigest,

        dot3adDrniNeighborGatewayAvailableMask,

        dot3adDrniNeighborGatewayPreferenceMask,

        dot3adDrniDRCPDUsRx,

        dot3adDrniIllegalRx,

        dot3adDrniDRCPDUsTx,

        dot3adDrniAggregationPortList,

        dot3adDrniAdminGatewayConvServiceMapServiceIDList

    }

    STATUS   current

    DESCRIPTION

        "A collection of objects providing information about DRNI."

    ::= { dot3adAggGroups 22 }



-- -------------------------------------------------------------

-- compliance statements

-- -------------------------------------------------------------



dot3adAggCompliance MODULE-COMPLIANCE

    STATUS  obsolete

    DESCRIPTION

        "The compliance statement for device support of

        Link Aggregation.

        Replaced by dot3adAggCompliance2."



    MODULE

        MANDATORY-GROUPS {

            dot3adAggGroup,

            dot3adAggPortGroup,

            dot3adAggNotificationGroup,

            dot3adTablesLastChangedGroup

        }



        GROUP       dot3adAggPortListGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggXGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortStatsGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortDebugGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortDebugXGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortProtocolDAGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggOptionalGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggRecommendedGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adPerServiceFrameDistGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adDrniGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adIPPGroup

        DESCRIPTION

            "This group is optional."



			GROUP       dot3adIPPStatsGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adIPPDebugGroup

        DESCRIPTION

            "This group is optional."



    ::= { dot3adAggCompliances 1 }



dot3adAggCompliance2 MODULE-COMPLIANCE

    STATUS obsolete

    DESCRIPTION

        "The compliance statement for device support of

        Link Aggregation.

        Replaced by dot3adAggCompliance3."



    MODULE

        MANDATORY-GROUPS {

            dot3adAggGroup,

            dot3adAggPortGroup,

            dot3adAggNotificationGroup,

            dot3adTablesLastChangedGroup

        }



        GROUP       dot3adAggPortListGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggXGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortStatsGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortDebugGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortDebugXGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortProtocolDAGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggOptionalGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggRecommendedGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adPerServiceFrameDistGroup2

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adDrniGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adIPPGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adIPPStatsGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adIPPDebugGroup

        DESCRIPTION

            "This group is optional."



    ::= { dot3adAggCompliances 2 }



dot3adAggCompliance3 MODULE-COMPLIANCE

    STATUS current

    DESCRIPTION

        "The compliance statement for device support of

        Link Aggregation."



    MODULE

        MANDATORY-GROUPS {

            dot3adAggGroup,

            dot3adAggPortGroup2,

            dot3adAggNotificationGroup,

            dot3adTablesLastChangedGroup

        }



        GROUP       dot3adAggPortListGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggXGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortStatsGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortDebugGroup2

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggPortProtocolDAGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggOptionalGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adAggRecommendedGroup

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adPerServiceFrameDistGroup3

        DESCRIPTION

            "This group is optional."



        GROUP       dot3adDrniGroup2

        DESCRIPTION

            "This group is optional."



    ::= { dot3adAggCompliances 3 }

END



