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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

. ]
Ul I\

The procedures used to develop this document and those intended for its further maintehapnce are
dpscribed in the ISO/IEC Directives, Part 1. In particular, the different approval criteria n€eded| for the
djfferent types of ISO documents should be noted (see www.iso.org/directives).

IEEE Standards documents are developed within the IEEE Societies and the (Stahdards Coordinating
Cpmmittees of the IEEE Standards Association (IEEE-SA) Standards Boand.’ The IEEE develops its
standards through a consensus development process, approved by the American National Stdndards
Institute, which brings together volunteers representing varied viewpejints and interests to achieve the
final product. Volunteers are not necessarily members of the Instituteand serve without compensation.
hile the IEEE administers the process and establishes rules to-promote fairness in the copsensus
development process, the IEEE does not independently evaluate,‘test, or verify the accuracy of any of
the information contained in its standards.

tention is drawn to the possibility that some of the, elements of this document may be the supject of
phtent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights.
tails of any patent rights identified during<the development of the document will be|in the
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the
[EC list of patent declarations received (see http://patents.iec.ch).

Ay trade name used in this documentiis information given for the convenience of users and does not
constitute an endorsement.

Fpr an explanation of the voluntary nature of standards, the meaning of ISO specific terjns and
expressions related to conformity assessment, as well as information about ISO's adherencg to the
World Trade Organizdtion (WTO) principles in the Technical Barriers to Trade| (TBT)
s¢e www.iso.org/iso /foreword.html.

I§O/IEC/IEEE 8802-1AE was prepared by the LAN/MAN of the IEEE Computer Society (as IEKEE Std
8P2.1AE-2018)and drafted in accordance with its editorial rules. It was adopted, under the “fapt-track
procedure”{defined in the Partner Standards Development Organization cooperation agreement
between \ISO and IEEE, by Joint Technical Committee ISO/IEC]TC 1, Information technology,
Stibcommittee SC 6, Telecommunications and information exchange between systems.

Thissecondeditiomrcancetsarmdreptaces the firsteditiomr (SO AECAEEE-8802=1AE 2013}, which has
been technically revised. It also incorporates ISO/IEC/IEEE 8802-1AE:2013/Amd 1:2015;
ISO/IEC/IEEE 8802-1AE:2013/Amd 2:2015 and ISO/IEC/IEEE 8802-1AE:2013/Amd 3:2018.

Alist of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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Abstract: How all or part of a network can be secured transparently to peer protocol entities that
use the MAC Service provided by IEEE 802® LANs to communicate is specified in this standard.
MAC security (MACsec) provides connectionless user data confidentiality, frame data integrity, and
data origin authenticity.

Keywords: authorized port, confidentiality, data origin authenticity, IEEE 802.1AE™,
IEEE 802.1AEbn™, IEEE 802.1AEbw™, |IEEE 802.1AEcg™, integrity, LANSs, local area networks,
MAC Bridges, MAC security, MAC Service, MANs, metropolitan area networks, port-based network

access control, secure association, security, transparent bridging

The Institute of Electrical and Electronics Engineers, Inc.
3 Park-Avenue, New York, NY 10016-5997, USA

Copyright © 2018 by The Institute of Electrical and Electronics Engineers, Inc.
All rights reserved. Published 26 December 2018. Printed in the United States of America.

IEEE and 802 are registered trademarks in the U.S. Patent & Trademark Office, owned by The Institute of Electrical and
Electronics Engineers, Incorporated.

PDF: ISBN 978-1-5044-5215-1 STD23339

Print: ISBN 978-1-5044-5216-8 STDPD23339

IEEE prohibits discrimination, harassment, and bullying.

For more information, visit_http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html.

No part of this publication may be reproduced in any form, in an electronic retrieval system or otherwise, without the prior
written permission of the publisher.

2
Copyright © 2018 IEEE. All rights reserved.


http://www.ieee.org/web/aboutus/whatis/policies/p9-26.html
https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

Important Notices and Disclaimers Concerning IEEE Standards Documents

IEEE documents are made available for use subject to important notices and legal disclaimers. These notices and
disclaimers, or a reference to this page, appear in all standards and may be found under the heading “Important Notices
and Disclaimers Concerning IEEE Standards Documents.” They can also be obtained on request from IEEE or viewed at
http://standards.ieee.org/I[PR/disclaimers.html.

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards

Documents

IEEE Standards documents (standards, recommended practices, and guides), both full-use and trial-use, are developed
within IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (“IEEE-SA”)
Standards Board. IEEE (“the Institute”) develops its standards through a consensus development process, appreved by
the American National Standards Institute (“ANSI”), which brings together volunteers representing varied, viewpoints
and interests to achieve the final product. IEEE Standards are documents developed through scientific) academic, and
industry-based technical working groups. Volunteers in IEEE working groups are not necessarily.members of the
Institute and participate without compensation from IEEE. While IEEE administers the process and-establishes rules to
promote fairness in the consensus development process, IEEE does not independently evaluate, test, or verify the
accuracy of any of the information or the soundness of any judgments contained in its standatds.

IEEE Standards do not guarantee or ensure safety, security, health, or environmental protection, or ensure against
interference with or from other devices or networks. Implementers and usefs”of IEEE Standards documents are
responsible for determining and complying with all appropriate safety, security,\environmental, health, and interference
protection practices and all applicable laws and regulations.

IEEE does not warrant or represent the accuracy or content of the material contained in its standards, and expressly
disclaims all warranties (express, implied and statutory) not in€luded in this or any other document relating to the
standard, including, but not limited to, the warranties of; Jmerchantability; fitness for a particular purpose;
non-infringement; and quality, accuracy, effectiveness, curfency, or completeness of material. In addition, IEEE
disclaims any and all conditions relating to: results; and sworkmanlike effort. IEEE standards documents are supplied
“AS IS” and “WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The.existence of an IEEE standard does not imply that there are no other
ways to produce, test, measure, purchase, market, or provide other goods and services related to the scope of the IEEE
standard. Furthermore, the viewpoint expréssed at the time a standard is approved and issued is subject to change
brought about through developments in-the state of the art and comments received from users of the standard.

In publishing and making its standards available, IEEE is not suggesting or rendering professional or other services for,
or on behalf of, any person or entity nor is IEEE undertaking to perform any duty owed by any other person or entity to
another. Any person utilizing-any IEEE Standards document, should rely upon his or her own independent judgment in
the exercise of reasodable care in any given circumstances or, as appropriate, seek the advice of a competent
professional in determining the appropriateness of a given IEEE standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY; OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
PUBLICATION, USE OF, OR RELIANCE UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY

O STICII DAMAGEAND RECARDIECS QD WHETHITD CTTCIT MAMAGE WAS TAODECTED ADRT T
T T vV S O I S S I o T D O T Y T T T T T T v S Y D T O e T T T

Translations

The IEEE consensus development process involves the review of documents in English only. In the event that an IEEE
standard is translated, only the English version published by IEEE should be considered the approved IEEE standard.

3
Copyright © 2018 IEEE. All rights reserved.


http://standards.ieee.org/findstds/errata/index.html
http://standards.ieee.org/findstds/errata/index.html
https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE-SA Standards Board Operations Manual
shall not be considered or inferred to be the official position of IEEE or any of its committees and shall not be considered
to be, or be relied upon as, a formal position of IEEE. At lectures, symposia, seminars, or educational courses, an
individual presenting information on IEEE standards shall make it clear that his or her views should be considered the
personal views of that individual rather than the formal position of IEEE.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of membetship
affiliation with IEEE. However, IEEE does not provide consulting information or advice pertaining to IEEE Standards
documents. Suggestions for changes in documents should be in the form of a proposed change of text, togéther with
appropriate supporting comments. Since IEEE standards represent a consensus of concerned interests, itis jmportant that
any responses to comments and questions also receive the concurrence of a balance of interests. For-this reason, IEEE
and the members of its societies and Standards Coordinating Committees are not able to provide.an instant response to
comments or questions except in those cases where the matter has previously been addressed. For the same reason, IEEE
does not respond to interpretation requests. Any person who would like to participate in revisions to an IEEE standard is
welcome to join the relevant IEEE working group.

Comments on standards should be submitted to the following address:

Secretary, IEEE-SA Standards Board
445 Hoes Lane
Piscataway, NJ 08854 USA

Laws and regulations

Users of IEEE Standards documents should consult all‘applicable laws and regulations. Compliance with the provisions
of any IEEE Standards document does not imply compliance to any applicable regulatory requirements. Implementers of
the standard are responsible for observing or referring to the applicable regulatory requirements. IEEE does not, by the
publication of its standards, intend to urge action that is not in compliance with applicable laws, and these documents
may not be construed as doing so.

Copyrights

IEEE draft and approved standards are copyrighted by IEEE under U.S. and international copyright laws. They are made
available by IEEE andyare- adopted for a wide variety of both public and private uses. These include both use, by
reference, in laws and'tegulations, and use in private self-regulation, standardization, and the promotion of engineering
practices and methods. By making these documents available for use and adoption by public authorities and private
users, IEEE dees not waive any rights in copyright to the documents.

Photocopies

Subject to payment of the appropriate fee, IEEE will grant users a limited, non-exclusive license to photocopy portions

o+ & a8 &—+0 e o6 O e & & 0 8H—€6 e¥e e O

arrange for payment of licensing fees, please contact Copyright Clearance Center, Customer Service, 222 Rosewood
Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of any individual standard for
educational classroom use can also be obtained through the Copyright Clearance Center.
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Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these documents may be superseded at any time by the
issuance of new editions or may be amended from time to time through the issuance of amendments, corrigenda, or
errata. An official IEEE document at any point in time consists of the current edition of the document together with any
amendments, corrigenda, or errata then in effect.

Every IEEE standard is subjected to review at least every ten years. When a document is more than ten years old and has

not undergone a revision process it is reasonable to conclude that its contents althouch still of some value do not
<) T <)

wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest edition of!
any IEEE standard.

In order to determine whether a given document is the current edition and whether it has been amended through the
issuance of amendments, corrigenda, or errata, visit the IEEE-SA Website at http://ieeexplore.ieee.org or contaet IEEE at
the address listed previously. For more information about the IEEE SA or IEEE’s standards development, process, visit
the IEEE-SA Website at http://standards.ieee.org.

Errata

Errata, if any, for all IEEE standards can be accessed on the IEEE-SA Website at the following URL:
http://standards.ieee.org/findstds/errata/index.html. Users are encouraged to check.this/ URL for errata periodically.

Patents

Attention is called to the possibility that implementation of this standard may require use of subject matter covered by
patent rights. By publication of this standard, no position is takefi'by the IEEE with respect to the existence or validity of
any patent rights in connection therewith. If a patent holder ér/patent applicant has filed a statement of assurance via an
Accepted Letter of Assurance, then the statément is listed on the IEEE-SA  Website at
http://standards.ieee.org/about/sasb/patcom/patents.htmil\Detters of Assurance may indicate whether the Submitter is
willing or unwilling to grant licenses under patert,rights without compensation or under reasonable rates, with
reasonable terms and conditions that are demonstrably free of any unfair discrimination to applicants desiring to obtain
such licenses.

Essential Patent Claims may exist for whieh a Letter of Assurance has not been received. The IEEE is not responsible for
identifying Essential Patent Claims fokwhich a license may be required, for conducting inquiries into the legal validity
or scope of Patents Claims, or determining whether any licensing terms or conditions provided in connection with
submission of a Letter of Assuranee, if any, or in any licensing agreements are reasonable or non-discriminatory. Users
of this standard are expressly_advised that determination of the validity of any patent rights, and the risk of infringement
of such rights, is entirely their own responsibility. Further information may be obtained from the IEEE Standards
Association.
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Introduction

This introduction is not part of IEEE Std 802.1AE-2018, IEEE Standard for Local and metropolitan area networks—
Media Access Control (MAC) Security.

The first edition of IEEE Std 802.1AE was published in 2006. The first amendment,

IEEE Std 802.1AEbn™-2011, added the option of using the GCM-AES-256 Cipher Suite. The second,
IEEE Std 802.1AEbw™-2013, added the GCM-AES-XPN-128 and GCM-AES-XPN-256 Cipher Suites)
These extended packet numbering Cipher Suites allow more than 232 frames to be protected with a single
Secure Association Key (SAK) and so ease the timeliness requirements on key agreement protocolscfor very
high speed (100 Gb/s plus) operation. The third amendment, IEEE Std 802.1AEcg™-2017,\’specified
Ethernet Data Encryption devices (EDEs) that provide transparent secure connectivity while supporting

provider network service selection and provider backbone network selection @s, Specified in
IEEE Std 802.1Q™.,

This revision, IEEE Std 802.1AE-2018, incorporates the text of IEEE Std 802.1AE-2006 and amendments
IEEE Std 802.1AEbn-2011, IEEE Std 802.1AEbw-2013, and IEEE Std 802.1AE¢g-2017.

Relationship between IEEE Std 802.1AE and otherEEE 802% standards

IEEE Std 802.1X™-2010 specifies Port-based Network Access ‘Control, provides a means of authenticating
and authorizing devices attached to a Local Area Network’ (LAN), and includes the MACsec Key
Agreement protocol (MKA) necessary to make use of IEEE Std 802.1AE.

IEEE Std 802.1AE is not intended for use with IEEE Std 802.11™. That standard also uses
IEEE Std 802.1X, thus facilitating the use of a common authentication and authorization framework for
LAN media to which this standard applies and-for Wireless LANs.
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1. Overview

1.1 Introduction

IEEE 802® Local Area Networks (LANs) are often deployed ‘in-networks that support mission-critical
applications. These include corporate networks of considerable\extent, and public networks that support
many customers with different economic interests. The grotocols that configure, manage, and regulate
access to these networks typically run over the networks themselves. Preventing disruption and data loss
arising from transmission and reception by unauthorized parties is highly desirable, since it is not practical
to secure the entire network against physical access by determined attackers.

MAC Security (MACsec), as defined by this” standard, allows authorized systems that attach to and
interconnect LANs in a network to maintain confidentiality of transmitted data and to take measures against
frames transmitted or modified by unauthorized devices.

MACsec facilitates

a)  Maintenance of correctnetwork connectivity and services
b) Isolation of denial.of service attacks
¢) Localization of any source of network communication to the LAN of origin

d) The construction of public networks, offering service to unrelated or possibly mutually suspicious
customers, using shared LAN infrastructures

e) Secure communication between organizations, using a LAN for transmission

f) _( Incremental and non-disruptive deployment, protecting the most vulnerable network components.

To-deliver these benefits, MACsec has to be used in conjunction with appropriate policies for higher-level
protocol operation in networked systems, an authentication and authorization framework, and network

management. IEEE Std 802.1X™ provides authentication and cryptographic key distribution.'
MACsec protects communication between trusted components of the network infrastructure, thus protecting

the network operation. MACsec cannot protect against attacks facilitated by the trusted components
themselves, and is complementary to, rather than a replacement for, end-to-end application-to-application

! Information on other references can be found in Clause 2.
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security protocols. The latter can secure application data independent of network operation, but cannot
necessarily defend the operation of network components, or prevent attacks using unauthorized
communication from reaching the systems that operate the applications.

1.2 Scope

The scope of this standard is to specify provision of connectionless user data confidentiality, frame data

transparently to MAC Clients.
NOTE—The MAC Clients are as specified in IEEE Std 802®, IEEE Std 802.1Q™, and IEEE Std 802.1X.2

To this end, it

a)  Specifies the requirements to be satisfied by equipment claiming conformance to this-standard.

b) Specifies the requirements for MACsec in terms of provision of the MAE)-Sérvice and the
preservation of the semantics and parameters of service requests and indications,

¢) Describes the threats, both intentional and accidental, to correct provisionf the service.
d) Specifies security services that prevent, or restrict, the effect of attacks\thiat exploit these threats.

e) Examines the potential impact of both the threats and the use of MAQsec on the Quality of Service
(QoS), specifying constraints on the design and operation of MAC.Security entities and protocols.

f)  Models support of the secure MAC Service in terms of the operation of media access control method
independent MAC Security Entities (SecY's) within the MAE Sublayer.

g) Specifies the format of the MACsec Protocol Data Unif (MPDUs) used to provide secure service.

h) Identifies the functions to be performed by eachSecY, and provides an architectural model of its
internal operation in terms of Processes and Entities that provide those functions.

i)  Specifies each SecY’s use of an associated and collocated Port Access Entity (PAE,
IEEE Std 802.1X) to discover and authenticate MACsec protocol peers and its use of that PAE’s
Key Agreement Entity (KaY) to agree and update cryptographic keys.

j)  Specifies performance requirements and recommends default values and applicable ranges for the
operational parameters of a Secl.

k)  Specifies how SecYs are incorporated within the architecture of end stations, bridges, and two-port
Ethernet Data Encryption‘devices (EDEs).

1)  Establishes the requitements for management of MAC Security, identifying the managed objects
and defining the management operations for SecYs.

m) Specifies thetManagement Information Base (MIB) module for managing the operation of MAC
Security imT'CP/IP networks.

n)  Specifiesrequirements, criteria, and choices of Cipher Suites for use with this standard.

2 Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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2. Normative references

The following referenced documents are indispensable for the application of this document (i.e., they must
be understood and used; therefore, each referenced document is cited in text, and its relationship to this
document is explained). For dated references, only the edition cited applies. For undated references, the
latest edition of the referenced document (including any amendments or corrigenda) applies.

IEEE Std 802®, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture.>*

IEEE Std 802.1Q™, IEEE Standard for Local and Metropolitan Area Networks: Bridges and Bridged
Networks.

IEEE Std 802.1X™, TEEE Standard for Local and Metropolitan Area Networks: Port-Based. Network
Access Control.

IEEE Std 802.1Xbx™-2014, IEEE Standard for Local and Metropolitan Area Networks: Port-Based
Network Access Control—Amendment 1: MAC Security Key Agreement Protocol (MKA) Extensions.

IEEE Std 802.1AB™, IEEE Standard for Local and Metropolitan Area Networks: Station and Media Access
Control Connectivity and Discovery.

IEEE Std 802.1AC™, IEEE Standard for Local and metropolitan area‘networks—Media Access Control
(MAC) Service Definition.

IEEE Std 802.3™, TEEE Standard for Ethernet.

IETF RFC 1213: Management Information Base for Network Management of TCP/IP-based internets:
MIB-II, McCloghrie, K., and Rose, M. T., March 1991.>

IETF RFC 2578, STD 58, Structure of Management Information for Version 2 of the Simple Network
Management Protocol (SNMPv2), McCloghrieK.; Perkins, D., Schoenwaelder, J., Case, J., Rose, M., and
Waldbusser, S., April 1999.

IETF RFC 2579, STD 58, Textual Conventions for Version 2 of the Simple Network Management Protocol
(SNMPv2), McCloghrie, K., Perkins, ‘D., Schoenwaelder, J., Case, J., Rose, M., and Waldbusser, S.,
April 1999.

IETF RFC 2580, STD_-58;/ Conformance Statements for SMIv2, McCloghrie, K., Perkins, D.,
Schoenwaelder, J., Case, I.,/Rose, M., and Waldbusser, S., April 1999.

IETF RFC 2863, TheInterfaces Group MIB using SMIv2, McCloghrie, K., and Kastenholz, F., June 2000.

IETF RFC 3418, Management Information Base (MIB) for the Simple Network Management Protocol
(SNMP), Preshun, R., editor, December 2002.

ISO/TE€/14882, Information Technology—Programming languages—C++.6

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation:

Galois/Counter-Mode(GCM)-and GMAC, November2007.

3 IEEE publications are available from The Institute of Electrical and Electronics Engineers (https:/www.standards.ieee.org).
4 The IEEE standards or products referred to in this clause are trademarks of The Institute of Electrical and Electronics Engineers, Inc.
3 IETF RFCs are available from the Internet Engineering Task Force (https://www.ietf.org/rfc.html).

© ISO/IEC documents are available from the International Organization of Standardization (https://www.iso.org/) and from the
International Electrotechnical Commission (http://www.iec.ch). These documents are also available from the American National
Standards Institute (https://www.ansi.org/).

7 NIST Special Publications are available from the National Institute of Standards and Technology (https://csrc.nist.gov/).
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3. Definitions

For the purposes of this document, the following terms and definitions apply. The [EEE Standards
Dictionary Online should be consulted for terms not defined in this clause.?

access priority: The priority associated with a transmit request made by a MAC Security Entity (SecY) at
its Common Port.

Association Number (AN): A number that is concatenated with the Secure Channel Identifier (SCI) to
identify a Secure Association (SA).

black-side: Identifies the Ethernet Data Encryption device (EDE) port that uses MACsec ta protect
transmitted frames and verify received frames.

bounded receive delay: A guarantee that a frame will not be delivered after a known bourided’time.

NOTE—In the case of the MAC Service, this is typically assumed to be less than two seconds,

Bridged Local Area Network: A concatenation of individual IEEE 802 Loeal{ Area Networks (LANs)
interconnected by MAC Bridges.

NOTE—Unless explicitly specified the use of the word network in this standard refersto a Bridged Local Area Network.
The term Bridged Local Area Network is not otherwise abbreviated. The term.Loedl Area Network and the abbreviation
LAN are used exclusively to refer to an individual LAN specified by a.MAIC technology without the inclusion of
Bridges. This precise use of terminology within this specification allows a Bridged Local Area Network to be
distinguished from an individual LAN that has been bridged to other DANS in the network. In more general usage such

precise terminology is not required, as it is an explicit goal of this standdrd that MAC Security is transparent to the users
of the MAC Service.

Cipher Suite: A set of one or more algorithms, designed to provide any number of the following: data
confidentiality, data authenticity, data integrity.

Common Port: An instance of the MAC *Inteérnal Sublayer Service (ISS) used by the SecY to provide
transmission and reception of frames for beth the controlled and uncontrolled ports.

Controlled Port: The access point.used to provide the secure MAC Service to a client of a MAC Security
Entity (SecY).

cryptographic key: A parameter that determines the operation of a cryptographic function such as
a)  The transformation from plain text to cipher text and vice versa
b)  Synchronized generation of keying material

c) Digitalisignature computation or validation.”

cryptographic mode of operation: An algorithm for the cryptographic transformation of data that features
a symmetric key block cipher algorithm. Syn: mode.

8 JEEE Standards Dictionary Online is available at https://dictionary.ieee.org.

9 This and some other definitions in this clause have been drawn from ASC TR1/X9, Technical Report for ABA ASC/X9 Standards
Definitions, Acronyms, and Symbols, 2002.

10 This and some other definitions in this clause have been drawn from NIST Special Publication 800-38 A, Recommendation for Block
Cipher Modes of Operation: Methods and Techniques, 2001.

19
Copyright © 2018 IEEE. All rights reserved.


https://dictionary.ieee.org
https://dictionary.ieee.org
https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

IEEE Std 802.1AE-2018
IEEE Standard for Local and metropolitan area networks—Media Access Control (MAC) Security

Customer Edge Port: The red-side port of an Ethernet Data Encryption device (EDE-CS, EDE-CC, or
EDE-SS).

NOTE—The terms customer and provider applied to the external and internal ports of an EDE-CS are those used by
IEEE Std 802.1Q in its description of Provider Edge Bridges (PEBs) and reflect the role of those ports in the layered
network architecture. They do not indicate control or ownership of the equipment. In this standard it is convenient to
extend the use of those terms to ports that have the same relative relationship to the edge and network components of an
EDE-CC or EDE-SS. This is not a suggestion that further variants of PEBs and Backbone Edge Bridges (BEBs) be

specified, as the existence of additional variants would complicate interoperability, service provision, and the task of this
standard

Customer Network Port: A port on the network component of an Ethernet Data Encryption deyice
(EDE-CS, EDE-CC, or EDE-SS) that provides internal connectivity to the edge component of that EDE}

data integrity: A property whereby data has not been altered in an unauthorized manner sin¢e it was
created, transmitted or stored.!!

edge component: The bridge component in an Ethernet Data Encryption device (EDE-CS, EDE-CC, or
EDE-SS) that is attached to the red-side port.

Ethernet Data Encryption device (EDE): A two-port bridge that transmits*and receives frames that are
assumed to be unprotected to and from one red-side port, and conditionallylrelays those frames to and from
its other black-side port, protecting and verifying frames transmitted andteceived on the black-side port
using MACsec.

IEEE 802 Local Area Network (LAN): LAN technologies that provide a MAC Service equivalent to the
MAC Service defined in IEEE Std 802.1AC. IEEE 802 A ANs include IEEE Std 802.3 (Ethernet) and
IEEE Std 802.11 [B2] (Wireless).

NOTE—IEEE 802 LANSs are also referred to in the text of this standard simply as LANSs.

initialization vector (IV): A vector used in defining the starting point of an encryption process within a
cryptographic algorithm.!?

integrity: See: data integrity.

integrity check value (ICV): A*yalue that is derived by performing an algorithmic transformation on the
data unit for which data integrity services are provided. The ICV is sent with the protected data unit and is
recalculated and compared by the receiver to detect data modification.

key: See: cryptographic key.

key management: The generation, storage, distribution, deletion, archiving, and application of keys in
accordance:with a security policy.

Layer\Management Interface (LMI): The interface between a protocol entity in a system and the system
management, providing for the exchange of parameters with other system entities that are not attached to the
service access points used and provided by the protocol entity.

Local Area Network (LAN): See: IEEE 802 Local Area Network (LAN).

1T This and some other definitions in this clause have been drawn from NIST Special Publication 800-57, Recommendation for Key
Management, 2005.

12 This and some other definitions in this clause have been drawn from Federal Information Processing Standard (FIPS) 140-2, Security
Requirements for Cryptographic Modules, 2001.
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MAC Security Entity (SecY): The entity that operates the MAC Security protocol within a system.

MAC Security TAG (SecTAG): A protocol header, comprising a number of octets and beginning with an
EtherType, that is prepended to the service data unit supplied by the client of the protocol and is used to
provide security guarantees.

MAC service data unit (MSDU): A sequence of zero or more octets that compose the data to be
communicated with a single MAC Service request or indication.

master key: A secret key that is used to derive one or more cryptographic keys that are used directly €9
protect data transfer.

message authentication: If the message arrives authenticated, the cryptographic guarantee is»that the
message was not modified in transit and that the message originated from an entity with the proper
cryptographic credentials.

mode: See: cryptographic mode of operation.

multipoint: Involving or potentially involving more than one participant in the’role of receiver, or in the
role of transmitter, in a single data transfer or set of related data transfers.

network component: The bridge component in an Ethernet Data Engryption device (EDE-CS, EDE-CC, or
EDE-SS) that is attached to the black-side port.

nonce: A non-repeating value, such as a counter, used in keylmanagement protocols to thwart replay and
other types of attack.!3

Packet Number (PN): A monotonically increasing value that is guaranteed unique for each MACsec frame
transmitted using a given Secure Association Key{(SAK).

Port Identifier: A 16-bit identifier that uniquely identifies each of a system’s transmit Secure Channels
(SCs) that uses the same MAC address as@a‘component of its Secure Channel Identifier (SCI).

NOTE—The Port Identifier is not constrainéd to correspond to any other port number, identifier, or index. There can be
more than one SC for a physical port, identifying frames transmitted by separate virtual ports, and more than one SC for
a physical or virtual port if that pert usés different SCs to transmit frames of different priorities.

Protocol Data Unit (PDU):* A unit of data specified in a protocol and consisting of protocol information
and, possibly, user data:

Provider Edge-Port (PEP): A port on the edge component of an Ethernet Data Encryption device
(EDE-CS, EDE-€C, or EDE-SS) that provides internal connectivity to the network component of that EDE.

Provider‘Network Port: The black-side port of an Ethernet Data Encryption device (EDE-CS, EDE-CC, or
EDE-SS).

red-side: Identifies the Ethernet Data Encryption device (EDE) port that does not use MACsec to protect

transmitied Irames or Verily received Irames.

Reserved Address: A group address filtered by a bridge component to restrict the scope of the control
protocols using that Destination Address (DA).

13 This and some other definitions in this clause have been drawn from ASC TR1/X9, Technical Report for ABA ASC/X9 Standards
Definitions, Acronyms, and Symbols, 2002.
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secret key: A cryptographic key used with a secret key cryptographic algorithm that is uniquely associated
with one or more entities and should not be made public. 14

Secure Association (SA): A security relationship that provides security guarantees for frames transmitted
from one member of a Connectivity Association (CA) to the others. Each SA is supported by a single secret
key, or a single set of keys where the cryptographic operations used to protect one frame require more than
one key.

Secure Association Identifier (SAI): An identifier for an Secure Association (SA), comprising the Secure
Channel Identifier (SCI) concatenated with the Association Number (AN).

Secure Association Key (SAK): The secret key used by a Secure Association (SA).

Secure Channel (SC): A security relationship used to provide security guarantees for frames transmitted
from one member of a Connectivity Association (CA) to the others. An SC is supported by @ sequence of
Secure Associations (SAs) thus allowing the periodic use of fresh keys without terminating)the relationship.

Secure Channel Identifier (SCI): A unique identifier for a Secure Channel (SC),“Composed of a MAC
Address and a Port Identifier.

NOTE—Key agreement protocols such as the MACsec Key Agreement protocol (MKA) (see IEEE Std 802.1X) are
responsible for ensuring that each SCI used with a given Secure Association Key (SAK) is unique where a Cipher Suite
requires that for nonce construction, as does the Default Cipher Suite (14.5)~SCI uniqueness does not rely on MAC
Address allocation procedures.

secure Connectivity Association (CA): A security relatiofiship, established and maintained by key
agreement protocols, that comprises a fully connected subsét’of the service access points in stations attached
to a single Local Area Network (LAN) that are to be supported by MACsec.

Short Secure Channel Identifier (SSCI): A 324bifvalue, managed by the key agreement protocol, that is
unique for each SCI within the context of all MAC Security Entities (SecYs) using a given Secure
Association Key (SAK).

spoofing: Claiming a fraudulent identityfor purposes of mounting an attack.

Uncontrolled Port: The access point used to provide the insecure MAC Service to a client of a MAC
Security Entity (SecY).

user priority: The priority associated with a transmit request received by the Controlled Port of a MAC
Security Entity (SeeY):

14 From FIPS 140-2.
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4. Abbreviations and acronyms

The following abbreviations and acronyms are used in this standard.

AES Advanced Encryption Standard

AN Association Number

BEB Backbone Edge Bridge

BPDU Bridge Protocol Data Unit

CA secure Connectivity Association

CFM Connectivity Fault Management

CRC Cyclic Redundancy Check

DA Destination Address

EDE Ethernet Data Encryption device

EDE-CC Ethernet Data Encryption device with red-side recognition of ‘€-TAGs and black-side
addition and removal of C-TAGs

EDE-CS Ethernet Data Encryption device with red-side recogdition of C-TAGs and black-side
addition and removal of S-TAGs

EDE-M VLAN-unaware Ethernet Data Encryption device Operating as a Customer Bridge

EDE-SS Ethernet Data Encryption device with red-side recognition of S-TAGs and black-side
addition and removal of S-TAGs

EISS Enhanced Internal Sublayer Service

EPON Ethernet Passive Optical Network

ES end station

FCS frame check sequence

GCM Galois Counter Mode

ICV integrity check-value

ISS Internal Sublayer Service

v initialization vector

KaY MAG Security Key Agreement Entity

LACP LCink Aggregation Control Protocol

LAN IEEE 802 Local Area Network

LLE Logical Link Control (ISO/IEC/IEEE 8802.2™ [B10])

LLDP Link Layer Discovery Protocol

LMI Layer Management Interface

MAC Media Access Control

MACsec Media Access Control Security

MIB Management Information Base

MKA MACsec Key Agreement protocol (IEEE Std 802.1X)
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MKPDU MACsec Key Agreement Protocol Data Unit

MPDU MACsec Protocol Data Unit

MSDU MAC Service Data Unit

MSTP Multiple Spanning Tree Protocol

OLT Optical Line Terminal

ONU Optical Network Unit

PAE Port Access Entity

PCP Priority Code Point (IEEE Std 802.1Q)
PDU Protocol Data Unit

PEB Provider Edge Bridge

PEP Provider Edge Port

PN Packet Number

QoS Quality of Service

RSTP Rapid Spanning Tree Algorithm and Protocol
SA Secure Association or Source Address, as applicable
SAI Secure Association Identifier

SAK Secure Association Key

SC Secure Channel

SCB Single Copy Broadcast

SCI Secure Channel Identifier

SecTAG MAC Security TAG

SecY MAC Security Entity

SL Short Length

SMI Structure of Management Information
SNMP Simple Nétwork Management Protocol
SSCI Short Secture Channel Identifier

STP Spanning Tree Protocol

UNI User Network Interface (IEEE Std 802.1Q)
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5. Conformance

A claim of conformance to this standard is a claim that the behavior of an implementation of a MAC
Security Entity (SecY) meets the requirements of this standard as they apply to the operation of the MACsec
protocol, management of its operation, and provision of service to the protocol clients of the SecY, as
revealed through externally observable behavior of the system of which the SecY forms a part.

A claim of conformance may be a claim of full conformance, or a claim of conformance with Cipher Suite

variance, as specified in 5.4.

Conformance to this standard does not ensure that the system of which the MAC Security implementatien
forms a part is secure, or that the operation of other protocols used to support MAC Security, such-as key
management and network management do not provide a way for an attacker to breach that security:

Conformance to this standard does not require any restriction as to the nature of the system(0f which a SecY
forms part other than as constrained by the SecY’s required and optional capabilities (513} 5.4). Clause 11
describes the use of SecY's within a number of different types of systems. These include; but are not limited
to, systems specified in IEEE Std 802.1Q and those that make use of IEEE/Std 802.1X. Successful
interoperable use of MACsec in those systems also requires conformance to.these standards. In addition
Clause 15 of this standard makes use of components specified in IEEE Std 802.1Q to define further systems,
Ethernet Data Encryption devices (EDEs), whose purpose is to secure.the-MAC Service within networks
comprising bridging systems specified by IEEE Std 802.1Q in a waythat is transparent to the operation of
those bridging systems. Additional claims of conformance can be fmade to this standard in respect of EDEs
(5.5-5.7).

5.1 Requirements terminology

For consistency with existing IEEE and IEEE¢802.1 standards, requirements placed upon conformant
implementations of this standard are expressed psing the following terminology:

a)  shall is used for mandatory requirements.

b) may is used to describe implementation or administrative choices (“may” means “is permitted to”,
and hence, “may” and “may not” mean precisely the same thing).

c) should is used for recommended choices (the behaviors described by “should” and “should not” are
both permissible but notequally desirable choices).

The PICS proforma (see Annex A) reflects the occurrences of the words shall, may, and should within the
standard.

The standard avoids needless repetition and apparent duplication of its formal requirements by using is, is
not, are, and\are not for definitions and the logical consequences of conformant behavior. Behavior that is
permitted<{but is neither always required nor directly controlled by an implementor or administrator, or
whose‘conformance requirement is detailed elsewhere, is described by can. Behavior that never occurs in a
conformant implementation or system of conformant implementations is described by cannot.

5.2 Protocol Implementation Conformance Statement (PICS)

The supplier of a MAC Security Entity (SecY) implementation that is claimed to conform to this standard
shall complete a copy of the PICS proforma provided in Annex A and shall provide the information
necessary to identify both the supplier and the implementation.
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The supplier of an EDE that is claimed to conform to this standard shall complete a copy of the PICS
proforma provided in Annex D and shall provide the information necessary to identify both the supplier and
the implementation. The supplier of an EDE implementation shall also complete or provide copies of the
following PICS proforma(s) adhering to any restrictions required by conformance to this standard and
marking any exceptions required by conformance to this standard:

a)

For all types of EDE, the PICS proforma for each SecY implementation provided in Annex A of this
standard.

by
c)
d)
e)

f)

shall

a)
b)

c)

d)

g
h)

i)
k)
D

Foratttypesof EDE; the PICSproformaspecificd by TEEE-Std8021X:
For an EDE-M: the IEEE 802.1Q PICS proforma as required for a VLAN-unaware MAC Bridge.
For an EDE-CS: the IEEE 802.1Q PICS proforma as required for a Provider Edge Bridge.

For an EDE-CC: the IEEE 802.1Q PICS proforma as required for each of the two_C<VLAN
components.

For an EDE-SS: the IEEE 802.1Q PICS proforma as required for each of the two S-VLAN
components.

5.3 MAC Security Entity requirements

An implementation of a MAC Security Entity (SecY) for which conformange to this standard is claimed

Support the Controlled and Uncontrolled Ports, and use a Common Port as specified in Clause 10.

Support the MAC status and point-to-point parameters for the Controlled and Uncontrolled Ports as
specified in 6.4, 6.5, and 10.7.

Process transmit requests from the Controlled Poft'as required by the specification of Secure Frame
Generation (10.5).

Process receive indications from the Common Port as required by the specification of Secure Frame
Verification (10.6), prior to causing receive indications at the Controlled Port.

Encode and decode MACsec Protocel\Data Units (MPDUs) as specified in Clause 9.

Use a 48-bit MAC Address and-a*16-bit Port Identifier unique within the scope of that address
assignment to identify each transmit SCI, as specified in 8.2.1.

Satisfy the performance requirements specified in Table 10-3 and 8.2.2.

Support the Layer Management Interface (LMI) operations required by the Key Agreement Entity
as specified in Clause 10.

Provide the management functionality specified in 10.7.

Protect andvalidate MPDUs by using Cipher Suites as specified in 14.1.

Support Integrity Protection using the Default Cipher Suite specified in Clause 14.
Foreach Cipher Suite implemented, support a minimum of

1), One receive SC

2) Two receive SAKs

3) One transmit SC

4)  Qne of the two receive SAKs at a time for transmission with the abilitv to nhsmgp from one to
the other within the time specified in Table 10-3.

Specify the following parameters for each Cipher Suite implemented

1) The maximum number of receive SCs supported

2)  The maximum number of receive SAKs

3) The maximum number of transmit SCs supported.
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An implementation of a SecY for which conformance to this standard is claimed shall not

n) Introduce an undetected frame error rate greater than that achievable by preserving the original
frame check sequence (FCS), as required by 10.4.

o) Implement any Cipher Suite that is additional to those specified in Clause 14 and does not meet all
the criteria specified in 14.2, 14.3, and 14.4.1.

p) Support access to MACsec parameters by a management agent using any version of SNMP prior to
v3.

An implementation of a SecY for which full conformance to this standard is claimed shall not

q) Implement Cipher Suites other than those specified in Clause 14.

NOTE—Conformance with Cipher Suite variance is allowed, as specified in 5.4 and in 14.4.1.

5.4 MAC Security Entity options

An implementation of a MAC Security Entity (SecY) for which conformance to this ‘standard is claimed
may

a)  Support access to MACsec parameters by a management agent using SNMP version v3 and the MIB
module specified in Clause 13.

b)  Support more than one receive SC.

¢)  Support more than two receive SAKs.

d)  Support more than one transmit SC.

e) Support Confidentiality Protection using the Default Cipher Suite without a confidentiality offset, as
specified in Clause 14.

f)  Support Confidentiality Protection using the Default Cipher Suite with a confidentiality offset, as
specified in Clause 14.

g) Include Cipher Suites that are specifiedin Clause 14 in addition to the Default Cipher Suite.

An implementation of a SecY that supporfs‘more than one transmit SC shall
h)  Support a Traffic Class Table and an Access Priority Table as specified in 10.7.17.

An implementation of a SecY for which conformance with Cipher Suite variance is claimed may

i)  Use Cipher Suites.not"specified in Clause 14, but meeting the criteria specified in 14.2, 14.3, and
14.4.1.

5.5 EDE conformance

Ethernet -Data Encryption devices (EDEs) of various types comprise bridging systems and bridge
components used as specified in this standard. Clause 15 provides a taxonomy, specification, and a
deseription of the intended use of each type (EDE-M, EDE-CC, EDE-CS, or EDE-SS).

The bridging system and/or bridge components that comprise an implementation of an EDE that is claimed
0 conform to this standard shall conform to the requirements ol (and may usc aily Ol the options an
recommendations permitted by) IEEE Std 802.1Q, IEEE Std 802.1X, and the provisions of this standard for
each MAC Security Entity (SecY) that is part of the EDE implementation, with the restrictions, additions,
exceptions, and clarifications specified in this standard for that type of EDE.
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An implementation of any type of EDE that is claimed to conform to this standard shall

a)

b)

Have two and only two externally accessible Bridge Ports, a red-side port and a black-side port.

NOTE—A red-side port can also be referred to as the customer or edge port and the black-side port as a
provider or network port. The use of either or both of the pair of terms, customer/provider and edge/network to
refer to an EDE-M’s ports is consistent with the relative roles played by ports in multicomponent bridges and
EDEs.

Associate a Port Access Entity (PAE) that includes a MACsec Key Agreement Entity (KaY) capable

a)

b)
©)

d)

e)

a)

Of operating MKZA witll eachi SecY required by this standard for the particular type of EDE (15.2,
15.4,15.5,15.6, 15.7).

5.6 EDE-M conformance

An implementation of an EDE-M (15.2, 15.4) that is claimed to conform to this standard shafl

Comprise a VLAN-unaware MAC Bridge as specified by IEEE Std>-802.1Q (5.14 of
IEEE Std 802.1Q-2018) with the constraints and exceptions specified in this standard.

Incorporate a SecY in the black-side port interface stack (15.2, 15.4).

Be capable of being configured to secure connectivity within a customer or provider network (as
specified in 15.2), using the Nearest non-TPMR group address forrgroup-addressed EAPOL PDUs,
and filtering frames whose destination MAC Address is a TPMR component Reserved Address or
the Nearest non-TPMR Bridge group address.

Be capable of being configured to secure connecfivity across a PBN to a peer EDE-M,
MACsec-capable Customer Bridge, or an EDE-CS (as ‘specified in 15.4 and 15.5), using the Nearest
Customer Bridge group address for group addressed EAPOL PDUs and filtering frames whose
destination MAC Address is a C-VLAN componént Reserved Address with the exception of the
Nearest Customer Bridge group address.

and may

Be capable of being configured to-secure connectivity across a PBN to a peer EDE-CC (as specified
in 15.6), using the EDE-CC_PAE group address for group addressed EAPOL PDUs, and filtering
frames whose destination " MAC Address is a C-VLAN component Reserved Address or the
EDE-CC PAE group address.

Be capable of being configured to recover signaled priority from a C-VLAN tag and to priority tag
(or not) frames transmitted by the black-side port as specified in 15.4.

5.7 EDE-CS,conformance

An implementation of an EDE-CS (15.5) that is claimed to conform to this standard shall

Comprise a Provider Edge Bridge as specified by IEEE Std 802.1Q (5.10.2 of
IEEE Std 802.1Q-2018) including one and only one C-VLAN component (identified by this
standard as the edge component of the EDE) and an S-VLAN component (the network component
of the EDE)

b)

Incorporate a SecY in each of the internal Provider Edge Port interface stacks (15.5).

Be capable of being configured to use the Nearest Customer Bridge group address for group
addressed EAPOL PDUs (15.5).
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5.8 EDE-CC conformance

An implementation of an EDE-CC (15.6) that is claimed to conform to this standard shall

a) Comprise two C-VLAN components, each as specified by IEEE Std 802.1Q (5.5 of
IEEE Std 802.1Q-2018)—an edge component and a network component—internally connected as
specified in 15.6.

b) Incorporate a SecY in each of the internal Provider Edge Port interface stacks (15.6).

c) Be capable of being configured to use the EDE-CC PAE group address as the destination MAC,
address of group addressed EAPOL PDUs for group addressed EAPOL PDUs (as specified in 15.6))

d) Filter and not forward all frames whose destination MAC address is either one of the addfesses
identified by IEEE Std 802.1Q as a C-VLAN component Reserved Address or the EDE<CC PAE
group address.

e) Transmit frames received from the red-side customer port and relayed to the black-sideé network port
untagged if they were received untagged and C-tagged with the same C-VID if theywere C-tagged
on receipt (15.6).

5.9 EDE-SS conformance

An implementation of an EDE-SS (15.7) that is claimed to conform to this’standard shall

a) Comprise two S-VLAN components, each as specified) by IEEE Std 802.1Q (5.6 of
IEEE Std 802.1Q-2018)—an edge component and a network component—internally connected as
specified in 15.7.

b) Incorporate a SecY in each of the internal Provider Edge Port interface stacks (15.7).

c) Be capable of being configured to use the EDE*SS PAE group address as the destination MAC
address of group addressed EAPOL PDUs forgroup addressed EAPOL PDUs (as specified in 15.7).

d) Filter and not forward all frames whose déstination MAC address is either one of the addresses
identified by IEEE Std 802.1Q as an‘S=VLAN component Reserved Address (Table 8-2 of IEEE Std
802.1Q-2018) or the EDE-SS PAE group address.

e) Transmit frames received from fhe red-side customer port and relayed to the black-side network port
untagged if they were received untagged and S-tagged with the same S-VID if they were S-tagged
on receipt (15.7).
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6. Secure provision of the MAC Service

MACsec provides secure communications between stations that are attached to the same LAN. An
authenticated and authorized peer MAC Security Entity (SecY) within each station uses the insecure MAC
Service provided by the LAN to provide the secure MAC Service to its client (see Figure 6-1). The
requirements for MACsec discussed in this clause are informed by the goal of preserving the MAC Service.

- J T) - J T) -_—— J T) — —Secure MAC Service

MAC Security MAC Security MAC Security

-— (0 -—= ()] - q D — — Insecure MAC Service

LAN

Figure 6-1—MACsec secured LAN with three stations

This clause discusses the

a)  Primitives, parameters, connectivity, and status parameters provided by the MAC Service
b)  Security threats posed by abuses of the MAC Service

c) Connectivity used and provided by the MACsec protocal

d) Service guarantees provided by MACsec and the seeurity services they support

e) Quality of Service (QoS) issues addressed in thedesign, implementation, and use of MACsec.

NOTE 1—In order to introduce the concepts used in this stahdard, this clause can repeat or summarize the specification
in other clauses; however, it contains no normative previsions that apply either to the subject matter of those other
clauses or to the other standards referenced. For confarmance to this standard see Clause 5.

NOTE 2—MACsec does not itself guarantee the s€curity of a Bridged Local Area Network, as that security depends on
the security of the individual LANs that comprise the network, on the policies adopted by clients of the secure MAC
Service (7.3), and on the security of the MAC Bridges that interconnect those LANs.

NOTE 3—Authentication and authorization are outside the scope of this standard, which ensures secure communication
between mutually authenticated and authorized service access points.

NOTE 4—The MAC Service-and the secure MAC Service are provided at a service access point to a single client. The
client is either a logical link ‘eentrol (LLC) Entity or an entity that in turn provides the MAC Service or a MAC Internal
Sublayer Service (IEEE:Std-802.1AC, IEEE Std 802.1Q).

6.1 MAC Service primitives and parameters

The MAE Service (IEEE Std 802.1AC) provides unconfirmed connectionless-mode data transfer between
source~and destination stations. The invocation of a request primitive at a service access point within a
source station results, with a high probability, in a corresponding indication primitive at selected service
aceess points in destination stations. A single service request at one service access point results in no more

$l 1a-diaats 4 Lot il 1 11t
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Each request and indication primitive has the following four parameters:

— Destination Address

—  Source Address

—  Priority

— MAC Service Data Unit (MSDU)
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The MAC Service can be provided by a single LAN or by a Bridged Local Area Network. The service
provided to an LLC Client in an end station is specified in IEEE Std 802.1AC. The service provided by a
LAN to a MAC Bridge is the MAC Internal Sublayer Service (ISS), which includes parameters necessary to
the bridge relay function including the frame check sequence (FCS). Except as otherwise explicitly noted,
the term MAC Service as used in the remainder of this clause refers both to the provision of the MAC
Service to an LLC client and to provision of the ISS. Multiple instances of the MAC Service can be provided
using a single instance of the ISS and supported in VLAN-aware Bridges using the Enhanced Internal
Sublayer Service (EISS), (see 6.6 of IEEE Std 802.1Q-2018). When a VLAN TAG (IEEE Std 802.1Q) is

used to distinguish the service instances supported, the additional parameters of the EISS are all encoded
within the ISS MSDU.

NOTE 1—The MAC Service defined in IEEE Std 802.1AC is an abstraction of the features common to a numbetr of
specific media access control methods and is a guide to the development of client protocols.

NOTE 2—The priority parameter described in this clause is also referred to as the user priority in some specifications.
The functions that support the ISS can calculate an access_priority for use on a LAN in local support efithe user _priority.

The MAC Service provided by a single LAN preserves the relative order of sérvice requests and
corresponding service indications with the same requested priority. Each instancé.,of the MAC Service
provided using an instance of the EISS preserves the relative order of requests afid indications with the same
destination address, source address, and priority if the destination address is-an*individual address, and the
relative order of requests and indications with the same destination address-and priority if the destination
address is a group address.

NOTE 3—A Provider Bridged Network can use the EISS to provide instances of the MAC Service that appear, with the
exception of ordering constraints, to be a single LAN and are used as such by MACsec.

The address and MSDU parameters delivered with aSsetvice indication have identical values to those
supplied with the corresponding service request. Th€ MAC Service does not validate the parameters
supplied with the request; for example, it does not provide any assurance that the source address used by an
LLC client is the individual address previously allocated to the station.

NOTE 4—For example, in the absence of policies that require authorization to use an address, or check that a MACsec
participant does not change its address, thease of MACsec will not protect against ARP spoofing. MACsec can form
part of a solution that prevents ARP spoefing provided that suitable client policies are used in conjunction with
MACsec, as mentioned in 1.1, in Clayse 6, and in Clause 7 (particularly 7.3). In the case of ARP spoofing, appropriate
policies include a selection of not acCepting frames from an end station with a different source address than that used in
the authentication dialogue, not accepting frames from bridges that are not known to obey that rule, requiring use of
device identification to ensure'use’of a legitimate MAC address, and filtering certain higher-layer protocol frames unless
received (using MACsec) from' a system allowed to send them.

The priority parameter delivered with a service indication has an identical value to that supplied with the
corresponding setvice request, where the media access control method used supports communication of
priority. Thetac¢cess to the LAN granted by the media access control method can take the requested priority
value inteyaecount, but can also be based on other factors. The IEEE 802.3™ media access control method
does motyeconvey priority, and the priority value delivered with the service indication is determined by
management of the receiving station. However, where the EISS is used to support an instance of the MAC
Service, the priority parameter of the EISS is encoded within a VLAN TAG (IEEE Std 802.1Q) that forms
the initial octets of the MSDU accompanying a service request to the instance of the ISS used to support the

EISS. Figure 6-2 shows the priority field encapsulated in the VLAN TAG within the Secure Data portion of
the MACsec frame. In this case, the value of the priority parameter delivered with the service indication will
be identical to that provided with the corresponding request.
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Figure 6-2—MACsec Frame, VLAN TAG, and QoS

6.2 MAC Service connectivity

The MAC Service provided by a single point-to-point or shared media, AN provides symmetric and
transitive connectivity between all the stations connected to that LAN. Following a service request at one
service access point, a corresponding service indication occurs, with_high’probability, at all the MAC ISS
access points in other stations attached to the same LAN. Service.indications at service access points that
provide the MAC Service to an LLC Entity are filtered by media access functions, generally within each
receiving station, to exclude frames that are not destined to an individual or group address used by the client.

NOTE 1—Symmetric connectivity means that if station A("¢anh communicate with station B, then B can also
communicate with A. Transitive connectivity means that if station’ A can communicate with B, and B with C, then A can
also communicate with C.

NOTE 2—Some media access control devices or methods are capable of not delivering some or all frames with
unwanted destination addresses to some or all statiors.

MAC Service clients and client protocels*can operate incorrectly if the connectivity provided is not as
expected. While some protocols can detect the lack of symmetric connectivity, they can simply deny service
as a result. Protocols can operate inefficiently if transitive connectivity is not provided. While MAC Bridges
can filter frames to restrict provision of service, the use of Virtual LANs (VLANSs), with each VLAN
providing full connectivity, is(preferred to lessen the administrative burden of ensuring correct connectivity.

NOTE 3—The original Spanning Tree Protocol (STP) could create loops in the network if symmetric connectivity was
not provided. The RapidSpanning Tree Algorithm and Protocol (RSTP), (see IEEE Std 802.1Q), detects non-symmetric
connectivity between, Bridges, but will deny service until the problem is resolved, and intermittent non-symmetric
connectivity canyresult in data loops. For example, the operation of the OSPF routing protocol on a LAN is inefficient
unless all participants can receive frames sent by each other. If a LAN that provides the ISS to attached MAC Bridges
merely delivers frames to their intended destination instead of providing full connectivity, learning of source addresses
can be inhibited and frames flooded throughout the bridged network for an indefinite period.

6(3 )Point-to-multipoint LANs

A point-to-multipoint LAN provides connectivity irom a single distinguished station to one or more other
stations, i.e., from one point to multiple other points, and from each of the other stations to the distinguished
station. The point-to-multipoint LAN does not provide direct connectivity between pairs of stations unless
the distinguished station is one of the pair. Efficient multicast and broadcast from the distinguished station to
all the others is provided: a single service request with a given destination address can result in service
indications at each multipoint station wishing to receive frames with that destination address.
Communication between the other stations occurs via the distinguished station, as specified by the relevant
standard for the particular technology.
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NOTE—Examples of point-to-multipoint LANs include IEEE 802.3 Ethernet Passive Optical Network (EPON) (see
Clause 12), IEEE Std 802.11™ [B2], and certain provider network VLAN configurations. Depending on the particular
LAN or network technology the distinguished stations are variously referred to as optical line terminals (OLTs), wireless
access points (WAPs), head-ends, concentrators, star concentrators, or root nodes, and the other stations as optical
network units (ONUSs), stations, modems, or leaf nodes.

6.4 MAC status parameters

Fachserviceaccess point camr make avaitablie statusparamceters —that Teftecttheoperatiomat—state—amd
administrative controls for the service instance provided at that access point.

The MAC_Enabled parameter is TRUE if use of the service is permitted and is otherwise FALSE. [The
value of this parameter is determined by administrative controls specific to the entity providing the.service.

The MAC_Operational parameter is TRUE if, and only if, service requests can be made and service
indications can occur.

The value of the MAC Enabled and MAC_Operational parameters are determined by the specific entity
providing the MAC Service. IEEE Std 802.1AC and IEEE Std 802.1Q specify/hew that determination is
made for provision of the insecure ISS by specific media access control methods, and for provision of the
insecure EISS. This standard specifies how these parameters are determinéd for the secure MAC Service.

NOTE—Correct provision and use of the MAC_Operational parameter is essential for high performance
implementation of RSTP (IEEE Std 802.1Q), Multiple Spanning Tree Rraotocol (MSTP, IEEE Std 802.1Q), and Link
Aggregation Control Protocol (LACP, IEEE Std 802.1AX™ [B4]). In the absence of this parameter, loss of connectivity
is determined by repetitive loss of protocol frames that are normally trdnsmitted at intervals of a few seconds, and it is
assumed that frames transmitted immediately after a medium ayailability transition have a high probability of not being
received by protocol peers.

6.5 MAC point-to-point parameters

Each service access point can make available status parameters that reflect the point-to-point status for the
service instance provided, and that allow>administrative control over the use of that information.

If the operPointToPointMAC patameter is TRUE, the service is used as if it provides connectivity to at
most one other system; if FALSE, the service is used as if it can provide connectivity to a number of
systems.

The adminPointToPeintMAC parameter can take one of three values. If it is

a) ForceTrue; operPointToPointMAC shall be TRUE, regardless of any indications to the contrary
genctated by the service providing entity.

b) _FerceFalse, operPointToPointMAC shall be FALSE.
c) \~Auto, operPointToPointMAC is as currently determined by the service providing entity.

IEEE Std 802.1AC and IEEE Std 802.1Q specify how the point-to-point status determination is made for
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EISS. This standard specifies how it is determined for the secure MAC Service.

NOTE—RSTP and MSTP (IEEE Std 802.1Q) require the use of operPointToPointMAC to facilitate rapid
reconfiguration in some network failure scenarios. LACP (IEEE Std 802.1AX [B4]) does not aggregate links that are not
point-to-point and can use operPointToPointMAC to make this determination.
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6.6 Security threats

The expected features of the MAC Service described in 6.1 through 6.5—the relationships between service
requests and indications, preservation of the parameters of these primitives, the connectivity provided, and
the relationship of the MAC status parameters to the connectivity—can be accidentally and unintentionally
distorted through misconfiguration or deliberately abused. Misconfiguration or abuse can result in

a) Inability to issue service requests

b) Indiscriminate loss of service indications

c) Specifically targeted loss of service indications

d) Repeated service indications at the intended destinations

e) Service indications with modified address or data parameters

f)  Additional service indications with unmodified or selectively modified parameters
g) Service indications at unintended recipients

h) Delayed service indications that can disrupt network operation

i)  Disclosure of the MSDU to unauthorized parties.

Deliberate abuse can serve as a basis for an attack upon the resources accessible from a LAN through attacks
on the protocols that use the service and provide access to or controhOver those resources. The effort
required by an attacker to abuse the service in any particular way depends in general on the media access
control method used by the LAN, and the particular devices and components that support it.

The MAC Service does not guarantee the origin or authenticity of service requests and the accompanying
parameters. Since a station’s sole use of its source address and the restriction of service indications to
intended recipients can depend on cooperative behaviof from other stations, it is usually easy for an attacker
that can attach a station to a LAN to receive any seryice indication and to issue additional service requests
with parameters based on those indications. *Other service abuses can require physical access to
inconveniently located components.

It is beyond the scope of this standard to enumerate all the ways in which abuses of the service can be
exploited. They include techniques ¢ommonly referred to as passive wiretapping, masquerading, and
man-in-the-middle attacks. The latter is facilitated by source address spoofing, usually after another station
with that source address has.beenr observed to have been granted access to some resource. Attacks can
include

i) Denial of seryice, to all or to selected stations
k)  Theft of service

1)  Access.toconfidential information

m) Mgdification of confidential information

n) (Aeccess to or control over restricted resources.

MACsec does not protect against brute force denial of service attacks that can be mounted by abusing the
operation of particular media access control methods through degrading the communication channel or

transmitting erroneous media access method specitic control frames.
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6.7 MACsec connectivity

The connectivity provided (6.2) between the MAC Internal Sublayer Service (ISS) access points of stations
connected to a single LAN composes an insecure association between communicating stations. Key
agreement protocols as defined in IEEE Std 802.1X establish and maintain a secure Connectivity
Association (CA), which is a fully (i.e., symmetric and transitive) connected subset of the ISS service access
points. Each instance of MACsec operates within a single CA.

NOTE 1—ISO/IEC 15802, the MAC Service definition, introduces the term Connectivity Association to discuss the
relationship between service access points without referring to the details of particular media access control methods or
to terms such as physical connection or logical connection that have other associated attributes and meanings.

MACsec itself does not provide comprehensive monitoring of the connectivity provided by a CA,_ although
it can detect and will signal certain failures to the local MAC Security Key Agreement Entity (KaY).
Together, operation of key agreement protocols and MACsec ensures that the status paramet€is provided by
an instance of the secure MAC Service correctly reflect both the current connectivity and-changes in the
connectivity of the CA. Specifically

a) MAC Operational is only True if the CA is complete (i.e., is symmetric dndtransitive), and the local
MACsec Entity (SecY) can both receive and transmit.

NOTE 2—EPON is discussed in Clause 12.

b) If MAC Operational is True in stations wanting to join a new, €A and in stations already in the
target CA, and if stations are added to the CA, MAC_Operational transitions to False in either all the
stations originally participating in the CA or in all thesé\added, for sufficient duration such that
clients of the service are aware of the transition.

Determining which group transitions MAC Operational to False is outside the scope of this
specification and is determined by the KaY and sighaled through the LMI.

c) If MAC Operational is False in stations wanting to join a CA, and if these stations are added to a
CA, there is no change in the MAC_Operational status of the stations already in the target CA, and
MAC_Operational will transition to True“in the joining stations after some period of time. This is the
typical case for a single station joining a CA, in which its MAC_Operational is False until the join is
accomplished when its state transitions to MAC Operational True.

d) If adminPointToPointMAC= is set to Auto and MAC Operational is True, then
operPointToPointMAC 18, Frue only if at most one other station is participating in the CA. If
adminPointToPointMAC-is set to forceFalse, then operPointToPointMAC must be False, regardless
of the number of stations in the CA.

NOTE 3—Communication between KaY's in stations that compose a CA does not depend on the operation of MACsec.
6.8 MACsec guarantees

At each Setvice access point that is a member of a CA, MACsec ensures that any service indication

a)\.  Is the result of a service request at a service access point that is also a member of the same CA

b) Has the parameter values that are identical to those supplied with the service request

and can also ensure that

¢) No more than one indication results from one service request

d) A service indication does not occur after a known bounded time has elapsed since the service
request was made

e) The values of the octets that comprise the MAC Service Data Unit (MSDU) parameter cannot be
ascertained except by members of the CA.
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MACsec does not

f)  Conceal the following from stations that are not members of the CA:
1)  Service requests
2)  Values of service request address parameters
3) The number of octets that comprises the MSDU

g) Validate the parameters provided with a service request.

MACsec provides guarantees to within known bounds that are derived from the cryptographic methods and
other mechanisms used.

The known bounded time in item d) is typically longer than required to enforce the maximum transit delay
requirements of the MAC Service.

NOTE—The addition of explicit time indications to the MAC Security TAG (SecTAG) to provide tight bounds for
transit delay was considered in the development of this standard, but the value delivered 1S.8mall for the added
complexity and the burden imposed on key agreement protocols. Higher-layer protocols that have tight timing
requirements typically add their own timing markers. As these markers are carried within the MSDU, their integrity is
protected by MACsec.

6.9 Security services

The guarantees provided by MACsec support the following security services for stations participating in
MACsec:

a)  Connectionless data integrity [6.8a), 6.8b)]

b) Data origin authenticity [6.8a)]. If the cenmnectivity model is point-to-point, the originator is
authenticated, but if the connectivity model'is multipoint, then the authenticated originator is any
member of the CA, rather than a particular individual station.

c) Confidentiality [6.8d)]
d) Replay protection [6.8c), 6.8d)]

e) Bounded receive delay

and can be used to limit the natufe and extent of
f)  Denial of service attacks.

MACsec does not support
g) Non-repudiation (ISO/IEC 7498-2)

or proteet against

h)  Traffic analysis (ISO/IEC 7498-2).

A MAC Bridge that forwards a frame with an erroneous source MAC address can unintentionally facilitate a
denial of service or other attack on other LANs within a Bridged Local Area Network. The MAC Bridge
should use MACsec in conjunction with an appropriate policy to verify the binding of the source MAC
address to access to resources.
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6.10 Quality of Service maintenance

The quality of the MAC Service can be lowered by direct attacks on the operation of particular media access
control methods and indirect attacks on their resource allocation procedures facilitated by masquerading and
unauthorized data modification. MACsec does not provide guarantees for frames, known as MAC control
frames, that are internal to the operation of a particular media access method and cannot defend against
abuses that use or affect such frames. MAC control frames are not forwarded by MAC Bridges, so attacks
that exploit them can be localized to particular LANS.

NOTE—Where, within the operation of a particular media access control method, it is possible to establish secut¢
Connectivity Associations (CAs) prior to performing certain control functions, those functions should be supported. by
frames transmitted using an instance of the ISS. The parameters of those frames can then be protected by MACsec,4nd
the scope for abuse restricted. It is not a requirement of the Open Systems Interconnection (OSI) layer model (ISO/7498)
that management and control of a particular layer be carried out purely within that layer by protocols whese(identifiers
and formats are specific to that layer. For example, SNMP can be used to manage MAC Bridges.

Operation of a security protocol has the potential to lower some aspects of QoS. The operafion and design of
MACsec is discussed below as it relates to

a)  Service availability

b) Frame loss

c¢) Frame misordering

d) Frame duplication

e) Frame transit delay

f)  Frame lifetime

g) Undetected frame error rate

h) Maximum service data unit size supported
i)  Frame priority

i) Throughput.

Use of MACsec can lower service availability if delays occur in the creation of Connectivity Associations or
in the distribution and maintenance of ‘cryptographic keying material. Failures or attacks upon the system
that supports authentication and authorization can result in denial of service.

The operation of MACsec introduces no additional frame loss on individual LAN segments other than that
expected for a specific media access control method as a consequence of a small increase in frame size. The
operation of MACseg_between two customer systems across a provider bridged network can introduce
additional frame Ado$s caused by possible frame reordering from expedited forward or link aggregations
within the provider bridged network. The reception of misordered frames can cause MACsec
implementatiens to discard additional frames depending upon the configuration of replay protection
parametefs..MACsec can use separate secure channels to transit frames with different access priorities and
thus réduce or eliminate undesirable frame discard resulting from the mutual reordering of those frames.

Conforming implementations of MACsec are capable of applying a new keying material starting with any
frame in a sequence that is received with the minimum intervening spacing specified by the specific media

access control method in use. Each frame protected by MACsec remains independent of its predecessors and
successors, so loss of a single frame does not imply loss of additional frames.

MACsec does not introduce any additional potential for duplicating or misordering frames. No
retransmission mechanisms are added to relax requirements for distribution and use of MACsec related
information. MACsec implementations are required to preserve the sequence of requests and indications
between the secure service access point supported and the insecure service access point used.
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Since the MAC Service is provided at an abstract interface within an end station, it is not possible to specify
the total frame transit delay precisely. It is, however, possible to measure the additional transit delay
introduced by an additional component or intermediate system.

The minimum additional transit delay introduced by MACsec is due to the increase in the MSDU size
required to convey security information and essential buffering requirements required to meet the processing
requirements of particular Cipher Suites. Specific limits are placed on the additional delays allowed to
MACsec implementations (Table 10-3). The permitted delay is short compared with the upper bound

mandated by the MAC Service, so 1t does not threaten the correct operation of higher-layer protocols.

Frame lifetime can be increased by MACsec if additional delay is introduced by providing security~Fhe
typical bound on frame lifetime is approximately two seconds.

MACsec does not increase the undetected frame error rate for frames received and transmitted on a single
LAN. The frame check sequence (FCS) method used by each specific media access controlmethod protects
the entire frame including information added by MACsec. The integrity check added by MACsec can
increase the probability of detecting unintentional frame modifications, particulasly where those do not
correspond to the expected noise characteristics for which the FCS was originally, deSigned, but equally is
not a substitute for the FCS since it is designed to ensure that an attacker has afic¢xceedingly low chance of
predicting how to make an undetected modification to the frame’s parameters rather than to efficiently detect
burst noise characteristics.

Use of MACsec on each of a MAC Bridge’s Ports will force a change in the data covered by an FCS, even if
the frame is being relayed between LANSs that use the same media access control method. Application of the
techniques described in Annex O of IEEE Std 802.1Q-2018 ‘allow an implementation to achieve an
arbitrarily small increase in undetected frame error rates~eyen in cases where the data that is within the
coverage of the FCS is changed.

The MSDU size that can be supported by an IEEE.802 LAN varies with the media access control method
and its associated parameters (speed, electrical Characteristics, etc.), and can be constrained by the owner of
the LAN. MACsec adds security information to a transmitted MSDU, and thus the secure MAC service
offers a smaller MSDU size than the insecure MAC service that it employs.

Where MACsec is used to suppogt-an instance of the ISS that in turn supports the EISS, encoding of the
priority parameter of the EISS within the ISS MSDU ensures that priority can be communicated unchanged
between service access points that are attached to a single LAN. Since MACsec is terminated at each of
those service access points, a*bridge that makes use of that ISS instance to support one of its ports can access
or change the priority even if the two instances of MACsec encrypt the MSDU in order to provide
confidentiality. An Access Priority Table (10.7.17) can be used to derive the access priority requested from
the medium supperting the ISS from the priority requested by the user of the EISS.

Cryptography can be computationally intensive, and the operation of MACsec has the potential to lower
throughput. The Cipher Suite(s) mandated and recommended by this standard have been chosen, in part, for
theirability to support economic implementation across the range of LAN MAC data rates.

38
Copyright © 2018 IEEE. All rights reserved.


https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

IEEE Std 802.1AE-2018
IEEE Standard for Local and metropolitan area networks—Media Access Control (MAC) Security

7. Principles of secure network operation

This clause establishes the principles and a model of secure network operation. It describes the security
relationships used to support the secure MAC Service (Clause 6), and how that service is used to provide
overall network security. It provides the context necessary to understand the operation of the MAC Security
protocol (MACsec) (see Clause 8) and individual MAC Security Entities (SecYs) (see Clause 10).

Secure network operation comprises use of the secure MAC Service on each of the individual LANs that

compose the network together with the application of appropriate security policies by the MAC Service,
clients in end stations and in intermediate systems that forward frames. This clause defines

a)  The security relationships that support secure MAC Service

and describes how the secure MAC Service is

b)  Supported on each of the individual LANs that compose the network (7.1)
¢) Used by the protocol entities that are its Clients (7.3)

and delineates the responsibilities of the

d) Key Agreement Entities (KaY's, IEEE Std 802.1X)
e) MAC Security Entities
f)  Clients of the secure MAC Service.

Security relationships and the terms that identify them have bee¢n defined, in various ways, by a number of
publicly available documents. This standard has deliberately-chosen new terms to minimize confusion
whenever differences could exist between previously uSed terms and the requirements. For example, the
attributes associated with an Secure Association Identifier (SAI) (see Figure 7-7) are similar to but not
exactly the same as those associated with the’Security Parameter Index (SPI) defined by IPsec
(IETF RFC 4303 [B8]). The normative properties*of all terms used in this standard are as defined by this
standard.

NOTE 1—The use of the term secure networkiin this clause refers to a network of end stations, LANS, bridges, routers
and similar systems, and the servers and services that support these. The description and specification in this clause are
limited to use of the secure MAC Serviceto contribute to overall system security (see Clause 1).

NOTE 2—1In order to introduce the concepts used in this standard, this clause can repeat or summarize the specification
in other clauses; however, it contains no normative provisions that apply either to the subject matter of those other
clauses or to the other standards referenced. For conformance to this standard (see Clause 5).

NOTE 3—The term individual LAN 1is used in this standard to refer explicitly to an instance of media access
method-specific technologies providing the MAC Service directly. The term excludes larger networks or subsets of a
network that are créated by aggregation or concatenation of individual LANs by Link Aggregation or bridges.

NOTE 4—Thg examples presented in this clause are intended to serve as a guide to best practice; however, the use of
MAC Security, is not limited to the examples given. Limits to the use of MAC Security that are required for the
successful @operation of network configuration and other protocols are made explicit.

7(1,Support of the secure MAC Service by an individual LAN

Each port that 15 capable of participating in an instance ot the securc MACT Service comprises both a Kay
and a SecY. Each KaY discovers or is made aware of the KaY's present in other stations attached to the same
LAN, ensures that those stations are mutually authenticated and authorized, and creates and maintains the
secure relationships between the stations that are used by the SecYs to transmit and receive frames.
Specifically

a) A secure Connectivity Association (CA) is created to meet the requirements of the MAC Service
(6.2) and MACsec (6.7) for connectivity between the stations attached to an individual LAN.
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b) Each CA is supported by unidirectional Secure Channels (SCs), each SC supporting secure
transmission of frames through the use of symmetric key cryptography, from one of the systems to
all the others in the CA.

c) Each SC is supported by an overlapped sequence of Security Associations (SAs).

d) Each SA uses a fresh Secure Association Key (SAK) to provide the MACsec service guarantees
(6.8) and security services (6.9) for a sequence of transmitted frames.

NOTE—An SC can be requ1red to last for many years w1th0ut 1nterrupt10n since 1nterrupt1ng the MAC Serv1ce can

0CO 1al11Z¢€ d €Xd
through a succession of SAs each using a new SAK to defend agarnst a successful attack on a key whlle 1t is still in use,
In contrast it is desirable to use a new SAK at periodic intervals to defend against a successful attack on a key while(t.s
still in use. In addition, the MACsec protocol (Clause 8 and Clause 9) only allows 232 frames to be protected With'a
single key unless a Clpher Suite that supports extended packet numbering is used. Since 232 minimum-sized IBEE 802.3
frames can be sent in approximately 5 min at 10 Gb/s, this can force the use of a new SA.

These security relationships (CAs, SCs, and SAs) and the information associated with each,of them are
further discussed in 7.1.1, 7.1.2, and 7.1.3. Their mutual relationship, and the insecure cofihectivity provided
by the LAN that supports them, are illustrated in Figure 7-1 through Figure 7-3 for a poiat*to-point LAN and
in Figure 7-4 through Figure 7-6 for stations attached to a shared media LAN.

Figure 7-1 shows two stations, A and B, connected to a point-to-point- LAN that provides insecure
bi-directional connectivity.

Figure 7-1—Two stations connected by a point-to-point LAN

Figure 7-2 depicts the CA created by MACsec Key Agreement following mutual authentication and
authorization of A and B.

s = fF
— =

Figure 7-2—Two stations in a CA created by MACsec Key Agreement
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Figure 7-3 shows the two SCs that support the CA.

 — <sC,—b

T =

Figure 7-3—Secure communication between two stations

Figure 7-4 shows four stations, A, B, C, and D, attached to a shared\média LAN that provides full but
insecure connectivity between the stations.

N

Figure 7-4—Four stations attached to a shared media LAN
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Figure 7-5 depicts a CA created by MACsec Key Agreement following mutual authentication and
authorization of A, B, and C. The CA excludes D.

Figure 7-5—A CA including ports A/ B, and C

Figure 7-6 shows the three SCs that support the CA, one fortransmission by each of A, B, and C.

Figure 7-6—Secure communication between three stations

While D can send and receive frames using the insecure connectivity provided by the shared LAN, it does
not have SAKs that would allow it to participate in any of the SAs that currently support SC4, SCg, or SCc;
therefore, D cannot compromise the integrity, confidentiality, or origin of any of the frames being exchanged
by A, B, and C.
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In the above examples (Figure 7-3, Figure 7-6), each station transmits frames using a single SC. A station
can also use multiple transmit SCs, using each transmitted frame’s priority to allocate to it one of the SCs.
Each of these transmit SCs supports secure transmission for frames of one or more priorities from the
transmitting station to all the others in the CA. This use of multiple transmit SCs allows MACsec to enforce
in-order delivery (or the use of a smaller replay window than might otherwise be the case) for frames of any
given priority.

7.1.1 Connectivity Association (CA)

MACsec Key Agreement is responsible for discovering, authenticating, and authorizing the potential
participants in a CA. A SecY, as specified in this standard, does not need to be aware of the CA, exceptiasia
list of SCs in which it needs to participate. Since all the SCs in a CA use the same Cipher Suite at/any ‘one
time, the Cipher Suite can be considered a property of the CA. A change in the Cipher Suite necessitates an
interruption to the service provided by the CA.

Each SecY participates in only a single CA at any one time. There is a limit, readable byananagement and by
the KaY, on the number of peer SecYs that can participate in a CA (10.7.7, 13.5).

NOTE—If this specification had allowed different SCs to use different Cipher Suites, a,8¢€Y implementing more than
one Cipher Suite would have to be capable of simultaneous transmitting using one Ciphef\Suite and receiving using one
or more other Cipher Suites.

7.1.2 Secure Channel (SC)

Each SecY transmits frames conveying secure MAC Service requests of any given priority on a single SC.
Each SC provides unidirectional point-to-multipoint communication, and it can be long lived, persisting
through SAK changes. Each SC is identified by a Secure €hannel Identifier (SCI) comprising a 48-bit MAC
address concatenated with a 16-bit Port Identifier.

NOTE 1—Including the Port Identifier component would-appear to be unnecessary in the case of a simple system with a
MAC address and a single SecY for each port. However, Some systems require support for more SecYs than they have
uniquely allocated addresses because they make,is¢ of technologies that support virtual MACs, or because their
interface stacks include the possibility of including multiple SecYs at different sublayers (as do Provider Bridges [IEEE
Std 802.1Q)], for example), or because they transmit frames of different priorities using different SCs.

NOTE 2—An EPON Optical Line Terminal (OLT) can use a distinct SC to support the Single Copy Broadcast (SCB)
capability (Clause 12). The formal identifier for this SC comprises a System Identifier for the OLT and a reserved Port
Identifier. Both can be represented in‘the secured frame by a single SCB bit (Clause 9).

MACsec Key Agreement-is.responsible for informing each SecY of the identifier to be used for each
transmitting SC and of. the’ existence and identifier of each of the SCs for which the SecY is to receive
frames. While the (sttucture of the communication facilitated by each SC is point-to-multipoint (which
encompasses poift-to-point as a special case), the SecY does not have to be aware that its transmissions can
reach multiple\réceivers, that the frames that it receives could be received by other SecYs, or of any
relationship.0r ‘lack of relationship between the inbound SCs (except in determining the value of the
operPoinitToPointMAC status parameter, 6.5, 10.7.4). The operation of the MACsec Key Agreement
protocel (MKA, specified in IEEE Std 802.1X) is defined in terms of the behavior of participants, each
representing a single KaY and a single transmit SCI. When a SecY uses multiple transmit SCIs, each SCI is
represented by a separate participant that sends and receives MACsec Key Agreement PDUs (MKPDUs) to

Annex E.

NOTE 3—The point-to-multipoint nature of the SC does have technical consequences, in particular the decision to
change from one SA to another is made by the transmitter using the SC, not by one or some number of the receivers.

43
Copyright © 2018 IEEE. All rights reserved.


https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

IEEE Std 802.1AE-2018
IEEE Standard for Local and metropolitan area networks—Media Access Control (MAC) Security

7.1.3 Secure Association (SA)

Each SC comprises a succession of SAs, each with a different SAK. Each SA is identified by the SC
identifier concatenated with a two-bit Association Number (AN, Figure 7-7). The Secure Association
Identifier (SAI) thus created allows the receiving SecY to identify the SA and thus the SAK used to decrypt
and authenticate the received frame. The SAI is only unique for the SAs used by SecY's participating in a
given CA at any instant.

MACsec Key Agreement 1s responsible for creating and distributing SAKs to each of the SecYs in a CA.
This key creation and distribution is independent of the cryptographic operation of each of the SecYs. Thg
same SAK can be used for SAs that compose different SCs, provided that every initialization vectop(1V)
used with the SAK is unique. When the Default Cipher Suite (14.5) is used, the SCI is included in the IV to
ensure uniqueness across SCs.

The decision to replace one SA with its successor is made by the SecY that transmits using.the SC, after
MACsec Key Agreement has informed it that all the other SecY's are prepared to receiyetising that SA. No
notification, other than receipt of a secured frame with a different SAI is sent to the receiver. At any one
instant a SecY has to be capable of storing SAKs for two SAs for each inbound SC, dnd of swapping from
one SA to another without notice. Certain LAN technologies can reorder frames of different priority, so
reception of frames on a single SC can use interleaved SAs. The time bound\within which a receiver can
accept interleaved SAs is 0.5 s.

The transmitting SecY does not interleave frames for different SAsond given SC.

NOTE—When MKA (see IEEE Std 802.1X) is used to distribute the SAKs used by each of the SCs supporting a given
CA, the same SAK is used for all SAs with a given AN (at any given time). The transmit SA for each SC is replaced with
its successor at approximately the same time so that there is no~ieed for any SecY participating in the CA to support
more than two SAKs at a time.

Association Number

System IIdentifierI Port Idlentifier \
|

< Cl >
(Secure Channel Identifier)
< SAI >

(Secure Association Identifier)

Figure 7-7—Secure Channel and Secure Association Identifiers
If a SecY does nothave a usable SA for its outbound SC, i.e., an SA that can be used at no notice for frame

transmission withya PN value that is not exhausted, or any of the current SAs for inbound SCs are not usable,
then the MAG, Operational status parameter (6.4) will transition to FALSE.

7.2 Multiple instances of the secure MAC Service on a single LAN

Edch service access point for an instance of the secure MAC Service is supported by a service access point

Tor an instance of an insecure MACT Internal Sublayer Service (ISS). Multiple instances of the secure MAC
Service can be provided by a single LAN, provided that each instance is uniquely identified by unencrypted
fields contained in each received frame. These fields identify separate instances of the insecure MAC ISS,
each capable of supporting a distinct service access point for MACsec.

Identification of each insecure service instance, and multiplexing and demultiplexing to and from the
transmission capabilities provided by the LAN, can be performed wholly below the ISS by a media-specific
or media-dependent function. Some media are defined to support such a multiplexing function, e.g., the
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LLID used by IEEE 802.3 EPON (see Clause 12). Where such media-specific multiplexing functions are not
available, the source address or SCI may be used (11.8). Provider Bridges are also capable of supporting
multiple instances of the ISS over a network of individual LANSs (see 11.6).

MACsec should not be used to support multiple instances of the secure MAC Service on a single physical
LAN without the use of unencrypted frame fields to identify separate instances of insecure service, each
supporting a single instance of secure service. While the use of security to provide multiplexing is
impossible to prevent (since different cryptographic keys can be used to separate connectivity), relying

solely on security to define the connectivity makes deployment and fault management difficult—the
topology of an entire network could change as security was enabled or disabled on a single LAN. K¢y
agreement protocols that use the insecure MAC service can require a matching instance of that serviee\for
each secure service instance.

NOTE 1—The service access point for the secure MAC Service is referred to as Controlled Port of the Sec¥ (Clause 10)
and the service access point for the insecure MAC Service as the SecY’s Common Port. Access to the-insecure service
for protocol entities above MAC Security is provided at the Uncontrolled Port.

NOTE 2—Although the field or fields used to provide service instance multiplexing are not parameters of the ISS, and
thus are not protected, the integrity of the secure MAC Service is not compromised. If ¢he unprotected fields are
modified, the frame can be delivered to the wrong SecY, but will subsequently fail integrity, ehecks. Different SecY's use
different security associations, keys, and cryptographic nonces. Additional . ‘management parameters are
(cryptographically) bound to individual SecYs, not to the values of frame fields.

The secure MAC Service requirements for symmetric and transitive connéctivity ensure that two or more
service instances on the same LAN will appear as separate LANs\to' the clients of the SecYs. There is
therefore no conflict between the use of bridges and the provision‘of-multiple secure service instances.

When clients that are connected to a first service instance ¢hange and connect to a second service instance,
the secure connectivity alters. MAC_Operational tempotarily transitions to False for a minimum amount of
time to allow the CA to re-establish its membership, (ds determined by the KaY). In particular, each time
membership of a CA changes, MAC_Operational.transitions False for at least one of each pair of SecY's
whose connectivity has changed. For example, if members of CA, leave CA, and join CAy and if CAy has
MAC_Operational True, then MAC_Operational transitions to False for either the members of CA, who are
joining CAy or for the original members.0f CAy. MAC_Operational transitions to True once all the new
members have joined CA,.

NOTE 3—Two SecYs that connect to the same LAN and participate in the same CA appear connected to the same LAN
(as one would expect) and appear connected to different LANSs as they participate in distinct CAs. The effect is similar to
partitioning a LAN by switchingea repeater on or off.

Distinct instances of the Secure point-to-point MAC Service can be provided by a bridge to different end
stations connected to'the same shared media by using the source address of the frames transmitted by each
end station to identify one of a number of SecYs in the receiving bridge (11.8). Where the source address is
not sufficient to_select the receiving SecY, the SCI can be used to provide service instance multiplexing for
both secured'and unsecured frames (11.8, 9.5, 10.6).

NOTEA—IEEE Std 802.11 [B2] specifies its own mechanisms for identifying separate secure associations.

7.3’Use of the secure MAC Service

The secure MAC Service guarantees (6.8) the integrity of the parameters of each service indication, and that
each indication is a result of a request made by a SecY that is a member of the same CA as the receiver,
though not by any particular member. Management controls associated with each KaY can require certain
authentication and key management methods to ensure these guarantees. However, the degree of trust placed
in the security of the communication does not imply the degree of trust associated with the communicating
peers. Accordingly, the MACsec Key Agreement framework facilitates authorization of each potential
member and allows management of the acceptable authorization for inclusion in the CA.
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The secure MAC service does not itself provide any means to label or distinguish different levels of
authorization, and does not associate different levels of authorization with individual invocations of the
service. A station either participates in a service instance or it does not.

To ensure correct operation of client protocols, secure service indications are not filtered or modified by a
SecY except as specified in Clause 8 and Clause 9. Each protocol entity that is a client of the secure MAC
Service should implement suitable policies (7.3.1) to support overall network security.

Tree Protocol Entity of a given bridge from all the other bridges attached to the LAN that transmit frames that can be
relayed by the given bridge. If a SecY were to require a higher level of authorization to pass received BPDUs through
the Controlled Port, data loops in the network could result. However, the STP Entity can adopt a policy of discarding
frames rather than permit another system that is not authorized as a bridge to be the Designated Bridge for the CA.

The client policies in use at any time should reflect the intersection of the capabilities permitted to the
members of the CA. Policies can be

a) Selected by the client on the basis of the level of authorization, as provided by, the PAE through a
Layer Management Interface (LMI) (see 10.7) or

b) Selected by a central server that forms part of the management frameworkfor the network, and
1) Securely downloaded or
2) Communicated to the client using a secure connection

NOTE 2—If one of the members of the CA is a bridge (strictly speaking the-Bridge Port is the CA member), the other
members should adopt policies that reflect their confidence in the policies-applied by the bridge to forward frames. In
this case the trust is partly transitive—the question to be answered by each.member of the CA is the degree of trust to
place in the bridge’s trust of systems that originate frames that the bridge will forward.

7.3.1 Client policies

Client policies, which are not specified in this standard, can include but are not limited to

a) Limiting the set of protocol procedures that can be invoked by the peer
b)  Segregating communications betweén different sets of peer users of the MAC Service

¢) Filtering, i.e., discarding, receivediframes

Clients of the secure MAC Servic€)can also record any exceptional policy actions taken, so as to initiate
further administrative action; outside the scope of this standard, with the entities responsible for the
operation of the authenticated\peer systems.

NOTE—A VLAN-aware Bridge that assigns frames that have been received from a specific Bridge Port (the bridge’s
point of attachment tg a\service instance) to a VLAN on the basis of the authorization associated with the Port provides
an example of policy~0f Segregating communications, as described in item b) above.

7.3.2 Use of the secure MAC Service by bridges

Each Bridge Port uses the service provided by an individual LAN (see Clause 11), which is not dependent
for its“connectivity on the operation of other bridges. This ensures that the configuration protocols used by
bridges, including the spanning tree protocol, operate over a physical topology (comprising a bipartite graph
of bridges and individual LANs connected by Bridge Ports) that is not itself dependent on the active
topology, or subsets of the active topology, calculated by those same configuration protocols.

NOTE 1—The apparent exception to this configuration restriction, which does not permit the creation of security
associations to create “secure tunnels” through selected bridges in a Bridged Local Area Network, is the use of a
Provider Bridged Network as specified in IEEE Std 802.1Q. However, a Provider Bridged Network appears to Customer
Bridges as a single LAN providing full connectivity independent of the operation of Customer Bridge protocols.
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PAEs and KaYs use group addressed frames to identify and communicate with peers whose SecYs are
potential participants in the same CA. Frames with the group addresses used for this purpose are filtered by
certain bridges and EDEs (Clause 15) to restrict each instance of the secure MAC Service to the appropriate
LAN scope. By default PAEs and KaYs for MAC Bridges, VLAN Bridges, Provider Bridges, and Provider
Backbone Bridges use the PAE group address specified by IEEE Std 802.1X (also identified as the Nearest
Non-TMPR Bridge group address by IEEE Std 802.1Q). Use of this address restricts each instance of the
secure MAC Service to an individual customer LAN.

NOTE 2__IJse of Reserved ﬂrnnn MAC Addresses hp]nc to ensure that the r\h\ sical tnnn]n(y\ as r\prr‘m\ ed by cr\qrn'nnc

tree and other configuration protocols aligns with that prov1ded by MAC Securlty

The policies applied by the Bridge Forwarding Process that is a client of each MAC service instanc€)can
include but are not limited to

a) Use of static Filtering Database Entries

b)  Use of the RSTP and MSTP restrictedRole parameters

¢) The PVID for the port

d) Configuration of the VLAN Translation Table

e) Inclusion in the Member Set for any given VLAN and the setting of Enable Ingress Filtering
f)  Identification of the Port as a Provider Edge Port

g) Port priority

h)  Priority remapping tables.

NOTE 3—A Bridge Port is one of the bridge’s points of attachment foyan instance of the ISS and is used by the MAC
Relay Entity and associated Higher-Layer Entities as specified in {IEEE Std 802.1Q.

NOTE 4—The RSTP and MSTP restrictedRole parameters(in TEEE Std 802.1Q ensure that the spanning tree active
topology for other Bridge Ports is unaffected by BPDUs qeceived on the Port, while continuing to protect against data
loops and allowing the peer system to use the BPDUs.ityreceives to select between redundant service instances. The
restrictedRole parameter should be set if the authorization (see also 7.3) of the peer system(s) is not sufficient to allow
full participation in determining the active topology~0f'the network.

In response to a limited authorization on-the Bridge Port, a bridge can be configured to discard frames other
than from a specified number of MAC addresses and to use additional services provided by the network
administrator to ensure that these permitted addresses are not used by other end stations in the network.
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8. MAC Security protocol (MACsec)

MACsec provides the secure MAC Service (Clause 6) on a frame-by-frame basis, using cryptographic
methods within the context of security relationships maintained by MACsec Key Agreement.

This clause

a) Sets out requirements for the design (8.1) and support (8.2) of MACsec

b) Provides an overview of its operation (8.3).

NOTE 1—The operation of MACsec Key Agreement Entity (KaY) and the protocols it uses are outside the scope of this
standard. However, the security relationships (Clause 7) it establishes are essential to the operation of MACsecland*form
part of the support requirements.

Conformance to this standard is in terms of the observable protocol arising from the operation of a MAC
Security Entity (SecY, Clause 10), including management of MACsec and the service‘provided to client
protocols that use the secure MAC service.

Each of the possible sets of cryptographic algorithms used by MACsec to pfovide connectionless frame
integrity and data confidentiality compose a Cipher Suite. This clause deseribes the result of Cipher Suite
use by the SecY, illustrated in Figure 8-1. The normative specification of €ach Cipher Suite is provided in
Clause 14. The Cipher Suite is selected as part of the establishment of-the’CA (7.1.1).

4— MAC Addresses —p <4—— MSDU —p
User Destination Source
Parameters Address Address User Data
= 2~ ]
g 2 44— Calculated by the Cipher Suite il
E 5' «4—  Integrity protected by the Cipher Suite >
H MACsec Confidentiality
EtherType (optional) —p
Protocol Destination Source ' Secure Data
Parameters Address Address SeCTAG 5 ICV
<4— MAC Addresses —p < MPDU >

Figure 8-1—MACsec

NOTE 2—The Destination Address and Source Address parameters are shown as separate from the MPDU in
Figure 8-1, asithéy“are separate parameters of each service request. The encoding of these parameters into a transmitted
frame on a_medium is accomplished by the supporting service, which can interpose additional octets between those of
the addre$ses-and the MSDU. In the strict sense of externally visible transmission, this standard deals with parameters of
servicg\primitives, not with frames. However, it is often convenient to talk of these parameters as a frame.

841 Protocol design requirements

MACsec operates in networks comprising end stations and individual point-to-point or shared media LANS,
arbitrarily interconnected by intermediate systems, such as MAC Bridges, VLAN-aware Bridges, and
routers. MACsec supports, preserves, and maintains the quality of the secure MAC Service in all its aspects
as specified by Clause 6, meeting requirements for

a)  Connectivity (6.7)
b)  Security (6.8, 6.9, 8.1.1)
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¢) Manageability (8.1.2)

d) Interoperability (8.1.3)

e) Deployment (8.1.4)

f)  Coexistence (8.1.5)

g)  Scalability (8.1.6)

h) Intrusion detection (8.1.7)

1 Localization-and-isolation-of attacks (Q 1 Q)

7

j)  Implementation (8.1.9).
These requirements are met by the operation of MACsec (8.3) together with requirements placed on

k)  The architecture that specifies how MAC Security Entities (SecY's) are placed within LAN stations
and communicate with selected peers (Clause 11)

1)  The choice of cryptographic methods that compose each MACsec Cipher Suite(Glause 14)
m) Support of the protocol by each SecY, and on the system that contains it (8.2)

n) The operation of the protocols that support MACsec Key Agreements including aspects of
authentication, authorization, and distribution of keys.

8.1.1 Security requirements

In addition to providing the security guarantees (6.8) and services(6.9) required for support of the secure
MAC service, the design of MACsec

a) Enables a succession of SAs, each with its own Secute Association Key (SAK) to be used to support
the connectivity provided by each SC. The suc€ession of SAKs (7.1), together with the use of Key
Agreement protocols that provide Perfect Ferward Secrecy, protects against the compromise of any
single SAK, without disrupting service.

b) Ensures that a fresh SA, supportingan, existing CA, can be used within a known bounded time (1 s,
see 8.1.9) at intervals that are also-bounded (keys can be changed as frequently as once every 10 s)
after Key Agreement provides the associated SAK.

c) Allows operation of the Key, Agreement protocol to be independent of MACsec. In particular allows
fresh SAKs to be supplied at any time, without unnecessarily disrupting communication.

The security provided by each SAK rests on the security provided by the Cipher Suite (see Clause 14 for
requirements), which,in' turn depends on the guarantees provide by the cryptographic mode of operation and
its underlying blocl&eipher, and on the protocols and procedures used to ensure that keys remain secret.

8.1.2 Manageability requirements

The design of MACsec ensures that the protocols that configure, and that run over media, individual LANSs,
and.Bridged or Virtual Bridged Local Area Networks as a whole, can continue to operate with no diminution
if_the capabilities available to and customarily used by network administrators. Existing firewall and
forwarding filters can still be applied to specific protocols.

When the Default Cipher Suite is used for integrity protection without confidentiality protection, protocol
analyzers and other tools that support MACsec parsing can understand the User Data transmitted, but cannot
modify that data without the receiving SecY being aware of the intrusion. This capability is also available
whenever the Secure Data remains the same as the User Data and the integrity check value (ICV) length is
the same as that of the Default Cipher Suite.
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Where MACsec supports a shared media CA, or a point-to-point CA that uses shared transmission facilities,
MACsec can convey the SCI (7.1.2, 8.2.1, 9.9), thus identifying the secure system that transmitted the
MPDU both to the intended recipient and to network management systems.

8.1.3 Interoperability requirements

Interoperability between independent implementations of MACsec is facilitated by mandatory
implementation of a Default Cipher Suite.

The use of Cipher Suites as a specification tool reduces the number of permutations of cryptographig
algorithms and their parameters. Clause 14 mandates elements of Cipher Suite specification.

Where the underlying MAC Service used by MACsec is supported by a Provider Bridged ;Nétwork
(IEEE Std 802.1Q), communicating SecY's can be attached to different media operating (locally) at different
transmission rates. Interoperability between, for example, 10 Gb/s and 1 Gb/s, and between 1 Gb/s and
100 Mb/s requires interoperability across the speed range. The design of MACsec facilitates interoperability
from 1 Mb/s to 100 Gb/s without modification or negotiation of protocol formats and parameters. Operation
at higher transmission rates depends on the capabilities of the Cipher Suite. Thednandatory default Cipher
Suite has been selected (Clause 14) in part because of its ability to perform acrdss this range.

NOTE—<Clearly additional ways of interconnecting different media access contreLmethods could be standardized in the
future. The above requirement mandates that interoperability be preserved between SecYs attached to a wide range of
media operating over a wide speed range.

Communication between SecYs using different media access methods requires that MACsec not make use
of any media-specific additions to the MAC Service, or rely on any deficiencies in support of the service
being common to all communicating participants. MACse¢ includes an explicit indication of the length of
the Secure Data to avoid imposing the minimum frame'Size and padding requirements of IEEE Std 802.3 on
all other media access methods that make use of MAEsec.

8.1.4 Deployment requirements

The design of MACsec allows security ¢, be introduced into a network one LAN at a time. Additionally the
controls provided by a SecY (Clause<0) allow the deployment of MACsec capable systems one by one on a
LAN, prior to enabling security \Integrity checking of MPDUs using the Default Cipher Suite can be
disabled to facilitate testing of\Key Agreement protocols prior to enabling security. Management counters
allow a network system adniinistrator to confirm that the connectivity provided by a SecY is complete and
that enabling security willnot disrupt existing required connectivity.

8.1.5 Coexistence requirements
The design.of\MACsec allows coexistence with other protocols on the same insecure LAN. This

a) . \_Supports incremental deployment (8.1.4).

b)~  Allows fresh keys to be derived, using Key Agreement protocols that can be independently specified
and use different frame formats, while MACsec is operating.

C) _ Supports usc of shared media providing independent services.
8.1.6 Scalability requirements
The resources required to support MACsec in any single LAN station (an end station or a Bridge Port) are a

function of the number of the SecY peers on the same LAN, but are independent of other systems attached to
the same network but not the same LAN.
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8.1.7 Unauthorized access attempts

Detecting attempts at unauthorized access is facilitated by integrity and replay protection, and the
management counters (10.7) that record the receipt of invalid (presumably modified) and repeated and
misordered (likely to be replayed) frames. Management for client policies (7.3) that use the guaranteed
connectivity provided by MACsec should also record attempted violations.

8.1.8 Localization and isolation of attacks

MACsec discards frames sent by systems that are not authenticated and authorized members of the CA, thas
localizing the traffic sent by those stations to a single LAN. The authorization accorded by the policies
enforced by clients of MACsec (7.3.1) can restrict unauthorized attempts to affect protocols that coritrol’the
network infrastructure. Where communication that does result in unauthorized behavior elsewhere’in the
network has been permitted, the use of MACsec by the intervening systems allows tracing of the source of
that communication.

8.1.9 Implementation

The design of MACsec allows the SecY to function asynchronously with respect-to other processes in the
system. Key Agreement protocols and changes of SAKs are not tightly sync¢hrenized to the service requests
and indications processed by the SecY. Delays in communication and vatiations in scheduling between the
SecY and KaY can be as much as one second, allowing autonomous pregessing of frames in real time by the
SecY while the KaY can operate as a normally scheduled softwafe,pfocess. Time is also allowed for the
KaY to compute keys and for the SecY to compute key schedules, and perform other preprocessing.

8.2 Protocol support requirements
The support of MACsec places requirements on

a)  The secure system of which the Sec¥forms a part for
1)  SC identification (8.2.1)
2) Support of transmit and receive SAKs (8.2.2).
b)  The functionality providedby Key Agreement protocols, and the operation of the KaY for
1) Independence of KlaY operation from MACsec operation and state (8.2.3)
2) Discovering connectivity (8.2.4)
3) Authentication (8.2.5)
4)  Authosization (8.2.6)
5) Key'exchange and maintenance (8.2.7).

8.2.1 SC.identification requirements

Each'SecY shall be capable of identifying each of its transmit SCs with an SCI that comprises a unique
48-bit MAC Address and a 16-bit Port Identifier that is unique within the scope of that address (7.1.2, 9.9).

ROTE=MEAEEE-Std8021X) veritfies timt Tactr participarnt T any giverr CA as @ umnique SCEaspartof satisfyimg——

Cipher Suite requirements prior to establishing secure communication.
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8.2.2 SA Key requirements

On transmit the Cipher Suite implementation shall be able to

a) Prepare a new SAK for use within one second (8.1.9) of being given it by the Kay.
b) Change from the use of one installed SAK to the next within the time normally taken to transmit one
minimum sized frame, and shall not discard any frames as a result of the change.

NOTE—Elsewhere in this standard, the requirement for switching between SAKs is modelled as a requirement to

support two SAKs for transmission, allowing management counters to retlect the continued use of a key after its
successor has been provided by the KaY. The behavior of an implementation capable of accepting the new key and using
it within one frame time is fully conforming, and will not cause any apparent management anomalies.

On receive the Cipher Suite implementation shall be able to

¢) Receive any frame and its immediate successor using any one of two SAKs, allowing the selection
of different keys to switch without missing a frame.
d) Prepare a new SAK for use within one second (8.1.9) of being given it by the Ka¥.

The system does not need to be able to seamlessly switch between Cipher Suites.
8.2.3 KaY independence of MACsec

The KaY is aware of the required connectivity, identifying the SCs that\compose the CA, independently of
the design and state of MACsec.

The KaY operates resiliently in face of specifically identified deénial of service attacks (as identified by the
key agreement protocol specification).

These requirements are met in part by distinguishing\key agreement frames from MACsec frames by using a
different EtherType.

8.2.4 Discovering connectivity

The KaY discovers connections betwegnrpeer stations and recognizes potential connections.
NOTE 1— The MAC status parametérs-(6.4) indicate when connectivity changes. The status parameters provided by the

KaY can also temporarily transition False to indicate a change in the authentication or authorization of its peers,
preventing attacks that secretly.degrade the trust.

The KaY accepts indications of which Cipher Suites are supported by the SecY via the LMI.

NOTE 2—The negotiation of which Cipher Suite is to be used on a connection is based on what Cipher Suites are
available locally‘and at the peer SecY.

The Ka¥Y.aecepts indications of which connectivity capabilities are supported by the SecY via the LMI. The
KaY delivers the connectivity selection to the SecY via the LMI.

8.2:5 Authentication requirements

The PAE supports mutual authentication of peer stations, and the SecY assumes that such authentication has
taken place.

8.2.6 Authorization requirements

The PAE provides authorization of services to be delivered to a peer station.

The PAE provides information to local services about the currently selected Cipher Suite.
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8.2.7 Key exchange and maintenance
The KaY delivers SAKSs via the LMI (10.7.28).

The KaY creates, manages, and maintains one CA that connects two or more KaY's and their corresponding
SecYs. The KaY creates and maintains all of the point-to-multipoint SCs and SAs between itself and all the
stations within the CA (10.2, 10.7.11-10.7.15, 10.7.21-10.7.24). An SAK delivered by a given KaY is not
shared with any other KaY, is not used by the given KaY to support more than one CA, and once used to

support an SA for a given SC 1s not re-used to support any other SA for that SC. A KaY can (and in the
MACsec Key Agreement protocol (MKA) specified in IEEE Std 802.1X does) use a single SAK to suppott
multiple SCs within a CA. It is recognized that two SAKs can have the same value with a probability of\no
less than 1 in 2X¢Y$7¢ when generated by an approved pseudorandom function.

The KaY monitors the use of PNs by the SecY via the LMI in order to identify impending exhaustion of the
transmitting SA (10.7.23). IEEE Std 802.1X-2010 specifies the distribution of a fresh SAK~when the value
of the PN exceeds that of the constant PendingPNExhaustion (0xC000 0000 for 32-bit-®PNs). If extended
packet numbering (a 64-bit PN) is used in conjunction with IEEE Std 802.1X, PendingPNExhaustion takes
the value 0xC000 0000 0000 0000.

The KaY accepts indications that one SA is retired and a new one is started, in other words, when an
overlapping pair of SAs is provisioned and the SecY switches from one t6,thé next.

8.3 MACsec operation

MACsec comprises modification and additions to the MAC-Service Data Unit (MSDU) conveyed by each
frame transmitted by a user of the protocol, and illustrated in Figure 8-1. The MAC Security TAG (SecTAG)
conveys parameters that identify the protocol, identify the key to be used to validate the received frame, and
provide replay protection. The Secure Data field conveys the User Data, encrypted if confidentiality is
provided. The ICV ensures the integrity of the MAC Destination Address, MAC Source Address, SecTAG,
and User Data.

NOTE 1—The addition of the SecTAG and I€V*to the MPDU, together with possible expansion of the User Data when
conveyed in the Secure Data field can increase' the size of a frame to the point that it no longer conforms to the maximum
frame size specified by the media access method standard. If the implementation of the service used by MACsec cannot
transmit the resulting MPDU, it is discarded.

MACsec does not transmit-additional frames, such as keep alives or key exchanges. Each frame is delivered
unmodified to peer users,'subject to validation of the origin, destination and source address, and user data.

Figure 8-2 illustrates\the transmission and reception of a frame by MACsec.

On transmission, the frame is first assigned to a transmit SC and to the SA (7.1.3) identified by its
Association.-Number (AN) (7.1.3, 9.6) that will be used by that SC to protect the transmitted frame. The AN
is used to identify the SAK (7.1.3) and the next PN (9.8) for that SA. The AN, the SCI (7.1.2), and the
32-Jeast significant bits of the PN are encoded in the SecTAG (the SCI can be omitted for point-to-point CAs
if'enly one transmit SC is in use) along with the MACsec EtherType (9.8) and the number of octets in the
frame following the SecTAG if less than 48 [8.1.3: Short Length (SL) field in 9.7].

The protection function (14.1) of the Current Cipher Suite is presented with the SAK, the PN and SCI, the
destination and source addresses of the frame together with the octets of the SecTAG, and the User Data. It
returns the Secure Data and the ICV.
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On receipt of a MACsec frame, the AN, SCI, PN, and SL field (if present) are extracted from the SecTAG. If
the CA is point-to-point and the SCI is not present, the value previously communicated by the KaY will be
used. The AN and SCI are used to assign the frame to an SA, and hence to identify the SAK. If the Current
Cipher Suite uses extended packet numbering (a 64-bit PN), the full PN is recovered (as specified in 10.6)
using the 32 least significant bits conveyed in the SecTAG and the 32 most significant bits used in a prior
successful frame validation.

The validation function of the Current Cipher Suite is presented with the SAK, the PN and SCI, the

destination and source addresses of the frame together with the octets of the SecTAG, and the Secure Data
and ICV. If the integrity of the frame has been preserved and the User Data can be successfully decodéd
from the Secure Data, a VALID indication and the octets of the User Data are returned.
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b The SCl is extracted from the SCI field of the SecTAG if present. A value conveyed by key agreement (point-to-point only) is used otherwise.

€ The SecTAG carries only the least significant 32 bits"efithe PN. When a 64 bit PN (extended packet numbering) is used, the most significant 32 bits are
recovered on receipt, and the complete 64 bit PN i§ presented to PROTECT, VALIDATE, and the replay check.

Functions Lookup Key and next PN*for.transmit SA identified by AN
Lookup Key PN for.récéiVe SA identified by SCI, AN
Discard if receiyed frame not VALID. Discard if replay check of PN for receive SA identified by SCI, AN fails. Updated replay check.

Figure 8-2—MACsec operation

NOTE 2—If thesCurrent Cipher Suite supports extended packet numbering, the PN comprises 64 bits. The validation
functions ofithe GCM-AES-XPN Cipher Suites (14.7, 14.8) use the SCI to identify a 32-bit Short Secure Channel
Identifier{ SSCI) supplied by the KaY and construct a 96-bit IV using that SSCI and the PN.

If the receive frame is valid, replay protection (if enabled) is applied, by checking that the received PN is not
less‘than the lowest acceptable PN for the SA. If the check succeeds the parameters of the frame, unchanged
ffom those transmitted, are presented to the MACsec client, and the lowest acceptable PN updated. The

lowest acceptable PN can lag behind the received PN values, providing a window in which replay is
tolerated, to allow receipt of frames that have been misordered by the network.

The format and encoding of each of the fields that comprise the SecTAG, including the support of different
MACsec protocol versions is specified in Clause 9. The operation of the SecY that operates the MACsec
protocol, the service that it provides, and the management control variables, error handling, and diagnostic
information recorded is described in Clause 10.
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9. Encoding of MACsec Protocol Data Units

This clause specifies the structure and encoding of the MACsec Protocol Data Units (MPDUs) exchanged
between MAC Security Entities (SecYs). It

a)  Specifies rules for the representation and encoding of protocol fields
b)  Specifies the major components of each MPDU and the fields they comprise

AN
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d) Specifies validation of the MPDU on reception
e) Documents the allocation of an EtherType value, the MACsec EtherType, to identify MPDUs.

NOTE—The MPDU validation checks specified in this clause are deliberately limited to ensuring successful’decoding,
and do not overlap with the specification of SecY operation (Clause 10).

9.1 Structure, representation, and encoding
All MPDUs shall contain an integral number of octets.

The octets in a MPDU are numbered starting from 1 and increasing in the order they are put into the MAC
Service Data Unit (MSDU) that accompanies a request to or indicatienfrom the instance of the MAC
Internal Sublayer Service (ISS) used by a SecY.

The bits in an octet are numbered from 1 to 8 in order of incréasing bit significance, where 1 is the least
significant bit in the octet.

Where octets and bits within a MPDU are represented using a diagram, octets shown higher on the page than
subsequent octets and octets shown to the left of subsequent octets at the same height on the page are lower
numbered, bits shown to the left of other bits within the same octet are higher numbered.

Where two or more consecutive octets arewrepresented as hexadecimal values, lower numbered octet(s) are
shown to the left and each octet following the first is preceded by a hyphen, e.g., 01-80-C2-00-00-00.

When consecutive octets are uséd)to encode a binary number, the lower octet number has the more
significant value.When consecutive bits within an octet are used to encode a binary number, the higher bit
number has the most significant value. When bits within consecutive octets are used to encode a binary
number, the lower octet humber composes the more significant bits of the number. A flag is encoded as a
single bit, and is set (True) if the bit takes the value 1, and clear (False) otherwise. The remaining bits within
the octet can be used\to encode other protocol fields.

9.2 Major.components
EachMPDU comprises

a) A MAC Security TAG (SecTAG) (9.3)

b) Secure Data (9.10)
¢) An integrity check value (ICV) (9.11).

Each of these components comprises an integral number of octets and is encoded in successive octets of the
MPDU as illustrated in Figure 9-1.

NOTE—The MPDU does not include the source and destination MAC addresses, as these are separate parameters of the
service requests and indications to and from the insecure service that supports MACsec.
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P 8or16 -l Oton -l 8 to 16 N
octets b octets gh octets
SecTAG Secure Data ICV
< MPDU >
Figure 9-1—MPDU components
9.3 MAC Security TAG
The SecTAG is identified by the MACsec EtherType (9.4), and conveys the
a) TAG Control Information (TCI, 9.5)
b)  Association Number (AN, 9.6)
¢) Short Length (SL, 9.7)
d) Packet Number (PN, 9.8)
e) Optionally encoded Secure Channel Identifier (SCI, 9.9).
The format of the SecTAG is illustrated in Figure 9-2.
€ 2 b e 1 Ve 4 >l 8 >
h octets "1 octet " | " octet” |~ octets b octets i
PN .
MACsec EtherType|TCI|AN| SL | (least signifieant.32 bits if Cipher Suite | SC! (éncoding
uses extended packet numbering) is optional)
< SecTAG >

Figure 9-2—SecTAG format

9.4 MACsec EtherType
The MACsec EtherType (Table 9-1) comprises octet 1 and octet 2 of the SecTAG. It is included to allow

a)  Coexistence of MACsec capable systems in the same environment as other systems
b) Incremental’deployment of MACsec capable systems
c) Peer SécYs to communicate using the same media as other communicating entities

d) Concurtent operation of Key Agreement protocols that are independent of the MACsec protocol and
theCurrent Cipher Suite

e)\Operation of other protocols and entities that make use of the service provided by the SecY’s
Uncontrolled Port to communicate independently of the Key Agreement state.

Table 9-1—MACsec EtherType allocation

Tag Type Name Value

IEEE 802.1AE Security TAG MACsec EtherType 88-ES
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The encoding of the MACsec EtherType in the MPDU is illustrated in Figure 9-3.

Octets 1 2

1000|10001 1 10|O101

Bits 8 7 6 5 4 3 2 1 8 7 6 5 4 3 2 1

9.5 TAG Control Information (TCI)
The TCI field comprises bits 8 through 3 of octet 3 (Figure 9-4) of the SecTAG. These bits facilitate

a)  Version numbering of the MACsec protocol without changing the MACsec EthefType
b)  Optional use of the MAC Source Address parameter to convey the SCI
c) Optional inclusion of an explicitly encoded SCI (7.1.2, Figure 7-7)

d) Use of the EPON (Clause 12) Single Copy Broadcast (SCB) capability, without requiring an explicit
SCI to distinguish the SCB Secure Channel

e) Extraction of the User Data from MPDUs by systems that de\net possess the SAK (8.1.2, 8.1.4)
when confidentiality is not being provided

f)  Determination of whether confidentiality or integrity aléne'are in use.

The encoding of the MACsec TCI in the MPDU is illustrated in Figure 9-4.

Octet 3

V=0\ES” SC scsl SH E <« AN P
| | | | | |

Bits- 7 6 5 4 3 2 1

Figure 9:4—MACsec TCIl and AN Encoding

The version number shall bé\0.and is encoded in bit 8.

NOTE—Future versiong of.the MACsec protocol may use additional bits of the TCI to encode the version number. The
fields and format of the-temainder of the MPDU may change if the version number changes.

If the MPDU is.transmitted by an end station and the first 6 octets of the SCI are equal to the value of the
octets of MAC Source Address parameter of the ISS request in canonical format order, bit 7 [the End Station
(ES) bjt].af the TCI may be set. If the ES bit is set, bit 6 (the SC bit) shall not be set and an SCT shall not be
explicitly encoded in the SecTAG. The ES bit is clear if the Source Address is not used to determine the SCI.

Ifan SCI (9.9, 7.1.2) is explicitly encoded in the SecTAG, bit 6 (the SC bit) of the TCI shall be set. The SC

1 PR LI 1 k) Fap=t ol . 1 pal oA
UILSall DT CITCAL 11 dll ST T IS TIOU PITSCIIL T UIC SCTU T A,

If and only if the MPDU is associated with the Secure Channel that supports the EPON Single Copy
Broadcast capability, bit 5 (the SCB bit) of the TCI may be set. If the SCB bit is set, bit 6 (the SC bit) shall
not be set and an SCI shall not be explicitly included in the SecTAG.

If the ES bit is set and the SCB is not set, the SCI comprises a Port Identifier (7.1.2) component of 00-01. If
the SCB bit is set, the Port Identifier (7.1.2) component has the reserved SCB value of 00-00.
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If the Encryption (E) bit is set and the Changed Text (C) bit is clear, the frame is not processed by the SecY
(10.6) but is reserved for use by the KaY. Otherwise, the E bit is set if and only if confidentiality is being
provided and is clear if integrity only is being provided and the C bit is clear if and only if the Secure Data is
exactly the same as the User Data and the ICV is 16 octets long.

When the Default Cipher Suite (14.5) is used for integrity protection only, the Secure Data is the unmodified
User Data, and a 16 octet ICV is used. Both the E bit and the C bit are therefore clear, and the data conveyed
by MACsec is available to applications, such as network management, that need to see the data but are not

trusted with the SAK that would permit its modification. Other Cipher Suites may also integrity protect data
without modifying it, and use a 16 octet ICV, enabling read access to the data by other applications. The(B
and C bits are also clear for such Cipher Suites when integrity only is provided.

Some cryptographic algorithms modify or add to the data even when integrity only is being provided; or use
an ICV that is not 16 octets long. The C bit is never clear for such an algorithm, even if the E bitis clear to
indicate that confidentiality is not provided. Recovery of the data from a MACsec frame with the E bit clear
and the C bit set requires knowledge of the Cipher Suite at a minimum. That informatiens not provided in
the MACsec frame.

If both the C bit and E bit are set, confidentiality of the original User Data is being provided.

9.6 Association Number (AN)

The AN is encoded as an integer in bits 1 and 2 of octet 3 of the’\Se¢TAG (Figure 9-4) and identifies up to
four different SAs within the context of an SC.

NOTE—Although each receiving SecY only needs to maintain two SAs per SC, the use of a 2-bit AN simplifies the
design of protocols that update values associated with each ofithe SAs.

9.7 Short Length (SL)

SL is an integer encoded in bits 1 through 60f octet 4 of the SecTAG and is set to the number of octets in the
Secure Data (9.10) field, i.e., the number-of octets between the last octet of the SecTAG and the first octet of
the ICV, if that number is less than.48. Otherwise, SL is set to zero. If the number is zero then the frame is
deemed not to have been short. The Secure Data field always comprises at least one octet.

Bits 7 and 8 of octet 4 shall be zero.

9.8 Packet Number (PN)
The 32 least significant bits of the PN are encoded in octets 5 through 8 of the SecTAG to

a) . (_Provide a unique IV PDU for all MPDUs transmitted using the same SA
b)\  Support replay protection.

NOTE 1—_The INused by the Defaylt r‘iphpr Suite GCM-AES_128 (14 5) and the GCM-AES.256 Fiphpr Suite (14.6)

comprises the SCI (even if the SCI is not transmitted in the SecTAG) and a 32-bit PN. Subject to proper unique MAC
Address allocation procedures, the SCI is a globally unique identifier for a SecY. To satisfy the IV uniqueness
requirements of Counter mode of operation, a fresh key is used before PN values are reused.

NOTE 2—If the Current Cipher Suite provides extended packet numbering, i.e., uses a 64-bit PN, the 32 least significant
bits of the PN are conveyed in this SecTAG field and the 32 most significant bits are recovered on receipt as specified in
10.6. The IV used by the GCM-AES-XPN Cipher Suites (14.7, 14.8) is constructed from a 32-bit SSCI distributed by
key agreement protocol and unique for each SCI within the scope of the CA (and hence within potential users of the
same SAK) and the 64-bit non-repeating PN.
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9.9 Secure Channel Identifier (SCI)

If the SC bit in the TCI is set, the SCI (7.1.2, 8.2.1) is encoded in octets 9 through 16 of the SecTAG and
facilitates

a) Identification of the SA where the CA comprises three or more SCs

b) Network management identification of the SecY that has transmitted the frame.

Octets 9 through 14 of the SecTAG encode the System Identifier component of the SCI. This comprises the
six octets of a MAC address uniquely associated with the transmitting SecY. The octet values and their
sequence conform to the Canonical Format specified by IEEE Std 802.

Octets 15 and 16 of the SecTAG encode the Port Identifier component of the SCI, as an integer.

The 64-bit value FF-FF-FF-FF-FF-FF-FF-FF is never used as an SCI and is resetyved for use by
implementations to indicate the absence of an SC or an SCI in contexts where an SC cafi-be present.

An explicitly encoded SCI field in the SecTAG is not required on point-to-point lifiks, which are identified
by the operPointToPointMAC status parameter of the service provider, if the\ransmitting SecY uses only
one transmit SC. In that case, the secure association created by the SecY for the peer SecY's, together with
the direction of transmission of the secured MPDU, can be used to identifyithe transmitting SecY. Therefore,
an explicitly encoded SCI is unnecessary. Although the SCI does not haye to be repeated in each frame when
only two SecYs participate in a CA (see Clause 8, Clause 9, and Clause 10), the SCI (for Cipher Suites using
a 32-bit PN) or the SSCI (for Cipher Suites using a 64-bit*PN) still forms part of the cryptographic
computation.

9.10 Secure Data

The Secure Data comprises all the octets that follow the SecTAG and precede the ICV. The Secure Data field
is never of zero length, since the primitives ‘of the MAC Service require a non-null MSDU (User Data)
parameter.

NOTE 1—In practice, if the MSDU composed by the operation of the current Cipher Suite following MPDU reception
contains less than two octets, it will bediscarded by the user of the SecY’s controlled port, since it is too short to contain
an EtherType or an LLC length field- Such discard is, however, determined by the user of the Controlled Port and not by
the SecY itself.

NOTE 2—Ethernet transportsframes of a minimum size, and provides no explicit indication of PDU length if the PDU
is composed of fewer octets. The SL field allows the originator of the frame, which is not necessarily aware of the need
of an intervening Ethetrnet component to pad the frame, to specify the number of octets in the MPDU, thus allowing the
receiver to unambiguously locate the ICV.

9.11 Infegrity check value (ICV)

The length of the ICV is Cipher Suite dependent, but is not less than 8 octets and not more than 16 octets,
depending on the Cipher Suite.

NOTE—The ICV protects the destination and source MAC address parameters, as well as all the fields of the MPDU.
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9.12 PDU validation

A received MPDU is valid if and only if it comprises a valid SecTAG, one or more octets of Secure Data,
and an ICV, i.e.,

a)
b)
c)

It comprises at least 17 octets.
Octets 1 and 2 compose the MACsec EtherType.
The V bit in the TCI is clear

d)
e)
f)

g

h)

If the ES or the SCB bit in the TCI is set, then the SC bit is clear.

Bits 7 and 8 of octet 4 of the SecTAG are clear.

If the C and SC bits in the TCI are clear, the MPDU comprises 24 octets plus the number of octets
indicated by the SL field if that is non-zero and at least 72 octets otherwise.

If the C bit is clear and the SC bit set, then the MPDU comprises 32 octets plus the number of octets
indicated by the SL field if that is non-zero and at least 80 octets otherwise.

If the C bit is set and the SC bit clear, then the MPDU comprises 8 octets pluscthe-minimum length
of the ICV as determined by the Cipher Suite in use at the receiving SecY, plus the number of octets
indicated by the SL field if that is non-zero and at least 48 additional octets‘otherwise.

If the C and SC bits are both set, the frame comprises at least 16 octets\plis the minimum length of
the ICV as determined by the Cipher Suite in use at the receiving SecY, plus the number of octets
indicated by the SL field if that is non-zero and at least 48 additienial octets otherwise.
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10. Principles of MAC Security Entity (SecY) operation
This clause

a) Provides an overview of the SecY (10.1), the service that it provides, and its relationship to other
entities in a secure system including its associated MACsec Key Agreement Entity (KaY).

b) Describes the functionality of the SecY (10.2).

n - 1.1l o C e L1020 e Lot L1040 1 -y e "
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(10.5 through 10.7) that supports the detailed functionality including management controls.
d) Details the addressing requirements and specifies the addressing of SecY's (10.8).

NOTE—Clause 6 defines the properties of the secure MAC Service, Clause 7 describes the security relationships-ised to
support the service and how the service is used, providing the context within which each SecY operates,'€lause 8 sets
out requirements for the MACsec protocol and introduces the operation of the protocol, and Clause|9 specifies the
encoding of parameters in MPDUs. This clause does not repeat all the information provided in these prior clauses, but
includes sufficient reference to facilitate an understanding of SecY operation. Clause 7 of IEEE.Std 802.1AC-2016
describes the basic architectural concepts and terms used in this clause, including service, seryice“access point, service
primitive, and ports.

10.1 SecY overview

Each SecY uses the MAC Service provided by a Common Port (10.4) to provide one instance of the secure
MAC Service (Clause 6) to the user of its Controlled Port and one iStance of insecure service to the user of
its Uncontrolled Port (Figure 10-1).

M_UNITDATA.request(..) M_UNITDATA.request(..)
M_UNITDATA.indication(..) M_UNITDATA.indication(..)
|
SecureFrame | PROTECT | VALIDATE Secure Frame
Generation 4—): | l¢»| Verification

=
-
|
|
_ Cipher Suite(s) _ :
|
|
|
|
|
|
|
|
|
|
|

M_UNITDATA.indication(..)
M_UNITDATA.request(..)

Figure 10-1—SecY

The integrity and origin of the parameters of each service request and indication accepted from and
delivered to the Controlled Port are protected and validated by the SecY. The SecY may also encrypt to
provide user data confidentiality. If the parameters that accompany a service indication at the Common Port
are not successfully validated as required by management controls, no service indication will occur at the
Controlled Port and the received parameters will be discarded.

61
Copyright © 2018 IEEE. All rights reserved.


https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

IEEE Std 802.1AE-2018
IEEE Standard for Local and metropolitan area networks—Media Access Control (MAC) Security

Each service request made by the user of a SecY’s Uncontrolled Port results in an identical request at the
Common Port, and each service indication received from the Common Port results in an identical indication
to the user of its Uncontrolled Port in addition to any indication at the Controlled Port.

NOTE 1—Some frames received at the Uncontrolled Port will be discarded because they can only be useful to a SecY
supporting the associated Controlled Port.

The relative order of Common Port indications and the corresponding indications at the Uncontrolled Port
and the Controlled Port is not defined, save that the order of indications from one Port to another Port is

preserved. Similarly the relative order of user requests at the Uncontrolled and Controlled Ports does not;
define the order of requests to the Common Port. The interval between any request or indication and the
SecY making a corresponding request or indication shall not exceed the bounds specified in Table 10-37

The specification of the cryptographic algorithms used at any time to provide integrity and confidentiality,
together with the values of parameters (for example, key size) used by those algorithms, compese a Cipher
Suite (Clause 14). This standard mandates a default Cipher Suite that can provide integrity protection only
or both integrity and confidentiality. A SecY may implement additional Cipher Suites; This standard only
permits the use of Cipher Suites that meet well defined criteria (14.2, 14.3).

The KaY is part of the Port Access Entity (PAE, IEEE Std 802.1X) associatedwith the SecY and uses the
service provided by the Uncontrolled Port to transmit and receive franfes,that support key agreement
protocols. These frames are distinguished by EtherType, so other sél€eted protocol entities can also
communicate using insecure frames by making use of the Uncontrolled\Rort.

The KaY determines the value of the MAC_Operational parameter (IEEE Std 802.1AC) associated with
Controlled Port (10.7.4, 10.7.5) consistent with the provisions’ of this standard (6.4, 6.5, 6.7, 7.1.3, 7.2,
10.5.1, 10.5.2, 10.7.14, 10.7.2, 10.7.25).

The KaY communicates transmit and receive keysiand other information (10.2) to the SecY through its
Layer Management Interface (LMI). The LMI 1S also used to exchange information with local protocol
entities responsible for network management, stuch as an SNMP Agent.

NOTE 2—The term local refers to any other entity residing within the same system. Information exchange with a local
entity can be modelled as occurring through*its LMI (10.1, 10.3, 10.4, Figure 10-1), thus facilitating information
exchange between entities not necessarily adjacent in a protocol layer reference model. No constraints are placed on the
information exchanged, but there is_noysynchronization with any particular invocation of service at a service access
point, so LMI exchanges do not effectively add to the parameters of a service such as the MAC service.

10.2 SecY functions

Each SecY supports

a)  Secure'transmission of the parameters of service requests made by the user of its Controlled Port
b) Imsecure transparent transmission from the Uncontrolled Port

). (_Reception, verification, and delivery of secure service indications to the Controlled Port

d)» Reception and transparent delivery of service indications to the Uncontrolled Port

e) MAC Status (6.4) and point-to-point parameters (6.5) for the Uncontrolled and Controlled Ports.

Management controls that support deployment (8.1.4) of MACsec include
f)  Transmission and reception by the user of the Controlled Port without frame modifications
g) Reception without integrity checking

h) Use of multiple transmit SCs and a configurable replayWindow to support media access control
methods and provider networks that can misorder frames with different priorities and/or addresses.
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Selection of a Cipher Suite, CA establishment, and SA support, is supported by allowing the KaY to
i)  Discover which Cipher Suites are implemented and how many receive SCs each can support
j)  Select the Current Cipher Suite
k) Identify the SCs to be used to support reception for the CA
1)  Provide transmit and receive SAKSs for identified SAs

m) Confirm that SAKs have been installed, i.e., are ready for use

Monitor-the- PN used-fortransmission—in-orderto-providene

Operational and diagnostic controls and statistics provide
0) Administrative control over the optional security tagging capabilities of the SecY
p) A count of frames intended for transmission but discarded as too long for the Common Port

q) Counts of received frames without the MACsec EtherType, discarded by validation ehecks, without
SCIs when the LAN connectivity is not restricted to point-to-point communication; identified as
belonging to unknown SCs, identified as belonging to an SA that is not in use,failing the replay
check, failing the integrity check, and delivered to the user.

NOTE—Except where explicitly specified otherwise, throughout this standard the terni user refers to the user of the
MAC service instance provided by the Controlled Port, and the term provider refers tovthe instance of protocol and
procedures that provides the MAC service instance to the SecY at the Common Port,

10.3 Model of operation

The model of operation in this clause is simply a basis for des¢tibing the functionality of a SecY. It is in no
way intended to constrain real implementations; these may.adopt any internal model of operation compatible
with the externally visible behavior that this standard gpgeifies. Conformance of equipment to this standard
is purely in respect of observable protocol.

10.4 SecY architecture

A SecY uses an instance of the MAC Internal Sublayer Service (ISS, 6.1), referred to as the Common Port,
to provide a secured instance of thellSS, the Controlled Port, and an insecure instance of the ISS, the
Uncontrolled Port, that provides transparent transmission and reception through the Common Port.

The architecture of a SecY is dllustrated in Figure 10-2 and comprises

a)  The Controlled, Uncontrolled, and Common Ports together with their MAC Status parameters
b)  The SecureFrame Generation process (10.5)

¢) The Secure Frame Verification process (10.6)

d) Cipher Stite protection of transmitted frames and validation of received frames (8.2, Clause 14)
e) ATransmit Multiplexer and a Receive Demultiplexer

f) ~\\.Optional transmit and receive frame check sequence (FCS) regenerators

g)" A SecY Management process (10.7).

The Transmit Multiplexer accepts transmit requests from the Uncontrolled Port and the Secure Frame
Generation process for the Controlled Port and submits corresponding requests to the Common Port. The
Receive Demultiplexer submits each indication from the Common Port to the Uncontrolled Port and to the
Secure Frame Verification process for the Controlled Port.

NOTE 1—This specification most clearly sets out the resulting behavior of a conforming implementation. Real
implementations can implement the behavior in any way that yields the same externally visible behavior (including the
values of management counters). For example, examination of the specification in this clause shows that there need be
no implementation burden corresponding to duplication of the received frame if validateFrames is Strict and none of the
users of the Uncontrolled Port make use of the MACsec EtherType.
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Figure 10-2—SecY architecture and operation

A Fayer Management Interface (LMI) is used by the SecY Management process to communicate the

r‘npqhi]iﬁpc of the SecY_its contrals_status prnfnr‘nl management events and counters to and from other

entities that compose the secure system containing the SecY.

Management controls are provided to allow a SecY to be incorporated in a network system before MACsec
is deployed, and to facilitate staged deployment. If protectFrames is not set, frames submitted to the
Controlled Port are transmitted without modification. The validateFrames control allows untagged frames to
be received, and Cipher Suite validation of tagged frames to be disabled or its result simply counted without
frame discard. The replayProtect and replayWindow controls allows replay protection to be disabled, to
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operate on a packet number window, or to enforce strict frame order. If replayProtect is set but the
replayWindow is not zero, frames within the window can be received out of order; however, they are not
replay protected. Management counters allow configuration and operational errors to be identified and
rectified before enabling secure operation. The effect of the controls, and the counters maintained, are
summarized in Figure 10-3 and Figure 10-4.

The FCS can be included as a parameter of an M_UNITDATA.request or M_UNITDATA.indication
primitive. When the data that is within the FCS coverage is modified by the addition of an ICV or encryption

of the user data, the FCS changes. The SecY shall not introduce an undetected frame error rate greater than
that which would have been achieved by preserving the original FCS (6.10).

NOTE 2—There are number of possibilities for changing FCS without diminishing the coverage provided. One is to
generate a new FCS by algorithmically modifying the received FCS, based on knowledge of the FCS algorithfo/and the
transformations that the frame has undergone between reception and transmission.

10.5 Secure frame generation

For each transmit request at the Controlled Port, the Secure Frame Generation progéss

a)  Assigns the frame to an SA (10.5.1).

b)  Assigns the nextPN variable for that SA to be used as the value ofithe' PN for that protected frame
(10.5.2).

¢) Encodes the octets of the SecTAG including the least significant 32 bits of the PN in the PN field
(10.5.3).

d) Provides the protection function (14.1, 10.5.4) of the Guisrent Cipher Suite with
1) The SAK
2) The SCI for the SC used by the SecY to transmit
3) The PN
4) The SecTAG
5) The sequence of octets that compose the User Data.

e) Receives the following parameters ffem the Cipher Suite protection operation:
6) The sequence of octets that e@mpose the Secure Data
7) TheICV

f)  Issues arequest to the Trafismit Multiplexer with the destination and source MAC addresses and an
MPDU comprising the octets of the SecTAG, Secure Data, and the ICV concatenated in that order
(10.5.5). If the SeeY."does not implement an Access Priority Table (10.7.17), the priority of the
request is the same’ as that received from the Controlled Port; otherwise, it is the access priority
given by the table for the received priority.

If the managerhent control protectFrames is False, the preceding steps are omitted, an identical transmit
request is made-to the Transmit Multiplexer, and the OutPktsUntagged counter incremented.

NOTE—=This model of operation supports the externally observable behavior that can result when the Cipher Suite
implementation calculates the Secure Data and ICV parameters for a number of frames in parallel, and the responses to
pretection and validation requests are delayed. Transmitted frames are not misordered.

10.5.1 Transmit SA assignment

Each frame is assigned to the SA identified by the current value of the encodingSA variable for the selected
transmit SC. If the SecY does not implement a Traffic Class Table it uses a single transmit SC. If
implemented, the Traffic Class Table specifies the value of the most significant four bits of the SCI’s Port
Identifier component for each possible transmit request user priority, allowing selection of one of up to eight
distinct SCs (see 10.7.17).
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*(|) - Uncontrolled Port: - - ---Controlled Port--(]) - --
Y tx = transmitted frame
if (protectFrames == False)

|—————ctrl.OutPktsUntagged++ « {
tx.sa = tclass[tx.userPriority]->sc->encodingSA; tx.accessPCP = accessPriority[tx.userPCP];

if (includingSCl)

>l
-
add_secTAG(encodingSA, sa->next_PN, sci); add_secTAG(encodingSA, sa->next_PN);

[
L

tp = frame for protection and transmission E

protect(tp),

if (tp.ebit) OutOctetsEncrypted += #Plaintext_octets; else OutOctetsProtected += #Plaintext_octets;

if (tp->len > common_port->max_len)

H—ctrl.OuthtsTooLongH

———<«——tp.sa->OutPktsEncrypted++

———«——tp.sa->OutPktsProtected++

------ (])- Common Port----------------

Tests and their consequences are annotated in this diagram using the computer language ‘C ++' (ISO/IEC 14882), with variables-names corresponding to
abbreviations of the text of this clause (10), which takes precedence.

if (tpsebit)

A A A

NOTE—Secure generation frame counters are identified as reported by management . Confidentiality or integrity only grotection is selected for an SA when it is
created, so either but not both of the OutOctetsEncrypted or OutOctetsProtected counts and either OutPktsEncrypteconthe OutPktsProtected will be
incremented while that SA is in use, and the current value of the packet counter can be derived from nextPN forthe SA less any change in the value of
OutPktsToolLong since that SA has been used for protection, allowing an implementation to optimize counterfesources .

Figure 10-3—Management controls and counters fof secure frame generation

The encodingSA is updated following an LMI request from the)KaY to start transmitting using the SA and
can be read but not written by network management. Frdmes will be protected using the encodingSA
immediately after the last frame assigned to the previeus\SA has been protected. If the SA is not available
for use, and the management control protectFrames.is*set, MAC_ Operational transitions to False for the
Controlled Port, and frames are neither accepted érdelivered using the port.

10.5.2 Transmit PN assignment

The frame’s PN is set to the value of nextPN for the SA, and nextPN is incremented. If the nextPN variable
for the encodingSA is zero (or 232 if the Current Cipher Suite does not support extended packet numbering,
264 if it does) and the protectFrames control is set, MAC_ Operational transitions to False for the Controlled
Port and frames are neither accepted or delivered. The initial value of nextPN is set by the KaY via the LMI
prior to use of the SA, andits current value can be read both while and after the SA is used to transmit
frames. The value of nextPN can be read, but not written, by network management.

10.5.3 SecTAG'encoding
The SecTAG-15 encoded as specified in Clause 9.

The SC-bit in the SecTAG shall be set and the SCI explicitly encoded in the SecTAG, and the management
statys parameter includingSCI set to True, if and only if

a) _ The management control alwavysincludeSCI is True,

or
b) The number of transmit SCs is greater than one,
or
¢) The number of receive SCs enabled for reception is greater than one, and
1) The management control useES is False,
and
2) The management control useSCB is False.
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If the management control useES is True and includingSCI is False, the ES bit in the SecTAG shall be set.
Otherwise, if useES is False or includingSCI is True, the ES bit shall be clear.

If the management control useSCB is True and includingSCI is False, the SCB bit in the SecTAG shall be
set. Otherwise, if useSCB is False or includingSCI is True, the SCB bit shall be clear.

NOTE—These rules cover the case where useSCB is True and the number of active receive channels is greater than one.
However, SCB bit use is currently restricted to supporting a transmit only EPON interface (see Clause 12).

Table 10-1 summarizes the rules [a) through c) above], with each of the columns to the right representing a
valid combination of controls, number of SCs, and SecTAG encoding.

Table 10-1—Management controls and SecTAG encoding

Mgmt alwaysIncludeSCI T | F F F F F

controls
useES — | — F T T F
useSCB — | — F T F T

#SCs #transmitSCs > 1 — | T — \I\F F F
#receiveSCs enabled for — | — W\ — | — | —
reception > 1

Mgmt status includingSCI

SecTAG encoding SC bit set? X Y Y N N N
(SCI explicitly encoded)
ES bit set?
SCB bit set?

3T = True, F = False, — = don’t care, Y=¢s,'N = No

The values of useES, useSCB, and alwaysIncludeSCI can be written and read by management. The
read-only management status parameter includingSCI is True if an SCI is explicitly encoded in each
SecTAG, and False otherwise: The number of active receive SCs is controlled by the KaY but can be read by
management.

If a frame is to be«integrity protected, but not encrypted, with the number and value of the octets of the
Secure Data exactly)/the same as those of the User Data, and an ICV of 16 octets, then the E bit shall be clear
and the C bit clear. The E bit shall be clear and the C bit set if the frame is not encrypted but the octets of the
Secure Data-differ from those of the User Data or the ICV is not 16 octets.

If both'eonfidentiality (through encryption) and integrity protection are applied to a frame then both the E bit
and the C bit shall be set. The SecY shall not encode a SecTAG that has both the E bit set and the C bit clear
for any frame received from the Controlled Port for transmission.

10.5.4 Cryptographic protection

If the Cipher Suite is currently protecting frames using the previous SA and its SA Key, as reflected by the
value of the encipheringSA, the frame can be queued awaiting protection. The value of the encipheringSA is
updated, and protection of the frame parameters is started within a minimum frame size transmission delay,
after the last frame has been protected using the previous key.
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The use of each of the Cipher Suites specified by this standard is specified in Clause 14, which takes
precedence over any explanation in this or other clauses.

The appropriate octet counter is incremented by the number of octets in the User Data (OutOctetsEncrypted
if confidentiality protection was provided, and OutOctetsProtected otherwise).

10.5.5 Transmit request

It the MPDU composed of the concatenated octets of the SecTAG, Secure Data, and ICV exceeds the size of,
the MSDU supported by the Common Port, the frame is discarded and a counter incremented. Details of thig
discarded frame may be recorded to assist network management resolution of the problem. Otherwise; the
parameters of the service request are submitted to the Transmit Multiplexer.

10.6 Secure frame verification

For each receive indication from the Receive Demultiplexer, the Secure Frame Verification process

a) Examines the user data for a SecTAG.

b)  Validates frames with a SecTAG as specified in 9.12.

c) Extracts and decodes the SecTAG as specified in 9.3 through 9.9.
d) Extracts the User Data and ICV as specified in 9.10 and 9.11.

e) Assigns the frame to an SA (10.6.1).

f)  Recovers the PN and performs a preliminary replay check\against the last validated PN for the SA
(10.6.2).
g) Provides the validation function (14.1, 10.6.3) ofth&.Current Cipher Suite with
1) The SAK
2) The SCI for the SC used by the SecY to.transmit
3) ThePN
4) The SecTAG
5) The sequence of octets that compose the Secure Data
6) TheICV.
h)  Receives the following paramegters from the Cipher Suite validation operation
1) A Valid indication, if the integrity check was valid and the User Data could be recovered
2) The sequence of eg¢tets that compose the User Data.

i)  Updates the replay.check (10.6.4).

j)  Issues an indicatior to the Controlled Port with the DA, SA, and priority of the frame as received
from the Receive Demultiplexer, and the User Data provided by the validation operation (10.6.5).

If the management control validateFrames is not Strict, frames without a SecTAG are received, counted, and
delivered te.the Controlled Port; otherwise, they are counted and discarded. If validateFrames is Disabled,
cryptographic validation is not applied to tagged frames, but frames whose original service user data can be
recovered are delivered. Frames with a SecTAG that has the TCI E bit set but the C bit clear are discarded, as
this xeserved encoding is used to identify frames with a SecTAG that are not to be delivered to the
Cortrolled Port. If validateFrames is Null, all received frames are delivered to the Controlled Port without

a) through j) above and in 10.6.1 through 10.6.5 is not performed. Figure 10-4 summarizes the operation of
secure frame verification management controls and counters.

Setting validateFrames to Null shall also cause the secure frame generation control protectFrames (10.5) to
become False, thus allowing a port that includes a SecY to behave as if the SecY were not present. In
particular, it allows a MACsec-capable bridge or EDE to forward frames that have a SecTAG but no other
outer tag (such as a VLAN tag).
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A
-(|y - - Uncontrolled Port- - - ---Controlled Port---(])---

remove_secTAG_and_icv()

‘ Pp—rv.sc->INPktsOK++—————————Pp——
if (rv.pn >= rv.sa->next_| rv.sa->next_PN = rv.pn + 1; update_lowest_acceptable_PN(rv.sa->next_PN, replayWindow);
if PN PN 1; upd I ble_PN PN layWind
A
if (Irv.Valid) // (validateFrames == Disabled)

Pp—rv.sc->InPktsUnchecked++——p—|

it (rv.pn < sa->lowest_PN)

»——rv.sc->InPktsDelayed++——pp—1
if ((Irv.Valid) && (validateFrames == Check))

Pp—rv.sc->InPktsinvalid++———p——

»—rv.sc->InPktsNotValid++—————]

if (replayProtect && (rv.pn < sa->lowest_PN)) B v sc>InPktsLate++
» TV.SC- 4"

if (validateFrames == Disabled) rv.Valid = False;

if ((validateFrames != Disabled) && !rv.ebit) { rv.Valid = integrity_check(rv); InOctetsValidated += #Plaintext_octets;};

if ((validateFrames != Disabled) && rv.ebit) { rv.Valid = integrity_check_and_decrypt(rv); InOctetsDecrypted += #Plaintext coctets;};
rv = received frame (and associated parameters) for validation

frame received exceeds cipher suite performance capabilities
f | P P P P—trlInPktsOverpuns4 ———— |

if (replayProtect && (PN(rx.pn) < sa->lowest_PN
(replay (PN(rx.pn) _PN)) p—rx.so->InPkisLater+—————p

if (xpn) rx.pn = pn_recovery(rx.pn_field, sa->lowest_PN) else rx.pn = rx.pn_field;

if ((Irv.Valid) && ((validateFrames == Strict) || rv.cbit))

if (Irx.sa->inUse) w if ((validateFrames == Strict)
» ‘ 1| . coit - ctrlInPktsNoSAErTor++———p|
rx.sa = &sc.rxafrx.an] else Pp—ctrl.InPktsNoSA++—————Pp—
if ((rx.sc = find(receive_channels, rx.sci)) == 0)  _  if ((validateFrames == Strict)
» ‘ 1| rx.cbit) —}—ctrLInPktsNoSAErrorH;b‘
else Pp——ctrl.InPktsNoSA++—————Pp—

if (invalid_tag_or_icv(rx))

»- »—atrlInPktsBadTag++———————|
if (Irx.cbit && rx.ebit) o

gl
if (unt d
if (untagged(r)) P \if (validateFrames == Strictr——p» CtrIAInPktsNoTagH;}‘

else

A\ 4

ctrl.InPktsUntagged ++———p——

.
»

if (validateFrames == Null)

rx = received frame and associated parameters
..... () -Common Port - - -+ - Mheer e

Tests and their consequences are annotated in this diagram using the computer language ‘C ++ (ISO/IEC 14882), with variable names corresponding to
abbreviations of the text of this clause (10), which takes precedence.

NOTE—Secure verification frame counters are identified as reported by management. Whether a given counter can be incremented depends on the
management control validateExames and on whether received frames are confidentiality protected , allowing an implementation to optimize resources . As
shown in the figure, only orie‘counter for each of the sets {InPktsUntagged, InPktsNoTag} and {InPktsNoSA, InPktsNoSAError} for the Controlled Port as a
whole and only onec6untef for each of the sets {InPktsLate, InPktsDelayed}, {InPktsInvalid, InPktsNotValid}, and {InPktsUnchecked, InPktsOK} for each
received SC can be'incremented while validateFrames and confidentiality policy remain unchanged .

Eigure 10-4—Management controls and counters for secure frame verification

10.6.1 Receive SA assignment

An SCI is associated with the received frame and used to locate the receive SC. If an SCI is not explicitly

PR 1 e At P P LA B PREE 3 S 2 : 1 : 3
CIICOUCU I UIC SCCTALY, UIC VAIUC CSLADIISIICU DY UIC Nd X 101" d SHIEIC PTCT 1S USTU.

If the SC is not found, the received SCI may be recorded to assist network management resolution of the
problem, and

a) If validateFrames is Strict or the C bit in the SecTAG is set, the InPktsNoSAError counter is
incremented and the frame is discarded; otherwise

b) The InPktsNoSA counter is incremented and the frame (with the SecTAG and ICV removed) is
delivered to the Controlled Port.
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If the receive SC has been identified, the frame’s AN is used to locate the receive SA received frame and
processing continues with the preliminary replay check. If the SA is not in use:

¢) If validateFrames is Strict or the C bit is set, the frame is discarded and the InPktsNoSAError
counter incremented; otherwise

d) The InPktsNoSA counter is incremented and the frame delivered to the Controlled Port.

NOTE—The short phrase “the frame is discarded” is commonly used to express the more formal notion of not
processing a service primitive (an indication or request) further and recovering the resources that embody the parameters

Ll ox oo N SR NS Y . liod 11 o d Licadt £41 oo 1. 1o 1 sbbad 4
O At S Ve P I T v e T O T T e PO eSS g S AP Pt T rOwW eV et I a - aaprearc- o e pPrimtirve as o CC S HomttcaTo

another process (by the Receive Demultiplexer in this case) processing of that duplicate is unaffected.
10.6.2 PN recovery and preliminary replay check

If the Current Cipher Suite does not use extended packet numbering, i.e., the PN comprises 32 bitsythie value
of the PN is that decoded from the 4 octet PN field in the SecTAG of the received frame (9.159<8).

If the Current Cipher Suite supports extended packet numbering, the PN comprise§-64 bits. The least
significant 32 bits of the PN are those decoded from the PN field in the SecTAG of¢he received frame. The
32 most significant bits of the PN are recovered for each received frame by applying the assumption that
they have remained unchanged since their use in the frame with the lowest ac¢eptable PN—unless the most
significant of the 32 least significant bits of the lowest acceptable PN is setland the corresponding bit of the
received PN is not set, in which case the value of the 32 most significantbits of the PN is one more than the
value of the 32 most significant bits of the lowest acceptable PN. Table\0-2 provides examples.

Table 10-2—Extended packet number-recovery (examples)

SecTAG PN field value 0x 2A2B 5051
Lowest acceptable PN gx~ 0000 0007 1234 DEFO
PN 0x 0000 0007 2A2B 5051
SecTAG PN field value Ox 2A2B 5051
Lowest acceptable’ PN Ox 0000 0007 8234 DEFO
PN 0x 0000 0008 2A2B 5051
SecTAG PN field value Ox 9A2B 5051
Lewest acceptable PN Ox 0000 0007 8234 DEFO
PN 0x 0000 0007 9A2B 5051
SecTAG PN field value O0x 9A2B 5051
Lowest acceptable PN Ox 0000 0007 2234 DEFO
PN Ox 0000 0007 9A2B 5051

The recovered PN value is not guaranteed to be the same as that used by the transmitter to protect the frame,

but all PN values in the range lowest acceptable PN to lowest acceptable PN plus 2°" will be recovered
correctly. If the recovered PN value is incorrect, the Cipher Suite validation operation will not return VALID
and the frame will be discarded if validateFrames is Strict (10.6.5, 10.7.8). A recovered PN value is used to
update the lowest acceptable PN only if the validation operation with that PN value returns VALID.

NOTE 1—For a discussion of the PN recovery algorithm, its incidental properties and alternatives, that goes beyond the
normative requirements of this standard, see Seaman [B15].
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NOTE 2—1If a large number of successive frames were to be lost (23071, corresponding to approximately 9 seconds of
full utilization of a 400 Gb/s link by minimum sized Ethernet frames) subsequent receipt of MACsec frames might fail to
establish a correct PN value. The MACsec Key Agreement protocol (MKA) specified in IEEE Std 802.1X and its
amendments communicates the value of the high order bits periodically to recover from this eventuality.

If replayProtect control is enabled and the PN recovered from the received frame is less than the lowest
acceptable packet number (see 10.6.5) for the SA, the frame is discarded and the InPktsLate counter
incremented.

NOTE 3—If the ST iS5 Supporicd by a Network that incIudes bUuliering with priofily queucing, Such as a provider bridged
network, delivered frames can be reordered.

10.6.3 Cryptographic validation

The frame can be queued awaiting validation. If the frame reception rate exceeds the Ciphér Suite’s
validation capabilities, the frame may be discarded and the InPktsOverrun counter incremented?

If the validateFrames control is Disabled, the Cipher Suite validation is not used to validate the frame.

If validateFrames is not Disabled, and the E bit in the SecTAG is set, the Cipher,Suite is used to validate and
decrypt the frame. If the Cipher Suite does not provide confidentiality protectiony’it shall not return VALID.
The InOctetsDecrypted counter is incremented by the number of octets in.the resulting User Data (or an
estimate of that number, if VALID is not returned).

If validateFrames is not Disabled, and the E bit in the SecTAG is\clear, the Cipher Suite is used to validate
the frame. If the Cipher Suite does not provide integrity protection without confidentiality it shall not return
VALID. The InOctetsValidated counter is incremented by the number of octets in the resulting User Data (or
an estimate of that number, if VALID is not returned).

The frame is marked valid if the Cipher Suite is used and returns VALID and is marked invalid otherwise.
The use of each of the Cipher Suites specified by this standard is specified in Clause 14, which takes
precedence over any explanation in this or other Clauses.

10.6.4 Replay check update
If the PN of the received framg.is less than the lowest acceptable packet number for the SA, and

replayProtect is enabled, the ftame is discarded and the InPktsLate counter incremented.

NOTE—This model of optration assumes that any queuing within the verification process occurs prior to frame
validation, and the check- described uses the lowest acceptable PN updated by prior frames as described in 10.6.5.
Implementations can proeess frames as convenient, provided the externally observable result is the same.

10.6.5 Receivejindication

If the reCeived frame is marked as invalid, and the validateFrames control is Strict or the C bit in the
SecTAG was set, the frame is discarded and the InPktsNotValid counter incremented. Otherwise, the frame
isdelivered to the Controlled Port, and the appropriate counter incremented as follows:

a)  Ifthe frame is not valid and validateFrames is set to Check, InPktsInvalid; otherwise,

b)  If the received PN is less than the lowest acceptable PN (treating a 32-bit PN value of zero as 2°4
and a 64-bit PN value of zero as 264), InPktsDelayed; otherwise,

c) Ifthe frame is not valid, InPktsUnchecked; otherwise,
d) InPktsOK.
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If the PN for the frame was equal to or greater than the nextPN variable for the SA and the frame is valid,
nextPN is set to the value for the received frame, incremented by one. The lowest acceptable PN variable is
set to the greater of its existing value and the value of nextPN minus the replayWindow variable.

NOTE—The lowest acceptable packet number can also be set or incremented by the KaY to ensure timely delivery.

10.7 SecY management

I'he SecY management process controls, monitors, and reports on the operation ot the dSecY, providing
access to operational controls and statistics for network management and the KaY through the LMI. It
a)  Reports the value of the SCI for the SecY’s default traffic class SC (10.7.1).
b) Maintains the MAC Status (6.4) parameters and point-to-point MAC parameters (6.5)<for the
Uncontrolled (10.7.2) and Controlled (10.7.4) Ports.
¢) Provides interface statistics for the Uncontrolled (10.7.3) and Controlled Ports (10.746)¢ deriving the
latter from the detailed statistics maintained by the SecY.
d) Provides information on the frame verification (10.7.7) and generation (10.7716) Capabilities.
e)  Supports control of frame verification (10.7.8) and generation (10.7.17),4n€luding management of a

Traffic Class Table that allows the user priority associated with the Centrdlled Port transmit request
to select one of a number of transmit SCs, and an Access Priority Table:

f)  Supports creation of transmit SCs (10.7.20), each corresponding.to one of the values appearing in
Traffic Class Table entries.

g)  Supports creation of transmit SAs (10.7.22), each associated with an SAK, for the transmit SC.
h)  Supports creation of receive SCs (10.7.11), each corresponding to potential member of the CA.
i)  Supports creation of receive SAs (10.7.13) for eaChyreceive SC, each associated with an SAK.

7))  Supports control over reception (10.7.15) and\transmission (10.7.24) using individual SAs, and
allows the lowest acceptable PN to be setaand updated for reception.

k) Maintains statistics for receive and transmit SCs and SAs, accumulating statistics from past SAs.

1)  Provides a list of the Cipher Suites with their basic capabilities and properties, and a list of those
Cipher Suites implemented by the-SecY with management control over their use (10.7.25).

m) Allows selection of the current, Cipher Suite, from those implemented.

n) Supports installation of SAKSs for the current Cipher Suite, for transmission, reception, or both.

Figure 10-5 illustrates the mranagement information that represents a SecY’s capabilities and provides
control over and reporting-on its operation. For convenience the figure uses UML 2.0 conventions together
with C++ language.constructs. For an explanation of these conventions, see Fowler [B1]. The containment
relationships in Figure 10-5 have been chosen primarily to reflect the necessary relationships between
lifetimes of potemntially transient objects. For example, a receive SC can contain a succession of SAs, but
never more:than one per AN at a time, and all receive SAs for an SC are deleted when the receive SC ceases
to exist. A‘paradigm of object creation and deletion is used, instead of one of data structure reuse, to express
the required bounding of the lifetime of key information.

NOTE 1—Figure 10-5 omits parameters specific to extended packet numbering [used by some but not all Cipher Suites
(14.7, 14.8)] and not accessible by network management. Specifically: 1) the createReceiveSA(), ReceiveSA(),

parameter of the created SA; 2) the install key() procedure takes an additional Salt parameter, whose value becomes an
inaccessible parameter of the Data_key object. These parameters are specified in 10.7.13, 10.7.22, and 10.7.28.

In Figure 10-5 the management information for each SecY is indexed by controlledPortNumber within a
SecY System. This containment relationship complements that specified in IEEE Std 802.1X, where the
management information for each PAE is indexed by portNumber (12.9.2 of IEEE Std 802.1X-2010) within
a PAE System and includes the controlledPortNumber that identifies the Controlled Port of the associated
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SecY. The containment relationship also matches that specified in Clause 13, with a SecY System
corresponding to a SecY MIB module instance, and each controlledPortNumber to the ifIndex (IETF
RFC 2863) value used to identify a SecY within that module (13.3.2, 13.5).

SecYSystem
x controlledPortNumber
SecY.
’ \V commonPort
verification Used_interface
Verification RFC2863 : Interface MIB Counters
const int maxReceiveChannels, maxReceiveKeys; bool MACJE'nabIed,lMACioperationaI,
enum {Null, Disabled, Check, Strict} validateFrames: operPointToPointMAC; //read only
bool replayProtect;
int replayWindow; controlledPort, uncontrolledPort
count InPktsUntagged, InPktsNoTag, InPktsBadTag, InPktsNoSA, Provided interface
InPktsNoSAError, InPktsOverrun; RFCZBSS_ Intert MIB Count
t InOctetsValidated, InOctetsDecrypted; - nteriace ounters,
count InoclelsValidated, nclelsbecrypte bool MAC_Enabled, MAC_Operational)
createReceiveSC(SCI sci); operPointToPointMAC; //read. only
bool adminPointToPointMAC;
%\, receiveChannels bool ControlledPortEnabled’;
ReceiveSC
const SCI sci;
bool receiving; // read only ReceiveSA
Time createdTime, startedTime, stoppedTime; rxa[0-3] bool _inUse” iread on
count InPktsOK, InPktsUnchecked, InPktsDelayed, N/ Y
InPktsLate, InPktslnvalid, InPktsNotValid 4 | const SSEIssci // read only
! ’ PN { nextPN, lowestPN; //read only
createReceiveSA(AN an, PN lowestPN; Data_key *key); Time. ‘createdTime, startedTime, stoppedTime; //read only
ReceiveSA(AN an, PN lowestPN, Data_key *key);
generation ~ReceiveSA();
Generation bool enableReceive;
— PN updtNextPN, updtLowestPN;
SCl sci;
const int maxTransmitChannels, maxTransmitKeys;
bool protectFrames, alwaysincludeSClI, useES, useSCB; usetPriority[0-7] TrafficClass
bool includingSCl; // read only @ ~——————— int trafficClass; —
count OutPktsUntagged, OutPktsToolLong; ugerPCP[0-15] 8 AccessPriority
count OutOctetsProtected, OutOctetsEncrypted; > int accessPCP;
createTransmitSC(SCI sci); 16
* xtransmitChannels
TransmitSC TransmitSA
const SCI sci; txa[0-3] bool inUse, confidentiality; // read only
bool transmitting; / read only l@ =] const SSCI ssci; // read only
Time createdTime, startedTime, stoppedTime; 4] PN nextPN; //read only
AN  encodingSA; // read only Time createdTime, startedTime, stoppedTime;
count OutPktsProtected, OutRktsEncrypted;
TransmitSA(AN an, PN next_PN, bool confidentialit
createTransmitSA(AN an, RN.next_PN; bool confidentiality ' (Data key *key);f ! fality
Datd_key. *key); ~TransmitSA(); B
bool enableTransmit;
CipherSuiteldentifier cutrentCipherSuite
CurrentCipherSuite
const key const key
install_key(SAK-sak, Kl ki, bool transmit, bool receive); Data_key
Current_ciphersuite(); ~Current_ciphersuite(); .—ke& const SAK sak; // not accessible
* | const Kl keyldentifier; // read only
+, |, implementedCipherSuites const bool transmits, receives; // read only
= - I const Time createdTime; // read only
ipherSui ntr
n - — Data_key(SAK sak, KI ki; bool transmitter, bool receiver);
bool enableUse, requireConfidentiality; ~Data_key();
%\|/ ciphersuites const ciphersuite const ciphersuite
= S

const EUI64 identifier;

const UTF8string name;

const bool integrityProtection, confidentialityProtection;
const bool changesDatalength;

const int ICVlength;

use_ciphersuite(Ciphersuite_identifier identifier);

Figure 10-5—SecY managed objects
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If a Bridge Port is supported by a SecY (11.3) the ifIndex value used to identify the SecY’s Controlled Port
will be that identifying the ISS interface (service access point) used by the Bridge Port. IEEE Std 802.1Q
specifies Bridge Port Numbers that identify Bridge Ports from the point of view of a bridge’s MAC Relay
Entity, and port numbers in general to identify ISS interfaces. In simple, common, cases (11.3) each Bridge
Port Number can and most likely will be the same as the port number (and ifIndex value) identifying the
Controlled Port, though an optional mapping table is specified (12.5.1 of IEEE Std 802.1Q-2018).

IEEE Std 802.1Q can constrain the relationship between Bridge Port Numbers and other bridging

parameters (see, for example, 12.13 of IEEE Std 802.1Q-2018) and it RSTP or MSTP are implemented the
maximum number of Bridge Ports is 4095 (17.3.2.2 of IEEE Std 802.1Q-2018). In a system comprisifg
multiple bridge components, each port is uniquely identified by a ComponentID and Port Number pair-Fhe
SCI values used by a SecYs supporting Bridge Ports do not have to be derived from the Bridge .Port
Numbers or (possibly different) controlledPortNumbers so do not further constrain those portimumbers.
However, the least significant 12 bits (if a SecY supports multiple traffic class SCs) and all 16 bits
(otherwise) of the Port Identifier can be assigned—subject only to the requirement for-SCI uniqueness
(8.2.1), so that in the simple case of a bridge component with 4095 or fewer ports, each S€I’s Port Identifier
can convey the Bridge Port Number and use the Bridge Address for the MAC Address-based component of
each SCI, if so desired.

NOTE 2—IEEE Std 802.1AEcg-2017 added the SecY System to Figure 10-5 and clarified the management use of port
numbers and ifIndex values, but did not change any related normative provisions.

Conformance to this standard is strictly in terms of the external behavior required by this standard, as
revealed through the relationship of the operation of the SecY tolth€ operations supported by the SMIv2
MIB module (Clause 13) and to the specifications of protocolséoperated by the KaY. Interactions with the
KaY through the LMI are wholly contained within the secure-system, and there is no conformance with
respect to syntactic elements that are used to describe that interface in this clause. Table 10-3 specifies
performance requirements for SecY operation, includifg maximum delays for the execution of management
operations.

In some situations it can be desirable to substifute control using SNMP for the operation of key agreement
protocols, and Clause 13 provides all the necessary operations as an option. However, misuse of these
operations can compromise security, and their availability (including the ability of an administrator to
configure access to these operations).may be forbidden in some systems.

10.7.1 SCI

The SCI for the SecY’s default traffic class (7.1.2, 8.2.1) can be read but not written by management.

If the SecY supportsimore than one transmit SC [5.4(e), 10.7.1, 10.7.17], the four most significant bits of the
Port Identifier eomponent of this SCI are zero.

10.7.2 Uncontrolled Port status

Thefollowing status parameters are provided to the user(s) of the Uncontrolled Port, including the KaY:

a) MAC Enabled

b MACOperationat
c) operPointToPointMAC

Their values are identical to those for the Common Port. They can be read but not written by management.
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10.7.3 Uncontrolled Port statistics

The following statistics are provided to support IETF RFC 2863 interface MIB Counters:

a)  ifInOctets

b) ifInUcastPkts, ifinMulticastPkts, and ifiInBroadcastPkts
c¢) ifInDiscards

d) __ifInErrors

e) ifOutOctets
f)  ifOutUcastPkts, ifOutMulticastPkts, and ifOutBroadcastPkts
g) ifOutErrors

The ifInOctets, ifInUcastPkts, ifilnMulticastPkts, and ifInBroadcastPkts counts are identical to those of
Common Port and are not separately recorded. The ifInDiscards and ifInErrors countscare’zero, as the
operation of the Uncontrolled Port provides no error checking or occasion to discard packets, beyond that
provided by its users or by the entity supporting the Common Port.

The ifOutErrorscount is zero, as no checking is applied to frames transmitted by’the Uncontrolled Port.The
ifOutOctets, ifOutUcastPkts, ifOutMulticastPkts, and ifOutBroadcastPkts ¢ounts are the same as those for
the user of the Uncontrolled Port.

10.7.4 Controlled Port status

The following status parameters are provided to the user of the Controlled Port, and can be read but not
directly written by management:

a) MAC _Enabled, True if and only if
1) ControlledPortEnabled (10.7.5) is Truejand
2) MAC_Enabled is True for the Common Port, and
3) transmitting (10.7.21) is True for'the transmit SC, and
4) receiving (10.7.12) is True for\atleast one receive SC.
b) MAC Operational, True if and enly if
1) MAC Enabled is True, and
2) MAC_Operational i$.Frue for the Common Port.
c) operPointToPointMAC;:"If adminPointToPointMAC is Auto (6.5), operPointToPointMAC is True if
and only if
1) validateFrames (10.7.8) is Strict, and receiving is enabled for receive SCs from at most one
peer SeeY; or
2) validateFrames is not Strict, and operPointToPointMAC is True for the Common Port.
Recéive SCs are assumed to originate from the same peer SecY if their SCIs are the same with the
exception of the four most significant bits of the Port Identifier component.

Thesfollowing status parameter may be read and written by management:
d) adminPointToPointMAC (6.5)

NOTE—Prtior o IEEE Std  SUZ.IAECg-2017, cach SccY used a singlc transmit  SC. I1he
adminPointToPointMAC variable can be used to configure operPointToPointMAC in the event that an earlier
implementation of this standard does not recognize two receive SCs as being from the same SecY or configures
two distinct SecY's (in the same CA) with SCIs that differ only in the most significant bits of the Port Identifier.
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10.7.5 Controlled Port controls

The KaY uses the following parameter(s):

a)  ControlledPortEnabled

By setting ControlledPortEnabled False, the KaY can prohibit use of the Controlled Port until the secure
connectivity required has been configured.

10.7.6 Controlled Port statistics

The following statistics are provided to support IETF RFC 2863 interface MIB Counters:

a)  ifInOctets

b) ifInUcastPkts, ifinMulticastPkts, and iflnBroadcastPkts

c) ifInDiscards

d) ifInErrors

e) ifOutOctets

f)  ifOutUcastPkts, ifOutMulticastPkts, and ifOutBroadcastPkts
g) ifOutErrors

The ifInOctets count is the sum of all the octets of the MSDUs delivetedito the user of the Controlled Port by
the Secure Frame Verification process (10.6), plus the octets of the destination and source MAC addresses.

The ifInDiscards count is the sum of all the InPktsNoTag, InPktsLate, and InPktsOverrun counts. The
iflnErrors count is the sum of all the InPktsBadTag, InPktsNoSA, and InPktsNotValid counts
(10.6, Figure 10-4).

The ifOutOctets count is the sum of the all octets of'the MSDUs delivered by the user of the Controlled Port
to the Secure Frame Generation process (10.5), plus the octets of the destination and source MAC addresses.

The ifOutErrors count is equal to the OutPktsTooLong count (Figure 10-3). If ifOutDiscards is reported as
part of IETF RFC 2863 counts, it is zero

10.7.7 Frame verification capabilities

The SecY’s frame verificatiofi capabilities are represented by the following parameters:

a) Maximum number-of receive channels

b) Maximum anumber of keys in simultaneous use for reception
These parameters'can be read but not written by management.
10.7.8 Erame verification controls

Franie verification is subject to the following controls, as specified in 10.6:

a) validateFrames, taking values of Null, Disabled, Check, or Strict, with a default of Strict

b) replayProtect, True or False, with a default of True
c) replayWindow, taking values between 0 and 2321, with a default of 0

The validateFrames and replayProtect controls are provided to facilitate deployment. They can be read by
management. Each may be written by management, but a conformant implementation shall provide a
mechanism to allow write access by network management to be disabled for each parameter individually. If
management access is prohibited to any of these parameters, its default value should be used.
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If the Current Cipher Suite uses extended packet numbering, i.e., a 64-bit PN, the maximum value of
replayWindow used in the Secure Frame Verification process (10.6) is 230_1, thus ensuring that the
replayWindow does not encompass more than half of the range of PNs that can be correctly recovered
(10.6.2). Any higher value set by network management is retained for possible subsequent use with a
different Cipher Suite and will be reported if read by network management. This provision provides
compatibility with prior revisions of this standard, though it is unlikely that such a high value of
replayWindow would have been used.

10.7.9 Frame verification stafisfics

Any given received frame increments (10.6) exactly one of the following counts [item a) through item*l)].
The following counts are maintained for the frame verification process as a whole:

a) InPktsUntagged

b) InPktsNoTag

¢) InPktsBadTag

d) InPktsNoSA

e) InPktsNoSAError

f)  InPktsOverrun

The following counts are maintained only for each receive SC and are\discarded if the record of the SC is
deleted by the KaY:

g) InPktsOK

h) InPktsUnchecked
i)  InPktsInvalid

j)  InPktsNotValid
k) InPktsDelayed

1) InPktsLate

The counts reported for each SC includé-those for current and prior SAs, with ANs that have since been
reused. This allows useful counts to be'maintained on high-speed LANs where an SA may be used for little
more than 5 min, and an AN reused after 20 min.The times at which each SC and SA were, or are, in use are
recorded (10.7.12, 10.7.14) andiassist correlation of the statistics collected with network events.

10.7.10 Frame validation statistics

Investigation or yalidation of the performance of the cryptographic functions is supported by maintaining
counts of packets (IhPktsOverrun, 10.6.3, 10.7.9) that have been discarded due to inability to validate frames
at the receivéd rate, and by accumulation of the following counts:

a) InOctetsValidated, the number of octets of User Data recovered from received frames that were
integrity protected but not encrypted.

b) "~ InOctetsDecrypted, the number of octets of User Data recovered from received frames that were
both integrity protected and encrypted.

These counts are incremented even if the User Data recovered failed the integrity check or could not be
recovered. In the latter case, an estimate of the number of User Data octets is used, as judged by the load
imposed on the validation function.

77
Copyright © 2018 IEEE. All rights reserved.



https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

IEEE Std 802.1AE-2018
IEEE Standard for Local and metropolitan area networks—Media Access Control (MAC) Security

10.7.11 Receive SC creation

A receive SC, with a given SCI that remains unchanged for the life of the SC, is created following a request
from the KaY. Each SC has a unique SCI.

Receive SCs and SAs (10.7.13) may also be created and controlled by management, but a conformant
implementation shall provide a mechanism to allow creation and setting of control parameters by network
management to be disabled.

10.7.12 Receive SC status

The following status parameters can be read, but not written, by management:

a) receiving, True if inUse (10.7.14) is True for any of the SAs for the SC, and False otherwise
b) createdTime, the system time when the SC was created
¢) startedTime, the system time when receiving last became True for the SC

d) stoppedTime, the system time when receiving last became False for the SC
When the SC is created, receiving is False, and startedTime and stoppedTime aré.equal to createdTime.

The record of the SC should be retained after it is no longer used, subject to the availability of system
resources, to provide information about immediate past operation.

10.7.13 Receive SA creation

A receive SA is created for an existing SC on request fromi'the KaY, with the following parameters:

a)  The association number, AN, for the SA

b)  nextPN (10.6, 10.6.5)

c) lowestPN, the lowest acceptable PN yalté for a received frame (10.6, 10.6.2, 10.6.4, 10.6.5)
d) Areference to an SAK that is unchanged for the life of the SA

and, if the Current Cipher Suite usesiextended packet numbering (14.7, 14.8), the KaY also supplies the
following parameter:

e) SSCI for the SA

Each SA that use§ the same SAK has a different SSCI when these Cipher Suites are used. When the
SA is created, its SCI and SSCI are provided (for use in subsequent validation operations) to the
instance of'the' Current Cipher Suite identified by the referenced SAK. A receive SA will not be
created.if\the SSCI supplied duplicates that for a different SCI (for the same SAK, for transmission
or reception).

Frame/verification statistics (10.7.9) for the SA are set to zero when the SA is created. Any prior SA with the
same AN for the SC is deleted. Creation of the SA fails unless the referenced SAK exists and is installed
(ile.) is available for use). A management protocol dependent reference is associated with each SA. This
teference allows each SA to be distinguished from any previously created for the same SCI and AN.

MKA, specified in IEEE Std 802.1X, does not distribute SSCIs explicitly. A KaY assigns SSCI values as
follows. The KaY with numerically greatest SCI uses the SSCI value 0x00000001, the KaY with the next to
the greatest SCI uses the SSCI value 0x00000002, and so on. This assignment procedure is not necessarily
applicable to any other key agreement protocol.
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NOTE—At any given time (when configured by a KaY using MKA as specified in IEEE Std 802.1X), this and other
Cipher Suites (including those specified in 14.5, 14.6, and 14.7) use the same SAK for all SAs (each with a different
SCI) within the same CA and with the same AN. MKA guarantees that each KaY that uses a given SAK has a unique
SCI, and these SCIs are present in every MKPDU that conveys a (key-wrapped) SAK.The number of SCIs (and hence
the number of SSCIs) is ultimately limited by the maximum number of current members in a group CA that MKA can
support (less than 100) but is likely to be further limited by the port-based network control application (see Clause 7 of
IEEE Std 802.1X-2010).

10.7.14 Receive SA status

The following parameters can be read, but not directly written, by management:
a) inUse
b) nextPN (10.6, 10.6.5)
c) lowestPN, the lowest acceptable PN value for a received frame (10.6, 10.6.2, 10.6.4, 10.6.5)
d) createdTime, the system time when the SA was created
e) startedTime, the system time when inUse last became True for the SA
f)  stoppedTime, the system time when inUse last became False for the SA
g) keyldentifier (10.7.28), identifying the SAK used by the SA

and, if the Current Cipher Suite uses extended packet numbering (14.7, 14.8);the following parameter:
h)  ssci, the SSCI for this receive SA

If inUse is True, and MAC_Operational is True for the CommoriPort, the SA can receive frames.

The keyldentifier is an octet string, whose format and interpretation depends on the key agreement protocol
in use. It does not contain any information about th€ SAK other than that explicitly chosen by the key
agreement protocol to publicly identify the key. If MKA is being used, it is the 128-bit Key Identifier (KI)
specified by IEEE Std 802.1X encoded in an octetstring as specified by that standard.

10.7.15 Receive SA control

The KaY uses the following parameters.to control the use of each receive SA:

a) enableReceive
b) updtNextPN
c) updtLowestPN

When the SA is cr¢ated, enableReceive and inUse are False and the SA cannot be used to receive frames.
The SA shall be ‘able to receive, and inUse shall be True, when enableReceive is set. The SA shall stop
receiving, and inUse shall be False, when enableReceive is reset.

The value-of nextPN (or lowestPN as appropriate) shall be set to the greater of its existing value and the
supplied of updtNextPN (or updtLowestPN). Initially, following creation, the values of nextPN and
lowestPN will have been set to the values supplied by KaY.

10.7.16 Frame generation capabilities

The SecY’s frame generation capabilities are represented by the following parameter(s):

a)  Maximum number of transmit channels

b) Maximum number of keys in simultaneous use for transmission

These parameters can be read but not written by management.
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NOTE—An individual SecY can support multiple traffic class SCs (10.7.17). When MKA is used (see Annex E), an
SAK distributed by the Key Server is used by all newly created SAs (each supporting one of the SCs in the CA) so a
SecY need only support two keys for transmission and reception at a time (allowing for rollover without frame loss,
from one SAK to its successor), irrespective of the number of its traffic class SCs and peers in the CA.

10.7.17 Frame generation controls

Frame generation is subject to the following controls:

a) protectFrames (10.5), True or False, with a default of True

b) alwaysIncludeSCI (10.5.3), True or False, with a default of False
c¢) useES (10.5.3), True or False, with a default of False

d) useSCB (10.5.3), True or False, with a default of False

The protectFrames control is provided to facilitate deployment. The protectFrames, alwaysIncludeSCI,
useES, and useSCB controls can be read by management and may be writtens ‘but” a conformant
implementation shall provide a mechanism to allow write access by network management to be disabled. If
management access is prohibited, the default or a value determined by the KaY shouldbe used.

The following status parameter can be read, but not written, by management:

e) includingSCI (10.5.3), True if and only if the SC bit is set and\the SCI explicitly encoded in each
SecTAG transmitted

The SecY may map each frame to a transmit SC using a Traffic{Class Table and the frame’s user priority. Up
to eight transmit SCs may be implemented, allowing sepatdte transmit SCs for each possible user priority.
However, the reason for the possible use of multiple transmit SCs is to take advantage of the fact that their
separate SAs use different PN values and thus to minimize the size of the replayWindow, and in particular to
facilitate strict reception ordering and replay protection when the Common Port is supported by a service
(such as a Provider Bridged Network, see 11.7)that can reorder frames of different priority. In such cases,
the useful number of traffic classes might be.two or three, corresponding to the differentiated classes of
service provided. While the Traffic Class Table mirrors that specified by IEEE Std 802.1Q for the
management of bridge queues, a SecY\lias a minimal implementation dependent buffering requirement and
there is no reason to suppose that,any given implementation might provide more timely service if the
Common Port does not provide prierity differentiated services.

NOTE 1—IEEE Std 802.1AEcg-2017, introducing the use of multiple transmit SCs, was developed contemporaneously
with IEEE Std 802.3br™-2016 [B5], which added a capability that allows a high priority Ethernet frame to preempt one
of lower priority and thus be received in its entirety prior to the latter. This provides another example of a service that
can reorder framesyon‘the basis of priority and for which the use of a separate transmit SC with separate PN number
spaces can be usgd te-allow strict ordering and strict replay protection for preemptible and preempting frames separately.

Each entry itr'the Traffic Class Table is a traffic class, represented by an integer from 0 (default) through 7
that algo~comprises the numeric value of the four most significant bits of the Port Identifier component of the
SCIfor the selected SC.

The SecY may map the user priority of each frame’s transmit request at the Controlled Port to the access

priority to be used for the corresponding transmit request at the Common Port using the Access Priority
Table. The table index and its output both comprise 4 bits, representing both the priority (most significant
three bits) and drop_eligible (least significant bit) of the user priority and access priority. The default value
of each table entry is that of its index, thus leaving the priority and drop_eligible bits unchanged. This
default is appropriate if the service provided by the Common Port already implements its own mapping from
requested priority to its own priority or other parameters used to make decisions that affect frame reordering,
and that mapping matches the Traffic Class Table’s mapping of user priority to transmit SC. The default is
also appropriate if the administrator is willing to tolerate the degree of misordering, and the replayWindow
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size that implies, resulting from allocating frames of different access priority to the same SC in the interest
of providing a differentiated service to the higher priority frames without using additional transmit SCs.
Otherwise, it is recommended that the Access Priority Table be configured so that frames allocated to the
same transmit SC use the same access priority.

NOTE 2—Where MACsec is used to support an instance of the ISS that in turn supports the EISS, the priority originally
requested by the EISS user is encoded in the VLAN tag within the ISS MSDU and is thus protected by MACsec and is
communicated unchanged to the peer EISS user, unaffected by local access priority mapping decisions.

10.7.18 Frame generation statistics

Any given transmitted frame (10.5) increments exactly one of the following counts [item a) through item
d)]. The following counts are maintained for the frame generation process as a whole:

a)  OutPktsUntagged
b) OutPktsTooLong

The following counts are maintained for each transmit SC:

¢)  OutPktsProtected
d)  OutPktsEncrypted

The counts reported for each SC include those for current and prior-SAs, with ANs that have since been
reused. This allows useful counts to be maintained on high-speed EANs where an SA may be used for little
more than 5 min, and an AN reused after 20 min.The times at which each SC and SA were, or are, in use are
recorded (10.7.21, 10.7.23) and assist correlation of the statiStics collected with network events.

NOTE—The OutPktsProtected and OutPktsEncrypted counts«Can be correctly reported, without the need for each frame
to increment separate real-time counters. The packets for.a.given SA are either all encrypted (confidentiality protected)
or all only integrity protected, so the counts for active SAs’can be derived from the nextPN values (less any contribution
to OutPktsTooLong made after PN assignment to dis¢arded frames) and summed with that those previously accumulated
for the SC. When an SA is replaced by a successerwith the same AN, its counts are added to those accumulated for the
SC.

10.7.19 Frame protection statistics

Investigation or validation of the-performance of the cryptographic functions is supported by accumulation
of the following counts:

a)  OutOctetsProtected, the number of octets of User Data in transmitted frames that were integrity
protected/but-not encrypted.

b) OutOctetsEncrypted, the number of octets of User Data in transmitted frames that were both
integtity protected and encrypted.

10.7:20-Transmit SC creation

A transmit SC, with a given SCI that remains unchanged for the life of the SC, is created, as requested by the
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kaY—forthe-defandt-tratfeelass SCandforenchof the-other SCs—tdentifted-bythe Fratfie-Class Tablef
implemented). The KaY is responsible for ensuring the uniqueness of the SCI of any SC in a CA that might
use the same SAK.

Transmit SCs and SAs (10.7.22) may also be created and controlled by management, but a conformant
implementation shall provide a mechanism to allow creation and setting of control parameters by network
management to be disabled.
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10.7.21 Transmit SC status

The following status parameters can be read, but not directly written, by management:
a) transmitting, True if inUse (10.7.23) is True for any of the SAs for the SC, and False otherwise
b) encodingSA (10.5.1)
c¢) createdTime, the system time when the SC was created

d)  startedTime, the system time when transmitting last became True for the SC

e) stoppedTime, the system time when transmitting last became False for the SC
When the SC is created, transmitting is False and startedTime and stoppedTime are equal to createdTime:
10.7.22 Transmit SA creation

An SA is created for a transmit SC on request from the KaY, with the following parameters:

a) AN, the association number for the SA

b) nextPN, the initial value of Transmit PN (10.5.2) for the SA

¢) confidentiality, True if the SA is to provide confidentiality as well as integfity for transmitted frames
d) Areference to an SAK that is unchanged for the life of the SA

and, if the Current Cipher Suite uses extended packet numbering~(14.7, 14.8), the KaY also supplies the
following parameter:
e) SSCI for the SA

Each SA that uses the same SAK has a different SSCI when these Cipher Suites are used. When the
SA is created, its SCI and SSCI are provided“(for use in subsequent protection operations) to the
instance of the Current Cipher Suite identified by the referenced SAK. A transmit SA will not be
created if the SSCI supplied duplicates that for a different SCI (for the same SAK, for transmission
or reception).

Frame generation statistics (10.7.18) for-the SA are set to zero when the SA is created. Any prior SA with
the same AN is deleted. Creation of thé-SA fails unless the referenced SAK exists and is installed (i.e., is
available for use). A management protocol dependent reference is associated with each SA. This reference
allows the transmit SA to be distinguished from any previously created with the same AN.

MKA, specified in IEEE,Std.802.1X, does not distribute SSCIs explicitly. A KaY assigns SSCI values as
specified in 10.7.13.
10.7.23 Transmit\SA status

The following.parameters can be read, but not directly written, by management:
a) mUse
b)— createdTime, the system time when the SA was created

c) startedTime, the system time when inUse last became True for the SA

4

H—=stoppedThmethesystemtime-whenrnbsetast-beeame Falseforthe-SA

e) nextPN (10.5,10.5.2)

f)  confidentiality, True if the SA is providing confidentiality as well as integrity for transmitted frames
g) keyldentifier (10.7.28), identifying the SAK used by the SA

and, if the Current Cipher Suite uses extended packet numbering (14.7, 14.8), the following parameter:
h)  ssci, the SSCI for this transmit SA
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If inUse is True, and MAC_Operational is True for the Common Port, the SA can transmit frames.

The keyldentifier is an octet string, whose format and interpretation depends on the key agreement protocol
in use. It does not contain any information about the SAK other than that explicitly chosen by the key
agreement protocol to publicly identify the key. If MKA is being used it is the 128-bit Key Identifier (KI)
specified by IEEE Std 802.1X encoded in an octet string as specified by that standard.

10.7.24 Transmit SA controls

The KaY uses the following parameters to control the use of each transmit SA:

a)  enableTransmit

When the SA is created, enableTransmit and inUse are False, and the SA is not used to transmitiframes. The
SC parameter encodingSA shall be set to the value of the AN for the SA and inUse §et’True, when
enableTransmit is set. The SA shall stop transmitting, and inUse reset, when enableTransmit is reset.

10.7.25 Implemented Cipher Suites

The following per Cipher Suite read-only capability information is provided“by the system of which the
SecY is a part:

a)  Cipher Suite Identifier, a globally unique 64-bit (EUI-64) identifier

b) Cipher Suite Name, a human readable and displayable UTE-8 (IETF RFC 2279 [B6]) string

c) integrityProtection, True if integrity protection without.cenfidentiality can be provided

d) confidentialityProtection, True if confidentiality with integrity protection can be provided

e) offsetConfidentiality, True if a selectable offset forconfidentiality can be provided

f)  changesDatalLength, True if the data length {s.changed

g) ICVlength, number of octets in the ICV,

The Cipher Suite Identifier and Cipher Suite Name are both assigned by the document that specifies use of
the Cipher Suite with this standard. If the Cipher Suite provides integrityProtection and
confidentialityProtection, the SecY shall be capable of receiving frames with either, as signaled by the E and
C bits in the SecTAG.

The confidentialityProtection. parameter shall be True if and only if the Cipher Suite implementation is
capable of being configured'so that, when confidentiality is selected, all the octets of the MSDU are integrity
and confidentiality protected.

The offsetConfidentiality parameter shall be True if and only if the Cipher Suite implementation is capable
of both integrityProtection and confidentialityProtection, and of being configured so that, when
confidenfiality is selected, a selectable number (0, 30, or 50) of the initial octets of the MSDU are only
integrity protected, and appear in the MPDU immediately after the SecTAG in the order and with the values
inrthe MSDU (Figure 8-1), while the remaining octets are confidentiality and integrity protected.

NOTE__IEEE Std 802.1AE-2006 specified the confidentiality offset option to facilitate early MA loyment on
systems that needed to examine the initial octets of IP version 4 or version 6 frames to decide where to store received
frames, before decrypting the frame. The XPN Cipher Suites do not support confidentiality offsets.

83
Copyright © 2018 IEEE. All rights reserved.


https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

IEEE Std 802.1AE-2018
IEEE Standard for Local and metropolitan area networks—Media Access Control (MAC) Security

10.7.26 SecY Cipher Suite use

The Cipher Suite capabilities implemented for each SecY can be read by management. The following
controls may be written by management, but a conformant implementation shall provide a mechanism to
allow write access by network management to be disabled for each parameter individually:

a) enableUse, True if use of the Cipher Suite is permitted

b) requireConfidentiality, True if the Cipher Suite can only be used to provide both confidentiality and

TTtegrity (armd ot Tmtegrity omnty; or confidemiatity wittramroffset)

The MKA Key Server selects the Cipher Suite to be used to protect communication within a CA\ If
enableUse is False for the selected Cipher Suite, the SecY does not participate in the CA ldand
MAC_Operational for the Controlled Port remains false. If the MKA Key Server has selected.integrity
protection and enableUse and requireConfidentiality are both True for the selected Cipher Suite,
confidentiality protection is used.

NOTE—A system might contain distinct SecY implementations with differing detailed Cipher Suite' capabilities. Each
of the latter can be represented by a distinct set of Cipher Suite implementation capability information (10.7.25), with
each SecY’s capabilities represented by a list of references (each with separate use controls) t0\some of those sets.

10.7.27 Cipher Suite selection

The KaY uses the following parameter to select the Current Cipher Suite:

a)  currentCipherSuite, the Cipher Suite Identifier (10.7.25) forthe cipher suite

If offsetConfidentiality (10.7.25) is not False for the Cipher/Suite, the following parameter is specified:

b) confidentialityOffset, the number of initial octets‘of each MSDU without confidentiality protection

The CurrentCipherSuite is selected by the KaY. (Fhe*Current Cipher Suite may also be selected and keys
created by management, but a conformant implementation shall provide a mechanism to allow such
selection and creation by network management to be disabled. The confidentialityOffset applies to all
frames transmitted and received with confidentiality protection. If both confidentialityProtection and
offsetConfidentiality are supported, thefi’it takes the values 0, 30, and 50.

If the Current Cipher Suite is ¢hanged, all keys created for that Cipher Suite are deleted, and (as a
consequence) inUse will become False for all SAs, with the further consequence that MAC_Operational will
become False for the Contrglled Port.

10.7.28 SAK creation

An SAK is installed, i.e., an instance of the Current Cipher Suite for a given SAK is created, on request from
the KaY with\the following parameters:

a) _( The SAK value
b))\ keyldentifier, used by network management to reference the key

¢) transmit, True if the key is to be installed for transmission

ad) recerve, lrue 11 the Key 18 1o be mstalled 1or reception

and, if the Current Cipher Suite uses extended packet numbering, the following parameter:

e) Salt (McGrew [BI11]), a 96-bit parameter provided to the Current Cipher Suite for subsequent
protection and validation operations
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MKA does not include explicit parameters for distributing a Salt. Each KaY computes this parameter as
follows. The 64 least significant bits of the Salt are the 64 least significant bits of the MKA Key Server’s
Member Identifier (MI), the 16 next most significant bits of the Salt comprise the exclusive-or of the 16 next
most significant bits of that MI with the 16 most significant bits of the 32-bit MKA Key Number (KN), and
the 16 most significant bits of the Salt comprise the exclusive-or of the 16 most significant bits of that MI
with the 16 least significant bits of the KN. This way of obtaining a Salt is not necessarily applicable to any
other key agreement protocol.

10.7.29 SAK status
The following parameters can be read, but not directly written, by management:

a)  transmits, True if the key has been installed for transmission, i.e., can be used by a transmip-SA
b) receives, True if the key has been installed for reception, i.e., can be used by a receive, SA

c) createdTime, the system time when the SAK record was created

10.8 Addressing

Frames transmitted between end stations using the MAC Service carry the MAC Address of the source and
destination peer end stations in the source and destination address figlds of the frames, respectively.
Communicating peer SecYs can secure communication for all or part-ef the path used by such frames, and
are not directly addressed by the communicating peers, nor are the~frames modified to include additional
addresses. Each SecY does not have a MAC Address of its own, but is associated with a local entity that
forms part of the secure system.

The addressing used by Key Agreement Entities and the tieans they use to identify SecYs within the same
secure system are outside the scope of this specification.

While destination and source MAC addresses.are not required to identify SecY's, they are parameters of the
MAC Internal Sublayer Service (ISS) used and provided by a SecY, and are covered by the ICV, generated
by a Cipher Suite implementation while remaining unencrypted. To facilitate ICV calculation and
verification, all frames processed by SecY's use 48-bit MAC addresses.

10.9 Priority

While priority is a ‘“parameter of both an ISS M UNITDATA.request and corresponding
M_UNITDATA .indications, end-to-end communication of the requested priority is not a service attribute
(6.1). Protocols stipporting the ISS can use the requested priority to perform local actions in the originating
station, and do_riot necessarily attempt to communicate the parameter. Accordingly, the requested and
indicated priorities do not contribute to the ICV, and are not explicitly included in the encoded MSDU by a
transmitfing SecY.

NOTE—If communication of priority is desired, either guaranteed unchanged or available to a service provider for
possible modification to meet the admission control and service characteristics of a particular network, use of the EISS
i’ conjunction with the ISS is indicated. See Clause 7.
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10.10 SecY performance requirements

Table 10-3 places requirements on SecY performance to ensure that MACsec operates correctly.

Table 10-3—SecY performance requirements

Parameter Permitted values

SecY transmit delay < Wire transmit time for maximum sized MPDU + (4 times
wire transmit time for 64 octet MPDUSs)

SecY transmit delay variance < SecY transmit delay

SecY receive delay < Wire transmit time for maximum sized MPDU + (4 timeés
wire transmit time for 64 octet MPDUs)

SecY receive delay variance < SecY receive delay

SC and SA creation and control delay <0.1 second

Transmit SAK install delay <1 second (8.2.2)

Transmit SAK switch delay < Wire transmit time for 64 octet MPDU (8.2.2)

Receive SAK install delay <1 second

Receive SAK switch delay No frame loss

All times are in seconds.

Time-sensitive networking (TSN) applications can benefit from or further constrain delays and delay
variances experienced by relayed and transmitted frames(see IEEE Std 802.1AS™ [B3], IEEE Std 802.1Q).
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11. MAC Security in systems

This clause specifies how MAC Security is incorporated within the architecture of
a) End stations (11.2)
b) MAC Bridges (11.3)
¢) VLAN-aware Bridges (11.4)

d) Systems that in(‘nrpnm're Link Aggregminn a1.5)

e) Systems that incorporate Link Layer Discovery Protocol (LLDP, 11.6)
f)  Provider Bridges and VLAN-aware Bridges attached to Provider Bridged Networks (11.7)
g) LANS that provide independently secured access for multiple end stations (11.8).

The figures in this clause illustrate the relative position of components within the MAC Service interface
stacks (11.1) of each of these systems. Both the secure MAC Service provided by the Controlled Port and
the insecure service provided to the Uncontrolled Port are shown.

NOTE—For more information on the Controlled and Uncontrolled Ports and the operation pf'the SecY, see Clause 10.

11.1 MAC Service interface stacks

Each LAN MAGC, e.g., that is specified in IEEE Std 802.3, is capable of\providing the MAC Service directly
to LLC and its clients, as illustrated in Figure 11-1.

Clients

T
—— (LSAP) ——
LLC

Figure 11-1—Direct support of the MAC Service by a media access method

NOTE 1—The term 802.X refersto-any one of the IEEE 802 LAN media access control method technologies.

Alternatively, media access method independent functions, such as VLAN tagging of frames (IEEE Std
802.1Q) and MAC Seeurity (as specified by this standard), can be used to support the MAC Service (IEEE
Std 802.1AC), the MAC Internal Sublayer Service (ISS, IEEE Std 802.1AC), or the Enhanced Internal
Sublayer Service) (EISS, IEEE Std 802.1Q). These functions use an ISS access point provided by media
access methodiindependent or media access method dependent convergence functions. See Figure 11-2.

Each\SecY uses an ISS access point and provides the ISS at its Controlled and Uncontrolled Ports. This
alfows use of MAC Security with other media-independent functions. However, interoperability between
systems using MAC Security requires not only interoperability between SecY implementations and use of

NOTE 2—MAC Bridges and VLAN-aware Bridges provide interoperability between access points for the MAC
Service, the ISS, and the EISS, using the following common elements of those service specifications. The MAC Service,
the ISS, and the EISS all use the same request and indication primitives. The parameters used by the ISS for each
primitive are a superset of those of the MAC Service. An EISS access point effectively provides access to multiple ISS
instances.
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Clients
T
—— (LSAP) ——
LLC
(MS) cees (IsS) (EISS) v v v vt MAC Service, ISS or EISS
MAC Independent Functions
(ISS) PR (ISS) e (ISS) e e 1SS
MAC Dependent Convergence Functions
( ) P ( ) ( ) ...............................................
| _802.X _ | | 802X _ | | _802.X _ | MAC Specific Functions

Figure 11-2—Provision of MAC Service with media-independent functions

11.2 MACsec in end stations

The ISS provided by the SecY is trivially mapped to and from the MAC Service’provided within an end
station. Service indications for unwanted destination MAC addresses are discafded, and the source MAC
address of service requests is that of the station. Figure 11-3 shows MAGC, Security as the sole media-
independent function within a station.

Controlled Port Uncontrolled “Port attached
attached clients clients inc. PAE
= [ ——
Lel Ll
L. L.
(Secure ISS)=—~—————/(Insecure ISS)
MACsec (SecY) }
(1SS)
LAN MAC

Figure 11-3—MACsec in an end station
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11.3 MACsec in MAC Bridges

MAC Bridges are specified in IEEE Std 802.1Q. The MAC Relay Entity forwards frames between the ISS
access points supported by each of the Bridge Ports. To provide MAC Security for such a system, each of the
insecure interfaces presented by a LAN supports MACsec, which in turn supports the functions described in
8.5 of IEEE Std 802.1Q-2018. Figure 11-4 shows a bridge with and without MACsec.

L NETWOTK Mgt t NETWOTRK Mgt T
_______ B Uncontrolled - - Uncontrolled
____________ P hed S [ hed
: Spanning Tree Entity : C“:nr::it:]? PeAE { Spanning Tree Entity : cn:r::saitrt]i? ;AE
__________ —=— —_————— e ——— ==
LLLC—! LLLC_!
LLC LLC LLC LLC
AT 1S e LSS SS ...
4 MAC Relay g, 6’0‘3 & MAC Relay & P
Entity 15 o Entity q:.\c; K|S -
& s 9o
802.1Q 8.5 802.1Q 8.5 MAGCsec N / AMACsec
IS e f— s —. IS 1S
802.1AC 802.1AC 802.1AC 802.1AC
I I b b
IS = Insecure Service (ISS)
SS = Secure Service (ISS) Numeric references in this figure are to 8.5 of IEEE Std 802.1Q-2018.

Figure 11-4—MACsec in a VLAN-unaware MAC Bridge

NOTE—If the MAC Bridge aggregates multiple LANstte Support a single Bridge Port, each individual LAN supports its
own SecY, which provides the secure MAC Serviee to the Link Aggregation sublayer, as specified in 11.5. Each
aggregated port then provides secure service to theBridge Port transmit and receive functions.

Figure 11-5 shows the interface stack for,each of the Bridge Ports.

Higher Layer Uncontrolled Port attached
Entities Higher Layer Entities inc .PAE
—_— r—=
[LLLC | LLe |
MAC Relay - =
Entity ¢ } ;
— (ISS) (1SS)

Bridge Port Transmit & Receive

(Secure ISS) (Insecure ISS)
MACsec (SecY) —‘
(ISSY
LAN MAC

Figure 11-5— VLAN-unaware MAC Bridge Port with MACsec
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11.4 MACsec in VLAN-aware Bridges

VLAN-aware Bridges are specified in IEEE Std 802.1Q. Figure 11-6 illustrates the addition of MAC

Security.
LLC LLC Lic| |Lc| |tic] Juc
.._IS IS. .......... _IS... (9 .._IS
0. )
MAC Rela 2 MAC Rela o
& Entity Y N 7()6:9\9 Entity v 0,6 v‘o*
802.1Q 802.1Q F1S 85 q/,\o%% 1S
Clauses Clauses X Ng
L)
65,60 8.5, 6.0 MACsec \_® | | &,/ MACsec
IS e IS —— e IS IS
802.1AC 802.1AC 802.1AC 802.1AC

Numeric references in this figure are to 8.5 and 6.9 of IEEE Std 802.1Q-2018.

Figure 11-6—Addition of MAC Security to a VLAN-aware MAC Bridge

Figure 11-7 shows the interface stack for each of the VLAN-aware Bridge Ports.

Higher Layer Uncontrolled Port attached

En_titiis Hilgh_erLayer Entities inc. PAE
[LLC | LLLC |
MAC Relay » -
Entity
(EISS)
802.1Q 6.9
(VLAN tagging)
(ISS) (I1SS)
802:1Q8.5.1
(Bridge\Port connectivity)
(Secure ISS) (Insecure ISS)
MACsec (SecY)
(I1SS)
LAN MAC

Numeric references in this figure are to 8.5.1 and 6.9 of IEEE Std 802.1Q-2018.

Figure'11-7— IEEE 802.1Q VLAN-aware Bridge Port with MACsec

Figure 6-2.shows the frame format and placement of the VLAN tag within the frame relative to MACsec.
Thus if there'is encryption, the VLAN tag is not in the clear.

NOTE=-If the use of a protocol analyzer and other monitoring tools based on capture and analysis of packets on the wire
is(desired, integrity protection only, without confidentiality, should be used.

Tl 142 £ NAIALC 1 baoththa D d Pot fazat SN AN £ 2 £ 41 L +lo
TP OSSO O v r S OO CIO WO Ot TG g CT O T CONRCoT vty R G— vy = e g g g TranerroRsT—as—nc

following consequences:

a)  Each Bridge Port uses a single SecY, with a single transmit SC and a single receive SC for each of
the other bridges and stations attached to the LAN, to support all VLANSs.

Interoperability with MAC Bridges, that are not VLAN-aware, is supported in the same way as
VLAN-aware and unaware bridges without MAC Security.

b)
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c) Higher-layer entities attached to the Bridge Port, such as the Spanning Tree Protocol Entity and
protocol stacks for network management, do not need to be supported by separate SecYs. In
particular a MACsec protected point-to-point link between two bridges continues to function as a
point-to-point link despite the end station functions associated with each Bridge Port.

d) Changes in the operation of MAC Security do not cause differences in the network connectivity used
by the MAC Relay Entity and in the network connectivity perceived by the Controlled Port attached
higher-layer entities that execute control protocols for the relay function.

11.5 MACsec and Link Aggregation

Link Aggregation is specified in IEEE Std 802.1AX [B4]. The service provided by two separate point<to-
point LANSs is combined to provide a single service interface. To provide MAC Security for suchra.system,
two independent SecY's operate below the link aggregation sublayer. If the two links are being aggregated
dynamically, as provided for by the Link Aggregation Control Protocol (LACP), the operatien/of LACP will
be protected. In addition, if the authentication provided by the KaYs determines that the-two links do not
connect to the same partner system, local system management can change the aggregation keys. Changes in
link aggregation do not cause changes to the MACsec CAs, SCs, SAs, or SAKs.

NOTE 1—LACP aggregation keys have nothing to do with cryptography. See IEEE Std.802.1AX [B4] for details.
Figure 11-8 shows part of an interface stack with MAC Security and Link\Aggregation. The insecure service

access points for each of the SecYs are independently provided to the'KaY associated with each SecY, and
may or may not be aggregated separately.

Uncontrolled Port attached Client or other MAC Uncontrolled Port attached
Higher Layer Entities inc .PAE independent furietions Higher Layer Entities inc .PAE
Le | Le |
L= L=
(Secure ISS)

Link Aggregation
(Insecure I1SS) (Secure ISS) (Secure ISS) (Insecure ISS)
’, MACsec (SecY) MACsec (SecY) —‘
LAN MAC LAN MAC

Figure 11-8—MACsec and Link Aggregation in an interface stack
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Figure 11-9 shows the addition of link aggregation to the interface stack for a VLAN-aware Bridge Port that
also uses MACsec.

Higher Layer
Entities
Ir.LLC |
MAC Relay &
Entity - v T
(EISS)
802.1Q 6.9
Uncontrolled Port attached (VLAN tagging) Uncontrolled Port attached
Higher Layer Entities inc. PAE (1SS) (ISS) Higher Layer Entities inc. PAE
[LLC, ~8021Q85.1 [Lm
- (Bridge Port connectivity) -~
[—————(Secure ISS)
Link Aggregation
(Insecure ISS) —— (Secure ISS) (Secure ISS) (Insecure I1SS)
’V MACsec (SecY) MACsec (SecY) —‘

LAN MAC LAN MAC

Numeric references in this figure are to 8.5.1 and 6.9 of IEEE Std 802.1Q-2018,

Figure 11-9—IEEE 802.1Q VLAN-aware Bridge Port with MACsec and Link Aggregation

11.6 Link Layer Discovery Protocol (LLDP)

LLDP is specified in IEEE Std 802.1AB. When used:in eonjunction with MACsec each LLDP Agent should
make use of the Secure ISS provided by MACsectforthe attached LAN as shown in Figure 11-10.

LLDR Entity
LLDP LLDP LLDP
agent agent agent

Other Controlled  Uncontrolled Other Controlled  Uncontrolled

Other Controlled  Uncontrolled
Port clients Port clients Port clients Port clients Port clients Port clients
-(LSAP) — =()=-(N - — - - (LSAP) — === - — - -(LSAP) — =(=-( - — -
Ir LLC | [LLC | Ir | rLLLC | Ir LLC | {LLC |
—_—— e = — =R - — e — — - — e — — -
(Secure ISS) (Insecure ISS) (Secure ISS), (Insecure ISS) (Secure ISS), (Insecure 1SS)
MACsec (SecY) —‘ MACsec (SecY) —‘ MACsec (SecY) —‘
(1SS) (lsf) ('Sf)
LAN MAC LAN MAC LAN MAC

Figure 11-10—MACsec with LLDP
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11.7 MACsec in Provider Bridged Networks

Provider Bridges (IEEE Std 802.1Q) enable service providers to use VLANs to offer the equivalent of
separate LANs to different users. Data for each of the virtual LANs is segregated within the provider’s
network by using a Service VLAN TAG (S-TAG) that is distinguished, by EtherType, from the Customer
VLAN-TAGs (C-TAGs) used within each customer’s network. See Figure 11-11.

— —1
Customer [LLC LLC| Customer
Bridge Bridge
C-TAG S-VLAN aware Bridge S-VLAN aware Bridge C-TAG
T —i1ss— —1ss—] 7
< @)Y <D
MAC Relay MAC Relay
S-TAG S-TAG sTac \E"Y /" sTAG
—i1ss— —iss— —iss— —Iss—
€ (C)» 4— (b)—p
[ [ N M | |
7/
Customér Bridge Port éustomer Network Port \Provider Network Port

Figure 11-11—Internal organization of the MAC sublayer in a Provider Bridged Network

NOTE—Figure 11-11 is based on Figure 15-1 of IEEE Std 802.1Q-2018,

MACsec can be used to secure communication between

a) A customer’s bridges or other equipment, across.the provider’s network
b)  Adjacent S-VLAN aware Bridges, within thé\provider’s network

¢) A customer’s bridge and the provider’s network.

If it is the customer’s intention to secure only-'one of item a) or item c), then the use of one of the interface
stacks illustrated in Figure 11-3 (for an end station), Figure 11-5 (for a MAC Bridge), or Figure 11-7 (for a
VLAN-aware Bridge) within the customer equipment is sufficient.

Kigher Layer
Entities
r LLe |
L. Uncontrolled Port attached
MAC Relay Higher Layer Entities inc. PAE
Entity r—=
(EISS) LLe |
80271Q6.9 Lo~ Uncontrolled Port attached
(VIEAN~tagging) Higher Layer Entities inc. PAE
(ISS) (ISS) rLLC |
802.1Q 8.5.1 Lo-
(Bridge Port connectivity) T
f————(S ISS ISS
(Secure ) (158) P MAC Security across provider’s network w~
MACsec (SecY) i
(ISS) ~——————(Insecure ISS)+ X o
P MAC Security to provider’s network -~
MACsec (Qnr\V) bl Ll
(1SS)
LAN MAC

Numeric references in this figure are to 8.5.1 and 6.9 of IEEE Std 802.1Q-2018.

Figure 11-12—Interface stack for MAC Security to and across provider’s network
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Use of the interface stack illustrated in Figure 11-7 within the provider’s S-VLAN aware Bridge Ports is
sufficient to secure either item b) or item c) as required. If item c) is not to be secured, MACsec is either
omitted from the interface stack for the Customer Network Port (see Figure 11-11), or the Bridge Port
connectivity function (8.5.1 of IEEE Std 802.1Q-2018) uses the service provided by the Uncontrolled Port.

If it is the intention to secure both item a) and item c) from the Customer Bridge Port, then the use of two
independent SecY’s within the port’s interface stack is required as shown in Figure 11-12.

Figure 11-13 shows the addition of the service access priority selection function described in 6.13 of,
IEEE Std 802.1Q-2018 to the interface stack of Figure 11-12, together with the use of Link Aggregation €9
support attachment to the provider’s network with two LANS.

Higher Layer
Entities
[LLC |
MAC Relay - Upcontrolled Pon‘ ?ttalched
Entity Higher Layer Entities inc. PAE
(EISS) LLC |
802.1Q 6.9 L=

(VLAN tagging)

(1sS) (IsS)
802.1Q 8.5.1
(Bridge Port connectivity)
— (IsS)

(Secure ISS)

MAC Security across provider’s network
MACsec (SecY) < Y P >
————————(Secure IS§) ———mm—m——
Uncontrolled Port attached 802.1Q6.13 Uncontrolled Port attached
Higher Layer Entities inc. PAE (Priority S-tagging) Higher Layer Entities inc. PAE
(e e (seoure IS§)———<L— | LC]
Link Aggregation
(Insecure ISS) —— (Secure ISS) (Secure 1ISS)—— (Insecure ISS) —
|, MAC Security to provider’s network
MACsec (SecY) MACsec (SecY) < |

LAN MAC

Numeric references in this figure are to 8.5.1, 6.9, dnd®.13 of IEEE Std 802.1Q-2018.

Figure 11-13—Provider network with priority selection and aggregation
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11.8 MACsec and multi-access LANs

MACsec can be used to support the equivalent of multiple LANs from one station to each of a number of
others using the service provided by a single LAN. Each station that connects to more than one of the
multiple LANs does so by using a distinct SecY for each of those connections. MACsec frames for each of
the multiple LANs are distinguished from frames for the others by the SCI of the originating SecY. If a
station has more than one SecY, the SCIs for each SecY’s transmit SC or SCs are based on the MAC
Address allocated to that station but use a different Port Identifier component (9.9). Figure 11-14 shows one

station (A in the figure) with two connections, one to each of two others (B, C).

Station A Station B Station C
| IPAEI ge:,,:.:::::::::::::: . Secure 'IPAEI
nset_:ure | | ervice — [ S
Service IPAEI Securear — i — ]

Uctrl
port{[) =

/ LAN /

Figure 11-14—An example multi-access LAN

Frames transmitted by each SecY’s Uncontrolled Port can include a SecTAG, with an SCI value used by the
SecY’s Controlled Port. These frames are distinguished by setting the E bit in the SecTAG TCI True and the
C bit False, and are discarded by the frame verification process for the Controlled Port (10.6). The
connectivity between Uncontrolled Ports,using the SecTAG thus matches the secure connectivity provided
between the corresponding Controlled\Ports. The protocol entities attached to the SecY’s Uncontrolled Port
add and remove this SecTAG as required.

NOTE—Frames including a SecTAG and E bit True and C bit False were not used by any standard protocol at the time
of the development of IEEE- Std 802.1AEcg-2017, but this normative provision remains for possible future use by
protocols that need to associate Uncontrolled Port frames with individual SCIs.

Frames transmitted, through a SecY’s Uncontrolled Port to a multi-access LAN can omit the SecTAG,
provided that gnlyone bi-directional unicast communication is supported between any pair of stations. The
recipient ugesithe source address of the frame to identify the peer SecY.

Each, multi-access capable station also supports an Uncontrolled Port (shown to the left in station A in
Figure'11-14) that allows arbitrary frames to be transmitted on the LAN and received, if they are not
MACsec frames, by any of the systems. These Uncontrolled Ports support the protocols required to discover
peer multi-access capable systems, and to associate SCIs (and hence SecYs and KaYs) with each

connection. The entities that operate such discovery and association protocols in stations, such as station A,
that are capable of supporting multiple SecY's on a single LAN, are typically capable of instantiating some
number of SecYs and associated entities on demand. The Controlled Ports thus provided to higher-layer
entities can be transient, and are referred to as “virtual Ports”.
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Where a protocol entity for each SecY’s Uncontrolled Port transmits frames without a SecTAG, it is possible
for there to be no externally observable difference between the operation of entities attached to those ports
and of an equivalent entity or entities attached to the Uncontrolled Port for the station as a whole. Whether to
emphasize common functions or peer relationships is a choice for each protocol’s specification.

Figure 11-15 shows part of an interface stack for a multi-access capable system. The ‘Y’ function can simply
copy all indications from its lower service access point to all upper access points, and any request from an
upper service access point to the lower access point. Each KaY and SecY will discard indications for SCIs

that do not match one of their receive SCs. Alternatively, the “Y’ function can selectively deliver indications
for known SClIs to the appropriate SecY, as instructed by the higher-layer entity responsible for virtual pott
creation and its association. Its detailed specification is determined by the specification of that entity.

Higher Layer Entities Higher Layer Entities
r= =
Uncontrolled Virtual Port LLLC I Uncontrolled Virtual Port LLLC I
attached - attached -
Uncontrolled Port attached Higher Layer Entities inc.PAE Higher Layer Entities inc. PAE
Higher Layer Entities LLC | P
inc. PAE for virtual port L _. LLLC_!
creation and association
r IIC—I
Insecure ISS) —— (Secure ISS) (|nS€CUFe ISS), ~—={(Secure I1SS)—
MACsec (SecY) MACsec (SecY)
Insecure I1SS) (Insecure ISS) (Insecure ISS)
’V ‘Y’ function
(Insecure ISS)
LAN MAC

Figure 11-15—Multi-access LAN interface stack

The connectivity provided by a multi-acce$s*LAN depends on the security provided and can change as
security is deployed, enabled, or disabled-Because this can lead to difficulties in the management of bridged
networks, multi-access LANs should netbe used to support LANs with two or more attached bridges. They
are appropriate for the attachment of end stations or hosts at the periphery of the network.
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12. MACsec and EPON

Clause 64 and Clause 65 of IEEE Std 802.3-2018 specify an Ethernet passive optical network (EPON) that
uses a physical fiber tree topology to provide efficient point-to-multipoint connectivity from a single OLT to
one or more ONUs. Clause 64 specifies the instantiation of multiple MAC entities within the OLT, each with
an associated service access point that provides point-to-point connectivity to a specific ONU separate from
the connectivity provided to other ONUs. An additional MAC instance provides a Single Copy Broadcast
(SCB) service access point that allows a single copy of a frame to be received by all ONUs.

MACsec provides a separate instance of the secure MAC Service to provide bi-directional connectiyity
between each ONU and the OLT, as illustrated in Figure 12-1, and thus ensures the confidentiality, integrity,
and origin authenticity of each data frame sent and received by the OLT and each ONU. These guarantees
are provided irrespective of the ability of an attacker to transmit or receive frames to or from the OET or any
ONU, even if that attacker can exactly mimic the EPON media access method specific behavior of any of
the securely communicating participants.

Each MAC has a SecY //.—:‘:_:___:::\\
__ — —_ — — T Secured with 2’SCs -
P etk MAC
P — _ — __ TS 1
St
/s s
/L 7 pa MAC
K [¥ [ Y 5
MAC | MAC | MAC
1 2 3 AN
AN \‘
Multipoint MAC Control Secured with an SCB MAC
3
OLT ONUs

Figure.12-T—MACsec with EPON, showing SCs and SCB

In the OLT, each instance of the secure MAC Service is provided by a distinct SecY that uses the insecure
instance of the MAG*Service provided by one of the point-to-point MAC entities in the OLT.

MACsec can\'support the SCB service access point with a dedicated SC. Appropriate distribution to the
ONUs ofithe encryption and authentication keys for the sequence of SAs that compose the SC ensures the
confidentiality, integrity, and origin of each frame sent using the SCB.

NOTE 1—Since the SCB MAC interfaces in the OLT lacks a peer interface in each ONU, the keys for the sequence of

SAs that support them are distributed to the Key Agreement Entities of all authorized ONUs using the insecure
bi-directional MAC Service associated with each of the point-to-point MAC instances.

NOTE 2—An ONU can elect to discard frames from the SCB as these are readily identifiable by the EPON MAC.
However, if such frames are received, their integrity and origin should be secured, particularly if the system comprising
the ONU bridges or routes such frames. Otherwise, an attacker could use frames that appear to be sent using the SCB to
penetrate the attached network, even if the point-to-point EPON connectivity has been correctly secured.
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13. MAC Security Entity MIB

13.1 Introduction

This clause contains an SMIv2 Management Information Base (MIB) for managing the operation of a MAC
Security Entity (SecY), based on the specifications contained in Clause 10 and Clause 11. This clause
includes a MIB module that is compliant to SMIv2.

13.2 The Internet-Standard Management Framework

For a detailed overview of the documents that describe the current Internet-Standard Management
Framework, please refer to section 7 of IETF RFC 3410 [B7].

Managed objects are accessed via a virtual information store, termed the Management Infornfation Base or
MIB. MIB objects are generally accessed through the Simple Network Managemenb-Protocol (SNMP).
Objects in the MIB are defined using the mechanisms defined in the Structure of Management Information
(SMI). This memo specifies a MIB module that is compliant to the SMIv2{ which is described in
IETF RFC 2578, IETF RFC 2579, and IETF RFC 2580.

13.3 Relationship to other MIBs
13.3.1 System MIB Group

It is assumed that a system implementing this MIB will glso implement the “system” group defined in
IETF RFC 3418 (or at least that subset of the system group/defined in IETF RFC 1213).

13.3.2 Relationship to the Interfaces MIB

It is assumed that a system implementing this MIB module will implement the “interfaces” group defined in
IETF RFC 2863, the Interfaces Groupt"MIB. This MIB includes the clarifications mandated by
IETF RFC 2863 for any MIB that is medium-specific or an adjunct of the Interfaces Group MIB.

The MACsec defines a secure shim layer, SecY, in the interface stack. The IEEE SecY MIB specifies the
detail attributes of the secure(shim layer in the interface stack. As such, it needs to integrate with IF-MIB.
For interface stack diagram,refer to Figure 13-1.

Controlled Port Uncontrolled Port
Interface Interface
(ifEntry = k) (ifEntry = j)

Physical Interface

(ifEntry = k)

Figure 13-1—MACsec Interface Stack

The SecY’s Controlled Port is a service access point that provides one instance of the secure MAC Service,
and the SecY’s Uncontrolled Port is a service access point providing one instance of the insecure MAC
Service. According to IETF RFC 2863 these two service access points should be defined as sublayers in the
interface stack. Each should have its own conceptual row in the ifTable, though these should be created
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together. The two interfaces co-exist without interference—one is not “on top of ” the other. The interface
type for Controlled Port is defined as macSecControlledIF(231) and the interface type for Uncontrolled Port
is defined as macSecUncontrolledIF(232).

The MAC_Enabled and MAC_Operational parameters (6.4) could be mapped to the ifAdminStatus and
ifOperStatus objects. The ifAdminStatus object for Controlled Port interface and Uncontrolled port interface
should be read only.

MIB tables 1n this SecY MIB represent information of the Controlled Port interface and are indexed by the
interface number pointing to the Controlled Port sublayer interface in the interface stack.

The attributes in Table 13-1 are part of the required ifGenerallnformationGroup object group specified in
IETF RFC 2863, and are not duplicated in the SecY MIB.

Table 13-1—Use of ifGeneralinformationGroup Objects

ifGenerallnformationGroup Objects Use for MACsée

ifDescr See interfaces MIB (IETF RFC 2863),

ifType controlled port: macSecControlledIF(231).
uncontrolled port: macSecUncontrolledIF(232).

ifSpeed controlled port: same as the’physical interface ifSpeed.
uncontrolled port: samesas the physical interface ifSpeed.

ifPhysAddress This object shouldhave an octet string with zero length for a SecY’s
controlled poit'and uncontrolled port.

ifAdminStatus See interfaces MIB, read only for controlled port and uncontrolled
port.

ifOperStatus See interfaces MIB.

ifLastChange See interfaces MIB.

ifName See interfaces MIB.

ifLinkUpDownTrapEnable See interfaces MIB, Default set as follows:

controlled port: disabled(2).
uncontrolled port: disabled(2).

ifHightSpeed See interfaces MIB
controlled port: same as the physical interfaces’s ifHighSpeed.
uncontrolled port: same as the physical interfaces’s ifHighSpeed.

ifConnectorPresent See interfaces MIB. Default set as follows:
controlled port: false(2).
uncontrolled port: false(2).

ifAlias See interfaces MIB.
ifTableLastChange See interfaces MIB.
99

Copyright © 2018 IEEE. All rights reserved.


https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

IEEE Std 802.1AE-2018
IEEE Standard for Local and metropolitan area networks—Media Access Control (MAC) Security

The attributes in Table 13-2 are part of the required ifCounterDiscontinuityGroup object group specified in
IETF RFC 2863 and are not duplicated in the SecY MIB.

Table 13-2—Use of ifCounterDiscontinuityGroup Object

ifCounterDiscontinuityGroup Object Use for MACsec

A1

M val 4 A e PN oM (el s L A

HCounterBiseontinity e See-tnterfacesviB-

controlled port: always 0, no discontinuity.
uncontrolled port: always 0, no discontinuity.

ifStackTable will be used to identify the layer relationships between Controlled Port interface and”physical
interface and between Uncontrolled Port interface and physical interface. Use of ifStackTable-is,neécessary to
represent the interface stack with MACsec service capability. Refer to Figure 13-1.

The ifStackTable is then used to show the relationships between the various MACsec interfaces, as
illustrated Table 13-3.

Table 13-3—Use of ifStackTable

HigherLayer LowerLayer
j i
k i

The attributes in Table 13-4 are part of the “required ifStackGroup2 object group specified in
IETF RFC 2863, and are not duplicated in the Sec¥ MIB.

Table 13-4==Use of ifStackGroup2 Objects

ifStackGroup2 Objects Use for MACsec
ifStackStatus See interfaces MIB.
ifStackFastChange See interfaces MIB.

The use of thé ifPacketGroup object group specified in IETF RFC 2863 is described in 10.7.6 for the
Controlled.Port interface and in 10.7.3 for the Uncontrolled Port interface.

The ifRcvAddressTable is not applicable for Controlled Port and Uncontrolled Port interfaces.

13.4 Security considerations

There are a number of management objects defined in this MIB module with a MAX-ACCESS clause of
read-write and/or read-create. All such objects are sensitive or vulnerable in some network environments.
The support for SET operations in a non-secure environment without proper protection can have a negative
effect on network operations. These are the tables and objects and their sensitivity/vulnerability:

a) secylfTable, secylfCipherTable, secyIfTCTable, and secylfAPTable contain system level
information for each interface supported by the SecY. SET access to these tables by unauthorized
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persons can disable the MAC security protection functions, block network connectivity, and impact
network performance. A comparison of the secylfTable and the IF-MIB can identify which ports are
not protected by a SecY.

b) secyRxSANextPN (deprecated) in secyRxSATable provides the capability to change the replay
protection window. SET access to this object by unauthorized persons can affect the MACsec replay
protection function, block network connectivity, and impact network performance.

Some of the readable objects in this MIB module (i.e., objects with a MAX-ACCESS other than

not-accessible) are sensitive or vulnerable in some network environments. It 1s thus important to control
even GET and/or NOTIFY access to these objects and to encrypt the values of these objects when sending
them over the network via SNMP.

The MIB module provides statistics from the interface level (SecY) to each secure association (SA). These
statistics provide information for the diagnosis or debugging of the migration from_a, non-secure
environment to a secure environment and can be used to observe the activities of MACsec operation. This
information is useful for security monitoring by authorized personnel, but is also potentially useful to
attackers; therefore, it needs to be protected against unauthorized access.

These are the tables and objects and their sensitivity/vulnerability:

c¢) secyTSATable (and secyTxSATable deprecated) provides informmation on each transmitting SA.
secyTSAConfidentiality exposes whether confidentiality is—supported or not for the SA. This
information could help an attacker focus their attacks on traffie'without confidentiality protection.

d) secyRxSATable contains information about receiving¢SAS. secyRxSANextPN is used in replay
protection to determine which frames should be discafded. Read access to these related parameters
could allow an attacker to know the PN range that-an attempted replay must fall within.

e) secyCipherSuiteTable provides information about-the capabilities of the cipher suites supported by
the implementation. Access to this information could allow an attacker to focus their attacks on
implementations with specific cipher suité$sand specific weaknesses.

f)  secyRxSAStatsTable (deprecated) and §€cyRxSCStatsTable contain statistics for each receiving SA
and each receiving SC. Read access*could allow an attacker to compare these statistics with Figure
10-5 to determine which aspect-Gftheir attack failed, and to modify their attack until a different
counter is incremented, indicating that they have succeeded in meeting a particular requirement.

g) secyStatsTable contains statistics about the SecY. This information is SecY interface level statistics
information, and also.read access to this information can help an attacker determine if a system
might be vulnerable.

h) The global parameters secylfMaxPeerSCs, secylfRxMaxKeys, and secylfTxMaxKeys might be
used by an attacker when attempting to overload the system capabilities to cause a denial of service
attack.

SNMP versiensprior to SNMPv3 did not include adequate security. Even if the network itself is secure (for
example byusing IPSec), there is no control as to who on the secure network is allowed to access and
GET/SET\(read/change/create/delete) the objects in this MIB module.

If,. SNMP is to be used, activation of the security features provided by the SNMPv3 framework (see
{ETF RFC 3410 [B7], section 8), including the SNMPv3 cryptographic mechanisms (for authentication and

privacy) are required 1ot the security goals of this standard to be met.

Further, implementers should not deploy SNMP versions prior to SNMPv3. Instead, implementers should
deploy SNMPv3 to enable cryptographic security. It is then a customer/operator responsibility to ensure that
the SNMP entity giving access to an instance of this MIB module is properly configured to give access to the
objects only to those principals (users) that have legitimate rights to indeed GET or SET
(change/create/delete) them.
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13.5 Structure of the MIB module

A single MIB module is defined in this clause. Within the MIB module, each SecY is identified by the
InterfaceIndex used by the Interfaces MIB (13.3.2, Figure 13-1) for the Controlled Port sublayer interface.
This facilitates identification of the SecY when investigating an interface stack, and discovery of the other
entities (via the Interfaces MIB) that are related to a particular SecY, including the associated PAE.

At the top level, the MIB module identifies MIB notifications, MIB objects, and MIB conformance

information, though no notifications are defined. Figure 13-1 illustrates the structure of the MIB module, as
described in this clause.

NOTE 1—MIB conformance is represented by objects, with an initial OID (object identifier) of secyMIBConformance,
but in this MIB description the term MIB objects refers specifically to objects with an initial OID of secyMIB@bjects.

MIB objects are arranged in a number of tables (in MIB terms a SEQUENCE OF entries) with each entry in
the table comprising an number of basic objects (in MIB terms a SEQUENCE OF objects such as truth
values, integers, text strings). MIB objects are further classified into management and stafistics objects.

The entries in each of the management object tables are indexed in one of the fellowing ways:

a) By the interface index, if the objects in each entry are for the SecY identified by that index).

b) By the interface index and SCI, if the objects are for an SCI used'by the SecY.

c¢) By the interface index, SCI, and AN, if the objects are for an SA used by the SecY.

d) By a cipher suite index, defined in the module, for information specific to a given cipher suite but
applicable to all SecYs in the system.

e) By a cipher suite index and SCI, for cipher suite information for a given SecY.

Each of the statistics object table entries augments.a _particular management object table entry, effectively
using the same index. The per SecY, per SC, and per'SA management tables for Controlled Port transmission
and reception are summarized in Table 13-5 and Table 13-6, and the corresponding statistics tables in
Table 13-7. Management tables for system-wide and per SecY Cipher Suite information are summarized in
Table 13-8.

The MIB conformance objects are organized into compliance statements and conformance groups.

The compliance statement (secyMIBCompliance) for the original revision of this MIB module, published in
IEEE Std 802.1AE-2006smandated implementation of each of the groups specified in that revision, and
each of the management object tables and statistics object tables specified has a corresponding group that
includes all the objects for each entry in the table, though read-only access is permitted for a number of
objects. This compliance statement and some of the tables have now been deprecated, and implementation
of all the tables.and objects it specifies is no longer a requirement of this standard for a conformance claim
of networksmanagement MIB support. Implementations may continue to support this original compliance
statemento support interoperability, either as an additional or as the only supported compliance statement,
but itus-expected to become obsolete in some future revision.

The current revision of this MIB module adds support for multiple traffic classes (with a complementary

redtetionr——per—SC—statisttes—eoHeetton—and—extended—paeketnumber—reporting—with—an—addittonat
compliance statement (secyMIBTcCompliance) and new conformance groups for additional tables. An
implementation of a SecY for which support of network management using the MIB module is claimed
should support secyMIBTcCompliance. An implementation that does not require multiple traffic class
support can still benefit from reduced statistics collection and from the resolution of minor inconsistencies
with the normative text elsewhere in the standard (which takes precedence).

NOTE 2—Annex G provides additional information on the management and MIB revisions.
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Figure 13-2—SecY MIB structure
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Table 13-5—Controlled Port service management

[secylfInterfacelndex,
secyCipherSuiteIndex]

secyIfCipherGroup2

Table Table Entry objects Figure 10-5 reference and definition
secylfTable secylflnterfacelndex Aligned with IF-MIB Interfacelndex (10.1)
secylfEntry secyIfSCI2 Generation.sci (7.1.2, 8.2.1, 10.7.1)
[secylfInterfacelndex] |secylfMaxPeerSCs Verification.maxReceiveChannels (10.7.7)
secylfRxMaxKeys Verification.maxReceiveKeys (10.7.7)
secyIfCtrlGroupla secylfTxMaxKeys Generation.maxTransmitKeys (10.7.16)
secylfGroup? secylfProtectFramesEnable Generation.protectFrames (10.7.17. Fig 10-3)
secylfValidateFrames Verification.validateFrames (10.7.8, Fig 10-4)
secylfReplayProtectEnable Verification.replayProtect (10.7.8, Fig 10-4)
secylfReplayProtectWindow Verification.replayWindow (10.7.8, Fig 10-4)
secylfCurrentCipherSuite CurrentCipherSuite.ciphersuite (10.7.25)
secylfAdminPt2PtMAC controlledPort.adminPointToPointMAC (6.5, 10.7.4)
secylfOperPt2PtMAC controlledPort.operPointToPointMAC (6.5, 10.7.4)
secylflncludeSCIEnable Generation.alwaysIncludeSCI (10.5.3,10.7.17)
secylfUseESEnable Generation.useES (10.5.3,10.7.17)
secylfUseSCBEnable Generation.useSCB (10.5.3, 10.7.17)
secyIfIncludingSCI2 Generation.includingSCI (10.5.3510:7.17, Fig 10-3)
secyIﬂ\/IaxTSCs2 Generation.maxTransmitChafnels (10.7.16)
secyll‘"Cipher”l"able2 secyII”Cipherlmplemented2b implementedCipherSuite$§(10.7.26)
secyIfCipherEntry2 secyIfCipherEnableUso::2 CipherSuiteControl.enableUse (10.7.26)

secyIfCipherRqConfidentiality?

CipherSuiteControl requireConfidentiality (10.7.26)

secylfT CTable?
secylfT CEntry2
[secylfInterfacelndex,
secyTCUserPriorityz]

secyTCGroup2

secylfT CUserPriority2
secylfT CTrafficClass’

Genetation.userpri (10.5.1, 10.7.17)
TrafficClass.trafficClass (10.5.1, 10.7.17)

secyIfAPTable2
secyAPEntry2
[secylfInterfacelndex,
secyAPUserPCPz]

secyIfAPGroup2

secyIfAPUserPCP2
secyIfAPAccessPCP2

Generation.userpep (10.5, 10.7.17)
AccessPriority.accessPCP (10.5, 10.7.17)

2 Tables, table entries, groups and.dbjécts that appear only in secyMIBCompliance (deprecated) are superscripted!, and those that
appear only in secyTcMIBCompliahce (recommended) are superscripted2. Those that are used in both are not superscripted.

Y If the CipherSuite referenced by secyCipherSuitelndex is not implemented for the SecY identified by the secylflnterfacelndex, the
corresponding instance of this dbject is not required, if it is present secyCipherSuiteAvailable (read-only) and secyCipherSuiteEnable
(normally read-write) wall.be False and not writable.
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Table 13-6—Transmit and receive SC management

Table Table Entry objects Figure 10-5 reference and definition
secyTxSCTable'? secyTxSCI! TransmitSC.sci (7.1.2, 10.7.1)
secyTxSCEn‘[ry1 secyTxSCState! TransmitSC.transmitting (10.7.21, 10.7.23)
[secylfInterfacelndex] secyTxSCEncodingSA! TransmitSC.encodingSA (10.5.1, 10.7.21)
secyTxSCEncipheringSA1 deprecated (10.5.4)
secyTxSCGroup1 secyTxSCCreatedTime1 TransmitSC.createdTime (10.7.21)
secyTxSCStartedTime! TransmitSC.startedTime (10.7.21)
secy TxSCStoppedTime! TransmitSC.stoppedTime (10.7.21)
secyTSCTable secyTSCI2 TransmitSC.sci (7.1.2, 10.7.17, 10.7.20)
secyTSCEntry2 secyTSCState2 TransmitSC.transmitting (10.7.21, 10.7.23)
[secylfInterfacelndex, secyTSCEncodingSA2 TransmitSC.encodingSA (10.5.1, 10¢7,21)
secyTSCI] secyTSCCreatedTime2 TransmitSC.createdTime (10.7.21),
secy TSCStarted Time? TransmitSC.startedTime (10.7.21)
secyTSCGroup2 secyTSCStoppedTime2 TransmitSC.stoppedTime (10.721)
secyTxSATable1 secyTxSAl TransmitSC.txa (10.7.22)
secyTxSAEntry1 secyTxSAState1 TransmitSA.inUse (10:7:23)
[secylfInterfacelndex, secyTxSANe:xtPN1 TransmitSA.nextPNA10.5, 10.7.23)
secyTxSA] secyTxSAConﬁdentiality1 TransmitSA.confidentiality (10.7.23)
secyTxSASAKUnchanged1 deprecated
secyTxSAGroup1 secyTxSACreatedTime TransmitSA.¢reatedTime (10.7.23)
secyTxSAStartedTime TransmitSA<startedTime (10.7.23)
secyTxSAStoppedTime TransmitSA.stoppedTime (10.7.23)
secyTSATable” secyTSA? FransmitSC.txa (10.7.22)
secyTSAEntry2 secyTSAStatf:2 TransmitSA.inUse (10.7.23)
[secylfInterfacelndex, se(:yTSANextXPN2 TransmitSA.nextPN (10.5, 10.7.23)
secyTSCI, secyTSAConﬁdentiality2 TransmitSA.confidentiality (10.7.23)
secyTSA] secyTSACreatedTime? TransmitSA.createdTime (10.7.23)
secyTSAStartedTime2 TransmitSA.startedTime (10.7.23)
secyTSAGroup2 secyTSAStoppedTime2 TransmitSA.stoppedTime (10.7.23)
secyTSAKeyIdentiﬁer2 TransmitSA .keyldentifier (10.7.23)
secyTSASSCI2 TransmitSA.ssci (10.7.23)
secyRxSCTable secyRxSCI ReceiveSC.sci (10.7.11)
secyRxSCEntry secyRxSCState ReceiveSC.receiving (10.7.12, 10.7.14,
[secylfInterfacelndex, 10.7.15)
secyRxSCI] secnySCCurrentSA1 deprecated
secyRxSCCreatedTime ReceiveSC.createdTime (10.7.12)
secnySCGroup1 secyRxSCStartedTime ReceiveSC.startedTime (10.7.12)
secyRcSCGroup2 seCyRxSCStoppedTime ReceiveSC.stoppedTime (10.7.12)
secyRxSATable secyRxSA ReceiveSC.rxa (10.7.13)
secyRxSAEntry secyRxSAState ReceiveSA.inUse (10.7.14)
[secylfInterfacelndex, secyRxSANextPN! deprecated
secyRxSCI, secnySANextXPN2 ReceiveSA.nextPN (10.7.14)
secyRxSA] secnySALowestXPN2 ReceiveSA.lowestPN (10.6.2, 10.6.4,
10.6.5, 10.7.14, Fig 10-4)
secyRxSAGrou 1 secnySASAKUnchanged1 deprecated
secyRSAGroup secyRxSACreatedTime ReceiveSA.createdTime (10.7.14)
secyRxSAStartedTime ReceiveSA startedTime (10.7.14)
secyRxSAStoppedTime ReceiveSA. stoppedTime (10.7.14)
secnySAKeyIdentiﬁer2 ReceiveSA keyldentifier (10.7.14)
secnySASSCI2 ReceiveSA.ssci (10.7.14)

2 Tables, table entries, groups and objects that appear only in secyMIBCompliance (deprecated) are superscriptedl, and those that
appear only in secyTcMIBCompliance (recommended) are superscriptedz. Those that are used in both are not superscripted.
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Table 13-7—Transmit and receive statistics

Table Table Entry objects Figure 10-5 reference and definition
secyStatsTable secyStatsTxUntaggedPkts Generation.OutPktsUntagged (10.7.18, Fig 10-3)
secyStatsEntry secyStatsTxTooLongPkts Generation.OutPktsTooLong (10.7.18, Fig 10-3)
augments secyStatsRxUntaggedPkts Verification.InPktsUntagged (10.7.18, Fig 10-4)
secylfEntry secyStatsRxNoTagPkts Verification.InPktsNoTag (10.7.9, Fig 10-4)
secyStatsRxBadTagPkts Verification.InPktsBadTag (10.7.9, Fig 10-4)
secyStatsGroup'? secvStatstUnknownSCIPkts deprecated
secylfStatsGroup” secyStatsRxNoSCIPkts' deprecated
secyCipherStatsGroup? secyStatstOverrunPkts Verification.InPktsOverrun (10.7.9, Fig 10-4)
secyStatsRxNoSAPkts? Verification.InPktsNoSA (10.7.9, Fig 10-4)
secyStatstNoSAErrorPkts Verification.InPktsNoSAError(10.7.9, Fig 10-4)
secyStatsTxOctetsProtected? Generation.OutOctetsProtected (10.7.9, Fig 1043)
secyStatsTxOctetsEncrypted Generation.OutsOctetsEncrypted (10.7.9,;F1g 10-3)
secyStatsRxOctets Validated? Verification.InOctetsValidated (10.6.3,.Fig 10-4)
secyStatsRxOctetsDecrypted” Verification.InOctetsValidated (10.6:3, Eig 10-4)
secyTxSCStatsTable! secy TxSCStatsProtectedPkts | TransmitSC.OutPktsProtected (10.7.18, Fig 10-3)
secyTxSCStatsEntry secyTxSCStatsEncryptedets TransmitSC.OutPktsEncrypted (10.7.18, Fig 10-3)
augments secyTXSCStatsOctetsProtected deprecated
secy TxSCEntry secyTxSCStatsOctetsEncrypted deprecated
secy TxSCStatsGroup!
secyTSCStatsTable secyTSCStatsProtectedets TransmitSC.OutPktsProtected (10.7.18, Fig 10-3)
secyTSCStatsEntry secyTSCStatsEncryptedets TransmitSC.OutPktsEncrypted (10.7.18, Fig 10-3)
augments
secy TSCEntry
secyTSCStatsGroup
secyTxSAStatsTable secyTxSAStatsProtectedets déprecated
secyTxSAStatsEntry! | secyTxSAStatsEncryptedPkts' deprecated
augments
secyTxSAEntry
secyTxSAStatsGroup
secyRxSCStatsTable secyRXSCStatsUnusedSAPkts deprecated
secyRxSCStatsEntry secnySCStatsNoUsmgSAPkts deprecated
augments secyRxSCStatsLateRkts ReceiveSC.InPktsLate (10.7.9, Fig 10-4)
secyRxSCEntry secyRxSCStatsNotValidPkts ReceiveSC.InPktsNotValid (10.7.9, Fig 10-4)
secyRxSCStatsInvalidPkts ReceiveSC.InPktsInvalid (10.7.9, Fig 10-4)
secnySCStatsGrou}z)l secyRxSCStatsDelayedPkts ReceiveSC.InPktsDelayed (10.7.9, Fig 10-4)
secyRSCStatsGroup secyRxSCStatsUncheckedPkts ReceiveSC.InPktsUnchecked (10.7.9, Fig 10-4)
secyRXSCStatsOKPkts ReceiveSC.InPktsOK(10.7.9, Fig 10-4)
secnySCStatsOctetsVahdated1 deprecated
secnySCStatsOctetsDecrypted deprecated
secnySAStatsTable1 secnySAStatsUnusedSAPkts deprecated
secyRxSAStatsEntry secnySAStatsNotUsmgSAPkts deprecated
augments secnySAStatsNotVathkts deprecated
secyRxSAEn{ry secyRXSAStatsInvathkts deprecated
secnySAStatsGroup secnySAStatsOKPkts deprecated
2 Tablesy table entries, groups and objects that appear onlzy in secyMIBCompliance (deprecated) are superscriptedl, and those only in
secyFeMIBCompliance (recommended) are superscripted”. Those that are used in both are not superscripted.
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Table 13-8—Cipher Suite information

Table Table Entry Objects Figure 10-5 reference and definition
Table Entry
[Index]
secyCipherSuiteTable secyCipherSuiteIndex
secyCipherSuiteEntry secyCipherSuiteld CipherSuite.identifier (10.7.25, Table 14-1)
[secyCipherSuiteIndex] secyCipherSuiteName CipherSuite.name (10.7.25, Table 14-1)

secyCipherSuiteCapability CipherSuite.integrityProtection.

secyCipherSuiteGrou}%l confidentialityProtection (10.7.25)
secyCipherInfoGroup secyCipherSuiteProtection’ deprecated
secyCipherSuiteProtectionOffset1 deprecated

secyCipherSuiteDatalengthChange
secyCipherSuitelCVLength
secyCipherS uiteRowStatus!

CipherSuite.changesDataLength (10.7.25)
CipherSuite.ICVIength (10.7.25)
deprecated

13.6 MAC Security Entity (SecY) MIB definitions'®

e KRR A A AR AR A A A A AR AR A A A A KA AR AA A A A A I AR I AR AR A A AR I Ak kA A Ak A A A A A A I ARk Kk k kK

-- IEEE8021-SECY-MIB

-- Definitions of managed objects supporting IEEE 802.1AE MACsgec+
—— ko ko k ok sk ok ok ok ok ok ok ok ok ok k k ok ks ok ok ok ok ok ok ok ok kb ke ke sk sk ok ok ok ok ok ko kb sk ke ok ok ok ok ok ok ok ok kKR R ok ok ok ok

IEEE8021-SECY-MIB DEFINITIONS ::= BEGIN

IMPORTS
MODULE-IDENTITY, OBJECT-TYPE, Unsigned32j Integer32, Counter32,
Counter64
FROM SNMPv2-SMI
TEXTUAL-CONVENTION, RowPointer, TdmeStamp, TruthValue, RowStatus
FROM SNMPv2-TC
SnmpAdminString
FROM SNMP-FRAMEWORK-MIB
MODULE-COMPLIANCE, OBJECT-GROUP
FROM SNMPv2-CONF
InterfacelIndex, ifCounte¥DiscontinuityGroup
FROM IF-MIB

’

ieee8021SecyMIB MODULE-IDENTITY
LAST-UPDATED, "2017120718162"
ORGANIZATIQON "IEEE 802.1 Working Group"
CONTACT-INFO "WG-URL: http://www.ieee802.0rg/1
WG-EMail: stds-802-1-L@ieee.org

Contact: IEEE 802.1 Working Group Chair
Postal: C/O IEEE 802.1 Working Group
IEEE Standards Association
445 Hoes Lane
P.0. Box 1331
Piscataway

NJ USCoOo=1551
USA

E-mail: STDS-802-1-LQ@IEEE.ORG"

DESCRIPTION

"The MAC security entity (SecY) MIB module. A SecY is a protocol

shim providing MAC Security (MACsec) in an interface stack.

15 Copyright release for MIBs: Users of this standard may freely reproduce the MIB definition contained in this clause so that it can be
used for its intended purpose.
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Each SecY transmits MACsec protected frames on one or more

Secure Channels (SCs) to each of the other SecYs attached to the
same LAN and participating in the same Secure Connectivity
Association (CA). The CA is a security relationship, that is
established and maintained by key agreement protocols and supported
by MACsec to provide full connectivity between its participants.
Each SC provides unidirectional point to multipoint connectivity
from one participant to all the others and is supported by a
succession of similarly point to multipoint Secure Associations

(SAs) The Secuxe Association Ko (SAK) used to pnrotect frames ig
T

changed as an SA is replaced by its (overlapping) successor so
fresh keys can be used without disrupting a long lived SC and CA.

Two different upper interfaces, a Controlled Port (for frames
protected by MACsec, providing an instance of the secure MAC
service) and an Uncontrolled Port (for frames not requiring
protection, like the key agreement frames used to establish the

CA and distribute keys) are associated with a SecY shim. For each
instance of a SecY two ifTable rows (one for each interface) run on
top of an ifTable row representing the 'Common Port' interface,
such as a row with ifType ='ethernetCsmacd(6)"'.

Controlled Port Interface
(ifEntry = j,1fType =
macSecControlledIF (231)

Uncontrolled Port Intexfdee
(ifEntry = k, ifTyper=
macSecUncontrolled ¥ (232)

Physical Interface
(ifEntry = 1)
(1fType = ethernetCsmacd(6))

Example MACsec Interface Stack. i, j, K are ifIndexes each
indicating a row in the ifTable.

REVISION "2017120718162"

DESCRIPTION

"Published as part of IEEE Std 802-¥AE-2018.

Updated CONTACT-INFO."

REVISION "201605102049z2"

DESCRIPTION

"Updated by the IEEE Std 802.1AEcg amendment. Object DESCRIPTIONs
and references aligned™with text of the standard (including prior
amendments) . IEEE 8021AEcg Annex G details changes.

The initial versien’of this ieee8021SecyMIB used the object

name prefix 'sedy'y'rather than 'ieee802lsecy' (recommended by

RFC 4181). The.'sécy' prefix has been retained in this revision for
for backwardsincompatibility and internal consistency."

REVISION ?200601100000z2"

DESCRIPTION "Initial version of this MIB in IEEE 802.1AE-2006"

ti= {280 (1l) std(0) 1s08802(8802) ieee802dotl (1)
1eee802dotlmibs (1) 3 }

secyMIBNotifications OBJECT IDENTIFIER ::= { ieee8021SecyMIB 0 }
secyMIBObjects OBJECT IDENTIFIER ::= { ieee8021SecyMIB 1 }
MID O £ isEusnfall TN T T — L - Q0 1.0 MID 2 1
FERCoRforRah B —FBENEE T —+ +SeeyiR }

-- Textual Conventions

SecySCI ::= TEXTUAL-CONVENTION
STATUS current
DESCRIPTION
"Textual convention for a Secure Channel Identifier (SCI).
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Each SC is identified by an SCI comprising a 48-bit MAC Address,
allocated to the transmitting system and a 16-bit Port Identifier."
REFERENCE "IEEE 802.1AE Clause 7.1.2 and figure 7.7"

SYNTAX OCTET STRING (SIZE (8))

SecyAN ::= TEXTUAL-CONVENTION
DISPLAY-HINT "d"
STATUS current
DESCRIPTION
"Textual convention for an Association Number (AN).

Each SC is comprised of a succession of SAs, each with a different
SAK, identified by a Secure Association Identifier (SAI) comprising
an SCI concatenated with a two-bit AN. The SAI is unique for SAs
used by SecYs participating in a given CA at any instant.”
REFERENCE "IEEE 802.1AE Clause 7.1.3, Figure 7.7"

SYNTAX Unsigned32 (0..3)

secyMgmtMIBObjects OBJECT IDENTIFIER ::= { secyMIBObjects 1 }

secyStatsMIBObjects OBJECT IDENTIFIER ::= { secyMIBObjects 2 }

-- SecY Interface Management Table

secylfTable OBJECT-TYPE
SYNTAX SEQUENCE OF SecyIfEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"A table with an entry for each service interface¢in this system
with MAC Security capability, i.e. for each SedY):

The configured value of writable objects i each table entry
shall be stored in persistent memory and{femain unchanged across
a re-initialization of the system's managément entity."
REFERENCE "IEEE 802.1AE Clause 10.7, Table 13-1"
::= { secyMgmtMIBObjects 1 }

secyIfEntry OBJECT-TYPE
SYNTAX SecyIfEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"A table entry with serwiece information for a particular SecY."

INDEX { secyIfInterfacelIndex }
::= { secylfTable 1}
SecyIfEntry ::= SEQUENCE ({
secyIlfInterfadelndex Interfacelndex,
secylfMaxPeenSCs Unsigned32,
secylfRxMaxKeys Unsigned32,
secylfTxMaxKeys Unsigned32,
secyLfProtectFramesEnable TruthValue,
secylifValidateFrames INTEGER,
secylfReplayProtectEnable TruthValue,
seécyIlfReplayProtectWindow Unsigned32,
secylfCurrentCipherSuite Unsigned32,
secyIfAdminPt2PtMAC INTEGER,
secylfOperPt2PtMAC TruthValue,
HfretudeSciEnab: Fetrehvatter
secylfUseESEnable TruthValue,
secyIfUseSCBEnable TruthValue,
secyIfSCI SecySCI, -- 802.1AEcg
secyIfIncludingSCI TruthValue, -- 802.1AEcg
secyIfMaxTSCs Unsigned32 -- 802.1AEcg
}
secyIfInterfaceIndex OBJECT-TYPE
SYNTAX InterfaceIndex
MAX-ACCESS not-accessible
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STATUS current

DESCRIPTION "An interface index, aligned with ifIndex in the
ifTable, pointing to the SecY's Controlled Port."

REFERENCE "IEEE 802.1AE Clause 10.1"

::= { secyIfEntry 1 }

secyIlfMaxPeerSCs OBJECT-TYPE

SYNTAX Unsigned32

UNITS "security connections"
MAX-ACCESS read-only

STATIIS current

DESCRIPTION "The maximum number of peer SCs for this SecY."
REFERENCE "IEEE 802.1AE Clause 10.7.7"
::= { secyIfEntry 2 }

secyIlfRxMaxKeys OBJECT-TYPE

SYNTAX Unsigned32
UNITS "keys"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The maximum number of keys in simultaneous use for
reception for this SecY."

REFERENCE "IEEE 802.1AE Clause 10.7.7"

::= { secyIfEntry 3 }

secyIfTxMaxKeys OBJECT-TYPE

SYNTAX Unsigned32
UNITS "keys"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The maximum number of keys in simultan€otis use for
transmission for this SecY."

REFERENCE "IEEE 802.1AE Clause 10.7.16"

::= { secyIfEntry 4 }

secylfProtectFramesEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current
DESCRIPTION

"Enables or disables protection of transmitted frames."
REFERENCE "IEEE 802.1AE Clause, 10.7.17, Figure 10-3"
DEFVAL { true }

::= { secyIfEntry 5 }

secylfvValidateFrames OBJECTP-TYPE

SYNTAX INTEGER {
disabled (1),
dheck (2),
stfict (3),
riull (4) -- 802.1AEcg
t
MAX-ACCESS\_read-write
STATUS current
DESCRIRTEION

"Combreols validation of received frames.

disabled (1) : disable validation, remove SecTAGs and ICVs (if
present) from received frames.

check (2) : enable validation, do not discard invalid frames.

strict (3) : enable validation and discard invalid frames.
A/ 2 <l e (el . Wal R Akl I

Fre—4-) Seef —T -

+—ro—pF Rreg—eo—Fr o
REFERENCE "IEEE 802.1AE Clause 10.7.8, Figure 10-4"
DEFVAL { strict }

::= { secyIfEntry 6 }

secyIlfReplayProtectEnable OBJECT-TYPE

SYNTAX TruthvValue
MAX-ACCESS read-write
STATUS current

DESCRIPTION "Enables or disables replay protection."
REFERENCE "IEEE 802.1AE Clause 10.7.8, Figure 10-4"
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DEFVAL { true }
{ secyIfEntry 7 }

secyIlfReplayProtectWindow

OBJECT-TYPE

SYNTAX Unsigned32

UNITS "Packets"

MAX-ACCESS read-write

STATUS current

DESCRIPTION "The replay protection window size."
REFERENCE "IEEE 802.1AE Clause 10.7.8, Figure 10-4"
DEEVAL (0 1

{ secyIfEntry 8 }

secyIfCurrentCipherSuite

OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS read-write

STATUS current

DESCRIPTION "The Cipher Suite currently used by this SecY,
identified by the secyCipherSuiteTable entry index.
Should be read-only if secyIfCipherTable implemented."

REFERENCE "IEEE 802.1AE Clause 10.7.25"

{ secyIfEntry 9 }

secyIfAdminPt2PtMAC OBJECT-TYPE

SYNTAX INTEGER {
forceTrue (1),
forceFalse(2),
auto (3)

MAX-ACCESS read-write

STATUS current

DESCRIPTION

"Controls the value of operPointToPointMAC (secyOperPt2PtMAC)
reported to the user(s) of this SecY's Controlled Port.
forceTrue (1) operPointToPointMAC is T¢ude, regardless of the

configuration and status of the SecY.

operPointToPointMAC ds'\False, regardless of the
configuration and status of the SecY.

forceFalse (2)

auto (3) : OperPointMAC is IxW¥e if secyIfvalidateFrames is
strict and recepfion is from at most one peer Secy,
or if secylfvalidateFrames is not strict and
operPointToROINtMAC is True for the Common Port,
and is Falge otherwise."

REFERENCE "IEEE 802.1AE~Clause 6.5, 10.7.4"

DEFVAL { auto }
{ secyIfEntry 10 3}

secyIlfOperPt2PtMAC OBUECT-TYPE
SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current
DESCRIPTION
"Reflects_the current service connectivity to be assumed by the

user shof the SecY's Controlled Port.

rde (1) connectivity is to at most one other system.

false (2) connectivity is to one or more other systems."
REFERENCE "IEEE 802.1AE Clause 6.5, 10.7.4"

::= { secyIfEntry 11 }

HtretudeSet ekt B
SYNTAX TruthValue

MAX-ACCESS read-write

STATUS current

DESCRIPTION "Mandates inclusion of an explicit SCI in the SecTAG
when transmitting protected frames."

REFERENCE "IEEE 802.1AE Clause 10.5.3 alwaysIncludeSCI,

DEFVAL { false }

{ secyIfEntry 12 }

10.7.17"

secylfUseESEnable OBJECT-TYPE
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SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current

DESCRIPTION "Enables use of the ES bit in the SecTAG when
transmitting protected frames."

REFERENCE "IEEE 802.1AE Clause 10.5.3 useES, 10.7.17"

DEFVAL { false }

::= { secyIlfEntry 13 }

secyIlfUseSCBEnable OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current

DESCRIPTION "Enables use of the SCB bit in the SecTAG when
transmitting protected frames."

REFERENCE "IEEE 802.1AE Clause 10.5.3 useSCB, 10.7.17"

DEFVAL { false }

::= { secyIfEntry 14 }

secyIfSCI OBJECT-TYPE
SYNTAX SecySCI
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The SCI for the SecY's default traffic class."
REFERENCE "IEEE 802.1AE Clause 7.1.2, 10.7.1"
::= { secyIfEntry 15 }

secyIfIncludingSCI OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current

DESCRIPTION "True if an explicit SCI is included in ‘the SecTAG when
transmitting protected frames."

REFERENCE "IEEE 802.1AE Clause 10.5.3 includingSCI, 10.7.17"

DEFVAL { false }

::= { secyIfEntry 16 }

secyIfMaxTSCs OBJECT-TYPE

SYNTAX Unsigned32

UNITS "security connections
MAX-ACCESS read-only

STATUS current

DESCRIPTION "The maximum numi®@r of transmit SCs for this SecY."
REFERENCE "IEEE 802.1AE Clause 10.7.16"
::= { secyIfEntry 17 }

-- Tx SC Management Takle.: systems not supporting traffic class SCs

secyTxSCTable OBJYECT-TYPE

SYNTAX SEQUENCE OF SecyTxSCEntry
MAX-ACCESS\_rlot-accessible
STATUS current

DESCRIPREION "A table with an entry for each SecY's transmit SC."
REFERENCE "IEEE 802.1AE Clause 10.7.17, 10.7.20, Table 13-2"
=4 secyMgmtMIBObjects 2 }

seeyIXSCEntry OBJECT-TYPE
SYNTAX SecyTxSCEntry
MAX-ACCESS not-accessible

STOATIIC s
=2

SETz=2 TEEeH

DESCRIPTION "An entry with transmit SC information for a SecY."
INDEX { secylflInterfaceIndex }
::= { secyTxSCTable 1 }

SecyTxSCEntry ::= SEQUENCE ({
secyTxSCI SecySCI,
secyTxSCState INTEGER,
secyTxSCEncodingSA RowPointer,
secyTxSCEncipheringSA RowPointer, -- deprecated
secyTxSCCreatedTime TimeStamp,
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secyTxSCStartedTime TimeStamp,
secyTxSCStoppedTime TimeStamp
}
secyTxSCI OBJECT-TYPE
SYNTAX SecySCI
MAX-ACCESS read-only
STATUS current
DESCRIPTION "The SCI for the SecY's transmit SC."
REFERENCE "IEEE 802.1AE Clause 7.1.2, 10.7.1"
=1 Df‘}"T‘ Q(“F‘rﬁ'r}l 11
secyTxSCState OBJECT-TYPE
SYNTAX INTEGER {
inUse (1),
notInUse (2)
MAX-ACCESS read-only
STATUS current
DESCRIPTION "The transmitting state of the SecY's transmit SC.
inUse (1) one or more SAs are in use.
notInUse (2) no SAs are in use."
REFERENCE

secyTxSCEncodingSA

SYNTAX
MAX-ACCESS
STATUS
DESCRIPTION

"IEEE 802.1AE Clause 10.7.21 transmitting, 10.7.23"

{ secyTxSCEntry 2 }

OBJECT-TYPE
RowPointer
read-only

current

"The SA currently used to encode the SecTAG for frames awaiting
transmission. The row pointer will point to an entry in the
secyTxSATable. If no such information is availdble, the value shall
be the OBJECT IDENTIFIER { 0 0 }."
REFERENCE "IEEE 802.1AE Clause 10.5.1,
{ secyTxSCEntry 3 }

105 7% 21"

secyTxSCEncipheringSA

OBJECT-TYPE

SYNTAX RowPointer

MAX-ACCESS read-only

STATUS deprecated -- 802.1AFECy
DESCRIPTION

"The SA currently used to engPpher frames for transmission.
The row pointer will point\to an entry in the secyTxSATable.
If no such information is, available, the value shall be the
OBJECT IDENTIFIER { 0 OUY."

REFERENCE "IEEE 80221AE Clause 10.5.4"

{ secyTxSCEntry«4.J}

secyTxSCCreatedTime OBJECT-TYPE

SYNTAX TimeStamp

MAX-ACCESS ,~r&ad-only

STATUS current

DESCRIPTION "The system time when this transmitting SC was created."
REFERENGE "IEEE 802.1AE Clause 10.7.21"

) ‘secyTxSCEntry 5

}

secyTxSCStartedTime OBJECT-TYPE
SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DECODIDT I AN mL s g N Ll s e
e =i o e e o g T 3
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T g
transmitting MACsec frames."

REFERENCE "IEEE 802.1AE Clause 10.7.21"
{ secyTxSCEntry 6 }

secyTxSCStoppedTime OBJECT-TYPE
SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time when this transmitting SC last stopped
transmitting MACsec frames."
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REFERENCE "IEEE 802.1AE Clause 10.7.21"
::= { secyTxSCEntry 7 }

-- Traffic Class capable transmit SC Management Table : 802.1AEcg

secyTSCTable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyTSCEntry
MAX-ACCESS not-accessible
STATIIS current

DESCRIPTION "A table of entries for each SecY's traffic class SCs."
REFERENCE "IEEE 802.1AE Clause 7.1.2, 10.7.17, 10.7.20"
::= { secyMgmtMIBObjects 10 }

secyTSCEntry OBJECT-TYPE

SYNTAX SecyTSCEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "An entry with transmit SC information for one of the
system's SecYs and one of its traffic classes."

INDEX { secyIfInterfaceIndex, secyTSCI }

::= { secyTSCTable 1 }

SecyTSCEntry ::= SEQUENCE {
secyTSCI SecySCI,
secyTSCState INTEGER,
secyTSCEncodingSA RowPointer,

secyTSCCreatedTime TimeStamp,

secyTSCStartedTime TimeStamp,

secyTSCStoppedTime TimeStamp
}

secyTSCI OBJECT-TYPE
SYNTAX SecySCI
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "The SCI for the transmiteSG*for this SecY and
traffic class."

REFERENCE "IEEE 802.1AE Clause J~»1J2, 10.7.17, 10.7.20"

::= { secyTSCEntry 1 }

secyTSCState OBJECT-TYPE
SYNTAX INTEGER {
inUse (1),
notInUsé(?)

}
MAX-ACCESS read-onrly
STATUS current
DESCRIPTION
"The state of \thé transmit SC for this SecY and traffic class.

inUse (1) : one or more SAs for the traffic class SC are in use.
notInUse(2) : no SAs for the traffic class SC are in use."
REFERENGE "IEEE 802.1AE Clause 10.7.20"
::=/9 ‘secyTSCEntry 2 }

secyTSCEncodingSA OBJECT-TYPE

SYNTAX RowPointer
MAX-ACCESS read-only
STATUS current

DECODRIDT T AN
e =i o e e o g

"The SA currently used to encode the SecTAG for frames awaiting
transmission. The row pointer will point to an entry in the
secyTxSATable. If no such information is available, the value shall
be the OBJECT IDENTIFIER { O 0 }."

REFERENCE "IEEE 802.1AE Clause 10.5.1, 10.7.21"

::= { secyTSCEntry 3 }

secyTSCCreatedTime OBJECT-TYPE
SYNTAX TimeStamp
MAX-ACCESS read-only
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STATUS current

DESCRIPTION "The system time when this transmitting SC was created."
REFERENCE "IEEE 802.1AE Clause 10.7.21"

::= { secyTSCEntry 4 }

secyTSCStartedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time when this transmitting SC last started

ftransmitting MACsec frame "

REFERENCE "IEEE 802.1Aﬁ Clause 10.7.21"
::= { secyTSCEntry 5 }

secyTSCStoppedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time when this transmitting SC last stopped
transmitting MACsec frames."

REFERENCE "IEEE 802.1AE Clause 10.7.21"

::= { secyTSCEntry 6 }

-- Tx SA Management Table : systems not supporting traffic class .S@s

secyTxSATable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyTxSAEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "A table with an entry for each transmit SA for each of
the system's SecYs."

REFERENCE "IEEE 802.1AE Clause 10.7.22, Table 13-2"

::= { secyMgmtMIBObjects 3 }

secyTxSAEntry OBJECT-TYPE

SYNTAX SecyTxSAEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "An entry for a transmit SA."
INDEX { secyIfInterfaceIndex\secyTxSA }
::= { secyTxSATable 1 }

SecyTxSAEntry ::= SEQUENCE {
secyTxSA SecyAN,
secyTxSAState INTEGER,
secyTxSANextPN Unsigned32,
secyTxSAConfidentiadity TruthvValue,
secyTxSASAKUnchanged TruthValue, -- deprecated
secyTxSACreat&dTime TimeStamp,
secyTxSAStaxrtedTime TimeStamp,
secyTxSAStoeppedTime TimeStamp

}

secyTxSK OBJECT-TYPE

SYNTAX SecyAN
MAX+~ACCESS not-accessible
STATUS current

DESCRIPTION "The association number (AN) for this transmit SA."
REFERENCE "IEEE 802.1AE Clause 10.7.22"

_ e ON oot 1
g Spze=ray

h]
T r e E—

secyTxSAState OBJECT-TYPE
SYNTAX INTEGER {
inUse (1),
notInUse (2)

}
MAX-ACCESS read-only
STATUS current
DESCRIPTION "The current status of the transmitting SA.
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inUse (1) : this SA is in use.
notInUse (2) : this SA is not in use."
REFERENCE "IEEE 802.1AE Clause 10.7.22"
::= { secyTxSAEntry 2 }

secyTxSANextPN OBJECT-TYPE

SYNTAX Unsigned32

MAX-ACCESS read-only

STATUS current

DESCRIPTION "The next packet number (PN) for this SA."
REFERENCE "IEEE 802 1AF Clause 10 L_\’ 1Q 7 23"

::= { secyTxSAEntry 3 }

secyTxSAConfidentiality OBJECT-TYPE

SYNTAX Truthvalue
MAX-ACCESS read-only
STATUS current

DESCRIPTION "True if the SA provides confidentiality as well as
integrity for transmitted frames."

REFERENCE "IEEE 802.1AE Clause 10.7.23"

::= { secyTxSAEntry 4 }

secyTxSASAKUnchanged OBJECT-TYPE

SYNTAX TruthvValue
MAX-ACCESS read-only
STATUS deprecated -- 802.1AEcg

DESCRIPTION "A reference to an SAK that is unchanged for the)life
of the transmitting SA."

REFERENCE "IEEE 802.1AE Clause 10.7.22"

::= { secyTxSAEntry 5 }

secyTxSACreatedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time when this tramsmit SA was created."
REFERENCE "IEEE 802.1AE Clause 10.7.23%
::= { secyTxSAEntry 6 }

secyTxSAStartedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system timé&‘“when this transmit SA last started
transmitting~MACsec frames."

REFERENCE "IEEE 802.1AE-Clause 10.7.23"

::= { secyTxSAEntry TN}

secyTxSAStoppedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS re&ad-only
STATUS current

DESCRIPTION_"The system time when this transmit SA last stopped
transmitting MACsec frames."

REFERENGE "IEEE 802.1AE Clause 10.7.23"

1 =79 ‘secyTxSAEntry 8 }

->~Traffic Class capable transmit SA Management Table : 802.1AEcg

TonT 1] koS nlali s hVAsin

Y rofrrooT

SYNTAX SEQUENCE OF SecyTSAEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "A table with an entry for each transmit SA for each of
the system's SecYs."

REFERENCE "IEEE 802.1AE Clause 10.7.22, Table 13-2"

::= { secyMgmtMIBObjects 11 }

secyTSAEntry OBJECT-TYPE
SYNTAX SecyTSAEntry
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MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "An entry for a transmit SA."

INDEX { secyIfinterfacelIndex, secyTSCI, secyTSA }
::= { secyTSATable 1 }

SecyTSAEntry ::= SEQUENCE {
secyTSA SecyAN,
secyTSAState INTEGER,
secyTSANextXPN Counter64,
[¥=Yal 'T‘Qﬂf‘nnf:'irh:hf"i:'l'if_‘ T‘rnf‘h\l:'lno'
secyTSAKeyIdentifier SnmpAdminString,
secyTSASSCI Integer32,
secyTSACreatedTime TimeStamp,
secyTSAStartedTime TimeStamp,
secyTSAStoppedTime TimeStamp

}

secyTSA OBJECT-TYPE
SYNTAX SecyAN
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "The association number (AN) for this transmit SA."
REFERENCE "IEEE 802.1AE Clause 10.7.22"
::= { secyTSAEntry 1 }

secyTSAState OBJECT-TYPE
SYNTAX INTEGER {
inUse (1),
notInUse (2)
}
MAX-ACCESS read-only
STATUS current
DESCRIPTION "The current status of the transmit SA.

inUse (1) : this SA is in usef
notInUse(2) : this SA is ndt in use."
REFERENCE "IEEE 802.1AE Clause 10.7%.23"
::= { secyTSAEntry 2 }

secyTSANextXPN OBJECT-TYPE

SYNTAX Counter64
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The next pagket number (PN) for this SA."
REFERENCE "IEEE 802.1AE-Clause 10.5, 10.7.23"
::= { secyTSAEntry 3 3}

secyTSAConfidentialitly OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS re&ad-only
STATUS current

DESCRIPTION_"True if the SA provides confidentiality as well as
integrity for transmitted frames."

REFERENGE "IEEE 802.1AE Clause 10.7.23"

1=/ ‘secyTSAEntry 4 }

secyTSAKeyIdentifier OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE (1..32))

MAX-ACCESS read-only

STATUS current

DESERIPEION—The Kep—Fdentifier (Ki}tfor the SAKkfor—thisSAl

o 23 e OF Ez== T

P4
REFERENCE "IEEE 802.1X, IEEE 802.1AFE Clause 10.7.23"
::= { secyTSAEntry 5 }

secyTSASSCI OBJECT-TYPE
SYNTAX Integer32
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The SSCI for this SA, 0 if an XPN Cipher Suite is not
being used."
REFERENCE "IEEE 802.1X, IEEE 802.1AE Clause 10.7.23"
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::= { secyTSAEntry 6 }

secyTSACreatedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time when this transmit SA was created."
REFERENCE "IEEE 802.1AE Clause 10.7.23"
::= { secyTSAEntry 7 }

ocyTSAStartedTime QRIECT-_TYDE
SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time when this transmit SA last started
transmitting MACsec frames."

REFERENCE "IEEE 802.1AE Clause 10.7.23"

::= { secyTSAEntry 8 }

secyTSAStoppedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time when this transmit SA last stopped
transmitting MACsec frames."

REFERENCE "IEEE 802.1AE Clause 10.7.23"

::= { secyTSAEntry 9 }

-- Rx SC Management Table

secyRxSCTable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyRxSCEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "A table for the system's S€g¢Y's receive SCs."
REFERENCE "IEEE 802.1AE Clause 10.7,d1%, Table 13-2"
::= { secyMgmtMIBObjects 4 }

secyRxSCEntry OBJECT-TYPE

SYNTAX SecyRxSCEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "An entry for-~one of the SCs used by one of the system's
SecY's to feceive protected frames."

INDEX { secyIfIntexfaceIndex, secyRxSCI }

::= { secyRxSCTablelJ}

SecyRxSCEntry ::= SEQUENCE {
secyRxSCI SecySCI,
secyRxSCState INTEGER,
secyRxSCCukrentSA RowPointer,

secyRxSCEreatedTime TimeStamp,

secyRxSEStartedTime TimeStamp,

secyBxSCStoppedTime TimeStamp
}

seeyRXSCI OBJECT-TYPE
SYNTAX SecySCI
MAX-ACCESS not-accessible

STOATDIIC s
=2

SETz=2 TEEeH

DESCRIPTION "The SCI for the receive SC."
REFERENCE "IEEE 802.1AE Clause 10.7.11"
::= { secyRxSCEntry 1 }

secyRxSCState OBJECT-TYPE
SYNTAX INTEGER {
inUse (1),
notInUse (2)

}
MAX-ACCESS read-only
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STATUS current
DESCRIPTION "The state of the receive SC.

inUse (1) : one or more SAs for this SC are in use.
notInUse(2) : no SAs for this SC is in use."

REFERENCE "IEEE 802.1AE Clause 10.7.12 receiving,

ci= |

10.7.14 inUse, 10.7.15"
secyRxSCEntry 2 }

secyRxSCCurrentSA OBJECT-TYPE

SYNTAX RowPointor

MAX-ACCESS read-only

STATUS deprecated -- 802.1AEcg
DESCRIPTION

"The current receiving association number of the SC in use.
The row pointer will point to an entry in the secyRxSATable. If no
such information can be identified, the value of this object shall
be the OBJECT IDENTIFIER { O 0 }."
REFERENCE "IEEE 802.1AE Clause 10.6.1, 10.7.13"

=

secyRxSCCreatedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time when this receiving SC was created."
REFERENCE "IEEE 802.1AE Clause 10.7.12"

ti= |

secyRxSCStartedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time when this receivisng SC last started

REFERENCE "IEEE 802.1AE Clause 10.7.12"

=

secyRxSCStoppedTime OBJECT-TYPE

SYNTAX TimeStamp
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The system time (when this receiving SC last stopped

REFERENCE "IEEE 802.1AE~Clause 10.7.12"

ci= |

-- Rx SA Management Table

secyRxSATable OBUECT-TYPE

SYNTAX SEQUENCE OF SecyRxSAEntry
MAX-ACCESS) not-accessible
STATUS current

DESERIPTION "A table with entries for the system's receive SAs."
REFERENCE "IEEE 802.1AE Clause 10.7.13"

s/

se@CyRxSAEntry OBJECT-TYPE

secyRxSCEntry 3 }

secyRxSCEntry 4 }

receiving MACsec frames."

secyRxSCEntry 5 }

receiving MACsé&¢ frames."

secyRxSCEntry 6 }

secyMgmtMIBObjects 5 }

SYNTAX SecyRxSAEntry
247 RS —aet—= -
STATUS current

DESCRIPTION "An entry for one of the SAs used by one of the system's

INDEX
ci= |

SecY's to receive protected frames."
{ secyIfInterfaceIndex, secyRxSCI, secyRxSA }
secyRxSATable 1 }

SecyRxSAEntry ::= SEQUENCE ({
secyRxSA SecyAN,
secyRxSAState INTEGER,
secyRxSANextPN Unsigned32,
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secyRxSASAKUnchanged
secyRxSACreatedTime
secyRxSAStartedTime

IEEE Std 802.1AE-2018

Truthvalue,
TimeStamp,
TimeStamp,

secyRxSAStoppedTime
secyRxSANextXPN
secyRxSALowestXPN
secyRxSAKeyIdentifier
secyRxSASSCI

TimeStamp,
Counter6d,
Countero4,
SnmpAdminString,
Integer32 -- 802.1AEcg

-- 802.1AEcg
-- 802.1AEcg
-- 802.1AEcg

SCoURXSA QRIECT-_TYDE

SYNTAX
MAX-ACCESS
STATUS

SecyAN

not-accessible

current

DESCRIPTION "The association number (AN)
REFERENCE "IEEE 802.1AE Clause 10.7.13"
::= { secyRxSAEntry 1 }

secyRxSAState
SYNTAX

OBJECT-TYPE
INTEGER {
inUse (1),
notInUse (2)

MAX-ACCESS
STATUS

read-only

current

DESCRIPTION "The current state for this receive SA."
REFERENCE "IEEE 802.1AE Clause 10.7.14"

::= { secyRxSAEntry 2 }

secyRxSANextPN OBJECT-TYPE
SYNTAX Unsigned32
MAX-ACCESS read-write
STATUS deprecated -- 802.1AEcg
DESCRIPTION

validateFrames has not been disabled) .\ Deprecated: use

contains the lowest 32-bits of theXPN."
REFERENCE "IEEE 802.1AE Clause*10.6.5,
::= { secyRxSAEntry 3 }

10.7.14,

OBJECT=TY¥PE
TruthValue

secyRxSASAKUnchanged
SYNTAX

::= { secyRxSAEntry 4 }
secyRxSACreatedlime
SYNTAX
MAX-ACCESS

STATUS
DESCRIPTION

OBJECT-TYPE
TimeStamp
read-only

current

for this receive SA."

"One more than the highest PN conveyed in the) SecTAG of a frame
received on this SA that has been successfully validated (if

secyRxSANextXPN for both 32-bit PN and)64-bit XPN PN values. If
this object is implemented and an XPN:Cipher Suite is used,

Figure 10-4"

MAX-ACCESS read-only

STATUS deprecatedl~=- 802.1AEcg

DESCRIPTION "A refewence to an SAK that is unchanged for the life
of they'receiving SA."

REFERENCE "IEEE 802.1AE Clause 10.7.13"

SEzars

REEERENCE

§ecyRxSAStartedTime

[ahVaN sl

"The system time when this receiving SA was created."
"IEEE 802.1AE Clause 10.7.14"
{ secyRxSAEntry 5 }

OBJECT-TYPE

T faF'S

MAX-ACCESS
STATUS
DESCRIPTION

REFERENCE

TR ToHP

read-only

current

"The system time when this receiving SA last started
receiving MACsec frames."

"IEEE 802.1AE Clause 10.7.14"

{ secyRxSAEntry 6 }

secyRxSAStoppedTime OBJECT-TYPE
SYNTAX TimeStamp
MAX-ACCESS read-only
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STATUS current

DESCRIPTION "The system time when this receiving SA last stopped
receiving MACsec frames."

REFERENCE "IEEE 802.1AE Clause 10.7.14"

::= { secyRxSAEntry 7 }

secyRxSANextXPN OBJECT-TYPE

SYNTAX Counter64
MAX-ACCESS read-only
STATUS current

DESCRIDTION "One more than the highest PN conwveved in the SoecTAGC of

successfully validatés frames received on this SA."
REFERENCE "IEEE 802.1AE Clause 10.6.5, 10.7.14, Figure 10-4"
::= { secyRxSAEntry 8 }

secyRxSALowestXPN OBJECT-TYPE

SYNTAX Counter64
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The lowest acceptable packet number. A received frame
with a lower PN is discarded if
secyIlfReplayProtectEnable is enabled."

REFERENCE "IEEE 802.1AE Clause 10.6.2, 10.6.4, 10.6.5, 10.7.14,

Figure 10-4"
::= { secyRxSAEntry 9 }

secyRxSAKeyIdentifier OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE (1..32))
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The Key Identifier (KI) for the SAK fer_this SA."
REFERENCE "IEEE 802.1X, IEEE 802.1AE Clause 10.57.14"
::= { secyRxSAEntry 10 }

secyRxSASSCI OBJECT-TYPE

SYNTAX Integer32
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The SSCI for this SA, Q. 1f an XPN Cipher Suite is not
being used."

REFERENCE "IEEE 802.1X, IEEE 80Q%1AE Clause 10.7.14"

::= { secyRxSAEntry 11 }

-- SecY Selectable Cipher Sudtes

secyCipherSuiteTable OBJECT-TYPE

SYNTAX SEQUENCE* OF SecyCipherSuiteEntry
MAX-ACCESS not=acCCessible

STATUS cuxrent

DESCRIPTION

"A table 0f_fhe system's Cipher Suite capabilities, which can differ
by Cipher/Suite implementation, so there can be more than one entry
with, the same secyCipherSuitelId. The secyIfCipherTable lists
avadlable entries by SecY, avoiding the need for remote network
management to write objects or create rows in this table. Any
configured values shall be stored in persistent memory and remain
unchanged across a re-initialization of the management system."

REFERENCE "IEEE 802.1AE Clause 10.7.25"

::= { secyMgmtMIBObjects 6 }

secyCipherSuiteEntry OBJECT-TYPE

SYNTAX SecyCipherSuiteEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "An entry for a Cipher Suite implementation."
INDEX { secyCipherSuitelIndex }
::= { secyCipherSuiteTable 1 }

SecyCipherSuiteEntry ::= SEQUENCE ({
secyCipherSuitelIndex Unsigned32,
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secyCipherSuiteld OCTET STRING,
secyCipherSuiteName SnmpAdminString,
secyCipherSuiteCapability BITS,
secyCipherSuiteProtection BITS,
secyCipherSuiteProtectionOffset INTEGER,
secyCipherSuiteDataLengthChange TruthValue,
secyCipherSuiteICVLength Unsigned32,
secyCipherSuiteRowStatus RowStatus

ccyuCinherSuitelnde

QRIECT-_TYDE

SYNTAX Unsigned32 (1..4294967295)
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "The CipherSuiteTable entry index."
= { secyCipherSuiteEntry 1 }

secyCipherSuitelId OBJECT-TYPE
SYNTAX OCTET STRING (SIZE (8)
MAX-ACCESS read-create
STATUS current
DESCRIPTION "A unique 64-bit (EUI-64) identifier for the Cipher
Suite."
REFERENCE "IEEE 802.1AE Clause 10.7.25, Table 14-1"

{ secyCipherSuiteEntry 2 }

secyCipherSuiteName OBJECT-TYPE

SYNTAX SnmpAdminString (SIZE (1..128)

MAX-ACCESS read-create

STATUS current

DESCRIPTION "The Cipher Suite Name, 128 octets or fewer."
REFERENCE "IEEE 802.1AE Clause 10.7.25, Table I4-1I"

{ secyCipherSuiteEntry 3 }

secyCipherSuiteCapability OBJECT-TYPE

SYNTAX BITS {
integrity(0),
confidentiality (1),
offsetConfidentiality (2)
}
MAX-ACCESS read-create
STATUS current

DESCRIPTION "Cipher Suite implementation capability information.

integrity (0)
confidentidality (1)
offsetConfidentiality(2)

integrity protection.
confidentiality protection.
offset confidentiality

protection."
REFERENCE "IEEH 802.1AE Clause 10.7.24, 10.7.25"
{ secyCiphexrSuiteEntry 4 }

secyCipherSuiteRrdtection OBJECT-TYPE

SYNTAX BITS {
integrity(0),
confidentiality (1),
offsetConfidentiality(2)
}
MAX~ACCESS read-create
STATUS deprecated -- 802.1AEcg
DESCRIPTION
"The secyIfCipherSuite table should be used instead of this object
= 1] (el faki 1. o e £ e
== ser—sesd Cipeer—ut sEteurstienT

The options provided by this control are a subset of those

defined by the object secyCipherSuiteCapability.

If secyCipherSuiteCapability has the integrity bit on,the integrity
bit can be turned on for this object.

If secyCipherSuiteCapability has the integrity and confidentiality
bits on, the confidentiality bit of this object can be turned on
and the integrity bit must be on.

If secyCipherSuiteCapability has the integrity and
offsetConfidentiality bits on, the offsetConfidentiality bit can be
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turned on and the integrity bit must be on.

integrity(0) : on or off the function of supporting integrity
protection for this cipher suite.

confidentiality(l) : on or off the function of supporting
confidentiality for this cipher suite.

offsetConfidentiality(2) : on or off the function of supporting

offset confidentiality for this cipher suite."
REEERENCE "IEEE 802 1AF Clauge 10 7 28"

DEFVAL { { integrity } }
::= { secyCipherSuiteEntry 5 }

secyCipherSuiteProtectionOffset OBJECT-TYPE

SYNTAX Integer32 (0 | 30 | 50)
UNITS "bytes"

MAX-ACCESS read-create

STATUS deprecated -- 802.1AEcg
DESCRIPTION

"The confidentiality protection offset options of this cipher suite.
Options should depend on the choice of secyCipherSuiteProtection.
If the value of secyCipherSuiteProtection only turns on integrit¥
bit, users can only choose 0 byte for this object.

If the value of secyCipherSuiteProtection only turns on intedrity
and confidentiality bits, users can only choose 0 byte for-this
object.

If the value of secyCipherSuiteProtection only turns onptegrity
and offsetConfidentiality bits, users can choose 30 ex\50 bytes for
this object.

If the value of secyCipherSuiteProtection turns om“1lntegrity and

confidentiality and offsetConfidentiality bits, ‘users can choose 0
or 30 or 50 bytes for this object."

REFERENCE "IEEE 802.1AE Clause 10.7.25, 10.26"

DEFVAL { 0 }

::= { secyCipherSuiteEntry 6 }

secyCipherSuiteDatalLengthChange OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-create
STATUS current

DESCRIPTION "True if cipher suite changes the length of the data."
REFERENCE "IEEE 802.1AE Clamrtse 10.7.25, Figure 9-1"
::= { secyCipherSuiteEntry. %M}

secyCipherSuiteICVLength OBJECT-TYPE

SYNTAX Unsigned32i<(8..16)
UNITS "octets™
MAX-ACCESS read-crgate
STATUS current

DESCRIPTION "The ‘length of the integrity check value (ICV) field."
REFERENCE "IEEE 802.1AE Clause 10.7.25, Figure 9-1"
::= { secy€ipherSuiteEntry 8 }

secyCipherSuiteRowStatus OBJECT-TYPE

SYNTAX RowStatus
MAX<ACCESS read-create
STATUS current
DESCRIPTION

"The secylfCipherTable (if implemented) avoids the need for
network manager creation of entries in the secyCipherSuiteTable,

gR S ot . 14 1 N 1 1) sl fa)
A2~ Ezacacy

=i =
et aEt td—atwarye—pe—vatiei—nith—any—per—See¥
unavailability indicated by an absence of a corresponding
secylfCipherTable entry or one with secyCipherSuiteAvailable
false (the latter can indicate temporary unavailability)."
REFERENCE "IEEE 802.1AE Clause 10.7.25"
::= { secyCipherSuiteEntry 9 }

-- SecY Interface Ciphers Table : 802.1AEcg
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secyIfCipherTable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyIfCipherEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table with an entry for the Cipher Suite capabilities
implemented for each SecY in this system, providing per SecY
control of Cipher Suite use.

The configured value of writable objects in each table entry

shall bhe stored in persistent memorv and remain unchanaged acros
~

a re—initializationLof the system's management entity."
REFERENCE "IEEE 802.1AE Clause 10.7.26, Table 13-1"
::= { secyMgmtMIBObjects 7 }

secylfCipherEntry OBJECT-TYPE

SYNTAX SecyIfCipherEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "A table entry with Cipher Suite control for a SecY."
INDEX { secyIfInterfacelndex, secyCipherSuitelIndex }
::= { secylfCipherTable 1 }

SecyIfCipherEntry ::= SEQUENCE ({
secylfCipherImplemented TruthvValue,
secylfCipherEnableUse Truthvalue,

secylfCipherRgConfidentiality TruthValue
}

secylfCipherImplemented OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-only
STATUS current

DESCRIPTION "True if the Cipher Suite implementation can be used by
this SecY (if secIfCipherEnableUse is true)."

REFERENCE "IEEE 802.1AE Clause 10.7.26"

DEFVAL { true }

::= { secylfCipherEntry 1 }

secyIfCipherEnableUse OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS read-write
STATUS current

DESCRIPTION "Enables use of\the Cipher Suite by this SecY."
REFERENCE "IEEE 802.1AE~Clause 10.7.26"

DEFVAL { true }

::= { secyIfCipherEntsy-2 }

secylfCipherRgConfidentdality OBJECT-TYPE

SYNTAX TruthValue
MAX-ACCESS ré&ad-write
STATUS current

DESCRIPTION_'True if confidentiality protection (without an offset)
is required if this Cipher Suite is used."

REFERENGE "IEEE 802.1AE Clause 10.7.26"

DEFVAIN] true }

=Y secylfCipherEntry 3 }

~~.SecY Interface Traffic Class Table : 802.1AEcg

secyIfTCTable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyIfTCEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"The Traffic Class Table for each SecY in this system.

The configured value of writable objects in each table entry
shall be stored in persistent memory and remain unchanged across
a re-initialization of the system's management entity."
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REFERENCE "IEEE 802.1AE Clause 10.5.1,
::= { secyMgmtMIBObjects 8 }

10.7.17,

secyIfTCEntry OBJECT-TYPE
SYNTAX SecyIfTCEntry
MAX-ACCESS not-accessible
STATUS current

Table 13-1"

DESCRIPTION "A table entry providing Traffic Class selection for a

given SecY and User Priority."

INDEX { secyIfInterfacelIndex, secyIlfTCUserPriority }
ce=1 DP}(TF’T‘P’T‘;}}'\.‘Q 11
SecyIfTCEntry ::= SEQUENCE ({
secyIfTCUserPriority Integer32,
secyIlfTCTrafficClass Integer32
}
secyIfTCUserPriority OBJECT-TYPE
SYNTAX Integer32 (0..7)
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "One of the possible User Priority values for a frame.)

REFERENCE "IEEE 802.1AE Clause 10.7.17"
::= { secyIfTCEntry 1 }

secyIfTCTrafficClass
SYNTAX

OBJECT-TYPE
Integer32 (0..7)

MAX-ACCESS read-write
STATUS current
DESCRIPTION

"The Traffic Class for this SecY and User Priordity, as
transmitted in the four most significant bits<of the Port
Identifier component of the SCI of protected _frames."

REFERENCE
DEFVAL { 0 }
::= { secyIfTCEntry 2 }

"IEEE 802.1AE Clause 10.7.17"

-- SecY Interface Access Priority Table

802.1AEcg

secyIfAPTable OBJECT-TYPE
SYNTAX SEQUENCE OF SecyXFAPEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"The Access Prioriky-Table for each SecY in this system.

The configurdd walue of writable objects in each table entry
shall be stoered in persistent memory and remain unchanged across
a re-initlalization of the system's management entity."

REFERENCE "IEEE 802.1AE Clause 10.5.1, 10.7.17,
1= { secgyMgmtMIBObjects 9 }

secyIfAPEntry OBJECT-TYPE
SYNFAX SecyIfAPEntry
MAX<ACCESS not-accessible
SPFATUS current

DESCRIPTION "A table entry selecting the

INDEX { secyIflInterfacelndex,

L I DT 1] 1

secyIfAPUserPCP }

Table 13-1"

Access Priority Code Point
for a given SecY and User Priority Code Point."

T Yoo E

SecyIfAPEntry ::= SEQUENCE {
secyIlfAPUserPCP
secyIfAPAccessPCP

Integer32,
Integer32
}

secyIfAPUserPCP OBJECT-TYPE
SYNTAX Integer32 (0..15)
MAX-ACCESS not-accessible
STATUS current
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DESCRIPTION "A User Priority Code Point."
REFERENCE "IEEE 802.1AE Clause 10.5, 10.7.17"
::= { secyIfAPEntry 1 }

secyIfAPAccessPCP OBJECT-TYPE

SYNTAX Integer32 (0..15)
MAX-ACCESS read-write
STATUS current

DESCRIPTION "The Access Priority Code Point for this SecY and User
PCP. Defaults to the User PCP value. "
REEERENCE "IEEE 802 1AL Clause 10 ‘—_\’ 10 7 17"

::= { secyIfAPEntry 2 }

-- TX SA Statistics : systems not supporting traffic class SCs

secyTxSAStatsTable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyTxSAStatsEntry
MAX-ACCESS not-accessible
STATUS deprecated -- 802.1AEcg

DESCRIPTION "A table of statistics for each transmit SA for each of
the system's SecYs."

REFERENCE "IEEE 802.1AE Clause 10.7.18, figure 10-4"

::= { secyStatsMIBObjects 1 }

secyTxSAStatsEntry OBJECT-TYPE

SYNTAX SecyTxSAStatsEntry
MAX-ACCESS not-accessible

STATUS deprecated -- 802.1AEcg
DESCRIPTION

"An entry with statistics for a transmit SA. SThe AN that
identifies an SA (for a given SC) and this dorresponding entry
can be reused. When creating the SA and Before (re)using the
entry, the SA counters are (re)set to 0, When the SA is stopped
(secyTxSA notInuse) the counters will€{pbe”stop incrementing.

The secyTxSATable timestamps SA oreation, start, and stop."
AUGMENTS { secyTxSAEntry }
::= { secyTxSAStatsTable 1 }

SecyTxSAStatsEntry ::= SEQUENCE {
secyTxSAStatsProtectedPkts Counter32,
secyTxSAStatsEncryptedPkts Counter32

}

secyTxSAStatsProtectedPkts OBJECT-TYPE

SYNTAX Countex32
UNITS "PacKetgs"
MAX-ACCESS read-only
STATUS déprécated -- 802.1AEcg

DESCRIPTION='The number of integrity protected but not encrypted
packets for this transmit SA. Zero if
secyTxSAConfidentiality is True, and one less than
secyTxSANextPN otherwise."

REFFRENCE "IEEE 802.1AE Clause 10.7.18, figure 10-4"

=4 secyTxSAStatsEntry 1 }

seeyIxSAStatsEncryptedPkts OBJECT-TYPE

SYNTAX Counter32
UNITS "Packets"
o oS —amg—and
STATUS deprecated -- 802.1AEcg

DESCRIPTION "The number of integrity protected and encrypted packets
for this transmit SA. Zero if secyTxSAConfidentiality
is False, and one less than secyTxSANextPN otherwise."

REFERENCE "IEEE 802.1AE Clause 10.7.18, Figure 10-4"

1= { secyTxSAStatsEntry 2 }

-- TX SC Statistics : systems not supporting traffic class SCs
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secyTxSCStatsTable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyTxSCStatsEntry
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "A table of statistics for each SecY's transmit SC."
REFERENCE "IEEE 802.1AE Clause 10.7.18, 10.7.19, Figure 10-3"
::= { secyStatsMIBObjects 2 }

coyulxSCSiatsbnirs QRIECT-_TYDE

SYNTAX SecyTxSCStatsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION
"An entry containing counts for a transmit SC. SA counters are
reset when the SA's AN 1is reused, so these SC counts are
a summation for all current and prior SAs belonging to the SC."
AUGMENTS { secyTxSCEntry }
::= { secyTxSCStatsTable 1 }

SecyTxSCStatsEntry ::= SEQUENCE ({
secyTxSCStatsProtectedPkts Counter64,
secyTxSCStatsEncryptedPkts Counter64,
secyTxSCStatsOctetsProtected Counter64, -- deprecated
secyTxSCStatsOctetsEncrypted Counter64 -- deprecated

}

secyTxSCStatsProtectedPkts OBJECT-TYPE

SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The number of integrity protectéd’but not encrypted
packets for this transmit SC.™

REFERENCE "IEEE 802.1AE Clause 10.7.18,{Figure 10-3"

::= { secyTxSCStatsEntry 1 }

secyTxSCStatsEncryptedPkts OBJECT-TYPE

SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The number of _infegrity protected and encrypted packets
for this tramsmit SC."

REFERENCE "IEEE 802.1AE-Clause 10.7.18, Figure 10-3"

::= { secyTxSCStatsEntry 4 }

secyTxSCStatsOctetsProtected OBJECT-TYPE

SYNTAX Counter64

UNITS "Qetets”

MAX-ACCESS ,~r&ad-only

STATUS deprecated -- 802.1AEcg

DESCRIPTION "The number of plain text octets that are integrity
protected but not encrypted for this transmit SC."

REFERENCE "IEEE 802.1AE Clause 10.7.19, Figure 10-3"

=4 secyTxSCStatsEntry 10 }

seeyIxSCStatsOctetsEncrypted OBJECT-TYPE

SYNTAX Counter64

UNITS "Octets"

o oS —arg—and

STATUS deprecated -- 802.1AEcg
DESCRIPTION

"The number of plain text octets that are integrity protected
and encrypted on the transmit SC."

REFERENCE "IEEE 802.1AE Clause 10.7.19, Figure 10-3"

1= { secyTxSCStatsEntry 11 }

-- Traffic Class capable transmit SC Statistics : 802.1AEcg
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secyTSCStatsTable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyTSCStatsEntry
MAX-ACCESS not-accessible

STATUS current

DESCRIPTION

"A table of statistics for each SecY's transmit SCs."
REFERENCE "IEEE 802.1AE Clause 10.7.18, 10.7.19, Figure 10-3"
::= { secyStatsMIBObjects 12 }

secyTSCStatsEntry OBJECT-TYPE

SYNTAX QDF}(’T‘Q(‘Q{':# Entr
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"A entry containing counts for a transmit SC, since SA counters
are reset when the SA's AN 1is reused these are a summation for
all current and prior SAs belonging to the SC."

AUGMENTS { secyTSCEntry }
::= { secyTSCStatsTable 1 }

SecyTSCStatsEntry ::= SEQUENCE ({
secyTSCStatsProtectedPkts Counter64,
secyTSCStatsEncryptedPkts Counter64

}

secyTSCStatsProtectedPkts OBJECT-TYPE

SYNTAX Counter64d
UNITS "Packets"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The number of integrity protected but not encrypted packets
for this transmit SC."

REFERENCE "IEEE 802.1AE Clause 10.7.18, Fidure 10-3"

::= { secyTSCStatsEntry 1 }

secyTSCStatsEncryptedPkts OBJECT-TYPE

SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The number of integrity (protected and encrypted packets for
this transmit SC."

REFERENCE "IEEE 802.1AE~Clause 10.7.18, Figure 10-3"

::= { secyTSCStatsEntry*Z-}

-- RX SA Statistics.Information

secyRxSAStatsTable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyRxSAStatsEntry
MAX-ACCESS not-accessible

STATUS deprecated

DESCRIPTION

"A table that contains the statistics objects for each
receiving SA in the MAC security entity."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { secyStatsMIBObjects 3 }

secyRxSAStatsEntry OBJECT-TYPE

SYNTAX SecyRxSAStatsEntry
MAX-ACCESS not-accessible

STATUS deprecated -- 802.1AEcg
DESCRIPTION

"An entry with statistics for a receive SA. The AN that
identifies an SA (for a given SC) and this corresponding entry
can be reused. When creating the SA and before (re)using the
entry, the SA counters are (re)set to 0. When the SA is stopped
(secyRxSA notInuse) the counters will be stop incrementing.
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The secyRxSATable timestamps SA creation, start, and stop."
AUGMENTS { secyRxSAEntry }
::= { secyRxSAStatsTable 1 }

SecyRxSAStatsEntry ::= SEQUENCE {
secyRxSAStatsUnusedSAPkts Counter32, -- deprecated
secyRxSAStatsNoUsingSAPkts Counter32, -- deprecated
secyRxSAStatsNotValidPkts Counter32, -- deprecated
secyRxSAStatsInvalidPkts Counter32, -- deprecated
sccvuRxSASHatSQKPktg Countexrl? == rqorw*c ated

}

secyRxSAStatsUnusedSAPkts OBJECT-TYPE

SYNTAX Counter32
UNITS "Packets"
MAX-ACCESS read-only
STATUS deprecated
DESCRIPTION

"For this SA which is not currently in use, the number of
received, unencrypted, packets with secyValidateFrames
not in the strict mode."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"
::= { secyRxSAStatsEntry 1 }

secyRxSAStatsNoUsingSAPkts OBJECT-TYPE

SYNTAX Counter32

UNITS "Packets"

MAX-ACCESS read-only

STATUS deprecated
DESCRIPTION

"For this SA which is not currently in use, the ‘number of
received packets that have been discarded, (and have
either the packets encrypted or secyValifdateFrames set to
strict mode."

REFERENCE "IEEE 802.1AE Clause 10.7.9, €iglre 10-4"
::= { secyRxSAStatsEntry 4 }

secyRxSAStatsNotValidPkts OBJECT-TYRE
SYNTAX Counter32
UNITS "Packets"
MAX-ACCESS read-only
STATUS deprecated
DESCRIPTION

"For this SA, the number discarded packets with the
condition that the*packets are not valid and one of the
following conditioens are true: either secyValidateFrames in
strict mode oxs«the packets encrypted."

REFERENCE "IEEH 8(02.1AE Clause 10.7.9, Figure 10-4"
::= { secyRxSAStatsEntry 13 }

secyRxSAStatsInwalidPkts OBJECT-TYPE
SYNTAX Counter32
UNITS "Packets"
MAX-ACCESS read-only
STATUS deprecated
DESCRIPTION

"For this SA, the number of packets with the condition
that the packets are not valid and secyValidateFrames is in
check mode."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

_ ReeCACL ot oot 1o
g SEzsacie s
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secyRxSAStatsOKPkts OBJECT-TYPE
SYNTAX Counter32
UNITS "Packets"
MAX-ACCESS read-only
STATUS deprecated
DESCRIPTION
"For this SA, the number of validated packets."
REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { secyRxSAStatsEntry 25 }
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-- RX SC Statistics Information

secyRxSCStatsTable OBJECT-TYPE

SYNTAX SEQUENCE OF SecyRxSCStatsEntry

MAX-ACCESS not-accessible

STATUS current

DESCRIPTION "A table of statistics for each receive SC for each of
the vstem's Socyg MW

REFERENCE ~ "IEEE 802.1AE Clause 10.7.9, 10.7.10, Figure 10-4"
::= { secyStatsMIBObjects 4 }

secyRxSCStatsEntry OBJECT-TYPE

SYNTAX SecyRxSCStatsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry containing counts for a receive SC. SA counters are
reset when the SA's AN 1is reused, so these SC counts are a
summation for all current and prior SAs belonging to the SC."

AUGMENTS { secyRxSCEntry }
::= { secyRxSCStatsTable 1 }

SecyRxSCStatsEntry ::= SEQUENCE ({
secyRxSCStatsUnusedSAPkts Counter64, -- deprecated
secyRxSCStatsNoUsingSAPkts Counter64, -- deprecated
secyRxSCStatsLatePkts Counter64,
secyRxSCStatsNotvValidPkts Counter64,
secyRxSCStatsInvalidPkts Countero64,
secyRxSCStatsDelayedPkts Counter64,
secyRxSCStatsUncheckedPkts Counter64,
secyRxSCStatsOKPkts Counter64,
secyRxSCStatsOctetsValidated Counter64, - deprecated
secyRxSCStatsOctetsDecrypted Counter%4 “-- deprecated

}

secyRxSCStatsUnusedSAPkts OBJECT-TYPE

SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS deprecated -- 80271AEcg

DESCRIPTION "The sum of secjyRxSAStatsUnusedSAPkts counts for all
current andperior SAs belonging to this SC."

REFERENCE "IEEE 802.1AE-Clause 10.7.9, Figure 10-4"

::= { secyRxSCStatsEntry 1 }

secyRxSCStatsNoUsingSAPKts OBJECT-TYPE

SYNTAX Counter64
UNITS "RacKets"
MAX-ACCESS ,~r&ad-only
STATUS deprecated -- 802.1AEcg

DESCRIPTION "The sum of secyRxSAStatsNoUsingSAPkts counts for all
current and prior SAs belonging to this SC."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

=4 secyRxSCStatsEntry 2 }

seeyRxSCStatsLatePkts OBJECT-TYPE
SYNTAX Counter64
UNITS "Packets"

VA Jalalnkelel
T p=aoaey

<l ul
read—onty
STATUS current
DESCRIPTION

"The number of packets discarded, for this SC, because the
the received PN was lower than the lowest acceptable PN
(secyRxSALowestXPN) and secylfReplayProtectEnable was true."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"
::= { secyRxSCStatsEntry 3 }

secyRxSCStatsNotValidPkts OBJECT-TYPE
SYNTAX Counter64
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UNITS "Packets"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The number of packets discarded, for this SC, because validation
failed and secylIfvalidateFrames was 'strict' or the data was
encrypted (so the original frame could not be recovered)."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"
::= { secyRxSCStatsEntry 4 }

cCcuRxSCStatslnualidbkt QRIECT-_TVDE

SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS current
DESCRIPTION

"The number of packets, for this SC, that failed validation but

could be received because secylfvalidateFrames was 'check' and
the data was not encrypted (so the original frame could be
recovered) ."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { secyRxSCStatsEntry 5 }

secyRxSCStatsDelayedPkts OBJECT-TYPE

SYNTAX Counter64

UNITS "Packets"

MAX-ACCESS read-only

STATUS current

DESCRIPTION
"The number of received packets, for this SC, wifth\EN lower
than the lowest acceptable PN (secyRxSALowestX®N)/ and
secyIlfReplayProtectEnable false."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure (10-4"

::= { secyRxSCStatsEntry 6 }

secyRxSCStatsUncheckedPkts OBJECT-TYPE

SYNTAX Counter64

UNITS "Packets"

MAX-ACCESS read-only

STATUS current

DESCRIPTION "The number of packetshreceived for this SC, while

secyValidateFrames.was 'disabled'."
REFERENCE "IEEE 802.1AE Clamrtse 10.7.9, Figure 10-4"

::= { secyRxSCStatsEntry 7.}

secyRxSCStatsOKPkts OBJECT-TYPE
SYNTAX Counter64
UNITS "Packets!"
MAX-ACCESS read-only
STATUS current
DESCRIPTION "The ‘number of packets received for this SC

REFERENCE

Sticcessfully validated and within the replay window."
’IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { seeyRxSCStatsEntry 8 }

secyRxS@StatsOctetsValidated

OBJECT-TYPE

SYNTAX Counter64

UNITS "Octets"

MAX-ACCESS read-only

STATUS deprecated -- 802.1AEcg

DESCRIPTION "The number of plaintext octets recovered from packets
el 4 = e adlloaa £ aal
here—were—tategrity—pr ST ~EEFETeeT

REFERENCE "Deprecated, the secyIsStatsTable has per SecY counts

for cryptographic performance management."

::= { secyRxSCStatsEntry 9 }

secyRxSCStatsOctetsDecrypted

SYNTAX
UNITS
MAX-ACCESS
STATUS
DESCRIPTION

OBJECT-TYPE

Counter64

"Octets"

read-only

deprecated -- 802.1AEcg

"The number of plaintext octets recovered from packets
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that were integrity protected and encrypted."
REFERENCE '"Deprecated, the secyIsStatsTable has per SecY counts
for cryptographic performance management."
::= { secyRxSCStatsEntry 10 }

-- SecY statistics table

secyStatsTable OBJECT-TYPE

SYNTAX SEQUENCE _OF QDI“i StatskEntxr
MAX-ACCESS not-accessible
STATUS current

DESCRIPTION "A table of statistics for each of the system's SecYs."
REFERENCE "IEEE 802.1AE Clause 10.7.9, 10.7.18, Figure 10-3, 10.5"
::= { secyStatsMIBObjects 5 }

secyStatsEntry OBJECT-TYPE

SYNTAX SecyStatsEntry
MAX-ACCESS not-accessible
STATUS current
DESCRIPTION

"An entry containing counts for a SecY."
AUGMENTS { secyIfEntry }
::= { secyStatsTable 1 }

SecyStatsEntry ::= SEQUENCE ({
secyStatsTxUntaggedPkts Counter64,
secyStatsTxTooLongPkts Counter64,
secyStatsRxUntaggedPkts Counter64,
secyStatsRxNoTagPkts Counter64,
secyStatsRxBadTagPkts Counter64,
secyStatsRxUnknownSCIPkts Counter64, -- depredated
secyStatsRxNoSCIPkts Counter64, -- deppécated
secyStatsRxOverrunPkts Counter64,
secyStatsRxNoSAPkts Counter64, --802.1AEcg
secyStatsRxNoSAErrorPkts Counter64, << 802.1AEcg
secyStatsTxOctetsProtected Counter6t4,. 5 802.1AEcg
secyStatsTxOctetsEncrypted Counter64d,»-- 802.1AEcg
secyStatsRxOctetsValidated Countex64, -- 802.1AEcg
secyStatsRxOctetsDecrypted Countext4d -- 802.1AEcg

}

secyStatsTxUntaggedPkts OBJECT-TYPE

SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The (number of packets transmitted without a SecTAG
becausSe secyProtectFramesEnable is configured false."

REFERENCE "IEEE 802.1AE Clause 10.7.18, Figure 10-3"

1= { secyS$StatsEntry 1 }

secyStatsTxTeolongPkts OBJECT-TYPE

SYNTAX Counter64
UNITS "Packets"
MAXSACCESS read-only
SPFATUS current

DESCRIPTION "The number of transmit packets discarded because their
length is greater than the ifMtu of the Common Port."
REFERENCE "IEEE 802.1AE Clause 10.7.18, Figure 10-3"

_ [FEPNEPN, 1

T YT =z oy o T

secyStatsRxUntaggedPkts OBJECT-TYPE

SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The number of packets without the MACsec tag (SecTAG)
received while secyValidateFrames was not 'strict'."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { secyStatsEntry 3 }
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secyStatsRxNoTagPkts OBJECT-TYPE
SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The number of received packets without a SecTAG
discarded because secyValidateFrames was 'strict'."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { secyStatsEntry 4 }

secyStatsRxBadTagPkts OBJECT-TYPE
SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The number of received packets discarded with an
invalid SecTAG, zero value PN, or invalid ICV."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { secyStatsEntry 5 }

secyStatsRxUnknownSCIPkts OBJECT-TYPE

SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS deprecated -- 802.1AEcg

DESCRIPTION "The number of received packets with an unknown_SCI."
REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"
::= { secyStatsEntry 6 }

secyStatsRxNoSCIPkts OBJECT-TYPE
SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS deprecated -- 802.1AEcg

DESCRIPTION "The number of discarded packefs“with an unknown SCI."
REFERENCE "IEEE 802.1AE Clause 10.7.9%\Figure 10-4"
::= { secyStatsEntry 7 }

secyStatsRxOverrunPkts OBJECT-TYRE
SYNTAX Counter64
UNITS "Packets"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The number of packets discarded because they exceeded
cryptographic performance capabilities."

REFERENCE "IEEE 8022FAE Clause 10.7.9, Figure 10-4"

1:= { secyStatsEntxy\8 }

secyStatsRxNoSAPkts OBJECT-TYPE
SYNTAX Counter64d
UNITS "Packets"
MAX-ACCESS\_read-only
STATUS current

DESCRIPREION "The number of received packets with an unknown SCI
or for an unused SA."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

W=/ { secyStatsEntry 9 }

secyStatsRxNoSAErrorPkts OBJECT-TYPE
SYNTAX Counter64

LINITC np leat ol
T oS

MAX-ACCESS read-only

STATUS current

DESCRIPTION "The number of packets discarded because the received
SCI is unknown or the SA is not in use."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { secyStatsEntry 10 }

secyStatsTxOctetsProtected OBJECT-TYPE
SYNTAX Counter64
UNITS "Octets"
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MAX-ACCESS read-only

STATUS current

DESCRIPTION "The number of plain text octets integrity protected
but not encrypted in transmitted frames."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { secyStatsEntry 11 }

secyStatsTxOctetsEncrypted OBJECT-TYPE
SYNTAX Counter64
UNITS "Octets"
MAX-ACCESS read-onls
STATUS current

DESCRIPTION "The number of plain text octets integrity protected
and encrypted in transmitted frames."

REFERENCE "IEEE 802.1AE Clause 10.7.9, Figure 10-4"

::= { secyStatsEntry 12 }

secyStatsRxOctetsValidated OBJECT-TYPE
SYNTAX Counter64
UNITS "Octets"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The number of plaintext octets recovered from packet§
that were integrity protected but not encrypted.”

REFERENCE "IEEE 802.1AE Clause 10.6.3, Figure 10-3"

::= { secyStatsEntry 13 }

secyStatsRxOctetsDecrypted OBJECT-TYPE
SYNTAX Counter64
UNITS "Octets"
MAX-ACCESS read-only
STATUS current

DESCRIPTION "The number of plaintext octets recdvered from packets
that were integrity protected and’ encrypted."”

REFERENCE "IEEE 802.1AE Clause 10.6.3, FEiguyre 10-3"

::= { secyStatsEntry 14 }

-- Conformance

secyMIBCompliances OBJECT IDENTIFIER\:+:= { secyMIBConformance 1 }
secyMIBGroups OBJECT IDENTIFIER (?;= { secyMIBConformance 2 }

-- Compliance

secyMIBTcCompliance MODULE=COMPLIANCE
STATUS current -- 803J1AEcg
DESCRIPTION
"The compliance.stdatement for an IEEE8021-SECY-MIB supporting
traffic clas&\tfansmit SCs, added by IEEE 802.1AEcg."
MODULE IF-MEB
MANDATORY-GROUPS {
ifCounterDiscontinuityGroup

}
MODUDEN" -- this module
MANDATORY-GROUPS {
secyIfGroup,
secyIlfCipherGroup,
secyIfTCGroup,
secyIfAPGroup,

ilalalal

P
secyTSAGroup,
secyRSCGroup,
secyRSAGroup,
secyCipherInfoGroup,
secyCipherStatsGroup,
secyTSCStatsGroup,
secyRSCStatsGroup,
secyIlfStatsGroup

}

OBJECT secylfCurrentCipherSuite
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MIN-ACCESS read-only
DESCRIPTION "should be read-only, use the secyIfCipherTable
to control ciper suite use."

OBJECT secyCipherSuiteId

MIN-ACCESS read-only

DESCRIPTION "read-create not required, may be read-only."
OBJECT secyCipherSuiteName

MIN-ACCESS read-only

DESCRIPTION "read-create not required, should be read-only."
OBJECT secyCipherSuiteCapability

MIN=ACCESS v‘o:rq_r\n'\_‘

DESCRIPTION "read-create not required, should be read-only."
OBJECT secyCipherSuiteDataLengthChange

MIN-ACCESS read-only

DESCRIPTION "read-create not required, should be read-only."
OBJECT secyCipherSuiteICVLength

MIN-ACCESS read-only

DESCRIPTION "read-create not required, should be read-only."

::= { secyMIBCompliances 2 }

secyMIBCompliance MODULE-COMPLIANCE
STATUS deprecated -- 802.1AEcg
DESCRIPTION
"The compliance statement for the IEEE8021-SECY-MIB as specified/in
IEEE Std 802.1AE-2006."
MODULE -- this module
MANDATORY-GROUPS {
secyIfCtrlGroup,
secyTxSCGroup,
secyTxSAGroup,
secyRxSCGroup,
secyRxSAGroup,
secyCipherSuiteGroup,
secyTxSAStatsGroup,
secyTxSCStatsGroup,
secyRxSAStatsGroup,
secyRxSCStatsGroup,
secyStatsGroup
}
OBJECT secylfCurrentCipherSuite
MIN-ACCESS read-only
DESCRIPTION "write access not required, may be read-only."
OBJECT secyCipherSuite®d
MIN-ACCESS read=4nly
DESCRIPTION "read=create not required, may be read-only.
OBJECT secyCipherSuiteName
MIN-ACCESS read-only
DESCRIPTION\‘“read-create not required, may be read-only.
OBJECT sedyCipherSuiteCapability
MIN-ACCESS read-only
DESCRIRTION "read-create not required, may be read-only.
OBJECT secyCipherSuiteProtection
MIN-ACCESS read-only
DESCRIPTION "read-create not required, may be read-only.
OBJECT secyCipherSuiteProtectionOffset
MIN-ACCESS read-only
DESCRIPTION "read-create not required, may be read-only.
OBJECT secyCipherSuiteDataLengthChange
MIN-ACCESS read-only
DESCRIPTION "read-create not required, may be read-only.
OBJECT secyCipherSuiteICVLength

MIN_ACOD oo o hl

AAAAA eSS Feare—orty

DESCRIPTION "read-create not required, may be read-only.
OBJECT secyCipherSuiteRowStatus
MIN-ACCESS read-only
DESCRIPTION "read-create not required, may be read-only.
::= { secyMIBCompliances 1 }
-- Units of Conformance
-- Controlled Port service management MIB Groups

secyIlfGroup OBJECT-GROUP
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OBJECTS {
secyIfMaxPeerSCs,
secyIfRxMaxKeys,
secyIlfTxMaxKeys,
secylfProtectFramesEnable,
secyIfValidateFrames,
secyIfReplayProtectEnable,
secyIfReplayProtectWindow,
secyIlfCurrentCipherSuite,
secyIfAdminPt2PtMAC,
soc TFHﬁnVDT’?D#MB("

secyIfI%cludeSCIEnable,

secylfUseESEnable,
secyIfUseSCBEnable,
secyIfSCI, -- 802.1AEcg
secyIfIncludingSCI, -- 802.1AEcg
secyIfMaxTSCs -- 802.1AEcg
}
STATUS current --- 802.1AEcg, updates secyIfCtrlGroup

DESCRIPTION "SecY service management (secyIlfTable objects) for
systems supporting traffic class SCs."
::= { secyMIBGroups 12 }

secyIfCtrlGroup OBJECT-GROUP

OBJECTS {
secyIfMaxPeerSCs,
secyIfRxMaxKeys,
secyIlfTxMaxKeys,
secylfProtectFramesEnable,
secyIfvValidateFrames,
secyIfReplayProtectEnable,
secyIfReplayProtectWindow,
secyIfCurrentCipherSuite,
secyIfAdminPt2PtMAC,
secyIfOperPt2PtMAC,
secyIfIncludeSCIEnable,
secyIfUseESEnable,
secyIfUseSCBEnable

}

STATUS deprecated

DESCRIPTION "SecY service management (secyIlfTable) objects."

::= { secyMIBGroups 1 }

secyIfTCGroup OBJECT-GROUP

OBJECTS {
secyIfTCTrafficClass
}
STATUS currents~~- 802.1AEcg

DESCRIPTION "Trafific class control (secyIfTCTable)."
::= { secyMIBGroups 14 }

secyIfAPGroup OBJECT-GROUP

OBJECTS |
secyLfAPAccessPCP
}
STAZUS current --- 802.1AEcg

DESCRIPTION "Access Priority Code Point control (secyIfAPTable)."
»»=/{ secyMIBGroups 15 }

~~ Transmit SC and SA MIB Groups

nfaYalal ORIEOT _OoDAIID
Eay g=acp=acr o T T

E=acacs

OBJECTS {
secyTSCState,
secyTSCEncodingSA,
secyTSCCreatedTime,
secyTSCStartedTime,
secyTSCStoppedTime
}
STATUS current --- 802.1AEcg, updates secyTxSCGroup
DESCRIPTION "Transmit SC management (secyTSCTable objects) for
systems supporting traffic class SCs."
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::= { secyMIBGroups 16 }

secyTxSCGroup OBJECT-GROUP
OBJECTS {

secyTxSCI,
secyTxSCState,
secyTxSCEncodingSA,
secyTxSCEncipheringSa,
secyTxSCCreatedTime,
secyTxSCStartedTime,

secvTxSCStonnaedTime
o

}

STATUS deprecated

DESCRIPTION "Transmit SC management objects (for systems without
traffic class SC capabilities)."

::= { secyMIBGroups 2 }

secyTSAGroup OBJECT-GROUP
OBJECTS {
secyTSAState,
secyTSANextXPN,
secyTSAConfidentiality,
secyTSAKeyIdentifier,
secyTSASSCI,
secyTSACreatedTime,
secyTSAStartedTime,
secyTSAStoppedTime
}
STATUS current --- 802.1AEcg, updates secyTxSAGreup
DESCRIPTION "Transmit SA management (secyTSATable opsjects) for
systems supporting traffic class SCs.d
::= { secyMIBGroups 17 }

secyTxSAGroup OBJECT-GROUP
OBJECTS {
secyTxSAState,
secyTxSANextPN,
secyTxSAConfidentiality,
secyTxSASAKUnchanged,
secyTxSACreatedTime,
secyTxSAStartedTime,
secyTxSAStoppedTime
}
STATUS deprecated
DESCRIPTION "Transmit SA management objects (for systems without
traffic cldsgs SC capabilities)."
::= { secyMIBGroups 3N}

-- Receive SC and SA MIP Groups

secyRSCGroup OBJYECT-GROUP
OBJECTS {
secyRxSC3tate,
secyRx3CCreatedTime,
seCyRxSCStartedTime,
3ecyRxSCStoppedTime
}
STATUS current --- 802.1AEcg, updates secyRxSCGroup
DESCRIPTION "Receive SC management (secyRxSCTable objects)."
::= { secyMIBGroups 18 }

io¥ i elalal RILCT _CDANID
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OBJECTS {
secyRxSCState,
secyRxSCCurrentSA,
secyRxSCCreatedTime,
secyRxSCStartedTime,
secyRxSCStoppedTime
}
STATUS deprecated
DESCRIPTION "Receive SC management objects."
::= { secyMIBGroups 4 }
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secyRSAGroup OBJECT-GROUP
OBJECTS {

secyRxSAState,
secyRxSANextXPN,
secyRxSALowestXPN,
secyRxSAKeyIdentifier,
secyRxSASSCI,
secyRxSACreatedTime,
secyRxSAStartedTime,

secvRxSAStonnaedTime
o

}

STATUS current --- 802.1AEcg, updates secyRxSAGroup
DESCRIPTION "Receive SA (secyRxSATable objects)."

::= { secyMIBGroups 19 }

secyRxSAGroup OBJECT-GROUP

OBJECTS {
secyRxSAState,
secyRxSANextPN,
secyRxSASAKUnchanged,
secyRxSACreatedTime,
secyRxSAStartedTime,
secyRxSAStoppedTime

}

STATUS deprecated

DESCRIPTION "Receive SA management objects."

::= { secyMIBGroups 5 }

-- Cipher information, use, and statistics MIB Groups

secyCipherInfoGroup OBJECT-GROUP

OBJECTS {
secyCipherSuiteld,
secyCipherSuiteName,
secyCipherSuiteCapability,
secyCipherSuiteDatalLengthChange,
secyCipherSuiteICVLength

}

STATUS current --- 802.1AEcg,~dpdates secyCipherSuiteGroup

DESCRIPTION "Cipher Suite impleméntation information

(secyCipherSuiteTaPle objects)."
::= { secyMIBGroups 21 }

secyCipherSuiteGroup OBJEGE-GROUP

OBJECTS {
secyCipherSuiteId;
secyCipherSuiteNanle,
secyCipherSuilteCapability,
secyCipherSuitéProtection,
secyCiphefiSuiteProtectionOffset,
secyCipherSuiteDatalengthChange,
secyCipherSuiteICVLength,
secy€ipherSuiteRowStatus

}

STATUS deprecated

DESCRIPTION "Cipher Suite information objects."

W=/ { secyMIBGroups 6 }

secylfCipherGroup OBJECT-GROUP
OBJECTS {

R TR N I 1 tad

secyIlfCipherEnableUse,
secyIfCipherRqConfidentiality
}
STATUS current --- 802.1AEcg
DESCRIPTION "Cipher Suite use control (secyIfCipherTable objects)."
::= { secyMIBGroups 13 }

secyCipherStatsGroup OBJECT-GROUP
OBJECTS {
secyStatsTxOctetsProtected,
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secyStatsTxOctetsEncrypted,
secyStatsRxOctetsValidated,
secyStatsRxOctetsDecrypted
}
STATUS current --- 802.1AEcg
DESCRIPTION
"Cipher Suite performance statistics (from secyStatsTable)."
::= { secyMIBGroups 24 }

-- Transmit and Receive SA and SC statistics MIB Groups

secyTxSAStatsGroup OBJECT-GROUP

OBJECTS {
secyTxSAStatsProtectedPkts,
secyTxSAStatsEncryptedPkts

}

STATUS deprecated

DESCRIPTION "Transmit SA statistics objects.”

::= { secyMIBGroups 7 }

secyRxSAStatsGroup OBJECT-GROUP

OBJECTS {
secyRxSAStatsUnusedSAPkts,
secyRxSAStatsNoUsingSAPkts,
secyRxSAStatsNotValidPkts,
secyRxSAStatsInvalidPkts,
secyRxSAStatsOKPkts

}

STATUS deprecated

DESCRIPTION "Receive SA statistics objects."

::= { secyMIBGroups 8 }

secyTSCStatsGroup OBJECT-GROUP
OBJECTS {
secyTSCStatsProtectedPkts,
secyTSCStatsEncryptedPkts
}
STATUS current --- 802.1AEcg, updates secyTxSCStatsGroup
DESCRIPTION "Transmit SC statistics _(secyTSCStatsTable objects)."
::= { secyMIBGroups 22 }

secyTxSCStatsGroup OBJECT-GROUP.

OBJECTS {
secyTxSCStatsProtectedRkbs,
secyTxSCStatsEncryptedPkts,
secyTxSCStatsOctetsProtected,
secyTxSCStatsOcteksEncrypted

}

STATUS deprecated

DESCRIPTION "Transmit SC statistics objects.”

::= { secyMIBGxoups 9 }

secyRSCStatsGroup OBJECT-GROUP
OBJECTS §

seCyRxSCStatsLatePkts,
3ecyRxSCStatsNotValidPkts,
secyRxSCStatsInvalidPkts,
secyRxSCStatsDelayedPkts,
secyRxSCStatsUncheckedPkts,
secyRxSCStatsOKPkts

}

STOATDIIC s [oXa Yo N N Wi Aok RoeC OO L
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DESCRIPTION "Receive SC statistics (secyRxSCStatsTable objects).
::= { secyMIBGroups 23 }

secyRxSCStatsGroup OBJECT-GROUP
OBJECTS {
secyRxSCStatsUnusedSAPkts,
secyRxSCStatsNoUsingSAPkts,
secyRxSCStatsLatePkts,
secyRxSCStatsNotValidPkts,
secyRxSCStatsInvalidPkts,
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secyRxSCStatsDelayedPkts,
secyRxSCStatsUncheckedPkts,
secyRxSCStatsOKPkts,
secyRxSCStatsOctetsValidated,
secyRxSCStatsOctetsDecrypted

}

STATUS deprecated

DESCRIPTION
"Receive SC statistics objects.”

::= { secyMIBGroups 10 }

-- Controlled Port service statistics MIB Groups

secylfStatsGroup OBJECT-GROUP
OBJECTS {

secyStatsTxUntaggedPkts,
secyStatsTxTooLongPkts,
secyStatsRxUntaggedPkts,
secyStatsRxNoTagPkts,
secyStatsRxBadTagPkts,
secyStatsRxNoSAPkts,
secyStatsRxNoSAErrorPkts,
secyStatsRxOverrunPkts

}

DESCRIPTION
"SecY statistics (secyStatsTable objects)."
::= { secyMIBGroups 20 }

secyStatsGroup OBJECT-GROUP

OBJECTS {
secyStatsTxUntaggedPkts,
secyStatsTxTooLongPkts,
secyStatsRxUntaggedPkts,
secyStatsRxNoTagPkts,
secyStatsRxBadTagPkts,
secyStatsRxUnknownSCIPkts,
secyStatsRxNoSCIPkts,
secyStatsRxOverrunPkts

}

STATUS deprecated

DESCRIPTION
"SecY statistics objects (¥

::= { secyMIBGroups 11 }

END

STATUS current --- 802.1AEcg, updates secyRxSCStatsGroup
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14. Cipher Suites

A Cipher Suite is an interoperable specification of cryptographic algorithms together with the values of
parameters (for example, key size) to be used by those algorithms. Specification of the cryptographic
functions required by MACsec in terms of Cipher Suites increases interoperability by providing a clear
default and a limited number of alternatives.

This clause specifies

a)  Terms that describe the use of each Cipher Suite by the MAC Security Entity (SecY)
b) Capabilities required of each Cipher Suite

c) Requirements this standard places on Cipher Suite specification

d) Mandatory and optional Cipher Suites for use in conjunction with this standard

e) Criteria for the use of additional Cipher Suites in conjunction with MACsec for implementations for
which a claim of conformance to this standard is made.

NOTE—The choice and combination of cryptographic methods is notorious for the introduction of unexpected security
exposures. Each Cipher Suite uses an algorithm or combination of algorithms whose interdctiofis have been studied by
the professional security community. Each Cipher Suite specification (14.5-14.8) in this{clairSe comprises the necessary
combination (e.g., concatenation of named strings) and mapping of parameters and parameter names used in the other
clauses of this standard to the parameters and parameter names used by a public established standard that specifies the
cryptographic operations.

14.1 Cipher Suite use

A Cipher Suite is initialized with one or more Cipher Suite dependent keys, and then used to protect protocol
parameters. Any implementation of the same Cipher Suite, initialized with the same key values, can be used
to validate and recover the protected parameters. . The protect and validate operations are illustrated in
Figure 14-1, and their inputs and outputs specified after the figure.

SAK—Pp SAK'—p
SCl—p —————— SCI*—pf
PN —Pp PN - PN*—p
Destination Address ————— —Destination Address—p —Destination Address
Source Address ———— =»{) 'PROTECT Source Address— VALIDATE Source Address»
SecTAG—P - SecTAG—Pp - SecTAG*»
User Data” » ——— Secure Data®— ————— User Data’
ICV—P - VALID—p

" The SAK to be used on receipt of the frame is identified by the SCI and the AN..
2 The SCl is extracted from the SCI field of the SecTAG if present. A value conveyed by key agreement (point-to-point only) is used otherwise.
In the GGM:AES-128 and GCM-AES-256 Cipher Suites (14.5, 14.6), the SCl is always included in the IV parameter whether included in the SecTAG or not
(and thus'always contributes to the ICV). However the Cipher Suite parameter A includes the SCI if and only if the SCl is included in the SecTAG.
In the GCM-AES-XPN-128 and GCM-AES-XPN-256 Cipher Suites (14.7, 14.8), the {SCI, SAK} tuple (or equivalently the SA) identifies the SSCI (conveyed
by.key agreement) that is included in the IV parameter, and the Cipher Suite parameter A includes the SCI if and only if the SCl is included in the SecTAG.
® The*32 least significant bits of the PN are conveyed in the SecTAG
*The validated PN can be used for replay protection.
° All the transmitted octets of the SecTAG are protected, including the optional SCI field if present

The validated received SecTAG contains bits of the 1CI, and optionally the SCI, these can be Used for service murtiplexing (11.7).
" The length, in octets, of the User Data is conveyed by the User Data parameter, and is protected by Cipher Suite operation.
8 The length, in octets, of the Secure Data is conveyed by the MACsec frame, unless it is short, when it is conveyed by the SL parameter in the SecTAG TCI

Figure 14-1—Cipher Suite Protect and Validate operations
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Protect ( SAK, Validate ( SAK,
SCI, PN, SCI, PN,
Destination Address, Source Address, Destination Address, Source Address,
SecTAG, SecTAG,
User Data Secure Data, ICV
) Secure Data, ICV ) User Data, VALID

The SAK (Secure Association Key, 7.1) is the value of the Cipher Suite dependent key(s).

The SCI (Secure Channel Identifier, 7.1.2) is a 64-bit identifier that is globally unique amongst all correctly
configured Cipher Suite implementation instances protecting MACsec protocol parameters.

The PN (Packet Number, 8.3) is a number that is never zero, is incremented each time a protectirequest is
made for a given SCI, and is never repeated for an SCI unless the SAK is changed. The size“of the PN
depends on the Cipher Suite, and is 32 bits unless otherwise specified. Cipher Suites that proyide extended
packet numbering use a 64-bit PN. Irrespective of the size of the PN, only the least significant 32 bits are
conveyed in the SecTAG. If extended packet numbering is used, the most significant 32'bits are recovered
for each received frame as specified in 10.6.2.

The Destination Address and Source Address are the MAC addresses of the\ frame. MAC Addresses are
specified as octet strings, using the canonical format specified in IEEE Std/802.

The SecTAG is as specified in Clause 9.

The ICV (integrity check value, 8.3) is a string of octets, VALID is a Boolean parameter. If TRUE the
validation was successful.

Given the SAK, SCI, PN, Source Address, Destination' Address, SecTAG, and the User Data, the Protect
operation returns the Secure Data and ICV.

Given the same SAK, SCI, PN, Source Addréss, Destination Address, and SecTAG, and the Secure Data and
ICV, the Verify operation returns the original User Data and VALID. If any of the parameters were modified,
VALID is returned False.

14.2 Cipher Suite capabilities

Any Cipher Suite used with' MACsec shall

a) Provide int8grity protection for the SCI, PN, Source Address, Destination Address, SecTAG, and
from 0 through 21°_ 1 octets of User Data on each invocation.

b) Provide integrity and confidentiality (if specified) for at least 232

diftérent PN, without requiring a fresh SAK.

1 invocations, each with a

¢)«\.Given any specific number of octets of User Data, generate a predictable number of octets of Secure
Data and ICV.

and may,

d) Provide confidentiality protection for all the octets of the User Data.

e) Provide confidentiality protection for all the octets of the User Data following an initial number of
octets, as specified in 10.7.25.
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and shall not
f)  Generate Secure Data that when added to the number of octets in the ICV contains over 896 octets
more than the User Data.

NOTE—A Cipher Suite may introduce additional fields into the Secure Data even if confidentiality is not
provided.

g) Modify or constrain the values of the SCI, PN, Source Address, Destination Address, or SecTAG

fields other than as QpP(‘iﬁPd in this clanse (Clanse 14)

h) Require an SAK exceeding 1024 bits long (in total for all keys that compose the SAK).
i)  Require different keys for the protect and validate operations.

An implementation of MACsec for which conformance to this standard is claimed includes afjeast one
Cipher Suite that provides integrity without confidentiality, with the Secure Data the same as the User Data,
and the ICV comprising 16 octets. This requirement is met by the mandatory Default Cipher Suite.

14.3 Cipher Suite specification

Each Cipher Suite specification shall comprise an interoperable specification of the protection and
verification procedures in terms of the parameters specified in 14.1 and shall state

a)  Whether confidentiality of the User Data is provided
b)  The maximum difference in the lengths of the User Data afd Secure Data
¢) The length of the ICV

d) The length and properties of the keys required, including assumptions of the scope of uniqueness.

NOTE—While this standard provides definitive specifications/of the Cipher Suites that support full conformance, those
specifications make the greatest possible use of other public and established standards, and are principally concerned
with ensuring unambiguous application of those standaids in the context of MACsec.

14.4 Cipher Suite conformance

An implementation of MACsec that elaims full conformance to this standard shall implement the mandatory
Cipher Suites in Table 14-1, mayiimaplement one or more of the Optional Cipher Suites in the table, and shall
not implement any other Ciphet_Suite. Every conformant implementation shall include at least one Cipher
Suite that does not encryptUset Data.

Table 14-1 assigns atCipher Suite reference number for use in protocol identification within a MACsec
context, providessasshort name for use in this standard, indicates the type of cryptographic algorithm used
and the securify,services provided, specifies whether the Cipher Suite is mandatory or optional for
conformancénto this standard, and references the clause of this standard that provides the definitive
description.of the Cipher Suite.

NOTE-~In IEEE Std 802.1AE-2006 (the first edition of this standard), the Cipher Suite Identifier for GCM-AES-128
was incorrectly shown as 00-80-02-00-01-00-00-01 in Table 14-1. Prior to the inclusion of GCM-AES-256, GCM-AES-
128“was the only conformant Cipher Suite. IEEE Std 802.1X uses a reserved encoding for the Default Cipher Suite
rather than the Cipher Suite Identifier to identify GCM-AES-128.

14.4.1 Conformance with Cipher Suite variance

An implementation of MACsec that claims conformance to this standard with Cipher Suite variance, shall
implement the mandatory Cipher Suites in Table 14-1, may implement one or more of the optional Cipher
Suites in Table 14-1, and may implement alternate Cipher Suites that meet the requirements of 14.2 and
14.3, and the following guidelines, and shall not implement any other Cipher Suite, or other combination of
cryptographic algorithms and parameters.
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Table 14-1—MACsec Cipher Suites

Services provided
2
Cipher S E £ E £ S
ipher Suite . . =i == .
Identifier Cipher Suite Name € Pe- Mandatory/Optional %ﬁ
Z L = L =
£2 | &g g
o
00-80-C2-00-01-00-00-01 GCM-AES-128 Yes Yes Mandatory 14.5
00-80-C2-00-01-00-00-02 GCM-AES-256 Yes Yes Optional 14.6
00-80-C2-00-01-00-00-03 | GCM-AES-XPN-128 Yes Yes Optional 14.7
00-80-C2-00-01-00-00-04 | GCM-AES-XPN-256 Yes Yes Optional 14.8

a)

b)

¢)

The use of additional Cipher Suites shall meet the following guidelines:

Algorithms chosen have an effective key length of at least-128 bits. In schemes built on block
ciphers, the underlying block cipher has a block width of atleast 128 bits.

If serviced by separate algorithms, the properties ‘of “the authentication and confidentiality
mechanisms are combinable in accordance witlr, well-established security results. Either the
encryption happens before authentication, or ¢he“encryption is performed through keystream
generation.

Either of the following holds true:

The underlying cryptographic cipher is approved by either a national or international standards
body or a government agency;»or

1)

2)

The following conditions i)-through iv) apply:

i

ii)

iii)

iv)

The Cipher Suite ‘provides message authentication using a message authentication
algorithm with, d publicly available proof of security against forgery attacks, even in a
model where the attacker has the ability to choose messages for the sender.

If confidentiality is provided, the confidentiality mechanism has a publicly available proof
of security in a model where the attacker has the ability to adaptively choose both
plaintext and cipher text.

Mechanisms for confidentiality and message authentication are used in a way that is
consistent with their proof of security. For example, if using the Cipher Block Chaining
(AES-CBC) mode of operation the IV is performed through keystream generation.
Mechanisms for confidentiality and message authentication are used in a way that is
consistent with their proof of security. For instance, if using the Cipher Block Chaining
(AES-CBC) mode of operation, the IV is randomly selected with each message, and not
sequentially.
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14.5 Default Cipher Suite (GCM-AES-128)

The Default Cipher Suite uses the Galois/Counter Mode of Operation with the AES-128 symmetric block
cipher, as specified in this clause by reference to the terms K, IV, 4, P, C, T used in NIST SP 800-38D.

K is the 128 bit SAK. The 64 most significant bits of the 96-bit 7} are the octets of the SCI, encoded as a
binary number (9.1). The 32 least significant bits of the 96-bit /" are the octets of the PN, encoded as a
binary number (9.1). 7'is the ICV and is 128 bits long. When the bit-strings 4, P, and C are specified in terms

of octet strings, earlier octets compose earlier bits, and more significant bits in each octet are earlier.
NOTE 1—IETF RFC 5116 [B9], McGrew [B11], and McGrew and Viega [B12] provide additional information about
GCM and its security properties and use.

NOTE 2—The bit strings obtained by transforming MAC Address and data octets using these rules do not correspond to
IEEE 802.3 “wire order” for frame transmission.

When the Default Cipher Suite is used for Integrity Protection
— A is the Destination MAC Address, Source MAC Address, and the octets of the SecTAG and User
Data concatenated in that order.
— Pisnull
— The Secure Data is the octets of the User Data, without modification’

When the Default Cipher Suite is used for Confidentiality Protection without a confidentiality offset
— A is the Destination MAC Address, Source MAC Address, and the octets of the SecTAG
concatenated in that order.
— Pis the octets of the User Data.
— The Secure Data is C.

When the Default Cipher Suite is used for Confidentiality Protection with a confidentiality offset
— A is the Destination MAC Address, Source MAC Address, and the octets of the SecTAG and the first
confidentialityOffset (10.7.27) octets-of the User Data (or all the octets of the User Data if that
comprises fewer than confidentjalifyOffset octets) concatenated in that order.
— P is the remaining octets (if any) of the User Data.

— The Secure Data is the first.eonfidentialityOffset octets of the User Data concatenated with C, in that
order (or all the octets-0f the User Data if that comprises fewer than confidentialityOffset octets).

NOTE 3—IEEE Std 802.1AE-2006 specified the confidentiality offset option to facilitate early MACsec deployment on
systems that needed to examine the initial octets of IP version 4 or version 6 frames to decide where to store received
frames, before decrypting the frame. The XPN Cipher Suites standardized in IEEE Std 802.1 AEbw-2013 do not support
confidentiality offs¢ts)
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14.6 GCM-AES-256

GCM-AES-256 uses the Galois/Counter Mode of operation with the AES-256 symmetric block cipher, as
specified in this clause by reference to the terms K, IV, 4, P, C, T used in NIST SP 800-38D.

K is the 256 bit SAK. The 64 most significant bits of the 96-bit 7} are the octets of the SCI, encoded as a
binary number (9.1). The 32 least significant bits of the 96-bit /" are the octets of the PN, encoded as a
binary number (9.1). T is the ICV, and is 128 bits long. When the bit-strings A, P, and C are specified in

terms of octet strings, earlier octets compose earlier bits, and more significant bits in each octet are earlier.

NOTE 1—The bit strings obtained by transforming MAC Address and data octets using these rules do not correspond+to
IEEE 802.3 “wire order” for frame transmission.

When this Cipher Suite is used for Integrity Protection

— A is the Destination MAC Address, Source MAC Address, and the octets of the Se¢TAG and User
Data concatenated in that order.

—  Pisnull.

— The Secure Data is the octets of the User Data, without modification.

When this Cipher Suite is used for Confidentiality Protection without a confidentiality offset
— A is the Destination MAC Address, Source MAC Addressyand the octets of the SecTAG
concatenated in that order.
— Pis the octets of the User Data.
— The Secure Data is C.

When this Cipher Suite is used for Confidentiality Protection with a confidentiality offset

— A is the Destination MAC Address, Source MAC Address, and the octets of the SecTAG and the first
confidentialityOffset (10.7.27) octets of ‘the’User Data (or all the octets of the User Data if that
comprises fewer than confidentialityOffSet octets) concatenated in that order.

— P is the remaining octets (if any) of the' User Data.

— The Secure Data is the first confidentialityOffset octets of the User Data concatenated with C, in that
order (or all the octets of theUser Data if that comprises fewer than confidentialityOffset octets).

NOTE 2—IEEE Std 802.1AE-2006 specified the confidentiality offset option to facilitate early MACsec deployment on
systems that needed to examine the initial octets of IP version 4 or version 6 frames to decide where to store received
frames, before decrypting the-frame. The XPN Cipher Suites standardized in IEEE Std 802.1AEbw-2013 do not support
confidentiality offsets.
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14.7 GCM-AES-XPN-128

Each instance of the GCM-AES-XPN-128 Cipher Suite, i.e., the protection and validation capabilities
created for a given SAK at the request of the KaY (10.7.26, Figure 10-5) maintains an instance of the
following parameter as specified in 10.7.26:

a)  Salt, a 96-bit value distributed by key agreement protocol to all members of the CA.

SCI and

the given SAK is created (10.7.13, 10.7.21):
b)  SSCI, a 32-bit value that is unique for each SCI using a given SAK.
NOTE 1—The maximum number of SSCIs for a given SAK is thus limited by the maximum numberf SCIs
(equivalently, by the maximum number of simultaneous members in a CA as requirements placed on the K&Y (8.2.7)
prohibit the use of the same SAK in multiple CAs). A claim of conformance to this standard requires a-statement of the
maximum number of receive SCs supported (5.3m, A.5, A.12, A.13). The total number of SCIs will"be.6ne greater (to
include the transmit SC) or two greater [for an EPON OLT supporting an SCB (Clause 12)]. Whethernand to what extent
the same SAK is used by different SAs (each with a different SCI, and hence a different SSCI forthat SAK) depends on
the key agreement protocol, and the number of members in a CA will also be ultimately limitéd'by the capabilities of the

key agreement protocol. The practical requirements of the port-based network control application (see Clause 7 of
IEEE Std 802.1X-2010) are likely to be more limited.

GCM-AES-XPN-128 uses the Galois/Counter Mode of operation with’ the AES-128 symmetric block
cipher, as specified in this clause by reference to the terms K, IV, A, B-€,\T used in NIST SP 800-38D.

K is the 128-bit SAK. The 32 most significant bits of the 96-bit /¥ are the octets of the SSCI for the SCI,
encoded as a binary number (9.1) and exclusive-or’d with the 32 most significant bits of the Salt. The
64 least significant bits of the 96-bit I} are the octets pfithe PN, encoded as a binary number (9.1) and
exclusive-or’d with the 64 least significant bits of the Salt/'T is the ICV, and is 128 bits long. When the bit-
strings A, P, and C are specified in terms of octet.strings, earlier octets compose earlier bits, and more
significant bits in each octet are earlier.

NOTE 2—The bit strings obtained by transformidg MAC Address and data octets using these rules do not correspond to
IEEE 802.3 “wire order” for frame transmission,

When this Cipher Suite is used for Integrity Protection
— A is the Destination MAGAddress, Source MAC Address, and the octets of the SecTAG and User
Data concatenated in that order.
— Pisnull

— The Secure Data is the octets of the User Data, without modification.
When this Ciphet Shite is used for Confidentiality Protection without a confidentiality offset

— A ist\thé Destination MAC Address, Source MAC Address, and the octets of the SecTAG
concatenated in that order.
—\P1s the octets of the User Data.

= The Secure Data is C.
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14.8 GCM-AES-XPN-256

Each instance of the GCM-AES-XPN-256 Cipher Suite, i.e., the protection and validation capabilities
created for a given SAK at the request of the KaY (10.7.26, Figure 10-5) maintains an instance of the
following parameter as specified in 10.7.26:

a)  Salt, a 96-bit value distributed by key agreement protocol to all members of the CA.

SCI and

the given SAK is created (10.7.13, 10.7.21):
b)  SSCI, a 32-bit value that is unique for each SCI using a given SAK.
NOTE 1—The maximum number of SSCIs for a given SAK is thus limited by the maximum numberf SCIs
(equivalently, by the maximum number of simultaneous members in a CA as requirements placed on the K&Y (8.2.7)
prohibit the use of the same SAK in multiple CAs). A claim of conformance to this standard requires a-statement of the
maximum number of receive SCs supported (5.3m, A.5, A.12, A.13). The total number of SCIs will"be.6ne greater (to
include the transmit SC) or two greater [for an EPON OLT supporting an SCB (Clause 12)]. Whethernand to what extent
the same SAK is used by different SAs (each with a different SCI, and hence a different SSCI forthat SAK) depends on
the key agreement protocol, and the number of members in a CA will also be ultimately limitéd'by the capabilities of the

key agreement protocol. The practical requirements of the port-based network control application (see Clause 7 of
IEEE Std 802.1X-2010) are likely to be more limited.

GCM-AES-XPN-256 uses the Galois/Counter Mode of operation with’ the AES-256 symmetric block
cipher, as specified in this clause by reference to the terms K, IV, A, B-€,\T used in NIST SP 800-38D.

K is the 256-bit SAK. The 32 most significant bits of the 96-bit /¥ are the octets of the SSCI for the SCI,
encoded as a binary number (9.1) and exclusive-or’d with the.32 most significant bits of the Salt. The 64
least significant bits of the 96-bit IV are the octets of-the PN, encoded as a binary number (9.1), and
exclusive-or’d with the 64 least significant bits of the Salt/'T is the ICV, and is 128 bits long. When the bit-
strings A, P, and C are specified in terms of octet.strings, earlier octets compose earlier bits, and more
significant bits in each octet are earlier.

NOTE 2—The bit strings obtained by transformidg MAC Address and data octets using these rules do not correspond to
IEEE 802.3 “wire order” for frame transmission,

When this Cipher Suite is used for Integrity Protection

— A is the Destination MAE ‘Alddress, Source MAC Address, and the octets of the SecTAG and User
Data concatenated in that order.

— Pisnull

— The Secure Data is the octets of the User Data, without modification.

When this CiphenSuite is used for Confidentiality Protection without a confidentiality offset

— A istthé Destination MAC Address, Source MAC Address, and the octets of the SecTAG
concatenated in that order.

—\P1s the octets of the User Data.
— The Secure Data is C.
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15. Ethernet Data Encryption devices

An Ethernet Data Encryption device (EDE) is a frame forwarding device with two physical ports that uses
IEEE Std 802.1Q, IEEE Std 802.1AE, and IEEE Std 802.1X to provide integrity and confidentiality for
frames forwarded on network hops open to attack. One port (red side) receives and transmits unprotected
frames, while frames transmitted and received on the other (black side) are protected by MACsec.

This clause describes and specifies the following:

a) The common characteristics of EDEs—the rationale for identifying some of the many possible
MACsec capable bridging systems as EDEs—and provides an EDE taxonomy (15.1).

b) How connectivity between adjacent bridges in a customer bridged network or a Provider Bridged
Network (PBN) can be secured by an EDE-M (15.2) comprising a two-port VLAN-unaware'MAC
Bridge with a MAC Security Entity (SecY) supporting one port.

¢) Requirements for securing connectivity across a PBN (15.3).

d) How connectivity across a PBN can be secured by an EDE-M (15.4), or byl an”EDE-CS (15.5),
EDE-CC (15.6), or EDE-SS (15.7)—each comprising two VLAN bridge{eomponents, and each
using MACsec to preserve frame data integrity, data origin authenticity, and confidentiality, while
allowing the provider to use the frame’s VLAN tag to perform service” selection and to convey
Priority Code Point (PCP) and drop-eligible (DEI) information.

e) Interoperability between EDEs and other MACsec-capable bridging systems (15.8).

f)  Considerations applicable to User Network Interface (UUNI) access and Connectivity Fault
Management (CFM) use when EDEs are used (15.9).

An understanding of architectural concepts common to this(and other IEEE 802.1 standards is essential to
understanding this standard’s specification of EDEs¢iThe reader is encouraged to review Clause 7 of
IEEE Std 802.1AC-2016 and IEEE Std 802.1Q’s use.of bridge components in its specification of Provider
Edge Bridges (PEBs), Backbone Edge Bridges (BEBs), PBNs, and provider network service interfaces (see,
in particular, Clause 15, Clause 16, and Clause 25 of IEEE Std 802.1Q-2018).

15.1 EDE characteristics

The specification of EDEs arises<from the desire to separate, so far as is possible, the implementation and
use of MAC security within“\bridged networks from other implementation and management concerns.
Reduction of the scope (ifnterms both of quantity and variety) of the functionality co-resident with the
implementation and management of MACsec and its associated authentication, authorization, and key
agreement functions ‘¢an’have two benefits. First, there is less software to validate, and fewer people and
organizations might have to be involved in the development of each EDE. Second, it might be possible to
assign manageiment responsibility for EDEs and other bridging systems to separate smaller administrative
organizationsyeach with its own particular expertise. Against these benefits are to be set the costs arising
from additional items of equipment and the operational coordination necessary. This standard does not
attempt to judge the balance of these benefits and costs, which are implementation and deployment specific.
In-particular there is no suggestion that the specification of EDEs means that these are always preferred to
the-tise of other bridging systems specified in IEEE Std 802.1Q with MACsec supporting particular ports.

Restricting an EDE to having two and only two physical ports reduces the requirement for traffic class
processing, particularly if the ports operate at close to the same data rate. A two-port EDE might also have
no need to appear as a node in certain protocols at all, with frames for those protocols (or specific instances
of those protocols as identified by destination group MAC address) being relayed simply from one port to
another. Since other types of bridging systems will be usually attached to an EDE, there is no need to learn
from the source address of frames.
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NOTE 1—IEEE Std 802.1Q provides for some functional simplification in two-port systems or components. Provider
Edge Bridges can simply forward frames addressed to the Nearest Customer Bridge Address if the C-VLAN component
of a PEB has a single Provider Edge Port (PEP), i.e., it provides connectivity to a single provider network service
instance (stated in terms of the equivalent condition of connecting to the S-VLAN component through a single Customer
Network Port in 13.41 of IEEE Std 802.1Q-2018). If the enhanced filtering utility criteria (8.7.2 of
IEEE Std 802.1Q-2018) can never be met (a common condition for a two-port component supporting point-to-point
connectivity), no source address learning need ever occur, and the size of the Filtering Database can be restricted to that
necessary to accommodate the Permanent Database.

This standard specifies various types of EDE, distinguishing them by their bridging components. An

EDE-M comprises a single VLAN-unaware MAC Bridge component, an EDE-CS (both a C-VLAN and an,
S-VLAN component), an EDE-CC two C-VLAN components, and an EDE-SS two S-VLAN components)
The architecture and use of each type is explained in 15.2 through 15.7.

NOTE 2—The first-time reader of this specification is encouraged to read 15.2 through 15.7 before attermipting to
understand this taxonomy and its inherent possibilities in detail. In brief, describing each type of EDE, i terms of
existing components (just as IEEE Std 802.1Q specifies a Provider Edge Bridge in terms of the C-VLANvand S-VLAN
components that comprise Customer Bridges and Provider Bridges respectively) makes for economy, of specification
and simplifies analysis. Since the existing components can already be connected in a network, and-any part of a valid
network can be considered a valid (if large) system, no new interoperability challenges arise.

15.2 Securing LANs with EDE-Ms

In the simplest EDE network configuration, the protected (black-side)\0f each of a pair of EDE-Ms is
attached to a single LAN providing point-to-point connectivity “between the EDEs as shown in
Figure 15-1.

_ EDE-M ) _EDE-M )

Red side Black side Black side Red side
Higher Higher Higher Higher
Layer Layer €t — — — — — & — — — — ¥ Layer Layer
Emmes Emmes Entities Emmes

B 5. LIH 8.5 lPAE == > PAEJfS: “L ﬂ
SecY SecY
() L T
()
i ¢ A 4

LAN MAC | [ LAN MAC | [ LAN MAC
..data [SAJDA ..data [SecTAG[SA[DA] ..data [SAJDA
—» —> —>

Figure 15-1—EDE-Ms connected by a point-to-point LAN

The uppet part of Figure 15-1 shows the interface stacks, each attached to a LAN, in two EDE-Ms. The
lowet patt shows the path, from the red side of one of the EDEs through to the red side of the other, and the
change to a frame transmitted along that path.

NOTE 1—The architecture of a bridge is often drawn as in Figure 11-4, showing the MAC Relay entity below the MAC

Service boundary to show that the relay is transparent to higher layer protocols. In this clause (Clause 15) it is
convenient to use figures that focus on the interface stacks supporting relay and higher layer entities as in Figure 11-5.
Numbers in the figures in this clause (e.g., 8.5.1 in Figure 15-1, 6.9 in Figure 15-2) refer to relevant clauses of
IEEE Std 802.1Q-2018. The representation of EDE-M1 and EDE-M2 in Figure 15-1 provides a simple indication that
frames transmitted and received by their black-side ports have had SecTAGs (and MACsec processing) applied.
Similarly, other figures in this clause use light and dark patterns to indicate the possible presence of a C-VLAN or an
S-VLAG tag respectively. For example, in Figure 15-3 an untagged or C-tagged frame from B1 is Sec-tagged by EDE-1,
has an S-TAG added by PB1, and passes through PB2 before the outer tags are processed and removed en-route to B2.
This notation can be used in larger network diagrams where showing the frame on each connecting link is inconvenient.
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A pair of EDE-Ms can secure a point-to-point LAN connecting the ports of two Customer Bridges or
Provider Bridges, as in Figure 15-2.

Provider Bridge Provider Bridge
(S-VLAN aware) (S-VLAN aware)
Higher Layer Higher Layer Higher Layer Higher Layer
Entities Entites € ———=——————— —— e — — e ———— — —— » Entities Entities
| S . ﬁv £
9 6 EDE-M EDE-M 9 6
S'(T’;G e Red side  Black side  Black side Red side S'(T’;G e
8 5 1 8 5 1 Higher Higher Higher Higher 8 5 1 8 5 1
Layer Layer < —pp Layer Layer

4 Emmes Entities Entities Emmes

-10-0) O 4
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Sec EecY T

LAN MAC | [ LAN MAC | | LAN MAC | [ LAN.MAC |

..data_[S-TAG[SA[DA] ...data [S-TAG[SecTAG[ SA[DA] ..data [S-TAG[SA[DA]
—> — —>

Figure 15-2—EDE-Ms securing a point-to=point LAN between Provider Bridges

Each EDE-M’s PAE uses the Nearest non-TPMR"group address'® (01-80-C2-00-00-03) as the destination
address for EAPOL PDUs. Frames with thisndestination address are filtered by all bridges specified in
IEEE 802.1 standards (including EDEs) other than TPMRs. A PAE receiving a frame with this destination
address can be certain that no IEEE 802¢1;standards-conformant bridge lies between itself and the originator
of the frame. If such a bridge is interpased between the EDE-Ms, they will not exchange EAPOL PDUs and
will not, as a consequence, usexMACsec to protect the frames (if any) that they forward. This avoids
unintended use of the EDE-Ms-in a misconfigured network. Similarly neither EDE-M shown can receive
EAPOL PDUs from other"EDEs connected to PB1 or PB2. This helps to prevent accidental creation of
MACsec protected conneetivity through (but without the participation of) an intervening bridge, and the
undesirable consequénce’of making it impossible for that bridge to understand frames that it was intended to
receive.

NOTE 2—EAPOL PDUs are used to initiate and reinitiate EAP authentication exchanges, convey EAP PDUs
in support of.those exchanges, and convey MACsec Key Agreement PDUs (MKPDUs). At the time of the
developnfent-of IEEE Std 802.1AEcg-2017, EAPOL destination addresses were specified in 11.1 and Table 11-1 of
IEEE Std 802.1X-2010. Filtering of Reserved Addresses by bridges was specified in 8.6.3, 8.13.4, and Table 8-1,
Table-8-2, and Table 8-3 of IEEE Std 802.1Q-2018.

Edch EDE-M also filters the addresses specified by IEEE Std 802.1Q as TMPR component Reserved

Addresses. When an EDE-M’s PAE 15 configured to use the Nearest non-1PMR group address, the other
Reserved Addresses specified for MAC Bridge, C-VLAN, and S-VLAN components are forwarded, making
the EDE-Ms and the connection they protect transparent to protocols using those addresses.

1This address was identified as the “IEEE Std 802.1X PAE address” in IEEE Std 802.1Q-2005 and as the “PAE group address” in
IEEE Std 802.1X-2010.
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15.3 Securing connectivity across PBNs

IEEE Std 802.1Q specifies support of the MAC Service by Provider Bridged Networks and their principles
of operation. Individual instances of the MAC Service are segregated within the PBN by S-VLAN tag, and
access to those instances are provided by port-based, C-tagged, or S-tagged service interfaces. A given
service instance can support service interfaces of more than one type. For example, in a hub-and-spoke
configuration, it might be convenient to use a C-tagged service interface at the central site but a port-based
interface at the remote sites, since the latter communicate directly only with the central site. Such an

arrangement avoids having to configure each remote site differently. Alternately, each remote site might be
configured to use the same identical S-TAG value. In the first of these alternatives, the PBN adds or remoyeés
the tag at the service interface; in the latter, it is translated. S-VLAN tag translation within the PBN-also
allows the service provider to re-allocate service instances without changing the customers’ servicednstance
selection. The VLAN tags used for service selection also carry priority and drop_eligible fields that'can be
policed and changed by the service provider.

NOTE—This summary of PBN service instance selection, segregation, and priority handling seryes)only to provide
context for the provisions for this standard. For an authoritative specification, refer to IEEE Std 802:1Q.

Since VLAN tags used for communicating priority information and for servicetifistance selection can be
modified by the PBN service provider, they cannot be protected by MACseg,<as any change would then
result in discard on verification failure. It is also preferable for the service,proyider not to have to make any
change to accommodate MACsec-protected frames. From the service\pfovider’s point of view, a frame
whose initial EtherType is the MACsec EtherType is untagged (unless: the provider’s interface is itself a
member of the CA that is protecting frames between the interface‘and customer’s equipment). Figure 15-3
illustrates the passage of two MACsec-protected frames fromx one customer bridge network to another
through port-based interfaces provided by a PBN. The firstArame comprises a MAC DA, SA, and arbitrary
data, with each of these frame fields reaching its destination unmodified. The second comprises a MAC DA
and SA, a C-VLAN tag, and arbitrary data. Each<of ‘these frame fields also reaches its destination
unmodified—the C-VLAN tag is just one possibility\for the initial octets of the arbitrary data of the first
example frame—and its protection ensures that amattacker cannot simply change the VLAN assignment of
the frame.

EDE-2 /BZ\
&)

....data SA | DA ....data SA | DA
—> —>
..data  [SecTAG[SA[DA] ..data  [SecTAG[SA[DA]
_\data [secTAG[s-TAG] SA|DA]
A —>
...data [C-TAG] $A [DA ..data [C-TAG[ SA[DA
—> —>
,.\data [C-TAG[SecTAG] SA[DA] ...data [C-TAG[SecTAG] SA|DA]

..data |C-TAG[SecTAG[S-TAG[SA[DA]

Figure 15-3—MACsec protected frame traversing a PBN

Since the PBN service provider (operating PB1) sees frames received from the customer as untagged,
Figure 15-3 does not provide a way for EDE-1 to communicate each frame’s priority to PB1. This can be
done by priority tagging the frame after protecting it with MACsec. This requirement to communicate
priority is so common as to be a required EDE-M capability (15.4, Figure 15-4). Other types of EDE,
including the EDE-CS (15.5, Figure 15-6), add a full VLAN tag that depends on the protected VLAN tag so
that the service provider can support service selection without requiring access to the protected data.
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15.4 Securing PBN connectivity with an EDE-M

The point-to-point connectivity between the EDEs shown in Figure 15-1 could equally be provided by a
Provider Bridged Network (PBN). Figure 15-4 illustrates the use of a pair of EDE-Ms to secure connectivity
between Customer Bridges attached to port-based service interfaces provided by a PBN. (Numeric
references in the figure are to 8.5.1, 6.9, and 6.13 in IEEE Std 802.1Q-2018.)
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Figure 15-4—EDE-Ms securing point-to-point LAN connectivity across a PBN

As shown in the figure, EDE-M1 (on the left) may recover the signaled priority from the C-VLAN tag (if
present) ofithe'received frame as specified by IEEE Std 802.1Q [see 6.20 (Support of the ISS with signaled
priority).ef TEEE Std 802.1Q-2018] before protecting the frame using MACsec. If the EDE-M1 is capable of
recovering signaled priority, it shall also be capable of being configured to priority tag [see 6.13 (Support of
the ISS for attachment to a PBN) of IEEE Std 802.1Q-2018] or not priority tag frames transmitted by the
black-side port. EDE-M2 (on the left) receives the frame and (if it is capable of recognizing signaled priority

MNALC_CA
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in the figure, which assumes the service provider interface has been configured to deliver frames that are not
S-tagged). It validates the frame using MACsec before recovering the priority originally signaled by B1 in
the C-VLAN tag (if present, and if capable of recovering signaled priority) and forwarding the frame.

In this scenario, each EDE-M’s PAE uses the Bridge Group Address (01-80-C2-00-00-00) as the destination
address of EAPOL PDUs transmitted to its peer PAE. The use of this address is specified in
IEEE Std 802.1X, and it is also identified as the Nearest Customer Bridge group address by
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IEEE Std 802.1Q. Each EDE-M filters any frame with a destination address that is one of the Reserved
Addresses specified by IEEE Std 802.1Q as filtered by MAC Bridge and C-VLAN components (Table 8-1
of IEEE Std 802.1Q-2018) with the exception of the Nearest Customer Bridge group address.

NOTE—A frame that is received on the red-side port and not forwarded by the MAC Relay Entity will not be received
by the PAE for the black-side port or transmitted on the black-side port. A frame that is received on the black-side port
and not forwarded will not be transmitted on the red-side port but can be received by the PAE for the black-side port.

The PBN service is not necessarily limited to point-to-point connectivity, Figure 15-5 illustrates the secure

use of a multi-point service to connect three customer bridges.

ﬁ,\?a e B2
N2

black-side red-side
port port

Ny

black-side red-side
port port

Figure 15-5—EDE-Ms securing multi-point PBN-connectivity
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g
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In the figure the provider bridge ports attached to the black-side pofts)of each of the EDEs are assumed to be
configured to provide connectivity between each of the latter.

15.5 Securing PBN connectivity with an EDE-CS

An EDE-CS provides a red-side C-tagged servicetinterface and uses a black-side S-tagged service interface.
It allows an attached customer network to use CzVIDs to select between provider service instances, protects
each of those service instances with a separate CA, and identifies frames for each with a single S-VID. An
EDE-CS comprises both a C-VLAN and.an S-VLAN component, just as in a Provider Edge Bridge (PEB),
with the following additions and restrictions. A single C-VLAN component provides a single red-side
Customer Edge Port and one or more Provider Edge Ports, each supported by a SecY. Each of the Provider
Edge Ports is attached to one of the’Customer Network Ports of the S-VLAN component, which supports a
single black-side Provider Network Port.

NOTE—The terms customer_and provider applied to the external and internal ports of an EDE-CS are those used by
IEEE Std 802.1Q in its,description of PBs, PEBs, and BEBs and reflect the role of those ports in the layered network
architecture. They do‘not'indicate control or ownership of the equipment.

Figure 15-6 depicts an example network, with a single provider operated bridge (PB) that provides S-tagged
service interfaces to two customer operated EDE-CSs and a customer operated PEB, and a port-based
interface o a customer owned EDE-M. Consider EDE-CSI1, on the left of the figure. This has a C-VLAN
component, with a single Customer Edge Port connected to bridge B1 and three Provider Edge Ports, and an
S¢éVIPAN component, with a Provider Network Port attached to the provider’s S-tagged service interface and
three Customer Network Ports. Each of the three Provider Edge Ports has a SecY that protects transmitted

Q12
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is constrained, as required by IEEE Std 802.1Q’s specification of PEB operation, to forward frames received
on its Customer Edge Port for a given VLAN to at most one of its Provider Edge Ports, and hence to at most
one Customer Network Port. Each of the Customer Network Ports does not have a SecY, and thus treats each
received frame as untagged and assigns it to the S-VLAN identified by the port’s PVID as follows:

— The upper port’s PVID is configured with the S-VID used by the point-to-point service instance that
provides connectivity to EDE-M2 (thus protecting communication between B1 and B2).
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— The middle port’s PVID provides connectivity to the upper Provider Edge Port in EDE-CS3
(protecting communication between B1 and B3).

— The lower port’s PVID provides connectivity to the upper C-VLAN component in PEB4 (with a
SecY on its Provider Edge Port, protecting communication between B1 and B4.1).

Not all the protected traffic has to pass through EDE-CS1 or be associated with one of its protected service
instances; the figure also shows EDE-CS3 and PEB4 (with a SecY on the Provider Edge Port of its lower
C-VLAN component) protecting traffic between B3 and B4.2.

Provider Edge

Port
Customer Edge
Pon?

B1

S
...data |C-TAG| SA | DA

EDE-M2
Customer
Network Port

Provider D .
Network Port
EDE-CS3
B1,83 |
B3,B4.2 .

EDE-CS1

...data [C-TAG]SecTAG[ SA[DA]

—>

..data |C-TAG[SecTAG[S-TAG[SA[DA]

Figure 15-6—Example network with an EDE-CS

Figure 15-7 shows the internal architecture of\an EDE-CS together with that of a Customer Bridge and a
Provider Bridge (attached to the EDE-CS’s Customer Edge Port and Provider Network Port respectively).
This view of the interface stacks involved-in the connection of the EDE-CS to an S-tagged interface depicts
just one path through the network.

The PAE of each EDE-CS’s Provider Edge Port shall be capable of being configured to use the Bridge
Group Address (01-80-C2-00-00-00, also known as the Nearest Customer Bridge group address) as the
destination address of EAPOL PDUs that it transmits and receives. The C-VLAN component of an EDE-CS
filters any frame with a destination address that is one of the Reserved Addresses specified by
IEEE Std 802.1Q as-filtered by MAC Bridge and C-VLAN components (Table 8-1 of IEEE Std 802.1Q-
2018), including(the Nearest Customer Bridge group address. The S-VLAN component filters any frame
with a destination address that is one of the Reserved Addresses specified by IEEE Std 802.1Q as filtered by

S-VLAN cemponents.

NOTE{B¢cause the EDE-CS’s C-VLAN component provides connectivity to multiple service instances, it does not
offer-the same level of transparency to protocols using the Nearest Customer Bridge group address as does an EDE-M.

lwrFigure 15-6 the PAE associated with the uppermost Provider Edge Port on EDE-CS1 is connected (over

...data [C-TAG|SA | DA

an S-VLAN supported by the Provider Bridge PB) to the PAE for the black-side port of EDE-M2Z, and
exchanges EAPOL PDUs with that PAE. The path between the PAEs is supported by the S-VLAN
components (the network component in EDE-CS1 and the Provider Bridge PB) that do not filter frames with
the destination MAC address used by the EAPOL PDUs. Similarly EAPOL PDUs are exchanged between
the PAE for the middle Provider Edge Port of EDE-CS1 exchanges EAPOL PDUs with the PAE for the
upper Provider Edge Port of EDE-CS3 (over another S-VLAN), between the PAE for lower Provider Edge
Port of EDE-CS1 and that for the upper Provider Edge Port of PEB4, and between the PAEs for the lower
Provider Edge Ports for EDE-CS3 and PEB4.
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Figure 15-7—EDE-CS connected to a PBN S-tagged interface

15.6 Securing PBN connectivity with an EDE-CC

A service provider might offer C-tagged seryicelinterfaces but not S-tagged interfaces. Equally it might be
desirable to secure existing network connectivity by adding an EDE between a Customer Bridge and the
provider network while retaining the C-VLAN service selection capability. Figure 15-8 illustrates this
before and after scenario.

The upper half of the figure depicts a Customer Bridge attached to a PEB that provides access to three
point-to-point service instances, each selected by one or more C-VIDs or by the PVID used by the PEB’s
Customer Edge Port to ‘classify frames received untagged. Frames with any given VID are forwarded
through at most one of the PEB’s Provider Edge Ports and hence through at most one Customer Network
Port. The PEB’s S:-VLAN component sees each of these frames as untagged (as it does not recognize a
C-TAG) and agsigns each to the S-VLAN (and thus to the point-to-point service instance) identified by the
Customer Network Port’s PVID. The frame is S-tagged with the selected S-VID as it passes through the
PEB’s Provider Network Port into the PBN. In the other direction, each frame received from the PBN is
directed by the PEB’s S-VLAN component to Customer Network Port whose PVID matches the received
S-VAP: The S-TAG is removed on transmission through the Customer Network Port, revealing the C-tagged
frande, which is then forwarded by the PEB’s C-VLAN component. Within the PEB, one C-VLAN can be
cdrried without a tag on each of the internal LANs that connects a Provider Edge Port with a Customer

Network Port, which leads to the possibility of frames for each of these C-VLANSs being carried without a
C-TAG within the PBN.

In the lower half of Figure 15-8 an EDE-CC has been added between the Customer Bridge and the PEB. In
the figure the PEB is shown as supporting three service provider instances, protecting communication
between B1 and B2, B1 and B3, and between Bl and B4 (B2, B3, and B4 lying elsewhere in the network),
and the EDE-CC’s edge component has three Provider Edge Ports, each participating in a CA that protects
one of the service instances. In this scenario, it is unnecessary to carry the additional C-TAG, added by the
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EDE-CC’s network component, over the PBN—it can be removed by the PEB’s Provider Edge Port as the
attached internal LAN suffices to identify the provider service instance within the PEB. The PBN frame
format for each of the service instances is then as shown in the bottom right of the figure. If the PEB had
been configured to map these CAs to one or two service instances, a C-TAG would be required to
distinguish those carried over a common service instance.

Provider Edge B1,B2 “CAustolmfr
Port Netwrork
@ ‘
/\/ ? PProvider
Customer Edge —p Network Port
Port ...data [C-TAG[ SA|DA
—>
....data -SA -DA |
) =»
....data| C-TAG ..datd JJG-TAG[S-TAG[SA]DA]

..data [S-TAG]SA|DA]

EDE-CC PEB

Provider Edge B1,B2 Customer B1 ,'BZ
Nl N

Port etwork Port

e > N
/\/ )Provider b B1,B4 ‘

Network Port

Customer Edge
Port

...data[C-TAG[SecTAG[ SADA] .“data [C-TAG[SecTAG[C-TAG[ SATDA]

...data [C-TAG]SecTAG[SA[DA]

—> —
...data [C-TAG] SA]DA ..data[C-TAG[ SecTAG| C-TAG[ SAJDA | ...data_|C-TAG[SecTAG[C-TAG[S-TAG[ SA[DA]

...data [C-TAG[SecTAG[S-TAG[SA[DA]

Figure 15-8—Using an EDE-CC with a C-tagged provider service interface

Figure 15-9 shows the architecture of the EDE-CC in more detail. This standard extends the use of the terms
Customer Edge Port, ProvidertEdge Port, Customer Network Port, and Provider Network Port (initially
defined in IEEE Std 802. }Q\for Provider Edge Bridges) to identify ports that play similar roles in EDE-CSs,
EDE-CCs, and EDE-SSs. However, if a SecY associated with a EDE-CC’s Provider Edge Port is configured
not to protect frames\(as might be done to facilitate initial deployment), a SecTAG will not be added to
transmit frames, (and' the EDE-CC’s Customer Network Port component will see the received frames as
already C-VLAN*agged and will not add a further tag. The externally observable behavior of the EDE-CC
would thensrgsemble that of a single Customer Bridge, not a Provider Edge Bridge.

The PAE/of each Provider Edge Port for an EDE-CC’s edge component shall be capable of being configured
to"use the EDE-CC PEP Address (see Table 15-1) as the destination address of EAPOL PDUs that it
transmits and receives. In Figure 15-9, the EDE-CC’s C-VLAN network component (shown on the right in

a o D ot nd Pro derNe Ja Dort) 1 o o

accompanying edge component to emphasize the fact that it is transparent to the operation of the Provider
Edge Port PAEs and other edge component protocol entities. It filters any frame with a destination address
that is one of the Reserved Addresses specified by IEEE Std 802.1Q as filtered by S-VLAN components.
The EDE-CC’s C-VLAN edge component (shown on the left in the figure, with a Customer Edge Port and a
Provider Edge Port) filters any frame with a destination address that is either one of the Reserved Addresses
specified by IEEE Std 802.1Q as filtered by MAC Bridge and C-VLAN components (Table 8-1 of
IEEE Std 802.1Q-2018) or the EDE-CC PEP Address.
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Figure 15-9—EDE-CC architecture

The configuration of an EDE-CC is constrained to restrict egress for ¢ach’Provider Edge Port to a single
C-VID and to restrict the PVID for the internally connected Customer Network Port to the same value, with
the consequence that the outer C-VID will always match the inner E=VID. The PVID for the Customer Edge
Port is constrained to be the same as that for the Provider Netwerk Port and the Static VLAN Registration
Entry (8.8.2 of IEEE Std 802.1Q-2018) for that and other YIDs are constrained so that frames for that VID
are transmitted untagged on both ports, with the conseqdence that frames received untagged on either port
are forwarded (if at all) untagged on the other. These restrictions simplify EDE management, supporting the
desired separation of concerns (15.1) and maintaining.the scope of address learning within each C-VLAN. If
the desired secured connectivity between the EDE-CC and its potential (provider network attached) peers
depends only on their characteristics and do€s not vary by C-VLAN, an EDE can create that secure
connectivity on demand—initiating EAP or starting MKA instances to authenticate and authorize the VLAN
connectivity as frames for each VLANare received—reducing the need to communicate VLAN specific
details between administrative organizations. Further restrictions on the use of EAPOL and MKA to support
such dynamically created conngctivity—including use of pre-shared or cached secure Connectivity
Association Keys (CAKs) ahd announcements—are beyond the scope of this specification (see
IEEE Std 802.1X for detailed.capabilities).

NOTE—The descriptive advantage of the two component architecture of PEBs and EDEs is not limited to VLAN
multiplexing over service instances. It allows existing and developing port-based queue servicing specifications to be
applied in the context'of the resources available to each provider service instance, for example.

15.7 Securing PBN connectivity with an EDE-SS

An EDE-SS addresses a similar requirement to that for an EDE-CC—securing existing network connectivity
with minimal change to existing systems, in this case retaining S-VLAN service selection capability, using
th¢ same architecture with two S-VLAN components instead of two C-VLAN components. The same

coniigurations restrictions apply: e value of the outer S-VID added and removed by the EDE's network
component matches that of the inner S-VID, and frames received untagged by the Customer Edge Port are
transmitted untagged by the Provider Network Port and vice versa.

The PAE of each EDE-SS’s Provider Edge Port shall be capable of being configured to use the EDE-SS PEP
Address (see Table 15-1) as the destination address of EAPOL PDUs that it transmits and receives. The
S-VLAN network component filters any frame with a destination address that is one of the Reserved
Addresses specified by IEEE Std 802.1Q as filtered by S-VLAN components. The S-VLAN edge
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component filters any frame with a destination address that is one of these addresses or the EDE-SS PEP
Address.

NOTE—An EDE device with red-side recognition of S-TAGs and black-side addition and removal of I-TAGs and
B-TAGs, used to secure connectivity across a Provider Bridged Backbone Network (PBBN), would not differ from a
BEB with an EDE-SS on the customer side and is therefore not described in this standard.

15.8 EDE Interoperability

The PAEs specified for each EDE type (in 15.2, 15.4, 15.6, and 15.7) can be configured to use the group
MAC address typically used by a potential peer MACsec capable system. Table 15-1 summarizes the group
addresses specified by this standard and IEEE Std 802.1X, and their filtering by bridge components.

Table 15-1—PAE Group Addresses

Address assignment Address value Address filtering
EDE-CC PEP Address 01-80-C2-00-00-1F |Y?
Bridge Group Address, 01-80-C2-00-00-00 |Y /¥
Nearest Customer Bridge group address
EDE-SS PEP Address 01-80-C2-00-00-0B- \Y' |Y |Y
Nearest non-TPMR Bridge group address, 01-80-C2-00-00-03 |Y |Y |Y |Y
IEEE Std 802.1X PAE address®
Individual LAN Scope group address, 01-80-C2-00-00-0E |Y |Y |Y |Y |Y
Nearest Bridge group address®
EDE-CC Edge components

MAC Bridge & C-VLAN components (Customer Bridges, PEB w/multiple PEPsd)
PEB C-VLAN components w/ single PEP
S-VLAN components (Provider Bridges, Provider Backbone Bridges, PEBs)

TPMR components

Y indicates, Yes, this address is filtered by thé component.

bIdentified as the “IEEE Std 802.1X PAE address” in IEEE Std 802.1Q-2003 and IEEE Std 802.1Q-2005 and as the “PAE group
address” in IEEE Std 802.1X-2010.

“It is intended that no IEEE 802. \telay device will be defined that will forward frames that carry this destination address.

dA PEB’s C-VLAN component(with multiple PEPs supports more than one provider network service instance.

Table 15-2 summarizes the use of these addresses in various scenarios. In each case, the choice of address is
constrained by the need for it to be forwarded (and not filtered) by intervening components. For example, a
PAE for an EDE-M connected via a port-based interface providing access to a single provider service
instance can.use-the Nearest Customer Bridge group address to communicate to a peer PAE in a similarly
connected,' EDE-M or Customer Bridge, but cannot use that address to communicate to an EDE-CC
connegted.to a C-tagged interface. Where connectivity is impossible or undesirable, an address is not given.
For_example, securing connectivity between a EDE-CC connected to a provider network and a TPMR
connected to a distant LAN might be possible using the EDE-CC PAE address, but could render traffic
felayed by the TPMR unintelligible to neighboring Customer Bridges, which operate at a higher sublayer in

e TICTWOTK S COMNIECHVITY. 111¢ TIetWOTK adITIStratorSioutd take care 1ot 10 (Mroduce a Simitar
(sub)layering violation by configuring the PAE of an EDE-M that is not directly connected to a PBN with
the EDE-CC PAE address, as that could interfere with the operation of configuration protocols between the
EDE-M and its immediate neighbors.

In addition to agreeing on the group addresses to be used by their PAEs, MACsec-capable systems
connected to a PBN can only interoperate if the use, addition, removal, or modification of VLAN tags by the
provider network is appropriate. EDE-CCs (for example) rely on the presence of VLAN tags to distinguish
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provider network service instances. EDE-Ms (on the other hand) need to receive frames from the attached
single provider network service instance untagged. When EDE-Ms (or MACsec-capable Customer Bridges)
are connected across a PBN in a hub-and-spoke configuration to an EDE-CC acting a hub, the PBN has to be
configured to add a C-VLAN tag prior to EDE-CC reception so that the latter can separate frames from each
spoke and has to remove the outer C-VLAN tag from frames transmitted by the EDE-CC before they are
delivered to each spoke.

Table 15-2—PAE Group Address use

System Connectivity Address™?
EDE-CC C-tagged PBN i/f -1F -1F -1F
EDE-M Port-based PBN i/f |-1F -00 -00 -00
Customer Bridge Port-based PBN i/f |-1F -00 -00 -00
EDE-CS S-tagged PBN i/f -00 -00 -00
EDE-SS S-tagged PBN i/f -0B
Provider Bridge Individual LAN -03 -03 -03 -0E
EDE-M Individual LAN -03 -03 -03 -0E
Customer Bridge Individual LAN -03 -03 -03 -0E
TPMR Individual LAN -OE -0E -OE -0E

¥The system connected as shown in the ith row of the table interoperates with that in the jth row (also{connected as shown in that row) using the group address
in ith row and jth column.

YFor convenience the EDE-CC PEP Address is shown as -1F, the Nearest Customer Bridge group address as -00, the EDE-SS PEP Address as -0B, the
Nearest non-TPMR Bridge group address as -03, and the Nearest Bridge group address as 0E,

NOTE—Table 15-2 is not intended to cover all MACsec interopetability scenarios.

Any outer C-VLAN (or S-VLAN in the case of an EDE-SS) tag only facilitates service selection and
connectivity across the PBN. This tag is neither uséd or trusted by systems attached to red-side ports. The
level of trust associated with connectivity between EDEs is based on contents of each MACsec-protected
frame, including (where appropriate) the VLAN tag. For example, red-side traffic can be separated by
VLAN according to the use made of each VLAN. If the PAE of an EDE-CC’s Provider Edge Port establishes
connectivity across a PBN and the levellof authorization (based on authentication attributes) associated with
the remote EDE is sufficient only to permit limited access (perhaps to a guest VLAN), then the EDE-CC’s
Edge Components VLAN ingressicontrols for the PEP can be configured to deny access to other VLANS.

15.9 EDEs, CFM, and UNI Access

Provider network-eperators typically define a User Network Interface (UNI) that enables autoconfiguration
of devices attached to provider network services and provides service status information. One set of
protocols that stuipports these UNI functions is the Ethernet Local Management Interface (E-LMI) specified
by the MEF.Forum (MEF 16 [B14]). Connectivity Fault Management (CFM) as specified by Clause 18
through Clause 22 of IEEE Std 802.1Q-2018 can be used to monitor provider service instances, detecting
andsselating connectivity failures. CFM supports the hierarchical nesting of maintenance domains, naturally
complementing the service (sub)layering enforced by the use of MACsec. CFM PDUs that are interpreted,
modified, or generated by the provider network are not forwarded through EDE red-side ports, but are

sourced and sunk by maintenance end points within an EDE. An EDE-CC PEP can be configured to relay
unprotected traffic for a given VLAN so that a red-side attached system can access the provider network
UNI directly, but the red-side network then depends on those red-side systems not to forward frames for
those VLANS further, and those systems would themselves depend on filtering of unprotected frames within
the EDE for their own protection. The specification of such filtering or the substitution of equivalent proxy
functions is specific to UNI operations and beyond the scope of this specification.
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16. Using MIB modules to manage EDEs

Ethernet Data Encryption devices (EDEs), specified in Clause 15, can be managed using the MIB modules
specified in IEEE Std 802.1Q, IEEE Std 802.1X, and Clause 13 (MAC Security Entity MIB) of this
standard. This clause specifies how EDEs are managed using these MIB modules, drawing particular
attention to how constraints on EDE behavior are reflected in the MIBs and their use.

‘64-Securi : Jorati

The user of this standard is encouraged to review the security considerations described by the defining
standard for each of the MIB modules referenced by this clause. An EDE implementation can restrict remote
management use of the management controls identified as sensitive. When used to manage” EDE
functionality, a greater weight might be placed on their sensitivity than in other uses.

16.2 EDE-M Management

An EDE-M is managed as a VLAN-unaware MAC Bridge (5.14 of IEEE Std 8024Q-2018) using the MIB
modules specified in IEEE Std 802.1Q, with the black-side port interface stack‘uicluding a SecY managed
by the MIB module specified in this standard and supported by a PAE managed by the MIB module
specified in IEEE Std 802.1X. The Bridge Name (the sysDescr object imtiegZ’SNMPv2-MIB) should identify
the bridge as an EDE-M, but this standard does not constrain the syntax‘of that identification. Similarly the
Port Name (the ieee8021BridgeBasePortName in the IEEE8021-BRIDGE-MIB) should identify the red-side
and black-side ports, but this standard does not constrain the syntax of that identification.

16.3 EDE-CS Management

An EDE-CS is managed as a Provider Edge Btidge (5.10.2 of IEEE Std 802.1Q-2018) using the MIB
modules specified in IEEE Std 802.1Q, withzeach Provider Edge Port (PEP) stack including a SecY
managed by the MIB module specified in*this standard and supported by a PAE managed by the MIB
module specified in IEEE Std 802.1X. The'Bridge Name (the sysDescr object in the SNMPv2-MIB) should
identify the bridge as an EDE-CS, but‘this standard does not constrain the syntax of that identification.
Similarly the Port Name (the icee8021BridgeBasePortName in the IEEE8021-BRIDGE-MIB) should
identify the red-side Customer Edge Port and the black-side Provider Network Port, but this standard does
not constrain the syntax of thatidentification.

16.4 EDE-CC and EDE-SS Management

The sysDescr (object in the SNMPv2-MIB should identify the system as an EDE-CC or EDE-SS as
appropriate, but this standard does not constrain the syntax of that identification.

The edge' component of an EDE-CC or EDE-SS, its Customer Edge Port, and its Provider Edge Ports may be
managed using the MIB modules specified in IEEE Std 802.1Q. The edge component has a ComponentID
of 1. The red-side port is the only Bridge Port for that component that is identified as a Customer Edge Port.

NOTE—The applicable MIB modules specified in IEEE Std 802.1Q include, at a minimum, the IEEE8021-TC-MIB, the
IEEE8021-BRIDGE-MIB, and the IEEE8021-Q-BRIDGE-MIB. The Componentld is wused as the
ieee8021BridgeBaseComponentld in the ieee8021BridgeBaseTable of the IEEE8021-BRIDGE-MIB, and the
ieee802QBridgeComponentld in the ieee8021QBridgeTable of the IEEE8021-QBRIDGE MIB.
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An EDE-CC or EDE-SS can be managed without explicitly managing its network component. The static or
dynamic instantiation of each Provider Edge Port results in the instantiation of a matching Customer
Network Port (CNP) and an internal connection between the PEP and the CNP. The PVID values, egress,
ingress, and tagging parameters associated with each of the network component’s ports are determined by
values for the edge component and the EDE configuration restrictions (15.6, 15.7). The network component
is identified by a ComponentID of 2 to support the use of additional capabilities, such as CFM or queue
service disciplines applied to the Provider Network Port as a whole, which can require or make use of
network component management. The red-side port is the only Bridge Port for that component that is

1dentitied as a Provider Network Port.

162
Copyright © 2018 IEEE. All rights reserved.


https://iecnorm.com/api/?name=351844642a883c0847a6e53a397c02b2

ISO/IEC/IEEE 8802-1AE:2020(E)

IEEE Std 802.1AE-2018
IEEE Standard for Local and metropolitan area networks—Media Access Control (MAC) Security

Annex A

(normative)

PICS proforma1

7

A.1 Introduction

The supplier of a protocol implementation which is claimed to conform to this standard shall complete the
following Protocol Implementation Conformance Statement (PICS) proforma.

A completed PICS proforma is the PICS for the implementation in question. The PICS is a statement of
which capabilities and options of the protocol have been implemented. The PICS can have a pumber of uses,
including use

a)

b)

¢)

d)

A.2 Abbreviations and special symbols

A.2.1 Status symbols

A.2.2 General abbreviations

By the protocol implementor, as a checklist to reduce the risk of failure to conform to the standard
through oversight;

By the supplier and acquirer—or potential acquirer—of the implementation, as a detailed indication
of the capabilities of the implementation, stated relative to the common basis for understanding
provided by the standard PICS proforma;

By the user—or potential user—of the implementation, as)a basis for initially checking the
possibility of interworking with another implementation (dete that, while interworking can never be
guaranteed, failure to interwork can often be predicted from incompatible PICSs);

By a protocol tester, as the basis for selecting apprapriate tests against which to assess the claim for
conformance of the implementation.

M mandatory

(0) optional

O.n optional, but support of at least one of the group of options labelled by the same numeral n
is required

X prohibited

pred:  conditional-item symbol, including predicate identification: see A.3.4

- logical negation, applied to a conditional item’s predicate

N/A not applicable
PICS  Protocol Implementation Conformance Statement

l7Copyright release for PICS proformas: Users of this standard may freely reproduce the PICS proforma in this annex so that it can be
used for its intended purpose and may further publish the completed PICS.
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A.3 Instructions for completing the PICS proforma

A.3.1 General structure of the PICS proforma

The first part of the PICS proforma, implementation identification and protocol summary, is to be completed
as indicated with the information necessary to identify fully both the supplier and the implementation.

The main part of the PICS proforma is a fixed-format questionnaire, divided into several subclauses, each

containing a number of individual items. Answers to the questionnaire items are to be provided in the
rightmost column, either by simply marking an answer to indicate a restricted choice (usually Yes or No), of
by entering a value or a set or range of values. (Note that there are some items where two or more choiees
from a set of possible answers can apply; all relevant choices are to be marked.)

Each item is identified by an item reference in the first column. The second column contains,the question to
be answered; the third column records the status of the item—whether support is mandatory; optional, or
conditional; see also A.3.4 below. The fourth column contains the reference or references to)the material that
specifies the item in the main body of this standard, and the fifth column provides the space for the answers.

A supplier may also provide (or be required to provide) further information, categorized as either Additional
Information or Exception Information. When present, each kind of further information is to be provided in a
further subclause of items labelled A4i or Xi, respectively, for cross-referéncing purposes, where i is any
unambiguous identification for the item (e.g., simply a numeral). There-ate no other restrictions on its format
and presentation.

A completed PICS proforma, including any Additional Information and Exception Information, is the
Protocol Implementation Conformation Statement for the-miplementation in question.

NOTE—Where an implementation is capable of being configured in more than one way, a single PICS may be able to
describe all such configurations. However, the supplier has.the choice of providing more than one PICS, each covering
some subset of the implementation’s configuration capabilities, in case that makes for easier and clearer presentation of
the information.

A.3.2 Additional information

Items of Additional Information allow a supplier to provide further information intended to assist the
interpretation of the PICS. It is not intended or expected that a large quantity will be supplied, and a PICS
can be considered complete ithout any such information. Examples might be an outline of the ways in
which a (single) implementation can be set up to operate in a variety of environments and configurations, or
information about aspects of the implementation that are outside the scope of this standard but that have a
bearing upon the answers to some items.

References to items of Additional Information may be entered next to any answer in the questionnaire, and
may be included in items of Exception Information.

A.3.3:Exception information

It/may occasionally happen that a supplier will wish to answer an item with mandatory status (after any

COIITONS TAVe DECIT appiicd) 1T a way UTat COIHTts Wit the fdicated TequiTeITent. INO pIeprimed answer
will be found in the Support column for this: instead, the supplier shall write the missing answer into the
Support column, together with an Xi reference to an item of Exception Information, and shall provide the
appropriate rationale in the Exception item itself.

An implementation for which an Exception item is required in this way does not conform to this standard.

NOTE—A possible reason for the situation described above is that a defect in this standard has been reported, a
correction for which is expected to change the requirement not met by the implementation.
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A.3.4 Conditional status
A.3.4.1 Conditional items
The PICS proforma contains a number of conditional items. These are items for which both the applicability

of the item itself, and its status if it does apply—mandatory or optional—are dependent upon whether or not
certain other items are supported.

Where a group of items is subject to the same condition for applicability, a separate preliminary question
about the condition appears at the head of the group, with an instruction to skip to a later point in the
questionnaire if the “Not Applicable” answer is selected. Otherwise, individual conditional items) are
indicated by a conditional symbol in the Status column.

A conditional symbol is of the form “pred: S where pred is a predicate as described in A.3,4.2 below, and
S is a status symbol, M or 0.

If the value of the predicate is True (see A.3.4.2), the conditional item is applicable, and its status is
indicated by the status symbol following the predicate: the answer column is to b.matked in the usual way.
If the value of the predicate is False, the “Not Applicable” (N/A) answer is to beédnarked.

A.3.4.2 Predicates

A predicate is one of the following:

a)  An item-reference for an item in the PICS proforma: the walue of the predicate is True if the item is
marked as supported, and is False otherwise;

b) A predicate-name, for a predicate defined asya.Boolean expression constructed by combining
item-references using the Boolean operator ORthe value of the predicate is True if one or more of
the items is marked as supported;

¢) A predicate-name, for a predicate defined as a Boolean expression constructed by combining
item-references using the boolean operator AND: the value of the predicate is True if all of the items
are marked as supported,

d) The logical negation symbol-%~" prefixed to an item-reference or predicate-name: the value of the
predicate is True if the valug of the predicate formed by omitting the “—” symbol is False, and vice
versa.

Each item whose reference’is used in a predicate or predicate definition, or in a preliminary question for
grouped conditional items, is indicated by an asterisk in the Item column.
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A.4 PICS proforma for IEEE Std 802.1AE

A.4.1 Implementation identification

Supplier

’““n-taet—pei-n‘ for-aueries-about-the-RPICS,
b

Implementation Name(s) and Version(s)

Other information necessary for full
identification—e.g., name(s) and version(s)
of machines and/or operating system names

NOTE 1—Only the first three items are required for all implementations; othet, information may be completed as
appropriate in meeting the requirement for full identification.

NOTE 2—The terms Name and Version should be interpreted appropriately to correspond with a supplier’s
terminology (e.g., Type, Series, Model).

A.4.2 Protocol summary, IEEE Std 802.1AE

Identification of protocol specification IEEE Std802:1AE-2018, IEEE Standard for Local and Metropolitan
Area Networks: Media Access Control (MAC) Security

Identification of amendments and corrigenda
to the PICS proforma which have been Amd. : Corr.
completed as part of the PICS
Amd. : Corr.

Have any Exception items been requited?
(See A.3.3: the answer Yes means/that the No [] Yes []
implementation does not conform to
IEEE Std 802.1AE-2018.)

| Date of Statement
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A.5 Major capabilities

Item Feature Status References Support
SAP Does the implementation of each MAC Security Entity support | M 5.3(a), Yes [ ]
the Controlled and Uncontrolled Ports, and use a Common Port Clause 10,
as specified in Clause 10? A.6
STAT | Does the implementation support the MAC status and M 5.3(b), Yes [ ]
point-to-point parameters for the Controlled and Uncontrolled 6.4,6.5,10.7,
Ports as specitied mn 6.4, 6.5, and 10.7/7 AT
GEN Does the implementation process transmit requests from the M 5.3(c), Yes [ ]
Controlled Port as required by the specification of Secure Frame 10.5,
Generation (10.5)? A8
VER Does the implementation process receive indications from the | M 5.3(d), Yes[\]
Common Port as required by the specification of Secure Frame 10.6,
Verification (10.6), prior to causing receive indications at the A9
Controlled Port?
FMT Does the implementation encode and decode MACsec PDUs as | M 5.3(e), Yes [ ]
specified in Clause 9? Claus¢ 9,
A0
SCI Does the implementation use a 48-bit MAC Address and a M 5.3(9), Yes|[ ]
16-bit Port Identifier unique within the scope of that address 8.2.1
assignment to identify each transmit SCI, as specified in 8.2.1?
PERF | Does the implementation satisfy the performance requirements .| M 5.3(g), 10.1, |Yes[]
specified in Table 10-3 and 8.2.2? Table 10-3,
8.2.2
FCS Does the implementation introduce an undetected fram¢ error | X 5.3(n), No[]
rate greater than that achievable by preserving the original FCS, 10.4, 6.10
as required by 10.4?
KAY Does the implementation support the LMI operations required | M 5.3(h), Yes [ ]
by the Key Agreement Entity as specified in'€lause 10? Clause 10,
A.ll
MGT | Does the implementation provide theymanagement functionality | M 5.3(31), Yes [ ]
specified in 10.7? 10.7,
A.12.1
MIB Does the implementation support access to MACsec parameters | O 5.3(a), Yes[] No[]
by a network management using SNMPv3 and the MIB module Clause 13
specified in Clause 137
SNMX | Does the implementation support access to MACsec parameters | X 5.3(p) No[ ]
using any version of SNMP prior to SNMPv3?
MSC Does thesmplementation support more than one receive SC? o 5.4(b) Yes[] No[]
MSAK | Does the implementation support more than two receive SAKs? | O 5.4(c) Yes[] No[]
CS Does'the implementation protect and validate MACsec PDUs by | M 5.3(G), Yes [ ]
using implemented Cipher Suites as specified in 14.1? 14.1
CSL Does the implementation support Integrity Protection using the | M 5.3(k), Yes [ ]
Default Cipher Suite specified in Clause 14? Clause 14,
14.5
CSC DUUD tll\/ ;lll})lblllblltat;\]ll ouyyult Cuuﬁdbut;a“t_y PlUtbbt;Ull CSC.C 5.4\\4}7 ‘l’\/b [ ]
using the Default Cipher Suite without a Confidentiality Offset | CSO:M | Clause 14,
as specified in Clause 14? 14.5
CSO Does the implementation support Confidentiality Protection 0] 5.4(9), Yes [ ]
using the Default Cipher Suite with a Confidentiality Offset as Clause 14,
specified in Clause 14? 14.5,
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A.5 Major capabilities (continued)

Item Feature Status References Support

CSA Does the implementation include Cipher Suites that are o 5.4(g), Yes[] No[]
specified in Clause 14 in addition to the Default Cipher Suite? A.13
(This PICS requires the completion of a copy of Table A.13 for
each such Cipher Suite implemented.)

CSX Does the implementation include any Cipher Suite that is X 5.3(0), No|[ ]
additional to those specitied mn Clause 14 and does not meet all 42,1473,
the criteria specified in 14.2, 14.3, 14.4.1? 14.4.1

CSV Does the implementation include Cipher Suites other than those | O 5.4(1), Yes[] No[\
specified in Clause 14, but meeting the criteria specified in 14.2, A.14
14.3,14.4.1?
(This PICS requires the completion of a copy of Table A.14 for
each such Cipher Suite implemented.)

CSR Does the implementation support a minimum of one receive SC, | M 5.3(D), Yes [ ]
two receive SAKSs, one transmit SC, and one of the two receive Clause 14
SAKSs at a time for transmission as specified in 5.3(1), for each
Cipher Suite implemented?

CSS Does this completed PICS specify the maximum number of M S5:3(m), Yes [ ]
receive SCs, receive SAKS, and transmit SCs for each Cipher A.13,A.14
Suite implemented?

CSRC | What is the maximum number of receive SCs supported by the 5.3(m)
Default Cipher Suite implementation?

CSRK | What is the maximum number of receive SAKs supported by.the 5.3(m)
Default Cipher Suite implementation?

CSTC | What is the maximum number of transmit SCs supported by the 5.3(m)
Default Cipher Suite implementation?

TC Does the implementation support more‘than one transmit SC for | O 5.4(d) Yes[] No[]
any Cipher Suite?

TCT Is a Traffic Class Table implemented? TC:M 5.4(h), Yes[] N/A[]

10.7.17
TCAPT | Is an Access Priority Table implemented? TC:M 5.4(h), Yes[] N/A[]
10.7.17,

FULL | Is a claim for fullconformance being made for the CSv:X |53 Yes[] No[]
implementation? —CSV:0

VAR Is a claimfor"conformance with cipher suite variance being 53 Yes[] No[]
made forthe implementation?
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A.6 Support and use of Service Access Points

Item Feature Status | References Support

SAP-1 | Does each transmit request from the Uncontrolled Port resultina | M 10.4 Yes [ ]
single request to the Common Port with the same parameters?

SAP-2 | Does each receive indication from the Common Port result in a M 10.4 Yes [ ]
single indication to the Uncontrolled Port with the same
parameters if any of the users of the Common Port wishes to

recerve the mdication?

SAP-3 | Does each transmit request from the Controlled Port result in at M 10.4 Yes [ ]
most one request to the Common Port?
SAP-4 | Does each receive indication from the Common Port result in at M 10.4 Yes [ ]
most one indication to the Controlled Port?
SAP-5 | Are any transmit requests made to the Common Port that donot | X 10.4 No []
correspond to requests made at the Uncontrolled or Controlled
Port?
SAP-6 | Are any receive indications caused at the Uncontrolled or X 104 No ]

Controlled Port that do not correspond to indications from the
Common Port?

SAP-7 |Is the order of requests made at the Common Port unchanged from | M 10.4 Yes [ ]
the order of corresponding requests from the Uncontrolled Port?

SAP-8 | Is the order of requests made at the Common Port unchanged fromy "M 10.4 Yes [ ]
the order of corresponding requests from the Controlled Port?

SAP-9 |Is the order of receive indications caused at the Uncontrolled‘Port | M 10.4 Yes [ ]
the same as the order of reception from the Common Port?

SAP-10 | Is each transmit request from the Controlled Port precessed in M 10.4,10.5 |Yes|[]
accordance with the specification of the Secure Frame’Generation
process, prior to discarding the request or making.a corresponding
request to the Common Port?

SAP-11 |Is each receive indication from the Commien Port processed in M 10.4,10.6 | Yes|[]
accordance with the specification of thé Secure Frame Verification
process prior to causing a possible cotresponding indication at the
Controlled Port?

A.7 MAC status and point-to-point parameters

Item Feature Status | References Support

STAT-1 | Are thevalues for MAC_Operational and operPointToPointMAC | M 6.4, Yes [ ]
for the Uncontrolled Port identical to those for the Common Port? 10.7.2

STAT-2-[4s MAC_Operational False for the Controlled Port, and frames M 6.4, Yes [ ]
neither accepted or delivered on the port, if the SA identified by 10.5.1,
the encodingSA is not available for use and protectFrames is set? 7.1

STAT-3 | Is MAC_Operational False for the Controlled Port and frames M 6.4, Yes [ ]
neitheracceptednordelivered if thenextPN for the encodingSAis 1052
zero or 2327

STAT-4 | Is MAC_Operational True only if MAC Enabled is True and M 6.4, Yes [ ]
MAC_Operational for the Common Port is True? 10.7.4

STAT-5 | Is the value of operPointToPointMAC for the Controlled Port M 6.5, Yes [ ]
always as specified in 10.7.4. 10.7.4
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A.8 Secure Frame Generation

Item

Feature

Status

References

Support

GEN-1

Does each transmit request from the Controlled Port
result in an identical transmit request at the Common
Port if the management control protectFrames is False?

M

10.5

Yes [ ]

GEN-2

Does each transmit request at the Common Port
resulting from a request at the Common Port convey

10.5

Yes|[ ]

request parameters, 1.¢., a frame, protected mn
accordance with Clause 10.5 if the management control
protectFrames is True?

GEN-3

Is each protected frame assigned to the SA with AN
corresponding to the current value of encodingSA as
specified by the KaY?

10.5.1

Yes|[ ]

GEN-4

Are frames to be protected discarded if the assigned SA
cannot be used?

10.5.1

Yes[ ]

GEN-5

Is the PN value of zero used?

10.5.2

No[]

GEN-6

Following assignment of a PN to a protected frame, is
the next frame to be protected for the same SA assigned
the next higher value of PN?

10.5.2

Yes| ]

GEN-7

Is the SecTAG encoded as specified in Clause 9?

10.5.3, Clause 9

GEN-8

Is the ES bit set or clear as required by the management
controls useES and alwaysIncludeSCI?

10.5.3

GEN-9

Is the SC bit set or clear and the SCI explicitly encoded
or not as required by the management controls useES,
use SCB, alwaysIncludeSCI, and by the number of.
receive SCs?

10.5.3

GEN-10

Is the SCB bit set or clear as required by the
management controls useSCB and alwaygsIn¢ludeSCI?

10.5.3

GEN-11

Is the E bit set if the frame is confidentiality protected,
and clear otherwise?

9.5

GEN-12

Is the C bit set if the octets of thesSecure Data differ
from those of the User Dataot'the ICV is not 16 octets,
and clear otherwise?

9.5

GEN-13

Is each frame transmitted from the Controlled Port
protected using a (ipher Suite as specified in Clause 14
if protectFrames is'set?

10.5

GEN-14

Is OutOctetsEncrypted incremented by the number of
octets in-the User Data if confidentiality protections is
provided, and OutOctetsProtected incremented
otherise?

10.5.4

GEN-15

Is‘the protected frame transmitted if the MACsec PDU
(SecTAG, Secure Data, and ICV) does not exceed the
maximum data unit size supported by the Common Port
and discarded otherwise?

10.5.5
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A.9 Secure Frame Verification

Item Feature Status References Support
VER-1 For each receive indication, does the Secure Frame M 10.6, Yes[ ]
Verification process examine the user data for a 9.3 through 9.9,
SecTAG and validate frames with a SecTAG as 9.10,9.11,9.12

specified in 9.12, extracting and decoding the SecTAG
as specified in 9.3 through 9.9, and extracting the User
Dataand IC\ ag cpp(‘iﬁpﬂ 1n910and9o 112

VER-2 Is a received frame without a SecTAG delivered to the | M 10.6 Yes|[ ]
Controlled Port if validateFrames is not Strict, and
discarded otherwise?

VER-3 Is areceived frame with the SecTAG E bit set and C bit | M 10.6 Yes[]
clear discarded and not delivered to the Controlled
Port?

VER-4 Is the received frame discarded if the SC is unknown |M 10.6.1 Yes|[ ]

and validateFrames is Strict or the C bit is set, and
delivered to the Controlled Port otherwise?

VER-5 Is the received frame discarded if the SA is unused and | M 10.64 Yes[ ]
validateFrames is Strict or the C bit is set, and
delivered to the Controlled Port otherwise?

VER-6 Is the received frame discarded if the PN is less than | M 10.6.2, 10.6.4 Yes| ]
the lowest acceptable packet number for the SA and
replayProtect is enabled?

VER-7 Is the InPktsOverrun counter incremented if a received | M 10.6.3 Yes|[ ]
frame is discarded for reasons not attributed to the data
conveyed?

VER-8 If validateFrames is Disabled, is Cipher Suite M 10.6.3, 10.6.5 Yes| ]

validation omitted and a received frame delivered to
the Controlled Port if the C bit is not set?

VER-9 If validateFrames is not Disabled is thé«Cipher Suite | M 10.6.3 Yes| ]
used to validated the received frame?
VER-10 Are frames that are not successfully validated M 10.6.5 Yes|[ ]

discarded if validateFrames is.Strict or the C bit is set?

VER-11 Are the values for the néxt expected and lowest M 10.6.5 Yes|[ ]
acceptable PN updated as specified in 10.6.5 following
receipt of a MACséc PDU successfully validate by the
Cipher Suite, ahd\itot modified by received frames
otherwise?

VER-12 Are received frames not discarded by Secure Frame M 10.6 Yes[ ]
Verification delivered to the Controlled Port after
refmoyal of a SecTAG and ICV?

VER-13 Are all received frames delivered to Controlled Port M 10.6 Yes[ ]
unmodified if validateFrames is Null?

VER:[4 Is protectFrames set False if validateFrames is set to M 10.6 Yes[ ]
Null?
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A.10 MACsec PDU encoding and decoding

Item Feature Status | References Support
FMT-1 Does each MACsec PDU transmitted contain an integral number | M 9.1 Yes[ ]
of octets?
FMT-2 Does each MACsec PDU transmitted comprise a SecTAG, M 9.1,9.2,9.3, | Yes[ ]
formatted as specified in Clause 9, one or more octets of Secure Figure 9-1,
Data, and an ICV of the length specified by the Cipher Suite in 10.5.3
use?’
FMT-3 Is the EtherType encoded in the SecTAG the value specified in M 9.3,94 Yes| ]
Table 9-1?
FMT-4 Is the version number in the SecTAG encoded as zero? M 9.5 Yes|[ ]
FMT-5 Is the SC bit clear and the SCI not explicitly encoded if the ES bit | M 9.5 Yes[ |
is set?
FMT-6 Is the SC bit set if an SCI is explicitly encoded and clear M 9.5 Yes|[ ]
otherwise?
FMT-7 Is the SC bit clear if the SCB bit is set? M 9.5 Yes| ]
FMT-8 Are bits 7 and 8 of octet 4 of the SecTAG zero? M 97 Yes|[ ]
FMT-9 Is each received MACsec PDU validated as specified in 9.12. M 9.5 Yes| ]
A.11 Key Agreement Entity LMI
Item Feature Status | References Support
KAY-1 Does the implementation allow the KaY to read th€ values of the | M 10.7.2 Yes|[ ]
MAC_Enabled, MAC_Operational, and operPointToPointMAC
parameters?
KAY-2 Does the implementation allow the KaY to set and clear the M 10.7.4, Yes[ ]
ControlledPortEnabled parameter, actingfon the parameter as 10.7.5
specified?
KAY-3 Does the implementation allow the'KaY to discover which Cipher | M 10.2,10.7.7, | Yes[ ]
Suites are implemented and how many receive SCs each can 10.7.16,
support? 10.7.25
KAY-4 Does the implementation allow the KaY to create a receive SC? | M 10.6.1, Yes[ |
10.7.11
KAY-5 Does the implementation allow the KaY to create receive SAsas | M 10.7.13 Yes|[ ]
specified in 10.7.13?
KAY-6 Does thevmplementation allow the KaY to control the use of each | M 10.7.15 Yes|[ ]
receive SAA and to update the values of the next expected PN and
lowest’acceptable PN as specified in 10.7.15?
KAY-7 Does the implementation allow the KaY to create transmit SAs as | M 10.7.22, Yes|[ ]
specified in 10.7.22? 10.5.2
KAY-8 Does the implementation allow the KaY to control the use of each | M 10.7.24, Yes|[ ]
transmit SA as specified in 10.7.24? 10.5.1,
10.5.2
KAY-9 Does the implementation allow the KaY to monitor the nextPN M 10.7.2 Yes|[ ]
associated with each transmit SA in order to create a new SA with
a fresh SAK prior to PN exhaustion?
KAY-10 | Does the implementation allow the KaY to select the Current M 10.7.27 Yes|[ ]
Cipher Suite as specified in 10.7.27?
KAY-11 | Does the implementation allow the KaY to create and control an | M 10.7.26, Yes|[ ]
SAK as specified in 10.7.26 and 10.7.28? 10.7.28
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A.12 Management

A.12.1 Management—control and status information

Item Feature Status References Support

Can each of the following parameter values be read by management?

MGTI-1 The SCI for the SecY M 10.7.1 Yes[ ]

MGTI1-2 | MAC Enabled, MAC Operational, and M 10.7.2 Yes[ ]
operPointToPointMAC for the Uncontrolled Port

MGTI1-3 MAC Enabled, MAC_ Operational, and M 10.7.4 Yes|[ ]
operPointToPointMAC for the Controlled Port

MGTI1-4 The maximum number of receive SCs and SAKs that | M 10.7.7 Yes( |
can be in simultaneous use

MGTI1-5 validateFrames, replayProtect, and replay Window M 10.7.8 Yes[ ]

MGT1-6 The SCI, receiving, createdTime, startedTime, and M 10.7.12 Yes|[ ]
stoppedTime for each receive SC

MGT1-7 inUse, nextPN, lowestPN, createdTime, startedTime, |M 1074 Yes[ |
stoppedTime, and Key Identifier for each receive SA

MGT1-8 The maximum number of SAKs that can be in M 10.7.16 Yes|[ ]
simultaneous use for transmission

MGTI1-9 protectFrames, useES, useSCB, and alwaysIncludeSCI | M, 10.7.17 Yes|[ ]

MGTI1-10 |transmitting, createdTime, startedTime, and M 10.7.21 Yes[ ]
stoppedTime for the transmit SC

MGTI1-11 |inUse, nextPN, lowestPN, createdTime, startedime, |M 10.7.23 Yes|[ ]
stoppedTime, and Key Identifier for each transmdit SA

MGTI1-12 | The currentCipherSuite identifier and the; M 10.7.27 Yes[ ]
confidentialityOffset for frames with confidentiality
protection

MGT1-13 |transmits, receives, and created Time for each SAK M 10.7.29 Yes|[ ]

MGT1-14 | Can the management infosmation for each M 10.7.25 Yes[ ]
implemented Cipher Suite be read?
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A.12.2 Management—basic controls

Item Feature Status References Support

Can the following parameters be written by management, independently for each Controlled Port?

MGT2-1 validateFrames (0] 10.7.8, 10.6 Yes[] No[]
MGT2-2 replayProtect (@) 10.7.8, 10.6.2, Yes[] No[]

1064

MGT2-3 replayWindow (0] 10.7.8, 10.6.5 Yes[] No[]
MGT2-4 protectFrames (0] 10.7.17, 10.5 Yes[] Neof]
MGT2-5 useES (6] 10.7.17,10.5.3 Yes[ ¢ No'[ ]
MGT2-6 |useSCB o 10.7.17,10.5.3 Yes[| No[]
MGT2-7 alwaysIncludeSCI (0] 10.7.17, 10.5.3 Yes[] Nol[]

implemented ?

Can the following parameters be written by management, independently for each Controlled Portor each CipherSuite

MGT2-15 |enableUse (0] 10.7226 Yes[] No[]
MGT2-16 |requireConfidentiality (0] 10,7.26 Yes[] No[]
Can write access by management to each of the following parameters be disabled individually?

MGT2-8 | validateFrames MGT2-I'M 10.7.8 Yes|[ ]
MGT2-9 | replayProtect MGT2-2:M 10.7.8 Yes[ ]
MGT2-10 |replayWindow MGT2-3:M 10.7.8 Yes[ |
MGT2-11 |protectFrames MGT2-4:M 10.7.17 Yes[ |
MGT2-12 |useES MGT2-5:M 10.7.17 Yes[ |
MGT2-13 |useSCB MGT2-6:M 10.7.17 Yes|[ ]
MGT2-14 |alwaysIncludeSCI MGT2-7:M 10.7.17 Yes[ ]

Can write access by management to each ¢f.the following CipherSuite use parameters be disabled individually for each

Controlled Port?
MGT2-17 |enableUse MGT2-15:M |10.7.26 Yes| ]
MGT2-18 | requireConfidentiality MGT2-16:M |10.7.26 Yes|[ ]
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Item Feature Status References Support
Can the following be created, controlled, or selected by management?
MGT3-1 Receive SCs and SAs (0] 10.7.11, 10.7.13, |Yes[] No[]
10.7.15
MGT3-2 Transmit SAs (0] 10722, 10724 Yes[] Nol]
MGT3-3 The current CipherSuite (0] 10.7.27 Yes[] No[]
MGT3-4 confidentialityOffset ¢ 10.7.27 Yes[] Neo'f]
MGT3-5 SAKs (¢} 10.7.28,10.7.29 | Yes[ ]¢ Neo' ]
Can creation, control, or selection by management of the following be disabled individually?
MGT3-1 Receive SCs and SAs MGT3-1:M 10.7.11 Yes|[ ]
MGT3-2 | Transmit SAs MGT3-2:2M 10.7.22, 10.724 | Yes[ ]
MGT3-3 The current CipherSuite MGT3-3:M 10.7.27 Yes|[ ]
MGT3-4 confidentialityOffset MGT3-4:M 105927 Yes[ ]
MGT3-5 SAKs MGT3-5:M 10)7.27 Yes[ |
A.12.4 Management—statistics
Item Feature Status References Support
Are each of the following interface statistics provided for the Controlled Port as specified in 10.7.6?
MGT4-1 ifInOctets M 10.7.6 Yes[ |
MGT4-2 ifinUcastPkts, ifiInMulticastPktsiifInBroadcastPkts M 10.7.6 Yes|[ ]
MGT4-3 ifInDiscards M 10.7.6 Yes|[ ]
MGT4-4 ifInErrors M 10.7.6 Yes|[ ]
MGT4-5 ifOutOctets M 10.7.6 Yes[ ]
MGT4-6 ifOutUcastPkts, ifOutMulticastPkts, M 10.7.6 Yes|[ ]
ifOutBroadcastPkts
MGT4-7 ifOutErrers M 10.7.6 Yes| ]
Are each of the following frame verification statistics recorded as specified in 10.6 and maintained for the frame
verificatiod“process as a whole?
MGT4-8 InPktsUntagged M 10.7.9, 10.6 Yes|[ ]
Figure 10-4
MGT4-9 InPktsNoTag M 10.7.9, 10.6 Yes[ ]
Figure 10-4
MGT4-10 | InPktsBadTag M 10.7.9, 10.6 Yes[ ]
Figure 10-4
MGT4-11 | InPktsNoSARcv M 10.7.9, 10.6.1 Yes[ ]
MGT4-12 | InPktsNoSADiscard M 10.7.9, 10.6.1 Yes[ |
MGT4-13 | InPktsOverrun M 10.7.9, 10.6.3 Yes[ ]
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A.12.4 Management—statistics (continued)

Item Feature Status References Support

Are each of the following frame verification statistics recorded as specified in 10.6 and maintained for each receive

SC?

MGT4-14 | InPktsUnchecked M 10.7.9, 10.6.5 Yes|[ ]
MGT4-15 | InPktsDelaved M 1079, 1065 Yes[ ]
MGT4-16 |InPktsLate M 10.7.9, 10.6.2, Yes[ ]

10.6.4

MGT4-17 | InPktsOK M 10.7.9, 10.6.5 Yes[ ]
MGT4-18 | InPktsInvalid M 10.7.9, 10.6.5 Yes[\]
MGT4-19 | InPktsNotValid M 10.7.9, 10.6.5 Yes[']

Are each of the following frame validation statistics recorded as specified in 10.7?

MGT4-22 | InOctetsValidated M 10.7.10, Yes[ ]

MGT4-23 | InOctetsDecrypted M 10. %10 Yes|[ ]

Are each of the following frame generation statistics recorded as specified in 104 ,and maintained for the frame
verification process as a whole?

MGT4-24 | OutPktsUntagged M 10.7.18, 10.5 Yes[ ]
MGT4-25 | OutPktsTooLong M 10.7.18, 10.5.5, Yes|[ ]
Figure 10-3

Are each of the following frame generation statistics recordéd’as’specified in 10.5 and maintained for each transmit

SC?
MGT4-26 | OutPktsProtected M 10.7.18, 10.5.4 Yes[ ]
MGT4-27 | OutPktsEncrypted M 10.7.18, 10.5.4 Yes| ]

Are each of the following frame protectiontatistics recorded as specified in 10.7?

MGT4-28 | OutOctetsProtected M 10.7.19 Yes[ ]

MGT4-29 | OutOctetsEncrypted M 10.7.19 Yes[ |
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A.13 Additional fully conformant Cipher Suite capabilities

Item

Feature

Status

References

Support

CSA-1

Name of Cipher Suite as specified in Clause 14.

CSA-2

Does the Cipher Suite implementation provide
integrity without confidentiality?

(0]

14.2(a)

Yes[] No[]

CSA-3

Does the Cipher Suite implementation provide
confidentiality for all the octets of the User Data?

—CSV-19: O
CSV-19: M

14.2(d), 14.3(c)

Yes[] No[]

CSA-4

Does the Cipher Suite implementation provide offset
confidentiality for the User Data?

o

14.2(e), 14.3(c)

Yes[ ] Nol[]

CSA-5

What is the maximum number of receive SCs
supported by the Cipher Suite implementation?

5.3(m)

CSA-6

What is the maximum number of receive SAKs
supported by the Cipher Suite implementation?

5.3(m)

CSA-7

What is the maximum number of transmit SCs
supported by the Cipher Suite implementation?

5.3(0)

A.14 Additional variant Cipher Suite capabilities

Item

Feature

Status

References

Support

CSV-1

Name of Cipher Suite or other commonly used
identification (to be supplied)

CSV-2

Identify the specification(s) of the €ipher Suite,
including any additional information necessary to
acquire the specification(s) (supply items of
Additional Information if necessary)

14.3

CSV-3

Does the specification include interoperable
protection and verification procedures specified in
terms of the parameters of 14.1?

14.3, 14.1

Yes [ ]

CS\-4

Does the specification state:
Whether confidentiality of the User Data is
provided?

14.3(a)

Yes [ ]

The T difference i tie tengtitsof theUser
Data and Secure Data?

The length of the ICV?

The length and properties of the keys required,
including assumptions of the scope and uniqueness?

T%4-3tb)

14.3(c)

14.3(d)

Yes T

Yes [ ]

Yes [ ]

CSV-5

Do the Cipher Suite algorithms have an effective
key length of at least 128 bits, and does any block
cipher used have a block width of at least 128 bits?

14.4.1(a)

Yes| |
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Item

Feature

Status

References

Support

CSV-6

If serviced by separate algorithms, the properties of
the authentication and confidentiality mechanisms
are combinable in accordance with well-established
security results?

M

14.4.1(b)

Yes| |

CSV-7a

Is the underlying cryptographic cipher approved by

0.1

14.4.1(c)(1)

Yes[] No[]

either a national or international standards body or a
government agency?

CSV-7b

Does the additional Cipher Suite meet the
conditions expressed in 14.4.1(c)(2)?

0.1

14.4.1(c)(2)

Yes[] NeofY

CSV-8

Does the Cipher Suite satisfy the message
authentication requirements of 14.4.1?
Identify the proof of security, including any
additional information necessary to acquire the
proof

CSV-7b:M

14.4.1(c)2)(0)

Yes [\]

CSV-9

Does the Cipher Suite satisfy the confidentiality
requirements of 14.4.1?

Identify the proof of security, including any
additional information necessary to acquire the
proof

CSV-7b:-M

[474.1(c)(2)(ii)

Yes [ ]

CSV-10

Does the Cipher Suite use mechanisms for
confidentiality and authentication in ayay that is
consistent with the proofs of security?

CSV-7b:-M

14.4.1(c)(2)(iii),
14.4.1(c)(2)(iv),

Yes|[ ]

CSV-11

Does the Cipher Suite provide integrity protection
for the SCI, PN, Source Addréss, Destination
Address, SecTAG, and User\Data?

M

14.2(a)

Yes[ ]

CSV-12

Does the Cipher Suite provide protection for at least
2321 invocations swithout requiring a fresh SAK?

M

14.2(b)

Yes[ ]

CSV-13

Does the Cipher Suite generate a predictable
number of octets of Secure Data and ICV given any
specific fiumber of octets of User Data?

14.2(c)

Yes[ ]

CSV-14

Does the'maximum difference in length of the User
Datajand the Secure Data plus ICV exceed 896
octets?

X

14.2()

Yes|[ |

CSV-15

What is the maximum difference in length of the
User Data and the Secure Data?

octets

14.3(b)

CSV-16

What is the length of the ICV

14.3(e)

octets

CSV-17

Does the specification specify the length and
properties of the keys required, including
assumptions of the scope of uniqueness?

14.3(9)

Yes|[ ]

CSV-18

Does the Cipher Suite implementation provide
confidentiality for all the octets of the User Data?

—CSV-19: O
CSV-19:M

14.2(d), 14.3(c)

Yes[] No[]
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A.14 Additional variant Cipher Suite capabilities (continued)

Item Feature Status References Support

CSV-19 Does the Cipher Suite implementation provide 14.2(e), 14.3(c) Yes[] No[]
offset confidentiality for the User Data?

CSV-20 Does the Cipher Suite modify or constrain the 14.2(g) No[]
values of the SCI, PN, Source Address, Destination
Address, or SecTAG fields other than as specified in
Clause 147

CSV-21 Does the Cipher Suite require an SAK exceeding 14.2(h) No []
1024 bits long?

CSV-22 Does the Cipher Suite require different keys for the 14.2(1) No | ]
protect and validate operations?

CSV-23 What is the maximum number of receive SCs 5.3(m)
supported by the Cipher Suite implementation?

CSV-24 What is the maximum number of receive SAKs 5.3(m)
supported by the Cipher Suite implementation?

CSV-25 What is the maximum number of transmit SCs 5.3(m)
supported by the Cipher Suite implementation?
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Annex C
(informative)

MACsec test vectors

This annex provides test case examples of the use of MACsec. Each example shows an unprotected frame

that could be transmitted as a result of a MAC Service request (with a given set of parameters) and the,
corresponding MACsec protected frame (with a given set of MACsec SecY parameters). Test cases include
the use of integrity protection without confidentiality (authenticated, but unencrypted) and the use of both
integrity protection and confidentiality (authenticated and encrypted).

The test cases use a number of different unprotected frame sizes. Two correspond to common sizes of
internet packets, 54 octets and 60 octets—two common representations of a TCP/IP SYN\packet. A TCP
SYN comprises 40 octets plus 14 octets of MAC DA+SA+EtherType. The frame could_be padded to 60
octets to meet minimum Ethernet frame length requirements prior to MACsec processing. The remaining
frame sizes represent “corner cases” of the GCM padding algorithm. A 61-octet frfam¢, when encrypted, has
a 49-octet payload, which results in the maximum 15 octets of padding for ICV Calculation. When integrity
protection is provided but confidentiality is not (i.e., when the user data is(not encrypted) a 65-octet frame
also requires that maximum padding. A 75-octet frame has a 63 octet paydoad, requiring 1 octet of padding
for ICV calculation, as does a 79-octet frame that is integrity protected without confidentiality. The
zero-octet padding case is covered by the 60-octet frame, above. MA€Sec processing is performed above the
media-dependent functions of media access control, so all framg _sizes given are prior to the addition of the
32-bit CRC or other media dependent fields.

Test cases are provided for the Default Cipher Suite (GCM-AES-128, 14.5), GCM-AES-256 (14.6),
GCM-AES-XPN-256 (14.7), and GCM-AES-XPN-256 (14.8). The notation used in this annex is that
specified in Clause 14 (Cipher Suites) and NIST SP-800-38D. Fields in the MACsec header are specified in
Clause 9. Summaries of the computation and, intermediate outputs are provided.
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C.1 Integrity protection (54-octet frame)

The MAC Destination Address, MAC Source Address, and MAC Service Data Unit (MSDU, User Data) of
a MAC Service data request and a corresponding data indication are shown in Table C-1. These comprise
the octets of an unprotected frame when concatenated in the order given (with the addition of any media
dependent additional fields such as padding). The User Data shown includes the IP EtherType.

Table C-1—Unprotected frame (example)

Field Value
MAC DA D6 09 Bl FO 56 63
MAC SA 7A 0D 46 DF 99 8D
User Data 08 00 OF 10 11 12 13 14 15 16 17 18 19 1A 1B‘1C
1D 1E 1F 20 21 22 23 24 25 26 27 28 29 2A 2B)2C
2D 2E 2F 30 31 32 33 34 00 01

The MAC Security TAG (SecTAG) comprises the MACsec EtherType, the TCL/the AN, the SL, the PN (32
least significant bits for Cipher Suites using extended packet numbering), and\the (optional) SCI. The PN
differs for each protected frame transmitted with any given SAK (K) and has.béen arbitrarily chosen (for this
and in other examples) as have the other parameter values. The fields efith¢ protected frame are shown (in
the order transmitted) in Table C-2.

Table C-2—Integrity protected frame (example)

Field Value

MAC DA D6 09 Bl FO 5663

MAC SA 7A 0D 46 DE»99 8D

MACsec EtherType 88 E5

TCI and AN 22

SL 2A

PN B27C2 84 65

SCI 12 15 35 24 CO 89 5E 81

Secure Data 08 00 OF 10 11 12 13 14 15 16 17 18 19 1A 1B 1C
1D 1E 1F 20 21 22 23 24 25 26 27 28 29 2A 2B 2C
2D 2E 2F 30 31 32 33 34 00 01

ICV Cipher Suite and Key (SAK) dependent
(see Table C-3, Table C-4, Table C-5,
and Table C-06)
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C.1.1 GCM-AES-128 (54-octet frame integrity protection)

Table C-3 specifies an arbitrary

128-bit key (SAK) and the ICV generated by the GCM-AES-128 Cipher
Suite when that key is used in conjunction with the frame field data of Table C-2. The GCM parameter A,
the additional data to be authenticated, is formed by concatenating the MAC DA, the MAC SA, the SecTAG,
and the User Data. This input is then processed through the authentication only operation of the GCM
module. The SCI and the PN are concatenated (in that order) to form the 96-bit IV used by GCM. The

computed GCM parameter T is the ICV. Details of the computation follow the table.

Table C-3—GCM-AES-128 Key and calculated ICV (example)

Field Value
Key (SAK) AD7A2BD03EAC835A6F620FDCB506B345
ICV FO 94 78 A9 BO 90 07 DO 6F 46 E9 B6 Al DA 25\DD
key size = 128 Dbits

2 0 bits

A: 560 bits

IV: 96 bits

ICV: 128 bits

K: AD7A2BD0O3EAC835A6F620FDCB506B345

P:

A: D609B1F056637A0D46DF998D88ES5222A
B2C2846512153524C0895E8108000F10
1112131415161718191A1B1C1DIEIF20
2122232425262728292A2B2C2D2E2F30
313233340001

Iv: 12153524C0895E81B2C28465

GCM-AES Authentication
73A23D80121DE2D5A850253FCFA8120E
]: 12153524C0895E81B2C28465Q00000001
EB4E051CB548A6B5490F6F11A27CB7D0
6BOBE68D67C6EEO3EF7998E399C01CA4
5AABADF6D7806ECOCCCB928441197B22
FEQO72BFE2811A68AD7FDB0687192D293
A47252D1ATE09B49FB356E435DBB4ACDO
18EBF4C65CEBOBF6OEFB4981CEE13DBY9
1BDA7DB505D8A165264986A703A6920D

F09478A9B09007D06F46E9B6A1IDA25DD
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C.1.2 GCM-AES-256 (54-octet frame integrity protection)

Table C-4 specifies an arbitrary 256-bit key (SAK) and the ICV generated by the GCM-AES-256 Cipher
Suite when that key is used in conjunction with the frame field data of Table C-2. The GCM parameter A,
the additional data to be authenticated, is formed by concatenating the MAC DA, the MAC SA, the SecTAG,
and the User Data. This input is then processed through the authentication only operation of the GCM
module. The SCI and the PN are concatenated (in that order) to form the 96-bit IV used by GCM. The
computed GCM parameter T is the ICV. Details of the computation follow the table.

Table C-4—GCM-AES-256 Key and calculated ICV (example)

Field Value
Key (SAK) E3C08A8F06C6E3AD95A70557B23F7548
3CE33021A9C72B7025666204C69COB72
Icv 2F 0B C5 AF 40 9E 06 D6 09 EA 8B 7D OF AS-EA 50
key size = 256 bits
P: 0 bits
A: 560 bits
Iv: 96 bits
ICV: 128 bits
K: E3C08A8F06C6E3AD95A70557B23F7548
3CE33021A9C72B7025666204C69C0B72
P:
D609B1F056637A0D46DF998D88ES5222A
B2C2846512153524C0895E8108000F10
1112131415161718191A1B1C1DI1ELIF20
2122232425262728292A2B2C2D2E2F30
313233340001
Iv: 12153524C0895E81B2C28465
GCM-AES Authentication
H: 286D73994EAOBA3CFD1F52BF06ABACFE2
Y[0]: 12153524C0895E81B2C2846500000001
E(K,Y[0]): 714D54FDCFCEE371D5729CDDAB383A016
X[1] BA7C26F578254853C0F321281A48317CA
X[2] 2DODF59AE78E84EDG64C3F85068CD9863
X[3] 702DE0382ABFADA2DD62B8F115124219
X[4]: DAED65979342F0D155BFDFE362132078
X[5] 9AB4AFD6344654B2CD23977E41AA18B3
GHASH (H,A,C) :l 5E4691528F50E5ABSEC346A7BC264A46

C:
T: 2F0BCSAF409E06D609EA8B7DOFASEASQ
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C.1.3 GCM-AES-XPN-128 (54-octet frame integrity protection)

Table C-5 specifies an arbitrary value for the SSCI, the 32 most significant bits of the 64-bit PN (the 32 least
significant bits are those of the PN field in the SecTAG), a 96-bit Salt, and 128-bit key (SAK), with the ICV
generated by the GCM-AES-XPN-128 Cipher Suite when that key is used in conjunction with the foregoing
and the frame field data of Table C-2. The GCM parameter 4, the additional data to be authenticated, is
formed by concatenating the MAC DA, the MAC SA, the SecTAG, and the User Data. This input is then
processed through the authentication only operation of the GCM module. The 32 most significant bits of the

P:
A:
Iv:

K:

P:
A:

Iv:

H:

XXX X X H oK

[0
(K
[1
[2
[3
[4
F5
H

Q)

ICV:

I:

I:
1:
I:
N
A
S

Y[0

ASH(H,A,C) :

96-bit IV are the octets of the SSCI, encoded as a binary number (9.1) and exclusive-or’d with the 32 most
significant bits of the Salt. The 64 least significant bits of the 96-bit IV are the octets of the PN, encoded as'a
binary number (9.1) and exclusive-or’d with the 64 least significant bits of the Salt. The computed GEM
parameter T is the ICV. Details of the computation follow the table.

Table C-5—GCM-AES-XPN-128 Key and calculated ICV (example)

AD7A2BDO3EAC835A6F620FDCB506B345

D609B1F056637A0D46DF998D88ES222A
B2C2846512153524C0895E8106000F10
1112131415161718191A1BIC1DIELIF20
212223242526272829282B2C2D2E2F30
313233340001

9C002902F801C33EAEA4T7EQOS

GCM-AES Authentication

73A23D80121DE2D5A850253FCF43120E
9C002902E801C33EAEA47E0800000001

1) : O0C246434EEO0S5EBO9762BEFDO880COE2E

6BOBE68D67C6EEO3EF7998E399C01CA4
SAABADEF6D7806ECOCCCB028441197B22
FEO72BFE2811A68AD7FDB0687192D293
A47252D1ATEO09B49FB356E435DBB4CD0
18EBF4C65CE89BF69EFB4981CEE13DBY

1BDA7DB505D8A165264986A703A6920D

Field Value

SSCI 7A30C118

PN (ms 32 bits) BODF459C

Salt E630E81A48DE86A21C66FA6GD

Key (SAK) AD7A2BDO3EAC835A6F620FDCB5068345

Icv 17 FE 19 81 EB DD 4A FC 5062 69 7E 8B AA 0C 23
key size = 128 bits

0 bits

560 bits

96 bits

128 bits

C
T:

17FE1981EBDD4AFC5062697E8BAAOC23
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C.1.4 GCM-AES-XPN-256 (54-octet frame integrity protection)

Table C-6 specifies an arbitrary value for the SSCI, the 32 most significant bits of the 64-bit PN (the 32 least
significant bits are those of the PN field in the SecTAG), a 96-bit Salt, and 256-bit key (SAK), with the ICV
generated by the GCM-AES-XPN-256 Cipher Suite when that key is used in conjunction with the foregoing
and the frame field data of Table C-2. The GCM parameter 4, the additional data to be authenticated, is
formed by concatenating the MAC DA, the MAC SA, the SecTAG, and the User Data. This input is then
processed through the authentication only operation of the GCM module. The 32 most significant bits of the

96-bit IV are the octets of the SSCI, encoded as a binary number (9.1) and exclusive-or’d with the 32 most
significant bits of the Salt. The 64 least significant bits of the 96-bit IV are the octets of the PN, encoded as'a
binary number (9.1) and exclusive-or’d with the 64 least significant bits of the Salt. The computed GEM
parameter T is the ICV. Details of the computation follow the table.

Table C-6—GCM-AES-XPN-256 Key and calculated ICV (example)

Field Value

SSCI 7A30C118

PN (ms 32 bits) BODF459C

Salt E630E81A48DES86A21C66FAGD

Key (SAK) E3CO08A8F06C6E3ADI5A70557B23E/548
3CE33021A9C72B7025666204C69€0B72

Icv 4D BD 2F 6A 75 4A 6C F7%28 CC 12 9B A6 93 15 77

key size = 256 bits

P: 0 bits

A: 560 bits

Iv: 96 bits

ICV: 128 bits

K: E3CO08A8F06C6E3ADI5A70557B23F/548
3CE33021A9C72B7025666204C69€0B72

P:

A: D609B1F056637A0D46DF998D88ES5222A
B2C2846512153524C0805E8108000F10
1112131415161718191A1B1C1DIELIF20
2122232425262728292A2B2C2D2E2F30
313233340001

Iv: 9C002902F801LC33EAEA4TEOS8

GCM-AES Authentication

H: 286D73994EAOBA3CFD1IF52BF06A8ACFE2

]: 9C002902F801C33EAEA47E0800000001
, Y [O4): 13FBBE38FA1IA895CT7T60F543C1AB55F31
] BAT7C26F578254853CF321281A48317CA
] ~~2DODF59AE78E84ED64C3F85068CD9863
] 702DE0382ABF4D42DD62B8F115124219
X[4]: DAED65979342F0D155BFDFE362132078

[5]: OARAAFDAIAAGSARPCN23977EATIAATRRA
GHASH (H,A,C) : 5E4691528F50E5ABSEC346A7BC264A46
C:
T: 4DBD2F6A754A6CF728CC129BA6931577
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C.2 Integrity protection (60-octet frame)

The MAC Destination Address, MAC Source Address, and MAC Service Data Unit (MSDU, User Data) of
a MAC Service data request and a corresponding data indication are shown in Table C-7. These comprise
the octets of an unprotected frame when concatenated in the order given (with the addition of any media
dependent additional fields such as padding). The User Data shown includes the IP EtherType.

Table C-7—Unprotected frame (example)

Field Value
MAC DA E2 01 06 D7 CD 0D
MAC SA FO 76 1E 8D CD 3D
User Data 08 00 OF 10 11 12 13 14 15 16 17 18 19 1A 1B1C

1D 1E 1F 20 21 22 23 24 25 26 27 28 29 2A2B72C
2D 2E 2F 30 31 32 33 34 35 36 37 38 39,3AJ00 03

The MAC Security TAG (SecTAG) comprises the MACsec EtherType, the TCI the’AN, the SL, and the PN.
In this example the optional SCI has been omitted. The fields of the protected frame are shown (in the order
transmitted) in Table C-8.

Table C-8—lIntegrity protected frame' (example)

Field Value

MAC DA E2 01 06 D7 CD 0D

MAC SA FO 76 1E 8D CDMN3D

MACsec EtherType 88 E5

TCI and AN 40

SL 00

PN 76 D457 ED

Secure Data Q800 OF 10 11 12 13 14 15 16 17 18 19 1A 1B 1C
1D 1E 1F 20 21 22 23 24 25 26 27 28 29 2A 2B 2C
2D 2E 2F 30 31 32 33 34 35 36 37 38 39 3A 00 03

ICvV Cipher Suite and Key (SAK) dependent
(see Table C-9, Table C-10, Table C-11,
and Table C-12)
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C.2.1 GCM-AES-128 (60-octet frame integrity protection)
Table C-9 specifies an arbitrary 128-bit key (SAK) and the ICV generated by the GCM-AES-128 Cipher

Suite when that key is used in conjunction with the frame field data of Table C-8. Details of the computation
follow the table.

Table C-9—GCM-AES-128 Key and calculated ICV (example)

Field Value
Key (SAK) 071B113BOCA743FECCCF3D051F737382
ICV 0C 01 7B C7 3B 22 7D FC C9 BA FA 1C 41 AC C3 53
key size = 128 bits
P: 0 bits
A: 544 bits
IV: 96 bits

ICV: 128 bits
071B113BOCA743FECCCEF3D051F737382

as}

E20106D7CDODF0761E8DCD3D88E54000
76D457EDO8000F101112131415161718
191A1BIC1D1E1F202122232425262728
292A2B2C2D2E2F303132333435363738
393A0003

IVv: F0761E8DCD3D000176D457ED

GCM-AES Authentication

H: E4EQ01725D724C1215C7309AD34539257

]: FO0761E8DCD3D000176D457ED00000001L

,Y[0]): FC25539100959B80FE3ABED435E54CAB

]: 8DAD4981E33493018BB8482F69E4408C

] S5BOBFA3E67A3E080CB60EA3D523C734A

]: 051F8D267A68CF88748E56C5E64EF503

]: 4187F1240DB1887F2A92DDABBI903A0F6

]: CT7D64941A90F02FA9FCDECC083B4B276

ASH(H,A,C): F02428563BBYE67C378044C874498FF8

0CO017BC73B22(/DFCCO9BAFA1C41ACC353
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