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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

ISO and IEC technical committees collaborate in fields of mutual interest. Other internation
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take partyin the
work.

The procedures used to develop this document and those intended for its further maintenance ar¢
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for
the different types of ISO/IEC documents should be noted. This document was drafted in accordance
with the editorial rules of the ISO/IEC Directives, Part2 (see www.iso.org/directives of
www.iec.ch/members experts/refdocs).

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards;-Board. The IEEE develops it$
standards through a consensus development process, approved by‘the American National Standard$
Institute, which brings together volunteers representing varied¢viewpoints and interests to achieve the
final product. Volunteers are not necessarily members of the:[rstitute and serve without compensation.
While the IEEE administers the process and establishes(rules to promote fairness in the consensus
development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of th¢
information contained in its standards.
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Attention is drawn to the possibility that some pof\the elements of this document may be the subject off
patent rights. ISO and IEC shall not be held responsible for identifying any or all such patent rights. Details
of any patent rights identified during the development of the document will be in the Introduction and/of
on the ISO list of patent declarations.received (see www.iso.org/patents) or the IEC list of paten|
declarations received (see https://pdtents.iec.ch).

[

Any trade name used in this document is information given for the convenience of users and does nof
constitute an endorsement.

For an explanation of.fhe voluntary nature of standards, the meaning of ISO specific terms and
expressions related to-conformity assessment, as well as information about ISO's adherence to th¢
World Trade Q@tganization (WTO) principles in the Technical Barriers to Trade (TBT),
see www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

ISO/IEC/IEEE 8802-1AB:2017/Amd.2 was prepared by the LAN/MAN of the [EEE Computer Society (as
IEEE 802-XABdh-2021) and drafted in accordance with its editorial rules. It was adopted, under the “fast}
track“procedure” defined in the Partner Standards Development Organization cooperation agreement
between ISO and IEEE, by Joint Technical Committee ISO/IEC]TC 1, Information technology,
Subcommittee SC 6, Telecommunications and information exchange between systems.

A list of all parts in the ISO/IEC/IEEE 8802 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national-
committees.
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Important Notices and Disclaimers Concerning IEEE Standards
Documents

IEEE Standards documents are made available for use subject to important notices and legal disclaimers.

These notices and disclaimers, or a reference to this page (https:/standards.ieee.org/ipr/disclaimers.html),
appear in all standards and may be found under the heading “Important Notices and Disclaimers Concerning
IEEE Standards Documents.”

Notice and Disclaimer of Liability Concerning the Use of IEEE Standards
Documents

IEEE Standards documents are developed within the IEEE Societies and the Standards  Coordinating
Committees of the IEEE Standards Association (IEEE SA) Standards Board. IEEE develops its standards
through an accredited consensus development process, which brings together volunteersrepresenting varied
viewpoints and interests to achieve the final product. IEEE Standards are decuments developed by
volunteers with scientific, academic, and industry-based expertise in technical,working groups. Volunteers
are not necessarily members of IEEE or IEEE SA, and participate without . compensation from IEEE. While
IEEE administers the process and establishes rules to promote fairn€ss,in the consensus development
process, IEEE does not independently evaluate, test, or verify the acoufacy of any of the information or the
soundness of any judgments contained in its standards.

IEEE makes no warranties or representations concerping/its standards, and expressly disclaims all
warranties, express or implied, concerning this standard;“including but not limited to the warranties of
merchantability, fitness for a particular purpose and nén-infringement. In addition, IEEE does not warrant or
represent that the use of the material containedlifi its standards is free from patent infringement. IEEE
standards documents are supplied “AS IS” and¥"WITH ALL FAULTS.”

Use of an IEEE standard is wholly voluntary. The existence of an IEEE Standard does not imply that there
are no other ways to produce, test, m€asure, purchase, market, or provide other goods and services related to
the scope of the IEEE standard. Eurthermore, the viewpoint expressed at the time a standard is approved and
issued is subject to change-brought about through developments in the state of the art and comments
received from users of the standard.

In publishing and.making its standards available, IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity, nor is IEEE undertaking to perform any duty owed by any
other person,or entity to another. Any person utilizing any IEEE Standards document, should rely upon his
or her owirindependent judgment in the exercise of reasonable care in any given circumstances or, as
appropriate, seek the advice of a competent professional in determining the appropriateness of a given IEEE
standard.

IN NO EVENT SHALL IEEE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO: THE
NEED TO PROCURE SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;

OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF CIABICITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE PUBLICATION, USE OF, OR RELIANCE
UPON ANY STANDARD, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE AND
REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

3
Copyright © 2022 IEEE. All rights reserved.


https://iecnorm.com/api/?name=bdbd3670da9d93e838b30848c1102f1f

ISO/IEC/IEEE 8802-1AB:2017/Amd.2:2023(E)

Translations

The IEEE consensus development process involves the review of documents in English only. In the event
that an IEEE standard is translated, only the English version published by IEEE is the approved IEEE
standard

Official statements

A statement, written or oral, that is not processed in accordance with the IEEE SA Standards Boatd
Operations Manual shall not be considered or inferred to be the official position of IEEE or any ofiits
committees and shall not be considered to be, nor be relied upon as, a formal position of IEEE. Atdectures,
symposia, seminars, or educational courses, an individual presenting information on IEEE standards shall
make it clear that the presenter's views should be considered the personal views of that individual.rather than
the formal position of IEEE, IEEE SA, the Standards Committee, or the Working Group.

Comments on standards

Comments for revision of IEEE Standards documents are welcome from any interested party, regardless of
membership affiliation with IEEE or IEEE SA. However, IEEE dges‘not provide interpretations,
consulting information, or advice pertaining to IEEE Standards décuments.

Suggestions for changes in documents should be in the form .6f"a proposed change of text, together with
appropriate supporting comments. Since IEEE standards represént a consensus of concerned interests, it is
important that any responses to comments and questiofnis-also receive the concurrence of a balance of
interests. For this reason, IEEE and the members of its Societies and Standards Coordinating Committees
are not able to provide an instant response to commerits, or questions except in those cases where the matter
has previously been addressed. For the same reasofi, IEEE does not respond to interpretation requests. Any
person who would like to participate in evaluafing’comments or in revisions to an IEEE standard is welcome
to join the relevant IEEE working group. Y'ou can indicate interest in a working group using the Interests tab
in the Manage Profile & Interests area of'the IEEE SA myProject sys‘[em.l An IEEE Account is needed to
access the application.

Comments on standards should-be submitted using the Contact Us form.?

Laws and regulations

Users of IEEE Standards documents should consult all applicable laws and regulations. Compliance with the
provisions of any IEEE Standards document does not constitute compliance to any applicable regulatory
requiremefits. ' Implementers of the standard are responsible for observing or referring to the applicable
regulateryrequirements. IEEE does not, by the publication of its standards, intend to urge action that is not
in compliance with applicable laws, and these documents may not be construed as doing so.

Data privacy

Users of IEEE Standards documents should evaluate the standards for considerations of data privacy and

1 P 1 c . .
Udld OWICITSHIP T tHIC TOLTXT O1 abdeSlllg a”d E[Slllg tlle Sta”dalds 11 CUlll[)llaIlCE Wltll a[)[)llcable laWS a”d

regulations.

! Available at: https://development.standards.ieee.org/myproject-web/public/view.html#landing.
2Available at: https:/standards.icee.org/content/iece-standards/en/about/contact/index.html.
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Copyrights

IEEE draft and approved standards are copyrighted by IEEE under US and international copyright laws.
They are made available by IEEE and are adopted for a wide variety of both public and private uses. These
include both use, by reference, in laws and regulations, and use in private self-regulation, standardization,

and the promotion of engineering practices and methods. By making these documents available for use and
adoption by public authorities and private users, IEEE does not waive any rights in copyright to the
documents.

Photocopies

Subject to payment of the appropriate licensing fees, IEEE will grant users a limited, non-exclusive, license
to photocopy portions of any individual standard for company or organizational internal use orundividual,
non-commercial use only. To arrange for payment of licensing fees, please contact Copyright Clearance
Center, Customer Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400; https://
www.copyright.com/. Permission to photocopy portions of any individual standard for educational
classroom use can also be obtained through the Copyright Clearance Center.

Updating of IEEE Standards documents

Users of IEEE Standards documents should be aware that these docufaénts may be superseded at any time
by the issuance of new editions or may be amended from time to timg, through the issuance of amendments,
corrigenda, or errata. An official IEEE document at any point ifutime consists of the current edition of the
document together with any amendments, corrigenda, or errata‘then in effect.

Every IEEE standard is subjected to review at least every\0 years. When a document is more than 10 years
old and has not undergone a revision process, it is reasonable to conclude that its contents, although still of
some value, do not wholly reflect the present state'0f the art. Users are cautioned to check to determine that
they have the latest edition of any IEEE standand:

In order to determine whether a given document is the current edition and whether it has been amended

through the issuance of amendments, @orrigenda, or errata, visit IEEE Xplore or contact IEEE.® For more
information about the IEEE SA or IEEE's standards development process, visit the IEEE SA Website.

Errata
Errata, if any, for all IEEE standards can be accessed on the IEEE SA Website.* Search for standard number
and year of approval-to access the web page of the published standard. Errata links are located under the

Additional Resources Details section. Errata are also available in IEEE Xplore. Users are encouraged to
periodically‘check for errata.

Patents
YEEE Standards are developed in compliance with the IEEE SA Patent Policy.’

Attention is called to the possibility that implementation of this standard may require use of subject matter
covered by patent rights. By publication of this standard, no position is taken by the IEEE with respect to the

. 13 £ 4+ e . 1 LU T ) 4 —drmdd 4+ 1. 1
CAISICIICT U1 VAIIUIly O dily PdtCIIl TTEIHIS T COIICULIUITN UITITWILIL 1T d PAUCIIt TTUIUTT O PalClIt appIITdlIt 11as

3 Available at: https:/ieeexplore.ieee.org/browse/standards/collection/ieee.

4 Available at: https://standards.ieee.org/standard/index.html.
5 Available at: https://standards.ieee.org/about/sasb/patcom/materials.html.
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filed a statement of assurance via an Accepted Letter of Assurance, then the statement is listed on the
IEEE SA Website at https://standards.ieee.org/about/sasb/patcom/patents.html. Letters of Assurance may
indicate whether the Submitter is willing or unwilling to grant licenses under patent rights without
compensation or under reasonable rates, with reasonable terms and conditions that are demonstrably free of
any unfair discrimination to applicants desiring to obtain such licenses.

Essential Patent Claims may exist for which a Letter of Assurance has not been received. The IEEE is not
responsible for identifying Essential Patent Claims for which a license may be required, for conducting
inquiries into the legal validity or scope of Patents Claims, or determining whether any licensing terms or
conditions provided in connection with submission of a Letter of Assurance, if any, or in any licensidg
agreements are reasonable or non-discriminatory. Users of this standard are expressly advised “that
determination of the validity of any patent rights, and the risk of infringement of such rights, is entirely(their
own responsibility. Further information may be obtained from the IEEE Standards Association.

IMPORTANT NOTICE

IEEE Standards do not guarantee or ensure safety, security, health, or environmental’protection, or ensure
against interference with or from other devices or networks. IEEE Standards development activities consider
research and information presented to the standards development group~in developing any safety
recommendations. Other information about safety practices, changesl/in technology or technology
implementation, or impact by peripheral systems also may be pertincutto safety considerations during
implementation of the standard. Implementers and users of IEEE Standdrds documents are responsible for
determining and complying with all appropriate safety, security) ehvironmental, health, and interference
protection practices and all applicable laws and regulations.
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Introduction

This introduction is not part of IEEE Std 802.1ABdh-2021, IEEE Standard for Local and metropolitan area
networks—Station and Media Access Control Connectivity Discovery—Amendment 2: Support for Multiframe
Protocol Data Units.

The first edition of IEEE Std 802.1AB™ was published in 2005, and revisions were published in 2009 and
2016. An amendment, IEEE Std 802.1ABcu™-2021, specifies a Unified Modeling Language (UML)-based
information model and a YANG data model. This amendment, IEEE Std 802.1ABdh™-2021, specifies
protocols, procedures, and managed objects that support the transmission and reception of a set of Link
Layer Discovery Protocol (LLDP) Type/Length/Values (TLVs) that exceed the space available in a single
frame.

9
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IEEE Standard for
Local and metropolitan area networks—

Station and Media Access Control
Connectivity Discovery

Amendment 2: Support for Multiframe
Protocol Data Units

(This amendment is based on IEEE Std 802.1AB™-2016 asramehded by IEEE Std 802.1ABcu™-2021.)

NOTE—The editing instructions contained in this amendment define how to merge the material contained therein into
the existing base standard and its amendments to form the comprehensive standard.

The editing instructions are shown in bold italic. Fout editing instructions are used: change, delete, insert, and replace.
Change is used to make corrections in existing text or tables. The editing instruction specifies the location of the change
and describes what is being changed by using‘strikethrough (to remove old material) and underscore (to add new
material). Delete removes existing material. Insert adds new material without disturbing the existing material. Deletions
and insertions may require renumbering. If-so, renumbering instructions are given in the editing instruction. Replace is
used to make changes in figures or equations by removing the existing figure or equation and replacing it with a new
one. Editing instructions, change markings, and this NOTE will not be carried over into future editions because the
changes will be incorporated into the\base standard.®

% Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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3. Definitions and numerical representation

3.1 Definitions

———————IISerT T o HoWIg MW dAz it 31 I aip e Tteat orderT

Extended Link Layer Discovery Protocol (XLLDP): An LLDP extension used to retrieve the frames
beyond the Normal LLDPDU of a multi-frame LLDP database.

Extension LLDPDU (XPDU): An LLDPDU containing an Extension Identifier TLV and not containing a
Time to Live TLV or Extension Request TLV.

Extension Request LLDPDU (XREQ): An LLDPDU containing an Extension Request, TLY ‘and not
containing a Time to Live TLV or Extension Identifier TLV.

Manifest LLDPDU: A Normal LLDPDU containing a Manifest TLV.

Normal LLDPDU: An LLDPDU containing a Time To Live TLV and not contdininig an Extension Request
TLV or an Extension Identifier TLV.

Scope MAC Address: The MAC address used as the destination address in Normal LLDPDUs, which
determines the limits of propagation in the network.

shutdown LLDPDU: A Normal LLDPDU with a TTL value of'z&ro.

12
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4. Acronyms and abbreviations

Insert the following new abbreviations in Clause 4 in alphabetical order:

XLLDP Extended Link Layer Discovery Protocol
XPDU Extension LLDPDU
XREQ Extension Request LLDPDU

13
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5. Conformance

5.3 Required capabilities

3

k)

)

p)

——___Change it items J); k), and iy inthe terrered 13T im 33 a5 foiiows:

If receipt of LLDPDUSs is supported, for every set of TLVs (the basic management set, extended
LLDP set, and any organizationally specific sets) supported, support shall be implemented for
receipt of every TLV defined in the set.

If transmission of LLDPDUs is supported, for every set of TLVs (the basic management sgt,
extended LLDP set, and any organizationally specific sets) supported, support shall be implemented
for transmission of every TLV defined in the set.

If transmission of LLDPDUs is supported, for every set of TLVs (the basic management set,
extended LLDP set, and any organizationally specific sets) supported, a capability shall be
implemented for users to determine which optional TLVs are transmitted ifp<any particular
LLDPDU.

Insert new item p) at the end of the lettered list in 5.3 (as modified by IEEE Std’802.14ABcu-2021) as
follows:

If the Extended Link Layer Discovery Protocol is supported, then

1) The extended LLDP set of TLVs shall be implemented as defined in 8.5a.

2) The Extension Request and Extension LLDPDU formats\(8:2) and addressing (7.1.2) shall be
implemented.

3) The extended receive state machine (Figure 9-2a)shall be implemented.
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6. Principles of operation
Change the first sentence of the second paragraph of the introduction to Clause 6 as follows:

This clause describes general principles of LI.DP and Extended [LILDP (XI.I.DP) operation

6.1 Transmission and reception

.

Change 6.1 as follows: Qq/
The information fields in each LLDP frame are contained in a Link Layer Discovery Protocol DQ;Q nit
(LLDPDU) as a sequence of variable length information elements, that each include type, length)\and value
fields (known as TLVs), where q/

— a)Type identifies what kind of information is being sent. '\?g)

— b)Length indicates the length of the information string in octets.

4
— ¢e)-Value is the actual information that needs to be sent (for exam@& binary bit map or an
alpha-numeric string that can contain one or more fields). Q/

OHOW e—mandatory v " taoteo-1)an an—contain—optiona
TV s-as—seleeted-by—network-management:—-Each LLDPDU be xlth a mandatory sequence of three

TLVs, as specified in 8.2, and can contain zero or more additi(‘{n/ optional TLVs as selected by network

management. The first three TLVs are: O\\
1)  é)A Chassis ID TLV. ‘\\%
2) e)APortID TLV. @)

)
)

3) $H-A Time To Live TLV or, if XLLDP&' upported, an Extension Request TLV or an Extension
Identifier TLV. 0,

Z

The first two TLVs contain the ¢ efg& ID and the port ID values. These are concatenated to form a logical
MSAP identifier. The combinatien of the MSAP identifier and the Scope MAC Address identify the that-is
ipi i i ing-LLDP agent/port_that is the source of the information in the

TLVs. Both the chassis {D and port ID values can be defined in a number of convenient forms. Once
selected, however, tl&h ssis ID/port ID value combination remains the same as long as the particular port

remains operable (}% ,8.5.3,9.2.4.1).

>
N

Lhe third TLV differentiates between three types of LLDPDUS:

a) A Normal LLDPDU, where the third TLV is a Time To Live TLV that tells the receiving LLDP

agent how long all information pertaining to this LLDPDU’s MSAP identifier is valid so that all of
the associated information can later be automatically discarded by the receiving LLDP agent if the

15
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sender fails to update it in a timely manner. It is useful to further differentiate two special cases of a

Normal LLDPDU:

1) A shutdown LLDPDU, where the third TLV is a Time To Live TLV with a TTL value of zero
indicating that any information pertaining to this LLDPDU’s MSAP identifier is to be
discarded immediatelv. A TTL value of zero can be used, for example, to signal that the

&

sending port has initiated a port shutdown procedure.

2) A Manifest LLDPDU, where the third TLV is a Time To Live TLV with a non-zero TTL value
and one of the subsequent TLVs is a Manifest TLV.
b) An Extension Request LLDPDU (XREQ), where the third TLV is an Extension Request TLV t
the recipient of a Normal LLDPDU containing a Manifest TLV uses to request one or more o
Extension LLDPDUs described in the Manifest TLV. The Extension Request LLDPDU do
contain a Time to Live TLV. \}
c) An Extension LLDPDU (XPDU), where the third TLV is an Extension Identiﬁé\hﬁ‘LV. The
Extension LLDPDU does not contain a Time to Live TLV. R

NOTE —The receive state machine (in 9.2.9 and in prior versions of this standard) sp@' that an implementation not
supporting XLLDP will discard any received LLDPDUs not containing a TTL TLY ,as‘the third TLV (i.e., will discard

any received Extension Request or Extension LLDPDUS). The state machine furtferspecifies that only implementations

LLDPDUs. %

N\
Fhe-An optional End Of LLDPDU TLV marks the end of th(B\LDPDU.

The format for the LLDPDU is defined in 8.2. The T%&}ategories and the basic TLV format are defined in
8.3 and 8.4. The specific format and field conte% r the Chassis ID TLV are defined in 8.5.2; for the
Port ID TLYV, in 8.5.3; for the Time To Live TL .5.4; and for the End Of LLDPDU TLYV, in 8.5.1.

L

6.2 LLDP operational modes S\\\>

Change 6.2 as follows: \\.Q

e information advertised by LLDP is transferred in a single direction. An
LLDP agent can (fﬂ-ﬂi—ﬂ“tl—};ee riodically advertise information about the capabilities and current status of the
system associated with its MSAP identifier. The LLDP agent can also reeetve-collect information about the
capabilities and ¢ 1@ status of the system associated with a remote MSAP identifier. LLDP does not itself
contain a mech@ for seheiting-the LLDP agent to solicit specific information from other LLDP agents
beyond what i§ being advertised by those LLDP agents, nor does it provide a specific means of confirming
the receipfiof information. Extended LLDP allows an LLDP agent collecting information to request detailed

info via an Extension Request LLDPDU) that is only advertised in a summary form (in a Manifest

TL wever this does not change the inherent LLDP property that the choice of information provided is
discretion of the advertising LLDP agent.

NOTE—The LLDP protocol is designed to advertise information useful for discovering pertinent information about a
remote port and to populate topology MIBs. It is not intended to act as a configuration protocol for remote systems, nor
as a mechanism to signal control information between ports. During the operation of LLDP, it may be possible to

discover configuration inconsistencies hetween gystems on the same TEEE 802 TLAN TI1.DP does not provide a

mechanism to resolve those inconsistencies. Rather, it provides a means to report discovered information to higher layer
management entities.

LLDP allows the transmitter-and-the-reeetver-advertising function and collecting function of the LLDP agent

to be separately enabled, making it possible to configure an implementation so the local LLDP agent can
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either transmit-advertise only or reeeive-collect only, or so the local LLDP agent can transmit-advertise and
reeetve-collect LLDP information.

6.5 Transmission principles

Change 6.5 as follows:

A transmission cycle Fransmisston-can be initiated either by the expiration of a transmit countdown timing
counter or by a change in the value of one or more of the information elements (managed objects) assogiated
with the local system. When a transmit cycle is initiated, the LLDP management entity extracts thefnanaged
objects from the LLDP local system MIB and formats this information into TLVs. The TLVs-are- inserted
into an LLDPDU that is passed to the LLDP transmit module. When Extended LLDP is suppotted, some of
the TLVs are inserted into one or more Extension LLDPDUs that are passed to the LLRP<¢ransmit module
when requested by the receipt of a Extension Request LLDPDU. The LLDP transmit' module prepends
addressing parameters to the LLDPDU as defined in 8.2, 8.3, and 8.4. The LLDPDU and TLV formats are
defined in Clause 8. The LLDP transmit state machine is described in 9.2.1 and 9:2°8.

NOTE 1—Because a transmission cycle can be initiated whenever a change ocetrs,within the LLDP local system MIB,
it is possible that a series of successive changes over a short period of time couldArigger a number of LLDP frames to be
sent, each reporting only a single change. LLDP utilizes a transmissiony'delay timer that can be set by network
management to limit the ensure—that-there—is—a—defined-maximumumber of LLDP transmission cycles EEDPDY
transmissions-in a given time period.

NOTE 2—Under normal circumstances, the information in théreceiving LLDP agent’s remote systems MIB is refreshed
periodically to avoid being discarded due to ageing. Ao prevent the receiving LLDP agent’s remote systems MIB
information being aged out because a refresh frame has\been lost in transmission, the sending LLDP agent typically sets
the TTL value so that several refresh cycles can occur before the received MIB information ages out.

LLDP can disclose information about-a device and network that could be considered sensitive in certain
environments. Implementers are enéouraged to provide controls that take into account the link protection
characteristics when including information in an LLDP message. Different information can be included if an
LLDP message is being sént“on the uncontrolled port, the controlled port, or a MACsec protected
connectivity association.

6.6 Reception principles
6.6.1 LEDPDU and TLV error handling
CGhange the first paragraph of 6.6.1 as follows:

The LLDPDU is checked to verify ensure-that it contains the correct sequence of three mandatory TLVs at
the beginning of the frame, as snemﬁed in 8. 2 @M%%f%&d%m@@%we%and

A A VA 1d | Irnnan

theneaehopttonal FEVts—~validatedinsueeesstonEDRDUs-thateontain-deteetableerrerstithe first three
mandatory TLVs are discarded. Optional TLVs that contain detectable errors are discarded [see 9.2.7.7.2 ¢)].
TLVs that are not recognized, but that also contain no basic format errors, are assumed to be valid and are
stored for possible later retrieval by network management (see 9.2.7.7.1 and 9.2.7.4). If the End Of
LLDPDU TLYV is present, any octets that follow it are discarded.
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6.7 Systems with multiple LLDP Agents
Change the first paragraph of 6.7 as follows:

Each LLDP agent advertises a single set of information in the various TLVs it encodes in each transmission

cycle-transmittedEEPDUY, and is associated with the MSAP that supports the LLC entity that the LLDP
agent uses to transmit and receive. Each LLDP agent uses its LSAP directly, without the use of any
additional multiplexing or addressing above the LSAP to support the use of that LSAP by multiple LLDP
agents; and each LLC entity provides service to one and only one protocol entity at each of its LSAPs that it
supports, using the service provided by a single MSAP. It follows that each LLDP agent makes use of.a
unique MSAP, and that the LLDP agent can be uniquely identified by the receiving agent using the MSAP*s
identifier and the MAC address that determines the LLDP agent’s address scope. as specified in 62%0.1. A
single LLDP management entity can support the operation of multiple LLDP agents within the same System.
Figure 6-2 illustrates the relationship between the LLDP agents, LLC Entities, MSAPs, and-the LLDP
management entity.

Change the second sentence of the second paragraph of 6.7 as follows:

These sets of peers can be determined by the way that the MAC service is supported within the system (see
IEEE Std 802.1 AC-20+5 for a description of the connectionless connectivity,that characterizes an IEEE 802
LAN).

Change the final paragraph of 6.7 as follows (Figure 6-7 remains unchanged):

More than one LLDP agent, each using a different address s€Cope, can be instantiated for a given system port
by adding a simple shim that provides the necessary distifict MSAPs by multiplexing and demultiplexing
between those MSAPs and a common MSAP for the pott, as illustrated in Figure 6-7. Each MSAP shown in
Figure 6-7 is allowed to shared the same MSAP Identifier and individual MAC address. The LLDP agents
are differentiated by address scope used, i.c., by the MAC address used as a Destination Address in frames

containing a Normal LLDPDU.

Insert new subclause 6.9 after 6.8 as follows:

6.9 Extended LLDP (XLLDP)

Extended LLDP allows an\LLDP agent to advertise more TLVs than would fit within a single LLDPDU by
transmitting the additienal TLVs in one or more Extension LLDPDUSs. The selection of TLVs to be included
in LLDPDU is controlled by management, but the mapping of TLVSs to the initial Normal LLDPDU or to an
Extension LLDPDU is implementation dependent (10.2.2). When a transmission cycle is initiated, a unique
description @f each Extension LLDPDU is encoded in a Manifest TLV, which is then included in the Normal
LLDPDU transmitted at the beginning of the cycle. A Normal LLDPDU containing a Manifest TLV is
referred to’ as a Manifest LLDPDU. Changes to any of the TLVs in an Extension LLDPDU changes the
deseription included in the Manifest TLV, and thus triggers a new transmission cycle.

An implementation not supporting XLLDP that receives a Manifest TLV treats it as an unrecognized TLV
and only stores the TLVs that were included in the Normal LLDPDU. An implementation supporting
XLLDP that receives a Manifest TLV then requests the transmission of any new or modified Extension
LLDPDUs by sending an Extension Request LLDPDU to the LLDP agent sourcing the Manifest LLDPDU.

One or more Extension LLDPDUs can be requested in a single Extension Request LLDPDU. A new
Extension Request LLDPDU can be transmitted when all Extension LLDPDUs previously requested have
been received. This allows the requesting LLDP agent to pace the rate of information transfer. A timer on the
request allows an Extension Request LLDPDU to be retried if it appears that either the request or a response
has been lost.

18
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Extension Request LLDPDUs and Extension LLDPDUs are transmitted with an individual MAC address as
the destination address. The destination address in an Extension Request LLDPDU is taken from the
contents of the Return MAC Address field of the received Manifest TLV. The requested Extension
LLDPDUs are transmitted with a destination address taken from the contents the Return MAC Address field
of the Extension Request TLV.

19
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7. LLDPDU transmission, reception, and addressing

Change the note in the introduction to Clause 7 as follows:

operatlon of entltles that support protocol dlscrlmlnatlon using an EtherType ie.

, EthertypeProtocol Diserimination

—protocol discrimination based on the Type 1nteLpretat10n of the Length/Type field as

pcc1ﬁcd in IEEE Std 802.3, or the use of the SNAP encapsulation of EtherTypes as described in IEEE Std 802. Hence,
“LSAP” in the above description can refer to the use of ISO/IEC 8802-2 [B15] LLC addresses, or an EtherType, as a

means of higher layer protocol identification.

7.1 Destination address

Insert a new heading 7.1.1 at the start of 7.1 and change the first paragraph of what was_7.1\as follows:

7.1.1 Destination address for Normal LLDPDUs

The MAC address used as the destination address in Normal LLDPDUs is refefved to as the Scope MAC
Address because it determines the limits of propagation of the LLDPDU within-a network. A set of standard
group MAC addresses that can be used by LLDP as the Scope MAC Addfessvis specified in Table 7-1. These
addresses are in the range of IEEE Std 802.1Q C-VLAN and MAC Bwidge component Reserved addresses
(see Table 8-1 in IEEE Std 802.1Q-2014), the S-VLAN componefit,Reserved addresses (see Table 8-2 in
IEEE Std 802.1Q-2014), and the TPMR component Reservéd’ addresses (see Table 8-3 in IEEE Std
802.1Q-2014). The choice of address used determines the-scope of propagation of LLDPDUs within a
bridged LAN, as follows:

Change the last two paragraphs of what was 7.1, the'Heading for Table 7-2, and NOTE 7 as follows:

In addition to the prescribed support for{ standard group MAC addresses shown in Table 7-1,
implementations of LLDP may support the.following_as the Scope MAC Address-destination-addressesfor
EHDPPUs:

d)  Any group MAC address;
e) Any individual MAC-address.

Support for the use aff each of these destination addresses, for both transmission and reception of Normal
LLDPDUs, is either‘mandatory, recommended, permitted, or not permitted, according to the type of system
in which LLDP s implemented, as shown in Table 7-2.

Table 7-2—Support for the Scope MAC Address adédresses-in different systems

Copyright © 2022 IEEE. All rights reserved.

Address Cl;}llggAg Sl;\l;[agg ;l;fl]:l/[g]: End station
Nearest bridge Mandatory Mandatory Mandatory Mandatory
Nearest non-TPMR bridge Mandatory Mandatory Not permitted | Recommended
Nearest Customer Bridge Mandatory | Not permitted | Not permitted | Recommended
Any other group MAC address Permitted Permitted Permitted Permitted
Any individual MAC address Permitted Permitted Permitted Permitted
20
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NOTE 7—If an individual MAC address is specified as the Scope MAC Address, it is used as the destination for
transmitted LLDPDUs and also used to validate received LLDPDUs. The primary purpose of using an individual
address as the Scope MAC Address is that an LLDP agent configured as “transmit only” sends Normal LLDPDUs to a
specific receiving LLDP agent. It is also allowable for an LLDP agent configured as “receive only” to use an individual
address (typically the individual MAC address of the LLDP agent’s MSAP) so that only information from an LLDP
agent configured as “transmit only” using this same address is collected. Using an individual MAC address as the

destination address for an LLDP agent configured to “transmit and receive” is allowed, although it would not typically
be useful. Hanindividual MA i A e e R e R

Insert new subclause 7.1.2 after NOTE 8 in what has become 7.1.1 as follows: /\\?\

7.1.2 Destination address for Extension Request and Extension LLDPDUs q/Q

-
.

The destination address in an Extension Request LLDPDU or an Extension LLDP % an individual
address. Extension Request LLDPDUs are sent in response to the receipt of a Man'feﬁ}\ LDPDU, and use
the contents of the Return MAC Address field of the Manifest TLV as the é{;m ation address of an
Extension Request LLDPDU. Likewise, Extension LLDPDUs are sent in %p se to the receipt of an
Extension Request LLDPDU, and use the contents of the Return MAC %ess field of the Extension
Request TLV as the destination address of the Extension LLDPDU. Q/

<

7.2 Source address
NZ

c~>O

AS
The source address shall be the individual MAC addéc of the MSAP supporting the LLDP agent-sending

7.4 LLDPDU reception \\}\

Change 7.2 as follows:

Change list item a) in 7.4 as followg('\Q)
a)  The destination MAC a se\s's is equal to the individual MAC address of the MSAP supporting the

LLDP agent, or the S@]&MAC Address address-associated with the corresponding LLDP agent
Agent; and 3
O
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8. LLDPDU and TLV formats

8.2 LLDPDU format

Change the first paragraph and the lettered list in 8.2 as follows:

The LLDPDU shall contain the following ordered sequence of three mandatory TLVs followed by zero or
more optional TLVs as shown in Figure 8-1. An End of LLDPDU TLV may be present as the last TLV in tlie
LLDPDU.

a) Three mandatory TLVs shall be included at the beginning of each LLDPDU and shall be-in ‘the order

shown.

TLV

1) Chassis ID TLV
2) PortID TLV

3) Time To Live TLV or, if XI.LDP is supported, Extension Request LV or Extension Identifier

Replace Figure 8-1 with the following figure:

b) Optional TLVs as selected by network management (may be ingérted in any order).

c) Ifthe End Of LLDPDU TLV is present, it shall be the last TLV in the LLDPDU.

NOTE 1—"Optional” in the sense that they are not required for LLDP\operation; however, their presence could be
required by other system elements that use LLDP.

Copyright © 2022 IEEE. All rights reserved.

M = mandatory TLV

22

Figure 8-1—LLDPDU formats

Octets: |1 N
Chassis<}.*Port ID | Time To |QOptional Optional| End of
Normal | \p 10z | TLV Live TV | T TLV | LLDPDU
LLDPDU TLV TLV
M M M
Qctets: |1 N
. Chassis | PortID | Extension| End of
Extension Request ID TLV TLV Request LLDPDU
LLDPDU TLV TLV
M M M
Octets: |1 N
, Chassis | PortID | Extension |Optional Optional| End of
Extension | b 1Ly TLV Identifier | TLVv - TLV | LLDPDU
LLDPDU TLV TLV
M M M
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Change the last paragraph and NOTE 2 in 8.2 as follows:

The maximum length of the LLDPDU shkall-be-is less than or equal to the maximum information field length
allowed by the particular transmission rate and protocol. In IEEE 802.3 MACs, for example, the maximum
LLDPDU length is the maximum data field length for the basic, untagged MAC frame (1500 octets).

NOTE 2—Implementations can restrict the maximum length of the LLDPDU to a value smaller than what would be ({/b
allowed by the underlying MAC technology. For example, an end station or bridge implementing Time-Sensitive Q
Networking (TSN) features could restrict the maximum length to limit delay variation when transmitting frames in time q/(]/

sensitive streams. Q
NOTE 23—There is no defined minimum length of an LLDPDU, other than that implied by the require ®
conformant implementations support the mandatory TLVs specified in Table 8-1. /n\\

8.3 TLV categories Q)ql

Change 8.3 as follows: ?\

The general format of LLDP TLVs is defined in 8.4. The TLVs are grouped mtq@genemmree categories

as follows: Q/Q/

a) A set of TLVs that are considered to be basic to the manag of network stations. and-that-are
Support of the basic management set is a required capability of all LLDP implementations. Each
TLV in this category is identified by a unique TLV ty@ ue that indicates the particular kind of
information contained in the TLV. The specific definitions and usage rules for the basic management
set TLVs are defined in 8.5. §

b) Aset of TLVs that support Extended LLDP ( P) operation. Support of the extended LLDP set
is a required capability of all LLDP imple?er@tlons supporting XIL.LDP. Each TLV in this category
is identified by a unique TLV type Valuﬁ t indicates the particular kind of information contained
in the TLV. The specific definitions a@ age rules for the extended LLDP set TLVs are defined in
8.5a. \

c) b)y-Organizationally specific ext%&on sets of TLVs that are defined by standards groups such as
IEEE 802.1 and IEEE 8(1%@11d others to enhance management of network stations that are
operating with particular ia and/or protocols._The format of Organizationally Specific TLVs

along with field defjg@' s and usage rules common to all Organizationally Specific TLVs, are
defined in 8.6. A\

1) TLVsin tk@ategory are identified by a common TLV type value that indicates the TLV as
belonging to the set of Organizationally Specific TLVs.

2) Each-organization is identified by its organizationally unique identifier, consisting of either an
@gﬂizationallv Unique Identifier (OUI).or a Company ID (CID).

3) ’rganizationally Specific TLV subtype values indicate the kind of information contained in the

standards.ieee.org/regauth.
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8.4 Basic TLV format

8.4.1 TLV type

Change Table 8-1 as follows:

Table 8-1—TLYV type values

TLV type ? TLV name I?Ifi‘)glfl;lllJ Reference
0 End Of LLDPDU Optional 8.5.1
1 Chassis ID Mandatory 8.5.2
2 Port ID Mandatory 8.53
3 Time To Live Mandatory 8.5.4
4 Port Description Optional 8.5a
5 System Name Optional 8.5.6
6 System Description Optional 8.5.7
7 System Capabilities Optional 8.5.8
8 Management Address | Optional 8.5.9
9 Manifest Optional 8.5a.1
10 Extension Requést Optional 8.5a.2
11 Extension fdentifier Optional 8.5a.3
912-126 Resenyed,for future — —
standardization
127 Qrganizationally Optional —
Specific TLVs

ATLVs with type values 0—8 are members of the basic management set. TLVs with
type vatues 9—11 are members of the extended LLDP set.

8.5 Basic management TLV set formats and definitions
8.5.2/Chassis ID TLV
Change the first paragraph of 8.5.2 as follows:

The Chassis ID TLV is a mandatory TLV that identifies the chassis containing the IEEE 802 LAN station
associated with the MSAP Identifier associated with the LLDP agent containing the LLDP local system

MIB that 1s the source of the information in TLVs-transmitting E=DP-agent. There are several ways in which
a chassis may be identified and a chassis ID subtype is used to indicate the type of component being
referenced by the chassis ID field. Each LLDPDU shall contain one, and only one, Chassis ID TLV and the
chassis ID field value shall remain constant for all LLDPDUs while the MAC status parameter for the Port
remains operational.
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8.5.3 Port ID TLV
Change the first paragraph of 8.5.3 as follows:

The Port ID TLV is a mandatory TLV that identifies the port component of the MSAP identifier associated

with the MSAP Identifier associated with the LLDP agent containing the LLDP local system MIB that is the
source of the information in TLVs-transmitting EE-DP-agent. As with the chassis, there are several ways in

which a port may be identified. A port ID subtype is used to indicate how the port is being referenced in the
port ID field. Each LLDPDU shall contain one, and only one, Port ID TLV. The port ID value shall remain
constant for all LLDPDUs while the transmitting port remains operational.

8.5.4 Time To Live TLV
Change the second paragraph of 8.5.4 as follows:

The Time To Live TLV is mandatory for all Normal LLDPDUs, and shall be the third TLV"in the LLDPDU.
Its format is shown in Figure 8-6.

8.5.4.2 Time To Live TLV usage rules
Change 8.5.4.2 as follows:
A Normal An-LLDPDU shall contain exactly one Time To Live TLV)as the third TLV, and shall not contain

more than one Time To Live TLV. A Time To Live TLV shall nefib¢ contained in an Extension LL.DPDU or
an Extension Request LLDPDU.

Insert new subclause 8.5a after 8.5 as follows:

8.5a Extended LLDP set TLV format$ and definitions
8.5a.1 Manifest TLV
The Manifest TLV allows an LLDP-agent supporting XLLDP to advertise more TLVs than fits in a single

LLDPDU. The Manifest TLV-contains a list of Extension PDUs that convey the additional TLVs. The
format for this TLV is shown\in Figure 8-11a.

i i+1 i+2 i+6
XPDU XPDU XPDU
Number | Revision Check Value
(8 bits) (8 bits) (32 bits)
47 XPDU Descriptor ———— P

T

Octets:| 1 ‘ 2 3 9 12 13 19 kx6+13 n+2
TLV type | TLV information Return MAC Total MIB | Number of XPDU XPDU
=9 string length = n Address entry size | XPDUs = k Descriptor I Descriptor
(7 bits) (9 bits) (48 bits) (24 bits) (8 bits) (48 bits) (48 bits)
Bits:| 8 2 1‘ 8 1
«4— TLV header —p ¢ TLV information string »

Figure 8-11a—Manifest TLV format
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8.5a.1.1 TLV information string length
The TLV information string length field shall contain the number of octets in the TLV information string.

8.5a.1.2 Return MAC Address

The individual MAC Address of the MSAP supporting the LLDP agent, to be used as the destination address
for Extension Request LLDPDUs generated in response to this Manifest TLV.

8.5a.1.3 Total MIB entry size

The total MIB entry size is the number of octets in all TLVs associated with this MSAP Identifier (regardless
of the number of XPDUs used to convey those TLVs). It is the sum of the information string length fields in
all TLVs, plus two times the number of TLVs, and includes the TLVs in the initial Normal LEDPDU. This
allows the LLDP remote systems MIB manager to determine whether it expects to have spac€ to store the
information prior to requesting any XPDUs.

8.5a.1.4 Number of XPDUs

The number of XPDUs field contains the count of the XPDU Descriptors jin this TLV. Since the maximum
size of the TLV information string is 511 octets, the minimum numberf XPDU Descriptors is 1 and the
maximum number is 83. When the number of XPDU Descriptors is ksthe TLV information string length is
at least k x 6 + 10, but it need not be exactly £ x 6 + 10. This allows an ‘implementation to use a fixed length
TLV information string with a variable number of XPDU Descriptors.

8.5a.1.5 XPDU Descriptor

An XPDU Descriptor comprises an 8-bit XPDU Number, an 8-bit XPDU Revision, and a 32-bit XPDU
Check Value. The XPDU Number uniquely identifies each XPDU in a manifest. The XPDU Revision is
assigned a random value at initialization, and is\ihcremented (modulo 256) each time there is a change to
one or more TLVs in the XPDU. The XPDW Check Value is the low order 32 bits of an MD5 hash calculated
across all octets of the XPDU.

8.5a.1.6 Manifest TLV usage rules

An LLDPDU shall not contaif”more than one Manifest TLV. Each XPDU Descriptor associated with an
MSAP identifier and Scope MAC Address shall have a unique XPDU Number.
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8.5a.2 Extension Request TLV

The Extension Request TLV allows an LLDP agent supporting XLLDP to request that the neighbor transmit
specific Extension PDUs. The format for this TLV is shown in Figure 8-11b.

i i+1 i+2 To
XPDU XPDU XPDU
Number | Revision Check Value
(8 bits) (8 bits) (32 bits)
4— xPDU Descriptor 4}

Octets:| 1 ‘ 2 3 9 15 16 17 23 e nt2
TLV type | TLV information | Return MAC | Scope MAC | Rsvd | Number of XPDU XPDU
=10 | stringlength=n | Address Address XPDUs =k | Descriptor and Descriptor
(7 bits) (9 bits) (48 bits) (48 bits) [ (8 bits)| (8 bits) (48 bits) (48 bits)
Bits:| 8 2 1’ 8 1
4— TLV header —p>«¢ TLV information string »

Figure 8-11b—Extension Request TLV{ormat

8.5a.2.1 TLV information string length
The TLV information string length field shall contain the fiumiber of octets in the TLV information string.
8.5a.2.2 Return MAC Address

The individual MAC address of the MSAP supporting the LLDP agent, to be used as the destination address
for the requested Extension LLDPDU .

8.5a.2.3 Scope MAC Address

The MAC Address used by thi®LLDP agent as the destination address for Normal LLDPDU .

8.5a.2.4 Number of XPDUs

The number of XPPUs field contains the count of the XPDU Descriptors in this TLV. Since the maximum
size of the TLV information string is 511 octets, the minimum number of XPDU Descriptors is 1 and the
maximumeumber is 82. When the number of XPDU Descriptors is &, the TLV information string length is
at least £ X)6 + 14, but it need not be exactly k£ x 6 + 14. This allows an implementation to use a fixed length
TLV inférmation string with a variable number of XPDU Descriptors.

8.5a.2.5 XPDU Descriptor

An XPDU Descriptor comprises an 8-bit XPDU Number, an 8-bit XPDU Revision, and a 32-bit XPDU
Check, as specified in 8.5a.1.5.

8.5a.2.6 Extension Request TLV usage rules

An Extension Request LLDPDU shall contain an Extension Request TLV as the third TLV, and shall not
contain more than one Extension Request TLV. An Extension Request TLV shall not be contained in a

27
Copyright © 2022 IEEE. All rights reserved.


https://iecnorm.com/api/?name=bdbd3670da9d93e838b30848c1102f1f

ISO/IEC/IEEE 8802-1AB:2017/Amd.2:2023(E)

IEEE Std 802.1ABdh-2021
IEEE Standard for Local and metropolitan area networks—Station and Media Access Control Connectivity Discovery—
Amendment 2: Support for Multiframe Protocol Data Units

Normal LLDPDU or an Extension LLDPDU. Each XPDU Descriptor associated with a MSAP identifier
and Scope MAC Address shall have a unique XPDU Number.

8.5a.3 Extension Identifier TLV

The Extension Identifier TLV identifies an XPDU containing one or more TLVs that would not fit in the
Normal LLDPDU transmitted by this LLDP agent. The format for this TLV is shown in Figure 8-11c.

Octets:| 1 | 2 3 9 10
TLV type | TLV information Scope MAC XPDU XPDU
=1 string length = n Address Number Revision
(7 bits) (9 bits) (48 bits) (8 bits) (8 bits)
Bits:| 8 2|1 ‘ 8 1

4— TLVheader — p4¢——— TLVinfo —— P

Figure 8-11c—Extension Identifier TLV format
8.5a.3.1 TLV information string length
The TLV information string length field shall contain the number of octets in the TLV information string.
8.5a.3.2 Scope MAC Address
The MAC Address used by this LLDP agent as the destination)address for Normal LLDPDUs.
8.5a.3.3 XPDU Number
The XPDU Number portion of the XPDU Descfiptor specified in 8.5a.1.5.
8.5a.3.4 XPDU Revision
The XPDU Revision portion of the XPBPU Descriptor specified in 8.5a.1.5.
8.5a.3.5 Extension Identifiefr TLV usage rules
An Extension LLDPDUL shall contain an Extension Identifier TLV as the third TLV, and shall not contain

more than one Extension Identifier TLV. An Extension Identifier TLV shall not be contained in a Normal
LLDPDU or an Extension Request LLDPDU.

8.6 Organizationally Specific TLVs

Change’the heading and content of 8.6.1 as follows:
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8.6.1 Basie-Organizationally Specific TLV format

The baste-format for Organizationally Specific TLVs is shown in Figure 8-12.

Octets:| 1 | 2 3 6 7 6+n
|
TLV type TLV information organizationally organizationally organizationally defined
=127 string length unique identifier defined subtype information string
(7 bits) (9 bits) (3 octets) (1 octet) (0 < n <507 octets)
Bits:| 8 2] 1] 8 1
4——TLV header > « TLV informations string P

4 - 511 octets
Figure 8-12—BasiefermatFormat for Organizationally Specific TLVs

The following subclauses indicate how the individual fields shall be defined.
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9. LLDP agent operation

Change the introduction to Clause 9 as follows:

This clause describes the operation of the protocol from the point of view of a single LLDP agent (see
Clause 6); i.e., it describes the operation of the protocol for the transmission and reception of LLDPDUs on
a single Port;-using-aMAC-address{(see-Clause-7)-as-the-destination-address. Where the use of more than
one Scope MAC Address (7.1.1) address-is supported on a given Port, a separate instance of the LLDP agent
is responsible for the operation of the protocol for each Scope MAC Address address-that is supported.

9.1 Overview

Change 9.1 including Table 9-1 as follows:

Each LLDP agent is responsible for causing the following tasks to be performed:

a) Maintaining current information in the LLDP local system MIB.

b) Extracting and formatting LLDP local system MIB informatiofy, for’ transmission to the remote port
LLDP agent(s) at regular intervals or whenever there is a change’in the system condition or status.

¢) Recognizing and processing received LLDP frames.
d) Maintaining current values in the LLDP remote system MIB.

e) Using the procedure somethingChangedLocal() ‘and the procedure somethingChangedRemote() to
notify the PTOPO MIB manager and MIB nfanagers of other optional MIBs whenever a value or
status change has occurred in one or moré©bjects in the LLDP local system LLDP remote systems
MIB.

NOTE _1—A consequence of the support of mudtiple MAC addresses on a Port is that there are multiple copies of the
LLDP local system MIB and remote systei’ MIB, one copy for each address supported.

LLDP allows implementations-that support three different operating modes: transmit only, receive only, or
both transmit and receive. An'LLDP agent shall conform to the specifications of each of the state machines
indicated in Table 9-1 for(the operating mode that it supports.

Table 9-1—Subclause/operating mode applicability

Subclause number Subclause title Transmit only | Receive only | Transmit and receive
N2.9 Receive state machine Mandatory if Mandatory Mandatory
XLLDP is
supported
9.2.8 Transmit state machine Mandatory — Mandatory
9.2.10 Transmit timer state machine Mandatory — Mandatory

NOTE 2—When XLLDP is supported and the operating mode is transmit only, the receive state machine is only enabled
to recognize and respond to Extension Request LLDPDUs. Information advertised by remote LLDP agents is not stored

in the LLDP remote systems MIB.
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9.1.1 Frame transmission

Change 9.1.1 and 9.1.2 as follows (this results in the removal of the heading for 9.1.2 and the
renumbering of subsequent headings):

An LLDPDU transmission cycle consists of the transmission of a Normal LLDPDU, potentially including a
Manifest TLV if the implementation supports XLLDP, and the subsequent transmission of one or more
Extension LIL.DPDUs upon receipt of Extension Request LLDPDUs. For an implementation not supporting
XLLDP, the entire transmission cycle consists of the transmission of a single Normal LL.DPDU.

The LLDP local system MIB contains the information needed for constructing individual TLVs and in&tades

a capability that allows network managers to select the optional TLVs to be included in th¢\Normal
LLDPDU and, if XLLDP is supported, in one or more Extension LLDPDUs (see 10.2.2).

9.1.1.1 Normal LLDPDUs

The transmission of Normal LLDPDUs EEDPBU-transmissten-is performed by the transmit state machine,
and the timing of transmission cycles transmisstons—is controlled by the tra@smit timer state machine.
Transmissions occur as a result of a number of different local events, as follows:

a) A regular background transmission cycle occurs as a result ofZa-transmission timer expiring. This
prevents the receiving system from timing ensures-that-th€ receiving system-doesnottime-out the
information received, as a result of the “time to live” @ssociated with the last received LLDPDU
expiring.

b) If a new neighbor is recognized (i.e., an LLDPDU~1s received by the receive state machine from a
hitherto unknown remote LLDP agent), then fourr LLDPDU transmission cycles transmissions-are
performed at shorter time intervals to quickly wpdate the new neighbor ensure-thatthenewneighber
is—quiekly—updated—with current information about its own neighbors. This rapid transmission
behavior is suppressed if the remoteSsystems MIB is not able to accommodate the new neighbor
information without removing curtent information relating to an older neighbor, in order to prevent
excessive PDU transmissions resulting from “churn” effects.

c) Ifa condition (status or valug)change occurs in one or more objects in the LLDP local system MIB,
then a transmission cyole™“is initiated an—EPPDU—is—transmitted—immediately, in order to
communicate the locat>changes as quickly as possible to any neighboring systems. The transmit
timer state machine-operates a simple credit-based transmission strategy that allows a number of
transmission cyeles EEDPDUsto-be-transmitted-in quick succession (the maximum number being
determined bylthe maximum credit value), thus allowing rapid updating of information in situations
where the\loeal state is changing quickly. However, once the LLDP-Agent’s agent’s transmission
credit issexhausted, the rate of transmission is cut to a maximum of one transmission cycle per
second.

d) [Theoverall timing of regular transmission cycles transmisstons-is governed by a system “tick” that
operates on a nominal timebase of 1 s. However, in shared media LANSs, in order to avoid bunching
of transmissions, the intervals between ticks include a random jitter component so that, while the
average time interval between ticks is 1 s, the interval between adjacent pairs of ticks can vary (see
9.2.2).

In order to reduce minimize-synchronization effects, it is recommended that transmission cycle intervals for

. £ £ 1T 1T I\D 4 4+l 14s ot o 1 fodts 4 =
UTITTICTUTTT D DT - dg UITtS O e SamiC T ot pUT T T PTOITTC Tt A O T AT S Ta g g 0T OUT

2 LR pes

31
Copyright © 2022 IEEE. All rights reserved.


https://iecnorm.com/api/?name=bdbd3670da9d93e838b30848c1102f1f

ISO/IEC/IEEE 8802-1AB:2017/Amd.2:2023(E)

IEEE Std 802.1ABdh-2021
IEEE Standard for Local and metropolitan area networks—Station and Media Access Control Connectivity Discovery—
Amendment 2: Support for Multiframe Protocol Data Units

When the transmit state machine (9.2.8) initiates a transmission cycle, determines-that-anermal-EADPPU-s
to-be-transmitted; the LLDP MIB manager extracts the selected information from the LLDP local system
MIB and constructs an-a Normal LLDPDU-as-defined-in-9-1; containing the following:

a)  The mandatory TLVs as specified in 8.2:
1) Chassis ID TLV (see 8.5.2).
2) PortID TLV (see 8.5.3).
3) Time To Live TLV, with the TTL value set equal to txTTL (see,8.5.4).

b) A Manifest TLV (see 8.5a.1), if XLLDP is supported and any of the selected information is to be
included in an Extension LLDPDU. The Manifest TLV inclddey’a descriptor for each Extension
LLDPDU, even if the information selected to be included\ i that Extension LLDPDU has not
changed.

c) b)Additional optional TLVs, from the basic management set or from one or more organizationally
specific sets, as allowed by LLDPDU length restrictions and as selected in the LLDP local system
MIB by network management (see Table 8-1).

d) e)Optionally, an End Of LLDPDU TLV.

Optional TLVs from the basic management s¢f) sach as the Management Address TLV, with different TLV
type and subtype combinations as well @s, optional TLVs with different ©U1-organizationally unique
identifier and organizationally defined subtype combinations from one or more organizationally specific sets
can be included within the same LLDRDU.

9.1.1.2 9422 Shutdown LLDPDUs

A special procedure existsfor the case in which a LLDP agent knows an associated port is about to become
non-operational (for exaniple, the adminStatus for the port is transitioning to ‘disabled”). In the event a port,
currently configurédwith LLDP frame transmission enabled, either becomes disabled for LLDP activity, or
the interface is\ administratively disabled, the transmit state machine attempts to send a final LLDP
shutdown LLDPDU with:

a) (~ The Chassis ID TLV.

b)\.+ The Port ID TLV.

¢)  The Time To Live TLV with the TTL field set to zero.
d) Optionally, an End Of LLDPDU TLV.

The shutdown LLDPDU does not include any other optional TLVs and, if possible, should be transmitted
before the infg,rf‘a{‘p 1s disabled

NOTE—There is an inherent race condition between an interface knowing it is going down and its ability to send “one
more frame.” If possible, the actual transition of the port to disabled is delayed until after this frame is transmitted. In the
event where adminStatus is transitioning to the disabled state and the LLDP agent is shutting down, this shutdown
procedure should be executed for all local ports.
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9.1.1.3 Extension Request LLDPDUs

Extension Request LIL.DPDUs are transmitted in response to the reception of a Manifest LLDPDU. The
transmission is controlled by the extended receive state machine. When XILLDP is supported. and a
Manifest LLDPDU or_an Extension LLDPDU is received, and the Manifest TLV includes XPDU

NS

&

Descriptors that do not match the XPDU Descriptors in the LLDP remote systems MIB entry for the MSAP (b
Identifier received in the LLDPDU, the LLDP MIB manager constructs an Extension Request LLDPDU Qq/

containing the following: (]/
a) The mandatory TLVs as specified in 8.2: @Oq/
1) Chassis ID TLV (8.5.2). \?‘
2) PortIDTLV (8.5.3). ,<\
3) Extension Request TLV with a list of one or more XPDU descriptors (8.5a.2). (19
b) Optionally, an End Of LLDPDU TLV. @ .
| N
9.1.1.4 Extension LLDPDUs Q(l;

Extension LLDPDUSs are transmitted in response to the reception of an Exte n Request LLDPDU. The

transmission is controlled by the receive state machine. When XLLD supported. and an Extension
Request LLDPDU is received, then for each XPDU Number and XP! Revision pair in the Extension
Request TLV that matches an XPDU Number and XPDU Revisi_oMthe LLDP local system MIB, the

LLDP MIB manager extracts the selected information from the%ﬁﬁ’ local system MIB and constructs an
Extension LLDPDU containing the following: C)\\

a)  The mandatory TLVSs as specified in 8.2: s\\%
1) Chassis ID TLV (8.5.2). @)

2) PortIDTLV (8.5.3). K

3) Extension Identifier TLV with t%eques‘[ed XPDU Number and XPDU Revision pair (8.5a.3).
b) Additional optional TLVs, from; é% asic management set or from one or more organizationally
specific sets, as allowed by LLDPDU length restrictions and as selected in the LLDP local system
MIB by network manage able 8-1).
©)  Optionally. an End Of LEDPDU TLV.
.\@
9.1.2 Frame receptloQO

Change 9.1.2 (re(-)@;%ered from 9.1.3 by the removal of the heading for 9.1.2 above) as follows:

LLDP fram réception consists of four three-phases: frame recognition, frame validation, TLV collection
and LL@IO& systems MIB updating. All-error-cheeking-is-done-during-frame-validation—

9.12.1 Frame recognition

rame recognition is performed at the LLDP/LSAP (see Figure 6-2), where the destination address and
EtherType values determine whether the frame is an LLDP frame destined for this LLDP agent or not.

tion

Frames that are recognized as LLDP frames are then validated to determine whether they are properly
constructed and contain the correct set of mandatory TLVs. Frames that do not ;—frames—that-pass the
validation criteria are discarded.
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9.1.2.3 TLV collection

All received TLVs are validated by checking for format errors, and invalid TLVs are ignored. If the TLVs
received in the Normal LLDPDU did not include a Manifest TLV (or the implementation does not support

XLLDP and does not recognize the Manifest TLV), then all validated TLVs are passed to the LLDP remote

systems MIB immediately. If the implementation supports XI.LLDP and the Normal LLDPDU includes a
Manifest TLV, then this TLV is used to determine which Extension LLDPDUSs need to be received before a
complete set of TLVs can be passed to the LLDP remote systems MIB.

An implementation supporting XLLDP compares the XPDU descriptors in the Manifest TLV to th
received in a previous Manifest TLV to determine which XPDUs (identified by the XPDU Number) ¢
new information. If no Manifest TLV has been received previously, then all of the XPDUs describq&\ the
Manifest TLV contain new information. If there are no XPDUs that have new information, then IhNélidated
TLVs received in the Normal LLDPDU are passed to the LLDP remote systems MIB. Otherwﬂé\awse TLVs
are retained until the XPDUs with new information have been received. Qﬁ v

If there are XPDUs that have new information, then an Extension Request LLDPDI},\re'alesting one or more
of the XPDUs with new information, is transmitted to the LLDP agent that sourqeﬂjﬂé Normal LLDPDU. A
timer is started when an Extension Request LLDPDU is transmitted, and th est is retried once if the
timer expires before all requested XPDUs have been received. When afl réquested XPDUs have been
received, another Extension Request LL.DPDU is transmitted request one or more of the remainin
XPDUs with new information. This process repeats until all XPD&/With new_information have been
received. If a new Manifest LLDPDU is received before all Xf:Ij‘J‘s have been received, any received
XPDU s that have the same Revision and Checksum in the new@nifest TLV are retained, and any received
XPDUs that have different Revision and Checksum are dis ed. The extended receive state machine then
continues to issue Extension Requests for any necessary R S.
$\

erecognized and validated following the same steps as
ted, the XPDU check value is calculated. This check
PDU Revision from the Extension Identifier TLV, is

Received frames containing Extension LIL.DPDU
frames containing Normal LI.DPDUs. Once
value, together with the XPDU Number

received in this Extension LLDPDU are retained. When all XPDUs with new information have been
received, all of the retained TLVs a sed to the LLDP remote systems MIB.

9.1.2.4 LLDP remote syst@@MlB updating
3

The collected TLVs are’u@d to create, modify. or delete an entry update-the-contents-ef-entries-in the LLDP
remote systems MI? he relevant entry in the LLDP remote systems MIB is determined by fer-the
% APNdentifier formed from the contents of the Chassis ID and Port ID TLVs.ESAP identifier

The LLDP remote systems MIB is updated as follows:

.

a) e TTL value in the Time To Live TLV is greater than zero frame-is-anermal-EEDPPUY-and an
ntry does not exist in the LLDP remote systems MIB for the originating MSAP ESAP-identifier

* and_there is sufficient space (or sufficient space can be created by the steps in 9.2) for the new
information—destination—MAC—address, then a new entry in the MIB is created;—assuming—that

C)% b) If the TTL value in the Time To Live TLV is greater than zero frame-is-anermal-EEDPPUY-and an
N\ entry already exists in the remote systems MIB for the originating MSAP ESAP-identifier and_there

< £ oo 4 L £ 4 L. 4ad l. 4la 4 < fa e RS 4lo taa-ts e
TS STUTTITCTOTIT SPAaCTTOT ST OTCTIT SPact—OaiT DT CTCatCh Oy tIC STOPS 1T 7. Z ) TOT tNC 1TOW INTOTTITATIONT

destination- MAC-address, then that entry is modified as follows:

1) The TLVs received in the Normal LLDPDU are used to replace any information elements in
the existing entry in the MIB that were previously received in a Normal LLDPDU. Note that if
the Normal LLDPDU did not contain a Manifest TLV (or the implementation does not support
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XLLDP and does not recognize the Manifest TLV), then the new information contained in the
LLDPDU is used to replace the whole of the existing entry in the MIB; i.e., if there are

information elements in the existing entry for which there are corresponding elements in the
received LLDPDU, then those elements are updated using the information received; any other
information elements in the existing entry in the MIB are deleted.

2) The TLVs received in an Extension LLDPDU are used to replace any information elements in
the existing entry in the MIB that were previously received in an Extension LLDPDU with the
same XPDU Number.

3) Any information elements in the existing entry in the MIB that were previously received in af
Extension LLDPDU with an XPDU Number that is not included in the received Manifest LIW
are deleted.

¢) If the TTL value in the Time To Live TLV is greater than zero and an entry exists inthe ELDP

remote systems MIB for the originating MSAP identifier and there is insufficient spacé for the new
information, then the entry is deleted from the MIB.

d) Ifthe TTL value in the Time To Live TLV is equal to zero and an entry exists insth¢ LLDP remote
systems MIB for the originating MSAP identifier, then the entry is deleted fromthe MIB.

When an entry in the LLDP remote systems MIB is created or modified (evehyif the modification is to
replace all information elements with the same information), the rxInfoTTL tirkér associated with that entry

is set to the TTL value from the Time To Live TLV. One—of-theparsihetersreeceivedin—-an—incoming

EEDPDU-is-theFF—valae:—this-This determines how long the information associated with that MSAP
ESAP-identifier and destination MAC address is to be stored in the/ELLDP remote systems MIB before being
aged out and deleted. The ageing out of old data purges the MIB eristres-that-the MIB-ispurged-of data that
was originated by systems that are no longer neighbors as a-result of topology changes, system failure, or
system inactivation.

9.2 State machines
9.2.1 Notational conventions used in state diagrams

Change Table 9-2 as follows:

Table 9-2—State machine symbols

Symbaol Interpretation

() Used to force the precedence of operators in Boolean expressions and to delimit the argument(s)
of actions within state boxes.

; Used as a terminating delimiter for actions within state boxes. Where a state box contains multi-
ple actions, the order of execution follows the normal English language conventions for reading
text.

= Assignment action. The value of the expression to the right of the operator is assigned to the
variable to the left of the operator. Where this operator is used to define multiple assignments,

Tz,

a=b=X

the action causes the value of the expression following the right-most assignment operator to be
assigned to all of the variables that appear to the left of the right-most assignment operator.

! Logical NOT operator.
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Table 9-2—State machine symbols (continued)

Symbol Interpretation
&& Logical AND operator.
I Logical OR operator.
if...then... Conditional action. If the Boolean expression following the if evaluates to TRUE, then the

action following the then is executed.

statement N}

{statement 1, ...

Compound statement. Braces are used to group statements that are executed together as if they
were a single statement.

1=

Inequality. Evaluates to TRUE if the expression to the left of the operator is not equal invalue to
the expression to the right.

Equality. Evaluates to TRUE if the expression to the left of the operator is equalin value to the
expression to the right.

< Less than. Evaluates to TRUE if the value of the expression to the left of thé operator is less than
the value of the expression to the right.

<= Less than or equal to. Evaluates to TRUE if the value of the expréSsion to the left of the
operator is either less than or equal to the value of the expres§idirto the right.

> Greater than. Evaluates to TRUE if the value of the expression to the left of the operator is
greater than the value of the expression to the right.

>= Greater than or equal to. Evaluates to TRUE if thevalue of the expression to the left of the
operator is either greater than or equal to the walue of the expression to the right.

+ Arithmetic addition operator.

- Arithmetic subtraction operator.

9.2.2 Timers

9.2.2.5 rxTimer

Insert new subclause 9.2.2.5 after 9.2:2.4 as follows:

An instance of this timer’ exists for each extended receive state machine to impose a time limit on each
extension request,and on the overall TLV collection process.

9.2.5 Per-Agent variables

Delete 9.2.5.2, renumbering subsequent subclauses as necessary.

Change the title and text of 9.2.5.3 (re-numbered from 9.2.5.4 by the deletion of 9.2.5.2 above) as follows:

9.2.5.3 Scope MAC Address adédress

The MAC address associated with this instance of the LLDP agent Agent—+e- that defines the scope of
propagation of Normal LLDPDUs in the network. It is used as the destination MAC address that-isused

when the LLDP agent Agent-transmits Normal LLDPDUs, and the destination MAC address that, when
present in a received LLDPDU, causes the LLDPDU PBU-to be passed to this LLDP agent instance for

processing.
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9.2.5.8 rcvFrame

Change 9.2.5.8 (re-numbered from 9.2.5.9 by the deletion of 9.2.5.2 above) as follows:

This variable indicates that an T T DP frame has been rpr‘ngni7pﬂ byuthe ITDPISAP function and isreadv to

be processed by the LLDP receive state machine. If both of the following conditions are TRUE, the variable
rcvFrame is set to TRUE and the frame is made available to the receive state machine for validation and
processing:

a) The destination address value is the Scope MAC Address address—associated with this specific
LLDP Agent agent or the individual MAC address of the MSAP supporting the LLDP agent.

b)  The EtherType value carried by the frame is the LLDP EtherType defined in Table 7-3.

NOTE—The model that is assumed for reception is that incoming LLDPDUs are presented tenall”LLDP agents
associated with the reception Port, and if the destination-Scope MAC Address address-is not one that.is/associated with a
given LLDP agent-Agent, that LLDPDU is ignored by that LLDP agent. In practice, at most oné\LLDP agent processes
any received LLDPDU, as there is only one LLDP agent associated with any given destingtidn-Scope MAC Address
address-on a given reception Port.

Insert new subclauses 9.2.5.14 and 9.2.5.15 after 9.2.5.13 (renumberéd from 9.2.5.14), renumbering
subsequent subclauses as necessary:

9.2.5.14 rxType

This variable indicates the type of the most recently receiyed-LLDP frame. It is set by the rxProcessFrame()
procedure to one of the following values:

a) xreq: The LLDP agent supports XLLBP{and identifies the frame as containing a request for
extended PDUs.

b)  xpdu: The LLDP agent supports XDDBDP and identifies the frame as containing an extended PDU.
¢) shutdown: The frame contains a shutdown LLDPDU (which has an rxTTL value equal to zero).

d) manifest: The LLDP agent\supports XLLDP and the frame is a Normal LLDPDU that has a rxTTL
value greater than zero and contains a Manifest TLV.

e) normal: The frame ¢entains a Normal LLDPDU that has an rxTTL value greater than zero, and
either the LLDP agent does not support XLLDP or the frame does not contain a Manifest TLV.

f)  invalid: The franie is improperly formatted for a valid LLDPDU, or the frame contains an extended
PDU or a request for extended PDUs but the LLDP agent does not support XLLDP.

9.2.5.15 sentManifest

This Boolean variable is set to TRUE when the transmit state machine generates a Manifest LLDPDU, and
is.set.to FALSE when the transmit state machine generates a Normal LLDPDU that does not contain a
Mahifest TLV. It is used to enable the receive state machine to recognize Extension Request LLDPDUs and
respond with Extension LLDPDUs.

Insert new subclause 9.2.5a after 9.2.5 and all of its subclauses as follows:

9.2.5a Per-Neighbor variables

An instance of each of these variables exists per neighbor (identified by an MSAP) for each LLDP agent;
they are available to all of the state machines associated with an LLDP agent.
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9.2.5a.1 createExtRx

This Boolean is used to initialize a per-neighbor extended receive state machine. It is set to TRUE when an
extended receive state machine is created in response to the receipt of a Manifest LLDPDU from a neighbor
for which an extended receive state machine does not already exist. It is set to FALSE by the extended

receive state machine following initialization.
9.2.5a.2 rxExtended

This Boolean is used to pass control between the per-agent receive state machine and the per-neighbor
extended receive state machine. It is set to TRUE by the receive state machine when an LLDPDU contaifiing
a Manifest TLV or an Extension Identifier TLV is received, and is set to FALSE by the extended reCeive
state machine.

9.2.5a.3 manifestComplete

This Boolean indicates to the receive state machine whether the extended receive state machine has received
all TLVs necessary to update the information for this MSAP in the LLDP remote systems MIB.

9.2.5a.4 xreqComplete

This Boolean is used within the extended receive state machine to indicdte that all XPDUs requested for this
MSAP have been received.

9.2.5a.5 rxTick

This Boolean is set TRUE by the system timer tick at ofie second intervals (see 9.2.2). It is set FALSE by the
operation of the extended receive state machine.

9.2.5a.6 rxTTLExpired

This Boolean is used to indicate that thecextended receive state machine has been unable to collect all the
TLVs within a time interval greater tHan the received rxTTL value. It is set to TRUE when the rxTimer is
decremented to zero and either all Extension LLDPDUs for the most recently transmitted Extension Request
LLDPDU have been received, orthat Extension Request LLDPDU was a retry of a previous request.

9.2.7 State machine procedures

9.2.7.4 mibDeleteObjects()

Change 9.2.7.4 as follows:

The mibPeleteObjects() procedure deletes all information in the LLDP remote systems MIB associated with
a given”MSAP identifier_(and destroys the associated extended receive state machine if one exists) if an

BELDPDU is received with an rxTTL value of zero (see 9.2.7.7.1). the extended receive state machine sets
x TTLExpired to TRUE, or the timing counter rxInfoTTL expires (see 9.2.2.1).

9.2.7.5 mibUpdateObjects()

Change 9.2.7.5 as follows:

The mibUpdateObjects() procedure updates the MIB objects corresponding to the TLVs contained in the
received Normal LLDPDU, and all TLVs contained in any received Extension LLDPDUs, for the LLDP
remote system if MIB space is available, as follows:
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a) Compare the MSAP identifier in the current LLDPDU with the MSAP identifiers in the LLDP
remote systems MIB:

1) If a match is found, but no difference exists between the information in the TLVSs just received

and the information in the LLDP remote systems MIB, then set the control variable rxChanges

to FALSE, and set the timing counter rxInfoTTL associated with the MSAP identifier to

rxTTL.

2) If a match is found and sufficient space is not available in the LLDP remote systems MIB for ({/b
the updated information in the TLVs just received, then follow the tooManyNeighbors (]/Q
procedure (9.2.7.5.1) to determine whether to discard the TLVs from a new neighbor or to q/
delete information from an existing neighbor that is already in the LLDP remote systems ML

3) B-If a match is found;+eplaee_ and sufficient space is available (or has been made availa n
the LLDP remote systems MIB for the updated information in the TLVSs just recelved/‘tﬁ'e

i)  Replace all eurrent-information associated with the MSAP identifier in the remote
systems MIB that was previously received in a Normal LLDPDU with % ormation in
the eurrent just received Normal LLDPDU.

i) For each received Extension LLDPDU associated with the MSA}‘ identifier, if any,
replace all information in the LLDP remote systems MIB that mslat)rewouslv received in
an Extension LLDPDU of the same XPDU Number wit %}Jmformatlon in the just
received Extension LIL.DPDU. If a received Extension LA, U has an XPDU Number
that has not been previously received. add the new(yﬁfd?mation to the LLDP remote
system MIB entry. e

. N
iii) Set the control variable rxChanges to TRUE. C)

iv) Set the timing counter rxInfoTTL associate the MSAP identifier to rxTTL.
4) If no match is found and sufficient space 1 available in the LLDP remote systems MIB,
then follow the tooManyNeighbors proc ( 9.2.7.5.1) to determine whether to discard the

TLVs from a new neighbor or to delete ififormation from an existing neighbor that is already in
the LLDP remote systems MIB, Q

5)  2If no match is found_and suﬁ@ t space is available (or has been made available), create a
new MIB structure to receivé-nformation associated with the new MSAP identifier, and-set
these MIB objects to the 8@1 es indicated in their respective TLVs, set the control variable
rxChanges to TRUE{&& set the timing counter rxInfoTTL associated with the MSAP

1dent1ﬁer to rxTTL.

5

If an incoming TLV is n@ecognized by the receiving LLDP agent, the TLV is stored in the LLDP remote
systems MIB as foll%\}&

b) erIf theQZV type value is in the range of the reserved TLV types in Table 8-1, the TLV can be from
a lafer version of the basic management set and is stored according to the basic TLV format shown in
re 8-2. These TLVs are indexed by their TLV type.
c) If the TLV type value is 127, the TLV is an Organizationally Specific TLV and is stored according
@’ to the basic format for Organizationally Specific TLVs shown in Figure 8-12. These TLVs are
Q~ indexed by their O -organizationally unique identifier and organizationally defined TLV subtype.

C)%O Insert new subclause 9.2.7.5.1 at the end of 9.2.7.5 as follows:

<</ 9.2.7.5.1 Too many neighbors

When there is insufficient space in the LLDP remote systems MIB to store information from a new neighbor
something needs to be discarded. Either the received LLDPDU is discarded or existing information within

the current remote systems MIB is discarded in order to make space for the new information received in the
LLDPDU:
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a)  Set the flag variable tooManyNeighbors to TRUE.
b) If the information selected to be discarded is the information in the current LLDPDU:
1)  Set the tooManyNeighborsTimer as specified in Equation (3).

tooManyNeighborsTimer = max (tooManyNeighborsTimer, rxTTL) 3)

where rxTTL is the TTL value in the current LLDPDU
2) Discard the current LLDPDU and increment the statsFramesDiscardedTotal counter.
3)  Set the control variable rxChanges to FALSE. Wait for the next LLDPDU.
¢) Ifthe information selected to be discarded is currently in the LLDP remote systems MIB:
1) Delete all information associated with the selected neighbor’s MSAP identifier from the LEDP
remote systems MIB, and destroy the associated extended receive state machine if one,exists.
2)  Set the tooManyNeighborsTimer as specified in Equation (4).

tooManyNeighborsTimer = max (tooManyNeighborsTimer, rxInfoTTL) 4)

where rxInfoTTL = the selected neighbor’s TTL value

3) Ifsufficient space exists to store the information received in the currerit LLDPDU in the LLDP
remote systems MIB, set control variable rxChanges to TRUE.

4) If sufficient space still does not exist to store the information received in the current LLDPDU
in the LLDP remote systems MIB, perform steps 1-3 again.

The variable tooManyNeighbors is automatically set to FALSE wheniever the tooManyNeighborsTimer
expires.

NOTE—The tooManyNeighborsTimer is not precise, as it is only kcleared (and the tooManyNeighbors variable set
FALSE) by timer expiration, and not by the removal of the tooutranty neighbors condition.

9.2.7.7 rxProcessFrame()
Change 9.2.7.7 as follows:
The rxProcessFrame() procedure:

a) Validates the LLDPDU and ‘sets the value of rxType as specified in 9.2.7.7.1.
a)-Validates the TLVs gontained in the LLDPDU as defined in 9.2.7.7.1 through 9.2.8.7.3.
arminecwhethe A \V a 1 a ra 1ra A 11 O Q 4

b)
b)
&

9.2:7.71 LLDPDU validation

Change 9.2.7.7.1 as follows:

The receive module processes each incoming LLDPDU as it is received. The statsFramesInTotal counter for
the port is incremented and the LLDPDU is checked to verify the presence of the three mandatory TLVs at

the beginning of the LLDPDU as defined in 8.2.

a)  The first TLV is extracted:
1) If the extracted TLV type value does not equald;—the-FEV-is-net-a-match the Chassis ID TLV
type:
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i)  The LLDPDU is discarded.

ii) The statsFramesDiscardedTotal and statsFramesInErrorsTotal counters are both
incremented.

iii) The rxType value is set equal to invalid. Fhe-variable-badFrameissetto TRUE:

1v) The procedure rxProcesskrame() 1s terminated.

2) If the extracted TLV type value-equals—+ matches the Chassis ID TLV type, and the chassis ID
TLV information string length is not within the range 2 <n < 256:
i)  The LLDPDU is discarded.

ii) The statsFramesDiscardedTotal and statsFramesInErrorsTotal counters are both
incremented.

iii) The rxType value is set equal to invalid. Fhe-variable-badFrame-is-setto-FRUE!
iv) The procedure rxProcessFrame() is terminated.

3) If the extracted TLV type value-equals—+ matches the Chassis ID TLV type,and the chassis ID
TLV information string length is within the range 2 <n < 256, the chassisD value is extracted
to become the first part of the MSAP identifier.
b) The second TLV is extracted:
1) If the extracted TLV type value does not equal2-the FEV-isnetatatch the Port ID TLV type:

i)  The LLDPDU is discarded.

i) The statsFramesDiscardedTotal and statsFrameslnErrorsTotal counters are both
incremented.

iii) The rxType value is set equal to invalid. Fhe‘varfable badFrameissetto TRUE:

iv) The procedure rxProcessFrame() is terminated.

2) If the extracted TLV type value-equals2 matches the Port ID TLV type, and the port ID TLV

information string length is not within the-tange 2 < n < 256:

i)  The LLDPDU is discarded.

it) The statsFramesDiscardedTotal and statsFramesInErrorsTotal counters are both
incremented.

iii) The rxType value is®et equal to invalid. Fhe-variable-badFrame-is-set-to TRUE:

iv) The procedure rxProcessFrame() is terminated.

3) If the extracted TEV type value-equals—2 matches the Port ID TLV type, and the port ID TLV
information string length is within the range 2 < n < 256, the port ID value is extracted and
appended to.the chassis ID value to complete construction of the MSAP identifier.

¢) The third TLV s extracted:

1) If thepextracted TLV type value does not match the Time To Live, Extension Request, or

Extefision TLV type-equal-3, the LLDPDU is invalid: FEV-isnet-aFime Fo-ive TEV-

1)  The LLDPDU is discarded.

ii) The statsFramesDiscardedTotal and statsFramesInErrorsTotal counters are both
incremented.

iii) The rxType value is set equal to invalid. The-variable- badFrame-is-set-te TRUE:
iv) The procedure rxProcessFrame() is terminated.

2) If the extracted TLV type value matches the Time To Live or Extension TLV type, and the
adminStatus variable is enableTxOnly, the LLDPDU is discarded because the receive state

machine is only enabled to receive Extension Request LLDPDUs.
i)  The LLDPDU is discarded.

i) The rxType value is set equal to invalid.

iii) The procedure rxProcessFrame() is terminated.
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3) 2)If the extracted TLV type value matches the Time To Live TLV type-equals—3, and the Time
To Live TLV information string length is less than 2:

i)  The LLDPDU is discarded.

i) The statsFramesDiscardedTotal and statsFramesInErrorsTotal counters are both

Acremented.
iit) The rxType value is set equal to invalid. Fhe-variable- badFrame-is-set-te TRUE:

iv) The procedure rxProcessFrame() is terminated.

To Live TLV information string length is greater than or equal to 2:;-the
i)  The first two octets of the TLV information string is extracted and rxTTL is 's\&\\&his

value.: Q

i) H-If XTTL equals zero, the rxType value is set equal to shutdown apgd the procedure

rxProcessFrame() is terminated.—a—shutdown—frame—has—been—received
i i € v, § 5 e ah tl

iii) #-If rxTTL is non-zero, the rxType value is set to normal. W
e ine TV Fdated.

5) If the extracted TLV type value matches the Extens.k)g/Request TLV type, XLLDP is
supported, and the received MSAP identifier and Sco ’AC Address match the MSAP and
Scope MAC Address of this LLDP agent:

NZ

i)  The rxType value is set equal to xreq.
i) The procedure rxProcessFrame() is terrg@%

6) Ifthe extracted TLV type value matches éExtension Request TLV type. and either XLLDP is
not supported or the received MSAP%entiﬁer and Scope MAC Address combination does not
match the MSAP and Scope MA ress combination of this LLDP agent:

i) The LLDPDU is discardedh,
N
i) The statsFramesD%‘a%%edTotal and _statsFramesInErrorsTotal counters are both

incremented. \s'Q

iii) The rxType va& is set equal to invalid.

iv) The procgﬁ!ggerxProcessFramej ) is terminated.

7) If the extra TLV type value matches the Extension TLV type, XLLDP is supported, and an
extend ceive state machine exists for the neighbor identified by the received MSAP and
Scop&MAC Address:

Zlg . The rxType value is set equal to xpdu.

@ f the extracted TLV type value matches the Extension TLV type, and either XL.LDP is not
O supported or an extended receive state machine does not exist for the neighbor identified by the
received MSAP and Scope MAC Address:

OQQ i) The LLDPDU is discarded.

C)é i) The statsFramesDiscardedTotal and statsFramesInErrorsTotal counters are both

incremented.
NS .

1) The rxTyne valye 1s set egual to invalid

4)  3)If the extracted TLV type value matches the Time To Live TLV type-eguals3, and the 1@1’

>
N

—

iv) The procedure rxProcessFrame() is terminated.

Each of the remaining TLV information elements are decoded in succession as required by their particular
TLV format definitions:
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d) If the TLV type value equals 0, the TLV is the End Of LLDPDU TLV, and the procedure
rxProcessFrame() is terminated. i P : i

DPmanascamenten a DP +ramoete amc NIR nd
= ag y—1O 1 O i viriHUpaa

e) If the TLV_ type value is less than 127 and is recognized by the LLDP implementation, it 8—<
pe ¢ E is-a-membe e-basie-managementsetand-is validated according

to the general rules for all TLVs defined in 9.2.7.7.2 as well as any specific rules defined for the (b
particular TLVs defined in 8.5. q/
f) Ifthe TLV type value is less than 127 and is not recognized by the LLDP implementation, it inthe (]/Q

5 may be a basic TLV from q/
later LLDP version. The statsTLVsUnrecognizedTotal counter is incremented, and the TLV

assumed to be validated. @
g) If'the implementation supports XL.LDP and the TLV type value matches the Manifest TLV/_t@g?

1) If the MSAP identifier in the current LLDPDU does not match an MSAP icgﬂ@br in_the
LLDP remote systems MIB, the total MIB entry size is extracted from the Manifest TLV. If
there is insufficient space in the LLDP remote systems MIB to store the nei ﬁ@)’r information,
and the policy is to discard the current LIL.DPDU rather than delete ili%r;nation for other

MSAPs: Qq;
1)  The flag variable tooManyNeighbors is set to TRUE. Q:)

ii) If the rxTTL value in the LLDPDU is greafer than the value of the
tooManyNeighborsTimer, the tooManvNeighborsTim&vj}get to the rxTTL value.

iii) The statsFrameDiscardedTotal counter is incremﬁn\\ :
iv) The rxType value is changed to invalid. %

2) If the MSAP identifier in the current LLDP@ matches an MSAP identifier in the LLDP
remote systems MIB, or there is sufficient 1&@6 in the LLDP remote systems MIB to store the
new neighbor information, then: -

1)  The rxType value is changed to%ranifest.

ii) If an extended receive statedmachine does not already exist for the MSAP identifier in the
current LLDPDU, an exté{l&:d receive state machine for that MSAP identifier is created
and its createExtRx Va&‘Qle is set to TRUE.

h) grIfthe TLV type value is Lé@fhe TLV is an Organizationally Specific TLV:
1) If the TLV’s OUl-organizationally unique identifier and organizationally defined subtype are
recognized, the R@gsis validated according to the general rules for all TLVs defined in 9.2.7.7.2
as well as thegx eral rules for Organizationally Specific TLVs defined in 9.2.8.7.3 plus any

specific rubq'Qleﬁned for the particular TLV.

2) IftheT OUl-organizationally unique identifier and/or organizationally defined subtype are
not recognized, the statsTLVsUnrecognizedTotal counter is incremented, and the TLV is
assumed to be validated.

¢ end of the LLDPDU has been reached_the procedure rxProcessFrame() is terminated:—he

O .2.7.7.2 General validation rules for all TLVs

C)é Change 9.2.7.7.2 as follows:

NS

The value in the TLV information string length field is the value used to validate the TLV and to indicate the
location of the next TLV in the LLDPDU.

All TLVs are subject to the general validation rules listed in this subclause as well as any specific usage rules
defined for the particular TLV (for example, see systems capabilities TLV usage rules in 8.5.8.3):
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a) Ifthe LLDPDU contains more than one Chassis ID TLV, Port ID TLV, or Time To Live TLV:
1) The LLDPDU is discarded.
2) The statsFramesDiscardedTotal and statsFramesInErrorsTotal counters are both incremented.
3) The rxType value is set equal to invalid. Fhe-variable-badFrame-is-setto-FRUE-
4) The procedure rxProcessFrame() is terminated.

b) If the implementation supports XLLDP and the LLDPDU contains more than one Manifest TLV,
Extension Request TLV, or Extension Identifier TLV:

1) The LLDPDU is discarded.

2) The statsFramesDiscardedTotal and statsFramesInErrorsTotal counters are both incremented.
3) The rxType value is set equal to invalid.

4) The procedure rxProcessFrame() is terminated.

c¢)  b)yIfthe TLV information string length value is not greater than or equal to the sum of the lengths of

all fields contained in the TLV information string:
1) The LLDPDU is discarded.
2) The statsFramesDiscardedTotal and statsFramesInErrorsTotal counters are both.in€remented.
3) The rxType value is set equal to invalid. Fhe-variable-badFrame-is-set- toTRUEY
4) The procedure rxProcessFrame() is terminated.
d) e}Ifany TLV contains an error condition specified for that particular TLV:
1) The TLV is discarded.
2) The statsTLVsDiscardedTotal and statsFramesInErrorsTotal countets are both incremented.
3) The location of the next TLV is based on the TLV informatign stfing length value of the current
TLV.

e) &)With the exception of the TTL TLV for which specific gules apply (see 9.2.7.7.1), if the length of
any field of a TLV is outside the length range specifiedfot that particular TLV (for example, the
TLV information string length is greater than the\maximum permitted length for the TLV
information string as specified for that TLV):

1) The TLV is discarded.
2) The statsTLVsDiscardedTotal and statsFtamesInErrorsTotal counters are both incremented.
3) The location of the next TLV is basedon the TLV information string length value of the current
TLV.
f)  e)Ifany TLV extends past the physical'end of the frame:
1) The TLV is discarded.
2) The statsTLVsDiscardedTotal and statsFramesInErrorsTotal counters are both incremented.
g) H-Any information followitigran End Of LLDPDU TLV is ignored.

NOTE—Usage rules for individoa’TLVs allow some TLVs to appear more than once in an LLDPDU. Duplicate TLVs
result in any one of the values being placed in the MIB, can cause the discard stats to increment, and can cause the
change marker for the MIB:entry to change if any of the TLV copies change the value even if the value finally recorded
is unchanged. The only‘thing guaranteed is that the MIB value is set to one (unspecified) of the TLV values, and if that
value is different to avhiaf was previously in the MIB then the change marker is set.

Delete 9.2.7,7.4.and 9.2.7.7.5.

9.2.7 M txFrame()

Ghange 9.2.7.11 as follows:

The txFrame() procedure makes use of the services of LLC to transmit the LLDPDU constructed by either

the  mibConstrInfoLLDPDU(),  er——mibConstrShutdownLLDPDU(), __ constructXregPDU(),  or
rxProcessXreq() procedures (9.2.8.2, 9.2.8.3, 9.2.7.16. 9.2.7.18). For Normal LLDPDUs, the Fhe

destination MAC address used 1s the MAC address associated with the instance of the LLDP agent Agent
(see 71+7.1.1 and 9.2.5.3). For Extension Request and Extension LLDPDUs, the destination MAC address
used is the Return MAC Address in the received Manifest TLV or Extension Request TLV respectively (see
8.5a.1.2 and 8.5a.2.2). The source MAC address used is the individual MAC address of the transmitting
port. The EtherType used is the LLDP EtherType identified in Table 7-3.
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