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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees established
y the respective organization to deal with particular fields of technical activity. ISO and IEC. fechnical
ommittees collaborate in fields of mutual interest. Other international organizations, governmental-and non-
overnmental, in liaison with ISO and IEC, also take part in the work. In the field of information technolpgy, ISO
nd IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coofdinating
ommittees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE-develops its sfandards
rough a consensus development process, approved by the American National-Standards Institute, which
rings together volunteers representing varied viewpoints and interests to achieve-the final product. Vglunteers
re not necessarily members of the Institute and serve without compensation.“While the IEEE administers the
rocess and establishes rules to promote fairness in the consensus develepment process, the IEEE Hoes not
independently evaluate, test, or verify the accuracy of any of the information contained in its standards.

he main task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards|adopted
y the joint technical committee are circulated to national bodies for voting. Publication as an Intefnational
tandard requires approval by at least 75 % of the national bodies casting a vote.

ttention is called to the possibility that implementation‘ef this standard may require the use of subje¢t matter
overed by patent rights. By publication of this standard, no position is taken with respect to the exigtence or
alidity of any patent rights in connection therewith. ISO/IEEE is not responsible for identifying ¢ssential
atents or patent claims for which a license may. be required, for conducting inquiries into the legal Validity or
cope of patents or patent claims or determining whether any licensing terms or conditions prgvided in
onnection with submission of a Letter of Assurance or a Patent Statement and Licensing Declaration] Form, if
ny, or in any licensing agreements are_reasonable or non-discriminatory. Users of this standard are gxpressly
dvised that determination of the validity of any patent rights, and the risk of infringement of such fights, is
ntirely their own responsibility. Further information may be obtained from ISO or the IEEE Sfandards
ssociation.

IISO/IEC/IEEE 8802-15-4 was prepared by the LAN/MAN Standards Committee of the IEEE Compute[ Society
s IEEE Std 802.15.4-2006). It was adopted by Joint Technical Committee ISO/IEC JTC 1, Infprmation
chnology, Subcommittee SC 6, Telecommunications and information exchange between systems, i parallel
ith its approval by)the ISO/IEC national bodies, under the “fast-track procedure” defined in the| Partner
tandards Development Organization cooperation agreement between I1ISO and IEEE. |IEEE is responsible for
e maintenance of this document with participation and input from ISO/IEC national bodies.

ISO/IEC/IEEE 8802 consists of the following parts, under the general title Information techrjology —
elecommunications and information exchange between systems — Local and metropolitan area netyvorks —
pécific requirements:

— Part 15-4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for Low-Rate
Wireless Personal Area Networks (WPANS).
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viii

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
through a consensus development process, approved by the American National Standards Institute, which brings
together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not
necessarily members of the Institute and serve without compensation. While the | EEE administers the process and
establishes rules to promote fairness in the consensus development process, the IEEE does not independently
evaluate, test, or verify the accuracy of any of the information contained in its standards.

Use of an |IEEE Standard is wholly voluntary. The IEEE disclaims liability for any persona injury, property. or|
other damage, of any nature whatsoever, whether special, indirect, consequential, or compensatory, directly or,
indirectly resulting from the publication, use of, or reliance upon this, or any other IEEE Standard document.

The |EEE does not warrant or represent the accuracy or content of the material contained hereinyjand expressly|
disclaims any express or implied warranty, including any implied warranty of merchantability or fitness for g
specific purpose, or that the use of the material contained herein is free from patent infringément. |EEE Standards
documents are supplied “AS1S.”

The existence of an IEEE Standard does not imply that there are no other wWays to produce, test, measure,
purchase, market, or provide other goods and services related to the scope of the IEEE Standard. Furthermore, the
viewpoint expressed at the time a standard is approved and issued is subject’to change brought about through
developments in the state of the art and comments received from users ofsthe standard. Every |EEE Standard is
subjected to review at least every five years for revision or reaffirmation. When a document is more than five
years old and has not been reaffirmed, it is reasonable to concludethat its contents, although still of some value,
do not wholly reflect the present state of the art. Users are cautioned to check to determine that they have the latest]
edition of any IEEE Standard.

In publishing and making this document available, the IEEE is not suggesting or rendering professional or other
services for, or on behalf of, any person or entity. Nori's the |EEE undertaking to perform any duty owed by any|
other person or entity to another. Any person utilizing this, and any other |EEE Standards document, should rely
upon the advice of a competent professional™in determining the exercise of reasonable care in any given
circumstances.

Interpretations: Occasionally questionsimay arise regarding the meaning of portions of standards as they relate to
specific applications. When the need for interpretations is brought to the attention of IEEE, the Institute will
initiate action to prepare appropriate responses. Since |IEEE Standards represent a consensus of concerned
interests, it is important to.ensure that any interpretation has aso received the concurrence of a balance of
interests. For this reason, HEEE and the members of its societies and Standards Coordinating Committees are not
ableto provide an instant response to interpretation requests except in those cases where the matter has previously|
received formal ¢onsideration. At lectures, symposia, seminars, or educational courses, an individual presenting
information on(| EEE standards shall make it clear that his or her views should be considered the personal views of
that individual, rather than the formal position, explanation, or interpretation of the |EEE.

Comments for revision of IEEE Standards are welcome from any interested party, regardiess of membership
affifiation with |EEE. Suggestions for changes in documents should be in the form of a proposed change of text,
together with appropriate supporting comments. Comments on standards and requests for interpretations should|
be addressed to:

Secretary, |EEE-SA Standards Board
445 Hoes Lane

Piscataway, NJ 08854

USA

Authorization to photocopy portions of any individual standard for internal or personal use is granted by the
Institute of Electrica and Electronics Engineers, Inc., provided that the appropriate fee is paid to Copyright
Clearance Center. To arrange for payment of licensing fee, please contact Copyright Clearance Center, Customer
Service, 222 Rosewood Drive, Danvers, MA 01923 USA; +1 978 750 8400. Permission to photocopy portions of
any individual standard for educational classroom use can also be obtained through the Copyright Clearance
Center.
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Introduction

This introduction is not part of IEEE Std 802.15.4-2006, IEEE Standard for Information technology—Telecom-
munications and information exchange between systems—Local and metropolitan area networks—Specific
requirements—~Part 15.4: Wireless Medium Access Control (MAC) and Physical Layer (PHY) Specifications for
Low-Rate Wireless Personal Area Networks (WPANS).

This standard defines the protocol and interconnection of devices via radio communication in a personal
area network (PAN). The standard uses carrier sense multiple access with collision avoidance (CSMA=CA)
medium access mechanism and supports star as well as peer-to-peer topologies. The medialaccess is
contention based; however, using the optional superframe structure, time slots can be allocated by the PAN
coordinator to devices with time critical data. Connectivity to higher performance networks is provided
through a PAN coordinator.

This revision was initiated to incorporate additional features and enhancéments as well as some
simplifications to the 2003 edition of this standard. The standard now includes to optional physical layers,
(PHYs) yielding higher data rates in the lower frequency bands and, therefore/ specifies the following four
PHYs:

— An 868/915 MHz direct sequence spread spectrum (DSSS)“PHY employing binary phase-shift
keying (BPSK) modulation

— An 868/915 MHz DSSS PHY employing offset. quadrature phase-shift keying (O-QPSK)
modulation

— An 868/915 MHz parallel sequence spread specCtium (PSSS) PHY employing BPSK and amplitude
shift keying (ASK) modulation

— A 2450 MHz DSSS PHY employing O-QPSK modulation

The 868/915 MHz PHY's support over-the*air data rates of 20 kb/s, 40 kb/s, and optionally 100kb/s and
250kb/s. The 2450 MHz PHY supports_an over-the-air data rate of 250 kb/s. The PHY chosen depends on
local regulations and user preference;

This revision also incorporates the following additions and enhancements to the 2003 edition:
— Adds support for a'shared time base through the addition of a data time stamping mechanism

— Adds extensions-of the 2.4GHz derivative modulation yielding higher data rates at the lower|
frequency bands

— Incorporates a mechanism for communicating the revision level on a frame-by-frame basis
— Adds support for beacon scheduling

— Allows synchronization of broadcast messages in beacon-enabled PANs

—.\_Improves usage of security suite

AlSo, this revision incorporates the following changes and simplifications:

—  Viakes G TS supportoptionat

— Removes restrictions for manually enabling the receiver
— Simplifies passive and active scan procedures

— Allows for more flexibility in the CSMA-CA algorithm
— Reduces association time in nonbeacon networks

This revision is backward-compatible to the 2003 edition; in other words, devices conforming to this

standard are capable of joining and functioning in a PAN composed of devices conforming to
IEEE Std 802.15.4-2003.
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Notice to users
Errata
Errata, if any, for this and all other standards can be accessed at the following URL: http://

standards.ieee.org/reading/ieee/updates/errata/index.html. Users are encouraged to check this URL for

" H 11
ClTdla periuditalty.

Interpretations

Current interpretations can be accessed at the following URL.: http://standards.ieee.org/readingl/i€ee/interp/|
index.html.

Patents

Attention is called to the possibility that implementation of this standard may 4equire use of subject matter
covered by patent rights. By publication of this standard, no position is takenWwith respect to the existence or
validity of any patent rights in connection therewith. The IEEE shall not\be responsible for identifying
patents or patent applications for which a license may be required to\implement an IEEE standard or for|
conducting inquiries into the legal validity or scope of those patentsthat are brought to its attention.
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IEEE Standard for

Information technology—

Telecommunications and information
exchange between systems—

Local and metropolitan area networks—

Specific requirements—

Part 15.4: Wireless Medium Ac¢cess Control
(MAC) and Physical Layer (PHY)
Specifications for Low-Rate Wireless
Personal Area Networks‘(WPANS)

1. Overview

1.1 General

Wireless personal area networks(WPANS) are used to convey information over relatively short distances
Unlike wireless local areaCnetworks (WLANS), connections effected via WPANSs involve little or ng
infrastructure. This feature" allows small, power-efficient, inexpensive solutions to be implemented for §
wide range of devices.

This document defines a standard for a low-rate WPAN (LR-WPAN).

1.2 Scope

The scope of this revision is to produce specific enhancements and corrections to IEEE Std 802.15.4, all of
which will be backwards compatible with IEEE Std 802.15.4-2003. These enhancements and corrections
include resolving ambiguities, reducing unnecessary complexity, increasing flexibility in security key usage,
considerations for newly available frequency allocations, and others.

IEEE Std 802.15.4 defines the physical layer (PHY) and medium access control (MAC) sublayer
specifications for low-data-rate wireless connectivity with fixed, portable, and moving devices with no
battery or very limited battery consumption requirements typically operating in the personal operating space
(POS) of 10 m. It is foreseen that, depending on the application, a longer range at a lower data rate may be
an acceptable tradeoff.

© IEEE 2010 — Al rights reserved 1


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

It is the intent of this revision to work toward a level of coexistence with other wireless devices in
conjunction with Coexistence Task Groups, such as IEEE 802.15.2 and IEEE 802.11/ETSI-BRAN/MMAC

5GSG.

1.3 Purpose

The purpose of this revision is to extend the market applicability of IEEE Std 802.15.4 and to remove
ambiguities in the standard. Implementations of the 2003 edition of this standard have revealed potentia
areas of improvements. Additional frequency bands are being made available in various countries that are

attractive for this application space.
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2. Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments or corrigenda) applies.

. |
FtPSPulr 187, Advanced Encryption Starmdard (AES):
IEEE Std 802®, IEEE Standards for Local and Metropolitan Area Networks: Overview and Architecture.?

ISO/IEC 8802-2 (IEEE Std 802.2™), Information technology — Telecommunications and_informatior
exchange between systems — Local and metropolitan area networks — Specific requirements — Part 2
Logical link control.®

ISO/IEC 9646-7 (ITU-T Rec. X.296), Information technology — Open systéms~ interconnection —
Conformance testing methodology and framework — Part 7: Implementation conformance statements.

IFIPS publications are available from the National Technical Information Service (NTIS), U. S. Dept. of Commerce, 5285 Port Royal
Rd., Springfield, VA 22161 (http://www.ntis.org/).

2|EEE Publications are available from the Institute of Electrical and Electronics Engineers, 445 Hoes Lane, Piscataway, NJ 08854,
USA (http://standards.ieee.org).

31SO/IEC publications are available from the 1SO Central Secretariat, Case Postale 56, 1 rue de Varembé, CH-1211, Geneve 20,
Switzerland/Suisse (http://www.iso.ch/). ISO/IEC publications are also available in the United States from Global Engineering
Documents, 15 Inverness Way East, Englewood, Colorado 80112, USA (http://global.ihs.com/). Electronic copies are available in the
United States from the American National Standards Institute, 25 West 43rd Street, 4th Floor, New York, NY 10036, USA (http://
www.ansi.org/).
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3. Definitions

For the purposes of this standard, the following terms and definitions apply. Terms not defined in this clause
can be found in the The Authoritative Dictionary of IEEE Standards Terms, Seventh Edition [B3].#

3.1 alternate personal area network (PAN) coordinator: A coordinator that is capable of replacing the
PAN coordinator, it the PAN coordinator leaves the Network 1or any reason. A PAN can have Zero or mor
alternate PAN coordinators.

3.2 association: The service used to establish membership for a device in a wireless personal area nétwork
(WPAN).

3.3 authentication tag: Information that allows the verification of authenticity of a message.

3.4 beacon-enabled personal area network (PAN): A PAN in which all €oordinators emit regula
beacons, i.e., have beacon order < OxOF.

3.5 block cipher: A cryptographic function that operates on strings of fixed'size.

3.6 block size: The size, in bits, of the strings on which a block cigher operates.

3.7 contention access period (CAP): The period of time immediately following a beacon frame during
which devices wishing to transmit will compete for chahnel access using a slotted carrier sense multiple
access with collision avoidance (CSMA-CA) mechanism)

3.8 contention access period (CAP) symbol: A.symbol period occurring during the CAP.

3.9 coordinator: A full-function devicec{FFD) capable of relaying messages. If a coordinator is the
principal controller of a personal area network (PAN), it is called the PAN coordinator.

3.10 data authentication: The process whereby an entity receiving a message corroborates evidence abou
the true source of the information in the message and, thereby, evidence that the message has not been
modified in transit.

3.11 data authenticity: Assurance about the source of information.
3.12 device: Any-entity containing an implementation of the IEEE 802.15.4 medium access control (MAC
and physical, interface to the wireless medium. A device may be a reduced-function device (RFD) or a full

functiop-device (FFD).

3.18-encryption: The transformation of a message into a new representation so that privileged informatior
is-required to recover the original representation.

3.14 frame: The format of aggregated bits from a medium access control (MAC) sublayer entity that are
transmitted together in time.

3.15 full-function device (FFD): A device capable of operating as a coordinator.
3.16 group key: A key that is known only to a set of devices.
3.17 idle period: A duration of time where no transceiver activity is scheduled to take place.

“4The numbers in brackets correspond to the numbers of the bibliography in Annex G.
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3.18 key: Privileged information that may be used, for example, to protect information from disclosure to,
and/or undetectable modification by, parties that do not have access to this privileged information.

3.19 key establishment: A process whereby two or more parties establish a key.

3.20 keying material: The combination of a key and associated security information (e.g., a nonce value).

3.21 key management: The collection of processes for the establishment and maintenance of keying
relationships over a system’s lifetime.

3.22 key sharing group: A set of devices that share a key.

3.23 local clock: The symbol clock internal to a device.

3.24 link key: A secret key that is shared between precisely two devices.

3.25 minimum security level: Indication of minimum protection required 9n thformation in transit.
3.26 mobile device: A device whose logical location in the network may change during use.

3.27 m-sequence: Maximal length linear feedback shift registersequence.

3.28 nonbeacon-enabled personal area network (PAN): A PAN in which coordinators do not emit regula
beacons, i.e., have beacon order = OxOF.

3.29 nonce: A nonrepeating value, such as an<inCreasing counter, a sufficiently long random string, or 3
timestamp.

3.30 orphaned device: A device thathas lost contact with its associated coordinator.

3.31 packet: The formatted, aggregated bits that are transmitted together in time across the physica
medium.

3.32 payload data: Thecontents of a data message that is being transmitted.

3.33 personal.area network (PAN) coordinator: A coordinator that is the principal controller of a PAN
An IEEE 802:15.4 network has exactly one PAN coordinator.

3.34 personal operating space (POS): The space about a person or object that is typically about 10 m in al
directions and envelops the person or object whether stationary or in motion.

3.35 plain text: A string of unscrambled information.

3.36 protection: The combination of security services provided for information in transit, such as
confidentiality, data authenticity, and/or replay protection.

3.37 radio sphere of influence: The region of space throughout which a radio may successfully
communicate with other like radios.

3.38 reduced-function device (RFD): A device that is not capable of operating as a coordinator.

3.39 security level: Indication of purported protection applied to information in transit.
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3.40 self-healing: The ability of the network to detect, and recover from, faults appearing in either network
nodes or communication links, without human intervention.

3.41 self-organizing: The ability of network nodes to detect the presence of other nodes and to organize into
a structured, functioning network without human intervention.

2492 cvioamonateios leavs- A copoeat leavy that o chavad bathaoon han o manen artine thaot ooy bha ond £
Tz Sy ctr e KCy 7 v SCCTC T KTyttt 19— S COU— OCTVve T tvvO— O orc—pgartcs—tat iy ot~ aStu— 1o

encryption/decryption or integrity protection/integrity verification, depending on its intended use.

3.43 transaction: The exchange of related, consecutive frames between two peer medium access ieontro
(MAC) entities, required for a successful transmission of a MAC command or data frame.

3.44 transaction queue: A list of the pending transactions, which are to be sent using indiréct transmission
that are initiated by the medium access control (MAC) sublayer of a given coordinater. The transaction
queue is maintained by that coordinator while the transactions are in progress, and its length ig
implementation-dependent but must be at least one.
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4. Acronyms and abbreviations

AES advanced encryption standard

ASK amplitude shift keying

AWGN additive white Gaussian noise
AWN affected wireless network

BE backoff exponent

BER bit error rate

Bl beacon interval

BLE battery life extension

BO beacon order

BPSK binary phase-shift keying

BSN beacon sequence number

CAP contention access period
CBC-MAC cipher block chaining message authentication code
CCA clear channel assessment

CCM counter with CBC-MAC (mode of operation)
CCM* extension of CCM

CFP contention-free period

CRC cyclic redundancy check
CSMA-CA  carrier sense multiple access with collision avoidance
CTR counter mode

cw contention window (length)

DSN data sequence number

DSSS direct sequence spread spectrum
ED energy detection

EIRP effective isotropic radiated power
EMC electromagnetic compatibility

ERP effective radiated power

EVM error-veetor magnitude

FCS frame check sequence

FFD full-function device

FH frequency hopping

FHSS frequency hopping spread spectrum
GTS guaranteed time slot

IES interframe space or spacing

ISM industrial, scientific, and medical
IuT implementation under test

IWN interfering wireless network

LIFS long interframe spacing

LLC logical link control

LQI link quality indication

LPDU LLC protocol data unit

LR-WPAN  low-rate wireless personal area network
LSB least significant bit

MAC medium access control
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https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

MCPS MAC common part sublayer
MCPS-SAP  MAC common part sublayer service access point
MFR MAC footer

MHR MAC header

MIC message integrity code

MLME MAC sublayer management-entity
MLME-SAP MAC sublayer management entity service access point
MSB most significant bit

MPDU MAC protocol data unit

MSDU MAC service data unit

NB number of backoff (periods)

OCDM orthogonal code division multiplexing
0-QPSK offset quadrature phase-shift keying
oSl open systems interconnection

PAN personal area network

PC personal computer

PD PHY data

PD-SAP PHY data service access point

PER packet error rate

PHR PHY header

PHY physical layer

PIB PAN information base

PICS protocol implementation confermance statement
PLME physical layer management.gntity
PLME-SAP physical layer management entity service access point
PN pseudo-random nojse

POS personal operating Space

PPDU PHY protocol data unit

PSD power spectral density

PSDU PHY, service data unit

PSSS parallel sequence spread spectrum

RF radio frequency

RFD reduced-function device

RX receive or receiver

SD superframe duration

SER symbol error rate

SFD start-of-frame delimiter

SHR synchronization header

SIFS short interframe spacing

SIR signal-to-interference ratio

SNR sygnal-to-noise ratio

SO superframe order

SPDU SSCS protocol data units

SRD short-range device

SSCS service-specific convergence sublayer
SUT system under test
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TRX transceiver

TX transmit or transmitter

WLAN wireless local area network
WPAN wireless personal area network
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5. General description

5.1 Introduction

An LR-WPAN is a simple, low-cost communication network that allows wireless connectivity in
apphications-with-timitedpower-andretaxed-throughput regquirements— e matmobjectivesof amER=-WPAR
are ease of installation, reliable data transfer, short-range operation, extremely low cost, and a reasonabls

battery life, while maintaining a simple and flexible protocol.

Some of the characteristics of an LR-WPAN are as follows:
— Over-the-air data rates of 250 kb/s, 100kb/s, 40 kb/s, and 20 kb/s
—  Star or peer-to-peer operation
— Allocated 16-bit short or 64-bit extended addresses
— Optional allocation of guaranteed time slots (GTSs)
— Carrier sense multiple access with collision avoidance (CSMA-CA),channel access
— Fully acknowledged protocol for transfer reliability
— Low power consumption
— Energy detection (ED)
— Link quality indication (LQI)

— 16 channels in the 2450 MHz band, 30 channels in the 915 MHz band, and 3 channels in the
868 MHz band

Two different device types can participate«in an IEEE 802.15.4 network; a full-function device (FFD) and 3
reduced-function device (RFD). The EED can operate in three modes serving as a personal area networK
(PAN) coordinator, a coordinator, ora-device. An FFD can talk to RFDs or other FFDs, while an RFD car]
talk only to an FFD. An RFD is iptended for applications that are extremely simple, such as a light switch o
a passive infrared sensor; they dé not have the need to send large amounts of data and may only associate
with a single FFD at a time;*Consequently, the RFD can be implemented using minimal resources ang
memory capacity.

This standard is-backward-compatible to the 2003 edition; in other words, devices conforming to this
standard are capable of joining and functioning in a PAN composed of devices conforming tg
IEEE Std 802.15.4-2003.

5.2 €omponents of the IEEE 802.15.4 WPAN

A system conforming to this standard consists of several components. The most basic is the device. A devicg
may be an RFD or an FFD. Two or more devices within a POS communicating on the same physical channel
constitute a WPAN. However, this WPAN shall include at least one FFD, operating as the PAN coordinator.

An |IEEE 802.15.4 network is part of the WPAN family of standards although the coverage of the network
may extend beyond the POS, which typically defines the WPAN.

A well-defined coverage area does not exist for wireless media because propagation characteristics are
dynamic and uncertain. Small changes in position or direction may result in drastic differences in the signal
strength or quality of the communication link. These effects occur whether a device is stationary or mobile,
as moving objects may impact station-to-station propagation.
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5.3 Network topologies

Depending on the application requirements, an IEEE 802.15.4 LR-WPAN may operate in either of two
topologies: the star topology or the peer-to-peer topology. Both are shown in Figure 1. In the star topology
the communication is established between devices and a single central controller, called the PAN
coordinator. A device typically has some associated application and is either the initiation point or the
terminationpoint-fornetwork-communications—APANcoordimatormay-atsohaveaspecificapptication b
it can be used to initiate, terminate, or route communication around the network. The PAN coordinator is the
primary controller of the PAN. All devices operating on a network of either topology shall have unigue 64
bit addresses. This address may be used for direct communication within the PAN, or a short address imay be
allocated by the PAN coordinator when the device associates and used instead. The PAN coordinator migh
often be mains powered, while the devices will most likely be battery powered. Applications’that benefi
from a star topology include home automation, personal computer (PC) peripherals, toys,and games, ang
personal health care.

o Star Topology Peer-to-Peer Topology

o \ 0
® \PAN
.7 \O \ Coordinator

o
@ Full Function Device

O Reduced Function Device
€——> Communication Flow

PAN
Coordinator O

Figure 1—Star and peer-to-peer topology examples

The peer-to-peer topology also.has a PAN coordinator; however, it differs from the star topology in that any
device may communicate-with any other device as long as they are in range of one another. Peer-to-pee
topology allows more cemplex network formations to be implemented, such as mesh networking topology
Applications such as industrial control and monitoring, wireless sensor networks, asset and inventory
tracking, intelligent agriculture, and security would benefit from such a network topology. A peer-to-pee
network can lie ad hoc, self-organizing, and self-healing. It may also allow multiple hops to route messages
from any device to any other device on the network. Such functions can be added at the higher layer, but are
not part{of-this standard.

Each independent PAN selects a unique identifier. This PAN identifier allows communication betweer]
devices within a network using short addresses and enables transmissions between devices across

inrlnpnnriant netwarks The mechanism h\]/ which identifiers are chaosen is gutside the scope of this standard

The network formation is performed by the higher layer, which is not part of this standard. However, 5.3.1
and 5.3.2 provide a brief overview on how each supported topology can be formed.

5.3.1 Star network formation
The basic structure of a star network is illustrated in Figure 1. After an FFD is activated, it can establish its
own network and become the PAN coordinator. All star networks operate independently from all other star

networks currently in operation. This is achieved by choosing a PAN identifier that is not currently used by
any other network within the radio sphere of influence. Once the PAN identifier is chosen, the PAN

14 © IEEE 2010 — All rights reserved


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

coordinator allows other devices, potentially both FFDs and RFDs, to join its network. The higher layer can
use the procedures described in 7.5.2 and 7.5.3 to form a star network.

5.3.2 Peer-to-peer network formation

In a peer-to-peer topology, each device is capable of communicating with any other device within its radio
Sphere of Influence. One device 1S nominated as the PAN coordinator, Tor Instance, by VITTUE of being the
first device to communicate on the channel. Further network structures are constructed out of the peer-te
peer topology and it is possible to impose topological restrictions on the formation of the network.

An example of the use of the peer-to-peer communications topology is the cluster tree. Theycluster tree
network is a special case of a peer-to-peer network in which most devices are FFDs. An RED*connects to &
cluster tree network as a leaf device at the end of a branch because RFDs do not allow-other devices tg
associate. Any of the FFDs may act as a coordinator and provide synchronization services to other devices
or other coordinators. Only one of these coordinators can be the overall PAN cogrdinator, which may have
greater computational resources than any other device(s) in the PAN. The PAIN coordinator forms the firs
cluster by choosing an unused PAN identifier and broadcasting beacon frames to neighboring devices. A
contention resolution mechanism is required if two or more FFDs simultaneously attempt to establish
themselves as PAN coordinators; however, such a mechanism is oufside the scope of this standard. A
candidate device receiving a beacon frame may request to join the hetwork at the PAN coordinator. If the
PAN coordinator permits the device to join, it adds the new devicgas a child device in its neighbor list. Ther
the newly joined device adds the PAN coordinator as its parént in its neighbor list and begins transmitting
periodic beacons; other candidate devices may then join the network at that device. If the original candidatg
device is not able to join the network at the PAN coordinator, it will search for another parent device. The
detailed procedures describing how a PAN is started and how devices join a PAN are found in 7.5.2 and
7.5.3.

The simplest form of a cluster tree networK.is a single cluster network, but larger networks are possible by
forming a mesh of multiple neighboring-clusters. Once predetermined application or network requirements
are met, the first PAN coordinator may instruct a device to become the PAN coordinator of a new cluste
adjacent to the first one. Other devices gradually connect and form a multicluster network structure, such as
the one seen in Figure 2. The lines’in Figure 2 represent the parent-child relationships of the devices and no
the communication flow. .The advantage of a multicluster structure is increased coverage area, while the
disadvantage is an increase in message latency.

5.4 Architecture

The IEEE"802.15.4 architecture is defined in terms of a number of blocks in order to simplify the standard
These-blocks are called layers. Each layer is responsible for one part of the standard and offers services tg
the higher layers. The layout of the blocks is based on the open systems interconnection (OSI) seven-laye
model (see ISO/IEC 7498-1:1994 [B12]).

The interfaces between the layers serve to define the logical links that are described in this standard.

An LR-WPAN device comprises a PHY, which contains the radio frequency (RF) transceiver along with its
low-level control mechanism, and a MAC sublayer that provides access to the physical channel for all types
of transfer. Figure 3 shows these blocks in a graphical representation, which are described in more detail in
5.4.1and 5.4.2.

© IEEE 2010 — Al rights reserved 15


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

PAN ID 2

Cg
PAN
Coordinator

: First PAN Coordinator
: PAN Coordinators
: Device

ooce

Figure 2—Cluster tree network

Upper Layers

v

MCPS-SAP MLME-SAP
MAC
PD-SAP PLME-SAP
PHY

Physical Medium

NOTE—For MCPS-SAP, see 7.1; for MLME-SAP, see 5.4.2;
for PD-SAP, see 6.2; and for PLME-SAP, see 5.4.1.

Figure 3—LR-WPAN device architecture
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The upper layers, shown in Figure 3, consist of a network layer, which provides network configuration,
manipulation, and message routing, and an application layer, which provides the intended function of the
device. The definition of these upper layers is outside the scope of this standard. An IEEE 802.2 Type 1
logical link control (LLC) can access the MAC sublayer through the service-specific convergence sublayer
(SSCS), defined in Annex A. The LR-WPAN architecture can be implemented either as embedded devices
or as devices requiring the support of an external device such as a PC.

5.4.1 Physical layer (PHY)

The PHY provides two services: the PHY data service and the PHY management service interfacing’to thg
physical layer management entity (PLME) service access point (SAP) (known as the PLME-SAP). Thq
PHY data service enables the transmission and reception of PHY protocol data units (PPDUS) across the
physical radio channel.

Clause 6 contains the specifications for the PHY.

The features of the PHY are activation and deactivation of the radio transceivef,ED, LQI, channel selection
clear channel assessment (CCA), and transmitting as well as receiving packets across the physical medium
The radio operates at one or more of the following unlicensed bands:

— 868-868.6 MHz (e.g., Europe)
— 902-928 MHz (e.g., North America)
— 2400-2483.5 MHz (worldwide)

Refer to Annex F for an informative summary of regulatory requirements.
5.4.2 MAC sublayer

The MAC sublayer provides two services: the MAC data service and the MAC management servicg
interfacing to the MAC sublayer management entity (MLME) service access point (SAP) (known ag
MLME-SAP). The MAC data service enables the transmission and reception of MAC protocol data units
(MPDUSs) across the PHY data sérvice.
The features of the MAC:sublayer are beacon management, channel access, GTS management, frame
validation, acknowledged’ frame delivery, association, and disassociation. In addition, the MAC sublaye

provides hooks for.implementing application-appropriate security mechanisms.

Clause 7 contains the specifications for the MAC sublayer.

5.5.Functional overview

A-brief overview of the general functions of a LR-WPAN is given in 5.5.1 through 5.5.6 and includes

information on the Qllpﬂrfﬂmﬂ structure the data transfer model the frame structure impm\/ing prnhnhilif\

of successful delivery, power consumption considerations, and security.

5.5.1 Superframe structure

This standard allows the optional use of a superframe structure. The format of the superframe is defined by
the coordinator. The superframe is bounded by network beacons sent by the coordinator (see Figure 4a) and
is divided into 16 equally sized slots. Optionally, the superframe can have an active and an inactive portion
(see Figure 4b). During the inactive portion, the coordinator may enter a low-power mode. The beacon
frame is transmitted in the first slot of each superframe. If a coordinator does not wish to use a superframe
structure, it will turn off the beacon transmissions. The beacons are used to synchronize the attached
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devices, to identify the PAN, and to describe the structure of the superframes. Any device wishing to
communicate during the contention access period (CAP) between two beacons competes with other devices
using a slotted CSMA-CA mechanism. All transactions are completed by the time of the next network
beacon.

Frame Beacons

N\

4 N

a) Cc ntentiorél
Access F’eripj
time)

/Fl‘ame Beacons\

b) Active Period InactivéPeriod
I time

Figure 4—Superframe structure without GTSs

For low-latency applications or applications requiring specific data bandwidth, the PAN coordinator may
dedicate portions of the active superframe to that application. These portions are called guaranteed time slots
(GTSs). The GTSs form the contention-free period (CFP), which always appears at the end of the activg
superframe starting at a slot boundary immediately following the CAP, as shown in Figure 5. The PAN
coordinator may allocate up to seven of\these GTSs, and a GTS may occupy more than one slot period
However, a sufficient portion of the CAP remains for contention-based access of other networked devices o
new devices wishing to join the network. All contention-based transactions is completed before the CFR
begins. Also each device transmitting in a GTS ensures that its transaction is complete before the time of thq
next GTS or the end of the CFP. More information on the superframe structure can be found in 7.5.1.1.

/ Frame Beacons\

Contention Contention
Access Period Free Period

time

18

Figure 5—Superframe structure with GTSs
5.5.2 Data transfer model

Three types of data transfer transactions exist. The first one is the data transfer to a coordinator in which a
device transmits the data. The second transaction is the data transfer from a coordinator in which the device
receives the data. The third transaction is the data transfer between two peer devices. In star topology, only
two of these transactions are used because data may be exchanged only between the coordinator and a
device. In a peer-to-peer topology, data may be exchanged between any two devices on the network;
consequently all three transactions may be used in this topology.
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The mechanisms for each transfer type depend on whether the network supports the transmission of
beacons. A beacon-enabled PAN is used in networks that either require synchronization or support for low-
latency devices, such as PC peripherals. If the network does not need synchronization or support for
low-latency devices, it can elect not to use the beacon for normal transfers. However, the beacon is still
required for network discovery. The structure of the frames used for the data transfer is specified in 7.2.

2.9.Z.1 Dala Transter to a coordinator

When a device wishes to transfer data to a coordinator in a beacon-enabled PAN, it first listens)fer the
network beacon. When the beacon is found, the device synchronizes to the superframe structure: At thq
appropriate time, the device transmits its data frame, using slotted CSMA-CA, to the coordinator. The
coordinator may acknowledge the successful reception of the data by transmitting® an optiona
acknowledgment frame. This sequence is summarized in Figure 6.

Network 4

Coordinator Device\\<6

Beacon

Data

A

Acknowledgment
(if requested)

Figure 6—Communication to a coordinator in a beacon-enabled PAN

When a device wishes to transfer data in a nonbeacon-enabled PAN, it simply transmits its data frame, using
unslotted CSMA-CA, to.the coordinator. The coordinator acknowledges the successful reception of the data
by transmitting an ‘eptional acknowledgment frame. The transaction is now complete. This sequence i
summarized in Figure 7.

Network

Coordinator Savles

< Data

Acknowledgment >
(if requested)

Figure 7—Communication to a coordinator in a nonbeacon-enabled PAN
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5.5.2.2 Data transfer from a coordinator

When the coordinator wishes to transfer data to a device in a beacon-enabled PAN, it indicates in the
network beacon that the data message is pending. The device periodically listens to the network beacon and,
if a message is pending, transmits a MAC command requesting the data, using slotted CSMA-CA. The
coordinator acknowledges the successful reception of the data request by transmitting an acknowledgment

frame—Thependingdataframe s themsentusing—stotted-C SMACAorf possible immediatety afterthe
acknowledgment (see 7.5.6.3). The device may acknowledge the successful reception of the data“\by
transmitting an optional acknowledgment frame. The transaction is now complete. Upon successfu
completion of the data transaction, the message is removed from the list of pending messages in the beacon
This sequence is summarized in Figure 8.

Network

Coordinator Beviios

Beacon

Data Request

Acknowledgment >

Data _

< Acknowledgment

Figure 8—Communication from a coordinator a beacon-enabled PAN

When a coordinator wishes to transfer data to a device in a nonbeacon-enabled PAN, it stores the data for the
appropriate device to make contact and request the data. A device may make contact by transmitting a MAQ
command requesting the_data, using unslotted CSMA-CA, to its coordinator at an application-defined rate
The coordinator acknewledges the successful reception of the data request by transmitting an
acknowledgment frame: If a data frame is pending, the coordinator transmits the data frame, using unslotteg
CSMA-CA, to the device. If a data frame is not pending, the coordinator indicates this fact either in thg
acknowledgmient frame following the data request or in a data frame with a zero-length payload (see
7.5.6.3). If requested, the device acknowledges the successful reception of the data frame by transmitting an
acknowlgdgment frame. This sequence is summarized in Figure 9.

Network
Device

Coordinator

20

< Data Request

Acknowledgment

g

Data >

_ Acknowledgment

<

Figure 9—Communication from a coordinator in a nonbeacon-enabled PAN
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5.5.2.3 Peer-to-peer data transfers

In a peer-to-peer PAN, every device may communicate with every other device in its radio sphere of
influence. In order to do this effectively, the devices wishing to communicate will need to either receive
constantly or synchronize with each other. In the former case, the device can simply transmit its data using
unslotted CSMA-CA. In the latter case, other measures need to be taken in order to achieve synchronization.
SUCNT Measures are peyond the SCope of this standara.

5.5.3 Frame structure

The frame structures have been designed to keep the complexity to a minimum while at.the same time
making them sufficiently robust for transmission on a noisy channel. Each successive pratoeol layer adds tg
the structure with layer-specific headers and footers. This standard defines four frame structures:

— A beacon frame, used by a coordinator to transmit beacons
— A data frame, used for all transfers of data
— An acknowledgment frame, used for confirming successful framgreception

— A MAC command frame, used for handling all MAC peer entity’control transfers

The structure of each of the four frame types is described in 5.5.3.1 through 5.5.3.4. The diagrams in thesg
subclauses illustrate the fields that are added by each layer of the protocol.

5.5.3.1 Beacon frame

Figure 10 shows the structure of the beacon-frame, which originates from within the MAC sublayer. A
coordinator can transmit network beacons™n a beacon-enabled PAN. The MAC payload contains thg
superframe specification, GTS fields, pending address fields, and beacon payload (see 7.2.2.1). The MAG
payload is prefixed with a MAC header (MHR) and appended with a MAC footer (MFR). The MHR
contains the MAC Frame Control field, beacon sequence number (BSN), addressing fields, and optionally
the auxiliary security header. The’ MFR contains a 16-bit frame check sequence (FCS). The MHR, MAC
payload, and MFR together form the MAC beacon frame (i.e., MPDU).

0,5,6,100r

Octets: 2 1 40r10 14 2 k m n 2
MAC F Sequence Addressing g‘é’gﬁﬁg Superframe GTS :gg?;rs'g Beacon ECS
sublayer Coatrol Number Fields Header | Specification Fields Fields Payload
i MHR MAC Payload MFR |
i i
_________________ !
----------------- . ;
1
. PHY dependent | !
Octets: (see clause 6) 1 ; 7+(@t024)+k+m+n i
layer | Seduence |  Delmiter | Resened PSDU
SHR PHR PHY Payload

(seeclause 6) + 8+ (4t024) +k+m+n

Figure 10—Schematic view of the beacon frame and the PHY packet

The MAC beacon frame is then passed to the PHY as the PHY service data unit (PSDU), which becomes the
PHY payload. The PHY payload is prefixed with a synchronization header (SHR), containing the Preamble
Sequence and Start-of-Frame Delimiter (SFD) fields, and a PHY header (PHR) containing the length of the
PHY payload in octets. The SHR, PHR, and PHY payload together form the PHY packet (i.e., PPDU).

© IEEE 2010 — Al rights reserved 21


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

5.5.3.2 Data frame

Figure 11 shows the structure of the data frame, which originates from the upper layers.

0,5,6,100r

Octets: 2 1 4to 20 14 n 2
Frame [Sequence| Addressing A
MAC : Security FCS
sublayer Control | Number Fields Header }\<
! MHR | MAC Payload MER |
Octets: " dependent 1! 5+(4t034)+n !
| ]

(see clause 6)

PHY Preamble | Start of Frame [Frame Length|
layer Sequence Delimiter / Reserved
SHR PHR PHY Payload

(see clause 6) + 6 + (4t0 34) + n

Figure 11—Schematic view of the data frame and the PHY, packet

The data payload is passed to the MAC sublayer and is referred to as the-MAC service data unit (MSDU)
The MAC payload is prefixed with an MHR and appended with an MFR. The MHR contains the Frame
Control field, data sequence number (DSN), addressing fields, and-optionally the auxiliary security header
The MFR is composed of a 16-bit FCS. The MHR, MAC payload,-and MFR together form the MAC datg
frame, (i.e., MPDU).

The MPDU is passed to the PHY as the PSDU, which*becomes the PHY payload. The PHY payload ig
prefixed with an SHR, containing the Preamble Sequenee and SFD fields, and a PHR containing the length
of the PHY payload in octets. The preamble seguence and the data SFD enable the receiver to achieve
symbol synchronization. The SHR, PHR, and PHY payload together form the PHY packet, (i.e., PPDU).

5.5.3.3 Acknowledgment frame

Figure 12 shows the structure of_the acknowledgment frame, which originates from within the MAQ
sublayer. The MAC acknowledgment frame is constructed from an MHR and an MFR; it has no MACQ
payload. The MHR contains the’"MAC Frame Control field and DSN. The MFR is composed of a 16-bi
FCS. The MHR and MFR:together form the MAC acknowledgment frame (i.e., MPDU).

The MPDU is passed to the PHY as the PSDU, which becomes the PHY payload. The PHY payload is
prefixed with thesSHR, containing the Preamble Sequence and SFD fields, and the PHR containing thg
length of the PHY payload in octets. The SHR, PHR, and PHY payload together form the PHY packet, (i.e.
PPDU).

22

Octets: 2 1 2
MAC Frame |Sequence| Ecg
sublayer Control | Number
: MHR MFR !
. PHY dependent
Octets: (see clause 6) 1 i S i
Start of Frame
PHY Preamble Frame Ry
layer Sequence| pejimiter | Reserved
SHR PHR PHY Payload

1
1
1
i (see clause 6) + 6
1

Figure 12—Schematic view of the acknowledgment frame and the PHY packet
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5.5.3.4 MAC command frame

Figure 13 shows the structure of the MAC command frame, which originates from within the MAC
sublayer. The MAC payload contains the Command Type field and the command payload (see 7.2.2.4). The
MAC payload is prefixed with an MHR and appended with an MFR. The MHR contains the MAC Frame
Control field, DSN, addressing fields, and optionally the auxiliary security header. The MFR contains a 16-
bitFCSThE VIAK, IVIACU Payl0dd, ald VIFR togetner T0rm e VIACT COmimand Trarmne, (i.e., VIFDU).

0,5, 6, 10, or

Octets: 2 1 4t0 20 14 1 n 2
e, [Soqvence Addzssa | Sy [eommene] Comni co
sublayer Header yp Paylo
MHR MAC Paylead MFR

PHY dependent
(see clause 6)

PHY Preamble | Startof Frame

Frame Length / %
layer Sequence PSDU /’@

Delimiter | Reserved

Octets: 1 6+ (4t034) +n

SHR PHR PHY Payload
(see clause 6) + 7 + (4 to 34) #n

Figure 13—Schematic view of the MAC command frame and the PHY packet

The MPDU is then passed to the PHY as the PSDU, which iecomes the PHY payload. The PHY payload is
prefixed with an SHR, containing the Preamble Sequence/and SFD fields, and a PHR containing the length
of the PHY payload in octets. The preamble /sequence enables the receiver to achieve symbo
synchronization. The SHR, PHR, and PHY payload.together form the PHY packet, (i.e., PPDU).

5.5.4 Improving probability of successful delivery

The IEEE 802.15.4 LR-WPAN emplays' various mechanisms to improve the probability of successful data
transmission. These mechanisms~are the CSMA-CA mechanism, frame acknowledgment, and data
verification and are briefly discussed in 5.5.4.1 through 5.5.4.3.

5.5.4.1 CSMA-CA mechanism

The IEEE 802.154-1"R-WPAN uses two types of channel access mechanism, depending on the network
configuration,~Nonbeacon-enabled PANs use an unslotted CSMA-CA channel access mechanism, as
described in, 7:5.1. Each time a device wishes to transmit data frames or MAC commands, it waits for &
randomperiod. If the channel is found to be idle, following the random backoff, the device transmits its data
If thecchannel is found to be busy following the random backoff, the device waits for another random periog
before trying to access the channel again. Acknowledgment frames are sent without using a CSMA-CA
mechanism.

Beacon-enabled PANs use a slotted CSMA-CA channel access mechanism, where the backoff slots are
aligned with the start of the beacon transmission. The backoff slots of all devices within one PAN are
aligned to the PAN coordinator. Each time a device wishes to transmit data frames during the CAP, it locates
the boundary of the next backoff slot and then waits for a random number of backoff slots. If the channel is
busy, following this random backoff, the device waits for another random number of backoff slots before
trying to access the channel again. If the channel is idle, the device begins transmitting on the next available
backoff slot boundary. Acknowledgment and beacon frames are sent without using a CSMA-CA
mechanism.
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5.5.4.2 Frame acknowledgment

A successful reception and validation of a data or MAC command frame can be optionally confirmed with
an acknowledgment, as described in 7.5.6.4. If the receiving device is unable to handle the received data
frame for any reason, the message is not acknowledged.

Lf ik alaatak

H-the-eriginatordoesnotreceive-arracknevwledgmentaftersome-pertogtasstmes-that the-transmisston-wes
unsuccessful and retries the frame transmission. If an acknowledgment is still not received after seyera
retries, the originator can choose either to terminate the transaction or to try again. When, the
acknowledgment is not required, the originator assumes the transmission was successful.

5.5.4.3 Data verification

In order to detect bit errors, an FCS mechanism employing a 16-bit Internationab~Felecommunicatiorn
Union—Telecommunication Standardization Sector (ITU-T) cyclic redundancy. check (CRC) is used tdg
detect errors in every frame.

The FCS mechanism is discussed in 7.2.1.9.
5.5.5 Power consumption considerations

In many applications that use this standard, devices will be.battery powered, and battery replacement o
recharging in relatively short intervals is impractical. Therefore, the power consumption is of significan
concern. This standard was developed with limitedpower supply availability in mind. However, thq
physical implementation of this standard will requir€ additional power management considerations that are
beyond the scope of this standard.

The protocol has been developed to favor battery-powered devices. However, in certain applications, some
of these devices could potentially be mains-powered. Battery-powered devices will require duty-cycling td
reduce power consumption. These devices will spend most of their operational life in a sleep state; however
each device periodically listens to the*RF channel in order to determine whether a message is pending. This
mechanism allows the application designer to decide on the balance between battery consumption ang
message latency. Higher poweéred devices have the option of listening to the RF channel continuously.

5.5.6 Security

From a security perspective, wireless ad hoc networks are no different from any other wireless network
They are vulnerable to passive eavesdropping attacks and potentially even active tampering because
physical access to the wire is not required to participate in communications. The very nature of ad hod
networks~and their cost objectives impose additional security constraints, which perhaps make thesg
networks the most difficult environments to secure. Devices are low-cost and have limited capabilities ir
terms of computing power, available storage, and power drain; and it cannot always be assumed they have 3
triisted computing base nor a high-quality random number generator aboard. Communications cannot rely
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on—the—entine—avaHabitity—ofa—fixed—infrastructure—and—might—avelve—shor-term—relationships—betweer
devices that may never have communicated before. These constraints might severely limit the choice of
cryptographic algorithms and protocols and would influence the design of the security architecture because
the establishment and maintenance of trust relationships between devices need to be addressed with care. In
addition, battery lifetime and cost constraints put severe limits on the security overhead these networks can
tolerate, something that is of far less concern with higher bandwidth networks. Most of these security
architectural elements can be implemented at higher layers and may, therefore, be considered to be outside
the scope of this standard.

The cryptographic mechanism in this standard is based on symmetric-key cryptography and uses keys that
are provided by higher layer processes. The establishment and maintenance of these keys are outside the
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scope of this standard. The mechanism assumes a secure implementation of cryptographic operations and
secure and authentic storage of keying material.

The cryptographic mechanism provides particular combinations of the following security services:

— Data confidentiality: Assurance that transmitted information is only disclosed to parties for which it
is intended.

— Data authenticity: Assurance of the source of transmitted information (and, hereby, that informatior
was not modified in transit).

— Replay protection: Assurance that duplicate information is detected.

The actual frame protection provided can be adapted on a frame-by-frame basis and allows“for varying
levels of data authenticity (to minimize security overhead in transmitted frames wherg réquired) and fo
optional data confidentiality. When nontrivial protection is required, replay protection;is-always provided.

Cryptographic frame protection may use a key shared between two peer devices(Jink key) or a key shared
among a group of devices (group key), thus allowing some flexibility and application-specific tradeoffs
between key storage and key maintenance costs versus the cryptographicprotection provided. If a group key
is used for peer-to-peer communication, protection is provided only against outsider devices and not agains
potential malicious devices in the key-sharing group.

For more detailed information on the cryptographic security.mechanisms used for protected MAC frameg
following this standard, refer to Clause 7.

5.6 Concept of primitives

This subclause provides a brief overview of the concept of service primitives. Refer to ISO/IEC 8802.2° fo
more detailed information.

The services of a layer are the capabilities it offers to the user in the next higher layer or sublayer by building
its functions on the services of the next lower layer. This concept is illustrated in Figure 14, showing the
service hierarchy and the relationship of the two correspondent N-users and their associated N-layer (o
sublayer) peer protocol entities.

Service Provider

Service User (N-layer) Service User
(N-User) (N-User)
Request———>

—> Indication

0D
RESPUTST

Confirm<———

Figure 14—Service primitives

5For information on references, see Clause 2.
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The services are specified by describing the information flow between the N-user and the N-layer. This
information flow is modeled by discrete, instantaneous events, which characterize the provision of a service.
Each event consists of passing a service primitive from one layer to the other through a layer SAP associated
with an N-user. Service primitives convey the required information by providing a particular service. These
service primitives are an abstraction because they specify only the provided service rather than the means by
which it is provided. This definition is independent of any other interface implementation.

A service is specified by describing the service primitives and parameters that characterize it. A service,may
have one or more related primitives that constitute the activity that is related to that particular servicé."Each
service primitive may have zero or more parameters that convey the information required to provide the
service.

A primitive can be one of four generic types:

— Reqguest: The request primitive is passed from the N-user to the N-layer to réquest that a service is
initiated.

— Indication: The indication primitive is passed from the N-layer to the N-uSer to indicate an interna
N-layer event that is significant to the N-user. This event may be<logically related to a remotg
service request, or it may be caused by an N-layer internal event!

— Response: The response primitive is passed from the N-user'te the N-layer to complete a procedure
previously invoked by an indication primitive.

—  Confirm: The confirm primitive is passed from the N-layer to the N-user to convey the results of ong
or more associated previous service requests.
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6. PHY specification

6.1 General requirements and definitions

The PHY is responsible for the following tasks:

— Activation and deactivation of the radio transceiver

— Energy detection (ED) within the current channel

— Link quality indicator (LQI) for received packets

— Clear channel assessment (CCA) for carrier sense multiple access with collision avoidancy
(CSMA-CA)

— Channel frequency selection

— Data transmission and reception

Constants and attributes that are specified and maintained by the PHY are\written in the text of this clausq
in italics. Constants have a general prefix of “a”, e.g., aMaxPHYPacketSze, and are listed in Table 23
(in 6.4.1). Attributes have a general prefix of “phy”, e.g., phyCurrent€hannel, and are listed in Table 23 (ir]
6.4.2).

This subclause specifies requirements that are common to all-of the PHY's that conform to this standard.

The standard specifies the following four PHYs:

— An 868/915 MHz direct sequence spread\spectrum (DSSS) PHY employing binary phase-shif
keying (BPSK) modulation

— An 868/915 MHz DSSS PHY_ émploying offset quadrature phase-shift keying (O-QPSK
modulation

— An 868/915 MHz parallel segténce spread spectrum (PSSS) PHY employing BPSK and amplitudg
shift keying (ASK) modulation

— A 2450 MHz DSSS RHY employing O-QPSK modulation

In addition to the 868/945 MHz BPSK PHY, which was originally specified in the 2003 edition of thi{
standard, two optional high-data-rate PHYs are specified for the 868/915 MHz bands, offering §
tradeoff between complexity and data rate. Both optional PHY's offer a data rate much higher than that of thg
868/915 MHZ BPSK PHY, which provides for 20 kb/s in the 868 MHz band and 40 kb/s in the 915 MH2
band. The.ASK® PHY offers data rates of 250 kb/s in both the 868 MHz and 915 MHz bands, which is equal
to that 0f the 2.4 GHz band PHY. The O-QPSK PHY, which offers a signaling scheme identical to that of
the 2.4.GHz band PHY, offers a data rate in the 915 MHz band equal to that of the 2.4 GHz band PHY and &
data-rate of 100 kb/s in the 868 MHz band.

6.1.1 Operating frequency range

A compliant device shall operate in one or several frequency bands using the modulation and spreading
formats summarized in Table 1.

Devices shall start in the mode (PHY) they are instructed to do so. If the device is capable of operating in the

868/915 MHz bands using one of the optional PHYS, it shall be able to switch dynamically between the
optional 868/915 MHz band PHY and the mandatory 868/915 MHz BPSK PHY's when instructed to do so.

5The 868/915 MHz band ASK PHY's use BPSK modulation for the SHR and ASK modulation for the remainder of the PPDU.
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Table 1—Frequency bands and data rates

oty Frequency Spreading parameters Data parameters
band . .
(MHz) Chip rate . Bitrate | Symbol rate
(MH2) (kchipss) | Modulation | Ty | (ksymbolfs) Symbols
868-868.6 300 BPSK 20 20 Binary
868/915
902-928 600 BPSK 40 40 Binary
863/015 868-868.6 400 ASK 250 125 20-bit PSSS
(optional) 902-928 1600 ASK 250 50 5-bif PSSS
868/915 868-868.6 400 0-QPSK 100 25 16-ary Orthogonal
(optional) 902-928 1000 0-QPSK 250 62.5 16-ary Orthogonal
2450 2400-2483.5 2000 0-QPSK 250 626 16-ary Orthogonal

This standard is intended to conform with established regulations in ‘Europe, Japan, Canada, and the Uniteg
States. The regulatory documents listed below are for information only and are subject to change and
revisions at any time. Devices conforming to this standard\shall also comply with specific regiona
legislation. Additional regulatory information is provided indAnnex F.

Europe:
— Approval standards: European Telecommunications Standards Institute (ETSI)

— Documents: ETSI EN 300 328-1 [B26], ETSI EN 300 328-2 [B27], ETSI EN 300 220-1 [B25]
ERC Recommendation 70-03 [B24]

— Approval authority: National type‘approval authorities

— Approval standards:Association of Radio Industries and Businesses (ARIB)
— Document: ARIB $STD-T66 [B22]

— Approval authority: Ministry of Public Management, Home Affairs, Posts and Telecommunications
(MPHPT)

United States:
—(Approval standards: Federal Communications Commission (FCC), United States
- Document: FCC CFR47, Section 15.247 [B29]

nnnnnn
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— Approval standards: Industry Canada (IC), Canada
— Document: GL36 [B32]

6.1.2 Channel assignments
The introduction of the “868/915 MHz band (optional) amplitude shift keying (ASK) PHY specifications”
and “868/915 MHz band (optional) O-QPSK PHY specifications” results in the total number of channel

assignments exceeding the channel numbering capability of 32 channel numbers that was defined in the
2003 edition of this standard.
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To support the growing number of channels, channel assignments shall be defined through a combination of
channel numbers and channels pages.

The upper 5 most significant bits (MSBs) of the 32-bit channel bitmaps in phyChannelsSupported shall be
used as an integer value to specify 32 possible channel pages. The lower 27 bits of the channel bit map shall
be used as a bit mask to specify channel numbers within a channel page.

6.1.2.1 Channel numbering

A total of 27 channels numbered 0 to 26 are available per channel page.

For channel page 0, 27 channels numbered O to 26 are available across the three frequency hands. Sixteer]
channels are available in the 2450 MHz band, 10 in the 915 MHz band, and 1 in the 868 MHz band. This
channel page supports the channels defined in the 2003 edition of this standard. The-center frequency of
these channels is defined as follows:

F. = 868.3 in megahertz, for k=0
F.=906 + 2 (k- 1) in megahertz, fork=1, 2, ..., 10
and F. = 2405 + 5 (k- 11) in megahertz, for k=11, 12, ..., 26

where
k is the channel number.

For channel pages 1 and 2, 11 channels numbered0 to 10 are available across the two frequency bands tdg
support the 868/915 MHz ASK and O-QRSK' PHYs, respectively. Ten channels are available in the
915 MHz band and 1 in the 868 MHz band;‘The center frequency of these channels is defined as follows:

F. = 868.3 in megahertz, for k=0
and F. =906 + 2 (k- 1) in megahertz, fork=1, 2, ..., 10

where
k is the channel number.

For each PHY supported, a compliant device shall support all channels allowed by regulations for the regior
in which the\device operates.

6.1.2.2)Channel pages

A-total of 32 channel pages are avallable Wlth channel pages 3 to 31 belng reserved for future use. Thg

supported by the current PHY, while the phyCurrentPage PHY PIB attrlbute |dent|f|es the channel page that
is currently used. The PHY PIB attributes are described in 6.4.2.

If the requested PHY PIB attribute is the phyCurrentPage, the attribute was successfully set to a different
value from the current value, and the channel is no longer valid, then the PHY shall also set the
phyCurrentChannel to the lowest valid channel for the requested page.

The channel pages and associated channel numbers are shown in Table 2.
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Table 2—Channel page and channel number

Channel Channel page Channel
page (binary) number(s) Channel number description
(decimal) | (bgq, b3g, byg, bog, by7) (decimal)
(0] Channel 0 is in 868 MHz band using BPSK
0 00000 1-10 Channels 1 to 10 are in 915 MHz band using BPSK
11-26 Channels 11 to 26 are in 2.4 GHz band using Q-QPSK
0 Channel 0 is in 868 MHz band using ASK
1 00001 1-10 Channels 1 to 10 are in 915 MHz bandusing ASK
11-26 Reserved
0 Channel 0 is in 868 MHz barid using O-QPSK
2 00010 1-10 Channels 1 to 10 are«in®915 MHz band using O-QPSK
11-26 Reserved
3-31 00011-1111 reserved Reserved

Table 3—Minimum LIFS and SIFS period

For example, the bitmap for channel 4 of channel page 2 would be as follows:
00010000000000000000000000010000
6.1.3 Minimum long interframe spacing (LIFS) and short interframe spacing (SIFS) periods

The minimum LIFS and SIFS periods for, each of the PHY's are shown in Table 3. The description, use, ang
illustration of LIFS and SIFS is showmin Figure 68 (in 7.5.1.3).

PHY macMinLI|FSPeriod macMinS| FSPeriod Units
868-868.6-\MHz BPSK 40 12 Symbols
902-928.MHz BPSK 40 12 Symbols
868-868.6 MHz ASK 40 12 Symbols
902-928 MHz ASK 40 12 Symbols
868-868.6 MHz O-QPSK 40 12 Symbols
902-978 MHZ O-QPSK 20 17 Symbols
2400-2483.5 MHz O-QPSK 40 12 Symbols

30
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6.1.4 RF power measurement

Unless otherwise stated, all RF power measurements, either transmit or receive, shall be made at the
appropriate transceiver to antenna connector. The measurements shall be made with equipment that is either
matched to the impedance of the antenna connector or corrected for any mismatch. For devices without an
antenna connector, the measurements shall be interpreted as effective isotropic radiated power (EIRP) (i.e., a
0 dBi gain antenna), and any radiated measurements shall be corrected to compensate for the antenna gain-ir
the implementation.

6.1.5 Transmit power

The maximum transmit power shall conform with local regulations. Refer to Anpex\F for additiona
information on regulatory limits. A compliant device shall have its nominal transmit power level indicateg
by its PHY parameter, phyTransmitPower (see 6.4).

6.1.6 Out-of-band spurious emission

The out-of-band spurious emissions shall conform with local regufations. Refer to Annex F for additiona
information on regulatory limits on out-of-band emissions.

6.1.7 Receiver sensitivity definitions

The receiver sensitivity definitions used throughout:this standard are defined in Table 4.

Table 4—Receiver sensitivity definitions

Term Definition of term Conditions
Packet error rate (PER) | Average fraction of transmitted packets — Average measured over random PSDU
that are not correctly received. data.
Receiver sensitivity Threshold input signal power that yields | — PSDU length = 20 octets.
a specified PER. - PER < 1%.
— Power measured at antenna terminals.
— Interference not present.

6.2-PHY service specifications

FhePHY-provides—aminterfacebetween—theMAC—stblayerant-thephysicalratiothannel—viathe RF
firmware and RF hardware. The PHY conceptually includes a management entity called the PLME. This
entity provides the layer management service interfaces through which layer management functions may be
invoked. The PLME is also responsible for maintaining a database of managed objects pertaining to the
PHY. This database is referred to as the PHY PAN information base (PIB).

Figure 15 depicts the components and interfaces of the PHY.

The PHY provides two services, accessed through two SAPs: the PHY data service, accessed through the
PHY data SAP (PD-SAP), and the PHY management service, accessed through the PLME-SAP.
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Figure 15—The PHY reference model

6.2.1 PHY data service

The PD-SAP supports the transport of MPDUs between peer MAE/sublayer entities. Table 5 lists the
primitives supported by the PD-SAP. These primitives are discussed in the subclauses referenced in the
table.

Table 5—PD-SAP primitives

PD-SAP primitive Request Confirm Indication

PD-DATA 6.2.1.1 6.2.1.2 6.2.1.3

6.2.1.1 PD-DATA.request

The PD-DATA request primitive-requests the transfer of an MPDU (i.e., PSDU) from the MAC sublayer tg
the local PHY entity.

6.2.1.1.1 Semantics ofjthe service primitive

The semantics ofthe' PD-DATA.request primitive is as follows:

PD-DATA:request (
psduLength,
psdu

)
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Table 6 specifies the parameters for the PD-DATA.request primitive.

Table 6—PD-DATA.request parameters

Name Type Valid range Description
psduLength Unsigned < aMaxPHYPacketSze The number of octets contained in the PSDU to be
integer transmitted by the PHY entity.
psdu Set of octets — The set of octets forming the PSDU to be
transmitted by the PHY entity.
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6.2.1.1.2 Appropriate usage

The PD-DATA .request primitive is generated by a local MAC sublayer entity and issued to its PHY entity to
request the transmission of an MPDU.

6.2.1.1.3 Effect on receipt

The receipt of the PD-DATA.request primitive by the PHY entity will cause the transmission of the stipplieg
PSDU to be attempted. Provided the transmitter is enabled (TX_ON state), the PHY will first construct
PPDU, containing the supplied PSDU, and then transmit the PPDU. When the PHY entity has conipleted the
transmission, it will issue the PD-DATA.confirm primitive with a status of SUCCESS.

If the PD-DATA.request primitive is received while the receiver is enabled (RX_ON_state), the PHY entity
will discard the PSDU and issue the PD-DATA.confirm primitive with a Status of RX_ON. If the
PD-DATA . request primitive is received while the transceiver is disabled (TRX/OFF state), the PHY entity
will discard the PSDU and issue the PD-DATA.confirm primitive withna status of TRX_OFF. If the
PD-DATA. request primitive is received while the transmitter is alreddy‘busy transmitting (BUSY_TX
state), the PHY entity will discard the PSDU and issue the PD-DATA.confirm primitive with a status of
BUSY_TX.

6.2.1.2 PD-DATA.confirm

The PD-DATA.confirm primitive confirms the end{af the transmission of an MPDU (i.e., PSDU) from &
local PHY entity to a peer PHY entity.

6.2.1.2.1 Semantics of the service ptimitive
The semantics of the PD-DATA.confirm primitive is as follows:

PD-DATA .confirm (
status

)

Table 7 specifies the parameters for the PD-DATA.confirm primitive.

Table 7—PD-DATA.confirm parameters

Name Type Valid range Description

Status Enumeration SUCCESS, RX_ON, I'he result of the request 1o transmit a packet.
TRX_OFF, or BUSY_TX

6.2.1.2.2 When generated

The PD-DATA . .confirm primitive is generated by the PHY entity and issued to its MAC sublayer entity in
response to a PD-DATA.request primitive. The PD-DATA.confirm primitive will return a status of either
SUCCESS, indicating that the request to transmit was successful, or an error code of RX_ON, TRX_OFF, or
BUSY_TX. The reasons for these status values are fully described in 6.2.1.1.3.
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6.2.1.2.3 Appropriate usage

On receipt of the PD-DATA.confirm primitive, the MAC sublayer entity is notified of the result of its
request to transmit. If the transmission attempt was successful, the status parameter is set to SUCCESS.
Otherwise, the status parameter will indicate the error.

L0 4.0 DN INAT AL H i
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The PD-DATA.indication primitive indicates the transfer of an MPDU (i.e., PSDU) from the PHY\to thq
local MAC sublayer entity.

6.2.1.3.1 Semantics of the service primitive

The semantics of the PD-DATA.indication primitive is as follows:

PD-DATA.indication (
psduLength,
psdu,
ppduLinkQuality
)

Table 8 specifies the parameters for the PD-DATA.indication/primitive.

Table 8—PD-DATA.indication parameters

Name Type Valid range Description
psduLength Unsigned <aMaxPHYPacketSze | The number of octets contained in the PSDU
Integer received by the PHY entity.
psdu Set of octets — The set of octets forming the PSDU received by

the PHY entity.

ppduLinkQuality | Integer Link quality (LQI) value measured during

0x00-Oxff reception of the PPDU (see 6.9.8).

6.2.1.3.2 When generated

The.RD:DATA .indication primitive is generated by the PHY entity and issued to its MAC sublayer entity tg
transfer a received PSDU. This primitive will not be generated if the received psduLength field is zero o
greater than aMaxPHYPacketSze,
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6.2.1.3.3 Appropriate usage

On receipt of the PD-DATA.indication primitive, the MAC sublayer is notified of the arrival of an MPDU
across the PHY data service.

6.2.2 PHY management service
The PLME-SAP allows the transport of management commands between the MLME and the PLME.

Table 9 lists the primitives supported by the PLME-SAP. These primitives are discussed in the clauses
referenced in the table.
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Table 9—PLME-SAP primitives

PLME-SAP primitive Request Confirm
PLME-CCA 6.2.2.1 6.2.2.2
PLME-ED 6.2.2.3 6.2.2.4
PLME-GET 6.2.2.5 6.2.2.6
PLME-SET-TRX-STATE 6.2.2.7 6.2.2.8
PLME-SET 6.2.2.9 6.2.2.10

6.2.2.1 PLME-CCA.request
The PLME-CCA .request primitive requests that the PLME perform a CCA as defined in 6.9.9.
6.2.2.1.1 Semantics of the service primitive

The semantics of the PLME-CCA.request primitive is as follows:
PLME-CCA.request 0

There are no parameters associated with the PLME-CCAfequest primitive.
6.2.2.1.2 Appropriate usage

The PLME-CCA.request primitive is generated’by the MLME and issued to its PLME whenever the CSMA
CA algorithm requires an assessment of the-channel.

6.2.2.1.3 Effect on receipt

If the receiver is enabled on‘réceipt of the PLME-CCA.request primitive, the PLME will cause the PHY tg
perform a CCA. When the.PHY has completed the CCA, the PLME will issue the PLME-CCA.confirm
primitive with a status of-either BUSY or IDLE, depending on the result of the CCA.

If the PLME-CCArequest primitive is received while the transceiver is disabled (TRX_OFF state) or if the
transmitter is‘enabled (TX_ON state), the PLME will issue the PLME-CCA.confirm primitive with a status
of TRX_QFF or BUSY, respectively.

6.2.2:2/PLME-CCA.confirm

The PLME-CCA.confirm primitive reports the results of a CCA as defined in 6.9.9.

6.2.2.2.1 Semantics of the service primitive

The semantics of the PLME-CCA.confirm primitive is as follows:

PLME-CCA .confirm (
status

)

Table 10 specifies the parameters for the PLME-CCA.confirm primitive.
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Table 10—PLME-CCA.confirm parameters

Name Type Valid range Description
status Enumeration TRX_OFF, BUSY, | The result of the request to perform a CCA.
or IDLE

6.2.2.2.2 When generated

The PLME-CCA .confirm primitive is generated by the PLME and issued to its MLME in¢esponse to &
PLME-CCA . request primitive. The PLME-CCA.confirm primitive will return a status of either BUSY o
IDLE, indicating a successful CCA, or an error code of TRX_OFF. The reasons for these status values arg
fully described in 6.2.2.1.3.

6.2.2.2.3 Appropriate usage

On receipt of the PLME-CCA.confirm primitive, the MLME is notified_of the results of the CCA. If thq
CCA attempt was successful, the status parameter is set to either BUSY or IDLE. Otherwise, the status
parameter will indicate the error.

6.2.2.3 PLME-ED.request
The PLME-ED.request primitive requests that the PKME perform an ED measurement (see 6.9.7).
6.2.2.3.1 Semantics of the service primitive

The semantics of the PLME-ED.requestprimitive is as follows:
PLME-ED.request 0

There are no parameters associated with the PLME-ED.request primitive.
6.2.2.3.2 Appropriate usage

The PLME-ED.request primitive is generated by the MLME and issued to its PLME to request an ED
measurement,

6.2.2:3.3 Effect on receipt

If the receiver is enabled on receipt of the PLME-ED.request primitive, the PLME will cause the PHY tg

36

perform an ED measurement. When the PHY has completed the ED measurement, the PLIVIE Will 1S5U€ the
PLME-ED.confirm primitive with a status of SUCCESS.

If the PLME-ED.request primitive is received while the transceiver is disabled (TRX_OFF state) or if the
transmitter is enabled (TX_ON state), the PLME will issue the PLME-ED.confirm primitive with a status of
TRX_OFF or TX_ON, respectively.

6.2.2.4 PLME-ED.confirm

The PLME-ED.confirm primitive reports the results of the ED measurement as defined in 6.9.7.
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6.2.2.4.1 Semantics of the service primitive

The semantics of the PLME-ED.confirm primitive is as follows:

PLME-ED.confirm (
status,

Enerend—ey 7|
HEeFgYt=Ever

)

Table 11 specifies the parameters for the PLME-ED.confirm primitive.

Table 11—PLME-ED.confirm parameters

Name Type Valid range Description
status Enumeration SUCCESS, The result of the request to perform an ED
TRX_OFF, or measurements
TX_ON
EnergyLevel Integer ED level.for the current channel. If status is set to
0x00-0xff SUGEESS, this is the ED level for the current channel.
Otherwise, the value of this parameter will be ignored.

6.2.2.4.2 When generated

The PLME-ED.confirm primitive is generated by the PLME and issued to its MLME in response to §
PLME-ED.request primitive. The PLME-ED.confirm primitive will return a status of SUCCESS, indicating
a successful ED measurement, or an-error code of TRX_OFF or TX_ON. The reasons for these status values
are fully described in 6.2.2.3.3.

6.2.2.4.3 Appropriate"usage

On receipt of the.PLME-ED.confirm primitive, the MLME is notified of the results of the ED measurement
If the ED measurement attempt was successful, the status parameter is set to SUCCESS. Otherwise, the
status parameter will indicate the error.

6.2.2.5)PLME-GET.request

The PLME-GET.request primitive requests information about a given PHY PIB attribute.

6.2.2.5.1 Semantics of the service primitive

The semantics of the PLME-GET.request primitive is as follows:

PLME-GET.request (
PIBAttribute

)

Table 12 specifies the parameters for the PLME-GET.request primitive.
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Table 12—PLME-GET.request parameters

Name Type Valid range Description
PIBAttribute Enumeration See Table 23 The identifier of the PHY PIB attribute to get.
(in6.4.2)

6.2.2.5.2 Appropriate usage

The PLME-GET.request primitive is generated by the MLME and issued to its PLME to obtain.informatiorn
from the PHY PIB.

6.2.2.5.3 Effect on receipt

On receipt of the PLME-GET .request primitive, the PLME will attempt to retrieve the requested PHY PIB
attribute from its database. If the identifier of the PIB attribute is not found\n-the database, the PLME wil
issue the PLME-GET.confirm primitive with a status of UNSUPPORTED JATTRIBUTE.

If the requested PHY PIB attribute is successfully retrieved, the-PLME will issue the PLME-GET.confirn
primitive with a status of SUCCESS.

6.2.2.6 PLME-GET.confirm
The PLME-GET.confirm primitive reports the results of an information request from the PHY PIB.
6.2.2.6.1 Semantics of the service prititive

The semantics of the PLME-GET.canfirm primitive is as follows:

PLME-GET.confirm (
status,
PIBAttribute,
PIBAttributeValue

)

Table 13 specifies the parameters for the PLME-GET.confirm primitive.

Table 13—PLME-GET.confirm parameters
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status Enumeration | SUCCESS or The result of the request for PHY PIB
UNSUPPORTED_ATTRIBUTE | attribute information.

PIBAttribute Enumeration | See Table 23 (in 6.4.2) The identifier of the PHY PIB attribute
that was requested.

PIBAttributeValue | Various Attribute specific The value of the indicated PHY PIB
attribute that was requested. This
parameter has zero length when the
status parameter is set to
UNSUPPORTED_ATTRIBUTE.
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6.2.2.6.2 When generated

The PLME-GET.confirm primitive is generated by the PLME and issued to its MLME in response to a
PLME-GET.request primitive. The PLME-GET.confirm primitive will return a status of either SUCCESS,
indicating that the request to read a PHY PIB attribute was successful, or an error code of
UNSUPPORTED_ATTRIBUTE. The reasons for these status values are fully described in 6.2.2.5.3.

6.2.2.6.3 Appropriate usage

On receipt of the PLME-GET.confirm primitive, the MLME is notified of the results of its request to‘read &
PHY PIB attribute. If the request to read a PHY PIB attribute was successful, the status parameter is set tg
SUCCESS. Otherwise, the status parameter will indicate the error.

6.2.2.7 PLME-SET-TRX-STATE.request

The PLME-SET-TRX-STATE.request primitive requests that the PHY entity ¢hange the internal operating
state of the transceiver. The transceiver will have three main states:

— Transceiver disabled (TRX_OFF)
— Transmitter enabled (TX_ON)
— Receiver enabled (RX_ON)

6.2.2.7.1 Semantics of the service primitive

The semantics of the PLME-SET-TRX-STATE.request'primitive is as follows:

PLME-SET-TRX-STATE.request (
state

)

Table 14 specifies the parameters fak the PLME-SET-TRX-STATE.request primitive.

Table-14—PLME-SET-TRX-STATE.request parameters

Name Type Valid range Description
state Enumeration RX_ON, TRX_OFF, The new state in which to configure the transceiver.
FORCE_TRX_OFF,
or TX_ON

6,2.2.7.2 Appropriate usage

The PLME-SET-TRX-STATE.request primitive is generated by the MLME and issued to its PLME when
the current operational state of the receiver needs to be changed.

6.2.2.7.3 Effect on receipt

On receipt of the PLME-SET-TRX-STATE.request primitive, the PLME will cause the PHY to change to
the requested state. If the state change is accepted, the PHY will issue the PLME-SET-TRX-
STATE.confirm primitive with a status of SUCCESS. If this primitive requests a state that the transceiver is
already configured, the PHY will issue the PLME-SET-TRX-STATE.confirm primitive with a status
indicating the current state, i.e., RX_ON, TRX_OFF, or TX_ON. If this primitive is issued with an RX_ON
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or TRX_OFF argument and the PHY is busy transmitting a PPDU, at the end of transmission the state
change will occur, and then the PHY will issue the PLME-SET-TRX-STATE.confirm primitive with a
status of SUCCESS. If this primitive is issued with TRX_OFF and the PHY is in RX_ON state and has
already received a valid SFD, at the end of reception of the PPDU the state change will occur, and then the
PHY will issue the PLME-SET-TRX-STATE.confirm primitive with a status SUCCESS. If this primitive is
issued with TX_ON, the PHY will cause the PHY to go to the TX_ON state irrespective of the state the PHY
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this primitive is issued with FORCE_TRX_OFF, the PHY will cause the PHY to go to the TRX_OFF statg
irrespective of the state the PHY is in. The PHY will then issue the PLME-SET-TRX-STATE,confirni
primitive with a status SUCCESS.

6.2.2.8 PLME-SET-TRX-STATE.confirm

The PLME-SET-TRX-STATE.confirm primitive reports the result of a request(io-change the interna
operating state of the transceiver.

6.2.2.8.1 Semantics of the service primitive

The semantics of the PLME-SET-TRX-STATE.confirm primitive(s'as follows:

PLME-SET-TRX-STATE.confirm (
status

)

Table 15 specifies the parameters for the PLME<SET-TRX-STATE.confirm primitive.

Table 15—PLME*SET-TRX-STATE.confirm parameters

Name Type Valid range Description

status Enumeration SUCCESS, RX_ON, The result of the request to change the state of the
TRX_OFF, or TX_ON | transceiver.

6.2.2.8.2 When generated

The PLME-SET-TRX-STATE.confirm primitive is generated by the PLME and issued to its MLME afte
attempting to change the internal operating state of the transceiver.

562283 Alnlnrnlnrim‘n usage
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On receipt of the PLME-SET-TRX-STATE.confirm primitive, the MLME is notified of the result of its
request to change the internal operating state of the transceiver. A status value of SUCCESS indicates that
the internal operating state of the transceiver was accepted. A status value of RX_ON, TRX_OFF, or
TX_ON indicates that the transceiver is already in the requested internal operating state.

6.2.2.9 PLME-SET.request

The PLME-SET.request primitive attempts to set the indicated PHY PIB attribute to the given value.
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6.2.2.9.1 Semantics of the service primitive

The semantics of the PLME-SET.request primitive is as follows:

PLME-SET.request (

PIBAttribute,
PIBAttribute\alue

)

Table 16 specifies the parameters for the PLME-SET.request primitive.

Table 16—PLME-SET.request parameters

Name Type Valid range Description
PIBAttribute Enumeration See Table 23 The identifier of the RIB attribute to set.
(in6.4.2)
PIBAttributeValue | Various Attribute specific The value of\the/indicated PIB attribute to set.

6.2.2.9.2 Appropriate usage

The PLME-SET.request primitive is generated by the)MLME and issued to its PLME to write the indicateg
PHY PIB attribute.

6.2.2.9.3 Effect on receipt

On receipt of the PLME-SET.request primitive, the PLME will attempt to write the given value to the
indicated PHY PIB attribute in its-database. Not all PIB values are settable. If the PIBAttribute paramete
specifies an attribute that is nef-found in the database (see Table 23 in 6.4.2), the PLME will issue thg
PLME-SET.confirm primitive- with a status of UNSUPPORTED_ATTRIBUTE. If the PIBAttribute
parameter specifies an attribute whose value is read-only, the PLME will issue the PLME-SET.confirm
primitive with a status of READ_ONLY. If the PIBAttibuteValue parameter specifies a value that is out of
the valid range for.the given attribute, the PLME will issue the PLME-SET.confirm primitive with a statug
of INVALID_PARAMETER.

If the requested PHY PIB attribute is successfully written, the PLME will issue the PLME-SET.confirn
primitive.with a status of SUCCESS.

6.2.2.10 PLME-SET.confirm

The PLME-SET.confirm primitive reports the results of the attempt to set a PIB attribute.
6.2.2.10.1 Semantics of the service primitive

The semantics of the PLME-SET.confirm primitive is as follows:

PLME-SET.confirm (
status,
PIBAttribute

)
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Table 17 specifies the parameters for the PLME-SET.confirm primitive.

Table 17—PLME-SET.confirm parameters

Name Type Valid range Description

status Enumeration | SUCCESS, The status of the attempt to set the
UNSUPPORTED_ATTRIBUTE, requested PIB attribute.
INVALID_PARAMETER, or
READ_ONLY

PIBAttribute Enumeration | See Table 23 (in 6.4.2) The identifier of the PIB attribute being
confirmed.

6.2.2.10.2 When generated

The PLME-SET.confirm primitive is generated by the PLME and issted 'to its MLME in response to §
PLME-SET.request primitive. The PLME-SET.confirm primitive will‘véturn a status of either SUCCESS
indicating that the requested value was written to the indicated(PHY PIB attribute, or an error code of
UNSUPPORTED_ATTRIBUTE, INVALID_PARAMETER,~0f/READ_ONLY. The reasons for thesq
status values are fully described in 6.2.2.9.3.

6.2.2.10.3 Appropriate usage

On receipt of the PLME-SET.confirm primitive;.the MLME is notified of the result of its request to set the
value of a PHY PIB attribute. If the requested value was written to the indicated PHY PIB attribute, the
status parameter is set to SUCCESS. Otherwise, the status parameter will indicate the error.

6.2.3 PHY enumerations description

Table 18 shows a description.of the PHY enumeration values defined in the PHY specification.

Table 18—PHY enumerations description
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ERumeration Value Description

BUSY 0x00 | The CCA attempt has detected a busy channel.

BUSY_RX 0x01 | The transceiver is asked to change its state while receiving.

BUSY TX 0x02 The transceiver is asked to change its state while transmitting

FORCE_TRX_OFF 0x03 The transceiver is to be switched off immediately.

IDLE 0x04 The CCA attempt has detected an idle channel.

INVALID_PARAMETER 0x05 A SET/GET request was issued with a parameter in the primitive that
is out of the valid range.

RX_ON 0x06 The transceiver is in or is to be configured into the receiver enabled
state.

SUCCESS 0x07 A SET/GET, an ED operation, or a transceiver state change was
successful.
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Table 18—PHY enumerations description (continued)

Enumeration Value Description
TRX_OFF 0x08 The transceiver is in or is to be configured into the transceiver disabled
state.
TX_ON 0x09 The transceiver is in or is to be configured into the transmitter enabled
state.

UNSUPPORTED_ATTRIBUTE | 0x0a A SET/GET request was issued with the identifier of an attribute that
is not supported.

READ_ONLY 0x0b A SET/GET request was issued with the identifier of amattribute that
is read-only.

6.3 PPDU format
This subclause specifies the format of the PPDU packet.

For convenience, the PPDU packet structure is presented so that theleftmost field as written in this standard
shall be transmitted or received first. All multiple octet fields Shall be transmitted or received leas
significant octet first and each octet shall be transmitted or ‘received least significant bit (LSB) first. The
same transmission order should apply to data fields transferred between the PHY and MAC sublayer.

Each PPDU packet consists of the following basic components:

— A synchronization header (SHR), which-allows a receiving device to synchronize and lock onto the
bit stream

— A PHY header (PHR), which contains frame length information
— A variable length payload, which carries the MAC sublayer frame

The PPDU packet structure shall.be formatted as illustrated in Figure 16.

Octets
1 variable
Frame length Reserved
Preamble SFD (7 bits) (1 bit) PSDU
SHR PHR PHY payload

Figure 16—Format of the PPDU

6.3.1 Preamble field

The Preamble field is used by the transceiver to obtain chip and symbol synchronization with an incoming
message. The length of the preamble for the different PHYs is shown in Table 19.

Preamble lengths for ASK are expressed in equivalent octet times as the preamble for ASK is defined using
a special symbol. For all PHYs except the ASK PHY, the bits in the Preamble field shall be binary zeros.
The ASK preamble format is described in 6.7.4.1.
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Table 19—Preamble field length

PHY Length Duration (uS)
868-868.6 MHz BPSK 4 octets 32 symbols 1600
902-928 MHz BPSK 4 octets 32 symbols 800
868-868.6 MHz ASK 5 octets 2 symbols 160
902-928 MHz ASK 3.75 octets 6 symbols 120
868-868.6 MHz O-QPSK 4 octets 8 symbols 320
902-928 MHz O-QPSK 4 octets 8 symbols 128
2400-2483.5 MHz O-QPSK 4 octets 8 symbols 128

6.3.2 SFD field

The SFD is a field indicating the end of the SHR and the start of the packet data. The length of the SFD fo
the different PHY's is shown in Table 20.

Table 20—SFD field\length

PHY Length
868-868.6 MHz BPSK 1 octet 8 symbols
902-928 MHz BPSK 1 octet 8 symbols
868-868.6 MHz ASK 2.5 octets 1 symbol
902-928 MHz ASK 0.625 octets 1 symbol
868-868.6 Mtz O-QPSK 1 octet 2 symbols
902-928 MHz O-QPSK 1 octet 2 symbols
2400-2483.5 MHz O-QPSK 1 octet 2 symbols

For all PHYs, except for the ASK PHY, the SFD is an 8-bit field. For the ASK PHY, the SFD is defineg
using a_special symbol. The lengths of the SFD for the ASK PHY are expressed in equivalent octet times
The SFD-for all PHY's except the ASK PHY shall be formatted as illustrated in Figure 17. The SFD for thg
ASKPHY is defined in 6.7.4.2.
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Bits: 0 1 2 3 4 5 6 7

Figure 17—Format of the SFD field (except for ASK)
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6.3.3 Frame Length field

The Frame Length field is 7 bits in length and specifies the total number of octets contained in the PSDU
(i.e., PHY payload). It is a value between 0 and aMaxPHYPacketSze (see 6.4). Table 21 summarizes the
type of payload versus the frame length value.

Fable2d—Hramelength-vatbes
Frame length values Payload
0-4 Reserved
5 MPDU (Acknowledgment)
6-8 Reserved
9 to aMaxPHYPacketSze MPDU

6.3.4 PSDU field

The PSDU field has a variable length and carries the data of the PHY\packet.

6.4 PHY constants and PIB attributes
This subclause specifies the constants and attributes{equired by the PHY.
6.4.1 PHY constants

The constants that define the characteristics of the PHY are presented in Table 22. These constants are
hardware dependent and cannot be chahged during operation.

Table 22—PHY constants

Constant Description Value

aMaxPHYPacketS ze The maximum PSDU size (in octets) the PHY shall

be able to receive. 127

aTurnaroundTime RX-to-TX or TX-to-RX maximum turnaround time

(in symbol periods) (see 6.9.1 and 6.9.2) 12

6.4 2 PHY PIB attributes

The PHY PIB comprises the attributes required to manage the PHY of a device. The attributes contained in
the PHY PIB are presented in Table 23. Attributes marked with a dagger (1) are read-only attributes (i.e.,
attribute can only be set by the PHY), which can be read by the next higher layer using the
PLME-GET.request primitive. Attributes marked with an asterisk (*) have specific bits that are read-only
attributes (i.e., attribute can only be set by the PHY), which can be read by the next higher layer using the
PLME-GET.request primitive and other bits that can be read or written by the next higher layer using the
PLME-GET.request or PLME-SET.request primitives, respectively. All other attributes can be read or
written by the next higher layer using the PLME-GET.request or PLME-SET.request primitives,
respectively.
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Table 23—PHY PIB attributes

Attribute

Identifier

Type

Range

Description

phyCurrentChannel

0x00

Integer

0-26

The RF channel to use for all follow-
ing transmissions and receptions (see
612)

phyChannelsSupported’

0x01

Array

AnR x 32
bit array,
where R
ranges from
1to 32

The array is composed of R rows,
each of which is a bit string with the
following properties: The 5 MSBs
(by7, ..., bsy) indicate the channel
page, and the 27 LSBs (bg,,bY, ..,
b,e) indicate the status (1=available,
O=unavailable) for each af the up to
27 valid channels (5g-shall indicate
the status of channelk as in 6.1.2)
supported by, thdt.channel page. The
device only needs to add the rows
(channelpages) for the PHY(s) it
supparts:

phyTransmitPower*

0x02

Bitmap

0x00-0xbf

The'2 MSBs represent the tolerance
on the transmit power:

00=+1dB

01=+3dB

10=+6dB

and shall be read-only.

The 6 LSBs, which may be written
to, represent a signed integer

in twos-complement format, corre-
sponding to the nominal transmit
power of the device in decibels rela-
tive to 1 mW. The lowest value of
phyTransmitPower is interpreted as
less than or equal to —32 dBm.

phyCCAMode

0x03

Integer

The CCA mode (see 6.9.9).

phyCurrentPage

0x04

Integer

0-31

This is the current PHY channel
page. This is used in conjunction
with phyCurrentChannel to uniquely
identify the channel currently being
used.

phyMaxkrameDur ati on'

0x05

Integer

55, 212,
266, 1064

The maximum number of symbols in
a frame: = phySHRDuration +
ceiling([aMaxPHYPacketSze + 1] x
phySymbol sPer Octet)

phySHRDurati on'

0x06

Integer

3,7,10,40

The duration of the synchronization
header (SHR) in symbols for the cur-

rent PHY.

phySymbol sPer Octet

0x07

Float

0.4,1.6,2,
8

The number of symbols per octet for
the current PHY.
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6.5 2450 MHz PHY specifications
6.5.1 Data rate

The data rate of the IEEE 802.15.4 (2450 MHz) PHY shall be 250 kb/s.

Pl i W W, DD PR 1 'H
U.J.2 ViDUuTaututr 4ditu spicautily

The 2450 MHz PHY employs a 16-ary quasi-orthogonal modulation technique. During each data-Symbo
period, four information bits are used to select one of 16 nearly orthogonal pseudo-random noise (PN
sequences to be transmitted. The PN sequences for successive data symbols are concatenated, and thg
aggregate chip sequence is modulated onto the carrier using offset quadrature phase-shift keying(O-QPSK).

6.5.2.1 Reference modulator diagram

The functional block diagram in Figure 18 is provided as a reference for specifying the 2450 MHz PHY|
modulation and spreading functions. The number in each block refers to the’subclause that describes tha
function.

Binary Data Modulated
From PPDU Signal

/ Bit-to- Symbelx 0-QPSK \

——»| Symbol [—»| t0-€hip" || Modulator —
(6.5.2.2) (6.5.2.3) (6.5.2.4)

Figure 18—Modulation and spreading functions

6.5.2.2 Bit-to-symbol mapping

All binary data contained in/the PPDU shall be encoded using the modulation and spreading functions
shown in Figure 18. This:subclause describes how binary information is mapped into data symbols.

The 4 LSBs (bg, bythy,,'b3) of each octet shall map into one data symbol, and the 4 MSBs (by, bs, bg, b7) of
each octet shall fmap into the next data symbol. Each octet of the PPDU is processed through the modulation
and spreading functions (see Figure 18) sequentially, beginning with the Preamble field and ending with the
last octet of\the PSDU.

6.5.2.3/Symbol-to-chip mapping

Each data symbol shall be mapped into a 32-chip PN sequence as specified in Table 24. The PN sequenceq

ara ralatad 0 aach Athar thrariah ovelie chifte and/ar cantninatinn (1 0 invarcinn af ndd indowvad chin valiinc)
aHe-Feateat0-eacH-te T ougn-EyeHE-SHSaRGreEoRugatH RS- HYEerSBR-81-8661REGExEaEHP-YHHES;
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Table 24—Symbol-to-chip mapping

Data §ymbol Dz?tba}rfgp;t))ol Chip values
(decimal) (bo by by by) (cocCq ... C3gC31)

0 0000 11011001110000110101001000101110

1 1000 11101101100111000011010100100010

2 0100 00101110110110011100001101010010

3 1100 001000101110110110011100001104-01

4 0010 01010010001011101101100111000011

5 1010 00110101001000102111012104%0011100

6 0110 11000011010100100010191011011001

7 1110 100111000011010100109001011210121012

8 0001 10001100100101100000011101111011

9 1001 101110001100%¥0010110000001110111

10 0101 01111011100041001001011000000111

11 1101 01110112191110001100100101100000

12 0011 00000441011110111000110010010110

13 1011 0110000001211201121121011100011001001

14 0111 £001011000000111011110112100012100

15 1111 1100100101100000011101112120121212000
6.5.2.4 O-QPSK modulation
The chip sequences representing each data symbol are modulated onto the carrier using O-QPSK with half
sine pulse shaping. Even=indexed chips are modulated onto the in-phase (1) carrier and odd-indexed chips
are modulated ontg the quadrature-phase (Q) carrier. Because each data symbol is represented by a 32-chip
sequence, the chip rate (nominally 2.0 Mchip/s) is 32 times the symbol rate. To form the offset between
I-phase and Q-phase chip modulation, the Q-phase chips shall be delayed by T. with respect to the I-phasd
chips (seeskigure 19), where T, is the inverse of the chip rate.

—| 2T, |-
-Phase Co——Co|—Cy e Cap
Q-Phase cp | c3 | c5 e Ca1

Figure 19—0-QPSK chip offsets
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6.5.2.5 Pulse shape

The half-sine pulse shape used to represent each baseband chip is described by Equation (1):

. t
sm( —],0<t<2T,
pt) = { "1 ¢

0, otherwise

Figure 20 shows a sample baseband chip sequence (the zero sequence) with half-sine pulse shapihg.

—>TC<—
AWIATTATIEIATIET IS AN
lphase [ 1 AP ENS) \/\/Q/\/\/ N
Q-phase /1\/1 G ]\/;\ 0 . 1 /1\/1\ g g c 0 m g
P XVERERNINVER ISININIERNY,
—> -
2Tc

Figure 20—Sample baseband chip sequences with pulse shaping

6.5.2.6 Chip transmission order

During each symbol period, the least significant'chip, c, is transmitted first and the most significant chip
C31, IS transmitted last.

6.5.3 2450 MHz band radio spegification

6.5.3.1 Transmit power speetral density (PSD) mask

The transmitted spectral products shall be less than the limits specified in Table 25. For both relative ang
absolute limits, average spectral power shall be measured using a 100 kHz resolution bandwidth. For the

relative limit, the xeference level shall be the highest average spectral power measured within = 1 MHz of
the carrier frequency.

Table 25—Transmit PSD limits

Frequency Relative limit Absolute limit

£ aQr 1l 20 A0 an AR
L IC| 9.J IVIT'TZ arAvav]s) =9IV UDITI

6.5.3.2 Symbol rate
The 2450 MHz PHY symbol rate shall be 62.5 ksymbol/s + 40 ppm.
6.5.3.3 Receiver sensitivity

Under the conditions specified in 6.1.7, a compliant device shall be capable of achieving a sensitivity of
—85 dBm or better.
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6.5.3.4 Receiver jamming resistance

The minimum jamming resistance levels are given in Table 26. The adjacent channel is one on either side of
the desired channel that is closest in frequency to the desired channel, and the alternate channel is one more
removed from the adjacent channel. For example, when channel 13 is the desired channel, channel 12 and
channel 14 are the adjacent channels, and channel 11 and channel 15 are the alternate channels.

Table 26—Minimum receiver jamming resistance requirements for 2450 MHz PHY.

Adjacent channel Alternate channel
rejection rejection

0dB 30dB

The adjacent channel rejection shall be measured as follows: the desired Signal shall be a complian
2450 MHz IEEE 802.15.4 O-QPSK PHY signal, as defined by 6.5.2, of pseddo-random data. The desired
signal is input to the receiver at a level 3 dB above the maximum allowed receiver sensitivity given ir
6.5.3.3.

In either the adjacent or the alternate channel, an IEEE 802.15.4:sighal, as defined by 6.5.2, is input at the
relative level specified in Table 26. The test shall be performed for only one interfering signal at a time. Thg
receiver shall meet the error rate criteria defined in 6.1.7 under these conditions.

6.6 868/915 MHz band binary phase-shiftkeying (BPSK) PHY specifications
6.6.1 868/915 MHz band data rates

The data rate of the 868/915 MHz band BPSK PHY shall be 20 kb/s when operating in the 868 MHz bang
and 40 kb/s when operating in the 915 MHz band.

6.6.2 Modulation and spreading

The 868/915 MHz BPSKPHY shall employ direct sequence spread spectrum (DSSS) with BPSK used fo
chip modulation and differential encoding used for data symbol encoding.

6.6.2.1 Reference modulator diagram

The functional block diagram in Figure 21 is provided as a reference for specifying the 868/915 MHz bang
BPSK-PHY modulation and spreading functions. The number in each block refers to the subclause tha
describes that function. Each bit in the PPDU shall be processed through the differential encoding, bit-to
chip~mapping and modulation functions in octet-wise order, beginning with the Preamble field and ending
Wwith the last octet of the PSDU. Within each octet, the LSB, by, is processed first and the MSB, b, id
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a1 'S
PTOLTSCUTAST.

Binary Data Differential Bit-to- BPSK Modulated
From PPDU —* Encoder — —» Chip [ Modulator — " Sjgnal
(6.6.2.2) (6.6.2.3) (6.6.2.4)

Figure 21—Modulation and spreading functions
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6.6.2.2 Differential encoding

Differential encoding is the modulo-2 addition (exclusive or) of a raw data bit with the previous encoded bit.
This is performed by the transmitter and can be described by Equation (2):

E,= R,®FE, , 2)

where
R, is the raw data bit being encoded

E,, is the corresponding differentially encoded bit
E,_; is the previous differentially encoded bit

For each packet transmitted, Ry is the first raw data bit to be encoded and E is assumed to be zero.

Conversely, the decoding process, as performed at the receiver, can be described’by Equation (3):
R,=E,®E,_; 3

For each packet received, E; is the first bit to be decoded, and Eg is assumed to be zero.

6.6.2.3 Bit-to-chip mapping

Each input bit shall be mapped into a 15-chip PN sequence as specified in Table 27.

Table 27=Symbol-to-chip mapping

. Chip values
Input bits
P (CoCy - Cra)
0 111101011001000
1 000010100110111

6.6.2.4 BPSK'modulation

The.chip sequences are modulated onto the carrier using BPSK with raised cosine pulse shaping (roll-off
factor= 1) where a chip value of one corresponds to a positive pulse and a chip value of zero corresponds tg
a‘negative pulse. The chip rate is 300 kchip/s for the 868 MHz band and 600 kchip/s in the 915 MHz band.

6.6.2.4.1 Pulse shape

The raised cosine pulse shape (roll-off factor = 1) used to represent each baseband chip is described by
Equation (4):

sint/ T, cosmt/ T,
#0

p(ty =1 T 1_4/TF 4)
1,t=0
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6.6.2.4.2 Chip transmission order

During each symbol period, the least significant chip, cg, is transmitted first, and the most significant chip,
C15, IS transmitted last.

6.6.3 868/915 MHz band radio specification

6.6.3.1 Operating frequency range

The 868/915 MHz BPSK PHY operates in the 868.0-868.6 MHz frequency band and in the 902928 MH3
frequency band.

6.6.3.2 915 MHz band transmit PSD mask
The transmitted spectral products shall be less than the limits specified in Table 28-"For both relative ang
absolute limits, average spectral power shall be measured using a 100 kHz résoldtion bandwidth. For the

relative limit, the reference level shall be the highest average spectral powet measured within + 600 kHz of
the carrier frequency.

Table 28—915 MHz band transmitPSD limits

Frequency Relative limit Absolute limit

[f— £ > 1.2 MHz -20dB ~20 dBm

6.6.3.3 Symbol rate

The symbol rate of an 868/915 MHz'BPSK PHY conforming to this standard shall be 20 ksymbol/s when
operating in the 868 MHz band and 40 ksymbol/s when operating in the 915 MHz band with an accuracy of
+ 40 ppm.

6.6.3.4 Receiver sensitivity

Under the conditions specified in 6.1.7, a compliant device shall be capable of achieving a sensitivity of
—92 dBm or better.

6.6.3.5/Receiver jamming resistance

This subclause applies only to the 902-928 MHz band as there is only one channel available in the 868.0-
868.6 MHz band.
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The minimum jamming resistance levels are given in Table 29. The adjacent channel is one on either side of
the desired channel that is closest in frequency to the desired channel, and the alternate channel is one more
removed from the adjacent channel. For example, when channel 5 is the desired channel, channel 4 and
channel 6 are the adjacent channels, and channel 3 and channel 7 are the alternate channels.
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Table 29—Minimum receiver jamming resistance requirements for 915 MHz PHY

Adjacent channel Alternate channel
rejection rejection
0dB 30dB

The adjacent channel rejection shall be measured as follows: the desired signal shall be a complian
915 MHz IEEE 802.15.4 BPSK PHY signal, as defined by 6.6.2, of pseudo-random data. The desired-signa
is input to the receiver at a level 3 dB above the maximum allowed receiver sensitivity given in 6:6.3.4.

In either the adjacent or the alternate channel, a compliant IEEE 802.15.4 signal, as defined by 6.6.2, is inpu
at the relative level specified in Table 29. The test shall be performed for only onednterfering signal at
time. The receiver shall meet the error rate criteria defined in 6.1.7 under these conditions.

6.7 868/915 MHz band (optional) amplitude shift keying (ASK) PHY specifications
6.7.1 868/915 MHz band data rates

The data rate of the ASK PHY shall be 250 kb/s when operatingZn the 868 MHz band and in the 915 MH3
band. The ASK PHY is not mandatory in the 868/915 MHz. band. If the ASK PHY is used in the 868
915 MHz band, then the same device shall be capable of signaling using the 868/915 MHz BPSK PHY a9
well.

6.7.2 Modulation and spreading

The ASK PHY employs a multi-code madulation technique named parallel sequence spread spectrum
(PSSS), which is also more genericallyknown as orthogonal code division multiplexing (OCDM). During
each data symbol period, 20 information bits for 868 MHz and 5 information bits for 915 MHz arg
separately modulated onto 20 and.5nearly orthogonal PN sequences, respectively. The 20 for 868 MHz ang
5 for 915 MHz PN sequences are-linearly summed to create a multi-level 32-chip symbol, equal to a 64-half
chip symbol for 868 MHz@nd a multi-level 32-chip symbol for 915 MHz. A simple precoding is ther
executed per symbol, andsthe resulting multi-level 64-half-chip sequence for 868 MHz and multi-leve
32-chip sequence for 915 MHz are modulated onto the carrier using ASK.

6.7.2.1 Reference modulator diagram

The funetional block diagram in Figure 22 is provided as a reference for specifying the PSSS modulation
and spreading functions. The number in each block refers to the subclause that describes that function.

BPSK
—»— Modutator —

SHR (6.7.4) \

Binary Data

Modulated
Signal
Binary Data Bit-to- Symbol-to- ASK /
PHY header, — . Symbol — Chip = Modulator —»
PHY payload (6.7.2.2) (6.7.2.3) (6.7.2.4)

Figure 22—Modulation and spreading functions
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Each octet of the PPDU is sequentially processed through the spreading and modulation functions. The
synchronization header shall be encoded using the BPSK modulator, and the PHY header and PHY payload
shall be processed using the bit-to-symbol mapping, and symbol-to-chip spreading and the ASK modulator
as shown in Figure 22.

6.7.2.2 Bit-to-symbol mapping

The first 20 bits for 868 MHz and the first 5 bits for 915 MHz, starting with the LSB (bg) of the first octet-of
the PHY header and continuing with the subsequent octet of the PHY header, shall be mapped into-the firs
data symbol. Further 20 bits for 868 MHz and further 5 bits for 915 MHz continuing until theyend”of the
PPDU shall be mapped sequentially to each subsequent data symbol until all octets of the PHX.“header and
PHY payload have been mapped into symbols, always mapping the LSBs of any octet’ first. For eacH
symbol, the least significant chip shall be the first chip transmitted over the air. The last.input bits shall be
followed by padding, with “0” bits, of its high order bits to fill out the symbol. These‘zero pad bits will alsg
be spread via the PSSS encoding to keep the over the air signaling as random as paossible.

6.7.2.3 Symbol-to-chip mapping

Each data symbol shall be mapped into a multi-level 64-half-chip symbol for 868 MHz and a multi-leve
32-chip symbol for 915 MHz as described in this subclause. Figuré 23 provides an overview of the symbol
to-chip mapping.

Figure(23—Symbol-to-chip mapping for PHY header and PHY payload

Each bit)of the data stream is multiplied with its corresponding sequence of the code table defined ir
Table 30 for 868 MHz and Table 31 for 915 MHz. The PSSS code tables were generated by selecting 20 fo
868:MHz and 5 for 915 MHz cyclically shifted sequences of a 31-chip base sequence and then adding a 1-bi
cyelic extension to each sequence. For 868 MHz PSSS, the 31-chip base sequence is cyclically shifted by
1.5 chips to generate the next sequence in the table. For 915 MHz PSSS, the 31-chip base sequence id
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cyclically shifted by 6 chips to generate the next sequence in the table.

The vector of bits comprising the data symbol is multiplied with the PSSS code table. In other words, bit by
of the data symbol is multiplied with sequence number “0”, bit by is multiplied with sequence number “1”,
etc. Prior to multiplication, the data bits are converted to bipolar levels: data bit “1” becomes +1 and data
bit “0” becomes —1. The result of multiplication is a modulated code table, which is similar to Table 30 or
Table 31, but with each row either inverted or not according to the data bits.

Subsequently, all rows of the modulated code table are linearly summed to create a multi-level 64-half-chip
symbol for 868 MHz and multi-level 32-chip symbol for 915 MHz. For example, chip 0 of the multi-level
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sequence is produced by linearly summing chip 0 from each of the modulated sequences. The per-column
results are 32 chips cg...c3; for 915 MHz and 64 half-chips c...cg3 for 868 MHz.

Next, a precoding operation is applied to the multi-level 32-chip symbol for 915 MHz and the multi-level
64-half-chip symbol for 868 MHz. The precoding is independent from one symbol to the next, and is
performed in two steps. In the first step, a constant value is added to each of the 32 chips for 915 MHz and

G4 -bhalf chine for 000 NALI- Tha ~onctant 1o cnlantad on that thna pooroinarins ana aos ioa o of th
O CHTP S TUT- OO0 VIt 12 T e~ oottt 15— SCTIeCteU— oot o 1c Rttt aHeS—e+the

resulting sequence are symmetric about zero. Representing the original multi-level 32-chip symbol sequencd
by p(m), then the modified sequence p'(m) after step one of precoding is as shown in Equation (5).

p'(m) = p(m)—w G

In the second step, a scaling constant is multiplied by each chip for 915 MHz and halfchip for 868 MHz i
p'(m). The scaling constant is selected such that the resulting sequence has a maximum amplitude of one
Letting p"(m) be the output of the second precoding step, then

p'(m) = BT (®

where Max' is the maximum within p'(m). See also example in 6:7.4.3.

The precoded sequence of 32 multi-level chips for 915 MHz-and 64 multi-value half-chips for 868 MHz ig
modulated onto the carrier as described in 6.7.2.4.

6.7.2.4 ASK modulation
The chip sequences representing each dataymbol are modulated onto the carrier using ASK with square
root raised cosine pulse shaping. The chip rate is 400 kchip/s, equal to 800 khalf-chip/s for 868 MHz. Thg
chip rate is 1600 kchip/s for 915 MHZ
6.7.2.4.1 Pulse shape

The root-raised-cosine pulse shape used to represent each baseband chip is described by Equation (7).
Cainf(T(r+1) L m(r-1) Cain[T(r=1)
{n(r 1) sm(4 ) +7m(r-1) cos(4 ; ) 4r sm(4 . )

2m\[Te

h(B5Y 4r (-1, (7

T

. cos((L+r)ymt/T,) + sin((1- r)nt/TC)/(4rt/Tc)
- . T(1- (4rt/Tp?)

, U= (£T./(4r))

with a rolloff factor r = 0.2 for 868 MHz and 915 MHz. The pulse for stimulating the pulse shaping filter
will be generated at chip rate/half chip rate for 915/868 MHz. T, in Equation (7) is the chip duration (not
half chip) for 868 MHz and 915 MHz.

6.7.2.4.2 Chip transmission order

During each symbol period, the least significant chip/half-chip, ¢y / hcg, is transmitted first, and the most
significant chip, ¢y / hcgg, is transmitted last.
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6.7.3 868/915 MHz band radio specification for the ASK PHY
6.7.3.1 Operating frequency range

The 868/915 MHz ASK PHY operates in the 868.0-868.6 MHz frequency band and in the 902-928 MHz
frequency band.

6.7.3.2 915 MHz band transmit PSD mask

The transmitted spectral products shall be less than the limits specified in Table 32. For both relative ang
absolute limits, average spectral power shall be measured using a 100 kHz resolution bandwidth. For the
relative limit, the reference level shall be the highest average spectral power measured within +'600 kHz of
the carrier frequency.

Table 32—915 MHz band ASK PHY transmit PSD limits

Frequency Relative limit Absolute limit

If = f.| > 1.2 MHz -20 dB -20 dBm

6.7.3.3 Symbol rate

The ASK PHY symbol rate shall be 12.5 ksymbol/s&40 ppm for 868 MHz and 50 ksymbol/s + 40 ppm fo
915 MHz.

6.7.3.4 Receiver sensitivity

Under the conditions specified in, 6;1:, a compliant device shall be capable of achieving a sensitivity of
—85 dBm or better.

6.7.3.5 Receiver jamminglresistance

This subclause applies only to the 902-928 MHz band as there is only one channel available in the 868.04
868.6 MHz band.

The minimum_jamming resistance levels are given in Table 33. The adjacent channel is one on either side ot
the desired.channel that is closest in frequency to the desired channel, and the alternate channel is one more
removet/from the adjacent channel. For example, when channel 5 is the desired channel, channel 4 ang
channel’6 are the adjacent channels, and channel 3 and channel 7 are the alternate channels.

Table 33—Minimum receiver jamming resistance requirements for 915 MHz ASK PHY

Adjacent channel Alternate channel
rejection rejection
0dB 30dB

The adjacent channel rejection shall be measured as follows: the desired signal shall be a compliant
915 MHz IEEE 802.15.4 ASK PHY signal, as defined by 6.7.2, of pseudo-random data. The desired signal
is input to the receiver at a level 3 dB above the maximum allowed receiver sensitivity given in 6.7.3.4.
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In either the adjacent or the alternate channel, a compliant IEEE 802.15.4 signal, as defined by 6.7.2, is input
at the relative level specified in Table 33. The test shall be performed for only one interfering signal at a
time. The receiver shall meet the error rate criteria defined in 6.1.7 under these conditions.

6.7.4 SHR for ASK PHY

T Ll I pcocc H forth DLID nad DOV T SLID i
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BPSK modulation using the same chip rates (see 6.7.2.4) and pulse shaping (see 6.7.2.4.1) that are used‘fo
the PHR and PSDU. However, the symbol-to-chip mapping for the synchronization header is different, as
described in 6.7.4.1 and 6.7.4.2.

6.7.4.1 Preamble for ASK PHY
The preamble is generated by repeating 2 times for 868 MHz and repeating 6 times for,915 MHz sequence
number 0 from Table 30 and Table 31, respectively. The resulting preamble durationts 160 ps for 868 MH2
and 120 ps for 915 MHz. The leftmost chip number “0” in the diagram, with avalue of “~1”, is transmitted
first. The preamble will be BPSK modulated as shown in Figure 22. The pulsé/shaping is the same as for the
PHY payload as defined in Equation (7).

6.7.4.2 SFD for ASK PHY

The SFD for 868 MHz and 915 MHz is the inverted sequence 0.-from Table 30 and Table 31, respectively
The SFD will be BPSK modulated as shown in Figure 22.(Dhe pulse shaping is the same as for the PHY|
payload as defined in Equation (7).
6.7.4.3 Example of PSSS encoding

Table 34 shows the example 5-bit symbol that-will be encoded using Table 31, the code table for 915 MHz.

Table 34—Example 5 bit symbol

Data bits
Bit Bit value
bg 1
by -1
b, 1
b3 -1
b, -1

58

By weighting sequence 0 with by, sequence 1 with by ... sequence 4 with by, the weighted sequences in
Table 35 are calculated. The PSSS symbol p(m) is calculated by adding the columns of weighted sequences.
For 868 MHz, the half-chips are added column-wise.

For the example p(m) in Table 35 the Max{p(m)} = 5 and the Min{p(m)} = -5. The precoding of one symbol
is executed independently of the precoding of any other symbol with the two steps described in Equation (5)
and Equation (6). The resulting p'(m) and p"(m) are shown in Table 36.

A graph illustrating the example p"(m) chip weights that will be applied to the pulse shaping filter in
Equation (7) is shown in Figure 24.
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6.8 868/915 MHz band (optional) O-QPSK PHY specifications
6.8.1 868/915 MHz band data rates

The data rate of the O-QPSK PHY shall be 100 kb/s when operating in the 868 MHz band and 250 kb/s

9 J
O-QPSK PHY is used in the 868/915 MHz band then the same device shall be capable of signaling using‘the
868/915 MHz BPSK PHY as well.

6.8.2 Modulation and spreading

The O-QPSK PHY employs a 16-ary quasi-orthogonal modulation technique. During)each data symbo
period, four information bits are used to select one of 16 nearly orthogonal PN sequences to be transmitted
The PN sequences for successive data symbols are concatenated, and the aggregate chip sequence is
modulated onto the carrier using O-QPSK.

6.8.2.1 Reference modulator diagram

The functional block diagram in Figure 25 is provided as a reference for specifying the 868/915 MHz bang
PHY modulation and spreading functions. The number in each block refers to the subclause that describes
that function. Each bit in the PPDU shall be processed through the bit-to-symbol mapping, symbol-to-chip
mapping, and modulation functions in octet-wise ordef, béginning with the Preamble field and ending with
the last octet of the PSDU. Within each octet, the LSB, by, is processed first and the MSB, b, is processeg
last.

Binary Data Modulated
From PPDU Signal

/ Bit-to- Symbol- 0O-QPSK \

——{“Symbol || t0-Chip || Modulator —
(6.8.2.2) (6.8.2.3) (6.8.2.4)

Figure 25—Modulation and spreading functions

6.8.2.2 Bit-to-symbol mapping

AlRbinary data contained in the PPDU shall be encoded using the modulation and spreading functions
shewn in Figure 25. This subclause describes how binary information is mapped into data symbols.

60

The 4 LSBs (bg, by, by, b3) of each octet shall map into one data symbol, and the 4 MSBs (by, bs, bg, b7) of
each octet shall map into the next data symbol. Each octet of the PPDU is processed through the modulation
and spreading functions (see Figure 25) sequentially, beginning with the Preamble field and ending with the
last octet of the PSDU. Within each octet, the least significant symbol (bg, by, by, b3) is processed first, and
the most significant symbol (by, bs, bg, b7) is processed second.

6.8.2.3 Symbol-to-chip mapping

Each data symbol shall be mapped into a 16-chip PN sequence as specified in Table 37.
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Table 37—Symbol-to-chip mapping for O-QPSK

Data symbol Data symbol Chip values
(decimal) (binary) (coCq ... C14C15)
(b by by b3)

0 0000 0011111000100101

1 1000 0100111110001001

2 0100 0101001111100010

3 1100 1001010011111000

4 0010 0010010100111110

5 1010 1000100101001111

6 0110 1110001001010041

7 1110 1111100010020100

8 0001 0110101202110000

9 1001 00011¥00011011100

10 0101 0000011010110111

11 1101 1400000110101101

12 0011 0111000001101011

13 1011 1101110000011010

14 0111 1011011100000110

15 1111 1010110111000001
6.8.2.4 O-QPSK modulation
The chip sequences reptesenting each data symbol are modulated onto the carrier using O-QPSK with half
sine pulse shaping.Even-indexed chips are modulated onto the in-phase (1) carrier and odd-indexed chips
are modulated onto:the quadrature-phase (Q) carrier. Because each data symbol is represented by a 16-chip
sequence, theschip rate (nominally 400 kchip/s and 1.0 Mchip/s for the 868 MHz and 915 MHz bands
respectively).iS716 times the symbol rate. To form the offset between I-phase and Q-phase chip modulation
the Q-phase chips shall be delayed by T, with respect to the I-phase chips (see Figure 26), where T is the
inverse of the chip rate.

I-Phase Co | ¢ | ¢4 e Cq4

Q'Phase Cq C3 Cs s Cis5

Figure 26—0-QPSK chip offsets
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6.8.2.5 Pulse shape

The half-sine pulse shape used to represent each baseband chip is described by Equation (8).

{sin(n% ,0<t<2T,

Py = LI (8
0, otherwise

Figure 27 shows a sample baseband chip sequence (the zero sequence) with half-sine pulse shapirg.

e
0 /l\ 1 /1\ 0 /\ 0] 0
'phase \ P/ a5 T N
Q-ph 0 /1\/1\ g 0 Is /1\/1\
S N AN
— ’re -

Figure 27—Sample baseband chip sequences with pulse shaping

6.8.2.6 Chip transmission order

During each symbol period, the least significant chip, cg, is transmitted first, and the most significant chip
C1s, IS transmitted last.

6.8.3 868/915 MHz band radio specification
6.8.3.1 Operating frequency range

The 868/915 MHz.O-QPSK PHY operates in the 868.0-868.6 MHz frequency band and in the 902-
928 MHz frequency-band.

6.8.3.2 Transmit PSD mask

When-operating in the 868 MHz band, the signal shall be filtered before transmission to regulate the transmi
RSD. The filter shall approximate an ideal raised cosine filter with a roll-off factor r = 0.2, which is specified
in Equation (9).

62

sintt/ T, cosrnt/T,
p(t) = | T/ Te 1 _ar?/T? ©)
Lt=0

When operating in the 915 MHz band, the transmitted spectral products shall be less than the limits specified
in Table 38. For both relative and absolute limits, average spectral power shall be measured using a 100 kHz
resolution bandwidth. For the relative limit, the reference level shall be the highest average spectral power
measured within + 600 kHz of the carrier frequency f.
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Table 38—915 MHz band O-QPSK PHY transmit PSD limits

Frequency Relative limit Absolute limit

[f—f > 1.2 MHz -20 dB -20 dBm

6.8.3.3 Symbol rate

The O-QPSK PHY symbol rate shall be 25 ksymbol/s when operating in the 868 MHzyband ang
62.5 ksymbol/s when operating in the 915 MHz band with an accuracy of + 40 ppm.

6.8.3.4 Receiver sensitivity

Under the conditions specified in 6.1.7, a compliant device shall be capable of achieving a sensitivity of
—85 dBm or better.

6.8.3.5 Receiver jamming resistance

This subclause applies only to the 902-928 MHz band as there is@only one channel available in the 868.0-
868.6 MHz band.

The minimum jamming resistance levels are given in Table 39. The adjacent channel is one on either side of
the desired channel that is closest in frequency to the desired channel, and the alternate channel is one more
removed from the adjacent channel. For example, ‘when channel 5 is the desired channel, channel 4 ang
channel 6 are the adjacent channels, and channel 3:and channel 7 are the alternate channels.

Table 39—Minimum receiver jamming resistance requirements for 915 MHz O-QPSK PHY

Adjacent channel Alternate channel
rejection rejection
0dB 30dB

The adjacent channel rejection shall be measured as follows: the desired signal shall be a complian
915 MHz IEEE802.15.4 O-QPSK PHY signal, as defined by 6.8.2, of pseudo-random data. The desired
signal is.input to the receiver at a level 3 dB above the maximum allowed receiver sensitivity given ir]
6.8.3.4:

I either the adjacent or the alternate channel, a compliant signal, as defined by 6.8.2, is input at the relativg
level specified in Table 39. The test shall be performed for only one interfering signal at a time. The receive
Shatt Teet the erfor rate Criteria defined 1 6.1.7 under these conditions.

6.9 General radio specifications

The specifications in 6.9.1 through 6.9.9 apply to both the 2450 MHz PHY and the 868/915 MHz PHY's and,
with the exception of 6.9.3, apply to all PHY implementations including the alternate PHYSs.

6.9.1 TX-to-RX turnaround time

The TX-to-RX turnaround time shall be less than or equal to aTurnaroundTime (see 6.4.1).
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The TX-to-RX turnaround time is defined as the shortest time possible at the air interface from the trailing
edge of the last chip (of the last symbol) of a transmitted PPDU to the leading edge of the first chip (of the
first symbol) of the next received PPDU.

The TX-to-RX turnaround time shall be less than or equal to the RX-to-TX turnaround time.

Nk TN+ P

69.2 R/\ U1 /A tUlNmiarouriu uitic
The RX-to-TX turnaround time shall be less than or equal to aTurnaroundTime (see 6.4.1).

The RX-to-TX turnaround time is defined as the shortest time possible at the air interface from-the trailing
edge of the last chip (of the last symbol) of a received PPDU to the leading edge of the first chip (of the firs
symbol) of the next transmitted PPDU.

6.9.3 Error-vector magnitude (EVM) definition

The modulation accuracy of the transmitter is determined with an EVM measurement. In order to calculatg
the EVM measurement, a time record of N received complex chip values “(Tj, Q;) is captured. For each
received complex chip, a decision is made about which complex chip,value was transmitted. The idea
position of the chosen complex chip (the center of the decision bex).is represented by the vector (l;, Q;)
The error vector (SIJ-, SQJ-) is defined as the distance from this-ideal position to the actual position of the
received point (see Figure 28).

A
=
IS
<
S
©
<
@)
o
I Channel Amplitude >

Figure 28—Error vector calculation

Thus, the received vector is the sum of the ideal vector and the error vector as shown in Equation (10).

64

T, Q) = (1;, Q) + (81}, 8Q)) (10)

The EVM is defined as shown in Equation (11).

N
1
5> (312 +8Q°)
EVM= |—L=1 x 100% (12)

g
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where

S is the magnitude of the vector to the ideal constellation point (for PSSS in 915/868 MHz
S is the ASK step size, and the PHR and PHY payload should be set to O for testing)

(81}, 8Q)) is the error vector

measurement shall be made on baseband | and Q chips after recovery through a reference receiver system
The reference receiver shall perform carrier lock, symbol timing recovery, and amplitude adjustment while
making the measurements.

6.9.4 Transmit center frequency tolerance
The transmitted center frequency tolerance shall be + 40 ppm maximum.
6.9.5 Transmit power

A transmitter shall be capable of transmitting at least —3 dBm. Devices should transmit lower power when
possible in order to reduce interference to other devices and systems,

The maximum transmit power is limited by local regulatory bodies.
6.9.6 Receiver maximum input level of desired signal

The receiver maximum input level is the maximum power level of the desired signal present at the input of
the receiver for which the error rate criterion in 6.1,7 is met. A receiver shall have a receiver maximum inpu
level greater than or equal to —20 dBm.

6.9.7 Receiver ED

The receiver ED measurement s intended for use by a network layer as part of a channel selection
algorithm. It is an estimate of the received signal power within the bandwidth of the channel. No attempt ig
made to identify or decode(signals on the channel. The ED measurement time, to average over, shall bg
equal to 8 symbol periods;

The ED result shall*be reported to the MLME using PLME-ED.confirm (see 6.2.2.4) as an 8 bit intege
ranging from0x00 to Oxff. The minimum ED value (zero) shall indicate received power less than 10 dB
above the specified receiver sensitivity (see 6.5.3.3 and 6.6.3.4), and the range of received power spanned by,
the ED wvalues shall be at least 40 dB. Within this range, the mapping from the received power in decibels tg
ED vélue shall be linear with an accuracy of + 6 dB.

6;9.8 Link quality indicator (LQI)

The LQI measurement is a characterization of the strength and/or quality of a received packet. The
measurement may be implemented using receiver ED, a signal-to-noise ratio estimation, or a combination of
these methods. The use of the LQI result by the network or application layers is not specified in this
standard.

The LQI measurement shall be performed for each received packet, and the result shall be reported to the
MAC sublayer using PD-DATA.indication (see 6.2.1.3) as an integer ranging from 0x00 to Oxff. The
minimum and maximum LQI values (0x00 and Oxff) should be associated with the lowest and highest
quality compliant signals detectable by the receiver, and LQI values in between should be uniformly
distributed between these two limits. At least eight unique values of LQI shall be used.
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6.9.9 Clear channel assessment (CCA)

The PHY shall provide the capability to perform CCA according to at least one of the following three
methods:
— CCA Mode 1: Energy above threshold. CCA shall report a busy medium upon detecting any energy
above the ED threshold.
— CCA Mode 2: Carrier sense only. CCA shall report a busy medium only upon the detection of. g
signal compliant with this standard with the same modulation and spreading characteristics.of\thg
PHY that is currently in use by the device. This signal may be above or below the ED threshold.
— CCA Mode 3: Carrier sense with energy above threshold. CCA shall report a busy medium’using §
logical combination of
— Detection of a signal with the modulation and spreading characteristics of this standard and

— Energy above the ED threshold, where the logical operator may be ANDor OR.

For any of the CCA modes, if the PLME-CCA.request primitive (see 6.2.2.1) is’reeéived by the PHY during
reception of a PPDU, CCA shall report a busy medium. PPDU reception.is’considered to be in progresy
following detection of the SFD, and it remains in progress until the number of octets specified by the
decoded PHR has been received.

A busy channel shall be indicated by the PLME-CCA.confirm primitive (see 6.2.2.2) with a status of BUSY
A clear channel shall be indicated by the PLME-CCA.confirm primitive with a status of IDLE.

The PHY PIB attribute phyCCAMode (see 6.4) shall indicate the appropriate operation mode. The CCA
parameters are subject to the following criteria:

a) The ED threshold shall correspond to-a received signal power of at most 10 dB above the specifieg
receiver sensitivity (see 6.5.3.3, 6.6(3:4, 6.7.3.4, and 6.8.3.4).

b)  The CCA detection time shall be‘equal to 8 symbol periods.
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7. MAC sublayer specification

This clause specifies the MAC sublayer of this standard. The MAC sublayer handles all access to the
physical radio channel and is responsible for the following tasks:

— Generating network beacons if the device is a coordinator

—Synchronizing to netwark heacons

— Supporting PAN association and disassociation

— Supporting device security

— Employing the CSMA-CA mechanism for channel access
— Handling and maintaining the GTS mechanism

— Providing a reliable link between two peer MAC entities

Constants and attributes that are specified and maintained by the MAC sublayer ‘are written in the tex
of this clause in italics. Constants have a general prefix of “a”, e.g., aBaseSotDdration, and are listed ir
Table 85 (see 7.4.1). Attributes have a general prefix of “mac”, e.g., macAckWaitDuration, and are listed ir]
Table 86 (see 7.4.2), while the security attributes are listed in Table 88 (s€e,7.6.1).

7.1 MAC sublayer service specification

The MAC sublayer provides an interface between the SSCS(@nd the PHY. The MAC sublayer conceptually
includes a management entity called the MLME. Thisentity provides the service interfaces through which
layer management functions may be invoked. The M.ME is also responsible for maintaining a database of
managed objects pertaining to the MAC sublayer.~This database is referred to as the MAC sublayer PIB.

Figure 29 depicts the components and interfaces of the MAC sublayer.

l:igurn 29_The MAC cnhlnynr reference maodel

The MAC sublayer provides two services, accessed through two SAPs:

— The MAC data service, accessed through the MAC common part sublayer (MCPS) data SAP
(MCPS-SAP), and

— The MAC management service, accessed through the MLME-SAP.
These two services provide the interface between the SSCS and the PHY, via the PD-SAP and PLME-SAP

interfaces (see 6.2). In addition to these external interfaces, an implicit interface also exists between the
MLME and the MCPS that allows the MLME to use the MAC data service.
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7.1.1 MAC data service

The MCPS-SAP supports the transport of SSCS protocol data units (SPDUs) between peer SSCS entities.
Table 40 lists the primitives supported by the MCPS-SAP. Primitives marked with a diamond () are

optional for an RFD. These primitives are discussed in the subclauses referenced in the table.

Table 40—MCPS-SAP primitives

MCPS-SAP primitive Request Confirm Indication
MCPS-DATA 7111 7.11.2 7.1.13
MCPS-PURGE 7114 7115 —

7.1.1.1 MCPS-DATA.request

entity to a single peer SSCS entity.

MCPS-DATA.request

The MCPS-DATA.request primitive requests the transfer of a data SPDWU_{i.e., MSDU) from a local SSCS

7.1.1.1.1 Semantics of the service primitive

The semantics of the MCPS-DATA.request primitive areas follows:

(
SrcAddrMode,

DstAddrMode,
DstPANId,
DstAddr,
msduLength,
msdu,
msduHandle,
TxOptions,
SecurityLevel,
KeyldMode,
KeySource,
Keylndex

)

Table41 specifies the parameters for the MCPS-DATA.request primitive.

Tahle 41—MCPS-DATA request parameters

Name Type

Valid range

Description

SrcAddrMode | Integer

0x00-0x03

The source addressing mode for this primitive and
subsequent MPDU. This value can take one of the
following values:

0x00 = no address (addressing fields omitted, see
7.2.1.1.8).

0x01 = reserved.

0x02 = 16-bit short address.

0x03 = 64-bit extended address.

68
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Table 41—MCPS-DATA.request parameters (continued)

Name Type Valid range Description
DstAddrMode | Integer 0x00-0x03 The destination addressing mode for this primitive
and subsequent MPDU. This value can take one of the
following values:
0x00 = no address (addressing fields omitted, see
7.2.1.1.6).
0x01 = reserved.
0x02 = 16-bit short address.
0x03 = 64-bit extended address.
DstPANId Integer 0x0000-0xffff The 16-bit PAN identifier of the entity to which the
MSDU is being transferred.
DstAddr Device As specified by the The individual device address of the entity to which
address DstAddrMode parameter the MSDU is being transferred.
msduLength Integer < aMaxMACPayloadSze The number of ogtets\contained in the MSDU to be
transmitted bythe-MAC sublayer entity.
msdu Set of — The set of oetets forming the MSDU to be transmitted
octets by the MAC sublayer entity.
msduHandle Integer 0x00-0xff Thehandle associated with the MSDU to be
transmitted by the MAC sublayer entity.
TxOptions Bitmap 3-bit field The 3 bits (bg, by, by) indicate the transmission
options for this MSDU.
For by, 1 = acknowledged transmission,
0 = unacknowledged transmission.
For by, 1 = GTS transmission, 0 = CAP transmission
for a beacon-enabled PAN.
For by, 1 = indirect transmission, 0 = direct
transmission.
For a nonbeacon-enabled PAN, bit b, should always
be set to 0.
SecurityLevel Integer 0x00-0x07 The security level to be used (see Table 95 in
7.6.2.2.1).
KeyldMode [nteger 0x00-0x03 The mode used to identify the key to be used (see
Table 96 in 7.6.2.2.2). This parameter is ignored if the
SecurityLevel parameter is set to 0x00.
KeySaufce Setof 0, | As specified by the The originator of the key to be used (see 7.6.2.4.1).
4,0r8 KeyldMode parameter This parameter is ignored if the KeyldMode
octets parameter is ignored or set to 0x00.
KeylIndex Integer 0x01-0xff The index of the key to be used (see 7.6.2.4.2). This

parameteristgnoredif theKeytdModeparameterts
ignored or set to 0x00.

7.1.1.1.2 Appropriate usage

The MCPS-DATA . .request primitive is generated by a local SSCS entity when a data SPDU (i.e., MSDU) is
to be transferred to a peer SSCS entity.
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7.1.1.1.3 Effect on receipt

On receipt of the MCPS-DATA.request primitive, the MAC sublayer entity begins the transmission of the
supplied MSDU.

The MAC sublayer builds an MPDU to transmit from the supplled arguments The flags in the

field (see 7.2.1.1) and are used to construct both the Frame Control and addressmg fields of the MHR I1
both the SrcAddrMode and the DstAddrMode parameters are set to 0x00 (i.e., addressing fields omitted), the
MAC sublayer will issue the MCPS-DATA.confirm primitive with a status of INVALID_ADDRESS:

If the msduLength parameter is greater than aMaxMACSafePayloadSze, the MAC sublayer will set the
Frame Version subfield of the Frame Control field to one.

The TxOptions parameter indicates how the MAC sublayer data service transmits the'supplied MSDU. If the
TxOptions parameter specifies that an acknowledged transmission is required, the Acknowledgmen
Request subfield of the Frame Control field will be set to one (see 7.5.6.4).

If the TxOptions parameter specifies that a GTS transmission is required, the MAC sublayer will determing
whether it has a valid GTS (for GTS usage rules, see 7.5.7.3). If avalid GTS could not be found, the MAQ
sublayer will issue the MCPS-DATA.confirm primitive with a status’of INVALID_GTS. If a valid GTS wag
found, the MAC sublayer will defer, if necessary, until the GT.S™IT the TxOptions parameter specifies that 8
GTS transmission is not required, the MAC sublayer will transmit the MSDU using either slotted CSMA
CA in the CAP for a beacon-enabled PAN or unstetted CSMA-CA for a nonbeacon-enabled PAN
Specifying a GTS transmission in the TxOptions parameter overrides an indirect transmission request.

If the TxOptions parameter specifies that an indirect transmission is required and this primitive is receiveg
by the MAC sublayer of a coordinator, the.dat& frame is sent using indirect transmission, i.e., the data frame
is added to the list of pending transactions-Stored on the coordinator and extracted at the discretion of the
device concerned using the method deseribed in 7.5.6.3. Transactions with a broadcast destination addresg
will be transmitted using the mechanism described in 7.2.1.1.3. Transactions with a unicast destinatior
address can then be extracted .af the discretion of each device concerned using the method described in
7.5.6.3. If there is no capacity-to store the transaction, the MAC sublayer will discard the MSDU and issue
the MCPS-DATA .confirm:primitive with a status of TRANSACTION_OVERFLOW. If there is capacity tq
store the transaction, the-coordinator will add the information to the list. If the transaction is not handleg
within macTransactionPersistenceTime, the transaction information will be discarded and the MAQ
sublayer will isstie the MCPS-DATA.confirm primitive with a status of TRANSACTION_EXPIRED. Thg
transaction handling procedure is described in 7.5.5. If the TxOptions parameter specifies that an indirec
transmissionnis required and if the device receiving this primitive is not a coordinator, the destination
addressids-not present, or the TxOptions parameter also specifies a GTS transmission, the indirec
transmission option will be ignored.

If the TxOptions parameter specifies that an indirect transmission is not required, the MAC sublayer wil
transmit-the- MSBUusing-CSMA-CA—eitherin-the-CAPfora-beacon-enabled-PAN-or-immediatelyfor—+
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nonbeacon-enabled PAN. If the TxOptions parameter specifies that a direct transmission is required and the
MAC sublayer does not receive an acknowledgment from the recipient after macMaxFrameRetries
retransmissions (see 7.5.6.4), it will discard the MSDU and issue the MCPS-DATA.confirm primitive with a
status of NO_ACK.
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If the SecurityLevel parameter is set to a valid value other than 0x00, indicating that security is required for
this frame, the MAC sublayer will set the Security Enabled subfield of the Frame Control field to one. The
MAC sublayer will perform outgoing processing on the frame based on the DstAddr, SecurityLevel,
KeyldMode, KeySource, and Keylndex parameters, as described in 7.5.8.2.1. If any error occurs during
outgoing frame processing, the MAC sublayer will discard the frame and issue the MCPS-DATA.confirm
primitive with the error status returned by outgoing frame processing.

If the requested transaction is too large to fit in the CAP or GTS, as appropriate, the MAC sublayer shal
discard the frame and issue the MCPS-DATA.confirm primitive with a status of FRAME_TOO_LONG.

If the transmission uses CSMA-CA and the CSMA-CA algorithm failed due to adverse conditions on the
channel, and the TxOptions parameter specifies that a direct transmission is required, the MAC
sublayer will discard the MSDU and issue the MCPS-DATA.confirm primitive~with a status ot
CHANNEL_ACCESS_FAILURE.

If the MPDU was successfully transmitted and, if requested, an acknowledgment was received, the MAC
sublayer will issue the MCPS-DATA.confirm primitive with a status of SUCCESS.

If any parameter in the MCPS-DATA. request primitive is not supported or is out of range, the MAC
sublayer will issue the MCPS-DATA.confirm primitive with a statusyof INVALID_PARAMETER.

7.1.1.2 MCPS-DATA.confirm

The MCPS-DATA.confirm primitive reports the results of a request to transfer a data SPDU (MSDU) fronj
a local SSCS entity to a single peer SSCS entity.

7.1.1.2.1 Semantics of the service primitive
The semantics of the MCPS-DATA.confirm primitive are as follows:

MCPS-DATA.confirm (
msduHandle,
status,
Timestamp

)
Table 42 specifies the parameters for the MCPS-DATA.confirm primitive.
7.1.1:2.2 When generated

The MCPS-DATA.confirm primitive is generated by the MAC sublayer entity in response to an MCPS
DATA.request primitive. The MCPS-DATA.confirm primitive returns a status of either SUCCESS

indicating that the request to transmit was successful, or the appropriate error code. The status values are
fully described in 7.1.1.1.3 and subclauses referenced by 7.1.1.1.3.
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Table 42—MCPS-DATA.confirm parameters

Name

Type

Valid range

Description

msduHandle

Integer

0x00-0xff

The handle associated with the MSDU
being confirmed.

status

Enumeration

SUCCESS,
TRANSACTION_OVERFLOW,
TRANSACTION_EXPIRED,
CHANNEL_ACCESS_FAILURE,
INVALID_ADDRESS,
INVALID_GTS, NO_ACK,
COUNTER_ERROR,
FRAME_TOO_LONG,
UNAVAILABLE_KEY,
UNSUPPORTED_SECURITY or
INVALID_PARAMETER

The status of the last MSDU
transmission.

Timestamp

Integer

0x000000-0xffffff

Optional(The time, in symbols, at which
the data were transmitted (see 7.5.4.1).

The'value of this parameter will be
considered valid only if the value of the
status parameter is SUCCESS,; if the
status parameter is not equal to
SUCCESS, the value of the Timestamp
parameter shall not be used for any other
purpose. The symbol boundary is
described by macSyncSymbol Offset (see
Table 86 in 7.4.1).

This is a 24-bit value, and the precision of
this value shall be a minimum of 20 bits,
with the lowest 4 bits being the least
significant.

7.1.1.2.3 Appropriate usage

On receipt of the MCPS-DATA .confirm primitive, the SSCS of the initiating device is notified of the resul
of its request to_transmit. If the transmission attempt was successful, the status parameter will be set tg
SUCCESS. Otherwise, the status parameter will indicate the error.

7.1.1.3 MEPS-DATA.indication

The-MCPS-DATA.indication primitive indicates the transfer of a data SPDU (i.e., MSDU) from the MAQ

sublayer to the local SSCS entity.
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7.1.1.3.1 Semantics of the service primitive

The semantics of the MCPS-DATA.indication primitive are as follows:

MCPS-DATA.indication

(
SrcAddrMode,

SICFANIA,
SrcAddr,
DstAddrMode,
DstPANId
DstAddr,
msdulength,
msdu,
mpduLinkQuality,
DSN,
Timestamp,
SecurityLevel,
KeyldMode,
KeySource,
KeylIndex

)

Table 43 specifies the parameters for the MCPS-DATA.indication primitive.

Table 43—MCPS-DATA.indication parameters

Name Type

Valid.range

Description

SrcAddrMode Integer

0x00%0x03

The source addressing mode for this primitive
corresponding to the received MPDU. This value can
take one of the following values:

0x00 = no address (addressing fields omitted).
0x01 = reserved.

0x02 = 16-bit short address.

0x03 = 64-bit extended address.

SrcPANId Integer

0x0000-Oxffff

The 16-bit PAN identifier of the entity from which the
MSDU was received.

SrcAddr Device
address

As specified by the
SrcAddrMode
parameter

The individual device address of the entity from which
the MSDU was received.

DstAddrMode Integer

0x00-0x03

The destination addressing mode for this primitive

carracnandinatatha racaivad MDD Thicvaliin ~con
CoOTrTreSporaTg ottt recetveo Vi o ooy Cort

take one of the following values:

0x00 = no address (addressing fields omitted).
0x01 = reserved.

0x02 = 16-bit short device address.

0x03 = 64-bit extended device address.

DstPANId Integer

0x0000-Oxffff

The 16-bit PAN identifier of the entity to which the
MSDU is being transferred.
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Table 43—MCPS-DATA.indication parameters (continued)

Name Type Valid range Description
DstAddr Device As specified by the The individual device address of the entity to which
address DstAddrMode the MSDU is being transferred.
paramptpr
msduLength Integer < aMaxMACFrame- The number of octets contained in the MSDU being
Sze indicated by the MAC sublayer entity.
msdu Set of — The set of octets forming the MSDU being indicated
octets by the MAC sublayer entity.
mpduLinkQuality | Integer 0x00-0xff LQI value measured during reception)af the MPDU.
Lower values represent lower LQINsee 6.9.8).
DSN Integer 0x00-0xff The DSN of the received data frame.
Timestamp Integer 0x000000—-Oxffffff Optional. The time, inSymbols, at which the data were

received (see 7.5.4-1).

The symbol boundary is described by
macSyncSymbol Offset (see Table 86 in 7.4.1).

This is a-24-bit value, and the precision of this value
shall be a minimum of 20 bits, with the lowest 4 bits
heing the least significant.

SecurityLevel Integer 0x00-0x07 The security level purportedly used by the received
data frame (see Table 95 in 7.6.2.2.1).

KeyldMode Integer 0x00-0x03 The mode used to identify the key purportedly used by
the originator of the received frame (see Table 96 in
7.6.2.2.2). This parameter is invalid if the
SecurityLevel parameter is set to 0x00.

KeySource Set of O, Asspecified by the The originator of the key purportedly used by the
4,0r8 KeyldMode parameter | originator of the received frame (see 7.6.2.4.1). This
octets parameter is invalid if the KeyldMode parameter is

invalid or set to 0x00.

KeyIndex Integer 0x01-0xff The index of the key purportedly used by the
originator of the received frame (see 7.6.2.4.2). This
parameter is invalid if the KeyldMode parameter is
invalid or set to 0x00.

7.1.1.3/2 When generated

The MCPS-DATA.indication primitive is generated by the MAC sublayer and issued to the SSCS on receip

DA

described in 7.5.6.2.
7.1.1.3.3 Appropriate usage
On receipt of the MCPS-DATA.indication primitive, the SSCS is notified of the arrival of data at the device.

If the primitive is received while the device is in promiscuous mode, the parameters will be set as specified
in7.5.6.5.
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7.1.1.4 MCPS-PURGE.request

The MCPS-PURGE.request primitive allows the next higher layer to purge an MSDU from the transaction
queue.

Tlos H-T H e L& [ Y ol
FTHS PTimnve 15 UPUUTar Tul alfr .

7.1.1.4.1 Semantics of the service primitive

The semantics of the MCPS-PURGE.request primitive are as follows:

MCPS-PURGE.request (
msduHandle

)

Table 44 specifies the parameters for the MCPS-PURGE.request primitive.

Table 44—MCPS-PURGE.request parameters

Name Type Valid range Description

msduHandle Integer | Ox00-Oxff The handle of the MSDU to be purged from
the transaction queue.

7.1.1.4.2 Appropriate usage

The MCPS-PURGE.request-primitive is generated by the next higher layer whenever a MSDU is to be
purged from the transaction‘queue.

7.1.1.4.3 Effecton receipt

On receiptof the MCPS-PURGE.request primitive, the MAC sublayer attempts to find in its transactior
queu€ the MSDU indicated by the msduHandle parameter. If an MSDU has left the transaction queue, the
handte will not be found, and the MSDU can no longer be purged. If an MSDU matching the given handle i

the MAC sublayer issues the MCPS-PURGE.confirm primitive with a status of INVALID_HANDLE.
7.1.1.5 MCPS-PURGE.confirm

The MCPS-PURGE.confirm primitive allows the MAC sublayer to notify the next higher layer of the
success of its request to purge an MSDU from the transaction queue.

This primitive is optional for an RFD.
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7.1.1.5.1 Semantics of the service primitive

The semantics of the MCPS-PURGE.confirm primitive are as follows:

MCPS-PURGE.confirm
msduHandle,

oy
2ULdLUS

)

Table 45 specifies the parameters for the MCPS-PURGE.confirm primitive.

Table 45—MCPS-PURGE.confirm parameters

Name Type Valid range Description
msduHandle Integer 0x00-0xff The handle of.the’MSDU requested to be
purge from the transaction queue.
status Enumeration SUCCESS or The status’of the request to be purged an
INVALID_HANDLE MSDU' from the transaction queue.

7.1.1.5.2 When generated

The MCPS-PURGE.confirm primitive is generated by the MAC sublayer entity in response to an MCPS
PURGE .request primitive. The MCPS-PURGE:confirm primitive returns a status of either SUCCESS
indicating that the purge request was successful, or INVALID_HANDLE, indicating an error. The status
values are fully described in 7.1.1.4.3.
7.1.1.5.3 Appropriate usage

On receipt of the MCPS-PURGE.confirm primitive, the next higher layer is notified of the result of its
request to purge an MSDU_from the transaction queue. If the purge request was successful, the statug
parameter will be set to'SWCCESS. Otherwise, the status parameter will indicate the error.

7.1.1.6 Data service message sequence chart

Figure 30 ilNustrates a sequence of messages necessary for a successful data transfer between two devices
Figure 84.and Figure 85 (see 7.7) also illustrate this, including the steps taken by the PHY.

7-1:2’MAC management service

The MLME-SAP allows the transport of management cammands hetween the next highnr Inynr and thd
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MLME. Table 46 summarizes the primitives supported by the MLME through the MLME-SAP interface.
Primitives marked with a diamond () are optional for an RFD. Primitives marked with an asterisk (*) are
optional for both device types (i.e., RFD and FFD). The primitives are discussed in the subclauses
referenced in the table.
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Figure 30—Message sequence chart describing the MAC data’service
Table 46—Summary of the primitives accessed through the MLME-SAP
Name Request Indication Response Confirm
MLME-ASSOCIATE 7.1.3.1 3.2 7.133¢ 7.134
MLME-DISASSOCIATE 7.14.1 7.1.4.2 7.1.4.3
MLME-BEACON-NOTIFY 7.15.1
MLME-GET 7161 7.1.6.2
MLME-GTS 1.1.7.1% 7.1.7.3% 7.1.7.2x
MLME-ORPHAN 7.18.1e¢ 7.182¢
MLME-RESET 7.19.1 7.1.9.2
MLME-RX-ENABLE 7.1.10.1* 7.1.10.2x
MLME-SCAN 7.1.11.1 7.1.11.2
MLME-COMM-STATUS 7.1.12.1
MLME-SET 7.1.13.1 7.1.13.2
MLME-START 7.1.14.1¢ 7.1.14.2¢
MLME-SYNC 7.1.15.1*
MLME-SYNC-LOSS 7.1.15.2
MLME-POLL 7.1.16.1 7.1.16.2

7.1.3 Association primitives
MLME-SAP association primitives define how a device becomes associated with a PAN.

All devices shall provide an interface for the request and confirm association primitives. The indication and
response association primitives are optional for an RFD.
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7.1.3.1 MLME-ASSOCIATE.request
The MLME-ASSOCIATE.request primitive allows a device to request an association with a coordinator.

7.1.3.1.1 Semantics of the service primitive

Thaocamanticaaftha ML ME ACCAOCIATE roaoiact netnoatin o arn A
TTC oI It S OT T IV VIS 7T YW TT LI =TIavAviviviolay v n LRl R A Avanctp vy e

MLME-ASSOCIATE.request (
LogicalChannel,
ChannelPage,
CoordAddrMode,
CoordPANId,
CoordAddress,
Capabilitylnformation,
SecurityLevel,
KeyldMode,
KeySource,
Keylndex

)

Table 47 specifies the parameters for the MLME-ASSOCIATE.request primitive.

Table 47—MLME-ASSOCIATE.request parameters
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Name Type Valid range Description

LogicalChannel Integer Selected from the available | The logical channel on which to attempt

logical channels supported | association.
by the PHY (see 6.1.2).
ChannelPage Integer. Selected from the available | The channel page on which to attempt
channel pages supported association.
by the PHY (see 6.1.2).

CoordAddrMode Integer 0x02-0x03 The coordinator addressing mode for this
primitive and subsequent MPDU. This value
can take one of the following values:
2=16-bit short address.
3=64-bit extended address.

CoerdPANId Integer 0x0000-0xffff The identifier of the PAN with which to
associate.

CoordAddress Device As specified by the The address of the coordinator with which to

Fguress CoortdAddriviode aSSUCTate:
parameter.

Capabilitylnformation Bitmap See 7.3.1.2 Specifies the operational capabilities of the
associating device.

SecurityLevel Integer 0x00-0x07 The security level to be used (see Table 95 in
7.6.2.2.1).
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Table 47—MLME-ASSOCIATE.request parameters (continued)

Name Type Valid range Description

KeyldMode Integer 0x00-0x03 The mode used to identify the key to be used
(see Table 96 in 7.6.2.2.2). This parameter is
ignared if the Securityl evel parameter is set

to 0x00.

KeySource Set of 0, As specified by the The originator of the key to be used (see
4,0r8 KeyldMode parameter 7.6.2.4.1). This parameter is ignored-ifithe
octets KeyldMode parameter is ignored or'set to

0x00.

KeylIndex Integer 0x01-0xff The index of the key to be used (see

7.6.2.4.2). This parameter-is ignored if the
KeyldMode parameteris ignored or set to
0x00.

7.1.3.1.2 Appropriate usage

The MLME-ASSOCIATE.request primitive is generated by the aext’higher layer of an unassociated device
and issued to its MLME to request an association with a PAN threugh a coordinator. If the device wishes tg
associate through a coordinator on a beacon-enabled PAN, the MLME may optionally track the beacon ot
that coordinator prior to issuing this primitive.

7.1.3.1.3 Effect on receipt

On receipt of the MLME-ASSOCIATE.request' primitive, the MLME of an unassociated device first updates
the appropriate PHY and MAC PIB attributes and then generates an association request command (seg
7.3.1), as dictated by the association procedure described in 7.5.3.1.

The SecurityLevel parameter specifies the level of security to be applied to the association request commang
frame. Typically, the association request command should not be implemented using security. However, i
the device requesting association shares a key with the coordinator, then security may be specified.

If the SecurityLevel\parameter is set to a valid value other than 0x00, indicating that security is required fo
this frame, the. MUME will set the Security Enabled subfield of the Frame Control field to one. The MAQ
sublayer will\perform outgoing processing on the frame based on the CoordAddress, SecurityLevel
KeyldMade; ‘KeySource, and Keylndex parameters, as described in 7.5.8.2.1. If any error occurs during
outgoing.frame processing, the MLME will discard the frame and issue the MLME-ASSOCIATE.confirn
primitive with the error status returned by outgoing frame processing.

If the association request command cannot be sent to the coordinator due to the CSMA-CA algorithm]
indicating a busy channel, the MLME will issue the MLME-ASSOCIATE.confirm primitive with a status of
CHANNEL_ACCESS_FAILURE.

If the MLME successfully transmits an association request command, the MLME will expect an
acknowledgment in return. If an acknowledgment is not received, the MLME will issue the MLME-
ASSOCIATE.confirm primitive with a status of NO_ACK (see 7.5.6.4).
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If the MLME of an unassociated device successfully receives an acknowledgment to its association request
command, the MLME will wait for a response to the request (see 7.5.3.1). If the MLME of the device does
not receive a response, it will issue the MLME-ASSOCIATE.confirm primitive with a status of NO_DATA.

If the MLME of the device extracts an association response command frame from the coordinator, it will
then issue the MLME-ASSOCIATE.confirm primitive with a status equal to the contents of the Association

Status Tield In the association response command (see /7.3.2.3).

On receipt of the association request command, the MLME of the coordinator issues the ‘MLME
ASSOCIATE.indication primitive.

If any parameter in the MLME-ASSOCIATE.request primitive is either not supported.or|out of range, thq
MLME will issue the MLME-ASSOCIATE.confirm primitive with a status of INVALID” PARAMETER.

7.1.3.2 MLME-ASSOCIATE.indication

The MLME-ASSOCIATE.indication primitive is used to indicate the’ reception of an association reques
command.

7.1.3.2.1 Semantics of the service primitive

The semantics of the MLME-ASSOCIATE.indication{rimitive are as follows:

MLME-ASSOCIATE.indication (
DeviceAddress,
Capabilitylnformation,
SecurityLevel,
KeyldMode,
KeySource,
Keylndex

)

Table 48 specifies the parameters for the MLME-ASSOCIATE.indication primitive.

Table 48—MLME-ASSOCIATE.indication parameters
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Name Type Valid range Description

DeviceAddress Device An extended 64-bit The address of the device requesting

address IEEE address. association.

Capabilitylnformation | Bitmap See 7.3.1.2 The operational capabilities of the device
requesting association.

SecurityLevel Integer 0x00-0x07 The security level purportedly used by the
received MAC command frame (see Table 95 in
7.6.2.2.1).

KeyldMode Integer 0x00-0x03 The mode used to identify the key purportedly

used by the originator of the received frame
(see Table 96 in 7.6.2.2.2). This parameter is
invalid if the SecurityLevel parameter is set to
0x00.
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Table 48—MLME-ASSOCIATE.indication parameters (continued)

Name Type Valid range Description
KeySource Set of 0, As specified by the The originator of the key purportedly used by
4,0r8 KeyldMode the originator of the received frame (see
actets parameter 76241) This parameter is invalid if the

KeyldMode parémeter is invalid or set to 0x00.

KeyIndex Integer 0x01-0xff The index of the key purportedly used by the
originator of the received frame (see 7.6.2.42).
This parameter is invalid if the KeyldMaode
parameter is invalid or set to 0x00,

7.1.3.2.2 When generated

The MLME-ASSOCIATE.indication primitive is generated by the MLME of the‘eoordinator and issued tg
its next higher layer to indicate the reception of an association request command“(see 7.3.1).

7.1.3.2.3 Appropriate usage

When the next higher layer of a coordinator receives the MLIME-ASSOCIATE.indication primitive, the
coordinator determines whether to accept or reject the unassociated device using an algorithm outside the
scope of this standard. The next higher layer of (the coordinator then issues the MLME
ASSOCIATE.response primitive to its MLME.

The association decision and the response shouldhbecome available at the coordinator within a time of
macResponseWaitTime (see 7.5.3.1). After thistime, the device requesting association attempts to extrac
the association response command frame from the coordinator, using the method described in 7.5.6.3, in
order to determine whether the association'was successful.

7.1.3.3 MLME-ASSOCIATE.response

The MLME-ASSOCIATE:esponse primitive is used to initiate a response to an MLME
ASSOCIATE.indication primitive.

7.1.3.3.1 Semantigs of the service primitive
The semantics of the MLME-ASSOCIATE.response primitive are as follows:

MLME-ASSOCIATE.response (
DeviceAddress,
AssocShortAddress,
status,
Secl |rif\J/I mmll
KeyldMode,
KeySource,
Keylndex

)

Table 49 specifies the parameters for the MLME-ASSOCIATE.response primitive.

© IEEE 2010 — Al rights reserved 81


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

Table 49—MLME-ASSOCIATE.response parameters

Name Type Valid range Description
DeviceAddress Device An extended 64 bit The address of the device requesting
address IEEE address association.
AssocShortAddress Integer 0x0000-0xffff The 16-bit short device address allocated by

the coordinator on successful association!
This parameter is set to Oxffff if the
association was unsuccessful.

status Enumeration | See 7.3.2.3 The status of the association attempt.

SecurityLevel Integer 0x00-0x07 The security level to be uéed:(see Table 95
in7.6.2.2.1).

KeyldMode Integer 0x00-0x03 The mode used, to identify the key to be

used (see TableA6"in 7.6.2.2.2). This
parameter isignored if the SecurityLevel
parameter js'set to 0x00.

KeySource Setof 0,4, 0or | As specified by the The ariginator of the key to be used (see
8 octets KeyldMode parameter 7.632.4.1). This parameter is ignored if the
KeyldMode parameter is ignored or set to
0x00.
KeylIndex Integer 0x01-0xff The index of the key to be used (see

7.6.2.4.2). This parameter is ignored if the
KeyldMode parameter is ignored or set to
0x00.

7.1.3.3.2 Appropriate usage

The MLME-ASSOCIATE.responsesprimitive is generated by the next higher layer of a coordinator ang
issued to its MLME in order to*espond to the MLME-ASSOCIATE.indication primitive.

7.1.3.3.3 Effect on receipt

When the MLME"of a coordinator receives the MLME-ASSOCIATE.response primitive, it generates ar
association response command (see 7.3.2). The command frame is sent to the device requesting association
using indirect transmission, i.e., the command frame is added to the list of pending transactions stored on thq
coordinatorand extracted at the discretion of the device concerned using the method described in 7.5.6.3.

If-the SecurityLevel parameter is set to a valid value other than 0x00, indicating that security is required fo
this frame, the MLME will set the Security Enabled subfield of the Frame Control field to one. The MAQ
sublayer will perform outgoing processing on the frame based the DeviceAddress, Securityl evel
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KeyldMode, KeySource, and Keylndex parameters, as described in 7.5.8.2.1. If any error occurs during
outgoing frame processing, the MLME will discard the frame and issue the MLME-COMM-
STATUS.indication primitive with the error status returned by outgoing frame processing.

Upon receipt of the MLME-ASSOCIATE.response primitive, the coordinator attempts to add the
information contained in the primitive to its list of pending transactions. If there is no capacity to store the
transaction, the MAC sublayer will discard the frame and issue the MLME-COMM-STATUS.indication
primitive with a status of TRANSACTION_OVERFLOW. If there is capacity to store the transaction, the
coordinator will add the information to the list. If the transaction is not handled within
macTransactionPersistenceTime, the transaction information will be discarded and the MAC sublayer will
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issue the MLME-COMM-STATUS.indication primitive with a status of TRANSACTION_EXPIRED. The
transaction handling procedure is described in 7.5.5.

If the frame was successfully transmitted and an acknowledgment was received, if requested, the MAC
sublayer will issue the MLME-COMM-STATUS.indication primitive with a status of SUCCESS.
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MAC sublayer will issue the MLME-COMM-STATUS.indication primitive with a status \Of
INVALID_PARAMETER.

7.1.3.4 MLME-ASSOCIATE.confirm

The MLME-ASSOCIATE.confirm primitive is used to inform the next higher layer of the initiating device
whether its request to associate was successful or unsuccessful.

7.1.3.4.1 Semantics of the service primitive

The semantics of the MLME-ASSOCIATE.confirm primitive are as follows:

MLME-ASSOCIATE.confirm (
AssocShortAddress;
status,
SecurityLevel,
KeyldMade,
KeySource,
Keylndex

)

Table 50 specifies the parameters for the dMLME-ASSOCIATE.confirm primitive.

Table 50—MLME-ASSOCIATE.confirm parameters

Name Type Valid range Description

AssocShortAddress:y* Integer 0x0000-0xffff The short device address allocated by
the coordinator on successful
association. This parameter will be
equal to Oxffff if the association
attempt was unsuccessful.

status Enumeration | The value of the Status field of the The status of the association attempt.
association response command

(see 7.3.2.3),

SUCCESS
CHANNEL_ACCESS_FAILURE,
NO_ACK,

NO_DATA,

COUNTER_ERROR,
FRAME_TOO_LONG,
IMPROPER_KEY_TYPE,
IMPROPER_SECURITY_LEVEL,
SECURITY_ERROR,
UNAVAILABLE_KEY,
UNSUPPORTED_LEGACY,
UNSUPPORTED_SECURITY
INVALID_PARAMETER
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Table 50—MLME-ASSOCIATE.confirm parameters (continued)

Name Type Valid range Description

SecurityLevel Integer 0x00-0x07 If the primitive was generated
following failed outgoing processing
of an association request command-

The security level to be used (see
Table 95in 7.6.2.2.1).

If the primitive was geperated
following receipt of an ‘association
response commanek

The security-level purportedly used
by the received frame (see Table 95
in 7.6,2.24).

KeyldMode Integer 0x00-0x03 If the primitive was generated
following failed outgoing processing
of an association request command:

The mode used to identify the key to
be used (see Table 96 in 7.6.2.2.2).
This parameter is ignored if the
SecurityLevel parameter is set to
0x00.

If the primitive was generated
following receipt of an association
response command:

The mode used to identify the key
purportedly used by the originator of
the received frame (see Table 96 in
7.6.2.2.2). This parameter is invalid
if the SecurityLevel parameter is set

to 0x00.
KeySource Setof 0, 4, As specified by the KeyldMode If the primitive was generated
or 8 octets parameter following failed outgoing processing

of an association request command:

The originator of the key to be used
(see 7.6.2.4.1). This parameter is
ignored if the KeyldMode parameter
is ignored or set to 0x00.

If the primitive was generated
following receipt of an association
response command:

The originator of the key purportedly
used by the originator of the received
frame (see 7.6.2.4.1). This parameter
is invalid if the KeyldMode
parameter is invalid or set to 0x00.
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Table 50—MLME-ASSOCIATE.confirm parameters (continued)

Name Type Valid range Description

KeylIndex Integer 0x01-0xff If the primitive was generated
following failed outgoing processing
of an association request command-

The index of the key to be used.(see
7.6.2.4.2). This parameter is ighared
if the KeyldMode parameter is
ignored or set to 0x00.

If the primitive was generated
following receipt-of-an association
response command:

The index of the key purportedly
used’byithe originator of the received
frameA(see 7.6.2.4.2). This parameter
is invalid if the KeyldMode
parameter is invalid or set to 0x00.

7.1.3.4.2 When generated

The MLME-ASSOCIATE.confirm primitive is generated by the initiating MLME and issued to its nex
higher layer in response to an MLME-ASSOCIATE reéquest primitive. If the request was successful, the
status parameter will indicate a successful association, as contained in the Status field of the association
response command. Otherwise, the status parameter indicates either an error code from the receiveg
association response command or the appropriate error code from Table 50. The status values are fully
described in 7.1.3.1.3 and subclauses referenced by 7.1.3.1.3.

7.1.3.4.3 Appropriate usage

On receipt of the MLME-ASSOCIATE.confirm primitive, the next higher layer of the initiating device i
notified of the result of jitS\tequest to associate with a coordinator. If the association attempt was successful
the status parameter willsindicate a successful association, as contained in the Status field of the association
response command,‘and the device will be provided with a 16-bit short address (see Table 87 in 7.5.3.1). I
the association attempt was unsuccessful, the address will be equal to 0xffff, and the status parameter wil
indicate the efror.

7.1.3,5'Association message sequence charts

Figure 31 illustrates a sequence of messages that may be used by a device that is not tracking the beacon of
the coordinator (see 7.5.6.3) to successfully associate with a PAN. Figure 80 and Figure 81 (see 7.7

Hustratethissame-scenarioinctudingstepstakemrby-the PH Y foradeviceassociating-withacoordinato
and for a coordinator allowing association by a device, respectively.
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Figure 31—Message sequence chartfor association

7.1.4 Disassociation primitives

All devices shall provide an interface for these’disassociation primitives.

7.1.4.1 MLME-DISASSOCIATE.reguest

PAN.
7.1.4.1.1 Semantics of the service primitive

The semanticsof-the MLME-DISASSOCIATE.request primitive are as follows:

MLME-DISASSOCIATE.request (
DeviceAddrMode,
DevicePANId,
DeviceAddress,
DisassociateReason,

Devicenext Device Coordinator Coordinator
higher layer MLME MLME next higher layer
MLME-ASSOCIATE.request N .
TAOOACLTONTT w »
_ Acknow edgenent
MLME-ASSOCIATE.indication
mecRespons\EitTime
MLME-ASSOCIATE.respense
Datarequest |
Acknow edgement
Assocdiationresponse
Acknonedgement
MLME-ASSOCIATE.confirm MLME-COMM-STATUS.indication
] ] [ \X/ | ]

The MLME-SAP disassociation primitives define.how a device can disassociate from a PAN.

The MLME-DISASSOCIATE.request primitive is used by an associated device to notify the coordinator of
its intent to leave the PAN. ]t isvalso used by the coordinator to instruct an associated device to leave thg

TxIndirect,
SecurityLevel,
KeyldMode,
KeySource,
KeyIndex

)

Table 51 specifies the parameters for the MLME-DISASSOCIATE.request primitive.
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Table 51—MLME-DISASSOCIATE.request parameters

Name Type Valid range Description
DeviceAddrMode Integer 0x02-0x03 The addressing mode of the device to which
to send the disassociation notification
command
DevicePANId Integer 0x0000-0xffff The PAN identifier of the device to which o
send the disassociation notification
command.
DeviceAddress Device As specified by the The address of the device to whichfo send the
address DeviceAddrMode disassociation notification command.
parameter.
DisassociateReason | Integer 0x00-0xff The reason for the disassaciation (see
7.3.3.2).
TxIndirect Boolean TRUE or FALSE TRUE if thedisassociation notification com-
mand is te he\sent indirectly.
SecurityLevel Integer 0x00-0x07 The'Secufrity level to be used (see Table 95 in
76.2.2.1).
KeyldMode Integer 0x00-0x03 The mode used to identify the key to be used

(see Table 96 in 7.6.2.2.2). This parameter is
ignored if the SecurityLevel parameter is set

to 0x00.
KeySource Setof 0,4, or | As specifiedby the The originator of the key to be used (see
8 octets KeyldMode-parameter 7.6.2.4.1). This parameter is ignored if the
KeyldMode parameter is ignored or set to
0x00.
KeylIndex Integer OX01-0xff The index of the key to be used (see

7.6.2.4.2). This parameter is ignored if the
KeyldMode parameter is ignored or set to
0x00.

7.1.4.1.2 Appropriate usage

The MLME-DISASSOCIATE.request primitive is generated by the next higher layer of an associateg
device and_issued to its MLME to request disassociation from the PAN. It is also generated by the nex
higher layer of the coordinator and issued to its MLME to instruct an associated device to leave the PAN.

7.1.4.1.3 Effect on receipt

On receipt of the MLME-DISASSOCIATE.request primitive, the MLME compares the DevicePANId
parameter with macPANId. If the DevicePANId parameter is not equal to macPANId, the MLME issues the
MLME-DISASSOCIATE.confirm primitive with a status of INVALID_PARAMETER. If the
DevicePANId parameter is equal to macPANId, the MLME evaluates the primitive address fields.

If the DeviceAddrMode parameter is equal to 0x02 and the DeviceAddress parameter is equal to
macCoordShortAddress or if the DeviceAddrMode parameter is equal to 0x03 and the DeviceAddress
parameter is equal to macCoordExtendedAddress, the TxIndirect parameter is ignored, and the MLME
sends a disassociation notification command (see 7.3.3) to its coordinator in the CAP for a beacon-enabled
PAN or immediately for a nonbeacon-enabled PAN.
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If the DeviceAddrMode parameter is equal to 0x02 and the DeviceAddress parameter is not equal to
macCoordShortAddress or if the DeviceAddrMode parameter is equal to 0x03 and the DeviceAddress
parameter is not equal to macCoordExtendedAddress, and if this primitive was received by the MLME of a
coordinator with the TxIndirect parameter set to TRUE, the disassociation notification command will be
sent using indirect transmission, i.e., the command frame is added to the list of pending transactions stored
on the coordinator and extracted at the discretion of the device concerned using the method described in

7L 092

T O,

If the DeviceAddrMode parameter is equal to 0x02 and the DeviceAddress parameter is not efual tg
macCoordShortAddress or if the DeviceAddrMode parameter is equal to 0x03 and the DeviceAddresd
parameter is not equal to macCoordExtendedAddress, and if this primitive was received by the MLME of 3
coordinator with the TxIndirect parameter set to FALSE, the MLME sends a disassociation”notificatior
command to the device in the CAP for a beacon-enabled PAN or immediately for a-hanbeacon-enabled
PAN.

Otherwise, the MLME issues the MLME-DISASSOCIATE.confirm primitive with a status of
INVALID_PARAMETER and does not generate a disassociation notificationzcommand.

If the disassociation notification command is to be sent using indirect'tfansmission and there is no capacity
to store the transaction, the MLME will discard the frame and issgeythe MLME-DISASSOCIATE.confirm
primitive with a status of TRANSACTION_OVERFLOW. If there is capacity to store the transaction, the
coordinator will add the information to the list. If the transaction is not handled within macTransaction
PersistenceTime, the transaction information will be discarded, and the MLME will issue thg
MLME-DISASSOCIATE.confirm with a status of TRANSACTION_EXPIRED. The transaction handling
procedure is described in 7.5.5.

If the disassociation notification command cannot be sent due to a CSMA-CA algorithm failure and this
primitive was received either by the MLME0f a coordinator with the TxIndirect parameter set to FALSE 0
by the MLME of a device, the MLME.will issue the MLME-DISASSOCIATE.confirm primitive with 3
status of CHANNEL_ACCESS_FAILLURE.

If the SecurityLevel parameter is'set to a valid value other than 0x00, indicating that security is required fo
this frame, the MLME will et the Security Enabled subfield of the Frame Control field to one. The MAQ
sublayer will perform @utgoing processing on the frame based on the DeviceAddress, SecuritylLevel
KeyldMode, KeySource, and Keylndex parameters, as described in 7.5.8.2.1. If any error occurs during
outgoing frame s.processing, the MLME will discard the frame and issue the MLME
DISASSOCIATE.confirm primitive with the error status returned by outgoing frame processing.

If the MLME successfully transmits a disassociation notification command, the MLME will expect an
ackngwledgment in return. If an acknowledgment is not received and this primitive was received either by
thesMLME of a coordinator with the TxIndirect parameter set to FALSE or by the MLME of a device, the
MLME will issue the MLME-DISASSOCIATE.confirm primitive with a status of NO_ACK (see 7.5.6.4).
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If the MLME successfully transmits a disassociation notification command and receives an
acknowledgment in return, the MLME will issue the MLME-DISASSOCIATE.confirm primitive with a
status of SUCCESS.

On receipt of the disassociation notification command, the MLME of the recipient issues the MLME-
DISASSOCIATE.indication primitive.

If any parameter in the MLME-DISASSOCIATE.request primitive is not supported or is out of range, the
MLME  will issue the MLME-DISASSOCIATE.confirm primitive with a status of
INVALID_PARAMETER.
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The MLME-DISASSOCIATE.indication primitive is used to indicate the reception of a disassociation
notification command.

7.1.4.2.1 Semantics of the service primitive

MLME-DISASSOCIATE.indication (
DeviceAddress,

The semantics of the MLME-DISASSOCIATE.indication primitive are as follows:

DisassociateReason,

SecurityLevel,

KeyldMode,
KeySource,
Keylndex

)

Table 52 specifies the parameters for the MLME-DISASSOCIATE.indication primitive.

Table 52—MLME-DISASSOCIATE, indication parameters

Name

Type

Valid range

Description

DeviceAddress

Device
address

An extended\64-bit
IEEE address

The address of the device requesting
disassociation.

DisassociateReason

Integer

0x00=0xff

The reason for the disassociation (see
7.3.3.2).

SecurityLevel

Integer

0x00-0x07

The security level purportedly used by the
received MAC command frame (see Table 95
in7.6.2.2.1).

KeyldMode

Integer

0x00-0x03

The mode used to identify the key
purportedly used by the originator of the
received frame (see Table 96 in 7.6.2.2.2).
This parameter is invalid if the SecurityLevel
parameter is set to 0x00.

KeySousce

Set of 0, 4, or
8 octets

As specified by the
KeyldMode parameter

The originator of the key purportedly used by
the originator of the received frame (see
7.6.2.4.1). This parameter is invalid if the
KeyldMode parameter is invalid or set to
0x00.

KeylIndex

ITiteger

UXUL=UXIT

Theimdex of the key purportedty used by the
originator of the received frame (see
7.6.2.4.2). This parameter is invalid if the
KeyldMode parameter is invalid or set to
0x00.

7.1.4.2.2 When generated

The MLME-DISASSOCIATE.indication primitive is generated by the MLME and issued to its next higher
layer on receipt of a disassociation notification command.

© |IEEE 2010 — All rights reserved

89



https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

7.1.4.2.3 Appropriate usage

The next higher layer is notified of the reason for the disassociation.

7.1.4.3 MLME-DISASSOCIATE.confirm

primitive.

Table 53—MLME-DISASSOCIATE.confirm parameters

The MLME-DISASSOCIATE.confirm primitive reports the results of an MLME-DISASSOCIATE.reques

7.1.4.3.1 Semantics of the service primitive

The semantics of the MLME-DISASSOCIATE.confirm primitive are as follows:

MLME-DISASSOCIATE.confirm (

status,
DeviceAddrMode,
DevicePANId,
DeviceAddress

)

Table 53 specifies the parameters for the MLME-DISASSOGIATE.confirm primitive.

Name Type VAalid range Description
status Enumeration | SUCCESS, The status of the disassociation
TRANSACTION_OVERFLOW, attempt.
TRANSACTION_EXPIRED,
NO_ACK,
CHANNEL_ACCESS_FAILURE,
COUNTER_ERROR,
FRAME_TOO_LONG,
UNAVAILABLE_KEY,
UNSUPPORTED_SECURITY or
INVALID_PARAMETER
DeviceAddrMode™ | Integer 0x02-0x03 The addressing mode of the device
that has either requested
disassociation or been instructed to
disassociate by its coordinator.
DevicePANId Integer 0x0000-0xffff The PAN identifier of the device that
has either requested disassociation or
been instructed to disassociate by its
coordinator.
DeviceAddress Device As specified by the The address of the device that has
address DeviceAddrMode parameter. either requested disassociation or
been instructed to disassociate by its
coordinator.
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7.1.4.3.2 When generated

The MLME-DISASSOCIATE.confirm primitive is generated by the initiating MLME and issued to its next
higher layer in response to an MLME-DISASSOCIATE.request primitive. This primitive returns a status of
either SUCCESS, indicating that the disassociation request was successful, or the appropriate error code.
The status values are fully described in 7.1.4.1.3 and subclauses referenced by 7.1.4.1.3.

7.1.4.3.3 Appropriate usage

On receipt of the MLME-DISASSOCIATE.confirm primitive, the next higher layer of the initiating“devicq
is notified of the result of the disassociation attempt. If the disassociation attempt was successful, the status
parameter will be set to SUCCESS. Otherwise, the status parameter indicates the error.

7.1.4.4 Disassociation message sequence charts

The request to disassociate may originate either from a device or from the cdordinator through which the

device has associated. Figure 32 illustrates the sequence of messages necessafy for a device to successfully
disassociate itself from the PAN.

Device Device Coordinator Coordinator
next higher layer MLME MLME next higher layer

MLME-DISASSOCIATE request
Disassaciation natification -~
Admom edgerrent
MLME-DISASSOCIATE confirm MLME-DISASSOCIATE indication
(SUCCESS) -
] ] ] ]

Figure 32—Message sequence chart for disassociation initiated by a device

Figure 33 illustrates the sequence necessary for a coordinator in a beacon-enabled PAN to successfully
disassociatea device from its PAN using indirect transmission.
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Coordinator Coordinator Devi ‘
next higher oordinato Device MLME evice nex
) MLME higher layer
ayer
MLME-DISASSOCIATE.request
(TxIndirect = TRUE)
-
Beacon (with data pending)
L
Data request
-t
-
Acknowledgement
-
Disassociation notification
-
Acknowledgement
-t MLME-DISASSOCIATE.indication
MLME-DISASSOCIATE.confirm -
(SUCCESS)
-t
] | | |

frame received by the

Figure 33—Message sequence chart for disassociation initiated by a coordinator,

7.1.5 Beacon notification primitive

The MLME-SAP beacon notification primitivé.defines how a device may be notified when a beacon ig
received during normal operating conditions:

All devices shall provide an interface forthe beacon notification primitive.
7.1.5.1 MLME-BEACON-NOTIFY.indication

The MLME-BEACON-NOTIFY .indication primitive is used to send parameters contained within a beacor]
and the time the beacen frame was received.

7.1.5.1.1 Semantics of the service primitive

The semantics of the MLME-BEACON-NOTIFY .indication primitive are as follows:

MLME-BEACON-NOTIFY.indication  (

using indirect transmission, in a beacon-enabled PAN

MAC sublayer to the next higher layer. The primitive also sends a measure of the LQ

BSN,

PANDescriptor,
PendAddrSpec,
AddrList,
sduLength,

sdu

)

Table 54 specifies the parameters for the MLME-BEACON-NOTIFY .indication primitive.
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Table 54—MLME-BEACON-NOTIFY.indication parameters

Name Type Valid range Description
BSN Integer 0x00-0xff The beacon sequence number.
PANDescriptor | PANDescriptor | See Table 55 The PANDescriptor for the received
value beacon.
PendAddrSpec Bitmap See7.2.2.1.6 The beacon pending address
specification.
AddrList List of device — The list of addresses of the{devices for
addresses which the beacon source hasdata.
sduLength Integer 0 — aMaxBeaconPayloadLength | The number of octets'¢ontained in the
beacon payload.efithe beacon frame
received by the MAC sublayer.
sdu Set of octets — The setof 6ctets comprising the beacon

payload.te’be transferred from the MAC
sublayer entity to the next higher layer.

Table 55 describes the elements of the PANDescriptor type.

Table 55—Elementsof*PANDescriptor

Name Type Valid range Description
CoordAddrMode Integer 0x02-0x03 The coordinator addressing mode
corresponding to the received beacon frame.
This value can take one of the following
values:
2 = 16-bit short address.
3 = 64-bit extended address.
CoordPANId Integer 0x0000-Oxffff The PAN identifier of the coordinator as
specified in the received beacon frame.
CoordAddress Device As specified by the The address of the coordinator as specified in
address CoordAddrMode parameter the received beacon frame.
LogicalChanngt Integer Selected from the available The current logical channel occupied by the
logical channels supported by network.
the PHY (see 6.1.2)
ChannelPage Integer Selected from the available The current channel page occupied by the
channel pages supported by the | network.
PHY (see 6.1.2)
SuperframeSpec Bitmap See7.2.2.1.2 The superframe specification as specified in the
received beacon frame.
GTSPermit Boolean | TRUE or FALSE TRUE if the beacon is from the PAN
coordinator that is accepting GTS requests.
LinkQuality Integer 0x00-0xff The LQI at which the network beacon was

received. Lower values represent lower LQI
(see 6.9.8).
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Table 55—Elements of PANDescriptor (continued)

Name Type Valid range Description

TimeStamp Integer 0x000000—-0xffffff The time at which the beacon frame was
received, in symbols. This value is equal to the
timestamp taken when the beacon frame was

received, as described in 7.5.4.1.

This is a 24-bit value, and the precisionaf.this
value shall be a minimum of 20 bits, with/the
lowest 4 bits being the least significant:

SecurityFailure Enumer- | SUCCESS, SUCCESS if there was no error.in the security
ation COUNTER_ERROR, processing of the frame. One, of the other status
IMPROPER_KEY_TYPE, codes indicating an errofin the security

IMPROPER_SECURITY_LE | processing otherwise (seg 7.5.8.2.3).
VEL, SECURITY_ERROR,
UNAVAILABLE_KEY,
UNSUPPORTED_LEGACY,
UNSUPPORTED_SECURITY

SecurityLevel Integer 0x00-0x07 The security level purportedly used by the
received beacon frame (see Table 95 in
76)2.2.1).

KeyldMode Integer 0x00-0x03 The mode used to identify the key purportedly

used by the originator of the received frame
(see Table 96 in 7.6.2.2.2). This parameter is
invalid if the SecurityLevel parameter is set to

0x00.
KeySource Setof 0, | As specified bythe The originator of the key purportedly used by
4,0r8 KeyldMode‘parameter the originator of the received frame (see
octets 7.6.2.4.1). This parameter is invalid if the

KeyldMode parameter is invalid or set to 0x00.

Keylndex Integer 0x01-0xff The index of the key purportedly used by the
originator of the received frame (see 7.6.2.4.2).
This parameter is invalid if the KeyldMode
parameter is invalid or set to 0x00.

7.1.5.1.2 When-generated

The MLME=BEACON-NOTIFY .indication primitive is generated by the MLME and issued to its nex
higher_fayer upon receipt of a beacon frame either when macAutoRequest is set to FALSE or when the
beacon.frame contains one or more octets of payload.

7.1.5.1.3 Appropriate usage
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On receipt of the MLME-BEACON-NOTIFY .indication primitive, the next higher layer is notified of the
arrival of a beacon frame at the MAC sublayer.

7.1.6 Primitives for reading PIB attributes

The MLME-SAP get primitives define how to read values from the PIB.

All devices shall provide an interface for these get primitives.
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7.1.6.1 MLME-GET.request
The MLME-GET.request primitive requests information about a given PIB attribute.

7.1.6.1.1 Semantics of the service primitive

The semantics of the MLME-GET.request primitive are as follows:

MLME-GET.request (
PIBAttribute,
PIBAttributelndex

)

Table 56 specifies the parameters for the MLME-GET.request primitive.

Table 56—MLME-GET.request parameters

Name Type Valid range Description
PIBAttribute Integer See Table 86 and The identifier of the PIB attribute to read.
Table 88
PIBAttributelndex Integer Attribute specifie; The index within the table of the specified PIB
see Table 88 attribute to read. This parameter is valid only
for MAC PIB attributes that are tables; it is
ignored when accessing PHY PIB attributes.

7.1.6.1.2 Appropriate usage

The MLME-GET.request priritive is generated by the next higher layer and issued to its MLME to obtair]
information from the PIB:

7.1.6.1.3 Effect @n‘receipt

On receipt of the MLME-GET.request primitive, the MLME checks to see if the PIB attribute isa MAC PIB
attribute'orPHY PIB attribute. If the requested attribute is a MAC attribute, the MLME attempts to retrievg
the requested MAC PIB attribute from its database. If the identifier of the PIB attribute is not found in the
database, the MLME will issue the MLME-GET.confirm primitive with a status of
UNSUPPORTED_ATTRIBUTE. If the PIBAttributelndex parameter specifies an index for a table that is
out of range, the MLME will issue the MLME-GET.confirm primitive with a status of INVALID INDEX
If the requested MAC PIB attribute is successfully retrieved, the MLME will issue the MLME-GET.confirm
primitive with a status of SUCCESS.

If the requested attribute is a PHY PIB attribute, the request is passed to the PHY by issuing the PLME-
GET.request primitive. Once the MLME receives the PLME-GET.confirm primitive, it will translate the
received status value because the status values used by the PHY are not the same as those used by the
MLME (e.g., the status values for SUCCESS are 0x00 and 0x07 in the MAC and PHY enumeration tables,
respectively). Following the translation, the MLME will issue the MLME-GET.confirm primitive to the
next higher layer with the status parameter resulting from the translation and the PIBAttribute and
PIBAttributeValue parameters equal to those returned by the PLME primitive.
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[ T1TE Semantics of the MEME-GE T -confirm primitive are as folfows:

7.1.6.2 MLME-GET.confirm
The MLME-GET.confirm primitive reports the results of an information request from the PIB.

7.1.6.2.1 Semantics of the service primitive

MLME-GET.confirm (
status,
PIBAttribute,
PIBAttributelndex,
PIBAttributeValue

)

Table 57 specifies the parameters for the MLME-GET.confirm primitive.

Table 57—MLME-GET.confirm parameters

Name Type Valid range Description

status Enumeration | SUCCESS, The result of the request for PIB
UNSUPPORTED_ATTRIBUTE attribute information.
or INVALID_INREX

PIBAttribute Integer See Table 86 and Table 88 The identifier of the PIB attribute that
was read.
PIBAttributelndex Integer Attribute specific; The index within the table or array of
see Table 88 the specified PIB attribute to read. This

parameter is valid only for MAC PIB
attributes that are tables or arrays; it is
ignored when accessing PHY PIB

attributes.
PIBAttributeValue | Varigus Attribute specific; The value of the indicated PIB attribute
see Table 86 and Table 88 that was read.

This parameter has zero length when
the status parameter is set to

UNSUPPORTED_ATTRIBUTE.

7-156.2.2 When generated

The ML ME-GET confirm primiri\/p is gpnprarpd hy the ML ME and jissued to jts next highpr Iaypr i

96

response to an MLME-GET .request primitive. This primitive returns a status of either SUCCESS, indicating
that the request to read a PIB attribute was successful, or an error code of UNSUPPORTED_ATTRIBUTE.
When an error code of UNSUPPORTED_ATTRIBUTE is returned, the PIBAttribute value parameter will
be set to length zero. The status values are fully described in 7.1.6.1.3.

7.1.6.2.3 Appropriate usage
On receipt of the MLME-GET.confirm primitive, the next higher layer is notified of the results of its request

to read a PIB attribute. If the request to read a PIB attribute was successful, the status parameter will be set to
SUCCESS. Otherwise, the status parameter indicates the error.
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7.1.7 GTS management primitives

The MLME-SAP GTS management primitives define how GTSs are requested and maintained. A device
wishing to use these primitives and GTSs in general will already be tracking the beacons of its PAN
coordinator.

These G TS mamagement primitives are optiomat:
7.1.7.1 MLME-GTS.request

The MLME-GTS.request primitive allows a device to send a request to the PAN coordinatof-t0 allocate
new GTS or to deallocate an existing GTS. This primitive is also used by the PAN coordinatoer to initiate
GTS deallocation.

7.1.7.1.1 Semantics of the service primitive

The semantics of the MLME-GTS.request primitive are as follows:

MLME-GTS.request (
GTSCharacteristics,
SecurityLevel,
KeyldMode,
KeySource,
KeylIndex

)

Table 58 specifies the parameters for the MLME-GTS.request primitive.

Table 58—MLEME-GTS.request parameters

Name Type Valid range Description
GTSCharacteristics | GTS See 7.3.9.2 The characteristics of the GTS request, including
characteristics whether the request is for the allocation of a new
GTS or the deallocation of an existing GTS.
SecurityLevel Integer 0x00-0x07 The security level to be used (see Table 95 in
7.6.2.2.1).
KeyldMode Integer 0x00-0x03 The mode used to identify the key to be used (see

Table 96 in 7.6.2.2.2). This parameter is ignored if
the SecurityLevel parameter is set to 0x00.

KeySource Setof 0,4, or | As specified by The originator of the key to be used (see 7.6.2.4.1).
8 octets the KeyldMode This parameter is ignored if the KeyldMode
parameter parameter is ignored or set to 0x00.
KeylIndex Integer 0x01-0xff The index of the key to be used (see 7.6.2.4.2). This

parameter is ignored if the KeyldMode parameter is
ignored or set to 0x00.

7.1.7.1.2 Appropriate usage

The MLME-GTS.request primitive is generated by the next higher layer of a device and issued to its MLME
to request the allocation of a new GTS or to request the deallocation of an existing GTS. It is also generated
by the next higher layer of the PAN coordinator and issued to its MLME to request the deallocation of an
existing GTS.
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7.1.7.1.3 Effect on receipt

On receipt of the MLME-GTS.request primitive by a device, the MLME of a device attempts to generate a
GTS request command (see 7.3.9) with the information contained in this primitive and, if successful, sends it
to the PAN coordinator.

If macShortAddress is equal to Oxfffe or Oxffff, the device is not permitted to request a GTS. In this case, the
MLME issues the MLME-GTS.confirm primitive containing a status of NO_SHORT_ADDRESS.

If the SecurityLevel parameter is set to a valid value other than 0x00, indicating that security is reguired fo
this frame, the MLME will set the Security Enabled subfield of the Frame Control field to,orée. The MAC
sublayer will perform outgoing processing on the frame based on macCoordExtendedAddress and the
SecurityLevel, KeyldMode, KeySource, and Keylndex parameters, as described in 75:872.1. If any erro
occurs during outgoing frame processing, the MLME will discard the frame @nd’ issue the MLME
GTS.confirm primitive with the error status returned by outgoing frame processing.

If the GTS request command cannot be sent due to a CSMA-CA algorithm failure, the MLME will issue the
MLME-GTS.confirm primitive with a status of CHANNEL_ACCESS/FAILURE.

If the MLME successfully transmits a GTS request command, thee MEME will expect an acknowledgment i
return. If an acknowledgment is not received, the MLME willLissue the MLME-GTS.confirm primitive with
a status of NO_ACK (see 7.5.6.4).

If a GTS is being allocated (see 7.5.7.2) and the request has been acknowledged, the device will wait for
confirmation via a GTS descriptor specified in a béacon frame from its PAN coordinator. If the MLME of
the PAN coordinator can allocate the requested GTS, it will issue the MLME-GTS.indication primitive with
the characteristics of the allocated GTS and”’generate a GTS descriptor with the characteristics of thg
allocated GTS and the 16-bit short addressof the requesting device. If the MLME of the PAN coordinato
cannot allocate the requested GTS, itewill generate a GTS descriptor with a start slot of zero and the shor
address of the requesting device.

If the device receives a beacon frame from its PAN coordinator with a GTS descriptor containing a 16-bi
short address that matches tnacShortAddress, the device will process the descriptor. If no descriptor for tha
device is received, thee MLME will issue the MLME-GTS.confirm primitive with a status of NO_DATA.

If a descriptorssweceived that matches the characteristics requested (indicating that the PAN coordinator has
approved the "GTS allocation request), the MLME of the device will issue the MLME-GTS.confirm
primitiveywith a status of SUCCESS and a GTSCharacteristics parameter with a characteristics type equal td
one, indicating a GTS allocation.

Ifthe descriptor is received with a start slot of zero (indicating that the PAN coordinator has denied the GTS
allocation request), the device requesting the GTS issues the ML ME-GTS.confirm primitive with a status o
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DENIED, indicating that the GTSCharacteristics parameter is to be ignored.

If a GTS is being deallocated (see 7.5.7.4) at the request of a device and the request has been acknowledged
by the PAN coordinator, the device will issue the MLME-GTS.confirm primitive with a status of SUCCESS
and a GTSCharacteristics parameter with a characteristics type equal to zero, indicating a GTS deallocation.
On receipt of a GTS request command with a request type indicating a GTS deallocation, the PAN
coordinator will acknowledge the frame and deallocates the GTS. The MLME of the PAN coordinator will
then issue the MLME-GTS.indication primitive with the appropriate GTS characteristics. If the PAN
coordinator does not receive the deallocation request, countermeasures can be applied by the PAN
coordinator to ensure consistency is maintained (see 7.5.7.6).
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If the MLME of the PAN coordinator receives an MLME-GTS.request primitive indicating deallocation, the
PAN coordinator will deallocate the GTS and issue the MLME-GTS.confirm primitive with a status of
SUCCESS and a GTSCharacteristics parameter with a characteristics type equal to zero.

If the device receives a beacon frame from its PAN coordinator with a GTS descriptor containing a short
address that matches macShortAddress and a start slot equal to zero, the device immediately stops using the

G 1S5, The IVILIVIE OT the device then notmies the next nigner layer o1 the deallocation Dy Issulng the VILIVIE
GTS.indication primitive with a GTSCharacteristics parameter containing the characteristics of\ thg
deallocated GTS.

If any parameter in the MLME-GTS.request primitive is not supported or is out of range, the-MLME wil
issue the MLME-GTS.confirm primitive with a status of INVALID_PARAMETER.

7.1.7.2 MLME-GTS.confirm

The MLME-GTS.confirm primitive reports the results of a request to allocate ahew GTS or deallocate arn
existing GTS.

7.1.7.2.1 Semantics of the service primitive
The semantics of the MLME-GTS.confirm primitive are as follows:

MLME-GTS.confirm (
GTSChadracteristics,
status

)

Table 59 specifies the parameters for thet MLME-GTS.confirm primitive.

Table 59—MLME-GTS.confirm parameters

Name Type Valid range Description
GTSCharacteristics:| GTS See 7.3.9.2 The characteristics of the GTS.
characteristics
status Enumeration SUCCESS, The status of the GTS request.
DENIED,

NO_SHORT_ADDRESS,
CHANNEL_ACCESS_FAILURE,
NO_ACK,

NO_DATA,

...... 7

FRAME_TOO_LONG,
UNAVAILABLE_KEY,
UNSUPPORTED_SECURITY or
INVALID_PARAMETER.

7.1.7.2.2 When generated

The MLME-GTS.confirm primitive is generated by the MLME and issued to its next higher layer in
response to a previously issued MLME-GTS.request primitive.
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If the request to allocate or deallocate a GTS was successful, this primitive will return a status of SUCCESS
and the Characteristics Type field of the GTSCharacteristics parameter will have the value of one or zero,
respectively. Otherwise, the status parameter will indicate the appropriate error code. The reasons for these
status values are fully described in 7.1.7.1.3 and subclauses referenced by 7.1.7.1.3.

7.1.7.2.3 Appropriate usage

On receipt of the MLME-GTS.confirm primitive the next higher layer is notified of the result of its reques
to allocate or deallocate a GTS. If the request was successful, the status parameter will indicate a suceessfu
GTS operation. Otherwise, the status parameter will indicate the error.

7.1.7.3 MLME-GTS.indication

The MLME-GTS.indication primitive indicates that a GTS has been allocated orthat a previously allocateg
GTS has been deallocated.

7.1.7.3.1 Semantics of the service primitive

The semantics of the MLME-GTS.indication primitive are as feHows:

MLME-GTS.indication (
DeviceAddress,
GTSCharacteristics,
SecurityLevel,
KeyldMode,
KeySource,
Keylndex

)

Table 60 specifies the parameters for the MLME-GTS.indication primitive.

Table 60—MLME-GTS.indication parameters

Name. Type Valid range Description

DeviceAddress Device address | 0x0000-0xfffd The 16-bit short address of the device that
has been allocated or deallocated a GTS.

(GTSCharacteristics | GTS See 7.3.9.2 The characteristics of the GTS.
characteristics

SecurityLevel Integer 0x00-0x07 If the primitive was generated when a GTS
deallocation is initiated by the PAN
coordinator itself, the security level to be
used is set to 0x00.

If the primitive was generated whenever a
GTS is allocated or deallocated following
the reception of a GTS request command:

The security level purportedly used by the
received MAC command frame (see
Table 95in 7.6.2.2.1).
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Table 60—MLME-GTS.indication parameters (continued)

Name Type Valid range Description

KeyldMode Integer 0x00-0x03 If the primitive was generated when a GTS
deallocation is initiated by the PAN
coordinator jtself this parameter is ignared

If the primitive was generated whenever a
GTS is allocated or deallocated following
the reception of a GTS request command:

The mode used to identify the key.
purportedly used by the originator of the
received frame (see Table'96!in 7.6.2.2.2).
This parameter is invalid'if the
SecurityLevel parameter is set to 0x00.

KeySource Setof0,4,0r8 | Asspecified by the If the primitive was generated when a GTS
octets KeyldMode parameter | deallocationnSiinitiated by the PAN
coordinator,jtself, this parameter is ignored.

If the primitive was generated whenever a
GTSJis allocated or deallocated following
the reception of a GTS request command:

The originator of the key purportedly used
by the originator of the received frame (see
7.6.2.4.1). This parameter is invalid if the
KeyldMode parameter is invalid or set to
0x00.

KeylIndex Integer 0x01<0xff If the primitive was generated when a GTS
deallocation is initiated by the PAN
coordinator itself, this parameter is ignored.

If the primitive was generated whenever a
GTS is allocated or deallocated following
the reception of a GTS request command:

The index of the key purportedly used by the
originator of the received frame (see
7.6.2.4.2). This parameter is invalid if the
KeyldMode parameter is invalid or set to
0x00.

7.10.3.2 When generated

The MLME-GTS.indication primitive is generated by the MLME of the PAN coordinator to its next highe
layerwhenevera-GFS-isaHeocated-ordealocatedfoHowing-the-reception-of o GFSrequest-command{sed
7.3.9) by the MLME. The MLME of the PAN coordinator also generates this primitive when a GTS
deallocation is initiated by the PAN coordinator itself. The Characteristics Type field in the
GTSCharacteristics parameter will be equal to one if a GTS has been allocated or zero if a GTS has been

deallocated.

This primitive is generated by the MLME of a device and issued to its next higher layer when the PAN
coordinator has deallocated one of its GTSs. In this case, the Characteristics Type field of the
GTSCharacteristics parameter is equal to zero.
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7.1.7.3.3 Appropriate usage

On receipt of the MLME-GTS.indication primitive the next higher layer is notified of the allocation or de-
allocation of a GTS.

7.1.7.4 GTS management message sequence charts

Figure 34 and Figure 35 illustrate the sequence of messages necessary for successful GTS management. The
first depicts the message flow for the case in which the device initiates the GTS allocation. The)Secong
depicts the message flow for the two cases for which a GTS deallocation occurs, first, by a device (a) and
second, by the PAN coordinator (b).

Figure 34—Message sequence-ghart for GTS allocation initiated by a device

Device Device PAN Coordinator PAN Coordinator
next higher layer MLME MLME next higher layer
a)
MLME-GTS.request
GTSrequest
Acknowledgement
_MLME-GTS.confirm MLME-GTS.indication

b)

_MLME-GTS.request

MLME-GTS.confirm

_ Beacon (with GTSdescriptor)

MLME-GTS.indication

Figure 35—Message sequence chart for GTS deallocation initiated by a device (a) and the
PAN coordinator (b)
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MLME-SAP orphan notification primitives define how a coordinator can issue a notification of an orphaned

device.

These orphan notification primitives are optional for an RFD.

MLME-ORPHAN.indication

Table 61—MLME*ORPHAN.indication parameters

7.1.8.1 MLME-ORPHAN.indication

The MLME-ORPHAN.indication primitive allows the MLME of a coordinator to notify the next’highe
layer of the presence of an orphaned device.

7.1.8.1.1 Semantics of the service primitive

The semantics of the MLME-ORPHAN.indication primitive are as follows:

(

OrphanAddress,
SecurityLevel,
KeyldMode,
KeySource,
Keylndex

)

Table 61 specifies the parameters for the MLME-QRRHAN.indication primitive.

Name Type Valid range Description
OrphanAddress | Device Extended 64-bit The address of the orphaned device.
address IEEE address
SecurityLevel Integer 0x00-0x07 The security level purportedly used by the received
MAC command frame (see Table 95 in 7.6.2.2.1).
KeyldMode Integer 0x00-0x03 The mode used to identify the key purportedly used
by the originator of the received frame (see Table 96
in 7.6.2.2.2). This parameter is invalid if the
SecurityLevel parameter is set to 0x00.
KeySource Set of 0, 4, or As specified by the | The originator of the key purportedly used by the
8 octets KeyldMode originator of the received frame (see 7.6.2.4.1). This
parameter parameter is invalid if the KeyldMode parameter is
invalid or set to 0x00.
KeylIndex Integer 0x01-0xff The index of the key purportedly used by the

originator of the received frame (see 7.6.2.4.2). This
parameter is invalid if the KeyldMode parameter is
invalid or set to 0x00.

7.1.8.1.2 When generated

The MLME-ORPHAN.indication primitive is generated by the MLME of a coordinator and issued to its
next higher layer on receipt of an orphan notification command (see 7.3.6).
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7.1.8.1.3 Appropriate usage

The effect on receipt of the MLME-ORPHAN.indication primitive is that the next higher layer is notified of
the orphaned device. The next higher layer then determines whether the device was previously associated
and issues the MLME-ORPHAN.response primitive to the MLME with its decision (see 7.5.2.1.4).

If the device was previously associated with the coordinator, it will send the MLME-ORPHAN.responsg
primitive with the AssociatedMember parameter set to TRUE and the ShortAddress parameter set-to\thq
corresponding 16-bit short address allocated to the orphaned device. If the device was not previeusly
associated with the coordinator, it will send the MLME-ORPHAN.response primitive hwith the
AssociatedMember parameter set to FALSE.

7.1.8.2 MLME-ORPHAN.response

The MLME-ORPHAN.response primitive allows the next higher layer of a coordinator to respond to the
MLME-ORPHAN.indication primitive.

7.1.8.2.1 Semantics of the service primitive

The semantics of the MLME-ORPHAN.response primitive are‘as-follows:

MLME-ORPHAN.response (
OrphanAddress,
ShortAddress,
AssociatedMember,
SecurityLevel,
KeyldMode,
KeySource,
Keylndex

)

Table 62 specifies the parameters for the MLME-ORPHAN.response primitive.

Table 62—MLME-ORPHAN.response parameters

Namme Type Valid range Description
OrphanAddress Device Extended 64-bit The address of the orphaned device.
address IEEE address
ShortAddress Integer 0x0000-0xffff The 16-bit short address allocated to the orphaned

104

teviceifitisassoctatecwithrthiscoordinator—The
special short address 0xfffe indicates that no short
address was allocated, and the device will use its
64-bit extended address in all communications. If the
device was not associated with this coordinator, this
field will contain the value Oxffff and be ignored on
receipt.

AssociatedMember | Boolean TRUE or FALSE TRUE if the orphaned device is associated with this
coordinator or FALSE otherwise.

SecurityLevel Integer 0x00-0x07 The security level to be used (see Table 95 in
7.6.2.2.1).
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Table 62—MLME-ORPHAN.response parameters (continued)

Name Type Valid range Description

KeyldMode Integer 0x00-0x03 The mode used to identify the key to be used (see
Table 96 in 7.6.2.2.2). This parameter is ignored if the
Securityl evel parameter is set to 0x00

KeySource Set of 0, As specified by the | The originator of the key to be used (see 7.6.2.4.1).
4,0r8 KeyldMode This parameter is ignored if the KeyldMode
octets parameter parameter is ignored or set to 0x00.

KeylIndex Integer 0x01-0xff The index of the key to be used (see 7.6.2.4y2). This

parameter is ignored if the KeyldMode parameter is
ignored or set to 0x00.

7.1.8.2.2 Appropriate usage

The MLME-ORPHAN.response primitive is generated by the next higher layer and issued to its MLME
when it reaches a decision about whether the orphaned device indicated/in"the MLME-ORPHAN.indicatior
primitive is associated.

7.1.8.2.3 Effect on receipt

If the AssociatedMember parameter is set to TRUE, the~0kphaned device is associated with the coordinator
In this case, the MLME generates and sends the<coordinator realignment command (see 7.3.8) to thq
orphaned device containing the value of the ShortAddress field. This command is sent in the CAP if thg
coordinator is on a beacon-enabled PAN or immediately otherwise. If the AssociatedMember parameter is
set to FALSE, the orphaned device is not associated with the coordinator and this primitive will be ignored
If the orphaned device does not receive-the coordinator realignment command following its orphar
notification within macResponseWaitTirme symbols, it will assume it is not associated to any coordinator ir
range.

If the SecurityLevel parametet-is set to a valid value other than 0x00, indicating that security is required fo
this frame, the MLME wilkset the Security Enabled subfield of the Frame Control field to one. The MAQ
sublayer will perform ‘eutgoing processing on the frame based on the OrphanAddress, SecuritylLevel
KeyldMode, KeySaurce, and Keylndex parameters, as described in 7.5.8.2.1. If any error occurs during
outgoing frameprocessing, the MLME will discard the frame and issue the MLME-COMM
STATUS.indication primitive with the error status returned by outgoing frame processing.

If the €SMA-CA algorithm failed due to adverse conditions on the channel, the MAC sublayer wil
discard-the frame and issue the MLME-COMM-STATUS.indication primitive with a status ol
CHANNEL_ACCESS_FAILURE.

acknowledgment from the recipient (see 7.5.6.4). If the MAC sublayer does not receive an acknowledgment
from the recipient, it will discard the frame and issue the MLME-COMM-STATUS.indication primitive
with a status of NO_ACK.

If the frame was successfully transmitted and an acknowledgment was received, if requested, the MAC
sublayer will issue the MLME-COMM-STATUS.indication primitive with a status of SUCCESS.

If any parameter in the MLME-ORPHAN.response primitive is not supported or is out of range, the

MAC sublayer will issue the MLME-COMM-STATUS.indication primitive with a status of
INVALID_PARAMETER.
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7.1.8.3 Orphan notification message sequence chart

Figure 36 illustrates the sequence of messages necessary for a coordinator to issue a notification of an

orphaned device.

reset operation.

7.1.9.1 MLME-RESET.request

MLME-RESET.request

Figure 36—Message sequence chart for erphan notification

7.1.9 Primitives for resetting the MAC sublayer
MLME-SAP reset primitives specify how to reset thé MAC sublayer to its default values.

All devices shall provide an interface for these reset primitives.

The MLME-RESET.request primitive allows the next higher layer to request that the MLME performs 3

7.1.9.1.1 Semantics ef’the service primitive

The semantics of the MLME-RESET.request primitive are as follows:

(

SetDefaultPIB

)

Table 63 specifies the parameter for the MLME-RESET .request primitive.

Table 63—MLME-RESET.request parameter

Name

Type

Valid range

Description

SetDefaultPIB

Boolean

TRUE or FALSE

If TRUE, the MAC sublayer is reset, and all MAC
PIB attributes are set to their default values. If
FALSE, the MAC sublayer is reset, but all MAC PIB
attributes retain their values prior to the generation of
the MLME-RESET.request primitive.

106

© IEEE 2010 - All rights reserved


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

7.1.9.1.2 Appropriate usage

The MLME-RESET.request primitive is generated by the next higher layer and issued to the MLME to
request a reset of the MAC sublayer to its initial conditions. The MLME-RESET .request primitive is issued
prior to the use of the MLME-START.request or the MLME-ASSOCIATE.request primitives.

—7- 1971 3 Effectomreceipt
On receipt of the MLME-RESET .request primitive, the MLME issues the PLME-SET-TRX-STATE:feques
primitive with a state of FORCE_TRX OFF. On receipt of the PLME-SEJ*TRX
STATE.confirm primitive, the MAC sublayer is then set to its initial conditions, clearing.all interna
variables to their default values. If the SetDefaultPIB parameter is set to TRUE, the MAC PIB. attributes are
set to their default values.
The MLME-RESET.confirm primitive with a status of SUCCESS is issued on completion.
7.1.9.2 MLME-RESET.confirm
The MLME-RESET.confirm primitive reports the results of the reset.Qperation.
7.1.9.2.1 Semantics of the service primitive

The semantics of the MLME-RESET.confirm primitive afe as follows:

MLME-RESET.confirm (
status

)

Table 64 specifies the parameter for the IMLME-RESET.confirm primitive.

Table’ 64—MLME-RESET.confirm parameter

Name Type Valid range Description

status Enumeration | SUCCESS The result of the reset operation.

7.1.9.222 When generated

ThesMLME-RESET.confirm primitive is generated by the MLME and issued to its next higher layer in
response to an MLME-RESET.request primitive and following the receipt of the PLME-SET-TRX
STATE.confirm primitive.

7.1.9.2.3 Appropriate usage
On receipt of the MLME-RESET.confirm primitive, the next higher layer is notified of its request to reset

the MAC sublayer. This primitive returns a status of SUCCESS indicating that the request to reset the MAC
sublayer was successful.
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7.1.10 Primitives for specifying the receiver enable time

MLME-SAP receiver state primitives define how a device can enable or disable the receiver at a given time.

These receiver state primitives are optional.

7.1.10.1 MLME-RX-ENABLE.request

The MLME-RX-ENABLE.request primitive allows the next higher layer to request that the receiver is eithe
enabled for a finite period of time or disabled.

7.1.10.1.1 Semantics of the service primitive

The semantics of the MLME-RX-ENABLE.request primitive are as follows:

MLME-RX-ENABLE.request (
DeferPermit,
RxOnTime,
RxOnDuration

)

Table 65 specifies the parameters for the MLME-RX-ENABLE.request primitive.

Table 65—MLME-RX-ENABLE.request parameters

Name Type Valid range Description

DeferPermit Boolean TRUE or FALSE TRUE if the requested operation can be deferred until
the next superframe if the requested time has already
passed. FALSE if the requested operation is only to be
attempted in the current superframe. This parameter is
ignored for nonbeacon-enabled PANS.

If the issuing device is the PAN coordinator, the term
superframe refers to its own superframe. Otherwise,
the term refers to the superframe of the coordinator
through which the issuing device is associated.

Rx@nTime Integer 0x000000-0xffffff The number of symbols measured from the start of the
superframe before the receiver is to be enabled or
disabled. This is a 24-bit value, and the precision of
this value shall be a minimum of 20 bits, with the

108

lowest 4 bits hning the least cignifipnnf_ This

parameter is ignored for nonbeacon-enabled PANS.

If the issuing device is the PAN coordinator, the term
superframe refers to its own superframe. Otherwise,
the term refers to the superframe of the coordinator
through which the issuing device is associated.

RxOnDuration Integer 0x000000-0xffffff The number of symbols for which the receiver is to be
enabled.

If this parameter is equal to 0x000000, the receiver is
to be disabled.
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7.1.10.1.2 Appropriate usage

The MLME-RX-ENABLE.request primitive is generated by the next higher layer and issued to the MLME
to enable the receiver for a fixed duration, at a time relative to the start of the current or next superframe on
a beacon-enabled PAN or immediately on a nonbeacon-enabled PAN. This primitive may also be generated
to cancel a previously generated request to enable the receiver. The receiver is enabled or disabled exactly

S "
UTILE U PJIimimrve TTyucot.

7.1.10.1.3 Effect on receipt

The MLME will treat the request to enable or disable the receiver as secondary to other responsibilities of
the device (e.g., GTSs, coordinator beacon tracking, beacon transmissions). When the primitive is issued tg
enable the receiver, the device will enable its receiver until either the device has a conflicting responsibility
or the time specified by RxOnDuration has expired. In the case of a conflicting responsibility, the devicg
will interrupt the receive operation. After the completion of the interrupting operatien, the RxOnDuratior]
will be checked to determine whether the time has expired. If so, the operation”is complete. If not, the
receiver is re-enabled until either the device has another conflicting responsibility or the time specified by
RxOnDuration has expired. When the primitive is issued to disable the réceiver, the device will disable its
receiver unless the device has a conflicting responsibility.

On a nonbeacon-enabled PAN, the MLME ignores the DeferPerimit and RxOnTime parameters and requests
that the PHY enable or disable the receiver immediately. If the request is to enable the receiver, the receive
will remain enabled until RxOnDuration symbols have elapsed.

Before attempting to enable the receiver on a beacon-enabled PAN, the MLME first determines whethe
(RxOnTime + RxOnDuration) is less than the~beacon interval, as defined by macBeaconOrder. Ii
(RxOnTime + RxOnDuration) is not less than“the beacon interval, the MLME issues the MLME-RX
ENABLE.confirm primitive with a status of ON_TIME_TOO_LONG.

The MLME then determines whethérsthe receiver can be enabled in the current superframe. The PAN
coordinator issuing this primitive.makes the determination based on its own superframe. A device that is no
the PAN coordinator makes the'determination based on the superframe of the coordinator through which it is
associated. If the current pumber of symbols measured from the start of the superframe is less than
(RxOnTime — aTurnargundTime), the MLME attempts to enable the receiver in the current superframe. I
the current number of Ssymbols measured from the start of the superframe is greater than or equal tg
(RxOnTime — aTurnaroundTime) and DeferPermit is equal to TRUE, the MLME defers until the nex
superframe and‘attempts to enable the receiver in that superframe. Otherwise, if the MLME cannot enablg
the receiver_in-the current superframe and is not permitted to defer the receive operation until the nex
superframe;the MLME issues the MLME-RX-ENABLE.confirm primitive with a status of PAST_TIME.

If thesRxOnDuration parameter is equal to zero, the MLME requests that the PHY disable its receiver.

If any parameter in the MLME-RX-ENABLE.request primitive is not supported or is out of range, the MAQ
sublayer will issue the MLME-RX-ENABLE.confirm primitive with a status of INVALID_PARAMETER.

If the request to enable or disable the receiver was successful, the MLME issues the MLME-RX-
ENABLE.confirm primitive with a status of SUCCESS.
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7.1.10.2 MLME-RX-ENABLE.confirm

The MLME-RX-ENABLE.confirm primitive reports the results of the attempt to enable or disable the
receiver.

7.1.10.2.1 Semantics of the service primitive

The semantics of the MLME-RX-ENABLE.confirm primitive are as follows:

MLME-RX-ENABLE.confirm (
status

)

Table 66 specifies the parameter for the MLME-RX-ENABLE.confirm primitive.

Table 66—MLME-RX-ENABLE.confirm parameter

Name Type Valid range Description
status Enumeration | SUCCESS, Theresult of the request to enable or disable the
PAST TIME, receiver.

ON_TIME_TOO_LONG or
INVALID_PARAMETER

7.1.10.2.2 When generated

The MLME-RX-ENABLE.confirm primitive is generated by the MLME and issued to its next higher laye
in response to an MLME-RX-ENABLErequest primitive.

7.1.10.2.3 Appropriate usage

On receipt of the MLME-RX*ENABLE.confirm primitive, the next higher layer is notified of its request td
enable or disable the receiver. This primitive returns a status of either SUCCESS, if the request to enable o
disable the receiverswas successful, or the appropriate error code. The status values are fully described in
7.1.10.1.3.

7.1.10.3 Message sequence chart for changing the state of the receiver

Figure 37 illustrates the sequence of messages necessary for enabling the receiver for a fixed duration wher
the'device does not have any conflicting responsibilities. Figure 37a illustrates the case for a beacon-enableg
PAN where it is assumed both that the MLME-RX-ENABLE.request has been received by the MLMH

without sufficient time availahle to enable the receiver in the current QIIInFII’fFT—ImP and that the DeferPermi
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parameter is TRUE. Figure 37b illustrates the case for a nonbeacon-enabled PAN where the receiver is
enabled immediately.
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Next higher MLME
layer

a) MLME-RX-ENABLE.request
(DeferPermit, RxOnTime, RxOnDuration) |

PD-DATA.indication (Beacon frame)

(RxOnTime - aTurnaroundTime) PLME-SET-TRX-STATE. request

(RX_ON) .
MLME-RX-ENABLE confirm PLME-SET-TRX-STATE.confirm
[SUCCESS) : (SUCCESS)
(RxOnDuration) PLME-SET-TR&-STATE.request
(TRX_OFF)_
PLME-SET-TRX4STATE.confirm
 (SUCCESS)
b) MLME-RX-ENABLE.request
(DeferPermit, RxOnTime,RxOnDurationV PLME-SET-TRX-STATE.request
(RX_ON)_
MLME-RX-ENABLE confirm PLME-SET-TRX-STATE.confirm
fSUcoEss) : {SUCCESS)
(RxOnDuration) PLME-SET-TRX-STATE.request
(TRX_OFF)
PLME-SET-TRX-STATE.confirm
(SUCCESS)
— ——

Figure-37—Message sequence chart for changing the state of the receiver

7.1.11 Primitives for channel scanning

MLME-SAP scan primitives define how a device can determine the energy usage or the presence or absencg

of PANs in a communications channel.
All devices shall provide an interface for these scan primitives.

7.1.11.1 MLME-SCAN.request

The MLME-SCAN.request primitive is used to initiate a channel scan over a given list of channels. A device
can use a channel scan to measure the energy on the channel, search for the coordinator with which it
associated, or search for all coordinators transmitting beacon frames within the POS of the scanning device.
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7.1.11.1.1 Semantics of the service primitive

The semantics of the MLME-SCAN.request primitive are as follows:

MLME-SCAN.request (
ScanType,
ScanChannels
ScanDuration,
ChannelPage,
SecurityLevel,
KeyldMode,
KeySource,
KeyIndex

)

Table 67 specifies the parameters for the MLME-SCAN.request primitive.

Table 67—MLME-SCAN.request parameters

Name Type Valid range Description

ScanType Integer 0x00-0x03 Indicates the type of scan performed:

0x00 = ED scan (optional for RFD).
0x01 = active scan (optional for RFD).
0x02 = passive scan.

0x03 = orphan scan.

ScanChannels Bitmap 27-bitfield The 27 bits (bg, by,... byg) indicate which
channels are to be scanned (1 = scan, 0 = do not
scan) for each of the 27 channels supported by
the ChannelPage parameter.

ScanDuration Integer 0-14 A value used to calculate the length of time to
spend scanning each channel for ED, active,
and passive scans. This parameter is ignored for
orphan scans.

The time spent scanning each channel is
[aBaseSuperframeDuration * (2" + 1)]
symbols, where n is the value of the
ScanDuration parameter.

ChannelPage Integer 0-31 The channel page on which to perform the scan
(see 6.1.2).

SecurityLevel Integer 0x00-0x07 The security level to be used (see Table 95 in
7.6.2.2.1).

KeyldMode Integer 0x00-0x03 The mode used to identify the key to be used

(see Table 96 in 7.6.2.2.2). This parameter is
ignored if the SecurityLevel parameter is set to
0x00.
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Table 67—MLME-SCAN.request parameters (continued)

Name Type Valid range Description

KeySource Set of 0, 4, As specified by the The originator of the key to be used (see
or 8 octets KeyldMode parameter 7.6.2.4.1). This parameter is ignored if the
KeyldMade parameter is ignored or set to 0x00

Keylndex Integer 0x01-0xff The index of the key to be used (see 7.6.2.4.2).
This parameter is ignored if the KeyldMode
parameter is ignored or set to 0x00.

7.1.11.1.2 Appropriate usage

The MLME-SCAN.request primitive is generated by the next higher layer and issued to its MLME tg
initiate a channel scan to search for activity within the POS of the device. ThiS\primitive can be used tg
perform an ED scan to determine channel usage, an active or passive Scan to locate beacon frames
containing any PAN identifier, or an orphan scan to locate a PANto\which the device is currently
associated. See 7.5.2.1 for a description of each type of scan in detail,

All devices shall be capable of performing passive scans and otphan scans; ED scans and active scans arg
optional for an RFD. However, an RFD may support active scanning to participate in a nonbeacon-enableg
network.

7.1.11.1.3 Effect on receipt

If the MLME receives the MLME-SCAN.reguést primitive while performing a previously initiated scar]
operation, it issues the MLME-SCAN.confirm primitive with a status of SCAN_IN_PROGRESS
Otherwise, the MLME initiates a scan inall channels specified in the ScanChannels parameter.

The ED scan is performed on_each channel by the MLME repeatedly issuing the PLME-ED.reques
primitive to the PHY until [aBaseSuperframeDuration * (2" + 1)] symbols, where n is the value of thq
ScanDuration parameter, have'elapsed. The MLME notes the maximum energy measurement and moves or]
to the next channel in the channel list. See 7.5.2.1.1 for more detailed information on the ED channel scan
procedure.

The active scan jis’performed on each channel by the MLME first sending a beacon request command (se€
7.3.7). The MLME then enables the receiver and records the information contained in each received beacor
in a PANvdescriptor structure (see Table 55 in 7.1.5.1.1). The active scan on a particular channel terminates
when( the number of PAN descriptors stored equals an implementation-specified maximum or wher
[aBaseSuperframeDuration * (2" + 1)] symbols, where n is the value of the ScanDuration parameter, have
elapsed, whichever comes first. See 7.5.2.1.2 for more detailed information on the active channel scan
procedure.

The passive scan is performed on each channel by the MLME enabling its receiver and recording the
information contained in each received beacon in a PAN descriptor structure (see Table 55in 7.1.5.1.1). The
passive scan on a particular channel terminates when the number of PAN descriptors stored equals an
implementation-specified maximum or when [aBaseSuperframeDuration * (2" + 1)] symbols, where n is the
value of the ScanDuration parameter, have elapsed, whichever comes first. See 7.5.2.1.3 for more detailed
information on the passive channel scan procedure.

The orphan scan is performed on each channel by the MLME first sending an orphan notification command
(see 7.3.6). If the device receives a coordinator realignment command in return, the MLME will disable its
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receiver. Otherwise, the scan is repeated on the next channel in the channel list. See 7.5.2.1.4 for more
detailed information on the orphan channel scan procedure.

The SecurityLevel, KeyldMode, KeySource, and Keylndex parameters are used only in an orphan scan.

If the SecurityLevel parameter is set to a valid value other than 0x00, indicating that security is required for
i : i e . I fiete-oft : ot :
sublayer will perform outgoing processing on the frame based on macCoordExtendedAddressy, the
SecurityLevel, KeyldMode, KeySource, and Keylndex parameters, as described in 7.5.8.2.1. If any_ erro
occurs during outgoing frame processing, the MLME will discard the frame and issue the' MLME
SCAN.confirm primitive with the error status returned by outgoing frame processing.

The results of an ED scan are recorded in a list of ED values and reported to the next higher layer through
the MLME-SCAN.confirm primitive with a status of SUCCESS.

The results of an active or passive scan are reported to the next higher{layer through the MLME
SCAN.confirm primitive. If the scan is successful and macAutoRequest is setto' TRUE, the primitive results
will include a set of PAN descriptor values. If the scan is successful and macAutoRequest is set to FALSE
the primitive results will contain a null set of PAN descriptor values;.each PAN descriptor value will be sen
individually to the next higher layer using separate MLME-BEACON-NOTIFY (see 7.1.5.1) primitives. In
both cases, the MLME-SCAN.confirm primitive will contain gist of unscanned channels and a status of
SUCCESS.

If, during an active scan, the MLME is unable to transmit a beacon request command on a channel specified
by the ScanChannels parameter due to a channel“dccess failure, the channel will appear in the list of
unscanned channels returned by the MLME-SCAN.confirm primitive. If the MLME was able to send &
beacon request command on at least one of“the channels but no beacons were found, the MLME
SCAN.confirm primitive will contain a.null”"set of PAN descriptor values, regardless of the value of
macAutoRequest, and a status of NO_BEACON.

The results of an orphan scan are teported to the next higher layer through the MLME-SCAN.confirm
primitive. If successful, the MLME-SCAN.confirm primitive will contain a status of SUCCESS. If thq
MLME is unable to transmit an orphan notification command on a channel specified by the ScanChanneld
parameter due to a channelaccess failure, the channel will appear in the list of unscanned channels returned
by the MLME-SCAN:confirm primitive. If the MLME was able to send an orphan notification command or]
at least one of thesghannels but the device did not receive a coordinator realignment command, the MLME
SCAN.confirm. primitive will contain a status of NO_BEACON. In this case, the PANDescriptorList and
EnergyDetectlist parameters of the MLME-SCAN.confirm primitive are null.

If, during an ED, active, or passive scan, the implementation-specified maximum is reached thus terminating
thessean procedure, the MAC sublayer will issue the MLME-SCAN.confirm primitive with a status of
LIMIT_REACHED.

If any parameter in the MLME-SCAN.request primitive is not supported or is out of range, the MAC
sublayer will issue the MLME-SCAN.confirm primitive with a status of INVALID_PARAMETER.

7.1.11.2 MLME-SCAN.confirm
The MLME-SCAN.confirm primitive reports the result of the channel scan request.
7.1.11.2.1 Semantics of the service primitive

The semantics of the MLME-SCAN.confirm primitive are as follows:
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MLME-SCAN.confirm (
status,
ScanType,
ChannelPage,
UnscannedChannels,
ResultListSize,
eEnergyDetectList,
PANDescriptorList

)

Table 68 specifies the parameters for the MLME-SCAN.confirm primitive.

Table 68—MLME-SCAN.confirm parameters

Name Type Valid range Description
status Enumeration SUCCESS, LIMIT_REACHED, |, Thestatus of the scan request.
NO_BEACON,

SCAN_IN_PROGRESS,
COUNTER_ERROR,
FRAME_TOO_LONG,
UNAVAILABLE_KEY;
UNSUPPORTED_SECURITY
or INVALID_PARAMETER

ScanType Integer 0x00-0x03 Indicates the type of scan performed:

0x00 = ED scan (optional for RFD).
0x01 = active scan (optional for RFD).
0x02 = passive scan.

0x03 = orphan scan.

ChannelPage Integer 0-31 The channel page on which the scan
was performed (see 6.1.2).

UnscannedChannels | Bitmap 27 bit field Indicates which channels given in the
request were not scanned (1 = not
scanned, 0 = scanned or not
requested). This parameter is not valid
for ED scans.

ResultListSize Integer Implementation specific The number of elements returned in
the appropriate result lists. This value
is zero for the result of an orphan scan.

EfergyDetectList List of integers | 0x00-0xff for each integer The list of energy measurements, one
for each channel searched during an
ED scan. This parameter is null for
aCtive, passive, and orphan scars.

PANDescriptorList List of See Table 55 The list of PAN descriptors, one for
PAN descriptor each beacon found during an active or
values passive scan if macAutoRequest is set

to TRUE. This parameter is null for
ED and orphan scans or when
macAutoRequest is set to FALSE
during an active or passive scan.
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7.1.11.2.2 When generated

The MLME-SCAN.confirm primitive is generated by the MLME and issued to its next higher layer when
the channel scan initiated with the MLME-SCAN.request primitive has completed. If the MLME-
SCAN.request primitive requested an active, passive, or orphan scan, the EnergyDetectList parameter will
be null. If the MLME-SCAN.request primitive requested an ED or orphan scan, the PANDescriptorList
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passive scan with macAutoRequest set to FALSE. If the MLME-SCAN.request primitive requested\ar
orphan scan, the ResultListSize parameter will be set to zero.

The MLME-SCAN.confirm primitive returns a status of either SUCCESS, indicating that the requested scan
was successful, or the appropriate error code. The status values are fully described in’.1.11.1.3 ang
subclauses referenced by 7.1.11.1.3.

7.1.11.2.3 Appropriate usage

On receipt of the MLME-SCAN.confirm primitive, the next higher layer is notifiéd of the results of the scar
procedure. If the requested scan was successful, the status parameter will e set to SUCCESS. Otherwise
the status parameter indicates the error.

7.1.11.3 Channel scan message sequence charts

Figure 79, Figure 82, Figure 83, and Figure 86 (see 7.7), illustrate the sequence of messages necessary ta
perform an ED scan, a passive scan, an active scan, and-af orphan scan, respectively. These figures include
steps taken by the PHY.

7.1.12 Communication status primitive

The MLME-SAP communication status primitive defines how the MLME communicates to the next highe
layer about transmission status, when-the transmission was instigated by a response primitive, and abou
security errors on incoming packets,

All devices shall provide an interface for this communication status primitive.

7.1.12.1 MLME-COMM/STATUS.indication

The MLME-COMM-STATUS.indication primitive allows the MLME to indicate a communications status.
7.1.12.1.1'Semantics of the service primitive

The.semantics of the MLME-COMM-STATUS.indication primitive are as follows:

MLME-COMM-STATUS.indication (
PANId,
SrcAddrMode,
SrcAddr,
DstAddrMode,
DstAddr,
status,
SecurityLevel,
KeyldMode,
KeySource,
KeylIndex

)
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Table 69 specifies the parameters for the MLME-COMM-STATUS.indication primitive.

Table 69—MLME-COMM-STATUS.indication parameters

Name Type Valid range Description

PANId Integer 0x0000-0xffff The 16-bit PAN identifier of the device
from which the frame was received-or to
which the frame was being sent.

SrcAddrMode | Integer 0x00-0x03 The source addressing mode_for this
primitive. This value canltake one of the
following values:

0 =no address (addressing fields
omitted).

0x01 = reserved.

0x02 = 46-bit short address.
0x03.='64-bit extended address.

SrcAddr Device As specified by the Theindividual device address of the
address SrcAddrMode entity from which the frame causing the
parameter error originated.
DstAddrMode | Integer 0x00-0x03 The destination addressing mode for this

primitive. This value can take one of the
following values:

0x00 = no address (addressing fields
omitted).

0x01 = reserved.

0x02 = 16-bit short address.

0x03 = 64-bit extended address.

DstAddr Device As spécified by the The individual device address of the
address DstAddrMode device for which the frame was intended.
parameter
status Enumeratiofy| SUCCESS, The communications status.

TRANSACTION_OVERFLOW,
TRANSACTION_EXPIRED,
CHANNEL_ACCESS_FAILURE,
NO_ACK, COUNTER_ERROR,
FRAME_TOO_LONG,
IMPROPER_KEY_TYPE,
IMPROPER_SECURITY_LEVEL,
SECURITY_ERROR,
UNAVAILABLE_KEY,
UNSUPPORTED_LEGACY,
UNSUPPORTED_SECURITY or
INVALID PARAMETER
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Table 69—MLME-COMM-STATUS.indication parameters (continued)

Name

Type

Valid range

Description

SecurityLevel

Integer

0x00-0x07

If the primitive was generated following
a transmission instigated through a
response primitive:

The security level to be used (see
Table 95in 7.6.2.2.1).

If the primitive was generated,on receipt
of a frame that generates an’error in its
security processing:

The security level*purportedly used by
the received frame’(see Table 95 in
7.6.2.2.1),

KeyldMode

Integer

0x00-0x03

If the prifnitive was generated following
a transmission instigated through a
résponse primitive:

The mode used to identify the key to be
used (see Table 96 in 7.6.2.2.2). This
parameter is ignored if the SecurityLevel
parameter is set to 0x00.

If the primitive was generated on receipt
of a frame that generates an error in its
security processing:

The mode used to identify the key
purportedly used by the originator of the
received frame (see Table 96 in
7.6.2.2.2). This parameter is invalid if the
SecurityLevel parameter is set to 0x00.

KeySource

Set of 0, 4,
or 8 octets

As specified by the KeyldMode
parameter

If the primitive was generated following
a transmission instigated through a
response primitive:

The originator of the key to be used (see
7.6.2.4.1). This parameter is ignored if
the KeyldMode parameter is ignored or
set to 0x00.

If the primitive was generated on receipt
of a frame that generates an error in its
security processing:

The originator of the key purportedly

used by the originator of the received
frame (see 7.6.2.4.1). This parameter is
invalid if the KeyldMode parameter is
invalid or set to 0x00.
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Table 69—MLME-COMM-STATUS.indication parameters (continued)

Name Type Valid range Description

KeyIndex Integer 0x01-0xff If the primitive was generated following
a transmission instigated through a
response primitive:

The index of the key to be used (see
7.6.2.4.2). This parameter is ignared.if
the KeyldMode parameter is ignored or
set to 0x00.

If the primitive was generated on receipt
of a frame that generates’an error in its
security processing:

The index ofthe key purportedly used by
the originator of the received frame (see
7.6.2.4:2)/This parameter is invalid if the
KeyldMode parameter is invalid or set to
0x00.

7.1.12.1.2 When generated

The MLME-COMM-STATUS.indication primitive isQenerated by the MLME and issued to its next highe
layer either following a transmission instigated throdgh a response primitive or on receipt of a frame thal
generates an error in its security processing (see 75.8.2.3).

The MLME-COMM-STATUS.indication<primitive is generated by the MAC sublayer entity following
either the MLME-ASSOCIATE.response primitive or the MLME-ORPHAN.response primitive. This
primitive returns a status of either SUECESS, indicating that the request to transmit was successful, an erro
code of TRANSACTION_OVERFLOW, TRANSACTION_EXPIRED, CHANNEL_ACCESS_FAILURE
NO_ACK or INVALID_PARAMETER (these status values are fully described in 7.1.3.3.3 and 7.1.8.2.3)
or an error code resulting from failed security processing (these status values are fully described in 7.5.8.2.1
and 7.5.8.2.3).

7.1.12.1.3 Appropriate usage

On receipt ‘'of-the MLME-COMM-STATUS.indication primitive, the next higher layer is notified of the
communieation status of a transmission or notified of an error that has occurred during the secure processing
of incoming frame.

7:.1.13 Primitives for writing PIB attributes

MLME-SAP set primitives define how PIB attributes may be written.
All devices shall provide an interface for these set primitives.
7.1.13.1 MLME-SET.request

The MLME-SET.request primitive attempts to write the given value to the indicated PIB attribute.
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7.1.13.1.1 Semantics of the primitive

The semantics of the MLME-SET.request primitive are as follows:

MLME-SET.request (
PIBAttribute,

DID Atteibhitalnddas,
T TO7 XU iU tCTT IOt

PIBAttributeValue
)

Table 70 specifies the parameters for the MLME-SET.request primitive.

Table 70—MLME-SET.request parameters

Name Type Valid range Description
PIBAttribute Integer See Table 86 and The identifier of the PIB attribute to write.
Table 88
PIBAttributelndex | Integer Attribute specific; The index within the table of the specified
see Table 88 PIB attribute to write. This parameter is valid

only for MAC PIB attributes that are tables; it
is ignored when accessing PHY PIB

attributes.
PIBAttributeValue | Various Attribute specific; The value to write to the indicated PIB
see Table 86-and attribute.

Table 88

7.1.13.1.2 Appropriate usage

The MLME-SET .request primitive is generated by the next higher layer and issued to its MLME to write thg
indicated PIB attribute.

7.1.13.1.3 Effect @n receipt

On receipt of the MLME-SET .request primitive, the MLME checks to see if the PIB attribute is a MAC PIB
attribute or RHY PIB attribute. If the requested attribute is a MAC attribute, the MLME attempts to write thg
given value to the indicated MAC PIB attribute in its database. If the PIBAttribute parameter specifies ar
attribute that is a read-only attribute (see Table 86 and Table 88), the MLME will issue the MLME
SET.confirm primitive with a status of READ_ONLY. If the PIBAttribute parameter specifies an attributg
that is not found in the database, the MLME will issue the MLME-SET.confirm primitive with a status of
UNSUPPORTED ATTRIBUTE If the PIRAttributelndex parameter specifies an index for a tahle that id
out of range, the MLME will issue the MLME-SET.confirm primitive with a status of INVALID_INDEX. If
the PIBAttributeVValue parameter specifies a value that is out of the valid range for the given attribute, the
MLME will issue the MLME-SET.confirm primitive with a status of INVALID_PARAMETER. If the
requested MAC PIB attribute is successfully written, the MLME will issue the MLME-SET.confirm
primitive with a status of SUCCESS.

If the PIBAttribute parameter indicates that macBeaconPayloadLength is to be set and the length of the
resulting beacon frame exceeds aMaxPHYPacketSze (e.g., due to the additional overhead required for
security processing), the MAC sublayer shall not update macBeaconPayloadLength and will issue the
MLME-GET.confirm primitive with a status of INVALID_PARAMETER.
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If the requested attribute is a PHY PIB attribute, the request is passed to the PHY by issuing the PLME-
SET.request primitive. Once the MLME receives the PLME-SET.confirm primitive, it will translate the
received status value because the status values used by the PHY are not the same as those used by the
MLME (e.g., the status values for SUCCESS are 0x00 and 0x07 in the MAC and PHY enumeration tables,
respectively). Following the translation, the MLME will issue the MLME-SET.confirm primitive to the next
higher layer with the status parameter resulting from the translation and the PIBAttribute parameter equal to

that ratirnad b tha DI AL ~rioaidn o
O TCTOTTIC U IOy thC T VI [Tt ves

7.1.13.2 MLME-SET.confirm
The MLME-SET.confirm primitive reports the results of an attempt to write a value to a PIB attribute.
7.1.13.2.1 Semantics of the service primitive
The semantics of the MLME-SET.confirm primitive are as follows:
MLME-SET.confirm (
status,

PIBAttribute,
PIBAttributelndex

)

Table 71 specifies the parameters for the MLME-SET.confirm primitive.

Table 71—MLME-SET.confirm parameters

Name Type Valid range Description

status Enumeration | ,SUCCESS, READ_ONLY, The result of the request to write the
UNSUPPORTED_ATTRIBUTE, PIB attribute.

INVALID_INDEX or
INVALID_PARAMETER

PIBAttribute Integer See Table 86 and Table 88 The identifier of the PIB attribute that
was written.
PIBAttributeIndex<-\\Integer Attribute specific; The index within the table of the
see Table 88 specified PIB attribute to write. This

parameter is valid only for MAC PIB
attributes that are tables; it is ignored
when accessing PHY PIB attributes.

7,1.13.2.2 When generated

The MLME-SET.confirm primitive is generated by the MLME and issued to its next higher layer in
response to an MLME-SET.request primitive. The MLME-SET.confirm primitive returns a status of either
SUCCESS, indicating that the requested value was written to the indicated PIB attribute, or the appropriate
error code. The status values are fully described in 7.1.13.1.3.

7.1.13.2.3 Appropriate usage
On receipt of the MLME-SET .confirm primitive, the next higher layer is notified of the result of its request

to set the value of a PIB attribute. If the requested value was written to the indicated PIB attribute, the status
parameter will be set to SUCCESS. Otherwise, the status parameter indicates the error.
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7.1.14 Primitives for updating the superframe configuration

MLME-SAP start primitives define how an FFD can request to start using a new superframe configuration
in order to initiate a PAN, begin transmitting beacons on an already existing PAN, thus facilitating device
discovery, or to stop transmitting beacons.

Tese Start primitives are optional Tor an RFD.
7.1.14.1 MLME-START.request

The MLME-START.request primitive allows the PAN coordinator to initiate a new PAN or tovbegin using §
new superframe configuration. This primitive may also be used by a device already asseciated with ar
existing PAN to begin using a new superframe configuration.

7.1.14.1.1 Semantics of the service primitive

The semantics of the MLME-START .request primitive are as follows:

MLME-START.request

Table 72 specifies the parameters for the MLME-START.request primitive.

Table 72—MLME-START.request parameters

(
PANId,

LogicalChannel,
ChannelPage,

StartTime,

BeaconOrxder,
SuperframeOrder,
PANCoordinator,
BatteryLifeExtension,
CoordRealignment,
CoordRealignSecurityLevel,
CoordRealignKeyldMode,
CoordRealignKeySource,
CoordRealignKeylIndex,
BeaconSecurityLevel,
BeaconKeyldMode,
BeaconKeySource,
BeaconKeylIndex

)

122

Name Type Valid range Description
PANId Integer 0x0000-0xffff The PAN identifier to be used by the
device.

LogicalChannel Integer Selected from the available The logical channel on which to start
logical channels specified by | using the new superframe
the ChannelPage parameter configuration.

ChannelPage Integer Selected from the available The channel page on which to begin
channel pages supported by using the new superframe
the PHY (see 6.1.2) configuration.
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Table 72—MLME-START.request parameters (continued)

Name Type Valid range Description

StartTime Integer 0x000000-0xffffff The time at which to begin
transmitting beacons. If this
parameter is equal to 0x000000
beacon transmissions will begin
immediately. Otherwise, the specified
time is relative to the received beacon
of the coordinator with which the
device synchronizes.

This parameter is ignored if either the
BeaconOrder parametér has a value
of 15 or the PANCoordinator
parameter is TRUE.

The timeis’specified in symbols and
is rolnded to a backoff slot boundary.
Thisis a 24-bit value, and the
precision of this value shall be a
minimum of 20 bits, with the lowest 4
bits being the least significant.

BeaconOrder Integer 0-15 How often the beacon is to be
transmitted. A value of 15 indicates
that the coordinator will not transmit
periodic beacons.

See 7.5.1.1 for an explanation of the
relationship between the beacon order
and the beacon interval.

SuperframeOrder Integer 0-BOor 15 The length of the active portion of the
superframe, including the beacon
frame. If the BeaconOrder parameter
(BO) has a value of 15, this parameter
is ignored.

See 7.5.1.1 for an explanation of the
relationship between the superframe
order and the superframe duration.

PANCoordinator Boolean TRUE or FALSE I this value is TRUE, the device will
become the PAN coordinator of a new
PAN. If this value is FALSE, the
device will begin using a new
superframe configuration on the PAN
with which it is associated.

BatteryLifeExtension Boolean TRUE or FALSE If this value is TRUE, the receiver of
the beaconing device Is disabled
macBattLifeExtPeriods full backoff
periods after the interframe spacing
(IFS) period following the beacon
frame. If this value is FALSE, the
receiver of the beaconing device
remains enabled for the entire CAP.

This parameter is ignored if the
BeaconOrder parameter has a value
of 15.
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Table 72—MLME-START.request parameters (continued)

Name Type Valid range Description

CoordRealignment Boolean TRUE or FALSE TRUE if a coordinator realignment
command is to be transmitted prior to
changing the superframe
configuration or FALSE otherwise.

CoordRealignSecurity- Integer 0x00-0x07 The security level to be used for.
Level coordinator realignment command
frames (see Table 95 in 7,6.2.2.1).
CoordRealignKeyld- Integer 0x00-0x03 The mode used to identify the key to
Mode be used (see Table-96 in 7.6.2.2.2).

This parameter is-ignored if the
CoordRealignSecurityLevel
parameter4s-set to 0x00.

CoordRealignKey- Set of 0, 4, As specified by the The otigirator of the key to be used
Source or 8 octets CoordRealignKeyldMode (see\716.2.4.1). This parameter is
parameter ignored if the CoordRealignKeyld-
Mode parameter is ignored or set to
0x00.
CoordRealignKeylIndex | Integer 0x01-0xff The index of the key to be used (see

7.6.2.4.2). This parameter is ignored
if the CoordRealignKeyldMode
parameter is ignored or set to 0x00.

BeaconSecurityLevel Integer 0x00-0x0F The security level to be used for
beacon frames (see Table 95 in
7.6.2.2.1).

BeaconKeyldMode Integer 0x%00-0x03 The mode used to identify the key to

be used (see Table 96 in 7.6.2.2.2).
This parameter is ignored if the
BeaconSecurityLevel parameter is set

to 0x00.
BeaconKeySource Set of 0, 4, As specified by the The originator of the key to be used
or 8 octets BeaconKeyldMode (see 7.6.2.4.1). This parameter is
parameter ignored if the BeaconKeyldMode

parameter is ignored or set to 0x00.

BeaconKeylfdex Integer 0x01-0xff The index of the key to be used (see
7.6.2.4.2). This parameter is ignored
if the BeaconKeyldMode parameter
is ignored or set to 0x00.

7,1.14.1.2 Appropriate usage

The MLME-START.request primitive is generated by the next higher layer and issued to its MLME to
request that a device start using a new superframe configuration.

7.1.14.1.3 Effect on receipt

If the MLME-START.request primitive is received when macShortAddress is set to 0xffff, the MLME will
issue the MLME-START.confirm primitive with a status of NO_SHORT_ADDRESS.

When the CoordRealignment parameter is set to TRUE, the coordinator attempts to transmit a coordinator
realignment command frame as described in 7.5.2.3.2. If the transmission of the coordinator realignment
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command fails due to a channel access failure, the MLME will not make any changes to the superframe
configuration (i.e., no PIB attributes will be changed) and will issue an MLME-START.confirm with a
status of CHANNEL_ACCESS FAILURE. If the coordinator realignment command is successfully
transmitted, the MLME updates the appropriate PIB parameters with the values of the BeaconOrder,
SuperframeOrder, PANId, ChannelPage, and LogicalChannel parameters, as described in 7.5.2.3.4, and will
issue an MLME-START.confirm with a status of SUCCESS.

When the CoordRealignment parameter is set to FALSE, the MLME updates the appropriate PIB
parameters with the values of the BeaconOrder, SuperframeOrder, PANId, ChannelPagg,) and
LogicalChannel parameters, as described in 7.5.2.3.4.

The address used by the coordinator in its beacon frames is determined by the current value ol
macsShortAddress, which is set by the next higher layer before issuing this primitive.cHf the BeaconOrde
parameter is less than 15, the MLME sets macBattLifeExt to the value of the“BatteryLifeExtension
parameter. If the BeaconOrder parameter equals 15, the value of the BatteryLifeExtension parameter ig
ignored.

If the SecurityLevel parameter is set to a valid value other than 0x00, indicating that security is required fo
this frame, the MLME will set the Security Enabled subfield of the krame Control field to one. The MAQ
sublayer will perform outgoing processing on the frame, as described‘in 7.5.8.2.1. If the CoordRealignmen
parameter is set to TRUE, the CoordRealignSecurityLevel, CoertlRealignKeyldMode, CoordRealignKey
Source, and CoordRealignKeylndex parameters will be used\to process the MAC command frame. If thq
BeaconOrder parameter indicates a beacon-enabled netwark, the BeaconSecurityLevel, BeaconKeyldMode
BeaconKeySource, and BeaconKeylIndex parameters Will be used to process the beacon frame. If any erro
occurs during outgoing frame processing, the MIKME will discard the frame and issue the MLME
START.confirm primitive with the error status returned by outgoing frame processing.

If the length of the beacon frame exceeds aMaxPHYPacketSze (e.g., due to the additional overhead requireg
for security processing), the MAC sublayer shall discard the beacon frame and issue the MLME
START.confirm primitive with a status’of FRAME_TOO_LONG.

The MLME shall ignore the StartTime parameter if the BeaconOrder parameter is equal to 15 because this
indicates a nonbeacon-enahled PAN. If the BeaconOrder parameter is less than 15, the MLME examines thg
StartTime parameter to detérmine the time to begin transmitting beacons; the time is defined in symbols and
is rounded to a backoff slot boundary. If the PAN coordinator parameter is set to TRUE, the MLME ignoreg
the StartTime parameter and begins beacon transmissions immediately. Setting the StartTime parameter tg
0x000000 also causes the MLME to begin beacon transmissions immediately. If the PANCoordinato
parameter is _set to FALSE and the StartTime parameter is nonzero, the MLME calculates the beacor
transmigsion time by adding StartTime symbols to the time, obtained from the local clock, when the MLME
receives the beacon of the coordinator through which it is associated. If the time calculated causes thg
outgoing superframe to overlap the incoming superframe, the MLME shall not begin beacon transmissions
In/ this case, the MLME issues the MLME-START.confirm primitive with a status of
SUPERFRAME OVERLAP. Otherwise, the MLME then begins beacon transmissions when the curren
time, obtained from the local clock, equals the number of calculated symbols.

If the StartTime parameter is nonzero and the MLME is not currently tracking the beacon of the coordinator
through which it is associated, the MLME will issue the MLME-START.confirm primitive with a status of
TRACKING_OFF.

On completion of this procedure, the MLME responds with the MLME-START.confirm primitive. If the
attempt to start using a new superframe configuration was successful, the status parameter will be set to
SUCCESS. If any parameter is not supported or is out of range, the status parameter will be set to
INVALID_PARAMETER.
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7.1.14.2 MLME-START.confirm

The MLME-START.confirm primitive reports the results of the attempt to start using a new superframe
configuration.

7.1.14.2.1 Semantics of the service primitive

The semantics of the MLME-START.confirm primitive are as follows:

MLME-START.confirm (
status

)

Table 73 specifies the parameters for the MLME-START.confirm primitive.

Table 73—MLME-START.confirm parameters

Name Type Valid range Description
status Enumeration | SUCCESS, Theresult of the attempt to start using an updated
NO_SHORT_ADDRESS, superframe configuration.

SUPERFRAME_OVERLAP,
TRACKING_OFF,
INVALID_PARAMETER,
COUNTER_ERROR,
FRAME_TOO_LONG,
UNAVAILABLE_KEY,
UNSUPPORTED _SECURITY or
CHANNEL_ACCESS_FAILURE

7.1.14.2.2 When generated

The MLME-START.confitm primitive is generated by the MLME and issued to its next higher layer in
response to an MLME-START .request primitive. The MLME-START.confirm primitive returns a status of
either SUCCESS,.indicating that the MAC sublayer has started using the new superframe configuration, o
the appropriate €rror code. The status values are fully described in 7.1.14.1.3 and subclauses referenced by
7.1.14.1.3.

7.1.14:2:3 Appropriate usage

On receipt of the MLME-START.confirm primitive, the next higher layer is notified of the result of its

raauact ta ctart nieina 2 noww citinarframa canficairatinn 1 tho MAC crihlaovar hac haon ciincacefiil tha otaty
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parameter will be set to SUCCESS. Otherwise, the status parameter indicates the error.

O

7.1.14.3 Message sequence chart for updating the superframe configuration

Figure 38 illustrates the sequence of messages necessary for initiating beacon transmissions in an FFD.
Figure 78 (see 7.7) illustrates the sequence of messages necessary for the PAN coordinator to start
beaconing on a new PAN; this figure includes steps taken by the PHY..
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FFD FFD
next higher layer MLME

MCVIE-START.TEqUEST |

Beacon frame

Y

- MLME-START.confirm

Figure 38—Message sequence chart for updating the superframe configuration

7.1.15 Primitives for synchronizing with a coordinator

and how a loss of synchronization is communicated {0 the next higher layer.
All devices shall provide an interface for the indication primitive. The request primitive is optional.

7.1.15.1 MLME-SYNC.request

specified, tracking its beacons.
7.1.15.1.1 Semantics ofthe service primitive

The semantics of-thee MLME-SYNC.request primitive are as follows:

MLME-SYNC.request (
LogicalChannel,
ChannelPage,
TrackBeacon

)

MLME-SAP synchronization primitives define how syn€hronization with a coordinator may be achieved

The MLME-SYNC.request primitive requests to synchronize with the coordinator by acquiring and, i

Table 74 specifies the parameters for the MLME-SYNC.request primitive.
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Table 74—MLME-SYNC.request parameters

Name Type Valid range Description
LogicalChannel | Integer Selected from the available logical | The logical channel on which to attempt
channels supported by the PHY coordinator synchronization.
ChannelPage Integer Selected from the available logical | The channel page on which to attempt
channels supported by the PHY coordinator synchronization.
(see 6.1.2)
TrackBeacon Boolean | TRUE or FALSE TRUE if the MLME is to synchronizewith the

next beacon and attempt to track @t future
beacons. FALSE if the MLME js\to
synchronize with only the next beacon.

7.1.15.1.2 Appropriate usage

The MLME-SYNC.request primitive is generated by the next higher layer of a device on a beacon-enableg
PAN and issued to its MLME to synchronize with the coordinator.

7.1.15.1.3 Effect on receipt

If the MLME-SYNC.request primitive is received by the.MLME on a beacon-enabled PAN, it will first se
phyCurrentPage and phyCurrentChannel equal to the\values of the ChannelPage and LogicalChanne
parameters, respectively; both attributes are updated’ by issuing the PLME-SET.request primitive. If the
TrackBeacon parameter is equal to TRUE, the MLME will track the beacon, i.e., enable its receiver jus
before the expected time of each beacon so that-the beacon frame can be processed. If the TrackBeacor
parameter is equal to FALSE, the MLME willlocate the beacon, but not continue to track it.

If this primitive is received by the MELME while it is currently tracking the beacon, the MLME will no
discard the primitive, but rather treat\it as a new synchronization request.

If the beacon could not be lo¢ated either on its initial search or during tracking, the MLME will issue the
MLME-SYNC-LOSS.indi¢ation primitive with a loss reason of BEACON_LOST.

7.1.15.2 MLME-SYNC-LOSS.indication
The MLME-SYNC-LOSS.indication primitive indicates the loss of synchronization with a coordinator.
7.1.15.2.* Semantics of the service primitive

The'semantics of the MLME-SYNC-LOSS.indication primitive are as follows:

128
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LossReason,
PANId,

LogicalChannel,
ChannelPage,
SecurityLevel,
KeyldMode,
KeySource,
KeylIndex

)

© IEEE 2010 - All rights reserved


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

Table 75 specifies the parameters for the MLME-SYNC-LOSS.indication primitive.

Table 75—MLME-SYNC-LOSS.indication parameters

Name Type

Valid range

Description

LossReason

Enumeration

PAN_ID_CONFLICT,
REALIGNMENT, or
BEACON_LOST

The reason that synchronization was lost:

PANId Integer

0x0000-0xffff

The PAN identifier with which’the
device lost synchronization er to which it
was realigned.

LogicalChannel | Integer

Selected from the available logical
channels supported by the PHY
(see 6.1.2).

The logical channel on which the device
lost synchronization or to which it was
realigned.

ChannelPage Integer

Selected from the available
channel pages supported by the
PHY (see 6.1.2).

The channel page on which the device
lost’Synchronization or to which it was
réaligned.

SecurityLevel Integer

0x00-0x07

If the primitive was either generated by
the device itself following loss of
synchronization or generated by the PAN
coordinator upon detection of a PAN 1D
conflict, the security level is set to 0x00.

If the primitive was generated following
the reception of either a coordinator
realignment command or a PAN ID
conflict notification command:

The security level purportedly used by
the received MAC frame (see Table 95 in
7.6.2.2.1).

KeyldMode Integer

0x00-0x03

If the primitive was either generated by
the device itself following loss of
synchronization or generated by the PAN
coordinator upon detection of a PAN 1D
conflict, this parameter is ignored.

If the primitive was generated following
the reception of either a coordinator
realignment command or a PAN ID
conflict notification command:

The mode used to identify the key
purportedly used by the originator of the
received frame (see Table 96 in

7.6.2.2.2). This parameter is invalid if the
SecurityLevel parameter is set to 0x00.
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Table 75—MLME-SYNC-LOSS.indication parameters (continued)

Name Type Valid range Description
KeySource Setof0,4,0r8 | As specified by the KeyldMode If the primitive was either generated by
octets parameter the device itself following loss of

synchronization or generated by the PAN
coordinator upon detection of a PAN 1D
conflict, this parameter is ignored.

If the primitive was generated following
the reception of either a coprdinator
realignment command orna PAN ID
conflict notification cemmand:

The originator of the key purportedly
used by the ariginator of the received
frame (see/7:6,2.4.1). This parameter is
invalid jf the’KeyldMode parameter is
invalid\or-Set to 0x00.

Keylndex Integer 0x01-0xff If the“primitive was either generated by
the device itself following loss of
synchronization or generated by the PAN
coordinator upon detection of a PAN ID
conflict, this parameter is ignored.

If the primitive was generated following
the reception of either a coordinator
realignment command or a PAN ID
conflict notification command:

The index of the key purportedly used by
the originator of the received frame (see
7.6.2.4.2). This parameter is invalid if the
KeyldMode parameter is invalid or set to
0x00.

7.1.15.2.2 When gengrated

The MLME-SYNE=LOSS.indication primitive is generated by the MLME of a device and issued to its nex
higher layer in-the’event of a loss of synchronization with the coordinator. It is also generated by the MLMH
of the PANtcoordinator and issued to its next higher layer in the event of a PAN ID conflict.

If a_device that is associated through the PAN coordinator has detected a PAN identifier conflict ang
communicated it to the PAN coordinator, the MLME will issue this primitive with the LossReasor
parameter set to PAN_ID_CONFLICT. Similarly, if the PAN coordinator receives a PAN ID conflic
notification command (see 7.3.5), the MLME will issue this primitive with the LossReason parameter set t
PAN_ID_CONFLICT.

If a device has received the coordinator realignment command (see 7.3.8) from the coordinator through
which it is associated and the MLME was not carrying out an orphan scan, the MLME will issue this
primitive with the LossReason parameter set to REALIGNMENT and the PANId, LogicalChannel,
ChannelPage, and security-related parameters set as described in 7.5.2.3.3.

If a device has not heard the beacon for aMaxLostBeacons consecutive superframes following an MLME-
SYNC.request primitive, either initially or during tracking, the MLME will issue this primitive with the
LossReason parameter set to BEACON_LOST. The PANId, LogicalChannel and ChannelPage parameters
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shall be set according to the coordinator with which synchronization was lost. The SecurityLevel parameter
shall be set to zero and the KeyldMode, KeySource, and Keylndex parameters shall be ignored. If the
beacon was being tracked, the MLME will not attempt to track the beacon any further.

7.1.15.2.3 Appropriate usage
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synchronization.
7.1.15.3 Message sequence chart for synchronizing with a coordinator

Figure 39 illustrates the sequence of messages necessary for a device to synchronize with a“eoordinator. Ir]
Figure 39a, a single synchronization request is issued. The MLME then searches for a bea¢on and, if found
determines whether the coordinator has any data pending for the device. If so, the(data are requested as
described in 7.5.6.3. In Figure 39b, a track synchronization request is issued. The MEME then searches for 3
beacon and, if found, attempts to keep track of it using a timer that expires just péfore the expected time of
the next beacon.

For both examples Figure 39a and Figure 39b, the received beacon<rames do not contain payload, ang
macAutoRequest is set to TRUE. The MLME also checks for any-data pending in the coordinator for the
device when a beacon frame is received.

Device next Device Coordinator
higher layer MEME MLME
a)

MLME-SYNC.request(FALSE)

Beacon frame (with data pending)

Data request _

b) MLME-SYNC.request(TRUE)

_ Beacon frame

Timer to expire
before the next
beacon

_ Beacon frame

Figure 39—Message sequence chart for synchronizing to a coordinator
in a beacon-enabled PAN

7.1.16 Primitives for requesting data from a coordinator
MLME-SAP polling primitives define how to request data from a coordinator.

All devices shall provide an interface for these polling primitives.
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7.1.16.1 MLME-POLL.request
The MLME-POLL.request primitive prompts the device to request data from the coordinator.

7.1.16.1.1 Semantics of the service primitive
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MLME-POLL.request (
CoordAddrMode,
CoordPANId,
CoordAddress,
SecurityLevel,
KeyldMode,
KeySource,

Keylndex
)

Table 76 specifies the parameter for the MLME-POLL.request primitive.

Table 76—MLME-POLL.request-parameters

Name Type Valid range Description

CoordAddrMode Integer 0x02-0x03 The addressing mode of the coordinator to
which the poll is intended. This parameter can
take one of the following values:

2 = 16-bit short address,
3 = 64-bit extended address.

CoordPANId Integer 0x0000-0xfffe The PAN identifier of the coordinator to which
the poll is intended.

CoordAddress Device- As specified by the The address of the coordinator to which the

Address CoordAddrMode poll is intended.
parameter

SecurityLevel Integer 0x00-0x07 The security level to be used (see Table 95 in
7.6.2.2.1).

KeyldMade Integer 0x00-0x03 The mode used to identify the key to be used
(see Table 96 in 7.6.2.2.2). This parameter is
ignored if the SecurityLevel parameter is set to
0x00.

KeySource Set of 0, As specified by the The originator of the key to be used (see

4, Ul 8 'r\cyid?v’iudc pou QIIICtCI 76241) Thia |Ja| GIIICtCI iD iuIIUICd If thl:'
octets KeyldMode parameter is ignored or set to
0x00.

KeyIndex Integer 0x01-0xff The index of the key to be used (see 7.6.2.4.2).
This parameter is ignored if the KeyldMode
parameter is ignored or set to 0x00.
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7.1.16.1.2 Appropriate usage

The MLME-POLL.request primitive is generated by the next higher layer and issued to its MLME when
data are to be requested from a coordinator.

7.1.16.1.3 Effect on receipt

On receipt of the MLME-POLL.request primitive, the MLME generates and sends a data request commang
(see 7.3.4). If the poll is directed to the PAN coordinator, the data request command may be gefeérated
without any destination address information present. Otherwise, the data request command., is lalways
generated with the destination address information in the CoordPANId and CoordAddress parameters.

If the SecurityLevel parameter is set to a valid value other than 0x00, indicating that security is required fo
this frame, the MLME will set the Security Enabled subfield of the Frame Control figld'to one. The MAC
sublayer will perform outgoing processing on the frame based on the CoordAddress, SecuritylLevel
KeyldMode, KeySource, and Keylndex parameters, as described in 7.5.8.2.12 If.any error occurs during
outgoing frame processing, the MLME will discard the frame and issue the MLME-POLL.confirm primitive
with the error status returned by outgoing frame processing.

If the data request command cannot be sent due to a CSMA-CA algorithm failure, the MLME will issue the
MLME-POLL.confirm primitive with a status of CHANNEL_ACCESS FAILURE.

If the MLME successfully transmits a data request command, the MLME will expect an acknowledgment ir]
return. If an acknowledgment is not received, the MLME will issue the MLME-POLL.confirm primitivg
with a status of NO_ACK (see 7.5.6.4).

If an acknowledgment is received, the MLME<will request that the PHY enable its receiver if the Frame
Pending subfield of the acknowledgment. frame is set to one. If the Frame Pending subfield of thg
acknowledgment frame is set to zero, the\MLME will issue the MLME-POLL.confirm primitive with &
status of NO_DATA.

If a frame is received from the cOordinator with a zero length payload or if the frame is a MAC commang
frame, the MLME will issuerthe MLME-POLL.confirm primitive with a status of NO_DATA. If a frame is
received from the coordipator with nonzero length payload, the MLME will issue the MLME
POLL.confirm primitive.with a status of SUCCESS. In this case, the actual data are indicated to the nex
higher layer using the MCPS-DATA.indication primitive (see 7.1.1.3).

If a frame is rotyreceived within macMaxFrameTotalWaitTime CAP symbols in a beacon-enabled PAN, o
symbols in_anonbeacon-enabled PAN, even though the acknowledgment to the data request command has
its Frame-Pending subfield set to one, the MLME will issue the MLME-POLL.confirm primitive with §
status.of NO_DATA.

If-any parameter in the MLME-POLL .request primitive is not supported or is out of range, the MLME wil
1 SLie e /I C 1 a 1 1tl AL | Al 1\

7.1.16.2 MLME-POLL.confirm
The MLME-POLL.confirm primitive reports the results of a request to poll the coordinator for data.
7.1.16.2.1 Semantics of the service primitive

The semantics of the MLME-POLL.confirm primitive are as follows:
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MLME-POLL.confirm (
status

)

Table 77 specifies the parameters for the MLME-POLL.confirm primitive.

Table 77—MLME-POLL.confirm parameters

Name Type Valid range Description

status Integer | SUCCESS, The status of the data request.
CHANNEL_ACCESS_FAILURE,
NO_ACK, NO_DATA,
COUNTER_ERROR,
FRAME_TOO_LONG,
UNAVAILABLE_KEY,
UNSUPPORTED_SECURITY or
INVALID_PARAMETER

7.1.16.2.2 When generated

The MLME-POLL.confirm primitive is generated by the MLME and issued to its next higher layer ir
response to an MLME-POLL.request primitive. If the{fequest was successful, the status parameter will bg
equal to SUCCESS, indicating a successful poll_for data. Otherwise, the status parameter indicates thg
appropriate error code. The status values are fully:described in 7.1.16.1.3 and the subclauses referenced by
7.1.16.1.3.

7.1.16.2.3 Appropriate usage

On receipt of the MLME-POLL.confirm primitive, the next higher layer is notified of the status of thq
procedure to request data from the’coordinator.

7.1.16.3 Message sequence chart for requesting data from a coordinator

Figure 40 illustratés-the sequence of messages necessary, including the layer behavior of the device and thg
over-the-air interface, for a device to request data from a coordinator.

In both scenarios Figure 40a and Figure 40b, a poll request is issued to the MLME, which then sends a datg
requeSticommand to the coordinator. In Figure 40a, the corresponding acknowledgment has the Framg
Pending (FP) subfield set to zero and the MLME issues the poll request confirmation immediately. In]
Figure 40b, the corresponding acknowledgment has the Frame Pending subfield set to one and the MLMH
enables the receiver in anticipation of the data frame from the coordinator. On receipt of this data frame, the
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MLME issues a poll request confirmation followed by a data indication containing the data of the received
frame.
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Figure 40—Message sequence chart for requésting data from the coordinator

7.1.17 MAC enumeration description

This subclause explains the meaning of the enumerations used in the primitives defined in the MACQ
sublayer specification. Table 78 shows a description of the MAC enumeration values.

Table78—MAC enumerations description

Enumeration Value Description
SUCCESS 0x00 The requested operation was completed successfully. For a
transmission request, this value indicates a successful
transmission.
— 0x01-Oxda | Reserved for MAC command status and reason code values.
— 0x80-0Oxda, | Reserved.
Oxfe—Oxff
BEACON_LOSS 0xe0 The beacon was lost following a synchronization request.
CHANNEL_ACCESS_FAILURE Oxel A transmission could not take place due to activity on the
hannal 1 tha CCAAA _OCN banicna b failadd
COUNTER_ERROR Oxdb The frame counter purportedly applied by the originator of the
received frame is invalid.
DENIED Oxe2 The GTS request has been denied by the PAN coordinator.
DISABLE_TRX_FAILURE Oxe3 The attempt to disable the transceiver has failed.
FRAME_TOO_LONG 0xeb Either a frame resulting from processing has a length that is

greater than aMaxPH YPacketSze or a requested transaction is
too large to fit in the CAP or GTS.
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Table 78—MAC enumerations description (continued)

Enumeration Value Description

IMPROPER_KEY_TYPE Oxdc The key purportedly applied by the originator of the received
frame is not allowed to be used with that frame type according
to the key usage paolicy of the recipient

IMPROPER_SECURITY_LEVEL Oxdd The security level purportedly applied by the originator of the
received frame does not meet the minimum security level
required/expected by the recipient for that frame type.

INVALID_ADDRESS 0xf5 A request to send data was unsuccessful because\ngither the
source address parameters nor the destination address
parameters were present.

INVALID_GTS Oxe6 The requested GTS transmission failed:because the specified
GTS either did not have a transmit’GTS direction or was not
defined.

INVALID_HANDLE Oxe7 A request to purge an MSDUNTOm the transaction queue was
made using an MSDU handle that was not found in the
transaction table.

INVALID_INDEX 0xf9 An attempt to write-to a MAC PIB attribute that is in a table
failed because'the’specified table index was out of range.

INVALID_PARAMETER Oxe8 A parameter-in the primitive is either not supported or is out of
the vatidirange.

LIMIT_REACHED Oxfa A stan operation terminated prematurely because the number
Of'PAN descriptors stored reached an implementation-
Specified maximum.

NO_ACK 0xe9 No acknowledgment was received after macMaxFrameRetries.

NO_BEACON Oxea A scan operation failed to find any network beacons.

NO_DATA Oxeb No response data were available following a request.

NO_SHORT_ADDRESS Oxec The operation failed because a 16-bit short address was not
allocated.

ON_TIME_TOO_LONG 0xf6 A receiver enable request was unsuccessful because it
specified a number of symbols that was longer than the beacon
interval.

OUT_OF_CAP Oxed A receiver enable request was unsuccessful because it could
not be completed within the CAP.

The enumeration description is not used in this standard, and
it is included only to meet the backwards compatibility
requirements for IEEE Std 802.15.4-2003.

PAN_TD_CONFLICT UXee A PANidentifier conilict has been detected and communicated
to the PAN coordinator.

PAST_TIME Oxf7 A receiver enable request was unsuccessful because it could
not be completed within the current superframe and was not
permitted to be deferred until the next superframe.

READ_ONLY 0xfb A SET/GET request was issued with the identifier of an
attribute that is read only.

REALIGNMENT Oxef A coordinator realignment command has been received.
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Table 78—MAC enumerations description (continued)

Enumeration Value Description

SCAN_IN_PROGRESS Oxfc A request to perform a scan operation failed because the
MLME was in the process of performing a previously initiated
scan operation

SECURITY_ERROR Oxe4 Cryptographic processing of the received secured frame failed:

SUPERFRAME_OVERLAP Oxfd The device was instructed to start sending beacons based,on
the timing of the beacon transmissions of its coordinator, but
the instructed start time overlapped the transmission time of
the beacon of its coordinator.

TRACKING_OFF Oxf8 The device was instructed to start sending\beacons based on
the timing of the beacon transmissionS)ef-its coordinator, but
the device is not currently tracking'the beacon of its
coordinator.

TRANSACTION_EXPIRED 0xf0 The transaction has expired\and’its information was discarded.
TRANSACTION_OVERFLOW 0xfl There is no capacity to-store the transaction.
TX_ACTIVE 0xf2 The transceiver was_in the transmitter enabled state when the

receiver was requested to be enabled.

The enumeration description is not used in this standard, and
it is ineltded only to meet the backwards compatibility
reqairements for IEEE Std 802.15.4-2003.

UNAVAILABLE_KEY 0xf3 The key purportedly used by the originator of the received
frame is not available or, if available, the originating device is
not known or is blacklisted with that particular key.

UNSUPPORTED_ATTRIBUTE 0xf4 A SET/GET request was issued with the identifier of a PIB
attribute that is not supported.

UNSUPPORTED_LEGACY Oxde The received frame was purportedly secured using security
based on IEEE Std 802.15.4-2003, and such security is not
supported by this standard.

UNSUPPORTED_SECURITY Oxdf The security purportedly applied by the originator of the
received frame is not supported.

7.2 MAC frame formats

Thissubclause specifies the format of the MAC frame (MPDU). Each MAC frame consists of the following
hasic components:

a) A MHR, which comprises frame control, sequence number, address information, and security:
related information.

b) A MAC payload, of variable length, which contains information specific to the frame type.
Acknowledgment frames do not contain a payload.

¢) A MFR, which contains a FCS.

The frames in the MAC sublayer are described as a sequence of fields in a specific order. All frame formats
in this subclause are depicted in the order in which they are transmitted by the PHY, from left to right, where
the leftmost bit is transmitted first in time. Bits within each field are numbered from 0 (leftmost and least
significant) to k-1 (rightmost and most significant), where the length of the field is k bits. Fields that are
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longer than a single octet are sent to the PHY in the order from the octet containing the lowest numbered bits
to the octet containing the highest numbered bits.

For every MAC frame, all reserved bits shall be set to zero upon transmission and shall be ignored upon
receipt.
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The MAC frame format is composed of a MHR, a MAC payload, and a MFR. The fields of the MHR @ppea
in a fixed order; however, the addressing fields may not be included in all frames. The general MACframg
shall be formatted as illustrated in Figure 41.

Octets: 1 o2 0/2/8 o2 oig | OOV ariable | 2
Frame Sequence | Destination | Destination | Source Source Auxiliary Frame FCS
Control Number PAN Address PAN Address | Security Payload
Identifier Identifier Header
Addressing fields
MHR MAC MFR
Payload

Figure 41—GeneralKMAC frame format

7.2.1.1 Frame Control field

The Frame Control field is 2 octets in lehgth and contains information defining the frame type, addressing
fields, and other control flags. The Frame Control field shall be formatted as illustrated in Figure 42.

o 3 2 5 6 7-9 10-11 | 1213 | 1415
Frame | Security\\{ Frame Ack. PAN ID Reserved | Dest. Frame Source
Type Endbled | Pending | Request | Compression Addressing | Version | Addressing

Mode Mode

Figure 42—Format of the Frame Control field

7,2.1.1.1 Frame Type subfield

The Frame Type subfield is 3 bits in length and shall be set to one of the nonreserved values listed in
Table 79.

7.2.1.1.2 Security Enabled subfield
The Security Enabled subfield is 1 bit in length, and it shall be set to one if the frame is protected by the

MAC sublayer and shall be set to zero otherwise. The Auxiliary Security Header field of the MHR shall be
present only if the Security Enabled subfield is set to one.
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Table 79—Values of the Frame Type subfield

Frambe2 tt))/lp(te)(:/alue Description
000 Beacon
001 Data
010 Acknowledgment
011 MAC command
100-111 Reserved

7.2.1.1.3 Frame Pending subfield

The Frame Pending subfield is 1 bit in length and shall be set to one if the device(sending the frame has more
data for the recipient. This subfield shall be set to zero otherwise (see 7.5.6:3):

The Frame Pending subfield shall be used only in beacon frames orframes transmitted either during the
CAP by devices operating on a beacon-enabled PAN or at any time/by devices operating on a nonbeacon
enabled PAN.

At all other times, it shall be set to zero on transmission.and ignored on reception.
7.2.1.1.4 Acknowledgment Request subfield

The Acknowledgment Request subfield is_17bit in length and specifies whether an acknowledgment is
required from the recipient device on receipt-of a data or MAC command frame. If this subfield is set to one
the recipient device shall send an ackneWwledgment frame only if, upon reception, the frame passes the thirg
level of filtering (see 7.5.6.2). If «this subfield is set to zero, the recipient device shall not send an
acknowledgment frame.

7.2.1.1.5 PAN ID Compression subfield

The PAN ID Compression subfield is 1 bit in length and specifies whether the MAC frame is to be sen
containing only one of the PAN identifier fields when both source and destination addresses are present. I
this subfield is'set'to one and both the source and destination addresses are present, the frame shall contair
only the Destination PAN Identifier field, and the Source PAN Identifier field shall be assumed equal to tha
of the déstination. If this subfield is set to zero and both the source and destination addresses are present, the
frameé_shall contain both the Source PAN Identifier and Destination PAN Identifier fields. If only one of the
addresses is present, this subfield shall be set to zero, and the frame shall contain the PAN identifier fielg

corresponding to the address. If neither address is present, this subfield shall be set to zero, and the frame
shall not contain either PAN identifier field

7.2.1.1.6 Destination Addressing Mode subfield

The Destination Addressing Mode subfield is 2 bits in length and shall be set to one of the nonreserved
values listed in Table 80.

If this subfield is equal to zero and the Frame Type subfield does not specify that this frame is an
acknowledgment or beacon frame, the Source Addressing Mode subfield shall be nonzero, implying that the
frame is directed to the PAN coordinator with the PAN identifier as specified in the Source PAN Identifier
field.
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Table 80—Possible values of the Destination Addressing Mode and
Source Addressing Mode subfields

Addressirgg bmode value Description
100
06 PAN-dentHierand-addressfieldsare-ret-present
01 Reserved.
10 Address field contains a 16-bit short address.
11 Address field contains a 64-bit extended address.

7.2.1.1.7 Frame Version subfield
The Frame Version subfield is 2 bits in length and specifies the version numbef.corresponding to the frame.

This subfield shall be set to 0x00 to indicate a frame compatible with IEEE'Std 802.15.4-2003 and 0x01 ta
indicate an IEEE 802.15.4 frame. All other subfield values shall be‘tésérved for future use. See 7.2.3 fo
details on frame compatibility.

7.2.1.1.8 Source Addressing Mode subfield

The Source Addressing Mode subfield is 2 bits in length and shall be set to one of the nonreserved valueg
listed in Table 80.

If this subfield is equal to zero and the Frame Type subfield does not specify that this frame is an
acknowledgment frame, the Destination *Addressing Mode subfield shall be nonzero, implying that thg
frame has originated from the PAN coordinator with the PAN identifier as specified in the Destination PAN
Identifier field.

7.2.1.2 Sequence Number, field

The Sequence Number field is 1 octet in length and specifies the sequence identifier for the frame.

For a beacon frame;-the Sequence Number field shall specify a BSN. For a data, acknowledgment, or MAC
command frame,-the Sequence Number field shall specify a DSN that is used to match an acknowledgmen
frame to thé.data or MAC command frame.

7.2.13)Destination PAN Identifier field

The Destination PAN Identifier field, when present, is 2 octets in length and specifies the unique PAN
identifier of the intended recipient of the frame A value of Oxffff in this field shall represent the broadcas

PAN identifier, which shall be accepted as a valid PAN identifier by all devices currently listening to the
channel.

This field shall be included in the MAC frame only if the Destination Addressing Mode subfield of the
Frame Control field is nonzero.

7.2.1.4 Destination Address field
The Destination Address field, when present, is either 2 octets or 8 octets in length, according to the value

specified in the Destination Addressing Mode subfield of the Frame Control field (see 7.2.1.1.6), and
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specifies the address of the intended recipient of the frame. A 16-bit value of Oxffff in this field shall
represent the broadcast short address, which shall be accepted as a valid 16-bit short address by all devices
currently listening to the channel.

This field shall be included in the MAC frame only if the Destination Addressing Mode subfield of the
Frame Control field is nonzero.

7.2.1.5 Source PAN Identifier field

The Source PAN Identifier field, when present, is 2 octets in length and specifies the unique PAN identifie
of the originator of the frame. This field shall be included in the MAC frame only if the Souree Addressing
Mode and PAN ID Compression subfields of the Frame Control field are nonzero and“equal to zero
respectively.

The PAN identifier of a device is initially determined during association on,a PAN, but may change
following a PAN identifier conflict resolution (see 7.5.2.2).

7.2.1.6 Source Address field

The Source Address field, when present, is either 2 octets or 8/octets in length, according to the value
specified in the Source Addressing Mode subfield of the Frame-€ontrol field (see 7.2.1.1.8), and specifies
the address of the originator of the frame. This field shall be ¥ncluded in the MAC frame only if the Sourcg
Addressing Mode subfield of the Frame Control field is nonzero.

7.2.1.7 Auxiliary Security Header field
The Auxiliary Security Header field has a variable length and specifies information required for security
processing, including how the frame is actually protected (security level) and which keying material fron
the MAC security PIB is used (see 7.6.1)\ This field shall be present only if the Security Enabled subfield is
set to one. For details on formatting; see 7.6.2.
7.2.1.8 Frame Payload field

The Frame Payload field-has a variable length and contains information specific to individual frame types. It
the Security Enabled subfield is set to one in the Frame Control field, the frame payload is protected ag
defined by the security suite selected for that frame.

7.2.1.9 FCS field

The FCSfield is 2 octets in length and contains a 16-bit ITU-T CRC. The FCS is calculated over the MHR
and-MAC payload parts of the frame.

The FCS shall be calculated using the following standard generator polynomial of degree 16:

Gig(x) = X+ xZ e+ 1 (12)

The FCS shall be calculated for transmission using the following algorithm:

— Let M(x) = boxk_1 + blxk‘2 + ...+ b_,x+b,_; be the polynomial representing the sequence of
bits for which the checksum is to be computed.

— Multiply M(x) by xt6, giving the polynomial X' x M(X) .

— Divide x'®x M(x) modulo 2 by the generator polynomial, G;4(x), to obtain the remainder polyno-
mial, R(x) = r0x15 X Xt
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— The FCS field is given by the coefficients of the remainder polynomial, R(X).
Here, binary polynomials are represented as bit strings, in highest polynomial degree first order.

As an example, consider an acknowledgment frame with no payload and the following 3 byte MHR:

0100 0000 0000 0000 0101 0110 Heftmost hit (hu) transmitted first in time]

The FCS for this case would be the following:
0010 0111 1001 1110 [leftmost bit (rg) transmitted first in time]

A typical implementation is depicted in Figure 43.

CRC-16 Generator Polynomial: G(x) = x16 + x12 +%>% 1

Input
(LSB first)

fp rp ra I3 fa\I's g Iz Tg Tg Ty 11 T12 T13 T14 15

1. Initialize.the remainder register (rq through rys) to zero.

2. Shift MHKR and payload into the divider in the order of
transmission (LSB first).

3, After the last bit of the data field is shifted into the divider,
the remainder register contains the FCS.

4. The FCS is appended to the data field so that rg is transmitted first.

Figure 43—Typical FCS implementation

7.2.2 Format-of individual frame types

Four frame types are defined: beacon, data, acknowledgment, and MAC command. These frame types arg
diseussed in 7.2.2.1 through 7.2.2.4.

7.2.2.1 Beacon frame format

The beacon frame shall be formatted as illustrated in Figure 44.

The GTS fields shall be formatted as illustrated in Figure 45, and the pending address fields shall be
formatted as illustrated in Figure 46.

The order of the fields of the beacon frame shall conform to the order of the general MAC frame as
illustrated in Figure 41.
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Octets: 2 1 4/10 0/5/6/10/14 2 variable variable variable 2
Frame Sequence | Addressing | Auxiliary Superframe GTS Pending Beacon FCS
Control Number fields Security Specification | fields address Payload
Header (Figure 45) | fields
(Figure 46)
MHR MAC Payload ME

Figure 44—Beacon frame format

Octets: 1 0/1 variable

GTS Specification | GTS Directions | GTS List

Figure 45—Format of the GTS information fields

Octets: 1 variable

Pending Address Specification |~Address List

Figure 46—Format of the pending/address information fields

7.2.2.1.1 Beacon frame MHR fields

The MHR for a beacon frame shall contain the’Frame Control field, the Sequence Number field, the Source
PAN Identifier field, and the Source Address field.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates a beacon frame, a{
shown in Table 79, and the Souree Addressing Mode subfield shall be set as appropriate for the address of
the coordinator transmitting-the beacon frame. If protection is used for the beacon, the Security Enableg
subfield shall be set toene: The Frame Version subfield shall be set to one only if the Security Enableg
subfield is set to one. If abroadcast data or command frame is pending, the Frame Pending subfield shall bg
set to one. All other'subfields shall be set to zero and ignored on reception.

The Sequence-Number field shall contain the current value of macBSN.
The addressing fields shall comprise only the source address fields. The Source PAN Identifier and Sourcg

Address fields shall contain the PAN identifier and address, respectively, of the device transmitting the
beacon.

The Auxiliary Security Header field, if present, shall contain the information required for security
processing of the beacon frame, as specified in 7.2.1.7.

7.2.2.1.2 Superframe Specification field

The Superframe Specification field is 16 bits in length and shall be formatted as illustrated in Figure 47.
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Bits: 0-3 4-7 8-11 12 13 14 15
Beacon Superframe Final Battery Life Reserved PAN Association
Order Order CAP Slot Extension (BLE) Coordinator | Permit

Figure 47—Format of the Superframe Specification field

The Beacon Order subfield is 4 bits in length and shall specify the transmission interval of the beacon, Ses
7.5.1.1 for an explanation of the relationship between the beacon order and the beacon interval.

The Superframe Order subfield is 4 bits in length and shall specify the length of time_during which thg
superframe is active (i.e., receiver enabled), including the beacon frame transmission time, See 7.5.1.1 for an
explanation of the relationship between the superframe order and the superframe duration.

The Final CAP Slot subfield is 4 bits in length and specifies the final superframe slot utilized by the CAP
The duration of the CAP, as implied by this subfield, shall be greater than gr.equal to the value specified by
aMinCAPLength. However, an exception is allowed for the accommodation of the temporary increase in the
beacon frame length needed to perform GTS maintenance (see 7.2.2:1.3Y.

The Battery Life Extension (BLE) subfield is 1 bit in length and.shall be set to one if frames transmitted tg
the beaconing device during its CAP are required to start in or before macBattLifeExtPeriods full backof
periods after the IFS period following the beacon. Otherwise, the BLE subfield shall be set to zero.

The PAN Coordinator subfield is 1 bit in lengthyand shall be set to one if the beacon frame is being
transmitted by the PAN coordinator. Otherwise, thie PAN Coordinator subfield shall be set to zero.

The Association Permit subfield is 1 bit.in length and shall be set to one if macAssociationPermit is set ta
TRUE (i.e., the coordinator is accepting association to the PAN). The association permit bit shall be set tg
zero if the coordinator is currently, not accepting association requests on its network.

7.2.2.1.3 GTS Specification field

The GTS Specification field is 8 bits in length and shall be formatted as illustrated in Figure 48.

Bits: 0-2 3-6 7

GTS Descriptor Count | Reserved | GTS Permit

Figure 48—Format of the GTS Specification field

The GTS Descriptor Count subfield is 3 bits in length and specifies the number of 3-octet GTS descriptors
contained in the GTS List field of the beacon frame. If the value of this subfield is greater than zero, the size
of the CAP shall be allowed to dip below aMinCAPLength to accommodate the temporary increase in the
beacon frame length caused by the inclusion of the subfield. If the value of this subfield is zero, the GTS
Directions field and GTS List field of the beacon frame are not present.

The GTS Permit subfield is 1 bit in length and shall be set to one if macGTSPermit is equal to TRUE (i.e.,
the PAN coordinator is accepting GTS requests). Otherwise, the GTS Permit field shall be set to zero.
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7.2.2.1.4 GTS Directions field

The GTS Directions field is 8 bits in length and shall be formatted as illustrated in Figure 49.

Bits: 0-6 7

GTS Directions Mask | Reserved

Figure 49—Format of the GTS Directions field

The GTS Directions Mask subfield is 7 bits in length and contains a mask identifying ¢he-directions of thg
GTSs in the superframe. The lowest bit in the mask corresponds to the direction oftheffirst GTS contained
in the GTS List field of the beacon frame, with the remainder appearing in the orfer that they appear in thq
list. Each bit shall be set to one if the GTS is a receive-only GTS or to zerg if/the GTS is a transmit-only
GTS. GTS direction is defined relative to the direction of the data frame transmission by the device.

7.2.2.1.5 GTS List field

The size of the GTS List field is defined by the values specifiedninthe GTS Specification field of the beacon
frame and contains the list of GTS descriptors that represents the GTSs that are being maintained. The
maximum number of GTS descriptors shall be limited to‘seven.

Each GTS descriptor is 24 bits in length and shall-be formatted as illustrated in Figure 50.

Bits: 0-15 16-19 20-23

Device Short/Address | GTS Starting Slot | GTS Length

Figure 50—Format of the GTS descriptor

The Device Short Address subfield is 16 bits in length and shall contain the short address of the device fo
which the GTS descriptor is intended.

The GTSsStarting Slot subfield is 4 bits in length and contains the superframe slot at which the GTS is tg
begin,

The GTS Length subfield is 4 bits in length and contains the number of contiguous superframe slots ove
which the GTS is active.

7.2.2.1.6 Pending Address Specification field
The Pending Address Specification field shall be formatted as illustrated in Figure 51.

The Number of Short Addresses Pending subfield is 3 bits in length and indicates the number of 16-bit short
addresses contained in the Address List field of the beacon frame.

The Number of Extended Addresses Pending subfield is 3 bits in length and indicates the number of 64-bit
extended addresses contained in the Address List field of the beacon frame.
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Bits: 0-2 3 4-6 7
Number of Short Reserved Number of Extended | Reserved
Addresses Pending Addresses Pending

Figure 51—Format of the Pending Address Specification field

7.2.2.1.7 Address List field

The size of the Address List field is determined by the values specified in the Pending Address Spécificatior]
field of the beacon frame and contains the list of addresses of the devices that currently’have messages
pending with the coordinator. The address list shall not contain the broadcast short address! Oxffff.

The maximum number of addresses pending shall be limited to seven and may comprise both short ang
extended addresses. All pending short addresses shall appear first in the list followed by any extendeg
addresses. If the coordinator is able to store more than seven transactions, it.shaltindicate them in its beacon
on a first-come-first-served basis, ensuring that the beacon frame contains-at most seven addresses.

7.2.2.1.8 Beacon Payload field

The Beacon Payload field is an optional sequence of up to aMaxBeaconPayl oadLength octets specified to be
transmitted in the beacon frame by the next higher layer./The’set of octets contained in macBeaconPayload
shall be copied into this field.

7.2.2.2 Data frame format

The data frame shall be formatted as illustrated in Figure 52.

Octets: 2 1 (see 7.2.2.2.1) 0/5/6/10/14 variable 2
Frame Control Sequence Addressing Aucxiliary Data Payload FCS
Number. fields Security Header
MHR MAC Payload MFR

Figure 52—Data frame format

The.arder of the fields of the data frame shall conform to the order of the general MAC frame as illustrateg
in-Figure 41.

72221 Data frame MHR fields

The MHR for a data frame shall contain the Frame Control field, the Sequence Number field, the destination
PAN identifier/address fields, and/or the source PAN identifier/address fields.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates a data frame, as
shown in Table 79. If protection is used for the data, the Security Enabled subfield shall be set to one. The
Frame Version subfield shall be set to one if either the Security Enabled subfield is set to one or the MAC
Payload field is greater than aMaxMACSafePayloadSize. All other subfields shall be set appropriately
according to the intended use of the data frame. All reserved subfields shall be set to zero and ignored on
reception.
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The Sequence Number field shall contain the current value of macDSN.

The addressing fields shall comprise the destination address fields and/or the source address fields,
dependent on the settings in the Frame Control field.

The Auxiliary Security Header field, if present, shall contain the information required for security
Processing of the data frame, as Specified i 7.2.1.7.

7.2.2.2.2 Data Payload field

The payload of a data frame shall contain the sequence of octets that the next higher layer hasirequested thg
MAC sublayer to transmit.

7.2.2.3 Acknowledgment frame format

The acknowledgment frame shall be formatted as illustrated in Figure 53.

Octets: 2 1 2

Frame Control | Sequence Number | FCS

MHR MFR

Figure 53—Acknowledgment frame format

The order of the fields of the acknowledgment frame shall conform to the order of the general MAC framg
as illustrated in Figure 41.

7.2.2.3.1 Acknowledgment frame MHR fields

The MHR for an acknowledgment frame shall contain only the Frame Control field and the Sequence
Number field.

In the Frame Control field, the Frame Type subfield shall contain the value that indicates ar
acknowledgment-frame, as shown in Table 79. If the acknowledgment frame is being sent in response to &
received data request command, the device sending the acknowledgment frame shall determine whether i
has data~pending for the recipient. If the device can determine this before sending the acknowledgmen
frame™(see 7.5.6.4.2), it shall set the Frame Pending subfield according to whether there is pending data
Otherwise, the Frame Pending subfield shall be set to one. If the acknowledgment frame is being sent in
response to either a data frame or another type of MAC command frame, the device shall set the Framg
Pending subfield to zero. All other subfields shall be set to zero and ignored on reception.

The Sequence Number field shall contain the value of the sequence number received in the frame for which
the acknowledgment is to be sent.

7.2.2.4 MAC command frame format
The MAC command frame shall be formatted as illustrated in Figure 54.
The order of the fields of the MAC command frame shall conform to the order of the general MAC frame as

illustrated in Figure 41.
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Octets: 2 1 (see 7.2.2.4.1) 0/5/6/10/14 1 variable
Frame Sequence Addressing Auxiliary Command Command FCS
Control Number fields Security Frame Payload
Header Identifier
MHR MAC Payload MFR

Figure 54—MAC command frame format

7.2.2.4.1 MAC command frame MHR fields

The MHR for a MAC command frame shall contain the Frame Control field, the Sequernce Number field, the
destination PAN identifier/address fields and/or the source PAN identifier/address fields.

In the Frame Control field, the Frame Type subfield shall contain the value that'indicates a MAC commang
frame, as shown in Table 79. If the frame is to be secured, the Security\Enabled subfield of the Frame
Control field shall be set to one and the frame secured according to-the process described in 7.5.8.1.3
Otherwise the Security Enabled subfield of the Frame Control fielekshall be set to zero. All other subfields
shall be set appropriately according to the intended use of the MAC-Command frame. All reserved subfields
shall be set to zero and ignored on reception.

The Sequence Number field shall contain the current value of macDSN.

The addressing fields shall comprise the destination address fields and/or the source address fields
dependent on the settings in the Frame Control field.

The Auxiliary Security Header field, if present, shall contain the information required for security
processing of the MAC command frame, as specified in 7.2.1.7.

7.2.2.4.2 Command Frame |dentifier field

The Command Frame Identifier field identifies the MAC command being used. This field shall be set to one
of the nonreserved,values listed in Table 82.

7.2.2.4,3"Command Payload field

The.Command Payload field contains the MAC command itself. The formats of the individual commands
are’described in 7.3.

7.2.3 Frame compatibility

All unsecured frames specified in this standard are compatible with unsecured frames compliant with
IEEE Std 802.15.4-2003, with two exceptions: a coordinator realignment command frame with the Channel
Page field present (see 7.3.8) and any frame with a MAC Payload field larger than
aMaxMACSafePayl oadS ze octets.

Compatibility for secured frames is shown in Table 81, which identifies the security operating modes for
IEEE Std 802.15.4-2003 and this standard.
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Table 81—Frame compatibility between IEEE Std 802.15.4-2003 and this standard

Frame Control field bit assignments
. . F ionali
Security enabled Frame version unctionality

b3 bi3 b1p

0 00 No security. Frames are compatible between
IEEE Std 802.15.4-2003 and this standard.

0 01 No security. Frames are not compatible between
IEEE Std 802.15.4-2003 and this standard.

1 00 Secured frame formatted according to
IEEE Std 802.15.4-2003. This type of framesis not
supported in this standard.

1 01 Secured frame formatted accordifng to this standard.

7.3 MAC command frames

The command frames defined by the MAC sublayer are listed-in_Table 82. An FFD shall be capable ot
transmitting and receiving all command frame types, with the exCeption of the GTS request command, whilg
the requirements for an RFD are indicated by an “X” in the table. MAC commands shall only be transmitteg
in the CAP for beacon-enabled PANSs or at any time for nanbeacon-enabled PANSs.

How the MLME shall construct the individual commands for transmission is detailed in 7.3.1 through 7.3.9
MAC command reception shall abide by the procgdure described in 7.5.6.2.

Table:82—MAC command frames

Command frame RFD
identifier Command name Subclause
T Rx

0x01 Association request X 7.3.1
0x02 Association response X 7.3.2
0x03 Disassociation notification X 7.3.3
0x04 Data request X 734
0x05 PAN ID conflict notification X 7.35
0x06 Orphan notification X 7.3.6
0x07 Beacon request 1.3.7
0x08 Coordinator realignment X 7.3.8
0x09 GTS request 7.3.9

0x0a—0xff Reserved —
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7.3.1 Association request command

The association request command allows a device to request association with a PAN through the PAN
coordinator or a coordinator.

This command shall only be sent by an unassociated device that wishes to associate with a PAN. A devic
shall only associate with a PAN through the PAN coordinator or a coordinator allowing association{as
determined through the scan procedure.

All devices shall be capable of transmitting this command, although an RFD is not required to-be'Capable of
receiving it.

The association request command shall be formatted as illustrated in Figure 55.

octets: (see 7.2.2.4) 1 1

MHR fields Command Capability
Frame Identifier | Information
(see Table 82)

Figure 55—Association request command format

7.3.1.1 MHR fields

The Source Addressing Mode subfield ofithe Frame Control field shall be set to three (64-bit extendeg
addressing). The Destination Addressing*Mode subfield shall be set to the same mode as indicated in the
beacon frame to which the associationrequest command refers.

The Frame Pending subfield ef-the Frame Control field shall be set to zero and ignored upon reception, ang
the Acknowledgment Request subfield shall be set to one.

The Destination PAN Identifier field shall contain the identifier of the PAN to which to associate. The
Destination Address field shall contain the address from the beacon frame that was transmitted by thg
coordinator,toswhich the association request command is being sent. The Source PAN Identifier field shal
contain the-broadcast PAN identifier (i.e., Oxffff). The Source Address field shall contain the value of
aExtendedAddress.

773.1.2 Capability Information field

The Capability Information field shall be formatted as illustrated in Figure 56.

bits: 0 1 2 3 4-5 6 7
Alternate Device Type Power Source | Receiver Reserved Security Allocate
PAN On When Capability Address
Coordinator Idle

Figure 56—Capability Information field format
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The Alternate PAN Coordinator subfield is 1 bit in length and shall be set to one if the device is capable of
becoming the PAN coordinator. Otherwise, the Alternate PAN Coordinator subfield shall be set to zero.

The Device Type subfield is 1 bit in length and shall be set to one if the device is an FFD. Otherwise, the
Device Type subfield shall be set to zero to indicate an RFD.

alternating current mains. Otherwise, the Power Source subfield shall be set to zero.

The Receiver On When Idle subfield is 1 bit in length and shall be set to one if the device does not.disable its
receiver to conserve power during idle periods. Otherwise, the Receiver On When Idle subfield:shall be se
to zero.

The Security Capability subfield is 1 bit in length and shall be set to one if the deviges capable of sending
and receiving cryptographically protected MAC frames as specified in 7.5.82; it shall be set to zerg
otherwise.

The Allocate Address subfield is 1 bit in length and shall be set to one if theydevice wishes the coordinator tg
allocate a 16-bit short address as a result of the association procedure: @therwise, it shall be set to zero.

7.3.2 Association response command

The association response command allows the PAN coordinator or a coordinator to communicate the results
of an association attempt back to the device requestingassociation.

This command shall only be sent by the PAN cogrdinator or coordinator to a device that is currently trying
to associate.

All devices shall be capable of receiving:sthis command, although an RFD is not required to be capable of
transmitting it.

The association response command shall be formatted as illustrated in Figure 57.

octets: (See 7.2.2.4) 1 2 1

MHR-fields Command Frame Identifier Short Address | Association Status
(see Table 82)

Figure 57—Association response command format

7.3.2.1 MHR fields

The Destination Addressing Mode and Source Addressing Mode subfields of the Frame Control field shall
each be set to three (i.e., 64-bit extended addressing).

The Frame Pending subfield of the Frame Control field shall be set to zero and ignored upon reception, and
the Acknowledgment Request subfield shall be set to one.

The PAN ID Compression subfield of the Frame Control field shall be set to one. In accordance with this

value of the PAN ID Compression subfield, the Destination PAN Identifier field shall contain the value of
macPANId, while the Source PAN Identifier field shall be omitted. The Destination Address field shall
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contain the extended address of the device requesting association. The Source Address field shall contain the
value of aExtendedAddress.

7.3.2.2 Short Address field

If the coordinator was not able to associate this device to its PAN, the Short Address field shall be set to
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associate the device to its PAN, this field shall contain the short address that the device may use in\its
communications on the PAN until it is disassociated.

A Short Address field value equal to Oxfffe shall indicate that the device has been successfully.'associateq
with a PAN, but has not been allocated a short address. In this case, the device shall communicate on the
PAN using only its 64-bit extended address.

7.3.2.3 Association Status field

The Association Status field shall contain one of the nonreserved values listed/in‘Table 83.

Table 83—Valid values of the Association*Status field

Association status Description
0x00 Association suecessful.
0x01 PAN at capacity.
0x02 PAN:access denied.
0x03-0x7f Reserved.
0x80-0xff Reserved for MAC primitive enumeration values.

7.3.3 Disassociation notification command

The PAN coordinator, & coordinator, or an associated device may send the disassociate notification
command.

All devices shall implement this command.

The disagseciation notification command shall be formatted as illustrated in Figure 58.

octets: (see 7.2.2.4) 1 1
MHR fields Command Frame Identifier Disassociation Reason
(see Table 82)

Figure 58—Disassociation notification command format
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7.3.3.1 MHR fields

The Destination Addressing Mode subfield of the Frame Control field shall be set according to the
addressing mode specified by the corresponding primitive. The Source Addressing Mode subfield shall be
set to three (i.e., 64-bit extended addressing).

The Frame Pending subfield of the Frame Control field shall be set to zero and ignored upon reception, ang
the Acknowledgment Request subfield shall be set to one.

The PAN ID Compression subfield of the Frame Control field shall be set to one. In accordancg«with this
value of the PAN ID Compression subfield, the Destination PAN Identifier field shall containthe value of
macPANId, while the Source PAN Identifier field shall be omitted. If the coordinator wants an associated
device to leave the PAN, then the Destination Address field shall contain the address(of‘the device being
removed from the PAN. If an associated device wants to leave the PAN, then the Destination Address fielg
shall contain the value of either macCoordShortAddress, if the Destination Addressing Mode subfield is
equal to two, or macCoordExtendedAddress, if the Destination Addressing Mode subfield is equal to three
The Source Address field shall contain the value of aExtendedAddress.

7.3.3.2 Disassociation Reason field

The Disassociation Reason field shall contain one of the nonreserved values listed in Table 84.

Table 84—Valid disassogciation reason codes

Disassociate reason Description
0x00 Reseryed.
0x01 The coordinator wishes the device to leave the PAN.
0x02 The device wishes to leave the PAN.
0x03-0x7f: Reserved.
0x80-0xff Reserved for MAC primitive enumeration values.

7.3.4 Data request command
The data'request command is sent by a device to request data from the PAN coordinator or a coordinator.

There are three cases for which this command is sent. On a beacon-enabled PAN, this command shall bg
sent by a device when macAutoReguest is equal to TRUE and a beacon frame indicating that data are
pending for that device is received from its coordinator. The coordinator indicates pending data in its beacon
frame by adding the address of the recipient of the data to the Address List field. This command shall also be
sent when instructed to do so by the next higher layer on reception of the MLME-POLL.request primitive. In
addition, a device may send this command to the coordinator macResponseWaitTime symbols after the
acknowledgment to an association request command.

All devices shall be capable of transmitting this command, although an RFD is not required to be capable of
receiving it.

The data request command shall be formatted as illustrated in Figure 59.
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octets: (see 7.2.2.4) 1
MHR fields Command Frame Identifier
(see Table 82)

Figure 59—Data request command format

If the data request command is being sent in response to the receipt of a beacon frame indicating that data are
pending for that device, the Destination Addressing Mode subfield of the Frame Control field may be’set tg
zero (i.e., destination addressing information not present) if the beacon frame indicated in its SUperframe
Specification field (see 7.2.2.1.2) that it originated from the PAN coordinator (see 7.2.1.1.6) ot set otherwisd
according to the coordinator to which the data request command is directed. If the destination addressing
information is to be included, the Destination Addressing Mode subfield shall be set acecerding to the valug
of macCoordShortAddress. If macCoordShortAddress is equal to Oxfffe, extended addressing shall be used
the Destination Addressing Mode subfield shall be set to three, and the Destination Address field shal
contain the value of macCoordExtendedAddress. Otherwise, short addressing,shall be used: the Destinatior
Addressing Mode subfield shall be set to two, and the Destination Address field shall contain the value of
macCoordShortAddress.

If the data request command is being sent in response to the receipt)of a beacon frame indicating that data are
pending for that device, the Source Addressing Mode subfieléshall be set according to the addressing modq
used for the pending address. If the Source Addressing Mode-subfield is set to two, short addressing shall bg
used: the Source Address field shall contain the value gf\ymacShortAddress. Otherwise, extended addressing
shall be used: the Source Addressing Mode subfieldshall be set to three, and the Source Address field shal
contain the value of aExtendedAddress.

If the data request command is triggered:bythe reception of an MLME-POLL.request primitive from the
next higher layer, then the destination addressing information shall be the same as that contained in thd
primitive. The Source Addressing Mode subfield shall be set according to the value of macShortAddress. I
macShortAddress is less than 0xfffe, short addressing shall be used. Extended addressing shall be used
otherwise.

If the data request command is being sent following the acknowledgment to an association request commang
frame, the Destination Addressing Mode subfield of the Frame Control field shall be set according to thg
coordinator to which the data request command is directed. If macCoordShortAddress is equal to Oxfffe
extended addressing shall be used. Short addressing shall be used otherwise. The Source Addressing Mode
subfield shall be set to use extended addressing.

If the.Destination Addressing Mode subfield is set to zero (i.e., destination addressing information no
present), the PAN ID Compression subfield of the Frame Control field shall be set to zero and the sourcd
PAN identifier shall contain the value of macPANId. Otherwise, the PAN ID Compression subfield shall bg
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Identifier field shall contain the value of macPANId, while the Source PAN ldentifier field shall be omitted.

The Frame Pending subfield of the Frame Control field shall be set to zero and ignored upon reception, and
the Acknowledgment Request subfield shall be set to one.

7.3.5 PAN ID conflict notification command

The PAN ID conflict notification command is sent by a device to the PAN coordinator when a PAN
identifier conflict is detected.
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All devices shall be capable of transmitting this command, although an RFD is not required to be capable of
receiving it.

The PAN ID conflict notification command shall be formatted as illustrated in Figure 60.

octets: (see 7.2.2.4) 1

MHR fields Command Frame Identifier
(see Table 82)

Figure 60—PAN ID conflict notification command format

The Destination Addressing Mode and Source Addressing Mode subfields of the, Frame Control field shal
both be set to three (i.e., 64-bit extended addressing).

The Frame Pending subfield of the Frame Control field shall be set to zero ‘and ignored upon reception, ang
the Acknowledgment Request subfield shall be set to one.

The PAN ID Compression subfield of the Frame Control field shall be set to one. In accordance with this
value of the PAN ID Compression subfield, the Destination PAN' Identifier field shall contain the value of
macPANId, while the Source PAN Identifier field shall, bé_omitted. The Destination Address field shal
contain the value of macCoordExtendedAddress. The.Source Address field shall contain the value of
aExtendedAddress.

7.3.6 Orphan notification command

The orphan notification command is used-by an associated device that has lost synchronization with its
coordinator.

All devices shall be capable of transmitting this command, although an RFD is not required to be capable of
receiving it.

The orphan notification‘command shall be formatted as illustrated in Figure 61.

octets: 15 1

MHR fields | Command Frame Identifier
(see Table 82)

Figure 61—Orphan notification command format

The Source Addressing Mode subfield of the Frame Control field shall be set to three (i.e., 64-bit extended
addressing). The Destination Addressing Mode subfield shall be set to two (i.e., 16-bit short addressing).

The Frame Pending subfield and Acknowledgment Request subfield of the Frame Control field shall be set
to zero and ignored upon reception.

The PAN ID Compression subfield of the Frame Control field shall be set to one. In accordance with this

value of the PAN ID Compression subfield, the Destination PAN Identifier field shall contain the value of
the broadcast PAN identifier (i.e., Oxffff), while the Source PAN Identifier field shall be omitted. The
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Destination Address field shall contain the broadcast short address (i.e., Oxffff). The Source Address field
shall contain the value of aExtendedAddress.

7.3.7 Beacon request command

The beacon request command is used by a device to locate all coordinators within its POS during an active

Ludall.

This command is optional for an RFD.

The beacon request command shall be formatted as illustrated in Figure 62.

octets: 7 1

MHR fields | Command Frame Identifier
(see Table 82)

Figure 62—Beacon request command-format

The Destination Addressing Mode subfield of the Frame Control field shall be set to two (i.e., 16-bit shor
addressing), and the Source Addressing Mode subfield ‘shall be set to zero (i.e., source addressing
information not present).

The Frame Pending subfield of the Frame Controlfield shall be set to zero and ignored upon reception. Thg
Acknowledgment Request subfield and Security~Enabled subfield shall also be set to zero.

The Destination PAN Identifier field \shall contain the broadcast PAN identifier (i.e., Oxffff). Thq
Destination Address field shall contaipsthe broadcast short address (i.e., OXffff).

7.3.8 Coordinator realignment command

The coordinator realignmentcommand is sent by the PAN coordinator or a coordinator either following the
reception of an orphan netification command from a device that is recognized to be on its PAN or when any
of its PAN configuration attributes change due to the receipt of an MLME-START.request primitive.

If this command is sent following the reception of an orphan notification command, it is sent directly to the
orphaneddevice. If this command is sent when any PAN configuration attributes (i.e., PAN identifier, shor
addressjdogical channel, or channel page) change, it is broadcast to the PAN.

All,devices shall be capable of receiving this command, although an RFD is not required to be capable of
transmitting it.

156

The coordinator realignment command shall be formatted as illustrated in Figure 63.

octets: 17/18/23/24 1 2 2 1 2 0/1

MHR Command PAN Coordinator | Logical Short Channel

fields Frame Identifier Identifier Short Channel Address page
(see Table 82) Address

Figure 63—Coordinator realignment command format
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7.3.8.1 MHR fields

The Destination Addressing Mode subfield of the Frame Control field shall be set to three (e.g., 64-bit
extended addressing) if the command is directed to an orphaned device or set to two (e.g., 16-bit short
addressing) if it is to be broadcast to the PAN. The Source Addressing Mode subfield of the Frame Control
field shall be set to three (e.g., 64-bit extended addressing).

The Frame Pending subfield of the Frame Control field shall be set to zero and ignored upon reception.

The Acknowledgment Request subfield of the Frame Control field shall be set to one if the command ig
directed to an orphaned device or set to zero if the command is to be broadcast to the PAN.

The Frame Version subfield shall be set to 0x01 if the Channel Page field is present. Otherwise it shall be se
as specified in 7.2.3.

The Destination PAN Identifier field shall contain the broadcast PAN identifier (e.g., Oxffff). The
Destination Address field shall contain the extended address of the ofphaned device if the command i
directed to an orphaned device. Otherwise, the Destination Address field shall contain the broadcast shor
address (e.g., Oxffff). The Source PAN Identifier field shall contai the value of macPANId, and the Source
Address field shall contain the value of aExtendedAddress.

7.3.8.2 PAN Identifier field

The PAN Identifier field shall contain the PAN identifier that the coordinator intends to use for all futurg
communications.

7.3.8.3 Coordinator Short Address-field
The Coordinator Short Address field shall contain the value of macShortAddress.
7.3.8.4 Logical Channelfield

The Logical ChannelMield shall contain the logical channel that the coordinator intends to use for all futurg
communications,

7.3.8.5/Short Address field

Ifthe coordinator realignment command is broadcast to the PAN, the Short Address field shall be set tg
Oxffff and ignored on reception.

If the coordinator realignment command is sent directly to an orphaned device, this field shall contain the
short address that the orphaned device shall use to operate on the PAN. If the orphaned device does not have
a short address, because it always uses its 64-bit extended address, this field shall contain the value Oxfffe.

7.3.8.6 Channel Page field

The Channel Page field, if present, shall contain the channel page that the coordinator intends to use for all
future communications. This field may be omitted if the new channel page is the same as the previous
channel page.
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7.3.9 GTS request command

The GTS request command is used by an associated device that is requesting the allocation of a new GTS or
the deallocation of an existing GTS from the PAN coordinator. Only devices that have a 16-bit short address
less than Oxfffe shall send this command.

This command is optional.

The GTS request command shall be formatted as illustrated in Figure 64.

octets: 7 1 1

MHR fields | Command Frame Identifier GTS Characteristics
(see Table 82)

Figure 64—GTS request command format

7.3.9.1 MHR fields

The Destination Addressing Mode subfield of the Frame Control field shall be set to zero (e.g., destinatior]
addressing information not present), and the Source Addressing Mode subfield shall be set to two (e.g., 16
bit short addressing).

The Frame Pending subfield of the Frame Control field shall be set to zero and ignored upon reception, ang
the Acknowledgment Request subfield shall be set to one.

The Source PAN Identifier field shall-¢ontain the value of macPANId, and the Source Address field shal
contain the value of macShortAddress.

7.3.9.2 GTS Characteristics field

The GTS Characteristics field shall be formatted as illustrated in Figure 65.

bits: 0-3 4 5 6-7

GTS Length GTS Direction Characteristics Type Reserved

Figure 65—GTS Characteristics field format

The GTS Length subfield shall contain the number of superframe slots being requested for the GTS.

The GTS Direction subfield shall be set to one if the GTS is to be a receive-only GTS. Conversely, this
subfield shall be set to zero if the GTS is to be a transmit-only GTS. GTS direction is defined relative to the
direction of data frame transmissions by the device.

The Characteristics Type subfield shall be set to one if the characteristics refers to a GTS allocation or zero
if the characteristics refers to a GTS deallocation.
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7.4 MAC constants and PIB attributes

This subclause specifies the constants and attributes required by the MAC sublayer.

7.4.1 MAC constants

The constants that define the characteristics of the MAC sublayer are presented in Table 85.
Table 85—MAC sublayer constants
Constant Description Value
aBaseSotDuration The number of symbols forming a superframe slot 60
when the superframe order is equal to 0 (see 7.5.X1),
aBaseSuperframeDuration The number of symbols forming a superframé when aBaseSotDuration *
the superframe order is equal to 0. aNumSuperframeSots
aExtendedAddress The 64-bit (IEEE) address assigned te.the device. Device specific
aGTDescPersistenceTime The number of superframes in which a GTS descriptor | 4
exists in the beacon frame of the PAN coordinator.
aMaxBeaconOverhead The maximum number,ofOctets added by the MAC 75
sublayer to the MAC-payload of a beacon frame.
aMaxBeaconPayloadlL ength The maximum size)in octets, of a beacon payload. aMaxPHYPacketSze-
aMaxBeaconOverhead
aMaxLostBeacons The numberof consecutive lost beacons that will 4
cause the MAC sublayer of a receiving device to
declare'a loss of synchronization.
aMaxMACSafePayloadSze The maximum number of octets that can be aMaxPHYPacketSze-
transmitted in the MAC Payload field of an unsecured | aMaxMPDUUnsecure
MAC frame that will be guaranteed not to exceed dOverhead
aMaxPHYPacketSize.
aMaxMACPayloadSize The maximum number of octets that can be aMaxPH YPacketS ze—-
transmitted in the MAC Payload field. aMinMPDUOverhead
aMaxMPDUUnsecuredOverhead | The maximum number of octets added by the MAC 25
sublayer to the PSDU without security.
aMaxSESFrameSze The maximum size of an MPDU, in octets, that can be | 18
followed by a SIFS period.
aMinCAPLength The minimum number of symbols forming the CAP. 440
This ensures that MAC commands can still be
fransterred t0 devices when G1Ss are being used.
An exception to this minimum shall be allowed for the
accommodation of the temporary increase in the
beacon frame length needed to perform GTS
maintenance (see 7.2.2.1.3).
aMinMPDUOQverhead The minimum number of octets added by the MAC 9
sublayer to the PSDU.
aNumSuperframeS ots The number of slots contained in any superframe. 16
aUnitBackoffPeriod The number of symbols forming the basic time period | 20
used by the CSMA-CA algorithm.
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7.4.2 MAC PIB attributes

The MAC PIB comprises the attributes required to manage the MAC sublayer of a device. The attributes
contained in the MAC PIB are presented in Table 86. Attributes marked with a dagger (1) are read-only
attributes (i.e., attribute can only be set by the MAC sublayer), which can be read by the next higher layer
using the MLME-GET.request primitive. All other attributes can be read or written by the next higher layer

= g

diamond () are optional for an RFD; attributes marked with an asterisk (*) are optional for both device
types (i.e., RFD and FFD).

The read-only attribute macAckWaitDuration is dependent on a combination of constants gnd PHY PIB
attributes. The formula for relating the constants and attributes is shown in Equation (13).

macAckWaitDuration = (13
aUnitBackoffPeriod + aTurnaroundTime + phySHRDuration + [ 6 - phySymbol sPerQctet |
where
6 represents the number of PHY header octets plus thevhumber of PSDU octets in an
acknowledgment frame.
The attribute macMaxFrameTotalWaitTime may be set by ¢he next higher layer and is dependent upon 3
combination of PHY and MAC PIB attributes and constants. The formula relating the attributes and

constants is shown in Equation (14):

macMaxFrameTotal WaitTime = (14

m-1
M 3 gmacMinBE + k] +(2MAMaXBE _ 1y | (macMaxCSMABackoffs—m) | « aUnitBackoffPeriod + phyMaxFrameDur ati
k=0

where
m is min(macMaxBE-macMinBE, macMaxCSVIABackoffs).

Table 86—MAC PIB attributes

Attribute Identifier Type Range Description Default
nacAckWaitDuration” 0x40 Integer | See Equation The maximum number of Dependent
(13) symbols to wait for an on
acknowledgment frame to currently
arrive following a transmitted ie:'efted
data frame. indicated
. . by phy-
This value is dependent on CXJPreXr/lt-
the supported PHY, which Page

determines both the selected
logical channel and channel
page. The calculated value is
the time to commence
transmitting the ACK plus the
length of the ACK frame. The
commencement time is
described in 7.5.6.4.2.
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Table 86—MAC PIB attributes (continued)

Attribute

Identifier

Type

Range

Description

Default

macAssoci atedPAN-
Coord

0x56

Boolean

TRUE or
FALSE

Indication of whether the
device is associated to the
PAN through the PAN

FALSE

coordinator. A value of
TRUE indicates the device
has associated through the
PAN coordinator. Otherwise,
the value is set to FALSE.

macAssociation-
Permit

0x41

Boolean

TRUE or
FALSE

Indication of whether a
coordinator is currently
allowing association.(Ayvalue
of TRUE indicates that
association is pérmitted.

FALSE

macAutoRequest

0x42

Boolean

TRUE or
FALSE

Indication.of whether a
deviceautomatically sends a
datasequest command if its
address is listed in the beacon
frame. A value of TRUE
indicates that the data request
command is automatically
sent.

This attribute also affects the
generation of the MLME-
BEACON-
NOTIFY.indication primitive
(see 7.1.5.1.2).

TRUE

macBattLifeExt

0x43

Beolean

TRUE or
FALSE

Indication of whether BLE,
through the reduction of
coordinator receiver
operation time during the
CAP, is enabled. A value of
TRUE indicates that it is
enabled. Also, see 7.5.1.4 for
an explanation of how this
attribute affects the backoff
exponent in the CSMA-CA
algorithm.

FALSE
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Table 86—MAC PIB attributes (continued)

Attribute

Identifier

Type

Range

Description

Default

macBattLifeExtPeriods

0x44

Integer

6-41

In BLE mode, the number of
backoff periods during which
the receiver is enabled after

Dependent
on
currently

the IFS following a beacon.

This value is dependent on
the supported PHY and is the
sum of three terms:

Term 1: The value 2* -4,
where X is the maximum
value of macMinBE"inBLE
mode (equal to two). This
term is thus equal’te 3 backoff
periods.

Term(2: jFhe duration of the
igitial contention window
length (see 7.5.1.4). Thisterm
is thus equal to 2 backoff
periods.

Term 3: The Preamble field
length and the SFD field
length of the supported PHY
(see Table 19 and Table 20 in
Clause 6), summed together
and rounded up (if necessary)
to an integer number of back-
off periods.

selected
PHY,
indicated
by {phy-
Current-
Page

macBeaconPayl oad®

0x45

Set of
octets

The contents of the beacon
payload.

NULL

macBeaconPayload-
Length’

0x46

Integer

0 — aMax-
Beacon-
PayloadLength

The length, in octets, of the
beacon payload.

macBeaconOrder ®

0x47

Integer

0-15

Specification of how often the
coordinator transmits its
beacon. If BO = 15, the
coordinator will not transmit
a periodic beacon. See 7.5.1.1
for an explanation of the
relationship between the
beacon order and the beacon
interval.

15
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Table 86—MAC PIB attributes (continued)

Attribute

Identifier

Type

Range

Description

Default

macBeaconTxTime'

*

0x48

Integer

0x000000-
Oxffffff

The time that the device
transmitted its last beacon
frame in symbol periods The

0x000000

measurement shall be taken at
the same symbol boundary
within every transmitted
beacon frame, the location of
which is implementation
specific.

This is a 24-bit value, afnd the
precision of this value(shall
be a minimum of,20%bits, with
the lowest four bits being the
least significant:

macBSN*®

0x49

Integer

0x00-0xff

The sequence number added
to thetransmitted beacon
frame:

Random
value from
within the
range

Address

macCoordExtended-

Ox4a

IEEE
address

An extended
64-bit IEEE.
address

The 64-bit address of the
coordinator through which
the device is associated.

macCoordShort-
Address

0x4b

Integer

0x0000=0xffff

The 16-bit short address
assigned to the coordinator
through which the device is
associated. A value of
Oxfffe indicates that the
coordinator is only using its
64-bit extended address. A
value of Oxffff indicates that
this value is unknown.

Oxffff

macDSN

Ox4c

Integer

0x00-0xff

The sequence number added
to the transmitted data or
MAC command frame.

Random
value from
within the
range

macGTSPermit¥

Ox4d

Boolean

TRUE or
FALSE

TRUE if the PAN coordinator
is to accept GTS requests.
FALSE otherwise.

TRUE

macMaxBE

0x57

Integer

3-8

The maximum value of the
backoff exponent, BE, in the
CSMA-CA algorithm. See
7.5.1.4 for a detailed
explanation of the backoff

exponent.

macMaxCSMABackoffs

Ox4e

Integer

The maximum number of
backoffs the CSMA-CA
algorithm will attempt before
declaring a channel access
failure.
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Table 86—MAC PIB attributes (continued)

PAN on which the device is
operating. If this value is
0xffff, the device is not
associated.

Attribute Identifier Type Range Description Default
macMaxFrameTotal - 0x58 Integer See Equation The maximum number of Dependent
WaitTime (14) CAP symbols in a beacon- on

enabled PAN_or symhalsina | currently
nonbeacon-enabled PAN, to | Selected
wait either for a frame Fn%i\gat ed
intended as a response to a by phy-
data request frame or fqr a Gurrent-
broadcast frame following a Page
beacon with the Frame
Pending subfield set to ope.
This attribute, which‘shall
only be set by the next higher
layer, is dependefitupon
macMinBE;maeMaxBE,
macMaxCSViABackoffs and
the number of symbols per
octet¢See 7.4.2 for the
formula relating the
attributes.
macMaxFrameRetries 0x59 Integer 0-7 The maximum number of 3
retries allowed after a
transmission failure.
macMinBE Ox4f Integer O<macMaxBE The minimum value of the 3
backoff exponent (BE) in the
CSMA-CA algorithm. See
7.5.1.4 for a detailed
explanation of the backoff
exponent.
macMinLIFSPeriod’ Integer See Table 3 in The minimum number of Dependent
Clause 6 symbols forming a LIFS on
period. currently
selected
PHY,
indicated
by phy-
Current-
Page
macMinS ESPeriod’ Integer See Table 3 in The minimum number of Dependent
Clause 6 symbols forming a SIFS on
period. currently
selected
PHY,
indicated
by phy-
Current-
Page
macPANId 0x50 Integer 0x0000-0xffff The 16-bit identifier of the Oxffff

164

© IEEE 2010 - All rights reserved



https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

Table 86—MAC PIB attributes (continued)

Attribute

Identifier

Type

Range

Description

Default

macPromiscuous-
Mode®

0x51

Boolean

TRUE or
FALSE

Indication of whether the
MAC sublayer is in a
promiscuous (receive all)

FALSE

mode. A value of TRUE
indicates that the MAC
sublayer accepts all frames
received from the PHY.

macResponseaitTime

0x5a

Integer

2-64

The maximum time, in
multiples of
aBaseSuperframeDuration,a
device shall wait for &
response command-frame to
be available folfowing a
request command frame.

32

macRxOnWhenldle

0x52

Boolean

TRUE or
FALSE

Indigation of whether the
MACSublayer is to enable its
receiver during idle periods.
For a beacon-enabled PAN,
this attribute is relevant only
during the CAP of the
incoming superframe. For a
nonbeacon-enabled PAN, this
attribute is relevant at all
times.

FALSE

macSecurityEnabled

0x5d

Booleafi

TRUE or
FALSE

Indication of whether the
MAC sublayer has security
enabled.

A value of TRUE indicates
that security is enabled, while
a value of FALSE indicates
that security is disabled.

FALSE

macShortAddress

0x53

Integer

0x0000-0xffff

The 16-bit address that the
device uses to communicate
in the PAN. If the device is
the PAN coordinator, this
value shall be chosen before a
PAN is started. Otherwise, the
address is allocated by a
coordinator during
association.

A value of Oxfffe indicates

Oxffff

that the device has associated
but has not been allocated an
address. A value of Oxffff
indicates that the device does
not have a short address.
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Table 86—MAC PIB attributes (continued)

Attribute

Identifier

Type

Range

Description

Default

macSuper frame-
Order™®

0x54

Integer

0-15

The length of the active
portion of the outgoing
superframe including the

15

beacon frame. If superframe
order, SO, = 15, the
superframe will not be active
following the beacon. See
7.5.1.1 for an explanation of
the relationship between the
superframe order and the
superframe duration.

macSyncSymbol Offset

0x5b

Integer

0x000-0x100
for the 2.4 GHz
PHY

0x000-0x400
for the
868/915 MHz
PHY

The offset, measured in
symbols, between the symbol
boundary atwhieh the
MLME captures the
timestamp\of each transmitted
or received frame, and the
onseét of the first symbol past
the SFD, namely, the first
symbol of the Length field.

Imple-
mentation
specific

macTimestamp-
SjpportedJr

0x5¢

Boolean

TRUE or,
FALSE

Indication of whether the
MAC sublayer supports the

Imple-
mentation

optional timestamping feature
for incoming and outgoing
data frames.

specific

macTransaction- 0x55

PersistenceTime

Integer 0x0000-0xffff The maximum time (in unit 0x01f4
periods) that a transaction is
stored by a coordinator and

indicated in its beacon.

The unit period is governed
by macBeaconOrder, BO, as
follows: For 0 < BO < 14, the
unit period will be aBase-
SuperframeDuration * 280,
For BO = 15, the unit period
will be aBaseSuperframe-
Duration.

7.5.MAC functional description

This subclause provides a detailed description of the MAC functionality. Subclause 7.5.1 describes thg
followingtwo-mechanisms—for channel access—contention-based-and-contentionfres.Contention-based
access allows devices to access the channel in a distributed fashion using a CSMA-CA backoff algorithm.
Contention-free access is controlled entirely by the PAN coordinator through the use of GTSs.

The mechanisms used for starting and maintaining a PAN are described in 7.5.2. Channel scanning is used
by a device to assess the current state of a channel (or channels), locate all beacons within its POS, or locate
a particular beacon with which it has lost synchronization. Before starting a new PAN, the results of a
channel scan can be used to select an appropriate logical channel and channel page, as well as a PAN
identifier that is not being used by any other PAN in the area. Because it is still possible for the POS of two
PANs with the same PAN identifier to overlap, a procedure exists to detect and resolve this situation.
Following a channel scan and suitable PAN identifier selection, an FFD can begin operating as the PAN
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coordinator. Also described in the subclause is a method to allow a beaconing FFD to discover other such
devices during normal operations, i.e., when not scanning.

The mechanisms to allow devices to join or leave a PAN are defined in 7.5.3. The association procedure
describes the conditions under which a device may join a PAN and the conditions necessary for a
coordinator to permit devices to join. Also described is the disassociation procedure, which can be initiated

lonesila PO A | H -y H +
Uy UIT dooULTAICU UTVILT Ul TS LUUTUTTIALUT.

The mechanisms to allow devices to acquire and maintain synchronization with a coordinator are described
in 7.5.4. Synchronization on a beacon-enabled PAN is described after first explaining how a ¢oordinato
generates beacon frames. Following this explanation, synchronization on a nonbeacon-enabled PAN i3
described. Also described is a procedure to reestablish communication between a device and'itscoordinator
as it is possible that a device may lose synchronization in the case of either a beacen-enabled or &
nonbeacon-enabled PAN.

This standard has been designed so that application data transfers can be contrefled’by the devices on a PAN
rather than by the coordinator. The procedures the coordinator uses to hangle- multiple transactions whilg
preserving this requirement are described in 7.5.5.

The mechanisms for transmitting, receiving, and acknowledgingyframes, including frames sent using
indirect transmission, are described in 7.5.6. In addition, methods for retransmitting frames are alsqg
described.

The mechanisms for allocating and deallocating a GTSare described in 7.5.7. The deallocation process may
result in the fragmentation of the GTS space, i.e{an unused slot or slots. The subclause describes &
mechanism to resolve fragmentation.

The MAC sublayer uses the mechanisms deseribed in 7.5.8 for all incoming and outgoing frames.

Throughout this subclause, the receipt/of a frame is defined as the successful receipt of the frame by the
PHY and the successful verification of the FCS by the MAC sublayer, as described in 7.2.1.9.

7.5.1 Channel access

This subclause describes the mechanisms for accessing the physical radio channel.
7.5.1.1 Superframe structure

A coordinator on a PAN can optionally bound its channel time using a superframe structure. A superframe is

bounded by the transmission of a beacon frame and can have an active portion and an inactive portion. The
coordinator may enter a low-power (sleep) mode during the inactive portion.

The structure of this cupnrfmmn is described h\ll the values of macBeaconQrder and macS. |pr:-rfr=merdpr

The MAC PIB attribute macBeaconOrder, describes the interval at which the coordinator shall transmit its
beacon frames. The value of macBeaconOrder, BO, and the beacon interval, Bl, are related as follows: for 0
< BO < 14, Bl = aBaseSuperframeDuration * 289 symbols. If BO = 15, the coordinator shall not transmit
beacon frames except when requested to do so, such as on receipt of a beacon request command. The value
of macSuperframeOrder shall be ignored if BO = 15.

The MAC PIB attribute macSuperframeOrder describes the length of the active portion of the superframe,
which includes the beacon frame. The value of macSuperframeOrder, SO, and the superframe duration, SD,
are related as follows: for 0 < SO < BO < 14, SD = aBaseSuperframeDuration * 25° symbols. If SO = 15, the
superframe shall not remain active after the beacon. If BO = 15, the superframe shall not exist (the value of
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macSuperframeOrder shall be ignored), and macRxOnWhenldle shall define whether the receiver is enabled
during periods of transceiver inactivity.

The active portion of each superframe shall be divided into aNumSuperframeSots equally spaced slots of
duration 2%° * aBaseSotDuration and is composed of three parts: a beacon, a CAP and a CFP. The beacon
shall be transmitted, without the use of CSMA, at the start of slot 0, and the CAP shall commence
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beacon PPDU is transmitted. The CFP, if present, follows immediately after the CAP and extends to the eng
of the active portion of the superframe. Any allocated GTSs shall be located within the CFP.

The MAC sublayer shall ensure that the integrity of the superframe timing is maintained, e.g.,.compensating
for clock drift error.

PANs that wish to use the superframe structure (referred to as a beacon-enabled PAN) shall se
macBeaconOrder to a value between 0 and 14, both inclusive, and macSuperframeOrder to a value betweer]
0 and the value of macBeaconOrder, both inclusive.

PANSs that do not wish to use the superframe structure (referred to as a nonbeacon-enabled PAN) shall se
both macBeaconOrder and macSuperframeOrder to 15. In this case,a coordinator shall not transmi
beacons, except upon receipt of a beacon request command; all.\transmissions, with the exception of
acknowledgment frames and any data frame that quickly follows-the acknowledgment of a data reques
command (see 7.5.6.3), shall use an unslotted CSMA-CA meckanism to access the channel. In addition
GTSs shall not be permitted.

An example of a superframe structure is shown in Figure’66. In this case, the beacon interval, Bl, is twice as
long as the active superframe duration, SD, and the:CFP contains two GTSs.

Beacon Beacon
— i — "
i CAP CcP ’ ‘

GTS | GTS Inactive

[ola1l213[4l5F61718l9l10l11]12]13/14]15

__ SD=aBaseSperframeDuration*25° symbols
D (Active)

Bl = aBaseQuperframeDuration*28° symbols

.
™

7 §
\4

Figure 66—An example of the superframe structure

7.5.1.1.1 Contention access period (CAP)

The CAP shall start immediately following the beacon and complete before the beginning of the CFP on a
superframe slot boundary. If the CFP is zero length, the CAP shall complete at the end of the active portion
of the superframe. The CAP shall be at least aMinCAPLength symbols, unless additional space is needed to
temporarily accommodate the increase in the beacon frame length needed to perform GTS maintenance (see
7.2.2.1.3), and shall shrink or grow dynamically to accommodate the size of the CFP.

All frames, except acknowledgment frames and any data frame that quickly follows the acknowledgment of
a data request command (see 7.5.6.3), transmitted in the CAP shall use a slotted CSMA-CA mechanism to
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access the channel. A device transmitting within the CAP shall ensure that its transaction is complete (i.e.,
including the reception of any acknowledgment) one IFS period (see 7.5.1.3) before the end of the CAP. If
this is not possible, the device shall defer its transmission until the CAP of the following superframe.

MAC command frames shall always be transmitted in the CAP.
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The CFP shall start on a slot boundary immediately following the CAP and it shall complete before.the eng
of the active portion of the superframe. If any GTSs have been allocated by the PAN coordinator, they shal
be located within the CFP and occupy contiguous slots. The CFP shall therefore grow or shrink-depending
on the total length of all of the combined GTSs.

No transmissions within the CFP shall use a CSMA-CA mechanism to access the,;ehannel. A devicg
transmitting in the CFP shall ensure that its transmissions are complete one IFS period (see 7.5.1.3) before
the end of its GTS.

7.5.1.2 Incoming and outgoing superframe timing

On a beacon-enabled PAN, a coordinator that is not the PAN coordinator shall maintain the timing of both
the superframe in which its coordinator transmits a beacon (the incoming superframe) and the superframe in
which it transmits its own beacon (the outgoing superframe). Fhe relative timing of these superframes is
defined by the StartTime parameter of the MLME-START .reguest primitive (see 7.1.14.1 and 7.5.2.4). The
relationship between incoming and outgoing superframes<s illustrated in Figure 67.

The beacon order and superframe order shall beequal for all superframes on a PAN. All devices shal
interact with the PAN only during the active portien of a superframe.

Received Transmitted Received
Beacon Beacon Beacon
>« e >«
Incoming (received ’\\ Outgoing (transmitted)
superframe t) superframe
RERRRERECNRERE TTTTTTTTTITTTTTT
SD ! SD !
(Active) (Active)
> StartTime > SD =
o Ll
> Bl >

Figure 67—The relationship between incoming and outgoing beacons

7.5.1.3 Interframe spacing (IFS)

The MAC sublayer needs a finite amount of time to process data received by the PHY. To allow for this, two
successive frames transmitted from a device shall be separated by at least an IFS period; if the first
transmission requires an acknowledgment, the separation between the acknowledgment frame and the
second transmission shall be at least an IFS period. The length of the IFS period is dependent on the size of
the frame that has just been transmitted. Frames (i.e., MPDUS) of up to aMaxS FSFrameS ze octets in length
shall be followed by a SIFS period of a duration of at least macMinS FSPeriod symbols. Frames (i.e.,
MPDUs) with lengths greater than aMaxSFSFrameSze octets shall be followed by a LIFS period of a
duration of at least macMinLIFSPeriod symbols. These concepts are illustrated in Figure 68.
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The CSMA-CA algorithm shall take this requirement into account for transmissions in the CAP.

Acknowledgedtransmission

Long frame | | ACK | | Shortframe | | ACK |
T o« CFS T ok SIFS

Unacknowledged transmission

Long frame | Shortframe

LIFS SIFS

WhereaTurnaroundTime <t < (aTurnaroundTime + aUnitBackoffPeriod)

Figure 68—IFS

7.5.1.4 CSMA-CA algorithm

The CSMA-CA algorithm shall be used before the transmission of data or MAC command frameg
transmitted within the CAP, unless the frame can be quickly transmitted following the acknowledgment of &
data request command (see 7.5.6.3 for timing requirements). The CSMA-CA algorithm shall not be used fo
the transmission of beacon frames in a beacon:=enabled PAN, acknowledgment frames, or data frames
transmitted in the CFP.

If periodic beacons are being used in the PAN, the MAC sublayer shall employ the slotted version of the
CSMA-CA algorithm for transmissiofis in the CAP of the superframe. Conversely, if periodic beacons are
not being used in the PAN or if a beacon could not be located in a beacon-enabled PAN, the MAC sublaye
shall transmit using the unslotted version of the CSMA-CA algorithm. In both cases, the algorithm is
implemented using units, of time called backoff periods, where one backoff period shall be equal tg
aUnitBackoffPeriod symbols.

In slotted CSMA-EA, the backoff period boundaries of every device in the PAN shall be aligned with the
superframe slot beundaries of the PAN coordinator, i.e., the start of the first backoff period of each device is
aligned with, the start of the beacon transmission. In slotted CSMA-CA, the MAC sublayer shall ensure thal
the PHY commences all of its transmissions on the boundary of a backoff period. In unslotted CSMA-CA
the backoff periods of one device are not related in time to the backoff periods of any other device in thg
PAN:

Each-device-shall-maintainthree-variablesfor-each-transmission-attempt-NB-C\Wand-BE-NB-isthe-rumbe
of times the CSMA-CA algorithm was required to backoff while attempting the current transmission; this
value shall be initialized to zero before each new transmission attempt. CW is the contention window length,
defining the number of backoff periods that need to be clear of channel activity before the transmission can
commence; this value shall be initialized to two before each transmission attempt and reset to two each time
the channel is assessed to be busy. The CW variable is only used for slotted CSMA-CA. BE is the backoff
exponent, which is related to how many backoff periods a device shall wait before attempting to assess a
channel. In unslotted systems, or slotted systems with the received BLE subfield (see Figure 47) set to zero,
BE shall be initialized to the value of macMinBE. In slotted systems with the received BLE subfield set to
one, this value shall be initialized to the lesser of two and the value of macMinBE. Note that if macMinBE is
set to zero, collision avoidance will be disabled during the first iteration of this algorithm.
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Although the receiver of the device is enabled during the CCA analysis portion of this algorithm, the device
may discard any frames received during this time.

Figure 69 illustrates the steps of the CSMA-CA algorithm. When using slotted CSMA-CA, the MAC
sublayer shall first initialize NB, CW, and BE and then locate the boundary of the next backoff period
[step (1)]. For unslotted CSMA-CA, the MAC sublayer shall initialize NB and BE and then proceed directly
to step (2).

The MAC sublayer shall delay for a random number of complete backoff periods in the range 0,to 255 — 1
[step (2)] and then request that the PHY perform a CCA [step (3)]. In a slotted CSMA-CA systeny, the CCA
shall start on a backoff period boundary. In an unslotted CSMA-CA system, the CEA’ shall star
immediately.

In a slotted CSMA-CA system with the BLE subfield set to zero, the MAC sublayer shall ensure that, afte
the random backoff, the remaining CSMA-CA operations can be undertaken. and the entire transaction car
be transmitted before the end of the CAP. Note that any bit padding used by the’supported PHY (see 6.7.2.2
must be considered in making this determination. If the number of backoff periods is greater than the
remaining number of backoff periods in the CAP, the MAC sublayershall pause the backoff countdown a
the end of the CAP and resume it at the start of the CAP in the next'superframe. If the number of backof
periods is less than or equal to the remaining number of backoff.périods in the CAP, the MAC sublayer shal
apply its backoff delay and then evaluate whether it can proceed. The MAC sublayer shall proceed if the
remaining CSMA-CA algorithm steps (i.e., two CCA analyses), the frame transmission, and any
acknowledgment can be completed before the end of<the’ CAP. If the MAC sublayer can proceed, it shal
request that the PHY perform the CCA in the current superframe. If the MAC sublayer cannot proceed, i
shall wait until the start of the CAP in the next superframe and apply a further random backoff delay
[step (2)] before evaluating whether it can progeed again.

In a slotted CSMA-CA system with the-BLE subfield set to one, the MAC sublayer shall ensure that, afte
the random backoff, the remaining.€CSMA-CA operations can be undertaken and the entire transaction car
be transmitted before the end.©0f the CAP. The backoff countdown shall only occur during the firs
macBattLifeExtPeriods full backoff periods after the end of the IFS period following the beacon. The MA(Q
sublayer shall proceed ifsthe remaining CSMA-CA algorithm steps (two CCA analyses), the frame
transmission, and any ‘acknowledgment can be completed before the end of the CAP, and the framg
transmission will start in one of the first macBattLifeExtPeriods full backoff periods after the IFS periog
following the beacon. If the MAC sublayer can proceed, it shall request that the PHY perform the CCA in
the current supefrframe. If the MAC sublayer cannot proceed, it shall wait until the start of the CAP in thg
next superframe and apply a further random backoff delay [step (2)] before evaluating whether it car
proceed.again.

If the channel is assessed to be busy [step (4)], the MAC sublayer shall increment both NB and BE by one
ensuring that BE shall be no more than macMaxBE. The MAC sublayer in a slotted CSMA-CA system shal
also reset CW to two. If the value of NB is less than or equal to macMaxCSVIABackoffs, the CSMA-CA
algorithm shall return to step (2). If the value of NB is greater than macMaxCSMABackoffs, the CSMA-CA
algorithm shall terminate with a channel access failure status.

If the channel is assessed to be idle [step (5)], the MAC sublayer in a slotted CSMA-CA system shall ensure
that the contention window has expired before commencing transmission. To do this, the MAC sublayer
shall first decrement CW by one and then determine whether it is equal to zero. If it is not equal to zero, the
CSMA-CA algorithm shall return to step (3). If it is equal to zero, the MAC sublayer shall begin
transmission of the frame on the boundary of the next backoff period. If the channel is assessed to be idle in
an unslotted CSMA-CA system, the MAC sublayer shall begin transmission of the frame immediately.
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Figure 69—CSMA-CA algorithm

7.5.2 Starting and maintaining PANs

This subclause specifies the procedures for scanning through channels, identifying PAN identifier conflicts,
and starting PANS.

7.5.2.1 Scanning through channels

All devices shall be capable of performing passive and orphan scans across a specified list of channels. In
addition, an FFD shall be able to perform ED and active scans. The next higher layer should submit a scan
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request for a particular channel page containing a list of channels chosen only from the channels specified by
phyChannelsSupported for that particular channel page.

A device is instructed to begin a channel scan through the MLME-SCAN.request primitive. Channels are
scanned in order from the lowest channel number to the highest. For the duration of the scan, the device shall
suspend beacon transmissions, if appllcable and shall only accept frames received over the PHY data
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recommence beacon transmissions. The results of the scan shall be returned via the MLME-SCAN.conficry]
primitive.

7.5.2.1.1 ED channel scan

An ED scan allows a device to obtain a measure of the peak energy in each requested chahngl. This could be
used by a prospective PAN coordinator to select a channel on which to operate prior to-starting a new PAN
During an ED scan, the MAC sublayer shall discard all frames received over the PHY)data service.

An ED scan over a specified set of logical channels is requested using the MEME-SCAN.request primitive
with the ScanType parameter set to indicate an ED scan. For each logieal channel, the MLME shall firs
switch to the channel, by setting phyCurrentChannel and phyCurrentRageaccordingly, and then repeatedly
perform an ED measurement for [aBaseSuperframeDuration * (2" +.1)] symbols, where n is the value of thq
ScanDuration parameter in the MLME-SCAN.request primitive_An ED measurement is performed by the
MLME issuing the PLME-ED.request (see 6.2.2.3), which is guaranteed to return a value. The maximunm
ED measurement obtained during this period shall be noted>before moving on to the next channel in thg
channel list. A device shall be able to store between one-and an implementation-specified maximum numbe
of channel ED measurements.

The ED scan shall terminate when either thesnrumber of channel ED measurements stored equals the
implementation-specified maximum or energy_has been measured on each of the specified logical channels.

7.5.2.1.2 Active channel scan

An active scan allows a device,t0)locate any coordinator transmitting beacon frames within its POS. This
could be used by a prospective.PAN coordinator to select a PAN identifier prior to starting a new PAN, or i
could be used by a device-prior to association.

During an active scan, the MAC sublayer shall discard all frames received over the PHY data service tha
are not beacon frames. If a beacon frame is received that contains the address of the scanning device in its
list of pending addresses, the scanning device shall not attempt to extract the pending data.

Before €emmencing an active scan, the MAC sublayer shall store the value of macPANId and then set it tg
Oxffff.for the duration of the scan. This enables the receive filter to accept all beacons rather than just thg
beacons from its current PAN (see 7.5.6.2). On completion of the scan, the MAC sublayer shall restore thq
value of macPANId to the value stored before the scan began.

An active scan over a specified set of logical channels is requested using the MLME-SCAN.request
primitive with the ScanType parameter set to indicate an active scan. For each logical channel, the device
shall first switch to the channel, by setting phyCurrentChannel and phyCurrentPage accordingly, and send a
beacon request command (see 7.3.7). Upon successful transmission of the beacon request command, the
device shall enable its receiver for at most [aBaseSuperframeDuration * (2" + 1)] symbols, where n is the
value of the ScanDuration parameter. During this time, the device shall reject all nonbeacon frames and
record the information contained in all unique beacons in a PAN descriptor structure (see Table 55 in
7.1.5.1.1). If a beacon frame is received when macAutoRequest is set to TRUE, the list of PAN descriptor
structures shall be stored by the MAC sublayer until the scan is complete; at this time, the list shall be sent to
the next higher layer in the PANDescriptorList parameter of the MLME-SCAN.confirm primitive. A device
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shall be able to store between one and an implementation-specified maximum number of PAN descriptors.
A beacon frame shall be assumed to be unique if it contains both a PAN identifier and a source address that
has not been seen before during the scan of the current channel. If a beacon frame is received when
macAutoRequest is set to FALSE, each recorded PAN descriptor is sent to the next higher layer in a separate
MLME-BEACON-NOTIFY.indication primitive. A received beacon frame containing one or more octets of
payload shall also cause the PAN descriptor to be sent to the next higher layer via the MLME-BEACON-
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If a protected beacon frame is received, i.e., the Security Enabled subfield in the Frame Control field.iS'set tg
one, the device shall attempt to unsecure the beacon frame using the unsecuring process described in
7.5.8.2.3.

The security-related elements of the PAN descriptor corresponding to the beacon (see Table 55) shall be se
to the corresponding parameters returned by the unsecuring process. The SecurityFaildre element of the
PAN descriptor shall be set to SUCCESS if the status from the unsecuring process i9SUCCESS and set tdg
one of the other status codes indicating an error in the security processing othepwise:

The information from the unsecured frame shall be recorded in the PAN-descriptor even if the status fron
the unsecuring process indicated an error.

If a coordinator of a beacon-enabled PAN receives the beagon-request command, it shall ignore the
command and continue transmitting its periodic beacons as usual. If a coordinator of a nonbeacon-enabled
PAN receives this command, it shall transmit a single beacof frame using unslotted CSMA-CA.

If macAutoRequest is set to TRUE, the active scan afpaparticular channel shall terminate when the numbe
of beacons found equals the implementation-specified limit or the channel has been scanned for the ful
time, as specified in 7.5.2.1.2. If macAutoRequest’is set to FALSE, the active scan on a particular channe
shall terminate when the channel has been scanned for the full time. If a channel was not scanned for the ful
time, it shall be considered to be unscanned.

If macAutoReguest is set to TRUE} the entire scan procedure shall terminate when the number of PAN
descriptors stored equals the implementation-specified maximum or every channel in the set of availablg
channels has been scanned: If macAutoRequest is set to FALSE, the entire scan procedure shall only
terminate when every chananel in the set of available channels has been scanned.

7.5.2.1.3 Passivetchannel scan

A passive scdn,jlike an active scan, allows a device to locate any coordinator transmitting beacon frames
within its POS. The beacon request command, however, is not transmitted. This type of scan could be used
by a devieeprior to association.

During a passive scan, the MAC sublayer shall discard all frames received over the PHY data service tha
are not beacon frames. If a beacon frame is received that contains the address of the scanning device in its
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Before commencing a passive scan, the MAC sublayer shall store the value of macPANId and then set it to
Oxffff for the duration of the scan. This enables the receive filter to accept all beacons rather than just the
beacons from its current PAN (see 7.5.6.2). On completion of the scan, the MAC sublayer shall restore the
value of macPANId to the value stored before the scan began.

A passive scan over a specified set of logical channels is requested using the MLME-SCAN.request
primitive with the ScanType parameter set to indicate a passive scan. For each logical channel, the device
shall first switch to the channel, by setting phyCurrentChannel and phyCurrentPage accordingly, and then
enable its receiver for at most [aBaseSuperframeDuration * (2" + 1)] symbols, where n is the value of the
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ScanDuration parameter. During this time, the device shall reject all nonbeacon frames and record the
information contained in all unique beacons in a PAN descriptor structure (see Table 55 in 7.1.5.1.1). If a
beacon frame is received when macAutoRequest is set to TRUE, the list of PAN descriptor structures shall
be stored by the MAC sublayer until the scan is complete; at this time, the list shall be sent to the next higher
layer in the PANDescriptorList parameter of the MLME-SCAN.confirm primitive. A device shall be able to
store between one and an implementation- specified maximum number of PAN descriptors. A beacon frame
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before during the scan of the current channel. If a beacon frame is received when macAutoRequest is set.td
FALSE, each recorded PAN descriptor is sent to the next higher layer in a separate MLME-BEACGON
NOTIFY.indication primitive. Once the scan is complete, the MLME-SCAN.confirm shall be issuedto thq
next higher layer with a null PANDescriptorList. A received beacon frame containing one or mare octets of
payload shall also cause the PAN descriptor to be sent to the next higher layer via the MLME-BEACON
NOTIFY .indication primitive.

If a protected beacon frame is received (i.e., the Security Enabled subfield in the Frame Control field is set tq
one), the device shall attempt to unsecure the beacon frame using the unsecuifing process described in
7.5.8.2.3.

The security-related elements of the PAN descriptor corresponding tothebeacon (see Table 55) shall be se
to the corresponding parameters returned by the unsecuring process™The SecurityFailure element of the
PAN descriptor shall be set to SUCCESS if the status from the unsecuring process is SUCCESS and set tdg
one of the other status codes indicating an error in the security, processing otherwise.

The information from the unsecured frame shall be recerded in the PAN descriptor even if the status from
the unsecuring process indicated an error.

If macAutoRequest is set to TRUE, the passive s¢an on a particular channel shall terminate when the numbe
of beacons found equals the implementation.specified limit or the channel has been scanned for the full time
as specified in 7.5.2.1.3. If macAutoReguest'is set to FALSE, the passive scan on a particular channel shal
terminate when the channel has been scanned for the full time. If a channel was not scanned for the full time
it shall be considered to be unscannged:

If macAutoRequest is set tonTRUE, the entire scan procedure shall terminate when the number of PAN
descriptors stored equalsthe’implementation-specified maximum or every channel in the set of availablg
channels has been scanned. If macAutoRequest is set to FALSE, the entire scan procedure shall terminate
only when every channel in the set of available channels has been scanned.

7.5.2.1.4 Orphan channel scan

An orphan-scan allows a device to attempt to relocate its coordinator following a loss of synchronization
During.an orphan scan, the MAC sublayer shall discard all frames received over the PHY data service tha
are not coordinator realignment command frames.

pr|m|t|ve W|th the ScanType parameter set to |nd|cate an orphan scan. For each logical channel, the device
shall first switch to the channel, by setting phyCurrentChannel and phyCurrentPage accordingly, and then
send an orphan notification command (see 7.3.6). Upon successful transmission of the orphan notification
command, the device shall enable its receiver for at most macResponseWaitTime symbols. If the device
successfully receives a coordinator realignment command (see 7.3.8) within this time, the device shall
terminate the scan.

If a coordinator receives the orphan notification command, the MLME shall send the MLME-

ORPHAN.indication primitive to the next higher layer. The next higher layer should then search its device
list for the device indicated by the primitive. If the next higher layer finds a record of the device, it should
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send a coordinator realignment command to the orphaned device using the MLME-ORPHAN.response
primitive. The process of searching for the device and sending the coordinator realignment command shall
occur within macResponseWaitTime symbols. The coordinator realignment command shall contain its
current PAN identifier, macPANId, its current logical channel and channel page, and the 16-bit short address
of the orphaned device. If the next higher layer of the coordinator finds no record of the device, it should
ignore the MLME-ORPHAN.indication primitive and not send the MLME-ORPHAN.response primitive;
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The orphan scan shall terminate when the device receives a coordinator realignment command(or thg
specified set of logical channels has been scanned.

7.5.2.2 PAN identifier conflict resolution

In some instances a situation could occur in which two PANs exist in the same POS-with the same PAN
identifier. If this conflict happens, the PAN coordinator and its devices shall perform the PAN identifie
conflict resolution procedure.

This procedure is optional for an RFD.
7.5.2.2.1 Detection

The PAN coordinator shall conclude that a PAN identifier conflict is present if either of the following apply

— A beacon frame is received by the PAN coordinator with the PAN Coordinator subfield (seq
7.2.2.1.2) set to one and the PAN identifier equal’to macPANId.

— A PAN ID conflict notification command.(see 7.3.5) is received by the PAN coordinator from 4§
device associated with it on its PAN.

A device that is associated through the PAN coordinator (i.e., macAssociatedPANCoord is set to TRUE
shall conclude that a PAN identifier conflict is present if the following applies:

— A beacon frame is received by the device with the PAN Coordinator subfield set to one, the PAN
identifier equal to macPANId, and an address that is equal to neither macCoordShortAddress no
macCoor dExtendedAddr ess.

A device that is associated through a coordinator that is not the PAN coordinator shall not be capable of
detecting a PAN identifier conflict.

7.5.2.2.2 Resolution

On the detection of a PAN identifier conflict by a device, it shall generate the PAN ID conflict notification
command (see 7.3.5) and send it to its PAN coordinator. Since the PAN ID conflict notification command
contains an acknowledgment request (see 7.3.3.1), the PAN coordinator shall confirm its receipt by sending
an acknowledgment frame. Once the device has received the acknowledgment frame from the PAN

parameter set to PAN_ID_ CONFLICT If the deV|ce does not receive an acknowledgment frame the
MLME shall not inform the next higher layer of the PAN identifier conflict.

On the detection of a PAN identifier conflict by the PAN coordinator, the MLME shall issue an MLME-
SYNC-LOSS.indication to the next higher layer with the LossReason parameter set to
PAN_ID_CONFLICT. The next higher layer of the PAN coordinator may then perform an active scan and,
using the information from the scan, select a new PAN identifier. The algorithm for selecting a suitable PAN
identifier is out of the scope of this standard. If the next higher layer does select a new PAN identifier, it may
then issue an MLME-START.request with the CoordRealignment parameter set to TRUE in order to realign
the PAN, as described in 7.5.2.3.
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7.5.2.3 Starting and realigning a PAN

This subclause specifies procedures for the PAN coordinator starting a PAN, coordinators realigning a PAN,
and devices being realigned on a PAN.

7.5.2.3.1 Starting a PAN

A PAN should be started by an FFD only after having first performed a MAC sublayer reset, by issuing, the
MLME-RESET .request primitive with the SetDefaultPIB parameter set to TRUE, an active chanpel.scan
and a suitable PAN identifier selection. The algorithm for selecting a suitable PAN identifier from.th& list ot
PAN descriptors returned from the active channel scan procedure is out of the scope of this-standard. In]
addition, an FFD should set macShortAddress to a value less than Oxffff.

An FFD is instructed to begin operating a PAN through the use of the MLME-START:tequest primitive (seq
7.1.14.1) with the PANCoordinator parameter set to TRUE and the CoordRealigment parameter set tg
FALSE. On receipt of this primitive, the MAC sublayer shall update the saperframe configuration ang
channel parameters as specified in 7.5.2.3.4. After completing this, thesMAC sublayer shall issue thg
MLME-START.confirm primitive with a status of SUCCESS and begin ©pgrating as the PAN coordinator.

7.5.2.3.2 Realigning a PAN

If a coordinator receives the MLME-START .request primitive (see 7.1.14.1) with the CoordRealignmen
parameter set to TRUE, the coordinator shall attempt{to transmit a coordinator realignment command
containing the new parameters for PANId, LogicalChannel, and, if present, ChannelPage.

When the coordinator is already transmitting beacens and the CoordRealignment parameter is set to TRUE
the next scheduled beacon shall be transmitted on the current channel using the current superframe
configuration, with the Frame Pending subfield of the Frame Control field set to one. Immediately following
the transmission of the beacon, the coerdinator realignment command shall also be transmitted on the
current channel using CSMA-CA.

When the coordinator is not already transmitting beacons and the CoordRealignment parameter is set ta
TRUE, the coordinator realignment command shall be transmitted immediately on the current channel using
CSMA-CA.

If the transmission'of the coordinator realignment command fails due to a channel access failure, the MLME
shall notify the~next higher layer by issuing the MLME-START.confirm primitive with a status of
CHANNELACCESS FAILURE. The next higher layer may then choose to issue the MLME
START/reguest primitive again.

Upansuccessful transmission of the coordinator realignment command, the new superframe configuratior]
and channel parameters shall be put into operation as described in 7.5.2.3.4 at the subsequent scheduleg
beacon, or immediately if the coordinator is not already transmitting beacons, and the MAC sublayer shal
issue the MLME-START.confirm primitive with a status of SUCCESS.

7.5.2.3.3 Realignment in a PAN

If a device has received the coordinator realignment command (see 7.3.8) from the coordinator through
which it is associated and the MLME was not carrying out an orphan scan, the MLME shall issue the
MLME-SYNC-LOSS.indication primitive with the LossReason parameter set to REALIGNMENT and the
PANId, LogicalChannel, ChannelPage, and the security-related parameters set to the respective fields in the
coordinator realignment command. The next higher layer of a coordinator may then issue an MLME-
START.request primitive with the CoordRealignment parameter set to TRUE. The next higher layer of a
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device that is not a coordinator may instead change the superframe configuration or channel parameters
through use of the MLME-SET.request primitive.

7.5.2.3.4 Updating superframe configuration and channel PIB attributes

To update the superframe configuration and channel attributes, the MLME shall assign values from the
MLME-START.request primitive parameters to the appropriate PIB attributes. The MLME shall ;se
macBeaconOrder to the value of the BeaconOrder parameter. If macBeaconOrder is equal to 15, the MLIMH
will also set macSuperframeOrder to 15. In this case, this primitive configures a nonbeacon-enabled PAN. I
macBeaconOrder is less than 15, the MAC sublayer will set macSuperframeOrder to the value of thg
SuperframeOrder parameter. The MAC sublayer shall also update macPANID with the valugof the PANIQ
parameter and update phyCurrentPage and phyCurrentChannel with the values of the-ChannelPage and
LogicalChannel parameters, respectively, by twice issuing the PLME-SET.request priniitive.

7.5.2.4 Beacon generation
A device shall be permitted to transmit beacon frames only if macShortAddress is not equal to Oxffff.

An FFD shall use the MLME-START.request primitive to begin transmitting beacons only if the
BeaconOrder parameter is less than 15. The FFD may begih-beacon transmission either as the PAN
coordinator of a new PAN or as a device on a previously established PAN, depending upon the setting of the
PANCoordinator parameter (see 7.1.14.1). The FFD shall”begin beacon transmission on a previously
established PAN only once it has successfully associatedywith that PAN.

If the FFD is the PAN coordinator (i.e., the PANCoordinator parameter is set to TRUE), the MAC sublaye
shall ignore the StartTime parameter and beginbeacon transmissions immediately. Setting the StartTime
parameter to zero shall also cause the MAC sublayer to begin beacon transmissions immediately. If the FFD
is not the PAN coordinator and the StartTime parameter is nonzero, the time to begin beacon transmissions
shall be calculated using the followingmethod. The StartTime parameter, which is rounded to a backoff slo
boundary, shall be added to the time, obtained from the local clock, when the MAC sublayer receives the
beacon of the coordinator through which it is associated. The MAC sublayer shall then begin beacor
transmissions when the current time, obtained from the local clock, equals the number of calculateg
symbols. In order for the'beacon transmission time to be calculated by the MAC sublayer, the MAC sublaye
shall first track the beacon of the coordinator through which it is associated. If the MLME-START .reques
primitive is issuedswith a nonzero StartTime parameter and the MAC sublayer is not currently tracking the
beacon of its.ceordinator, the MLME shall not begin beacon transmissions but shall instead issue thq
MLME-STAR¥.confirm primitive with a status of TRACKING_OFF.

If a device misses between one and (aMaxLostBeacons-1) consecutive beacon frames from its coordinator
thesdevice shall continue to transmit its own beacons based on both macBeaconOrder (see 7.5.2.3.4) and its
loeal clock. If the device then receives a beacon frame from its coordinator and, therefore, does not losg
synchronization, the device shall resume transmitting its own beacons based on the StartTime parameter ang
the incoming beacon. If a device does lose synchronization with its coordinator, the MLME of the device
shall issue the MLME-SYNC-LOSS.indication primitive to the next higher layer and immediately stop
transmitting its own beacons. The next higher layer may, at any time following the reception of the MLME-
SYNC-LOSS.indication primitive, resume beacon transmissions by issuing a new MLME-START.request
primitive.

On receipt of the MLME-START.request primitive, the MAC sublayer shall set the PAN identifier in
macPANId and use this value in the Source PAN Identifier field of the beacon frame. The address used in
the Source Address field of the beacon frame shall contain the value of aExtendedAddress if
macShortAddress is equal to Oxfffe or macShortAddress otherwise.
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The time of transmission of the most recent beacon shall be recorded in macBeaconTxTime and shall be
computed so that its value is taken at the same symbol boundary in each beacon frame, the location of which
is implementation specific. The symbol boundary, which is specified by the macSyncSymbol Offset attribute,
is the same as that used in the timestamp of the incoming beacon frame, as described in 7.5.4.1.

All beacon frames shall be transmitted at the beginning of each superframe at an interval equal to aBase-
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frame is specified in 7.2.2.1).

Beacon transmissions shall be given priority over all other transmit and receive operations.
7.5.2.5 Device discovery

The PAN coordinator or a coordinator indicates its presence on a PAN to other dewices by transmitting
beacon frames. This allows the other devices to perform device discovery.

A coordinator that is not the PAN coordinator shall begin transmitting heacon frames only when it hag
successfully associated with a PAN. The transmission of beacon frames by the device is initiated through the
use of the MLME-START.request primitive with the PANCoordinator_parameter set to FALSE. On receip
of this primitive, the MLME shall begin transmitting beacons based-on'the StartTime parameter (see 7.5.2.4
using the identifier of the PAN with which the device has associated, macPANId, and its extended address
aExtendedAddress, if macShortAddress is equal to 0xfffe, or its'short address, macShortAddress, otherwise
A beacon frame shall be transmitted at a rate of one beacan frame every aBaseSuperframeDuration * 2|
symbols, where n is the value of macBeaconOrder.

7.5.3 Association and disassociation
This subclause specifies the procedures for association and disassociation.
7.5.3.1 Association

A device shall attempt to associdate only after having first performed a MAC sublayer reset, by issuing the
MLME-RESET.request primitive with the SetDefaultPIB parameter set to TRUE, and then having
completed either an active channel scan (see 7.5.2.1.2) or a passive channel scan (see 7.5.2.1.3). The result
of the channel scan would have then been used to choose a suitable PAN. The algorithm for selecting 3
suitable PAN withtwhich to associate from the list of PAN descriptors returned from the channel scan
procedure is outof the scope of this standard.

Following.the*selection of a PAN with which to associate, the next higher layers shall request through thg
MLME<ASSOCIATE.request primitive that the MLME configures the following PHY and MAC PIB
attributes to the values necessary for association:

-+ phyCurrentChannel shall be set equal to the LogicalChannel parameter of the MLME
ASSOCIATE.request primitive.

— phyCurrentPage shall be set equal to the ChannelPage parameter of the MLME-
ASSOCIATE.request primitive.

— macPANId shall be set equal to the CoordPANId parameter of the MLME-ASSOCIATE.request
primitive.

— macCoordExtendedAddress or macCoordshortAddress, depending on which is known from the bea-

con frame from the coordinator through which it wishes to associate, shall be set equal to the
CoordAddress parameter of the MLME-ASSOCIATE.request primitive.

A coordinator shall allow association only if macAssociationPermit is set to TRUE. Similarly, a device
should attempt to associate only with a PAN through a coordinator that is currently allowing association, as

© IEEE 2010 — Al rights reserved 179


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

indicated in the results of the scanning procedure. If a coordinator with macAssociationPermit set to FALSE
receives an association request command from a device, the command shall be ignored.

In order to optimize the association procedure on a beacon-enabled PAN, a device may begin tracking the
beacon of the coordinator through which it wishes to associate a priori. This is achieved by the next higher
layer issuing the MLME-SYNC.request primitive with the TrackBeacon parameter set to TRUE.

A device that is instructed to associate with a PAN, through the MLME-ASSOCIATE.request primitive
shall try to associate only with an existing PAN and shall not attempt to start its own PAN.

The MAC sublayer of an unassociated device shall initiate the association procedure by sending an
association request command (see 7.3.1) to the coordinator of an existing PAN; if the association reques
command cannot be sent due to a channel access failure, the MAC sublayer shall notify,the next highe
layer. Because the association request command contains an acknowledgment request’ (see 7.3.1.1), thd
coordinator shall confirm its receipt by sending an acknowledgment frame.

The acknowledgment to an association request command does not mean that'the’device has associated. The
next higher layer of the coordinator needs time to determine whether the-current resources available on thg
PAN are sufficient to allow another device to associate. The next higher’layer should make this decisior]
within macResponseWaitTime symbols. If the next higher layer of the ‘coordinator finds that the device was
previously associated on its PAN, all previously obtained device=specific information should be removed. I
sufficient resources are available, the next higher layer should allocate a 16-bit short address to the device
and the MAC sublayer shall generate an association respénse command (see 7.3.2) containing the new
address and a status indicating a successful association.df sufficient resources are not available, the nex
higher layer of the coordinator should inform thé ) MAC sublayer, and the MLME shall generate ar
association response command containing a statts indicating a failure (see Table 83). The association
response command shall be sent to the device*tequesting association using indirect transmission, i.e., thq
association response command frame shall‘de added to the list of pending transactions stored on the
coordinator and extracted at the discretion of the device concerned using the method described in 7.5.6.3.

If the Allocate Address subfield of.the Capability Information field (see 7.3.1.2) of the association reques
command is set to one, the next higher layer of the coordinator shall allocate a 16-bit address with a rangd
depending on the addressing.mode supported by the coordinator, as described in Table 87. If the Allocate
Address subfield of the assagiation request command is set to zero, the 16-bit short address shall be equal tg
Oxfffe. A short address‘of Oxfffe is a special case that indicates that the device has associated, but has no
been allocated a short address by the coordinator. In this case, the device shall use only its 64-bit extended
address to operate\on the network.

On receipt of the acknowledgment to the association request command, the device shall wait for at mos
macResponseWaitTime symbols for the coordinator to make its association decision; the PIB attributg
macResponseWaitTime is a network-topology-dependent parameter and may be set to match the specifig
requirements of the network that a device is trying to join. If the device is tracking the beacon, it shal
attempt to extract the association response command from the coordinator whenever it is indicated in the
command from the coordinator after macResponseWaitTime symbols. If the device does not extract an
association response command frame from the coordinator within macResponseWaitTime symbols, the
MLME shall issue the MLME-ASSOCIATE.confirm primitive with a status of NO_DATA, and the
association attempt shall be deemed a failure. In this case, the next higher layer shall terminate any tracking
of the beacon. This is achieved by issuing the MLME-SYNC.request primitive with the TrackBeacon
parameter set to FALSE.

Because the association response command contains an acknowledgment request (see 7.3.2.1), the device
requesting association shall confirm its receipt by sending an acknowledgment frame. If the Association
Status field of the command indicates that the association was successful, the device shall store the address
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contained in the 16-bit Short Address field of the command in macShortAddress, communication on the
PAN using this short address shall depend on its range, as described in Table 87. If the original beacon
selected for association following a scan contained the short address of the coordinator, the extended address
of the coordinator, contained in the MHR of the association response command frame, shall be stored in
macCoor dExtendedAddress.

Table 87| It:ngn af the 16-bit short address

Value of macShortAddress Description

0x0000-0xfffd If a source address is included, the device shall use short source addressing
mode for beacon and data frames and the appropriate source addressing
mode specified in 7.3 for MAC command frames.

Oxfffe If a source address is included, the device shall use extérded source
addressing mode for beacon and data frames and the@ppropriate source
addressing mode specified in 7.3 for MAC commahnd frames.

Oxffff The device is not associated and, therefore; shall not perform any data
frame communication. The device shall-usg the appropriate source
addressing mode specified in 7.3 for ;MA€ command frames.

If the Association Status field of the command indicates that the-association was unsuccessful, the devicg
shall set macPANId to the default value (Oxffff).

7.5.3.2 Disassociation

The disassociation procedure is initiated by~ the next higher layer by issuing the MLME
DISASSOCIATE.request primitive to the MLME.

When a coordinator wants one of its associated devices to leave the PAN, the MLME of the coordinato
shall send the disassociation notificatioh command in the manner specified by the TxIndirect parameter of
the MLME-DISASSOCIATE.reguest primitive previously sent by the next higher layer. If TxIndirect is
TRUE, the MLME of the coordinator shall send the disassociation notification command to the device using
indirect transmission, i.es the disassociation notification command frame shall be added to the list of
pending transactions stared on the coordinator and extracted at the discretion of the device concerned using
the method described in 7.5.6.3. If the command frame is not successfully extracted by the device, the
coordinator shoul@:consider the device disassociated. Otherwise, the MLME shall send the disassociation
notification command to the device directly. In this case, if the disassociation notification command canno
be sent duetto a’channel access failure, the MAC sublayer shall notify the next higher layer.

Becalse ‘the disassociation command contains an acknowledgment request (see 7.3.3.1), the receiving
device shall confirm its receipt by sending an acknowledgment frame. If the direct or indirect transmissior
fails, the coordinator should consider the device disassociated.

If an associated device wants to leave the PAN, the MLME of the device shall send a disassociation
notification command to its coordinator. If the disassociation notification command cannot be sent due to a
channel access failure, the MAC sublayer shall notify the next higher layer. Because the disassociation
command contains an acknowledgment request (see 7.3.3.1), the coordinator shall confirm its receipt by
sending an acknowledgment frame. However, even if the acknowledgment is not received, the device should
consider itself disassociated.

If the source address contained in the disassociation notification command is equal to macCoord-
ExtendedAddress, the device should consider itself disassociated. If the command is received by a
coordinator and the source is not equal to macCoordExtendedAddress, it shall verify that the source address
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corresponds to one of its associated devices; if so, the coordinator should consider the device disassociated.
If none of the above conditions is satisfied, the command shall be ignored.

An associated device shall disassociate itself by removing all references to the PAN; the MLME shall set
macPANId, macShortAddress, macAssociatedPANCoord, macCoordshortAddress and macCoor dExtended-
Address to the default values. The next higher layer of a coordinator should disassociate a device by
TEMOVITY att Teferences to that devite.

The next higher layer of the requesting device shall be notified of the result of the disassociation procedurg
through the MLME-DISASSOCIATE.confirm primitive.

7.5.4 Synchronization

This subclause specifies the procedures for coordinators to generate beacon frames and for devices tg
synchronize with a coordinator. For PANSs supporting beacons, synchronization\is performed by receiving
and decoding the beacon frames. For PANs not supporting beacons, synchronization is performed by polling
the coordinator for data.

7.5.4.1 Synchronization with beacons

All devices operating on a beacon-enabled PAN (i.e., macBeaconOrder < 15) shall be able to acquire
beacon sychronization in order to detect any pending messages or to track the beacon. Devices shall bd
permitted to acquire beacon synchronization only with-gacons containing the PAN identifier specified in
macPANId. If macPANId specifies the broadcast PAN identifier (Oxffff), a device shall not attempt tdg
acquire beacon synchronization.

A device is instructed to attempt to acquire-the beacon through the MLME-SYNC.request primitive.
tracking is specified in the MLME-SYNC.request primitive, the device shall attempt to acquire the beacon
and keep track of it by regular and timely activation of its receiver. If tracking is not specified, the device
shall either attempt to acquire the~beacon only once or terminate the tracking after the next beacon if
tracking was enabled through a*previous request.

To acquire beacon synchronization, a device shall enable its receiver and search for at mos
[aBaseSuperframeDuration * (2" + 1)] symbols, where n is the value of macBeaconOrder. If a beacon frame
containing the current PAN identifier of the device is not received, the MLME shall repeat this search. Once
the number of-missed beacons reaches aMaxLostBeacons, the MLME shall notify the next higher layer by
issuing the MEME-SYNC-LOSS.indication primitive with a loss reason of BEACON_LOSS.

The MIME shall timestamp each received beacon frame at the same symbol boundary within each frame
theslocation of which is described by the macSyncSymbol Offset attribute. The symbol boundary shall be the
same as that used in the timestamp of the outgoing beacon frame, stored in macBeaconTxTime. The
timestamp value shall be that of the local clock of the device at the time of the symbol boundary. The
timestamp is intended to be a relative time measurement that may or may not be made absolute, at the
discretion of the implementer.

If a protected beacon frame is received (i.e., the Security Enabled subfield in the Frame Control field is set to
one), the device shall attempt to unsecure the beacon frame using the unsecuring process described in
7.5.8.2.3.

If the status from the unsecuring process is not SUCCESS, the MLME shall issue an MLME-COMM-
STATUS.indication primitive with the status parameter set to the status from the unsecuring process,
indicating the error.
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The security-related elements of the PAN descriptor corresponding to the beacon (see Table 55) shall be set
to the corresponding parameters returned by the unsecuring process. The SecurityFailure element of the
PAN descriptor shall be set to SUCCESS if the status from the unsecuring process is SUCCESS and set to
one of the other status codes indicating an error in the security processing otherwise.

If a beacon frame is received, the MLME shall discard the beacon frame if the Source Address and the
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(macCoordshortAddress or macCoordExtendedAddress, depending on the addressing mode) and the PAN
identifier of the device (macPANId).

If a valid beacon frame is received and macAutoRequest is set to FALSE, the MLME shall_indicate thq
beacon parameters to the next higher layer by issuing the MLME-BEACON-NOTIFY .indication primitive
If a beacon frame is received and macAutoReguest is set to TRUE, the MLME shall first issue the MLME
BEACON-NOTIFY .indication primitive if the beacon contains any payload. The MLME-shall then comparg
its address with those addresses in the Address List field of the beacon frame, Iftthe Address List fielg
contains the 16-bit short or 64-bit extended address of the device and the source/PAN identifier matches
macPANId, the MLME shall follow the procedure for extracting pending {ata’from the coordinator (see
7.5.6.3).

If beacon tracking is activated, the MLME shall enable its receiver at a time prior to the next expecteg
beacon frame transmission, i.e., just before the known start of:the next superframe. If the number of
consecutive beacons missed by the MLME reaches aMaxLostBéacons, the MLME shall respond with thd
MLME-SYNC-LOSS.indication primitive with a loss reason of BEACON_LOST.

7.5.4.2 Synchronization without beacons

All devices operating on a nonbeacon-enabled*PAN (macBeaconOrder = 15) shall be able to poll the
coordinator for data at the discretion of the pext higher layer.

A device is instructed to poll the coordinator when the MLME receives the MLME-POLL.request primitive
On receipt of this primitive, the MLME shall follow the procedure for extracting pending data from thq
coordinator (see 7.5.6.3).

7.5.4.3 Orphaned device-realignment

If the next higher layer-receives repeated communications failures following its requests to transmit data, i
may conclude thatyit has been orphaned. A single communications failure occurs when a device transactior]
fails to reach the Coordinator, i.e., an acknowledgment is not received after macMaxFrameRetries attemptg
at sending.the data. If the next higher layer concludes that it has been orphaned, it may instruct the MLME tg
either perform the orphaned device realignment procedure, or to reset the MAC sublayer and then perforn
the association procedure.

It-the decrsron has been made by the next higher Iayer to perform the orphaned device realrgnmen

the ScanChanneI parameter contarnrng the I|st of channels to be scanned Upon receiving this prrmrtrve the
MAC sublayer shall begin an orphan scan, as described in 7.5.2.1.4.

If the orphan scan is successful (i.e., its PAN has been located), the device shall update its MAC PIB with
the PAN information contained in the coordinator realignment command (see 7.3.8).

7.5.5 Transaction handling

Because this standard favors very low cost devices that, in general, will be battery powered, transactions can
be instigated from the devices themselves rather than from the coordinator. In other words, either the
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coordinator needs to indicate in its beacon when messages are pending for devices or the devices themselves
need to poll the coordinator to determine whether they have any messages pending. Such transfers are called
indirect transmissions.

The coordinator shall begin handling a transaction on receipt of an indirect transmission request either via
the MCPS-DATA.request primitive or via a request from the MLME to send a MAC command instigated by

On completion of the transaction, the MAC sublayer shall indicate a status value to the next higher layer..J1
a request primitive instigated the indirect transmission, the corresponding confirm primitive shall be,used tg
convey the appropriate status value. Conversely, if a response primitive instigated the indirect transmission
the MLME-COMM-STATUS.indication primitive shall be used to convey the appropriate status-value. Thg
MLME-COMM-STATUS.indication primitive can be related to its corresponding response. primitive by
examining the Destination Address field.

The information contained in the indirect transmission request forms a transaction, and the coordinator shal
be capable of storing at least one transaction. On receipt of an indirect transmiission request, if there is ng
capacity to store another transaction, the MAC sublayer shall indicate to the’ next higher layer a status of
TRANSACTION_OVERFLOW in the appropriate corresponding primitive:

If the coordinator is capable of storing more than one transaction, it'shall ensure that all the transactions fo
the same device are sent in the order in which they arrived at the‘™MAC sublayer. For each transaction sent, it
another exists for the same device, the MAC sublayer shall set.its Frame Pending subfield to one, indicating
the additional pending data.

Each transaction shall persist in the coordinater ‘for at most macTransactionPersistenceTime. If thd
transaction is not successfully extracted by .the“appropriate device within this time, the transaction
information shall be discarded and the MAG, sublayer shall indicate to the next higher layer a status of
TRANSACTION_EXPIRED in the approépriate corresponding primitive. In order to be successfully
extracted, an acknowledgment shall be received if one was requested.

If the transaction was successful, the transaction information shall be discarded, and the MAC sublayer shal
indicate to the next higher layer-a Status of SUCCESS in the appropriate corresponding primitive.

If the coordinator transmits beacons, it shall list the addresses of the devices to which each transaction id
associated in the Address List field and indicate the number of addresses in the Pending Address
Specification figldvof the beacon frame. If the coordinator is able to store more than seven pending
transactions, it'shall indicate them in its beacon on a first-come-first-served basis, ensuring that the beacon
frame contains at most seven addresses. For transactions requiring a GTS, the PAN coordinator shall not adg
the address-of the recipient to its list of pending addresses in the beacon frame. Instead it shall transmit the
transaction in the GTS allocated for the device (see 7.5.7.3).

On’a beacon-enabled PAN, if there is a transaction pending for the broadcast address, the Frame Pending
subfield of the Frame Control field in the heacon frame shall be set to one and the pending message shall bg
transmitted immediately following the beacon using the CSMA-CA algorithm. If there is a second message
pending for the broadcast address, its transmission shall be delayed until the following superframe. Only one
broadcast message shall be allowed to be sent indirectly per superframe.

On a beacon-enabled PAN, a device that receives a beacon containing its address in the list of pending
addresses shall attempt to extract the data from the coordinator. On a nonbeacon-enabled PAN, a device
shall attempt to extract the data from the coordinator on receipt of the MLME-POLL.request primitive. The
procedure for extracting pending data from the coordinator is described in 7.5.6.3. If a device receives a
beacon with the Frame Pending subfield set to one, it shall leave its receiver enabled for up to
macMaxFrameTotal WaitTime symbols to receive the broadcast data frame from the coordinator.
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7.5.6 Transmission, reception, and acknowledgment
This subclause describes the fundamental procedures for transmission, reception, and acknowledgment.

7.5.6.1 Transmission
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value; the algorithm for choosing a random number is out of the scope of this standard. Each time a data or 3
MAC command frame is generated, the MAC sublayer shall copy the value of macDSN into the Sequence
Number field of the MHR of the outgoing frame and then increment it by one. Each device shall generate
exactly one DSN regardless of the number of unique devices with which it wishes to communicate. Thg
value of macDSN shall be permitted to roll over.

Each coordinator shall store its current BSN value in the MAC PIB attribute macBSN-and initialize it to g
random value; the algorithm for choosing a random number is out of the scope of this’standard. Each time §
beacon frame is generated, the MAC sublayer shall copy the value of macB3IN,ifto the Sequence Numbe
field of the MHR of the outgoing frame and then increment it by one. The*alue of macBSN shall bg
permitted to roll over.

It should be noted that both the DSN and BSN are 8-bit values and,, therefore, have limited use to the nex
higher layer (e.g., in the case of the DSN, in detecting retransmitted-frames).

The Source Address field, if present, shall contain the address of the device sending the frame. When §
device has associated and has been allocated a 16-bit.short address (i.e., macShortAddress is not equal tg
Oxfffe or Oxffff), it shall use that address i) preference to its 64-bit extended address (i.e.
aExtendedAddress) wherever possible. When a device has not yet associated to a PAN or macShortAddress
is equal to Oxffff, it shall use its 64-bit extended-address in all communications requiring the Source Addresd
field. If the Source Address field is not present, the originator of the frame shall be assumed to be the PAN
coordinator, and the Destination Address, field shall contain the address of the recipient.

The Destination Address field, if present, shall contain the address of the intended recipient of the frame
which may be either a 16-bit shart address or a 64-bit extended address. If the Destination Address field is
not present, the recipient of thie frame shall be assumed to be the PAN coordinator, and the Source Address
field shall contain the address of the originator.

If both destination‘and source addressing information is present, the MAC sublayer shall compare thq
destination and(source PAN identifiers. If the PAN identifiers are identical, the PAN ID Compressior
subfield of thé Frame Control field shall be set to one, and the source PAN identifier shall be omitted fron
the transmitted frame. If the PAN identifiers are different, the PAN ID Compression subfield of the Framg
Controkfield shall be set to zero, and both Destination PAN Identifier and Source PAN Identifier fields shal
be included in the transmitted frame. If only either the destination or the source addressing information is
present, the PAN ID Compression subfield of the Frame Control field shall be set to zero, and the PAN
identifier field of the single address shall be included in the transmitted frame.

If the frame is to be transmitted on a beacon-enabled PAN, the transmitting device shall attempt to find the
beacon before transmitting. If the beacon is not being tracked (see 7.5.4.1) and hence the device does
not know where the beacon will appear, it shall enable its receiver and search for at most
[aBaseSuperframeDuration * (2" + 1)] symbols, where n is the value of macBeaconOrder, in order to find
the beacon. If the beacon is not found after this time, the device shall transmit the frame following the
successful application of the unslotted version of the CSMA-CA algorithm (see 7.5.1.4). Once the beacon
has been found, either after a search or due to its being tracked, the frame shall be transmitted in the
appropriate portion of the superframe. Transmissions in the CAP shall follow a successful application of the
slotted version of the CSMA-CA algorithm (see 7.5.1.4), and transmissions in a GTS shall not use
CSMA-CA.
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If the frame is to be transmitted on a nonbeacon-enabled PAN, the frame shall be transmitted following the
successful application of the unslotted version of the CSMA-CA algorithm (see 7.5.1.4).

For either a beacon-enabled PAN or a nonbeacon-enabled PAN, if the transmission is direct and originates
due to a primitive issued by the next higher layer and the CSMA-CA algorithm fails, the next higher layer
shall be notified. If the transmission is indirect and the CSMA-CA algorithm fails, the frame shall remain in
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The device shall process the frame using the outgoing frame security procedure described in 7.5.8.2.1,

If the status from the outgoing frame security procedure is not SUCCESS, the MLME shall issue the
corresponding confirm or MLME-COMM-STATUS.indication primitive with the status pardmeter set to the
status from the outgoing frame security procedure, indicating the error.

To transmit the frame, the MAC sublayer shall first enable the transmitter by issuing the PLME-SET
TRX-STATE.request primitive with a state of TX_ON to the PHY. On receiptéof the PLME-SET-TRX
STATE.confirm primitive with a status of either SUCCESS or TX_ON, the Constructed frame shall then be
transmitted by issuing the PD-DATA.request primitive. Finally, on receipt of the PD-DATA.confirn
primitive, the MAC sublayer shall disable the transmitter by issuing the PLME-SET-TRX-STATE.reques
primitive with a state of RX_ON or TRX_OFF to the PHY, depending on whether the receiver is to be
enabled following the transmission. In the case where the Acknowledgment Request subfield of the Frame
Control field is set to one, the MAC sublayer shall enable"the receiver immediately following the
transmission of the frame by issuing the PLME-SET-TRX-STATE.request primitive with a state of RX_ON
to the PHY.

7.5.6.2 Reception and rejection

Each device may choose whether the MAC.'sublayer is to enable its receiver during idle periods. During
these idle periods, the MAC sublayer shallstill service transceiver task requests from the next higher layer
A transceiver task shall be defined as atransmission request with acknowledgment reception, if required, o
a reception request. On completion_'0f each transceiver task, the MAC sublayer shall request that the PHY
enables or disables its receiver, depending on the values of macBeaconOrder and macRxOnWhenldle.
macBeaconOrder is less than(15, the value of macRxOnWhenldle shall be considered relevant only during
idle periods of the CAP~of-the incoming superframe. If macBeaconOrder is equal to 15, the value of
macRxOnWhenldle shall.be considered relevant at all times.

Due to the naturenof radio communications, a device with its receiver enabled will be able to receive ang
decode transniissions from all devices complying with this standard that are currently operating on the sam
channel andiare in its POS, along with interference from other sources. The MAC sublayer shall, therefore
be abledo-filter incoming frames and present only the frames that are of interest to the upper layers.

Forithe first level of filtering, the MAC sublayer shall discard all received frames that do not contain &
correct value in their FCS field in the MFR (see 7.2.1.9). The FCS field shall be verified on reception by

V- c oot

subsequently comparing this value with the received FCS field. The FCS field of the received frame shall be
considered to be correct if these values are the same and incorrect otherwise.

The second level of filtering shall be dependent on whether the MAC sublayer is currently operating in
promiscuous mode. In promiscuous mode, the MAC sublayer shall pass all frames received after the first
filter directly to the upper layers without applying any more filtering or processing. The MAC sublayer shall
be in promiscuous mode if macPromiscuousMode is set to TRUE.

If the MAC sublayer is not in promiscuous mode (i.e., macPromiscuousMode is set to FALSE), it shall
accept only frames that satisfy all of the following third-level filtering requirements:
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— The Frame Type subfield shall not contain a reserved frame type.
— The Frame Version subfield shall not contain a reserved value.

— If a destination PAN identifier is included in the frame, it shall match macPANId or shall be the
broadcast PAN identifier (0xffff).

— If a short destination address is included in the frame, it shall match either macShortAddress or the

broadeast-address{OxHHH—Otherwise—H-an-extended-destinationaddressisincluded-tn-theframe
shall match aExtendedAddress.
— If the frame type indicates that the frame is a beacon frame, the source PAN identifier shall\matcH

macPANId unless macPANId is equal to Oxffff, in which case the beacon frame shall be actepted
regardless of the source PAN identifier.

— If only source addressing fields are included in a data or MAC command frame, the frame shall bg
accepted only if the device is the PAN coordinator and the source PAN. ‘identifier matches
macPANId.

If any of the third-level filtering requirements are not satisfied, the MAC sublayershall discard the incoming
frame without processing it further. If all of the third-level filtering requirements are satisfied, the framg
shall be considered valid and processed further. For valid frames that are_not broadcast, if the Frame Type
subfield indicates a data or MAC command frame and the Acknowledgment Request subfield of the Framg
Control field is set to one, the MAC sublayer shall send an acknowledgment frame. Prior to the transmissior
of the acknowledgment frame, the sequence number included inthe received data or MAC command framg
shall be copied into the Sequence Number field of the ackhewledgment frame. This step will allow the
transaction originator to know that it has received the apgropriate acknowledgment frame.

If the PAN ID Compression subfield of the Frame Control field is set to one and both destination and sourcg
addressing information is included in the frame, the MAC sublayer shall assume that the omitted Source
PAN Identifier field is identical to the Destination PAN Identifier field.

The device shall process the frame using:the incoming frame security procedure described in 7.5.8.2.3.

If the status from the incoming~frame security procedure is not SUCCESS, the MLME shall issue the
corresponding confirm or MLME-COMM-STATUS.indication primitive with the status parameter set to the
status from the incoming.frame security procedure, indicating the error, and with the security-relateg
parameters set to the cotresponding parameters returned by the unsecuring process.

If the valid frame.js*a data frame, the MAC sublayer shall pass the frame to the next higher layer. This is
achieved by issuing the MCPS-DATA.indication primitive containing the frame information. The security
related parameters of the MCPS-DATA.indication primitive shall be set to the corresponding parametery
returned by-the unsecuring process.

If-the” valid frame is a MAC command or beacon frame, it shall be processed by the MAC sublaye
accordingly, and a corresponding confirm or indication primitive may be sent to the next higher layer. Thg
Security-related parameters of the corresponding confirm or indication primitive shall be set to the

corresponding parameters returned by the unsecuring process.

7.5.6.3 Extracting pending data from a coordinator

A device on a beacon-enabled PAN can determine whether any frames are pending for it by examining the
contents of the received beacon frame, as described in 7.5.4.1. If the address of the device is contained in the
Address List field of the beacon frame and macAutoRequest is TRUE, the MLME of the device shall send a
data request command (see 7.3.4) to the coordinator during the CAP with the Acknowledgment Request
subfield of the Frame Control field set to one; the only exception to this is if the beacon frame is received
while performing an active or passive scan (see 7.5.2.1). There are two other cases for which the MLME
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shall send a data request command to the coordinator. The first case is when the MLME receives the
MLME-POLL.request primitive. In the second case, a device may send a data request command
macResponseWaitTime symbols after the acknowledgment to a request command frame, such as during the
association procedure. If the data request is intended for the PAN coordinator, the destination address
information may be omitted.

IT the data request command originated from an MLME-POLL.TEqUEST primitive, the MLIME shall perforn
the security process on the data request command based on the SecurityLevel, KeyldMode, KeySourcejang
Keylndex parameters of the MLME-POLL.request primitive, according to 7.5.8.2.1. Otherwise, the-MLME
shall perform the security process on the data request command based on the macAutoRequestSecurityl evel
macAutoRequestKeyldMode, macAutoRequestKeySource, and macAutoRequestKeylndex RIB’ attributes
according to 7.5.8.2.1.

On successfully receiving a data request command, the coordinator shall send an acknowledgment frame
thus confirming its receipt. If the coordinator has enough time to determine whether the device has a framg
pending before sending the acknowledgment frame (see 7.5.6.4.2), it shall set.thé Frame Pending subfield of
the Frame Control field of the acknowledgment frame accordingly to indicate”whether a frame is actually
pending for the device. If this is not possible, the coordinator shall setthe'Frame Pending subfield of thg
acknowledgment frame to one.

On receipt of the acknowledgment frame with the Frame Pending subfield set to zero, the device shal
conclude that there are no data pending at the coordinator,

On receipt of the acknowledgment frame with the Ftameé Pending subfield set to one, a device shall enable
its receiver for at most macMaxFrameTotal WaitTime CAP symbols in a beacon-enabled PAN, or symbols
in a nonbeacon-enabled PAN, to receive the corresponding data frame from the coordinator. If there is ar]
actual data frame pending within the coordinator for the requesting device, the coordinator shall send thg
frame to the device using one of the mechanisms described in this subclause. If there is no data frame
pending for the requesting device; the coordinator shall send a data frame without requesting
acknowledgment to the device containing a zero length payload, indicating that no data are present, using
one of the mechanisms described.in this subclause.

The data frame following the acknowledgment of the data request command shall be transmitted using one
of the following mechanisms:

— Withoutusing CSMA-CA, if the MAC sublayer can commence transmission of the data frame
betweén ,aTurnaroundTime and (aTurnaroundTime + aUnitBackoffPeriod) symbols, on a backoff
slot“boundary, and there is time remaining in the CAP for the message, appropriate IFS, ang
dcknowledgment (see 6.4.1 for an explanation of aTurnAroundTime). If a requested acknowledg
ment frame is not received following this data frame, the process shall begin anew following thg
receipt of a new data request command.

— Using CSMA-CA, otherwise.

If the requesting device does not receive a data frame from the coordinator within
macMaxFrameTotal WaitTime CAP symbols in a beacon-enabled PAN, or symbols in a nonbeacon-enabled
PAN, or if the requesting device receives a data frame from the coordinator with a zero length payload, it
shall conclude that there are no data pending at the coordinator. If the requesting device does receive a data
frame from the coordinator, it shall send an acknowledgment frame, if requested, thus confirming receipt.

If the Frame Pending subfield of the Frame Control field of the data frame received from the coordinator is
set to one, the device still has more data pending with the coordinator. In this case it may extract the data by
sending a new data request command to the coordinator.
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7.5.6.4 Use of acknowledgments and retransmissions

A data or MAC command frame shall be sent with the Acknowledgment Request subfield of its Frame
Control field set appropriately for the frame. A beacon or acknowledgment frame shall always be sent with
the Acknowledgment Request subfield set to zero. Similarly, any frame that is broadcast shall be sent with
its Acknowledgment Request subfield set to zero.

7.5.6.4.1 No acknowledgment

A frame transmitted with its Acknowledgment Request subfield set to zero shall not be acknowledged by its
intended recipient. The originating device shall assume that the transmission of the frame was'successful.

The message sequence chart in Figure 70 shows the scenario for transmitting a single frame of data from arj
originator to a recipient without requiring an acknowledgment. In this case, the originator transmits the data
frame with the Acknowledgment Request (AR) subfield of the Frame Control field equal to zero.

Figure 70—Successful data transmission without an acknowledgment

7.5.6.4.2 Acknowledgment

A frame transmitted with the Ackriowledgment Request subfield of its Frame Control field set to one shal
be acknowledged by the recipient-1f the intended recipient correctly receives the frame, it shall generate angd
send an acknowledgment frame containing the same DSN from the data or MAC command frame that is
being acknowledged.

The transmission ef-an acknowledgment frame in a nonbeacon-enabled PAN or in the CFP shall commencs
aTurnaroundTFime’symbols after the reception of the last symbol of the data or MAC command frame. Thd
transmission of‘an acknowledgment frame in the CAP shall commence either aTurnaroundTime symbols
after the-feception of the last symbol of the data or MAC command frame or at a backoff slot boundary. In
the lattefcase, the transmission of an acknowledgment frame shall commence between aTurnaroundTime
and-(aTurnaroundTime + aUnitBackoffPeriod) symbols after the reception of the last symbol of the data o
MAC command frame. The constant aTurnaroundTime is defined in Table 22 (see 6.4.1).

The message sequence chart in Figure 71 shows the scenario for transmitting a single frame of data from an
originator to a recipient with an acknowledgment. In this case, the originator indicates to the recipient that it
requires an acknowledgment by transmitting the data frame with the Acknowledgment Request (AR)
subfield of the Frame Control field set to one.

7.5.6.4.3 Retransmissions

A device that sends a frame with the Acknowledgment Request subfield of its Frame Control field set to
zero shall assume that the transmission was successfully received and shall hence not perform the
retransmission procedure.
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Figure 71—Successful data transmission with an acknowledgment

A device that sends a data or MAC command frame with its Acknowledgment Request subfield set to ong
shall wait for at most macAckWaitDuration symbols for the corresponding ,acknowledgment frame to be
received. If an acknowledgment frame is received within macAckWaitDuratien symbols and contains the
same DSN as the original transmission, the transmission is considered successful, and no further actior]
regarding retransmission shall be taken by the device. If an acknewledgment is not received withir]
macAckWaitDuration symbols or an acknowledgment is received ¢ontaining a DSN that was not the same ag
the original transmission, the device shall conclude that the singlé_transmission attempt has failed.

If a single transmission attempt has failed and the transmission was indirect, the coordinator shall no
retransmit the data or MAC command frame. Instead,the frame shall remain in the transaction queue of thq
coordinator and can only be extracted following thereception of a new data request command. If a new dat3
request command is received, the originating device shall transmit the frame using the same DSN as wag
used in the original transmission.

If a single transmission attempt has faifed and the transmission was direct, the device shall repeat the proces§
of transmitting the data or MAC eommand frame and waiting for the acknowledgment, up to a maximum of
macMaxFrameRetries times,(The retransmitted frame shall contain the same DSN as was used in the
original transmission. Eachrétransmission shall only be attempted if it can be completed within the samq
portion of the superframe/i.e., the CAP or a GTS in which the original transmission was attempted. If this
timing is not possible, the retransmission shall be deferred until the same portion in the next superframe. I
an acknowledgnient is still not received after macMaxFrameRetries retransmissions, the MAC sublaye
shall assume the transmission has failed and notify the next higher layer of the failure.

7.5.6(5\Promiscuous mode

A device may activate promiscuous mode by setting macPromiscuousMode. If the MLME is requested tg
DC‘I: IIIG.\;PI UIII;J;UUUDI'\Vl:UdC tU TRUE, thC N:L:V:E aha” thCII ICunDt that thC P: =\II cnab:c ;t.) ICL,C;VCI. Thl.
request is achieved when the MLME issues the PLME-SET-TRX-STATE.request primitive with a state of
RX_ON.

When in promiscuous mode, the MAC sublayer shall process received frames according to 7.5.6.2 and pass
all frames correctly received to the next higher layer using the MCPS-DATA.indication primitive. The
source and destination addressing mode parameters shall each be set to 0x00, the MSDU parameter shall
contain the MHR concatenated with the MAC payload (see Figure 41), and the msduLength parameter shall
contain the total number of octets in the MHR concatenated with the MAC payload. The mpduLinkQuality
shall be valid.
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If the MLME is requested to set macPromiscuousMode to FALSE, the MLME shall request that the PHY set
its receiver to the state specified by macRxOnWhenldle. This is achieved by the MLME issuing the PLME-
SET-TRX-STATE.request primitive (see 6.2.2.7) with the state set accordingly.

7.5.6.6 Transmission scenarios

Due to the imperfect nature of the radio medium, a transmitted frame does not always reach its intended
destination. Figure 72 illustrates three different data transmission scenarios:

— Successful data transmission. The originator MAC sublayer transmits the data frame to the<recipien
via the PHY data service. In waiting for an acknowledgment, the originator MAC sublayer starts g
timer that will expire after macAckWaitDuration symbols. The recipient MAC sublayer receives the
data frame, sends an acknowledgment back to the originator, and passes the data frame to the nex
higher layer. The originator MAC sublayer receives the acknowledgment frfom-the recipient beforg
its timer expires and then disables and resets the timer. The data transfef/is now complete, and thg
originator MAC sublayer issues a success confirmation to the next higherAayer.

— Lost data frame. The originator MAC sublayer transmits the data(frame to the recipient via the PHY
data service. In waiting for an acknowledgment, the originator NJAC sublayer starts a timer that wil
expire after macAckWaitDuration symbols. The recipient (MAC sublayer does not receive the data
frame and so does not respond with an acknowledgment-~The timer of the originator MAC sublaye
expires before an acknowledgment is received; therefore, the data transfer has failed. If the transmis
sion was direct, the originator retransmits the data, and this entire sequence may be repeated up to
maximum of macMaxFrameRetries times; if & data transfer attempt fails a total of (1 + macMax:
FrameRetries) times, the originator MAC sublayer will issue a failure confirmation to the nex
higher layer. If the transmission was indirect, the data frame will remain in the transaction queud
until either another request for the data.is‘received and correctly acknowledged or until macTransac
tionPersistenceTime is reached. If macTransactionPersistenceTime is reached, the transaction infor
mation will be discarded, and the\MAC sublayer will issue a failure confirmation to the next highe
layer.

— Lost acknowledgment frame. The originator MAC sublayer transmits the data frame to the recipien
via the PHY data service. In waiting for an acknowledgment, the originator MAC sublayer starts
timer that will expire“after macAckWaitDuration symbols. The recipient MAC sublayer receives the
data frame, sends-/an acknowledgment back to the originator, and passes the data frame to the nex
higher layefs The originator MAC sublayer does not receive the acknowledgment frame, and it{
timer expires. Therefore, the data transfer has failed. If the transmission was direct, the originato
retransmits the data, and this entire sequence may be repeated up to a maximum of
macMaxFrameRetries times. If a data transfer attempt fails a total of (1 + macMaxFrameRetries
times, the originator MAC sublayer will issue a failure confirmation to the next higher layer. If the
transmission was indirect, the data frame will remain in the transaction queue either until anothe
request for the data is received and correctly acknowledged or until macTransactionPersistenceTimg
is reached. If macTransactionPersistenceTime is reached, the transaction information will bg
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Figure 72—Transmission scenarios) using direct transmission, for frame reliability

7.5.7 GTS allocation and management

A GTS allows a device to operate on the channel within a portion of the superframe that is dedicated (on the
PAN) exclusively to that device. A GTS shall be allocated only by the PAN coordinator, and it shall be useg
only for communications between the PAN coordinator and a device associated with the PAN through the
PAN coordinator. Asingle GTS may extend over one or more superframe slots. The PAN coordinator may
allocate up to seven.GTSs at the same time, provided there is sufficient capacity in the superframe.

A GTS shall\be allocated before use, with the PAN coordinator deciding whether to allocate a GTS based o]
the reqdirements of the GTS request and the current available capacity in the superframe. GTSs shall bg
allocated on a first-come-first-served basis, and all GTSs shall be placed contiguously at the end of thg
superframe and after the CAP. Each GTS shall be deallocated when the GTS is no longer required, and &
GTS can be deallocated at any time at the discretion of the PAN coordinator or by the device that originally
requested the GTS A device that has been allocated a GTS may also operate in the CAP

A data frame transmitted in an allocated GTS shall use only short addressing.

The management of GTSs shall be undertaken by the PAN coordinator only. To facilitate GTS management,
the PAN coordinator shall be able to store all the information necessary to manage seven GTSs. For each
GTS, the PAN coordinator shall be able to store its starting slot, length, direction, and associated device
address.

The GTS direction, which is relative to the data flow from the device that owns the GTS, is specified as
either transmit or receive. The device address and direction shall, therefore, uniquely identify each GTS.
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Each device may request one transmit GTS and/or one receive GTS. For each allocated GTS, the device
shall be able to store its starting slot, length, and direction. If a device has been allocated a receive GTS, it
shall enable its receiver for the entirety of the GTS. In the same way, the PAN coordinator shall enable its
receiver for the entirety of the GTS if a device has been allocated a transmit GTS. If a data frame is received
during a receive GTS and an acknowledgment is requested, the device shall transmit the acknowledgment
frame as usual. Similarly, a device shall be able to receive an acknowledgment frame during a transmit GTS.

A device shall attempt to allocate and use a GTS only if it is currently tracking the beacons. The MLME is
instructed to track beacons by issuing the MLME-SYNC.request primitive with the TrackBeacon paramete
set to TRUE. If a device loses synchronization with the PAN coordinator, all its GTS allocatiops shall bg
lost.

The use of GTSs is optional.
7.5.7.1 CAP maintenance

The PAN coordinator shall preserve the minimum CAP length of aMinCARLength and take preventativg
action if the minimum CAP is not satisfied. However, an exception shall/be\allowed for the accommodation
of the temporary increase in the beacon frame length needed to perfofim GTS maintenance. If preventativg
action becomes necessary, the action chosen is left up to the implementation, but may include one or more of
the following:

— Limiting the number of pending addresses included in<the beacon.
— Not including a payload field in the beacon frame,
— Deallocating one or more of the GTSs

7.5.7.2 GTS allocation

A device is instructed to request the allocation of a new GTS through the MLME-GTS.request primitive
with GTS characteristics set accordingto the requirements of the intended application.

To request the allocation of a newyGTS, the MLME shall send the GTS request command (see 7.3.9) to thg
PAN coordinator. The Charagcteristics Type subfield of the GTS Characteristics field of the request shall bg
set to one (GTS allocation);’and the length and direction subfields shall be set according to the desireg
characteristics of the required GTS. Because the GTS request command contains an acknowledgmen
request (see 7.3.3.1);.the PAN coordinator shall confirm its receipt by sending an acknowledgment frame.

On receipt of(@a GTS request command indicating a GTS allocation request, the PAN coordinator shall firs

check if there is available capacity in the current superframe, based on the remaining length of the CAP ang

the desited" length of the requested GTS. The superframe shall have available capacity if the maximuni

number/of GTSs has not been reached and allocating a GTS of the desired length would not reduce the

length of the CAP to less than aMinCAPLength. GTSs shall be allocated on a first-come-first-served basid

bythe PAN coordinator provided there is sufficient bandwidth available. The PAN coordinator shall makg
| this decision-withinaGTSDescPersistenceTime-st |pnrfrn mes.

On receipt of the acknowledgment to the GTS request command, the device shall continue to track beacons
and wait for at most aGTSDescPersistenceTime superframes. If no GTS descriptor for the device appears in
the beacon within this time, the MLME of the device shall notify the next higher layer of the failure. This
notification is achieved when the MLME issues the MLME-GTS.confirm primitive (see 7.1.7.2) with a
status of NO_DATA.

When the PAN coordinator determines whether capacity is available for the requested GTS, it shall generate

a GTS descriptor with the requested specifications and the 16-bit short address of the requesting device. If
the GTS was allocated successfully, the PAN coordinator shall set the start slot in the GTS descriptor to the
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superframe slot at which the GTS begins and the length in the GTS descriptor to the length of the GTS. In
addition, the PAN coordinator shall notify the next higher layer of the new GTS. This notification is
achieved when the MLME of the PAN coordinator issues the MLME-GTS.indication primitive (see 7.1.7.3)
with the characteristics of the allocated GTS. If there was not sufficient capacity to allocate the requested
GTS, the start slot shall be set to zero and the length to the largest GTS length that can currently be
supported. The PAN coordinator shall then include this GTS descriptor in its beacon and update the GTS
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Slot subfield of the Superframe Specification field of the beacon frame, indicating the final superframe slo
utilized by the decreased CAP. The GTS descriptor shall remain in the beacon frame, fo
aGTSDescPersistenceTime superframes, after which it shall be removed automatically. . Thes PAN
coordinator shall be allowed to reduce its CAP below aMinCAPLength to accommodate the,‘temporary
increase in the beacon frame length due to the inclusion of the GTS descriptor.

On receipt of a beacon frame containing a GTS descriptor corresponding to macShortAddress, the devics
shall process the descriptor. The MLME of the device shall then notify the next higher layer of whether thg
GTS allocation request was successful. This notification is achieved when the/MLME issues the MLME
GTS.confirm primitive with a status of SUCCESS (if the start slot in the GT.S descriptor was greater thar
zero) or DENIED (if the start slot was equal to zero or if the length did not match the requested length).

7.5.7.3 GTS usage

When the MAC sublayer of a device that is not the PAN ‘eoordinator receives an MCPS-DATA.reques
primitive (see 7.1.1.1) with the TxOptions parameter indicating a GTS transmission, it shall determing
whether it has a valid transmit GTS. If a valid GTS is found, the MAC sublayer shall transmit the data
during the GTS, i.e., between its starting slot and\its starting slot plus its length. At this time, the MAQ
sublayer shall transmit the MPDU immediately without using CSMA-CA, provided the requested
transaction can be completed before the end-of the GTS. If the requested transaction cannot be completed
before the end of the current GTS, the MAAC sublayer shall defer the transmission until the specified GTS in
the next superframe. Note that the .MAC must allow for the PHY overhead (see 6.7.2.2) in making this
determination.

If the device has any receivé GTSs, the MAC sublayer of the device shall ensure that the receiver is enableg
at a time prior to the start of the GTS and for the duration of the GTS, as indicated by its starting slot and its
length.

When the MAG sublayer of the PAN coordinator receives an MCPS-DATA.request primitive with thg
TxOptions-parameter indicating a GTS transmission, it shall determine whether it has a valid receive GT§
corresponding to the device with the requested destination address. If a valid GTS is found, the PAN
coordinator shall defer the transmission until the start of the receive GTS. In this case, the address of the
device with the message requiring a GTS transmission shall not be added to the list of pending addresses i
the beacon frame (see 7.5.5). At the start of the receive GTS, the MAC sublayer shall transmit the data
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the requested transaction cannot be completed before the end of the current GTS, the MAC sublayer shall
defer the transmission until the specified GTS in the next superframe.

For all allocated transmit GTSs (relative to the device), the MAC sublayer of the PAN coordinator shall
ensure that its receiver is enabled at a time prior to the start and for the duration of each GTS.

Before commencing transmission in a GTS, each device shall ensure that the data transmission, the
acknowledgment, if requested, and the IFS, suitable to the size of the data frame, can be completed before
the end of the GTS.
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If a device misses the beacon at the beginning of a superframe, it shall not use its GTSs until it receives a
subsequent beacon correctly. If a loss of synchronization occurs due to the loss of the beacon, the device
shall consider all of its GTSs deallocated.

7.5.7.4 GTS deallocation

A device 1S Instructed 1o request the deallocation of an existing G1S througn the MLCME-G T S.Teques
primitive (see 7.1.7.1), using the characteristics of the GTS it wishes to deallocate. From this point onward
the GTS to be deallocated shall not be used by the device, and its stored characteristics shall be reset,

To request the deallocation of an existing GTS, the MLME shall send the GTS request command (see 7.3.9
to the PAN coordinator. The Characteristics Type subfield of the GTS Characteristics field 'of the reques
shall be set to zero (i.e., GTS deallocation), and the length and direction subfields shali*he’set according ta
the characteristics of the GTS to deallocate. Because the GTS request egmmand contains ar
acknowledgment request (see 7.3.3.1), the PAN coordinator shall confirm its receipt by sending an
acknowledgment frame. On receipt of the acknowledgment to the GTS request.command, the MLME shal
notify the next higher layer of the deallocation. This notification is achieved when the MLME issues thg
MLME-GTS.confirm primitive (see 7.1.7.2) with a status of SUCCESS,dnd 'a GTSCharacteristics paramete
with its Characteristics Type subfield set to zero. If the GTS request:cdmmand is not received correctly by
the PAN coordinator, it shall determine that the device has stoppedsing its GTS by the procedure describeg
in 7.5.7.6.

On receipt of a GTS request command with the Charaeteristics Type subfield of the GTS Characteristics
field set to zero (GTS deallocation), the PAN coordinator shall attempt to deallocate the GTS. If the GTS
characteristics contained in the GTS request command do not match the characteristics of a known GTS, the
PAN coordinator shall ignore the request. If the GTS characteristics contained in the GTS request commang
match the characteristics of a known GTS, the;MLME of the PAN coordinator shall deallocate the specified
GTS and notify the next higher layer of the'change. This notification is achieved when the MLME issues the
MLME-GTS.indication primitive (see.\7.1.7.3) with a GTSCharacteristics parameter containing the
characteristics of the deallocated GTS<@nd a Characteristics Type subfield set to zero. The PAN coordinato
shall also update the Final CAP _Slot subfield of the Superframe Specification field of the beacon frame
indicating the final superframe Slot utilized by the increased CAP. It shall not add a descriptor to the beacor
frame to describe the deallocation.

GTS deallocation may.be initiated by the PAN coordinator due to a deallocation request from the nex
higher layer, the expiration of the GTS (see 7.5.7.6), or maintenance required to maintain the minimum CAR
length, aMinCARLength (see 7.5.7.1).

When a’GTS deallocation is initiated by the next higher layer of the PAN coordinator, the MLME shal
receive the MLME-GTS.request primitive with the GTS Characteristics field of the request set to zero (i.e.
GTS-deallocation) and the length and direction subfields set according to the characteristics of the GTS tg
deallocate.

When a GTS deallocation is initiated by the PAN coordinator either due to the GTS expiring or due to CAP
maintenance, the MLME shall notify the next higher layer of the change. This notification is achieved when
the MLME issues the MLME-GTS.indication primitive with a GTSCharacteristics parameter containing the
characteristics of the deallocated GTS and a Characteristics Type subfield set to zero.

In the case of any deallocation initiated by PAN coordinator, the PAN coordinator shall deallocate the GTS
and add a GTS descriptor into its beacon frame corresponding to the deallocated GTS, but with its starting
slot set to zero. The descriptor shall remain in the beacon frame for aGTSDescPersistenceTime superframes.
The PAN coordinator shall be allowed to reduce its CAP below aMinCAPLength to accommodate the
temporary increase in the beacon frame length due to the inclusion of the GTS descriptor.
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On receipt of a beacon frame containing a GTS descriptor corresponding to macShortAddressand a start slot
equal to zero, the device shall immediately stop using the GTS. The MLME of the device shall then notify
the next higher layer of the deallocation. This notification is achieved when the MLME issues the MLME-
GTS.indication primitive with a GTSCharacteristics parameter containing the characteristics of the
deallocated GTS and a Characteristics Type subfield set to zero.

7.5.7.5 GTS reallocation

The deallocation of a GTS may result in the superframe becoming fragmented. For example, Figure 73
shows three stages of a superframe with allocated GTSs. In stage 1, three GTSs are allocated starting at slotg
14, 10, and 8, respectively. If GTS 2 is now deallocated (stage 2), there will be a gap in/the’superframg
during which nothing can happen. To solve this, GTS 3 will have to be shifted to fill the gap; thus increasing
the size of the CAP (stage 3).

Figure 73—CFP defragmentation on GTS deallocations

The PAN coordinator shall ensure that any gaps occurring in the CFP, appearing due to the deallocation of a
GTS, are removed to maximize the length of the CAP.

When a GTS is deallocated by the PAN coordinator, it shall add a GTS descriptor into its beacon frame
indicating that the GTS has been deallocated. If the deallocation is initiated by a device, the PAN
coordinator shall not add a GTS descriptor into its beacon frame to indicate the deallocation. For each device
with an allocated GTS having a starting slot lower than the GTS being deallocated, the PAN coordinator
shall update the GTS with the new starting slot and add a GTS descriptor to its beacon corresponding to this
adjusted GTS. The new starting slot is computed so that no space is left between this GTS and either the end
of the CFP, if the GTS appears at the end of the CFP, or the start of the next GTS in the CFP.
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In situations where multiple reallocations occur at the same time, the PAN coordinator may choose to
perform the reallocation in stages. The PAN coordinator shall keep each GTS descriptor in its beacon for
aGTSDescPersistenceTime superframes.

On receipt of a beacon frame containing a GTS descriptor corresponding to macShortAddress and a
direction and length corresponding to one of its GTSs, the device shall adjust the starting slot of the GTS
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In cases where it is necessary for the PAN coordinator to include a GTS descriptor in its beacon, it-shall bd
allowed to reduce its CAP below aMinCAPLength to accommodate the temporary increase in the beacor
frame length. After aGTSDescPersistenceTime superframes, the PAN coordinator shall remove the GTS
descriptor from the beacon.

7.5.7.6 GTS expiration

The MLME of the PAN coordinator shall attempt to detect when a device has stoppéd using a GTS using the
following rules:

— For atransmit GTS, the MLME of the PAN coordinator shall assume that a device is no longer using
its GTS if a data frame is not received from the device in the GTS at least every 2*n superframes
where n is defined below.

— For receive GTSs, the MLME of the PAN coordinator shall assume that a device is no longer using
its GTS if an acknowledgment frame is not receivedfrfom the device at least every 2*n superframes
where n is defined below. If the data frames sent i the GTS do not require acknowledgment frames
the MLME of the PAN coordinator will not.be.able to detect whether a device is using its receive
GTS. However, the PAN coordinator is capable of deallocating the GTS at any time.

The value of nis defined as follows:
n = 2(8-macBeaconOrder) 0 < macBeaconOrder <8
n=1 9 < macBeaconOrder < 14
7.5.8 Frame security

The MAC sublayer is responsible for providing security services on specified incoming and outgoing frames
when requested ta do so by the higher layers. This standard supports the following security services (see
5.5.6 for definitions):

— Data confidentiality
— ~Data authenticity
= Replay protection

The information determining how to provide the security is found in the security-related PIB (see Table 8
in7.6.1).

7.5.8.1 Security-related MAC PIB attributes

The security-related MAC PIB attributes contain:
— Key table (macKeyTable, macKeyTableEntries)
— Device table (macDeviceTable, macDeviceTableEntries)
— Minimum security level table (macSecuritylLevel Table, macSecuritylLevel TableEntries)
— Frame counter (macFrameCounter)
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— Automatic request attributes (macAutoRequestSecuritylLevel, macAutoRequestKeyldMode, macAu-
toRequestK eySour ce, macAutoRequestKeyl ndex)

— Default key source (macDefaultkeySource)
— PAN coordinator address (macPANCoordExtendedAddress, macPANCoordShortAddress)

7.5.8.1.1 Key table

The key table holds key descriptors (keys with related key-specific information) that are required“fo
security processing of outgoing and incoming frames. Key-specific information in the key table is identifieg
based on information explicitly contained in the requesting primitive or in the received frame, as’déscribed
in the outgoing frame key retrieval procedure (see 7.5.8.2.2) and the incoming frame security materia
retrieval procedure (see 7.5.8.2.4), as well as in the KeyDescriptor lookup procedure (see7.5.8.2.5).

7.5.8.1.2 Device table

The device table holds device descriptors (device-specific addressing information and security-relateg
information) that, when combined with key-specific information from the ‘key table, provide all the keying
material needed to secure outgoing (see 7.5.8.2.1) and unsecure incoming frames (see 7.5.8.2.3). Device
specific information in the device table is identified based on the originator of the frame, as described in the
DeviceDescriptor lookup procedure (see 7.5.8.2.7), and on key-Specific information, as described in thg
blacklist checking procedure (see 7.5.8.2.6).

7.5.8.1.3 Minimum security level table

The minimum security level table holds information regarding the minimum security level the device
expects to have been applied by the originator.efra frame, depending on frame type and, if it concerns &
MAC command frame, the command frame_identifier. Security processing of an incoming frame will fail i
the frame is not adequately protected, as described in the incoming frame security procedure (see 7.5.8.2.3
and in the incoming security level checKing procedure (see 7.5.8.2.8).

7.5.8.1.4 Frame counter

The 4-octet frame countet~is’used to provide replay protection and semantic security of the cryptographig
building block used for'seturing outgoing frames. The frame counter is included in each secured frame ang
is one of the elements required for the unsecuring operation at the recipient(s). The frame counter id
incremented each-time an outgoing frame is secured, as described in the outgoing frame security procedurg
(see 7.5.8.2.1). When the frame counter reaches its maximum value of Oxffffffff, the associated keying
material cah.no longer be used, thus requiring all keys associated with the device to be updated. Thig
provides,aimechanism for ensuring that the keying material for every frame is unique and, thereby, provides
for seguential freshness.

7;5.8.1.5 Automatic request attributes

Automatic request attributes hold all the information needed to secure outgoing frames generated
automatically and not as a result of a higher layer primitive, as is the case with automatic data requests.

7.5.8.1.6 Default key source

The default key source is information commonly shared between originator and receipient(s) of a secured
frame, which, when combined with additional information explicitly contained in the requesting primitive or
in the received frame, allows an originator or a recipient to determine the key required for securing or
unsecuring this frame, respectively. This provides a mechanism for significantly reducing the overhead of
security information contained in secured frames in particular use cases (see 7.5.8.2.2 and 7.5.8.2.4).
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7.5.8.1.7 PAN coordinator address

The address of the PAN coordinator is information commonly shared between all devices in a PAN, which,
when combined with additional information explicitly contained in the requesting primitive or in the
received frame, allows an originator of a frame directed to the PAN coordinator or a recipient of a frame
originating from the PAN coordinator to determine the key and security-related information required for
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7.5.8.2 Functional description

A device may optionally implement security. A device that does not implement security shall-not provide 3
mechanism for the MAC sublayer to perform any cryptographic transformation on incoming.and outgoing
frames nor require any PIB attributes associated with security. A device that implements security shal
provide a mechanism for the MAC sublayer to provide cryptographic transformations’on incoming and
outgoing frames using information in the PIB attributes associated withD security when thq
macSecurityEnabled attribute is set to TRUE.

If the MAC sublayer is required to transmit a frame or receives an incoming frame, the MAC sublayer shal
process the frame as specified in 7.5.8.2.1 and 7.5.8.2.3, respectively.

7.5.8.2.1 Outgoing frame security procedure

The inputs to this procedure are the frame to be secured and the SecurityLevel, KeyldMode, KeySource, ang
KeylIndex parameters from the originating primitive or-atitomatic request PIB attributes. The outputs fron
this procedure are the status of the procedure and, if4his‘status is SUCCESS, the secured frame.

The outgoing frame security procedure involvesithe following steps as applicable:

a)  If the Security Enabled subfield of\the’Frame Control field of the frame to be secured is set to zero
the procedure shall set the security level to zero.

b)  If the Security Enabled subfield of the Frame Control field of the frame to be secured is set to one

the procedure shall set the Security level to the SecurityLevel parameter. If the resulting security
level is zero, the procedure shall return with a status of UNSUPPORTED_SECURITY.

c) If the macSecurityEnabled attribute is set to FALSE and the security level is not equal to zero, thq
procedure shall ‘return with a status of UNSUPPORTED_SECURITY.
d) The procedure “shall determine whether the frame to be secured satisfies the constraint on thg
maximumjlength of MAC frames, as follows:
1) . The procedure shall set the length M, in octets, of the Authentication field to zero if the security
level is equal to zero and shall determine this value from the security level and Table 95
otherwise.
2) The procedure shall determine the length AuxLen, in octets, of the auxiliary security heade
(see 7.6.2) using KeyldMode and the security level.

’2) The prnrndllrn shall determine the data nypnncinn as Auxlen + M

4) The procedure shall check whether the length of the frame to be secured, including data
expansion and FCS, is less than or equal to aMaxPHYPacketSze. If this check fails, the
procedure shall return with a status of FRAME_TOO_LONG.

e) If the security level is zero, the procedure shall set the secured frame to be the frame to be secured
and return with the secured frame and a status of SUCCESS.

f)  The procedure shall set the frame counter to the macFrameCounter attribute. If the frame counter
has the value Oxffffffff, the procedure shall return with a status of COUNTER_ERROR.

g) The procedure shall obtain the key using the outgoing frame key retrieval procedure as described in
7.5.8.2.2. If that procedure fails, the procedure shall return with a status of UNAVAILABLE_KEY.
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h)  The procedure shall insert the auxiliary security header into the frame, with fields set as follows:

1) The Security Level subfield of the Security Control field shall be set to the security level.

2) The Key ldentifier Mode subfield of the Security Control field shall be set to the KeyldMode
parameter.

3) The Frame Counter field shall be set to the frame counter.

A the Keyttiviode parameter 15 Set to & vatue ot equatto Zero, the Key SOuTCe and Key 1Tge

1)

2)

3)

1)

i)  The procedure shall then use aExtendedAddress, the frame counter, the security level, and'the key tg
produce the secured frame according to the transformation process known as CCM* [or thg
extension of CCM, which is the combined counter with CBC-MAC (i.e., cipher,block chaining
message authentication code) mode of operation] that is described in the security” operations (seq
7.6.3.4).

j)  The procedure shall increment the frame counter by one and set the macFrameCounter attribute tg
the resulting value.

k)  The procedure shall return with-the secured frame and a status of SUCCESS.

7.5.8.2.2 Outgoing frame key-retrieval procedure

The inputs to this proceduresare the frame to be secured and the KeyldMode, KeySource, and Keylndex
parameters from the originating primitive. The outputs from this procedure are a passed or failed status and
if passed, a key.

The outgoing(framie key retrieval procedure involves the following steps as applicable:

a) Ifsthe’ KeyldMode parameter is set to 0x00 (implicit key identification), the procedure shal
determine the key lookup data and key lookup size as follows:

subfields of the Key Identifier field shall be set to the KeySource and Keylndex parameters
respectively.

If the SecurityLevel parameter specifies the use of encryption (see‘Table 95 in 7.6.2.2.1), thq
encryption operation shall be applied only to the actual payload,field within the MAC payload
i.e., the Beacon Payload field (see 7.2.2.1.8), Command Payload field (see 7.2.2.4.3), or Dats
Payload field (see 7.2.2.2.2), depending on the frame type.,The corresponding payload field is
passed to the CCM™* transformation process described in~+6.3.4 as the unsecured payload (seq
Table 97 in 7.6.3.4.2). The resulting encrypted payload shall substitute the original payload.

The remaining fields in the MAC payload part 0f the frame shall be passed to the CCM?
transformation process described in 7.6.3.4 as the honpayload fields (see Table 97).

The ordering and exact manner of performing the encryption and integrity operations and thq
placement of the resulting encrypted data or integrity code within the MAC Payload field shal
be as defined in 7.6.3.4.

If the Destination Addressing Mode subfield of the Frame Control field of the frame is set tg
0x00 and the macPANCoordShortAddress attribute is set to a value in the range 0x0000—0xfffg
(i.e., the short address is used), the key lookup data shall be set to the 2-octet Source PAN

2)

3)

200

Identifier field of the frame right-concatenated (see B.2.1) with the 2-octe
macPANCoordShortAddress attribute right-concatenated with the single octet 0x00. The key
lookup size shall be set to five.

If the Destination Addressing Mode subfield of the Frame Control field of the frame is set to
0x00 and the macPANCoordShortAddress attribute is set to Oxfffe (i.e., the extended address is
used), the key lookup data shall be set to the 8-octet macPANCoordExtendedAddress attribute
right-concatenated (see B.2.1) with the single octet 0x00. The key lookup size shall be set to
nine.

If the Destination Addressing Mode subfield of the Frame Control field of the frame is set to
0x02, the key lookup data shall be set to the 2-octet Destination PAN Identifier field of the
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frame right-concatenated (see B.2.1) with the 2-octet Destination Address field of the frame
right-concatenated with the single octet 0x00. The key lookup size shall be set to five.

4) If the Destination Addressing Mode subfield of the Frame Control field of the frame is set to
0x03, the key lookup data shall be set to the 8-octet Destination Address field of the frame
right-concatenated (see B.2.1) with the single octet 0x00. The key lookup size shall be set to
nine.

b) If the KeyldMode parameter is set to a value not equal to 0x00 (explicit key identification), the
procedure shall determine the key lookup data and key lookup size as follows:

1) If the KeyldMode parameter is set to 0x01, the key lookup data shall be set to the |8-octe
macDefaultKeySour ce attribute right-concatenated (see B.2.1) with the single octet.Keylndex
parameter. The key lookup size shall be set to nine.

2) If the KeyldMode parameter is set to 0x02, the key lookup data shall be sét to the 4-octe
KeySource parameter right-concatenated (see B.2.1) with the single octet)KeylIndex parameter
The key lookup size shall be set to five.

3) If the KeyldMode parameter is set to 0x03, the key lookup data-shall be set to the 8-octe
KeySource parameter right-concatenated (see B.2.1) with the single octet Keylndex parameter
The key lookup size shall be set to nine.

¢) The procedure shall obtain the KeyDescriptor by passing the key lookup data and the key lookuq

size to the KeyDescriptor lookup procedure as described in 7)5.8.2.5. If that procedure returns with 3

failed status, this procedure shall also return with a failed status.

d) The MAC sublayer shall set the key to the Key element of the KeyDescriptor.
e) The procedure shall return with a passed status-having obtained the key identifier and the key.

NOTE—For broadcast frames, the outgoing frame key.retfieval procedure will result in a failed status if implicit key
identification is used. Hence, explicit key identification.should be used for broadcast frames.”

7.5.8.2.3 Incoming frame security proeedure

The input to this procedure is the framg to be unsecured. The outputs from this procedure are the unsecureg
frame, the security level, the key~identifier mode, the key source, the key index, and the status of thq
procedure. All outputs of this sprocedure are assumed to be invalid unless and until explicitly set in thig
procedure. It is assumed that\the PIB attributes associating KeyDescriptors in macKeyTable with a single
unique device or a number.af devices will have been established by the next higher layer.

The incoming framé:security procedure involves the following steps as applicable:

a) If the Security Enabled subfield of the Frame Control field of the frame to be unsecured is set tg
zerq, the procedure shall set the security level to zero.

b) i the Security Enabled subfield of the Frame Control field of the frame to be unsecured is set to ong
and the Frame Version subfield of the Frame Control field of the frame to be unsecured is set tg
zero, the procedure shall set the unsecured frame to be the frame to be unsecured and return with the
unsecured frame, the security level, the key identifier mode, the key source, the key index, and §
status of UNSUPPORTED _LEGACY.

c) If the Security Enabled subfield of the Frame Control field of the frame to be unsecured is set to one,
the procedure shall set the security level and the key identifier mode to the corresponding subfields
of the Security Control field of the auxiliary security header of the frame to be unsecured and shall
set the key source and key index to the corresponding subfields of the Key Identifier field of the
auxiliary security header of the frame to be unsecured, if present. If the resulting security level is
zero, the procedure shall set the unsecured frame to be the frame to be unsecured and return with the
unsecured frame, the security level, the key identifier mode, the key source, the key index, and a
status of UNSUPPORTED_SECURITY.

"Notes in text, tables, and figures are given for information only and do not contain requirements needed to implement the standard.
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d)

€)

If the macSecurityEnabled attribute is set to FALSE, the procedure shall set the unsecured frame to
be the frame to be unsecured and return with the unsecured frame, the security level, the key
identifier mode, the key source, the key index, and a status of SUCCESS if the security level is equal
to zero and with the unsecured frame, the security level, the key identifier mode, the key source, the
key index, and a status of UNSUPPORTED_SECURITY otherwise.

The procedure shall determine whether the frame to be unsecured meets the minimum security level

9)

h)

)

k)

Dy passing the security Tevel, the Trame type, and, depending on whether the trame 15 a MAJ
command frame, the first octet of the MAC payload (i.e., command frame identifier for a MAQ
command frame) to the incoming security level checking procedure as described in 7.5.8.2 8, \If tha
procedure fails, the procedure shall set the unsecured frame to be the frame to be unsecured ang
return with the unsecured frame, the security level, the key identifier mode, the key source, the key
index, and a status of IMPROPER_SECURITY_LEVEL.

If the security level is set to zero, the procedure shall set the unsecured frame.to"bé the frame to be
unsecured and return with the unsecured frame, the security level, the key identifier mode, the key
source, the key index, and a status of SUCCESS.

The procedure shall obtain the KeyDescriptor, DeviceDescriptor, and KeyDeviceDescriptor using
the incoming frame security material retrieval procedure describedyin 7.5.8.2.4. If that procedure
fails, the procedure shall set the unsecured frame to be the frameé te’be unsecured and return with the
unsecured frame, the security level, the key identifier mode, the key source, the key index, and 3
status of UNAVAILABLE_KEY.

The procedure shall determine whether the frame to be Unsecured conforms to the key usage policy
by passing the KeyDescriptor, the frame type, and;’depending on whether the frame is a MAQ
command frame, the first octet of the MAC payload (i.e., command frame identifier for a MAQ
command frame) to the incoming key usage‘policy checking procedure as described in 7.5.8.2.9. I
that procedure fails, the procedure shall set.the unsecured frame to be the frame to be unsecured ang
return with the unsecured frame, the security level, the key identifier mode, the key source, the key,
index, and a status of IMPROPER\KEY _TYPE.

If the Exempt element of the DeviceDescriptor is set to FALSE and if the incoming security leve
checking procedure of Step:e‘@above had as output the “conditionally passed” status, the procedurg
shall set the unsecured frame to be the frame to be unsecured and return with the unsecured frame
the security level, the‘key identifier mode, the key source, the key index, and a status of
IMPROPER_SECURITY_LEVEL.

The procedure shall set the frame counter to the Frame Counter field of the auxiliary security heade
of the frame.to be unsecured. If the frame counter has the value Oxffffffff, the procedure shall set the
unsecured.frame to be the frame to be unsecured and return with the unsecured frame, the security
level,ithe-Key identifier mode, the key source, the key index, and a status of COUNTER_ERROR.

The\'\procedure shall determine whether the frame counter is greater than or equal to the
FrameCounter element of the DeviceDescriptor. If this check fails, the procedure shall set thg
unsecured frame to be the frame to be unsecured and return with the unsecured frame, the security
level, the key identifier mode, the key source, the key index, and a status of COUNTER_ERROR.

The procedure shall then use the ExtAddress element of the DeviceDescriptor, the frame counter

202

the security Tevel, and the Key element of the KeyDescriptor t0 produce the unsecured frame
according to the CCM* inverse transformation process described in the security operations (see
7.6.3.5).

1) If the security level specifies the use of encryption (see Table 95 in 7.6.2.2.1), the decryption
operation shall be applied only to the actual payload field within the MAC payload, i.e., the
Beacon Payload field (see 7.2.2.1.8), Command Payload field (see 7.2.2.4.3), or Data Payload
field (see 7.2.2.2.2), depending on the frame type. The corresponding payload field shall be
passed to the CCM™ inverse transformation process described in 7.6.3.5 as the secure payload.

2) The remaining fields in the MAC payload part of the frame shall be passed to the CCM*
inverse transformation process described in 7.6.3.5 as the nonpayload fields.
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m) If the CCM* inverse transformation process fails, the procedure shall set the unsecured frame to be
the frame to be unsecured and return with the unsecured frame, the security level, the key identifier
mode, the key source, the key index, and a status of SECURITY_ERROR.

n)  The procedure shall increment the frame counter by one and set the FrameCounter element of the
DeviceDescriptor to the resulting value.

0) If the FrameCounter element is equal to OXffffffff, the procedure shall set the Blacklisted element of
the KeyDeviceDescriptor.

p) The procedure shall return with the unsecured frame, the security level, the key identifier mode, the
key source, the key index, and a status of SUCCESS.

7.5.8.2.4 Incoming frame security material retrieval procedure

The input to this procedure is the frame to be unsecured. The outputs from this procedure are a passed o
failed status and, if passed, a KeyDescriptor, a DeviceDescriptor, and a KeyDeviceDescriptor.

The incoming frame security material retrieval procedure involves the following steps as applicable:

a) If the Key Identifier Mode subfield of the Security Control field.of the auxiliary security header of
the frame is set to 0x00 (implicit key identification), the procedure shall determine the key lookup
data and the key lookup size as follows:

1) If the source address mode of the Frame Control field of the frame is set to 0x00 and thg
macPANCoordsShortAddress attribute is set to a*value in the range 0x0000-0xfffd (i.e., the
short address is used), the key lookup data_shall be set to the 2-octet Destination PAN Identifie
field of the frame right-concatenated (see“B'.2.1) with the 2-octet macPANCoordShortAddress
attribute right-concatenated with the single octet 0x00. The key lookup size shall be set to five.

2) If the source address mode of thé.Frame Control field of the frame is set to 0x00 and thd
macPANCoordShortAddress attribute is set to 0xfffe (i.e., the extended address is used), the
key lookup data shall be set“to the 8-octet macPANCoordExtendedAddress attribute right
concatenated (see B.2.1)with the single octet 0x00. The key lookup size shall be set to nine.

3) If the source address mode of the Frame Control field of the frame is set to 0x02, the key
lookup data shall be:set to the 2-octet Source PAN ldentifier field of the frame, or to the 2-octe
Destination PAN-Identifier field of the frame if the PAN ID Compression subfield of the Frame
Control field of the frame is set to one, right-concatenated (see B.2.1) with the 2-octet Sourcg
Address field of the frame right-concatenated with the single octet 0x00. The key lookup siz4
shallbe set to five.

4) If-the source address mode of the Frame Control field of the frame is set to 0x03, the key
lookup data shall be set to the 8-octet Source Address field of the frame right-concatenated (ses
B.2.1) with the single octet 0x00. The key lookup size shall be set to nine.

b).\_f the Key Identifier Mode subfield of the Security Control field of the auxiliary security header of
the frame is set to a value not equal to 0x00 (explicit key identification), the procedure shal
determine the key lookup data and key lookup size as follows:

T) If the Key identifier mode IS Set t0 UXUL, the Key TooKup data shall be Set to the 8-Octe
macDefaultKeySource attribute right-concatenated (see B.2.1) with the 1-octet Key Index
subfield of the Key Identifier field of the auxiliary security header. The key lookup size shall be
set to nine.

2) If the key identifier mode is set to 0x02, the key lookup data shall be set to the right-
concatenation (see B.2.1) of the 4-octet Key Source subfield and the 1-octet Key Index subfield
of the Key Identifier field of the auxiliary security header. The key lookup size shall be set to
five.

3) If the key identifier mode is set to 0x03, the key lookup data shall be set to the right-
concatenation (see B.2.1) of the 8-octet Key Source subfield and the 1-octet Key Index subfield
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of the Key Identifier field of the auxiliary security header. The key lookup size shall be set to
nine.

€) The procedure shall obtain the KeyDescriptor by passing the key lookup data and the key lookup
size to the KeyDescriptor lookup procedure as described in 7.5.8.2.5. If that procedure returns with a
failed status, the procedure shall also return with a failed status.

d) The procedure shall determine the device lookup data and the device lookup size as follows:

1) If the source address mode of the Frame Control field of the frame is set to 0x00 and thg
macPANCoordsShortAddress attribute is set to a value in the range 0x0000-0xfffd (ices, the
short address is used), the device lookup data shall be set to the 2-octet Destination PAN
Identifier field of the frame right-concatenated (see B.2.1) with ,the® 2-octe
macPANCoordShortAddress attribute. The device lookup size shall be set to four.

2) If the source address mode of the Frame Control field of the frame is sét/to 0x00 and the
macPANCoordShortAddress attribute is set to Oxfffe (i.e., the extendedjaddress is used), the
device lookup data shall be set to the 8-octet macPANCoordExtendedAddress attribute. The
device lookup size shall be set to eight.

3) If the source address mode of the Frame Control field of the frame is set to 0x02, the devicd
lookup data shall be set to the 2-octet Source PAN Identifier figld of the frame, or to the 2-octe
Destination PAN Identifier field of the frame if the PAN\B, Compression subfield of the Frame
Control field of the frame is set to one, right-concatenated (see B.2.1) with the 2-octet Sourcq
Address field of the frame. The device lookup size shall be set to four.

4) If the source address mode of the Frame Controlfield of the frame is set to 0x03, the device
lookup data shall be set to the 8-octet Source Address field of the frame. The device lookup siz4
shall be set to eight.

e) The procedure shall obtain the DeviceDescriptor and the KeyDeviceDescriptor by passing thg
KeyDescriptor, the device lookup data;”and the device lookup size to the blacklist checking
procedure as described in 7.5.8.2.6. Ifdhat procedure returns with a failed status, the procedure shal
also return with a failed status.

f)  The procedure shall returngwith a passed status having obtained the KeyDescriptor, thg
DeviceDescriptor, and the KeyDeviceDescriptor.

7.5.8.2.5 KeyDescriptor leaokup procedure

The inputs to this procedure are the key lookup data and the key lookup size. The outputs from this
procedure are a passed or failed status and, if passed, a KeyDescriptor.

The KeyDescriptor lookup procedure involves the following steps as applicable:

a) oreach KeyDescriptor in the macKeyTable attribute and for each KeyldLookupDescriptor in thg
KeyldLookupList of the KeyDescriptor, the procedure shall check whether the LookupDataSizg
element of the KeyldLookupDescriptor indicates the same integer value (see Figure 94) as the key
lookup size and whether the LookupData element of the KeyldLookupDescriptor is equal to the key,
lookup data. If both checks pass (i.e., there is a match), the procedure shall return with thig
(matching) KeyDescriptor and a passed status.

b)  The procedure shall return with a failed status.

7.5.8.2.6 Blacklist checking procedure

The inputs to this procedure are the KeyDescriptor, the device lookup data, and the device lookup size. The
outputs from this procedure are a passed or failed status and, if passed, a DeviceDescriptor and a
KeyDeviceDescriptor.

The blacklist checking procedure involves the following steps as applicable:
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For each KeyDeviceDescriptor in the KeyDeviceL.ist of the KeyDescriptor:

1)

2)

The procedure shall obtain the DeviceDescriptor using the DeviceDescriptorHandle element of
the KeyDeviceDescriptor.

If the UniqueDevice element of the KeyDeviceDescriptor is set to TRUE, the procedure shall
return with the DeviceDescriptor, the KeyDeviceDescriptor, and a passed status if the
BlackListed element of the KeyDeviceDescriptor is set to FALSE, or the procedure shall return

b)

a)

b)

c)

a)

3)

The procedure shall return with a failed status.
7.5.8.2.7 DeviceDescriptor lookup procedure

The inputs to this procedure are the DeviceDescriptor, the device lookupdata, and the device lookup size
The output from this procedure is a passed or failed status.

The DeviceDescriptor lookup procedure involves the following steps as applicable:

If the device lookup size is four and the device lookup data is equal to the PAN ID element of the
DeviceDescriptor right-concatenated (see B.2.1)*with the ShortAddress element of the Device
Descriptor, this procedure shall return with aypassed status.

If the device lookup size is eight and the device lookup data is equal to the ExtAddress element of
the DeviceDescriptor, this procedure ghall return with a passed status.

The procedure shall return with a failed status.
7.5.8.2.8 Incoming security levelchecking procedure

The inputs to this procedureLare the incoming security level, the frame type and the command framg
identifier. The output fromi-this procedure is a passed, failed, or “conditionally passed” status.

The incoming security level checking procedure involves the following steps as applicable:
For each SecurityLevelDescriptor in the macSecuritylL evel Table attribute:

1)

with a failed status if this Blacklisted element is set to TRUE.

If the UniqueDevice element of the KeyDeviceDescriptor is set to FALSE, the procedure.shal
execute the DeviceDescriptor lookup procedure as described in 7.5.8.2.7, with theldevice
lookup data and the device lookup size as inputs. If the corresponding output of thafprocedurs
is a passed status, the procedure shall return with the DeviceDescriptor, the-KeyDevice
Descriptor, and a passed status if the Blacklisted element of the KeyDeviceDescriptor is set tg
FALSE, or the procedure shall return with a failed status if this Blacklisted element is set to TRUE

If-the frame type is not equal to 0x03 and the frame type is equal to the FrameType element of
the SecurityLevelDescriptor, the procedure shall compare the incoming security level (ag
SEC1) with the SecurityMinimum element of the SecurityLevelDescriptor (as SEC2
according to the algorithm described in 7.6.2.2.1. If this comparison fails (i.e., evaluates td
FALSE), the procedure shall return with a “conditionally passed” status if the
DeviceOverrideSecurityMinimum element of the SecurityLevelDescriptor is set to TRUE ang

b)

2)

the security level is set to zero and with a failed status otherwise.

If the frame type is equal to 0x03, the frame type is equal to the FrameType element of the
SecurityLevelDescriptor, and the command frame identifier is equal to the CommandFrame-
Identifier element of the SecurityLevelDescriptor, the procedure shall compare the incoming
security level (as SEC1) with the SecurityMinimum element of the SecurityLevelDescriptor (as
SEC?2) according to the algorithm described in 7.6.2.2.1. If this comparison fails (i.e., evaluates
to FALSE), the procedure shall return with a “conditionally passed” status if the
DeviceOverrideSecurityMinimum element of the SecurityLevelDescriptor is set to TRUE and
the security level is set to zero and with a failed status otherwise.

The procedure shall return with a passed status.
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7.5.8.2.9 Incoming key usage policy checking procedure

The inputs to this procedure are the KeyDescriptor, the frame type, and the command frame identifier. The
output from this procedure is a passed or failed status.

The incoming key usage policy checking procedure involves the following steps as applicable:

a) For each KeyUsageDescriptor in the KeyUsageL.ist of the KeyDescriptor:

1) If the frame type is not equal to 0x03 and the frame type is equal to the FrameType element of

the KeyUsageDescriptor, the procedure shall return with a passed status.

2) If the frame type is equal to 0x03, the frame type is equal to the FrameType,element of the
KeyUsageDescriptor, and the command frame identifier is equal to the-CommandFrame
Identifier element of the KeyUsageDescriptor, the procedure shall returnwith“a passed status.

b)  The procedure shall return with a failed status.

7.6.1 PIB security material

7.6 Security suite specifications

The PIB security-related attributes are presented in Table88; Table 89, Table 90, Table 91, Table 92
Table 93, and Table 94.

Table 88—Security-related MAC PIB attributes

Attribute ldentifier Type Range Description Default
macKeyTable 0x71 List-of*Key- — A table of KeyDescriptor (empty)
Descriptor entries, each containing
entries (see keys and related
Table 89) information required for
secured communications.
macKeyTableEntries | 0x72 Integer Implementa- The number of entries in 0
tion specific macKeyTable.
macDeviceTable 0x73 List of — A table of Device- (empty)
Device- Descriptor entries, each
Descriptor indicating a remote device
entries (see with which this device
Table 93) securely communicates.
macDeviceTable- 0x74 Integer Implementa- The number of entries in 0
Entries tion specific macDeviceTable.
macSecurity= OX75 TFabteof — Atabteof Securitytevel= tempty)
Level Table SecurityLevel Descriptor entries, each
Descriptor with information about the
entries (see minimum security level
Table 92) expected depending on
incoming frame type and
subtype.
macSecurity- 0x76 Integer Implementa- The number of entries in 0
Level TableEntries tion specific macSecurityL evel Table.
macFrameCounter 0x77 Integer 0x00000000- | The outgoing frame 0x00000000
OXFTFffff counter for this device.
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Table 88—Security-related MAC PIB attributes (continued)

Attribute

Identifier

Type

Range

Description

Default

macAutoRequest-
SecurityLevel

0x78

Integer

0x00-0x07

The security level used for
automatic data requests.

0x06

macAutoRequest-
KeyldMode

0x79

Integer

0x00-0x03

The key identifier mode
used for automatic data
requests. This attribute is
invalid if the macAuto-
RequestSecuritylLevel
attribute is set to 0x00.

0x00

macAutoRequest-
KeySource

0x7a

As specified
by the mac-
AutoRequest-
KeyldMode
parameter

The originator of the key
used for automatic data
requests. This attribyte is
invalid if the miacAuto-
RequestKeyldiViode
element is«hvalid or set to
0x00,

All octets
Oxff

macAutoRequest-
Keylndex

0x7b

Integer

0x01-0xff

Thetindex of the key used
for automatic data
fequests. This attribute is
invalid if the macAuto-
RequestKeyldMode
attribute is invalid or set to
0x00.

All octets
Oxff

macDefaultKey-
Source

0x7c

Set of 8 octets

The originator of the
default key used for key
identifier mode 0x01.

All octets
Oxff

macPANCoord-
ExtendedAddress

0x7d

IEEE address

An extended
64-bit IEEE
address

The 64-bit address of the
PAN coordinator.

macPANCoordShort-
Address

0x7e

Integer

0x0000-0xffff

The 16-bit short address
assigned to the PAN
coordinator. A value of
Oxfffe indicates that the
PAN coordinator is only
using its 64-bit extended
address. A value of Oxffff
indicates that this value is
unknown.

0x0000

Table 89—Elements of KeyDescriptor

A

= o =N H
INAlTIT T'ypce nRdariyc CSLTTPLIUTT

KeyldLookupList List of Keyld- —
LookupDescriptor
entries (see

Table 94)

A list of KeyldLookupDescriptor entries
used to identify this KeyDescriptor.

The number of entries in
KeyldLookupList.

KeyldLookupListEntries Integer Implementation

specific
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Table 89—Elements of KeyDescriptor (continued)

Name

Type

Range

Description

KeyDeviceList

List of KeyDevice-
Descriptor entries
(see Table 91)

A list of KeyDeviceDescriptor entries
indicating which devices are currently
using this key_including their blacklist

status.

KeyDeviceListEntries

Integer

Implementation
specific

The number of entries in KeyDeviceList.

KeyUsageL.ist

List of KeyUsage-
Descriptor entries
(see Table 90)

A list of KeyUsageDescriptot-entries
indicating which frame typesithis key may
be used with.

KeyUsageL.istEntries

Integer

The number of entfies/in KeyUsageL.ist.

Key Set of 16 octets — The actual value.of the key.
Table 90—Elements of KeyUsageDegscriptor
Name Type Range Description
FrameType Integer 0x00-0x03 See 7.2.1.1.1.
CommandFrameldentifier Integer 0x00-0x09 See Table 82.
Table 91—Elements of KeyDeviceDescriptor
Name Type Range Description
DeviceDescriptorHandle Integer Implementa- | Handle to the DeviceDescriptor
tion specific corresponding to the device (see
Table 93).
UniqueDevice Boolean TRUE or Indication of whether the device indicated
FALSE by DeviceDescriptorHandle is uniquely
associated with the KeyDescriptor, i.e., it
is a link key as opposed to a group key.
Blacklisted Boolean TRUE or Indication of whether the device indicated
FALSE by DeviceDescriptorHandle previously

communicated with this key prior to the
exhaustion of the frame counter. If TRUE,
this indicates that the device shall not use
this key further because it exhausted its

use of the frame counter used with this

208

key.
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Table 92—Elements of SecurityLevelDescriptor

Name

Type Range

Description

FrameType

Integer

0x00-0x03

See 7.2.1.1.1.

CommandFrameldentifier

Integer

0x00-0x09

See Table 82.

SecurityMinimum

Integer

0x00-0x07

The minimal required/expected security
level for incoming MAC frames with the
indicated frame type and, if present,
command frame type (see Table 954n
7.6.2.2.1).

DeviceOverrideSecurity-

Minimum

Boolean

TRUE or
FALSE

Indication of whether origirating devices
for which the Exemptflag is set may
override the minimgm-security level
indicated by the‘SectrityMinimum
element. If TRUE; this indicates that for
originating‘deyices with Exempt status,
the incoming security level zero is
acceptable, in addition to the incoming
security levels meeting the minimum
expected security level indicated by the
SecurityMinimum element.

Table 93—Elements of\DeviceDescriptor

Name

Type

Range

Description

PANId

Device PAN ID

0x0Q00-0xffff

The 16-bit PAN identifier of the device in
this DeviceDescriptor.

ShortAddress

Device short
address

0x0000-0xffff

The 16-bit short address of the device in
this DeviceDescriptor. A value of Oxfffe
indicates that this device is using only its
extended address. A value of Oxffff
indicates that this value is unknown.

ExtAddress

|IEEE address

Any valid 64-bit device
address

The 64-bit IEEE extended address of the
device in this DeviceDescriptor. This
element is also used in unsecuring
operations on incoming frames.

FrameGounter

Integer

0x00000000-0xffffffff

The incoming frame counter of the device
in this DeviceDescriptor. This value is used
to ensure sequential freshness of frames.

Exempt

Boolean

TRUE or FALSE

Indication of whether the device may
override the minimum security level

settings detined In Tabdle YZ.
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Table 94—Elements of KeyldLookupDescriptor

Name Type Range Description
LookupData Set of 5 or 9 octets — Data used to identify the key.
LookupDataSize Integer 0x00-0x01 | A value of 0x00 indicates a set

of 5 octets; a value of 0x01
indicates a set of 9 octets.

7.6.2 Auxiliary security header

The Auxiliary Security Header field has a variable length and contains information_required for security
processing, including a Security Control field, a Frame Counter field, and a Keydentifier field. Thq
Auxiliary Security Header field shall be present only if the Security Enabled subfield of the Frame Contro
field is set to one. The Auxiliary Security Header field shall be formatted as illtstrated in Figure 74.

Octets: 1 4 0/1/5/9

Security Control Frame Counter Key Identifier

Figure 74—Format of the auxiliary security header

7.6.2.1 Integer and octet representation

The auxiliary security header is a MAC frame field (see 7.2.1.7) and, therefore, uses the representatior
conventions specified in 7.2.

7.6.2.2 Security Control field

The Security Control field\is 1 octet in length and is used to provide information about what protection is
applied to the frame. The"Security Control field shall be formatted as shown in Figure 75.

Bit: 0-2 34 57

Security Level Key lIdentifier Mode Reserved

Figure 75—Security Control field format

7.6.2.2.1 Security Level subfield

The Security Level subfield is 3 bits in length and indicates the actual frame protection that is provided. This
value can be adapted on a frame-by-frame basis and allows for varying levels of data authenticity (to allow
minimization of security overhead in transmitted frames where required) and for optional data
confidentiality. The cryptographic protection offered by the various security levels is shown in Table 95.
When nontrivial protection is required, replay protection is always provided.
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Table 95—Security levels available to the MAC sublayer

Security Control Data authenticity
Security level field Security Data (including length M of
identifier (Figure 75) attributes confidentiality authentication tag, in
b, by by octets)
0x00 ‘000 None OFF NO (M =0)
0x01 '001' MIC-32 OFF YES (M =4)
0x02 '010' MIC-64 OFF YES (M =8)
0x03 '011' MIC-128 OFF YES (M\="16)
0x04 '100' ENC ON NQ'(M =0)
0x05 '101' ENC-MIC-32 ON YES (M = 4)
0x06 '110' ENC-MIC-64 ON YES (M =8)
ox07 111 ENC-MIC-128 ON YES (M = 16)

Security levels can be ordered according to the corresponding cryptographic protection offered. Here, a firs
security level SEC1 is greater than or equal to a second security level SEC2 if and only if SEC1 offers al
least the protection offered by SEC2, both with respect to_data confidentiality and with respect to data
authenticity. The statement “SEC1 is greater than or equdl to SEC2” shall be evaluated as TRUE if both of
the following conditions apply:

a)  Bit position b, in SEC1 is greater than or ggual to bit position b, in SEC2 (where Encryption OFF <
Encryption ON).

b)  The integer value of bit positions™y by in SEC1 is greater than or equal to the integer value of bi
positions by by in SEC2 (where increasing integer values indicate increasing levels of dats
authenticity provided, i.e., message integrity code (MIC)-0 < MIC-32 < MIC-64 < MIC-128).

Otherwise, the statement shall-be evaluated as FALSE.

For example, ENC-MIC-64 > MIC-64 is TRUE because ENC-MIC-64 offers the same data authenticity
protection as MIC-64, plus confidentiality. On the other hand, MIC-128 > ENC-MIC-64 is FALSE becausg
even though MIC-128 offers stronger data authenticity than ENC-MIC-64, it offers no confidentiality.

7.6.2.2.2°Key ldentifier Mode subfield

The-Key Identifier Mode subfield is 2 bits in length and indicates whether the key that is used to protect thq
frame can be derived implicitly or explicitly; furthermore, it is used to indicate the particular representationg
of the Key Identifier field (see 7.6.2.4) if derived explicitly. The Key Identifier Mode subfield shall be set tg
one of the values listed In Table 96. The Key ldentifier field of the auxiliary security header (see 7.6.2.4
shall be present only if this subfield has a value that is not equal to 0x00.
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Table 96—Values of the key identifier mode

Key ldentifier Key ldentifier field
Key identifier mode Mode subfield Description length
by by (octets)
0x00 ‘00" Key is determined implicitly from the (0]

originator and receipient(s) of the frame,
as indicated in the frame header.

0x01 ‘o1 Key is determined from the 1-octet Key 1
Index subfield of the Key Identifier field
of the auxiliary security header in

conjunction with macDefaul tKeySource.

0x02 '10° Key is determined explicitly from the 5
4-octet Key Source subfield and the
1-octet Key Index subfield of the Key
Identifier field of the auxiliary security,
header.

0x03 11 Key is determined explicitly from’'the 9
8-octet Key Source subfieldhand the
1-octet Key Index subfigldyof the Key
Identifier field of the auxiliary security
header.

7.6.2.3 Frame Counter field

The Frame Counter field is 4 octets in length and represents the macFrameCounter attribute of the originato
of a protected frame. It is used to provide semantic security of the cryptographic mechanism used to protec
a frame and to offer replay protection.

7.6.2.4 Key Identifier field

The Key Identifier field(has a variable length and identifies the key that is used for cryptographic protection
of outgoing frames, either explicitly or in conjunction with implicitly defined side information. The Key
Identifier field shall-be present only if the Key Identifier Mode subfield of the Security Control field of thq
auxiliary security-header (see 7.6.2.2.2) is set to a value different from 0x00. The Key Identifier field shal
be formatted.as illustrated in Figure 76.

Octets: 0/4/8 1

pr Saource pr Index

212

Figure 76—Format for the Key Identifier field, if present

7.6.2.4.1 Key Source subfield

The Key Source subfield, when present, is either 4 octets or 8 octets in length, according to the value
specified by the Key Identifier Mode subfield of the Security Control field (see 7.6.2.2.2), and indicates the
originator of a group key.
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7.6.2.4.2 Key Index subfield

The Key Index subfield is 1 octet in length and allows unique identification of different keys with the same
originator.

It is the responsibility of each key originator to make sure that actively used keys that it issues have distinc
key indices and that the key indices are all different from 0x00.

7.6.3 Security operations

This subclause describes the parameters for the CCM* security operations, as specified in B.3.2.
7.6.3.1 Integer and octet representation

The integer and octet representation conventions specified in B.2 are used throughout 7.6.3.
7.6.3.2 CCM* Nonce

The CCM* nonce is a 13-octet string and is used for the advancedencryption standard (AES)-CCM* mode
of operation (see B.2.2). The nonce shall be formatted as shown in Figure 77, with the leftmost field in the
figure defining the first (and leftmost) octets and the rightmost field defining the last (and rightmost) octet of
the nonce.

Octets: 8 4 1

Source address.\| Frame counter | Security level

Figure 77—CCM* nonce

The source address shallbe set to the extended address aExtendedAddress of the device originating the
frame, the frame counter to the value of the respective field in the auxiliary security header (see 7.6.2), ang
the security levelHo:the security level identifier corresponding to the Security Level subfield of the Security
Control field of the auxiliary security header as defined in Table 95.

The source address, frame counter, and security level shall be represented as specified in 7.6.3.1.

7.6.3.3 CCM* prerequisites

Securing a frame involves the use of the CCM* mode encryption and authentication transformation, as
described in B.4.1. Unsecuring a frame involves the use of the CCM* decryption and authentication
checking process, as described in B.4.2. The prerequisites for the CCM* forward and inverse
transformations are as follows:

— The underlying block cipher shall be the AES encryption algorithm as specified in B.3.1.
— The bit ordering shall be as defined in 7.6.3.1.
— The length in octets of the Length field L shall be 2 octets.

— The length of the Authentication field M shall be 0 octets, 4 octets, 8 octets, or 16 octets, as required.
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7.6.3.3.1 Authentication field length

The length of the Authentication field M for the CCM* forward transformation and the CCM* inverse
transformation is determined from Table 95, using the Security Level subfield of the Security Control field
of the auxiliary security header of the frame.

Yl W C3

. 4 £ 4 cat ot
r.U.90.% OUUlIvl ATToTuUTITiauultT udaa ICPI coTtrTitauaurnt

This subclause describes how the inputs and output of the CCM* forward transformation, as described i
B.4.1, are formed:

The inputs are
— Key
— Nonce
— adata
— mdata

The output is ¢ data.
7.6.3.4.1 Key and nonce data inputs

The Key data for the CCM* forward transformation is_ passed by the outgoing frame security procedure
described in 7.5.8.2.1. The Nonce data for the CCM* tragsformation is constructed as described in 7.6.3.2.

7.6.3.4.2 a data and m data

In the CCM* transformation process, the data‘fields shall be applied as in Table 97.

Table 97<ta data and m data for all security levels

214

Security level identifier adata m data
0x00 None None
0x01 MHR || Auxiliary security header || Nonpayload fields || None
Unsecured payload fields
0x02 MHR || Auxiliary security header || Nonpayload fields || None
Unsecured payload fields
0x03 MHR || Auxiliary security header || Nonpayload fields || None
Unsecured payload fields
0x04 None Unsecured payload fields
0x05 MHR || Auxiliary security header || Nonpayload fields Unsecured payload fields
0x06 MHR || Auxiliary security header || Nonpayload fields Unsecured payload fields
0x07 MHR || Auxiliary security header || Nonpayload fields Unsecured payload fields

7.6.3.4.3 c data output

In the CCM* transformation process, the data fields that are applied, or right-concatenated and applied,
represent octet strings.
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The secured payload fields right-concatenated with the authentication tag shall substitute the unsecured

payload field in the original unsecured frame to form the secured frame (see Table 98).

Table 98—c data for all security levels

odata

The inputs are

Key

Nonce
c data
adata

The output is m data.

Seerkibvdaval idantifior
ottotTty ey e et ot

c-tretter

0x00 None

0x01 MIC-32

0x02 MIC-64

0x03 MIC-128

0x04 Secured payload fields

0x05 Secured payload fields || MIC-32
0x06 Secured payload fields || MI€-64
0x07 Secured payload fields]}} M1C-128

7.6.3.5.1 Key andinhonce data inputs

7.6:3:5.2 ¢ data and a data

7.6.3.5 CCM* inverse transformation data representation

This subclause describes how the inputs and output of<the CCM* inverse transformation, as described i
B.4.2, are formed.

The Key datafor the CCM* inverse transformation is passed by the incoming frame security procedurg
described in*7.5.8.2.3. The Nonce data for the CCM* transformation is constructed as described in 7.6.3.2.

In the CCM* inverse transformation process, the data fields shall be applied as in Table 99.
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Table 99—c data and a data for all security levels

Security level identifier c data adata
0x00 None None
0x01 MIC-32 MHR || Auxiliary security header
|| Nonpayload fields ||Secured
payload fields
0x02 MIC-64 MHR || Auxiliary security header
|| Nonpayload fields || Secured
payload fields
0x03 MIC-128 MHR || Auxiliary securityheader
|| Nonpayload fields || Secured
payload fields
0x04 Secured payload fields MHR || Auxiliary‘security header
|| Nonpayload fields
0x05 Secured payload fields || MHR ||(Auxiliary security header
MIC-32 || Nonpayload fields
0x06 Secured payload fields || MHR || Auxiliary security header
MIC-64 || Nonpayload fields
0x07 Secured payload fields {| MHR || Auxiliary security header
MIC-128 || Nonpayload fields

7.6.3.5.3 m data output

The m data shall then substitute secured payload fields and authentication tag in the original secured frame
to form the unsecured frame.

7.7 Message sequence/charts illustrating MAC-PHY interaction

This subclause illustrates” the main tasks specified in this standard. Each task is described by use of 3
message sequence.chart to illustrate the chronological order, rather than the exact timing, of the primitiveg
required for each task.

The primitives necessary for the PAN coordinator to start a new PAN are shown in Figure 78. The firs
actionthie next higher layer takes after resetting the MAC sublayer is to initiate a scan to search for othe
PANSs in the area. An active scan is required, and an ED scan may optionally be performed. The steps fo
performing an active scan and an ED scan are shown in Figure 83 and Figure 79, respectively.

Once a new PAN is established, the PAN coordinator is ready to accept requests from other devices to join
the PAN. Figure 80 shows the primitives issued by a device requesting association, while Figure 81
illustrates the steps taken by a coordinator allowing association. In the process of joining a PAN, the device
requesting association will perform either a passive or an active scan to determine which PANSs in the area
are allowing association; Figure 82 and Figure 83 detail the primitives necessary to complete a passive scan
and an active scan, respectively.

The primitives necessary for transmitting and receiving a single data packet are shown next. The actions
taken by the originator of the packet are shown in Figure 84, while the actions taken by the recipient are
shown in Figure 85.
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When a device becomes unable to communicate to its coordinator any longer, the device can use an orphan
scan to rediscover its coordinator. The primitives necessary for the realignment of an orphaned device are
shown in Figure 86.

FFD next
higher layer

FFD FFD
MAC. PLI.

Select PANId,
ShortAddress,
LogicalChannel

MLME-RESET request
(SetDefaultPIB)

MLME-RESET.confirm

PLME-SET-TRX-STATE request
(Rxoff) |

' (SUCCESS)

PLME-SET-TRX-STATE.confirm

MLME-SET. request
(PANId)

MLME-SET.confirm

(SUCCESS)

MLME-SCAN.request
(Active)

MLME-SCAN.confirm
(SUCCESS)

Perform
activescan

MLME-SCAN.request
(Energydetection)!

MLME-SCAN.confirm
_ (SUCCESS)

Performenergy
detection scan

MLME-SET.request
(ShortAddress)

MLME-SET.confirm
_ (SUCCESS)

MLME-START.request

MLME-START.confirm
__ (SUCCESSY

PLME-SET.request
(phyCurrentChannel)

PLME-SET confim
 (SUCCESS)

PLME-SET-TRX-STATE.request
(Txon)

PLME-SET-TRX-STATE.confirm
_ (SUCCESS)

PD-DATA request

v

_ PD-DATA confirm (SUCCESS)

PLME-SET-TRX-STATE.request

(v on)
{FOCOR)

Figure 78—PAN start message sequence chart—PAN coordinator

1 The energy detection scan is optional.

2 The MLME-START.confirm and PLME-SET-TRX-STATE.request primitives may not need to be

inthe order shown.
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FFD FFD FFD
next higher layer MAC PHY
MLME-SCAN.request
(Energy detection)
>
PEME-SETFRM-STATEFeatest
(Rx on)
>
PLME-SET-TRX-STATE.confirm
(SUCCESS)
d
l
PLME-SET.request
(phyCurrentChannel, the first channel) o
L
PLME-SET.confirm
(SUCCESS)
l
— PLME-ED request
>
Energy detection
PLME-ED.confirm measurement
)l il
aBaseQuperframeDuration * (2" + 1) %
symbols, where n = ScanDuration
PLME-ED.request
>
PLMEED.confirm Energy detection
» d
[,
—>
PLME-SET.request
(phyCurrentChannel, the last channel) |
L
PLME-SET.confirm
(SUCCESS)
d
)l
— PLME-ED.request
>
Energy
PLME-ED.confirm detection
< <
aBaseQuperframeDuration * (2" + 1) %
symbols, where n = ScanDuration
PLME-ED.request
>
PLME-ED.confirm X Energy detection
)l l I
—>
PLME-SET-TRX-STATE.request
(TRx off)
»
PLME-SET-TRX-STATE.confirm
. (SUCCESS)
MLME-SCAN.confirm <
(SUCCESS)
l
] | |

Figure 79—ED scan message sequence chart
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Device . Device next
PHY Device MAC higher layer

MLME-RESET .request

MLME-RESET.confirm (SUCCESS)

_ MLME-SCAN.request (Passive)

Perform passive scan

MLME-SCAN.confirm(SUCCESS) |

Select aPAN based on
list'ofyPAN descriptors
andSet MAC PIB
MLME-ASSOCIATE.request w, attributes accordingly
Perform CSMA algorithm
and enable transmitter

PD-DATA.request

_ Association request

PD-DATA .confirm (SUCCESS) |

PLME-SET-TRX-STATE.request
_ (Rxon)

PLME-SET-TRX-STATE.confirm
(SUCCESS)

Acknowledgment

macAckWaitDuration
> PD-DATA.indication

macResponseW aitTime

Perform GSMA algorithm
and-enable transmitter

PD-DATA. request

o Data request
PR-DATA.confirm (SUCCESS)
PEME-SET-TRX-STATE.request
» (Rx on)
PLME-SET-TRX-STATE.confirm
(SUCCESS) |
Acknowlddgrent N macAckWaitDuration

PD-DATA.indication

Association response

-

PD-DATA.indication

PLME-SET-TRX-STATE.request
(Txon)

PLME-SET-TRX-STATE.confirm
(SUCCESS)

PD-DATA .request
P Acknowledgment

PD-DATA .confirm (SUCCESS) _|

PLME-SET-TRX-STATE.request
(TRx off)

PLME-SET-TRX-STATE.confirm
(SUCCESS)

MLME-ASSOCIATE.confirm _ |
|

Figure 80—Association message sequence chart—device
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FFD next
higher layer

FFD
MAC

FFD
PHY

(Rx on)

PLME-SET-TRX-STATE.request

PLME-SET-TRX-STATE.confirm

_ MLME-ASSOCIATE.indication

(SOCCESS)
-

PD-DATA.indication

Association request

(Tx on)

PLME-SET-TRX-STATE.request

(SUCCESS)

-t

PLME-SET-TRX-STATE.confirm

PD-DATA.request

_ PD-DATA.confirm (SUCCESS)

Acknowledgment

PLME-SET-TRX-STATE.req

Check resources and allocate
an address, if required

MLME-ASSOCIATE.response

(Rx on)

uest,

(SUCCESS)

A

PLME-SET-TRX-STATE.confirm

o

macAckWaitDuration

PD-DATA indication

1]

Data request

PLME-SEF-TRX-STATE.req
(Txon)

uest

(SUCCESS)

-

PLME-SET-TRX-STATE.confirm

PD-DATA .request

Acknowldgement

_ PD-DATA confirm (SUCCESS)

Perform CSMA algorithm
and enable transmitter

PD-DATA. request

PD-DATA.confirm

Association response

PLME-SET-TRX-STATE.req
(Rx on)

uest

(SUCCESS)

PLME-SET-TRX-STATE.confirm

-

PD-DATA.indication

Acknowledgment

220

VILME-CUMM-STATUS.INAICAtion
(SUCCESS)

PLME-SET-TRX-STATE.req

(TRx off)

uest

-

(SUCCESS)

PLME-SET-TRX-STATE.confirm

Figure 81—Association message sequence chart—coordinator
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Device next
higher layer

Device
MAC

Device
PHY

(pass

MLME-SCAN.request
ive) PLME-SET.request

aBaseSuperframeDuration * (2" + 1
symbols, where n = ScanDuration
(recording beacon frames

aBaseSuperframeDuoration * (2" + 1
symbols;Where n = ScanDuratiol

Pl ME-SCAN confirm

(recording beacon frames)

(phyCurrentChannel, the first channel)

PLME-SET.confim
SUCCESS)

PLME-SET-TRX-STATE.request
(Rxon).

PLME-SET-TRX-STATE.confirm

SUCCESS)

PD-DATA indication

PD-DATA indication

PLME-SET .request
(phyCurrentChannel, the last channel) |

PLME-SET:confim

SUCEESS)

PLME-SET-TRX-STATE.request
(Rxon)

PLME-SET-TRX-STATE.confirm
SUCCESS)

PD-DATA indication

PD-DATA indication

PLME-SET-TRX-STATE.request
(TRX

PLME-SET-TRX-STATE.confirm
SUCCESS)

>

SUCCESS)

Figure 82—Passive scan message sequence chart
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Device next
higher layer

Device
MAC

Device
PHY

MLME-SCAN.request (active) |

PLME-SET.request
(phyCurrentChannel, the first channel) |

PLME-SET.confirm (SUCCESS)

aBaseSuperframeDuration * (2" + 1
symbols, where n = ScanDuration
(recording beacon frames

aBaseSuperframeDuration * (2" + 1)
symbels, where n = ScanDuration
(recording beacon frames)

PLME-SCAN.confirm
_(SUCCESS)

PLME-SET-TRX-STATE.request (Tx on)

SUCCESS)

PLME-SET-TRX-STATE.confirm

PD-DATA.request |

PD-DATA.confirm (SUCCESS)

Beacon request

PLME-SET-TRX-STATE.request (Rx on

(SUCCESS)

PLME-SET-TRX-STATE.confirm

PD-DATA.indication -

Beacon

PD-DATA.indication <

Beacon

%PLME-SET.request
(phyCurrentChiannel, the last channel)

PLME-SET,confirm (SUCCESS)

PLME-SET-TRX-STATE.request (Tx on)

SUEEESS)

PLME-SET-TRX-STATE.confirm

PD-DATA.request |

PD-DATA.confirm (SUCCESS)

Beacon request

\

PLME-SET-TRX-STATE.request (Rx on)

PLME-SET-TRX-STATE.confirm
SUCCESS)

Beacon

PD-DATA.indication -

Beacon

PD-DATA .indication -

PLME-SET-TRX-STATE.request (TRx off

PLME-SET-TRX-STATE.confirm
SUCCESS)

222

Figure 83—Active scan message sequence chart
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Backoff period

macAckWaitDuration %

Originator Originator Originator
next higher layer MAC PHY
MCPS-DATA request
Ll
PEME-SET-TRX-STATE TEqUest
(Rx on)
>

PLME-SET-TRX-STATE.confirm
(SUCCESS)

A

PLME-CCA request
»

PLME-CCA .confirm (SUCCESS)

A

PLME-CCA request
|

PLME-CCA .confirm (SUECESS)

PLME-SET-TRX-STATE.request
(Tx on)

PLME-SET-TRX-STATE.confirm
(SUCCESS)

A 4

A

PD-DATA . request

PD-DATA . confirm (SUCCESS)

Perform CCA

Perform CCA

Data

A

PLME-SET-TRX-STATE.request
(Rx on)

PLME-SET-TRX-STATE.confirm
(SUCCESS)

A 4

A

PD-DATA.indication

Acknowledgment (if requested)

v

dl
l
PLME-SET-TRX-STATE.request
(TRx off) >
PLME-SET-TRX-STATE.confirm
P (SUCCESS)
MCPS-DATA.confirm b
dl
l
] | I

Figure 84—Data transmission message sequence chart—originator
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Recipient Recipient
PHY MAC

Recipient
next higher layer

MLME-RX-ENABLE.request

<

PLME -SET -TRX-STATE.request
(Rxon)

>
-

PLME-SET -TRX-STATE.confirm
(SUCCESS)

—

Data
PD-DATA.indicatiom_
L
MCPS-DATA.indication
PLME-SET -TRX-STATE.request »
(Txon)
Ll
hl
PLME-SET -TRX-STATE.confirm
(SUCCESS)
>
PD-DATA request
Acknowledgment (if requested)
< PD-DATA .confirm N
PEME -SET -TRX-STATE.request
> (TRxoff)
l
PLME -SET -TRX-STATE.confirm
(SUCCESS) o
Ladl
] L |

Figure 85—Data transmission message sequence chart—recipient
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Device next Device Device
higher layer MAC PHY

MLME-SCAN.request

(orphanr PLME-SET.request
(phyCurreniChannel the first channel)

PLME-SET.confirm

_(SUCCESS)
PLME-SET-TRX-STATE.request
(Txon)
PLME-SET-TRX-STATE.confirm
_(SUCCESS)
PD-DATA.request
PD-DATA.confirm QOrphan notification -
(SUCCESS)
PLME-SET-TRX-STATE.request
(Rxon)
PLME-SET-TRX-STATE.confirm
(SUCCESS)

macResponseWaitTime symbols

PLME-SET.request
(phyCurrentChannel, the next channel)

PLME5SET .confirm
(SUGCESS)

PLME-SET-TRX-STATE.request
(Txon)

PLME-SET-TRX-STATE.confirm
(SUCCESS)

PD-DATA.request e
> Orphan natification -
PD-DATA.confirm o
_(SUCCESS)
PLME-SET-TRX-STATE.request
(Rxon) |

PLME-SET-TRX-STATE.confirm
(SUCCESS)

macResponseWaitTime symbols

Coordinator realignment

—PD-DATACTdiTation
9< PLME-SET-TRX-STATE.request

(TRxoff)
PLME-SET-TRX-STATE.confirm
MLME-SCAN.confirm  {SUCCESS)
_(SUCCESS)
I ] I

Figure 86—O0Orphaned device realignment message sequence chart
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Annex A

(normative)

Service-specific convergence sublayer (SSCS)

A.1 IEEE 802.2 convergence sublayer

The IEEE 802.2 convergence sublayer exists above the IEEE 802.15.4 MCPS. This sublayer-provides ar
interface between an instance of an IEEE 802.2 LLC sublayer and the IEEE 802.15.4 MCRS.

A.1.1 MA-UNITDATA.request

The MA-UNITDATA.request primitive requests the transfer of a LLC protocol data unit (LPDU) (i.e.
MSDU) from a local IEEE 802.2 Type 1 LLC sublayer entity to a single' peer IEEE 802.2 Type 1 LLQ
sublayer entity or multiple peer IEEE 802.2 Type 1 LLC sublayer entities in the case of a group address.

A.1.1.1 Semantics of the service primitive

The semantics of the MA-UNITDATA.request primitivedis as follows:

MA-UNITDATA. request (
SrcAddr,
DstAddr,
RoutingInformation,
data,
priority,
ServiceClass

)

Table A.1 specifies the parameters for the MA-UNITDATA.request primitive.

Table A.1—MA-UNITDATA.request parameters

Namme Type Valid range Description

SrcAddr IEEE Any valid The individual IEEE address of the entity from which the
address IEEE address | MSDU is being transferred.

DstAddr IEEE Any valid The individual IEEE address of the entity to which the
address IEEE address | MSDU is being transferred.

RoutingInformation | — null This parameter is not used by the MAC sublayer and shall be

specified as a null value.

data Set of — The set of octets forming the MSDU to be transmitted by the
octets MAC sublayer entity.

priority — null This parameter is not used by the MAC sublayer and shall be

specified as a null value.

ServiceClass — null This parameter is not used by the MAC sublayer and shall be
specified as a null value.
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A.1.1.2 Appropriate usage

The MA-UNITDATA.request primitive is generated by a local IEEE 802.2 Type 1 LLC sublayer entity
when an LPDU (MSDU) is to be transferred to a peer IEEE 802.2 Type 1 LLC sublayer entity or entities.

A.1.1.3 Effect on receipt

On receipt of the MA-UNITDATA.request primitive, the MAC sublayer entity shall begin the transmissiof
of the supplied MSDU.

The MAC sublayer first builds an MPDU to transmit from the supplied arguments. The MPDU shall be
transmitted using the CSMA-CA algorithm in the contention period of the frame and without requesting &
handshake.

If the CSMA-CA algorithm indicates a busy channel, the MAC sublayer shall issue the MA-UNITDATA
STATUS.indication primitive with a status of CHANNEL_ACCESS_FAILURE. If the MPDU was
successfully transmitted, the MAC sublayer shall issue the MA-UNITDATA-STATUS.indication primitive
with a status of SUCCESS.

A.1.2 MA-UNITDATA.indication

The MA-UNITDATA.indication primitive indicates thedransfer of an LPDU (i.e., MSDU) from the MAQ
sublayer to the local IEEE 802.2 Type 1 LLC sublayef entity.

A.1.2.1 Semantics of the service primitive

The semantics of the MA-UNITDATA.indication primitive is as follows:

MA-UNITDATA.indication (
SrcAddr,
DstAddr,
RoutingInformation,
data,
ReceptionStatus,
priority,
ServiceClass

)

TableA.2 specifies the parameters for the MA-UNITDATA.indication primitive.

A.1.2.2 When generated

On receipt of a data packet at the local MAC sublayer entity, the FCS field is checked. If it is valid, the MAC
sublayer shall issue the MA-UNITDATA.indication primitive to the IEEE 802.2 Type 1 LLC sublayer
entity, indicating the arrival of a MSDU. If the FCS is not valid, the packet shall be discarded, and the IEEE
802.2 Type 1 LLC sublayer entity shall not be informed.

A.1.2.3 Appropriate usage
The appropriate usage of the MA-UNITDATA.indication primitive by the IEEE 802.2 Type 1 LLC sublayer

entity is not specified in this standard.

228 © IEEE 2010 — All rights reserved


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

Table A.2—MA-UNITDATA.indication parameters

Name Type Valid range Description
SrcAddr IEEE Any valid The individual IEEE address of the entity from which
address IEEE address the MSDU has been received
DstAddr IEEE Any valid The individual IEEE address of the entity to which the
address IEEE address MSDU is being transferred.
RoutingInformation — null This parameter is not used by the MAC sublayer and

shall be specified as a null value.

data Set of octets — The set of octets forming the MSDU received by the
MAC sublayer entity.

ReceptionStatus — null This parameter is not used by the MAC sublayer and
shall be specified as a null value:

priority — null This parameter is not used\by the MAC sublayer and
shall be specified as aaull value.

ServiceClass — null This parameter isnot used by the MAC sublayer and
shall be specified‘as a null value.

A.1.3 MA-UNITDATA-STATUS.indication

The MA-UNITDATA-STATUS.indication primitive reports the results of a request to transfer a LPDU
(MSDU) from a local IEEE 802.2 Type 1 LLC sublayer entity to a single peer IEEE 802.2 Type 1 LL(Q
sublayer entity or to multiple peer IEEE 802.2 Type 1 LLC sublayer entities.

A.1.3.1 Semantics of the service primitive

The semantics of the MA-UNITDATA-STATUS.indication primitive is as follows:

MA-UNITDATA-STATUS:indication (
SrcAddr,
DstAddr,
status,
ProvPriority,
ProvServiceClass

)

Table A.3 specifies the parameters for the MA-UNITDATA-STATUS.indication primitive.

A.1.3.2 When generated

The MA-UNITDATA-STATUS.indication primitive is generated by the MAC sublayer entity in response to
an MA-UNITDATA.request primitive issued by the IEEE 802.2 Type 1 LLC sublayer.

A.1.3.3 Appropriate usage

The receipt of the MA-UNITDATA-STATUS.indication primitive by the IEEE 802.2 Type 1 LLC sublayer
entity signals the completion of the current data transmission.
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Table A.3—MA-UNITDATA-STATUS.indication parameters

Name Type Valid Range Description
SrcAddr IEEE Any valid IEEE address The individual IEEE address of the
address entity from which the MSDU has been
transferred
DstAddr IEEE Any valid IEEE address The individual IEEE address of the
address entity to which the MSDU has héen
transferred.
status Enumeration | SUCCESS, The status of the last MSDU
TRANSMISSION_PENDING, transmission.

NO_BEACON, or
CHANNEL_ACCESS_FAILURE

ProvPriority — null This parameéter is not used by the MAC
sublayer’and’shall be specified as a
null valug:

ProvServiceClass | — null This parameter is not used by the MAC
Sublayer and shall be specified as a
null value.
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Annex B

(normative)

CCM* mode of operation

B.1 Introduction

CCM* is a generic combined encryption and authentication block cipher mode. The CCM* mode coincides
with the original specification for the combined counter with CBC-MAC (cipher block ¢haining message
authentication code) mode of operation (known as CCM) (ANSI X9.63-2001 [BL}, Appendix A ol
NIST Pub 800-38C [B16]) for messages that require authentication and, possibly, encryption, but also offerd
support for messages that require only encryption. Moreover, it can be used in implementation environments
for which the use of variable-length authentication tags, rather than fixed-length-authentication tags only, is
beneficial.

B.2 Notation and representation

B.2.1 Strings and string operations

A string is a sequence of symbols over a specific set (e.g., the binary alphabet {0,1} or the set of all octets)
The length of a string is the number of symbolsit-contains (over the same alphabet). The empty string is the
string of length 0. The right-concatenation of o strings x and y (over the same alphabet) of length mand n
respectively (notation: x || y), is the string.z of length m+ n that coincides with x on its leftmost (mos
significant) m symbols and with y on its\rightmost (least significant) n symbols. An octet is a symbol string
of length 8. In the context of this standard, all octets are strings over the binary alphabet.

B.2.2 Integers, octets{and their representation

Throughout this standard, the representation of integers as octet strings and of octet strings as binary stringg
shall be fixed. Allintegers shall be represented as octet strings in most-significant-octet-first order. Al
octets shall be-represented as bit strings of length eight in most-significant-bit-first order.

For example, the 32-bit integer 0x12345678 is represented as an octet string of {O0x12, 0x34, 0x56, 0x78}
and the first octet of that octet string is represented as a bit string of {0,0,0,1,0,0,1,0}.

R 2 Suymmatric
Bro—o etHE

The symmetric-key cryptographic primitives and mechanisms are defined for use with all security-
processing operations specified in this standard.

B.3.1 Block cipher

The block cipher used in this standard shall be the advanced encryption standard (AES)-128, as specified in
FIPS Pub 197. This block cipher shall be used with symmetric keys with the same size as that of the block
cipher: 128 bits. The generation of these keys is outside the scope of this standard.
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B.3.2 Mode of operation

The block cipher mode of operation used in this specification shall be the generic CCM* mode of operation,
as specified in B.4, with the following instantiations:

a) Each entity shall use the block cipher E as specified in B.3.1.

b) All integers shall be represented as octet strings as specified in B.2.2

c)  All octets shall be represented as binary strings as specified in B.2.2.

d) The parameter L shall have the integer value 2.

e)  The parameter M shall have one of the following integer values: 0, 4, 8, or 16.

2)
b)
c)
d)

e)

B.4 Specification of generic CCM* mode of operation
Prerequisites:

The following are the prerequisites for the operation of the generic CCM*mode:

B.4.1 CCM* mode encryption and authentication transformation
Inputs:

The CCM* mode forward transformation takes the following as inputs:

A block cipher encryption function E shall have been chosen,‘with a 128-bit block size. The length
in bits of the keys used by the chosen encryption function js-denoted by keylen.

A fixed representation of integers as octet strings shallZhave been chosen (e.g., most-significant
octet-first order or least-significant-octet-first order),

A fixed representation of octets as binary strings.shall have been chosen (e.g., most-significant-bit
first order or least-significant-bit-first order),

The length L of the message Length field)xin octets, shall have been chosen. Valid values for L are
the integers 2, 3, ..., 8 (the value L = 1 is\reserved).

The length M of the Authentication(field, in octets, shall have been chosen. Valid values for M are
the integers 0, 4, 6, 8, 10, 12, 14, and 16 (the value M = 0 corresponds to disabling authenticity
because then the Authentication field is the empty string).

a) A hit'string Key of length keylen bits to be used as the key. Each entity shall have evidence tha
aceess to this key is restricted to the entity itself and its intended key sharing group member(s).

b) ( YA nonce N of 15 — L octets. Within the scope of any encryption key Key, the nonce value shall be
unique.

¢)  An octet string mof length I(m) octets, where 0 < I(m) < 28,

oy AT OCIeT String & of fength (@) oCtets, where U < Ttay < 254

The nonce N shall encode the potential values for M so that the actual value of M can be uniquely
determined from N. The exact format of the nonce N is outside the scope of this specification and shall be
determined and fixed by the actual implementation environment of the CCM* mode.

NOTE—The exact format of the nonce N is left to the application, to allow simplified hardware and software
implementations in particular settings. Actual implementations of the CCM* mode may restrict the values of M that are
allowed throughout the life cycle of the encryption key Key to a strict subset of those allowed in the generic CCM*
mode. If so, the format of the nonce N shall be such that one can uniquely determine from N the actually used value of
M in that particular subset. In particular, if M is fixed and the value M = 0 is not allowed, then there are no restrictions
on N, in which case the CCM* mode reduces to the CCM mode.

232
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Actions:

The CCM* mode forward transformation involves the execution, in order, of an input transformation
(B.4.1.1), an authentication transformation (B.4.1.2), and an encryption transformation (B.4.1.3).

B.4.1.1 Input transformation

a)

b)

c)

d)

e)

a)

This step involves the transformation of the input strings a and mto the strings AuthData and PlainTextData
to be used by the authentication transformation and the encryption transformation, respectively.

This step involves the following steps, in order:

B.4.1.2 Authentication transformation

The data AuthData that-was established in B.4.1.1 shall be tagged using the tagging transformation as
follows:

Form the octet string representation L(a) of the length I(a) of the octet string a, as-follows:

1) Ifl(a) =0, then L(a) is the empty string.

2) 1f0<I(@) <228 then L(a) is the 2-octets encoding of I(a).

3) If 21628 <|(a) < 2%2 then L(a) is the right-concatenation of the ctet Oxff, the octet Oxfe, ang
the 4-octet encoding of I(a).

4) 1 22 <|(a) < 254, then L(a) is the right-concatenation ofthe-dctet Oxff, the octet Oxff, and thq
8-octet encoding of I(a).

Right-concatenate the octet string L(a) with the octet string a itself. Note that the resulting string
contains I(a) and a encoded in a reversible manner.

Form the padded message AddAuthData by right-concatenating the resulting string with thg
smallest non-negative number of all-zero octéts) so that the octet string AddAuthData has length
divisible by 16.

Form the padded message PlaintextData by right-concatenating the octet string m with the smalles
non-negative number of all-zero octets so that the octet string PlaintextData has length divisiblg
by 16.

Form the message AuthDatas¢onsisting of the octet strings AddAuthData and PlaintextData
AuthData = AddAuthData ||\PlaintextData.

Form the J1-octet Flags field consisting of the 1-bit Reserved field, the 1-bit Adata field, and
partictiar 3-bit representations of the integers M and L, as follows:

Flags = Reserved || Adata || M || L.

Here, the 1-bit Reserved field is reserved for future expansions and shall be set to '0". The 1-bi
Adata field is set to '0" if (@) = 0 and set to 1" if I(a) > 0. The M field is the 3-bit representation of the
integer (M — 2)/2 if M > 0 and of the integer 0 if M = 0O, in most-significant-bit-first order. Thq

b)

c)
d)

L _fiold o tha D Lt von dotion ~Af tho tto oy | 1 30 o t o oiouarfs ni it fivot ~rdoy
C TS UIe o oTC T CPTeStmat U UT e eyt = L oSSty ar e uTe i STUTUCT,

Form the 16-octet B field consisting of the 1-octet Flags field defined in step a) in this subclause,
the (15 — L)-octet Nonce field N, and the L-octet representation of the Length field I(m), as follows:

Bg = Flags || Nonce N || [((m).

Parse the message AuthData as By || B, || ... ||B;, where each message block B; is a 16-octet string.
The CBC-MAC value X4 is defined by

X = 0%28; X4, = E(Key, X;®B;) fori=0,...,t.

Here, E(K, x) is the ciphertext that results from encryption of the plaintext X, using the established
block cipher encryption function E with key K; the string 0128 is the 16-octet all-zero bit string.
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e)

The authentication tag T is the result of omitting all but the leftmost M octets of the CBC-MAC
value X1 thus computed.

B.4.1.3 Encryption transformation

The data PlaintextData that was established in B.4.1.1 (step d) and the authentication tag T that was

a)

b)

d)

e)

9)

Output:

established in B.4.1.2 (step €) shall be encrypted using the encryption transformation as Tollows:

If any of the above operations has failed, then output “invalid.” Otherwise, output the right-concatenation ¢
of the encryptéd message Ciphertext and the encrypted authentication tag U.

B:4.2 CCM* mode decryption and authentication checking transformation

Form the 1-octet Flags field consisting of two 1-bit Reserved fields, and particular~3=bi
representations of the integers 0 and L, as follows:

Flags = Reserved || Reserved || O || L.

Here, the two 1-bit Reserved fields are reserved for future expansions and shall be set to '0". The '0
field is the 3-bit representation of the integer 0, in most-significant-bit-first ordery The L field is the
3-bit representation of the integer L — 1, in most-significant-bit-first order.

Define the 16-octet A; field consisting of the 1-octet Flags field defined if.step a) in this subclause
the (15 — L)-octet Nonce field N, and the L-octet representation of th€ integer i, as follows:

A; = Flags || Nonce N || Counter i, fori=0, 1, 2, ...

Note that this definition ensures that all the A fields are distinet from the By fields that are actually
used, as those have a Flags field with a nonzero encoding of M in the positions where all A; fields
have an all-zero encoding of the integer O (see B.4.1.2, step b).

Parse the message PlaintextData as M1 || ... |[Mswhere each message block M; is a 16-octet string.
The ciphertext blocks Cy, ..., C; are defined by
Ci = E(Key, A) @ M;fori=1,2,..,t.

The string Ciphertext is the result of gmitting all but the leftmost I(m) octets of the string C, || ... |
C:.

Define the 16-octet encryption:block Sy by
Sg:= E(Key, Ap).

The encrypted authentication tag U is the result of XOR-ing the string consisting of the leftmos
M octets of Sy and-the authentication tag T.

] o
IIIPULQ.

The CCM* mode inverse transformation takes the following as inputs:

a)

b)

c)
d)

234

A bit string Key of length keylen bits to be used as the key. Each entity shall have evidence that
access to this key is restricted to the entity itself and its intended key-sharing group member(s).

A nonce N of 15 — L octets. Within the scope of any encryption key Key, the nonce value shall be
unique.

An octet string ¢ of length I(c) octets, where 0 < 1(c) - M < 28,

An octet string a of length |(a) octets, where 0 < 1(a) < 254,
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Actions:

The CCM* mode inverse transformation involves the execution, in order, of a decryption transformation
(B.4.2.1) and an authentication checking transformation (B.4.2.2).

B.4.2.1 Decryption transformation

The decryption transformation involves the following steps, in order:

a) Parse the message cas C ||U, where the rightmost string U is an M-octet string. If this operation_fails
output “invalid” and stop. U is the purported encrypted authentication tag. Note that the leftmos
string C has length I(c) — M octets.

b)  Form the padded message CiphertextData by right-concatenating the string C with,the*'smallest non
negative number of all-zero octets so that the octet string CiphertextData has leagth’divisible by 16.

€)  Use the encryption transformation in B.4.1.3, with as inputs the data CipherFextData and the tag U,

d) Parse the output string resulting from applying this transformation as’mif T, where the rightmos
string T is an M-octet string. T is the purported authentication tag. Note that the leftmost string m has
length I(c) — M octets.

B.4.2.2 Authentication checking transformation

The authentication checking transformation involves the follawing steps, in order:

a) Form the message AuthData using the input transformation in B.4.1.1, with as inputs the string &
and the octet string m that was established in Bi4y2.1 (step d).

b)  Use the authentication transformation in B.4.1.2, with as input the message AuthData.

¢) Compare the output tag MACTag resulting from this transformation with the tag T that wag
established in B.4.2.1 (step d). If MACTag = T, output “valid”; otherwise, output “invalid” and stop

Output:

If any of the above verificationsyhas failed, then output “invalid,” and reject the octet strings a and m
Otherwise, accept the octet strings aand m, and accept one of the key sharing group member(s) as the sourcq
of aand m.

B.4.3 Restrictions

All implementations shall limit the total amount of data that is encrypted with a single key. The CCM?
encryptiofi-and authentication transformation shall invoke not more than 251 block cipher encryptior]
functien‘invocations with the same key in total.

The CCM* decryption and authentication checking transformation shall not expose any information if any
verification check fails. The only information that may be exposed in this case is that the authenticity
Verification transformation Tailed; all other Information, such as the purporied plaintext, shall be destroyed.

NOTE 1—With regard to security of the CCM* mode of operation, the CCM* mode coincides with the original CCM
mode specification (ANSI X9.63-2001 [B1]) for messages that require authentication and, possibly, encryption, but also
offers support for messages that require only encryption. Moreover, it can be used in implementation environments for
which the use of variable-length authentication tags, rather than fixed-length authentication tags only, is beneficial. As
with the CCM mode, the CCM* mode requires only one key. The CCM* specification differs from the CCM
specification, as follows:
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— The CCM* mode allows the length of the Authentication field M to be zero as well (the value M = 0 correspond-
ing to disabling authenticity because then the Authentication field is the empty string).

— The CCM* mode imposes a further restriction on the nonce N: it shall encode the potential values for M so that
one can uniquely determine from N the actually used value of M.

As aresult, if M is fixed and the value M = 0 is not allowed, then there are no additional restrictions on N, in which case
the CCM* mode reduces to the CCM mode. In particular, the proof of the CCM mode applies (Jonsson [B13] and

IR141
R=Casym

For fixed-length authentication tags, the CCM* mode is equally secure as the original CCM mode. For variable-lengtt
authentication tags, the CCM* mode completely avoids, by design, the vulnerabilities that do apply to the original CCM
mode.

For fixed-length authentication tags, the security proof of the original CCM mode carries over to that of the, CCM* mods
(also for M = 0), by observing that the proof of the original CCM mode relies on the following properties, Which slightly
relax those stated in Jonsson [B13] and [B14] (relaxed property indicated in italics):

—  The By field uniquely determines the value of the nonce N.

—  The authentication transformation operates on input strings By || By || B, || ... || B¢from which one can uniquely
determine the input strings a and m (as well as the nonce N). In fact, for any tworinput strings corresponding td
distinct triples (N, m, &), neither one is a prefix string of the other.

— Allthe A fields are distinct from the By fields that are actually used (oveT the lifetime of the key), as those havg
a Flags field with a nonzero encoding of M in the positions where all%4; fields have an all-zero encoding of the
integer 0.

Hence, if M is fixed, then the CCM* mode offers the same security propetties as the original CCM mode: confidentiality
over the input string m and data authenticity over the input strings a.and m, relative to the length of the authenticatior
tag. Obviously, if M = 0, then no data authenticity is provided.by~the CCM* mode itself (but may be provided by arn
external mechanism).

For variable-length authentication tags, the original CCM"mode is known to be vulnerable to specific attacks (see, e.g.
Section 3.4 of Rogaway and Wagner [B17]). These attacks may arise with the original CCM mode because thg
decryption transformation does not depend on the length of the authentication tag itself. The CCM* mode avoids thesq
attacks altogether, by requiring that one shall be able to uniquely determine the length of the applicable authenticatiorn
tag from the A, fields (i.e., from the counters bloeks).

NOTE 2—With regard to the interoperability between CCM mode and CCM* mode of operation, the CCM* modd
reduces to the CCM maode in all implementation environments where the length of the authentication tag is fixed and
where the value M = 0 (encryption-only) is not allowed. In particular, the CCM* mode is compatible with the CCM
mode, as specified in IEEE Std 802:111™-2004 (for WLANS) [B7], IEEE Std 802.15.3™-2003 (for WPANS) [B10], ang
IEEE Std 802.15.4-2003 (for older-WPANS).

NOTE 3—For test vectors(for'cryptographic building blocks, see Annex C.
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Annex C

(informative)

Test vectors for cryptographic building blocks

With regard to the CCM* mode of operation (see Annex B), this annex provides sample test vectors forthe
IEEE 802.15.4 community, aimed at assisting in building interoperable security implementations.

C.1 AES block cipher

See FIPS Pub 197 for sample test vectors for the block cipher specified in B.3.1.

C.2 Mode of operation

This subclause provides sample test vectors for the mode of operation, as specified in B.3.2, illustrated in the
context of different MAC frame types.

C.2.1 MAC beacon frame
C.2.1.1 Description

The example below illustrates security processing of a beacon frame that is transmitted by the coordinato
using its extended source address. In this example, the Superframe Specification field is set to OXCF55 (e.g.
beacon order and superframe order havetinteger value 5, while the final CAP slot has integer value 15), ang
there are no pending addresses. Thisé€xample uses source address Oxacde480000000001, PAN identifie
0x4321, and beacon payload 0x51,0x52 0x53 0x54; the frame counter has integer value 5. The security leve
is set to 0x02 (MIC-64, or 64-bit-data authenticity).

For simplicity, all framés jin this example are shown without the FCS field (because security processing i
independent of it).

Secured beacon frame:

08 DO 842143 01 00 00 00 00 48 DE AC || 02 05 00 00 00 || 55 CF 00 00 51 52 53 54 22 3B C1 EC 84 1A
B5 53.

Cerresponding unsecured beacon frame:

00 C0 84 21 43 01 00 00 00 00 48 DE AC || 55 CF 00 00 51 52 53 54.
Prerequisite:

The following prerequisite is established for this mode of operation: the parameter M shall have the integer
value 8.
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C.2.1.2 CCM* mode encryption and authentication transformation

Inputs:

The inputs to the CCM* mode forward transformation are as follows:

a) The key Key of size keylen = 128 bits to be used:
Key=C0C1C2C3C4C5C6C7C8C9CACBCCCDCECF.
b) The nonce N of 15— L = 13 octets to be used:
Nonce = AC DE 48 00 00 00 00 01 || 00 00 00 05 || 02.
€) The octet string m of length I(m) = 0 octets to be used:
m = (empty string).
d) The octet string a of length I(a) = 26 octets to be used:
a=08D084 2143010000 000048 DE AC || 02| 050000 00 |55 CF 00 00 51 52 53 54.
Actions:

a)

b)

c)

d)

The CCM* mode forward transformation involves the execution,\in”order, of an input transformatior]
(C.2.1.2.1), an authentication transformation (C.2.1.2.2), and an eneryption transformation (C.2.1.2.3).

C.2.1.2.1 Input transformation

This step involves the transformation of the input strings-a and mto the strings AuthData and PlainTextData
to be used by the authentication transformation and\the encryption transformation, respectively.

Form the octet string representation L(a)of the length I(a) of the octet string a:
L(a) =00 1A.
Right-concatenate the octet string'L(a) with the octet string a itself:

L(a) || a= 00 1A || 08 DO 84 21 43 01 00 00 00 00 48 DE AC 02 05 00 00 00 55 CF 00 00
5152 5354,

Form the padded message AddAuthData by right-concatenating the resulting string with thg
smallest non-negative number of all-zero octets so that the octet string AddAuthData has length
divisible by, 16:
AddAuthData = 00 1A 08 D0 84 21 43 01 00 00 00 00 48 DE AC 02 05 00 00 00 55 CF 00 00
51 52 53 54 00 00 00 00.

Formthe padded message PlaintextData by right-concatenating the octet string m with the smalles
rion-negative number of all-zero octets so that the octet string PlaintextData has length divisiblg
by 16:

PlaintextData = (empty string).

Earm the message AuthData r‘nn:iqting of the actet :rringq AddAuthData and PlaintextData:

AuthData = 00 1A 08 D0 84 21 43 01 00 00 00 00 48 DE AC 02 05 00 00 00 55 CF 00 00
515253 54 00 00 00 00.

C.2.1.2.2 Authentication transformation

The data AuthData that was established in C.2.1.2.1 shall be tagged using the tagging transformation as
follows:

a)

238

Form the 1-octet Flags field:
Flags = 59.
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b) Form the 16-octet By field:

By =59 || AC DE 48 00 00 00 00 01 00 00 00 05 02 || 00 00.
c) Parse the message AuthData as B, || B,, where each message block B; is a 16-octet string.
d) The CBC-MAC value Xz is computed as shown in Table C.1.

Table C.1—Computation of CBC-MAC value

i B; X;

0 59 AC DE 48 00 00 00 00 01 00 00 00 05 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00.06-00 00 00

1| 001A08D0842143010000000048DEACO02 | C4A4DO0BD 7073 7E 3211 2E5119A CAA201F1

2 | 050000 0055 CF 00005152 53 54 00 00 00 00 A9702C6EE17E DEEQ C782880A 4041 7F9C

3 — AB 6B 19 E7 5B 75 2DQA'6E FO CC 13 09 98 EB DO

e) The authentication tag T is the result of omitting all but the leftmost M = 8 octets of the CBC-MA(
value Xs:

T=AB6B 19 E7 5B 75 2D 9A.
C.2.1.2.3 Encryption transformation

The data PlaintextData that was established in €:2.1.2.1 (step d), and the authentication tag T that wag
established in C.2.1.2.2 (step e) shall be encrypted’using the encryption transformation as follows:

a) Form the 1-octet Flags field:
Flags = 01.
b) Define the 16-octet A, field asshown in Table C.2.

Table C.2—A, fields

i A

0 01 AC DE 48 00 00 00 00 01 00 00 00 05 02 00 00

c).\_Define the 16-octet encryption block Sy:
So:= E(Key, Ag) =89 50 D8 0B DF 6F 98 C9 63 F2 D5 A1 08 A1 55 C7.

d) The encrypted authentication tag U is the result of XOR-ing the string consisting of the leftmos
M = 8 octets of Sy and the authentication tag T:

U=223BC1EC841AB553

Output:

The octet string c =22 3B C1 EC 84 1A B5 53.
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C.2.1.3 CCM* mode decryption and authentication checking transformation
Inputs:

The inputs to the CCM* mode inverse transformation are as follows:

a) The key Key of size keylen = 128 bits to be used:
Key=C0C1C2C3C4C5C6C7C8C9CACBCCCDCECF.

b) The nonce N of 15— L =13 octets to be used:
Nonce = AC DE 48 00 00 00 00 01 || 00 00 00 05 || 02.

¢) The octet string c of length I(c) = 8 octets to be used:
c=223BC1EC 84 1A B553.

d) The octet string a of length I(a) = 26 octets to be used:
a=08D084 2143010000 000048 DEAC || 02| 05000000 | 55CE00 005152 5354.

Actions:

The CCM* mode inverse transformation involves the execution, in atder, of a decryption transformation
(C.2.1.3.1) and an authentication checking transformation (C.2.1.3,2).

C.2.1.3.1 Decryption transformation

The decryption transformation involves the following stegs, in order:
a) Parse the message c as C ||U, where the rightmost string U is an 8-octet string:

C = (empty string);
U=223BCl1EC 84 1AB553.

b)  Form the 1-octet Flags field:
Flags = 01.
c) Define the 16-octet A; field-as shown in Table C.3.

Table C.3—A, fields

i A

0 01 AC DE 48 00 00 00 00 01 00 00 00 05 02 00 00

d)\—Define the 16-octet encryption block Sy:
Sp = E(Key, Ag) =89 50 D8 0B DF 6F 98 C9 63 F2 D5 Al 08 A1 55 C7.

e) The purported authentication tag T is the result of XOR-ing the string consisting of the leftmos
M = 8 octets of Sy and the octet string U:

T=AB6B 19 E7 5B 75 2D 9A.
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C.2.1.3.2 Authentication checking transformation

The authentication checking transformation involves the following steps, in order:

a) Form the message AuthData using the input transformation in C.2.1.2.1, with as inputs the string a
and the octet string m = (empty string):

AuthData = 00 1A 08 D0 84 21 43 01 00 00 00 00 48 DE AC 02 05 00 00 00 55 CF
00 00 51 52 53 54 00 00 00 00.

b)  Use the authentication transformation in C.2.1.2.2, with as input the message AuthData to computs
the authentication tag MACTag:

MACTag = AB 6B 19 E7 5B 75 2D 9A.

¢) Compare the output tag MACTag resulting from this transformation with the tag™ T that wag
established in C.2.1.3.1 (step e):

T=ABG6B 19 E7 5B 75 2D 9A = MACTag.

Output:

Because MACTag = T, output “valid,” accept the octet strings a and m{ and accept one of the key sharing
group member(s) as the source of aand m.

C.2.2 MAC data frame

C.2.2.1 Description

The example below illustrates security processing of a data frame that is transmitted using extended
addresses, with PAN identifier compression ‘and acknowledgment enabled. This example uses sourcg
address Oxacde480000000001, destination.address 0xacde480000000002, PAN identifier 0x4321, and date
payload 0x61 0x62 0x63 0x64; the frame,counter has integer value 5. The security level is set to 0x04 (ENC
or data confidentiality without data authenticity).

For simplicity, all frames in thistéxample are shown without the FCS field (because security processing ig
independent of it).

Secured data frame:

69 DC 84 21 43,0200 00 00 00 48 DE AC 01 00 00 00 00 48 DE AC || 04 05 00 00 00 || D4 3E 02 2B.
Corresponding unsecured data frame:

61 CC.84 21 43 02 00 00 00 00 48 DE AC 01 00 00 00 00 48 DE AC || 61 62 63 64.

Prerequisite:

The following prerequisite is established for this mode of operation: the parameter M shall have the integer
value 0.

C.2.2.2 CCM* mode encryption and authentication transformation
Inputs:

The inputs to the CCM* mode forward transformation are as follows:

© IEEE 2010 — Al rights reserved 241


https://iecnorm.com/api/?name=a0466ddb47d3ea28cbb709f1fcc7dde7

ISO/IEC/IEEE 8802-15-4:2010(E)

a) The key Key of size keylen = 128 bits to be used:
Key=C0C1C2C3C4C5C6C7C8C9CACBCCCDCECF.
b)  The nonce N of 15— L = 13 octets to be used:
Nonce = AC DE 48 00 00 00 00 01 || 00 00 00 05 || 04.
¢) The octet string m of length I(m) = 4 octets to be used:
m= 61 62 63 64.
d) The octet string a of length I(a) = 26 octets to be used:
a=69 DC 84 21 43 02 00 00 00 00 48 DE AC 01 00 00 00 00 48 DE AC || 04 || 05 0800 00.
Actions:

a)

b)

c)

d)

e)

The CCM* mode forward transformation involves the execution, in order, of ainput transformatior]
(C.2.2.2.1), an authentication transformation (C.2.2.2.2), and an encryption transférmation (C.2.2.2.3).

C.2.2.2.1 Input transformation

This step involves the transformation of the input strings a and mto-the strings AuthData and PlainTextData
to be used by the authentication transformation and the encryptiomitransformation, respectively.

Form the octet string representation L(a) of the length }(a) of the octet string a:
L(a) =00 1A.
Right-concatenate the octet string L(a) and the octet string a itself:

L(a)||a= 00 1A | 69 DC 84 21 4302 00 00 00 00 48 DE AC 01 00 00 00 00 48 DE AC 04
05 00 00 00.

Form the padded message AddAuthData by right-concatenating the resulting string with thg
smallest non-negative number>of all-zero octets so that the octet string AddAuthData has length
divisible by 16:

AddAuthData = 00\IA 69 DC 84 21 43 02 00 00 00 00 48 DE AC 01 00 00 00 00 48 DE AC 04
05 00 00 00 00 00 00 00.

Form the padded_rmessage PlaintextData by right-concatenating the octet string m with the smalles
non-negative_number of all-zero octets so that the octet string PlaintextData has length divisiblg
by 16:

PlaintextData = 61 62 63 64 00 00 00 00 00 00 00 00 00 00 00 00.
Form the message AuthData consisting of the octet strings AddAuthData and PlaintextData:

AuthData = 00 1A 69 DC 84 21 43 02 00 00 00 00 48 DE AC 01 00 00 00 00 48 DE AC 04
05 00 00 00 00 00 00 00 61 62 63 64 00 00 00 00 00 00 00 00 00 00 00 00.

~ 0o oo ALl . - " £ .
C.2.2.2.2 AUUITTIUCAUUIT U aristoriracort

T = (empty string).

C.2.2.2.3 Encryption transformation

The data PlaintextData shall be encrypted using the encryption transformation as follows:

a)

b)

242

Form the 1-octet Flags field:
Flags = 01.
Define the 16-octet A; field as shown in Table C.4.
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Table C.4—A, fields

i A

1 01 AC DE 48 00 00 00 00 01 00 00 00 05 04 00 01

c) Parse the message PlaintextData as M1, where each message block M; is a 16-octet string.
d) The ciphertext block C, is computed as shown in Table C.5.

Table C.5—Computation of ciphertext

i AES(Key A) C; = AES(KeyA)® M,

1 B55C 61 4F A6 8B 7TEEO0 CB 77 37 EB A8 1D 3341 D4 3E 02 2B A6 8B 7TEE0,CB 77 37 EB A8 1D 33 41

e)  The string Ciphertext is the result of omitting all but the leftmost\l(m) = 4 octets of the string C:
CipherText = D4 3E 02 2B.

Output:

c=D4 3E 02 2B.

C.2.2.3 CCM* mode decryption and authentieation checking transformation
Inputs:

The inputs to the CCM* mode inverséAransformation are as follows:
a) The key Key of size keylen = 128 bits to be used:
Key =C0C1 C2/C3C4C5C6C7C8C9CACBCCCDCECF.
b)  The nonce N of 5= L = 13 octets to be used:
Nonce="AC DE 48 00 00 00 00 01 || 00 00 00 05 || 04.
¢) The octetstring c of length I(c) = 4 octets to be used:
¢='D4 3E 02 2B.
d) heoctet string a of length I(a) = 26 octets to be used:
a=69 DC 84 21 43 02 00 00 00 00 48 DE AC 01 00 00 00 00 48 DE AC || 04 || 05 00 00 00.

Actions:

The CCM* mode inverse transformation involves the execution, in order, of a decryption transformation
(C.2.2.3.1) and an authentication checking transformation (C.2.2.3.2).

C.2.2.3.1 Decryption transformation

The decryption transformation involves the following steps, in order:
a) Parse the message c as C ||U, where the rightmost string U is a 0-octet string:

C=D43E 02 2B.
U = (empty string).
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b) Form the padded message CiphertextData by right-concatenating the string C with the smallest
non-negative number of all-zero octets so that the octet string CiphertextData has length divisible
by 16:

CipherTextData = D4 3E 02 2B 00 00 00 00 00 00 00 00 00 00 00 00.
¢) Form the 1-octet Flags field:

Elags = 01
d) Define the 16-octet A; field as shown in Table C.6.

Table C.6—A, fields

i A

1 01 AC DE 48 00 00 00 00 01 00 00 00 05 04 00 01

e) Parse the message CiphertextData as Cy, where each message block\C; is a 16-octet string.
f)  The plaintext block P, is computed as shown in Table C.7.

Table C.7—Computationxof plaintext

i AES(Key Aj) P, = AES(Key A) @ C;

1| B55C614FA68B7EEO CB7737EBASILD 3341 61 62 63 64 00 00 00 00 00 00 00 00 00 00 00 00

g) The octet string mis the result of:omitting all but the leftmost I(m) = 4 octets of the string Py:
m= 6162 63 64.

h)  The purported authenticdtion tag T is the empty string:
T = (empty string):

C.2.2.3.2 Authentication checking transformation

The authentication’ checking transformation involves the following steps, in order:

a) Form the message AuthData using the input transformation in C.2.2.2.1, with as inputs the string g
and-the octet string mthat was established in C.2.2.3.1 (step g):

AuthData = 00 1A 69 DC 84 21 43 02 00 00 00 00 48 DE AC 01 00 00 00 00 48 DE AC
04 05 00 00 00 00 00 00 00 61 62 63 64 00 00 00 00 00 00 00 00 00 00 00 00.

b)  Use the authentication transformation in C.2.2.2.2, with as input the message AuthData to compute
theauthenticationtag-MACTay:
MACTag = (empty string).

¢) Compare the output tag MACTag resulting from this transformation with the tag T that was
established in C.2.2.3.1 (step h):

T = (empty string) = MACTag.

Output:

Because MACTag = T, output “valid,” accept the octet strings a and m, and accept one of the key sharing
group member(s) as the source of aand m.
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