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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electro
Commission) form the specialized system for worldwide standardization. National bodies
members of ISO or IEC participate in the development of International Standards through

technical
that are
technical

committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

fd = al 111 rad Tl | n | Lol o | adela il Ak g | 1
(0] OoCu CIIU STIUUTU UT TIULTU. TIIT1S UUCUIIITIIU WdS Ul dITTU TIT ALCUTUAIICT VWILIT tITT TUItUT IdT TUITS U

[EC Diredtives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

I[EEE Stajndards documents are developed within the IEEE Societies and the Standards Coo
Committges of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE deyelops its s

( the 1SO/

Fdinating
tandards

through p consensus development process, approved by the American National Standards Institufte, which

brings tggether volunteers representing varied viewpoints and interests to achieve the final
Volunteel's are not necessarily members of the Institute and serve without comipensation. While

product.
the IEEE

administers the process and establishes rules to promote fairness in the consénsus development process,
the IEEE |[does not independently evaluate, test, or verify the accuracy of any\of‘the information contained in

its standfrds.

ISO and [EC draw attention to the possibility that the implementation of this document may in

volve the

use of (a) patent(s). ISO and IEC take no position concerning the. gvidence, validity or applicability of any

claimed patent rights in respect thereof. As of the date of publication of this document, ISO and IE
received [notice of (a) patent(s) which may be required to impglement this document. However, impl
are cautipned that this may not represent the latest information, which may be obtained from t

e name used in this document is information given for the convenience of users and
an endorsement.

" had not
bmenters
e patent

available at www.iso.org/patents and https://patents.iec.ch. ISO and IEC shall not| be held

does not

planation of the voluntary nature'of standards, the meaning of ISO specific terms and expressions
o0 conformity assessment, as.Well as information about ISO's adherence to the Woild Trade
ion (WTO) principlesin the‘Technical Barriers to Trade (TBT), see www.iso.org/iso/forewprd.html.

, see www.iec.ch/understanding-standards.

ittee SC 7, Software and systems engineering, in cooperation with the Systems and
ing Standards Committee of the IEEE Computer Society, under the Partner Standards Dev
ion cooperation agreement between ISO and IEEE.

nd edition cancels and replaces the first edition (ISO/IEC/IEEE 41062:2019), which

ument was prepared-by Joint Technical Committee ISO/IEC JTC 1, Information Tedchnology,

Software
lopment

has been

— the eight steps of software acquisition were replaced by four sub-processes of software acquisition;

— discussion of the various forms of requirements and their implications was expanded;

— additional attention was given to acquisitions of services;

— alternatives to traditional methods were described for identifying prospective suppliers, structuring

requests for proposals (RFPs), evaluating proposals, and negotiating contracts;

— numerous insights and tips are provided to aid in avoiding common acquisition difficulties;
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— the acquisition of operations, maintenance and support services in conjunction with acquiring software
products was added.

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

This document describes the management and execution of software acquisition activities and is intended for:

individuals or organizations that acquire software or software services from external suppliers for
operational use, including software implementation, support, and operations services;

individuals or organizations that acquire software from external suppliers for resale to other individuals
or organizations;

individuals or organizations that influence how software and software services is acquired from

supp

supplliers interested in providing high-quality software to acquirers.

This doc

This doctiment is intended to satisfy the following objectives:

This docindent can be helpful if the software acquirer and supplier are both part of the same organ

incotl
accej

spec
mon

enablle acquirers to more effectively acquire software that econontically meets their needs;

enable external suppliers to more effectively and economically deliver software that meets acquire

liers or implemented, operated, and maintained by suppliers;

ment is designed to help organizations and individuals:

porate quality considerations during the definition, evaluation, selection, implem
btance, operation, and support of supplier software for operational use;

fy how the external supply of software and software services shiguld be specified,
tored, and accepted on behalf of end users.

entation,

selected,

s’ needs;

enablle acquirers and suppliers to establish fair, understandable, suitable, and sufficient agreements for

the acquisition of software;

pronjote consistency within and among organizations in acquiring software from external sup

prov

acqujsition process;

prov

acqujrer’s business and technicalrequirements;

prov|

software;

prov
impl

prov
ong

ide guidance and useful practices for enhancing the quality of acquired software and the
ide guidance and useful practices for evaluating and qualifying supplier capabilities to
ide guidance and useful practices for evaluating, qualifying, and contracting for proposed
ide guidance and’useful practices for evaluating and determining acceptability of

emented by external suppliers;

ide guidancCe and useful practices for specifying, evaluating, and controlling the accept
ing software services provided by external suppliers.

pliers;

software

meet the

supplier

software

ability of

ization.

While many of the concepts and techniques for acquiring software from external suppliers can also be
relevant for internal software development, this document is not intended to address techniques of software
development, testing, or operation.

Each organization or individual using this document can identify the specific set of activities to include
within the organization’s acquisition process, given its legal and regulatory environment, procurement
guidelines, and life cycle processes.

© IEEE 2024 - All rights reserved
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Software engineering — Life cycle processes — Software
acquisition

1 Scope

This doc

mment describes a set of useful ar‘h'vih'nc’ f:\cl{c, mnfhr\dc' and prnrfirnc that :u‘nlnirnrc of

oftware

and relat
acquisiti
source pi
be applie]
software
open-sou
integrati
consider
(security]

2 Nor

The follo
requiren
the latest

ISO/IEC/

ISO/IEC/
(documer

3 Terl

3.1 Te
For the p
ISO, IEC §
— IS0 (
— IECH
— IEEE

ed services from unrelated (external) suppliers can apply to help ensure an efficient and
n of software or software services. These practices can be applied in competitivelan

d to software that runs on any computer system regardless of its size, complexity, lor critic
supply chain can include integration of off-the-shelf (OTS), custom, software asa service

bn, verification (testing) and operation. Security and safety are in€luded as attribu
bd during the acquisition. However, specific requirements for acquisition of information a
, safety, and cloud services are not included.

mative references

ents of this document. For dated references, only the edition cited applies. For undated rg
edition of the referenced document (including any amendments or corrigenda) applies.

[EEE 12207, Systems and software engineering-<= Software life cycle processes

[EEE 15289, Systems and software engineering — Content of life-cycle informati
tation)

ms, definitions and abbreviated terms

rms and definitions
urposes of this document, the following terms and definitions apply.
nd IEEE maintain-terminology databases for use in standardization at the following addr

nline browsing platform: available at https://www.iso.org/obp

lectropedia: available at https://www.electropedia.org/

Standards Dictionary Online: available at: http://dictionary.ieee.org

effective
d in sole

ocurements, regardless of the type, size, complexity, and cost of the acquisition. The.docujment can

nlity. The
SaaS), or

rce software. Software services can include software development and sustainment (mainftenance),

Les to be
ssurance

ving documents are referred to in the text in such a waythat some or all of their content cgnstitutes

ferences,

bn items

PSSes:

NOTE

3.11

Definitions for other systems and software engineering terms typically can be found in ISO/1IEC/IEEE 24765,
available at www.computer.org/sevocab.

acquirer
stakeholder that acquires or procures a product or service from a supplier (3.1.19)

Note 1 to entry: Other terms commonly used for an acquirer are buyer, customer, owner, purchaser or internal/
organizational sponsor.

[SOURCE

: ISO/IEC/IEEE 12207:2017, 3.1.1]

© IEEE 2024 - All rights reserved
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acquisition
process of obtaining a system, product or service

[SOURCE

3.1.3
agile development
software development approach based on iterative development, frequent inspection and adaptation, and
incremental deliveries in which requirements and solutions evolve through collaboration in cross-functional
d through continuous stakeholder feedback

teams an

3.14
businesy
strategy
its profit

Note 1 to
advantagg

Note 2 to|
described|

Note 3 td
accomplis

[SOURCE

3.1.5
business
requiren

Note 1 to

Note 2 to
rather, a p

Note 3 to
and can p

[SOURCE

3.1.6
COTS
commerd
product

: ISO/IEC/IEEE 12207:2017, 3.1.2]

objective
designed by senior management to help ensure an organization's continued eXistence and
hbility, market share, and other factors influencing the organization's success

of an opportunity, or meet a challenge and thereby provide benefit or valie’

entry: Identifying business objective(s) is an integral part of the/business or mission analys
in ISO/IEC/IEEE 12207:2017, 6.4.1.

entry: Business objectives are not the same as business, requirements (3.1.5); business obje
hed by satisfying business requirements.

ISO/IEC TR 29110-5-1-4:2018, 3.5, modified — "help{has been added; notes to entry has be¢

requirement
ent that describes in business terms whatdieeds to be delivered or accomplished

entry: The business requirement is a means to achieve business objectives (3.1.4) and thereby prov

entry: A product, system, or item.of software is not and does not determine the business reqy
roduct, system or item of softwarecan be used to satisfy the business requirements.

entry: The term “business™here is used broadly and generically, without implying a commercig
brtain to both personal and-work, for-profit and not-for-profit, and production and administrative s

1SO 29481-1:2016,3.4, modified — Notes to entry have been added.]

ial off-theyshelf
jvailabte for purchase and use without the need to conduct development activities

ing of the

enhance

entry: Capability, performance level or process outcome (3.1.13) to be achieveéd to solve a problem, take

S process

Ctives are

nadded.]

de value.

irements;

1 venture,
ituations.

[SOURCE

ISO/IEC/IEEE 90003:2018, 3.4]

3.1.7
defect
fault or d

[SOURCE
3.1.8

eviation from the intended level of performance of a system or software

: ISO/IEC 23643:2020, 3.4]

functional requirement
requirement that specifies a function that a system or system component performs

[SOURCE

: IEEE Std 730-2014, 3.2]

© IEEE 2024 - All rights reserved
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3.1.9

hazard

source or situation with a potential for harm in terms of human injury or ill health (both short and long
term), damage to property, damage to the environment, or a combination of these

[SOURCE: IEEE 7000:2021]

3.1.10

IT asset management

ITAM

coordinated activity of an organization to realize value from IT assets

[SOURC . TQn/IF‘(‘ 19770-1:2017 3 3 modified — "IT" has been added in the term and the definjtion; the
abbreviafed term "ITAM" has been added.]

3.1.11
non-fun¢tional requirement
any requirement for a software-intensive system or for a software product, including’how it ghould be
developed and maintained, and how it should perform in operation, except any functional user requirement
for the sqftware

[SOURCE} ISO/IEC/IEEE 32430:—1), 3.1.25, modified — The abbreviated terni’NFR" has been rem¢ved.]

3.1.12
off-the-shelf
OTS
product ¢r system already developed and available

3.1.13
process putcome
observalle result of the successful achievement of the process purpose (3.1.14)

[SOURCE; ISO/IEC/IEEE 12207:2017, 3.1.34]

3.1.14
process purpose
high-leve] objective of performing the process and the likely outcomes of effective implementation of the process

Note 1 to pntry: The purpose of implementing the process is to provide benefits to the stakeholders.
[SOURCE} ISO/IEC/IEEE 12207:2017, 3.1.35]

3.1.15
productrequirement
requirenjent that describes how a product, system, or item of software will satisfy a business requirement
(3.1.5) and therebyprovide value

3.1.16
safety
expectatjon‘that a system does not, under defined conditions, lead to a state in which human life, health,
property, or the environment is endangered

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.48]

3.1.17

software acquisition

process that begins with the decision to obtain a software product or service with the outcome of acceptance
of the software

1) Under preparation. Stage at the time of publication: ISO/IEC/IEEE PRF 32430:2024.

© IEEE 2024 - All rights reserved
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3.1.18
software requirement
software capability needed by a user to solve a problem or to achieve an objective

Note 1 to entry: A software requirement is a form of product requirement (3.1.15).

3.1.19

supplier

organization or an individual that enters into an agreement with the acquirer (3.1.1) for the supply of a
product or service

Note 1 to entry: Other terms commonly used for supplier are contractor, producer, seller, or vendor.

Note 2 to gntry: The acquirer and the supplier sometimes are part of the same organization.
[SOURCE; ISO/IEC/IEEE 12207:2017, 3.1.60]
3.1.20

technical requirement

requirenjent relating to the technology and environment for the development, maintenance, sugport and
execution of the software

3.2 Abpreviated terms

FOSS free and open-source software
LOU letter of understanding

MOU memo of understanding

NDA non-disclosure agreement

QA quality assurance

RFI request for information

RFQ request for quote

RFP request for proposal

RPP request for prototype’proposals
SaaS$ software as a(service

SLA service level agreement

SOI systém of interest

SOW statement of work

T&M time and materials

V&V verification and validation

4 Software acquisition process

4.1 General

The acquirer shall perform software acquisition as specified in the process outcomes, activities, and tasks
of the acquisition process required in ISO/IEC/IEEE 12207, with additional requirements as specified in

© IEEE 2024 - All rights reserved
4


https://iecnorm.com/api/?name=52aca68534b164fbf9fef838839b2bbe

ISO/IEC/IEEE 41062:2024(en)

Clauses 6 through 10 and Annexes B and C. Information items (output) shall conform to the required content
of ISO/IEC/IEEE 152809.

For convenience in this document, requirements quoted from these normative standards are shown in boxes.

Quoted requirements include the acquisition process purpose, outcomes, activities and tasks.

4.2 Purpose

The purpose of the Acquisition process is to obtain a product or service in accordance with the acquirer’s
requirements

[ISO/IE I/IF‘F‘F‘ 12207:2017 611 1]

This docyiment applies primarily to the software acquisition process, for the acquisition of software|products
and services from external suppliers.

4.3 Outcomes

The following outcomes shall apply to the acquisition of software and software-related services:

a) Arefuest for supply is prepared.

b) Onelor more suitable suppliers are selected.

c) An dqgreement is established between the acquirer and supplier.
d) A prpduct or service complying with the agreement is accepted:
e) Acquirer obligations defined in the agreement are satisfied.
[ISO/IEJ/IEEE 12207:2017, 6.1.1.2]

Operatioh and maintenance of the supplied softwareor consumption of the supplied services cpnsistent
with the|contract are examples of delivered softwdre and services. Some or all of such activiti¢s can be
performgd by the acquirer, by the supplier of theaéquired software and services, or by a subsequgntly and
separately engaged third-party supplier.

4.4 Stijucture of the software acquisition process

4.4.1 Software acquisition sub:processes

The softyare acquisition process consists of four major sub-processes within which relevant activfities may
be perfoymed in a more flexible, less sequential manner:

a) planping and requestfor proposals (RFP);
b) evaliyation, selection, and contracting;

c¢) implgmentafion and acceptance;

d) acquiisition of operations, maintenance, and support.

NOTE1 The acquisition of operations, maintenance, and support sub-process pertain only to essentially an
additional acquisition of such services in conjunction with acquisition of an executable software product to which
such services pertain. Operations, maintenance, and support services that are obtained in their own right separately
from acquiring the executable software product(s) to which the services pertain are treated like any acquisition of
software services and are not addressed in the associated operations, maintenance, and support sub-process.

Each sub-process includes its purpose, outcomes, and activities and tasks in addition to activities for
security, risk management, process improvement, and verification and validation (V&V).

Figure 1 illustrates the four sub-processes of the software acquisition process, along with supporting life
cycle processes.

© IEEE 2024 - All rights reserved
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( Planning and RFP ]

sub-process
L (Clause 6) J

T AN
|’ Acquisition of } Verification Evaluation, selection
: Operations, maintenance | and and contracting
| and support sub-process | N sub-process
| validation
| (Clause 9) ] (Clause 7)
\ L s
4 Implementation and )
acceptance
sub-process
\_ (Clause 8) )
[ Security ]
[ Risk management ]
[ Process improvement ]
Key
G activity

———
| |

=

optional activity

QA activity

relationship

Table 1 illustrates the alignment of the foursub-processes described in this clause to ISO/IEC/IEEE

Figure 1 — Software acquisition sub-processes

Table 1 — Alignment'with the acquisition activities in ISO/IEC/IEEE 12207

12207.

ISO/IEC/IEEE 12207 acquisition activities

Sub-processes in this document

a)] Prepare for the acquisition

Planning and RFP

b] Advertise the acquisition and select the supplier

c) Establish and nmaintain an agreement

Evaluation, selection and contracting

d) Monitorthe'agreement

e] Acceptithe product or service

Implementation and acceptance

a) Prepare for the acquisition
b] “Advertise the acquisition and select the supplier

c) Establish and maintain an agreement
d) Monitor the agreement
e) Acceptthe product or service

A Ly £ by s |
ALYUTSTUUIT UT U PTT dAUTUTLS, TITAdTIILTTIATIC T dTIU

support

NOTE 2
executable software product or SaaS.

4.4.2 Defining the acquisition process

The operations, maintenance and support sub-process pertains to the acquisition of such services for an

A software acquisition’s effectiveness and efficiency generally are enhanced by following an explicit and
well-conceived acquisition process. Many organizations already have and thus can readily apply a defined
software acquisition process. Other organizations may define their software acquisition process, which may
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include formalizing existing but undocumented or informal processes, before proceeding with a particular
acquisition. In either case, the acquirer should regularly review its software acquisition process and revise
it as appropriate.

A software acquisition process may include the following tasks.

rototype

ions and
spective

acquirer

I, pursue
broposed
bd or the
supplier

tware or

services
ity of the

quisition

a) Identify the need for software or services.

b) Define relevant top-level requirements to meet the need.

¢) Identify alternative ways to obtain software or services meeting the requirements.

d) Estimate the capability, effort, time, cost, and risk of each alternative.

e) If an acquisition is to be pursued, develop a request for proposals (RFP) or request forvy
proppsals (RPP) for the software or services with the chosen alternatives.

f)  Publjsh and distribute the RFP or RPP to interested prospective suppliers.

g) Respond to questions and comments, clarifying or amending the RFP or RPP asmneeded.

h) Recejive and evaluate proposals from prospective suppliers, including réquresting clarificat
additional information from them. Clarify or amend the RFP or RPP:a§/needed, giving pr
supplliers the opportunity to modify their proposals as needed.

i) Identify the supplier whose final proposal is responsive and mostadvantageous overall to the
and {inalize execution of a formal contract for the proposed software.

j) If a formal contract cannot be executed within a reasonalile' time with the identified supplie
execfition of a formal contract with the next most advanitageous responsive supplier for their
software and so forth as needed until either a satisfaetory formal contract has been execut
acqujisition is terminated for lack of a suitable supplier or other business reasons.

k) Monfjtor and assist the supplier’s implementation of the contracted software or services.

1) Perfgrm relevant evaluation of the delivered software or acceptability of services, providing th¢
reaspnable opportunity to address deficiéncies.

m) Pay @greed-upon amounts to the stpplier, usually in response to full or partial accepted sof
services delivery. Declare the cohtract completed upon final delivery and payment.

n) Ifthg supplier also has been engaged to perform continuing operation, maintenance, or suppor
of the acquired softwarepassist the supplier to assume such roles and oversee the acceptabil
suppllier’s ongoing performance.

0) As appropriate, transition or end the supplier’s role, paying amounts due.

4.4.3 ailoring the acquisition process

A softwdre acqu151t10n involves two partles acqulrer and suppher The acqulrer ’s software ac

process ma3

king risk

into con51derat10n The process should be con51stent w1th the acquirer’s technical maturity and validated
requirements and expected level of effort and funding.

NOTE

The tailoring process is further explained in ISO/IEC/IEEE 12207:2017, Annex A.

The extent to which the acquisition process is tailored depends on the nature and risk of the underlying
acquisition. For example, procurement of a proven standard off-the-shelf product typically does not require
extensive requirements documentation; some acquisitions may require a support or training agreement
with additional suppliers; and a large development project with many requirements may require more
extensive documentation and specification.
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Reference to relevant internal policies and practices may be used for additional guidance on implementing a
process for acquiring high-quality software. A knowledge base of information currently available within the
organization should be maintained.

After completing the acquisition process, lessons learned should be collected and reviewed to identify
potential process improvements to meet the changing needs and objectives of the organization.

5 Software acquisition alternatives

5.1 General

continuing without new or changed software. As shown in Figure 2, acquirers may acquire custom software,
off-the-shelf (OTS) software, open-source software (0SS) which often is free (FOSS), software asfa service
(SaaS), of related services, including analysis, design, development/implementation, testing, maintenance,
support, and operations. Moreover, acquirers may acquire custom software by having.software developed
from scratch, or by having off-the-shelf software, or their own software, modified"inn"a materia| fashion.
Similarly] software as a service can be acquired and implemented without modification or spbject to
modificafion. Modifications can include other off-the-shelf and open-source “software. Acquirers can
themselves modify acquired software; however, modifications by the acquir€r are not considered part of
the acqujsition. This document does not address acquisition of contract(staff, where the contragted staff
memberg function as extensions of the acquirer’s internal staff.

Acquirin{ soitware Irom an external supplier 1s an alternative to developing the soitware 1nt nally or

Custom-developed Off-the-shelf Software as a Free and open Servicks
software software service source software & 6]"
(5.2) (5.3) (54) (5.5) ’

Figure 2 — Software acquisition alternatives

5.2 Cupstom-developed software

5.2.1 (eneral

An acquiter seeking a custom approach to meeting its needs can develop the software internally or acquire
the software by contracting with ;an external supplier to develop it, either from scratch or by modifying
existing |software. Custom development can combine a variety of custom software compongnts and
approaches, often in conjunetion with acquiring existing software products, in which case charactgristics of
custom-developed software/pertain to the parts of acquired existing software products affected bly custom
developnpent.

Custom ¢levelopment is likely to be performed in accordance with one or more software development
methodo]ogies orlife cycles, which may be specified in the contract. When methodology is not so $pecified,
itis left tp thé discretion of the supplier, for whom having control over development practices can ithpact the
supplier’s productivity and overall performance. The contract also usually requires that the supplipr deploy
the identiffed methodologies im accordance with the acquirer s or sSuppiier s poiicies or identified standards.

A well-structured development agreement should provide that the developer is responsible for all work
required to complete the development other than enumerated tasks specifically retained by the acquirer.
Importantly, the acquirer should retain only those responsibilities that it is better positioned to perform
than is the supplier, such as defining its business requirements and performing user acceptance testing. An
acquirer may engage a supplier’s assistance defining the acquirer’s business requirements; and in general,
to avoid conflicts of interest, such a supplier of requirements definition services often is precluded from
proposing to deliver software to meet the acquirer’s business requirements.
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5.2.2 Advantages of custom-developed software
The advantages of custom-developed software are as follows.

— The acquirer can achieve capabilities which cannot be achieved as effectively by internal development
or by using existing software, such as off-the-shelf products. Such capabilities can include unique
functionality, ease of integration with currentbusiness and development processes, meeting performance
levels and other quality factors (often called “non-functional requirements” or “ilities”), and integration
with other systems and software.

— A particular supplier can have specific knowledge, skills, or technology not available internally to the
acquirer.

— The Jacquirer can have greater control over the software development, can monitor the, ¢ourse of
development/test and, depending on the terms of the development agreement, more flexibly dhange its
requjrements or other aspects of development - though often at additional cost.

— The pcquirer installs the software on its own infrastructure or controls the decision regayding the
infrastructure on which the software is deployed, giving the acquirer greater control over operations
and jccess to its data.

5.2.3 isadvantages of custom-developed software
The disadlvantages of custom development include that it typically:

— incrgases the risk that the implementation is not successful, gspecially with regard to areas fequiring
spec|alized skills and knowledge, including newer technolagies, security, and compliance with laws,
regulations, and standards;

— costg more than the alternatives;
— take$ more time than the alternatives;

— can ipcur intellectual property rights issues;including when open-source or other third-party|software
is inforporated within the customized seftware or where the supplier applies possibly prpprietary
techhiques or resources in the custom development.

5.3 Off-the-shelf (OTS) software

5.3.1 (eneral

An acquirer may satisfy some or all of its requirements, including security and other non-fiinctional
requirenjents, by acquiring and implementing existing (OTS) software on assets owned by if or on a
third-panty’s infrastrueture. OTS software can be acquired directly from the software’s owner/author or
sometimes from a third-party supplier, vendor, or system integrator which the software’s owner/apithor has
authoriz¢d to supply to acquirers.

Existing software is typically licensed in ‘as is’ condition, although many OTS software productfs include
capabilitles-for built-in ‘tailoring’ of the product to choose from limited sets of predefined capabilities
variations. In addition, the supplier of OTS software often provides some maintenance changes to all users
of the product, typically for an additional annual charge. Some OTS software includes source code which
enables more extensive customization by the acquirer or suppliers. Such customization runs the risk of
conflicting with the product’s capabilities that its supplier supports and can result in more effort and time
than initially planned.

The preponderance of OTS software acquisition involves “shrink wrapped” software or “apps” where
the acquirer ordinarily has no direct relationship with the supplier. Thus, the acquirer takes the entire
burden of responsibility for determining whether the product satisfies their needs, often without adequate
information. The producer of the software makes no promises to the acquirer that the product meets the
acquirer’s specific needs. Therefore, the acquirer should clearly and accurately identify their needs. This
document’s treatment of OTS software pertains to products warranting a more explicit and conscious
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acquisition process than consumer products and usually involves the acquirer’s more direct interactions
with the supplier.

5.3.2 Advantages of OTS software

The typical advantages of OTS software are as follows:

5.3.3 Disadvantages of OTS software

The disadlvantages of OTS software are as follows.

is less costly to acquire and implement than to develop and implement custom software;

can be implemented and elevated to production more rapidly than custom developed software (although
this can take more time to implement and elevate than SaaS);

erve and

whidh the software is deployed, control over operations and access to its data.

Depgnding on the parties’ relative leverage, it can be difficult for th€ acquirer to negotiate fgvourable
licenfe terms, and the negotiated license terms can limit the acquirer’s use of the software.

The goftware can partly satisfy the acquirer’s needs, so that additional solutions, or modificatigns to the
acqujred solution, are needed to fill these gaps. Moreover, the software can provide features or capabilities
that pre not required or desired and that add cost and complexity to the solution. The acquirpr can be
unable to modify the OTS software accordingly to address differences from the acquirer’s needs or can
incuf extra costs, delays, and risks attempting to do $e.

The acquirer often decides to make changes to its-business processes and other systems to r¢alize the
beneffits of the OTS software. Such changes, or.failing to make such changes, can take time, be cpstly, and
incrdase risks to business effectiveness, especially where users resist such changes.

Mairtaining software written by someone¢ else is inherently risky.

Typig¢ally, support for the software comes from the supplier or a third-party familiar with the soffware for
instqllation, maintenance, and gperational support. Realization of the benefits of the softwarg depends
in part on the quality of such’services, which in turn rely on the supplier or other third party’s qapability
and ¢apacity, and the terms negotiated by the acquirer, on the one hand, and the supplier or other third
party, on the other hand;

Upgiades, new releasés, and new versions are controlled by the supplier and determined by mafketplace
needs. Such changes can be inconsistent with the acquirer’s needs. Moreover, supplier mainterjance can
be d¢pendent-on the acquirer implementing such upgrades, new releases and new versions which can be
incompatible'with the acquirer’s then current environment.

Because’the acquirer usually is dependent on the supplier of OTS software for the software’s support,
maintehanee-and-upgrades,the-acquireris-contintaly-atrisk-ef netongerreecetvingsuitable support,
maintenance, and upgrades necessary for the continued successful use of the software. In some such
instances, the acquirer can lose access to its data. Such risks often are realized when the OTS supplier
changes business directions or ceases to operate. Contractual provisions, such as software escrow,
may in some cases mitigate such risks. However, an acquirer can find itself in the unexpected position
of having to support software which it had acquired in part because of the anticipated availability of
supplier support at reasonable rates.
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5.4 Software as a service (SaaS)

5.4.1 General

An acquirer can satisfy some or all of its requirements by acquiring software as a service (SaaS) which
provides the acquirer remote access to an operational version of the software on the supplier’s infrastructure
or on infrastructure of a third-party under contract with the supplier. Inputs to the remote software product
are transmitted to the supplier and outcomes/results/products from using the software product are
transmitted back to the acquirer typically using external networks or the internet. This acquisition option is
not limited to but frequently is part of the cloud computing approach (the ISO/IEC 22123 series) to software
(i.e. renting access to products, services, infrastructure, etc.).

5.4.2
The adv

— As W
beca

— Typi
— Typi
oper

time

— Typi
SaaS

543 I

dvantages of software as a service (SaaS)
ntages of SaaS are as follows.

ith OTS, there is less risk that the software will not satisfy requirements than' custom
lise it can be observed in operation prior to acquisition.

fally, SaaS can be implemented more rapidly than OTS or custom software.

fally, there is no need for the acquirer to provide internal computing assets to support de
hting, maintaining, and supporting the equivalent products of services, thus reducing ¢
in preparation for using the solution, as compared to both custom-developed and OTS.

fally, implementation of SaaS is less risky than is implementation of OTS or custom softy
supplier assumes more of the risk compared to in-house*operations.

pisadvantages of SaaS

The disa

vantages of SaaS are as follows.

— Unleps the acquirer is a major customer, or théacquirer otherwise has unusual leverage over the
the tprms of the license agreement are likely to be non-negotiable, which can constrain how thg
may |be used by the acquirer, possibly to“the acquirer’s detriment. Thus, it can be especially i
for the agreement to protect the acquirer from future issues such as price increases over time

to se

— The
that
solut

— The
data

Fvice terms, untimely obsolescence, and undetected cyber vulnerabilities.

Solution may not satisfy-all of the acquirer’s needs; and it may also provide features/ca

software

veloping,

osts and

yare. The

supplier,
solution
mportant
changes

pabilities

are not required, not desired or even tolerable to the acquirer. The acquirer may need additional

ions, or modificatiens to the acquired solution but have little ability to do so.

ocation of where the data is stored is not controlled by the acquirer, therefore the data
sensitive data; etc.) can be subject to the rules and regulations of the locality of the suppl

to ¢
fails
pote

event the supplier ceases to operate (e.g. bankruptcy of supplier), the acquirer may hav
ntinue.its related necessary business operations and may lose its data, especially if the
olcorttain adequate provisions for segregating the acquirer’s data from other customers’

personal
er.

e no way
contract
Hata. The

— Theacquirer often has to make changes to its business processes and other systems to realize the benefits
of the software. Such changes can take time, be costly, and increase risks to business effectiveness,
especially when users resist such changes.

— Use of external networks can amplify concerns for data protection and solution performance. These are
concerns for all software but can be exacerbated by using SaaS.

— Accesstothesolution can be problematic due to dependency on external assets. Operational performance,
and even availability, can be affected by technology outside the acquirer’s control, such as network access
and capabilities. Again, the acquirer may have greater control if it, or a third-party in contract with it, is
responsible for controlling access.
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— Upgrades, new releases, and new versions are initiated mostly by the supplier and determined by
marketplace needs. Such changes can be inconsistent with the acquirer’s ongoing needs. Moreover,
supplier maintenance may be dependent on the acquirer implementing such upgrades, new releases
and new versions which can be incompatible with the acquirer’s then-current environment, needs, or

time

frame.

5.5 Free and open-source software (FOSS)

5.5.1 General

Free and
that is n
common

but with¢ut access to source code. Some licenses do not allow modification. Such software is.fiot’cd
ot discussed herein, and should be acquired with the greatest of care, especially since it often is

FOSS, is
usedtot

An acqui
modify t

future aqquirers receive the updated version of the source code, which includes'this acquirer’s upd

Acquirin
but diffe]
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contracting conditions rather than through formal contracting with a supplier.

An acqui

acquiring custom, OTS or SaaS and carefully considefi/thie extent to which the FOSS meets i

However]

is no sugplier to respond. Thus, the acquirer is responsible for determining whether the FOSS n

acquirer

Evaluatigg the adequacy of FOSS can be djfficult. While the acquirer can review the source cc

entirety
descripti

being acquired can include changes made by other acquirers or interested parties in the community
aspect that can influence the selection of a FOSS component is the license of use, which can guide

acquisiti

The acqu
between

NOTE

Moreove
source c(
costs for

open-source software (FOSS) is a unique form of OTS software. While there can be free

and has special characteristics relevant to acquisition. Some software can be available,fo

"fansmit malware.

Irer pays nothing for the FOSS and receives the source code so that the agquirer theresz
ne code to meet the acquirer’s needs. Ordinarily modifications are made to the code bas

b FOSS in some ways resembles acquisition of a consumer product, which also is take
rs in the following points. FOSS generally has no identifiablé/producer or other parf
hility for the software being acquired. Thus, the FOSS is dcquired from “the communit

a specific supplier. Typically, the use of FOSS is governéd by acceptance of some geng

er considering the acquisition of FOSS should define its requirements as if it were co
when acquiring FOSS, the acquirer does not prepare a request for proposals (RFP), beca

5 needs and has essentially no recoursesiniease of problems with it.

pefore selecting it, a large code base can make such detailed evaluation impractical. More
pns of the software can be limifed and of questionable accuracy, especially since often th

n (even if the componenv¥is free) to avoid further legal problems.

irer or supplier shetild participate in an open-source license compliance program to help b
organizations exchanging software solutions with open-source software libraries.

ISO/IEC 5230 specifies requirements of an open-source license compliance program.

-, there'ean be no reliable or even available support for the acquired version. On the other hz
de is inicluded, the acquirer can make its own changes - at its peril. The total cost of FOSS
clistomizing and installing code, converting/creating data, and training. Although FOS
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life cycle.

5.5.2 Advantages of FOSS

The advantages of FOSS are as follows.

— Typically, the FOSSis free, although the cost after modification and implementation can be more than the

cost

of other alternatives.

— Inmany cases there are big communities supporting the development of new functionalities and updates
of FOSS software.
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— Avariety of public software licenses exists that fit for different types of users and organizations.

5.5.3 Disadvantages of FOSS
The disadvantages of FOSS are as follows.

— There is no warranty that FOSS software can be updated or maintained. This can also happen in
proprietary or SaaS software but typically not during the term of any contract providing for maintenance
and support.

— The search for the right FOSS can be time consuming, given the many repositories.

— The EOSsHsunlikebrtomectall the needs ol the acquirerand-cexra-developmentandintegralion cffort

......................

is likely required.

— Therje can be a lack of documentation explaining how to integrate and use the software!
— Therje is no certainty that the applicable open-source communities address problem$-when regorted.
— The gcquirer does not have the control of the FOSS and its different versions.

— Obligations to contribute custom modifications of the software to the cgmimunity can be incpnsistent
with|the acquirer’s or supplier's interests or capabilities.

— Intel]ectual property rights issues can arise, especially when a pieceof OSS is incorporated within other
acqujred software.

— Adapting and integrating FOSS is sometimes difficult and total cost can exceed that of other approaches.

5.6 Services

Rather than requiring a COTS or custom-developed..software product, software acquisition can|result in
obtaining ongoing services for almost every software life cycle process, such as project manjagement,
software| architecture, requirements engineering, programming, testing, quality assurance, gnd post-
developnpent services such as installation, seftware operation, and maintenance (both corre¢tive and
adaptive]. Software acquisition was formetly’considered as acquiring an executable software profluct; and
services fhe supplier performed were typically treated as incidental to producing the executable [software
product.|Such services include programming, testing, analysis, project management, and ingtallation.
In additipn, this document recognizes and separately addresses post-development services: operating,
maintainjing, or support acquired along with executable software products.

Many software acquisitions.primarily involve acquiring software services rather than as inciflental or
related t¢ acquiring identified executable software products. Such acquired services often are refefred to as
“outsourting”. Consequently, this document also addresses acquisition of such software services Where the
supplier has controlever and responsibility for performing services. For some acquired services, there can
be considerationg-specific to the services which need to be addressed explicitly in the acquisition.

EXAMPLH ISO/IEC/IEEE 26512 provides guidance for the acquisition of documentation and documentation
services alnd the'ISO/IEC 20000 series provides requirements and guidance for a service management system.

NOTE This document does not address staff augmentation, wherein the supplier supplies personnel to perform
similar software services, but under the direction and control of the acquirer.

When the services are for a particular project, it usually is somewhat easier to define the requirements
for the supplier than when the supplier is being engaged to perform services “in the capacity” of an entire
function for the acquirer. For example, a supplier often is engaged to act as the acquirer’s entire software
development or testing function, essentially standing in the place of an internal unit. In such a situation, the
supplier can be held accountable for performing expected activities in a suitable manner and with reasonable
skill; but without a more specific definition of required results, the supplier cannot be held responsible for
whether such activities in fact produce the acquirer’s desired results. Mechanisms should be included to
define the supplier’s promised results as well as the activities aimed at achieving such results, typically on
an ongoing basis during the duration of the acquired services. Agreements should define the character and
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quantity of work the supplier is obliged to perform, as well as mechanisms to measure quality and address
changes, including the circumstances and procedures for changing the payment due the supplier. A metric
such as function points provides a standardized way for defining the expected quantity of work.

6 Planning and RFP sub-process

6.1 Pu

rpose

The purpose of the planning and RFP sub-process is to determine whether to acquire software to meet a
need, determine an acquisition strategy if acquisition is indicated, and initiate the acquisition by preparing
and distributing a request for proposals (RFP) to supply software or services that meet the need.

Figure 3[summarizes the key activities and outputs of the planning and RFP sub-process. Blaining the
acquisitipn starts by forming a team to manage and carry out the acquisition. The organizatienh mpy decide
to engage assistance for the team at this point. Other teams may engage assistance at acdatér poiht or rely
entirely pn internal resources. The team gathers relevant data regarding the acquir€r’s busingss needs
and analyses the make vs. buy feasibility of alternative approaches for meeting thoseneeds. If thg analysis
indicates that none of the approaches is feasible or that the acquirer is best served by developing (rhaking) a
software|solution itself, the acquisition goes no further.
| '
Form team I. Approved acquisition strategy App_ly str_ategy,
(6.3.7) N idéntify
N »
\\ |
N —_—
Develop an \\J[ Engage }
acquisition plan L assistance | ] ] - l
(636) )N\ 2~~~ Requiremefits Suppliers Plan, el\iah.la tion
(6.4, ,6:6) (6.5) ; grlz e;l;l 3
: ‘ Acquisition B 7 (7:32,7.33)
[ Bysiness needs and plan \’ Advertise
alternative approaches (6.5.2)
Develop an
acquisition Buy ]
strategy [ Request for
(6.3.1) proposals (RFP)
No
Feqgsible Make
Terminate
acquisition
Key
[: activity:
- artifacts

optional activity

optional flow

typical flow

Figure 3 — Planning and RFP sub-process

Alternatively, when the feasibility analysis indicates that the acquirer is best served by acquiring (buying)
a software solution from an external supplier, the team develops a strategy for guiding the acquisition. The
main planning and RFP sub-process activity involves gathering, analysing, and organizing information
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regarding a set of topics which describe the acquisition and are included in a request for proposals (RFP)
that is published and distributed to prospective suppliers.

6.2 Ou

tcomes

Outcomes of the planning and RFP sub-process shall include:

a) business needs and alternative ways to meet the needs are analysed, with recommendations selected:

1) develop (make or build) software internally;

2) acquire (buy) software or services from an external supplier; or

3) ake no software change, continue business as usual (BAU) current practices, possibly. jncluding
improving relevant non-software processes;
b) an aqquisition strategy is developed, including identification and development of:
1) relevant data for applying the strategy;
2) arequest for proposals (RFP) to supply software or services to the acquirér that meet the gcquirer’s
fequirements;
c) prospective suppliers have sufficient information to submit a propasal.which the acquirer can|evaluate
effedtively and efficiently;
d) the acquirer’s proposed allocation of risk is made available“fo inform suppliers before pricing the
solutlion or services;
e) founflations for contractual agreement are established; including:
1) iesired procedures for administering a contract with a selected supplier including remedies for
on-performance;
2) fdignificant parts of a prospective contract for engaging a supplier, approved from both coptent and
legal standpoints.
6.3 Plgnning the software acquisition strategy
6.3.1 Develop an acquisitionstrategy
a) Prepare for the acquisitioh
1) Defipe a strategy far hiow the acquisition will be conducted.
[ISO/IEQ/IEEE 1220%2017, 6.1.1.3]
An acquisition strategy establishes at a high level the process the acquirer wishes to follow for its
procurement;~subject to review and discussion with the supplier once a supplier has been selected. A
strategy guides the acquisition activities but is not those activities. The acquisition strategy shou]ld include
the followe:

a) lists of capabilities (those of the acquiring organization and those of potential suppliers) that are helpful
in identifying who can provide the needed software and services including implementation services;

b) lists of anticipated supplier and acquirer responsibilities; including whether to seek external assistance

with

the acquisition and the anticipated nature and extent of such assistance;

c) coordination with the organization’s other strategies;

d) lists of potential options for acquisition and the risk, cost, and benefits for each; options typically include
custom development, OTS with or without customization, SaaS, or services rather than executable

prod

ucts;
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e) adescription and analysis of implementation, maintenance, operations, and support options;
f) identification of intellectual property and data access and ownership issues;

g) identification of any regulatory and tax issues.

6.3.2 Perform feasibility study

Among the first key project milestones, typically is the completion of a feasibility study that can be used by
management to determine whether to proceed with acquisition.

A feasibility study Cons1ders the organlzatlon s business needs ways to satlsfy those needs and respectlve
strengthg—w sses—and estimated costs—and benefits of the respective appros ding doing
nothing contlnulng w1th present practlces) The study should also consider the key attrlbuts of the
softwarej/services to be acquired. These attributes can include high-level descriptions of functionality and
operationms. Other issues to be addressed in the study should include business criticality, secutity, afd safety-
criticality, the degree of novelty and risk exposure, the required time frame, estimated,financia] benefits
and cost|internal development and operational capabilities, experience with and attitudes toward external
supplierd, and risk tolerance. Because constraints in the planned software/servicesenvironment|can limit
choices tp software that is compatible with the environment and available infrastructure, such copstraints
should also be identified, described, and assessed.

6.3.3 Assess and manage risk

Softward acquisition historically has had a high rate of full or pargialfailure, including acquiring [software
that fails|to provide the acquirer expected benefits, acquiring software that costs much more than expected
and somg¢times more than the value of benefits the software provides, and acquisition processes|that cost
more or fake longer than expected and sometimes also create/other undesirable effects.

The contlinued prevalence of such difficulties is evidence that their real causes often are not itlentified
adequatdly, which in turn prevents suitably addressing them so they do not occur in subsequent acquisitions.
Common| characteristics of acquisition inadequacies are that acquirers repeat (their own o1 others’)
practiceq without meaningful analysis or improvement of the acquisition process and that acquirgrs blame
supplierq for all issues but seldom recognize, et alone acknowledge, their own role in causing inpdequate
acquisitipns. This document provides analysis of and suggested improvements for practices which|too often
merely have been repeated from acquisition to acquisition.

Informed observers find that inadequate and inappropriate requirements are the biggest dource of
acquisitipn difficulties. Consequently, this document gives special attention to the distinctior]s among
several qualitatively different types of requirements in the RFP and their effects on what the sugplier can
and cannjt propose in response. Defining the appropriate type of requirement is necessary but not qufficient.
That is, fegardless of type,/the requirements need to be defined accurately and clearly. Other standards
address fequirementsdefinition, though mainly regarding product, system, or software requiremefts. Some
verification and validation (V&V) techniques described below help identify requirements more afcurately

While these i ' Tg SUD process
their deficiencies orlglnate when they are deflned in the plannlng and RFP sub process Thls document gives
far greater visibility and analytical attention to performing these activities in ways that reduce common
risks, starting with their roles in an RFP.

6.3.4 Agile development considerations

6.3.4.1 Agile development considerations

Agile development is widely used and is frequently considered the favoured way to produce working
software, presumably faster, more responsive to evolving stakeholder needs and at lower cost than
traditional approaches which typically are considered to have longer development cycles. Agile includes
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a variety of methods, and with suitable planning, can be applied to projects of all sizes and to complex
software. Self-organizing teams of business and technical members actively collaborate to create small
pieces of working software, typically in one- to four-week sprint iterations. A team consists of a team lead
responsible for work using the agile methods, a product owner responsible for identifying and prioritizing
work items, and the rest of the team which typically includes developers and individuals with other relevant
skills, such as user experience specialists, business analysts, and testers.

A basic tenet of agile development is that requirements can change from sprint to sprint. Typically for
agile software development, the acquirer presents business requirements as scenarios (user stories, or
at a high level, epics) which the supplier can determine how to structure into product features. A product
owner represents the acquirer and is responsible for determining prior to the start of each sprint which of
the items in the backlog of work items will be worked on during the sprint. Backlog items can be selected
for development with input from the product owner. The development team in this case assumes some
responsibility for detailed requirements elaboration, design, implementation, and verification, ‘bt all are
driven o1 constrained by time and product owner concerns and needs. The acquirer and supplier foles and
responsibilities should be negotiated and clearly delineated, so that mutual expectations” are pxplicitly
captured. Although this is a best practice for any acquisition effort, it is especially~important|for agile
developnpent since the acquirer will likely participate differently, and more actively, in the devglopment
effort thqn other approaches.

6.3.4.2 | Acquisition implications of agile development

6.3.4.2.1] Using agile methods to perform the acquisition

Because pf the prevalence and benefits of agile methods, some acquirers may want to apply agilelmethods
to perform an acquisition of software products and services. Foriinstance, there may be some oppdrtunities
to break|the acquisition work into smaller pieces with lesS administrative overhead and more|frequent
feedbackjregarding the acquisition process.

Agile favpurs face-to-face oral communications over written documents and collaboration over conftracts. In
contrast,|acquisition leads to formation of a contract;"and although certain contracts need not be ih writing
to be enfprced, the nature and complexity of software acquisition almost always warrants formal written
contractg based upon written proposals to satisfy written requirements.

In additipn, acquisition invites and responds readily to feedback with relevant adjustments; but it does so
in accordance with defined plans. Thefe would seem little occasion to regularly reprioritize adquisition
activitieq in the way agile projects redetermine what to work on each sprint iteration.

6.3.4.2.2 Using agile methods to perform the acquisition

A major pnd perhaps most common use of software acquisition is to acquire working software products.
Althougly several possible’ ways to acquire working software products developed using various|methods
are desctibed belows:agile development in general does not undertake development of working |software
products} especially ones requiring multiple sprint iterations to complete a full defined produdt. Rather
than fixipg the scope of work prior to project initiation, agile development fixes the duration (the sprint
iteration) and recognizes that the scope of the working software delivered during that sprint iteratjion is not
fixed. Priotfe the sprint iteration, items in the product backlog can be added and modified beforfe usually
the prodtctowner setects for the Sprint backtog tie set of prioritized backiog tems to be worked on in
descending priority sequence during the coming sprint iteration.

Consequently, because the outputs of agile development usually cannot be predicted reliably for more than
the current sprint iteration. Additionally, difficulties can arise integrating agile working code developed in
different sprints and especially by different agile teams, which further makes it difficult to acquire fully
functioning working software products produced via agile development.

Some practitioners are of the view that this risk can be mitigated by various methods often characterized as
hybrid approaches in one such hybrid approach, the supplier agrees to deliver software products in a series
of iterations that together satisfy high-level business requirements agreed to prior to the commencement
of the development. Related approaches to acquiring defined products with agile development may involve
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some form of overarching framework agreement (prime contract) governing key aspects of the arrangement,
such as pricing and communication procedures, with a mechanism in the agreement to determine an agreed
understanding of the work to be performed by the supplier for the upcoming specified time period (often
called a “work order”) and related acquirer acceptance procedures and other obligations. Managing such
arrangements can become complicated but allows flexibility as priorities change.

6.3.4.2.3 Acquiring agile development as a service

An often more workable approach is to treat acquisitions involving agile development as acquisitions of
services, rather than of defined products. A supplier typically would be engaged to provide development
personnel for one or more agile project teams, each of which also includes an acquirer employee product
owner responsible for defining the prioritized work items to be worked on during each sprint iteration. It

should b
fail to pr

In other

agile deyelopment methods or creating an environment supportive of agile development. The
may reqyest, and prospective suppliers may propose, such services in the same manner as other

acquisiti
propose

See 5.6 fqr additional considerations for this approach.

635 I

High-qudlity, detailed, project planning can have a significant impact on project success, an

e noted that an acquisition of services model brings its own risks, such as if the acquired
duct expected value.

situations, a supplier is engaged to provide services that assist the acquirer)in”impl

bns. When engaging agile development as a service, acquirers can benefit ffom asking suj
methods and practices, since that is part of the expertise the acquirer is/‘acquiring.

hitiate a planning process

services

Pmenting
acquirer
services

ppliers to

1l a well-

structurg¢d acquisition planning process can have a significant impact on the plan. Effective plannirg further

relies on|monitoring actual events and flexibly adjusting/the plan as needed. Key planning actiyities can

include the following:

a) detefmining acquisition team jurisdiction and lihtits;

b) identifying skills for and forming a core team;

¢) identifying and determining applicabilityef existing acquisition policies and procedures, includijng ITAM;

d) deve]oping a scope for the planning process;

e) identifying corporate timing~and other mandates including any required go-live dates for| solution
implementation;

f) in the absence of any gorporate mandated go-live dates, determining target release or activatfion dates
for agquisition and solution implementation;

g) identifying keytasks and milestones to achieve required or target release or activation dates;

h) identifying required acquisition activities and approximate level of effort;

i) detefmiining extent to which key acquisition tasks are to be performed by acquirer personne] or third
parttes:

j) identifying key personnel to perform required activities;

k) identifying key stakeholders who are the source of relevant requirements and influence, are affected by,
or are involved in using the acquired software products and services;

1) obtaining stakeholder support for the plan;

m) forming a planning group and reviewing the organization’s objectives;

n) identifying the objectives of, constraints on, and prior experiences with software acquisition;
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0) supporting potential reprioritization and replanning when new information arises.

6.3.6 Develop an acquisition plan

The acquisition plan is a detailed description of the steps required to implement the acquisition strategy.
The acquisition plan shall include the following:

a) theacquirer's business or mission objective;

b) key top-level business requirements to determine the scope of the system or service to be acquired,
including how the software is expected to be used;

c) the geguirer’s preferred solubiontype fon custom-development 0TS with o wilhoulcustomization,

0SS, [Saas, or just particular services);

d) the gxpected respective responsibilities of acquirer and supplier;
e) additional factors affecting the acquisition, including the following:

1) resources expected to be provided to the supplier by the acquirer, such'as existing application
joftware, tools, test environments, data, and acquirer’s staff;

2) {facilities and access;
3) 1equired or preferred methodologies;

4) 3 tentative budget and timeline for the implementation, inicluding identifying key dates and events
felevant to the implementation, especially where a series.of periodic implementations is articipated
4dnd any limitation or constraints regarding the acquisition’s timeframe;

5) 4 description of how the software is expected to‘heised, supported and maintained;

6) arisk management plan including a list and assessment of key risks and potential mitigati;[ns

NOTE Detailed requirements for content of an aequisition plan are presented in ISO/IEC/IEEE 15289:2(19, 10.4.

6.3.7 Horm an acquisition team

The acqujisition team consists of acquirer personnel or representatives responsible for planning, organizing,
and carrying out the acquisition. Thé team’s charter and authority should be defined and may be adjusted as
the acquisition progresses. Initidlly'the team may include a single member, or more. The team’s capabilities
are enhanced by members representing a variety of interests, and thus members may be added to or
removed|from the team owver‘time. Ordinarily, the team should have members representing the|business
area with the need for software or services, technical areas related to the types of software lilely to be
acquired| management, project management, legal, and those familiar with software acquisition.

A key team role is7designated acquirer contact - the individual to whom all supplier communications should

be addrepsed, Not only does having such a role simplify communications and reduce administratlve effort,

but it alsp helps assure different team members have the same information and are shielded from jattempts
to separgtely‘influence individuals. The acquirer 's contact’s authority to make decisions should b¢ defined,
may vary based on the point in the acquisition process, and may be modified as needed as the acquisition
progresses.

NOTE This document does not specify how the acquirer or supplier organizes their work. Teams are described by
their primary function and can relate to other acquisition teams in many ways.

6.3.8 Obtain assistance with acquisition

6.3.8.1 General
While the acquirer’s own employees can perform a software acquisition, in many instances the acquirer

may choose instead to engage an external supplier to assist with acquiring software or services. Thus, the
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situation consists of a pair of acquisitions. The first acquisition involves selecting the external supplier of
the acquisition-assistance services. The second acquisition involves acquiring the software or services,
but with the assistance of the third-party (different external supplier from those who will be considered
for supplying the software and services). To prevent conflicts of interest, the acquirer may preclude the
third-party assisting with the acquisition from bidding on the software and services. However, other
considerations such as the availability of resources and the desire to work with known entities, sometimes
make it very difficult to avoid such conflicts. Consultants and lawyers with a specialization in sourcing often
perform these services. Acquiring a third-party’s services involves much the same process as is described
more thoroughly in subsequent sections with regard to acquiring software products or services.

The acquirer should first perform a feasibility analysis to:

a) determtrrewhetheramdthow topursteamracquisitiorn;
b) describe the subject and nature of the desired assistance in a request for proposals (RFPJ;

c) contfact assistance based on evaluating prospective providers’ written proposals descriﬂing their
proppsed approach to performing the software acquisition, their qualificationS;ypricing, and other
releyant information.

Often the feasibility analysis is relatively brief and mainly focuses on whether'to engage a thjrd-party
to assist|with the acquisition; and a so-engaged third-party then perfornis,a larger feasibility| analysis
regarding whether to acquire software or services (“make vs. buy”) and developing an acquisition|strategy.
Alternatively, the acquirer performs such a larger feasibility analysis<to determine whether t¢ acquire
software|and a strategy for doing so, including whether to engage subsequent third-party assistange.

The selefted assistance provider typically performs the bulk<of‘the software acquisition activjities and
presents|findings and recommendations to the acquirer, who has’sole authority to decide whether and which
software|alternative to choose.

6.3.8.2 | Coordinate with IT asset management (ITAM)

Where SaaS, COTS or OSS is being acquired by ap-organization which has an active ITAM program activity
(see ISO/EC 19770-1), the software acquisition,team should leverage aspects of that program, inclpding the
following:

a) existling supplier relationships and agreements, especially relating to agreed service levels and support

cominitments;
b) charEe management processes;
c) license management precesses;
d) secufity management/processes;
e) risk managemeéntprocesses, especially with regards to the use of FOSS;

f) auditlogs-and traceability of the above processes.

6.3.8.3 anvr‘inntn I'A'ri{'!—\ laocnl nnl-:ﬂon!

COOUTTIIITOTe T IC U CoOUIIoT

Legal counsel should be involved during drafting of the RFP to give confidence provisions are defined suitably
and can be incorporated directly in the formal contract. Legal counsel also should review prospective
changes resulting from the selected supplier’s proposal. Legal counsel especially should be involved with
modifications affecting intellectual property or requiring additional legal documents, including separate
agreements with additional suppliers occasioned by the main supplier’s proposal, such as:

— SaaS: when renting access to a software product, typically a service level agreement is involved as part
of the contracting effort;
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— OTS: when buying an OTS product, not only are contracts involved, but purchase agreements and license
agreements typically are also required; the acquirer should understand the consequences of these
various contractual devices;

— custom-developed: in custom development systems, documents needing legal counsel review (i.e. SOW,
data rights, purchase agreements, license agreements, IP) often are required;

— confirm compliance with applicable laws, regulations, and standards, which often are specific to the
acquirer’s business or organizational structure, such as involvement in particular regulated industries
and being a governmental body;

— for acqulred executable software other than SaaS, the acqu1rer may also acqulre processmg capabilities,
o the same

6.4 Defining the acquisition and content requirements

6.4.1 (eneral

a) Prepare for the acquisition
2) Prepare a request for the supply of a product or service that includes thewéquirements
[ISO/IEQ/IEEE 12207:2017, 6.1.1.3]

Acquisitipn requirements describe the procedures and formats-suppliers should use when preparing
and submitting their proposals. Such requirements are intended*to produce proposals from ondg or more
prospectjve suppliers that are structured in the same fashiofi)and that address the same topids so that
the acqujrer can readily evaluate, and if necessary, compar€ them. Acquisition requirements alsp include
timeframes and deadlines. For various reasons, including’ expediency and desire to work with known
suppliery, acquirers often consider only a single (“sole*)xsource to be the supplier. Acquisition requirements
still need to be identified for sole source acquisitions‘but frequently are less extensive and less formjal, which
can incuy additional risks.

Content fequirements describe the capabilitiés the acquirer expects the software or service is td provide.
The objeftive is to enable a supplier to propose and deliver software or services that meet the gcquirer’s
needs. Aflequacy of requirements definition is generally recognized as the single biggest determinant of a
software|acquisition’s success.

The acquirer is responsible for defihing its requirements and may engage assistance, especially |f it lacks
capabilit]es for requirements definition. Accordingly, the acquirer or third-party service providerd working
on behalf of the acquirer prepare the requirements included in the RFP. In sole-source acquisitjons, it is
especially common for the selected sole-source supplier also to define the requirements that thg supplier
will satigfy and frequently to define the requirements briefly and informally. When the same| supplier
defines and satisfies the acquirer’s requirements, risk increases that the requirements will not bg defined
adequatdly. Such(risk is exacerbated when the requirements are defined less thoroughly and less|formally.
Thereforg, even-in a sole-source acquisition, requirements need to be defined clearly and explicitly so they
can be mpre reliably reviewed for accuracy. Considerable attention is usually addressed to carefully defining
and draffihgfequirements in as unambiguous a fashion as is possible. Poorly drafted requirementq increase
the likelihood that the acquirer can fail to achieve its objectives and reduce the likelihood of the acquirer
having legal recourse. However, ambiguity is only one factor affecting requirements adequacy. Requirements
definitions often emphasize functionality (what the software does) while paying less attention to key non-
functional areas which describe how well the functionality is performed. Such non-functional requirements
include usability, performance, and security.

Requirements typically are refined in response to questions and comments raised during proposal
preparation and evaluation. Supplier questions and comments can be prompted by such factors as the
supplier’s ability to satisfy certain requirements, the risks, or costs of providing functionality required to
satisfy the requirements, and supplier insights regarding possibly advantageous alternatives. Acquirer
questions in turn often are prompted by difficulties understanding what a supplier is proposing or how the
supplier addresses the acquirer’s requirements. Questions, clarifications, and amended requirements should
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be shared with all prospective proposers; and if necessary, additional time should be given to suppliers to
modify their proposals in response.

The key process outcomes are well-defined requirements that suppliers can use to define and propose
appropriate responsive solutions. The selected supplier then implements the proposed software products
or services.

Contracting considerations identify topic areas the contract should address, such as ownership rights and
negotiation ground rules, and required and desirable contract terms, including compliance with applicable
laws, regulations, and standards.

Content requirements can include software requlrements which descrlbe the 1mplementable features of the
executable A che type of
softwar

solutlon a suppller can propose and be held accountablefor

ypes of requirements in an RFP

irer sets the context of the acquisition by describing the types of software products or sgrvices it
expects o acquire, such as:

a) execlitable code that aids the acquirer in performing specific business functions;
b) coding that implements a specified design;
c) testihg specified executable code;
d) definjing particular requirements;
e) designing specific software products and systems;
f) advi$ing on management and methodology;
g) serving in the capacity of the acquirer’s function,stch as for:
1) goftware development;
2) {esting;
3) 4oftware maintenance;
4) 4oftware operations;
5) doftware support;
6) ¢ybersecurity;

7) 94pecialized-sérvices which require skills and knowledge that a typical software developer{can lack,
guch as safety engineering.

The expgcted type of deliverables determines the type of requirements which the acquirer should define
in the RHP.Asupplier can propose to satisfy the acquirer’s requirements by providing types of de]|iverables
that differ from those the acquirer expects, though this approach can lead to the proposal being rejected as
non-responsive.

6.4.3 Business requirements

The term “business requirements” frequently is used to mean only high-level requirements or desired goals,
objectives, purposes, or desired benefits. More generally, business requirements are deliverable business
capabilities that provide value by achieving goals, objectives, purposes, and desired benefits when satisfied
by some product, system, software (hereafter shortened to “product”) or related services.

NOTE The business or mission analysis and stakeholder requirements definition processes of ISO/IEC/IEEE 12207
can be consulted for further detail.
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Business requirements can be defined at varying levels of detail and differ qualitatively from product
requirements. Product requirements also can be defined at varying levels of detail and describe the
implementable software products or services which are expected to achieve the business requirements.
Unless the acquirer is absolutely sure it knows the product it requires, the acquirer should define business
requirements and let the supplier propose the product or services that the supplier believes best meets the
acquirer's business requirements, taking into account such factors as the acquirer’s budget, timeline, risk
tolerance and the like. This is expertise a supplier is expected to have.

When a supplier proposes to satisfy business requirements, the supplier is responsible for delivering a
product whose design and implementation satisfy the business requirements and thereby provide the
desired benefits. The design already exists within OTS software, and such design can have been created by
someone other than the supplier proposing the OTS software to satisfy the acquirer’s business requirements.
When a Jupplier proposes to develop custom software, the proposal should include a high-Tevel ddscription
of the prpduct design the supplier intends to develop and implement. The supplier can be reSpopsible for
products|or services that fail to provide intended benefits when such products or servicesare pr¢posed in
responsg to business requirements.

Some bukiness requirements are technical in nature, for example, the required technical envifonment,
computef programming languages, and operational preferences to which the suppliéer’s solution donforms.
Most acquisitions have business requirements related to usability, security, saféty, and other capabilities
often lua;lped together as “non-functional requirements” (or “quality faetors” or “ilities”). Ip certain
situationp, such requirements can be pre-eminent and often can be defined-adequately only by spe¢ialists.

Business|requirements can include dependencies and other relationships‘with other systems, projects, and
the business and physical environments.

6.4.4 Yoftware/System requirements

Traditionjal software acquisition guidance often directs the.acquirer to define its “software requifements,”
that is, the features and operational characteristics «0f the software system or services. In general, the
terms product requirements, system requirements;>and software system requirements can|be used
intercha%geably. However, some organizations make distinctions among these terms. Dependirjg on the

system of interest (SOI), system requirements ¢an include both hardware and software requirements; as
well as emvironment and technology requirements, which also often are considered constraints on golutions.

Where ap acquirer defines requirements in terms of the software or service, the supplier can be held
accountaple for providing a conforming product or service but not for whether that product or service
provides|desired benefits. Moreoveryan acquirer who defines content requirements as product requirements
fails to tgke advantage of the supplier’s presumably greater product and design expertise.

Thus, while it often is advisahle for an acquirer to define its requirements as business requirements, there
are situafions where an a¢quirer is better served by defining its requirements as product requirenjents. For
example,|it can be appropriate when the acquirer in fact has relevant product design skills and krjowledge,
especially technical“knowledge of other systems with which the proposed system is required to be
interfaced, or when‘the acquired software or services are required to operate in a specific enviropnment or
with spegific techniologies.

Sometimpst@lone, but often in conjunction with high-level product requirements, acquirers |describe
requirentemnts i termrs of fower-tevel product detaitFor exampte, thedescriptiomr cam ictude system
flowcharts identifying modules and databases, module specifications, class diagrams, sample screen or
report layouts, or use cases containing expected usage workflow scenarios.

Such detailed design information can be helpful for a supplier to propose and price software coding/
development or testing of said product. It also is appropriate to describe low-level detailed product design
of existing software with which the supplier’s software is required to be integrated. Such information is
necessary for the supplier to design its software. However, it can also preclude the supplier from refactoring
the software and developing a more efficient product. In other situations, it generally is advisable for an
acquirer not to define its requirements in terms of low-level technical design.
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While most non-functional requirements are business requirements and should be defined as such, some
are occasioned by design decisions embodied within product/system/software requirements.

6.4.5 Statement of work (SOW)

A SOW describes tasks to be performed. The SOW can be used in service contracts to define the work to
be performed but should not include detailed procedures unless required by law or regulation. Similarly,
in software projects, to take advantage of the supplier’s expertise and hold the supplier responsible
for outcomes, the supplier should define the tasks which they perform to supply the proposed software.
Consequently, except where some independent authority prescribes use of a standardized life cycle process
model, the SOW does not define software requirements or detailed work procedures.

Acquirerf should identify constraints on how the supplier implements its software or serviced such as
specifying the software life cycle or programming environment and language the developer shouldl use and
requiring the developer to abide by certain industry standards. Similarly, the acquirer should idgntify the
acquirer’s rights to observe or participate in the supplier’s testing.

6.4.6 Rerforming verification and validation of requirements

Review Hy parties with relevant subject area and process knowledge is the funddmental method|to verify
and validate all information and materials developed during software acguisition. Such reviews can be
strengthened by following more formal review procedures and guiding the yeviews with topic listq relevant
to the artifacts and areas being reviewed.

NOTE IEEE Std 1012-2016, clause 7.2, acquisition support V&V pro€ess, discusses in greater detail v¢rification
and validgtion of requirements as well as other acquisition artifacts and processes.

Reviewirlg requirements presents an added difficulty compared to reviewing all subsequent delfverables.
That is, 4 key method for reviewing other deliverables is)to compare the deliverable to prior deliverables
giving rife to it. For example, designs should be responsive to requirements and code should ithplement
requirenjents and designs. However, requirements areessentially the starting point and thus hav¢ no prior
deliveraljle to compare. A variety of techniques_can help in providing bases for detecting requirements
format gnd content issues. Preparation, verification, and validation of requirements are pajnstaking
processep. They may use the combined effortsof subject matter experts, analysts, procurement experts and
sometimes legal experts working as a team to’identify the requirements and clearly articulate ther in plain
language| to the extent possible. Third-paxsty assistance can be valuable.

6.5 Identifying potential suppliers

6.5.1 (General

To reduce the burden of\proposal evaluation and the risk of selecting an unqualified supplier, acquirers can
follow thie widely used practice of limiting proposal submissions to a relatively small set of predqualified
supplierd whose offers are likely to be acceptable. Such practices can take several forms and intend to serve
one or mpre purpeses described below. Analysis suggests the value of paying attention to these vafiations.

There is

ofsingle right answer or best practice that is likely to apply to all acquisitions. Rather, eachl acquirer
should cén he EaSes—a i Fantage each i eh for it for
the specific acquisition, considering its procurement procedures and policies.

6.5.2 Advertising the acquisition

b) Advertise the acquisition and select the supplier.
1) Communicate the request for the supply of a product or service to potential suppliers.
[ISO/IEC/IEEE 12207:2017, 6.1.1.3]

Even a sole-source acquisition can benefit from organizing relevant information in an RFP, but there will
be no need to publicize the RFP for a sole-source acquisition. Ordinarily, existence of the RFP should be
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publicized in a manner likely to gain the attention of prospective suppliers. Copies of the RFP should be
distributed or made accessible to all prospective suppliers, except in limited situations requiring a supplier
prequalification, such as for safety, security, or confidentiality. Procedures should be identified for a supplier
to obtain such prequalification.

An electronic format for both the RFP and proposals is suggested to facilitate suppliers’ incorporating the
RFP content in their proposals and the acquirer’s evaluation of proposals. Electronic distribution makes the
costs, time, and effort of distributing RFP copies negligible.

Suppliers should be directed to communicate all questions and comments to the designated acquirer contact
and refrain from sales activities contacts with acquirer personnel.

Suppliers
clarificatfions and amendments, or even terminate the acquisition process.

6.5.3

Limiting

Pre-quallfication can involve a wide range\of time, effort, and cost, from little effort if relying er
an existihg list, to far greater time, effort) and cost to hunt for prospective suppliers and informat
them and then analyse the information to determine whether the supplier qualifies. Whatever 1
used, with pre-qualification a “sheorxtlist” is identified of prequalified prospective suppliers who r¢

redu

and more specifically limiting proposals to suppliers who are considered iKely to be able to s

acqu

avoid security or competitive concerns about revealing confidenfial acquirer information 4§

spec
ackn

enga

are dn a “preferred supplier” list;

rely
dete

com

RFP and

To reduc
the infor
requests

them. This approach-still can take considerable time, effort, and expense. Typical tasks may in
following.

a)

b)

Bre-qualification

the suppliers who are allowed to submit proposals can serve one or more of the following {

ce the time, effort, and cost of evaluating proposals by limiting the number, of proposals to

frer’s requirements;

fics and even existence of an acquisition to those whose trustworthiness has not been cof
pwledge and reward prior successful experiences with suppliers, even to the extent of sole

ige suppliers more expediently by dealing directly with those who have already been qua

bn internal resources’ skill, knowledge, anddamiliarity with the acquirer’s business and sy
‘mine a supplier’s ability to satisfy the acquirer’s requirements;

ly with the acquirer’s customary procurement procedures, practices, and policies.

have an opportunity to submit a proposal.

mation’s reliability, the acquirer may prepare and distribute a request for information (R
prospective.suppliers to provide the information about them that the acquirer uses to pr

should be notified that the acquirer may mndify the REP fypir‘:xny with addenda reflecting

urposes:

evaluate
htisfy the

bout the
firmed;

sourcing;

ified and

stems to

tirely on
on about
hethod is
ceive the

e the effort gathering information about prospective suppliers, while at the same time ificreasing

F1) which
e-qualify
Clude the

nternal and p0551bly external resources to perform research to identify prospectlve suj

pllers to

pubhcatlons review web51tes and review commerc1ally avallable suppher ranklngs (e.g. Gartner) and
other commercially available resources (e.g. D&B).

Prepare and distribute an RFI to such prospective suppliers. RFIs usually contain little or no confidential
information about the acquirer and the proposed acquisition and request general company and domain
specific information from the prospective supplier, including:

1) the size of the potential supplier, the number of its employees, the locations of its facilities, a
description of its financial status, and a description of its product roadmap;

2) the potential supplier’s qualifications including experience with similar acquisitions;
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3) the potential supplier’s references;

4) the potential supplier’s level of interest.

c¢) Evaluate RFI responses.

d) Schedule and perform visits to their facilities to verify the RFI responses match the supplier’s operational
practices, observe product demonstrations, and review documents and quality systems. Meetings
with the supplier can clarify critical points in the RFI response, establish familiarity and relationships
between key personnel, and gain mutual understanding of further cooperation possibilities.

e) Chec
f) Seek

6.5.4 S

k references.

treamlined pre-qualification

non-disclosure agreements (NDAs) for proprietary information from the potential suppligrs.

Under th(ns approach the acquirer performs some due diligence with respect to a large‘group of suppliers

and pre-
submit a

of prospg
acquirers
a) usin
be p
indu
b) requ
non-

c¢) send

may perform the following:

5try publications, websites, and commercially available supplier rankings and ratings;

Hisclosure agreement (NDA) if interested;

ing the RFP to suppliers submitting the NDA.

Propone

requiring as much acquirer effort.

6.5.5

An alterhative view is that in many~instances pre-qualification is not necessary and can

counter
describe
time. Thq
the costq
in fact th
successe
more ex
recogniz
individua
select ap
additiona

ualify a “short list” of prospective suppliers who are provided the RFP and,given an oppoftunity to
proposal. However, this approach does not involve preparation and distribution of an RHI, review
ctive supplier responses to RFIs, site visits, or reference checks. In performing pre-qualification,

r internal and possibly external consulting resources, produce’ a’list of prospective suppliers to
rovided the RFP; these resources may be identified by talking to industry contacts and reviewing

psting that a potential supplier on the list notify the acquirer of its level of interest and provide a

ts of this approach suggest that it has all the'advantages of more rigorous pre-qualificatiop without

o pre-qualification

ey do not extend.to every acquisition and can be satisfied in more efficient ways. Prioj

could be overlooked on a preferred supplier list.

even be

oductive. More efficient and effective alternatives to traditional proposal evaluation methods are
lin 7.3.4 and 7.3.5 and ¢an‘enable reliable evaluation of even numerous proposals in relatiyely little
potential benefits of receiving even one additional more responsive proposal can vastly putweigh
of evaluating it. Genfidentiality concerns can still exist, but closer examination can regveal that

supplier

5 and relationships can and should be acknowledged, and certain acquisitions can be accomplished
pediently from trusted suppliers alone, even to the extent of sole sourcing, by copsciously
ng and balancing risks. The prevalence of acquisition inadequacies seriously draws into|question
Is’ common assessment that their own skill, knowledge, and capabilities enable them to pre-
propriate suppliers. Efficient mechanisms should be present to enable identifying and qualifying
I'prospective suppliers, especially ones with more current or innovative solutions who gtherwise

Not only is pre-qualification costly and time-consuming, it means the acquirer performs a significant
portion of the software acquisition evaluation without regard to the supplier’s proposal, which should be
the primary basis for evaluation. Moreover, judgments made in the abstract about the prospective supplier’s
capabilities can be insufficient to confirm that the prospective supplier can meet the acquirer’s specific
requirements if selected, let alone that the supplier is most advantageous, especially if the judgments are

based on

unreliable or misunderstood information, which can easily happen with pre-qualification.

Regardless of whether there is explicit pre-qualification, some acquirer personnel have been known to enter
an acquisition having already decided which supplier to select and often then treating the acquisition process
as an unnecessary formality to circumvent as much as possible. While such prejudgments sometimes turn
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out successfully, they often fail or preclude selection of a more advantageous solution, which can be hard to
recognize at the time. The acquisition process is there to increase chances of success, including not relying
on mistaken prejudged supplier selections.

Thus, the purpose of the no-pre-qualification approach is to identify potential suppliers of the required
software and inform them of the acquisition. In some cases, this can necessitate special procedures that
comply with confidentiality concerns. The acquirer may utilize existing lists of approved or known suppliers
and supplement as needed with various forms of research, such as, searching the Internet, asking colleagues,
identifying relevant speakers and authors, and issuing advertisements. A brief request for information (RFI)
may be used to solicit suppliers’ willingness to be included and obtain relevant contact information. In some
cases, it can be appropriate to require a supplier to pay a deposit or submit an NDA to receive a copy of the RFP.

Methods itability
of such sjuppliers, let alone selecting one. For many acquisitions where pre-qualification is net/nlecessary,
time and|effort need not be spent trying to predetermine a shortlist of “finalist” suppliers to r&ceive the RFP;
and visiting prospective proposers’ sites is especially unnecessary. Potential suppliers shouldself-delect and
agree to pe subject to security and confidentiality constraints before receiving a copy.of,the RFP|The RFP
shall identify mandatory deliverables and relevant constraints, such as an NDA or secttity procedures. If a
supplier fFhooses to invest their time and money submitting a proposal, the acquirer‘can then evaluate and
exercise fits judgement about the credibility of the proposal with regard to the suitability of the [potential
supplierd.

6.6 Preparing contract requirements

6.6.1 (eneral

Acquirerp and suppliers should work during the acquisition’ process to establish a cooperdtive and
collabordtive relationship. Such a relationship almost always makes it easier for them to address issues
and differences that can arise. However, such a relationship alone is no substitute for a well-docimented,
negotiatgd contract that sets forth the supplier’s promised way to satisfy the acquirer’s requirenjents and
the acquirer’s commitments to the supplier.

During afquisition planning and execution, it\is’"common and helpful to draft and issue severall types of
requests|that can be issued for different purposes: RFI, RFQ, and RFP.

6.6.2 Request for information (RFI)

An RFI splicits information to aid'the acquirer in planning the acquisition. Such information often is used
in evaludting the feasibility of the’acquisition and may include indications of typical software capabilities,
costs, and other considerations. Responses to an RFI are not intended to be a proposal which fis legally
binding qn the responding siipplier and are not a suitable basis for evaluating or contracting with quppliers.

When an|RFI is used to'solicit interest of suppliers in being included among the group of prospective suppliers
being aslked to propose software and or services, the RFI should include sufficient information gabout the
acquirer pnd the.acquisition to enable a prospective supplier to determine their suitability for propg¢sing; but
the acquirer should not decide based on an RFI response whether or not a prospective supplier is fjualified,
let alone [that the prospective supplier should be selected to provide the software.

6.6.3 Request for quote (RFQ)

An RFQ solicits a legally binding offer from a supplier to supply a specified product for a specific price. Thus,
an RFQ is appropriate only for acquiring software which truly has attained commodity status, which most
software has not attained. Except for ordering additional copies of a software product that the acquirer
has acquired previously or seeking more advantageous pricing such as for a volume purchase, RFQs
should be avoided for software. An RFQ for a specific brand, model, and version places the entire burden of
responsibility on the acquirer for specifying a suitable product.

An acquirer may reduce its risk by issuing an RFQ for a commodity product which the supplier identifies
based on some basic characteristic variables. For example, the RFQ may request a quote for a particular type
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of software product that runs under a particular operating system; but the acquirer is still responsible for
selecting an appropriate product.

6.6.4 Request for proposals (RFP)

Perhaps the most-distinctive characteristic of software acquisition addressed in this document is that the
transaction is between unrelated parties and thus can be a legal agreement. A contract can be formed when
an offer is accepted in conjunction with consideration (usually an agreement to pay for receiving what has
been offered). In general, a contract need not be a single document or even in writing and need not include a
specific level of detail or any verbiage, such as designation as a contract or “legalese.”

As used in this document, an RFP solicits a proposal (offer) from a supplier to supply software products or
services fhat satisty requirements stated in the RFP for a given price (consideration). When the|acquirer
accepts g supplier’s proposal and agrees to pay for its implementation and delivery, a contrdct’i formed.
Consequ¢ntly, a supplier should be very careful to propose only what the supplier is willing t¢ become
responsible to provide.

An RFP ¢ontains the information identified during the planning and RFP sub-process’about the|acquirer
and the fcquirer’s content, contract, and procedural acquisition requirements, and requests prpspective
suppliery to propose software or services to satisfy the requirements. Unliké/an RFI, an RFP solicits
informatjon which can become legally binding on the supplier and thus isithe basis for evalujting and
contracting with suppliers.

An RFP invites proposals where each prospective supplier is proposihg to provide software products or
services which are to some degree unique. That is, the capabilitjes.of the proposed software pfoduct or
services are what differentiates one proposal from another; and pricing can be compared meaningfully only
with regard to the various proposals’ respective capabilities. Thie ‘objective of an RFP is to provide jufficient
informatjon to enable suppliers to propose responsive software products or services that suitdbly meet
the acqujrer’s needs. The acquirer’s challenge is defining its requirements adequately, so that datisfying
the stated requirements in fact meets the acquirer’ssneeds and so that the supplier can undergtand the
requirenjents sufficiently to propose suitable softwdre’or services to satisfy the requirements.

Some acquisitions request suppliers to submit a‘working prototype of their software instead of § written
proposal|identifying what they propose to deliver and how it satisfies the acquirer’s requiremenits. While
a prototype can be a suitable part of a propgsal, primarily for custom development, a prototype should not
substitutle for a written proposal. It can-be exceedingly difficult and unreliable to comparatively|evaluate
working [software prototypes. Moreovey, a prototype includes limited capabilities and may not afcurately
reflect the operation and control functions of the final software product. Furthermore, the informgtion that
typically|goes into a proposal hésjto be produced eventually for inclusion in a formal written coptract, so
skipping|the proposal does net really save any time or effort.

Requirements commonly ‘are less accurate and less understandable than the situation calls for. Tlherefore,
prospectjve suppliers,often request the acquirer to clarify particular requirements and sometimes also
suggest ddditional ef:alternative requirements that the acquirer may consider. Suppliers also cajn qualify
certain aspects of\their proposal and can choose to respond less than fully to some requiremenjts. When
reviewi:{ a supplier’s proposal, the acquirer may similarly request the supplier to clarify agpects of

their prdposaly and sometimes such a request reveals a need for the acquirer to clarify or modify some
requirenjents. To promote fairness and the ability of all prospective suppliers to make morg suitable
proposals, questions and comments about the RFP along with related responses, clarifications, and amended
requirements should be shared with all prospective proposers.

In general, the RFP should specify a structure for the supplier’s proposal which facilitates the acquirer’s
review and evaluation of the proposal. A common technique is to include turnaround forms, questionnaires,
or responses to a set of requirements or SOW, that all proposals are required to include, completed to provide
specific requested information in the same format in all proposals. Because anticipating evaluation provides
context which can otherwise not be understandable for various requirements topics and formats, several
are addressed in 7.3 and 7.4.

Ultimately, a contract is formed when the acquirer accepts a supplier’s proposal, which can have been
modified in whole or in part by responses to questions or RFP amendments and can incorporate by reference
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product demonstrations and other additional information from the supplier. In addition to acquirer
responses that affect and therefore should be shared with all prospective suppliers, there often are final
negotiations affecting only the selected supplier and not changing the basis of the selection. To help avoid
misunderstandings and unintended consequences, the RFP should state that the parties agree a contract is
not formed until it is in writing and formally executed.

The RFP shall include or refer to descriptions of:

a)
b)

9
d)

e)

f)

g)
h)

k)

D

the acquirer’s business;
the acquirer’s objectives, nature of what is being acquired, and overall acquisition strategy;

any legacy systems that are expected to interoperate with the new software and services;

any legacy systems or services that are expected to be replaced;

suffirient information about the acquirer’s requirements for what is being acquired 4
prospective suppliers to make sufficiently responsive proposals regarding the softwar¢é and /o
to bg acquired, addressing relevant terms and conditions;

mechanisms for monitoring and evaluating ongoing progress and quality, fucluding relevant
software metrics such as those described in ISO/IEC/IEEE 15939;

critefia for ascertaining acceptability of delivered software and servi¢es;

a specified structure and delivery media for the supplier’s proposal which facilitates the 4§
revigw and evaluation of the proposal; this should include. direction to submit pricing inf]
sepafately from the proposal's technical content;

the dcquirer’s commercial and legal requirements, including desired contract terms and condit

scheflule of procurement activities, e.g. submissien® deadlines, product demonstrations, or
conf¢rence;

designated acquirer's contact information<and procedures for supplier communications
acqujrer regarding the acquisition, generally including limitations on supplier sales activj
contficts with other acquirer personnel;

procgdures for suppliers to raise questions regarding the RFP, usually in writing with the undey

0 enable
services

types of

cquirer’s

prmation

ions;

bidders'

with the
ities and

standing

that |such questions and the acqtiirer's responses will be shared with other prospective suppliers to

mairftain fairness and increase-all prospective suppliers’ ability to propose software or sery
are I;aximally advantageous to the acquirer; face-to-face discussions can be an economica
cominunicate but should-not be relied upon by themselves without commitment to writing;

procedures for requesting suppliers to provide additional information, including demonstn
expldin and answerthe questions;

procedures«for issuing clarifications and amendments to the RFP, including methods for det
wheih amendments warrant changing the deadline for supplier proposals;

ices that
1 way to

ations to

ermining

deadlinés for proposal submi
milestones may also be defined.

NOTE Detailed requirements for content of an RFP are presented in ISO/IEC/IEEE 15289:2019, 10.48.
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6.6.5 Contractual requirements

6.6.5.1

General

The RFP should include the acquirer’s proposed contract terms and conditions and require that prospective
suppliers should include them in their proposal, so they become part of a formally executed contract. The
acquirer’s legal department or outside counsel typically participates in identifying contract requirements.

NOTE

The common approach of making contract preparation a separate activity after a supplier’s proposal has
been selected can result in unnecessary additional acquisition effort, cost, and disagreements while at the same time
risking producing a contract document which does not accurately reflect the acquirer’s basis for selecting the supplier.

In prepapin

contract
other inf|
amendin
to extend

can addr
identifie
with the
submitte
submit ré

AmendrrEnts to the RFP should be issued sufficiently prior to the proposal due date that prospective

Contract
the RFP
substanc
or SaaS
agreeme

a) adeg

b) ongaing operations, maintenance, and support services for the supplied software product;

c) adeg
d) thet

e) payn
until

f) the {
stan

g) for {
limit]
to bd

ing—their-proposals,—prespective—stuppHers—eanraise—questons—and-conecerns—about—eos
requirements in the RFP and can suggest alternatives. Based on such supplier feed
brmation, the acquirer may distribute to all prospective bidders addenda to the REP)\¢la1
b the RFP. Considering possible extra effort needed to address such addenda, it can be ap
the deadline for submitting proposals.

ss all amendments in their proposals. However, occasionally the need for, some amendm
until later. sometimes even after suppliers have submitted their propos§als. In such a case
amendments should be distributed to all suppliers who have submiitted proposals or wq
d proposals given the RFP amendments, and those suppliers should be provided sufficier
sponsive amendments to their proposals.

provisions should be developed and included accordingto the acquirer’s needs and ide
50 they can be incorporated directly in the supplier’s pfoposal and formal contract. The
e of these contract provisions may differ depending,on’ whether OTS, custom developed
s being acquired the following topics should bé addressed in a formally executed co
nt:

cription of the software or services to be supplied;

cription of the tasks the acquirer isiobligated to perform;
erm of the arrangement;

ient terms including linking payments to deliverables and holding back a portion of each
acceptance of the software and/or service;

oftware lifecycle the supplier uses and a commitment to employ it in accordance with
lards unless otherwise specifically agreed by the acquirer:

ervices, standards for supplier personnel (e.g. with respect to training and experie
ations on the use of subcontractors and any limitations on the location from which the ser
performed;

tent and
back and
ifying or
propriate

Kuppliers
bent is not
addenda
uld have
t time to

htified in
form and
software
htract or

payment

industry

hce), any
vices are

h) metH

ods’to monitor ongoing progress, software performance, and quality;

i) acceptance criteria;

j)  the supplier’s obligation to comply with applicable law and to provide services and software that meet
any applicable legal and regulatory requirements;

k) thes
1) thec

upplier’s confidentiality and data privacy obligations;

onsequences of applicable law changing during the term;

m) the parties’ respective rights to the software or services and intellectual property used to provide or
resulting from the use of the software or services (also see Annex C);
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remedies for intellectual property (IP) infringement including the supplier’s obligation to replace the
infringing IP if possible;

ownership of and rights to data processed by or resulting from the use of the software or service;

aprocess forinvoking and escalating urgent, critical events (e.g. delivery schedule slipped, critical quality
issues, payment delay, and response time) to the supplier or acquirer management for prioritization and
resolution;

the parties' respective termination rights;

mechanisms for modifying supplier or acquirer obligations and constraints and resolving disputes; this
provision should include an informal process utilizing executives of each party not directly involved
in tHe transaction, and a formal process such as alternatives to litigation including medigtion and
arbitration.

Typically} the most efficient way to address these issues is to incorporate them in the RFP and gupplier’s

proposal

6.6.5.2 |Specifying the required quality of the work

<)

[1SO/IE

Establish and maintain an agreement.
a/IEEE 12207:2017,6.1.1.3]

The purpgose is to make the supplier’s understanding of the qualitydevel of the finished work it is tp provide

and the dcquirer’s understanding of what it is getting the same.

The suppglier should identify in their proposal how they willlearry out the work to implement the [software
or services they propose. The supplier is being engaged because they presumably have relevant gkills and
knowledge to define and deliver suitable software or Services. Moreover, in order to hold the| supplier
accountaple for performing appropriate work, the supplier shall be the one defining said work and ipdicating
its confofmance with the policies and proceduresof the acquirer for the type of work. When evdluating a
proposal| the acquirer judges whether the supplier’s proposed work plan seems reasonable to ithplement
proposed software or services. Often the acquirer has questions which result in the supplier npodifying
its propgsal; often through providing demonstrations or additional information. Sometimes infprmation
surfaces |which necessitates the acquirer’s amending the RFP requirements, which then in ffurn may

necessitdte revisions to supplier proposals and added time for making revisions.

Methodsf|for identifying required-quality of work may include the following.

a)

d)

In ggneral, the main method for evaluating a supplier’s work is the acceptability of the sofffware or
services the supplier delivers with regard to both functional and non-functional requirements. However,
espergially for acquiSitions where implementation takes an extended period of time, the acquirgr should
identify in the RER'the methods and criteria it intends to apply to evaluate the supplier’s ongojng work.
The pupplier ¢anm question these and propose alternatives which the acquirer in turn can guestion.
Identify howsuch ongoing evaluations measure progress and are coupled with progress paymehts to the
suppllier.& common way to do this is to define a series of deliveries, each of which represents a
for apsessing progress and providing partial or tentative acceptances. In some instances, delivg¢ries may
be defi i i trts: i is; fon points
should be. In some cases, the acquirer’s approval should be required for each sprint or increment before
the development is allowed to continue to the next.

Evaluation of ongoing work should address the reasonableness of the work activities for the situation
and the proficiency with which activities are performed and produce required results.

Describe procedures for the supplier or acquirer to request information or changes, identify who for the
supplier and for the acquirer are authorized to provide requested information or approve changes, and
what types of changes warrant a change in price or a formal amendment to the contract.

Describe methods the supplier uses to assure the quality of its work, and how the acquirer is informed
of such actions and their results.
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Describe respective supplier and acquirer obligations, such as for reporting and providing needed
access and resources, methods for evaluating their adequacy, and procedures for resolving disputes.
Describe procedures for delivering and installing supplied software, including the acquirer’s performing
acceptance testing at the time of installation, and methods to back out installed software as needed.
Delivery can consist of a series of deliveries, each with relevant acceptance testing.

6.6.5.3 Determine how payment is to be made

Different approaches to payment are used depending on whether OTS, custom software, SaaS, or ancillary
services such as implementation services are being acquired. Where OTS is being acquired software is
typically paid for on delivery and acceptance. Where Saa$ or “in the capacity” services are being acquired,
the services are typically paid for in periodic (e.g. monthly) payments over the life of the contract. Where

custom §

time aftdr delivery to confirm suitability of the deliverable. Consequently, the agreement shauld
schedule
only upo

One of th
The pricq of an existing OTS software product or standard SaaS product/service ardifarily is a fixed amount,
which of
contrast,
of time a

T&M re
that tot

for series of deliveries with corresponding progress payments and a hold-back @moun
1 final acceptance within a reasonable amount of time from the supplier's final delivery.

nd for materials (T&M).

charges exceed the maximum amount the acquirer intended to spend, in which case

often suggests a preferable but now no-longer-available paymentmethod. A common technique for
the acqu
the price| fixed at that amount. In any type of fixed price eoitract, the acquirer should identify o
ascertairjable conditions that warrant price adjustment$/anid procedures for calculating and maling such
adjustmgnts.

While th
offer alternate payment methods in their proposal.

6.6.5.4

The acqu
problemg that threaten the acquisitieh and implementation. For example:

rer’s risk is to limit the total T&M charges to a “not to exceed” amount, which essentia

Acquirer's retained responsibilities

oftware is being acquired, tie supplier payments to deliverables, typically with somerdasonable

include a
[ payable

E most common acquisition questions concerns whether price should be a fixed or variabl¢ amount.

Len is publicly advertised, though can be adjusted for competitive advantage in the praqposal. In
suppliers generally prefer to charge for custom development basedOn the supplier’s exgenditure

dluces the supplier’s risk that the supplier’s costs exceed reyenue but increases the acquifer’s risk
a

hindsight
reducing
y makes
jectively

e acquirer may suggest in the RFP an expécted or preferred payment procedure. the sugplier can

lirer and supplier should agree on the acquirer’s specific responsibilities. Failure to do so cqn lead to

the dupplier assumes the acquirer is performing a task that the acquirer does not intend to| perform

or la
acqu

the s

acqu

ks the capability-toperform; or in other words, there is no meeting of the minds rega
firer’s retained responsibilities;

firer's responsibility.

Fding the

upplier blames the acquirer for a supplier failure by stating that the underlying taskl was the
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7 Evaluation, selection, and contracting sub-process

7.1 Purpose

2) Sele

3) Eva

b) Advertise the acquisition and select the supplier.

ct one or more suppliers.

[ISO/IEC/IEEE 12207:2017, 6.1.1.3]
c) Establish and maintain an agreement.
2) Identify necessary changes to the agreement.

uate impact of changes on the agreement

[1SO/IE(

/1EEE 12207:2017, 6.1.1.3]

The pury
responsi

ose of the evaluation, selection, and contracting sub-process is to help ensure the sele
e proposal which can reasonably and most advantageously meet the acquirer’s requ

tion of a
rements,

and to contract with the selected supplier(s) to deliver the agreed software and services. The acqufirer shall

perform

Lhe key activities in this sub-process, including:

a) evalyate supplier proposals;

b) elim
¢) rank
d) ident

e) seled

nate any proposals that are unlikely to meet acquirer’s needs;
supplier proposals;
ify and address any common critical commercial and legalissues;

t the most advantageous proposal overall;

adv

tageous overall; or if a formal contractsecannot be executed, repeat with the n

pxt most

f) negSEiate final details and execute a formal contract with the supplier whose proposal is most

adv

The exte
additiona
as by forl

Figure 4
sub-proc

most of t
RFP fron

tageous, or terminate the acquisition.
l information as needed from qualified suppliers to confirm understanding of their propo
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Before syibmitting a proposal, suppliers can ask the acquirer to clarify certain RFP contents an
alternatiyes for the acquirer to consider! To maintain fairness and provide all prospective sup
opportunity to make proposals thattmore fully meet the acquirer’s needs, the acquirer should
writing with all prospective suppliers all questions and answers along with any amendments to th

The acqyirer evaluates each ‘supplier proposal, preferably applying structured evaluation proced
criteria described in the REP. During evaluation, the acquirer may request a supplier to clarify o
additiongl information fegarding some aspect of the supplier’s proposal. Although the intent is to
RFP amendments prior.to proposal submission, it also is common, often in response to supplier j

suggest
liers the
share in
 RFP.

ures and
- provide
make all
roposals
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After evaluating all proposals, the acquirer should rank those which are deemed acceptable and may gather

additional information to confirm the acquirer’s understanding of acceptable suppliers’ propo
acquirer then begins negotiations of final details with the supplier whose proposal is highest ran

sals. The
ked (or a

few suppliers in a competitive range) with the objective of reaching agreement in an efficient manner. When

the acquirer and supplier have reached agreement, the acquirer accepts the supplier’s proposal as

modified

by negotiations as a formal written contract, whereupon the supplier begins carrying out its contractual

obligations.
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In the event the acquirer cannot reach a satisfactory agreement in a reasonable time with the supplier of the
currently highest-ranked proposal, negotiations shift to the supplier with the next highest-ranked proposal
and so forth until a formal contract is executed or the acquirer terminates the acquisition.

Although evaluation apparently begins when all proposals have been submitted, in fact, many activities
between issuing an RFP and receiving proposals are likely to provoke evaluations of suppliers. Thus, this
sub-process begins upon issuance of an RFP.

7.2 Outcomes

The outcomes are as follows:

a) proppsalsare evatuated;
b) a qudlified and preferred supplier is selected;

c¢) a fofgmal contract between acquirer and supplier is negotiated and executed; or-the acqulisition is
termfinated.

7.3 Evaluating proposals

7.3.1 Rlanning for proposal evaluation

The acquirer’s strategy should include identifying anticipated methods and procedures for epaluating
submitteld proposals. General anticipated proposal evaluation pracedures should be described irf] the RFP
to better] enable prospective suppliers to submit responsive proposals. More specific information about
evaluatiqn methods may be private to the acquirer and not-described in the RFP. However, the RFP shall
specify alrequired proposal format structured to facilitatesuch evaluation.

7.3.2 Hvaluation criteria

The primary evaluation criterion should be the“éxtent to which the supplier’s proposal satisfies the
acquirer’s requirements and thus provides the deésired value. Typically, the acquirer’s requirements include
a set of thandatory requirements which a.sgpplier is required to propose to satisfy for the supplier to be
consider¢d further. The acquirer can also identify a set of additional non-mandatory requirements fand their
respectiye weightings (degrees of importance) which become the basis for comparative proposal eyaluation.
The objeftive is to establish clear and open supplier evaluation criteria that give confidence theg supplier
selected fo do the work can satisfy.the acquirer’s requirements and, in a competitive situation, o balance
is best syited to provide the software or services. Even when considering only a single source, a pryspective
supplier’s proposal should be evaluated to confirm it reasonably will satisfy the acquirer’s requirements
sufficiently to provide ne€ded value before engaging the supplier.

7.3.3 Hstablishing'proposal evaluation procedures

7.3.3.1 |Defining explicit structured evaluation techniques

Evaluatign\procedures should be developed to use in applying evaluation criteria when reviewing supplier
proposals, identifying non-responsive suppliers, and selecting a qualified supplier. Additional considerations
relate to assessing the acquirer’s degree of confidence in the supplier’s ability to deliver as promised and
should include the supplier’s management qualifications, technical approach, financial position, technical
capability, experience, quality practices, and perceived ability to work harmoniously with the acquirer.
Visits to supplier facilities and interviews with supplier clients may be conducted.

Many evaluations are performed in a relatively unstructured manner, typically directing evaluators to
review and comment on supplier proposals without specific guidance. Such an unstructured approach relies
on the evaluators to know what to look for and how to evaluate it-and frequently produces review results
which are incomplete, inconsistent, and unreliable.
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Many acquisitions employ a more structured evaluation approach developing a scoresheet, which typically
breaks out specific evaluation topics and assigns relative weights to each based on their importance to the
acquisition. In addition, evaluators prepare checklists such as ones which ask yes-no questions or other guides
for evaluating various aspects of a proposal and ordinarily also identify a mechanism for scoring evaluation
results. Less formal guides rely on evaluators’ judgments to score each question yes-no, high-medium-low, 1
to 5, or other similar techniques. More formal guides list specific criteria warranting each score.

One or more evaluators follow guides to evaluate and score each proposal with respect to each of the
evaluation scoresheet questions. Evaluators also can record comments regarding their specific evaluations.
For each proposal, the score for each topic is sub-totalled and extended (multiplied times the topic’s
weight). Extended scores are totalled for each proposal and then coupled with the proposal’s price to enable
quantified performance-price comparisons of competing proposals.

7.3.3.2 | Guiding submission proposals that address capability gaps

Weightinigs and scoring should be explained in the RFP so the supplier understands_prjorities| and can
produce h responsive proposal. Required, higher risk, and very important capabilities-ate weighted higher
than low| risk, optional, and less important capabilities. Often a supplier who cannot satisfy a Key set of
required|capabilities is removed from further consideration. Making such critical €riteria explicit enables
prospectfve suppliers to determine whether to propose.

Since th¢ objective is for the acquirer to receive appropriate software and services, and to enabl¢ fair and
meaningful comparative evaluation of suppliers proposing different softwate solutions, suppliers $hould be
directed ffo submit proposals which address all the acquirer’s key reguixements. Thus, a supplier whose own
productir service does not satisfy a key acquirer requirement is diteeted to identify a way the requirement
can be saftisfied.

For exanlple, services or an additional piece of software, hardware, or custom development from a[separate
supplier ¢an be needed to fill the gap. The main supplier canarrange with a supplemental supplier tp provide
the additfional items as a vendor or subcontractor to the.main supplier or as a co-contractor with whom the
acquirer fis required to contract separately.

While th]s document primarily anticipates evaluation of competitive proposals for supplying products and
services fo meet the acquirer’s needs, acquisitions for a variety of reasons often are “sole source’l wherein
a single gupplier is considered. Chances of\a%ole source acquisition succeeding are enhanced by following
procedures similar to a competitive selection. That is, the acquirer defines its requirements, theg supplier
proposed to satisfy them, and the acquirer evaluates the adequacy of the supplier’s proposal and engages the
supplier pnly when the supplier’s proposal is found adequate to meet the acquirer’s requirements.

7.3.3.3 [ Reference to external supplier/product evaluations

Periodicdls, books, and websites frequently publish reviews of various suppliers and their software products.
Such reviews can be helpful for suggesting areas to evaluate more closely; but such reviews should not be
the primary basis for the acquirer’s evaluation of a supplier’s proposal. The review has no accountability, nor
is there gny reliable'way to assure its applicability to the acquirer’s situation or supplier’s actual prjoposal.

Acquirerp may/request prospective suppliers to provide references, who predictably tell only gbout the
supplier’s favourable side. A more informative technique is to request a list of all the supplief’s recent
clients for products and services like those being proposed, who have agreed to be contacted, and then
have the acquirer choose which clients from the list to contact for references. Information from references
can be helpful in judging the extent to which the supplier’s depiction of some situation matches the
acquirer’s perception of it. Reference information can be especially relevant in making judgments about the
responsiveness, attention to quality, and ease of working with a supplier. However, the fact that a reference
found the supplier’s product satisfactory for the reference’s purposes is not sufficient for assuming the
supplier’s product is satisfactory for the acquirer’s purposes. Often information from a reference describes
more about the reference than the supplier. In addition, acquirers should not read meaning into a client’s
refusal to provide a reference, since many organizations have policies against giving references or other
business reasons for declining.
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Many acquirers spend considerable amounts of time and money visiting supplier facilities. Such visits
often fail to provide any information which is relevant for evaluating the supplier’s proposal, particularly
when the supplier’s developers work virtually; and judgments based upon visits concerning the supplier’s
suitability are often unreliable or inconclusive. On the other hand, visits to the supplier’s existing customers
can be more instructive. However, clients the supplier identifies for site visits can be unrepresentative of the
supplier’s full client base.

7.3.3.4 Uses of bidder’s conferences

After releasing an RFP to prospective suppliers, an acquirer may invite all the prospective suppliers to a
supplier (bidder’s) conference where the acquirer explains the RFP and answers prospective suppliers’
questions. While such multi-person conferences can facilitate communications and expedite identification
of needefl clarifications, bidder’s conferences also can have several drawbacks. Acquirers may, [take less
care preparing an RFP on the assumption that verbal communications at the conference will make up for
the RFP’$ shortcomings. However, taking sufficient care preparing the RFP is more reliable; sinfe verbal
communjcations are often unreliable and need to be captured in writing anyhow, so all prospective suppliers
receive the same information even if they are not present at the bidder’s conference.

In-person bidder’s conferences especially can incur significant expense which the supplier passeq along to
the acquirer. Prospective suppliers can feel obligated to attend lest their absefce’be used againsf them in
evaluatiqns of their proposal. Suppliers have been known to veil sales presentations in the form of questions;
and acquiirers often make subjective judgments about suppliers basédon their bidder’s cqnference
behaviours. Such impacts can be reduced by encouraging submissiofi<of written questions pripr to the
conferenfe and holding it electronically.

7.3.3.5 | Trial use of proposed software products

Often prespective suppliers offer the acquirer the opportunity to install the supplier’s product fpr a trial
period. (nce the acquirer has expended the effort installing and learning the proposed software,|and as it
becomes|familiar, it can seem like the preferred way, such software should act. Consequently, it cap be hard
to evalugte other competing proposed software gbjectively unless the acquirer is able to engage in trial
use or d¢monstrations of each competing supplier'in the competitive range. Even then, the firsf product
trial often gains an advantage, so it can be instructive to conduct a second trial of the first product after
completihg trials of competing products.

7.3.3.6 | Avoiding overemphasis on certain aspects

An accepfable supplier’s proposal'should meet the acquirer’s business and technical requirements, [ncluding
the supplier's credibility, before the proposed price is considered. To help avoid the common ftendency
to look fjrst at price, a suggested practice is to direct suppliers to submit the pricing of their |proposal
separately from the proposal content and keep evaluators unaware of such price information. Thelacquirer
should fifst evaluate all‘proposals without regard to price, and then compare the price-performarce ratios
of all prdposals. Moreover, when comparing prices, the evaluators should normalize the various guppliers’
proposalg. For exainple, if a proposal lacks one or more items of functionality of value to the acquirer, for
purposeq of the-evaluation the acquirer may add the estimated cost of obtaining such items of fun¢tionality
from an 3lterndtive source to the supplier’s price. An alternative is to require suppliers to identify ways and
prices tolfill'\gaps in their own product or service.

Many proposal evaluators base their evaluations on supplier reputation or their judgments about the
supplier’s proposed methods and plan of work. Evaluators can need training to make such judgments
reliably. Such judgments can be biased when based upon information from other sources which are not part
of the supplier’s proposal and which the supplier was not even aware of.

When proposing services, suppliers commonly identify the backgrounds of personnel who are likely, and
sometimes promised, to perform specific roles. Proposal evaluators make judgments about how well they
expect the proposed personnel to perform; and concerns thereof can be communicated to the prospective
supplier. Except where the participation of particular supplier personnel is a key element in the supplier’s
selection, or where there are valid reasons for excluding particular supplier personnel from participating,
the supplier alone should determine its staffing and direction of its staff. Giving feedback about suitability of
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particular proposed supplier staffis not a license to dictate the supplier’s staffing and methods. The supplier
has control over how it staffs and manages its work, consistent with applicable laws and regulations.

7.3.3.7 Maintaining supplier’s burden of responsibility

Acquirers can evaluate supplier proposals in a way that unwittingly undercuts the supplier’s responsibility
for the suitability of their proposed software. This occurs in the typical acquisition sequence of events: the
acquirer states its requirements, the supplier describes its software product and service solution, and the
acquirer determines whether the proposed solution can satisfy the acquirer’s requirements and provide
desired business benefits/value. This makes the acquirer, not the supplier, responsible if the supplier
supplies the proposed solution but it fails to satisfy the acquirer’s requirements. To avoid such an undesired
outcome, the acquirer shall define its business requirements; and the supplier shall state explicitly that its
proposed solution does satisfy the acquirer’s specific business requirements.

7.3.4 Alternative evaluation techniques

The traditional scoresheet evaluation approach can be time-consuming and expensive, espgcially if
evaluatols misunderstand and thus mis-score aspects of the supplier’s proposal. Ligss easily recognized is
that the fraditional scoresheet evaluation can remove a supplier’s responsibility for its software |- exactly
oppositefthe effect acquisitions and such evaluations are presumed to provide,If@supplier says they provide
a given r¢sult but fails to do so, the supplier generally can be held responsiblé.©n the other hand, iffsomeone
else inferjs the supplier will provide a given result; but the supplier is not ablé to, the supplier’s resppnsibility
can be cqntested.

In the tyJpical traditional scoresheet evaluation, the acquirer descvibes its requirements in the|RFP, the
supplier |describes the product or services it proposes to provide, and the acquirer’s evaluat¢rs make
judgments as to whether or not they think what the supplier proposes is likely to produce the dcquirer’s
desired pesults. In such a situation, the supplier can be held responsible only for providing the promised
products|or services, but not whether they in turn provide the benefits and value the acquirer expdcts.

An alternative approach which helps keep the supplier’responsible has the supplier’s proposal deqcribe the
proposed overall approach to satisfying the acquiret’s requirements and then indicates for each requirement
whether the supplier satisfies the requirement and the relative degree of risk thereto by stating whether:

a) aprdgposed existing software product.satisfies the requirement;
b) aprdposed existing software product is customized at no additional cost to satisfy the requirement;

c¢) an ephancement at additional charge satisfies the requirement; separately describing the pfoduct or
service enhancement in the proposal and listing its additional price in the separate pricing part of the
proppsal;

d) an alternative is preposed; separately describing it and explaining why it should be acceptabple in the
proposal and listing any additional price for it in the separate pricing part of the proposal;

e) therequirement is not satisfied.

By statinjg €ach 1nd1v1dual requ1rement asa dehverable capability that the suppher commits to delivering,
there ard no 1gplier can
be held respon51ble for thelr promlsed prov151on of needed capabllltles The same approach applies to
“non-functional requirements” (or “ilities”), such as performance, security, usability, reliability, and
maintainability; and typically, RFPs additionally may request information about the supplier’s procedures
for satisfying such capabilities.

Suppliers whose own products or services cannot satisfy a particular acquirer requirement are encouraged
to find and propose work from other suppliers who can satisfy the requirement. Such arrangements can
take the form of subcontracting or other agreements with additional suppliers.

This technique provides three advantages. First, the burden of responsibility stays with the supplier since
the supplier is promising to satisfy the acquirer’s respective requirements, which can make it easier for the
acquirer to establish supplier responsibility for failures of the software or service to meet the acquirer’s
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need. Second, relative risk is reflected in each response, wherein an existing product that satisfies a
requirement is the lowest risk because it is currently observable. No-charge customizing reflects a slightly
higher risk, whereas enhancement for an additional charge incurs greater risk. Suggested alternatives can
represent a range of risks which the acquirer assesses based on the alternative’s specifics. A requirement
that a supplier does not propose to satisfy is not a risk but rather a certainty that the acquirer does not
receive desired capabilities. By making specific risks more apparent, there can also be opportunities to
negotiate actions that reduce the risks or language in the contract that additionally allocates such risk to
the supplier. Third, by not having to figure out what the supplier is proposing or judging it, the acquirer can
more reliably evaluate the proposal’s responsiveness in very little time.

7.3.5 Information to aid proposal evaluation

With the| scoresheet approach, evaluators sometimes include additional scoresheet items which|they use
to make judgments about a supplier’s response to some related question in the RFP. Often these questions
can be rgworded and included in the RFP for the supplier to respond to explicitly. This can)great]y reduce
evaluatidn effort and evaluation errors due to the evaluator’s misunderstandings.

Where the supplier performs customization development or other services, the supplier should provide a
detailed work plan briefly describing tasks, expected start and end dates, relevant’dependencies| delivery
schedule| and other pertinent information (such as things to be provided by thé acquirer) that|together
produce |software or services that satisfy the acquirer’s requirements. Thé supplier can also|describe
particuldr methods, such as their approach and experience in agile method§ or familiarity with the 4cquirer’s
software|development policies and procedures.

Where the supplier is proposing ongoing operations, maintenance_er’support services in conjuncfion with
or separdte from the supplier’s proposing to provide related software products, the acquirer shoulfl request
a descripgtion of measurable results and service levels and to propose methods for the acquirer to monitor,
evaluate|and address the adequacy of such services.

The acquifirer should not prescribe specific tasks but canrlook for expected tasks in the supplier’s description
of their ﬁork plans. For instance, much can be learnéd-from the supplier’s own intentions regardirlg project
management activities, quality assurance, testifig, planning, design, execution, reporting, cprrective
activitied, and retesting.

Regardlefss of whether the supplier proposes-subsequent maintenance of its software product, thg¢ supplier
should identify types of warranty issuesto be corrected without additional charge to the acquirer. pimilarly,
supplierq of OTS and SaaS products should describe and commit to regularly released product updates that
typically|go to all users of a proposed;software product.

The evalpiator evaluates the reasonableness of the supplier’s proposed approach for meeting the gcquirer’s
requirenjents, not whether itis the way the evaluator would do it.

The suppglier usually is requested to identify and provide biographical information about key perponnel to
be assigred to work«n‘the project. Generally, the supplier has full control over determining who |staff will
be and what they-work on. The acquirer’s main concern should be that the supplier has sufficient suitable
resourcef to carry-out the supplier’s proposed work plan. In limited circumstances, an acquirer may indicate
that a pafticular individual, or type of individual (such as to avoid conflicts of interest or security ¢oncerns)
should nptiBe involved, but usually cannot specify who should be involved. An exception occurf when a
particularimdividuattras Tecognized unique skittsanmdexpertise;and tirat imdividual s involvenrent is a key
basis for selecting a specific supplier. The RFP should specify if identified key personnel are required to
be committed to the project or are included in the proposal as typical, and whether the key personnel are
currently employed by the supplier or will be engaged upon contract award.

Financial information can be requested from the supplier, such as their latest audited financial statement.
The acquirer should have evaluators who can interpret financial reports and predict the viability of the
supplier over the initial term of the contract. Recognizing the questionable accuracy of such predictions,
another approach is to include in the RFP questions requiring the proposer to identify financial, legal, market,
or other situations that constitute a risk affecting the supplier’s ability to deliver the proposed software or
services. Suppliers’ inability or unwillingness to disclose such risks can be an added basis for evaluation.
Where questions arise, the acquirer’s evaluators may seek further information and clarification from
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a prospective supplier. Where such questions and related answers are also relevant to other prospective
proposers, an amendment to the RFP pertaining to the identified topics may be issued, with an extension to
give suppliers additional time to respond with modifications to their proposals.

The acquirer’s evaluators prepare preliminary evaluation scores for each proposal based entirely on the
written proposal as adjusted to address supplier answers to questions and clarifications. Suppliers whose
proposals do not appear capable of satisfying the acquirer’s requirements may be excluded from further
consideration, and so notified at this point. However, the acquirer should keep potentially suitable proposals
in consideration until a formal contract has been executed with a selected supplier.

7.4 Selecting the supplier

7.4.1 (eneral
The acqujirer should carefully and critically review each proposal for the following:

a) the rhagnitude of the effort required to fill any gaps between such proposed software or seryices and
the dcquirer’s requirements as stated in the RFP;

b) the nisks associated with the proposal (strategic, technical, commercial and environmental, s¢cial, and
govefnance-ESG, among others) including with respect to the effort to fillany such gap;

c) the extent to which implementation will require business process chatige other than any thatig part of a
desiffed transformation;

d) the tisk allocation reflected in the prospective supplier’s concerns about and suggested cHanges to
the acquirer’s proposed contract terms and conditions, (ficluding representations, warramties and
indemnities;

e) the price and the risk that the price will increase<over time, including cautions when a gupplier’s
proppsed prices are much higher or lower than.the average of all proposed prices, noting that both
higher- and lower-than-typical prices may reflect'superior solutions.

Memberqd of the acquirer’s procurement team’ responsible for the selection of the suppliefr, or for
recommgnding a supplier or suppliers to a sénior executive, should work to achieve a consensus view of the
supplier pr suppliers that are most advantageous to the acquirer. Once such a view is achieved this group
should pfepare a summary of its analysis-for presentation to executives and to create a record regajrding the
decision.

7.4.2 Hvaluation of information not in the proposal

Traditiorjally, much of an _evaluation is based upon factors other than the supplier’s proposal| Starting
with prefqualification te-receive an RFP, considerable attention often is paid to the supplier’s r¢putation
and prespmed capabilities ascertained from sources other than the supplier’s written proposal.{Annex A
presents{numeroustopics often used for consideration in evaluating suppliers and software.

For exaniple, prospective suppliers can be invited to demonstrate the software they are proposing gnd allow
site visity £@’supplier or client facilities. In addition to the acquirer’s own expenses for these actiyities, the
winning suppher'scostsendup being passedatong totheacquirer—Theattermatives describedbelow can
reduce these impacts.

Visits to supplier or supplier client facilities add time and cost to an evaluation. Too often such visits provide
little additional reliable information that aids the evaluation; and frequently information that visits provide
can be obtained in other less costly yet often more reliable ways. The increasing prevalence of supplier
personnel’s remote working makes it easier to recognize why and when acquirer site visits can be unlikely
to provide added value offsetting their added cost.

Many evaluations rely extensively on supplier demonstrations of proposed products to understand what
the supplier is proposing. Not only are demonstrations expensive and time-consuming, they often create
an unreliable understanding of the proposed software. A demonstration provides a very limited view of the
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software yet can include too much information for an observer to comprehend. Moreover, demonstrations
almost always avoid revealing areas of concern. Consider limiting demonstrations to suppliers whose
proposals already have been evaluated as suitable for acceptance; and use demonstrations to confirm
understandings rather than create them.

7.4.3 Additional requested information

To reduce both the acquirer’s and suppliers’ time and effort, the following activities should be restricted to
a small number of “finalists” advantageous proposals which evaluation indicates are capable of sufficiently
satisfying the acquirer’s requirements. The purpose of these activities is to confirm the evaluators’
understanding of the respective proposals and determine a level of confidence in the supplier’s claims that
their proposal satisfies the acquirer’s requirements. In the light of such additional information, evaluation
scores bgsed on written proposals can be discounted, even to the point of determining that a prpposal in
fact is unlikely to satisfy the acquirer’s requirements. That proposal may be excluded, or its authdr may be
requestefl to revise their proposal accordingly and submit it to re-evaluation.

The RFP jusually requests each proposer to provide references. Specific comments can-be instructjve about
aspects ¢r features of the software that the reference found especially easy or hard to use, errpr-prone,
ineffectiye, poor performing, or useful. Some of the most valuable reference comments describe experiences
working with the supplier and supplier personnel, such as speed, perseverancegand adequacy of regponse to
problemg and questions.

Supplier demonstrations of proposed software can be limited to prop@sals which have been evaluated as
likely adyantageous to the acquirer. The demonstration is to confirm.the proposed software works as the
acquirer’s evaluators expected it to work, both with respect to subjective judgments of factors such as the
softwarefs usability and in accordance with the capabilities claimed in the proposal. Third-party reviews
of produfts by authors not involved with the current acquisition and references’ comments dbout the
supplier’s products often indicate aspects of the software tobe sure to have demonstrated. Expecfed users
of the software should observe the demonstration alongwith proposal evaluators; and where possible the
expected users should try out the proposed software.to evaluate its usability and general suitdbility for
their work.

Ordinarily proposers demonstrate their proposed'software at the acquirer’s site. Alternatively, the dcquirer’s
evaluators, including some expected users of-the acquired software, can visit the supplier’s or a §upplier’s
client’s f4cilities to observe the proposed software in actual operation. Since such visits incur signifirant time
and expgnse, they should be undertakemonly when they provide sufficient additional needed infprmation
that canrjot be obtained more economically in other ways.

For existling products, access td_a'complete or representative set of user and operations docunentation
(information for use) should @accompany the supplier’s proposal. This is the simplest and most in%rmative
way to cpnfirm such documientation exists and evaluate its suitability. These materials should agcurately
reflect tHe way the dempnstrated software works. For software the supplier is developing, it can Qe helpful
to requegt samples of documentation the supplier has produced for other custom development.

For large, complex; and unique custom software acquisitions, and for maintenance services, it can
be apprdpriate-t0”request proposers to provide samples of their work to demonstrate their ftechnical
capabilitjes, Work samples should be protected with NDA and restrictions on reuse. However, sgmples of
work thel supplier has done for other clients can be less relevant to the current acquisition. Then|it can be
instructive to request a proposer to develop a small piece of software to perform some challenging function
of the software being acquired.

After discounting for supplier claims in the written proposal which are not supported by additional evidence
and adjusting (and re-evaluating) for supplier proposal additions and corrections, proposal technical scores
can be combined with proposed and adjusted prices to produce a performance/price ratio for each “finalist”
proposal. The proposal with the most favourable performance/price ratio should be tentatively selected,
and final contract negotiations should be initiated with its proposer. If a formal contract cannot be executed
with the selected supplier within a reasonable time, the supplier with the next highest performance/price
ratio can be engaged and so forth, so that a formal contract can be executed with a supplier whose proposal
satisfies the acquirer’s requirements. If a satisfactory formal contract cannot be executed with any suitable
supplier, the acquisition can be terminated.
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7.5 Negotiating the contract

7.5.1 General

c) Establish and maintain an agreement.

4) Negotiate the agreement with the supplier.

5) Update the agreement with the supplier, as necessary.
[ISO/IEC/IEEE 12207:2017, 6.1.1.3]

Negotiations occur between acquirer and supplier representatives who have final negotiating authority,
often wi i iali j i experts,
or other jadvisors. Negotiations should be based upon the existence of adequate written specifi¢ations; a
definition of the obligations and responsibilities of the supplier and acquirer; the time frames.in which the
work is tp be accomplished, and a balance of the responsibilities, risks, and benefits to both.partied.

The negqtiating process is intended to identify any problems and misunderstandings,-examine [potential
uncertainties, allocate the risks, and protect both parties. Review comments fromibusiness, finance, legal,
procurement, and technical stakeholders should be consolidated for negotiatiofi. reference. The following
aspects ghall be agreed and documented when negotiating the contract:

a) amepns of resolving disputes;

b) investing a minimum amount of funds before the quality of\the supplier’s work or pfoduct is
deménstrated;

c) a mgximum total price, payment amounts, or total value' of the contract, adjusting the|contract
consjderation in accordance with the custom-developed{OTS, or SaaS acquisition model;

d) the right to use intellectual property of acquired ‘Software and the remedy process if infellectual
propkrty infringement occurs on the acquired seftware to protect the acquirer's product delivery;

e) consjstency with the acquirer’s acquisition pglicy or strategy and related or previous contract$;

f) means of transitioning to supplementary*contracts for operations, maintenance, or support services
that p supplier is to provide for acquired software;

g) defijing the process of invoking and escalating urgent or critical events such as delivery|schedule
slippled, critical quality issue,payment delay, or excessive response time, to the supplier maagement
for prioritization and resolution.

If negotidtions with the seletted supplier fail to produce a contract that assures delivery of a quality product
on time dnd properly supported, the acquirer should open negotiations with an alternate supplier.

If the acquirer canndt*within a reasonable amount of time execute an acceptable formal contraft with a
supplier,| the acquirer can terminate the acquisition. Furthermore, the parties should apprpach the
negotiatipn as<a‘process pursuant to which they can work together to find mutually acceptable [solutions
to commjon, problems. By being empathetic and attempting to understand the other party's npeds and
positiong, each should think about the extent to which they can meet the other’s needs without materially
compromising their own. Once an 1ssue 1s 1dentified, the acquirer and supplier should attempt to narrow or
reduce its scope and impact by quickly identifying any parts that can be agreed and then working together
to resolve remaining differences.

NOTE Detailed requirements for content of a contract are presented in ISO/IEC/IEEE 15289:2019, 10.12.

7.5.2 Additional negotiation considerations

The purpose of negotiation is to identify issues and risks that can arise during the term of the contract
and resolve them or agree to the processes to be used to resolve them. The traditional approach typically
treats contract negotiation and execution as an additional activity creating a contract document separate
from the supplier’s proposal. Although the supplier was ostensibly selected based on their proposal, such
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negotiation can result in an executed contract between supplier and acquirer that does not reflect what
the supplier proposed or the basis for the supplier’s selection. While the supplier’s proposal ordinarily is
incorporated by reference in the final contract, it often is more for historical contextual purposes than for
defining the supplier’s resulting contractual commitments. An alternative approach described below offers
the opportunity to reduce negotiation time and effort while also keeping the formally executed contract
faithful to the supplier’s proposal.

Since a contract is formed when the acquirer accepts the supplier’s proposal (offer), contract negotiations
can be viewed as a process mainly of modifying the supplier’s proposal until it is accepted. Thus, most
negotiations should take place prior to supplier selection, and be reflected in proposal modifications such as
clarifications, demonstrations, or provision of additional information. An added benefit is that the acquirer
is likely to have greater leverage before rather than after selecting a supplier. Since some suppliers can
be reluc%ant to invest time and resources negotiating until they have been selected, characterizing such

activitieq as clarification or providing additional information can help overcome such resistance; Nloreover,
the acquirer should make clear that ease of working with a supplier is a critical factor in selecting g supplier.

The timg, effort, and impact of such negotiations can be reduced often considerably by"anticipgting and
addressipg such issues in the RFP. By incorporating requirements in the RFP concerning topics tht usually
are the s@ibject of negotiation so that the supplier addresses them in their proposal, mitich of the fina] contract
can be adhieved without extra negotiation effort. Since some questions and need for changes invarjably still
arise, th¢ RFP should state explicitly that the agreement between the acquirer and the selected supplier
is not forjmed until a formal written contract has been executed. However, the bulk of the formall contract
should b¢ the selected supplier’s proposal, as modified by clarifications and-additional information [provided
prior to tentative selection. Negotiations following tentative propesal*selection should deal with minor
details, rpther than content that goes to the heart of and can ever.cenflict with the basis of the §upplier’s
selection

The acqyirer may also negotiate and execute contracts with additional suppliers arranged by fhe main
supplier fo provide capabilities the main supplier indicated\it cannot provide.

If the supplier proposes to provide both a software product and ongoing services relating to the product, it
can be advisable to split the contract into:

a) a sedtion dealing only with the software product which is satisfied by the acquirer’s acceptarce of the
deliviered software product;

b) asedtion dealing with subsequent.related services which continue in force for a length of timg and are
subjéct to definition of services)kequired performance levels, and remedies specified in thaf] contract
sectipn.

7.5.3 Ipformal letter of understanding (LOU)

Some acquirers and suppliers prefer to rely on a brief and somewhat general letter of understanding (LOU)
memo of|understanding (MOU), agreement in principle, or similar document, rather than typically more-
ive formally executed contracts. An LOU usually can be drafted and agreed upon in less tifne than a
iled andformally executed contract; and the parties agree that an LOU increases their flexibility.
Often an [LOU(is' meant to indicate that a more thorough formal agreement is forthcoming, but freqyently the
parties iptédd the LOU to be their agreement. When everything in the acquisition proceeds as explected, an
LOU can ; ; i TSTt TffT fes, frequently
regarding areas the LOU fails to address or address adequately, in which case relying on an LOU can
contribute to difficulties.

A related type of issue can occur when time is of the essence and the parties rely on an LOU for the supplier
to begin work before the acquirer has engaged the supplier to do the work. Such an LOU usually states that
the acquirer anticipates the supplier will be engaged to do the work. If the supplier later in fact is so engaged,
the technique has served its purpose to speed delivery. However, if the supplier is not engaged later or is
engaged differently from the way the LOU anticipated, disputes and extra costs often can arise.
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7.6 Assessing and managing risk

Most evaluation and contracting risks originate in the RFP or relate to basing evaluations on unreliable
information. Such risks can be reduced by confirming relevant topics for evaluation are identified in the RFP
and included in supplier proposals in formats that avoid misunderstandings while facilitating evaluation.

7.7 Performing verification and validation (V&V)

Comparing the findings of multiple evaluators is an often-effective method for detecting and resolving
evaluation anomalies. Demonstrations of proposed products and information from those familiar with
proposed products and services help identify the degree of confidence in the supplier’s claims in their written
proposal. The measure of evaluation effectiveness is the extent to which delivered software products and

services
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Figure 5 —Implementation and acceptance sub-process

Somewhat different processes are followed depending on whether the supplier is engaged td provide
software|products or services that can be considered complete upon delivery or ongoing continuoug services
that are pot fully completéd until expiration of a covered period of time. Delivery can be accomplished by a
series of partial deljveties until the full delivery is completed.

The acquirer shall.evaluate the acceptability of the supplier’s delivery and report to the supplier {ssues for
the supplier to,address, which remain subject to acquirer acceptance. Upon the acquirer’s full ¢r partial
acceptanfelof the suppller S dehvery, the suppller is entitled to payment p0551bly ad]usted to refl( ct issues

- s 35 - llow the
acquirer to hold back some portlon of total payment until final completlon of the suppllers contractual
obligations.

For services which are intended to be delivered over some period of time, methods and procedures can be
defined for ascertaining acceptability of such services on an ongoing basis as they are delivered, thereby
entitling the supplier to pertinent payment; but the supplier’s full contractual obligations are not satisfied
until the end of the specified period of time for which the supplier is engaged to provide the software
services.

For operations, maintenance, or support services relating to acquired executable software, the
implementation and acceptance of the executable software do not also include acceptance of services
the supplier is engaged to provide after acceptance of the executable software. Typically, such services
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are considered the subject of a separate contract which takes effect upon acceptance of the applicable
implemented executable software products.

8.2 Outcomes

8.2.1 Outcomes of evaluating supplier performance
The outcomes of evaluating supplier performance are as follows.
a) Required software or services are provided in an acceptable state and time frame.

b) Objective performance measures are collected, available for review, and used to evaluate adequacy of
the sjupplier’s performance and of the delivered software or services.

c) Issugs affecting implementation success are identified and addressed appropriately.
d) Acquirer objectives are achieved.

e) The pdequacy of the acquisition process is evaluated to identify improvements$;to be made dpring the
current implementation or in future acquisitions.

8.2.2 (utcomes of software acceptance
The outcpmes of software acceptance are as follows:
a) Adetailed acceptance process is defined;

b) Detajled definitions of tests or evaluations are available*to demonstrate satisfaction of adceptance
criteria;

c) Acceptance tests or evaluations are performed:

d) Defefts and deficiencies to be resolved prior tgZacceptance are identified;

e) Identified defects and deficiencies are resglved or a plan to resolve them is agreed upon;
f) Supplied software or services are accépted;

g) Upon final acceptance, any remaifiing amounts due to the supplier are paid and the contract isclosed.

8.3 Implementing software or services

d) Monljitor the agreement.

1) Assgss the execution of the agreement.

2) Provide data-néeded by the supplier and resolve issues in a timely manner.
[ISO/IEQ/IEEE32207:2017, 6.1.1.3]

The mair] activity of this sub-process involves the supplier doing what the contract requires to implement its
proposed software and services. Thus, the supplier is primarily responsible for identitying, performing, and
managing the supplier’s activities.

In addition to performing its own retained responsibilities, such as providing required resources to the
supplier, the acquirer shall determine that the supplier’s overall performance under the contract fulfils
the acquirer's requirements. In general, the acquirer does not have authority to manage or supervise the
supplier’s work practices but is well-advised to monitor the supplier’s work output and take relevant actions
to assure that the supplier is delivering acceptable work products in accordance with the schedule and
contractual agreement. Agreed-upon measures and metrics can aid in such monitoring. For instance, if the
supplier is obligated to use a standard method or life cycle model, mechanisms should be included to track
the supplier’s performance against such obligations and identify cases of non-performance (or superior
performance where incentives are involved).
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If non-performance is identified, the acquirer shall discuss with the supplier the reasons for and potential
consequences of it, as well as corrective and preventive actions the parties can take so that it does not occur
again. This approach is designed to increase acquisition success and limit the prospect that the acquirer has
to apply the remedies available to it under the contract.

The RFP, the supplier’s proposal and the resulting formal contract should provide for several techniques to
assist in mitigating non-performance issues, including:

identifying a single, senior supplier executive who is responsible for the relationship with the acquirer;
this project executive should have authority within the supplier to address acquirer concerns including

lier performance issues and be readily available to the acquirer;

bquisites for each such task and the dates by which such tasks are to be performed;

wing periodic, detailed supplier reports showing objective measures of progress to d
identification of impediments to progress and steps taken to address such impédiments
bmes;

ifying a single acquirer point of contact to deal with the supplier on,all“matters relat
bment; the acquirer contact should have decision authority or readyr access to critical
er's that represent the acquirer;

'ts;

'ding and tracking the resolution of problems, issues and ‘eohcerns;

ved to both parties’ satisfaction at such meetings)so that all problems, concerns and i
ified, analysed, managed and controlled to resolution;
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8.4 Evaluating and accepting software and services

8.4.1 Developing plans to evaluate and accept software and services

'mining incentives for superietsupplier performance and reduced payments to the sypplier in

dates set

in the contract. Such payment adjustments are intended to maximize supplier manggement’s
on avoiding or remedying performance failures and are not intended to be punitive. Acqordingly,

, 10 % to
formance

pplicable
supplier
rnatives.
al or the

e) Accept the product or service.
1) Confirm that the delivered product or service complies with the agreement.
[ISO/IEC/IEEE 12207:2017, 6.1.1.3]
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The acquirer shall identify conditions for determining acceptability of the delivered solution software
or services prior to accepting, paying for, or using them. Effective acquisitions encourage the supplier
to perform suitable quality assurance and testing prior to delivery and frequently also provide for the
acquirer’s participation or auditing the supplier’s testing prior to installation. The acceptance criteria and
anticipated methods of evaluating the delivered solution prior to acceptance should be described in the RFP
to help the supplier deliver a solution that in fact is acceptable.

Requirements should be identified in the RFP and the contract for handing over, installing, and assuming
operational, maintenance, or support responsibilities for delivered solutions. Responsibilities for operation,
support, and maintenance of acquired software should be identified explicitly. Supplier obligations for
ongoing maintenance and support should be identified and typically include what is covered by warranties,
help resources, and periodic maintenance releases. In turn, such supplier obligations generally do not extend
to softwdre modifications made by or on behall of the acquirer by other suppliers.

Where the selected supplier is to provide ongoing operational, maintenance, or support seryvicgs for the
delivered software, the nature and procedures for such services should be described additionally in the
selected gupplier’s proposal and become a separate part of the contract when agreed updn; Such serjvices are
addresseld more fully in the operations, maintenance, and support sub-process (Clause 9).

8.4.2 Defining acceptance criteria and procedures

8.4.2.1 | General

Based o1} the type of requirements, the acquirer should identify the criteria and methods by wWhich the
acquirer [intends to determine the acceptability of the products afid services the supplier deliver§. Typical
methods|for demonstrating the achievement of acceptance criteria include user acceptance tegting and
quality eyaluations of delivered products and services.

Proceduifes for accepting a software product that is delivered in a single delivery or series of ihdividual
deliveriep can differ from acceptance of software serviges that are delivered continually over somespecified
period of time. For the former, satisfying acceptarice criteria completes the supplier’s obligatijons with
respect tp pertinent deliverables. However, for thelatter the supplier’s satisfaction of contractual ofligations
is only pgrtial until the full term of commitment has been completed.

8.4.2.2 | Distinguishing between supplier testing and acquirer testing

Throughput the supplier’s software gr service implementation, the supplier should be performing testing
which, d¢pending on the contractand product, can include unit testing, component testing, systerh testing,
performgnce testing and the like:-The supplier should make the evidence and results of such tests|available
to the acquirer for regular review. So long as it does not interfere unreasonably with the supplier’s gctivities,
the acquTrer should be permitted to observe the supplier tests.

NOTE The ISO/IEC/TEEE 29119 series provides details of testing processes and procedures.

Deliverables including software or software services (including SaaS) are subject to acceptande testing
by or unfler thie-direction of the acquirer. Acceptance tests demonstrate the software or servicg¢s satisfy
acceptange crlterla Wthh in turn reflect the acquirer’s requ1rements 1nclud1ng for performance capacity,
safety, sdct support
acceptance testmg and prov1de the acqu1rer w1th reasonable 3551stance

8.4.2.3 Conducting acceptance review and test of the software

The objective is to demonstrate and confirm that the software and/ or services meet contract specifications.
Describing the full range of testing is beyond the scope of this document.

NOTE ISO/IEC/IEEE 29119-1, ISO/IEC/IEEE 29119-2, ISO/IEC/IEEE 29119-3, and ISO/IEC/IEEE 29119-4, and
IEEE Std 1012 provide more complete information and guidance on software testing, verification, and validation.

© IEEE 2024 - All rights reserved
48


https://iecnorm.com/api/?name=52aca68534b164fbf9fef838839b2bbe

ISO/IEC/IEEE 41062:2024(en)

Consideration should be given to the following when acceptance reviewing and testing the software or
service.

a) Acceptance criteria should be meaningful, current, and readily translated into executable test cases
demonstrating the acceptance criteria have been met.

b) Evaluations and tests should be conducted to detect the differences between existing and required
conditions and to evaluate the features of the software or service (e.g. conformance to specifications,
standards, accepted performance benchmarks, portability, or functionality).

c) Acceptance tests generally should be executed in a production-like environment by representative real
users to give confidence that the software or services will work adequately in production.

d) Acceptance tests generally exercise the entire system end-to-end and can also demonstrate,ipterfaces
with|other systems.

8.4.2.4 | Managing the testing process

The acqyirer should monitor that test skill, knowledge, and effort are applied to acceptance tesfs, which
provide gdequate confidence in the suitability of supplied software and services. When evaluating ajsoftware
product ¢r service, topic lists in Annex A can be helpful in suggesting factors'to-be considered along with
those spdcific to the acquirer and acquisition.

The acquifirer should capture the acceptance tests and test results in an.@bservable and reviewable form. The
acquirer [should compare actual to expected results, note exceptionS (defects), and determine appropriate
corrective actions with the supplier. The supplier should fix detected defects; and the acquirgr should
confirm that the defects have been addressed adequately and without creating additional issues| In some
situationg, it can be appropriate for the acquirer to acceptsoftware with noted defects and agrged-upon
dispositipns.

8.4.3 Accepting the software and services

e) Accgpt the product or service.

2) Provide payment or other agreed considéeration.

3) Accgpt the product or service from the'supplier, or other party, as directed by the agreement.
4) Closk the agreement.

[ISO/IEQ/IEEE 12207:2017, 6.1.1,3]

The conttact shall provide foracceptance of the software or services. The purpose of acceptance is

a) to prjovide the acquirer’/one last opportunity to assess the quality of the software or servicq and any
implementation thereof against standards set forth in the contract or agreed by the parties after
execfition of theycontract;

b) if th¢ acquirer'determines that the software or services meet the standards therefore set foith in the
contractfelevate the software or services to production.

Acceptarnteetypicaltyeutsoff theacqttirer’sremediesfordefectsand-defictenciesdiscoveredafteracceptance
except to the extent such defects and deficiencies are covered by a warranty set forth or referenced in the
contract.

Acceptability can be evaluated by analytical means or executable acceptance tests. Such evaluations and
tests are facilitated by identifying in the RFP acceptance criteria that such evaluations or tests demonstrate.
The supplier can question and suggest alternatives which can lead the acquirer to amend its description
of acceptance criteria in the RFP. Similarly, the supplier’s proposal can be modified to reflect negotiations
concerning the carrying out of acceptance testing or evaluation.

Ordinarily, a supplier is given a reasonable amount of time to address and correct acceptability issues. In
some instances, the acquirer may agree to accept the software or services conditionally despite identified
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acceptability issues. Typically, the supplier is given additional time to address and resolve issues while the
software or services are being used in production by the acquirer. Impacts on the acquirer may be reflected
in adjusting timing or amounts of payments due the supplier.

When the software or services sufficiently satisfy acceptance review and testing, the acquirer should accept
the software or services. The acquirer’s acceptance of all supplied software usually constitutes completion
of the supplier’s contractual responsibilities and entitles the supplier to receive any remaining amounts due
for the software. However, a contract may require the supplier to correct latent defects in its software which
are detected post-acceptance. Such responsibility may be in the form of engaging the supplier to maintain
its software for a specified additional price, or it may pertain only to defects which are considered breaches
of the supplier’s warranty for the software and which the supplier agrees to fix without additional charge.

2

Impleme ; entation
obligatiohs are complete, and then the supplier’s obligation to provide ongoing software services e¢gmmence.
Typically} payment for implementation becomes due and payable, and subsequent periodic-¢hafrges for the
ongoing $aaS software services commence.

8.4.4 Hvaluating the process and identifying improvement opportunities

The purpose of the evaluation is to identify issues or concerns with the acquisition’ so that the acquirer can
improve |ts acquisition process in the future. The evaluation should include:

a) an eyaluation of the contract documents’ adequacy;

b) an agsessment of how well the delivered software or services meet the acquirer’s stated requjrements,
espefially issues that led to warranty fixes by the supplier oramaintenance changes that the|acquirer
requsts of whomever is responsible for subsequent maintenance;

¢) a defermination regarding whether there is a gap between the acquirer’s stated requirenmjents and
its needs, especially as indicated by experience using the acquired software or services, emphasizing
quality in use and user satisfaction;

d) the gctual amount of software maintenance.w6tk that is needed after the software or servicgs are put
into f1ise and analysis of their main causes;

e) identification of supplier performance leading to deficiencies in the outcome of the acquisition

f) an ejaluation of the efficiency, and effectiveness of the acquirer’s acquisition practices, jncluding
candiidly assessing from the supplier’s perspective the effects of the acquirer’s performange on the
suppllier’s performance.

The outcpmes of collecting and analysing such data include identifying ways to improve:

— acqujsition and contrdcting processes;
— requjrements identification and analysis;

— the specificacquired software or services;

— supplierfommunication and management;

8.4.5 Applying non-performance remedies

The acquirer and supplier should have a shared objective to deliver software products and services which
satisfy the acquirer’s requirements on-time and in-budget. In furtherance thereto, effective acquisitions;
include incentives for superior supplier performance as well as remedies for inadequate supplier
performance.

In general, non-performance is indicated by failure of the supplier’s deliverables to satisfy acceptance
criteria. Ordinarily, the supplier is given some time to correct deficiencies. Where full delivery cannot be
made acceptable, the acquirer may choose to accept and pay for parts of the promised software or services
which are acceptable. If the acquirer has to obtain corrective software or services, some or all of their costs
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can be assessed against the supplier, sometimes in addition to or instead of penalties or liquidated damages.
The conditions giving rise to such remedies and how to determine relevant amounts should be identified
in the RFP and are subject to questions and negotiation with an agreed-upon definition included in the
supplier’s final proposal and formal contract if the supplier’s proposal is accepted.

For operations, maintenance, and support services, the typical measures of supplier performance are service
levels and the typical remedy for failure to achieve service levels is service credits; that is, reductions in the
amount the acquirer is required to pay for the product or service. Other remedies include rights to terminate
the arrangement and, in some cases, seek a refund of amounts paid to date.

In some limited circumstances performance incentives can facilitate achievement of the shared objective of
providing quahty goods and services on-time and on- budget However, such incentives should only be used
when sup excess of
that reqyired under the contract actually generates meaningful Value for the acquirer. In other Words, the
acquirer [agrees to pay the contract price for performance as required under the contract,and“to|make an
payment for even better performance if that better performance was of value to-the“acqujrer.

As provigled in the terms of the contract, the acquirer and the supplier should have,the Tight to terminate
for mateyial breach and a right to terminate for convenience with due notice. Some)causes for tefjmination
include failure to satisfy payment obligations, failure to provide necessary infofmation or access|material
misrepresentation of facts. breach of the obligation not to use intellectual property except as germitted
in the agreement, and breach of the confidentiality obligations. The negotiated agreement shquld have
contractiial restrictions, such as liquidated damages and due notice, regarding termination. The|acquirer
should be prepared with alternate sources of supply when the contract performance is unsatjsfactory.
Mitigation techniques can be appropriate, such as cross-training acquirer staff and termination transition
procedutles to enable a replacement to assume the work.

Where the acquirer does not receive access to acquired software source code and related documentation,
the contyact should include a provision that requires the supplier to deposit with an escrow agept source
code, do¢umentation and other material deemed appropriate by the acquirer. Such escrowed naterials
become the acquirer’s property in the event of the supplier’s failure to deliver promised software. However,
it can be {ifficult to structure, and obtain supplier agreement, to a useful escrow for SaaS.

Contingehcy plans should be developed to use in the event the supplier fails to satisfy contract requirements
and the ¢ontract is then terminated. The eamplexity of the project and the risk in achieving the| contract
requirenjent should be considered.

Where the supplier has an ongoing relationship with the acquirer, such as for maintaining or operjating the
acquired|software, the supplier sheuld propose and include in the contract when acceptable a transition
procedurje to protect the acquirer/in the event at some point in the future the acquirer’s relationghip with
the supplier changes.

9 Acquisition of eperations, maintenance and support sub-process

rpose

The purpose ofthe vaUISltlon of operatlons malntenance and support sub process isto obtaln serfices and
delivery b » : ohjunction
with acquiring software products to which such services pertam Often, in connection with an acquisition
of executable software products, the acquirer also optionally engages the selected supplier to provide
operations, maintenance, or support services for the acquired software. This sub-process identifies common
considerations related to acquiring such services. While many of these considerations also pertain to
acquiring operations, maintenance, or support services for software which is not part of a recent software
acquisition, that is considered an acquisition of services as covered in 5.6.

NOTE The ISO/IEC 20000 series provides requirements and guidance for a service management system.
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Figure 6 summarizes the key activities and outputs of the acquisition of operations, maintenance, and
support sub-process. Although the specific services provided vary depending on whether they are for
operations, maintenance, or support, the processes for acquiring them are essentially the same.
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Figure 6 — Acquisition ofthe operations, maintenance, and support sub-process

Unlike tHe other major sub:processes, the execution of services covered in this sub-process does not take
place until after the software products to which they pertain have been implemented and accepfed. Such
subsequgnt operations, (maintenance, and support services normally continue for a specified term, which
can be if] multiple incfements or can cover the life of the products or services. These services uqually are
proposed in conjunction with the supplier’s proposal to provide the software products, pertajn to and
follow ugon acceptance of the software products, and are subject to a related but separately execut¢d formal
contract pbetween the acquirer and supplier. Service level agreements (SLAs) are typically a majqr part of
service cprtracts. SLAs should reflect the needs of the acquirer.

Certain aspects are common to the acquisition of the operations, maintenance, and support services and
should be identified in the formal contact, including:

a) covered services and service levels;
b) procedures for requesting additional or different services;

c) services for which an additional agreement, and typically also additional payment, are required, and
procedures related thereto;

d) roles and responsibilities of the acquirer in enabling the supplier to provide the services;
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actions with other parties providing related services;

actions with recipients of the services;

g) compliance with applicable laws, regulations, and standards;

h) providing and limiting secured access needed for the services;

i) reporting problems and issues with the services;

j)  evaluating adequacy of the services;

k) disputes regarding a provided service and methods for resolving them;

1) own
m) own
n) own
0) serv
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The exed

applicable services the supplier is to provide. The contract also identifies criteria for identif]
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works wj
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ership rights in products developed by the service;

ership or licensing rights for products acquired pursuant to the service;
ership rights to data involved in the service;

ce renewal procedures;

bdures for transitioning from the supplier upon termination of its seryieés.

uted formal contract specifies a relevant mechanism for identifying on an ongoing

ng to requests for services that are outside the scope ‘of ‘services covered by the
lier should perform and be paid for such additional sefvices only upon a contract ad
fion addressing them.

uted formal contract and additions or modifications also identify criteria for the ac
e acceptability of delivered services and proceddres and methods for dealing with detect
delivered services or with the terms of the contract itself. During the term of the service
ier is entitled to payment which can be based upon time periods or services delivered.

irer continually evaluates the supplier’s’ongoing performance, reports issues to the sup
ith the supplier to resolve the issues. If issues cannot be resolved or circumstances
addressed by the contract, the contract can be terminated.

tcomes

bmes of the acquisition of operations, maintenance, and support sub-process are the same

rvice transitions

ransitions 'deal with shifting operations from their current provider, environment, and

acted)supplier or from an existing supplier to a new supplier. Data can be converted to

pasis the
ying and
contract.
dition or

uirer to
ed issues
contract,

blier, and
hange in

as those

h the following addition: the need for and execution of suitable contract revisions are identified.

methods

rent provider and its environment and methods. This can be from the acquirer’s enviropnment to

different

Ceniputer programs can be modified to operate in a different hardware/software envifonment.

Additional equipment or software can support the transition or revised operation. Specialized staff can be
hired or trained. The supplier’s proposal should identify a service transition plan and required resources.
Transitions can incur related tax, legal, regulatory, finance, and other changes that the supplier’s proposal

should id

entify and address.

Service transitions can have varying levels of complexity with each having different potential issues that
should be addressed in a supplier proposal. Typical issues to be addressed include the following:

a) employees of the acquirer or a previous supplier to be engaged to continue to perform the operational
services that the supplier is taking over;
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b) gaininginformation and knowledge from those currently performing the operations, to become familiar
with existing operations, needs, and procedures to be retained, adapted, replaced or discontinued;

c) for anew operations environment, integration with and impact upon other existing operations;

d) ascertaining priorities for access to shared resources;

e) acqu

isition and ownership of related equipment or software;

f) third parties with whom new or modified contracts and procedures can be needed, such as for related
services;

g) definition of responsibility for acquiring additional. equipment or related services, licenses, maintenance,

and ¢wnership.

9.4 Op
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Validatio({ involves confirming the transition’s success befere the acquirer or supplier assumeg

9.4.3 (

Bug fixes
need to ¢
producti
rollback

Different

with such issues should pefactored into the acquirer’s proposal evaluation. Moreover, in developing]

it can be
service a
changes

alter con
critical s

erations

feneral

" and communication facilities, equipment, supplies, scheduling and/ranning computer
bftware, backup, and security, along with sufficient suitably skilled.staffing to conduct such
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ervice validation and testing

s responsibilities. Special areas of considerationinclude trial cutovers, final cutovers,
ns. In addition, procedures should be included.to continually monitor and assess the accy
 of ongoing operations. Clear roles and respensibilities should be defined to cover each of {
t addressed in the supplier proposal and sabsequent contract.

hange evaluation and management

and change requests produced during the maintenance and support activities can c
eploy new and modified software. Procedures should be established for introducing cha
bn operations, including detérmining that such changes are authorized appropriately an|
mechanisms when needed.

supplier proposal$:give rise to different transition issues, and the time, cost and risk a

important, but difficult, to candidly assess the organization’s capability to utilize a new p
hd determine what changes are required for success. The need to undertake significant op
ran redice'the number of potential solutions for evaluation, impact weightings in seled
fracting*options. The Implementation and acceptance sub-process shall anticipate and ad
iceess factors for each area of service transitions.
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9.4.4 Service asset and configuration management

ttention should be given to situations where existing infrastructure can be "destroyed” or otherwise

Asset and configuration management involves changes to the hosting infrastructure, licensing and
configuration of the operating environment or to the software itself during the operation of the acquired
product. In the case of SaaS most of this is the responsibility of the supplier. But in other forms of software
this may be the responsibility of the supplier or the acquirer, depending upon the situation. In some cases,
making these adjustments can result in a change to the licensing requirements.

© IEEE 2024 - All rights reserved
54


https://iecnorm.com/api/?name=52aca68534b164fbf9fef838839b2bbe

ISO/IEC/IEEE 41062:2024(en)

In any case these types of changes should be planned for and the supplier proposal and resulting contract
should address the ability to adjust the product or operating environment as necessary to meet the business
needs the software is designed to address.

9.4.5 Continuous evaluation and improvement

This evaluation pertains to the effectiveness and efficiency of operations performed by the supplier and
should integrate with existing processes for addressing incidents and leveraging opportunities. Relevant
metrics can need to be added to or modified in existing processes and included in operations reviews.

This is intended to be an ongoing, continual process that spans the duration of the operational life of the
acquired product. These elements should be defined as part of the Planning and RFP sub-process, verified
to be addressed in the evaluation, selection and contracting sub-process and the implementdtion and
acceptange sub-process and then measured and applied in the operations, maintenance and Support sub-
process.

9.4.6 (fapacity management

Mechanigms shall be provided to anticipate and enable the operational environment to meet changing
capacity |[demands. Capacity requirements should be related to relevant business measures arld should
address fealing with new, changed, or discontinued business activities. ReSpective responsibilities and
procedures should be defined for acquiring, installing, and paying for equipment upgrades and 4dditions.
Similarly} respective responsibilities and procedures should be defingd for removing or retiring existing
equipmeft. Objective mechanisms should be provided to identify the appropriateness and ajnount of
changes fo supplier payments attributable to operations volumes deb under the supplier’s control.

Similarly} software typically includes inherent limits in the architecture, design or configuratipn which
can impdct the ability to meet future needs. For example;~Can the software itself support the number of
users anticipated for the future, or does it support runnifg‘in various hosting environments, whi¢h can be
required|for future use.

9.4.7 Monitoring and security management

During operation of the software the systenpand services shall provide mechanisms to allow for pufficient
logging, monitoring, alerting and auditing-to support continued operation without negatively impgcting the
business| Monitoring should cover operational health, security events, and policy compliance. Pteferably,
security lnanagement requirements-should allow for preventive action. Security requirements shall allow
for forengic investigation to determiiie the cause of issues so they can be prevented in the future.

If the acfjuirer has existing ‘monitoring and security policies and tools, these should be identliried as a
necessary part of what the,supplier is required to comply with. Examples are compliance with specific
security ptandards (e.g.(OWASP, NIST) or compatibility with operations or security.

9.5 Mgintenance

9.5.1 (eneral

Maintenance services involve modifying acquired software to keep it performing adequately and often to
enhance its capabilities. Much of maintenance involves fixing defects in the software. But this can also include
addressing changing business requirements and improving the software’s performance and maintainability.
Key objectives are to correct and avoid processing mistakes, especially to avoid business disruption.

These maintenance services can include installing patches and maintenance release product modifications
made by a product’s supplier for all product users or be for issues specific to the acquirer. The supplier
proposal and contract should address what is covered or requires additional funding or contracts. The
process for how defects and feature requests flow back to the supplier and how updates are to be provided
to the acquirer should also be addressed.
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The supplier proposal and resulting contract should address details for how all of this works and who is
responsible for which pieces are maintained.

9.5.2 Covered maintenance

A major challenge in acquiring maintenance services for an acquired software product is adequately
anticipating and characterizing the nature and quantity of covered maintenance requests. Procedures
should be defined for identifying or requesting maintenance services, ascertaining whether they are covered
by the maintenance service contract, and if not, how they should be addressed. Ordinarily, defects which
are subject to the software product’s warranty or attributable to changes distributed to all the software
product’s users are not covered by the acquirer’s specific product maintenance contract. In some cases, the
product warranty does not apply to certain customer types or product usage, unless they are specifically
included|in the contract.

Typically} the maintenance service includes fixing identified and prioritized defects in the softward product.
Defects yisually are defined as failure to function as specified, required, or reasonably) expect¢d-which
can lead o disputes when specifications, requirements, and expectations are not definéd adequafely. Such
maintengnce involves analysing the failure to determine its cause, designing and implementing a cqrrection,
testing that the correction works properly and has not created other problems, and moving the ¢orrected
software|into production in a controlled manner. Such a correction may includé-fixing or recoveripg lost or
incorrect data, including adjusting erroneous calculations, breaches of confideftiality, and other injpacts.

Other mdintenance is necessitated by normal business changes. While the supplier is likely to acceft most as
keeping ¢urrent processing going and thus within the contract coverage, questions about coverage tend to
arise when the change provides some new or different processing/especially when the change is dstimated
to requirg a lot of supplier effort or risk.

9.5.3 Maintenance quality

The poorjer the quality of the acquired software produect, the more defect-fixing maintenance thd supplier
is engagéd to perform; and the more difficult and time-consuming it can be to make other maintenance
changes.[To avoid inadvertently rewarding poor product quality, the contract should apply quality ;Feasures
consistent with maintaining high-quality software such that the supplier bears the costs of majintaining
their poarer quality products.

Maintendnce quality has at least three dimensions to consider in the supplier’s proposal and contrgct:

— resppnsiveness, how long in eldpsed time it takes to implement corrected software, which tyjpically is
condfitioned upon the urgency and magnitude of addressing the request; that is, urgent issues $hould be
worlfed on right away, whereas less urgent issues can be deferred; similarly, multi-cause problems with
largd and complex corréctions can take longer to correct than smaller and simpler ones;

— corr¢ctness of the maintenance correction, primarily whether it in fact fixed the basis for th¢ request
and lid so witheut causing additional problems;

— cust¢mer interaction related to the ease of working with the supplier’s maintenance staff ind their
ability tolunderstand and address issues presented to them.

9.6 Support

9.6.1 General

Support services most often pertain to “help desk” activities, primarily receiving and responding to software
users’ questions and problems. Often the response is a defect report or enhancement request which goes to
the software maintenance function or possibly to the operations function. Other support services include
training, documentation (information development), identity and access management, and equipment
provisioning.

NOTE ISO/IEC/IEEE 26512 provides guidance for the acquisition of documentation and documentation services.
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9.6.2 Customer support

Customer support can cover all aspects of all recipient’s customer care, such as employees of the acquirer
of the software, or customers of the acquirer, whomever needs to be familiar with the use and operation
of the software being acquired and report incidents and problems. For example, the supplier can take over
the acquirer’s internal help desk or provide support services in addition to it. When selecting software, an
acquirer should identify its support requirements.

Preparation for operation of a new or updated software product can require training users, operations or
support personnel on their function.

During operatlon of the software user requests, defect reports, and enhancement requests usually
: as part of
the operation and support of the software Most defects and enhancement requests are referrd to the
maintengnce function; but some can be submitted to the original supplier to be addressed with patches
and product enhancements. The supplier proposal and resulting contract should define, a isuppqrt model
addressipg details of included support activities, how they are carried out, who is fesponsibl¢ for any
services fhe supplier is not providing, determination of covered workload and procedures for modifying it,
escalatiop, and dispute resolution procedures, and measuring, evaluating, reportingyand addressing quality
and levels of services. Since needed support tends to increase as product quality decreases, meghanisms
should b¢ identified which adequately support the acquirer without rewardingthe supplier of podr-quality
software|with additional business.

10 Quallity assurance for software acquisition

10.1 Objjectives of quality assurance in software acquisition

The acqujisition of software or services should achieve thexacquirer’s goals and objectives. Quality dssurance
(QA) facilitates this by:

a) redufing risk in the software acquisition processes and activities;

b) incrgasing the likelihood that the acquiredsoftware solution conforms to requirements and is agceptable
to the acquirer and end user;

¢) enablling acquirer selection teams$oto identify suppliers whose methodologies and progesses in
archjtecting and delivering software solutions are compliant with known standards and are mpost likely
to prjoduce the desired results:

10.2 lmtylementing quality assurance in software acquisition

QA activifties should be performed in every sub-process and activity of the software acquisition process. The
quality apsurance approach depends on the software acquisition option that is chosen or implemented. The
supplier $hould previde a detailed quality assurance plan reflective of the software acquisition optipn. These
activitieq help enhsure the acquisition processes and methods are monitored and evaluated to avoid |mistakes
or defectp. Such activities can simply involve checking activities, processes, or results against requirements
and relevant,standards.

Table 2 includes recommended quality assurance activities for the software acquisition process.
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Table 2 — Recommended quality assurance activities

Sub-process Software acquisition ac- | Recommended quality assur- Related standards/
tivities ance activities guidelines
Planning and RFP Planning the software ac- Check completeness and com- ISO/IEC/IEEE 12207
quisition strategy (6.3) pliance of the defined strategy/ |1SO/IEC/IEEE 16326
approach ISO/IEC 25041
Compile quality assurance plan.
Defining the acquisition and |Check that requirements speci- |ISO/IEC/IEEE 29148
content requirements. (6.4) |fications are unambiguous and
comply with standards.
Identifyving potential suppli- | Check compliance of potential The ISO/IEC 29110 series
ers (6.5) supplier’s processes against IEEE Std 1012
known standards to determine
level of likelihood to succeed.
Evaluate capability of potential
supplier in terms of software
development service delivery
record.
Preparing contract require- |Check completeness of contract,” |ISO/IEC/IEEE 12207
ments (6.6) specification and seek legal
advice.
Evaluation, selection |Evaluating proposals (7.3) |Check solutions againstrequire- |[ISO/IEC/IEEE 26512
and ¢ontracting and Selecting the supplier  |ments.
(2.4)
Implementation and |Evaluating and accepting Evaluate software/solution de- |ISO/IEC/IEEE 12207
acfeptance software and services (8.4) |sign and {vace to requirements. |[EEE Std 1012
Evaluate database design and ISO/IEC 25010
trace'to requirements. 1SO/IEC 25030
Operatfions, mainte- Establish a relationship with the ISO/IEC 25040
nance|and support supplier’s QA personnel and work
collaboratively where possible to
achieve program quality goals.
Accepting the softwake and |Assemble user acceptance test ISO/IEC 25051
services (8.4.3) cases to support verification of  |The ISO/IEC/IEEE 29119
requirements. series
Evaluate results of acceptance IEEE Std 1012
tests conducted using the accept- | |EgE std 730
ance test cases.
Check completeness of user
manuals.
Evaluating the process and |Monitor performance against ISO/IEC/IEEE 12207
identifying improvement requirements. ISO/IEC 25010
opportunities (8.4.4) Monitor and observe quality in
use
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Annex A
(informative)

Software acquisition considerations

A.1 General

This anngx includes Tists of questions and topics that are important in software acquisition. Thesg fopics are
intended|to help organizations identify issues and risks relevant to specific sub-processes and)activities in
software| acquisition. Not all topics are applicable to every acquisition and the lists should-be'tailored to a
specific doftware acquisition.

Table A.1| presents the applicability of topics to the sub-processes in software acquisition.

Table A.1 — Activities supporting by the acquisition sub-proecesses

Planning/ |Evaluation, Implémentation Operatipns,
Topics RFP selection, con- {and acceptance maintenance,
tracting support

A.2 Maintenance and support strategy

Software definition

uppliier evaluation

4 Su
.5 Su ppiler and acquirer obligations

6 Qualify and maintenance plans

7 User gurvey
8 Su

upplier performance standards

LT P R T I I i

SRR R T

A.9 Contrjact payments
0

Monjitor supplier progress

Softpvare evaluation
.12 Software test
S

SIEIEREIEIEIEE

PP XX XXX

oftware acceptance

A.2 Maintenance and'support strategy
a) Wholis the preferted party to provide software support?

b) Is maintenance documentation necessary?

c) Shoulddser training be provided by the supplier?

d) Will acquirer’s personnel need training?
e) When software conversion or modification is planned:
1) Will supplier manuals sufficiently describe the supplier’s software?

2) Will specifications be necessary to describe the conversion or modification requirements and the
implementation details of the conversion or modification?

3) Who will provide these specifications?
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4) Who should approve these specifications?
f)  Should source code be provided by the supplier so that modifications can be made?
g) Who will own the IP (Intellectual property) for the software product?
h) Are supplier publications suitable for end users?

1) Will unique publications be necessary?

2) Will unique publications require formal acceptance?

3) Are there copyright or royalty issues?

i) Will the software be evaluated and certified?
1) Is asurvey of the supplier’s existing customers sufficient?
2) Arereviews and audits desirable?

3) Is a testing period preferable to demonstrate that the software and its associated documentation
re usable in the intended environment?

4) here will the testing be performed?

5) ho will perform the testing?

6) hen will the software be ready for acceptance?
j)  Will pupplier support be necessary during initial installation’s of the software by end users?
k) Will pubsequent releases of the software be made?

1) If so, how many?

2) ill there be compatibility with each other?

3) ill the acquired software require rework whenever operating system changes occur?

4) If so, how will the rework be accomplished?

A.3 Software definition

a) Wheh is the software réguired?

b) Whatis the budget for the software?
c¢) Whaf are the Key-functions the software is required to perform?

d) Whaf arethe key organizational capabilities needed to produce the software?

e) Whatare the key responsibilities of the acquirer?

f)  What are the key responsibilities of the supplier?

g) What are some options for the software solution, and what are the risks and benefits of each potential
solution?

h) Rate the importance of the following aspects of the software being acquired.
1) Functional specification.

2) Capability specification including performance, physical characteristics, and environmental
conditions under which the software is to perform.
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3)
4)
5)

6)

7)

8)
9)

10)
11) User documentation requirements.

12) User operation and execution requirements.
13) User maintenance requirements.

14) Any known constraints or parameters

Rate|the importance of the deliverables to be included with the software being defined an
resppnsible for the format of each deliverable.

1)
2)
3)
4)
5)

6)
7)
8)
9)

10) $oftware release documentation.

11) foftware test documentation

ISO/IEC/IEEE 41062:2024(en)

Interfaces external to the system and software.

Qualification requirements.

Safety specifications including those related to methods of operation and maintenance,

environmental influences, and personnel injury.
Security specifications including those related to compromise of sensitive information.

Human-factors engineering (ergonomics) specifications including those related to
operations, human-equipment interactions, constraints on personnel, and areas
concentrated human attention that are sensitive to human errors and training.

manual
needing

ata definitions and database requirements.
nstallation and acceptance requirements of the delivered software.

roduct at the operation and maintenance site(s).

$oftware architecture.

$oftware design documentation (including database design, if relevant).
$oftware description.

$ource code listings.

User documentation (information for users).

INOTE Refer to IEC/IEEE 820791 for information for users.

$upport documentation.

$ales and promotjenal material.

List of current users (existing software product).

Dff-the-shelf product documentation.

d who is

Rate the importance of the software support to be provided with the software being defined.

1y
2)
3)
4)
5)

User training.

Internal training.
Installation support.
Post-installation support.

Correction of errors.
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7)
8)
9)
10)
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Modifications, when requested.
Software warranty.
Documentation warranty.

New releases of the software.

Open source products used.

A.4 Supplier evaluation

A.4.1 FHinancial soundness

a)
b)

9

d)
e)

A.4.2 Hxperience and capabilities

a)
b)
)
d)
e)

A.4.3 Development and control precesses

a)
b)
c)
d)
e)
f)
g)
h)

Can

Is anjindependent financial rating available?

Has

litiggtion?
Howl{long has the company been in business?

What is the company’s history?

List by job function the number of people in the company.
List the names of sales and technical representatives/and contact persons for support.
Can they be interviewed?

List the supplier’s software products that arg\sold and the number of installations of each.

Isal

Are qJoftware development practices and standards used?
Are qJoftware development practices and standards adequate?
Are the currently used-practices written down?

Are dlocumentation guidelines available?

How

Are thésecurity procedures adequate?

h current financial statement be obtained for examination?

the company or any of its principals ever been involved in bankruptgy or computs

st of users available?

is testing‘accomplished?

Does the supplier have any software related certification or maturity/capability level ratings?

List the certifications and reference models and ratings achieved.

A.4.4 Technical assistance

a) What assistance is provided at the installation time?

b) Can staff training be conducted on site?

¢) To what extent can the software and documentation be modified to meet user requirements?
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d) Who will make changes to the software and documentation?
e) Will modification invalidate the warranty?
f) Are any enhancements (software and documentation) planned or in process?

g) Will future enhancements be made available?

A.4.5 Quality practices
a) Are the development and control processes followed?

b) Arerequirements, design, and code reviews used?

c) Ifrequirements, design, and code reviews are used, are they effective?

d) Isatptal quality program in place?

e) Ifatptal quality program is in place, is it documented?

f) Doedthe quality program assure the product meets specifications?

g) Isadorrective action process established to handle error corrections andechnical questions?

h) Is adonfiguration management process established?

A.4.6 Maintenance service

a) Isthere a guarantee in writing about the level and quality ofmaintenance services provided?
b) Will pngoing updates and error conditions with apprepriate documentation be supplied?

c¢) Who|will implement the updates and error corrections?

d) Howland where will the updates and error certections be implemented?

e) Whaf turnaround time can be expected forerror corrections?

A.4.7 Product usage

a) Can @ demonstration of the software be made at a user site?

b) Are there restrictions on,the purposes for which the product may be used?
c¢) Whatis the delay between order placement and delivery of the product?

d) Can £

ocumentatien be obtained for the examination now?

e) How|many versions or releases of the software are there?

A.4.8 Prodiuct warranty

a) Isthere a warranty period?
b) What are the warranty conditions?
c¢) Does successful execution of an agreed-upon acceptance test initiate the warranty period?

d) Doesawarranty period provide for a specified level of software product performance for a given period
at the premises?

e) How long is the warranty period?
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A.4.9 Costs

a) What pricing arrangements are available?

b) What are the license terms and renewal provisions?

¢) Whatisincluded in the acquisition price or license fee?

d) What costs, if any, are associated with a warranty period?

e) Whatis the cost of maintenance after the warranty period?

f)  Whatis the cost of modifications?

g) Wha‘t is the cost of enhancements?

h) Are ypdates and error corrections provided at no additional cost?

A.4.10 Jontracts

a)
b)
9
d)
e)

A.4.11 Qther legal and regulatory issues

a)
b)

A.5 Supplier and acquirer obligations

a)

b)

Is a ytandard contract used?
Can 4 contract be obtained now for examination?
Are ¢ontract terms negotiable?

Are there royalty issues?

What objections, if any, are there to attaching a copy of these checklist questions with responses to a

contract?

Who|owns the intellectual property of the software designs?

[s the software under any form of export control?

Definition of software development framework.
1) Are development steps to be accomplished by the supplier identified?

2) s a product (deliverable) included at the end of each step that demonstrates that the step
atisfactorily completed, e.g. surveys, feasibility studies, development plans, architecture g
esigns, test'data and test plans, the actual programs, user documentation, support pub
nd integrdtion and acceptance test results?

has been
nd detail
lications,

3) Are milestones that are required to be satisfied before the development is allowed to coptinue to

heaext step identified?

4) Are the acquirer obligations included in the same milestone chart as the supplier obligations?

Definition of the relationships between the supplier and acquirer.

1) Are the relationships between the supplier and acquirer identified?
2) Areresponsibilities for each task identified?

Identification of responsibilities for the following?

1) Publication and expense of user documentation.
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2) Publicity releases.

3) Software distribution to end users.

4) Notices and reports, if specified.

5) New software that replaces old software.

6) Appointment of supplier and acquirer representatives for interactions with other suppliers.

A.6 Quality and maintenance plans

A.6.1 Identify the contents of a quality plan
a) What are the quality objectives?
1) DPocumentation is usable.
2) Warranty is adequate.
3) $oftware possesses functional capabilities that are required.

4) $oftware is verified to properly perform its functional capabilities.

b) Whaf are the evaluations and tests planned to satisfy the quality-ehjectives?
1) DPemonstration.
2) User survey.
3) Inspection.
4) Test.
5) Documentation review.
c¢) Wholis responsible for conducting the ev@luations and tests?
1) $upplier.
2) Acquirer.
3) Third party.
d) For Which of the following items is test documentation required?
1) Test plans,
2) Test procedure.

3) Testrdata.

4) Testresults.

A.6.2 Identify what a maintenance plan should contain
a) What are the maintenance objectives?

1) Support documentation is usable.
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2) Technical support is available.

What is included in the technical support?

1) Error corrections.

2) Modifications.

3) New releases of software.

4) Updating of user documentation.

5) Installation assistance.

6)

The
1)
2)
3)
Wha

Training.

responsibility of providing technical support on a timely basis.
(Vho provides technical support during the warranty period?
Vho provides technical support after the warranty period?
(Vho pays for the cost of the technical support?

L acquirer responsibilities are obtained or satisfied by other organizations?

1) Internal organization(s).

2)

Third party.

A.7 User survey

A.7.1 (Qperation

a)
b)
9
d)
e)

Is th

e system easy to use?

What is the level of technical knowledge¥equired to use and maintain the system?

Hav¢ there been any serious operator complaints?

Was

How

pdequate operator and support training given?

long did it take the acquirer’s operator to become familiar with the system?

A.7.2 Reliability

a)
b)
c)
d)
e)
f)
g)
h)
i)

How
Duri
Was

How

long has the-system been in use?

hg thisitime, how many updates, error corrections, and enhancements have there been?

thé.documentation supplied?

many errors have been encountered during this time?

What parts of the system are particularly error-prone?

Wha
Wha
In th

How

t other parts of the system have become unusable and for how long?
terrors can be made that will bring the system down?
e event of an error, are there any recovery procedures?

long does it take for recovery?
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[s a diagnostic package available on site to verify that the system functions properly?

Are supplier backup facilities available?

A.7.3 Maintenance service

pus is the

a) How reliable and accessible is the supplier?

b) Are supplier personnel competent in solving problems?

c¢) Whatis the average turnaround time between an error report call and the supplier’s response?

d) Are backup procedures adequate?

e) Howllong does backup take?

A.7.4 Berformance

a) What are the daily transaction volumes?

b) Howllong does daily processing take?

c¢) Whatsize are the acquirer’s files?

d) How|many users can be on the system before response time becomés sluggish, and how seri
degrhdation?

e) Howlhave multiple-user degradation problems been solved?

f) Isthe acquirer’s print capacity adequate?

g) Are there any terminal lockouts when the printer is.running?

h) Whatis the envisioned response time?

A.7.5 Jlexibility

a) What software product modificationshave been done?

b) Who|did the modifications?

c¢) Are ¢hanges done on site?

d) Ifthg changes are not,done on site, where are they done?

e) Howllong did changes’in each area take?

f)  Whaf fully developed software has been added?

g) Who|added\the software?

h) Howllong did it take?

i) Were there any interface problems?

j)  How has the system been expanded or upgraded?

k) How successful was the conversion?

1)  How much time was involved?

m) How much cost was involved?

n) How many personnel were involved?
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