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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies

that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The procedures used to develop this document and those intended for its further mainten
d¢scribed in the ISO/IEC Directives, Part 1. In particular, the different approval eritéri
for the different types of ISO/IEC documents should be noted. This document was d

ance are
i needed
rafted in
ctives or

adcordance with the rules given in the ISO/IEC Directives, Part 2 (see www.isg.org/dire
w.iec.ch/members_experts/refdocs).

IHEE Standards documents are developed within the IEEE Societies and the Standards Coo
Committees of the IEEE Standards Association (IEEE-SA) Standards _Beard. The IEEE dey
standards through a consensus development process, approved by the ‘American National §
Infstitute, which brings together volunteers representing varied viewpoints and interests to ad
fipal product. Volunteers are not necessarily members of the Instituté and serve without comp
hile the IEEE administers the process and establishes rules\to promote fairness in the c
d¢velopment process, the IEEE does not independently evaluate, test, or verify the accuracy
the information contained in its standards.

Agtention is drawn to the possibility that some of the elements of this document may be th
off patent rights. ISO and IEC shall not be held-esponsible for identifying any or all sugq
rights. Details of any patent rights identified during the development of the document will
Introduction and/or on the ISO list of patent declarations received (see www.iso.org/patents)

ligt of patent declarations received (see https;//patents.iec.ch).

Any trade name used in this documentis information given for the convenience of users and
cqnstitute an endorsement.

Fgr an explanation of the voluntary nature of standards, the meaning of ISO specific tg
expressions related to conformity assessment, as well as information about ISO's adhs
the World Trade Organization (WTO) principles in the Technical Barriers to Trade (]
www.iso.org/iso/foreword’html. In the IEC, see www.iec.ch/understanding-standards.

[SO/IEC/IEEE 291191 was prepared by Joint Technical Committee ISO/IEC ]JTC 1, Inf
technology, Subcommittee SC 7, Software and systems engineering, in cooperation with the Sys

DevelopmentOrganization cooperation agreement between [SO and IEEE.

This second edition cancels and replaces the first edition (ISO/IEC/IEEE 29119-1:2013), which
techhically revised.

rdinating
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tandards
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Software Engineering Standards Committee of the IEEE Computer Society, under the Partner Standards

has been

The main changes are as follows:

— Testing terms and their definitions that are not covered within this document have been removed.

This has led to this document being renamed from ‘Concepts and definitions’ to ‘General c

— The coverage of test concepts has been made more concise and re-ordered.

oncepts’.

— The concept of test sub-processes has been removed due to its complexity and replaced with

additional coverage of the instantiation of test processes.

— The expected content of a test strategy has been clarified.
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— A simplified test design process is described, with the derivation of test cases now based on test
models rather than on test conditions.

— The coverage of metrics and measures has been moved from an annex into the body of the document.
— The annex explaining how testing fits into different life cycle models has been removed.

— Anew annex providing examples of how systems from different domains are associated with certain
characteristics and test approaches has been added.

Alist of all parts in the ISO/IEC/IEEE 29119 series can be found on the ISO and IEC websites

Any feedback or questions on this document should be directed to the user’s national starddafrgs
body. A| complete listing of these bodies can be found at www.iso.org/members.htim and
www.iec|ch/national-committees.
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Introduction

The purpose of the ISO/IEC/IEEE 29119 series is to define an internationally agreed set of standards for
software testing that can be used by any organization when performing any form of software testing
and using any life cycle.

It is recognized that there are many different types of software, software organizations, and
methodologies. Software domains include information technology (IT), personal computers (PC),
embedded, mobile, scientific and many other classifications. Software organizations range from
syTatttotarge, to-tocated to wortd=-wide, armd Commerciat to those providing a pubtic Service. Software
d¢velopment methodologies include object-oriented, traditional, agile and DevOps. These|gnd other
factors influence software testing. The ISO/IEC/IEEE 29119 series can support testing in,many|different
cqntexts.

This document facilitates the use of other parts in the ISO/IEC/IEEE 29119 series-by introdficing the
gdneral concepts on which the ISO/IEC/IEEE 29119 series is built.

Al general introduction to software testing is provided. The role of<{software testing in quality
mlanagement and as part of verification and validation is described; and‘its implementation in/the form
off both static and dynamic testing is defined. The impracticality of exhdustive testing and thg need for
sgmpling are explained; and the importance of the test basis and test/oracle are described. The¢ benefits
off test independence are introduced.

Tgst plans and test strategies are described in the cenfext of risk-based testing, whi¢h is the
rgcommended approach to strategizing and managing tésting that underlies the ISO/IEC/IEEE 29119
sqries and provides the basis for test prioritization dnd focus. Test levels, test types and test design
techniques (and corresponding measures) are described in the context of their inclusion as part of the
teist strategy.

Various test frameworks are presented, including test processes (and test process improvenjent), test
metrics, test documentation, configuratiomianagement and tool support.

The performance of test design and execution based on the use of a test model is described. Jeveral of
the mostimportant test design and.éxecution choices are considered, including scripted and exploratory
testing approaches, the importance of test design techniques for the creation of test cases, testpatterns,
rgtesting and regression testing, manual and automated testing, back-to-back and A/B testing.

S¢veral activities that directly support test design and executions are introduced, inclufing test
efjvironments, test data management, communications and reporting and defect and| incident
mianagement.

Ahnex A briefly.describes a number of system characteristics and suggested associated test approaches.
If[a tester caniidentify which of the system characteristics apply to the system they are testing, then
they shouldconsider whether the specialized testing listed for the characteristic is appropriate for
iniclusion-in their test strategy.

Ahnex B introduces several generic testing roles and briefly describes their responsibilities.

The test process model that the ISO/IEC/IEEE 29119 series is based on is defined in detail in
ISO/IEC/IEEE 29119-2. ISO/IEC/IEEE 29119-2 covers the software testing processes at the
organizational level, test management level and for dynamic test levels. Testing is the primary approach
to risk treatment in software development. This document defines a risk-based approach to testing.

Templates and examples of test documentation that are produced during the testing process are defined
in ISO/IEC/IEEE 29119-3. Software testing techniques that can be used during testing are defined in
ISO/IEC/IEEE 29119-4.

While this document is informative, ISO/IEC/IEEE 29119-2, ISO/IEC/IEEE 29119-3 and
ISO/IEC/IEEE 29119-4 are normative, meaning that they include requirements for anyone wanting to
claim conformance to these standards. Users who want to use the standards but have good reasons

© ISO/IEC 2022 - All rights reserved vii
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for not following every requirement (e.g. for someone following an agile approach to development and
testing) can claim tailored conformance as long as the level of tailoring and its rationale are described
and agreed. Specific details of conformance are provided in the relevant conformance clause in each of
the standards.

The ISO/IEC/IEEE 29119 series can be used in isolation or can be used as part of alarger set of standards
that cover other aspects of the software life cycle. For instance, some users use ISO/IEC/IEEE 12207
to define software system life cycle models appropriate to their products and services (and some
may use the corresponding systems engineering standard, ISO/IEC/IEEE 15288), and reference the
ISO/IEC/IEEE 29119 series for their software testing needs.

Together| the ISO/IEC/IEEE 29119 series aims to provide stakeholders with the ability to manage allld
perform poftware testing in any organization.
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Software and systems engineering — Software testing —

Part 1:
General concepts

1| Scope
This document specifies general concepts in software testing and presents key, coricepts for the
ISO/IEC/IEEE 29119 series.

2| Normative references

There are no normative references in this document.

3| Terms and definitions
Fgr the purposes of this document, the following terms and@efinitions apply.

[0, IEC and IEEE maintain terminology databases for usein standardization at the following agldresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://wwwrelectropedia.org/

— IEEE Standards Dictionary Online: available at https://dictionary.ieee.org

NOTE For additional terms and, definitions in the field of systems and software enginegring, see
ISP/IEC/IEEE 24765, which is published periodically as a “snapshot” of the SEVOCAB (Systems and software
Engineering Vocabulary) and is publicly accessible at https://www.computer.org/sevocab.

A/[B testing

split-run testing
statistical testing (3.331) approach that allows testers to determine which of two systems or cofnponents
performs better

32

a¢cessibility testing
tylpe of usability testing (3.131) used to measure the degree to which a test item (3.107) can befoperated
by usérs with the widest possible range of characteristics and abilities

3.3
activation function

transfer function

<artificial intelligence (3.7)> formula associated with a node in a neural network (3.50) that determines
the output of the node (activation value (3.4)) from the inputs to the neuron

3.4
activation value
<artificial intelligence (3.7)> output of an activation function (3.3) of a node in a neural network (3.50)

© ISO/IEC 2022 - All rights reserved 1
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3.5

actual result
set of behaviours or conditions of a test item (3.107), or set of conditions of associated data or the test

environment (3.95), observed as a result of test execution (3.99)

EXAMPLE Outputs to screen, outputs to hardware, changes to data, reports, and communication messag
sent.

3.6

Al-based system

. \FR o 1 3
System lnuluuuls UIIC Ul 11IUI'C LUIIIPUIICIILD lllllJlClllCllLllls 411 L;J.I J

3.7
artificia
Al
capabilit

3.8
autonon
<artificid
periods

39

autonon]
<artificid
intervent

3.10

back-to-
different
approach
results (3

EXAMPLE
team ora

3.11

base cha
base valy
input par
parametg

3.12

boundar
specifica
partition

3.13

AL LD 71

€S

intelligence

I of an engineered system to acquire, process and apply knowledge and skills

ous system
| intelligence (3.7)> system capable of working without human intéryvention for sustaing

y
[ intelligence (3.7)> ability of a system to work for,sustained periods without hums:

ion

back testing

al testing

to testing (3.131) whereby an alternative version of the system is used to generate expect
.35) for comparison from the same test.inputs

The alternative version can be a system that already exists, a system developed by an independe
system implemented using a different\programming language.

ice

e

ameter value that is normally selected based on being a representative or typical value for t}
I

y value analysis
Fion-based<{test design technique (3.94) based on exercising the boundaries of equivalen

5 (3.3Q)

ed

in

ne

branch t

chinga
STITES

structure-based test case (3.85) design technique based on exercising branches in the control flow
(3.22) of the test item (3.107)

3.14

cause-effect graph
graphical representation of decision rules (3.25) between causes (inputs described as Boolean conditions
(3.21)) and effects (outputs described as Boolean expressions)

3.15

cause-effect graphing
specification-based test design technique (3.94) based on exercising decision rules (3.25) in a cause-effect
graph (3.14)

© ISO/IEC 2022 - All rights reserv
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3.16

classification

<artificial intelligence (3.7)> machine learning (3.44) function that predicts the output class for a given
input

3.17

classification tree

hierarchical tree model of the input data to a program in which the inputs are represented by distinct
classifications (relevant test aspects) and classes (input values)

3/18
cgmbinatorial testing
cqmbinatorial test design techniques

clhss of specification-based test design techniques (3.94) based on exercising combinations of|P-V pairs
(3.56)

EXAMPLE Pairwise testing (3.57), base choice (3.11) testing.

319

cgmpatibility testing
tylpe of testing (3.131) that measures the degree to which a test item\(3:407) can function sati$factorily
ngside other independent products in a shared environment(co*existence), and where necessary,

tylpe of statement in.which a choice between two or more possible outcomes controls which set of

Note 1 to entrysIypical decisions are simple selections (e.g. if-then-else), to decide when to exit loops (p.g. while-

decision outcome
rdsilf of a decision ('2 7'%) that determines the branch to he executed

3.25

decision rule

combination of conditions (3.21) (also known as causes) and actions (also known as effects) that produce
a specific outcome in decision table testing (3.27) and cause-effect graphing (3.15)

3.26

decision table

tabular representation of decision rules (3.25) between causes (inputs described as Boolean conditions
(3.21)) and effects (outputs described as Boolean expressions)

© ISO/IEC 2022 - All rights reserved 3
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3.27
decision table testing

specification-based test design technique (3.94) based on exercising decision rules (3.25) in a decision
table (3.26)

3.28

decision testing

structure-based test case (3.85) design technique based on exercising decision outcomes (3.24) in the
control flow (3.22) of the test item (3.107)

3.29
dynamid testing
testing (3.131) in which a test item (3.107) is evaluated by executing it

3.30
equivalgnce partition
equivale(]:ce class

class of ipputs or outputs that are expected to be treated similarly by the test item (3.107)

3.31
equivalgnce partitioning
test design technique (3.94) in which test cases (3.85) are designed to exercise equivalence partitiohs
(3.30) by|using one or more representative members of each partition

3.32
error glé[ssing

test design technique (3.94) in which test cases (3.85) are derived on the basis of the tester’s knowledge
of past fdilures, or general knowledge of failure modes

Note 1 to pntry: The relevant knowledge can be gained from:personal experience, or can be encapsulated in, for
example, § defects database or a “bug taxonomy”.

3.33
executalple statement
statement which, when compiled, is translated into object code, which will be executed procedurally
when the test item (3.107) is running andymay perform an action on program data

3.34
exhaustive testing
test apprpach (3.83) in which.all.combinations of input values and preconditions are tested

Note 1 to fentry: In nearly all.non-trivial situations, exhaustive testing is impossible, due to the large number|of
possible tests.

3.35
expected result
observaljle predicted behaviour of the test item (3.107) under specified conditions based on ifts
specification or another source

3.36

experience-based testing

class of test case (3.85) design techniques based on using the experience of testers to generate test
cases

EXAMPLE Error guessing (3.32).

Note 1 to entry: Experience-based testing can include concepts such as test attacks, tours, and error taxonomies
which target potential problems such as security, performance, and other quality areas.

4 © ISO/IEC 2022 - All rights reserved
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3.37

exploratory testing
experience-based testing (3.36) in which the tester spontaneously designs and executes tests based on
the tester's existing relevant knowledge, prior exploration of the test item (3.107) (including the results
of previous tests), and heuristic “rules of thumb” regarding common software behaviours and types of
failure

Note 1 to entry: Exploratory testing hunts for hidden properties (including hidden behaviours) that, while quite
possibly benign by themselves, can interfere with other properties of the software under test, and so constitute
arisk that the software will fail.

338

fuzz testing

<qrtificial intelligence (3.7)> software testing (3.131) approach in which high volumeslof ra
n¢ar random) data, called fuzz, are used to generate inputs to the test item (3.107)

339

i

a

340

1

341
keyword
<keyword-driven testing (3.42)> one or moré&words used as a reference to a specific set d

i

342
keyword-driven testing
testing (3.131) using’test cases (3.85) composed from keywords (3.41)

343

load testing

tylpe ofsperformance testing (3.58) conducted to evaluate the behaviour of a test item (3.10
aTicipated conditions of varying load, usually between anticipated conditions of low, typical,
u

dgcumentation of the occurrence, nature, and status of an incident (3.39)

Note 1 to entry: Incident reports are also known as anomaly reports, bug reports, defect reports, errd
isfues, problem reports and trouble reports, amongst other terins.

Note 1 to entry: The actions include interactions with the User Interface during the test, verification, ar
adtions to set up a test scenario (3.123).

Note 2 to entry: Keywords are nanted’'using at least one verb.

Note 3 to entry: Composite kéywords can be constructed based on other keywords.

cident

ricident report

ntended to be performed during the execution of one or more test cases (3.85)

hdom (or

omalous or unexpected event, set of events, condition, or situation at any time during the life cycle of
a project, product, service, or system

r reports,

f actions

d specific

7) under
and peak

age

3.44

machine learning

ML

process using computational techniques to enable systems to learn from data or experience

3.45

maintainability testing
test type (3.130) conducted to evaluate the degree of effectiveness and efficiency with which a test item
(3.107) may be modified

© ISO/IEC 2022 - All rights reserved
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3.46
manual testing
humans performing tests by entering information into a test item (3.107) and verifying the results

Note 1 to entry: Automated testing (3.131) uses tools, robots (3.70), and other test execution engines (3.100) to
perform tests. Manual testing does not use these items.

3.47

MC/DC testing

modified condition decision testing
structurg¢=based—testtase—{3-85)desigmtechmique—based—omrdemonstrating—that—=—simgle—Bootean
condition|(3.21) within a decision (3.23) can independently affect the outcome of the decision

3.48
metamorphic relation
descriptipn of how changes to the test inputs for a test case (3.85) affect the expected outputs based ¢n
the required behaviour of a test item (3.107)

3.49
metamoyphic testing
specification-based test case (3.85) design technique based on generating teéstCases based on existihg
test case$ and metamorphic relations (3.48)

3.50
neural network

artificialjneural network
<artificial intelligence (3.7)> network of primitive processing elements connected by weighted links
with adjystable weights, in which each element produces avalue by applying a nonlinear function to its
input valpes, and transmits it to other elements or presents it as an output value

Note 1 to|entry: Whereas some neural networks are intended to simulate the functioning of neurons in the
nervous gystem, most neural networks are used in artificial intelligence as realizations of the connectionist
model.

Note 2 to pntry: Examples of nonlinear functions-are a threshold function, a sigmoid function, and a polynomjal
function.

[SOURCE} ISO/IEC 2382:2015, 2120625; modified — The admitted term “neural net” has been removed;
notes 3 tp 5 to entry have been removed.]

3.51
neuron ¢overage
<artificidl intelligence (3.7)> proportion of activated neurons divided by the total number of neurons fin
the neurdl network (3:50) (normally expressed as a percentage) for a set of tests

Note 1 to ¢ntry: A heuron is considered to be activated if its activation value (3.4) exceeds zero.

3.52
non-det¢rministic system
system which, given a particular set of inputs and starting state, will not always produce the same set
of outputs and final state

3.53

organizational test practices

documentation that expresses the recommended approaches or methods for the testing (3.131) to be
performed within an organization, providing detail on how the testing is to be performed

Note 1 to entry: The organizational test practices are aligned with the organizational test policy (3.118).

Note 2 to entry: An organization can have more than one organizational test practices document to cover
markedly different contexts, such one for mobile apps and one for safety (3.71) critical systems.

6 © ISO/IEC 2022 - All rights reserved
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Note 3 to entry: The organizational test practices can incorporate the context of the test policy where no separate

test policy is available

3.54
organizational test process
test process (3.121) for developing and managing organizational test specifications (3.55)

3.55
organizational test specification

document that provides information about testing (3.131) for an organization, i.e. information that is

4+ H i L
net PTUJCTL SPTLITIT

EXAMPLE The most common examples of organizational test specifications are the organizational
(3.118) and the organizational test practices (3.53).

productrisk
ripkéthat a product can be defective in some specific aspect of its function, quality, or structursg

test policy

as a test

possible

lishes its

nsferred
beded for

fructions
bport the

3.62
project risk
risk related to the management of a project

EXAMPLE Lack of staffing, strict deadlines, changing requirements.

3.63

random testing

specification-based test design technique (3.94) based on generating test cases (3.85) to
randomly selected test item (3.107) inputs
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3.64

regression testing
testing (3.131) performed following modifications to a test item (3.107) or to its operational
environment, to identify whether failures in unmodified parts of the test item occur

Note 1 to entry: Regression testing differs from retesting (3.68) in that it does not test that the modification
works correctly, but that other parts of the system have not been accidentally affected by the change.

Note 2 to entry: The adequacy of a set of regression test cases (3.85) depends on the item under test and on the
modifications to that item or its operational environment.

3.65

regulatory standard

standard

3.66

reliabilit
type of ¢t
functiong
conditior

3.67
requirer
specifica
EXAMPLH
users.’

3.68
retesting

promulgated by a regulatory agency

y testing

bsting (3.131) conducted to evaluate the ability of a test item (3.107) to perform its require
, including evaluating the frequency with which failures occur, when it is Gsed under statg
s for a specified period of time

nents-based testing
Fion-based test case (3.85) design technique based on exercising atomic requirements

An atomic requirement can be ‘“The system shall collectandstore the date of birth of all register

D
P

confirmaftion testing

testing (3
the fault

Note 1 to

.131) performed to check that modifications made to correct a fault have successfully removg

entry: When retesting is performed offen it is also complemented by regression testing (3.64), to hd

ed
bd

1%

sl

bd

Ip
ne

g

ensure that other unmodified parts of the testitem (3.107) have not been accidentally adversely affected by t
modificat]ons.

3.69

risk-basged testing

testing (3.131) in which thetmanagement, selection, prioritization, and use of testing activities and
resourcef are consciously/ased on corresponding types and levels of analysed risk

3.70

robot

<artificidl intelligence (3.7)> programmed actuated mechanism with a degree of autonomy (3.9), movij
within it$ envifonment, to perform intended tasks

Note 1 to e¢ntry: A robot includes the control system and interface of the control system.

Note 2 to entry: The classification of robot into industrial robot or service robot is done according to its intended
application.

3.71

safety

expectation that a system does not, under defined conditions, lead to a state in which human life, health,
property, or the environment is endangered

[SOURCE

: ISO/IEC/IEEE 12207:2017, 3.1.48]
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3.72

scenario testing

specification-based test case (3.85) design technique based on exercising sequences of interactions
between the test item (3.107) and other systems

Note 1 to entry: Users are considered to be other systems in this context.

3.73
scripted testing
testing (3.131) performed based on a documented test script (3.124)

Note 1 to entry: This term normally applies to manually executed testing, rather than the exécufion of an
aytomated script.

374

sgcurity testing
telst type (3.130) conducted to evaluate the degree to which a test item (3.107), and associated|data and
information, are protected so that unauthorized persons or systems cannotuse, read, or modify them,
r:ld authorized persons or systems are not denied access to them

3775
ecification-based testing
ck-box testing

testing (3.131) in which the principal test basis (3.84) is the‘external inputs and outputs of the test item
(3.107), commonly based on a specification, rather than its.implementation in source code or executable

specification-based test case (3.85) design technique based on exercising transitions in a statd model

stiructure-based test case (3.85)\design technique based on exercising executable statements|(3.33) in

testing (3.131) in which a test item (3.107) is examined against a set of quality or other criteria without

g 2 ehaviour
under conditions of loading above anticipated or specified capacity requirements, or of resource
availability below minimum specified requirements

3 e a test item

3.80

structure-based testing

white box testing

glass-box testing

structural testing

dynamic testing (3.29) in which the tests are derived from an examination of the structure of the test
item (3.107)

Note 1 to entry: Structure-based testing is not restricted to use at component level and can be used at all levels,
e.g. menu item coverage as part of a system test.

© ISO/IEC 2022 - All rights reserved 9
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Note 2 to entry: Techniques include branch testing (3.13), decision testing (3.28), and statement testing (3.77).

3.81
suspension criteria
criteria used to (temporarily) stop all or a portion of the testing (3.131) activities

3.82

test

activity in which a system or component is executed under specified conditions, the results are observed
or recorded, and an evaluation is made of some aspect of the system or component

3.83
test approach
high-level test implementation choice, typically made as part of the test strategy (3.127) design activity

EXAMPLH1 The use of model-based testing (3.131) for the functional system testing.

EXAMPLH2  Typical choices made as test approaches are test level (3.108), test type (3£180), test technique
(3.94), test practice (3.119) and the form of static testing (3.78) to be used.

3.84
test basifs
informatjon used as the basis for designing and implementing test cases{3:85)

Note 1 to| entry: The test basis may take the form of documentation, such as a requirements specificatiqn,
design specification, or module specification, but may also be an undocumented understanding of the requirgd
behavioui.

1%

3.85
test case
set of prgconditions, inputs and expected results (3.35);.developed to drive the execution of a test itgm
(3.107) tp meet test objectives (3.114)

Note 1 to ntry: A test case is the lowest level of test imiplementation documentation (i.e. test cases are not mafle
up of test fases) for the test level (3.108) or test type(3.130) for which it is intended.

Note 2 to| entry: Test case preconditions include the required state of the test environment (3.95), data (e{g.
databased) used by the test item, and the test’item itself.

Note 3 to ¢ntry: Inputs are the data information and actions, where applicable, used to drive test execution (3.99).

3.86
test comjpletion process
test mal;qrrgement process (8.110) that aims to ensure that useful test assets are made available for later
use, test pnvironments\(3.95) are left in a satisfactory condition, and the results of testing (3.131) are
recorded|and commutnicated to relevant stakeholders

3.87
test conﬁletion report
test summary report

report that provides a summary of the testing (3.131) that was performed

3.88

test condition

testable aspect of a component or system, such as a function, transaction, feature, quality attribute, or
structural element identified as a basis for testing (3.131)

Note 1 to entry: The ISO/IEC/IEEE 29119 series does not use the concept of test conditions, but instead uses the
concept of a test model (3.111) for test design.

10 © ISO/IEC 2022 - All rights reserved
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3.89

test coverage

degree, expressed as a percentage, to which specified test coverage items (3.90) have been exercised by
a test case (3.85) or test cases

3.90

test coverage item

coverage item

measurable attribute of a test item (3.107) that is the focus of testing (3.131)

(3.85)

ome from

tgst data readiness report
dg¢cument describing the status of each test data (3.91) requirement

393
tgst design and implementation process
test process (3.121) for deriving and specifying test cases (3:85) and test procedures (3.120)

394

tgst design technique
test technique
pfocedure used to create or select a test model*(3.111), identify test coverage items (3.90), and derive
cqrresponding test cases (3.85)

EXAMPLE Equivalence partitioning (3.81), boundary value analysis (3.12), decision table testing (3.2[7), branch
tepting (3.13).

Note 1 to entry: The test design techinique is typically used to achieve a required level of test coverage (|3.89).

Note 2 to entry: Some test pragctic¢es (3.119), such as exploratory testing (3.37) or model-based testing (B.131) are
sdmetimes referred to as “test techniques”. Following the definition in the ISO/IEC/IEEE 29119 serie§, they are
nqt test design techniques as they are not themselves providing a way to create test cases, but instead use test
dgsign techniques to,achieve that.

395
tgst environiment
ejvironment.containing facilities, hardware, software, firmware, procedures, needed to condjict a test

Note 1(toentry: A test environment can contain multiple environments to accommodate specific test leyel (3.108)
o1] tést types (3.130) (e.g. a unit test environment, a performance test environment).

Note 2 to entry: A test environment can comprise several interconnected systems or virtual environments.

3.96

test environment and data management process

test process (3.121) for establishing and maintaining a required test environment (3.95) and
corresponding test data (3.91)

3.97
test environment readiness report
document that describes the status of the test environment (3.95)

Note 1 to entry: This can list the status of each of the test environment requirements (3.98).

© ISO/IEC 2022 - All rights reserved 11
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3.98
test envi

ronment requirements

description of the necessary properties of the test environment (3.95)

Note 1 to entry: All or parts of the test environment requirements can reference where the information can be

found, e.g.

3.99

in the organizational test practices (3.53) document, test plan (3.117), and test specification (3.125).

test execution
process of running a test (3.82) on the test item (3.107), producing actual results (3.5)

3.100

test exeqd
<keyword
manipulg

Note 1 td
systems, ¢

3.101
test exed
record of

3.102

test exe
dynamic
implemer]

3.103

ution engine
[-driven testing (3.42)> tool implemented in software and sometimes in hardware' that c4
te the test item (3.107) to execute test cases (3.85)

entry: A typical test execution engine includes unit test tool frameworks, stimulation-comma
apture and playback tools or hardware robots (3.70) along with the software to control them.

ution log
the execution of one or more test procedures (3.120)

ution process
test process (3.121) for executing test procedures (3.120) created in the test design a
tation process (3.93) in the prepared test environment (3.95), and recording the results

test framework

structure
testing (3

3.104

d set of principles, guidelines, and practiceswused for organizing, selecting and communicatii
131)

test incident

event ocq

3.105

urring during the execution of a.test (3.82) that requires investigation

test inciglent reporting process

dynamic
during th

3.106

test inded
degree t(
the test if

3.107
test ite

test process (3.121) for reporting incidents (3.39) requiring further action that were identifig
e test execution precess (3.102) to the relevant stakeholders

pendence
which thieSe performing testing (3.131) have separate responsibilities from those developil

em (3.107)

in

hd

d

g

pd

g

test object

work pro
EXAMPLE
3.108

duct to be tested

Software component, system, requirements document, design specification, user guide.

testlevel
one of a sequence of test stages each of which is typically associated with the achievement of particular

objective

EXAMPLE
integratio

12

s and used to treat particular risks

The following are common test levels, listed sequentially: unit/component testing (3.131),

n testing, system testing, system integration testing, acceptance testing.
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Note 1 to entry: It is not always necessary for a test item (3.107) to be tested at all test levels, but the sequence of

te

st levels generally stays the same.

Note 2 to entry: Typical objectives can include consideration of basic functionality for unit/component testing,
interaction between integrated components for integration testing, acceptability to end users for acceptance

te

3.

sting.

109

test management
planning, scheduling, estimating, monitoring, reporting, control, and completion of test activities

3
te

py

N
cd

3
te

re
ch

E3

110

st management process
ocess used to coordinate, monitor, and control testing (3.131)

te 1 to entry: See test strategy and planning process (3.128), test monitoring and contral’process (3}
impletion process (3.86).

a11

st model
presentation of the test item (3.107), which allows the testing (3.131) to be focused on p
aracteristics or qualities

{AMPLE Requirements statements, of equivalence partitions (3.30), state transition diagram

dgscription, decision table (3.26), input syntax description, sourcé code, control flow (3.22) graph, p
anjd values, classification tree (3.17), natural language.

3

d

te 1 to entry: The test model and the required test coyverage (3.89) are used to identify test cove

390).

te 2 to entry: A separate test model can be requiréd for each different type of required test coverag
the test completion criteria (3.20).

te 3 to entry: A test model can include one:0r'more test conditions (3.88).

te 4 to entry: Test models are commenly used to support test design (e.g. they are used to support t
ISO/IEC/IEEE 29119-4, and they areused in model-based testing). Other types of models exist to sup

112
tgst model specification

pcument specifying the test model (3.111)

3113

tgst monitoring and control process
telst management process (3.110) that aims to ensure that testing (3.131) is performed in line W
plpn (3.117))and with organizational test specifications (3.55)

3114
tgstobjective
reason for performing testing (3.131)

.113), test

articular

use case
hrameters

rage items

b included

est design
port other

pects of testing, such as test envirénment (3.95) models, test maturity models and test architecture npodels.

rith a test

EXAMPLE Checking for correct implementation, identification of defects, measuring quality.

3.115
test oracle
source of information for determining whether a test has passed or failed

Note 1 to entry: The test oracle is often a specification used to generate expected results (3.35) for individual test
cases (3.85), but other sources may be used, such as comparing actual results (3.5) with those of another similar
program or system or asking a human expert.

©
©
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3.116

test oracle problem
challenge of determining whether a test (3.82) has passed or failed for a given set of test inputs and

state

3.117

test plan
detailed description of test objectives (3.114) to be achieved and the means and schedule for achieving
them, organized to coordinate testing (3.131) activities for some test item (3.107) or set of test items

Note 1 to
known as

test activities can be defined in one or more test level (3.108)/test type (3.130) plans (e.g. a system test.plarn o1

performa

Note 2 to
locally wi

Note 3 to

3.118

test poli
organizg
executive

Note 1 to
detail how

Note 2 to
the organ

3.119
test prad
conceptu
process (|

3.120
test proc
sequence
precondi

3.121
test proc
set of tes

Note 1 to
(3.130).

ENTry: A Project can Nave More than ONe Test plan, for exampie TNere can be a project test pian (al
a master test plan) that encompasses all testing activities on the project; further detail of pargicul

hce test plan).

entry: A test plan is typically a written document, although other formats can be possible as defin
thin an organization or project.

entry: Test plans can also be written for non-project activities, for example a mainténance test plan.

Fy
tional test policy

-level document that describes the purpose, goals, principles, and scope of testing (3.13[L
within anp organization

entry: The test policy defines what testing is performed and what it is expected to achieve but does 1
 testing is to be performed.

entry: The test policy can provide a framework for, establishing, reviewing, and continually improvi
zation’s testing.

tice
al framework that can be applied tothe organizational test process (3.54), the test manageme
B.110), and/or the dynamic test process (3.121) to facilitate testing (3.131)

edure

of test cases (3.85) inexecution order, with any associated actions required to set yip

Fions and perform wiap up activities post execution

ess
ling (3.131)activities performed to achieve a test objective (3.114)

entry:<Iheé test process for a particular project can consist of multiple test levels (3.108) and test typ

bd

nt

3.122

testresult
indication of whether or not a specific test case (3.85) has passed or failed, i.e. if the actual results (3.5)
corresponds to the expected results (3.35) or if deviations were observed

3.123

test scenario

situation

3.124

or setting for a test item (3.107) used as the basis for generating test cases (3.85)

test script
test procedure specification
document specifying one or more test procedures (3.120)

14
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3.125

test specification

complete documentation of the test design, test cases (3.85) and test procedures (3.120) for a specific
test item (3.107)

Note 1 to entry: A test specification can be detailed in one document, in a set of documents, or in other ways, for
example in a mixture of documents and database entries.

3.126

test status report
PR | b L | . £, e h PR | dme L4l o S £ 4234 1 b 1 . £ .

rqport tirat provItes ITOT MTIAatIo aDoUt e status O UIT LestINy (o-1o 1) tIdat Is DCITg Periot med in a

specified reporting period

3127

tgst strategy
pqrt of the test plan (3.117) that describes the approach to testing (3.131) for a specific project|test level
(3.108) or test type (3.130)

Note 1 to entry: The test strategy usually describes some or all of the following: the test levels and fest types
to| be implemented; the retesting (3.68) and regression testing (3.64) to be employed; the test design techniques
(394) and corresponding test completion criteria (3.20) to be used; test data’(3.91); test environment {3.95) and
tepting tool requirements; and expectations for test deliverables.

3128

test strategy and planning process
test management process (3.110) used to design the teststrategy (3.127), complete test planping, and
cileate and maintain test plans (3.117)

3129
tgst suite
sqt of test cases (3.85) or test procedures (3.120)

N¢te 1 to entry: The grouping into a test suiteis'typically based on when tests are executed.

3130
tgst type
testing (3.131) that is focused omispecific quality characteristics

EXAMPLE Security testing\(3.74), functional testing, usability testing, and performance testing (3.48).

Note 1 to entry: A testitype can be performed at a single test level (3.108) or across several test levels (e.g.
pdrformance testing petrformed at a unit test level and at a system test level).

3131
tasting
sqt of actiyities conducted to facilitate discovery and evaluation of properties of test items (3.107)

Note 1(tojentry: Testing activities include planning, preparation, execution, reporting, and managementfactivities,
ingofdras they are directed towards testing.

3.132
testware
artefacts produced during the test process (3.121) required to plan, design, and execute tests

Note 1 to entry: Testware can include such things as documentation, scripts, inputs, expected results (3.35), files,
databases, environment, and any additional software or utilities used in the course of testing (3.131).

3.133

unscripted testing

dynamic testing (3.29) in which the tester's actions are not prescribed by written instructions in a test
case (3.85)
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4 Software testing concepts
4.1 Introduction to software testing

4.1.1 Overview

The ISO/IEC/IEEE 29119 series is based on a common understanding of software testing across a large
part of the industry. To facilitate understanding of the ISO/IEC/IEEE 29119 series by all readers, this
clause documents this common understanding. More detailed information on these fundamental topics
can be fopind 1n textbooks, some of which are referenced in the bibliography.

4.1.2 Relationship to quality management

Quality anagement includes quality assurance (QA) and quality control (QC). QualityCaSsurance [is
focused ¢n the proper implementation of processes and process improvement, while. quality control
focuses dqn those activities supporting the achievement of appropriate levels of quality; testing is one
form of quality control. Test results are used by QA and QC.

4.1.3 Verification and validation

Verification and validation are separate processes which both employ.£esting as one of their principal
practices. Verification focuses on the conformance of a test item‘with specifications, specifi¢d
requiren]ents, or other documents, while validation focuses on.the acceptability of the test item fo
meet theg needs of the stakeholders, when used as intended. Testing (static and dynamic) supporits
both verf{fication and validation, as shown in Figure 1. Morg¢ detailed information on verification and
validatioph can be found in IEEE 1012.

16 © ISO/IEC 2022 - All rights reserved
© IEEE 2022 - All rights reserved


https://iecnorm.com/api/?name=30897a1604b518134531b74e41070184

ISO/IEC/IEEE 29119-1:2022(E)

|7 Reviews

. . Model

Static testing verification
Static

analysis

Specification-
based

Structure-
based

Dynamic testing

Experience-
based

Verification
and
validation

—1 Prototyping

Demonstration User trials

—1, . Mock-ups
Model
checking

Formal
methods

Proof of
correctness

V and V analysis Simulation

Quality
metrics

— Evaluation

Figure 1 -+ Verification and validation methods or practices

41.4 Testitem

The term “test item” describes a work product that is an object of testing. Other terms used for “test

» o«

item” are “test object”, “software under test” and “system under test”.

Altest itenican be either a complete system or a part of a larger system, including hardware, $oftware,
aid related documentation. A test item can be either executable (e.g. binary code, some mode|ls) or not

eyecutable (e.g. a documented specification). If the test item is executable, then dynamic testing can be
pérformed, otherwise (it is not executable) only static testing can be performed by means of reviews,
static analysis and model verification, as shown in Figure 1.

While the focus of the ISO/IEC/IEEE 29119 series is on software and related documents, many of the
described concepts are also applicable to other test items, such as complete systems comprising both
hardware and software.

4.1.5 Static and dynamic testing
Testing can take two forms: static and dynamic, as shown in Figure 1.

Static testing is evaluation of a test item where no execution of the code takes place and can be performed
manually (e.g. reviews) or by using tools (e.g. static analysis). For static testing, the test item can take
the form of documentation or source code, and it can be performed anywhere in the life cycle. Reviews
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and example review types are described in detail in ISO/IEC 20246. Reviews range in formality and
include inspections, technical reviews, walkthroughs, and informal reviews. Static analysis involves the
use of tools to detect anomalies in code or documents without execution (e.g. a compiler, a cyclomatic
complexity analyser, or a security analyser for code).

Dynamic testing involves executing code and running test cases. Dynamic testing can thus only occur
in the parts of the life cycle when executable code is available.

4.1.6 Exhaustive testing and sampling

To prove - by dynamic testing - that a specific test item meets all requirements under all given
circumstpnces, then all possible combinations of input values in all possible states would need to’be
tested. This impractical activity is referred to as “exhaustive testing”. For a simple software pregram,
the numBer of combinations of input values is very large (e.g. a program processing two 64-bit numbejrs
would refjuire 2128 tests just to cover all possible input combinations). In practice, test itéms tend to be
more and more complex, and so the application of exhaustive testing is not possible.

For that feason, in practice software testing derives test suites by sampling fromythe/(extremely large)
set of pogsible input combinations and states. Choosing the subset of possible t€sts'that are most likdly
to uncover issues of interest is one of the most demanding tasks of a testerx’The ISO/IEC/IEEE 29119
series refommends the use of risk-based testing (see 4.2.2) as the basis(for selecting the tests to be
used.

4.1.7 Testing as a heuristic

In engingdering (and software engineering) a heuristic is an experience-based (trial and error) method
that can e used as an aid to problem solving and design. However, while heuristics can be used to solye
problemg, they are fallible in that sometimes they may\not solve, or only partially solve, a problem.
Much of gystems and software testing is based on heuristics. For instance, they are useful when creating
models df the system to be tested; however, they may fail to fully model the system and so defedts
in the system may not be found even though thectésting appears to be complete. Recognition that the
manner i which testing is undertaken may befallible makes it possible to partially treat the risk of 4n
ineffective test approach by employing multiple approaches in the test strategy.

4.1.8 Hurpose of testing
Testing usually serves more thanone purpose. Typical purposes include, but are not restricted to:
a) dete¢ting defects - this allows for their subsequent removal thus increasing software quality;

b) gathg¢ring informationon the test item - testing generates information; this information can serye
diffefent purposes;such as:

— dlevelopérs can use the information to remove defects, increase the code quality or learn fo
d¢reate™better code in the future;

— ftiestefs can use the information to create better test cases;

— managers can use the information to decide when to stop testing;
— users eventually benefit from a higher product quality.

c) creating confidence and taking decisions - by providing evidence that the test item performs
correctly under specific circumstances, the stakeholders’ confidence that the test item will perform
correctly operationally increases; with sufficient confidence, stakeholders can decide to release the
test item.

Testing may be performed for some or all of the above purposes; and additional purposes not listed may
also exist; these purposes should be identified and agreed as a starting point to any testing activity.
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4.1.9 Test basis

The term “test basis” refers to that information used when developing tests and test cases. Typically, it
is used to decide the focus of a test case, the test inputs, and the expected results; thus, the test basis
defines the expected behaviour of the test item.

It is useful if the test basis is available as a single document or a set of documents to provide a common
reference for test creation and review. In practice, the required information may only be available in an
unstructured or informal way, such as verbally.
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4/1.10 Test oracle

Altest oracle is a source of information used to determine whether a test has passed or fail¢d. A test
orfacle may be, but is not limited to:

— arequirements or design specification;
— another similar system (e.g. the system that is being replaced becauisg-it is too slow);
— ahuman expert or group of experts.

Tgst oracles do not always provide an expected result. In some\Situations, the test oracle comprises a
cqnstraint that defines the pass/fail criterion (e.g. actual resultis greater than 10).

Tgst oracles can be complete (they provide all the information needed for a test item) or parfial (they
only provide the information needed for a subset of alltest cases).

If|test oracles are complete and formal, it should‘be possible to create an automated test oracle and
sybsequently automate the testing. In practice,bthis is rarely possible and human experts are rjeeded as
well; this is often known as the test oracle preblem. A second part of the test oracle problem is when the
cqmplexity of the test item (e.g. an Al-based system analysing big data) makes it impossible fpr expert
hymans to know when a test item has passed or failed a test.

4/1.11 Testindependence

Tgst independence describes_the degree of separation between those performing testing and those
d¢veloping the test item. Test independence is considered to be high if the person who performs testing
is|different from the person who performs the development and is considered to be low if the same
pérson both developsand tests.

I general, a high*degree of test independence is considered desirable for two reasons. The first reason
is|that an independent tester is less likely to make the same (wrong) assumptions as the developer and
sq is morelikely to detect defects in the developer’s work. The second reason is that a developeér testing
their owmswork may suffer from confirmation bias where they are likely to look for results thaf confirm
that.decisions they made earlier during development were correct.

On the other hand, SOMe peopie argue that developers testing their own Work 15 more efticient due to
their familiarity with it. A compromise where testers and developers work together is also advocated,
as is a test-first approach where developers write tests before they write code.

4.2 Test plans and test strategies

4.2.1 General

A test plan describes the objectives of the testing, and the activities to be performed to achieve those
objectives. The choice of activities is described in the test strategy, which is part of the test plan
(although it may be documented separately). The selection of activities is based on the risks associated
with the objectives, which are largely concerned with meeting product and project requirements. Much
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of the test plan other than the test strategy describes the implementation of the test strategy, such as
providing scheduling and staffing details.

The test plan and its test strategy can be applied to a whole project, one or more test levels, or one or
more test types.

The activities in the test plan implement various test approaches, and these are selected to manage
the perceived risks. The selection of these test approaches is not simple. In an ideal world, the higher
exposure risks would simply be treated until an acceptable overall risk exposure level is reached.
However, in practice the challenge is that risks are often interrelated. For instance, if it's decided to
treat a pfoduct TSR by performing more rigorous testing, the riskthat the testing wittoverrunm (peritaps
in terms |of both time and budget) is likely to be introduced (or increased). Thus, the selection of test
approaches in the test strategy is typically a complex activity.

4.2.2 Risks and risk management

4.2.2.1 |Risk categories
Risks car) be categorized as either product or project risks.

Product tJisks are concerned with the deliverable product (the test item) and include possible harm fo
users or pther stakeholders due to the product not performing as required:

Project risks are concerned with how the product is developed and include the danger that developefs
and othel project members lack the necessary skills, or that the.product will be delivered late or over
budget.

4.2.2.2 |Risk management process

The procpss for managing risks by testing (often called risk-based testing) is similar to most other rik
managenhent processes. Initially potential risks.aré identified, sometimes using checklists based ¢n
quality characteristics, such as those defined in the ISO/IEC 25000 SQuaRE family of standards. Next,
they are pnalysed to determine the potentiakimpact (severity) they would have (on a delivered produlct
or the prpject) if they were to occur. The likelihood of each risk is determined, which can be based ¢n
factors sfich as requirement quality, staffcapabilities, system complexity and historical information|A
risk expagsure level is then established;-based on combining the impact and likelihood of each risk. Risks
can then pe prioritized accordinglyand mitigating actions decided, if appropriate (or possible) - alwajs
remembdring that a treatment for-0ne risk can be the cause, or increased exposure, of another risk.

4.2.3 Risks and requirements as the basis of a test strategy

The risk that the product does not meet stakeholder requirements is often a major driver in the selectipn
of test agproaches.There is sometimes confusion that the choice of test approaches is either based In
risk or bpsed oh reéquirements. This is not a choice between alternatives - not meeting stakeholdpr
requiren]ents is*typically one of the highest risks on any project - therefore choosing test approachgs
that help|ensure requirements are met is a valid and vital part of a risk-based test strategy.

NOTE The requirements that can be considered include (and are not limited to) test item requirements,
project requirements, regulatory requirements, organizational requirements, contractual requirements.

EXAMPLE A test strategy can be based on several test approaches and test practices. In a specific situation,
test managers can decide to use unit testing, integration testing and system testing as levels of testing.
Functional testing and load testing are the types of testing used. For functional testing, the test design techniques
equivalence partitioning and boundary value analysis are chosen, along with the requirement to achieve a
structural test coverage measure. Additionally, the test strategy specifies that the test practices scripted testing,
exploratory testing and test automation are user in this situation. All these decisions are recorded in the test
strategy which is intended to achieve the test goals identified by the test manager, and to address the perceived
risks.
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The selection of functional testing is often used to check the implementation of functional requirements,
while non-functional types of testing (see Figure 2), such as performance and penetration testing are
used to check that requirements in areas of performance and security are met.

4.2.4 Testapproaches

4.2.4.1 General

Test approaches are selected to be part of the test strategy based on thelr ablllty to treat percelved risks.
: sy includes

afselection
of test levels and test types is made. If dynamic testmg is 1der1t1f1ed as a necessary risktredtment (it
cdnnot be selected for managing risks earlier in the life cycle when no executables are availaple), then
t design techniques and (normally) corresponding test completion measures [(defined in|terms of

t coverage measures) are included in the test strategy.

42.4.2 Testlevels

The testing for a project is performed at various distinct stages of the life cycle, typically referred to
aq test levels. Each test level is associated with a type of test itemr (e:g. module, system), haf specific
objectives and is used to treat specific risks. For instance, integration testing has the objective of
gdtting software parts to work together and is used to treat risks associated with interfaces|between
test items and attempts to help ensure that they communicate-correctly.

Tgst levels may be associated with static and dynamic testing and are closely related to development
adtivities. For dynamic testing, each of the test levels typically requires a specific test envifonment.
Common test levels, presented in the order they ane\typically performed and in order of the sjze of the
teist items from individual units or modules to complete systems:

— unit testing;

— integration testing;
— system testing;

— acceptance testing.

Mpre test levels are shown in Figure 2.

4]2.4.3 Types oftesting
The different types of testing are shown in Figure 2 and described in detail in ISO/IEC/IEEE 2D119-4.

42.4.4 Testdesign techniques / measures

Tg¢st/ design techniques for creating test cases and test coverage measures used to medsure the
campleteness of using the test design techniques are shown in Figure 2 and described inldetail in

ISO/IEC/IEEE 29119-4.

4.2.4.5 Test practices

A variety of test practices can be implemented as part of a test strategy. A list of more common test
practices is given in Figure 2, although others are possible.

4.2.4.6 Static testing

In test plans, use of static testing helps form an optimal test strategy. Static analysis and reviews can
be applied prior to dynamic testing and can find defects before test execution becomes possible. Most
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software projects use reviews (see ISO/IEC 20246) as an approach to identifying issues early in the
lifecycle.

4.2.5 Testing in development and maintenance life cycles

The test processes, documentation and techniques defined in the ISO/IEC/IEEE 29119 series are generic
and apply equally to both development and maintenance of software, and to agile and tradition life
cycles. It is possible to tailor use of these standards dependent on the situation, for instance, a lean level
of documentation may be specified on agile projects.

Testing in both development and maintenance should be based on the perceived risks. Duging
maintengnce, the risks will additionally need to take account of the changes made and the expected
impact of those changes.

=

evels of testing

Unit testing

Integration testing

System ftesting

System fintegration testing

Acceptgnce testing

— User|acceptance testing

— Opeffational acceptance
testipg

— Factpry acceptance testing

— Alphfa testing

— Betaltesting

— Production verification
testihg

Test practices

Model-lpased testing
Scriptedl testing
Exploratory testing
Experience-based testihg
Manual|testing

A/B testing

Back-torback ftesting
Mathenjatical-based testing
Fuzz tef[ting

Types of testing

Functional testing
Accessibility testing
Compatibility testing
Conversion testing
Disaster/recovery testing
Installability testing
Interoperability testing
Localization testing
Maintainability testing
Performance-related
testing

— Performahce

— Load

— Stress

— Capacity

—~ Recovery
Portability testing
Procedure testing
Reliability testing

Security testing

wsability testing

( Static testing

Test design
techniquies’/
measures

Specification-based:
— Equivalence partitioning
—\Glassification tree method
*~/Boundary value analysis
— Syntax testing
— Combinatorial testing
— All combinations
— Pairwise
— Each choice
— Base choice
— Decision table testing
— Cause-effect graphing
— State transition testing
— Scenario testing
— Use case testing
— Random testing
— Metamorphic testing
— Requirements-based
testing

Structure-based:

— Statement testing

— Branch testing

— Decision testing

— Branch condition testing

— Branch condition
combination testing

— MC/DC testing

— Data flow testing
— All-definitions testing

Keyword-driven testing
Automated testing

— Capture-replay driven

tData-driven /

Reviews (ISO/IEC 20246)
Static analysis
Model verification

— All-C-uses testing
— All-P-uses testing
— All-uses testing

— All-DU-paths testing

Experience-based:

tError guessing j

Figure 2 — Example test approach choices
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4.2.6 Domains and system characteristics

The ISO/IEC/IEEE 29119 series is applicable to software from all domains, including, but not limited to,
medical devices, commercial systems, defence systems, telecoms, and health. Systems from a specific

domain share some similarities and these similarities can extend to the testing performed

on them.

However, given the wide range of systems from some domains (and that some systems cross two or

more domains), it can be difficult to identify an appropriate set of testing approaches simply
the domain.

based on

Systems from a specific domain will typically share a mix of system characteristics. For instance, a

flmure avionics system can include the following characteristics — embedded, real-time, au
and Al As system characteristics are less abstract than domains, it is easier to associate specif
approaches with these characteristics.

[f{the system characteristics associated with a given system are known, that suggests the
testing that should be considered for inclusion in the test strategy (alongside those.identified a
off performing risk-based testing - see 4.2.2 for more on risk-based testing).

Ahnex A provides more detail on various system characteristics afild- common associ
approaches.

4122.7 Test strategy contents

The expected contents of the test strategy are shown below;
— test approach choices (see Figure 2):

— testlevels (as part of a project test plan);

— testtypes (sometimes only one test typeif this part of a specialized test plan focused o
system characteristic, such as usability);

— selected test practices
— selected static testing option$

— test design techniques (eften selected based on team skills and familiarity, on the forr
test basis and perceptions of expected defect types based on experience);

—1 test deliverables (may’ be driven by regulatory requirements, where the risk being t
partially not meeting mandated standards);

— test completioncriteria (should match the test techniques, where selected, as these providg
of knowing'when enough tests have been executed);

— entry(and exit criteria (for each of the test activities; these are typically used to manag
PLOCESSs);

onomous
ic testing

types of
s aresult

ited test

n a single

nat of the

reated is

P aImeans

b the test

— “dégree of independence (see 4.1.11);

— metrics to be collected (often related to the test completion criteria, but may also be included to

support test process improvement);
— testdatarequirements (more realistic data may be used to treatrisks associated with data

— testenvironment requirements (often selected by balancing the risks of using unrepresent

validity);

ative test

environments with the costs of such environments, the required level of test automation should be

specified here);

— retesting and regression testing (levels need to be based on a knowledge of the risks associated

with developers making changes);
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— suspension and resumption criteria (often defined to provide testers with an agreed set of conditions

that

developers need to meet to make testing worthwhile);

— deviations from the organizational test practices (and perhaps the test policy).

4.3 Test frameworks

4.3.1 Test processes

4.3.1.1

Processe

is often y

General

5 describe a set of interrelated or interacting activities which transform inputs into outpuits.

and these activities are described by test processes. In ISO/IEC/IEEE 29119-2, test processes a

defined 4

test proc
of situati
with add

4.3.1.2

Testing a

that app
defined i
for all th

guidance

psses defined in this document exhibit generic characteristics that can be used in a wide ran
tional activities, procedures, and practices, as necessary.

Organizational level testing

[ the organizational level is concerned with defining and maintaining policy and test practic
y across the whole organization, rather than to specific-projects. The rules and guidan

b software testing being performed within the organization. The existence of such rules a

seful to consider the testing activities separately from the development (and other) activitigs,
t three levels - at the organizational level, management level and dynamic testing level. The

pns. Organizations and projects may adopt these generic test processes and/supplement them

h the test policy and one or more organizational test practices documents serve as the bagis

£S
e

d

provide constraints on projects that remove the geed for duplicated decision-making (e.g. the

documenjted organizational test practices may mandate that a specific test automation framework will

be used g

policy and organizational test practices documents are usually seen in more mature organizations a

larger or

and docy
coherenc

banizations running multiple projects. Testing can be, and is, performed without a test poli
mented organizational test practices\iir organizations of lower maturity, but this gives le
e to the testing within the organization and can make the testing less effective and efficient,

Organizational test process

\ J

4 )\

Test management processes

\ J

4 )\

Dynamic test processes

n all projects) and encourage the reuse of skills;and communication between projects. The test

d
Ly
5S

4.3.1.3

Figure 3 — The three levels of test processes

Project-based testing

When software is developed and maintained the stakeholders perform a set of interrelated
processes typically defined by a life cycle model. The life cycle model acts as a common reference for
communication and understanding for both the initial development and subsequent maintenance of the

software

The test processes used on a project can be mandated by regulatory standards (e.g. for safety-related
software), by organizational constraints (e.g. in the organizational test practices document) and by the
specific needs of the project.
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The ISO/IEC/IEEE 29119 series defines project-based test processes at two levels: to support the
management of testing and to support dynamic testing. Static testing techniques, such as reviews and
static analysis are defined in separate standards (e.g. ISO/IEC 20246). Thus, overall, three levels of test
processes are defined, as shown in Figure 3.

4.3.1.4 Test management processes

The management of the testing to be performed is described by the test management processes. Initially
a test plan is created in the test strategy and planning process based on an analysis of identified risks

a

‘here one

ey
Tl
W
reg
Tl

4,

Tl
s
pi
pi
th
pi
te

d project constraints, and taking account of the organizational test practices document

ists. The test plan includes the project-specific test strategy, the staffing, and scheduling of thle testing.

ne test plan drives the testing, which is managed through the test monitoring and centrol

process.

hen testing is complete, the test completion process includes activities to generates d test cqmpletion
port, clean up the test environment, archive testware and perform lessons learned, among others.
e test management processes are shown in Figure 4.

| —

Test management processes

Test plan updates
Test
Test strat Test Test completjon
eststrategy | test plan es results reporg
and & monitoring comTelfatti on P }@
planning and control p

P Test'status reports

\

)

Figure 4 — Test management processes

3.1.5 Dynamic testing processes

ne dynamic testing processes describe how the test cases are developed, the test envirgnment is

t-up, the test cases are executed;*and any issues reported. The interaction of the dynam

c testing

ocesses is shown in Figure 5. Note that this figure only shows a logical ordering for a single t¢st (these
ocesses will be run many. titnies for the testing on a project) and some processes may run mpre often
an others (e.g. environment set-up will normally occur less frequently than test execution). Also, in
actice, some of these processes may run in parallel (e.g. test design may be done at the samle time as
st environment setup).

-

\_

Dynamic test processes

™~

N

Test Test
. specification 1 [No issues noticed]
H Test designand | °P Test rest ts><\
_imp],empnfaﬁnn execution e
[Issue noticed OR
retest result]
Test
environment
requirements Test
. Test
environment ..
. incident
and data Test environment reportin Incident
management | readinessreport p g report

Figure 5 — Dynamic test processes
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4.3.1.6 Instantiation of test processes

4.3.1.6.1 General

The eight test processes defined in ISO/IEC/IEEE 29119-2 need to be applied based on the situation,
which will vary between organizations, between projects and within projects.

4.3.1.6.2 Organization level instantiation

nole Qrg A 0 alll e DD 10O

ganizatio erefore, this process wiji

instantiation of the organizational test process).

4.3.1.6.3] Test management level instantiation

At the teft management level, the three management level test processés‘(test strategy and plannirg,
test mon{toring and control, and test completion) can be applied to manage different levels and types jof
testing. Hor instance, they can be used to manage project level testing, component testing, integration
testing, gystem testing, acceptance testing, usability testing, performance testing and security testirg.
Thus, on|a single large project, it may be necessary to instantiate the three management level test
processep (they are nearly always instantiated as a compléete set of three) several times. On a small
project ifmay only be necessary to instantiate them once:

For all pfojects, it is necessary to instantiate them to.manage the project level testing. If it is decided
that lowgr levels of testing (e.g. component testing;,system testing) will be managed separately, th¢n
the test nanagement processes will need to betinstantiated for each of these levels that are managed
separately. Similarly, if it is decided that a test.type should be managed separately (e.g. usability testing,
security [testing) then, again, the test mandagement processes will need to be instantiated for eagh
of these types. One way of deciding if it~is necessary to instantiate them is when it is decided thaf{ a
separate|test manager role is required for a specific test level or test type.

Project test
~7| management
e

- processes
7 - manage
A g Sl____ \' Acceptance test
Test % = s --->| management
management Slgf—---- _ System test processes
— V= = | __ Y7 ~—-—>| management
processes =1 B R B ; rocesses
S| 2| -~ Integration test P
J £ £ |~ ~>| management
N >~] Component test processes manage
> management _
processes T~
“~<_ _| Performance test Security test
3| management [>| management
processes processes
Figure 6 — Hierarchy of instantiated test management processes
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Where several test management processes are instantiated for a project, the processes instantiated for
the project level testing are used to manage the other test management processes. It is also possible for
lower level test processes to manage other test processes, so creating a hierarchy of test management,
but this would only be applicable for very large projects. Such a hierarchy of test management processes
is shown in Figure 6. All the test management processes in the hierarchy on the right-hand side are
instantiated from the three base test management processes. The project test management processes
would be the responsibility of the project test manager. Lower level sets of test management processes
would typically be the responsibility of lower level test managers (e.g. a performance test manager
would be responsible for the performance test management processes).

Af

In

43.1.6.4 Dynamic testing level instantiation

practice, it is also common for them to be separately instantiated for the’testing of different
system (e.g. they can be separately instantiated for the different modulés for component testipng, or for
the acceptance testing of the functions associated with a specific stakeholder). In this way the design
and execution of the tests associated with a particular function(can be performed separately from
the design and execution of other functions. Figure 7 shows the{dynamic test processes insfantiated
sdparately for each test level and separately for the component testing of three different modules.

the dynamic testing level, the set of dynamic test processes will normally need to be insfantiated
mfany times. It is usual that they are separately instantiated for every different test level
tylpe (e.g. for component testing, integration testing, system testing, acceptance.testing, performance
testing, usability testing, security testing).
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Figure 7 — Instantiation of multiple sets of dynamic test processes
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4.3.2 Test documentation

4.3.2.1 General

Test documentation is produced as a result of performing the test processes and is defined in detail in
ISO/IEC/IEEE 29119-3. The destination of these outputs is either a stakeholder (e.g. test status reports
to a project manager) or another process (e.g. a test plan to direct the performance of dynamic testing).
As the test documentation comes from the processes, it can be categorized in terms of outputs at the
three test process levels.

4.3.2.2 |Organization level documentation

4.3.2.2.1] General

The orgdnizational test process develops and maintains organizational test specifications. Thepe
specifications typically take the form of either a test policy or an organizational test practices documeipt.

4.3.2.2.2] Testpolicy

The test policy expresses the organization’s expectations and approach tosoftware testing in businegs
terms. Although it would also be useful to anyone involved with testingy it'is aimed at executives and
senior mpnagers. The approach described in the test policy (what the\organization wants to achie\]:e)
guides the content of the organizational test practices document, which describes how the organization
will achigve it.

4.3.2.2.3] Organizational test practices

The orgahizational test practices document is aligned Wwith the test policy and expresses requiremer:lfs
and consfraints on how the testing should be performed on all the projects run within the organizati

(unless they are too dissimilar in character, jmmwhich case multiple organizational test practicps
documerits may be generated).

4.3.2.3 | Test management level documentation

4.3.2.3.1] General

Each of the three test management processes generates one main piece of test documentation. The
test plan|is generated as aresult of test strategy and planning; test status reports are generated fo
documerjt the progressof-the testing effort by the test monitoring and control process; and the test
completipn report is generated to summarize the test effort from the test completion process.

4.3.2.3.2] Testplan

The test [plan-provides a detailed description of how the testing for the associated test management
processep shrould be done. As test management processes can be instantiated to achieve a variety jof
goals (e.g. project test management, system test management, performance test management) the
corresponding test plans also necessarily have a different focus depending on the reason for performing
the testing. However, the types of information held in the test plan tend to remain the same whatever
the form of testing that is being planned.

The test plan is used by the test monitoring and control process as the basis for managing the testing,
but it is also used by the dynamic testing processes as it specifies how the dynamic testing should
be performed (e.g. it specifies the required test techniques, test completion criteria, who should be
performing the testing and when). The test plan is also used to specify how static testing (e.g. reviews
and static analysis) should be performed. The test plan may be updated by the test monitoring and
control process, for instance, due to changing requirements (e.g. test completion date moved forward)
or when the specified testing cannot be done by the testers.
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4.3.2.3.3 Test status report

Test status reports are generated by the test monitoring and control process to provide information
on the current progress of the testing against the test plan. These reports may be used by the project
manager to gauge progress or, if the test management is being performed at a lower level, they may
be used to inform the project test manager of progress at this lower test level. test status reports are
normally produced on a regular basis (as specified in the test plan), although the frequency of reporting

may increase towards the end of the testing.

4.3.2.34 Testcompletion report

The test completion report summarizes the testing that was performed during the testidg, d
testware that was archived and the state of the test environment, and describes the(lesson
frpm performing the testing. Where the test completion report is for a higher level ofitesting,
also incorporate details of the testing performed at lower test levels (e.g. if it is a preject test cq
rgport and there was a separate system test plan then it should include details.of the systen
ich should be available in the system test completion report). One test complétion report is
ganerated for the testing associated with each corresponding test plan.

.2.4 Dynamic testing level documentation

.2.4.1 General

e amount of test documentation produced by the dynantic testing processes can vary g
the requirements for documenting test case design, testenvironments and test results can
different for different forms of testing. The test docuinentation requirements should be specif]
test plan and, depending on the level of test automation, some of the documentation may be
telst management tool.

43.2.4.2 Test specification

Tgst specifications should provide sufficient detail to determine how the test cases in
pttocedures were derived from the.test basis and that they achieve the required level of test
Tgst specifications may take the form of a test procedure (supporting manual test executi
aytomated test script (suppotting automated test execution). Traceability from the test c3
tg the test basis is required\té confirm coverage and to support the selection of tests to re-
changes are made.

43.2.4.3 Test environment requirements and test data requirements

Where these are not already included in the test plan, any requirements for the test environ
teist data arespecified.

43.2.4.4 Test environment report and test data readiness report
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stakeholders.

4.3.2.4.5 Test execution log

The execution of tests, including actual results, are recorded in the test logs.

4.3.2.4.6 Testincident report

relevant

Where necessary, incident reports (also known as defect reports) are generated to allow, when

considered cost-effective, defects to be removed.
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4.3.3 Documentation requirements

ISO/IEC/IEEE 29119-3 is extremely flexible in its documentation requirements. ISO/IEC/IEEE 29119-3
specifies the required information to be recorded, but it does not require specific naming or terminology
to be used; nor does it require specific documents to be created (the information can be stored in
multiple documents or combined into a single document). Documents do not have to paper-based, and
the information can be held electronically or within test automation tools.

4.3.4 Configuration management and testing

Configurption management (defined in ISO 10007) is a set of activities used by the test processes fat
all three|levels so that configuration items (e.g. test procedures, test scripts) are uniquely identified,
changes o these items are recorded and the current status of configuration items can be reported.
Configurption items of particular interest to testers are the inputs and outputs of the test\processgs
and inclyde all the test documentation mentioned in the previous subsections, along with items thiat
are tested (e.g. systems and their components) and the corresponding test basis (elg. requirementts
specificafion).

Where pgssible, for the purpose of being able to recreate a problem so it can e analysed further, the
configuration management system should support the ability to repeat a test'dtany point in the futufe
under the¢ same conditions as before. It is acceptable practice to exclude Certain types of testing - fpr
example,|unit testing - from this repeatability requirement as long as thééexception is documented.

4.3.5 Tool support

Tool support (usually referred to as test tools) is available for'many of the tasks and activities describe¢d
in the teft management and dynamic testing processes defined in ISO/IEC/IEEE 29119-2, as well hs
aspects ¢f the testing techniques described in ISO/IEEG/IEEE 29119-4. The following list provides
exampleg of some of the areas covered by test tools:

— test ¢ase management;
— test nonitoring and control;
— test rata generation;

— statif analysis;

— test ¢ase generation;

— test ¢ase execution;

— test ¢nvironment implementation and maintenance.

There ar¢ a wide'variety of test automation tools available. They can be developed in-house, obtaing¢d
commerdially, er*obtained from the open-source community.

4.3.6 Hrocess improvement and testing

Process improvement includes the identification and implementation of changes to an organization’s
processes so that they meet the organization’s business goals more effectively and efficiently.

The test processes and process improvement interact in two ways:
a) the test processes deliver information on which process improvement changes can be based;
b) the test processes can themselves be subject to process improvement.

When testing delivers information to process improvement it typically comes from the lessons learned
activity, which is part of the test completion process.
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When test processes are improved, this can be part of a wider initiative covering all development, test
and support processes or a more localized initiative targeted at the test processes.

4.

3.7 Test metrics

To effectively control the test processes, metrics can be used to monitor them. Metrics should be
selected with care, so that the information that is needed to control the processes is collected, and no
measures are collected unnecessarily.

Some examples of metrics that can be used in testing are:
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4.1 Test model

inmagine the required test coverage is to exercise all valid transitions between states that the

residual risk: number of risks identified compared to number of risks treated;
cumulative defects: number of defects opened compared to number of defects closed;
test coverage: number of requirements covered by executed tests;

defect detection percentage: number of defects found in testing compared to number (
found overall.

4 Test design and execution

ne test model is used as the basis of test design - it models\the required behaviour of the test
used to generate test cases that cover the model to thé yequired level of coverage. Figure 8 §
lationships between the major test artefacts involved in test design, showing the test mode
irt.

e notation used for the test model is selectedby considering the required test coverage; this
e form of the test coverage items - and¢these are incorporated into the test model. For

n be in. The test coverage items arelthese valid transitions and so a test model needs to K
at clearly shows these transitionsxAt this point the tester chooses between the different
ailable for state models (e.g. they can choose a state transition diagram or a state table).
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Figure 8 — Test modelin perspective
As shown in Figure 8, the required test coverage’is specified in the test strategy as one of the test
completipn criteria. The required behaviour is\défined in the test basis and subsequently modelled fin

the test model. The test model is used to identify explicit test coverage items, which are used to generalte
test case$ to cover them. Test procedures (test scripts) contain sequences of test cases, and several test
procedurjes comprise a test suite.

The use [of the test model to generate test cases (and, subsequently, test procedures) is defined fin
ISO/IEC/IEEE 29119-2. The documentation of the test model (in the test model specification) |is
defined in ISO/IEC/IEEE 29119-3. The use of the test model by test design techniques is defined fin
ISO/IEC/IEEE 29119-4.

4.4.2 Model-basedtesting

Model-based testing (MBT) uses models to generate test cases systematically and automatically. Fpr
MBT mofglels(are formal or semi-formal representations of the required behaviour of an item undpr
test. Models{can be developed for a complete software system or parts of a system. Use of MBT allowys
testers todesigmamdimptement tests at various tevels of abstractiom MBT tanguagesamd notation
can be formally defined syntactically and, in some cases, semantically. By using MBT tool support
environments, test cases can quickly be generated from the model and automatically executed. Thus,
MBT can support improved testing beyond that supported by natural languages and manual execution.
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4.4.3 Scripted and exploratory testing

4.4.3.1 Overview

Test design and execution can be conducted in a number of ways, depending on the needs of each
project:

— scripted, which can be:

— manual;

— automated;
— exploratory.

Ir| practice, a combination is typically used, as the scripted testing helps achieve required test|coverage
lepels, while the exploratory testing allows for creativity and the rapid executioh.of tests, when needed.

44.3.2 Scripted testing

I scripted testing, test cases are recorded (e.g. documented in‘\a’test management too] or in a
sgreadsheet) and can then be executed manually or executed ‘automatically using an agitomated
testing tool. The level of detail required within each test case\(stich as the granularity of tlest steps
and expected results) often depends on the documentation requirements of the project, which are
tylpically decided during test planning (see 4.2). The level of detail also depends on whether the testing
islautomated (which typically requires more detail). For~manual tests, the level of detail also depends
ol the knowledge, experience, and capability of the €est executor (including their system and testing
d:tmain knowledge).

44.3.3 Exploratory testing

In| exploratory testingl10l, tests are desiguied and executed on the fly, as the tester interacts with and
leprns about the test item. Session sheéts are often used to structure exploratory testing sesgions (e.g.
by setting a focus and time limits on’each test session). These same session sheets are als used to
cdpture information about what was tested, and any anomalous behaviour observed. Exploratory tests
arje often not wholly unscripted,-as high-level test scenarios (sometimes called “test ideas”) pre often
dgcumented in the session.slieets to provide a focus for the exploratory testing session.

44.4 Testdesign techniques

In both scripted @and’exploratory testing, tests are often created by using test design techniques, such
aq those defined.in ISO/IEC/IEEE 29119-4. In scripted testing, tests are typically designed in systematic
and methodical ways, with one technique being used at a time, such as is demonstrated within the
ejamples(of ISO/IEC/IEEE 29119-4:2021, Annexes B and C. During exploratory testing, the yame test
d¢sign-fechniques are typically used, but their application is usually much more informal, with|a variety
off techniques being interleaved, with less test documentation.

The aim of applying test design techniques during exploratory testing is often to target specific types
of defects, “cover” specific aspects of requirements, specifications, or source code. The main difference
with how test techniques are used during scripted testing is that various techniques are used to
generate test cases to test a specific aspect of the test item and so a technique may be used to generate
a single test cases before another technique is subsequently used for the next test case, which explores
a different aspect of the test item.

A variety of test design techniques is typically required to suitably cover any system, regardless of
whether the testing is scripted or exploratory.
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4.4.5 Experience-based testing

4.4.5.1 General
Experience-based testing is based on:
— previous testing experience;

— knowledge of particular software and systems;

— domagin }\uuvvlcdgc,
— metifics from previous projects (within the organization and from industry).

Experienfce-based test practices typically do not rely on large amounts of documentation. (e.g. test
procedur|es) to execute testing. On a continuum from scripted to unscripted testing, these’experiende-
based tept practices are primarily unscripted. Using such practices may mean that only tailor¢d
conformdnce to ISO/IEC/IEEE 29119-2 can be achieved.

ISO/IEC/IEEE 29119-4 describes the experience-based test design technique, 6f efror guessing. Other
experienfe-based test practices include (but are not limited to) exploratory festing (see 4.4.3.3), tougs,
attacks, dnd checklist-based testing.

4.4.5.2 |Tours

Tours pr¢vide generalized testing advice that guides testers through the paths of an application likd a
tour guide leads a tourist through the landmarks of a big city/Tours are not aimed at providing guidange
on whichy test input values to select, rather they are aimed at providing higher level guidance for test
design. Fpr instance, a tour can suggest which areas of an@pplication should be the focus of a two-holir
exploratgry testing session.

An example of a tour used for exploratory testingwould be the ‘Landmark tour’. In this tour, testejrs
choose kpy features, decide on a sequence to visit them, and then explore the application going from
landmark to landmark until all of them havedgen visited.

4.4.5.3 | Attacks

Attacks gre identified based on their potential for exploiting a specific fault model. A fault model |is
a way of[thinking about how and*why software fails[13]. Fault models can be behaviour-based, whigh
allows testers to look for effective tests (attacks) that will identify failures in software. Specific fault
models cpn be used, for ifistance, to design attacks that may result in security compromises (e.g. fpr
security festing), if a specialist type of testing is performed.

the fault|model that an application will behave insecurely if software libraries that it relies on fail fo
load - and developers assume that calls to these libraries will work each time and make no provisi¢gn
for when|tHis,does not happen.

An example of a security attack would be to block access to software libraries. This attack is based }n

4.4.5.4 Checklist-based testing

Checklist-based testing is based on the tester generating tests based on a list of pre-determined items.
The items on the checklist can be based on personal experience, commonly found defects, and perceived
risks, among others. Checklist-based testing is often focused on a particular quality characteristic (e.g.
a user interface checklist). Checklists should be reviewed and updated regularly so that that they do not
become stale and that they continue to target the most important defects. Checklists can be focused on
different levels of detail and the tests generated from checklists may be scripted or unscripted.

Checklists can come from various sources; for instance, they may be specific to an individual tester, an
organization, may be shared on the web or may form part of a regulatory standard.
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4.4.6 Retesting and regression testing

When a developer fixes a defect, tests are run to check that the fix was made successfully; this is known
as retesting or confirmation testing. In most cases, the original test cases associated with the fixed code
are used for retesting, but they are sometimes supplemented by new test cases that provide improved
coverage.

When a developer makes changes to existing software (e.g. to fix a defect, add functionality, change non-
functional characteristics), tests are run to check that the original behaviour of the software, which is
expected to be unchanged by the modification, has not been adversely affected by the changes; this is
KIfOWT as regression testing.

44.7 Manual and automated testing

Tgst cases can either be run manually by a human test executor, or they can be)éxecuted |py a test
automation tool.

The decision to conduct manual or automated testing depends on various factors, inclyding the
following.

— The number of times a test case is likely to be re-executed. A cenimon heuristic is that |f a set of
test cases is going to be executed 5 or more times (e.g. during/multiple cycles of regression testing),
then it is typically cost-effective to automate the tests. The\nifmber of times a test case ig going to
be rerun can depend on the life cycle methodology inuse’(e.g. traditional life cycles can require
infrequent regression testing, whereas agile projects typically require regression testing at least
every sprint, while projects utilizing continuous integration (CI) can rerun a test case every build
or once per day). Thus, within agile or CI methoddlogies, regression test cases are highly likely to be
re-run more than 5 times.

— The capability of the testers on the project,yas most test automation tools typically require testers
with some programming capabilities.

— The budget and time available for agquiring and piloting test automation tools.
— The budget available for hiring-and/or training testers in test automation tools.
There are three common appreaches to the automation of test design and execution. These ar¢:
— capture-replay;
—1 data-driven;

—  keyword-driven (for a detailed description, see ISO/IEC/IEEE 29119-5).

44.8 Continuous testing

In| cortinuous testing, test execution is started via an automated process that can occur ontdemand,
sychdas whenever code is checked into a central repository, on a nightly basis, or whenever HQuilds are
deployed To test or production environments. CONtiNUOUS Testing typically occurs in the context of
continuous integration (CI) and continuous delivery (CD).

The application of continuous testing and continuous integration allow early testing.

4.4.9 Back-to-back testing

In back-to-back testing, an alternative version of the system (e.g. already existing, developed by a
different team, implemented using a different programming language, an executable design model) is
used as a comparison system to generate expected results for comparison from the same test inputs.

As such, back-to-back testing is not a test case generation technique as test inputs are not generated.
Only the expected results are generated automatically by the functionally equivalent system. When
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used in partnership with tools for generating test inputs (random or otherwise) it becomes a powerful
way to perform high-volume automated testing.

4.4.10 A/B testing

A/B testing is a statistical testing approach that allows testers to determine which of two systems
performs better - it is sometimes known as split-run testing. It is often used for digital marketing (e.g.
finding the email that gets the best response) in client-facing situations. As an example, A/B testing is
often used to optimize user interface design. For instance, the user interface designer hypothesizes that
by changj ‘buy’ i1l W
variant df the interface is created with a blue button and the two interfaces are assigned to diffenent
users. The sales rates for the two variants are compared and, given a statistically significant numbgr
of uses, it is possible to determine if the hypothesis was correct. This form of A/B testing‘tequirgs
a statistically significant number of uses and can be time-consuming, although tools can be used fo
support i

A/B testing is not a test case generation technique as test inputs are not generated:’A/B testing if a
means of|solving the test oracle problem by using the existing system as a partialkoracle.

4.4.11 Mathematical-based and fuzz testing

Mathemdtical-based test practices can be used to plan, design, select datd and set up input conditiohs
when the¢ test item’s required behaviour, input space or output space' can be described in sufficieht
detail, for instance using a formal language. Formal specificationJanguages can be used to suppdrt
model-bgsed testing, and formal analysis of source code can pe used to identify potential risks ajld
inform the test strategy.

Mathemdtics form the basis for some of the test case design techniques described fin
ISO/IEC/IEEE 29119-4, such as random test case selection, and they can also be used to suppdrt
combinaforial testing approaches. Similarly, fuzz testing uses a tool to generate high volumes of test
input daga, which is then used to test a program~using a simple test oracle (e.g. checking that the
program|does not crash). Fuzz testing can be surprisingly effective at finding defects, but, as with
random festing, test coverage is difficult to@measure. When measures of confidence are needed fr

fuzz testing a statistical approach can be used to determine the significance of the test results based ¢n
the numBer of tests run.

g

Due to the large numbers of inputs that can typically be generated using mathematical practicg
automatgd tools are usually needed.

4.4.12 Test environments

Test environment requirements should be considered as part of test planning, to allow all necessary
components to beacquired, set up, configured, and validated prior to test execution, and cleaned yip
after exefution. Test environment requirements can include:

— softyate =such as operating systems, programs, and other apps;

— services - such as virtual or cloud services;

— hardware - such as servers and end-user desktop computers, laptops, and mobile devices;
— network - such as switches, routers, network connections at specific speeds;

— interfaces - such as to internal, virtual, or third-party systems;

— peripherals - such as printers, scanners, and card scanners;

— data - including data stored in databases;

— testtools - such as test management and execution tools;
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— availability - such as hours per day and times to set-up.

Test environment requirements should be recorded so that they can be communicated and understood.
If a separate team is setting up a test environment, then that team should produce a test environment
readiness report, to confirm that the environment has been set up, configured, and validated as
required. With a separate team, there should be a service level agreement (SLA) specifying when and
how problems with the environment will be addressed.

4.4.13 Test data management

Tgst data setup and clean-up requirements should be identified to help ensure the system is |n a state
that enables each test case to be executed and re-executed. For instance, when testing a‘crédit rating
system, a customer’s historical banking data are required to determine the customer’s@redit $core.

Private data may need to be anonymized or sanitized to help meet data privacy regulations.

Tgst data setup, clean-up and sanitization may be carried out manually or autemated using scrjipts. Test
ddta and automated scripts should be versioned and placed under source control.

4)5 Project management and testing

Project management refers to the support processes that are used to plan and control the fourse of
a project including the management of the testing within the\overall project. Regardless off who has
rgsponsibility for the individual processes, the project management and test management processes
arle closely related, as shown in Figure 9.

Project management processes

Control directives Completion reports
Project plan Test status reports

Test management processes

Figure 9 £ Relationship between the overall project and the testing

The estimation, ri§k)analysis, and scheduling of the test activities should be consolidated [with the
oyerall project planning. The project plan, which is an information item from the project magagement
pfocess, is therefore an input to the test management process.

Dpring the_c¢ourse of the testing, measurements collected from detailed test activities are analysed by
the test;manager and communicated to the project manager for analysis in the project context. This
mfay(result in changes to the project plan, updated project plans and appropriate directives, which will

n adtabaiccnadtatbhatactarctabhaoln ancnirathattho taoctingic A lignad uath tho neaiact Nl
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4.6 Communication and reporting

Communication by testers should provide stakeholders with relevant and timely information that
is appropriate for the audience. This information may provide developers with details on needed
modifications, alert project managers about progress against schedule and budget, or inform external
parties on the conclusion of testing.

Test plans will specify the nature and timing of reporting on test tasks. Tasks with an extended duration
may require periodic status reporting. Status reports can indicate the need to adjust previously planned
priorities, schedules, or resource allocations. Completion reports describe the performed testing and
the outcome.
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4.7 Defects and incident management

Failed tests, as indications of possible defects, need to be investigated systematically to determine if
the defects are in the system under test or in the tests themselves (which may indicate a flawed or
missing requirement). A test result that differs from the predicted behaviour is regarded as an incident
to be recorded, investigated, and possibly resolved. Defects can be found by dynamic and static testing
as well as other activities such as analysis or verification and validation.
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System characteristics and testing - examples
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1 Overview

This annex briefly describes a number of system characteristics (many mofe)can be identi
the associated test approaches. If a tester can identify which of the systemy’characteristics
the system they are testing, then they should consider whether the spéecidlized testing listdd for the

Eqch system can be categorized by a set of characteristics that describe certain aspectsiofthe system. If
these system characteristics are chosen carefully, then specific test approaches can be associ
these characteristics that are known to be appropriate in many (but not all) situations.

ited with

fied) and
apply to

aracteristic is appropriate for inclusion in their test strategy. Thisshould supplement the¢ input of

ripk-based testing (see 4.2) and should in no way be considered a replacement for it.

here a system characteristic has ‘associated characteristics-identified (e.g. real-time isan a

ssociated

aracteristic of closed loop), then the testing applicable to the-dassociated characteristic is alsI likely to

applicable (e.g. the testing suggested for real-time systesis should also be applicable to cl
stems).

2 Artificial intelligence (AI)

2.1 Description

sed loop

Artificial intelligence comes in a varietyrof forms (e.g. classification, optimization, planning) and is used

solve a range of problems (e.g. seareh engines, image recognition, speech recognition, undegstanding
d synthesis). Whichever form~an Al-based system takes, it is normally complex and difficult to
derstand. They are also typically probabilistic in nature, meaning that most Al-based sydtems are

a
u
n¢n-deterministic.

Al2.2 Associated characteristics

Ty

pical associated characteristics are scientific/technical (see A.14).

A{2.3 Specialized testing
Back-to=back and metamorphic testing both address the problem of testing non-deterministic

The tinique computing architectures of Al-based systems (e.g. massively concurrent neural n

systems.

etworks)

means that If structure-based testing I1s used then speciiic structural coverage criteria will need to be
used (e.g. neuron coverage).

The different architectures and development process associated with Al mean that specialist skills are

ne

Fo

eded by testers (or data scientists in the testing role).

r more details on the testing of Al-based systems refer to ISO/IEC TR 29119-11.
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A.3 Autonomous

A.3.1 Description

Autonomous systems address a wide range of application areas and can vary widely in terms of their
implementation technology. An autonomous system is defined as a system that works for sustained
periods independent of human control. This definition means that automatic systems and automated
systems are also forms of autonomous system. Autonomous systems can be distinguished by their
varying levels of flexibility, as shown in Table A.1.

Table A.1 — Levels of flexibility in autonomous systems

iour base|

Flexibility Example systems (1,\)
(later levels may include previous levels) o :
Fixed rulgs Simple thermostat
Fixed rulgs with feedback Anti-lock brake system (ABS)
Fixed neyral network that does not change its behav- |Traffic jam system, e.g. SAE level3

d on its experience

ing)

Production line robot (usingML-based image processt

System changes its behaviour based on its past experi- |Self-learning thermostat

ences Financial trading S§ystem
Smart building

A.3.2 Associated characteristics

Typical apsociated characteristics are real-time (see A.11):

A.3.3 ecialized testing

One apprjoach to testing for autonomy is to attémpt to force the system out of its autonomous behavio

and req
can also
intervent
applicati

A.4 Be

A41 T

Bespoke
A.6).

est intervention in unspecified ciréimstances (a form of negative testing). Negative testil
be used to attempt to ‘fool’ the\system into thinking it is in control when it should requg
ion (e.g. by creating test scenarios at the boundary of its operational envelope - suggesting tl
bn of boundary value concepts to scenario testing).

spoke

escription

systems-are built for a specific customer and purpose (i.e. they are not COTS systems - s

r
g
st
e

A4.2 A

ssociated characteristics

There are no associated characteristics.

A43 S

pecialized testing

Acceptance testing is performed for a specific customer (and set of users).
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