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Foreword

ISO (the

International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
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committees collaborate in fields of mutual interest. Other international organizations, governmen
jovernmental, in liaison with 1ISO and IEC, also take part in the work. In the field of infermati
y, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.
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I's the process and establishes rules to promote fairness in the consensus.development process, t
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nal Standards are drafted in accordance with the rules given inthe ISO/IEC Directives, Part 2.
task of ISO/IEC JTC 1 is to prepare International Standards. Draft International Standards adopt

ht technical committee are circulated to national bodies for voting. Publication as an Internatior
requires approval by at least 75 % of the national bediés casting a vote.

C
al
DN

g
is
Ch
Ct.
E
he
ts

pd
al

s called to the possibility that implementation 0fthis standard may require the use of subject matter

y patent rights. By publication of this standard, no position is taken with respect to the existence
any patent rights in connection therewith. ISO/IEEE is not responsible for identifying essent
patent claims for which a license may be required, for conducting inquiries into the legal validity
patents or patent claims or determining whether any licensing terms or conditions provided
n with submission of a Letter of ASsurance or a Patent Statement and Licensing Declaration Form

h any licensing agreements\aré reasonable or non-discriminatory. Users of this standard dre

advised that determination-of the validity of any patent rights, and the risk of infringement of su
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FEE 21451-7 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technolog
ittee SC 31, Automatic identification and data capture techniques, in cooperation with the Technig
e on Sensor ‘Technology (TC9) of the IEEE Instrumentation and Measurement Society, under t
fandards'Development Organization cooperation agreement between 1SO and IEEE.
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FEE\21451 consists of the following parts, under the general title Information technology — SmTrt

rintérface for sensors and actuators:

— Part 1: Network Capable Application Processor (NCAP) information model

— Part 2: Transducer to microprocessor communication protocols and Transducer Electronic Data Sheet
(TEDS) formats

— Part 4: Mixed-mode communication protocols and Transducer Electronic Data Sheet (TEDS) formats

— Part7: Transducer to radio frequency identification (RFID) systems communication protocols and
Transducer Electronic Data Sheet (TEDS) formats
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2011(E)

This part of ISO/IEC/IEEE 21451 describes communication methods, data formats and provides a Transducer
Electronic Data Sheet (TEDS) for sensors working in cooperation with radio frequency identification (RFID)
systems. This part of ISO/IEC/IEEE 21451 does not outline, recommend, or prescribe any specific air-
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the ISO/IEC/IEEE 21451 series of standards, transducers (sensors or actuators) are conhefted to a

transducer interface module (TIM), which is connected to a network capable application processor (NCAP) to

al
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IS
to

ag

fagilitate the access of smart transducers in a network. ISO/IEC/TEEE 21451-2 defines serial inte

Cdq

transducer interface that allows the transfer of digital transducer electronic data sheet and analog
signals on the same wires.

for all devices that implement the TIM. It specifies the formats for TEDS: It defines a set of con
fafilitate the setup and control of the TIM as well as reading and writing the data used by th
Application programming interfaces (APIs) are defined to facilitate communications with the TIM

ow network access of transducer data. ISO/IEC/IEEE 21450 defines a set of common fur
mmands, and TEDS for the ISO/IEC/IEEE 21451 series of smart transducer standards.

O/IEC/IEEE 21450 provides a common basis for members of the ISO/IEC/IEEE 21451 series of
be interoperable. It defines the functions that are to be performed by a TIM,and the common char;

plications. ISO/IEC/IEEE 21451-1 defines a smart transducer object,model and communication m

nnecting transducer modules to a network processor. ISQ/IEC/IEEE 21451-4 defines a mi

ctionality,

standards
acteristics
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ethods to
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Information technology — Smart transducer interface for
sensors and actuators —

Part 7:

T
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This part of ISO/IEC/IEEE 21451 defines communication methods and‘\data formats for transducerg

TIere is currently no openly defined independent. interface standard between transducers and R

ommunication protocols and Transducer Electronic Data
heet (TEDS) formats

Scope

d actuators) communicating with RFID tags. This part of ISO/IEC/IEEE 21451 also defines T
ectronic Data Sheet (TEDS) formats based on the ISO/IEC/IEEE 21451 series of standards and
I accessing TEDS and transducer data. It adopts necessary-interfaces and protocols to facilitate
chnically differentiated, existing technology solutions. li~does not specify transducer design
nditioning.

ch vendor builds its own interface. Without such.a standard, transducer interfacing and integratio
gs and systems are time-consuming and all yendors’ duplicated efforts are economically unprodu
rpose of this part of ISO/IEC/IEEE 21451, is\to provide interfaces and methods for interfacing trang
-ID tags and reporting transducer data within the RFID infrastructure. It also provides the means
d equipment interoperability.

Conformance

bnformance to this part of ISO/IEC/IEEE 21451 requires that all non-optional sections be implemer
ndor device.

Normative references

r
d

T%\(e follewing referenced documents are indispensable for the application of this document. |

erencés, only the edition cited applies. For undated references, the latest edition of the r

(sensors
ransducer
protocols
he use of
or signal

FID tags.
n to RFID
ctive. The
ducers to
for device

ted in the

For dated
bferenced

¢ument (including any amendments) applies.

ISO/IEC 19762 (all parts), Information technology — Automatic identification and data capture (AIDC)

te

chniques — Harmonized vocabulary

IEEE Std 100-2000, The Authoritative Dictionary of IEEE Standards Terms, Seventh Edition
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4 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 19762 (all parts), IEEE Std 100
and the following apply.

41
transduc

er electronic data sheet

data sheet stored in some form of electrically readable memory, which describes a Transducer Channel

4.2

event sefpsor

sensor th

NOTE

bt detects a change of state in the physical world

value, is the “measurement”.

4.3

message

informatign that is to be passed between devices as a single logical entity

NOTE A message may occupy one or more packets.

44

sensor

device thlat responds to biological, chemical, or physical stimuli (sieh as heat, light, sound, pressure,

magnetism, motion, and gas detection) and transmits the resulting signal or data for providing a measureme

operating

4.5

a control, or both

1451.7 sgnsor

device th

magnetismn, motion, and gas detection) and provides@ measured response of the observed stimulus

4.6

smart transducer
transducegr that provides functions beyond’ those necessary for generating a correct representation of

sensed o
environm

4.7
time tick
number o

r controlled quantity, simplifying the integration of the transducer into applications in a network
ent

f sample intervals that have occurred

5 Abbreviated'terms

For the p
and the f

Al
EUI
LSB
MSB
Oul
RFU

urposes of this document, the abbreviated terms given in IEEE Std 100, ISO/IEC 19762 (all par

at responds to biological, chemical, or physical stimulus (such as heat, light, sound, pressurte,

The fact that a change of state has occurred and/or instant in time of the change of state, and/hot'the state

nt,

n

)

Howingapply-

Air Interface

Extended Unique Identifier

Least Significant Bit

Most Significant Bit

Organizational Unique Identifier (allocated by IEEE)

Reserved for Future Use
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RN Random Number

RTLS Real-Time Locating System

Si International System of Units (SI)
TEDS  Transducer Electronic Data Sheet
TIM Transducer Interface Module

UTC Coordinated Universal Time

6| Transducer and RFID system interface specification

This part of ISO/IEC/IEEE 21451 specifies a set of features, which allow a smart transducer to compmunicate
with the outside world using the techniques employed by RFID systems. The list belew_shows the fqur design
elements that must be embodied in all smart transducers, which conform to this part\of 1ISO/IEC/IEEE 21451.

e | Essential elements of a conformant smart transducer:
— Communications Protocol

— Command Structure

— TEDS

— Transducer Data

The Communications Protocol provides the direct link between the outside world and the smart trangducer. At
the time of publication of this part of ISO/IEC/IEEE@21451, Clause 7 identifies a number of the ISO/IEC Air
Interface specifications that are candidates for supporting this part of ISO/IEC/IEEE 21451; other air jnterfaces
mpy also support this part of ISO/IEC/IEEE 214531/ Each air interface protocol that supports this International
Standard shall refer to it as a normative reference and implement the requirements specified in tmis part of
ISO/IEC/IEEE 21451. The Command Structure is the language, specified in Clause 9, with which the actions
ofl the smart transducer are controlled. The TEDS contains the capability and configuration information, as
specified in Clause 8, for each particular’smart transducer. The Transducer Data, also described in|Clause 8,
cgnstitutes the results of sensor measurements.

Figure 1 provides an example (©f the minimum components required in a system interfaced with a jcompliant
transducer. The elements (common to all systems that are compliant to this International Standdgrd are all
thpse in Figure 1, except the “Network Interface” in the “RFID Tag Interrogator”.

RFID Tag:interrogator 21451-7 Transduce
4 N\
Network Interface
e N/ )
Unit Interpreter
7 \
RF Unit
S N
\ J Air Interface TEDS T(Zae';icll::irrs
4 N\ Memory \_actuators)
Command Generator
. J

Figure 1 — RFID system interface with smart transducer

© ISO/IEC 2011 — All rights reserved
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For clarity, this figure does not show the other numerous hardware elements common to generic RFID tag
interrogators and transducers that are compliant with this International Standard.

Input from the RFID Tag Interrogator or its network interface is processed by the Command Generator, and
then transmitted by its RF Unit. Within the Transducer of International Standard, the Command Interpreter
processes radio signals sent to it from the RF Unit, into low-level control signals. These are required for the
various functions of which the particular smart transducer is capable. As a minimum requirement, every
Transducer that is compliant with this International Standard shall be able to retrieve data from the TEDS
memory, and all data records.

7 Air Jnterface applicability (RFID and RTLS)

71 Ge

This Inte|
described
compliang

— 19
I\

|\

=

NOTE

Sensors {
levels:

Effectivell
Standard

7.2 Ov

This part

heral

rnational Standard's command structure supports the air interface communications protocd
in these ISO/IEC standards: Additional air interface protocols may be @dded by declari
e with this part of ISO/IEC/IEEE 21451.

O/IEC 18000-2 [3]
O/IEC 18000-3 [4]
O/IEC 18000-4 [5]
O/IEC 18000-6 [6]
O/IEC 18000-7 [7]
O/IEC 24730-2 [10]
O/IEC 24730-5 [8]

Bibliographic references included in brackets-

hat are compliant with this InternationaliStandard are designed on a hierarchical structure with ty

he sensor type (e.g., temperature or relative humidity) determined by its physical design.

he data type defined by.the measured or derived data extracted from the sensor (e.g., prese
hmpled value, or a count of occurrences of out-of-limit samples, or a detailed data log).

, the hierarchyseparates the functions of which a sensor that is compliant with this Internation
is capable from_ the type of data that is extracted.

Brview

of JSO/IEC/IEEE 21451 specifies sensor types and scaling for RFID sensor data acquisition, fil

S
9

VO

al

ES

that contrl

| datg npqnicifinn and hold desired sensor dnfn, and commands for nr\nneeing data files The d

ta

available for extraction from each sensor shall consist of:

e The Sensor Identifier (See 8.4)

The Sensor Characteristics Record (See 8.5)

The Sample and Configuration Record (See 8.6)

e The Event Administration Record (See 8.7)

The Event Record (See 8.8)
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7.3 Sensor security system basic operations

This part of ISO/IEC/IEEE 21451 specifies optional security in two forms, which are Air Interface Security and
Direct Sensor Security. Either or both of these may be used, and there are options within the two forms.

Air Interface Security provides methods for the sensor to take advantage of the security built into a particular
RFID air interface. It operates by the tag passing a security status code to the sensor informing the sensor of
the security state of the tag. The sensor then appropriately limits its command execution according to a
security function code programmed by the user. If the sensor is deeply embedded within the tag electronics,
then this method of sensor security is as secure as the air interface security. However, air interface security
hdsTimitations i that It Is not available for all air Interaces, 1S commonly not fully secure i a cryptographic
sgnse, is sometimes “one way” with only the reader authenticating to the tag, and for modular sensprs it may
be physically defeated.

To overcome these problems direct sensor security is also specified. This version this Internationall Standard
provides for sensor security ranging from a simple password system for reader‘only authentication, to
encrypted two-way authentication of reader and sensor, to authentication of reader and sensorf on each
cgmmand/response exchange, to encryption of data flow in the link. There ,is @& high degree of flexibility
provided, such as a choice of encryption algorithms and the opportunity to-specify different algorfthms and
different keys for authentication and data encryption (different keys must be“supported if different algorithms
are allowed for authentication and data encryption since the key length\can differ). Other flexibility includes
reader commanded RN/security token lengths that may be different for.each link, and that may ch%nge from

inftial authentication to continuing authentication of an established session. Authentication and encryption may
also be independently commanded as applying to either or bothlinks. Under this system optional ¢ncryption
cgpability is required to authenticate the tag to the reader. Theteader may, if desired, authenticate iself to the
tap without encryption using only a password.

The type of security supported by the sensor is reportéd)in the TEDS. Since this part of ISO/IEC/IEEE 21451
allows both Air Interface Security and Direct Sensor, Security to be implemented simultaneously,| separate
figlds for security capability description are provided for each. If the two security function godes are
programmed to different levels, the sensor will default to the security level of the more secure (it will limit
cgmmand set execution for both to that specified by the most limiting). The two passwords/keys may be
different, and if different both will be required to access the sensor.

7.8.1 Air interface security system support

The air interface security may be supported through a security status reporting system (using|the “Tag
Security Status Code”) wherethe tag reports to the sensor the security state it is in, and the sensor|responds
appropriately. Typically the” Tag Security Status Code reports to the sensor whether the| tag has
“authenticated” that the\reader is authorized for some degree of sensor access via a passworfl method
(improved air interface” security using encryption based authorization is under development). A (3-bit Tag
Security Status Caode is provided for this function, as defined in Table 12. The code from this table is pre-
appended to the\payload of the air interface “transport command” that moves sensor commands as payload to
the sensor centroller. The sensor controller interprets how to respond to the Tag Security Status Code of the
tag as defined in the Air Interface Security Function Code of Table 14. The Air Interface Security Function
in the Air
command
)ut having

passed air mterface securlty See 7 5 10 for speC|f|c mformatlon on the command classes

7.3.2 Direct sensor security support

The sensor manufacturer and the user through programming options may extend or replace the air interface
security with direct or embedded sensor security. Such security may share a password or key(s) with the air
interface, or be different. The “password” used for one-way authentication is replaced by a “key” or keys when
encrypted two-way authentication is used. If both security methods are supported then the sensor will assume
the higher security level of the two Security Function Codes (field 6 and field 7) programmed in the Sample
and Configuration Record of Table 11.
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The Sensor Security Function Code (field 7) of Table 11 is a user-selected choice from the options available

under the

detailed descriptions of Table 6 Sensor Security Capability Codes.

The direct sensor security can be as simple as the reader authenticating itself to the sensor via a simple
password. This version of this International Standard provides a structure and a command set that can allow
for “Two-Way Authentication”, meaning that both Reader and Sensor can privately authenticate that the other
has a secret key. Passwords may currently be 16, 32, 64, or 128 bits long. Keys may also be any of these
lengths, and also may be any number if a specific key length is specified as always associated with a
particular encryption algorithm. An algorithm in this part of ISO/IEC/IEEE 21451 may also be left open with
respect to length, and then the particular length specified in the Transducer Electronic Data Sheet (TEDS) of

Table 2.
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Figure 2 — Two-way secure authentication with exit points

4 Sensor identifier

Each sensor shall have a 64-bit (an 8-octet array) sensor itentifier (ID), compliant with the globa
fo

rmat defined in the IEEE 64-bit extended unique identifier (EUI-64) as shown in Table 1.
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Table 1 — Sensor ID
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Istrated in Figure 3.

neratedfrom these two numbers is ACDE48234567ABCD+;, whose byte and bit representd
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Company D Extension identifier field

addr+0  |addrt1 | Addr+2 |addrt3 | addrt4 | addr+d | addrt6 | addr+7

order

AC DE 48 23 45 67 AB CD | hex

10101100 | 11011110 | 01001000 § 00100011 | 01000101 | 01100111 | 10101011 | 11001101 | bits

MSB LSB

Figure 3 — OUI-24 Example
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Assume that a manufacturer's IEEE-assigned OUI-36 Company ID value is 8765432AB:s, and the
manufacturer-selected extension identifier for a given component is 567ABCD,s. The EUI-64 value generated
from these two numbers is 8765432AB567ABCD,¢, whose byte and bit representations are illustrated in

Figure 4.
Company ID Extension identifier Field
addr+0 | addrt! | Addr+2 | addrt3 | addrt4 | addr+4 | addrtd | addrt6 | addrt7 | order
87 65 43 2A B 5 67 AB CD | hex
10000t T Ot O0t0 T T Ot0000 Tt T 0000ttt Otot— OO0t totOto T 00Tt T oits
MbB LSB

7.5 Sensor characteristics TEDS (Type 1)

The Tran
capability

specificatfons in the following sub-clauses.

Figure 4 — OUI-36 Example

sducer Electronic Data Sheet (TEDS) is the primary means of identifying the sensor’s function
The structure of the primary sensor characteristics is defined in(Table 2, with further detail

Table 2 — Primary sensor characteristics TEDS (Type 1)

al
pd

field Name Size |Reference Example / Note
1 TEDS type 3 bits 8.5.1 001,
2 Sensor Type 7 bits 8.5.2 00011102 = Relative Humidity
3 Units extension 5 bits 8.5:3 Sub-type, e.g., for chemical sensors
4 Sensor map 16 bits 8.5.4
5 Data resolution 5 bits 8.5.5 Sensor capability
6 Scale Factor Significand 14bits 8.5.6 Sensor capability
7 Scale Factor Exponent 6 bits 8.5.6 Sensor capability
8 Scale Offset Significand 11 bits 8.5.6 Sensor capability
9 Scale Offset Exponent 6 bits 8.5.6 Sensor capability
10 Data uncertainty 3 bits 8.5.7 Sensor capability
11 Sensor Reconfiguration-Capability 1 bit 8.5.8 0=NO1=YES
12 Memory Rollover Capability 1 bit 8.5.9 0=NO1=YES
13 | Air Interface Seegurity Capability Code | 3 bits 8.5.10 See Table 5 for details.
(See Footnote a)
14 Sensor-Security Capability Code 3 bits 8.5.11 0002=No Direct Sensor Security. If greater than
(See Footnote a) zero then at least one-way password security i
supported. If greater than zero and at least one
authentication encryption algorithm IS supported,
then two-way initial encrypted authentication is
also supported. See Continuing Authentication
Capability field of this table for directions
supported when continuing to authenticate each
command. See Table 6 for Sensor Security
Capability Code assignments.
15 Sensor Authentication Encryption 7 bits 8.5.12 Choices of encryption algorithms for
Capability Map authentication that the sensor supports. If all
zeroes then encrypted authentication is not
supported.
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field Name Size |Reference Example / Note

16 Sensor Data Encryption Capability 7 bits 8.5.13 Choices of encryption algorithms for data that
Map the sensor supports. If all bits are zero then data
encryption is not supported. If data encryption is
supported, the directions supported are detailed
in the Data Encryption Capability field of this

table.
17 Sensor Authentication Password/Key 3 bits 8.5.16 0002=16 bits, 001,=32 bits, 010,=64 bits,
Size 011,=128 bits, 100.~111, = RFU
(See Footnote b)
18 Sensor Data Encryption Key Size 3 bits 8.5.17 000,=16 bits, 001,=32 bits, 010,=64 bits,

(See Footnote c) 011,=128 bits, 1002~1112< RFJ

19 Random Number Sizes Supported 3 bits 8.5.14 000, = 16 bits, 001, =16 & 32 bits, 010, = 16, 32

(See Footnote d) & 64 bits, (;10102241161352§U& 128 |bits,
20 Continuing Authentication Capability 2 bits 8.5.15 See Table 9 for details.
field
(See Footnote e)
21 Data Encryption Capability field 2 bits 8.5.16 Table 10 for details.
22 Clock Uncertainty 3 bits 00: >10%
(See Footnote f) 001: 10%
010: 5%
011: 2%
100: 1%
101: 300 ppm
110: 100 ppm
111: <100 ppm
23 RFU 17 bits
TOTAL 128 bits

If the air interface and sensor security systems are both supported and if Security Function Codes basg¢d on the
apability codes are programmed to different levels, then the more secure mode apply to how the sensor grocesses
ommands.

g

g

i For sensor authentication the_term “password/key” is used instead of simply “key” because this field funcfions as a
Key if the sensor has authenfication encryption but as a password if it does not. Though sensor authentication
Rassword/key sizes are 16 bits and greater, if Sensor Security Capability Code is 000, then there is no passwagrd or key
gnd this overrides the password/key length field. It is possible via the Sensor Authentication Encryption Capapility Map
tp select a standardized encryption algorithm with a key length that overrides the key length field. The key length field is
tp allow algorithms,that support multiple key lengths to specify the particular length the tag uses. For example | AES can
hHave key lengths\ef 128, 192, and 256 bits (though only 128 is specified for this part of ISO/IEC/IEEE 21451).
g
t
9

Though‘sensor data encryption key sizes are 16 bits and greater, if Sensor Security Capability Code is P00, then
here is no_key and this overrides the key length field. It is possible via the Sensor Data Encryption Capability Map to
elect.a'standardized encryption algorithm with a key length that overrides the key length field.

d (A random number generator is needed to support authentication, which it does by providing a comtinuously
ghanging number to encrypt into a security token that proves the key is possessed. The supported randorT1 number
sizes in this version are all or a subset of 16, 32, 64, and 128. Though the random number size is 16 bits and greater, if
Sensor Encryption Capability Code is 000, then there is no random number generator and this overrides the Random
Number Size field. The actual random number sizes to be used by each side of the link are provided by the Challenge
command for the initial authentication, and by the Reader-Authenticate command for Continuing Authentication. See
next comment.

e Continuing Authentication is an optional ability to authenticate all commands and responses individually, as
opposed to a single authentication where it is assumed that following authentication commands are not subject to
hostile action.

f  Clock accuracy applies to logged data, and if supported then also to the Secure Session Timer of Table 16. The
range of values shown are suitable for the two main classes of reference sources, which are free running relaxation
(RC) oscillators (trimmed and untrimmed) and low cost low power crystal timers (such as standard 32.768 kHz watch
crystal based Real Time Clocks).
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The manufacturer shall permanently lock the Primary Sensor Characteristics TEDS.

7.5.1 TEDS type

This field identifies the TEDS format. For the purpose of this part of ISO/IEC/IEEE 21451 the only relevant
code is 001, for the Primary Sensor Characteristics TEDS.

NOTE
(but that m

The total number of TEDS formats that may be specified in this International Standard is nominally limited to 8

ay be extended using the type 2 or 3 TEDS).

7.5.2 Sénsor type

The Seng
sensor ty

or Type field defines the Sl unit, or derived Sl unit that the sensor is capable of monitoring/The 7-
be code value is all that is required for sensor data processing to identify the associated'\unit and

process the data.

NOTE

Annex A lists the code values that are assigned and supported by this part of ISO/IEC/IEEE 21451.

7.5.3 Units extension

The only

units’ extension that has been defined in this version of this International Standard is for chemida

substancegs. These qualify the sensor type with a unit of measure of amount-of substance (Moles), or parts p

million.

NOTE

The code values are defined in Annex B.

7.5.4 Sénsor map of supported measurement codes

The sens
Measurer
position ir
read from

br map field indicates the capability of the senser'to provide data of the types defined in Table 3
nent Codes. Each sensor shall support at least one type of data. The code value represents t
the field of a bit set to 1 to indicate that the-sensor supports the particular type of measurement.

left to right, the first position is designated by code value O.

Code valjyies 0-9 denote measurement types-for which only one measured value is returned in response to

request fi

br data. Code values 10-13 defnote measurement types for which multiple data values can

returned by the sensor.

The num
Primary

The bit
presence

per of bits in each measured value size of data is determined by the code value for field 5 of t
ensor Characteristic TEDS (See Table 2).

equence (for Table'3 — Measurement Codes) is mapped from left to right and it indicates t
(with a 1) or absence (with a 0) of a measurement capability. Examples follow Table 3.
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Table 3 — Supported measurement type codes

Code Measurement type Single / Multiple field size in event record
value
0 Present (point-of-time) value Single Data = 1 to 32 bits (See 8.5.5)
1 Maximum (or peak) value Single Data = 1 to 32 bits (See 8.5.5)
2 Minimum (or lowest) value Single Data = 1 to 32 bits (See 8.5.5)
3 Average value Single Data = 1 to 32 bits (See 8.5.5)
4 Variance Single Data = 1 to 32 bits (See 8.5.5)
5 Standard deviation Single Data = 1 to 32 bits (See)8.$.5)
6 Observed value at a predetermined Single Data = 1 to 32 bits (See-8.5.5]. Also
sample time requires specific sample counf value
(See 8.7.7)
7 Sample count and data value upon Single Data = 1 to 32.bits (See 8.5.8) and
sample time after alarm has tripped specific sample,count value (Sge 8.7.8)
8 Count of readings over maximum Single Data = 1 byte with the value incremented
threshold value by 1 for each event
9 Count of readings below minimum Single Datd = ¥4 byte with the value incremented
threshold value by 1 for each event
10 Data log of observed value recorded at Multiple, record for Data = 1 to 32 bits (See 8.%.5)
each sample interval each event
11 Data log of observed value with time tick Multiple, record-for Time tick = 1 byte Data = 1 to 32 bits
(8-bit code) reporting outside either each event (See.4.5)
threshold
12 Data log of observed value with time tick Multipteyrecord for Time tick = 2 bytes Data = 1 to0| 32 bits
(16-bit code) reporting outside either each event (See 8.5.5)
threshold
13 Data log of all observed values after an Single record for Sample data = 1 to 32 bits (Se¢ 8.5.5)
initial alarm value has triggered time stamp and Also requires specific sample|count
multiple record for value (See 8.7.10)
each event
14 Temperature Time Integration TBD TBD
15 RFU

EXAMPLE:

Bitf map 1110000000010000 indicates that the sensor supports the following measurement types:
¢| Present (point-of-time) value
o| Maximum(or peak) value

¢| Minimum (or lowest) value

e Observed value with time tick (8-bit code) reporting outside either threshold

7.5.5 Data resolution

The Memory Resolution field identifies the numeric data format that is used to convey sensor data for
Measurement Codes 0 to 13. The data format shall be the number of bits, from 1 to 32, of output data defined
by the manufacturer. In most cases this will be equivalent to the bit output of the ADC, but may also be
truncated.

The 5-bit code in field 5 of the Primary Sensor Characteristics TEDS shall have the value 00000, for a 1-bit
output and the value 11111, for a 32-bit output.

© ISO/IEC 2011 — All rights reserved
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7.5.6 Scale factors for transmitted data

The value of any particular sensor datum is a real number R, which is encoded for transmission as a binary
integer N, that is equivalent to the decimal integer Nj.

The real number R is calculated from N, using the equation:

R = Ny x SF + SO where the scale factor SF is given by SF = SFSy x 1057 and the scale offset SO is given
by SO = SOS, x 105°¢¢

The scalg[Tactor parameters SUS, SUE, SFS, and SFE are defined below.

The binary Scale Factor Significand (SFS,) is a signed 11-bit binary number that represents the decimalhScale
Factor Significand (SFSg), which is defined to have 2048 possible values between -1.024 and'+1.033,
inclusive.|The binary Scale Factor Significand is calculated by multiplying the decimal Scale Factor Significand
by 10004p, rounding to the nearest integer, and then converting to the signed 11-bit binary format (in
which -10R44,= 10000000000, and +10234,=01111111111,. It is encoded in field 6 of thelTEDS.

NOTE The 11-bit binary format representation is a two’s-complement numeral system.

The binany Scale Factor Exponent (SFE,) is a signed 6-bit binary number that.represents the decimal Scdle
Factor Exponent (SFE,) in the format in which -32,,= 100000, and +3140= 04M11,. It is encoded in field 7 |of
the TEDS,.

The binary Scale Offset Significand (SOS,) is a signed 11-bit binary number that represents the decimal Scgle
Offset Significand (SOS,), which is defined to have 2048 possible values between -1.024 and +1.0243,
inclusive.|The binary Scale Offset Significand is calculated by mdltiplying the decimal Scale Offset Significapd
by 10004y, rounding to the nearest integer, and then converting to the signed 11-bit binary format (in
which -10R44,= 10000000000,, and +10234,= 01111111111 It is encoded in field 8 of the TEDS.

The binany Scale Offset Exponent (SOE,) is a signed.6-bit binary number that represents the decimal Scgle
Offset Exponent (SOE,) in the format in which -32,¢=~100000, and +3149= 011111,. It is encoded in field 9|of
the TEDS,.

NOTE This declaration holds the range of the-error to 0.05% to 0.5%, with the average value of 0.13%.

EXAMPLE(1
Mains voltage monitor; range 216 V to 253 V, with 8-bit ADC

The real number 216 is represented by decimal 0 and therefore by binary 0, and the real number 253 is represented py
decimal 295 (based on the capability of the 8-bit ADC) and therefore by binary 11111111. The consequent constraints pn
the scale factor SF and scale-offset SO are:

216=0x $F + SO

253 =255k SF + SO

Therefore,|SO =.216'= 0.216 x 10°, and SF = (253-216)/255 = 0.145 = 0.145 x 10°, and
SOSy =0.21610, and SOS, = 000110110002

SOE, = 310, and SOE, = 0000112

SFSy = 0.14540, and SFS, = 00010010001,

SFEy = 010, and SFE, = 0000002

EXAMPLE 2
Temperature sensor, range -10°C to 75°C, with 12-bit ADC

The real number —10 will be represented by decimal 0 and therefore by binary 0, and the real number 75 will be
represented by decimal 4095 (based on the capability of the 12-bit ADC) and therefore by binary 111111111111. The
consequent constraints on the scale factor SF and scale offset SO are:

-10=0x SF+ SO

© ISO/IEC 2011 — All rights reserved
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75 =4095 x SF + SO
Therefore SO =-10 = -1 x 10", and SF = (75+10)/4095 = 0.0208 = 0.208 x 10", and
SOSy =-1.0001¢, and SOS;, = 10000011000,
SOE, = 110, and SOE, = 0000012
SFSy = 0.2081¢, and SFS, = 00011010000,
SFEq = -110, and SFE, = 111111,

7.5.7 Data uncertainty

Tiis field contains a code corresponding to a value that represents the uncertainty of the transmitted data.
The value is expressed as a percentage X of each transmitted value, and means that the ‘actugl value is
egtimated, at the 95% level of statistical confidence, to differ from the transmitted value'\by an amount not
e)fceeding X% of the transmitted value. Table 4 shows the codes and values.

Table 4 — Data Uncertainty Codes

Code Value (%)
000 <1
001 1
010 2
011 3
100 5
101 10
110 20
111 > 20

Analysis conducted by the sensor manufacturer reveals that the expanded combined relative| standard
uncertainty due to the ADC performance characteristics (sensor manufacturing tolerances, and vafiations in
environmental conditions within specified limits) is 7.89%. It is recommended that the manufacturgr reports
thjs value on its website, and assigns the code 101.

7.6.8 Sensor reconfiguration
The sensor reconfiguration capability bit, (field 11, Table 2) indicates whether or not the sensor supports the
cgpability for the usér to reconfigure the sensor. If this bit is set to 1, reconfiguration is possible. If this bit is set
to|0, then depending on the type of sensor and its use in an application, the sensor:

¢ | May be-uséd to monitor only a single item.

o | May)be used to monitor a different item until the end of service life of the sensor. This can be aghieved by
changing the unique item identifier on the RFID tag.

7.5.9 Memory rollover capability

Memory rollover applies only to Table 3 — Measurement Codes fields 10 to 13, which provide multiple data
values. As successive sample data are recorded, the available memory may be filled. Without memory
rollover, at the point where the memory becomes full the recording of data ceases, and a memory-full alarm is
set. With memory rollover enabled, at the point where the memory becomes full the earliest record is
overwritten on a FIFO basis.

The Memory Rollover Capability field of the Primary Sensor Characteristics TEDS (Table 2 field 12) is a single
bit that indicates whether or not the sensor supports the capability to apply memory rollover on the sensor. If

© ISO/IEC 2011 — All rights reserved
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this bit is set to 1, memory rollover is supported. The Sample and Configuration Record Table 11 field 5) has a
bit that declares whether the application administrator for the current mission has enabled memory rollover.

7.5.9.1 Memory rollover capability for measurement code 10

Each sample in memory is referred to by an index that is one less than the sample number of the particular
sample. For example, S, taken at relative time zero (the UTC timestamp taken upon successfully starting a
mission time plus the monitor delay value that gives the time monitoring actually begins) is the first sample,
and S, taken one sample interval later is the second sample. If Sample Capacity SCap is full, then the SCapth
sample has index SCap — 1. If memory rollover has occurred one time such that the very first sample (index
zero) has|been rewritten, then that once rewritten sample may be referred to as having “Total Index” = SCqp,
and “Locgl Index” = 0 (it is the 0 index element within this “pass”). At this point, the number of samplesitaken
equals SCap + 1. If memory rollover is supported and enabled, the correct time stamp of each sample-can be
easily calgulated as follows:

Table 17,|field 1 gives the total number of segments (see 8.7) that can be stored, referred t0@s)C70SC (Cogle
10 Sample Capacity). The total number of samples that can be stored (SCap) is given by 32*C710SC.

Letting SC be the current total sample count (tracked via field 5 of Table 17), the niumber of times memqry
rollover has occurred is:

Rolloven Count =RC :Int{SC_l}

SCap

’

where Int|x] is defined as the largest integer less or equal to x.
Next, define the variable Local Index (L) as the index from 046 SCap -1 that describes a sample position.

Let us now define the Last Sample Taken (LST) in the*most recent memory rollover period as having Logal
Index Max (Llmax)-

Llex is given by:
LI ... =({C~1)~(SCap* RC)

The “Total Index” Tl (the index relative to the 0" index first sample taken) for samples in the most recgnt
memory rpllover period (those with Cocal Index <= Ll.x) is given by:

TI =(SCap* RC)+ LI (ferLocal Index <= Llax)

The TI fof samples taken in the previous (next to last) roll over period (those with indexes from Ll + 1|t
SCap — 1) is given by:

Tl =[ SCap* (RC—1)]+LI (for Local Index > Ll and RC>0)

The time stamp in seconds of the LI" indexed sample (t(L/ indexed sample)s) in memory, so long as Tl is
properly calculated as per the above based on the position of L/ relative to Li,.y, is always given by:

t(LI indexed sample), = UTC + MD, +(T1I - Saln,)

where UTC is given in field 1 of Table 11, MD; is the monitor delay in field 3 of Table 11 expressed in seconds,
and Salng is the Sample Interval in field 2 of Table 11 expressed in seconds. Then, t (L/ indexed sample)s can
be converted to any desired time stamp format.

The above equations may also be used to find the data of interest (find the proper local indexes) that
corresponds to a certain time period. The pertinent manipulations of the above equations are:

© ISO/IEC 2011 — All rights reserved
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First,

TI = Round [

t(desired), |- UTC — MD,
Saln,

where Round/[x] returns the nearest even integer to x.

:2011(E)

And then,
Ly =TI-RC* SCap (if TI >= SCap*RC)
or},

Ly =TI-(RC-1)* SCap (if TI < SCap*RC)

7.6.9.2 Memory rollover capability for measurement code 11

If

aq
w
C
st

The number of times memory rollover has occurred is:

R

W

The time of the particular L/ sample can be“calculated as follows:

~

t(1

Wi
cd
st

7.6.9.3 Memory rollover capability for measurement code 12

sociated with it. Notice that when the sample count is beyond the encoding capacity, the sensor
iting records to the memory assigned for this measurement codel Table 17, field 2 (Code 11
bpacity) gives the total number of segments that can be stored. The’ total number of samples th
bred (SCap) is given by 32*C711SC.

ollover Count = In{%}

SCap

nere SCOEOET (Sample Count of Events Outside Either Threshold) is given in field 9 of Table 17.

LI indexed sample), = UTC + MD, +[Sample Tick(LI indexed sample)- Saln,|

| indexed sample)s, MD,, and-Saln; are as defined in 8.5.9.1)

sociated withit. .Notice that when the sample count is beyond the encoding capacity, the sensor
iting more/fecords in the memory assigned for this measurement code. Table 17, field 3 (Code 1
pacity) gives the total number of segments that can be stored. The total number of samples th
bred (S€ap) is given by 32*C712SC. The number of times memory rollover has occurred is:

memory rollover is supported and enabled, the correct time stamp of eagh<ample is given by the time tick

shall stop
, Sample
at can be

memory rolloveriis-supported and enabled, the correct time stamp of each sample is given by the time tick

shall stop
2 sample
at can be

[ SCOEOET —1]
ollover Count = Int| —
SCap

where SCOEOET (Sample Count of Events Outside Either Threshold) is given in field 9 of Table 17.

The time of the particular L/ sample can be calculated as follows:

t(LI indexed sample), = UTC + MD, +(Sample Tick(LI indexed sample)- Saln,)

t(Ll indexed sample)s, MDs, and Saln; are as defined in 8.5.9.1.

©
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7.5.9.4

These cal

Memory rollover capability for measurement code 13

culations are only valid if the alarms are triggered. Field 6 of Table 17 reveals the alarm status.

If memory rollover is supported and enabled, the correct time stamp of each sample can be easily calculated
as follows:

The number of times memory rollover has occurred is:

Rollover Count =RC:Int[

SC - SCITE ] |

where S(
given in f
Table 17.

Llyax is dd

The “Totd
rollover p

Tl =(C

The TI for
1 to SCaq

Tl =[]

The time
properly @

t(LI ind

where UT|

The abo\
correspor

First,

TI=Rou

where R0

L SCap ]
(Sample Count) is given in field 5 of Table 17, SC1TE (Sample Count at 1% threshold, évent)
eld 10 of Table 17, and C73SC is the Code 13 Sample Capacity in segments given in field 4
The total number of samples that can be stored (SCap) is given by 32*C13SC.

fined as:
SC— SCITE)—(SCap * RC)

| Index” (TI; the index relative to the 0" index first sample taken) for\samples in the most receg
briod (those with Local Index <= Lln,y) is given by:

[ap* RC)+ LI (for Local Index <= Llpay)

samples taken in the previous (next to last) memory rollover period (those with indexes from Ll

— 1) is given by:
ap* (RC— 1)] +L]/ (for Local index > Ll iax and RC>
stamp in seconds of the LI" indexed sample“(t(L/ indexed sample)s) in memory, so long as TI

alculated as per the above based on the position of LI relative to Ll., is always given by:
xed sample)  =UTC + MD_ +((SCHE +TI -1)-Saln,),

C is given in field 1 of Table 11,:MD;, and Salns are as defined in 8.5.9.1.

e equations may also be.used to find the data of interest (find the proper local indexes) th
ds to a certain time period.’The pertinent manipulations of the above equations are:

t(desired),—UTC — MD,
Saln,

pnd - SCITE +1,

und[x}'returns the nearest even integer to x. MD, and Salng are as defined in 8.5.9.1

is
of

0)
s

at

And then,
LI=TI-

or,

RC* SCap .(if Tl >= SCap*RC)

LI=TI—(RC—1)* SCap (if Tl < SCap*RC)
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7.5.10 Air interface security capability

This field reports whether the sensor supports air interface security and the allowed level of security options
(command set blocking). The Air Interface Security Function Code as programmed in Table 11 Sample and
Configuration Record and as detailed in Table 14 is the user selection of allowed option levels.

For this version of this part of ISO/IEC/IEEE 21451 air interface security is assumed to be limited to whether
an air interface security check based on a simple password has been passed or not. This is referred to as Air
Interface Security Level 1. More advanced air interface security is expected in the future.

Table 5 — Air interface security capability codes

Air Interface Definition
Security
Capability Code

000 This sensor does not support Air Interface security. An attempt to program-an Air Interfage
Security Function Code > 000 will result in an error code.

001 This sensor supports Air Interface Security Capability 1, defined as the ability to accept
programming of Air Interface Security Function Codes 000 to 01¥’based on Air Interface |-evel 1
security (see Table 14) An attempt to program a Security Functien“Code > 001 will resultfin an
error code.

X=010to 111 This sensor supports air interface security levels up to and including this value. These Ai
Interface Security Capability Codes are currently RFUx

7.6.11 Sensor security capability

This field reports whether the sensor supports its ownfinternal security and the allowed level ¢
options. The Sensor Security Function Code as programmed in Table 11 Sample and Configuratidg
and as detailed in Table 15 is the user selection of allowed option levels.

Table 6 — Sensor security capability codes

f security
n Record

Sensor Security Definition
Capability Code
000 This sensor dées not support direct security. An attempt to program a Sensor Security Hunction
Code > 000wwill result in an error code. There is no authentication password/key and thg key
read-lock'and write-lock fields of the Event Administration Record of Table 17 are not present.
001 This*sensor supports Sensor Security Capability 1, defined as the ability to accept progremming
of Sensor Security Function Codes 000 to 011 (see Table 15). An attempt to program a[Security
Function Code > 001 will result in an error code.
X=010to 114 This sensor supports security levels up to and including X. These Sensor Security Capapility
Codes are Currently RFU.

7.5.12 ;Sensor authentication encryption capability map

Table 7 provides the 7-bit map of supported sensor authentication encryption algorithms
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Table 7 — Sensor authentication encryption capability map

Bit Position | Encryption Algorithm Comment
0 Advanced Encryption | The most widespread algorithm, suitable for VLSI or SW implementation,
Standard (AES) standard key lengths of 128, 192, and 256 bits (though only 128 supported

under this version).

1 SHA 1 Hash SHA1 with 160 bit output and 528 bit input. The key and random
number make up part of the 528 bit input, and the remainder are fixed. More
security is provided by choosing longer lengths for the key and random
number.

RFU
RFU
RFU
RFU
RFU

Ol |~ [W|DN

7.5.13 S¢nsor data encryption capability map

Table 8 pfovides the 7-bit map of supported sensor data encryption algorithms:

Table 8 — Sensor data encryption capability map

Bit Position Encryption Comment
Algorithm

0 Advanced The most widespread algorithm, suitable for VLSI or SW implementation,
Encryption Standard | standard key lengths’of 128, 192, and 256 bits (though only 128 supported
(AES) under this version).

1 RFU
RFU
RFU
RFU
RFU
RFU

Dl bW N

7.5.14 Random number size

This 3-bif field-is*used to report the sizes of the random number supported by this sensor. This part |of
ISO/IEC/IEEE' 21451 currently supports RN sizes of 16 bits, 32 bits, 64 bits, and 128 bits, with four RN sizes
reserved fonfature use. If Sensor Security Capability Code is 000, then there is no random number generator
and this overrides the Random Number Size field. The actual RN lengths in use are as selected by the
Challenge and Reader-Authenticate commands. Supporting a given size requires supporting all the sizes less
than that size. For example, if the sensor supports RN size of 128 bits, this means that it also supports RN
sizes 16, 32, and 64 bits.

7.5.15 Continuing authentication capability field

Continuing Authentication is an optional feature whereby the reader and/or the sensor may continue to
authenticate themselves to each other on every command and response. Continuing Authentication prevents
unauthorized readers and/or tags from masquerading as authentic by inserting themselves into the
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communication after the initial authentication-to-enter-into-a-secured-state is completed. The available options
that the sensor supports are as given in Table 9 below.

Table 9 — Continuing authentication capability field

Value Capability
00 The sensor does not support Continuing Authentication in either link.
01 The sensor supports only Continuing Authentication of the sensor (requires new reader RNs on each
reader command).
10 The sensor supports only Continuing Authentication of the reader (new sensor RNs on each senseof reply).
11 The sensor supports Continuing Authentication of both sensor and reader (new RNs and, tokens supplied

by both sides on every transmission).

If fwo-way Continuing Authentication is supported, then the reader may select it for forward communication or
reverse communication or both. The Continuing Authentication modes are commanded as options |within the
Reader-Authenticate command (see 8.17).

7.6.16 Sensor authentication password/key size

This 3-bit field is used to report the size of the sensor authentication' password/key. The term “password/key”
is|used instead of just “key” because it functions as a password if the sensor does not feature e¢ncryption
based authentication, but as a key if the sensor does feature encryption. This part of ISO/IEC/IEEE 21451
cyrrently supports sensor authentication password/key sizesof 16 bits, 32 bits, 64 bits, and 128 bits| with four
ires reserved for future use. A particular encryption algorithm may be specified to override these kgy sizes to
ve a custom length. If Sensor Security Capability’ Code is 000, then there is no sensor authentication
ssword/key and this overrides the Sensor Authentication Password/Key Size field.

7.6.17 Sensor data encryption key size

This 3-bit field is used to report the sizé of the sensor data encryption key. This part of ISO/IEC/IEEE 21451
cyrrently supports sensor data encryption key sizes of 16 bits, 32 bits, 64 bits, and 128 bits, with four key
sires reserved for future use. A particular encryption algorithm may be specified to override these kgy sizes to
hgve a custom length. If Sensor Security Capability Code is 000, then there is no data encryption kel and this
oVerrides the Sensor Data Encryption Key Size field.

7.5.18 Data encryption capability field
Data encryption, is-an optional feature that is available if at least one data encryption algorithm is| available

under the Sefsor Data Encryption Capability Map of Table 8. This two-bit field specifies if endryption is
available for.each of the forward link and reverse link, as follows.

Table 10 — Data encryption capability field

Value Capability
00 The sensor supports no data encryption
01 The sensor supports only encryption from sensor to reader.
10 The sensor supports only encryption from reader to sensor.
11 The sensor supports encryption in both links.

When encryption is in use, it is applied to the total command and/or response. Thus, security tokens under
data encryption are encrypted twice, once for the original authentication encryption of random number into

© ISO/IEC 2011 — All rights reserved
© IEEE 2011 — All rights reserved 19


https://iecnorm.com/api/?name=9c219c659ff765a0dfc442effecfa006

ISO/IEC/IEEE 21451-7:2011(E)

token, and then again for encryption of the entire message. This double encryption of the security token allows
for simpler design by not having to track token position in the encrypted stream.

7.6 Sample and configuration record

The Sample and Configuration Record consists of a number of fields as defined in Table 11, with further
detailed specifications in the sub-clauses that follow Table 11.

Table 11 — Sample and configuration record

field Name Size Reference Example / Note
1 UTC timestamp at configuration, or 32 bits See 7.6.1 2008-08-08 08:08:08
Lpon successfully beginning a mission.
See Footnote a
Sample interval 16 bits See 7.6.2 Either in seconds oriin minutes
Monitor delay 16 bits See 7.6.3 Either in seconds\of in minutes
4 Alarm values set 2 bits See 7.6.4 00=none, 01=lower only, 10=upper only,
14=both
5 Memory rollover enabled 1 bit See 7.6.5 0 = swjtched off 1 = switched on
6 Air Interface Security Function Code 3 bits See 7.6.6 SeesTable 14 for detailed definition.
7 Sensor Security Function Code 3 bits See 7.6.9 See.Table 15 for detailed definition.
8 Sensor Authentication Encryption 3 bits See 7.6.10 The selection among the available
Function Code methods.
9 Sensor Data Encryption Function Code | 3 bits See 7.6A1 The selection among the available
methods.
10 Security Timer Duration 3 bits Seed.6.12 See Table 16 for detailed definition. To
accuracy specified in TEDS Table 2.
11 Begin-End-Mission Authority 1 bit See 7.6.13 0 = Requires user to have write level
authority per Security Function Code in
order to end mission or start new missior
after a mission has ended due to full
memory or sampling limitation. 1 = Allow:
user with only read level authority to end
mission or start new mission after anothef
mission has ended.
12 Upper alarm threshold 1to 32 See 7.6.14 Encoded in the same format as sensor
bits data
13 Lower alarm-threshold 1to 32 See 7.6.15 Encoded in the same format as sensor
bits data Characteristic TEDS
a8  The UTC timestamp_is.written at configuration, and then again upon beginning a mission or a re-mission. A missiop
is begun With the Begin-End-Mission command. Monitoring begins upon expiration of the monitor delay, and the monitgr
delay timer begins funning when the mission begins.
7.6.1 UTFctimestamp-atconfigurationand-beginningof- mission

The time stamp shall be based on the UTC (Universal Coordinated Time) time epoch beginning at 1970-01-01
00:00:00. At configuration, the time stamp shall be set to the current 32-bit UTC, precise to 1 second. This
time stamp is captured when the Write-Sample-and-Configuration-Record command is executed, and it is
updated at the time a valid Begin-End-Mission command is successfully executed to begin a mission.

NOTE This time stamp can be achieved by taking the most significant 32 bits from the IEEE 1588 standard
synchronized time stamp. Interpretation to the UTC format of year-month-day/hour-minute-second is beyond the scope of
this International Standard.
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7.6.2 Sample interval

The sample interval is the amount of time between successive samples of sensor data.

The sample interval is expressed as a 16-bit code. When the MSB of this code is set to 0, the sample interval
is expressed in seconds. When this bit is set to 1, the unit of time is minutes. The following 15 bits of this code
constitute a 15-bit unsigned binary integer that indicates the number of seconds or minutes in the sample

interval.

The code 0000000000000000 shall be used to signal continuous monitoring.

7.
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Examples:

The code 0111111111111111 indicates that the sample interval in seconds’ is
111111111111111, = 32,767410. This is the maximum value possible when setting the time
seconds, and is equivalent to 9 hours, 46 minutes, 7 seconds.

The code 1000010110100000 indicates that the sample interval, in~"minutes is
0000101101000002 = 14401¢. This code indicates that the sample intervalis exactly 24 hours.

The code 1111111111111111 indicates that the sample infefval in minutes is
111111111111111, = 32,767410. This is the maximum value possible”when setting the time
minutes, and is equivalent to 22 days, 18 hours, 7 minutes.

6.3 Monitor delay

The monitor delay field indicates the time between the beginhing of the mission and the beg
bnitoring. The mission begins upon successful execution-of the Begin-End-Mission command. |
gins immediately if the monitor delay is zero, or after the expiration of monitor delay if the monitg
eater than zero.

b sample records are written to memory, nor.dre any threshold alarms triggered, until the mon
riod has passed. For Measurement Code 10, the first recorded value is the first sample at the in
£ monitor delay ends.

The monitor delay has the same format @s that of the sample interval.

7.
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6.4 Alarm values set

sensor can be configured not to set alarms, to set alarms according to lower or upper thresholds|
Arms according to a window defined by lower and upper thresholds. The Alarm Values Set fiel

Table 11), is a 2-bit cede that defines which and how many fields 6 and 7 are present in this sect

Th

FDS, as follows:

01 =lower only

equal to
interval in

equal to

equal to
interval in

jinning of
onitoring
r delay is

itor delay
stant that

or to set
d (field 4,
jon of the

107= upper only

7.6.5 Memory rollover enabled

A sensor that supports memory rollover might, or might not, be configured to enable memory rollover to occur.
If a sensor supports more than one multiple value measurement type, the Memory Rollover capability setting
shall apply to all the multiple value types supported.
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The Memory Rollover Enabled field (field 5, Table 11) is a 1-bit code that indicates whether or not rollover has
been switched on or off. Code = 1 indicates that memory rollover has been switched on; Code = 0 indicates
that memory rollover has been switched off.

With Memory Rollover Enabled set to off, samples are recorded until the associated memory becomes full, at
which point a Memory Full alarm is triggered and no further data is recorded. In contrast, with memory rollover
switched on, when the first instance of the memory becoming "full" is reached, the sensor will overwrite the
earliest recorded sample. This process continues on a FIFO basis.

When Memory Rollover Enabled is set to on, a memory-full alarm is only triggered when the sample time

mechanis
reached,

NOTE
sensor.

7.6.6 Air interface tag security status code

User prod
Nno securi
passed fq
growth.

To implern
Security §
payload W
to be in 4
sensor sh
requires S
Security §

I C ts or exar lp e, WithMeasureTTent I;pe | ’ when the 255thsa |p|€ Titerva

t is no longer possible to add to this sample data.

The Memory Rollover Enabled field can only be used if the processes that support this featurejexist on t

ramming of the Air Interface Security Function Code may support various security functions such
y, sensor requires security check passed for write operations, and sensors/tequires security che
r both read and write operations. The use of 3-bit fields for these-codées allows room for futu

hent the security function, it is the responsibility of the tag te‘\prefix each command with the T
btatus Code. For example, tags that use a transport command’ to move the sensor command as
ould automatically prefix the payload with the Tag Security-Status Code that the tag has determin
ffect via real time air interface operations. The comniand shall be ignored by the sensor and t
all reply with an Air Interface Security Failure Code,if\the Air Interface Security Function Code in u
ecurity not satisfied by the Tag Security Status Code prefixed to the command by the RFID tag. T
tatus Code values are as shown below in Table 12.

Table 12 — Tag security status codes (applies only to air interface security)

IS

]
ck
re

ng
a
bd
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e
e}

Tag Segurity Interpretation Comment
Status [Code
00p No security check has‘been | Some or all commands may still be executed depending on how theg|
passed sensor Air Interface Security Function Code is programmed.
ooyt Level 1 Air interface’Security This level typically refers to a simple password with unencrypted
has beenpassed. one-way reader authentication, which is all that exists in common ai
interfaces as of the publication of this part of ISO/IEC/IEEE 21451.
See NOTE 1.
010-111 RFU RFU

7.6.7 STnsor command classes

The sensor commands are broken into classes to allow the Air Interface Security Function Code and Sensor
Security Function Code values to dictate which classes of commands will be executed as a function of
security state. These are as outlined below.

22
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Table 13 — Sensor command classes

Command Class

Commands

Read

Read-Sensor-ldentifier
Read-Primary-Characteristics-TEDS
Read-Sample-And-Configuration
Read-Alarm-Status
Read-Single-Memory-Record
Read-Event-Administration-Record

Read-Event-Record-Segments
Read-Partial-Event-Record-Segment
Read-Any-field

Write

Write-Sample-And-Configuration
Write-Event-Administration-field-7
Erase-Event-Administration
Erase-Event-Records

Erase Sample-And-Configuration-Record

Key Write

ReadWriteLock-Keys

Security Set Up

Challenge
Reader-Authenticate
Request-RN

Security Control

Encryption-On-Off
Close-Secure-Session

Special Cases

Begin-End-Mission: read or write at different times, see command and Table 52

7.
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6.8 Air interface security function code

The Air Interface Security Function Cede is the user selected security behaviour with respect {
pported under the Air Interface Security Capability Code, and the Tag Security Status Code pas
nsor by the tag. For this part.of ISO/IEC/IEEE 21451 only Air Interface Security Level 1 or lack o
ported by the Tag Security.Status Code.

The only commands that can be accessed with only air interface security are Read and Write. The K
pcurity-Set Up, and{Security Control classes of sensor commands are reserved for sensors that support
rect sensor security-

nce programmed below Al Security Function Code 000, air interface security must be passed to
ite, including to the Al Security Function Code itself.

o what is
sed to the
it can be

Key Write,

allow any
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Table 14 — Air interface security function codes

Al security Commands executed with tag security Commands executed with tag security status
function code status code = 000 (no security check code = 001 (Level 1 air interface security
passed) passed)
000 Read & Write Read & Write
See Footnotes
a,b,&c
001 Read & Write Read only
01p Read & Write None (no access allowed)
o1t Read only—the sensor is “mission-locked” and None
“write-locked”)
100-111 RFU RFU

b

@  The|security strength of Al Security Function Codes 000, 001, 010, and 011 are equal to|those of the samd
numeric fvalue Sensor Security Function Codes. If one is programmed higher than the other,the higher code becomeg
the secufity function code for both modes.

Since Begin-End-Mission is either read or write at different times, it can be executed with only air interface
security.

¢ Only read and write commands are indicated because security commands are not pertinent to air interfacq
security.| Sensors that do not support direct sensor security will not suppgdrt:Security Set-Up and Security Contro
commanfs. Sensors that support both air interface and direct sensor security will have their Security Set-Up and
Security [Control commands authorized via Sensor Security Capability €Code > 000, and their Key Write commandg
authoriz¢d by having Sensor Security Capability Code > 000 and Sensor Security Function Code of 000, 001, or 010.

7.6.9 Seénsor security function code

This field| determines how the sensor reacts to a successful reader authentication, and the options are as
described in the table below. As the code progresses higher the security becomes “stronger” in the sense th
the sensdr blocks execution of more command types. Command types currently defined are Key Write, Wrif
Read, Segurity Set-Up, and Security ContréD

If both aiff interface and sensor security are supported, and if they are programmed via the function code
different gecurity levels, then the more secure mode programmed will be in effect for both security systent
Security dtrength is increasing as the code increases.
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Table 15 — Sensor security function codes

Code Commands executed with authentication password/key Commands executed without
authentication password/key
000 All Write, Read, Security Set Up,
See Footnotes Security Cow:ici‘le, but not Key
a,b,c,d&e ’
001 All Reads, Security Set Up, Security
Control.
010 All None (no access allowefl without
reader authenticatipn)
011 Read, Security Set Up, Security Control (but not Write or Key None
Write—the sensor is “mission-locked” and “write-locked”)
100-111 RFU RFU

P Sensor Security Function Code 000 means that the sensor does not block out any command$ except
bassword/key(s) writes without current authentication password/key. Some of the commands serve no purpose in that
Case, but can still be executed. For example, Reader-Authenticate can be executed’and the sensor will provide the
Correct response, but whether the tag receives the correct security token ornhot/it will still execute all subsequent
commands. There is thus no point in activating two-way continuing authenti¢ation with this Sensor Security [Function
Code. However, there is value in the Sensor Continuing Authentication.With this code because the reader is then
hware of the validity of the sensor.

P Initial password set-up may be done with Sensor Security Function Code = 000, 001, and 010. Once th¢ Sensor
Security Function Code is set to 011 then no writes or execution of:Key Write class commands are allowed.

When password/key(s) are not write-locked and the Sensor-Security Function Code authorizes password/key(s)
rewriting (code 000, 001, and 010), then the confirmation of the reader having the correct authentication password/key
brovides authority to allow rewriting of authentication password (no authentication encryption supported),
Authentication key (authentication encryption supported), and data encryption key (data encryption supported).

. Once programmed above 000 the Sensor Seclrity Function Code may not be programmed back to 000 without
he authentication password/key and write access:

b

Password/key(s) reads and writes are never allowed after the password/key(s) are read-locked and writeJocked.

7.6.10 Sensor authentication encryption function code

This 3-bit code can be all zeroes to indicate that authentication encryption shall not be used (thus opnly reader
aythentication via password will be supported by the sensor while so programmed), or a value frgm 001 to
111 to point to a particular authentication encryption as described in Table 7.

7.6.11 Sensor data encryption function code

This 3-bit code can be all zeroes to indicate that data encryption shall not be used, or a value from (01 to 111
to[ pointster a particular data encryption as described in Table 8. This data encryption then applies to the
encryption links chosen by the Encryption-On-Off command of Table 62.

7.6.12 Security timer duration

This field sets the duration of the Security Timer. The timer begins running upon successful reader
authentication, and shall reset for every valid command received by the sensor while in a secure state.

7.6.13 Secure session timer

The Secure Session Timer is supported if the sensor supports encryption and two-way authentication. The
time selected by the user is programmed in the Sample and Configuration Record. The timer begins running
upon successful reader authentication, and shall reset for every valid command received by the sensor while
in a secure state.
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If the timer expires then the sensor departs its secure state and requires a new authentication to perform
secure operations. This timer provides a means for resetting the sensor to require re-authentication if the
RFID tag departs the read range of the reader while in a secure state before its secure session is closed.
Timer values are as shown in the table below, and shall be to clock accuracy specified in the Table 2.

Table 16 — Secure timer code values

Security timer codes Times
000 50 ms or less
001 100 ms
010 200 ms
011 400 ms
100 800 ms
101 16s
110 3.2s
111 >3.2s

7.6.14 Upper alarm threshold value

Table 11,|field 12 defines the upper alarm threshold value. This value‘is encoded in the Memory Resolutipn
declared [n fields 5-9 of Table 2, the Primary Sensor Characteristics TEDS. The upper alarm threshold value
shall be ¢qual to or less than the largest possible value for sensor data, and greater than the lower alafm
threshold|value if this is set, or greater than the smallest possible value for sensor data if a lower limit is ot
set.

EXAMPLE]

For al Temperature sensor with range -10°C to 75°C"and 12-bit ADC (as per Example 2 of 8.4.6) the upper alafm
threshold value is to set to 28°C

From|the earlier example, values of temperature T are calculated from transmitted integers N using the equation
T = Njo x 0.0208 —10

Algebra reveals that N1g = 1826.9-when T=28. The 12-bit binary equivalent of 182719 is 011100100011,. This is the
upper alarm threshold value.

7.6.15 Lgwer alarm threshold value

Table 11,|field 7 defines\the lower alarm threshold value. It has the same format as the upper alarm threshqld
value. The lower alarm-threshold value shall be equal to or greater than the smallest possible value for sensor
data, and|less than-the upper alarm threshold value, if this is set, or less than the largest possible value for
sensor ddta if @an‘upper limit is not set.

7.7 Eventadministration record

The event administration record contains information that allows the RFID interrogator or processes above the
interrogator to calculate exactly how many sensor words are stored for Measurement Codes 10, 11, 12, and
13 (See Table 3). Additionally, it contains the alarm-triggered field and the sample counts needed for
Measurement Codes 6 and 7. It also contains the current password/keys(s) read-lock and write-lock status
bits (see ReadWriteLock-Keys in 8.19) and a field to indicate if a mission is in progress. In the following sub
clauses each field is defined.

This part of ISO/IEC/IEEE 21451 defines a segment as a group of 32 sensor words. The length of each word
for Measurement Codes 10 and 13 is specified by field 5 of Table 2 and the length of each word for
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Measurement Codes 11 and 12 is specified by the sum of the time tick length and the Memory Resolution
given in field 5 of Table 2. In this way, memory size is given in multiples of one segment.

Table 17 — Event Administration Record

Field Name Size Reference Note
1 Code 10 Sample 11 bits 7.71 This field applies only for Measurement Type 10 (only present if
capacity Measurement Code 10 is present in field 4 Table 2)
2 Code 11 Sample 3 bits 7.7.2 This field applies only for Measurement Type 11 (only present if
Capacity Measurement Code 111 present in field 4 1aplg 2)
3 Code 12 Sample 11 bits 7.7.3 This field applies only for Measurement Type 12-(0Onhly present if
capacity Measurement Code 12 is present in field 4 Tablg 2)
4 Code 13 Sample 11 bits 7.7.4 This field applies only for Measurement Type 13(only present if
capacity Measurement Code 13 is present,in field 4 Tablg 2)
5 Sample count 16 bits 7.7.5 This field is always, present
6 Alarm triggered 4 bits 7.7.6 This field is always present
7 Sample count at 16 bits 7.7.7 This field applies only fordMeaSurement Type 6 (only gresent if
predetermined time Measurement Code\6 is present in field 4 Table|2)
8 Sample count at 16 bits 7.7.8 This field applies ofly for Measurement Type 7 (only gresent if
critical event Measurement'Code 7 is present in field 4 Table|2)
9 Sample count of 16 bits 7.7.9 This field applies only for Measurement Types 11 and|12 (only
events Outside present iflMeasurement Code 11 or 12 are present in field 4
either threshold Table 2)
10 | Sample count at the | 16 bits 7.7.10 This\field applies only for Measurement Type 13 (only present if
first threshold event Measurement Code 13 is present in field 4 Tablg 2)
11 Password/key(s) 4 bits 8.19 First bit indicates if optional authentication password/key is
Read-Lock and read-locked, second indicates if it is write-locked. Third bit
Write-Lock status indicates if data encryption key is read-locked, foufth bit
flags indicates if it is write-locked. In all cases 0 indicates ynlocked
and 1 indicates locked. Not present if associated funcfjonality is
not supported. For example, if data encryption is not slipported,
this field reduces to two bits to cover authentication Rg¢ad-Lock
and Write-Lock status only. These bits are written by the
ReadWriteLock-Keys command with lock function sdlected.
12 Mission in Progress 1 bit 7.7.11 0: No mission in progress.
1: Mission is now in progress. This means that eithef data is
being monitored, or the monitor delay timer is runnjng in
preparation for monitoring data.
7.7.1 ~Code 10 sample capacity (C10SC)

segments therefore with 11 bits, possible sizes go from 1 segment (00000000000) to 2048 segments
(11111111111,). This field is only present if Measurement Code 10 is present in the sensor map (field 4 of
Table 2).

7.7.2 Code 11 sample capacity (C11SC)

This field indicates the maximum memory size assigned for Measurement Code 11. The value is indicated in
segments, therefore, with 3 bits, possible sizes go from 1 segment (000,) to 8 segments (111,). This field is
only present if Measurement Code 11 is present in the sensor map (field 4 of Table 2).
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7.7.3 Code 12 sample capacity (C12SC)

This field indicates the maximum memory size assigned for Measurement Code 12. The value is indicated in
segments, therefore, with 11 bits, possible sizes go from 1 segment (00000000000,) to 2048 segments
(11111111111,). This field is only present if Measurement Code 12 is present in the sensor map (field 4 of
Table 2).

7.7.4 Code 13 sample capacity (C13SC)

This field indicates the maximum memory size assigned for Measurement Code 13. The value is indicated in
segmentd, therefore, with 11 bits, possible sizes go from 1 segment (00000000000,) to 2048 segments
(111111101111,). This field is only present if Measurement Code 13 is present in the sensor map (field. 4 |of
Table 2).

7.7.5 Sample count

Table 17,|field 5 represents the sample count since the beginning of monitoring. The sensor is expected [to
make the|first measurement (but not necessarily to log that measurement) right after’the”mission starts apd
the time gtored in the monitor delay field (See Table 11, field 3) is exhausted, afnd, the value of that figld
becomes|1,9. The maximum number that can be encoded by the sample count field is 65536; after this
sample count number has been reached, the sensor shall stop taking samples.

7.7.6 Alarms triggered

Table 17,|field 6 is a 4-bit field that is updated as alarm conditions-are observed, with code 0 = the specifi
alarm is ot set and code 1 = the specific alarm is set. The inputs/forthe 4 bits are as follows:

Cc

e The first bit identifies whether an upper alarm has been friggered.
e The second bit identifies whether a lower alarm has been triggered.

e The third bit identifies whether, for any of the.data log type of records, a memory full condition has begn
reached and that memory rollover has not:béen asserted or is not possible to assert for the memory.

e The fourth bit indicates a low battery status, to rules defined by the sensor manufacturer.

NOTE If a battery supports more than~one sensor, then any or all of the sensors can trigger this particular alarm.

7.7.6.1 [ Low battery issues

As the rapge of low battery/conditions and the effects of them are so varied, the exact specification of sensor
response|due to low battery condition is beyond the scope of this part of ISO/IEC/IEEE 21451. However, gs
described above the<standard does specify a means by which the sensor can report low battery events and
allow the gpplication’ and user an opportunity to tailor their response to the particular conditions. In general{a
low battefy indication follows some of the Response Codes as a warning to the user that that the battgry
should bd réplaced (if possible), and that it is possible that the data has been corrupted by the low battery. It|is
then up to-thetserand-the app“uatiun to-determine-the dcglcc of-trusttobe Maucd in-a-sensor-ot tay with a
low battery, as these conditions are highly variable. For example, a low battery indication on a write or erase
operation is not a reliable indicator that logged data read back is invalid, since it takes higher energy to
perform a write or erase than to perform a read operation.

7.7.7 Sample count at a predetermined time

This field contains the sample count at a predetermined time in units of sample intervals (See field 2 of
Table 11).
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7.7.8 Sample count and data following alarm event
This field is associated with Table 3, field 7 and stores the sample count at the first instance of an alarm being

triggered (at the next sample time following exceeding threshold, at which time the sensor value may be well
past the alarm threshold), along with a measurement of the data value at the sample time.

7.7.9 Sample count of events outside either threshold

This field contains the count of the number of events that have occurred outside either threshold. Note that the
alarms have to be set in order to count the events. The alarm values are as follows:

o | If the alarm values set (See field 4 of Table 11) contain the value 00, the sample count of-events outside
either threshold field will never be incremented.

o | If the alarm values set contain 01, the Sample Count of Events outside Either Threshold field wfill only be
increased when the data measured is below the lower threshold.

o | If the alarm values set contain 10, the Sample Count of Events outside Either"Threshold field wfill only be
increased when the data measured is above the higher threshold.

o | If the alarm values set contain 11, the Sample Count of Events(outside Either Threshold figld will be
increased when the data measured is outside either threshold.

7.7.10 Sample count at the first threshold event

This field contains the sample count when the data measured is outside either threshold (assuming|the alarm
vglues set has values 01,, 10, or 11,) for the first time:

7.7.11 Mission in progress

This field is included to aid the application\to determine if the sensor is stopped or the sensor is either
obyserving values or the monitor delay timer has begun in preparation to observe values (i.e. there isfa mission
in|progress). Its value is in knowing if a.previous reader has successfully begun a mission. This field fis set to 1
tolindicate mission in progress. The Mission in Progress field is set to O if a mission has not been started, or
after successfully executing a Begin-End-Mission command with parameter Begin/End set to 1 (end mission).

7.8 Eventrecords
An event record shalltbe' maintained for each measurement code that is declared by a binary 1 beging set in
the Sensor map (field’4 of Table 2). How data are handled once memory capacity is filled depends on the
Measurement Code’used.

The followjing‘examples refer to Table 3 — Measurement Codes

Single\ Record measurement codes allow overwriting the current record when the data recording memory
becomes full. (See 7.8.1 and 7.8.2)

Multiple Record measurement codes have two options when the data recording memory becomes full;
Memory Rollover capability on or Memory Rollover capability off.

a) With Memory Rollover capability on: When the memory becomes full, data continues to be recorded
into memory on a FIFO basis (latest time-stamped record overwrites the earliest time-stamped record).

b) With Memory Rollover capability off: When the memory becomes full, no more data will be recorded
into memory

The basic length and constructs of each event record are given in Table 3. The following sub clauses specify
features of the memory and basic process rules.
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7.8.1 Single event record

This struc

ture applies to Table 3 — Measurement Codes 0 to 5, for:

e Present (point-of-time) value

e Maximum (or peak) value

e  Minimum (or lowest) value

e Averd
e Varia
e Stang

There is d
in the rec

The lengt
be from 1

7.8.2 Sinhgle event with timestamp

This strug
e 6:0b
e 7:Co
There is g
7.8.3 EY
This strug
e 8:Co
e 9:Co

If the tota
codes.

The lengt

ge value
nce
ard deviation

nly one instance of each of these event records, and by the nature of continualrmonitoring the val
brded value can be over-written.

h of the record is determined by the data format specified for the particular sensor, and can therefo
bit to 32 bits long.

ture applies to Table 3 — Measurement Codes 6 and 7, for;
served value at a predetermined sample time

htinual monitoring to record a single threshold defined event

fent counts

ture applies to Table 3 — Measurement Codes:

Lint of readings over maximum threshold value

Lint of readings below-minimum threshold value

number of counts reaches 255 then the sensor shall cease to generate additional records for the

n of each of these records is fixed at a single byte.

7.8.4 Datalog of all sampled events

nly one instance of each of these event records, and the value in the record cannot be over-writter].

e

re

This structure applies to Table 3 — Measurement Code 10 for a data log of observed values recorded at each

sample in

terval.

The size of this multiple record is determined by the number of logical records, factored by the size of the data

transmiss

ion (of between 1 to 32 bits). The record size is clearly defined in Table 3.

Clause 7.6.5 defines the process when the memory capacity is "full" with and without memory rollover being
switched on.
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7.8.5 Data log plus time tick

This structure applies to Table 3 — Measurement Codes:

e 11: Data log of observed value with time tick (8-bit code) reporting outside either threshold

e 12: Data log of observed value with time tick (16-bit code) reporting outside either threshold

The time tick is the sample ordinal number since the beginning of the monitoring process. Because these

event records only retain out-of-limit sample readings the number of records can be relatively small, even non-
existent, compared to the number of samples.

Tme size of this multiple record is determined by; the number of records, factored by thessize of the data
transmission (of between 1 to 32 bits) and the requirement to encode an 8 bit time tick (cod€ 11) or a 16-bit
time tick (Measurement Code 12). The record size is clearly defined in Table 3.

Clause 7.6.5 defines the process when the memory capacity is “full” with and witheut memory rollqver being
switched on.

In[addition to the Memory Full condition, which indicates a greater number ©f out-of-limit sample readings than
anticipated in the design, another “overflow” condition can occur. If the tetal*number of samples is greater than
the encoding capacity of the time tick component of the record, for eéxample if sample number 280| is out-of-
limit but for Measurement Code 11 record with only an 8-bit time tick; then the sensor process shall cease to
ge¢nerate additional records.

7.8.6 Data log of all observations after initial alarm

This structure applies to Table 3 — Measurement Code 13 for a data log of observed values recordgd at each
sgmple interval after an initial upper or lower threshold has been crossed for the first time. When this occurs,
the sample count at the time of the first alarm is stored in field 10 of the Event Administration Reford (See
7.[7.10). The associated observed value, and all)subsequent observed values, is written to this recorfl. It is not
necessary to record subsequent time valués because the time of each sample can be calculated from the
timestamp by adding increments equivalent to the sample interval. Therefore each additional record consists
only of an observed value.

Clause 7.6.5 defines the process when the memory capacity is “full” with and without memory rollqver being
switched on.

8| Command overview

811 General

The commands described below, together with their associated responses, provide user-based instquctions to
the sensors. The structure of each command and response does not include any additional overhgad bits in
tively, the
: ands and
responses In the event of multiple sensors, the air mterface command structure must be able to retrieve data
concerning multiple sensors. Communications via the RFID air interface is discussed in Clause 10.

Most of the commands and responses have optional random number fields and security tokens attached.
They may be of any length as allowed in the TEDS (currently 16, 32, 64, and 128) and as selected in the
Challenge and Reader-Authenticate commands. These are used in the case of “Continuing Authentication”
where each command and reply is independently authenticated. This may be applied one-way (reader only) or
two-way (reader and sensor). The Reader Continuing Authentication is supported by the sensor supplying a
random number appended to its replies, which the reader then encrypts into a onetime use security token to
be attached to the next reader command. The length of the RN supplied by the tag to be encrypted into a
token by the reader is given in the Reader-Authenticate command.
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The Sensor Continuing Authentication is supported by the reader appending a random number to each
command, which is then encrypted with the secret key by the sensor to use as a security token in the reply to
the command. The length of the RN supplied by the reader to be encrypted into a token by the tag is given in
the Challenge command. The allowed lengths of RNs are as described in the TEDS.

The commands support one of four means of addressing a sensor:

e Tag level addressing such as port numbers, of which the sensor does not need to be aware

e Using

a sub-address number declared by the sensor

e Using the 64-bit unique sensor identifier as a sub-address

e Usind the first three fields of the sensor characteristics TEDS, uniquely identifying the type of sehsor, ag

sub-

The thre
system,

would no
via a sen
tag that d
sensor co

A sensor
part of IS
architectu
manufact

The sens
example,
Segmenty
apply to g

The use
command
large eno
the comm
command
in genera
to each ¢
within thig

dress

“sub-addressing” methods described may be used either at the top level of a ,sensor addressi
r as a sub-address below a tag level address such as a physical port on the tagy The system in u
mally either be unique (the reader is pre-aware of sensor addressing), or beescribed to the read
Sor directory on the tag. Typical operation would be for the reader to read<a’ sensor directory off t
escribes basic sensor functions and the sensor addresses, so that transport commands carryi
mmands may be efficiently pointed to the desired sensors.

shall support at least one of the addressing mechanisms and miay support others as defined in th
D/IEC/IEEE 21451. The choice can be affected by the choice-of RFID air interface protocol and t
re with which the sensor integrates. The addressing mechanisms shall be declared on the sens
irer's data sheet.

br shall support each of the commands and responses if the inherent functionality is supported. F

if no detailed event logs are capable of being recorded by the sensor, then the Read-Event-Record-

command does not have to be supported. Depending on the design of the sensor, this might al
ther commands.

of security that varies over the above described parameters requires the sensor to reply

s that fail the security requirements\with a Response Code. Improved design results from using
ugh Response Code field to describe a variety of possible reasons for failure of the sensor to ob
and. There are variations in.the“nature of the Response Codes, particularly in the four classes
s that perform data reads, data writes, data erasures, and security operations. These four cases a
as given by Tables 18, 19,20 and 21 below, but are given in exact detail in the specified respons
ommand. Tables 18 through 21 are informational only, and do not specify actual command cod
International Standard:

Table 18 —'General form of read commands response codes (informative only)

g
5e

he
g

S

Ag
or

or
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to

a
2
of
re
]
bs

bde Explanation

00 Sensor not properly addressed, reply truncated following last bit of response code.

01 Command not recognized, reply truncated following last bit of response code. This includes

failure to decrypt if forward link encryption is in effect.

010 Unspecified failure, reply truncated following last bit of battery code.

011 Air Interface Security Failure, reply truncated following last bit of response code.

1

00 Sensor Security Failure (bad token), reply truncated following last bit of response code.

1

01 Failure due to length mismatch of either security token or RN.

1

10 RFU or Failure due to command details not being supported by the particular sensor, reply
truncated following last bit of battery code.

1

1 Success
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Table 19 — General form of write commands response codes (informative only)

Code Explanation
000 Sensor not properly addressed, reply truncated following last bit of response code.
001 Command not recognized, reply truncated following last bit of response code. This includes
failure to decrypt if forward link encryption is in effect.
010 Unspecified failure, reply truncated following last bit of battery code.
011 Air Interface Security Failure, reply truncated following last bit of response code.
T00 Sensor Security Faiture (bad token), Teply truncated folfowing fast bitof Tesponse cpde.
101 Various, such as security cannot be so programmed or length mismatch of either-secur|ty token
or RN.
110 Failure due to command details not being supported by the particular sensonr reply truncated
following last bit of battery code.
111 Success

Table 20 — General form of erase commands response codés (informative only)

Code Explanation
000 Sensor not properly addressed, reply truncated following last bit of response code.
001 Command not recognized, reply truncated following last bit of response codé¢.
010 Unspecified failure, reply truncated following last bit of battery code.
011 Air Interface Security Faildre,Jreply truncated following last bit of response co(le.
100 Sensor Security Failure, reply truncated following last bit of response code
101 Erase failed to.complete, reply truncated following last bit of battery code.
110 Failure due to RN or security token length mismatch.
111 Success

Table 21 — General form of security commands response codes (informative only)

Code Explanation
000 Sensor not properly addressed, reply truncated following last bit of response code.
001 Command not recognized, reply truncated following last bit of response codé.
010 Unspecified failure, reply truncated following last bit of battery code.
01y Air Interface Security Failure, reply truncated following last bit of response cogle.
100 Sensor Security Failure, reply truncated following last bit of response code
101 RFU for specific command, such as RN or Security Token length mismatch
110 RFU for specific command, such as Failure due to command details not being supported by
the particular sensor, reply truncated following last bit of battery code.
111 Success
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The command response codes 000 to 100 are the same for all commands. This covers the common cases of
sensor not correctly addressed, command not recognized (it is essential for this response to be identical for all
commands since some commands may not be supported), unspecified failure (often a result of a low battery),
air interface security failure, and sensor security failure. Since one of the three remaining codes (101, 110,
111) is for command success indication (usually 111), that leaves two codes for other command specific
responses. A common case for at least one of those two codes is for command details to not be supported.

If multiple errors occur in parallel, the highest priority error shall be Sensor Security Failure, the next highest
shall be Air Interface Security Failure, and the next highest shall be Unspecified (which reports battery state).

8.2 Re

hd sensor identifier

This command provides the linkage between the RFID means of addressing the sensor and a sensor- relat

bd

method df identifying the sensor. The command is intended for use in RFID tag architectures\where the
sensor cgmponent is interchangeable. The command is not required if the RFID tag has its,owh method |of
providing fa mapping between a port number, sensor identifier, and the Primary TEDS fields 1,2,3.
For securjty purposes, this command is considered a “Read” command.
Table 22 — Read sensor identifier command
Command Parameter
# bits 5 1
Deskription 00001 0 = respond with thé sub-address number and identifier
1 = respond with th€ sub-address and Primary TEDS fields 1,2,3
This command differs from the Read-Primary-Characteristies-TEDS (See 8.3) in that its sole purpose is [to
provide almeans of addressing a particular sensor in subsequent rounds of enquiries.
Table 23 — Read:sensor identifier response
Response Response Battery 7 Bit Sub- Sensor ID Sensor Type
Code Status Code|  Address (Conditional)| (Conditional)
# bits 5 3 1 7 64 15
Descriptipn 00001 000 = Sensor not properly 0: Battery See 8.3 Primary TEDS
addressed, reply truncated OK fields 1,2,3
after response code. 1: Battery
001 = Command not Low

recognized, reply truncated
after response code.

010 = Unspecified failure, reply
truncated after battery code.

OH=Airlnterface-Security
Failure, reply truncated after
response code.

100 = Sensor Security Failure,
reply truncated after response

code.
101 = RFU.
110 = RFU.

111 = Success.
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The purpose of this command is to provide information about the sensor's basic function. It has two options for
the response; 1) to return only the primary characteristics TEDS, or 2) to return the primary characteristics
TEDS as well as the unique sensor identifier.

The length of the Sensor Communications ID (the third element in the command) is determined by the value
of the Sensor Address Type. If the Sensor Address Type = 00, then the type code forms part of the command,
but there are no additional bits for the Sensor Communications ID. This is because the addressing mechanism
is included on the RFID tag and incorporated within the RFID commands.

If a command contains a Sensor Address Type that is not supported by the sensor, then an jerror shall be
returned. For security purposes, this command is considered a “Read” command.
NOTE These options for addressing apply to all the subsequent commands specified in this clause.
Table 24 — Read primary characteristics TEDS command
Cmd Sensor Address |Sensor Comms ID| Parameter Reader New Reader RN
Type Security Token | See Fpotnotes
See Footnotes b&c
a&c
# bits 5 2 Oor7or15or64 1 0 or Sensor RN | 0 or Reader RN
length lelngth
Description | 00010 If = 00 then no sub- | No data encoded |0(=téspond only| O: If Reader 0: If[Sensor
addressing for this parameter{| “with Primary | Continuing Auth | Continping Auth
If = 01 use 7 bit sub- Sub-address TEDS is not in effect. | is not|in effect.
addressing 7 bits 1=Primary |Else Sensor RN |Else Rpader RN
If = 10 use sensor type| PrimaryTEDS | TEDS + Unique length. lehgth.
sub-addressing fields 12,3 Identifier Sensor RN Reader RN
15°bits length: As given | length] As given
If = 11 use sensor ID Sensor ID in Reader- in Reader-
sub-addressing 64 bits Authenticate Authgnticate
command if command if
Reader Sensor
Continuing Auth | Continuing Auth
is in is in| effect.
effect .Currently |Currenfly 16, 32,
16, 32, 64, or 64, pr 128.
128.
8  The Reader Security, Token is a reader-encrypted version of the last tag provided RN. It is only included|if Reader
(ontinuing Authenticatien™is in effect, which is an option under the Reader-Authenticate command. The|length is
provided in the Reader-Authenticate command as the length of the Tag Continuing RN, which instructs the tdg to keep
providing RNs of the desired length on every tag reply.
bl  The new-feader supplied random number is only supplied if Sensor Continuing Authentication is in|effect as
cpmmanded.if the Reader-Authenticate command. In that case the Reader-Authenticate command also informs the
sensor ofithe’Continuing Reader RN Length of the new Reader RN that the reader will supply with each command.
¢[ Jf'data encryption is in effect that provides a form of Continuing Authentication but one in which a possibly weaker
encryption may apply. Therefore the option of both Continuing Authentication and data encryption|to apply
o IIIU:tdIICUub:y ;b plcaclvcd.
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Table 25 — Read primary characteristics TEDS response

Response Response Battery Sensor ID |Characteristics Sensor New Sensor
Code Status |(Conditional) TEDS Security RN
Code Token See Footnote
See Footnote b
a
# bits 5 3 1 64 128 0 or Reader | 0 or Sensor
RN length RN length
Descri 00010 000 = Sensor not 0: Battery See 7.4 All Primary 0: If Sensor | O: If Reader
ption properly addressed, OK TEDS fields Continuing Continuing
rephy-truncated-after——1-—Batten Adth-is-Retr—Auth-is-retn
response code. Low effect. effect.
001 = Command not Else Senso
recognized, reply Else Reader RN length.
truncated after RN length. Sensor RN
response code. This length: As
includes failure to Reader RN given in
decrypt if forward length: As Reader-
encryption is in effect. givenin Authenticatg
010 = Unspecified Reader- command fif
failure, reply Authenticate Reader
truncated after battery command if Continuing
code. Sensor Auth is in
011 = Air Interface Continuing effect.
Security Failure, reply Auth is in Currently 16
truncated after effect. 32,64, or
response code. Currently 16, 128.
100 = Sensor 32, 64, or 128.
Security Failure (bad
token), reply
truncated after
response code.
101 = Failure due to
length mismatch of
either security token
or RN.
110 = RFU.
111 = Success.
a8  The $ensor Security Token is a sensar,previded encryption of the random number last provided by the reader. It s
only inclyded if Sensor Continuing Authentication is in effect, which is an option under the Reader-Authenticate
command.
b The pew sensor supplied random number is only included if Reader Continuing Authentication is in effect gs
commanded in the Reader-Authenticate command.
8.4 Wrjte samplée’and configuration
This command-delivers the complete Sample and Configuration Record as a bit string from the application [to
the sensqr.dt is the responsibility of the application to ensure that various fields are logically structured |in
accordance with the r‘npahiliﬁpq of the sensor_as defined hy the Primary Sensaor Characteristics TEDS The

Erase Event-Administration Record (See 8.7) shall be the first command that is invoked before any attempt is
made to reconfigure the sensor.

If either a lower alarm threshold or an upper alarm threshold is supported by the sensor but does not require
to be set by the application, a string of bits value 0, is used to indicate that no threshold is set. This string is
the same length as the data transmission value (field 5 of the Primary Sensor Characteristics TEDS (See 8.5)

NOTE

This is possible because this all-zero value defines the absolute lowest reading capability of the sensor,
therefore making it impossible to record a lower value.

For security purposes, this command is considered a “Write” command.
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Table 27 — Write sample and configuration response

Response Response Code Battery Sensor New Sensor
Status Code Security RN
Token
# bits 5 3 1 0 or Reader | 0 or Sensor
RN length RN length
Description 00011 000 = Sensor not properly addressed, reply |0: Battery OK| 0: If Sensor | 0: If Reader
truncated following last bit of response code. Continuing Continuing
001 = Command not recognized, reply  |1. Battery Low Aut:;fs;:ot in AUtL' F'Z:lc’t in
fruncated Tollowing 1ast bit of response code. | "
010 = Unspecified failure, reply truncated Else Reader | Else Sepsor
following last bit of battery code. For this RN length. RN length.
command this includes the case of security Reader RN Sensor RN
token or Sensor RN length mismatch. length: As length: As
011 = Air Interface Security Failure, reply given in given in
. . Reader- Reader-
truncated following last bit of response code. - ;
Authenticate | Authenticate]
100 = Sensor Security Failure, reply truncated commandif | command if
following last bit of response code. Serisor Reader
101 = Security cannot be programmed as Continuing Continuing
given in the air interface or sensor security Authis in Authis in
function code. effect. effect.
e . Currently 16, | Currently 16
11(_) = Failure due to commapd details not 32, 64, or 128.|32, 64, or 12
being supported by the particular sensor,
reply truncated following last bit of battery
code.
111 = Success

This command must be prevented from unauthorized reductions in the security levels of the Air Interfage
Code and Sensor Security Function Code. Ahus, once these fields are programmed above 000, this
will return an Air Interface Security “Failure 011 or Sensor Security Failure 100 withqut
reprogramming the Sample and Configuration if-the user cannot authenticate having write access.

Function
command

The respgnse code 110 indicates:

e An eror in the structure of the_command (e.g., an alarm being set for fields 12 or 13 being inconsistgnt
with the value in field 4, or a length in field 12 or 13 being inconsistent with field 5 of the Primary Sensor

Chargcteristics TEDS Record):

e A command request to set an alarm that is not supported.
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8.5 Read sample and configuration
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This command reads the values previously set in the Sample and Configuration record, including the
threshold value of the alarm levels. For security purposes, this command is considered a “Read” command.

Table 28 — Read sample and configuration command

Command |Sensor Address Type| Sensor Comms ID Reader Security New Reader RN
Token
# bits 5 2 Oor7or 15 or64 0 or Sensor RN 0 or Reafler RN
length length
Description 00100 If = 00 then no sub- | No data encoded for 0: If Reader 0+If Sensor
addressing this parameter Continuing Auth is Continuing Auth is
If =01use 7 bitsub- |  Sub-address not in effect. not in gfect.
addressing 7 bits Else Sensor RN Else Reafder RN
- . length. length.
If =10 use sensor type| Primary TEDS fields Sensor RNlength: As| Reader RN length:
sub-addressing 1,2,3 A ) . .
. givendn Reader- As given in| Reader-
15 bits Althénticate Authenticate
If = 11 use sensor ID Sensor ID cemmand if Reader | command (f Sensor
sub-addressing i Continuing Auth is in | Continuing Auth is in
64 bits effect. Currently 16, | effect. Curfently 186,
32, 64, or 128. 32, 64, qr 128.
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8.6 Read alarm status

ISO/IEC/IEEE 21451-7:2011(E)

This command provides the application with information as to whether any alarm has been set for the sensor.
If an alarm has been triggered, then the application may use the Read-Data-Logged-Record (See 8.7),
command to access more detailed data.

For security purposes, this command is considered a “Read” command.

Table 30 — Read alarm status command

command if Reader
Continuing Auth is
in effect. Currently
16, 32, 64, or 128.

command if Se
Continuing Au
in effect. Currd
16, 32, 64, or

Command | Sensor Address |Sensor Comms ID| Reader Security | New Reader RN
Type Token
# bits 5 2 0 or7or15or 64 0 or Sensor RN 0 or'Reader RN
length length
Description 00101 If = 00 then no sub- | No data encoded 0: If Reader 0: If Sensor
addressing for this parameter | Continuing Auth’is’| Continuing Auth is
If = 01 use 7 bit sub- Sub-address not in efject. notin effec.
addressing 7 bits
) Else\Sensor RN Else Reader RN
If =10 use sensor Primary TEDS length. length.
type sub-addressing fields 1,2, 3
15 bits
Sensor RN length: | Reader RN ler|gth:
If = 11 use sensor ID Sensor D As given in Reader-|As given in Regder-
sub-addressing 64 “its Authenticate Authenticatg

nsor
his
ently
28.
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8.7 Read single memory record

ISO/IEC/IEEE 21451-7:2011(E)

This command is used to provide the application with values from single value measurement types. The
command addresses a single memory record.

For security purposes, this command is considered a “Read” command.

Table 32 — Read single memory record command

|_Sensor Address | Sensor Comms ID | Measurement Reader New Reader RN
Type Type Security Token
# bits 2 Oor7or150r64 4 0 or Sensor RN | (0,or Reader RN
length length
Degscription If = 00 then no sub- |No data encoded for| Permitted values: | 0: If Reader 0: If Sensor
addressing this parameter 0000 to 1001 (?ontirsgingﬁAu:h Contirt\ JingﬁAu:h is
If = 01 use 7 bit sub- Sub-address RFU: 1110 and IS no\|wetrect. notn etiect.
addressing 7 bits 1111 Else/Sensor RN | Else Reader RN
oth | length. length.
If = 10 use sensor |Primary TEDS fields er values are ]
type sub-addressing 12,3 for data logged Sen'sor RN |Readef RN length:
. records length: As given As given in
15 bits in Reader- Reader-
If = 11 use sensor Sensor ID Authenticate Authenticate
ID sub-addressing 64 bits command if command if
Reader Sensor Continuing
Continuing Auth | Auth is in effect.
is in effect. Currently 16, 32,
Currently 16, 32, 64 |or 128.
64, or 128.

E

The response for Types 6 and 7 require the appropriate specific sample count value to be obtained from the
ent Administration Record.
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8.8 Read event administration record

This command is used to provide the application with all the essential parameters to be able to selectively
process event records and other critical records.

For security purposes, this command is considered a “Read” command.

Table 34 — Read event administration record command

Command—SensorAddress— SensorComms-|D . ReaderSecurity { New ReaderRN

Type Token
# bits 5 2 Oor7or15or64 0 or Sensor RN 0 or Reader RN
length length
Description 00111 If = 00 then no sub- | No data encoded 0: If Reader 0: If Sensor
addressing for this parameter | Continuing Auth is\|*Continuing Auth is
If = 01 use 7 bit sub- Sub-address not in effec, notin effec.
addressing 7 bits

Else Sensor RN Else Reader RN

If = 10 use sensor Primary TEDS length. length.

type sub-addressing fields 1,2, 3
15 bits

Sensor RN length: | Reader RN lergth:
As given in Reader-|As given in Reader-
64 bits Authenticate Authenticate
command if Reader|command if Sensor
Continuing Auth is | Continuing Auth is
in effect. Currently | in effect. Currgntly

16, 32, 64, or 128. | 16, 32, 64, or 128.

If = 11 use sensor ID Sensor ID
sub-addressing

Fields 1 to 4 of the Event Administration Record determine the size respectively of measurement types 10, 11,
12 and 13 if they are present. If a measurément type is not present, then the field is left empty in the|response
because the presence of the measurement type is declared as part of the primary TEDS.

The presence of fields 7 to 10 is also associated with the presence of the measurement type as degclared as
part of the primary TEDS. If thefield is present, it is 16 bits wide, but has a zero value until an appropriate
event takes place. Some of these (fields) can only exist if the threshold has been crossed.

© ISO/IEC 2011 — All rights reserved
© IEEE 2011 — All rights reserved 45


https://iecnorm.com/api/?name=9c219c659ff765a0dfc442effecfa006

2011(E)

ISO/IEC/IEEE 21451-7

s§s900Ng = |||
N4y =0l
‘NY J0 ua 0} Ajunoas
Jayye Jo yojewsiju yibus)
'8zl ‘8Z1 0} enp ainjied|= Lol
Jo ‘9 ‘ze Jo ‘9 ‘ze "apoo asuodsdi Js)e
‘91 Apuauing | ‘g Apuauind pajeouny; Alda feinjie
‘1o8ye ‘1088 Anosg Josusg = 001
ur sl yiny ul sl yiny .
BuinupuoD | Buinupuo) ®pod
1opeay 10SUSS mmcoaw.mz Jaye ppieounu)
JI PUBWIWIOD | Ji PUBLILLIOD Aldai ‘ainjieq Alunoag
ajeojuayiny | sjeapusyiny S0BUSIUI IV |10
-lapeay -lopeay "opoo Alapkq
ul uanib ul uanIb Jaye pajeounu} Aidaa
sy :yibug) sy :yjbug) ‘aln|ie} payoadslin = 010
NY Josuas | NY Jopeay -9poo
‘yibus| Ny ‘yibus| Ny juesald s| MO asuodsal Jaye ppieounly
Josuag as[3 | Jopeay 8s|3 PISl 31 >_co Aianeg A|dau ‘paziubpoal
oaye ooy mwm:mohn_. ‘papioddns - Emu.E_B i J0U puewwod|= 100
ur jou s1 yny | urjou st yny | Y YOISSIALCL s| Ajunoas 9L°L®8S | piooes | ‘piodal 30 -apoo asuodsdl Joye
Buinujuon | Buinupuon paddoys JOSUSs 10811p oL plogal siy} siy} siy} Jo ¥, THAleneg |pereouny A|dal ‘ppssaippe u
Jopeay | :0 | Josuag | 0 | sttosuss 0 | MAUOuSsald | O} 2 Sploy | JogplRY |JogpeL| 0} splel 0 Aliedoud jou Josups = 000 L1100 onduosaq
ybus| Ny uibus| Ny ¥9 Jo
Josusg o O | Jopedy Jo 0 L 14 ‘8Y'2€9L°0 14 9l 9€ -0 l € S S)q #
sbBey} snjeys
uayol ¥207-9)UM sanjep apo)
NY fnoag pueooT-peay| 3unoy | pasebBuy | unoo | Ayoedes | smers 9po)
JOSU9S MaN l0suas dIN pilomssed o|dweg swiely | ojdwes | Aiowsyy | Aispeg dsuodsay asuodsay

asuodsal pJooal UojjelisiuWpPe JUIAD peay — G djgel

© ISO/IEC 2011 — All rights reserved

© IEEE 2011 — All rights reserved

46


https://iecnorm.com/api/?name=9c219c659ff765a0dfc442effecfa006

ISO/IEC/IEEE 21451-7:2011(E)

8.9 Read event record segments

This command is designed to read a specified number of segments of a particular event record, as defined by
the measurement type. Although the command is highly flexible and allows a very large number of segments
to be transferred across the air interface, practical experience of the radio environment will determine a
realistic number of segments that can be transferred reliably.

For security purposes, this command is considered a “Read” command.
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The value of the total number of segments may have one of two logical values:

e If the number covers the span from first to last segment in the command, then the sensor shall respond
with the entire packet of all the required segments.

e If the number calls for fewer segments, the intention is for the sensor to respond with that number of
segments encapsulated in an RFID response. Then to respond immediately with another similar sized
packet and to continue until all the segments that were requested have been transmitted. This command

and response asynchronous cycle shall only be possible under the following conditions:

THe sensor shall have The Tacility to support this type of response. It it does not, then it shall ignore tHe number

ny
ny

oflsegments and deliver all the requested segments as a data packet.

Table 37 — Read event record segments response

The value of the Number of Segments parameter in the command shall be an integer Araction of the total
mber of segments requested in the command. If this is not the case, then the sensor shall ignore the
mber of segments and deliver all the requested segments as a data packet.

Respon Response Battery | Segment| CRC-16 Sensor New Sensor
se Cod Status |Data Bits Security RN
ode Code Token
# bits 5 1 1 32n 16 0 or Reader RN |0 or Senspr RN
length length
Descriptio| 01000 000 = Sensor not : Battery| The value | See below | 0: If Sensor 0: If Repder
n properly addressed, OK nis Continuing Continding
reply truncated after defined Auth is notin | Authis notin
response code. by the effect. effec].
001 = Command not | ' E::\tlery SIZZ ;;the
recognized, reply resolution Else Reader | Else Sehsor
truncated after pre- RN length RN length
response code. pended : )
010 = Unspecified by the
failure, reply truncated sample Reader RN Sensor|RN
after battery code. count length: As length: |As
011-=CAir Interface These two fields are given in given fin
Seunity Failure, reply repeated the numper | Reader- Reader-
fruncated after of times that equals Authentlcat.e Authentlcat_e
response code. the number of command if command if
, segments requested Sensor Readgr
100 = Sensor Security in the command Contmumg Contmupg
Failure, reply Authis in Auth i in
truncated after effect. effecf.
response code. Currently 16, | Currently 16,
101 = Failure due to 32, 64, or 128. | 32, 64, o 128.
length mismatch of
either security token or
RN.
110 = RFU
111 = Success

The number of the segment data bits per segment is 32n, where n is determined as follows:

The value of n for measurement types 10 and 13 is equal to the size of the data resolution. The value of n for
measurement type 11 is 8 bits for the sample count plus the size of the data resolution. The value of n for
measurement type 12 is 16 bits for the sample count plus the size of the data resolution.
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A CRC-16 (CRC-CCITT and ISO/IEC 13239) using the polynomial x'® + x'? + x* + 1 shall be generated by the
sensor for each segment transmitted, with the following exception: If the command only requests one segment,
then the CRC-16 shall not be generated.

NOTE

across the air interface.

This is because the RFID process will generate a CRC-16 for the entire message that is being transmitted

If multiple segments are included in the response, then they shall be presented in packets from the lowest
segment requested through to the highest segment requested.

8.10 Rlead partial eventrecord segment
If there is|a requirement to read less than a full segment, either because of the RF conditions or simply’to det
fewer recprds, the following command can be used.
For securjty purposes, this command is considered a “Read” command.
Table 38 — Read partial event record segment command
Command | Sensor Sensor | Measure-- |Segment| First | Number Reader New Reader
Address | Comms | ment Type | Number | Sample of Security RN
Type ID Number| Samples Token
# bits 5 2 Oor7or 4 3ori1 5 5 0 or Sensor | 0 or Reade
15 or 64 RN length RN length
Descript| | 01001 If =00 then | Nodata | Permitted | 3 bits for | 00000 =|00000 = 1|0: If Reader| 0: If Sensof
ion no sub- encoded values:  |type 1011 1 11111 = Continuing | Continuing
addressing | for this . _ ~ | Authis not | Auth is not ip
parameter 1010 to 1101 |11 bit§ for{ 11111 = 32 in effect. effect.
RFU: 1110 |, PeS 32
If=01use7| Sub- d.1111 1010,
bit sub- address | 2" 1100, Else Sensor Else Readet
addressing 7 bits Other vglues 1101 RN length. RN length.
are for single
If =10 use | Primary | recgords not See
sensor type | TEDS covered by See See footnote | Sensor RN Reader RN
sub- fields this footnote | footnote length: As lenath: A
addressing | 1,2,3 command given in engih: As
given in
\ Reader- Read
15 pits Authenticate cader-
= d if | Authenticate
If = 11 useq| Sensor ID comman command i
sensor D ) Reader Sensor
sub’ 64 bits Continuing L
: Auth is in Continuing
addressing Auth is in
effect. frect
Currently etiect.
Currently 14,
16, 32, 64, 32,64, or 128
or 128. » 0% OF 125,
a8  The vplO€ of the segment number shall not be greater than the number of segments supported by the sensor. The
sum of (Fhst-Sample-Number+Number-of-Samples)-shal-retbe-greaterthanthenumberof-sample-valves{32+-r'a
segment.

This command allows any number of sample values within the segment to be targeted. The sensor requires
processing capability to identify the start position of the first sample value requested by the command. There
is a high probability that this is not aligned with the boundary of any physical memory unit.
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© ISO/IEC 2011 — All rights reserved
© IEEE 2011 — All rights reserved


https://iecnorm.com/api/?name=9c219c659ff765a0dfc442effecfa006

ISO/IEC/IEEE 21451-7:2011(E)

Table 39 — Read partial event record segment response

111 = Success

Response Response Battery | Sub-Segment Sensor New Sensor
Status Data Bits Security RN
Code Code Token
# bits 5 3 1 s times n 0 or Reader |0 or Sensor RN
RN length length
Description 01001 000 = Sensor not properly 0: The value nis | 0: If Sensor | 0: If Reader
addressed, reply truncated after | Battery | defined by the | Continuing Continuing
response code. OK |size of the data| Authis notin | Authis notin
001 = Command not recognized, resolufion, pre- effect. bffect.
pended by the
reply truncateddafter response 1- sample count
code. Battery | (if appropriate) | Else Reader /| Elsg Sensor
010 = Unspecified failure, reply Low RN length. RN length.
truncated after battery code.
. . The value of s
li);ir = Air Interface Security is defined by Reader RN Sehsor RN
ure, reply truncated after the number of | ) :
response code. en.gth. .As lerjgth: .As
sample valdes given in given in
100 = Sensor Security Failure, requested Reader- Reader-
reply truncated after response Authenticate | Authenticate
code. command if corpmand if
. Sensor Reader
. 101 = Fafllu.re due to Igngth Continuing Cantinuing
mismatch of either security token Auth is in Alith is in
or RN. effect. effect.
110 = RFU Currently 16, | Curfently 16,
32,64, or 128. | 32, g4, or 128.

generated by the RFID tag is the only requirement.

8,11

Write event administration field 7

Np CRC-16 generation is necessary for thiscresponse because of its relatively small size. Theg

CRC-16

This command is mandatory ohly- if the sensor supports measure code value 6 of Table 3, sampl¢ count at

which a sample should be recorded. Field 7 of the Event Administration Record contains a 16-bit
equates to this sample count at a pre-determined time. This therefore pre-determined sampl¢g

value that
count is

cdlculated by the application and written to the sensor using this command. As the sample counter increments

thjs point, the readingfrom the sensor is written to the appropriate record.

For security purposes, this command is considered a “Write” command.

it values from the point of initialization, the sample count will eventually equal the 16-bit value in

field 7. At
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Table 40 — Write event administration field 7 command

Command | Sensor Address Sensor field 7 Sample| Reader Security New Reader RN
Type Comms ID Count Token
# bits 5 2 Qor7or15o0r 16 0 or Sensor RN 0 or Reader RN
64 length length
Description 01010 If = 00 then no No data Event 0: If Reader 0: If Sensor
sub-addressing | encoded for | Administration | Continuing Auth is Continuing Auth is
this field 7 not in effect. not in effect.
parameter
Else-SensorRN——FElse-ReaderRN-
If =01 use 7 bit | Sub-address length. length.
sub-addressing 7 bits Sensor RN length: | Reader RN'length
) As given in Reader- | As given in Readef-
If =10 use sensor |Primary TEDS Authenticate Authenticate
type sub- fields 1,2,3 command if Reader | command if Sensdr
addressing 15 bits Continuing Auth is in | Céntinuing Auth is |n
effect. Currently 16 effect. Currently 16,
If =11 use sensor| Sensor ID 32, 64, or 128. 32, 64, or 128.
ID sub-addressing 64 bits

Table 41 — Write event administration field 7 response

Response Response Code Battery Status| Sensor Security | New Sensaor
Code Token RN
# bits 5 3 1 0 or Reader RN | 0 or Senso
length RN length
Descriptjon 01010 000 = Sensor not properly addressed, | 0: Battery OK| 0: If Sensor 0: If Reader
reply truncated following last.bit of Continuing Auth | Continuing
response code, 1 Battery L is not in effect. | Auth is not ip
001 = Command not recognized, reply | atiery Low Else Reader RN effect.
truncated following last.bit of response length. Else Sensof
code: Reader RN RN length.
010 = Unspécified failure, reply length: As given | Sensor RN
truncated-following last bit of battery in Reader- length: As
code. Authenticate given in
011 = Air Interface Security Failure, command if Reader-
reply truncated following last bit of Sensor Authenticate
res Continuing Auth | command i
ponse code. .
. i is in effect. Reader
100 = Sensor Security Failure, reply Currently 16, 32, | Continuing
truncated following last bit of response 64, or 128. Auth is in
code. effect.
101 = Failure due to length mismatch Currently 14,
of either security token or RN. 32, 64, or 128.

110 = Failure due to command details

not being supported by the particular

sensor, reply truncated following last
bit of battery code.

111 = Success

The response code 110 indicates that an error in the structure of the command e.g., the field or the
measurement code is not supported by the sensor.
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This command enables the application to read data from any single field on any record of the sensor. The field
is addressed by using a code to identify the record and then the field number within the record.

Data logs cannot be read using this command. For security purposes, this command is considered a “Read”

command.
Table 42 — Read any field command
Command | Sensor Sensor Record ID field Reader Security | New Rehder RN
Address | Comms ID Number Token
Type
# bits 5 2 Oor7or15 2 5 0 or Sensor RN 0 or Reader RN
or 64 length length
Oescription 01011 If = 00 then No data 00 = Primary 0: If Reader 0: If $ensor
no sub- encoded for Sensor Continuing Auth is | Continuing Auth is
addressing this Characteristics not.in effect. not in jeffect.
parameter TEDS
I _bi(t”stjjsfe ! Sub-ad.dress Oéo;fisgaun:;:zf Else Sensor RN | Else Repder RN
addressing 7 bits length. length.
10 = Event
If =10 use Primary record
sensor type | TEDS fields 11 = Event Sensor RN length: | Reader RN length:
sub- 1,2,3 Administration As given in Reader-| As given in Reader-
addressing 15 bits Authenticate Authepticate
command if Reader| command if Sensor
If=11use | SensorID Continuing Auth is |Continuing Auth is in
sensor ID ) in effect. Currently |effect. Cdrrently 16,
sub- 64 bits 16, 32, 64, or 128. | 32, 64,|or 128.
addressing

The following combinations of Record IByand field Number are not permitted, because they identify complex evgnt logs:

e 1001010
e 1001011
e 1001100
o 1001104
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Table 43 — Read any field response

Response Response Battery Status| Selected field Sensor New Sensor
Code Code Data Security RN
Token
# bits 5 3 1 n 0 or Reader |0 or Sensor RN
RN length length
Description 01011 000 = Sensor not properly | 0: Battery OK 0: If Sensor | 0: If Reader
addressed, reply truncated | 4. Battery Low Continuing Continuing
after response code. ' Auth is notin | Auth is notin
00T ="Command not oHact oHoct,
recognized, reply truncated Else Reader Else Senso
after response code. RN length. RN length.
010 = Unspecified failure, Reader RN 3ensor RN
reply truncated after battery length: As length: As
code. given in given in
011 = Air Interface Security Readerg Reader-
Failure, reply truncated after Authentlcat'tfe Authentlcat':
response code. command i command i
] Sensor Reader
100 = Sensor Security Continuing Continuing
Failure, reply truncated after Auth is in Auth is in
response code. effect. effect.
101 = Failure due to length Currently 16, | Currently 16
mismatch of either security 32, 64, or 128. | 32, 64, or 128.
token or RN.
110 = RFU
111 = Success

8.13 Erase event administration record

This command sets to 0, fields 5, 6, 7, 8, 9,«and 10 of the Event Administration Record. The sensor
manufactprer shall lock fields 1, 2, 3, and 4. The Erase Event Administration Record command shall be the

first command that is invoked before any attempt is made to reconfigure the sensor.

For securjty purposes, this command is-considered a “Write” command.

Table 44 — Erase event administration record command

Command ,[Sensor Address Type| Sensor Comms ID Reader Security New Reader RN
Token
# bits 5 2 Oor7or15or64 0 or Sensor RN 0 or Reader RN
length length
Descriptipn 01100 If = 00 then no sub- | No data encoded for 0: If Reader 0: If Sensor
addressing this parameter Continuing Auth is not|Continuing Auth is not
in effect. in effect.
IT= 07 use 7 DIt sub- Sub-address
addressing . Else Sensor RN Else Reader RN
7 bits length. length.
If = 10 use sensor type | Primary TEDS fields | gengor RN length: As |Reader RN length: As
sub-addressing 123 given in Reader- given in Reader-
15 bits Authenticate Authenticate
command if Reader | command if Sensor
If =11 use sensor ID Sensor ID Continuing Auth is in | Continuing Auth is in
sub-addressing 64 bits effect. Currently 16, | effect. Currently 16,
32, 64, or 128. 32, 64, or 128.
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Table 45 — Erase event administration record response

Response Response Code Battery Sensor Security | New Sensor RN
Status Code Token
# bits 5 3 0 or Reader RN 0 or Sensor RN
length length
Description 01100 |000 = Sensor not properly addressed,|0: Battery OK 0: If Sensor 0: If Reader
reply truncated after response code. Continuing Auth is | Continuing Auth is
001 = Command not recognized, ' not in effect. not in effect.
reph-truncated-aftierresponse-code- 1: Eattery Else-ReaderRN— sor RN
ow
010 = Unspecified failure, reply length. length
truncated after battery code. Reader RN length: | Sensor length:
s . . As given in As diven in Reader-
011I —tAlr Inttegfac;te Security Fallu;e, Reader- Authemticate
reply truncated after response code. Authenticate command|if Reader
100 = Sensor Security Failure, reply command jf Continuind Auth is in
truncated after response code. Sensor Continuing effect. Currently 16,
) Auth is,in ‘éffect. 32, 64, or 128.
101 = Erase failed to complete, Curfently 16, 32,
battery code provided 64 or 128.
110 = Failure due to length mismatch
of either security token or RN.
111 = Success

8114 Erase event records

This command erases the complete set of event records. It shall be invoked before any attempt is
reconfigure the sensor. For security purposes, this.command is considered a “Write” command.

Table 46 — Erase event records command

made to

Command Sensor Address | Sensor Comms ID | Reader Security Token| New Reader RN
Type
# bits 5 2 Oor7or150r64 | 0or Sensor RN length 0 or Redder RN
length
Description 01101 If = 00 then no sub- |No data encoded for | O: If Reader Continuing 0: If Sensor
addressing this parameter Auth is not in effect. |Continuing Auth is not
in effect.
If =01 use 7 bit sub- Sub-address Else Sensor RN length. In efiec
addressing 7 bits Sensor RN length: As Else Regder RN
: : length.
_ ; - given in Reader- 7
If =10 use sensor | Primary TEDS fields | aythenticate command if|Reader RN|length: As
type sub-addressing 123 Reader Continuing Auth |  given in Reader-
15 bits is in effect. Currently 16, Autherfticate
32, 64, or 128. command|if Sensor
ff="TTUuse sensor 1D Sensor 1D Continuing Auth is in
sub-addressing 64 bits effect. Currently 16,

32, 64, or 128.

If the sensor supports any form of data logged record(s), then the process to erase the event records might
take some time.
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Table 47 — Erase event records response

Response Response Code Battery Sensor Security New Sensor RN
Status Code Token
# bits 5 3 1 0 or Reader RN | 0 or Sensor RN length
length
Description 01101 000 = Sensor not properly 0: Battery 0: If Sensor 0: If Reader
addressed, reply truncated after OK Continuing Auth is | Continuing Auth is not
response code. not in effect. in effect.
00+—=CGCommand-hotrecognized: T Ban Else-Reader RN—FElse-SenserRN-ength.
: Battery
reply truncatsgdaeﬂer response Low length. Sensor RN length: Als
' Reader RN length: given in Reader-
010 = Unspecified failure, reply As given in Authenticate' command
truncated after battery code. Reader- if Reader,Continuing
A . . Authenticate Auth is in effect.
011 _IAItr Interftac(:je ?tecurlty Failure, command if Currently 16, 32, 64, or
reply truncate da er response Sensor Continuing 128.
code. Auth is in effect,
100 = Sensor Security Failure, Currently 16, 32
reply truncated after response 64, or 128;
code.
101 = Erase failed to complete,
battery code provided
110 = Failure due to length
mismatch of either security token
or RN.
111 = Success
8.15 Efrase sample and configuration record
This command erases the complete Sample .and' Configuration Record. It may be used as a housekeeping
step befofe the sensor is reconfigured.
For securjty purposes, this command is:¢ensidered a “Write” command.
NOTE The Write-Sample-And-Configuration command may be used instead to simply overwrite a pre-existing
sample angd configuration set of conditions that no longer apply.
© ISO/IEC 2011 — All rights reserved
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Table 48 — Erase sample and configuration record command

Command |Sensor Address Type| Sensor Comms ID Reader Security New Reader RN
Token
# bits 5 2 Oor7or15or64 0 or Sensor RN 0 or Reader RN
length length
Description 01110 If = 00 then no sub- | No data encoded for 0: If Reader 0: If Sensor
addressing this parameter Continuing Auth is not|Continuing Auth is not
in effect. in effect.
If = 01 use 7 bit sub- Port Number In etiec In eflec
addressing - Else-SenrserRN——FElse-Reader RN
7 bits length. léngth.
If =10 use sensor type | Primary TEDS fields | gengor RN length: As |Readeh RN|length: As
sub-addressing 12,3 given in Reader- given in Reader-
15 bits Authenticate Autherjticate
command if Readeér, | command|if Sensor
If =11 use sensor ID Sensor ID Continuing Auth is:in | Continuing|Auth is in
sub-addressing 64 its effect. Currently 16, | effect. Cufrently 16,
32, 64 /0r 128. 32, 64, pr 128.

Table 49 — Erase Sample and configuration/record response

Response Response Code Battery | Sensor Security | New Sg¢nsor RN
Status Token
Code
# bits 5 3 1 0 or Reader RN 0 or Sejnsor RN
length length
Description 01110 000 = Sensor not properly.addressed, 0: 0: If Sensor 0: If Reader
reply truncated after response code. | Battery | Continuing Auth is | Continuipng Auth is
. OK not in effect. not in|effect.
001 = Command naotwrecognized, reply
truncated after response code. Else Reader RN Else Sgnsor RN
010 = Unspecified failure, reply 1: length. length.
truncated after battery code. Battery | Reader RN length: | Sensor RN length:
My . . Low |As given in Reader- |As given |jn Reader-
014(= Air Interface Security Failure, Authenticate Authanticate
(Y truncated after response code. command if Sensor |command if Reader
100 = Sensor Security Failure, reply Continuing Auth is | Continuing Auth is
truncated after response code. in effect. Currently | in effect.| Currently

. 16, 32, 64, or 128. | 16, 32, 64, or 128.
101 = Erase failed to complete, battery

code provided

110 = Failure due to length mismatch
of either security token or RN.

111 = Success

8.16 Begin end mission

This command allows the sensor to be configured at one time and begin its mission at another time. This
saves both memory and battery life via effectively implementing an On-Off control. The definition of “begin
mission” is to begin the monitor delay timer in preparation of taking data in the monitoring process, or go
straight to monitoring if the monitor delay is zero.

To use this command to end a mission in progress or to begin a new mission after the end of a mission the
user must have appropriate authority as determined by the Begin-End-Mission Authority bit in the Sample and
Configuration Record and the Sensor Security Function Code in use. For example, if the user is required to
have write authority to end a mission or to begin a new mission if a mission is in progress or has ended by
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virtue of full memory or end of sampling, then if a user with only read privileges attempts to use this command
to perform these actions a security failure response will be the result.

The security level of this command cannot be specified as simply as Read or Write, as it is a function of the
Begin-End-Mission Authority bit in the Sampling and Configuration Record (Table 17), what is being
commanded (begin or end), and if beginning whether it is a first mission or a re-mission. See Table 52 for

details.
Table 50 — Begin end mission command
Command Sensor Sensor Begin/End Reader New Reader
Address Comms ID Footnot Security RN
Type ootnote Token
# bitg 5 2 Oor7or15o0r 1 0 or Sensor 0 or Reader
64 RN length RN length
Description 01111 If = 00 then no No data 0 = Begin 0: If Reader 0: If Sensor
sub- encoded for Mission Continuing Continuing
addressing this parameter 1=End Auth js_notin Auth is not in
- En éffect. effect.
Mission
Else Sensor Else Reader
RN length. RN length.
Sensor RN Reader RN
length: As length: As
given in given in
Reader- Reader-
Authenticate Authenticate
command if command if
Reader Sensor
Continuing Continuing
Auth is in Auth is in
effect. effect.
Currently 16, Currently 16
32,64, 0r128. | 32,64, or 12§.
If =01 use 7 Sub-address
bit sub- .
addressing 7 bits
If-=10 use Primary TEDS
sensor type fields 1,2, 3
sub- .
addressing 15 bits
If =11 use Sensor ID
sensor ID sub- .
addressing 64 bits
a8  Begin Missien:means start monitor delay timer. If monitor delay is zero, then the sensor goes straight to monitorind.
End Misgion, means stop monitor delay timer and reset it to the TEDS specified value if the monitor delay timer i
running. If mdnitoring is in progress then End Mission means end monitoring.
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Table 51 — Begin end mission response

Response Response Code Battery Sensor New Sensor RN
Status | Security Token
Code
# bits 5 3 1 0 or Reader RN | 0 or Sensor RN
length length
Description 01111 000 = Sensor not properly addressed, reply | 0: Battery| 0: If Sensor 0: If Reader
truncated after response code. OK Continuing Auth |Continuing Auth is
001 = Command not rpr‘ngniﬂad rpply 1. Batt"ry is not in effect. not in effect.
truncated after response code. Low |Else Reader RN| Else/Sgnsor RN
010 = Unspecified failure, still send battery length. lerfgth.
code. Reader RN Sendor RN
011 = Air interface security failure, reply length: As given length: |As given
truncated after response code. in Reader- in Reader-
100=S ity fail | Authenticate Authgnticate
¢ _t t(ajnsfc:r security tai urg, regy command if command if
I;’un;;atta after response code. See Sehsor Rehder
ootnote a Continuing Auth |Continuihg Auth is
101 = Sensor unable to start or end is in effect. in efffect.
mission, still send battery code. See Currently 16, 32,| Currently 16, 32,
Footnote b 64, or 128. 64, dr 128.

110 = Failure due to length mismatch of
either security token or RN.

111 = Successful

Q

The special nature of this command requires a unique set‘f response codes.

Code 101 will be provided if the user attempts to end"a'mission or begin a new mission after a mission has ended
hen the user only has read privileges and the Begin-End-Mission Authority bit in the Sample and Configuratipn Record
set to require write privileges for ending a mission or.beginning a new mission.

= o

7y

Table 52 — Required sensor security function code authorization begin end-mission command

Begin/End Begin-End-Mission Re-mission | Security Needed Comment
parameter in Authority bit in or First in Sensor
command Sample and Mission Security Function
Configuration'Record status Code to execute
command
0 = Begin 0=Need write 0 = Re-
_ authority to end or to mission
1= End re-mission .
1= First
1 = Read authority is Mission
allowed to end or re-
mission
0 0 0 Write Need Write authority to begin

because it is a remissign.

0 0 1 Read Only need Read authority to begin
because it is a first mission.

n/a 1 n/a Read Only need Read authority because
Begin-End-Mission Authority bit in
Sample and Configuration Record so
authorize.

1 0 n/a Write Must have Write authority to end any
mission if Begin-End-Mission
Authority bit in Sample and
Configuration Record requires Write.
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8.17 Challenge

This command is only supported by sensors that support direct sensor security, and only then for those that
support authentication encryption for two-way authentication using secure token exchange. This command
begins the two-way authorization procedure by “challenging” the sensor to authenticate itself to the RFID
reader. It thus provides a 16, 32, 64, or 128 bit random number to the tag to use with the key for encrypting
the security token for the tag reply. It also informs the sensor of the length of the RN the tag should return for
the reader to subsequently use for generating a token for reader authentication. If encryption is not supported
(the reader should know this from the TEDS or from a sensor directory on the tag), the “Provide Encryption
Responses” flag in the command prowdes a means of I|m|t|ng the response of the command to that
appropriafe Tor or ' he at ’

the sensqr to only repIy with the Sensor Securlty Function Code in use in the sensor.

For secutlity purposes, this command is classified as “Security Set Up”. It is seeking to establish a’secure
session by authenticating the tag, following which the reader will authenticate (provide a securitytoken using
the key and a tag provided random number), so neither the sensor security nor air interfacevsecurity shoyld
ever rejegt it (refuse to process it), unless the sensor does not support the command. A noteworthy point|is
that the sensor shall respond to this command even when Continuing Authentication js‘ih. force (it overrides
Continuing Authentication). This provides a recovery method should the sensor and\feader fail to maintdin
Continuing Authentication due to bit errors in the RF communications.
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Table 53 — Challenge command

Command Sensor Provide Sensor Temp Temp Reader
Address Encryption Comms Sensor Reader Provided
Type Responses ID Random Random Random
Number Number Number
Length Length
Code Code
# bits 5 2 1 Oor7or Oor3 Oor3 0, 16, 32,
(See Footnote a) | 19 ©r 64 (See (See 64, or 128
Eootnote h) Eootnote r‘)
Description 10000 If =00 then | 0: No (reply only No data Not used if Not used if || 0xPnly zero
no sub- with Sensor encoded “Provide “Provide if [Provide
addressing | Security Function for this Encryption Encryption Encryption
Code) parameter | Responses” | Responses” | Rgsponses”
1: Yes (A'SO rep|y = 0/No ='0/No = 0/No
with Encryption If “Provide If“Provide If'‘Provide
code, encrypted Encryption Encryption Emncryption
security token, Responses” | Responses” | Rgsponses”
and tag = 1/Yes; =1/Yes, F 1/Yes,
generated RN for then: then: then
subsequent 000;116 bits | 000: 16 bits | afcording
authr:rj‘t?gﬁon 001: 32 bits | 001: 32 bits fe;edrgf
010: 64 bits | 010: 64 bits andom
011: 128 011: 128 humber
bits bits length code
100-111: 100-111:
RFU RFU
If =01 use Sub-
7 bit sub- address
addressing 7 bits
If =10 use Primary
sensor type TEDS
sub- fields 1,2,
addressing 3
15 bits
If =@ use Sensor ID
sensor ID 64 bits
sub-
addressing

ength of\smaller must be indicated as allowed by the TEDS, or an error response will result. If continui
uthentication is authorized in the Reader-Authentication command, then this sensor random number length may be
hahged by the Reader-Authentication command.

4 The reader usually knows from a sensor directory on the tag whether the sensor supports encryption gnd which
nethods, so it knows’in advance how to set the “Provide Encryption Responses”.

number
g reader

f
5 The temporary sensor random number length code instructs the sensor what random number length to reply with to
perform initigh reader authentication. The reader uses this to generate a reader security token. This randor{x

|

g

d

Fhe—temporary reader randonmnumber—tength—code—informs—the—sensor—what—readerrandom—rumt
immediately follows. The sensor uses this RN to generate a sensor security token for initial sensor authentication. This
random number length or smaller must be indicated as allowed by the TEDS, or an error response will result. If
continuing tag authentication is authorized in the Reader-Authentication command, then the reader random number
length may be changed by the Reader-Authentication command. This would normally be to a smaller RN length to
maintain authentication of an already authenticated session.

r length
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Table 54 — Challenge response

following last bit
of battery code.

011 = RFU.

100 =
Requested Tag
Continuing.
Authentication
not supported,
reply truncated
following last bit
of battery code.

101 =
Requested
encryption net
supparted,
truncate reply
after
Authentication
Encryption
Function Code.

110 = At least
one requested
RN length not

Response Response Battery Sensor Authenticatio| Encrypted |Sensor Random
Code Status Security n Encryption Sensor Number
Code Function Function Security
Code Code Token
# bits 5 3 1 3 3 16, 32, 64, 128 | 0, 16, 32, 64, or
128
Description 10000 000 = Sensor |0: Battery| As allowed by | As allowed by |Same length as Per Temp
not properly OK TEDS and as | TEDS and as | Temp Reader | Sensor Random
addressed, reply programmed In[programmed Iin Random Number Length
truncated Sample and | Sampling and |Number Length| in Challenge
following last bit | 1: Battery| Configuration | Configuration | as provided in command.
of response Low Record. Record. Challenge
code. . command.
Only provided .
001 = Command if encryption is |Only provided if Qnly proyldgd f
not recognized, supported. encryption is authentlpatlgn
reply truncated supported. encryption is
following last bit supported.
of response Used in
code. remaining part pf
010 = authentication
Unspecified (initial _rea_der
failure, reply authentication].
truncated

supported,
truncate reply
after Sensor
Security
Function Code.

111 = Success,

full reply.

a

The special nature of this response code command requires a unique set of response codes.
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8.18 Reader authenticate

This command is only supported if direct sensor security is supported. It is used to provide the security token
(two-way two-way authentication) or covered password (reader only authentication) from reader to tag so that
tag can authenticate the reader. If encryption is supported, then this command follows the Challenge
command in the mutual authentication procedure. If encryption is not supported (or is not desired in a given
situation) then the authentication reduces to one-way reader authentication only, where the reader uses the
Request-RN command to get a random number to cover code the password/key in this command.

This command also serves the purpose of setting up Continuing Authentication if it is to be used to complete a
cgmmunications session with a particular sensor. Contnuing Authentication commands can be Issued for
either or both of the forward and return links. It also provides an opportunity to change the random number
lehgths used to perform initial authentication, typically to allow shorter RN lengths for a communications that is
entering a secure session. This saves noticeable air time, as the RN length shows up'twice| for each
transmission, once for the token of the transmit side and once to provide a new RN for the receive sjde to use
when it transmits.

For security purposes, this command is classified as a “Security Set Up” command. The reader is attempting
to[authenticate itself, so neither air interface or sensor security should reject theleommand (decline to process
it) However, in processing the command the tag will decline to authenticatethe reader if the secyrity token
fajls or the password does not match its internal password, and will thus.decline to process any commands for
which the Sensor Security Function Code in use require a security token.er password check.
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Table 56 — Reader authenticate response

Response Response Code Battery Status| Sensor Cont RN
Code
# bits 5 3 1 0, 16, 32, 64, 128

Description 10001 000 = Sensor not properly addressed, reply truncated | 0: Battery OK
following last bit of response code.

001 = Command not recognized, reply truncated

following last bit of response code. 1: Battery Low

010 = Unspecified failure, battery code still provided.
See Footnote b

011 = Requested encryption not supported (cannot
decrypt token), battery code still provided.

100 = At least one requested Continuing Auth not
supported, battery code still provided. See Footnote b

101 = At least one requested RN length not supported,
battery code still provided. See Footnote b

110 = Password or token fails, reader not
authenticated, battery code still provided.

111 = Success, reader authenticated, battery'code
provided, tag enters secure state.

@[ The special nature of this command requires a unique set of resporise codes.

If a Reader-Authenticate command requests both a Continuing’Authentication Mode and a Random Numlber Length
t supported by the sensor, this shall be reported as 010 unspécified failures.

S5 o

8119 ReadWriteLock keys

This command is only supported if directssensor security is supported. For sensors that support security via
sgnsor keys, this command is useddo write, read, write-lock, and read-lock the keys (one|each for
aythentication and data encryption, though they could be the same).

Before the password/key(s) are written they shall be all zeroes. The first time the password/key(s) afe written,
they are written in the clear (Encryption Use Flag of this command = 0) and with Sensor Security Function
Copdes = 000, 001, or 010 (the ReadWriteLock-Keys command is not allowed in 011). It may thep be read
back in the clear for confirmation, as reading the key before read-lock is applied does not requir¢ the key.
Following confirmation ‘password/key(s) should be read-locked so that they may never be read oyt directly
again (it is pointlessto allow reading the key under key protection).

Rewriting thédkey shall always require the current key (even if all zeroes), and may only be done while the key
is| not write-locked. If the keys are rewritten then any read-lock of the old keys are cleared to allow
cgnfirmation of the new keys via read back in the clear, but the new keys should then be readilocked to

prevent unauthorized access. After sensor password/key(s) set-up, the password/keys may if desired be
writeslocked so that fhn\J/ may-not be nh:mgnrl

For security purposes, this command is classified as a “Key Write” command (it is the only such command in
this version), and it always requires the authorization password/key (even if all zeroes) to change the
password/key(s) or lock the password/key(s). Even if the password/key(s) are not write-locked the Security
Function Codes must be set to allow writing with the current key if that key is to be rewritten (Sensor Security
Function Codes of 000, 001, and 010). See Table 15 for more information.

Details of the ability to read and write keys and to conduct the Read-Lock and Write-Lock operations are as
shown in Table 57. In this table it is also required that the Sensor Security Function Code be 000, 001, or 010
to perform the Key Read, Write, and Lock operations.
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