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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electr
Commission) form the specialised system for worldwide standardization. National bodie

otechnical
s that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical

activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other int

ernational

organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

Th
deq
for
acq

e procedures used to develop this document and those intended for its further maint

the different types of ISO/IEC documents should be noted. This document was
ordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.soiorg/dij

nance are
cribed in the ISO/IEC Directives, Part 1. In particular, the different approval crite%a needed
rafted in

ectives or

www.iec.ch/members_experts/refdocs).

[EH

E Standards documents are developed within the IEEE Societies and the Standards Co
Committees of the IEEE Standards Association (IEEE-SA) Standards, Beard. The IEEE dg
standards through a consensus development process, approved by thelAmerican National
Ingtitute, which brings together volunteers representing varied viewppints and interests to 3
finpl product. Volunteers are not necessarily members of the Instifute and serve without com
While the IEEE administers the process and establishes rulesto promote fairness in the
devyelopment process, the I[EEE does not independently evaluate, test, or verify the accurac
thg information contained in its standards.

Attlention is drawn to the possibility that some of the ¢lements of this document may be the
patlent rights. ISO shall not be held responsible foridéntifying any or all such patent rights,
any patent rights identified during the development of the document will be in the Introdu
or pn the ISO list of patent declarations received (see www.iso.org/patents) or the IEC lis
deglarations received (see https://patents.ieci¢h).

Any trade name used in this documentis'information given for the convenience of users an
coipstitute an endorsement.

Foif an explanation of the voluntary nature of standards, the meaning of ISO specific
expressions related to confdrmity assessment, as well as information about ISO's adh
thg World Trade Organization (WTO) principles in the Technical Barriers to Trade (
www.iso.org/iso/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

Thls document was /prepared by Joint Technical Committee ISO/JTC 1, Information f{
Subbcommittee SC'7% Software and systems engineering, in cooperation with the Systems ang
Engineering ,Standards Committee of the IEEE Computer Society, under the Partner
Deyelopment,Organization cooperation agreement between I1SO and IEEE.

Th
tec

huically revised.

brdinating
velops its
Standards
chieve the
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consensus
i of any of

subject of
Details of
Ction and/
of patent

1 does not

erms and
erence to
TBT), see

echnology,
Software
Standards

s second edition cancels and replaces the first edition (ISO/IEC/IEEE 15288:2015), which has been

The main changes are as follows:

improvements to selected technical processes including business or mission analys
architecture definition, system analysis, implementation, integration, operations, and ma

configuration management;
updates to Clause 5, key concepts, including a better description of iteration, recursion,
systems, quality characteristics, etc.;

application and system concepts;
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improvements to selected technical management processes including risk management and

system-of-

new content in Clause 5 on concept and system definition, and expanded content on process
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— updates to the terms and definitions;
— anew annex addressing model-based systems engineering (MBSE).

Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The complexity of systems continues to increase to unprecedented levels. This has led to new
opportunities, but also to increased challenges for the organizations that create and utilise systems.
These challenges exist throughout the life cycle of a system and at all levels of architectural detail. This
document provides a common process framework for describing the life cycle of systems, adopting a
systems engineering approach. This document concerns systems that can be configured with one
or more of the following system elements: hardware elements, software elements, data, humans,

processes, services, procedures, facilities, materials, and naturally occurring entities.

Th
reg
wif
thd

prq
wif

s document focuses on defining stakeholder needs, concerns, priorities, and constrai
uired functionality early in the development cycle, establishing requirements, thet |
h design synthesis and system validation while considering the complete problem) It int
disciplines and specialty groups into a team effort forming a structured develgpment pi
ceeds from conception through production to operation. It considers the needs of all stz
h the goal of providing a quality product that meets the needs of users’and other

stalkeholders. It provides the processes for acquiring and supplying syStems. It helps t

cofl
in
fra

Th
noy
coy

prd
suli

Th

hmunication and cooperation among the parties that create, utilise; ‘and manage moder
prder that they can work in an integrated, coherent fashion. Finally;, this document pr
Imework for assessment and improvement of the life cycle processes.

bre is a wide variety of systems in terms of their purpose,(dgmain of application, compl

ts for the
roceeding
borates all
ocess that
keholders
applicable
h improve
n systems
pvides the

EXity, size,

relty, adaptability, quantity, location, life span, and evolutien. The processes in this documfent form a

hprehensive set from which an organization can construct system life cycle models approp
ducts and services. An organization, depending ondts purpose, can select and apply an aj
set to fulfil that purpose.

s document can be used in one or more of thefollowing modes:

By an organization — to help establish adenvironment of desired processes. These proce;
supported by aninfrastructure of metheds, procedures, techniques, tools,and trained pers
organization may then employ this;environment to perform and manage its projects an

riate to its
hpropriate

sescan be
onnel. The
| progress

systems through their life cycle stages. In this mode this document is used to assess conformance

of a declared, established enyihonment to its provisions. It can be used by a single orgal
a self-imposed mode or inna.multi-party situation. Parties can be from the same orgar
from different organizations and the situation can range from an informal agreement t
contract.

By a project — tehelp select, structure, and employ the elements of an established envir

hization in
ization or
o a formal

onment to

provide products-and services. In this mode this document is used in the assessment of copformance

of the project to the declared and established environment.

By an acquirer and a supplier — to help develop an agreement concerning processes and

activities.

Via thesagreement, the processes and activities in this document are selected, negotiated,

agreed to,
ent.

and performed. In this mode this document is used for guidance in developing the agree
‘B—éﬁfﬁ?l—lly PIOCESS aSSESSOIS — 10 SEIVE as a ProCess reference model for use in the performance of process

assessments that can be used to support organizational process improvement.

In the context of this document and ISO/IEC/IEEE 12207, there is a continuum of human-made systems
from those that use little or no software to those in which software is the primary interest. When
software is the predominant system or element of interest, ISO/IEC/IEEE 12207 should be used. Both
documents have the same process model, share most activities and tasks, and differ primarily in
descriptive notes.

Although this document does not establish a management system, it is intended to be compatible with
the quality management system provided by ISO 9001, the service management system provided by
ISO/IEC 20000 series, the IT asset management system provided by the ISO/IEC 19770 series, and the
information security management system provided by ISO/IEC 27000.
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Systems and software engineering — System life cycle
processes
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Th

men a ne ‘alaalaalala an ALO a proce ae a QN a ae D

e of systems created by humans, defining a set of processes and associated terminolog
| to systems of systems. Selected sets of these processes can be applied throughout the

tem's life cycle. This is accomplished through the involvement of stakeholders,“with th
1 of achieving customer satisfaction.

s document defines a set of processes to facilitate system development.and information
ong acquirers, suppliers, and other stakeholders in the life cycle of a system.

s document specifies processes that support the definition, control,and improvement of {
cycle processes used within an organization or a project. Orgadizations and projects cary
cesses when acquiring and supplying systems.

s document applies to organizations in their roles as both\acquirers and suppliers.

ization, support and retirement of systems, andyte’the acquisition and supply of system

s document applies to one-of-a-kind systems, mass-produced systems, and customised,
tems. It also applies to a complete sstand-alone system and to systems that are embq
borated into larger more complex arid complete systems.

s document does not prescribé&a‘specific system life cycle model, development methodolog
delling approach or technigue:

s document does not detail information items in terms of name, format, explicit co

cumentation).

Normatdtive references

bre aré.no normative references in this document.

g the life
y from an
elements,
stages of a
e ultimate

exchange

he system
use these

s document applies to the full life cycle of systems;including conception, development, pfroduction,

5, whether

formed internally or externally to an organization. The life cycle processes of this documlent can be
applied iteratively and concurrently to a systefiand recursively to the system elements.

adaptable
pdded and

y, method,

htent, and

ording media. ISO/IEC/IEEE 15289 addresses the content for life cycle process information items

3

Terms, definitions, and abbreviated terms

For the purposes of this document, the following terms and definitions apply.

ISO, IEC, and IEEE maintain terminology databases for use in standardization at the following addresses:

NOTE

[SO Online browsing platform: available at https://www.iso.org/obp

IEC Electropedia: available at https://www.electropedia.org/

IEEE Standards Dictionary Online: available at: https://dictionary.ieee.org/

Definitions for other system and software engineering terms can be found in ISO/IEC/I

available at www.computer.org/sevocab.

© ISO/IEC 2023 - All rights reserved
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acquirer
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stakeholder (3.44) that acquires or procures a system (3.46), product (3.32) or service (3.42) from a
supplier (3.45)

Note 1 to entry: Other terms commonly used for an acquirer are buyer, customer (3.12), owner, purchaser, or
internal/organizational sponsor.

3.2

acquisition

process (3.27) of obtaining a system (3.46), product (3.32) or service (3.42)

3.3

activity

set of cohgsive tasks (3.51) of a process (3.27)

34

agreement

mutual acknowledgement of terms and conditions under which a working relationship is conducted
EXAMPLE Contract, memorandum of agreement.

3.5

architectyire

fundamenfal concepts or properties of a system (3.46) in its environmént (3.16) and governing principles
for the redlization and evolution of this system and its related life-cycle (3.21) processes (3.27)
[SOURCE: [SO/IEC/IEEE 42020:2019, 3.3, modified — ‘entity”has been replaced with ‘system’; note$ to
entry have been removed.]

3.6

artefact

work product (3.32) that is produced and used durihg a project to capture and convey information
EXAMPLE Models, stakeholder requirements; system/software requirements, architecture descripti¢ns,
design desdriptions, source code, implemented system elements, verified or validated system.

[SOURCE: [SO 19014-4:2020, 3.9, madified — EXAMPLE has been added.]

3.7

audit

independgnt examination af a'work product (3.32) or set of work products to assess compliance with
specifications, standardsj.contractual agreements (3.4), or other criteria

3.8

baseline

formally appreved version of a configuration item (3.11), regardless of media, formally designated and
fixed at a?;)ecific time during the configuration item's life cycle (3.21)

[SOURCE: IEEE Std 828-2012]

3.9

concept of operations

verbal and graphic statement, in broad outline, of an organization’s (3.25) assumptions or intent in
regard to an operation or series of operations of new, modified, or existing organizational systems (3.46)

Note 1 to entry: The concept of operations frequently is embodied in long-range strategic plans and annual
operational plans. In the latter case, the concept of operations in the plan covers a series of connected operations
to be carried out simultaneously or in succession to achieve an organizational performance objective. See also
operational concept (3.23).

Note 2 to entry: The concept of operations provides the basis for bounding the operating space, system
capabilities, interfaces (3.19), and operating environment (3.16).

2 © ISO/IEC 2023 - All rights reserved
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[SOURCE: ANSI/AIAA G-043B-2018, 5.2, modified — The second definition has been used; the last two
sentences of Note 1 to entry have been removed; Note 2 to entry has been added.]

3.10
concern
matter of interest or importance to a stakeholder (3.44)

Note 1 to entry: A concern pertains to any influence on a system (3.46) in its environment (3.16), including
developmental, technological, business, operational, organizational, political, economic, legal, regulatory, ethical,
ecological, and social influences.

[SqQURCE: TSU/TEC/TEEE 42020:2019, 3.8, modiiled — EXAMPLE has been removed; Note Lid entry has
beg¢n added.]

311

configuration item
item or aggregation of hardware, software, or both, that is designated for configuration mgnagement
andl treated as a single entity in the configuration management process (3.27)

3.12
customer
ordanization (3.25) or person that receives a product (3.32) or service-(3.42)

EXAMPLE Consumer, client, user (3.53), acquirer (3.1), buyer, or(purchaser.

Note 1 to entry: A customer can be internal or external to the orgahization.

3.13

design, noun
spécification of system elements (3.47) and their relationships, that is sufficiently complete td support a
cotppliant implementation of the architecture (8:5)

Nofe 1 to entry: Design provides the detailed implementation-level physical structure, behaviouf, temporal
relgtionships, and other attributes of systentelements.

3.14
design characteristics
dedign attributes or distinguishing features that pertain to a measurable description of a prodluct (3.32)
or fervice (3.42)

3.15

enabling system
system (3.46) that.supports a system-of-interest (3.48) during its life cycle (3.21) stages (3.43) but does
nof necessarilyscontribute directly to its function during operation

EXAMPLE Production-enabling system, which is required when a system-of-interest enters the [production
stage.

Nofe\I\to entry: Each enabling system has a life cycle of its own. This document is applicable to eagh enabling
system when, in its own right, it is treated as a system-of-interest.

3.16
environment
<system> context determining the setting and circumstances of all influences upon a system (3.46)

3.17

incident

anomalous or unexpected event, set of events, condition, or situation at any time during the life cycle
(3.21) of a project (3.33), product (3.32), service (3.42), or system (3.46)

Note 1 to entry: An incident is elevated and treated as a problem (3.26) when the cause of the incident needs to
be analysed and corrected to prevent reoccurrence to avoid or minimise loss of life, or damage of property or
natural resources (3.37).

© ISO/IEC 2023 - All rights reserved 3
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information item
separately identifiable body of information that is produced, stored, and delivered for human use

[SOURCE: ISO/IEC/IEEE 15289:2019, 3.1.12, modified — The preferred term "information product" has
been removed; notes to entry have been removed.]

3.19
interface

point at which two or more logical, physical, or both, system elements (3.47) or software system

elements meet and act on or communicate with each other

[SOURCE: [SO/IEC/IEEE 24748-6: —, 3.1.3]

3.20

interoperfating system

system (3.ft6) that exchanges information with the system-of-interest (3.48) and uses/thé informatjion
that has bgen exchanged

3.21

life cycle

evolution pf a system (3.46), product (3.32), service (3.42), project (3.33)/er-other human-made entity
from concgption through retirement (3.38)

3.22

life cycle model

framework of processes (3.27) and activities (3.3) concerned¢with the life cycle (3.21) which can|be
organized|into stages (3.43), acting as a common reference-fer communication and understanding

3.23

operatioral concept

verbal and graphic statement of an organization’s {3.:25) assumptions or intent in regard to an operatfion
or series qf operations of a specific system (3.46) or a related set of specific new, existing or modiffied
systems

Note 1 to gntry: The operational concept isidésigned to give an overall picture of the operations using ong¢ or
more speciffic systems, or set of related Systems, in the organization’s operational environment (3.16) from [the
users’ (3.53]) and operators’ (3.24) pepspectives. See also concept of operations (3.9).

Note 2 to eptry: The operationalconcept is about systems, while a concept of operations (3.9) typically referg to
organizatigns.

[SOURCE: [ANSI/AIAA G-043B-2018, 5.2, modified — The third definition has been used; the flrst
sentence ih Note 1 to-entry has been removed; Note 2 to entry has been added.]

3.24

operator

individualloerérganization (3.25) that performs the operations of a system (3.46)

Note 1 to entry: The role of operator and the role of user (3.53) can be vested, simultaneously or sequentially, in
the same individual or organization.

Note 2 to entry: An individual operator combined with knowledge, skills, and procedures can be considered as an
element of the system.

Note 3 to entry: An operator may perform operations on a system that is operated, or of a system that is operated,

depending

on whether or not operating instructions are placed within the system boundary.

© ISO/IEC 2023 - All rights reser
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3.25

organization

person or group of people that has its own functions with responsibilities, authorities, and relationships
to achieve its objectives

EXAMPLE Company, corporation, firm, enterprise, manufacturer, institution, charity, sole trader, association,
or parts or combination thereof.

[SOURCE: ISO 9000:2015, 3.2.1, modified — Notes to entry have been removed; EXAMPLE has been
added.]

difficulty, uncertainty, or otherwise realised and undesirable event, set of events, condition, of situation

<pyocess> repeating the application of the same process (3.27) orsét of processes on the same level of

h level objective of performing the process (3.27).and the likely outcomes of effective implementation

Note 1 to entry: The purpose of implementing the process is to provide benefits to the stakeholders (3}44).

<process> repeating the application of the same process (3.27) or set of processes to successiye levels of

put of an.organization (3.25) that can be produced without any transaction taking placg between

[SOH

3.33

project

endeavour with defined start and finish criteria undertaken to create a product (3.32) or service (3.42)
in accordance with specified resources (3.37) and requirements (3.36)

Note 1 to entry: A project is sometimes viewed as a unique process (3.27) comprising coordinated and controlled
activities (3.3) and composed of activities from the Technical Management and Technical Processes defined in
this document.

Note 2 to entry: Continuous development approaches such as agile and DevOps can use different terminology for
the creation of product and services.

© ISO/IEC 2023 - All rights reserved 5
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3.34

quality assurance

QA

part of quality management focused on providing confidence that quality requirements (3.36) will be
fulfilled

[SOURCE: ISO 9000:2015, 3.3.6, modified — The abbreviated term has been added.]

3.35

quality characteristic
inherent characteristic of a product (3.32), service (3.42), process (3.27), or system (3.46) related to a
requiremeft (3.36)

[SOURCE: [SO 9000:2015, 3.10.2, modified — ‘object’ has been replaced with ‘product, service) procgss,
or system} notes to entry have been removed.]

3.36
requirement
statement{which translates or expresses a need and its associated constraints and conditions

[SOURCE: [SO/IEC/IEEE 29148:2018, 3.1.19, modified — Notes to entry have-been removed.]

3.37
resource
asset thatfis utilised or consumed during the execution of a process(327)

Note 1 to eptry: Resource includes diverse entities such as fundingpersonnel, facilities, capital equipment, tgols
and utilitiep such as power, water, fuel, and communication infrastryctures.

Note 2 to entry: Resources include those that are reusable, renewable or consumable.

3.38
retirement
<system>| withdrawal of active support by;the operation and maintenance organization (3.35),
partial or|total replacement by a new systenr (3.46), or installation of an upgraded system, or final
decommigsioning and disposal

3.39
risk
effect of unhcertainty on objectives

Note 1 to eptry: An effect is a'deviation from the expected — positive or negative. A positive effect is also knqwn
as an opportunity.

Note 2 to|entry: Objectives can have different aspects [such as financial, health and safety (3.40), fnd
environmeptal goals]/and can apply at different levels [such as strategic, organization-wide, project, product
(3.32) and process\(3.27)].

Note 3 to eptry? Risk is often characterized by reference to potential events and consequences, or a combination
of these.

Note 4 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood of occurrence.

Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to understanding or
knowledge of an event, its consequence, or likelihood.

[SOURCE: ISO Guide 73:2009, 1.1, modified — The last sentence in Note 1 to entry has been added.]

6 © ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved


https://iecnorm.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

3.40

safety
expectation that a system (3.46) does not, under defined conditions, lead to a state in which human life,
health, property, or the environment (3.16) is endangered

Note 1 to entry: The term is alternatively defined as freedom from risk (3.39) which is not tolerable.

[SOURCE: ISO/IEC/IEEE 12207:2017, 3.1.48, modified — Note 1 to entry has been added.]

3.41

security

pratection against intentional subversion or forced failure

Nofe 1 to entry: Security includes authenticity, accountability, confidentiality, integrity~availapility, non-
repudiation, and reliability, all of which have the related issue of their assurance.

[SQURCE: NATO AEP-67, modified — Note 1 to entry has been updated.]

3.42

service

output of an organization (3.25) with at least one activity (3.3) necéssarily performed befween the
organization and the customer (3.12)

Note 1 to entry: The dominant elements of a service are generally intangible.

Nofe 2 to entry: A service is coherent, discrete, and can be composed of other services.

[SQURCE: ISO 9000:2015, 3.7.7, modified — Notes 2,33, and 4 to entry have been replaced by a new
Note 2 to entry.]

3.43

stage

pettiod within the life cycle (3.21) of an entity'that relates to the state of its description or realization
Nofe 1 to entry: As used in this documerit; stages relate to major progress and achievement milestjones of the
entfty through its life cycle.

Note 2 to entry: Stages often overldp.

3.44

stakeholder

individual or organjzation (3.25) having a right, share, claim, or interest in a system (3.44) or in its
pogsession of characteristics that meet their needs and expectations

EXAMPLE End users (3.53), end user organizations, supporters, developers, customers (3.12),| producers,
trajners, maintainers, disposers, acquirers (3.1), suppliers (3.45), regulatory bodies, and people|influenced

POS

Nof

itively.or negatively by a system.

e /o entry: Some stakeholders can have interests that oppose each other or oppose the system.

3.45

supplier
organization (3.25) or an individual that enters into an agreement (3.4) with the acquirer (3.1) for the
supply of a product (3.32) or service (3.42)

Note 1 to entry: Other terms commonly used for supplier are contractor, producer, seller or vendor.

Note 2 to entry: The acquirer and the supplier sometimes are part of the same organization.
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3.46
system

arrangement of parts or elements that together exhibit a stated behaviour or meaning that the

individual

constituents do not

Note 1 to entry: A system is sometimes considered as a product (3.32) or as the services (3.42) it provides.

Note 2 to entry: In practice, the interpretation of its meaning is frequently clarified by the use of an associative
noun, e.g. aircraft system. Alternatively, the word “system” is substituted simply by a context-dependent synonym
(e.g. aircraft), though this potentially obscures a system principles perspective.

Note 3 to Fmtry: A complete system includes all of the associated equipiment, 1acilities, material, compuyter
programs, |firmware, technical documentation, services (3.42), and personnel required for operations’ and
support to the degree necessary for self-sufficient use in its intended environment (3.16).

3.47

system elpment

discrete ppart of a system (3.46) that can be implemented to fulfil specified requirements{3.36)
EXAMPLE Hardware, software, data, humans, processes (3.27) [e.g. processes for ptoyiding service (3.42)) to
users (3.53)], procedures [e.g., operator (3.24) instructions], facilities, materials, andtdturally occurring entifies
or any compination.

3.48

system-of-interest

Sol

system (3.46) whose life cycle (3.21) is under consideration

3.49

system of{systems

SoS

set of systems (3.46) or system elements (3.47) that ifiteract to provide a unique capability that non¢ of
the constifuent systems can accomplish on its own

[SOURCE: [SO/IEC/IEEE 21839:2019, 3.1.4]

3.50

systems gngineering

transdisciplinary and integrative-approach to enable the successful realization, use, and retirement
(3.38) of dngineered systems (3.46) using systems principles and concepts and scientific, technologjcal
and management methods

[SOURCE: [NCOSE-TP-20202002-06]

3.51

task

required, fecommended, or permissible action, intended to contribute to the achievement of ond or
more outcpniesof a process (3.27)

3.52

traceability

discernible association among two or more logical entities, such as requirements (3.36), system elements
(3.47), verifications (3.55), or tasks (3.51)

[SOURCE: ISO/IEC TR 29110-1:2016, 3.71, modified — "discernible" has been added; EXAMPLE has
been removed.]
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3.53
user
individual or group that interacts with a system (3.46) or benefits from a system during its utilization

Note 1 to entry: The role of user and the role of operator (3.24) are sometimes vested, simultaneously or
sequentially, in the same individual or organization (3.25).

[SOURCE: ISO/IEC 25010:2011, 4.3.16, modified — The original Note 1 to entry has been replaced by a
new one.]

3.54

validation
conffirmation, through the provision of objective evidence, that the requirements (3.36) fot| a specific
intended use or application have been fulfilled

Note 1 to entry: In a life cycle (3.21) context, validation involves the set of activities (3.3)for’ gaining|confidence
thal a system (3.46) is able to accomplish its intended use, goals, and objectives in an eavironment (3.JL6) like the
opgrational environment. The right system was built.

[SQURCE: ISO 9000:2015, 3.8.13, modified — Notes 1 to 3 to entry havebe€en removed; a new Note 1 to
enfry has been added.]

3.55
verification

conjfirmation, through the provision of objective evidence, thatspecified requirements (3.36)(have been
fulfilled

Note 1 to entry: Verification is a set of activities (3.3) that'‘compares a system (3.46) or system elepent (3.47)
agdinst the required characteristics. This includes, buf is*hot limited to, specified requirements, d¢sign (3.13)
dedcription, and the system itself. The system was built right.

[SQURCE: IS0 9000:2015, 3.8.12, modified —¢Notes 1 to 3 to entry have been removed; a new Note 1 to
enflry has been added.]

3.56
vigw
refresentation of a system (3.46) from the perspective of a related set of concerns (3.10)

Note 1 to entry: A view can be-anroperational, functional, or architectural representation of a system.,

[SQURCE: ISO/IEC/IEEE. 24774:2021, 3.21, modified — removed ‘whole’ from the definitign and the
original Note 1 to entny has been replaced by a new one.]

3.537
vigwpoint
spécificatidan)of the conventions for constructing and using a view (3.56)

[SQURCE: ISO/IEC/IEEE 24774:2021, 3.22, modified — Notes 1 to 3 to entry have been remoyed.]

4 Conformance

4.1 Intended usage

The requirements in this document are contained in Clause 6 and Annex A. This document provides
requirements for a number of processes suitable for usage during the life cycle of a system. It is possible
that particular projects or organizations need only some of the processes provided by this document.
Therefore, implementation of this document typically involves selecting and declaring a set of processes
suitable to the organization or project. There are two ways that an implementation can be claimed to
conform to the provisions of this document - full conformance and tailored conformance.
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There are two criteria for claiming full conformance. Achieving either criterion suffices for conformance,
although the chosen criterion (or criteria) shall be stated in the claim. Claiming “full conformance to
tasks” asserts that all of the requirements of the activities and tasks of the declared set of processes
are achieved. Alternatively, claiming “full conformance to outcomes” asserts that all of the required
outcomes of the declared set of processes are achieved. Full conformance to outcomes permits greater
freedom in the implementation of conforming processes and can be useful for implementing processes
to be used in the context of an innovative life cycle model.

NOTE1 Options for conformance are provided for needed flexibility in the application of this document. Each
process has a set of objectives (phrased as “outcomes”) and a set of activities and tasks that represent one way to
achieve the abjectives

full
nts

NOTE 2 sers who implement the activities and tasks of the declared set of processes can assert
conformange to tasks of the selected processes. Some users, however, can have innovative process‘varig
that achievie the objectives (i.e. the outcomes) of the declared set of processes without implementing all of jthe
activities ajnd tasks. These users can assert full conformance to the outcomes of the declared setiof procesges.
The two cfiteria - conformance to task and conformance to outcome - are necessarily not-equivalent since
specific pefformance of activities and tasks can require, in some cases, a higher level of capability than justfthe
achievement of outcomes.

NOTE 3
of trade ca
which cons

ion
Eks,

An organization (e.g. national, industrial association, company) imposing this'"document as a condif
h specify and make public the minimum set of required processes, out¢omes, activities, and ta
titute suppliers' compliance with the conditions of trade.

NOTE 4

Requirements of this document are marked by the use of the-yerb "shall". Recommendations fare

marked by
the verb th

4.2 Full

4.2.1 Fu

the use of the verb "should". Permissions are marked by thé.use of the verb "may". However, des
ht is used, the requirements for conformance are selected as.described previously.

conformance

11 conformance to outcomes

A claim o
conforma
processes
set of prog
provision.

NOTE

purpose, the objectives of each process are written in the form of 'outcomes' compatible with the provisi

of the ISO/
document,
process out

4.2.2 Fu

full conformance declares the setaf processes for which conformance is claimed. |
ce to outcomes is achieved by dendonstrating that all of the outcomes of the declared se
have been achieved. In this situation, the provisions for activities and tasks of the decla
esses are guidance rather thah'requirements, regardless of the verb form that is used in

One intended use of this ‘document is to facilitate process assessment and improvement. For
EC 33000 family ¢f'standards. Those standards provide for the assessment of the processes of

providing a basi$ for improvement. Users intending process assessment and improvement can use
comes writteniin this document as the "process reference model" required by ISO/IEC 33002.

11 conformance to tasks

A claim o

full"conformance declares the set of processes for which conformance is claimed.

hite

full
L of
Fed
the

his
pns
his
the

conforman 3 3 ating thatall o 4 3
tasks of the declared set of processes have been achieved. In this situation, the provisions for the
outcomes of the declared set of processes are guidance rather than requirements, regardless of the
verb form that is used in the provision.

NOTE A claim of full conformance to tasks can be appropriate in contractual situations where an acquirer or
aregulator requires detailed understanding of the suppliers’ processes.

4.3 Tailored conformance

When this document is used as a basis for establishing a set of processes that do not qualify for full
conformance, the processes in Clause 6 of this document shall be selected or modified in accordance
with the tailoring process prescribed in Annex A. The tailored set of processes, for which tailored

10 © ISO/IEC 2023 - All rights reserved

© IEEE 2023 - All rights reserved


https://iecnorm.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

conformance is claimed, are declared. Tailored conformance is achieved by demonstrating that the
outcomes, activities, and tasks, as tailored, have been achieved.

NOTE1 Tailoring can diminish the perceived value of a claim of conformance to this document because
it is difficult for other organizations to understand the extent to which tailoring can have deleted desirable
provisions.

NOTE 2

An organization asserting a claim of conformance to this document can find it advantageous to claim

full conformance to a smaller list of processes rather than tailored conformance to a larger list of processes.

NOTE 3

An organization can also choose to claim full conformance to a selected set of processes as well as

tail

5.1

Th
ela

1 £ - w1
ITTU CULITUTIAIICT U ULIITT PIUttS5TS.

Key concepts and their application

General

s clause highlights and explains essential concepts on which this déeument is base

w

5.

boration of these concepts can be found in the ISO/IEC/IEEE 24748-1vand ISO/IEC/IEE
ich provide guidelines on the application of life cycle management:

System concepts

5.2.1 Systems

A

stem is an arrangement of parts or elements that)together exhibit behaviour or meanir

individual constituents do not. Systems can be eithér physical or conceptual, or a combinati
Syqtems in the physical universe are composed ofhatter and energy, may embody informatig

in
of
SyS
prd
eny

Th
as
as

thd

So§.

Th

a)
b)

atter-energy carriers, and exhibit obseryable behaviour. Conceptual systems are abstra
bure information, and do not directly gxhibit behaviour, but exhibit “meaning”. In both
tem’s properties (as a whole) resultlor emerge from the parts or elements and their
perties and the relationships and @nteractions between and among the parts, the syste
rironment.

e perception and definition pfta particular system, its architecture and its system elements
akeholder's interests and-responsibilities. One stakeholder's system-of-interest (Sol) can
h system element in another stakeholder's Sol. Furthermore, an Sol can be viewed as be
environment for another stakeholder's Sol. Also, an Sol can be viewed as a constituent sy

defined boundaries encapsulate meaningful needs and practical solutions;

there is a hierarchical or other relationship between system elements;

1. Further
E 24748-2,

g that the
bn of both.
n encoded
Ct systems
cases, the
individual
bm and its

depend on
be viewed
ng part of
Stem in an

e following are.key points regarding the characteristics of the Sol (also see Figure 1 and Figure 2):

A
d)

e)

f)

NOTE

dan entity at any Ievel 1n the 501 can be viewed as a System;

a system comprises an integrated, defined set of subordinate system elements;

humans can be viewed as both users external to a system (e.g. users) and as system elements (e.g.

operators) within a system;

a system can be viewed in isolation as an entity, i.e. a product; or as a collection of functions capable

of interacting with its surrounding environment, i.e. a set of services.

Services, hardware elements, and software elements can be products or services if they are either

individual Sols or constituents in an SoS. Consideration of services and products integrated within a system is
sometimes called a product-service systeml63], Product-service systems provide a means for organizations to
offer services related to their products.

© ISO/IEC 2023 - All rights reserved
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Whatever the boundaries chosen to define the system, the concepts in this document are generic and
permit a practitioner to correlate or adapt individual instances of life cycles to its system principles.

5.2.2 System structure

The system life cycle processes in this document are described in relation to a system (see Figure 1)
which is composed of a set of interacting system elements, each of which can be implemented to fulfil
its respective specified requirements. System elements may include software elements, hardware
elements, services, and utilization and support resources. Responsibility for the implementation of any
system element may be delegated to another party through an agreement.

System System
Element Element

Figure 1 — System and system element relationship

The relatipnship between system elements:can be expressed in many forms, including hierarchieq or
networks.|For more complex Sols, a prospective system element may itself need to be considered as
a system (that in turn is comprised of system elements) before a complete set of system elements ¢an
be defined with confidence (see Figure2). In this manner, the appropriate system life cycle processes
are applidd recursively to an Sql to resolve its structure to the point where understandable gnd
manageablle system elements can be implemented (made, bought, or reused). While Figures 1 anf 2
imply a hig¢rarchical relationship, in reality there are an increasing number of systems that, from ong or
more aspdcts, are not hierarchical, such as networks and other distributed systems. 5.4 discusses fhe
concept ofla system of systems (SoS).
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System-of-
Level 0 Interest
B — — |
System
Level 1 System System Element
| |
Level 2 System System System System
Element Element System Element Element System
. System System . System 5 .V
Level 3 System Element Element System Element h|” System
Level 5 System System System System Sys@ System ystem
v Element Element Element Element ]?ah\ Element Hlement
1
Figure 2 — System-of-interest(structure
5.2.3 Interfacing, enabling, and interoperating systems
Any system sharing an interface (data or information, energy, resource, physical) with the ol during
any stage of the Sol’s life cycle is an interfacing'system and needs to be considered in the system
deyelopment. Humans can be system elements of the Sol (e.g. an operator) or can be interfacing

extlernally to the Sol (e.g. a user requesting\information) throughout the Sol’s life cycle stageq.

Th

pr
life
usq

stalge and not used during pperation.

Sys
asy
int

roughout the life cycle of an Sol, essential services are required from enabling systems,

cycle processes of the Sol to he)conducted. Sols often have interfaces with other systen|
d during life cycle stages other than operations. Some of these interfaces can be exclus

tems that interact to.perform a function are called interoperating systems, which are an
ect in the context of systems of systems (see 5.4). Interoperating systems are a sul
brfacing systenis; While interoperability can involve the exchange and use of informatio

an

noyv have power adapters appropriate for the user’s location.

NOT'E )
usefulty~or efficiently, or to improve accessibility or usability. An interoperating system can ano receive

other typestof interoperability can be important. For example, many Kinds of electror

e.g. mass-

duction system, training system;-ntaintenance system. Each of these systems supports oiie or more

s that are
ve to that

important
set of the
n, physical
ic devices

Interoperating systems can exchange information to enable an Sol to operate reliabl

securely,

inf¢rmation from the Sol for use by other systems or SoS.

The interrelationships between the Sol and the interfacing, enabling, and interoperating systems
can be bi-directional or one-way. Requirements for the interrelationships need to be included in the
requirements for the Sol.

Further elaboration of these concepts can be found in the ISO/IEC/IEEE 24748-1 and
ISO/IEC/IEEE 24748-2, which provide guidelines on the application of life cycle processes.

5.2.4 Concepts related to the system solution context

An Sol and its enabling systems are normally thought of as a solution addressing stakeholder concerns.
The concerns of stakeholders are related to their business models. In particular, the concerns of an
Sol supplier, an acquirer, and a user are different; this drives the need for them to consider different
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enabling systems to make the Sol viable in their own system solution context. Thus, the solution needs
to consider the different stakeholder needs and business models.

EXAMPLE A manufacturing system is necessary for the supplier and is usually not considered by users and
acquirers.

In this perspective, for a given Sol, the business or mission analysis process is intended to address the
set of solution contexts (see Figure 3).

(Customer 2,
Deployment 2,
Use Case 2)

Enabling System of

System 1 Interest
Solution 1
(Customer 1, Solution 3
Deployment 1, (Customer 3,
Use Case 1) Deployment 3,
% : Use Case 3)
nabling
System 3
Figure 3 — Sy&p’}h solution contexts
A\Q)
NOTE Several operational concepts, ac@smon contexts and deployments can be associated with a giyven

Sol. This mplti-dimensional life deSCI'IptlQTJ provided in ISO 15704.

Variants gnd options shall be sp c\hed for the Sol to address the set of solution contexts. Products
and servides are often considered in system families and product lines with identification of elemejnts
common fo different proje and variants and options per project (see ISO/IEC 26550 for mpre
details). Development of ms, products, and services often benefit from the identification of repse
opportunities betwee jects, including the establishment of product lines, families of produgts,
systems, gnd syst&;ﬁ’%? systems. These assets available for the projects are managed through the

applicatioh of the wledge management process.

525 P (;t’l' i ing (PLE
1(@ ine engineering ( )

When an organization develops a product line, engineering the product line holistically is much more
effective and efficient than engineering each of the individual systems. This requires engineering the
productline as a single Sol, with variations defined to support the individual system instances, for much
of the life cycle. However, at the point in the life cycle where a specific system instance is developed,
validated, and deployed into operation — an individual member of the productline - that system becomes
an Sol itself that can continue with its own post-development life cycle, which can include production,
support, utilization, retirement, and more. Variation management models are applied to manage the
definition and production of the system instances. Whereas PLE generally focuses on the benefits of
using a common platform with reusable assets for a product family, feature-based PLE addresses PLE in
a holistic and automated manner (see ISO/IEC 26580).

In this approach, all of the system life cycle processes apply both when the product line is viewed as
the Sol and when each instance of the product line with its variations is considered the Sol. From the
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holistic product line Sol perspective, many of the artefacts developed through the life cycle processes
are shared across multiple members of the product line, which adds to the efficiency.

The following are key tenets of feature-based PLE:

— Acollective set of features for the system instances in the productline (called the feature catalogue in
ISO/IEC 26580) captures the distinguishing characteristics of how the members of the product line
differ from each other and provides a common language of variation throughout the organization.
The feature catalogue is a special type of MBSE (model-based systems engineering) model that
helps to analyse and address the variations in the product line (see Annex D).

— | The features selected for a system instance in a product line portfolio are specified in acqllection of
features applicable to that instance (called the bill of features in ISO/IEC 26580).

— | All engineering artefacts that support the creation, design, implementatiom-déployment, and
operation of products are identified and maintained as a single copy of all*Content used in any
system in the product line - i.e. no duplication (called shared asset supersets in ISO/IEC 26580).
Content used in all products is common content, which is managed collectively for the prpduct line.
Content that varies in one or more system instances is encapsulated«vith its variations [called the
variation points in ISO/IEC 26580), which can be included, omitted;getierated, or transfojrmed for a
given system instance, based on selected features.

— | A system instance is comprised of the variation points, autematically derived according to the
selected features for the instance, plus all common content:

93
.
3%

Organizational concepts

5.3.1 Organizations

WHen an organization, as a whole or a part, enters into an agreement, it is sometimes called a “party”
to the agreement. Parties can be from the same organization or from separate organizptions. An
organization can be as small as a single\individual, if the individual is assigned responsiHfilities and
autthorities.

In Informal terms, the organization that is responsible for executing a process is sometimds referred
to py the name of that process- For example, the organization executing the acquisition [process is
sorhetimes called the “acquirer”. Other examples include supplier, implementer, mainthiner, and
op¢rator.

A fpw other terms are applied to organizations in this document: "user"” can be the organiation that
benefits from the{utilization of the product or service; "customer" refers to the user angl acquirer
collectively; and\"stakeholder" refers to an individual or organization with an interest in the pystem.

The processes and organizations are only related functionally. This document does not |dictate or
imply a-structure for an organization, nor does it specify that particular processes are to b¢ executed
by [pattieular parts of the organization. It is the responsibility of the organization that ihplements
thib document to define a suitable structure for the organization and assign appropriatel roles and
responsibilities for the execution of processes.

The processes in this document form a comprehensive set to serve various organizations. An
organization, small or large, depending on its purpose or its acquisition strategy, can select an
appropriate set of the processes (and associated activities and tasks) to fulfil that purpose. An
organization may perform one process or more than one process.

This document is intended to be applied by an organization internally or by two or more organizations.
When applied internally, the two agreeing parties typically act under the terms of an agreement that
may vary in formality under different circumstances. When applied externally, the two agreeing parties
typically act under the terms of a contract. This document uses the term “agreement” to apply to either
situation.
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For the purpose of this document, any project is assumed to be conducted within the context of an
organization. This is important because a project is dependent upon various outcomes produced by
the processes of the organization, e.g. employees to staff the project and facilities to house the project.
For this purpose, this document provides a set of “organizational project-enabling” processes. These
processes are not assumed to be adequate to operate an organization; instead, the processes, considered
as a collection, are intended to state the minimum set of dependencies that the project places upon the
organization.

5.3.2 Organization and project-level adoption

either the
suppleme

jects of the organization. Therefore, this document is intended to be useful for adoptief} at
organization level or at the project level. An organization would adopt this docyment and
t it with appropriate procedures, practices, tools, and policies. A project of the grgdnizatjion

would typlllcally conform to the organization's processes rather than conform directly tothis documé¢nt.

In some c
processes
document

hses, projects may be executed by an organization that does not have an appropriate sef of
adopted at the organizational level. Such a project may directly adopy the provisions of this

5.3.3 Organization and collaborative activities

ind
ns:

Due to the

concurre\'lt-l
— Systein life cycle activities are performed in a collaborative manner by involving stakeholders :
subjedt matter experts concurrently, as practical.

increasing complexities of system solutions, it is often useful to employ collaborative 4
engineering approaches across the system life cycle. The'following are some consideratig

ind

A coll
facilit
inclu
com

to
brk
ter

hborative framework can be defined within\ah organization or between organizations
hte the involvement of the range of stakeholders and experts. A collaborative framew
es shared methods, tools, and other resources, and establishes an environment for bet
unication and shared vision and values.

Collah
to hel

orative engineeringisan essentialelementofiterative orincremental developmentapproaches

b ensure timely feedback and eommunication across the stakeholders.

5.4 System of systems concepts

5.4.1 Differences between'systems and SoS

nt

An SoS is
systems i
systems t
infrastruc

a set of systems that interact to provide a unique capability that none of the constit
in accomplish on its own. In the context of SoS, the relevant pieces of the Sol are, by definitjon,
hemselves) ‘An SoS consists of some number of constituent systems, plus any inter-system
ture,~-facilities, and processes necessary to enable the constituent systems to integrate or

interoper3gte:

Within an SoS, each constituent system is an independent system that forms part of an SoS. Constituent
systems can be part of one or more SoS. Each constituent system is a useful system by itself, having
its own development, management, utilization, goals, and resources, but interacts within the SoS to
provide the unique capability of the SoS. These additional attributes are what distinguish SoS from a
collection of systems.

A system may interact as part of one or more SoS in support of multiple capabilities. In this document,
when the interaction of an Sol with an SoS is discussed, this may include one or more SoS in support of
one or more capabilities.

The differences between systems and SoS are not in the structure or arrangement of the individual
elements, but rather in the behavioural and managerial characteristics of those elements.
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5.4.2 Managerial and operational independence

Systems operate within a context of managerial control subject to governance. Organizations govern
a portfolio of programmes through goals and objectives, subject to laws, regulations, and external
agreements such as contracts. Programmes manage some number of projects to achieve those goals
and objectives. Relationships between constituent systems affect the SoS. Systems that do not have any
interactions with the constituent systems of a subject SoS are not part of that SoS.

An essential characteristic of the SoS is that constituent systems within the SoS are operationally
independent. That is, the constituent systems can (and do) operate independently to fulfil some number
of i ; . .

fr
ele
als

ments to produce the SoS outputs. Constituent systems are never totally independent; ys
b never totally subservient to the SoS.

Anpther essential characteristic is that constituent systems within the SoS,aré’both m3g
independent and interdependent. Managerial independence suggests that jthe constituen
cay
interdependent while participating in SoS. The implication is that these‘grganizations can
andl objectives for the constituent systems that differ from those of th&.8oS and the other ¢
sy9

as some degree of independence and interdependence of managemeérit.

Re
obj
o)
co9
the

pardless of the means of managing the organizations, alignment (or lack thereof) in the

he constituent systems can be unaware of the SoS. Some constituent systems choose to b
t/benefits basis, also to cause greater fulfilment of their own purposes, and because of the
overarching SoS purpose.

5.4.3 Taxonomy of SoS

OFTJ; each other for their own purposes, they also operate interdependently with each other

pendently
and other
t they are

nagerially
t systems

be managed by organizations that retain some degree of independénce even though they are

have goals
pnstituent

tems. If so, there is likely some degree of independence and intetdependence of governance, as well

goals and

lectives affects the SoS. While some constituent system$.are directed or influenced to bel¢ng to SoS,

elong on a
ir belief in

Using essential characteristics to pactition the various types of SoS provides an a
nomenclature for thinking about SoS. ISO/IEC/IEEE 21841 defines a normalised taxonomy fi
of pystems (SoS) to facilitate communications among stakeholders. It also briefly explai
tajonomy is and how it applies to.the SoS to aid in understanding and communication. Thersg
characteristics such as scale andscope, around which taxonomies can be derived.

The SoS taxonomy in ISO/IEC/IEEE 21841 organizes the relevant aspects or essential charac
So$, providing specific'viéwpoints that align with stakeholder concerns. This organization

breviated
r systems
hs what a
are many

reristics of
facilitates

corpmunications between the various stakeholders that are involved with activities like ggvernance,
engineering, operation, and management of these SoS, and provides a reference for othfer related
standards.

ISQ/IEC/IEEE 21841 can be useful when describing an SoS or comparing SoS.

5.4.4¢ ,SoS considerations in life cycle stages of a system

ISO/IEC/IEEE 21839 provides a set of SoS considerations to be addressed at key points in the life cycle
of the Sol. The considerations and key points align with those which are introduced in this document.
Selected subsets of these considerations can be applied throughout the life of systems through the
involvement of stakeholders. The ultimate goal is to achieve stakeholder satisfaction, so that when
delivered, the Sol operates effectively in the operational environment which is typically characterized
as one or more systems of systems.

A constituent system can be an entity in more than one SoS. An SoS is often comprised of existing
constituent systems along with new constituent systems which are developed and integrated into the
SoS. The focus of ISO/IEC/IEEE 21839 is a constituent system as the Sol. The considerations provided in
ISO/IEC/IEEE 21839 are with respect to what is necessary to account for the life cycle of the constituent
system to enable it to interact in the anticipated SoS configurations.
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ISO/IEC/IEEE 21839 can be useful as an augmentation to this document when the Sol is a constituent
system within an SoS, which is the typical situation for current systems.

5.4.5 Application of this document to SoS

ISO/IEC/IEEE 21840 provides guidance for the utilization of this documentin the contextof SoS. While this
document applies to systems in general (including constituent systems), ISO/IEC/IEEE 21840 provides
guidance on the application of these processes to the special case of SoS. However, ISO/IEC/IEEE 21840
is not a self-contained SoS replacement for this document. ISO/IEC/IEEE 21840 is intended to be used in
conjunction with this document, ISO/IEC/IEEE 21839, and ISO/IEC/IEEE 21841 and is not intended to

be used agStandalone guidance.

When the|Sol is part of an SoS, the application of the processes in this document is dependentyon the
type of Sof life cycle and impact of the SoS interactions on the Sol. In some cases, there can,be*waves”
of SoS reyision. In other cases, SoS changes occur continually, with many processes operating op a
continuoup basis to implement evolutionary change.

5.5 Life cycle concepts

5.5.1 System life cycle model

Every system has a life cycle. A life cycle can be described using an abstract functional model that
represent$ the conceptualization of a need for the system, its realization, utilization, evolution, gnd
disposal.

A system progresses through its life cycle as the result of actions, performed and managed by pedple

in organiz
expressed

ations, using processes for execution of these @ctions. The detail in the life cycle mod
in terms of these processes, their outcomes, relationships, and sequence. This docu

is
nt

does not prescribe any particular life cycle model. Instead, it defines a set of processes, termed [ife

cycle prog
in this do
this docun
sequence

model.

5.5.2 Sy

Life cycleg
stage has

and execu
assembled
the Sol's s

esses, that can be used in the definition~of the system's life cycle. The processes descri
Cument support sequential as well asiiterative and incremental development models. A
hent does not prescribe any particular sequence of processes within the life cycle model.
bf the processes is determined by-project objectives and by selection of the system life cy

stem life cycle stages

vary according to the.nature, purpose, use, and prevailing circumstances of the system. E
h distinct purpose and contribution to the whole life cycle and is considered when plan
Ling the system.life cycle. The life cycle model comprises one or more stages, as needed.
as a sequenge of stages that can be iterative, concurrent, or overlapping, as appropriate
cope, maghitude, complexity, changing needs, and opportunities.

The stage
of the syst
milestone
life cycle.

represent the major life cycle periods associated with a system and they relate to the st
ervdéscription or the system itself. The stages describe the major progress and achieve

These decision gates apply specific decision criteria and are used by organizations

rhutn
is

f

ed
so,
he
cle

hch

g

or

to

understand and manage the inherent uncertainties and risks associated with business case, costs,
schedule, performance, or functionality of a system. The stages thus provide a framework within which
organization management has high-level visibility and control of technical management and technical
processes. ISO/IEC/IEEE 24748-1 describes the application of these processes in any stage, provides
more details on decision gates, and defines typical system life cycle stages, including

— concept;
development;
production;
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utilization;
support;

retirement.

Note that there are significant differences between life cycle stages (e.g. utilization, support, retirement)
and processes (e.g. operation, maintenance, disposal).

Organizations employ stages differently to satisfy contrasting strategies. The life cycle stages often
occur concurrently, especially in continuous, incremental, or evolutionary approaches. Using stages

Ccor

Fui

whiich provide guidelines on the application of life cycle management.

NO
sys
ste

5.6

5.4.

Th

5.6

Ea

currently and 1n dilferent orders can lead to lile cycle forms with distinctly different chara
ther elaboration of these concepts can be found in ISO/IEC/IEEE 24748-1 and ISO/IECAIEE
r'E The set of events, occurrences, and evolution across the life cycle is sometinies referre

tem life history. Per ISO 15704, the life history is the actual, recorded and configuration managed
bs the system has gone through during its lifetime.

Process concepts

1 Criteria for processes

b determination of the life cycle processes in this document’s based upon three basic prin
Each life cycle process has strong relationships anieng its outcomes, activities, and tasks
The dependencies among the processes are redtced to the greatest feasible extent.

A process is capable of execution by a single drganization in the life cycle.

.2 Description of processes
h process of this document is deseribed in terms of the following attributes:
The title conveys the scope.of the process as a whole.

The purpose describes.the goals of performing the process.

process.
The activities are sets of cohesive tasks of a process.

The tasks are requirements intended to support the achievement of the outcomes.

cteristics.

E 24748-2,

d to as the
equence of

ciples:

The outcomes express the observable results expected from the successful performance of the

iltlonal detail regardlng thls form of process descrlptlon can be found in ISO/IEC/I

Annex B 1nc1udes examples of outputs from the processes

5.6.3 General characteristics of processes

EE 24774

In addition to the basic attributes described in 5.6.2, processes may be characterized by other attributes
common to all processes. The ISO/IEC 33000 family of standards identifies common process attributes
that characterize six levels of achievement within a measurement framework for process capability.
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5.7 Processes in this document

5.7.1 General

This document groups the activities that can be performed during the life cycle of a system into four
process groups:

a) agreement processes;

b) organizational project-enabling processes;

c) techn]cal management processes;
d) technical processes.

The grougls and the processes included in each group are depicted in Figure 4. Each pf-tlie life cycle
processesl|is described in terms of its purpose and desired outcomes with a set of related-activities gnd
tasks that|can be performed to achieve those outcomes.

The procgsses described in this document are not intended to preclude or,diScourage the usq of
additional|processes that organizations find useful. The order of the subclausesin which the processes
are definefl in this document does not determine the order in which the processes are performed durfing
the system life cycle or any of its stages (i.e. there is no prescriptive orderor sequence). A descriptiop of
each procgss group is provided in 5.7.2 to 5.7.5.
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System Life Cycle Processes

Agreement Processes Technical Processes

Business or Mission
Analysis Process
(6.4.1)

Acquisition Process

Project Planning Process
(6.1.1)

(6.3.1)

Supply Process

(6.1.2)

Sdtakenolder Needs and

Requirements Definitiéb
N

System Req '%ﬁnts
Definig&ocess
4.3)

Project Assessment
and Control Process
(6.3.2)

Decision
Management Process
(6.3.3)

Organizational Project-
Enabling Processes

Architecture

Life Cycle Model Risk _ b
Management Process Management Process 1n1(160;1 4)r ocess
(6.2.1) (6.3.4) 4.
Infrastructure Configuration Design Definition Process
Management Process Management Proce (6.4.5)
(622) System Analysis Process
Portfolio Informa (6.4.6)
Management Process Managem@t rocess
(6.2.3) 5:3.6) Implementation Process

(6.4.7)

Human Resource
Management Process
(6.2.4)

Integration Process
(6.4.8)

@urement Process

Q (6.3.7)

Quality Assurance Process
(6.3.8)

Verification Process
(6.4.9)

Quality JD
Management Process *\
(625) &

— Transition Process
Knowledgek) (6.4.10)
Managem rocess

Validation Process
(6.4.11)

é)@
Q-
X

Operation Process
(6.4.12)

Maintenance Process

K
O (4420
(O T 13)

Disposal Process
(6.4.14)

Figure 4 — System life cycle processes
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5.7.2 Agreement processes

Organizations are producers and users of systems. One organization (acting as an acquirer) can task
another (acting as a supplier) for products or services. This is achieved using agreements. Agreements
allow both acquirers and suppliers to realise value and support strategies for their organizations.

Generally, organizations act simultaneously or successively as both acquirers and suppliers of systems.
The agreement processes can be used with less formality when the acquirer and the supplier are in
the same organization. Similarly, they can be used within the organization to agree on the respective

responsibilities of organization, project, and technical functions.

The agree
a) acquis
b) suppl;

These pro

ment processes consist of the following (also see Figure 4):
ition process - used by organizations for acquiring products or services;
 process - used by organizations for supplying products or services.

resses define the activities necessary to establish an agreement between two organizatia

If the acquisition process is invoked, it provides the means for interacting with<a supplier. This n

include pr
activities,
provides t

NOTE 1

or elements of a system being provided by a supplier. If the supply process is invoked
he means for an agreement for a product or service that is provided to the acquirer.

Security is an increasing concern in systems engineering. See' the ISO/IEC 27036 series

ns.
nay

pducts that are supplied for use as an operational system, services in support of operational

, it

for

requirements and guidance for suppliers and acquirers on how to secure‘iiformation in supplier relationshfips.

Specific as
ISO/IEC 27

When an §
dependen

clauses for

apply for {
an extern:
system, th
agreemen
among the
greater im

pects of information security supplier relationships are addressed in ISO/IEC 27036-3
D36-4.

ol participates as part of an So§, it is often necessary to consider the resource and capabi

hnd

ity

fies in the performance of the agreement processes. As needed, the agreements would incl

1l entity with some type of responsibility that spans an SoS in which the Sol is a constit
en management and support arrapgements can be required with that external entity.
s establish the responsibilities andmodes of support and control across the life cycle sta
b stakeholder organizations frém the context of the Sol participation in the SoS. This i3
portance if the organizationtholds primary objectives for their constituent system that n

de

the SoS interactions and dependencies or’additional agreements generated. The processes
he agreements between the stakeholdersCof the Sol and interoperating systems. If there is

nt

The

pes
of
nay

not be dir¢ctly aligned with those of'the SoS.

NOTE 2
ISO/IEC/IE

More information abeut-process application for the SoS is provided in ISO/IEC/IEEE 21839 and

EE 21840.

5.7.3 Organizational project-enabling processes

The orgaijizationdl )project-enabling processes are concerned with providing the resources neeged
to enable |the project to meet the needs and expectations of the organization’s stakeholders. The
organizational project—enabling processes are typically concerned at a strategic level with
management-and ion’s un

of resources and assets, and with its management of risks in competltlve or uncertain 51tuat10ns

The organizational project-enabling processes establish the environment in which projects are
conducted. The organization establishes the processes and life cycle models to be used by projects;
establishes, redirects, or cancels projects; provides resources required, including human and financial;
and sets and monitors the quality measures for systems and other deliverables that are developed by
projects to satisfy internal and external customers.

The organizational project-enabling processes do not necessarily imply commercial or profit-making
motives. Organizational project-enabling processes are equally relevant to non-profit organizations,
since they are also accountable to stakeholders, are responsible for resources and encounter risk in
their undertakings. This document can be applied to non-profit organizations as well as to profit-
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making organizations. In addition, organizational project-enabling processes are not intended to be a
comprehensive set of organizational processes that enable strategic management of the organization.

The organizational project-enabling processes consist of the following (also see Figure 4):
a) life cycle model management process;
b) infrastructure management process;

c) portfolio management process;

d) huulau ICouUuuIrctuo luauasculcut lJl ULLOS,
e) | quality management process;
f) | knowledge management process.

In ja typical Sol, organizational project-enabling processes establish the environment ard provide
thd necessary resources for the conduct of projects to address system solutions. The organization
esthblishes the processes and life cycle models to be used by projects; establishes, redirects,|or cancels
prajects; provides resources required, including human, material and.financial; and sets and monitors
thg quality measures for systems and other deliverables that are developed by projects for infternal and
external customers. These processes also provide the environment’and resources for the Sol to be able
to $upport capabilities provided by an SoS in which the Sol pargticipates. The organizations rgsponsible
for|the constituent systems implement these processes for“their Sol independent of the $oS. These
pracesses can be influenced by regulations, interface standards, or agreements for those parts of the
Sollthat contribute to the overall SoS capabilities.

NO['E More information about process applicatief for the SoS is provided in ISO/IEC/IEEE |21839 and
ISO/IEC/IEEE 21840.

5.7.4 Technical management processes

The technical management processesvare concerned with managing the resources and assets
allgcated by organization managementand with applying them to fulfil the agreements intojwhich the
organization or organizations entéh The technical management processes relate to the techiical effort
of projects, in particular to planning in terms of cost, timescales, and achievements; to the checking of
actiions to help ensure that they comply with plans and performance criteria; and to the ideptification

ang| processes
ard used to establish and perform technical plans for the project, manage information fcross the
tec s, control
technical tasks thtotigh to completion, and to aid in the decision-making process. Individua] technical
mal ierarchy of
prajects, as required by plans or unforeseen events. The technical management processes dre applied

xity of the

NOJ echnica ag i e applicati ah, organize,
and control engineering functions’ (ISO/IEC/IEEE 24765).

Typically, several projects co-exist in any one organization. The technical management processes can
be employed at a corporate level to meet internal needs.

NOTE 2  Technical management processes are applied during the performance of each technical process.

The technical management processes can be applied to manage the technical activities through the life
cycles of systems, including products or services.

NOTE 3  Thissetoftechnical management processes are performed so that system-specific technical processes
can be conducted effectively. They do not comprise a management system or a comprehensive set of processes
for project management, as that is not within the scope of this document.

© ISO/IEC 2023 - All rights reserved 23
© IEEE 2023 - All rights reserved


https://iecnorm.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/

IEEE 15288:2023(E)

The technical management processes consist of the following (also see Figure 4):

a) project planning process;

b) project assessment and control process;

c) decision management process;

d) risk management process;

e) configuration management process;

f) information management process;

g) measyrement process;

h) qualitly assurance process.

Project plpnning and project assessment and control are key to all management practices. These
processes|establish the general approach for managing a project or a process. Phéother processe$ in
this group| provide a specific focused set of tasks for performing to a specialisedmanagement objectjve.
They are pll evident in the management of any undertaking, ranging from\a complete organizatjion
down to a|single life cycle process and its tasks. In this document, the project is chosen as the context
for descrilping processes. The same processes can also be applied in the-performance of services.
Technical management processes are concerned with managing theresources and assets allocated by
organization management and with applying them to fulfil the agreements into which the organizatfion
or organizations enter. The technical management processés need to include the considerationg of
the expected SoS interactions. The considerations span the/planning, assessment, and managemgent

of resourd
For examj
schedule @
dependen
stakehold

NOTE 4
ISO/IEC/IE

5.7.5 Td

The techn
processes
operating
to meet th
applied to

The techn
into an eff]

es, risks, and other factors associated with dependencies from other interacting syste
ble, the planning, assessment, and control«activities need to include SoS-related cost 3
onsiderations for the Sol. This includes monitoring the progress in the areas of cross-syst
fies. The agreement processes are executed to negotiate the required resources acr
PT'S.

More information about process application for the SoS is provided in ISO/IEC/IEEE 21839
EE 21840.

chnical processes

ical processes arewconcerned with technical actions throughout the life cycle. Techn
transform the needs of stakeholders into products or services. By applying that product
that service, technical processes provide sustainable performance, when and where need
e stakeholder requirements and achieve customer satisfaction. The technical processes
create and-use a system, whether it is in the form of a model or is a finished product.

cal processes are used to define the requirements for a system, to transform the requireme|
ective product, to permit consistent reproduction of the product where necessary, to use

mns.
ind
em
DSS

hnd

cal

or
ed,
hre

nts
the

product, t

the product when it is retired from service.

O provide the required services, to sustain the provision oI those services and to dispose of

The technical processes define the activities that enable organization and project functions to optimise
the benefits and reduce the risks that arise from technical decisions and actions. These activities
enable products and services to possess the timeliness and availability, the cost effectiveness, and
the functionality, reliability, maintainability, producibility, usability and other quality characteristics
required by acquiring and supplying organizations. They also enable products and services to conform
to the expectations, ethical perspectives, or legislated requirements of society.

The technical processes consist of the following (also see Figure 4):

a) business or mission analysis process;
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b) stakeholder needs and requirements definition process;

c) system requirements definition process;

d) system architecture definition process;

e) design definition process;

f) system analysis process;

g) implementation process;

h) | integration process;

i) | verification process;

j) | transition process;

k) | validation process;

1) | operation process;

m)| maintenance process;

n) | disposal process.

NO[FE1 For software and hardware system elements, these processes are applied at recursively |
forsystem definition and recursively higher levels for system realization.

NOFE2 These processes are often performed coneurrently, iterating between one another t
a splution that is balanced with respect to requirerhents, critical performance measures, critj
chdracteristics, and SoS considerations. At any level ‘of abstraction, system requirements and mode

corfsistent via iterations of applicable technical processes. When requirements and models are T
capable of being implemented, the same processes are repeated recursively throughout the system st

NO[E3 Interface management is a setof‘activities that cut across the systems engineering proce
are|cross-cutting activities of the technicaland technical management processes that apply and track 4
viepv of the processes and system. See ISO/IEC/IEEE 24748-1 for an example interface management p
and INCOSE-TP-2003-002-5, Partdll, section 3.2.4 for more information.

Teghnical processes are concerned with technical actions throughout the life cycle of the §
technical processes are performed for the provision and support of technical solutions acrq
cydle stages, SoS conSiderations for the Sol include the technical impact on interacting sy
ir stakeholders-and infrastructure. ISO/IEC/IEEE 21839 states that “this includes both
ices on whichthe Sol depends and systems/services that depend on the Sol”. This ¢

requirements or constraints on the Sol by the SoS configurations in which the Sol pz
upport(of required or desired business or mission capabilities. The SoS technical cong

pwer levels

b establish
cal quality
s are made
ot directly
ructure.

5ses. These
s a specific
ocess view

ol. As the
ss the life
stems and
systems/
hn impose
rticipated
iderations
ant role in

ly to.allrthe technical processes across the life cycle stages and play an especially import]
business or mission analysis, stakeholder needs and requirements definition, system re
inition, system architecture definition, and design definition processes.

qluirements

NOTE 4
the SoS.

5.8 Process application

5.8.1 Overview

ISO/IEC/IEEE 21839 and ISO/IEC/IEEE 21840 provide more information on process application for

The life cycle processes defined in this document can be used by any organization when acquiring, using,
creating, modifying or supplying a system. They can be applied at any point in a system’s structure and

at any stage in the life cycle.
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The functions these processes perform are defined in terms of specific purposes, outcomes, and the set
of activities and tasks that constitute the process.

Each life cycle process in Figure 4 can be invoked, as required, at any time throughout the life cycle.
The application of these processes is influenced by many factors throughout the life cycle of the system,
which may require the processes to be applied in an iterative, recursive, or concurrent manner.

Figure 5 illustrates the interrelationships among processes defined in this document. The technical
management processes are continually applied to manage and control all of the processes and life cycle
stages. The system analysis process prov1des data and information that are essential for each iteration
of the syste ent
processes|(6.3) and the technical processes (6.4).

NOTE he arrows in Figure 5 are intended to show general relationships that include iterative{recursfive,
and concurfrent application. All possible relationships are not included. The actual flows or interactiens betwgen
the procesges for a project are determined by the project tailoring and needs. Also, the arrowsarenot intenfled
to indicate pny specific temporal relationships, sequences, or scheduling. The arrows between(process groupf or
aggregatiolis of processes within process groups are intended to indicate that the project can apply the procegses
in any ordefr, can iterate between processes, and can implement them concurrently.

The changing nature of the influences on the system (e.g. operational enwironment changes, rlew
opportunities for system element implementation, modified structure,/ and responsibilities| in
organizations) requires continual review of the selection and timing ‘0f‘process use. Process usq in
the life cyfle can be dynamic, responding to the many external influences on the system or interjnal
influenceq from a more continuous development approach. The-life cycle approach also allqws
for incorpprating the changes in the next stage. The life cycle stages assist the planning, executi

a process instance, derived from the requirements, and identifying the specific activities
and tasks peeded to achieve the success'eriteria, derived from the activities and tasks identified in this
document| Creating detailed descriptions of process instances enables better management of quality
risks by edtablishing the link between the process and the specific requirements.
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. 6.3 Continual planni control across
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Figure 5 — Interrelationships between processes

The processes in this document are often applied using an MBSE approach, which uses a sefj of models
to implement the processes and achieve the expected outcomes. See Annex D for information|regarding
MHSE.

5.4.2 Process iteration, recursion, and concurrency

WHhen the application of the same process or set of processes is repeated on the same level of the system
strjucture, the application is referr@d to as iterative. The iterative use of processes is important for the
pragressive refinement of process outputs, for example, the interaction between successive verification
actiions and integration actiens’ can incrementally build confidence in the conformance of the product
or [service. Iteration is not-only appropriate but also expected. New information is creafed by the
application of a processor'set of processes. Typically, this information takes the form of quegtions with
regpect to requirements, analysed risks, or opportunities. Iterative application of a procesfs or set of
pracesses should ¢ontinue until such questions are resolved.

Itefation betWween business or mission analysis, stakeholder needs and requirements (definition,
SYS
0cq
as

prd
system life cycle processes

The recursive use of processes, i.e. the repeated application of the same process or set of processes
applied to successive levels of system elements in a system’s structure, is a key aspect of the application
of this document. From a view of relations between a system and its system elements, the outputs of
processes applied for a system or system element, whether information, artefacts, or services, are inputs
to other processes or other system elements for additional analysis or more generalised synthesis of its
system elements, to arrive at a more detailed or mature set of outcomes. Such an approach adds value
to systems at successive levels in the system structure.

The discussion in this subclause on iterative and recursive use of the system life cycle processes is not
meant to imply any specific hierarchical, vertical, or horizontal structure for the Sol, enabling system,
organization, or project.
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Concurrent use of processes can exist within a project (e.g. when design actions and preparatory
actions for building a system are performed at the same time), and between projects (e.g. when system
elements are designed at the same time under different project responsibilities). All processes can be
used in parallel with other processes. As an example, the operation and maintenance processes need to
provide input to the system requirements definition, system architecture definition, design definition,
and implementation processes.

5.8.3 Process views

There are cases where a unified focus is needed for activities and tasks that are selected from disparate
processes
employed [across the life cycle. For this purpose, the concept of a process view has been formulated.
Like a profess, the description of a process view includes a statement of purpose and outcomes.Unlike
a process,|the description of a process view does not include unique activities and tasks.dnstead, the
descriptiop includes guidance explaining how the outcomes can be achieved by employingtthe activities
and tasks pf the various life cycle processes. The detailed information about process, views is availdble
in ISO/IEC/IEEE 24748-1 and ISO/IEC/IEEE 24774. The following International Standards provjide
details on|some of the technical viewpoints:

— ISO/IEC/IEEE 24748-1
— specialty engineering;
— interface management;
— sgcurity.

— ISO/IKC/IEEE 15026-4
— system assurance;

— sqftware assurance.

5.9 Concept and system definition

Concepts, [needs, and requirements evolve at various levels resulting from the establishment of or
changes td the organizational concepfof operations, strategy, or environment. The concept of operatipns
addresses|the leadership’s intended way of operating the organization. This evolution is accomplis
through the application of the  business or mission analysis, stakeholder needs and require
definition| system requiremients definition, system architecture definition, and design definitjion
processes|with the support-ef other processes as needed. Through the iterative and concurrent us¢ of
all these grocesses, stakeholders are identified and insights are gained into the relationships betwg¢en
the conceﬂ)ts, needs;ahd requirements of the organization, stakeholders, and systems, as well as fhe
emergent properties and behaviours of the system that arise from the interactions and relations am¢ng
the system elenients and environment.

The busingss‘er mission analysis process analyses changes in the organizational concept of operatigns,
environment, and other strategic inputs to identify and define key problems or opportunities that
should be addressed to achieve the organization’s mission(s), vision, goals, or objectives. The business
or mission analysis process also identifies, characterizes, and prioritises alternative solution classes
(or general approaches) that are candidates to address the problem or opportunity. Using the
stakeholder needs and requirements definition process, stakeholders define their concepts, needs, and
requirements in the context of the defined problem or opportunity, the associated capabilities required,
and the preferred solution class(es). This includes defining the operational context of the solution.
The operational concept addresses what the system will do and why. Using the system requirements
definition process, the engineering team tasked with providing a solution transform the stakeholder
requirements into system requirements. In the application of the three processes discussed in this
document, a range of analysis techniques and trade-offs are applied iteratively and recursively to
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transform concepts into needs and needs into requirements (e.g. mission analysis, business analysis,
operational analysis, requirements analysis).

NOTE1 ISO/IEC/IEEE 29148 provides further details on the development of concepts, needs, and requirements.
It includes lower-level elaboration for the processes discussed in this document, as well as annotated outlines for
documenting operational concepts, stakeholder needs and requirements, and system requirements.

The system architecture definition process focuses on defining an architecture that addresses the
stakeholder concerns and is applied iteratively and concurrently with the business or mission analysis,
stakeholder needs and requirements definition, and system requirements definition processes to
determine the best solution to address stakeholder concerns. The design definition process, on the
ot{:r hand, is driven by requirements that have been vetted through evaluation with thesarchitecture

andl more detailed analyses of feasibility. Architecture focuses on suitability, viability, and dgsirability,

reas design focuses on compatibility with technologies and other design elements@nd on|feasibility
onstruction and integration. An effective architecture is as design-agnostic as.possible tp allow for
ximum flexibility in the design trade space.

of
ma|

process to
. strategic
hents that
ject to the
hat fulfils

The design definition process provides feedback to the system architeeture definition ]
conjsolidate or confirm the allocation, partitioning and alignment of architectural entities (e.g
godls, capabilities and effects, operational activities, resource functions) to system elen
corpprise the system. Note that an architecture entity (an entity being,architected or one sul
sydtem architecture definition process) and a system element (a‘discrete part of a system
spéecified requirements) represent two different notions.

NOTE 2

by

goV
pro
and
arc

Th
ins
or

Practices, conventions, principles, and concepts far system architecture definition ar
the ISO/IEC/IEEE 420x0 family of standards. ISO/IEC/IEEE)42020 provides architecture proces
ernance, management, conceptualization, evaluation, ahd elaboration of architectures; ISO/IEC/
vides an architecture evaluation framework for pepforming architectural analysis, value

evaluation synthesis; and ISO/IEC/IEEE 42010-provides key principles and concepts for de
hitecture.

d

e enterprise architecture(s) or relevantireference architectures, when available, can prov
ights for the system architecture through the life cycle of the Sol. Additionally, when the or
bnterprise is treated as the Sol, the’enterprise architecture becomes a relevant part of t

deflinition, since it is then the top-level system architecture.

The

prd
prd
Ad

thd

5.1

processes discussed in this clause interact with other technical and technical m3
cesses to provide necessary inputs and information. For example, the system analys
vides analysis results to-support trade-offs that are managed by the decision managem

other technical processes, such as the operations and maintenance processes.

0 Assurafice and quality characteristics

gurancé.is’ defined as grounds for justified confidence that a claim has been or will be

s confidence is achieved by applying applicable system life cycle activities, which

e specified
ses for the
EEE 42030
ssessment,
bcribing an

ide useful
banization
he system

nagement
IS process
t process.

e
litionally, the establishiment of the concepts, requirements, architecture, and design are ir]lformed by

achieved.
include a
gement of

nnéd, systematlc approach w1th acceptable measures of system assurance and rlsk mang

especially a
system involving complex1ty, novelty, or technology w1th a history of problems The greater the degree
of dependence, the greater the need for strong assurance. System assurance claims frequently concern
the functions or capabilities of the system.

Assurance, as for a variety of attributes such as safety, security, and dependability, is often required.
Stakeholder concerns include achieving justified confidence that the system, while achieving its intent,
does not also provide unintended behaviour or produce unintended outcomes. A claims-oriented
approach to assurance serves to address the concerns that are not typically captured within the
requirements that focus on intended behaviour. An assurance case can identify gaps in requirements
coverage and inform the development of derived requirements to address those gaps.
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Assurance is often provided through activities to construct an assurance case. An assurance case is an
auditable artefact that provides a convincing and valid argument for a claim on the basis of tangible
evidence under a given context. Subtle and complex arguments are necessary to organize a wide variety
and huge amount of evidence and link them to the claim. Pieces of evidence can be pass/fail results
of test, quantitative measurements, or qualitative evaluations. These pieces require careful review on
their validity, certainty, fairness, etc., when they are integrated into a cohesive argument. Often there is
not a simple direct connection between the evidence provided and the overall claim, so there has to be
a structure to describe the subclaims and the reasoning that links this overall claim and the evidence.

Assurance cases focusing on specific characteristics include safety case, composed assurance package

432} o d daandolalieyy ~oca

(for secur

Assurancsd
Construct
under con
in the Sol

NOTE
assurance

Considera
the IEC 61
and IEC 6
evaluation

5.11 Pro

Annex C defines a process reference model for processes ‘coritained in Clause 6. The process refere

model is 2
these pro
process. T
than simp

6 Systg
6.1 Agr
6.1.1 Ad

6.1.1.1

The purpo
requireme

NOTE
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activities should be integrated into life cycle processes throughout the system lifeley
on of assurance cases require detailed knowledge about both the Sol and the characteris
Sideration. Integration of the specific analyses in the Sol development and invelving exps
levelopment are key success factors to achieve a compliant and balanced systehr’solution.

The ISO/IEC/IEEE 15026 series provides more information on systems and seftware assurance
ases.

Fions for requirements on specific characteristics are provided by-other documents inclu

D741 (dependability); and ISO/IEC 25000 (systems and software quality requirements :
).

cess reference model

pplicable to an organization that is assessingits processes to determine the capability
esses. The purpose and outcomes are a statement of the goals of the performance of e
his statement of goals permits assessment of the effectiveness of the processes in ways ot
e conformity assessment.

m life cycle processes
pement processes
quisition process

Purpose

se of thé acquisition process is to obtain a product or service in accordance with the acquir
nts.

n
508 series (safety); ISO/IEC 27000 and ISO/IEC 15408-3 (inforfation security); IEC 6038%-1

Cle.
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As.part of this process, the agreement is modified when a change request is agreed to by both

acquirer and supplier.

6.1.1.2 Outcomes

As aresult of the successful performance of the acquisition process:

a)
b)
‘)
d)

30

arequest for supply is prepared;
one or more suppliers are selected;
an agreement is established between the acquirer and supplier;

a product or service complying with the agreement is accepted;
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acquirer obligations defined in the agreement are satisfied;

responsibility for the acquired product or service is transferred, as directed by the agreement.

6.1.1.3 Activities and tasks

The acquirer shall implement the following activities and tasks in accordance with applicable
organization policies and procedures with respect to the acquisition process.

NOTE1 The activities and resulting agreement from this process often apply to suppliers in the supply chain,
including subcontracted suppliers.
a) | Prepare for the acquisition. This activity consists of the following tasks.
1) Define a strategy for how the acquisition will be conducted.
NOTE 2 This strategy describes or references the life cycle model, risks/and issues|mitigation,
a schedule of milestones and decision gates, and selection criteria if the'supplier is external to the
acquiring organization. It also includes key drivers and characteristics, of the acquisitipn, such as
responsibilities and liabilities; specific models, methods, or processes; l€yel of criticality; formality; and
priority of relevant trade-off factors.
2) Prepare arequest for the supply of a product or service thatiincludes the requiremerjts.
NOTE 3 If a supplier is external to the organization, then the request typically ificludes the
practices with which a supplier is expected to comply and the criteria for selecting a supplie}.
NOTE 4 A definition of requirements is provided to one or more suppliers. The requifjements are
the stakeholder or the system requirements, dépending on the type of acquisition approagh, through
the associated requirements definition processt
b) | Advertise the acquisition and select the supplier. This activity consists of the following tgsks.
1) Communicate the request for the supply of a product or service to potential supplier.
2) Select one or more suppliers:
NOTE 5 To obtain, cempetitive solicitations, proposals to supply are evaluated and compared
against the selection .criteria and ranked. The justification for rating each proposal is dgclared and
suppliers are informmedwhy they were or were not selected.
c) | Establish and maintain an agreement. This activity consists of the following tasks.
NOTE 6  Projectcost, schedule, and performance are monitored through the project asse§sment and
control procéss. Any identified issues that require agreement modifications are referred to this agtivity. Any
proposals’for changes to system elements or information are controlled through the change management

activity of the configuration management process.

NOTE7  For an SoS, if a multi-lateral agreement exists, responsibilities and modes of support
aresestablished across the life cycle stages among the stakeholder organizations participating

hnd control
in the SoS.

AQTEEIENtS are (1exibie to adapt to CHAngIng TeqUITEents of arr SoS for witicir tie Sotis =
system.

constituent

1) Develop and approve an agreement with the supplier that includes acceptance criteria.

NOTE 8 This agreement ranges in formality from a written contract to a verbal

agreement.

Appropriate to the level of formality, the agreement establishes requirements, development and delivery
milestones, verification, validation and acceptance conditions, process requirements (e.g. configuration
management, risk management, measurement), exception-handling procedures, agreement change
management procedures, payment schedules, accountability of each party in case of non-fulfilment, and
handling of data rights and intellectual property so that both parties of the agreement understand the
basis for executing the agreement. For a written contract, this occurs when the contract is signed.

NOTE 9
subcontractors.
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2) Identify necessary changes to the agreement.

NOTE 10 In requesting a change to the agreement, the acquirer or the supplier details
specifications, rationale, and background.

3) Evaluate impact of changes on the agreement.

NOTE 11

its

Any change is investigated for impacts to project plans, schedule, cost, technical

capability, and quality. A change can be handled within the existing agreement, can require a

m

odification to the agreement, or can require a new agreement.

4 U

N
cd

d) Monit
1) A

N
ad

Py

This information is combined with other assessments of the executionofthe terms of the agreement.

2) P

e) Accept the product or service. This activity consists of the following tasks.

DTE 12 The result of the agreement modification is incorporated into the project plans
mmunicated to all affected parties.

pr the agreement. This activity consists of the following tasks.
5sess the execution of the agreement.
DTE 13 This includes confirmation that all parties are meeting’ theéir responsibilitied

cordance with the agreement. The project assessment and control precess is used to evaly
ojected cost, schedule, performance, and the impact of undesirable,-outcomes on the organizat

‘ovide data needed by the supplier and resolve issues in a timiely manner.

hnd

in
ate

1) Confirm that the delivered product or service complies with the agreement.
NOTE 14 Exceptions that arise during the conduct of the agreement or with the delivered product
o1l service are resolved in accordance with the psocedures established in the agreement.
NOTE 15 Acceptance can be performed using the validation process.
2) Provide payment or other agreed consideration.
3) Agcept the product or service.from the supplier, or other party, as directed by the agreemert.
4) Close the agreement.
NQTE 16 The preject is closed by the portfolio management process.
6.1.2 Sypply process
6.1.2.1 Purposé
The purpdseofithe supply process is to provide an acquirer with a product or service that meets agreed
requiremegnts:
NOTE As part of this process, the agreement is modified when a change request is agreed to by both the

acquirer and supplier.

6.1.2.2 Outcomes

As a result of the successful performance of the supply process:

a) anacquirer for a product or service is identified;

b) aresponse to the acquirer's request is produced;

c) anagreement is established between the acquirer and supplier;

32
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d) aproductor service is provided;

e)
)

supplier obligations defined in the agreement are satisfied;

:2023(E)

responsibility for the acquired product or service is transferred, as directed by the agreement.

6.1.2.3 Activities and tasks

The supplier shall implement the following activities and tasks in accordance with applicable
organization policies and procedures with respect to the Supply process.

a)

b)

Prepare for the supply. This activity consists of the following tasks.

iy

2)

Respond to a request for supply of products or serwices. This activity consists of the
tasks.

Determine the existence and identity of an acquirer who has a need for a produet or

NOTE 1 Potential acquirers are often identified through the business~or missi
process. For a product or service developed for consumers, an agent, for example, a marketi
within the supplier organization, often represents the acquirer.

Define a supply strategy.

NOTE 2 This strategy describes or references the life cy¢le;model, risks and issues

service.

n analysis
hg function

mitigation,

and a schedule of milestones. It also includes key drivers and.haracteristics of the acquisition such as

responsibilities and liabilities; specific models; methods or pracesses; level of criticality; forj
priority of relevant trade-off factors.

mality; and

following

1) Evaluate a request for the supply of a product or service to determine feasibility and how to

2)

Establish and maintain an agreement. This activity consists of the following tasks.

1y

respond.

Prepare a response that satisfies thie'solicitation.

Negotiate and approve an@greement with the acquirer that includes acceptance crit

NOTE 3 This agteement ranges in formality from a written contract to a verbal

bria.

pgreement.

Appropriate to the lével of formality, the agreement establishes requirements, development

d delivery

milestones, verification, validation and acceptance conditions, process requirements (e.g. copfiguration
management, €isk management, measurement), exception-handling procedures, agreempnt change
management procedures, payment schedules, accountability of each party in case of non-fulfilment, and

handling of data rights and intellectual property so that both parties of the agreement und
basis fer'eéxecuting the agreement. For a written contract, this occurs when the contract is s

NOTE 4 For an SoS, if a multi-lateral agreement exists, responsibilities and modes of s
cantrol are established across the life cycle stages among the stakeholder organizations p{
in the SoS. Agreements are flexible to adapt to changing requirements of an SoS for which

brstand the
gned.

upportand
irticipating
the Sol is a

constituent system.

2)

3)

4)

Identify necessary changes to the agreement.

NOTE 5 In requesting a change to the agreement, the acquirer or the supplier
specifications, rationale, and background.

Evaluate impact of changes on the agreement.

NOTE 6

details its

Any change is investigated for impacts to project plans, schedule, cost, technical

capability, or quality. A change can be handled within the existing agreement, can require a modification

to the agreement, or can require a new agreement.

Update the agreement with the acquirer, as necessary.
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NOTE 7 The result of the agreement modification is incorporated into the project plans a
communicated to all affected parties.

d) Execute the agreement. This activity consists of the following tasks.
1) Execute the agreement in accordance with the established project plans.
NOTE 8 A supplier sometimes adopts or agrees to use acquirer processes.

2) Assess the execution of the agreement.

NQTEQ This includes confirmation that all parties are meeting their rpcpnncihi]ifin

nd

in

adcordance with the agreement. The project assessment and control process is used to evaljate

thle agreement.
e) Delivdr and support the product or service. This activity consists of the following tasks.

1) Deliver the product or service in accordance with the agreement criterias

pilojected cost, schedule, performance, and the impact of undesirable outcomes on the organization. The
cHange management activity of the configuration management process is used to control chariges to[the
sylstem elements. This information is combined with other assessments of the execution gfthe termfs of

2) Provide assistance to the acquirer in support of the delivered, product or service, per the

agreement.

3) Agcept and acknowledge payment or other agreed consideration.

4) Tifansfer the product or service to the acquirer, or other party, as directed by the agreement.

5) Close the agreement.

NPTE 10 The project is closed by the portfalioymanagement process.
6.2 Orgpnizational project-enabling procésses
6.2.1 Life cycle model management process

6.2.1.1 Purpose

The purpgse of the life cycle model management process is to define, maintain, and help enspre
availabilitl of policies, life cyele'processes, life cycle models, and procedures for use by the organizatjion

with respect to the scope of this document.

This procgss providesspolicies, life cycle processes, life cycle models, and procedures that are consistent
with the |organizafion's objectives. These life cycle assets are defined, adapted, improved, gnd
maintained to support individual project needs in a way that they are capable of being applied usiing

effective, provén'methods and tools.

NOTE Regulated domains sometimes require specifi
AAMI/IEC 62304.

6.2.1.2 Outcomes

As a result of the successful performance of the life cycle model management process:

S1/

a) organizational policies and procedures for the management and deployment of life cycle models

and processes are established;

b) roles, responsibility, accountability, and authority within life cycle policies, processes, models, and

procedures are defined;
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policies, life cycle processes, life cycle models, and procedures for use by the organization are

selected;

policies, life cycle processes, life cycle models, and procedures for use by the organization are

assessed;

prioritised process, model, and procedure improvements are implemented.

6.2.1.3 Activities and tasks

Th

applicable

org

a)

b)

c organization shall implement the following activities and tasks in accordance with
anization policies and procedures with respect to the life cycle model management proce

Establish the life cycle processes. This activity consists of the following tasks.

NOTE1 The detail of the life cycle implementation within a project is dependent_upon the
of the work, the methods used, and the skills and training of personnel involved inyperforming
project tailors policies, processes, models, and procedures in accordance with its requirements
while maintaining alignment with regulations and organizational policies.

1) Establish policies and life cycle procedures for process management and deployme
consistent with organizational strategies.

2) Establish the life cycle processes that implement the fegquirements of this documer
are consistent with organizational strategies.

3) Define the roles, responsibilities, accountabilities;’and authorities to facilitate imple
of life cycle processes and the strategic management of life cycles.

4) Define criteria that control progression through the life cycle.
NOTE 2 The decision-making cniteria regarding entering and exiting each life cycl
key milestones and decision gates are established.

5) Establish standard life cycle @odels for the organization that are comprised of s

define the purpose and outcomes for each stage.

NOTE 3 The life eycle model comprises one or more stages, as needed. It is asse
sequence of stages that-overlap or iterate, as appropriate for the Sol's scope, magnitude,
changing needs andwepportunities. Stages are illustrated in ISO/IEC/IEEE 24748-1 using 4
encountered example of life cycle stages. The life cycle processes and activities are selected
appropriate and'employed in a stage to fulfil the purpose and outcomes of that stage.

Assess the life;cycle processes. This activity consists of the following tasks.

NOTE 4~<The ISO/IEC 33000 family of standards provides a more detailed set of process
activifies’and tasks that are aligned with the tasks shown below.

5 S.

complexity
he work. A
and needs,

t that are

t and that

mentation

b stage and

tages and

Inbled as a
complexity,
commonly
tailored as

hssessment

), Monitor process execution across the organization.
NOTE 5 This includes the analysis of process measures and review of trends with respect to
strategic criteria, feedback from the projects regarding the effectiveness and efficiency of the processes,
and monitoring execution in accordance with regulations and organizational policies.

2) Conduct periodic reviews of the life cycle models used by the projects.

NOTE 6

This includes confirming the continuing suitability, adequacy, and effectiveness of the

life cycle models used by the projects and making improvements as appropriate. This includes the

stages, processes, and achievement criteria that control progression through the life cycle.
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3)

1y
2)

NOTE 7

Identify improvement opportunities from assessment results.
Improve the process. This activity consists of the following tasks.
Prioritise and plan improvement opportunities.

Implement improvement opportunities and inform relevant stakeholders.

Lessons learned are captured and available.

Process improvement includes improvements to any of the processes in the organization.

6.2.2

6.2.2.1

The purpg
projects tq

This proce
technolog

6.2.2.2

As aresult
a)
b)
<)
d)
e)

the ne
the in
infras
the in

priori

6.2.2.3

y

The orgar

a) Estab
1) D

N
st

N

Inffrastructure management process

Purpose

support organization and project objectives throughout the life cycle.

ss defines, provides and maintains the facilities, tools, and communicatiefis and informat
 assets needed for the organization with respect to the scope of thisidecument.

Dutcomes

of the successful performance of the infrastructure management process:
eds for infrastructure are defined;

frastructure elements are specified;

tructure elements are obtained;

frastructure is available;

lised infrastructure improvements are implemented.

\ctivities and tasks

ish the infrastrueture. This activity consists of the following tasks.
bfine project infrastructure needs.

DTE 1
hndards:

Infrastructure element examples are facilities, tools, hardware, software, services,

DTE 2 The infrastructure resource needs for the project are considered in context with ot

se of the infrastructure management process is to provide the infrastructurerand services

to

ion

ization shall implement\the following activities and tasks in accordance with applicgble
organization policies and procedures with respect to the infrastructure management process.

hnd

her

otdctc and racanironc vagd thin tho arganigatins ~c vnll e vzithin +ha nalicing Aand cbvatngie nlane Af
tHA-te-0FSah F5-WerraSswitHh-the-porciesaneaStrate gie praiso+

the
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organization. Constraints and timelines that influence and control provision of infrastructure resources
and services for the project are also evaluated. Project plans and future strategy needs contribute to the
understanding of the resource infrastructure that is required. Physical factors (e.g. facilities), logistics
needs, and human factors (including health and safety aspects) are also considered.

NOTE 3

in

2)

The ISO/IEC 27036 series provides guidance for addressing security of outsour
frastructure.

implement and support projects.

NOTE 4

support reuse.

36

ced

Identify, obtain, and provide infrastructure resources and services that are needed to

An inventory asset registry is often established to track infrastructure elements and
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b) Maintain the infrastructure. This activity consists of the following tasks.
1) Evaluate the degree to which delivered infrastructure resources satisfy project needs.
2) Identify and provide improvements or changes to the infrastructure resources as needed.

6.2.3 Portfolio management process

6.2.3.1 Purpose

Thepurpose— ' foNTamagenentprocess s—+to ate—and-ststatrmecess suffjcient, and

suitable projects to meet the strategic objectives of the organization.

This process commits the investment of adequate organization funding and resources; and| sanctions

theg authorities needed to establish selected projects. It performs continued assessment of projects to

conjfirm they justify, or can be redirected to justify, continued investment.

6.2.3.2 Outcomes

As p result of the successful performance of the portfolio management process:

a) | strategic venture opportunities, investments, or necessities acte/prioritised;

b) | projects are identified;

c) | resources and budgets for each project are allocated;

d) | project management responsibilities, accountability, and authorities are defined;

e) | projects meeting agreements and stakeholder requirements are sustained;

f) | projects not meeting agreements or(satisfying stakeholder requirements are redjrected or
terminated;

g) | projects that have completed agreements and satisfied stakeholder requirements are clgsed.

6.2.3.3 Activities and tasks

The organization shall implement the following activities and tasks in accordance with [applicable

organization policies and procedures with respect to the portfolio management process.

a) | Define and authorise projects. This activity consists of the following tasks.
1) Identify potential new or modified capabilities or missions.
NOTE\1  The organization strategy, concept of operations, or gap or opportunity analysis is r¢viewed for
current gaps, problems, or opportunities. A new capability or strategic need is usually deternjined in the
hisiness or mission ;1n:4]y<i< process further defined in the stakeholder needs and rpqnirnmpnfq definition
process, and managed through this process.
2) Prioritise, select, and establish new strategic opportunities, ventures, or undertakings.
NOTE 2  These are usually consistent with the strategy and action plans of the organization. The potential
projects are prioritised and thresholds established to determine which projects will be executed. The
characteristics of identified projects are often determined, including stakeholder value, risks and barriers
to success, dependencies and inter-relationships, constraints, resource needs, and mutual contention for
resources. Each potential project is then assessed with respect to likelihood of success and cost-benefit.
The decision management and system analysis processes provide details on performing an analysis of
alternatives.
3) Define projects, accountabilities, and authorities.
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4) Identify the expected goals, objectives, and outcomes of each project.

5) Identify and allocate resources for the achievement of project goals and objectives.

6) Identify any multi-project interfaces and dependencies to be managed or supported by each

project.

NOTE 3  This includes the use or reuse of enabling systems used by more than one project and the use or

reuse of common system elements by more than one project.

NOTE 4 nderstanding each project in the context of the overa ate
SoS enfvironment helps to ensure interfaces and constraints are identified.

7) Specify the project reporting requirements and review milestones that govern therexecut
of each project.
8) Authorise each project to commence execution of project plans.

NOTE[>  Additional information on developing project plans is provided in the project planning proc
Projedt plans are most useful when developed and approved early in the project life eycle.

b) Evalupte the portfolio of projects. This activity consists of the following-tasks.
1) Hvaluate projects to confirm ongoing viability.

NOTE 6  Viability includes the following.

QO

The project is making progress towards achieving established goals and objectives.

o

The project is complying with project directives.

The project is being conducted in accordance with project life cycle policies, processes,
Focedures.

c
p

d) The project remains viable, as indicated by, for example, continuing need for the service, practics
product implementation, and acceptable investment benefits.

2) Actto continue projects thatare satisfactorily progressing.

3) Actto redirect projects thdt can be expected to progress satisfactorily with appropriate rq
rection.

c¢) Terminate projects. This’activity consists of the following tasks.

1) Where agreenients permit, act to cancel or suspend projects whose disadvantages or risks
e organization outweigh the benefits of continued investments.

—+

2) Afterlcompletion of the agreement for products and services, act to close the projects.

1re or

jon

ESS.

hnd

ble

di-

to

NOTE 7 Closure is accompliisied in accordance witl organizational policies and procedures, and
agreement.

6.2.4 Human resource management process

6.2.4.1 Purpose

the

The purpose of the human resource management process is to provide the organization with necessary

human resources and to maintain their competencies, consistent with strategic needs.

This process provides a supply of skilled and experienced personnel qualified to perform life cycle

processes to achieve organization, project, and stakeholder objectives.
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6.2.4.2 Outcomes

As a result of the successful performance of the human resource management process:

a)
b)
‘)
d)

skills required by projects are identified;
necessary human resources are provided to projects;
skills of personnel are developed, maintained, or enhanced;

personnel conflicts are resolved.

6.2

Th
org

b)

4.3 Activities and tasks

b organization shall implement the following activities and tasks in accordance ‘with
anization policies and procedures with respect to the Human Resource managenient proc

Identify skills. This activity consists of the following tasks.

1) Identify skill needs based on current and expected projects.
2) Identify and record skills of personnel.

Develop skills. This activity consists of the following tasks;

1) Establish skills development strategy.

NOTE 1 This strategy includes types and levels of training, categories of personnel
personnel resource requirements, and training-fieeds.

2) Obtain or develop training, education, or:inentoring resources.

NOTE 2 These resources includé’training materials that are developed by the o
or external parties, training courses-that are available from external suppliers, or comy
instruction.

3) Provide planned skill development.

4) Maintain records of skill"development.

Acquire and provide skills. This activity consists of the following tasks.

NOTE 3  This imcludes the recruitment and retention of personnel with experience levels
necessary to propetly staff projects; staff assessment and review, e.g. their proficiency, motivatio

work in a team environment, as well as the need to be retrained, reassigned, or reallocated.

1) Obtain qualified personnel when skill deficits are identified.

applicable
ess.

schedules,

"ganization

uter-based

and skills
n, ability to

NOTE 4 This includes using outsourced resources.
2—Maintain-and-manage-the poelof skiled-personnelnecessary-to-statfongoinsprojeets.
3) Make project assignments based on project and staff-development needs.
4) Motivate personnel, e.g. through career development and reward mechanisms.
5) Resolve personnel conflicts across or within projects.
NOTE 5 This includes conflicts of capacity in organizational infrastructure and supporting

services and personnel resources among ongoing projects; or from project personnel being over-

committed.
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6.2.5 Quality management process

6.2.5.1 Purpose

The purpose of the quality management processis to assure that products, services, and implementations
of the quality management process meet organizational and project quality objectives, and achieve
customer satisfaction.

6.2.5.2 Outcomes

As a resulf of the successful performance of the quality management process:

a)
b)

c)

d)
e)

organjzational quality management policies, objectives, and procedures are implemented;

qualitly evaluation criteria and methods are established;

resoufces and information are provided to projects to support the operation arid monitoring
projedt QA activities;

QA evpluation results are analysed;

qualit]
resultks.

NOTE
regarding jow to establish a complete quality management system.

6.2.5.3

The orgar

These outcomes have been written to align with ISO 9001:2015; 4.4.1. See 1SO 9001 for informat

Activities and tasks

organization policies and procedures with respect t&’the quality management process.

a) Plan dquality management. This activity consists of the following tasks.

b)

40

iy

2)

3)
4)

Establish quality management policies, objectives, and procedures.
NOTE 1 ISO 9001 is a precess model for quality management systems. ISO 9004 contd
mpnagement process standards, e.g. ISO 13485.

NPTE 2 The palicies, objectives, and procedures are based on the organization’s strategy
cystomer satisfaction.

Define respoiisibilities and authority for implementation of quality management.

NOTE 3 Resources for quality management are often assigned from distinct organizations
independence from project management.

Define quality evaluation criteria and methods

Provide resources and information for quality management.

Assess quality management. This activity consists of the following tasks.

1y
2)

3)

Gather and analyse QA evaluation results, in accordance with the defined criteria.
Assess customer satisfaction.

NOTE 4 ISO 10004 contains guidelines for monitoring and measuring customer satisfaction.

of

y management policies and procedures are improved based uponproject and organizational

ion

ization shall implement the following activities and tasks in accordance with applicdble

ins

gyidelines for performance.improvements. Regulated domains sometimes require specific quallity

for

for

Conduct periodic reviews of project QA activities for compliance with the quality management

policies, objectives, and procedures.
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4) Monitor the status of quality improvements on processes, products, and services.

c) Perform quality management corrective and preventive action. This activity consists of the

following tasks.
1) Plan corrective actions when quality management objectives are not achieved.

2) Plan preventive actions when there is a sufficient risk that quality management obje
not be achieved.

3) Monitor corrective and preventive actions to completion and inform relevant stakeh

ctives will

olders.

6.2

6.2

Th
thd

Th

6.2

6.2

Th
org

NOTE 5 Implementation of corrective and preventive action is performed in-0th
processes, such as life cycle model management or project assessment and control.

.6 Knowledge management process

.6.1 Purpose

e purpose of the knowledge management process is to create the capability and assets t
organization to exploit opportunities to re-apply existing knowledge.

s encompasses knowledge, skills, and knowledge assets, including system elements.

.6.2 Outcomes

n result of the successful performance of the knowledge management process:
a taxonomy for the application of knowledge.assets is identified;

the organizational knowledge, skills, and-knowledge assets are organized;
the organizational knowledge, skills,;anid knowledge assets are available;

the organizational knowledge,\skills, and knowledge assets are communicated 3
organization;

knowledge managementusage data is analysed.

.6.3 Activities and tasks

e organization(shall implement the following activities and tasks in accordance with
anization policies and procedures with respect to the knowledge management process.

Plan knowledge management. This activity consists of the following tasks.

1) Define the knowledge management strategy.

er relevant

hat enable

cross the

applicable
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b)

42

NOTE1 The knowledge management strategy generally includes:
a) identifying domains and their potential for the reapplication of knowledge;
b) plans for obtaining and maintaining knowledge, skills, and knowledge assets for their useful life;

c) characterization of the types of knowledge, skills, and knowledge assets to be collected and
maintained;

d) criteria for accepting, qualifying, and retiring knowledge, skills, and knowledge assets;

8 1 £ 1 1 1 1 11 111 11 11
eJ Pproecaurcs 101 CUIILT UL S CITAITZECS LU LT RIIOWICUZCE, SKIILS, dIIU KITOWICTUZET d55CLS5,

-

plans, mechanisms, and procedures for protection, control, and access to classified or sensitivé data
and information;

g) mechanisms for storage and retrieval.
NOTER  Knowledge management includes knowledge shared internally within the“organization and

knowledge that is shared outside the organization with stakeholders, acquirers, and’partners, subjecf to
intellelctual property and non-disclosure agreements.

2)

]

dentify the knowledge, skills, and knowledge assets to be managed-

]

3) Identify projects that can benefit from the application of the knowledge, skills, and knowlegige

apsets.
Sharelknowledge and skills throughout the organization. This activity consists of the following tagks.

1) Eptablish and maintain a classification for capturing and sharing knowledge and skills acrpss
the organization.

NOTERB  This classification includes expert, comnieh, and domain knowledge and skills, as well as lesspns
learned.

2) Cppture or acquire knowledge and.skills.

3) Make knowledge and skills accessible to the organization.
Sharelknowledge assets throGghout the organization. This activity consists of the following tasks.
1) Ektablish a taxonomy-to organize knowledge assets.

NOTE4  The taxonomy includes the following:

a] definitiofvof the boundaries of domains and their relationships to others;

b) domaint models capturing essential common and different features, capabilities, concepts, functigns;

c] “an architecture for a family of systems within the domain, including their common and diffejlent
features.

NOTES5 See ISO/IEC 26550 for more information on product line knowledge assets and
ISO/IEC/IEEE 42010 for knowledge assets on architecture frameworks, viewpoints, model kinds, views, and
models.

2) Develop or acquire knowledge assets.

NOTE 6 Knowledge assets include system elements or their representations (e.g. reusable code libraries,
reference architectures) architecture or design elements (e.g. architecture or design patterns), processes,
criteria, or other technical information (e.g. training materials) related to domain knowledge, and lessons
learned.
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3) Make knowledge assets accessible to the organization.
Manage knowledge, skills, and knowledge assets. This activity consists of the following t
1) Maintain knowledge, skills, and knowledge assets.

2) Monitor and record the use of knowledge, skills, and knowledge assets.

2023(E)

asks.

3) Periodically reassess the currency of technology and market needs of the knowledge assets.

6.3.1 Project planning process
6.3.1.1 Purpose
The purpose of the project planning process is to produce and coordinate effective and workfble plans.
This process determines the scope of the project management and technical activities, identifies process
oufputs, tasks and deliverables, establishes schedules for task conduct; including achievement criteria,
andl required resources to accomplish tasks. This is an on-goingjrocess that continues thijoughout a
praject, with regular revisions to plans. ISO/IEC/IEEE 16326 pyovides additional informationfon project
planning.
NO['E The strategies defined in each of the other processés’provide inputs and are integrated in|the project
plapning process. The project assessment and control proeess is used to assess whether the plans arefintegrated,
aligned, and feasible. Any revision to plans requires approval by the authority defined in the project nfanagement
plah.
6.3.1.2 Outcomes
Asp result of the successful performanceof the project planning process:
a) | objectives and plans are defingd;
b) | roles, responsibilities, accotintabilities, and authorities within the project are defined;
c) | performance and achievement criteria are defined;
d) | resources and seryices necessary to achieve the objectives are committed;
e) | plans for the.execution of the project are activated.
6.3.1.3 Activities and tasks
The follewing activities and tasks shall be implemented in accordance with applicable organization
policies and procedures with respect to the project planning process, |
a) Define the project. This activity consists of the following tasks.
1) Identify the project objectives, assumptions, and constraints.
NOTE 1 Objectives and constraints include strategic goals, performance and other quality

aspects, cost, schedule, and customer satisfaction. Each objective is identified with a level of detail that

permits selection, tailoring, and implementation of the appropriate processes and activities.

2) Define the project scope as established in the agreement.
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3)

4)

5)

b) Plan groject and technical management. This activity censists of the following tasks.

1y

2)

3)
4)

5)

6)

7)

NOTE 2 This includes all the relevant activities required to satisfy decision criteria and complete
the project successfully. A project can have responsibility for one or more stages in the complete system
life cycle. Planning includes defining appropriate actions for maintaining project plans, performing
assessments and controlling the project.

Define and maintain a life cycle model that is comprised of stages using the defined life cycle
models of the organization.

NOTE 3 ISO/IEC/IEEE 24748-1 provides detailed information regarding life cycle stages and the
definition of a representative life cycle model. See 5.5.2 and ISO/IEC/IEEE 24748-1 for information on
life cycle models and stages.

Establish appropriate breakdown structures.

NOTE 4 Each element is described with a level of detail that is consistent with identified risks
anld required visibility. Typical breakdown structures include work breakdown structurg) functignal
bijeakdown structure, system breakdown structure, and organizational breakdown stfueture. Relgqted
tajsks in the work breakdown structure are grouped into project tasks. PMI®1) Pra¢tice Standard|for
Work Breakdown Structures[®8] contains additional details.

Define and maintain the life cycle processes that will be applied on the project.
NOTE 5 These processes are based on the defined processes,‘of the organization (see [life
cycle model management process). The definition of the processes canvinclude the entry criteria; gxit
crjiteria; inputs; outputs; process sequence constraints (predecessor/successor relationships); prodess

cdncurrency requirements (what processes and tasks are workedconcurrently with other process gqrea
talsks or activities); and scope and cost parameters (for critically important cost estimation).

Define and maintain a schedule based on projectobjectives and work estimates.

NOTE 6 This includes definition of the @uration, relationship, dependencies, and sequenc¢ of
adtivities; achievement milestones; resources.employed; the reviews; and schedule reserves for risk
mpnagement necessary to achieve timely completion of the project.

Define achievement criteria for thellife cycle stage decision gates, delivery dates, and mdjor
dépendencies on external inputs.er outputs.

Define project performancecriteria.
Dgfine the costs and plan a budget.

NOTE 7 Costs.are based on the schedule, labour estimates, infrastructure costs, procuremnent
it¢ms, acquired service and enabling system estimates, and budget reserves for risk management.

Define rolesgresponsibilities, accountabilities, and authorities.
NOTE 8 This includes defining the project organization, staff acquisitions, and the development

of] staff-skills. Authorities include, as appropriate, the legally responsible roles and individuals, [e.g.
dd sign authorization, safetv authorization, and award of certification or accreditation

Define the infrastructure and services required.

NOTE 9 This includes defining the capacity needed, its availability and its allocation to project
tasks. Infrastructure includes facilities, tools, communications, and information technology assets. The
requirements for enabling systems for each life cycle stage are also specified.

Plan the acquisition of materials and enabling system services supplied from outside the
project.

1) PMI® is a trademark of Project Management Institute. This information is given for the convenience of users of
this document and does not constitute an endorsement by ISO of the product named.

44

© ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved


https://iecnorm.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

NOTE 10 This includes, as necessary, plans for solicitation, supplier selection, acceptance, contract

administration, and contract closure. The agreement processes are used for the planned acq

uisitions.

NOTE 11 The ISO/IEC 27036 series provides guidance for acquisition of infrastructure and

services.

8) Generate and communicate a plan for project and technical management and
including reviews.

execution,

NOTE 12 Technical planning for the system is often captured in a systems engineering
management plan (SEMP), see ISO/IEC/IEEE 24748-4, or a software engineering management plan.

6.3

6.3

Th
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IEC/IEEE 24748-5.
NOTE 13 The strategy activities and tasks from each of the other processes provide
are integrated in the project planning process. The project assessment and conttol proces
help ensure that the plans are integrated, aligned, and feasible.

Activate the project. This activity consists of the following tasks.

1) Obtain authorization for the project.
NOTE 14 The portfolio management process provides the’authorization.

2) Submit requests and obtain commitments for necessary)yesources to perform the pr

3) Implement project plans.
.2 Project assessment and control process

.2.1 Purpose

e purpose of the project assessment and“control process is to assess if the plans are al
sible; determine the status of the project, technical and process performance; and direct
help ensure that the performance is‘according to plans and schedules, within projected h
isfy project objectives.

uirements, plans, and overall strategic objectives. Information is provided for managem

when significant variances are detected. This process also includes redirecting the project act

tas|
or

6.3

ks, as appropriate,¢o'correct identified deviations and variations from other technical m3
echnical processes. Redirection may include re-planning as appropriate.

.2.2 Outcomes
h resultof the successful performance of the project assessment and control process:

performance measures or assessment results are available;

n, see 1SO/

inputs and
5 is used to

oject.

igned and
execution
udgets, to

s process evaluates, peripdically and at major events, the progress and achievemenlts against

ent action
ivities and
nagement

adequacy of roles, responsibilities, accountabilities, authorities, and resources is assessed;

technical progress reviews are performed;

deviations in project performance from plans are analysed;

affected stakeholders are informed of project status;

corrective action is directed when project performance or achievement is not meeting ta

project replanning is initiated, as necessary;

rgets;

project action to progress (or not) from one scheduled milestone, decision gate or event to the next

is authorised.
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6.3.2.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization
policies and procedures with respect to the project assessment and control process.

a) Plan for project assessment and control. This activity consists of the following task:

1) Define the project assessment and control strategy.

b) Asses

1y
2)

3)

4)

5)

6)

7)

8)

9)

NOTE 1

The strategy identifies the expected project assessment and control activities, including

planned assessment methods and timeframes as well as necessary management and technical reviews.

A

A
fe

A
Cq

A

N
rd
re

A

N

This task includes evaluating the reuse of existihg processes and infrastructure resources,

Cd

A

N
te
ar
to
re

C

N
th
ay
cl
IS

5 the project. This activity consists of the following tasks.
5sess alignment of project objectives and plans with the project context.

bsess management and technical plans against objectives to determinecadéquacy 3
asibility.

bsess project and technical status against appropriate plans to determine actual and projec
st, schedule, and performance variances.

bsess the adequacy of roles, responsibilities, accountabilities, and authorities.

DTE 2 This includes assessment of the adequacy of personnel competencies to perform pro
les and accomplish project tasks. Objective measures are usedwherever possible, e.g. efficienc
source use, project achievement.

bsess the adequacy and availability of resources.

DTE 3 Resources include infrastructure, personnel, funding, time, or other pertinent ite
nfirming that intra-organizational commitmeérits are satisfied.

5sess progress using measured achievement and milestone completion.

DTE 4 This includes collecting and evaluating data for labour, material, service costs,
chnical performance, as well asxother technical data about objectives, such as affordability. Th
e compared against measures'of achievement. This includes conducting effectiveness assessmg
determine the adequacy pfithe evolving system against requirements. It also includes assessing
adiness of enabling systems’to deliver their services when needed.

nduct required management and technical reviews, audits, and inspections.

e next stage,of‘the life cycle or project milestone, to help ensure that project and technical objecti
e being meét, or to obtain feedback from stakeholders. These reviews, audits, and inspections

bsely coerdinated with the quality assurance process. For more information on technical reviews
0/1EC/IEEE 24748-8.

MG s critical , hnologi
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DTE 5 These are formal or informal, and are conducted to determine readiness to proceed to

Ves
are
see

NOTE 6 This includes identifying and evaluating technology maturity and feasibility

te

M

NOTE 7

chnology insertion.

ake recommendations based on measurement results and other project information.

of

Measurement results are analysed to identify deviations, variations, or undesirable

trends from planned values that include potential concerns, and to make appropriate recommendations
for corrective, preventive, adaptive, additive, or perfective actions. This includes, where appropriate,
statistical analysis of measures that indicates trends, e.g. fault density to indicate quality of outputs,

di

stribution of measured parameters that indicate process repeatability.

10) Record and provide status and findings from assessment tasks.
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11) Monitor process execution within the project.

NOTE 8 This includes the analysis of process measures and review of trends with

respect to

project objectives. Any improvement actions identified would be handled through the quality assurance

process or the life cycle model management process.

c) Control the project. This activity consists of the following tasks.

1y

Initiate necessary actions needed to address identified issues.

NOTE 9
arractiva nravantivza ond nrahbla

racaolution o ctionc ganarally wogiiien

Thls occurs when project or technical achievement is not meeting planned targets. This

6.3.

6.3.

Th

2)

3)

4)

3.1 Purpose

nda ionc A
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or reassignment of personnel, tools, and infrastructure assets and often impact the cost)
technical scope or definition. Actions sometimes require changes to the implementationian
of the life cycle processes.

NOTE 10
Initiate necessary project replanning.

NOTE 11 The project planning process is invoked for replanining when project ol
constraints have changed, or when planning assumptions are shown\to be invalid.

NOTE 12 Any change that requires a change to the agréement between acquirer a
invokes the acquisition and supply processes.

Initiate necessary change actions when there is a:contractual change to cost, time,
due to the impact of an acquirer or supplier request.

NOTE 13 This includes consideration of medified terms and conditions for supply @
new supplier selection, which invokes the acguisition and supply processes.

Authorise the project to proceed toward the next milestone, decision gate, or event,

NOTE 14 The decision management process is used to reach agreement on milestone
gate completion.

Decision management process

Actions are recorded and reviewed to confirm their adequacy and-timelinesg.

replanning
chedule, or
] execution

jectives or

hd supplier

or quality

r initiating

fjustified.

or decision

e purpose of the décision management process is to provide a structured, analytical frampework for

obj

ectively identifying, characterizing, and evaluating a set of alternatives for a decision at a
life cycle and.select the most beneficial course of action.

1y point in

r decisions

impact, programmatlc constralnts regulatory 1mpllcat10ns technical performance characterlstlcs critical
quality characteristics, SoS considerations, and risk). Results of these comparisons are ranked, via a suitable
selection model, and are then used to decide on an optimal solution. Key study data (e.g. assumptions and
decision rationale) are typically managed to inform decision-makers, re-justify the decision in the future, and
support future decision-making.

NOTE 2  When it is necessary to perform a detailed assessment of a parameter for one of the criteria, the
system analysis process is employed to perform the assessment.
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6.3.3.2 Outcomes

As a result of the successful performance of the decision management process:

a)
b)
‘)
d)

6.3.3.3 Lctivities and tasks

decisions requiring alternative analysis are identified;

alternative courses of action are evaluated;

a preferred course of action is selected;

the resolution, decision rationale, and assumptions are recorded.

The following activities and tasks shall be implemented in accordance with applicable prganization

policies arjd procedures with respect to the decision management process.

a) Prepafe for decisions. This activity consists of the following tasks.

b)

48

1y

2)

3)

Analyfpe the decision information. This activity consists of the following tasks.

1y

2)

3)

4)

Dgfine a decision management strategy.
NOTE 1 A decision management strategy includes the identificdtign of roles, responsibilitfies,
adcountabilities, and authorities. It includes the identification of decision eategories and a prioritization
sdheme. Decisions often arise as a result of an effectiveness assessment, a technical trade-off, a problem
ngeding to be solved, an action needed as a response to risk exceeding the acceptable threshold, ¢r a
ng¢w opportunity or approval for project progression to the next life cycle stage. Organization or project
gyidelines determine the level of rigor and formality to apply®o the decision analysis.
Identify the circumstances and need for a decisions

NQTE 2 Problems or opportunities and the alternative courses of action that will resolve their
oUtcome are recorded, categorised, and reported.

Involve relevant stakeholders in the decision-making to draw on experience and knowledggd.

Se¢lect and declare the decision management strategy for each decision.

NOTE 3 The level of rigor required to resolve these problems or opportunities is determined, as
wEll as the data and system analysis needed for evaluating the alternatives.

Dgtermine desiredroutcomes and measurable selection criteria.

—

NOTE 4 The desired value for all quantifiable criteria and the threshold value(s) beyond which
thle attribute”will be unsatisfactory are determined. Typically, weighting factors for all criteria [are
dgtermined.

Identifythe trade space and alternatives.

N\ml"l" e 1 1 £ 1o s SRR | A ET IR 1 " |
UILJ I d 1dI'gC ITUIIUTT Ul dILCTIIAdUIVES  TXISL, LTy dI'T YUdIILdUIVElLy SUITTIITU LU TTU ce

alternatives to a manageable number for further detailed system analysis. This screening is often based
on qualitative assessments of such factors as risk, cost, schedule, and regulatory impacts. This includes
new design parameters, different architecture characteristics, SoS considerations, range of values for
critical quality characteristics as well as risks and opportunities.

Evaluate each alternative against the criteria.

NOTE 6 The system analysis process is used, as necessary, to quantify specific criteria for each
trade-off alternative to be evaluated. This includes new design parameters, different architecture
characteristics, SoS considerations, and range of values for critical quality characteristics. The system
analysis process assesses the range of parameter variations to obtain a sensitivity analysis for each of
the trade-off alternatives evaluated. These results are used to establish the feasibility of the various
trade-off alternatives.
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hat permits

y resolved,
Fessed, and

the risks

c¢) Make and manage decisions. This activity consists of the following tasks.
1) Determine preferred alternative for each decision.
NOTE 7 Alternatives are evaluated quantitatively, using the selection criteria. The selected
alternative generally provides an optimization of, or improvement in an identified decision.
2) Record the resolution, decision rationale, and assumptions.
3) Record, track, evaluate, and report decisions.
NOTEQ Thic includes rocards of pvnh]nmc and nppr\vl‘nnif‘inc’ -)rr‘r\nni'a]r\l']if'y for f]re dECISIOl’l,
and disposition, as stipulated in agreements or organizational procedures and in a mannert
auditing and learning from experience.
NOTE 9 This allows the organization to confirm that problems have beeneffective
adverse trends have been reversed, unanticipated risks and consequences have'been add
opportunities have been exploited.
6.3.4 Risk management process
6.3.4.1 Purpose
The purpose of the risk management process is to identify, analyse, treat, and monitor
corptinually.

The risk management process systematically addresses“uncertainty throughout the life

sy9

tem product or service towards achieving objectives:

NO['E In Clause 3, risk is defined as the “effect of ihcertainty on objectives”. Consequently, risks c

PoS

itive or negative. However, in common usage, tisk generally means a negative effect. This doc

compmon interpretation of risk where there is a negative effect. When the effect is positive, it is often

an
add

6.3
As
a)
b)
‘)
d)
e)

itional guidance is provided in notes in the risk management process activities and tasks.

4.2 Outcomes

a result of the successful pérformance of the risk management process:
risks are identified,;

risks are analysed;

risk treatments are selected;

appropriate treatments are implemented;

risks/are evaluated to assess changes in status and progress in treatment;

cycle of a

hin be either
ment uses
considered

ppportunity. The risk management activitiés'defined below can easily be adapted to also cover opportunities;

f)

6.3

risk profile 1s maintained.

4.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization

pol

NOTE 1

icies and procedures with respect to the risk management process.

ISO/IEC/IEEE 16085 provides a more detailed set of risk management activities and tasks and is

aligned with ISO 31000 and ISO Guide 73. ISO 9001:2015, Clause A.4 provides additional risk-based thinking to
address preventive action with respect to quality management.

a)

Plan risk management. This activity consists of the following tasks.
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b)

1) Define the risk management strategy.

NOTE 2

The strategy typically defines the scope of the risk management process, risk management

approach, and risk criteria, measures, parameters, rating scale, and treatment alternatives. This includes a
description of the risk management process at all levels of the supply chain and describes how risks from all
suppliers will be raised to the next level(s) for incorporation in the project risk management process.

NOTE 3

To additionally cover the management of opportunities, the strategy can include opportunities in

the scope and approach, as well as define the opportunity criteria, measures, parameters, rating scale, and
treatment alternatives.

2) Define and record the context of the risk management process.

NOTEH#

This includes the identification of the stakeholders and description of their perspectiyes,

risk cptegories, and a description (perhaps by reference) of the technical and managerial’ objectiyes,
assumpptions, and constraints. The risk categories include the relevant technical areas of fhe“system and

facilitate identification of risks across the life cycle of the system.

NOTE|

Opportunities provide potential benefits for the system or project. Eacly of the opportunities

pursug¢d have associated risks that detract from the expected benefit. This includes the risks associgted

with not pursuing an opportunity, as well as the risk of not achieving the effects‘ofithe opportunity.
Maintiain the risk profile. This activity consists of the following tasks:

1) Define and record the risk thresholds and conditions.

NOTE 6

are copsidered.

2) Efstablish and maintain a risk profile.

NOTE[7

Theurisk profile is updated and baselined periodically. Updates are typically made when there are

Risk (and opportunity) thresholds define the levels at wihich the appropriate treatment strategies

A risk profile includes:

description of the risk;

the risk’s likely causes and events;

possible consequences of the rigk;

the risk's severity of consequences;

the risk’s likelihood of océurrence;

the risk's likelihoad'of detection in the case the risk become an issue;
the risk's thresholds and conditions;

the risk's eurrent state;

the risk's‘current treatment, or contingency strategy or plan;

the-risk's history.

changes in:

NOTE 8

the risk management context;
a new risk is identified;

any change in an existing risk’s information.

When addressing opportunities, typically one profile is used for both risks and opportunities to

gain a better understanding of the overall contingencies.

3) Periodically provide the relevant risk profile to stakeholders.

c) Analyse risks. This activity consists of the following tasks.

50
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1) Identify risks in the categories described in the risk management context.

NOTE9 Risks are commonly identified through various analyses, such as safety, reliability,

assurance,

producibility, and performance analyses; technology, architecture, integration, and readiness assessments;
measurement reports; and trade-off studies. Sometimes, these risks are identified early in the life cycle and
continue into the utilization, support, and retirement of the system. Additionally, risks are often identified

through the analysis of measures associated with system goals, e.g. measures of effectiveness o
of performance. See IEC 31010 which includes several methods for identifying risks.

2) Estimate the likelihood of occurrence and consequences of each identified risk.

r measures

3) Evaluate each risk against its risk thresholds.

4) Define and record recommended treatment strategies and measures for eachrisk th
its risk threshold.

NOTE 10 Risk treatment strategies include, but are not limited to, eliminating’the risk, r

bt exceeds

bducing its

likelihood of occurrence or severity of consequence, or accepting the risk. Opportunity treatmenj strategies

include pursuing or exploiting the opportunity, deferring, or monitorings Treatment strategi
include taking or increasing risk to pursue an opportunity. Measure$, provide information
effectiveness of the treatment alternatives.

Treat risks that exceed their risk threshold. This activity consists of the following tasks.
1) Identify recommended alternatives for risk treatment:

2) Define measures for determining the effectiveness of risk treatments.

3) Implement selected risk treatments.

NOTE 11 Typically, the implemented alternative can be the one for which the stakeholders def
actions taken will make a risk acceptable. Ifthere is more than one alternative with acceptable]
decision criteria are established and applied to choose the best alternative.

4) Coordinate management action for selected risk treatments.

NOTE 12 Further information‘can be found in 6.3.2.

Monitor risks. This activity consists of the following tasks.

1) Continually monitor all risks and the risk management context.

NOTE 13 Wheényrisks change their state, the changes are captured and the risks are re-evaly
that exceed thresholds are considered as high priority and are continually monitored to deter

future risktreatment actions are necessary.

2) Implement and monitor measures to evaluate the effectiveness of risk treatments.

bs can also
about the

ermine the
risk levels,

ated. Risks
mine if any

3}/ Continually monitor for the emergence of new risks and sources throughout the life

cycle.

6.3.5 Configuration management process

6.3.5.1 Purpose

The purpose of the configuration management process is to manage system and system element
configurations over their life cycle.

Managing includes establishing and maintaining consistency, integrity, traceability, and control.
Configurations include products and their product configuration information.
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6.3.5.2 Outcomes

As a result of the successful performance of the configuration management process:

a)
b)
‘)
d)
e)
f)

6.3.5.3 Activities and tasks

system and system element configurations are managed;
configuration baselines, including approved configurations, are maintained;
changes to items under configuration management are controlled;

configuration status information is available;

required configuration audits are completed;

systemn releases are approved.

The followWing activities and tasks shall be implemented in accordance with applicable organizatjion

policies arfd procedures with respect to the configuration management process.

a)

b)

52

Prepdre for configuration management. This activity consists of the following tasks.
1) Define a configuration management strategy.

NOTE1 This includes details covering:

[<5)

roles, responsibilities, accountabilities, and authorities}

o

management of changes to items under configuration management, including dispositions, accss,
blease, and control;

—

LOJ

the necessary baselines to be established;

o

the locations and conditions of storage, the storage media and their environment, in accordapnce
ith designated levels of integrity, seeurity, and safety;

=

the criteria or events for commeéncing configuration control and maintaining baselines of evolying
nfigurations;

Q Aml

f] the audit strategy and the responsibilities for assessing continual integrity and security of [the
bnfiguration definitien\information;

(@]

change management, including any planned configuration control boards, regular and emergency
hange requests,and procedures for change management;

O 09

h) coordination across the applicable stakeholders, including the set of acquirer, supplier, and sugply
chain prganizations, as well as interacting organizations in an SoS environment.

NOTE 2\ The strategy covers the life of the system, or the extent of the contract, as appropriate.

NOTE 3  Additional guidance regarding configuration management activities can be found in ISO 10007,
IEEE Std 828, SAE EIA-649, STANAG 4427, and SAE ARP4754A.

2) Define the archive and retrieval approach for items under configuration management, as well
as configuration management artefacts and data.

NOTE4  This includes data retention procedures that need to be aligned with the information
management process.

Perform configuration identification. This activity consists of the following tasks.

1) Identify the system elements and artefacts that need to be under configuration management.
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NOTE 5

Items under configuration management are often called configuration items. They receive special

attention. They are often the subject of reviews and configuration audits. Iltems subject to configuration
management usually include requirements, models, product and system elements, services, and baselines.

2) Identify the configuration data to be managed.
NOTE 6
3) Establish unique identifiers for the items under configuration management.

NOTE 7

This includes the relationships between system elements as well as the associated data.

Items are distinguished by unique identifiers or markings. The identifiers are in accordance with

relevant standards and product sector conventions, such that the items under configuration
unambiguously traceable to their specifications or equivalent, recorded descriptions. The 1SO
series includes requirements for unique identification of IT assets that are configurationdtems.

4) Define baselines through the life cycle.

NOTE 8 Baselines capture the evolving configuration states of system elements at designat
under defined circumstances. The content for the baselines is developed thrdugh the technica
but is formalised at a point in time through the configuration management ptocess. Baselines for
for the next change.

5) Obtain applicable stakeholder agreement to establish a baseline.

NOTE9 The project assessment and control process is used-to reach agreement.

6) Approve and track system or system element releases.

NOTE 10 The purpose of a release is to authorise the use of a system or system element fo
purpose, with or without restrictions. Examples-are'releases for tests or for operational use.

NOTE 11 Releases generally include a setrof changes. These changes are made through th
processes and then verified or validated<through the verification and validation processes. Af
release generally includes acceptance of'the verified and validated changes.

Perform configuration change management. This activity consists of the following tasks

NOTE 12 Configuration change management establishes procedures and methods for managin|
a baseline once it is established. This is sometimes referred to as configuration control.
1) Identify and record requests for change and requests for variance.

NOTE 13 A request for variance is sometimes referred to as a deviation, waiver, or concession.

2) Coordinate, evaluate, and disposition requests for change and requests for variance

NOTE14” This includes an impact assessment of proposed changes, including impact on pr
costs; benefits, risks, quality, and schedule. A decision is made on whether to implement or close
request.

control are
IEC 19770

bd times or
processes,
m the basis

' a specific

e technical
proval of a

b change to

ject plans,
the change

3) Submit requests for review and approval.

NOTE 15 Requests for change and requests for variance are often under the formal control of a

configuration control board (CCB). Evaluation includes analysis of need versus impact.

4) Track and manage approved changes to the baseline, requests for change, and requests for

variance.

NOTE 16 This task involves prioritization, tracking, scheduling, and closing changes. Changes are then
made through the technical processes. These changes are verified or validated through the verification and

validation processes, to help ensure that the approved changes have been made.
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NOTE 17 Itis good practice to record the rationale for changes.
d) Perform configuration status accounting. This activity consists of the following tasks.

1) Develop and maintain the configuration management status information, for system elements,
baselines, and releases.

NOTE 18 Configuration status accounting provides the data on the status of controlled products or services
needed to make decisions regarding system elements throughout the product life cycle. This includes taking
into account the nature of the items under conflguratlon control Conflguratlon descrlptlons conform, where

traceability to other conflguratlon states. The ratlonale for the baselines and releases and associg
authorizations in configuration data are generally recorded. Configuration records are maintained.thropgh
the system life cycle and then archived taking into account agreements, relevant legislation, or bestindugtry
practige.

NOTE[19 The recording, retrieval, and consolidation of the current configuration statusvand the stdtus
of all [preceding configurations to confirm information correctness, timeliness, integrity, and secutity

is mapaged. Audits are performed to verify conformance of a baseline to drawings, interface control
docunjents, and other agreement requirements.

2) Cppture, store, and report configuration management data.

e) Perform configuration verification and audit. This activity consistsof the following tasks.

1y

et

dlentify the need for configuration and configuration management verification activities and
apdits.

NOTERO The configuration management process works in“conjunction with the verification proces$ to
identify and perform the verification activities.

2) Verify the product or service configuration@neets the configuration requirements.

NOTER1 Thisis performed by comparing requirements, constraints, and waivers (variances) with resfilts
of forral verification activities.

3) Monitor the incorporation of approved configuration changes.

4) Perform configuration apd configuration management verification activities and audits to|es-
iblish product baselines:

ot

NOTER2 Typical auditginclude the functional configuration audit (FCA) that is focused on functional aind
perforimance capabilitiesyand the physical configuration audit (PCA) that is focused on system conformajnce
to opprational and‘\‘configuration information items. The verification process is used to perfgrm
configuration verification and audits.

isposition action items.

5) R}ecord the configuration management audit and other configuration evaluation results andl
d

6.3.6 Information management process

6.3.6.1 Purpose

The purpose of the information management process is to generate, obtain, confirm, transform, retain,
retrieve, disseminate, and dispose of information for designated stakeholders.

Information management plans, executes, and controls the provision of information for designated
stakeholders that is unambiguous, complete, verifiable, consistent, modifiable, traceable, and
presentable. Information includes technical, project, organizational, agreement, and user information.
Information is often derived from data records of the organization, system, process, or project.
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6.3.6.2 Outcomes

As a result of the successful performance of the information management process:

banization

ation items

rent points

e cycle and
slation are

rivacy, e.g.
hd patents.
knowledge

al, textual,
onstraints,
, are taken
bunt policy,

alternative

a) information to be managed is identified;
b) information representations are defined;
c) information is managed;
d) the status of information is identified;
e) | information is available to designated stakeholders.
6.3.6.3 Activities and tasks
The following activities and tasks shall be implemented in accordance with @applicable or
policies and procedures with respect to the information management process:
NOFE1 ISO/IEC/IEEE 15289 summarises requirements for the content of liféCycle process inform
(dofumentation) and provides guidance on their development.
a) | Prepare for information management. This activity consists ofthe following tasks.
1) Define the strategy for information management.
NOTE 2 Information about the same topic cande developed in different ways at diffe
in the life cycle and for different audiences.
2) Define the items of information that will be{managed.
NOTE 3 This includes the information that will be managed during the system lif
possibly maintained for a defined perioed’beyond. Organizational policy, agreements, or leg
taken into account.
3) Designate authorities and responsibilities for information management.
NOTE 4 Due regardvis paid to information and data legislation, security and p
ownership, agreement (restrictions, rights of access, data rights, intellectual property a
Where restrictions or;constraints apply, information is identified accordingly. Staff having
of such items of inforration are informed of their obligations and responsibilities.
4) Define the ¢ontent, formats, and structure of information items.
NOTE 5 The information originates and terminates in many forms (e.g. audio-visy
graphical, numerical) and media (e.g. electronic, printed, magnetic, optical). Organization ¢
e.g( infrastructure, inter-organizational communications, and distributed project working;
into account. Relevant information item standards and conventions are used taking into acc
agreements, and legislation constraints.
5—Defimemformatiomr maiterance actios:
NOTE 6 Information maintenance includes status reviews of stored information for integrity,
validity, and availability. It also includes any needs for replication or transformation to an
medium, as necessary, either to retain infrastructure as technology changes so that archived media can
be read or to migrate archived media to newer technology.
b) Perform information management. This activity consists of the following tasks.

1y

Obtain, develop, or transform the identified items of information.

NOTE 7

This includes collecting the data, information, or information items from appropriate

sources (e.g. resulting from any life cycle process), and writing, illustrating, or transforming it into
useable information for stakeholders. It includes reviewing, validating, and editing information per

information standards.
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2)

3)

4)

5)

6.3.7

6.3.7.1

Maintain information items and their storage records, and record the status of information.

NOTE 8 Information items are maintained in accordance with their integrity, security, and
privacy requirements. The status of information items is maintained (e.g. version description, date of
issue or validity date, record of distribution, security classification). Legible information is stored and
retained in such a way that it is readily retrievable.

NOTE 9 The source data and tools used to transform information, along with the resulting
documentation is placed under configuration control in accordance with the configuration management
process. ISO/IEC/IEEE 26531 provides information on requirements for content management systems
useful for life cycle information and documentation.

Publish, distribute, or provide access to information to designated stakeholders.
NOTE 10 Information is provided to designated stakeholders in an appropriate form, as required
by agreed schedules or defined circumstances. Information items include official documentation used
foIr certification, accreditation, licence, or assessment ratings, as required.
Atchive designated information.

NDTE 11 Archiving is done in accordance with the audit, knowledge/retention, regulatpry,
agreement, and project closure purposes. The media, location, and protection of the information
arle selected in accordance with the specified storage and retrieval ‘periods, taking into account

orﬂ?anizational policy, agreements, and legislation. Arrangements aré\put in place to retain necessary
information items after project closure.

Dispose of unwanted, invalid, or unvalidated information?

NPTE 12 Legislative rules, organization policy, and-Security and privacy requirements are taken
infto account.

Mpgasurement process

Purpose

The purpdse of the measurement process is to collect, analyse, and report objective data and informatfion
to supporf effective management and address information needs about the products, services, gnd

processes

6.3.7.2

As a resulf of the successful performance of the measurement process:
a) information needs.are identified;
b) an appropriate set of measures, based on the information needs, are identified or developed;

c) required data is managed;

Dutcomes

d) the datais analysed and the results interpreted;

e) measurement results provide objective information that support decisions.

6.3.7.3

Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization
policies and procedures with respect to the measurement process.

NOTE 1

ISO/IEC/IEEE 15939 provides a more detailed set of measurement activities and tasks that are aligned

with the activities and tasks shown below.

NOTE 2

ISO 9001:2015, 7.1.5 specifies quality management system requirements for measurement and

monitoring of processes and products.
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a) Prepare for measurement. This activity consists of the following tasks.
1) Define the measurement strategy.
2) Describe the characteristics of the organization that are relevant to measurement.
3) Identify and prioritise the information needs.

NOTE 3 The information needs are based on the organization's strategic objectives, the project
objectives, identified risks, and other items related to project decisions.

43— Sseleclandspecilyymeasuresthat satishy the informationpeeds

5) Define data collection, analysis, access, and reporting procedures.

6) Define criteria for evaluating the information items and the measurement process.
7) Identify and plan for the necessary enabling systems or services to be Gsed.

8) Obtain or acquire access to the enabling systems or services to be uSed.

b) | Perform measurement. This activity consists of the following tasks.

1) Integrate procedures for data generation, collection, analysis, and reporting into tHe relevant
processes.

NOTE 4 Some of these required changes are integrated into other life cycle processeg.

2) Collect, store, and verify data.

3) Analyse data and develop information items.

4) Record results and inform the measurement users.
NOTE 5 The measurement analyses results are reported to relevant stakeholders |n a timely,
usable fashion to support decisign=making and assist in corrective, preventive, adaptive, additive, and
perfective actions; risk management; and improvements. Results are reported to decisjon process

participants, technical and @anagement review participants, and product and process injprovement
process owners.

6.3.8 Quality assurance-process

6.3.8.1 Purpose

The purpose efithe quality assurance process is to help ensure the effective applicatjon of the
organization's_quality management process to the project.

QA|focuses on providing confidence that quality requirements are fulfilled. Proactive analysis of the
praject life cycle processes and outputs is performed to help ensure that the product being produced

or tha corvica hainag davalanad ic af+ha dacivrad auqlityy and that arganigzatinn and nraiact “JllCleS and
eRe-Serviceneg-aeveropeaiSoeittne-aesreaquardty = ) Pproject

procedures are followed.

NOTE Establishing an assurance case (see 5.10) can be applied to guide QA activities and to help ensure
critical quality characteristics are considered.

6.3.8.2 Outcomes

As aresult of the successful performance of the quality assurance process:

a) QA procedures, including criteria and methods for QA evaluations, are implemented;

b) evaluations of products, services, and processes are performed, consistent with quality

management policies, procedures, and requirements;
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c) results of evaluations are provided to relevant stakeholders;
d) incidents are resolved;
e) prioritised problems are treated.

NOTE Outcomes a) through d) align with the outcomes of the quality management process.

6.3.8.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization
policies ard procedures.

a) Prepadre for quality assurance. This activity consists of the following tasks.

1) Dlefine a QA strategy.

NOTE1 The strategy is consistent with the quality management policies, objegtives, and procedufes;
and includes:

project QA procedures;

Aml

b) defined roles, responsibilities, accountabilities, and authorities;

(g

] activities appropriate to each life cycle process;

o

activities appropriate to each supplier (including subcontractors);

CDJ

required verification, validation, monitoring, measurément, inspection, and test activities spedific
the product or service;

ot

-

] criteria for product or service acceptance and evaluation criteria and methods for process, prodjict,
and service evaluations.

2) Eptablish independence of QA from other life cycle processes.

NOTER  Resources for QA are often as§signed from distinct organizations for independence from project
management.

b) Perfofm product or service evaluations. This activity consists of the following tasks.

1) Epaluate products,aid services for conformance to established criteria, contracts, standaids,
ahd regulations.

NOTERB  This includes system quality requirements that are derived from the stakeholder needs and
requirements definition and system requirements definition processes. See ISO/IEC 25010 for mjore
infornjation.

2) Perform verification and validation of the outputs of the life cycle processes to determine cpn-

IR .
f III4dIICtT tU SPTLITITU I TYUIL ClllClltb.

c) Perform process evaluations. This activity consists of the following tasks.
1) Evaluate project life cycle processes for conformance.
2) Evaluate tools and environments that support or automate the process for conformance.

3) Evaluate supplier processes for conformance to process requirements.

NOTE4  Typically, items such as a collaborative development environment, process measures that
suppliers are required to provide, or a risk process that suppliers are required to use are considered.
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d) Manage QA records and reports. This activity consists of the following tasks.
1) Create records and reports related to QA activities.

NOTES5 Records and reports are created using the information management process and taking into
account organizational, regulatory, and project requirements.

2) Maintain, store, and distribute records and reports.

3) Identify incidents and problems associated with product, service, and process evaluations.

NOTE 6  This includes the capture of lessons learned and the conduct of surveillance reviewg of process
implementation through the supply chain.

e) | Treatincidents and problems. This activity consists of the following tasks.

NOTE7 In the terminology of quality management, problems are often described’as “non-copformities”
which, if left untreated, can cause the project to fail to meet its requirements.

NOTE 8 For additional information and examples of problem categories‘@nd priority classifigations, see
ISO/IEC/IEEE 24748-1:2018, Annex G.

1) Incidents are recorded, analysed, and classified.

2) Incidents are resolved or elevated to problems.

3) Problems are recorded, analysed, and classified.

NOTE9  Analysis results include potential treatyient options.

4) Treatments for problems are prioritised’and implementation is tracked.

NOTE 10 Implementation is done in thedechnical processes after initiation by the project assepsment and
control process.

5) Trends in incidents and problems are noted and analysed.
6) Stakeholders are informed of the status of incidents and problems.

7) Incidents and problems are tracked to closure.

6.4 Technical processes

6.4.1 Business or mission analysis process

6.4.1.1~ ‘Purpose

Th plirpose of the business or mission analysis process is to define the averall strategilc prob]em
or opportunity, characterize the solution space, and determine potential solution class(es) that can
address a problem or take advantage of an opportunity.

NOTE1 The organizational strategy and concept of operations of the organization(s) with a potential need
for the system solution establishes the context within which the business or mission analysis is performed. The
organizational concept of operations reflects the leadership's intended way of operating the organization. It
describes the organization’s assumptions and how it intends to use the system to be developed, existing systems,
and possible future systems in support of an overall operation or series of operations of the business. In the case
that the organization is the Sol, the organization’s strategy is part of the system definition.
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NOTE 2

NOTE 3

In some domains, this relates to the concept of identifying and analysing capabilities that are needed
or desired by the organization. This process focuses on the necessary capabilities and interacts with the portfolio
management process for identifying the trade space that can address the capability. The identified problems or
opportunities are often translated into target capabilities. As applicable within a given domain, the problem or
opportunity space includes the target capabilities.

Business or mission analysis is part of the activities of concept definition - the set of systems
engineering activities in which the problem space and the needs of the business or enterprise and stakeholders
are closely examined.

6.4.1.2 Outcomes

As a resulf of the successful performance of the business or mission analysis process:

a)
b)
c)
d)
e)
f)
g)

6.4.1.3

The following activities and tasks shall be implemented in accordance with applicable organizat
policies arfd procedures with respect to the business or mission analysis process.

a) Prepalre for business or mission analysis.This activity consists of the following tasks.

b)

60

the prjoblem or opportunity space is defined;

preli
alternfative solution classes are analysed;

the prieferred alternative solution class(es) are selected;

enabling systems or services needed for business or mission analysis are available;

tracegbility of strategic problems and opportunities and the-preferred alternative solution clas
is estgblished.

1y

2)

3)

4)

the s:[ution space is characterized;

inary operational concepts and other concepts in the life cycle stages are defined;

Activities and tasks

Review changes to the organization strategy and concept of operations to identify poten

SES

jon

fial

problems and opportunities with respect to desired organization mission(s), vision, goals, and
objectives.

NOTE 1 This includes identified deficiencies or gaps in existing capabilities, systems, produlcts,
olf services.

Define the business or mission analysis strategy.

NOTE 2 This includes the approach to be used to identify and define the problem space,
characterize'the solution space, and select a solution class.

Identify and plan for the necessary enabling systems or services needed to support busines§ or
IT iDDiUll dlld]l_ybib.

NOTE 3 This includes identification of requirements and interfaces for enabling systems.
Enabling systems for business or mission analysis include the business systems and repositories of the
organization.

Obtain or acquire access to the enabling systems or services to be used.

NOTE 4 The validation process is used to objectively confirm that the enabling system achieves

its intended use for its enabling functions.

Define the problem or opportunity space. This activity consists of the following tasks.

1y

Analyse the problems and opportunities in the context of relevant trade-space factors.
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NOTE 5 This analysis is focused on understanding the scope, basis, or drivers of the problems or
opportunities, as opposed to the synthesis that is the focus of system analysis and decision management
needed for trade-off studies. The focus here includes changes in mission requirements, business needs
and opportunities, capabilities, performance improvement, or lack of existing systems, security and
safety improvement, factors such as cost and effectiveness, regulation changes, user dissatisfaction,
and PESTEL (political, economic, social, technological, environmental, and legal) factors. This can be
accomplished through external, internal, or SWOT (strengths, weaknesses, opportunities, and threats)

analyses.

NOTE 6
decisions.

The outputs of the analysis are considered as part of the portfolio m

anagement

2)

3)

Characterize the solution space. This activity consists of the following tasks.

1y

2)

Define the mission, business, or operational problem or opportunity to be addre
solution.

NOTE 7 This definition includes the context, any key parameters, and critical busin
measures without regard to a specific solution, since the solution can be an operational chan
to an existing product or service, or a new system.

Prioritise the potential problem or opportunity against other business needs.

NOTE 8 This task attempts to develop an understanding oftherelative importance off
this new business need (the problem or opportunity) versus other'business needs that are
the new solution. This is especially important when there is a\limited amount of resources a

Define preliminary operational concepts and other life cycle concepts.

NOTE 9 This involves the identificationvof major stakeholder groups such as
users, administrations, regulators, and system owners that are defined in the stakeholder
requirements definition process.

NOTE 10 Preliminary life cycle'concepts include preliminary acquisition concepts, j
deployment concepts, preliminary @perational concepts, preliminary support concepts, and
retirement concepts. Operational’concepts include high level operational modes or states,
scenarios, potential use cases;“or usage within a proposed business strategy. These conc
feasibility analysis and ewvaluation of alternatives. These concepts are further refined
stakeholder needs and reguirements definition process.

NOTE 11 The'operating environment can have vulnerabilities associated with speci
threats and safety hazards. These vulnerabilities are reviewed in association with the prd
development~The system and human interfaces are an element of the system assurance
related vulnerdbilities are examined in the context of mission critical threads.

Identify-alternative solution classes that span the potential solution space.
NOTE 12 These classes can range from simple operational changes to vario

developments or modifications. The solution space can include the identification of exis
Systems, and software products suitable for reuse, and changes in services that can addre

ssed by a

eSS success
be, a change

addressing
not part of
Vailable.

customers,
needs and

reliminary
reliminary
bperational
bpts enable
within the

fic security
duct under
ontext and

us system
ing assets,
ks the need

ed services

for npprqﬁnnnl or functional modifications This includes r‘lpr‘lnm’ng what pnfpnfinl expect

will be needed. The solution space characterization often invokes the system architecture definition
process for a user architecture viewpoint resulting in architecture views (e.g. capability views,
programme views, operational views, and user or human views) as proposed by ISO/IEC/IEEE 42010.

d) Evaluate alternative solution classes. This activity consists of the following tasks.

NOTE 13

If no single system solution alternative exists from evaluation results, an SoS solution can be

alternatively identified and evaluated as an alternative solution class. Further information of SoS can be
found in 5.4, ISO/IEC/IEEE 21840, and ISO/IEC/IEEE 21841.

1y

Assess each alternative solution class.
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NOTE 14

A solution class refers to the means of achieving a solution, such as a new system,

adapting or modifying an existing system, linking system elements from various systems, exercising
operational considerations. Solution classes look at different approaches to providing a solution.

NOTE 15

Each alternative solution class is assessed against defined criteria that are established

based on the organization's strategy. Feasibility of the solution class and its capability to meet the
strategic needs and requirements are key decision criteria. The portfolio management process provides
some criteria to be considered.

NOTE 16 The system analysis process is used to assess the value of each criterion for e
alternative solution class. Structured affordability trade-offs are recommended. Including cost as a

ach

c
ay
al

2)  Se

N
sq

st

3) P

e) Mana
1) R

N

2) M

N
o1
o1
dd

3) P
N
it
th

6.4.2 St

6.4.2.1

The purpa
needs and

it H A | ££. dalilita: P Tl ot o1t 43 4 1o d dalls H 1ot
ILCUT ITUIT dIUS dI'TVUI \ACIUIIIL)’ UCUISIVUITS,. TIIU dooCOOITIVIIU UT AILUT IIAdUIVU S LAdIT ITICIUuUGT lllUu\,lllllS' DITIITUIANL
alytical techniques, or expert judgement to understand the risks, feasibility, and value.'of
fernative solution classes.

lect the preferred alternative solution class(es).

DTE 17 The decision management process is used to evaluate alternatives” and to gu
lection. Selected alternatives are validated in the context of the organization's strategy. Feedb

o1} risks, feasibility, market factors, and alternatives is provided for use in updating the organizati

rategy.

rovide feedback to strategic level life cycle concepts to reflect the'sélected solution class(e

re the business or mission analysis. This activity consists of(the following tasks.

bcord key business or mission analysis decisions and the rationale.

DTE 18 Rationale includes information about majeralternatives and enablers.

aintain traceability of business or mission analysis and the alternative solution class(es).

DTE 19 Through the life cycle, bi-directional traceability is maintained between the busir
mission problems and opportunities, and:the preferred alternative solution classes with

ganizational strategy, stakeholder needs‘and requirements, and system analysis results support

cisions.

rovide key artefacts that have been selected for baselines.

DTE 20 The configuration management process is used to establish and maintain configuraf

bms and baselines. The businéss or mission analysis process identifies candidates for the baseline,
en provides the artefacts.to configuration management.

nkeholder needs-and requirements definition process

Purpose

se ofthe stakeholder needs and requirements definition process is to define the stakehol
requirements for a system that can provide the capabilities needed by users and ot

on,
the

ide
ack
n's

ess
the
ing

ion
hnd

Her
her

stakeholdérs:inadefined environment.

It identifies stakeholders, or stakeholder classes, involved with the system throughout its life cycle, and
their needs. It analyses and transforms these needs into a common set of stakeholder requirements
that express the intended interaction the system will have with its operational environment and that
are the reference against which each resulting operational capability is validated. The stakeholder
requirements are defined considering the context of the Sol, which includes the interoperating
systems and enabling systems. This also includes consideration of laws and regulations, environmental
restrictions, and ethical values.
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As aresult of the successful performance of the stakeholder needs and requirements definition process:

a)
b)

‘)

stakeholders of the system are identified;

required characteristics, context of use of capabilities, operational concepts, and other life cycle

concepts are defined;

constraints on a system are identified;

d)
e)
f)
g)

h)
)
6.4
Th

policies and procedures with respect to the stakeholdér needs and requirements definition p

a)

g | 1 1.l A | P o] |
S LARCIIUIUCT TITTUS d1' T UCTIIIITU,
prioritised stakeholder needs are transformed into stakeholder requirements;
critical performance measures and quality characteristics are defined;

stakeholder agreement that their needs and expectations are reflected adequate
requirements is achieved;

enabling systems or services needed for stakeholder needs and reqliiréments are availah

traceability of stakeholder requirements to stakeholders and their needs is established.

.2.3 Activities and tasks

e following activities and tasks shall be implemented in accordance with applicable or

Prepare for stakeholder needs and requirements. definition. This activity consists of the folloy

1) Identify the stakeholders who have dan interest in the solution throughout its life cyc
NOTE1 This includes individuals and classes of stakeholders who are users, operators,
developers, producers, trainers, rmaintainers, disposers, acquirer and supplier organizatio|
responsible for external interfacing'entities, regulatory bodies, and others who have a legitim
in the system solution. Where*direct communication is not practicable (e.g. for consumer pr
services), representatives or-designated proxy stakeholders are selected.

2) Define the stakeholder needs and requirements definition strategy.

NOTE 2 Some stakeholders have interests that oppose the system or oppose each other.
consensus afmong the stakeholder classes to establish a common set of acceptable require
intent or desires of those that oppose the system, or detractors of the system, are addressed t
risk management process, threat analyses of the system analysis process, or the system requit
security, adaptability, or resilience. In this case, the stakeholder needs are not satisfied, but rathe
inamanner to help ensure system assurance and integrity if actions from the detractors are enc

ly in the

banization
rocess.

ving tasks.
e.

supporters,
hs, parties

hite interest
pducts and

When the

stakeholder interests oppose each other, but do not oppose the system, this process is intendled to gain

ments. The
hrough the
ements for
addressed
buntered.

Tdentifyand ptamn for the Necessary enabiing SySTEms ol Services eeded to SUpports
needs and requirements definition.

3]

NOTE 3

akeholder

This includes identification of requirements and interfaces for the enabling systems. Enabling

systems for stakeholder needs and requirements definition include tools for facilitation and requirements

management.
4) Obtain or acquire access to the enabling systems or services to be used.

NOTE 4
intended use for its enabling functions.
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b) Develop the operational concept and other life cycle concepts. This activity consists of the following

64

tasks.

NOTE 5

Other life cycle concepts can include acquisition concepts, deployment concepts, support

concepts, security concepts, and retirement concepts. In this activity, the preliminary life cycle concepts
defined within the business or mission analysis process are further developed in the context of specific
stakeholder needs, as associated scenarios and interactions are defined. More information on operational
concepts can be found in ISO/IEC/IEEE 29148:2018, Clauses 5 and 6; and an annotated outline for a system

operat

1) D

ional concept is provided in ISO/IEC/IEEE 29148:2018, Annex A.

efine context of use within the concept of operations, the preliminary life cycle concepts

nd

th
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3) Characterize the operational environment and the intended users.

4 1d

N
pd

a)
b)
9
d)
NOTE

the lif
inform

e preferred solution class(es).

-

b Context of use is often captured using a context of use description (ISO/IEC 25063). Rrielimin
Cle concepts and preferred alternative solution class(es) are developed by the business,or miss
S process.

pfine the context of use and a set of scenarios (or use cases) to identify all required capabilif
at correspond to anticipated operational concepts and other life cycle.concepts.

nal needs or requirements that possibly have not been explicitly identified by any of the stakehold
al, regulatory, and social obligations. The context of use of the systém is identified and analy
ng the activities that users perform to achieve system objectives, the relevant characteristics of
ers of the system (e.g. expected training, degree of fatigue), the_physical environment (e.g. availg
emperature), and any equipment to be used (e.g. protective ok communication equipment).

B These scenarios often motivate updates to the eperational or other life cycle concepts. Abj

lure scenarios highlight the need for additional fufi¢tional requirements (or more specific deri
bments) to mitigate risks that are identified in theXabuse or failure scenarios.

entify interactions between users andthe system and the factors affecting the interactior

DTE9  Usability requirements take'into account human capabilities and skills limitations. Wh
ssible, applicable standards, e.g. 1SO 9241-210, and accepted professional practices are used to def

physical, mental, and learned capabilities;
workplace, environment, and facilities, including other equipment in the context of use;
normal, unusual; and emergency conditions;
operator anid-user recruitment, training, and culture.
10 [fusability is important, usability requirements are planned, specified, and implemented thro

b cycle,processes. Further information on human-system issues can be found in ISO TS 18152
atiep on usability in ISO/IEC TR 25060.

ary
ion

ies

/  Scenarios are used to analyse the operation of the system in its intended environment to idenfify

brs,
ed,
the
ble

use
ved

ere
ne:

igh
hnd

5) Identify all interface boundaries across which the Sol interacts with external systems.

NOTE 11

systems is helpful for identifying interface boundaries (also see 5.2.3).

6) Identify the constraints on a system solution.

Identifying the interactions between the Sol and the interfacing, enabling, and interoperating
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NOTE 12 These result from:
instances or areas of stakeholder-defined solution;

implementation decisions made elsewhere in the system structure;

or

agreements, management decisions, and technical decisions.

required use of defined enabling, legacy, or interfacing systems or system elements, resources and staff;

stakeholder defined affordability objectives. Include those that are unavoidable consequences of existing

Define stakeholder needs. This activity consists of the following tasks.

1) Identify stakeholder needs within the constraints imposed by the life cycle coneepts
NOTE 13
and perceived constraints of identified stakeholders; identification of implicit 'stakeholder n
on domain knowledge and context understanding; and documented gaps from previous activ
often include measures of effectiveness (further information can be found-in' ISO/IEC/IEEE 24
identification of critical operational issues. Functional analysis is often«ised to aid the elicitatig
Quality characteristics of the quality model in ISO/IEC 25010 and quality:model application to re
analysis in ISO/IEC 25030 are also useful to elicit and identify quality characteristics requirem
are often implicit stakeholder needs. Additionally, the needs can.also include considerations fo
interact with other systems as it participates in a system of systems (further information can

ISO/IEC/IEEE 21839).

NOTE 14 Based on analysis of the impact of adverse®r hostile stakeholders, constraints are d
can mitigate risk.

2) Prioritise and down-select needs.

NOTE 15 The decision management progess-s typically used to support prioritization. The syst
process is used to analyse needs for feasibility or other factors.

3) Record the stakeholder needs and rationale.

eds based
ies. Needs
748-2) and
n of needs.
uirements
ents, which
" the Sol to
be found in

Identification of stakeholder needs includes elicitation of needs, wants) desires, e>EJectations,

erived that

bm analysis

NOTE 16 Needs concentrate; ofr system purpose and behaviour, and are described in the context of the

operational environment and conditions. It is useful to trace needs to their sources and rationale

NOTE 17 Itis good practice to review needs for format and quality.

Transform stakeholder needs into stakeholder requirements. This activity consists of the following

tasks.

1) Identify the stakeholder requirements and functions that relate to critical quality characteristics,
suck’as assurance, safety, security, environment, or health.

NOTE 18 ISO/IEC/IEEE 15026 series provides additional information on system and software gssurance.

NOTE 19 Identifying safety risks facilitates the identification of safety requirements and functions.

Safety risks include those associated with methods of operations and support, health and safety, threats
to property, and environmental influences. Applicable standards, e.g. the IEC 61508 series, and accepted
professional practices can be used.

NOTE 20 Identifying security risks facilitates the identification of security requirements and functions.
Safety risks include applicable areas of system security (e.g. physical, procedural, communications,
computers); access and damage to protected personnel, properties, and information; compromise of
sensitive information; and denial of approved access to property and information. Security functions such as
mitigation and containment are typical considerations.

NOTE 21 ISO/IEC 25030 provides further information regarding quality characteristics from a quality in
use perspective.
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f)

66

2) Define stakeholder requirements, consistent with life cycle concepts, scenarios, interactions,
constraints, critical quality characteristics, and SoS considerations.

NOTE 22 More information on stakeholder requirements can be found in ISO/IEC/IEEE 29148:2018,
Clauses 5 and 6; and ISO/IEC/IEEE 29148:2018, Clauses 8 and 9 provides a description of and an annotated
outline for a stakeholder requirements specification.

NOTE 23 The stakeholder requirements are reviewed at key decision times in the life cycle to help ensure
that account is taken of any changes of need. Including supporting rationale for stakeholder requirements
aids in future analysis efforts.

NOTE P4 The stakeholder requirements are recorded in a form suitable for requirements managenjent
through the life cycle. These records establish the stakeholder requirements baseline, and retain changes of
need apd their origin throughout the system life cycle. These records are the basis for traceability to decisipns
made by the business or mission analysis process as well as stakeholder needs, system requivénients, aind
subsequent system elements.

NOTE R5 Information on SoS considerations for an Sol is provided in 5.4.4 and ISO/IEC/1EEE 21839.
Analype stakeholder needs and requirements. This activity consists of the following tasks.
1) Analyse the complete set of stakeholder requirements.

NOTE R6 Stakeholder requirements are analysed for characteristics of individual requirements, as welll as
charagdteristics of the set of requirements. Potential analysis characteristics include that the requiremgnts
are nefcessary, implementation independent, unambiguous, complete, singular, achievable, verifiable, and
conforming. For a set of requirements, the characteristics are complete, consistent, feasible (or affordahle),
and bgunded. ISO/IEC/IEEE 29148 provides additional information on characteristics of requirements.

NOTE R7 The system analysis process is used to assess.feasibility and affordability. The verification gnd
validation processes are used in the review of stakeholder requirements.

2) Define critical performance measures and‘quality characteristics that enable the assessmenft of
technical achievement.

NOTE 8 This includes defining technical and quality measures and critical performance parameters
associjited with each effectiveness measure identified in the stakeholder requirements. The critjcal
perforfmance measures (e.g. measures-of effectiveness and measures of suitability) are defined, analyged,
and refiewed to help ensure stakeholder requirements are met and to help ensure identification of project
cost, sphedule, or performance risk associated with any non-compliance. ISO/IEC/IEEE 15939 providg¢s a
process to identify, define and use appropriate measures. INCOSE-TP-2003-020-01 provides informatior] on
the selection, definition, andiimplementation of critical performance measures. The ISO/IEC 25000 familly of
standqrds provides relevant quality measures.

3) Fg¢ed back theanalysed requirements to applicable stakeholders to validate that their needs
and expectations have been adequately captured and expressed.

4) Resolvesstakeholder requirements issues.

NOTE 29 This Includes requirements that violate the characteristics for individual Tequirements or the set
of requirements.

Manage the stakeholder needs and requirements definition. This activity consists of the following
tasks.

1) Obtain explicit agreement on the stakeholder requirements.
NOTE 30 This includes confirming that stakeholder requirements meet stakeholder needs, are expressed
correctly, comprehensible to originators, and that the resolution of conflict in the requirements has not

corrupted or compromised stakeholder intentions.

2) Record key stakeholder requirements decisions and the rationale.
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NOTE 31 Rationale includes information about major alternatives and enablers.

3) Maintain traceability of stakeholder needs and requirements.

NOTE 32 Through the life cycle, bi-directional traceability is maintained between the stakeholder needs
and requirements and the stakeholders and sources, organizational strategy, and business or mission
problems and opportunities. Additional traceability to systems making up the system solution facilitates
the transition to the system requirements definition process. This is often facilitated by an appropriate data
repository.

4) Provide key artefacts that have been selected for baselines.

6.4.3 System requirements definition process

6.4
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‘)
d)

e)

NOTE 33 The configuration management process is used to establish and maintain configuratio}: items and
baselines. The stakeholder needs and requirements definition process identifies candidates-for the baseline,
and then provides the artefacts to configuration management. For the stakeholder needs.dnd refjuirements
definition process, the stakeholder needs, stakeholder requirements, and operatiohal concept|are typical
artefacts that are baselined.

.3.1 Purpose

e purpose of the system requirements definition process(is‘\to transform the stakeholder, user-
ented view of desired capabilities into a technical view of.a-splution that meets the operatipnal needs
he user.

s process creates a set of measurable system-requirements that specify, from the|supplier’s
spective, what characteristics, attributes, and fdnctional and performance requirements the system
D possess, to satisfy stakeholder requirements:As far as constraints permit, the requirements should
imply any specific implementation.

.3.2 Outcomes

a result of the successful performairice of the system requirements definition process:

the system description, including system external interfaces, functions, and boundafies, for a
system solution is defined;

system requirements (functional, performance, process, quality, and interface) and design
constraints are déefined;

critical performance measures are defined;
the systéem requirements are analysed;

enabling systems or services needed for system requirements definition are available;

f)

traceability of system requirements to stakeholder requirements is developed

6.4.3.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization

policies and procedures with respect to the system requirements definition process.
a) Prepare for system requirements definition. This activity consists of the following tasks.
1) Define the functional boundary of the system in terms of the behaviour and properties to be
provided.
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b)
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NOTE1 The functional boundary definition is partly based on the context of use and operational
scenarios defined in the frame of the stakeholder needs and requirements definition process. This includes
the system’s stimuli and its responses to user and environment behaviour, and an analysis and description
of the required interactions between the system and its environment in terms of interface properties and
constraints, such as mechanical, electrical, mass, thermal, data, and procedural flows. This establishes the
expected system behaviour, expressed in quantitative terms, at its boundary.

NOTE 2  This includes an evaluation of alternative boundaries and a selection among the alternatives.

2) Define the system requirements definition strategy.

NOTE|3 This includes the approach to be used to identify and define the system requirements, gnd
manage the requirements through the system’s life cycle.

3)

—

dlentify and plan for the necessary enabling systems or services needed to support system
bquirements definition.

—

NOTE@  This includes identification of requirements and interfaces for the enabling‘systems. Enabling
systems for system requirements definition include tools for facilitation and requirehients management

4) (btain or acquire access to the enabling systems or services to be used:

NOTE[S  The validation process is used to objectively confirm that thé/enabling system achieves| its
intended use for its enabling functions.

Defing system requirements. This activity consists of the follawing tasks.
1) Define each function that the system is required topérform.

NOTE[6  This includes how well the system, including:its operators, is required to perform each functjon,
the conditions under which the system is to be capable of performing the function, the conditions under
which|the system is to commence performing that function and the conditions under which the syster is
to ceage performing that function. In some cases, functions are derived from analysis of critical quallity
charagteristics (e.g. system diagnosing functien or highly frequent data backup function for reliability).
Functjons can interact adversely.

NOTE|7 Conditions for the performanée of functions can incorporate reference to required states gnd
modeq of operation of the system. System requirements depend heavily on abstract representation$ of
propoged system characteristics-ahd’sometimes employ multiple modelling techniques and perspectivef to
give aufficiently complete description of the desired system requirements.

NOTE[8  Enabling functions that are required to support the Sol in achieving its functionality are 3lso
identified and defined/concurrently with the function of the Sol. This is necessary to help ensure that|the
enablipg functions age identified and accounted for.

NOTE[9 Thig-ticludes an evaluation of alternative functions and sets of functions, and a selection ampng
alternptives.

2) Definie necessary implementation constraints.

NOTE 10 This includes the implementation decisions that are allocated from architecture definition at
higher levels in the structure of the system and are introduced by stakeholder requirements or are solution
limitations.

3) Identify system requirements that relate to risks, criticality of the system, or critical quality
characteristics.
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NOTE 11 Critical quality characteristics commonly include those related to health, safety, security,
assurance, reliability, resilience, availability, and supportability. Which quality characteristics are

important is dependent on the project and domain. This includes analysis and definition of:

a) safety considerations, including those relating to methods of utilization and support, env

ironmental

influences and personnel injury (see the IEC 61508 series for functional safety and ISO 14001 for

environmental safety);

b)

security considerations, including those related to compromise and protection of sensitive

information, data and material (see ISO/IEC/IEEE 15026-4 for system and software assurance and
the ISO/IEC 27036 series for information security requirements for the outsourcing of products and

services);
c) external system quality factors (see ISO/IEC 25030);

d) human interaction and human-factors engineering (ergonomics) consideratiohs (see IS
for usability).
4) Define system requirements and rationale.
NOTE 12 Thisincludes defining system requirements consistent with stakeholder requirementg
boundaries, functions, constraints, cost targets, identified interfaces; gritical quality characte]
SoS considerations. Conduct of this task benefits from iterative and recursive steps in parallel
life cycle processes through the system structure. More informatjon on system requirements c{

in ISO/IEC/IEEE 29148:2018, Clauses 5 and 6; and a description/of and an annotated outline f
requirements specification in ISO/IEC/IEEE 29148:2018, Clausés 8 and 9.

NOTE 13 The system requirements are recorded in aferm suitable for requirements managem
the life cycle. These records establish the system regfiicements baseline and include the associate
decisions, and assumptions. They are the basis for traceability to information items and subsequ
elements.

NOTE 14 The system analysis process isuséd to determine appropriate values for requirement g
considering the estimated cost, schedule, and technical performance of the system. The validatio
used to determine if the requirements;address the stakeholders’ needs. The verification process
the quality of the requirements with'respect to the attributes and characteristics of good requir

Analyse system requirements: This activity consists of the following tasks.
1) Analyse the complete set of system requirements.

NOTE 15 System«requirements are analysed for characteristics of individual requirements,
characteristics of the set of requirements. Potential analysis characteristics include that the re
are necessary,_implementation free, unambiguous, consistent, complete, singular, feasible
verifiable, affordable, and bounded. ISO/IEC/IEEE 29148 provides additional information on cha
of requiréments. Deficiencies, conflicts and weaknesses are identified and resolved within the ¢
of systéem/requirements.

INOTE 16 The system analysis process is used to assess feasibility, affordability, and other re
characteristics.
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2) Define critical performance measures that enable the assessment of technical achievement.

NOTE 17 This includes defining technical and quality measures and critical performance parameters
associated with each effectiveness measure identified in the system requirements. The critical performance

measures (e.g. measures of performance and technical performance measures) are analysed an

d reviewed

to help ensure system requirements are met and to help ensure identification of project cost, schedule, or

performance risk associated with any non-compliance. I[SO/IEC/IEEE 15939 provides a process

to identify,

define, and use appropriate measures. INCOSE-TP-2003-020-01 provides information on the selection,
definition, and implementation of critical performance measures. The ISO/IEC 25000 family of standards

provides relevant quality measures.

3) Feed back the analysed requirements to applicable stakeholders for review.
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NOTE 18 Feedback helps ensure that the specified system requirements have been adequately captured
and expressed. Confirmation is made that they are a necessary and sufficient response to stakeholder
requirements and a necessary and sufficient input to other processes, in particular architecture and design.
This is one application of the validation process applied for the specific requirements.

4) Resolve system requirements issues.

NOTE 19 This includes requirements that violate the characteristics for individual requirements or the set
of requirements.

d) Manage system requirements. This activity consists of the following tasks.

NOTE[20 Maintaining system requirements includes defining, recording, and controlling the baseljne,
generdlly under formal configuration management, along with managing any changes resulting\frvom [the
applicption of other life cycle processes such as architecture or design.

1) (btain explicit agreement on the system requirements.

NOTE[21 This includes confirming that system requirements meet stakeholdet, requirements, |are
expregsed correctly, comprehensible to originators, and that the resolution of conflict in the requiremgnts
has ndt corrupted or compromised stakeholder intentions.

2) Record key system requirements decisions and the rationale.

NOTE[22 Rationale includes information about major alternatives afidyenablers.

3) Maintain traceability of the system requirements.

NOTE[23 Through thelife cycle, bi-directional traceabilityjswhaintained between the system requiremgnts
and tHe stakeholder needs and requirements, architecture elements, interface definitions, analysis resylts,
verifidation methods or techniques, and allocated, decomposed, and derived requirements. This h¢lps
ensur¢ that all achievable stakeholder requirements are met by one or more system requirements, and all
system requirements meet or contribute to meeting at least one stakeholder requirement. This is often
facilitated by an appropriate data repository.

4) Provide key artefacts that have been'selected for baselines.
NOTE[24 The configuration managément process is used to establish and maintain configuration it¢ms
and bgselines. The system requirements definition process identifies candidates for the baseline and then

provides the artefacts to configuration management. For the system requirements definition process,|the
systerh requirements are typical artefacts that are baselined.

6.4.4 System architecture definition process

6.4.4.1 Purpose

The purppse (of*the system architecture definition process is to generate system architectpre
alternativesj(select one or more alternatlve(s) that address stakeholder concerns and sysqem
requlremtllLb dllu CXPIESS Llllb lll LUllblb temt VlCWb dllu IllUuUlb

The system architecture definition activities define a solution based on principles, concepts, and
properties logically related to and consistent with each other. The solution architecture has features,
properties, and characteristics which satisfy, as far as possible, the problem or opportunity expressed
by a set of system requirements (traceable to mission, business and stakeholder requirements) and life
cycle concepts (e.g. operational, support).

This process transforms related architectures (e.g. strategic, enterprise, reference, and SoS
architectures), organizational and project policies and directives, life cycle concepts and constraints,
stakeholder concerns and requirements, and system requirements and constraints into the fundamental
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concepts and properties of the system and the governing principles for evolution of the syst
related life cycle processes.

em and its

NOTE When the enterprise or SoS is the Sol, then the enterprise architecture or SoS architecture is the

system architecture.

6.4.4.2 Outcomes
As a result of the successful performance of the system architecture definition process:

a) _problem space is refined with respect to key stakeholder concerns, context, and perspec

tives;

b) | alignment of the architecture with applicable policies, directives, objectives, and ‘don
achieved;

c) | concepts, properties, characteristics, behaviours, functions, or constraints that are sig
architecture decisions of the system are allocated to architectural entities;

d) | identified stakeholder concerns are addressed by the system architectute;

e) | traceability of system architecture elements to key architecturally-relevant stakeh
system requirements is established;

f) | architecture views and models of the system are developed;
g) | system elements including their interfaces with each other are defined;

h) | enabling systems or services needed for system architecture definition are available.

6.4.4.3 Activities and tasks

The following activities and tasks shall be-implemented in accordance with applicable or
policies and procedures with respect to the-system architecture definition process.

NOFE1  Activities b) through d) of the'system architecture definition process correspond to the
prdcesses in ISO/IEC/IEEE 42020. The.tasks below each of these activities correspond to the activitig

those 42020 architecture processes."The activities and tasks are edited to reflect the scope of the s
ISO/IEC/IEEE 42020 provides additional detail on the following activities and tasks.

a) | Prepare for system architecture definition. This activity consists of the following tasks.
1) Identify key.milestones and decisions to be informed by the system architecture eff
2) Defingé:the strategy for system architecture definition.

3) Prepare for and plan the support to architecture governance and architecture mang
efforts of the organization.
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architecture definition efforts.

t5ystem

5) Obtain or acquire access to the enabling systems or services to be used in the system archi-

tecture definition efforts.

NOTE 2  The validation process is used to objectively confirm that the enabling system achieves its
use for its enabling functions.

b) Conceptualise the system architecture. This activity consists of the following tasks.

1) Characterize the problem space.

© ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved

intended

71


https://iecnorm.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

d)

72

NOTE 3  This is done in conjunction with the business or mission analysis process, which identifies and
defines the problem (or opportunity) space. It includes any key considerations, such as SoS interactions,
required quality characteristics.

2) Establish architecture objectives and critical success criteria.
3) Synthesize potential solution(s) in the solution space.
NOTE4  The business or mission analysis process establishes preferred alternative solutions classes for

the solution space. Potential solutions within the preferred alternative solution classes are identified and
analysed.

4) aracterize solutions and the trade space.
5) rmulate candidate architecture(s).
6) pture architecture concepts and properties.

7) Relate the architecture to other architectures and to relevant affected entities to help ensufre
bnsistency.

(@)

8) (oordinate use of architecture by intended users.
Evalupte the system architecture. This activity consists of the following tasks.

NOTE[S  This activity is performed in conjunction with the system analysis and decision management
procegses.

1) Determine evaluation objectives and criteria.
2) Determine evaluation methods and integratewith evaluation objectives and criteria.

NOTE[6  The measurement process is used to establish measures and associated measurement
techniques, methods and tools to support the evaluation.

3) (ollect and review evaluation-related information.
4) Analyse architecture concepts:and properties and assess the value of the architecture.

A
5) Combine the analyses and-assessments into an overall evaluation to select a preferred systgm
afchitecture solution.

6) (haracterize architecture(s) based on assessment results.
7) Fprmulate findings and recommendations.
C

8) (aptureand communicate evaluation results.

Elabofate’the system architecture. This activity consists of the following tasks.

1) Identify or develop architecture viewpoints and model kinds and legends that are governed
by these architecture viewpoints.

2) Develop models and views of the architecture(s).

NOTE 7  Models include such items as systems, system elements, interfaces, activities, roles,
personnel, techniques, processes, policies, rules, principles, objectives, capabilities, nodes, links, data
elements, layers, protocols, hardware items, software items. Architecture viewpoints that include the
human as part of a system capture the human requirements to inform how the human impacts system
definition (i.e. user or human views).
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NOTE 8 The following are typical considerations in the identification or development of
architecture viewpoints:

a) selection, adaptation, or development of viewpoints and model kinds based on stakeholder

concerns;

b) identification of expected users of architecture elaboration information, including relevant

architecture descriptions, models, and data;

c) identification potential architecture framework(s) or reference architectures to be used
developing models and views.

in

3)
4)

5)

1y
2)
3)

4)

NOTE9 The following are typical considerations to define the system context and beund
terms of interfaces and interactions with external entities:

a) definition of the system context and boundaries in terms of interfaces and intétactions v
external entities;

b) identification of architectural entities and relationships between entities that address k
stakeholder concerns and critical system requirements;

c) allocation of concepts, properties, characteristics, behaviours;functions, or constraints
significant to architecture decisions of the system to architectiralentities;

d) selection, adaptation, or development of models of the.candidate architectures of the sy

e) composition of views from the models according totidentified viewpoints to express hoy
architecture addresses stakeholder concerns andmeets stakeholder and system requireme

f) harmonization of the architecture models@nd’views with each other during the develop|
models and views of the architecture(s).

Relate the architecture to other architectures and to relevant affected entities to he|
consistency of the elaborated system architecture.

Assess the architecture elaberation.

Coordinate use of elaborated architecture by intended users.

Manage results of system‘architecture definition. This activity consists of the following

Monitor, assess;and control the system architecture definition activities and tasks.
Obtain agreement on the architecture definition.

Provide support to organizational architecture governance and architecture manag
efforts.

Record key system architecture decisions and the rationale.
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NOTE 10 Rationale includes information about major alternatives and enablers.

5)

Maintain traceability of the system architecture.

NOTE 11 Through the life cycle, bi-directional traceability is maintained between the architectural
entities (models, views, and viewpoints) to the requirements (including allocated, decomposed, and
derived), interface definitions, analysis results, and verification methods or techniques. If possible,
traceability is also maintained between the architecture entities and the stakeholder concerns.

6)

Provide key artefacts that have been selected for baselines.
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NOTE 12 The configuration management process is used to establish and maintain configuration items
and baselines. The system architecture definition process identifies candidates for the baseline and then
provides the artefacts to configuration management.

6.4.5 Design definition process

6.4.5.1 Purpose

The purpose of the design definition process is to provide sufficient detailed data and information

about the

system and its elements to realise the solution in accordance with the system requireme

nts

and archit]

This proce
This proce

ecture.

ss transforms architecture and requirements into a design of the system that can be)realis
ss results in sufficiently detailed data and information about the system and itsielement

ed.
to

enable implementation consistent with architectural entities defined in models and views©of the system

architectu
guidelines

NOTE 1
Design pro

NOTE 2

confirm thd
system.

6.4.5.2

As aresulf

a) design alternatives for system elements are assessed;

re, in conformance with applicable system requirements, and in alignmént with des
and standards adopted by the organization or project.

Design definition considers any applicable technologies and their contribution’'to the system solut
Vides the ‘implement-to’ level of the definition, such as drawings and detailed design descriptions.

This process provides feedback to the system architecture definition process to consolidatg
allocation, partitioning, and alignment of architectural entities to system elements that comprise

Dutcomes

of the successful performance of the design definition process:

h requirements are allocated to the system design or its elements;

hces between system design elements comprising the system are defined;

b) syster
c) interf
d) desig
e)

f) desig
g) syster
h) traces
6.4.5.3 |
The follow

enabling systems or services needed for design definition are available;

characteristics of each systenrelement are defined;

enablers necessary\for design definition efforts are defined;
h design is evaluated;

bility of thie.design is established.

A ctivities and tasks

ign

or
the

ing activities and tasks shall be implemented in accordance with applicable organizat

jon

policies and procedures with respect to the design definition process.

a) Prepa

re for design definition. This activity consists of the following tasks.

1) Define the design definition strategy.

2) Determine technologies required for each system element comprising the system.

3) Determine the necessary categories of system characteristics represented in the design.

NOTE 1

Examples of system characteristic categories, many of which are the result of an

architecture description, include the following: affordability, agility, assurance, autonomy, availability,
complexity, flexibility, interoperability, maintainability, modularity, reliability, resilience, security, and
usability. Many others exist.
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Define principles for evolution of the design.

NOTE 2 This includes defining periodic assessment of the design characteristics in case of
evolution of the system and of its architecture as well as forecasting potential obsolescence of system
elements and technologies, their replacement by others over time in the system life cycle, and the
consequences for the system design.

Identify and plan for the necessary enabling systems or services needed to support design
definition efforts.

Obtain or acquire access to the enabling systems or services to be used in the design definition

b) | Create the system design. This activity consists of the following tasks.

1y

2)

3)

4)

5)

6)

7)

CITOI'LS.

NOTE 3 The validation process is used to objectively confirm that the enabling systgm achieves
its intended use for its enabling functions.

Allocate system requirements to system elements.

NOTE 4 Some of the system requirements are often allocatéd, to system elements|during the
system architecture definition process. The purpose of this task is*to complete the allocdtion to the
extent necessary to address all system requirements and architecture objectives.

Transform architectural entities and relationships int6 design elements.

NOTE 5 This task helps to ensure that each architectural entity (e.g. enterprise or pijoject goals,
capabilities and effects, operational activities, resgurce functions) and relationship is mappged into the
appropriate system design elements to help enstre that all the architectural objectives arq addressed
by the design. ISO/IEC/IEEE 42020 provides miore’detail on architecture entities.

Transform architectural characteristies.into design characteristics.

NOTE 6 Design characteristies\include functionality, behaviour, dimensions, shapes, materials,
critical quality characteristics, data\processing structures, etc. Margins appropriate for thejapplication
are considered as necessary.

Define the necessary design enablers.

NOTE 7 Designi\ehablers include product standards and specifications, models,| equations,
algorithms, calculatiohs, formal expressions and values of parameters, patterns, heuristi¢s, etc. that
are associated with-allocated system characteristics. Consider critical properties in the confext of their
planned operational environment during the definition of necessary design enablers.

Examine design alternatives.
NOTE®S Feasibility of allocated system characteristics is assessed and trade-offs|across the

architecture and requirements are performed when allocated system characteristics cannof be readily
implemented or when there are significant design or realization challenges to be overcome.

- -items (NDI)
are usually identified for consideration. This includes COTS (commercial-off-the-shelf), reuse of
a previous design, or acquirer provided items. Use of NDI is often preferable for reliability, cost, and
interoperability considerations, unless design characteristics cannot be realised by existing artefacts.

Refine or define the interfaces between the system elements and with external entities.

NOTE 10 Interfaces are identified and defined in the system architecture definition process to
the level or extent needed for the architecture intent and understanding. They are refined in design
definition process based on the design characteristics, interfaces and interactions of the system element
with other system elements comprising the system and with external entities, such as constituent
systems of an SoS. It is possible that additional interfaces need to be identified and defined that were
not addressed in the system architecture definition process.

Establish the design artefacts.

© ISO/IEC 2023 - All rights reserved 75
© IEEE 2023 - All rights reserved


https://iecnorm.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

8)

NOTE 11 This task formalises the design characteristics of the system element through dedicated
artefacts depending on the implementation technology. Examples of artefacts include data sheets
(electronics), databases (software), documents (operator role), and exportable data files (mechanics).

Capture the design.

NOTE 12 This includes the design description in a form that can be used to either procure or
realise the system elements that comprise the system

c) Evaluate the system design. This activity consists of the following tasks.

NOTE 13 This desion evaluation activity canprovide usefulinformationtaothe verification process
[=] J r r

1y

2)

3)

d) Manage results of design definition. This activity consists,of the following tasks.

1y
2)

3)

4)

5)

6.4.6

Analyse each system design alternative against criteria developed from expected. desiign
properties and characteristics.

Aksess each system design alternative for how well it meets the stakeholder requirements and
system requirements.

NOTE 14 The assessment includes any associated risks with respect to“its suitability for [the
intended application.

NQOTE 15 Design suitability includes consideration of ease of integration, usability in operatjon,
edse of maintenance, and eventual system disposal.

Combine the analyses and assessments into an overall evaluation to select a preferred system
désign solution.

Optain agreement on the design.

Map design characteristics up to the systenelements.

NOTE 16 This task consists of _establishing traceability between the detailed degign
characteristics and the architectural entities of the system architecture.
NOTE 17 This facilitates previding feedback to the system architecture definition procesg to

p¢ssibly modify the physical arrangement of system elements to obtain architectural characteristics
(elg. modularity, usability, inter-éperability, safeguard) as expected for the parent system architectjure
tomeet stakeholder concerns

Record key design décisions and the rationale.

NQTE 18 Rati@nale includes information about major implementation options and enablers.
Miaintain traceability of the system design.

NOTE 29 Through the life cycle, bi-directional traceability is maintained between the dedign

characteristics and the architectural entities, identified interfaces, analysis results, verification
mgthods or technigues, and system element requirements.

Provide key artefacts that have been selected for baselines.
NOTE 20 The configuration management process is used to establish and maintain configuration

items and baselines. The design definition process identifies candidates for the baseline and then
provides the artefacts to configuration management.

System analysis process

6.4.6.1 Purpose

The purpose of the system analysis process is to provide a rigorous basis of data and information for
technical understanding to aid decision-making and technical assessments across the life cycle.

76

© ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved


https://iecnorm.com/api/?name=f06c9daed53132876185c1cba35edea7

ISO/IEC/IEEE 15288:2023(E)

System analysis covers a wide range of differing analytic functions, levels of complexity, and levels of
rigor. It is used to provide input for diverse technical assessments and analytical needs concerning
operational concepts, determination of requirement values, resolution of requirements conflicts,
assessment of alternative architectures or system elements, performance and risk analyses, and
evaluation of engineering strategies (integration, verification, validation, and maintenance). Formality
and rigor of the analysis will depend on the criticality of the information needed or artefact supported,
the amount of information/data available, the size of the project, and the schedule for the results.

NOTE1 This process is often used in conjunction with the decision management, project assessment and
control, and risk management processes.

ot

r techniques to analyse technical performance, system behaviour, feasibility, affordability/ ¢ritjcal quality

NOjEEZ Typical approaches include mathematical analysis, modelling, simulation, experimentation, and

chdracteristics, SoS considerations, technical risks, life cycle costs, and to perform sensitivity’analysis of the

pot]

6.4
As
a)
b)
‘)
d)
e)

6.4.6.3 Activities and tasks

Th

policies and procedures with respect to;the system analysis process.

ential range of values for parameters across all life cycle stages.

.6.2 Outcomes

q result of the successful performance of the system analysis process;

system analyses needed are identified;

system analysis assumptions and results are validated;

system analysis results are provided for decisions or technical assessment needs;
enabling systems or services needed for system analysis are available;

traceability of the system analysis results is established.

e following activities and tasks shall \be implemented in accordance with applicable organization

a) | Prepare for system analysis..This activity consists of the following tasks.

1) Define the system andlysis strategy.

2) Identify the problem or question that requires system analysis.
NOTE 1 This includes technical and functional objectives, critical quality characteris;ﬂics, various
properties, technology maturity, manufacturing maturity, technical risks, etc. The problen statement
or questiorn to be answered by the analysis is essential to establish the objectives of the analysis and the
expectations and utility of the results.

3) Identify the stakeholders of the system analysis.

4)v Define the scope, objectives, and level of fidelity of the system analysis.
NOTE 2 The necessary level of fidelity (accuracy or precision) is an important factor in
determining the appropriate level of rigor.

5) Select the system analysis methods.
NOTE 3 The methods are chosen based on time, cost, fidelity, technical drivers, and criticality
of analysis. Analysis methods have a wide range of levels of rigor and include expert judgement, “back
of the envelope” calculation, spreadsheet computations, historical data and trend analysis, engineering
models, simulation, visualization, and prototyping. Due to cost and schedule constraints, organizations
typically perform system analysis only for critical characteristics.

6) Identify and plan for the necessary enabling systems or services needed to support system
analysis.
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7)

8)

9)

b) Perfoym system analysis. This activity consists of the following tasks,

1y
2)

3)

4)

c) Manage system analysis. This actiyity consists of the following tasks.

iy

2)

6.4.7

NOTE 4 This includes identification of requirements and interfaces for the enabling systems.
The system analysis enabling systems include the tools, relevant models, and potential data repositories
needed to support the analysis. The methods chosen will be a major factor in determining what tools are
appropriate to support the analysis. This also includes determining the availability of relevant models
and data.

Obtain or acquire access to the enabling systems or services to be used.

NOTE 5 The validation process is used to objectively confirm that the enabling system achieves
its intended use for its enabling functions.

| antifiz and gyolidabn Scciianti o
eHtH yahH e vartateaSSHRPpHohs:

NQOTE 6 Validation of assumptions is an ongoing concern. If assumptions change. or [are
dgtermined to be incorrect over time, the analysis is revised.

Plan for and collect the data and inputs needed for the analysis.
NDTE 7 The origin, quality, and validity of data is important to the formulation and execufion

oflthe analysis. Criteria for trustworthiness of data needed for the analysis are<established. Data and
inputs are reviewed for quality and validity (i.e. trustworthy data). Use authgritative sources.

Apply the selected analysis methods to perform the required §ystem analysis.
Review the analysis results for quality and validity.

NOTE 8 The results are coordinated with asseciated analyses that have been previoysly
cdmpleted. Trustworthiness of the results is determined in the review.

Egtablish conclusions and recommendations.

NPTE 9 The appropriate subject matterexperts and stakeholders are identified and engage(l in
thlis task.

Record the results of the system analysis,

Maintain traceability of systém analysis results.

NOTE 10 Through the life cycle, bi-directional traceability is maintained between the sysfem
arjalysis results and any system definition item for which the analysis is supporting a decisior] or
pyjoviding rationale (e.g. system requirement values, architecture alternatives). This is often facilitated
by an appropriate.data repository. Trustworthy data includes a requirement to maintain the traceab1ity
of{the data used for analysis.

Providewkey artefacts that have been selected for baselines.

NOTEA1 The configuration management process is used to establish and maintain configurafion
items and baselines. The system analysis process identifies candidates for the baseline and then
provides the artefacts to configuration management. For the system analysis process, the analysis
results or reports are typical artefacts that are baselined.

Implementation process

6.4.7.1 Purpose

The purpose of the implementation process is to realise a specified system element.

This process transforms requirements, architecture, and design, including interfaces, into actions that
create a system element according to the practices of the selected implementation technology, using
appropriate technical specialties or disciplines. This process results in a system element that satisfies
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specified system requirements (including allocated and derived requirements), architecture, and
design.

For system elements that need to be manufactured, after the definition of system element is elaborated
to a point that it can be built, a manufacturing approach or procedure is developed or adapted according
the system element definition and the desired production rate. The manufacturing of the system
elements is then performed over the time with quality control and production optimisation.

NOTE1 An effective and efficient manufacturing approach is crucial when large series of items have to be
produced. In that case, acceptance of the first produced elements is generally distinguished from the following
mass production.

NO
inc

6.4

6.4.7.3 Activities and tasks

Th

policies and procedures with respect to the-implementation process.

a)

[E 2 Implementation applies to elements, in concept, development, and production stages. Proliuction can
ude manufacturing of a single element or mass production.

.7.2  Outcomes

q result of the successful performance of the implementation process:
implementation constraints that influence the requirements, architéctiare, or design are [identified;
a system element is realised;
enabling systems or services needed for implementation afejavailable;
implementation results and anomalies are identified;

traceability is established.

e following activities and tasks shall be-implemented in accordance with applicable organization

Prepare for implementation. This activity consists of the following tasks.
1) Define an implementation strategy.

NOTE1 Implementation strategies include building new, acquiring new, and reusing existinjg elements
(with or without madification). If the strategy is to reuse, then the project determines the extgnt, source,
and suitability of thereused system elements. The implementation strategy includes procedures,|fabrication
processes, tools-and equipment, tolerances, and verification uncertainties. In the case of repegted system
element implementation (e.g. mass production, replacement system elements) the procdqdures and
fabricationprocesses are defined to achieve consistent and repeatable producibility.

NOTE%Z~/ The implementation strategy often invokes the agreement processes, or requirg¢s enabling
systems and services that include specialised life cycle development and support environments.

')) Idnnfif:y constraints and nh)inr‘fivnc from imp]nmnnfnfinn onthe cycfnm rnqnivnmnn LS, archi-

tecture and design characteristics, or implementation techniques.
NOTE 3  Constraints include current or anticipated limitations of the chosen implementation technology,
acquirer furnished materials or system elements for adaptation and limitations resulting from the use of
required implementation enabling systems.

3) Identify and plan for the necessary enabling systems or services needed to support implemen-
tation.

NOTE 4  This includes identification of requirements and interfaces for the enabling systems.

4) Obtain or acquire access to the enabling systems or services, and materials to be used.
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b)

80

NOTE5  The validation process is used to objectively confirm that the integration enabling system
(including tools) achieves its intended use for its enabling functions.

Perform implementation. This activity consists of the following tasks.

NOTE 6  Throughout the implementation process, the verification process is used to objectively confirm
the system element's conformance to requirements and the product's quality characteristics. The validation
process is used to objectively confirm the elementis ready to be used in its intended operational environment
in accordance with stakeholder requirements.

1) Realise or adapt system elements, according to the strategy, constraints, and defined imple-
entation procedures.

TE7  This is done using the implementation enabling systems and specified resources)Realiging
system elements can include development or acquisition. Adaptation includes configuration 'of sysfem
elements that are reused or modified. Realization or adaptation is conducted with regardto standards
that govern applicable safety, security, privacy, quality, environmental guidelines or legislation, and|the
practices of the relevant implementation technology.

NOTE8  System elements can include the following.

a] Hardware: Hardware elements are either acquired or fabricated. Hardware elements are fabricated
sing applicable techniques relevant to the physical implementation technology and materfals
¢lected. The ISO 22400 series specifies requirements for key performance indicators (KPIs) useful for
njanufacturing systems.

=

b Software: System elements realised in software) are either acquired or developed.
I§0/1EC/IEEE 12207 applies to system elements realised.in’ software.

(g

] Services: Service elements including a set of servicés to be provided are acquired or developed. The
I§0/IEC 20000 series applies to system elementsa€alised in services.

d) Utilization and support resources: Other, system elements include utilization and support resouces
stich as operational procedures, maintenanceprocedures as well as workforce and user training.

Prototypes: Prototypes are either\acquired or fabricated. Often, they are used in early stage$ to
btter understand the strategic problem or opportunity and the solution space.

S ®,

2) Place the system element in a state for future use, as needed.

NOTEP The system element is contained to achieve continuance of its characteristics. Conveyance,
packaging, and storage, and\their durations, influence the specified containment. Final configuration find
produft information is captured by the configuration management and information management procegses
when the system element is stored.

3) Rlecord objéctive evidence from check-out that the system element meets requirements.

NOTE[10 KEvidence is provided in accordance with supply agreements, legislation, and organization policy.
Evidence’ineludes element modifications made due to processing changes or any non-conformances folmd
durin;[ check-out or the verification and validation processes. The objective evidence is part of the sysgtem
element's as-implemented configuration baseline established through the configuration management
process and includes the results of unit testing, analysis, inspections, walk-through events, demonstrations,
product or technical reviews, or other verification exercises.

Manage results of implementation. This activity consists of the following tasks.
1) Record implementation results and any anomalies encountered.

NOTE 11 This includes anomalies due to the implementation strategy, the implementation enabling
systems, or incorrect system definition. The project assessment and control process is used to analyse the
data to identify the root cause, to enable corrective, preventive, adaptive, additive, or perfective actions and
to record lessons learned.
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2) Maintain traceability of the implemented system elements.

NOTE 12 Bi-directional traceability is maintained between the implemented system elements and the
system architecture, design, and system requirements including interface requirements and definitions
that are necessary for implementation.

3) Provide key artefacts that have been selected for baselines.

NOTE 13 The configuration management process is used to establish and maintain configuration items
and baselines. The implementation process identifies candidates for the baseline and then provides the
artefacts to configuration management. For the implementation process, the system elements are typical
artefacts that are baselined.

6.4.8 Integration process

6.4.8.1 Purpose

The purpose of the integration process is to synthesize a set of system elefénts into a realided system
thdt satisfies the system requirements.

This process encompasses planning for, preparing for, and aggregating a progressively mor¢ complete
set]of system elements or artefacts. Interfaces are identified and activated to enable interopejration and
subpsequent verification and possibly validation of the requiréments (including characteristics) of the
sydtem elements or elements as intended. This process alse €¢dnnects and checks out interfaces of the
Sollwith enabling systems for which there is direct interagction.

NO[E A detailed description of the integration processican be found in ISO/IEC/IEEE 24748-6.

6.4.8.2 Outcomes
As p result of the successful performance gf’the integration process:

a) | integration constraints that influénce system requirements, architecture, or design,| including
interfaces, are identified;

b) | approaches and checkpoints ‘for the correct activation of the identified interfaces apd system
functions are defined;

c) | enabling systems or Services needed for integration are available;
d) | a system composed of implemented system elements or artefacts is integrated;

e) | the system-external interfaces (system to external environment) and system internal|interfaces
(between(implemented system elements) are checked;

f) | integration results and anomalies are identified;

g) Ltxdceability of the integrated system elements is established.

6.4.8.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization
policies and procedures with respect to the Integration process.

a) Prepare for integration. This activity consists of the following tasks.

1) Identify and define checkpoints for the correct activation and integrity of the interfaces and
the selected system functions as the system elements are synthesized.

NOTE 1 The verification process is applied for detailed verification of the interfaces.
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b)

82

2)

3)

4)

5)

Perfoirm integration. This activity consists ofithe following tasks.

iy

2)
3)
4)
5)

NOTE 2 ISO/IEC/IEEE 15026 series and ISO/IEC 27000 provide information on assurance,
integrity, and security. Typical considerations include anti-counterfeit, anti-tamper, system and
software assurance, and interoperability elements when identifying and defining checkpoints.

Define the integration strategy.

NOTE 3 The integration is performed according to a predefined integration strategy that
sequences the order for aggregating the evolving system elements (the actual system, concepts,
requirements, models, mock-ups, prototypes, procedures, plans, or other documents) based on the
priorities of the system requirements and system architecture definition focusing on the interfaces,
while minimizing integration time and cost and providing appropriate risk treatments.

NOTE 4 This strategy often provides for subsequent verification against a sequence of
pfjogressively more complete system element configurations. It is dependent on system—elenjent
availability and is consistent with a fault isolation and diagnosis strategy.

Identify constraints and objectives from integration to be incorporated dnthe system
rgquirements, architecture or design.

NOTE 5 This includes requirements such as accessibility, safety fot, ‘irftegrators, required
inerfaces for sets of implemented system elements and for enablers, and intérfaCe constraints.

Identify and plan for the necessary enabling systems or services needed to support integration.
NOTE 6 This includes identification of requirements and_interfaces for the enabling systems.
Emabling systems for integration include integration facilities, @sSembly equipment, training systems,
discrepancy reporting systems, simulators, measurement devices, and facility security.

Optain or acquire access to the enabling systems orss€rvices, and materials to be used.

NOTE 7 The validation process is used to «0bjectively confirm that the integration enabling
syistem (including tools) achieves its intended useifor its enabling functions.

Check interface availability and conformance of the interfaces in accordance with interfpce
definitions and integration schedules.

NPTE 8 This includes intérfaces internal to the Sol (e.g. between system elements including
orierators), and between the Sel and external systems or entities (including interfacing, enabling,
interoperating systems, as well as users of the Sol).

Pé¢rform actions to address any conformance or availability issues.
Combine the implemented system elements or artefacts in accordance with planned sequenges.

Integrate system element configurations until the complete system is synthesized.

Check~for expected results of the interfaces, selected functions, and critical quality
characteristics.

NOTE 9 This is performed several times at different integration levels to confirm that specific
interfaces have been established.

Manage results of integration. This activity consists of the following tasks.

1y

Record integration results and any anomalies encountered.

NOTE 10 This includes anomalies due to the integration strategy, the integration enabling
systems (including tools), execution of the integration or incorrect system or element definition. Where
inconsistencies exist at the interface between the system, its specified operational environment and
any systems that enable the utilization stage, the deviations lead to corrective actions or requirement
changes. The project assessment and control process is used to analyse the data to identify the root
cause, to enable corrective, preventive, adaptive, additive, or perfective actions and to record lessons
learned.
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2) Maintain traceability of the integrated system elements.

NOTE 11 Bi-directional traceability is maintained between the integrated system elements and
the integration strategy, system architecture, design, as well as stakeholder and system requirements

including interface requirements and definitions that are necessary for integration.

3) Provide key artefacts that have been selected for baselines.

NOTE 12 The configuration management process is used to establish and maintain configuration
items and baselines. The integration process identifies candidates for the baseline and then provides
the artefacts to configuration management. For the integration process, the integration strategy is a

4. 3 1 4 rlot o b 1 |
L_y Pl\,al dI'tCIdl i tIIdt 15 Uaos TIITICuU.
.9 Verification process
.9.1 Purpose

hirtefact fulfils its specified requirements and characteristics.

b verification process identifies the anomalies in any artefact (e.g.system requirements, ar
cription, or design description), implemented system eleménts, or life cycle proceg

apmropriate methods, techniques, standards, or rules. This progess provides the necessary in

etermine resolution of identified anomalies.

[E1 The verification process determines that the "solution is built right". The validati
ermines that the "right solution is built".

[E 2 Construction of an assurance case (see 5.1Q) c¢an be helpful to provide insight for verificatidg
to present verification results.

6.4.9.2 Outcomes

As
a)
b)
‘)
d)
e)

f)

A result of the successful performance of the verification process:

enabling systems or servicés needed for verification are available;
the system, system.element, or artefact is verified;
data providing-information for corrective actions are reported;

objective evidence that the realised system fulfils the requirements, architecture, ang
provided;

verification results and anomalies are identified;

g)

e purpose of the verification process is to provide objective evidence that a System, systein element,

chitecture
ses using
formation

DN process

n activities

constraints of verification thatinfluence the requirements, architecture, or design are identified;

design is

traceability of the verified svstem elements is established

6.4.9.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization

pol
a)

icies and procedures with respect to the verification process.
Prepare for verification. This activity consists of the following tasks.

1) Identify the verification scope and corresponding verification actions.
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b)

84

2)

3)

4)

5)

6)

7)

NOTE 1 Scope includes system, system elements, artefacts, or information items which will
be verified against applicable requirements, characteristics, or other properties. For each verification
action, the strategy describes what will be verified (actual system, model, mock-up, prototype,
procedure, plan, or other document), the verification method, and the expected result as defined by the
success criteria.

Identify the constraints that potentially limit the feasibility of verification actions.

NOTE 2 Constraints include technical feasibility, cost, time, availability of verification enablers
or qualified personnel, contractual constraints, and characteristics such as criticality of the mission.

S loct annranyiatn gopificatiogy wonthode ~nd ~ccnniabnd ciiaonce cnibnia £o Ay anyg ‘mmF.nnhon
et apPpropriate—Vver i tato et a5saaaS5eeatea—SHeee Ss—Eerterao—every—veriicayl

a¢tion.

NOTE 3 Verification methods include: inspection (including peer review), analysis (ificluding
mpdelling, simulation, and analogy/similarity), demonstration, and testing. The selection’ of ong or
mpre verification methods is made according to the type of system, the needs of the itetn being verifjed,
thle objectives of the project, and the acceptable risks. Selected methods and sucoess criteria [are
cdordinated with relevant stakeholders to help ensure the verification strategy is acceptable.

Dgfine the verification strategy.

NOTE 4 The definition includes trading off what will be verified (scope) against the constrajnts
o1] limits, and deduces what verification actions to use. Verificationnactions that are candidates|for
dgletion are evaluated for the risks their withdrawal imposes. The ‘prioritised verification strategy
erjcompasses the most appropriate verification method for every¥verification action and the necesspry
vdrification enabling systems (simulators, test-benches, qualified personnel, location, facilities, dtc.)
adcording to selected verification methods. Under some regulatory situations, the strategy can inclpde
the verification of all system elements. The strategy also\identifies any points in the system life cycle
rgquiring evidence that the system meets its requirements.

NOTE 5 The verification strategy and schédule are updated according to the progress of jthe
pyjoject; in particular planned verification actions are redefined or rescheduled when unexpedted
eyents or system evolutions occur.

——

NOTE 6 This strategy generally f6cuses on minimizing cost and schedule, and/or risk, provid
a palanced approach for confirming that the system or system element has been “built right”.

ng
Identify constraints and objéctives from the verification strategy to be incorporated in fhe
system requirements, architecture, and design.
NOTE 7 This includes practical limitations of accuracy, uncertainty, or repeatability that
arle imposed by the wverification enablers; the associated measurement methods; the level of system
integration; and the availability, accessibility, and interconnection with enablers.

Identify andplan for the necessary enabling systems or services needed to support verificatjon.

NOTE 8 Verification enabling systems include verification equipment, simulators, fest
aytomation tools, facilities, etc.

0

NOTE 9 The acquisition of the enabling systems can be done through various ways such as
rental, procurement, development, reuse, subcontracting; usually the acquisition of the complete
set of enablers is a mix of these ways. The validation process is used to objectively confirm that the
verification enabling system achieves its intended use for its enabling functions.

Perform verification. This activity consists of the following tasks.

iy

Define the verification procedures, each supporting one or a set of verification actions.

NOTE 10 The procedures identify the purpose of the verification with success criteria (expected
results), the verification method to be applied, the necessary enabling systems (facilities, equipment,
etc.), and the environmental conditions to perform each verification procedure (resources, qualified
personnel, etc.).
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Perform the verification procedures.

NOTE 11 Verification, according to the verification strategy, occurs at the appropriate

time in the

schedule. Verification activities are performed at the appropriate point in the system life cycle in the
defined environment, with defined enabling systems and resources. The performance of a verification
action consists of capturing a result from the execution of the verification procedure, comparing the
obtained result with the expected result as defined by the success criteria, and deducing a degree
of correctness of the submitted element and confidence in the result. The necessity of repeating

verification actions is determined as anomalies are resolved.

c) Manage results of verification. This activity consists of the following tasks.

6.

1)

2)

3)

4)

5)

Record verification results and any anomalies encountered.

NOTE 12 This includes anomalies due to the verification strategy, the verificatig
systems, execution of the verification action, or incorrect system definition. The project asse|
control process is used to analyse the data to identify the root cause, to enable ¢errective,
adaptive, additive, or perfective actions, and to record lessons learned.

NOTE 13
follow-up corrective action can vary greatly depending on the purpoSe of the verification. F
of a system, this can imply a simple problem resolution action-toraddress a failed systg
verification followed by re-verification, or more significant actions such as major project 1
based on a failure to attain a key milestone, e.g. failed system‘testing.

Record operational incidents and problems during vefification and track their resolt

NOTE 14 Performing problem resolution is handled through the quality assurance
assessment and control processes. Any actual changes to the requirements, architecture
system elements are done within other techni€al processes.

NOTE 15 Operational incidents arethose that occur in the operational environment.

Obtain agreement from the approval authority that the system, system element,
meets the specified requirements.

Maintain traceability for verification.

NOTE 16 Bi-directibnal traceability is maintained between the verified system eleme
verification strategy, system architecture, design, and system requirements. Traceability of
system, system elements, or artefacts typically includes traceable verification results or evi
as anomalies, deyiations or requirement satisfaction.

Provide key-artefacts that have been selected for baselines.

NOTE-}7 The configuration management process is used to establish and maintain co
itemsé@nd baselines. The verification process identifies candidates for the baseline, and th¢
the-artefacts to configuration management. For the verification process, the verification s
typical artefact that is baselined.

n enabling
ssment and
preventive,

The evaluation of verification results in the project assessnient and control process and

r elements
m element
e-direction

tion.

ind project
design, or

r artefact

nts and the
he verified
Hence, such

hfiguration
n provides
rategy is a

.1U 1ransition process

6.4.10.1 Purpose

The purpose of the transition process is to establish a capability for a system to provide services
specified by stakeholder requirements in the operational environment.

This process moves the system in an orderly, planned manner to be operable in the intended
environment, which may be a new or changed environment, e.g., operations or validation. As a result of
the transition, the system is functional and compatible with enabling, interfacing, and interoperating
systems in the environment. It installs a verified system, together with relevant enabling systems
(e.g. planning system, support system, operator training system, user training system), as defined
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in agreements. The transition process can be used every time the system or system elements are
transitioned from one entity or environment to another.

NOTE
minimal disruption to ongoing operations.

In the case of system upgrades, a typical goal is that transition activities are accomplished with

6.4.10.2 Outcomes

As aresult of the successful performance of the transition process:

a)
b)
‘)
d)
e)

f)
g)
h)

6.4.10.3 Activities and tasks

transition constraints that influence system requirements, architecture, or design are identified;
enabl]ng systems or services needed for transition are available;

the sifle is prepared;

the syjstem installed in its operational environment is capable of delivering its specified functiofs;

operators, users and other stakeholders necessary to the system utilization and support pre

traingd;
transition results and anomalies are identified;
the inptalled system is activated and ready for operation;

tracegbility of the transitioned elements is established.

The following activities and tasks shall be implemented. in accordance with applicable organizatjion

policies arfd procedures with respect to the transition{process.

a) Prepafe for the transition. This activity consists of the following tasks.

86

1y

2)

3)

4)

5)

6)

Dgfine a transition strategy.

NPTE 1 The transition strategy includes all activities from site delivery and installation thropigh
dgployment and commissioningtef the system in accordance with agreements using appropriate
mechanisms to help ensure,system integrity is maintained. The strategy involves all the stakeholdprs,
including human operators:~The strategy includes roles and responsibilities, facilities considerati¢ns,
sHipping and receivingcontingency back out plans, training, installation acceptance demonstration
tajsks, operational readiness reviews, operations commencement, transition success criteria, rightp of
adcess, data rights;and integration with other plans. Commissioning of the system is considered alpng
wijth the decommissioning of the old system, when one exists. In this case, the transition and disp¢sal
piocesses arg-used concurrently.

Identify.and define any facility or site changes needed.

NDTE 2 This includes changes needed for installation or use.

Identify and arrange training of operators, users, and other stakeholders necessary for system
utilization and support.

NOTE 3 In addition to formal or informal training, organizational change management activities
can be helpful for adapting to changes required for use of transitioned systems.

Identify system constraints from transition to be incorporated in the system requirements,
architecture or design.

Identify and plan for the necessary enabling systems or services needed to support transition.
NOTE 4 This includes identification of requirements and interfaces for the enabling systems.

Obtain or acquire access to the enabling systems or services to be used.
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NOTE 5
achieves its intended use for its enabling functions.

The validation process is used to objectively confirm that the transition enabling system

Identify and arrange shipping and receiving of system elements and enabling system:s.

Perform the transition. This activity consists of the following tasks.

Prepare the site of operation in accordance with installation requirements.

NOTE 6 It is presupposed that site preparation is conducted in accordance with
health, safety, security, and environmental regulations.

applicable

2)

3)

4)

5)

6)

7)

Deliver the system for installation at the correct location and time.

NOTE 7 Sometimes intermediate storage prior to delivery is a necessary considerati

Install the system in its operational environment and interface to its enyinronment.

NOTE 8 The system installation includes configuring it with required operational
into account changes to the operating environment or the organization’s process changes. Co
of data migration is sometimes necessary. This includes data that willbé.er is stored in a cloy

Demonstrate proper installation of the system.

NOTE 9 Acceptance tests are usually defined in the\agreement to demonstrate §
installation. Where the exact location or environment @f-operation is not available, a rep
example is selected. Specific attention is given to the physical interfaces, including interf
functions supplied by virtual resources (e.g. cloud),

Provide training of the operators, users,"and other stakeholders necessary ff
utilization and support.

Perform activation and check-out of the system.

NOTE 10 This task takes all steps needed to activate the system to an operational stat

n.

ata, taking
hsideration
d resource.

atisfactory
Fesentative
hces to any

br system

b, including

power-up, instrument checks, agsessment of environmental conditions, assessment of conpections to

external systems, and other xgadiness evaluations, in accordance with operational proc
organizational policies, taking into account regulations. This task also interacts with thg
process to objectively confirm that the system fulfils the stakeholder requirements in the
environment.

NOTE 11 This task includes integrity checks and conformance with technical stand

bdures and
validation
bperational

ards. Anti-

counterfeit, system and software assurance, and interoperability elements are usually consiglered when

identifying.and defining checkpoints.
Demonstrate the installed system is capable of delivering its required functions.
NOTE 12 Acceptance tests, as specified in agreements, can define the criteria that d

that the system or system element possesses the capability to deliver the required fur
services when installed in its operational environment and staffed by operators. Specifi

bmonstrate
ctions and
c attention

is given to the key functions and logical interfaces with respect to adequately addressing

changes in

8)

9)

business processes and workflow.

NOTE 13 This is an operational readiness task that examines readiness of functiona

1 capability

for an operational state. The validation process evaluates whether the system meets the stakeholder

needs.

Demonstrate the functions provided by the system are sustainable by the enabling systems.

NOTE 14
an operational state.

Review the system for operational readiness.
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NOTE 15 This includes the results functional demonstration, validation activities, and
sustainment demonstration.

10) Commission the system for operations.

NOTE 16 This includes providing support to the users and operators during the operations
commencement (commissioning) of the system.

c) Manage results of transition. This activity consists of the following tasks.

1) Record transition results and any anomalies encountered.

NOTE 17 This includes anomalies due to the transition strategy, the transition enabling syStems,
execution of the transition or incorrect system definition. Where inconsistencies exist at thednterface
bgtween the system, its specified operational environment and any systems that enable theutilizagion
stpge, the deviations are resolved through corrective actions or changes to the requitements. The
pijoject assessment and control process is used to analyse the data to identify the rootcause, to engble
cdrrective, preventive, adaptive, additive, or perfective actions and to record lessons‘leatned.

2) Record operational incidents and problems during transition and track their resolution.
NQTE 18 Performing problem resolution is handled through the quality assurance and project
agsessment and control processes. Any actual changes to the requirements, architecture, design} or
sylstem elements are done within other technical processes.

3) Mpaintain traceability of the transitioned system elements.
NDTE 19 Bi-directional traceability is maintained between the transitioned system elements ind
thle transition strategy, system architecture, design, and,syStem requirements. Traceability recordsfare
updated when a system element is changed.

4) Provide key artefacts that have been selected.for*baselines.
NOTE 20 The configuration managementprocess is used to establish and maintain configurafion
it¢ms and baselines. The transition processiidéntifies candidates for the baseline and then provides|the

arftefacts to configuration management.@For the transition process, the transition strategy is a typjcal
arftefact that is baselined.

6.4.11 V3lidation process

6.4.11.1 Purpose

The purpgse of the validation process is to provide objective evidence that the system, when in yse,
fulfils its [business orntission objectives and stakeholder needs and requirements, achieving|its
intended yse in its intended operational environment.

—e

The objective of validating a system, system element, or artefact is to acquire confidence in its ability to
meet validation criteria. Validation is confirmed by stakeholders. This process provides the necessary
informatigniso that identified anomalies can be resolved by the appropriate technical process thre
the anomaty wascreated.

NOTE1 The validation process determines that the "right solution is built". The verification process
determines that the "solution is built right".

NOTE 2  Validation is also applicable to the artefacts (e.g. requirements, architecture, design, design
characteristics, or system elements) produced in the definition and realization of the system.

NOTE3  Construction of an assurance case (see 5.10) can be helpful to provide insight for validation activities
and to present validation results.
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6.4.11.2 Outcomes

As aresult of the successful performance of the validation process:

a)
b)
‘)
d)

validation criteria are defined;

the availability of services required by stakeholders is confirmed;

constraints of validation that influence the requirements, architecture, or design are identified;

the system, system element, or artefact is validated;

€)
f)
g)
h)
6.4
Th

a)

1)

2)

3)

enabling systems or services needed for validation are available;
validation results and anomalies are identified;
objective evidence of successful validation is provided;

traceability of the validated system elements is established.

.11.3 Activities and tasks

e following activities and tasks shall be implemented in accofdance with applicable or
policies and procedures with respect to the validation process,

Prepare for validation. This activity consists of the following tasks.

Identify the validation scope and corresponding validation actions.

NOTE 1

banization

Scope includes system, system{elements, or artefacts which will be validafed against

applicable validation criteria. For each validation action, the strategy describes what will e validated

(e.g. the actual system, a model, a mock-up; a prototype, a procedure, a plan, or other doc

ment), the

validation method, and the expected.result as defined by the success criteria. The scope also includes

evaluating that the product or service'is predictable in its intended environment and doeg
any unintended users that can negatively impact the intended use of the system.

NOTE 2 The supplierthe acquirer, or an agent of the acquirer participates in o
validation. The responsibility is generally designated in the agreement.

Identify the constraints that potentially limit the feasibility of validation actions.

NOTE 3 Constraints include technical feasibility, cost, time, availability of validation
qualified peySonnel, contractual constraints, and characteristics such as criticality of the mij

Select_dppropriate validation methods and associated success criteria for each
actief.

NOTE 4
simulation, peer-review, testing, or certification. The selection of validation methods is mad
to the type and purpose of the system, the objectives of the project, regulatory or legal rec

not enable

I performs

enablers or
ksion.

validation

Validation methods include: inspection, analysis, analogy/similarity, demjonstration,

b according
uirements,

4)

and the acceptable risks of a validation action.

NOTE 5 Where appropriate, validation steps or states are defined (e.g. in-house

validation,

on-site validation, operational validation) that progressively build confidence in conformance of the
delivered system, then the installed system, then the in-service system, and assist diagnosis of any
encountered discrepancies. Appropriate validation methods needed to perform the validation actions
are selected, as are defined in the purpose, conditions and success criteria for each validation action.

Define the validation strategy.

© ISO/IEC 2023 - All rights reserved
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b)

5)

6)

7)

Perfofm validation. This activity consists of the féllowing tasks.

1y

2)

NOTE 6 The definition includes the trade-off analysis of what will be validated (scope) against
the constraints or limits and deduces what validation actions to keep. Validation actions that are
candidates for deletion are evaluated for the risks their withdrawal imposes. The prioritised validation
strategy is obtained defining concurrently: the most appropriate validation method for every validation
action; the necessary validation enablers (simulators, test-benches, qualified personnel, location,
facilities, etc.) according to selected validation methods.

NOTE 7 The validation strategy and schedule are updated according to the progress of the
project; in particular planned validation actions are redefined or rescheduled when unexpected events
or system evolutions occur.

I akif o aekiegiatc £ooo & Lidot: oo oot faloa 1o oot add oo+ fal-al ol
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n¢eds and requirements transformed from those needs.

NOTE 8 This includes practical limitations of accuracy, uncertainty, or repeatahility that
arle imposed by the validation enablers; the associated measurement methods; and the availability,
adcessibility and interconnection with enablers.

Identify and plan for the necessary enabling systems or services needed to support validatipn.

NOTE 9 This includes identification of requirements and interfacesvfor enabling systems.
V3lidation enabling systems include validation equipment, simulators, test\automation tools, facilitfies,
etr.

Optain or acquire access to the enabling systems or services to be used to support validatiop.

NPTE 10 There are various ways to obtain access to enabling systems such as rental, procuremgnt,
dgvelopment, reuse, or subcontracting. Usually access to the ‘eomplete set of enablers is a mix of these
whys. The validation process is also used to objectively~confirm that the validation enabling system
adhieves its intended use for its enabling functions.

Define the validation procedures, each supporting one or a set of validation actions.

NOTE 11 This includes the identification of the success criteria (expected results), the validagion
method to be applied, the corresponding validation enablers (facilities, equipment, etc.), and [the
erfjvironment conditions to perform the validation procedure (resources, qualified personnel, etc.).

Pé¢rform the validation procedures.

NPTE 12 The performance of a validation action consists of capturing a result from the execution
of|the validation procédure; comparing the obtained result with the expected result as defined by|the
syccess criteria; deducing a degree of compliance of the element; and deciding about the acceptabilitly of
cdmpliance, if passible, uncertainty (lack of confidence) remains.

NPTE 13 System validation activities are performed at the appropriate point the system life cyfcle,
in/the defined environment (as close as possible of the operational environment, or representative of it),
with theintended users or acceptable surrogates, and with defined enablers and resources. Validagion
rgsults;dre reviewed to confirm that the services of the system that are required by stakeholders[are
available

—

c) Manage results of validation. This activity consists of the following tasks.

90

iy

2)

Record validation results and any anomalies encountered.

NOTE 14 This includes anomalies due to the validation strategy, the validation enabling systems,
execution of the validation action, or incorrect system definition. The project assessment and control
process is used to analyse the data to identify the root cause, to enable corrective, preventive, adaptive,
additive, or perfective actions, and to record lessons learned.

Record operational incidents and problems during validation and track their resolution.
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NOTE 15 Performing problem resolution is handled through the quality assurance and project
assessment and control processes. Any actual changes to the requirements, architecture, design, or
system elements are done within other technical processes.

3) Obtain agreement that the validation criteria have been met.

4) Maintain traceability for validation.
NOTE 16 Bi-directional traceability is maintained between the validated system elements and

the validation strategy, mission or business analysis, life cycle concepts, stakeholder requirements,
system architecture, design, and system requirements. Traceability of the validated system, system

alaxaantc op ot fo ot ool s ol dac o ocn o colidotiony oo lic o danca L oo

deviations

6.4

6.4.12.1 Purpose

Th

Th
thd
ide)
org

NO

improvement of managed operational services.

6.4
As
a)
b)
‘)
d)
e)

otz 1da Par ey
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from or achievements of intended use of the system.

5) Provide key artefacts that have been selected for baselines.
NOTE 17 The configuration management process is used to establish andynaintain co
items and baselines. The validation process identifies candidates for the basélin€ and then p

artefacts to configuration management. For the validation process, the validation strategy
artefact that is baselined.

.12 Operation process

b purpose of the operation process is to use the system to provide its products or services

s process establishes requirements for and assigns‘personnel to operate the system, ang
products or services and operator-system performance. To sustain products or s

anizational constraints.

E ISO/IEC 20000-1 details the operation of a service management system, including opg

.12.2 Outcomes

h result of the successful pérformance of the operation process:

operation constraints.that influence system requirements, architecture, or design are id
enabling systems,)services, and material needed for operation are available;

trained, qualified operators are available;

system.products or services that meet stakeholder requirements are delivered;

system performance during operation is monitored;

hfiguration
rovides the
is a typical

| monitors
ervices, it

ntifies and analyses operational anomalies in relation to agreements, stakeholder requirejnents, and

ration and

bntified;

f)

support to the stakeholders is provided.

6.4.12.3 Activities and tasks

The following activities and tasks shall be implemented in accordance with applicable organization
policies and procedures with respect to the operation process.

a)

Prepare for operation. This activity consists of the following tasks.

1) Define an operation strategy.
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b)

92

NOTE1 This defines approaches, schedules, resources, and specific considerations required to
perform system operation, and usually is created in early life cycle stages. It often includes:

a) the capacity, availability, schedule considerations, and security of products or services as they are
introduced, routinely operated, and disposed;

b) the human resources strategy and qualification requirements;

c) the release and re-acceptance criteria and schedules of the system to permit modifications that
sustain existing or enhanced products or services;

[1€ dpprodcr O lIIplemer [1€ Operdtiorndl Mmode [ [1€ % eIl Operatiolld Oncept, II lng
nprmal and contingency operations; this can include an approach for critical operational issues-and| for
resiliency in the face of cyber security threats and attacks;

e) measures for operation that will provide insight into performance levels.

OTE2  The ISO 22400 series specifies requirements for key performance indjicators (KPI) useful
r manufacturing systems.

o Z

s8]

The operational and occupational safety strategy for operators and othgrs,tsing or in contact with
lhe system during operation, accounting for any safety regulations.

—t

b) The environmental protection and sustainability strategy for opérating the system.

c] Monitoring procedures for changes in external conditiohs (e.g. threats, need for improyed
performance) and the results of operational monitoring activities.

2)

]

dentify system constraints and objectives from op€ration to be incorporated in the systen
bquirements, architecture, or design.

—

NOTE[3 It is generally helpful to identify the following: cyber security threats that are related to
operation; required resiliency objectives from opération; areas that are high priority for automatiorn to
addre$s operational needs.

3)

It

dentify and plan for the necessary enabling systems or services needed to support operatipn.
NOTEW  This includes identification of requirements and interfaces for the enabling systems.
4) (Qbtain or acquire accessto;the enabling systems or services to be used.

NOTE[5  Thevalidation process is used to objectively confirm that the operation enabling system achigves
its int¢nded use for its enabling functions.

5)

[a—

dlentify or define training and qualification requirements to sustain the workforce needed|for
ystem operation.

%]

6) Assigntrained, qualified personnel to be operators.

NOTE|6 . The training and qualification includes awareness of the system in its operational environment
and a defined programme of familiarization, with appropriate fault detection and isolation instruction.
Operator knowledge, skill and experience requirements guide the personnel selection criteria, and where
relevant, their authorization to operate is confirmed. The scope of qualification depends on the Sol and
its environment. For example, in some environments regulatory requirements include certification of
operators, whereas in others there is no certification requirement. A training mode of the operational
system sometimes impacts product or service availability.

Perform operation. This activity consists of the following tasks.
1) Use the system in its intended operational environment.

NOTE 7  The operation strategy guides the system usage. Where agreed, continuous service capacity and
quality is maintained when the system replaces an existing system that is being retired.
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2) Apply materials and other resources, as required, to operate the system and sustain i
and service capabilities.

NOTE 8

operators.
3) Monitor system operation.
NOTE9  This often includes:

a) managing adherence to the operation strategy and operational procedures;

ts product

This includes energy sources for hardware, connectivity for software, and provisions for

b) monitoring that the system is operated in a safe manner and compliant with legislated
concerning occupational safety and environmental protection.
4) Use the measures defined in the strategy and analyse them to confirm th@tsystem
mance is within acceptable parameters.

NOTE 10 Monitoring the system includes reviewing that the performance is\within established
periodic instrument readings are acceptable, and service and responge times are acceptabl
feedback and suggestions are useful input for improving system operationdl performance.

NOTE 11 Cost of operation is also monitored against objectives.and’constraints, and to identi
improvements.

5) Identify and record when system or service performance is not within acceptable p4

guidelines

erfor-

thresholds,
e, Operator

y potential

\rameters.

NOTE 12 The system sometimes exhibits unacceptable performance when system elements inhplemented

in hardware have exceeded their useful life or the’system’s operational environment affects th
and maintenance personnel (including staff turnever, operator stress and fatigue).

6) Perform system contingency operations, if necessary.
NOTE 13 This includes operating the, system in a degraded mode, performing back-out 3

operation, system shutdown, implementation of work-around procedures to restore operatig
modes for special conditions. If needed, the operator performs steps necessary to enter into @

P operating

nd restore
n, or other
ontingency

operations and possibly powerxdown the system. Contingency operations are performed accor}iting to pre-

established procedures for such an event. Often these procedures are accompanied by a continu
Manage results of operation. This activity consists of the following tasks.

1) Record results'of operation and any anomalies encountered.

NOTE 14 Thisincludes anomalies due to the operation strategy, the operation enabling system
of the operation, or incorrect system definition. The project assessment and control procesg

analyse-thie data to identify the root cause; to enable corrective, preventive, adaptive, additive, o
actions:-and to record lessons learned.

y plan.

, execution
is used to
" perfective

2Y , Record operational incidents and problems and track their resolution.

NOTE 15 Performing problem resolution is handled through the quality assurance and project assessment
and control processes. Any actual changes to the requirements, architecture, design, or system elements are

done within other technical processes.

NOTE 16 If an incident is experienced during operation, the operator records the incident an
actions prescribed in validated operating procedures to restore normal operations.

3) Maintain traceability for operations.

d performs

NOTE 17 Maintain bi-directional traceability to operational results and artefacts, strategic needs, system
operational concept, concept of operations, and stakeholder requirements. Traceability of the operational

results and artefacts typically includes evidence, incidents, and problems.
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4) P

rovide key artefacts that have been selected for baselines.

NOTE 18 The configuration management process is used to establish and maintain configuration items
and baselines. The operation process identifies candidates for the baseline and then provides the artefacts
to configuration management.

d)
1) P

NOTE

Support stakeholders. This activity consists of the following tasks.

rovide assistance and consultation to stakeholders as requested.

19 Assistance and consultation includes the provision or recommendation of sources for train

ng,

docunjentation, vulnerability resolution, cyber security reporting, and other support services support
effective use of the product or service.

2)

3) O

e

NOTE
contin
stakeli
manag

6.4.13 M

6.4.13.1

The purpa
or service

This proc
analysis, t
capability.
replacems
Transition

The need
interfacin
elements 2

NOTE

6.4.13.2

As aresulf

ecord and monitor requests and subsequent actions for support.

'S.

20 The results are analysed and required action to restore or amend systef’or services to proy
ued customer satisfaction is identified. Wherever possible the benefit of suelf action is agreed up

ement process.
hintenance process

Purpose

pss monitors the system’s capability te’deliver products or services, records incidents
hkes corrective, preventive, adaptivesadditive, and perfective actions and confirms resto
The process includes packaging,handling, storage, and transportation for the requi
nt system elements. This is often required to support the objectives of the Integration 3
processes, including required system and software assurance.

for maintenance can arise from multiple causes other than failures, such as changes
nd enabling systems.over the system life cycle.

More detail on seftfware maintenance can be found in ISO/IEC/IEEE 14764.

Dutcomes

of the'successful performance of the maintenance process:

etermine the degree to which delivered products or services satisfy the needs of stakehold-

0
olders or their representatives. The customer satisfaction data also serves as an input to the qu;jl

ing

ide
by
ity

se of the maintenance process is to sustain the.capability of the system to provide a product

for
Fed
Fed
ind

to

b systems or infrastructure, evolving security threats, and technical obsolescence of system

BABCcA-R

a) maint

TIarnccarr

are identified;

b)

c)
d)

e)

94

enabling systems or services needed for maintenance and logistics are available;
replacement, repaired, or revised system elements are made available;
the need for required maintenance and logistics actions are reported;

failure and life cycle data, including associated costs, is determined.

ign
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