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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
technology, 1ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards
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Introduction

The complexity of man-made systems has increased to an unprecedented level. This has led to new
opportunities, but also to increased challenges for the organizations that create and utilize systems. These
challenges exist throughout the life cycle of a system and at all levels of architectural detail. This International
Standard provides a common process framework for describing the life cycle of systems created by humans,
adopting a Systems Engineering approach. Systems Engineering is an interdisciplinary approach and means
to enable the realization of successful systems. It focuses on defining stakeholder needs and required
functionality early in the development cycle, documenting requirements, then proceeding with design
synthesis and system validation while considering the complete problem. It integrates all the disciplines and
specialty groups into a team effort forming a structured development process that proceeds from concept to
production to operation. It considers both the business and the technical needs of all stakeholders with the
go tof pluv;dillu [ qua:;ty pluduu‘i thatmeets-theneedsof users—andothet app:;bab:c staketotders. This life
cydle spans the conception of ideas through to the retirement of a system. It provides the pracesses for
acquiring and supplying systems. It helps to improve communication and cooperation among‘the parties that
crepte, utilize and manage modern systems in order that they can work in an integrated, coherent fashion. In
addition, this framework provides for the assessment and improvement of the life cycle processes.

The processes in this International Standard form a comprehensive set from which an organ|zation can
corjstruct system life cycle models appropriate to its products and services. An<Qrganization, depending on its
purpose, can select and apply an appropriate subset to fulfill that purpose.

Thip International Standard can be used in one or more of the following,modes:

— | By an organization — to help establish an environment of desired processes. These procespes can be
supported by an infrastructure of methods, procedures, techhiques, tools and trained persgnnel. The
organization may then employ this environment to perform*and manage its projects and progregs systems
through their life cycle stages. In this mode this Interpational Standard is used to assess confprmance of
a declared, established environment to its provisions.

— | By a project — to help select, structure andsemploy the elements of an established envifonment to
provide products and services. In this made-this International Standard is used in the assessment of
conformance of the project to the declared and established environment.

— | By an acquirer and a supplier — to_lelp develop an agreement concerning processes and acfivities. Via
the agreement, the processes and activities in this International Standard are selected, hegotiated,
agreed to and performed. In this’'mode this International Standard is used for guidance in developing the
agreement.

— | By process assessors, —’to serve as a process reference model for use in the performance|of process
assessments that may be used to support organizational process improvement.

© ISO/IEC 2015 — All rights reserved
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IEEE Introduction

This introduction is not part of IEEE Std 15288™-2015, Systems and Software Engineering — Systems Life Cycle

Processes.

This standard replaces ISO/IEC/IEEE Std 15288™-2008, Systems and software engineering—System life
cycle processes. That standard replaced IEEE Std 15288™-2004, Adoption of ISO/IEC 15288:2002, Systems
and software engineering—System life cycle processes. The original ISO/IEC 15288 was published in
November 2002 and was the first international standard to provide a comprehensive set of life cycle

processes

for systems.
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ISO/IEC/IEEE 1528
Systems and software engineering — System life cycle
processes

1 Overview

1.1 Scope

8:2015(E)

This International Standard establishes a common framework of process descriptions for describing the life

Thi
the
the

5 International Standard also provides processes that support the definition, control and impr
system life cycle processes used within an organization or a project. Organizations and proje
5e processes when acquiring and supplying systems.

Thi
mo
pro|
ent

5 International Standard concerns those systems that are man-made and may be configured

e of the following system elements: hardware, software, data, humans, processes (e.g., prg
viding service to users), procedures (e.g., operator instructions);-facilities, materials and natural
ties.

Wh
use
pro

en a system element is software, the software life cycle processes in ISO/IEC/IEEE 12207:20
d to implement that system element. The two standards are harmonized for concurrent use
ect or in a single organization.

1.2Purpose

The purpose of this International Standard isto provide a defined set of processes to facilitate com
ampng acquirers, suppliers and other stakeholders in the life cycle of a system.

Thip International Standard applies_ to, organizations in their roles as both acquirers and suppliers
usgd by a single organization in.a self-imposed mode or in a multi-party situation. Parties can K
same organization or from different organizations and the situation can range from an informal agrg
forfpal contract.

The processes in thisAnternational Standard can be used as a basis for establishing business en
e.g|, methods, progedures, techniques, tools and trained personnel. Annex A provides normatiy
regarding the tailering of these system life cycle processes.

1.3 Field ofapplication

Thip International Standard applies to the full life cycle of systems, including conception, de
production, utilization, support and retirement of systems, and to the acquisition and supply g

y from an
5 structure.
orming the
s, with the

bvement of
ts can use

vith one or
cesses for
y occurring

15 may be

bn a single

munication

It can be
e from the
ement to a

ironments,

e direction

velopment,
f systems,

whether performed internally or externally to an organization. The life cycle processes of this International
Standard can be applied concurrently, iteratively and recursively to a system and incrementally to its elements.

There is a wide variety of systems in terms of their purpose, domain of application, complexity, size, novelty,
adaptability, quantities, locations, life spans and evolution. This International Standard describes the
processes that comprise the life cycle of man-made systems. It therefore applies to one-of-a-kind systems,
mass-produced systems and customized, adaptable systems. It also applies to a complete stand-alone
system and to systems that are embedded and integrated into larger more complex and complete systems.

This International Standard provides a process reference model characterized in terms of the process purpose
and the process outcomes that result from the successful execution of the activity tasks. Annex B lists
examples of artifacts and information items that may be associated with various processes. This International
Standard can therefore be used as a reference model to support process assessment as specified in ISO/IEC
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15504-2:2003. Annex C provides information regarding the use of the system life cycle processes as a
process reference model. Annex D describes the process constructs for use in the process reference model.

1.4 Limitations

This International Standard does not prescribe a specific system life cycle model, development methodology,
method, model or technique. The users of this International Standard are responsible for selecting a life cycle
model for the project and mapping the processes, activities, and tasks in this International Standard into that
model. The parties are also responsible for selecting and applying appropriate methodologies, methods,
models and techniques suitable for the project.

Although this International Standard does not establish a management system, it is intended to be compatible
with the quality management system provided by ISO 9001, the service management system provided by

ISO/IEC 2(000-1:2011 (IEEE Std 20000-1-2013), and the information security management system provifled
by ISO/IEQ 27000.
This Internjational Standard does not detail information items in terms of name, format, explicit)eontent and
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bments in this International Standard are contained in Clause 6 'and Annex A. This Internatig
rovides requirements for a number of processes suitable for.usage during the life cycle of a sys
It is recognized that particular projects or organizations may ‘not need to use all of the proces
y this International Standard. Therefore, implementation—of this International Standard typig
lecting and declaring a set of processes suitable to the organization or project. There are two wj
plementation can be claimed to conform to the provisions of this International Standard —
ce and tailored conformance.

two criteria for claiming full conformange:.“Achieving either criterion suffices for conformar
e chosen criterion (or criteria) is to be stated in the claim. Claiming “full conformance to tag

y, claiming “full conformance to outcomes” asserts that all of the required outcomes of the decl3
psses are achieved. Full conform@ance to outcomes permits greater freedom in the implementa
ing processes and may be useful for implementing processes to be used in the context off
ife cycle model.

Dptions for conformance are provided for needed flexibility in the application of this International Stand
s has a set of objectives (phrased as “outcomes”) and a set of activities and tasks that represent one wa
pbjectives.

Users who implement the activities and tasks of the declared set of processes can assert full conformanc|
selected processes. Some users, however, might have innovative process variants that achieve the object
comes) efithe declared set of processes without implementing all of the activities and tasks. These users
pnformance to the outcomes of the declared set of processes. The two criteria—conformance to task
b {0 outcome—are necessarily not equivalent since specific performance of activities and tasks may requir
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some cases

aiigher level of capability than just the achievement of outcomes.

NOTE 3

When this International Standard is used to help develop an agreement between an acquirer and a supplier,

clauses of this International Standard can be selected for incorporation in the agreement with or without modification. In
this case, it is more appropriate for the acquirer and supplier to claim compliance with the agreement than conformance
with this International Standard.

NOTE 4  An organization (for example, national, industrial association, company) imposing this International Standard
as a condition of trade can specify and make public the minimum set of required processes, outcomes, activities, and
tasks, which constitute suppliers’ compliance with the conditions of trade.

NOTE5  Requirements of this International Standard are marked by the use of the verb "shall". Recommendations are
marked by the use of the verb "should". Permissions are marked by the use of the verb "may". However, despite the verb
that is used, the requirements for conformance are selected as described previously.
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2.2,
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Full conformance

1 Full conformance to outcomes

8:2015(E)

A claim of full conformance declares the set of processes for which conformance is claimed. Full conformance
to outcomes is achieved by demonstrating that all of the outcomes of the declared set of processes have been
achieved. In this situation, the provisions for activities and tasks of the declared set of processes are guidance
rather than requirements, regardless of the verb form that is used in the provision.

NOTE One intended use of this International Standard is to facilitate process assessment and improvenient. For this
purpose, the objectives of each process are written in the form of 'outcomes' compatible with the provisiong of ISO/IEC
15504-2 and ISO/IEC 33002. Those standards provide for the assessment of the processes of this International Standard,
proyiding a basis for improvement. Users intending process assessment and improvement may use-the’procegs outcomes
writfen in this International Standard as the "process reference model" required by ISO/IEC 15504-2,and ISO/IEC 33002.
2.2|2 Full conformance to tasks

A cJaim of full conformance declares the set of processes for which conformanc¢e’ is claimed. Full canformance
to thsks is achieved by demonstrating that all of the requirements of the activities and tasks of the declared set
of processes have been achieved. In this situation, the provisions for the outcomes of the declared set of
progesses are guidance rather than requirements, regardless of the vétbform that is used in the provision.
NOTE A claim of full conformance to tasks may be appropriate,ib/ contractual situations where an acquirer or a
reglilator requires detailed understanding of the suppliers‘ processes.

2.3 Tailored conformance

When this International Standard is used as a basis.for establishing a set of processes that do not qualify for
full[conformance, the clauses of this International*Standard are selected or modified in accordange with the
tailpring process prescribed in Annex A. The™tailored text, for which tailored conformance is [claimed, is
dedglared. Tailored conformance is achieved“by demonstrating that the outcomes, activities, angl tasks, as
tailpred, have been achieved.

3 | Normative references

None.

4 | Terms, definitiens, and abbreviated terms

4.1 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

NO['E, \Definitons for other terms typically can be found in ISO/IEC/IEEE 24765, alailable at
<wyww.computer.org/sevocab>.

41.1

acquirer

stakeholder that acquires or procures a product or service from a supplier

Note 1 to entry: Other terms commonly used for an acquirer are buyer, customer, owner, purchaser or
internal/organizational sponsor.

41.2

acquisition

process of obtaining a system, product or service

© ISO/IEC 2015 — Al rights reserved 3
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4.1.3
activity
set of cohe

41.4

sive tasks of a process

agreement

mutual ack

EXAMPLE

4.1.5

nowledgement of terms and conditions under which a working relationship is conducted

Contract, memorandum of agreement.

architecture
<system> fundamental concepts or properties of a system in its environment embodied in its elements,

relationships, and In the principles of its design and evolution

[SOURCE:

4.1.6

architectu
convention
of applicati

EXAMPLE 1]
architecture

EXAMPLE 4
framework.

[SOURCE:

4.1.7
architectu
work prod(

[SOURCE:

4.1.8

architectu
work prodd
frame speqg

[SOURCE:

419
audit
independe
standards,

[SOURCE:

ISO/IEC/IEEE 42010:2011]

e framework
5, principles and practices for the description of architectures established within“a specific don
bn and/or community of stakeholders

Generalized Enterprise Reference Architecture and Methodologies (GERAM) [ISO 15704] is
framework.

Reference Model of Open Distributed Processing (RM-ODPR)\ [ISO/IEC 10746] is an architec

ISO/IEC/IEEE 42010:2011]

e view

ct expressing the architecture of a system from'the perspective of specific system concerns
ISO/IEC/IEEE 42010:2011]

e viewpoint

ct establishing the conventions-for the construction, interpretation and use of architecture view:

ific system concerns

ISO/IEC/IEEE 42010:2011]

it examination of a work product or set of work products to assess compliance with specificatig
contractUal agreements, or other criteria

1SO'24765:2010]

ain

an

fure

]

ns,

4.1.10
baseline

formally approved version of a configuration item, regardless of media, formally designated and fixed at a
specific time during the configuration item's life cycle

[SOURCE:

41.11

IEEE Std 828-2012]

concept of operations
verbal and/or graphic statement, in broad outline, of an organization’s assumptions or intent in regard to an
operation or series of operations
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Note 1 to entry: The concept of operations frequently is embodied in long-range strategic plans and annual operational
plans. In the latter case, the concept of operations in the plan covers a series of connected operations to be carried out
simultaneously or in succession. The concept is designed to give an overall picture of the organization operations. See
also operational concept.

Note 2 to entry: It provides the basis for bounding the operating space, system capabilities, interfaces and operating
environment.

[SOURCE: ANSI/AIAA G-043A-2012¢]
4.1.12

concern
<system> interest in a system relevant to one or more of its stakeholders

Notlalto entry: A concern pertains to any influence on a system in its environment, including, ‘deyelopmental,
techinological, business, operational, organizational, political, economic, legal, regulatory, ecological and-social influences.

[SQURCE: ISO/IEC/IEEE 42010:2011]

4.1)13

configuration item
item or aggregation of hardware, software, or both, that is designated for <configuration management and
treated as a single entity in the configuration management process

[SQURCE: ISO/IEC/IEEE 24765:2010, modified to include “item”]

4.1|114
cugtomer
orgpgnization or person that receives a product or service

EXAMPLE Consumer, client, user, acquirer, buyer, or purchaser.

Note 1 to entry: A customer can be internal or external'to the organization.
[SQURCE: ISO 9000:2005, modified — added“service’]

41115

degign, verb

<prpocess> to define the architecture, system elements, interfaces, and other characteristics of & system or
system element

[SQURCE: ISO/IEC/IEEE 24765:2010, modified — changed ‘components' to 'system elements]
4.1]16

degign, noun

resplt of the proecess in 4.1.15

Note 1 to entry: Information, including specification of system elements and their relationships, that i$ sufficiently
conppleté to 'support a compliant implementation of the architecture.

Note2-toentry: Pesignmprovides-thedetaited-mptementation-fevetphysicatstroctore; behaviortemporatrelationships,
and other attributes of system elements.

[SOURCE: ISO/IEC/IEEE 24765:2010]
4.1.17
design characteristic

design attributes or distinguishing features that pertain to a measurable description of a product or service

[SOURCE: ISO/IEC/IEEE 24765:2010]
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4.1.18

enabling system
system that supports a system-of-interest during its life cycle stages but does not necessarily contribute
directly to its function during operation

EXAMPLE

Note 1 to en

When a system-of-interest enters the production stage, a production-enabling system is required.

try:

enabling system when, in its own right, it is treated as a system-of-interest.

4.1.19

environment
<system> context determining the setting and circumstances of all influences upon a system

Each enabling system has a life cycle of its own. This International Standard is applicable to each

[ISO/IEC/IE

4.1.20
facility
physical m

41.21
incident
anomaloug
project, prg

4,1.22
informatio
separately

[SOURCE:

4.1.23

life cycle
evolution

retirement

4.1.24

life cycle
framework
also acts a

4.1.25

operationg
verbal and
operations

Note 1 to en
specific syst
perspective.

FEE 42010:2011]

pans or equipment for facilitating the performance of an action, e.g., buildings, instruments, toolg

or unexpected event, set of events, condition, or situation at any time.during the life cycle
duct, service, or system

n item
identifiable body of information that is produced, stored, and-delivered for human use

ISO/IEC/IEEE 15289:2011]

bf a system, product, service, project of“other human-made entity from conception thro

nodel

5 a common reference for-Communication and understanding

|l concept
graphic statement of an organization’s assumptions or intent in regard to an operation or serie
of a system ora‘related set of systems

try: The operational concept is designed to give an overall picture of the operations using one or n
ems,-or. Set of related systems, in the organization’s operational environment from the users’ and operal
See'also concept of operations.

of processes and activities concerned with the life cycle that may be organized into stages, wihich

ore
ors’

[SOURCE:

4.1.26
operator

ANSI/AIAA G-043A-2012¢€]

individual or organization that performs the operations of a system

Note 1 to en
individual or

Note 2 to en

try:
organization.

try:

element of the system.
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Note 3 to entry: An operator may perform operations on a system that is operated, or of a system that is operated,
depending on whether or not operating instructions are placed within the system boundary.

4.1.27
organization
group of people and facilities with an arrangement of responsibilities, authorities and relationships

EXAMPLE Company, corporation, firm, enterprise, institution, charity, sole trader, association, or parts or
combination thereof.

Note 1 to entry: An identified part of an organization (even as small as a single individual) or an identified group of
organizations can be regarded as an organization if it has responsibilities, authorities and relationships. A body of persons
organized for some specific purpose, such as a club, union, corporation, or society, is an organization.

[SQURCE: ISO 9000:2005, modified — Note 1 to entry has been added]

4.1128

party
orggnization entering into an agreement

Note 1 to entry: In this International Standard, the agreeing parties are called the acquirer and the supplier|

4.1129

prdblem
difflculty, uncertainty, or otherwise realized and undesirable event, sét of events, condition, or sifuation that
requires investigation and corrective action

4.1130
prdcess
set|of interrelated or interacting activities that transforms nputs into outputs

[SQURCE: 1SO 9000:2005]

4.1{31

prdcess purpose
high level objective of performing the process and the likely outcomes of effective implementgtion of the
progess

Note 1 to entry: The purpose of implémenting the process is to provide benefits to the stakeholders.

4.1132
prdduct
resplt of a process

Notp 1 to entry: There are four agreed generic product categories: hardware (e.g., engine mechanical part); software

(e.d., computer program); services (e.g., transport); and processed materials (e.g., lubricant). Hardware anfl processed
materials are generally tangible products, while software or services are generally intangible.

[SQURCE™1SO 9000:2005]

41733
project
endeavour with defined start and finish criteria undertaken to create a product or service in accordance with
specified resources and requirements

Note 1 to entry: A project is sometimes viewed as a unique process comprising co-coordinated and controlled
activities and composed of activities from the Project Processes and Technical Processes defined in this International
Standard.

4.1.34
guality assurance
part of quality management focused on providing confidence that quality requirements will be fulfilled

[SOURCE: 1SO 9000:2005]
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4.1.35

guality characteristic
inherent characteristic of a product, process, or system related to a requirement

Note 1 to en

try:

reliability, availability and supportability.

[SOURCE:

4.1.36

ISO 9000:2005, modified — Note 1 to entry added]

guality management
coordinated activities to direct and control an organization with regard to quality

Critical quality characteristics commonly include those related to health, safety, security, assurance,

[SOURCE:

4.1.37
requireme

ISO 9000:2009]

Nt

statement fhat translates or expresses a need and its associated constraints and conditions

[SOURCE:

4.1.38
resource
asset that i

Note 1 to en
such as pow

Note 2 to en

4.,1.39

retirement
withdrawal
new syster

4.1.40
risk
effect of un

Note 1 to en
an opportun

Note 2 to en
and can app

Note 3 to en
these.

Note 4 to en
in circumsta|

ISO/IEC/IEEE 29148:2011]

5 utilized or consumed during the execution of a process

try: Includes diverse entities such as funding, personnel, facilities,_capital equipment, tools, and util
er, water, fuel and communication infrastructures.

try: Resources include those that are reusable, renewablé€ or consumable.

of active support by the operation and maintenance organization, partial or total replacement &

N, or installation of an upgraded system

ties

y a

als)

n of

ges

certainty on objectives

try: An effect is a deviation\from the expected — positive or negative. A positive effect is also known as
ty.

try: Objectives can have different aspects (such as financial, health and safety, and environmental gg

ly at different levels (such as strategic, organization-wide, project, product and process).

try: Risk~iswoften characterized by reference to potential events and consequences, or a combinatio

try: Risk is often expressed in terms of a combination of the consequences of an event (including char
hces)-and the associated likelihood of occurrence.

Note 5 to en

try:

knowledge of an event, its consequence, or likelihood.

[SOURCE:

4.1.41
security

ISO Guide 73:2009, definition 1.1]

Uncertainty is the state, even partial, of deficiency of information related to understanding or

protection against intentional subversion or forced failure. A composite of four attributes — confidentiality,
integrity, availability, and accountability — plus aspects of a fifth, usability, all of which have the related issue of
their assurance.

[SOURCE:

NATO AEP-67]
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4.1.42
service
performance of activities, work, or duties

Note 1 to entry: A service is self contained, coherent, discrete, and can be composed of other services.
Note 2 to entry: A service is generally an intangible product.

4.1.43

stage

period within the life cycle of an entity that relates to the state of its description or realization

Note 1 to entry: As used in this International Standard, stages relate to major progress and achievement milestones of
the Rty Through 1ts Iife cycTle.

Notp 2 to entry: Stages often overlap.

4.1144

stakeholder
indfvidual or organization having a right, share, claim, or interest in a system. or in its pogsession of
chdracteristics that meet their needs and expectations

EXAMPLE End users, end user organizations, supporters, developers, produeers, trainers, maintainers, disposers,
acqpirers, supplier organizations and regulatory bodies.

Note 1 to entry: Some stakeholders can have interests that oppose each‘other or oppose the system.

4.1|45

supplier
orggnization or an individual that enters into an agreemient with the acquirer for the supply of a|product or
seryice

Note 1 to entry: Other terms commonly used for supplier are contractor, producer, seller or vendor.
Notp 2 to entry: The acquirer and the supplier sometimes are part of the same organization.
4.1146

syqtem

combination of interacting elements organized to achieve one or more stated purposes
Note 1 to entry: A system is semetimes considered as a product or as the services it provides.

Note 2 to entry: In practice, the interpretation of its meaning is frequently clarified by the use of an assog¢iative noun,
e.g/, aircraft system. Alternatively, the word “system” is substituted simply by a context-dependent synonym, ¢.g., aircraft,
tholigh this potentially.obscures a system principles perspective.

Notp 3 to entry: A complete system includes all of the associated equipment, facilities, material, computgr programs,
firmware, technical documentation, services and personnel required for operations and support to the degree necessary
for self-sufficient use in its intended environment.

41147
system element
member of a set of elements that constitute a system

EXAMPLE Hardware, software, data, humans, processes (e.g., processes for providing service to users),
procedures (e.g., operator instructions), facilities, materials, and naturally occurring entities or any combination.

Note 1 to entry: A system element is a discrete part of a system that can be implemented to fulfill specified
requirements.

4.1.48
system-of-interest
system whose life cycle is under consideration in the context of this International Standard

© ISO/IEC 2015 — Al rights reserved 9
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4.1.49
systems e

ngineering

interdisciplinary approach governing the total technical and managerial effort required to transform a set of
stakeholder needs, expectations, and constraints into a solution and to support that solution throughout its life

4.1.50
task

required, recommended, or permissible action, intended to contribute to the achievement of one or more
outcomes of a process

4.1.51
trade-off

decision-making actions that select from various requirements and alternative solutions on the basis of net

benefit to t

4,1.52
user
individual d

Note 1 to en
same individ

[SOURCE:

4.1.53

validation
confirmatio
application

Note 1 to en
requirement

[SOURCE:
4.1.54
verificatio

confirmatio

Note 1 to en
characteristi
system was

[SOURCE:
4.2 Abbrg
CM

CCB

ne stakeholders

r group that interacts with a system or benefits from a system during its utilization

try: The role of user and the role of operator are sometimes vested, simultaneously or sequentially, in|
ual or organization.

ISO/IEC 25010:2011]

n, through the provision of objective evidence, that the requirements for a specific intended us§
have been fulfilled

try: A system is able to accomplish its intended use} goals and objectives (i.e., meet stakeho
5) in the intended operational environment. The right system was built.

ISO 9000:2005, modified — Note 1 to entry has‘been added]
X
n, through the provision of objective-evidence, that specified requirements have been fulfilled

try: Verification is a set of agtivities that compares a system or system element against the requ
Cs. This includes, but is not limited to, specified requirements, design description and the system itself.
built right.

ISO 9000:2005, medified — Note 1 to entry has been added]
viated terms
Configuration Management

Configuration Control Board

—

he

E Or

[der

ired
The

COTS
FCA
NDI
PCA
QA

SDP

10

Commercial-Off-The-Shelf
Functional Configuration Audit
Non-developmental ltems
Physical Configuration Audit
Quality Assurance

Software Development Plan
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SEMP Systems Engineering Management Plan

SOl System of Interest

SoS System of Systems

5 Key concepts and application of this International Standard

51

Introduction

This clause is included to hlghllght and to help explain essential concepts on which this International Standard

acad ot [P2NN an-af-th nicocan kb forad ua IOl T 24740 4 ACCE ©

d 24748-1-

is b
201

5.2

5.2

The

or $ervices in defined environments for the benefit of users and other stakeholders. These syste

con

(e.q.,

nat

The
stal

element in another stakeholder's system-of-interest.

par
Thg
a)
b)
<)
d)

e)

f)

Wh
ang

aSea—THfthRer \.quuluuull othResSe UUIIUL;'JL-J CaDetouhRt e TS T4 1450=T L= =] ==y

1) and 24748-2 (IEEE Std 24748-2-2012) guides on the application of life cycle management:
System concepts

1 Systems

systems considered in this International Standard are man-made, created and utilized to provig
figured with one or more of the following system elements: hardware, 'seftware, data, humans,
Urally occurring entities . As viewed by the user, they are thought of as‘products or services.

perception and definition of a particular system, its architecture and its system elements dg

of the environment for another stakeholder's system-of-interest.

following are key points regarding the characteristics of the systems-of-interest:
defined boundaries encapsulate meaningfukneeds and practical solutions;
there is a hierarchical or other relatiopship between system elements;

an entity at any level in the systeém-of-interest can be viewed as a system;

a system comprises an integrated, defined set of subordinate system elements;

humans can be viewed as both users external to a system and as system elements (i.e., operg
a system;

a system can\be viewed in isolation as an entity, i.e., a product; or as a collection of functions
interacting with its surrounding environment, i.e., a set of services.

atever the boundaries chosen to define the system, the concepts in this International Standard
pérmit a practitioner to correlate or adapt individual instances of life cycles to its system princip

eholder's interests and responsibilities. One stakeholder'sisystem-of-interest can be viewed ap
Furthermore, a system-of-interest can be viewgd as being

e products

ms may be

processes

processes for providing service to users), procedures (e.g., operatoerinstructions), facilities, materials and

pend on a
a system

tors) within

capable of

Are generic
es.

5.2.

2 System structure

The system life cycle processes in this International Standard are described in relation to a system (see
Figure 1) that is composed of a set of interacting system elements, each of which can be implemented to fulfill
respective specified requirements. Responsibility for the implementation of any system element may
therefore be delegated to another party through an agreement.

its

© ISO/IEC 2015 — Al rights reserved
© |IEEE 2015 — All rights reserved

11


https://iecnorm.com/api/?name=2d0981df48c2e8663096bd8f6fd97b54

ISO/IEC/IEEE 15288:2015(E)

A system is
composed of a set 1
of interacting SyStem < \
system elements I i
| | | To achieve one or more
stated purposes (a

System System System boundary)
Element Element Element

Figure 1 — System and system element relationship

The relationship between the system and its complete set of system elements can typically be represented in
a hierarchy_far the simplest of systems-of-interest  For more complex systems-of-interesta_prospective
system element may itself need to be considered as a system (that in turn is comprised of system elements)
before a cgmplete set of system elements can be defined with confidence (see Figure 2). In this manner, [the
appropriatg system life cycle processes are applied recursively to a system-of-interest to resolve its strucfure
to the poinf where understandable and manageable system elements can be implemented (made) bought, or
reused). While Figures 1 and 2 imply a hierarchical relationship, in reality there are an increasing numbeyr of
systems thpat, from one or more aspects, are not hierarchical, such as networks and other distributed systems.
Annex G discusses the concept of a system of systems (So0S).

System - of -
Interest
|
4Iﬁ |
Fe———1
System
System | | System Element
|
| . [ ] = |
System System 1 System System
Element Element System Elament Efgment System
|
|
I System System - System -
System Element Element System Element System
| |
[ ] [ |
Qystem System System System Syslem Syslam System
Element Element Element Element Element Element Element

Figure 2 — System-of-interest structure

not
ing
the
_of_

The relationship betw i delivered to 3t i by the em-of-interest and
the services delivered by the enabling systems to the system-of-interest are shown in Figure 3. Enabling
systems can be seen to contribute indirectly to the services provided by the system-of-interest. The
interrelationships between the system-of-interest and the enabling systems can be bi-directional or a one-way
relationship. In addition to interacting with enabling systems, the system-of-interest may also interact with
other systems in the operating environment, shown as Systems A, B, and C. Requirements for interfaces with
enabling systems and other systems in the operational environment will need to be included in the
requirements for the system-of-interest.
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System B in
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Environment

System C in
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Environment

System A in
Operational
Environment

A

Interaction with
systems comprising the

Enabling System
X

operational environment \ y //

System
of Interest

Enabling System
- Y

Interaction
with enabling systems

Enabling System
z

Figure 3 — System-of-interest, its operational enviranment and enabling systems

Duging a stage in the system life cycle, the relevant enabling systems and the system-of-interest are
corlsidered together. Since they are interdependent, they/can also be viewed as a system. When a suitable
engbling system does not already exist, the project that.is responsible for the system-of-interest ¢an also be
dirgctly responsible for creating and using the enabling{system. Creating the enabling systems car be viewed
as @ separate project and subsequently another system-of-interest.

Funther elaboration of these concepts can bexfotind in the ISO/IEC/IEEE TR 24748 guides, on the|application
of l{ffe cycle processes.

5.3 Organization and project coneepts
5.3]1 Organizations

When an organization, as a whole or a part, enters into an agreement, it is sometimes called a “party” to the
agreement. Parties may ‘be from the same organization or from separate organizations. An organization may
be ps small as a single‘individual, if the individual is assighed responsibilities and authorities.
In ipformal terms,\the organization that is responsible for executing a process is sometimes referrgd to by the

name of that precess. For example, the organization executing the Acquisition process is sometimes called
the|“acquirer”.)Other examples include supplier, implementer, maintainer, and operator.

A few other terms are applied to organizations in this standard: "user" can be the organization that benefits
fromthe ufilization of the product or service: "customer” refers to the nser and acquirer collegtively; and
"stakeholder" refers to an individual or organization with an interest in the system.

The processes and organizations are only related functionally. The standard does not dictate or imply a
structure for an organization, nor does it specify that particular processes are to be executed by particular
parts of the organization. It is the responsibility of the organization that implements the standard to define a
suitable structure for the organization and assign appropriate roles for the execution of processes.

The processes in this standard form a comprehensive set to serve various organizations. An organization,
small or large, depending on its business purpose or its acquisition strategy, can select an appropriate set of
the processes (and associated activities and tasks) to fulfill that purpose. An organization may perform one
process or more than one process.

© ISO/IEC 2015 — Al rights reserved 13
© |IEEE 2015 — All rights reserved


https://iecnorm.com/api/?name=2d0981df48c2e8663096bd8f6fd97b54

ISO/IEC/IEEE 15288:2015(E)

This standard is intended to be applied by an organization internally or externally by two or more organizations.
When applied internally, the two agreeing parties typically act under the terms of an agreement that may vary
in formality under different circumstances. When applied externally, the two agreeing parties typically act
under the terms of a contract. This standard uses the term “agreement” to apply to either situation.

For the purpose of this standard, any project is assumed to be conducted within the context of an organization.
This is important because a project is dependent upon various outcomes produced by the business processes
of the organization, e.g., employees to staff the project and facilities to house the project. For this purpose,
this standard provides a set of “Organizational Project-Enabling” processes. These processes are not
assumed to be adequate to operate a business; instead the processes, considered as a collection, are
intended to state the minimum set of dependencies that the project places upon the organization.

5.3.2 Organization and project-level adoption

Modern businesses strive to develop a robust set of life cycle processes that are applied repeatedly\to'|the
projects of the business. Therefore, this standard is intended to be useful for adoption atceither [the
organizatign level or at the project level. An organization would adopt the standard and supplement it (ith
appropriate procedures, practices, tools and policies. A project of the organization would typieally conform to
the organization's processes rather than conform directly to this standard.

In some cpses, projects may be executed by an organization that does not have,an appropriate sef of
processes [adopted at the organizational level. Such a project may apply the pfovisions of this standard
directly to the project.

5.4 Life cycle concepts
5.4.1 Sygtem life cycle model

Every systém has a life cycle. A life cycle can be described using.an abstract functional model that represgnts
the conceptualization of a need for the system, its realization, atilization, evolution and disposal.

A system progresses through its life cycle as the result of actions, performed and managed by peopl¢ in
organizatigns, using processes for execution of these actions. The detail in the life cycle model is expressefl in
terms of these processes, their outcomes, relationships and sequence. This International Standard does|not
prescribe gny particular life cycle model. Instead.it\defines a set of processes, termed life cycle procesges,
that can bg used in the definition of the system's.ife cycle. Also, this International Standard does not prescfibe
any partictilar sequence of processes within' the life cycle model. The sequence of the processes is
determined by project objectives and by selection of the system life cycle model.

5.4.2 Sydtem life cycle stages
Life cycles|vary according to the-nature, purpose, use and prevailing circumstances of the system. Each stage

has a distifpct purpose and céntribution to the whole life cycle and is considered when planning and execufing
the system|life cycle.

The stageq represent.the major life cycle periods associated with a system and they relate to the state of|the
system degcription“orthe system itself. The stages describe the major progress and achievement milestoneg of
the system|thralgh its life cycle. They give rise to the primary decision gates of the life cycle. These decigion
gates are |sed by organlzatlons to understand and manage the |nherent uncertalntles and nsks assouated vith
costs, schettte yste - vith a
framework within WhICh organlzatlon management has h|gh level V|3|b|I|ty and control of prOject and technlcal
processes.

Per ISO/IEC TR 24748-1 (IEEE Std 24748-1-2011), the typical system life cycle stages include concept,
development, production, utilization, support, and retirement.

Organizations employ stages differently to satisfy contrasting business and risk mitigation strategies. Using
stages concurrently and in different orders can lead to life cycle forms with distinctly different characteristics.

Further elaboration of these concepts can be found in the ISO/IEC/IEEE TR 24748 guides, on the application

of life cycle management.
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5.5 Process concepts

5.5

.1 Criteriafor processes

8:2015(E)

The determination of the life cycle processes in this International Standard is based upon three basic
principles:

Each life cycle process has strong relationships among its outcomes, activities and tasks.
The dependencies among the processes are reduced to the greatest feasible extent.

A process is capable of execution by a single organization in the life cycle.

5.5

Ea

Additional detail regarding this form of process description,can be found in ISO/IEC TR 24774.

55

In addition to the basic attributes described.ifi*the previous subclause, processes may be charal
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2 Description of processes

h process of this standard is described in terms of the following attributes:
The title conveys the scope of the process as a whole;

The purpose describes the goals of performing the process;

The outcomes express the observable results expected from the successful performance of thg
The activities are sets of cohesive tasks of a process;

The tasks are requirements, recommendations, or permissible actions intended to s
achievement of the outcomes.

3 General characteristics of processes

br attributes common to all processes, ISO/IEC 15504-2 identifies common process attr
racterize six levels of achievement-within a measurement framework for process capability.

b|s of process capability as defined’in ISO/IEC 15504-2

4 Tailoring

ndard. Note that tailoring may diminish the perceived value of a claim of conformance to thi
5 is because itlis) difficult for other organizations to understand the extent to which tailoring
bted desirable\provisions. An organization asserting a single-party claim of conformance to th
y find it_advantageous to claim full conformance to a smaller list of processes rather th
formance_to a larger list of processes.

Processes in this standard

process;

Lpport the

cterized by

butes that
Annex C of

International Standard includes theslist of process attributes that contribute to the achievement of higher

ex A, which is normative, defines the basic activities needed to perform tailoring of this International

5 standard.
may have
s standard
an tailored

5.6

.1 Introduction

This International Standard groups the activities that can be performed during the life cycle of a system into
four process groups. Each of the life cycle processes within those groups is described in terms of its purpose
and desired outcomes and lists activities and tasks to be performed to achieve those outcomes. The four
process groups and the processes included in each group are depicted in Figure 4. The processes described
in this International Standard are not intended to preclude or discourage the use of additional processes that
organizations find useful. A description of each process group is provided in the four subclauses that follow.
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Figure 4 — System life cycle processes
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5.6.2 Agreement processes

Organizations are producers and users of systems. One organization (acting as an acquirer) can task another
(acting as a supplier) for products or services. This is achieved using agreements.

Generally, organizations act simultaneously or successively as both acquirers and suppliers of systems. The
Agreement Processes can be used with less formality when the acquirer and the supplier are in the same
organization. Similarly, they can be used within the organization to agree on the respective responsibilities of

organization, project and technical functions. Figure 4 lists the processes contained in this process group.

5.6.

3 Organizational project-enabling processes

The Organizational Project-Enabling Processes are concerned with providing the resources needed to enable
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The Organizational Project-Enabling Processes create a strong business image for many organiz

imp
are|
res
norj
this

5.6

Thd
org
org
par
thal
act
pla
pla
ded

NO
con

Tyq
em

groj

project to meet the needs and expectations of the organization’s interested parties. The Org
ject-Enabling Processes are typically concerned at a strategic level with the mahagg
rovement of the organization’s business or undertaking, with the provision and deployment o
assets, and with its management of risks in competitive or uncertain situations.

Organizational Project-Enabling Processes establish the environment in which-projects are
organization establishes the processes and life cycle models to be used ‘by projects; 6
rects, or cancels projects; provides resources required, including human<and financial, an
hitors the quality measures for systems and other deliverables that are developed by projects
external customers.

ly commercial and profit-making motives. Nevertheless, the-Organizational Project-Enabling

equally relevant to non-profit organizations, since they “are also accountable to stakeh
pbonsible for resources and encounter risk in their undertakings. This International Standard can b
-profit organizations as well as to profit-making organizations. Figure 4 lists the processes ¢
process group.

4 Technical management processes

anization management and with applying them to fulfill the agreements into which the orgg
pnizations enter. The Technical Management Processes relate to the technical effort of
ficular to planning in terms of cost, timescales and achievements, to the checking of actions to |

they comply with plans and performance criteria, and to the identification and selection o
ons that recover shortfalls in-progress and achievement. They are used to establish and perfor
ns for the project, manage information across the technical team, assess technical progress
ns for the system products or services, control technical tasks through to completion, and tg
ision-making process:

TE1 Technical management is ‘the application of technical and administrative resources to plan, 9
frol engineering functions’ (ISO/IEC/IEEE 24765:2010).

ically several projects will co-exist in any one organization. The Technical Management Proces
bloyed at a corporate level to meet internal needs. Figure 4 lists the processes contained in t
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NOTE 2

5.6

Technical Management Processes are applied during the performance of each Technical Process.

.5 Technical processes

The Technical Processes are concerned with technical actions throughout the life cycle. Technical Processes
transform the needs of stakeholders into a product and service. By applying that product or operating that
service, technical processes provide sustainable performance, when and where needed, in order to meet the
stakeholder requirements and achieve customer satisfaction. The Technical Processes are applied in order to
create and use a system, whether it is in the form of a model or is a finished product. The Technical

Processes apply at any level in a hierarchy of system structure and at any stage in the life cycle. Figure 4
lists the processes contained in this process group.
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5.7 Process application

The life cycle processes defined in this International Standard can be used by any organization when
acquiring, using, creating, or supplying a system. They can be applied at any level in a system’s hierarchy and
at any stage in the life cycle.

The functions these processes perform are defined in terms of specific purposes, outcomes and the set of
activities and tasks that constitute the process.

Each life cycle process in Figure 4 can be invoked, as required, at any time throughout the life cycle. The
order that the processes are presented in this standard does not imply any prescriptive order in their use.
However, sequential relationships are introduced by the definition of a life cycle model. The detailed purpose
and timing of use of these processes throughout the life cycle are influenced by multiple factors, including
social, tradjng, organizational and technical considerations, each of which can vary during the life of a system.
An individyal system life cycle is thus a complex system of processes that will normally possess concurrent,
iterative, rgcursive and time dependent characteristics.

Concurren{ use of processes can exist within a project (e.g., when design actions and preparatory actiong for
building a pystem are performed at the same time), and between projects (e.g., when system elements [are
designed aft the same time under different project responsibilities).

When the|application of the same process or set of processes is repeated ow the same system, |the
application|is referred to as iterative. The iterative use of processes is important for\the progressive refinement
of process|outputs, e.g., the interaction between successive verification actions-and integration actions fan
incrementdlly build confidence in the conformance of the product. Iteration\is not only appropriate but also
expected. New information is created by the application of a process 0 set of processes. Typically this
informatior] takes the form of questions with respect to requirements, analyzed risks or opportunities. Spch
guestions ghould be resolved before completing the activities of a process or set of processes.

The recurs|ve use of processes, i.e., the repeated application of the same process or set of processes applied
to succesgive levels of system elements in a system’s structure, is a key aspect of the application of this
Internationgl Standard. The outputs of processes at any.level, whether information, artifacts or services, |are
inputs to the processes used at the level below (e.g.,cduring top down design) or level above (e.g., dufing
system redlization). The outcomes from one applieation are used as inputs to the next lower (or higher)
system in the system structure to arrive at a more detailed or mature set of outcomes. Such an approach adds
value to sugcessive systems in the system structure.

The changing nature of the influences™on the system (e.g., operational environment changes, new
opportunities for system element implementation, modified structure and responsibilities in organizatigns)
requires cgntinual review of the selection and timing of process use. Process use in the life cycle can| be
dynamic, responding to the many -external influences on the system. The life cycle approach also allows| for
incorporating the changes in«the next stage. The life cycle stages assist the planning, execution and
managemgnt of life cycle processes in the face of this complexity in life cycles by providing comprehensjble
and recogrjizable high-level purpose and structure. The set of processes within a life cycle stage are applied
with the cgmmon goal ef\satisfying the exit criteria for that stage or the entry criteria of the formal progress
reviews within that stage.

The discussion(in this section on iterative and recursive use of the system life cycle processes is not meart to
imply any pecific hierarchical, vertical, or horizontal structure for the system-of-interest, enabling system,
organization-eprojest:

Where justified by product quality risks, detailed descriptions of process instances in the context of the specific
product may also be created. Instantiation of processes involves identifying specific success criteria for a
process instance, derived from the product requirements, and identifying the specific activities and tasks
needed to achieve the success criteria, derived from the activities and tasks identified in this standard.
Creating detailed descriptions of process instances enables better management of product quality risks by
establishing the link between the process and the specific product requirements.

Further elaboration of these concepts can be found in the ISO/IEC/IEEE TR 24748 guides, on the application
of life cycle processes.
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Process reference model

Annex C defines a Process Reference Model (PRM) at a level of abstraction higher than that of the detailed
requirements contained in Clause 6 of this International Standard. The PRM is applicable to an organization
that is assessing its processes in order to determine the capability of these processes. The purpose and
outcomes are a statement of the goals of the performance of each process. This statement of goals permits
assessment of the effectiveness of the processes in ways other than simple conformity assessment.

NOTE

In this International Standard, the term “Process Reference Model” is used with the same meaning

15504-2.

6

System life cycle processes
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The purpose of the Acquisition process is to obtain a product or service in accordance with the
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Agreement processes

5 subclause specifies the requirements for the establishment of agreements with organizatio
brnal and internal to the organization.

Acquisition process — used by organizations for acquiring products or seryvices;
Supply process — used by organizations for supplying products or sefvices.

se processes define the activities necessary to establish an agreement between two organizal
uisition process is invoked, it provides the means for conducting business with a supplier
ude products that are supplied for use as an operational ‘'system, services in support of

vities, or elements of a system being provided by a supplier. If the Supply process is invoked,
means for an agreement in which the result is a productor service that is provided to the acquir

s Security is an increasing concern in systems engineering. See ISO/IEC 27036, Security te
rmation security for supplier relationships, for requirements and guidance for suppliers and acquirers on h
'mation in supplier relationships. Specific aspects.0f information security supplier relationships are addres

1 Acquisition process

1.1 Purpose

Lirements.

rE As part of this process, the agreement is modified when a change request is agreed to by both
supplier.
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e)

6.1

One or more suppliers are selected.

An agreement is established between the acquirer and supplier.
A product or service complying with the agreement is accepted.
Acquirer obligations defined in the agreement are satisfied.

.1.3  Activities and tasks

The acquirer shall implement the following activities and tasks in accordance with applicable organization

poli

icies and procedures with respect to the Acquisition process.
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NOTE  The activities and resulting agreement from this process often apply to suppliers in the supply chain, including
subcontracted suppliers.

a)

b)

c)

Prepare for the acquisition. This activity consists of the following tasks:
1) Define a strategy for how the acquisition will be conducted.

NOTE This strategy describes or references the life cycle model, risks and issues mitigation, a schedule of
milestones, and selection criteria if the supplier is external to the acquiring organization. It also includes key drivers
and characteristics of the acquisition, such as responsibilities and liabilities; specific models, methods, or processes;
level of criticality; formality; and priority of relevant trade factors.

2) Prepare a request for the supply of a product or service that includes the requirements.

NOTE 1 If a supplier is external to the organization, then the request includes the business practices with whi¢h a
suppliel is expected to comply and the criteria for selecting a supplier.

NOTE 2 A definition of requirements is provided to one or more suppliers. The requirements are the stakeholdgr or
the system requirements, depending on the type of acquisition approach, through the associated requirements
definitign process.
NOTE 3 The acquirer develops the requirements by itself or retains a supplier to develop” them. If the acqyirer
retains p supplier to develop requirements, the acquirer retains approval authority for therequirements developed by
the supplier.

Advertise the acquisition and select the supplier. This activity consists.of the following tasks:
1) Communicate the request for the supply of a product or service to potential suppliers.

2) Select one or more suppliers.

NOTE To obtain competitive solicitations, proposals to supply are evaluated and compared against the selegtion
criteria find ranked. The justification for rating each proposal is*declared and suppliers are informed why they werg or

were ndt selected.

Establjsh and maintain an agreement. This activity consists of the following tasks:

NOTE  Project cost, schedule, and performance-are monitored through the Project Assessment and Control process.
Any identifigd issues that require agreement modifications are referred to this activity. Any proposals for changep to
system elenjents or information are controlledthrough the Change Management activity of the Configuration Managenjent

process.

20

1) Develop an agreement with the supplier that includes acceptance criteria.

NOTE [L This agreement-ranges in formality from a written contract to a verbal agreement. Appropriate to the Igvel
of formality, the agreement establishes requirements, development and delivery milestones, verification, validgtion
and agceptance cofditions, exception-handling procedures, agreement change management procedures fand
payment schedulesy{so that both parties of the agreement understand the basis for executing the agreement. Rights
and restrictions\associated with technical data and intellectual property are noted in the agreement. Details|are
discusqed andchanged during negotiation, after which the acquirer and supplier accept the terms of an agreement
and thg agreement commences. For a written contract, this occurs when the contract is signed.

NOTE 2 The agreement identifies any process requirements that need to be imposed on participating
subcontractors, such as configuration management requirements, reporting of risks, and reporting of measures and
measurement analysis.

2) Identify necessary changes to the agreement.

NOTE In requesting a change to the agreement, the acquirer or the supplier details its specifications, rationale,
and background.

3) Evaluate impact of changes on the agreement.

© ISO/IEC 2015 — All rights reserved
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NOTE  Any change is investigated for impacts to project plans, schedule, cost, technical capability, and quality. A
change can be handled within the existing agreement, can require a modification to the agreement, or can require a
new agreement.
4) Negotiate the agreement with the supplier.
NOTE  Agreement terms are negotiated between the acquirer and supplier. Negotiation occurs for the initial
agreement, and as required for any changes. Changed agreements are based on the required change and identified
impacts.

5) Update the agreement with the supplier, as necessary.

NOTE  The result of the agreement modification is incorporated into the project plans and communicated to all

affected pnrfinc

d) [Monitor the agreement. This activity consists of the following tasks:
1) Assess the execution of the agreement.
NOTE  This includes confirmation that all parties are meeting their responsibilitiesnaccording to the| agreement.
The Project Assessment and Control process is used to evaluate projected cost,/Schedule, performarnce, and the
impact of undesirable outcomes on the organization. This information is combified“with other assessments of the
execution of the terms of the agreement.
2) Provide data needed by the supplier and resolve issues in@-timely manner.
e) |Accept the product or service. This activity consists of thefollewing tasks:
1) Confirm that the delivered product or service complies with the agreement.
NOTE  Exceptions that arise during the conduct of/the/agreement or with the delivered product or| service are
resolved according to the procedures established in the agreement.
2) Provide payment or other agreed cansideration.
3) Accept the product or service from the supplier, or other party, as directed by the agreement.
4) Close the agreement.
NOTE  The project is closedythe Portfolio Management process.
6.1{2 Supply process
6.1]2.1  Purpose
The purpose ofsthe Supply process is to provide an acquirer with a product or service that meets agreed
requirements.
NOTE (As part of this process, the agreement is modified when a change request is agreed to by both the acquirer and
supplier:

6.1.2.2 Outcomes

As a result of the successful implementation of the Supply process:

a)
b)
<)
d)

e)

© ISO/IEC 2015 — Al rights reserved

An acquirer for a product or service is identified.

A response to the acquirer's request is produced.

An agreement is established between the acquirer and supplier.
A product or service is provided.

Supplier obligations defined in the agreement are satisfied.
21
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)

Responsibility for the acquired product or service, as directed by the agreement, is transferred.

6.1.2.3  Activities and tasks

The supplier shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Supply process.

a)

b)

c)

d)

22

Prepare for the supply. This activity consists of the following tasks:
1) Determine the existence and identity of an acquirer who has a need for a product or service.

NOTE This is often generated through the Business or Mission Analysis process. For a product or service
developed for consumers, an agent, e.g., a marketing function within the supplier organization, often represents the
acquiref.

2) Define a supply strategy.
NOTE This strategy describes or references the life cycle model, risks and issues mitigation, angha schedule of
milestones. It also includes key drivers and characteristics of the acquisition such as responsihilities and liabilities;
specificlmodels; methods or processes; level of criticality; formality; and priority of relevant trade factors.

Respond to a tender. This activity consists of the following tasks:

1) Evaluate a request for the supply of a product or service to determine feasibility and how to
respond.
2) Prepare a response that satisfies the solicitation.

Establjsh and maintain an agreement. This activity consists’of the following tasks:
1) Negotiate an agreement with the acquirer that includes acceptance criteria.

NOTE This agreement ranges in formality from a written contract to a verbal agreement. The Supplier confirms
that theg requirements, delivery milestones and acceptance conditions are achievable, that exception handling fand
agreemgent change management procedures and payment schedules are acceptable, and that they establish a bpsis
for exeguting the agreement without unnecessary;fsks. Any issues are discussed and resolved during negotiafion,
after wihich the acquirer and supplier accept_the’terms of an agreement and the agreement commences. F¢r a
contract, this occurs when the contract is signed.

2) Identify necessary changeso the agreement.

NOTE In requesting a change to the agreement, the acquirer or the supplier details its specifications, rationale,
and badkground.

3) Evaluate impact.of changes on the agreement.

NOTE | Any change is investigated for impacts to project plans, schedule, cost, technical capability, or quality. A
changd can be‘handled within the existing agreement, can require a modification to the agreement, or can requife a
new agreement.

4) Negatiate the agreement with the acquirer

NOTE  Changes to any agreement terms are negotiated between the supplier and acquirer. This includes changes
due to changing market context. Negotiation occurs for the initial agreement, and as required for any changes.
Changed agreements are based on the required change and identified impacts.

5) Update the agreement with the acquirer, as necessary.

NOTE  The result of the agreement modification is incorporated into the project plans and communicated to all
affected parties.

Execute the agreement. This activity consists of the following tasks:
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1) Execute the agreement according to the established project plans.
NOTE A supplier sometimes adopts, or agrees to use, acquirer processes.
2) Assess the execution of the agreement.

NOTE This includes confirmation that all parties are meeting their responsibilities according to the

8:2015(E)

agreement.

The Project Assessment and Control process is used to evaluate projected cost, schedule, performance, and the
impact of undesirable outcomes on the organization. The change management activity of the Configuration

Management process is used to control changes to the system elements. This information is combine
assessments of the execution of the terms of the agreement.

Deliver and support the product or service. This activity consists of the following tasks:

d with other

6.2

The Organizational Project-Enabling Processes help.€nsure the organization’s capability to al

suf
res
obj
pro

Th

D

a)
b)
c)
d)
e)

f)

purces and infrastructure necessary to support. projects and help ensure the satisfaction of org
bctives and established agreements. They_are not intended to be a comprehensive set g
cesses that enable strategic management afithe organization's business.

6.2

1) Deliver the product or service in accordance with the agreement criteria.

2) Provide assistance to the acquirer in support of the delivered product or |servig
agreement.

3) Accept and acknowledge payment or other agreed consideration.

4) Transfer the product or service to the acquirer, or other party, as difected by the agreen

5) Close the agreement.

NOTE The project is closed by the Portfolio Management process!

Organizational project-enabling processes

ply products or services through the initiation, support and control of projects. These process

Organizational Project-Enabling Processes consist of the following:
Life Cycle Model Management process;

Infrastructure Managementprocess;

Portfolio Management.process;

Human ResourcejManagement process;

Quality Management process;

Knowledge Management process.

e, per the

hent.

cquire and
es provide
anizational
f business

1>Life r‘_\]/r‘ln maodel management process

6.2

1.1 Purpose

The purpose of the Life Cycle Model Management process is to define, maintain, and assure availability of
policies, life cycle processes, life cycle models, and procedures for use by the organization with respect to the
scope of this International Standard.

This process provides life cycle policies, processes, models, and procedures that are consistent with the
organization's objectives, that are defined, adapted, improved and maintained to support individual project
needs within the context of the organization, and that are capable of being applied using effective, proven
methods and tools.
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6.2.1.2

Outcomes

As a result of the successful implementation of the Life Cycle Model Management process:

a) Organizational policies and procedures for the management and deployment of life cycle models and
processes are established.

b) Responsibility, accountability, and authority within life cycle policies, processes, models, and procedures
are defined.

c) Life cycle models and processes for use by the organization are assessed.

d) Prioritized process, model, and procedure improvements are implemented.

6.2.1.3

The organigation shall implement the following activities and tasks in accordance with applicable€/organiza
policies anfl procedures with respect to the Life Cycle Model Management process.

a) Establjsh the process. This activity consists of the following tasks:

NOTE

1

2)

3)

4)

NOTE The decision-making criteria regarding entering and exiting each life cycle stage and key milestones
established. These are sometimes expressed in terms of business achievement.

5)

NOTE The life cycle model comprises one or more stage models, as needed. It is assembled as a sequenc
stages that overlap or'\iterate, as appropriate for the system-of-interest's scope, magnitude, complexity, chan
needs 3nd opportunities. Stages are illustrated in the ISO/IEC TR 24748-1 (IEEE Std 24748-1-2011) guide usir
commonly encountered example of life cycle stages. Specific examples for systems are provided in ISO/IEC
24748-2 (IEEE-Std 24748-2-2012). The life cycle processes and activities are selected, tailored as appropriate
employed inf(a stage to fulfill the purpose and outcomes of that stage.

The detail of the life cycle implementation within a project is dependent upon thé<«complexity of the work,
methods used, and the skills and training of personnel involved in performing the work: A project tailors polig
processes, odels, and procedures according to its requirements and needs, while maintaining alignment with regulat
and organizgitional policies. Annex A contains information on tailoring.

with organizational strategies.

A\ctivities and tasks

Establish policies and procedures for process managemehnt-and deployment that are consis

Establish the processes that implement the requirements of this international standard and
are consistent with organizational strategies.

processes and the strategic management of:life cycles.

Define business criteria that control.progression through the life cycle.

Establish standard life, cyele models for the organization that are comprised of stages, and de
the purpose and outcomes for each stage.

lion

the
ies,
ons

ent

hat

Define the roles, responsibilities, accountabilities, and authorities to facilitate implementation of

are

fine

e of
jing
ga
TR
and

b) AssesStireprocess. TS activity comnsists of the fottowing tasks:

NOTE

1

NOTE

ISO/IEC 15504 provides a more detailed set of process assessment activities and tasks that are aligned with the
tasks shown below.

Monitor process execution across the organization.

This includes the analysis of process measures and review of trends with respect to business criteria,

feedback from the projects regarding the effectiveness and efficiency of the processes, and monitoring execution
according to regulations and organizational policies.

2)

24

Conduct periodic reviews of the life cycle models used by the projects.
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NOTE This includes confirming the continuing suitability, adequacy and effectiveness of the life cycle models used
by the projects and making improvements as appropriate. This includes the stages, processes and achievement
criteria that control progression through the life cycle.

3) Identify improvement opportunities from assessment results.
c) Improve the process. This activity consists of the following tasks:
1) Prioritize and plan improvement opportunities.
2) Implement improvement opportunities and inform relevant stakeholders.
NOTE Process Improvement includes improvements to any of the processes in the organization. Lessons learned
[are captured and avaitabre:
6.2]2 Infrastructure management process
6.2]2.1  Purpose
The purpose of the Infrastructure Management process is to provide the infrastructtire and services to projects
to qupport organization and project objectives throughout the life cycle.
This process defines, provides and maintains the facilities, tools, and,*communications and jnformation
technology assets needed for the organization’s business with respeet/to the scope of this International
Standard.
6.2|12.2  Outcomes
As g result of the successful implementation of the Infrastrdeture Management process:
a) | The requirements for infrastructure are defined.
b) | The infrastructure elements are identified and specified.
¢) |Infrastructure elements are developed or acquired.
d) | The infrastructure is available.
6.2[2.3  Activities and tasks
The organization shall implement the following activities and tasks in accordance with applicable grganization
pol{cies and procedures.with respect to the Infrastructure Management process.
a) |Establish the infrastructure. This activity consists of the following tasks:
1) Define project infrastructure requirements.
NOTE Infrastructure element examples are facilities, tools, hardware, software, services, and standards.
rojects and
resources within the organization, as well as within the policies and strategic plans of the organization. Business
constraints and timelines that influence and control provision of infrastructure resources and services for the project
are also evaluated. Project plans and future business needs contribute to the understanding of the resource
infrastructure that is required. Physical factors (e.g., facilities), logistics needs, and human factors (including health
and safety aspects) are also considered.
NOTE 3 ISO/IEC 27036, Information security for supplier relationships, provides guidance for addressing security of
outsourced infrastructure.
2) Identify, obtain and provide infrastructure resources and services that are needed to implement
and support projects.
NOTE  Aninventory asset registry is often established to track infrastructure elements and support reuse.
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b) Maintain the infrastructure. This activity consists of the following tasks:

1)

2)
re

Evaluate the degree to which delivered infrastructure resources satisfy project needs.

Identify and provide improvements or changes to the infrastructure resources as the project

guirements change.

6.2.3 Portfolio management process

6.2.3.1 Purpose

The purpose of the Portfolio Management process is to initiate and sustain necessary, sufficient and suitable
projects in order to meet the strategic objectives of the organization.

This proce)
authorities
they justify
6.2.3.2

As a result
a) Busing
b) Project
c) Resou
d) Project
e) Project
f)  Project
g) Project

6.2.3.3

The organi
policies an

a) Define
1)

NOTE
current
Mission
manags

5s commits the investment of adequate organization funding and resources, and sanctions
or can be redirected to justify, continued investment.

Dutcomes

of the successful implementation of the Portfolio Management process:

5S venture opportunities, investments or necessities are qualified and prioritized.

s are identified.

ces and budgets for each project are allocated.

management responsibilities, accountability, and authofities are defined.

s meeting agreement and stakeholder requirements are sustained.

s not meeting agreement or satisfying stakeholder requirements are redirected or terminated.
s that have completed agreements and-Satisfied stakeholder requirements are closed.
A\ctivities and tasks

zation shall implement the following activities and tasks in accordance with applicable organiza
I procedures with respect to'the Portfolio Management process.

and authorize projeets. This activity consists of the following tasks:
Identify potential’new or modified capabilities or missions.

The organization business strategy, concept of operations, or gap or opportunity analysis is reviewed
paps, problems, or opportunities. A new capability or enterprise need is usually determined in the Busines
Andlysis process, further defined in the Stakeholder Needs and Requirements Definition process,
d.throeugh this process.

needed to establish selected projects. It performs continued assessment of projectscto-confi

the

lion

for
5 or
and

2)

Prioritize, select and establish new business opportunities, ventures or undertakings.

NOTE These are usually consistent with the business strategy and action plans of the organization. The potential
projects are prioritized, and thresholds established, to determine which projects will be executed. The characteristics
of identified projects are often determined, including stakeholder value, risks and barriers to success, dependencies
and inter-relationships, constraints, resource needs and mutual contention for resources. Each potential project is
then assessed with respect to likelihood of success and cost-benefit. The Decision Management and System Analysis
processes provide details on performing an analysis of alternatives.

3)

4)

26

Define projects, accountabilities and authorities.

Identify the expected goals, objectives, and outcomes of each project.

© ISO/IEC 2015 — All rights rese
© IEEE 2015 — All rights rese

rved
rved


https://iecnorm.com/api/?name=2d0981df48c2e8663096bd8f6fd97b54

ISO/IEC/IEEE 15288:2015(E)

5) Identify and allocate resources for the achievement of project goals and objectives.
6) Identify any multi-project interfaces and dependencies to be managed or supported by each
project.

NOTE 1 This includes the use or reuse of enabling systems used by more than one project and the use or reuse of
common system elements by more than one project.

NOTE 2 Understanding each project in the context of the enterprise architecture helps to ensure interfaces and
constraints are identified.

7 Specify the project reporting requirements and review milestones that govern the execution of
each project.

8) Authorize each project to commence execution of project plans.

NOTE Refer to Project Planning process for additional information on developing project plans? Projgct plans are
most useful when developed and approved early in the project life cycle.

b) | Evaluate the portfolio of projects. This activity consists of the following tasks:

1) Evaluate projects to confirm ongoing viability.

NOTE Viability includes:
i) The project is making progress towards achieving established)goals and objectives.
ii)  The project is complying with project directives.
iii) The project is being conducted according to prgject'life cycle policies, processes, and procedures.

iv) The project remains viable, as indicated\by, for example, continuing need for the service| practicable
product implementation, and acceptable investment benefits.

2) Act to continue or redirect projects that are satisfactorily progressing or can be gxpected to
progress satisfactorily by appropriate redirection.

¢) | Terminate projects. This activity)consists of the following tasks:

1) Where agreements permit, act to cancel or suspend projects whose disadvantages or frisks to the
organization outweigh the benefits of continued investments.

2) After completion of the agreement for products and services, act to close the projects.
NOTE Closure is accomplished in accordance with organizational policies and procedures, and the agreement.
6.2/4 Human resource management process

6.2]144,"~ Purpose

The purpose of the Human Resource Management process is to provide the organization with necessary
human resources and to maintain their competencies, consistent with business needs.

This process provides a supply of skilled and experienced personnel qualified to perform life cycle processes
to achieve organization, project, and stakeholder objectives.

6.2.4.2 Outcomes
As a result of the successful implementation of the Human Resource Management process:
a) Skills required by projects are identified.

b) Necessary human resources are provided to projects.
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c) Skills of personnel are developed, maintained or enhanced.
d) Conflicts in multi-project resource demands are resolved.
6.2.4.3  Activities and tasks

The organization shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Human Resource Management process:

a) Identify skills. This activity consists of the following tasks:

1) Identify skill needs based on current and expected projects.

2) Identify and record skills of personnel.
b) Develgp skills. This activity consists of the following tasks:
1) Establish skills development strategy.

NOTE This plan includes types and levels of training, categories of personnel, schedules, personnel resolirce
requirerpents, and training needs.

2) Obtain or develop training, education or mentoring resources.

NOTE These resources include training materials that are developed by-the organization or external parties,
training|courses that are available from external suppliers, or computer basegd-instruction.

3) Provide planned skill development.
4) Maintain records of skill development.
¢) Acquire and provide skills. This activity consists ofd¢hefollowing tasks:

NOTE This includes: the recruitment and retention\of personnel with experience levels and skills necessary to
properly staff projects; staff assessment and review, e.g., their proficiency, motivation, ability to work in a t¢am
environfnent, as well as the need to be retrained, reassigned or reallocated.
1) Obtain qualified personnel when.skill deficits are identified.

NOTE This includes using outsourced resources.

2) Maintain and managde. the pool of skilled personnel necessary to staff ongoing projects.

3) Make project aSsignments based on project and staff-development needs.

4) Motivate personnel, e.g., through career development and reward mechanisms.

5) Contrgl'multi-project management interfaces to resolve personnel conflicts.

NOTE his in i of capacity i nizati i and nel

resources among ongoing projects; or from project personnel being over-committed.
6.2.5 Quality management process

6.2.5.1 Purpose

The purpose of the Quality Management process is to assure that products, services and implementations of
the quality management process meet organizational and project quality objectives and achieve customer
satisfaction.
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6.2.5.2 Outcomes

As a result of the successful implementation of the Quality Management process:

a) Organizational quality management policies, objectives, and procedures are defined and implemented.
b) Quality evaluation criteria and methods are established.

c) Resources and information are provided to projects to support the operation and monitoring of project
quality assurance activities.

d) Quality assurance evaluation results are gathered and analyzed.

e) | Quality management policies and procedures are improved based upon project and organizational results.

NOTE These outcomes have been written to align with subclause 4.1, General Requirements;)of'1SQ 9001:2008.
Refer to subclause 4.1 1SO 9001:2008 for information to establish a complete Quality ManagementSystem.

6.2|5.3  Activities and tasks

The organization shall implement the following activities and tasks in accordance-with applicable grganization
policies and procedures with respect to the Quality Management process.

a) |Plan quality management. This activity consists of the following tasks:
1) Establish quality management policies, objectives, and.procedures.

NOTE 1 ISO 9001:2008 is a process model for quality management systems. ISO 9004:2009 contains guidelines
for performance improvements.

NOTE 2 The policies, objectives, and procedures are based on the business strategy for customer satisfaction.
2) Define responsibilities and authority for'implementation of quality management.

NOTE Resources for quality management are often assigned from distinct organizations for indepepdence from
project management.

3) Define quality evaluatioti.criteria and methods.

4) Provide resources and information for quality management.

b) |Assess quality management. This activity consists of the following tasks:
1) Gather(and analyze quality assurance evaluation results, in accordance with the defined criteria.
2) ASsess customer satisfaction.

NOTE\.  ISO 10004:2012 contains guidelines for monitoring and measuring customer satisfaction.

3) Conduct periodic reviews of project Quality Assurance activities for compliance with the Quality
Management policies, objectives, and procedures.

4) Monitor the status of quality improvements on processes, products, and services.

c) Perform quality management corrective and preventive action. This activity consists of the following

tasks:
1) Plan corrective actions when quality management objectives are not achieved.
2) Plan preventive actions when there is a sufficient risk that quality management objectives will not
be achieved.
3) Monitor corrective and preventive actions to completion and inform relevant stakeholders.
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NOTE Implementation of corrective and preventive action is performed in other relevant processes, such as Life

Cycle Model

Management or Project Assessment and Control.

6.2.6 Knowledge management process

6.2.6.1 Purpose

The purpose of the Knowledge Management process is to create the capability and assets that enable the

organizatio

n to exploit opportunities to re-apply existing knowledge.

This encompasses knowledge, skills, and knowledge assets, including system elements.

6.2.6.2 Outcomes

As a result

of the successful implementation of the Knowledge Management process:

a) A taxoipomy for the application of knowledge assets is identified.

b) The or
c) Theor
d) Knowlg
6.2.6.3

The organi
policies an

a) Plank
1)

NOTE 1

vi.

vii.

janizational knowledge, skills, and knowledge assets are developed or acquired.
hjanizational knowledge, skills, and knowledge assets are available.

dge management usage data is gathered and analyzed.

A\ctivities and tasks

zation shall implement the following activities and tasks in aceordance with applicable organiza
I procedures with respect to the Knowledge Management process:

howledge management. This activity consists of the fellowing tasks:
Define the knowledge management strategy.
The knowledge management strategy generally includes:
Identifying domains and their potential ferthe reapplication of knowledge.
Plans for obtaining and maintaining.knowledge, skills, and knowledge assets for their useful life.
Characterization of the types of knowledge, skills, and knowledge assets to be collected and maintained.
Criteria for accepting, qualifying, and retiring knowledge, skills, and knowledge assets.
Procedures for controlling changes to the knowledge, skills, and knowledge assets.

Plans, mechanisms, and procedures for protection, control, and access to classified or sensitive data
information.

Mechanisms for storage and retrieval.

tion

and

NOTE 2 Knowledge management includes knowledge shared internally within the organization and knowledge that
is shared outside the organization with stakeholders, acquirers, and business partners, subject to intellectual property
and non-disclosure agreements.

2)

3)

Identify the knowledge, skills, and knowledge assets to be managed.

Identify projects that can benefit from the application of the knowledge, skills, and knowledge
assets.

b) Share knowledge and skills throughout the organization. This activity consists of the following tasks:

30
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1) Establish and maintain a classification for capturing and sharing knowledge and skills across the
organization.

NOTE This classification includes expert, common, and domain knowledge and skills, as well as lessons learned.

2) Capture or acquire knowledge and skills.

3) Share knowledge and skills across the organization.

c) Share knowledge assets throughout the organization. This activity consists of the following tasks:

1) Establish a taxonomy to organize knowledge assets.

d)

6.3

The Technical Management Processes are used to establish and evolve plans, to execute th

asg
Ind
hie
apy

Thd

NOTE 1 The taxonomy includes the following:

i. Definition of the boundaries of domains and their relationships to others.
ii. Domain models capturing essential common and different features, capabilities, concepts, func
iii. An architecture for a family of systems within the domain, including their commen and different

NOTE 2 See ISO/IEC 26550 for more information on product line models?, Refer to ISO/IEC/IEEH
requirements on architecture frameworks, viewpoints, model kinds, views, and‘models.
2) Develop or acquire knowledge assets.

NOTE Knowledge assets include system elements or their representations (e.g., reusable code librarie
architectures) architecture or design elements (e.g., architecture or design patterns), processes, crite|
technical information (e.g., training materials) related to domain‘khowledge, and lessons learned.

3) Share knowledge assets across the organization.
Manage knowledge, skills, and knowledge assets. This activity consists of the following task
1) Maintain knowledge, skills, and knowledge assets.

2) Monitor and record the use of knewledge, skills, and knowledge assets.
3) Periodically reassess the.currency of technology and market needs of the knowledge asset
Technical management processes
ess actual achievement and progress against the plans and to control execution through to
vidual Technital Management Processes may be invoked at any time in the life cycle and at ar
archy of projects, as required by plans or unforeseen events. The Technical Management Pro

lied with(a)level of rigor and formality that depends on the risk and complexity of the project.

scope of a technical management process is the technical management of a project or its g

ions.
eatures.

E 42010 for

s, reference
ria, or other

U7

b plans, to
fulfillment.
y level in a
cesses are

roducts, to

inc

ude‘the system.

NOTE

This set of technical management processes are performed so that system-specific technical processes can be

conducted effectively. They do not comprise a management system or a comprehensive set of processes for project
management, as that is not the scope of this standard.

The Technical Management Processes consist of the following:

a)
b)
c)
d)

Project Planning process;
Project Assessment and Control process;
Decision Management process;

Risk Management process;
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e) Configuration Management process;

f)

g) Measu

Information Management process;

rement process;

h) Quality Assurance process.

Project Planning and Project Assessment and Control are key to all management practices. These processes
establish the general approach for managing a project or a process. The other processes in this group provide
a specific focused set of tasks for performing to a specialized management objective. They are all evident in
the management of any undertaking, ranging from a complete organization down to a single life cycle process
and its tasks. In this International Standard, the project has been chosen as the context for describing

processes.

The same processes can also be applied in the performance of services.

6.3.1 Prdject planning process

6.3.1.1
The purpog
This proce)
outputs, ta
required re
regular rev|

NOTE
process. Th
feasible.

6.3.1.2

As a result
a) Object
b) Roles,
c) Resou
d) Plansf
6.3.1.3

The projed
policies an

a) Define

Purpose

e of the Project Planning process is to produce and coordinate effective and workable plans.

S5s determines the scope of the project management and technical agtivities, identifies proc
5ks and deliverables, establishes schedules for task conduct, including achievement criteria,
sources to accomplish tasks. This is an on-going process that continues throughout a project,
sions to plans.

The strategies defined in each of the other processes provide inputs'and are integrated in the Project Plan
b Project Assessment and Control process is used to assess whether the plans are integrated, aligned,

Dutcomes

of the successful implementation of the Projeet Planning process:

ves and plans are defined.

responsibilities, accountabilities, authorities are defined.

ces and services necessary tg-achieve the objectives are formally requested and committed.
or the execution of the project are activated.

A\ctivities and tasks

t shall implement the following activities and tasks in accordance with applicable organizal
I procedureS with respect to the Project Planning process.

the(roject. This activity consists of the following tasks:

eSS
and
vith

hing
and

lion

1

(PN} faf o ko H t i e &l + H=E S
TUTTIUTy Ui1C PJTUJTULL UDJTLUVE S altu Lutiotralrito.

NOTE 1 Objectives and constraints include performance and other quality aspects, cost, time and customer
satisfaction. Each objective is identified with a level of detail that permits selection, tailoring and implementation of
the appropriate processes and activities.

NOTE 2 ISO/IEC 15026, Systems and software assurance, and ISO/IEC 27036, Information security for supplier
relationships, provide additional guidance on objectives and constraints related to assurance and security.

2)

Define the project scope as established in the agreement.

NOTE This includes all the relevant activities required to satisfy business decision criteria and complete the
project successfully. A project can have responsibility for one or more stages in the complete system life cycle.
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Planning includes defining appropriate actions for maintaining project plans, performing assessments and controlling
the project.

3) Define and maintain a life cycle model that is comprised of stages using the defined life cycle
models of the organization.

NOTE ISO/IEC TR 24748-1 (IEEE Std 24748-1-2011) provides detailed information regarding life cycle stages
and the definition of an appropriate life cycle model. It defines a general set of exemplar life cycle stages, including
Concept, Development, Production, Utilization, Support and Retirement.

4) Establish a work breakdown structure based on the evolving system architecture.

NOTE Each element of the system architecture, and appropriate processes and activities are described with a
evel-of-detalthatd {steptwith-dentt isks—Related+a H-the-y mA-StrHEt e-grouped into
project tasks. Project tasks identify work items being developed or produced. The PMI Practice Standg
Breakdown Structures contains additional details on WBSs.

5) Define and maintain the processes that will be applied on the project.

NOTE These processes are based on the defined processes of the organization (see Life Qycle Model
Management process). Annex A contains information on tailoring that can be used to,address project spgcific needs.
The definition of the processes include the Entry Criteria; Inputs;/ Process sequence | constraints
(predecessor/successor relationships); Process Concurrency Requirements (What’processes and tasky are worked
concurrently with other process area tasks or activities); Measures of Effectiveness/Measures of Performance
attributes; and Scope and Cost parameters (for critically important cost estimation).

b) | Plan project and technical management. This activity consists)of the following tasks:

1) Define and maintain a project schedule based on-management and technical objectivels and work
estimates.

NOTE This includes definition of the duration, relationship, dependencies and sequence of activities, achievement
milestones, resources employed and the reviews, and. 'schedule reserves for risk management necessary to achieve
timely completion of the project.

2) Define achievement criteria for the life cycle stage decision gates, delivery dates|and major
dependencies on external inputs-oF outputs.

NOTE The time intervals between)internal reviews are defined in accordance with organizational poligy on issues
such as business and system eriticality, schedule and technical risks.

3) Define the costsiand plan a budget.

NOTE Costs are_based on the schedule, labor estimates, infrastructure costs, procurement itenps, acquired
service and enabling’ system estimates, and budget reserves for risk management.

4) Define roles, responsibilities, accountabilities, and authorities.

NOTEX -This includes defining the project organization, staff acquisitions, and the development of staff skills.
Autharities include, as appropriate, the legally responsible roles and individuals, e.g., design authorizption, safety
authorization, and award of certification or accreditation.

5) Define the infrastructure and services required.

NOTE This includes defining the capacity needed, its availability and its allocation to project tasks. Infrastructure
includes facilities, tools, communications, and information technology assets. The requirements for enabling
systems for each life cycle stage are also specified.

6) Plan the acquisition of materials and enabling system services supplied from outside the project.

NOTE 1 This includes, as necessary, plans for solicitation, supplier selection, acceptance, contract administration
and contract closure. The agreement processes are used for the planned acquisitions.

NOTE 2 ISO/IEC 27036, Information security for supplier relationships, provides guidance for acquisition of
infrastructure and services.
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7)

Generate and communicate a plan for project and technical management and execution, including
reviews.

NOTE 1 Technical planning for the system is often captured in a Systems Engineering Management Plan (SEMP).
ISO/IEC/IEEE 24748-4 provides more detail on the systems engineering technical planning and provides an

annotated outline for a SEMP.
(SDP).

Planning for the project is often captured in a Project Management Plan.

more detail on project management.

Software plans for a system are often captured in a Software Development Plan
ISO/IEC/IEEE 16326 provides

NOTE 2 The strategy activities and tasks from each of the other processes provide inputs and are integrated in the
Project Planning process. The Project Assessment and Control process is used to help ensure that the plans are
integrated, aligned, and feasible.

c) Activa

e the prnjprf This m"ri\/i'ry consists of the fnllnwing tasks

1
NOTE
2)

3)

6.3.2 Prdject assessment and control process

6.3.2.1

The purpog
determine
that the p
objectives.

This procg¢ss evaluates, periodically and at major eévents, the progress and achievements agal

requiremer
significant
appropriate
processes.
6.3.2.2

As a result
a) Perforn
b) Adequ
c) Adequ

d) Techni

Obtain authorization for the project.
The Portfolio Management process provides the authorization.
Submit requests and obtain commitments for necessary resources to perform thé_project.

Implement project plans.

Purpose
e of the Project Assessment and Control process is to asséss if the plans are aligned and feasi

the status of the project, technical and process performance; and direct execution to help eng
prformance is according to plans and schedules, within projected budgets, to satisfy techn

ts, plans and overall business objectives, ~Information is provided for management action w
variances are detected. This process alserincludes redirecting the project activities and tasks
, to correct identified deviations and;wvariations from other technical management or techn
Redirection may include re-planning-as appropriate.

Dutcomes

of the successful implementation of the Project Assessment and Control process:
hance measures ogr-assessment results are available.

hey of roles, responsibilities, accountabilities, and authorities is assessed.

hey of resources is assessed.

Calprogress reviews are performed.

ble;
ure
ical

nst
hen

as
ical

e) Deviati

f)
9)

Affecte

h)

)

)
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ons in project performance from plans are investigated and analyzed.

d stakeholders are informed of project status.

Corrective action is defined and directed, when project achievement is not meeting targets.
Project replanning is initiated, as necessary.
Project action to progress (or not) from one scheduled milestone or event to the next is authorized.

Project objectives are achieved.
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6.3.2.3
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Activities and tasks

8:2015(E)

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Project Assessment and Control process.

a)

b)

Plan for project assessment and control. This activity consists of the following task:

1) Define the project assessment and control strategy.

NOTE The strategy identifies the expected Project Assessment and Control activities, including planned

assessment methods and timeframes, necessary management and technical reviews.

Assess the project. This activity consists of the following tasks:

1) Assess alignment of project objectives and plans with the project context.

2) Assess management and technical plans against objectives to determine adegudcy an

3) Assess project and technical status against appropriate plans to determiné actual an
cost, schedule, and performance variances.

4) Assess the adequacy of roles, responsibilities, accountabilities, and“authorities.

NOTE This includes assessment of the adequacy of personnel cegmpetencies to perform projeq
accomplish project tasks. Objective measures are used wherever passiblé, e.g., efficiency of resource
achievement.

5) Assess the adequacy and availability of resources:

NOTE Resources include infrastructure, personnelS funding, time, or other pertinent items. T
confirming that intra-organizational commitments are satisfied.

6) Assess progress using measured achievement and milestone completion.

NOTE This includes collecting and evaluating data for labor, material, service costs, and technical ¢
as well as other technical data about objectives, such as affordability. These are compared against

achievement. This includes conducting effectiveness assessments to determine the adequacy of

system against requirements. It also includes the readiness of enabling systems to deliver their se
needed.
7 Conduct required management and technical reviews, audits and inspections.

NOTE These arefermal or informal, and are conducted to determine readiness to proceed to the next
life cycle or project/milestone, to help ensure that project and technical objectives are being met,

feedback from stakeholders.

8) Menitor critical processes and new technologies.

NQTE. This includes identifying and evaluating technology maturity and insertion.

d feasibility.

H projected

t roles and
use, project

his includes

erformance,
measures of
he evolving
vices when

stage of the
or to obtain

Q)

Anal/za measuramant rasulic and maka racaommaendations
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NOTE Measurement results are analyzed to identify deviations, variations or undesirable trends from planned
values that include potential concerns, and to make appropriate recommendations for corrections or preventive
actions. This includes, where appropriate, statistical analysis of measures that indicates trends, e.g., fault density to

indicate quality of outputs, distribution of measured parameters that indicate process repeatability.
10) Record and provide status and findings from assessment tasks.
NOTE These are generally designated in the agreement, policies and procedures.

11) Monitor process execution within the project.
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NOTE This includes the analysis of process measures and review of trends with respect to project objectives. Any
improvement actions identified would be handled through the Quality Assurance process or the Life Cycle Model
Management process.

c) Control the project. This activity consists of the following tasks:

1

Initiate necessary actions needed to address identified issues.

NOTE 1 This occurs when project or technical achievement is hot meeting planned targets. This includes corrective,
preventive, and problem resolution actions. Actions generally require replanning or reassignment of personnel, tools
and infrastructure assets when inadequacy or unavailability has been detected, or when project or technical
achievement exceeds targets or plan. They often impact the cost, schedule, or technical scope or definition. Actions

someti

mes require changes to the implementation and execution of the life cycle processes.

NOTE
2)

NOTE
assum

NOTE

and Syipply Processes.

3)
in

NOTE
which

4)

NOTE
6.3.3 De(
6.3.3.1

The purpo)
objectively
cycle and g

NOTE 1
during the S
The method
alternatives
regulatory i
comparison
data, (e.g.,
decision-ma|

2 Actions are recorded and reviewed to confirm their adequacy and timeliness.
Initiate necessary project replanning.

1 Project replanning is initiated when project objectives or constraints have changed, ©r when plan
ptions are shown to be invalid.

2 Any change that requires a change to the agreement between acquirer and supplierinvokes the Acquis

Initiate change actions when there is a contractual change to ¢0st; time or quality due to
pact of an acquirer or supplier request.

This includes consideration of modified terms and conditions for'supply or initiating new supplier selec
nvokes the Acquisition and Supply Processes.

Authorize the project to proceed toward the next milestone or event, if justified.
The Project Assessment and Control process is uséd to reach agreement on milestone completion
ision management process
Purpose

se of the Decision Management’ process is to provide a structured, analytical framework
identifying, characterizing and‘evaluating a set of alternatives for a decision at any point in the
elect the most beneficial eourse of action.

ystem life cycle, in order to identify the alternative(s) that provides the preferred outcomes for the situa
S most frequently(used for Decision Management are the trade study and engineering analysis. Each of
is assessed against the decision criteria (e.g., cost impact, schedule impact, programmatic constra
hplications, technical performance characteristics, critical quality characteristics, and risk). Results of th
are ranked,via a suitable selection model, and are then used to decide on an optimal solution. Key s
Assumptiens and decision rationale) are typically maintained to inform decision-makers, and support fu
king.

hing

tion

the

ion,

for
life

This process is used to resolve technical or project issues and respond to requests for decisions encountgred

ion.
the
nts,
ese
udy
fure

NOTE 2
Analysis pro

6.3.3.2

As a result
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cess is employed to perform the assessment.

Outcomes

of the successful implementation of the Decision Management process:

a) Decisions requiring alternative analysis are identified.

b) Alternative courses of action are identified and evaluated.

c) A preferred course of action is selected.

36

© ISO/IEC 2015 — All rights rese
© IEEE 2015 — All rights rese

em

rved
rved


https://iecnorm.com/api/?name=2d0981df48c2e8663096bd8f6fd97b54

d)

6.3.3.3

ISO/IEC/IEEE 1528
The resolution, decision rationale and assumptions are identified.

Activities and tasks

8:2015(E)

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Decision Management process.

a)

b)

c)

Prepare for decisions. This activity consists of the following tasks:
1) Define a decision management strategy.

NOTE

A decision management strategy includes the identification of roles, responsibilities, accountabilities, and

authorities. It includes the identification of decision categories and a prioritization scheme. Decisions often arise as a

result of an effectiveness assessment, a technical trade-oft, a problem needing to be solved, an action

response to risk exceeding the acceptable threshold, or a new opportunity or approval for project progrg
next life cycle stage. Organization or project guidelines determine the degree of rigor and formality to
decision analysis.

2) Identify the circumstances and need for a decision.

NOTE Problems or opportunities and the alternative courses of action that will reSelye their outcome §
categorized and reported.

3) Involve relevant stakeholders in the decision-making in(order to draw on expe
knowledge.
NOTE It is good practice to identify the subject matter expertise heeded for the analysis and the decisi

Analyze the decision information. This activity consists-of the following tasks:

1) Select and declare the decision management'strategy for each decision.

NOTE The degree of rigor required to resolve these problems or opportunities is determined, as wel
and system analysis needed for evaluating the alternatives.

2) Determine desired outcomes ahd measurable selection criteria.
NOTE
unsatisfactory are determined, as, well as weighting factors for all criteria.
3) Identify the trade"space and alternatives.

NOTE If a largesnumber of alternatives exist, they are qualitatively screened to reduce alter
manageable number for further detailed systems analysis. This screening is often based on qualitative g
of such factors as. risk, cost, schedule, and regulatory impacts.
4) Evaluate each alternative, against the criteria.

NOTE The System Analysis process is used, as necessary, to quantify specific criteria for each trad
ta/be-evaluated. This includes new design parameters, different architecture characteristics, and range

heeded as a
ssion to the
apply to the

re recorded,

rience and

pn.

as the data

The desired value for all guantifiable criteria and the threshold value(s) beyond which the attiibute will be

atives to a
ssessments

e alternative
bf values for

critiCal quality characteristics. The System Analysis process assesses the range of parameter variation

5 in order to

obtain a sensitivity analysis for each of the trade alternatives evaluated. These results are used to establish the

feasibility of the various trade alternatives.
Make and manage decisions. This activity consists of the following tasks:

1) Determine preferred alternative for each decision.

NOTE Alternatives are evaluated quantitatively, using the selection criteria. The selected alternative generally

provides an optimization of, or improvement in, an identified decision.

2) Record the resolution, decision rationale, and assumptions.

3) Record, track, evaluate and report decisions.
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NOTE 1 This includes records of problems and opportunities and their disposition, as stipulated in agreements or
organizational procedures and in a manner that permits auditing and learning from experience.

NOTE 2 This allows the organization to confirm that problems have been effectively resolved, that adverse trends
have been reversed, and that advantage has been taken of opportunities.

6.3.4 Ris

6.3.4.1

k management process

Purpose

The purpose of the Risk Management process is to identify, analyze, treat and monitor the risks continually.

The Risk Management process is a continual process for systematically addressing risk throughout the life

cycle of a
maintenan

NOTE

1, "An effec
as an oppor
6.3.4.2

As a result
a) Risks §
b) Risks &
c)
d) Approg
e) Risks g
6.3.4.3

The projed
policies an

NOTE

managemer

73:2009, Rig

subclause 8

a) Planri
1)

NOTE
supplie

Risk tr¢éatment options are identified, prioritized, and selected.

SYSIEr product or Selvice. It can be appiied 10 1iSkS refated 1o the acquisition, devetopm
Ce or operation of a system.

Risk is defined in ISO Guide 73:2009 as "The effect of uncertainty on objectives". This has an attachied N(
is a deviation from the expected — positive and/or negative." A positive risk is sometimes commonly kn
unity, and addressed within the risk management process.

Dutcomes
of the successful implementation of the Risk Management process:
Ire identified.

ire analyzed.

riate treatment is implemented.
ire evaluated to assess changes in status and progress in treatment.
A\ctivities and tasks

t shall implement the following activities and tasks in accordance with applicable organizal
] procedures with respect to thexRisk Management process.

SO/IEC/IEEE 16085 provideswa more detailed set of risk management activities and tasks. This
t process is aligned with 1SO’ 31000:2009 Risk management — Principles and Guidelines, and 1ISO G
k management — Vocabulary. ISO 9001:2008 standard provides risk-based preventive action requiremen
5.3.

sk management:” This activity consists of the following tasks:

Define the‘risk management strategy.

PNt,

DTE
pwn

lion

risk
lide
s in

This)includes the risk management process of all supply chain suppliers and describes how risks fro

s\willbe raised to the next level(s) for incorporation in the project risk process.

rll all

2)

Define and record the context of the Risk Management process.

NOTE 1 This includes a description of stakeholders’ perspectives, risk categories, and a description (perhaps by
reference) of the technical and managerial objectives, assumptions and constraints. The risk categories include the
relevant technical areas of the system and facilitate identification of risks across the life cycle of the system. As noted
in ISO 31000 the aim of this step is to generate a comprehensive list of risks based on those events that might create,
enhance, prevent, degrade, accelerate or delay the achievement of objectives.

NOTE 2 Opportunities, which are one type of risk, provide potential benefits for the system or project. Each of the
opportunities pursued have associated risks that detract from the expected benefit. This includes the risks associated

with not

38

pursuing an opportunity, as well as the risk of not achieving the effects of the opportunity.
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b)

d)

ISO/IEC/IEEE 15288:2015(E)
Manage the risk profile. This activity consists of the following tasks:
1) Define and record the risk thresholds and conditions under which a level of risk may be accepted.
2) Establish and maintain a risk profile.

NOTE The risk profile records: the risk management context; a record of each risk’s state including its likelihood of
occurrence, consequences, and risk thresholds; the priority of each risk based on risk criteria supplied by the
stakeholders; and the risk action requests along with the status of their treatment. The risk profile is updated when
there are changes in an individual risk’s state. The priority in the risk profile is used to determine the application of
resources for treatment.

3) Periodically provide the relevant risk profile to stakeholders based upon their needs.

Analyze risks. This activity consists of the following tasks:
1) Identify risks in the categories described in the risk management context.

NOTE Risks are commonly identified through various analyses, such as safety, #eliability, prodycibility, and
performance analyses; technology, architecture, and readiness assessments; and tradé.studies. These fisks may be
identified early in the life cycle and continue into the utilization, support, and retiretnent of the system. [Additionally,
risks are often identified through the analysis of the measures of the system.

2) Estimate the likelihood of occurrence and consequences of €ach identified risk.
3) Evaluate each risk against its risk thresholds.
4) For each risk that does not meet its risk threshold,*define and record recommended treatment

strategies and measures.

NOTE Risk treatment strategies include, but are not limited to, eliminating the risk, reducing its |ikelihood of
occurrence or severity of consequence, or accepting:the risk. Treatments also include taking or increfsing risk in
order to pursue an opportunity. Measures provide infarmation about the effectiveness of the treatment altgrnatives.

Treat risks. This activity consists of the fallowing tasks:
1) Identify recommended alternatives for risk treatment.

2) Implement risk treatment alternatives for which the stakeholders determine that actions should be
taken to make a risk acCeptable.

3) When the stakeholders accept a risk that does not meet its threshold, consider it a high priority
and monitor it eontinually to determine if any future risk treatment actions are necessary.

4) Once a‘isk treatment is selected, coordinate management action.
NOTE Refer to Project Assessment and Control process.

Monitor risks. This activity consists of the following tasks:

1) Comtimuatty ToTtor-att Tisksandthe Tisk Tmaragemernt comext for changes and evatuate the risks
when their state has changed.

2) Implement and monitor measures to evaluate the effectiveness of risk treatments.

3) Continually monitor for the emergence of new risks and sources throughout the life cycle.

6.3.5 Configuration management process

6.3.5.1 Purpose

The purpose of Configuration Management (CM) is to manage and control system elements and
configurations over the life cycle. CM also manages consistency between a product and its associated
configuration definition.
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6.3.5.2

Outcomes

As a result of the successful implementation of the Configuration Management process:

a)
b)
c)
d)

e)

Items requiring configuration management are identified and managed.

Configuration baselines are established.

Changes to items under configuration management are controlled.

Configuration status information is available.

Required configuration audits are completed.

f) Systenl\ releases and deliveries are controlled and approved.

6.3.5.3

A\ctivities and tasks

The projeqt shall implement the following activities and tasks in accordance with applicable organiza
policies an

a)

b)

40

Plan c
1)

NOTE

i)

v)

vi

Vii

NOTE
coordin
system

NOTE

I procedures with respect to the Configuration Management process.
bnfiguration management. This activity consists of the following tasks:
Define a configuration management strategy.
| This includes details covering:
Roles, responsibilities, accountabilities, and authorities.
Disposition of, access to, release of and control of chahges to configuration items.
The necessary baselines to be established.

The locations and conditions of storage, the storage media and their environment, in accordance
designated levels of integrity, security and.safety.

The criteria or events for commencing configuration control and maintaining baselines of evol
configurations.

The audit strategy and the pesponsibilities for assessing continual integrity and security of the configurd
definition information;

Change management, including any planned configuration control boards, regular and emergency cha
requests; and procedures for change management.

b The configuration management strategy needs to identify how configuration management will
ated acress the set of acquirer, supplier, and supply chain organizations. The strategy covers the life of]
or theextent of the contract, as appropriate.

lion

with

ing

tion

nge
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828, and ANSI EIA-649-B. Also, domain specific practices, such as SAE ARP4754A, Guidelines for Development of
Civil Aircraft and Systems, provide additional application detail for the domain.

2)

NOTE

Define the archive and retrieval approach for configuration items, configuration management
artifacts and data.

This includes data retention procedures.

Perform configuration identification. This activity consists of the following tasks:

1

Identify the system elements and information items that are configuration items.
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NOTE  Configuration items receive special attention. They are usually assigned unique identifiers and are often the
subject of reviews and configuration audits. Items subject to configuration control usually include requirements,
product and system elements, information items, and baselines.

2) Identify the hierarchy and structure of system information.

NOTE  This includes product or system element hierarchy, system decomposition, etc.

3) Establish system, system element, and information item identifiers.

NOTE Items are distinguished by unique, durable identifiers or markings, where appropriate. The identifiers are in

accordance with relevant standards and product sector conventions, such that the items under configuration control
are unambiguously traceable to their specifications or equivalent, recorded descriptions.

c)

NO
ond|

4) Define baselines through the life cycle.

NOTE  Baselines capture the evolving configuration states of system elements at designated times or under

defined circumstances. The content for the baselines is developed through the technical proeesses, but

at a point in time through the CM process. Baselines form the basis for the next change. Selected baseli
become formalized between acquirer and supplier, depending on the practices of the industry and thq
involvement of the acquirer in the configuration management process. There are geherally three mg
baselines at the system level; functional baseline, allocated baseline, and productbaseline. These vary |

s formalized
hes typically
contractual
jjor types of
y domain or

local strategy.
5) Obtain acquirer and supplier agreement to establish a baseline.
NOTE  The Project Assessment & Control process is used to reach.agreement.

Perform configuration change management. This activity: consists of the following tasks:

FE  Configuration change management establishes procedures and methods for managing change t¢ a baseline
E it is established. This is sometimes referred to as configuration control.

1) Identify and record Requests for Change and Requests for Variance.

NOTE A request for variance is sometimes feferred to as a deviation, waiver, or concession.

2) Coordinate, evaluate, and disposition Requests for Change and Requests for Variance

NOTE  This includes an impact assessment of proposed changes, including impact on project plans, costs,

benefits, risks, quality, and schedule. A decision is made on whether to implement or close the change rgquest.

3) Submit requests for review and approval.

NOTE Requests-for Change and Requests for Variance are often under the formal control of a (
Control Board«CCB). Evaluation includes analysis of need versus impact.

onfiguration

4) Track and manage approved changes to the baseline, Requests for Change, and R

\fariance.

pquests for

NOTE 1 This task involves prioritization, tracking, scheduling, and closing changes. Changes are| then made

d)

© ISO/IEC 2015 — Al rights reserved

mnrougn te recnniCal Frocesses. These changes are veriried or valldated tnrougn the veriication a d Validation

Processes, to help ensure that the approved changes have been made.

NOTE 2 Any changes and rationales are generally recorded.

Perform configuration status accounting. This activity consists of the following tasks:
1)

Develop and maintain the configuration management status information, for system elements,
baselines, and releases.

NOTE 1 Configuration status accounting provides the data on the status of controlled products needed to make
decisions regarding system elements throughout the product life cycle. This includes taking into account the nature
of the items under configuration control. Configuration descriptions conform, where possible, to product or technology
standards. Configuration information permits forward and backward traceability to other configuration states. The
rationale for the baselines and releases and associated authorizations in configuration data are generally recorded.
41
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Configuration records are maintained through the system life cycle and then archived according to agreements,
relevant legislation or best industry practice.

NOTE 2 The recording, retrieval and consolidation of the current configuration status and the status of all preceding
configurations to confirm information correctness, timeliness, integrity and security is managed. Audits are performed
to verify conformance of a baseline to drawings, interface control documents and other agreement requirements.

2) Capture, store and report configuration management data.
e) Perform configuration evaluation. This activity consists of the following tasks:

1) Identify the need for CM audits and schedule the events.

Aformrpei- ! I £ . L o . .
2) VETITy UIe prouuct COTmygurauurtr rrects uice COTNrgyguratlurt TEyuUITeITieTrin.

NOTE | This is performed by comparing requirements, constraints, and waivers (variances) with results_of fofmal
verificafion activities.

3) Monitor the incorporation of approved configuration changes.
4) Assess whether the system meets baseline functional and performance capabilities.
NOTE | This is sometimes called a functional configuration audit (FCA).
5) Assess whether the system conforms to the operational and configdration information items.
NOTE | This is sometimes called a physical configuration audit (PCA).
6) Record the CM audit results and disposition action items.
f) Perform release control. This activity consists of the following tasks:
1) Approve system releases and deliveries.

NOTE [L The purpose of a release is to authorize the use of a system for a specific purpose, with or without
restrictions. Examples are releases for tests or for-operational use.

NOTE P Releases generally include a set of,changes. These changes are made through the Technical Processes,
and thén verified or validated through .the*“Verification and Validation Processes. Approval of a release genefally
includes acceptance of the verified and(validated changes.

2) Track and manage system releases and deliveries.

NOTE | Where appropriate, master copies of all system elements are generally maintained for the life of the system.
The system elements are handled, stored, packaged, and delivered in accordance with the policies of |the
organiZations involved.

6.3.6 Infgrmationnmanagement process

6.3.6.1 Purpose

The purpose of the Information Management process is to generate, obtain, confirm, transform, retain, retrieve,
disseminate and dispose of information, to designated stakeholders.

Information management plans, executes, and controls the provision of information to designated
stakeholders that is unambiguous, complete, verifiable, consistent, modifiable, traceable, and presentable.
Information includes technical, project, organizational, agreement, and user information. Information is often
derived from data records of the organization, system, process, or project.

6.3.6.2 Outcomes

As a result of the successful implementation of the Information Management process:
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a) Information to be managed is identified.

b) Information representations are defined.

¢) Information is obtained, developed, transformed, stored, validated, presented, and disposed of.

d) The status of information is identified.

e) Information is available to designated stakeholders.

6.3.6.3  Activities and tasks

The_project shall implement the following activities and tasks in accordance with applicable organization

pollcies and procedures with respect to the Information Management process.

NOTE ISO/IEC/IEEE 15289 summarizes requirements for the content of life cycle process)information items

(dogtumentation) and provides guidance on their development.

a) |Prepare for information management. This activity consists of the following tasks:
1) Define the strategy for information management.
NOTE Information about the same topic can be developed in different ways, at different points in the life cycle and
for different audiences.
2) Define the items of information that will be managed.
NOTE This includes the information that will be managed during the system life cycle and possibly mpintained for
a defined period beyond. This is done according to organizational policy, agreements, or legislation.
3) Designate authorities and responsibilities far information management.
NOTE  Due regard is paid to information and.data legislation, security and privacy, e.g., ownership] agreement
restrictions, rights of access, intellectual property-and patents. Where restrictions or constraints apply, information is
identified accordingly. Staff having knowledge of such items of information are informed of their obljgations and
responsibilities.
4) Define the content, formats and structure of information items.
NOTE  The information originates and terminates in many forms (e.g., audiovisual, textual, graphical, numerical)
and mediums (e.g., electronic, printed, magnetic, optical). Organization constraints, e.g., infrastrycture, inter-
organizational communications, and distributed project workings, are taken into account. Relevant infofmation item
standards and conventions are used according to policy, agreements and legislation constraints.
5) Define information maintenance actions.
NOTE nformation maintenance includes status reviews of stored information for integrity, validity and availability.
It also ineludes any needs for replication or transformation to an alternative medium, as necessary, either to retain
infrastructure as technology changes so that archived media can be read or to migrate archived media to newer
teChnology.

b) Perform information management. This activity consists of the following tasks:
1) Obtain, develop, or transform the identified items of information.
NOTE  This includes collecting the data, information, or information items from appropriate sources (e.g., resulting
from any life cycle process), and writing, illustrating, or transforming it into useable information for stakeholders. It
includes reviewing, validating, and editing information per information standards.
2) Maintain information items and their storage records, and record the status of information.
NOTE 1 Information items are maintained according to their integrity, security and privacy requirements. The status
of information items is maintained, (e.g., version description, date of issue or validity date, record of distribution,
security classification). Legible information is stored and retained in such a way that it is readily retrievable.
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NOTE 2 The source data and tools used to transform information, along with the resulting documentation is placed
under configuration control in accordance with the Configuration Management process. ISO/IEC/IEEE 26531
provides requirements for content management systems useful for life cycle information and documentation.

3) Publish, distribute or provide access to information and information items to designated
stakeholders.
NOTE Information is provided to designated stakeholders in an appropriate form, as required by agreed schedules

or defined circumstances.

Information items include official documentation used for certification, accreditation,

license or assessment ratings, as required.
4) Archive designated information.
NOTE —Arehivirg—is—donre—in—aceerdanrce—with-the—audit—rowledge—retentien—andprejectelesure—purpeses—The
media, |location and protection of the information are selected in accordance with the specified storage and rétrigval
periodd, and with organization policy, agreements and legislation. Arrangements are put in place to retain necessgary
informgtion items after project closure.
5) Dispose of unwanted, invalid or unvalidated information.
NOTE | This is done according to organization policy, and security and privacy requirements,
6.3.7 Megasurement process
6.3.7.1 Purpose
The purpoge of the Measurement process is to collect, analyze, and report‘objective data and informatiof to
support effective management and demonstrate the quality of the products, services, and processes.
6.3.7.2 Dutcomes
As a result|of the successful implementation of the Measurement process:
a) Information needs are identified.
b) An apgropriate set of measures, based on the-information needs are identified or developed.
¢) Requirgd data is collected, verified, and stored.
d) The dgta is analyzed and the results_interpreted.
e) Information items provide objective information that support decisions.
6.3.7.3 A\ctivities and tasks
The projeqt shall implement the following activities and tasks in accordance with applicable organization
policies anfl procedudres with respect to the measurement process.
NOTE 1 ISO/IEC 15939 (IEEE Std 15939-2007) provides a more detailed set of measurement activities and tasks [that
are aligned yith(the activities and tasks shown below.

NOTE 2 Clause 8 of ISO 9001:2008 specifies Quality Management System requirements for measurement and
monitoring of processes and products.

a) Prepare for measurement. This activity consists of the following tasks:
1) Define the measurement strategy.
2) Describe the characteristics of the organization that are relevant to measurement.
3) Identify and prioritize the information needs.
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NOTE The information needs are based on the organization's business objectives, the project objectives,

identified risks, and other items related to project decisions.

4) Select and specify measures that satisfy the information needs.

5) Define data collection, analysis, access, and reporting procedures.

6) Define criteria for evaluating the information items and the Measurement process.
7 Identify and plan for the necessary enabling systems or services to be used.

Perform measurement. This activity consists of the following tasks:
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a)

b)
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1) Integrate procedures for data generation, collection, analysis and reporting into, th
processes.

NOTE  Some of these required changes are integrated into other life cycle processes.
2) Collect, store, and verify data.

3) Analyze data and develop information items.

4) Record results and inform the measurement users.

r'E The measurement analyses results are reported to relevant stakeholders in a timely, usable fashid
sion making and assist in corrective actions, risk management, and-improvements. Results are reporteg
ess participants, technical and management review participantsy and product and process improven
ers.

8 Quality assurance process
8.1 Purpose

purpose of the Quality Assurance process s to help ensure the effective application of the org
hlity Management process to the project,

hlity Assurance focuses on providing confidence that quality requirements will be fulfilled.
lysis of the project life cycle proeesses and outputs is performed to assure that the product bein
be of the desired quality and that organization and project policies and procedures are followed,
8.2  Outcomes

p result of the successful implementation of the Quality Assurance process:

Project quality~assurance procedures are defined and implemented.

Criteria‘and methods for quality assurance evaluations are defined.

Evaluations of the project’'s products, services, and processes are performed, consistent

e relevant

n to support
to decision
ent process

anization’s

Proactive
j produced

vith quality

management policies, procedures, and requirements

d)
e)

f)

NOTE

Results of evaluations are provided to relevant stakeholders.
Incidents are resolved.

Prioritized problems are treated.

General Requirements, of ISO 9001:2008.
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6.3.8.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures.

a)

b)

c)

d)

46

Prepare for quality assurance. This activity consists of the following tasks:
1) Define a Quality Assurance strategy
NOTE 1 The strategy is consistent with the Quality Management policies, objectives, and procedures, and includes:

i. Project quality assurance procedures

ii. D¢fined roles, responsibilities, accountabilities, and authorities.
ii. Agtivities appropriate to each life cycle process.
iv. Agtivities appropriate to each supplier (including subcontractors).

v. Required verification, validation, monitoring, measurement, inspection, and test activities, specific to the progluct
or service.

vi. Ciiteria for product or service acceptance and evaluation criteria and methods for,\process, product, and seryice
evaluations.

NOTE R The strategy is consistent with the organizational Quality Management process to help ensure [hat
organigational quality management policies and procedures are satisfied.

2) Establish independence of quality assurance from other life cycle processes.

NOTE | Resources for quality assurance are often assigned ‘from distinct organizations for independence from
project|[management.

Perform product or service evaluations.

1) Evaluate products and services for.conformance to established criteria, contracts, standards, and
rejgulations.

NOTE | This includes system quality requirements that are derived from the Stakeholder Needs and Requireménts
Definitipn Process and System Requirements Definition Process. See ISO/IEC 25010 for more information.

2) Perform verificationtand validation of the outputs of the life cycle processes to determine
cgnformance to specified requirements.

Performn process evaluations. This activity consists of the following tasks:

1) Evaluate project life cycle processes for conformance.
2) EValdate tools and environments that support or automate the process for conformance.
3) Evaluate supplier processes for conformance to process requirements.

NOTE Consider items such as a collaborative development environment, process measures that suppliers are
required to provide, or a risk process that suppliers are required to use.

Manage quality assurance records and reports. This activity consists of the following tasks:
1) Create records and reports related to quality assurance activities.

NOTE Create records and reports in accordance with organizational, regulatory, and project requirements, using
the information management process.
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2) Maintain, store, and distribute records and reports.

3) Identify incidents and problems associated with product, service, and process evaluations.

NOTE This includes the capture of lessons learned and the conduct of surveillance reviews
implementation through the supply chain.

Treat incidents and problems. This activity consists of the following tasks:

untreated, could cause the project to fail to meet its requirements.

NOTE 2  For additional information and examples of problem categories and priority classifications, see

2474

6.4

The

an gffective product, to permit consistent reproduction of the product where necessary, to use the
proyide the required services, to'sustain the provision of those services and to dispose of the prod
is retired from service.

Thd
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1) Incidents are recorded, analyzed and classified.
2) Incidents are resolved or elevated to problems.
3) Problems are recorded, analyzed and classified.

NOTE  Analysis results include potential treatment options.
4) Treatments for problems are prioritized and implementatiory is_tracked.

NOTE  Implementation is done in the Technical Processes after initiation by the Project Assessment
Process.

5) Trends in incidents and problems are noted and analyzed.
6) Stakeholders are informed of the status of\incidents and problems.
7) Incidents and problems are tracked to“closure.

Technical processes

Technical Processes are used to define the requirements for a system, to transform the require

Technical Processes, define the activities that enable organization and project functions to o
efits and reduce the risks that arise from technical decisions and actions. These activities enab
services to possess the timeliness and availability, the cost effectiveness, and the functionality
ntainability, pteducibility, usability and other qualities required by acquiring and supplying ord
y also enable products and services to conform to the expectations or legislated requirements
uding health, safety, security and environmental factors.

Technical Processes consist of the following:

of process

In the terminology of quality management, problems are often described as “non-conformities” which, if left

ISO/IEC TR

and Control

Ements into
product to
uct when it

ptimize the
le products
, reliability,
anizations.
of society,

a)
b)
<)
d)
e)
f)

9)

Business or Mission Analysis process;

Stakeholder Needs and Requirements Definition process;
System Requirements Definition process;

Architecture Definition process;

Design Definition process;

System Analysis process;

Implementation process;
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h)
i)
)
k) Validat

)

Transit

Operat

Integration process;

Verification process;

ion process;
ion process;

ion process;

m) Maintenance process;

n) Disposal process.

NOTE 1
system defi
system req
validation.

NOTE 2

is balanced
abstraction,
requirement
more detailg
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cross-cutting
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6.4.1.1
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NOTE 1

activities of
scope of 1§
strategic go
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For software and hardware system elements, these processes are applied at recursively lower levelg
ition and recursively higher levels for system realization for stakeholder needs and requirements ‘defini
irements definition, architecture definition, design definition, system analysis, integration, verification

These processes are often performed concurrently, iterating between one another to establish a solution
Wwith respect to requirements, critical performance measures, and critical quality charaeteristics. At any lev:
system requirements and models are made consistent via iterations of applicable téchnical processes. W
5 and models are not directly capable of being implemented, the same processes, are repeated recursively
d level, e.g., the next lower level of the system hierarchy.

The concept of life cycle stages and the application of these processes in\any stage are described in detd
24748-1 (IEEE Std 24748-1-2011). It has a complete set of example” stages and stage outcomes for
f technical processes within a system life cycle.

nterface Management is a set of activities that cut across the systems engineering processes. These
activities of the Technical and Technical Management precesses that apply and track as a specific vie
bs and system. See Annex E of this standard for an_example Interface Management Process View and
5tems Engineering Handbook, Version 4, section 9.6 for-more information.

biness or mission analysis process
Purpose

e of the Business or Mission Analysis process is to define the business or mission problen
, Characterize the solution space, and determine potential solution class(es) that could addreq
take advantage of an oppertunity.

Business and Mission Analysis is related to the organization encompassing all stakeholders concerned byj
the system life cycle™\Fhis process interacts with the organization's strategy, which is generally outside
288. The results (of, the organization's strategic analysis include the organizational Concept of Operati
hls and plans, new market or mission elements, and identified problems and opportunities. The organizati

strategy est

of Operations relates~tothe leadership's intended way of operating the organization. It describes the organizati
assumptiong and how-it intends to use the system to be developed, existing systems, and possible future system

support of

interest, the [organization’s strategy is part of the system definition.

blishes the context within which the business or mission analysis is performed. The organizational Con

for
ion,
and

that
bl of
hen
at a

il in
the

are
of
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or
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the
the
bNs,
bNn's
ept
bNn’s
5 in

oveérall operation or series of operations of the business. In the case that the organization is the systenj-of-

NOTE 2

This process has application through the life of the system solution and is revisited if there are changes in the

environment, needs, or other drivers.

NOTE 3 In some domains, this relates to the concept of identifying and analyzing capabilities that are needed or
desired by the organization. This process focuses on the necessary capabilities and interacts with the Portfolio
Management process for identifying the trade space that can address the capability. The identified problems or
opportunities are often translated into target capabilities. As applicable within a given domain, the problem or opportunity
space includes the target capabilities.

6.4.1.2 Outcomes

As a result of the successful implementation of the Business or Mission Analysis process:
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The problem or opportunity space is defined.

The solution space is characterized.

Preliminary operational concepts and other concepts in the life cycle stages are defined.
Candidate alternative solution classes are identified and analyzed.

The preferred candidate alternative solution class(es) are selected.

Any enabling systems or services needed for business or mission analysis are available.

Traceability of business or _mission problems and opportunities_and the preferred alternative solution

6.4

Thg
pol

a)

b)

classes is established.
1.3  Activities and tasks

project shall implement the following activities and tasks in accordance withcapplicable ¢
cies and procedures with respect to the Business or Mission Analysis process.

Prepare for business or mission analysis. This activity consists of the fallowing tasks:

1) Review identified problems and opportunities in the organization strategy with respect
organization goals or objectives.

NOTE  This includes problems or opportunities with respect tO~the organization business or mis
Concept of Operations, and other organization strategic goals and‘ebjectives. This includes identified de
gaps in existing capabilities, systems, products, or services.

2) Define the business or mission analysis strategy.

NOTE  This includes the approach to be used to.identify and define the problem space, characterize
space and select a solution class.

rganization

to desired

sion, vision,
ficiencies or

the solution

3) Identify and plan for the necessary enabling systems or services needed to support usiness or

mission analysis.

NOTE  This includes identification’ of requirements and interfaces for enabling systems. Enabling
business or mission analysis include the business systems and repositories of the organization.

4) Obtain or acquire-access to the enabling systems or services to be used.

NOTE  The Validation process is used to objectively confirm that the enabling system achieves its inte
its enabling functions:

Define theproblem or opportunity space. This activity consists of the following tasks:

1) Analyze the problems and opportunities in the context of relevant trade-space factors.

systems for

hded use for

NOTE 1 This analysis is focused on understanding the scope, basis, or drivers of the problems or opp

rtunities, as

opposed to the synthesis that is the focus of system analysis and decision management needed for tr

ade studies.

The focus here includes changes in mission requirements, business opportunities, capabilities, performance
improvement, or lack of existing systems, security and safety improvement, factors such as cost and effectiveness,
regulation changes, user dissatisfaction, and PESTEL factors (Political, Economic, Social, Technological,
Environmental, and Legal). This may be accomplished through external, internal, or SWOT (Strengths, Weaknesses,

Opportunities and Threats) analysis.
NOTE 2 The outputs of the analysis are considered as part of the portfolio management decisions.

2) Define the mission, business, or operational problem or opportunity.

NOTE  This definition includes the context and any key parameters, without regard to a specific solution, since the

solution could be an operational change, a change to an existing product or service, or a new system.
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Characterize the solution space. This activity consists of the following tasks:
1) Define preliminary operational concepts and other concepts in life cycle stages.

NOTE 1 This involves the identification of major stakeholder groups such as customers, users, administrations,
regulators, and system owners. that are defined in the Stakeholder Needs and Requirements Definition process.

NOTE 2 Preliminary life cycle concepts include preliminary acquisition concepts, preliminary deployment concepts,
preliminary operational concepts, preliminary support concepts, and preliminary retirement concepts. Operational
concepts include high level operational modes or states, operational scenarios, potential use cases, or usage within a
proposed business strategy. These concepts enable feasibility analysis and evaluation of alternatives. These
concepts are further refined within the Stakeholder Needs and Requirements Definition process.

NOTE 3 The npnrnfing environment may he known-to have vulnerahilities assaociated with cpnr‘ifir' cnmlrif\}/ thteats
and safpty hazards. These vulnerabilities need to be understood in association with the product under developmjent.
The sygtem and human interfaces are an element of the system assurance context and related vulnerabilities|are
examingd in the context of mission critical threads.

2) Identify candidate alternative solution classes that span the potential solution space:

NOTE [These may range from simple operational changes to various system developments or modifications. [The
solutionf space can include the identification of existing systems, products, and services that can address the need for
operatignal or functional modifications. This includes deducing what potential expected Services will be needed. [The
solution| space characterization often invokes the Architecture Definition process for\a.User architecture viewgoint
resulting in architecture views (e.g., capability views, program views and operationahlviews) as proposed by ISOJIEC
42010.

Evaludte alternative solution classes. This activity consists of the.fallowing tasks:
1) Assess each alternative solution class.

NOTE 1 Each alternative solution class is assessed against\defined criteria that are established based on|the
organizgtion's strategy. Feasibility of the solution class is one key decision criteria. The Portfolio Management progess
providef some criteria to be considered.

NOTE 2 The System Analysis process is used to assess the value of each criterion for each alternative solytion
class. $tructured affordability trade-offs are recommended. Including cost as a criterion will aid affordability decisipns.
The aspessment of alternatives can include meodeling, simulation, analytical techniques, or expert judgment to
understhnd the risks, feasibility and value of the alternative candidate solution classes.

2) Select the preferred alternative solution class(es).

NOTE | The Decision Management process is used to evaluate alternatives and to guide selection. Sele¢ted
alternatfves are validated in the context of the organization's strategy. Feedback on risks, feasibility, market factors,
and altgrnatives is provided(for 'use in updating the organization's strategy.

Manage the business.or mission analysis. This activity consists of the following tasks:
1) Maintain traceability of business or mission analysis.

NOTE | dhrough the life cycle, bi-directional traceability is maintained between the business and mission problgms
and opportinities and the preferred alternative solution classes with the organizational strateqy, stakeholder ngeds
and requirements, and system analysis results supporting decisions.

2) Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and
baselines. This process (Business or Mission Analysis) identifies candidates for the baseline, and then provides the
information items to CM.
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6.4.2 Stakeholder needs and requirements definition process
6.4.2.1 Purpose

The purpose of the Stakeholder Needs and Requirements Definition process is to define the stakeholder
requirements for a system that can provide the capabilities needed by users and other stakeholders in a
defined environment.

It identifies stakeholders, or stakeholder classes, involved with the system throughout its life cycle, and their
needs. It analyzes and transforms these needs into a common set of stakeholder requirements that express
the intended interaction the system will have with its operational environment and that are the reference
against which each resulting operational capability is validated. The stakeholder requirements are defined
considering the context of the system-of-interest with the interoperating systems and enabling systems.

6.4{2.2 Outcomes
As p result of the successful implementation of the Stakeholder Needs and RequirementscBefinition process:
a) | Stakeholders of the system are identified.

b) | Required characteristics and context of use of capabilities and concepts inthe life cycle stages, including
operational concepts, are defined.

¢) |Constraints on a system are identified.
d) | Stakeholder needs are defined.

e) | Stakeholder needs are prioritized and transformed into cléarly defined stakeholder requirements.
f) | Critical performance measures are defined.

g) | Stakeholder agreement that their needs and expectations are reflected adequately in the requirements is
achieved.

h) | Any enabling systems or services needed for stakeholder needs and requirements are available.
i) | Traceability of stakeholder requitements to stakeholders and their needs is established.
6.412.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and proceduresiwith respect to the Stakeholder Needs and Requirements Definition process.

a) |Prepare for(stakeholder needs and requirements definition. This activity consists of the following
tasks:

1) I[dentify the stakeholders who have an interest in the system throughout its life cycle.

NOFE This includes individuals and classes of stakeholders who are users, operators, supporters,|developers,
tra ; et O ; i T fZations;, T T for external
interfacing entities, regulatory bodies and others who have a legitimate interest in the system. Where direct
communication is not practicable (e.g., for consumer products and services), representatives or designated proxy
stakeholders are selected.

2) Define the stakeholder needs and requirements definition strategy.

NOTE Some stakeholders have interests that oppose the system or oppose each other. When the stakeholder
interests oppose each other, but do not oppose the system, this process is intended to gain consensus among the
stakeholder classes to establish a common set of acceptable requirements. The intent or desires of those that oppose
the system, or detractors of the system, are addressed through the Risk Management process, threat analyses of the
System Analysis process, or the system requirements for security, adaptability, or resilience. In this case, the
stakeholder needs are not satisfied, but rather addressed in a manner to help ensure system assurance and integrity
if actions from the detractors are encountered.
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3) Identify and plan for the necessary enabling systems or services needed to support stakeholder
needs and requirements definition.

NOTE This includes identification of requirements and interfaces for the enabling systems. Enabling systems for
stakeholder needs and requirements definition include tools for facilitation and requirements management.

4) Obtain or acquire access to the enabling systems or services to be used.

NOTE The Validation process is used to objectively confirm that the enabling system achieves its intended use for
its enabling functions.

Define stakeholder needs. This activity consists of the following tasks:

1) Define context or use within the concept of operations and the preliminary lite cycle concepts.

NOTE Context of use is often captured using a Context of Use Description [ISO/IEC 25063.3]. Preliminary] life
cycle cgqncepts are developed by the Business or Mission Analysis process.

2) Identify stakeholder needs.

NOTE 1 Identification of stakeholder needs includes elicitation of needs directly from the stakeholder, identificgtion
of impligit stakeholder needs based on domain knowledge and context understanding,/and’documented gaps from
previoug activities. Needs often include measures of effectiveness. Functional analysis is often used to aid|the
elicitatign of needs. Also quality characteristics of the quality model in ISO/IEC 25010 and quality model application to
requirerpents analysis in ISO/IEC 25030 are useful to elicit and identify quality,requirements of non-functipnal
requirernents, which are often implicit stakeholder needs.

NOTE 4 Stakeholder needs describe the needs, wants, desires, expectations and perceived constraints of identified
stakehdlders. Understanding stakeholder needs for the minimum security)and privacy requirements necessary for| the
operatignal environment minimizes the potential for disruption in_plans, schedules, and performance. If signifigant
issues are likely to arise relating to users and other stakeholders.and’their involvement in or interaction with a system,
recommnjendations for identifying and treating human-system issués can be found in ISO TS 18152.

3) Prioritize and down-select needs.

NOTE [The Decision Management process is typically used to support prioritization. The System Analysis procegs is
used tojanalyze needs for feasibility or other factors,

4) Define the stakeholder needs and rationale.

NOTE Needs concentrate on system’ purpose and behavior, and are described in the context of the operatipnal
environment and conditions. It is useful to trace needs to their sources and rationale.

Develgp the operational~concept and other life cycle concepts. This activity consists of the following
tasks:

NOTE Other life)cycle concepts can include acquisition concepts, deployment concepts, support concepts,
security] concepts, ‘and retirement concepts. In this activity, the preliminary life cycle concepts defined within|the
Busineds or Mission Analysis process are further developed in the context of specific stakeholder needs| as
associated scenarios and interactions are defined. See ISO/IEC/IEEE 29148 clauses 5 and 6 for more information on
operatignalconcepts, and ISO/IEC/IEEE 29148 Annex A for an annotated outline for a System Operational Concept.

1) Define a representative set of scenarios to identify all required capabilities that correspond to
anticipated operational and other life cycle concepts.

NOTE 1 Scenarios are used to analyze the operation of the system in its intended environment in order to identify
additional needs or requirements that possibly have not been explicitly identified by any of the stakeholders, e.g., legal,
regulatory and social obligations. The context of use of the system is identified and analyzed, including the activities
that users perform to achieve system objectives, the relevant characteristics of the end users of the system (e.g.,
expected training, degree of fatigue), the physical environment (e.g., available light, temperature) and any equipment
to be used (e.g., protective or communication equipment). The social and organizational influences on users that
could affect system use or constrain its design are analyzed when applicable. Scenarios centered on attackers, their
environments, tools, techniques, and capabilities are key considerations for operational concept development.
Scenarios are prioritized in order to reflect the weighted importance of the various operational needs.
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NOTE 2 These scenarios often motivate updates to the operational or other life cycle concepts. Abuse and failure
scenarios highlight the need for additional functional requirements (or more specific derived requirements) to mitigate
risks that are identified in the abuse or failure scenarios.

2) Identify the interaction between users and the system.

NOTE 1 Usability requirements take into account human capabilities and skills limitations. Where possible,
applicable standards, e.g., ISO 9241, and accepted professional practices are used in order to define:

i) Physical, mental, and learned capabilities.

ii)  Work place, environment and facilities, including other equipment in the context of use.

iy NOTmat, unusuat, and emergency Conditions.
iv) Operator and user recruitment, training and culture.

NOTE 2 If usability is important, usability requirements are planned, specified, and implemented thrgugh the life
cycle processes. Refer to ISO TS 18152 for information on human-system issues and ISO/IEC 25(360:2010 for
information on usability.
Transform stakeholder needs into stakeholder requirements. This activity consists of the following
tasks:

1) Identify the constraints on a system solution.

NOTE These result from 1) instances or areas of stakeholder-defined solution; 2) implementation dedisions made
at higher levels of system hierarchical structure; 3) required use of.d€fined enabling, legacy, or interfacing systems or
system elements, resources and staff; or 4) stakeholder defined affordability objectives. Include thqse that are
unavoidable consequences of existing agreements, management/decisions and technical decisions.

2) Identify the stakeholder requirements and/functions that relate to critical quality chafacteristics,
such as assurance, safety, security, environment, or health.

NOTE 1 See ISO/IEC/IEEE 15026 for additionalinformation on system and software assurance.
NOTE 2 Identifying safety risks facilitates-the identification of safety requirements and functions. Safety fisks include
those associated with methods of operations and support, health and safety, threats to property and efivironmental

influences. Use applicable standards, €.g., IEC 61508, and accepted professional practices.

NOTE 3 Identifying security, riskS facilitates the identification of additional security requirements and [functions. If

warranted, include applicable areas of system security, including physical, procedural, communications
programs, data and emissions. This includes access and damage to protected personnel, properties and
compromise of sensitive.information, and denial of approved access to property and information. This g
the required security~functions, such as mitigation and containment, referencing applicable standards a
professional practices where mandatory or relevant.

NOTE 4 See."ISO/IEC 25030 for further information regarding quality characteristics from a qu

computers,
information,
Iso includes
nd accepted

Ality in use

perspective.

3) Define stakeholder requirements, consistent with life cycle concepts, scenarios, ipteractions,
constraints, and critical quality characteristics. T

NOTE 1 See ISO/IEC/IEEE 29148 clauses 5 and 6 for more information on stakeholder requirements, and clauses
8 and 9 for a description of and an annotated outline for a Stakeholder Requirements Specification.

NOTE 2 The stakeholder requirements are reviewed at key decision times in the life cycle to help ensure that
account is taken of any changes of need.

NOTE 3 The stakeholder requirements are recorded in a form suitable for requirements management through the
life cycle. These records establish the stakeholder requirements baseline, and retain changes of need and their origin
throughout the system life cycle. These records are the basis for traceability to decisions made by the Business or
Mission Analysis process as well as stakeholder needs, system requirements, and subsequent system elements.

NOTE 4 The stakeholder requirements are the basis of the validation criteria for the system and system elements.

Analyze stakeholder requirements. This activity consists of the following tasks:
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1) Analyze the complete set of stakeholder requirements.

NOTE 1 Stakeholder requirements are analyzed for characteristics of individual requirements, as well as
characteristics of the set of requirements. Potential analysis characteristics include that the requirements are
necessary, implementation free, unambiguous, consistent, complete, singular, feasible, traceable, verifiable,
affordable, and bounded. ISO/IEC/IEEE 29148 provides additional information on characteristics of requirements.

NOTE 2 The System Analysis process is used to assess feasibility and affordability. The Verification and Validation
processes are used in the review of stakeholder requirements.

2) Define critical performance measures that enable the assessment of technical achievement.

NOTE This includes defining technical and quality measures and critical performance parameters associated with
each effectiveness—measureidentified—in-the stakeholder rnqllirnmnnfc The critical pnrfnrm:\nr\n measutes ( .g.,
measurgs of effectiveness and measures of suitability) are defined, analyzed and reviewed to help ensure stakehojder
requirerpents are met and to help ensure identification of project cost, schedule or performance risk associated ith
any nop-compliance. ISO/IEC 15939 (IEEE Std 15939-2007) provides a process to identify, defing“and |use
appropriate measures. INCOSE TP-2003-020-01, Technical Measurement, provides information oncCthe” selection,
definition and implementation of critical performance measures. The ISO/IEC 25000 series of standards prov{des
relevany quality measures.

3) Feed back the analyzed requirements to applicable stakeholders to validate that their needs gnd
expectations have been adequately captured and expressed.

4) Resolve stakeholder requirements issues.

NOTE This includes requirements that violate the characteristics for.individual requirements or the sef of
requiremhents as defined in ISO/IEC/IEEE 29148.

f) Manage the stakeholder needs and requirements definition. This activity consists of the following
tasks:

1) Obtain explicit agreement on the stakeholder requirements.

NOTE | This includes confirming that stakeholder(requirements are expressed correctly, comprehensiblg to
originafors, and that the resolution of conflict in the requirements has not corrupted or compromised stakehojder
intentions.

2) Maintain traceability of stakehalder needs and requirements.

NOTE Through the life cycle, hidirectional traceability is maintained between the stakeholder needs fand
requirements and the stakeholder§ and sources, organizational strategy, and business and mission problems jand
opportynities. Additional traceability to systems making up the system solution facilitates the transition to the System
Requirgments Definition process: This is often facilitated by an appropriate data repository.

3) Provide key infermation items that have been selected for baselines.

NOTE The Cenfiguration Management process is used to establish and maintain configuration items fand
baselings. This proecess (Stakeholder Needs and Requirements Definition) identifies candidates for the baseline, jand
then provides the information items to CM. For this process, the stakeholder needs, stakeholder requirements, jand
operatignal,concept are typical information items that are baselined.

6.4.3 System requirements definition process
6.4.3.1 Purpose

The purpose of the System Requirements Definition process is to transform the stakeholder, user-oriented
view of desired capabilities into a technical view of a solution that meets the operational needs of the user.

This process creates a set of measurable system requirements that specify, from the supplier's perspective,
what characteristics, attributes, and functional and performance requirements the system is to possess, in
order to satisfy stakeholder requirements. As far as constraints permit, the requirements should not imply any
specific implementation.

© ISO/IEC 2015 — All rights reserved
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3.2 Outcomes

As a result of the successful implementation of the System Requirements Definition process:

a) The system description, including system interfaces, functions and boundaries, for a system solution is
defined.

b) System requirements (functional, performance, process, non-functional, and interface) and design
constraints are defined.

c) Critical performance measures are defined.

d) The system requirements are analyzed.

e) |Any enabling systems or services needed for system requirements definition are available.

f) | Traceability of system requirements to stakeholder requirements is developed.

6.4/3.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable grganization

polfcies and procedures with respect to the System Requirements Definition‘precess.

a) |Prepare for system requirements definition. This activity consists of the following tasks:
1) Define the functional boundary of the system in térms of the behavior and properties to be

provided.
NOTE  The functional boundary definition is partly basedon the context of use and operational scenarios defined
in the frame of the Stakeholder Needs and Requirements\Definition process. This includes the system’s$ stimuli and
its responses to user and environment behavior, and.an analysis and description of the required interactipns between
the system and its environment in terms of interface properties and constraints, such as mechanical, elegtrical, mass,
thermal, data, and procedural flows. This establishes the expected system behavior, expressed in quantitative terms,
at its boundary.
2) Define the system requirements definition strategy.
NOTE  This includes the approach to be used to identify and define the system requirements, and [manage the
requirements through the life cycle.
3) Identify and planfor the necessary enabling systems or services needed to support system
requirements definition.

NOTE  This inCludes identification of requirements and interfaces for the enabling systems. Enabling|systems for
system requirements definition include tools for facilitation and requirements management.
4) Obtain or acquire access to the enabling systems or services to be used.
NOTE  The Validation process is used to objectively confirm that the enabling system achieves its intepded use for
its\enabling functions.

b) Define system requirements. This activity consists of the following tasks:
1) Define each function that the system is required to perform.
NOTE 1 This includes how well the system, including its operators, is required to perform that function, the
conditions under which the system is to be capable of performing the function, the conditions under which the system
is to commence performing that function and the conditions under which the system is to cease performing that
function. In some cases, functions are derived from analysis of critical quality characteristics (e.g., system diagnosing
function or highly frequent data backup function for reliability).
NOTE 2 Conditions for the performance of functions can incorporate reference to required states and modes of
operation of the system. System requirements depend heavily on abstract representations of proposed system
characteristics and sometimes employ multiple modeling techniques and perspectives to give a sufficiently complete
description of the desired system requirements.
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c)
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NOTE 3 Enabling functions that are required to support the system-of-interest in achieving its functionality are also
identified and defined concurrently with the function of the system-of-interest. This is necessary to help ensure that
the enabling functions are identified and accounted for.

2) Define necessary implementation constraints.

NOTE This includes the implementation decisions that are allocated from architecture definition at higher levels in
the structure of the system and are introduced by stakeholder requirements or are solution limitations.

3) Identify system requirements that relate to risks, criticality of the system, or critical quality
characteristics.

NOTE Critical quality characteristics commonly include those related to health, safety, security assurance,

rehab”lt ool and ol nnartabhiling, Thic tnolidac analicie and dafinition of cofah, cancidaratione tnoal ot ose
T OV CHTTHITTTY Tt o SO P O tTtiotty - o oo e oty Sto—ot o STt o or—Sorety —Corsriat oot eratmig—

relating|to methods of operation and maintenance, environmental influences and personnel injury. It also inelydes
helping|to ensure each safety related function and its associated safety integrity, is expressed in terms™of|the
necessary risk reduction, and is specified and allocated to designated safety-related systems. Applicable standards
are usdd concerning functional safety, e.g., IEC 61508, and environmental protection, e.g., ISO 14001. Analyze
security] considerations including those related to compromise and protection of sensitive infopmation, data jand
material. The security-related risks are defined, including, but not limited to, administrative, personnel, physical,
computer, communication, network, emission and environment factors using, as appropriate,~applicable secuyrity
standarfls. Refer to ISO/IEC/IEEE 15026-4 for system and software assurance guidance. 1S@/IEC 27036 prov{des
guidange for information security requirements for the outsourcing of products and seryices. ISO 25030 prov{des
guidange for external system quality factors and characteristics. For systems intended\ferhuman interaction, human-
factors |engineering (ergonomics) specifications are considered. For systems that)have usability requiremgnts,
recomnjendations for obtaining a desired level of usability can be found in ISO TR(18529, Ergonomics—Ergonorics
of humgn-system interaction—Human-centred life cycle process descriptions.

4) Define system requirements and rationale.

NOTE 1 This includes defining system requirements consistent with stakeholder requirements, functipnal
boundafies, functions, constraints, cost targets, identified interfaces, and critical quality characteristics. Consigtent
practicq has shown this process requires iterative and recursive steps in parallel with other life cycle procegses
through| the system hierarchy. See ISO/IEC/IEEE 29148)'clauses 5 and 6 for more information on system
requirethents, and clauses 8 and 9 for a description of and an annotated outline for a System Requirements
Specifidation.

NOTE 4 The system requirements are recorded’jn a form suitable for requirements management through the| life
cycle. These records establish the system requirements baseline, and include the associated rationale, decisions jand
assumpgtions. They are the basis for traceability to information items and subsequent system elements. Change
requestp of system requirements also.provide rationale to help in the determination of the acceptability of|the
proposgd change, including consistency.with stakeholder requirements.

NOTE 3 The System Analysis ‘Process is used to determine appropriate values for requirement parameters,
considering the estimated cost,.schedule, and technical performance of the system. The Validation Process is ysed
to determine if the requirements address the stakeholders’ needs. The Verification Process determines the qualify of
the regpirements with respect to the attributes and characteristics of good requirements (refer to ISO/IEC/IEEE
29148).

Analyze system requirements. This activity consists of the following tasks:

1) Analyze the complete set of system requirements.

NOTE 1 System requirements are analyzed for characteristics of individual requirements, as well as characteristics
of the set of requirements. Potential analysis characteristics include that the requirements are necessary,
implementation free, unambiguous, consistent, complete, singular, feasible, traceable, verifiable, affordable, and
bounded. ISO/IEC/IEEE 29148 provides additional information on characteristics of requirements. Deficiencies,
conflicts and weaknesses are identified and resolved within the complete set of system requirements.

NOTE 2 The System Analysis process is used to assess feasibility, affordability, and balance.
2) Define critical performance measures that enable the assessment of technical achievement.

NOTE This includes defining technical and quality measures and critical performance parameters associated with
each effectiveness measure identified in the system requirements. The critical performance measures (e.g., measures
of performance and technical performance measures) are analyzed and reviewed to help ensure system requirements
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are met and to help ensure identification of project cost, schedule or performance risk associated with any non-
compliance. ISO/IEC 15939 (IEEE Std 15939-2007) provides a process to identify, define and use appropriate
measures. INCOSE TP-2003-020-01, Technical Measurement, provides information on the selection, definition and
implementation of critical performance measures. The ISO/IEC 25000 series of standards provides relevant quality
measures.

3) Feed back the analyzed requirements to applicable stakeholders for review.

NOTE  Feedback helps ensure that the specified system requirements have been adequately captured and
expressed. Confirmation is made that they are a necessary and sufficient response to stakeholder requirements and
a necessary and sufficient input to other processes, in particular architecture and design. This is one application of
the Validation Process applied for the specific requirements.

4) Resolve system requirements issues

NOTE This includes requirements that violate the characteristics for individual requirements\or the set of
requirements as defined in ISO/IEC/IEEE 29148.

d) [Manage system requirements. This activity consists of the following tasks:

NOTE  Maintaining system requirements includes defining, recording, and controlling the baseline, genjerally under
formal configuration management, along with managing any changes resulting from'the application of other life cycle
processes such as architecture or design.

1) Obtain explicit agreement on the system requirements.

NOTE  This includes confirming that system requirements are expressed correctly, comprehensible tq originators,
and that the resolution of conflict in the requirements has not corrupted or compromised stakeholder intertions.

2) Maintain traceability of the system requirements.

NOTE Through the life cycle, bi-directional traceability is maintained between the system requiremgnts and the
stakeholder requirements, architecture elements, interface definitions, analysis results, verification |methods or
techniques, and allocated, decomposed, and derived requirements. This helps ensure that all achievable| stakeholder
requirements are met by one or more system'drequirements, and all system requirements meet or g¢ontribute to
meeting at least one stakeholder requirement.\This is often facilitated by an appropriate data repository.

3) Provide key information items-that have been selected for baselines.
NOTE The Configuration Management process is used to establish and maintain configuratior] items and
baselines. This process (System*Requirements Definition) identifies candidates for the baseline, and then provides

the information items to €M»'For this process, the system requirements are typical information items that are
baselined.

6.4{4 Architecture definition process
6.4]4.1  Purpese
The purpose-of the Architecture Definition process is to generate system architecture alternativep, to select

ong or more alternative(s) that frame stakeholder concerns and meet system requirements, and|to express
thiq ina,Set of consistent views.

Iteration of the Architecture Definition process with the Business or Mission Analysis process, System
Requirements Definition process, Design Definition process, and Stakeholder Needs and Requirements
Definition process is often employed so that there is a negotiated understanding of the problem to be solved
and a satisfactory solution is identified. The results of the Architecture Definition process are widely used
across the life cycle processes. Architecture definition may be applied at many levels of abstraction,
highlighting the relevant detail that is necessary for the decisions at that level.

NOTE 1  System architecture deals with fundamental principles, concepts, properties, and characteristics and their
incorporation into the system-of-interest. Architecture definition has more uses than as merely a driver (or part of) design.
Refer to ISO/IEC/IEEE 42010:2011 for more information about architecture description and the uses and nature of
architecture.

NOTE 2  The Architecture Definition process supports identification of stakeholders and their concerns. As the process
unfolds, insights are gained into the relation between the requirements specified for the system and the emergent
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properties and behaviors of the system that arise from the interactions and relations between the system elements. The
Design Definition process (see subclause 6.4.5), on the other hand, is driven by requirements that have been vetted
through the architecture and more detailed analyses of feasibility. Architecture focuses on suitability, viability, and
desirability, whereas design focuses on compatibility with technologies and other design elements and feasibility of
construction and integration. An effective architecture is as design-agnostic as possible to allow for maximum flexibility in
the design trade space. An effective architecture also highlights and supports trade-offs for the Design Definition process
and possibly other processes such as Portfolio Management, Project Planning, System Requirements Definition, and
Verification.

NOTE 3 In product line architectures, the architecture is necessarily spanning across several designs. The architecture

serves to make the product line cohesive and helps ensure compatibility and interoperability across the product line. Even
for a single product system, the design of the product will likely change over time while the architecture remains constant.

6.4.4.2 Outcomes

As a result|of the successful implementation of the Architecture Definition process:
a) ldentified stakeholder concerns are addressed by the architecture.

b) Architgcture viewpoints are developed.

c) Context, boundaries, and external interfaces of the system are defined.

d) Architdcture views and models of the system are developed.

e) Concepts, properties, characteristics, behaviors, functions, or constraints that are significant| to
architgcture decisions of the system are allocated to architectural entities.

f) Systenp elements and their interfaces are identified.

g) Architdcture candidates are assessed.

h) An architectural basis for processes throughout the life*cycle is achieved.

i) Alignment of the architecture with requirements and design characteristics is achieved.

i) Any enabling systems or services needed for architecture definition are available.

k) Tracedbility of architecture elements.to stakeholder and system requirements is developed.
6.4.4.3 A\ctivities and tasks

The projeqt shall implement_the “following activities and tasks in accordance with applicable organization
policies anfl procedures with respect to the Architecture Definition process.

a) Prepare for archjtecture definition. This activity consists of the following tasks:
1) Reviewspertinent information and identify key drivers of the architecture.

NOTE | \Key drivers are identified by reviewing: (a) market studies, industry projections, competitor product plans,
and scientfic TNdNgs; (D) organizational srategies, organizatonal-level concept o operations, organizatonat policies
and directives, regulatory and legal constraints, and stakeholder requirements; (c) mission or business concept of
operations, system operational concept, operational environment, technology roadmaps, and system requirements;
and (d) any other factors that impact the suitability of the system through its life cycle.

2) Identify stakeholder concerns.

NOTE  Stakeholders are initially identified in the Stakeholder Needs and Requirements process. Additional
stakeholders are usually identified during the Architecture Definition process. Stakeholder concerns related to
architecture are expectations or constraints associated with the system life cycle stages such as utilization (e.g.,
availability, security, effectiveness, usability), support (e.g., reparability, obsolescence management), evolutionary
development of the system and of the environment (e.g., adaptability, scalability, survivability), production (e.g.,
producibility, testability), retirement (e.g., environmental impact, transportability), etc. This also includes concerns
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that the system will be compromised intentionally or unintentionally via a threat agent or accidentally via a safety
hazard.
3) Define the architecture definition roadmap, approach, and strategy.

NOTE  This includes the identification of stakeholder engagement opportunities, the definition of architecture
review activities, evaluation approach and criteria, measurement approach, and measurement methods (refer to the
Measurement process). The roadmap shows how the architecture will evolve to an envisioned end state and often
has a longer timeframe than for the current system-of-interest. The approach is the manner in which the work will be

accomplished, such as how to engage with stakeholders, how to vet the results, or where to do the work. The
strategy deals with the systematic plan of action for implementing the approach consistent with the roadmap.

4) Define evaluation criteria based on stakeholder concerns and key requirements.

5) Identify and plan for the necessary enabling systems or services needed tol~support the
Architecture Definition process.

NOTE  This includes identification of requirements and interfaces for the enabling system{ Enabling|systems for

architecture definition include tools for collaboration and architecture development;)and architecture reuse
repositories (for architecture patterns, architecture artifacts, reference architectures, etc,):

6) Obtain or acquire access to the enabling systems or services to be’uséd.

NOTE  The Validation process is used to objectively confirm that the enabling'system achieves its intepded use for
its enabling functions.

Develop architecture viewpoints. This activity consists of the'following tasks:
1) Select, adapt, or develop viewpoints and model kinds based on stakeholder concerns.

2) Establish or identify potential architectureyframework(s) to be used in developing models and
views.

NOTE  Some architecture frameworks identify Stakeholders and their concerns, and relevant vieyvpoints that

address those concerns, while other architectire frameworks are more general in their guidance. Viewp
the kinds of models to be used and how the resulting models can be used to generate architecture vie|
ISO/IEC/IEEE 42010 for more informatiorron architecture framework and architecture description practice

3) Capture rationale for selection of framework(s), viewpoints and model types.

4) Select or develop-supporting modeling techniques and tools.
Develop models antlviews of candidate architectures. This activity consists of the following

1) Define (the system context and boundaries in terms of interfaces and interactions w
entities.

NOTE . (_This task is mainly based on the outcomes of the Business or Mission Analysis process, and
congufrently with the Stakeholder Needs and Requirements Definition process. It consists of identifying
external to the system (i.e., existing and projected systems, products, and services that constitute the sys|

pints specify
ws. Refer to
S.

tasks:
th external
s performed

the entities
fem context)

and” defining the boundaries of the system (i.e., interactions with these external entities through the in

erfaces that

Cross the boundaries). The external entiies could Include the necessary enabling sysiems. The
Definition process defines interfaces to the extent needed to support essential architectural de
understanding. These interface definitions are then refined by the Design Definition process.

Architecture
cisions and

2) Identify architectural entities and relationships between entities that address key stakeholder

concerns and critical system requirements.

NOTE

Architecture is not necessarily concerned with all requirements, but rather only with those that drive the

architecture. On the other hand, the Design Definition process takes into account all the requirements. Sometimes,
through the Architecture Definition process there will be requirements that are deemed to be inappropriate,
unaffordable, or unsuitable. These are requirements issues that are resolved through iteration of the System
Requirements Definition process. It is also important that the architecture addresses key stakeholder concerns since
not all of these will be captured in requirements.
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3) Allocate concepts, properties, characteristics, behaviors, functions, or constraints that are
significant to architecture decisions of the system to architectural entities.

NOTE  The items being allocated to could be physical, logical, or conceptual.
4) Select, adapt, or develop models of the candidate architectures of the system.

NOTE It is common to use models in architecture definition. The models used are those that best address key
stakeholder concerns. Refer to ISO/IEC/IEEE 42010 for how this can be done. Historically, it has been common to
use logical and physical models in architecture definition. Information on logical, physical, and other models is
provided in Annex F.

5) Compose views from the models in accordance with identified viewpoints to express how the
anchitecture-acdresses-stakehotderconcernsandmeets-stakehotder-and-systemreguirements—
6) Harmonize the architecture models and views with each other.

NOTE | Correspondence rules from frameworks are one way to establish harmony between-views. Bee
ISO/IEQ/IEEE 42010.

Relate|the architecture to design. This activity consists of the following tasks:

1) Identify system elements that relate to architectural entities and the nature’of these relationshigs.

[

NOTE | Sometimes the system elements are initially notional until Design Definitioh/has occurred since this depgnds
on the pctual design(s) to be done. Sometimes a “reference architecture” is greated using these notional system
elements as a means to convey architectural intent and to check for design, feasibility.

2) Define the interfaces and interactions between the system’/elements and with external entities.

NOTE | This is defined at level of detail necessary to convey the)architectural intent and can be further refined infthe
Design Pefinition process.

3) Partition, align and allocate requirements to@architectural entities and system elements.
4) Map system elements and architecturalentities to design characteristics.
5) Define principles for the system design and evolution.

Assess architecture candidates;: This activity consists of the following tasks:

1) Assess each candidate architecture against constraints and requirements.

2) Assess each candidate architecture against stakeholder concerns using evaluation criteria.
NOTE | The System,Analysis process and the Risk Management process can be used to support this task.
3) Select'the preferred architecture(s) and capture key decisions and rationale.

NOTE | The’Decision Management process can be used to support this task.

4) Establish the architecture baseline of the selected architecture.
NOTE The architecture baseline is composed of models, views and other relevant architecture descriptions.
Manage the selected architecture. This activity consists of the following tasks:

1) Formalize the architecture governance approach and specify governance related roles and
responsibilities, accountabilities, and authorities (related to design, quality, security, safety, etc.).

2) Obtain explicit acceptance of the architecture by stakeholders.
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NOTE 1 The Verification and Validation processes are used to confirm that the architecture models and views

reflect stakeholder and system requirements.

NOTE 2

In some applications it is necessary to certify the architecture. Certification confirms that the architectural

intent is met, the architectural vision and key concepts are correctly implemented, and stakeholder concerns are
properly addressed. It also gives essential feedback to the Architecture Definition process to help in the learning

process and to help ensure that future iterations of architecture better address stakeholder concerns.

3) Maintain concordance and completeness of the architectural entities and their a

characteristics.

NOTE The entities to be checked are not only technical. These are also, for example, legal,
organizational and operational entities that are normally part of stakeholder requirements and concerns.

rchitectural

economical,

6.4

6.4

The
SYS
mo

NO
use)
emq
ele

des|
An

NO

4) Organize, assess and control evolution of the architecture models and views.
5) Maintain the architecture definition and evaluation strategy.
NOTE  This includes updating the architecture based upon technological, implementation) operational

as well as the management of external and internal interfaces that are defined at this level'of system deco
6) Maintain traceability of the architecture.

NOTE Through the life cycle, bi-directional traceability is maintained bgtween the architecture entit
views, and viewpoints) to the requirements (including allocated, decomposed, and derived), interfacd

analysis results, and verification methods or techniques. If possible, \traceability is also maintained
architecture entities and the stakeholder concerns.

information items to CM.

5 Design definition process
5.1 Purpose

purpose of the Design Definitieh process is to provide sufficient detailed data and informatio
tem and its elements to enable the implementation consistent with architectural entities as
Hels and views of the systemsarchitecture.

FTE1  The Architecture Definition process, supports identification of stakeholders and their concerns.

brgent properties @nd”behaviors of the system that arise from the interactions and relations between

pffective arehitecture is as design-agnostic as possible to allow for maximum flexibility in the design trade s
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of the process, insights are gained into the relation between the requirements specified for the syst
hents. The Design Definition process, on the other hand, is driven by requirements that have been vetted

arclpitecture and-more detailed analyses of feasibility. Architecture focuses on suitability, viability, and desirabi
gn focuses\dbn compatibility with technologies and other design elements and feasibility of construction and

Design definition considers any applicable technologies and their contribution to the system soly
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7) Provide key information items that have been selected for baselines.
NOTE The Configuration Management process is~lUsed to establish and maintain configuration
baselines. This process (Architecture Definition) identifies candidates for the baseline, and then provides the
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alignment of architectural entities to system elements that compose the system.

5.2 Outcomes

As a result of the successful implementation of the Design Definition process:

a)
b)

c)

Design characteristics of each system element are defined.
System requirements are allocated to system elements.

Design enablers necessary for design definition are selected or defined.
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d)
e)
f)

9)
h)

Interfaces between system elements composing the system are defined or refined.
Design alternatives for system elements are assessed.

Design artifacts are developed.

Any enabling systems or services needed for design definition are available.

Traceability of the design characteristics to the architectural entities of the system architecture is
established.

6.4.5.3 Activities and tasks

The projeqt shall implement the following activities and tasks in accordance with applicable organization

policies anfl procedures with respect to the Design Definition process.

a)

b)

62

Prepaile for design definition. This activity consists of the following tasks:
1) Determine technologies required for each system element composing the systerm,

NOTE Beveral technologies are sometimes used for a given system element (e.g., mechahics; electronics, software,
operatof roles, etc.).

2) Determine the necessary design characteristics types.

NOTE | For each technology the necessary design characteristics types (e:g:, detailed patterns, structures, gize,
volume| gauge, template, etc.) are defined. Design characteristics includé security considerations such as|the
principlg¢ of least privilege, layered defenses, restricted access to system services, and other consideration$ to
minimize and defend the system attack surface.

3) Define principles for evolution of the design.

NOTE | This includes defining periodic assessment of the design characteristics in case of evolution of the system
and of fits architecture as well as forecasting potentiahiebsolescence of system elements and technologies, their
replacement by others over time in the system life cycle;y'and the consequences for the design definition.

4) Define the design definition strategy.
5) Identify and plan for the necessary enabling systems or services needed to support degign
definition.

NOTE This includes identification of requirements and interfaces for the enabling systems. Enabling systemg for
design [definition include tools:for collaboration and design development, and design reuse repositories (for degign
patternp, design artifacts,design standards, etc.).

6) Obtain or,acguire access to the enabling systems or services to be used.

NOTE The Malidation process is used to objectively confirm that the enabling system achieves its intended juse
for its gnabling functions.

Establtshrdesign—characteristics—and—destgnenabtersretated-toeach—systemetement—TFhisactivity
consists of the following tasks:

1) Allocate system requirements to system elements.

NOTE Some of the system requirements may have already been allocated to system elements during architecture
definition. The purpose of this task is to complete the allocation to the extent necessary to address all system
requirements.

2) Transform architectural characteristics into design characteristics.

NOTE This task transforms each architectural characteristic related to architectural entities assigned to the system
element into design characteristics (dimensions, shapes, materials, critical quality characteristics, data processing

© ISO/IEC 2015 — All rights reserved
© IEEE 2015 — All rights reserved


https://iecnorm.com/api/?name=2d0981df48c2e8663096bd8f6fd97b54

c)
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structures, etc.) using adequate representation such as drawings, diagrams, models, architectures, tables of metrics
and their values, etc.; every data is associated with detailed acceptable margins for implementation (if relevant at this

step).
3) Define the necessary design enablers.

NOTE This task defines and/or selects the necessary design enablers such as models, equations,

algorithms,

calculations, formal expressions and values of parameters, patterns, heuristics, etc. that are associated to design

characteristics.
operational environment are considerations during the definition of necessary design enablers.
provides human centered design/ergonomic design guidelines.

4) Examine design alternatives.

Compatibility, affordability, security, and other critical properties in the context of their planned
ISO 9241-210

NOTE Assess the feasibility of design characteristics and perform trades in the architecture or requiregments when

design characteristics cannot be implemented.

5) Refine or define the interfaces between the system elements and with external-entities.
NOTE
the architecture intent and understanding. They are refined in Design Definition process based on
characteristics, interfaces and interactions of the system element with other system‘eléements composing

Interfaces are identified and defined in the Architecture Definition process to thé€)level or extent needed for

the design
the system

and with external entities. Additional interfaces might need to be identified and déefinéd that were not addiessed in the

architecture definition.

6) Establish the design artifacts.

NOTE This task formalizes the design characteristics of the system’ element through dedicated artifacts depending

on the implementation technology. Examples of artifacts include data sheets (electronics), databases
documents (operator role), and exportable data files (mechanics):

Assess alternatives for obtaining system eleménts. This activity consists of the following tag

1) Identify any candidate Non-Developmental-ltems (NDI) that may be considered for use

NOTE This includes COTS (Commercial-Off-The-Shelf), reuse of a previous design, or acquirer provid

2) Assess each candidate NDJ'and new design alternative against criteria developed fro
design characteristics or.system element requirements to determine suitability for th
application.
3) Determine the ‘preferred alternative among any candidate NDI solutions and n
alternatives for a system element.

NOTE The System’Analysis process is used for analyses or assessments, as well as the Decision N
process to perform’the selection.

Managetfre design. This activity consists of the following tasks:

1) Map design characteristics up to the system elements.

(software),

ks:

bd items.
n expected
e intended

ew design

flanagement

NOTE 1 This task consists of establishing traceability between the detailled design characteristi
architectural entities of the system architecture.

NOTE 2 This facilitates providing feedback to the Architecture Definition process to possibly modify

cs and the

the physical

arrangement of system elements in order to obtain architectural characteristics (e.g., modularity, usability, inter-

operability, safeguard, etc.) as expected for the parent system architecture to meet stakeholder concerns.
2) Capture design and rationale

NOTE 1 Rationale includes information about major implementation options and enablers.

NOTE 2 The Verification and Validation processes are invoked to verify and validate each detailed design

characteristic and implementation option.
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3)

Maintain traceability of design.

NOTE Through the life cycle, bi-directional traceability is maintained between the design characteristics and the
architectural entities, identified interfaces, analysis results, verification methods or techniques, and system element
requirements.

4)

Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and baselines.
This process (Design Definition) identifies candidates for the baseline, and then provides the information items to CM.

6.4.6 System analysis process

6.4.6.1

The purpo
technical u

The System Analysis process applies to the development of inputs needed for any technical assessment,

can provid
analysis cg
mathemati
performang
costs, and
stages. It
requiremer
elements,

Formality and rigor of the analysis will depend on the criticality ofithe information need or work prog
the amount of information/data available, the size of the project, and the schedule for the resultd.

supported,
NOTE
6.4.6.2

As a result
a)

b)

Purpose

Systen analyses needed are identified.

Systen analysis assumptions and results are validated.

5e of the System Analysis process is to provide a rigorous basis of data and information
hderstanding to aid decision-making across the life cycle.

b confidence in the utility and integrity of system requirements, architecture, and design. Sys
vers a wide range of differing analytic functions, levels of complexity, and levels of rigor. It inclu
cal analysis, modeling, simulation, experimentation, and other technigques’to analyze techn
e, system behavior, feasibility, affordability, critical quality characteristics,*technical risks, life cy
to perform sensitivity analysis of the potential range of values for parameters across all life cy

t values, resolution of requirements conflicts, assessment of @lternative architectures or sys
and evaluation of engineering strategies (integration, verification, validation, and maintenan

This process is often used in conjunction with the Decision’ Management process.
Dutcomes

of the successful implementation of the System Analysis process:

c) Syste

d) Anye
e) Trace
6.4.6.3

The proje
policies an

analysis results are provided for decisions.

abling systems orservices needed for system analysis are available.
bility of the syStem analysis results is established.

ctivities and tasks

t shall implement the following activities and tasks in accordance with applicable organizal

for

It
em
Hes
ical
cle
cle

is used for a wide range of analytical needs concerning operational concepts, determination of

em
Ce).
uct

lion

a) Prepare for system analysis. This activity consists of the following tasks:

1

Identify the problem or question that requires system analysis.

NOTE This includes technical, functional, and non-functional objectives of the analysis. Non-functional objectives
include critical quality characteristics, various properties, technology maturity, manufacturing maturity, technical risks,
etc. The problem statement or question to be answered by the analysis is essential to establish the objectives of the
analysis and the expectations and utility of the results.

2)

64

Identify the stakeholders of the system analysis.
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8) Collect the data and inputs needed for the analysis.
b) | Perform system analysis. This activity consists of thefollowing tasks:
1) Identify and validate assumptions.
2) Apply the selected analysis methods’to perform the required system analysis.
3) Review the analysis results forguality and validity.
NOTE The results are coordinated-with associated analyses that have been previously completed.
4) Establish conclusiens and recommendations.
NOTE The appropriate subject matter experts and stakeholders are identified and engaged in this task.
5) Record the results of the system analysis,
c) [|Manage system analysis. This activity consists of the following tasks:

ISO/IEC/IEEE 15288:2015(E)

3) Define the scope, objectives, and level of fidelity of the system analysis.

NOTE The necessary level of fidelity (accuracy or precision) is a factor in determining the appropriate level of rigor.
4) Select the system analysis methods.

NOTE The methods are chosen based on time, cost, fidelity, technical drivers, and criticality of analysis. Analysis

methods have a wide range of levels of rigor and include expert judgment, “back of the envelope”

calculation,

spreadsheet computations, historical data and trend analysis, engineering models, simulation, visualization, and
prototyping. Due to cost and schedule constraints, most systems only perform system analysis for critical

characteristics.

5) Define the system analysis strategy.

6) Identify and plan for the necessary enabling systems or services needed to supp

analysis.

NOTE This includes identification of requirements and interfaces for the enabling systems!-The syst
enabling systems include the tools, relevant models, and potential data repositories needed,to support
The methods chosen will be a major factor in determining what tools are appropriate jto'.support the an|
also includes determining the availability of relevant models and data.
7) Obtain or acquire access to the enabling systems or services tohé used.

NOTE The Validation process is used to objectively confirm that the enabling system achieves its inte
its enabling functions.

1) Maintain traceability of system analysis results.

ort system

em analysis
he analysis.
alysis. This

hded use for

Llts and any

analysis res

values, architecture alternatives). This is often facilitated by an appropriate data repository.

2) Provide key information items that have been selected for baselines.

requirement

NOTE The Configuration Management process is used to establish and maintain configuration items and baselines.
This process (System Analysis) identifies candidates for the baseline, and then provides the information items to CM.

For this process, the analysis results or reports are typical information items that are baselined.

6.4.7 Implementation process

6.4.7.1 Purpose

The purpose of the Implementation process is to realize a specified system element.
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This process transforms requirements, architecture, and design, including interfaces, into actions that create a
system element according to the practices of the selected implementation technology, using appropriate
technical specialties or disciplines. This process results in a system element that satisfies specified system
requirements (including allocated and derived requirements), architecture, and design.

NOTE This applies to both a single element (concept and development stage) and production run (as in production
stage). It also can apply in the resolution of changes needed in the Support stage.

6.4.7.2 Outcomes
As a result of the successful implementation of the Implementation process:

a) Implementation constraints that influence the requirements, architecture, or design are identified.

b) A system element is realized.

c) A systgm element is packaged or stored.

d) Any enabling systems or services needed for implementation are available.
e) Tracedbility is established.

6.4.7.3  Activities and tasks

The projeqt shall implement the following activities and tasks in accordance with applicable organization
policies anfl procedures with respect to the Implementation process.

a) Prepare for implementation. This activity consists of the following tasks:
1) Define an implementation strategy.

NOTE [L Implementation strategies include build new, acquite new, or re-use existing elements (with or without
modificption), If the strategy is reuse, then the project will need to determine the level, source, and suitability of|the
reused|system elements. The implementation strategy ‘includes implementation procedures, fabrication processes,
tools and equipment, implementation tolerances ;and verification uncertainties. In the case of repeated system
elemerft implementation (e.g., mass production, replacement system elements) the implementation procedures jand
fabricafion processes are defined to achieve censistent and repeatable producibility.

NOTE P The implementation strategy ‘often invokes the Agreement processes, or requires enabling systems jand

servicep that include specialized life ey¢le development and support environments.

2) Identify constraints (from the implementation strategy and implementation technology on [the
system requirementsi: architecture characteristics, design characteristics, or implementation
techniques.

NOTE This includes*current or anticipated limitations of the chosen implementation technology, acquirer furnighed
materials or system,elements for adaptation and limitations resulting from the use of required implementation enakhling
systemg.

3) ldentify and plan for the necessary enabling systems or services needed to support

H l iy i
Imprementaton:

NOTE This includes identification of requirements and interfaces for the enabling systems.
4) Obtain or acquire access to the enabling systems or services, and materials to be used.

NOTE The Validation process is used to objectively confirm that the integration enabling system achieves its
intended use for its enabling functions.

b) Perform implementation. This activity consists of the following tasks:

NOTE Throughout the Implementation process the Verification process is used to objectively confirm the system
element's conformance to requirements and the product's quality characteristics. The Validation process is used to
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objectively confirm the element is ready to be used in its intended operational environment according to stakeholder
requirements.

1) Realize or adapt system elements, according to the strategy, constraints, and defined
implementation procedures.

NOTE This is done using the implementation enabling systems and specified resources. Realizing system
elements may include developing or purchasing them. Adaptation includes configuration of system elements that are
reused or modified. Realization or adaptation is conducted with regard to standards that govern applicable safety,
security, privacy and environmental guidelines or legislation and the practices of the relevant implementation
technology.

i)  Hardware

Hardware elements are either acquired or fabricated. Hardware elements are fabricated using applicable
techniques relevant to the physical implementation technology and materials selected.(\ As |appropriate,
hardware elements are verified for conformance to specified system requirements.'and critical quality
characteristics.

ii)  Software

System elements realized in software are either acquired or developed. ,As appropriate, these glements are
verified for conformance to the system requirements and design criteria. [SO/IEC/IEEE 12207 applig¢s to system
elements realized in software.

iii) Services

Service elements include a set of services to be provided.. As appropriate, service elements arg verified for
conformance to the system requirements and service grjteria. ISO/IEC 20000-1:2011 (IEEE Std 20000-1:2013),
applies to system elements realized in services.

iv)  Utilization and Support Resources

Other system elements include utilization-ahd support resources such as operational procedures, maintenance
procedures, user training, etc. As appropriate, utilization and support resource elements are| verified for
conformance to the system requirempénts and operational concept.

2) Package and store the system element.

NOTE Contain the system:élement in order to achieve continuance of its characteristics. Conveyance and
storage, and their durations} influence the specified containment. Final configuration and product information is
captured by the Configuration Mgt and Information Mgt processes when the system element is stored.

3) Record.-ebjective evidence that the system element meets system requirements.

NOTE Evidence is provided in accordance with supply agreements, legislation and organization policy. Evidence
includes ~element modifications made due to processing changes or any non-conformances found during the
Verification” and Validation Processes. The objective evidence is part of the system element's as-implemented
configuration baseline established through the Configuration Management process and includes the rgsults of unit
testing, analysis, inspections, walk-through events, demonstrations, product or technical reviews, or othefr verification
exercises

¢) Manage results of implementation. This activity consists of the following tasks:
1) Record implementation results and any anomalies encountered.
NOTE This includes anomalies due to the implementation strategy, the implementation enabling systems, or
incorrect system definition. The Project Assessment and Control process is used to analyze the data to identify the
root cause, enable corrective or improvement actions, and to record lessons learned.
2) Maintain traceability of the implemented system elements.
NOTE Bi-directional traceability is maintained between the implemented system elements and the system
architecture, design, and system requirements including interface requirements and definitions that are necessary for
implementation.
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3)

NOTE

Provide key information items that have been selected for baselines.

The Configuration Management process is used to establish and maintain configuration items

and

baselines. This process (Implementation) identifies candidates for the baseline, and then provides the information
items to CM. For this process, the system elements are typical information items that are baselined.

6.4.8

6.4.8.1

Integration process

Purpose

The purpose of the Integration process is to synthesize a set of system elements into a realized system

(product or

service) that satisfies system requirements, architecture, and design.

This proce
interoperat|
system-of-

NOTE 1
form complg
levels of the
NOTE 2

coordinates
into account]

6.4.8.2
As a result

a)
are idej

b) Appros

defined.

c) Anyen

d) A systg
e)

f)

Integration constraints that influence system requirementsy-architecture, or design, including interfag

The interfaces between the impleménted system elements that compose the system are checked.

The interfaces between the system and the external environment are checked.

ES assemples the implemented syStem elements. Interfaces are igentiied and actvated 10 ena
on of the system elements as intended. This process integrates the enabling systems with
nterest to facilitate interoperation.

For a given level of the system hierarchy, this process iteratively combines implemented systein element
te or partial system configurations in order to build a product or service. It is used recursively for succes
system hierarchy.

The interfaces are defined by the Architecture Definition and Design Definition{processes. This prog
with these other processes and checks to make sure the interface definitions are‘adequate and that they
the integration needs.

Dutcomes

of the successful implementation of the Integration processt

htified.

ch and checkpoints for the correct operation of.the assembled interfaces and system functions

abling systems or services needed for-integration are available.

m composed of implemented system elements is integrated.

g) Integr
h)

6.4.8.3

The projeqt ‘shall implement the following activities and tasks in accordance with applicable organiza

Tracedpbility of the“integrated system elements is established.

ion results and @nemalies are identified.

ctivities and tasks

\ble
the

S to
Sive

ess
ake

es,

are

lion

policies and procedures with respect to the Integration process.

a) Prepare for integration. This activity consists of the following tasks:

1

Identify and define check points for the correct operation and integrity of the assembled interfa

and the selected system functions.

NOTE 1 Detailed verification of the interfaces is performed using the Verification process.

ces

NOTE 2 Refer to ISO/IEC/IEEE 15026 and the ISO/IEC 27000 series for information on assurance, integrity, and
security. Consider anti-counterfeit, anti-tamper, system and software assurance and interoperability elements when
identifying and defining checkpoints.
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2) Define the integration strategy

NOTE 1 The integration is performed according to a predefined integration strategy that sequences the order for
assembling the implemented system elements based on the priorities of the system requirements and architecture
definition focusing on the interfaces, while minimizing integration time, cost, and risks.

NOTE 2 This strategy often provides for verification against a sequence of progressively more complete system
element configurations. It is dependent on system element availability and is consistent with a fault isolation and
diagnosis strategy. Wherever possible, an integrated configuration includes its human operators. Successive
applications of the Integration process and the Verification process, and when appropriate the Validation process, are
repeated for systems at successive levels until the system-of-interest has been realized.

3) Identify and plan for the necessary enabling systems or services needed to support integration.

NOTE This includes identification of requirements and interfaces for the enabling systems. Enablihg|systems for

integration include the integration facilities, assembly equipment, training systems, discrepancy reporti
simulators, measurement devices, and facility security. Changes needed for the enabling systems to
integration tasks need to be identified and defined. The need for these changes are provided to-the stakd
govern the enabling systems.

4)

NOTE The Validation process is used to objectively confirm that the integration enabling system
intended use for its enabling functions.

Obtain or acquire access to the enabling systems or services, and matetrials to be used|

ng systems,
support the
holders that

achieves its

5) Identify system constraints from integration to be incorporated in the system requirements,
architecture or design.
NOTE This includes requirements such as accessibility, safety-for integrators, required interconnections for sets of

implemented system elements and for enablers, and interfacé,constraints.

Perform integration - Successively integrate ‘'system element configurations until the
system is synthesized. This activity consists ofithe following tasks:
1) Obtain implemented system elements in accordance with agreed schedules.
NOTE
System elements are handled in accordance with relevant health, safety, security and privacy considerati

of the acceptance of the implemented system elements, each element is checked to help ensure it has
and validated against acceptance “criteria specified in an agreement. The delivered configuration, c

complete

The implemented system elements are received from suppliers, the acquirer, or withdrawn flom storage.

bns. As part
een verified
bnformance,

compatibility of interfaces, the presence of mandatory information items are checked. Implemented system elements
that do not pass verification are identified as such and handled in accordance with defined procedures.
2) Assemble the'implemented system elements.
NOTE

implemented«system elements as prescribed in the integration strategy, using the defined assembly
interface control descriptions, and the related integration enabling systems.

The assembly is performed to achieve system element configuration (complete or partial) copnecting the
procedures,

3) Perform check of the interfaces, selected functions, and critical quality characteristics.

NOTE This is pprfnrmpd ta hplp ensure the npnmfinn of the interfaces (nyfnrnnl and infnrnnl)1 fuhctions, and
quality characteristics. The interfaces are checked using the Verification process against the interface requirements.

Manage results of integration. This activity consists of the following tasks:

1) Record integration results and any anomalies encountered.

NOTE This includes anomalies due to the integration strategy, the integration enabling systems, execution of the
integration or incorrect system or element definition. Where inconsistencies exist at the interface between the system,
its specified operational environment and any systems that enable the utilization stage, the deviations lead to
corrective actions or requirement changes. The Project Assessment and Control process is used to analyze the data
to identify the root cause, enable corrective or improvement actions, and to record lessons learned.

2) Maintain traceability of the integrated system elements.
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NOTE

3)

NOTE

Bi-directional traceability is maintained between the integrated system elements and the integration
strategy, system architecture, design, and system requirements including interface requirements and definitions that
are necessary for integration

Provide key information items that have been selected for baselines.

The Configuration Management process is used to establish and maintain configuration items

and

baselines. This process (Integration) identifies candidates for the baseline, and then provides the information items to
CM. For this process, the integration strategy is a typical information item that is baselined.

6.4.9 Ver

6.4.9.1

ification process

Purpose

The purpo
fulfils its sp

The Verifig
system req
appropriatg
determine

NOTE
the "right pr

6.4.9.2

As a result
a) Constr
b) Any en
c)

d)

The sy
Data p
e)
f)

)

Object

6.4.9.3

The projed
policies an

e of the Verification process is to provide objective evidence that a system or system elehj
ecified requirements and characteristics.

ation process identifies the anomalies (errors, defects, or faults) in any information’ item (e
uirements or architecture description), implemented system elements, or life cycle 'processes ug

methods, techniques, standards or rules. This process provides the necessary informatior
esolution of identified anomalies.

The Verification process determines that the "product is built right". The Validatien process determines
duct is built".

Dutcomes

of the successful implementation of the Verification process:

hints of verification that influence the requirements, architecture, or design are identified.
abling systems or services needed for verificationare available.

Stem or system element is verified.

oviding information for corrective actiofis is reported.

ve evidence that the realized system fulfils the requirements, architecture and design is provided.
Verification results and anomalies.are identified.

Tracedbility of the verified system elements is established.

A\ctivities and tasks

t shall implement the following activities and tasks in accordance with applicable organizal
I procedures with respect to the Verification process.

a) Prepa

e forwerification. This activity consists of the following tasks:

ent

g,
ing
to

that

lion

NOTE

for confirming that the system or system element has been “built right”.

1

Identify the verification scope and corresponding verification actions.

This strategy generally focuses on minimizing cost and schedule, and/or risk, providing a balanced approach

70

NOTE  Scope includes requirements, architecture and design characteristics or other properties to be verified. For
each verification action, the strategy describes the system element or artifact to be verified (the actual system, or a
model, a mock-up, a prototype, a procedure, a plan or other document), and the expected result, such as from its
performance or conformance. Design characteristics include security implications of the design in the context of the
planned operational environment and the achievement of critical quality characteristics.

2) Identify the constraints that potentially limit the feasibility of verification actions.
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NOTE Constraints include technical feasibility, cost, time, availability of verification enablers or qualified personnel,
contractual constraints, and characteristics such as criticality of the mission.

3) Select appropriate verification methods or techniques and associated criteria for every verification
action.

NOTE Verification methods or techniques include: inspection (including peer review), analysis (including modeling,
simulation, and analogy/similarity), demonstration, or testing. The selection of verification methods or techniques are
made according to the type of system, the objectives of the project, and the acceptable risks. Selected methods are
coordinated with relevant stakeholders to help ensure the verification approach is acceptable.

4) Define the verification strategy.

NOTE 1 Tha dafinition—ielidac—tradina—aoff ot il _bha varifind (coana) anainct tha oconctraintc o Ilmlts and
™ L —ar O e O et e Sttt g Oy et v o v e oSt o p e tgor ottt e— CorStrat it )

deduces what verification actions to use. Verification actions that are candidates for deletion are evaldated for the
risks their withdrawal imposes. The prioritized verification strategy encompasses the most appropriatg verification
method or technique for every verification action and the necessary verification enabling systems-(simplators, test-
benches, qualified personnel, location, facilities, etc.) according to selected verification methaods-or technigues.

NOTE 2 The verification strategy and schedule are updated according to the progress of'the project;|in particular
planned verification actions are redefined or rescheduled when unexpected events or system evolutions qccur.

5) Identify system constraints from the verification strategy to{be” incorporated in the system
requirements, architecture, or design.

NOTE  This includes practical limitations of accuracy, uncertainty, repeatability that are imposed by th¢ verification
enablers, the associated measurement methods, the need for system/integration, and the availability, |accessibility
and interconnection with enablers.
6) Identify and plan for the necessary enabling systems or services needed to support verffication.
NOTE Verification enabling systems include verification equipment, simulators, test automation tools, fafilities, etc.
7 Obtain or acquire access to the enabling systems or services to be used to support verification.
NOTE  The acquisition of the enabling systems can be done through various ways such as rental, grocurement,
development, reuse, subcontracting; usually the acquisition of the complete set of enablers is a mix of these ways.

The Validation process is used to objectively confirm that the verification enabling system achieves its ipntended use
for its enabling functions.

b) | Perform verification. This.activity consists of the following tasks:
1) Define the verification procedures, each supporting one or a set of verification actions.
NOTE The procedures identify the purpose of the verification with success criteria (expected fesults), the
verification technique to be applied, the necessary enabling systems (facilities, equipment, etq), and the
environmentalkconditions to perform each verification procedure (resources, qualified personnel, etc.).
2) Perform the verification procedures.
NOFE Verification, in accordance with the verification strategy, occurs at the appropriate time in the schedule.
\afication acthatinc ara narfoaroand ot tha anneaneiata ot tha ovictana Dfn ovola i tha dafinad onsird i
Yerfeation—activitie perfermed—at-the—appropriate—poh termtfe—eyele—inthe—defired—envirdanment, with
defined enabling systems and resources. The performance of a verification action consists of capturing a result from
the execution of the verification procedure; comparing the obtained result with the expected result; and deducing a
degree of correctness of the submitted element.
¢) Manage results of verification. This activity consists of the following tasks:
1) Record verification results and any anomalies encountered.
NOTE 1 This includes anomalies due to the verification strategy, the verification enabling systems, execution of the
verification, or incorrect system definition. The Project Assessment and Control process is used to analyze the data to
identify the root cause, enable corrective or improvement actions, and to record lessons learned.
NOTE 2 The evaluation of verification results in the Project Assessment and Control Process and follow-up
corrective action can vary greatly depending on the purpose of the verification. For elements of a system, this could
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imply a simple problem resolution action to address a failed system element verification followed by re-verification, or
more significant actions such as major project re-direction based on a failure to attain a key milestone, e.g., failed

system testing.

2)

NOTE

Record operational incidents and problems and track their resolution.

Performing problem resolution is handled through the Quality Assurance and Project Assessment

and

Control processes. Any actual changes to the requirements, architecture, design, or system elements are done within
other Technical Processes.

3) Obtain stakeholder agreement that the system or system element meets the specified
requirements.
4) Matrtai-traceabitity-efthe-verfied-systemelements:
NOTE | Bi-directional traceability is maintained between the verified system elements and the verificatioq stratg¢gy,
system|architecture, design, and system requirements.
5) Provide key information items that have been selected for baselines.
NOTE | The Configuration Management process is used to establish and maintain «€enfiguration items jand
baselinges. This process (Verification) identifies candidates for the baseline, and then provides the information items to
CM. Fdr this process, the verification strategy is a typical information item that is baselingd,
6.4.10 Trapsition process
6.4.10.1 Purpose
The purpoge of the Transition process is to establish a capability for a’system to provide services specified by
stakeholdef requirements in the operational environment.
This process moves the system in an orderly, planned manher into the operational status, such that |the
system is functional, operable and compatible with other'operational systems. It installs a verified system,
together with relevant enabling systems, e.g., planning system, support system, operator training system, yser
training system, as defined in agreements. This process is used at each level in the system structure angl in
each stagq to complete the criteria established foriexiting the stage. It includes preparing applicable stordge,
handling, and shipping enabling systems.
NOTE n the case of system upgrades, the-transition activities need to be accomplished with minimal disruptiop to
ongoing opgrations.
6.4.10.2 Putcomes
As a result|of the successful implementation of the Transition process:
a) Transifon constraintsithat influence system requirements, architecture, or design are identified.
b) Any enabling systems or services needed for transition are available.
c) The sitp.s/prepared.
d) The system installed in its operational location is capable of delivering its specified functions.
e) Operators, users and other stakeholders necessary to the system utilization and support are trained.
f) Transition results and anomalies are identified.
g) The installed system is activated and ready for operation.
h) Traceability of the transitioned elements is established.
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6.4.10.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Transition process.

a)

Prepare for the transition. This activity consists of the following tasks:
1) Define a transition strategy.

NOTE  The transition strategy includes all activities from site delivery and installation through deployment and
commissioning of the system in accordance with agreements using appropriate mechanisms to help ensure system
integrity is maintained. The strategy involves all the stakeholders, including human operators. The strategy includes
roles and responsibilities, facilities considerations, shipping and receiving, contingency back out plans, training,

Stattatiom acceptarnce demorstration tasks, operationa Teadiness TEViEwsS, UpPeTations COTmmerTcernTent, transition
success criteria, and integration with other plans. Commissioning of the system is considered, ‘dlong with the
decommissioning of the old system, when one exists. In this case, the Transition and Disposal processes are used
concurrently.

2) Identify and define any facility or site changes needed.
NOTE This includes changes needed for installation or use.

3) Identify and arrange training of operators, users, and other stakeholders necessary [for system
utilization and support.

4) Identify system constraints from transition to be incorporated in the system requirements,
architecture or design.

5) Identify and plan for the necessary enabling systems or services needed to support transition.
NOTE This includes identification of requirements and interfaces for the enabling systems.
6) Obtain or acquire access to the enabling'systems or services to be used.

NOTE The Validation process is used to.objectively confirm that the transition enabling system jchieves its
intended use for its enabling functions.

7) Identify and arrange shipping and receiving of system elements and enabling systems.
b) | Perform the transition. ThiS activity consists of the following tasks:
1) Prepare the gsite, of operation in accordance with installation requirements.
NOTE Site preparation is conducted in accordance with applicable health, safety, security and efvironmental
regulations.
2) Deliver the system for installation at the correct location and time.
NOTE It is sometimes necessary to account for intermediate storage prior to delivery.
2\ Llactalltha cuctaona i te anaratian ol Ioaaatins A ot rfa s+ e A e it
\J} Mot unre Qy\JL\./III mrio Ur.l\,lull\.lllul oevaliviT Aarniuv mnoeiriiacve oo virivirurinmt LILLY]
NOTE The system installation includes configuring it with required operational data, taking into account changes
to the operating environment or business process changes. Data migration may need to be considered.
4) Demonstrate proper installation of the system.
NOTE Acceptance tests defined in the agreement to deliver generally demonstrate satisfactory installation. Where
the exact location or environment of operation is not available, a representative example is selected. Specific
attention is given to the physical interfaces.
5) Provide training of the operators, users, and other stakeholders necessary for system utilization
and support.
6) Perform activation and check-out of the system.
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NOTE 1 This task takes all steps needed to activate the system to an operational state, including power-up,
instrument checks, assessment of environmental conditions, and other readiness evaluations, in accordance with
operational procedures, organizational policies, and regulations. This task also interacts with the Validation process to
objectively confirm that the system fulfills the stakeholder requirements in the operational environment.

NOTE 2 This task includes integrity checks and conformance with technical standards. Anti-counterfeit, system and
software assurance, and interoperability elements are usually considered when identifying and defining checkpoints.

7) Demonstrate the installed system is capable of delivering its required functions.

NOTE 1 Acceptance tests, as specified in agreements, can define the criteria that demonstrate that the system or
system element possesses the capability to deliver the required functions and services when installed in its
operational location and staffed by operators. Specific attention is given to the key functions and logical interfaces.

NOTE R This is an operational readiness task that examines readiness of functional capability for an operatipnal
state. The Validation process evaluates whether the system meets the stakeholder needs.

8) Demonstrate the functions provided by the system are sustainable by the enabling systems.
NOTE | This is a operational readiness task that examines readiness of enabling systems for an operational state
9) Review the system for operational readiness.

NOTE | This includes the results functional demonstration, validation activities, and sustainment demonstration.
10) Commission the system for operations.

NOTE | This includes providing support to the users and operatorsiduring the operations commencenment
(commissioning) of the system.

c) Manage results of transition. This activity consists of thefollowing tasks:
1) Record transition results and any anomalies encountered.
NOTE This includes anomalies due to the transition*strategy, the transition enabling systems, execution of|the
transitign or incorrect system definition. Where inconsistencies exist at the interface between the system, its specffied
operatignal environment and any systems that (enable the utilization stage, the deviations are resolved through

correctiye actions or changes to the requirements. The Project Assessment and Control process is used to analyze
the datq to identify the root cause, enable cofrective or improvement actions, and to record lessons learned.

2) Record operational incidents’and problems and track their resolution.
NOTE | Performing problem qesolution is handled through the Quality Assurance and Project Assessment jand
Control processes. Any actualchanges to the requirements, architecture, design, or system elements are done within
other Technical Processes.

3) Maintain traceability of the transitioned system elements.

NOTE Bi-directional traceability is maintained between the transitioned system elements and the transition
strategy, systent architecture, design, and system requirements.

4) Provitdekey-informationitems-thathave been-—setected-for-basetines:
NOTE The Configuration Management process is used to establish and maintain configuration items and

baselines. This process (Transition) identifies candidates for the baseline, and then provides the information items to
CM. For this process, the transition strategy is a typical information item that is baselined.

6.4.11 Validation process

6.4.11.1 Purpose

The purpose of the Validation process is to provide objective evidence that the system, when in use, fulfills its
business or mission objectives and stakeholder requirements, achieving its intended use in its intended

operational environment.
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The objective of validating a system or system element is to acquire confidence in its ability to achieve its
intended mission, or use, under specific operational conditions. Validation is ratified by stakeholders. This
process provides the necessary information so that identified anomalies can be resolved by the appropriate
technical process where the anomaly was created.

NOTE 1  The validation process determines that the "right product is built". The verification process determines that the
"product is built right".

NOTE 2  Validation is also applicable to the engineering artifacts (viewed as system elements) produced in the
definition and realization of the system.

6.4
As
a)
b)
c)
d)
e)
f)
9)
h)

6.4

.11.2 Outcomes

FTesuttof the successumptementationm of the-Vatidatiomr process:

Validation criteria for stakeholder requirements are defined.

The availability of services required by stakeholders is confirmed.

Constraints of validation that influence the requirements, architecture, or design are identified.
The system or system element is validated.

Any enabling systems or services needed for validation are available:

Validation results and anomalies are identified.

Objective evidence that the realized system or system element satisfies stakeholder needs is provided.
Traceability of the validated system elements is established.

11.3 Activities and tasks

The project shall implement the following agctivities and tasks in accordance with applicable grganization

pol

a)

cies and procedures with respect to the Malidation process.
Prepare for validation. This activity consists of the following tasks:
1) Identify the validation;scope and corresponding validation actions.

NOTE 1 Scope includes stakeholder requirements to be evaluated. For each validation action, fhe strategy
describes the stakeholder needs and requirements for validation, the system or system element on which|validation is
performed, and the"expected result from its performance. The scope depends on what is appropriate for|the systems
life cycle stage;(it can be the system-of-interest or any system element or engineering artifact, such gs a concept
description ort\doecument, an operational scenario, a model, a mock-up, or prototype. The scope also includes
evaluating.that the product or service is predictable in its intended environment and does not enable any unintended
uses thatcan negatively impact the intended use of the system.

NOTBE2 The supplier, the acquirer, or an agent of the acquirer participates in or performs valldation. The

responsibility is generally designated in the agreement.

2) Identify the constraints that potentially limit the feasibility of validation actions.

NOTE  Constraints include technical feasibility, cost, time, availability of validation enablers or qualified personnel,
contractual constraints, and characteristics such as criticality of the mission.

3) Select appropriate validation methods or techniques and associated criteria for each validation
action.

NOTE 1 Validation methods or techniques include: inspection, analysis, analogy/similarity, demonstration,
simulation, peer-review, testing or certification. The selection of validation methods or techniques is made according
to the type and purpose of the system, the objectives of the project, regulatory or legal requirements, and the
acceptable risks of a validation action.
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NOTE 2 Where appropriate, validation steps or states are defined (e.g., in-house validation, on-site validation,
operational validation) that progressively build confidence in conformance of the delivered system, then the installed
system, then the in-service system, and assist diagnosis of any encountered discrepancies. Appropriate validation
techniques needed to perform the validation actions are selected, as are defined in the purpose, conditions and
conformance criteria for each validation step.

4) Define the validation strategy.

NOTE 1 The definition includes the trade-off analysis of what will be validated (scope) against the constraints or
limits, and deduce what validation actions to keep. Validation actions that are candidates for deletion are evaluated
for the risks their withdrawal imposes. The prioritized validation strategy is obtained defining concurrently: the most
appropriate validation technique for every validation action; the necessary validation enablers (simulators, test-
benches, qualified personnel, location, facilities, etc.) according to selected validation techniques.

NOTE R The validation strategy and schedule are updated according to the progress of the project; in partigular
plannedl validation actions are redefined or rescheduled when unexpected events or system evolutions occur.

NOTE B This strategy generally focuses on minimizing cost and schedule, and/or risk.

5) Identify system constraints from the validation strategy to be incorporated ifi~thHe stakeholder
rejquirements.

NOTE | This includes practical limitations of accuracy, uncertainty, repeatability that are imposed by the validgtion
enablefs, the associated measurement methods, and the availability, accessibility and. intefconnection with enabldrs.

6) Identify and plan for the necessary enabling systems or serviceshee€ded to support validation.

NOTE | This includes identification of requirements and interfaces for.enabling systems. Validation enaljling
systemg include validation equipment, simulators, test automation tools, facilities, etc.

7) Obtain or acquire access to the enabling systems or.services to be used to support validation.

NOTE | There are various ways to obtain access to enabling systems such as rental, procurement, developmient,
reuse, pubcontracting. Usually access to the complete set of ‘enablers is a mix of these ways. The Validation progess
is also|used to objectively confirm that the validation~enabling system achieves its intended use for its enahling
functiofs.

Perform validation. This activity consists of\the following tasks:
1) Define the validation procedures; each supporting one or a set of validation actions.

NOTE | This includes the identification of the expected results, the validation technique to be applied, |the
corresgonding validation enablers (facilities, equipment, etc.), and the environment conditions to perform [the
validatipn procedure (resources; ‘qualified personnel, etc.).

2) Perform the validation procedures in the defined environment.

NOTE | Validatienlactivities are performed at the appropriate point the system life cycle, in the defined environnmyent
(as close as possible of the operational environment, or representative of it), with defined enablers and resourges.
The pefformanee of a validation action consists of capturing a result from the execution of the validation procedpre;
compaling /the obtained result with the expected result; deducing a degree of compliance of the element; jand
decidinL about the acceptability of compliance if possible uncertainty remains.

3) Review validation results to confirm that the services of the system that are required by
stakeholders are available.

Manage results of validation. This activity consists of the following tasks:
1) Record validation results and any anomalies encountered.

NOTE This includes anomalies due to the validation strategy, the validation enabling systems, execution of the
validation, or incorrect system definition. The Project Assessment and Control process is used to analyze the data to
identify the root cause, enable corrective or improvement actions, and to record lessons learned.
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2) Record operational incidents and problems and track their resolution.

NOTE  Performing problem resolution is handled through the Quality Assurance and Project Assessment and
Control processes. Any actual changes to the requirements, architecture, design, or system elements are done within
other Technical Processes.

3) Obtain stakeholder agreement that the system or system element meets the stakeholder needs.
4) Maintain traceability of the validated system elements.

NOTE Bi-directional traceability is maintained between the validated system elements and the validation strategy,
mission/business analysis, life cycle concepts, stakeholder requirements, system architecture, design, and system
requirements.

6.4
6.4
The
Thi
ser

and

NO

maiagement system, which supports the Operation process,to achieve its purpose.

6.4
As
a)
b)
<)
d)
e)
f)
6.4

5) Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain canfiguration items and
baselines. This process (Validation) identifies candidates for the baseline, and then providesithe information items to
CM. For this process, the validation strategy is a typical information item that is baselined,

12 Operation process

12.1 Purpose

purpose of the Operation process is to use the system to deliver its&ervices.
5 process establishes requirements for and assigns personnel to operate the system, and monitors the
vices and operator-system performance. In order to sustain services it identifies and analyzes pperational

malies in relation to agreements, stakeholder requirements’and organizational constraints.

rE ISO/IEC 20000-1:2011 (IEEE Std 20000-1:2018); provides requirements for establishing| a service

12.2 Outcomes

a result of the successful implementatiofi“of the Operation process:

Operation constraints that influence system requirements, architecture, or design are identified.
Any enabling systems, services, and material needed for operation are available.

Trained, qualified operators are available.

System services-that meet stakeholder requirements are delivered.

System performance during operation is monitored.

Suppertto the customer is provided.

12:3° Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Operation process.

a) Prepare for operation. This activity consists of the following tasks:
1) Define an operation strategy.
NOTE  This defines approaches, schedules, resources, and specific considerations required to perform system
operation. It often includes:

i) The availability of services as they are introduced, routinely operated and withdrawn from service. It can
include co-ordination with pre-existing, concurrent or continuing services delivered by other systems that
provide identical or similar services.
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i)
ii)

iv)

Vi)

The staffing strategy and schedules for operators.

The release and re-acceptance criteria and schedules of the system to permit modifications that sustain

existing or enhanced services.

The approach to implement the operational modes in the Operational Concept, including normal operati
and envisioned types of contingency operations.

Measures for operation that will provide insight into performance levels.

The operational and occupational safety strategy for operators and others using or in contact with
system during operation, accounting for any safety regulations.

viib The environmental protection and sustainability strategy for operating the system.

Vil

2)

architecture, or design.

3)
NOTE
4)

NOTE
intende

5)

operation.

6)

NOTE
defined

knowledige, skill and experience requirements: guide the personnel selection criteria, and where relevant,

authoriz
environ
in othe
availabi

Perfor
1)
NOTE
is main

change
stakehd

) Monitoring procedures for changes in threats and the results of operational monitoring activities(

Identify system constraints from operation to be incorporated in the system ‘requireme

Identify and plan for the necessary enabling systems or services needed to.Support operation.
This includes identification of requirements and interfaces for the enabling'systems.
Obtain or acquire access to the enabling systems or services te-be*used.

The Validation process is used to objectively confirm that the\Operation enabling system achieveq
| use for its enabling functions.

Identify or define training and qualification reguirements for personnel needed for sys

Assign trained, qualified personnel to be operators.

The training and qualification includes_awareness of the system in its operational environment an
programmed of familiarization, with -appropriate failure detection and isolation instruction. Oper

ation to operate is confirmed. <The scope of qualification depends on the system-of-interest and

5 there is no certification requirement. A training mode of the operational system sometimes impacts ser
ity.

M operation. This activity consists of the following tasks:
Use the systentin its intended operational environment.

The Operation Strategy guides the system usage. Where agreed, continuous service capacity and qu

ons

the

nts,

its

em

d a
ator
heir
its

ment. For example, in some envirtbnments regulatory requirements include certification of operators, wheleas

vice

Ality

fained «wheh the system replaces an existing system that is being retired. During a specified perio

Idéer'needs is achieved.

of

Dver Or concurrent operation, the transfer of services is managed so that continuing conformance to persistent

2)
NOTE

3)

Apply materials and other resources, as required, to operate the system and sustain its services.

This includes energy sources for hardware and provisions for operators.

Monitor system operation.

NOTE 1 This includes:

i)

Managing adherence to the operation strategy.

Assuring that the system is operated in a safe manner and compliant with legislated guidelines concer
occupational safety and environmental protection.

ning
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iii)
within acceptable parameters.
NOTE 2 Monitoring the system includes reviewing that the performance is within established thresho

instrument readings are acceptable, and service and response times are acceptable. Operator fe
suggestions are useful input for improving system operational performance.

8:2015(E)

Using the measures defined in the strategy and analyzing them to confirm that service performance is

Ids, periodic
edback and

NOTE 3 Cost of operation is also monitored against objectives and constraints, and to identify potential

improvements.
4)

NOTE

haovdhvwaora bava aveoadad thaie sicafil Lfa oy tha ovctana’c onarational anvavonmaant offactc  tha o

Identify and record when system service performance is not within acceptable parameters.

The system sometimes exhibits unacceptable performance when system elements implemented in

Hotrovrat ooty o Xt e e ot ot T o S e T e Ot e oy Ste T o O p Tttt o e T o e ot e e

maintenance personnel (including staff turnover, operator stress and fatigue).

to—te—o"

5) Perform system contingency operations, if necessary.
NOTE This includes operating the system in a degraded mode, performing back-eut:-and restor
system shutdown, implementation of work-around procedures to restore operation, 6r) other modeg
conditions. If needed, the operator performs steps necessary to enter into contingeney operations and po
down the system. Contingency operations are performed in accordance with pre-€stablished procedures
event. Often these procedures are accompanied by a continuity plan.

Manage results of operation. This activity consists of the following tasks:

1) Record results of operation and any anomalies encountered.

NOTE This includes anomalies due to the operation strategy; the operation enabling systems, exe
operation, or incorrect system definition. The Project Assessment and Control process is used to analyzd
identify the root cause, enable corrective or improvement.actions, and to record lessons learned.

2) Record operational incidents and problems and track their resolution.

NOTE 1 Performing problem resolution is .handled through the Quality Assurance and Project Asse

Control processes. Any actual changes to the requirements, architecture, design, or system elements arg
other Technical Processes.

NOTE 2 If an incident is experienced during operation, the operator records the incident and perfd
prescribed in validated operating procedures to restore normal operations.
3) Maintain traceabhility of the Operations elements.
NOTE  Bi-directiofiah traceability is maintained between the Operations elements and the business
needs, operational‘concept, concept of operations, and stakeholder requirements.
4) Provide key information items that have been selected for baselines.
NOTE._\-The Configuration Management process is used to establish and maintain configuration

baselines. This process (Operation) identifies candidates for the baseline, and then provides the informa
CM,

erating and

P operation,
for special
5sibly power
for such an

ution of the
2 the data to

ssment and
done within

rms actions

or mission

items and
tion items to

Support the customer. This activity consists of the following task:
1) Provide assistance and consultation to the customers as requested.

NOTE  Assistance and consultation includes the providing of or providing recommended sources

for training,

documentation, vulnerability resolution, anti-counterfeit reporting, and other support services supporting effective use

of the product.
2) Record and monitor requests and subsequent actions for support.

3)
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NOTE

The results are analyzed and required action to restore or amend system services in order to provide

continued customer satisfaction is identified. Wherever possible the benefit of such action is agreed with stakeholders
or their representatives. The customer satisfaction data also serves as an input to the Quality Management process.

6.4.13 Maintenance process

6.4.13.1 Purpose

The purpose of the Maintenance process is to sustain the capability of the system to provide a service.

This process monitors the system’s capability to deliver services, records incidents for analysis, takes
corrective, adaptive, perfective and preventive actions and confirms restored capability.

6.4.13.2 (utcomes

As a result|of the successful implementation of the Maintenance process:

a) Maintephance constraints that influence system requirements, architecture, or design are identified.
b) Any enabling systems or services needed for maintenance are available.

c) Repladement, repaired, or revised system elements are made available.

d) The nded for changes to address corrective, perfective, or adaptive maintenance is reported.

e) Failure)

6.4.13.3 Activities and tasks

and lifetime data, including associated costs, is determined.

The projeqt shall implement the following activities and tasks.in accordance with applicable organization

policies anfl procedures with respect to the Maintenance process.

a) Prepare for maintenance. This activity consists ofihe following tasks:

1

Define a maintenance strategy.

NOTE L The maintenance strategy, also known as the maintenance concept, defines the approaches, scheddles,
resourdes, and specific considerations required to perform corrective and preventive maintenance in conformance

with oprational availability requirements::it generally includes:

D)

The corrective and preventive maintenance strategy to sustain service in the operational environment in
order to achieve customer satisfaction.

The scheduled, preventive maintenance actions that reduce the likelihood of system failure without undue
loss of services’or impact on normal operations, (e.g., suspension or restriction of the services).

The lggistics strategy throughout the life cycle, including acquisition logistics (helps ensure supportability
implications are considered early during the Development stage) and operations logistics (helps ensure fthat
the hecessary material and resources, in the right quantity and quality, are available at the right place fand

iv)

Vi)

vii)

80
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The number and type of replacement system elements to be stored, their storage locations and conditions,
their anticipated replacement rate, and their storage life and renewal frequency.

Approach to assure that counterfeit system elements are not introduced into the system.

The skill and personnel levels required to effect repairs, replacements, and restoration accounting for
maintenance staff requirements and any relevant legislation regarding health and safety, security and the
environment.

Measures for maintenance that will provide insight into performance levels, effectiveness, and efficiency.
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NOTE 2 Reliability Centered Maintenance (RCM) is a cost-effective maintenance strategy to address dominant
causes of equipment failures (supported by Failure Modes, Effects, and Criticality Analysis {FMECA} and Fault Tree
Analysis). It provides a systematic approach to defining a routine maintenance program composed of cost-effective
tasks that preserve important functions. SAE JA1011:2009, Evaluation Criteria for Reliability-Centered Maintenance
(RCM) Processes, provides detailed information. Condition Based Maintenance (CBM/CBM+) is a strategy to improve
system reliability by reducing the amount of time the system is unavailable while conducting routine or corrective
maintenance.

NOTE 3 In most cases, the extension of capability, mid-life upgrade, or evolution of legacy systems becomes a new
system development project that will apply the set of processes within an appropriate life cycle as applicable.

2) Identify system constraints from maintenance to be incorporated in the system requirements,
architecture, or design.

NOTE These often result from the need to 1) re-use existing maintenance enabling systems; 2)de-use existing
holdings of replaceable system element and accommodate re-supply limitations; 3) conduct maintenange in specific
locations or environments.

3) Identify trades such that the system and associated maintenance and logistiCs actions [results in a
solution that is affordable, operable, supportable, and sustainable.

NOTE The System Analysis and Decision Management processes are used’ toperform the assegsments and
trade decisions.

4) Identify and plan for the necessary enabling systems or serviees needed to support majntenance.
NOTE This includes identification of requirements and interfaces.forthe enabling systems.
5) Obtain or acquire access to the enabling systems-or services to be used.

NOTE The Validation process is used to objectively.€onfirm that the maintenance enabling system |achieves its
intended use for its enabling functions.

b) | Perform maintenance. This activity consists of the following tasks:

1) Review incident and problem\reports to identify future corrective, adaptive, perfective and
preventive maintenance needs.

2) Record maintenance incidents and problems and track their resolution.

NOTE 1 If an incident is exgerienced during maintenance, the maintenance staff records the incident gnd performs
actions prescribed in validated maintenance procedures.

NOTE 2 Performipg maintenance problem identification and resolution is handled through the Quality Assurance
and Project Assessment and Control processes.

3) Implement the procedures for correction of random faults or scheduled replacement of system
elements.

NOTE For random system failures, the fault is isolated down to the planned level of system element neplacement,

elements.

4) Upon encountering random faults that cause a system failure, deploy actions to restore the
system to operational status.

NOTE Restoration to full operational status may not be possible until the cause of the fault is corrected. In that
case, the system is restored to a degraded mode consistent with the contingency planning.

5) Perform preventive maintenance by replacing or servicing system elements prior to failure,
according to planned schedules and maintenance procedures.

6) Perform failure identification actions when a non-compliance has occurred in the system.
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d)
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7) Identify when adaptive or perfective maintenance is required.

NOTE Adaptive and perfective maintenance actions usually involve change to the system requirements,
architecture or design. It may be necessary to establish a new project to modify the existing system. If so, the
Portfolio Management process may be the starting point to initiate the work from the Development stage.

Perform logistics support. This activity consists of the following tasks:
1) Perform acquisition logistics.

NOTE  Acquisition Logistics considerations are included in the agreement resulting from the Agreement processes.
Supportability implications are also considered during the Development stage. This includes performing analysis to
determine whether it is more cost effective to influence the initial design of the system or to plan for spare parts and

re aII’S meiao btz ation Thaoca daciciane ara oftan conctrainad by availalhilhg racairamaante And nanant thA SHD |
p uring-utiization—TFhese-decisions-are-often-constrained-by-avaiabilityreguirernents-and—npactthe-supply

chain npanagement. Acquisition logistics considers the supportability needs of the system concurrently with|the
definitign of the system requirements.

2) Perform operational logistics.

NOTE Operational logistics is the concurrent tuning of both the SOI and enabling systems throughout|the
operatignal life to help ensure effective and efficient delivery of system functions. It also includes taking the sfeps
necessary to help ensure that the necessary material and resources, in the right quantity ahd\guality, are available at
the right place and time.

3) Implement any packaging, handling, storage and transportation neéded during the life cycle.

NOTE This includes packaging, handling, storage and transportation for the system, system elements, and|the
requireq replacement system elements. This is often required to support’the objectives of the Integration fand
Transitipbn processes.

4) Confirm that logistics actions satisfy the required{replenishment levels so that stored sysfem
elements meet repair rates and planned schedules.

NOTE Monitor the quality and availability of spares, their transportation and their continued integrity dufring
storage] Acquire, train and accredit, as necessary, personnel to maintain operator numbers and skills.

5) Confirm that logistics actions include-Supportability requirements that are planned, resourced, and
implemented.

NOTE The logistics actions enable the system to achieve operational readiness. The actions include staffing,
supply |support, support equipment;.«fechnical data needs (manuals, instructions, lists, etc.), training support,
equipment/computing resource support, and facilities.

Managde results of maintenance and logistics. This activity consists of the following tasks:

1) Record maintenance and logistics results and any anomalies encountered.

NOTE This includes anomalies due to the maintenance strategy, the maintenance enabling systems, execution of
the maiptenancesand logistics, or incorrect system definition. The Project Assessment and Control process is used to
analyze|the data to identify the root cause, enable corrective or improvement actions, and to record lessons learnef.

2) Record-operationatincidents—and-probtems-and-track-theirresotution:
NOTE  Performing problem resolution is handled through the Quality Assurance and Project Assessment and

Control processes. Any actual changes to the requirements, architecture, design, or system elements are done within
other Technical Processes.

3) Identify and record trends of incidents, problems, and maintenance and logistics actions.

NOTE 1 This is used to inform operations and maintenance personnel, and other projects that are creating or
utilizing similar system entities.

NOTE 2 Incident and problem reporting, including resulting action taken, is tracked through Incident and process
Management activity of the Quality Assurance process.
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4) Maintain traceability of the Maintenance elements.

NOTE
cycle artifacts.
5) Provide key information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration

Bi-directional traceability is maintained between the maintenance actions and the system elements and life

items and

baselines. This process (Maintenance) identifies candidates for the baseline, and then provides the information items

to CM. Examples include maintenance plans and life cycle support plans.

6) Monitor customer satisfaction with system and maintenance support.

6.4

6.4

The purpose of the Disposal process is to end the existence of a system element or system for
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NOTE Fhe—customer—satisfactiomdatats—used—mtheQuality Management process—1S6—16664:26
guidelines for monitoring and measuring customer satisfaction.

14 Disposal process

14.1 Purpose

nded use, appropriately handle replaced or retired elements, and to propérly attend to ident
posal needs (e.g., per an agreement, per organizational policy, or for eqwironmental, legal, safe
ects).

5 process deactivates, disassembles and removes the system ‘or any of its system element
cific use. It addresses any waste products, consigningthém to a final condition and re
ironment to its original or an acceptable condition. The waste products can be in-process resu
life cycle stage, e.g., waste materials during fabrication, Fhis process destroys, stores or reclal
ments and waste products in an environmentallyyysound manner, in accordance with

Pements, organizational constraints and stakeholder requirements. Disposal includes preventi
-reusable, or inadequate elements from getting-back into the supply chain. Where required, i
brds in order that the health of operators and users, and the safety of the environment, can be
en part of the system will continue to be in-use in a modified form, the Disposal process helps
per handling of the portion being retired.

r'E The Disposal process is intended-to be applicable throughout the life cycle of the system, includi
otypes during the Concept and Development stages, dealing with waste during the Production
pmmissioning elements from modifications during the Utilization and Support stages.

14.2 Outcomes
A result of the successful implementation of the Disposal process:
Disposal constraints are provided as inputs to requirements, architecture, design, and impleme

Any enabling systems or services needed for disposal are available.

safety and security requirements.

12 contains
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stage, and
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The. system elements or waste products are destroyed, stored, reclaimed or recycled in accoidance with

d)
e)

6.4

The environment is returned to its original or an agreed state.
Records of disposal actions and analysis are available.

.14.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization

pol

a)

icies and procedures with respect to the Disposal process.
Prepare for disposal. This activity consists of the following tasks:

1)
waste products.
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NOTE

ii)

iv)

2)

This defines schedules, actions and resources that:

permanently terminate the system's functions and delivery of services.

transform the system into, or retain it in, a socially and physically acceptable state, thereby avoiding

subsequent adverse effects on stakeholders, society and the environment.

take account of the health, safety, security and privacy applicable to disposal actions and to the long term

condition of resulting physical material and information.

considers transition of the system for future use in modified or adapted form, including legacy migration.

Identify system constraints from disposal on the system requirements, architecture and design
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aracteristics, or implementation techniques.

This includes issues of disassembly, including their associated enabling systems, access to andyavailal
he locations and available skill levels.

Identify and plan for the necessary enabling systems or services needed to supportdisposal.
This includes identification of requirements and interfaces for the enabling systems:
Obtain or acquire access to the enabling systems or services to be usec.

The Validation process is used to objectively confirm that the dispesal enabling system achieveg
] use for its enabling functions.

Specify containment facilities, storage locations, inspection criteria and storage periods, if
stem is to be stored.

Define preventive methods to preclude disposed elements and materials that should not
purposed, reclaimed or reused from re-entering.the supply chain.

M disposal. This activity consists of the follewing tasks:
Deactivate the system or system element to prepare it for removal.

Interfaces to other systems are'considered, e.g., power or fuel are disconnected in accordance
mbly instructions, and relevant health, safety, security and privacy legislation. When the System-of-Intere
nodified for technology or capability upgrades, only the impacted system elements are deactivated
H. This can apply to a prototype of the System-of-Interest during the Concept or Development stage,

Remove the system; system element, or waste material from use or production for appropr
Sposition and action-

The disposition includes reuse, recycling, reconditioning, overhaul, or destruction. The disposition
ent actions,are conducted in accordance with relevant safety, security, privacy and environmental standa

lity

its

the

be

ith
5t is
and

ate

and
rds,

bs and.laws. Elements of the system that have useful life remaining, either in their current conditiop or

j ovérhaul or modification, are transferred to other systems-of-interest or organizations. Where appropr
iofi,system elements to extend their useful life. Reallocate, redeploy or retire operators. When the eleme

ate,

ht is
ain.

expired

non-reusable or inadeauate —itis necessansto prevent the elements from-aettina-back into the sunnlv ¢
T ] 7 P4 Ll 4 ~ Ll

This task includes the removal of waste material from production or other stages.

3)

NOTE

4)
re

84

Withdraw impacted operating staff from the system or system element and record relevant
operating knowledge.

This is conducted in accordance with relevant safety, security, privacy and environmental standards,
directives and laws. Act to safeguard and secure knowledge and skills possessed by operators. Refer to knowledge
management process.

Disassemble the system or system element into manageable elements to facilitate its removal for

use, recycling, reconditioning, overhaul, archiving or destruction.
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5) Handle system elements and their parts that are not intended for reuse in a manner that will
assure they do not get back into the supply chain.

6) Conduct destruction of the system elements, as necessary, to reduce the amount of waste
treatment or to make the waste easier to handle.

NOTE This activity includes obtaining the destruction services required in order to melt, crush, incinerate,
demolish, or eradicate the system or its elements as necessary.

¢) Finalize the disposal. This activity consists of the following tasks:

1) Confirm that no detrimental health, safety, security and environmental factors exist following
disposal.

2) Return the environment to its original state or to a state that specified by agreement.

3) Archive information gathered through the lifetime of the system to permit audits and reviews in the

event of long-term hazards to health, safety, security and the environment;Cand to permit future
system creators and users to build a knowledge base from past experiences:
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Annex A
(normative)

Tailoring Process

A.1 Introduction

This Annex provides requirements for the tailoring of this International Standard.

NOTE 1 T4iloring 1S not a requirement 1or conformance 10 the standard. 1n 1act, taiorng 1s not permitted 11 a claim ot |'full
conformancg” is to be made. If a claim of "tailored conformance" is made, then this process is applied to perform|the
tailoring.

NOTE 2 Adlditional guidance for tailoring can be found in the ISO/IEC/IEEE TR 24748 guides, on the application of life
cycle procegses.

A.2 Tailgring process

A.2.1 Puipose

The purpope of the Tailoring process is to adapt the processes of this_International Standard to saltisfy
particular gircumstances or factors that:

a) Surrouhd an organization that is employing this International Standard in an agreement;

b) Influen

referen
c) Reflect
A.2.2 Ou

As a result

a) Modifig
model

A.2.3 Aclivities and tasks

If this Inter|

accordancg with applicable policies and procedures with respect to the Tailoring process, as required.

a) ldentify

to:

Ce a project that is required to meet an agreement in which this International Standarg
ced;

the needs of an organization in order to supply products or services.
comes
of the successful implementation of the Tailoring process:

d or new life cycle processes-are defined to achieve the purposes and outcomes of a life cy

hational Standard-is tailored, then the organization or project shall implement the following task

and record the circumstances that influence tailoring. These influences include, but are not lim

cle

1
2)
3)
4)
5)

6)

86

Stabitity of - armd-variety 1T, operationa enviTorTeTTS;

risks, commercial or performance, to the concern of interested patrties;
novelty, size and complexity;

starting date and duration of utilization;

integrity issues such as safety, security, privacy, usability, availability;

emerging technology opportunities;
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