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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The pro¢edures used to develop this document and those intended for its further maintenarnfe
are desqribed in the ISO/IEC Directives, Part 1. In particular, the different approval-'chiterjia
needed for the different types of document should be noted. This document was drafted fin
accordance with the editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives pr
www.iec|ch/members_experts/refdocs).

IEEE Stapdards documents are developed within the IEEE Societies and the Standards Coordinating
Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its
standardjs through a consensus development process, approved by the Amefican National Standargls
Institute] which brings together volunteers representing varied viewpoints-and interests to achieve the
final progluct. Volunteers are not necessarily members of the Institute and serve without compensatign.
While the IEEE administers the process and establishes rules to promote fairness in the consenspis
developnpent process, the IEEE does not independently evaluate, test/or verify the accuracy of any of
the information contained in its standards.

ISO and IEC draw attention to the possibility that the implenientation of this document may involve the
use of (a] patent(s). ISO and IEC take no position concerning the evidence, validity or applicability jof
any clainjed patent rights in respect thereof. As of the date of publication of this document, ISO and IEC
had not received notice of (a) patent(s) which may be.peéquired to implement this document. Howevgr,
implementers are cautioned that this may not represent the latest information, which may be obtain¢d
from thepatent database available at www.iso.0xg/patents and https://patents.iec.ch. ISO and IEC shall
not be held responsible for identifying any or all such patent rights.

Any tradp name used in this document is information given for the convenience of users and does npt
constitute an endorsement.

For an explanation of the voluntary nature of standards, the meaning of ISO specific terms and
expressigns related to conformity assessment, as well as information about ISO's adherente
to the World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT),
see www.iso.org/iso/foréword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was<prepared by Joint Technical Committee ISO/IEC JTC 1, Information Technology,
Subcommnpittee SC_7/Software and systems engineering, in cooperation with the Systems and Softwafe
Engineerfing Standards Committee of the IEEE Computer Society, under the Partner Standards
Development/Organization cooperation agreement between ISO and IEEE.

This thi
technically revised.

The main changes are as follows:

— removal of duplicate terminological entries already included in ISO/IEC/IEEE 15026-1:2019 except
for a few essential terms which are included in this edition for ease of reference;

— updates to normative references to the current edition of each reference.

Alist of all parts in the ISO/IEC/IEEE 15026 series can be found on the ISO and IEC websites.
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Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Scope

nis document specifies the concept of integrity levels with the corresponding integj
quirements for achieving the integrity levels. Requirements and recoriménded met
ovided for defining and using integrity levels and their corresponding integrity level requ
nis document covers systems, software products, and their elements,{as well as relevant
pendences.

nis document is applicable to systems and software and is intendéd,for use by:

definers of integrity levels such as industry and /professional organizations, s
organizations, and government agencies;

users of integrity levels such as developers and maintainers, suppliers and acquirers,
software users, assessors of systems or software:and administrative and technical suppo
systems and/or software products.

he important use of integrity levels is by suppliers and acquirers in agreements, for example|
suring safety, financial, or security characteristics of a delivered system or product.

nis document does not prescribe a specific set of integrity levels or their integrity level requ
addition, it does not prescribe th&way in which integrity level use is integrated with th
stem or software engineering liféecycle processes. It does, however, provide an example of u

Normative references

e following documents are referred to in the text in such a way that some or all of thei

u
|
|

nstitutes requirements of this document. For dated references, only the edition cited ap
dated references, the latest edition of the referenced document (including any amendments

/IEC/IEEE 12207, Systems and software engineering — Software life cycle processes
AEC/IEEE 15288, Systems and software engineering — System life cycle processes

ity level
hods are
rements.
external

tandards

ystem or
't staff of

to aid in

rements.
e overall
se of this

I content
blies. For
applies.

ISO/TEC/TEEE 15026-1, Systems and software engineering — Systems and software assurance — Part 1:
Concepts and vocabulary

3

Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC/IEEE 15026-1 and the

fo

llowing apply.

ISO, IEC and IEEE maintain terminological databases for use in standardization at the following
addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp/ui

©
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— IEC Electropedia: available at https://www.electropedia.org

— IEEE Standards Dictionary Online: available at https://dictionary.ieee.org

31
integrity level
degree of confidence that the system-of-interest meets the associated integrity level claim (3.4)

Note 1 to entry: A definition of “integrity” consistent with its use in “integrity level” has not been agreed in the
relevant communities. Hence, no separate definition of “integrity” is included in this document.

Note 2 to ¢ntry: An integrity level is different from the likelihood that the integrity level claim is met but they, are
closely related.

Note 3 to ¢ntry: The word “confidence” implies that the definition of integrity levels is a subjective concept.

Note 4 to [entry: In this document, integrity levels are defined in terms of risk and hence cover $afety, security,
financial dnd any other dimension of risk that is relevant to the system-of-interest.

[SOURCE} ISO/IEC/IEEE 15026-1:2019, 3.3.1, modified — Note 1 to entry has beén.revised to be mofe
accuratejand clearer; the reference to ISO/IEC 25010 has been removed; in npte 4 to entry, "economic"
has been|replaced by "financial".]

3.2
integrity level assurance authority
independent person or organization responsible for certifying.eompliance with the integrity level
requiremepnts (3.5)

[SOURCE} ISO/IEC/IEEE 15026-1:2019, 3.5.4, modified — The term has been changed from "integrify
assurance authority" to "integrity level assurance authority”.]

3.3
integrity level definition authority
person of organization responsible for defining integrity levels and integrity level requirements

34
integrity level claim
proposition representing a requirement on a risk reduction measure identified in the risk treatment
process qf the system-of-interest.

Note 1 to pntry: In general, an integrity level claim is described in terms of requirements that, when met, would
avoid, conftrol or mitigate the eensequences of dangerous conditions, and provide tolerable risk.

Note 2 to pntry: The claim\that can be regarded as an integrity level claim in IEC 61508 is that an E/E/PE safety-
related syjstem satisfactorily performs the specified safety functions under all the stated conditions.

[SOURCE} ISO/IEC/IEEE 15026-1:2019, 3.3.4, modified — Notes 1 and 2 to entry have been revised to be
more accurateand clearer.]

3.5
integrity level requirements

set of requirements that, when met, will provide a level of confidence in the associated integrity level
claim (3.4) commensurate with the associated integrity level (3.1)

[SOURCE: ISO/IEC/IEEE 15026-1:2019, 3.3.2, modified — Note 1 to entry has been removed.]

2 © ISO/IEC 2023 - All rights reserved
© IEEE 2023 - All rights reserved


https://www.electropedia.org
https://dictionary.ieee.org
https://iecnorm.com/api/?name=1cb27c72d63e2bc53d3c265e1400660a

ISO/IEC/IEEE 15026-3:2023(E)

4 Defining integrity levels

4.1 Users of this clause

This clause explains the process of defining a set of integrity levels for a specific system domain and
general requirements for related-products, such as integrity levels, integrity level claims, and integrity
level requirements. Thus, the users of this clause are organizations which develop specifications
defining a set of integrity levels. The organizations, which are called integrity level definition
authorities, include international or domestic standardization organizations, any other standardization

izationsarbitrary-indtstry-oreanizations—ora artment Hrarmrorsanization thatts-repponsible
for the organization’s policy or standard for contract management. Figure 1 shows the overview of the
pttocess of defining integrity levels.

OfSari#s o L A J .. o o da e i atio
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Specifying context of integrity levels

Specifying system-related information
\Z

Specifying risk-related information

v

Specifying integrity levels

Specifying an integrity {ével claim
V

Specifying a set of integrity levels

v

Specifying integrity level requirements

Specifying a set of integrity level requirements
\/

Specifying justification

Vi

Specifying other related information

Key
7 represents flow of processes (iteration of processes is not shown for simplicity)

- —Prefimtme v tevet

4.2 Appropriate area to define integrity levels

Not all areas are suitable for definition and use of integrity levels. Integrity levels shall be defined for
an area only if a substantial body of relevant experience exists for the area that is well understood by
those performing the definition. Integrity levels can be used for areas where levels of risks (e.g. high,
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medium, low) can be clearly defined. Each level of risk provides a basis for a different required degree
of confidence that the integrity level claim is met.

NOTE
level related definitions and means to demonstrate achievement of integrity levels. Their significance increases
in an area where the body of relevant experience is less substantial or less well understood.

Assurance cases work together with integrity levels by providing justified arguments for integri

4.3 Specifying context of integrity levels

a) defin

b)

assu

NOTE

series. Th
electronig
related sy
series pro

4.3.2 Specifying risk-related information

The follo

condjfition will result in an adverse consequence;

integrity
defined:
a) prop
b) poss
c) poss
d) risk
e) toler
f) assu
NOTE 1

focuses o1 risks that@ake negative effects.

Informat
can have

ing information about systems in the target area shall be specified by the integrity ley
authority in order to clarify the scope of applicability of the integrity levels being defined:

ition of the target class of systems;
mptions on the environment.
Examples of a definition of a target class of systems can be found in [EC 61508 and the ISO 262
e definition of target classes of systems of IEC 61508 and the ISO 26262 sérieS pertain to “electricd
programmable electronic (E/E/PE) systems that are used to carry out saféty functions” and “safet

stems that include one or more electrical and/or electronic (E/E) systéms and that are installed
duction passenger cars with a maximum gross vehicle mass up to 3500’kg”, respectively.

wing information about risks related to systems in/the target area shall be specified by t}
level definition authority to clarify the scope-of applicability of the integrity levels beil

erty-of-interest;
ble adverse consequences;

ble dangerous conditions and the'states of the environment that together with the dangero

‘riteria;

hble risks;

mptions on the structure of risk reduction measures.

While in general a risk is a negative or positive effect of uncertainty (ISO Guide 73), this documg

jon about properties-of-interest gives a definition of negative effects. An adverse consequen
but'is'not restricted to, the following attributes:

ty

b2
1/
y_
in

ne
18

a description of the event that Ieads to the consequence;

likelihood of the occurrence of the event;

severity of the consequence;

controllability of the event;

expo

sure (time) to the event.

Dangerous conditions can be classified by the types of events that lead to the condition. The following
event types should be taken into account:

4

random failures;

© ISO/IEC 2023 - All rights reserv
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— systematic failures;

Li
R

elements;

caused by a threat agent).
kelihood of a dangerous condition should also be considered.

sk criteria specify the meaning of system-related risks and are used to specify the

failures caused by interactions between system elements without any faults of those system

failures caused by interactions between elements of the environment and the system (e.g. failures

tolerable

ri
cd

sg
re
St

R

o1
ml
re
cl
th

as

N

ck. Risk criteria are defined to be consistent with applicable contractual, legal and, g
nstraints, which can be bases for the tolerable risk. Prior to specifying risk criteria,he’ c

for which risks will be evaluated are defined. These risk categories may include: human he

fety; environmental protection; legal and regulatory compliance; security; cost; project
putation; and performance. A scale of severity and likelihood is defined for the-applicable cz
akeholders usually cooperate and agree on risk criteria.

sk reduction measures include not only parts of a system used to mitigate risks, for ex3

inherent safety by design, and safety- or security-related functions, but’also organizational

social frameworks to treat risks, for example, a contingency plan:for operators, warnings
anuals, and safety- or security-related standards or regulations$ _for developers. A structu
duction measures should be assumed in order to clarify which parts are the responsibility of
hss of systems. A typical structure is a multi-layered protection structure for safety. Assum
e structure of risk reduction measure are characterized by the following criteria:

a multi-layered structure to mitigate risks, over the environments and the target systems

not recognized independently;

risk reduction measures which containdiuman elements;

detectability of loss of the functionsof risk reduction measure;

frequency of demand to perform a risk reduction measure.

DTE 2 IEC 61508 assumes that a safety-related system can be recognized independently.

DTE 3 The ISO 26262 series assumes that a driver plays a part of the safety-related mechanism an
pects such as controllability of an event.

DTE 4  IEC 61508 gives three sets of integrity levels, each of which corresponds to a demand mode 4

fuinctional safety mechanisms.

4

4

4 Specifying integrity level claim and integrity levels

4.4 ,”Key concepts

boulatory
ategories
balth and
schedule;
itegories.

mple, an
supports
in user’s
e of risk
he target
btions on

parts of a system, which relates to risk reduefion measures, including parts that are undefined or

d includes

o perform

Figure 2 depicts the relationship among key concepts in this document. The goal of the framework
of integrity levels is to achieve tolerable risk relative to the system-of-interest and its environment.
An integrity level claim is a requirement on a risk reduction measure identified in the risk treatment
process of the system-of-interest. The satisfaction of the integrity level claims shall avoid, control or
mitigate any dangerous conditions of the system-of-interest. The dangerous conditions in combination
with specific states of the environment result in adverse consequences. The risk treatment process shall
result in tolerable risk, where risk is characterized by its adverse consequence, which has attributes of
severity and likelihood.
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Residual risk Initial risk

Tolerable
risk

low r‘ region rl high
; | g

Extent of reduced risk by | Risk
risk reduction measures A
A 1
- — < is about characterises :
. . combination leads to
Integrity level claim | = Adverse consequence [K—————————-— n
| 1

a =

N I
adegree of I b >
bnfidence of | lis described in terms of requirements to r

: l avoid control or mitigate the consequences of

Integrity level ' o .
grity R > Dangerous condition State.0fenvironment
giveslthe required /)
donfidence of imposes on

> system of interest,
development process, etc.

Integrity level requirement

Key

is

The inte
level clai
necessar

4.4.2 Specifying an integrity level claim

An integ
then tole
conditior

a) a std
redu|

b) any
integd

Achievin

does means "Ais B" or "A does B"

Figure 2 — Relations among key concepts

brity level is the degree of confidenceto’which the system-of-interest meets its integri
ms. Integrity level requirements are those requirements that when satisfied will provide tl
y degree of confidence.

Fity level claim is a preposition on a risk reduction measure such that if the claim is tru
rable risk is achieved: An integrity level claim shall be a statement satisfying the followil
s:

tement shall Beja proposition on a system in the target class of systems and on the ri
rtion measures ‘taken for the system;

hssumptions on the environment or the conditions of a system that are prerequisite to t}
rityAevel claim being valid shall be stated.

Ly
ne

ne

nt

b tolerable risks can be obtained during the risk treatment process. As means of risk treatme

can have several different options; claims can vary according to those means. The concept of a dangerous
condition is introduced to capture potential situations that lead to one or more adverse consequences
and also to consider means to eliminate or avoid adverse consequence (Figure 3). Therefore, integrity
level claims are typically defined in terms of dangerous conditions:

— aclaim that a dangerous condition is controlled;

— aclaim that a dangerous condition is avoided;

— acombination of the statements above.
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Severity

Level of risk
Adverse consequence Likelihood

AND

Integrity level claim not
met

State of the environment Likelihood

Likelihood

Dangerous condition of
system of interest

ler |

igure 3 — Relationship between adverse consequence, state’of the environment and integrity
level claim

Another type of integrity level claim can be considered-for other risk reduction measures, [ncluding
d¢aling with risk sources and adverse consequences:

— aclaim that risk sources are removed;

— aclaim that the adverse consequences.dre mitigated;
— acombination of the statements above.

For defining a set of integrity leyels, precise claims are not necessary. For example, a claim|may just
stpte that an assumed risk reduction measure performs in an expected way.

NPTE1 Typical options of risk treatment can be found in ISO 31000.
NOTE 2 A claim can be a‘statement of an arbitrary combination of the risk treatment options above.

NOPTE3  The proposition that can be regarded as an integrity level claim in IEC 61508 is one regarding an E/E/
PR safety-related.system satisfactorily performing the specified safety functions under all the stated cpnditions.

NPTE4 Auexample of an integrity level claim combining removal of risk source and mitigation of the adverse
cdnsequence’can be found in ISO 26262. In this example, ISO 26262 requires that a safety goal, which [is defined
for each hazard of an item, be satisfied.

4.4.3 Specilying a set of integrity Ievels

An integrity level is assigned to a system-of-interest or a system element, and corresponds to the
worst-case risk associated with the system. Integrity levels are usually expressed as a set of levels, for
example 1, 2, and 3 or a, b, and c. The integrity level of a system should be defined based on the worst
risk in all the categories of risk associated with the system. The set of integrity levels shall satisfy the
following requirements.

a) Each integrity level in a set of integrity levels shall have a unique identifier.
b) The integrity levels shall be defined based on a combination of the following:
1) the worst-case risk associated with the system-of-interest;

© ISO/IEC 2023 - All rights reserved 7
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2) the required likelihood that the integrity level claims are met necessary to achieve tolerable
risk (taking into account the likelihood that the environment is in a state pre-requisite to the
dangerous condition resulting in an adverse consequence).

c) The set of integrity levels shall be given in accordance with degrees of the likelihood.

Likelihood that an integrity level claim is satisfied should be expressed in terms of “reliability of
mitigating function” or “limit on rate of dangerous condition”.

NOTE 1

NOTE 2
“frequenc

4.5 Sp

4.5.1 Specifying a set of integrity level requirements

A set of {
requiremn

of integrity level requirements shall satisfy the following attributes.

a) Each
is saft

b) Each|
Typical i
— then

from

— then
— thes
— thep
—  systg
— spec
— spec
— spec

—  evidg

demInstrated objectively.

A typical expression of likelihood is a range of probability.

IEC 61508 uses the terms “probability of a dangerous failure on demand of the safety function’a
y of a dangerous failure of the safety function”.

pcifying integrity level requirements

ntegrity level requirements is associated with a set of integrity levels‘and defined as tho
ents that provide an appropriate level of confidence that the integrity l€vel claim is met. A §

integrity level requirement specifies what evidence is requiredto show that the requireme
isfied.

integrity level requirement is defined such that conféxmance with the requirement can |
tegrity level requirements specify the following:

the technical processes in ISO/IEC/IEEE-¥5288 or ISO/IEC/IEEE 12207;
ecessary test coverage criteria for testing;

pecific analyses to be performed on a system and its elements;

rovision of quantitative data;

m or software life cycle'processes;

fic system develepment process models;

fic methodolegiés to be used in development processes;

fic toolsto'be used in system development processes;

bnce(tobe used to support claims based on usage history.

ecessary quality attributes of the requirements and design specification documents obtaing¢

hd

e
et

12}

pe

4.5.2

pecifying the justification between integrity levels and their integrity level

requirements

The documented justification of the adequacy of each set of integrity level requirements is a subjective
decision made by the integrity level definition authority. The necessary level of confidence and the set
of integrity level requirements that provide that level of confidence depend on the risk that was used to
define the integrity levels.
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4.6 Specifying the integrity level determination process

The integrity level definition authority shall define a process guideline for the determination of a
system integrity level, system element integrity levels, and achievement of required integrity levels in
accordance with Clauses 6, 7 and 9. The process guideline shall contain the following processes:

a)
b)

determining system integrity levels;

assigning integrity levels to system elements, including definition of the prerequisite cond
allowing a system element to have a lower integrity level than the system integrity level;

itions for

‘)

5

5

T]
reg
dg
rq
cq
ay

TI

(0
ay
ey

tdlerable risk has been achieved is often based on the result of a certification by some th

Figure 4 shows the integrity level relatedproducts provided by the integrity level definition
air

maintaining integrity levels during the design change process for the system.

Using integrity levels

1 Users of this clause

levant stakeholders, especially between developers and users of the system. Developers ca
velopment branches in an organization, system-integrators, and vendors. Usually, develope
le in the determination of the required integrity level and the preparation of evidence demo

thority.

e users also vary according to the characteristics of<the target class of systems. Agreer
ganization. In this document, such third-party-person or organization is called an integ

surance authority, who is expected to approve the design of the system based on the
idence produced to demonstrate conformance with the integrity level requirements.

d the products established by a user of the set of integrity levels.

e framework of integrity levels is used to share common understandjngs of risks of systenl:ls among

include
rs have a
nstrating

nformance with the integrity level requirements. The role of\these developers is called the design

hent that
ird-party
rity level
objective

huthority
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Established in an integrity level-related definition

Integrity level claim Integrity levels

Integrity level requirements
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| (a risk-related | | I L ka1 (Corresponding requirements) | Fa
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! ! Lr——- | brmm e e ————— 4 |
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Hstablished by user

Integrity level claim for
the system-of-interest

Assignment of system
element integrity levels

r=======,7 A
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. I (assignment of‘'system |
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| (a I‘lS.k. related | I I element integrity levels) |
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Evaluated integrity
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| 1 | e e e — —_ E|
| | L e e e — . a4
| P —— L e e e e g
Key
I:l class of products
HE instance of a product
L— =4

Figure 4 — Integrity level related-products with their sources

5.2 Purpose for using integrity levels

The use ¢f integrity levels contributes to providing grounds for stakeholder confidence and support fpr
their decjsion-making. An integrity level also provides a common language to share understandings of
risks in asystem*of-interest among several stakeholders.

5.3 Outcemes of using integrity levels

As aresult of the successful usage of integrity levels:
a) sufficient integrity level claims whose satisfaction achieve tolerable risk for the system are defined;

b) integrity level requirements are defined to guide project planning and to provide for an agreement
between the design authority and the integrity level assurance authority on the acceptance criteria
for the system;

c) system elements with lower integrity levels than the system integrity level are identified; and the
architectural features of the system that justifies that their lower integrity level are documented at
a sufficient level of detail to justify that the lower integrity level elements cannot prevent or impede
performance of higher integrity level elements;

10 © ISO/IEC 2023 - All rights reserved
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d) objective evidence providing adequate confidence that the integrity level claims were satisfied
with the necessary level of confidence are produced.

6 System integrity level determination

6.1 General

Determination of the system integrity level is typically done early in the development lifecycle of a
system since the integrity level requirements need to be input to the project pl rocess. Integrity
lepel determination should be done as part of the process to define stakeholder requirements,

Alsystem integrity level shall be determined for the whole of the system-of-interest. A system|integrity
le el is determined based on information from outcomes of the risk management process. The system
egrity level determination process is given as a process view of the risk management prpcess. To
d¢termine a system integrity level, information about the system-of-interest istequired to determine
dqngerous conditions.

NPTE1 Detailed descriptions of the risk management process can be/found in ISO/IEC/IERE 15288,
ISP/IEC/IEEE 12207, ISO/IEC/IEEE 16085, and ISO 31000. Although some{terminologies are differgnt among
thiose International Standards, their basic ideas are the same.

NOTE 2  Detailed description of the defining stakeholder needs and\réquirements definition procegs and the
pifoject planning process can be found in ISO/IEC/IEEE 15288 and.ISO/IEC/IEEE 12207.

d¢termination of a system integrity level, assignment, of’system element integrity levels and meeting

Figure 5 shows the example processes that relate to<integrity-level-related processes, ncluding
1r§Eegrity level requirements.

Technical management processges Technical processes

Project planning process Stakeholder needs and
requirements definition

R process

\ System requirements

Risk management
definition process

process

Key
represents flow of processes
\7 p p

Figure 5 — Processes in ISO/IEC/IEEE 15288 related to the system integrity level determination
process

6.2 Purpose of the system integrity level determination process

The purpose of the system integrity level determination process is to establish the integrity level of the
system consistent with achieving tolerable risk, and to share an understanding of these risks among
related-stakeholders.

© ISO/IEC 2023 - All rights reserved 11
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6.3 Outcome of the system integrity level determination process

As aresu

It of successful implementation of the system integrity level determination process:

a) the stakeholders who need to share an understanding of risk are identified;

b) the standard which defines the set of integrity levels used is identified;

c) a risk profile is obtained as a result of a preliminary risk assessment processes, including
information on each risk containing at least the tolerable risk, potential adverse consequences,

Lous r‘nnr‘]ifinnc' risk sources, and the residual ricl(;

dan
d) thei
e) ther
f) integ
The risk
identific3

version off the risk profile, a required system integrity level can be determined’fr'ein the required exte

of riskre

6.4 Ac

The syst
processe
derived f]
integrity

a) The}
1) i

ntegrity level claims are identified;
equired system integrity level is determined and agreed among the related-stakeholders;
rity level requirements associated with the system integrity level are identified!

profile is obtained by at least one cycle of the set of the risk assessment ‘processes, i.e. ri
tion process, risk analysis process and risk evaluation process. Aftef,obtaining the fiq

duction from the estimated risk to achieve the tolerable risk.

Livities of the system integrity level determination process

em integrity level determination process shall be implemented by applying the followil
5 of [ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207. Activities shown below each process a
rom ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207/but are specific to determination of syste
levels.

takeholder needs and requirements definition process provides for the following activities:

dentify stakeholders who need to shake an understanding of the risks of the system-q

interest;

2)
3)

b) The
prov

1) ¢

2) determineFisk criteria and the tolerable risk of the system-of-interest;

3) 4

etermine a standard in which a set of integrity levels is defined;

efine the integrity level claith-in accordance with the stakeholder requirements of the system-

f-interest.

ckystem requirements definition process, with invocations of the risk management proces
jdes for the following activities:

rive a definition of the system-of-interest;

nalyse'risks of the system-of-interest and record the result in the risk profile;

5k
St

g
re
m

4)

interest;

5) evaluate risks and record the result in the risk profile;

6) determine the required system integrity level;

7) specify integrity level requirements associated with the required system integrity level in
accordance with the system requirements of the system-of-interest.

The definition of the system-of-interest should be given from the view that the system-of-interest is
a part of the overall structure of risk reduction measures. In the above activities, each work product
should be agreed among relevant stakeholders. The required system integrity level shall be used by the
project planning processes.

12
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Assigning system element integrity levels

1 Purpose of the assigning system element integrity levels process

The purpose of the assigning system element integrity level process is to assign an integrity level to a
system element consistent with the extent of risk reduction the element contributes within the system.

7.

a)
b)

A

7

al

K¢

T}
ay

a)

The assigning system element integrity levels process shall beNimplemented by applying thg

[SO/IEC/IEEE 12207 with invocations of the risk management'process. (Figure 6).

2 Outcome of the assigning system element integrity levels process

a set of system elements is identified;

for each system element, the relevant stakeholders are identified and agree ‘that all
stakeholders are identified;

for each system element, the required integrity level for the system element is determ
agreed among the relevant stakeholders.

3 Activities of the assigning system element integrity levels process

chitecture definition process in ISO/IEC/IEEE 15288 of_the architecture definition pi

Technical management processes Technical processes
Risk management Architecture definition
rocess rocess
p > p

represents flow of processes

Figure 6 — Related processes in ISO/IEC/IEEE 15288 to the system element integrity
determination process

ne activities.are derived from ISO/IEC/IEEE 15288 or ISO/IEC/IEEE 12207, but are speci
signmentief-system element integrity levels:

identify system elements from the view of risk reduction measures;

b)

Theoutcomes of theassigmng systenTetement integrity fevets process shattinctude the following items:

relevant

ined and

systems
focess of

level

fic to the

for each system element identify and agree upon relevant stakeholders;

c)

d)

e)

give definitions of the system elements and clarify dependency relations among them from the view
of risk reduction measures in accordance with the architectural design of the system-of-interest;

determine for each system element a system element integrity level in accordance
dependency relations;

with the

for each system element identify integrity level requirements based on the system integrity level.

Although in general there are several possibilities to consider how to partition a system into system
elements, the identification of the system elements should be based on the view that the system-of-

in

©
©

terest is a part of the overall structure of the risk reduction measures.
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8 Meeting integrity level requirements

8.1 General

Meeting integrity level requirements is a process to ensure achievement of the determined system
integrity level and the assigned system element integrity levels, i.e. satisfaction of all integrity level
requirements associated with them. The process is based on a collection of evidence that is obtained
during technical processes in system and software lifecycle processes. Typical evidence includes
review, analysis and test results obtained during the verification process. Confirming that the required

l l f Teles L | La rdad b of Fizzits S N Lidot: 3
evel Ol rysrietsacnteveacaioet CaarattasS a pdr CUT CrrCat trvIcICSTIT e v aaatroTr prottSSt

8.2 Purpose of meeting integrity level requirements

The purpose of the meeting integrity level requirements process is to reach agreement among relevapt
stakeholdlers that the residual risk of the implementation of the system-of-interest is-évaluated to be
within tdlerable risk with a level of confidence commensurate with the associated integrity level.

8.3 Outcome of meeting integrity level requirements
As aresullt of meeting the integrity level requirements:

a) obje¢tive evidence upon which to base the required level of cenfidence that the integrity level
clainps are correct and complete is produced;

b) objed¢tive evidence upon which to base the required levelof confidence that the integrity level
clairIs are met is produced;

c) among the relevant stakeholders, especially between the design authority and the integrity level
assufrance authority, agreement that the required.integrity level is achieved.

An assuifance case that shows the relation between the data prepared for meeting integrity leyel
requirenjents and the associated integrity leveliclaim can also be given to share common understanding
of risks of the system-of-interest among relevant stakeholders.

8.4 Activities of meeting integrity-level requirements

The meefing integrity level requirements process shall be implemented by applying several technidal
processep in ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 (Figure 7).

NOTE Evidence that is €ollected, verified and validated can be produced by many processes. The specifics
depend o1} integrity level requirements defined.
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© IEEE 2023 - All rights reserved


https://iecnorm.com/api/?name=1cb27c72d63e2bc53d3c265e1400660a

ISO/IEC/IEEE 15026-3:2023(E)

Technical processes

Technical management processes

Risk management process s Design definition,
> system analysis,
1 implementation,
\ N integration,

transition,
operation,
maintenance and —

disposal process

i

Verification process

Validatiofyprocess

N

Key
represents flow of processes
% p p

Figure 7 — Processes in ISO/IEC/IEEE 15288 related to the process of meeting integrity level
requirements

Agtivities are derived from ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207 but are specific td meeting
integrity level requirements.

a)l The design definition process;\System analysis process, implementation process, infegration
process, transition process, operation process and maintenance process, with invocatigns of the
risk management process,provide the following activities:

1) for each system element, collect objective evidence that is needed to demonsfrate the
completeness,and correctness of the associated integrity level claim for that system element;

2) for each system element, collect objective evidence that is needed to demonstrate conformance
with the.integrity level requirements associated with the integrity level for that system
element;

3) _collect objective evidence that is needed to demonstrate conformance with the integrity level
requirements associated with the system integrity level.

bL_The verification process prm/idpc the fn]lnwing activities:

1) for each system element, collect objective evidence that demonstrates the completeness and
correctness of the associated integrity level claim for that system element;

2) for each system element, collect objective evidence that demonstrates conformance with the
integrity level requirements associated with the integrity level for that system element;

3) collect objective evidence that is needed to demonstrate conformance with the integrity level
requirements associated with the system integrity level;

4) for each system element, verify that obtained evidence is as specified by the integrity level
requirements associated with each system element’s integrity level;

© ISO/IEC 2023 - All rights reserved 15
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5) verify that the obtained evidence is as specified by the integrity level requirements.

c) The validation process, with invocations of the risk management process, provides the following
activities:

1) for each system element, validate that the obtained evidence and the integrity level
requirements associated with the system element integrity level show that the system element
integrity level is achieved;

2) validate that the obtained evidence shows that the required system integrity level is achieved.

9 Agreement and approval authorities

The people or organizations fulfilling the following roles shall be identified as the:
a) integrity level definition authority;

b) design authority;

c) integdrity level assurance authority.
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Annex A
(informative)

An example of use of ISO/IEC/IEEE 15026-3
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b)

1 General

1is example considers the area of automatic cleaning machines for household use.cIn-this

al:L automatic cleaning machine provides services for cleaning rooms in the home,withoy

ervention. It is also possible to connect such machines to the Internet to update softwar
age data or to provide instructions from the user from outside the home. The system ther
curity-related adverse consequences. Since an automatic cleaning machine ‘moves and clea
ithout direct operation by human beings, the safety property is the most’significant.

2 Defining integrity levels

2.1 Characteristics and assumptions of the target system

e characteristics and the assumptions of the target systems are as follows:
the definition of the target class of systems: auteidatic cleaning machines;
assumptions of the environment:
1) the machines are home-use, not forindustrial factories;
2) the machines can connect to the internet.

the following, the class of automatic cleaning machines characterized by the above state
lled ACM. Note that the symbol ACM does not represent any specific type of automatic
achines.

2.2 Properties of interest
e property-of-interest consists of the following items:

the health and lives of users. In the following a “user” includes the owner of a machine in
member ofthe family of the owner, the guest of the home, and any pets;

any-hetsehold furniture of the user’s home;

c)

context,
t human
e, collect
efore has
ns rooms

ments is
cleaning

ACM, the

user’s home;

d)
e)
)

g)

©
©

user’s private information;

a machine in ACM itself;

user’s time that is considered to be obtained with reducing cleaning time by introducing a machine

in ACM;

the serene and silent environment of user’s house.
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A.2.3 Possible adverse consequences

Possible adverse consequences are as follows:

a) theuserisinjured or killed by being hit by a machine in ACM;

b) the user’s home or furniture are damaged by being hit with a machine in ACM;
c) theusers’ private information is leaked thought the Internet;

d) amachine in ACM is damaged by being hit with something;

e) amarhine in ACM does not work during a period that a user has instructed it to work;

f) amafhine in ACM makes some noise.

A.2.4 Possible dangerous conditions

The listjf possible dangerous conditions is as follows:

a) amafhine in ACM closely approaches the user without intention(near-miss);
b) amafhine in ACM goes out of control at breakneck speed;

c) the network related software used in a machine in ACM has a se¢urity vulnerability;

d) amaphine in ACM breaks down.

A.2.5 Example risk criteria

The exanpple risk criteria are as follows.
a) Risk]leading to injuries of human beings or danrages of any household property (safety risk)
— $everity class S1: Minor damage of household property
— $everity class S2: Major damage of-household property
— $everity class S3: Minor injurj~to users
— $everity class S4: Severé.injury to users
— likelihood class a;-feasonably possible
— Likelihood class-b: unlikely
— likelihood\¢lass c: improbable

— likeliheod class d: extremely improbable

b) Risklleading to release of private information (security risk)

— Severity class P1: Leaking information that contains only logs of a machine in ACM

— Severity class P2: Leaking any other private information (e.g. photos of users, member list of the
user’s family)

The classes of likelihood are the same as in the safety risk case.
c) Riskofloss of user’s time (availability risk)
— Availability class T1: Outage due to equipment is one day per year

— Availability class T2: Outrage due to equipment is 12 days per year
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d) Risk of threatening user’s serene and silent environment (noise risk)

A
T}

ri
dg

K¢

A

T]
aq

— Severity class E1: noise of infrasound

— Severity class E2: noise of a frequency within limit of human hearing
— Likelihood class x: once a week

— Likelihood class y: once a month

— Likelihood class z: once a year

th

a)

can be considered:

m nine 1n ACM clgse

safety-related functions of a machine in ACM to avoid such dangerous condition;

2.6 Example tolerable risk
h example tolerable risk for the safety risk above can be written as follows:
he risk under (S4, d), (S3, d), (S2, ¢), and (S1, b) is tolerable.

Figure A.1 shows an intuitive image of the tolerable risk where the grey, ared indicates the [tolerable
cks. For the other risks, i.e. security, availability and noise risks, their tolerable risks should be
termined.

Y
S4
S3
S2
N\
N
s1 Z
&
AN
d c b a X
Y
likelihood
severity
Figure A.1 — Tolerable risk range
2.7 Example risk reduction structure
ne assumed risk reduction structure is defined with the help of information of the en@imerated
veérse consequences and the dangerous conditions. For example, to avoid the dangerous ¢ondition

Imeasures

b) the user’s manual states that the use of the machine in ACM is prohibited in the presence of

unsupervised children or pets.

Assuming those frameworks to reduce risks, an integrity level claim can be defined as follows:

Under the assumption that the users behave in accordance with the instructions given by the developer,

th

©
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e safety-related functions of a machine in ACM behaves in the expected way.
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