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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the

work.

The procLedures used to develop this document and those intended for its further maintenance a
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in the ISO/IEC Directives, Part 1. In particular, the different approval criteria-‘neéds
lifferent types of ISO/IEC documents should be noted. This document was drafted
ce with the rules given in the ISO/IEC Directives, Part 2 (see www.iso.org/diréctives
ch/members_experts/refdocs).
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bes of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops ifts

[ion and/or on the ISO list of patent declarations received (see www.iso.org/patents) or the I

xplanation of the voluntary ‘nature of standards, the meaning of ISO specific terms and

re
bd
in
DI

g

s
he
n.
1S
of

ot

to
be

v,
re
s

En

Engineerfing Standards®Committee of the IEEE Computer Society, under the Partner Standar
Development Orgafiization cooperation agreement between ISO and [EEE.

This sec¢nd edition cancels and replaces the first edition (ISO/IEC 15026-2:2011), which has be
technicailiy tevised.

The main changes are as follows:

— Clause 2 of the previous edition was deleted.

— The title of Clause 5 of the previous edition was changed and became Clause 4 of this edition.

— Revised contents of Clause 6 can be found in Clause 5 of this edition.

— Clause 7 was deleted and its revised contents can be found in 4.2 and 5.2 of this edition.

Alist of all parts in the ISO/IEC/IEEE 15026 series can be found on the ISO website.
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Any feedback or questions on this document should be directed to the user’s national standards
body. A complete listing of these bodies can be found at www.iso.org/members.html and
www.iec.ch/national-committees.
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Introduction

The purpose of this document is to define assurance case structure terminology, thereby improving
consistency and comparability among instances of assurance cases and facilitating stakeholder
communications, engineering decisions, and other uses of assurance cases.

This document does not place requirements on the quality of the contents but describes the structure
and meaning of assurance cases with the necessary level of precision and detail so as to avoid

inconsist

ent and subjective use of the terms.
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ents for redundancy or co-location.

e cases are generally developed to support claims in areas such as safety, reliabilif
ability, human factors, operability, and security. They are applicable to any property of
hese assurance cases are often called by more specific names,€sg: safety case or dependabili
IEC/IEEE 15026-1 provides concepts, terminology, backgraund and a list of standards relatg
nce cases.

fument uses the terminology and concepts consistent with ISO/IEC/IEEE 12207,

in conjunction with ISO/IEC/IEEE 12207011 or ISO/IEC/IEEE 15288 [2],

standards addressing different application areas and topics related to assurance cases possitily
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INTERNATIONAL STANDARD ISO/IEC/IEEE 15026-2:2022(E)

Systems and software engineering — Systems and software
assurance —

Part 2:
Assurance case

1| Scope
This document specifies requirements for structure terminology of assurance cases)

This document is applicable for developing and maintaining assurance cases;

2| Normative references

The following documents are referred to in the text in such a vay that some or all of theif content
cqnstitutes requirements of this document. For dated references, only the edition cited applies. For
updated references, the latest edition of the referenced document (including any amendments) applies.

ISO/IEC/IEEE 15026-1, Systems and software engineeringy— Systems and software assurance +— Part 1:
Cqncepts and vocabulary

3| Terms, definitions and abbreviated terms

3]1 Terms and definitions

Fgr the purposes of this document, the terms and definitions given in ISO/IEC/IEEE 15026-]1 and the
following apply.

IS0, IEC and IEEE maintain termminology databases for use in standardization at the following agldresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia;ravailable at https://www.electropedia.org/

— IEEE Standards Dictionary Online: available at https://dictionary.ieee.org

NOTE For additional terms and definitions in the field of systems and software enginegring, see
ISP/IECHEEE 24765,[7] which is published periodically as a "snapshot" of the SEVOCAB (Systems and software
EILgineering Vocabulary) database and is publicly accessible at computer.org/sevocab.

3.11
assurance case
auditable artefact that provides a convincing and sound argument for a claim on the basis of tangible
evidence under a given context

Note 1 to entry: An argument is valid if and only if it is necessary that if all of the premises are true, then the
conclusion is true. An argument is sound if and only it is valid and contains only true premises.

© ISO/IEC 2022 - All rights reserved 1
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3.1.2

assurance case report

auditable artefact that provides the claim of an assurance case (3.1.1) and a complete index of the
argument and evidence of the assurance case such that the assurance case of interest can be assembled
from the index

Note 1 to entry: An assurance case report is mapped to the report field [5.2 c)]. An assurance case report is
an introduction to the assurance case. Its content varies from one case to another. For simple and/or small
assurance cases a report can be superfluous. For larger or more complex assurance cases the report can include
a system description, some of the argument and its supporting evidence e.g. the higher-level arguments and their
supportingevidence:

Note 2 to| entry: Assurance case reports are often issued as periodic updates to the assurance caseat/pie-
agreed pojints such as at the end of a life cycle stage. They report on results of assurance activities doné¢ so far, an
assessmeht of overall progress and a review of assurance activities’ performance. Assurance case repprts can pe
used at ddcision gates for stage exit/entry by suppliers and for project monitoring by acquirers.

3.1.3
basic assumption
assumption in a collection of claims shared by assurance cases (3.1.1) in a specifie field

Note 1 to ¢ntry: Such a collection corresponds to a set of axioms in formal systemyin logic.

3.1.4
inference
reasoning step that derives a claim from a list of claims (premises)under a specified context

Note 1 to|entry: The claim derived by inference is the conclusien, and the supported claims from which the
inference [derives the conclusion are the premises.

Note 2 to ¢ntry: There are special inferences called obvious.nferences. See 5.3.4 EXAMPLE 2.

3.1.5
property
attribute]of things

3.1.6

type
set of valpes, elements or items

3.1.7
undevelpped argument
placeholder argument to-bereplaced by a concrete argument

3.2 Abpreviated:terms

CAE claims arguments evidence

GSN gnn] ernr‘hlring notation

SACM structured assurance case metamodel

4 Use of assurance cases

4.1 Overview

Assurance that the system achieves certain objectives is particularly important when the system and
its interaction with the environment are complex and evolving. Assurance cases make claims that
concern selected properties of the system, and argue for the truth of those claims. While properties
may be selected for any reason, the common reason of selection is that they are uncertain while high

2 © ISO/IEC 2022 - All rights reserved
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confidence is demanded. An assurance case can be used to establish the values and the uncertainties
associated with the claims. The assurance case presents arguments that support the claims. However,
uncertainty can arise from a number of aspects of the argument including:

— the validity of the inference linking the claim to its supporting claims;
— the scope and relevance of applied context;

— therelevance and trustworthiness of the evidence supporting the claims.

dNCEe C O _pPresen O ) N aroument along [ pne

The objecti 3 3 3 g arg g ied ranges
validity or confidence levels. To be convincing, the argument needs to address the uncentainties in
balanced manner and assert that the arguments establish the claims only to the spegified levels of
validity and confidence. The readers of the assurance case form their conclusions regarding syfficiency
ofithe evidence presented therein.

There are other sources of uncertainty; refer to 2:5.3.3 in Reference [9] for a more’complete statement
on uncertainties in arguments.

NPTE1 The values and their uncertainties established for each claim by ,an”assurance case cah be non-
nymerical because not all claims are expressed in terms of numerically measutable property.

NPTE2 The term "uncertainty" is used as a general termi,“to cover "lack of certainty." See
ISP/IEC/IEEE 15026-1:2019, 5.6. Different communities restrict the application of this term to limited psage, e.g.
to| predictions of future events, to physical measurements already‘made, or to unknowns; but in this document
thle term applies to any uncertainty.

Users of the assurance case can assess the truth ofthe“top-level claim that the property of interest
is|realized in the product or service. The assessment can also cover the uncertainty in theg truth of
the claim. The assessment of the top-level claim ‘and its support along with related uncertaipties and
cqnsequences constitute a basis for rationallymanaging risk, establishing grounds for appropriate
cqnfidence, and aiding in decision making. Stakeholders can make better decisions about p system
when the uncertainties of conclusions are@nderstood and reduced. Assurance cases are developed for
vgrious audiences, taking into accountthe needs and characteristics of each audience. For [example,
anp assurance case for service developers may differ from an assurance case for regulators, eyen if the
uIderlying system of interest is one“and the same.

NOTE 3  The text often refers t¢-a single assurance case. However, a system can have multiple assuralnce cases.

The degree of validity and.tonfidence level provided by the assurance case needs to be propprtionate
td the risk reduction required in the system of interest. Achieving an acceptable level of valjidity and
cqnfidence dependupon the complexities of the system, the technology involved in its construftion, the
d¢veloper’s expefienice with the technology and the novelty of the assurance arguments used. It may
also depend on'the type of stakeholders concerned in the assurance case and the purpose of its use and
tHe context©f-their evaluation.

NQTE 4.5=See ISO/IEC 15026-3[3] for more detailed discussion on this point.

Anassurance case argues that interactions of a system with the intended environment of use, jncluding
the service it delivers, are as intended/specified. Consequently, the development of the assurance case
should be integrated into the whole system life cycle, considering the environment.

NOTE S5  Selecting the top-level claim and the properties it involves is not restricted by this document. Top-
level claims can be specified in stakeholder requirements, established by an approval authority for the system or
product, or selected for reasons internal to the system.

NOTE 6 Limitations of a system’s or product’s assurance case are reflected in
— the guidance,

— transition, operations, and maintenance documentation,

— training,

© ISO/IEC 2022 - All rights reserved 3
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— operator and user aids,

— data collection capabilities, or

— services included in or accompanying the system or product.

Assurance cases need to be maintained as the system evolves. This includes changes in the system
design, its operational environment or its use, as these can impact the context and assumptions relied
upon in the argument. Assurance cases should be initiated at the earliest life cycle stage of the system
of interest and maintained through to its concluding life cycle stage. The system and its life cycle,

as well

s their environment, change after initial delivery. The technical processes can be chang

d

because
continue

the original assurance case should be modified or augmented.

NOTE 7

are not o
managem
cycle. The
follows th
(11 ISO/IE
Software

The trut

presenting, for instance, as much uncertainty as can be considered,

bf the modifications needed after initial delivery. Also, useful evidence can be obtained aft
1 operation in production, especially in the case of dependability related claims. In both-casg

In the context of system life cycle process and software life cycle process, the mainteriance activiti
hly invoked during operation stage but also during other stages by agreement processes, technid
ent processes and technical processes. Assurance case maintenance follows the system maintenancel
milestone for assurance case acceptance and any modifications to the baseline assurance cases, there

e governance of life cycle processes as provided by 1SO/IEC/IEEE 15288 [5land’1SO/1IEC/IEEE 122(7.

[/IEEE 15026-4,[4] provides guideline for assurance activities as System Assurance process view a
Assurance process view.

n of the claim should be assessed in a balanced way so as‘tovfemove unconscious bias |

4.2 ApElication of this document

Applicatipn of this document supports use of assurance cases by providing for the following.

a) Ana
of ar

NOTH
main

b) Alog
asaj

c¢) Records documenting the fulfilment of the requirements of this document are produced and

prov

5 Stru

5.1 Ge

Subclaus

ssurance case having the structure specified by'Clause 5 is provided as an artefact or collecti
Lefacts of the system.

As an artefact of the system, the assurance case is generally constructed with the system a
fained as the system is maintained.

ical mapping between the assutrance case and the structure specified by Clause 5 is provids
part of the assurance case. [5.3.6 )]

jded as a part of the assurance case [5.3.6 g)].

cture of assurance cases

neral

e 5’2 defines the structure of assurance cases by means of a record type that has three field

er
S,

es
al
fe

Dy
hd

Py

n

hd

bd

5.3 defin

psthe types that are used in 5.2

A mechanism shall be provided that helps ensure that each identifier refers to an unambiguously
defined value of some type, is an explicitly declared parameter, or is a generally accepted term.

The Appendix D to Reference [10] gives the basis for the approach taken in this clause.

Examples of each structure are provided in Annex A, and a more complex example is given in Annex B.
Annex Cis a comparison of this document and three community standards GSN, SACM and CAE in terms
of mapping the structure terminology in the former to the terms in the latter.
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2 Top-level structure

An assurance case is a record that has three fields: main field, evidence field and report field.

a)

b)

Main field

A supported claim (5.3.5).

NOTE An assurance case is incomplete if its main field contains an undeveloped argument (3.1.7).

Evidence field

5

5

TI
a)
b)
c)
N
itd
of]

N
py

E3
A
E3
A

5
T}

3.1 Context type

3.2 Evidence type

A set of evidence items (5.3.2).
Report field

A narrative introduction (5.3.6). Its assurance goal field (5.3.6 d)) corresponds to the
claim of the main field. The contents of the report field constitute the assurance case repo

3 Description of types

e context type is the type of list whose elements are:

the definition of a term or identifier;

a basic assumption (3.1.3) on the terms defined,ifthe assurance case; or
areference to a document concerning the system of interest.

DTE1  Contexts can be used to define identifiers specific to the assurance case that refer to, e.g
ms, other components of the assurance caseythe system of interest and its components, and the eny
the system of interest.

DTE 2~ When multiple local definitions for an identifier are allowed, the mechanism required in 5.}
oper scoping rules to help ensure that each occurrence of the identifier refers to a unique local defin

(AMPLE 1
definition of "tolerability targets" for each identified hazard can be given in a context.
{AMPLE 2

eference to the System requirements specification can be specified in a context.

e evidence type is the record type which has the following four fields. An element of eviden

top-level
rt (3.1.2).

evidence
rironment

P enforces
tion.

Ce type is

C4

Iled’an evidence item:

NOTE1 An evidence item is an available body of facts or information that support an assertion of
claim.

NOTE 2 Evidence can be a document that demonstrates a redundancy requirement has been
implemented in a component. It can also be operator and training manuals.

a)

©
©

An artefact consisting of tangible data or information which includes the following:

truth of a

physically

1) description of items produced by the life cycle processes of the system of interest, such as

contracts and design descriptions;

2) reportsprovided by the activities of the system of interest, aslisted in ISO/IEC/IEEE 15289:2019,

7.6;

ISO/IEC 2022 - All rights reserved
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3) record provided by the activities of the system of interest, as listed in ISO/IEC/IEEE 15289:2019,
9.3;

4) authoritative documents such as laws, standards and scientific documents on established
theory, history, and observations;

b) scope of applicability of the evidence;

c) uncertainty, including the credibility of its source (e.g. authenticity, trustworthiness, and
competence) and the measurement accuracy;

d) assu

NOTE 3
newly cre
collecting

mptions associated with the evidence.
An evidence item can exist independently of the assurance case before its construction, ©r-can

an evidence item, such as field data, can be another evidence item. An evidence item ds\to support

claim in tle assurance case, as indicated in the definition of argument type (5.3.5).

NOTE 4
be unders|

NOTE 5
be manag

NOTE 6

NOTE 7

The artefact can become quite large. In such cases, the artefact is organized, located, and presented
tandable to those who review, approve, or directly use it.

When evidence items are created in developing the assurance case, it is'mere convenient for them
bd independently of the arguments.

Multiple assumptions in d) are taken as their conjunction.

Evidence and claims are related by supported claim. Additional explanation can be given in a conte

of that supported claim.

533 (

laim type

The clainm type is the type of claim as defined by ISOAEC/IEEE 15026-1:2019, 3.1.4.

NOTE
of a situat

EXAMPLE

Failure ra
of the pro

EXAMPLE

jon invalidating the claim occurring or, by:the duration for which the claim is valid.
1

fe of the memory board is lessthan 1073 failures per year. (This is an example of limitation on the val
berty associated with the claim. See Note 2 to entry of ISO/IEC/IEEE 15026-1:2019, 3.1.4).

2

The certifficate for authentication is valid until 2020-12-31. (This is an example of limitations on duration of t

claim's va
EXAMPLEH

Probabilit
uncertain|

idity associated\with the claim. See Note 2 to entry of ISO/IEC/IEEE 15026-1:2019, 3.1.4).
3

y of oegurrence of a specific hazard in a year is less than 10-3. (This is an example of condition-relat
Ly. See Note 2 to entry of ISO/IEC/IEEE 15026-1:2019, 3.1.4).

pe

ated or collected for the purpose of constructing the assurance case. A description of preparation for

a

to

to

Xt

There are different ways of stating claimsxby the probability of the claim being false, or the probability

e

bd

EXAMPLE+4

The code coverage of the software testing is 99 % but the correctness of remaining 1 % is reviewed by the
supplier. (This is an example of limitations on the uncertainty of the property value meeting its limitations. See
Note 2 to entry of ISO/IEC/IEEE 15026-1:2019, 3.1.4).

EXAMPLE 5

All hazards are considered appropriately managed by safety panel.
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5.3.4 Inference type
The inference type is the type of inference (3.1.4).

NOTE An inference combines the supported claims to form an argument (5.3.5).
EXAMPLE 1

An instance of logical inference rule can be an inference. The instances of premises of the inference rule are the
premises of the inference and the instance of conclusion of the inference rule is the conclusion of the inference.

EIAIVIFLB Z

There are special inferences called obvious inferences. The obvious inference can be used when/rgaders are
expected to agree with the obviousness. The explicit mention of the obvious inference clarifies'the assa]:lmptions.

An inference can be universal, like a logical inference rule, or can be specific td¢the assurance case.

Juistifications for inferences may be given in a context (5.3.1).

5.5 Supported claim type and argument type

The supported claim type and argument type are record types that arésmutually recursively defined as
follows.

Alsupported claim consists of

a)l aclaim C (5.3.3),

b) anargument A that supports a), and

c)| apossibly empty list of contexts (5.3.1).
Contexts in the list c) applies to a) and b).

An argument A that supports a claim C js either

d] an undeveloped argument (3.1.%), or

e)| apair consisting of

1) apossibly emptydistof contexts (5.3.1), and
2) either

i) aninference R (5.3.4) with a list of supported claims SC;, SC,, SC5 ... SC,,, where R derives C
from the set of claims of SC;, SC,, SC5 ... SC,, or

ii] )areference to an evidence item (5.3.2) that supports the truth of C.

Alsupported claim is incomplete if it contains undeveloped arguments.

Contextsime) 1) appiiesto e) 21 and eJ 2)1i)-

NOTE1 It is possible that the assurance case writer wishes to concentrate on some parts of assurance
case leaving other parts undeveloped for the time being. Undeveloped argument makes explicit that it is left
undeveloped.

NOTE 2  Avariety of methods can be used to construct an argument. These methods, including the tools used,
vary in their applicability, power, resulting accuracy and uncertainty, and ease of use.

NOTE 3 Claims, evidence, and arguments can have uncertainty specified in the context.

© ISO/IEC 2022 - All rights reserved 7
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EXAMPLE

Figure 1 depicts an example supported claim SC using goal structuring notation (GSN).[12] SC consists of claim C,
argument A that supports C, and the empty list of contexts. A is the pair consisting of the empty list of contexts
and inference R with the list of supported claims SC;, SC, and SCs.

5.3.6 N
The narr
a) desc
b) desc
c) desc
NOTH
d) thet
NOTH
e) desc
the s
f) anu
justi
NOTE 3
g)
NOTE 4

1SC |

by this document that either covers the whole structure or is accompanied by a documents

T ; ATCUIMET A
: , that supports C

Figure 1 — Example of a supported claim

Jarrative introduction type

htive introduction type is the record type that has the following fields:

Fiption of the system and service;

Fiption of the environment in which the*system and service are used;

iption of the system life cycle;

1  Descriptions of the transitierand disposal process are important in c),

bp-level claim of the assurance case together with a discussion of its uncertainty;
2 The top-level claim represents the goal of assurance activity.

ription of all changes relevant to the assurance goal that are made to the previous version
ystem or are planned for the next version;

hambiguolls mapping between elements of the assurance case and the structure provids

for the.purpose of clarifying the mapping;

fication for not covering the whole, possibly with information augmenting the assurance ca

pd
b

that the uncertainty is negligible.

records documenting the fulfilment of the requirements of this document.

NOTE 5

If uncertainty is not explicitly specified in a claim, then the mapping can augment it by stating

Different parts of an assurance case typically involve different technical fields with different,
possibly conflicting, terminologies and notations. The mapping can be supplied with augmenting information for
translation among them in order to integrate those parts into the whole structure as specified in this document.

Narrative can be used in a number of areas, such as an executive summary of findings and conclusions
as well as to expand on certain points.
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Annex A
(informative)

Examples of supported claims and arguments

2022(E)

This annex provides examples of supported claims and arguments (5.3.5). In each example, a), b), ¢), d),
e)| 1), €) 2) i) and e) 2) ii) denotes the field of supported claim and argument. The expression{a, b, c, ...}
dé¢notes the set consisting of a, b, ¢, .... The symbol @ denotes an empty set.
A|GSN diagram is attached to each example.
EXAMPLE 1
S, is a supported claim and A, is an argument. They are given by the following fields, Figure A.1 depicfts them.
S¢, claim a): C; argument b): A; contexts c): @
A} contextse) 1): @ reference to evidence item e) 2) ii)~E,

r=—==—=—====7% 1

SC
1 9L N !
¢, O

| <1

s> Al

1 Ay L

. i

I : !

| |

Q _'—_—_—_—_—_—_—_-_!'

Figure A.1

EXAMPLE 2
S{,; and SC, are supported dlaiths and A; and A, are arguments. They are given by the following fields. Figure A.2
dgpicts them.
S¢, claimea)-C; argumentb): A; contexts c): @
A} contextse) 1): @ inference e) 2) i): Ry with {SC,}
S¢, claim a): C, argumentb): A, contexts c): @
A} contextse) 1): @ reference to evidence item e) 2) ii): E;
© ISO/IEC 2022 - All rights reserved 9
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Figure A.2

EXAMPLH 3

SC;, SC;, apd SC3 are supported claims and A; A, and A; are arguments. They are given by the following fields.
Figure A.3 depicts them.

SC, claim a): C; argumentb): A; contexts c): @

Ay contextse) 1): @ inference e) 2) i): R; with {SC,, SC3}
SC, claima): C, argumentb): A, contexts ¢): @

A, contextse) 1): @ reference to evidence item(@)'2) ii): E;
SC; claim a): C5 argument b): A, centexts c): @

Ag contextse) 1): @ reference to evidence item e) 2) ii): E,

Figure A.3

EXAMPLE 4

SC;, SC; and SCy are supported claims and A; A, and A; are arguments. They are given by the following fields.
Figure A.4 depicts them.

SCy claim a): C; argument b): A; contexts c): @

10 © ISO/IEC 2022 - All rights reserved
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Ay contextse) 1): @ inference e) 2) i): R; with {SC,, SC5}
SC, claima): C, argumentb): A, contexts c): @

A, contextse) 1): @ reference to evidence item e) 2) ii): E;
SC; claim a): C4 argument b): A, contexts c): @

Ag undeveloped argument d)

Tiresupported chainr S€ s imcomptetesince itssub-supported chaimr S€3 s umdevetoped:

Figure A.4

EXAMPLE 5

S@, SC, and SC; are supported claims-and A; A, and A3 are arguments. They are given by the followjing fields.

)

Fipure A.5 depicts them.

S¢, claima): C; argumentb): A;  contexts c): {X;}

A} contexts ell): {X,} inference e) 2)i): R; with {SC,, SC5}

S¢, claim@):C, argumentb): A,  contextsc): @

A} contextse) 1): @ reference to evidence item e) 2) ii): E;

S¢, claim a): C; argumentb): A;  contexts c): @

A contexts e) 1): @ reference to evidence item e) 2) ii): E,

© ISO/IEC 2022 - All rights reserved 11
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r—-="=-"=-"=-"="="="="=-"=-"=-"=-"=-"=-"==-== 1

1 SC; |

: C; —P[ X ] |
I

o= P -- y

|

|

Figure A.5
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Annex B
(informative)

An example of top-level structure of assurance cases

Bl1 General

This annex provides an example of top-level structure (5.2) of assurance cases; namely) examiples of a)
mjain field, b) evidence field and c) report field. Figure B.1 depicts the example using GSNI11],

An assurance case has three fields: a) main field, b) evidence field and c) report field.

I the example, a), b), ¢), d), €) 1), e) 2) i) and e) 2) ii) denote the field of supported claim and afgument.
The expression {a, b, c, ...} denotes the set consisting of a, b, c, .... The symbol@ denotes an empty set.

Fault Tree
Analysis
(Ref doc005)

Verification
(Ref doc004)

NOTE This example assurance case is adapted from Reference [11], p.14:

ettt el a) Main field @ —y-------------------- r-=-f-=---------------------jr--b)Eviden:eﬁeldj--\
| el A Rkl S Dl i 1, !
§ SG j cr i ;
| —— i |
j (XI (Operating role and environment of X)) Cofnlrtol 53'5‘5:" XS.acceptably [\, f X2 (Definition of X)) 1, }
| safe to operatg 1 3 N
1 Refdoco0z ) = Ref doc001 ~>{doc001: |
S -t R O T e di 1A O |
i N 11! |Control Systkm X |
i : Ay R1 N :: : : y :
. Argumeént over product and : |3 1B |
[ process aspects I‘lw | N |
M e e e cce e e e e e Y e e e = R e = = = N |}‘Ndoc002: !
oy fxs C, [ee Jre=========- Lk PR T Ii || Title : Operafing Role | -
iy i i ] . v SCg 1 g 1l |and Environfment of X |
| ] I Tolerability targets definition All identified hazards have‘been| | h 1 | Software in the Control I |
1 | H1 -- should be eliminated eliminated or sufficiently I x4 (Hazards) I | System has been nh 3 |
| L H2 -- 1x10-6 per year mitigated developed to SIL 1 I; | |
1y \ H3-- 1x10-3 per year -‘ 1 | Refdoc003 I' | appropriate to hazards[l'| |doc003: B !
flym e e e e e e = = (W = = = = = = :' --------- —-— ": involved 1 I |Functional Hazard !
L N i i |
1 1A X5 R2 Ti' | |Analysis Report !
T e e == |_~..\____<_>___.,l1w e ]
frog All hazards have Argument over each L _»_“__,——-‘I'h’l? Hazard H2 !
fogn been identified identified’ hazara [ _ 1l e N PR !
| N St = ! 111 | Hazard H3 !
Prgr 1SC H SCop! it doc004: N
fror ) e s Y Jes il e |
Fo J i A/ i |<|:_‘_>Formal Veriflcation !
oy 1 1 Hazard H1 has been IProbability of Hazard H2 Probability of Hazard H3 i === -7 ] 1. |Report !
| L : eliminated loccuring < 1x10-6 per year MY occuring < 1x10-3 per year l[__/-—"' 1 Ii | !
foor, T Y T rew----- o m 111 [docoos: N
oy ==———— 1 1 L !

| 1 1 |[FTA Report |
fog A, 1 L _‘___<:|‘~;—> d 1
! 1 L o ‘
Fog [T Lo W !
g Formal T !
P |
P i
| I |
fog ]
| N I

! I
| ‘c) Report field % Narrative Introduction of !
Assurance case |

I

]

Figure B.1 — Example assurance case

B.2 Main field

The value of the main field is supported claim SC;. SC; and its components are given by the following
field values.
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Supported claim

SCy a): C;
b) Ay
) {Xy, X5}
SC, a) C,
D) Az
) {X3, Xy}
SC; a) Cg
b) undeveloped argument
) {Xy}
SC, a) Cy
b) A3
o
SC; a) Cg
b) A,
o
SCq a) Cg
b) A,
)0
Argument
Aq e o
e) 2) i) Ry
A; e) 1) {Xg}
e) 2R,
A, €y1) o
e) 2) ii) E;
A, ey
e) 2) ii) E,
Claim
Cy "Control system X is acceptably safe to operate."
C, "All identified hazards have been eliminated or sufficiently mitigated."
14 © ISO/IEC 2022 - All rights reserved
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Cs3 "Software in the Control System has been developed to SIL appropriate to hazards involved."
Cy "Hazard H; has been eliminated.”

Cg "Probability of hazard H, occurring is less than 1¥10-6."

Ce "Probability of hazard H; occurring is less than 1¥10-3."

Context

X[ Operating rote and CONtext of X (Teference to docuuZ)

X3 Definition of the system X (reference to doc001)

X3 Tolerability targets definition.

H; — should be eliminated

H, — 1x10-% per year

H; — 1x10-6 per year

X} Hazards identified from FHA (reference to doc003)
Xg "All hazards have been identified."

Inference

1 Argument over product and process aspeéts, which derives C; from {SC,, SC5}

b Argument over each identified hazard,which derives C, from {SC,, SCs, SCs}

L

bference to evidence item

Formal verification report (reference to doc004)

o

Fault tree analysis report(reference to doc005)

B3 Evidence field

The value of the evidence field is the set of five evidence items doc001, doc002, doc003, dof004 and
d¢c005 that are referred to in the main field.

— doc001 Definition of control system X (referred to in the context X,)
— doc002.Qperating role and environment of X (referred to in the context X,)

— decD03 Functional hazard analysis report (referred to in the context X,)

—_d0c004 Formal verification report (referred to by E.)

— doc005 FTA report (referred to by E,)

These can be selections from information item contents as provided in ISO/IEC/IEEE 15289.[¢] They
include, but are not limited to, concept of operations, service level agreement, system requirement
specification, system architecture description, as well as problem report and incident report.

B.4 Report field

In the report field, there is a narrative introduction of the assurance case which conforms to the
narrative introduction type (5.3.6).
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Annex C
(informative)

Comparison of terminology

C.1 General

This ann
— goal
—  strud
— CAE
See Tabld
Double q

The stru
instance,

in this dgcument differ from those in GSN. The overview giyefUin this annex addresses only the GS

core notd
in argum

Table C.1
relations
CAE offe
underpirn

bx compares terminology used in this document and in the following documents.
structuring notation (GSN)[1

tured assurance case metamodel (SACM™)[12]

FrameworkI[13],[14]

| C.1.

iotes are used to mark terms defined in GSN, SACM and CAE.

'ture terminology provided in this document is covered by.that of GSN, but not vice versa. F
modules and parameters are not covered. Also, the congepts of arguments and argumentati

tion and has limited ability to represent the GSN extensions necessary to apply best practi
entation.

| provides a simple association that is expanded upon in the following subclauses. Th

r concrete representation notations, SACM is a metamodel. Mappings of the metamodq
ning GSN and CAE notations to the SAEM are available.

Table C.1= Comparison of terminology

hip for GSN is only to the core notation and extensions to GSN are not addressed. GSN and

pr
n

N
Ce

is

Is

No. This document GSNI[11] SACMI[12] CAE[13] [14]
1|Context Context ArtifactReference N/A
Justification Claim
(assertionDeclaration:
axiomatic)
Assumption Claim
(assertionDeclaration:
assumed)
2|Evidence item Evidence item Artifact Evidence
3| Claim Goal Claim Claim
(assertionDeclaration:
asserted, needsSupport)
4 |Inference Strategy ArgumentReasoning Argument
5|Argument N/A N/A N/A
6|Supported Claim Argument ArgumentPackage N/A
7 |Narrative introduction |N/A N/A N/A
8|Reference to an evidence |Solution ArtifactReference N/A
item
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C.2 Context (5.3.1)

C.2.1 GSN

A context can be represented as a "context”, "assumption", or "justification" of GSN, depending on the
nature of the context (subclauses 0:4.5, 0:4.6, 0:4.7, 1:2.1.4 and 1:2.2.7—1:2.2.19 of Reference [11]).

The GSN makes a semantic differentiation between these types of contextual elements in addition to
the symbolic differences.

NQTE See also C.7 for the conceptual differences GSN uses for Argument and its treatment.of evidence
it¢ms.
Cl2.2 SACM

Alcontext can be represented as an "ArtifactReference” or a "Claim" with "assertionDeclaratipn” set to
"assumed" or to "axiomatic". Either way, it should be associated with a "Claim" ¢r;an "AssertedIpference"”
td which the context is added by an "AssertedContext". Contextual ,infermation for tIe whole
agsurance case, e.g. definition of terms, can be included in a "TerminglogyPackage" contaimed in an
"AssuranceCasePackage" (subclauses 11.9, 11.11, 11.14, 11.16, 10.4, and9.2 of Reference [12]).

Ci2.3 CAE

The concept of a context has no named counterpartin CAE. "@ther" node type (See 3.1.5 of Referlence [15]
for example of its usage) can be used for contexts. Contextual information can also be contdined in a
"daim"[13] and in a "side-warrant"[14],

C|3 Evidence item (5.3.2)

Ci3.1 GSN

An evidence item itself has no representation in GSN notation. A "solution" containing a reference to an
eyidence item is used instead (subclauses 1:2.1.4 and 1:2.2.7—1:2.2.9 of Reference [11]). "Evidence" is
e¥plained as "information or objective artefacts being offered in support of one or more claims" in the
glpssary of Reference [11]. While“assurance cases defined in this document can contain evidence items
thHemselves (5.2 b) evidence field), "goal structures"” in GSN can contain only references to themn.

NQTE See also C.7 forthe conceptual differences GSN uses for argument and its treatment of evidepnce items.

Ci3.2 SACM

Anevidenceifem can be represented as an "Artifact" associated with a "Claim" by an "AssertedEvidence."
(spbclauses\12.7,11.11, 11.15 of Reference [12]).

C{3.3\_CAE

Amevidence 1tem Itsell has no representation 1N CAE notation. An “evidence 1N CAE Is a reference to the
evidence item[13l.,

C.4 Claim (5.3.3)

C4.1 GSN

A claim is represented as a "goal” (subclause 1:2.1.4 and 1:2.3 of Reference [11]).
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C4.2 SACM

A claim can be represented as a "Claim" of SACM. Its attribute "assertionDeclaration" should be set
either to "asserted" if the argument supporting it does not contain an undeveloped argument, or to

"needsSupport"” otherwise (subclauses 11.11, 11.8 of Reference [12]).

C4.3 CAE

A claim can be represented as a "Claim" of CAE[L3],

C.5 Inference (5.3.4)

C.5.1 GSN

Aninference can be represented as a "strategy"” (subclause 1:2.1.4 and 1:2.2.3—1:2.2.6 of Reference [11
A strategly is an optional element in GSN. Its presence does not modify the semantics 6fithe argument.
is only prjovided for clarity and its omission implies an obvious inference (3.1.4).

C.5.2 CM

An infergnce can be represented as an "ArgumentReasoning” associated with an "AssertedInferenc
(subclauges 11.12, 11.14 of Reference [12]).

C.5.3 (AE

An inferdnce can be represented as an "Argument” of CAE[13L:

C.6 Supported claim (5.3.5)

C.6.1 GSN

The condept of a supported claim has no~hamed counterpart in the core GSN. A supported claim

correspopds to that part of an overall goalstructure consisting of a "goal” and all the elements reachah
from it through links "SupportedBy".and "InContextOf" (See Reference [11]).

C.6.2 CM

The concept of a supportediclaim has no named counterpart in SACM. A supported claim correspon
to a collection of elements’consisting of a "Claim" and all the elements reachable from it throug
"AssertedlRelationshipts.”Such a collection can be represented using the more general concept of :
"ArgumeptPackage™)(subclause 11.4 of Reference [12]).

C.6.3 E

—
=+ =

le

s
rh
hn

The conceptof a supported claim has no named counterpart in CAE. A supported claim corresponds

Lo

that part of an overall CAE structure consisting of a "claim" and all the elements supporting it.

C.7 Argument (5.3.5)

The concept of an argument in this document has no named counterpart in GSN, SACM nor CAE.

In

particular, argument in the sense of this document is different from "argument” in GSN. Similarly to

how a supported claim corresponds to that part of goal structure in GSN that is headed by a "goa

I,

the concept of an argument in this document corresponds to that part of goal structure headed by a
"strategy" etc. In CAE, an argument can be represented as that part of a structure headed by "argument".
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