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Foreword

ISO (the
Commiss

International Organization for Standardization) and IEC (the International Electrotechnical
ion) form the specialized system for worldwide standardization. National bodies that are

members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IEC JTC T.

The prodedures used to develop this document and those intended for its further maintenangce are

describe
different
rules giv

IEEE Sta
Committ
standard
Institute

final progluct. Volunteers are not necessarily members of the Institute and serve without compensatign.

While th

in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the
types of ISO documents should be noted. This document was drafted in accordance with the
en in the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

hdards documents are developed within the IEEE Societies and the Standards Coordinating
bes of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its
s through a consensus development process, approved by the Amefican National Standarfls
which brings together volunteers representing varied viewpoints-and interests to achieve the

e [EEE administers the process and establishes rules to promote fairness in the consensfis

developnpent process, the IEEE does not independently evaluate, test/or verify the accuracy of any of

the infor

Attentior
of patent
rights. [
Introduc

Any trad
constitut

For an e
expressi(
World Ty
.org/iso/

mation contained in its standards.

is drawn to the possibility that some of the elements of this document may be the subject
rights. ISO and IEC shall not be held responsible for identifying any or all such patent
etails of any patent rights identified during the*development of the document will be in the
fion and/or on the ISO list of patent declarations received (see www.iso.org/patents).

e name used in this document is informiation given for the convenience of users and does npt
e an endorsement.

xplanation of the voluntary nature of standards, the meaning of ISO specific terms and
ns related to conformity assessment, as well as information about ISO's adherence to the
ade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.ifo
foreword.html.

This doc

Subcomnpittee SC 7, Software and systems engineering, in cooperation with the Systems and Softwafe

Engineer
Developn

This first

The mair

Lment was prepared by Joint Technical Committee ISO/IEC JTC 1, Information Technology,

ing Standards( Gommittee of the IEEE Computer Society, under the Partner Standargls
nent Organization cooperation agreement between ISO and IEEE.

edition(cancels and replaces ISO/IEC 15026-1:2013, which has been technically revised.

changes compared to the previous edition are as follows:

— defin

1tions of terms mtroduced 1n I5SU/IEC 15026-3:2015 are added,;

— definitions of terms whose definitions are modified in ISO/IEC 15026-3:2015 are updated.

Alist of all parts in the ISO/IEC/IEEE 15026 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A

complete

listing of these bodies can be found at www.iso.org/members.html.
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Introduction

Software and systems assurance and closely related fields share concepts but have different vocabularies
and perspectives. This document provides a unifying set of underlying concepts and an unambiguous
use of terminology across these various fields. It provides a basis for elaboration, discussion and
recording agreement and rationale regarding concepts and the vocabulary used uniformly across ISO/
IEC/IEEE 15026 (all parts).

This document clarifies concepts needed for understanding software and systems assurance and,

articutar, SOAEC15026-2,1S0 1t5026-3amd1SO/AE€ 15026-4. It
sypports shared concepts, issues and terminology applicable across a range of properties, -application
d¢mains and technologies.

ome 0 0Se CeItralr to the use o O 026-
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Concepts and vocabulary

Scope

nis document defines assurance-related terms and establishes an organizedyset of cong
lationships to form a basis for shared understanding across user communities for asst
ovides information to users of the other parts of ISO/IEC/IEEE 15026 including the coml
multiple parts. The essential concept introduced by ISO/IEC/IEEE 15026 (all parts) is the §
claims in an assurance case and the support of those claims through{argumentation and
nese claims are in the context of assurance for properties of systems’and software within
ocesses for the system or software product.

bsurance for a service being operated and managed on an (©Ohgoing basis is not covered in
EE 15026 (all parts).

variety of potential users of ISO/IEC/IEEE 15026“(all parts) exists including develo
hintainers of assurance cases and those who wish~te develop, sustain, evaluate or acquire
at possesses requirements for specific propefties in such a way as to be more certain
operties and their requirements. ISO/IEC/IEEE. 15026 (all parts) uses concepts and terms c
ith ISO/IEC/IEEE 12207 and ISO/IEC/IEEE*15288 and generally consistent with the ISO/I}

fr
di

The primary purpose of this doCument is to aid users of the other parts of ISO/IEC/IEEE

pfoviding context, concepts and explanations for assurance, assurance cases and integrity leve
edsential to assurance practice, details regarding exactly how to measure, demonstrate o
p4rticular properties are'nét covered. These are the subjects of more specialized standards o

n

2
T}

3

pm concepts and terms to which they may be accustomed. This document attempts to claj
ferences.

mber are referenced.and included in the Bibliography.

Normative references

here aremno'normative references in this document.

Terms and definitions

epts and
rance. It
ined use
tatement
pvidence.
life cycle

1SO/IEC/

bers and
a system
of those
pnsistent
£C 25000

ries, but the potential users of ISO/IECAEEE 15026 (all parts) need to understand the differences

ify these

5026 by
ls. While

" analyse
f which a

[SO, IEC and IEEE maintain terminological databases for use in standardization at the following
addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

— IEEE Standards Dictionary Online: available at http://dictionary.ieee.org

©
©
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3.1 Terms related to assurance and properties

3.1.1
assurance
grounds for justified confidence that a claim (3.1.4) has been or will be achieved

3.1.2
assurance case
reasoned, auditable artefact created that supports the contention that its top-level claim (3.1.4) (or set
of claims) is satisfied, including systematic argumentation and its underlying evidence and explicit

assumptjons that support the claim(s)

Note 1 to ¢ntry: An assurance case contains the following and their relationships:

3.1.3
attribut¢
inherent
by huma

Note 1 to
somethin
a product

[SOURCE

3.1.4
claim
true-fals
the claim
limitatio
Note 1 to

Note 2 to

one

arguments that logically link the evidence and any assumptions to the claim(s);

abod

justiffication of the choice of top-level claim and the method of reasoning.

prop
limit
limit

limit

more claims about properties;

y of evidence and possibly assumptions supporting these arguments for the claim(s); and

property or characteristic of an entity that can be distinguished quantitatively or qualitative
1 or automated means

bntry: ISO 9000 distinguishes two types of attributes: a permanent characteristic existing inherently
b; and an assigned characteristic of a product (3.2.3), process (3.2.1), or system (3.2.4) (e.g., the price
the owner of a product).

ISO/IEC/IEEE 29148:2018, 3.1.2]

's property — and limitations on the uncertainty of the property’s values falling within the
s during the claim's duration of applicability under stated conditions (3.1.5)

entry: Uncertainties may also-be associated with the duration of applicability and the stated conditions.

entry: A claim potentially contains the following:

brty of the system-ofinterest;

htions on the value of the property associated with the claim (e.g., on its range);
ntions on'the uncertainty of the property value meeting its limitations;

ntions-on duration of claim's applicability;

e statement about the limitations onthe values of an unambiguously defined property — call¢

ly

in
of

duration-related uncertainty;

limitations on conditions associated with the claim; and

condition-related uncertainty.

Note 3 to entry: The term “limitations” is used to fit the many situations that can exist. Values can be a single
value or multiple single values, a range of values or multiple ranges of values, and can be multi-dimensional. The
boundaries of these limitations are sometimes not sharp, e.g., they can involve probability distributions and can
be incremental.

© ISO/IEC 2019 - All rights reserved
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3.1.5

condition

measurable qualitative or quantitative attribute (3.1.3) that is stipulated for a requirement (3.2.5) and
that indicates a circumstance or event under which a requirement applies

[SOURCE: ISO/IEC/IEEE 29148:2018, 3.1.6]

3.1.6

constraint
externally imposed limitation on the system (3.2.4), its design, or implementation or on the process
(3=Z1yusedto devetop or modify a system

Note 1 to entry: A constraint is a factor that is imposed on the solution by force or compulsion dnd may limit or
mpdify the design.

—

SOURCE: ISO/IEC/IEEE 29148:2018, 3.1.7]

31.7
dependability
<¢f an item> ability to perform as and when required

Note 1 to entry: Dependability includes availability, reliability, recoverability, maintainability, and malintenance
sypport performance, and, in some cases, other characteristics such as@urability, safety and security.

Note 2 to entry: Dependability is used as a collective term for the time-related quality characteristics df an item.

[SOURCE: IEC 60050-192:2015, 192-01-22]

3j2 Terms related to product and process

32.1
process
sqt of interrelated or interacting activities that transforms inputs into outputs

Note 1 to entry: The definition for this term can also be found in ISO 9000 and ISO/IEC/IEEE 12207.
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.30, modified — Note 1 to entry has been added.]

3{2.2

process view
d¢scription of how a specified purpose and set of outcomes may be achieved by employing the pctivities
and tasks of existingprocesses (3.2.1)

Note 1 to entry&The process view concept is introduced in ISO/IEC/IEEE 15288:2015, Annex E and ISO/IEC/
IEEE 12207:2017, Annex E.

3{2.3
product
rgsultof a process (3.2.1)

Note 1 to entry: There are four agreed generic product categories: hardware (e.g., engine mechanical part);
software (e.g., computer program); services (e.g., transport); and processed materials (e.g., lubricant). Hardware
and processed materials are generally tangible products, while software or services are generally intangible.

Note 2 to entry: Results could be components, systems (3.2.4), software, services, rules, documents, or many
other items.

Note 3 to entry: The “result” could in some cases be many related individual results. However, claims (3.1.4)
usually relate to specified versions of a product.

Note 4 to entry: The definition for this term can also be found in ISO 9000 and ISO/IEC/IEEE 12207.

[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.32, modified—Notes 2 to 4 to entry have been added.]

© ISO/IEC 2019 - All rights reserved
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3.2.4
system
combination of interacting elements organized to achieve one or more stated purposes

Note 1 to entry: A system is sometimes considered as a product (3.2.3) or as the services it provides.

Note 2 to entry: In practice, the interpretation of its meaning is frequently clarified by the use of an associative
noun, e.g., aircraft system. Alternatively, the word "system" is substituted simply by a context-dependent
synonym, e.g., aircraft, though this potentially obscures a system principles perspective.

Note 3 to_entry: A complete system includes all of the associated equipment, facilities, material, computer
programs} firmware, technical documentation, services and personnel required for operations and suppart [to
the degre¢ necessary for self-sufficient use in its intended environment.

Note 4 to ¢ntry: The definition for this term can also be found in ISO/IEC/IEEE 12207.
[SOURCE} ISO/IEC/IEEE 15288:2015, 4.1.46, modified — Note 4 to entry has been added']

3.2.5
requirerment
statemenjt which translates or expresses a need and its associated constraints (3¢1:6) and conditions (3.1.p)

Note 1 to ¢ntry: Requirements exist at different levels in the system (3.2.4) structupe.

Note 2 toentry: A requirement is an expression of one or more particulagfeeds in a very specific, precise and
unambigyous manner.

Note 3 to ¢ntry: A requirement always relates to a system, software or’service, or other item of interest.
[SOURCE} ISO/IEC/IEEE 29148:2018, 3.1.19]

3.2.6
system dlement
member pf a set of elements that constitutes a system (3.2.4)

EXAMPLE Hardware, software, data, humans, processes (3.2.1) (e.g., processes for providing service [to
users), procedures (e.g., operator instructions); facilities, materials, and naturally occurring entities or any
combination.

14

Note 1 to[entry: A system element is.a_discrete part of a system that can be implemented to fulfill specified
requirements (3.2.5).

Note 2 to ¢ntry: The definitionsfor this term can also be found in ISO/IEC/IEEE 12207.

[SOURCE} ISO/IEC/IEEE(15288:2015, 4.1.47, modified — Note 2 to entry has been added.]

3.3 Terms related to integrity level

3.3.1
integrity level
degree of contidence that the System-oj-Interest (3.3.12) Mmeets the associated ntegrity level claim (3.3.4)

Note 1 to entry: While a definition of “integrity level” is given, existing definitions and the relevant communities
do not agree on a definition of “integrity” consistent with its use in “integrity level”. Hence, no separate definition
of “integrity” is included in this document. For the definition of “integrity” used in ISO/IEC JTC 1/SC 7, see ISO/
IEC 25010:2011, 4.1.6.2.

Note 2 to entry: An integrity level is different from the likelihood (3.3.6) that the integrity level claim is met but
they are closely related.

Note 3 to entry: The word “confidence” implies that the definition of integrity levels can be a subjective concept.

Note 4 to entry: In this document, integrity levels are defined in terms of risk (3.4.2) and hence cover safety,
security, economic and any other dimension of risk that is relevant to the system-of-interest.

© ISO/IEC 2019 - All rights reserved
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3.3.2

integrity level requirements

set of requirements (3.2.5) that, when met, will provide a level of confidence in the associated integrity
level claim (3.3.4) commensurate with the associated integrity level (3.3.1)

Note 1 to entry: An integrity level requirement is different from any requirement in ISO/IEC/IEEE 15288 or ISO/
IEC/IEEE 12207.

initial risk
P PR | Ll L 4 2321 L 1 . L. L P £33 .00
eJtImratca risK LO.‘I‘.LJ UCIuUIT d})pl_y lllg TSR TEUUCLIOIL TTIEUSUTreES LD.J.‘?}

334

integrity level claim
pioposition representing a requirement (3.2.5) on a risk reduction measure (3.3.9) identified in the risk
treatment (3.3.11) process (3.2.1) of the system-of-interest (3.3.12)

Note 1 to entry: In general, it is described in terms of requirements to avoid, controlror-mitigate the corfsequences
(34.1) of dangerous conditions (3.4.11), so as to provide a tolerable risk (3.3.15) ifdtis met.

Note 2 to entry: The proposition that can be regarded as an integrity level\¢laim in IEC 61508 is thgt an E/E/
PR safety-related system (3.2.4) satisfactorily performing the specified safety functions under all the stated
cdnditions.

33.5

level of risk
mlagnitude of a risk (3.4.2) or combination of risks, expressed in terms of the combination of conjequences
(3.4.1) and their likelihood (3.3.6)

[SOURCE: ISO Guide 73:2009, 3.6.1.8]

3[3.6
likelihood
chance of something happening

[SOURCE: ISO Guide 73:2009, 3.6.11y modified — NOTEs 1 and 2 have been removed.]

33.7
r¢sidual risk
rifk (3.4.2) remaining aftecrisk treatment (3.3.11)

[SOURCE: ISO Guide-73:2009, 3.8.1.6, modified — NOTEs 1 and 2 have been removed.]

33.8
risk criteria
tefrms of reférence against which the significance of a risk (3.4.2) is evaluated

[SOURCE: ISO Guide 73:2009, 3.3.1.3, modified — NOTEs 1 and 2 have been removed.]

335
risk reduction measure
measure to reduce or mitigate risk (3.4.2)

Note 1 to entry: A typical risk reduction measure is a safety-related system (3.2.4) in the IEC 61508 series.

3.3.10
risk source
element which alone or in combination has the intrinsic potential to give rise to risk (3.4.2)

Note 1 to entry: A hazard in ISO Guide 73 is an instance of a risk source.

Note 2 to entry: A fault (3.4.6), an error (3.4.5) or a failure (3.4.9) in the context of reliability can be a risk source.
The definitions of those terms can be found in IEC 61508-4.

© ISO/IEC 2019 - All rights reserved
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Note 3 to entry: A threat in the context of security and a threat agent (3.3.14) and an adverse action defined in
ISO/IEC 15408-1 can be a risk source.

[SOURCE: ISO Guide 73:2009, 3.5.1.2, modified — NOTE has been removed: Notes 1, 2 and 3 to entry
have been added.]

3.3.11
risk treatment
process (3.2.1) to eliminate risk (3.4.2) or reduce it to a tolerable level

[SOURCE; i : ifi “ i i ith
e risk or reduce it to a tolerable level”; NOTEs 1, 2 and 3 have been removed.]

3.3.12
system-o¢f-interest
system whose life cycle is under consideration

Note 1 to ¢ntry: The definition for this term can also be found in ISO/IEC/IEEE 15288.

[SOURCE} ISO/IEC/IEEE 12207:2017, 3.1.63, modified — The abbreviated term SO} has been remove(d;
Note 1 tojentry has been added.]

3.3.13
target risk
risk (3.4.2) that is intended to be reached

[SOURCE} IEC 61508-4:2010, 3.1.10, modified — Restriction of the hazard has been removed.]

3.3.14
threat agent
entity that can adversely act on property-of-interest (3.4:12)

[SOURCE} ISO/IEC 15408-1:2008, 3.1.71, modified — The word “assets” has been replaced with
“property-of-interest”.]

3.3.15
tolerable¢ risk
level of rikk (3.3.5) which is accepted-in a'given context based on the current values of society

Note 1 to entry: A tolerable risk {s sometimes called an acceptable risk, e.g., see ISO/IEC/IEEE 16085, and
ISO 14971. The general risk management standards ISO Guide 73 and ISO 31000 use both phrases without
explicit d¢finitions.

[SOURCE} ISO/IEC Guide.51:2014, 3.7, modified — Note 1 to entry has been added.]

3.4 Terms related to conditions and consequences

3.4.1
consequpnce
outcome of an event atfecting objectives

[SOURCE: ISO Guide 73:2009, 3.6.1.3, modified — NOTEs 1, 2 and 3 have been removed.]

3.4.2
risk
effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected — positive and/or negative. In this document the focus
is on negative deviations leading to adverse consequences (3.4.3).

Note 2 to entry: Risk is often characterized by reference to potential events and consequences (3.4.1), or a
combination of these.

© ISO/IEC 2019 - All rights reserved
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Note 3 to entry: Risk is often expressed in terms of a combination of the consequences of an event (including
changes in circumstances) and the associated likelihood (3.3.6) of occurrence. In this document risk is
characterized as the combination of the severity of the adverse consequence and the likelihood of an adverse
consequence occurring.

Note 4 to entry: Objectives can have different aspects, such as financial, health and safety, and environmental
goals and can apply at different levels, such as strategic, organization (3.5.1) -wide, project, product (3.2.3) and
process (3.2.1).

Note 5 to entry: Uncertainty is the state, even partial, of deficiency of information related to, understanding or
knowledge of, an event, its consequence, or likelihood.

URCE: ISO Guide 73:2009, 1.1, modified — NOTEs have been reordered; information spe¢ific to this
cument has been added in Notes 1 and 3 to entry.]

[
d
34.3
adlverse consequence
cqnsequence (3.4.1) that results in a specified level of loss

Note 1 to entry: An adverse consequence results from the system-of-interest((3.3.12) being in a Hangerous
cdndition (3.4.11) combined with the environment of the system (3.2.4) being/in<its worst case state.

Note 2 to entry: Harm in ISO Guide 51 is an instance of an adverse(consequence. The concept qf adverse
cdnsequences is introduced in order to cover not only harms in the safety context but also loss of asgets in the
selcurity context and any other losses.

34.4

desirable consequence
positive consequence
cqnsequence (3.4.1) associated with a benefit or gdin‘or avoiding an adverse consequence (3.4.3))

34.5
efror
discrepancy between a computed, obséerved or measured value or condition (3.1.5), and [the true,
specified or theoretically correct value®or condition

[SOURCE: IEC 60050-192:2015, 192-03-02, modified — Notes 1 and 2 to entry have been remoyed.]

34.6
fault
défect in a system (3.2.4)0r a representation of a system that if executed/activated can potentially
rgsult in an error (3.4.5)

Note 1 to entry: Faults can occur in specifications when they are not correct.

34.7

attack
mplicieus action or interaction with the system (3.2.4) or its environment that has the potential t¢ resultin
a fault (3.4.6) or an error (3.4.5), and thereby possibly in a failure (3.4.9), or an adverse consequenge (3.4.3)

3.4.8
violation
behaviour, act or event deviating from a system’s (3.2.4) desired property or claim (3.1.4) of interest

Note 1 to entry: In the area of safety, the term “violation” is used to refer to a deliberate human contravention of
a procedure or rule.

3.49

failure

termination of the ability of a system (3.2.4) to perform a required function or its inability to perform
within previously specified limits; an externally visible deviation from the system’s specification
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3.4.10

systematic failure

failure (3.4.9) related in a deterministic way to a certain cause that can only be eliminated by
a modification of the design or of the manufacturing process (3.2.1), operational procedures,
documentation or other relevant factors

3.4.11

dangerous condition

state of a system (3.2.4) that, in combination with some states of the environment, will result in an
adverse consequence (3.4.3)

Note 1 to[entry: A hazardous situation in ISO/IEC Guide 51 and IEC 61508-4 can be a dangerous condition,| A
threatin the ISO/IEC 15026 series is also an example of a dangerous condition. A concept of dangerous conditiops
is introdufced in order to cover not only hazardous situations in the safety context but also errors (3.4.5) in the
reliability] integrity, confidentiality or dependability (3.1.7) contexts and other states of a system which can lepd
to adversg¢ consequences.

)

Note 2 to pntry: Occurrences of failures (3.4.9) in the context of reliability or of a definitioninJEC 61508-4 often
lead to dahgerous conditions but not always do.

Note 3 to ¢ntry: A dangerous condition therefore has at least the following attributes\(3.1.3):
a) the asociated adverse consequences,

b) the tfigger events that lead to the dangerous condition, and

c) the tifigger events that lead to the adverse consequences from the‘dangerous condition.

3.4.12
property-of-interest
object whose loss is considered as a negative effect

Note 1 to|entry: The concept of property-of-interest iszintroduced in order to characterize negative effects|of
consequerices (3.4.1).

Note 2 to entry: In the safety context, human livésand health can be property-of-interests.

Note 3 to ¢ntry: Assets in the security context, e.g., defined in ISO/IEC 15408-1, can be a property-of-interest.

3.5 Terms related to organization

3.5.1
organizgtion
group of people and facilities with an arrangement of responsibilities, authorities and relationships

EXAMPLH Company, corporation, firm, enterprise, institution, charity, sole trader, association, or parts or
combinatjon thereof,

Note 1 to entry«An identified part of an organization (even as small as a single individual) or an identified groyip
of organizations can be regarded as an organization if it has responsibilities, authorities and relationships. A bofly
of persons organized for some specific purpose, such as a club, union, corporation, or society, is an organization.

Note 2 to entry: The definition for this term can also be found in ISO/IEC/IEEE 12207.
[SOURCE: ISO/IEC/IEEE 15288:2015, 4.1.27]

3.5.2

approval authority

person (or persons) and/or organization (3.5.1) (or organizations) responsible for approving activities,
artefacts and other aspects of the system (3.2.4) during its life cycle

Note 1 to entry: The approval authority may include multiple entities, e.g., individuals or organizations. These
can include different entitles with different levels of approval and/or different areas of interest.
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Note 2 to entry: In two-party situations, the approval authority often rests with the acquirer. In regulatory
situations, the approval authority may be a third party such as a governmental organization or its agent. In
other situations, for example, the purchase of off-the-shelf products (3.2.3) developed by a single-party, the
independence of the approval authority can be a relevant issue to the acquirer.

3.5.3
design authority
person or organization (3.5.1) that is responsible for the design of the product (3.2.3)

3.54

integritvassurance-authority
5 o4 r4

independent person or organization (3.5.1) responsible for certifying compliance with the[integrity
leyel requirements (3.3.2)

Organization of this document

o

llause 5 covers basic concepts such as assurance, stakeholders, systems and products, ungertainty
d consequence. Clause 6 covers some issues of which users of ISO/IEC 15026-2, ISO/IEC 15(026-3 and
/IEC 15026-4 need to be initially aware of. Clause 6, Clause 7 and €latise 8 cover terms,|concepts
d topics particularly relevant to users of ISO/IEC 15026-2, ISO/IEG15026-3 and ISO/IEC [15026-4,
rgspectively, although users of one part can also benefit from some{of'the information in the clauses for
offher parts. A Bibliography is included at the end. References to{mumbered items in the Bibliography
arje shown in brackets throughout.

SD'—‘QJ‘

5| Basic concepts

5{1 General

L

This clause covers the concepts and vocabulary fundamental to ISO/IEC/IEEE 15026 (all parts

5{2 Assurance

[SO/IEC/IEEE 15026 (all parts) uses a specific definition for assurance as being grounds for] justified
cqnfidence. Generally, stakeholders need grounds for justifiable confidence prior to depending on a
system, especially a system-inivolving complexity, novelty or technology with a history of problems (e.g.,
sqftware). The greater thé degree of dependence, the greater the need for strong grounds for confidence.
The appropriate valid arguments and evidence to establish a rational basis for justified confliidence in
the relevant claims dbhout the system’s properties need to be made. These properties may include such
agpects as future-costs, behaviour and consequences. Throughout the life cycle, adequate grounds need
td exist for justifying decisions related to ensuring the design and production of an adequatle system
and to be ableto place reliance on that system.

Asgsuranceis a term whose usage varies among the communities who use the term. However,|all usage
rdlates to placing limitations on or reducing uncertainty in such things as measurements, obsdrvations,
eqtithations, predictions, information, inferences or effects of unknowns with the ultimate objective of
achieving and/or showing a claim. Such a reduction in uncertainty can provide an improved basis for
justified confidence. Even if the estimate of a property’s value remains unchanged, the effort spent in
reducing uncertainty about its value can often be cost-effective since the resulting reduced uncertainty
improves the basis for decision-making.

Assurance may relate to:
a) would the system or software as specified meet real-world needs and expectations,
b) would or does the as-built and operated system meet the specifications, or

c) botha)andb).

© ISO/IEC 2019 - All rights reserved
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Specifications may be representations of static and/or dynamic aspects of the system. Specifications
often include descriptions of capability, functionality, behaviour, structure, service and responsibility
including time-related and resource-related aspects as well as limitations on frequency or seriousness
of deviations by the product and related uncertainties.

Specifications may be prescriptions and/or constraints (e.g., for and on product behaviours) and may as
well include measures of merit and directions regarding trade-offs. Generally, specifications place some
limitations on the environment and its conditions (e.g., temperature) and possibly the conditions of the
product (e.g., age or amount of wear).

5.3 Stgkeholders

Through|their life cycle, systems and software have multiple stakeholders who affect or are affect¢d
by the syjstem and the system life cycle processes. Stakeholders might benefit from, incur losses fron,
impose cpnstraints on, or otherwise have a “stake” in the system, and therefore are thosetthat provigle
the requfrements for the system. Stakeholders can include non-users whose performance, results
or other|requirements might be affected, e.g., entities whose software is executing’on the same pr
networke¢d computers.

A different but important kind of stakeholder is an attacker, who certainly itnposes constraints or has
interests|involved with the system. This document includes the attacker as@ stakeholder; however, some
in the sequrity community and elsewhere exclude attackers from theirse-of the term “stakeholders.

The relejant stakeholders whose requirements are of concern includéenot only the system’s owners and
users, bult also developers and operators who need to identify requirements for the development aEd
operation of the system. Depending on conditions and consequences, the various stakeholders requife
grounds for justified confidence in properties of the systemfor which they identified requirements.

5.4 System and product

To be copsistent with ISO/IEC/IEEE 15288 and\ISO/IEC/IEEE 12207, ISO/IEC/IEEE 15026 (all parts)
uses the term “system” throughout. Users of this document who are more familiar with using the terjm
“product| should note that “system” includesproducts and services that are the results of processes ps
well as sdftware and system or software elements or components. While primarily motivated by concefn
for systems produced (at least in part)*by human-controlled or artificial processes, this document cgn
be used ih reducing uncertainty about:a system’s dependence on natural phenomena as well.

5.5 Property

5.5.1 (eneral

ISO/IEC/IEEE 15026.(all parts) relates assurance to requirements of a property of a system or softwafe
product. |Properties  are entities that can be predicated of things or, in other words, attributed fo
them[176]. Thetefore, a property might be a condition, a characteristic, an attribute, a quality, a tra
a measufement or a consequence. A property might be invariant or dependent on time, situation pr
history. | i i indi
a system or systems and thus have related requirements.

Properties may have requirements for what they were in the past, what they are presently or what
they will be in the future. Generally, the last is the most important in ISO/IEC/IEEE 15026 (all parts).
As this knowledge involves predicting the future, it is often the most difficult and uncertain to attain;
therefore, a system’s future behaviour and consequences (see 5.8) often become principal issues in its
assurance.

Many of the properties with requirements are qualities of the system. Several standards and reports
provide lists and definitions of qualities that could be the subject of assurance including ISO/IEC 25010
and the related series, ISO/IEC 2382, ISO 9241 and ISO/TS 25238.
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This use of the term “property” derives from, is consistent with and subsumes the broad use of the term
“property” in ISO/IEC 25010 where it is used spanning properties that are inherent or not, internal,
external, and in use or context.

Producers and other stakeholders may prioritize properties such as efficiency and reliability and
perform trade-off studies between them and their related requirements. A number of techniques have
been created for addressing these trades, such as those in References [87], [53], [124], [159] and [102].
The specifying of a top-level claim for a property is sometimes the result of analyses including trade-off
studies.

5/5.2 Properties as behaviours

Often the property is specified as behaviour. During performed operations, behavioyr-related
ptoperties might be formally specified as a combination of:

—1 restriction on allowed system states (sometimes called the “safety property-);
—1 system states that must be reached; required progress or accomplishment (“liveness progerty”);
— constraints on flows or interactions; requirements for separation cofistraint.

These kinds of properties can be stated as conditions or constraints)that must be true of the system.!
In| practice, these are non-trivial and modularized, involving timé&.dnd starting state(s) as well as state
trpnsitions related to interaction with the system’s or softwafte’s environment.

Mpny kinds of flows such as of gases, fluids, traffic orkinformation are of possible interegt as well
ag constraints on them such as non-interference and-separations to be maintained. In |addition,
flpw constraints are often convenient or necessafyyto specify aspects of information secfirity[137]
including access control mechanisms and policies¢and restrictions on information overtly o1 covertly
cqmmunicated.

5/6 Uncertainty and confidence

Uncertainty is used in ISO/IEC/IEEE@5026 (all parts) as an inclusive term. It covers lack of fertainty
ether the uncertainty can be modelled probabilistically or not. Uncertainty can include vagule notions
that may be modelled without the use of probability. Certain communities restrict the applfcation of
this term to predictions of fufure events, to physical measurements already made or to unknowns.
hile these limited usages may be convenient within those communities, users of ISO/IEC/IEEE 15026
(alll parts) span many communities.

The degree of confidence that can be or is justifiably engendered based on a specific assurgnce case
y vary by individual or organization and the situation. The less uncertainty about an assurance
cdse’s claimgythe higher the degree of justified confidence, However, the conversion of a) amount
off uncertainty into a degree of justified confidence in suitability for certain applications is not
straightfoerward or well understood. For this and other reasons, consequences are sometimes directly
included*within the assurance case. While this closes a logical gap, it does not remove the| decision
ker's act of judgement regarding the merited degree of confidence.

5.7 Conditions and initiating events

The assurance case needs to cover all the conditions that could have a significant negative effect on the
conclusion and uncertainty of the top-level claim. The potentially relevant universe of conditions and
events can be hard to initially identify[64] and ascertaining which ones might have a significant effect
can be difficult without at least initially including them in the assurance case.

Historically, the one condition that has received the most attention is system failure. A substantial
volume of checklists, practice and literature exists concerning system failure (e.g. I[EC 61508-7,

1) If specified formally, this can allow static analysis of conformity of designs and code, potentially adding
creditable assurance evidence.
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References [64] and [76], Chapter 18, page 475-524). While much of this work has been done in the
communities addressing safety, security or human error, system failure can result in less achievement
of a positive property or consequence as well as negative properties or losses.

The dangerousness of system behaviours can differ by the conditions of its environment. These
behaviours and conditions often need combining during analysis to establish whether adverse
consequences will result or not. The actual conditions of its environment might or might not be known
within the system depending on its sensors or inputs and their processing.

The designers of the system mlght or mlght not be cognlzant of all the 1n1tlat1ng events for a condltlon
within theenviT ; § 11
of their ipitiating events are known or recognlzable

5.8 Copsequences

Outside the system, much of the reasoning is based on conditions that could lead to adverseleonsequencgs
and their|initiating events or preconditions. Inside the system reasoning is based on,conditions that can
lead to d@angerous system behaviours and the initiating events or preconditions for these conditions.

In practife, claims can extend beyond the boundaries of the system or its belraviours. In particulr,
claims cqn place limitations on consequences of a system’s behaviour andyor system-related events,
activitie, and/or conditions — especially on the values of consequences,One may refer to:

— A copsequence is desirable or undesirable from a stakeholder’s-perspective, viewpoint or interests.
A copsequence may occur anywhere in the system’s life cycle.

In complex socio-technical systems, explanations of mishdps or claim violations cannot be limit¢d
to “component” failures. Adverse consequences can result from normal behaviour variability and
unintended or unanticipated interactions[116][119], Regardless of how they arise, dangerous conditions
and advefse consequences are subjects for mitigations

Attacker$ can possess capabilities, resources, migtivations and intentions that enable them to initiate
and carry malicious efforts to violate a claini, Violators use their capabilities to take advantage [of
system-provided and/or environment-providéd opportunities called vulnerabilities, i.e., “weaknesseyq...
that coulfl be exploited or triggered by a threat source”[152]2),

A sometimes misunderstood point is:that maliciousness and subversion are concerns even when o
security-felated system propertyis-involved. Malicious developers might have an effect on successfjul
achievenjent of almost any property.

Several sfandards or reportssmention consequences associated with systems within a specific domain.
Example$ include ISO 14620, ISO 19706 and ISO/TS 25238. Risk management standards also addrefs
consequgnces, for example ISO/IEC 16085 and I1SO 31000.

6 Usil[g multiple parts of ISO/IEC/IEEE 15026

6.1 Geheral

ISO/IEC/IEEE 15026 or its parts can be used alone or with other standards or guidance. The parts of
ISO/IEC/IEEE 15026 can be mapped to most life cycle standards and can use any set of well-defined
qualities or properties.

2)  For many purposes, the meaningfulness and need to separate vulnerabilities from other weaknesses can be
low or non-existent. In addition, a question always exists about the current and future contexts that are relevant for
“could be exploited or triggered”.

© ISO/IEC 2019 - All rights reserved
12 © IEEE 2019 - All rights reserved


https://iecnorm.com/api/?name=5b0d2b2fdc491557adff0dffdcf1434d

ISO/IEC/IEEE 15026-1:2019(E)

6.2 Initial usage guidance

The properties and/or claims covered when using ISO/IEC/IEEE 15026 (all parts) are entirely up to
the users of the standard who are responding to the system'’s stakeholders’ needs and requirements.
Any property or claim may be selected for an assurance case, regardless of its importance or related
risk; however, the parts of ISO/IEC/IEEE 15026 are designed primarily for those properties that one or
more primary stakeholders deem critical. ISO/IEC 15026-4 uses the term “critical properties” for these
stakeholder priorities and requirements.

Transitioning from ISO/IEC 15026:1998 to ISO/IEC 15026-3 will require dealing with some differences.
ISO/TEC T50Z26-3 opens up new engineering and decision options, because it takes not only a sthndalone
pérspective but also one that includes relating integrity levels to an assurance case. ISO/AE(Q 15026-3
cqncentrates more on the system itself and its integrity levels rather than on external risk’anglysis and
also includes the creation of integrity levels. Clause 7 discusses integrity levels.

6{3 Relationships among parts of ISO/IEC/IEEE 15026

The ISO/IEC/IEEE 15026 series is made up of the following parts:
— Part 1, Concepts and vocabulary, explains concepts and terms as abasis for all parts of thig series.
— Part 2, Assurance case, includes requirements on the contentand structure of the assurange case.

— Part3, Systemintegrity levels, relates integrity levels to the'assurance case and includes requirements
for their use with and without an assurance case (revises’ISO/IEC 15026:1998).

— Part4, Assurance in the life cycle, gives assurance-rélated guidance and recommendations fgr specific
activities throughout system and software lifecycle processes.

While Part 2, Part 3 and Part 4 of this series provide a separation of assurance topics and may be used
alpne, they may be used together because they-form a related set. This document provides badkground,
cqncepts and vocabulary that are applicable™to all three and specific introductions to coverage of Parts
2,{3 and 4 of this series.

The assurance case is relevant to-a‘greater or lesser extent in all parts, although ISO/IEC|15026-4
discusses achieving the claim and showing the achievement of the claim whether or not such “showing”
is|contained in an artefact specifically called an “assurance case.”

/IEC 15026-2 concentrates on the contents and structure of the assurance case. ISO/IEC| 15026-3
rdlates integrity levels.and assurance cases by describing how integrity levels and assurance gases can
wprk together, especially in the definition of specifications for integrity levels or by using|integrity
lepels within a portion of an assurance case. This relationship is governed by the degree off risk and
d¢pendencies.ih.the system.

Iffthe riskS or the risk treatment are not well understood or if the dependency structure of the whole
systemorthe choice of suitable claims is unclear, using an assurance case is a better choice than using
egrity levels. This particularly is the case when facing new kinds of risks or using a ney kind of
rifkutreatment. In these situations, justifying the choice of the top-level claim for the assurange case is
important.

When the risks and their treatment are well understood, however, developers need not justify the
choice of the top-level claim and need only select the proper claims for their context from a known set—
an integrity level from a set of integrity levels. In these situations, the generic arguments created by
the definers of the integrity level provide the justification that meeting the integrity level requirements
will adequately show the meeting of the integrity level. Such a justification (e.g., a generalized assurance
case) is usually created one time by a separate organization and used by multiple projects.

ISO/IEC 15026-4 includes assurance-related guidance and recommendations for activities across the
life cycle processes including activities that extend beyond those directly related to an assurance case,
e.g., project planning for assurance-related considerations.
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6.4 Authorities

Parts of ISO/IEC/IEEE 15026 involve “authorities” as defined in Clause 3. For example, ISO/IEC 15026-3
includes obtaining agreements among the integrity level definition authority, the design authority and
the integrity level assurance authority. Additionally, a new system needs the approval authorities of
acquirers to take charge of analysing the process of creating assurance cases with the design authority
and the integrity assurance authority of the suppliers.

However, the “approval authority” for the assurance case is not necessarily the judge of conformance
to ISO/IEC/IEEE 15026 (all parts). To the extent possible, claims of conformance to the ISO/IEC/
IEEE 15026 series are judged on aspects that are more straightforward and more difficult to dispufte
than the|quality of artefacts and decisions judged in the context of the system or project. In practige,
contractg can explicitly call for the acquirer to be the approval authority or the approver of conformante
to the series.

7 ISO/IEC/IEEE 15026 (all parts) and the assurance case

7.1 Geperal

ISO/IEC 15026-2 covers the structure and content of an assurance case. If describes the five principal
components of an assurance case: claims, arguments, evidence, justifications and assumptions. The
purpose lof an assurance case is to improve assurance communications by informing stakeholders
decision{making and supplying grounds for needed stakeholder confidence. The most common use of
an assurdnce case is to provide assurance about system properties to parties not closely involved in the
system'’s fechnical development processes. Such parties may be‘involved in the system’s certification pr
regulation, acquisition or audit. Usually, an assurance caseaddresses the reasons to expect and confifm
successful production of the system, including the possibilities and risks identified as difficulties pr
obstacleq to developing and sustaining that system.

Unlike logical proofs of the deduction of the claimsdrom the evidence, which covers the absolute truth
or Platorjic truth aspects, assurance cases deal~with the dialectic aspects of the system where the
truth is 4lways relative or even subjective, hiother words, logical proofs are described under a fix¢d
logical theory, but assurance cases may be\rebutted on the basis that the underlying logical theoryl|is
inappropriate. The need for assurance.¢ase arises when one realizes the properties of the systems |in
the real world can never be completély formalized in a logical theory, but there is always something
which is hot covered by any logicalformalization.

NOTE1 | When the top-level «laim is about safety, security, dependability or RAM (reliability, availability
and mainfainability), assurange' cases associated with these claims are called safety cases, security casgs,
dependabjlity cases or RAM edses, respectively. See References [141], [144], [145], [148], [157], [169], [60], [84],
[85] and [B6].

Considerpd as am~artefact, an assurance case has quality-related aspects such as: the nature |of
content, Jts formuor structure (e.g., method of argumentation or modularity); semantic issues such fas
completeness; creation and maintenance (including tool support, usability and presentation, integrity,
validity, junderstandability); and the feature of clearly stated conclusions with explicit degrees Jof
uncertainty. Une article[1o0] covers a substantial 1st of quality-related characteristics for assurance
cases. The quality-related aspects of an assurance case are not covered in ISO/IEC/IEEE 15026
(all parts).

Any substantive modifications in the system, changes in the environment or changes in the assurance
case’s top-level claims will necessitate recorded changes to the assurance case. Thus, an assurance case
usually contains a progressively expanding body of evidence built up during development and later life
cycle activities that responds as required to all relevant changes (Reference [141], p. 5).

NOTE2  An assurance case's claim(s) on the values of properties could include the system’s entire set of
requirements for a property of interest. One example can have a top-level claim composed of:

a) required limitations on consequences;
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b) functionality and properties of the system itself (e.g., that this functionality cannot be bypassed).

The qualities defined in the ISO/IEC 25000 family of standards include qualities related to functionality and
constraints. The Common Criteria v. 3.1 Revision 2[92] is also interested in both.

7.2 Justification of method of reasoning

An argument has an associated justification for the validity or merit of its method of reasoning. The
method of argument can be an additional source of uncertainty.

Avartety of bases for argumentation amnd anatysis T the assurdrnce case might be used, qnd these
vary in their applicability, power, resulting accuracy and uncertainty and ease of use. Subjedts of and
approaches to reasoning differ among communities having differing motivations, mind‘sets and often
mjultiple methods of reasoning.

Examples of methods of reasoning include:
— Quantitative:
— Deterministic (e.g., formal proofs).
— Non-deterministic formal systems for reasoning:
— probabilistic,
— game theoretic (e.g., minimax), or
— other uncertainty-based formal systemsf reasoning (e.g., fuzzy sets).

— Qualitative (e.g., staff performance evaluations, court judgements and qualitative statdments of
event causality).

Complex products and situations — and anyinvolvinghumans — are beyond the current state offthe art to
“duantitatively” create precise and accurate predictions. Subjective judgements are used in th¢ absence
off affordable, suitable and more objeetive methods and techniques or where needed to supplement or
evaluate the results of such techniquies. Supplementing quantitative techniques with expert review and
judgement is widely used and génerally accepted. As with other forms of argumentation, sjubjective
judgements take the form of alclaim and its support. While sometimes necessary or advantaggous, use
off subjective judgement within the assurance case can lead to additional uncertainties, so, generally,
(jhist as with assumptions)-the less critical the judgement is, the better.

The patterns of oceutrences of “natural” events and common, non-malicious human behavjours are
ugually described ,probabilistically. However, possibilities for intelligent, malicious actiojs whose
ptobability is et determinable or not knowable is particularly a concern if the intelligent, malicious
adversary deliberately violates any probability estimates one could make regarding their bghaviour,
e.g., to achieve surprise. This distinction is central to the difference in reasoning between safety and
sqcurity:

Q AA £ o lados ] | ] L |
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For any property, many means of obtaining evidence exist. Among these are human experience, history,
observations, measurements, tests, evaluation and compliance results, analyses, defects and inferences.
The evidence should achieve the objectives claimed in the assurance argument (MoD DefStan 00-42
Part 3, section 9.1[141]),

The body of evidence can become quite large and may need to be organized and managed by some
framework providing permanence and traceability of the evidence in order to provide users confidence
in its source, contents and validity. One guidebook[152] indicates:

— Evidence should be uniquely identified so that arguments can uniquely reference the evidence.
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— Evidence should be verifiable and auditable.
— Evidence should be protected and controlled by configuration management.

— Evidence needs to be accompanied by the metadata needed to properly use it within the
assurance case.

This last point is simply a restatement of what testing is supposed to achieve related to the assurance case.

7.4 Certifications and accreditations

Every aspect having potential significant consequences for meeting the top-level claim or for-the
confidenge of key stakeholders has a potential place in a full assurance case evidence. It should-not onfly
give cohgrent confidence to stakeholders, but also contain enough information to be used by cettifiers
and accreditors.

The aviation and nuclear power industries have long histories of standards and certifications, and the
security fommunity in ISO/IECJTC 1/SC 27 has been working on the topic of assurance for many yeafs.
Security pxamples include the Common Criteria, FIPS 140 for cryptology, and ISO/EC 27002, combingd
with ISOYIEC 27001 (formerly with UK standard BS 7799-2:2002) form abdsis for an Informatign
Security Management System (ISMS) certification of an operational system. Thée UK Ministry of Defenfe
and Civil|Aviation Authority have also produced standards of interest including assurance-case-bas¢d
standards for reliability, maintainability and safety — e.g. References [141], [144], [145], [84] and [85].

The safetly community (e.g., commercial aviation) has used certificdation (designated agent or licensurje)
of key personnel as part of its approaches. A number of safety and'computer security certifications exist
from mapagement-oriented ones to technical ones about spéeific products, e.g., certifications from the
Internatipnal Information Systems Security Certification.Censortium (ISC) and the SANS Institute.

8 ISO/IEC/IEEE 15026 (all parts) and integrity levels

8.1 Geperal

Integrity|levels are suitable for use for certain levels of risk or to support an assurance case and impofe
criteria gspecially on the project, evidence collected and system. An integrity level can be viewed hs
a represgntation of the degree of confidence that is used to reach agreement among stakeholders of a
system apout risks related to thdt system.

ISO/IEC 15026-3 first establishes an integrity level framework. The remainder of the standard covefs
defining fintegrity levels,.using integrity levels, determining system or product integrity levels using
risk anallyses, assigning-system element integrity levels, meeting integrity level requirements using
evidence| and agreemfients and approvals involving authorities (see 5.4).

Integrity|level requirements reflect what is required to achieve and show that the system or system
element lpas (01 had or will have) the properties claimed by its integrity level. A system’s integrity level
states what@yould be adequate in terms of properties of the entire system. Thus, showing the propertips
has a baSicTote i showingthe mreetingof targer chaimsmvotvingthe systenmamd-itsenvironmrent
including desirable or undesirable consequences. If such larger claims are not made, achieving and
showing system element integrity levels supplies a basic part of showing the top-level claim regarding
the system itself.

In practice, integrity levels are often discussed in terms emphasizing the evidence needed to meet
the integrity level requirements and thereby provide evidence for the arguments supporting claims
regarding properties of the system itself. However, the quality of the arguments justifying meeting
integrity level requirements as showing the achievement of its related integrity level is also important

© ISO/IEC 2019 - All rights reserved
16 © IEEE 2019 - All rights reserved


https://iecnorm.com/api/?name=5b0d2b2fdc491557adff0dffdcf1434d

ISO/IEC/IEEE 15026-1:2019(E)

because of the effect of that quality on uncertainties. Argument-, evidence- and assumption-related
uncertainties are a part of establishing integrity level requirements.

NOTE Integrity levels and standards utilizing them have a significant history especially in safety. Integrity
levels in safety-related standards are defined in multi-level sets addressing varying degrees of stringency and/
or uncertainty of their achievement with higher levels providing higher stringency and lower uncertainty.
One example safety standard is IEC 61508. Elsewhere, similar schemes are used with different labels, e.g.,
“conformance classes”.

8.2 Risk analysis

Risk analysis establishes the required integrity level for the entire system. Risk analysis is-an) ongoing
and iterative process that should balance what is not yet knowable with what needs to.bé knpwn. The
integrity levels resulting from risk analysis are a translation of the values of consegirenceq into the
o¢currences and timings of conditions or behaviours of the system. This translation;is propagated to the
integrity levels internal to the system and of its dependences as they are also in terms of ocqurrences
and timings. Thus, integrity levels are a codification of what is needed to be done¢-and shown fgr various
rgnges and severities of limitations on property values and their associated uncertainties.

ISO/IEC/IEEE 15026 (all parts) does not cover risk analysis in detail, Many standards and |guidance
dgcuments exist that offer guidelines for risk analysis and can aid\in the identification of [potential
adverse consequences. [IEC 61508 and IEC 31010 provide approaches-for risk analysis. As safety-specific
terminology is used in IEC 31010, the terms “hazard” and “harm®*'should be interpreted as “dangerous
cqndition” and “adverse consequence” respectively. IEC 60300-also provides guidance.

Other specialized standards include ISO 13849 on machinery, ISO 14620 on space systems, [50 19706
o1 fire, ISO/TS 25238 on health informatics, ISO/IEC 27005 on information security and UK CAP 760 on
air traffic and airports. Also of possible interest are\the more general risk management standards ISO/
IHC 16085 and ISO 31000.

9 ISO/IEC/IEEE 15026 (all parts)and the life cycle

9/]1 General

ISO/IEC 15026-4 provides a process view for systems and software assurance by providing a statement
off purpose and a set of outcefnes suitable for systems and software assurance. The concept of p process
view is formulated and déseribed in ISO/IEC/IEEE 12207:2017, Annex E and ISO/IEC/IEEE 15288:2015,
Annex E. Like a process, the description of a process view includes a statement of purpose and dutcomes.
Unlike a process, thetdescription of a process view does not include activities and tasks. Ingtead, the
dé¢scription includes’guidance and recommendations explaining how the outcomes can be |achieved
by employing the activities and tasks of the various processes in ISO/IEC/IEEE 15288 and [ISO/IEC/
IHEE 12207,

The system life cycle processes are provided in ISO/IEC/IEEE 15288 and software life cycle processes
infISO/IEC/IEEE 12207.

The processes, activities and Wellas guidance and recommendations of process views all
have to be performed in the context of a life cycle model. The ISO/IEC/IEEE 24748 series is intended
to facilitate the joint usage of the process content of the two life cycle process standards. The ISO/IEC/
IEEE 24748 series provides unified and consolidated guidance on the life cycle management of systems
and software. Its purpose is to help ensure consistency in system concepts and life cycle concepts,
models, stages, processes, process application, iteration and recursion of processes during the life cycle,
key points of view, adaptation and use in various domains. ISO/IEC/IEEE 24748-1 illustrates the use
of a life cycle model for systems in the context of ISO/IEC/IEEE 15288 and provides a corresponding
illustration of the use of a life cycle model for software in the context of ISO/IEC/IEEE 12207.

ISO/IEC 15026-4 gives the user the freedom to choose whether they use a specific artefact called an
“assurance case” or document the assurance-related information in other documents. The point is to
achieve the top-level claim and then to show the achievement of the claim for the value of a critical
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property for a relevant stakeholder. Life cycle processes, activities and tasks need to reflect both
realizing an adequate system and being sure that the system is adequate by showing that achievement
to the required confidence of the stakeholders.

Users of ISO/IEC 15026-4 may require risk assessment and risk management, measurement and
requirements processes that are more fully elaborated than the treatments provided in ISO/IEC/
IEEE 15288 and ISO/IEC/IEEE 12207. Three International Standards, ISO/IEC 16085, ISO/IEC/
IEEE 15939 and ISO/IEC/IEEE 29148 are designed to be used with ISO/IEC/IEEE 15288 and ISO/IEC/
IEEE 12207 to provide more detail for these three processes. Other standards that provide useful
requirements and guidance for selected processes are ISO/IEC/IEEE 15289 for documentation resulting
from thejexecution of life cycle processes and ISO/IEC/IEEE 16326 for the project management progegs.

ISO/IEC/JEEE 15026 (all parts) is intended to be compatible with these life cycle process standards.
The goals of assurance, the selection of claims to be assured, assurance-related planning.dnd the
construcfion and maintenance of the assurance case have influences within all life cycle processes.

9.2 Aspurance activities in the life cycle

The exeqution of a planned and systematic set of assurance activities is needed’to provide groungds
for confidence in system properties. These activities are designed to ensSdre that both processgs
and systpms conform to their requirements, standards and guidance, and defined procedures[14}].
“Processgs” in this context, include all of the activities involved in‘the design, development and
sustainment of the system. For software, “software products” include the software itself, the dafa
associatgd with it, its documentation and supporting and reporting paperwork produced as part jof
the software process (e.g., test results and assurance arguments).as well as whatever else is needed fo
completd the assurance case. The “requirements” include requirements for the properties that shoulld
be exhibited, ultimately based on requirements to limit, rédiice or manage property-related costs and
losses. The “standards and guidance” may be technical,"defining the technologies that can be used [in
the system or software, or they may be non-technicaldefining aspects of the process that are furthpr
delineatdd by the “procedures” that make satisfactjon-of the system’s requirements possible.

—_—

an arrangeimerit of system elements such that reasoning about the composition is both within the sta

events as well as adequate resilience, methods being used that produce few faults and validation or
verification being targeted to what needs to be shown and showing that adequately.

10 Summary

This document has been written to provide users of ISO/IEC/IEEE 15026 (all parts) an adequate
understanding of the concepts and terminology used in ISO/IEC/IEEE 15026 (all parts) that previously
may not have been shared across the communities served. The explanations of what is covered in each
part of ISO/IEC/IEEE 15026 should provide a basis for selecting and using those parts as well as a
rationale behind the organization of ISO/IEC/IEEE 15026 (all parts).
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