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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISO and IEC, also take part in the work. In the field of information technology, ISO and IEC have

established

a joint technical committee, I[SO/IEC JTC 1.

IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees
of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a

consensus
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[ Directives, Part 1. In particular, the different approval criteria needed for{the different type
should be noted. This document was drafted in accordance with the{editorial rules of
ectives, Part 2 (see www.iso.org/directives).
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This revision is intended to achieve a fully harmonized view of the system and software life cycle processes.

vi

provide a common terminology between the revision of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207;

where applicable, provide common process names and process structure between the revision of
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Introduction

The complexity of software systems has increased to an unprecedented level. This has led to new opportunities,
but also to increased challenges for the organizations that create and utilize systems. These challenges exist
throughout the life cycle of a system and at all levels of architectural detail. This document provides a common
process framework for describing the life cycle of systems created by humans, adopting a Software Engineering
approach. Software Engineering is an interdisciplinary approach and means to enable the realization of successful
software systems. It focuses on defining stakeholder needs and required functionality early in the development
cycle, documenting requirements, and performing design synthesis and system validation while considering the

confiplete problem. It Integrates all the disciplines and Specialty groups 1nto a tean effort Torming 3
elopment process that proceeds from concept to production to operation and maintenance. It.con
business and the technical needs of all stakeholders with the goal of providing a quality product th
ds of users and other applicable stakeholders. This life cycle spans the conception of/ideds thr
rement of a system. It provides the processes for acquiring and supplying systemnis.)It helps

munication and cooperation among the parties that create, utilize and manage modern software
er that they can work in an integrated, coherent fashion. In addition, this, framework provi
bssment and improvement of the life cycle processes.

dey
the
ned

ord
ass

The
cyc
apq

Thi

I‘e'il
co

a)

b)

d)

processes in this document form a comprehensive set from which an organization can construct s
e models appropriate to its products and services. An organization, depending on its purpose, caf select and
ly an appropriate subset to fulfill that purpose.

5 document can be used in one or more of the following modes:

By an organization — to help establish an envirofiment of desired processes. These proce
supported by an infrastructure of methods, precedures, techniques, tools and trained per
organization may then employ this environment to perform and manage its projects an
software systems through their life cycle stages. In this mode, this document is used
conformance of a declared, established environment to its provisions.

By a project — to help select, structure and employ the elements of an established envi

structured
siders both
t meets the
ugh to the
to improve
systems in
les for the

oftware life

bses can be
tonnel. The
d progress

to assess

ronment to

provide products and services. In'this mode, this document is used in the assessment of conformance of

the project to the declared and.established environment.

By an acquirer and a supplier — to help develop an agreement concerning processes and ag
the agreement, the processes and activities in this document are selected, negotiated, agy
performed. In this mode, this document is used for guidance in developing the agreement.

By process ,assessors — to serve as a process reference model for use in the performance
assessments-that may be used to support organizational process improvement.

tivities. Via
eed to and

of process
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INTERNATIONAL STANDARD

Systems and software engineering — Software life cycle proc

1 Scope

1.1 Overview

Thi

s document establishes a common framework for software life cvcle nrocesses with well-defined t
4 I ’

ISO/IEC/IEEE 12207:2017(E)

esses

erminology,

that can be referenced by the software industry. It contains processes, activities, and tasks that-arg
dutfing the acquisition, supply, development, operation, maintenance or disposal of software system
and services. These life cycle processes are accomplished through the involvement of stakeholder

ultimate goal of achieving customer satisfaction.

Thi
per
soff
def]

5 document applies to the acquisition, supply, development, operation, maintenance, and dispos
formed internally or externally to an organization) of software systems, products and servic
ware portion of any system, Software includes the software portion of firmware. Those aspect
nition needed to provide the context for software products and services are included.

Thil
cyc

5 document also provides processes that can be employed for definingy‘controlling, and improving s
e processes within an organization or a project.

Thd
con
eng

processes, activities, and tasks of this document can also bé.applied during the acquisition of a

tains software, either alone or in conjunction with/ISO/IEC/IEEE 15288:2015, Systems an
ineering—System life cycle processes.
In the context of this document and ISO/IEC/IEEE 15288, there is a continuum of human-made sy
thoke that use little or no software to those in which software is the primary interest. It is rare to ¢
complex system without software, and all software systems require physical system components (hj
opdrate, either as part of the software system-of-interest or as an enabling system or infrastructur
chdice of whether to apply this document for the software life cycle processes, or ISO/IEC/IEEE 1
Systems and software engineering—System life cycle processes, depends on the system-of-interest. P
both documents have the same pretess purpose and process outcomes, but differ in activities a
perfform software engineering or systems engineering, respectively.

1.2 Purpose
The purpose of this document is to provide a defined set of processes to facilitate communication amor
suppliers and other stakeholders in the life cycle of a software system.

This document is written for acquirers, suppliers, developers, integrators, operators, maintainers
qudlity assurance managers, and users of software systems, products, and services. It can be used
orgpnization in a self-imposed mode or in a multi-party situation. Parties can be from the same orgj
fromdifferent organizations and the situation can range from an informal agreement to a formal contrd

applicable
5, products,
s, with the

1l (whether
ps, and the
5 of system

oftware life

bystem that
d software

stems from
ncounter a
rdware) to
b, Thus, the
5288:2015,
rocesses in
hd tasks to

g acquirers,

managers,
by a single
inization or
ct.

The processes in this document can be used as a basis for establishing business environments, e.g., methods,

procedures, techniques, tools and trained personnel. Annex A provides normative direction regarding t
of these software life cycle processes.

1.3 Field of application

This document applies to the full life cycle of software systems, products, and services, including

he tailoring

conception,

development, production, utilization, support and retirement, and to their acquisition and supply, whether

performed internally or externally to an organization. The life cycle processes of this document can
concurrently, iteratively and recursively to a software system and incrementally to its elements.
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There is a wide variety of software systems in terms of their purpose, domain of application, complexity, size,
novelty, adaptability, quantities, locations, life spans and evolution. This document describes the processes that
comprise the life cycle of man-made software systems. It therefore applies to one-of-a-kind software systems,
software systems for wide commercial or public distribution, and customized, adaptable software systems. It also
applies to a complete stand-alone software system and to software systems that are embedded and integrated
into larger, more complex and complete systems.

This document provides a process reference model characterized in terms of the process purpose and the process
outcomes that result from the successful execution of the activity tasks. Annex B lists examples of artifacts and
information items that may be associated with various processes. This document can therefore be used as a
reference model to support process assessment as specified in ISO/IEC 33002:2015. Annex C provides
information regarding the use of the software life cycle processes as a process reference model. Annex D describes

the proces

constructs for use in the process reference model. Annex | provides the correspondence between

this

document 4

1.4 Limi

This docur
modelling 4
the project
responsiblé
the project,

This docum
However, if
manageme
system spe

This docun
ISO/IEC/IE]

2 Norn

There are n

3 Term

nd ISO/IEC/IEEE 12207:2008 at the level of process name and process outcome.

tations

hent does not prescribe a specific software life cycle model, development methodelogy, meth
pproach, or technique. The users of this document are responsible for selecting a'lifé cycle model
and mapping the processes, activities, and tasks in this document into that model. The parties are :
for selecting and applying appropriate methodologies, methods, models anhd.techniques suitable

ent does not establish a management system or require the use of ahy“management system stand
is intended to be compatible with the quality management system/Jspecified by ISO 9001, the ser}
1t system specified by ISO/IEC 20000-1 (IEEE Std 20000-1), anid the information security managen
rified by ISO/IEC 27000.

ent does not detail information items in terms of name, format, explicit content and recording me|
EE 15289 addresses the content for life cycle process information items (documentation).

jJative references

0 normative references in this documerit.

s, definitions, and abbreviated terms

3.1 Terms and definitions

For the pur

ISO and IEQ
— 1IE(
I1SQ

poses of this document, the following terms and definitions apply.
maintainterminological databases for use in standardization at the following addresses:

Electropedia: available at http://www.electropedia.org

od,
for
Iso
for

hrd.
ice
ent

dia.

Quline browsing platform: available at http://www.iso.org/obp

TG 1 D FaVi 1 111 Pk WS L Lo 1 . L AR C .
— IELL SJldiiudlius UILLUIIALy UILITIC. davdlldUIT dULILtY. /7 JICCCAPIUVI C.ICCC.UL 57 APIS 7 UICUIUIIAL V. ]S D

Definitions for other terms typically can be found in ISO/IEC/IEEE 24765, System and software engineering —
Vocabulary, available at <www.computer.org/sevocab>.

3.1.1
acquirer

stakeholder that acquires or procures a product or service from a supplier

Note 1 to entry:

Other terms commonly used for an acquirer are buyer, customer, owner, purchaser

internal/organizational sponsor.

or

© ISO/IEC 2017 - All rights reserved
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3.1.2
acquisition
process of obtaining a system, product or service

3.1.3
activity
set of cohesive tasks of a process

3.14

agile development
software development approach based on iterative development, frequent inspection and adaptation, and
incremental deliveries, in which requirements and solutions evolve through collaboration in cross-functional
teams.and thrm]gh continual stakeholder feedhack

[SOURCE: ISO/IEC/IEEE 26515: 2011]

3.145
agrieement
mulfual acknowledgement of terms and conditions under which a working relationship.isiconducted

EXAMPLE Contract, memorandum of agreement.

3.1}6

ardhitecture
<system> fundamental concepts or properties of a system in itS“environment embodied in it§ elements,
relgtionships, and in the principles of its design and evolution

[SOURCE: ISO/IEC/IEEE 42010:2011]

3.7

ardhitecture framework
conventions, principles and practices for the description of architectures established within a specifi¢ domain of
appglication and/or community of stakeholders

EXAMPLE 1 Generalised Enterprise Refergeiice Architecture and Methodologies (GERAM) [ISO 15704] is an|architecture
frarhework.

EXAMPLE 2 Reference Model of Qpeir Distributed Processing (RM-ODP) [ISO/IEC 10746] is an architecture frimework.
[SOURCE: ISO/IEC/IEEE 42010:2011]
3.118

ardhitecture view
work product expressing the architecture of a system from the perspective of specific system concerns

[SOURCE: ISO/IEC/IEEE 42010:2011]

3.149

ardhitecture viewpoint
work product establishing the conventions for the construction, interpretation and use of architecture views to
frame specific system concerns

[SOURCE: ISO/IEC/IEEE 42010:2011]

3.1.10

audit

independent examination of a work product or set of work products to assess compliance with specifications,
standards, contractual agreements, or other criteria

© ISO/IEC 2017 - All rights reserved
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formally approved version of a configuration item, regardless of media, formally designated and fixed at a specific
time during the configuration item’s life cycle

[SOURCE: IEEE Std 828-2012]

3.1.12
business p

rocess

partially ordered set of enterprise activities that can be executed to achieve some desired end-result in pursuit of
a given objective of an organization

3.1.13

concept of
verbal and
operation d

Note 1 to enf
plans. In thg
simultaneou

operations
or graphic statement, in broad outline, of an organization’s assumptions or intent in regard-tag
I series of operations

ry: The concept of operations frequently is embodied in long-range strategic plans and @hhual operati
latter case, the concept of operations in the plan covers a series of connected operatiohs/to be carried
Fly or in succession. The concept is designed to give an overall picture of the organization operations. See

operational ¢oncept (3.1.28).

Note 2 to enfry: It provides the basis for bounding the operating space, system capabilities, interfaces and opera
environment.

[SOURCE: ANSI/AIAA G-043A-2012¢]

3.1.14

concern

<system> ipterest in a system relevant to one or more of its stakeholders

Note 1 to enfry: A concern pertains to any influence on¢a ‘system in its environment, including developme
technological, business, operational, organizational, political, economic, legal, regulatory, ecological and social influences.
[SOURCE: ISO/IEC/IEEE 42010:2011]

3.1.15

configuratjon item

item or aggregation of hardware, softwareyor both, that is designated for configuration management and tred

as a single ¢

ntity in the configuration management process

EXAMPLE Software, firmware) data, hardware, humans, processes (e.g, processes for providing service to uss
procedures (je.g., operator instructions and user manuals), facilities, services, materials, and naturally occurring entities
3.1.16

customer

organizatiopn or person that receives a product or service

EXAMPLE Consumer, client, user, acquirer, buyer, or purchaser.

Note 1 to entry:

3.1.17

an

bnal
out
hlso

ting

htal,

ted

A customer can be internal or external to the organization.

design, verb
<process> to define the architecture, system elements, interfaces, and other characteristics of a system or system

element

[SOURCE: IS

3.1.18

O/IEC/IEEE 24765:2010, modified, changed ‘components’ to ‘system element’]

design, noun
result of the processin 3.1.17
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Note 1 to entry: Information, including specification of system elements and their relationships, that is sufficiently
complete to support a compliant implementation of the architecture

Note 2 to entry: Design provides the detailed implementation-level physical structure, behavior, temporal relationships,
and other attributes of system elements.

3.1.19
design characteristic
design attributes or distinguishing features that pertain to a measurable description of a product or service

3.1.20

enabling system
system that supports a system-of-interest during its life cycle stages but does not necessarily contribute directly to
its function during operation

EXAMPLE A configuration management system used to control software elements during software,development.

Notk 1 to entry: Each enabling system has a life cycle of its own. This document is applicable to each enabling gystem when,
in ifs own right, it is treated as a system-of-interest.

3.1{21
enyironment
<sylstem> context determining the setting and circumstances of all influences upon a system

[SOURCE: ISO/IEC/IEEE 42010:2011]

3.1422
facjlity
physical means or equipment for facilitating the performancé.of an action, e.g., buildings, instruments, fools

3.1j23

incjdent
andmalous or unexpected event, set of events, condition, or situation at any time during the life cycle pf a project,
product, service, or system

3.1124
infoprmation item
seplarately identifiable body of information that is produced, stored, and delivered for human use

[SOURCE: ISO/IEC/IEEE 15289:2015]

3.1125

infrastructure
hardware and softwadre environment to support computer system and software design, development, and
modfification

3.1{26
lifej cycle
evdlution of a system, product, service, project or other human-made entity from conception through re¢tirement

3.1.27

life cycle model

framework of processes and activities concerned with the life cycle, which can be organized into stages, acting as a
common reference for communication and understanding

3.1.28

operational concept

verbal and graphic statement of an organization’s assumptions or intent in regard to an operation or series of
operations of a system or a related set of systems

Note 1 to entry: The operational concept is designed to give an overall picture of the operations using one or more specific
systems, or set of related systems, in the organization’s operational environment from the users’ and operators’ perspective.
See also concept of operations (3.1.13).

© ISO/IEC 2017 - All rights reserved
© IEEE 2017 - All rights reserved


https://iecnorm.com/api/?name=780a924729750b2069e9d02e545d732e

ISO/IEC/IEEE 12207:2017(E)
[SOURCE: ANSI/AIAA G-043A-2012¢]
3.1.29

operator

individual or organization that performs the operations of a system

Note 1 to entry: The role of operator and the role of user can be vested, simultaneously or sequentially, in the same
individual or organization.

Note 2 to entry: An individual operator combined with knowledge, skills and procedures can be considered as an element
of the system.

Note 3 to entry: An operator can perform operations on a system that is operated, or within a system that is operated,
depending ofr WiEHTET OT TTOT OPETatiNg MSIUCTHONS are praced Wit the SyStenT boundary.

3.1.30
organizatipn
group of pejople and facilities with an arrangement of responsibilities, authorities and relationships

EXAMPLE company, corporation, firm, enterprise, institution, charity, sole trader, association, or parts or combinafion
thereof.
Note 1 to enfry: An identified part of an organization (even as small as a single individual) or an identified group of

organizations can be regarded as an organization if it has responsibilities, authorities and relationships. A body of pergons
organized fof some specific purpose, such as a club, union, corporation, or society, is an oxganization.

3.1.31

party
organizatiopn entering into an agreement

Note 1 to enfry: In this document, the agreeing parties are called the.acquirer and the supplier.

3.1.32

problem
difficulty, Uncertainty, or otherwise realized and undesirable event, set of events, condition, or situation that
requires inyestigation and corrective action

3.1.33
process
set of interfelated or interacting activities-that transforms inputs into outputs

3.1.34
process outcome
observable[result of the suceessful achievement of the process purpose

3.1.35
process pyrpose
high-level dbjective-of performing the process and the likely outcomes of effective implementation of the procefs

Note 1 to enfry: The purpose of implementing the process is to provide benefits to the stakeholders.

3.1.36
product
result of a process

Note 1 to entry: There are four agreed generic product categories: hardware (e.g., engine mechanical part); software (e.g.,
computer program procedures, and possibly associated documentation and data); services (e.g., transport); and processed
materials (e.g., lubricant). Hardware and processed materials are generally tangible products, while software or services are
generally intangible.

3.1.37
project
endeavour with defined start and finish criteria undertaken to create a product or service in accordance with
specified resources and requirements
6
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Note 1 to entry: A project is sometimes viewed as a unique process comprising coordinated and controlled activities and
composed of activities from the Technical Management processes and Technical processes defined in this document.

3.1.38
<project> portfolio
collection of projects that addresses the strategic objectives of the organization

3.1.39
qualification
process of demonstrating whether an entity is capable of fulfilling specified requirements

3.1.40
quality assurance
partt of quality management focused on providing confidence that quality requirements will be fulfilled

[SOURCE: ISO 9000:2015]

3.1}41
quality characteristic
inhprent characteristic of a product, process or system related to a requirement

Notg 1 to entry: Critical quality characteristics commonly include those relatedto-health, safety, security assurance,
relipbility, availability and supportability.

3.1142
quality management
codrdinated activities to direct and control an organization with regard to quality

3.1{43
release
partticular version of a configuration item that is made-available for a specific purpose

EXAMPLE Test release.

3.1}44
requirement
statement that translates or expresses-a need and its associated constraints and conditions

[SOURCE: ISO/IEC/IEEE 29148:2011, modified, NOTE has been removed.]
3.1}45

resource

asspt that is utilized or.consumed during the execution of a process

Notg 1 to entry: Resources include those that are reusable, renewable or consumable.

EXAMPLE diverse entities such as funding, personnel, facilities, capital equipment, tools, and utilities suth as power,
watgr, fuel and communication infrastructures.

3.146
retirement
withdrawal of active support by the operation and maintenance organization, partial or total replacement by a
new system, or installation of an upgraded system

3.1.47
risk
effect of uncertainty on objectives

Note 1 to entry: An effect is a deviation from the expected — positive or negative. A positive effect is also known as an
opportunity.
Note 2 to entry: Objectives can have different aspects (such as financial, health and safety, and environmental goals) and

can apply at different levels (such as strategic, organization-wide, project, product and process).
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Note 3 to entry:

Note 4 to entry:
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circumstances) and the associated likelihood of occurrence.

Note 5 to entry:

of an event, its consequence, or likelihood.

[SOURCE: ISO Guide 73:2009, definition 1.1]

3.1.48
safety

Risk is often characterized by reference to potential events and consequences, or a combination of these.

Risk is often expressed in terms of a combination of the consequences of an event (including changes in

Uncertainty is the state, even partial, of deficiency of information related to understanding or knowledge

expectation that a system does not, under defined conditions, lead to a state in which human life, health, property,

or the envil

3.1.49
security
protection
integrity, a
their assur{

[SOURCE: N

3.1.50
service
performan

Note 1 to ent
Note 2 to ent

3.1.51
software e
system eler]

3.1.52
software e
application

onment IS endangered

against intentional subversion or forced failure; a composite of four attributes - '‘confidentia
Failability, and accountability - plus aspects of a fifth, usability, all of which have the related issu
ince

ATO AEP-67]

e of activities, work, or duties

ry: A service is self-contained, coherent, discrete, and can be cémposed of other services.
ry: A service is generally an intangible product.
lement

hent that is software

ngineering
of a systematic, disciplined, quantifiable approach to the development, operation, and maintenanc

software; that is, the application of engineering to software

3.1.53

software item

source codg

Note 1 to ent
Software itel

, object code, control'code, control data, or a collection of these items

ry: A software item can be viewed as a system element of this document and of ISO/IEC 15288:2
ns are typjically configuration items.

3.1.54
software p

set of comp

Note 1 to entry:

3.1.55

roduct

A software product is a software system viewed as the output (product) resulting from a process.

software system
system for which software is of primary importance to the stakeholders

Note 1 to entry:

procedures.

Note 2 to entry:

In a software system, software is the leading driver in meeting system requirements.

ity,
b of

e of

15.

In the most general case, a software system is comprised of hardware, software, people, and manual
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.56

software system element
member of a set of elements that constitute a software system

Note 1 to entry:

hardware elements, services, and other system elements and systems.

Note 2 to entry: A software system element can be viewed as a system element.

3.1

.57

software unit
atomic-level software component of the software architecture that can be subjected to standalone testing

A software system element can include one or more software units, software elements, hardware units,

Not

[SOQURCE: ISO 26262-1:2011, modified, Note 1 to entry added.]

e 1 to entry: Some software units are separately compilable pieces of code.

3.1158

stapge

perfiod within the life cycle of an entity that relates to the state of its description or realization

Notg 1 to entry: As used in this document, stages relate to major progress and<achievement milestones
thrqugh its life cycle.

Notg 2 to entry: Stages often overlap.

3.1{59

stakeholder

indjvidual or organization having a right, share, claim, or intérest in a system or in its possession of cha
thaf meet their needs and expectations

EXAMPLE End users, end user organizations, supporters, developers, producers, trainers, maintainer
acqhirers, supplier organizations and regulatory bodies.

Notg 1 to entry: Some stakeholders can have interests that oppose each other or oppose the system.

3.1{60

supplier

orgpnization or an individual that-enters into an agreement with the acquirer for the supply of a
seryice

Notg 1 to entry: Other terms commonly used for supplier are contractor, producer, seller, or vendor.

NotE 2 to entry: Thejacquirer and the supplier sometimes are part of the same organization.

3.1161

system

combinatien of interacting elements organized to achieve one or more stated purposes

Note I\6 entry: A system is sometimes considered as a product or as the services it provides.

bf the entity

racteristics

5, disposers,

product or

Note 2 to entry:

In practice, the interpretation of its meaning is frequently clarified by the use of an associative noun, e.g.,

aircraft system or database management system. Alternatively, the word “system” is substituted simply by a context-
dependent synonym, e.g., aircraft or database, though this potentially obscures a system principles perspective.

Note 3 to entry:

A system can include the associated equipment, facilities, material, software, firmware, technical

documentation, services and personnel required for operations and support to the degree necessary for use in its intended
environment.

Note 4 to entry: See for comparison: enabling system, system-of-interest, system of systems.

3.1.62
system element
member of a set of elements that constitute a system
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EXAMPLE

Note 1 to entry:

3.1.63

EEE 12207:2017(E)

Hardware, software, data, humans, processes (e.g., processes for providing service to users), procedures (e.g.,
operator instructions), facilities, materials, and naturally occurring entities or any combination.

system-of-interest

Sol

system whose life cycle is under consideration

3.1.64

system of systems

SoS

A system element is a discrete part of a system that can be implemented to fulfill specified requirements.

set of syste
can accomy

Note 1 to enf
coordinates

3.1.65
systems e

ms that integrate or interoperate to provide a unique capability that none of the constituent syst¢
lish on its own

ry: Each constituent system is a useful system by itself, having its own management, goals, and'resources
vithin the SoS to provide the unique capability of the SoS.

|gineering

interdisciplinary approach governing the total technical and managerial effort required to transform a se

stakeholde

3.1.66
task
required, 1
outcomes 0

3.1.67
technical 1
application

3.1.68
trade-off
decision-m
to the stakd

3.1.69

traceabilit]
degree to y
predecesso
verification

EXAMPLE

3.1.70
user
individual

" needs, expectations, and constraints into a solution and to support thatsolution throughout its life

ecommended, or permissible action, intended to contribute\to the achievement of one or m
f a process

nanagement
of technical and administrative resources to planjorganize and control engineering functions

hking actions that select from various reéquirements and alternative solutions on the basis of net ben
holders

y

-successor or master-subordinate relationship to one another, such as requirements, system elemg
s, or tasks

Software features and test cases are typically traced to software requirements.

bIMS

but

[ of

ore

efit

thich a relationship can be established among two or more logical entities, especially entities having a

nts,

rgtoup that interacts with a system or benefits from a system during its utilization

Note 1 to entry:

The role of user and the role of operator are sometimes vested, simultaneously or sequentially, in

same individual or organization.

[SOURCE: ISO/IEC 25010:2011, modified, Note 1 to entry added.]

3.1.71
validation

the

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or

application

Note 1 to entry:

have been fulfilled

A system is able to accomplish its intended use, goals and objectives (i.e., meet stakeholder requireme

in the intended operational environment. The right system was built.

10

nts)
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Note 2 to entry: In a life cycle context, validation involves the set of activities for gaining confidence that a system is able to
accomplish its intended use, goals and objectives in an environment like the operational environment.

3.1.72
verification
confirmation, through the provision of objective evidence, that specified requirements have been fulfilled

Note 1 to entry: Verification is a set of activities that compares a system or system element against the required

characteristics. This includes, but is not limited to specified requirements, design, descriptions, and the system itself. The
system was built right.

[SOURCE: IS0 9000:2015, modified, Note 1 to entry added.]

3.2 Abbreviated terms

CCB Configuration Control Board
CM Configuration Management

COTS Commercial-Off-The-Shelf

FCA Functional Configuration Audit

FO$S Free and Open Source Software

GU Graphical User Interface

ND Non-Developmental Items

QA Quality Assurance

PCA Physical Configuration Audit
PESTEL Political, Economic, Social, Technological, Envitonmental, and Legal
PM Project Management Institute

PMpP Project Management Plan

PRM Process Reference Model

SCM Software Configuration Manageirent
SDJ Software Development Plan

SENP Systems Engineering Management Plan

o) System-of-Interest

SoS System of Systems

SWPT Strengths, Weaknesses, Opportunities, Threats
WHS Work Breakdown Structure

4 | Confermance

4.1 Intended usage

The requirements in this document are contained in Clause 6 and Annex A. This document provides requirements
for a number of processes suitable for usage during the life cycle of a software system or product. It is recognized
that particular projects or organizations may not need to use all of the processes provided by this document.
Therefore, implementation of this document typically involves selecting and declaring a set of processes suitable
to the organization or project. There are two ways that an implementation can be claimed to conform to the
provisions of this document — full conformance and tailored conformance.

There are two criteria for claiming full conformance. Achieving either criterion suffices for conformance, although
the chosen criterion (or criteria) shall be stated in the claim. Claiming “full conformance to tasks” asserts that all of
the requirements of the activities and tasks of the declared set of processes are achieved. Alternatively, claiming
“full conformance to outcomes” asserts that all of the required outcomes of the declared set of processes are

11
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achieved. Full conformance to outcomes permits greater freedom in the implementation of conforming processes
and can be useful for implementing processes to be used in the context of an innovative life cycle model.

NOTE 1 Options for conformance are provided for needed flexibility in the application of this document. Each process has a
set of objectives (phrased as “outcomes”) and a set of activities and tasks that represent one way to achieve the objectives.

NOTE 2 Users who implement the activities and tasks of the declared set of processes can assert full conformance to tasks
of the selected processes. Some users, however, might have innovative process variants that achieve the objectives (i.e., the
outcomes) of the declared set of processes without implementing all of the activities and tasks. These users can assert full
conformance to the outcomes of the declared set of processes. The two criteria — conformance to task and conformance to
outcome — are necessarily not equivalent since specific performance of activities and tasks can require, in some cases, a higher
level of capability than just the achievement of outcomes.

NOTE 3
document c4
for the acqui

NOTE 4
trade, can sf
suppliers’ coj

NOTE 5
use of the v
requirement

4.2 Full

4.2.1 Ful

A claim of
outcomes i
achieved. |
rather than|

One intend
objectives

That stand4
Users inten
the “proces|

4.2.2 Ful

A claim of
tasks is ach
processes |
are guidand

NOTE
requires det

rer and supplier to claim compliance with the agreement than conformance with this document.

An organization (for example, national, industrial association, company) imposing this document, ds\a conditio
ecify and make public the minimum set of required processes, outcomes, activities, and tasks; which consti
mpliance with the conditions of trade.

Requirements of this document are marked by the use of the verb “shall”. Recommendations are marked by

brb “should”. Permissions are marked by the use of the verb “may”. However, despitevthe verb that is used,
5 for conformance are selected as described previously.

conformance

conformance to outcomes

ull conformance declares the set of processes for whiehyconformance is claimed. Full conformanc
s achieved by demonstrating that all of the outcomes” of the declared set of processes have b

requirements, regardless of the verb form that is\wised in the provision.

led use of this document is to facilitate proeess assessment and improvement. For this purpose,
f each process are written in the form ef“outcomes’ compatible with the provisions of ISO/IEC 33(
ird provides for the assessment of thé processes of this document, providing a basis for improvem

5 reference model” required by JSO/IEC 33002.

conformance to tasks

ull conformance déclares the set of processes for which conformance is claimed. Full conformanc
ieved by demonstrating that all of the requirements of the activities and tasks of the declared se
ave been achieved. In this situation, the provisions for the outcomes of the declared set of proceg
e rather thanrrequirements, regardless of the verb form that is used in the provision.

A claim of full conformance to tasks can be appropriate in contractual situations where an acquirer or a regul
iled-understanding of the suppliers’ processes.

n be selected for incorporation in the agreement with or without modification. In this case, it is more appropifi

n of
fute

the
the

P to
een

 this situation, the provisions for activities and tasks of the declared set of processes are guidance

the
02.
ent.

ding process assessment and improyement may use the process outcomes written in this document as

b to
t of
ses

htor

4.3 Tailored conformance

When this document is used as a basis for establishing a set of processes that do not qualify for full conformance,
the clauses of this document are selected or modified in accordance with the tailoring process prescribed in Annex
A. The tailored text, for which tailored conformance is claimed, is declared. Tailored conformance is achieved by
demonstrating that the outcomes, activities, and tasks, as tailored, have been achieved.

12
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Key concepts and application

Introduction

This clause is included to highlight and to help explain essential concepts on which this document is based.

NOTE

TR2

5.2

5.2

The
ser
inc
ser
ent]

Thi
upd
dod
har
Alt
can

Thd
sta

element in another stakeholder’s system-of-interest. Fartltermore, a system-of-interest can be view

Further elaboration of these concepts can be found in ISO/IEC TS 24748-1, ISO/IEC TR 24748-2,
4748-3 on the application of life cycle management.

Software system concepts

1 Software systems

and ISO/IEC

software systems considered in this document are human-made, created and utilized to previde

yices in defined environments for the benefit of users and other stakeholders. These softivare
ude the following system elements: hardware, software, data, humans, processes (e.g., processes fd
yice to users), procedures (e.g., operator instructions), facilities, services, materialsand naturall
ties. As viewed by the user, they are thought of as products or services.

5 document applies to systems for which software is of primary importancéto“the stakeholders.
n the general principles of systems engineering and software engineering. It/is a fundamental pre
ument that software always exists in the context of a system. Sincé software does not oper:
dware, the processor upon which the software is executed can’be considered as part of t

also be viewed as enabling systems or external systems in the operating environment.

perception and definition of a particular software systemy its architecture, and its elements d
keholder’s interests and responsibilities. One stakehelder’s system-of-interest can be viewed 4

broducts or
ystems can
r providing
y occurring

It is based
mise of this
ite without
he system.

brnatively, hardware or services hosting the software system and handling communications with other systems

bpend on a
S a system
bd as being

parft of the environment for another stakeholder’s system-of-interest.
Thg¢ following are key points regarding the charaeteristics of systems-of-interest:
a) defined boundaries encapsulate meaningful needs and practical solutions;
b) there is a hierarchical or othet relationship between system elements;
c) an entity at any level in.the system-of-interest can be viewed as a system;
d) asystem comprises an integrated, defined set of subordinate system elements;
e) humans can be viewed as both users external to a system and as system elements (i.e., operatofs) within a
system;.and
f) a system can be viewed in isolation as an entity, i.e., a product; or as a collection of functions capable of
interacting with its surrounding environment, i.e., a set of services.
amd permit a

pra

5.2

ctitioner to correlate or adapt individual instances of life cycles to its system principles.

.2 Software system structure

The life cycle processes in this document are described in relation to a software system that is composed of a set
of interacting system elements (including software elements), each of which can be implemented to fulfill its
respective specified requirements (Figure 1). Responsibility for the implementation of any system element may
therefore be delegated to another party through an agreement.
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_.lo achieve one or more

A software systemis stated ey
purposes (within the

Fﬁgg?ﬁ:ﬁgﬁgﬁf of system boundary).

elements, including

software elements... Software System

Software system .o Software system

Software system
element B - element C

element A

Figure 1 — Software system and software system element relationship

The relatiqnship between the software system and its complete set of system elements-‘cair typically| be
representel showing relationships between the elements - often depicted as a hierarchyor” the simplest of
systems-ofiinterest. Decomposition is one approach to some software activities. Other ,approaches include [the
object-oriented approach, where the system elements are laid out in a flat (non-hierarchical) description such as
in a networfk diagram. For more complex software systems-of-interest, a prospective $ystem element may need to
be consideiled as a system (that in turn is comprised of system elements) before a coniplete set of system elemgnts
can be defiped with confidence (Figure 2). In this manner, the appropriate systemlife cycle processes are applied
recursively|to a system-of-interest to resolve its structure to the point whéré ‘understandable and managegble
software syjstem elements can be implemented (created, adapted, acquired, 6p reused).

Software |
System-of-¢)
Interest
Software S System
System ystem Element
| AN [ 1 |
System | | System | | Software System| |Software Software
Element| [Element lSystem Element| | Element System
™
\»
& ‘ | [ |
:System Software| Software System| | Software Software
Element| Element Element System
System|  gofiware System| |System |Software| Software| |System
Element Ejement Element| [Element| Element| |Element| Element

Figure 2 —Example of software system-of-interest structure

While Figures 1 and 2 imply a hierarchical relationship, in reality there are an increasing number of systems that,
from one or more aspects, are not hierarchical, such as networks and other distributed systems. Annex G
discusses the concept of a system of systems (SoS).
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NOTE Decomposition is an activity fundamental to many software activities. Not all decompositions imply the
designation of new software system elements and the corresponding recursive application of the activity. Designation of a
decomposed construct as an element is necessary only when it is appropriate to apply distinct requirements, design, or
implementation activities to its development. One example of an appropriate situation is when the element is to be developed
by a distinct organization. Another example is when management determines that it is appropriate to distinctly monitor the
status of the development or customization of the element.

5.2.3 Enabling systems

Throughout the life cycle of a system-of-interest, essential services are required from systems that are not directly
a part of the operational environment of the system-of-interest, e.g., modelling system, training system,
maintenance system. Each of these systems enables a part, e.g., a stage of the life cycle of the system-of-interest to
be conducted. Termed “enabling systems”, they facilitate progression of the system-of-interest through its life
cycle.

The relationship between the services delivered to the operational environment by the systemsof-intefest and the
seryices delivered by the enabling systems to the system-of-interest is shown in Figure 3. Endbling systems can be
seeh to contribute indirectly to the services provided by the system-of-interest. The interrelationships between
the| system-of-interest and the enabling systems can be bidirectional or a one-way relationship. In [addition to
int¢racting with enabling systems, the system-of-interest can also interact with other systems in the operating
environment, shown as Systems A, B, and C. Requirements for interfaces with enabling systems and other systems
in the operational environment are included in the requirements for the system;of*interest.

SystemB in
operational
environment

Software system C
in operational
environment

Software system A
in operational
environment

Interaction with
systems comprising the
operational environment

Enabling
software
system

X

Software system
of-interest
Enabling
system
Y

Interaction Enabling
with enabling software
systems

system
Z

Figure 3 —Software system-of-interest, its operational environment and enabling systems

During a stage in the software life cycle, the relevant enabling systems and the system-of-interest are considered
together. Since they are interdependent, they can also be viewed as a system. When a suitable enabling system
does not already exist, the project that is responsible for the system-of-interest can be directly responsible for
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creating and using the enabling system. Creating the enabling system can be viewed as a separate project and
subsequently as another system-of-interest.

Further elaboration of these concepts can be found in ISO/IEC/IEEE 24748 (all parts) on the application of life
cycle processes.

NOTE Enabling systems in software development include software development and test environments for target platforms.

5.2.4 Life cycle processes for the software system

In the software system, the requirements, architecture, and design processes at the system level result in an
allocation of th nted
primarily by FZHAS ofbwa Y 3 H 3 SR—a s—which
functions Will be implemented in software or by other elements, implementing the software and other eleme
and integrdting the elements as a software system. Therefore, a software product or service can be treated: af
element of h software system.

nts,
an

In some cages, the architectural definition of a software system can indicate that it is appropriate te consider it as
comprising| a set of distinct subordinate elements. In turn, each of the software elements can’ be treated 3s a
distinct soffware system as described previously. In these cases, this document may be{applied recursively to
procure or fdevelop the subordinate elements.

This document has a strong relationship with ISO/IEC/IEEE 15288:2015, Systems and Software Engineeri
System Life|Cycle Processes, and is more applicable to software systems. To accetint for situations in which b
ISO/IEC/IEEE 15288:2015 and ISO/IEC/IEEE 12207:2017 are applied (e.g., a development of a system contair
software, of the development of a software system containing hardware), their process structures are harmoni
to be identiical. The processes of this document directly correspond te;processes of ISO/IEC/IEEE 15288 v
specializatipn for software products and services.

ng--
oth
ling
zed
yith

In the case| where the system non-software elements have primary importance, an organization may decid¢ to

apply ISO/IEC/IEEE 15288 to perform the appropriate life cyele processes, activities and tasks. For each softwfare
element of the system, the organization may apply this document to create, adapt, acquire, or reuse the software
elements.

5.3 Organization and project concepts

5.3.1 Organizations

When an o
agreement.,
smallasas

rganization, as a whole or_a part, enters into an agreement, it is sometimes called a “party” to
Parties can be from the same organization or from separate organizations. An organization can b
ngle individual, if the\individual is assigned responsibilities and authorities.

the
b as

the
the

In informal
name of th|
“acquirer”.

terms, the organization that is responsible for executing a process is sometimes referred to by
ht process/Bor example, the organization executing the Acquisition process is sometimes called
Dther examples include supplier, implementer, maintainer, and operator.

hat
and

A few othelf terms’/are applied to organizations in this document: “user” can be the organization or individuals {
directly engage’with or benefit from the utilization of the product or service; “customer” refers to the user
acquirer collectively; and “stakeholder” refers to an individual or organization with an interest in the system.

The processes and organizations are only related functionally. This document does not dictate or imply a structure
for an organization, nor does it specify that particular processes are to be executed by particular parts of the
organization. It is the responsibility of the organization that implements this document to define a suitable
structure for the organization and assign appropriate roles for the execution of processes.

The processes in this document form a comprehensive set to serve various organizations. An organization, small
or large, depending on its business purpose or its acquisition strategy, can select an appropriate set of the
processes (and associated activities and tasks) to fulfill that purpose. An organization can perform one process or
more than one process.

16
© ISO/IEC 2017 - All rights reserved
© IEEE 2017 - All rights reserved


https://iecnorm.com/api/?name=780a924729750b2069e9d02e545d732e

ISO/IEC/IEEE 12207:2017(E)

This document is intended to be applied by an organization internally or externally by two or more organizations.
When applied internally, the two agreeing parties typically act under the terms of an agreement that may vary in
formality under different circumstances. When applied externally, the two agreeing parties typically act under the
terms of a contract. This document uses the term “agreement” to apply to either situation.

For the purpose of this document, any project is assumed to be conducted within the context of an organization.
This is important, because a project is dependent upon various outcomes produced by the business processes of
the organization, e.g., employees to staff the project and facilities to house the project. For this purpose, this
document provides a set of “Organizational Project-Enabling” processes. These processes are not assumed to be
adequate to operate a business; instead the processes, considered as a collection, are intended to state the

minimum set of dependencies that the project places upon the organization.

5.3

Mo
and
org

app
the

In 1
add
pro

5.4

5.4

Lifq
sta
Ead
Sys

utilization, support, and retirement. Use of these terms to define stages is not normative. A common §

for
sta

Thd
the

achiievement milestones of the software system through its life cycle. They give rise to the primary de

of
und
Sys
hig

differently to satisfy contrasting business and risk mitigation strategies.

The
the

daonti

2—Organization-and-projeet-level-adoption

Hern businesses strive to develop a robust set of life cycle processes that are applied repeatedly to
services of the business. Therefore, this document is intended to be useful for adoption at
Anization level or at the project level. An organization can adopt the document and ‘supplem
ropriate procedures, practices, tools and policies. In turn, a project of the organization typically ¢
organization’s processes rather than conforming directly to this document.

ome cases, projects may be executed by an organization that does not have“an appropriate set g
pted at the organizational level. Such a project may apply the provisions+of this document dir
ject.

Life cycle concepts

1 Software life cycle stages

cycles vary according to the nature, purpose, use and prevailing circumstances of the software sy
pes concurrently and in different orders can leadte life cycle forms with distinctly different cha
h stage has a distinct purpose and contribution‘to-planning and executing the whole life cycle of t
tem. Per ISO/IEC TS 24748-1, the typical systém life cycle stages include concept, development,

A software system is concept exploration;development, sustainment, and retirement, with transitio
pes for the system as a whole and for.its-€lements.

stages represent the major life(cycle periods associated with a software system and they relate to
software system description-or the software system itself. The stages describe the major py

the life cycle. These «decision gates are used by organizations to understand and manage t}
ertainties and risks~associated with costs, schedule and functionality when creating or utilizing
fem. Using stages thus provides organizations with a framework within which organization mana
h-level visibility .and control of project and technical processes. Organizations define and em

life cycle processes defined in this document are not aligned to any specific stage in a software life
life cycle processes involve planning, performance, and evaluation activities that should be considg

he projects
either the
ent it with
onforms to

f processes
bctly to the

stem. Using
racteristics.
he software
production,
et of stages
ns between

the state of
ogress and
Cision gates
e inherent
a software
pement has
bloy stages

cycle. All of
red for use

at ¢

Very stage.

Further elaboration of these concepts can be found in ISO/IEC/IEEE 24748 (all parts), on the application of life
cycle management.

5.4

.2 Life cycle model for the software system

Every software system has a life cycle. A life cycle can be described using an abstract functional model that
represents the conceptualization of a need for the system, its realization, utilization, evolution and disposal.

A software system progresses through its life cycle as the result of actions, performed and managed by people in
organizations, using processes for execution of these actions. The detail in the life cycle model is expressed in
terms of these processes, their outcomes, relationships and sequence.
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This document does not prescribe any particular life cycle model. Instead it defines a set of processes, termed life
cycle processes, which can be used in the definition of the system’s life cycle. Also, this document does not
prescribe any particular sequence of processes within the life cycle model. The sequence of the processes is
determined by project objectives and by selection of the life cycle model. Often, the development stage is
subdivided more finely and in different ways.

One oft-cited set of software development stages are elicitation, requirements, design, construction, and testing-
the predictive or “waterfall” model. If the stages are considered as sequential, then each stage is required to
produce correct results before proceeding to the next stage. In practice, this is extremely difficult to achieve unless
the requirements are known well and the initial cost estimates are accurate. In performing a waterfall, one risks
performing extensive rework that does not properly fall within any of the planned stages, hence probably does not

fall within any budget.

NOTE 1
rework stagg
“waterfall” nf

To deal wit]
models hay
can incorp
life cycle pt
precise harn
These mod|
models can

EXAMPLE
time in the o

The “incren
definition,

activities t¢ a series of stages, each of which provides a portion of the intended functionality. The appro

provides fo
increments

The “spiral
risk, with t
surprises o

The “iterat
testing, ang
cycle proce
system conj

The “evolu

planning anjd initial architecture definition, but allocates requirements analysis, design, construction, verificat

validation 3
subsequent

“Agile” met

Winston Royce, commonly recognized as an early analyst of life cycle process models, described the néed
s rather than the “waterfall” (a term that he did not use). Unfortunately, the rework stages were dropped from
odel as it was popularly understood.

h the issues of incompletely known requirements and inaccurate estimates, a number ef.other type

rate agile techniques and methods. These models can typically involve repeated performance of
ocesses and stages during the life cycle, e.g., for different increments of the software product, for m
dling of exceptions to common functions, or for requirements that were notfully defined at the out
els can be applied across stages, such as development and utilization~or ‘deployment. Use of th
affect software release strategies and acquisition strategies for software services.

Software elements can be developed incrementally, and then held for'bleck operational release at a conven
I'ganization’s business cycle.

and initial validation, but allocates design, implementation, verification (and sometimes delive
r some flexibility to respond to inaccurate cost or_schedule estimates by moving functionality to |
variation on incremental developmentalproposes ordering the development of functionality based
he riskiest problems considered in theéarly increments. This provides some protection against
ccurring late in the development cycle.

ve development” model perfofms initial planning and then consists of a cyclic process of prototyp
lyzing and refining the requirements and the solution. “Iterative” models repeatedly perform the
sses to deliver prioritized system functions sooner, with refined or more complex elements of
ing in later iterations:;

ionary model” issintended to deal with incomplete knowledge of requirements. It provides for in

nd delivery‘to a series of stages. Delivered capabilities that do not meet user needs can be reworke
stages.of the evolution.

for
the

s of

e been proposed: incremental, spiral, iterative, and evolutionary (adaptive). These|life cycle models

the
ore
set.
ese

lient

hental development” model includes initial planning, initidl requirements analysis, initial architectfiral

ry)
ach
ter

on
ost

ing,
life
the

tial
on,
d in

heds’actually can be applied within a variety of models. While Agile methods are common in execu

ing

an evolutio

nary lifecycle model, they can be used In other lifecycle models at various stages. VWhat the meth

ods

have in common is an emphasis on continuous inspection and collaboration in the rapid production of working
software in an environment where changes, including changes to requirements, are expected. Annex H provides
information on the application of this document in an agile context.

NOTE 2

defined purpose and outcomes accomplished via the processes of this document.

NOTE 3

18

Selecting the name of a type of model does not satisfy the requirement to define a model comprised of stages, with

ISO/IEC TS 24748-1, ISO/IEC TR 24748-2, ISO/IEC TR 24748-3, and ISO/IEC/IEEE 24748-4 provide additional
detail regarding life cycle models and stages. The models described in this clause apply not only to software systems but also to
other systems as described in ISO/IEC/IEEE 15288:2015.
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5.5 Process concepts

5.5.1 (Criteria for processes

The determination of the life cycle processes in this document is based upon three basic principles:
1) Each life cycle process has strong relationships among its outcomes, activities and tasks.
2) The dependencies among the processes are reduced to the greatest feasible extent.

3) A process is capable of execution by a single organization in the life cycle.

5.5|2 Description of processes

Eadh process of this document is described in terms of the following attributes:
a) The title conveys the scope of the process as a whole.

b) The purpose describes the goals of performing the process.

c) The outcomes express the observable results expected from the successful performance of theprocess.
d) The activities are sets of cohesive tasks of a process.

e) The tasks are requirements, recommendations, or pefmissible actions intended to sppport the
achievement of the outcomes.

Thg processes and process groups in this document are idéntical in their purpose and outcomes with those in
ISO/IEC/IEEE 15288:2015, System and software engineering - System life cycle processes, with one ex¢eption: the
System/Software Requirements Definition process of.this document is renamed from the System Refquirements
Deffinition process of ISO/IEC/IEEE 15288:2015.“Te" emphasize this harmonization of systems ard software
system processes, the process purposes and outcomes are presented in boxes in Clause 6.

Softfware-specific activities, tasks, and work-products are applied to achieve the outcomes of the procgsses in this
dodqument. Annex E provides additional precess views.

Addlitional detail regarding this form of process description can be found in ISO/IEC TR 24774.

5.5|3 General characteristics of processes

In 3ddition to the basicattributes described in the previous subclause, processes may be characterizgd by other
attfibutes common to,all processes. ISO/IEC 33020:2015 identifies common process attributes that dharacterize
six [levels of achievement within a measurement framework for process capability. Annex C includep the list of
prdcess attributes that contribute to the achievement of higher levels of process capability as defined in ISO/IEC
33Q20:2015.

5.5|4</Tailoring

Annex A, which is normative, defines the basic activities needed to perform tailoring. Note that tailoring may
diminish the perceived value of a claim of conformance to this document. This is because it is difficult for other
organizations to understand the extent to which tailoring may have deleted desirable provisions. An organization
asserting a single-party claim of conformance to this document may find it advantageous to claim full
conformance to a smaller list of processes rather than tailored conformance to a larger list of processes.

5.6 Process groups

5.6.1 Introduction

This document groups the activities that can be performed during the life cycle of a software system into four
process groups. Each of the life cycle processes within those groups is described in terms of its purpose and
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desired outcomes with a set of related activities and tasks that can be performed to achieve those outcomes. The
four process groups and the processes included in each group are depicted in Figure 4 as follows:

a) Agreement processes;
b) Organizational Project-Enabling Processes;
c) Technical Management Processes; and

d) Technical Processes.

this document are not-intended to preclude or discourage the use of additignal
processes that organizations find useful. The order of the subclauses in which the processes are defined 4in this
document does not determine the order in which the processes are performed during the system life cycle or pny
of its staged. A description of each process group is provided in the four subclauses that follow.
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Software Life Cycle Processes

Agreement Processes

Technical Management
Processes

Acquisition Process (6.1.1)

Project Planning Process (6.3.1)

Technical Processes

Supply Process (6.1.2)

Business or Mission Analysis
Process (6.4.1)

Project Assessment and Control
Process (6.3.2)

Stakeholder Needs and
Requirements Definition Process

(6.4.2)
Organizational Decision Management Process Systems/Software Requirements
Project-Enabling =
Processes

Architecture Definition-Process

Risk Management Process (6.3.4) (6.4.4)

Life Cycle Model Management
Process (6.2.1)

Configuration Management

Design Definition Process (64.5)
Process (6.3.5)

Infrastructure Management
Process (6.2.2)

Information Management Process
(6.3.6)

Portfolio Management Process System Analysis Process (6.4.6)

(6.2.3)

Human Resource Management Implementation Process (6.4.7)

Process (6.2.4)

Measurement Process (6.3.7)

Quality Management Process Integration Process (6.4.8

Quality Assurance/Process (6.3.8)
(6.2.5)

Knowledge Management Process Verification Process (6.4.9)

(6.2.6)

Transition Process (6.4.10)

Validation Process (6.4.11))

Operation Process (6.4.12

Maintenance Process (6.4.13)

Disposal Process (6.4.14

Figure 4 —Software life cycle processes

5.6.2 Agreement processes

Organizations are producers and users of software systems. One organization (acting as an acquirer) can task
another (acting as a supplier) for products or services. This is achieved using agreements. Agreements allow both
acquirers and suppliers to realize value and support business strategies for their organizations.

The Agreement processes are organizational processes that apply outside of the span of a project’s life, as well as
for a project’s lifespan. Generally, organizations act simultaneously or successively as both acquirers and suppliers
of software systems. The Agreement processes can be used with less formality when the acquirer and the supplier
are in the same organization. Similarly, they can be used within the organization to agree on the respective
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responsibilities of organization, project and technical functions. Figure 4 lists the processes contained in this
process group.

5.6.3 Organizational project-enabling processes

The Organizational Project-Enabling processes are concerned with providing the resources to enable the project
to meet the needs and expectations of the organization’s stakeholders. The Organizational Project-Enabling
processes are typically concerned at a strategic level with the management and improvement of the organization’s
business or undertaking, with the provision and deployment of resources and assets, and with its management of
risks in competitive or uncertain situations. The Organizational Project-Enabling processes apply outside the span
of a project’s life, as well as during a project’s lifespan.

The Organigzations

organizatio
cancels prg
measures fl
customers.

The Organi
commercia
relevant to
and encoun]

profit-making organizations. Figure 4 lists the processes contained in this process.grolip.

Fational Project-Enabling processes create a strong business image for many organizations and im

n establishes the proceses and life cycle models to be used by projects; establishes, redirgects

br software systems and other deliverables that are developed by projects for internal,and extet

and profit-making motives. Nevertheless, the Organizational Project-Enabling/rocesses are equ
non-profit organizations, since they are also accountable to stakeholders, are responsible for resouf
ter risk in their undertakings. This document can be applied to non-profit\ofganizations as well a

5.6.4 Tedhnical Management processes

The Technfcal Management processes are concerned with managing)the resources and assets allocated

organizati
organizati

planning infterms of cost, timescales and achievements, to the:checking of actions to help ensure that they conj
with plans|and performance criteria and to the identification and selection of corrective actions that recg

shortfalls i
project, m4
software sy

NOTE 1
engineering

Typically, {

employed gt a corporate level to meet internal needs. Figure 4 lists the processes contained in this process grot

NOTE 2

5.6.5 Tedhnical procésses

The Techn

transform the needs of stakeholders into a product or service. By applying that product or operating that sery

technical p

management and with applying them to fulfill the ‘agreements into which the organization

jects; provides resources required, including human and financial; and sets and monitors the,qudli

)

by
or

s enter. The Technical Management processes relate-to.the technical effort of projects, in particulaf to

progress and achievement. These processes are used to establish and perform technical plans for
nage information across the technical teami, assess technical progress against the plans for

Technical management is ‘the application of technical and administrative resources to plan, organize and corj
Functions’. (ISO/IEC/IEEE 24765:2010)

everal projects will co-exist\in any one organization. The Technical Management processes can

Technical Management processes are applied during the performance of each Technical process.

cal processes are concerned with technical actions throughout the life cycle. Technical proces

focésses, provide sustainable performance, when and where needed in order to meet the stakehol

ply
ver
the
the

stem, products, or services, control technieal tasks through to completion, and aid in decision-making.

trol

be
p-

ses
ice,
der

requireme

1S and achieve customer satisiaction. I'ne I'echnical processes are applied In order to credate and use a

software system, whether it is in the form of a model or is an operational product. The Technical processes apply
at any level in a hierarchy of software system structure and at any stage in the life cycle. Figure 4 lists the
processes contained in this process group.

5.7 Process application

The life cycle processes defined in this document can be used by any organization when acquiring, using, creating,
or supplying a software system. They can be applied at any level in a system’s hierarchy and at any stage in the life
cycle.

The functions these processes perform are defined in terms of specific purposes, outcomes and the set of activities
and tasks that constitute the process.
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Each life cycle process in Figure 4 can be invoked, as required, at any time throughout the life cycle. The order that
the processes are presented in this document does not imply any prescriptive order in their use. However,
sequential relationships are introduced by the definition of a life cycle model. The detailed purpose and timing of
use of these processes throughout the life cycle are influenced by multiple factors, including social, trading,
organizational and technical considerations, each of which can vary during the life of a software system. An
individual software life cycle is thus created through a selection and application of processes that will normally
possess concurrent, iterative, recursive and time-dependent characteristics.

Concurrent use of processes can exist within a project (e.g., when design actions and preparatory actions for
building a software system are performed at the same time), and between projects (e.g., when system elements

are

w

designed at the same time under different project responsibilities).
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n the application of the same process or set of processes is repeated on the same system the ap
rred to as iterative. The iterative use of processes is important for the progressive refinemeént
puts, e.g., the interaction between successive verification actions and integration actions ean“in
d confidence in the conformance of the product. Iteration is not only appropriate but also” exp
rmation is created by the application of a process or set of processes. Typically, this-informatio

blved before completing the activities of a process or set of processes.

recursive use of processes, i.e., the repeated application of the same process,or set of processes
cessive levels of system elements in a system'’s structure, is a key aspectefithe application of thig
outputs of processes at any level, whether information, artifacts or serviges, are inputs to the pro
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fem structure.
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brporating the changes in the next stage. Thedife cycle stages assist the planning, execution and mar
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instance, derived\from the product requirements, and identifying the specific activities and tasks| needed to
achlieve the suceess criteria, derived from the activities and tasks identified in this document. Creating detailed
ng the link

ichtion of life

5.8 Process reference model

Annex C defines a process reference model (PRM) at a level of abstraction higher than that of the detailed
requirements contained in Clause 6. The PRM is applicable to an organization that is assessing its processes in
order to determine the capability of these processes. The purpose and outcomes are a statement of the goals of the
performance of each process. This statement of goals permits assessment of the effectiveness of the processes in
ways other than simple conformity assessment.

NOTE In this document, the term “process reference model” is used with the same meaning as ISO/IEC 33001:2015:
“model comprising definitions of processes in a domain of application described in terms of process purpose and outcomes,
together with an architecture describing the relationships between the processes”.
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6 Software life cycle processes

6.1 Agreement processes

This subclause specifies the requirements for the establishment of agreements with organizational entities

external an

d internal to the organization.

The Agreement processes consist of the following:

a) Acquisition process - used by organizations for acquiring products or services; and

b) Supply process - used by organizations for supplying products or services.

These prodesses define the activities necessary to establish an agreement between two organizations. If [the
Acquisition] process is invoked, it provides the means for conducting business with a supplier. This mayinclpde
products tHat are supplied for use as an operational software system, services in support of operatienal‘activifies,
software elements of a system, or elements of a software system being provided by a supplier. If the Supply
process is |nvoked, it provides the means for an agreement in which the result is a product or’service thdt is
provided td the acquirer.
NOTE Security is an increasing concern in systems and software engineering. See ISO/IEC/27036, Security techniques -
Information pecurity for supplier relationships, for requirements and guidance for suppliers.and ‘acquirers on how to segure
information fin supplier relationships. Specific aspects of information security supplier relationships are addressed in ISO{IEC
27036-3:2013 and ISO/IEC 27036-4 (in development).
6.1.1 Acquisition process
6.1.1.1 Purpose
The purpoge of the Acquisition process is to obtain a product or service in accordance with the acquirpr’s
requiremetjts.
NOTE As part of this process, the agreement is modified'when a change request affecting the terms of the agreement is
agreed to by|both the acquirer and supplier.
6.1.1.2 Dutcomes
As a result pf the successful implementation of the Acquisition process:

a) Arequest for supply is prepared.

b) Ong or more suppliérs are selected.

c) An|agreementjs-established between the acquirer and supplier.

d) A groduetor service complying with the agreement is accepted.

e) Acquirer nhliga‘rinnq defined in the agreement are satisfied

6.1.1.3

Activities and tasks

The acquirer shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Acquisition process.

NOTE 1

subcontracted suppliers.

NOTE 2

The activities and resulting agreement from this process often apply to suppliers in the supply chain, including

IEEE Std 1062-2015, IEEE Recommended Practice for Software Acquisition, contains detailed activities for software

acquisition alternatives, including custom-developed, off-the-shelf, and software as a service. IEEE Std 1062-2015 also
provides software acquisition guidance for technical data rights and intellectual property considerations, for consideration
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when safety assurance or information security requirements are of concern, and checklists of relevant issues for organizational
consideration when establishing software acquisition processes.

a)

b)

Prepare for the acquisition. This activity consists of the following tasks:
1) Define a strategy for how the acquisition will be conducted.

NOTE 1
and selection criteria if the supplier is external to the acquiring organization. It also includes key
characteristics of the acquisition, such as responsibilities and liabilities; specific models, methods, or proce
criticality; formality; and priority of relevant trade factors.

NOTE 2

This strategy describes or references the life cycle model, risks and issues mitigation, a schedule of milestones,

drivers and
sses; level of

The Decision Management process and System Analysis process are often used to support trade-offs for the

dbbluib;tiull Dtl dtl:sy. EAdllllJ}Cb illL}.udC- dCtCl lllillills ad llld}\c Ul ‘LJLly dUL;DiUll, adS VVU}} adsS t}lU bulta‘ul‘ut_y Uf bl)c
modified OTS solutions and supplier evaluation.

NOTE 3
acquisition can be limited to identifying the supplier, accepting or negotiating the conditions in-a\pte-defin
lease or maintenance agreement, determining rights to intellectual property and data rights in the softwarg
agreeing on the price.

rific COTS or

If the strategy calls for acquisition of specific commercial-off-the-shelf software or open souice software,

bd license or
system, and

NOTE4 A factor to consider in agreements between suppliers is data rights and ldteral access to constituent data and

intellectual property. As an example, suppliers for one system component may fieed to collaborate with
another component and share source code. Agreements can enable this collaboration.

2) Prepare arequest for the supply of a product or service that includes the requirements.

NOTE1 If a supplier is external to the organization, then the request includes the business practices ¥
supplier is expected to comply and the criteria for selecting a supplier.

NOTE 2 A definition of requirements is provided to one or more suppliers. The requirements are the stake
system/software requirements, depending on the type of{acquisition approach, and using the associated 1
definition process.

NOTE 3 The acquirer develops the requirements-by itself or retains a supplier to develop them. If the acqu
supplier to develop requirements, the acquirer retains approval authority for the requirements developed by

Advertise the acquisition and select-the supplier. This activity consists of the following tasks:
1) Communicate the request.for the supply of a product or service to potential suppliers; and
2) Select one or more suppliers.

NOTE To obtain eompetitive solicitations, proposals to supply are evaluated and compared against f{
criteria and ranked."The justification for rating each proposal is declared and suppliers commonly are inforn
were or were not sélected.

Establishrand maintain an agreement. This activity consists of the following tasks:

NOTE) * Project cost, schedule, and performance are monitored through the Project Assessment and Control
idéntified issues that require agreement modifications are referred to this activity. Any proposals for chang

suppliers for

ith which a

holder or the
equirements

rer retains a
the supplier.

he selection
ed why they

process. Any
es to system

1 el . e d ol 1 1 pail A Co) P yal ral .
CITIITILS U HIUTITIAaUUITD a1 T LU UHTU LT UUSIT UIT GIHAITET MIdIIdgTHITIHL dUUVILY Ul UIT GUHLITTE UL dUULTT
process.

1) Develop an agreement with the supplier that includes acceptance criteria.

NOTE 1

Management

This agreement ranges in formality from a written contract to a verbal agreement. Appropriate to the level of

formality, the agreement establishes requirements, development and delivery milestones, verification, validation and
acceptance conditions, exception-handling procedures, agreement change management procedures, and payment
schedules, so that both parties of the agreement understand the basis for executing the agreement. Other provisions for

agreements include rights and restrictions associated with technical data and intellectual property, acc

eptance test

preparation and test environment details; and the extent of supplier involvement. The agreement identifies process
requirements that need to be imposed on participating subcontractors, such as configuration management requirements,

reporting of risks, and reporting of measures and measurement analysis.
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d)

26

NOTE 2 Acceptance criteria, such as acceptance testing, relate to how the product or service will satisfy its intended use
in its operational environment. Acceptance testing can be performed using the Validation process. Exceptions that arise
during the conduct of the agreement or with the delivered product or service are resolved according to the procedures
established in the agreement.

2) Identify necessary changes to the agreement.

NOTE In requesting a change to the agreement, the acquirer or the supplier details its specifications, rationale, and
background.

3) Evaluate impact of changes on the agreement.

NOTE  Any change is investigated for impacts to project plans, schedule, cost, technical capability, and quality. A change
can be }ldlld:cd VVit:lill thc CAiDt;lls dEl ccuu:ut, call 1 U\.{uilc d uludiﬂ\.atiuu tU t}lc dsl Uclllcllt, Ul Cdall ll:l.iuil T a 1ew

agreement.

4) Negotiate the agreement with the supplier.

NOTE Agreement terms are negotiated between the acquirer and supplier. Negotiation occurs for the injfitial
agreement, and as required for any changes. Changed agreements are based on the required change and‘identified imppcts.
Details pre discussed and changed during negotiation, after which the acquirer and supplier accept the terms of an
agreement and the agreement commences. For a written contract, this occurs when the contract's signed or as specified
in the agreement.

5) Update the agreement with the supplier, as necessary.

NOTE 1| The result of the agreement modification is incorporated into the.project plans and communicated tq all
affected| parties.

NOTE 2| Agreements can specify the conditions under which the agreement will be terminated by either party, [e.g.,
unexpedted changes in strategy or available funding, or lack of satisfaetory progress.

Monitgr the agreement. This activity consists of the following tasks:
1) Agsess the execution of the agreement.

NOTE 1| This includes confirmation that all parties are meeting their responsibilities according to the agreement. [The
Project |JAssessment and Control process is usedito evaluate projected cost, schedule, performance, and the impadt of
undesirfible outcomes on the organization. This information is combined with other assessments of the execution of the
terms of the agreement. If execution of thelagreement does not result in an acceptable product or service, the acquirgr or
supplieff can terminate the agreement as,allowed in its terms.

NOTE 2| Acceptance testing can be performed using the Validation process. Exceptions that arise during the condugt of
the agr¢ement or with the delivered product or service are resolved according to the procedures established in|the
agreement.

2) Piovide data needed by the supplier and resolve issues in a timely manner.

Acceptlthe product or service. This activity consists of the following tasks:

1) Cqnfitm that the delivered product or service complies with the agreement.

NOTE If the agreed requirements are satisfied and the acceptance criteria are met, the supplier has fulfilled its
obligation. Unaddressed exceptions, e.g., disputes over conduct of acceptance testing or product suitability for intended
use, are a matter for agreement provisions relating to disputes, arbitration or applicable law and regulation.

2) Provide payment or other agreed consideration.
3) Accept the product or service from the supplier, or other party, as directed by the agreement.
4) Close the agreement.

NOTE  The project is closed by the Portfolio Management process.
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.2 Supply process

.2.1  Purpose

The purpose of the Supply process is to provide an acquirer with a product or service that meets agreed

req

uirements.

NOTE

agreed to by both the acquirer and supplier.

6.1

2.2 Outcomes

As part of this process, the agreement is modified when a change request affecting the terms of the agreement is

As

h result of the successful implementation of the Supply process:

a) An acquirer for a product or service is identified.

b) Aresponse to the acquirer’s request is produced.

c) Anagreementis established between the acquirer and supplier.
d) A productor service is provided.

e) Supplier obligations defined in the agreement are satisfied.

f) Responsibility for the acquired product or service, as directed-by the agreement, is transferred

6.1

Th
and

D

b)

2.3 Activities and tasks

procedures with respect to the Supply process.
Prepare for the supply. This activity consists of the following tasks:
1) Determine the existence and idéntity of an acquirer who has a need for a product or service.

NOTE This is often generated(through the Business or Mission Analysis process. For a product or servi
for consumers, an agent, e.g., @ tnarketing function within the supplier organization, often represents the acqy

2) Define a supply strategy.

NOTE This strategy describes or references the life cycle model, risks and issues mitigation, and a
milestones. It @lso”includes key drivers and characteristics of the acquisition, such as responsibilities ai
specific modéls; methods, or processes; level of criticality; formality; and priority of relevant trade factors.

Respond-to a request for supply of products or services. This activity consists of the following t

supplier shall implement the following activities and tasks in accordance with applicable organizatfion policies

e developed
irer.

schedule of
1d liabilities;

hsks:

1).7Evaluate a request for the supply of a product or service) to determine feasibility and how to 1}

espond.

2) Prepare aresponse that satisfies the solicitation.
Establish and maintain an agreement. This activity consists of the following tasks:

1) Negotiate an agreement with the acquirer that includes acceptance criteria.

NOTE This agreement ranges in formality from a written contract to a verbal agreement. The Supplier confirms that

the requirements, delivery milestones, and acceptance conditions are achievable, that exception handling an

d agreement

change management procedures and payment schedules are acceptable, and that they establish a basis for executing the
agreement without unnecessary risks. Issues are discussed and resolved during negotiation, after which the acquirer and
supplier accept the terms of an agreement and the agreement commences. For a contract, this occurs when the contract is

signed.

© ISO/IEC 2017 - All rights reserved
© IEEE 2017 - All rights reserved

27



https://iecnorm.com/api/?name=780a924729750b2069e9d02e545d732e

ISO/IEC/IEEE 12207:2017(E)

d)

2) Identify necessary changes to the agreement.

NOTE In requesting a change to the agreement, the acquirer or the supplier details its specifications, rationale, and
background.

3) Evaluate impact of changes on the agreement.

NOTE Any change is investigated for impacts to project plans, schedule, cost, technical capability, or quality. A change
can be handled within the existing agreement, can require a modification to the agreement, or can require a new
agreement.

4) Negotiate the agreement with the acquirer, as necessary.

NOTE Changes to agreement terms are negotiated between the supplier and acquirer. This includes changes due to
changilg market context. Negotiation occurs for the initial agreement, and as required for any changes. Charjged
agreements are based on the required change and identified impacts.

5) Ugdate the agreement with the acquirer, as necessary.

NOTE | The result of the agreement modification is incorporated into the project plans and commumnicated to all affegcted
parties.

Execute the agreement. This activity consists of the following tasks:
1) Execute the agreement according to the established project plans.
NOTE | A supplier sometimes adopts, or agrees to use, acquirer processes.

2)  Assess the execution of the agreement.

NOTE | This includes confirmation that all parties are meeting ‘their responsibilities according to the agreement. [The
Project |JAssessment and Control process is used to evaluate projected cost, schedule, performance, and the impadt of
undesirfible outcomes on the organization. The change management activity of the Configuration Management proce$s is
used to [control changes to the system elements. This information is combined with other assessments of the execution of
the ternps of the agreement. If execution of the agreement does not result in an acceptable product or service, the acquirer
or supplier can terminate the agreement as allowed intiits terms.

Deliver and support the product or seryice. This activity consists of the following tasks:
1) Deliver the product or service in @ccordance with the agreement criteria.

NOTE | As stated in the agreement, acceptance criteria, such as acceptance testing, relate to how the product or serjice
will satjsfy its intended use in\its operational environment. Unaddressed exceptions, e.g., disputes over condudt of
acceptahce testing or product suitability for intended use, are a matter for agreement provisions relating to dispytes,
arbitratjon or applicable law and regulation.

2) Pro¢vide assistanee to the acquirer in support of the delivered product or service, per the agreement.

3) Acg¢ept and acknowledge payment or other agreed consideration.

4) Tr nsferthe prnr‘]nr‘f orservicetothe qr‘qnirur’ orother parfy’ as directed l'\y the. agrnnmanf

5) Close the agreement.
NOTE1 The project is closed by the Portfolio Management process.

NOTE 2  Agreements can specify the conditions under which the agreement will be terminated by either party, e.g.,
unexpected changes in strategy or available funding, or lack of satisfactory progress.

6.2 Organizational Project-Enabling processes

The Organizational Project-Enabling processes help ensure the organization’s capability to acquire and supply
products or services through the initiation, support and control of projects. These processes provide resources
and infrastructure necessary to support projects and help ensure the satisfaction of organizational objectives and
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established agreements. They are not intended to be a comprehensive set of business processes that enable
strategic management of the organization’s business.

The Organizational Project-Enabling Processes consist of the following:

a) Life Cycle Model Management process;
b) Infrastructure Management process;
c) Portfolio Management process;

d) Human Resource Management process;

6.2

6.2

e) Quality Management process; and

f) Knowledge Management process.
1 Life cycle model management process

1.1  Purpose

The
life
dod

Thi
org
wit]
too|

purpose of the Life Cycle Model Management process is to define, maintain, and assure availability
cycle processes, life cycle models, and procedures for use by the organization with respect to the s
ument.

5 process provides life cycle policies, processes, models,and procedures that are consisten
Anization’s objectives, that are defined, adapted, improved and maintained to support individual py
hin the context of the organization, and that are capable.6f being applied using effective, proven m
S.

of policies,
cope of this

t with the
oject needs
ethods and

6.2

1.2 Outcomes

As

h result of the successful implementation of the Life Cycle Model Management process:

a) Organizational policies and procedures for the management and deployment of life cycle modé
processes are established.

b) Responsibility, accountability, and authority within life cycle policies, processes, models, and
are defined.

c) Life cycle models and processes for use by the organization are assessed.

d) Prioritized-process, model, and procedure improvements are implemented.

tls and

procedures

6.2

1.3 Activities and tasks

Th

organization shall Implement the 1ollowing activities and tasks In accordance with applicable o

policies and procedures with respect to the Life Cycle Model Management process.

a)

NOTE

Establish the process. This activity consists of the following tasks:

ganization

The detail of the life cycle implementation within a project is dependent upon the complexity of the work, the

methods used, and the skills and training of personnel involved in performing the work. A project tailors policies, processes,
models, and procedures according to its requirements and needs, while maintaining alignment with regulations and
organizational policies. Annex A contains information on tailoring.

1) Establish policies and procedures for process management and deployment that are consistent with

organizational strategies.

© ISO/IEC 2017 - All rights reserved
© IEEE 2017 - All rights reserved

29



https://iecnorm.com/api/?name=780a924729750b2069e9d02e545d732e

ISO/IEC/IEEE 12207:2017(E)

2) Establish the processes that implement the requirements of this document and that are consistent with
organizational strategies.

3) Define the roles, responsibilities, accountabilities, and authorities to facilitate implementation of
processes and the strategic management of life cycles.

4) Define business criteria that control progression through the life cycle.

NOTE The decision-making criteria regarding entering and exiting each life cycle stage and key milestones
established. These are sometimes expressed in terms of business achievement.

are

5) Establish standard life cycle models for the organization that are comprised of stages and define the

purpose and outcomes for each stage.
N(QTE The life cycle model comprises one or more stage models, as needed. It is assembled as a sequence of
stqges that can overlap or iterate, as appropriate for the system-of-interest’s scope, magnitude, complexity;-¢hanging
negds and opportunities. Stages are illustrated in ISO/IEC TS 24748-1 using a commonly encountered’example of life
cy¢le stages. Specific examples for systems and software are provided in ISO/IEC TR 24748-2 and ISO/IEC TR 24748-
3. The life cycle processes and activities are selected, tailored as appropriate and employed ina stage to fulfill| the
pufppose and outcomes of that stage.
b) Assess|the process. This activity consists of the following tasks:
NOTE ISP/IEC 33002:2015 provides a more detailed set of process assessment activities\and tasks that can be aligned yith
the tasks shqwn below.
1) | Monitor process execution across the organization.
NJTE This includes monitoring performance, analyzing process measures, and reviewing trends with respe¢t to
colnpliance with regulations, organizational policies, business cfiteria, and feedback from the projects regarding the
effpctiveness and efficiency of the processes.
2) | Conduct periodic reviews of the life cycle models-used by the projects.
N(QTE This includes confirming the continuing.suitability, adequacy and effectiveness of the life cycle moflels
used by the projects and making improvements-as appropriate. This includes the stages, processes and achievement
criteria that control progression through thelife'cycle.
3) | Identify improvement opportunities from assessment results.
NO[TE Improvements can affect the stages, processes, and achievement criteria that control progression thrdugh
thellife cycle.
c) Improvye the process. This activity consists of the following tasks:
1) | Prioritize afnd\plan improvement opportunities.
2) | Implement improvement opportunities and inform relevant stakeholders.
N(JTE Process Improvement includes improvements to any of the processes in the organization. Lessons learned
aré-eaptared-and-avaitable:
6.2.2 Infrastructure Management process
6.2.2.1 Purpose

The purpose of the Infrastructure Management process is to provide the infrastructure and services to projects to
support organization and project objectives throughout the life cycle.

This process defines, provides and maintains the facilities, tools, and communications and information technology
assets needed for the organization’s business with respect to the scope of this document.
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As aresult of the successful implementation of the Infrastructure Management process:

a) The requirements for infrastructure are defined.
b) The infrastructure elements are identified and specified.
c) Infrastructure elements are developed or acquired.

d) The infrastructure is available.

6.2

The
pol

b)

2.3 Activities and tasks

organization shall implement the following activities and tasks in accordance with applicable ofrganization

cies and procedures with respect to the Infrastructure Management process.
Establish the infrastructure. This activity consists of the following tasks:

1) Define project infrastructure requirements.

NOTE1 Infrastructure element examples include facilities, tools, hardware, software, services, and standards. In
addition to the general infrastructure resources common to an organization to support its business processes, an
organization can also provide projects with unique or shared enabling systems to support the projedt’s technical

processes.

NOTE 2 The infrastructure resource needs for the project afe considered in context with other projects a

hd resources

within the organization, as well as within the policies and<styategic plans of the organization. Business cornstraints and

timelines that influence and control provision of infrastrieture resources and services for the project are al
Project plans and future business needs contribute to the understanding of the resource infrastructure tha

o evaluated.
is required.

Physical factors (e.g., facilities), logistics needs, and~human factors (including health and safety aspeqts) are also

considered.

NOTE 3 ISO/IEC 27036, Information secukity for supplier relationships, provides guidance for addressin
outsourced infrastructure.

2) Identify, obtain and provide-infrastructure resources and services that are needed to imp
support projects.

NOTE An inventory asset registry is often established to track infrastructure elements and supp
infrastructure assets.

Maintain the infrastructure. This activity consists of the following tasks:
1) Evaluate'the degree to which delivered infrastructure resources satisfy project needs.

2) (Tdentify and provide improvements or changes to the infrastructure resources as f{
requirements change.

b security of

ement and

rt reuse of

he project

6.2.3 Portfolio Management process

6.2.3.1 Purpose

The purpose of the Portfolio Management process is to initiate and sustain necessary, sufficient and suitable
projects in order to meet the strategic objectives of the organization.

This process commits the investment of adequate organization funding and resources, and sanctions the
authorities needed to establish selected projects. It performs continued assessment of projects to confirm they
justify, or can be redirected to justify, continued investment.
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For software systems, portfolio management also commonly refers to the management of a product line (portfolio
of assets, products, and enabling systems, or service catalogue) to meet organizational or customer needs and
objectives and support changes in technology. Management of assets is achieved through management of projects.

6.2.3.2 Outcomes

As a result of the successful implementation of the Portfolio Management process:

a) Business venture opportunities, investments or necessities are qualified and prioritized.

b) Projects are identified.

d R
d) P
e) Pi
f) Py

g) P

SOUIrcecs dlld ‘Uub‘lgCLb fUI Udl.‘ll PI UjULL dl'c dHULdLUd.

oject management responsibilities, accountability, and authorities are defined.

ojects meeting agreement and stakeholder requirements are sustained.

ojects not meeting agreement or satisfying stakeholder requirements are redirected\or terminated.

ojects that have completed agreements and satisfied stakeholder requirements-are closed.

6.2.3.3

The organi
policies ang

a) Define
1) Idsg

NOTE

for curr]
Mission
through

2) Pri

NOTE
projects
identifie
inter-re
assesse
provide

3) De

\ctivities and tasks

vation shall implement the following activities and tasks in<@ceordance with applicable organizaf
| procedures with respect to the Portfolio Management procéss.

and authorize projects. This activity consists of thefollowing tasks:
ntify potential new or modified capabilities or missions.

The organization business strategy, concept of\operations, or gap analysis or opportunity analysis is revie
bnt gaps, problems, or opportunities. A new eapability or enterprise need is usually determined in the Busineg
Analysis process, further defined in the Stakeholder Needs and Requirements Definition process, and mang
this process.
oritize, select and establish new business opportunities, ventures or undertakings.

These are usually consistent with the business strategy and action plans of the organization. The potel
are prioritized, and thresholds established, to determine which projects will be executed. The characteristid

d projects are often/determined, including stakeholder value, risks and barriers to success, dependencies

I with respect tovlikelihood of success and cost-benefit. The Decision Management and System Analysis proce
details on petforming an analysis of alternatives.

fine projects, accountabilities and authorities.

ion

ved
s or
ged

htial
s of
and

ationships, constraints, resource needs and mutual contention for resources. Each potential project is ghen

bses

4) Ide

ntify the expected goals, objectives, and outcomes of each project.

5) Identify and allocate resources for the achievement of project goals and objectives.

6) Identify multi-project interfaces and dependencies to be managed or supported by each project.

NOTE 1

NOTE 2

This includes the use or reuse of enabling systems used by more than one project and the use or reuse of
common system elements, including software elements, by more than one project.

Understanding each project in the context of the enterprise architecture helps to ensure interfaces

constraints are identified.

and

7) Specify the project reporting requirements and review milestones that govern the execution of each
project.
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8) Authorize each project to commence execution of project plans.

NOTE  Refer to the Project Planning process for additional information on developing project plans. Project plans are

most useful when developed and approved early in the project life cycle.

Evaluate the portfolio of projects. This activity consists of the following tasks:
1) Evaluate projects to confirm ongoing viability.

NOTE Viability includes the following criteria:

i) The project is making progress towards achieving established goals and objectives.

ii) The project is complying with project directives.
iii) The project is being conducted according to approved project life cycle policies, processes, and-proc

iv) The project remains viable, as indicated by, for example, continuing need for the service, practic
implementation, and acceptable investment benefits.

2) Act to continue or redirect projects that are satisfactorily progressing/or+can be expected
satisfactorily by appropriate redirection.

bdures.

hble product

fo progress

c) | Terminate projects. This activity consists of the following tasks:
1) Where agreements permit, act to cancel or suspend projects whose disadvantages or rjsks to the
organization outweigh the benefits of continued investments.
NOTE Capture of lessons learned from canceled or failing projects can be especially useful for ofganizational
improvement or use on other projects.
2) After completion of the agreement for produets and services, act to close the projects.
NOTE  Closure is accomplished in accordancé&with organizational policies and procedures, and the agreemgnt.
6.2/14 Human Resource Management process
6.214.1 Purpose
Thg purpose of the Human Resource Management process is to provide the organization with necesgary human
respurces and to maintain\their competencies, consistent with business needs.
Thik process provides)a supply of skilled and experienced personnel qualified to perform life cycle processes to

achfieve organization, project, and stakeholder objectives.

6.2

4.2 Outcomes

As

h résult of the successful implementation of the Human Resource Management process:

a) Skills required by projects are identified.
b) Necessary human resources are provided to projects.
c) Skills of personnel are developed, maintained or enhanced.

d) Conflicts in multi-project resource demands are resolved.
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6.2.4.3 Activities and tasks

The organization shall implement the following activities and tasks in accordance with applicable organization
policies and procedures with respect to the Human Resource Management process:

a) Identify skills. This activity consists of the following tasks:
1) Identify skill needs based on current and expected projects.
2) Identify and record skills of personnel.

b) Develop sKills. This activity consists of the following tasks:

1) Establish skills development strategy.

NOTE | This plan includes types and levels of training, categories of personnel, schedules, personnel, Tesofirce
requireents, and training needs.

2) Obtain or develop training, education or mentoring resources.

NOTE | These resources include training materials that are developed by the organization Qr external parties, training
courses|that are available from external suppliers, computer based instruction.

3) Pro¢vide planned skill development.
4) Majintain records of skill development.
c) Acquirje and provide skills. This activity consists of the following tasks:

NOTE | This includes the recruitment and retention of personnelwith experience levels and skills necessary to properly
staff projects; staff assessment and review, e.g., their proficiency, motivation, ability to work in a team environment, as
well as the need to be retrained, reassigned or reallocated.

1) Obtain qualified personnel when skill deficits ate identified.

NOTE | This includes using outsourced resources.

2) Malintain and manage the pool of skilled personnel necessary to staff ongoing projects.
3) Make project assignments based on project and staff-development needs.

4) Mdtivate personnel, e.gs:through career development and reward mechanisms.

5) Control multi-projectmanagement interfaces to resolve personnel conflicts.

NOTE | This includes conflicts of capacity in organizational infrastructure and supporting services and personnel
resourcgs among.ongoing projects; or from project personnel being over-committed.

6.2.5 Quality Management process

6.2.5.1 Purpose

The purpose of the Quality Management process is to assure that products, services and implementations of the
quality management process meet organizational and project quality objectives and achieve customer satisfaction.

6.2.5.2 Outcomes

As a result of the successful implementation of the Quality Management process:

a) Organizational quality management policies, objectives, and procedures are defined and
implemented.
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b) Quality evaluation criteria and methods are established.

c) Resources and information are provided to projects to support the operation and monitoring of
project quality assurance activities.

d) Quality assurance evaluation results are gathered and analyzed.

e) Quality management policies and procedures are improved based upon project and organizational
results.

6.2.5.3 Activities and tasks

The organization shall implement the following activities and tasks in accordance with applicable\ofrganization
poljcies and procedures with respect to the Quality Management process.

NOTE  Refer to ISO 9001:2015 for information and requirements to establish a Quality ManagementSystem.
a) |Plan quality management. This activity consists of the following tasks:

1) Establish quality management policies, objectives, and procedures.

NOTE1 IS0 9004:2009 contains guidelines for performance improvements.

NOTE 2 The policies, objectives, and procedures are based on the business strategy for customer satisfacfion and risk
management considerations.

2) Define responsibilities and authority for implementation’of quality management.

NOTE Resources for quality management are often assighed from distinct organizations for independence|from project
management.

3) Define quality evaluation criteria and methods.

4) Provide resources and information-for quality management.

b) | Evaluate quality management. This activity consists of the following tasks:
1) Gather and analyze quality assurance evaluation results, in accordance with the defined criterif.
2) Assess customer satisfaction.

NOTE ISO 10004:2012 contains guidelines for monitoring and measuring customer satisfaction. The guality of the
software system, isalso demonstrated by user satisfaction.

3) Conduct periodic reviews of project Quality Assurance activities for compliance with the Quality
Management policies, objectives, and procedures.

NOTE  Quality evaluation criteria and methods are established. Quality assessments address compliafce with the
project procedures and product conformance with quality characteristics.

4) Monitor the status of quality improvements on processes, products, and services.
c) Perform corrective and preventive action. This activity consists of the following tasks:
1) Plan corrective actions when quality management objectives are not achieved.

2) Plan preventive actions when there is a sufficient risk that quality management objectives will not be
achieved.

3) Monitor corrective and preventive actions to completion and inform relevant stakeholders.
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NOTE1 Implementation of corrective and preventive action is performed in other relevant processes, such as Life Cycle
Model Management or Project Assessment and Control.

NOTE2 ISO 9001:2015, 0.3.3 and Annex A.4 describe preventive action to eliminate potential nonconformities as part
of risk-based thinking.

6.2.6 Knowledge Management process

6.2.6.1 Purpose

The purpose of the Knowledge Management process is to create the capability and assets that enable the
organization to exploit opportunities to re-apply existing knowledge.

This encorrlpasses knowledge, skills, and knowledge assets, including system elements.

NOTE The re-application of existing knowledge is known as knowledge reuse and includes the reuse of knowledge alpout

or from softyare elements.

6.2.6.2 Dutcomes

As a result pf the successful implementation of the Knowledge Management process:

a) Atpxonomy for the application of knowledge assets is identified.
b) Thg organizational knowledge, skills, and knowledge assets are develeped or acquired.
c) The organizational knowledge, skills, and knowledge assets are@yvailable.

d) Knpwledge management usage data is gathered and analyzed.

6.2.6.3 Activities and tasks

The organifation shall implement the following activities and tasks in accordance with applicable organization

policies and procedures with respect to the Knowledge Management process:

a)

36

Plan khowledge management. This activity consists of the following tasks:
1) Define the knowledge management strategy.

NOTE 1| This knowledge management strategy generally includes:

i Identifying domains and their potential for the reapplication of knowledge.
ii Plans for obtaining and maintaining knowledge, skills, and knowledge assets for their useful lif¢.
iii Characterization of the types of knowledge, skills, and knowledge assets to be collected and
maintained.

iv) Criteria for accepting, qualifying, and retiring knowledge, skills, and knowledge assets.
V) Procedures for controlling changes to the knowledge, skills, and knowledge assets.

vi) Plans, mechanisms, and procedures for protection, control, and access to classified or sensitive
data and information.

vii) Mechanisms for storage and retrieval.

NOTE 2 Knowledge management includes knowledge shared both internally within the organization and knowledge
that is shared outside the organization with designated stakeholders, acquirers, and business partners, subject to
intellectual property and non-disclosure agreements.
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2) Identify the knowledge, skills, and knowledge assets to be managed.
3) Identify projects that can benefit from the application of the knowledge, skills, and knowledge
Share knowledge and skills throughout the organization. This activity consists of the following

1) Establish and maintain a classification for capturing and sharing knowledge and skills
organization.

assets.

tasks:

across the

NOTE  This classification can include expert, common, and domain knowledge and skills, as well as lessons learned from

other tasks.

2) Capture or acquire knowledge and skills.

3) Share knowledge and skills across the organization.

Share knowledge assets throughout the organization. This activity consists of the following tas
1) Establish a taxonomy to organize knowledge assets.

NOTE1 The taxonomy includes the following:

i) Definition of the boundaries of domains and their relationships tg others.

KS:

ii) Domain models capturing essential common and different features, capabilities, copcepts, and

functions.

iii) An architecture for a family of systems within the domain, including their common and different

features.

NOTE2 See ISO/IEC 26550 for more information jen product line models. Refer to ISO/IEC/IEEE 42(
requirements on architecture frameworks, viewpointsymodel kinds, views and models.

2) Develop or acquire knowledge assets,

NOTE Knowledge assets include systéem elements or their representations (e.g., reusable code librari
architectures) architecture or design elements (e.g., architecture or design patterns), processes, criteria, or ot
information (e.g., training materials)related to domain knowledge, and lessons learned.

3) Share knowledge assgts'across the organization.

NOTE Automated seaxch capabilities improve access to knowledge assets.

Manage knowledge, skills, and knowledge assets. This activity consists of the following tasks:
1) Maintain knowledge, skills, and knowledge assets.

2), (Monitor and record the reuse of knowledge, skills, and knowledge assets.

10:2011 for

bs, reference
her technical

3y Periodicatty reassessthe currency of techmotogy amd mmarket reeds for the knmowtedge assets:

NOTE  Assess the business benefits which the organization gained through the use of knowledge management practices.

6.3 Technical Management processes

The Technical Management processes are used to establish and evolve plans, to execute the plans, to assess actual
achievement and progress against the plans, and to control execution through to fulfillment. Individual Technical
Management processes may be invoked at any time in the life cycle and at any level in a hierarchy of projects, as
required by plans or unforeseen events. The Technical Management processes are applied with a level of rigor and
formality that depends on the risk and complexity of the project.
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The scope of a technical management process is the technical management of a project or its products, to include

the softwar

NOTE

e product or system-of-interest.

This set of Technical Management processes is performed so that software system-specific technical processes can

be conducted effectively. They do not comprise a management system or a comprehensive set of processes for project
management, as that is not the scope of this document.

The Technical Management processes consist of the following:

Project Planning process;

Project Assessment and Control process;

a)

b)

c) De
d) Ris
e) Co
f) Inf
g) Me
h) Qu

Project Pla
processes ¢
provide a §
the managg
its tasks. I
processes @

6.3.1 Prdject Planning process

6.3.1.1

Ihning and Project Assessment and Control processes are key-to all management practices. Th

Cision Management process;

k Management process;
hfiguration Management process;
brmation Management process;
asurement process; and

hlity Assurance process.

stablish the general approach for managing a project or a pfocess. The other processes in this gr
ment of any undertaking, ranging from a complete organization down to a single life cycle process

h this document, the project has been chosen as €he“context for describing processes. The sg
an also be applied in the performance of services.

Purpose

ese
bup

pecific focused set of tasks for achieving a specialized management objective. They are all evident in

hnd
me

The purpog

This proceg
tasks and
resources 1
revisions tg

e of the Project Planning process is'to produce and coordinate effective and workable plans.

s determines the scope of the project management and technical activities, identifies process outp

uts,

Heliverables, establishes schedules for task conduct, including achievement criteria, and requ
o accomplish tasks.«This is an ongoing process that continues throughout a project, with reg
plans.

red
lar

NOTE
process. The

6.3.1.2

The strategies ‘defined in each of the other processes provide inputs and are integrated in the Project Plani
Project AsseSsment and Control process is used to assess whether the plans are integrated, aligned, and feasib

Dutcomes

hing
e.

As a result of the successful implementation of the Project Planning process:

a)

b)

c)
d)

Objectives and plans are defined.

Roles, responsibilities, accountabilities, and authorities are defined.

Resources and services necessary to achieve the objectives are formally requested and committed.

Plans for the execution of the project are activated.
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Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Project Planning process.

a)

b)

Define the project. This activity consists of the following tasks:
1) Identify the project objectives and constraints.

NOTE 1

Objectives and constraints include performance and other quality aspects, cost, time and customer and user

satisfaction. Each objective is identified with a level of detail that permits selection, tailoring and implementation of the

appropriate processes and activities.

NOTE 2 ISO/IEC 15026 Systems and software assurance, ISO/IEC 27001 Information Security Managemen
ISO/IEC 27036, Information Security for Supplier Relationships, provide additional guidance on objectives,an
related to assurance and security.

2) Define the project scope as established in the agreement.

NOTE This includes the relevant activities required to satisfy business decision criteria and completd
successfully. A project can have responsibility for one or more stages in the complete‘software system life
Planning includes defining appropriate actions for maintaining project plans, performing assessments and cd
project.

3) Define and maintain a life cycle model that is comprised of stagés’using the defined life cycl
the organization.

NOTE ISO/IEC TS 24748-1 provides detailed information regarding life cycle stages and the defi
appropriate life cycle model. It defines a general set of exemplar system life cycle stages, including Concept,
Production, Utilization, Support and Retirement. It also identifies a generic exemplar set of software life
including Needs determination, Concept explordation’ and definition, Demonstration and

Engineering/development, Production/manufacturing,~Deployment/sales, Operations, Maintenance and §
Retirement.

t System and
ll constraints

the project
ycle. Project
ntrolling the

b models of

hition of an
evelopment,
cycle stages,

evaluation,
upport, and

4) Establish a work breakdown structure (WBS) based on the deliverable products or the evolving

architecture of the software system.

NOTE1 Each element of the software System architecture, and appropriate processes and activities, are dd
a level of detail that is consistent with identified risks. Related tasks in the work breakdown structure are
performance. Project tasks identify work items being developed or produced. The Practice Management
Work Breakdown Structures-of tlie Project Management Institute (PMI) contains additional details on WBSs.

NOTE 2 For projects ‘with agile or iterative methods, a WBS element can correspond to the primary feaf
user perspective, tobe produced during iterations.

5) Define and maintain the processes that will be applied on the project.

NOTE 1 _( These processes are based on the defined processes of the organization (see Life Cycle Model

process)*Annex A contains information on tailoring that can be used to address project-specific needs. The
the \processes includes the entry and exit criteria, inputs, process sequence constraints (predecess
relationships), process concurrency requirements (what processes and tasks are to be worked concurrent]

scribed with
grouped for
Standard for

ures, from a

Management
definition of
br/successor
y with other

PrOCESS ared Tasks Or activities), Measures of Eifectiveness/Measures of Perforimance attributes, and sc
parameters (for critically important cost estimation).

NOTE 2 Identifying interfaces with other projects or organizational units is addressed through t
Management process.

Plan project and technical management. This activity consists of the following tasks:

1) Define and maintain a project schedule based on management and technical objectives
estimates.

NOTE  This includes definition of the duration, relationship, dependencies and sequence of activities,

pe and cost

he Portfolio

and work

achievement

milestones, resources employed and the reviews and schedule reserves for risk management necessary to achieve timely

completion of the project.
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2) Define achievement criteria for the life cycle stage decision gates, delivery dates and major dependencies
on external inputs or outputs.

NOTE The time intervals between internal reviews are defined in accordance with organizational policy on issues such
as business and system criticality, schedule and technical risks.

3) Define the costs and plan a budget.

NOTE Budgeted costs are based on the schedule, software size and complexity estimates, labor estimates,
infrastructure costs, procurement items, acquired service and enabling system estimates, and budget reserves for risk
management.

4) Define roles, responsibilities, accountabilities, and authorities.

NOTE | This includes defining the project organization, staff acquisitions, and the development of staff skills. Authorf{ties
include,as appropriate, the legally responsible roles and individuals, e.g., design authorization, safety authorization, [and
those rgsponsible for applicable certifications or accreditations.

5) Define the infrastructure and services required.

NOTE | This includes defining the capacity needed, its availability and its allocation to préjéct tasks. Infrastrucfure
includeg facilities, services, tools, communications, and information technology assets. The\fequirements for enabling
systemg and services for each life cycle stage are also specified.

6) Plgn the acquisition of materials and enabling systems and services supplied from outside the project.

NOTE 1| This includes, as necessary, plans for solicitation, supplier selection; acceptance, contract administration [and
contract closure. The agreement processes are used for the planned acquisitions.

NOTE 2| ISO/IEC 27036, Information security for supplier relationships, provides guidance for acquisition of
infrastrjicture and services.

7) Generate and communicate a plan for project and téchnical management and execution, including revigws.

NOTE 1| Technical planning for the software systeniiis often captured in a Systems Engineering Management Plan
(SEMP)|or a Software Engineering Management Plansor a Software Development Plan (SDP). ISO/IEC/IEEE 24748-5
providef more detail on software engineering technical management planning and includes an annotated outline fof an
SDP. Pldnning for the project is often captured ina Project Management Plan. ISO/IEC/IEEE 16326 provides more dé¢tail
on proj¢ct planning.

NOTE 2| The strategy activities and.‘tasks from each of the other processes provide inputs and are integrated in|the
Project Planning process. The Project-Assessment and Control process is used to help ensure that the plans are integrated,
aligned,|and feasible.

c) Activate the project. Thisactivity consists of the following tasks:
1) Obfain approval.to start the project.

NOTE | Approval to start (authorization to proceed) is provided through the Portfolio Management process.

2) SubmitTrequests and obtain commitments for necessary resources to perform the project.

NOTE This includes access to enabling systems or services.

3) Implement project plans.
6.3.2 Project assessment and control process

6.3.2.1 Purpose

The purpose of the Project Assessment and Control process is to assess if the plans are aligned and feasible;
determine the status of the project, technical and process performance; and direct execution to help ensure that
the performance is according to plans and schedules, within projected budgets, to satisfy technical objectives.
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This process evaluates, periodically and at major events, the progress and achievements against requirements,
plans and overall business objectives. Information is provided for management action when significant variances
are detected. This process also includes redirecting the project activities and tasks, as appropriate, to correct
identified deviations and variations from other technical management or technical processes. Redirection may
include re-planning as appropriate.

6.3.2.2 Outcomes

As aresult of the successful implementation of the Project Assessment and Control process:

a) Performance measures or assessment results are available.

b) Adequacy of roles, responsibilities, accountabilities, and authorities 1s assessed.

c) Adequacy of resources is assessed.

d) Technical progress reviews are performed.

e) Deviations in project performance from plans are investigated and analyzed.

f) Affected stakeholders are informed of project status.

g) Corrective action is defined and directed, when project achievemént-is not meeting targets.
h) Project replanning is initiated, as necessary.

i) Project action to progress (or not) from one scheduled milestone or event to the next is authorjzed.

j)  Project objectives are achieved.

6.3(2.3 Activities and tasks

-y

The project shall implement the following-activities and tasks in accordance with applicable organization policies
and procedures with respect to the Project Assessment and Control process.

a) | Plan for project assessment.and control. This activity consists of the following task:
1) Define the project.assessment and control strategy.

NOTE The strategy’identifies the expected Project Assessment and Control activities, including planned assessment
methods and timeframes, and necessary management and technical reviews.

b) | Assess the'project. This activity consists of the following tasks:

1), \Assess alignment of project objectives and plans with the project context.

2) Assess management and technical plans against objectives to determine adequacy and feasibility.

3) Assess project and technical status against appropriate plans to determine actual and projected cost,
schedule, and performance variances.

4) Assess the adequacy of roles, responsibilities, accountabilities, and authorities.

NOTE This includes assessment of the adequacy of personnel competencies to perform project roles and accomplish
project tasks. Objective measures are used wherever possible, e.g., efficiency of resource use, project achievement.

5) Assess the adequacy and availability of resources.

41
© ISO/IEC 2017 - All rights reserved
© IEEE 2017 - All rights reserved



https://iecnorm.com/api/?name=780a924729750b2069e9d02e545d732e

ISO/IEC/IEEE 12207:2017(E)

42

NOTE Resources include infrastructure, personnel, funding, time, or other pertinent items. This task includes
evaluating the reuse of existing processes and infrastructure resources, and confirming that intra-organizational
commitments are satisfied.

6) Assess progress using measured achievement and milestone completion.

NOTE  This includes collecting and evaluating data for labor, material, service costs, and technical performance, as well
as other technical data about objectives, such as affordability. These are compared against measures of achievement. This
includes conducting effectiveness assessments to determine the adequacy of the evolving software system against
requirements. It also includes the readiness of enabling systems to deliver their services when needed.

7) Conduct required management and technical reviews, audits and inspections.
NOTE [Theseareformator-imfornratamdarecomducted-todeterminme readiness-to-proceed-to-the-nextstageof thme life

cycle or] project milestone, to help ensure that project and technical objectives are being met, or to obtain feedback ffom
stakeholders.

8) Mqdnitor critical processes and new technologies.
NOTE | This includes identifying and evaluating technology maturity and feasibility of technologyrinsértion. Technology
maturity is the readiness of a technology for operational use, and is often measured on a scdle from low (exists s a
conceptjonly) to high (proven in operational use).

9) Anplyze measurement results and make recommendations.

NOTE | Measurement results are analyzed to identify deviations, variations or sandésirable trends from planned vaJues
that incJude potential concerns, and to make appropriate recommendations for~eorrections or preventive actions. This
includeg, where appropriate, statistical analysis of measures that indicates trénds, e.g., fault density to indicate quality of
outputs| distribution of measured parameters that indicate process repeatability.

10) Reford and provide status and findings from assessment-tasks.
NOTE | These are generally designated in the agreement, policies and procedures.
11) Mdnitor process execution within the project.

NOTE | This includes the analysis of process measures and review of trends with respect to project objectives. [Any
improvément actions identified can be handled through the Quality Assurance process, the Quality Management prodess,
or the Life Cycle Model Management process:

Contrdl the project. This activity.cansists of the following tasks:
1) Inifiate necessary actionsineéded to address identified issues.

NOTE 1| This task occursywhen project or technical achievement is not meeting planned targets. This inclydes
preventjve, corrective, ahd-problem resolution actions. Actions generally require replanning or reassignment of personnel,
tools and infrastrueture assets when inadequacy or unavailability has been detected, or when project or techpical
achievefnent exceeds targets or plan. They often impact the cost, schedule, or technical scope or definition. Actjons
sometimes requite changes to the implementation and execution of the life cycle processes.

NOTE 2| ~ Actions are recorded and reviewed to confirm their adequacy and timeliness.

2) Initiate necessary project replanning.

NOTE 1 Project replanning is initiated when project objectives or constraints have changed, or when planning
assumptions are shown to be invalid.

NOTE 2  Any change that requires a change to the agreement between acquirer and supplier invokes the Acquisition and
Supply processes.

3) Initiate change actions when there is a contractual change to cost, time or quality due to the impact of an
acquirer or supplier request.

NOTE This includes consideration of modified terms and conditions for supply or initiating new supplier selection,
which invokes the Acquisition and Supply processes.
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4) Authorize the project to proceed toward the next milestone or event, if justified.

NOTE The Project Assessment and Control process is used to reach agreement on milestone completion.
6.3.3 Decision Management process

6.3.3.1 Purpose

The purpose of the Decision Management process is to provide a structured, analytical framework for objectively
identifying, characterizing and evaluating a set of alternatives for a decision at any point in the life cycle and select
the most beneficial course of action.

Thik process is used to resolve technical or project issues and respond to requests for decisiongs, encountered
duifing the software life cycle, in order to identify the alternative(s) that provides the preferred outcomes for the
sityation. The methods most frequently used for Decision Management are the trade study“and ¢ngineering
andlysis. Each of the alternatives is assessed against the decision criteria (e.g., cost impact;"schedule impact,
praframmatic constraints, regulatory implications, technical performance characteristics, critical quality
chdracteristics, and risk). Results of these comparisons are ranked, via a suitable seléction model, and are then
useld to decide on an optimal solution. Key study data (e.g., assumptions and decision rationale) afe typically
majntained to inform decision-makers and support future decision-making.

NOTE When it is necessary to perform a detailed assessment of a parameter for\one of the criteria, the Sysfem Analysis
profess can be employed to perform the assessment.

6.3|3.2 Outcomes

As @ result of the successful implementation of the Decision Management process:
a) Decisions requiring alternative analysis are identified.

b) Alternative courses of action are identified*and evaluated.

c) Apreferred course of action is selected:

d) The resolution, decision rationale:and assumptions are identified.

6.3/3.3 Activities and tasks

The project shall implemént the following activities and tasks in accordance with applicable organization policies
and procedures with néspect to the Decision Management process.

a) |Prepare for.decisions. This activity consists of the following tasks:
1) Define a decision management strategy.

NOTE” A decision management strategy includes the identification of roles, responsibilities, accountgbilities, and
authorities. The strategy considers the need for obtaining information input and for returning a timely decision. It
includes the identification of decision categories and a prioritization scheme. Decisions often arise as a result of an
effectiveness assessment, a technical trade-off, a problem needing to be solved, an action needed as a response to risk
exceeding the acceptable threshold, or a new opportunity or approval for project progression to the next life cycle stage.
Organization or project guidelines determine the degree of rigor and formality to apply to the decision analysis.

2) Identify the circumstances and need for a decision.

NOTE Problems or opportunities and the alternative courses of action that will resolve their outcome are recorded,
categorized and reported.

3) Involve relevant stakeholders in the decision-making in order to draw on experience and knowledge.

NOTE Itis good practice to identify the subject matter expertise needed for the analysis and the decision.
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b) Analyz

e the decision information. This activity consists of the following tasks:

1) Select and declare the decision management strategy for each decision.

NOTE

The degree of rigor required to resolve these problems or opportunities is determined, as well as the data

system analysis needed for evaluating the alternatives. Define the timeframe to reach a decision.

2) Determine desired outcomes and measurable selection criteria.

NOTE

and

The desired value for quantifiable criteria and the threshold value(s) beyond which the attribute will be
unsatisfactory are determined, as well as weighting factors for the criteria.

3) Identify the trade space and alternatives.

NOTE | If a large number of alternatives exist, they are qualitatively screened to reduce alternatives to a mahageable
number| for further detailed systems analysis. This screening is often based on qualitative assessments of suelnfactorfs as
risk, codt, schedule, and regulatory impacts.
4) Evaluate each alternative against the criteria.
NOTE | The System Analysis process is used, as necessary, to quantify specific criteria for eaeh trade alternative tp be
evaluat¢d. This includes new design parameters, different architecture characteristics, and, fange of values for crifical
quality [characteristics. The System Analysis process assesses the range of parameter variations in order to obtajn a
sensitiv]ty analysis for each of the trade alternatives evaluated. These results are used to‘establish the feasibility off the
various [trade alternatives.

c) Make 3nd manage decisions. This activity consists of the following tasks:
1) Determine preferred alternative for each decision.
NOTE | Alternatives are evaluated quantitatively, using the selectign Criteria. The selected alternative generally provides
an optirhization of, or improvement in, an identified decision.
2) Retord the resolution, decision rationale, and assumptions.
3) Retord, track, evaluate and report decisions:
NOTE 1| This includes records of problems @nd opportunities and their disposition, as stipulated in agreements or
organizftional procedures and in a manner that permits auditing and learning from experience.
NOTE 2| This allows the organizationyto confirm that problems have been effectively resolved, that adverse trends Have
been reyersed, and that advantage has been taken of opportunities.

6.3.4 Risk Management process

6.3.4.1 Purpose

The purposge of the.Risk Management process is to identify, analyze, treat and monitor the risks continually.

The Risk M:nngpmpnf pracess is a continual pracess for systematically nddrﬂccing risk fhrmlghmlf the life cycle of

a system product or service. It can be applied to risks related to the acquisition, development, maintenance or
operation of a system.

NOTE

Risk is defined in ISO Guide 73:2009 as “The effect of uncertainty on objectives”. This has an attached Note 1,

“An

effect is a deviation from the expected — positive and/or negative”. A positive risk is commonly known as an opportunity, and
can be addressed within the Risk Management process.

6.3.4.2 Outcomes

As a result of the successful implementation of the Risk Management process:

a) Risks are identified.
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b) Risks are analyzed.

c) Risktreatment options are identified, prioritized, and selected.

d) Appropriate treatment is implemented.

e) Risks are evaluated to assess changes in status and progress in treatment.
6.3.4.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies

and
NO7]

pro
ma

a)

b)

procedures witlrrespect to tire Risk Marmagemment process:

'E ISO/IEC/IEEE 16085 provides a more detailed set of risk management activities and tasks. This'risk
Cess is aligned with ISO 31000:2009 Risk management — Principles and Guidelines, and 1SQ -Guide 7
agement — Vocabulary. 1SO 9001:2015 describes planning for risks and opportunities in 6.1.

Plan risk management. This activity consists of the following tasks:
1) Define the risk management strategy.

NOTE  This includes the risk management process of supply chain suppliers and'describes how risks from
be raised to the next level(s) for incorporation in the project risk process.

2) Define and record the context of the Risk Management pro¢ess.

NOTE1 This includes a description of stakeholders’ perspectives, risk categories, and a description
reference) of the technical and managerial objectives, assuthptions and constraints. The risk categories|
relevant technical areas of the software system and facilitate\identification of risks across the product life cy]
in ISO 31000, the aim of this step is to generate a conipréhensive list of risks based on those events that 1§
enhance, prevent, degrade, accelerate, or delay the achiévement of objectives.

NOTE 2 Opportunities, which are one type of:risk, provide potential benefits for the software system or pr
the opportunities pursued has associated risks that detract from the expected benefit. This includes the risl
with not pursuing an opportunity, as well as'the risk of not achieving the effects of the opportunity.

Manage the risk profile. This activity consists of the following tasks:
1) Define and record theviskthresholds and conditions under which a level of risk may be accept
2) Establish and maintain a risk profile.

NOTE  The risk profile records: the risk management context; a record of each risk’s state including its
occurrence, consequences, and risk thresholds; the priority of each risk based on risk criteria supy
stakeholders;-and the risk action requests along with the status of their treatment. The risk profile is update
are changes in an individual risk’s state. The priority in the risk profile is used to determine the application
for treatment.

management
B:2009, Risk

uppliers will

(perhaps by
include the
cle. As noted
might create,

ject. Each of
ts associated

likelihood of
lied by the
when there
of resources

3)VPeriodically provide the relevant risk profile to stakeholders based upon their needs.

<)

Analyze risks. This activity consists of the following tasks:

1

NOTE

Identify risks in the categories described in the risk management context.

Risks are commonly identified through various analyzes, such as safety, reliability, security, and performance

analyzes; technology, architecture, and readiness assessments; and trade studies. These risks are often identified early in

the life cycle and continue into the utilization, support, and retirement of the software system. Additionally, ri
identified through the analysis of measurements of the evolving software system.

2) Estimate the likelihood of occurrence and consequences of each identified risk.

NOTE Consequences of a risk typically involve technical, schedule, cost, or quality impacts.
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3) Evaluate each risk against its risk thresholds.

4) For each risk that does not meet its risk threshold, define and record recommended treatment strategies
and measures.

NOTE

d)

1

Risk treatment strategies include, but are not limited to, eliminating the risk, reducing its likelihood of
occurrence or severity of consequence, or accepting the risk. Treatments also include taking or increasing risk in order to
pursue an opportunity. Measures provide information about the effectiveness of the treatment alternatives.

Treat risks. This activity consists of the following tasks:

Identify recommended alternatives for risk treatment.

2)
t

3) W

m
ch
4 0
NOTE
Monitg

1) Co
stal

2) Im
3) Co
6.3.5 Cor

6.3.5.1

Implement risk treatment alternatives for which the stakeholders determine that actions should

en to make a risk acceptable.
hen the stakeholders accept a risk that does not meet its threshold, consider it a high\priority
onitor it continually to determine if future risk treatment actions are necessary or if|its priority
anged.
hce a risk treatment is selected, coordinate management action.

The Project Assessment and Control process can be applied.

r risks. This activity consists of the following tasks:

te has changed.
blement and monitor measures to evaluate the effectiveness of risk treatments.

htinually monitor for the emergence of new risks«and sources throughout the life cycle.
figuration Management process

Purpose

be

hnd
has

htinually monitor risks and the risk management context for changes and evaluate the risks when their

The purpogq
life cycle.
configurati

e of Configuration Management's to manage and control system elements and configurations over
Configuration Management (CM) also manages consistency between a product and its associg
bn definition.

the
ted

Software c(
interface m|
software sy

Software ¢
to authoriz

nfiguration management (SCM) applies to both the software system and its interfaces. The purpos
Anagement is to agree with interface partners on the exchange of data through communications am,
stems and seryvices. Annex E (see E.5) provides an example of an Interface Management Process Vie

nfigurations are changed through the controlled release of a new version. The purpose of a releag
e and effect the availability of a software feature, function, or system for a specific purpose, with

e of
bng
V.

e is
or

without res

trictions to a subset of users.

6.3.5.2

Outcomes

As a result of the successful implementation of the Configuration Management process:

a)
b)
<)
d)

Items requiring configuration management are identified and managed.
Configuration baselines are established.
Changes to items under configuration management are controlled.

Configuration status information is available.
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e) Required configuration audits are completed.
f) System releases and deliveries are controlled and approved.
6.3.5.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Configuration Management process.

NOTE

a)

ISO/IEC/IEEE 19770 provides procedures and requirements for an IT asset management system.

1) Define a configuration management strategy, including approaches for the following:

i) Governance of CM, including roles, responsibilities, accountabilities, and duthorities,
configuration control (change control) boards; and
if) Consideration of the level of risk and impact in approval of configuration baselines and
emergency change requests.
NOTE  Regularly scheduled changes to apply software patches using approved.procedures or check-in and

unit-tested software elements under development are typically performed\atitdmatically, or reviewed and ap
as a matter of routine. In comparison, significant changes to the softwaré system design with major impact o
and schedule can involve extensive analyzes, consultations with suppliers, stakeholder reviews, and app

and use of

regular and

check-out of
proved daily
project cost
ovals at the

highest levels of the organization.

Coordination of CM across the set of acquirerssiipplier, and supply chain organizations fqr the life of
the software system, or the extent of the agreement or project, as appropriate.

iii)

iv) Control of access and changes to and disposition of configuration items.
V) The necessary baselines to be established, including criteria or events for commencing cqnfiguration
control and maintaining baselines of evolving configurations.
vi) Control of software licenses, data rights, and other intellectual property assets.
vii) Frequency, priorities;-and content of software versions and releases.
viii) The audit strategy and the responsibilities for validating continuous integrity and secuyrity of the
configuratien definition information.
ix) Change - management, including preparing stakeholders and especially users for fhanges in
operational software systems and services.
NOTE" For complex software systems, trade-off studies are performed, e.g., to select an appropriate automated tool to

support SCM needs and scope as identified in the strategy.

NOTE 2  Additional guidance regarding configuration management activities can be found in ISO 10007, IEEE Std 828,

and SAE ANSI/EIA-649-B.

NOTE3 The SWEBOK, Guide to the Software Engineering Body of Knowledge, provides detailed discussion on SCM.
This knowledge area addresses SCM in the context of a system, SCM project and process planning, SCM plan and outline,
tool selection, subcontractor control, surveillance and other audits, software configuration items and relationships,
software libraries, and Configuration Management process activities.

NOTE4 The SCM strategy is commonly documented in a plan, e.g., a configuration management plan, or sometimes in a
project’'s SEMP, SDP, or Project Management Plan (PMP). The strategy planning for Configuration Management is
coordinated through the Project Planning process. In establishing points to establish baselines and conduct audits, CM
planning is aligned with the software life cycle. The frequency of recurring SCM activities aligns with the iteration of
technical processes and stages. SCM planning typically includes deciding when to review Configuration Management
planning, what conditions require updating the CM plan, and who is authorized to change the CM plans and items held in
configuration control.
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b)

c)

48

2) Define the storage, archive and retrieval procedures for configuration items, CM artifacts, and records.

NOTE The locations and conditions of storage for software system configuration items, such as source code and
executable software, are established in accordance with designated levels of integrity, security and safety.

Perform configuration identification. This activity consists of the following tasks:

1) Select the software system elements to be uniquely identified as configuration items subject to
configuration control.

EXAMPLE Configuration items subject to configuration control in software systems usually include system/software
requirements specifications, interface specifications; product and system elements (e.g., software objects, hardware, and
services) while under development, baseline configurations or software versions established for transition between
stages dnd as released for operational use; master [ gold ] copies of source code or executable soltware for diifefent
platformis or versions; site-specific configurations in operational use; and information items, such as agreemgnts,
architedture models, service descriptions and operational procedures; and items in enabling systems.

NOTE 1| Unique identification can be applied to software components, versions, or to individually licensed copies. [The
identifigrs are in accordance with relevant standards and product sector conventions, such that /the items under
configufation control are unambiguously traceable to their supplier and to their specifications orx_equivalent recoided
descripfions. Information items are often identified and managed separately from other configuration items.

NOTE 2| Software configuration identifiers facilitate traceability when more than one/developer or maintengnce
programimer is working on the same software function, so that various branches of code can be successfully reassembled
and tested.

NOTE 3| The ISO/IEC 19770 standard (multiple parts) provides an IT Asset;management system for tracking software
licenses

2) Iddntify the attributes of configuration items.

NOTE 1| Attributes refers to item status, or physical or logical features useful for managing or maintaining the software
system.[Appropriate attributes can differ for hardware and software configuration items.

NOTE 2| Configuration attributes and identifiers can“reflect a decomposition of the software system, so that
configufation items are tracked at the level at which change needs to be controlled.

EXAMPLE Software from external suppliers can be tracked by its license and maintenance agreement, which [can
involve [tracking to the location, number or size of systems where it is used or the number of concurrent users alloyed.
Softwarf versions can be traced to the stakeholder requirements which they implement.

3) Define baselines through thellife'cycle.

NOTE 1| Baselines capture the-evolving configuration states of software system elements at designated times or under
defined|circumstances. The-content for the baselines is developed through the technical processes, but is formalized [at a
point in|time through the €enfiguration Management process. Baselines form the basis for subsequent changes. Seletted
baselings typically become formalized between acquirer and supplier, depending on the practices of the industry and| the
contractual involvement of the acquirer in the configuration management process. There are generally three major types
of baselines at the_system level: functional baseline, allocated baseline, and product baseline. These vary by domain or
local strptegy:

—=

NOTE 2|__Software systems development often entails establishing multiple developmental baselines to address evolying
software configuration needs at key points in the life cycle, e.g.,, to allow for simultaneous control of software versions
during software design, prototype, integration, and test releases. This can involve distributed configuration management
responsibilities and access limitations for archives, e.g., software development or test libraries and a master configuration
support library.

4) Obtain acquirer and supplier agreement to establish a baseline.

NOTE The Project Assessment and Control process is used to reach agreement. When software is being developed for
commercial or internal use, the acquirer or project sponsor can be the authority to approve a baseline.

Perform configuration change management This activity consists of the following tasks:
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NOTE

Configuration change management establishes procedures and methods for managing change to a baseline once

it is established. This is sometimes referred to as configuration control. The term ‘change management’ is also used for

managing change to organizational procedures and business workflow.

1

NOTE

Identify and record Requests for Change and Requests for Variance.
A request for variance is often referred to as a deviation, waiver, or concession.
2) Coordinate, evaluate, and disposition Requests for Change and Requests for Variance.

NOTE 1
systems, considering risks and opportunities, quality, users, schedule, and cost. A decision is made on
implement or deny the change request.

Evaluation commonly includes analysis of rationale and need versus impact on the software and interoperating

whether to

NOTE 2 Requests for Change and Requests for Variance are often under the formal control of a Configur
Board (CCB).

3) Track and manage approved changes to the baseline, Requests for Change and Requests for Va

NOTE1 This task involves prioritization, tracking, scheduling, and closing changes. Chariges’are then madg
Technical Processes. These changes are verified or validated through the Verification/and Validation proce
ensure that the approved changes have been correctly applied.

NOTE 2 Changes and rationales are typically recorded when approved and when completed.

Perform release control. This activity consists of the following tasks:

1

NOTE1 The life cycle model helps determine the frequéncy of iterative or incremental software r
Integration process is used to select and configure a release)package, software version, update or patch. Thesg
verified or validated through the Verification or Validatien processes. Changes are made through the Technig
particularly Transition.

Identify and record release requests, identifying the softivare system elements in a release.

EXAMPLE Releases for a software test, for software or system qualification or other formal tests, or for t
operational use.

2) Approve software system releases and deliveries.

NOTE 1 Releases often involyetprioritization, tracking, scheduling, and closing changes. Approval of §
operational use can include-aceeptance of the verified and validated changes. Criteria for approval of a
includes rollback plans or contingency plans in the event of an unsuccessful release.

NOTE 2  For software systems, automated version control tools can help ensure that only the correct
versions are accesSed; updated, tested and documented for approved changes by appropriate personnel, and 1

3) Tracksand manage distribution of software system releases to specified environments d
deliyeries.

NOTE. Master copies or copies of incremental changes to released software versions can be maintained f
the.system or project in a controlled environment. Software suppliers often track delivered copies of license

tion Control

riance.

through the
sses, to help

eleases. The
changes are
al processes,

rial (beta) or

release for

elease often

source code
eleased.

r software

or the life of
| software to

the acquirer In order to provide agreed software maintenance. The software system release 1s stored and
accordance with agreement and with the policies of the organizations involved.

Perform configuration status accounting. This activity consists of the following tasks:

istributed in

1) Develop and maintain the CM status information for software system elements, baselines, and releases.

NOTE 1

Configuration status accounting provides the data on the status of controlled products needed to make

decisions regarding system elements throughout the product life cycle. For example, software status can include past,
current, and planned progression through stages in the life cycle for software functions and completion of verification and
validation activities for software elements. Configuration status information permits forward and backward traceability to
other configuration states. Configuration status records are maintained through the software or project life cycle and then
archived according to agreements, relevant legislation or organizational practice.
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NOTE 2 The recording, retrieval and consolidation of the current configuration status and the status of previous
configurations to confirm information correctness, timeliness, integrity and security is managed. Audits are performed to
verify conformance of a baseline to an architecture view, interface control documents, software license agreements, and
other agreement requirements.

2) Capture, store and report configuration management data.

f) Perform configuration evaluation. This activity consists of the following tasks:

1) Identify the need for CM audits, and schedule the events.

2) Verify the product configuration meets the configuration requirements by comparing requirements,
constraints, and waivers (variances) with results of formal verification activities, which can involve

sampling methods.
3) Mdnitor the incorporation of approved configuration changes.
4) Assess whether the software system meets functional and performance capabilities identified for
bageline.
NOTE | This is sometimes called a functional configuration audit (FCA), which assures that the’product configura
meets specified requirements.
5) Asgess whether the operational software system elements conform¢to-the approved configuraf
infprmation.
NOTE | This is sometimes called a physical configuration audit (PCA). For software items, criteria for the PCA can inc
whethey specified configuration items are installed on designated systems according to software license or agreement.
6) Retord the CM audit results and disposition action items.

6.3.6 Information Management process

6.3.6.1

Purpose

the

kion

ion

ude

The purpoq
disseminat

e of the Information Management process is to generate, obtain, confirm, transform, retain, retri
e and dispose of information, to deSignated stakeholders.

Informatio

that is unapbiguous, complete, verifiable, consistent, modifiable, traceable, and presentable. Information inclu

technical,

of the orgamnization, system, process, or project.

management plans, executes; and controls the provision of information to designated stakehold

oject, organizational, agreement, and user information. Information is often derived from data recgd

bve,

ers
des
rds

NOTE
traceable, an|

Managed information has these quality characteristics: unambiguous, complete, verifiable, consistent, modifia
d presentable!

ble,

6.3.6.2 Dutcomes
As a result 6fthe-suecessfuHmplementationof- the lnfermation Managementproecess:
a) Information to be managed is identified.
b) Information representations are defined.
c) Information is obtained, developed, transformed, stored, validated, presented, and disposed of.

d) The status of information is identified.

e) In

formation is available to designated stakeholders.
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Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Information Management process.

NOTE

(documentation) and provides guidance on their development.

a)

b)

Prepare for information management. This activity consists of the following tasks:
1) Define the strategy for information management.

NOTE

ISO/IEC/IEEE 15289 summarizes requirements for the content of life cycle process information items

Information about the same topic can be developed in different ways at different points in the life cycle and for

different audiences.
2) Define the items of information that will be managed.

NOTE  This includes the information that will be managed during the software life cycle and possibly mai
defined period beyond. This is done according to organizational policy, agreements, or legislation.

3) Designate authorities and responsibilities for information management.

NOTE Due regard is paid to information and data legislation, security ,ands privacy, e.g., ownership
restrictions, rights of access to data and ownership of data, intellectual property and patents. Where rg
constraints apply, information is identified accordingly. Staff members with khowledge of such items of inf
informed of their obligations and responsibilities.

4) Define the content, formats and structure of informationiitems.

NOTE The information originates and terminates in many'\forms (e.g., audiovisual, textual, graphical, nu
mediums (e.g., electronic, printed, magnetic, optical). Ofganization constraints, e.g., infrastructure, inter-o
communications, and distributed project workings, aré\taken into account. Relevant information item st
conventions are used according to policy, agreements.and legislation constraints.

5) Define information maintenance actions:

NOTE Information maintenance includes’status reviews of stored information for integrity, validity and &
also includes any needs for replication or transformation to an alternative medium, as necessary, eith
infrastructure as technology changes so that archived media can be read or to migrate archived med
technology.

Perform information management. This activity consists of the following tasks:
1) Obtain, develap,or transform the identified items of information.

NOTE Thisuincludes collecting the data, information, or information items from appropriate sources (e.g., 14
any life cycleprocess), and writing, illustrating, or transforming it into usable information for stakeholder
reviewing, validating, and editing information per information standards.

2)» Maintain information items and their storage records, and record the status of information.

htained for a

, agreement
strictions or
rmation are

merical) and
ganizational
hndards and

vailability. It
er to retain
ia to newer

sulting from
5. It includes

NOTE 1

Information items are maintained according to their integrity, security and privacy requirements. The status of

information items is maintained, (e.g., version description, date of issue or validity date, record of distribution, security

classification). Legible information is stored and retained in such a way that it is readily retrievable.

NOTE 2

The source data and tools used to transform information, along with the resulting documentation is placed

under configuration control in accordance with the Configuration Management process. ISO/IEC/IEEE 26531 provides

requirements for content management systems useful for life cycle information and documentation.

3) Publish, distribute or provide access to information and information items to designated stakeholders.

NOTE Information is provided to designated stakeholders in an appropriate form, as required by agreed

schedules or

defined circumstances. Information items include documentation used for certification, accreditation, license or

assessment ratings, as required.
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4) Archive designated information.

NOTE

Archiving is done in accordance with the audit, knowledge retention, and project closure purposes. The media,
location and protection of the information are selected in accordance with the specified storage and retrieval periods, and
with organization policy, agreements and legislation. Arrangements are put in place to retain necessary information items
after project closure.

5) Dispose of unwanted, invalid or unvalidated information.

NOTE

This is done according to organization policy, and security and privacy requirements.

6.3.7 Measurement process

6.3.7.1 Purpose
The purpoge of the Measurement process is to collect, analyze, and report objective data and information to
support effective management and demonstrate the quality of the products, services, and processes:
NOTE Measures have these quality characteristics: verifiable, meaningful, actionable, timely, and cost-effective.
6.3.7.2 Dutcomes
As a result pf the successful implementation of the Measurement process:

a) Information needs are identified.

b) An appropriate set of measures, based on the information needs) is identified or developed.

c¢) Required data is collected, verified, and stored.

d) Tlhe datais analyzed and the results interpreted.

e) Information items provide objective information that supports decisions.
6.3.7.3 Activities and tasks

The project

shall implement the following-activities and tasks in accordance with applicable organization poli

and procedlres with respect to the Measurement process.

NOTE 1
activities an

NOTE 2
a) Prepai
1) De

2)

SO/IEC 15939 provides'a more detailed set of measurement activities and tasks that are aligned with
tasks in this document.

S0 9001:2045 specifies Quality Management System requirements for measurement and monitoring.

e for measurement. This activity consists of the following tasks:

[iné.the measurement strategy.

Cies

the

technical objectives.

3)

Identify and prioritize the information needs.

Describe the characteristics of the organization that are relevant to measurement, such as business and

NOTE The information needs are based on the organization’s business objectives, the project objectives, identified risks,

and othe

4) Sel
NOTE

5) De
52

r items related to project decisions. Measurements can relate to projects, processes, products, or decisions.
ect and specify measures that satisfy the information needs.
Measures are defined that are verifiable and cost-effective.

fine data collection, analysis, access, and reporting procedures.
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6) Define criteria for evaluating the information items and the Measurement process.
7) Identify and plan for the necessary enabling systems or services to be used.

Perform measurement. This activity consists of the following tasks:

1) Integrate manual or automated procedures for data generation, collection, analysis and reporting into the

relevant processes.

NOTE  This task can involve change impacts to other life cycle processes to accomplish procedural integration.

2) Collect, store, and verify data.

6.3

6.3

3) Analyze data and develop information items.

4) Record results and inform the measurement users.

NOTE The measurement analysis results are reported to relevant stakeholders in a timely,|usable fashion to support
decision making and assist in corrective actions, risk management, and improvements. Results are reporteql to decision
process participants, technical and management review participants, and product and process improvement process

owners.
8 Quality Assurance process

8.1 Purpose

Thd

Quality Management process to the project.

Quality Assurance focuses on providing confidence that quality requirements will be fulfilled. Proactivg

the

dedired quality and that organization and project policies and procedures are followed.

purpose of the Quality Assurance process is to help ensute the effective application of the or

project life cycle processes and outputs is performed to assure that the product being produced w

ranization’s

analysis of
ill be of the

6.3

8.2 Outcomes

As a result of the successful implementation of the Quality Assurance process:

a) Project quality assurancé.procedures are defined and implemented.
b) Criteria and methods for quality assurance evaluations are defined.

c) Evaluations~of-the project’s products, services, and processes are performed, consistent y
managementpolicies, procedures, and requirements.

d) Resqlts of evaluations are provided to relevant stakeholders.

e), \lncidents are resolved.

vith quality

f) Prioritized problems are treated

NOTE

6.3.8.3 Activities and tasks

Outcomes a) through d) align with the outcomes of the Quality Management process activities and tasks.

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Quality Assurance process.

NOTE IEEE Std 730-2014, Software Quality Assurance Processes, provides additional detail.

a)

Prepare for quality assurance. This activity consists of the following tasks:

© ISO/IEC 2017 - All rights reserved
© IEEE 2017 - All rights reserved

53



https://iecnorm.com/api/?name=780a924729750b2069e9d02e545d732e

ISO/IEC/IEEE 12207:2017(E)

b)

d)

54

1) Define a Quality Assurance strategy. The strategy is consistent with the organizational Quality

Management policies and objectives and includes:

i) Priorities for applying Quality Assurance resources to processes and tasks that have the most

significant impact on the quality of the delivered products and services;
ii) Defined roles, responsibilities, accountabilities, and authorities;

iii) Evaluation criteria and methods for processes, products, and services, including criteria
product or service acceptance;

iv) Activities appropriate to each supplier (including subcontractors);

activities specific to the products or services; and

v]) Problem resolution and process and product improvement activities.

for

1) Required verification, validation, monitoring, measurement, review, inspection, audit, and test

NO[TE In software projects, activities and tasks that have significant impact on product quality include obtaining

agreement on new and changed requirements, performance of peer reviews and unit testing, analysis of proh

lem

repgorts and feedback from users; validating completion of corrective actions assigned at_project milestone revigws,
and root cause analysis of defects.

2) | Establish independence of quality assurance from other life cycle processes.

NO[FE Resources for quality assurance are often assigned from distinct’organizations for independence ffom

p

Perforn product or service evaluations. This activity consists'of the following tasks:

rdject management.

1) Evaluate products and services for conformance «to ‘established criteria, contracts, standards, pnd

regulations.

NOTE

validatipn activities. Derived system/software qualityzrequirements are usually associated with quality characteris
during [requirements definition processes. ISO/IEC 25010 and ISO/IEC 25030 provide additional information|
system fsoftware quality characteristics.

2) Mdnitor that verification and validation of the outputs of the life cycle processes are performed
determine conformance to specified requirements.

Perform process evaluations. This activity consists of the following tasks:
1) Evjluate project lifé. cycle processes for conformance.
2) Evaluate tool$\and environments that support or automate the process for conformance.

3) Evaluate supplier processes for conformance to process requirements.

NOTE

This task includes verifying if criteria for proeduct or service acceptance are reflected in verification

and
tics
on

to

Consideritems-such-asa collaborativae softwwara davaelonment environment-brocess-measuresthat-sunnliarg
13 U o rr

are

required to provide, or a risk process that suppliers are required to use. This includes surveillance reviews of process
implementation through the supply chain.

Manage QA records and reports. This activity consists of the following tasks:

1) Create records and reports related to quality assurance activities.

NOTE

Create records and reports in accordance with organizational, regulatory, and project requirements, using

information management process.

2) Maintain, store, and distribute records and reports.

3) Identify incidents and problems associated with product, service, and process evaluations.

the
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NOTE  This includes the capture of lessons learned. Responsibilities for resolution are identified.
Treat incidents and problems. This activity consists of the following tasks:

NOTE1 In the terminology of quality management, problems are often described as “non-conformities” when, if left
untreated, they can cause the project to fail to meet its requirements.

NOTE2 For additional information and examples of problem categories and priority classifications, see ISO/IEC TS
24748-1:2016, Annex C.

1) Record, analyze and classify incidents.

2) Identify selected incidents to associate with known errors or problems.

6.4

Thd
int
pro

retijred from service.

The
ber]
sys
ma
Thd

3) Record, analyze and classify problems.

NOTE  Analysis results include potential treatment options.

4) Identify root causes and treatment of problems where feasible.

5) Prioritize treatment of problems (problem resolution) and track corrective'actions.

NOTE Implementation is done in the Technical processes after initiation by the Project Assessment and Conjtrol process.
Organizational procedures for problem escalation can help focus resources on lagging problem resolutions.

6) Analyze trends in incidents and problems.
7) Ildentify improvements in processes and products that may prevent future incidents and probl¢ms.

NOTE The Risk Management process is used to treat-risks and opportunities. The Life Cycle Model Management
process is used to improve the organization’s processes.

8) Inform designated stakeholders of the status of incidents and problems.

9) Track incidents and problems to closiire.

Technical processes

Technical processes are usedto define the requirements for a software system, to transform the rejquirements
an effective product, to permit consistent reproduction of the product where necessary, to use the¢ product to
vide the required services, to sustain the provision of those services, and to dispose of the produdt when it is

Technical processes define the activities that enable organization and project functions to optimize the
efits and reduce the risks that arise from technical decisions and actions. These activities enabjle software
fems and-services to possess the timeliness and availability, cost effectiveness, functionality/ reliability,
ntainability, producibility, usability, and other qualities required by acquiring and supplying organizations.
y also)énable products and services to conform to the expectations or legislated requirementq of society,

nc

uding health, safety, security, and environmental factors.

The Technical processes consist of the following:

a) Business or Mission Analysis process;

b) Stakeholder Needs and Requirements Definition process;
c) System/Software Requirements Definition process;

d) Architecture Definition process;

e) Design Definition process;
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f) System Analysis process;
g) Implementation process;
h) Integration process;
i) Verification process;
j) Transition process;

k) Validation process;

l) Opnrnhr\n Process;

m) MJintenance process; and

n) Di

—

dposal process.

NOTE 1| For software systems, these processes can be recursively applied at more inclusive or miere’detailed leveld for
softwarg system definition and realization.

NOTE 2| For software systems, these processes are often performed concurrently, iterating between one anothefr to
establish a solution that has satisfactory trade-offs with respect to requirements, crifical performance measures, [and
critical fuality characteristics. At any level of abstraction, requirements and models @re,made consistent via iteratior}s of
applicaljle technical processes. When requirements and models are not directly, capable of being implemented,|the
technicdl processes are applied recursively at a more detailed level or through different system views.

NOTE 3| The concept of life cycle stages and the application of these processes in any stage are described in detafl in
ISO/IEQTS 24748-1. It has a complete set of example stages and stageQutcomes for the enactment of technical procefses
within g software life cycle.

NOTE 4| Interface management is a set of activities that cut across software engineering processes. These cross-cutting
activitigs of the Technical and Technical Management processes apply and track as a specific view of the processes [and
softwarg system. See Annex E (E.5) for an example of an Interface Management process view.
NOTE 5| ISO/IEC 27002 Code of practice for information security controls and ISO/IEC 27034 Application secuyity,

provide|guidance for applying security concerns innthe Technical processes for software systems. See Annex E (E.6) for a
sample Poftware Assurance Process View.

6.4.1 Buginess or Mission Analysis process

6.4.1.1 Purpose

The purpofe of the Business or Mission Analysis process is to define the business or mission probleny or
opportunity, characterize\the solution space, and determine potential solution class(es) that could addregs a
problem or{take advantage of an opportunity.

NOTE 1 Businesss and Mission Analysis is related to the organization encompassing stakeholders concerned by|the
activities of thel{software life cycle. This process interacts with the organization’s strategy, which is generally outside the sdope
of ISO/IEC/IEEE 12207 The results of the organization’s strategic analysis include the organizational Concept of Operatibns,
strategic goals and plans, new market or mission elements, and identified problems and opportunities. The organization's
strategy establishes the context within which the business or mission analysis is performed. The organizational Concept of
Operations relates to the leadership’s intended way of operating the organization. It describes the organization’s assumptions
and how it intends to use, acquire, or supply the system to be developed, existing systems, and possible future systems in
support of an overall operation or series of operations of the business. In the case that the organization is the system-of-
interest, the organization’s strategy is part of the system definition.

NOTE 2 This process has application through the life of the software system solution and can be revisited if there are
changes in the environment, needs, or other drivers.

NOTE 3 In some domains, Business or Mission Analysis relates to the concept of identifying and analyzing capabilities that
are needed or desired by the organization. This process focuses on the necessary capabilities and interacts with the Portfolio
Management process for identifying the trade space that can address the capability. The identified problems or opportunities
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are often translated into target capabilities. As applicable within a given domain, the problem or opportunity space includes
the target capabilities.

6.4.

1.2 Outcomes

As a result of the successful implementation of the Business or Mission Analysis process:

a) The problem or opportunity space is defined.
b) The solution space is characterized.

c) Preliminary operational concepts and other concepts in the life cycle stages are defined.

d) Candidate alternative solution classes are identified and analyzed.
e) The preferred candidate alternative solution class(es) are selected.
f) Any enabling systems or services needed for business or mission analysis areavailable.

g) Traceability of business or mission problems and opportunities,and the preferred |alternative
solution classes is established.

6.4

Th
and

D

1.3 Activities and tasks

project shall implement the following activities and tasks in,decerdance with applicable organization policies
procedures with respect to the Business or Mission Analysisprocess.

Prepare for Business or Mission Analysis. This actiyity consists of the following tasks:

1) Review identified problems and opportunities in the organization strategy with respect|to desired
organization goals or objectives.

NOTE This includes problems or opportunities with respect to the organization business or mission, visioh, Concept of
Operations, and other organization strategio goals and objectives. This includes identified deficiencies or gaps in existing
capabilities, systems, products, or services.

2) Define the business or mjssion analysis strategy.

NOTE  This includes the approach to be used to identify and define the problem space, characterize the sglution space
and select a solution class.

3) Identify and plan for the necessary enabling systems or services needed to support business or mission
analysis.

NOTE | (This includes identification of requirements and interfaces for enabling systems. Enabling systems|for business
or mission analysis include the business systems and repositories of the organization or other accessible entitjes.

4) v Obtain or acquire access to the enabling systems or services to be used.

b)

NOTE The Validation process is used to objectively confirm that the enabling system achieves its intended use for its
enabling functions.

Define the problem or opportunity space. This activity consists of the following tasks:
1) Analyze customer complaints, problems and opportunities in the context of relevant trade-space factors.

NOTE 1 This analysis is focused on understanding the scope, basis, or drivers of the problems or opportunities, as
opposed to the synthesis that is the focus of system analysis and decision management needed for trade studies. The focus
here includes changes in mission requirements, business opportunities, capabilities, performance improvement, or lack of
existing systems, security and safety improvement, factors such as cost and effectiveness, regulation changes, user
dissatisfaction, and PESTEL factors (Political, Economic, Social, Technological, Environmental, and Legal). Relevant factors
can be identified through external, internal, or SWOT (Strengths, Weaknesses, Opportunities and Threats) analysis.
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NOTE 2  The outputs of the analysis are considered as part of the portfolio management decisions.
2) Define the mission, business, or operational problem or opportunity.

NOTE This definition includes the context and any key parameters, without regard to a specific solution, since the
solution can be an operational change, a change to an existing product or service, or a new system.

Characterize the solution space. This activity consists of the following tasks:
1) Define preliminary operational concepts and other concepts in life cycle stages.

NOTE 1 This involves the identification of major stakeholder groups, such as customers, users, administrations,
regulators, and system owners, that are defined in the Stakeholder Needs and Requirements Definition process.

NOTE 2| Preliminary life cycle concepts include preliminary acquisition concepts, preliminary deployment c¢enegpts,
prelimipary operational concepts, preliminary support concepts, and preliminary retirement concepts. Operatipnal
concepts include high level operational modes or states, operational scenarios, potential use cases, or usagé withfn a
proposdd business strategy. These concepts enable feasibility analysis and evaluation of alternatives. These concepts|are
further fefined within the Stakeholder Needs and Requirements Definition process.

NOTE 3| The operating environment can have known vulnerabilities associated with specific s€eurity threats and safety
hazards} These vulnerabilities need to be understood in association with the product under dévelopment. The system|and
human Interfaces are an element of the system assurance context and related vulnerabilities’ are examined in the conftext
of missipn-critical threats.

2) Iddgntify candidate alternative solution classes that span the potential selution space.

NOTE | These classes can range from simple operational changes to¢various software system developmentg or
modifications. This solution space can include the identification of existing@ssets, systems, and software products suitable
for reude, and changes in services that can address the need for operational or functional modifications. This inclydes
deducinlg what potential expected services will be needed. Thesolution space characterization often invokes|the
Architeg¢ture Definition process for a user architecture viewpoint,‘tesulting in architecture views (e.g., capability vi¢ws,
program views and operational views) as proposed by ISO/IEC/AEEE 42010.

Evaluafte alternative solution classes. This activity consists of the following tasks:
1) Asgess each alternative solution class.

NOTE 1| Each alternative solution class sis.assessed against defined criteria that are established based on |the
organizfition’s strategy. Feasibility of the‘solution class is one key decision criteria. The Portfolio Management profess
providef some criteria to be considered.;

NOTE 2| The System Analysis process is used to assess the value of each criterion for each alternative solution class.
Structutted affordability trade-offs are recommended. Including cost as a criterion will aid affordability decisions. [The
assessnjent of alternatives-ean/nclude modeling, simulation, analytical techniques, or expert judgment to understand| the
risks, fepsibility and value ofthe alternative candidate solution classes.

2) Select the preférred alternative solution class(es).

NOTE | The Decision Management process is used to evaluate alternatives and to guide selection. Selected alternatjves
are validlated,in the context of the organization’s strategy. Feedback on risks, feasibility, market factors, and alternatives is

)
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Manage the business or mission analysis. This activity consists of the following tasks:
1) Maintain traceability of business or mission analysis.

NOTE  Through the life cycle, bidirectional traceability is maintained between the business and mission problems and
opportunities and the preferred alternative solution classes with the organizational strategy, stakeholder needs and
requirements, and system analysis results supporting decisions.

2) Provide key artifacts and information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and baselines. This
process identifies candidates for the baseline, and the Information Management process controls the information items.
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6.4.2 Stakeholder Needs and Requirements Definition process

6.4.2.1 Purpose

The purpose of the Stakeholder Needs and Requirements Definition process is to define the stakeholder
requirements for a system that can provide the capabilities needed by users and other stakeholders in a defined
environment.

It identifies stakeholders, or stakeholder classes, involved with the system throughout its life cycle, and their
needs. It analyzes and transforms these needs into a common set of stakeholder requirements that express the
intended interaction the system will have with its operational environment and that are the reference against
which each resulting operational capability is validated. The stakeholder requirements are defined considering
thejcomtextof the systenmr-of-inmterest with the fteroperating SysStenTs amd enmabing SySternTs.

NOTE The SWEBOK, Guide to the Software Engineering Body of Knowledge, Software Requirements|knowledge
arep discusses software requirements fundamentals (e.g., definition, types, properties, quality charactdristics) and
othr topics, such as stakeholders, requirements elicitation, analysis, and management.that provid¢ additional
guiflance for software systems.

6.412.2 Outcomes

As 3 result of the successful implementation of the Stakeholder Needs and Requirements Definition prdcess:
a) Stakeholders of the system are identified.

b) Required characteristics and context of use of cdpabilities and concepts in the life cjcle stages,
including operational concepts, are defined.

c) Constraints on a system are identified.
d) Stakeholder needs are defined.

e) Stakeholder needs are prioritized and transformed into clearly defined stakeholder requiements.
f) Critical performance measures are defined.

g) Stakeholder agreement” that their needs and expectations are reflected adequately in the
requirements is achieved.

h) Any enablingsystems or services needed for stakeholder needs and requirements are avajlable.

i) Traceability of stakeholder requirements to stakeholders and their needs is established.

6.4{2.3 Activities and tasks

Thg pfoeject shall implement the following activities and tasks in accordance with applicable organization policies
and prnrpdnrpq with respect to the Stakeholder Needs and qunirpmpnfﬁ Definition pracess

a) Prepare for Stakeholder Needs and Requirements Definition. This activity consists of the following tasks:
1) Identify the stakeholders who have an interest in the software system throughout its life cycle.

NOTE This includes individuals and classes of stakeholders who are users, operators, supporters, developers,
producers, trainers, maintainers, disposers, acquirer and supplier organizations, parties responsible for external
interfacing entities, regulatory bodies, and others who have a legitimate interest in the system. Where direct
communication is not practicable (e.g., for consumer products and services), representatives or designated proxy
stakeholders are selected.

2) Define the stakeholder needs and requirements definition strategy.
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NOTE Some stakeholders have interests that oppose the acquirer’s interests (e.g., market competitors, hackers,
terrorists) or oppose each other. When the stakeholder interests oppose each other, but do not oppose the software
system, this process is intended to gain consensus among the stakeholder classes to establish a common set of acceptable
requirements. The intent or desires of those that oppose the acquirers, or detractors of the system, are addressed through
the Risk Management process, threat analyzes of the System Analysis process, or the system/software requirements for
security, adaptability, or resilience. In this case, the stakeholder needs are not satisfied, but rather addressed in a manner
to help ensure system assurance and integrity if actions from the detractors are encountered.

3) Identify and plan for the necessary enabling systems or services needed to support stakeholder needs and
requirements definition.

NOTE This includes identification of requirements and interfaces for the enabling systems. Enabling systems for
stakeholder needs and requirements definition include tools for facilitation and requirements management.

4) Obfain or acquire access to the enabling systems or services to be used.

NOTE | The Validation process is used to objectively confirm that the enabling system achieves its intended use for its
enabling functions.

Define|stakeholder needs. This activity consists of the following tasks:
1) Define context of use within the concept of operations and the preliminary life cycle Concepts.

NOTE | Context of use is often captured using a Context of Use Description [ISO/IEC,25063]. Preliminary life cycle
concepty are developed by the Business or Mission Analysis process.

2) Id4ntify stakeholder needs.

NOTE 1| Identification of stakeholder needs includes elicitation of needs directly from the stakeholders, identificatign of
implicit|{stakeholder needs based on domain knowledge and context understanding, and documented gaps from prevjous
activitigs. Needs often include measures of effectiveness. Functional analysis is often used to aid the elicitation of nefeds.
Also quality characteristics of the quality model in ISO/IEC 25010 and quality model application to requirements analysis
in ISO/JEC 25030 are useful to elicit and identify quality requireéments of non-functional requirements, which are offten
implicit|stakeholder needs.

NOTE 2| The SWEBOK, Guide to the Software Engingering Body of Knowledge, Software Requirements knowledge grea
discuss¢s some additional techniques for eliciting.and clarifying software requirements, such as, prototyping, observation,
user stofries to determine required functionality,-data mining, and analyzing competitors’ products.

NOTE 3| Stakeholder needs describe the_needs, wants, desires, expectations and perceived constraints of identified
stakeholders. Understanding stakeholder_needs for the minimum security and privacy requirements necessary for|the
operatignal environment minimizes the potential for disruption in plans, schedules, and performance. If significant isfues
are likely to arise relating to users and other stakeholders and their involvement in or interaction with a software system,
recomnjendations for identifying'and treating human-system issues can be found in ISO TS 18152.

3) Prioritize and down-select needs.

NOTE | The Decisioh Management process is typically used to support prioritization. The System Analysis procegs is
used to pnalyze needs for feasibility or other factors.

4) Definethe stakeholder needs and rationale.

NOTE Needs concentrate on system purpose and behavior, and are described in the context of the operational
environment and conditions. It is useful to trace needs to their sources and rationale.

Develop the operational concept and other life cycle concepts. This activity consists of the following
tasks:

NOTE  Other life cycle concepts can include acquisition concepts, deployment concepts, support concepts, security
concepts, and retirement concepts. In this activity, the preliminary life cycle concepts defined within the Business or
Mission Analysis process are further developed in the context of specific stakeholder needs, as associated scenarios and
interactions are defined. See ISO/IEC/IEEE 29148:2011 Clauses 5 and 6 for more information on operational concepts,
and ISO/IEC/IEEE 29148:2011 Annex A for an annotated outline of a System Operational Concept.
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1) Define a representative set of scenarios to identify the required capabilities that correspond to
anticipated operational and other life cycle concepts.

NOTE1 Scenarios are used to analyze the operation of the system in its intended environment in order to identify
additional needs or requirements that perhaps have not been explicitly identified by any of the stakeholders, e.g., legal,
regulatory and social obligations The context of use of the system is identified and analyzed, including the activities that
users perform to achieve system objectives, the relevant characteristics of the users (e.g., expected training and
knowledge, frequency of system use, responsibilities, accessibility concerns), the physical environment (e.g., available
light, temperature) and any equipment to be used (e.g., protective or communication equipment). The social and
organizational influences on users that affect system use or constrain its design are analyzed when applicable. Scenarios
centered on attackers, their environments, tools, techniques, and capabilities are key considerations for operational
concept development. Scenarios are prioritized in order to reflect the weighted importance of the various operational
needs.

NOTE 2 These scenarios often motivate updates to the operational or other life cycle concepts. Ablis¢ and failure
scenarios highlight the need for additional functional requirements (or more specific derived requirements) to mitigate
risks that are identified in the abuse or failure scenarios.

2) Identify the factors affecting interactions between users and the system.
i) Anticipated physical, mental, and learned capabilities of the users;
if) Workplace, environment and facilities, including other equipnieht’in the context of usg;
iii) Normal, unusual, and emergency conditions; and
iv) Operator and user recruitment, training and culture-

NOTE 1 Usability requirements take into account human capabilities and skills limitations. Where possible, applicable
standards, e.g., ISO 9241, and accepted professional practices-are used.

NOTE 2  If usability is important, usability requirements ‘are planned, specified, and implemented through [the life cycle
processes. Refer to ISO TS 18152 for information onhuman-system issues and ISO/IEC 25060:2010 for information on
usability.

Transform stakeholder needs into stakeholder requirements. This activity consists of the following
tasks:

1) Identify the constraints on a’system solution.

NOTE These constraints can*result from 1) instances or areas of stakeholder-defined solution; 2) implementation
decisions made at higher levels of system hierarchical structure; 3) required use of defined enabling, legacy, qr interfacing
systems, system elements, resources, and staff; or 4) stakeholder-defined affordability objectives. Include those that are
unavoidable consequences of existing agreements, management decisions and technical decisions.

2) Identify, the-stakeholder requirements and functions that relate to critical quality characteristics, such as
assurdnce, safety, security, environment, or health.

NOTE" ™ See ISO/IEC/IEEE 15026 for additional information on system and software assurance.

NQTE 2  Identifying safety risks facilitates the identification of safety requirements and functions. Safety Fisks include

those associated with methods of operations and support, health and safety, threats to property and environmental
influences. Use applicable standards, and accepted professional practices. For example, IEC 61508:2010, Functional safety
of electrical/electronic/programmable electronic safety-related systems, provides detailed requirements.

NOTE 3 Identifying security risks facilitates the identification of additional security requirements and functions. If
warranted, include applicable areas of system security, such as physical, procedural, communications, computers,
programs, data and emissions. This includes access and damage to protected personnel, properties and information,
compromise of sensitive information, and denial of approved access to property and information. This also includes the
required security functions, such as mitigation and containment, referencing applicable standards and accepted
professional practices where mandatory or relevant. See Annex E (E.6) for a life cycle software assurance view.

NOTE 4 SeeISO/IEC 25030 for further information regarding quality characteristics from a quality in use perspective.
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3) Define stakeholder requirements, consistent with life cycle concepts, scenarios, interactions, constraints,
and critical quality characteristics.

NOTE1 SeeISO/IEC/IEEE 29148:2011 Clauses 5 and 6 for more information on stakeholder requirements, and Clauses
8 and 9 for a description of and an annotated outline for a Stakeholder Requirements Specification.

NOTE 2  The stakeholder requirements are reviewed at key decision times in the life cycle to help ensure that account is
taken of changes in needs.

NOTE 3  The stakeholder requirements are recorded in a form suitable for requirements management through the life
cycle. These records establish the stakeholder requirements baseline, and retain changes of need and their origin
throughout the software life cycle. These records are the basis for traceability to decisions made by the Business or
Mission Analysis process as well as stakeholder needs, system requirements, and subsequent software system elements.

NOTE 4| The stakeholder requirements are the basis of the validation criteria for the software system and its elerhents.
Analyze stakeholder requirements. This activity consists of the following tasks:
1) Anplyze the complete set of stakeholder requirements.

NOTE 1| Stakeholder requirements are analyzed for characteristics of individual requirements; as well as characterigtics
of the s¢t of requirements. Potential analysis characteristics include that the requirements are‘nwecessary, implementation-
free, unpmbiguous, consistent, complete, singular, feasible, traceable, verifiable, affordable}and bounded. ISO/IEC/IEEE
29148 grovides additional information on characteristics of requirements.

NOTE 2| The System Analysis process is used to assess feasibility and affordability. The Verification and Validation
processgs are used in the review of stakeholder requirements.

2) Define critical performance measures that enable the assessmefb of technical achievement.

NOTE | This includes defining technical and quality measures and-eritical performance parameters associated with ¢ach
effectivéness measure identified in the stakeholder requirements. The critical performance measures (e.g., measurgs of
effectivgness and measures of suitability) are defined, analyzed,and reviewed to help ensure stakeholder requirements
are mef and to help ensure identification of project cost, schedule or performance risk associated with any fon-
compliance. ISO/IEC 15939 provides a process to identify define and use appropriate measures. INCOSE TP-2003-020{-01,
Technic@l Measurement, provides information on the\selection, definition and implementation of critical performgnce
measures. The ISO/IEC 25000 series of standards provides relevant quality measures.

3) Fe¢d back the analyzed requirements to applicable stakeholders to validate that their needs and
expectations have been adequatelyicaptured and expressed.

4) Refolve stakeholder requirements issues.

NOTE | This includes requirements that violate the characteristics for individual requirements or the set of
requirements as defined in'ISO/IEC/IEEE 29148.

Manage the stakeholder needs and requirements definition. This activity consists of the following tasKs:

1) Objain explicit agreement with designated stakeholders on the stakeholder requirements.

NOTE | ThiS includes confirming that stakeholder requirements are expressed correctly, comprehensible to originafors,
and that the resolution of conflict in the requirements has not corrupted or compromised stakeholder intentions.

2) Maintain traceability of stakeholder needs and requirements.

NOTE  Through the life cycle, bidirectional traceability is maintained between the stakeholder needs and requirements,
organizational strategy, and business and mission problems and opportunities. Stakeholder requirements are traced to
the system/software requirements during the System/Software Requirements Definition process. Traceability is often
maintained using an appropriate data repository.

3) Provide key artifacts and information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and baselines. This
process identifies candidates for the baseline, and the Information Management process controls the information items.
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For this process, the stakeholder needs, stakeholder requirements, and operational concept are typical information items

that are baselined.
3 System/Software requirements definition process

3.1 Purpose

The purpose of the System/Software Requirements Definition process is to transform the stakeholder, user-
oriented view of desired capabilities into a technical view of a solution that meets the operational needs of the

use

r.

This process creates a set of measurable system requirements that specify, from the supplier’s perspective, what

chaf ACLeT1STCs, aEErlbuEes, and functional and performance requirements the System IS t0 pOSSEss,

sat
imy

sfy stakeholder requirements. As far as constraints permit, the requirements should not imply
lementation.

in order to
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'E 1 From a high-level view of the software system, this process can be used to define the oveyall requirg
em. As the software system is decomposed into elements, each element, in turn, is treated as)alsystem, funct
tions and this process can be used to further specify requirements. Requirements analyzesand tools suppor

ments of the
jon, or set of
[ traceability

of requirements between the software system and its elements.
NOTE 2 The SWEBOK, Guide to the Software Engineering Body of Knowledge, Software Requirements knowledge area
disqusses software requirements definition, analysis, modelling, specification, validation, management and other topics that
proyide additional guidance for software systems.
NOTE 3 The wording of the outcomes of the System/Software Requifemeénts Definition process differs slightly from the
outgomes in the System Requirements Definition process of ISO/IEC/IEEE~15288:2015. Use of the wording “systgm/software
reqiirements” emphasize the applicability of this document to softwdre systems, having software requirements|and systems
reqpirements. This is intended to assist users who define systems.requirements and software requirements hierarichically or in
different stages.
6.4{3.2 Outcomes
As a result of the successful implementation of ‘the System/Software Requirements Definition process:

a) The system or element description, including interfaces, functions and boundaries, for a syst¢m solution

is defined.
b) System/software requiremients (functional, performance, process, non-functional, and int¢rface) and
design constraints are defined.

c) Critical perforniance measures are defined.

d) The system/software requirements are analyzed.

e) Any’enabling systems or services needed for system/software requirements definition are avajlable.

f),, \Traceability of system/software requirements to stakeholder requirements is developed.
6.4.3.3  Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the System/Software Requirements Definition process.

a) Prepare for System/Software Requirements Definition. This activity consists of the following tasks:

1) Define the functional boundary of the software system or element in terms of the behavior and properties

provided.

NOTE
frame of the Stakeholder Needs and Requirements Definition process. This includes the software system'’s st
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and its responses to users and external systems, and an analysis and description of the required interactions between the
software system and its operational environment in terms of interface properties and constraints, such as procedural
flows, calling orders, data formats and flows, throughput, and timing. This establishes the expected software system
behavior, expressed in quantitative terms, at its boundary. For software, boundaries are commonly expressed in
Application Program Interfaces (API) and a graphical user interface (GUI) or interface files or services, including data
formats. Annex E (E.5) provides an interface management view of the life cycle processes.

2) Define the system/software requirements definition strategy.

NOTE This includes the approach to be used to identify and define, and manage the system/software requirements
with the selected life cycle model, e.g., evolutionary, incremental or iterative. Many factors can influence the strategy, e.g.,
complexity of the software system and information and functions to be managed; need for ready access and common
understanding by multiple team members; degree of collaborative involvement by the acquirer or user representatives
throughout the development stage: whether the project involves a new development, a modification, re-use or integration
of existjng systems; and process documentation requirements including period of retention. The life cycle model [will
influende when and how often the system/software requirements definition will be done. Annex H describes|the
progresgive development of requirements in projects using agile methods.

3) Idgntify and plan for the necessary enabling systems or services needed to support system/software
requirements definition.

NOTE | This includes identification of requirements and interfaces for the enabling systénis/ Enabling systems| for
requirements definition include tools for facilitation and requirements management. Toals for software requirements
managefment which are integrated with software development, test, and CM can simplify‘\tracking and expedite softwyare
construgtion. Plans for enabling systems and description of modeling techniques used in_support of the System/Software
Requirements Definition process can be incorporated into an SDP.

4) Obtain or acquire access to the enabling systems or services to be used.

NOTE | The Validation process is used to objectively confirm that the’enabling system achieves its intended use fof its
enabling functions.

Define|system/software requirements. This activity consists of the following tasks:
1) Define each function that the software system er-€lement is required to perform.

NOTE 1| Software functions can be described in use‘cases, user stories, or scenarios, and involve the transformation of
data and information to achieve user needs (stakeholder requirements). In some cases, functions are derived ffom
analysid of critical quality characteristics, suchras performance, security or availability (e.g., system diagnosing functiop or
highly ffequent data backup function for reliability).

NOTE 2| Enabling functions that afe irequired to support the system-of-interest in achieving its functionality are plso
identifi¢d and defined concurrently with the function of the system-of-interest. This is necessary to help ensure that| the
enabling functions in the system environment are identified and accounted for.

2) ld4ntify required statés or modes of operation of the software system.

NOTE 1| States ,or¢{modes of operation can be modeled and represented in multiple modeling techniques jand
perspedfives to givea sufficiently complete description of the desired system or element requirements.

NOTE 2| <Conditions for performance of functions often involve interoperability across functions or elements. |For
examplg, Seime software requirements (e.g.. a performance timing limit) can be allocated across multiple software system
elements, affecting treatment of the requirement in a test case or regression test.

3) Define necessary implementation constraints.

NOTE For software elements, this includes the implementation decisions that are allocated from architecture definition
at higher levels in the software system, introduced by stakeholder requirements, or solution limitations. Implementation
constraints include the conditions under which the system is to be capable of performing the function, the conditions
under which the system is to commence performing that function (input) and the conditions under which the system is to
cease performing that function (output).

4) Identify requirements that relate to risks, criticality of the software system, or critical quality
characteristics.
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NOTE1 Non-functional requirements and critical quality characteristics in software systems commonly include those
related to health, safety, security and software assurance, reliability, availability and supportability (maintainability), and
time constraints for throughput and performance. The System Analysis process can be used to determine appropriate
values for performance requirements, considering the anticipated cost of achieving them and their impact on operation
and use of the system.

NOTE 2  Analysis and definition of safety considerations include those requirements relating to methods of operation
and maintenance, environmental influences, and risk of personnel injury. It also includes expressing each safety-related
function and its associated integrity, in terms of the necessary risk reduction and allocation to designated safety-related
systems. Applicable standards are used concerning functional safety, e.g.,, IEC 61508, and environmental protection, e.g.,
ISO 14001. Analysis includes security considerations, e.g., those related to compromise and protection of sensitive
information, data and material. The security-related risks are defined, including administrative, personnel, physical,
computer, communication, network, emission and environment factors using, as appropriate, applicable security
standards. Refer to ISO/IEC/IEEE 15026-4 for system and software assurance guidance. ISO/IEC 27036 provides guidance

for information security requirements for the outsourcing of products and services. ISO 25030 provides
external system quality factors and characteristics. Annex E (E.6) provides a software assurance views of
processes.

NOTE 3  For software systems intended for human interaction, human-factors engineering (ergonomics)
are considered. For systems that have usability requirements, recommendations for obtaining a-desired levg
can be found in ISO/FDIS 9241-220, Ergonomics of human-system interaction — Part 220: Processes for enabl]

puidance for
he life cycle

pecifications
| of usability
ng, executing

and assessing human-centred design within organizations.

5) Define system/software requirements and requirements attributes, including the following:

i) Data elements, data structures and formats, and databaselor data retention requiremejnts;

ii) User interfaces and user documentation (information for users) and user training;

iii) Interfaces with other systems and services;

iv) Functions and non-functional charactéristics, including critical quality characteristifs and cost
targets;

V) Transition of operational processes and data from existing automated and manujl systems,
migration approach and schedule, software installation and acceptance of the product| and

vi) Requirement attributes;'such as rationale; priority; traceability to software system el¢gments, test
cases, and informatioh items; methods of verification; inclusion in approved baselines; and
evaluated risk.

NOTE1 Requirements definition involves iterative and recursive steps in parallel with other life cycle processes.

Depending on the life cycle model that is being employed, it is useful to compare the resources to be spen
initial correctness of.tequirements versus the resource needed to evolve requirements based on ver

t in assuring
fication and

validation results;

W suitable for
ormation on
Specification

NOTE 2  Thesystem/software requirements and attributes are recorded with a level of detail and in a fornj
requirements management through the life cycle. See ISO/IEC/IEEE 29148:2011 Clauses 5 and 6 for more in
requirements, and Clauses 8 and 9 for a description of and an annotated outline for a System Requirements
and(@ Software Requirements Specification.

1) Analyze the complete set of system/software requirements.

NOTE1 Requirements are analyzed for characteristics of individual requirements, as well as characteristics of the set of
requirements. Potential analysis characteristics include that the requirements are necessary, implementation-free,
unambiguous, consistent, complete, singular, feasible, traceable, verifiable, affordable, and bounded. The Verification
process is used to determine if requirements meet the attributes and characteristics of good requirements. In some cases,
the technical and economic feasibility of validating and verifying alternative formulations of requirements is evaluated.
ISO/IEC/IEEE 29148 provides additional information on characteristics of requirements.

NOTE 2 The System Analysis process can be used to assess feasibility, affordability, balance and other requirements

characteristics. The System Analysis process is used to determine appropriate values for requirement parameters,
considering the estimated cost, schedule, and technical performance of the software system.
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NOTE 3 Anticipating that some requirements can be achieved incrementally or even deferred or waived, requirements
can be prioritized.

2) Define critical performance measures that enable the assessment of technical achievement.

NOTE  This includes defining technical and quality measures and critical performance parameters associated with each
effectiveness measure identified in the software system element requirements. The critical performance measures (e.g.,
measures of performance and technical performance measures) are analyzed and reviewed to help ensure
system/software requirements are met and to help ensure identification of project cost, schedule or performance risk
associated with any non-compliance. ISO/IEC 15939 provides a process to identify, define and use appropriate measures.
INCOSE TP-2003-020-01, Technical Measurement, provides information on the selection, definition and implementation of
critical performance measures. The ISO/IEC 25000 series of standards provides relevant quality measures.

3) Fe dback the analuzed reauirementsto-annlicable stakeholders for revieas
J b § rr

NOTE | Feedback helps validate that the specified requirements have been adequately captured and expressed.
Confirmation is made that they are a necessary and sufficient response to stakeholder requirements and a nedessary jand
sufficiefjt input to other processes, in particular software architecture, design, and verification. The Validation proce$s is
used to Hetermine if the system/software requirements address the users’ needs.

4) Idgntify and resolve issues, deficiencies, conflicts, and weaknesses within _the" complete set| of
requirements.

NOTE | This includes requirements that are not verifiable, ambiguous, violate the \characteristics for indiviglual
requirements, or are inconsistent with others in the set of requirements. Resolution/of issues with requirements cap be
iterativ¢ within certain life cycle models.

Manage system/software requirements. This activity consists of the\fellowing tasks:

NOTE | Maintaining system/software requirements includes defining,/recording, and controlling the baseline, typidally
under fprmal configuration management, along with managing changes resulting from the application of other life cycle
processps such as architecture or design.

1) Obtain explicit agreement on the system/software,requirements.

NOTE | This includes confirming that system/software requirements are expressed correctly, comprehensibl¢ to
originatprs and implementers, and that the resolution of conflict in the requirements is consistent with stakeholder
decisiorfs.

2) Madintain traceability of the system)/software requirements.

NOTE | Through the life cycle, bidirectional traceability is maintained between the system/software requirements jand
the stakeholder requirements, qarchitectural entities, interface definitions, analysis results, verification methodg§ or
techniqyies, and allocated, decomiposed, and derived requirements. Traceability allows verification that achievible
stakeholder requirements,are/met by one or more system or element requirements, and such requirements meef or
contribyte to meeting at ‘least one stakeholder requirement. Traceability is often facilitated by an appropriate ¢lata
repositqry or integratéd-development and test infrastructure.

3) Pr¢vide keyartifacts and information items that have been selected for baselines.

NOTE | TheConfiguration Management process is used to establish and maintain configuration items and baselines. This

rocesslidentifies—candidatesfor-the-baseline—and-thetnformation-Manasement-process—controls—the-information-items
p 7 £ P )

such as requirements specifications. For this process, the system/software requirements are typical artifacts that are
baselined.

6.4.4 Architecture Definition process

6.4.4.1 Purpose

The purpose of the Architecture Definition process is to generate system architecture alternatives, to select one or
more alternative(s) that frame stakeholder concerns and meet system requirements, and to express this in a set of
consistent views.
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Iteration of the Architecture Definition process with the Business or Mission Analysis process, System/Software
Requirements Definition process, Design Definition process, and Stakeholder Needs and Requirements Definition
process is often employed so that there is a negotiated understanding of the problem to be solved and a
satisfactory solution is identified. The results of the Architecture Definition process are widely used across the life
cycle processes. Architecture definition may be applied at many levels of abstraction, highlighting the relevant
detail that is necessary for the decisions at that level.

NOTE 1 System architecture deals with fundamental principles, concepts, properties, and characteristics and their
incorporation into the system-of-interest. Architecture definition has more uses than as merely a driver or part of design. Refer
to ISO/IEC/IEEE 42010:2011 for more information about architecture description and the uses and nature of architecture.

NOTE 2 The Architecture Definition process supports identification of stakeholders and their concerns. As the process
unfolds, insights are gained into the relation between the requirements specified for the software system and the emergent
properties and behaviors of the system that arise from the interactions and relations between the system ¢lements. An
effeftive architecture is as design-agnostic as possible to allow for maximum flexibility in the design trade lspacg. Even for a
single-product software system, the design of the product will likely change over time while the architecture semajins constant.
An ¢ffective architecture also highlights and supports trade-offs for the Design Definition process and pessibly other processes,
such as Portfolio Management, Project Planning, System/Software Requirements Definition, and Verification.

NOTE 3 Architecture Definition can apply to a product line rather than a single softwafe system. A product line
architecture describes the structural properties for building a group of related system$, with common components and
intgrrelationships. In product line architectures, the architecture necessarily spans several/designs. The architectjire serves to
malte the product line cohesive and helps ensure compatibility and interoperability’ across the product ljne. ISO/IEC
26550:2013 describes establishing a domain architecture for a product line.

NOTE 4 The SWEBOK (Guide to the Software Engineering Body of Knowledge), Software Requirements, Softwarg Design and

Sofgware Engineering Models and Methods knowledge areas discuss key aspeets of software architecture in relatipnship to the
system, as well as with respect to iteration with design.

6.414.2 Outcomes

As a result of the successful implementation of the Architecture Definition process:
a) Identified stakeholder concerns are addréssed by the architecture.

b) Architecture viewpoints are developed.

c) Context, boundaries, and external interfaces of the system are defined.

d) Architecture views and:models of the system are developed.

e) Concepts, properties, characteristics, behaviors, functions, or constraints that are significant to
architecture decisions of the system are allocated to architectural entities.

f) System elements and their interfaces are identified.
g) Architecture candidates are assessed.

h), “An architectural basis for processes throughout the life cycle is achieved.

i) Alignment of the architecture with requirements and design characteristics is achieved.
j)  Any enabling systems or services needed for architecture definition are available.

k) Traceability of architecture elements to stakeholder and system/software requirements is developed.

6.4.4.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Architecture Definition process.

a) Prepare for architecture definition. This activity consists of the following tasks:
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1) Review pertinent information and identify key drivers of the architecture.

NOTE1 Key drivers are identified by reviewing: (a) market studies, industry projections, competitor product plans, and
scientific findings; (b) organizational strategies, organizational-level concept of operations, organizational policies and
directives, regulatory and legal constraints, and stakeholder requirements; (c) mission or business concept of operations,
system-of-interest and related system operational concept, operational environment, technology roadmaps, and
system/software requirements, and (d) other factors that impact the suitability of the software system through its life
cycle. This analysis of key drivers typically builds from the Business or Mission Analysis, Stakeholder Requirements
Definition, and System/software Requirements Definition processes.

NOTE 2  Key drivers of the architecture can include architecture styles and patterns, elements, principles such as
replaceable components, feasibility of implementation and integration; availability of COTS and open source components;
data sources for data-intensive systems; and performance implications. The effect of choosing various design elements can
be lessened if the software system is properly architected

2) Iddgntify stakeholder concerns.

NOTE 1| Stakeholders are initially identified in the Stakeholder Needs and Requirements process.© Additipnal
stakeholders are usually identified during the Architecture Definition process. Stakeholder concerns related to
architedture include system integrity concerns that the software system will be compromised"intentionally] or
unintenfionally via a threat agent or cause accidents as a safety hazard. Stakeholder. expectations or constraints are often
associaled with the system’s life cycle stages, such as utilization (e.g, availability, securityy effectiveness, usabllity,
interopg¢rability with existing systems, availability or risks to data in the system), supporte.g+the supportability of| the
system pver its projected life-span, obsolescence management), evolution of the software $ystém and its environment [e.g.,
adaptaHlility, scalability, survivability), production (e.g., distribution, testability), and_pretirement (e.g., sensitive glata
eradication or retention).

NOTE 2| Concerns affecting software system architecture include data sources)and performance implications for data-
intensivle systems, and constraints on the use of outsourced, existing, mewly developed, proprietary, commerclally
availablp, or open source software elements, including software licensingi.While software architecture is ideally desfign-
agnostig, the feasibility of implementing the architecture in an affordable software system is a significant constraing for
most syftems.

3) Define the Architecture Definition roadmap, approachyand strategy.

NOTE | This includes the identification of opportunities\to communicate with designated stakeholders, the definition of
architedture review activities, evaluation approach and criteria, measurement approach, and measurement methHods
(refer t¢ the Measurement process). The roadmap, §hows how the architecture will evolve to an envisioned end state jand
often hds a longer timeframe than for the currentisystem-of-interest. The approach is the manner in which the work|will
be accomplished, such as how to engage with ‘stakeholders, how to vet the results, or where to do the work. The strategy
deals with the systematic plan of action forimplementing the approach consistent with the roadmap.

4) Define architecture evaluation.criteria based on stakeholder concerns and key requirements.

5) Idgntify and plan for/the necessary enabling systems or services needed to support the Architecture
Definition process.

NOTE | This includes identification of requirements and interfaces for the enabling systems and services. Enabling
systemy for architecture definition can include tools for collaboration and architecture development, and architecfure
reuse rgpositories.for artifacts such as architecture patterns, models, and reference architectures.

6) Oblainor acquire access to the enabling systems or services to be used.

NOTE The Validation process is used to objectively confirm that the enabling system achieves its intended use for its
enabling functions. The Infrastructure Management process supports reuse of enabling systems.

Develop architecture viewpoints. This activity consists of the following tasks:
1) Select, adapt, or develop viewpoints and model kinds based on stakeholder concerns.
2) Establish or identify potential architecture framework(s) to be used in developing models and views.

NOTE Some architecture frameworks identify stakeholders and their concerns, and relevant viewpoints that address
those concerns, while other architecture frameworks are more general in their guidance. Viewpoints specify the kinds of
models to be used and how the resulting models can be used to generate architecture views. Refer to ISO/IEC/IEEE 42010
for more information on architecture framework and architecture description practices.
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3) Capture rationale for selection of framework(s), viewpoints and model kinds.
4) Select or develop supporting modelling techniques and tools.

NOTE
and Design Definition of software elements.

Both the SWEBOK and ISO/IEC TR 24748-3 describe modeling techniques that support Architecture Definition

Develop models and views of candidate architectures. This activity consists of the following tasks:

1) Define the software system context and boundaries in terms of interfaces and interactions with external
entities.
NOTE This task is mainly based on the outcomes of the Business or Mission Analysis process, and is performed

concurrently with the Stakeholder Needs and Requirements Definition process. It consists of identifying
external to the software system (i.e., existing and projected systems, products, and services that constitut
context) and defining the boundaries of the software system (i.e., interactions with these external-entities
interfaces that cross the boundaries). The external entities include the necessary enabling systems. The
Definition process defines interfaces to the extent needed to support essential architectural decisions and un
These interface definitions are then refined by the Design Definition process.

2) Identify architectural entities and relationships between entities that address key stakehold
and critical software system requirements.
NOTE  Architecture is not necessarily concerned with all requirements, but rather only with those syst

requirements that drive the architecture. On the other hand, the Design\ Befinition process addresses an
account all the requirements. Sometimes, through the Architecture Definition process there will be requirem|
deemed to be inappropriate, unaffordable, or unsuitable. These arfe~réquirements issues that are resol
iteration of the System/Software Requirements Definition process.dt is also important that the architecture a
stakeholder concerns since not all of these will be captured in requivéments.

3) Allocate concepts, properties, characteristics, behaviors, functions, or constraints that are si
architecture decisions of the software systeni\to‘architectural entities.

NOTE The items being allocated can be physicaljlpgical, or conceptual.

4) Select, adapt, or develop models of the candidate architectures of the software system.

NOTE It is common to use models in architecture definition. The models used are those that best
stakeholder concerns. Refer to ISO/AEC/IEEE 42010 for how this can be done. Historically, it has been coq
logical and physical models in arehitecture definition. Information on logical and other models is provided in 4
5) Compose views from the models in accordance with identified viewpoints to expres
architecture addresses stakeholder concerns and meets stakeholder and system/software rec
6) Harmonize the architecture models and views with each other.
NOTE
42010.

Correspondence rules from frameworks are one way to establish harmony between views. See |

Relate the architecture to design. This activity consists of the following tasks:

the entities
e the system
through the
Architecture
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bm /software
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uirements.
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1) Identify software system elements that relate to architectural entities and the nature of these
relationships.
NOTE Sometimes the software system elements are initially notional until Design Definition has occurred since this

depends on the actual design(s) to be done. Sometimes a “reference architecture” is created using these notional system

elements as a means to convey architectural intent and to check for design feasibility.
2)

NOTE
Design Definition process.

3) Partition, align and allocate requirements to architectural entities and system elements.
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ap software system elements and architectural entities to design characteristics.

5) Define principles for the software system design and evolution.

EXAMPLE

system elements, or security levels.

e) Assess

architecture candidates. This activity consists of the following tasks:

1) Assess each candidate architecture against constraints and requirements.

2) Assess each candidate architecture against stakeholder concerns using evaluation criteria.

Principles can include interoperability, use of selected design patterns, ease of replacing and upgrading

NOTE
3) Sq
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NOTE
f) Manag
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The System Analysis process and the Risk Management process can be used to support this task.
lect the preferred architecture(s) and capture key decisions and rationale.

The Decision Management process can be used to support this task.
tablish the architecture baseline of the selected architecture.

The architecture baseline is composed of models, views and other relevant architeétire descriptions.
e the selected architecture. This activity consists of the following tasks;

rmalize the architecture governance approach and specify’ governance-related roles
sponsibilities, accountabilities, and authorities related to design;quality, security, and safety.

btain explicit acceptance of the architecture by stakeholdets.

The Validation process is used to confirm that the_ architecture models and views reflect stakeho
ments, that stakeholder concerns are addressed, and\to help ensure that future iterations of software sys
ture better address stakeholder concerns.

aracteristics.

The entities to be checked are not only technical. These are also, for example, legal, economical, organizati
rational entities that are normally-part of stakeholder requirements and concerns.

ganize, assess and control”evolution of the architecture models and views to help ensure that
chitectural intent is met.and the architectural vision and key concepts are correctly implemented.

pintain the architedture definition and evaluation strategy.

This includés- updating the architecture based upon technological (e.g., obsolescence), implementation
nal experience. This includes the management of external and internal interfaces that are defined at this lev
b system,decomposition.

and

der
tem

pintain concordance and completeness. of the architectural entities and their architectfiral

nal

the

or
bl of

infain traceability of the architecture

6) M

NOTE

Throughout the life cycle, traceability is often maintained among the architectural entities or elements (models,
views, and viewpoints), the requirements (including allocated, decomposed, and derived) and stakeholder concerns,
software system design, interface definitions, analysis results, and verification methods or techniques.

7) Provide key artifacts and information items that have been selected for baselines.

NOTE

70

The Configuration Management process is used to establish and maintain configuration items and baselines. This
process identifies candidates for the baseline. The Information Management process controls the information items, such
as architecture descriptions (architecture models, architecture views, evaluations, and traceability).
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6.4.5 Design Definition process

6.4.5.1 Purpose

The purpose of the Design Definition process is to provide sufficient detailed data and information about the
system and its elements to enable the implementation consistent with architectural entities as defined in models
and views of the system architecture.

For software systems, design activities typically iterate with activities in System/Software Requirements
Definition and Architecture Definition. Design definition is typically applied iteratively and incrementally to
develop a detailed design, including software elements, interfaces, databases, and user documentation. Software
design is usually concurrent with software implementation, integration, verification, and validation. Annex H

distusses Solftware design using agile methods. During design and implementation, further process |application
refines allocation of evolving requirements among software elements.

NOTE 1 The Design Definition process is driven by requirements that have been vetted through the architectyre and more
detdiled analyzes of feasibility. Architecture focuses on suitability, viability, and desirability, whereas design focuses on

conjpatibility with technologies and other design elements and feasibility of implementation and,integration.|An effective
arclitecture is as design-agnostic as possible to allow for maximum flexibility in the design trade.space.

NOTE 2 This process provides feedback to the software system architecture to conSelidate or confirm tHe allocation,
parfitioning and alignment of architectural entities.

6.4{5.2 Outcomes

As a result of the successful implementation of the Design Definitioniprocess:

a) Design characteristics of each system element are defined.

b) System/software requirements are allocated to'System elements.

c) Design enablers necessary for design definition are selected or defined.

d) Interfaces between system elements\composing the system are defined or refined.
e) Design alternatives for system elements are assessed.

f) Design artifacts are developed.

g) Any enabling systems or services needed for design definition are available.

h) Traceability (of) the design characteristics to the architectural entities of the system architecture is
established.

NOTE Design definition considers applicable technologies and their contribution to the system solution. Deqdign provides
the|‘impleément-to’ level of the definition, such as drawings, state diagrams, stories, and detailed design descriptions. For
software elements, this process can result in a detailed design description that can be verified against requiremlents and the
softiware architecture, Even if the software design is not fully specified in a formal description, it is sufficiently detailed to
permit software implementation (construction) and test planning.

6.4.5.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Design Definition process.

NOTE The SWEBOK, Guide to the Software Engineering Body of Knowledge, provides detailed discussion on software
design. This knowledge area addresses fundamentals, key issues, design strategies and methods, and design notations.

a) Prepare for software system design definition. This activity consists of the following tasks:
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1) Define the design definition strategy, consistent with the selected life cycle model and anticipated design
artifacts.

NOTE The software design strategy can include initial or incremental decomposition into system elements; creation of
various views of automated procedures, data structures and control systems; selection of design patterns, or
progressively more detailed definition of objects and their relationships.

2) Select and prioritize design principles and design characteristics.

NOTE Design principles include controlling ideas such as abstraction, modularization and encapsulation, separation of
interface and implementation, concurrency, and persistence of data. Security considerations include the principle of least
privilege, layered defenses, restricted access to system services, and other considerations to minimize and defend the
system attack surface. Design characteristics include, for example, availability, fault tolerance and resilience, scalability,
usability-eapacity-and-performance testabitity portabitity-and-affordability

3) Identify and plan for the necessary enabling systems or services needed to support design definition.

NOTE | This includes identification of requirements and interfaces for the enabling systems. Enabling systems for depign
definitipn include selection of software and system platforms, programming languages, design notatipns and toolq for
collabofation and design development, design reuse repositories (for product lines, design patterns; and design artifafts),
and degdign standards.

4) ONtain or acquire access to the enabling systems or services to be used.

NOTE | The Validation process is used to objectively confirm that the enabling systein achieves its intended use for its
enablinyg functions.

Establish designs related to each software system element. This activity consists of the following tasks
1) Transform architectural and design characteristics into the design of software system elements.

NOTE | Characteristics apply to physical and logical system elements, such as database structures, provisions| for
memory and storage, software processes and controls, exteriialinterfaces such as user interfaces, or services. ISO 9241-
210 proyvides human centred design/ergonomic design guidelines.

2) Define and prepare or obtain the necessary:design enablers.

NOTE | Design enablers include models, equations, algorithms, calculations, formal expressions and valueg of
parameters, patterns, and heuristics, which ake-associated with design characteristics using adequate representation quch
as drawjings, logical diagrams, flowcharts;icoding conventions, logic patterns, information models, business rules, fiser
profiles| scenarios, use cases or user-steries, and tables of metrics and their values, e.g.,, function points or user sfory
points.

3) Examine design alternatives and feasibility of implementation.

NOTE 1| For the software system and software elements, typically reuse, adaptation, outsourced service, or hew
developiment are exathined.

NOTE 2| Assesssthe feasibility of realizing design characteristics. If warranted by assessment results, examine other
alternatjve,design options or perform trade-offs in the architecture or requirements when design characteristics|are
impractjcalte implement.

4) Refine or define the interfaces among the software system elements and with external entities.

NOTE Interfaces are identified and defined in the Architecture Definition process (see 6.4.4) to the level or extent
needed for the architecture intent and understanding. These are refined in the Design Definition process based on the
design characteristics, interfaces, and interactions of software elements with other elements composing the software
system and with external entities. Additional interfaces are sometimes identified and defined that were not addressed in
the architecture definition.

5) Establish the design artifacts.
NOTE This task formalizes the design characteristics of the software system elements through dedicated artifacts,

depending on the implementation technology. Examples of artifacts include prototypes, data models, pseudocode, entity-
relationship diagrams, use cases, user role and privilege matrixes, interface specifications, service descriptions, and
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procedures. Design artifacts are developed, obtained, or modified for selected alternatives. The data is ass
detailed acceptable margins for implementation (if relevant at this process or task iteration).

Assess alternatives for obtaining software system elements. This activity consists of the follow
1) Determine technologies required for each element composing the software system.

NOTE Several technologies are sometimes used for a given software system element, e.g., internet presenc
systems, adaptation of open source software, human operator roles.
2) Identify candidate alternatives for the software system elements.

NOTE Alternatives include newly designed and constructed items; adaptations of existing product lines,

ociated with

ing tasks:

e, embedded

components,

objects, or services; or acquisition or reuse of Non-Developed Items (NDI). NDI'include COTS (Commercial-
or FOSS (Free and Open Source Software) packages or elements, reuse of a previous design, or existing.assg
acquirer provided items.

3) Assess each candidate alternative against criteria developed from expected design: charact
element requirements to determine suitability for the intended application.

NOTE A make-or-buy decision and resulting implementation and integration appréach typically involve
the design criteria, including cost. Design choices commonly consider enabling systéms required to test t
alternative (test-driven design and development) and sustainability over the systénilife, including maintenarn
Maintenance process can be used to determine the suitability of the design for long-term maintenance and sug

4) Choose the preferred alternatives among candidate design solutions for the software system el

NOTE The System Analysis process can be used for analyzes dnd“assessments to support the Decision
process in performing the selection. Design reviews are conducted.using the Validation process.

Manage the design. This activity consists of the follgwing tasks:
1) Capture the design and rationale.

NOTE Commonly captured information incltdes the software system elements and affiliated requirement
data, e.g., for software elements, internal and external interfaces, data structures, implementation and test r:
unit aggregation data for integration, and«tést cases. Rationale typically includes information about major imj
options and enablers. The resultant design is controlled in accordance with the strategy.

2) Establish traceability betweéen the detailed design elements, the system/software requireme
architectural entities/of the software system architecture.

NOTE1 This task facilitates providing feedback to the Architecture Definition process for potential modi
example, to modify ‘the allocation of software system elements in order to obtain the expected
characteristics; ot ppssibly to modify the expected architectural characteristic due to factors discovered duriy
process, or to,make stakeholders aware of the potential impacts.

NOTE 2 _( Through the life cycle, bidirectional traceability is maintained between the design and the verificat
or techniques, and software system element requirements. Allocations and design properties are assigned
elements, software units and affiliated artifacts, at a detailed enough level to permit software testing and imp

ff-The-Shelf)
ts, including
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trade-offs of
he candidate
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3) Determine the status of the software system and element design.

NOTE 1
progresses. The Verification and Validation processes are invoked to verify and validate the detailed
implementation

NOTE 2

The Measurement process is used to establish measures for the completeness and quality of the design as it

design and

This includes periodic assessment of the design characteristics in case of evolution of the software system and

of its architecture, as well as forecasting potential obsolescence of components and technologies, their replacement by
others over time in the life cycle of the software system, and the consequences for the design definition. The Risk
Management process is typically applied to evaluate risks in the design strategy, initial design, and the evolving design.

4) Provide key artifacts and information items that have been selected for baselines.

© ISO/IEC 2017 - All rights reserved
© IEEE 2017 - All rights reserved

73


https://iecnorm.com/api/?name=780a924729750b2069e9d02e545d732e

ISO/IEC/1

NOTE

EEE 12207:2017(E)

The Configuration Management process is used to establish and maintain configuration items and baselines for

artifacts such as design models. This process identifies candidates for the baseline, and the Information Management

process
6.4.6 Sys

6.4.6.1

controls the information items, such as design descriptions and specifications.

tem Analysis process

Purpose

The purpose of the System Analysis process is to provide a rigorous basis of data and information for technical
understanding to aid decision-making across the life cycle.

The System Analysis process applies to the development of inputs needed for any technical assessment. It can

provide co . . ; sis
covers a wide range of differing analytic functions, levels of complexity, and levels of rigor. It includes
mathemati¢al analysis, modelling, simulation, experimentation, and other techniques to analyze (technjfical
performange, system behavior, feasibility, affordability, critical quality characteristics, technical risks,Aife cycle
costs, and tp perform sensitivity analysis of the potential range of values for parameters across all life cycle stages.
It is used fpr a wide range of analytical needs concerning operational concepts, determination |ef requirenient
values, resplution of requirements conflicts, assessment of alternative architectures or system elements, And
evaluation pf engineering strategies (integration, verification, validation, and maintenance).Feormality and rigojr of
the analysip will depend on the criticality of the information need or work product/stipported, the amount of
information/data available, the size of the project, and the schedule for the results.
NOTE The System Analysis process can be employed for the entire software system'or any element. This process is often
used in conjynction with the Decision Management process.
6.4.6.2 Dutcomes
As a result pf the successful implementation of the System Analysis‘process:

a) System analyzes needed are identified.

b) System analysis assumptions and results are validated.

c) System analysis results are provided for'decisions.

d) Any enabling systems or services needed for system analysis are available.

e) Traceability of the system analysis results is established.
6.4.6.3 Activities and tasks
The projecq shall implément the following activities and tasks in accordance with applicable organization polities
and procedpres with respect to the System Analysis process.
a) Define| the system analysis strategy and prepare for system analysis. This activity consists of [the

followlng.tasks:

1) Identify the problem or question that requires analysis.

NOTE This includes technical, functional, and non-functional objectives of the analysis. Non-functional objectives

include critical quality characteristics, various properties, technology maturity, and technical risks. The problem

statement or question to be answered by the analysis is essential to establish the objectives of the analysis and the

expecta
2)
3) De
NOTE

74

tions and utility of the results.

Identify the stakeholders of the analysis.

fine the scope, objectives, and level of fidelity of the analysis.

The necessary level of fidelity (accuracy or precision) is a factor in determining the appropriate level of rigor.
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4) Select the methods to support the analysis.

NOTE The methods are chosen based on time, cost, fidelity, technical drivers, and criticality of analysis. Analysis
methods have a wide range of levels of rigor and include expert judgment, worksheet computations, parametric estimates
and calculations, historical data and trend analysis, engineering models, simulation, visualization, and prototyping. Due to
cost and schedule constraints, most projects typically perform system analysis only for critical characteristics.

5) Identify and plan for the necessary enabling systems or services needed to support the analysis.

NOTE This task includes identification of requirements and interfaces for the enabling systems. The system analysis
enabling systems include the tools, relevant models, and potential data repositories needed to support the analysis. The
methods chosen will be a major factor in determining what tools are appropriate to support the analysis. This also
includes determining the availability of reusable or other relevant models and data, or resources.

6) Obtain or acquire access to the enabling systems or services to be used.

NOTE The Infrastructure Management process enables the provision of systems analysis services. THe Validation
process is used to objectively confirm that the enabling system achieves its intended use for its enabling funct{ons.

7) Collect the data and inputs needed for the analysis.

b) | Perform system analysis. This activity consists of the following tasks:

1) Identify and validate contexts and assumptions.

2) Apply the selected analysis methods to perform the required @nalysis.

3) Review the analysis results for quality and validity.

NOTE The results are coordinated with associated analyzes'that have been previously completed.
4) Establish conclusions and recommendations.

NOTE The appropriate subject matter expertscand stakeholders are identified and engaged in this task.
5) Record the results of the system analysis,

c) | Manage the system analysis. This)activity consists of the following tasks:

1) Maintain traceability of.the analysis results.

NOTE Through the life cycle, bidirectional traceability is maintained between the analysis results and any software
system item for which the analysis is supporting a decision or providing rationale (e.g., system/software [requirement
values, architecture alternatives). This is often facilitated by an appropriate data repository.

2) Provide key artifacts and information items that have been selected for baselines.

NOTE<—The Configuration Management process is used to establish and maintain configuration items and bgselines. This
process identifies candidates for the baseline, and the Information Management process controls the information items.
Foft this process, the analysis results or reports are typical information items that are managed.

6.4.7 Implementation process

6.4.7.1 Purpose

The purpose of the Implementation process is to realize a specified system element.

This process transforms requirements, architecture, and design, including interfaces, into actions that create a
system element according to the practices of the selected implementation technology, using appropriate technical
specialties or disciplines. This process results in a system element that satisfies specified system requirements
(including allocated and derived requirements), architecture, and design.

For software systems, the purpose of the Implementation process is to realize a software system element.
75
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Software system elements can include hardware, software, and services. For software implementation, this
process transforms specified designs, behavior, interfaces and implementation constraints into actions that create
a software system element implemented as a software product or service, also known as a “software item”.
Software implementation results in a software element that satisfies specified requirements through verification
and stakeholder requirements through validation. Software implementation includes various combinations of
construction (coding of newly built software elements), acquisition of new software packages (e.g., from open
source or a commercial or organizational source) or re-use of existing elements (with or without modification).

Software implementation commonly involves use of the Agreement processes to obtain non-developmental items
(NDI), such as hardware and operating systems (the platform) or enabling systems and services. Software
implementation is usually performed concurrently with software integration. Implementation is typically
performed along with all of the Technical Management processes and many of the Technical processes, especially:

a) The Verification process, which provides objective evidence that the software implementation fulfillg its
spécified requirements and identifies anomalies (errors, defects, faults) in implementation:-reldted
infprmation items, (e.g., system/software requirements, architecture, design, or other descriptiops),
prgcesses, software elements, items, units;

b) Thg Validation process, which confirms that the implementation fulfils requirements for a spegific
intended use of a software work product.

6.4.7.2 Dutcomes

As a result pf the successful implementation of the Implementation process:
a) Implementation constraints that influence the requirements, architecture, or design are identified.
b) Apystem element is realized.
c) Apystem element is packaged or stored.
d) Any enabling systems or services needed for implementation are available.

e) Tiaceability is established.

6.4.7.3 Activities and tasks

The projecq shall implement the following activities and tasks in accordance with applicable organization polities
and procedjres with respect to the Implementation process.

a) Prepate for implementation. This activity consists of the following tasks:
1) Define an implementation strategy, with consideration of the following:
i) development policies and standards, including standards that govern applicable safety, security,

privaty and environmental practices; programming or coding standards; unit test policies; and
language-specific standards for implementing security features;

ii) For reused or adapted software, methods to determine the level, source, and suitability of the reused
system elements and security of the supply chain;

iii) procedures and methods for software development (construction) and development of unit tests; and
the use of peer reviews, unit tests, and walkthroughs during implementation;

iv) use of CM control during software construction;
V) change management considerations for manual processes;

vi) implementation priorities to support data and software migration and transition, along with
retirement of legacy systems;
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vii) creation of manual or automated test procedures to verify that a software unit meets its

requirements before creation of the software unit (test-driven development); and

viii) comprehensive or specialized life cycle development and support environments for realizing and

managing requirements, models and prototypes, deliverable system or software elements, and test
specifications and test cases.

NOTE The implementation strategy is commonly recorded in a project’s SDP or SEMP, or sometimes in a PMP.

2) Identify constraints from the implementation strategy and implementation technology on the
system/software requirements, architecture characteristics, design characteristics, or implementation
techniques.

NOTE1 Constraints include current or anticipated limitations of the chosen implementation technbolegy (e.g., for

software, the operating system, database management system, web services), acquirer furnished material
elements for adaptation, and limitations resulting from the use of required implementation-enabling systems.

NOTE2 The implementation strategy for software typically identifies and allocates ‘implement-to’
software architecture and design characteristics, system/software requirements includingSpftare assurat
considerations, configuration management, traceability, or other conditions to be satisfied. These criteri
appropriate unit aggregation levels, specifications, and constraints.

3) Identify and plan for the necessary and distinct software environments, including enabling
services needed to support development and testing.
NOTE Implementation of software commonly uses distinct environments that are separated under d

control from the operational (production) environment. Common Impl€mentation process, enabling systems,
include comprehensive or specialized life cycle development and support environments for realizing afg
requirements, models and prototypes, deliverable elements, and test environments, specifications and
simulators for external systems, training systems; and contentimanagement systems for user documentation.

4) Obtain or acquire access to the software environments and other enabling systems or services

NOTE The Validation process is used to objectitely confirm that the integration enabling system achievesg
use for its enabling functions.

Perform implementation. This activity consists of the following tasks:

NOTE Throughout the Implementation process the Verification process is used to objectively confirm]
elements conform to requirements: The Validation process is used to objectively confirm the element is suitah
in its intended operational environment according to stakeholder requirements.

1) Realize or adapt.seftware elements, according to the strategy, constraints, and defined impl,
procedures.

NOTE1 Software elements are acquired, identified for reuse from organizational assets, or developed (
Software elements that are acquired can range from a simple product purchase in accordance with orga
projectpurchasing rules to a complex acquisition of a software system that involves the Acquisition and Supp
Adaptation includes configuration of software elements that are reused or modified. Construction can invg
coding, adaptive reuse and integration of existing units, refactoring, database development, and construction
automated test procedures for each unit.

Is or system

Criteria, e.g.,
hce, usability
h can clarify

systems or

onfiguration
and services
id managing
test cases;

its intended

the system
le to be used

ementation

onstructed).
hizational or
ly processes.
lve software
of manual or

NOTE 2 For software elements that are developed, at the lowest level of implementation executable software units are
constructed (often with associated data structures, application programming interfaces, service descriptions, user
documentation, test cases, or other elements), controlled, made available to authorized roles, and stored according to the
CM procedures for development artifacts.

NOTE3 The SWEBOK, Guide to the Software Engineering Body of Knowledge provides detailed discussion on Software
Construction. This knowledge area addresses fundamentals, management, measurement, practical considerations (e.g.,

construction design, languages, testing, reuse and integration), construction technologies (e.g., object oriented, error and
exception handling, executable models, distributed software), and tools and environments.

2) Realize or adapt hardware elements of software systems.

77

© ISO/IEC 2017 - All rights reserved
© IEEE 2017 - All rights reserved


https://iecnorm.com/api/?name=780a924729750b2069e9d02e545d732e

ISO/IEC/IEEE 12207:2017(E)

c)

78

NOTE Hardware elements are acquired or fabricated using applicable techniques relevant to the physical
implementation technology and materials selected. As appropriate, hardware elements are verified for conformance to
specified system requirements and critical quality characteristics. In the case of repeated system element implementation
(e.g., mass production, replacement system elements) the implementation procedures and fabrication processes are
defined and can be automated to achieve consistent and repeatable producibility. Some common hardware elements in
software systems include integrations of acquired COTS systems, special modifications, e.g, for test or operational
environments, and hardware controls with embedded software.

3) Realize or adapt service elements of software systems.

NOTE Service elements include a set of services to be provided. ISO/IEC 20000 (IEEE Std 20000) applies to
management of system elements realized in services, including strategy, design, and transition. As appropriate, service
elements are Verlfled for conformance to the system requ1rements and service crlterla For example operatlonal resource
elements a ] ude
networ commumcatlons tralmng, software packagmg and dlstrlbutlon services, software customization servides| for
customgr-specific needs, operational and security monitoring, and user assistance.

4) Evaluate software unit and affiliated data or other information according to the implementation strategy
andl criteria.

NOTE 1| Criteria for evaluation commonly include satisfaction of unit requirements and test criteria, unit test coverpge,
traceabllity requirements, consistency with software element requirements or design, Anternal unit requirenmpent
consistdncy, and feasibility for further process activity, e.g., integration, verification; validation, operations [and
mainterjance.

NOTE 2| Use the Manage results of implementation activity to record construction and-address anomalies.
5) Pagkage and store the software system element.

NOTE | Contain the software system element in order to achieve cgntinuance of its characteristics. Conveyance [and
storage and their durations, can influence the specified containment))For software, a master copy of the implemented
softwarg (electronic or on physical media) is stored in a controlléd/location and made available to authorized roles (e.g.,
for use|in the Integration and Transition processes). Configuration and product information is captured by [the
Configufation Management and Information Management pro¢esses when the element is stored.

6) Reford objective evidence that the software system element meets requirements.

NOTE | Evidence is provided in accordance with” supply agreements, legislation and organization policy. Evid¢nce
includeg element modifications made due to processing changes or non-conformances found during the Verification [and
Validatipn processes. The objective evidence‘is part of the element’s as-implemented configuration baseline establighed
throughl the Configuration Management process and includes the results of unit testing, analysis, inspections, walk-
through| events, demonstrations, product'or technical reviews, or other verification exercises.

Manage results of implementation. This activity consists of the following tasks:
1) Record implementation results and anomalies encountered.

NOTE | This includeS-anomalies due to the implementation strategy, the implementation enabling systems, or incorject
softwarp systemndefinition. The Project Assessment and Control and Quality Assurance processes are used to analyze| the
data to {dentify the root cause, enable corrective or improvement actions, and to record lessons learned.

2) Mhainfain traceahility of the implemented software system elements

NOTE1 To support traceability throughout the life cycle during operations and maintenance, sources of software
licenses and other system assets in the supply chain are recorded. The information management and configuration
management processes are used to maintain license and maintenance support terms for a software application and its
required infrastructure (host system). The ISO/IEC 19770 standards provide requirements for an IT asset management
system.

NOTE 2  Bidirectional traceability is maintained between the implemented elements and the software system
architecture; design, and related requirements, including interface requirements and definitions that are necessary for
implementation; and validation and verification plans, procedures, and results.

3) Provide key artifacts and information items that have been selected for baselines.
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NOTE The Configuration Management process is used to establish and maintain configuration items and baselines. This
process identifies candidates for the baseline, and the Information Management process controls the information items.
For this process, the software system elements (e.g., source code), software packages, and unit test results are typical
artifacts that are baselined.

6.4.8 Integration process

6.4.8.1 Purpose

The purpose of the Integration process is to synthesize a set of system elements into a realized system (product or
service) that satisfies system/software requirements, architecture, and design.

. - : d and—activateq to enable
intg¢roperation of the system elements as intended. This process integrates the enabling systems with the system-

Sofgware system integration iteratively combines implemented software system elements to form complete or partial system
configurations in order to build a product or service. Software integration is typically performed-daily or continuously during
development and maintenance stages, using automated tools. Continuous integration involves frequent [nclusion or
replacement and archiving of items in software libraries under CM control.

NOTE Interfaces are defined by the Architecture Definition and Design Definitioi/processes. The Integration process
coofdinates with these other processes to check that the interface definitions, as implemented and integrated, are adequate
and|that they take into account the integration needs.

6.4/8.2 Outcomes

As a result of the successful implementation of the Integration, process:

a) Integration constraints that influence system réquirements, architecture, or design, including interfaces,
are identified.

b) Approach and checkpoints for the correct‘operation of the assembled interfaces and system fynctions are
defined.

c) Any enabling systems or services\needed for integration are available.
d) A system composed of implemented system elements is integrated.

e) The interfaces between/the implemented system elements that compose the system are checkgd.
f) The interfacesbetween the system and the external environment are checked.
g) Integration results and anomalies are identified.

h) Traceability of the integrated system elements is established.

6.4183—Aetivities-and-tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Integration process.

a) Prepare for integration. This activity consists of the following tasks:
1) Define the integration strategy.

NOTE1 Integration builds sequences of progressively more complete software system element or software item
configurations. It is dependent on applicable software system element availability and is consistent with a fault isolation
and diagnosis strategy. Successive applications of the Integration process and the Verification process, and when
appropriate the Validation process, are repeated for elements in the system structure until the system-of-interest has
been realized. Simulators or prototypes are typically utilized for system elements that are not yet implemented, e.g.,
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receiving data from interfacing systems. Integrating the implemented software system elements is based on the priorities
of the related requirements and architecture definition, typically focusing on the interfaces, while minimizing integration
time, cost, and risks. Software system integration commonly maintains version control through the Configuration
Management process for selection of configuration items to be integrated.

NOTE 2  For software integration, the integration strategy typically is consistent with a regression strategy which is
applied for re-verifying software elements when related software units (and potentially associated requirements, design
and user documentation) are changed.

NOTE 3  Defining a strategy for software unit and element integration commonly accompanies defining the strategy for
other processes that occur concurrently, such as:

i) The Implementation process to help ensure timely coordination of Implementation and Integration process

tasks-and-enabling sustems-—e.a—combined-software-development-and-test-envirenments-to-support-autemated
o J 4 o r rr

or continuous implementation and integration of software units and elements.

ii) The Verification process to provide objective evidence that the integrated software fulfils .its, specified
requirements and to identify anomalies (errors, defects, faults) in integration-related information items, (e.g.,
system/software requirements, architecture, design, test, or other descriptions), processes, software elemgnts,
items, units.

iif) The Validation process to confirm that a work product fulfils requirements for a‘specific intended use of an
integrated software function.

iv) The Quality Assurance process to support integration process and work préduct audits and inspections anfd to
address problem, non-conformance, or incident reporting and handling(

NOTE 4| The integration strategy is commonly recorded in a plan, e.g., an integration plan, or a project’s SDP or SEMR.

2) Iddntify and define criteria for integration and points at which the correct operation and integrity of|the
intprfaces and the selected software system functions will be verified.

NOTE 1| Detailed verification of the interfaces is performed‘using the Verification process. Software integration typidally
involveg combining software elements, resulting in a setlof integrated software elements, that is consistent with|the
softwarg design, and that satisfies the functional and nén-functional system/software requirements on an equivalenjt of
the opefational environment.

NOTE 2| For projects involving multiple suppliers or development teams, the availability of software system elements
for integration is typically part of the project’schedule with milestones under the Project Assessment and Control prodess.
Integration proceeds as the software is-Vverified in its functionality, performance, and suitability for site-specifi¢ or
platform-specific environments. At major integration points, e.g., completion of a stage, element, or version, check pdints
for revigws and validation with stakeholders are typically held. The frequency of these reviews is related to the selefted
life cycl¢ model and developmentimethod.

3) Iddgntify and plan fofthe necessary enabling systems or services needed to support integration.

NOTE | This includés™identification of requirements and interfaces for the enabling systems. Enabling systems| for
integration commonly include integration facilities, specialized equipment, training systems, discrepancy reporting
systemd, simulators, measurement devices, and environmental security. For software, this can involve regression [test
suites ahd CM systems for the integrated testing of software systems, incident and problem reporting systems, simulafors
represehting external systems or undeveloped elements, and software library management systems for developnent

Operati 115, Chausco Ul DPCLIQ};LQL;UIID IICCC‘[CC‘I fUl L}lC Cllcl‘U}ills DyDLClllD 4 DulJlJUl U L‘llC illLCsl dLiUll Ldb}\b llCCd U be
identified and defined. Typically, the enabling systems or services used for integration during development stages can also
help support system element integration as the software system and enabling environments evolve to operational status.
This “DevOps” approach supports iterative software system implementation, integration, verification, transition,
validation, operation and maintenance processes.

4) Obtain or acquire access to the enabling systems or services to be used to support integration.

NOTE The Validation process is used to objectively confirm that an integration enabling system achieves its intended
use for its enabling functions.

5) Identify constraints for integration to be incorporated in the system/software requirements, architecture
or design.
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NOTE This includes requirements such as accessibility, supply chain security, safety for integrators, required
interconnections for sets of implemented software system elements and for enablers, and interface constraints.

Perform integration. Successively integrate software system element configurations until the complete

system is synthesized. This activity consists of the following tasks:
1) Obtain implemented software system elements in accordance with agreed schedules.

NOTE The implemented software system elements are provided from the developers or received from s

uppliers, the

acquirer, or other resources and typically placed under CM control. The elements are handled in accordance with relevant

health, safety, security and privacy considerations.

2) Integrate the implemented elements.

NOTE1 This task is performed to achieve software system element configuration (complete or partial) ¢d

nnecting the

implemented elements as prescribed in the integration strategy, using the defined procedures, ‘interfface control

descriptions, and the related integration enabling systems.

NOTE 2 In terms of software, integrating the implemented elements can involve linking tegether pieces o
or simply bringing together the implemented elements that are part of the software configuration in a method
piece approach. Software elements are typically compiled into a “build” so that branChed units are prope
merged in the assembled element. Firmware elements are fabricated, often as prototypes, and installed
elements. If software functions are not yet available for integration, emulated funetionality (stubs or scaffol
used to temporarily support integration of software elements or represent input from external interface
aggregations result in an integrated software element, that is stored and available for further processing, i.
software system element integration, verification, or validation.

NOTE 3  Anti-counterfeit, anti-tamper, system and software assurance and interoperability concerns caif
performing integration and identifying and defining checkpoints. Integration and Verification processg
fictitious data for security or privacy considerations. ISOAEC/IEEE 15026 and the ISO/IEC 27000 sd
information on assurance, integrity, and security considerations-affecting integration.

3) Check that the integrated software interfaces.or functions run from initiation to an expected {
within an expected range of data values.

NOTE  As part of the acceptance of the implemented software system elements, selected elements are chg
ensure they meet acceptance criteria as specified in the integration strategy and applicable agreements.
include conformance to the agreed configuration, compatibility of interfaces, and the presence of mandatory
items. The Project Assessment and Control process can be used in accordance with the integration strategy
conduct technical reviews of the integrated software system elements, e.g., a test readiness review to hel
integrated element or system with'its affiliated data and information items is ready for qualification testing.

Manage results of integration. This activity consists of the following tasks:
1) Record integration results and anomalies encountered.

NOTE Thistincludes anomalies due to the integration strategy, the integration enabling systems, exed
integration @rincorrect system or element definition. Where inconsistencies exist at the interface between th
specified‘operational environment and systems that enable the utilization stage, the deviations lead to corre
Anomaly resolution typically involves the Technical Processes, often repetitive application of the Implemental
The Quality Assurance and Project Assessment and Control process are used to analyze the data to identify th
ehable corrective or improvement actions, and to record lessons learned.
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2) Maintain traceability of the integrated software system elements.

NOTE

Bidirectional traceability is maintained between the integrated system elements and the software system

architecture, design, and system or element requirements, such as use cases, and including interface requirements and
definitions that are necessary for integration. Integrated software elements and their components are identified by
version. Versions of integrated software elements are commonly traceable to implemented units, test procedures, and test
cases.

3) Provide key artifacts and information items that have been selected for baselines.

NOTE The Configuration Management process is used to establish and maintain configuration items and baselines. The
Integration process identifies candidates for the baseline, and the Information Management process controls the
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information items. For this process, the test cases, regression tests, and automated test scripts are typical artifacts that are

baselined. The integration strategy is a typical information item that is baselined.

6.4.9 Verification process

6.4.9.1

Purpose

The purpose of the Verification process is to provide objective evidence that a system or system element fulfils its
specified requirements and characteristics.

The Verification process identifies the anomalies (errors, defects, or faults) in any information item (e.g,
system/software requirements or architecture description), implemented system elements, or life cycle processes

using appr

priate meﬂiods, Eeclinlques, Standards or rutes. Ihis process pFOVlaeS the necessary information to

determine resolution of identified anomalies.

Verification] can be performed across all technical processes. The Verification process is typically| used at
points in a software system’s life cycle to demonstrate that the requirements (including funetional and n
functional fequirements) have been met, or that process outcomes have been achieved or pro€éss’activities hj
been perfofmed. Different domains and engineering or development communities can identify the milesto
verification strategies and criteria differently.

For softwarte systems, the Verification process is typically instantiated for the following purposes:

6.4.9.2

a)

b)

c)

NOTE 1| The Verification process determines that the “product is built right”. The Validation process determines
the “right product is built”.

NOTE 2| ISO/IEC/IEEE 29119 Systems and software engineering — Software testing (in multiple parts) provides det3
processps and techniques for verification petfermed through testing. IEEE Std 1012-2012, IEEE Standard for System
Softwarg Verification and Validation, proyides additional details about these processes for systems, software, hardw
and intdrfaces being developed, maintained, or reused.

NOTE 3| The SWEBOK, Guide to.the Software Engineering Body of Knowledge, provides detailed discussion on Softw
Testing| This knowledge area~addresses fundamentals, terminology, issues, techniques, application, process plann
measures, tools, practical ¢onsiderations, and references. The guide also discusses Software Verification and Validatio
terms of Software Quality Management processes, and identifies methods and techniques that support both Verifica
and Validation. TheSWEBOK also addresses topics such as software construction for verification and softw
engineefing models\dnd methods support.

To|confirm that a software work product or service properly reflects the specified requirements (o
called software verification);

To|confirm that the integrated software product meets its defined requirements (often called softw
qualification testing); and

To|confirm that the implementation of each system/software requirement is tested for compliance
thdt the software system is ready for delivery (oftefxcalled system qualification testing).
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As a result of the successful implementation of the Verification process:

a)
b)
<)
d)

e)

Constraints of verification that influence the requirements, architecture, or design are identified.

Any enabling systems or services needed for verification are available.

The system or system element is verified.

Data providing information for corrective actions is reported.

Objective evidence that the realized system fulfills the requirements, architecture and design is provided.
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f)  Verification results and anomalies are identified.

g) Traceability of the verified system elements is established.

6.4.9.3

Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Verification process.

a)

Prepare for verification. This activity consists of the following tasks:

) Defimethe verificationstrategy, which inctudes the fottowing:

NOTE1 A verification strategy generally focuses on minimizing cost, schedule, or risk, providing abaland
for confirming that the software system or element has been “built right”.

NOTE 2  The verification strategy and schedule account for dynamic changes when anomalous results (ever]
or problems) occur. According to the progress of the project, planned verification actions.aré redefined or
when unexpected events or system evolutions occur.

NOTE 3  The verification strategy can be documented in a plan, e.g.,, a verification plan, or a project’s SDP or
i) Identify the verification scope, including the software system, element, or artifact, thg

to be verified, and the expected results.
NOTE Overall verification scope includes the softwake ‘system-of-interest or system elemen|

interfaces. For each verification action, the scope identifies(the software system, element, or artifact t
(e.g., the actual system, or a model, a mock-up, a prototype, code, a procedure, a plan or other docum
expected results, such as conformance, or performanee, fault tolerance, and recovery after service intet
properties to be verified can include requirements, architecture and design characteristics, integration,
of documentation. Design characteristics can inclade security implications of the design in the context o
operational environment and the achievement of critical quality characteristics as stated in the requiren

ii)

NOTE Constraints include technical feasibility, cost, time, availability of verification enablers
personnel, contractual constraints, and characteristics such as criticality of the mission. Such constraint
into verification strategy determination, e.g., whether an organizationally independent verificat
necessary or justified.

Identify the constraints that potentially limit the feasibility of verification actions.

iii) Identify yerification priorities.

NOTE In software systems, verification of every possible scenario (100% code coverage) is typical
The verification strategy typically includes trading off what will be verified (scope) against the constrai
and deducing what verification actions to perform and how many iterations of verification actions an
needed to reduce risk. A model-based testing approach can enable the generation and managemen

ed approach

ts, incidents,
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i rework are
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scenarios. Potential verification actions that are candidates for deletion are evaluated for the risks theif withdrawal
itnposes.
7) Idanf{F}r canstrainte firam thao "roriﬁ'aninn oi—r')fngy to ba innnv-pnrqfnd in_thao oyofn n/software
requirements, architecture, or design.
NOTE  This includes practical limitations of accuracy, uncertainty, repeatability that are imposed by the verification

enablers, the associated measurement methods, the need for software system integration, and the
accessibility and interconnection with enablers.

3) Define the purpose, conditions and conformance criteria for each verification action.

availability,

4) Select appropriate verification methods or techniques and associated criteria for verification actions, such

as inspection, analysis, demonstration, or testing.

NOTE 1

The selection of verification methods or techniques is made according to the type of system, the purpose of the

verification, the objectives of the project, and the acceptable risks. Verification methods or techniques include inspection
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b)

84

(including code walkthroughs and peer review), analysis (including modelling and simulation, and analogy/similarity),
demonstration, and dynamic and static testing.

NOTE 2  The selected verification approach, methods, and techniques can be coordinated with relevant stakeholders to
help ensure the verification approach is acceptable.

5) Identify and plan for the necessary enabling systems or services needed to support verification.

NOTE Verification enabling systems include verification facilities, qualified personnel, equipment, simulators, test
automation tools, and incident and problem management systems. Software system verification is typically performed in
distinct controlled environments that do not interfere with operational software or ongoing development. If the enabling
systems for verification differ in capability from the planned operational environment, the Measurement process can be
used to calibrate the performance of the verification enabling systems and suitability for the verification action.

6) Obfain or acquire access to the enabling systems or services to be used to support verification.

NOTE | The acquisition of the enabling systems can be done through various ways such as rental, procurement,
developiment, reuse of organizational assets, or subcontracting. Usually the acquisition of the complete set of €nablers|is a
mix of these ways. The Validation process is used to objectively confirm that the verification enabling §ystem achieves its
intendefl use for its enabling functions.

Perform verification. This activity consists of the following tasks:
1) Define the verification procedures, each supporting one or a set of verification\actions.

NOTE | Verification procedures, which can be performed by automated scripts,in¢clude the requirements to be verified,
the typq of software system element or artifact to be verified (e.g., the actual system, or a model, a mock-up, a prototype,
code, a procedure, a plan, or other information item), and the expected results\(Success criteria), such as conformancg, or
perfornjance of a function or capacity in terms of response time or throughput. The procedures identify the purpose of the
verification with success criteria (expected results), the verification{technique to be applied, the necessary enabling
systemyq (facilities, equipment), and the environmental conditions‘to)perform each verification procedure (resources,
qualifiefl personnel, specialized procedural set-up or work instructions). Verification procedures include how|the
verification procedure results will be recorded, analyzed, stored,-and reported.

2) Perform the verification procedures.

NOTE | Verification occurs, in accordance with the verification strategy, at the appropriate time in the schedule, infthe
defined|environment, with defined enabling systéms and resources. The performance of a verification action consis{s of
capturifg a result from the execution of the verification procedure; comparing the obtained and recorded result with| the
expectefl result; and deducing a degree of correctness (or success/failure) of the submitted element.

Manage results of verification. This activity consists of the following tasks:
1) Reyiew verification resiilts'and anomalies encountered and identify follow-up actions.

NOTE 1| This includes,anemalies due to the verification strategy, the verification enabling systems, execution of| the
verification, or incorrectsystem definition. The Project Assessment and Control and Quality Assurance processes are ysed
to analye the data-tolidentify the root cause, enable corrective or improvement actions, and to record lessons learned.

NOTE 2| THe evaluation of verification results and follow-up corrective action can vary greatly depending on|the
purposq of the verification. For elements of software, examples include a modification or waiver of requirements, a simple
defect fix_far a failed software element followed by re-verification or major project re-direction based on a failurk to
attain a key milestone, e.g., failed software system qualification testing. Often simple or recommended solutions to
anomalies discovered during verification, are recorded with the verification result to facilitate analysis and potential
corrective action.

2) Record incidents and problems during verification and track their resolution.

NOTE1  Performing problem resolution is handled through the Quality Assurance and Project Assessment and Control
processes. During software verification, the conditions under which the problem occurred are documented so that if
possible, the problem can be duplicated and the root cause of the software defect identified. Changes to the requirements,
architecture, design, or system elements are done using other Technical processes.

3) Obtain stakeholder agreement that the software system or element meets the specified requirements.
4) Maintain traceability of the verified software system elements.
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NOTE
activity, system architecture, design, or system/software requirements.

5) Provide key artifacts and information items that have been selected for baselines.

NOTE

Bidirectional traceability is maintained between the verified system elements and the record of verification

The Configuration Management process is used to establish and maintain configuration items and baselines. This

process identifies candidates for the baseline, and the Information Management process controls the information items.

For this process, the verification strategy and verification procedures are typical information items.
10 Transition process

10.1 Purpose
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purpose of the Transition process is to establish a capability for a system to provide services, s
xeholder requirements in the operational environment.

5 process moves the system in an orderly, planned manner into the operational status,such that th
ctional, operable and compatible with other operational systems. It installs a verified,system, to
vant enabling systems, e.g., planning system, support system, operator training systeém, user train
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6.4

software systems, the purpose of the Transition process is to establish a capability for a system
vices in a different environment.

Transition process is often used for recurring deployments-of software to different environments,
elopment environment to a test or maintenance environinent, or between various test environme
operational environment to another (e.g., rehosting or use of cloud services). Transitions to
tingent sites are typically planned and rehearsed for‘business continuity and disaster recovery. Tr
ware systems can involve the physical relocation.of hardware, the installation and activation or de3
sical or virtual infrastructure or enabling systems in different locations, or no change to t

ctional software. Transition includes recurring scheduled or emergency patches and fixes for s
re group of new users to an existing Software system or service. Transition to a new system often ig
currently with retirement and disposal of an existing system, entailing data migration from the ol
replacement.

'E

Transition can involve’knowledge transfer using the Knowledge Management process.

10.2 Outcomes

to provide

e.g, from a
hts, or from
backup or
ansition for
ctivation of
he physical

astructure. Transition can involve changes(to the data sources, data structure, or updates or upgrades of

bcurity and

er concerns. Transition can involve transfer between organizations and also encompasses the agldition of a

performed
d system to

As

h result of thessuccessful implementation of the Transition process:

design are

a) Transition constraints that influence system/software requirements, architecture, or
identified.

D) Any enabling SyStems Or Services needed for transition are available.

c) The site is prepared.

d) The system, as installed in its operational location, is capable of delivering its specified functions.

e) Operators, users and other stakeholders necessary to the system utilization and support are trained.

f) Transition results and anomalies are identified.

g) The installed system is activated and ready for operation.

h) Traceability of the transitioned elements is established.
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6.4.10.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Transition process.

a)

86

Prepare for the software system transition. This activity consists of the following tasks:

1) Define a strategy for managing software releases and other software system transitions, including the
following considerations:

i) establishing the type of transition and transition success criteria;

il) determining the frequency of recurring transitions, such as updates and upgrades| to
development, test, and operational software systems;

iif) minimizing security risks, disruption, and downtime during transition;

i) archiving, destroying, or converting and validating data from previous systems to the new
system; including data received through external interfaces;

1) contingency planning for problem resolution, backup and return ‘te“the last working sysfem
version;

v]) scheduling transitions consistent with ongoing business processing, with phased or synchronized
transition of systems

vi]) change management for stakeholders, including interface partners, human operators, system
administrators, and software system or service users;

NOTE Change management activities are often conducted toydesign changes in business processes associated with| the
new sy$tem, plan the transition in business processes, and gain user commitment to productive use of the new system|

vii]) associated strategies for validation efithe transitioning system or element;

iy) initiating user support and maintenance activities with the transfer and update of system degign
documentation, user documentation, and test procedures; and

) concurrent execution of'the Transition, Operations, and Disposal processes, when a new system
is commissioned and an old system is decommissioned.

NOTE The strategy includes roles and responsibilities, approval authority, use of readiness reviews and training.

2) Id4ntify and define facility, site, communications network, or target environment changes needed|for
software system installation or transition.

NOTE Far each transition, identify and define any needed changes in infrastructure or enabling systems. A site sufvey
can be performed to identify needed changes in the physical environment to install or use the software system, such as

: . 1 1 PR | I - . ol
Change.; LU TI4HILAIT UICE PITy SICAl dITU HITOTIIIAUOIT STUUTILY O UIC S Yy SUTIILL.

3) Identify information needs and arrange for user documentation and training of operators, users, and
other stakeholders necessary for system utilization and support.

NOTE Transition includes migration or activation of user access to the software system. User roles are established
and user accounts and access controls are implemented.

4) Prepare detailed transition information, such as plans, schedules, and procedures.
NOTE 1 The transition strategy is commonly recorded in a plan, e.g.,, a transition plan, or a project’s SDP or SEMP.

Transition schedules help validate that sufficient resources and infrastructure are available to support the transition, so
that activities can be executed within a reasonable timeframe to minimize disruption. Schedules can include rehearsals
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for complex transitions, in which procedures, such as database and system backup and restore and software installation,
are tested to verify durations and correct results.

NOTE 2 During a specified period of changeover or concurrent operation, the transfer of services is managed so that
continuing conformance to persistent stakeholder needs or an agreed level of service is achieved. If a period of parallel
operations for both the old and new systems is needed, special procedures are identified and developed for receiving and

utilizing data from interface partners.

5) Identify system constraints from transition to be incorporated in the software system requirements,
architecture or design.

6) Identify and plan for the necessary enabling systems or services needed to support transition.

NOTE1 This includes identification of requirements and interfaces for the enabling systems. Transition, often involves

the use of highly automated infrastructure to deliver, install, and activate or inactivate software. For electrd
distribution, temporary or continuing changes in connectivity are often needed for software and /data m
continuing sustainment. Enabling systems can include backup or alternate systems for use during a transitior]

7) Obtain or acquire access to the enabling systems or services to be used.

NOTE The Validation process is used to objectively confirm that the transition efiabling system achieves
use for its enabling functions.

Perform the transition. This activity consists of the following tasks:
1) Prepare the site of operation or virtual environment in accérdance with installation requireme

NOTE Site preparation is conducted in accordance with applicable health, safety, security and e
regulations. Virtual environments and new communication reSources are initialized and verified. Shipping 4
of physical system elements and enabling systems is arranged-

2) Deliver the software system or element forinstallation at the correct location and time.

NOTE 1 Typically software is delivered electronically. For physical media, hardware, and embedded softwat
is sometimes necessary to account for temporary storage prior to delivery or installation.

NOTE 2 Deliver agreed information itéms in electronic or physical form, such as training material, logis
packages, or user documentation.

3) Install the product in/its.physical or virtual operational location and interface to its environme
NOTE The product,installation includes configuring it with required operational data, changes to the envj

business process changes. Databases are instantiated and data migration is performed as applicable. I
maintenance agreements for system elements, and other intellectual property, are transferred according to ag

4) Provide-user documentation and training for the operators, users, and other stakeholders ne

nic software
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its intended
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tics support
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cessary for

product utilization and support.

5), Perform activation and check-out, including the following as agreed:

NOTE1  This task takes the steps needed to activate the product to an operational state, including start-up, assessment
of environmental conditions, and other readiness evaluations, in accordance with operational procedures, organizational
policies, and regulations. Where the exact location or environment of operation is not available or when software will be
accessed from multiple or mobile locations, a representative example is selected.

NOTE2  Acceptance tests are sometimes defined in the agreement to demonstrate satisfactory installation. This task
interacts with the Validation process to objectively confirm that the system fulfills stakeholder requirements in the
operational environment. Acceptance tests, as specified in agreements, can define the criteria that demonstrate that the
software system entity possesses the capability to deliver the required functions and services when installed and
sustained in its operational environment. Specific attention is given to the key functions and logical interfaces.

NOTE 3  As part of the Configuration Management process, a physical configuration audit (PCA) and update of as-built
documentation is often performed at the time of system activation. Anti-counterfeit provisions can be confirmed.
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i) Demonstrate proper installation of the software system.

NOTE This task can include integrity checks of data and operations, e.g., that the software code and data

representations properly initialize, execute, and terminate as specified.

ii) Demonstrate the installed or transitioned product is capable of delivering its required functions.

NOTE This is an operational readiness task that examines readiness of functional capability for an operational

state. Specific attention is given to the data interfaces and security concerns: information assurance
interoperability functions are exercised.

iii) Demonstrate the functions provided by the system are sustainable by the enabling systems.

and

NQTE  This is an operational readiness task that examines readiness of enabling systems for an operational s
Fdr example, activation of monitoring, problem reporting, access control, backup and recovery, and user assistg
(chstomer support) are demonstrated.

i) Review the software system for operational readiness.

NQTE This includes the results of functional demonstrations, validation activities, “and sustainn
dgmonstrations. A readiness review can be conducted. Deficiencies, risks, and problems, that impact the succeg
the transition are resolved, accepted for waiver, or closed.

V) Commission the software system for operations.

NOTE This includes providing support to the users, administrators,/and operators during the operat
commencement (commissioning) of the system.

Manage results of transition. This activity consists of the following-tasks:
1) Reford transition results and anomalies encountered.

NOTE | This includes anomalies due to the transition strategy, the transition enabling systems, execution of
transiti¢n or incorrect software system or database system(definition. Where inconsistencies exist between the systen
operatignal environment, and enabling systems, the*deviations are resolved through corrective actions, inclu
requirement changes. The Project Assessment and Control and Quality Assurance processes are used to analyze the

to identjfy the root cause, enable corrective or imprevement actions, and to record lessons learned.

2) Reford transition incidents and problems and track their resolution.

NOTE | Performing problem resolution*is handled through the Quality Assurance and Project Assessment and Con
processps. During transition, the conditions under which the problem occurred are documented so that if possible,
problen} can be duplicated and the root cause of the defect identified. Changes to the requirements, architecture, deq
or software system elements/aredone using other Technical processes.

3) Malintain traceability of the transitioned software system elements.

NOTE | Bidirectional traceability is maintained between the transitioned and deployed system and elements and
approvdd and-controlled versions of the software system and enabling systems.

4) Prgvide€ key artifacts and information items that have been selected for baselines.
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NOTE The Configuration Management process is used to establish and maintain configuration items and baseli

nes,

including transitioned software system elements. This process identifies candidates for the baseline, and the Information

Management process controls the information items. For this process, the transition strategy, training material,
installation, transition and data migration procedures, and user documentation are typical information items that
baselined.
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.11 Validation process

.11.1 Purpose

The purpose of the Validation process is to provide objective evidence that the system, when in use, fulfils its
business or mission objectives and stakeholder requirements, achieving its intended use in its intended
operational environment.

The objective of validating a system or system element is to acquire confidence in its ability to achieve its intended
mission, or use, under specific operational conditions. Validation is ratified by stakeholders. This process provides
the necessary information so that identified anomalies can be resolved by the appropriate technical process
where the anomaly was created.

Thd

requirements for stakeholder intended operational use have been met. Validation is also~applic

sof
dev
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usapility of the software interface through prototypes, and the suitability of thé software for performi
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6.4

Validation process is typically used at key points in a product’s life cycle to demonstrate that th

ware engineering artifacts (viewed as software system elements). Different domains|\and eng
elopment communities can identify the milestones, validation strategies and criteria differently.

software systems, highly iterative life cycle models often feature frequent involvement by the ac
resentative, or other stakeholders to validate, e.g,, the priority of requirements fér'inclusion in an if]

ks and fulfilling the operational concept.
software systems, the following are purposes of the Validation process:

a) To confirm that the requirements for a specific intended*use of the software work product
(often called software validation); and

b) To achieve confidence (especially with an acquirer or customer) that the delivered pro
stakeholder requirements and is fit for use (often called software acceptance testing).

NOTE 1 The validation process determines that the “right product is built”. The verification process determ
“product is built right”.

NOTE 2 Acceptance criteria, as used for degeptance testing, include criteria to determine whether the deliv
is fit to use or not. Acceptance criteria for acceptance can be specified and agreed between two parties, i.e.
and a supplier, and included in the stakeholder requirements.

NOTE 3 [EEE Std 1012-2012\JEEE Standard for System and Software Verification and Validation, provi
requirements. The SWEBOK, Guide to the Software Engineering Body of Knowledge, discusses software ver]
validation in terms of seftware Quality Management processes, and contains methods and techniques that
verification and validation. The SWEBOK also addresses topics such as requirements and model validation.

11.2 Outcomes
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As

h result of the successful implementation of the Validation process

a), Validation criteria for stakeholder requirements are defined.

b) The availability of services required by stakeholders is confirmed.

c) Constraints of validation that influence the requirements, architecture, or design are identified.

d) The system or system element is validated.

e) Any enabling systems or services needed for validation are available.

f) Validation results and anomalies are identified.

g) Objective evidence that the realized system or system element satisfies stakeholder needs is provided.
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h) Traceability of the validated system elements is established.

6.4.11.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Validation process.

a)

90

Prepare for validation. This activity consists of the following tasks:
1) Define the validation strategy, which includes the following:

NOTE 1 ; ; T i ing
confidefce in the quality and suitability of the software system for the stakeholders.
NOTE 2| The validation strategy reflects the life cycle model, and often involves repeated validation .for iterative,
incremdntal, or evolutionary life cycles.

NOTE 3| The validation strategy can be documented in a plan, e.g., an acceptance plan, or a projectjs SDP or SEMP.

i) Identify the validation scope, including the characteristics of the software”system, element| or
artifact to be validated, and the expected results of validation.

NO[TE Software system validation is typically performed both in distinct centrolled environments that do|not
inte¢rfere with operational software or ongoing development, as well as in operational environments, typically before
fulll operational use (e.g., beta testing or acceptance testing for a specified~duration with agreed criteria). Sdope
incJudes stakeholder requirements, including related views of the system\(€.g., scenarios or concept of operatior}) to
be pvaluated. The scope depends on what is appropriate for the systems life cycle stage: the system-of-interest pr a
sysfem element or engineering artifact, such as a concept description or document, an operational scenario, a mqdel,
a nhock-up, or prototype. The scope also includes evaluating.that the software product or service is usable ip its
int¢nded environment for the principal or critical functions."Additional characteristics to be validated can include
usgbility of the documentation; fault tolerance, resilience, and‘recovery features of the software.

ii) Identify the constraints that potentially limit-the feasibility of validation actions.

NO[TE Constraints include practical limitations of accuracy, uncertainty, repeatability that are imposed by|the
valldation enablers, the associated measurenient methods, and the availability, accessibility and interconnection yith
engblers. The validation strategy is constrained by the progress of the project; in particular, planned validafion
actjons are redefined or rescheduled when unexpected events or system evolutions occur. Validation can be exterjded
to include ongoing measurements of(user satisfaction and customer complaints.

iii) Identify validation priorities.
NOFE1 To make effective use of stakeholders’ time and expertise, validation typically focuses on stakeholder
priprities, while verification is used for non-functional requirements. Potential validation actions that are candidptes

for|deletion are evaluated for the risks their withdrawal imposes

NO[FE 2  The/supplier, the acquirer, or an agent of the acquirer participates in or performs validation. [The
responsijbility is often designated in the agreement.

2) Iddntifiy _svstem constraints from the wvalidation strategy to be in(‘nrpnrnfpd in the stakeholder

requirements.
3) Define the purpose, conditions and conformance criteria for each validation action.
4) Select appropriate validation methods or techniques and associated criteria for each validation action.

NOTE1 Software system validation methods or techniques include inspection, analysis, analogy/similarity,
demonstration, simulation, peer review, and testing. Software validation techniques typically include demonstrations,
inspection, reviews and code walkthroughs, usability tests, and trial use of the software (e.g., beta testing, operational
testing, user testing, or an acceptance test with agreed criteria). The selection of validation methods or techniques is made
according to the type of system, the purpose of the validation, the objectives of the project, legal and regulatory
requirements, and the acceptable risks of a validation action. For software systems with human interaction, usability
testing is commonly used to validate that representative users can achieve specified goals with effectiveness, efficiency
and satisfaction in a specified context of use. Further details for usability testing are found in ISO/IEC TR 25060:2010
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Systems and software engineering — Systems and software product Quality Requirements and Evaluation
Common Industry Format (CIF) for usability: General framework for usability-related information.

NOTE 2

(SQuaRE) —

Where appropriate, validation steps or states are defined (e.g., in-house validation, on-site validation,

operational validation) that progressively build confidence in conformance of the evolving software system, and assist

diagnosis of any encountered discrepancies.

NOTE 3
in a service level agreement (SLA). Service levels typically measure capacity, availability, reliability, and tim
for services, and result in performance requirements for the supporting systems.

5) Identify and plan for the necessary enabling systems or services needed to support validation.

and user representatives, according to selected
requirements and interfaces for enabling systems.

6) Obtain or acquire access to the enabling systems or services to be used to support yalidation.
NOTE The infrastructure management process or acquisition process can be invoked tosobtain accesg
systems, such as through rental, procurement, development, reuse, or subcontracting. Usually access to the

of enablers is a mix of these ways. The Validation process is also used to objectively/confirm that the validaf
system achieves its intended use for its enabling functions.

Perform validation. This activity consists of the following tasks:
1) Define the validation procedures, each supporting one or aset-of validation actions.

NOTE Validation procedures identify stakeholder requirements to be validated, the associated software sy

Criteria for stakeholder acceptance of service performance is commonly stated as a service level and recorded

ely response

stakeholder
tification of

to enabling
complete set
ion enabling

stem artifact

(e.g., the actual system, or a model, a mock-up, a prototype, code, a set of instructions or other information ifem), and the

expected results (success criteria), such as completed and-timely performance of a function. The procedure
purpose of the validation with success criteria (expected'results), the validation technique to be applied, t
enabling systems (facilities, equipment), and the, environmental conditions to perform each validatio
(resources, qualified personnel, participating stakeholders, and specialized procedural set-up or work i
Validation strategy includes how the validation procédure results will be recorded, analyzed, stored, and repo

2) Perform the validation procedures-in the defined environment.

NOTE Validation occurs, in accordance with the validation strategy, at the appropriate time in the schedule
environment (such as the operationdl environment, a similar test environment, or other representative e
with defined enablers and resgurces. The performance of a validation action typically consists of capturi
results, comparing the obtdined result with the success criteria, and deducing a degree of compliance or
satisfaction with the software system, element, service, or engineering artifact.

Manage results of validation. This activity consists of the following tasks:
1) Review.validation results and anomalies encountered and identify follow-up actions.

NOTE 1\ ~Confirm that the services of the system that are required by stakeholders are available. Anomali
from the validation strategy, the validation enabling systems, execution of the validation, incorrect system
irfefficient or ineffective system design, implementation, and integration.

identify the
e necessary
h procedure
nstructions).
rted.

in a defined
hvironment),
g execution
stakeholder

bs can result
flefinition, or

NOTE 2 The evaluation of validation results and follow-up actions can include acceptance of the anomaly

as a low risk

occurrence. Corrective action can vary greatly depending on the impact of the validation result. For elements of software,
examples include a simple defect fix for a failed software element, additional training for users, corrections and
clarifications in documentation, or major project re-direction based on a failure to attain a key milestone, e.g., failed
software system acceptance testing.

2) Record incidents and problems during validation and track their resolution.

NOTE The Project Assessment and Control process and Quality Assurance process are used to analyze the data to
identify the root cause of problems, enable corrective or improvement actions, and to record lessons learned. During
software validation, the gap between stakeholder expectations and system performance is documented so that if possible,
the root cause of the discrepancy can be identified. Problem resolution typically involves determining the severity and
impact of the problem and whether or when a software discrepancy is to be corrected or accepted for a time as a known
error. Often simple or recommended solutions to anomalies discovered during validation are recorded with the validation
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result to facilitate analysis and potential corrective action. Actual changes to the stakeholder and system/software
requirements, architecture, design, or system elements are done within other Technical processes.

3) Obtain stakeholder agreement that the software system or element meets the stakeholder needs.

4) Maintain traceability of the validated system elements.

NOTE

Bidirectional traceability is maintained between the validated system elements and the stakeho

requirements and record of validation results.

5) Provide key artifacts and information items that have been selected for baselines.

NOTE

lder

The Configuration Management process is used to establish and maintain configuration items and baselines. This

process
Manage
typical i

6.4.12 Operation process

6.4.12.1

1dentifles candidates for the baseline (such as the validated software system or element), and the Informal
nent process controls the information items. For this process, the validation strategy and validation regults
hformation items that are baselined.

Purpose

ion
are

The purpog

This proceg
and operat
relation to

e of the Operation process is to use the system to deliver its services.

s establishes requirements for and assigns personnel to operate the syStem, and monitors the serv
r-system performance. In order to sustain services, it identifies andyanalyzes operational anomalie]
hgreements, stakeholder requirements and organizational constfaints.

ces
5 in

The Operat]
improved 1

Software sy
other softy
performan
can include
provide id€

NOTE IS

the design, {
achieve its p

6.4.12.2

jon process typically aims to control or reduce the cost of operations while sustaining an acceptabl
bvel of service.

stems can have dedicated infrastructure, but are typically operated in distributed environments wh
fare systems and services (e.g., the internet) are active. The security, availability, and operatig
e of the software system-of-interest are thus a@-matter of concern within a larger system of system

coordination with pre-existing, concurrent or continuing services delivered by other systems f{
ntical or similar services.

/IEC 20000-1:2011 (IEEE Std 20000-1) is a service management system standard that specifies requirement
ransition, delivery and improvemént of managed operational services, and supports the Operation proces|
rpose.

Dutcomes

P Or

ere
nal
5. [t
hat

for
5 to

As aresult

a) Op
idd

An

bf the successful implementation of the Operation process:

pration constraints that influence system/software requirements, architecture, or design
ntified.

y enabling systems, services, and material needed for operation are available.

are

Trained, qualified operators are available.
System product services that meet stakeholder requirements are delivered.
System product performance during operation is monitored.

Support to the customer is provided.

6.4.12.3 Activities and tasks

The project shall implement the following activities and tasks in accordance with applicable organization policies
and procedures with respect to the Operation process.
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Prepare for operation. This activity consists of the following tasks:

1) Define an operation strategy, including the following considerations:

i) The expected or agreed capacity, availability, response time, and security of services as they are
introduced, routinely operated and withdrawn from service;

ii) The human resources strategy, depending on the need to define training and qualification
requirements, train or obtain personnel to control and monitor software system operations,
administer system access, and support customer service requests and user assistance;

iii) The release criteria and schedules of the software system to permit modifications that sustain
pYicfing or enhanced services:

iv) The approach to implement the operational modes in the Operational Concept, dincluding normal
operations and preparations for, and testing of, envisioned types of contingency operationf;

V) Measures for operation that will provide insight into performance levels;

vi) The operational and occupational safety strategy for operators and others using or in contact with the
software system during operation, accounting for safety regulations; and

vii) The environmental protection and sustainability strategy for operating the software systein.
NOTE ISO/IEC 16350 Information technology — Systems and software engineering — Application managemént, provides

guidance for operational aspects.
2) Identify system constraints from operation to be incorporated in changes to the syste
requirements, architecture, design, implementatiomor transition.

3) Identify and plan for the necessary enabling systems or services needed to support operation.
NOTE  This includes identification of operational’requirements and interfaces for the enabling systems. S

of the operational software system, e.g., a training mode, can sometimes be active alongside or instead of a full
mode. Enabling systems include monitoringfor changes in threats to the software system.

4) Obtain or acquire access to theenabling systems or services to be used.

NOTE The Validation process_is used to objectively confirm that the operation enabling system achieves
use for its enabling functions.

5) Identify or define‘training and qualification requirements for personnel needed for softw
operation.

NOTE The%raining and qualification includes awareness of the software system in its operational enviro
defined program of familiarization, with appropriate failure detection and isolation instruction. Operator knd
and experience requirements guide the personnel selection criteria, and where relevant, their authorization
confirmed. The scope of qualification depends on the system-of-interest and its environment. For exam
egvironments regulatory requirements include certification of operators, whereas in others there is no

n/software

becial modes
| operational

its intended

are system

nment and a
wledge, skill
to operate is
ple, in some
certification

reguirement.

6) Depending on the need for human intervention and control of operations, assign trained, qualified

personnel to be operators.

NOTE

With due regard for separation of duties, such as for administrative control of system access and investigation of

security issues, many modern software products minimize the need for operators as distinct from end users, Operators
commonly support enabling systems, such as cloud services, database and system software, security monitors, data

storage, and help desk.
Perform operation. This activity consists of the following tasks:

1) Use the software system in its intended operational environment.
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NOTE
existing

Where agreed, continuous service capacity and quality is maintained when the software system replaces an

system or element that is being retired.

2) Apply materials and other resources, as required, to operate the software system and sustain its services.

NOTE
3) Mo

i)

This includes energy sources for hardware, connectivity for software, and human or automated operators.
nitor software system operation, including consideration of the following:

Managing adherence to the operation strategy (e.g., operational procedures);

Recording and reporting significant events, such as possible breaches of software and data

confidentiality and integrity;

NOTE
operati
system
environ|

applicatfions, security hacks, or software defects.

4) Co
to

NOTE
shootin

5) Co

ii
iv

NOTE
perform

6) Pe

NOTE
system

inimize the risk of operational anomalies.

Operating the software system in a safe manner and compliant with legislated guidelines e.gy.th
concerning occupational safety and environmental protection; and

Recording when software system or service performance is not within acceptable parameters.

This includes anomalies due to the operation strategy, the operation enabling systems, execution of
n, or incorrect software system definition. The system sometimes exhibits unaccéptable performance w
elements implemented in hardware have degraded or exceeded their useful lifé_or“the system’s operati
ment affects the software operation, e.g, workload above capacity thresholds, utilization by conten

hsistent with the operational strategy, develop and, where feasible,Jautomate operational procedy

This includes procedures for handling routine (pre-approved) change requests and service requests, trou
b and incident reporting, especially for security incidents.

hsistent with the operational strategy, analyze measurements to confirm that:

) Service performance is within acceptable parameters or agreed service levels for the agr]
workload;

) System and service availability‘and response times are acceptable;
) Cost of operation is consistent with objectives and constraints; and
) Potential improvements are identified and prioritized.

Operator feedback” and suggestions are often useful input for improving software system operati
ance. The Quality Assurance and Measurement processes can be applied.

form contiigency operations, if necessary.

This-includes operating the software system in a degraded mode, performing back-out and restore operaf
hutdewn, implementation of work-around procedures to restore operation, or other modes for special conditi

ose

the
hen
bnal
ling

res

ble-

eed

nal

ion,
pns.

If needd

d)\tlle operator performs steps necessary to enter into contingency operations and possibly power down

the

system. Contingency operations are performed in accordance with pre-established procedures for such an event. Often
these procedures are accompanied by a continuity plan.

Manag

e results of operation. This activity consists of the following tasks:

1) Record results of operation and anomalies encountered.

NOTE

The Project Assessment and Control and Quality Assurance processes are used to analyze the incident

problem data to identify the root cause, enable corrective or improvement actions, and to record lessons learned.

2) Record operational incidents and problems and track their resolution.

and
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NOTE1 Performing incident and problem resolution is handled through the Quality Assurance and Project Assessment
and Control processes. Changes to the requirements, architecture, design, or software system elements are done using
other Technical processes.

NOTE 2 Ifan incident is experienced during operation, the operator records the incident (or is alerted to an automated
notification) and performs actions prescribed in validated operating procedures to restore normal operations. Some
procedures allow for provision of a temporary workaround solution until root cause analysis can be performed.

NOTE 3 During software operation, the conditions under which the problem occurred are typically documented,
consistent with maintaining or restoring operational availability, so that if possible, the problem can be duplicated in a
test environment and the root cause identified. Problem resolution usually involves determining the severity and impact
of the problem and whether or when the problem is to be corrected or accepted for a time as a known error.

'2) Maintain traceability of the npm‘:\rinnql services and r‘nnﬁgnrnfinn items

NOTE Bidirectional traceability is maintained between the operational services and the business-ormission needs,
operational concept, concept of operations, and stakeholder requirements. The operational confijguratign items are
traceable to the released versions and validated through PCA or FCA.

4) Provide key artifacts and information items that have been selected for baselines.

NOTE This process identifies candidates for the baseline, and the Information”’Mahagement process |controls the
information items, such as reports on operational service performance. Key artifacts, (information items) fofr Operations
are listed in Annex B.

d) | Support the customer. This activity consists of the following tasks:

1) Provide assistance and consultation to the customershand users to resolve complaints, incidents,
problems, and service requests.

NOTE1 Assistance and consultation includes providing /or recommending sources for training, dofumentation,
vulnerability resolution, anti-counterfeit activities, and aether services supporting effective use of the software|system.

NOTE2 Customer support can include communication with customers of services, users, and other stakeholders to
receive service requests and change requests, reSelve complaints, and provide information on the resolutior] of incidents
and problems.

2) Record and monitor requests and subsequent actions for support.

3) Determine the degree tolwhich the delivered software system or services satisfy the ng¢eds of the
customers and users.

NOTE  The results aré\analyzed and the required actions to restore or amend software system or servicgs to provide
continued customerysatisfaction and software system usability are identified. Wherever possible the benefit gf such action
is agreed with stakeholders or their representatives. The customer satisfaction data also serves as an input tp the Quality
Management process.

6.4/13 Mainténance process

6.4/13.1~ Purpose

The purpose of the Maintenance process is to sustain the capability of the system to provide a service.

This process monitors the system’s capability to deliver services, records incidents for analysis, takes corrective,
adaptive, perfective and preventive actions and confirms restored capability.

For software systems, the Maintenance process makes corrections, changes, and improvements to deployed
software systems and elements. The software systems maintenance approach differs for systems that are freely
available, in wide commercial distribution, or operating in a small number of controlled environments.

The need for software system maintenance can arise from multiple causes other than latent system defects, such

as changes to interfaced systems or infrastructure, evolving security threats, and technical obsolescence of system

elements and enabling systems over the system life cycle. Often the extension of capability, mid-life upgrade, or

evolution of legacy systems becomes a new software system development project that will apply the set of
95
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processes within an appropriate life cycle. If so, the Portfolio Management process is the starting point to initiate
the work. In other cases, software system maintenance is performed as a continuing series of prioritized work
items, possibly on a level of effort basis. Maintenance of software system elements can include hardware, software,
and services, such as communication or web services. Maintenance is closely connected with the Configuration
Management process and software asset management and is performed concurrently with the other Technical
processes.

NOTE ISO/IEC/IEEE 14764:2006 Software Engineering — Software Life Cycle Processes — Maintenance and 1SO/IEC 16350,
Information technology — Systems and software engineering — Application management, provide additional detail. The
SWEBOK, Guide to the Software Engineering Body of Knowledge, Software Maintenance knowledge area discusses software
maintenance fundamentals, key issues, measurement, techniques, maintenance process and support activities, and tools. The
guide also discusses models, techniques and measures that support software reliability.

6.4.13.2 QPutcomes

As a result pf the successful implementation of the Maintenance process:
a) Mpintenance constraints that influence system requirements, architecture, or design are-identified.
b) Any enabling systems or services needed for maintenance are available.
c) Re¢placement, repaired, or revised system elements are made available.
d) The need for changes to address corrective, perfective, or adaptive mainténance is reported.

e) Failure and lifetime data, including associated costs, is determined.

6.4.13.3 Activities and tasks

The projecq shall implement the following activities and tasks.in accordance with applicable organization polities
and procedpres with respect to the Maintenance process.

a) Prepare for maintenance. This activity congists of the following tasks:
1) Define a maintenance strategy, including‘consideration of the following:
) Establishing priorities, typical schedules, and procedures for performing, verifying, distributing,

and installing softwaré ‘maintenance changes in conformance with operational availabflity

requirements;

il) Establishing techniques and methods for becoming aware of the need for corrective, adaptive,
and perfective maintenance;

ii]) Periodic-assessment of the design characteristics in case of evolution of the software system and
of\its.architecture;

i) Forecasting potential obsolescence of components and technologies using information| on

tachnical chaongac 10 valatrad coctanac
e Car-Cra g e ST eratCa Sy Stents;

V) Establishing priorities and resources to obtain access to the correct versions of the product and
product information needed for performing maintenance (e.g., scheduled or phased installation,
maintenance patches or software upgrades);

vi) Measures for maintenance that will provide insight into performance levels, effectiveness, and
efficiency, including access to historical fault and failure;

vii) Agreed rights to data and the impact on data in the system during problem resolution and
maintenance activity;

viii) Approach to assure that counterfeit or unauthorized system elements are not introduced into the
system;
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ix) Impact of the maintenance change on other software systems elements versus the risk of leaving
areported software anomaly in place; and
X) The skill and personnel levels required to effect system or software repairs or replacements, fixes,

patches, updates, and upgrades, considering legal and regulatory requirements regarding health

and safety, security, and the environment.

2) For non-software elements, define a logistics strategy throughout the life cycle, including acquisition and
operational considerations: the number and type of replacement elements to be stored, their storage

locations and conditions, their anticipated replacement rate, and their storage life and renewal

NOTE
helps to ensure that the necessary material and resources, in the right quantity and quality, are available at th

frequency.

Supportability implications are considered early during concept exploration or development stages. Logistics

e right place

and time throughout deployment and sustainment stages.

3) Identify constraints from maintenance to be incorporated in the system/software requirements,
architecture, or design.
NOTE These often result from the need to 1) re-use existing maintenance and verification enabling systems; 2) re-use

existing holdings of replaceable system element and accommodate re-supply limitations; 3) conduct maj
specific locations or environments. For example, software architectures and desighS/that emphasize ej
modularity, and scalability can be simpler to maintain. Requirements to document the‘system design and con
reduce the effort needed to reverse engineer systems and elements when maintehanice is needed. The system
and design reflect the need to roll back, back up, and recover data during,problem resolution. Functions
system available for remote diagnostics and maintenance can be incorporatediin the architecture and design.
4) Identify trades such that the system and associated mainteniance and logistics actions result i
that is affordable, operable, supportable, and sustainable,

NOTE The System Analysis and Decision Management¢processes are used to perform the assessmen
decisions.

5) Identify and plan for the necessary enabling'systems or services needed to support maintenar

NOTE This includes identification of requiremients and interfaces for the enabling systems. The selectiof
systems for maintenance often reflects the need to re-use existing or equivalent design, development, and d
management infrastructure as during theinitial system implementation.

6) Obtain or acquire access.to the enabling systems or services to be used.

NOTE  The Validation process is used to objectively confirm that the maintenance enabling system achieveq
use for its enabling functions.

Perform maintenance. This activity consists of the following tasks:

1) Review.stakeholder requirements, complaints, events, incident and problem reports to identif
adaptive, perfective and preventive maintenance needs.

NOTE " For software systems with iterative life cycles, changing requirements can be considered as th
adaptive and perfective maintenance activities. For software maintenance, this process makes corrections,

intenance in
ncapsulation,
ttruction can
architecture
to make the

h a solution

s and trade

ce.

0 of enabling
onfiguration

its intended

7 corrective,

e source for
rhanges, and

imanravamante to danlaovad coftuwara ac wwall ac matching and nndatac to maintain cuctam cactrity
1 oy 7 T =) T J J

2) Analyze the impact of maintenance changes on data structures, data, and related software fun
documentation, and interfaces.

NOTE Reviews and analyzes often include factors such as the category of maintenance action; size of modi
involved; time to modify; and impacts on performance, safety or security.

3) Upon encountering unexpected faults that cause a software system failure, restore the
operational status.

NOTE

ctions, user

fication; cost

system to

Restoration to full or degraded operational status can often be accomplished through a rollback, workaround or

by identifying and correcting the cause of the fault. If full restoration is delayed or not possible, the system is restored to a
degraded mode, consistent with the contingency planning. If possible, the fault is replicated using a distinct environment
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similar to the operational environment and the root causes of the fault are identified. The Configuration Management
process, especially release management activities, is invoked to control scheduled and emergency changes to the system.

4) Implement the procedures for correction of flaws (defects) and errors, or for replacement or upgrade of
system elements.

NOTE 1 Correction of flaws and errors uses problem resolution and can be handled through the Quality Assurance and
Project Assessment and Control processes.

NOTE 2  Typically, regression testing is performed to verify that the maintenance change has not introduced other
issues, i.e., complete and correct implementation of the new and modified requirements without effect on the performance
of the original, unmodified requirements. The Transition process can be applied for deployment of major maintenance
changes; minor fixes are typically handled as part of the Maintenance process. Actions are recorded in order to facilitate

future ngadn

NOTE 3 System and data recovery procedures and maintenance information are often made available on media‘thjt is
usable gt the point of performing maintenance.

5) Perform preventive maintenance by replacing, patching, augmenting, or upgrading Spftware sysfem
elements, to improve the performance of a software system that is projected to jreach unacceptable
senvice levels, e.g., lack of capacity due to increases in demand or stored data, or’to avoid unacceptgble
operating conditions, e.g., running with outdated security software.

6) Idgntify when adaptive or perfective maintenance is required.

NOTE Adaptive and perfective maintenance actions usually involve change to the system/software requiremgnts,
architedture and design. A new project can be started to modify the existing software system.

Perform logistics support. This activity consists of the following tasks:
NOTE | The logistics actions enable the software system to sustaifoperational readiness. The actions include provisjons

for staffing, supply support, support equipment, technical data needs (user documentation) and agreed data rights,
training support, communications, equipment/computing resouree support, and facilities.

—-

1) Obtain resources to support the software system through its life cycle or the project’s life (acquisif
logistics).

on

NOTE | Acquisition Logistics considerations are included in the agreement resulting from the Agreement processes. This
includeg performing analysis to identify cost-effective changes to the initial design of the system for supportability fand
ease of naintenance, as well as arrangements for distributing software fixes and upgrades during utilization/deploymnient.
These dgcisions are often constrained-by availability requirements and impact the supply chain management.

2) Mdnitor the quality andhavailability of replacement elements and enabling systems, their delivery
mechanisms and their'continued integrity during storage.

NOTE | Operational logistics involves the concurrent adjustment of both the system-of-interest and enabling systpms
throughjout the operational life to help ensure effective and efficient delivery of software functions. It also inclydes
availability of skilled resources. For example, reliable enabling systems are available with the capacity to read software
stored dn previous media formats, or to migrate backup files to current media and currently maintained enabling systgms.

3) Implement mechanisms for software system or element distribution, including packaging, handling,
storage and communications or transportation needed for items during the life cycle.

NOTE 1 Software distribution and installation is typically automated. Software packages commonly include software
license terms, including data rights, and elements for software asset management. Logistics planning for other systems
elements is often required to support the objectives of the Integration and Transition processes.

NOTE 2 Consider the need to store spare elements or backup copies of software onsite or in additional locations, to
maintain software system capabilities, as required (perhaps at a reduced level for contingency operations).

4) Confirm that logistics actions to fulfill software system or element supportability requirements or achieve
operational readiness are planned and implemented.
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NOTE These logistic actions can include staffing, supply support, support equipment, technical data needs (user
documentation, instructions, lists), training support, communications, equipment/computing resource support, and
facilities.

d) Manage results of maintenance and logistics. This activity consists of the following tasks:

1) Record incidents and problems, including their resolutions, and significant maintenance and logistics
results.

NOTE This includes anomalies due to the maintenance strategy, the maintenance enabling systems, execution of the
maintenance and logistics, or incorrect system definition. The Project Assessment and Control and Quality Assurance
processes are used to perform maintenance problem identification and resolution, e.g,, analyze the data to identify the
root cause, enable corrective or improvement actions, and record lessons learned. This activity can include changes to
r design are
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done within other Technical processes.

2) Identify and record trends of incidents, problems, and maintenance and logistics actions,

NOTE1 Trend data and problem resolution reports are used to inform operations ahd, maintenance personnel,
customers, and other stakeholders and projects that are creating or utilizing similar systempentities.

NOTE 2 Incident and problem reporting, including resulting action taken, is tracked through the incident/and process
management activity of the Quality Assurance process.

3) Maintain traceability of the system elements being maintained.

NOTE Bidirectional traceability is maintained between the recorded-maintenance actions and the soft]
elements and life cycle artifacts. Changes in software asset manageiment, such as assignment of softwar
replacement systems, are recorded.

ware system
e licenses to
4) Provide key artifacts and information items thathave been selected for baselines.

aselines and
Management

NOTE The Configuration Management process is used to establish and maintain configuration items and H
to track licenses and data rights. This process identifies candidates for the baseline, and the Information
process controls the information items, such as,maintenance procedures.

5) Monitor and measure customer satisfaction with system and maintenance support.

NOTE ISO 10004:2012 contains<guidelines for monitoring and measuring customer satisfaction. When customer

satisfaction data is collected, it is then used in the Quality Management process.

6.4{14 Disposal process

6.4/14.1 Purpose

Thd
use

(e.g

Thi

purpose ofthe Disposal process is to end the existence of a system element or system for a specifi
appropriately handle replaced or retired elements, and to properly attend to identified critical dis
, per an-agreement, per organizational policy, or for environmental, legal, safety, security aspects).

bd intended
bosal needs

5 process deactivates, disassembles and removes the system or any of its elements from the sp4

cific use. It

addresses any waste products, consigning them to a final condition and returning the environment to its original
or an acceptable condition. The waste products can be in-process resulting during any life cycle stage, e.g., waste
materials during fabrication. This process destroys, stores, or reclaims system elements and waste products in an
environmentally sound manner, in accordance with legislation, agreements, organizational constraints and
stakeholder requirements. Disposal includes preventing expired, non-reusable, or inadequate elements from
getting back into the supply chain. Where required, it maintains records in order that the health of operators and
users, and the safety of the environment, can be monitored. When part of the system will continue to be in use in a
modified form, the Disposal process helps ensure the proper handling of the portion being retired.

Disposal of software systems encompasses the termination of services and disposal of software elements, stored
data, media and firmware, information items, and associated hardware elements that will not be reused or
transitioned to another system. The Disposal process is intended to be applicable in any stage of a software
systems life cycle. For software, the Disposal process applies throughout the life cycle to source code or executable
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copies of the software, personally identifiable or controlled data used in the software system, and associated
information items, retained under centralized configuration control or distributed for use, e.g.,, disposing of
prototypes in early life cycle stages, and decommissioning elements replaced from modifications during
utilization/deployment and support stages. When the system-of-interest is being modified for technology or

capability u

pgrades, only the impacted elements are deactivated and removed.

NOTE The Business or Mission Analysis process and Decision Management process are typically applied to address the
impact on stakeholders of system disposal and potential new system capabilities.

6.4.14.2 Outcomes

As a result of the successful implementation of the Disposal process:

a) Di

q

—

b) An

c) Th
req

d) Th

posal constraints are provided as inputs to requirements, architecture, design, and implementation

i enabling systems or services needed for disposal are available.

uirements, e.g., safety and security requirements.
P environment is returned to its original or an agreed state.

Cords of disposal actions and analysis are available.

e system elements or waste products are destroyed, stored, reclaimed or recycled in‘dccordance with

6.4.14.3

The project

a) Prepat

1) De

i

Activities and tasks

e for disposal. This activity consists of the following tasks:

Permanent termination of the system’s functions and delivery of services, e.g., physical destruct
adapted form;

Identification of ownership and responsibility for retention or destruction of data and intellec
property in the software system;

avoiding stibsequent adverse effects on stakeholders, society and the environment;

condition of resulting physical material and information;

vi)

Notiffcatton to retevant Stakenoiders of Significant diSposat activities, €.g., TeUTement or repiace
of a system, software products or services, retirement schedule, or replacement options; and

Identification of schedules, actions, responsibilities, and resources for disposal activities.

shall implement the following activities and tasks in accordance with applicable organization polities
and procedpres with respect to the Disposal process.

fine a disposal strategy for the software system, to include each system element and to identify and
addlress critical disposal needs, including thefollowing considerations:

ion

of data storage devices, or transition of the software system elements for future reuse in modified or

ual

Transformation-of the product into, or retention in a socially and physically acceptable state, thergby

The health, safety, security and privacy concerns applicable to disposal actions and to the long-t¢rm

ent

2) Identify constraints on disposal for the system/software requirements, architecture and design
characteristics, or implementation techniques.

NOTE

This includes access to and availability of archives or long-term storage locations and available skilled resources
for system deactivation and communication with stakeholders and interface partners.

3) Identify and plan for the necessary enabling systems or services needed to support disposal.

NOTE
100

This includes identification of requirements and interfaces for the enabling systems.
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4) Obtain or acquire access to the enabling systems or services to be used.

NOTE
for its enabling functions.

The Validation process is used to objectively confirm that the disposal enabling system achieves its intended use

5) Specify containment facilities, storage locations, inspection criteria and storage periods, if the software

system or data is to be stored, consistent with security and environmental considerations.

6) Define preventive methods to preclude disposed elements and materials that should not be repurposed,

reclaimed or reused from re-entering the supply chain.

Perform disposal. This activity consists of the following tasks:

1) Deactivate the software system or element to prepare it for removal.

NOTE Interfaces to other systems are considered, in accordance with special procedures or instructions,
health, safety, security and privacy constraints.

2) Remove the software system, its elements, its data, and non-reusable material fiom use or prd
appropriate disposition and action.

NOTE The disposition includes reuse, recycling, reconditioning, overhaul, ‘ot ‘destruction. The disy
subsequent actions are conducted in accordance with relevant safety, securjty, privacy and environment:
directives and laws. Elements of the software system that have useful life reinaining, either in their current
following modification, are transferred to other systems-of-interest or ‘erganizations. Where approprig
refurbishing system elements to extend their useful life.

3) Withdraw impacted operating staff from the software<system or system element and reco
operating knowledge.

NOTE Reallocate, redeploy or retire operators. This is‘€onducted in accordance with relevant safety, secy
and environmental standards, directives and laws. Actte'safeguard and secure operator’s knowledge and sk
Knowledge Management process.

4) Reuse, recycle, recondition, overhaul,archive, or destroy designated software system elements.

NOTE Handle system elements and their parts that are not intended for reuse in a manner that will assur
get back into the supply chain.

and relevant

duction for

osition and
hl standards,
condition or
te, consider

rd relevant

rity, privacy

lls, using the

e they do not

5) Conduct destruction of'the system elements, as necessary, to reduce the amount of waste treatment or to

make the waste easiér to handle.

NOTE When the gleiment is non-maintainable or non-recyclable, it is necessary to prevent the elements
back into the supply chain, e.g., complete erasure of all software from all system storage media and removal o
data, and intexfaces. This activity includes obtaining the destruction services to melt, crush, incinerate,
eradicate the System or its elements as necessary.

Finalizethe disposal. This activity consists of the following tasks:

from getting
license keys,
demolish or

1)

Confirm that detrimental health, safety, security, and environmental conditions following di

bposal have

beemrdentifiedandtreated:

2) Return the environment to its original state or to a state that is specified by agreement.

3) Archive information gathered through the lifetime of the product to permit audits and rev
event of long-term hazards to health, safety, security and the environment, and to permit futu
system creators and users to build a knowledge base from experience.
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Annex A
(normative)

Tailoring process

A.1 Introduction

This Annex

provides requirements for the tailoring of this document.

NOTE 1
conformancg

NOTE 2
processes.

A.2 Tailgring process

A.2.1 Pun

Tailoring is not a requirement for conformance to this document. In fact, tailoring is not permitted if a claim.of
" is to be made. If a claim of “tailored conformance” is made, then this process is applied to perform thejtailorin

Additional guidance for tailoring can be found in ISO/IEC/IEEE 24748 (all parts) on the applieation of life c

pose

full
g.

ycle

The purpog
or factors t

a)
b)

sul
inf]

refi

c)

e of the Tailoring process is to adapt the processes of this documént to satisfy particular circumstar
hat:

round an organization that is employing this document.in an agreement;
uence a project that is required to meet an agreemernt in which this document is referenced;

ect the needs of an organization in order tosupply products or services.

ces

A.2.2 Ouf

comes

As aresult

a) M
model

bf the successful implementation of the Tailoring process:

pdified or new life cycle processes are defined to achieve the purposes and outcomes of a life c)

cle

A.2.3 Act

If this docy
with applic

ivities andtasks

hblé pelicies and procedures with respect to the Tailoring process, as required.

ment-is tailored, then the organization or project shall implement the following tasks in accordance

a)

1) sta
2)
3)
4) sta

5)

6)
102

bility of, and variety in, operational environments;

risks, commercial or performance, to the concern of interested parties;

novelty, size and complexity;

rting date and duration of utilization;

integrity issues such as safety, security, privacy, usability, availability;

emerging technology opportunities;

Identify and record the circumstances that influence tailoring. These influences include, but are not limited to:
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7) profile of budget and organizational resources available;

8) availability of the services of enabling systems;

9) roles, responsibilities, accountabilities and authorities in the overall life cycle of the system; and

10) the need to conform to other standards.

In the case of properties critical to the system, take due account of the life cycle structures recommended or

mandated by standards relevant to the dimension of the criticality.

Obtain input from parties affected by the tailoring decisions. This includes, but may not be limited to:

1) the system stakeholders;
2) the interested parties to an agreement made by the organization; and
3) the contributing organizational functions.

Make tailoring decisions in accordance with the Decision Management process to achieve the py
outcomes of the selected life cycle model.

NOTE1 Organizations establish standard life cycle models as a part of the Life 'Cycle Model Management
sometimes appropriate for an organization to tailor processes of this doetnent in order to achieve the p
outcomes of the stages of a life cycle model to be established.

NOTE 2 Projects select an organizationally-established life cycletimodel for the project as a part of the Pro
process. It is sometimes appropriate to tailor organizationally adopted processes to achieve the purposes and|
the stages of the selected life cycle model.

NOTE 3 In cases where projects are directly applying.this document, it is sometimes appropriate to tailor
this document in order to achieve the purposes and qutcomes of the stages of a suitable life cycle model.

Select the life cycle processes that require tailoring and delete selected outcomes, activities, or task

NOTE1 Irrespective of tailoring, organizations and projects are always permitted to implement processes
additional outcomes or implement additional activities and tasks beyond those required for conform
document.

NOTE2 An organization or'project sometimes encounter a situation where there is the desire to modify al
this document. Modification.is to be avoided because of unanticipated consequences on other processe
activities or tasks. If necessary, modification is performed by deleting the provision (making the appropr]
tailored conformance)'and, with careful consideration of consequences, implementing a process that achiev
outcomes or performs/additional activities and tasks beyond those of the tailored standard.

rposes and

process. It is
urposes and

ect Planning
outcomes of

processes of

that achieve
hnce to this

provision of
s, outcomes,
ate claim of
bs additional
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Annex B
(informative)

Examples of process information items

Table B.1 provides a possible set of work products, including artifacts, records, information items, and data stores
associated with each process. This list is not all-inclusive: for each process, an organization may decide to develop
a policy, plan, procedures, reports, and records, to demonstrate the outcomes or perform the activities and tasks.
Where less intensive documentation is considered sufficient, information items can be combined. Also the
organizatioffal policies and procedures can be applied or tarlored Tor each process and project. Typical Ttem ttles
are shown, [including common examples of alternate titles in parentheses.

NOTE See ISO/IEC/IEEE 15289 for guidance on content and management of Information Items.

Artifacts, rgcords, record stores, and information items are usually initiated in one process andevised, enhan¢ed,
or completgd in other processes. For convenience, they are listed once in this table, in a process where they|are
commonly [initiated. When the software system artifacts and information are transformed or elaborated| by
another prcess, traceability is maintained and a traceability mapping can be produced, For example, traceabllity
can be maintained between organizational and project processes, and between requirements, architecture pnd
design eler:ﬁ:nts, and verification cases.

Table B.1 — Sample information items by.process

Procegs Process Typical Item Title Item
Group Type
Agreement processes
Acquisition process
Acquisition Plan info
Request for Supply (e.g., Request for Proposal, Request for Tender) info
Agreement Change Request info
Agreement (e.g., Contract) info
Agreement Change Management Procedure info
Delivery Acceptance Report info
Supply process
Supply Responsé€ (€.g., Proposal, Tender) info
Agreement(Change Request info
Agreement Change Management Procedure info
Supply:Delivery Records (for system, software, product or service) record

Organjzational Project-Enabling processes
Life Cycle Model Management process

Organizational Policies info
Life Cycle processes artifact
Life Cycle Process Description info
Life Cycle Model artifact
Organizational Procedures (Process Management Procedures) info
Process Assessment Report info
Process Improvement Plan info
Process Improvement Report info
Infrastructure Management process
Infrastructure Requirements artifact
Infrastructure Element artifact
Infrastructure Description info
Infrastructure Change Request info
Portfolio Management process
Project Portfolio store
Project Budget artifact
Project Authorization info
Human Resource Management process
Skill Needs Report info
Skill Development Assets (Training Materials) artifact
Skill Development Records (Skill Inventory, Training Record) record
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Process Process

Group

Typical Item Title

Qualified Personnel
Staff Assignment Records
Quality Management process
Quality Management Plan (Policies, Objectives)
Quality Management Procedures
Quality Assurance Assessment Results
Corrective and Preventive Action Report (Problem Management Report)
Knowledge Management process
Knowledge Management Plan
Knowledge Management Procedures
Knowledge Asset Records

Item
Type
artifact
record

info
info
record
info

info
info
record

Knowledge Assets
=3

Technical Management processes
Project Planning process
Project Plan (e.g,, Project Technical Management Plan, Systems or Software
Engineering Management Plan, Software Development Plan, Transition Plan)
Work Breakdown Structure
Resource Request
Project Schedule
Project Infrastructure and Services Requirements
Project Assessment and Control process
Measurement Analysis Results and Recommendations
Project Assessment Report
Review Minutes
Authorization to Proceed to Next Milestone
Decision Management process
Decision Request
Decision Records
Risk Management process
Risk Management Plan
Risk Profile
Risk Action Request
Configuration Management process
Configuration Management Plan
Configuration Management Procedures
Configuration Mandgement Records
Configuration Baseline
CM Change/Variance Request
Configuration Status Report
Configuration Evaluation Report
Systemy/Software Release Report
Information'Management process
Information Item Archive
Information Management Procedures
Information Management Report
Measurement process
Measurement Records
Measurement Procedures
Measurement Information Needs Report
Measurement Report
Quality Assurance process
Quality Assurance Procedures

arfifact

info

artifact
info

arfifact
arfifact

_
=
o oo o

record

info
record
info

info
info
regcord
artifact
info

_
=
o o o

Quality Assurance Evaluation Report
Quality Assurance Records
Incident Records
Problem Records
Technical processes
Business or Mission Analysis process
Preliminary Life Cycle Concept
Solution Alternative Classes Assessment Report
Stakeholder Needs and Requirements Definition process
Operational Concept
Stakeholder Needs Assessment
Stakeholder Requirements
Stakeholder Requirements Specification
Stakeholder Requirements Report
Critical Performance Measures
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artifact
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artifact
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artifact
info
info
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Process Process Typical Item Title Item
Group Type
System/Software Requirements Definition process
System or Element Description info
System/Software Requirements artifact
System/software requirements Specification info
Requirements Change Request info
Architecture Definition process
Architecture Viewpoints artifact
Architecture Views and Models (Architecture Description) artifact
Interface Definition (initial) artifact
Design Definition process
Design Artifact artifact
nncign Artifacts annrl’ (nncign r]ncr‘ripﬁnn) info
Interface Specification info
System Analysis process
System Analysis Report info
Implementation process
Software System Element artifact
Implementation Procedures info
Implementation Records (unit test results) record
Integration process
Interface Control Description info
Integration and Test Procedures info
Integrated Software System Elements (software library) artifact
Integration Records record
Verification process
Verified System artifact
Verification Procedures info
Verification Records record
Verification Report info
Transition process
Prepared Site for Operations artifact
Transitioned System/Software artifact
Transition Records record
Validation process
Validated System artifact
Validation Procedures info
Validation Records record
Validation Report info
Operation process
Continuity plan info
Operational procedures (User documentation) info
Operation Records record
Problem Report info
Custemer Support Request info
Custemer Support Records record
Operation Report info
Maintenance process
Replacement System Element artifact
Maintenance Procedures (Logistics Procedures) info
Maintenance (Logistics) Records record
Maintenance Requests record
Maintenance (Logistics) Report info
Disposal process
Disposal Records record
Archive Report info
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Annex C
(informative)

Process Reference Model for assessment purposes

C.1Introduction

Some users of this document may desire to assess the implemented processes in accordance with the ISO/IEC

33(
for

Thd

ang
ang

C.2

C.2

ISO
sta
des
req
the

C.2

AP

use in conjunction with those standards.
PRM is composed of the processes in the body of this document, including the name, Statement

the clauses in which they are defined.

00 series standards for process assessment. This annex provides a Process Reference Model (RRM) suitable

of purpose,

statement of outcomes for each process. Subclause C.3 identifies the processes in therprocess reference model

Conformance with ISO/IEC 33004

.1 General

IEC 33004 subclause 5.3 places requirements on process referénce models suitable for assessment by that

ndard. The following sections quote the ISO/IEC 33004 requirements for process reference models and

cribe how these are met by this document. In each of the following subclauses the italicized text] quotes the

uirement from the text of ISO/IEC 33004 and the nonritalicized (upright) text describes the mannger in which

requirement is satisfied in this document.

.2 Requirements for process referencé.models

Focess Reference Model shall contain: [ISOAEC 33020, 5.3.1]

a) A declaration of the domain of the process reference model. This is provided in Clause 1.

b) A description of the relationship between the process reference model and its intended context of use.
This is provided by Clause 5.

c¢) Descriptions, meeting the requirements of [33004] 5.4 [below], of the processes within the dcope of the
process reference model; This is provided in Clause 6 in the description of each process.

d) A description of the relationship between the processes defined within the process reference model. This
is pfovided in 5.6

The process reference model shall document the community of interest of the model and the actidns taken to

achieve consensus within that community of interest: [ISO/IEC 33020, 5.3.2]

the relevant community of interest shall be characterized or specified; The relevant community of interest is the

users of ISO/IEC/IEEE 15288 and ISO/IEC/IEEE 12207.

the extent of achievement of consensus shall be documented; Both ISO/IEC/IEEE 15288 and ISO/IEC/IEEE
12207 are international standards satisfying the consensus requirements of ISO/IEC and IEEE. (Not

applicable).

if no actions are taken to achieve consensus, a statement to this effect shall be documented. (Not applicable).
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The processes defined within a process reference model shall have unique process descriptions and identification.
[ISO/IEC 33020, 5.3.3] The process descriptions are unique. The identification is provided by unique names and
by the clause numbering of this annex.

C.2.3 Process descriptions

The fundamental elements of a process reference model are the descriptions of the processes within the scope of the

model.

The process descriptions in the process reference model incorporate a statement of the purpose of the process, which
describes at a high level the overall objectives of performing the process, together with the set of outcomes that
demonstrate successful achievement of the process purpose.

A process d

a) approcess shall be described in terms of its purpose and outcomes;

b) thq set of process outcomes shall be necessary and sufficient to achieve the purpose of thelprocess; and

c) pr

bagic level of any relevant process measurement framework conformant with ISO/AEC 33003.

A process o

a) prpduction of an artifact;

b) a gignificant change of state; and

c) m¢eting of specified constraints, e.g., requirements, goals;'etc.
These requirements are met by the process descriptionszin Clause 6 of this document. Some outcomes may
interpreted as contributing to levels of capability above'level 1 (basic) in some relevant process measureni

frameworkk. However, conforming implementationtef the relevant processes does not require achievemen
these higher levels of capability.

C.3The process reference model

The Procegs Reference Model (RRM) is composed of the statement of purpose and outcomes of each of
processes included in Clause 6~0f*this document. The PRM for the software life cycle is composed of the se

processes i

108

scription shall meet the following requirements:

cess descriptions shall not contain or imply aspects of the process quality chafacteristic beyond

tcome describes one of the following: [ISO/IEC 30004:2015, 5.4]

h Figure 4, shown previously in 5.6.1 of this document.

|
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Annex D
(informative)

Process integration and process constructs

D.1 Introduction

A harmonization project within ISO/IEC JTC 1/SC 7 — a parallel, coordinated revision of ISO/IEC/IEEE 15288 and

IS
to Both of these documents — is the first, large step towards an integrated set of standards describing
soffware life cycles. Concepts of continual process improvement and capability assessmient’ are
established and recognized, and are being standardized in the ISO/IEC 33000 series of standards (re
ISO|/IEC 15504 series). The Process Reference Models in Annex C of ISO/IEC/IEEE 15288:2015 and thi
are| intended to be used in conjunction with ISO/IEC 33020:2015 for capability assessment of th
processes. Capability determination of processes requires that the process descriptions include a clea
of the purpose of the process and a description of the expected outcomes. Gonsistent implementsa
prdcesses is aided by having activities, tasks, and implementation notes defined. Thus, the life cycle g
both life cycle standards have adopted common process constructs, as definéd\in D.2, Process construd
usage, and are consistent with the process definition guidance contained i’ ISO/IEC/IEEE TR 24774.

Process constructs and their usage

Th
fas

process descriptions in this document follow clearly ‘defined rules. First, they were grouped
ion. Those groupings are dictated by:

a) Logical relations among the processes; and

b) Responsibility for execution of the processes.
Thi
Grg

is ¢
per

5 document groups the activities that\may be performed during the life cycle of the system into f
ups. The top-level description of‘thése groups can be found in 5.6. Each life cycle process within t}
escribed in terms of its purpese and desired outcomes and lists the activities and tasks that
formed to achieve those outcomes.

c) Agreement processes - two processes (6.1);

d) Organizatianal Project-Enabling processes - six processes (6.2);

e) Techhical Management processes - eight processes (6.3); and

f) (Technical processes - fourteen processes (6.455).

IEC/IEEE 12207, and development of guidance in ISO/IEC/IEEE 24748 (all parts), which provides

guidelines
system and

now well
placing the
5 document
e life cycle
I statement
tion of the
rocesses in
ts and their

in a logical

ur Process
ose groups
need to be

nnnnnnn S an i-l-\n v\nvw\'\] zad

Consi

r]nnnmnf— foR—Fu- ln‘- ﬂ]]l\‘ln
P*

Nithin this

STITeTTT Pu\,uu;uu OT—pPTrocesSS—at5t

document a subclause numbered as 6.x denotes a process group and 6.x.y denotes a process w1th1n that group.
Subclauses numbered as 6.x.y.1 describe the purpose of a process, subclauses numbered 6.x.y.2 describe the
outcomes of a process, and subclauses numbered as 6.x.y.3 describe the activities and tasks of a process.

Figure D.1 is a representation of process constructs used in this document and in ISO/IEC/IEEE 15288:2015.
These are Process, Activity, Task, and Note.

A process requires a name, purpose and at least one outcome. Each process has at least one activity. A set of
processes, with their statements of purpose and outcomes, constitute a Process Reference Model (PRM).

An activity is a construct of related tasks for producing outcomes, Activities provide a means to organize related
tasks within the process, to improve understanding and communication of the process. If an activity is cohesive
enough, it can be converted to a lower level process by drafting a purpose and a set of outcomes.
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A task is a detailed provision for implementation of a process. It may be presented as a requirement (“shall”), a
recommendation (“should”) or a permission (“may”).

Notes are used to explain the intent or mechanics of a process, activity, or task. Notes provide insight regarding
potential implementation or areas of applicability, such as lists, examples, and other considerations.

0...

PROCESS

Name
Purpose
Outcome

> ol

1..

ACTIVITY

Name

TASK

NOTE

Figure D.1(— ISO/IEC/IEEE 12207:2017 and ISO/IEC/IEEE 15288:2015 process constructs

110
© ISO/IEC 2017 - All rights reserved
© IEEE 2017 - All rights reserved


https://iecnorm.com/api/?name=780a924729750b2069e9d02e545d732e

ISO/IEC/IEEE 12207:2017(E)

Annex E
(informative)

Process views

E.1Introduction

A process view allows those representing a particular engineering interest to see gathered in a single place the set

of process activities that directly and succinctly address their concern. For such interests, a process \
developed to organize processes, activities, and tasks selected from ISO/IEC/IEEE 15288 or ISO/EC/

to
pro

E.Z

The
pro
the
eve

For
vie

inc

127

E.3

Ap
pro

rovide a focus to their particular concern in a manner that cuts across all or parts of the life cycle.
vides sample process viewpoints that may be used to define process views in these instarices.

The process view concept

re may be cases where a unified focus is needed for activities and tasks‘that are selected fror
cesses to provide visibility to a significant concept or thread that cuts‘across the processes empl
life cycle. It is useful to advise users of this document how to identify‘and define these activities fd
n though they cannot locate a single process that addresses their specific concern.

this purpose, the concept of a process view has been formulated. Like a process, the description
v includes a statement of purpose and outcomes. Unlikec process, the description of a process vie

riew can be
EEE 12207
This annex

n disparate
byed across
r their use,

f a process
w does not

ude activities and tasks. Instead, the description in¢ludes guidance explaining how the outcomnes can be
achiieved by employing the activities and tasks of the various processes in [SO/IEC/IEEE 15288 and IS

07. Process views can be constructed using the precess viewpoint template found in E.3.

Process viewpoint

rocess view conforms to a process viewpoint. The process viewpoint provided here can be usq
cess views.

1) The Process viewpoint is'defined by:

1) its stakeholders: users of this document; and

2) the coneerns it frames: the processes needed to reflect a particular engineering interest.
2) Thescontents of resulting process views should include:

1)" process view name;

D/IEC/IEEE

d to create

NOTE

Z]  pPrOCESS VIEW PUIDOSE;

3) process view outcomes; and

4) identification and description of the processes, activities and tasks that implement the process view,

and references to the sources for these processes, activities and tasks in other standards.

consistent with those requirements.
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E.4Process view for specialty engineering

This section provides an example of applying the process viewpoint to yield a process view for specialty
engineering, intended to illustrate how a project can assemble processes, activities and tasks of this document to
provide focused attention to the achievement of product characteristics that have been selected as being of special

interest.

This example treats the cluster of interests, generally called specialty engineering, which includes but is not
limited to such areas as availability, maintainability, reliability, safety, security, human factors, and usability.
Within this document, these “ilities” requirements are referred to as “critical quality characteristics”. These
characteristics determine how well the product meets its specified requirements in a specific area selected for
focus. See E.6 for a process view relating to (information security assurance for software systems).

NOTE 1
characteristil
characteristi
including ma

NOTE 2
requirement.

NOTE 3
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This is a generalized instance of a process view that covers a broad set of functional and non-furcti
cs related to specialty engineering. It provides a broad view across the processes. If a specific critical ‘qu

re detailed information and requirements.

SO/IEC 25030, Software Engineering — Software product quality requirements and evaluation (SQuaRE) — Qu
, can be consulted in specifying software product quality requirements.

[NCOSE Systems Engineering Handbook contains descriptions and elaboration dbout many of the spec
hreas and the associated critical quality characteristics.

rialty Engineering Process View

he purpose of the Specialty Engineering Process View is to provide objective evidence that the sys

tisfactory levels of certain critical quality characteristics selected for special attention.

bduct critical quality characteristics are selected forspecial attention.

quirements for the achievement of the critical\guality characteristics are defined.

asures for the requirements are selected;and related to the desired critical quality characteristics.
proaches for achieving the desiredcritical quality characteristics are defined and implemented.

e extent of achievement of the'requirements is continuously monitored.

atisfactory level of thé\critical quality characteristics is specified and achieved.

The outconpes permit the p@ssibility that the desired critical quality characteristics cannot be directly measu

but instead
Measuremgq
agreement

Specialty E

might be argued-and inferred based on other product or process characteristics that can be measu
nts can be{used to show compliance with established standards. The acquirer and supplier com
pn particular standards to be used for this compliance verification.

nngineering processes, activities and tasks

C has a high priority relative to other characteristics, a specific process view can be created for that characteri
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red.
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This proces

s view can be implemented using the following processes, activities, and tasks from this document.

a) The Project Assessment and Control process (6.3.2) provides for monitoring the extent of achievement of
the requirements and critical quality characteristics and communicating the results to stakeholders and
managers. Relevant activities and tasks include b)6), 7), 9) and 10).

b)

The Decision Management process (6.3.3) provides assessment of alternative requirements, architecture

characteristics and design characteristics against the decision criteria, including the critical quality
characteristics. Results of these comparisons are ranked, via a suitable selection model, and are then used

to

ris
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decide on an optimal solution. Relevant activities and tasks include b) (all tasks); and c¢)1).

ks of the system, including those related to meeting the critical quality characteristics.

The Risk Management process (6.3.4), in its entirety, provides for identifying, evaluating, and handling
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The Information Management process (6.3.6), in its entirety, provides for the specification, development
and maintenance of information items for documenting and communicating the extent of achievement.
Information items used for the purpose of critical quality characteristics are sometimes specialized in
nature. Sources for the description of these information items include industry associations, regulators,
and specific standards.

The Measurement process (6.3.7), in its entirety, provides for defining an approach that relates measures
to the required critical quality characteristics.

The Quality Assurance process (6.3.8) addresses identified anomalies (incident and problems) that relate
to the achievement of critical quality characteristics.

The Business and Mission Analysis pracess (6 4 1) prnvidpc for the definition of the prnh]pm space and

o7

h)

j)

k)

characterization of the solution space, including the relevant trade-space factors and preliminary life
cycle concepts. This includes developing an understanding of the context and any key paraneters, such

as the critical quality characteristics, e.g., security threats, safety hazards, human intérfaces,
characteristics, and system assurance context. Relevant activities and tasks includeb)1) and 7
d)1).

The Stakeholder Needs and Requirements Definition process (6.4.2) ptovides for the se
definition of characteristics, including critical quality characteristics, and associated inform
The activities and the documentation are useful in identifying, prioritizing, defining, and
requirements for the critical quality characteristics. Relevant activjties and tasks include a
b)2),3) and 4); c)1) and 2); d) all tasks; and e)2).

The System/Software Requirements Definition process~)(6.4.2) provides for the spec
parameters for the critical quality characteristics and ‘the selection of measures for ti
achievement of these requirements with respect/to~the specific system to be develope
activities and tasks include a)1); b) all tasks; and ¢)2).

The Architecture Definition process (6.4.4) provides for the identification of stakeholder cor
an architecture perspective. These concerns often translate into expectations or constraints
life cycle stages that relate to the critical quality characteristics, such as utilization e.g.,

pperational
); €)1); and

ection and
aition items.
| recording
)1) and 2);

fication of
acking the
. Relevant

cerns from
across the
availability,

system and of the environment, e.g, adaptability, scalability, survivability;

security, effectiveness, usability; support, e.g., reparability, obsolescence management; evoq:tion of the

production,

e.g,

manufacturability, testability; ~retirement, e.g., environmental impact, transportability. This process

further addresses those critical quality characteristic requirements that drive the architectur
including the assessment\of the architecture with respect to the concerns and associated cha
Relevant activities and\tasks include a)2) and 4); b)1); ¢)2), 3), 4), and 5); d)1); and €)2).

The Design Definition process (6.4.5) provides for the determination of necessary design cha

e decisions,
racteristics.

racteristics,

which includesythe critical quality characteristics, such as security of design criteria for the specialty

characteristicsand the evaluation of alternative designs with respect to those criteria. Releva
and tasksiinclude a)2); b)1), 2), 3) 4), and 6); and c)2).

The\ System Analysis process (6.4.6) provides for the level of analysis needed to understan
space with respect to the critical quality characteristics through the conduct of mathematig
modeling, simulation, experimentation, and other techniques. The analysis results are inpt

ht activities

d the trade
al analysis,
It to trades

s. Relevant

made through the Decision Management process in support of other Technical processe
activities and tasks include a) (all tasks); and b) (all tasks).

The Implementation process (6.4.7) provides for recording the evidence that critical quality requirements
have been met. Relevant activities and tasks include b)3).

The Integration process (6.4.8) provides for planning the integration, including the considerations for
critical quality characteristics, and the assurance that the achievement of the characteristics is
determined and recorded. Relevant activities and tasks include a)1); b)3); and c)1).

The Verification process (6.4.9), provides for the planning and execution of a strategy to perform
verification, including the critical quality characteristics. The selected verification strategy can introduce
design constraints that affect the achievement of the characteristics. Relevant activities and tasks include
a)1) and 3); b)1), 2); and ¢)1) and 2).
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The Transition process (6.4.10) provides for installing the system in its operational environment. Because

some specialty properties involve a trade-off between design constraints and operational constraints,
attention to installation is often important. Relevant activities and tasks include a)4); and b) 4), 6), and 7).

q)

The Validation process (6.4.11) provides evidence that the services provided by the system meet the

stakeholders’ needs, including the critical quality characteristics. Relevant activities and tasks include
a)1) and 3); b)1) and 2); ¢)1) and 2).

The Operation process (6.4.12) provides for usage of the system. Assuring that critical quality

characteristics are appropriately achieved involves monitoring the operation of the system. Relevant
activities and task include b)3) and 4); c)1) and 2); and d)1) and 2).

o Maintenance process [641?) sustaing the r‘npnhi]ifipc of the system pnrfir‘n]m‘]v its nngring

r)

s) Th
avj
an
Re

t) Th
pl
Rd

E.5Proce

This sectio
manageme
provide fod
interest.

This examp]

hilability to provide its functions, including its critical quality characteristics. This includes fail
plysis, maintenance tasks, and logistics tasks needed to assure continued operation of the\syst
levant activities and tasks include b) all tasks; c) all tasks; and d)1) and 2).

e Disposal process (6.4.14) ends the existence of a system. The inherent need to anticipate disposal

ice constraints on development. In fact, these constraints can be critical quality’ characterist
levant activities and tasks include a)2); b)1) and 2) and c)3).

ss view for interface management
n provides an example of applying the process viewpoint to'yield a process view for intert

1t, intended to illustrate how a project can assemble processes, activities and tasks of this documer
used attention to the achievement of product characteristicsthat have been selected as being of spé

le treats a specific instance of a process view, called‘interface management, which includes interf

definition, glesign, and change management. Within this document, the tasks that comprise interface managem

are fully co

NOTE
data (repor
environmen

htained within the existing processes.

For software systems, interfaces with other systems are a typical way of receiving input data or exporting ou
s). Interfaces with external systems and’/services allow the software system to function in its operal
and with enabling systems. The GUI is a'spécial interface for human interaction with the software system.

Name: Intgrface Management Process View

he purpose of the Interface Management Process View is to facilitate identification, definition, de
ement of interfaces ofithe software system.

siness orgmission needs related to interfaces are identified.

keholder needs related to interfaces are identified

jure
em.

can
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ace
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Purpose: T
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Outcomes:
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Requirements for the interfaces are defined.

erfaces between software system elements are identified and defined.

Interfaces between the software system and external systems are identified and defined.

f) The extent of realization of the interface requirements is continuously monitored.

Interface Management processes, activities and tasks

This process view can be implemented using the following processes, activities, and tasks from this document.

NOTE
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INCOSE Systems Engineering Handbook contains descriptions and elaboration about interface management.
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The Project Assessment and Control process (6.3.2Error! Bookmark not defined.) provides for

monitoring the extent of achievement of the requirements, including interfaces, and communicating the
results to stakeholders and decision makers. Relevant activities and tasks include b)6), 7), 9) and 10).

b)

The Decision Management process (6.3.3) provides assessing alternative requirements, architecture

characteristics and design characteristics against the decision criteria, including the interfaces. Results of

these comparisons are ranked, via a suitable selection model and are then used to decide on
solution. Relevant activities and tasks include b) all tasks); and c)1).

includes management of interface specifications and interface control documents. Internal\a|
interface requirements and changes are documented in accordance with the project’s CM,stra
is commonly represented in a CM plan. Relevant activities include b)1) and d)1).

The Information Management process (6.3.6), in its entirety, provides for the specification, d
and maintenance of information items for documenting interfaces and their operational perfor

The Measurement process (6.3.7), in its entirety, provides for defining ah/approach that relatd
to the required interface information needs, and then generating and\using those measures to
identified interface information needs.

The Quality Assurance process (6.3.8), in its entirety, addrésses identified anomalies (in
problems) that relate to the achievement of interface requiréments.

g)

an optimal

The Risk Management process (6.3.4), in its entirety, provides for identifying, evaluating, and handling
risks of the system, including those related to interfaces.

tegy, which

bvelopment
mance.
S measures

hddress the

idents and

h) The Business and Mission Analysis process (6.4.1) provides for the definition of the proble
characterization of the solution space, including the description of the environment and co
as preliminary operational concepts, including seftware system interfaces and enabling syste
It often identifies external systems that interface with the system-of-interest. Relevant activitig

include b)1) and 2); and c)1).

The Stakeholder Needs and Requirements Definition process (6.4.2) provides for the iden
stakeholders concerned with interfaces, definition of operational concepts and the interact
system with users, existing interfaces to be transitioned, and the intended environment (incl
systems). It often identifies external systems that interface with the system-of-interest. Releva
and tasks include a)1), c)1J-and 2), and d)1) and 3).

j)  The System/Software-Requirements Definition process (6.4.3) provides for the definition of
boundary and thé.interface requirements. Relevant activities and tasks include a)1); b)3) an|
tasks), and d)(T),and 3).

k) The Architecture Definition process (6.4.4) provides for the identification of interface
architecture perspective as the architecture models evolve. This process further describes and

¢)1) through 4); d) 2); and f)2) and 6).

}

space and

niext, as well

interfaces.
s and tasks

ification of
ions of the
iding other
ht activities

the system
d 4); c) (all

s from an
defines the

interfaces to the extent needed for the architecture description. Relevant activities and tasks include a)2);

rfaces and

The npcign Definition process (F\ 4 ';) prnvidpc for the refinement and full definition of the int

the creation of the information items to specify the interface characteristics and protocols. Relevant

activities and tasks include b)2), 5) and 6); c3), and d)2).

architecture, design constraints, interface performance requirements, and operational p
measurements, through the conduct of modeling, simulation, and other techniques. The anal

The System Analysis process (6.4.6) provides for the level of analysis needed to balance interface

erformance
ysis results

are input to the Decision Management process in support of other Technical processes. Relevant activities

and tasks include a) (all tasks); and (b) (all tasks).

The Implementation process (6.4.7) provides for development of the interfaces and recording the

evidence that interface requirements for an implemented system element have been met. Relevant

activities and tasks include b) 1) and 3).

© ISO/IEC 2017 - All rights reserved
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0) The Integration process (6.4.8) provides for planning the integration, including the considerations for
interfaces between software system elements and with external systems. It also includes the integration
of systems or system elements and interfaces and confirming the interfaces in the integrated software
system. Relevant activities and tasks include a)1), 2), and 5); b) all tasks; and c)1).

p) The Verification process (6.4.9), provides evidence that the services provided by the system meet the
system requirements, including the interface requirements. The process provides for the planning and
execution of a strategy to perform verification, including the interface requirements. The selected
verification strategy may introduce interface constraints that affect their implementation. Relevant
activities and tasks include a)1) and 3); b)1), 2); and c)1).

q) The Transmon process (6 4. 10) provides for plannlng and mlgratlng the software system or elements and

stafte of the interfaces. Relevant activities and tasks include a)1) and 3); b) 3), 4), 6), and 7).

r) The Validation process (6.4.11) provides evidence that the services provided by the software 'system meet
the stakeholders’ needs, including the interface requirements. The selected validation -strategy mpay
intfoduce interface constraints that affect their implementation. Validation involves eommunication With
stakeholder representatives of the interfacing systems and services. Relevant activities and tasks inclide
a)4); b)1) and 2); c)1) and 2).

s) Thg Operation process (6.4.12) provides for usage of the software system.(There also may be constrajnts
to the interfaces for operations. Confirming that the interface requireménts are appropriately achiejed
inolves monitoring the operation of the system, identifying and (performing corrective action when
interfaces do not function properly, and supporting contact with intterface partners (customers). Releyant
actfivities and task include a)1) and 2), b) 1), 3) and 4); c)1) and 2), and d (all tasks).

t) Thg Maintenance process (6.4.13) sustains the capabilities of the software system, including its interfafes,
andl their ongoing availability to provide their functionsiThis includes problem analysis and maintenance
tasks, and logistics tasks needed to assure continued'and timely operation. Relevant activities and tdsks
indlude a)2); b) (all tasks); and d)1), 2), and 3).

u) The Disposal process (6.4.14) ends the existence of a system or an interface. It involves activitie§ to
disengage and discontinue interfaces. Relevant activities and tasks include a)2) and 3); and b)1), 2), aind
6).

E.6  Prjocess view for software assurance (Information security)

This sectiof provides an example. of applying the process viewpoint to yield a process view for software assurapnce,
intended t¢ illustrate how a {project can assemble processes, activities and tasks of this document to proyide
focused attpntion to the achieévement of software assurance characteristics that have been selected as being of
special interest. The software assurance characteristics, their extent of achievement, and related information may
support a spftware assdurance claim, as described in ISO/IEC/IEEE 15026.

This example i§ focused on protection against intentional subversion or forced failure due to the software
architecturF, désign, or implementation, especially construction of the code.

Name: Software Assurance Process View

Purpose: The purpose of the Software Assurance Process View is to provide objective evidence that the software
achieves satisfactory levels of certainty that sufficient protection is achieved against intentional subversion or
forced failure due to the software architecture, design, or construction of the code.

NOTE In terms appropriate for conformance to ISO/IEC/IEEE 15026, the assurance claims regarding the software

characteristics selected for special attention are achieved and information is provided showing the achievement of those
claims.

Outcomes:
a) Product software assurance characteristics are selected for special attention.
116
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Requirements for the achievement of the software assurance characteristics are defined.

Measures for the requirements are selected and related to the desired software assurance characteristics.

Approaches for achieving the desired software assurance characteristics are defined and implemented.

The extent of achievement of the requirements is continuously monitored.

A satisfactory level of the critical software assurance characteristics is specified and achieved.

The outcomes permit the possibility that the desired software assurance characteristics or claim cannot be
directly measured but instead might be inferred based on other product or process characteristics that can be

measured. Measurements may beused toshow r‘nmp]innm: with established standards. The ar‘r}nirnr a

agr|
Sof]

Thi

b)

d)

pe on particular standards to be used for this compliance verification.

fware Assurance processes, activities and tasks

to software assurance, including legal agreements and licensing requireménts, the protection g
organizations’ assets that are accessible by suppliers, the possibility of-\Cempromise during del

nd supplier

5 process view can be implemented using the following processes, activities, and tasks'from this doqument.

a) The Agreement processes (6.1) provide for the establishment of expectatiofis and responsibilitjies related

f
very,

detection of anomalies, detection of counterfeits in the application element at arrival, expectations for

defect resolution, patch management, service level agreements,and safeguards against supply

chain

threats. Relevant activities and tasks include in the Acquisition process: a)1) and 2) and c¢)1); ahd in the

Supply Process, c)1), €)1 and 2).

The Life Cycle Model Management process (6.2.1) provides for the establishment and mainten

ince of

software assurance policies and procedures including a software security development lifecycle and the

controlled use of outsourced code. Relevant activities and tasks include a)2 and 3), b)1, and c)

hll tasks.

The Infrastructure Management process (6.2.2), in its entirety, provides for secure development and

operational environments, software assurance tools, timely patch management, and code libra
are properly maintained and improved based on lessons learned from the projects, organizatig
industry.

The Human Resource Managémnient process (6.2.4), in its entirety, provides for relevant screen
employees and suppliers with access to the software or software development environment arg
specific training related.to’software assurance based on roles and responsibilities across the lif

The Knowledge Management process (6.2.6) provides for collecting and maintaining knowledg
informing the(project about changes to the threat landscape, evolutions in software assurance
mitigations(for software vulnerabilities, lessons learned from incidents and incident responses
evolutionsin software assurance testing tools. Relevant activities and tasks include b) (all task|

ries that
n and

ng of
d defines
e cycle.

e and

bractices,
and

5) and d)3).

The\Decision Management process (6.3.3), in its entirety, assesses alternative requirements, arjchitecture
characteristics and design characteristics against the decision criteria, including the software assurance

characteristics. Results of these comparisons are ranked and recorded along with the selection

model,

g)

h)

and arethen used todecideonan nph'm:ll solution. Stakeholders can make decisions based on

justification provided.

he

The Risk Management process (6.3.4), in its entirety, provides for the evaluation of the potential for not
being able to achieve the necessary application security, resulting in a risk to the users including the

interface partners, or resulting in the software not being used as intended. Software security is
category in each risk analysis.

arisk

The Configuration Management process (6.3.5) provides for the establishment and maintenance of the
integrity of all identified outputs of a project or process, including the monitoring of assets and security of
designated storage systems, and makes them available to authorized parties. This includes records of
changes made to the software and software releases, as well as control and audit of all accesses to the
software items that handle security functions. Relevant activities and tasks include a)1), d)1), and f)2).
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i)

k)

)

p)

q)

The Information Management process (6.3.6), in its entirety, provides the information about the
achievement of software assurance to the relevant stakeholders, including regulatory or approval
authorities. The quantifiable information about the software is collected to support a set of arguments
that justify a claim about the software assurance of a system. Due to the sensitivity of the data, additional
care is given to identify the appropriate audiences for the various assurance measures. Information
management includes the protection of sensitive information items regarding software assurance.

The Measurement process (6.3.7), in its entirety, provides a common platform for collecting information
about the software assurance claims, strategies, and evidence, sometimes referred to as an assurance case.

The Quality Assurance process (6.3.8) evaluates project and supplier processes for conformance to
software assurance requirements and procedures. It addresses identified anomalies (incident and
pr h]pmq) that relate to the achievement of software assurance characteristics. Relevant activities and

tasks include c) and e) (all tasks).

Thg Business and Mission Analysis process (6.4.1) provides for understanding the operating environmgent
forfthe software system under development and laws, policies, risks, and constraints related to sSoftwar
asqurance. Relevant activities and tasks include b)1) and c)1).

(¢]

The Stakeholder Needs and Requirements Definition process (6.4.2) provides for thie selection and

definition of risks and threats to missions or information. It incorporates this knowleédge in defining
requirements relating to software assurance (information security), including corfidentiality, availabiljty
an]: integrity in the context of how the software is intended to function; and in‘consideration of misuse|
angl abuse scenarios. Stakeholders need to agree upon what aspects of seftware assurance are sufficiert.
Relevant activities and tasks include a)2); b)1) and 2); and c) (all tasks)y

The System/Software Requirements Definition process (6.4.3) provides for the selection and definition of
software assurance (information security) related requirements; including confidentiality, availability and
intpgrity in the context of how the software is intended tofunction; and requirements for software

intpgrity in the event of misuse and abuse. Relevant activities and tasks include b)3) and 4); and c) 3).

The Architecture Definition process (6.4.4) provides+for the identification of stakeholder concerns from
an prchitecture viewpoint through threat modeling'and assessing the vulnerability of the product

ardhitecture and design to potential attacks te gain an understanding of the threat landscape and the
relpvant architecture elements. Relevant activities and tasks include a)2) and 4); b)1); c) (all tasks), d)$),
andl f)10, 20, and 5).

Thg Design Definition process (6.4.5) provides for the determination of necessary design characteristigs,
which include attack surface reduction, including the location of components; software assurance design
patterns; and avoidance of anti-patterns. Relevant activities and tasks include a)2) and 3); b)2),3), and|6);
c)q) and d)1).

The Implementatiof process (6.4.7) provides for the use of secure coding practices to avoid common
coding errors thatlead to exploitable product vulnerabilities, and the use of a variety of testing
tedhniques including inspection for competent authenticity, fuzz testing, static analysis testing, and

determined and recorded. Implementation of interface standards wherever practical promotes system
and element sustainability and element reusability. Relevant activities and tasks include a)2) and 5); b)3);
and c)1) and 2).

The Verification process (6.4.9) provides for the planning and execution of a strategy to verify that
software assurance requirements, including the software assurance characteristics, have been achieved.
The selected verification strategy can introduce testing for code weaknesses in the development process
or during sustainment. Threat analysis provides input into the creation of test plans and cases. The results
include the information required to effect the remedial actions that correct nonconformances in the
software or the processes that act on it and account for uncertainty in verification activities, such as test
tool reliability and level of the uncertainty in results (i.e., rates of false positives and false negatives).
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