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d

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
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tion

Recent improvements in biometric systems, and in particular face recognition, have allowed new usage
for identification systems. Biometric systems using artificial intelligence (AI) techniques are capable
of capturing biometric data in publicly accessible spaces without any deliberate action from the capture
subjects and possibly even without their knowledge.

On 13 March 2024, the European Commission adopted a proposal for a regulation laying down a “uniform
legal framework in particular for the development, marketing and use of artificial intelligence”.l1l This is one
of the first-ever proposed horizontal regulations in the field of Al, aiming at building appropriate standards

for safe and h

uman-centric Al systems.

The regulation includes a risk-based framework with a tiered approach. The framework prohibits the use of

certain syste
requirementy
regulation de
health or safée
to as “remote]
regulation ri
compliance W
mitigation m

With this de
sector which
privacy prote
evaluation, d
subjects.

Many of the e
given that fa
Gait and voic

TS posing a particutarty tigh risk to the fundamentat rightsand safety of imdivi

for high-risk Al systems and introduces transparency requirements for other)Al
fines high-risk systems, which are systems that pose a risk of harm to the funda
ty of individuals. Biometric identification systems involving passive captiire subj
biometric identification systems” in the words of the proposal) are classified as hi
k-based framework. Providers and owners of high-risk systems aréexpected to
fith European Union (EU) regulatory requirements and identify(design/operatiq
pasures before they are put on the European market.

velopment in mind, this document is intended to providé-international standar
requires strong guidelines and harmonized practices intorder to respond to conce
ction, bias and accurate performance. It establishes requirements for the design,
peration and maintenance of biometric identification systems involving pas

kamples and use cases found in this documentfocus on face and face-related biomg
ce biometric characteristics are currentlyZthe more commonly used biometric c
e are other examples of usable biometric.characteristics.

uals, sets out
systems. The
nental rights,
pcts (referred
gh-risk in the
demonstrate
nal risks and

dization in a
rns related to
development,
sive capture

ptric systems,
haracteristic.
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Information technology — Design, development, use and
maintenance of biometric identification systems involving

passive

capture subjects

maintenance
deployment 4

While the em
identification
technology. 1
enrolled volu

This docume

involving capfture subjects deliberately taking part in the capture.

This docume

2 Normatf

The following
requirements
the latest edi

ISO/IEC 2382

ISO/IEC 1974
Principles and

ISO/IEC 1979
methodologie

ISO/IEC 1979
methodologie

ISO/IEC 197
Quantifying b

of biometric identification systems involving passive capture subjects, including
valuation.

phasis is on surveillance systems, this document is also applicable to other types

systems involving passive capture subjects, regardless of biometricieharacteris
'his includes systems involving passive capture of subjects where some cap
ntarily.

ht does not apply to biometric verification systems and bigmetric identification

t does not define specific services, platforms or tools.

[ive references

documents are referred to in the text in stich a way that some or all of their contel
of this document. For dated references;.only the edition cited applies. For undats
fion of the referenced document (incliding any amendments) applies.

-37, Information technology — Vecabulary — Part 37: Biometrics

5-1:2021, Information technelogy — Biometric performance testing and reporti
| framework

5-2, Information technology — Biometric performance testing and reporting — B
5 for technology and Scenario evaluation

5-6, Information technology — Biometric performance testing and reporting — P
5 for operdtional evaluation

D5-10,<Information technology — Biometric performance testing and reportin
jometric system performance variation across demographic groups

of biometric
tic or sensing
fure subjects

systems only

ht constitutes

d references,

ng — Part 1:

art 2: Testing

art 6: Testing

g - Part 10:

[SO/IEC 29794-1, Information technology — Biometric sample quality — Part 1: Framework

[SO/IEC 30107-3, Information technology — Biometric presentation attack detection — Part 3: Testing and
reporting

ISO/IEC 29100, Information technology — Security techniques — Privacy framework
[SO/IEC 24745, Information security, cybersecurity and privacy protection — Biometric information protection

ISO/IEC 22989, Information technology — Artificial intelligence — Artificial intelligence concepts and
terminology

[SO/IEC 27001, Information security, cybersecurity and privacy protection — Information security management
systems — Requirements

© ISO/IEC 2025 - All rights reserved
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ISO/IEC 27002, Information security, cybersecurity and privacy protection — Information security controls

ISO/IEC 27005, Information security, cybersecurity and privacy protection — Guidance on managing

information s

ecurity risks

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 22989 and in ISO/IEC 2382-37
and the following apply.

[SO and IEC maintain terminology databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

3.1 Roles

3.1.1
biometric c
individual w

Note 1 to entry)
[SOURCE: ISQ

3.1.2

biometric sy
individual or
testing throu

Note 1 to entr

IEC Elect

ropedia: available at https://www.electropedia.org/

pture subject
o is the subject of a biometric capture process

r: The individual remains a biometric capture subject only during.the biometric capture j

/1EC 2382-37:2022, 37.07.03]

stem developer
organization that performs development activities (including requirements ang
gh acceptance) during the system or softwatelife cycle process

: While the biometric system provider (3.1:3) and biometric system developer can be dif]

rocess.

lysis, design,

ferent entities,

all requirements defined in this document for the bieimetric system developer are under the respomsibility of the

biometric syst|

[SOURCE: IS
“biometric sy

3.1.3

biometric sy
natural or leg
involving pas;
trademark, w

3.14
biometric sy
person or org
biometric sy

em provider.

stem developer” and Note T to entry has been added.]

stem provider

ral person, publi¢ authority, agency or other body that places a biometric identifi
ive capture subjects (BISPCS) (3.2.1) on the market or puts it into service under its
hether for payment or free of charge

stem owner

D/IEC 25000:2014, 4.6, modified — Preferred term has been changed from “developer” to

cation system
own name or

afization with overall accountability for the acquisition, implementation and op

bration of the

.
CUIIT

Note 1 to entry: The biometric system owner is known as the “user” in the EU Al Act.ll

[SOURCE: ISO/IEC 2382-37:2022, 37.07.09, modified — Note 1 to entry has been added.]

3.1.5

experimenter
individual responsible for defining, designing and analysing the test

[SOURCE: ISO/IEC 19795-1:2021, 3.5]

© ISO/IEC 2025 - All rights reserved
2


https://www.iso.org/obp/ui
https://www.electropedia.org/
https://iecnorm.com/api/?name=633e92225af9d39e3ee98482a251fa82

3.1.6

ISO/IEC 9868:2025(en)

biometric system operator
person or organization who executes policies and procedures in the administration of a biometric system

Note 1 to entry: In the context of this document, the biometric system operator designates staff from the biometric
system owner (3.1.4) operating the system

[SOURCE: ISO/IEC 2382-37:2022, 37.07.08, modified — Note 1 to entry has been added.]

3.1.7

passive capture subject
individual who is the subject of a biometric capture process where biometric data capture does not require
any deliberate action of biometric presentation by the biometric capture subject (3.1.1)

Note 1 to entr

- Passive r‘qphn"p cnh}'nr‘fc are often unaware that their biometric datais l'\ping r‘::phn"ﬂr

and unable to

prevent captul

3.1.8

test crew me
selected bion]
evaluation

Note 1 to entr]
members of a 1

[SOURCE: ISQ

3.2 Categg

3.21
biometric id
BISPCS
biometric idg
biometric pr¢

EXAMPLE 1
area to create

EXAMPLE 2
biometric data

EXAMPLE 3
biometric refe

Note 1 to entry

3.2.2
watchlist id¢

e.

mber
etric data subject whose use of the operational system is controlled optnonitored

y: In an operational evaluation, test subjects can be subjects of thewoperational system
est crew using the system specifically for evaluation purposes.

/IEC 19795-6:2012, 4.17]

ries of biometric identification system and use cases

entification system involving passive capture subjects

ntification system where biometric.data capture does not require any deliber
sentation by the biometric capture subject (3.1.1)

A biometric identification system)capturing passive capture subjects (3.1.7) walking iJ
biometric probes is a BISPCS.

A biometric system where' biometric capture subjects actively and knowingly parf
capture process is not a BISPCS.

An access control system to a secured building where the personnel have voluntarily
rence database i not a BISPCS.

: A BISPCS(can implement watchlist identification (3.2.2).

bntification

as part of the

or they can be

ate action of

1 a designated

icipate in the

bnrolled in the

process of se

hi'ching a probe from a biometric capture subject (3.1.1) against a biometric referd

nce database

to return biometric reference identifier(s) attributable to a biometric person of interest

EXAMPLE

A biometric system searching for a missing child in a publicly accessible space.

Note 1 to entry: In watchlist identification scenarios, most biometric capture subjects are not mated to references in
the watchlist. Therefore, the expected result is that no reference is returned.

3.2.3

video surveillance system

VSS

system consisting of camera equipment, monitoring and associated equipment for transmission and
controlling purposes, which can be necessary for the surveillance of a protected area

[SOURCE: ISO/IEC 30137-1:2024, 3.2.12]
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3.3 Miscellaneous

3.3.1
demographic group
category of the human population, defined by specific traits or criteria

EXAMPLE Ethnic group, gender, age group, but also people having facial hair/not having facial hair, wearing
make-up/not wearing make-up, wearing accessories/not wearing accessories, etc.

Note 1 to entry: The recognition performance of a biometric identification system can vary across different
demographic groups.

3.3.2
manual review
human intervention tao achieve a biometric decision

Note 1 to entry: Human intervention can encompass all aspects of a biometric system policy.
3.3.3

monitoring mechanism

mechanism Which enables the biometric system owner (3.1.4) to assess whether or not the system is
functioning afs expected

4 Abbrevjated terms

For the purpgses of this document, the following abbreviated termstapply.

Al artificial intelligence

ATM automated teller machine

BISPCS biometric identification systems involving passive capture subjects
CAPNIR concealer attack presentation non-identification rate

CMC cumulative match characteristic (as defined in ISO/IEC 19795-1)
FND false negative differential

FNIR false negative identification rate

FPD false positive differential

FPIR false positive identification rate

FRT face-recognition technology

FTAR failure-to-acquire rate

FTER failure-to-enrol rate

ML machine learning

PAD presentation attack detection

VIP very important person

VSS video surveillance system

© ISO/IEC 2025 - All rights reserved
4


https://iecnorm.com/api/?name=633e92225af9d39e3ee98482a251fa82

5 Conformance

ISO/IEC 9868:2025(en)

Requirements of this document can apply to multiple stakeholders. Some requirements are the responsibility
of the biometric system provider. Some requirements are the responsibility of the biometric system owner.
Some requirements are the responsibility of both the biometric system provider and biometric system
owner. A BISPCS is conformant with this document only if the biometric system provider and the biometric
system owner fulfil all their responsibilities.

The biometric system developer can be different from the biometric system provider, but all requirements
assigned to the developer are under the responsibility of the biometric system provider.

The biometric system provider, in coordination with the biometric system developer where appropriate,

shall document the following:

purpose;
— operatin
— types of |
— qualitya
— biometri
— BISPCS u
— how fitne

The biometri

Se Cases;

— the Systk]:n'b itenmded purpose;
— theratio
b assumptions and limitations;

hd compatibility requirements;

C performance characteristics;

biometric characteristic to be captured and processed;

ss for purpose for BISPCS use cases is determined.

ale for development of the biometric algorithm to process captured data to achiévi

with the resources and skill to train new models usingcustom internal algorithms.

Biometric syj

tem providers and biometric system, owners shall fulfil all the responsibilities su

e its intended

C system provider can be the same as the biometric system owner, such as a government agency

mmarized in

Table 1.
Table1*— Roles and responsibilities
Topic Rote Representative respon- |Applicable Clause/subclause
sibilities
Risk assessmgnt Biometric Assessment for intended |Clause 7
system pro- |use case of the system
vider and provision of suitable
mitigation measures
Biometric Document assessment for

system owner

the intended use case

system owner

utilizes appropriately
configured and main-
tained security controls

Design and dgvelopment Biometric Appropriate develop- Clauses 8 and 9
system pro- |ment of the BISPCS, and
vider testing and validation
of all required technical
functionalities
Operational |Competence of Biometric Provide training 10.2
practice biometric system system pro-
operators vider
Biometric Ensure competence is
system owner |validated
Operational security |Biometric Ensure that the system 10.3

© ISO/IEC 2025 - All rights reserved
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Table 1 (continued)

Topic Role Representative respon- |Applicable Clause/subclause
sibilities
Privacy measures Biometric Review and implement 10.4
system owner |privacy preserving meas-
ures
Operational moni- Biometric Establish and implement |10.5
toring system owner | monitoring plan
Improvement Biometric sys-| When necessary, take 10.6
tem owner steps to improve the per-
formance of the BISPCS
6 Scenarjos and use of biometric systems involving passive capture subjedts
6.1 Main ¢haracteristics
BISPCS have fwo primary characteristics.

First, a BISP(
deliberate ac
achieved usir
samples capt|
and cooperat

EXAMPLE 1
characteristic

EXAMPLE 2
biometric pers

Second, a BIS
reference da
passive captu

S interacts with passive capture subjects for whom biometric data’/capture does

hot entail any

ion of biometric presentation. Capture of biometric data from\passive capture subjects is often

g biometric capture devices deployed in publicly accessible spaces. The quality of
ured from passive capture subjects can be lower than what is usually achieved
jve presentations and a re-capture step for increasing this quality is not possible.

Capture subjects are aware while walking down & street that a VSS is capturing t
, but they are not deliberately taking part in a biometric presentation.

Systems using face recognition in combination\with VSS are used in football stadiums
ons of interest as they enter the stadium.

PCS performs biometric identificatiofiin which a biometric probe is used to quer
abase to find and return matching’ reference identifiers. Biometric samples c:
re subjects can be compared against biometric references captured during enrol

references c

6.2 Usec
Examples of

search f

protecti

investigat

tured by another BISPCS, or against references captured by other biometric syst

es and scenarios
se cases and scemarios for BISPCS include:
missing persorts;

n of publicior private spaces;

watchlist ideftification;

lan-aftar o criminal auant

the biometric
for cognizant

heir biometric

for identifying

y a biometric
iptured from
ment, against
ems.

In

ToOToree o e o e v-errer

the “watchlist identification” use case, the biometric system owner is typically a law enforcement

authority but can also be a private entity. In this use case, the biometric reference database contains
biometric references of persons of interest together with associated identity or contextual information.

EXAMPLE 1
a specific area

A VSS uses face, voice or gait recognition to search a watchlist to determine whether people walking in

are persons of interest enrolled in the watchlist.

The watchlist can include biometric references obtained from mug shots, portraits from identity documents,
or samples from another BISPCS, like videos or voice recordings. The references can be added to and
removed as required while following applicable regulations.

NOTE1 Thi

s type of biometric reference database is referred to as a Type 1 database in A.1.2.

© ISO/IEC 2025 - All rights reserved
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In a typical use case, the BISPCS captures the facial image probes of subjects within range, for example, and
compares them against the watchlist to find and return potential matches.

NOTE 2 In some cases, users register voluntarily for a watchlist (e.g. VIP programmes or gambling addicts list in
casinos). Such users, as well as all passers-by, are still considered passive biometric capture subjects.

In the “investigation after a criminal event” use case, passive capture subjects can be processed and enrolled
in the system to constitute a biometric reference database.

NOTE 3  This type of biometric reference database is referred to as a “Type 2” database in A.1.2.

EXAMPLE 2 A biometric system uses facial recognition to identify whether a suspect was in a specific area at a
specified time. Faces from all bystanders present near a crime scene are encoded to constitute the biometric reference
database. A biometric probe from a known felon or a suspected felon is then searched against this biometric reference

database to determine if they were present.

In this use ca
for law enfor

The biometri
— amugsh

an avail

Further exan|

a
another passive biometric capture, like video recordings.

5e, the BISPCS operates at a specific location. The BISPCS can be a VSS which apér:
fement purposes or it can be private system.

C probe can be created in various ways, such as from:
bt, whether pre-existing or acquired during the investigation;

le identity document;

ples of use cases and scenarios can be found in Annex A.

Examples o

|
— any bio

a person
biometri
not a bio1

biometri
of remot;

biometri
characte
in the bid

6.3 Minim

The quality

identification
identification
compensate {

etric systems that verify a biometric claim) such as assessing during border
is the rightful holder of an identity docament by comparing a biometric capt
C reference stored in that document, because the system performs a biometric ve
metric identification;

C systems deployed on personaldevices, e.g. for unlocking smartphones or biomet
b payment, because the capture-subject is actively involved in the biometric captu

C access control systems;where persons try to getaccess to an area by presenting th
Fistics to be verified, because the capture subjects are aware of the system and act
metric capture precess.

izing identification errors

pf biometric data captured from passive capture subjects can often negativ
error-rates due to lack of control over capture. As the use cases considers

ites routinely

se cases and scenarios for systems that do not ifwoelve passive capture subjects imclude:

control that
ure with the
Fification and

ric validation
e process;

leir biometric
vely involved

ely influence
d imply that

errors can lead to adverse consequences for the capture subjects, measures sh

| be taken to

heimpact of the false-negative identification rate (FNIR) and the false-positive jdentification

rate (FPIR). T

hese shall include at a minimum:

— the involvement of trained biometric system operators to monitor automated identification results and
to adjudicate automated identification decisions;

a process that utilizes further confirmation that the biometric probe matches a biometric reference

when confidence levels of match decisions are low to confirm the true identity of the person in question,

e.g.ident

ity document checks.

For some use cases, such as prevention of imminent threats, the BISPCS can process biometric data in real
time to raise alerts which are assessed in the field through direct human intervention.

© ISO/IEC 2025 - All rights reserved
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7 Consideration of risk arising from BISPCS

Both the biometric system owner and the biometric system provider shall conduct risk assessment activities.
It is recommended that these activities be based on objective criteria and follow references ISO/IEC 31000,
ISO/IEC 27701, IEC 31010, ISO/IEC 29134, ISO/IEC 23894 and ISO/IEC 42001.

The biometric system provider shall conduct a risk assessment based on the intended use cases of the
system and provide suitable mitigation measures for its operational deployment. The biometric system
provider shall provide clear and understandable information and documentation to the biometric system
owner about the intended use case, capabilities and limitations of the system and any other factors that can
affect risks.

The biometric system owner shall assess the risks that the BISPCS can pose in the specific use case and
target environment, including whether BISPCS is the most appropriate technology for the intended purpose.

The biometr
assessment.

technical cap
specific to th

Biometric sy
following kin

a false n

returned

a false pa
is return

a false pg

returned]

a failure

The biometri
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use case.

EXAMPLE 1
compulsive ga
casino patron.

EXAMPLE 2
children. In th

EXAMPLE 3
in individuals
positive rate d

c system provider should assist the biometric system owner in this use-case
Fiven the socio-technical nature of risks - in that such risks concern the_ifitef
abilities and limitations of a system, with social, legal, regulatory and enviironny
e context in which a system is deployed - this use-case-specific risk asse§snient ig

ds of error are discussed:

boative, where the capture subject is in the reference biometric database but

sitive, where the capture subject is not in the reference’biometric database but an
ed;

Lo acquire, where a biometric sample should be captured, but is not.
C system owner can incorporate developer-provided information into this risk ass

r examples show potential considerations which can arise in a risk assessment for

In a “compulsive gambler)detection” use case, a missed detection or a false negatiy
nbler into the casino, while a false positive can lead to an incorrect inquiry or expulsion

The developer’s_recognition algorithm documentation describes elevated false po
e compulsivesgambler detection use case, this is immaterial because policy is not to enrol

The developer’s recognition algorithm documentation indicates the highest false
exhibiting certain racial and ethnic features. The threshold has been set to achieve th
ata on/that population, so it is anticipated that the overall false positive rates will be 1

Fspecific risk
action of the
lental factors
important.

stem owners shall produce a risk assessment document in whichithe consequiences of the

ho identity is

bther identity

sitive, where the capture subject is in the reference biometric database but another identity is

essment.

a theoretical

e can allow a
of a legitimate

itive rates in
children.

positive rates
b desired false
wer than that

specific rate.

NOTE

including but not limited to civil liberties, policy equity, legal advocacy and justice organizations.

Risk assessments can be made in conjunction with external stakeholders and special interest groups,

For the specific use case of facial recognition used for law enforcement, the World Economic Forum published
a white paper on responsible use.[8] In the absence of local regulation and before deploying a BISPCS, a
biometric system owner can use the proposed self-assessment questionnaire in Reference [8] to ensure that
they have introduced appropriate risk-mitigation processes.
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8 Design and development practice

8.1 Biometric system and algorithm

The biometric system developer shall document the system’s intended purpose, and the rationale for
developing the biometric algorithm to process captured data to achieve this intended purpose. The
biometric system developer shall also document operating assumptions and limitations, types of biometric
characteristic to be captured and processed, quality and compatibility requirements and biometric
performance characteristics. The biometric system developer shall document the BISPCS use cases and how
fitness for purpose for these is determined.

The biometric system developer should utilize controls described in ISO/IEC 42001. Organizations can
implement these controls to assure that the BISPCS considers impacts to interested parties, to design and

develop Al re
For developir

The biometr
performance
Biometric pe
reporting me
algorithm pe
intended use
document col

The biometr]
demographic
shall docume
error rates. S
the training g

Biometric pé
performance

EXAMPLE 1
the biometric
can then use.

The training
environment
diverse data
purposes. Th
content restr

As far as pos
use case, and

N RS o+l £l 1 | YA PYS
lJUllOlUl_y, dllU LU doouUul T LIIT UsST Ul 111511 UluauL_y udid.
g a VSS, see ISO/IEC 30137-1 for further information.

c system developer should aim for the biometric algorithm to reachysufficig
according to the use case, such as FNIR/FPIR trade-off for the target’FPIR op¢
rformance measurement during development shall be documented*using relevar
thodologies defined in ISO/IEC 19795-1, ISO/IEC 19795-2 and,1SO/IEC 19795-
rformance shall be based on training, validation and testingvdatasets consist
case which is provided by the biometric system owner. The/biometric system
mpliance with applicable data protection requirements,

ic system developer shall work to minimize differential recognition error
groups comprising the target capture subjects fof.the system. The biometric syst

uch documentation shall include informationyon biometric algorithm developmg
nd selection of a machine learning model.

rformance testing documentation shall state the degree to which biomety
is sufficient and fit for the system’sdntended purpose.

The biometric performance testing report specifies the sample quality and resolution
lgorithm to achieve a specifiedlevel of performance. This is information that biometric {

and validation datasets should include data representative of the intended use ¢
and target populdtion. The training and validation datasets may additionally
ind the balance-between groups may be different than the target population for g
e use of training and validation data shall be consistent with any licence or uj
ctions.

sible,the’testing dataset shall be representative of the target population and
the test reports shall describe the efforts taken to achieve this objective. This

to predict th

nt biometric
brating point.
t testing and
10. Biometric
ent with the
rovider shall

rates across
em developer

nt efforts to reach sufficient biometric performance and to reduce demographic dlifferential of

bnt as well as

ic algorithm

necessary for
ystem owners

hse, including
include more
eneralization
er-generated

the intended
is necessary

e performance of the deployed system, including the projected performanc

b differential

for different

Training and

EXAMPLE 2

demographic groups. The report should provide data on diiferential performance across
demographic groups so that stakeholders can determine whether performance is in line with the general
principles of fairness and non-discrimination of all individuals.

testing datasets shall be disjoint sets.

The report before release of a system can include biometric performance reported on various
demographic groups representative of the target population with empirical validation of a low differential.

The biometric system developer should embed mechanisms to provide explainability of the BISPCS outputs
to the biometric system operator.

NOTE

ISO/IEC TS 6254:—1) intends to provide support for development of such mechanisms.

1) Under pre

paration. Stage at the time of publication: ISO/IEC DTS 6254:2025.
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The BISPCS should be developed so that comparison scores returned are understandable by a biometric
system operator. Preferably, the comparison score should be directly interpretable as an expected FPIR
and this interpretation should be stable throughout the system life cycle (for example, to automatically
compensate for changes such as increase of biometric reference database size or to the environment).

EXAMPLE 3  For a given system, an increase of 10 in comparison score is interpretable as a tenfold decrease in
expected FPIR. Therefore, for example, if a comparison score of 10 corresponds to 1 % FPIR, then a comparison score
of 20 corresponds to 0.1 % FPIR and a comparison score of 30 corresponds to 0.01 % FPIR.

8.2 Impact of capture devices on training and testing

Biometric developers should select training data from relevant capture devices that is representative of
operational use. For systems that utilize a specific biometric algorithm for a particular capture device, the

developer should train machine learning models on data from all relevant variations of the capture device.

If biometricc

samples acqulired using these various settings should be included in the training data.

To assess thg
devices repry¢
environment
device, that a
biometric cap

The BISPCS s
ISO/IEC 2979
deliberately t
capture subjg
the implemer
with multiplg
assessment t

NOTE For

The quality
insufficient q
to the biomet

EXAMPLE 1
The biometric

The biometric capture devices and any supplemental illumination should be selected and (

support capti
EXAMPLE 2

hpture devices have various settings in order to be adapted to various acquisition-e

b performance of the system, the testing dataset shall include data. from biom
bsentative of the intended use case with settings corresponding to\the intende
For systems that deploy a biometric algorithm which is not spgcific to a parti
lgorithm should be capable of performing effectively against.samples from a brd
ture devices.

hall implement a method to quantify the quality of the.biometric samples in acc

aking part in the capture, this quality assessment.¢annot be used in feedback I¢
cts to improve a presentation and meet specifi€ quality requirements. Similarly,
tation, it is typically not possible to initiate a new capture if quality is too low. Imp
capture devices can have several opportunities to capture a subject, using conti
b select the highest-quality sample.

a BISPCS implementing speech recognition, Reference [10] can be used as a reference to

hssessment should be used to-define thresholds after which samples are dee
ality for manual review (and are thus discarded) or to highlight possible defects t
ric examiners so they can ghoose to consider or reject the candidate.

A face recognition systentreturns a candidate based on a face portrait with a low inte
examiner can choose to.discard the candidate as the resolution is insufficient for manual

iring subjectsiin motion in the intended environment.

For subjects running, sensor integration time is short to avoid motion blur.

9 Technig

nvironments,

etric capture
d acquisition
cular capture
ad variety of

prdance with

4-1. However, unlike the case of a biometric identification system involving capture subjects

ops with the
Hepending on
lementations
huous quality

hssess quality.

med to be of
p be reported

F-eye distance.
review.

onfigured to

rakeapabilities of the system

9.1 Performance

9.1.1 General

Before releasing a BISPCS, the biometric system provider shall test the system to ensure that it behaves
according to specification, with special attention to error rates.

9.1.2 Biometric recognition

The evaluation of the performance of a BISPCS shall consider the recommendations and conform to the
requirements of ISO/IEC 19795-1 regarding the testing and reporting of identification systems. The
performance metrics reported shall be as defined in ISO/IEC 19795-1:2021, 12.7.
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The evaluation of the performance of the system shall be conducted in an environment which is
representative of the intended operational environment. The test report shall describe the scenario,
including environmental conditions, demographic groups of the test subjects, size of the biometric reference
database, desired setting for FPIR and FNIR, and considerations on a possible trade-off between speed and
performance.

For systems returning a list of candidates, the CMC curve should be plotted as described in ISO/IEC 19795-1.

Special care should be taken to ensure statistical relevance of FPIR evaluation and the Rule of 30 should be
followed as defined in ISO/IEC 19795-1:2021, Annex B.

9.1.3 Demographic differential performance assessment

The biometric system provider should assess the performance of the system false negative and false positive
identificatior] rates across different demographic groups using appropriate established [performance
requirementg.

When evaluating the demographic differential performance of a BISPCS, an experimenter shpuld consider

the recommgndations and conform to the requirements of ISO/IEC 19795-10. THe experin
system shall juse suitable demographic differential metrics in ISO/IEC 19795-10Cbased on the
case of the sfystem under evaluation. The choice of demographic differential metrics should

justified in the test report.

9.1.4 Deteftion of anomalous image quality

The BISPCS ghall implement biometric sample quality evaluation mechanisms as discuss

particular, t
operational
test the syste

Inordertoas
a test datasef

EXAMPLE
which the cap
occlusions.

9.1.5 Secu

While bona f]
individuals c

EXAMPLE

se mechanisms shall be used to monitor if biometric sample quality statistics a
eployment significantly differ from the statistic§measured with the datasets use
m during development.

Eess robustness of the system, the biometric'system provider shall describe efforts
with biometric sample quality representative of those observed in operational dg

For a face biometric characteristic based system, the test dataset includes a proportion|
ure subjects wear medical maskshepresentative of real deployment to assess the robug

rity evaluation and presentation attack detection

de capture subjects of a BISPCS do not deliberately take part in the biometric d

An attacker'can wear glasses or make-up to hide or change their facial biometric ch

in actively seeKto-avoid recognition by concealing their biometric characteristics

henter of the
precise use-
| be properly

ed in 8.2. In
5 observed in
d to train and

made to have

eployment.

of samples for
tness to facial

apture, some

Aracteristic or

parts of it, in ofrder to ayoid recognition.

Depending om thé security objectives, a biometric identification system involving passive capture subjects
can deploy cdncéaler presentation attack detection mechanisms.

If presentation attack detection mechanisms are implemented by a BISPCS and are relevant for operational
use case, they shall be evaluated by the biometric system provider following the requirements of
ISO/IEC 30107-3 applicable for testing and reporting of identification systems.

In case of security sensitive applications, a security evaluation can be relevant. In this case, the security
evaluation should be conducted following the principles of ISO/IEC 19792 and the ISO/IEC 19989 series.

9.1.6 Third-party ex-ante performance evaluation

BISPCS performance should be assessed ex ante, i.e. before deployment, by an independent third party in
order to provide assurance of the evaluation.

Ex-ante performance evaluations shall be based on ISO/IEC 19795-1, ISO/IEC 19795-2 and ISO/IEC 19795-10.

© ISO/IEC 2025 - All rights reserved
11


https://iecnorm.com/api/?name=633e92225af9d39e3ee98482a251fa82

ISO/IEC 9868:2025(en)

Mechanisms should be in place to generate an evaluation report on the performance of a BISPCS
(including accuracy, throughput and differential performance across demographic groups as defined in
[SO/IEC 19795-10) and to communicate results to an independent auditor for the assessment of the claims of
the biometric system provider.

Where possible, the third party should perform a scenario evaluation of the BISPCS before deployment,
following methodologies defined in ISO/IEC 19795-2.

If presentation attack detection mechanisms are employed by the system, the third party shall evaluate
them in accordance with the requirements of ISO/IEC 30107-3 applicable for testing and reporting of
identification systems.

The biometric system provider or the third-party evaluator should generate an audit report that states each
piece of information given in Annex B or a paragraph of text explaining why it is absent.

9.2 Securilty and integrity
The BISPCS shall be developed and deployed in a secure fashion.

The securityf objectives depend on the intended use of the biometric identification system under
consideration).

When operatjng the biometric system, security controls shall be implemented to:
— mitigate the risk of unauthorized access, use, modification, deletion-and disclosure of bionjetric data;

— mitigate the risk of data poisoning, i.e. ensure that training data have not been contaminaged with data
that can gause undesirable outcomes;

— protect the integrity of system data including log data;

— limit adnpinistrator and biometric system operatercaccess to system data to authorized pgrsons, based
on the prfinciple of least privilege.

The BISPCS shall implement confidentiality and\integrity measures following the principles of I§O/IEC 27001
and ISO/IEC 24745, especially for the biometric reference database.

The cybersedurity of the system shall b€&ensured to mitigate the risks of alteration of the functions of the
system, by uging the appropriate cotitrols from ISO/IEC 27002, following the principles of ISO/IEC 27001.
Technical andl process controls shall be implemented to mitigate the risk of modification of the biometric
reference datfabase by an attacker:

The biometrif system provider should implement as many security controls as reasonable giver] the intended
use to ensurg the system:is secure by design before being deployed, operated, or both, by the biometric
system ownejr. The biometric system provider should explicitly document what remains to be[implemented
by the biometric system owner.

The biometrifSystem provider shall conduct a comprehensive risk assessment following ISOAIEC 27005 to
manage residual T1sksand confirm appropriateness of SECUTITY CONtrois.

To check the integrity and trustworthiness of the remote subsystem such as capture devices, the technology
in ISO/IEC 24761 may be applied (see ISO/IEC 24761:2019, 5.2.3.3).

9.3 Biometric data management

The BISPCS shall be developed and deployed in a way that affords sensitive data protection, as appropriate,
including deletion strategies.

Biometric enrolment data records should be present in the biometric reference database only for a duration
appropriate for the application's intended use. Policies shall be established and maintained that require
biometric system owners to remove identifiers and delete linked biometric references when data retention
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is no longer justified. Automatic notification at regular intervals can be implemented so that the system
administrator can validate if a given identifier needs to be kept in the biometric reference database.

When enrolling a new entry in the system, the BISPCS shall provide feedback regarding the quality of
biometric characteristics to allow biometric system operators to evaluate this new input data, based on
ISO/IEC 29794-1. Systems should offer the possibility to link multiple biometric samples (e.g. multiple
images of the same person's face) to a single identity to reinforce the accuracy of the matching.

During enrolment, a deduplication check should be automatically performed to check if the capture subject
is already in the biometric reference database, and the biometric system operator should have the option
to fuse with an existing identity or create a new one as appropriate. All decisions by the biometric system
operator shall be logged.

The BISPCS should be capable of setting an automatic deletion date when enrolling a new subject into the
watchlist.

9.4 Support for manual review

The BISPCS ghall include processes ensuring the automated match/non-match decisions produced by the
system can bg reviewed manually by individuals trained for the task.

EXAMPLE1 |In face examination, the individual is specifically trained to not ever-favour automatic decision
(automation bfas) or to not favour their own belief when interpreting the outputofithe system (confirmption bias).

The BISPCS workflow should support the following:
— side by side manual review of probe and reference biometricisamples;
— ability to|categorize the decision:

— conffrmed,

— rejedted,

— uncefrtain;

— ability to|indicate to biometric system operators that the probe or reference biometric samples from the
biometri¢ reference database has been processed (e.g. enhanced, cropped);

— ability for manual review of original sources (i.e. before any image processing like detectiopn or cropping
operatio]:s).

Systems shalll provide the €apability for multiple biometric system operators to independently perform
manual revigws of automated match/non-match decisions in a “double blind” fashion: in this workflow,
biometric sygtem operators do not know which other biometric system operators are working on the same
decision or what their.conclusions are.

EXAMPLE 2 | Egr'a’criminal investigation, two face experts independently perform manual reviews of the same
event withoutcollaboration before returning their decisions to the investigators. The event is considered confirmed
only if both decisions are in agreement.

NOTE A system policy that has been defined and documented by the biometric system owner determines how
the final decision is managed when manual reviewers do not have the same assessment of the comparison. A possible
policy is to have a third opinion if two manual reviews do not agree. Another policy could be to conclude to a no match
as soon as at least one manual review assessment is no match.

Mechanisms shall be in place to reduce external influences on biometric system operator decision-making.
In the case of a criminal investigation, the system should allow for a manual review of the evidence with
limited background information. In particular, the manual reviewer should not be informed of the context of
the investigation.

EXAMPLE 3  In criminal investigation, the manual reviewer is not involved in the case so as not to prejudice the
manual review process or affect the manual reviewer’s objectivity
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The system shall log all human decisions and outcomes. All images from manual reviews shall be stored and
kept as part of the systems audit.

Best practice is to not make any changes to the BISPCS until manual reviews have been completed. If an
enrolment results in an alert requiring manual review, the BISPCS shall record all post-manual review
decision actions, such as unenrolment events.

9.5 Support for human oversight

The BISPCS shall include logging capabilities enabling the recording of relevant events. The BISPCS shall
include audit trails and dashboards to monitor system behaviours and biometric system operator actions.
These approaches ensure that BISPCS activities and data are accurately traced over the duration of the life
cycle of the system. The logging of the events should ensure traceability of the BISPCS that is appropriate to

the intended purpose ofthe system

The system shall implement integrity protection mechanisms to ensure that audit trails cannot
with undetedted. This can for example be achieved by using digital signature on the audit tr:
their authentjcity and integrity.

Data access

authenticati
roles and res

be tampered
ils to ensure

uthorisation shall be clearly defined based on users access and Toles in the system to
ensure only the authorized persons have access to specific functions. The BISPCS shall impl

ponsibilities (such as administrators and biometric system gperators).

9.6 Support for operational testing

The biometr
performance

The mechani
probes in the

EXAMPLE
from a test crd
include test cr

¢ system provider shall provide mechanisms_to.enable the assessment of th
of the system.

sms used to support testing activities shall include processes to add and remove
system in order to perform mated and:hon-mated transactions.

For evaluation of a watchlist scenariognon-mated transactions can be performed by acq
w member and comparing them to the'watchlist, after ensuring that the operational wat
ew members.

9.7 Documentation

The biometr
including inst

ic system provider\'shall provide documentation on system capabilities and
ructions for propey use by the biometric system owner. The documentation shoul

the impact of environmental)factors on the biometric recognition performance of the sys

responsible d

The biometri
technical deta

eployment.

" systemiprovider can provide different documentations for different target reader
ils whaese disclosure can affect the security of the system should be done on a need-t]

ement secure

mechanisms that can restrict access to data, information, tQols and functionaflity based on

h

operational

references or

hiring samples
chlist does not

| limitations,
d also include
tem to guide

5. Inclusion of
0-know basis.

Documentati

brnivintended for a third-partyv_experimenter may describe some features of the

system with

more technical details than necessary for the biometric system owner to operate the system.

EXAMPLE

Documentation intended for an evaluation laboratory includes details of any prese

detection mechanisms included in the system, to facilitate their testing.

Documentation shall include all information required to:

— identify the system, such as version number or biometric system provider identifier;

— install and operate the system, such as hardware and environment requirement.
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with regards to the content of this document, documentation shall cover:

information from reports made during development, as described in 8.1, such as description of testing

datasets, performance evaluation as described in 9.1 and intended purpose of the system as described in

Clause 7;

discussed in 9.4;

as discus

details o

sed in 10.6.1;

fall implemented features supporting operational monitoring mechanisms discu

requirements on minimal quality for biometric samples obtained from capture devices as described in 8.2;

details of all implemented features supporting human interaction processes and manual review as

recommended policy from the biometric system provider regarding machine learning model retraining,

sed in 9.5;

mechani
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onal practice

jzational control

c system owner should utilize controls described in ISO/IEC 42001. Orgar
ese controls to assure that the BISPCS is deployed, operated’ and maintained appn

rtence of biometric system operators

nsibility of the biometric system owner to ensure that its biometric system oper
operate and act on the output of a system in.a way appropriate for risks identifi

stem owners shall validate that biometric system operators are assessed
e knowledge of the capacities ahd’limitations of the biometric systems they
mpetence validation should be-rénewed regularly and in particular when the

¢ system provider, in conjunction with the biometric system owner and oth
propriate, should offer training services so that biometric system operators from
I are properly trained.

n Reference [8], this training should include:

be of and ypdates of possible mandatory regulations, laws or policies affecting thg
CS;

s of\the risk of biases (training to understand potential difference performance
hic groups, particularly false positive and false negative identification rates;

lizations can
opriately.

htors are able
ed in the risk

as having a
bperate. This
system has a

pr qualifying

the biometric

e operation of

for different
knowledge of

how to calibrate and adjust the threshold of the system; understanding of how to configure the system
in the manner appropriate to the specific circumstances and risks of a given use case, and how to set the
length of the candidate lists for manual review);

understanding of the risk of false negative and false positive errors (overestimation of own capability,

risk of over-reliance on technology, blind spots, risk of human bias such as other-race effect bias);

awareness of the risk of false positives from twins, siblings and other related individuals;

tools to identify them;

data subj

ects, such as schools, playgrounds, hospitals and places of worship);
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— how to use tools that assist examiners in understanding the reasoning behind systems’ decisions and
recommendations.

10.3 Operational security

The biometric system owner shall ensure that the system as deployed utilizes security controls that are
configured and maintained appropriately.

The biometric system owner shall conduct a comprehensive risk assessment following ISO/IEC 27005 to
manage residual risks and confirm appropriateness of security controls.

10.4 Privacy measures

10.4.1 Gendral

The biometr
ISO/IEC 291(
follows appli

10.4.2 Privd

ic system owner shall review privacy-preserving measures following\the
0 and ISO/IEC 24745, implement such measures as appropriate, and ensute thj
able privacy laws and regulations.

cy principles of ISO/IEC 29100

10.4.2.1 Su

principles of
it the BISPCS

I:mary of privacy principles
r

The privacy principles of ISO/IEC 29100 are summarized in ISO/IEG29100:2024, Table 3. In the context of

this document, the following apply:

1) consent 3nd choice;

2) collection limitation;

3) data minjmization;

4) use, reteption and disclosure limitation;
5) accuracyland quality;

6) opennesg, transparency and notice;
7) individudl participation and.aecess;
8) accountapility;

9) informatjon security;

10) privacy dompliance.

10.4.2.2 Comsent and choice

NOTE The ISO/IEC 29100 privacy principle “consent and choice” is usually not met in BISPCS and strict adherence
is not always possible.

The BISPCS target passive capture of biometric data by design, and so consent is out of scope for this type of
data collection. Public awareness helps mitigate privacy risk; see 10.4.2.7.

When biometric capture subjects are made aware of the capture by a BISPCS, they should be informed of
how and for what purpose their biometric information will be used, as discussed in 10.4.2.7.

Capture subjects are usually not solicited to consent to the use of their biometric information for
identification purposes in a BISPCS and can only avoid having their biometric information captured if they
are aware of the BISPCS and leave the area before their biometric data is captured.
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10.4.2.3 Collection limitation

Adhering to the collection limitation principle means limiting the collection of personally identifiable
information to that which is within the bounds of applicable law and strictly necessary for the specified
purpose(s). This aspect is particularly important during the enrolment phase when biometric data used for
identification purposes in a BISPCS is collected.

The biometric system owner shall ensure that the data collected by the BISPCS is limited to what is necessary
in relation to the purposes for which it is processed.

10.4.2.4 Data minimization

While in storage, biometric references shall be protected from unauthorized disclosure. Protective measures
can include data encryption, access control and renewable biometric references. For further information see
ISO/IEC 24745:2022, Clause 8.

tributes shall
bf the system.
dentification
cation that is

biometric reference data, the collection and retention of other identity-related at]
. The inclusion of any identifying attributes shall be justified by the context of use
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ith the context of use.

In addition ta
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When the id¢
techniques fq
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10.4.2.5 Usg¢, retention and disclosure limitation

The biometric system owner shall limit the use of biometric data~collected in accordance with the legal

constraints of the jurisdiction in which the data are collected and.relevant system policy.

se, biometric
he biometric

rences shall be deleted when retention is no longer justified. Based on the use c3
letion can happen as soon as the biometric capture subject is not identified in
abase. Justifications for retention include:

Biometric re
references deq

reference dat
timefranje for the purpose of its processing has not expired;

bd to improve
following the

ntion requirements (for some use €ases, retaining probe data can be legally requir
ight and auditability of the system and confirm that probe transactions were
plicy);

legal retg
the over}
system p

reasonah review of the

dataset).

le practicality issues (€.g."data are kept in the system until the next planned 1

The biometrikc system owner-shall constrain the disclosure of biometric data collected in accprdance with

the legal con
constraints

international
requirement

lly, the biometric system owner should be cognizant of any additional nati

btraints of the jurisdiction in which the data is collected as well as relevant cros
e.g. domestie ‘and international). When the biometric reference database is

specificto cross-border transfers.

5-jurisdiction
transferred
bnal or local

10.4.2.6 Acduracy and quality

The biometric system owner shall ensure that the identifying biometric and non-biometric data collected for
an individual is accurate and of sufficient quality. The biometric system owner shall ensure the biometric
and non-biometric data is appropriate for its intended use and disclosure (i.e. it is complete, up-to-date).

This principle is particularly important in cases where the BISPCS is used to grant or deny a significant
benefit to an individual or where data lacking accuracy or quality would result in significant harm to an
individual.

10.4.2.7 Openness, transparency and notice

As appropriate, the biometric system owner shall include in notices an open, transparent declaration of the
purpose for which the biometric reference database set will be processed.
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In accordance with relevant jurisdictional legislation, the biometric system owner shall provide information
in a reasonably accessible manner that informs the public about the system in use. This can include:

intended

the provi

function of the system;

how the system works;

the biometric modality in use;

der of system;

the means of individual participation and access.

This information can, for example, be displayed as informative text on posters. The information should
include a URL or QR encoded URL for a website containing the required information.

There can be|
operating. Th

EXAMPLE 1
biometric data

NOTE1 Thi

Transparency
making indiv

EXAMPLE 2
the deletion of]

NOTE 2
transparency

Biometric alg
content shou
system secur]

10.4.2.8 Ind

The biometri
their identity
by applicable

Individuals s
prohibited by
the natural p

NOTE1 For
system. There

Trajnsparency encourages organizations to consider "their purposes carefully. In m4g

explicit signage notifying capture subjects when they are entering an area whej
is can, for example, include physical marking on the ground or walls or both:

The use of a VSS system is shown transparently in publicly accessible spaces and it
are also being captured and potentially analysed.

s public awareness can follow national data protection guidance where‘appropriate.

y and public awareness can mitigate many of the possible risks of BISPCS, fo
iduals aware of the use case and allowing them to take action to object to it if nec

In a gambling addict watchlist, enrolled individuals caprupdate their reference data as ¥
biometric probe data captured by the BISPCS.

s also a legal requirement for data protection.

orithm testing documentation as described in 8.1 can be made public where app
d balance the need for transparency‘with the need for intellectual property p1
ity, in accordance with applicable gifidance or regulations.

ividual participation and access

C system owner shall allow each individual to access and review their reference d
is first authenticated with an appropriate level of assurance and such access is 1|
law.

hould be able to-update their reference data, or request their reference data be
applicablefaw, since reference aging can mean that such data no longer accuratj
brson concerned.

sonie fse cases, like watchlist for law enforcement, capture subjects are not willingly
fare; the ability to review or update their data is not applicable.

e a BISPCS is
specifies that
" example by
bssary.

vell as request

ny countries,

ropriate. The
rotection and

ata, provided
ot prohibited

deleted if not
ely represent

enrolled in the

NOTE 2

watchlist if the inclusion was inappropriate.

10.4.2.9 Accountability

For a missing person watchlist use case, the update can be performed by relatives, or by the person in

The biometric system owner should follow the measures described in ISO/IEC 29100:2024, 6.10. When this
is not possible, explanations should be provided in the documentation of the BISPCS.

10.4.2.10

Information security

The biometric system owner should follow the measures described in ISO/IEC 29100:2024, 6.11. When this
is not possible, explanations should be provided in the documentation of the BISPCS.
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Privacy compliance

The biometric system owner should follow the measures described in ISO/IEC 29100:2024, 6.12. When this
is not possible, explanations should be provided in the documentation of the BISPCS.

10.4.3 Biometric information protection

The system should implement measures to ensure the protection of integrity and confidentiality of
biometric data and associated identification data stored and processed by the system. See ISO/IEC 24745
and ISO/IEC 30136 or further information.

If applicable for the specific use case of the BISPCS, biometric reference data should be protected to ensure
irreversibility, unlinkability and renewability, and the following apply:

the biom
Clause 8,

additiond
and docy
system e

10.5 Opera

10.5.1 Moni

A monitoring
the system is
owner in the
logs, reports
described in

This monitor

If changes o

etric system provider should rely on one of the models described 1n I50/1E(
to enable the biometric system owner to store renewable biometric references;

lly, the level of confidence on the privacy measures applied to biometricdata sha
mented. [SO/IEC 30136 metrics and methodology can be used to report to whi
hsures irreversibility, unlinkability and/or renewability.

fional monitoring

toring

plan shall be established and implemented by the biometric system owner to as

24745:2022,

I be assessed
ch extent the

sess whether

functioning as expected. The biometric systemyprovider should assist the bionetric system

creation and execution of the plan. This operational monitoring shall be done by
and monitoring of biometric system operaters, administrators and actions in t
D.5.

ng plan shall include an internal audit; as described in 10.5.2, planned on a regulz

ccur to operational system hardware (e.g. capture devices) or software (e

recognition
shall be revi

10.5.2 Operational testing and internal audit

gorithms, PAD detection techniques), monitoring and auditing procedures and as
ed and updated as necessary.

As described|in 9.1, the biometric system provider is responsible for appropriate testing to
acceptable prjojected performance before deployment. Once the system is in operation, the bion]
owner shall perform opérational testing to assess whether system is performing in a manng
safe and reli

The biometric syStem owner, using mechanisms discussed in 9.6 should assess the perfor

le for theTelevant use case, in line with the instructions from the documentation.

way of audit
he system, as

\r basis.

.g. biometric
sociated data

demonstrate
hetric system
r that is fair,

mance of the

system on a [régular basis to assure consistency of operation after initial deployment, as pl

anned in the

monitoring pram describedim 651

The biometric system owner shall report to the biometric system provider any serious incident or risk
identified. The biometric system provider should assist the biometric system owner, or the biometric system
owner can evaluate independently, in line with the instructions from the documentation.

The test plan shall conform to the requirements of ISO/IEC 19795-6 on operational evaluation and shall be
adapted to the use-case evaluated.

The test plan shall define the benchmark values for relevant performance metrics to be achieved by the
system appropriate for the operational need.

Operational testing shall involve the use of a test crew, as defined in ISO/IEC 19795-6. To measure the
FPIR and FNIR during operation, it is necessary to establish the ground truth against which identification
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decisions made by the system can be compared. The process to establish ground truth should follow
ISO/IEC 19795-6.

Where manual adjudication of matching decisions is employed in operational use, FPIR and FNIR can be
based on automated system decisions or on manually-adjudicated decisions. To simulate behaviour of
passive capture subjects, the test crew should be habituated to the collection environment in a fashion

consistent wi

EXAMPLE 1

EXAMPLE 2

EXAMPLE 3
direction.

th typical use.

During an operational evaluation of a system using VSS capture devices, the test crew is not informed
of the positioning of the capture devices and instructed not to try to localize them.

The test crew is emulating daily commuters who follow a regular walking path through

a space.

A VSS is set up in a plaza where the test crew is emulating tourists standing and looking in various

In the case o
biometric caj
consistency @

As the size o
the biometrig

desired valug.

In case of a change of the biometric capture device, if operational performance has been adver

appropriate (
Retraining cg

The internal §
performance
transactions,
order to dete

EXAMPLE 4

NOTE Thd
annual basis.

10.5.3 Feed

The biometric system provider.should implement mechanisms that allow the biometric syst

public to proy
be provided ¥

In particular
operational e

EXAMPLE

f any biometric algorithm update, such as machine learning model retraining;
ture device, the biometric system owner shall assess the performance of the sys!

 the operational biometric reference database affects the passive biémetric syst
system owner shall have a defined test plan policy to assess regularly that FPIR

hanges shall be made to restore the performance to acceptable levels, as discus

or change in
em to assure

r gain in effectiveness of operation in a manner which is logistically andcpractically feasible.

em accuracy,
remains at a

sely affected,
sed in 10.6.3.

n be called for if a regression of performance is observied. See 10.6.1 for further i

udit should produce an evaluation report on a regular basis, including, for exampl

as defined in ISO/IEC 19795-10. This repert should include statistics on
such as number of candidates returned for atime period, which should be proper
Ct potential defective functioning.

Anincrease in FNIR in an operational site can indicate a capture device quality issue.

internal report can be submitted~to relevant market surveillance authorities, for €

back

ide feedback in anjinclusive manner that prevents discrimination of groups (e.g.
vithout needing dccess to specific devices or system connections).

kperience/feedback to the biometric system provider and notify any possible defe

Ateporting process allows biometric system operators to report if their experience wj

suggests the e

lLformation.

, differential
dentification
y analysed in

xample on an

em owner or
feedback can

personnélfrom the biometric system owner operating the system shall be able to provide

ict.

ith the system

kistence of some demographic differential with the performance of the system.

10.5.4 Thre

shold management

The threshold value of the comparison score, which indicates a positive match between a capture subject
and a candidate in the biometric reference database, has a significant impact on system performance. As
described in 8.1, comparison scores returned by a BISPCS should be interpretable by the biometric system
owner and this interpretation should be stable throughout the system life cycle. This property makes the
management of the operational threshold easier.

EXAMPLE The biometric system owner determines the threshold corresponding to the desired setting for FPIR
and FNIR by consulting the test report of the system. The biometric system owner can then continue to use the same
threshold throughout the system life cycle unless the desired FPIR changes.

Any change of threshold value shall be recorded.
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10.6 Improvement

10.6.1 Retraining of ML-based biometric systems

ML-based biometric system performance can be improved if production data, as defined in ISO/IEC 22989,
is used to adapt the system to the conditions observed in real deployment.

When using production data for model training, it shall be checked that the use of this production data is

consistent wi

NOTE
a derivation of

th any licence or user-generated content restrictions.

the training data.

Any licence limits on data retention can also apply to models trained on these data, as models are considered

Training the system by using only production data can be challenging as the extent of available production

data is not nj
train the mad
coming from

EXAMPLE
being retraine

Normally, th
production d
become mord
entities.

In order to ey
behaviours, 1
exclude by d¢
biometric sy
under the gu
for an indep¢

developed and proposed by the biometric system provider.

If a biometrid
provider, the
that point for

If the system
as described

The privacy
and protect g

leakage outside of the preduction system. Any need of data sharing from the biometric system|

biometric sy}
should be avd

ecessarily sufficient nor adequately supervised. In such cases, an alternative 3
hine learning model with the available data before retraining with additionalsuj
an operational system.

Weights of a trained neural network are used as an initialization for a new~machine 1
d with additional production data after supervision.

b biometric system provider is responsible for the performanee of the syste
hta is under the responsibility of the biometric system owner)\THe process of dev|
difficult when the biometric system provider and the biometric system owner ar

force developer accountability on model performanee and to avoid loss of contro
nodel retraining should only be performed by the biometric system provider. Sy
bfault the capacity for biometric system owners‘to retrain models without the s
stem provider. Nevertheless, retraining mayybe performed by the biometric s
dance and based on the instructions of the biometric system provider. In some c3
ndent retraining by the biometric system owner is foreseeable and a specific

system owner retrains a machine'learning model without support from the bion
biometric system owner shallibe responsible for all aspects of operational perfqg
ward.

is retrained, its performance after the update should be compared with that befo
n 10.5.2.

measures described in 10.4 shall be fulfilled during re-training. Specific meas
ersonally identifiable information shall be specified and implemented to mitigat

tem provider shall be thoroughly justified, with assessment of risks, and such
ided-where possible.

trategy is to
pervised data

earning model

m, while the
elopment can
b two distinct

| over system
stems should
upport of the
ystem owner
ses, the need
'ramework is

hetric system
rmance from

re the update

ires to allow
e risk of data
owner to the
data sharing

10.6.2 Cont

1 -
nuUousS 1cdriiiilg

Continuous learning, where production data is used for the incremental update of the system during
production, shall not be implemented.

10.6.3 Continual improvement

Biometric systems are under continuous development. Upgrades can become available after the deployment
of the system. These updates can be related to hardware, with a change of capture devices or software, or
with a change of machine learning model. Any software or hardware upgrade or update shall be properly
evaluated.

As a result of the performance evaluation, if a regression relative to the performance measured at
deployment is observed, the biometric system owner shall take steps to improve the performance of the
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BISPCS with support from the biometric system provider. This can involve diagnostics to identify the reasons
for regression, for example, the quality of captured biometric characteristics is low or the demographics
of the capture subjects differ from initial specifications. This can take place through adjusting settings of
biometric sensors or retraining models with support from the biometric system provider.

System performance can also be improved by optimizing parameters. The impact on performance shall be
monitored in accordance with 10.5.2.
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Annex A
(informative)

Use case profiles

A.1 Uses cases for law-enforcement investigations using face recognition

A.1.1 General

The World Eqg
(FRT) for lay
capture subijg

The different]
These practid

A.1.2 How

Law enforce
activity (also
verification a

identity document (ID). Facial examiners are experts who runfacial recognition analysis. In t

Netherlands
teams, and d

To identify 4
biometric ref|

There are tw

— Type 1: /
lawfully

are still g

Type2:A
provides
be built ¢
on the fo
can then

onomic Forum published a white paper on the responsible use of face recognitig
v enforcement.[8] This annex presents the different use cases described-wivo
cts.

examples presented in the following subclauses follow the practices ©fithe Nethe
es can vary across jurisdictions.

facial recognition is used for law enforcement investigations

ment investigators use FRT for identification and, werification purposes.
referred to as “one to many”) consists of searching forythe identity of a person,
ctivity (also referred as “one to one”), which consists’of verifying someone’s ident

Police and INTERPOL, for example, the examiners operate autonomously from the
not have knowledge of the prosecution thatrequires them to run facial recognit

n unknown suspect or person of intetest, investigators work with biometri
erence databases.

b typologies of biometric reference databases:

. biometric reference database of known criminals and suspects, composed of b
rollected and stored by lav-enforcement agencies. People in this biometric refere
uspects or have usuallybeen convicted of a crime.

special biometricreference database builtspecifically for aninvestigation. The pub
a warrant to s€ize the video footage of a crime scene. This biometric reference
ut of multipl&sources (VSS, social media, electronic devices, etc.). All of the faces
otage and stored on the special biometric reference database. The face of a pos
be searched against the special biometric reference database to see if the susp

on the fo
operati

ol

otage. At the end of the investigation, the biometric reference database is remo
al’system and stored so that the fact-finding/archiving/evidence file can be prod

n technology
ving passive

rlands Police.

dentification
1s opposed to
ty againstan
he case of the
investigation
on analysis.

* probes and

ometric data
nce database

icprosecutor
database can
are detected
sible suspect
bct is present
ved from the
uced in court

when re lnpcfpd dnring the jndir‘iq] prnr‘pdnrp

Biometric probes are images that are part of the law enforcement investigation, and which are submitted to
a facial recognition system to be compared to a biometric reference database. Biometric probes are usually
the photos or movies/stills of suspects or persons of interest. To collect these images, investigators (or
digital/face experts) either already have an image of the suspect or they extract it from footage of movies/
stills. Law enforcement tries to collect the best quality image to improve the chance of confirming the
identity of the person.

Based on the practices followed by the Netherlands Police, the process for using FRT for law enforcement

investigation

s is as follows:

Step #1: A (possible) crime is reported or suspected. An investigative team, under the supervision of the

public prosecutor, is created and requests warrants to collect images relevant to the crime, including
images of the suspect(s). If suspects are detected on the images, the team will try to determine their
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identity. This can be done by human means (through recognition by people who know the suspects, e.g.
police officers or witnesses) or by using facial recognition software with a biometric reference database
of known people (e.g. suspects and convicts).

Step #2: If a facial recognition search is required, the investigation team will apply for an FRT
investigation through the specialized FRT team. This facial examination team runs FRT software to
compare the biometric probe against one or multiple biometric reference databases. Before doing so,
the facial examiners will first judge the quality of the biometric probe. If suitable for an FRT search,
they will enter the biometric probe into the FRT system, allow the system to do the pre-search analysis
and may also provide some notable facial landmarks (centre of the eye socket, etc.) to the software. The
examiners then set up the FRT software at a setting that is not too narrow, to avoid false negatives, or too
wide, to avoid false positives, which would result in a list of candidates too large to be of use.

Step #3: After the search, the facial examiners analyse the list of candidates provided by the software.

They run
proposed

Step #4:
of the po

this last operation manually, deploying their expertise to check if one of the canc
by the system matches the biometric probe.

Esible candidate from the biometric reference database are handed to,two facial

perform,
to deter
systema
team. Th
far as pos
as an inv;

A.1.3 Example scenarios

A.1.3.1 Fin

Fraudulently
bank account
investigators
exposure and
the photo co
facial recogn
they follow t}

A.1.3.2 Ung

A person att3
is launched a
the assailant
the VSS/vide
best possible

{cally performed before any positive result is communicated\to/the requesting

independently from each other, a full analysis of the biometric probe‘and the ref]
ine the similarity/dissimilarity between the two faces. This blind peer man

facial examiners and experts do not know the exact backgrpund to the case, to
sible. The end result is the final consensus conclusion and‘iSreported to the inves
bstigative lead.

ling the identity of an ATM fraud criminal

and withdraw cash from an ATM maghine. The video footage from the ATM ma
to collect a facial image of the offefrder. The quality of this image will vary depg
whether the fraudster managed to hide their face. If the quality of the image is
lected will be compared against a biometric reference database of known crin
tion system looking for a atching candidate. If facial examiners confirm a po
le standard process described in Step #4 presented in A.1.2.

overing the identity of a person assaulting a police officer

cks police officers and footage of the incident is collected from VSS cameras. An
hd a warrantis provided to an investigation team to seize these images. The goal

of obtaining
standard pro

lidate images

[f the facial examiners make a possible match, only the biometric probe)intage and the image

experts. They
erence image
ial review is
investigation
avoid bias as
tigation team

obtaining bank account data by usurping someone’s identity allows a personp to access a

Chine enables
ending on the
cood enough,
inals using a
ssible match,

investigation
is to identify

To that end, the investigators, with the help of the police’s digital experts, manually review
b footage of the incident, looking for images of the wanted person. They collect im

hges with the
b best chance

angle llghtmg and exposure to increase the quallty of the 1mage(s) and give the

cess descrlbed in Step #4 presented in A 1. 2

A.1.3.3 Looking for the identity of a museum thief

ey follow the

A piece of art has been stolen in a museum. A public prosecutor launches a criminal investigation. The
investigation uncovers the identity of a potential thief and a warrant is given to collect video footage from
the museum. Then, using a facial recognition tool, the investigators collect images of the faces of all visitors
and staff who appear in the footage and build an investigation biometric reference database from it. A list
of candidate images is displayed by the system, manually reviewed and analysed to establish whether a
serious potential match is detected that would confirm the involvement of the suspect. If facial examiners
make a possible match, they follow the standard process described in Step #4 presented in A.1.2.
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