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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

established by the respective organization to deal with particular fields of technical activity.
technical committees collaborate in fields of mutual interest. Other international organizations,

ISO and IEC
governmental

and npn-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field
technglogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

of information

Part 2.

The main task of the joint technical committee is to prepare International Standards. Draft International

Standards adopted by the joint technical committee are circulated to national bodies for voting.
an Int¢grnational Standard requires approval by at least 75 % of the national bodies casting a vot

Attentipn is drawn to the possibility that some of the elements of this decument may be the su
rights.|ISO and IEC shall not be held responsible for identifying any 6r-all such patent rights.

ISO/IHC 9834-8:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatid
Subcommittee SC 6, Telecommunications and information,eXchange between systems, in coll
ITU-T|The identical text is published as ITU-T Rec. X.667 {08/2008).

This second edition cancels and replaces the first edition (ISO/IEC 9834-8:2005), which has bg
revisedl.

ISO/IHC 9834 consists of the following parts,:tnder the general title Information technology —
Intercannection — Procedures for the operation of OSI Registration Authorities:

Part 1: General procedures and. top’arcs of the International Object Identifier tree
Part 2: Registration procedures for OSI document types

Part 3: Registration ,of<Object Identifier arcs beneath the top-level arc jointly administere
IMu-T

Part 4: Register-of VTE Profiles

Part 5;-Register of VT Control Object Definitions

Publication as

o)

E.

bject of patent

n technology,
aboration with

en technically

Dpen Systems

d by ISO and

Part\6: Registration of application processes and application entities

Part 7: Joint ISO and ITU-T Registration of International Organizations

Part 8: Generation and registration of Universally Unique Identifiers (UUIDs) and their use as ASN.1

Object Identifier components

Part 9: Registration of object identifier arcs for applications and services using tag-based identification

© ISO/IEC 2008 — All rights reserved
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I ntroduction

This Recommendation | International Standard standardizes the generation, and optional registration, of universally
unique identifiers (UUIDs).

UUIDs are an octet string of 16 octets (128 hits). The 16 octets can be interpreted as an unsigned integer encoding, and
the resulting integer value can be used as the primary integer value (defining an integer-valued Unicode label) for an arc
of the International Object Identifier tree under the Joint UUID arc. This enables users to generate object identifier and
OID internationalized resource identifier names without any registration procedure.

UUIDs are aso known as globally unique identifiers (GUIDs), but this term is not used in this Recommendation |
International Standard. UUIDs were originally used in the network computing system (NCS) [1] and later in the Open
Software Foundation's Dlstn buted Comput| ng Enwronment (DCE) [2] ISO/IEC 11578 [3] contams ashort def|n|t|on
of some (but ngtal Y ' -

separating the different fields within the 16-octet UUID. This representation is defined in this Recommenddtion |
International Stgndard.
If generated acgording to one of the mechanisms defined in this Recommendation | Internétignal Standard, a UYID is

either guarantegd to be different from all other UUIDs generated before 3603 A.D., or iséxtremely likely to be diffferent
(depending on the mechanism chosen).

No centralized| authority is required to administer UUIDs but central registratien of self-generated UUID$, and
automatic genefation (using the algorithm defined in this Recommendation | International Standard) and registratjon of
UUIDs, is provided. Centrally generated UUIDs are guaranteed to be<different from all other UUIDs ceftrally

generated. Registered UUIDs are guaranteed to be different from all otherregistered UUIDs.

A UUID can pe used for multiple purposes, from tagging objeCts with an extremely short lifetime, to reliably
identifying very persistent objects across a network, particularly (but not necessarily) as part of an object identifier or
OID internationjaized resource identifier value, or in a uniformesource name (URN).

The UUID generation algorithm specified in this Recommendation | International Standard supports very high
allocation rateg 10 million per second per machine if.secessary, so UUIDs can also be used as transaction 10s. An
informative annex provides a program in the C_language that will generate UUIDs in accordance with this
Recommendatipn | International Standard.

Three agorithms are specified for the generation of unique UUIDs, using different mechanisms to ensure uniqueness.
These produce gifferent versions of a UUID.

The first (and most common) mechanisim produces the so-called time-based version. These UUIDs can be generdted at
the rate of 10 million per second. For UUIDs generated within a single computer system, a 60-hit time-stamp (used as a

Clock value) wjith a granularity 6f100 nanoseconds, based on coordinated universal time (UTC) is used to gugrantee
uniqueness over a period of sapproximately 1600 years. For UUIDs generated with the same time-stamp by diffferent
systems, uniquéeness is obtained by use of 48-bit media access control (MAC) addresses, specified in 1SO/IEC §802-3
(this is used a$ a Nodevalue). (These addresses are usually aready available on most networked systems, but are
otherwise obtglnable from the IEEE Registration Authority for MAC addresses — see [4].) Alternative ways of
generating Clogk @nd Node values are specified for the time-based version if UTC time is not available on a systém, or
if there is no MAC-address-avatable:

The second mechanism produces a single UUID that is a name-based version, where cryptographic hashing is used to
produce the 128-bit UUID value from a globally unambiguous (text) name.

The third mechanism uses pseudo-random or truly random number generation to produce most of the bits in the 128-bit
value.

Clause 5 specifies the notation used for octet-order and bit-order naming, and for specification of transmission order.

Clause 6 specifies the structure of a UUID and the representation of it in binary, hexadecimal, or as a single integer
value.

Clauses 7 and 8 specify the use of aUUID in an OID or aURN respectively.

Clause 9 specifies rules for comparing UUIDs to test for equality or to provide an ordering relation between
two UUIDs.

Vi © ISO/IEC 2008 — All rights reserved
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Clause 10 discusses the possihility of checking the validity of a UUID. In general, UUIDs have little redundancy, and
there is little scope for checking their validity. However, if a UUID is accepted for registration, then it is guaranteed to

be dif

ferent from all other registered UUIDs.

Clause 11 describes the historical use of some bits in the UUID to define different variants of the UUID format, and
specifies the value of these bits for UUIDs defined in accordance with this Recommendation | International Standard.

Clause 12 specifies the use of the fields of a UUID in the different versions that are defined (time-based, name-based,

and random-number based versions). It also defines the transmission byte order.

Anng

Anng

13 specifies the setting of the fields of atime-based UUID.

14 specifies the setting of the fields of a name-based UUID.

15 specifies the setting of the fields of a random-number-based UUID.

16 is concerned with the operation of a Registration Authority for UUIDs, engbling their central

ifling uniqueness guarantees.

nexes are informative.
X A describes various algorithms for the efficient generation of timeshased UUIDs.

X B discusses the properties that a name-based UUID should have, affecting the selection of nam

in gefperating such UUIDs.

Anng

Anne

X C provides guidance on mechanisms that can be used tg)generate random numbers in a computer

X D contains a complete program in the C programming language that can be used to generate UUI

registration and

b spaces for use

system.
Ds.

© ISO/IEC 2008 — All rights reserved
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

I nformation technology — Open Systems I nter connection — Proceduresfor the

operation of OSl Registration Authorities: Generation and registration of
Universally Unique I dentifiers (UUIDs) and their use as
ASN.1 object identifier components

1 Scope

This Recommendation | International Standard specifies the format and generation rules that enable users to produce
128-hit identifiers that are either guaranteed to be globally unique, or are globally unique with a high probability.

The UUI
transient u

This Reco
generation

This Reco
Authority

This Reco
as primary
and use su

This Reco
toformal

2 [

The follow
constitute
were valid

Recommendation | International Standard are encouraged to investigate the possibility of applying the n

edition of
valid Inter
valid ITU-

2.1 I

S generated In conformance with this Recommendation | International Standard are suitable)
5e, with generation of anew UUID every 100 nanoseconds, or as persistent identifiers.

mmendation | International Standard is derived from earlier non-standard specifications of JUID
and istechnically identical to those earlier specifications.

mmendation | International Standard specifies the procedures for the operation of, a\Web-based R
or UUIDs.

mmendation | International Standard also specifies and allows the use of WUIDs (registered or not
values (which define Unicode labels) for arcs beneath the Joint UULD \arC. This enables users
Ch arcs without any registration procedures.

mmendation | International Standard also specifies and allows the‘use of UUIDs (registered or not
JRN.

Nor mative refer ences

provisions of this Recommendation | International Standard. At the time of publication, the editior
. All Recommendations and Standards ,are subject to revision, and parties to agreements bag

the Recommendations and Standardsisted below. Members of IEC and 1SO maintain registers g
hational Standards. The Telecommunication Standardization Bureau of the ITU maintains a list
T Recommendations.

dentical Recommendations| I nternational Standards

ITU-T Recommendation X.660 (2008) | ISO/IEC 9834-1:2008, Information technology — Op
Interconnection’— Procedures for the operation of OS Registration Authorities: General procj
top arcs.of:the International Object Identifier tree.

ITU-TRecommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology
Syntax Notation One (ASN.1): Specification of basic notation.

either for

s and their

egistration

registered)
0 generate

registered)

ing Recommendations and International Standards contain provisions which, through reference i this text,

s indicated
ed on this
nost recent
f currently
f currently

en Systemns

edures and

- Abstract

Dther normativereferences

2.2 (

— ISO/IEC 8802-3:2000, Information technology — Telecommunications and information

between systems — Local and metropolitan area networks — Specific requirements — Part

exchange
3. Carrier

sense multiple access with collision detection (CSMA/CD) access method and physical layer

specifications.

— ISO/IEC 10118-3:2004, Information technology — Security techniques — Hash functions

Dedicated hash-functions.

(SH9.

— |ETFRFC 1321 (1992), The MD5 Message-Digest Algorithm.
— |ETFRFC 2141 (1997), URN Syntax.

— Part 3:

I SO/IEC 10646:2003, Information technology — Universal Multiple-Octet Coded Character Set (UCS).
FIPS PUB 180-3:2008, Federal Information Processing Sandards Publication, Secure Hash Sandard

ITU-T Rec. X.667 (08/2008) 1
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3 Termsand definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

31 ASN.1 notation

This Recommendation | International Standard uses the following terms defined in ITU-T Rec. X.680 |
ISO/IEC 8824-1:

a) Coordinated universal time (UTC);
b) object identifier type;
c¢) OID internationalized resource identifier type.

32 Registration authorities

This Recpmmendation | International Standard uses the following terms defined in ITU-T Regl X.660 |
I|SO/IEC 9834-1:

a) International Object Identifier tree;

) IRI/URI value;

OID internationalized resource identifier;
object identifier;

registration;

f) registration authority;

o

@) registration procedures;
) secondary identifier;

[ Unicode character;

] Unicode label.

3.3 INetwork terms

This Recoinmendation | International Standard uses the'following term defined in 1SO/IEC 8802-3:
4+ MAC address.

34 Additional definitions

341 gryptographic-quality random-number: A random number or pseudo-random number genefated by a
mechanism, which ensures sufficient spread of repeatedly-generated values to be acceptable for use in cryjptographic
work (and|is used in such work).

34.2 Joint UUID ar ¢ An arc beneath the node of the International Object Identifier tree identified by the ASN.1
object ideftifier value{joint-iso-itu-t(2) uuid(25)} and the ASN.1 OID internationalized resource identifier
value v /UgID".

343 ame-based version: A UUID that is generated using cryptographic hashing of a name space name and a
name in thpt.name space.

344 name space: A system for generating names of objects that ensures unambiguous identification within that
name space.

NOTE — Examples of name spaces are the network domain name system, URNS, OIDs, Directory distinguished hames (see [5]),
and reserved words in a programming language.
345 random-number-based version: A UUID that is generated using arandom or pseudo-random number.
34.6 standard UUID variant: The variant of the possible UUID formats that is specified by this Recommendation
| International Standard.
NOTE — Higtorically, there have been other specifications of UUID formats that differ from the variant specified in this
Recommendation | International Standard. UUIDs generated according to all these variant formats are al distinct.

34.7 time-based version: A UUID in which uniqueness is obtained by the use of a MAC address to identify a
system, and a Clock value based on the current UTC time.

2 ITU-T Rec. X.667 (08/2008)
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universally unique identifier (UUID): A 128-bit value generated in accordance with this Recommendation |
International Standard, or in accordance with some historical specifications, and providing unique values between
systems and over time (see also 3.4.6).

Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

5
51

and last. Thefirst octet is also called "octet 15" and the last octet*octet 0.

52

octet 15 ar)d hit 0 as the least significant bit of octet 0.

53

(and the most significant bit) are displayed on the left of the page. This corresponds with a transmission ord
in which the left-most octets are transmitted first

54

bit-length
most significant bit and bit 0 as the leastsignificant bit.

55

are not standardized, and depend‘on the system architecture.

6

6.1
6.1.1

6.1.2

ASN.1 Abstract Syntax Notation One
GUID  Globally Unique Identifier
MAC  MediaAccess Control

MD5 Message Digest algorithm 5
QD ASN.1 Qhject |dentifier

OID-IRI OID internationalized resource identifier
RA Registration Authority

$HA-1  Secure Hash Algorithm 1

URL Uniform Resource Locator

URN Uniform Resource Name

UTC Coordinated Universal Time

WUID  Universaly Unique Identifier

INotation

This Recommendation | International Standard specifies.asequence of octets for a UUID using the
The bits within a UUID are also numbered as "bit, 127" to "bit 0", with bit 127 as the most signif

Vhen figures and tables are used in this ReGommendation | International Standard, the most signi

A number of values used in this'Specification are expressed as the value of an unsigned integer
N say). The bits of the N-bit\thsigned integer value are numbered "bit N-1" to "bit 0", with bit

These notations are used:solely for the purposes of this Specification. Representations in comput

WUID structure and representation

WUID Tield structure

terms first

cant bit of

icant octet
br of octets

of agiven
N-1 as the

Br memory

A UUID is specified as an ordered sequence of six fields. A UUID is specified in terms of the concatenation
of these UUID fields. The UUID fields are named:

a) the"TimeLow" field;

b) the"TimeMid" field;

¢) the"VersonAndTimeHigh" field;

d) the"VariantAndClockSegHigh" field;
e) the"ClockSegLow" field;

f) the"Node' field.

The UUID fields are defined to have a significance in the order listed above, with "TimeLow" as the most
significant field (bit 31 of "TimeLow" is bit 127 of the UUID), and "Node" as the least significant field (bit O of "Node"
ishit 0 of the UUID).

ITU-T Rec. X.667 (08/2008) 3
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6.1.3 The contents of these UUID fields are specified in terms of a Version, Variant, Time, Clock Sequence, and
Node unsigned integer value (each with a fixed bit-size). The setting of these values is specified in clause 12 and their
mapping to the above UUID fieldsis specified in 12.1.

NOTE — As part of the names of some of the UUID fields (for example, TimeLow, TimeMid, and TimeHigh) imply, the
sequential order of the bitsin a UUID (bit 127 to bit 0) that derive from a particular unsigned integer value (for example, from
bits 59 to O of the Time value) is not the same as the sequentia order of the bits in that unsigned integer value. This is for
historical reasons.

6.2 Binary representation

6.2.1 A UUID shall be represented in binary as 16 octets formed by the concatenation of the unsigned integer fixed-
length encoding of each of its fields into one or more octets. The number of octets to be used for each field shall be:

a) the"TimeLow" field: four octets;

b) the"TimeMid" field: two octets;

¢) the"VersionAndTimeHigh" field: two octets;

d) the"VariantAndClockSeqHigh" field: one octet;
) the"ClockSegLow" field: one octet;

f) the"Node" field: six octets.

NOTE + This order of UUID fields is the usua representation within a computer systemy.and in the hexadecima text
tation (see 6.4).

he most significant bit of the unsigned integer encoding of each UUID figld shall be the most significant bit
of itsfirst pctet (octet N, the most significant octet), and the least significant bit(of) the unsigned integer encpding shall
significant bit of itslast octet (octet O, the least significant bit).

he UUID fields shall be concatenated in the order of their significance (see 6.1.2) with the most[significant
field first gnd the least significant field last.

6.3

A UUID be represented as a single integer value. To obtain the single integer value of the UUID, the 16 octets of
the hinary|representation shall be treated as an unsigned integer encoding with the most significant bit of the integer
encoding gs the most significant hit (bit 7) of the first'ef the sixteen octets (octet 15) and the least significart bit as the
least signiflicant bit (bit 0) of the last of the sixteen egtéts (octet 0).

NOTE 1 The single integer value is used when the UUID forms the primary integer value of a Joint UUID arc as|specified in
clause 4.

epresentation as a singleinteger value

6.4 IHexadecimal representation

For the hexadecimal format, the-gctets of the binary format shall be represented by a string of hexadecimal djgits, using
two hexadecimal digits for each octet of the binary format, the first being the value of the four high-orger bits of
octet 15, the second being the value of the four low-order bits of octet 15, and so on, with the last being the falue of the
low-order pits of octet Ox(see 6.5). A HY PHEN-MINUS (45) character (see ISO/IEC 10646) shall be insert¢d between
the hexadgcimal représentations of each pair of adjacent fields, except between the "VariantAndClockSeqidigh” field
and the "CJockSegk.ow" field (see the example in clause 8).

6.5 oririal syntax of the hexadecimal representation

6.5.1 The formal definition of the UUID hexadecimal representation syntax is specified using the extended BNF
notation defined in Rec. ITU-T X.680 | ISO/IEC 8824-1, clause 5, except that there shall be no white-space between the
lexical items.

6.5.2 The "hexdigit" lexical item is used in the BNF specification and is defined as follows:
Name of lexical item — hexdigit

A "hexdigit" shall consist of exactly one of the characters:
ABCDEFabcdef01234567839
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6.5.3 The hexadecimal representation of a UUID shall be the production "UUID":

UUID ::=
TimelL ow
"-" TimeMid
"-" VersionAndTimeHigh
" -" VariantAndClockSeqHigh Clock SeqlL ow
"-" Node

TimeLow ::=

HexOctet HexOctet HexOctet HexOctet
TimeMid ::=

HexOctet HexOctet

VersionAndTimeHigh ::=
HexOctet HexOctet

VariantAndClockSeqHigh ::=
HexOctet

ClockSegLow ::=
HexOctet
Node::=
HexOctet HexOctet HexOctet HexOctet HexOctet HexOctet

HexOctet ::=
hexdigit hexdigit

6.5.4 $oftware generating the hexadecimal representation of a UUID shall not use upper case letters.

NOTE 1t is recommended that the hexadecimal representation used ir all *human-readable formats be restricted t@ lower-case
letters. Boftware processing this representation is, however, required.to ‘accept both upper and lower case letters jps specified
in6.5.2

7 WUse of a UUID asthe primary integerwalue and Unicode label of a Joint UUID arc

7.1 A UUID (registered or unregistered) can\be used as the primary integer value of a Joint UUID arf using the
single integer value of the UUID specifiedin 6.3,

NOTE + Clause 16 provides further details about-the use of a UUID as a primary integer value for a Joint UUID arc.

7.2 The hexadecimal representation-of the UUID defined in 6.4 can also be used as a non-integer Un|code label
for thearc

EXAMPLE — The following is ai:example of the use of aUUID to form an IRI/URI vaue:
" oid:/UUI D/f81d4fae-7dec-11d0-a765-00a0c91e6bf6"

8 Use of aUUID to form a URN

A URN ($ee’JETF RFC 2141) formed using a UUID shall be the string "urn:uuid:" followed by the hfxadecimal
representation of a UUID definedin 6.4.

EXAMPLE - The following is an example of the string representation of a UUID as a URN:

urn:uuid:f81d4fae-7dec-11d0-a765-00a0c91e6bf6

NOTE — An dternative URN format (see [6]) is available, but is not recommended for URNs generated using UUIDs. This
dternative format uses the single integer value of the UUID specified in 6.3, and represents the above example as
"urn:oid:2.25.329800735698586629295641978511506172918".

9 Rulesfor comparison and ordering of UUIDs

9.1 To compare a pair of UUIDs, the values of the corresponding fields (see 6.1) of each UUID are compared, in
order of significance (see 6.1.2). Two UUIDs are equal if and only if all the corresponding fields are equal.

NOTE 1-This agorithm for comparing two UUIDs is equivalent to the comparison of the values of the single integer
representations specified in 6.3.

ITU-T Rec. X.667 (08/2008) 5


https://iecnorm.com/api/?name=f72f248e2555d8793127e271f3bbee00

| SO/IEC 9834-8:2008 (E)

NOTE 2 —This comparison uses the physical fields specified in 6.1.1 not the values listed in 6.1.3 and specified in clause 12
(Time, Clock Sequence, Variant, Version, and Node).

9.2 A UUID is considered greater than another UUID if it has a larger value for the most significant field in
which they differ.
9.3 In a lexicographical ordering of the hexadecimal representation of UUIDs (see 6.4), a larger UUID shall

follow asmaller UUID.

10 Validation

Apart from determining if the variant bits are set correctly, and that the Time value used in atime-based UUID isin the
future (and therefore not yet assignable), there is no mechanism for determining if aUUID isvalid in any real sense, as
all possible values can otherwise occur.

11 ariant bits

111 The variant bits are the most significant three bits (bits 7, 6, and 5) of octet 7, which is'the most|significant
octet of the¢ "VariantAndClockSegHigh" field.

11.2 Al UUIDs conforming to this Recommendation | International Standard shall haye variant bits wjth bit 7 of
octet 7 setfto 1 and bit 6 of octet 7 set to 0. Bit 5 of octet 7 isthe most significant bit ofthe Clock Sequence and shall be
set in accofdance with 12.4.

NOTE 1 Bit 5islisted here as a variant bit because its value distinguishes historical formats. Strictly speaking, it is nat part of the
variant yalue for this Recommendation | International Standard, which uses only twg bjts for the variant.

11.3 Table 1 lists, for information, the use of other values of the variant bits.

Table 1 —-Use of the vafiant bits

Bit 7 Bit 6 Bit 5 Description
0 - - Reserved to proyvide NCS backward compatibility
1 0 - The variant gpecified in this Recommendation | International Standard
1 1 0 Reserved(to provide Microsoft Corporation backward compatibility
1 1 1 Resexved for future use by this Recommendation | International Standard

12 WUse of UUID fieldsand transmission byte order

12.1 General

12.11  Table 2 givesthe position and summarizes the use of the various UUID fields in the binary representation.

Table 2 — Position and use of UUID fields

Eidd Qctet Ain LD hm‘ripfinn

"TimeLow" 15-12 The low-order bits of the Time value (32 hits)

"TimeMid" 11-10 The middle bits of the Time value (16 bits)

"VersionAndTimeHigh" 9-8 The Version (4 bits) followed by the high-order bits of the Time
value (12 hits)

"VariantAndClockSeqHigh" 7 The Variant bits (2 bits) followed by the high-order bits of the
Clock Sequence (6 bits)

"ClockSegLow" 6 The low-order bits of the Clock Sequence (8 bits)

"Node" 5-0 The Node (see 12.5) (48 hits)
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12.1.2  The position of the UUID fieldsin the binary representation isillustrated in Figure 1.

Octets 15, 11, 7, 3 Octets 14, 10, 6, 2 Octets 13,9, 5, 1 Octets 12, 8,4, 0
, 7 0| 7 0| 7 0| 7 0
First octet -
(Octet 15) — "TimeLow"
"TimeMid" "VersionAndTimeHigh"
"VariantAndClockSeq "ClockSegLow" "Node" (first two octets)
High” « Last octet
"Node" (last four octets) (Octet 0)

Figure 1 — Position of UUID fieldsin the binary representation

12.1.3 It isrecommended that the binary representation be used for transmission over a communication mechanism,
with the sixteen octets of the binary representation transmitted as a contiguous set of sixteen bits with the first octet
(octet 15) preceding the last octet (octet 0) in the transmission.
NOTE 1 — The order of the bits within an octet is determined by the communication mechanism specification:
NOTE 2 —The use of sixteen consecutive octets for transmission of a UUID, in the order specified above)is recomiended, but

protoco| specifications may choose alternative means of transferring a UUID, including fragmentation”or transmission of only
portiong of the UUID (such as the parts that contribute to the Time value).

12.2 ersion

12.21  The three aternative means of generating a UUID (time-based, name-based, and random-numberibased) are
identified nd distinguished by the most significant four bits of the "VersionAndTimeHigh" field (bits 7 to 4 of octet 9
of the UUID). UUIDs generated using these different mechanisms are called:"different UUID versions".
NOTE + Describing this as a "different UUID version™ is slightly misleading, but the name is used for historical reasgns. Thereis
no congept of a traditional "version number" for UUID formats, where,Rew versions may be defined as a revision of this

Recommendation | International Standard. Any new UUID format needed in the future would be identified by a diffefent value of
the varignt bits.

12.2.2  Table 3 lists currently defined "UUID versions', using the first four bits of the "VersionAndTimeHigh" field
(bits 7 to 4 of octet 9 of the UUID). It also assigns an integet~'Version" value to each combination of bits.

NOTE + A version value of 2 is not used, for compatibility with historical definitions of the UUID. Version values gf 0 and 6 to
15 are rserved for future use.

Table 3—=Currently defined UUID versions

Bit7 | [Bite | Bits | mita | (VSO Description
value

0 0 0 1 1 The time-based version specified in this Recommendation | | nterpational
Standard (see clause 13)

0 0 1 0 2 Reserved for DCE Security version, with embedded POSIX UUIPs

0 0 L 1 3 The name-based version specified in this Recommendation | I ntefnational
Standard with MD5 hash (see clause 14)

0 1 0 0 4 The random-number-based version specified in this
Recommendation | International Standard (see clause 15)

0 1 0 1 5 The name-based version specified in this Recommendation | Intefnational
Standard with SHA-1 hasn (see clause 14)

12.3 Time

12.3.1 Timeshall be a 60-bit value.

NOTE — The name "Time" is appropriate for the time-based version of a UUID (version 1), but is also used for the contents of
the corresponding value in the other versions of a UUID (versions 3 and 4).

12.3.2  For the time-based version of a UUID, Time shall be a count of the 100 nanosecond intervals of coordinated
universal time (UTC) since the midnight at the start of the 15 October 1582 (the date of the Gregorian reform to the
Christian calendar).
NOTE 1 — Before the establishment of the Bureau International de I'Heure (International Time Bureau), every minute contained
precisely sixty seconds. Since then, leap seconds have occurred when necessary, increasing (or potentially reducing) the number
of seconds per year.
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NOTE 2 — Portable systems may have problems determining UTC time, as they are often locked into the local time of their home
base. Provided that they continue using the local time of their home base, or change the Clock Sequence value (see 12.4), the
UUIDs that they generate will still be unique.

NOTE 3 — For systems that do not have access to broadcast time signals, a system clock recording local time can be used with a
time differential added, provided that no UUIDs are generated in the period when a change from daylight saving time occurs, or a
change in the Clock Sequence value (see 12.4) is made.

12.3.3  For the name-based version of a UUID, this shall be a 60-bit value constructed from a globally unique name
as specified in clause 14.
NOTE — Examples of aglobally unique name are OIDs, URNS, and Directory distinguished names (see [5]).

12.34  For the random-number-based version of a UUID, this shall be a randomly or pseudo-randomly generated
60-bit value as specified in clause 15.

124  Clock sequence

1241 or the time-based version of the UUID, the Clock Sequence is used to help avoid duplicates thatcould arise
when the alue of Time is set backwards or if the Node value is changed.

NOTE + The name "Clock Sequence" is appropriate for the time-based version of a UUID, but is also used forthe coptents of the
corresppnding value in the name-based and random-number-based versions of a UUID.

12.4.2 |ff the Time value is set backwards, or might have been set backwards (for example, while the gystem was
powered dff), then the UUID generator cannot know whether a UUID has already beer generated with T|me values
larger thar] the value to which the Time is now set. In such situations, the Clock Sequenceyvalue shall be changed.

NOTE 1 If the previous value of the Clock Sequence is known, it can be just incremefited; otherwise it should|be set to a

imilarly, if the Node value changes (for example, because a“network card has been movead between

he Clock Sequence shall be originally (that is, once in theifetime of a system producing UUIDs) initialized
to arando number that is not derived from the Node value.

NOTE + Thisisin order to minimize the correlation across systems\providing maximum protection against MAC addresses that
may mdve or switch from system to system rapidly.

12.45 or the name-based version of the UUID, the Clack Sequence shall be a 14-hit value constructed frpm a name
as specifief in clause 14.
12.4.6 or the random-number-based version-of the UUID, the Clock Sequence shall be a randomly pr pseudo-

randomly generated 14-bit value as specified inClause 15.

12.5 ode

1251 or the time-based version of a UUID, the Node value shall consist of a MAC address (see | SO/IEC 8802-3),
usually the host address of some-network interface.

125.2 or systems with ‘multiple MAC addresses, any available address can be used except a multicagst address.
Octet 5 of [the UUID (the-first octet of the "Node") shall be set to the first octet of the MAC address that is fransmitted
by an ISOJIEC 8802-3<Conformant system.
NOTE 1 — This.octet contains the global/local bit and the unicast/multicast bit. It is required that the unicast/multicast|bit be set to
unicast |n order fo avoid clashes with addresses generated in accordance with 12.5.3.

NOTE 2 < It is possible to obtain ablock of MAC addresses from the MAC address registration authority (see [4]).

125.3  For systems with no MAC address, a cryptographic-quality random or pseudo-random number may be used
(see Annex C). The multicast bit shall be set in such addresses.

NOTE — This is to ensure that the generated addresses never conflict with addresses obtained from network cards as specified in
125.2.

125.4  For a name-based UUID, the Node value shall be a 48-bit value constructed by canonicalization and hashing
from a globally unique name as specified in clause 14.

1255 For arandom-number-based UUID, the Node value shall be a randomly or pseudo-randomly generated 48-bit
value as specified in clause 15.
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13 Setting the fields of a time-based UUID
Thefields of atime-based UUID shall be set as follows:

Determine the values for the UTC-based Time and the Clock Sequence to be used in the UUID, as
specified in 12.3 and 12.4.

For the purposes of this algorithm, consider Time to be a 60-hit unsigned integer and the Clock Sequence
to be a 14-bit unsigned integer. Sequentially number the bits in each value, with zero for the least
significant bit.

Set the "TimeLow" field equal to the least significant 32 bits (bits 31 through 0) of Time in the same
order of significance.

Set the "TimeMid" field equal to bits 47 through 32 from the Time in the same order of significance.

Set the 12 least significant bits (bits 11 through 0) of the "VersionAndTimeHigh" field equal to bits 59
through 48 from Time in the same order of significance

14 $etting the fields of a name-based UUID

Set the four most significant bits (bits 15 through 12) of the "VersionAndTimeHigh" field.to Jhe four-bit
version number specified in 12.2.

Set the "ClockSegLow" field to the eight least significant bits (bits 7 through 0) of the Clock Sequence in
the same order of significance.

Set the six least significant bits (bits 5 through 0) of the "VariantAndClockSegktigh field to tie six most
significant bits (bits 13 through 8) of the Clock Sequence in the same order ‘'of significance.

Set the two most significant bits (bits 7 and 6) of the "VariantAndClaCkSegHigh" clock to ong and zero,
respectively.

Set the node field to the 48-bit MAC address in the same order. 6fsignificance as the address.

This clausp specifies the procedures for the production of a name-based UUID. Subclause 14.1 specifies the general

procedures

for any hash function (see aso ISO/IEC 10118<3). Subclause 14.2 specifies the use of MDY, and 14.3
specifies the use of SHA-1.

NOTE 1 The use of MD5 is restricted to cases requiring backward compatibility with existing UUIDs, as SHA-1 provides a
hashinglalgorithm with a smaller probability that the samehash value will arise from different hashed material (see Cl4).

14.1 The fields of a name-based UUID shall be set as follows:

Allocate a UUID to use as a;'name space identifier" for all UUIDs generated from names ir| that name
space.

NOTE — Subclause D9 recommends UUIDs to use for four commonly used name spaces.

Convert the name to a canonical sequence of octets (as defined by the standards or conventions of its
name space).

Compute the 16*octet hash value of the name space identifier concatenated with the name, usipg the hash
function_specified in 14.2 or 14.3. The numbering of the octets in the hash value is from 0 to 15, as
specifiedin IETF RFC 1321 (for MD5) and as specified in FIPS PUB 180-3 for SHA-1.

Set-octets 3 through O of the "TimeLow" field to octets 3 through O of the hash value.
Set octets 1 and 0 of the "TimeMid" field to octets 5 and 4 of the hash value.

ot antate 1 andA N Af A N/ apat An A AT ol Al £l A 0 antate 7 and O Af than hackh ol

L OCTCS T aNOr o Ot vV Croror7 X rnic i Hcr g 1ot OCtetS 1T N OO O tHIC TIoS T VT tie:,

Overwrite the four most significant bits (bits 15 through 12) of the "VersionAndTimeHigh" field with the
four-bit version number from Table 3 of 12.2 for the hash function that was used.

Set the "VariantAndClockSeqHigh" field to octet 8 of the hash value.

Overwrite the two most significant bits (bits 7 and 6) of the "VariantAndClockSegHigh" field with 1 and
0, respectively.

Set the "ClockSegLow" field to octet 9 of the hash value.
Set octets 5 through O of the "Node" field to octets 15 through 10 of the hash value.

14.2 This subclause specifies a name-based UUID using MD5 as a hash function, but MD5 shall not be used for
newly generated UUIDs (see C.4). For an MD5 hash function, the "hash value" referenced in 14.1 is the 16-octet value
specified by IETF RFC 1321 as octets zero to 15.
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NOTE — This specification of MD5, with the associated version number, is included only for backward compatibility with earlier
specifications.

14.3 This subclause specifies a name-based UUID using SHA-1 as a hash function. For a SHA-1 hash function, the
"hash value' referenced in 14.1 shall be octets zero to 15 of the 20-octet value obtained from the 160-bit Message
Digest value specified by FIPS PUB 180-3. Octets 16 to 19 of the 20-octet value shall be discarded. The 20-octet value
shall be obtained from the 160-bit Message Digest value of FIPS PUB 180-3 by placing the most significant bit of the
160-bit value in the most significant bit of the first octet (octet zero) of the 20-octet value, and the least significant bit in
the last octet (octet 19) of the 20-octet value.

15 Setting the fields of a random-number-based UUID

15.1 The fields of arandom-number-based UUID shall be set asfollows:
—__ Set the two most significant bits (bits 7 and 6) of the "VariantAndClockSegHigh" field to 1 and 0,

respectively.

4+  Set the four most significant bits (bits 15 through 12) of the "VersionAndTimeHigh" field-to {he four-bit

version number specified in 12.2.

4+  Set dl the other bits of the UUID to randomly (or pseudo-randomly) generated values.

NOTE — Pseudo-random numbers may produce the same value multiple times. The Use of cryptogrgphic-quality
random numbers is strongly recommended in order to reduce the probability of rfepeated values.

15.2 Annex C provides guidance on how to generate random numbersin a system.

16 Registration of UUIDs and their usein the International Object | dentifier treg

16.1  Thelnternational Object Identifier tree
NOTE + This subclause summarizes the main provisions of Rec. ITU-T{X.660 | ISO/IEC 9834-1.

16.1.1 This Recommendation | International Standard défines procedures for the operation of a Registration
Authority that registers UUIDs. This registration also enablésthe use of those UUIDs as primary integer values and arcs
of the Intefnational Object Identifier tree under the Joint WUID arc (see also clause 7).

NOTE + UUIDs can also be used to identify arcs underthe Joint UUID arc without being registered, but the identificdtion of such
arcsis then not guaranteed to be worldwide unambiguous, and this use is deprecated.

16.1.2 The International Object Identifiertree is a form of worldwide unambiguous identification hased on a
hierarchical tree structure, and independentthierarchical registration authorities. It has a root node, arcs beneath that
root node, |arcs beneath each of those ares,and so on, to any depth. Arcs are identified by a mandatory primary integer
value (defijning an integer-valued Unicede label) (see 16.1.7) that provides unambiguous identification of an| arc within
the superigr node. Arcs can aso (optionally) be given one or more non-integer Unicode labels (sequence ¢f Unicode
characters), and secondary identifiers. An object isidentified by the sequence of (any of) the Unicode labels fissigned to
the arcs frgm the root node to the object.

16.1.3  Wnicode labelstare unambiguous. Secondary identifiers may be ambiguous. The ASN.1 Objeqt Identifier
type uses ¢only the single and unambiguous primary integer value on each arc in al encodings, but allows the inclusion
of the (p@ssibly.ambiguous) secondary identifiers in some human-readable value notations. The ASN.1 OID
Internatiorjalized Resource Reference type uses any of the (unambiguous) Unicode labels on each arc in both encodings
andin hunran-readable value notation.

16.1.4 The encoding of an ASN.1 object identifier value is normally a compact binary encoding of the sequence of
primary integer values. The encoding of an ASN.1 OID internationalized reference identifier value is normally a
character encoding of Unicode labels.

NOTE — For afuller description of the OID tree, see Rec. ITU-T X.660 | ISO/IEC 9834-1.

16.1.5 (TUTORIAL) It isimportant to note that an unregistered UUID can be used as an object identifier component
under the same arc as that of aregistered UUID (see 16.1.1). Thusidentical identification values for different arcs using
aregistered UUID and an unregistered UUID (or for two unregistered UUIDs) might be used, although the probability
of this occurring is very small. The probability is increased if UUIDs are generated from MD5 hash values or pseudo-
random numbers, rather than from SHA-1 hash values and cryptographic-quality random numbers. This may cause
confusion for the users of the OID, and could be the trigger of malicious use such as spoofing. The Registration
Authority for UUIDs is responsible for a collision between registered UUIDs, but it is not responsible for a collision
between a registered UUID and an unregistered UUID because it does not manage unregistered UUIDs. If such a
collision occurs, the semantics associated with the registered UUID should have precedence; the semantics associated
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with the unregistered UUID value should not be used. Thus, the registration of an OID with a UUID does not ensure
that the OID has more uniqueness than its UUID's uniqueness. The objective of the registration should be seen mainly
asameans of publishing the UUID and its semantics.

16.1.6 It ispossible in machine representations of an object identifier or an OID internationalized resource identifier
to imply (by the context of that machine representation) identification of part of the path from the root to an object in
the OID tree. Thus, if an object identifier or OID internationalized resource identifier value is known to be formed as
specified in clause 7, a machine representation could consist solely of the UUID value.

16.1.7 Primary integer values on arcs are non-negative integers of unlimited magnitude. Unicode labels on arcs are
any sequence of Unicode characters, provided that they do not appear to be integers that differ from the primary integer
value of the arc.

16.2 Appointment of registration authorities

16.21 IfTSwithin the mandae o - 0 organize registraiion as speciited 1n this Recommendation |
Internatiorja Standard. In order to do this, ITU-T | ISO/IEC appoints, according to their internal requiremehts and rules,
an organizption to act as the RA for this Recommendation | International Standard.

NOTE  For registration, use the URL http://www.itu.int/ITU-T/asnl/uuid.html (the ITU-T ASN.1 Projectsite).

16.2.2 The Registration Authority shall not be liable for any failure to operate under these’procedures,|or for any
actions relfted to its duties in relation to this Recommendation | International Standard, excéptthat it may bedischarged
of its dutigs by the relevant ITU-T Study Group | ISO/IEC JTC 1 Subcommittee, without penalty. The Hegistration
Authority shall not be held liable for any use of an unregistered OID value that is the/same as aregistered OID value, as
it has no cpntrol over the use of such values (see 16.1.5).

NOTE + Should the relevant ITU-T Study Group | ISO/IEC JTC 1 Subcommittee-determine that the Registration Authority be
discharged of its duties, for this or for any other reasons, it is expected that registration information held by the RA will be made
availablle to any subsequently appointed RA.

16.3 Fees

16.3.1  The organization providing this RA shall do so on a.cost-recovery basis. The fee structure shall be ¢lesigned to
recover the expenses of operating the RA, to cover Web publication of registrations, to support enquiry requests, and to
discourage frivolous and multiple requests.

16.3.2  The fee values shall be determined by the.RA, subject to the approval of the relevant ITU-T Stugdy Group |
ISO/IEC JIC 1 Subcommittee. Fees can apply to:

a) registration;

b) enquiry request;

¢ Web publication;
d) request for update.

16.3.3  Kees shall be independent, subject to exchange rate fluctuations, of the country that the applicatipn is made
from.

164 Registration procedures

This subclpuselspecifies the procedures to be followed in the registration of UUIDs. The procedures are designed to
assure opehness and due process in the operation of the RA.

16.4.1 Application for registration of a UUID

16.4.1.1 An organization submits an application for registration of a UUID directly to the RA, by completing the form
on its website. The content of the application is specified in 16.4.3.

16.4.1.2 Upon successful completion of the registration procedures, the 128-bit UUID value shall be registered as
having been assigned to (or by) the submitting organization, and shall be published.

16.4.2 Confirmation process

Successful registration is confirmed by the website response and Web publication.
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16.4.3 Content of application

16.4.3.1 This subclause specifies the information required by the RA to conduct the registration process.
NOTE — At the time of publication of this Recommendation | International standard, this information can be submitted by e-mail,
telephone, or hard copy or by website registration.
16.4.3.2 Registration includes the following information:
a) Country inwhich the registering organization has its main headquarters;
b) Name of organization, with country registration information if a registered company, charity, etc., or
affiliation to aknown international organization;
¢) Name and title, postal address, e-mail address, telephone and fax number for the contact point within the
registering organization;
d) Free-form information establishing the bona fides of the registering organization as a means to audit and
remove spurious registrations,

@) (Optionally) aURL that can be accessed to provide more information about the use of the JWIP.

16.4.3.3 The content of a general application for an OID is specified in Rec. ITU-T X.660 | ISO/IEC9834-1| clause 8.

16.5 Maintenance of a Web-based register
16.5.1 TheRA shal maintain on awebsite of its choosing aregister of al registrations.

is given details of changes of company name, or similar information, with appropriate authorization for the change. The

16.5.2 SI!i:n‘ormation about organizations involved in aregistration shall be updated'by. the RA free of charge if the RA
d
mechanism for doing this shall be determined by the RA, and shall be announcéd,on its website.

12 ITU-T Rec. X.667 (08/2008)
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Annex A

Algorithmsfor the efficient generation of time-based UUIDs

(This annex does not form an integral part of this Recommendation | International Standard)

This annex describes an algorithm that can be used to repeatedly generate time-based UUIDs in a computer system.

Al Basic algorithm
A.11  Thefollowing algorithmis simple, correct, but inefficient:
— Obtain asystem-wi de global lock.
jues of the

T|me CIock Sequence and Node used to generate the last UUID.

4+  Get the current time as a 60-bit count of 100-nanosecond intervals since 00:00:00.00;'15 Odtober 1582
into Time.

+  Get the current Node value.

+  If the state was unavailable (e.g., non-existent or corrupted), or the saved Node'value is different than the
current Node value, generate arandom Clock Sequence value.

+ If the state was available, but the saved Time value is later than the €urrent Time value, ingrement the
Clock Sequence value.

4+ Savethe state (current Time, Clock Sequence, and Node values) back to the stable store.
1+ Releasethe global lock.

4+ Format a UUID from the current Time, Clock Sequence, and Node values according to the steps in
clause 13.

A.12  Iff UUIDs do not need to be frequently generated, the.above algorithm may be perfectly adequate. [For higher
performange requirements, however, issues with the basic algorithm include:

4+ Reading the state from stable storage each ttmeis inefficient;

4+ Theresolution of the system clock may not be 100-nanoseconds,
4+  Writing the state to stable storage-each time is inefficient;

4  Sharing the state across process boundaries may be inefficient.

A.1.3  Fach of these issues can be@ddressed in a modular fashion by local improvements in the functiorjs that read
and write the state and read the clock. These are addressed in turn in the following subclauses.

A2 Reading stable storage

A.2.1  The state only‘needs to be read from stable storage once at boot time, if it is read into a system-wide shared
volatile stqre (and updated whenever the stable store is updated).

A.2.2 If an implementation does not have any stable store available, then it can aways say that the velues were
unavailable. Thisis the least desirable implementation, because it will increase the frequency of creation of hew Clock
Sequence pumbers, which increases the probability of duplicates.

A.2.3 If the Node value can never change (e.g., the net card is inseparable from the system), or if any change also
reinitializes the Clock Sequence to a random value, then instead of keeping it in stable store, the current Node value
may be returned.

A3 System clock resolution

A.3.1 The Time vaue is generated from the system time, whose resolution may be less than the resolution required
for Time.

A.3.2 If UUIDs do not need to be frequently generated, Time can simply be the system time multiplied by the
number of 100-nanosecond intervals per system timeinterval.

A.3.3 If asystem overruns the generator by requesting too many UUIDs within a single system time interval, the
UUID service should either return an error, or stall the UUID generator until the system clock catches up.

ITU-T Rec. X.667 (08/2008) 13
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A.3.4 A high resolution Time value can be simulated by keeping a count of how many UUIDs have been generated
with the same value of the system time, and using it to construct the low-order bits of the Time value. The count will
range between zero and the number of 100-nanosecond intervals per system time interval.

NOTE — If the processors overrun the UUID generation frequently, additional MAC addresses can be alocated to the system,
which will permit higher speed allocation by making multiple UUIDs potentially available for each Time value.

A4 Writing stable storage

The state does not always need to be written to stable store every time a UUID is generated. The Time value in the
stable store can be periodically set to avalue larger than any yet used in a UUID. Aslong as the generated UUIDs have
Time values less than that value, and the Clock Sequence and Node vaue remain unchanged, only the shared volatile
copy of the state needs to be updated. Furthermore, if the Time value in stable store is in the future by less than the
typical time it takes the system to reboot, a crash will not cause a reinitialization of the Clock Sequence.

A5 aring state acr oss processes

If it is tod expensive to access shared state each time a UUID is generated, then the system-wide @enerator can be
implementied to allocate a block of Time values each timeit is called, and a per-process generator can lalocate from that
block untilfit is exhausted.

14 ITU-T Rec. X.667 (08/2008)
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Annex B

Properties of name-based UUIDs

(This annex does not form an integral part of this Recommendation | International Standard)

B.1 The name-based UUID is meant for generating a UUID from a name that is drawn from, and unique within,
some name space. The concept of name and name space should be broadly construed, and not limited to textual names.
The mechanisms or conventions for allocating names from, and ensuring their uniqueness within, their name spaces are
beyond the scope of this Specification.

NOTE — In order to avoid recursion problems, name-based UUIDs should not be generated from an OID that ends with a UUID
which is name-based.

1 ol

EETETE =Y atad—ia. el bb—elakca. 4 EWWIT 1 SIP-NP-YRTT =\ I h
oS YCrCrarCU—TT T aCCOTTUanCT vVt T Crad SC I Ao vt o SATt y chosen

B.2 --hC 'JIU'JG!‘LI% Uf II(JIIIC—IL)(m\.‘ A\ AW
namespace will be as follows:
4+ TheUUIDs generated at different times from the same name in the same namespace wilkbe edual;

4+ The UUIDs generated from two different names in the same namespace will be different with very high
probability;
4+ The UUIDs generated from the same name in two different namespaces witl.be different with very high
probability;

4+ If two name-based UUIDs are equal, then they were generated from the same name in the same
namespace with very high probability.

ITU-T Rec. X.667 (08/2008) 15
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Annex C

Generation of random numbersin a system

(This annex does not form an integral part of this Recommendation | International Standard)

Cl If a system does not have the capability to generate cryptographic-quality random-numbers, then in most
systems there are usually a fairly large number of sources of randomness available from which one can be generated.
Such sources are system specific, but often include:

—  the percent of memory in use;
— thesize of main memory in bytes;
— the amount of free main memory in bytes;

C2 I
speaking r

C3
available
accumul at

the size of the paging or swap file in bytes;

free bytes of paging or swap file;

the total size of user virtual address space in bytes;

the total available user address space bytes;

the size of boot disk drive in bytes;

the free disk space on boot drive in bytes;

the current time;

the amount of time since the system booted,;

the individua sizes of filesin various system directories;

the creation, last read, and modification times of files invarious system directories;
the utilization factors of various system resources (heap, etc.);
current mouse cursor position;

current caret position;

current number of running processes, threads;

handles or IDs of the desktop window<and the active window;
the value of stack pointer of the ealler;

the process and thread identifier of caller;

various processor architecture specific performance counters (instructions executed, cac
Trandation Lookaside Buffer or TLB misses).

n addition, items sueh as the computer's name and the name of the operating system, while
bndom, will help differentiate the results from those obtained by other systems.

The exact agoerithm to generate a Node value using these data is system specific, because bo

bnd the functions to obtain them are often very system specific. A generic approach, how
P as many-sources as possible into a buffer, and use a message digest such as SHA-1, take an al

octets fronp thethash value, and set the multicast bit as described above.

C4

ne misses,

not strictly

h the data
bver, is to
bitrary six

Dther hash functions, such as MD5 and hash functions specified in ISO/IEC 10118, can also be

used. The

only requirement is that the result be suitably random in the sense that the outputs from a set of uniformly distributed
inputs are themselves uniformly distributed, and that a single bit change in the input can be expected to cause half of the
output bits to change. (The use of MD5, however, is not recommended for new UUIDs because recent research has
shown that its output values are not uniformly distributed.)

16

ITU-T Rec. X.667 (08/2008)


https://iecnorm.com/api/?name=f72f248e2555d8793127e271f3bbee00

I SO/IEC 9834-8:2008 (E)

Annex D

Sample implementation

(This annex does not form an integral part of this Recommendation | International Standard)

D.1 Files provided

This implementation consists of 6 files. copyrt.h, uuid.h, uuid.c, sysdep.h, sysdep.c and utest.c. The
uuid. * files are the system independent implementation of the UUID generation algorithms described in clauses 13, 14
and 15, with all the optimizations described in Annex A (except efficient state sharing across processes) included. The
code assumes 64-hit integer support, which makesit alot clearer.

NOTE — The code has been tested on Linux (Red Hat 4.0) with GCC (2.7.2), and Windows NT 4.0 with VC++ 5.0.

D.2 The copyrt.hfile
All the following source files should be considered to have the following copyright notice included:

/*

** Copyright (c) 1990- 1993, 1996 Open Software Foundation, Ing).

** Copyright (c) 1989 by Hewlett-Packard Company, Palo Alto, (Cav &
** Digital Equipment Corporation, Maynard, Mass.

** Copyright (c) 1998 Microsoft.

** To anyone who acknowledges that this file is provideéd "AS IS"

** without any express or implied warranty: permission“\to use, copy,
** modify, and distribute this file for any purpose is' hereby

** granted without fee, provided that the above copyright notices and
** this notice appears in all source code copie€s, “and that none of
** the names of Open Software Foundation, Inc.(\Hewlett-Packard

** Company, or Digital Equipment Corporationrbe used in advertising
** or publicity pertaining to distribution of the software without
** gpecific, written prior permission. Neither Open Software

** Foundation, Inc., Hewlett-Packard Company, Microsoft, nor Digital
** Equipment Corporation makes any axepresentations about the

** guitability

** of this software for any purpese.

*/

D.3 Theuwuid.nfile

#include "copyrt.h"

#undef uuid t

typedef struct f
unsigned32 \time low;
unsignedl6 . time mid;
unsignedl6 time hi and version;
unsigneds clock seq hi and reserved;
unsigneds clock seq_ low;

byte node[6] ;
} auid t;
/* uuid create -- generate a UUID */

int uuid create(uuid t * uuid);

/* uuid create from name -- create a UUID using a "name"
£xrom Ly am o u_/
void uuid create from name (
uuid t *uuid, /* resulting UUID */
uuid t nsid, /* UUID of the namespace */
void *name, /* the name from which to generate a UUID */
int namelen /* the length of the name */
)i
/* uuid compare -- Compare two UUID's "lexically" and return

-1 ul is lexically before u2
0 ul is equal to u2
1 ul is lexically after u2

Note that lexical ordering is not temporal ordering!

*/

int uuid compare(uuid t *ul, uuid t *u2);
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Theuuid.c file

#include "copyrt.h"
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include "sysdep.h"
#ifndef WINDOWS_
#include <arpa/inet.h>

#endif

#include "uuid.h"

/* various forward declarations */

static int read state(unsignedl6é *clockseq, uuid time t *timestamp,
uuid node t *node) ;

static void write state(unsignedl6é clockseq, uuid time t timestamp,
uuid node t node);

static void format uuid vl (uuid t *uuid, unsignedl6é clockseq,
uuid time t timestamp, uuid node t node);

static void format uuid v3(uuid t *uuid, unsigned char hash[16]);

static void get current_time(uuid time t *timestamp);

static unsignedl6é true random(void);

/* uuid create -- generator a UUID */
int uuid create(uuid t *uuid)
{
uuid time t timestamp, last_time;
unsignedl6é clockseq;
uuid node t node;
uuid node t last_node;
int £;

/* acquire system-wide lock so we're alore)*/
LOCK;

/* get time, node identifier, saved/state from non-volatile storage */
get current time(&timestamp) ;

get _ieee node identifier (&node)

f = read state(&clockseq, &last'time, &last_node);

/* if no NV state, or if clock went backwards, or node identifier
changed (e.g., new network card) change clockseq */

if (!f || memcmp (&nodé)&last node, sizeof node))
clockseq = true“-random();

else if (timestamp x last_ time)
clockseqg++;

/* save the ‘state for next time */
write state(clockseq, timestamp, node);

UNLOCK:;.

/% stuff fields into the UUID */
format uuid v1(uuid, clockseq, timestamp, node);
return 1;

}

/* format uuid vl -- make a UUID from the timestamp, clockseq,
and node identifier */
void format_uuid vl (uuid t* uuid, unsignedlé clock_seq,

7 4

1 d PO | at i1 d a s de)

/* Construct a version 1 uuid with the information we've gathered

plus a few constants. */
uuid->time low = (unsigned long) (timestamp & OxXFFFFFFFF) ;
uuid->time mid = (unsigned short) ((timestamp >> 32) & OxFFFF);
uuid->time hi and version =

(unsigned short) ((timestamp >> 48) & OxOFFF);

uuid->time hi_and version |= (1 << 12);
uuid->clock _seq low = clock seq & OxFF;
uuid->clock seq hi and reserved = (clock seq & 0x3F00) >> 8;
uuid->clock _seq hi and reserved |= 0x80;
memcpy (&uuid->node, &node, sizeof uuid->node);

}

/* data type for UUID generator persistent state */
typedef struct {
uuid time t ts; /* saved timestamp */

ITU-T Rec. X.667 (08/2008)
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uuid node t node; /* saved node identifier */
unsignedlé6 cs; /* saved Clock Sequence */
} uuid state;

static uuid state st;

/* read state -- read UUID generator state from non-volatile store */
int read state(unsignedlé *clockseq, uuid time t *timestamp,

uuid node t *node)
{

static int inited = 0;
FILE *fp;

/* only need to read state once per boot */
if (!inited) {
fp = fopen("state", "rb");
if (fp == NULL)
return 0;

freag(tast—stzeot——st—1; TD/);
fclose (£p)
inited = 1

7
7

}

*clockseq = st.cs;
*timestamp = st.ts;
*node = st.node;
return 1;

}

/* write state -- save UUID generator state back to non-velatile
storage */
void write_ state(unsignedl6é clockseq, uuid time t timestamp,
uuid node t node)
{

static int inited = 0;
static uuid time t next save;
FILE* fp;

if (!inited) {
next save = timestamp;
inited = 1;

}

/* always save state to vdlatile shared state */
st.cs = clockseq;
st.ts = timestamp;
st.node = node;
if (timestamp >= Hext save) {
fp = fopen (“state", "wb");
fwrite (&st,./sizeof st, 1, fp);
fclose (fp)";
/* schedule next save for 10 seconds from now */
next\save = timestamp + (10 * 10 * 1000 * 1000);

}

/* get-current time -- get time as 60-bit 100ns ticks since UUID epoch.
Compensate for the fact that real clock resolution is
less than 100ns. */
void get current time(uuid time t *timestamp)
{
static int inited = 0;
static uuid time t time last;

static unsignedl6é uuids_this_tick;
uuid time t time now;

if (!inited) {
get system time(&time now) ;
uuids_this_tick = UUIDS_PER_TICK;
inited = 1;

for (; ;) {
get_system time(&time now);

/* if clock reading changed since last UUID generated, */

if (time_last != time_now) {
/* reset count of uuids gen'd with this clock reading */
uuids this tick = 0;
time last = time now;
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