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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
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Introduction

Within networks of communicating devices it is often necessary for two devices to perform an entity
authentication procedure using a channel which may be subject to both passive and active attacks, where an
active attack can include a malicious third party introducing data into the channel and/or modifying, deleting or
repeating data legitimately sent on the channel. Other parts of ISO/IEC 9798 specify entity authentication
mechanisms applicable when the two devices share a secret key, or where one device has an authenticated

copy O
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a public Key Tor the other device.

part of ISO/IEC 9798, entity authentication mechanisms where there is no such\assu
shed keying relationships, referred to as manual authentication mechanisms;_ ar€ spe
huthentication is achieved by manually transferring short data strings from ong, device to t
Ily comparing short data strings output by the two devices.

ned identity (and vice versa), both devices in the possession of a\user verify that they co
ring with the other device at the time of execution of the mechanism. Of course, this da
h identifiers for one or both of the devices.

blso be used for the reliable exchange of other secret or public security parameters, inc
statements or timestamps.

mption of pre-
cified. Instead
ne other, or by

p purposes of this part of ISO/IEC 9798, the meaning of the term entity authentication is| different from
aning applied in other parts of ISO/IEC 9798. Instead of one device’yverifying that the other device has

rectly share a
fa string could

cribed in informative Annexes B and C, a manual authéntication mechanism can be used as the basis
cret key establishment or the reliable exchange of)public keys. A manual authenticatign mechanism

uding security
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INTERNATIONAL STANDARD
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Info

rmation technology — Security techniques —

Entity authentication —

Part 6:
Mechanisms using manual data transfer

1 Stope

This part of ISO/IEC 9798 specifies eight entity authentication mechanisms based on manua| data transfer
betwegn authenticating devices. It indicates how these mechanisms can be(used to support key management
functigns, and provides guidance on secure choices of parameters for thelmechanisms. A comnjparison of the
levels pf security and efficiency provided by the eight mechanisms is given.

Such fnechanisms can be appropriate in a variety of circumstances.” One such application occurs in personal
netwo]Es, where the owner of two personal devices capable of wireless communications wjshes them to
perforin an entity authentication procedure as part of the pracess of preparing them for use in thg network.

2 Normative references

The fgllowing referenced documents are indispensable for the application of this document. For dated
references, only the edition cited appliesZFor undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IHC 9798-1:2010, Information ~technology — Security techniques — Entity authentication — Part 1:
Generpl

3 Terms and definitions

For the purposes ofithis document, the terms and definitions given in ISO/IEC 9798-1 and the following apply.
31

checkfvalde

string jof bits, computed as the output of a check-value function, sent from the data originatpr to the data
recipi ipientof datatocheckitstomectness

3.2

check-value function
function fwhich maps a string of bits and a short secret key, i.e. a key that can readily be entered into or read
from a user device, to a fixed-length string of bits, i.e. a b-bit check-value, satisfying the following properties:

w

NOTE

© IS0/l

for any key & and any input string d, the function f{d, k) can be computed efficiently;

hich satisfy f(d, k) = f(d', k) is more than a small fraction of the possible set of keys.

In practice, a short key would typically contain 4—6 digits or alphanumeric characters.

EC 2010 — All rights reserved
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3.3

data origin authentication
corroboration that the source of data received is as claimed

[ISO 7498-2]

3.4
digest-value

string of bits, computed as the output of a digest function, sent from the data originator to the data recipient
that enables the recipient of data to check its correctness

3.5

digest functi¢n

function d whi
digest-value, {

for any kg

it is comp
which sat
value that

NOTE 1 In
cryptographic h
for universal hal
found in Annex

NOTE 2 Sed

3.6

hash-function

function which

it is comp

it is comp
[ISO/IEC 1011

3.7

manual authe
combination g
authentication

Ch maps a string of bits and a long secret key to a short and fixed-length string of bits".e.
hat can readily be entered into or read from a user device, satisfying the following properti

y k and any input string m, the function d(m, k) can be computed efficiently;
utationally infeasible to find a pair of distinct data strings (m, m') for which’the proportion ¢
is negligible relative to 2.

ractice, the second digest function property should be satisfied if the key k is of the size of a
hsh value, for example, 160 bits. This requirement derives from theoretical lower bounds on the key
sh-functions, which are a general class of digest functions. More-detailed discussions of this issue
.

Annexes D, F, and G for further discussions of key and\digest lengths.

maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
utationally infeasible to find for a given output an input which maps to this output;
utationally infeasible to find:féra given input a second input which maps to the same outp
8-1]

ntication certificate

f a secret/key and a check-value, generated by one of the two devices engaging in 1
with the property that, when entered into the other device, this pair of values can be

complete the manual-authentication process at some later time

3.8

a b-bit
es:

f keys

sfy d(m, k) = d(m', k) is greater than (27 + &), where b is the bit length 6f & digest-value andl ¢is a

typical
length
can be

nanual
sed to

Message Aut
MAC

entication Code

string of bits which is the output of a MAC algorithm

[ISO/IEC 9797-1]

© ISO/IEC 2010 — All rights reserved
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3.9
Message Authentication Code algorithm
MAC algorithm

algorithm for computing a function which maps strings of bits and a secret key to fixed-length strings of bits,

satisfying the following properties:

— for any key and any input string the function can be computed efficiently;

— for any fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute the
function value on any new input string, even given knowledge of the set of input strings and

corresponding function values, where the value of the ith input string may have been
observing the value of the first i-1 function values.

[ISO/IEC 9797-1]

3.10
manual entity authentication

proce{

a (potentially insecure) communications channel and the manual transfer of limited amounts of
the deyices

3.1
simple input interface
interfape for a device that allows the user to indicate to the devicé.the successful or unsuccess

chosen after

s achieving entity authentication between two devices using a combination“of message gxchanges via

data between

ful completion

of a procedure, e.g. as could be implemented as a pair of buttons or a single button which is either pressed or

not within a certain time interval

3.12
simpl¢ output interface
interfage for a device that allows the device to indic¢ate to the user the successful or unsuccess
of a piocedure, e.g. as could be implemented by'red and green lights or as single light which ig
ways tp indicate success or failure

4 Symbols and abbreviated:-terms
A, B Labels used for'the two devices engaging in a manual entity authentication mg

d Digest( function, used in mechanisms 3 and 5, where d(D,k) denotes thg
computed on data string D using key &

D Data string whose value is established between devices 4 and B as the resul
a manual entity authentication mechanism

ful completion
lit in different

bchanism

digest value

of performing

h Hash-function, used in mechanisms 3-6

Iy, Ip Distinguishing identifiers of 4 and B respectively

K (Short) secret key used with a check-value function in mechanisms 1 and 2
k (Long) secret key used in mechanisms 3—6

Ky, K, Kp, Kp; Random MAC keys used in mechanisms 7 and 8
MAC Message Authentication Code

R (Short) random bit-string used in mechanisms 4, 6, 7, and 8

© ISO/IEC 2010 — All rights reserved
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As defined in ISO/IEC 9798-1, X]||Y is used to mean the result of the concatenation of data
items X and Y in the order specified. In cases where the result of concatenating two or more
data items is input to a function as part of one of the mechanisms specified in this document,
this result shall be composed so that it can be uniquely resolved into its constituent data
strings, i.e. so that there is no possibility of ambiguity in interpretation. This latter property
could be achieved in a variety of different ways, depending on the application. For example,
it could be guaranteed by (a) fixing the length of each of the substrings throughout the
domain of use of the mechanism, or (b) encoding the sequence of concatenated strings
using a method that guarantees unique decoding, e.g. using the distinguished encoding
rules defined in ISO/IEC 8825-1 [10]

NOTE Annexes D and F provide guidance on appropriate choices for the lengths of short secrets and MAC keys.

5

Overall[requirements

The authentication mechanisms specified in this document have the following requirements in addition| to the

specific requirements specified in Clauses 6, 7 and 8.

a)

f)

The pair| of devices performing the manual authentication procedure ,shall be connected|via a
communigations link (e.g. a wireless or Internet link). No security assumptions are made regardipg this
link; that is, the mechanisms are designed to operate securely even in an_environment where an aftacker
can monifor and change data transferred on this link.

The pair [of devices performing the manual authentication procedure shall both have a user interface
capable df data input and data output.

The user|data input interface for a device shall, at minimum, be capable of indicating successful or
unsuccesgful completion of a procedure (e.g. as could, be implemented by using either two buttons or a
single bufton which is either pressed or not within accertain time interval); such a means of data ipput is
referred tp below as a simple input interface. By contrast, a standard input interface shall provide means
for the input of a short string of symbols, e.g. anumeric, hexadecimal, or alphanumeric keypad. Unless
explicitly $tated otherwise, it is necessary that-every device has a standard means of data input.

The user|data output interface for a deviee shall, at minimum, be capable of indicating either sucgess or
failure of |pn authentication procedure\(e.g. as could be implemented by means of red and green |ights);
such a meeans of data output is refefred to below as a simple output interface. By contrast, a standard
output inferface shall providet\means for the output of a short string of symbols, e.g. a numeric,
hexadecimal or alphanumeric\display. Unless explicitly stated otherwise, it is necessary that every [device
has a stapdard means of data output.

For mechanisms 1<and 2, the two devices performing the entity authentication procedure shall have
agreed on the us€ of a specific check-value function, and shall have the means to implement this fyinction.

NOTE 1 Guidance on appropriate choices for check-value functions and lengths for check-values and fandom
keys for use ‘invmechanisms 1 and 2 is provided in Annex D. A construction for an unconditionally secure chedk-value
function suitable for use with mechanisms 1 and 2 is given in Annex E.

For mechanisms 3-6, the two devices performing the entity authentication procedure shall have agreed
on the use of a specific hash-function 4, and shall have the means to implement this function.

NOTE 2 Guidance on appropriate choices for bit lengths for hash-function inputs and outputs for use in
mechanisms 3-6 is provided in Annex D.

For mechanisms 3 and 5, the two devices performing the entity authentication procedure shall have
agreed on the use of a specific digest function d, and shall have the means to implement this function.

NOTE 3 Guidance on digests lengths for use in mechanisms 3 and 5 is provided in Annex D. Constructions for
digest functions using MAC algorithms and hash-functions, which are suitable for use with mechanisms 3 and 5, are
given in Annex G.

© ISO/IEC 2010 — All rights reserved
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h) For mechanisms 7 and 8, the two devices performing the entity authentication procedure shall have
agreed on the use of a specific MAC algorithm, and shall have the means to implement this algorithm.

NOTE 4

in

mechanisms 7 and 8 is provided in Annex D.

Guidance on appropriate choices for MAC algorithms and lengths for MACs and random keys for use

i)  Prior to invocation of mechanisms 1-8, the two devices performing the mechanism shall have exchanged
a data string D (in combination with a hash-value in mechanisms 3—-6). D may be generated by one
device and sent to the other device, or it may consist of the concatenation of data generated by both
devices and sent in both directions across the shared communications link.

j)  Either a single human user shall be in possession of both devices and shall operate them both, or the two

dévices shall be operated by two users who share a frusted means of communication.

k) The users of the devices shall be present through the complete running operationito
processing of these mechanisms. There shall not be a significant delay in manual tr
between the devices during this operation. The devices shall automatically time out as in
mechanism specifications to preclude certain attacks.

6

6.1

In this
The tw

— th
in

— th
in

A stan
input 3

Both n
other
manug
provid

6.2 Mechanism 1 — One device with simple input, one device with simple output

echanisms using a short check-value

General

clause two manual authentication mechanisms are speeified that are based on the use of
o mechanisms are appropriate for different types of-devices. Specifically,

erface and the other has a simple output interface, and

e second mechanism (mechanism 2)-is*appropriate for the case where both devices
but interface.

dard input or output interface_can emulate a simple interface, and hence if both devices
nd output interfaces then either of the mechanisms may be used.

hechanisms operate in the following general way. A data string D is transferred from ong
or is the concatenation of data transferred in both directions) via the shared communica

bd with assurance‘that the data string D they possess is the same as the value held by the

insure correct

nsfer of data
dicated in the

a check-value.

e first mechanism (mechanism 1) is appropriate for the case where one device has a simple input

have a simple

have standard

device to the
tions link. The

| entity authentication mechanism is then executed. As a result of the mechanism both devices are

other device.

6.2.1

—Specific Tequirements

This mechanism has the following specific requirements.

a) The mechanism specified in this subclause is appropriate for the case where one device (device 4) has a
simple input interface and the other (device B) has a simple output interface.

b) Device 4 shall have the means to generate keys.

© ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=ff582a1ff24162808b2d2d81850c94a3

ISO/IEC 9798-6:2010(E)

6.2.2 Specification of data exchanged
The following data exchanges and operations shall take place (see also Figure 1).

a) Both devices shall output a signal to acknowledge that they have received data D and that they are ready
for the authentication mechanism to commence. On observing that both devices are ready, the user shall
then enter a signal into device 4 to notify 4 that the mechanism can start.

b) Device 4 shall generate a random key K, where K is suitable for use with the check-value function shared
by the two components. Using this key K, device 4 shall compute a check-value as a function of the data
D. The check-value and the key K shall then be output via the output interface of device 4. The user shall
read the check-value and the key K from the output interface.

c) The user ghall enter the check-value and the key K output by device 4 to device B using its input.inferface.
Device B ghall use the key K to re-compute the check-value as a function of its stored versionef dafa D. If
the two check-values agree, then device B shall output a success signal to the user via its, simple [output
interface.|Otherwise it shall give a failure signal.

d) The user shall enter the result output by device B, i.e. success or failure, into device 4 via its simple input

interface.
—3
QN
A B
simple simple
input output
Output: Data D ready Output: Data D ready
User verifies: Bothreomponents ready
User enters: Start
Generate K, compute
check-value, and output
K and check-value
User reads K and che¢k-value User enters K and check-value
Recompute check-
value and compare
Output Accept or Reject
User reads result
User enters result

———— Figture-t—RManuat-authentication-mechanism—1
6.2.3 Manual authentication certificates

Manual authentication mechanism 1 has the property that no authentication information is transmitted over the
insecure channel. Therefore, it does not affect the security of the mechanism if the manual authentication
values K and check-value are transferred from device 4 to device B before the latter has received the actual
data D. Naturally, such an approach is applicable only to situations where device 4 generates the data D.
However, in such a case, mechanism 1 offers a means of authenticating data to be received at some later
time. Such authentication means is called a manual authentication certificate. A protocol for data origin
authentication using a manual authentication certificate is now specified (with the same requirements as
specified in subclause 6.2.1). Note that this protocol does not provide entity authentication.

6 © ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=ff582a1ff24162808b2d2d81850c94a3

ISO/IEC 9798-6:2010(E)

Suppose device 4 has data D that needs to be sent to device B at some later time.

a)

Device 4 generates a random key K, where K is suitable for use with the check-value function shared by
the two devices. Using this key K, device 4 computes a check-value as a function of the data D. The
check-value and the key K are then output to the user by the output interface of device 4. The user reads
the output check-value and key K.

The user enters the check-value and key K output from device 4 to the input interface of device B. The
key K and the check-value are stored in device B.

When device B at some later time receives data D, it can verify the authenticity of the data using the
stored values of K and the check-value. Device B uses the key K to recompute the check-value as a
fuhction of the received data D. If the two check-values agree then device B accepts the data and outputs
a puccess signal to the user. Otherwise it gives a failure signal.

The manual authentication certificate consists of K and the check-value computed as afunction pf K and D.

NOTE An example of data that could be included in D are a public key of a device, its“identity, the domain of service,
etc. In Annex B an example is provided of how manual authentication certificates can beJused to establish|a shared secret

key between two devices.

6.3

6.3.1 | Specific requirements

This mechanism has the following specific requirements.

a)

b)

6.3.2 | Specification of data exchanged

The following data exchanges and.@perations shall take place (see also Figure 2).

a)

b)

c)

d)

Mechanism 2 — Devices with simple input capabilities

The mechanism specified in this subclause is appropriate for the case where both devices (4 and B) have
a pimple input interface.

Onhe of the devices (the device labelled 4 below) shall have the means to generate keys.

Both devices shall outputa signal to acknowledge that they have received data D and that {hey are ready
for the authentication.fnechanism to commence. On observing that both devices are ready | the user shall
thien enter a signal-inte device 4 to notify 4 that the mechanism can start.

Device 4 shall generate a random key K, where K is suitable for use with the check-value fiinction shared
by the two,components. Using this key K, device 4 shall compute a check-value as a functlon of the data
D| The eheck-value and the key K shall then be output via the output interface of device A4. Device 4 shall
also transmit the key K to device B via the shared communications link.

Device B shall use the Key K to compute the check-value as a function of 1ts stored version of data D, and
shall output the key K and the computed check-value.

The user shall compare the two output check-values and the two output keys. If the values agree then the
user enters a signal of acceptance into both devices. If the check-values or the key values are different
then the mechanism has failed and the user shall enter a rejection signal into the devices. The devices
shall interpret the absence of an acceptance signal as a failure signal (this will require the implementation
of a time-out mechanism).

© ISO/IEC 2010 — All rights reserved 7
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A B
simple simple
input input
Output: Data D ready Output: Data D ready

User verifies: Both components ready

User enters: Start

7 Mechan

7.1 Gener§

In this clause
short digest-v
Specifically,

— the first t
simple ing

— the secon
a simple i

Generate K, and
transmit K to second
component

> Receive K
Compute check-value Compute check-value
Output K and check-value Output K and check-value

User compares the key K and the two check-values.
User enters OK or REJECT in both components.

Figure 2 — Manual authentication mechanism 2

isms using a manual transfer of a short digest-value or a short key

our manual authentication mechanisms are-specified that involve the manual transfer of €

wvo mechanisms (mechanisms 3 @nd 4) are appropriate for the case where one device
ut interface and the other has a simple output interface, and

d two mechanisms (mechahisms 5 and 6) are appropriate for the case where both device
hput interface.

A standard in

input and output interfaces then either of the mechanisms can be used.

All mechanisnis operate)in the following general way. A data string D and a hash-value are transferre]

one device t

directions) via|the shared communications link. The manual entity authentication mechanism is then exe
As a result of fhe’mechanisms both devices are provided with assurance that the data string D they pos

ut or output interface can emulate a simple interface, and hence if both devices have st

the other (D may alternatively be made up of the concatenation of data transferred i

ither a

alue or a short key. The four mechanisms are appropriate for different types of device.

has a

s have

hndard

d from
n both
cuted.
5ess is

the same as the value held by the other device.

7.2 Mechanism 3 — One device with simple input, one device with simple output

7.2.1 Specific requirements

This mechanism has the following specific requirements.

a) The mechanism specified in this subclause is appropriate for the case where one device (device 4) has a
simple input interface and the other (device B) has a simple output interface.

b) Device 4 shall have the means to generate (long) random keys.
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7.2.2 Specification of data exchanged

The following data exchanges and operations shall take place (see also Figure 3). Note that steps a)-b) may
occur in parallel, as may steps d)—e).

a)

b)

d)

e)

9)

NOTE |l
tries to
signal ih step g).

NOTE R
digest-
howevg
synchri

Devices 4 and B shall provisionally agree on a data string D. This could, for example, be achieved via an

exchange of unprotected messages sent via the shared communications link.

Device 4 shall generate and keep secret a random key k, where £ shall be suitable for use

as a key with

the agreed digest function d. Device 4 shall compute 4(k) and then pass this hash-value to device B by

some (not necessarily secure) means, e.g. via the shared communications link.

Both devices shall output a signal via their output interfaces to acknowledge that they-have completed

steps a)-b), and that they are ready for the authentication mechanism to commence."On
signals, the user shall enter a signal into device 4 via its simple input interface)te’ no
mechanism can start.

observing the
ify 4 that the

Device 4 shall compute a short digest-value d(D, k) and output the digest4value via its standard output

interface. The user shall read the short digest-value from the standard output interface of
info B using B’s standard input interface.

Device 4 shall transmit the key & to device B via the shared communications link. On receip
shall compute /(k) and check whether it equals the value devieeB received from 4 in step

vglues agree then B proceeds to step f). Otherwise B shall'give a failure signal, and sha
mechanism whereby it will refuse to start a new instance of the mechanism for a short time-|

Device B shall use the key & and its stored version ofdata D to re-compute the short diges
If this digest-value equals the value device B received in step d) then B shall output a sud
the user via its simple output interface. Otherwise it shall give a failure signal, and sha
mechanism whereby it will refuse to start a new-instance of the mechanism for a short time-|

T
in
in

e user shall enter the result output by-device B, i.e. success or failure, into device 4 via i
erface. A shall interpret the absence' of an acceptance signal as a failure signal (this V
plementation of a time-out mechanism).

The time delay mechanism-dsed in steps e) and f) prevents a man-in-the-middle attack in w
masquerade as device 4 to'device B immediately after B abandons the run while 4 is still waiting fo

In this mechanism, device B trusts device 4 since A4 generates the random key & and so pre]
alue d(D, k). If B is-given the ability to generate random keys then 4 and B do not have to trust |
r, potentiallysmakes the mechanism more complex because of the increased network com
nisation reguirements. This observation also applies to mechanisms 4-6.

4, and enter it

of k, device B
). If the hash-
| implement a
period.

-value d(D, k).
cess signal to
| implement a
period.

s simple input
vill require the

hich an attacker
[ an acceptance

tdetermines the
ach other. This,
Munication and
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A B
simple simple
input output
Generate k
Output: Data D || h(k) ready Output: Data D || h(k) ready

User verifies: Both components ready

User enters: Start

Compute a digest-value,
and output it

User reads digest-value User enters digest-value
Transmit k via the =% Receivek
communication link Recompute digest-value and

hash-value, and compare

Output Accept or Reject

User reads result
User enters result

Figure 3 — Manual authentication-mechanism 3

7.3 Mechahism 4 — One device with simple input, one device with simple output

7.3.1 Specific requirements
This mechanigm has the following specific requirements.

a) The mechanism specified in this subclause is appropriate for the case where one device (device 4) has a
simple ingut interface and the other (device B) has a simple output interface.

b) Device 4 ghall have the means to generate (long) random keys and short random bit-streams.

7.3.2 Specifiication of‘'data exchanged

The following data‘exchanges and operations shall take place (see also Figure 4). Note that steps a)-b) may
occur in parallel{as may steps d)—e).

a) Devices 4 and B shall provisionally agree on a data string D. This could, for example, be achieved via an
exchange of unprotected messages sent via the shared communications link.

b) Device 4 shall generate and keep secret a (long) random key k£ and a (short) random bit-stream R. Device
A shall compute A(D||k||R) and then pass this hash-value to device B by some (not necessarily secure)
means, e.g. via the shared communications link.

c) Both devices shall output a signal via their output interfaces to acknowledge that they have completed
steps a)-b), and that they are ready for the authentication mechanism to commence. On observing the
signals, the user shall enter a signal into device A via its simple input interface to notify 4 that the
mechanism can start.
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d) Device 4 shall output the short random bit-stream R via its standard output interface. The user shall read
the short random bit-stream R from the standard output interface of 4, and enter it into B using B’s
standard input interface.

e) Device 4 shall transmit the key & to device B via the shared communications link.

f)  On receipt of R and k in steps d)—e), device B shall use them to re-compute A(D|k||R) as a function of its
stored version of data D. If this hash-value equals the value device B received from A4 in step b) then B
shall output a success signal to the user via its simple output interface. Otherwise it shall output a failure
signal.

g) The user shall enter the result output by device B, i.e. success or failure, into device 4 via its simple input

in
in

erface. A shall interpret the absence of an acceptance signal as a failure signal (this.\
plementation of a time-out mechanism).

A
simple
input
Generate k and R
Output: Data D || #(D||k||R) ready Outpdit: Data D || A(D||k||R) ready

User verifies: Both contponénts ready

User enters: Start

Output R

User reads R User enters R

Transmit k via the &y Receivek
communication link Recompute hash-value,

and compare

Output Accept or Reject

User reads result
Usetienters result

Figure 4 — Manual authentication mechanism 4

vill require the

7.4

7.41

Mechanism 5 — Devices with simple input capabilities

Specific requirements

This mechanism has the following specific requirements.

a) The mechanism specified in this subclause is appropriate for the case where both devices (4 and B) have
a simple input interface.

b) One of the devices (the device labelled 4 below) shall have the means to generate (long) random keys.

© ISO/IEC 2010 — All rights reserved
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7.4.2 Specification of data exchanged

The following data exchanges and operations shall take place (see also Figure 5). Note that steps a)-b) may
occur in parallel, as may steps d)—e).

Devices 4 and B shall provisionally agree on a data string D. This could, for example, be achieved via an

of unprotected messages sent via the shared communications link.

Device 4 shall generate and keep secret a random key &, where £ shall be suitable for use as a key with
the agreed digest function d. Device 4 shall compute (k) and then pass this hash-value to device B by
some (not necessarily secure) means, e.g. via the shared communications link.

ces shall output a signal via their output interfaces to acknowledge that they have conj
b), and that they are ready for the authentication mechanism to commence. On observ
he user shall enter a signal into device 4 via its simple input interface to notify~4 th
M can start.

shall transmit the key £ to device B via the shared communications link.

shall compute a short digest-value d(D, k) and output the short digest-value via its st
brface.

t of key k in step d), B shall re-compute the hash-value 4(k) and)the short digest-value d(!
of its stored version of D. If this hash-value equals the value device B received from 4 in

te B shall output the short digest-value via its standard output interface. Otherwise B shall
nal, and shall implement a mechanism whereby it<will refuse to start a new instance
Im for a short time-period.

shall compare the two short digest-values output'via the standard output interfaces of de
steps e)f). If they are the same then the\user shall enter a signal of acceptance int
a their simple input interfaces. Otherwise the mechanism has failed and the user shall
signal into the devices. The devices sghall interpret the absence of an acceptance sign
hal; this will require the implementation of a time-out mechanism.

time delay mechanism used insstep f) prevents a man-in-the-middle attack in which an attacker
device 4 to device B immediately after B abandons the run while 4 is still waiting for an acceptancs

pleted
ng the
at the

hndard

, k) as
step b)
give a
of the

ices 4
o both
nter a
| as a

tries to
e signal

a)
exchange

b)

c) Both dev
steps a)—
signals, t
mechanis

d) Device 4

e) Device 4
output int

f)  On receip
a function
then devi
failure sig
mechanis

g) The user
and B in
devices V,
rejection
failure sig

NOTE The

masquerade as

in step g).
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A B
simple simple
input input
Generate k
Output: Data D || h(k) ready Output: Data D || i(k) ready

User verifies: Both components ready

User enters: Start

Transmit & to second —__p Receivek

component via the
communication link Recompute & verify hash-value
If incorrect, output Reject

Else,

Compute & output digest-value Compute & output digest-value

User compares the two digest-values.
User enters OK or REJECT in both components,

Figure 5 — Manual authentication' mechanism 5

7.5 Mechanism 6 — Devices with simple input capabilities

7.5.1 | Specific requirements
This mechanism has the following specific requirements.

a) The mechanism specified in this’subclause is appropriate for the case where both devices
a pimple input interface.

b) Ope of the devices (the'device labelled 4 below) shall have the means to generate (long
and short randombit-streams.

7.5.2 | Specification of data exchanged

The following-data exchanges and operations shall take place (see also Figure 6). Note that st
occur |n parallel, as may steps d)—e).

4 and B) have

random keys

bps a)-b) may

a) Devices 4 and B shall provisionally agree on a data string D. This could, for example, be achieved via an

exchange of unprotected messages sent via the shared communications link.

b) Device 4 shall generate and keep secret a (long) random key k and a (short) random bit-stream R. Device
A shall compute A(D||k|R) and then pass this hash-value to device B by some (not necessarily secure)

means, e.g. via the shared communications link.

c) Both devices shall output a signal via their output interfaces to acknowledge that they have completed

steps a)-b), and that they are ready for the authentication mechanism to commence. On

observing the

signals, the user shall enter a signal into device 4 via its simple input interface to notify 4 that the

mechanism can start.

© ISO/IEC 2010 — All rights reserved
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d) Device 4 shall transmit the (long) key k£ and (short) random bit-stream R to device B via the shared
communications link.

e) Device 4 shall output the short random bit-stream R on its standard output interface.

f)  On receipt of £ and R in step c), device B shall re-compute the hash-value A(D|k||R) as a function of its
stored version of data D. If this hash-value equals the value device B received from 4 in step b) then
device B shall output the short random bit-stream R via its standard output interface. Otherwise B shall
give a failure signal, and shall implement a mechanism whereby it will refuse to start a new instance of
the mechanism for a short time-period.

g) The user shall compare the two short random bit-streams output via the standard output interfaces of
devices 4 and B in steps e)-f). If they are the same then the user shall enter a signal of acceptante into
both deviges. Otherwise the mechanism has failed and the user enters rejection signal into_the devices
via their gimple input interfaces. The devices interpret the absence of an acceptance signaltas alfailure
signal, this will require the implementation of a time-out mechanism.

NOTE Thqg time delay mechanism used in steps f) prevents a man-in-the-middle attack in which an attacker|tries to
masquerade as|device A to device B immediately after B abandons the run while A is still waiting)for an acceptanceg signal
in step g).

A B
simple simple
input input
Generate k and R
Output: Data D || h(D||k||R) ready Output: Data D || #(D||k||R) ready

User verifies:*Both components ready

User enters: Start

Transmit k and R to —__p Rececivekand R
second component viathé
communication link Recompute & verify hash-value

If incorrect, output Reject

Output R Else, output R

User compares two short random bit-streams.
User enters OK or REJECT in both components.

Figure 6 — Manual authentication mechanism 6
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8 Mechanisms using a MAC

8.1 General

In this clause two manual authentication mechanisms are specified that are based on the use of a Message
Authentication Code (MAC). The two mechanisms are appropriate for different types of devices. Specifically,

— the first mechanism (mechanism 7) is appropriate for the case where both devices have a simple output
interface, and

— the second mechanism (mechanism 8) is appropriate for the case where one device has a simple input

INfedace-ahRgthe-oernNas-a-s

A standard input or output interface can emulate a simple interface, and hence if both deyices have standard
input gnd output interfaces then either of the mechanisms may be used.

Both mechanisms operate in the following general way. A data string D is transferred from ong device to the
other (or is the concatenation of data transferred in both directions) via the shared communications link. The

manugl entity authentication mechanism is then executed. As a result of theZmechanism both devices are
provided with assurance that the data string D they possess is the same as the value held by the other device.

8.2 Mechanism 7 — Devices with simple output capabilities

8.2.1 | General
This mechanism has two variants (7a and 7b). Mechanism 7a, specified in clause 8.2.3, fequires fewer

interagtions between the two devices, whereas mechanism 7b, specified in clause 8.2.4, requirgs less manual
user irfteraction.

8.2.2 | Specific requirements
This mechanism has the following specific requirements.

a) The two variants of the mechanism specified in this subclause are appropriate for the cagse where both
devices (4 and B) have a simple,output interface.

b) Beth devices shall have the'means to generate random MAC keys, and the user shall have the means to
generate short random.bit-strings.

c) The devices know.each other's identity before starting the mechanism.

NOTE If the_user makes poor choices for the random bit-string, e.g. the user always chooses the same value, then
there id a greatly.increased risk of a successful attack on the mechanism.

8.2.3 | Specification of data exchanged in mechanism 7a

The following data exchanges and operations shall take place (see also Figure 7). Note that steps b) and c)
may occur in parallel, as may steps d)—e) and f)—g).

a) Both devices shall output, via their respective simple output interfaces, a signal to acknowledge that they
have received data D and that they are ready for the authentication mechanism to commence. On
observing that both devices are ready, the user shall generate a short random bit-string R. The user shall
enter the random bit-string R into both devices, and shall then enter a signal into device 4 to notify 4 that
the mechanism can start.

b) Device 4 shall generate a random key K,, where K is suitable for use as a key with the MAC function
shared by the two devices. Using K, as the key, device 4 computes a MAC (labelled MAC,) on the data
string made up of the concatenation of I, (an identifier for 4), the data D, and the random bit-string R.
Device 4 shall transmit MAC, to device B via the shared communications link.
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c) Device B shall generate a random key K3, where K3 is suitable for use as a key with the MAC function
shared by the two devices. Using K; as the key, device B computes a MAC (labelled MAC;) on the data
string made up of the concatenation of 73 (an identifier for B), the data D, and the bit string R. Device B
shall transmit MAC; to device A4 via the shared communications link.

d) Once device 4 has received MAC; (and not before), device 4 shall send K, to device B.
e) On receipt of K,, device B verifies that MAC, equals a MAC value computed using the stored values of R,
D, 1,, and the received value K, as the key. If verification is successful, device B outputs an indication of

SuccCess.

f)  Once device B has received MAC, (and not before), device B shall send K to device 4.

g) On receipt of K3, device 4 verifies that MACjy equals a MAC value computed using the stored.valugs of R,
D, Iz and|the received value Kj as the key. If verification is successful, device 4 outputs an)indicgtion of
success.

h) The user|verifies that both devices have given an indication of success, and, if sos/\enters a confirmation
of succegs into both devices. If one or both of the devices give a failure indication, then the usegr shall
enter a fgilure indication into both devices. If the user fails to enter a success_notification into a |device
within a specified time interval, then this shall be interpreted as a failure of the{mechanism.

NOTE Step g) in this mechanism prevents a substitution attack where the attaeker tries to masquerade as device 4
to device B.
A B
simple simple
output output
Output: Data D ready Output: Data D ready

Usér yerifies: Both components ready.
User'generates and enters R in both devices.

User enters: Start

Generate Kyy-¢ompute MAC, Generate Kz, compute MACy,
and tranSmit MAC, to B and transmit MACjp to 4
< >
Receive MACy, transmit K4 Receive MAC,.
to B
>

Receive K4 and verify MAC .
If correct, output Accept and
Transmit Kz 0 4

Else, output Reject

<

Receive K and verify MACg.
If correct, output Accept
Else, output Reject

User verifies that both 4 and B accepted, in which case user enters OK in
both 4 and B. Else, user enters REJECT in both 4 and B.

Figure 7 — Manual authentication mechanism 7a
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Specification of data exchanged in mechanism 7b

The following data exchanges and operations shall take place (see also Figure 8).

a) Both devices shall output a signal to acknowledge that they have received data D and that they are ready
for the authentication mechanism to commence. On observing that both devices are ready, the user shall
generate a short random bit-string R = (r,r,,...,r,), where r; is a bit and » is the number of bits in R. The
user shall enter the value R into both devices, and shall then enter a signal into device 4 to notify 4 that
the mechanism can start.

b) For i set consecutively to 1, 2, ..., n, steps 1)-5) shall be executed. (Note that steps 1) and 2) may be
executed in parallel).

1

NOTE
indicati
indicati

Device 4 shall generate a random key K, where K,; is suitable for use as a.key
function shared by the two devices. Using K; as the key, device 4 computes a MAC (I
on the data string made up of the concatenation of I, (an identifier for 4), the@ata D, a
bit ;. Device 4 shall transmit MAC; to device B via the shared communicatiens link.

Device B shall generate a random key Kz, where Kj; is suitable foryuse as a key
function shared by the two devices. Using K3; as the key, device B ‘computes a MAC (I
on the data string made up of the concatenation of I; (an identifief.for B), the data D, a
bit ;. Device B shall transmit MACj; to device 4 via the shared communications link.

On receipt of MACy;, device 4 sends K, to device B.
On receipt of MAC,; and K;, device B verifies that MAC,; equals a MAC value comp

stored values of r;, D, I, and the received key K. If verification is successful, device
device 4; otherwise it aborts the protocol.

with the MAC
belled MAC,,)
hd the random

with the MAC
belled MAC3)
hd the random

ited using the
B sends K3, to

On receipt of K3;, device 4 verifies that MAC3;, as received in step 3, equals a MAC value computed

using the stored values of r;, D, Iy and the received key Kjp,. If verification is unsucce
aborts the protocol.

In the case i = n, if verification,i§ successful in steps 4) and 5), devices B and A, respectively
bn of success. Whilst this is notLan integral part of the protocol, it may be useful to give the
bn that the process has completed successfully.

ssful, device 4

, can output an
device user an
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A B
simple simple
output output
Output: Data D ready Output: Data D ready

User verifies: Both components ready.
User generates and enters R in both devices.

User enters: Start

Perform the following set of steps » times, where i =1, 2, ..., n on
successive iterations:

Generate K 4;, compute MAC 4, Generate Kp;, compute MACy;,
and transmit MAC,; to B and transmit MACgy; to 4
< »
Receive MACy,, transmit K 4; Receive MAC;.
to B
>

Receive K 4; and verifyMAC 4.
If correct, transmit Kpxto'A
Else, abort the protocol

<
Receive Kp; and verify MACp,.
If incorrect, abort the protocol

Figure 8 — Manual authentication mechanism 7b

8.3 Mechapism 8 — One device with-simple input, one device with simple output

8.3.1 Generpl

This mechani$sm has two variants,(8a and 8b). Mechanism 8a requires fewer interactions between the two
devices, whergas mechanism 8b requires less manual user interaction.

8.3.2 Specifiic requirements

This mechanigm has;,the following specific requirements.

' 4 £ Ll la H H + s tloi ol H £ 4lo la.
a) The two Vartants—of-the—mechanism Spectred i thiS—sSubcrause—are—appropriate—rorme—Ccase—wnere one

device (4) has a simple input interface and the other device (B) has a simple output interface.
b) Both devices shall have the means to generate random MAC keys.

c) The devices know each other's identity before starting the mechanism.
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8.3.3 Specification of data exchanged in mechanism 8a

The data exchanges and operations are precisely the same as those for Mechanism 7a (as specified in clause
8.2.3) with the following exception:

— In step a) device 4 generates the random bit-string and displays it to the user, who copies it into device B.

Thus in this mechanism the user is not required to generate a random bit-string.

This mechanism is shown in Figure 9.

8.3.4

=

—
_J

A

simple
input

Output: Data D ready

B

simple
output

Output: Data Dfeady

User verifies: Both components ready.
Device 4 generates and outputs R.
User enters R in device B.

User enters: Start

Generate K4, compute MAC 4,
and transmit MAC, to B

Genepate K, compute MACyg,
and transmit MACp to 4

d

[
|t

<
Receive MACp, transmit K 4
to B

Receive MAC,,.

a

>

Receive K, and verify MAC .
If correct, output Accept and
transmit Kz to 4

Else, output Reject

Receive K and verify MACg.
If correct, output Accept
Else, output'Reject

User verifies that both 4 and B accepted, in which case user enters OK in
both 4 and B. Else, user enters REJECT in both 4 and B.

Figure 9 — Manual authentication mechanism 8a

opecitication of data exchanged In mechanism ob

The data exchanges and operations are precisely the same as those for mechanism 7b (as specified in clause
8.2.4) with the following exception:

— In step a) device 4 generates the random bit-string and displays it to the user, who copies it into device B.

Thus in this mechanism the user is not required to generate a random bit-string.

© ISO/IEC 2010 — All rights reserved
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Annex A
(normative)

ASN.1 modules

A.1 Formal definition

EntityAuthenticationMechanisms-6 {

iso (1)
asnl
DEFINIT

—— EXPORTS
IMPORTS

OID

OB

—-— Synonym

1s9798-6 Ol

mechanism

-— Mechani

mdt-kc-sis

mdt-kc-sis]

—-— Mechani

mdt-c-sisoft

mdt-c-sisoft

mdt-c-sisit

mdt-c-sisit

-— Mechani

standard (0) e-auth-mechanisms (9798) part6(6)

-module (0) }

object-identifiers (0)

TONS EXPLICIT TAGS BEGIN

All;
None;

JECT IDENTIFIER -- alias

D { iso(l) standard(0) e-auth-mechanisms (9798)

}

part6 (6)

ID { 1s9798-6 mechanisms (1)

}

ms using manual transfer of a shoert key and a short check-value -

OID

{mechanism mdt-kc=&iso (1)}
OID {mechanism mdtxkec-sisi (2)}

ms using manual trahsfer of a short digest-value or a short key -

one OID = {me&hanism mdt-c-sisoone (3) }
two OID =({méchanism mdt-c-sisotwo (4) }
one OID = {mechanism mdt-c-sisione (5) }
two  QTD = {mechanism mdt-c-sisitwo (6) }

msvusing a MAC --

mac-k-soso

mac-k-siso

OID

{mechanism mac-k-soso(7)}

OID

{mechanism mac-k-siso(8)}

END -- EntityAuthenticationMechanisms-6 --
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Annex B
(informative)

Using manual authentication protocols for the exchange of secret keys

B.1 General

In this annex we describe methods for enabling devices to share a secret key using one of the manual
autherjfication mechanisms speciiied in the body of this part of ISO/IEC 9798.

B.2 Authenticated Diffie-Hellman key agreement
The procedure described here is the Diffie-Hellman key agreement mechanism;\which is authgnticated using
a manpal authentication mechanism. The key agreement mechanism conforms’to key agreement mechanism
4 of ISO/IEC 11770-3 (see also Annex B.5 of ISO/IEC 11770-3). The description given below is simplified, and
for a fyll description the reader is referred to ISO/IEC 11770-3.
The Djiffie-Hellman key agreement mechanism is described in terms of a general group G [(expressed in
multiplicative terminology), and an element g in G, which has.a. sufficiently large order. The steps of the
procedure are as follows.
a) Device 4 generates randomly and privately an integerg, computes g* and sends it to device|B.
b) Device B generates randomly and privately an integer y, computes g” and sends it to device|4.

c) Devices 4 and B execute one of the manual” authentication protocols for data D = (g* || £/ || text) where
‘tgxt’ is any additional data, e.g., each others’ identifiers, that the devices may want to agreq upon.

d) Ifthe result of the manual authentication protocol is successful, then the components can compute the
shared Diffie-Hellman key as S =kg®.

The cgmponents can then derive-secret cryptographic keys of the required length and format from the shared

secret|Diffie-Hellman key S.

B.3 a\uthenticated Diffie-Hellman key agreement using a manual authentication
certificate

B.3.1| General

The procedure described here is the Diffie-Hellman key agreement mechanism, where one of the Diffie-
Hellman public keys is authenticated using a manual authentication certificate (hence this procedure is
specific to mechanism 1 and the requirements specified in subclause 6.2.1 shall be met). Device B is
authenticated to device 4 using an encrypted version of the check-value key K used in the mechanism. Note
that this mechanism requires the two devices to agree and implement a symmetric encryption mechanism e,
where ¢;(M) denotes the encryption of data M using secret key L. Symmetric encryption techniques are
standardized in ISO/IEC 18033-3 and ISO/IEC 18033-4.

The Diffie-Hellman key agreement mechanism is described in terms of a general group G (expressed in
multiplicative terminology), and an element g in G, which has a sufficiently large order. The procedure has two
stages, Stage 1 and Stage 2.
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In Stage 1, device 4 generates its Diffie-Hellman private key, computes the corresponding public key, and
produces a manual authentication certificate for a data string including this public key. The certificate is
transferred to device B. In Stage 2, device B receives the public key of device 4, verifies it, and generates its
own private and public Diffie-Hellman keys. Further, both devices compute the shared Diffie-Hellman secret,
from which a secret encryption key is derived. Finally, device A4 verifies the encrypted version of the key K it
receives from device B as part of the manual authentication process. As the result, the Diffie-Hellman secret

shared by the

B.3.2 Stage

a)

two devices has been authenticated.

1

n_X

Device 4 generates randomly and privately an integer x and computes g*. Device 4 then creates a manual

authentication-certificate-on-the data ei‘rlng D made up. of and any other data that needs to be re||ab|y

[=]

transferred to device B. The manual authentication certificate (K, check-value) is manually transfefred to
device B, [and device B stores it. Device A4 stores x and g, and any other data items included within PD.

B.3.3 Stage|2 (initiated by either device at some later time)

b) Device 4 |sends g and possibly some other data to device B via the shared communications link. Pevice
B verifies [the authenticity of g" based on the stored manual authentication certificate.

c) Device Bgenerates randomly and privately an integer y, and computes g"~Device B computes the| Diffie-
Hellman ghared secret as S = (g") and uses S to encrypt the keyk;-i.e. the key from the rmanual
authentication certificate. Device B sends the encrypted key eg(K) andhits Diffie-Hellman public kely g’ to
device 4.

d) Device 4 [computes its copy of the shared secret as S = (¢")?)Then it decrypts es(K) and verifies that K is
correct. If|so, then device 4 can accept S as authenticated.

The two devices can then derive cryptographic keys of theitequired length and format from the shared|secret

Diffie-Hellman| key S.

NOTE In the above description the key K from the manual authentication certificate was used in steps c) and [d). Any

other appropriafe value, e.g., the check-value or some special purpose value, agreed between the parties at Stage 1,

could be used ipstead.

B.4 More than two components

Means by which more than two\devices can agree on a secret key using manual authentication techpiques

are now descijbed.

a) One devige acts as-a¥master’ device.

b) The masfer device executes the mechanism described in B.2 with every other device to establish a
shared sgcreétkey with each of them.

c) Then any of the devices can generate the common secret key, which is then distributed encrypted and

possibly also integrity-protected to the remainder of the devices via the master device.

If the number of devices is n, the master device needs to compute n exponentiations in the group G. Each of
the other devices needs to compute two exponentiations. Therefore it is advisable to choose the master
device to have sufficient computing power to perform the task.

22
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Annex C
(informative)

Using manual authentication protocols for the exchange of public keys

C.1 General

In this annex methods are described that enable devices to reliably exchange a public key using one of the
manudl authentication mechanisms specified In the body of this part of ISO/TEC 9798. The pontext of the
description is between a Certification Authority (CA) and a client of the CA. The CA needs ito-re¢liably transfer
its pullic key to the client, and the client needs to reliably transfer its public key to the CA-

Two djfferent cases are described, depending on whether the CA client generates_its own private keys, or
whethér they are generated by a key management facility and then imported to thé-device.

C.2 Requirements

The CHA shall be equipped with a standard output interface, e.g. @display, and a simple inpyt interface for
giving [it commands. The CA client shall possess a standard inputiinterface and a simple output|interface, e.g.
an audio output, to indicate success or failure of the process.

NOTE It is straightforward to adapt the procedure to the ease where the CA and CA client have djfferent types of
user inferfaces. Only the type of the manual authentication protocol needs to be changed.

The CA client and the CA share a communications.¢hannel.

C.3 Private key generated in device
The procedure operates as follows.

a) The CA shall be reliably informed of the identifier for the CA client. This could, for examplg, be achieved
by the user entering thetidentifier for the client into the input interface of the CA. However, it could also be
aghieved as part of the ‘protocol itself (see below).

b) TIe CA sendssifs'public key Pc4 to the CA client, and the CA client sends its public key P,, to the CA. This

transfer is assumed to take place via the (untrusted) communications link. Along with P, the CA client
cgn send.'any other information it wishes to have included in the public key certificate,| which will be
generated by the CA. This could, for example, include the identifier for the client.

c) The-CA-and-the clientnow perform-the manual-authentication-mechanism-specified-in-subclause 6.2 to
verify that the exchanged public keys are correct. The CA takes the role of device 4, and the client the
role of device B. The data D used within the manual authentication mechanism consists of Pca, Py, and
any other data supplied by the client and CA. This additional data may include the unique identifiers of the
CA and the client.

d) If (and only if) the client (device B) emits a success indication, the user instructs the CA (device 4) to
generate an appropriate public key certificate. This certificate can then be sent (possibly unprotected) to
the client via the communications link.

e) The client (device B) now performs two checks before accepting the certificate. Firstly, the client verifies
the signature using the CA’s public key (Pca). Secondly the client verifies that the data fields within the
certificate (including the public key P,, and the client identifier) are all as expected. The procedure is now
complete.
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C.4 Private key generated externally

If the private key of the CA client is generated by the CA or any other trusted key generation service, then the
private key shall be securely transported to the client.

A procedure for transporting a private key from the CA to the client is now described. The steps of the
procedure are as follows:

a)

b)

24

The CA a

nd the client establish a shared secret key as described in Annex B.

Using the secret key established in step a), the CA sends the client private key encrypted and integrity

protected
protected
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protected

The CA d
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using the
(including
complete

to the client, again using the secret key established in step a). Symmetric encryption tech
brdized in ISO/IEC 18033-3 and ISO/IEC 18033-4.
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Annex D
(informative)

On mechanism security and choices for parameter lengths

D.1 General

In this annex the security of the eight manual authentication mechanisms specified in this standard is
discusged. Guidance IS also provided on choiCes for alues, MACs,
random bit-strings, and keys.

D.2 Use of mechanisms 1 and 2

All datp to be transferred via the communications link between the two devices-is assumed to he public, even
if in sgme cases part of data D may be secret. The security goal of the manual authentication mechanisms is
to profect the integrity of the data, not its confidentiality. The necessary integrity protection is pgrformed using
a chedking procedure based on the check-value.

A chegk-value function is a mapping, f, from a data space, D, and:a key space, K, to a check-value space, C:
f:DxK—>C, ,ozf(dk).

In meghanisms 1 and 2 check-values are used to prétect the integrity of data. Therefore the security of these
mechgnisms is based on the unconditional security of the check-value function rather than |computational
securify. The unconditional security of check-value functions is based on results developed by message
authentication theory, see, for example, Section'4.5 of [28]. Two main types of attack are normally considered:

o Impersonation attacks, and

e  Sybstitution attacks.

In an impersonation attack, the.attacker tries to convince a receiver that data was sent by a legjtimate sender
without observing any prior-:data exchange between the sender and the receiver. In a substitutjon attack, the

attacker first observes(sqgme data 4 and then replaces it with some other data c;’ # d . The probabilities for the
attacker to succeed.in.an impersonation attack and a substitution attack are denoted by P; and Hs, respectively,
and they can be expressed as

P, = max F(c=f(d,k)),

ceC,deD

P2 max R(é=/f(d.k)|c=f(d.k).

d,deD,d#d

The security of both Mechanisms depends on the probability of an attacker successfully replacing the

observed data d with some other data d # d . The attacker succeeds if d is accepted by the component as
valid data. Since we assume that the two devices are physically close to each other and we do not accept any
data unless both devices signal that they are ready, the impersonation attack does not apply to the manual
authentication scenario. Furthermore, the normal situation for integrity protection using a MAC is that both the
data and the MAC are transmitted and can be observed by the attacker. This is not the case for Mechanisms
1 and 2, which is why a check-value is used instead of a MAC in these mechanisms. Here only the data is
sent over a public channel, and the attacker does not know the output of the check-value function until after
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the data D has been transferred (in fact, in mechanism 1 the attacker will never have access to the output of
this function). This simplifies the security analysis and the expression for a successful substitution attack.
Hence, the probability of successful substitution attack for Mechanisms 1 and 2 can be expressed as

P, = max P(dK%) =f(d .} | dis observed)
d,deD
d=d

Thus, given that the key k is chosen uniformly at random from the key space, K, the probability above can be

expressed as

where |K| den
the collision p
functions obta

Based on thq

recommended
Annex E.

D.3 Use of

The security 9

K2 SWACRIENACN S}

max >
| K|

d,deD,d#d

P =

btes the cardinality of the set K. It follows from this equation that in order to provide high s
obability of the check-value function shall be low. This can be guaranteed'by using chech
ned from error correcting codes, such as the scheme specified in Annex-E.

above analysis, a key length of 16-20 bits and a check-value/length of 16-20 b
. Tables giving the probabilities of successful attacks for 16 and 20 bit lengths are prov

mechanisms 3 and 5

based. Instea
mechanisms.

is recommended for use with Mechanisms 3 and 5.

Since the lon

function is satisfied, a key & of 160 bits is recommended for this case.

Since digest-Malues are manually transferred or compared between devices 4 and B, a short digest fy
whose output|is of b = 16-20 bits is recommended for this case. A digest function is similar to 3

algorithm exc
construction ir
as suggested

Proofs of secU
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ash-functions are standardized in ISO/IEC. 10118 [11], and a hash-function from this st

random key k is used to ensure that the second condition (i.e. digest collision) of a

pt that a digest-value\is shorter than the typical length of a MAC. As a result, a possible
volves use of thelfirst 4 bits of either a MAC or a standard cryptographic hash-function
n [25] and in Annex G.

rity for mechanisms 3 and 5 are given in [24].
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D.4 Use of

mechanisms 4 and 6

The security of mechanisms 4 and 6 is based on different principles to those on which mechanisms 1 and 2
are based. Instead of a check-value function, a hash-function shall be employed with these mechanisms.
Hash-functions are standardized in ISO/IEC 10118 [11], and a hash-function from this standard is
recommended for use with mechanisms 4 and 6.

As for mechanisms 3 and 5, a key length for k£ of 160 bits is recommended for this case. These mechanisms
involve the manual transfer or comparison of a short bit-stream R between devices 4 and B, and therefore a
bit length for R of 16-20 bits is recommended for this case.

Proofs of security for mechanisms 4 and 6 are given in [24].
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D.5 Use of mechanisms 7 and 8

The security of mechanisms 7 and 8 is based on different principles to those on which mechanisms 1 and 2
are based. Instead of a check-value function, a MAC function shall be employed with these mechanisms.
MAC functions are standardized in ISO/IEC 9797, and a MAC function from this standard is recommended for
use with Mechanisms 7 and 8.

A random bit-string R of 16—20 bits is recommended for this case, but the MAC should be longer. The size of
the output of the MAC function to be used for mechanisms 7 and 8 should be in the range 128-160 bits.
Similarly, the random keys K, and Kg (and K,; and K3;), used as keys for the MAC function, should be of
approximately the same size, i.e. 128—-160 bits. Time-out procedures should also be implemented to detect
possible interruptions to the mechanism.
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