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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
liaison with ISQ and IEC, also take part in the work.
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Information technology — Security techniques — Entity
authentication — Part 4: Mechanisms using a cryptographic check
function

1 Scope

This part of
mechanism
are mechatri

The mechs
sequence N
time or mor,

If a time stg
needed to
used, two
authenticati

Examples d

ISO/IEC 9798 specifies entity authentication mechanisms using a cryptographie check
s are concerned with the authentication of a single entity (unilateral authentication), while
isms for mutual authentication of two entities.

nisms specified in this part of ISO/IEC 9798 use time variant parameters such as
umbers, or random numbers, to prevent valid authentication inforfnation from being acce
e than once.

mp or sequence number is used, one pass is needed for unilateral authentication, while t
achieve mutual authentication. If a challenge and reSponse method employing rando
passes are needed for unilateral authentication, whilé ‘three passes are required to a
on.

f cryptographic check functions are given in ISO/IEC 9797.

2 Normdtive references

The followin
this part of
publicationg
investigate
undated re
maintain re

ISO/IEC 97|

ISO/IEC 97

g normative documents contain<provisions which, through reference in this text, constitut
ISO/IEC 9798. For dated ~seferences, subsequent amendments to, or revisions of,
do not apply. However, patties to agreements based on this part of ISO/IEC 9798 are

erences, the latest edition of the normative document referred to applies. Members of
jisters of currentlyvalid International Standards.

D7 (all parts)stnformation technology — Security techniques — Message Authentication G

D8-1:1997, Information technology — Security techniques — Entity authentication — Part

unction. Two
the remaining

time stamps,
pted at a later

VO passes are
M numbers is
Chieve mutual

b provisions of
any of these
encouraged to

the possibility of applying-the most recent editions of the normative documents indicated below. For

ISO and IEC

odes (MACs).

1: General.

n

3 Definit

o [l
TS

For the purposes of this part of ISO/IEC 9798, the definitions and notation described in ISO/IEC 9798-1 apply.

4 Requir

ements

In the authentication mechanisms specified in this part of ISO/IEC 9798 an entity to be authenticated corroborates
its identity by demonstrating its knowledge of a secret authentication key. This is achieved by the entity using its
secret key with a cryptographic check function applied to specific data to obtain a cryptographic check value. The
cryptographic check value can be checked by anyone sharing the entity’s secret authentication key, who can re-
calculate the cryptographic check value and compare it with the value received.
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https://iecnorm.com/api/?name=2d1d69b6c939b318918faaf9b0ae493c

ISO/IEC 9798-4:1999(E)

The authentic
authentication

ation mechanisms have the following requirements.
process may be compromised or it cannot be implemented.

If any one of these is not met then the

a) A claimant authenticating itself to a verifier shares a common secret authentication key with that verifier. This
key shall be known to the involved parties prior to the commencement of any particular run of an authentication
mechanism. The method by which the key is distributed to the entities is beyond the scope of this part of

ISO/IEC 9

b)

798.

possibly, to other parties they both trust.

C)
cryptogra
meet the 1

5 Mechani

In these authe

unidirectional [secret keys K,, and K, prior to the commencement of any partiCular run of the au
mechanisms. |In the latter case, the unidirectional keys K, and K,, are used respgctively for the authen
by B and of B py A.

The mechanig
numbers. Th
particular, the
an authenticat]

The use of th{
(they may be
fields.

A text field m
independently

5.1 Unilaten
Unilateral autlf
5.1.1 One p4
In this auther

Uniguenesstlti
of ISO/IEC 97

equired security level, as may be specified by the security pé)licy.

S5MS

ntication mechanisms the entities A and B shall share a common secret@uthentication ke

ms require the use of time variant parameters such as time stamps, sequence numberg
b properties of the time variant parameters are important-for the security of these mech
parameters shall be chosen so that it shall be mostaunlikely for them to repeat within th
ion key. For additional information see annex B of {SO/IEC 9798-1.

b text fields specified in the following mechanisms is outside the scope of this part of IS
bmpty), and will depend upon the specific application. See annex A for information on th¢
hy only be included in the input to the cryptographic check function if the verifier can

e.g., if it is known in advance, sent in clear or can be derived from one or both of those s
al authentication

entication means that only one of the two entities is authenticated by use of the mechanis
Ss authentication

meliness iscontrolled by generating and checking a time stamp or a sequence number (3
D8-1).

The authenticzlition mechanism is illustrated in figure 1.

The secret authentication key shared by a claimant and a verifier shall be known only to those two entities and,

The strength of the mechanisms is dependent on the length and the secrecy of the key, on the nature of the

chosen to

y K,z Or two
thentication
tication of A

or random
anisms. In
e lifetime of

D/IEC 9798
e use of text

letermine it
purces.

m.

tication mechanism the claimant A initiates the process and is authenticated by the verifier B.

ee annex B

The form of th

-
TokenAB = NA | Text2|| f

(1) TokenAB

A )

Figure 1

e token (TokenAB), sent by the claimant A to the verifier B is:

() 1B Text)
A

A
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where the claimant A uses either a sequence number N, or a time stamp T, as the time variant parameter. The
choice depends on the technical capabilities of the claimant and the verifier as well as on the environment. As
defined in ISO/IEC 9798-1, f (X) denotes the cryptographic check value computed by applying the cryptographic
check function f to the data X using the key K.

The inclusion of the distinguishing identifier B in TokenAB is optional.

NOTE Distinguishing identifier B is included in TokenAB to prevent the re-use of TokenAB on entity A by an adversary
masquerading as entity B. Its inclusion is made optional so that, in environments where such attacks cannot occur, it
may be omitted.

The distinguishing identifier B may also be omitted if a unidirectional key is used.

(1) Agenerates and sends TokenAB to B.

(2) On receipt of the message containing TokenAB, B verifies TokenAB by checking the time stamp o1 the sequence
numbel|, calculating

—h
-

TA
([ 1Bl Text)

A

and comparing it with the cryptographic check value of the token, thereby verifying the correctness of the
distingyishing identifier B, if present, as well as the time stamp or the sequence number.

5.1.2 Two|pass authentication
In this authentication mechanism the claimant A is authenticated by the verifier B who initiateg the process.
Uniquenesg/timeliness is controlled by generating and cheeking a random number R, (see annex|B of ISO/IEC
9798-1).

The authenfication mechanism is illustrated in figure 2:

(D'Rs || Textl
A < B (3)

(2) TokenAB

Figure 2

The form of| the token (TokenAB), sent by the claimant A to the verifier B is:

TokenAB'=Text3|| f, (R, || Bl Text2).

The inclusion“of'the distinguishing identifier B in TokenAB is optional.

NOTE Distinguishing identifier B is included in TokenAB to prevent a so-called reflection attack. Such an attack is
characterised by the fact that an intruder ‘reflects’ the challenge R, to B pretending to be A. The inclusion of the
distinguishing identifier B is made optional so that, in environments where such attacks cannot occur, it may be
omitted.

The distinguishing identifier B may also be omitted if a unidirectional key is used.
(1) B generates a random number R, and sends it and, optionally, a text field Text1 to A.
(2) A generates and sends TokenAB to B.

(3) On receipt of the message containing TokenAB, B verifies TokenAB by calculating

© ISO/IEC 1999 — Al rights reserved 3
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Fie,e (

R; || B || Text2)

and comparing it with the cryptographic check value of the token, thereby verifying the correctness of the
distinguishing identifier B, if present, and that the random number R, sent to A in step (1), was used in
constructing TokenAB.

5.2 Mutual authentication

Mutual authentication means that the two communicating entities are authenticated to each other by use of the

mechanism.

The two mech

anisms-described in 511 and 512 aro nrlapforl mnob521andg52 ’7, rncpnr\fi\/nly' to—ach

jeve mutual

authentication

NOTE

In both cases this requires one more pass and results in two more steps.

A third mechanism for mutual authentication can be constructed from two instances\of thg
specified in 5.1.2, one started by entity A and the other by entity B.

5.2.1 Two pdss authentication

mechanism

In this authenfication mechanism unigueness/timeliness is controlled by generating and checking tim¢ stamps or

sequence nUV‘I

The authentic

The form of the token (TokenAB), sent by A to B,.is identical to that specified in 5.1.1.

The form of the token (TokenBA) sent by B to A, is:

The inclusion
TokenBA are (

(4) A

bers (see annex B of ISO/IEC 9798-1).

tion mechanism is illustrated in figure 3.

(1) TokenAB

-
TokehAB = NA | Text2|| f

A

T
TokenBA = NB [FText4 || f

B

aofthe distinguishing identifier B in TokenAB and the inclusion of the distinguishing id

ndoanandanthA-ontiarnal

(3) TokenBA

Figure 3

| B || Textl).

T
(° || A]| Text3).
NB

2

entifier A in

NOTE

O CPCTTIOCTTIOY - opPtoTrTarT

1 Distinguishing identifier B is included in TokenAB to prevent the re-use of TokenAB on entity A by an
adversary masquerading as entity B. For similar reasons the distinguishing identifier A is present in TokenBA. Their
inclusion is made optional so that, in environments where such attacks cannot occur, one or both may be omitted.

The distinguishing identifiers A and B may also be omitted if unidirectional keys (see below) are used.

The choice of using either time stamps or sequence numbers in this mechanism depends on the capabilities of the
claimant and the verifier as well as on the environment.

Steps (1) and (2) are identical to those specified in 5.1.1, one pass authentication.

(3) B generates and sends TokenBA to A.

© ISO/IEC 1999 — All rights reserved
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(4) The message in step (3) is handled in a manner analogous to step (2) of 5.1.1.
NOTE 2 The two messages of this mechanism are not bound together in any way, other than implicitly by timeliness;
the mechanism involves independent use of mechanism 5.1.1 twice. Further binding together of these messages can
be achieved by making appropriate use of the text fields (see annex A).

If unidirectional keys are used then the key K, in TokenBA is replaced by the unidirectional key K, and the
appropriate key is used in step (4).

5.2.2 Three pass authentication

In this authentication mechanism uniqueness/timeliness is controlled by generating and checking random numbers
(see annex B of ISO/IEC 9798-1).

The authentication mechanism is illustrated in figure 4.

(1) R || Textl

©) A @ Tokens | B 3)

(4) TokenBA

Figure 4
The tokens|are of the following form:

TokenAB = R, || Text3|| f, (R, || R, || B|l Text2),

Kas
TokenBA=Text5|| f, (Rg | Ry || Text4)x

The inclusign of the distinguishing identifier B in.T'okenAB is optional.
NOTE When present, distinguishing_ idéntifier B is included in TokenAB to prevent a so-called reflectign attack. Such
an attack is characterised by the fa€tithat an intruder ‘reflects’ the challenge R, to B pretending to be 4. The inclusion
of the distinguishing identifier B(is;made optional so that, in environments where such attacks cannot pccur, it may be
omifted.

The distinguishing identifierB may also be omitted if unidirectional keys (see below) are used.
(1) B genefates a randomnumber R, and sends it and, optionally, a text field Text1 to A.
(2) Agenefates a random number R,, and generates and sends TokenAB to B.

(3) On receipt of-the message containing TokenAB, B verifies TokenAB by calculating

fr,o (Ra [ Rg || B Text2)

and comparing it with the cryptographic check value of the token, thereby verifying the correctness of the
distinguishing identifier B, if present, and that the random number R,, sent to A in step (1), was used in
constructing TokenAB.

(4) B generates and sends TokenBA to A.

(5) On receipt of the message containing TokenBA, A verifies TokenBA by calculating

fr,o (R I Ry || Text4)
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