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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
ISO/IEC]TC 1.

described in[the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for

The procedufes used to develop this document and those intended for its further maintenaréEe are
the differenttypes of document should be noted. This document was drafted in accordance with the

Attention is ¢{lrawn to the possibility that some of the elements of this document,may be the subject
ts. ISO and IEC shall not be held responsible for identifying any or all such patent
rights. Details of any patent rights identified during the development of the'document will be [in the
Introduction fand/or on the ISO list of patent declarations received (see wwwiso.org/patents).

Any trade name used in this document is information given for the cohvenience of users and doles not
constitute an|endorsement.

For an explanation of the voluntary nature of standards, the‘meaning of ISO specific ternms and
expressions Telated to conformity assessment, as well as iiformation about ISO's adherence fto the
World Trade|Organization (WTO) principles in the Technieal Barriers to Trade (TBT) see www.iso
.org/iso/foreword.html.

This document was prepared by Joint Technical Committee JTC 1, Information Technology, Subcommittee
SC 27, IT Security techniques.

This third edition cancels and replaces the-second edition (ISO/IEC 9798-3:1998), which hag been
technically revised. It also incorporates the amendment ISO/IEC 9798-3:1998/Amd 1:2010, and
corrigenda I§O/IEC 9798-3:1998/Cor 1:2009 and ISO/IEC 9798-3:1998/Cor 2:2012. The main changes
compared to the previous edition ar€ as follows:

— all mechanisms have been technically revised to resolve security issues and make the mechpnism
secure by default;

— all mechanisms havesbeen renamed and editorially improved to represent them more clearly}
— three addlitional méchanisms have been included using an on-line trusted third party;

— guidance te explain the security properties of the mechanisms and guide users in selectipng the
appropribte'mechanism for their use case has been added (Annex B).

Alist of all parts in the ISO/IEC 9798 series can be found on the ISO website.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html.
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IT Security techniques — Entity authentication —

Part 3:
Mechanisms using digital signature techniques

1 Scope

asym

This lk‘ocument specifies entity authentication mechanisms using digital signdtur

etric techniques. A digital signature is used to verify the identity of an entity,

Ten mechanisms are specified in this document. The first five mechanisms do/1ot invol
trustgd third party and the last five make use of on-line trusted third parties. In both
categgries, two mechanisms achieve unilateral authentication and the refmaining three ad

authe

htication.

Anney A defines the object identifiers assigned to the entity authentication mechanism

this d

2 Normative references

bcument.

The fgllowing documents are referred to in the text in such a way that some or all of
constitutes requirements of this document. For ‘dated references, only the edition cited applies. For

undat

bd references, the latest edition of the refefenced document (including any amendm

ISO/I§C 9798-1, Information technology — Security techniques — Entity authentication — H

ISO/IRC 14888 (all parts), Informationstechnology — Security techniques — Digital sig

appen

lix

ISO/IEC 9796 (all parts), Information technology — Security techniques — Digital signg

giving

3 T
For th

message recovery.

brms and definitions

e purposes)of this document, the following terms and definitions apply.

[SO and [ECymaintain terminological databases for use in standardization at the following]

— [§0.@nline browsing platform: available at https://www.iso.org/obp

s based on

ve an on-line
of these two
hieve mutual

5 specified in

their content

ents) applies.
art 1: General

natures with

ture schemes

addresses:

— IEC Electropedia: available at http://www.electropedia.org/

3.1

atomic transaction
transaction which cannot be split into multiple smaller transactions

3.2
claim

ant

entity which is or represents a principal for the purposes of authentication

[SOURCE: ISO/IEC 9798-1:2010, 3.6, modified — The Note to entry has been removed.]
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3.3

digital signature

signature

data appended to, or a cryptographic transformation of, a data unit that allows the recipient of the data

unit to verify the source and integrity of the data unit

3.4

entity authentication

corroboration that an entity is the one claimed

[SOURCE: ISO/IEC 9798-1:2010, 3.14]

3.5 L

mutual authlentication

entity authen
[SOURCE: ISd

3.6
token
message cong

3.7
trusted thir
security auth

[SOURCE: IS
3.8

] party

unilateral althentication

Fication (3.4) which provides both entities with assurance of each other’s identity

/1EC 9798-1:2010, 3.18]

isting of data fields that are the output of a cryptographic function

ority or its agent, trusted by other entities with respecbto security related activitieg

/IEC 9798-1:2010, 3.38, modified — The Note to-entry has been removed.]

entity authentication which provides one entity with:assurance of the other’s identity but not vicq versa
[SOURCE: ISQ/IEC 9798-1:2010, 3.39]

3.9

verifier

entity that rejquires to verify the identity-of another entity

4 Symbols and abbreviated terms

The symbols pnd abbreviated-terms given in ISO/IEC 9798-1 and the following shall apply.

Certy cértificaté for entity X

Iy r¢presentation of the identity of entity X, which is either iy or Certy

ix string identitying entity X

M data string that is input to a digital signature algorithm

Py public verification key associated with X

Resy result of verifying entity X’s public key or public key certificate

SIDip, constant uniquely identifying the mechanism m and the signed string (number i) within

the mechanism

sSx(M) signature on data string M with the private signing key of entity X. The signature shall be

such that M can be recovered

© ISO/IEC 2019 - All rights reserved
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X||Y

5 G

5.1

The mechanisms specified in this document use digital sighatures to achieve unilateq

entity

and ghide users in selecting the appropriate mechanism for their use case.

To prevent valid authentication information from: being accepted at a later time,
paranjeters such as time stamps, sequence numbers, or random numbers are used (see |
1:201(, Annex B and the Note below).

If a ti
two p

ISO/IEC 9798-3:2019(E)

time variant parameter used by entity X, either a sequence number Ny or a time stamp Ty

result of the concatenation of data items X and Y in the order specified. In case

s where

the result of concatenating two or more data items is signed as part of one of the mecha-
nisms specified in this document, this result should be composed so that it can be uniquely

resolved into its constituent data strings, i.e. so that there is no possibility of a
interpretation

mbiguity in

NOTE Unique parsing of concatenated Strings can be achieved in avariety ord
depending on the application. For example, it can be guaranteed by a) fixing
each of the substrings throughout the domain of use of the mechanism;‘or b)
sequence of concatenated strings using a method that guarantees uniqué decod
the distinguished encoding rules defined in ISO/IEC 8825-1[3].

eneral

Time variant parameters

authentication. Annex B provides guidance to explain the security properties of the

e stamp or a sequence number isaised, one pass is needed for unilateral authent
hsses are needed to achieve mutualauthentication. If a challenge and response meth

fferent ways,
the length of
encoding the
ng,e.g., using

al or mutual
mechanisms

time variant
50/IEC 9798-

cation, while
bd employing

random numbers is used, two passé€s are needed for unilateral authentication, while three or four
passe$ (depending on the mechani$ém employed) are required to achieve mutual authentidation.
NOTE The signing by one entity of a data block which has been manipulated by a second| entity can be
preverjted by the first entity,including its own random number in the data block which it signs. Ir} this case, it is
the unpredictability whichprevents the signing of pre-defined data.
5.2 [Tokens
Throughout this document, tokens are defined as:

Token's X1 || =« || X; || sSa(Y1 [l -+ || ¥)).
In this document, the term “signed data” refers to the data string “Y1 || -+ || ¥;” used as input to the
signature scheme and the term “unsigned data” refers to the data string “X1 || - || X;”.

Information contained in the unsigned data is, in general, not authenticated by the mechanisms in this
document.

If information contained in the signed data of the token can be recovered from the signature [as is
the case for signature schemes with message recovery, as specified in ISO/IEC 9796 (all parts)] or is
already known to the verifier, then it does not need to be contained in the unsigned data of the token

sentb

y the claimant.

When a signature scheme without message recovery is used, the signed data, M, should be inserted
in the unsigned data right before the corresponding signature, i.e. sSx(M) is replaced by M || sSx(M).

© ISO/IEC 2019 - All rights reserved
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Parts of the signed data M that are already available to the recipient can be excluded from the unsigned
version of M.

5.3 Use of text fields
All text fields specified in the following mechanisms are available for use in applications outside the

scope of this document (they may be empty). Their relationship and contents depend on the specific
application. See Annex C for information on the use of text fields.

6 Requirements

In the authentication mechanisms specified in this document, an entity to be authenticated corrobprates
its identity by demonstrating its knowledge of its private signature key. This is achieved by-the [entity
using its private signature key to sign specific data. The signature can be verified by anyon€ usihg the
entity’s publif verification key.

The authenti¢ation mechanisms have the following requirements:

a) A verifief shall possess the valid public key of the claimant, i.e. of the entity that the cldimant
claims td be.

One way| of obtaining a valid public key is by means of a certifieate (see ISO/IEC 9798-1:2010,
Annex C). The generation, distribution, and revocation of certificates are outside the scppe of
this docyment. Depending on the mechanism, a trusted third party may be used to distribpte an
authenti¢ copy of the public key and its certificate. Anothexway of obtaining a valid public kej is by
a trusted courier.

As the distribution of certificates is outside the scope of this document, the sending of certificates
is optiongl in all mechanisms.

b) A claimapt shall have a private signature key kitown and used only by the claimant.

c) The private signature key used in an imaplementation of one of the mechanisms specified In this
documert shall be distinct from keys used for any other purposes.

d) The datq strings signed at varigus-points in an authentication mechanism shall be composed so
that they|cannot be interchanged.

To help achi¢ve requirement(d); the mechanisms in this document include constants SIDi,; fin the
signed data.

NOTE The form of the-‘constants, SIDi;, is not specified in this document. However, in order t¢ meet
requirement df), they can be defined to include the following data elements:

— The objectidentifier as specified in Annex A, in particular identifying the ISO/IEC standard, the part niimber,
and the aqthentication mechanism;

— A constant that uniquely identifies the signed string within the mechanism. This constant can be omitted in
mechanisms that include only one signed string.

The recipient of a signature shall verify that the constant SIDi,, in the signed data is as expected.

If any of the above requirements is not satisfied, then the authentication process can be compromised
or fail to complete successfully.

Annex A defines the object identifiers which shall be used to identify the entity authentication
mechanisms specified in this document.

4 © ISO/IEC 2019 - All rights reserved
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7 Mechanisms without an on-line trusted third party

7.1 Unilateral authentication

7.1.1 General

Unilateral authentication means that only one of the two entities is authenticated by use of the
mechanism.

7.1.2 Mechanism UNL.TS — One-pass authentication

In thif authentication mechanism, the claimant A initiates the process and is authent]cated by the
r B. Uniqueness and timeliness is controlled by generating and checking a~tim¢ stamp or a

verifig

sequehce number (see ISO/IEC 9798-1:2010, Annex B).

The ayithentication mechanism is illustrated in Figure 1.

The fo

where
paran
on thd

NOTE |t

being {

NOTE p

1:2010
a) A
b) O
1)

a) ]| TokendAB
A @) 1l o S| B

rm of the token (TokenARB), sent by the claimant4 to the verifier B is:

T
TokenAB =Text2||sS 4 [SIDéNLTS I N—A i gl Textl}
A

Figure 1 — One-pass unilateral@uthentication

the claimant, 4, uses either a sequence number, Ny, or a time stamp, Ty, as the|time variant
eter. The choice depends on the technical capabilities of the claimant and the verifier as well as

environment.

, Annex A).

sends TokenAB and, optionally, its identity, I, to B.

h receipt of the message containing TokenAB, B performs the following steps:

The inclusion of the identifier ip in the signed data of TokenAB is necessary to prevent the token from
ccepted by anyone other than the intended verifier.

One applicatignyof this mechanism can be public key or certificate distribution (see [[SO/IEC 9798-

It checks the received identity, I4, and determines whether this is trusted by [verifying the

2)
3)

certificate of A, matching it witha stored tist of trustedentities or by some othermeans.

NOTE 3

It can also check whether the received identity is equal to its own identity. In many

applications, authenticating an entity against itself is considered a security issue.

It ensures that it is in possession of a valid public key of A.

It verifies TokenAB by verifying the signature of A contained in the token, by checking the SID,
by checking the time stamp or the sequence number, and by checking that the value of the
identifier field, (i), in the signed data of TokenAB is equal to entity B’s distinguishing identifier.

© ISO/IEC 2019 - All rights reserved 5
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7.1.3 Mechanism UNI.CR — Two-pass authentication

In this authentication mechanism, the claimant, 4, is authenticated by the verifier, B, who initiates the
process. Uniqueness and timeliness is controlled by generating and checking a random number, Rp (see
ISO/IEC 9798-1:2010, Annex B).

The authentication mechanism is illustrated in Figure 2.

The form of t

NOTE 1
by anyone oth

NOTE 2
signature of A

a)
b)

c)

7.2 Mutualauthentication

TokenAB

B sends 4
A sends ]

On receipt of the message containing TokenAB, B'performs the following steps:

1y

2)
3)

(a) Rp||Textl

a4 L - B (c)
(b) 14||TokenAB

Thd

The

It ch
the d

NOTI
appli

Iten

Figure 2 — Two-pass unilateral authentication

he token (TokenAB), sent by the claimant, 4, to the verifier, B, is:

= Text3 || sSa(SIDynicr || Ra || RB || i || Text2).

inclusion of the identifier, ig, in the signed data of TokenAB prevents the token from being ad
er than the intended verifier (e.g., in a person-in-the-middle attdek):

inclusion of the random number, Ry, in the signed part of TokenAB prevents B from obtain
on data chosen by B prior to the start of the authenticatioh mechanism.

random number, Rp, and, optionally, a text field,“Text1, to A.

okenAB and, optionally, its identity, I4, to B.

bcks the received identity, 14, and\determines whether this is trusted either by ver
ertificate of 4, matching it withca stored list of trusted entities or by some other mez:

3 It can also check whether the received identity is equal to its own identity. In
Cations, authenticating an(entity against itself is considered a security issue.

bures that it is in pessession of a valid public key of A.

Itve
by c

contfined in the-signed data of TokenAB, and by checking that the value of the identifie
(ip), In the signed data of TokenAB is equal to B’s distinguishing identifier.

ecking that.the random number, Rp, sent to A in step a), agrees with the random n

cepted

ng the

ifying
ns.

many

[ifies TokenAB by checking the signature of A contained in the token, by checking tle SID,

imber
" field,

7.2.1 General

Mutual authentication means that the two communicating entities are authenticated to each other.

The two mechanisms described in 7.1.2 and 7.1.3 are extended in 7.2.2 and 7.2.3, respectively, to
achieve mutual authentication. This is achieved by transmitting one further message resulting in two

additional steps.

The mechanism specified in 7.2.4 uses four messages which do not need to be all sent consecutively. In
this way, the authentication process can be speeded up.

© ISO/IEC 2019 - All rights reserved
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7.2.2 Mechanism MUT.TS — Two-pass authentication

In this authentication mechanism, uniqueness and timeliness is controlled by generating and checking
time stamps or sequence numbers (see ISO/IEC 9798-1:2010, Annex B).

The authentication mechanism is illustrated in Figure 3.

The fdrm of the token (TokenAB), sent by A to B, is analogous to that specified in 7.1)2:

The fdrm of the token (TokenBA), sent by B to 4, is:

The choice of using either time stamps or sequence number's in this mechanism depends on
capabjlities of the claimant and the verifier as well asOn the environment.

NOTE[L  The inclusion of identifiers, i4 and ip, in the’signed data of TokenBA and TokenAB, 1

necessary to prevent the tokens from being accepted’by anyone other than the intended verifier.
T, o . .

NOTER  If — were to be omitted in TokenB4, the two messages of this mechanism are not boy

any wgy, other than implicitly by timeliness; the mechanism involves independent use of mechani
The me¢chanism no longer achieves mutual authentication.

a) Alsends TokenAB and, optionally, its identity, I, to B.

b)

d)

T
TokenBA=Text4||sS g [SIDI%,[UT.TS 2=l TextBJ.

(@) 1,4l TokenAB
(d) A < — B (b)
(c) Ip|/TokenBA
Figure 3—Ffwo-passmmutuatauthentication

T
Ny

T
Np Ny

N,

On receipt of the message containing TokenAB, B performs the following steps:
the certificate of A, matching it with a stored list of trusted entities or by some ot

applications, authenticating an entity against itself is considered a security issue.

1) It checks the.received identity, I4, and determines whether this is trusted eithe}

the technical

espectively, is

nd together in

km 7.1.2 twice.

by verifying
er means.

NOTESB.~ It can also check whether the received identity is equal to its own ideftity. In many

2] Ntensures thatitis in possession of a valid public key of A

3) Itverifies TokenAB by verifying the signature of A contained in the token, by checking the SID,
by checking the time stamp or the sequence number, and by checking that the value of the
identifier field, (i), in the signed data of TokenAB is equal to entity B’s distinguishing identifier.

B sends TokenBA and, optionally, its identity, Ip, to A.

On receipt of the message containing TokenBA, A performs the following steps:

1) It checks the received identity, I, and determines whether this is trusted either by verifying
the certificate of B, matching it with a stored list of trusted entities or by some other means.

NOTE4 It can also check whether the received identity is equal to its own identity. In many

applications, authenticating an entity against itself is considered a security issue.

© ISO/IEC 2019 - All rights reserved
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2)
3)
4)

It ensures that the received identity, I, corresponds to ip included in TokenAB.
[t ensures that it is in possession of a valid public key of B.

It verifies TokenBA by verifying the signature of B contained in the token, by checking the SID,
by checking the time stamp or the sequence number, and by checking that the value of the
identifier field, (i4), in the signed data of TokenBA is equal to entity A’s distinguishing identifier.

5)

7.2.3

Ny

Mechanism MUT.CR — Three-pass authentication

T
A verifies that the —4- received in TokenBA is identical to the one sent in TokenAB in step a).

In this authe]ltication mechanism, uniqueness and timeliness is controlled by generating and ch
bers (see ISO/IEC 9798-1:2010, Annex B).

random num

The authenti¢ation mechanism is illustrated in Figure 4.

The tokens aj

TokenAB

TokenBA

NOTE1 Wh
authenticate t

NOTE 2  Thg
signature of A
random numb
from B on dat4

(@) Rpl|Text1
(b) 14]|TokenAB
(d) Ip||TokenBA

¢

(e) ()

Figure 4 — Three-pass mutual authentication

e of the following form:

—Text3||sS , (SIDhl,[UT_CR IR IR Ilig ||Text2);

—Text5|sS g (SIDI%,[UT_CR IRy 1| R I ||Text4).

en ip or iy are omitted from TokenAB or TokenBA, respectively, A cannot conclude B is inten
A (and vice versa). Additionally, agreement on Text2 and Text4 cannot be guaranteed.

inclusion of the randem number, Ry, in the signed part of TokenAB prevents B from obtain
on data chosen by B:prior to the start of the authentication mechanism. The same holds
br, R'p, in the signed part of TokenBA. R'p can be set to Rp, but, in this case, A can obtain a sig
chosen prior to sending TokenAB.

ecking

ling to

ng the
for the
hature

a) Bsendsdrandom-iumber, Rp, and, optionally, a text field, Text1, to A.
b) A sends TokenAB and, optionally, its identity, I4, to B.
c) Onreceiptefthe message containing TokenAB, B performs the following steps:

1) It checks the received identity, I4, and determines whether this is trusted either by verifying
the certificate of A, matching it with a stored list of trusted entities or by some other means.
NOTE3 It can also check whether the received identity is equal to its own identity. In many
applications, authenticating an entity against itself is considered a security issue.

2) Itensures thatitisin possession of a valid public key of A.

3) Itverifies TokenAB by checking the signature of A contained in the token, by checking the SID,
by checking that the random number, Rp, sent to A in step a), agrees with the random number
contained in the signed data of TokenAB, and by checking that the value of the identifier field,
(ip), in the signed data of TokenAB is equal to B’s distinguishing identifier.

d) Bsends TokenBA and, optionally, its identity, Ip, to A.
8 © ISO/IEC 2019 - All rights reserved
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e) Onreceipt of the message containing TokenBA, A performs the following steps:

1) It checks the received identity, /g, and determines whether this is trusted either by verifying
the certificate of B, matching it with a stored list of trusted entities or by some other means.

NOTE4 It can also check whether the received identity is equal to its own identity. In many

applications, authenticating an entity against itself is considered a security issue.

2) Itensures that the received identity, I, corresponds to ip included in TokenAB.

3) Itensures thatitisin possession of a valid public key of B.

4) It verifies TokenBA by checking the signature of B contained in the token, by checking the SID,

7.2.4| Mechanism MUT.CR.par — Two-pass parallel authentication

by checking that the random number, Ry, sent to B in step b), agrees with the random number
contained in the signed data of TokenBA, and by checking that the value of the identifier field,
(i4), in the signed data of TokenBA is equal to A’s distinguishing identifier.

In thig mechanism, authentication is carried out in parallel. Uniqueness-and timeliness is |controlled by

generating and checking random numbers (see ISO/IEC 9798-1:2010,Anmnex B).

The ayithentication mechanism is illustrated in Figure 5.
(@) Ia||RA ||Text1

(b) , >
(@) Ip||Rp || Text2
A B
P (c) TokenBA
= >
() (c’pTokenAB

Figure 5 — Two-pass parallel authentication

The tqkens are similar to those of 7.1\3:

TokenAB =Text4|sS , (SIDbl,[UT_CR_l,_,ar IR, IR llip ||Text3),

TokenBA=Text6 55 (SID&UT.CR.par IR IR, 1liq TextS).

(b)

(d)

NOTE|L  The random number, Ry, is present in TokenAB to prevent B from obtaining the signature of 4 on data
choser] by B prior' to the start of the authentication mechanism. For similar reasons, the random|number, Rp, is
preserft in FokenBA. Depending on the relative time of receipt of the messages sent in steps (1) and|(1)’, one of the
partie cdn know the random number of the other party when choosmg its random number If thisfis undesirable,

both ph a
TokenBA, respectlvely

okendB and Text5 of

NOTE 2  Bothsignatures in the mechanism have the same identifier, SIDlMUT,CR,par, since the order of messages

is not fixed.

a) Asendsarandom number, Ry, and, optionally, its identity, I4, and optionally a text field, Text1, to B.

a’) Bsends arandom number, Rp, and, optionally, its identity, I, and optionally a text field, Text2, to A.

b) A and B each perform the following steps:

1) Each of them checks the received identity, Iy, and determines whether this is trusted either by
verifying the certificate of the other entity, matching it with a stored list of trusted entities or

by some other means.
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NOTE 3

many applications, authenticating an entity against itself is considered a security issue.

2) Each

of them ensures that it is in possession of a valid public key of the other entity.

Each of them can also check whether the received identity is equal to its own identity. In

c) A sends TokenAB to B, where TokenAB contains, ig, corresponding to the identity of the entity that
is considered trusted by A in step b).

¢’) Bsends TokenBA to A, where TokenBA contains, ig, corresponding to the identity of the entity that
is considered trusted by B in step b).

d) A and B each perform the following steps:

1) Each
usin

2) Each
agre

3) Each
[n st
recej

4) Each|
recei

of them verifies the received token by checking the signature contained in the tok
b the public key from step b)] and by checking the SID.

of them checks that the random number, which it previously sent to the, other
es with the first random number contained in the signed data of the tokényreceived.

of them checks that the random number it previously received from the other
bp a)] agrees with second the random number contained in the(signed data of the
ved.

of them checks that the value of the identity field, (iy), cofitained in the signed data
ved token corresponds to its own identity.

8 Mechanisms involving an on-line trusted thirdparty

8.1 Gener

Implementat
ISO/IEC 1488

In the specif
description g
the mechanig

— Resg=((
— Resp=(C

— Status =
accordin
is residin

— Failure:R

hl

ons of the mechanisms in this clause shall use one of the signature schemes speci
8 (all parts) or ISO/IEC 9796 (all parts).

cation of the mechanisms in.this clause, the form of tokens and text fields folloy
jven in Clauses 4 and 5. In addition, the values of the fields Res4, Resp, Status and Fai
ms specified in this clause'shall have the following forms:

erty || Status), (ia ||Pa) or Failure;

ertp || Status), (igY|Pp) or Failure;

en [by

bntity,

entity
token

of the

ied in

vs the
ure in

True or FalsexThe value of the field shall be set to False if the certificate validation (e.g.

b to ISO/HEC9594-8,[4] ITU-T X.509(Z] or the security policy of the domain in which
g) failsxOtherwise it shall be set to True.

he TP

entity

esx’(where X € {4,B}) will be set to Failure if neither a public key nor a certificate of
A | D

X can be

A T
Oouiraoy 171

In the mechanisms of this clause, if TP knows the mapping between identity X and Py (where X € {4,B}),
then it shall set Iy = ix; otherwise, it shall set Iy = Certy, and X shall be set equal to the collection of
distinguished identity fields in Certy. If either X or Certy is permitted to be used as an identity, then
there should be a pre-arranged means to allow TP to distinguish the two types of identity indications.
The value of Resy (where X = {4,B}) shall be determined according to Table 1.

10

Table 1 — Value of Resy

Field Choice 1 Choice 2
Ix ix Certy
Resy (ix || Px) or Failure (Certy || Status) or Failure

© ISO/IEC 2019 - All rights reserved
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Unilateral authentication

General

The authentication mechanisms in this subclause require the two entities 4 (or B) to validate the other's
public key using an on-line trusted third party (with distinguishing identifier TP). This trusted third
party shall have the capability to verify the authenticity of the public key of A (or B). The entities A (or
B) shall possess a reliable copy of the public key of TP.

This subclause specifies two four-pass authentication mechanisms, both of which achieve unilateral
authentication between entities A and B. Furthermore, the mechanisms in this subclause provide entity

authept

a3 nﬂ{— of nF+Ln ’T'D nnnnnn H oo origin ot anti cobs Ao 4“.«-1 nan—tranlaz AFH«A TN F catia

1 results. The

four-p

Imple
(all pa

8.2.2

In thi
proce
capab
the py

lity to verify the authenticity of the public key of B. The entity A shall possess a re
blic key of TP.
This authentication mechanism is illustrated in Figure 6.
TP d)
e) TokenTA c) R, |1, || Text4
¥ a) R || Textl
f) 4 4 | B
b) TokenBA

The td

T pey TS VvV CIT O UT TSI oo ccIrercacroTT ot TIOT T opTay O ot VCT TCTO IO

ass authentication is an atomic transaction.

mentations of the mechanisms shall use one of the signature schemes specifiedin IS
rts) or ISO/IEC 9796 (all parts).

Mechanism TP.UNI.1 — Four-pass authentication (initiated by4)

b authentication mechanism, the claimant B is authenticated by the verifier A whd
s, using an on-line trusted third party (with distinguishingidentifier TP). TP s

Figure 6 — Four-pass authentication (initiated by A4)

kens shall be created as follows:

TTkenBAzTethH sSg (SID%P_UNI_1 IRz IR 4 1liy ||Text3);

O/IEC 14888

initiates the
hall have the
liable copy of

TokenTA=Text5||sS7 (SIDipyn11 1R} I Resiz [ Texts ).

The mechanism is performed as follows:

a) A
b) B
c A

sends a random number, R4, and, optionally, a text field, Text1, to B.
sends the token TokenBA to A.

sends a random number, R4, Ip. and, optionally, a text field, Text4, to TP.

d) On receipt of the message in step c) from A, TP performs the following steps. If Ip = i, TP retrieves
Pp. If Ip = Certp, TP checks the validity of Certp. The process of certificate verification by TP can

© ISO/IEC 2019 - All rights reserved
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require protection from denial-of-service attacks. The specification of mechanisms to be used to
provide such protection is outside of the scope of this document.

e) TP sends TokenTA to A. The fields Resp in TokenTA shall be: the certificate of B and its status, the

distingui

shing identifier of B and its public key, or an indication of Failure.

f)  Onreceipt of the message in step €) from TP, A performs the following steps:

1) Verify TokenTA by checking the signature of TP contained in the token, by checking the SID,
and by checking that the random number R’4, sent to TP in Step c), is the same as the random
number, R, contained in the signed data of TokenTA, and by checking Resp is not Failure.

= T 1 1 1 1ol 1 . 11 e . h e | ke 1
NOT[ I UAIT dISU UIITURK - WIITLITT ULIIT  TTLTIVEU  TUTIILILY 15 TUUdD LU 1TLS " UWIT TUTIIUILY. 111

appli

2) Retr
the s
ident
then
Ry, ¢

8.2.3 Meck

In this authe
process, usin
capability to
the public ke

This authentication mechanism is illustrated in Figure 7.

Cations, authenticating an entity against itself is considered a security issue.

eve the public key of B from the message, verify TokenBA received in step h) by ch
ignature of B contained in the token, by checking the SID and checking that the v3
ifier field, (i4), in the signed data of TokenBA is equal to A's distinguishing identifig
check that the random number, Ry, sent to B in step a), is the same as the random nt
pntained in TokenBA.

jJanism TP.UNI.2 — Four-pass authentication (initiated by %)

htication mechanism, the claimant A is authenticated by‘the verifier B who initiat
g an on-line trusted third party (with distinguishing identifier TP). TP shall ha
verify the authenticity of the public key of A. Theetitity B shall possess a reliable ¢
7 of TP.

TP )
d) TokenTA
) Token b) R,J|I | [Text2
f)
a) R || Textl
A B
e) TokendB

Figure 7 — Four-pass authentication (initiated by B)

many

ecking
lue of
r, and
mber,

es the
Ve the

ppy of

The tokens sk

allbha craatad ac faollawsc:
oI o e CTr ottt oo oo v O

TokenTA

TokenAB

—Text3||sSy (SID%p_UNI_Z IRp |IRes 4 || Text4);

=Text5|| TokenTA || sS 4 (m)%p_um_2 IR IR Ilig ||Text6).

The mechanism is performed as follows:

a) Bsendsarandom number, Rp and, optionally, a text field, Text1, to 4.

b) Asends, Rp, 14, and, optionally, a text field, Text2, to TP.

c) Onreceipt of the message in Step b) from A, TP performs the following steps: If [4 = i4, TP retrieves
Py. If 14 = Certy, TP checks the validity of Certy. The process of certificate verification by TP can

12
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require protection from denial-of-service attacks. The specification of mechanisms to be used to
provide such protection is outside of the scope of this document.

d)

distinguishing identifier of A and its public key, or an indication of Failure.

e) A
f)

1)

sends the token TokenAB to B.

On receipt of the message in step €) from A, B performs the following steps:

TP sends TokenTA to A. The fields Ress in TokenTA shall be: the certificate of A and its status, the

Verify the signature of TP in TokenTA by checking the signature of TP contained in the token, by
checking the SID and by checking that the random number, Rp, sent to A in step a), is the same

8.3

8.3.1

The a
other'

If only

If two
TPpg re¢
the py
as val
(B acd
correg

=l | 1 D s h dl - h . . LD yallianiig | A
d5 UIT T4IIUUI IIUIioct, nf, CUMILAITIITU 11T ULIT STgHTU Udld Ul 1175 UL TUORCINL A, 411U

ResA is not Failure.

NOTE
applications, authenticating an entity against itself is considered a security issue!

Retrieve the public key of A from the message, verify TokenAB by/thécking the s
contained in the token, by checking SID, and checking that the value of identifie
the signed data of TokenAB is equal to B's distinguishing identifier, and then c

by checking

It can also check whether the received identity is equal to its_own idemtity. In many

ignature of A
" field, (ig), in
heck that the

random number, Rp, sent to A4 in step a), is the same as the random number, Rp, contained in the

signed data of A of TokenAB.

Mutual authentication

General

ithentication mechanisms in this subclause Tequire the two entities A and B to
5 public keys using one or two on-line trusted third parties.

a single on-line trusted third partyis-used, it has a distinguishing identifier denote

on-line trusted third parties_are used, their distinguishing identifiers are denote
spectively. The authenticity of‘the public key of A is verified only by TPy, and the a
blic key of B is verified enly by TPp. Entity A trusts TP (A accepts any assertion §
d) and shall possess a teliable copy of the public key of corresponding TP4. Entity
lepts any assertion signed by TPp as valid) and shall possess a reliable copy of the
ponding TPg. TPgand TPp trust each other. TP4 has a reliable copy of TPp's public ke

a religble copy of TPy4's public key.

This s
achiey
authe
result

ubclause specifies two five-pass and one seven-pass authentication mechanisms
e mutualauthentication between entities A and B. Furthermore, these mechanisms

validate each

d by TP.

d by TP4 and
ithenticity of
igned by TP4
B trusts TPp
public key of
y and TPp has

all of which
rovide entity

ntication of the TP, TPy, or TPp as well as origin authentication and non-replay of the verification

5. Thefive-pass and seven-pass authentication mechanisms are atomic transaction.

NOTE

The mechanisms In this subclause are itended to be used 1n a closed environment, where all entities

share the same TP and possess areliable copy of its public key. If Option 1 of the mechanisms is used, TP only provides
a certificate validation service. In case Option 2 of the mechanisms is used, besides the certificate validation service,
TP can also provide an authorization service for the entities A and B to communicate to each other.

If Option 1 of the mechanisms is used in an environment in which B (or A) should know that TP is
validating A’s (or B’s) credentials for B (or A), the Text in the signatures of TP in Option 1 should include
I4 (or Ip) respectively. More specifically, the TP can make I4 as part of the text in the first signature
of TokenTA and Ip similarly in the second signature of TokenTA. In this case, A, B and TP should be in
consensus on the format and location of the value I4 (or Ig) included in such a text.

8.3.2 Mechanism TP.MUT.1 — Five-pass authentication (initiated by A)

In this authentication mechanism, uniqueness and timeliness is controlled by generating and checking
arandom number (see ISO/IEC 9798-1:2010, Annex B).
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This authentication mechanism is illustrated in Figure 8.

() P
A
(e) Text7||TokenTA (c) R, IR 114, 115 | Text4
v @R, |1, || Text1
L
-

(f) A (b)/, [[TokenBA B (h)

'

(g) TokenAB

Figure 8 — Five-pass authentication (initiated by.4)

The tokens shall be created in accordance with one of the following two options.

Option 1:
— TokenBA
— TokenTA

— TokenAB

Option 2:
— TokenBA
— TokenTA

— TokenAR

— 58, (SID%p_MUT_l_l IR | Resg | Text6)|[sST (SID%p_MUT_l_l IRp l|Res ;| TextS);

3 4 .
= Text9||sSy (SIDTP.MUTJ,1 IR || Res l|Text5)||sSA (SIDTP.MUT_P1 IRg IR Ilig Iliy || Tex

—Text3|sS g (SID%F_MUT.I_Z ligllR,IRg iy ||Text2);
=58, (SID%p_MUTll_Z WR', IIRp || Res , || Res ||Text5);

=Text9|| TokenTA||sS 4 (SID%P_MUTll_Z IRg IRy |ligllig ||Text8).

NOTE1 Implementations of this mechanism can support one or both of the above options.

NOTE2  Thg
signature of A

inclusion of the random number, Ry, in the signed part of TokenAB prevents B from obtain
ori, data chosen by B prior to the start of the authentication mechanism. The same holds

random numb

™

8).

Ing the
for the

prRp. in the qignpd part of TokenRA

The mechanism is performed as follows:

a) A sendsarandom number, Ry, its identity, I4, and, optionally, a text field, Text1, to B.

b) Bsendst

he token TokenBA and Ig to A.

c) Asendsarandom number, R, together with Rp, 14, Ip and, optionally, a text field, Text4, to TP.

d) On receipt of the message in Step c) from A, TP performs the following steps. If I4 = ig and Ip = ip,
TP retrieves P4 and Pp. If Iy = Certy and Ip = Certp, TP checks the validity of Certy and Certp. The
process of certificate verification by TP can require protection from denial-of-service attacks. The
specification of mechanisms to be used to provide such protection is outside of the scope of this
document.

14
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e) Then TP sends TokenTA and, optionally, a text field, Text7, to A. The fields Res4 and Resp in TokenTA
shall be: the certificates of A and B and their status, the distinguishing identifiers of A and B and
their public keys, or an indication of Failure.

)
1

On receipt of the message in step e) from TP, A performs the following steps:

Verify TokenTA by checking the signature of TP contained in the token, by checking the SID
and by checking that the random number, R4, sent to TP in step c), is the same as the random

number, R, contained in the signed data of TokenTA.

The signature containing Resp should be checked. The signature without Resp may be checked

optionally. If the signature without Resp is checked, Rp should be checked.

g) A

h) 0

1)

8.3.3

In thi
a rand

Figurd

NOTE3 A can also check whether the received identity is equal to its own idetlltity. In many

applications, authenticating an entity against itself is considered a security issue,

Retrieve the public key of B from the message, verify TokenBA received,in step
the signature of B contained in the token, by checking the SID and checking tha
identifier field, (i4), in the signed data of TokenBA is equal to A’s distinguishing i
then check that the random number, R4, sent to B in step a), is the same as the ran
Ry, contained in TokenBA.

sends TokenAB to B.

h receipt of the message in step g) from 4, B performs the following steps:

Verify the signature of TP in either TokenTA (entity A) or TokenAB (entity B), chec
check that the random number, Rp, sent to A i step b), is the same as the randon
contained in the signed data of TokenTA.

NOTE 4
applications, authenticating an entity against itself is considered a security issue.

Retrieve the public key of A fromy the message, verify TokenAB by checking the
A contained in the token, cheeking the SID, and checking that the value of identi
in the signed data of TokenAB is equal to B’s distinguishing identifier, and then g

by checking
the value of
dentifier, and
dom number,

k the SID, and
n number, Rp,

B can also check whether thelreceived identity is equal to its own ideftity. In many

signature of
fier field, (ip),
heck that the

random number, Rp, contained in the signed data of TokenAB is equal to the random number,

Rp, sent to A in Step b).

Mechanism TP.MUT.2 — Five-pass authentication (initiated by B)

authentication mechanism, uniqueness and timeliness is controlled by generating
om numbéi-see ISO/IEC 9798-1:2010, Annex B). This authentication mechanism is

9.

and checking
illustrated in
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© | 71p
A
(d) Text5||TokenTA (b) R*,IIRg 11, Il Text2
Y A(a) Ry |l 15 || Text1
(h) A (b) ! | TokenAR I )

(g9) TokenBA

Figure 9 — Five-pass authentication (initiated by B)

The tokens shall be created in accordance with one of the following two options,

Option 1:
— TokenTA
— TokenAB

— TokenBA

Option 2:
— TokenTA
— TokenAR

— TokenBA

NOTE1 Imjplementations of thissnechanism can support one or both of the above options.

The mechani
a) Bsendsd

b) A sends 4

—Text9||sS p (SID{‘fP_MUT_Z_l i IR 1R} llig ||Text8).

ZSST (SID%P.MUT.Z—Z ||R:4 ”RB ||R3SA ”ReSB ||TeXt3),
—Text7|| TokenTA||sS (SID%F.MUT_Z_Z IRg IR Nligllig ||Text6);

—Text9]|sS 5 (SID%P_MUT.Z_Z IR, IR iy llig ||Text8).

tm is performed as follows:

On receipt0fthe message in step b) from A, TP performs the following steps. If I4 = i4 and |

=Sy (SID%F_MUT_Z_l IRy || Resp ||Text4)|| sSy (SID%P_MUT_Z_l |Rg || Res 4 | Text3);

2 3 , .
= Text7 557 (SID3p ura1 | Ry IIRes 5 11 Text3) 1158 o fSIDp surz1 | Rg IR i 11411 Text

random Humber, Rp, its identity, Ip, and, optionally, a text field, Text1, to A.

randem number, R4, together with Rp, I4, Ig and, optionally, a text field, Text2, to TF.

6)

D

B = ip,

TP retrieves P4 and Pp. If Iy = Certy and Ip = Certp, TP checks the validity of Certy and Certg. The
process of certificate verification by TP can require protection from denial-of-service attacks. The
specification of mechanisms to be used to provide such protection is outside of the scope of this
document.

c) Then TP sends TokenTA and, optionally, a text field, Text5, to A. The fields Ress and Resp in TokenTA
shall be: the certificates of A and B and their status, the distinguishing identifiers of A and B and
their public keys or an indication of Failure.

d) A sends the token TokenAB and I4 to B.

16
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e) Onreceipt of the message in step e) from A4, B performs the following steps:

1)

2)

f) B

g) O
1)
2}

8.3.4

sends TokenBA to A.

h receipt of the message in step g) from B, A performs the following steps:

Verify the signature of TP in TokenAB by checking the signature of TP contained in the token,
checking the SID, and by checking that the random number, Rp, sent to 4 in step a), is the same
as the random number, Rp, contained in the signed data of TP of TokenAB.

NOTE2 It can also check whether the received identity is equal to its own identity. In many
applications, authenticating an entity against itself is considered a security issue.

Retrieve the public key of A from the message, verify TokenAB by checking the signature of A
contained in the token, checking the SID, and checking that the value of the identifier field, (ip),
in the 51gned data of TokenAB is equal to B S dlstmgulshmg 1dent1f1er and then check that the

h s ATTIC 2 s htained in the

51gned data ofA of TokenAB

Verify TokenTA in the message from step d) by checking the sighature of TP corjtained in the
token, and by checking that the random number, R4, sent to  FP in step b), is th¢ same as the
random number, R4, contained in the signed data of TokenT4.

The signature containing Resp should be checked. The.signature without Resp mgy be checked
optionally.

NOTE3 It can also check whether the receivedyidentity is equal to its own ideftity. In many
applications, authenticating an entity against itselfis’considered a security issue.

Retrieve the public key of B from the message of step d), verify TokenBA by [checking the
signature of B contained in the token.and checking that the value of the identifier field, (i),
in the signed data of TokenBA is equal'to A’s distinguishing identifier, and then dheck that the
random number, R4, contained in;the signed data of TokenBA is equal to the random number,
R4, sent to Bin step e).

Mechanism TP.MUT.3 —Seven-pass authentication (initiated by B)

This quthentication mechanism has seven message passes, and makes use of two on-line [trusted third

partie

In thi
a rand

This authentication mechanism is illustrated in Figure 10.

The td

s (with distinguishifng identifiers TP4 and TPp).

om number,_(see ISO/IEC 9798-1:2010, Annex B).

kens shall be as follows:

authenticatiom meéchanism, uniqueness and timeliness is controlled by generatingjand checking

TokenTPAB =sSpy (SIDL

\
rpmurs [ReS4 g || Rp ”TeXt3);

TokenTPBA =S pg (SID%P_ wurs I Res 4 1Rp I Text4) IS 125 (SIDparurs I Resg I Rypy | TextS);
TokenTA =sSp, (SID}*P. wurs | Resg 1R I Text6) I15S7pg (SID%P_MUT_3 lIRes 4 || Ry | Text4) ;
TokenAB = sSppp (SID%P_ wurs | Res 4 1Ry I Text4)|| sS (SID%RMUTB IR IR 4 Nlig lli g ||Text7);

TokenBA=sS (SID%P_MUT_3 IR 1IRg i s lli g ||Text8).
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8) e)

f) Token7PBA

<) TP, TP,
d)R,,, || TokenTPAB
) Token7A b) R, IR, || 1,1 | Text2
)]
a) R, || 1, ]| Textl

i) TokenAB||I
B A ) 11, B

k) TokenBA

Figure 10 — Seven-pass authentication with two TTPs (initiated by B)

The mechanigm is performed as follows:

a)
b)

c)

f)
g)

h)

18

B sends d random number, Rp, its identity, I, and, optionally, a text field, Text1; to A.
A sends g random number, R’4, together with Rp, 14, Ip and, optionally,atext field, Text2, to T}

On receipt of the message in step b) from A, TP4 performs the following steps. If [4 = ig, TP4 ret
Py. If 14 4 Certy, TP checks the validity of Cert4. The process ofcertificate verification by T
require grotection from denial-of-service attacks. The specification of mechanisms to be u
provide quch protection is outside of the scope of this document.

TP, sendp R7pg and TokenTPAB to TPpg.

On receipt of the message in step d) from TPy, TRppérforms the following steps:

1) Verifly the signature of TPj in TokenTPAB by:checking the signature of TP4 contained in the

2) IfIp¥ip, TPpretrieves Pp. If Ip = Certg; TPp checks the validity of Certp. The process of cert|
veriffication by TPp can require protection from denial-of-service attacks. The specifica
mechanisms to be used to provide such protection is outside of the scope of this docume

TPp sendls TokenTPBA to TPy.

)A'
rieves
P4 can
sed to

token.

ficate
ion of
nt.

On receipt of the message in Step f) from TPp, TPy verify TokenTPBA by checking the signatjure of

TPp contgined in the token, and by checking that the random number, R7p4, sent to TPp in ste]
the same|as the randem number, R7py, contained in the signed data of TokenTPBA.

TP,4 sendls TokenT4 to A. The fields Resg and Resg in TokenTA shall be: the certificates of A
and theiq status, the distinguishing identifiers of A and B and their public keys, or an indica
Failure.

b d), is

and B
ion of

A sends the token TokenAB and I4 to B.

On receipt of the message in step i) from A4, B performs the following steps:

1) Verify the signature of TPp in TokenAB by checking the signature of TPp contained in the token,
and by checking that the random number, Rp, sent to A in step a), is the same as the random

number, Rp, contained in the signed data of TPg of TokenAB.

NOTE1 It can also check whether the received identity is equal to its own identity. In
applications, authenticating an entity against itself is considered a security issue.

many

2) Retrieve the public key of A from the message, verify TokenAB by checking the signature of A
contained in the token and checking that the value of the identifier field (B) in the signed data
of TokenAB is equal to B's distinguishing identifier, and then check that the random number,
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Rp, sent to A in Step a), is the same as the random number, Rp, contained in the signed data of A
of TokenAB.

k) Bsends TokenBA to A.
1) Onreceipt of the message in step k) from B, A performs the following steps:
1) Verify TokenTA by checking the signature of TP4 contained in the token, and by checking that
the random number, R4, sent to TP4 in step b), is the same as the random number, R4, contained

in the signed data of TokenTA.

NOTE2 It can also check whether the received identity is equal to its own identity. In many

1 3 £l £ £ fit H it 1€ 1l 2| T
AP PIICatIOnT S, autiICIICICatITg ot CIItIty agarirSt et 15 CoOTSTaOCT COaStCurTey 1550ty

2] Retrieve the public key of B from the message of step h), verify TokenBA, by |checking the
signature of B contained in the token and checking that the value of identifier figld, (4), in the
signed data of TokenBA is equal to A's distinguishing identifier, and then check that the random
number, R, contained in the signed data of TokenBA is equal to the random number, /, sent to B
in step i).
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Annex A
(normative)

Object Identifiers

A.1 Formal definition

EntityAuther
iso(l) st4g
asnl-mod
DEFINITIONS
—-— EXPORTS 4
—-— IMPORTS N
OID OBJH
—-— Synonyms
1s9798-3 0O1I
}

mechanism O]
-- mechanisn
nottp-mechar
nottp-uni-mg
nottp-mut-mqg
uni-ts OID
uni-cr OID
mut-ts OID
mut-cr OID
mut-cr-Paral
-- mechanisn
ttp-mechanig
ttp-uni-mech
ttp-mut-mech
ttp-uni-1 O]
ttp-uni-2 O]
ttp-mut-1 O]
ttp-mut-2 O]
ttp-mut-3 O]

END —-- Entif
A.2 Use of
Immediately

a digital sign
[EC 9796 (all
[EC 10118-3)

ticationMechanisms-3 {

ndard (0) e-auth-mechanisms (9798)
ule (0) object-identifiers (0) }
EXPLICIT TAGS BEGIN

11;
one;
CT IDENTIFIER -- alias

part3(3)

{ iso(l) standard(0) e-auth-mechanisms (9798) part3(3)

D ::= { 1s89798-3 mechanisms-2019(2) }

s not involving a trusted third party --

ism OID { mechanism nottp(l) }

chanism OID { nottp-mechanism uni (1)

chanism OID { nottp-mechanism mut (2)

{ nottp-uni-mechanism 1 }

{ nottp-uni-mechanism 2 }

{ nottp-mut-mechanism 1 }

: { nottp-mut-mechanism 2 }

lel OID { nottp-mut-mechanism 3 }

s involving a trusted third party .~

m OID { mechanism ttp(2) }

anism OID ::= { ttp-mechanism uyga(1l)

anism OID = { ttp-mechanism\mut (2)
::= { ttp-uni-mechanism 1

{ ttp-uni-mechanism

{ ttp-mut-mechanigsm

{ ttp-mut-mechaism

S { ttp-mut-mechanism

yAuthenticationMeghanisms-

}
}

}
}

D
D
D
D
D

[N

2
1
2
3
3

'subsequent-object identifiers

after an entity authentication mechanism identifier, an information object that ide
pture algorithm [i.e. one of the algorithms specified in ISO/IEC 14888 (all parts) o
parts}rand any associated parameters (i.e. one of the hash functions specified i
shall follow.

htifies
r SO/
n 1SO/
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