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Foreword

ISO (the International Organization for Standardization) and

IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gove]
technology, IS
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bl Standard requires approval by at least 75 % of the national bodies ¢asting a vote.
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tandards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.

pted by the joint technical committee are circulated to national bodies forvoting. Publica

3 was prepared by Joint Technical Committee ISOUAEC JTC 1, Information techi
SC 27, IT Security techniques.
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Introduction

In an IT environment, it is often required that one can verify that electronic data has not been altered in an
unauthorized manner and that one can provide assurance that a message has been originated by an entity in
possession of the secret key. A MAC (Message Authentication Code) algorithm is a commonly used data
integrity mechanism that can satisfy these requirements.

This pfart of TISO/TET 9797 specifies four MAT algorithms using universal hash-functions: UMAC, Badger,
Poly1305-AES and GMAC.

These|mechanisms can be used as data integrity mechanisms to verify that data has,hot been altered in an
unauthjorized manner. They can also be used as message authentication mechanisms to provide assurance
that a|message has been originated by an entity in possession of the secret kéyy The strendth of the data
integrify mechanism and message authentication mechanism is dependent oncthe length (in bitg) and secrecy
of the ey, on the length (in bits) of a hash-code produced by the hash-function, on the strength of the hash-
functign, on the length (in bits) of the MAC, and on the specific mechanism

NOTE A general framework for the provision of integrity services is specified in ISO/IEC 10181-671.

© ISO/IEC 2011 — All rights reserved \"
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Information technology — Security techniques — Message
Authentication Codes (MACs) —

Part

3:

Mechanisms using a universal hash-function

1 S
This p
hash-f]
ISO/IE

a) U

b) Badger;

c) P

d) G

2 Normative references

The fq

references, only the edition cited-applies. For undated references, the latest edition of t

documn

ISO/IE
Part 1

ISO/IB

ISO/IE
cipher

cope
art of ISO/IEC 9797 specifies the following MAC algorithms that use'.a ‘secret key ar
C 18033-3 and the stream ciphers specified in ISO/IEC 18033-4:

MAC;

bly1305-AES;

MAC.

llowing referenced documents<are indispensable for the application of this docume

ent (including any amendments) applies.

Mechanisms using a'block cipher

C 18031, Infermation technology — Security techniques — Random bit generation

C 18033-3, Information technology — Security techniques — Encryption algorithms —

d a universal

Linction with an n-bit result to calculate an m-bit MAC based oh jthe block ciphers specified in

nt. For dated
he referenced

C 9797-1, Informatien technology — Security techniques — Message Authentication Codles (MACs) —

Part 3: Block

ciphers

3 Terms and definitions

Part 4: Stream

For the purposes of this document, the terms and definitions given in ISO/IEC 9797-1 and the following apply.

3.1

empty string
string of symbols of length zero
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3.2
key

sequence of symbols that controls the operation of a cryptographic transformation

3.3
nonce

number used once

34
prime number

positive integer greater than 1 which has no integer divisors other than 1 and itself

3.5
tag

result of a MAL algorithm, adjoined to a possibly encrypted message to provide integrity protection

3.6

universal hagh-function
function mapping strings of bits to fixed-length strings of bits, indexed by a parameter ¢alled the key, satisfying

the property that for all distinct inputs, the probability over all keys that the outputs collide is small

NOTE Unibersal hash-functions were introduced by Carter and Wegmanl, and (heir application in MAC algprithms
was first descrifed by Wegman and Carter [10],

4 Symbols and abbreviated terms

The following hotation is used in this part of ISO/IEC 9797:

bit(S,n)

bitlength(S)

bitstr2uint(S)

NOTE Bit $trings are treated big-endian, i.e. the first bit is the most significant.

blocklen

ceil

Enc(K, X)

Returns the integer 1 if the n™ bit of the:string S is 1, otherwise returns the integer 0 (indices

begin at 1).

Length of a string S in bits.

The non-negative integer whose binary representation is the string S. More formally, if S is t

bits long then bitstr2uint(8):= 2" * bit(S,1) + 22 * bit(S,2) + ... + 2" * bit(S,t-1) + bit(S, ).

Block length of the underlying block cipher in octets.

Rounding-<up operation, i.e. if x is a floating-point number, then ceil(x) is the smallest infeger n

with n=.X.

Encryption of a plaintext block X under a key K using a block cipher Enc.

floor

H
K
Ke
Ku

keylen

Rounding-down operation, i.e. if x is a floating-point number, then floor(x) is the largest integer

nwith n <x.
Hash value.
Master key.
Encryption key.

Hash key.

Block cipher key length in octets.

© ISO/IEC 2011 — All rights reserved
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Binary logarithm function.

Message.

Message authentication code.

Largest value amongst those given as argument.

Nonce.

octetlength(S) Length of a string S in octets (where S is assumed to have bitlength a multiple of 8).

octets{r2uint(S) The non-negative integer defined as S[0] + 2° * S[1] + 2'°* S[2] + ... + 2°™® * S[n}1], where n =
octetlength(S).
NOTE Octet strings are treated little-endian, i.e. the first octet is the least significant.
prime(n) Largest prime number smaller than 2", for any positive integer n.
NOTE The prime numbers used in this part of ISO/IEC 9797 are listed in Table 1.
Table 1 — Prime numbers
n | prime(n) prime(n) in hexadecimal format
32 2%-5 0x FFFFFFFH
36 2*-5 0x 0000000F FFFFFFFH
64 | 2*-59 0x FFFFFFFF FFFFFFCH
128 | 2™°- 159 0x FFFEEFFF FFFFFEFF FFFFFFFF FFFFFE6]
130 | 2™°-5] 0x 00000003 FEPFFFFF FEFFFFFF FFFFFFFF FFFFFFFH
S[1] The i-th octet of the string S\(indices begin at 0).
NOTE The specification for UMAC in 6.2 uses a starting index of 1 rather than 0.
Sli..j] The substring of"S;consisting of octets i through j.
taglen Length of thetag, in octets.
uint2bitstr(x,n) The p-octet string S such that bitstr2uint(S) = x.
uint2og¢tetstr(x,n).The n-octet string S such that x = octetstr2uint(S).
Xls Left-truncation of the block of bits X: if X has bit-length greater than or equal t¢ s, then X; is
the s-bit block consisting of the left-most s bits of X.
X|° Right-truncation of the block of bits X: if X has bit-length greater than or equal to s, then X|° is
the s-bit block consisting of the right-most s bits of X.
X>>1 Right shift of a block of bits X by one position: the leftmost bit of Y = X>>1 will always be set to
zero.
X The length of Xin bits.
zeropad(S,n) For positive integer n, the string S is padded with zero-bits to the nearest positive multiple of n

octets. Formally, zeropad(S,n) = S || T, where T is the shortest string of zero-bits (possibly

empty) so that S || T is non-empty and n divides octetlength(S || 7).

© ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=d8be051e6fe94d9eebe99611cddfec75

ISO/IEC 9797-3:2011(E)

@ Bit-wise exclusive-OR operation on bit-strings. If A, B are strings of the same length then
A®B is the string equal to the bit-wise logical exclusive-OR of A and B.

A Bit-wise logical AND operation on bit-strings. If A, B are strings of the same length then AAB is
the string equal to the bit-wise logical AND of A and B.

+30 Addition of two 32-bit strings, resulting in a 32-bit string. More formally, S +;, T
uint2bitstr(bitstr2uint(S) + bitstr2uint(T) mod 2%, 4).

+64 Addition of two 64-bit strings, resulting in a 64-bit string. More formally, S +g T
uint2bitstr(bitstr2uint(S) + bitstr2uint(T) mod 2%, 8).

Multiplication operator on integers.

*64 Multiplication of two 64-bit strings, resulting in a 64-bit string. More formally,”S *§4 T =
uint2bitstr(bitstr2uint(S) * bitstr2uint(T) mod 2%, 8).
NOTE Thg operations +32, +s4 and *s4 correspond well with the addition and multiplication” operations that are

performed efficiently by modern computers.

Il Concatenation of two bit strings. If A and B are bit strings of lengttis’a and b respectively, then
A || B is the bit string of length a+b whose left most (first) a_bits are the bits of A, and whose
rightmost (last) b bits are the bits of B.

0" String consisting of n zero-bits.

1" String consisting of n one-bits.

{} A bit-string with zero length.

. Multiplication in the field GF(2'*®). The\defining polynomial that determines the represehtation

of GF2®)is l+a+a’ +a’ +a¥

NOTE Let|U and V be 128-bit blocks. Then the 128-bit block W= U ® V can be computed as follows:
a) LetWF0'®andZ=U.
b) Fori=|1, 2, ..., 128, perform the following two steps:
1 [Ifbit(V,i) = 1 then letW'= W ® Z;
2)| If bit(Z,128) = O(then let Z = Z>>1; otherwise let Z = (Z>>1) @ (11100001 || 0'%).

Variables in capital letter§/denote strings; variables in small letters are integers.

5 General model

Message authentication codes based on universal hashing makes use of an encryption algorithm (block
cipher or stream cipher). This type of message authentication codes has the special property that their
security can be proven under the assumption that the encryption algorithm is secure.

MAC algorithms based on universal hashing require a master key K, a message M and a nonce value N as
input. A MAC is computed using the following sequence of steps:

1) Key preprocessing. The master key K is used to generate a hash key Ky and an encryption key K.

2) Message preprocessing. The input message M is encoded into the necessary input format for the
hash-function.

4 © ISO/IEC 2011 — All rights reserved
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3) Message hashing. The encoded message is hashed under the control of the hash key K, using a
universal hash-function. The result is a hash value H of fixed, short length.

4) Finalization. The hash value H is encrypted under the control of the encryption key Ke. The result is
the message authentication code MAC.

For all mechanisms presented in this part of ISO/IEC 9797, the length of the input message is expected to
consist of an integer number of octets.

NOTE For all universal-hash based MAC algorithms, it is of utmost importance that a different nonce is used for each
new message that is authenticated under the same key. If this security requirement is not met, the security of the
algorithm is severely reduced.

6 Mechanisms

6.1 [ntroduction

In this|clause, four mechanisms using a universal hash-function are specifieg:
6.2 UMAC

6.2.1 | Description of UMAC

UMA( is a family of four MAC algorithms optimized for_different output bit-lengths, denoted |by UMAC-32,
UMAQ-64, UMAC-96, and UMAC-128. UMAC can be used with any block cipher from ISO/IEC [18033-3. If the
block ¢ipher used has key length |K| bits and block Jength |B| bits, then UMAC uses a |K|-bit key K, and the
length|of the nonce N is between 8 and |B| bits. Depending on which member of the UMAC famjly is used, the
length|of the MAC produced is 32, 64, 96, or 128/its. This is represented by the parameter tagfen, which can
be 4, B, 12 or 16 octets, respectively. The length of the input message shall be less than 2% octets. The
messdge input to the UMAC function shall-¢ontain a whole number of octets, i.e. the bitlength shall be a
multiple of 8. If the bitlength is not a multiple“of 8, this mechanism shall not be used.

NOTE [l  The version of UMAC specifiéd here must not be confused with earlier versions of the UMAC algorithm, e.g.[2l.

NOTE R  If the input to the MAC'function contains a whole number of bytes, then the function specified here is identical
to that flescribed in RFC 4418I8l,

6.2.2 | Requirements
Beforg the use of UMAC, the following parameters shall be agreed upon:

— AlblocK cipher standardized in ISO/IEC 18033-3. The choice of a block cipher determines the key length
|| @nd the block length |B|.

— Atag length, taglen, which shall be either 4, 8, 12 or 16 octets.
— The length of the nonce, which shall be between 8 and |B| bits.
6.2.3 Notation and auxiliary functions

6.2.3.1  Operations on strings

In contrast to the remainder of this part of ISO/IEC 9797, the specification of UMAC uses a starting index of 1
when numbering elements in a sequence. Thus, for UMAC, S[i] denotes the ith octet of the string S, where
i>1.

© ISO/IEC 2011 — All rights reserved 5


https://iecnorm.com/api/?name=d8be051e6fe94d9eebe99611cddfec75

ISO/IEC 9797-3:2011(E)

6.2.3.2  Auxiliary function KDF

This key-derivation function generates pseudorandom bits. It returns numoctets output octets.

INPUT: Master key K, (keylen)-octet string
index, a non-negative integer less than 2%
numoctets, a non-negative integer less than 2%
OUTPUT: Y, (numoctets)-octet string

a) n = ceil(numoctets | blocklen)

b) Set Yto th

c) fori=1tg

1) T=u

2) T=E

3) Y=
d) Y=Y[1.4
e) OutputY
NOTE The

6.2.3.3 Auj

This pad-deriv
in tag generat

INPUT: r
r
OUTPUT:

a) PDFnonc

b) if (taglen

1) index

e empty string

ndo

int2bitstr(index, blocklen-8) || uint2bitstr(i, 8)

nc(K, T)
I

umoctets]

key-derivation function KDF uses a block cipher in counter'mode as defined in ISO/IEC 1011618l.

ciliary function PDF

ation function takes a key and a nonce ard returns a pseudorandom padding sequence for use

on. A pad of length 4, 8, 12, or 16 octetsican be generated.
Master key K, (keylen)-octet string

Nonce N, string of length 1 to blocklen octets

Tag length taglen, the integer4, 8, 12 or 16

Y, (taglen)-octets string

b = N

= 4 or taglen, =8)
= bitstr2uint(N) mod (blocklen/taglen)

2) PDFllwonce = N @ uint2bitstr(index, octetlength(N))

c) padlen = blocklen - octetlength(PDFnonce)

d) PDFnonce = PDFnonce || 0P*¥e"®

e) K'=KDF(K, 0, keylen)

f) T =Enc(K', PDFnonce)

g) if (taglen = 4 or taglen = 8)
1) Y =T[(index * taglen) + 1 ... (index * taglen) + taglen ]

© ISO/IEC 2011 — All rights reserved
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h) else
1) Y=T[1.. taglen]
i) OutputY
NOTE Padding sequences generated using nonces that differ only in their last bit (when generating 8-octet pads) or

last two bits (when generating 4-octet pads) are derived from the same block cipher encryption. This allows caching and
sharing a single block cipher invocation for sequential nonces.

6.2.3.4  Auxiliary function NH

NH ("Non-Tinear Hash-function™) is a universal hash-function.

NOTE The NH universal hash-function was introduced by Black et al.[2!.

INPUT: Key, 1024-octet string
Msg, string of octets, whose octet length is an integer multiple of 32,and less than ¢r equal to
1024

OUTPUT: Y, 8-octet string
Break [Msg and Key into 4-octet blocks:

a) t¥ octetlength(Msg) /4

b) Djvide Msg into 4-octet strings My, M, ..., My, so thatdsg = M, || M2 || ... || Ms

c) Let Ky, Ky, ..., Ki be 4-octet strings so that K; ||'Kz || ... || K; is a prefix of Key (the leftmdst 4t octets of
Key).

d) Y0¥

e) iF1

f)  while (i < f) do

1 Y =Y g4 ((Miortaz Kivo ) 64 (Misg *32 Kisa) )
2 Y =Y +gq (M1 +32 Kit ) *6a (Miss +32 Kiss) )
3 Y = Ytg (M2 +32 Kisz ) 64 (Miss +32 Kiss) )
4 Y=Y +eq (((Miss +32 Kiez ) "4 (M7 +32 Kiu7) )
5 i=i+8
g) ReturnY
NOTE This routine is applied directly to every bit of input data, and therefore optimized implementation of it yields

great benefit. It can be performed on the 4-octet blocks, pairing words for multiplication which are 4 apart to accommodate
vector-parallelism.

6.2.3.5 Auxiliary function ENDIAN-SWAP
The function ENDIAN-SWAP converts a string of 4-octet words from little-endian to big-endian, or vice versa.

INPUT: S, string with length divisible by 4 octets

© ISO/IEC 2011 — All rights reserved 7
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OUTPUT:

a)
b)
c)

d)

e)

T, string S with each 4-octet word endian-reversed

n = octetlength(S) / 4

Let S, Sy, ..., S, be strings of length 4 octets so that S; || Sz || ... || Sp = S.

Set T to the empty string

fori=1tondo

1) Let W1, Wg, W3, W4 be octets so that W1 ” W2 ” W3 ” W4 = S,'

2) SReve sed = W4 ” W3 ” W2 ” W1

3) T=T ” SReversed

Output T

6.2.3.6 Au

The function
see 6.2.7.2.

INPUT:

xiliary hash-function POLY

POLY is a polynomial hash-function used in the second layer hash-function L2-

Wwordbits, the integer 64 or 128
naxwordrange, positive integer less than
key, integer in the range 0 ... prime(wordbits) - 1

Isg, string with length divisible by (wordbits / 8) octets

2 wordbits

HASH,

OUTPUT: ¥, integerin the range O ... prime(wordbits) - 1
a) wordoctels = wordbits | 8
b) p = prime{wordbits)
c) offset=2["""_p
d) marker=p -1
e) n = octetlength(Msg) / wordoctets
f) Let My, M, ..., M, be strings of length wordoctets octets so that Msg = M, || M. || ... || M,
9) y=1
h) fori=11t9ndo
1) m = bitstr2uint(M,)
2) if (m > maxwordrange) then
i) y=(key*y+ marker) mod p
i) y=(key*y+ (m - offset)) mod p
3) else
i) y=(key”y+m)modp
i) Outputy
8
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6.2.4 Key preprocessing

UMAC uses a block cipher Enc. The block cipher shall be chosen such that blocklen is at least 16 and is a
power of two.

NOTE 1 It is recommended to use AES-128 for UMAC. In this case, we have blocklen = 16 and keylen = 16.

NOTE 2 If several messages have to be authenticated, it makes sense to buffer the hash key Ky, since it can be re-
used. Only the encryption key Kg has to be re-computed for each new message.

INPUT: Master key K, (keylen)-octet string
Nonce N, string of length 1 to blocklen octets
Tag length taglen, the integer 4, 8, 12 or 16

OUTPUT: Hash key Ky = (L1Key, L2Key, L3Key1, L3Key?2), string of variable length
Encryption key KE, (taglen)-octet string

~

a) itgrs=taglen/4

b) L1Key = KDF(K, 1, 1024 + (iters - 1) * 16)

c) L2Key = KDF(K, 2, iters * 24)

d) L3Key1=KDF(K, 3, iters * 64)

e) L3Key2=KDF(K, 4, iters * 4)

f) Kg = PDF(K, N, taglen)

g) Output Ky = (L1Key, L2Key, L3Key1, L3Key2),Ke

6.2.5 | Message preprocessing

Mess4dges to be hashed are viewed as:strings of bits that are zero-padded on the right to an appropriate octet
length] Once the message is padded;-all strings are viewed as strings of octets.

NOTE Message data is read little-endian to speed tag generation on little-endian computers.

6.2.6 | Message hashing

INPUT: Hash<key Ky = (L1Key, L2Key, L3Key1, L3Key?2), string of variable length
Encryption key Kg, (taglen)-octet string

Message M, string of length less than 2% octets

taglen, the integer 4, 8, 12 or 16

OUTP 1T Taa H (taalean)\-octat strina
— g1 tagrof) te+5tHRG

a) SetH to the empty string

b) fori=1to (taglen/4)do
1) LiKey; =L1Key[(iF1)* 16+ 1 ... (i-1) * 16 + 1024 ]
2) L2Key, =L2Key[(i-1)*24+1 ...i*24]
3) L3Key1;=L3Key1[(i-1)*64+1...i*64]

4) L3Key2;= L3Key2[(iF1)*4+1 ..i*4]

© ISO/IEC 2011 — All rights reserved 9
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5) A=L1-HASH(L1Key, M)

6) if (bitlength(M) <= bitlength(L 7Key;)) then
i) B=0%|A

7) else
i) B=L2-HASH(L2Key;, A)

8) C = L3-HASH(L3Key1; L3Key2; B)

9) H=H]|C
c) Output H
6.2.7 Layered hash-functions

6.2.7.1  Firgt-layer hash-function L1-HASH
The first-layer|hash breaks the message into 1024-octet blocks (padding if negessary the final block) arjd then
endian-adjust$ and hashes each with the function NH. Concatenating the results forms a string, which is up to
128 times shofter than the original.

INPUT: 1 1Key, 1024-octet string
L 1Msg, string of length less than 2% octets

OUTPUT: 11, string of length (8 * ceil(bitlength(L 7TMsg )/8192)) octets
a) t=max(ceil(bitlength(L1Msg )/8192), 1)

b) Divide L1Msg into strings My, M,, ..., M, so thatL1Msg = M, || Mz || ... || M., and octetlength(M,) = 1024 for
all 1 <i<f-1.

c) Len = uinj2bitstr(1024 * 8, 8)
d) H17 = <enpty string>
e) fori=11tqt1do

1) ENDJAN-SWARM))

2) H1

H1 || (NH{L1Key, M) +, Len)

f)  Len = uin{2hitstr(bitlength(M;), 8)

g) M;=zeropad(M,, 32)
h) ENDIAN-SWAP(M,)
i) H1=H1]|| (NH(L1Key, M;) +¢4 Len)

i) Output H1

10 © ISO/IEC 2011 — All rights reserved
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6.2.7.2 Second-layer hash-function L2-HASH

The second-layer rehashes the L1-HASH output using a polynomial hash called POLY. If the L1-HASH output
is long, then POLY is called once on a prefix of the L1-HASH output and called using different settings on the
remainder. This two-step hashing of the L1-HASH output is needed only if the message length is greater than
16 megaoctets.

NOTE Careful implementation of POLY is necessary to avoid a possible timing attack (see [1] for more information).

INPUT: L2Key, 24-octet string
L2Msg, string of length less than 2% octets

OUTPUT: H2, 16-octet string

a) Mpsk64 = uint2bitstr(0x 01FFFFFF O1FFFFFEF, 8)

b) Mpask128 = uint2bitstr(0x 01FFFFFF OlFFFFFF O0lFFFFFF 0lFFFFFF, 16)
C) kG4 = bitstr2uint(L2Key[1 ... 8] A Mask64)

d) k128 = bitstr2uint(L2KeyI9 ... 24] A Mask128)

=

e) octetlength(L2Msg) < 2'") then

—_

y = POLY(64, 2% - 2% k64, L2Msg)

f) elge

1 M;=L2Msg[1 ... 2"]

2 M,=L2Msg[2"" + 1 ... octetlength(L2Msg)]

3) M, =zeropad(M, || uint2bitstr(0x80,1), 16)

4\ y=POLY(64,2% - 2% Kk64M,)

5] y=POLY(128, 2% - 2%°)k128, uint2bitstr(y, 16) || My)
g) HP = uint2bitstr(y, 16)

h) Return H2

6.2.7.3 Third-layer hash-function L3-HASH

The optput from L2-HASH is 16 octets long. This final hash-function hashes the 16-octet stfing to a fixed
lengthlet4-estets-

INPUT: K1, 64-octet string
K2, 4-octet string
Msg, 16-octet string

OUTPUT: H3, 4-octet string

a) y=0

© ISO/IEC 2011 — All rights reserved 11
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b) Break Msg and K7 into 8 blocks and convert to integers:
1) fori=1to8do
i) M=Msgl[(i-1)*2+1..i*2]
i) Ki=KI1[({i-1)*8+1..i*8]
i) m; = bitstr2uint(M;)
iv) k; = bitstr2uint(K;) mod prime(36)

C) |nner-pr0 uct hach’ oviract lact R2 hite and affinatranclate:

1) y=(m*ks+ ...+ mg* ks) mod prime(36)

2) y=y|mod 2%

3) H3=|uint2bitstr(y, 4)

4) H3=|H3® K2

d) Output H3
6.2.8 Finalization

INPUT: Encryption key Kg, string of taglen octets
IHash value H, string of taglen octets

OUTPUT: MAC of length taglen octets
a) MAC=KidH

b) Output MAC

6.3 Badger

6.3.1 Description of Badger

Badger is a MAC algorithm thatuses a 128-bit key K and a 64-bit nonce N. It processes a message of
up to 2°" -1 ogtets into an.authentication tag of length taglen, which can be 4, 8, 12, 16 or 20 octets. Th
message comprises a,whole number of octets (i.e. the bit-length of the message shall be a multiple
Badger uses g stream-cipher (see ISO/IEC 18033-4) or pseudorandom generator (see ISO/IEC 18031)

NOTE Badger/was proposed in [3] and is based on the classical hash tree construction by Wegman and Carte

length

B input
of 8).

PRG.

(101,

6.3.2 Requirements

Before the use of Badger, the following parameters shall be agreed upon:

— A stream cipher from ISO/IEC 18033-4 or a pseudorandom generator that complies with ISO/IEC 18031.

— Atag length, taglen, which shall be 4, 8, 12, 16 or 20 octets.

12 © ISO/IEC 2011 — All rights reserved
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6.3.3 Notation and auxiliary functions

6.3.3.1

Auxiliary function ENH

ENH ("Enhanced Non-linear Hash-function") is a universal hash-function.

NOTE
Black et al.[?] that is used in UMAC.

The ENH universal hash-function was introduced by Boesgaard et al.[3l. It is based on the

INPUT: Key LKey, 8-octet string

Message Left, 8-octet string

Messaage Right. 8-octet strina
~J 7 7 ~J

NH function of

bs longer keys
t from the all-

ce it can be re-

OUTPUT: Hash value LHash, 8-octet string

a) k= octetstr2uint( LKey[0..3] ), ky = octetstr2uint( LKey[4...7] )

b) mf, = octetstr2uint( Right[0...3] ), m1y = octetstr2uint( Right[4...7])

c) mp = octetstr2uint( Leff[0...7] )

d) hl=(m1,+ k) mod 2%

e) hj=(m1y+ ky) mod 2%

f) Leth'=((hy* h)+ m2)mod 2%

g) LHKash = uint2octetstr(h’,8)

h) Optput LHash

6.3.4 | Key preprocessing

The kgy length for Badger is 16 octets,and the nonce length is 8 octets. If the generator requir
or nonces, the remaining octets canybe padded with zeroes. The nonce value shall be differer
one vgctor. The PRG is assumed to have the following interfaces:

— PRG_Init(K,N) initializes‘the inner state of the PRG with key K and nonce N.

— PRG_Next(n) preduces the next n output bits from the PRG.

Using these functions, hash and encryption keys are computed as follows.

NOTE If_several messages have to be authenticated, it makes sense to buffer the hash key Ky, sin
used. Qnlyithe encryption key Ke has to be re-computed for each new message.

INPUT: Master key K, 16-octet string

Nonce N, 8-octet string

Bit length maxlen of the longest possible input message, integer multiple of 8 with 0 < maxlen <

2% -8
Tag length taglen, integer (one of 4,8,12,16,20)

OUTPUT: Hash key Ky = (KL, kf), string of variable length

(where KL is a vector of 8-octet strings and kf is a vector of 4-octet integers)
Encryption key Kk, (taglen)-octet string

© ISO/IEC 2011 — All rights reserved
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a) PRG_Init(K, 1%)

b) words_used =0

c) u=taglenl/4

d) v=max{1, ceil(log,(maxlen)) — 6}

e) forj=1to6:

1) fori=1tou:

i)
i)

kf,; = octetstr2uint( PRG_Next(32) )

Wwords_used = words_used + 1

f) forj=11tq6:

1) fori¥1tou:

i)

vhile(k;; > prime(32))
I)  kf,; = octetstr2uint( PRG_Next(32) )

Il words used = words _used + 1

g) while(words used mod 4 = 0):

1) discdrd PRG_Next(32)

2) words _used = words_used + 1

h) forj=1tqwv:

1) forif1touw:

i)

KL;i = PRG_Next(64)

)  PRG_Init(K, N)

i)  Ke=PRQ_Next(32*y)

k) Output Ky = (KL, 'Kfy{ Ke

6.3.5 Mess3gge preprocessing

No message preprocessing is hecessary for Badger.

6.3.6 Message hashing

The message is hashed by computing the following polynomial expression:

INPUT:

14

Hash key Ky = (KL, kf), string of variable length
Message M, string of length at most 2°' -1 octets
Tag length taglen, integer (one of 4,8,12,16,20)
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OUTPUT: Hash value H, (taglen)-octet string

a) len = bitlength(M) as 64-bit integer

multiple of 64

ctets long.

b) iflen=0:
1) M;=...=M,=0*
c) else:
1) if len mod 64 = O:
i) Append zero bits in the most significant bits until length len of M isra
bits.
2) fori=1tou:
iy Mi=M
i) v'=max{1, ceil(log,(len)) — 6}
iii) forj=1tov"
I) t=octetlength(M,)/8
II) Divide M;into 8-octet blocKs Bj,...,B; such that M; = B;|| ... || By
) if tis even:
a) M;=ENMH(KL;;, B, Bi.1) || -.. || ENH(KL;;, B, By)
V) else:
a)oM; = Bt || ENH(KL;;, Br.1, Bi.o) || --. || ENH(KL;;, B, By)
d)| fori=1tou:
1) Q=0"| led}| M,
2) Divide\Q; into 27-bit blocks By,...,Bs such that Q;= Bs || . . . || B1.
3) Pad each block B;,...,Bs with zeroes in the most significant bits such that it is 4 g
4) forj=1to5:
H-br=-octetstr2uintBr)
5) si=((bs* kf1;) + ...+ (bs ™ kfs;) + kfs; ) mod prime(32)
6) S;= uint2octetstr(s;,4)
e) H=Sull...IlS
f) Output H

© ISO/IEC 2011 — All rights reserved
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6.3.7 Finalization

INPUT:

Encryption key Kg, (taglen)-octet string

Hash value H, (taglen)-octet string

OUTPUT:
a)

b)
6.4 Poly1

6.4.1 Descr

Poly1305 is a
accepts mess
whole number

NOTE Pol
performance of

6.4.2 Requi

The use of Po

6.4.3 Key pi
The 32-octet 1
The 4 mo

The 2 lea

The master ke

Message authentication code MAC, (faglen)-octet string
MAC=Ke®H

Output MAC

3 ES

lption of Poly1305-AES

MAC algorithm that uses a 256-bit key K (with 22 bits set to zero) and a A28=bit nonc
nges of arbitrary octet length / and produces a 128-bit MAC. The input nlessage comp
of octets, i.e. the bit-length of the message shall be a multiple of 8.

1305 was proposed in [1] and is based on polynomial hashing. Comparedo a naive implementat|
Poly1305-AES can be improved significantly by following the implementation advice given in [1].

[fements

y1305-AES requires no additional parameters to be agreed upon.

eprocessing

naster key K has a special formatting, in that\certain bits have to be zero. These bits are:
5t significant bits of K[3], K[7], K[11],-K[15].

5t significant bits of K[4], K[8], K[12].

y is then simply split into @ hash and an encryption key, as follows:

e N. It
fises a

on, the

INPUT: Master key K, 32-octet string

OUTPUT: [Hash key Ky, 16-0ctet string
Encryption key\Kg, 16-octet string

a) Ky=K0{.15]

b) Ke=K[1§.£31]

c) Output Ky, Ke

6.4.4 Message preprocessing

The message
INPUT:

OUTPUT:

is preprocessed as follows:

Message M, l,-octet string

number of message blocks s, integer

preprocessed message cy,...,Cs , Sequence of 17-octet integers

16
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a) Letl, = octetlength(M)
b) Lets=ceil(//16)
c) Lett=floor(/,/16)
d) Fori=0,...,t1:
1) cis = octetstr2uint( M[16i ... 16i+15] ) + 2'*

e) Ifs>t

1) Letr=/, mod 16
2) ¢, = octetstr2uint ( M[16¢ ... [,-1] ) + 2%

f)  Optputs; cy,...,Cs

6.4.5 | Message hashing

The message is hashed by computing the following polynomial expression:
INPUT[: Hash key Ky, 16-octet string

number of message blocks s, integer

preprocessed message cy,...,Cs , sequence of 17-octet integers
OUTPUT: Hash value H, 16-octet integer

a) r ¥ octetstr2uint(Ky)

b) H|=(ci*r+c,*r"+...+cs*r') mod prime(130)

c) LétH=H"mod2'®

d) Optput H

6.4.6 | Finalization
Finally, the message is-encrypted using the AES-128 block cipher, which is described in ISO/IEC 18033-3.
INPUT: Hash value H, 16-octet integer

Encryption key Kg, 16-octet string
Nonce N, 16-octet string

OUTPUT:” Message authentication code MAC, 16-octet string

a) Let S=AES-128(Kg N)

b) s = octetstr2uint(S)

c) Letmac=(H+ s)mod 2128
d) MAC = uint2octetstr(mac,16)

e) Output MAC
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6.5 GMAC

6.5.1

Description of GMAC

GMAC can be used with any block cipher from ISO/IEC 18033-3 that has a block length of 128 bits. The
resulting MAC is t bits long, where t is a multiple of 8 and satisfies 64 < t < 128. The length of the input
message shall be less than or equal to 2** blocks.

NOTE

data is encrypted. GCM is due to McGrew and Viega [©].

6.5.2 Requil
Before the use

A block
determing

— Atag leng

The lengt
6.5.3 Notati

6.5.3.1

The function
gives a 128-bi

INPUT:

OUTPUT:

a)

b) Let/and

the sequgnce of 128-bit*blocks (with the possible exception of Z, which contains the final v bit

obtained
c) Compute

X0=

Xk=

Au

arbitrary length strings of bits Wand Z

Let k and
W, be the
W) obtain

Xi= (X1 @ W) o

Xi= (X1 @ Zix) ® H,

X1 = Xiarr @ (Z]|0'%Y)) @ H

rements
of GMAC, the following parameters shall be agreed upon:

ipher from ISO/IEC 18033-3 with a block length of 128 bits. The choiceqof-a block
s the key length |K].

th tin bits, where 64 < t < 128.

n of the nonce.
bn and auxiliary functions

Kiliary function GHASH

S5HASH takes as input a 128-bit block H and ¢we- arbitrary length strings of bits W and
I block as output.

28-bit block H

28-bit value Xjj+1

u be the unique integers-such that bitlength(W) = 128(k-1)+u and 0 < u < 128. Let W;,
sequence of 128-bit blocks (with the possible exception of W which contains the final u
ed by partitioning W,

V be the unique ‘integers such that bitlength(Z) = 128(/-1)+vand 0 < v < 128. Let Z;, Z,, ..
Dy partitioning Z.

128-bitwalue X1 using the following recursion:

This mechanism is a special case of the GCM (for Galois/Counter Mode) specified in ISO/IEC 19772 where no

cipher

7, and

W, ...,
bits of

, Z 1 be
5 of Z)

128

H, 1<i< k-1 (this step is omitted if k <1).

(Xir @ (W]|0728Y)) ® H (this step is omitted if k=0).

(this step is omitted if / =0).

Xi+1+1 = (X @ uint2bitstr(bitlength(W),8) || uint2bitstr(bitlength(2),8)) e H.

d) Output Xjsjs1.

18
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6.5.4 Key preprocessing

The master key K is used to derive the hash key Ky, and the encryption key Kg as follows

INPUT:

OUTPUT:

Master key K

Hash key Ky
Encryption key Kg

a) Ky=Enc(K, 0"

b) KF=K

ISO/IEC 9797-3:2011(E)

c) O
6.5.5
No me

6.5.6

INPUT:

OuTP
a) H
b) O

6.5.7

A variable length nonce N shall be selécted. This value shall be distinct for every message to
all be made available to the réecipient of the message. However, it is not necessary tha
ictable or secret.

and sh
unpreq

NOTE
text alo

INPUT:

OUTP

UT:

UT:

Jtput Ky, Ke

Message preprocessing

ssage preprocessing is necessary for GMAC.

Message hashing

Message M
Hash key Ky

Hash value H

= GHASH(Ky, M, {})

Ltput H

Finalization

The value N couldsfor-example, be generated using a counter maintained by the originator, 4
ng with the protected-message.

Hash value H
Encryption key Ke
Nonce N

Message authentication code MAC, t-bit string

be protected,
this value be

nd sent in clear

=

a) |

Tflength(N) = 96 then 1et Y, = N[ 0° | 1. Otherwise Iet Y, = GHASH(K,, {1, N,

b) Let MAC = (H ® Enc(Kz, Yo))l-

c) Output MAC.
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19


https://iecnorm.com/api/?name=d8be051e6fe94d9eebe99611cddfec75

	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Symbols and abbreviated terms
	5 General model
	6 Mechanisms
	6.1 Introduction
	6.2 UMAC
	6.2.1 Description of UMAC
	6.2.2 Requirements
	6.2.3 Notation and auxiliary functions
	6.2.3.1 Operations on strings
	6.2.3.2 Auxiliary function KDF
	6.2.3.3 Auxiliary function PDF
	6.2.3.4 Auxiliary function NH
	6.2.3.5 Auxiliary function ENDIAN-SWAP
	6.2.3.6 Auxiliary hash-function POLY

	6.2.4 Key preprocessing
	6.2.5 Message preprocessing
	6.2.6 Message hashing
	6.2.7 Layered hash-functions
	6.2.7.1 First-layer hash-function L1-HASH
	6.2.7.2 Second-layer hash-function L2-HASH
	6.2.7.3 Third-layer hash-function L3-HASH

	6.2.8 Finalization

	6.3 Badger
	6.3.1 Description of Badger
	6.3.2 Requirements
	6.3.3 Notation and auxiliary functions
	6.3.3.1 Auxiliary function ENH

	6.3.4 Key preprocessing
	6.3.5 Message preprocessing
	6.3.6 Message hashing
	6.3.7 Finalization

	6.4 Poly1305-AES
	6.4.1 Description of Poly1305-AES
	6.4.2 Requirements
	6.4.3 Key preprocessing
	6.4.4 Message preprocessing
	6.4.5 Message hashing
	6.4.6 Finalization

	6.5 GMAC
	6.5.1 Description of GMAC
	6.5.2 Requirements
	6.5.3 Notation and auxiliary functions
	6.5.3.1 Auxiliary function GHASH

	6.5.4 Key preprocessing
	6.5.5 Message preprocessing
	6.5.6 Message hashing
	6.5.7 Finalization



