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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The procedures used to develop this document and those intended for its further maintenance are

described in the ISO/IEC Directives, Part 1. In particular, the different approval criter
the different types of document should be noted. This document was drafted in accordz
editorfial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.ied

a needed for
nce with the
.ch/members

experts/refdocs).

Attention is drawn to the possibility that some of the elements of this document may 4
of patent rights. ISO and IEC shall not be held responsible for identifying any or all
rights| Details of any patent rights identified during the development.of the document 1

e the subject
such patent
vill be in the

Introduction and/or on the ISO list of patent declarations received (seé#www.iso.org/pater
list of patent declarations received (see patents.iec.ch).

Any trade name used in this document is information given for'the convenience of users
constitute an endorsement.

1 explanation of the voluntary nature of standards, the meaning of ISO specif]
bsions related to conformity assessment, asiwell as information about ISO's adh
Trade Organization (WTO) principles in thé\Fechnical Barriers to Trade (TBT) see ¥
Feword.html. In the IEC, see www.iec.ch Alfiderstanding-standards.

For a
expre
World|
iso/fo

This
Infor

ﬂocument was prepared by Joint Technical Committee ISO/IEC JTC 1, Information tech
ation security, cybersecurity and pxivacy protection.

This 1

technjcally revised.

The main changes compared to the previous edition are as follows:

8}

bing dedicated hash-function 17 for MAC Algorithms 1 and 3 has been added;
Using dedicatedhash-functions 11, 12, 13 to 16, and 17 for MAC Algorithm 2 has been

M
h

AC Algofithm 4 based on Keccak, a primitive in the definition of dedicated hash-func
s beefradded.

A list

ts) or the IEC

and does not

c terms and
brence to the

vww.iso.org/

nology, SC 27,

hird edition cancels and replaces the second edition (ISO/IEC 9797-2:2011), whlich has been

added;

tions 13 to 16

pf\all parts in the ISO/IEC 9797 series can be found on the ISO and IEC websites.

Any feedback or questions on this document should be directed to the user’s national standards body. A
complete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/national

-committees.

© ISO/IEC 2021 - All rights reserved


http://www.iso.org/directives
http://www.iec.ch/members_experts/refdocs
http://www.iec.ch/members_experts/refdocs
https://www.iso.org/iso-standards-and-patents.html
https://patents.iec.ch
http://www.iso.org/iso/foreword.html
http://www.iso.org/iso/foreword.html
https://www.iec.ch/understanding-standards
http://www.iso.org/members.html
http://www.iec.ch/national-committees
http://www.iec.ch/national-committees
https://iecnorm.com/api/?name=1b4ba940bf57927ee23ed7eac0626109



https://iecnorm.com/api/?name=1b4ba940bf57927ee23ed7eac0626109

INTERNATIONAL STANDARD

ISO/IEC 9797-2:2021(E)

Information security — Message authentication codes
(MACs) —

Part 2:
Mechanisms using a dedicated hash-function

1 S

cope

This (Locument specifies MAC algorithms that use a secret key and a hash-function (

functi

n or sponge function) to calculate an m-bit MAC. These mechanisms canbe dsed as

mechgnisms to verify that data has not been altered in an unauthorized manter.

NOTE

A general framework for the provision of integrity services is specified’in ISO/IEC 101§

2 Normative references

The following documents are referred to in the text in suchna way that some or all of
constitutes requirements of this document. For dated réferences, only the edition cited applies. For

undat

bd references, the latest edition of the referenced\dgocument (including any amendm

ISO/I§C 10118-3, IT Security techniques — Hash-funetions — Part 3: Dedicated hash-functio

3 T

brms and definitions

For the purposes of this document, the folowing terms and definitions apply.

ISO and [EC maintain terminological databases for use in standardization at the following|

— I§0 Online browsing platform: available at https://www.iso.org/obp

— IHC Electropedia: available at http://www.electropedia.org/

3.1
block

bit-stijing of length'L,, i.e. the length of the first input to the round-function

[SOURCE: ISO/IEC 10118-3:2018, 3.1]

3.2
entro

pr its round-
lata integrity

1-6.

their content

ents) applies.

s

addresses:

py

measure of the disorder, randomness or variability in a closed system

Note 1 to entry: The entropy of a random variable X is a mathematical measure of the amount of information
provided by an observation of X.

[SOURCE: ISO/IEC 18031:2011, 3.11]

3.3
input

data string

string of bits which is the input to a MAC algorithm

© ISO/IEC 2021 - All rights reserved
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3.4
hash-code
string of bits

which is the output of a hash-function

[SOURCE: ISO/IEC 10118-1:2016, 3.3]

3.5

hash-function
function which maps strings of bits of variable (but usually upper bounded) length to fixed-length
strings of bits, satisfying the following two properties:

— for a given output, it is computationally infeasible to find an input which maps to this output;

— for a giv
output

Note 1 to enti
Refer to ISO/1}

[SOURCE: IS
"infeasability

3.6

initializing v
value used in
[SOURCE: ISd

3.7

MAC algorithm key

key that cont
[SOURCE: ISd

3.8

message aut
MAC

string of bits

Note 1 to entry
[SOURCE: ISQ

39
message aut

b input, it is computationally infeasible to find a second input which maps to-the
y: Computational infeasibility depends on the specific security requirements,and enviro
C10118-1:2016, Annex C.

D/IEC 10118-1:2016, 3.4, modified — "feasability” in Note 1 to entry chang
".]

alue

defining the starting point of a hash-function

/IEC 10118-1:2016, 3.5, modified — Note 1 to entryyremoved]

Fols the operation of a MAC algorithm
/IEC 9797-1:2011, 3.8]

hentication code

which is the output of aMAC algorithm
: A MAC is sometimes.¢alled a cryptographic check value (see for example ISO 7498-2[11),
/IEC 9797-1:2011, 3.9]

hentication code algorithm

MAC algori
algorithm fo

thm

I

of bltS, Satle_, lng the Fn”nunng two prnpnrhnc-

conjputing a function which maps strings of bits and a secret key to fixed-length g

same

hment.

ed to

trings

— for any key and any input string the function can be computed efficiently;

— forany fixed key, and given no prior knowledge of the key, it is computationally infeasible to compute
the function value on any new input string, even given knowledge of the set of input strings and
corresponding function values, where the value of the ith input string may have been chosen after
observing the value of the first i-1 function values (for integer i > 1)

Note 1 to entry: A MAC algorithm is sometimes called a cryptographic check function (see for example

ISO 7498-2).

Note 2 to entry: Computational infeasibility depends on the user's specific security requirements and

environment.

© ISO/IEC 2021 - All rights reserved
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[SOURCE: ISO/IEC 9797-1:2011, 3.10 modified — "feasability" in Note 2 to entry changed to
"infeasability".]

3.10

output transformation

function that is applied at the end of the MAC algorithm, before the truncation operation

[SOURCE: ISO/IEC 9797-1:2011, 3.12]

3.11

padding
appending extra bits to a data string

[SOUR
3.12

round-function

functi

CE: ISO/IEC 10118-1:2016, 3.7]

pn ¢ (....) that transforms two binary strings of lengths L; and L, to a’binary strin

p of length L,

that if used iteratively as part of a hash-function, where it combines a data string of length L; with the

previqus output of length L, or the initializing value

Note 1
asrou

[SOURCE: ISO/IEC 10118-1:2016, 3.8]

3.13
secur
numb

Note 1

3.14
word

to entry: The literature on this subject contains a variety of terms_that have the same or si
hd-function. Compression function and iterative function are some éxamples.

ity strength

milar meaning

b1 associated with the amount of work required to break a cryptographic algorithm or system
and specified in bits such that security strength s bits implies the required number of ope

Fations is 25

to entry: Computationally infeasible in 3.2,-3.6 and 3.10 implies the security strength is at{least 112 bits.
Refer fo ISO/IEC 10118-1:2016, Annex C.

string| of 32 bits used in dedicated hash-functions 1, 2, 3, 4, 8 and 17 or a string of 64 bits used in

dedicgted hash-functions 5, 6{9and 10 of ISO/IEC 10118-3:2018

[SOURCE: ISO/IEC 10118-3:2018, 3.2, modified — added specific bit lengths, 32 bits of 64 bits, for

differ

4 Symbols-and notation

C,C

D

D

h/

ent dedicated hash-functions.]

constant words used in the round-functions

Iput data string, 1.e. the data string to be input to the MAC algorithm

padded data string

string obtained from a string X at least j bits in length by taking the leftmost j bits of X

hash-code

strings of L, bits which are used in the MAC algorithm computation to store an intermediate

result
hash-function

hash-function h with modified constants and modified IV

© ISO/IEC 2021 - All rights reserved
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A%

V', IV,

XpY
X||Y

simplified hash-function h without the padding and length appending, and without truncating
the round-function output (L, bits) to its leftmost L, bits

NOTE 1 h is applied to input strings with a length that is a positive integer multiple of L1.

NOTE 2 The output of h is Lo bits rather than Ly bits; in particular, in dedicated hash-functions 6 and 8
defined in ISO/IEC 10118-3:2018, Ly is always smaller than L.

initializing value

initializing values

length (in bits) of the MAC algorithm key
MA( algorithm key

secrgt keys derived to be used for a MAC algorithm

ith wiord in the derived key K;
firstlinput string of the function ¢' used in the output transformation step of MAC Algorithm 1
bit sfring encoding the message length in MAC Algorithm 3

length (in bits) of a bit-string X

length (in bits) of the first of the two inputstrings to the round-function, ¢

length (in bits) of the second of the tw input strings to the round-function, ¢, of the output
string from the round-function, ¢,.and of IV

length (in bits) of the MAC

congtant strings used in MAC Algorithm 2

numper of blocksdin the input data string D after the padding and splitting process

congtant strings used in the computation of the constants for MAC Algorithm 1 and MA( Algo-
rithi 3

congtanistrings used in the key derivation for MAC Algorithm 1 and MAC Algorithm 3

length (in bits) of a word; w is 32 when using dedicated hash-functions 1, 2, 3, 4, 8 and 17 of
[SO/IEC 10118-3:2018, and w is 64 when using dedicated hash-functions 5, 6, 9 and 10 of ISO/
IEC 10118-3:2018

bitwise exclusive-or of bit-strings Xand Y
concatenation of bit-strings X and Y (in that order)

symbol denoting the "set equal to" operation used in the procedural specifications of MAC
algorithms, where it indicates that the value of the string on the left side of the symbol shall
be made equal to the value of the expression on the right side of the symbol

© ISO/IEC 2021 - All rights reserved
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¢ round-function, i.e. if Xand Y are bit-strings of lengths L, and L, respectively, then ¢ (X, Y) is
the string obtained by applying ¢ to Xand Y
@' modified round-function with constants different from those used in the original round func-
tion
v modulo 2% addition operation, where w is the number of bits in a word, i.e. if A and B are
words, then AWB is the word obtained by treating A and B as the binary representations of
integers and computing their sum modulo 2%, and the result is constrained to lie between 0
and 2V -1 inclusive
The value of wis 32 in dedicated hash-functions 1, 2, 3,4, 8 and 17, and 64 in dedicated
hash-functions 5, 6, 9 and 10.
5 Requirements
Userswho wish to employ a MAC algorithm from this document shall selects
— adedicated hash-function from the functions specified in ISO/IEC10118-3:2018 so that the hash-
fynction and its round-function or its sponge function is implefwented or suitable tp use; a MAC
algorithm amongst those specified in Clauses 6, 7, 8 and 9 whieh\can use the selected hash-function
or its round-function or sponge function; and
— tHe length (in bits) m of the MAC, where m is at least 32.
The uge of dedicated hash-functions 7 and 9 to 16 fromSO/IEC 10118-3 with MAC Algorithms 1 and 3
is not|specified in this document. The use of dedicated hash-functions 9 and 10 from ISO/IEC 10118-3

with MAC Algorithm 2 is also not specified in thisidocument. MAC Algorithm 4 makes use
functipn, a primitive (known as a sponge function) used in defining dedicated hash-fu

16 frd

m ISO/IEC 10118-3. The permitted cembinations of MAC algorithms and hash-

summarized in Table 1.

Table 1 — Permitted combinations of MAC algorithms and dedicated hash-fun

of the Keccak
hctions 13 to
unctions are

ctions

Dediicated hash-function in ISQ/

MAC Algorithm | MAC Algorithm | MAC Algorithm

IEC10118-3

MA

1C Algorithm
4

[PEMD-160

[PEMD-128

HA-1

HA-512

SR LSS
L |

HA-384

R
R
S
SHA-256
S
S
V

Vhitlpool

S S

<
<,

SHA-224

O |0 ||| |w [N |-

SHA-512/224

=
o

SHA-512/256

=
[y

STREEBOG 512

_
N

STREEBOG 256

[uny
w

SHA3-224

[N
S

SHA3-256

=
vl

SHA3-384

—_
(o)}

SHA3-512

R

17

Y R S S SN LSS

SM3 Vv N

Agreement on these choices amongst the users is essential for use of the data integrity mechanism.
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The key K used in a MAC algorithm shall have entropy that meets or exceeds the security strength to be
provided by the MAC algorithm.

In every case, the MAC algorithm key K shall be chosen such that every possible key is approximately
equally likely to be selected.

For MAC Algorithms 1 and 2, the length m of the MAC is a positive integer less than or equal to the
length of the hash-code L. For MAC Algorithm 2, the length m of MAC value shall be at least 32 bits. For
MAC Algorithm 3, the length m of the MAC is a positive integer less than or equal to half the length of
the hash-code, i.e. m < L, /2. The length in bits of the input data string may be limited by the dedicated
hash-function and/or the MAC algorithm and is discussed for each MAC algorithm. For MAC Algorithm
4, the length in bits of the input data string D shall be at most 22 940 -1, The selection of a specific MAC
Algorithm, d¢dicated hash-function as specified in Table 1, and value for m is beyond the scope pf this
document.

These choicep affect the security level of the MAC algorithm. For a detailed discussion, sée Annex C.
The key usefl for calculating and verifying the MAC is the same. If the input datd ‘string is also
being enciphered, the key used for the calculation of the MAC should be different from that used for
encipherment, because it is considered as good cryptographic practice to have-independent kdys for
confidentialify and for data integrity.

Annex A list$ the object identifiers which shall be used to identify the mechanisms defined in this
document.

Annex B proviides numerical examples for the MAC algorithms specified in this document to be uded for
checking the [correctness of implementations.

Annex C describes major attacks and proofs of security:for the MAC algorithms specified in this
document.

6 MAC Algorithm 1

6.1 General

This clause dontains a description of:MDx-MACIO with dedicated hash-functions 1 to 6, 8 apd 17.
Table 2 show§ the commonly used namles of MDx-MAC with individual dedicated hash-functions.

Table 2 — The MDx=MAC algorithm with different dedicated hash-functions

Dedicated hash-function: The MDx-MAC algorithm is also known as
Dedicated\iash-function 1 RIPEMD-160-MAC

Dedicated hash-function 2 RIPEMD-128-MAC

Dedicated hash-function 3 SHA-1-MAC

Dedicated hash-function 4 SHA-256-MAC

Dedicated hash-function 5 SHA-512-MAC

Dedicated hash-function 6 SHA-384-MAC

Dedicated hash-function 8 SHA-224-MAC

Dedicated hash-function 17 SM3-MAC

The use of MAC Algorithm 1 with dedicated hash-functions 7 and 9 to 16 of ISO/IEC 10118-3 is not
specified in this document.

MAC Algorithm 1 requires one application of the hash-function to compute a MAC value but requires
that the constants in the corresponding round-function be modified. The hash-function shall be
selected from dedicated hash-functions 1 to 6, 8 and 17 from ISO/IEC 10118-3. MAC Algorithm 1 can
accommodate the maximum of 128 bit key K and therefore provide at most 128 bits security strength.
For MAC Algorithm 1, the length in bits of the input data string D shall be at most 264 - 1 when using

6 © ISO/IEC 2021 - All rights reserved
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dedicated hash-functions 1, 2, 3, 4, 8 and 17, and at most 2128 - 1 when using dedicated hash-functions
5and 6.

6.2 Description of MAC Algorithm 1

6.2.1 General

MAC Algorithm 1 involves the following five steps: key expansion, modification of the constants and the
IV, hashing operation, output transformation, and truncation.

6.2.2 _Step 1 (kev expansion)

If K is|shorter than 128 bits, concatenate K to itself B128/kR times and select the leftmost 128 bits of
the repult to form the 128-bit key K":

K =128 ~ (K || K|| -.-- || K). If the length (in bits) of K is greater than or equal t6,128, K = 128~K.
Compfite the derived keys K|, K;, and K, as follows:

K= h (K[| Uy || K7

K|:=128 ~h (K'|| U, || K'), when using dedicated hash-functions 1, 2 and 3
K|:=256 ~h (K'|| U, || K'), when using dedicated hash-fuhctions 4, 5, 6, 8 and 17
K}:=128 ~h (K'|| U, || K")

Here his a simplified hash-function h selected from dedicated hash-functions listed in Tgble 2 and U,
U,, anf U, are 768-bit constants that are definedsin 6.4.1.

Paddihg and length appending can be omitted because in this case the length of the input sfring is either
L, bit§ or 2L, bits.

When|deriving K, truncation is omitted and the length of K, is always L, bits.

When|using dedicated hash-funstions 1, 2, 3, 5 and 6, the derived key K; is split into four words denoted
by K;[f] (0 <i<3),i.e.

Kl =Ky [0] I K [1] || &5£2] [] Ky[3]

When|using dedicated-hash-functions 4, 8 and 17, the derived key K; is split into eight wordls denoted by
K[i](p<i<7), i€

K1 = Ky [O3$VK, [1] 11 Ky [2] {1 Ky [3]11 K [4] || K4 [ST 11 Ky [6] [ K4[8]

To convertd string into words, a byte ordering convention is required. The byte ordering cponvention for
this cdnvérsionis that which is defined for the sele icated hash-functions in C 10118-3.

6.2.3 Step 2 (modification of the constants and the IV)

When using dedicated hash-functions 1, 2, 3, 4, 5, 6, 8 and 17, the additive constants used in the round-
function are modified by the modulo 2% addition of a word of K, for example:

Co: = Co W K4[0]

Precisely which word of K; is added to each constant depends on the hash-function in use, and is
specified in 6.4.

The initializing value, IV, of the hash-function is replaced by IV": = K|,

© ISO/IEC 2021 - All rights reserved 7
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6.2.4 Step 3 (hashing operation)

The string which is input to the modified hash-function h'is equal to the input data string D, i.e.

H" = h' (D).

6.2.5 Step 4 (output transformation)

The modified round-function ¢'is applied one additional time, with as first input the string KT (defined
below) and as second input the string H' (the result of Step 3), i.e.:

H”=¢' (KT, H).

For dedicatec
KT =K, |
For dedicated
KT=K, |
Here Ty, Ty, a

The output t
padding and

6.2.6 Step
The MAC of n
MAC: = m

6.3 Efficie]

If the padded
q blocks, ther]

hash-functions 1, 2, 3,4, 8 and 17:

(K, ® To) Il (K, @ T || (K, D T)

hash-functions 5 and 6:

(K2 © To) | (K @ T1) || (K2 © TRl Kz [ (K © To) |I (K2 © T1) [| (KZXD T2)
hd T, are 128-bit strings defined in 6.4 for each dedicated hash:function.

ransformation corresponds to processing an additional data block derived from K
hppending of the length field.

5 (truncation)
bits is derived by taking the leftmost m bits efthe string H”, i.e.
~ HII

ncy

data string (where the padding'algorithm depends on the selected hash-function) co
MAC Algorithm 1 requires-g:+ 7 applications of the round-function when dedicated

functions 1, 3
hash-functio

pre-computing the values K, K; and K,, and by replacing the initializing value IV by IV" in the appli

of the hash-

together with the mandatory.odification required for Step 2. For long input strings, MAC Algor
has a perfornpance whichtis'comparable to that of the hash-function used.

6.4 Computation'of the constants

6.4.1 General

s 5 and 6 are selected. This can be reduced to g + 1 applications of the round-funct

nction. It is redcommended to make this modification to the code of the hash-fu

after

htains
hash-

, 3,4, 8and 17 are seleeted, and g + 4 applications of the round function when dedjficated

ion by
cation
hction
thm 1

The constants described in 6.4 are used in MAC Algorithms 1 and 3. MAC Algorithm 3 is specified in
Clause 8. The strings T; and U, are fixed elements in the description of the MAC algorithm. They are
computed (only once) using the hash-function; they are different for each of the eight hash-functions.
The 128-bit constants T; and 768-bit constants U; are defined as follows. The definition of T, involves
the 496-bit constant R = “ab...yzAB...YZ01...89” and 16-bit constants S, S;, S,, where S; is the 16-bit
string formed by repeating twice the 8-bit representation of i (e.g. the hexadecimal representation of S;
is 3131). In both cases, ASCII coding is used; this is equivalent to coding using ISO/IEC 646:

fori:=0to 2

T;:=128 ~ h (S; | R) for dedicated hash-functions 1, 2, 3, 4, 8 and 17

T:=128 ~ h (S; || R || 0512) for dedicated hash-functions 5 and 6, where 0512 is 512 zero bits

© ISO/IEC 2021 - All rights reserved
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foriz=0t0 2 Up =T || Tisr | Tiu2 I Ti I Ty 1 11 T2

6.4.2 Dedicated hash-function 1 (RIPEMD-160)

The 128-bit constant strings T; for dedicated hash-function 1 are defined as follows (in
representation):

Ty =1CCT086A046AFA22353AE88F3D3DACER

T{ =E3FA02710E491D851151CC34E4718D41

T} =93987557C07B8102BA592949EB638F37

Two spquences of constant words C, C, ..., C;9 and C'y, C'y, ..., C'79 are usedyn the roun
dedicated hash-functions 1. They are defined as follows:

C

1

= K;[0], (0<i<15)
Cl{=K;[1] ¥ 52827999, (16 <i < 31)
CI

[
[
= K;[2] W 6ED9EBAL, (32 <1< 47)
Ci=K;[3] ¥ sFr1BBCDC, (48 << 63)
Ci= K;[0] ¥ n953FD4E, (64 <i<79)
Cl =K [1] ¥ 50a28BE6, (0 <1< 15)

Cl=K;[2] W 5capp124, (16 i< 31)
Cl=K[3] ¥ 6D703EF3, (32 <i<47)
Cl=K.[0] ¥ 726D76E9, (48 < '<-63)
C

= Ky,[1] (64=i<79)

6.4.3 | Dedicated hash=function 2 (RIPEMD-128)

The 1P8-bit constant-strings T; for dedicated hash-function 2 are defined as follows (in|
repregentation)s

T§ = FDIEE18964C36D53FC18C31B72112AAC

T] =%2538B78ECOE273949EE4C4457A77525C

T2 = F5C93ED85BD65F609A7TEBLI82A85BA181

C; = K;[0], (0<i<15)
=K [1] ¥ 52827999, (16 < i < 31)
= K;[2] ¥ 6ED9EBAL, (32 <1< 47)

C;=K;[3] ¥ sFiBBCDC, (48 <i<63)

C';= K{[0] ¥ s0a28BE6, (0 <1< 15)

© ISO/IEC 2021 - All rights reserved

where the subscripts in T; are taken modulo 3. In dedicated hash-functions 1, 2, 3, 4, 5, 6, 8 and 17,
for all constants C;, C; and all words K;[i] the most significant bit corresponds to the leftmost bit. The
constants C;and C are presented using a hexadecimal representation.

hexadecimal

d-function of

hexadecimal

Two sequences of constant words C, Cy, ..., C43 and C'y, C'y, ..., C's3 are used in the round-function of
dedicated hash-function 2. They are defined as follows:
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Ci=K1
C'i=K 2

C';=Ky,[3]

6.4.4 Dedi

1 W scappi24, (16 <i<31)
| W 6D703EF3, (32 <1< 47)
(48 <i<63)

cated hash-function 3 (SHA-1)

The 128-bit constant strings T; for dedicated hash-function 3 are defined as follows (in hexadecimal
representation):

Ty = 1D4CA39FA40417E2AE5A77B49067BBCC

T, =9314
T, =4544

A sequence o
It is defined 3

AFEFSD5A5B46EFCAGBECOEL138940
209656E14F97005DAC76868E97A3

f constant words C,, C, ...,
s follows.

C,q9 is used in the round-function of dedicated\hash-func

C;=K;[0] W 52827999, (0<i<19)
= K;[1]|¥Y ¢Ep9EBAL, (20 <1< 39)
= K;[2] ¥ sF1BBCDC, (40 <i<59)
C;=K4[3]W cae2cips, (60 <i<79)
6.4.5 Dedicated hash-function 4 (SHA-256)

The 128-bit g
simplified ve

Ty = 13c
T; = 3pD4
T, =E31H

A sequence o
It is defined 4

Ci=Kili

where the se
corresponds

63"

thod 8] ¥

onstant strings T, for dedicated hash-function 4 are computed as follows (where h
sion of dedicated hash-function 4).

OFB0O18D2C57E189060502F7DB523
BSAEOS5B11977F3BFDC25CB1F3HA8
81250BO926FEAD2A82A6F63PD66DS

f constant words G, 6, ...,
s follows.

Cg3 is used in the round-function of dedicated hash-func

C"(02163)

quence
to theleftmost bit) is defined as follows, where the words are listed in the order C

" C"1) .., C"¢3 In a hexadecimal representation (where the most signific:

Fion 3.

is the

Fion 4.

int bit
’O, C”l,

428a2f98
d807aa98
ed49b69cl
983e5152
27b70a85
a2bfe8al
19a4dcllo
748f82ee

NOTE

71374491
12835001
efbed786
a831lcood
2e1b2138
ag8laoco64db
1e376c08
78a5636f

These values are the first 32 bits of the fractional parts of the cube roots of the first 64 primes. They

b5c0fbcf
243185be
0fcl9dcé6
b00327c8
4d2coedfc
c24b8b70
2748774c
84c87814

e9b5dbab
550c7dc3
240calcc
bf597fc7
53380d13
c76c51a3
34b0bcb5
8cc70208

3956¢c25b
72beb5d74
2de92c6f
c6e00bf3
650a7354
dl92e819
391c0Ocb3
90befffa

59f111f1
80deblfe
4a7484aa
d5a79147
766a0abb
d6990624
4ed8aada
a4506ceb

923f82a4
9bdc06a’7
5cb0a9%dc
06ca6b351
81lc2c9z2e
£40e3585
5b9cca4df
bef9a3f7

ablc5ed5
cl9pfl174
76£988da
14292967
92722c85
106aa070
682e6ff3
c67178f2

are the constant sequence used in SHA-256.

6.4.6 Dedicated hash-function 5 (SHA-512)

The 128-bit constant strings T; for dedicated hash-function 5 are computed as follows (where h is the
simplified version of dedicated hash-function 5):

10
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A sequence of constant words C, Cj, ..., C7q is used in the round-function of dedicated hash-function 5.
It is defined as follows:

C,=K,[imod 4] ¥ C"; (0 <i<79),

where the sequence C”j, C";, ...

, "9 in a hexadecimal representation (where the most significant bit

corre pnndc to the leftmaost hif) is defined as follows where the words are listed in the grder CHO' C"l'

428a2fF98d728ae22
3956cP50£348b538
d807a§98a3030242
72be5@74f270896fF
ed9pb6Pcloefldad2
2de92¢6£592b0275
983e5]52ee60dfab
c6e00pf33da88fc2
27070488546d22ffc
650a7B548baf63de
al2bfeBaldcfl10364
d192eB19d6ef5218
19a4cl16b8d2d0c8
391c0¢b3c5¢c95a63
748f8Peebdefb2fc
90befffa’23631e28
ca273¢ceea26619c
06f06faa72176fba
28db7)£523047d84
4ccbdfibecb3e42b6

7137449123ef65cd
59f111£f1b605d019
1283500145706fbe
80deblfe3bl696bl
efbed786384f25e3
4a7484aa6eatbed83
a831c66d2db43210
d5a79147930aa725
2el1b21385¢c26c926
766a0abb3c77b2a8
aB8la664bbc423001
d69906245565a910
1e376c085141ab53
4ed8aadae3418ach
78a5636f43172f60
a4506cebde82bde?
d186b8c721c0c207
0a637dc5a2c898a6
32caab7b40c72493
597£299cfc657e2a

b5c0fbcfecdd3b2f
923f82a4af194f9b
243185bedeedb28c
9pbdc06a725c71235
0fc19dc68b8cd5b5
5cb0a9%dcbd4lfbd4
p00327¢c898fb213f
06ca6351e003826f
4d2cedfcbac42aed
81c2c92ed7edaeectb
c24b8b70d0£89791
£40e35855771202a
2748774cdf8eeb99
5b9ccadf7763e3%3
84c87814alf0ak7?2
bef9a3f7b2cbRO15
eada7ddecaeleble
113f9804bef90dae
3c9ebelal 5c9bebc
S5fcbhbofab3ad6faec

e9b5dba58189dbbc
ablc5ed5da6dg8118
550c7dc3d5ffb4de2
cl9bf174cf692694
240calcc77ac9¢o5
76£988da831153B5
bf597fc7beefleed
142929670a0€6e70
53380d¥39d95b3df
92722c851482353b
c76c35ra30654be30
106aa07032bbd1b8
34b0bcb5e19b48a8
682e6ff3dob2b8a3l
8cc702081la6439%ec
c67178f2e372532b
£f57d4f7fee6edl78
1b710035131c471b
431d67¢c49¢c100d4c
6c44198c4a475817

These|values are the first 64 bits of the fraetional parts of the cube roots of the first 80 primes. They are
the copnstant sequence used in SHA-512:

6.4.7

The 1P8-bit constant strings T; for dedicated hash-function 6 are computed as follows (w]

Dedicated hash-function 6 (SHA-384)

simplified version of dedicated hash-function 6).

T = 33bfc7aldpb2d833c1fal20£248ea0c68

T

T

A sequiériee of constant words Cy, Cy, ..., C79 is used in the round-function of dedicated has

0£53e29440ddedf90aac66a58accf8c4

£3371Tfddd155caefbd989e1270066c7c

here h is the

h-function 6.

It is defined as follows:

C;= K;[imod 4] ¥ C"; (0 <i<79)

where the sequence C”j, C"y, ..., C";9 is the same as that for dedicated hash-function 5 of 6.4.6.

6.4.8 Dedicated hash-function 8 (SHA-224)

The 128-bit constant strings T; for dedicated hash-function 8 are computed as follows (where h is the
simplified version of dedicated hash-function 8).

Ty =r48D1673DF60BE1BOOBACDC816CC3E4A

73==A38F38CA4247A2F794F62F3F7646OAB7

© ISO/IEC 2021 - All rights reserved
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T, =7nn9

B4EF4ADB2BCF85F123B1FDEFACLA

A sequence of constant words C, Cy, ..., Cg3 is used in the round-function of dedicated hash-function 8.
It is defined as follows:

C,=K,[imod 8] ¥ C"; (0 <i<63)

where the sequence C”), C";, ...

, C"¢3 1s the same as that for dedicated hash-function 4 of 6.4.5.

6.4.9 Dedicated hash-function 17 (SM3)

The 128-bit constant strings T, for dedicated hash-function 17 are defined as follows (in hexadecimal

representatid
T, = 52E4
T, =457H
T, =7408

A sequence o
It is defined 3

Ci=Kliy
where the se
C';=79cq

C';=7n87

7 MACAI

7.1 Gener

This clause ¢
function to c
requirement

The key size

size larger th
code of the ke
key size is at

For MAC Algg
dedicated ha

nj.

0B36B5A4FA8C8D9403894A7421BF
3B1FCE828A8E1442AA01ACE3E2BE
7A08B7CCB27F54B31B160EF57302

f constant words C, Cy, ..., C43 is used in the round-function of dedi¢ated hash-funct
s follows:

nod 8] W C'; (0<i<63),

quence C'y, ..., C's3 in a hexadecimal representation i defined as follows:
4519 (0 i< 15),

9p8a (16 <i<63).

porithm 2

hl

pntains a description of HMACIEl. MAC Algorithm 2 requires two applications of a

that L, is a positive integer multiple of 8.

¢ in bits shall be-atleast L,, where L, is the size of the hash-code in bits. If an input k|
hn L, bits, where-L, is the size of the data input of the round-function in bits, then thg
y is used as the key which is L, bits. Therefore, for MAC Algorithm 2, it is assumed t}
most L bits, i.e. L, < k< L.

rithimy 2, the length in bits of the input data string D shall be at most 264 - 512 when
sh>functions 1, 2, 3, 4, 8 and 17, 2128 - 1 024 when using dedicated hash-functions 5

on 17.

hash-

pmpute a MAC value. The)hash-function shall be selected from ISO/IEC 10118-3, with the

by has
hash-
at the

using
and 6,

2256 512 w
11 and 12.

1en using dedicated hash-tunction /, and 25t =512 when using dedicated hash-Tun

ctions

Dedicated hash-functions 9 and 10 are truncated versions of dedicated hash-function 5 with different
initializing values. They are not specified to be used for MAC Algorithm 2.

7.2 Description of MAC Algorithm 2

7.2.1 General

MAC Algorithm 2 requires the following four steps: key expansion, hashing operation, output
transformation, and truncation.

12
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7.2.2 Step 1 (key expansion)

Append (L, - k) zero bits to the right of the key K; the resulting string of length L, is denoted by K .The
key K is expanded to two subkeys K; and K,.

— Construct the string IPAD by concatenating the hexadecimal value ‘36" (or the binary value
‘00110110’) to itself L;/8 times. Then compute the value K as the exclusive-or of K and the string

IPAD, i.e.:
K,:= K @ IPAD

— Construct the string OPAD by concatenating the hexadecimal value ‘5¢” (or the binary value
‘0[L011100’) to itself L, /8 times. Then compute the value K, as the exclusive-or of K\gnd the string
OPAD, i.e.:

=

L= K @ OPAD

7.2.3 | Step 2 (hashing operation)

4

The sffring which is input to the hash-function is equal to the concatehation of 1?1 and D, i.¢.:

Hl:= h( Ky || D)

7.2.4 | Step 3 (output transformation)
The string which is input to the hash-function is equakto the concatenation of 1?2 and H', j.e.:
Hl'=h(K, || H)

7.2.5| Step 4 (truncation)

The MAC of m bits is derived by taking the leftmost m bits of the string H”, i.e.:

MAC:=m ~ H”

7.3 [Efficiency

If the padded data string)(where the padding algorithm is defined for a specific hash-function) contains
q blocks, then MAC Algorithm 2 requires q + 3 applications of the round-function.

This dan be reduiced to q + 1 applications of the round-function by modifying the code [for the hash-
functipn. It is.possible to pre-compute the values IV;: = ¢ (K, IV) and IV,: = ¢ (K,, IV) arjd replace the
initiallvalde /V by IV; in the first application of the hash-function, and by IV, in the output transformation

(the s¢cond appllcatlon of the hash functlon) Thls also requlres a modlflcatlon of the paddmg method:
e C alue L, shall be

added to the Value Lp.

8 MAC Algorithm 3

8.1 General

This clause contains a variant of MAC Algorithm 1 that is optimized for short inputs (at most 256 bits).
To compute a MAC value, MAC Algorithm 3 requires seven applications of the simplified round-function
when dedicated hash-functions 1, 2, 3, 4, 8 and 17 are selected, and four applications of the simplified
round function when dedicated hash-functions 5 and 6 are selected. But this can be reduced to a single
application of the simplified round-function by some pre-computation. The hash-function shall be
selected from dedicated hash-functions 1 to 6, 8 and 17 from ISO/IEC 10118-3:2018.

© ISO/IEC 2021 - All rights reserved 13
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For MAC Algorithm 3, the length in bits of the input data string D shall be at most 256 when using
Dedicated hash-functions 1 to 6, 8 and 17 from ISO/IEC 10118-3:2018.

The key size k in bits shall be at most 128 bits, and the MAC length m in bits shall be at most Ly/2.

MAC Algorithm 3 can accommodate the maximum of 128-bit key K and therefore provide at most 128-
bits security strength.

8.2 Description of MAC Algorithm 3
8.2.1 General
MAC Algorithm 3 requires the following five steps: key expansion, modification of the constants|of the
round-functipn, padding, application of the round-function, and truncation.
8.2.2 Step[l (key expansion)
If K is shortef than 128 bits, concatenate K to itself B1128/kR times and select the leftmost 128 pits of
the result to form the 128-bit key K"

K" =128|~ (K|| K| -.- || K). If the length (in bits) of K is greater than orequal to 128, K" = 128§ ~ K.
Compute the subkeys K, K;, and K, as follows:

Ky=h ('] Uy || K

Ki:=128}~ h(K'|| U, || K'), when using dedicated hash-fulictions 1, 2 and 3

K := 256~ h(K'|| U, || K'), when using dedicated hash-functions 4, 5, 6, 8 and 17

Ky:=128|~h (K'|| U, || K"
Here, U, U; and U, are 768-bit constants that ake defined in 6.4.1.
Padding and |ength appending are omitted because in this case the length of the input string is either L,
bits or 2L, bits.
When deriving K, truncation is omitted and the length of K, is always L, bits.
When using dedicated hash-fundtions 1, 2, 3, 5 and 6 the derived key K; is split into four words d¢noted
Ki[i[](0=i<3),ie.:

Ky = Kl[oﬂ || K1 [1LEEGT2] [ Kq[3]
When using gledieated hash-functions 4, 8 and 17, the derived key Kj is split into eight words dg¢noted

Ki[i[](0=i<7

)€

Ky = Ky[O] |1 Ky [A] I K [2] [] Ko [3]1] K1 [4] |1 K4 [ST 1] Ky [6] || K4[7]

For conversion of a string into words, a byte ordering convention is required. The byte ordering
convention for this conversion is that which is defined for each dedicated hash-function in

ISO/IEC 1011

8.2.3 Step

8-3.

2 (modification of the constants and the IV)

When using dedicated ash-Fufnctions 1, 2, 3, 4, 5, 6, 8 and 17, the additive constants used in the round-
function are modified by the modulo 2% addition of a word of K}, e.g.:

In 6.4, it is indicated which word of K; is added to each constant.

14
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The initial value IV": = K;,, when round-function ¢'is computed.

8.2.4 Step 3 (padding)

The padding bits that are added to the original data string are only used for calculating the MAC.
Consequently, these padding bits (if any) are not stored or transmitted with the data. The verifier shall
know whether or not the padding bits have been stored or transmitted. The data string D to be input to
the MAC algorithm shall be right-padded with as few (possibly none) "0" bits as necessary to obtain a
data string D of length 256 bits.

If the input data string is empty, the padded data string D consists of 256 "0" bits.

8.2.5| Step 4 (application of the round-function)

The bit string L is computed as the binary representation of the length (in bits) by, of the fata string D,
left-pddded with as few '0' bits as necessary to obtain a 128-bit string. The rightmdst bit of{the bit string
L corfesponds to the least significant bit of the binary representation of LpATFhe string which is input to
the rqund-function ¢’ (with modified constants) is equal to the concatenation of K,| D, and the
exclugive-or of K, and L.

For dddicated hash-functions 1, 2, 3, 4, 8 and 17:
Hi:=¢' (K 1| D |l (K, @® L), 1V)

For dgdicated hash-functions 5 and 6:

H[=¢'(K; || D || (K, @ L)1 K511 D || (K, @ L);4v)
8.2.6 | Step 5 (truncation)

The MAC of m bits is derived by taking the;leftmost m bits of the string H', i.e.
MAC:=m ~H'

8.3 [Efficiency

MAC 3lgorithm 3 requires.seven applications of the simplified round-function, when deflicated hash-
functipns 1, 2, 3, 4, 8 @and’ 17 are selected, four applications of the simplified round fynction when
dedicEced hash-functions 5 and 6 are selected. This can be reduced to a single application|of the round-
functipn by pre-computing the values K, K; and K,.

9 MAC Algorithm 4

9 1 anaxral
. TacCTrar

This clause contains a description of the Keccak message authentication code (KMAC) algorithm.

KMAC has two variants: KMAC128 and KMAC256. The two variants differ somewhat in their security
properties. Both variants can support any security strength up to 256 bits of security, provided that a
long enough key is used.

Parameter m is the requested output length of the MAC algorithm in bits. Some applications of KMAC
can not know the number of output bits they will need until after the outputs begin to be produced.
MAC Algorithm 4 is specified with two situations.

a) KMAC128 and KMAC256 include m as input to form the MAC input data newD to generate output.

© ISO/IEC 2021 - All rights reserved 15
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b) KMACXOF128 and KMACXOF256 do not include m as input to form the MAC input data newD to

generate

For the input

output.

to MAC Algorithm 4, the order of bits in a byte is least significant bit first.

9.2 Description of MAC Algorithm 4

The input to MAC Algorithm 4 involves concatenating a padded version of the key K with the input D
and an encoding of the requested output length m, in case of KMAC128 and KMAC256. The result is a
data string labelled newD.

The data ney
10000010 11
the applicatic

The variants

D i led with an encoding of a constant N\ KMA
000010 and an additional input, S, an optional customization string, a string spe

n. If no customization is desired, S is set to the empty string.

6i

of MAC Algorithm 4 are defined using sponge function SPONGE[f, pad, r] used-in ded

fied by

icated

hash-functiops 13, 14, 15, 16, SHAKE128 and SHAKE256 of ISO/IEC 10118-3, where the function fis the

permutation
particular,

KMACv (
wherev=12

The length in|
9.3 Encod

9.3.1 Integ

Two internal
Both functior

left_encode(x]
beginning of
of x.

right_encode
the end of the

For an integ
significant bi
are defined a

right_encodé

KECCAK-p and r is the rate corresponding to the number of bits in each-message blq

K, D, m, S) = SPONGE[f, pad, 1 600 - 2v] (X, m)
B or 256 and X is padded input of key K and D with additiofal information.

bits of X should be less than 22 040,
ing and padding

er to byte encoding

functions, left_encode and right_encede, are defined to encode integers as byte st
s can encode integers up to an extr€mely large maximum, 22 040-1,

encodes the integer x as a byte'string in a way that can be unambiguously parsed frq

X) encodes the integer x as a byte string in a way that can be unambiguously parse
string by insertifig'the length of the byte string after the byte string representatio

pr i ranging_from 0 to 255, encg(i) is the byte encoding of i, with bit 0 being th¢
[ of the byte."Using the function encg() to encode the individual bytes, these two fun|
5 follows:

™

bck. In

rings.

m the

the string by inserting the length of the byte string before the byte string represerjtation

from
of x.

least
ctions

For 0 < x < 22

049 perform the following steps.

let n be the smallest positive integer for which 287 > x;

.., X, be the base-256 encoding of x satisfying:

x=Y 280 x, fori=1ton;

a)
b) letxq, x,,.
c)
d) let0,,; =
e) return O

let 0; = encg(x;), fori=1to n;

encg(n);

=011 02 M| -+ 11 0y ] Opsg-

left_encode(x)

16
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For 0 < x < 22040, perform the following steps.

a) let nbe the smallest positive integer for which 28" > x;

b) letxy,x,, .., x,, be the base-256 encoding of x satisfying:

x=Y 280 x, fori=1ton;

c) letO;=encg(x),fori=1ton;

d) letO,=encg(n);

e) return0=0,110,1..110,,110,.

As an
0000(

9.3.2

The e
from t

encode_string(S)

For O
Retur

As an
case, ¢

Note t
from ¢
outpu

9.3.3

The b
result
intend
unam
input

The d

bytep

000.

String encoding

1code_string function is used to encode bit strings in a way that cah be parsed uf
he beginning of the string, S. The function is defined as follows;

< Lg < 22040 perform the following step:
h left_encode(Lyg) || S.

example, when S is the empty string “”, Ly = 0:The left_encode(0) is 10000000 000(
ncode_string(S) yields 10000000 00000000.4p™".

hat if the bit string S is not byte-oriented (i.e. Lg is not a multiple of 8), the bit stj
ncode_string(S) is also not byte-oriented. However, if L¢ is a multiple of 8, then the
L of encode_string(S) is also a multiple of 8.

Padding

btepad(X, w) function pfepends an encoding of the integer w to an input string X, {
with zeros until it is a byte string whose length in bytes is a multiple of w. In genef
ed to be used on.e€ncoded strings — the byte string bytepad(encode_string(S), w) g
biguously from-its’beginning, whereas bytepad does not provide unambiguous p3
strings.

efinition-of‘bytepad() is as follows.

nd(X, w)

Forw

example, right_encode(0) yields 00000000 10000000, and left_encode(0) yieljis 10000000

ambiguously

0000. In this

ing returned
length of the

hen pads the
al, bytepad is
an be parsed
idding for all

> 0 nerform the following steps:
T [=] r

a) z=left_encode(w) || X;

b) w

hile L, mod 8 # 0:

z=z||0;

c) while (L,/8) modw # 0:

2 =21 00000000;

d) returnz.
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9.4 KMAC128

9.4.1 General

The input to KMAC128 includes a MAC key K, input data D, an output length m, and an optional
customization string S.

Verify that L < 22040 and 0 < m < 22040 and L, < 22040, before performing the steps in 9.4.2 to 9.4.4.

9.4.2 Step

1 (Prepare newD)

For MAC key
a) K’'=enco
b) m’=righ
<)

newD = b

9.4.3 Step
For newD, N 3

a) N’=enco

V- £ daot IaY pa | i +£1 £l s
\Y) llllJuL udid LU, dIIu UULIJUL lCllsLll i, oTL.
He_string(K);
' _encode(m);

ytepad(K’, 168) || D || m".
2 (Prepare X)
"KMAC” =11010010 10110010 10000010, and customization)string S, set:

fe_string(N);

b) S’=enco
c) X=byte

Note that thg number 168 is the rate (in bytes) of SPONGE[f, pad, 1 344], where f= KECCAK-p||
24]. SPONGE[f, pad, 1 344] is referred to as KECCAK[256] in Reference [12]. The characters 00 in
specify two zero bits.

9.4.4 Step3 (Generate MAC output)

For X and outjput length m, compute

a) KMAC12B (K, D, m, S) = SPONGE[f, pad, 1 344] (X, m), where f= KECCAK-p [1 600, 24].

For dedicate
as input to KI
MOO".

9.5 KMAC

e_string(S);
d(N’|| S’,168) || newD || 00.

hash-functions 13 to 16, the input data to the hash-function appended with suffi
LCCAK-p, while\for MAC Algorithm 4, the input data to KECCAK-p includes a two-bit

256

1 600,
tem 6

X "01"
suffix

9.5.1 Gen

ral

The input to KMAC256 includes a MAC key K, input data D, an output length m, and an optional
customization string S.

Verify that Ly

9.5.2 Step

< 22040 and 0 < m < 22040 and Lg < 22040 bhefore performing steps in 9.5.2 to 9.5.4.

1 (Prepare newD)

For MAC key K, input data D, and output length m, set:

a) K’ =encode_string(K);

b) m’=right_encode (m);

‘)
18

newD = bytepad(K’, 136) || D || m".
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9.5.3 Step 2 (Prepare X)

For newD, N ="KMAC” = 11010010 10110010 10000010, and customization string S, set:
a) N’=encode_string(N);

b) S’=encode_string(S);

c) X=bytepad (N’|| S’, 136) || newD || 00.

Note that the number 136 is the rate (in bytes) of SPONGE[f, pad, 1 088], where f = KECCAK-p[1 600,
24]. SPONGE|[ f, pad, 1 088] is referred to as KECCAK[512] in Reference [12]. The characters 00 in item 6
specify-two-zere-bits-

9.5.4 | Step 3 (Generate MAC output)
For X and output length m, compute:
a) KMAC256 (K, D, m, S) = SPONGE[f, pad, 1 088] (X, m), where f= KECCAK*p1{1 600, 24].

For dedicated hash-functions 13 to 16, the input data to the hash-funetion appended with suffix “01”
as input to KECCAK-p, while for MAC Algorithm 4, the input data to'\KECCAK-p includes a fwo-bit suffix
(IOO".

9.6 KMACXOF128

9.6.1 | General

The input to KMACXOF128 includes a MAC key K;'input data D, an output length m, anfl an optional
custommization string S.

Verify|that L, < 22040 and 0 < m < 22040 apdi}, ; < 22 040, before performing the steps in 9.6J2 to 9.6.4.

9.6.2 | Step 1 (Prepare newD)

For MAC key K and input data D,set:
a) K|=encode_string(K);

b) o|= right_encode (0);

c) newD = bytepad(K’, 168) || D || 0"

NOTE Whenised as a XOF, KMAC is computed by setting the encoded output length to 0, as shown in right_
encodd(0) imritem 3. That is, the output length is not an input for MAC computation.

9.6.3 —Step 2 (Prepare Xj

For newD, N ="KMAC” = 11010010 10110010 10000010, and customization string S, set:
a) N’=encode_string(N);

b) S’=encode_string(S);

c) X=bytepad (N’|| S’, 168) || newD || 00.

Note that the number 168 is the rate (in bytes) of SPONGE[f, pad, 1 344], where f = KECCAK-p[1 600,
24]. SPONGE[f, pad, 1 344] is referred to as KECCAK[256] in Reference [12]. The characters 00 in item 6
specify two zero bits.

© ISO/IEC 2021 - All rights reserved 19


https://iecnorm.com/api/?name=1b4ba940bf57927ee23ed7eac0626109

ISO/IEC 9797-2:2021(E)

9.6.4 Step 3 (Generate MAC output)
For X and output length m, compute:
a) KMACXOF128 (K, D, m, S) = SPONGE[f, pad, 1 344] (X, m), where f= KECCAK-p [1 600, 24].

For dedicated hash-functions 13 to 16, the input data to the hash-function appended with suffix “01”
as input to KECCAK-p, while for MAC Algorithm 4, the input data to KECCAK-p includes a two-bit suffix
“00".

9.7 KMACXOF256

9.7.1 Gendral

The input to[KMACXOF256 includes a MAC key K, input data D, an output length m, and|an oftional
customizatioh string S.

Verify that L} < 22040 and 0 < m < 22040 and L, < 22040, before performing the steps,in 9.7.2 to 9.7)4.

9.7.2 Step(l (Prepare newD)

For MAC key K and input data D, set:
a) K’'=encofle_string(K);

b) o’ =right|encode(0);

c) newD = bytepad(K’,136) || D || o".

When used af a XOF, KMAC is computed by setting théZencoded output length to 0, as shown in|right_
encode(0) in item b). That is, the output length is not‘an input for MAC computation.

9.7.3 Step2 (Prepare X)

For newD, N 3 "KMAC” = 11010010 10110010 10000010, and customization string S, set:

a) N’=encoge_string(N);

b) S’=encodle_string(S);
c) X=bytepad (N’|| S’, 136)| newD || 00.

Note that thgd number 136 is the rate (in bytes) of SPONGE[f, pad, 1 088], where f = KECCAK-p[[L 600,
24]. SPONGE]||f, pad, 1.088] is referred to as KECCAK[512] in Reference [12]. The characters 00 in item c)
specify two zero bits.

9.7.4 Step 3 (Generate MAT output]
For X and output length m, compute:
a) KMACXOF256 (K, D, m, S) = SPONGE[f, pad, 1 088] (X, m), where f= KECCAK-p [1 600, 24].

For dedicated hash-functions 13 to 16, the input data to the hash-function appended with suffix “01”
as input to KECCAK-p, while for MAC Algorithm 4, the input data to KECCAK-p includes a two-bit suffix
“00".
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Annex A
(normative)

Object identifiers

MechanismsUsingADedicatedHashFunction {

is

DEFIN

EXPOR

IMPOR
OI

F
hash-
asnl-

-- 0OI

(1) standard(0) message-authentication-codes (9797) part2(2)

asnl-module (0) mechanisms-using-a-dedicated-hash-function (0) version2((R)

[ TIONS AUTOMATIC TAGS ::= BEGIN

S ALL;

'S

D, ALGORITHM, HashFunctions, HashFunctionAlgs

OM DedicatedHashFunctions {iso(l) standard(0)
Functions (10118) part3(3)
hodule (1) dedicated-hash-functions (0) };

D assignments

is979
part2

id-ma
id-ma
id-ma

-—- MA

-2 OID ::= {iso standard message-authentigation-codes (9797)
(2) }

-1 OID ::= {1is9797-2 macAlgorithm-1(1)%

-2 OID ::= {1s9797-2 macAlgorithm-2~%) }

-3 OID ::= {1s9797-2 macAlgorithm-8Y%3) }

algorithm identifier type and¥fhe set of recognized MAC algorithms

Algor
algor
param

}
Messa
MacAl

{O

{0
{O

-—- MA

f thmIdentifier {ALGORITHM:¥0Set} ::= SEQUENCE {
| thm ALGORITHM. &id ({IOSetl}.).,
bters ALGORITHM. &Type ({L0@8et} {@algorithm}) OPTIONAL

eAuthenticationGode ::= AlgorithmIdentifier{{MacAlgorithms}}

orithms ALGORITHM ::= {
[D id-mac-1 \RARMS MacParameters} |
[D id-mac~2\PARMS MacParameters} |
[D id-mgc—3 PARMS MacParameters} ,
-- addi¥tional algorithms expected --

rarameter type definitions

-— The optional parameters may be agreed upon by other means

MacParameters ::= SEQUENCE {
dhfAlgo HashFunctions OPTIONAL,
m INTEGER (1..MAX)

}

hashAlgs OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) country(l16) us(840) organization (1)

gov (101) csor(3) nistAlgorithm(4) hashAlgs(2)}

id-KMAC128 OBJECT IDENTIFIER ::=

hashAlgs 19 }

{
id-KMAC256 OBJECT IDENTIFIER ::= { hashAlgs 20 }

1d-KMACXOF128 OBJECT IDENTIFIER
1d-KMACXOF256 OBJECT IDENTIFIER

{ hashAlgs 21 }
{ hashAlgs 22 }
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CustomizationString ::= OCTET STRING
KMACl28Parameters ::= SEQUENCE {
customizationString CustomizationString DEFAULT ''H,
kMACOutputLength INTEGER DEFAULT 256 -- Output length in bits
}
KMAC256Parameters ::= SEQUENCE ({
customizationString CustomizationString DEFAULT ''H,
kMACOutputLength INTEGER DEFAULT 512 -- Output length in bits
}
alg-KMAC128 ALGORITHM ::= { OID id-KMAC128 PARMS KMACl28Parameters }
alg-KMAC256 ALGORITHM ::= { OID id-KMAC256 PARMS KMAC256Parameters }
alg-KMACXOF128 ALGORITHM ::= { OID 1d-KMACXOF128 PARMS
Customizati¢gnString DEFAULT ''H }
alg-KMACXOF356 ALGORITHM ::= { OID i1d-KMACXOF256 PARMS
CustomizatignString DEFAULT ’'’'H }
END -- MechdnismsUsingADedicatedHashFunction --
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Annex B
(informative)

Numerical examples

B.1 General
This 1nnex gives examples for the computation of MAC Algorithms 1, 2, 3 and 4. The examples of MAC
Algorithms 1 and 3 use dedicated hash-functions 1 to 6, 8 and 17. The examples of MACAlgorithm 2 use
dedicated hash-functions 1 to 8, 11, 12, 13 to 16, and 17. Dedicated hash-functions.1 to 17|are specified
in ISOYIEC 10118-3. Nine examples of hash-code calculations are given for MAC Algorithins 1, 2 and 4.
The injput strings numbered 1 to 9 are contained in Table B.1. Only the first 5examples in|Table B.1 are
given for MAC Algorithm 3.
In thi§ annex, ASCII coding of data strings is used for character encoding; this is equivalent to coding
using [SO/IEC 646.
Table B.1 — Input strings for the test values
no input string
1 “” (empty string)
2 llall
3 “abc”
4 “message digest”
5 “abcdefghijklmnopqrstuvwxyz”
6 “abcdbcedecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopq”
7 “ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghijklmnopqrstuvwxyz0123456789”
8 “1234567890” repeated 8 times to give 80 characters
9 “a” repeated 1 000 000 times to give 1 million characters
The fdllowing two 128:bit'strings represent the keys unless otherwise specified.
kéy 1=001122383445566778899AARBCCDDEEFF and
ke¢y 2 = 012345678 9ABCDEFFEDCBA9876543210.

B.2 MAC Algorithm 1

B.2.1
For th
— m
— m
— m
— m
— m

— m

General

e examples in B.2, the value m = L, /2 has been selected, that is:

= 80 for dedicated hash-functions 1 and 3;

= 64 for dedicated hash-function 2;

= 128 for dedicated hash-functions 4 and 17;
= 256 for dedicated hash-function 5;

= 192 for dedicated hash-function 6; and

=112 for dedicated hash-function 8.
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B.2.2 Dedicated hash-function 1 (RIPEMD-160)

key 1: 00112233445566778899AABBCCDDEEFF

no.

80-bit MAC result: leftmost 80 bits of

B7F4508111EB8C3B5229C6AED406DESECA640133

BC78F55933BCEBIEE85A906F9E18374F23E310F9

6300DC20E97A5AA29DBICT7D607D23D126FA36863

3A2AC89B78EEAB8759F5112BCAD4CD405EEBSD35

16DC174925BBC27E0C93D426C346846F97F8BC69

EO002210BASCOCO4 73 /BF3A0ESOB3B5004FBD1ID4E

9B462D5CBDAE1485FFE1IOBCO01EFO9E3AF6D128B5

88E73A01A1DE36C92D6F9E41F7278D407B4A4CCD

O 0[N |Q|U| DWW [N

E7B128E4A1842B750F1E61A486C867C4887A4B21

key 2: 012345678 9ABCDEFFEDCBA9876543210

no.

80-bit MAC result: leftmost 80 bits of

B45D6CA84CFB9020EODSABA2A7609D3D81F3F57F

8844375992037D1BCDOD118EE548D7OC3F19CB%€

917c59B8Ac7Fc19DC25BEF82766412FA16B%@?‘

E0737CC7976D8F424390CB8798D623D75 Agﬁl5A

D57FAE836870718EFA4BDAASF2F322A199A8735E

42320D4C8FD5E867276OCF83c047§QQ@F8021404

63DEA9DD7B52CC8CO58B2D55B§§§f§74F8D85C96

10441DF4F68CE8815818DC05§{§)70ABF87BCA4464

O |0 ||| |WwWw [N

EO6AD2lD2AFO4DD4217AQ9}B1A578FO36997D01A

O
B.2.3 Dedifcated hash-function aﬁ&’[PEMD-IZS)

24

key 1: 001122334458%6778899AABBCCDDEEFF

64-bit M(A&ae‘sult: leftmost 64 bits of

no.

1 A47A&§g§‘éDEo741B3FDDE33E50106D78
2 5,1\@5\551852FDC79F3228EAC905633AD
3 &Sé94ODAFFBD4CBBE6BA3OA6F9E63F5F
4(;§;’1A7CFE2BB26E973E213C1CB96FA4C2EF
o\ |798AFEAC6046B31907C197BD68E59D376
6 OBSE1DAA571F32657189E22A1F2F4A53
7 B814730F482300C6E474FD255A66D680
8 9060A30758EBE3368D939AC168F1AOFD
9 20763FDEDFO1E56FF5756954302C7DEOD

key 2: 012345678 9ABCDEFFEDCBA9876543210

no. 64-bit MAC result: leftmost 64 bits of
35FA3AC39F50F2A4E3FFCTAF5776B4EB
2 AB89E25E6796747B630A2A00B802EAS3E
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key 2: 012345678 9ABCDEFFEDCBA9876543210
no. 64-bit MAC result: leftmost 64 bits of
3 66339027A36608EBD932DD551616E7B2
4 1F8779BAD84B50373931211A2761EAD3
5 31BF5B5B7ABAC2567DCOE02F1C3A25D7
6 B5BSBA3BSEA895FBC83CB7588FBD2656
7 8D27BBEC257C848D5CF375EB5EDA4CCT
8 B40B5BF6727DE90B26F770850F059C89
9 76C7BC831B0BCE593DFD44ESE054A373
B.2.4| Dedicated hash-function 3 (SHA-1) ('1,'\
O
key 1: 00112233445566778899AABBCCDDEEFF . Q}'V
no. 80-bit MAC result: leftmost 80 bits of . N\
1 C8A8B3C75E6CE7C6CAF79CCL9853CCD54ABCB0O79 Q\
2 8DD9AE643BF10BBB7B978EF13EE6COF480618FB0 /Q
3 A738B26A8BD318184E76707A99CAE14C670B9711 \\V
4 1EBFE413E55D63288A2BD01D294A21FD8D4B29@)\J
5 OCE7BF40A73D977AB4999CF3A9BD1C5BEDC;1§$2}9
6 12A6823CC181294F95109073A6AAOC8,9\QBM386
7 9369EE4A043AF10A6E078D038A9CE2§\94544OBA
8 BOOD37D70A84B762FC0A8A9BC1B&.€6E517B5EDF
9 DDDF44613E8559D120150Do2‘2)1?’3¥E33F9E0FBACE

©
N

key 2: 012345678 9ABCDEFFEDCEAY876543210

no. 80-bit MAC resqlf.\\i‘éftmost 80 bits of
C3A5ECD1EQ\ 272CFE78BC278086587B040422

1

2 D5D50FFAREFDF1B17E96E2EC14DBC4412F7B771F
3 01BF@568008D412158F5BOC90AE2730DCFB77FB
4

5

%8&2k0EE9lDB89AE7E7618AD1D649BA43406DBDD
§ébﬁO4ElOO4FCE53DECA9EE7AB95DAF97B7C44AA8
§$2:‘FADF62DCE789E86E60756AA819EF62C3E5C25E94
46DBO9A49FB4976D007B14B1574843D019CA99445

9
%C) 8 4EF5BED3E816C530B23F491583C038596BB76FDB
BACOBFE6BE6153FECE2891F9DA03824DD4D535D19

B.2.5 Dedicated hash-function 4 (SHA-256)

key 1: 00112233445566778899AABBCCDDEEFF

no. 128-bit MAC result: leftmost 128 bits of
76D91CA2337FF25EF66DF2AET172626C5544428822B9E1B9C94121D384489C09

479DAT7965233CB2133C6B949AD82CBCS5B29F528DB90FF04A1496323D77D15FFD

BE6E923798F594BC529C87DF5A42333EE18BESS8FEDS984BOEFEO092BEF31D570FAE
664AA91CFF68CT786E943FEBOE6BB465213FFC57AF5C8F973827DF67956FC21D6
D7A7A1D1007CB2D3DC578BB4FDA4ASB1B2EBEF7B27C9CC43BDF7A382851DF91AB

U |W|IN |-

BC9853B4E7AES574B3DCF4728BF44FC27A3C04C5AB90EALI89DD175B6FS5ECB4335
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key 1: 00112233445566778899AABBCCDDEEFF
no. 128-bit MAC result: leftmost 128 bits of
7 66F3238A2C2B6A3AB86089BIDF33BA6420FTE66F5DE6856D79CCA908DFES7BFE

B1A59E0905F8EESACEFSCT7TE6T7883C8C3CALI0DAS65BE31F75A47AD85015CD478B

9 15FCO9FABB62AADEES831B9988E2DE2F41A3C685D28E4C06720ED6ES8493CD060A

key 2: 0123456789ABCDEFFEDCBA9876543210

no. 128-bit MAC result: leftmost 128 bits of
FO40PA79DD136B4E83EB507E23F98C1A54E7DCA33A38C75902008F90B0O03C37A h\
2N

407FR9A8170113C1COB06BSFDC32AB5914343D0CBEBEE5SB1C84008182794CD8C AQ‘I/
7E02F2AB8B8115B446E80CT0CE4A0126E83E0208420E39965272D6497EE16B86 q{’l/
BEFCPSE950BF7CD6B6BA0026A910328ACF45551DB93180099D0893C8415314F1 r\/\"'
0001PD3C8D5D563A9A24462029171C6DACF29BCFBCCE6D60BF76584A6B4F696EDS\ ~
383F7B805OD7B08DEAEEB3B5BO4496669815277968D5A2ACDEFO4D37C596’E€‘E,7'J
FFEE5El37909EF214OA87619B5lCF6C7FBAFC6EF5B8388C8ACFOF7DE5A§§§;§B
5118F5ADB1B5FE79C1C04B565CD40359B5DFA474AC52BETF4CB2753285890D0C
8F6D5B1C7CC36ODC4E4320755684B24726B8C4312A12B329ADC8(§3\5:’;8C3FEB08

O 0 (N[N || D WIN|-

o
B.2.6 Dedicated hash-function 5 (SHA-512) <§<
<

key 1: 00112233445566778899AABBCCDDEEFF “\\\
7
no. 256-hit MAC result: leftmost 256 bits of 0:\
1 1064FD1 9017F8E6FCCAAF9C23CA91E773CA9BDB@378B25B2E6B873AD60641B6

E868F6C511102008C3972248A0698E0165F CC63D8CECDBAO4FD3198EB2BC
2 5A093A4IC4E7A01CF19D6E5AEA66B7B72E¥E200CFE4E7395C6C78CEA539909A4

AOFEZAO6858CB8124FClBD4OCC59QE§9 6066740801E5F532663C3476B9D9508
N
3 6362967AE7AFOC3E214BA9CCBA§\ 36EE2ECCOA23F1F3A99B68F46CBC639701

F684BEBFDA1AOC65BEA7CBIE2TES8D46178C45E78F6B0477BAT53963FC57697EA
4 70322F2B6F1BC5D2CEB4E§§5i3BAlF596C208B94FO952754657F16DEB4D3FCOE
A4DC3DD31A7BO4CFF€9‘ 1A4492AE2851A89E9CE48BC603CB3CA86F4934E12E
5 44B71222A187B2%g§§zh7OD9706AC369D8F9B9A7DOCC1901D1C4AOC91BF08647
C7885B82529?@3%500D24D0022EFCB5C276D8A634D5D71COAA3388DDE35C85D4
6 B555l7C95Q§§§%787F323F8B5AB53AF9BE72847963E6A33C504630466FBC5665
D2EA3‘ % C68ATF15101A3B708E58B456BEECT787D6981228A859EE473D186E4
N4 cen

7 BE8E o rCOUD UUJD JBUEl CB4E145DF JE E UIDJUE

4132C24493262B6C31866576582F964F5210A5D510F3F4569CD2815D57094 9BE

8 A99D73180AFET7T7AB36E39CT787TFE2A99F2BE7TFF8A84D37COFAT78E86089D6ED832
FA18F6CA9D43AFA8AI9B2C0396D487BF202FO0F346AEEA2973A3A3169CE048FB75
9 57AD9ET76F0BOC1D645717A244ADC5CAF92330B5A6031530E84F7835260FAD630

BE130ABB504C913C46F91123381C163D40E0F57C5595DF94B81BE280A64E25F0
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keyZ:0123456789ABCDEFFEDCBA9876543210

no. 256-bit MAC result: leftmost 256 bits of

1 46FDBE2F9AEB2846A06D299C63D9EOF8BI9A8CT78COB590BC1DAAS28A91570757B
4BC5324E7F9823B018AE15131968962D624DEFEDF5259C4555A3AF5E5807398D

2 13B87CA393C6FDCA4F2CEA4E8SEFES887ESC8F87AB8C6ES51438483BC7EBS3FB3C
07BDB4FD6CB817E7BAAT1F33BF1BE3C8BC330642834118BY0BES7CEED262C6C1

3 282F5C6F3572D91757F50935B5C811B17D1A56ABOESOF8ES83B6C760A9975933

4 6339002EE73BF689936FFA48E5196306C0CB810DECCF86C6D17366ECAC4AF2ECD N
6D3DD6294AE16C2D82A7E2EC5CE1819OE9D587758737CE56EC5C848C87BDEOBAqub

5 D84F86C90E9216E98CCB7EF804FDAO9875E2757305D3954DA4FF872DAF84 2gl/'
C915FO8C1792CBE6A434ACBD9DB1FA94FFA73F566A66D4B4245EEBOIBE§@3§S4

6 2D5181E2582F1D8144234AAEOBE4F9D4EF85BFE19D2BA258131D83892§bBFC38
BB479EB69B6C519666ECF8386DF53DAB3F379192076CEBCBEL172 B43F38161

7 D6E472517FA6E4053E13613FED434193205483FE7FBA847FF0 \%9637E7565BE
9DB1265046OB193399BO9E77C69FD1CCE7OACOC9C3616D§Q§§IS741B3C668410

8 163413FEA2AB1058504982ll65F5CFO4BEFA59AAODFBB%§%£bFC3504FCEA33F9
A89B6FF19DB362950599114FOB7AAOEC91FFDF98A§§$@FDF5E94226E8AF86E30

9 D8B8A9DA12D4A2BB9AE9C4669DB506A7BB4176A52€U%572206E57E6E9E9C88AF

3E4409BA11DF8DBC304077F25991CA308C3E§é§b4AC3OFD46D7AE8814DCD8D3D
A3

B.2.7| Dedicated hash-function 6 (SHAQBQZL)

N\
keyl:OO112233445566778899AABBCCDD@§§?

no. 80-bit MAC result: leftmost 80.bits of

1 15B5DOO7B61A79EA68EBAA€§B41AE163047A96456OB986A4
ECO93CBB8F75C4F561%§§S2329205E4E89856928896F72E6
2 30DF703C9857253341CGD025BA4F2FAL6D261EC650C3FA81T

BC68A0E23892F@ 1C4589DFCOAE24F175FA2383822F74F
3 B3132BF7E§&2\350732457CF47AD35EOO75BOA1F862CB8C9
4443F74€j~ 8DFD785CD912DF786F5CBF6C485AAD25CT7F77

N\
4 0A88 ££>5B4D4AOF22A47A8D9263DD321FO2E19976636F3F
%ﬂzgg;SZFElC9OF4991C8029573685F2D8A617CA177BDCDE
5 Q§Q3DB1E226172815E5F0585AO7OC6614C9B3D9E3B25C616

B1EB7EC86431C907E97BCE48324182A186B4019EF79B099D

6 E334E6286A0B7A412DFDC7467C4433F1AE6B682EADC102C1
C0924A8D8D322ADF1C14320B67A628777634D6538A549A30

7 A90D42B7FD1027B9A96C2DD3FCDEOOF32DB679FB6B2D7152
8DO5FE0584487DED9169B9ASBB7A2143182807BCA11B3B59
8 79493626F781C9D38BBC1D313C384F16565089F085AD1892

49B2D4B7FA293B57C28BCA623DB8668FFEBOAS5425CBB22F5

9 341228BDD6AC469EFEC34174BAEEC3992DA3E9C3A4A6ABT7
D763FECAODEO21EBDIEFIC956AA0A15E29FEDA8461CDDOD7
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key 2: 012345678 9ABCDEFFEDCBA9876543210

no. 192-bit MAC result: leftmost 192 bits of

1 OFD970CFD0O707F73F3D5496968B4CFC913B464DA5D197457
BEODI1ASD5A00FAFE672F107F43C56D3A90C7649400D177E5

2 ED7C428E4E0F9ADED211EEF2D4B3BF5F5E804013A8BFALAF
C4E07A13CC9EB52B788E05D0OESACBCICEECAABAEFF039987

3 8E3EAQO4E736A1984DFBCB825DA8BC8AOETFD7C526E522009F
6 9AE [re443-673432-0 D2 oA 0B PS4 A -S43 8AP S8R

4 AD3171904FDB3A4074EEDF48D74F309725778913E91C75299 (1:\
0634HF30B675C9B19DD04694ED71B726FC88986ED5C81C19 f{;>

5 958343E57837A3E215500B99EF7384EE3290B772C068E496 fL/'
D176HD22F34F68B96251DC85DD2B1D46E76223BACACCO935 /\q/\

6 43874C75FC95D9228DE74358B3FF5726EF6D35C6E996E07A cb\
6A9FYD83B6DACO3AACIOAEDF61D1586D31E1BCEAFF5934511 ‘<;;)

7 43D8H9AD12F5B797CE465A56B28950F5E17A2AE898995753 (:ibb,
C7D7Y3EF43E1782E84AB79287TE63A4041BDAES9584825A5E ‘\SE)

8 29F84232179CAF06AB49446155B52C3AA4D3C11F3A5C2DDY (3\
BD27[O9AC76COCAF1A4CE01108AFAB87062022068791C8DE{<&

9 B3E1E9C71E4D2D661BA97A46473505323E291C6CA6C94C§2\/
CD0841506C55F1A203790F25259B5FB41A9D626D76 E

N
B.2.8

Dedicated hash-function 8 (SHA-2 24§®®

)
key 1: 00112233445566778899AABBCCDDEEFF \’\\‘0

no.

112-bi§ MAC result: leftmost 112 bits of,, O

065B8 EDEE58E12C4D83C7AD1500E?4§D313DC3AA2147A12F39B7AFE
L3 ]

73D561 7c9DBDE736841766FE54€B}?9V54D59AEE1F5C6823BCE7E77351

A4F4EA69DF69D9705D7l305§&7B38AFElEF6ECF724C3F6743B26A9D2

E8E14p49D6C2A88D4A71 6693FF3D03444AC43FE02C99B6919A23

38CR4] CBOOBS7B858&(§AB§864F05B8E83EE4A250A57 94740796FAAQS

64ACE{CD852195¢R65764DBAS13749BDECB15498C30FB6CAT3EOFT1

570E8 F76E8{@\9450F47AF5B0542620654636AEB955FD951076B91

CCC8BIEED ??F5D8E2o13EDFCE22A36185c54o3103F04E586F987c5

O 0 (N[ D WIN|-

EOBEA§R2¢PDA03039540FAT0CBOFBD69464E9DEE3C3FFE0CD5DT 6646

key 2: 012345678 9ABCDEFFEDCBA9876543210

no. |112-bit MAC result: leftmost 112 bits of

1 FD5B8A7CD44B62730BFADE82D7E2D70135E29FAEBIE66933D54BFF68

2 E70AB63A4D92C3B2A6975BB24B9380B5320D7E510107D27CC97F0086

3 36C19C58F5F13B43544424A085EB5E822AF4BD7F32B7AD190B5CA3BB

4 DC53898B38F96269AAF0890A3A4D7EOOBO3B931C3AF7C80C8BBCEGEC

5 446B9988D8C5B35A20DD6B71B5F1E3E048144CD082C801449B5497EA

6 48E72COEDC3E52370EF2DAE859A5462D60C735DA3F0B7494AFBODSAR

7 3E048D2F615BC681D1IB2FD59A37F7D8972AE7C8096603B859F771223
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key 2: 012345678 9ABCDEFFEDCBA9876543210
no. 112-bit MAC result: leftmost 112 bits of
E2CC9DFDOA2945F8F2C3003ADDSAAA493BB0OC72BFAA82B7CASB1F289

9 552A67693AB02EC7D0AF18075DA9875B8B5D1IDB89F6CFC73EA7151DE

B.2.9 Dedicated hash-function 17 (SM3)

key 1: 00112233445566778899AABBCCDDEEFF

no. 128-bit MAC result: leftmost 128 bits of
AAFCBA4T7BOIAF2FOB420FE3CORB24A0FDECOFRFOD82FA41C8009B91 337 398RD4A8RBS

ACS5FE9BA773DAF4A9235C858BFCO3E6863052E3C58B0C125AED70A999AB775E7
F321D3C152400A44CB98D8096084823ADFDDBB57A3B2E947A4024B581020E404
CFF373D995C6112F16A585184595E0A99FADS5AF4A55494E37D47B6766C28A00
2A139ABD14AFD36C4C483816BA188A2444B3B5B08DI95E2B64FA946A1604 ¥38AE
389066AB696C54D77BBD168A1B5D1D177DB6233751E3994B0804C3F1CC8%8075
DODAD6CB29EEOD393547D1F716BF83111E00A6513FA213DB522F9EOQEDIAFF96B4
9C1Cl6CEE95CTBBFEEOLCO054A72169A0F99A1472B9060074AA536CCC18EBBOD4
ED73BAESET7FA51284FC2704C98DA12FB20992564BF1D897697Z0¥E9E07586D1783

O 0 (N |Ul || W N |-

key 2:{0123456789ABCDEFFEDCBA9876543210

128-bit MAC result: leftmost 128 bits of
80DFB76DBF659EDBCA4E703FF92D522B00BECE4B8D698BF644837F2F88EEC613
8F319C8ACT7E38786B6DDA8SCEEO03885897CC2FET772FA3BCF14DA16F1D11C50
01B474BOBA28ECBAGEFOATAL339C96AT34351D59D4BB5EC192EDC59BBEF4FBC4B
9841877F2A1EOE04813B4258ED1GFDD080476CC7D6B2C51D7BD2EEBD7FI3FASD
57CD60810A8A106EFE2B4Bl16ER3D16F4EF89CB49EOECS5DI9C07300BC127603DD35
1B3BEF507A9D57B95D2BAIB8A56EE88BDC8539D04B224D6BEDA2CEL098E4CBB2
271AF8DC5A4DA1AF692306CC198EFE2BC9923BD6D382FCESC1284D19E6A2721C
BFDD8620B52EB6EFSFCF74EFOEE93652161C816DEE86DDEF5C822867A2901ADE4
883827DE1F419CC0E8502F962A052DF5913212A9AD2DA3BFFOODASOATCABDEFES

=
I

O |0 || |Ul| D |W [N

™
w

MAC Algorithm 2

B.3.1| General

For the'examples in B.3, the value m = L,/Z has been selected, thats:
— m =80 for dedicated hash-functions 1 and 3;

— m = 64 for dedicated hash-function 2;

— m =128 for dedicated hash-functions 4, 12, 15 and 17;

— m = 256 for dedicated hash-functions 5, 7, 11 and 16;

— m =192 for dedicated hash-functions 6 and 16; and

— m =112 for dedicated hash-functions 8 and 13.
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The examples are generated using 128-bit keys key 1 and key 2 given in B.1 unless listed otherwise,
even for dedicated hash-functions with output length L, > 128. In practice, the key length should be at
least L, bits.

B.3.2 Dedicated hash-function 1 (RIPEMD-160)

key 1: 00112233445566778899AABBCCDDEEFF

no. 80-bit MAC result: leftmost 80 bits of
9EBEA41FBC24CD80BF2ECFD5B8C8CC8181D3FCAE

75CB722C50024C0E8A7AODBA7D5C36B86D9D1DD5

SB48CI 129DDED T IEDEF EUADEZBY44E0U0E4A000820
F9033064567F541235C3944EE95CB476055985D1
B37885405B71E025AF0CB574021A562A62733628
5C6429B982C8054B5B3348A0D7D2CE24D7032BC1
BOA4A451D0926855E52428E16D1FEAA241C4DD9B
1CCEEC5122F08A76EBCDSE3DE88610D942D8A5F6
45D61908BFF6039E6DE3C037FDCE6191F19F6410

OO0 (N ||| DWW

key 2: 0123456789ABCDEFFEDCBA9876543210

80-bit MAC result: leftmost 80 bits of
2FDESDAF7050D14E6D7ACD2254D17FA3A8CBFCDD

239C4020610429A8662BF81A2CAAEA4THESEAOA4L4
89EFFBOFS5A6BCEAE3C65D0C9803F3464E5E9E349

B
©

F5FC87FD5702F5D4E7BB634DA4CB4B41CD505B6C
5686C00F69E6C868732C67402AA107CEAB513439
525EC4893A221EFDI9B6DD351059B40C05B4CE2D3
B975ED3893FC8D5353JEF49211E2E6B1BB30B90
BC201FFA581357C2YLDAE25104167F3DCC97BADC
95A875A1D64D55E677D8E4455E1445E7E940F758

O | 0| [ |[Uul|HD W [N+

B.3.3 Dedicated hash-funetion 2 (RIPEMD-128)

key 1: 001442233445566778899AABBCCDDEEFF

no. 64-/bit MAC result: leftmost 64 bits of
AD9DB2C1E22AF9AB5CAIDBESA86F67DC

3BF448C762DEOOBCFA0310B11COBDE4C
F34EC0945F02B70B8603F89E1CE4CT78C
E8503A8AEC2289D82AA0D8D445A06BDD
EE880B735CE3126065DE1699CC136199
794DAF2E3BDEEA2538638A5CED154434
3A06EEF165B23625247800BE23E232B6
9A4F0159C0952DA43A8D466D46B0OAF58
19B1B3AF333B894DD86D09427116D0AD

O |0 || |Ul | |WwWd |-
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key 2: 012345678 9ABCDEFFEDCBA9876543210
no. 64-bit MAC result: leftmost 64 bits of
1 8931EEEE56A6B257FD1AB5418183D826
2 DBBCF169EA7419D5BATBDSEB3673FF2D
3 2C4CD07D3162D6A0E338004D6B6FBCIA
4 75BFB25888F4BB77C77AE83AD0817447
5 B1B5DCOFCB7258758855DD1840FCDCE4
& 670D0F7AE07RISFIASARTD2A2A00DRCT
7 54E315FDB34A61C0475392E5C7852998 q'\
3 AD04354D8AA2A623E72E3594EE3535C0 AN v
9 6F9B1COFC06753618D6DBAB007733795 B Q/"
. . o
B.3.4| Dedicated hash-function 3 (SHA-1) A
r'.q
key 1: 00112233445566778899AABBCCDDEEFF \\Q/V
no. 80-bit MAC result: leftmost 80 bits of ‘O\\
1 8602962E58B3498A2608935AF7726311F2BF§\‘@
2 0497FF21DAE3251DAOED2F47F5A3B74AB}A6@\S60
3 6EE2A25F943E3F3ECO5225FBB86BA7¥%§5D51D2
4 CD4COD1328DC4A8DC2801001B12%éﬁéc\gEOCF9CE
5 89ECE303FAD1E4313950cc330q@‘239B5B85844
6 9DF741057DO75D3C4E1533§&@\5‘FF469647194B4
7 188A58390A6EF982703538’§%DF135069211F0EE5
8 98A98D6A81FD361039\@%D2c19742AD8DBc468E7
9 D2986310BA18AT8 86534882F9C6BCBF06CCEIE3
O
)
key 2: 01234§\678\9/ABCDEFFEDCBA9876543210
no. SOIbwAC result: leftmost 80 bits of
1 {739B6BE63F539ER70FE250346F6382A2DFA345F
2 NJA0C2711A6B1DA4CDEFE5EF1E6FFTBE70B412B477
@‘(‘ 18F570E864FF903D2773D53C2E114E1A62152953
N AB0845A89BA15E941A2457084BC431F3E47759EL
{(,C) 5 14143EA1057B02D20C0157216190A006E30F3D41
\ 6 DAB4B41BA639B4 7158689400 FEIBEUCOS /0TI /EO0G3
7 AEAEAS5415B4F266CB15CBEBB844E56AEC2DABADGD
8 3DBA11471EB4FCCF21BAEBOBFF7E20150132C6CF
9 3BB917B8BD8560ESIFF9054FBEQ96CBACALO9DSF
B.3.5 Dedicated hash-function 4 (SHA-256)
key 1: 00112233445566778899AABBCCDDEEFF
no. 128-bit MAC result: leftmost 128 bits of
1 E8A06537F096CCF1A3C425A56CEA054072C4A8DB67BD28CFBO2FBEAFS84B35F6C
DDABFDF46CE93311868B7275E05730AD3E23192A575CC291AE3785289B94A2F3
3 02581EA39A6CF2D752793FD782CFBICFI65BE72B32B322C9551D03510645FB31
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key 1: 00112233445566778899AABBCCDDEEFF

no. 128-bit MAC result: leftmost 128 bits of

1F12288F42F42661349E5DB741CE19F3B8C3A8149FD4B8981237FA200FEBLO4F
EA4A04E76EEC57D6906098AFATAE0264072C09F0DB34269B117C68C3EDI8ICSE
6EB683218305A862A1C1EFBAO4A2A62DCAEC27886D3C79AFF7C493C2D6DFBOSO
6DC64AC5C5F197EB5463474AA6B329DAOD5SB3C6A3324B147469E06F21EB53C41
8F4B417527DA9533408D95951ED6504525C9683B45637B246CE25CI9ACCE64698
SE2E0579A26517B06D2933CF62DEA20347A0A8DFID7C3D200FASES94EDICSEDE

O | 0|3 ([ |u1|»

key 2: 012345(6789ABCDEFFEDCBA9876543210 QY
no. |128-bif MAC result: leftmost 128 bits of 2
DCC3C$1236AAD92043D1478DF7926E78205F7BBDOC3001854BF9087261ACCE4 7 r(\'"
AEE151DCF83568248DC228C8C3513E9BEEA268B4979FF17CDE5BE484F4919DDA({3:9
c3B5319897D721973240F08715E5cg30886FE2F2EFC2E5A8ACD9D54050988933)"
60CD7§CAED2CCIBD3F5BDAGAAABL596B55556660B19A2DF2FF6CA8F89C5

6283D BAO31EE52E2D7EBA96287025F161A5219EF1FB59CEBE61330q;ﬁ:}%146

3BB62 768DO900710FOEF7E85499OBBBA35AA9B7BD4B0133656D29Q>62k9BF79

98FF6 DOO48FF552843CBSD5DC686E32FEC3600D664A464F7B%§F€)é9cc41A78

5893F4 AD6CEBB85BB9OCD4107BF85EEEBAB621C6EEB4EC4%—®bA45DEDO9F5B2
781BFIC8396C6268E5413D76EDAEOC9OE6592B624BB4EQ§§%137F4DF33FB91D1

S

B.3.6 Dedicated hash-function 5 (SHA-512) \‘Q@

O[O0 (| |UT|[ D | W [N

key 1:001122{33445566778899ARBBCCDDEEFF | SN

no. 256-bif MAC result: leftmost 256 bits of Q\'

1 EEB2E] DClEA7C75966552A7F45C9F3\&~ BOATEA1362BA6D7324DD7DEF461F88
BZBSEI33CD7CA25AO8554605BOBQ§§@3A865434BABFC14ODE5D55C8A94C7FDC6
2 8A507 281F9155A086C97E3BDB&4%658F6C901B1948674139389853F55B453C4
83DF9AB807269B286AFD§B§&B6A59E3CF19OBB61951D8A89BBOF3D611DC012DC
3 FSB41F8lBS6D9CEF4B?§§B%565947OCA9DE7348A23DAC13679OB028986D13E7D
74DC5 759FAEA253@&342ABD56CF6F5859145AD54BCA62EOC45245B7E4FA5C53
4 2EEC2F512FFD n4A563B4OBFE9EAF594DOC83947A374AC82797DA811466E
8DF83 0836 4B392E4E815B8E84695DB8253230635C18CFEB19CBEICF012B
5 DCD4OI2€E§€M428F83D1E7D457A906DFCAB5502298B7A242C4F208F205E948A1
BAO81AS UDFUOquﬂnDE4ﬁ3DUFSqA44nOAhﬁDUU7AAAF7FEA“CDE4BAEOUth3q
6 E78F92E31D7410DD16EC830B477FE703B79925811758F0D3A11F3E4F48DA0C26

87AT7T9TEB2E3D7E20026936A87E6903F9D8CIO3EF3ES8FECF2CB2A42A720F301821
7 49BCFES7FA600FDEF68562B91E686B02DE81DE25CF4466C707298538980880BFD

339264B48F2BD712127A1C66D97D1B367DDD8656B996CBD8D5B7EDD561328CD5
8 C4979A98F32B6DCACT7718B6089694DBFC6E6ACDF82724F1EFEFB277593B716389

ECEA6F4C40EA524C84A1324C6AFABB78COFEOAAOO8CLIEA3427AF179540FDEBE 3
9 376DD55BA616ES9FCD6249267577608563C168CBF82CCOA89B83BC9224641B28
CC944C6DFEEDESCCEFT7FC6F61FF0D322B3183449677330B6EBD83BDD7B57FB846
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key 2: 012345678 9ABCDEFFEDCBA9876543210

no. 256-bit MAC result: leftmost 256 bits of

1 42A0B3DC6AF1D40CFADS8E2E35832C5824AA7 TE6B685B3E3BBBE69A82C726DD8
B46C861BBEODADFA359207426187A1675A054CE82905F5A2FCES5495D6BBB6957

2 DAED898D6A86AFD1C622C96D33521175690365330EA0CEEEDRB852 92 F8BBADEDS
67A7C1327356DFD75FAOC38B099BD229C39CEF7CFO7F479308F52A5C29CD284DA

3 41A98A3AD2B5BF46C000DEB754D93C2DA1CAEFBE272163346E8D78A1FA222BD8

4 1296CD85141D1D3BAA6CS2ED6A1569925112AAB7820883B3369D278A5711C62C rl/'\
F483045B5F4172841BC917BF92D45EAFC448D975FCAF58DISESEIAFD127BBTA6 ’q/Q

5 C0941AAEA51B8539592403C1CCBBO8736F470F5F07C2FBB2374CEFDDEGBFOA3A. |/
EAA164B430B59E6921422D6E0C5BEA969FB9F6A7381AC9A8E0107D5BBDD;4@§

6 B87B9328C0041DC4492C5F0AA613EBDCIELDOL156E4E0628705A27B3DCEBEEEC
20E862DA7971DczB999B6C6952ADB7D8615E68384289076C4B752D@§393F2E3

7 CB102567BDB4RABS833419ED3BBI5F1875488439B541 6FDD466BFICCT3BD2 6E0
9690A3E94CF611D7532128224E225C671B50FC2BED4 93451 684955931774B30E

8 41B7CD308733F1OCCCCOAE5CAD8AF9EO740317AOEE8744&§>7EEC64OCCOCB16F
101A12E446F55585555E7AB5128381337ocoo6FFA151,5@A35EE10144E1FDD16B

9 2FFE4FEF445D76A2A41E5EDB71517OD02ACAC44A5€§§44C17ED65434A876CC99
568E39E97CE78E5325EE37613113(:6137(:5247Dg®x\onc1n9mo932C81B58D956F

. . N
B.3.7| Dedicated hash-function 6 (SHA-384)

a\
key 1: o01122334455667783&ABBCCDDEEFF

no. |192-bit MAC resulg:deftmost 192 bits of

1 7BEE45577OQﬁ%&SECEO45E8A6FC980F456D2FF4F5AA77BEA
3147F54DCQ§$§F6A2FA016E9BAA4E105D53B4631CEO88CBE

2 33B7648FGTE4A95BB432BD7766C3EBOFOAB686CACSFDA0CD
A53 D623D48373F36B321412C4D01E4AAF8BAS3CT77751

3 6&3%47CD4B410564245D335985B5DD404D085E2DB88F2A35

<j§§5782C7FA4AEF3407D489D66EA8914E74752€Dl9l3963l39
N\

1522B5D65022C1CEBF2425EC914320CCDBE198251CFEAT9F

499179A2025185B5CE6241E84A6FFOF9C83820FA83597E62

9
\@ 5 98E3EA52031575D96489C7DB7AE3B4A4AETD80E789958CE7

99350E2E07D7B852FC8BB3EFF3F2954A2C158BC3C70E8EDL

6 34B80B9F2775DABB019819277302ADAEECOCA6F0963B2979
314A44724B6318D9213DDFFA2E04B175E1E7D6778FC8A8AS

7 5BF44F677E77FBEBE31516D80CEDO14DCO99E7F51AC4CC41F
6401292990E3668319B137C2F1626C67BB92A1CED7BE1S5AA

8 7TA8610621AB18CAOC87AD25A984C333D3B4BE12E85DEBSE3
88E4656133115FD4710DF4B81D0A526E56553C25E6279131

9 63490CBECD7350ACD6D9D5F485D323440A271555CC3C1ESL
F245E0FE4D8DFE6340C6146D2EEB46DFF90AOD1970A30C52
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keyZ:0123456789ABCDEFFEDCBA9876543210
192-bit MAC result: leftmost 192 bits of
1 6760086DFFB66B3AA619569BF567D6ACEFD52E2F3D90CC40

no.

103346CB1EEOA493E159785876F8C310B44BFO05B64E6B2FFE
2 6575DCOAF2EOA9D32D619465CO5FEDIFFSB1ID3E65A2EADS3

405BD2DA82896EE3FI9D336B374E5D015594EC44872EBEF8C2
3 A6685B72C7545F84405CF20CF17CB67B246FA914C59F335E

L N0 W W i o e B B Wk Wa Naw Ko B B v B o e N0 e o WA W il . i e e O Wk mW A e ar B ik m W O M e m Wl Wl il s e B Y
7T P e g T LIt D FRvasEsasCAvETAvE w e s m A pp T

4 0D52B84209956EFDI9F39DE27821D328CBOB3FCDEFCEF64B99
ED2B65C4DE7AT753BCA2361CBB26043649FDFCD8CT757E700C
5 9A50FF272D08AB3AD03911B4FB042EOCB8080C18F5938F0C

93340DA508722DBB799C72EA1274B67AD30EAE22E86213B3
6 21BCT7TFA9F9E23536084CB65EE28727DDD378A1FD6D316D29

A
)
BFC3C8A39851EDE817A392D460A628E79A018989249A0CCO <}€J

N
7 F291C145D2F9A10C76C5E40CD4C4027E2688799C95FE4C \Q\

3042DED3EEE4C4331CDC5F571B8642C615DA2A1A854C§§§M
8 23A9161DE7B21284446B49D5038F0D2823A0F05619 3F3

DOE114E3AA9AC905C506A9546E9EEB41F1DD1A 8F43B71

9 DO56C9491A84401387A18E6953C7157E86C3‘22¥gE2BO971

5E91B486EE89C7FE17CE4OA10C78EF81%§§} 006F7779443
A

B.3.8 Dedicated hash-function 7 (WHIRLPOQQQ)

key 1: 001122

)
33445566778899AABBCCDDEEFF \‘\\‘0

no.

256-bit

MAC result: leftmost 256 bits of O

1

5A77B5
47556A

9D2DB9B6B 8C8E5112DD530€$§ 719D60A4866688C2
fEC5191745 4AAD7C63F3€§S7A9 439C7887DDD47DBF

DFF624A6EA4ADB62
E45BO0A68ABE62A40

177B98F¥9F215046E

CCE9FDPCD3853303

640RSEFE3BT23C4E
B848 B070296C

7233C5E745B72DE9
ECO039B7C86432B34

381D6A3F47E30F95
90520D5FB2585A19

FO2ECFPFB82E39EC

§MC8CFEF76317

61D32FA9C99DCBC€)_~ FF32E7643F6B00

ABC4E6F835BD4994
8B8D1510FB2A95D9

D4D156B68F640D37
A1AEC1CC15508634

078067

ECB7BA D%Z 39D

14c1E363b

11BFES8E1E94F03F
EE3B63A616368829

9062DA01378760A6
02EB3B4999CB227B

S5F7BE1FF041B8087
60F1613C174DBBD3

05411A 5CDAO

CB4AT7339AT70E62FF

790D945F25963F15

95E39486BAD88B2F

C37973E0FEOEFCB1

5F68EBLEO6AA4E3C

F15DEFA7E2A4A129

B18F4C5C8B300B63

8E2A8C15E9611E57
653C4CASCD6FC863

5BF67165B38B0425
E6AGEOCEFDADLESB7

9A30C8C15F9DE729
60E657B5365ADAS7

97391B32575D9C78
04BA92ED92277DDF

9AT7D93D28BA451CD
C2528ABA3661909A

E57570C1CC41E943
91044C6C1C8EA914

D288F3FD112CT7TE32
2F1FCFBO7CE394A9

22185F2163AE9328
COF31862B5A2328B

A3676A07DI9E79CAB
DO8E538430F7A050

DAA1DAGEAB3FBAD1
2E3504C51A5B2449

28114F4D7E00050A
2BES0403BA08SB1A3

B7167400203585B6
D7C1E9E8B70B50ES

521EA57548F1068E
B6D4A01127D67966

CO0364330ABEEACS85
157DEC38F1D77A35

9E008D976323B1BA
361BACDAG2ES506C4

13ECFB405E0909EB
59DE28298AECI9CCE
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keyz:0123456789ABCDEFFEDCBA9876543210

no. |256-bit MAC result: leftmost 256 bits of

1 FDB6120AFEDAER87 A4DDCY952FE02C1EC B17DDD6647D0FAB6 7194CAAS506EED1DB
C29A8B3524BA23F3 512765C83734D2A2 6D65139B49FESAOD 8682E868353DA04B

2 8B738011A43BD813 63C38B941E81975B C2562EC9185B70B5 503D34FEA89BOE3B
66D15236D52C5FF7 35CAA40ED5A49561 D57A5FB202386A21 E226335C78928E0D

3 C97109474261CEDB 4FE524CE8319BD1E 4FAD2DCAS54348400 30238EB26812644D

4 N320497D440E9452 846B80EFD4578628 ACD969D64A6EC4A2E F350F05BE6F604E8 N
FCE87CB6215E5ADD 711D76EF1C0573CD D5COE1F133F31472 776D37CE86E9B369.(]S>

5 F1C734A8E6301FD2 70655F5E6DACCES]1 15083D3DA974D411 82C219F74F35 Eﬁ i
[1B29C21F864E60AB 49FA8143BE4ACFOF0 F12622BA4C6E2325 DO9BDA7F6}63§ BB

6 66E060BF156AEC45 4058E4D4A88A0DA8 8FAD6D118D5B7310 6OFAOBB6§B%73DDB
P36D7C34E465105D 5AD7C6D7206801CE CC20CB08109486F6 OE6?€?‘ AC3D5B77

7 608FB970FD10D1BB CEAEE1FAQ02E44C06 2F1711A214E2594B E \;{FCC419042F
DC7313D3D2C5FECO 32A3DCA366CFT7FBF BOEBE2504F2C74?GS%}9E914D87292F11

8 D3B314AD10D07CC4 5708D35526B165A8 9B5AE596D24ABI@5 'FCD3COEF2DCCF196
CBB66497472C2E50 A91EE7705695D1AC O750F22379§$@E8C D01C9891429CA501

9 024F0B3B7A403417 B8191F8383DFFES55 F23F5B1HQ§E6FC24 BB29097E294FE798
1 BOFSAFBC605AD78 3F5BE4F1D2B19C51 CEA4Q€§1A5239B70 4A65ABF1DB054FC9

B.3.9| Dedicated hash-function 8 (SHA@LL)

- a\

keyljOO112233445566778899AABBCCDDE§§?

no. | 112-bit MAC result: leftmost 112 bits of

1 B5BC4C46AE5F4E335792C@%}§@4F986D3DD6EAB862933AB3EE7DB5D7

2 63C3DB8305A361388FCQ?§§£567521303ADA68C31A6FA0638113D594

3 Bl76AB2549522FD03§?EE32B99BD43C00388DF17FE2B827CE91FD603

4 CD676B859E48A0 9AE4BRF8F341997D9E9FDBA4922ABC983D787A1

5 4CA41164F2%€&E§64CAO36C8FF516142EED491D82FA6A9C51B44F817

6 3BC5924Q&€§§E993389429DOl46FCCD64320CB69E1057C16CDA57AE1

7 l84AD€Q§$§B1C5BC8FE7D4184C2OF724E66C4F158DB41E3025B022D2

8 39}@@7@197991 9B1EE5A03D1B15571D69BABAAFEDI891DIFITFBF1

9 6@@5@486E22F8C2E9OE5F5BF510E732543414F6FB731BOA8E9807249

key 2: 012345678 9ABCDEFFEDCBA9876543210

no. 112-bit MAC result: leftmost 112 bits of
13247FB84F20471BEC77D777E9648D2C2C4CTRTEL32782FC3D1262A4

FO07713FCB295F3C9997E823B63D0C0B2170D7A6EF533E0F93076D235

6F072241CED9E423F04B10F89D656CE36ACT7TAACO027CB22A6E1216A42
9582A2C75DECBCD7ES5378D583559B33F74AC61A4A3CF5AA25CD6E3AD
47CA643A560DDOA7D06ES86218ATES80256CA87FE6A29CCD2081F40EC4
02358052E6DF1510771267593C2682814A8E4362E6DFOBDEB59D4DDD

N| O |G| W N

BO8BCB38ES74C3972451DA9805C977DFO001CEA225FE3DS8EALO05938AE
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key 2: 012345678 9ABCDEFFEDCBA9876543210

no. 112-bit MAC result: leftmost 112 bits of
8 EB50337CE04D4131ABF837780BBBD9674473EA029A08E774F1DC6876
9 6774049ADA46BCCOADGBCAEG615404A22704885B0627F1BDD74D2F8DA

B.3.10 Dedicated hash-function 11 (STREEBOG-512)

keyl:00112233445566778899AABBCCDDEEFF

no. 256-bit MAC result: leftmost 256 bits of

1 AT TE2CASRQA2AAFAET]1 32205 IEAEEG2ADSCR3INCEISTI2638F08DNAADCO76173DE
ES8E63(545E048660DAF26F73A2C1F8EAFA742AC0R43D6ABTCS5DF35FFA890COCA q'\

2 B89EC¢7C524DCA2B11330789F5EAL1F602D3B23B634AEEBID1698BEFD801DD04 ’(I/QV
EA57D$79802AAEF3B7672F06D296CB5E281FD01B5262D1DIB5B465CAASEI71CC N fl,

3 02BD6[EAEDE2457A81C2CF7E1IE11ED14EA606AAODB7EBF50A720FEB8732A801D /\q'\
72062‘DA6685672AB61A94BF1D8AE676CD97CFB830944OAAD4533C20A624F646Cb

4 F7762322F39C37AATES94875C03317DD396B99448E678294982A7F88DD28EE2
69DDO0 514B544B7AEO603OC93266392B9BF63B332EDE6ACIO647444E49€i¢5A2

5 7BDB2F9CB9C2184BE466617FC8399C5D574407304CFB42EA45DACD7 67TE27
9F3A1}EEAZ9CC63063018C9A834FA6F87B2D64ODDFD912E3B7E5C@§81555E466

6 ADAOF$P66AEFF2DAEGF080D3496095C17C32EBD22690ADD522 E524D6000E81
C4786 9C7F7CF548B33A64398ED3F8701075AFD5FE88OCD<3 FDOES532CE65EC

7 268FEF7EDAECDC4EC446F2D6ACC42133OB6F825188FQSE$®338469DOAC3BA93E
85DE71DO3C25455B5BCA6A6FE1E64B3O4EO3O94CFPQ?E35BA55086CA2515A992

8 FBBA46()2FFF774425FA118629AC72694CT7AQF1C fgsEZ9757AO32COE2684E27D9
4AF84I9354F52C3279ODF97EA5070808OQSQ&%S&FFDFE45A7B665DOB47000B44

9 81134I8FC975C523BOAF7AD92CC7FDE5%&;ABB5729DB31DFA25C2F4C4C631029
3A3D6 D2BEE406A64E2C6CA9CC2443&§§5EE2C3FA732CFAA4F6FD6AAF4E48885

N

-

key 2: 012345(6789ABCDEFFEDCEAS8Y6543210

no. |256-bif MAC result: lef@}m}t 256 bits of
1 7A4961EBOE54B58Eé§E3A219BO76F1621CF4EO9F7COB75164D715775CFB9E4B1
51050339872 67C750906AD0OESAA4670ADCL72E3F72AE6188C37E9D46914
2 8CB66¢297 ‘EBDAD223765F807OFB7D522C5BE5BB9D63907BE6311F8D4AODA
54DES8 ig? DED11E478D79E4B6DC57EB6196647F7TEE2C444D68D74ADBES5D516
3 A92AASTT6TIESDDBZBAIARGZS T TDTSFEFU TS F IS TCASIJEGBETAECTEDET6UZIC
ODDO49DFE2FA8C3A8506FB10282802233540B6501B1218A85C963C22625BOCDA
4 0C74FEO9D165BOBC1FB33672FF568E3691502B616864B6277A17FEDC44953910
7ACD74D99AA174FCT73F13FA3ET77C063C5B33582A414D22FEF1A3946807E6BAS81
5 487FB9AD68B5B2CC0995D825D4CE7E4FB505307562BB455CA36B2C0B1ICBB7FEA
DD749BD35776F1COB80F315BBE670C7DB70C1932C51306BDC819873751002DD0
6 BEAODS516D1596E28BEF7628CB87D4ASF6F0BIOF563FF2F5328082FB463A3EBOFA
BI9C254EEQ089F74BO9CCA472288A6FF68CEE6510FB2EA651ACBLI84FF1ADF666D23
7 2580DAC2885EB51745173B6743FFAAG54C52CE93E261D44BA0D8DAT7903F0C497
379A207EC2A5F9847881DDI9E73AA38867A5DATDF2FD49FCDBECC4C8A957D2A17
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key 2: 012345678 9ABCDEFFEDCBA9876543210
no. 256-bit MAC result: leftmost 256 bits of

8 7A301CBO9E173CO00CDE6CE48F33475070BA2EAAEOCD44B6EA8E94321D208DB042
9B67437387975318933C95130ECBA1D8073B4C9520085612FD51FC42B72303C2
9 C8B49FCDESBFF171EE7F5B06D857725CE6C081C4C6B43541E4510DF58F5A8E14

0A39820A74CC4D626F4FD978DE2A53477698D200EEADEOFDCEFT7AS513C0882A8F6

B.3.11 Dedicated hash-function 12 (STREEBOG-256)

key 1:601122334455667788 00 AARRCCODEERE
128-bit MAC result: leftmost 128 bits of q"\
20E8626D9A746890B8147B0E9A92655FB552D8F563012E895B1C8C3EAF4E435D ({5)V
5DB2BAA1F8566EAD696ACD2934AA66Fo2CDCSBB538D0A37CSBBE42259B629c%2fL;'
29c74A370EF9E990ECBD81D96F7326320F56EDA8AC57FC7135A6803738D%§@ﬁk
BCEz105OCD78264EE932DC52AE6DE90C0F0A79B4680A42715434B32D38§%90DE
83272FAFA6861BC227CA04B67617020E1B33305385C61411D4110A§§Q§214913
9EDO6C892D7507E9A26CC283678A897OA8EOC427C9DADB02CBF}2$§§2DA562C6
E8515AA95848C54A8AC067833F2D299D0D19162F778567Aoqgg§séAD752896F3
67OEED4C909BOA6A8EEC494DF9OEOD1C6EB56OF7A7968E%égib8B7EClCECO7BB
CE87EBBoc17AE24F81B83127E2B80D0737405361B3§9g@5§%ccsc5499F5A508o
<é\)

Ué$>
key 2]0123456789ABCDEFFEDCBAO876543210 o,
128-bit MAC result: leftmost 128 bits of \%\
0EAF3802llFO4DBCB7COC6F55055D§E§%EAE465586D29BECB74B1C7B9980E6FO
47803329FAc38639A8FF1615FD§§5£}AEF3DA3CC60537D9FF77FF67DDC27F54C
575c49EEFF380288E250FF8QE§¢fAD91D3BBADA3Ec99c4A792BBBE426908D47o
05A932CDB31D5579B83g;gg@BBcsc63AE0A9E8CD5CE2ABD2D79D350C9A9ACF7C
0C31B53DBBE494B944B18¥D42790816D423A4609DF8A4BTA20700382C147CFAE
EEc9A789c459ECA4§§eiDE03892F8D9126255A0DF313B322E15628ADD543DD92
BDB41o60022c?3ggké6BE2A0D3822D69A232E785E9742B7F50693FFB34999354
65CA0F0o4%§§§E%5EACE91DE87BCBE38910356F1898ACF78DD22D1C089032FEE

7702D5;g§b€E6CDC5CE1F5Ac424A9BEEB2011D21600D7F5C585D09D8C3F4F4D4
O

B.3.1p ated hash-function 13 (SHA3-224)

]
©

O[R[N |U (DWW

=
e

O |0 |N ||| |w [N |-

F dJ' eaod 1l Jo_L b 142 .1 : 4lal 1.1 i lois L 4 4090
or UiLdiTU IdasSIIFTulictivin Lo, T HIPpUt DIULK ITITG U HIT UITS L41 = 1 1J4.

key1:00112233 44556677 8899AABB CCDDEEFF

no. 112-bit MAC result: leftmost 112 bits of
6EDFB4AA4C6A4AODE3B72BDCFE3400F172AB2C7B58528B65FA53A0CH
99E165D4681E26A3204B308D9A7D7310FERBE10BA26CC73000D477D8
1E37242E0078AF7A01EF36E5B6D69DACT70883D2FC6oAT275A13164583

939C99EDC6CO50A8AT72C74B114F59C4AFDEBIBBF35A327EB82586312

48FC29D6EF2C8910F381B1DSBOBEDBC29DBD575AE204276B5EA7BEFE

EE8SADC45A7181019015AD8054414C6442E4COFB7F6D5BBAF3C8BOF6D
A182680F2D1E31E431F37A52589C12C49C5F850E903F6CAES5973CE94
DF67C88ED508121EF023D917804AD526EA8A61F0A9197B28B370662D

(N[ |UT D |W[IN |-
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key 1: 00112233 44556677 8899AABB CCDDEEFF
no. 112-bit MAC result: leftmost 112 bits of
9 A2618F749D4D8176C438692775CEFE697AC30479183C0B1CODC59C87

key 2: 01234567 89ABCDEF FEDCBA98 76543210

no. 112-bit MAC result: leftmost 112 bits of
DO9F5665FF92A920E15BES5394BRB4B866161B4EA25B25432CEBOD42143

1E9F288FAC84AF5D08CB1701FB7C00D08083F33CA37EC47TACO6DBIAL
617A1}DESD2FB7686C7C39DC8F36F577503DAF14A650FDAE2ALFFASS N
BDE9829090D7484E301C6319744D0536BD56FF86A1C00D711DIBDEG AQ'I/
0FF43)A7CB865D01899B0198CF8374117356FC980927CT1BBTE50A01L q*‘,l/
A0C76302454AA4DD340398B2783D31F85FE314D8D3015C5839AB89C3 {\/\’V
FDESEC09C56A8EG022BE63FF25E2FA332C9C22A69E750A1F88FSD19 n/‘\"”

3547E}BFF8F453919BFAS0A032ACDEE13681CBESOCBBCEGF06AT5952 G

OO0 (| |UT|[ D | W [N

D6117pPFI9C940A59340AC0O0TFA87ALIBOD561A8B7B62910146EF3FF4665 N

B.3.13 Dedicated hash-function 14 (SHA3-256) A

For dedicateq hash-function 14, the input block length in bits L; Q 938.

key 1: 00112233 44556677 8899AABB CCDDEEFF {\S<

no. 128-bif MAC result: leftmost 128 bits of s\\}\
EBA7Ef20E139E620BDFR13CE48D852EA2AE75D8 O\S‘C\@)DBZC7 9E32F1BA0181420

82239IEO2055AFD6FED8E15C02E469FA6COD855?b%A7E1C71B388B1806D2E4B9
ESEFEI277789B2B594858239E161FF69CDD%§§2561E46323BFC927C46AAA287B
3B954IB9F75358791832CBFACC3AF71%R§ﬁ§C76F96273517BACE8OC86EBA851B
A5335 920E75374A9999AC4A16205§Qg8191F32E120BD8BOBB2DB37A60lDOED7
EE86C BED38BEDDFCF5AFBBD6l?@$§é5B6OD27616B903OOBFCC30172B76986F4
0429FA7DE4ED6CEB3BFA6OC&FQ5€3BC9E752001A949F1A96OBC3OA57607CB1DB

95460 D9626AEDD3FD98}Q®BADD73534B9FFDEB54D738BODB6DAB2 9FB4CF3FE
A8B37I D9722A3o4593@\K6CEE644D66C5 6E2E5F90EF5681DCTAL6F6CRB45F872

&
O
key 2: 012345|67 q@ﬁDEF FEDCBA98 76543210

. N7 -
no. |128-bi }\ééﬁ result: leftmost 128 bits of
D2DAF269764D82F016E406810A6EDACG2BL6FOECAOG0/ALC33E1B/E208DAALDD

B6685B21408A6BA1187E6D317F83D437BDAA35SFOEDDSA08077D6FBF4610B5B3D

OO0 (N |UT D WIN|-

2E834B9CBD18B8A6183BD542AB8E633532688ECAA59631E73537D4FBBB8FIAS1

2BBFF566BB69A514B8CT7CADD72266FD4E6CE3752C21577A3D9CB456E03A94B17
51D8F81119FB49433E7AE2F3B49A94CEDGOESA323FEC2E4059D7B5F322852E2FB
17AAE63A8F2CF6895DECI9CS5C333E7EC613F288803F941CBAASSEFA68248B528A

E4BB9COB333BCEC920AEF770B6D3COFE34D1E2F67B9D0193B7D87ED1I3EB53470

OAS0FE45FC2C53FE65BACCELICASB63B2E45BF8F567BD7C80B1C6B4DEEFEAA3ED

EC731C01F856EAD2B52ACF11D2231B6AC3779888EADS09E78F824BDFS5FCO0BD8

O 0[N || D WIN|-
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For dedicated hash-function 15, the input block length in bits L; = 832. The examples below use two
keys. Both keys are 256 bits long.

Key1: 00112233 44556677 8899AABB CCDDEEFF
01234567 89ABCDEF FEDCBA98 76543210
no. 192-bit MAC result: leftmost 192 bits of
1 B355E1175B41864342C2F3987D8C6A838344E7829134C229
FE3EB49CB46881BFEF35B30F980238705F7CF8AACC3A1787
2 9C3422D429F36BD8BBC3/6DD053/0BFEB6542E6CA/CBDAT 6
3EBS805BB8SEASAF5631BDBF85273793A692303E36AB0OBDFD
3 EO0OB79791864AEC24E501F1E11D5E529554CD10642CCC5DF1 .
B8C34A22B83803A38164DC2A6D23B98A650FF3AFAAFS2034 A fl’
4 0957F6895AE36D93DA8B295078484F6D4491EA8DODAYGEG2E /\kb‘
E6E88323EE7950976228A7F2219BECD7DCF243DA0A02F2ES f‘.q
5 4515480AC2E41CADC15F62258C45C61F5494A90A8A338016 \Q/V
DE7B7E931831154FFD9AF06391A8DE20867C2D7E34BAAFC2 ,-O\
6 DDOB5C3DA5EBD433271078OA6344A3BDOA933F932D658E]%1\\‘O
AA6Z—\DC5420077E1E27DA01A1EE63DEO9678ODD297OF§¢57®
7 519CB4B6OAFE8073AED719D76CO3085722A279576@‘6498
AAB26683492F52FC371B0C5ADAD8CDE68DD23DG6 72CISD2E
8 104AOE294647OEA88C12C203BF558A2C8451Q@B}DE24725
862DB4D3AEBB86E742935A907985AC52%QR@C4740F1F8A69
9 FBA286F8D650103D7E2CC6E9C098ED@3}"DGBBE471253A6F
616B1C3D2079676FC7F3EA9B893]?@&8F54EO3E33EB4D52C
xO
OF
key 2: 01234567 89ABCDEF (FEDCBA98 76543210
00112233 44556677+ 8899AABB CCDDEEFF
no. 192-bit MAC L@ leftmost 192 bits of
1 62C632BF 5‘?@)4F7AD6EE669AFA1DA9B7AB18F9F7l57EAADl
03814@$3B2DD1783702A798DCEC76CB61EE3EA46AA9C4
2 17 3ECCETE68AET6CBF6E1BE55482D5A47E108F 773817
) @%ZBZE978326525F8OD6C7 9BFD92EA6C4EFFDD5089A693
3 &<B'CCFDDDC95C9OODOCBD5B15B69DE8486OZ6354A43069159D
5A052F347CA216B98105B1AE767FC18F19E436E660987783
4 21BO0A8932AEF4FEA4AF27DEB22EOB701DC69EE43E2155B6B2
0198735065B32D5EAE4BCER866F8A48CE7FA9C291D08C0OC4
5 E9128A6B5DFC7009B4ACCF2B2A90655CEAD746E65FB708659
E4051930C3E4C1BAFDF67EA82539CFB04A6274BFA3F206C8
6 4799F1E6007DASD1IAE348333C80B51742729D421D30ECD5A
142134D2F5A1E770420CF461FCOF64557F25FB1EA674D511
7 C3714C7EC5C13COF3D4D853BA1IE083014109E357D7C589D7
59ED7D2C1F895EAEAASBADFB7C3F342846B95DD3476F2599
8 B7C929E891097BFAC4413A21572D68BD7A413BEA88277893
OFF4EFB150E02BEBDEBC82748921F695B6270B973375C2FD
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key 2: 01234567 89ABCDEF FEDCBA98 76543210
00112233 44556677 8899AABB CCDDEEFF
no. 192-bit MAC result: leftmost 192 bits of
9 2D4CDACD3DDDDF900D176D919229CBF7F780ABB8E71743EC

C80A4FA2A0557685C922354A242384CDA93CACB566D2C456

B.3.15 Dedicated hash-function 16 (SHA3-512)

For dedicated hash-functions 16, the input block length in bits L; = 576. The examples below use two
keys. Both keys are 256 bits.

key 1: 001[L.2233 44556677 8899AABB CCDDEEFF
012B4567 89ABCDEF FEDCBA98 76543210
no. 256}bit MAC result: leftmost 256 bits of
1 F79F7322CAAEFDOC28C5C11C222A96148766A0313A4BFD54C5F6BF8A8DC6OAT84

79CL4A97F3EBB062185869B8A608A2047DC5AATD23211D47CAC2A50365C07ZC5A
2 716p14879E3BI9CAIADA8T7T15E268CC47904A36FAF1F7BOES3C560AF582DASTF89

DI9CBABOEASD77E39A9339637515901BCC826DAA226FA90968CO74B3¢CDYF24942

3 81DB1FF706C6DE22ATFCF14F6C3F71CD47C97D6COFA40D02EC21545299F835D6
73BJ/7093EA47E20102DB752C2C8C7BB152C951D06D8DB864625047D375AC1DAS

4 DB1f19E1C144DDODB95AD48A574131DBDBOAF420F9C2DCOOCOAET6A3205E1FFB
911BF87637E88CEEBB1IBDA839712BFECB2DA1IEF65DFBFIDIF85F6A4E5A862685

5 38CpCES56A4D085F3CB7ELIES85A216B2B4DI9FE325DE4RAG9839B377E7BOE2ED248
292BETD8ES5B6282694E6E3DB09ES54112A607 7F42B83B87C5FO0E202F4185696
6 778EC69097ACOEFD413C6C294F68926EAB29G639CD375A00147B007A7TFB5D64A
3E5[4E613D1F2909FAE47CA6BOBB8C3FBEYX23F4CFEC3AF3C2487975D1D79A8AA

7 714B1E181FAFFCDCC3944B1B45866/B8FCCFE2FCFE91595BDD11D584AEA63DBY
F28F1EF73DC798DE3F76353C7B6MNECA34DD7DB81636A1A6CE4650435563E0ELF

8 354l 72D69AA40BEAS987CA42508942EF91336591E36780744B219063669AD679
8CF[/490A535AE73B58D385F8814D092603841EF8E9827852005B95F51E623CES
9 48ABEB2822A31FCO75p%BF8D86E31BD3272A1C9D52E4B722713A1A565943534D

FBEB780E17051DDCR76F1CB03470D86290ACF721EE3CT7F85523FF5B217D830DE

key2: 012B456¢7 89ABCDEF FEDCBA98 76543210
0012233 44556677 8899AABB CCDDEEFF
no. 256-bit MAC result: leftmost 256 bits of
1 E2FA5CE28916DE1030AF4BABAL110AALIAS06FCOAL2DF8674FE9CCT52598AEE027

BOAEB6C2419C3CFA16CCTT7C256AE614AC589FB1IASB8FF2411EEBS8EF347001FD51

2 A830CACOCF0391D28BOFD90D754E9158A47EE7844B7ES5F05211F4AA8985A62F9
2851A91A281BO9AF04FAS83E64DI9B2COF6B97FE4593CCE47A632147AECECS5CO0ED

3 18B4F1DBC8ES06F95BOCBB3C3409C7B83DCT7F673307C2A0DF21639A6F4A%02E9
6170C328F5EF67620DF83EE8B4B8476E1DE3F10381B0655B8744BB2E57C1082D
4 91BE9AFAT1F27E8CEB374F02ED66AT4CFD3556E8F9DIC5BDDAEIB3F6D2CCT732B
26E26244128AABAF41746557CT79F449D4D431D5892C426DEES534F095655FC463
5 5EA1271718F679716C6C4856BB6C39798E7DB7195811F5E039C2D50789D6A994

77888B679B4A0F7AOB13DA985DC27C994F22DA02A3B54E949DFEA877D83FFTET
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key 2: 01234567 89ABCDEF FEDCBA98 76543210
00112233 44556677 8899AABB CCDDEEFF
no. 256-bit MAC result: leftmost 256 bits of
6 A8D3E1D7ECCCC5AD85FDFD2231256E1557D25CD67966F80F20017B0CC799702F

5C51271930563CBY7DF5ECAASFBOFI96DEDFEIE01251BDBCEDE69699F6407E8CL

7 DI9C3521CF57FE20F7E28D006D8E0930E27BF6EFB792860ABED916D89179A1F2C
0C9F36CDC63682246F0A2ET744E921942A5574C483F3DDD2E646782EC2AF92AE3

8 18C6A86BC213EA83ES5F6AAC6BBODECFF2E6E8166A71EB36DCE7BDFDE7C787351
044FA903E2BEE0971D3B03B10AD18035511C3F6194BBDB45E199591ED71BED9A

9 F14EO0F2E99AD5CC590COF769D6AB589DD32E9555BD23421A31A7TE4AF820488C9
D6DB63421716859902F662DF75F954B10DA1COEOEC723B93E06DF713CF2544E9

B.3.1p Dedicated hash-function 17 (SM3)

key 1:00112233445566778899AABBCCDDEEFF
128-bit MAC result: leftmost 128 bits of
C8E4E95012EB3D449B5DD0691947986E469E08A3506BB55CCB94A96ERFADAGS A
S5FD9F7568A24C438F14B7A22E799B0689FE053ABRB76D316202E3C9D10E9EEBE2
0933617A88D312F6F9FB4B5F200E31A64D655E92F7FA2A43E55DFEEBSABG6788D
9C9A22E8B5797B82CFFI9BABA56893CC1D75811C334D198F3AF43401740B824F7

=
©

A51CE58C52AE29EDD66AS3E6AAF0745BF4FEDBDESOLY73B2D817290E646DF87E

DC813339153491AD81477754EB3DFO0DBB3CC3EHACIFICACCET37DB7TE61342FF

BCAGFAT751AECACSBA3AC49963F6A58F7C2293C6E6923802BC52117A741A49FEE
25E034DF9A3AC81599C233440CA6F68F38CA5166438BFA620210EC2F59880C0D
34DB1B0452359EA54DA16932E42A662BE88C19C5AD4FES073867C05A92752024

O[O (N|O|U|D | W ||

key 2:/0123456789ABCDEFFEDCBAS876543210

128-bit MAC result: leftmost 128 bits of
F14B797B559216B#3V3816ADFB790250AF3F21198A1AE867123762BB63A00945

=
e

5BD1836B97CT74F88A7T7BC309E77A269481F53BEOD5C4ACELIE40BIC50FES74762E

28D8A61BEG/B8BEFT7652C4EDAT7092B612F88BE62184F55005C57DDF076E764199

EOACCC4DK77ET77D135F17F5CAIEE3E600DAB444FC23ADD6FTE6AS4E1B34B26BC
429DQ0S0B1D992AD8198E01C13141C2859A913D69DEOOCCE9E4AGO0F00BEF276CB
AKB294F80562AB234E6226BF7FC3B03F839C7759E60F69735B7ES9ES0EBY4A24

Q8FACT7RITJESENC2AFAFR2ADEINARRO22AcF 1 733RANDANTYRINT IFSFE27EI3A0NDI

9F85C779D718A33BDEC2D6EOCIF280FE6A8CL12FF2521530A44D168DD4080BC14

O |0 |N ||| |w || -

ED3057ABODB1lE826240FCF8E8760C3DB9338E9AABDADSB1I1BB0OC040D73E74441

B.4 MAC Algorithm 3

B.4.1 General
For the examples in B.4, the value m = L, /2 has been selected, that is:
— m = 80 for dedicated hash-functions 1 and 3; and

— m = 64 for dedicated hash-function 2.
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B.4.2 Dedicated hash-function 1 (RIPEMD-160)

key 1: 00112233445566778899AABBCCDDEEFF

no. 80-bit MAC result: leftmost 80 bits of

1 6606EF2D3BBD010F516C65372C3CFOACF111B3F7
2 FOBCOC81307E17A71F4C40AEOB2AC39FCB23CE12
3 7720FD23925B854F963E8812573CD86EBAGLEBGG
4 2683D6CEOS53BA0420E76130EAE2367734B7D2D53
5 DE532D156CBE12464BB6147E99470C471D91F1Co6

key 2: 012345678 9ABCDEFFEDCBA9876543210

no. 80-bit MAC result: leftmost 80 bits of

1 4BD390E9EC460AD4866CCB32D091AFBEF73E5B6DA
2 CD2847BAB4636CI9BCEADCF3D187122A9199DA670
3 15C3910C42638E5EE6DERBDS506BD8C4DR94713A3A
4 04148DCB47728E3E57B836A66043D5145879796E
5 829A24010704DBDOEE34A6D607F7B34829E04E95

B.4.3 Dedicated hash-function 2 (RIPEMD-128)

key 1: 00112233445566778899AABBCCDDEEFF

no. 64-bit MAC result: leftmost 64 bits of

1 AEB2C45F13C0C6F5F10BE2F1E3E9C322
2 16874D0E17E4F1C290DD749CCEEFT7834
3 A289AA06AEBS8FC99B989C37 ABAADDOD4
4 0D80DB68BBF99442DC3D6B83D038DEF3
5 11DC4A6BD375C64F788B78AD265ED7CD

key 2: 0123456780ABCDEFFEDCBA9876543210

no. 64-bit MAC result: leftmost 64 bits of

1 724848181 6B8D3AF29F5C002FF769EAS
2 DFE1E36CE9792476E0889F1BECEF18A9
3 9B4F1D21320F4A327F023947554BFC3B
4. 3D2D658D0196E4339F42ADAS0DFCFAGE
5 0OA34452D9DA70C70183DFFDDBSEEC056

B.4.4 Dedicated hash-function 3 (SHA-1)

42

key 1: 00112233445566778899AABBCCDDEEFF

no. 80-bit MAC result: leftmost 80 bits of

1 708F4A226CDE708820643CBEEFDCBEGCB36FB269
2 EAB87BE709D1E5CB62C7489C2B1407130B772760
3 C1BD6F9C908132FEF5187CBE681B42A8C785FBREF6
4 F34DEB241D46C6448D67ACE6BB8CD4ADFO00DA23EBC
5 669DED2BD6ALIAEOBCFF7D3B74494C1D8161FAODS8
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