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Foreword

ISO/IEC 9797-1:1999(E)

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
paricipate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and {EC technical committees
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ISO/IEC 9797-1:1999(E)

Information technology — Security techniques —
Message Authentication Codes (M ACs) —

Part 1:

Mechanisms using a block cipher

1 Scope

This part of IS(

that use a secre

/IEC 9797 specifies six MAC algorithms
t key and an n-bit block cipher to calcu-

late an m-bit MAC. These mechanisms can be used as

data integrity 1
been altered in
be used as mes
vide assurance
an entity in po
of the data intd
cation mechani
k™ and secrecy

and strength of]
m of the MAC|

The first threq
ISO/TEC 9797
(CBC is the a
The calculatioy
1 and ANSI 3
ISO/1EC 9797
and Padding M
is DEA (ANSI
as described in
case of this parf
either MAC Al
(both with Pad|
DEA (ANSI X]]

The fourth me
a special initial
applications w}

nechanisms to verify that data has not
an unauthorised manner. They can also
bage authentication mechanisms to pro-
that a message has been originated by
bsession of the secret key. The strength
grity mechanism and message authenti-
bm is dependent on the length (in bits)
f the key, on the block length (in bits) n
the block cipher, on the length (in bits)
and on the specific mechanism.

mechanisms specified in this part of
are commonly known as CBC-MAC
bbreviation of Cipher Block Chaining).
of a MAC as described in ISO 8731
(9.9 1s a specific case of this partiof
vhen n = 64, m = 32, MAC Algorithm 1
ethod 1 are used, and the block cipher
N3.92: 1981). The calculationof a MAC
ANSI X9.19 and 1SO 980%is a specific

MAC algorithn

bine the two results with a bitwise exclusiy
tion. They are recommended for application|
quire an increased security level against-forg
(cf. Annex B). The fifth mechanismuses a si
MAC algorithm key, while the sixth mechani
the MAC algorithm key lenghh:

This part of ISO/IEC, 9797 can be applied
curity services of any security architecture,
application.

2 Norm@ative references

The “following standards contain provisig
throtigh reference in this text, constitute pg
this part of ISO/IEC 9797. At the time of p
the editions indicated were valid. All standan
ject to revision, and parties to agreements ba
part of ISO/TEC 9797 are encouraged to inve
possibility of applying the most recent edit
standards indicated below. Members of IE
maintain registers of currently valid Internat
dards.

E-Or opera-
s which re-
ery attacks
ngle length
sm doubles

to the se-
process, or

ns which,
ovisions of
ublication,
ds are sub-
sed on this
stigate the
ons of the
C and ISO
onal Stan-

NOTES

1 For example, in the case of DEA (ANSI X3.92: 1981},

the block ci

pher key length is 56 bits, while the MAC

algorithm key length is 112 bits.

2 When used with DEA (which is also known as DES),
this algorithm is called MacDES [12].

The fifth and sixth mechanism use two parallel instances
of the first and fourth mechanism respectively, and com-

3 Definitions

3.1 This part of ISO/IEC 9797 makes use of

of ISO/TEC 9797 whehn = 64, m = 32 ISO 7498-2: 1989, Information processing pystems —
. . P X Open Systems Interconnection — Basic Reference Model

gorithm 1 or MAC Algorithm 3 is used _ part 2 § ty Architect

ding Method 1) {and the block cipher is art <o secunity Architecture.

92: 1981). ISO/IEC 9798-1: 1997, Information technology — Se-

hanism {5 %" variant of CBC-MAC with curity techniques — Entity authentication — Part 1:

transformation. It is recommended for General.

iclr require that the key length of the ) - :

is%vice that of the block cipher. ISO/IEC 10116. 1991,, Inforrmatm@ tecrhnolovy — Secu-
Tty techmigres — Sfodes of operatton foramw n-bit block
cipher,

the follow-

ing general security-related term defined in ISO 7498-2.
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3.1.1 data integrity: the property that data has not
been altered or destroyed in an unauthorized man-
ner.

3.2 For the purposes of this part of ISO/IEC 9797, the
following definitions apply.
3.2.1 block: a bit-string of length n.

3.2.2 block cipher key: a key that controls the oper-
ation of a block cipher.

3.2.3 initial transformation: a function that is ap-
plied at the beginning of the MAC algorithm

© ISO/IEC

3.3.2 decipherment: the reversal of a corresponding

encipherment.

3.3.3 encipherment: the (reversible) transformation
of data by a cryptographic algorithm to produce
ciphertext, i.e., to hide the information content of

the data.

3.3.4 key: a sequence of symbols that controls the
operation of a cryptographic transformation (e.g.,
encipherment, decipherment, cryptographic check
function computation, signature generation, or sig-

nature verification).

3.2.4 MAC hlgorithm key: a key that controls the
operatior] of a MAC algorithm.

3.2.5 Message Authentication Code (MAC): the
string of [bits which is the output of a MAC algo-
rithm.

NOTE — A MAC is sometimes called a crypto-
graphic check value (see for example ISO 7498-2).

3.2.6 Message Authentication Code (MAC) al-
gorithm: an algorithm for computing a function
which m4ps strings of bits and a secret key to fixed-
length strings of bits, satisfying the following two
propertigs:

- for ainy key and any input string the function
can |be computed efficiently;

- for gny fixed key, and given no prior knowledge
of the key, it is computationally infeasible t&
compute the function value on any new input
string, even given knowledge of the set, of in-
put[strings and corresponding function-values,
where the value of the ¢th input(string may
have been chosen after observing the value of
the ffirst ¢ — 1 function values,

NOTES

1 AJMAC algorithm\is sometimes called a crypto-
graghic check function (see for example ISO 7498-
2).
2 Cpmputational feasibility depends on the user’s
spedifi¢’seetrity requirements and environment.

2 9 = ) P-PYS + M Y 4
UL oL pramute Xt e C TP C T Oa TIrOT Tt o,

3.4 This part of ISO/IEC 9797 jmakes
following general security-related. term

ISO/IEC 10116.

3.4.1 n-bit block ciphery a block ciphd
property that ¢plamtext blocks and
blocks are n bits in length.

4 Symbols and notation

Threughout this part of ISO/IEC 9797 t
symbols and notation are used:
D data string to be input to the MAC alg

D; a block derived from the data string
padding process.

dg(C) decipherment of the ciphertext C'w
cipher e using the key K.

ex (P) encipherment of the plaintext P wi
cipher e using the key K.

g output transformation, that maps the blg

block G.

G the block that is the result of the output
tion.

Hj; ablock which is used in the MAC algor

use of the
defined in

r with the
ciphertext

he following

brithm.

D after the

th the block

th the block

ck H, to the

transforma-

thm to store

anintermediate result

3.2.7 output transformation: a function that is ap-
plied at the end of the MAC algorithm, before the
truncation operation.

3.3 This part of ISO/IEC 9797 makes use of the
following general security-related terms defined in

ISO/IEC 9798-1.

3.3.1 ciphertext: data which has been transformed to
hide its information content.

I 1mitial transformation.

k the length (in bits) of the block cipher key.

k* the length (in bits) of the MAC algorithm key.

K, K', K", K" Ky, Koy K|, K}, KV, KJ secret

block cipher keys.

L the length block, which is used in Padding Method 3.
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Lp the length (in bits) of the data string D.
m the length (in bits) of the MAC.
n the block length (in bits) of the block cipher.

g the number of blocks in the data string D after the
padding and splitting process.

J ~ X the string obtained from the string X by taking
the leftmost j bits of X .

X 8Y exclusive-or of bit-strings X and Y.

X||Y concatenation of bit-strings X and Y (in that or-

ISO/IEC 9797-1:1999(E)

NOTE — These choices affect the security level of the
MAC algorithm. For a detailed discussion, see An-
nex B.

The same key shall be used for calculating and verifying
the MAC. If the data string is also being enciphered,
the key used for the calculation of the MAC shall be
different from that used for encipherment.

NOTE — It is considered to be good cryptographic
practice to have independent keys for confidentiality
and for data integrity.

P AT AL 3

der).

:= a symbol d¢noting the ‘set equal to’ operation used
in the prodedural specifications of MAC algorithms,
where it ifidicates that the value of the string on
the left side of the symbol shall be made equal to
the value ¢f the expression on the right side of the
symbol.

5 Requirgments

Users who wislh to employ a MAC algorithm from this
part of ISO/TEC 9797 shall select:
o a block cipher e¢;

e a padding|method from amongst those specified in
Clause 6.1}

a MAC algorithm from amongst those specified\in
Clause T7;

the length((in bits) m of the MAC; and

e a common key derivation method\iff MAC algo-
rithms 4, §, and 6 are used; a common key deriva-
tion methpd may also be reguired for MAC algo-
rithm 2.

Agreement on phese choices amongst the users is essen-
tial for the purpose of the-operation of the data integrity
mechanism.

The length m df the MAC shallhe a pncifivp infpgm‘ less

86— Modelt for MAC aigorithmms

The application of the MAC algorithm/requjres the fol-
lowing six steps: padding, splitting, initial fransforma-
tion, iterative application of tHe“block cipher, output
transformation, and truncation) Steps 3 through 6 are
illustrated in Figure 1.

D, Do D,
o e Hed
K K
~b e ~h €
I — T

G

truphcation

!
MAC

Figure 1: Application of Step 3, 4, 5 arld 6 of the
MAC algorithm.

than or equal to the block length n.

If Padding Method 3 is used, the length in bits of the
data string D shall be less than 27.

The selection of a specific block cipher e. padding
method, MAC algorithm, value for m, and key deriva-
tion method (if any) are beyond the scope of this part
of ISO/1IEC 9797.

6.1 Step 1 (padding)

This step involves prefixing and/or postfixing the data
string D with additional ‘padding’ bits such that the
padded version of the data string will always be a mul-
tiple of n bits in length. The padding bits that are
added to the original data string, according to the cho-
sen padding method, are only used for calculating the
MAC. Consequently, these padding bits (if any) need
not be stored or transmitted with the data. The verifier
shall know whether or not the padding bits have been
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stored or trans
use.

This part of

mitted, and which padding method is in

ISO/IEC 9797 specifies three padding

methods. Any of these three methods can be chosen
for the six MAC algorithms specified in this part of

ISO/IEC 9797.

6.1.1 Padding Method 1

The data strin

g D to be input to the MAC algorithm

shall be right-padded with as few (possibly none) ‘0

bits as necessa

ry to obtain a data string whose length

© ISO/IEC

6.3 Step 3 (initial transformation)

The initial transformation 7 is applied to the first block
D, of the padded data string to derive the block H;.

Each of the six MAC algorithms specified in this part of
ISO/IEC 9797 use one of two possible initial transfor-
mations.

6.3.1 Initial Transformation 1

This transformation requires only one block cipher key
K. The block H; is computed by applying the block

rip]’mr with key I as follows:

(in bits) is a p

NOTES

1 MAC a
subject to
nex B for {]

2 If the d4
ifies that it

s M | V. £
PDSIvEVE llleECl LITUILIPICT O 7.

gorithms using Padding Method 1 may be
trivial forgery attacks. See informative An-
urther details.

ta string is empty, Padding Method 1 spec-
is right-padded with n ‘0’ bits.

6.1.2 Padding Method 2

The data strin
shall be right-g
string shall thg
none) ‘0’ bits a
length (in bits

6.1.3 Paddj

The data strin
shall be right-

g D to be input to the MAC algorithm
added with a single ‘1’ bit. The resulting
n be right-padded with as few (possibly

s necessary to obtain a data string whose
is a positive integer multiple of n.

ng Method 3

g D to be input to the MAC algorithm
padded with as few (possibly none)a0’

bits as necessgry to obtain a data string whose'length

(in bits) is a
sulting string {
The block L c(
length (in bits
padded with a
to obtain an n4
L corresponds
representation

NOTE —
situations

positive integer multiple of n\~The re-
hall then be left-padded with'a block L.
nsists of the binary represertation of the
Lp of the unpadded data string D, left-
s few (possibly noné))0’ bits as necessary
bit block. The right-most bit of the block
to the least significant bit of the binary
of LD .

Padding*Method 3 is not suitable for use in
wheTe the length of the data string is not

Hy:=eg(Dy).

6.3.2 Initial Transformation’2

This transformation requires\two block cipher keys K
and K. The block Hf is“computed by applying the
block cipher with key§/A and K" as followq:

H1 = EKH(EK(Dl)).

6.4 Step 4 (iteration)

The blocks Ho, Hs, ..., Hy are calculated by iteratively
applying the block cipher to the bitwise exdlusive-or of
the data block D; and the previous result H;_1:

for ¢ from 2 to ¢:
Hi:=ex(D; & Hio1);
If ¢ is equal to 1, Step 4 shall be omitted.

to the Ci-
defined in

NOTE — This operation corresponds
pher Block Chaining (CBC) mode as
ISO/IEC 10116.

6.5 Step 5 (output transformation)

The output transformation ¢ is applied to the value Hg,
obtained as a result of Step 4 (or Step 3 [in the case

g=1).

availlable

M FIRR R PR IR | AA-CL 1 L
TOT TO I Stal - Ol UIIC IVIZ7Vv o CAICUIavIolr.

6.2 Step 2 (splitting)

The padded version of the data string D is split into ¢

n-bit blocks Dy, D, ..

first n bits of

., Dq. Here D represents the
the padded version of D, D, represents

the next n bits, and so on.

This part of ISO/IEC 9797 specifies three output trans-
formations.

6.5.1 Output Transformation 1
This output transformation is the identity function, i.e.,

G:=H,.
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6.5.2 Output Transformation 2

This output transformation consists of applying the
block cipher with block cipher key K’ to Hg, 1.e.,

Gi=egi(Hg).

6.5.3 Output Transformation 3

the result of this operation, i.e.,

ISO/IEC 9797-1:1999(E)

2 If K and K’ are equal, a simple xor forgery attack
applies. See informative Annex B for further details.

3 If K and K’ are independent, the level of security
against key recovery attacks is less than suggested by
the MAC algorithm key size. See informative Annex B
for further details.

MAC Algorithm 2 is illustrated in Figure 3.

This output transformation consists of applying the Dy Dq D,
block cipher (in decryption mode) with the key R’ to Hy X H, Hq_lf
H, followed by applying the block cipher with key K to v P
K S i o K
G :=eg(dg (Hy)). —.|€
L I

6.6 Step 6 ({

The MAC of m
bits of the blocH

7 MAC A

This part of I§
rithms. The ini
mation are spec
method is not s
be used with an
in Clause 6.1.

NOTE — T
curity of the
for further d

7.1 MAC Al

MAC Algorithy
Output Transfo
sists of the blo
illustrated in Fi

7.2 MAC Al

runcation)

bits is derived by taking the leftmost
G,ie.,

MAC:=m~G.

gorithms

O/IEC 9797 specifies six MAC algo-
ial transformation and output transfor-
fied in each case. However, the padding
pecified, i.e., each MAC algorithm may
v of the three padding methods specified

he choice of padding method affects the.se-
MAC algorithm. See informative Axnex B
etails.

gorithm 1

n 1 uses Initial Transformation 1 and
rmation 1. The NAC algorithm key con-
k cipher key K. MAC Algorithm 1 is
gure 2.

gorithm 2

MAC Algorithy

n 2Vuses Initial Transformation 1 and

G=H,

truncation

!
MAC

Figure 2~ MAC Algorithm 1|

Dy Dy D,
H; 8 Hy  Hg {4
\wg )
K K K
—p € —-p € —D (€
| — 2
]{//I
G

truhcation

!
MAC

Figure 3 — MAC Algorithm 2,

7.3 MAC Algorithm 3

MAC Algorithm 3 uses Initial Transformafion 1 and

Output Transformation 2. The MAC algorithm key con-
sists of two block cipher keys K and K’”. The value of
R’ may be derived from the value of A in such a way
that K and K’ are different.

NOTES

1 An example of how to derive K’ from K is to comple-
ment alternate substrings of four bits of A" commencing
with the first four bits. Another example is to derive
both K and K’ from a common master key.

Output Transformation 3. The MAT algorithm key con-
sists of two block cipher keys A" and K. The values of K
and K’ shall be chosen independently. If K/ = K, MAC
Algorithm 3 reduces to MAC Algorithm 1, which may
not always be desirable. MAC Algorithm 3 is illustrated
in Figure 4.

7.4 MAC Algorithm 4

MAC Algorithm 4 uses Initial Transformation 2 and
Output Transformation 2. The MAC algorithm key con-
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D, D, Dy
H1 X HQ Hq— 1 X
U g
K K K
—-D € —-) € —-D €
| | 7,

Fig

© 1SO/IEC

Dy Dy Dy
H, oD Hy Ho-1 2y
NP . D
N K K
— | 7,
K" K’
—-D € - €
L | G

- €

G

truncation

}
MAC

ire 4 — MAC Algorithm 3.

sists of two block cipher keys K and K’, that shall be
chosen indepdndently. A third block cipher key K shall
be derived frqm K’. The values of K, K, and K" shall

be different.

[he block cipher keys A" and K’ are used

with Initial Transformation 2, and the block cipher keys

K and K' arg

used with Output Transformation 2.

NOTE — An example of how to derive K" from K'sS
to compldment alternate substrings of four bits of K’

commenc
is to dert
key.

The number
string shall b

MAC Algorit

7.5 MAC

Algorithm 1

ng with the first four bits. Another example
e both K’ and K" from a common master

f blocks in the padded version of the data
e greater than or equalbto two, 1.e., ¢ > 2.

hm 4 is illustratedin Figure 5.

Algorithnil5

festlting in two intermediate values,

MAC Algoril]:xm 5 uses two parallel instances of MAC

MAC,; and
key consists
and Ko used

truncation

Y
MAC

Figure 5 — MAC Algorithm|4.

The final MAC is-obtained by a bitwise exdlusive-or be-
tween intermediate’ values MAC; and MA(,, i.e.,

MAC := MAC; @ MAC, .

7.6 ~MAC Algorithm 6

MAC Algorithm 6 uses two parallel instanjces of MAC
Algorithm 4, resulting in two intermediate values,

MAC,; and MAC, respectively.

The MA[C algorithm

key consists of two block cipher keys K 4nd K’, that

shall be chosen independently.
The keys (K, A{) and (K2, K3) used for

he first and

second instances respectively shall be deriyed from the

keys (K, K') in such a way that K| and K|
K> and K} are different, and the pairs {
(Kq, K}) are different.

NOTES

1 An example of how to derive (K1, K1)
from (K, K') is to take K1 equal to i\, K’
and to construct K> (K3) by complemen
substrings of eight bits of K (K1) com
the first eight bits.

2 MAC Algorithm 4 internally uses a de

hre different,
K1, K1) and

and (K2, K3)
equal to K,
ing alternate
mencing with

rived key K,

AC, respectively The MAC a]gnrifhm
of the block cipher key K. The keys K,
for the first and second instances are de-

rived from the key K. The values of K; and K, shall

be different.

NOTE — An example of how to derive K, and K>
from K is to take K equal to K and to construct K>
by complementing alternate substrings of four bits of K’

commenc

ing with the first four bits. Another example

is to derive both K; and K from a common master key

in such a

way that they are different.

which means that MAC Algorithm 6 uses in total six

block cipher keys (K1, K1, K1{') and (K>,

K}, K3). Tt is

recommended to check that all of these keys are differ-

ent.

The number of blocks in the padded version of the data
string shall be greater than or equal to two, i.e., ¢ > 2.

The final MAC is obtained by a bitwise exclusive-or be-
tween intermediate values MAC; and MAGC,, i.e.,

MAC := MAC; & MAC, .
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Annex A

(informative)

Examples

ISO/IEC 9797-1:1999(E)

This annex presents examples of the generation of a
MAC using the DEA (see ANSI X3.92). The plain-
texts are the 7-bit ASCII codes (no parity) for data

string 1:  “NewgisgthegtimegTorgally
string 2: “Now{,is_,theytime for,it”, where

notes a blank
ing using ISO|
LN = 0123454
FEDCBAS87654

o Padding Method 2: ¢ =3

D1 |4E 6F 77 20 69 73 20 74

and data
“u7 de-

ASCII coding is equivalent to cod-
646. The two key values used are
789ABCDEF (hexadecimal), and A’/ =
210 (hexadecimal). The key parity bits

are ignored. Ddrived keys are computed by complement-
ing alternate shbstrings of four bits commencing with

the first four b
m = 32, while
All values are

For data string
ods are as follo|

¢ Padding M

ts. For MAC Algorithms 1, 2, 3, and 4,
for MAC Algorithms 5 and 6, m = 64.
'ritten in hexadecimal notation.

1, the results of the three padding meth-
Vs

ethod 1: ¢ =3

Dy |4E 6F
D68 65
Ds3{66 6F

772069 73 20 T4
20 74 69 6D 65 20
72 20 61 6C 6C 20

e Padding M

ethod 2: ¢ =4

Dy |4E 6F
D, |68 65
D366 6F
Dy |80 00

772069 73 20 74
20 74 69 6D 65 20
72 20 61 6C 6C 20
00 060 00 00 00 0@

D568 65 20 74 69 6D 65 20
D3|66 6F 72 20 69 74 80 00

¢ Padding Method 3: ¢ = 4

D00 00 00 00 00 00,0680
Do |4E 6F 77 20 69 7820 74
D368 65 20 74 696D 65 20
D4|66 6F 72 20089774 00 00

A.1 MACtAlgorithm 1

Datastring 1 with Padding Method 1

keyn(h') (01 23 45 67 89 AB CD EF

Hq 3F A4 0E 8A 98 4D 48 15
D+ = Hy|57 C1 2E FE F1 20 2D 35
Hs 0B 2E 73 F8 8D C5 85 6A

D3 @ H2|6D 41 01 D8 EC A9 E9 4A
4 70 A3 06 40 CC 76 DD 8B

MAC = 70 A3 06 40

Data string 1 with Padding Method 2

key (K) {01 23 45 67 89 AB CD EF

¢ Padding Method 3: g =¢ Hy 3F A4 0E 8A 98 4D 48 15
Dy @ H1157 C1 2E FE F1 20 2D 35

D160 00100 00 00800 00 CO Hy 0B 2E 73 F8 8D C5 85 6A
Dy 4E 6F |77 20769 73 20 74 D3 @ H»|6D 41 01 D8 EC A9 E9 4A
D3|68 65 20074769 6D 65 20 Hs 70 A3 06 40 CC 76 DD 8B
D466 6F F2-20-6+66-6€-29 Dt HaFA386—40—cc—76—Pb-8B
G=H, |10 E1 FO F1 08 34 1B 6D

For data string 2, the results of the three padding meth-

ods are as follows:

o Padding Method 1: ¢ =3

D,
Dy
D3

4E 6F 77 20 69 73 20 74
68 65 20 74 69 6D 65 20
66 6F 72 20 69 74 00 00

MAC = 10 E1 FO F1

Data string 1 with Padding Method 3
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key (K) [01 23 45 67 89 AB CD EF
H, 4B B5 82 65 DD 87 B3 05
Dy & H,|05 DA F5 45 B4 F4 93 71
H, 40 C4 00 AD 74 2E 4F D6
D3 & H,|28 Al 20 D9 1D 43 2A F6
Hs 23 7D 5F 95 OB F7 1F 57
Dy & Hs|45 12 2D B5 6A 9B 73 77
G = H4 |2C 58 FB 8F F1 2A AE AC

MAC = 2C 58 FB 8F

Data string 2 with pnﬂrﬁng Method 1

© ISO/IEC

Data string 1 with Padding Method 1

key (K”7)[F1 D3 B5 97 79 5B 3D 1IF
G 10 F9 BC 67 A0 3C D5 D8

MAC = 10 F9 BC 67

Data string 1 with Padding Method 2

key (K"’)|F1 D3 B5 97 79 5B 3D IF
G BE 7C 2A B7 D3 6B F5 B7

-
)]
N
[4)]
N
[
p
~N

key (K) [01 P3 45 67 89 AB CD EF

H; 3F A4 OE 8A 98 4D 48 15
Dy ® H, 157 {C1 2E FE F1 20 2D 35
Hs 0B PE 73 F8 8D C5 85 6A

Ds & H,16D 1 01 D8 E4 Bl 85 6A
G=H; |E4 pB 3A D2 B7 CC 08 56

MAC = E4 5B 34 D2

Data string 2|with Padding Method 2
key (R) |01 23 45 67 89 AB CD EF

H, JF A4 OE 8A 98 4D 48 15
Dy & Hqy|57 [C1 2E FE F1 20 2D 35
Hy 0B RE 73 F8 8D C5 85 6A

Ds & H»|6D |41 01 D8 E4 Bl 05 6A
G=Hs |A9[24 C7 21 36 14 92 11

MAC = A9 2¢ C7 21

Data string 2|with Padding Method 3

key (K) | 01|23 45 67 89 AB CD EF
H, DF|9C D6 EA 7E 5A™El 62
Dy® H|91|F3 A1 CA 17 (29 C1 16
H, C7|(6F B0 02 94.\A4 19 BE
D3 & Ho|AF [0A 90 76(FED C9 7C 9E
Hj 83(02 28.ED 78 D7 BE 71
D, & Hs|E5([6D 5A\DD 11 A3 BE 71
G = Hy |B1|EC/D6 FC 8B 37 C3 92

=Y
=

Data string 1 with Padding Method™3

key (K7)[F1 D3 B5 97 79 5B 8D 1F
G 8E FC 8B C7 C272 6E 5C

MAC = 8E FC 8B C7

Data string 2«with Padding Method 1

key (A"7)[E1 D3 B5 97 79 5B 3D IF
G 91 5E 9C E6 D9 1B C7 FB

MAC = 21 BE 9C E6

Data string 2 with Padding Method 2
key (K')|F1 D3 B5 97 79 5B 3D 1F

G 17 36 AC 1A 63 63 OE FB

MAC = 17 36 AC 14

Data string 2 with Padding Method 3

key (K"')|F1 D3 B5 97 79 5B 3D 1F

G 05 38 26 96 27 4F B4 FO

MAC = 05 38 26 96

MAC = B1 EC D8 FC

A.2 MAC Algorithm 2

The first ¢ steps are identical to those of MAC Algo-
rithm 1. The only difference is that Output Transfor-
mation 2 is applied instead of Qutput Transformation 1.

A.3 MAC Algorithm 3

The first ¢ steps are identical to those of MAC Algo-
rithm 1. The only difference is that Output Transfor-
mation 3 is applied instead of Output Transformation 1.

Data string 1 with Padding Method 1
key (k') |FE DC BA 98 76 54 32 10

output of d{B4 8D 36 EC TA D5 69 4F

G A1 C7 2E 74 EA 3F A9 B6
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MAC = A1 C7 2E 74 MAC = AD 35 02 B7

Data string 1 with Padding Method 2
key (K’) |FE DC BA 98 76 54 32 10

output of d{79 53 7F EE 18 CF 18 93 Data string 1 with Padding Method 2

G E9 08 62 30 CA 3B E7 96 key (k) |01 23 45 67 89 AB CD EF
key (K') |FE DC BA 98 76 54 32 10

MAC = E9 08 62 30 key (K”) |0E 2C 4A 68 86 A4 C2 EO
output of e| 3F A4 OE 8A 98 4D 48 15

Data string 1 with Padding Method 3 H, EA F0 4B F5 31 ED 33 5E
D& Hy [82 95 6B 81 58 80 56 TE

key ([\’/) FE DC BA 98 76 54 32 10 + H—F—98—AE8B+—65 5

output of d|FE|B3 B9 66 1D BE DE CD D;@Hg 18 10 EA 80 A9 DD 09 4C

G AB|05 94 63 D7 A7 D1 70 Hs 7B 93 0A AE 67 4A CO94
Ds® Hs |FB 93 0A AE 67 4A, C9 24

MAC = AB 05 94 63 H, 26 C4 FA D7 2E 6D D3 A2
G 61 C3 33 E3 420C5 53 7C

Data string 2 with Padding Method 1

key (k') |FE|DC BA 98 76 54 32 10 MAC = 61 C3 33 E3

output of d{32 [8A C7 8B Al CA 0B 3F

G 2E|2B 14 28 CC 78 25 4F

Data string 1 with-Padding Method 3

key (K')~{FE DC BA 98 76 54 32 10
) . key (KJ) |0E 2C 4A 68 86 A4 C2 EO
Data string 2 with Padding Method 2 output of ¢|4B B5 82 65 DD 87 B3 05
key (K’) [FE[DC BA 98 76 54 32 10 Hy 71 5A F8 BE DA BE 90 44
output of d|7A [71 AF 2F 5D 15 40 A7 D> Hy  (3F 35 8F 9E B3 CD BO 30
G 5A |69 2C E6 4F 40 41 45 Hy 50 2A 04 42 6A 80 B6 0B
D32 H. |38 4F 24 36 03 ED D3 2B
MAC = 54 69 BC E6 Hj AF 13 8C 34 99 9B 84 30
Ds@ Hs |C9 7C FE 74 F8 F7 E8 10
H, 7F 90 05 61 B4 2C CE D2
Data string 2 with Padding Method 3 G 95 2A F8 38 98 9B 5C 00
key (K’) |FE[DC BA 98 76 54 32 10
output of d{20 (97 B4 05 F1 9E 2D.\D8 MAC = 95 24 F8 38
G C5[9F 7E ED 32 8D'DD 69
MAC = Cc5 9F JE ED Data string 2 with Padding Method 1

key (K) 01 23 45 67 89 AB CD EF
key (K') |FE DC BA 98 76 54 32 10

A.4 MAC Algorithm 4 key (K”) |OE 2C 4A 68 86 A4 C2 EO

Data string 1 with-Paddinmg-Method—+ output of e} 3F A4 O 8A 98 4D 48 15
H, EA FO 4B F5 31 ED 33 5E

key (K) |01 23 45 67 89 AB CD EF Do @ H, |8 95 6B 81 58 80 56 7E

key (K') |FE DC BA 98 76 54 32 10 Ho, 7E 7F 98 A0 C8 Bl 65 6C

key (K”) |0E 2C 4A 68 86 A4 C2 EO Ds& H, |18 10 EA 80 A1 C5 65 6C

output of ¢| 3F A4 OE 8A 98 4D 48 15 Hs 21 FC 35 F2 B2 26 6C 9A

H, EA FO 4B F5 31 ED 33 5E G 05 F1 08 4C 1D E3 A3 3D

D& H, |8 95 6B 81 58 80 56 TE

H, 7E 7F 98 A0 C8 Bl 65 6C

Ds® H, |18 10 EA 80 A9 DD 09 4C MAC = 05 F1 08 4C

Hs 7B 93 0A AE 67 4A C9 24

G AD 35 02 B7 AC 4A 48 A0
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Data string 2 with Padding Method 2
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MAC = 70 FO BE C9 E4 FT7 2F 99

key (K) 01 23 45 67 89 ABCD EF

key (K’) |FE DCBA 98 76 54 32 10 Data string 1 with Padding Method 3

key (K”) |OE 2C 4A 68 86 A4 C2 EO ’

output of e 3F A4 OE 8A 98 4D 48 15 key (K)) 01 23 45 67 89 AB CD EF
H, EA F0 4B F5 31 ED 33 5E MAC, 2C 58 FB 8F F1 2A AE AC
Ds® H, |82 95 6B 81 58 80 56 7E key (K2) FEDCBA 98 76 54 32 10
Hs 7E 7F 98 A0 C8 Bl 65 6C MAC, FA 47 AA 7D 1B 00 83 CF
Ds® H, |18 10 EA 80 Al C5 E5 6C MAC,; & MAC,!D6 1F 51 F2 EA 2A 2D 63
Hj 8F 76 9B 55 48 42 23 FD

G Al BC 09 31 52 BB 3E OF MAC = D6 1F 51 F2 EA 2A 2D 63

MAC = A1 BC 09 31

Data string

2 with Padding Method 3

key (K) 01 23 45 67 89 ABCD EF
key (K') |FE DCBA 98 76 54 32 10
key (K”) |DE 2C 4A 68 86 A4 C2 EO
output of ¢|DF 9C D6 EA 7TE 5A El1 62
Hy 82 61 94 52 C7 6D 04 F1
Dy® H, (CCOE E3 72 AE 1E 24 85
H, ED 33 1C 07 37 D6 B8 26
Ds@ H, |5 56 3C 73 H5E BB DD 06
Hs C Al DE 70 BB 1F 7F 07
D3¢ Hs |lA CE AC 50 D2 6B 7F 07
Hy 40 B7 45 2E F3 CF 71 49
G AF DE E0 F9 50 39 66 3D
MAC = AF DE EO F9

A.5 MAC |Algorithm 5

The first pai

Clause A.1.

Data string

t of the calculation is idefitical to that of

1 with Padding Method 1

Fey (K1) 01 23 45367 89 AB CD EF
MAC, 70 A3,506 40 CC 76 DD 8B
key (K2) FEDCBA 98 76 54 32 10
MAC, 84)47 04 F6 7B 5A CE 9C

MAC; & MAG,

F4 E4 02 B6 B7 2C 13 17

Data string 2 with Padding Method 1

key (K1) 01 23 45 67 89-AB (D EF|
MAC, E4 5B 3A D2'B7 CC 08 36
key (h2) FE DC BA-98 76 54 42 10
MAC, EB 7F 8776 1B EE (7 19
MAC, & MAC,|OF 24 BD A4 AC 22 OF 4F

MAC = OF 24 BD)‘A4 AC 22 OF 4F

Data string’?2 with Padding Method 2

key~{\i4)
MAC,

01 23 45 67 89 AB CD EF
A9 24 C7 21 36 14 92 11

key (K2)
MAC,

FEDCBA 98 76 54 32 10
49 20 D4 60 AC E8 84 1A

MAC; & MAC,

EO 04 13 41 9A FC 14 0B

MAC = EO 04 13 41 94 FC 16 OB

Data string 2 with Padding Method 3

key (A1) 01 23 45 67 89 AB (D EF
MAC; Bl EC D6 FC 8B 37 (3 92
key (K2) FE DC BA 98 76 54 32 10
MAC, 6C 33 88 2F 84 2F 98 6E

MAC,; & MAC,

DD DF 5E D3 OF 18 EB FC

MAC = DD DF 5E D3 OF 18 EB FC

MAC = F4 E4 02 B6 B7 2C 13 17

Data string 1 with Padding Method 2

key (K1) 01 23 45 67 89 AB CD EF
MAC, 10 E1 FO F1 08 34 1B 6D
key (K2) FE DC BA 98 76 54 32 10
MAC, 60 11 AE 38 EC C3 34 F4

MAC; 8 MAC,

70 FO 5E C9 E4 F7 2F 99

10

A.6 MAC Algorithm 6

The first part of the calculation is identical to that of

Clause A 4.
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Data string 1 with Padding Method 1 Data string 2 with Padding Method 2

key (I%7) 01 23 45 67 89 AB CD BF key (K1) 01 23 45 67 89 AB CD EF
key (K?) FE DC BA 98 76 54 32 10 key (K!) FE DC BA 98 76 54 32 10
key (K!) OE 2C 4A 68 86 A4 C2 EO key (K!') OE 2C 4A 68 86 A4 C2 EO
MAC, AD 35 02 B7 AC 4A 48 A0 MAC, Al BC 09 31 52 BB 3E OF
key (K2) FE 23 BA 67 76 AB 32 EF key (R2) FE 23 BA 67 76 AB 32 EF
key (K%) 01 DC 45 98 89 54 CD 10 key (K%) 01 DC 45 98 89 54 CD 10
key (K1) F1 2C B5 68 79 A4 3D EO key (KY) F1 2C B5 68 79 A4 3D EO
MAC, FA 4B FO 96 B4 84 15 1A MAC, 13 27 93 47 8F A7 07 1D
MAC, & MAC,| 57 7E F2 21 18 CE 5D BA MAC, & MAC,|B2 9B A 76 DD 1C 39 12

MAC = 57 7E F2 21 18 CE 5D BA MAC = B2 9B 94 76 DD 1C 39 12

Data string 1 with Padding Method 2 Data string 2 with Padding Method 3

key (1) 01 23 45 67 89 AB CD EF
key (K7) FE DC BA 98 76 54 32 10
key (K1) 0E 2C 4A 68 86 A4 C2 EO
MAC; 61 C3 33 E3 42 C5 53 7C
key (I2) FE 23 BA 67 76 AB 32 EF
key (%) 01 DC 45 98 89 54 CD 10
key (K7) F1 2C B5 68 79 A4 3D EO
MAC, 01 B7 53 5B 9A 05 AE 86
MAC; & MAC,[60 74 60 B8 D8 CO FD FA
MAC =60 74 $0 B8 D8 CO FD Fa

Data string 1 with Padding Method 3

key (K1) 01 23 45 67 89 AB CD EF
key (K}) FE DC BA 98 76 54 32 10
key (K1) 0E 2C 4A 68 86 A4 C2 EO
MAC, 95 2A F8 38 98 9B 5C 00
key (IX2) FE 23 BA 67 76 AB 32 EE
key (K%) 01 DC 45 98 89 54 CD.10
key (K1) F1 2C B5 68 79 A4 3DEO
MAC, 68 17 43 56 69 FE 5B 54
MAC, & MAC,|FD 3D BB 6E F165' 07 54
MAC = FD 3D BB BE F1 85307 54

Data string 2 with Padding Method 1

key (K1) 01 23 45 67 BOMAB CD EF
key (K!) FE DC BA 98776" 54 32 |0
key (K!') 0E 2C 4A 68786 A4 C2 KO
MAC, AF DE EO“F9 50 39 66 4D
key (12) TE 23 BA 67 76 AB 32 BF
key (K) 01 DCV45 98 89 54 CD 10
key (K%) FI_2C B5 68 79 A4 3D KO
MAC, 59 9B 1B 84 1D 73 24 §9
MAC, & MACy| F6 45 FB 7D 4D 4A 42 B4

MAC<'F6 45 FB 7D 4D 44 42 B4

key (K1) 01023 45 67 89 AB CD EF
key (K{) FE DU BA 398 76 24 32 10
key (K7 0E 2C 4A 68 86 A4 C2 EO
MAC, 05 F1 08 4C 1D E3 A3 3D
key (K1) TE 23 BA 67 76 AB 32 EF
key (K7) 01 DC 45 98 89 54 CD 10
key (KY) F1 2C B5 68 79 A4 3D EO
MAC, 15 06 4F 9D 52 91 61 14
MAC, & MAC,|10 F7 47 D1 4F 72 C2 29

MAC = 10 F7 47 D1 4F 72 C2 29

11
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Annex B

(informative)

A security analysis of the MAC algorithms

discusses the security level of the MAC al-
this part of ISO/IEC 9797. Its goal is to

assist the user of this part of ISO/IEC 9797 in selecting

one of the m

It will be ass
i1s k bits, wh

:Phaniamc
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brute force key recovery: this attack should require
on average 2% ~! operations; verification of such
an attack requires of the order of k*/m data

string /MAC pairs  Again this atta

ck applies to

med that the key length of the block cipher
le the key length of the MAC algorithm is

equal to k* bits. The value of k¥~ is thus equal to & or

to 2k.

In this Annex, MACk (D) denotes the MAC for a string

D computed

using the MAC algorithm key K.

In order to determine the security level of a MAC algo-

rithm, two a

tack strategies are considered:

forgery attack: this attack consists of predicting the

value of
tial kno

MACK (D) for a data string D without ini-
vledge of K. If the adversary can do this

for a sipgle data string, he is said to be capable
of a forfery. Practical attacks often require that

a forger
known
near 1.

is verifiable, i.e., that the forged MAC is
o be correct beforehand with probability
Moreover, in many applications the data

string hlas a specific format, which imposes addi-

tional ¢

nstraints on the data string D.

key recovery attack: this attack consists offinding
the MAKC algorithm key K itself from:a number

of data
powerfu

forgerieq.

The feasibili
known and ¢

string/ MAC pairs. Such an“atfack is more
than forgery, since it allows for arbitrary

by of an attack depends on the number of
hosen data string/MAC pairs required, and

on the numMber of off-liné encipherments.

Possible attdcks against MAC algorithms are described

below; therg

1€ 0" guarantee that this list is exhaus-

all MAC algorithms. It can be @r
judicious choice of the value &X:

rcluded by a
Alternatively,

one can prevent someone obtaining the &*/m data
string/ MAC pairs which arevnecessafy to identify

the key uniquely. Forrexample, if

* = 64 and

m = 32, approximately 232 keys correspond to a

given data string/MAC pair; if the k
after every datd string, a brute force

by 1s changed
key recovery

is no more effective than guessing thg MAC value,

birthday forgery [14, 16]:
sufficient number of data string/MAQ
peets 10 find two data strings D and

if an adversary knows a

pairs, he ex-
D’ such that

MACk (D) = MACg (D') and the values of Hy in

both computations are equal; this is
ternal collision. If D and D’ form an
sion, MACk (Dl|Y) = MACk (D'||Y)
Y. This allows for a forgery after on
string, as an adversary can predict
D'||Y after having observed the MA

called an in-
internal colli-
for any string
b chosen data
the MAC for

!
correspond-

ing to D||Y". This forgery is again on data strings of

a specific form, which may not be a

roncern 1n all

applications, but it should be noted that extensions
of this attack exist which allow for greater flexibil-

ity in the data strings. The attack
chosen data string, and approximatel
data strings and 2" ™™ chosen data st

The birthday forgery attack can be
the combination of the following mj
Padding Method 3, prepend a block
string which contains a serial numh
the MAC computation stateful. Thi
the implementation has to guarantee

requires one
v 27/2 known
rings.

precluded by
easures: use
to the data
er and make
5 means that
that each se-

tive. The first-two attacks are gnﬁorir‘7 1 - they "‘PP]V

to any MAC

algorithm. The next attack applies to any

iterated MAC algorithm. The following three attacks

are specific for one or more of the MAC algorithms de-

scribed in this part of ISO/TEC 9797 (for more details

see [8, 11, 12, 14, 15, 16]).

guessing the MAC: this is a forgery which is not
verifiable, and which has a success probability of
max(1/2™,1/2%7). This attack applies to all MAC

algorith
cious ch

12

ms, and can only be precluded by a judi-
oice of m and k*.

rial number 1s used only once for a MAC calculation
during the lifetime of the key. This is not feasible
in all environments. If one of the two measures is
used and not the other, then variants of the basic
birthday forgery attack still apply and have similar
complexities; for example, if Padding Method 3 is

used without the other measures, the

n one variant

of the birthday attack (based on Lemma 1 of [16])

requires 2/2 chosen plaintexts.

trivial forgery: if Padding Method 1 is used, an adver-
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sary can typically add or delete a number of trail-
ing ‘0’ bits of the data string without changing the
MAC. This implies that Padding Method 1 shall
only be used in environments where the length of
the data string D is known to the parties before-
hand, or where data strings with a different number
of trailing ‘0’ bits have the same semantics.

xor forgery: if MAC Algorithm 1 is used with Padding
Method 1 or 2 and m = n, a simple xor forgery
is possible. Assume, for simplicity, that D or its
padded version D consist of a single block. Assume
that one knows MACk (D); it follows immediately
that MACk(D|[(D & MACk(D))) = MACk(D).

ISO/IEC 9797-1:1999(E)

attacks are described in (8, 9, 10, 11, 12, 14, 15, 16];
the shortcut key recovery attacks on MAC Algorithm 3
m = 32 (number 3 in Table 3} are obtained by an unpub-
lished (but rather simple) extension of the corresponding
attacks in Table 2. Table 4 and 5 are for block ciphers
with n = 128 and k£ = 128. In this case only MAC Algo-
rithms 1, 2, and 5 are considered, as there is no need to
double the key length of the MAC algorithm. An attack
is described as a four-tuple [a, 3, %, d], where a denotes
the number of off-line block cipher encipherments, 3 de-
notes the number of known data string/MAC pairs, ¥
denotes the number of chosen data string/MAC pairs,
and 4 denotes the number of on-line MAC verifications.

This impligs that one can construct a new message
with the sane MAC value, which is a forgery. Note
that this aftack applies even if a MAC algorithm
key is used only once. If one knows MACk (D)
and MACH(D'), a similar calculation shows that
MAC(D||(P’ @ MACk (D))) = MACk (D'). If one
knows MACk (D), MACk (D{]Y), and MACK (D'},
one knows|that MACk (D'||Y') = MACk(D||Y)
if Y = Y| MACk(D) & MACk(D') (if D and
Y fall on Block boundaries). This also allows for
a forgery, s an adversary can forge the MAC on
D'||Y’ giveh knowledge of the MACs for two known
data stringp and one chosen data string. Note that
the above forgeries are on data strings of a specific
form, which may not be a concern in all applica-
tions.

This attack can be precluded by using Padding
Method 3.

This attacH can be extended to the case m < n, bu#®
it becomes| more difficult: in that case it requires
knowledge pof the MACs for an additional 2@=m)/2
chosen dat strings [11].

The same pttack applies when MAC Algorithm 2
is used with two equal keys, i.e., K/ = K. In this
case the atfack works when Y _centains at least two
blocks, and the first n bits of\¥’ are ‘0’ bits.

shortcut key recovery: some® MAC algorithms are
potentially|vulnerable(to-key recovery attacks based
on an intefnal collision. Examples are MAC Algo-
rithm 3 (spe [12,753]); and MAC Algorithm 4 in
combinatign évith Padding Method 1 or 2 [9] or
Padding Method 3-[10]

In {8, 13], a lower bound is proved on the(segurity level
of CBC-MAC based on certain properties’ of the block
cipher. This suggests that many of the'birthday attacks
discussed are close to the best attacks possible provided
that the block cipher is strong)Reference [1B] provides
a security argument for MAC\Algorithm 2.

Rationale

This section explains the selection of the MAC algo-
rithms in thisgazt’of ISO/TEC 9797. An important fac-
tor in the seléction of the proposed mechanism has been
to maintaih backward compatibility with tHe previous
ANSI/ISO, and ISO/IEC standards.

(Cempared with the old version, the number pf padding
schemes has been increased from two to three| The third
padding scheme provides resistance against [certain at-
tacks at very low cost, especially in applicatjons where
it is not a problem to prepend the length tq the infor-
mation.

The optional processes of the previous normative An-
nex A have been integrated into the main bqdy.

Three new schemes have been included:

e MAC Algorithm 4 provides an improved way of in-
creasing the key length. It is strongly reqommended
to use this algorithm in combination with Padding
Method 3; in that case it provides better security
than MAC Algorithm 3 at a comparabl¢ cost;

o MAC Algorithm 5 provides increased| resistance
against birthday forgery attacks;

The following tables present a comparison of the secu-
rity level of the MAC algorithms described in this part of
ISO/IEC 9797. It is assumed that the block cipher has
no weaknesses. Table 1 indicates the main properties of
the MAC algorithms. As Padding Method 1 allows for
a trivial forgery, the comparison considers only Padding
Methods 2 and 3. Table 2 and Table 3 present the best
known attacks for block ciphers with n = 64 and k = 56
(e.g., the Data Encryption Algorithm [5]). Most of these

e MAC Algorithm 6 provides both an increased key
length and an increased resistance against birthday
forgery attacks.

While several alternative ways exist to improve the basic
CBC-MAC, the proposed solutions not only provide ad-
ditional security, but are relatively simple, which makes
them easy to analyse and implement.

13
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Table 1: Properties of MAC algorithms. # Keys denotes the number of independent block cipher
keys. The efficiency denotes the number of encipherments to process a data string of ¢n bits.

Lnumber | MAC Algorithm Llnitial Transf. Output Transf. Padding # Keys | efficiency l

1.1 1 1 1 2 1 t+1
1.2 1 1 1 3 1 t+2
2.1 2 1 2 2 1 t+2
2.2 2 1 2 2 2 t42
3 3 1 3 2 2 t 3
4.1 4 2 2 2 2 473
4.2 4 2 2 3 2 t+4
5 3 1 1 2 1 2t + 1
6 6 2 2 2 2 2t +

Table 2: Estimated security levels for n = 64, &k =56y and m = 64; the security level is determiined by four
numbers: ¢ff-line block cipher encipherments, known data string/MAC pairs, chosen data §tring/MAC
pairs, and jon-line MAC verifications

key recovery forgery
number | brute force shortcut guess xor birthday
1.1 ] [2%,1,0,0] — [0,0,0,2%) (0,1,0,0] [0,2%,1,0]
1.2 | [2%,1,0,0] — (0,00, 2%9) — [0,232,1, 0]
2.1 | [2°%,1,000] — [0,0,0,2% — [0,2%21,0]
2.2 | [212,150,0] [257,2,0,0] [0,0,0, 2% — (0,232, 1,0]
31 [2M22,0,0] [257,232,0,0] [0,0,0,2% — 0,23 1,01
[2%%,1,0, 2% [0,1,0, 2%
41 [2112,2,0,0] [2%8,232,2,01 [0,0,0,25% — [0.232 1,0]
(258 1,1,2%6)F | [258 1,1,25]t
4.2 | [2112)2,0,0] [257,232,2%0 0] | [0,0,0,2%% - [0,232,1,0)
5| [2%°,1,0,0] — [0,0,0, 2% — —
6 | [2112,2,0,0] — [0,0,0, 259 — (0,254,254 0]

t Can be precluded by prepending a serial number to the data string in combination with Padding Method 3

14


https://iecnorm.com/api/?name=3b18ae97db1d4528b642706123285bfb

© ISO/IEC ISO/IEC 9797-1:1999(E)

Table 3: Estimated security levels for n = 64, k = 56, and m = 32; the security level is determined by four
numbers: off-line block cipher encipherments, known data string/MAC pairs, chosen data string/MAC
pairs, and on-line MAC verifications

key recovery forgery
| number [ brute force shortcut guess Xor birthday
1.1 | [25%,2,0,0] — [0,0.0,2%% {0,2,2%,0] (0,232,232 0t
1.2 | [2%5,2,0,0] — (0,0.0,2% — (0,232 232 0]t
2.1 | [2%%.2,0,0] — [0,0,0,2% — (0,232,232 0]
2.2 | [2112.4,0,0] [257,2%2,232)0] | [0,0,0,2%] — [0, 232,232 0]t
[2%8,4,0,0]
31 [211%,4,0,0] [257,232,2%2 0] | [0,0,0,2%% — (0,232,232 0]t
(259 932 0, (]
(938 9.0, 25]
4.1 | [2'12,4.0,0] [278,232,2%0.0] | [0,0,0,2% — (0,232 232 g}t
4.2 | [2112.4,0,0] [278,232,25%9 0] | [0,0,0,2% — [0, 285232 0]t
5| [2%6,2,0,0] — [0,0,0, 2% — —
6 | [2!'%,4,0,0] — [0,0,0.2%] — [0, 254, 2% 01

t Can be precluded by prepending a serial number to the data string in combinatipn with Padding Method 3

Table 4: Estimated security levels for n = 128, k = 128, and\yn = 64; the security level is d¢termined
by four numbers: off-line block cipher encipherments, known data string/MAC pairs, chpsen data
string/MAC pairs, and on-line MAC verifications

key recovery forgery
| nupber | brute force  shortcut guess xor birthday
1.1 | [2!8,2,0.0] — (0,000,254 [0,2,232.0] (0,254,254 o1t
1.2 | [21%8,2,0,0] — {050, 0, 254 — (0,264,254 o]
2.1 | [21%%,2,0,0] o [0,0,0,2% — (0,254 254 0]
51 [21%8,2,0,0] - [0,0,0,2% — —

t Chn be precluded by prepending a serial number to the data string in combination with Padding Method 3

Table 5: Estimated security levels for n = 128, k = 128, and m = 32; the security level is d¢termined
by four numbers: <off-line block cipher encipherments, known data string/MAC pairs, chpsen data
string/MAC pairs,Jand on-line MAC verifications

key recovery forgery
| number | brute force  shortcut guess xor birthday
1.1 | [21%8,4,0,0] — [0,0,0,23% [0,2,28,0) [0,254 2%, 0]
1.2 | [2!28,4,0,0] — [0,0,0,2% — [0,254,2% 0]
2.1 | [21%8,4,0,0) — [0,0,0,2% — (0,254, 2% 0t
5 1 [2128,4,0,0] — [0,0,0,23% - —

t Can be precluded by prepending a serial number to the data string in combination with Padding Method 3
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