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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work. In the field of information technology, ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1.
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide Directory services. A set of such
systems, together with the Directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB) is typically
used to facilitate communication between, with or about objects such as application-entities, people, terminals and
distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing

systems:

—  from different manufacturers;
— under different managements;

This Recopnmendation | International Standard defines the replication capabilities provided by Directory sy9

(DSAs) to

of different levels of complexity; and
of different ages.

improve the level of service to Directory users.

fem agents

This Reconmendation | International Standard provides the foundation frameworks upon which’industry profiiles can be

defined by

be mandatpd for use in certain environments through profiles. This eighth edition technically revises and en

seventh ed

This eightfp edition specifies versions 1 and 2 of the Directory protocols.

The first ahd second editions specified only version 1. Most of the services and protocols specified in this
designed tp function under version 1. However, some enhanced serviges and protocols, e.g., signed errof
function upless all Directory entities involved in the operation have,negotiated version 2. Whichever versio

negotiated| differences between the services and between the protocols defined in the eight editions, excep
specifically assigned to version 2, are accommodated usingcthe‘rules of extensibility defined in Rec. ITU
ISO/IEC 9p94-5.

Annex A,
Directory

Annex B,
reports thal

tion of this Recommendation | International Standard.

vhich is an integral part of this Recommendation | International Standard, provides the ASN.1 mog
hadow abstract service.

vhich is not an integral part of this Recommendation | International Standard, lists the amendments
| have been incorporated to form this:edition of this Recommendation | International Standard.

other standards groups and industry forums. Many of the features defined as optional in these framefvorks may

hances the

pdition are
s, will not
N has been

t for those
-T X.519 |

ule for the

and defect

iv
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection — The Directory: Replication

1 Scope

This Recommendation | International Standard specifies a shadow service which Directory system agents (DSAs) may
use to replicate Directory information. The service allows Directory information to be replicated among DSAs to improve

service to Directory users. The shadowed information is updated, using the defined protocol, thereby imp
service provided to users of the Directory.

roving the

ormative reterences

The following Recommendations and International Standards contain provisions which, through reference i
constitute provisions of this Recommendation | International Standard. At the time of publication, the edition
were valid. All Recommendations and Standards are subject to revision, and parties to agreements bas
Recommendation | International Standard are encouraged to investigate the possibility of applyingthe most red
of the Redommendations and Standards listed below. Members of IEC and ISO maintajnregisters of curr
Internatiorfal Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of curr
ITU-T Reqommendations.

n this text,
5 indicated
ed on this
ent edition
ently valid
ently valid

2.1 dentical Recommendations | International Standards

- ecommendation ITU-T X.500 (2016) | ISO/IEC 9594-1:2017y Information technology — Opén Systems
Interconnection — The Directory: Overview of concepts, modéls and services.

- ecommendation ITU-T X.501 (2016) | ISO/IEC 9594-2:2017, Information technology — Opén Systems
Interconnection — The Directory: Models.

- ecommendation ITU-T X.509 (2016) | ISO/IEC 9594-8:2017, Information technology — Opgn Systems
Interconnection — The Directory: Public-key and\attribute certificate frameworks.

- ecommendation ITU-T X.511 (2016). |(ASO/IEC 9594-3:2017, Information technology — Opgn Systems
Interconnection — The Directory: Abstract'service definition.

- ecommendation ITU-T X.518 (2016) | ISO/IEC 9594-4:2017, Information technology — Opgn Systems
Interconnection — The Directory{ Procedures for distributed operation.

- ecommendation ITU-T X.519 (2016) | ISO/IEC 9594-5:2017, Information technology — Opén Systems
Interconnection — The Directory: Protocol specifications.

- ecommendation ATU<T X.520 (2016) | ISO/IEC 9594-6:2017, Information technology — Opén Systems
Interconnection« The Directory: Selected attribute types.

- ecommendation ITU-T X.521 (2016) | ISO/IEC 9594-7:2017, Information technology — Opg¢n Systems
Interconnection — The Directory: Selected object classes.

- ecommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract Syntax

otation One (ASN.1): Specification of basic notation.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic Directory definitions

The following term is defined in Rec. ITU-T X.500 | ISO/IEC 9594-1:
—  (the) Directory.

Rec. ITU-T X.525 (10/2016) 1
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3.2 Directory model definitions

The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) distinguished name;
b) Directory information tree (DIT);
c) DSA-specific entry (DSE);
d) DSA information model;
e) DSA information tree;
f)  Directory system agent (DSA).

3.3 Abstract service definitions
The follov ;Ilu termris-defiretHRee -5t i ISOHEC9594-3*
d) request;

) requestor.

3.4 Distributed operation definitions

The following terms are defined in Rec. ITU-T X.518 | ISO/IEC 9594-4:
access point;
knowledge information;

Q)

o
— — ~ — —

name resolution;

naming context;

non-specific subordinate reference;
f) subordinate reference.

35 Protocol definitions

The following term is defined in Rec. ITU-T X.519 | ISO/IEC 9594-5:
d) application-association.

3.6 Replication definitions
The following terms are defined in this Recommendation | International Standard:

3.6.1 grea prefix: The sequence of RDNs and associated administrative information common to all entrips within a
replicated prea.

3.6.2 attribute completeness: Indicates whether or not all user attributes are included in an entry-copy.

3.6.3 gache-copy A~ copy of an entry (or part of an entry) whose consistency with its corresponding entry is
maintained by means-eutside the scope of this Directory Specification.

3.6.4 daching: The process of creating cache copies. This process is outside the scope of this Directory Spgcification.

3.6.5 conmsumerreference—Theaccesspointof theshadowconsumer:
3.6.6 entry-copy: Shadowed information from an entry.

3.6.7 extended knowledge: Those subordinate and non-specific subordinate references that would be included as
subordinate knowledge if the replicated area were extended to the lower boundary of the naming context.

3.6.8 master DSA: The DSA which has administrative authority for a naming context. All adds, deletes and
modifications to entries in this naming context are done by the master DSA. The master DSA may enter into shadowing
agreements with other DSASs to provide copies of a subset of a naming context (see unit of replication).

3.6.9 primary shadowing: Shadowing where the shadow supplier is the master DSA.
3.6.10 replicated area: A subtree of the DIT for purposes of shadowing.

3.6.11 replication: The process by which copies of entry and operational information are held by DSAs other than the
master DSA.

2 Rec. ITU-T X.525 (10/2016)
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3.6.12  replication base entry: The distinguished name of the root vertex of a replicated area.
3.6.13  secondary shadowing: Shadowing where the shadow supplier is not the master DSA.
3.6.14  shadow consumer: A DSA that receives shadowed information.

3.6.15 shadow operational binding: The relationship between two DSAs, one acting as a supplier of replicated
information and the other as its consumer.

3.6.16  shadow service: The service provided to perform shadowing between two DSAs that have entered into one or
more shadowing agreements.

3.6.17  shadow supplier: A DSA that provides shadowed information. This DSA may or may not be the master DSA.

3.6.18 shadowed DSA specific entry (SDSE): A unit of shadowed information which is associated with a specific
name; it represents the information taken from a DSE which is shadowed.

T 71Shadowed
is conceptually held both by the shadow supplier and the shadow consumer for the purposes.of. the shadow
protocol and comprises a tree shaped structure of shadowed DSEs.

3.6.20
Directory

hadowing: Replication between two DSAs whereby shadowed information is copied and-maintained using the
nformation Shadowing Protocol.

3.6.21 dhadowing agreement: The terms specific to a particular agreement required for shadowing to occlir between
a pair of DISAs.

3.6.22  dubordinate completeness: Indicates whether or not subordinate knowledge“is complete for an entfy-copy.
3.6.23  dupplier reference: The access point of the shadow supplier.

3.6.24  ynit of replication: A specification of the information to be shiadowed, including (optionally) gubordinate
knowledgd information.

4 Abbreviations

For the pugposes of this Recommendation | International Standard, the following abbreviations apply:

ACI Access Control Information

DIB Directory Information Base

DISP Directory Information Shadowing Protocol
DIT Directory Information Tree

DMD Directory Management'Domain

DSA Directory System.Agent

DSE DSA-Specific’Entry

DUA Directory User Agent

LDAP Icightweight Directory Access Protocol
RDN Relative Distinguished Name

SDSE Shadowed DSA-Specific Entry

TCP/IP Transmission Control Protocol/Internet Protocol
5 Conventions

The term "Directory Specification™ (as in "this Directory Specification") shall be taken to mean Rec. ITU-T X.525 |
ISO/IEC 9594-9. The term "Directory Specifications"” shall be taken to mean the X.500-series Recommendations and all
parts of ISO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the CCITT X.500-series Recommendations and the ISO/IEC 9594:1990
edition.

Rec. ITU-T X.525 (10/2016) 3
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This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition of
the Directory Specifications, i.e., the 1993 edition of the ITU-T X.500-series Recommendations and the
ISO/IEC 9594:1995 edition.

This Directory Specification uses the term third edition systems to refer to systems conforming to the third edition of the
Directory Specifications, i.e., the 1997 edition of the ITU-T X.500-series Recommendations and the ISO/IEC 9594:1998
edition.

This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of Recs ITU-T X.500, ITU-T X.501, ITU-T X.511, ITU-T X.518,
ITU-T X.519, ITU-T X.520, ITU-T X.521, ITU-T X.525, and ITU-T X.530, the 2000 edition of ITU-T X.509, and
parts 1-10 of the ISO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e., the 2005 edition of the ITU-T X.500-series Recommendations and the ISO/IEC 9594:2005
edition.

This Direcfory Specification uses the term sixth edition systems to refer to systems conforming to the sixth. edjtion of the
Directory $pecifications, i.e., the 2008 edition of the ITU-T X.500-series Recommendations and the ISOIEC [9594:2008
edition.

This Direcfory Specification uses the term seventh edition systems to refer to systems conforming to the sevepth edition
of the Directory Specifications, i.e., the 2012 edition of the ITU-T X.500-series-Recommendations and the
ISO/IEC 9p94:2014 edition.

This Direcfory Specification uses the term eighth edition systems to refer to systems.conforming to the eighth edition of
the Direcfory Specifications, i.e., the 2016 edition of the ITU-T X.500%series Recommendationy and the
ISO/IEC 9p94:2017 edition.

This Direcfory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types pnd values
are refererjced in normal text, they are differentiated from normal text by presenting them in the bold Cqurier New
typeface. The names of procedures, typically referenced when specifying the semantics of processing, are differentiated
from normial text by displaying them in bold Times New RomanxAccess control permissions are presented ifi italicized
Times New Roman.

If the iters in a list are numbered (as opposed to using/~=" or letters), then the items shall be considered] steps in a
procedure.

6 Replication in the Directory

Replicated| (copied) information can exist'in the Directory. Shadowing is the mechanism for replication defined in this
Directory $pecification. Directory information can also be replicated by means outside this Directory Specificption, such
as caching| Any such alternative means of replication will need to ensure that exactly one instance of each replicated entry
is identifief as the master copy,ifithe Directory and DSA abstract services are to be used.

Service cdntrols provide the_ability to control whether replicated information may be used in support of Directory
operations| regardless ofthereplication mechanism used to acquire the copy. DISP is protected by the underlyifg protocol
as defined |in Rec. ITU<T-X.519 | ISO/IEC 9594-5.

6.1 Caching

One methad-sfreplicating-Directory—information-is-cas
governed by local policies, and therefore outside the scope

6.2 Shadowing

Another method of replicating Directory information is shadowing. An overview of the Directory information shadow
service is found in clause 7. Before shadowing can occur, an agreement, covering the conditions under which shadowing
may occur is required. Although such agreements may be established in a variety of ways, such as policy statements
covering all DSAs within a given Directory management domain (DMD), the shadowing is always between a pair of
DSA. The technical parameters for the subsequent shadowing are specified as part of the resulting shadowing agreement.
Components of the shadowing agreement are defined in clause 9.

Once the terms of the agreement have been established, the DSAs may initiate, modify and subsequently terminate the
shadowing agreement. This may be done through a shadow operational binding as defined in clause 8.

4 Rec. ITU-T X.525 (10/2016)
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This shadowing service for the Directory is based on the models established in Rec. ITU-T X.501 | ISO/IEC 9594-2, to
satisfy the requirements outlined in Rec. ITU-T X.500 | ISO/IEC 9594-1. The protocol specification for shadowing and
conformance requirements are provided in Rec. ITU-T X.519 | ISO/IEC 9594-5. In addition, this Directory Specification
provides the definition of an operational binding for the purpose of initiating, modifying, and terminating shadowing
agreements between DSAs. This operational binding type is defined using the tools specified in Rec. ITU-T X.501 |
ISO/IEC 9594-2.

The Directory information shadow service is defined in clause 10. The actual shadowing occurs through the set of
operations defined in clause 11. These operations accommodate the transfer of Directory information and updates to the
shadowed information.

The use of shadowed information by a DSA to satisfy a Directory request is described in Rec. ITU-T X.518 |
ISO/IEC 9594-4.

6.3 Shadowing functional model

In the stan]iardized form of Directory replication, termed shadowing, a DSA may assume the role of shadow SlIAppIier, the
source of shadowed information, or shadow consumer, the recipient of shadowed information. The role'played by a DSA
when engdging in standardized replication activities (shadow supplier or shadow consumer) is always withf respect to
another D$A which plays the reciprocal role (shadow consumer or shadow supplier).

A given DA may assume both roles, either:

with respect to different DSAs for the same or different units of replication; or

with respect to a single DSA (which plays the reciprocal role) for different units of replication.

The shadoing functional model addresses two approaches to shadowing Direetary information:

-+ a primary shadowing policy requires that each shadow consumer receives its updates directly from the
master DSA for the unit of replication;

+ asecondary shadowing policy permits a shadow consumer to assume the shadow supplier role with respect
to shadow consumers not having a shadowing agreement directly with the master DSA.

The charagteristics of these two policies and their approach\to addressing performance, availability, relipbility and
recovery afe described below.

6.3.1 Primary shadowing

Figure 1 dg¢picts primary shadowing. In this case, the' shadowing policy in effect has the following characterisfics:
d) the master DSA is the only shadew supplier for a replicated area;
B) each shadow consumer has.a-direct shadowing agreement with the master DSA,

@) onlyread, compare, seareh, and list operations may be performed at a shadow consumer holding shadowed
information. All modification operations are directed to the master DSA.

Because it[allows for the placement of copies of often requested information, or knowledge of it, closer to thg requestor,
this appropch may be used“to satisfy the performance requirement. Also, because this approach provides for the
redundancy of individualientry or knowledge information, it is possible, in a primitive sense, to provide for availability,

reliability,[and recovery:
/s

consumer
DSA

Shadow
consumer
DSA

Shadow
consumer
DSA

DUA or
LDAP
client

DUA or
LDAP
client

— Shadow updates X.525(12)_FOL

Figure 1 — Primary shadowing

Rec. ITU-T X.525 (10/2016) 5


https://iecnorm.com/api/?name=4dbe219441273fdbe2341384effb1faf

ISO/IEC 9594-9:2017 (E)

6.3.2 Secondary shadowing

Figure 2 depicts secondary shadowing. In this case, the shadowing policy in effect has the following characteristics:

a)

a direct shadowing agreement with the master DSA as their shadow supplier.

b) Other shadow consumers may have a shadowing agreement with a shadow supplier that is not
for the unit of replication. The shadowing agreements between the master DSA and its direct shadow

consumers may, however, have an impact on secondary shadowing agreements.

information. All modification operations are directed to the master DSA, either directly (if a

The master DSA is not the only shadow supplier for a replicated area. Only some shadow consumers have

the master

Only read, compare, search, and list operations may be performed at a shadow consumer holding shadowed

secondary

shadow consumer DSA has knowledge of the master DSA) or indirectly via the shadow supplier DSA(S).

Secondary shadowing is very similar to primary shadowing in the way that it provides for performance, availability,
reliability and recovery. It differs in that it relieves the single master DSA of the burden of directly supplying all shadow

consumers
shadow co

7 N
The Direct

with the shadowed Information. This Is a desirable combination In environments where a large
hsumers are holding the same shadowed information.

DUA or
LDAP

client

Master
DSA

Shadow
consumer
and shadow

supplier
DSA

s> Shadow updates

Shadowr

consumer
DSA

DUA or
LDAP
client

X.525(12)_F02

Figure 2 — Secondary shadowing
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which are introduced in 7.3.

a-bperations,

The use of shadowed information to satisfy Directory requests is described in Rec. ITU-T X.518 | ISO/IEC 9594-4.

7.1 Shadowing agreement

Before shadowing can occur, an agreement for shadowing is established between the administrative authorities of the
Directory management domains involved in the shadowing. This agreement for shadowing may be multilateral with
respect to DSAs, in that it may cover all shadowing permitted among the set of DSAs concerned. The agreement may
include any set of terms acceptable to the administrative authorities. For example, the agreement may specify policy
information related to security, charging, or other special conditions.

A shadowing agreement is the specific agreement for a particular instance of shadowing between a pair of DSAS
(the shadow consumer DSA and the shadow supplier DSA). This agreement may be explicit (e.g., contractual) or implicit
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(e.g., covered by the general terms of an agreement for shadowing as defined above). Each shadowing agreement has a
unique identifier used in all protocol exchanges associated with the agreement. Other parameters of a shadowing
agreement include a specification of the unit of replication, the update mode and possibly the access point of the master
DSA for the shadowed information. Access control information is always included in shadowed information and therefore
need not be explicitly specified.

Initially, the representation of the shadowing agreement within a DSA (shadow supplier or shadow consumer) is created
by an off-line administrative process. It represents essentially a template whose technical parameter values are
subsequently validated during the initiating phase of the agreement and possibly modified during modification operations
on the agreement. The method of storing this agreement is beyond the scope of this Directory Specification. Some
technical aspects of the shadowing agreement may be exchanged via protocol and are discussed in detail in clause 9.

Although the shadowing agreement will normally provide a true representation of the technical parameters related to the
Directory information shadow service, there may be exceptional cases in which policy overrides the technical
specification resulting in a service inconsistency. For example, there may be certain attributes or attribute values that are
withheld fprSecurity Teasons. It may De the case that SecUrity policy prevents disclosing the mere existenge of these
attributes, [in which case it would be a violation to represent in the shadowing agreement the fact thatythey are being
withheld. In this type of situation, the behaviour of the shadow supplier DSA will be as if the technical-specifigation were
a true representation. Thus, users with access to the sensitive data will receive different views of.the”affecfed entries,
dependingfon whether they access the master or a shadow consumer.

7.2 $hadowed information

Shadowed|information is the logical set of information which is replicated by the shadow consumer. A replicdted area is
a subtree of the DIT defined for purposes of shadowing. The three components of-shadowed information are:

d) Prefix information: Information relevant to entries within the.replicated area which, with respect to the
DSA information model, is positioned between the area prefix and the root DSA-specific entry (DSE).
This may contain administrative entry and subentry information.

B) Areainformation: Information about DSEs whose names fall within the replicated area.
q¢) Subordinate information: Information about knowledge references subordinate to the replicategl area.

Figure 3 illustrates the derivation of shadowed information.

__________________ m——— - O——————————— -
Root—————— / ' /
Context Prefix ——————————» !
Naming|Context ’:'re?
1? R Prefix Informgition
Syfb-entry ' Subentry had
t
. Er}try . : “— Glue | shadow
Replication ——— N donsumer
Basg Entry A ' A if DISP
Re licated . I o
Replicafed Area Arga Area Information
v v

Subd
Knowl

edge

/_/ ~ Yhordinate Information
Subentries

Knowledge Unit of Replication Shadowed Information X.525_F03

Prescriptive ACIL

Figure 3 — Shadow supplier derivation of shadowed information

As illustrated at the left of Figure 3, the replicated area is always fully contained within a single naming context. The root
of the subtree representing the replicated area is called the replication base entry. Subordinate knowledge may also be
replicated. Implicit in the subordinate knowledge is the access control information which governs access to the relative
distinguished name (RDN) of the subordinate knowledge. When the subordinate entry is an administrative point in another
DSA, then part of this access control information may be held in prescriptiveACI in subentries beneath the
subordinate knowledge. This knowledge, the refined replicated area, and the area prefix constitute the unit of replication.

Rec. ITU-T X.525 (10/2016) 7


https://iecnorm.com/api/?name=4dbe219441273fdbe2341384effb1faf

ISO/IEC 9594-9:2017 (E)

This means that the specification of a unit of replication may extend beyond the naming context; however, the replicated
area itself is limited to the naming context. From this unit of replication specification, the shadow supplier can derive a
representation of the shadowed information, which, as shown at the right of the figure, includes the prefix information,
the area information (representing information held by DSEs in the replicated area), and (optionally) subordinate
information. This shadowed information is subsequently conveyed by protocol to the shadow consumer which then
integrates the information into its own DSA information tree. The shadowed information is built out of shadowed DSEs
(SDSEs), which are discussed in 7.2.1. The establishment of shadowed information is discussed in 7.2.2.

Figure 4 illustrates the derivation of shadowed information where extended knowledge is included.
__________________ ——————- —_———————
Root ————— '
ConteytPrefix .
Area .
Prefix Prefix Informttion
Naming [Context :
! Tp shadow
Replication . \’ consumer
Bas¢ Entry . ir] DISP
) Replicated Area Informafion
Replicatqd Area Area
Subofdinate Y e ey S ——— A = — - L —
Knopvledge ' Subordinate Informftion
X.525_FOf
Unit of Replication Shadowed Information
Figure 4 — Shadow supplier derivation of shadowed information with extended knowledge
7.2.1 $hadowed DSA-Specific Entries (SDSES)
Shadowed [DSA-specific entry (SDSE): That information being shadowed that is associated with a specific pame. The
SDSE represents the information shadowed\from a DSE in the shadow supplier to a DSE in the shadow consumer, and is
therefore not part of the DSA Information\Model.
An SDSE |s analogous to a DSE and-consists of:
+  SDSE type (always);
-+ user attributes (derived from entry information for DSEs corresponding to entries that are to be ghadowed);

operationalattributes (present as required);

subordinate-completeness flag (for area and subordinate information only);
attribute-completeness flag (present for area information only);
attribute-values-incomplete flag (present for area information only).

7211 SDSE type

DSE types are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2. SDSE type, as specified in 11.3.1.1, is analogous to DSE
type, but has fewer relevant options: root, glue, cp, entry, alias, subr, nssr, admPoint, subEntry and sa.

7.2.1.2 Subordinate-completeness flag

The subordinate-completeness flag is a Boolean that is present for SDSEs within the area information and subordinate
information. If the shadow supplier does not intend to provide information about subordinate completeness, the value

FALSE iS U

The flag is

sed for each SDSE. Otherwise the flag has the following semantics:

TRUE only if one of the following conditions is met for a particular SDSE:

a) itrepresents a leaf entry;

Rec. ITU-T X.525 (10/2016)


https://iecnorm.com/api/?name=4dbe219441273fdbe2341384effb1faf

ISO/IEC 9594-9:2017 (E)

b) the replicated area contains SDSEs for each subordinate entry and each subordinate reference known to
the master DSA, and if the SDSE represents an NSSR, this knowledge is represented in the SDSE.

The flag is FALSE if one of the following conditions is met for a particular SDSE:

a) the subordinates known to the master for that particular SDSE are not all present in the shadowed
information;

b) inthe case of a shadow supplier DSA performing secondary shadowing, if its shadow supplier had set the
flag to FALSE or if its shadow supplier had set the flag to TRUE and the secondary shadow supplier chooses
to set its to FALSE.

7.2.1.3 Attribute-completeness flag

The attribute-completeness flag is a Boolean and is TRUE if, and only if, all user attributes of the entry, all relevant
collective attributes, all values of such user or collective attributes, and all context information associated with those

Va|UES arerpresent fortha SNCE 1+ 10 Aanhy nracant faAr CNCEe Anntatnina ARty tnfarmatian
y CrPTreStrt o tHC O DO Tt 1o Oy P sttt OO o= S SOy Tt y oo o

The attribyte-completeness flag is not used with respect to Directory operational attributes; it is always assumdd that they
are not all present in the SDSE.

7.2.1.4  Attribute-values-incomplete flag

The attribyte-values-incomplete flag is a list of the attribute types present in the SDSE for which not all attrifpute values
are presen{ in the SDSE. It is only present for SDSEs containing entry information.

NOTE + Attribute values may be missing because of selective shadowing based on contexts,

7.2.2 EEstablishment of shadowed information

The shaddwed information represents three basic types of information:prefix information, area information, and
subordinatp information. Each of these is discussed in the following subelauses.

7.2.2.1 Prefix information

If the replitated area does not start immediately below the root ofithe DIT, the shadowed information will incljide SDSEs
for each entry that is part of the area prefix of the replicated area (the path down from the root of the DIT fto, but not
including, the replication base entry, and any relevant subentries). SDSEs for prefix information are constructefl as shown
below.

Q)
~

If the DSE is an administrative point.that has attributes pertaining to the replicated area, or that{has one or
more associated subentries whose subtree scope includes some or all of the replicated area, the BDSE is of
type admPoint. If the DSE is“also of type cp, the corresponding SDSE is of additional tyde cp. Any
attributes that are relevant foithe replicated area are included in the SDSE. The administrativeRole
attribute shall be included* in all administrative point SDSEs which are relevant to the|shadowed
information.

) For subentries below the administrative point for which the subtree scope includes some of all of the
replicated area; SDSEs of type subentry may be included in the shadowed information. If the subtree
scope of sueh a’subentry does not include the replicated area or parts of it, no SDSE for this suljentry need
be included:*Collective attributes, schema and access control information selected for the area ipformation
are represented in SDSEs of type subentry.

dq) TFhere'is an empty SDSE of type root for the root DSE.
@)~ <{If the DSE is only of type cp, the SDSE is of type cp.

e) All other DSEs not described in a), b), ), or d) are represented as SDSEs of type glue and will only
represent the RDN of the entry.

There are no subordinate-completeness flags in area prefix SDSEs.

7.2.2.2 Areainformation

All entries in the shadow supplier information tree that are included in the replicated area are represented in the shadowed
information as SDSEs of type entry (unless removed by filtering). These SDSEs contain the attributes of the entries as
selected by the attribute selection of the shadowing agreement. Collective attributes held in subentries are selected in the
same manner as other attributes and are represented in SDSEs of type subentry. If any attributes of an entry have been
selected for inclusion in the shadow, the objectClass attribute and the relevant entry access control information will
be included in the SDSE for that entry. The attribute-completeness flag is set to indicate whether all user attributes in the
DSE and all relevant collective attributes are present for the SDSE. The collectiveExclusions operational attribute,
if present, is always included in the SDSE.
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If the DSE is of type admPoint, the corresponding SDSE is of additional type admPoint and SDSES of type subentry
for all relevant subentries immediately subordinate to the administrative point DSE are included in the shadowed
information. The rules for inclusion of subentries are stated in 7.2.2.1.

If the DSE is of type cp, the corresponding SDSE is of additional type cp.

If subordinate knowledge is specified, and if the DSE is of type nssr, the corresponding SDSE is of additional type nssr
and the nonSpecificKnowledge attribute shall be included.

If filtering has been applied to the replicated area, the resulting shadowed information may no longer be contiguous. There
may be entries that have been removed by filtering that cause the tree structure of the shadowed information to break
down. For each entry that has been removed by filtering, the following rules are applied:

a) If there are SDSEs subordinate to that entry within the shadowed information that are not filtered out, an
SDSE of type glue for the removed entry is added to the shadowed information. The subordinate
completeness flag is set as specified in 7.2.1.2. As this SDSE contains no entry information, it has no
attribute completeness flag. If the entryAcI operational attribute is present and holds relgvant ACI,
e.g., naming, then the attribute (containing at least the relevant ACI) shall always be includéed injthe SDSE.

) If there are no other SDSEs subordinate to the entry within the shadowed information} the sybordinate-
completeness flag of the SDSE for the entry immediately superior to the removed'entry is sef to FALSE
and the SDSE for the removed entry is excluded from the shadowed information,

q) If the DSE is of type admPoint, it is always shadowed and the administrativeRole fttribute is
included.

Each SDSE in area information has a subordinate-completeness flag. The conditionsfor setting this flag arg specified
in7.2.1.2.

7.2.2.3 $ubordinate information

The type gf subordinate information required (i.e., master access points, shadow access points, or both; agd whether
extended Knowledge is to be included or not) is specified in the shadewing agreement.

If subordirjate knowledge is supplied, subordinate references directly below the replicated area (master, shadgw, or both
types of kijowledge as appropriate) are included as SDSEs of type subr, complete with the appropriate knoyvledge and
access control information.

If subordinate knowledge is supplied, and the supplying DSE (of type subr) is also of type admPoint, ther] the SDSE
shall additjonally be of type admPoint and the administrativeRole attribute shall be supplied. If such p DSE has
any immedliately subordinate subentries containing prescriptiveacI relating to the administrative point| then they
shall also fe supplied as SDSEs in the shadowed information.

NOTE + A DSE can be of type subr and.admPoint in a superior DSA, when the naming context in the subordinate DSA is the start
of a newy administrative area.

If extendeq knowledge is specified,\subordinate references below (but not immediately subordinate to) the repliicated area
(master, sadow, or both) are. included as SDSEs of type subr or nssr, complete with the appropriate knowledge and
access corntrol information.\Subordinate glue SDSEs shall be inserted to maintain connection with SDEEs in the
replicated area. This mayscreate glue SDSES which are either within or below the replicated area. No other glue SDSES
are provided to suppertsubordinate information.

If subordjnatesisspecified, then the supplier shall send subordinate entries and a subordinate reference, andfthe SDSEs
will be of fyp€ subr, entry, and cp. The subordinate entries shall contain attributes according to the attribut¢ selection.
In addition,tf:the supplying DSF is of type admPoint, then the SDSF shall additionally be of type admPailnt and the
administrativeRole attribute shall be supplied. All appropriate subentries, with only the appropriate information,
below the admpPoint DSE shall also be supplied as SDSEs in the shadowed information.

subr and nssr SDSES carry a subordinate-completeness flag. glue SDSEs added for the purpose of extended knowledge
carry no subordinate-completeness flag and are always assumed to be incomplete (with respect to subordinate
knowledge).

More detailed information on the unit of replication and the representation of shadowed information is contained in 9.2.

7.3 Shadow operations

Shadowed information is transmitted from the shadow supplier to the shadow consumer by using Directory shadow
operations. These operations provide two fundamentally different models for updating shadowed information:

—  shadow supplier-initiated shadowing (a "push™ model); and
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—  shadow consumer-initiated shadowing (a "pull” model).
These models are described more fully in clause 10.

In either model, the information transmitted by protocol takes one of two forms:

— total in which the complete set of information within the replicated area is transmitted. Each element is an
SDSE;

— incremental in which only changes to the replicated area are transmitted. Each element is an SDSE change.
SDSE changes reflect the net effect of changes that have been made to the corresponding DSEs in the
replicated area since the previous update, whether these changes originally occurred as a result of changes
to individual DSEs (adds, deletes, etc.) or as a result of changes to multiple DSEs (e.qg., resulting from a
ModifyDN operation).

Three shadow operations are defined. The coordinateShadowUpdate operation is used in the push model to enable
the shadow lier to indicate the shadowin reement for which it intends to send an te, to indicate the time the
last updatg was sent for that agreement, and the intended update strategy (e.g., total or incremental)\l{ a positive
result is regeived in response t0 a coordinateShadowUpdate operation, the shadow supplier uses the-updalteShadow
operation {o convey the shadowed information or the changes in the shadowed information, as indi¢ated by [the update
strategy. Fpr the pull model, the shadow consumer uses a requestShadowUpdate operation to indicate the phadowing
agreement|for which it wishes to receive an update, the time supplied in the last update for that agreement, and the desired
update strategy. If the parameters of the requestShadowUpdate operation are acceptable~to the shadow [supplier, a
positive repult is sent to the shadow consumer. The shadow supplier uses the updateshadow operation to fonvey the
shadowed jnformation or the changes to the shadowed information, as indicated by the update strategy. These|operations
are describjed in detail in clause 11.

7.4 I[DSA Shadow Bind and DSA Shadow Unbind operation

The DsAshadowBind and DSAShadowUnbind operation, defined in 741 and 7.4.2 respectively, are used by a DSA at
the beginn|ng and the end of a particular period of providing shadow updates.

74.1 [DSA Shadow Bind
A dsashaHowBind operation is used at the beginning of a périod of providing shadows.
dSAShadogwBind OPERATION ::= dSABind

The comppnents of the dsashadowBind are thg“same as the components of dsaBind (see Rec. ITU{T X.518 |
ISO/IEC 9p94-4) with the following differences:

7.4.2 [DSA Shadow Unbind

The unbingling at the end of a period of‘providing shadows is for the Open System Interconnection (OSI) efvironment
specified ip 7.6.4 and 7.6.5 of Rec\NTU-T X.519 | ISO/IEC 9594-5 and for the Transmission Control Protogol/Internet
Protocol (TCP/IP) environment in'9.2.2 of Rec. ITU-T X.519 | ISO/IEC 9594-5.

8 $hadow,eperational binding

This clausg defines the operational binding type for shadowing. It uses the elements and mechanisms of the DSA
Operationdl Framework defined in Rec. ITU-T X.501 | ISO/IEC 9594-2.

The shadow operational binding type may be Used to administer a shadowing agreement reached between the
administrative authorities of two DSAs. Otherwise, the administration of such an agreement is outside the scope of this
Directory Specification. An instance of this operational binding type creates the environment in which shadow operations
can be carried out between the two DSAs. Each instance is identified by an OperationalBindingID also referred to as
AgreementID. The AgreementID is modified in a modifyOperationalBinding operation.

8.1 Shadow operational binding type characteristics

8.1.1 Symmetry and roles

The shadow operational binding type is an asymmetrical type of operational binding. The two roles in a binding of this
type are:

—  the role of the shadow supplier (associated with the abstract role "A");
—  the role of the shadow consumer (associated with the abstract role "B").

Rec. ITU-T X.525 (10/2016) 11


https://iecnorm.com/api/?name=4dbe219441273fdbe2341384effb1faf

ISO/IEC 9594-9:2017 (E)
A detailed description of the concept of roles is given in Rec. ITU-T X.501 | ISO/IEC 9594-2.

8.1.2 Agreement

The agreement that has to be exchanged during the establishment of the shadow operational binding or subsequent
modifications is defined by the ASN.1 type shadowingAgreementInfo defined in 9.1.

8.1.3 Initiator

The establishment, modification, and termination of the shadow operational binding can be initiated by either the DSA
with role shadow supplier (ROLE-A) or by the DSA with role shadow consumer (ROLE-B).

8.14 Establishment parameters

No additional parameters are transferred during the establishment of the operational binding.

8.1.5 Type identification

The shadoyv operational binding information object is identified by the value of the ID field of the class.assighed as part
of its definfition.

8.2

A set of operations has been defined for managing operational bindings (see Rec. ITU-T X501 | ISO/IEC 9994-2). The
use of thege operations for management of a shadow operational binding is described_in 8.2.1 to 8.2.3 below. These
procedured apply to DSAs which support the directoryOperationalBindirigManagementAC, as [efined in
Rec. ITU-T X.519 | ISO/IEC 9594-5. In the event of a protocol loss while initiatiog) modifying, or terminatin%a shadow

SA procedures for operational binding management

operationa) binding, neither success nor failure can be assumed. It is the responsibility of the initiator to epsure both
parties reagh a common understanding of the state of the operation. Should the responder receive a proposal t¢ activate a
shadowing agreement with an existing ID, it shall return a duplicateID error as defined in Rec. ITU-T X.501 |
ISO/IEC 9p94-2. Procedures for management of the shadow operational binding for DSAs which do not qupport the
directoryOperationalBindingManagementAC are outside thecope of this Directory Specification.

8.2.1 stablishment procedure

Once an agreement for shadowing has been made betweet\two Administrative Authorities (using procedures putside the
scope of |this Directory Specification), a shadowing agreement between two DSAs is activated with an
establishOperationalBinding operation, as défined in Rec. ITU-T X.501 | ISO/IEC 9594-2. As argumgnts to this
operation, the initiating DSA supplies the AgreementID for the instance of the binding, the role of the initiatigg DSA for
this binding instance (shadow supplier or shadew consumer), and the ShadowingAgreementInfo.

AgreementID ::= OperationalBindingID

AgreementID identifies the shadlewing agreement being activated. It shall be unique between the pair of D$As, and is
used in suljsequent operations to4dentify this agreement.

If other pafameters are included, they are ignored.

The valueq for the parameters in ShadowingAgreementInfo are simply accepted or rejected; there is no rjegotiation.
The responding DSA does not have the option of returning a modified set of acceptable parameter values. Assuming a
successful]outcome of the request to establish a shadow operational binding, the shadow supplier and shadow consumer
have the s

me information in their shadowing agreement.

If the establishOperationalBinding is successful, the shadowing agreement becomes active.

Errors returned in response to an establishOperationalBinding Operation are interpreted according to the error
description in Rec. ITU-T X.501 | ISO/IEC 9594-2.

8.2.2 Modification procedure

8.2.2.1 Moadification of the agreement

Modification of the parameters of a shadowing agreement is agreed as part of the agreement for shadowing. Modification
of these parameters results in a new shadowing agreement being established. The parameters of the agreement may be
exchanged using a modifyOperationalBinding operation. The DSA Administrative Authorities should consider the
effect of agreement modification on any secondary shadows prior to the modification operation as these secondary
agreements may be required to be modified, updated or terminated.
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The modification procedure does not allow modification of the name of the replicated base entry or the DSA's roles.

The arguments to the modifyOperationalBinding are the AgreementID for this instance of the binding, the
AgreementID for the binding after the operation has been applied, the role of the DSA for this binding instance (shadow
supplier or shadow consumer), and the new ShadowingAgreementInfo. The values for the parameters of the
ShadowingAgreementInfo for the modify operation are accepted or rejected; there is no negotiation. Assuming
a successful outcome to the request for a modification of the shadow operational binding, the shadow consumer and
shadow supplier have the same information in their shadowing agreement.

After the modification operation, the data associated with the prior agreement remains in the shadow consumer and
becomes the shadowed information for the new agreement. This does not preclude the shadow consumer requesting a
total refresh. An update of the shadowed information may be required to remove inconsistencies between prior shadowed
data and data required to be shadowed as specified in the UnitOfReplication associated with the new shadowing
agreement.

Errors ret 9 the error

descriptior] in

Rec. ITU-T X.501 | ISO/IEC 9594-2.
8.2.2.2 Update of secondary shadow information

Either the|shadow supplier or shadow consumer may signal, with the establishment of the opetational bipding, that
secondary ghadow information should be supplied by the shadow consumer to the shadow supplier of the replicated area.
The seconglary shadow information indicates the set of DSAs holding commonly usable €opies of the replicated areas.
A DSA acting as both a shadow consumer and shadow supplier for different shadowing agreements fof the same
replicated prea conveys in this information to its shadow supplier with a value of the ModificationParamefer.

Modificz:ionParameter : := SEQUENCE {
secondaryShadows SET OF SupplierAndConsumers,
}

secondarlyShadows contains a complete set of secondary shadow RSAaccess points holding commonly usgful copies
of the replicated area.

8.2.3 Termination procedure

Terminatign of the operational binding deactivates the shadowing agreement. The termination is accomplishefd by either
the shadow supplier or the shadow consumer initiatingithe terminateOperationalBinding operation as gpecified in
Rec. ITU-T X.501 | ISO/IEC 9594-2. No additional‘parameters are defined for the terminateOperationallBinding
operation. [Conditions may have been specified aspart of the bilateral agreement regarding subsequent treatment of the
data upon [termination, such as the removal 6f-the shadowed information from the shadow consumer DSA within a
specified time. Such conditions take effect upon termination. In the event that a shadow operational binding is ferminated,
the shadowy consumer shall deactivate any.secondary shadowing agreements dependent on information in the hadowing
agreement|in question. The deactivation of secondary shadowing agreements is independent of and typically happens
sometime gfter the original terminateOperationalBinding Operation.

If the terpinateOperatignalBinding is successful, the shadowing agreement ceases to be active.

Errors retyrned in response to a terminateOperationalBinding operation are interpreted according tp the error
descriptior} in Rec. IFU<T X.501 | ISO/IEC 9594-2.

8.24 Operations and procedures

The operdtions that can be executed in the active state of a shadow operational binding are thoge defined
within the shadowConsumerInitiatedAC and shadowSupplierInitiatedacC application contexts defined in
Rec. ITU-T X.519 | ISO/IEC 9594-5:

—  updateShadow oOperation;

— requestShadowUpdate Operation;
—  coordinateShadowUpdate Operation.

These operations are defined in clause 11. The associated service is defined in clause 10.

8.3 Operational binding

This subclause defines the shadow operational binding information object class as an instance of the class OPERATIONAL-
BINDING as defined in Rec. ITU-T X.501 | ISO/IEC 9594-2.

Rec. ITU-T X.525 (10/2016) 13


https://iecnorm.com/api/?name=4dbe219441273fdbe2341384effb1faf

ISO/IEC 9594-9:2017 (E)

shadowOp

erationalBinding OPERATIONAL-BINDING ::= {

AGREEMENT ShadowingAgreementInfo
APPLICATION CONTEXTS
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which the
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Authoritie
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adowSupplierInitiatedAC

PLIES TO {All-operations-supplier-initiated}} |
dowConsumerInitiatedAC

PLIES TO ({All-operations-consumer-initiated}}}
TRIC

-A { -- shadow supplier role
TABLISHMENT-INITIATOR TRUE
TABLISHMENT-PARAMETER NULL
DIFICATION-INITIATOR TRUE
RMINATION-INITIATOR TRUE }

-B { -- shadow consumer role
TABLISHMENT-INITIATOR TRUE
TABLISHMENT-PARAMETER NULL

ITRUL

IFICATION-PARAMETER ModificationParameter

INATION-INITIATOR TRUE}
id-op-binding-shadow }

tions-consumer-initiated OPERATION ::
stShadowUpdate | updateShadow}

tions-supplier-initiated OPERATION ::
inateShadowUpdate | updateShadow}

adowingAgreementInfo is defined in 9.1.

hadowing agreement

owing takes place between two DSAs, an agreement cévering the terms of the shadowing is requ

red. There

quirement to establish the policy covering the shadowing which can occur. Administrative Authgrities may

rmation to

to configure the environment to enable the shadowing to occur, including identification of the infg

hadowing will occur. In some cases, an explicit-shadowing agreement, contractual in nature, may
bes, the shadowing agreement may be implicit, based on the agreement for shadowing between Ad
of the relevant DMDs.

to the parameters of a shadowing agreement (see below), this agreement for shadowing may inc
for the treatment of the data gpon termination of the agreement, such as for the removal of
n upon termination (or modification) of the shadowing agreement itself. Administrative Authoritie
factors affecting interoperability when establishing agreements.

ng agreement is requited before shadowed information may be shared between any pair of O
the technical parameters of the agreement, specifying update frequency, replicated area and inform

Wwing agreefrient may be activated by its inclusion in an establishOperationalBinding Op)

e required.
inistrative

bd and the type of update, etc. The types of agreements required will vary depending on the environa:ent within

ude policy
shadowed
5 also need

SAs. This
ation to be

eration (as

8.2.1) or.by means outside the scope of this Directory Specification. In addition, a shadowing agre
d through a modifyOperationalBinding Operation (as outlined in 8.2.2). No negotiation of pal

ent’is supported by the operational binding management protocol. The parameters are either

9.1 Shadowing agreement specification

The shadowing agreement is specified as:

ShadowingAgreementInfo ::= SEQUENCE ({
shadowSubject UnitOfReplication,
updateMode UpdateMode DEFAULT supplierInitiated:onChange:TRUE,
master AccessPoint OPTIONAL,

secondaryShadows [2] BOOLEAN DEFAULT FALSE }

ement may

shadowSubject specifies the subtree, entries and attributes to shadow. The components of the UnitOfReplication
are defined in 9.2.
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updateMode specifies when updates of a shadowed area are scheduled to occur. The components of UpdateMode are
defined in 9.3.

master contains the access point of the DSA containing the mastered area. This element is optional and need only be
supplied for optimization purposes.

secondaryShadows permits secondary shadow information to subsequently be supplied to the shadow supplier.

9.2 Unit of replication

This subclause describes how portions of the DIT can be replicated by defining the granularity of the DIT information
that can be shadowed. The unit of replication is defined within the Directory information model, and a specification
mechanism is provided. The shadowing mechanism in the Directory is based on the definition of the subset of the DIT
that will be shadowed. This subset is called a unit of replication.

Because slia 6 he-Diree s-ofty-de v As-therets—aeonstrairtthat-they shadowed
informatiop shaII be completely Wlthln a smgle DSA The specmcatlon of the unit of repllcatlon may extendl beyond a
naming coptext, but the replicated area is limited to the naming context.

The unit df replication comprises a three-part specification which defines the scope of the portion-of the|DIT to be
replicated,|the attributes to be replicated within that scope, and the requirements for subordinate\knowledge. The unit of
replicationf also implicitly causes the shadowed information to include policy informationin-the form of pperational
attributes held in entries and subentries (e.g., access control information) which is to b Used to correct]y perform
Directory ¢perations. The policy information to be included begins at an autonomous administrative point and|extends to
the replication base entry, but does not include it.

The unit of replication is specified as:

UnitOfReplication ::= SEQUENCE {
area AreaSpecification,
attributes AttributeSelection,
knowledge Knowledge OPTIONAL,
subordinates BOOLEAN DEFAULT FALSE,
contexltSelection ContextSelection OPTIONAL,
supplylContexts [0] CHOICE {
allContexts NULL,
selectedContexts SET SIZE (1..MAX).\OF CONTEXT.&id,
... |} opTIONAL }
AreaSpedification ::= SEQUENCE {
contej:Prefix DistinguishedName,
repligationArea SubtreeSpecification,
o}
Knowledge ::= SEQUENCE {
knowledgeType ENUMERATED {

d area and
ledge from
a first level DSA, the contextPrefix component is empty. SubtreeSpec:Lf:Lcat:Lon is defined in Rec. ITU-T X.501
| ISO/IEC 9594-2. The names used in area shall be the primary distinguished names, without context information or
alternative distinguished values.

attributes defines the set of attributes to be shadowed. It includes specification of user attributes (including collective
attributes) and operational attributes, as described in 9.2.2.

knowledgeType defines the knowledge references to be shadowed. It includes specification of the type of references
(master/shadow) to be shadowed as well as whether the knowledge requested is extended knowledge.

master indicates that only references to master naming contexts are to be supplied.
shadow indicates that only references to commonly usable replicated areas are to be supplied.

both indicates that references to both master and shadowed naming contexts are to be supplied.
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If extendedKnowledge is specified, then all subordinate and non-specific subordinate references of the naming context,
which are subordinate to the area prefix are included in the unit of replication. To achieve this, glue SDSEs are included,
as necessary, in the shadowed information to represent all entries between the lower boundary of the replicated area and
the subordinate knowledge references.

subordinates is used to indicate that subordinate entries, rather than simply subordinate references, are to be copied to
the consumer DSA. subordinates may only be TRUE if knowledge is requested and extendedKnowledge iS FALSE.

contextSelection is used to refine further the information selection. It may be used to select which attribute values of
the attributes selected in attributes are to be shadowed. Only attribute values selected by contextSelection shall
be shadowed. Selection is based on the same rules as described for entry information selection in 7.6.2 of Rec. ITU-
T X.511 | ISO/IEC 9594-3. contextSelection iS also applied to the alternative distinguished values of naming
attributes and so may affect the names of SDSEs (it is not applied to the primary distinguished values which are always
shadowed). If contextSelection is not specified, then all attribute values for all attributes in attributes shall be
shadowed _ (i.e.. default contexts are not applied to UnitOfReplication as they are for
EntryInflormationSelection).

supplyContexts indicates that the shadow consumer wishes to receive context information associated\with the attribute
values thatl are selected to be replicated. If allcontexts is specified, then all context informationyis'Suppli¢d with the
attribute values that are shadowed. If selectedContexts is used, then only context information.of the type(3) specified
is supplied with the attribute values that are shadowed. If supplyContexts is omitted, then-the supplying|DSA shall
supply attrjbute values devoid of all context information.

supplyContexts iS not applied to the distinguished attribute values shadowed aS-part of the SDSE name. If any
alternative| values are included in an AttributeTypeAndDistinguishedValue, il an RDN in the SDSI, then the
associated|context list shall also be included for the primary distinguished value-and all the alternative digtinguished
values in the AttributeTypeAndDistinguishedValue.

The following subclauses define the components of the unit of replicatigh indetail. Support, by a shadow supplier DSA,
for varioug components is optional as specified in 13.3.1 of Rec. ITUST)X.519 | ISO/IEC 9594-5.

9.2.1 Area specification

The replicated area is specified by defining a subtree of thecDIT and refining that subtree to exclude those pprtions not
required. The refinements include a filtering of entries, based on their object class. These stages are described in 9.2.1.1
and 9.2.1.4.

9.2.1.1 $ubtree boundary specification

The first sfage is to specify the shape of the subtree that is to be shadowed within a DSA. This is done by drawing the
boundary |of the subtree based on the(tree structure using the subtree specification mechanism as pefined in
Rec. ITU-T X.501 | ISO/IEC 9594-2, The component base Of SubtreeSpecification iS used to provide the
replicationbase entry of the unit of replication relative to the context prefix from which the replicated area ws derived.
The chop|component of subtreeSpecification is used to define the lower boundary of the subtree that is to be
shadowed.|The entries that can be’referenced by either the specificExclusions Or the maximum componentfare limited
by the lowgr boundary of the naming context holding the replication base entry. If the chop component is absgnt, the unit
of replication includes the\whole subtree starting with the base and proceeding down to the lower boundary of the naming
context.

The compgnentminimum shall not be used to specify a subtree to be shadowed.

9.2.1.2 Subtree refinement

The next stage of refinement is to apply a filter to the selected subtree. The specificationFilter component of
SubtreeSpecification is used to specify the filter. Filtering is done on object class only.

Filtering may result in a unit of replication that is no longer a connected subtree in the DSA, from the viewpoint of the
Directory Information Model. For such subtrees glue DSEs are required to be supplied for as many entries as are needed
to build a connected subtree in the shadow consumer.

9.2.2 Attribute selection

This further stage of refinement of the unit of replication specifies the attributes (user, collective and Directory
operational) to be shadowed.
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to those specified here, access control operational attributes, createTimestamp and modifyTimestamp are
luded in a unit of replication. Also, if knowledge is specified (as defined in 9.2.3), the knowledge operational

attributes will be included in the shadowed information and need not be enumerated as part of this attribute selection.

The createTimestamp and modifyTimestamp shall be provided by the shadow supplier in the shadowed information
(entries and subentries). The createTimestamp shall be conveyed in the SDSEContent during a total refresh or if a

new shado

w DSE is added. The modifyTimestamp shall always be conveyed in the sSDSEContent if present in the

shadow supplier's DSE for that entry or subentry.

The following attributes shall be provided by the shadow supplier in the shadowed information (entries and subentries):
- pwdModifyEntryAllowed

— pwdChangeAllowed

—  pwdMaxAge

The follow

The attribd
informatio
particular

——pwdExpiryhAge
pwdMinLength
pwdVocabulary,
pwdAlphabet,
pwdDictionaries,
pwdExpiryWarning

pwdGraces
pwdFailureDuration
pwdLockoutDuration
pwdMaxFailures
pwdMaxTimeInHistory
pwdMinTimeInHistory
pwdHistorySlots
pwdRecentlyExpiredDuration
pwdEncAlg

ing attributes shall be provided by the.shadow supplier in the shadowed information (entries):
pwdStartTime
pwdExpiryTime
pwdEndTime
userPwdHistadry
userPwdRecentlyExpired
pwdAdniinSubentryList
te selection shall be specified to reflect, if at all possible, any restrictions on shadow consumer adcess to the

. However, it is possible that some security policies may cause very limited exceptions to this nprm where
nfofmation is withheld from the shadowed information.

The principles of attribute selection are:

a) The selection takes place within the shadow supplier DSA, in accordance with AttributeSelection at

the time of shadowing. There are no actions whatever that are applied by the shadow consumer DSA.

b) Attributes that are to be selected for shadowing, SDSE by SDSE, can be selected on the basis of the class

of the entries and/or subentries being shadowed, or for generic use within all shadowed entries.

NOTE 1 — This permits flexibility such as either shadowing the telephoneNumber attribute for all entries which have this attribute
or shadowing the telephoneNumber attribute only for entries of class organizationalUnit.

AttributeSelection ::= SET OF ClassAttributeSelection
ClassAttributeSelection ::= SEQUENCE {
class OBJECT IDENTIFIER OPTIONAL,

classAttributes ClassAttributes DEFAULT allAttributes:NULL }
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ClassAttributes ::= CHOICE {
allAttributes NULL,
include [0] AttributeTypes,
exclude [1] AttributeTypes,
}
AttributeTypes ::= SET OF AttributeType

Each element of AttributeSelection iSa ClassAttributeSelection element, and specifies the attribu

tes that the

shadow supplier is to select for shadowing. Specification of attributes for an object superclass also applies to any

subclasses of the named class. If the class is omitted, the selection applies to all classes.

The default al1attributes specifies that all user attributes (including collective attributes) are to be included. If there
are relevant collective attributes associated with the class, the appropriate collectiveAttributeSubentrys are
implicitly included. If any Directory operational attributes (other than access control, timestamps and knowledge) are to

be included, they shall be identified in the include element of the specification.

Attributes pre implicitly included in the case where allattributes is specified. In addition, when using th

E exclude

specificatipn, any attributes contained in an entry which are not explicitly excluded are implicitly)included. The

specificatipn of an attribute supertype implicitly includes any subtypes of that attribute.

Explicit imclude Or exclude Of a collective attribute for a particular class results in the certesponding ifclusion or

exclusion ¢f the collective attributes in the holding subentries.

Where entties belong to more than one of the specified classes, the specifications are cumulative. In the case of
specificatipns, include has priority over explicitly excluded attributes and exc1udehas priority over implicit
attributes.

NOTE 2 - If a specific collective attribute is shadowed, it may be returned by the.shadow consumer as part of Entry

even if it has not been specifically included for that entry by AttributeSelection. This'is because the AttributeSelection
considefed by the shadow consumer in fulfilling the abstract service.

9.2.3 $ubordinate knowledge

The next sfage in defining the unit of replication is the inclusion ef subordinate knowledge. This knowledge n
subordinatp knowledge of either master or shadowed naming*contexts and may include specific and/or n
references] Additionally, such subordinate knowledge references may be included in the unit of replication, ¢
are not immediately subordinate to entries in the Tteplicated area, in which case they are refen
extendedKnowledge references. They shall still bessubordinate to the areaPrefix.

9.24 ubentries

Subentriesfare included in the unit of replication for access control, schema, collective attributes, contexts defau
rules and gassword policy as describedbelow.

9.24.1 ccess control information

conflicting
y included

nformation
value is not

ay include
bn-specific
ven if they
fed to as

Its, search-

It is the regponsibility of the shadow supplier to provide properly transformed access control information for ech item in

the unit of{replication. The nature of the transformation is specified as part of the shadowing agreement and
simple as the identity transformation.

NOTE 1 - For exdmple, the transformation may reflect a local policy that states it is not necessary to shadow permis:
to contrplling modification of the shadowed items. Such a policy is consistent with the read-only nature of shadowed

The followingaccess control information shall always be shadowed:

may be as

ions related
nformation.

a) the operafional atiribufe accessControlScheme, fOr €ach access control specific area In
replication;

b) prescriptive access controls relevant to the reading of the replicated information and

he unit of

found in

access-control-specific or inner points or their subentries within the replicated area up to and including the
first access-control-specific or autonomous administrative point encountered proceeding from the area

prefix towards the root;
c) entry access controls relevant to the reading of each entry shadowed,;

d) if the entry is refined out, the replacement glue SDSE shall contain the necessary access control

information, e.g., reading.

The shadow consumer shall enforce access control using the shadowed access control information.

NOTE 2 — It is desirable that changes in access control policy, as expressed by ACI, should be propagated to shadowing DSAs
(and other DSASs) as soon as possible. Such changes may cause (for example) the initiation of a (normal) incremental refresh
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exchange to affected DSAs, without regard for any particular periodic strategy. The refresh would include (for consistency) any
other updates pending to the unit of replication. A similar consideration may apply when changes are made to a
groupOfUniqueNames attribute if it pertains to access control.

9.2.4.2 Schema information

The schema information required by a shadow consumer to accommodate the shadowed information in its DSA
Information Tree and to satisfy Directory query operations on that shadowed information needs to be shadowed as part
of the unit of replication.

The relevant operational attributes of the subschema subentry are always included in the unit of replication.

9.2.4.3 Entry collection information

Collective attributes are included in or excluded from the unit of replication as user attributes. If allAttributes iS
specified, all corresponding collectiveAttributeSubentrys are implicitly included in the unit of replication. If user
attributes EXplicitly inciu i ani icati \Y iDUTES, i ibites of the
collectifveAttributeArea are included in the unit of replication.

9.2.4.4 $earch-rule information

To the extent that search-rules are required to be enforced by the shadow consumer, the setviceAdminfSubentry
subentries ghall be included in the unit of replication.

9.2.45 PRassword policy information

To have the password policy enforced by the shadow consumer, the pwdPolicySubentry subentries shall Qe included
in the unit jpof replication.

9.25 Frinciples for the use of SDSE information

The SDSE|information supplied by a total or incremental refresh shallbéwsed to generate a set of DSEs that cprresponds
precisely tp the set of SDSEs defined by the unit of replication, with.the following exceptions:

+ the DSEType value shall become equal to the SDSEType Vvalue after setting the shadow bit and resetting
all bits not permitted in SDSEType;

-+  the consumer DSA may create and maintditradditional operational attributes for local purposed.

It is possibjle for such a DSE to coincide with other.DSEs (i.e., having the same name). This can occur as a respilt of other
shadowing agreements, or because the shadowed information shares common DSEs with those held as master ipformation
or as crosq references by the DSA. Where sueh.a coincidence exists, the DSA shall maintain the DSE arising from the
shadowing agreement as an independent pigce-of information, except that later information, derived from the same master
copy, can glways supersede earlier information where this is detectably the case.

As an examnple, the naming context Q.is shadowed, as Q', to the DSA holding the superior naming context. This causes
the contex| prefix at Q to be superimposed on the subordinate reference DSE B' which points to B, the cortext prefix
of Q. In th|s case, the subordinate reference DSE shall be maintained separately from the shadowed context pfefix.

9.2.6 Overlapping.replicated areas

A shadow Fonsumer{may optionally be involved in two or more shadowing agreements specifying overlapping replicated
areas. The procedures to be followed by DSAs that do not support overlapping replicated areas are defined in 9.2.6.1. The
procedureq to/be-followed by DSAs that support overlapping replicated areas are defined in 9.2.6.2.

9.2.6.1 ProceduresforDSAsnotsupportingovertapping replicatedareas

This subclause defines the procedures to be followed by shadow consumers that do not support overlapping replicated
areas.

A shadow consumer shall not engage in two or more shadowing agreements whose UnitOfReplication specifies
overlapping replicated areas. However, the shadow consumer may encounter cases where non-overlapping replicated
areas share prefix or other information, resulting in overlapping area prefix SDSEs. A similar situation occurs when an
SDSE overlaps mastered information. Thus, any subentry SDSESs within prefix information may be subject to separate
(uncoordinated) updates from different shadowing agreements. Changes in subentries (such as prescriptive access control
information) need to be associated with particular data, and updates reflecting such changes will only be sent for relevant
shadowing agreements. Subentries and administrative entries for shadowing agreements which share prefix or other
information with DSEs from other sources (e.g., master information or other shadowing agreements) need to be logically
maintained separately and associated with the appropriate unit of replication.
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9.2.6.2 Procedures for DSAs supporting overlapping replicated areas

This subclause defines the procedures to be followed by shadow consumers that support overlapping replicated areas.

Each replicated area (associated with a shadowing agreement) shall be represented in the shadow consumer by a separate
"information plane". When the shadowed information associated with a shadowing agreement is updated, only the
"information plane™ that represents that shadowed information shall be affected.

When performing a Directory interrogation operation on a given replicated area, a shadow consumer shall do one of the

following:

a)

Select an "information plane" that is capable of satisfying the specified Directory operation. The procedure

used to select the appropriate "information plane" is outside the scope of this Directory Specification. Once

an appropriate "information plane" is found, only the shadow DSEs contained in that "

plane" are

considered during the execution of the Directory operation, i.e., information contained in other

"information planes™ is ignored.

NOTE -
current

9.3 {

The upda
informatio

UpdateMo

) Consider the aggregate of shadowed information the shadow consumer holds for the relevant
area by merging the shadow DSEs from different "information planes" into one single'set
DSEs, one for each replicated entry. If the resulting shadowed information is capable of sat
Directory operation, execute the latter on the resulting set of shadow DSESs.

A shadow DSE resulting from the union of all shadow DSEs representing a given replicated entry should conf
Ehadowed information from the set of all applicable “information planes”.
Jpdate mode

FeMode argument in the shadowing agreement specifies when updates are expected to occur for
.

de ::= CHOICE {

suppli
cons

}

rInitiated [0] SupplierUpdateMode,
rInitiated [1] ConsumerUpdateMode,

SupplierUpdateMode ::= CHOICE {

onCha.

e  BOOLEAN,

scheduled SchedulingParameters,

}

ConsumerUpdateMode ::= SchedulingParameters

The compgnents of updateMode are defined:in 9.3.1 through 9.3.3.

For each s
update. Th
either party

adowing agreement, a choice’has to be made between the shadow supplier or shadow consumer in

in a shadowing agreement from initiating (or attempting to initiate) an update at times outside thos

bythEup1:teMode

If rule-b
any shado

9.3.1 R

sed-accesé=control is in place, the clearance of the peer DSA needs to be checked against tf
ved attributevalue to check that the peer DSA has the clearance to access the data.

upplier-update mode

replicated
Df shadow
sfying the

hin the most

shadowed

tiating the

is is specified by selecting-supplierInitiated Or consumerInitiated. This choice does ngt preclude

e specified

e label for

In Suppli

erUpdateMode, onChange indicates that the shadow supplier is expected to provide updates wh

bn changes

occur within the replicated area as specified by the unit of replication. Should the shadow consumer be unavailable, the
shadow supplier shall resend the update within an appropriate, locally-defined, time period. If, due to the unavailability
of the shadow consumer, a number of changes are outstanding, the shadow supplier may transmit them within one single
updateShadow operation.

scheduled allows updates from the shadow supplier to be scheduled as specified by SchedulingParameters.

9.3.2 Consumer update mode

In ConsumerUpdateMode the scheduling of the update requests is as specified by the SchedulingParameters.

9.3.3 Scheduling parameters

The schedulingParameters provide the information required to schedule the requests for updates.

Scheduli

20

ngParameters ::= SEQUENCE {
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periodic PeriodicStrategy OPTIONAL, -- shall be present if othertimes
-- is set to FALSE
othertimes BOOLEAN DEFAULT FALSE,

}

Scheduling can be based on a periodic basis (periodic), an exception basis (othertimes) or a combination of both.

If present, periodic indicates that update windows are expected to occur on a regular basis. PeriodicStrategy IS
used to specify the windows by providing a start time of the first window, the size of each window, and the amount of
time between windows. These parameters provide guidance as to when updates are expected to occur; however, updates
may also be attempted, for a number of reasons, outside the windows specified.

PeriodicStrategy ::= SEQUENCE {
beginTime Time OPTIONAL,
windowSize INTEGER,

updateInterval INTEGER,
}

Time ::5 GeneralizedTime
--|as per 46.3 b) and c) of Rec. ITU-T X.680 | ISO/IEC 8824-1

beginTi-:]e specifies the start time of the first window.
windowSilze is the length of the update window in seconds.

updateInterval is the interval between the start of one update window and the start\of the next update wihdow. The
interval is pxpressed in seconds.

If beginTime is not specified, the update strategy starts at the time the shadowing-agreement is activated.

othertinfes indicates that updates can be scheduled according to local requirements. When this is set as part of the
shadowing agreement, then the shadow supplier may include the updateWindow parameter during shadow update
operations(to signal the window for the next expected update.

If periodic is present and othertimes iS TRUE, a window;selected by UpdateWindow in an updafteShadow
operation, for as a result of a coordinateShadowUpdate Or réquestShadowUpdate Operation, has preceflence over
those specified in PeriodicStrategy (€.0., if othertimes-calls for a later time than the next periodic updatg according
to PeriodlicStrategy), the PeriodicStrategy time IS ignored.

10

The Directory information shadow service defined here provides the Directory with a mechanism to provide gnd support
replicated jnformation. The use of shadowed information to satisfy Directory requests is described in Rec. ITJ-T X.518
| ISO/IEC P594-4.

irectory information shadow service

Once a shgdowing agreement has.been activated, shadowing may take place in the form of updates by using|operations
of the irectory Information Shadowing Protocol (DISP). Three distinct operations are |available:
coordinateShadowUpdate, updateShadow and requestShadowUpdate. Descriptions of how these opdrations are
used for shfadow supplierinitiated update and for shadow consumer initiated update are provided in 10.1 and 40.2 below.
In both cages, the updatesfor a particular agreement are sent in a single operation. The operations themselves gre defined
in clause 1Jl and the.associated errors in clause 12.

10.1

This subclause describes shadow supplier initiated update using the coordinateShadowUpdate and updateShadow
operations. The coordinateShadowUpdate operation, invoked by the shadow supplier, identifies the shadowing
agreement for which the shadow supplier intends to send an update.

hadow supplier initiated service

Upon receipt of a positive acknowledgement, the shadow supplier sends the update for the shadowing agreement by using
the updateShadow operation.

Otherwise the shadow consumer responds with a shadowError. The circumstances under which particular errors will be
returned are defined in clause 11.

Although the coordinateShadowUpdate operation applies to only a single shadowing agreement, several shadowing
agreements can be updated within a single application-association. For any one shadowing agreement, the
coordinateShadowUpdate operation (request and result) shall precede the updateShadow operation. Only one
instance of the updateshadow operation can be invoked per coordinateShadowUpdate instance. For any one
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shadowing agreement, there can only be a single coordinateShadowUpdate operation for which the response and
updateShadow Operation are outstanding at any one time.

Under certain circumstances, a failure of underlying services may be detected by the shadow supplier and/or shadow
consumer (e.g., as a result of an OSI/IDM reject or an abort). If such an indication is received at any point prior to receipt
of a positive response to the updateShadow operation, the shadow supplier shall assume that the combination of
coordinateShadowUpdate and updateShadow failed. If the shadow consumer receives such an indication at any point
prior to responding to the updateShadow operation, the shadow consumer shall also assume that the entire combination
failed. Assuming such a failure, the shadow consumer, upon receipt of another coordinateShadowUpdate Operation
for this shadowing agreement, shall disregard any previously outstanding coordinateShadowUpdate rather than return
an error. Procedures for recovery are outside the scope of this Directory Specification.

10.2 Shadow consumer initiated service

This subclatise—teseribes—shatte -EOnsthe inttiatec-tpate—tsing—the S eShadow
operations| The requestShadowUpdate operation, invoked by the shadow consumer, identifies the, shadowing
agreement|for which the shadow consumer wishes to receive an update.

If the pardmeters in the RequestShadowUpdateArgument are acceptable to the shadow supplier, a resplt will be
returned although no information will be conveyed with it. The shadow supplier sends the update for the fhadowing
agreement|using the updateShadow operation.

Otherwise [the shadow supplier responds with a shadowError. The circumstances under which particular erfors will be
returned are defined in clause 11.

Although the requestsShadowUpdate operation applies to only a single shadowing agreement, several shadowing
agreement§ can be updated within a single application-association. For=any one shadowing agregment, the
requestShadowUpdate operation (request and result) shall precede the dpdateShadow operation. Only ofe instance
of the upflateShadow operation can be invoked per requestShadowUpdate instance. For any one ghadowing
agreement| there can only be a single requestShadowUpdate operation for which the response and updajfteShadow
operation gre outstanding at any one time.

Under cerfain circumstances, a failure of underlying services ‘may be detected by the shadow supplier andfor shadow
consumer {e.g., as a result of an OSI/IDM reject or an abort).4f such an indication is received at any point prioj to receipt
of a positive response to the updateshadow operation; the shadow supplier shall assume that the comlpination of
requestShadowUpdate and updateShadow failed:, If the shadow consumer receives such an indication af any point
prior to regponding to the updateshadow operationh, the shadow consumer shall also assume that the entire cifmbination

failed. Assuming such a failure, the shadow supplier, upon receipt of another requestShadowUpdate operatjon for this
shadowing agreement shall disregard any previously outstanding requestShadowUpdate rather than retun an error.
Procedureg for recovery are outside the-scope of this Directory Specification.

11 hadow operatians

The operations of the Directory Information Shadowing Protocol (DISP), used by shadow suppliers a:lud shadow
consumers|to realize thie-Directory information shadow service described in clause 10, are defined in 11.1 thfough 11.3.
The associpted errors are defined in clause 12.

111 oordinate Shadow Update operation

The coordinateShadowUpdate operation is used by the shadow supplier to indicate the shadowing agreement for
which it intends to send updates. The arguments of the operation may be signed (see 7.14 of Rec. ITU-T X.511 |
ISO/IEC 9594-3) by the shadow supplier. If the target component of the SecurityParameters (see 7.10 of Rec.
ITU-T X.511 | ISO/IEC 9594-3) in the request is set to signed, the shadow consumer may sign a possible result.
Otherwise, the result shall not be signed.

coordinateShadowUpdate OPERATION ::= ({
ARGUMENT CoordinateShadowUpdateArgument
RESULT CoordinateShadowUpdateResult
ERRORS {shadowError}
CODE id-opcode-coordinateShadowUpdate
}

CoordinateShadowUpdateArgument ::=
OPTIONALLY-PROTECTED { CoordinateShadowUpdateArgumentData }
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CoordinateShadowUpdateArgumentData ::= [0] SEQUENCE ({
agreementID AgreementID,
lastUpdate Time OPTIONAL,
updateStrategy CHOICE {
standard ENUMERATED {

noChanges (0),
incremental (1),
total (2),

other EXTERNAL,

securityParameters SecurityParameters OPTIONAL,

-}

CoordinateShadowUpdateResult ::= CHOICE {
null NULL;
info tion OPTIONALLY-PROTECTED{ CoordinateShadowUpdateResultData },

-}

CoordinateShadowUpdateResultData ::= [0] SEQUENCE ({
agreementID AgreementlID,
lastUpdate Time OPTIONAL,

COMPONENTS OF CommonResultsSeq }

11.1.1  Coordinate Shadow Update parameters
The various parameters have the following meaning.
The agrelmentID argument identifies the shadowing agreement as defined in 9.1.

The 1astPpdate argument indicates the time provided by the shadow supplier in the most recent successfu] update. It
shall be abgent if there has been no previous successful update fer.the shadowing agreement, or if the shadow consumer
requires a full update even if there have been no changes to the'shadowed information, e.g., to recover from efrors.

The updatestrategy argument identifies the update strategy the shadow supplier intends to use for this updgte. Within
the choice|of standard, the shadow supplier may _select noChanges (indicating no modifications to the| shadowed
informatioh), incremental (indicating incremental‘changes), or total (indicating a complete replacement|of the unit
of replication).

The optior] noChanges should only be used:when the shadow supplier wishes to inform the shadow consurher that no
modificatipns have occurred to the replicated area since the last update (e.g., in the case where a regularly|scheduled
update is fexpected). This shall be.folowed by an updateShadow oOperation with RefreshInformatjon Set to
noRefresh.

The secugityParametersargiment is defined in 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3. The target] parameter
value is sgt t0 none. ThelsecurityParameters argument shall be included if the argument is to be sighed by the
shadow supplier.

11.1.2  Coordinate Shadow Update success

Should the request succeed a result shall be returned. If the result is to be signed by the shadow conpumer, the
SecurityParam - : : skq (see 7.4
of Rec. ITU-T X 511 | ISO/IEC 9594 3) shall be mcluded in the result If the result is not to be S|gned by the shadow
consumer, no information shall be conveyed with the result.

11.1.3  Coordinate Shadow Update failure

Should the request fail, a shadowError shall be reported. Circumstances under which the particular shadow problems
will be returned are defined below.

An invalidAgreementID Shadow problem is returned if the shadow consumer DSA does not recognize the
AgreementID Specified within the set of AgreementIDs with this shadow supplier DSA.

An inactiveAgreement shadow problem is returned if the shadow consumer DSA recognizes the AgreementID as a
valid AgreementID for this shadow supplier DSA, but the shadow consumer DSA understands that the AgreementID
is inactive.
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An unsupportedStrategy shadow problem is returned if the shadow consumer DSA does not support the refresh
strategy selected by the shadow supplier DSA for this shadowing agreement.

A missedPrevious shadow problem is returned if the shadow consumer DSA's understanding of the time of last update
is earlier than the time indicated by the value received in lastUpdate.

A fullUpdateRequired shadow problem is returned by the shadow consumer DSA to inform the shadow supplier that
a total refresh is required to bring the shadow consumer DSA into a state of consistency with the shadow supplier. This
could be returned, for instance, if the shadow consumer DSA is recovering from a major failure and does not currently
understand its state of consistency with respect to the shadow supplier.

An unwillingToPerform shadow problem is returned by the shadow consumer DSA to indicate that it is unwilling to
perform the update operation associated with this coordinate operation. Interpretation of this shadow problem is outside
the scope of this Directory Specification.

An unsuitableTiming shadow problem is returned if the shadow consumer DSA is unwilling to perform the update
associated |with this operation at this time.

An updateAlreadyReceived shadow problem is returned if the shadow consumer DSA's understanding of the time of
last update] is later than the time indicated by the value received in 1astUpdate.

The invalidInformationReceived shadow problem is not returned in response to this opefation.

eShadowUpdate requests for a single shadowing agreement without completing an intervening
dow operation or receiving an underlying service failure indication.

An invallidSequencing sShadow problem is returned to signal the receipt’)of multiple gonsecutive
coordinalt

updateS

11.2 Request Shadow Update operation

A requeskShadowUpdate operation is used by the shadow consumer $0 request updates from the shadow supplier. The
arguments|of the operation may be signed (see 17.3 of Rec. ITU-T X&01' | ISO/IEC 9594-2) by the shadow cqnsumer. If
the targef component of the SecurityParameters (See 7.10.0fRec. ITU-T X.511 | ISO/IEC 9594-3) in fhe request
is set to silgned and a result is to be returned, the result may be signed. Otherwise, the result shall not be signed.

requestShadowUpdate OPERATION ::= {
ARG T RequestShadowUpdateArgument
RESULT RequestShadowUpdateResult
ERRORS {shadowError}
CODE id-opcode-requestShadowUpdate
}
RequestShadowUpdateArgument ::=\OPTIONALLY-PROTECTED { RequestShadowUpdateArgumentData }
RequestShadowUpdateArgumentData ::= [0] SEQUENCE ({
agreementID AgreementID,
lastUpdate Time OPTIONAL,

requesitedStrategy CHOICE {
standard ENUMERATED {
injcremental A1),

total (2),
R A O
oth EXTERNAL,
...l
securi OPTIONAL;
|
RequestShadowUpdateResult ::= CHOICE {
null NULL,

information OPTIONALLY-PROTECTED{ RequestShadowUpdateResultData },

}

RequestShadowUpdateResultData ::= [0] SEQUENCE {
agreementID AgreementlID,
lastUpdate Time OPTIONAL,

.7

cey
COMPONENTS OF CommonResultsSeq }
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11.2.1  Request Shadow Update parameters
The various parameters have the following meaning.
The agreementID argument identifies the shadowing agreement as defined in 9.1.

The 1astUpdate argument is the time provided by the shadow supplier in the most recent successful update. It shall be
absent if there has been no previous successful update for the shadowing agreement, or if the shadow consumer requires
a full update even if there have been no changes to the shadowed information, e.g., to recover from errors.

The requestedStrategy argument identifies the type of update being requested by the shadow consumer.

The shadow consumer may request either an incremental Or a total update from the shadow supplier. However, if
the shadow consumer requests an incremental update and the shadow supplier determines that it needs to send a total
update, it will return a shadowError With problem set t0 fullUpdateRequired.

The securityPazam aFgh d 40-0fRec: X5 C-9504-3. get parameter
value is sdt t0 none. The securityParameters argument shall be included if the argument is to be Sighed by the

Should th¢ request succeed, a result shall be returned. If the result is to be signed by the shadow supplier, the
SecurityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) component of CommonResultsSeq (see 7.4
of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be included in the result. If the result is"het to be signed by the shadow

The last®pdate argument indicates the shadow supplier's understanding of the.time at which the last updgte for this
agreement|was sent and is the time as provided by the shadow supplier DSA. This argument may only be omifted before

Should the request fail, a shadowError shall be reported. Circumstances under which the particular shadow problems

An inactfiveAgreement shadow problem is returhed if the shadow supplier DSA recognizes the AgreeméntID as a
valid AgrdementID for this shadow consumer(DSA, but the shadow supplier DSA understands that the AgrjeementID
is inactive,

An unsupportedStrategy shadow(problem is returned if the shadow supplier DSA does not support fhe refresh

A fullUpfateRequired shadow problem is returned by the shadow supplier DSA to inform the shadow corjsumer that
a total refresh is required to (oring the shadow consumer DSA into a state of consistency with the shadow sugplier. This
could be returned, for instance, if the shadow supplier DSA is unable to construct a meaningful incremental ypdate with
respect to fhe value re¢eived in 1lastUpdate.

An unwilllingTePerform shadow problem is returned by the shadow supplier DSA to indicate that it is upwilling to
perform the updaté operation associated with this request operation. Interpretation of this shadow problem is putside the
scope of this\Directory Specification.

An unsuitableTiming shadow problem is returned if the shadow supplier DSA is unwilling to perform the update
associated with this request operation at this time.

The invalidInformationReceived, missedPrevious, and updateAlreadyReceived shadow problems are not
returned in response to this operation.

An invalidSequencing Shadow problem is returned to signal the receipt of multiple consecutive
requestShadowUpdate requests for a single shadowing agreement without completing an intervening updateShadow
operation or receiving an underlying service failure indication.
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11.3 Update Shadow operation

An updateShadow operation is invoked by the shadow supplier to send updates to the shadow consumer for a unit of
replication. Prior to this operation being initiated, a coordinateShadowUpdate Of 8 requestShadowUpdate Operation
shall have been successfully completed for the identified shadowing agreement. The arguments of the operation may be
signed (see 17.3 of Rec. ITU-T X.501 | ISO/IEC 9594-2) by the shadow supplier. If the target component of the
SecurityParameters (See 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) in the request is set to signed and a result is
to be returned, the result may be signed. Otherwise, the result shall not be signed.

updateShadow OPERATION ::= {
ARGUMENT UpdateShadowArgument
RESULT UpdateShadowResult

ERRORS {shadowError}
CODE id-opcode-updateShadow }
UpdateShadowArgm = FIONALEY—PROTECTED—{UpdateShadowa

UpdateShladowArgumentData ::= [0] SEQUENCE {
agreementID AgreementlID,
updateTime Time,
updateWindow UpdateWindow OPTIONAL,
updatedInfo RefreshInformation,

securijtyParameters SecurityParameters OPTIONAL,

-}

UpdateShadowResult ::= CHOICE {
null NULL,
info tion OPTIONALLY-PROTECTED{ UpdateShadowResultData“})
-}
UpdateShiadowResultData ::= [0] SEQUENCE ({

agreementID AgreementlID,
lastUpdate Time OPTIONAL,

I
ey
COMPONENTS OF CommonResultsSeq }

11.3.1  WUpdate Shadow parameters
The variouys parameters have the following meaning.
The agregmentID identifies the shadowingfagreement that has been established.

The updateTime argument is supplied by the shadow supplier. This time is used during|the next
coordingteShadowUpdate Of requestShadowUpdate t0 ensure that the shadow supplier and shadow congumer have
a common|view of the shadowedsinformation.

The updatewindow argument, when present, indicates the next window during which the shadow supplier|expects to
send an ugdate. This parameter is only allowed if the schedulingParameter Of the UpdateMode 0f the ghadowing
agreement|has the otHertimes parameter set to TRUE.

UpdateWindow- : = SEQUENCE {
start | Time,
stop Tinme,

-}

The updatedInfo argument provides the information required by the shadow consumer to update its shadowed
information. This may be a total copy of the shadowed information or only incremental updates for a set of SDSEs.
Although this need not provide a "mirror image" in the shadow consumer of the shadow supplier's information at any
particular instant in time, the updates sent shall be internally consistent for the replicated area.

The semantics of the information conveyed in this parameter shall result in the shadow consumer reflecting the changes
supplied. Furthermore, each update shall be applied independently and without regard to previously transmitted updates.
If for instance, a particular add or delete was sent twice (in two separate updates with different update times), the shadow
consumer would not signal an error, as the effect of adding the same shadow DSE twice in immediate succession is the
same as adding it once. Similarly, deleting twice in immediate succession is the same as deleting once. However, neither
would the shadow consumer disregard the second update on the basis of having received an earlier identical update, since
intervening changes to the DSE (within the update window) could make the second update significant.

26 Rec. ITU-T X.525 (10/2016)


https://iecnorm.com/api/?name=4dbe219441273fdbe2341384effb1faf

ISO/IEC 9594-9:2017 (E)

The securityParameters argument is defined in 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3. The target parameter
value is set t0 none. The SecurityParameters argument shall be included if the argument is to be signed by the
shadow supplier.

RefreshInformation ::= CHOICE ({
noRefresh NULL,
total [0] TotalRefresh,
incremental [1] IncrementalRefresh,
otherStrategy EXTERNAL,

-}

noRefresh indicates that there have been no changes to the shadowed information from the previous instance to the
present. This may be used where an updateShadow operation shall be supplied at a certain interval defined in the
shadowing agreement (updateMode), but no modification has actually occurred. It shall not be used where the
updateShadow operation is in response t0 a coordinateShadowUpdate Of refreshShadowUpdate operation in
which the fastUpdate argument tas Deem ormitted:

total provides a new instance of the shadowed information.

incremenftal provides, instead of a complete replacement of the shadowed information, only the-¢hanges which have
occurred tp that shadowed information between lastUpdate in the most recent coordinateShadowUpdate (Or
requestShadowUpdate request), and updateTime in the current updateShadow request (of-requestShadowUpdate
response).

otherStrategy provides the ability to send updates by mechanisms outside the scope of this Directory Spegification.

11.3.1.1 Total refresh

The complete shadowed information is included starting at the root of the DIT and including all SDSEs |within the
shadowed jnformation.

TotalReflresh ::= SEQUENCE ({
sDSE SDSEContent OPTIONAL,
subtree SET SIZE (1..MAX) OF Subtree OPTIONAL}
-}

SDSEContent ::= SEQUENCE {
sDSEType SDSEType,
subComplete [0] BOOLEAN DEFAULT FALSE,
attComplete [1] BOOLEAN OPTIONAL,
attributes SET OF Attribute{{SupportedAttributes}},

attVallIncomplete SET OF AttributeType DEFAULT {},
-}

SDSEType ::= DSEType
Subtree |: := SEQUENCE jf
rdn lativeDistinguishedName,

COMPONENTS OF TotalRefresh,
-}

Absence of objects-(SDSEs) formerly contained in the shadowed information indicates their deletion.

sDSEType iddicates the type of DSE being shadowed. If the bits supr, xr, shadow, immSupr Or rhob are sgt, they are
ignored.

subtree is omitted for SDSEs which have no subordinate SDSEs. The RDNSs used in subtree shall be primary RDNS,
and shall include context information and all alternative distinguished values in the valuesWithContext component,
unless the specific shadowing agreement includes a context selection which reduces the number of alternative
distinguished values which are shadowed.

subComplete is a boolean that, if present, indicates whether or not subordinate knowledge is complete. If TRUE,
subordinate knowledge is complete. If FALSE, subordinate knowledge is incomplete or unknown.

attComplete is a Boolean and is TRUE if and only if all user attributes of the entry, all values of such user attributes,
and all context information associated with those values, are present for the entry. If FALSE, some user attributes or values
or context information have been omitted. If absent, it is undefined whether or not all user attributes or values or context
information are present.

attributes is comprised of all user and operational attributes specified in the shadowing agreement.
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attValIncomplete is a list of those attribute types present in attributes for which not all attribute values are
included. Attribute values may have been omitted due to context-based selection. For any attribute type listed, some
attribute values have been omitted. For any attribute type not listed, all attribute values are included. AttvalIncomplete
shall not contain any attribute types that do not appear in attributes.

11.3.1.2 Incremental refresh

Only the changes to the shadowed information are included in the IncrementalRefresh.

IncrementalRefresh ::= SEQUENCE OF IncrementalStepRefresh
IncrementalStepRefresh ::= SEQUENCE ({
sDSEChanges
CHOICE {add [0] SDSEContent,

remove NULL,
__modify [1] ContentChange,

...} OPTIONAL,
subordinateUpdates SEQUENCE SIZE (1..MAX) OF SubordinateChanges OPTIONAL }

ContentChange ::= SEQUENCE {
renam
CHOICE {newRDN RelativeDistinguishedName,
newDN DistinguishedName} OPTIONAL,
attributeChanges
CHOICE {replace [0] SET SIZE (l1l..MAX) OF Attribute{{SupportedAttributes}},
changes [1] SEQUENCE SIZE (1..MAX) OF EntryModification} OPTIONAL,
sDSETyjpe SDSEType,
subComplete [2] BOOLEAN DEFAULT FALSE,
attComplete [3] BOOLEAN OPTIONAL,
attVallIncomplete SET OF AttributeType DEFAULT {},
}

SubordinfateChanges ::= SEQUENCE ({
suborainate RelativeDistinguishedName,
changes IncrementalStepRefresh,

}

The sequdnce of incrementalStepRefresh withif, the IncrementalRefresh element shall be applied to the
replicated grea in the order supplied. This is required t@support incremental updates in the case of reuse of a Digtinguished
Name.

incremenftalStepRefresh specifies a group of changes to be applied to the replicated area.
sDSEChanges indicates changes whichineed to be reflected in the shadowed information.

add provides a copy of a completé:SDSE. The shadow DSE in the shadow consumer has no subordinates. I1f a shadow
DSE with this name already exists:in the shadow consumer, any subordinates are deleted and the shadow DSE replaced.

remove indicates that thissSDSE, and any subordinates to it, should not be represented by shadow DSES in the shadow
consumer.

modify includes these changes that need to be reflected in a particular SDSE, including the addition of nejv attribute
values and|the deletion of old attribute values.

rename is[used to indicate changes to the name of the corresponding DSE. If only the RDN of an entry is changed, then
the newRDN component is used to indicate the distinguished values of one or more attributes which need to be reflected
in the SDSE. If a subtree is moved to a new parent, then the newbDN component is used to indicate the new name which
needs to be reflected in the shadow consumer's DSA information tree. rename is not used to add or delete attribute values.
The RDNSs used in newRDN and newDN shall be primary RDNs, and shall include context information and all alternative
distinguished values, unless the specific shadowing agreement includes a context selection which reduces the number of
alternative distinguished values which are shadowed.

If the changes to the SDSE are extensive, a complete replacement of content is achieved using replace. Otherwise,
changes is used to indicate changes which need to be reflected in the SDSE.

If attComplete is absent, this indicates that its value is undefined and it should not be included in the SDSE.

attValIncomplete iS a list of those attribute types present in the SDSE for which not all attribute values are present
after the changes in this refresh have been applied. For any attribute type listed, some attribute values are not present.
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For any attribute type not listed, all attribute values are present. AttvalIncomplete shall not contain any attribute types
that do not appear in the changed SDSE.

subordinateUpdates specifies a sequence of SubordinateChanges which shall be applied to the replicated area in
the order supplied. This ordering may be used, for example, to support incremental updates in the case of reuse of a
distinguished name. Each of the subordinateChanges specifies changes to make to subordinates of the entry. Note
that other changes to the same subordinates may be specified in other IncrementalStepRefresh components of
IncrementalRefresh.

SubordinateChanges is used to indicate changes to subordinate SDSEs. The RDNs used in subordinate shall be
primary RDNs, and shall include context information and all alternative distinguished values in the
valuesWithContext component, unless the specific shadowing agreement includes a context selection which reduces
the number of alternative distinguished values which are shadowed.

11.3.2  Update Shadow success

Should th¢ request succeed, a result shall be returned. If the result is to be signed by the shadow,confumer, the
SecurityParameters (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) component of CommonResdltsSeq (See 7.4
of Rec. ITU-T X.511 | ISO/IEC 9594-3) shall be included in the result. If the result is not to be signed by the shadow
consumer, [no information shall be conveyed with the result.

The 1lastUpdate argument is the time provided by the shadow supplier of the previous successful update. Thif argument
may only lje omitted in the first instance of a ShadowUpdate operation for particular shadewing agreement.

11.3.3  Wpdate Shadow failure

Should thq request fail, a shadowError shall be reported. Circumstances under‘which the particular shadoW problems
will be retyirned are defined below.

An invalidAgreementID shadow problem is returned if the shadow consumer DSA does not recpgnize the
AgreemenftID specified within the list of AgreementIDs with this shadow supplier DSA.

An inactfiveAgreement Shadow problem is returned if the shadow consumer DSA recognizes the AgreementID as a
valid AgrdementID for this shadow supplier DSA, and if the shadow consumer DSA understands that the AgrieementID
is inactive,

An invallidInformationReceived shadow problem, is returned if the shadow consumer DSA determinep that, as a
result of ap error in the received data, it may not hé’able to use the received data to provide Directory services to the
Directory yisers. As a general rule, extraneous data-(e.g., entries that should have been filtered as a result of gbject class
selection, gttributes that should have been filtéred out, etc.) is not considered sufficiently serious to require the return of
this shadoyv problem as it can be ignored by‘the shadow consumer. Interpretation of this shadow problem is putside the
scope of this Directory Specification.

An unwilllingToPerform shadew problem is returned by the shadow consumer DSA to indicate that the shadow
consumer PSA is unwilling to perform this update operation. It may be returned, for example, to indicate that{the APDU
size exceets local limits. Interpretation of this shadow problem is outside the scope of this Directory Specificgtion.

The unsupportedStrategy, missedPrevious, fullUpdateRequired, unsuitableTiming, and
updateAllreadyReceived shadow problems are not returned in response to this operation.

An invalfidSequencing shadow problem is returned to signal the receipt of an updateShadow operatior] for which
there had Qeerine’prior coordinateShadowUpdate Of requestShadowUpdate Operation.

12 Shadow error

For any of the operations defined in clause 11, a shadowError may be returned, indicating the nature of the
ShadowProblem, and optionally the lastUpdate with a more suitable updateWindow. If the parameters of the
operation were signed (see 7.10 of Rec. ITU-T X.511 | ISO/IEC 9594-3) by the requesting DSA, then the responding
DSA may sign the error parameters.

shadowError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED-SEQ { ShadowErrorData }
CODE id-errcode-shadowError }

ShadowErrorData ::= SEQUENCE ({

problem ShadowProblem,
lastUpdate Time OPTIONAL,
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