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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Introduction

Many applications have requirements for security to protect against threats to the communication of information. Virtually
all security services are dependent upon the identities of the communicating parties being reliably known, i.e.,
authenticated.

This Recommendation | International Standard defines a framework for public-key certificates. This framework includes
the specification of data objects used to represent the public-key certificates themselves, as well as revocation notices for
issued public-key certificates that should no longer be trusted. It defines some critical components of a public-key
infrastructure (PKI), but it does not define a PKI in its entirety. However, this Recommendation | International Standard
provides the foundation upon which full PKls and their specifications can be built.

Similarly, this Recommendation | International Standard defines a framework for attribute certificates. This framework
includes the specification of data objects used to represent the attribute certificates themselves, as well as revocation
notices for issued attribute certificates that should no longer be trusted. It defines some critical components of a privilege
management i i i ini i i endation |
Internatiorfal Standard provides the foundation upon which full PMIs and their specifications can be built,

Directory |schema definitions allow PKI and PMI information to be represented in a directoryyaccording to the
specificatipn found in the Directory Specifications (Rec. ITU-T X.500 | ISO/IEC 9594-1, Rec. ITY-T"X.50] | ISO/IEC
9594-2, Rgc. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4, Rec. ITU-T X.519 | ISO/IEC 9594-5,
Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 and Rec. ITU-T X:525 | ISO/IEC [9594-9) or
according fo the lightweight directory access protocol (LDAP) specification.

This Reconmendation | International Standard provides the foundation frameworks upor‘which industry profiles can be
defined by|other standards groups and industry forums. Many of the features defined\as optional in these framejvorks may
be mandatgd for use in certain environments through profiles. This ninth edition_technically revises and enhances the
eighth editjon of this Recommendation | International Standard.

This ninth|edition specifies versions 1, 2 and 3 of public-key certificates, versions 1 and 2 of certificate revogation lists
and versiop 2 of attribute certificates.

The extengibility function was added in an earlier edition with version 3 of the public-key certificate and with version 2
of the certifficate revocation list and was incorporated into the attribute certificate from its initial inception.

Annex A, which is an integral part of this Recommendatiennternational Standard, provides the ASN.1 modples which
contain allfof the definitions associated with the frameworks.

Annex B, which is not an integral part of this Recanimendation | International Standard, lists object identifiefs assigned
to cryptogiaphic algorithms defined by other specifications. It is provided for easy reference and import into ofher ASN.1
modules.

Annex C, |which is an integral part of\thiS Recommendation | International Standard, provides definitior)s for how
certificate pxtension types may be represented by directory attribute types.

Annex D, which is not an integralspart of this Recommendation | International Standard, includes extracts pf external
ASN.1 mogdules referenced by this Recommendation | International Standard.

Annex E, which is an integral part of this Recommendation | International Standard, provides rules for gengrating and
processing|certificate revecation lists (CRLsS).

Annex F, whichds=not an integral part of this Recommendation | International Standard, provides examplgs of delta
certificate fevocation list (CRL) issuance.

Annex G rhich-is-hot-an-intearalpart-of-this-Recommendation-Hnternational-Standard—provides-examples-df r|V||e e
, Which-is-not-an-integral part-of this Recommendationnternational-Standard —provides-examplesdf privileg

policy syntaxes and privilege attributes.

Annex H, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex |, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex J, which is not an integral part of this Recommendation | International Standard, provides guidance for public-key
infrastructure (PKI) enabled applications on the processing of certificate policy while in the certification path validation
process.

Annex K, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentCommitment bit in the keyUsage certificate extension.

Viii Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved
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Annex L, which is not an integral part of this Recommendation | International Standard, includes public-key and attribute
certificate extensions that have been deprecated.

Annex M, which is not an integral part of this Recommendation | International Standard, gives a short introduction to
directory and distinguished name concepts.

Annex N, which is not an integral part of this Recommendation | International Standard, provides some general
considerations on strong authentication.

Annex O, which is not an integral part of this Recommendation | International Standard, contains an alphabetical list of
information item definitions in this Recommendation | International Standard.

Annex P, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) ix
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Public-key and attribute certificate frameworks

SECTION 1 - GENERAL

1 Scope

This Recommendation | International Standard addresses some of the security requirements in the areas of authentication

and other
Specificall

The publig-key certificate framework defined in this Recommendation | International Standard-specifies the i
objects angl data types for a public-key infrastructure (PKI), including public-key certificates; certificate revo

(CRLs), tr
informatio

for issuing
both certif]

set of extefpsions, which is expected to be generally useful across a numbercof-applications of PKI and PMI. T}

componen
directory,

This Reco
formed usi
it can be o

Authenticgtion (and other security services) can only be provided within the context of a defined security pg

matter for

2 INormative references

The following Recommendations and ‘taternational Standards contain provisions which, through reference i

constitute

were valid. All Recommendations and Standards are subject to revision, and parties to agreements bas

Recomme

of the Reqommendations_and Standards listed below. Members of IEC and ISO maintain registers of curr
Internatiorfal Standards/The Telecommunication Standardization Bureau of the ITU maintains a list of curr
ITU-T Reqommendations.

21

© 150/

+  public-key certificates; and
-+  attribute certificates.

security services through the provision of a set of frameworks upon which full services can
L_/, this Recommendation | International Standard defines frameworks for:

List broker and authorization and validation lists (AVLs). The attribute certificate framework s

managing, using and revoking certificates. An extensibility mechanism.is included in the defined
cate types and for all revocation list schemes. This Recommendatien International Standard also

s (including object classes, attribute types and matching rdles) for storing PKI and PMI inforn
re included in this Recommendation | International Standard.

mmendation | International Standard specifies the framework for strong authentication, involving
hg cryptographic techniques. It is not intended to establish this as a general framework for authent
general use for applications which consider thesétechniques adequate.

isers of an application to define their owniSecurity policy.

brovisions of this Recommendation | International Standard. At the time of publication, the edition

dation | Internatianal Standard are encouraged to investigate the possibility of applying the most red

déntical Recommendations | International Standards

be based.
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Recommendation ITU-T X.411 (1999) | ISO/IEC 10021-4:2003, Information technology — Message

Handling Systems (MHS) — Message Transfer System: Abstract Service Definition and Procedures.

Interconnection — The Directory: Overview of concepts, models and services.
Interconnection — The Directory: Models.

Interconnection — The Directory: Abstract service definition.

Interconnection — The Directory: Procedures for distributed operation.

Interconnection — The Directory: Protocol specifications.
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Recommendation ITU-T X.500 (2019) | ISO/IEC 9594-1:2020, Information technology — Open Systems
Recommendation ITU-T X.501 (2019) | ISO/IEC 9594-2:2020, Information technology — Open Systems
Recommendation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology — Open Systems
Recommendation ITU-T X.518 (2019) | ISO/IEC 9594-4:2020, Information technology — Open Systems

Recommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology — Open Systems
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Recommendation ITU-T X.520 (2019) | ISO/IEC 9594-6:2020, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

Recommendation ITU-T X.521 (2019) | ISO/IEC 9594-7:2020, Information technology — Open Systems
Interconnection — The Directory: Selected object classes.

Recommendation ITU-T X.525 (2019) | ISO/IEC 9594-9:2020, Information technology — Open Systems
Interconnection — The Directory: Replication.

Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures and
top arcs of the International Object Identifier tree.

Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax

Notation - One (ASN 1) Infarmation ohieect cnacificatian
NEtatHOR-ohHe ot O H A HOR-6Bee-5peeHcadoh-

Paired Recommendations | International Standards equivalent in technical content

[Recommendations

Dther references

Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology — Abstfact Syntax
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technolégy — Abstfact Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Informationtechnology — ASN.[L encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding-Rules (CER) and Digtinguished
Encoding Rules (DER).

Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access.eontrol framework.

Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Opgn Systems
Interconnection — Security frameworks for open systemsyNon-repudiation framework.

Recommendation ITU-T X.841 (2000) | ISO/IEC)15816:2002, Information technology - Security
techniques — Security information objects for access control.

Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnection|for CCITT
applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic| Reference
Model — Part 2: Security Architecture.

RecommendationJ TU-T X.1252 (2010), Baseline identity management terms and definitions.

IETF REE-791 (1981), Internet Protocol.
IETRRFC 822 (1982), Standard for the Format of ARPA Internet Text Messages.

IETF RFC 1630 (1994), Universal Resource ldentifiers in WWW: A Unifying Syntax for the Expression of
Names and Addresses of Objects on the Network as used in the World-Wide Web.

IETF RFC 3492 (2003), Punycode: A Bootstring encoding of Unicode for Internationalized Domain
Names in Applications (IDNA).

IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.

IETF RFC 4523 (2006), Lightweight Directory Access Protocol (LDAP) Schema Definitions for X.509
Certificates.

IETF RFC 5280 (2008), Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile.

IETF RFC 5890 (2010), Internationalized Domain Names for Applications (IDNA): Definitions and
Document Framework.

IETF RFC 5914 (2010), Trust Anchor Format.
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— IETF RFC 6960 (2013), X.509 Internet Public Key Infrastructure Online Certificate Status Protocol —
OCSP.

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 OSI Reference Model security architecture definitions

The following terms are defined in Rec. ITU-T X.800 | ISO 7498-2:
a) authentication exchange;
b) authentication information;

q)——confidentiatity;

d) credentials;

d) cryptography;

f) data origin authentication;
g) decipherment;

) digital signature;
i)  encipherment; and
0 key;

3.2 Baseline identity management terms and definitions
The following term is defined in Rec. ITU-T X.1252:

d) trust.
3.3 [Pirectory model definitions
The following terms are defined in Rec. ITU-T X.501ASO/IEC 9594-2:
d) attribute;
@) directory information tree (DIT),
) directory system agent;
@) directory user agent (DUA);
d) distinguished name;
d) entry;
f) relative distinguished name;
g) root.
3.4 Aceess/control framework definitions
The followtingterms-are-definecHrRec =T <812 HSOHEC-161681+-3:

a) access control decision function (ADF);
b) access control enforcement function (AEF).

35 Public-key and attribute certificate definitions
The following terms are defined in this Recommendation | International Standard:

3.5.1 ACRL distribution point: A directory entry or another distribution source for attribute certificate revocation
lists (ACRLS); an ACRL distributed through an ACRL distribution point may contain revocation entries for only a subset
of the full set of attribute certificates issued by one attribute authority (AA) or may contain revocation entries for multiple
AAs.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 3
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3.5.2 attribute authority certificate: An attribute certificate for one attribute authority (AA) issued by another AA
or by the same AA.

3.53 attribute certificate: A data structure, digitally signed by an attribute authority that binds some attribute values
with identification information about its holder.

3.54 attribute authority (AA): An authority which assigns privileges by issuing attribute certificates or by including
them in public-key certificates.

355 attribute authority revocation list (AARL): A revocation list containing a list of references to attribute
certificates issued to attribute authorities (AAs) that are no longer considered valid by the issuing AA.

3.5.6 attribute certificate revocation list (ACRL): A revocation list containing a list of references to attribute
certificates that are no longer considered valid by the issuing attribute authority.

3.5.7 attribute certificate validation: The process of ensuring that an attribute certificate was valid at a given time,
including pesstbly-the-construction-and-processing-of-a-delegationpath-and-ensuring-that-al-attribute-certifieates in that
path were yalid (e.g., were not expired or revoked) at that given time.

3.5.8 guthority: An entity, responsible for the issuance of certificates or of revocation lists. Four types arg defined in
this Reconpimendation | International Standard; a certification authority which issues public-key cettificates, an attribute
authority Which issues attribute certificates, a certificate revocation list (CRL) issuer which issués:CRLs and n attribute
certificate yevocation list (ACRL) issuer which issues ACRLSs.

3.5.9 guthorization and validation list (AVL): A signed list containing informationto an AVL entity abojit potential
communichtions entities and possible restrictions on the communications with such entities.

3.5.10 guthorization and validation list entity (AVL entity): An entity, wheh acting as a relying party, igdependent
on an AVL issued by a designated authorizer.

3.5.11 guthorizer: An entity trusted by one or more entities operatingJas authorization and validation [list (AVL)
entities to greate, maintain and sign authorization and validation lists,

3.5.12  base attribute certificate revocation list (base ACRL):"An attribute certificate revocation list (AQRL) that is
used as thg foundation in the generation of a delta attribute certificate revocation list (JACRL).

3.5.13  base certificate revocation list (base CRL): A cértificate revocation list (CRL) that is used as the foundation
in the gengration of a delta certificate revocation list (ACRL).

3.5.14 CA certificate: A public-key certificate:fap one certification authority (CA) issued by another CA or by the
same CA.

3.5.15 gertificate policy: A named set of. fulés that indicates the applicability of a public-key certificate to  particular
community and/or class of application with’common security requirements. For example, a particular certififate policy
might indigate applicability of a type of certificate to the authentication of electronic data interchange transactions for the
trading of goods within a given price range.

3.5.16  gertification practice statement (CPS): A statement of the practices that a certification authority (CA) employs
in issuing gertificates.

3.5.17 gertificate réuocation list (CRL): A signed list indicating a set of public-key certificates that ard no longer
considered valid by(the" issuing certification authority (CA). In addition to the generic term certificate rev@cation list
(CRL), somne specific CRL types are defined for CRLs that cover particular scopes.

3.5.18 gectificate serial number: An integer value, unique within the issuing authority, which is unambiguously
associated ‘withracertificatetssued-by-thatauthority-

3.5.19 certification authority (CA): An authority trusted by one or more entities to create and digital sign public-key
certificates. Optionally the certification authority may create the subjects' keys.

3.5.20 certification authority revocation list (CARL): A revocation list containing a list of certification authority
(CA) certificates issued to CAs that are no longer considered valid by the issuing CA.

3.5.21  certification path: An ordered list of one or more public-key certificates, starting with a public-key certificate
signed by the trust anchor, and ending with the end-entity public-key certificate to be validated. All intermediate public-
key certificates, if any, are certification authority (CA) certificates in which the subject of the preceding public-key
certificate is the issuer of the following public-key certificate.

3.5.22  CRL distribution point: A directory entry or other distribution source for certificate revocation lists (CRLs);
a CRL distributed through a CRL distribution point may contain revocation entries for only a subset of the full set of
public-key certificates issued by one certification authority (CA) or may contain revocation entries for multiple CAs.
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cross-certificate: A certification authority (CA) certificate where the issuer and the subject are different CAs.
CA:s issue cross-certificates to other CAs as a mechanism to authorize the subject CA's existence.

delegation: Conveyance of privilege from one entity that holds such privilege, to another entity.

delegation path: An ordered sequence of attribute certificates which, together with authentication of

aprivilege

asserter's identity can be processed to verify the authenticity of a privilege asserter's privilege.

3.5.26  delta attribute certificate revocation list (JACRL): A partial attribute certificate revocation list that only
contains entries for attribute certificates that have had their revocation status changed since the issuance of the referenced
base attribute certificate revocation list (base ACRL).

3.4.27 delta-CRL (dCRL): A partial revocation list that only contains entries for public-key certificates that have had
their revocation status changed since the issuance of the referenced base CRL.

3528 end
key certifig

ning public-

entity: Either a public-key certificate subject that uses its private key for purposes other than sig
es-or-an-attribtite-certificate-holderthat-cannot-detegate-privileges-of-the-attribute-eertifieatehut uses its

attributes d
3.5.29

within a priivilege management infrastructure.

3.5.30
certificate
certificate

3.5.31

within a public-key infrastructure.

3.5.32
certificates
certificate

3.5.33 ¢
within statl
account ba

3.5.34
attribute cq

35.35
for the giv

3536
digest.

3537
indirectly 1

3.5.38 i
certificateg
ACRL is 4

3.5.39
issued by
certificate

3.5.40

g

g

9

g

g

flull attribute certificate revocation list (full ACRL): A complete revocation list that contains en

flull CRL: A complete revocation list that‘contains entries for all public-key certificates that have be

hdirect attribdte- certificate revocation list (IACRL): A revocation list whose scope includg

nly to gain access to a resource.

nd-entity attribute certificate: An attribute certificate issued to an entity, which then acts'as an

nd-entity attribute certificate revocation list (EARL): A revocation list confaining a list ¢
issued to holders that are not also attribute authorities (AAs) that are no longer considered v
ssuer.

nd-entity public-key certificate: A public-key certificate issued to an entity; which then acts as an

nd-entity public-key certificate revocation list (EPRL): A reyocation list containing a list of
issued to subjects that are not also certification authorities (CAs), that are no longer considered
ssuer.

nvironmental variables: Those aspects of policy required for an authorization decision, that are no
c structures, but are available through some local qmeans to a privilege verifier (e.g., time of day
ance).

rtificates that have been revoked for a giveniscope.
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ash function: A (mathematical)-function which maps data of arbitrary size into data of a fixed s

older: An entity to whom some privilege has been delegated either directly from the source of 3
hrough another attribute authority.

issued by one.or more attribute authorities (AAs) other than the issuer of the revocation list. The sa
so authofitative for the attribute certificates, if any, issued by the ACRL issuer.

hdiréct certificate revocation list (iCRL): A revocation list whose scope includes public-key
prielor more certification authorities (CAs) other than the issuer of the revocation list. The sar
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issuer.

intermediate CA: A certification authority (CA) is acting as an intermediate CA within a certification path

when it is the issuer of the next public-key certificate on that certification path.

3.5.41 key agreement: A method for negotiating a symmetric key value on-line without transferring the key, even in
an encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement
mechanisms).

3.5.42  multiple cryptographic algorithms public-key certificate: Public-key certificate that for migration purposes
includes extensions for an alternative public-key algorithm, an alternative digital signature algorithm and an alternative
digital signature.

3.5.43 object method: An action that can be invoked on a resource (e.g., a file system may have read, write and
execute object methods).

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 5


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

3.5.44  one-way function: A (mathematical) function which is easy to compute, but which for a general value y in the
range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be a few values y for
which finding x is not computationally difficult.

3.5.45 PKIl end entity: An entity that is acting as an end entity in a public-key infrastructure (PKI) environment, where
the subject uses it private key for other purposes than signing public-key certificates.

3.5.46 PMI end entity: An entity that is acting as an end entity in a privilege management infrastructure (PMI)
environment, where the holder uses its privilege attributes to gain access to a resource.

3.5.47 policy decision point (PDP): The point where policy decisions are made (synonymous with access control
decision function, ADF).

3.5.48 policy enforcement point (PEP): The point where the policy decisions are actually enforced (synonymous
with access control enforcement function, AEF).

3.5.49 peley-mapping—Recoghizingthat-whenaeertificationatthority-(CAone-domati-eertifies-a-CA in another
domain, a particular certificate policy in the second domain may be considered by the authority of the first\dgmain to be
equivalent|(but not necessarily identical in all respects) to a particular certificate policy in the first domain.

3.5.50 private key: (In a public-key cryptosystem) that key of an entity's key pair which is known,enly by that entity.
3.5.51  privilege: An attribute or property assigned to an entity by an attribute authority.

3.5.52  privilege asserter: A privilege holder using the attributes of the attribute certificate or public-key cgrtificate to
assert privilege.

3.5.563 privilege holder: An entity that has been assigned privilege. A privilege holder may assert its priyilege for a
particular purpose.

3.5.54  privilege management infrastructure (PMI): The infrastructure-able to support the management of privileges
in support pf a comprehensive authorization service and in relationship<4uith a public-key infrastructure.

3.5.55  privilege policy: The policy that outlines conditions for pfivilége verifiers to provide/perform sensitijve services
to/for quallified privilege asserters. Privilege policy relates attributes associated with the service as well a$ attributes
associated [with privilege asserters.

3.5.56  privilege verifier: An entity verifying attributés*of a public-key certificate or attribute certificatg against a
privilege ppolicy.

3.5.57 public key: That key of an entity's key pair which is publicly known.

3.5.58 public-key certificate: The public keyof an entity, together with some other information, rendered unforgeable
by digital gignature with the private key ofthe certification authority (CA) that issued it.

3.5.59 public-key certificate validation: The process of ensuring that a public-key certificate was valid|at a given
time, inclufling possibly the construction and processing of a certification path, and ensuring that all public-key fertificates
in that path were valid (e.g., werexiot expired or revoked) at that given time.

3.5.60 public-key infrastructure (PKI): The infrastructure able to support the management of public keys able to
support authentication, €neryption, integrity or non-repudiation services.

3.5.61 egistration/authority (RA): Those aspects of the responsibilities of a certification authority that arp related to
identification apd authentication of the subject of a public-key certificate to be issued by that certification authority. An
RA may eithef,be‘a separate entity or be an integrated part of the certification authority.

NOTE his-definition-is-different-in-scopefrom-the-one-defined-in-Rec—H4 660 HSO

3.5.62 relying party: An entity that relies on the data in a public-key certificate in making decisions.

3.5.63 role assignment certificate: A certificate that contains the role attribute, assigning one or more roles to the
certificate subject/holder.

3.5.64 role specification certificate: An attribute certificate that contains the assignment of privileges to a role.
3.5.65  sensitivity: Characteristic of a resource that implies its value or importance.

3.5.66  security policy: The set of rules laid down by the security authority governing the use and provision of security
services and facilities.

3.5.67 self-issued attribute certificate: An attribute certificate where the issuer and the holder are the same attribute
authority (AA). An AA might use a self-issued attribute certificate, for example, to publish policy information.
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3.5.68  self-issued certificate: A certification authority (CA) certificate where the issuer and the subject are the same
CA. A CA might use self-issued certificates, for example, during a key rollover operation to provide trust from the old
key to the new key.

3.5.69 self-signed certificate: A special case of self-issued certificates where the private key used by the certification
authority (CA) to sign the CA certificate corresponds to the public key that is certified within the CA certificate. A CA
might use a self-signed certificate, for example, to advertise their public key or other information about their operations.

NOTE - Use of self-issued certificates and self-signed certificates issued by other than certification authorities (CAs) are outside
the scope of this Recommendation | International Standard.

3.5.70  source of authority (SOA): An attribute authority that a privilege verifier for a particular resource trusts as the
ultimate authority to assign a set of privileges for asserting that resource.

3.5.71  subject CA: A certification authority (CA) for which another CA has issued a CA certificate.
3.5.72  trust anchor: An entity that is trusted by a relying party and used for validating public-key certificates.

3.5.73 rust anchor information: Trust anchor information is at least the: distinguished name of the.tsist anchor,
associated [public key, algorithm identifier, public key parameters (if applicable), and any constraints on(its'sd, including
a validity geriod. The trust anchor information may be provided as a self-signed certification authority (€A) cqrtificate or
as a normgl CA certificate (i.e., cross-certificate).

rust anchor store: A trust anchor information collection at a relying party for one.ar-more trust anghors.

rust broker: A third party trusted by relying parties to provide quantitative information [about the
trustworthiness and qualitative information about the intended use of a public-key certificate based on information about
the certifidation authority. Trust brokers are independent of certification authorities ‘and have direct trust rejationships

rust in a CA: Belief that the certification authority (CA) will actreliability and truthfully in the mpnagement
of its public-key certificates and will comply with its published certification practise statement and relevant Idgislation.

rust in a public-key certificate: Belief that the public-KeyCertificate belongs to the subject identjfied in the
public-key|certificate.

bbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
A Attribute Authority

ARL Attribute Authority~Revocation List
CRL Attribute Certificate Revocation List
DF Access control Decision Function
EF Access control Enforcement Function
1A Autherity Information Access
SN.1 Abstract Syntax Notation One
VL Authorization and Validation List
ER Basic Encoding Rules
A Certification Authority
CARL Certification Authority Revocation List
CRL Certificate Revocation List
dACRL Delta Attribute Certificate Revocation List
DAP Directory Access Protocol
dCRL Delta Certificate Revocation List
DER Distinguished Encoding Rules
DIT Directory Information Tree
DS Delegation Service
DSA Digital Signature Algorithm
DUA Directory User Agent
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EARL End-entity Attribute certificate Revocation List
ECC Elliptic Curve Cryptography
ECDSA Elliptic Curve Digital Signature Algorithm
EPRL End-entity Public-key Certificate Revocation List
FQODN Fully Qualified Domain Name
HSM Hardware Security Module
iACRL Indirect Attribute Certificate Revocation List
iCRL Indirect Certificate Revocation List
IDN Internationalized Domain Name
IDP Issuing Distribution Point
|.DAP Lightweight Directory Access Pratocol
DH Letters, Digits, Hyphen
M Machine-to-Machine
CSP Online Certificate Status Protocol
DP Policy Decision Point
EP Policy Enforcement Point
IN Personal Identification Number
KCS Public-Key Cryptography Standards
Kl Public-Key Infrastructure
Ml Privilege Management Infrastructure
A Registration Authority
DN Relative Distinguished Name
0A Recognition of Authority
SA Rivest-Shamir-Adelman
OA Source Of Authority
B Trust Broker
5 onventions
The term "Specification” (as in "this Specification™) shall be taken to mean Rec. ITU-T X.509 | ISO/IEC 9594-8.
The term|"The Directory Specifications” shall be taken to mean Rec. ITU-T X.500 | ISO/IEC 9594-1, Rec.
ITU-T X.501 | ISO/IEC 9594-2;"Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 95P4-4, Rec.
ITU-T X.519 | ISO/IEC 9594-5, Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 and
Rec. ITU-T X.525 | ISO/IEC 9594-9.
If an Interpational ‘Standard or ITU-T Recommendation is referenced within normal text without an indication of the
edition, the edition‘shall be taken to be the latest one as specified in the normative references clause.
on of data

types and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, Rec. ITU-T X.681 | ISO/IEC 8824-2, Rec.
ITU-T X.682 | ISO/IEC 8824-3, Rec. ITU-T X.683 | ISO/IEC 8824-4 and Rec. ITU-T X.690 | ISO/IEC 8825-1.

This Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Courier New typeface.
When a definition is referenced for the first time in normal text it is presented in italicized Times New Roman.

If the items in a list are numbered (as opposed to using "-" or letters), then the items shall be considered steps in a
procedure.

6 Frameworks overview

This Specification defines a framework for obtaining and trusting a public key of an entity in order to verify the digital
signature of that entity. If the key pair is of a type that allows encryption and decryption, the public key may also be used
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for encrypting information to be decrypted by the entity owning the private key. The framework includes the issuance of
a public-key certificate by a certification authority (CA) and the validation of that public-key certificate by the relying
party, i.e., the entity relying on the content of the public-key certificate. The validation includes:

— establishing a trusted path of public-key certificates between a trusted entity called a trust anchor
(see clause 7.5) and the public-key certificate subject, i.e., the entity for which the public-key certificate
has been issued;

— verifying the digital signatures on each public-key certificate in the path; and

— validating all the public-key certificates along that path (i.e., that they obey restrictions, were not expired
or not revoked at a given time); and

— optionally, asking a trust broker if the public-key certificate can be trusted for the intended purpose.

The public-key infrastructure (PKI) is the infrastructure established to support the issuing, revocation and validation of
public-key certificates.

This Specilfication defines a framework for obtaining and trusting privilege attributes of an entity in order to| determine
whether thpy are authorized to access a particular resource. The framework includes the issuance of an attributg certificate
by an attrijute authority (AA) and the validation of that attribute certificate by a privilege verifier. The validation includes:
-+ ensuring that the privileges in the attribute certificate are sufficient when compared‘against the privilege
policy;

+  establishing a trusted delegation path of attribute certificates if necessary;
+  verifying the digital signature on each attribute certificate in the path;

1+ ensuring that each issuer was authorized to delegate privileges; and

-+ validating that the attribute certificates have not expired or been‘revoked by their issuers.
Privileges pre provided in directory attributes as defined by Rec. ITU-T X.501 | ISO/IEC 9594-2.

Public-key| certificates may also include directory attributes for providing privileges. Such aspects of privileges carried
by public-key certificates are also covered by the attribute certificate/framework within Section 3.

The privilgge management infrastructure (PMI) is the infrastructure established to support the issuing, revdcation and
validation pf attribute-key certificates.

Although PKI and PMI are separate infrastructures and may be established independently from one anothgr, they are
related. This Specification recommends that holders’and issuers of attribute certificates be identified with|n attribute
certificated by pointers to their appropriate public-key certificates. Authentication of the attribute certificate [ssuers and
holders, tolensure that entities claiming privilege-and issuing privilege are who they claim to be, is done using [the normal
processes ¢f the PKI to authenticate identities=This authentication process is not duplicated within the attributg certificate
frameworK.

An entity may take one more roles in a PKI and/or a PMI. It may act as a CA, as an AA, as an end entity in a PKI
environmept (PKI end entity), astan end entity in a PMI environment (PMI end entity), as a relying party, etc.

A PKI end|entity is an entity.that has been assigned an end-entity public-key certificate, where the private key cannot be
used to sign other public=key certificates, but may be used for signing for other purposes. A PMI end entity |s an entity
that uses its end-entity‘attribute certificate to assess privilege, but it cannot be used for delegating such privilege to other
entities.

This Speciffication makes extensive use of cryptographic algorithms, such as hashing algorithms, public-key jalgorithms
and digital|signdture algorithms.

6.1 Digital signatures

This subclause describes digital signatures in general. Sections 2 and 3 of this Specification discuss the use of digital
signatures within PKI and PMI specifically. This subclause is not intended to specify a specification for digital signatures
in general, but to specify the means by which instances of the PKI and PMI specific data types are signed.

There are different types of digital signatures, such as Rivest-Shamir-Adelman (RSA) digital signatures, digital signature
algorithm (DSA) digital signatures and elliptic curve digital signature algorithm (ECDSA) digital signatures.
NOTE 1 — It is not within the scope of this Specification to describe these different techniques in detail, but Annex F gives a short
introduction with references to more detailed specifications.

Figure 1 illustrates how a signer of instances of PKI/PMI data types (public-key certificates, attribute certificates,
revocation lists, etc.) creates a digital signature and then adds that to the data before transmission. It also illustrates how
the recipient of the signed data (the validator) validates the digital signature.
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Signer Validator
Data Data
Hash function Hash function
Data digest Data digest
Domain parameters Domain parameters
or additional or additional
information/operation information/operation

The digital signature signer goes through the following procedure:

D
3

7

Having reqeived the data, the recipient (validator) goes through a similar procedure:

D

[NY
~

If the digitpl signature preves valid, the validator has ensured that the data has not been modified and that the

) ] Public
Private Signature key = Signature ; Valid
key . SENCTALION | ey Data and —— validation or'invalid
signature

| l

X.509(16)_F01

Figure 1 — Digital signature generation and validation

The signer creates a hash digest over the PKI/PMI data usinga secure hashing algorithm (see 3

The hash digest is then supplemented by additional infermation in preparation for generation of
signature for improved security and for padding the_hash digest to a length required by the 3
cryptographic function. For the RSA algorithms,\that supplementation can be the additio
information to the hash digest and in some cases;-to perform yet another hashing operation. Fq
and ECDSA digital signature algorithms, additional domain parameters are added.

nnex F).

the digital
symmetric
n of some
r the DSA

The result from item 2) together with the private key of the signer and the use of a specific algoifithm result

in a bit string that together with the used-algorithm constitute the digital signature.
The signature is appended to data.tobe signed.

The validator goes through*the same procedure as in steps 1) and 2) above, and if the recei
unmodified, the result-will be the same as for the signer. If not, the next step will fail.

From the result from item 1) together with the public key of the signer, the bit string of the sig
the use of an associated algorithm, the digital signature is evaluated as either valid or invalid.

ed data is

nature and

Bigner is in

the positiop of the private-key that corresponds to the public key used by the validator, i.e., the digital signatufe provides

insurance ¢f data integrity and authentication of the signer.

If the digitpl signature proves invalid, either the data has been modified or the signing private key does not ¢
to the publjc-key used by the validator.

brresponds

NOTE 2 — Data to be stored in a database or a directory may also be appended a digital signature, which then can evaluated at the
retrieval of the data.

6.2 Public-key cryptography and cryptographic algorithms

6.2.1 Formal specification of public-key cryptography

The digital signature of a data item may expressed by the following ASN.1 data type, where the signature component
is a bit string resulting from using the appropriate digital signature algorithm.

SIGNATURE ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
signature BIT STRING,
}

10 Rec. ITU-T X.509 (10/2019)
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If one or two signatures are to be appended to the data, the following ASN.1 may be used to define the data type resulting
from applying one or two signatures to the given data type.

NOTE — The components after the extension mark were added from Rec. ITU-T X.509 (2016) | ISO/IEC 9594-8:2017.

SIGNED{ToBeSigned} ::= SEQUENCE ({
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE,

[[4:

altAlgorithmIdentifier AlgorithmIdentifier{{SupportedAltAlgorithms}} OPTIONAL,

altSignature BIT STRING OPTIONAL]]

} (WITH COMPONENTS {..., altAlgorithmIdentifier PRESENT, altSignature PRESENT } |

WITH COMPONENTS {..., altAlgorithmIdentifier ABSENT, altSignature ABSENT } ) }

The following data type is no longer used anymore by this Specification. It may be useful in other areas and is retained
for possible import by referencing specifications.

HASH{ToBeHashed} ::= SEQUENCE {
algorijthmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
hashVallue BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded
-- odtets of a value of -- ToBeHashed } ),

}

The followjing data types are deprecated and are no longer used by this Specification. They are retained for possjble import
by referenging specifications.

ENCRYPTED { ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY ({
-- shalll be the result of applying an encipherment procedure
-- to |the BER-encoded octets of a value of -- ToBeEnciphered } )
ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED' BY {
-- shall be the result of applying a hashing précedure to the DER-encoded (see f.2)
-- ocHets of a value of -- ToBeSigned -- and then applying an encipherment procgdure
-- to [those octets -- } )

6.2.2 Formal definitions of cryptographic algorithms

The following ASN.1 information object class is used for specifying cryptographic algorithms.

ALGORITHM ::= CLASS {

&Type OPTIONAL,

&id OBJECT IDENTIFIER'UNIQUE }
WITH SYNTAX {

[PARM &Type]

IDENTIFIED BY &id }
The following general parameterized data type specifies the syntax of an algorithm specification:

AlgorithmIdentifier{ALGORITHM: SupportedAlgorithms} ::= SEQUENCE ({
algorijthm ALGORITHM. &id ({SupportedAlgorithms}),
paramelters ALGORITHM. &Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,
}

The algofithm component shall be an object identifier that uniquely identifies the cryptographic algoqthm being
defined.

The parameters component, when present, shall specify the parameters associated with the algorithm. Some, but not
all algorithms require associated parameters.

/* The definitions of the following information object sets are deferred to referencing
specifications having a requirement for specific information object sets.*/

SupportedAlgorithms ALGORITHM ::= {...}
SupportedAltAlgorithms ALGORITHM ::= {...}

The following parameterized data type specifies the syntax for fingerprint algorithms:

FingerPrint {ToBeFingerprinted} ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
fingerprint BIT STRING,
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}

Typically, the algorithm used for generating a fingerprint is a hash algorithm, but the above definition is open to other
types of algorithms.

The elliptic curve algorithms use the parameters component to specify the object identifier identifying a particular
curve. The following object gives a general specification for an elliptic curve cryptography (ECC) public key algorithm:

ecPublicKey ALGORITHM ::= {
PARMS SupportedCurves
IDENTIFIED BY id-ecPublicKey }

/* The definitions of the following information value set is deferred to referencing
specifications having a requirement for specific value sets.*/

SupportedCurves OBJECT IDENTIFIER ::= {dummyCurv, ...}
dummyCurfjv OBJECT IDENTIFIER ::= {2 5 5}
Annex B Iists, for easy reference, some cryptographic algorithms specified in other specifications.

6.2.3 )

Cryptographic algorithms that were once considered safe to use later become vulnerable to attagk as computer

and mathe
practical is
aPKlorP

Toallows
stronger sq
algorithms
using the @

6.3 [

In order to
message 0
is called th
encoding r
F
k
q

Migration of cryptographic algorithms

matics evolve. Both within a PKI and PMI, migration to more safe cryptographic algorithms rai
Kues, as it is unlikely that it is possible to change cryptographic algorithms simultaneously for all ent
MI.

mooth migration of a PKI or a PMI from a legacy use of one set of ctyptographic algorithms to an
t of cryptographic algorithms, this Specification includes provisions for an alternative set of cry
This allows some entities to move to a safer set of algorithms while at the same time legacy entitie
Id set of cryptographic algorithms during the migration period.

Distinguished encoding of basic encoding rules

enable the validation of SIGNED and SIGNATURE'types in a distributed environment, either the orig
, in its absence, a canonical encoding is required.The canonical encoding that shall be used by this sg
e distinguished encoding of a SIGNED or STIGNATURE data value and shall be obtained by applyin
lles defined in Rec. ITU-T X.690 | ISO/IEC 8825-1, with the following restrictions:

the definite form of length encoding shall be used, encoded in the minimum number of octets;
for string types, the constructed form of encoding shall not be used;

if the value of a type is its/default value, it shall be absent;

the components of a:Set type shall be encoded in ascending order of their tag values;

the components'\of'a Set-of type shall be encoded in ascending order of their octet values;

— — ~— — -

if the value'ef-a Boolean type is TRUE, the encoding shall have its contents octet set to "FF";
) each unused bit in the final octet of the encoding of a Bit String value, if there are any, shall be

) the.encoding of a Real type shall be such that bases 8, 10 and 16 shall not be used, and the bin
factor shall be zero;

i)\ the encoding of a UTCTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1;

echnology
es several
ties within

ssumingly
ptographic
may keep

nal signed
ecification
O the basic

set to zero;
pry scaling

j)  the encoding of a GeneralizedTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-
NOTE — These restrictions are the same as the distinguished encoding rules specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.

6.4 Applying distinguished encoding

1.

Generating distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. An entity
may be required to sign data or check the signature of data that is already signed or contains unknown protocol extensions

or unknow

n attribute syntaxes. The entity shall follow these rules:

a) It shall preserve the encoding of received information whose abstract syntax it does not fully

which it expects to subsequently sign.

know and

b) When signing data for sending, it shall send data whose syntax it fully knows with a distinguished encoding

12

and any other data with its preserved encoding, and shall sign the actual encoding it sends.
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¢) When checking signatures in received data, it shall check the signature against the actual data received
rather than its conversion of the received data to a distinguished encoding.

6.5 Using repositories

PKI and PMI data objects of different kind need to be made available in in some kind of repository. This Specification
does not mandate a specific repository technology, but describes repository requirements in term of directories as specified
by the Directory Specifications or by the lightweight directory access protocol (LDAP) as specified by IETF RFC 4511.

This Specification also uses directory related terms, like distinguished name and subtree.

A short introduction to directory concepts is given in Annex M.
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SECTION 2 - PUBLIC-KEY CERTIFICATE FRAMEWORK

7 Public keys and public-key certificates

7.1 I

ntroduction

The public-key certificate framework defined here is for use by applications with requirements for authentication,

integrity, ¢

onfidentiality and non-repudiation.

The binding of a public-key to an entity is provided by an authority through a digitally signed data structure called a
public-key certificate issued by an authority called a certification authority (CA). The format of public-key certificates is
defined here, including an extensibility mechanism and a set of specific public-key certificate extensions. If, for any
reason, a CA revokes a previously issued public-key certificate, entities need to be able to learn that revocation has

occurred s
notify enti
set of revd
define add

An entity that makes decisions based on the validity of a public-key certificates is called a relying:party. A re

needs to v,
performing
itself, its re

In order fq
that entity
certifies a
correspong
and other

relying pafties should review these procedures and make trust decisions’based upon them. The public-key cer

form of wh

Because p
without thg

NOTE
that the

7.2 f

7.2.1 R

A CAissu
its distingu
key, as we
ASN.1 dat

they do ot USE an untrustworthy pubtic-key certificate. Revocation 1StSare one Scheme thatcan
ies of revocations. The format of revocation lists is defined here, including an extensibility mechal
cation list extensions. In both the public-key certificate and the revocation list case, otherbodie
tional extensions that are useful to their specific environments.

hlidate a public-key certificate prior to using it for a particular transaction in an¢application. Pro
validation are also defined by this Specification, including verifying the integrity of the public-ke
vocation status, and its validity with respect to the intended use.

r a relying party to be able to trust a public-key of another entity, forginstance to authenticate the
the public key shall be obtained from a trusted source. Such a soufte;Called a certification auth
public key by issuing a public-key certificate which binds the public-key to the entity which
ing private key. The procedures used by a CA to ensure that an entity is in fact in possession of the
rocedures related to the issuance of public-key certificates are Qutside the scope of this Specification

ich is specified later in this clause, has the following properties:
any relying party with access to the public key of'the CA can recover the public key which wa
no party other than the CA can modify the‘public-key certificate without this being detected
certificates are unforgeable provided that'secure cryptographic algorithms are being used in a sq
iblic-key certificates are intended to be\unforgeable, they can be published by being placed in 3
need for the latter to make special gfforts to protect them.

Although the CAs are unambiguously-defined by distinguished names having a hierarchical structure, this do
e is any relationship between these.distinguished names and the hierarchy of the CAs.

Public-key certificate

ublic-key certificaté syntax

s a public-key-certificate of an entity by digital signing (see clause 6.1) a collection of information
ished name,‘the entity's distinguished name, a validity period, the value of a public-key algorithm
Il as an-optional additional information like for the permitted usage of the user's public key. The
h type specifies the syntax of public-key certificates:

Certificate——=—SIGNED{TBSCertificatel}

be used to
hism and a
5 may also

ying party
edures for
certificate

identity of
prity (CA),
holds the
brivate key
However,
ificate, the

certified;

public-key
cure way).

directory,

Ps not imply

, including
and public
following

TBSCertificate ::= SEQUENCE ({
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,
issuerUniqueIdentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,
ceey
[[2: -- if present, version shall be v2 or v3
subjectUniquelIdentifier [2] IMPLICIT Uniqueldentifier OPTIONAL]],
[[3: -- if present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL]]
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-- If present, version shall be v3]]

}

Version ::= INTEGER {v1(0), v2(1l), v3(2)}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {

notBefore Time,
notAfter Time,

}

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING,
R

Time ::=5 CHOICE {
utcTi UTCTime,
generallizedTime GeneralizedTime }

Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension
Extensi : := SEQUENCE {
extnI EXTENSION. &id ({ExtensionSet}),

critidal BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
(CONTAINING EXTENSION. &ExtnType ({ExtensionSet} {@extnId})
CODED BY der),
}

der OBJECT IDENTIFIER ::=
{joinYg-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding (1)}

ExtensionSet EXTENSION ::= {...}

When gengrating a digital signature using the SIGNED.pafameterized data type, only one digital signatufe shall be
generated,fi.e., the altAlgorithmIdentifier and the altSignature components shall be absent.

Before a value of Time is used in any comparison gpération, e.g., as part of a matching rule in a search, and if{the syntax
of Time hds been chosen as the uTcTime type, the value of the two digit year component shall be rationalized|into a four
digit year yalue as follows:

4+ Ifthe 2-digit value is 00 through to 49 inclusive, the value shall have 2000 added to it.

+  If the 2-digit value is 50 through to 99 inclusive, the value shall have 1900 added to it.

NOTE 1 — The use of GeneralizedTime may prevent interworking with implementations unaware of the pgssibility of
choosinp either UTCTime or GeneralizedTime. It is the responsibility of those specifying the domains in whichy public-key
certificgtes defined in this Specification will be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In
no case ghall UTCTime:be used for representing dates beyond 2049.

The TBscertificate data type is the unsigned public-key certificate and is referred to as a to-be-signed [public-key
certificate.| It shallbe encoded using the distinguished encoding rules (DER).

NOTE 2 —Some specifications may specify that a public-key certificate may be transmitted in a non-DER encoding, ji.e., in basic
encodinp rulés (BER) encoding without the DER restrictions, but the signature then has to be generated over a DER encoded value
of the TBSCertificate datatype. An otherwise valid signature will then fail the signature validation if the relying party does
not decode the public-key certificate and then DER encode it before validating the signature. It is a local policy decision whether
in that case to fail the validation or to re-encode the public-key certificate.

The version component shall hold the version of the encoded public-key certificate. If the extensions component is
present in the public-key certificate, version shall be wv3. If the issuerUniqueIdentifier Of
subjectUniqueIdentifier cOmponent is present version shall be v2 or v3.

The serialNumber component shall hold an integer assigned by the CA to the public-key certificate. The value of
serialNumber shall be unique for each public-key certificate issued by a given CA (i.e., the issuer name and serial
number together identify a unique public-key certificate).

NOTE 3 — Serial numbers do not have to be in numeric order.

The signature component shall_contain the identifier for the digital signature algorithm used by the CA in signing the
public-key certificate (e.g., sha256WithRSAEncryption, sha384WithRSAEncryption, dSa-with-sha256, ecdsa-
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with-SHA256, etc.). It shall be the same value as used in the algorithmIdentifier component of the SIGNATURE
data type when signing the public-key certificate.
NOTE 4 — By including this component, the digital signature algorithm is protected by the signature.

The issuer component shall hold the distinguished name of the CA that issued the public-key certificate. It shall hold a
non-empty distinguished name.

The validity component shall hold the time interval during which the CA warrants that it will maintain information
about the status of this public-key certificate.

The subject component shall identify the entity associated with the public-key found in the subjectPublicKey
component of the subjectPublicKeyInfo component. If the public-key certificate is an end-entity public-key
certificate (see clause 7.4), then the distinguished hame may be an empty sequence providing that the subjectaAltName
extension is present and is flagged as critical (see clause 9.3.2.1). Otherwise, it shall be a non-empty distinguished name.

] 3 o t ist ft h tg-
The subjgetRublicKeyInt componentconsists-of two subcomponents:

+ the algorithm subcomponent shall hold the algorithm which this public key is an-ipstance of
(e.g., rsaEncryption, dhpublicnumber, id-dsa, id-ecPublicKey, €tc.); and

+ the subjectPublicKey subcomponent shall hold the public key being certified.
The issu¢rUniqueIdentifier component is used uniquely to identify an issuer in case of hame reuse (deprecated).

The subjgctUniqueIdentifier component is used uniquely to identify a subject in ease-of name reuse (deprecated).

NOTE § — The use of issuerUniqueIdentifier and the subjectUniqueIdentifiexris deprecated. These comppnents were
added Hecause at one time there was some fear of the reuse of distinguished names~IETF RFC 5280 forbids the jise of these
components.

The exte:Lsions component, when present, shall hold one or more extensions as defined in clause 7.3.

An entity may obtain one or more public-key certificates from one or mare CAs.

7.2.2 Multiple cryptographic algorithms for public-key certificates

It is possibjle for a public-key certificate to hold:

+ a subject's alternative public key information to be used instead of the information provided in the
subjectPublicKeyInfo component;

4+ an alternative signature algorithm \to“be used instead of the algorithm specified in the slignature
component; and

4 analternative digital signaturé-to be checked instead of the native digital signature.

ative specifications are provided as public-key certificate extensions.

A public-Key certificate that includes the alternative cryptographic algorithm extensions shall contain alternative public
key information in the subjéctAltPublicKeyInfo extension (see clause 9.8.2), an alternative signaturg algorithm
value in fhe altSignatureAlgorithm extension (see clause 9.8.3) and an alternative signature vaJue in the
tureValue extension (see clause 9.8.4).

altSign.

A CA gengrating a public-key certificate with the alternative cryptographic algorithms and alternative digitgl signature
shall:

when generatmg the value in the alt51gnatureValue extenS|on exclude the signature fomponent
0 ol ! 2 2,-ang al signature
over the remaining DER encoded publlc key certlflcate usmg the algorlthm speC|f|ed in the

altSignatureAlgorithm extension; and

— when generating the value in the signature component, the subjectAltPublicKeyInfo, the
altSignatureAlgorithm and the altSignatureValue extensions shall be included in the DER
encoding of the public-key certificate.

A relying party that has not migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verify the native digital signature. The subjectAltPublicKeyInfo, altSignatureAlgorithm and
altSignatureValue extensions shall then be included in the DER encoding of the public-key certificate.

A relying party that has migrated to support alternative cryptographic algorithms and alternative digital signatures shall
verify the alternative digital signature. The signature component and the altSignaturevalue extension shall then
be excluded from the DER encoding of the public-key certificate. Thus, the relying party shall decode the public-key
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certificate and then re-DER-encode the same public-key certificate after the above modifications have been made,
otherwise the validation of the alternative signature will fail.

NOTE - The subjectAltPublicKeyInfo extension is only used as a public-key certificate extension, while
altSignatureAlgorithmand altSignatureValue extensions are also relevant as CRL extensions.

After the migration period, it is expected that new public-key certificates be issued without these extensions and with the
new set of cryptographic algorithms and the digital signature in the base part of the public-key certificate.

7.3 Public-key certificate extensions

The extensions component of a public-key certificate allows for the addition of extensions to the structure without
modification to the basic ASN.1 data type. An extension consists of an extension identifier, a criticality flag, and an
encoding of a data value of an ASN.1 type associated with the identified extension. For those extensions where ordering
of individual extensions W|th|n the SEQUENCE OF is S|gn|f|cant the speC|f|cat|on of those |nd|V|duaI extensmns shall
include the :
not recognjize an extension and the criticality flag is FALSE, it may ignore that extension. If the crmcallty fl4g is TRUE,
unrecogniged extensions shall cause the structure to be considered invalid, i.e., in a public-key certificate{an-infecognized
critical exfension shall cause validation of a signature using that public-key certificate to fail. When a relying party
recognizes|and is able to fully process an extension, then the relying party shall process the extension regardless of the
value of the criticality flag. When a relying party recognizes and is able to partially process an.extension fon which the
criticality flag is TRUE, then its behaviour in the presence of unrecognized elements is extension specific ahd may be
documentdd in each extension. However, the default behaviour, when not specified specifically for an extefsion, is to
treat the ertire extension as unrecognized. If unrecognized elements appear within the’extension, and the extefsion is not
flagged ascritical, those unrecognized elements shall be ignored according to the rulés of extensibility docimented in
clause 12.2.2 in Rec. ITU-T X.519 | ISO/IEC 9594-5.

Any extengion that is flagged as non-critical will cause inconsistent behaviour, among relying parties that will process the
extension gnd relying parties that do not recognize the extension and will igrore it. The same may be true for |extensions
that are flapged as critical, between relying parties that can fully processithe extension and those that can partiglly process
the extensijon, depending upon the extension.

A CA issu|ng a public-key certificate has three options with respect to an extension:
d) it can exclude the extension from the public-kéy certificate;

) it can include the extension and flag it as\non-critical;

@) it caninclude the extension and flag;it<as critical.

A relying party has three possible actions to take-with respect to an extension:

d) if the extension is unrecognizged and is flagged as non-critical, the relying party shall ignore th¢ extension
and accept the public-key certificate (all other things being equal);

) if the extension is unrecognized and flagged as critical, the relying party shall consider the [public-key
certificate as invalid;

@) if the extension)is recognized, the relying party shall process the extension and accept or consider the
public-key certificate invalid, depending on the content of the extension and the conditions upder which
processing-is occurring (e.g., the current values of the path processing variables).

Some extefsions shall'always be flagged as critical. In these cases, a relying party that understands the extensiof processes
it; the accdptance/rejection of the public-key certificate is dependent (at least in part) on the content of the extension. A
relying paity that does not understand the extension shall consider the public-key certificate as invalid.

Some extensions shall always be flagged as non-critical. In these cases, a relying party that understands the extension
shall process it and acceptance/rejection of the public-key certificate is dependent (at least in part) on the content of the
extension. A relying party that does not understand the extension accepts the public-key certificate (unless factors other
than this extension cause it to be rejected).

Some extensions may be flagged either as critical or as non-critical. In these cases, a relying party that understands the
extension processes it: the acceptance/rejection of the public-key certificate is dependent (at least in part) on the content
of the extension, regardless of the criticality flag. A relying party that does not understand the extension accepts the
public-key certificate if the extension is flagged as non-critical (unless factors other than this extension cause it to be
rejected) and rejects the public-key certificate if the extension is flagged as critical.

When a CA considers including an extension in a public-key certificate it does so with the expectation that its intent will
be adhered to wherever possible. If it is necessary that the content of the extension be considered prior to any reliance on
the public-key certificate, a CA shall flag the extension as critical. This is done with the realization that any relying party
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that does not process the extension will reject the public-key certificate (probably limiting the set of applications that can
verify the public-key certificate). The CA may mark certain extensions non-critical to achieve backward compatibility
with validation applications that cannot process the extensions. Where the need for backward compatibility and
interoperability with validation applications incapable of processing the extensions is more vital than the ability of the
CA to reinforce the extensions, then these optionally critical extensions would be flagged as non-critical. It is most likely
that CAs would set optionally critical extensions as non-critical during a transition period while the verifiers' public-key
certificate processing applications are upgraded to ones that can process the extensions.

Specific extensions may be defined in ITU-T Recommendations | International Standards or by any organization which
has a need. The object identifier which identifies an extension shall be defined in accordance with Rec. ITU-T X.660 |
ISO/IEC 9834-1. Some extensions for public-key certificates are defined in clause 9 of this Specification. Some
extensions related to privilege information as defined in clause 17 may also be included in public-key certificates.

The following information object class is used to define specific extensions.

EXTENSION——=€EASS—{
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }
WITH SYNTAX {
SYNT. &ExtnType
IDENTIFIED BY &id }

7.4 Types of public-key certificates
There are fwo primary types of public-key certificates, end-entity public-key certificatés and CA certificates.

An end-entity public-key certificate is a public-key certificate issued by a CA te an‘entity acting as a PKI end entity that
cannot use|the corresponding private key to sign other public-key certificates.

A CA certificate is a public-key certificate issued by a CA to an entity that is’also acting as a CA and thereforg is capable
of issuing &nd signing public-key certificates. A CA certificate shall include the basicConstraints extensipn with the
cA components set to TRUE (see clause 9.4.2.1).

CA certifigates can themselves be categorized by the following types:

1  Self-issued certificate — This is a CA certificate where the issuer and the subject are the same [CA. A CA
might use self-issued certificates, for example, during a key rollover operation to provide trugt from the
old key to the new key.

+  Self-signed certificate — This is a special case of self-issued certificates where the private key Uised by the
CA to sign the certificate correspends to the public key that is certified within the CA certifigate. A CA
might use a self-signed certificate, for example, to advertise their public key or other information about
their operations.

+  Cross-certificate — This is a CA certificate where the issuer and the subject are different CAs.|CAs issue
certificates to other\CAs either as a mechanism to authorize the subject CA's existence (e.g.| in a strict
hierarchy) orto_recognize the existence of the subject CA (e.g., in a distributed trust mpdel). The
cross-certificate’structure is used for both of these.

75 Trust anchor

An entity i a trdstyanchor for a particular relying party for one or more purposes, typically including public-key certificate
validation.| A\trust anchor is identified by trust anchor information. Trust anchor information includes a public key and
some assoct —Thi i for i i i i . Arelying
party may have configured information about multiple trust anchors into one or more trust anchor stores.

A trust anchor may act as a CA that issues public-key certificates and certification revocation lists (CRLS)
(see clause 7.10). The relying party may then use the trust anchor information for public-key certificate and CRL
validation.

A trust anchor may also act as a PKI end entity by signing other types of information such as software packages, time
stamps, responses to online certificate status protocol (OCSP) requests (see IETF RFC 6960), AVLs, etc.

A CA may be a trust anchor for some entities with respect to particular public-key certificates, but may otherwise be an
ordinary CA.
NOTE 1 — As an example, entities within a company may trust all the public-key certificates issued by the company CA. This CA
is then the trust anchor for these local relying parties with respect to local issued public-key certificates. However, it might not be
a trust anchor with respect to public-key certificates issued outside the company. Likewise, relying parties outside the company
may not consider the company CA as the trust anchor for any public-key certificates.

18 Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

NOTE 2 — The term trust anchor is seen as synonymous with the term root-CA. In a strict hierarchy, the CA at the top of the
hierarchy may be the root CA and it may also be a trust anchor. However, in more complex environments, it may not be possible
to identify a root CA. Even when it is possible to identify a root CA, a relying party may not necessarily consider it a trust anchor.
An intermediate CA may instead take that role. The term root CA is confusing and therefore not used by this Specification.

IETF RFC 5914 defines trust anchor information as a choice among three alternatives:

TrustAnchorChoice ::= CHOICE {
certificate Certificate,
tbsCert [1] EXPLICIT TBSCertificate,
taInfo [2] EXPLICIT TrustAnchorInfo }

The certificate alternative specifies a public-key certificate that can be either a self-signed certificate or a public-key
certificate.

The tbscert alternative specifies an unsigned public-key certificate as defined in clause 7.2.

NOTE 3= This atternative 15 teprecated by this Specification and therefore ot considered further:

The taInfo alternative specifies a special trust anchor information format defined by IETF RFC 5914,

If the trust pnchor information is not used for signing public-key certificates, it shall be an end-entity public-key/certificate.

7.6 Entity relationship

There may|be several CAs between the trust anchor recognized by the relying party and(an entity acting as anjend entity.
Each CA hgas issued one or more cross-certificates for the next CA on the path betweendhe trust anchor and thelend entity.
The CA that issues a cross-certificate to another CA takes the role of intermediatenCA. The CA that is the sybject for a
cross-certificate takes the role of subject CA. This is illustrated in Figure 2. The-same CA may take both the [roles of an
intermediate CA and a subject CA.

Trust anchor for relying party

Intermediate
CA

Subject
CA

CAfor
end-entity

Relying
party
X.509(12)_F02
—— Certifies
- - - Chainof CAs

— — —p Trustanchor certifies CA
— - —p Trustrelationship

Figure 2 — Entity relationships

In some situations, conflicting or overlapping requirements for constraints, such as name constraints, may require a CA
to issue more than one cross-certificate to another CA. In this case, multiple, different paths of public-certificate
certificates are established between the trust anchor and the entity.

7.7 Certification path

Before a public-key certificate can be securely used by a relying party, it shall be validated. In order to validate such a
public-key certificate, a chain of public-key certificates, called a certification path, shall be established between the public-
key certificate signed by a trust anchor recognized by the relying party and the public-key certificate to be validated.
Every public-key certificate within that path shall be checked. A certification path is thus an ordered list of public-key
certificates starting with a public-key certificate signed by the trust anchor, and ending with the end-entity public-key
certificate to be validated. All intermediate public-key certificates, if any, are CA certificates in which the subject of the
preceding public-key certificate is the issuer of the following public-key certificate.
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If the public-key certificates in the certification path include multiple cryptographic extensions, and the relying party
supports this extension, then the relying party shall validate the alternative signature stored in the altSignaturevalue
extensions of the public-key certificates in the path.

Each public-key certificate in a certification path shall be unique. A path that contains the same public-key certificate
multiple times is not a valid certification path.

The issuer and subject components of each public-key certificate are used, in part, to identify a valid path. For each
pair of adjacent public-key certificates in a valid certification path, the value of the subject component in one public-
key certificate shall match the value of the issuer component in the subsequent public-key certificate. In addition, the
value of the issuer component in the public-key certificate issued by the trust anchor shall match the distinguished name
of the trust anchor. Only the names in these components are used when checking the validity of a certification path. Names
in public-key certificate extensions are not used for this purpose. The distinguishedNameMatch matching rule,
defined in clause 13.5.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2, shall be used to compare the distinguished name in the
subject component of one public-key certificate with the distinguished name in the issuer component of the
subsequent public-key certificate.

Figure 3 iljustrates the situation where a relying party needs to check the validity of an end-entity public;Key certificate
and the rellying party is able to construct a certification path between one of its trust anchors and the end-entity public-
key certifigate.

Trust anchor information

Issued by trust anchor /%
N\

Certification path

\
End-entity .
public-key Relying
certificate party
X.509(12)_F03

——p CAsigning

- - - % Chain of CA-Certificates
— — —p Trustancher signing

— - = Trustrelationship

Figure 3 — Certification path

Trust suffers dilution-asiCertification paths grow in length. The basicConstraints extension (see clause 9.4.p.1) allows
restrictiong to be put'ento the length of the path. The validation of a public-key certificate may be affected by|extensions
in the chgin of a‘public-key certificate, such as the certificatePolicies extension (see clause 9J2.2.6) and
nameConsjtraints (see clause 9.4.2.2). It is the responsibility of the relying party to check that the restrlictions are
observed.

The ASN.1 data type PkiPath is used to represent a certification path. Within the sequence, the order of public-key
certificates is such that the subject of the first public-key certificate is the issuer of the second public-key certificate, etc.

PkiPath ::= SEQUENCE OF Certificate
Each public-key certificate in a PKI path shall be unique.

The following data types are deprecated and should not be referenced by new specifications. They are retained here for
backward compatibility not to invalidate existing specifications referencing these types.
NOTE - The CertificationPath data type was defined at an early stage, before the concept of certification path was fully
developed. The order of elements in a CertificationPath instance is the opposite of that of a certification path as it is defined
now. This data type is used, as an example, by the directory protocols for the support of strong authentication and digital signature
(see Rec. ITU-T X.511 | ISO/IEC 9594-3). It is recommended that new applications use the PkiPath data type.
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ates ::= SEQUENCE {
rtificate Certificate,
icationPath ForwardCertificationPath OPTIONAL,

The following ASN.1 data type can be used to represent the forward certification path. This component contains the

certification path that can point back to the originator.
ForwardCertificationPath ::= SEQUENCE OF CrossCertificates
CrossCertificates ::= SET OF Certificate
CertificationPath ::= SEQUENCE {
userCertificate Certificate,
theCACertificates SEQUENCE SIZE (1..MAX) OF CertificatePair OPTIONAL,

}
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5 in which a key pair of an entity may be\produced are:

)  The entity generates its own key-pair. This method has the advantage that the private key of
never released to another entity; but requires a certain level of competence by the entity.

) The key pair is generatéd,by a third party. The third party shall release the private key to the
physically secure manner, and then actively destroy all information relating to the creation of tl
plus the keys themselves. Suitable physical security measures shall be employed to ensure th
party and the data operations are free from tampering.
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7.9 Public-key certificate creation

A public-key certificate associates the public key (or multiple public keys in the case of multiple cryptographic public-
key certificates) and the name of the subject it describes. Thus:

a)
b)

a CA shall be satisfied of the identity of a subject before creating a public-key certificate for it;
a CA shall not issue public-key certificates for two different subjects with the same subject name.

It is important that the transfer of information to the CA is not compromised, and suitable physical security measures shall
be taken. In this regard:

a)

key that had been tampered with.

b) If the means of generation of key pairs of clause 7.8, item b) or item c) is employed, the subje

© 150/

key shall be transferred to the entity in a secure manner.
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c) If the means of generation of key pairs of clause 7.8, item a) or item b) is employed, the subject may use
different methods (online or offline) to communicate its public key to the CA in a secure manner. Online
methods may provide some additional flexibility for remote operations performed between the entity and
the CA.

A public-key certificate is a publicly available piece of information, and no specific security measures need to be
employed with respect to its transmission e.g., to a directory server (directory system agent) according to the Directory
Specifications or to the LDAP specification. As it is produced by an offline CA on behalf of a subject who shall be given
a copy of it, the subject needs only store this information in its directory entry on a subsequent directory access.
Alternatively, the CA could lodge the public-key certificate for the subject, in which case the CA shall be given suitable
access rights to the entity's directory entry.

7.10 Certificate revocation list

7.10.1

The CA thpt issues public-key certificates also has the responsibility to indicate the validity of the public¢key fertificates
that it issyes. Generally, public-key certificates are subject to possible subsequent revocation. Thisyrevocgtion and a
notification of the revocation may be done directly by the same CA that issued the public-key certificate, or indirectly by
another authority duly authorized by the CA that issued the public-key certificate. A CA that issués.public-key fertificates
is required to state, possibly through a published statement of their practices, through,the public-key Fertificates
themselveg, or through some other identified means, whether:

+ the public-key certificates cannot be revoked;
+  the public-key certificates may be revoked by the same CA directly;.or

the issuing CA authorizes a different entity to perform revocation:

CAs that do revoke public-key certificates are required to state, through, similar means, what mechanism(s) can be used
by relying parties to obtain revocation status information about public-key certificates issued by that| CA. This
Specificatipn defines a certificate revocation list (CRL) mechanism and validation and authorization |ist (AVL)
mechanisn), but does not preclude the use of alternative mechanisms. One such alternative mechanism is|the online
certificate ptatus protocol (OCSP) specified in IETF RFC 6960:UJsing this protocol, a relying party (client) requests the
revocation|status of a public-key certificate from an OCSP¢server. The server may use CRLs, or other mechanisms to
check the dtatus of the public-key certificate and respond t0.the client accordingly. If OCSP can be used by relying parties
to check the status of a public-key certificate, IETF REC 5280 contains a certificate extension (Authority Info Access)
that would|be included in such public-key certificatés’and would provide sufficient information to access an dppropriate
OCSP serper. Relying parties check revocation—status information, as appropriate, for all public-key tertificates
considered during the path processing procedure-tescribed in clause 12 to validate a public-key certificate.

Only a CA that is authorized to issue CRLs’may choose to delegate that authority to another entity. If this dglegation is
done, it shall be verifiable at the time’ of public-key certificate/CRL verification. The cRLDistributijonPoints
extension [see clause 9.6.2.1) canvbe used for this purpose. The cRLIssuer component of this extensior] would be
populated ith the name(s) of any-entities, other than the CA itself, that have been authorized to issue CRLs goncerning
the revocation status of the pubtic-key certificate in question.

Public-key| certificates shall' have a lifetime associated with them, at the end of which they expire. In order|to provide
continuity [of servicexthe authority shall ensure timely availability of replacement public-key certificates tq supersede
expired/expiring public-key certificates. Revocation notice date is the date/time that a revocation notice for a jpublic-key
certificate ffirst @ppears on a CRL, regardless of whether it is a base or dCRL. In the CRL, revocation notice|date is the
value contgied4n the thisUpdate component. Revocation date is the date/time the CA actually revoked the jpublic-key
certificate, which—coutdbedifferent-fromthefirst time—itappears oma EREAmrthe ERErevocationdate s the value
contained in the revocationDate component. Invalidity date is the date/time at which it is known or suspected that the
private key was compromised or that the public-key certificate should otherwise be considered invalid. This date may be
earlier that the revocation date. In the CRL, invalidity date is the value contained in the invalidityDate entry extension.

Two related points are:

— Validity of public-key certificates may be designed so that each becomes valid at the time of expiry of its
predecessor, or an overlap may be allowed. The latter prevents the CA from having to install and distribute
a large number of public-key certificates that may run out at the same expiration date.

—  Expired public-key certificates will normally be removed from a directory. It is a matter for the security
policy and responsibility of the CA to keep old public-key certificates for a period if a non-repudiation of
data service is provided.

22 Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

Public-key certificates may be revoked prior to their expiration time, e.g., if the entity's private key is assumed to be
compromised, the entity is no longer to be certified by the CA, or if the CA's certificate is assumed to be compromised.
The revocation of an end-entity public-key certificate or a CA certificate shall be made known by the issuing CA, and a
new public-key certificate shall be made available, if appropriate. The CA may then inform the holder of the public-key
certificate about its revocation by an offline procedure.

A CA that issues and subsequently revokes public-key certificates:

a) may be required to maintain an audit record of its revocation events for all public-key certificate types
issued by that CA:

b) shall provide revocation status information to relying parties using CRLs, online certificate status protocol
(OCSP), AVLs or another mechanism for the publication of revocation status information;

c) if using CRLs, it shall maintain and publish CRLs even if the lists of revoked public-key certificates are
empty;

¢ ifosingomty partitionmed-CREs, it shattissuea fultset of partitiomedCREs Toverimgthetomplete set of
public-key certificates whose revocation status will be reported using the CRL mechanism) Thus, the
complete set of partitioned CRLs shall be equivalent to a full CRL for the same_sety'of public-key
certificates, if the CRL issuer was not using partitioned CRLs.

Relying pdrties may use a number of mechanisms to locate revocation status information provided by an authority. For
example, there may be a pointer in the public-key certificate itself that directs the relying-party to a locafion where
revocation|information is provided. There may be a pointer in a revocation list that redirects'the relying party tga different
location. Tjhe relying party may locate revocation information in a repository (e.g., adirectory) or through other means
outside thg scope of this Specification (e.g., locally configured).

If revocatipn lists are published in a directory, they are held within directory entries as attributes of the followfing types:
E certificateRevocationList
R authorityRevocationList; and

E deltaRevocationList

7.10.2 Certificate revocation list syntax

The following ASN.1 data type specifies the syntax of a CRL.

CertifidateList ::= SIGNED{CertificateListContent}
CertifidateListContent ::= SEQUENCE ~{
versi Version OPTIONAL,
-- if [present, version shall.be.v2
signatjure AlgorithmIdentifier{{SupportedAlgorithms}},
issue Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates/~ SEQUENCE OF SEQUENCE {
serijfalNumber CertificateSerialNumber,
revocationDate Time,

crlEntryExtensions Extensions OPTIONAL,
.}l OPTIONAL,

-7

ceey
crlExtensions [0] Extensions OPTIONAL }

When generating a digital signature using the SIGNED parameterized data type, only one digital signature shall be
generated, i.e., the altAlgorithmIdentifier and the altSignature components shall be absent.

The version component shall indicate the version of the encoded revocation list. If the extensions component is
present in the revocation list, the version shall be v2. If the extensions component is not present, the version shall
either be absent or be present as v2.

The signature component shall contain the identifier for the algorithm used by the CA to sign the revocation list. It
shall be the same value as used in the algorithmIdentifier component of the SIGNATURE data type when signing
the revocation list.

NOTE 1 — By including this component, the digital signature algorithm is protected by the signature. In addition, by having

information about the used hash algorithm at an early stage, it is possible to start generating the hash for verification during the
pass of the certificate revocation list.
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The issuer component shall identify the entity that signed and issued the revocation list.
The thisUpdate component shall indicate the date/time at which this revocation list was issued.

The nextUpdate component, when present, shall indicate the date/time by which the next revocation list in this series
will be issued. The next revocation list could be issued before the indicated date, but it shall not be issued any later than
the indicated time.

The revokedCertificates component shall identify public-key certificates that have been revoked. The revoked
public-key certificates are identified by their serial numbers. If none of the public-key certificates covered by this CRL
has been revoked, it is strongly recommended that the revokedCertificates parameter be omitted from the CRL,
rather than being included with an empty SEQUENCE.

The crlExtensions component, when present, shall contain one or more CRL extensions.

NOTE 2 — The checking of the entire list of public-key certificates is a local matter. The list shall not be assumed to be in any
particul:r order unless crr_mrifir- nrrlnring rules have heen crr_mrifiarl h‘,’ the jssl |ing CA. e G inthat CA's rr_\nlir-\J/

NOTE 3 — If a non-repudiation of data service is dependent on keys provided by the CA, the service should ensure thaf all relevant
keys of the CA (revoked or expired) and the time stamped revocation lists are archived and certified by a current.authgrity.

When an implementation processing a CRL encounters the serial number of the public-key certificate-of interest in a CRL
entry, but foes not recognize a critical extension in the crlEntryExtensions component front that CRL|entry, that
CRL canngt be used to determine the status of the public-key certificate. When an implementation does not fecognize a
critical extension in the crlExtensions component, that CRL cannot be used to determifeg)the status of the [public-key
certificate,[regardless of whether the serial number of the public-key certificate of interéstjappears in that CRLL or not.

NOTE 4 — In these cases, local policy may dictate actions in addition to and/or stronger than‘tHose stated in this Specification, such
as seekihg revocation status information from other sources.

Public-key| certificates for which revocation status cannot be determinedsheuld not be considered valid [public-key
certificateq.

If an extengion affects the treatment of the list (e.g., multiple CRLs need to be scanned to examine the entire listjof revoked
public-key|certificates, or an entry may represent a range of public-key certificates), then either that extension pr a related
extension khall be indicated as critical in the crlExtensions component. Therefore, a critical extengion in the
crlEntryExtensions component of an entry shall affect only the public-key certificate specified in that entry, unless
there is a related critical extension in the cr1Extensionsc0mponent that advertises a special treatment for % The only

example of this situation defined in this Directory Spegification is the certificateIssuer CRL entry extension and
the related|issuingDistributionPoint CRL extension when the indirectCRL Boolean from that extempsion is set
t0 TRUE.

NOTE § — Extensions for CRLs are defined in clause 9 of this Specification.

If unknown components appear withinan’ extension, and the extension is not flagged as critical, thosq unknown
components shall be ignored according.to the rules of extensibility documented in clause 12.2.2 of Rec. ITY-T X.519 |
ISO/IEC 9p94-5.

7.10.3  Multiple cryptographic algorithms for certificate revocation lists

It is possible for a CRL te.held:

an alternative digital signature algorithm to be used instead of the algorithm specified in the slignature
component; and

an-alternative digital signature to be checked instead of the native digital signature.

Such alterrative specifications are provitetas CREEXtENSIons.

In the case of migration of the digital signature algorithm and the corresponding signature value, the CRL issuer shall
include in a CRL the altSignatureAlgorithm extension holding an alternative digital signature algorithm and shall
include the altsignaturevalue extension holding an alternative signature value'. The following applies for the CRL
issuer:

— when generating the value in the altSignaturevalue extension, the CRL issuer shall exclude the
signature component and the altSignaturevalue extension from the CRL and shall generate the
digital signature over the remaining DER encoded CRL using the algorithm specified in the
altSignatureAlgorithm extension; and

— when generating the value in the signature component, the CRL issuer shall include the
altSignatureAlgorithm and the altSignaturevalue extensions in the DER encoding of the CRL.
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A relying party that has not migrated to support the alternative digital signature algorithm and alternative digital signatures
shall verify the native digital signature. The altSignatureAlgorithmand altSignatureValue extensions shall then
be included in the DER encoding of the CRL.

A relying party that has migrated to support alternative the digital signature algorithm and alternative digital signatures
shall verify the alternative digital signature. The signature component and the altSignaturevalue extension shall
then be excluded from the DER encoding of the CRL. Thus, the relying party shall decode the CRL and then re-DER-
encode the same CRL after the above modifications have been made, otherwise the validation of the alternative digital
signature will fail even if valid.

7.11 Uniqueness of names

A PKI requires that CAs are uniquely and unambiguously named. If CRL issuing authorities are not uniquely named, it
may result in incorrect use of revocation information.

It is outsidp the scope of this Specification to specify procedures that ensure unique and unambiguous names for CA and
CRL issuitg authorities.

7.12 ndirect CRLs

7.12.1  IIntroduction

The only mechanism defined for CRL delegation by this Specification (and IETF RFC 5280) is for the public-key
certificate [issuing CA to include a cRLDistributionPoint extension in a public-Key certificate and include the
cRLIssuelr component in this extension. The public-key certificate issuing CA-will have do this for each Jpublic-key
certificate whose revocation status the CA wishes to delegate via CRL to a CRLissuing authority.

There is ng mechanism (i.e., public-key certificate or CRL extension) for apublic-key certificate issuing CA o delegate
CRL issuance for all its public-key certificate to another authority using a mechanism (similar to the deleggted OCSP
Responder|public-key certificate as specified in IETF RFC 6960).

For examplle, if a CA has issued a large number of public-key certificates and its wishes to delegate CRL issugnce for all
of these public-key certificate to a CRL issuing authority,the CA shall assert the cRLIssuer component in the
cRLDistributionPoint extension of each of the issuedpublic-key certificates. If the CA wishes to delegale issuance
only for pome of the issued public-key certificates,~the CA shall assert the cRLIssuer compongnt in the
cRLDistrlibutionPoint extension of the delegated public-key certificates and shall not assert the cRLIssuer
component in the remaining public-key certificates\that contain the cRLDistributionPoint extension.

The relatignship of CRL delegation may be as follows:

d) A CAcandelegate issuance'of CRL for a given public-key certificate to multiple CRL issuance guthorities.
The CA might delegate to multiple authorities for the sake of redundancy by asserting multiple JRL issuers
in a single distribution point in the cRLDistributionPoint extension or by asserting multiple
distribution pointsiinthe cRLDistributionPoint extension with each distribution point confaining one
or more CRLsissuer(s). Another example is a CA delegating CRL issuance to different authorities for
different reason codes. In this case, the CRL Distribution Point extension must contain twjo or more
distribution points with each distribution point containing applicable reason code(s) and CRL Igsuer(s).

B) A CAcan delegate issuance of CRL for different batch of public-key certificates to different CRL issuance
authorities. The CA could create these batches stochastically or using a deterministic algorithm such as
based on type of public-key certificate, reason code, issuance time, expiration time, subject orpanization,
etc

¢) A CRL issuance authority can be authoritative for revocation information for public-key certificates issued
by multiple CAs.

7.12.2 Indirect CRL contents

If a CRL issuance authority is a CA, the CRLs it issues are authoritative for the public-key certificates issued by the CRL
issuance authority as the CA and the public-key certificates whose revocation status is delegated to the CRL issuance
authority. Thus, a CRL issued by a CRL issuance authority which has been delegated CRL issuance by x CAs, is
authoritative for x + 1 or x CAs depending on whether the CRL issuance authority is a CA or not.

The CRL issued by the CRL issuance authority can be partitioned like any other CRLs using the distributionPoint
component of the cRLDistributionPoint extension (see clause 9.6.2.1). Furthermore, the CRL issuance authority
may or may not choose to partition the CRL based on the public-key certificate issuer. If it chooses the former, it creates
a partitioned CRL for each CA. But, the partitioned CRL discussion is outside the scope of this Specification.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 25


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

Since the iCRL is authoritative for the CA(s) other that the CRL issuer, serial number alone in the CRL entry does not
uniquely identify a public-key certificate that has been revoked. You also need to identify the CA that issued the public-
key certificate placed on the iCRL. This is achieved by adding the certificateIssuer CRL entry extension (see clause
9.6.2.3). This extension shall always be flagged as critical to ensure that the relying parties process it and associate the
CRL entry with the appropriate CA.

If each entry on a CRL contained the certificateIssuer extension (which is a directory distinguished name), it would
make the CRL size large. Thus, in order to reduce the CRL size, the iCRL issuing authority should sort the CRL entries
by issuing CAs. Using this approach, only the first public-key certificate appearing on the CRL for a given CA needs to
contain the certificateIssuer extension. All subsequent entries are assumed to be for the same public-key certificate
issuing CA until another certificateIssuer CRL entry extension is encountered. To further reduce the size of the
CRL, if the iCRL issuing authority is a CA, it should contain its revoked public-key certificate first, obviating the need
for certificateIssuer extension for any of its certificates.
NOTE 1 — The following example illustrates the use of iCRLs. In the example, there is a single CRL issuing authority that issues
revocatierH rtpte-CAS—THhe 3 . tbutionPoimtextension{seeelause 3622 Hspresentirthat CRL and
is flagged as critical. The indirectCRL component of this extension is set to TRUE. If the CRL issuing authofity|name is the
same as|that of the CAs it serves, entries should then be placed first on the CRL without the certificateIssuer CRL entry
extensign. Entries for other CAs are kept together and the first CRL entry for a particular CA includes the certificateIssuer
CRL enfry extension flagged as critical.
NOTE 2 — A relying party needs to develop and validate the certification path for the iCRL issuance authority. This is|no different
for buildling a certification path for a regular CRL with one difference. In the case of a regular CRLs there is a probabjlity that the
CRL is figned using the same key as the public-key certificate, obviating the need for building.a CRL certification path. However,
for the ipdirect CRL, the CRL certification path will always differ from the certification path.for the public-key certificate whose
revocatipon status is being checked.

7.13

Participants in an event may subsequently decide to repudiate anything ‘that they digitally signed in that [event. For
example, dne can dispute one's participation in a key establishment orbeing the originator of a signed email essage as
easily as ope can dispute one's signing of a document with the intent to be bound to the content of that docyment. The
repudiation may not be successful. The Non-repudiation Framework, Rec. ITU-T X.813 | ISO/IEC 10181-4, flescribes a
dispute resplution process as follows:

Repudiation of a digital signing

1) evidence generation;

3) evidence transfer, storage and retrieval;
3) evidence verification; and

4) dispute resolution.

The genergted evidence may include, but is-not limited to:

-+ audit records pertinent to-the event and an assertion of intent;

+  statements made by-third party notaries;

+  policy statements;

+ digitally signed information, including audit records and notary statements;
+  timestamps of the digitally signed information;

+  thépublic-key certificates supporting the digital signature;

+ .She appropriate revocation information published and available at the time of the disputed event; and,

—_any public-Key Certificate revocations SUDSEqUENT to the time of the event which Indicate a Key compromise
occurred before the time of the event.

The integrity of stored data that might be presented as evidence may be maintained in a variety of ways, e.g., access
control, storage of hashes by a trusted third party, digital signature. It may also be necessary periodically to strengthen
the protection of that stored data to counteract improvements in computer processing and/or crypto-analysis.

NOTE — Neither the type and amount of evidence generated nor the level of integrity is specified by this Specification. However,
it is expected that the level of effort will be commensurate with the risk involved.

Evidence verification may require the revalidation of the digital signatures of data, e.g., messages, documents, certificates,
CRLs, and timestamps that were used in the initial validation process. The fact that a public-key certificate has expired
shall not preclude its use for revalidating signatures created during the validity period of that public-key certificate. A
public-key certificate that has been revoked may be used if it can be determined that the public-key certificate was valid
at the time of the disputed event.
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Even if all the digital evidence described above is considered technically valid, other conditions, e.g., the intent,
understanding or competence of the signer, may allow the signer successfully to repudiate it.

8 Trust models

Procedures for determining the trustworthiness of a public-key certificate for a particular transaction are not defined here.
In the three cornered trust model described below, the relying party acts on its own behalf to determine both the validity
and trustworthiness of a public-key certificate. In the four-cornered trust model, the relying party engages the services of
a trust broker to determine the trustworthiness of a public-key certificate on its behalf.

8.1 Three-cornered trust model

The three-cornered trust model applies to an environment where the entity to which a public-key certificate has been

1 d trn crbhiant) anA thn yalv i oty hath hovin cnman rnlationclhin aanth thn O Acavapthin o Alacad Anyiranas t
ISsue ISy CerTanutC T CTy Ty Party DUt vV CSUTTICTCTatrOTISTI I VU It T U e O7 xS vt i o CTOSCUCTTV ITOTTI T nt.

This is illystrated by the simplified example shown in Figure 4, where the subject of the public-key ceftifichte and the
relying pafty are associated with the same CA. In this environment, the trustworthiness of the issuing €A ig relatively

easy to est@blish.

O
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authority
(CA)
n | - 2
- G 7 L
e, N |
Relying party Public-key
(RP) certificate subject

Public-key certificate
——— Trust relationship

+ = - = Indirect trust relationship X.508(16)_F04

Figure 4 — The three cornered trust model

In this thrde cornered trust model, ‘the public-key certificate subject trusts the CA and has asked it to issue a [public-key
certificate.[Upon positive verification of the identity of the public-key certificate subject, the CA issues it with a public
key certifi¢ate containing thé subject’s identifier. The relying party, being a public-key certificate subject of a|CA within
the same ¢losed environment, also knows the trustworthiness of the issuing CA. Consequently the relying party can
determine Wwhether to trust the public-key certificate subject for the current transaction.

8.2 Four cornered trust model

The four cornered trust madel may he used in apen public-key infrastructures _where the relying party doesinot have a
close relationship with the CA that issued the public-key certificate under validation. See Figure 5.
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Figure 5 — The four cornered trust model

In the four{cornered model, the relying party trusts an entity called the trust broker. The relying party is still fesponsible
for validafing public-key certificates and public-key certificate chains~‘However, the trust broker evaluates the
trustworthiness of the CA for all intended transactions and relays this te’ the relying party so that it can decidg¢ about the
trustworthiness of the public-key certificate subject for the current transaction. If the relying party's decision s positive,
this means|that the relying party trusts the CA and its public-key certificate for this transaction. The CA trusts the identity
of the public-key certificate subject. Hence the relying party caniindirectly trust the public-key certificate of the subject

for this pafticular transaction.

9 Public-key certificate and CRL exténsions

Some extehsions defined in this clause are for @se with public-key certificates. Other extensions are definedq for CRLs
(includingICARLs and EPRLS). Extensions-for tse with attribute certificates and ACRLs (including AARLs and EARLS)

are defined in clause 17.

This clausg specifies extensions in the following areas:

4)

Key and policy-Jinformation: These public-key certificate and CRL extensions convey |additional
information about'the keys involved, including key identifiers for subject and issuer keys, inflicators of
intended oryrestricted key usage, and indicators of a certificate policy.

Subjectiand issuer attributes: These public-key certificate and CRL extensions support alternative names,
of vatious name forms, for a public-key certificate subject, a public-key certificate issuer, or a GRL issuer.
These extensions can also convey additional attribute information about the public-key certificate subject,
to-assist a relying party in being confident that the public-key certificate subject is a particulaf person or
entity.

d)

€)

Certification path constraints: These public-key certificate extensions allow constraint specifications to be
included in CA certificates, i.e., CA certificates for CAs issued by other CAs, to facilitate the automated
processing of certification paths when multiple certificate policies are involved. Multiple certificate
policies arise when policies vary for different applications in an environment or when interoperation with
external environments occurs. The constraints may restrict the types of public-key certificates that can be
issued by the subject CA or that may occur subsequently in a certification path.

Basic CRL extensions: These CRL extensions allow a CRL to include indications of revocation reason, to
provide for temporary suspension of a public-key certificate, and to include CRL-issue sequence numbers
to allow relying parties to detect missing CRLs in a sequence from one CRL issuer.

CRL distribution points and delta CRLs: These public-key certificate and CRL extensions allow the
complete set of revocation information from one CA to be partitioned into separate CRLs and allow
revocation information from multiple CAs to be combined in one CRL. These extensions also support the
use of partial CRLs indicating only changes since an earlier CRL issue.
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Inclusion of any extension in a public-key certificate or CRL is at the option of the CA issuing that public-key certificate
or the issuing authority for that CRL.

In a public-key certificate or CRL, an extension is flagged as being either critical or as non-critical. If an extension is
flagged as critical and a relying party does not recognize the extension type or does not implement the semantics of the
extension, then that relying party shall consider the public-key certificate as invalid. If an extension is flagged as non-
critical, a relying party that does not recognize or implement that extension type may process the remainder of the public-
key certificate ignoring the extension. If an extension is flagged as non-critical, a relying party that does recognize the
extension, shall process the extension. Extension type definitions in this Specification indicate whether the extension shall
always be flagged as critical, always be flagged as non-critical, or whether criticality can be decided by the public-key
certificate or CRL issuer. The reason for requiring some extensions to be always flagged as non-critical is to allow relying
parties which do not need to use such extensions to omit support for them without jeopardizing the ability to interoperate
with all CAs.
NOTE — A relylng party may reqmre certain non- crltlcal extensmns to be present |n a publlc key certlflcate in order for that public-
key certifica rules of the
relying party or may be a CA pollcy rule |nd|cated to the relying party by |ncIu5|on of a partlcular public- key certificate policy
identifigr in the public-key certificate policies extension with that extension being flagged as critical.

For all public-key certificate extensions, CRL extensions, and CRL entry extensions defined in this-Specificgtion, there
shall be nof more than one instance of each extension type in any public-key certificate, CRL, or CRLentry, respectively.

9.1 fPolicy handling

911 Certificate policy

This framgwork contains four types of entities: The relying party, the CA, the trust broker, and the public-key certificate
subject. Eqch entity operates under obligations to the other entities and, in retuen, enjoys limited warranties |offered by
them. The|obligations and warranties of a CA are defined in its certificate policy. A certificate policy is g document
(usually inf plain-language, but it could be machine readable). It may b referenced by an object identifier and a URL,
which may be included in the certificate policies extension of the pubfickey certificate issued by the CA to thg entity and
upon which the relying party relies. A public-key certificate may.bedssued in accordance with one or more pdlicies. The
definition pf the policy and assignment of the object identifier 45 performed by a policy authority. The set of policies
administerpd by a policy authority is called a policy domain., All public-key certificates are issued in accordgnce with a
policy, evgn if the policy is neither recorded anywhere nor-referenced in the public-key certificate. This Sgecification
does not prescribe the style or contents of the certificate\policy.

party may be bound to its obligations under the certificate policy by the act of importing a CA public key and
using it as frust anchor information, or by relying\on a public-key certificate that includes the associated policy identifier.
y be bound to its obligations under‘the policy by the act of issuing a public-key certificate that ifcludes the
associated |policy identifier. The public-key certificate subject and any relying party who is also a public-key| certificate
subject mgy be bound to its obligations under the policy by the act of requesting and accepting a public-key| certificate
that includgs the associated policy identifier and by using the corresponding private key. Implementations thaffdo not use
the certificate policies extensionshould achieve the required binding by other means.

The relying party and trust broker may be bound by any contractual agreement that they have or by any trust policy that
the trust brjoker issues.

For an entity simplyto,declare conformance to a policy does not generally satisfy the assurance requirements ¢f the other
entities in the framework. They require some reason to believe that the other parties operate a reliable implemgntation of
their policy. However, if explicitly stated in the certificate policy, relying parties may accept the CA's assurarjces that its
subjects agreeto be bound by their obligations under the policy, without having to confirm this directly with them. This
aspect of certificate poliCy 1S outside the SCOpe of this SpeciTication.

A CA may place limitations on the use of its public-key certificates, in order to control the risk that it assumes as a result
of issuing public-key certificates. For instance, it may restrict the community of relying parties, the purposes for which
they may use its public-key certificates and/or the type and extent of damages that it is prepared to make good in the event
of a failure on its part, or that of its entities acting as PKI end entities. These matters should be defined in the certificate
policy.

Additional information, to help affected entities understand the provisions of the certificate policy, may be included in
the certificate policies extension in the form of policy qualifiers.

9.1.2 Cross-certificates and policy handling

The warranties and obligations shared by the subject CA, the intermediate CA and the relying party are defined by the
certificate policy identified in the cross-certificate, in accordance with which the subject CA may act as, or on behalf of,
an end entity. The warranties and obligations shared by the public-key certificate subject, the subject CA and the
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intermediate CA are defined by the certificate policy identified in the end-entity public-key certificate, in accordance with
which the intermediate CA may act as, or on behalf of, a relying party.

A certification path is said to be valid under the set of certificate policies that are common to all public-key certificates in
the path.

In addition to the situation described above, there are two special cases to be considered:

a) the CA does not use the certificate policies extension to convey its policy requirements to relying parties;
and

b) the relying party or intermediate CA delegates the job of controlling policy to the next CA in the path.

In the first case, the public-key certificate should not contain a certificate policies extension at all. As a result, the set of
policies under which the path is valid will be null. But, the path may be valid nonetheless. Relying parties shall still ensure
that they are using the public-key certificate in conformance with the policies of the CAs in the path.

In the secomdTase; the Tetying party orimtermediate CA should include the speciat-vatueany=poticyimthe imitial-policy-
set or crosg-certificate. Where a public-key certificate includes the special value any-policy, it should pot.ipclude any
other certificate policy identifiers. The identifier any-policy should not have any associated policy qualifiers.

The relyinfy party can ensure that all its obligations are conveyed by setting the initial-explicit-policy indicgtor. In this
way, only authorities that use the certificate policies extension as their way of achieving binding are accepted |n the path,
and relying parties have no additional obligations. Because CAs also attract obligations wherthey act as, or o behalf of,
a relying party, they can ensure that all their obligations are conveyed by setting the-“requireExpliditPolicy
component of the policyConstraints extension in the cross-certificate.

9.13 fPolicy mapping

Some certffication paths may cross boundaries between policy domains. Theswarranties and obligations adcording to
which the|cross-certificate is issued may be materially equivalent to some or all of the warranties and pbligations
according o which the subject CA issues end-entity public-key certificates, even though the policy authorities under
which the two CAs operate may have selected different object identifiers for these materially equivalent poligies. In this
case, the ihtermediate CA may include a policy mappings extension in the cross-certificate. In the policy| mappings
extension, [the intermediate CA assures the relying party that it-will continue to enjoy the familiar warranties,|and that it
should continue to fulfil its familiar obligations, even though subsequent entities in the certification path operate in a
different pplicy domain. The intermediate CA should incltde one or more mappings for each of a subset of the policies
i¢h it issued the cross-certificate, and it shoutd not include mappings for any other policies. If one or more of
the certifichte policies according to which the subject'CA operates is identical to those according to which the ifftermediate
CA operategs (i.e., it has the same unique identifier), then these identifiers should be excluded from the polidy mapping
extension, jput included in the certificate policies-extension.

Policy mapping has the effect of converting’all policy identifiers in public-key certificates further down the crtification
path to thelidentifier of the equivalent policy, as recognized by the relying party.

Policies shall not be mapped eitherto or from the special value any-policy.

Relying parties may determine that public-key certificates issued in a policy domain other than its own shquld not be
relied upon, even though.a\trusted intermediate CA may determine its policy to be materially equivalent to its pwn. It can
do this by petting the iqitial-policy-mapping-inhibit input to the path validation procedure. Additionally, an irftermediate
CA may make a similar determination on behalf of its relying parties. In order to ensure that relying parties correctly
enforce this requirément, it can set inhibitPolicyMapping in @ policyConstraints extension.

9.14 Certification path processing

The relying party faces a choice between two strategies:

a) it can require that the certification path be valid under at least one of a set of policies pre-determined by
the relying party; or

b) it can ask the path validation module to report the set of policies for which the certification path is valid.

The first strategy may be most appropriate when the relying party knows, a priori, the set of policies that are acceptable
for its intended use.

The second strategy may be the most appropriate when the relying party does not know, a priori, the set of policies that
are acceptable for its intended use.

In the first instance, the certification path validation procedure will indicate the path to be valid only if it is valid under
one or more of the policies specified in the initial-policy-set, and it will return the sub-set of the initial-policy-set under
which the path is valid. In the second instance, the certification path validation procedure may indicate that the path is
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invalid under the initial-policy-set, but valid under a disjoint set: the authorities-constrained-policy-set. Then the relying
party shall determine whether its intended use of the public-key certificate is consistent with one or more of the certificate
policies under which the path is valid. By setting the initial-policy-set to any-policy, the relying party can cause the
procedure to return a valid result if the path is valid under any (unspecified) policy.

9.15 Self-issued certificates

A CA may issue a certificate to itself under three circumstances:

a) asaconvenient way of encoding the public key associated with the private key used to sign the

b)

certificate, so that it can be communicated to and stored as trust anchor information by relying

(such as OCSP and possibly CRL signing); and

c) for replacing its own expired CA certificates.

self-signeq
path, they
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as end-entity public-key certificates.
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request the
Neverthelg
certificates
pathLendC
the policy-
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access to b
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certificate
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used to vetlify signatures on CRLs, there is ho-means defined in this Specification to check the validity of that

certificate.

If self-issu
NOTE

es present in them are identical. For the purposes of path validation, self-issued certificates of-catg)
certificates and are therefore verified with the public key contained in them, and if they are €ngoun
bhall be ignored.

certificates of type b) may only appear as end-entity public-key certificates in a pathyand shall be

certificates of type c) (also known as self-issued intermediate certificatés) may appear as ir]
in a path. As a matter of good practice, when replacing a key that is on the’ point of expiration, a
issuance of any in-bound cross-certificates that it requires for its replagement public key before usi
ss, if self-issued certificates of this category are encountered in the path; they shall be processed as in
, with the following exception: they do not contribute to the path length for the purposes of pro
onstraint component of the basicConstraints extension and the skip-certificates values asso
mapping-inhibit-pending and explicit-policy-pending indicatots.

s the same key to sign public-key certificates and CRLs,"a single self-issued certificate of category

ued public-key certificates of category a), one for each of the keys. In this situation, relying parties
oth self-issued public-key certificates to establiShSeparate trust anchors for public-key certificates
that CA. Alternatively, a CA may issue ong\self-issued public-key certificate of category a) for
signing and one self-issued public-key -certificate of category b) for CRL signing. In this situati
the key certified in the public-key certificate of category a) as their single trust anchor for both
and CRLs signed by that CA. In this)case, if the self-issued public-key certificate of category b)

ed certificates of category h) are encountered within a path, they shall be ignored.
Other mechanisms for-distributing CA public keys are outside the scope of this Specification.

9.2
9.21

The following, requirements relate to key and policy information:

ey and policyinformation extensions
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for certifying additional public keys of the CA used for purposes other than those covered by category a)
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public-key
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public-key
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public-key

need for a

) \."CA Kkey pair updating can occur at regular intervals or in special circumstances. There is a

b)

c)

certificate extension to convey an identifier of the public key to be used to verify the public-key certificate
signature. A relying party can use such identifiers in finding the correct CA certificate for validating the
public-key certificate issuer's public key.

In general, a public-key certificate subject has different public keys and, correspondingly, different public-
key certificates for different purposes, e.g., digital signature and encipherment key agreement. A public-
key certificate extension is needed to assist a relying party in selecting the correct public-key certificate
for a given subject for a particular purpose or to allow a CA to stipulate that a certified key may only be
used for a particular purpose.

Subject key pair updating can occur at regular intervals or in special circumstances. There is a need for a
public-key certificate extension to convey an identifier to distinguish between different public keys for the
same subject used at different points in time. A relying party can use such identifiers in finding the correct
public-key certificate.
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d) The private key corresponding to a certified public key is typically used over a different period from the
validity of the public key. With a key pair used for creating and validating signatures, the usage period for
the private key used for signing is typically shorter than that for the public key used to verify the signature.
The validity period of the public-key certificate indicates a period for which the public key may be used,
which is not necessarily the same as the usage period of the private key. In the event of a private key
compromise, the period of exposure can be limited if the relying party knows the legitimate use period for
the private key. There is therefore a requirement to be able to indicate the usage period of the private key
in a public-key certificate.

e) Because public-key certificates may be used in environments where multiple certificate policies apply,
provision needs to be made for including certificate policy information in public-key certificates.

f)  When cross-certifying from one organization to another, it can sometimes be agreed that certain of the two
organizations' policies can be considered equivalent. A CA certificate needs to allow the issuing CA to
indicate that one of its own certificate policies is equivalent to another certificate policy in the subject CA's
domain This is known as palicy mapping

gd) A user of an encipherment or digital signature system which uses public-key certificates-defined in this
Specification needs to be able to determine in advance the algorithms supported by othef. tsers

) There is a need to specify that an end-entity public-key certificate shall be validated dsing an augthorization
and validation list.

9.2.2 Rublic-key certificate and CRL extensions
The following extensions are defined:

d) authority key identifier;

) subject key identifier;

q¢) key usage;

d) extended key usage;

d) private key usage period;

f) certificate policies;

g) policy mappings

i) authorization and validation.

These extgnsions shall be used only as public-key ceértificate extensions, except for the authorityKeyIdentifier

extension
certificates

9221 4

This exten
to be used
be disting
distinguish

authorid

vhich may also be used as a CRL extension. Unless otherwise noted, these extensions may be used |n both CA

and end-entity public-key certificates.

Authority key identifier exteénsion

Eion, which may be usedhas either a public-key certificate extension or CRL extension, identifies the
to verify the signature,on this public-key certificate or CRL. It enables distinct keys used by the s
ished (e.g., as Key -updating occurs) and it enables distinct keys used by the same CRL is
ed. This extensien is defined as follows:

yKeyIdentifier EXTENSION ::= ({

keyIlde
author

author

...}
(WITH

WITH

AuthorityKeyIdentifier
IED BY id-ce-authorityKeyIdentifier }

public key
hme CA to
suer to be

E

ntifier [0] KeyIdentifier OPTIONAL,
ityCertIssuer [1] GeneralNames OPTIONAL,
ityCertSerialNumber [2] CertificateSerialNumber OPTIONAL,

COMPONENTS {..., authorityCertIssuer PRESENT,
authorityCertSerialNumber PRESENT } |

COMPONENTS {..., authorityCertIssuer ABSENT,
authorityCertSerialNumber ABSENT } )

KeyIdentifier ::= OCTET STRING

The key may be identified by an explicit key identifier in the keyIdentifier component, by the identification of a
public-key certificate for the key (giving certificate issuer in the authorityCertIssuer component and public-key
certificate serial number in the authorityCertSerialNumber component), or by both explicit key identifier and
identification of a public-key certificate for the key. If both forms of identification are used then the public-key certificate
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or CRL issuer shall ensure they are consistent. A key identifier shall be unique with respect to all key identifiers for the
issuing authority for the public-key certificate or CRL containing the extension. An implementation which supports this
extension is not required to be able to process all name forms in the authorityCertIssuer component (see clause
9.3.2.1 for details of the GeneralNames data type).

CAs shall assign public-key certificate serial numbers such that every (issuer, public-key certificate serial number) pair
uniquely identifies a single public-key certificate. The keyIdentifier component can be used to select CA certificates
during path construction. The authorityCertIssuer, authoritySerialNumber pair can only be used to provide
preference to one public-key certificate over others during path construction.

This extension shall always be flagged as non-critical.

9.2.2.2 Subiject key identifier extension

This extension identifies the public key being certified. It enables distinct keys used by the same subject to be
differentiated (p g.-as l(py updm‘ing nrr‘lqu) This extension is defined as follows:

subjectKeyIdentifier EXTENSION ::= ({
SYNT SubjectKeyIdentifier
IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier ::= KeyIdentifier
A key identifier shall be unique with respect to all key identifiers for the subject with which/it’is used.

This extengion shall always be flagged as non-critical.

9.2.23 Key usage extension

This extengion identifies the intended usage for which the public-key certificate has been issued. The intended|usage may
be further|constrained by policy. This policy may be stated in a certificate policy definition, a contrac}, or other
specificatipn. However, a policy shall not override the constraint indicated by a KeyUsage bit, e.g., a certififate policy
could not 3llow a public-key certificate to be used for digital signature if KeyUsage indicated that it could only be used
for key agfleement.

For a mulfiple cryptographic algorithm public-key certificate, the keyUsage extension applies also to the [alternative
SubjectAltPublicKeyInfo in the subjectAltPublicKeyInfo extension

Setting a specific value of KeyUsage in a public-key(certificate does not in itself signal for an instance of cominunication
that the communicating parties are acting in accordance with this setting, e.g., when signing a document. Thg definition
of methodg by which parties may signal their intent for a specific instance of communication (e.g., commitmenf to content
for that spgcific instance) is outside the scope-of this Specification, but it is anticipated that multiple methodq will exist.
Although not recommended, it is possible.to use the content of the public-key certificate, e.g., certificate policy, to signal
the intent qf the signing. However, since-that signal was made when the public-key certificate was issued by the CA, such
use may not meet the requirement that declaring the intent is made at the time of signing by the signer.

More thanjone bit may be set-in-an instance of the keyUsage extension. The setting of multiple bits shall not change the
meaning gf each individual Jbit but shall indicate that the public-key certificate may be used for all of thp purposes
indicated Ry the set bitsy There may be risks incurred when setting multiple bits. A review of those risks is dpcumented
in Annex K.

This extension is defined as follows:

keyUsage| EXTENSION : := {
SYNTAX KeyUsage

IDENTIFIED BY id-ce-keyUsage }

KeyUsage ::= BIT STRING {
digitalSignature (0),
contentCommitment (1),
keyEncipherment (2),
dataEncipherment (3),

keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8) 1}
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Bits in the KeyUsage type are as follows:

a) digitalSignature: for verifying digital signatures that are used with an entity authentication service, a
data origin authentication service and/or an integrity service;

b) contentCommitment: for verifying digital signatures which are intended to signal that the signer is
committing to the content being signed. The type of commitment the public-key certificate can be used to
support may be further constrained by the CA, e.g., through a certificate policy. The precise type of
commitment of the signer e.g., "reviewed and approved" or "with the intent to be bound", may be signalled
by the content being signed, e.g., the signed document itself or some additional signed information.

Since a content commitment signing is considered a digitally signed transaction, the digitalSignature
bit need not be set in the certificate. If it is set, it does not affect the level of commitment the signer has
endowed in the signed content.

It is not incorrect to refer to this keyUsage bit using the identifier nonRepudiation. However, the use
of this identifier has heen deprecated Regardless of the identifier used the semantics of thig bit are as

specified in this Specification;

@) keyEncipherment: for enciphering keys or other security information, e.g., for key transport
d) dataEncipherment: for enciphering user data, but not keys or other security inforfation as ip c);

qd) keyAgreement: for use as a public key agreement key, such an when an asymmetric Diffie-Hpliman key
pair is used for key management.

f) keycCertsign: for verifying a CA's signature on public-key certificates.

Since public-key certificate signing is considered a commitment to the'centent of the public-key certificate
by the CA, neither the digitalSignature bit nor the contentCommitment bit need be sef in the CA
certificate. If either (or both) is set, it does not affect the level ‘@f-commitment the signer has gndowed in
the signed public-key certificate;

e
~

cRLSign: for verifying an authority's signature on CRLS:

Since CRL signing is considered to be commitment‘o the content of the CRL by the CRL issyer, neither
the digitalSignature bit nor the contentCommitment bit need be set in the public-key cdrtificate. If
either (or both) is set, it does not affect the level of commitment the signer has endowed in the signed CRL;

) encipheronly: public key agreement:key for use only in enciphering data when Jjused with
keyAgreement bit also set (meaning with other key usage bit set is undefined);

i) decipheronly: public key agreement key for use only in deciphering data when Jused with
keyAgreement bit also set (meaning with other key usage bit set is undefined).

Application specifications should indicatewhich of the digitalSignature Of contentCommitmenit bits are
appropriat¢ for their use. If a signing application has no knowledge of the signer's intent regarding commitment|to content,
the applicdtion shall sign and support that signing with a public-key certificate that has the digitalSignatfure bit set
in that public-key certificate's keyUsage extension.

Even though a digital signatare was verified using a public-key certificate that has only the digitalSignatfpire bit set,
other factdrs external to.the ‘verification of the digital signature may also play a role in determining the irntent of the
signing. Conversely, €ven though a digital signature was verified using a public-key certificate that has only the
contentCommi tment bit set, external factors may be used by the signer to disclaim commitment to the signdd content.

The bit kdyCextSign is for use in CA certificates only. If KeyUsage is set t0 keyCertSign, the valug of the ca
component ofthe basicConstraints extension shall be set to TRUE. CAs may also use other defined key ugage bits in
KeyUsage, €.0., digitalSignature for providing authentication and integrity of online administration transactions.

This extension may, at the option of the issuing CA be flagged as either critical or as non-critical.

If the extension is flagged as critical or if the extension is flagged as non-critical but the relying party recognizes it, then
the public-key certificate shall be used only for a purpose for which the corresponding key usage bit is set to one. If the
extension is flagged as non-critical and the relying party does not recognize it, then this extension shall be ignored.

A bit set to zero indicates that the key is not intended for that purpose. If the extension is present with all bits set to zero,
the key is intended for a purpose other than those listed above.
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9.2.2.4 Extended key usage extension

This extension indicates one or more purposes for which the certified public key may be used, in addition to, or in place
of the basic purposes indicated in the key usage extension. This extension is defined as follows:

extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposelId ::= OBJECT IDENTIFIER

For a multiple cryptographic algorithm public-key certificate, the extKeyUsage extension applies also to the alternative
SubjectAltPublicKeyInfo in the subjectAltPublicKeyInfo extension.

A CA may assert any-extended-key-usage by using the anyExtendedKeyUsage object identifier. This enables a CA to
issue a public-key certificate that contains KeyPurposeId object identifiers for extended key usages that may be required
by relying[parties, without restricting the public-key certificate to only those key usages. If extended key-udage would
restrict key usage, then the inclusion of this object identifier removes that restriction.

anyExtendedKeyUsage OBJECT IDENTIFIER ::= { id-ce-extKeyUsage 0 }

Key purpopes may be defined by any organization with a need. Object identifiers used to identify:key purpoges shall be
assigned i accordance with Rec. ITU-T X.660 | ISO/IEC 9834-1.

This extengion may, at the option of the issuing CA, be flagged either as critical or as nghscritical.

If the extemsion is flagged as critical, then the public-key certificate shall be used only for one of the purposes| indicated.

If the extesion is flagged as non-critical, then it indicates the intended purposé-of purposes of the key, and may be used
in finding the correct key/public-key certificate of an entity that has multiple keys/public-key certificates. If thi extension
is present, pnd the relying party recognizes and processes the extendedKeyUsage extension type, then the relying party
shall ensuile that the public-key certificate shall be used only for one~0f the purposes indicated. (A relying|party may
neverthelegs require that a particular purpose be indicated in order for the public-key certificate to be acceptable.)

If a publictkey certificate contains both a critical key usage extension and a critical extended key usage extepsion, then
both extensions shall be processed independently and the pubfic-key certificate shall only be used for a purposg consistent
with both gxtensions. If there is no purpose consistent with*both extensions, then the public-key certificate shall not be
used for arly purpose.

>

This Specification defines the following key purposes that can be included in the extended key usage extensign:
keyPurleses OBJECT IDENTIFIER ::=; {id-kp 1}

id-avlSilgn OBJECT IDENTIFIER™ »i= {id-kp 2}

The id-avlsign key purpose is used to indicate that the private key may be used for signing an AVL.

Other purposes that can also be.included are defined in other specifications, such as IETF RFC 5280.

9.2.25 Private key‘usage period extension

This extengion indicates the period of use of the private key corresponding to the certified public key. It is appljcable only
for private|key used for creating digital signatures. This extension is defined as follows:

privateKeyUsagePeriocd EXTENSION—={
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL,

...}
(WITH COMPONENTS {..., notBefore PRESENT } |
WITH COMPONENTS {..., notAfter PRESENT } )

The notBefore component indicates the earliest date and time at which the private key may be used for signing. If the
notBefore component is not present, then no information is provided as to when the period of valid use of the private
key commences beyond that specified in the validity component of the public-key certificate. The notafter component
indicates the latest date and time at which the private key may be used for signing. If the notAfter component is not
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present then no information is provided as to when the period of valid use of the private key concludes beyond that
specified in the validity component of the public-key certificate.

This extension shall always be flagged as non-critical.

NOTE 1 — The period of valid use of the private key may be different from the certified validity of the public key as indicated by
the public-key certificate validity period. The usage period for the private key used for signing is typically shorter than that for the
public key used for verifying the signature.

NOTE 2 - The period of use of the private key corresponding to a public key can only be enforced if both the private key and the
corresponding public-key certificate are placed in a tamper-resistant hardware module that contains a reliable clock synchronized
with UTC. When this is not the case, a signer may avoid using a signing private key up to the very end of the validity period of the
public-key certificate. This is one possible use of this extension.

NOTE 3 - In general, this Specification does not associate any semantic with this extension. Any particular use of this extension
will have to specify the semantic associated with that usage.

In a multiple cryptographic algorithm public-key certificate, the private key usage period shall also apply to the alternative

ertificate policies extension

This extenpion lists certificate policies, recognized by the issuing CA, that apply to the public-key-cettificate, together
with optiopal qualifier information pertaining to these certificate policies. The list of certificate policies|is used in
determining the validity of a certification path, as described in clause 12. The optional quakifiers are not dised in the
certification path processing procedure, but relevant qualifiers are provided as an output(©f that process to the relying
party to agsist in determining whether a valid path is appropriate for the particular(transaction. Typically, different
certificate policies will relate to different applications which may use the certified keyFhe presence of this ektension in
an end-entlity public-key certificate indicates the certificate policies for which this\public-key certificate is|valid. The
presence of this extension in a CA certificate (cross-certificate) issued by one CAto another CA indicates the certificate
policies foy which certification paths containing this public-key certificatetmay be valid. This extension is|defined as
follows:

certifidatePolicies EXTENSION ::= {

SYNT CertificatePoliciesSyntax

IDENTIFIED BY id-ce-certificatePolicies }
CertifigdatePoliciesSyntax ::= SEQUENCE SIZE(\(X..MAX) OF PolicyInformation
PolicyInfformation ::= SEQUENCE {

policylldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE (1. .MAX) OF PolicyQualifierInfo OPTIONAL,

}
CertPolijcyId ::= OBJECT IDENTIEIER
PolicyQualifierInfo ::= SEQUENCE ({
policyQualifierId CERT<POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),
qualiflfier CERT-POLICY-QUALIFIER. &Qualifier
({SupportedPolicyQualifiers}{@policyQualifierId}) OPTIONAL,
}
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}

A value of the PolicyInformation data type identifies and conveys qualifier information for one certifigate policy.
The polipyldentifier component contains an identifier of a certificate policy and the policyQualifiers
component contains policy qualifier values for that component.

This extension may, at the option of the issuing CA, be either flagged as critical or as non-critical.

If the extension is flagged as critical, it indicates that the public-key certificate shall only be used for the purpose, and in
accordance with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require
the relying party to process the qualifier value in a particular way.

If the extension is flagged as non-critical, use of this extension does not necessarily constrain use of the public-key
certificate to the policies listed. However, a relying party may require a particular policy to be present in order to use the
public-key certificate (see clause 12). Policy qualifiers may, at the option of the relying party, be processed or ignored.
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Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object identifiers
used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with Rec.
ITU-T X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy object identifier in order to trust
a public-key certificate for all possible policies. Because of the need for identification of this special value to apply
regardless of the application or environment, that object identifier is assigned in this Specification. No object identifiers
will be assigned in this Specification for specific certificate policies. That assignment is the responsibility of the entity
that defines the certificate policy.

anyPolicy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}
The identifier anyPolicy should not have any associated policy qualifiers.

The following ASN.1 information object class is used in defining certificate policy qualifier types:

CERT-POLICY-QUALIFIER ::= CLASS {
&id OBRJECT IDENTIFIER UNTQUE
&Qualilfier OPTIONAL }

WITH SYNTAX {
POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

A definitign of a policy qualifier type shall include:
+  astatement of the semantics of the possible values; and

-+ anindication of whether the qualifier identifier may appear in a certificate) policies extension without an
accompanying value and, if so, the implied semantics in such a case.
NOTE t A qualifier may be specified as having any ASN.1 type. When the qualifier jis anticipated to be used primarily with
applicajons that do not have ASN.1 decoding functions, it is recommended that the type ocTET STRING be specified{ The ASN.1
OCTET |STRING Value can then convey a qualifier value encoded according toZany convention specified by the policy element
defining organization.

9.2.2.7 Policy mappings extension

This extengion, which shall be used in CA certificates only, allows an issuing CA to indicate that, for the purgoses of the
user of a gertification path containing this CA certificate,-one of the issuer’s certificate policies can be considered
equivalent|to a different certificate policy used in the subjeCt CA’s domain. This extension is defined as folloyvs:

policyMappings EXTENSION ::= {
SYNT PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE-SIZE (1..MAX) OF SEQUENCE {
issuerPomainPolicy CertPolicyId,
subjedtDomainPolicy CertPolicyId,
}

The issu¢rDomainPolicy-component indicates a certificate policy that is recognized in the issuing CA’s domain and
that can bg considered equivatent to the certificate policy indicated in the subjectDomainPolicy compofent that is
recognized in the subjeet’CA’s domain.

Policies shall not be\mapped to or from the special value anyPolicy.

This extengion may, at the option of the issuing CA, be either flagged as critical or as non-critical. It is recomnjended that
it be flagged ascritical, otherwise a relying party may not correctly interpret the stipulation of the issuing CA

NOTE 1 — An example of policy mapping is as follows. The U.S. government domain may have a policy called Canadian Trade
and the Canadian government may have a policy called U.S. Trade. While the two policies are distinctly identified and defined,
there may be an agreement between the two governments to accept certification paths extending cross-border within the rules
implied by these policies for relevant purposes.

NOTE 2 — Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon a more global use of common policies than it is to
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common
policy for North American Trade.

NOTE 3 — It is anticipated that policy mapping will be practical only in limited environments in which policy statements are very
simple.
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9.2.2.8 Authorization and validation extension

This extension may only be present in end-entity public-key certificates. It indicates that this public-key certification shall
not be accepted if it cannot be checked against a particular authorization validation list (AVL).

authoriz
SYNTAX
IDENTI

AvlId :
issuer

ationValidation EXTENSION ::= {

AvlId
FIED BY id-ce-authorizationValidation }
:= SEQUENCE {

Name,

serialNumber AvlSerialNumber OPTIONAL,

}

The issuer component shall identify the issuer of the AVL against which this end-entity public-key certificate shall be

checked.
The serigl1Number component shall be present if the AVL includes the serialNumber component. Othérwlise, it shall
be absent.
This extengion shall always be flagged as critical.
9.3 $ubject and issuer information extensions
9.3.1 Requirements
The following requirements relate to public-key certificate subject componentsand public-key certificatg and CRL
issuer cqgmponent:
d) Public-key certificates need to be usable by applications that'employ a variety of name forms| including
Internet electronic mail names, Internet domain names, Rec. 1TU-T X.400 originator/recipientfaddresses,
and EDI party names. It is therefore necessary to be able'securely to associate multiple names ¢f a variety
of name forms with a public-key certificate subject or a public-key certificate or CRL issuer.
) There may be a need for convoying identity and/or privilege information in a public-key certifjcate. Such
information is provided as directory attributes;
9.3.2 Certificate and CRL extensions
The following extensions are defined:
d) Subject alternative name;
) Issuer alternative name;
q) Subject directory attributes.
These extdnsions shall be used only~as public-key certificate extensions, except for issuer alternative name, which may
also be usgd as a CRL extension) As public-key certificate extensions, they may be present in CA certificatgs and end-
entity publlic-key certificates.
9.3.21 $ubject alternative name extension
This extengion contains one or more alternative names, using any of a variety of name forms, for the entity that is bound
by the issuing,CAto the certified public key. This extension is defined as follows:
subjectAttName—EXTENSTON——=—
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }
GeneralNames ::= SEQUENCE SIZE (1l..MAX) OF GeneralName
GeneralName ::= CHOICE {
otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IAS5String,
dNSName [2] IAS5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,
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OTHER-NAME ::= TYPE-IDENTIFIER
EDIPartyName ::= SEQUENCE {
nameAssigner [0] UnboundedDirectoryString OPTIONAL,
partyName [1] UnboundedDirectoryString,
}
The values in the alternatives of the GeneralName type are names of various forms as follows:

For every hame form used: in an instance of the GeneralName data type, the issuing CA shall assure that
allocate th¢ same name‘to different entities. A name of a particular type together with the identity of the issuir
uniquely iC entify a-particular entity.

the otherName alternative shall be a name of any form whose type is defined as an instance of the OTHER-

NAME information object class;

the rfc822Name alternative shall be an Internet electronic mail address defined in accordance with
IETF RFC 822;

syntax as specrfled by sectron 2 3. 1 of IETF RFC 5890 meanrng that a domarn name is a seguen
in the letters, digits, hyphen (LDH) format separated by dots.

A label may be in one of two formats:

a) All characters in the label are from the Basic Latin collection as defined-by: ISO/IEC 1
having code points in the ranges 002D, 0030-0039, 0041-005A and 0061-807A) and it doj
with "xn--". The maximum length is 63 octets.

b) Itisan A-label as defined in IETF RFC 5890, i.e., it starts with the *xn--" and is an U-labe
to valid ASCII characters as in item a) using the Punycode algorithm defined by IETF RFQ
converted string shall be maximum 59 octets. To be valid;it-shall be possible for an A-
converted to a valid U-label. The U-label is as also definedyin IETF RFC 5890.

NOTE 1 — An A-label is normally not human readable.

1gll be in the

ce of labels

0646 (i.e.,
S not start

converted
3492.The
label to be

the x400Address alternative shall be an O/R address@s)defined by Rec. ITU-T X.411 | ISO/IEC 10021-

4;
the directoryName alternative shall be a distinguished name as defined by Rec. ITU-T X.501
9594-2;

the ediPartyName alternative shall be a name of a form agreed between communicating eled

| ISO/IEC

tronic data

interchange (EDI) partners; the nameAssigner component identifies an authority that assigns unique

values of names in the partyName cOmponent;

the uniformResourceIdentifier alternative shall be a uniform resource identifier for the
web defined in accordance with IETF RFC 1630;

the ipaddress alternative shall be an Internet Protocol address defined in accordance with
791 for IPv4 (four aoctets) or in accordance with IETF RFC 2460 for IPv6 (16 octets);

the registeredrD alternative shall be an object identifier of any registered object assigned in
with Rec. ITU-T7X.660 | ISO/IEC 9834-1.

worldwide
ETF RFC

ccordance

t does not
g CA shall

g party that

ical, at least

one of the name forms that is present shall be recognized and processed otherW|se the public- key certlflcate shall be
considered invalid. Apart from the preceding restriction, a relying party is permitted to ignore any name with an
unrecognized or unsupported name form. It is recommended that, provided the subject component of the public-key
certificate contains a distinguished name that unambiguously identifies the subject, this extension be flagged as non-

critical.

NOTE 2 — Use of the TYPE-IDENTIFIER information object class is described in Rec. ITU-T X.681 | ISO/IEC 8824-2.

NOTE 3 -

If this extension is present and is flagged as critical, the subject component of an end-entity public-ke

y certificate

may contain a null name (e.g., a sequence of zero relative distinguished names) in which case the subject is identified only by the
name or names in this extension (see clause 7.2).
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9.3.2.2 Issuer alternative name extension

This extension contains one or more alternative names, using any of a variety of name forms, for the CA or CRL issuer.
This extension is defined as follows:

issuerAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

This extension may, at the option of the CA or the CRL issuer, be flagged either as critical or as non-critical. A relying
party that supports this extension is not required to be able to process all name forms. If the extension is flagged as critical,
at least one of the name forms that are present shall be recognized and processed, otherwise the public-key certificate or
CRL shall be considered invalid. Apart from the preceding restriction, a relying party is permitted to ignore any name
with an unrecognized or unsupported name form. It is recommended that, provided the issuer component of the public-
key certificate or CRL contains a distinguished name that unambiguously identifies the issuing authority, this extension
be f|agged as non-critical

9.3.2.3 $ubject directory attributes extension

This extenjsion conveys directory attributes for assigning privileges associated with the subject of the [public-key
certificate.[ This extension is defined as follows:

subjectDirectoryAttributes EXTENSION ::= {
AttributesSyntax
IED BY id-ce-subjectDirectoryAttributes }

sSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

ion may, at the option of the issuing CA, be flagged either as Critical or as non-critical. A relying party
processing| this extension is not required to understand all attribute types included in the extension. If the ektension is
flagged ascritical, at least one of the attribute types contained in the_éxtension shall be understood for the Jpublic-key
certificate [to be considered valid. If the extension is flagged as efitical and none of the contained attribute types is

A relying party may require that it understands all the attribute.types included in the extension to accept the jpublic-key

This extengion is intended to associate identity and/or.privilege with the subject of the public-key certificate] When the
subject acdesses an entity by including identity information, the accessed entity may, based on local rules, assigh privilege
to the subject, e.g., assign privilege used for access control. Such identity information may be different|from or a
to the identity information supplied-in the subject component and/or in the subjecatAltName extension

ion conveys directory attributes for associating miscellaneous information with the subject. This gxtension is

associatledInformation EXTENSION ::= {
AttributesSyntax
IED BY id-ce-associatedInformation }

This extension may, at the option of the issuing CA, be flagged either as critical or as non-critical. A relying party
processing this extension is not required to understand all attribute types included in the extension. If the extension is
flagged as critical, at least one of the attribute types contained in the extension shall be understood for the public-key
certificate to be considered valid. If the extension is flagged as critical and none of the contained attribute types is
understood, the public-key certificate shall be considered invalid.

A relying party may require that it understands all the attribute types included in the extension to accept the public-key
certificate.

This extension is intended to associate information other than identity and/or privilege information to the subject.
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94 Certification path constraint extensions

94.1 Requirements

For certification path processing:

End-entity public-key certificates need to be distinguishable from CA certificates to protect against entities
from using their end-entity public-key certificates to establish themselves as CAs. It also needs to be
possible for a CA to limit the length of a subsequent chain resulting from a certified subject CA, e.g., to

a)

b)

no more than one more CA certificate or no more than two more CA certificates.

A CA needs to be able to specify constraints which allow a relying party to check that less-trusted CAs in

a certification path (i.e., CAs further down the certification path from the CA with whose pub
relying party starts) are not violating their trust by issuing public-key certificates to subj
inappropriate name space. Adherence to these constraints needs to be automatically checka

relying party.

@K
~

]

Certification path processing needs to be implementable in an automated, self-contained mod
necessary to permit trusted hardware or software modules to be implemented which,p
certification path processing functions.

It should be possible to implement certification path processing without depending upor
interactions with a possible human user.

lic key the
ects in an
ble by the

le. This is
rform the

real-time

It should be possible to implement certification path processing without depending upon the usg of trusted
local databases of policy-description information. (Some trusted local information — an initial public key,

at least — is needed for certification path processing but the amount of such information
minimized.)

should be

Certification paths need to operate in environments in which mulfiple certificate policies are recognized.

A CA needs to be able to stipulate which CAs in other domaifis it trusts and for which purposeg
through multiple policy domains needs to be supported.

Naming structures should not be constrained by theyngéd to use names in public-key certif
distinguished name structures considered natural. for~organizations or geographical areas sha
adjustment in order to accommodate CA requirements.

. Chaining

cates, i.e.,
I not need

Certificate extensions need to be backward-cémpatible with the unconstrained certification path approach

system as specified in earlier editions of this'Specification.

A CA needs to be able to inhibit the’,use of policy mapping and to require explicit certifi
identifiers to be present in subsequent certificates in a certification path.

NOTE — In any relying party, the proeessing of a certification path requires an appropriate level of ass
Specification defines functions that-may be used in implementations that are required to conform to specif]
statements. For example, an assurance requirement could state that certification path processing shall be pr
subversion of the process \(sich as software-tampering or data modification). The level of assurancg
commensurate with business risk. For example:

— processing-internal to an appropriate cryptographic module may be required for public keys use
high value-funds transfer; whereas

— processing in software may be appropriate for home banking balance inquiries.

ate policy

rance. This
C assurance
tected from

should be

to validate

Consequently, certification path processing functions should be suitable for implementation in hardware cryptographic

modulgs or cryptographic tokens as one option.

A CA needs to be able to prevent the special value anyPolicy from being considered a vali
subsequent public-key certificates in a certification path.

9.4.2 Public-key certificate extensions

The following extensions are defined:

a)
b)
c)
d)

basicConstraints;
nameConstraints;
policyConstraints; and
inhibitAnyPolicy.

d policy in

These extensions shall be used only as public-key certificate extensions. Name constraints and policy constraints shall be
used only in CA certificates; basic constraints may also be used in end-entity public-key certificates. Examples of the use
of these extensions are given in Annex I.
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9.4.2.1 Basic constraints extension

This extension indicates if the subject may act as a CA, with the certified public key being used to verify public-key
certificate signatures. If so, a certification path length constraint may also be specified. This extension is defined as

follows:

basicCon
SYNTAX
IDENTI

BasicCon
cA
pathLe

}

straints EXTENSION ::= {
BasicConstraintsSyntax
FIED BY id-ce-basicConstraints }

straintsSyntax ::= SEQUENCE {
BOOLEAN DEFAULT FALSE,
nConstraint INTEGER(0..MAX) OPTIONAL,

The ca component with the value TRUE indicates that the certified public key may be used to verify public-key certificate

signatures.

The path]

gives the npaximum number of CA certificates that may follow this CA certificate in a certification path.Value
bject of this CA certificate may only issue end-entity public-key certificates, but shald not issfie any CA

that the su
certificate.

the allowe']i length of the certification path. The constraint takes effect beginning with the next\CA certificate
a

The const
extension

path betwg
certificatio
the numbe|
public-key
exceed the
endpoints

extension.

This exten

This exten
requires th

This exten
as critical

When this

If this exte

cannot be Yised towerify public-key certificate signatures.

NOTE -

LenConstraint component may be present if ca component is set to TRUE. Otherwise, it shalk b

If no pathLenConstraint extension appears in any CA certificate of a certification\path, there is

int restricts the length of the segment of the certification path between the CA certificate cont
nd the end-entity public-key certificate. It has no impact on the number of’CA/certificates in the ¢
en the trust anchor and the CA certificate containing this extension, Therefore, the length of
n path may exceed the maximum length of the segment constrained by.this extension. The constra
I of non-self-issued CA certificates between the CA certificate containing the constraint and the
certificate. Therefore, the total length of this segment of the path, excluding self-issued certifi
value of the constraint by as many as two certificates. (This-includes the public-key certificates
Df the segment plus the CA certificates between the two.endpoints that are constrained by the v

bion shall be supported by a conformant relying party.

Sion shall be present in a CA certificate with<the cA component set to TRUE and flagged as crit
bt a CA certificate shall be a version 3 publig=key certificate).

ion may, when included in an end-entity'public-key certificate at the option of the issuing CA, be eitl
Dr as non-critical.

extension is present, then:

if the value of the ca component is not set to TRUE then the certified public key shall not be usq
a public-key certificate-signature;

if the value of éa’component is set to TRUE and pathLenConstraint is present then the re
shall check that the certification path being processed is consistent with the
pathLenConstraint

nsion is not'present, then the public-key certificate is to be considered an end-entity public-key cer

T constrain a public-key certificate subject to act only as an end entity, i.e., not as a CA, the issuer may

p absent. It
0 indicates

no limit to
n the path.
gining this
prtification

complete
nt controls
end-entity
Cates, may
at the two
lue of this

cal (which

ner flagged

d to verify

ying party
value of

ificate and

include this

extensiq

n‘eontaining only an empty SEQUENCE value.

9.4.2.2 Name constraints extension

This extension, which shall be used only in a CA certificate, indicates one or more name forms which have constraints
placed upon their name spaces, and in which all subject names in the same name form in subsequent public-key certificates
in a certification path shall be located. If this extension is absent, then no constraints are placed on any name form. If this
extension is present but a name form is not included in the extension, then no constraints are imposed on that name form.

NOTE — Because there can be an unbounded set of otherName name forms, then in general it is not possible to constrain every
possible name form of subject names with this extension.

This extension is defined as follows:

nameCons

traints EXTENSION ::= {

SYNTAX NameConstraintsSyntax

IDENTI

42

FIED BY id-ce-nameConstraints }
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NameConstraintsSyntax ::= SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,
...}

(WITH COMPONENTS {..., permittedSubtrees PRESENT }
}

|
WITH COMPONENTS {..., excludedSubtrees PRESENT )

GeneralSubtrees ::= SEQUENCE SIZE (l..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE ({
base GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1l] BaseDistance OPTIONAL,
}

BaseDis = INTEGER (0 -MAX)

At least one of permittedSubtrees and excludedSubtrees components shall be present.
NOTE + The subtree concept is briefly described in annex M.

The permi ttedSubtrees component, when present, shall specify one or more subtrees, for ong”or more ngme forms,
within wiich subject names in acceptable public-key certificates shall be contained. When present, the
ubtrees component specifies one or more subtrees for one or more name formsywithin which suljject names
le public-key certificates shall not be contained. Subject names that are compared against specifi¢d subtrees
include thgse present in both the subject component and the subjectal tNames.gxtension of a public-key|certificate.
Each subtrpe is defined by the name of the root of the subtree, the base componént)‘and, optionally, within that subtree,
an area that is bounded by upper and/or lower levels.

The mininjum component specifies the upper bound of the area within the subtree. All names whose final name gomponent
is above the level specified are not contained within the area. A value offninimum equal to zero (the default) cprresponds
to the basq, i.e., the top node of the subtree. For example, if minimum’is set to one, then the subtree excludgs the base
node but includes subordinate nodes.

The maxium component specifies the lower bound of the area within the subtree. All hames whose last component is
below the |evel specified are not contained within the areal A value of maximum of zero corresponds to the bgse, i.e., the
top of the jubtree. An absent maximum component indicates that no lower limit should be imposed on the areq within the
subtree. For example, if maximum is set to one, then the subtree excludes all nodes except the subtree b@se and its
immediate|subordinates.

The set of pll permittedSubtrees and exéludedSubtrees for a name form together constitute the constrained name
space for the name form. All subject names;’in public-key certificates issued by the subject CA and subsequemt CAs in a
certificatign path, which are of a constrained name form, shall be located in the constrained name space for fhe public-
key certifigate to be acceptable.

The permittedSubtrees component, when present, specifies the subtrees within which all the subject nanjes that are
of a constrgined name form shall lie, for the public-key certificate to be acceptable. If excludedsubtrees]is present,
any publictkey certificatesissued by the subject CA or subsequent CAs in the certification path that has a supject name
within thege subtrees-iS.unacceptable. If both permittedSubtrees and excludedSubtrees are present for a name
form and the name-spaces overlap, the exclusion statement takes precedence.

If none of fthe_name forms of the subject name in the public-key certificate is constrained by this extension, the public-
key certifitate is acceptable from a name constraints point of view

In some situations, more than one public-key certificate may need to be issued to satisfy the name constraints
requirements. Annex | illustrates two of these situations. For example, if name constraints are defined for multiple name
forms, but a public-key certificate needs to meet the name constraints for only one of the name forms (logical OR on
constraints), then multiple public-key certificates should be issued, each constraining a single name form.

Of the name forms available through the GeneralName data type, only those name forms that have a well-defined
hierarchical structure may be used in these components.

The directoryName name form satisfies this requirement; when using this name form a naming subtree corresponds to
a directory information tree (DIT) subtree. A public-key certificate is considered subordinate to the base (and therefore
a candidate to be within the subtree) if the SEQUENCE of RDNs, which forms the full distinguished name in base, is
identical to the initial SEQUENCE of the same number of RDNs which forms the first part of the distinguished name of the
subject (in the subject component or directoryName Of subjectAltNames extension) of the public-key
certificate. The distinguished name of the subject of the public-key certificate may have additional trailing RDNS in its
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sequence that do not appear in the distinguished name in base. The distinguishedNameMatch matching rule is used
to compare the value of base with the initial sequence of RDNS in the distinguished name of the subject of the public-key
certificate.

Conformant relying parties are not required to recognize all possible name forms. If the extension is flagged as critical
and a relying party does not recognize a name form used in any base component, the public-key certificate shall be
handled as if an unrecognized critical extension had been encountered. If the extension is flagged as non-critical and a
relying party does not recognize a name form used in any base component, then that subtree may be ignored.

When testing public-key certificate subject names for consistency with a name constraint, names in non-critical subject
alternative name extensions shall be processed, not ignored.

This extension may, at the option of the issuing CA, be flagged either as critical or as non-critical. It is recommended that
it be flagged as critical; otherwise, a relying party may not check that subsequent public-key certificates in a certification
path are located in the constrained name spaces intended by the issuing CA.

If this extgnsion is present and is flagged as critical, then a relying party shall check that the certification path being
processed |s consistent with the value in this extension.

Annex | cqntains examples of the use of the nameConstraints extension.

9.4.2.3 PRolicy constraints extension

This extengion specifies constraints which may require explicit certificate policy identificatiof or inhibit poligy mapping
for the remainder of the certification path. This extension is defined as follows:

policyConstraints EXTENSION ::= {
PolicyConstraintsSyntax
IED BY id-ce-policyConstraints }

straintsSyntax ::= SEQUENCE ({
ExplicitPolicy [0] SkipCerts OPTIONAL,
iltPolicyMapping [1] SkipCerts OPTIONAL,

OMPONENTS {..., requireExplicitPolicy*“PRESENT } |
WITH [COMPONENTS {..., inhibitPolicyMapping’; PRESENT } )

::= INTEGER (0. .MAX)
of the requireExplicitPolicy and the inhibitPolicyMapping components shall be presgnt.

ireExplicitPolicy component ispresent, and the certification path includes a public-key certificate issued
irfated CA, it is necessary for all public-key certificates in the path to contain, in the certificate policieq extension,
le policy identifier. An acCeptable policy identifier is the identifier of a certificate policy required by the
relying party, the identifier of a policy which has been declared equivalent to one of these policies through policy mapping,
or anyPollicy. The nominated €A'is either the issuer CA of the public-key certificate containing this extengion (if the
value of requireExplicitPolicy is 0) or a CA which is the issuer of a subsequent public-key certificate in the
certification path (as indicated-by a non-zero value).

If the inhfibitPolidyMapping component is present, it indicates that, in all public-key certificates startjng from a
nominated| CA in the certification path until the end of the certification path, policy mapping is not permitted. The
nominated| CAis\either the subject CA of the public-key certificate containing this extension (if th¢ value of
inhibitHoXicyMapping is 0) or a CA which is the subject of a subsequent public-key certificate in the cprtification
path (as intlicated by a non-zera value)

A value of type skipCerts indicates the number of public-key certificates in the certification path to skip before a
constraint becomes effective.

This extension may, at the option of the issuing CA, be flagged either as critical or as non-critical. It is recommended that
it be flagged as critical; otherwise, a relying party may not correctly interpret the stipulation of the issuing CA.

9.4.2.4 Inhibit any policy extension

This extension specifies a constraint that indicates anyPolicy is not considered an explicit match for other certificate
policies for all non-self-issued public-key certificates in the certification path starting with a nominated CA. The
nominated CA is either the subject CA of the CA certificate containing this extension (if the value of inhibitAnyPolicy
is 0) or a CA which is the subject of a subsequent CA certificate in the certification path (as indicated by a non-zero
value).
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inhibitAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

This extension may, at the option of the issuing CA, be flagged as either critical or as non-critical. It is recommended that
it be flagged as critical, otherwise a relying party may not correctly interpret the stipulation of the issuing CA.

9.5 Basic CRL extensions

95.1 Requirements

The following requirements relate to CRLS:

a) Relying parties need to be able to track all CRLs issued from a CRL issuer or CRL distribution point (see
clause 9.6) and be able to detect a missing CRL in the sequence. CRL sequence numbers are therefore
required.

) Some relying parties may wish to respond differently to a revocation, depending upon the téakon for the
revocation. There is therefore a requirement for a CRL entry to indicate the reason for the.revogation.

d) Thereisarequirement for an authority to be able to temporarily suspend validity of apublic-key certificate
and subsequently either revoke or reinstate it. Possible reasons for such an actioninelude:

—  desire to reduce liability for erroneous revocation when a revocation reguest is unauthenticated and
there is inadequate information to determine whether it is valid;

—  other business needs, such as temporarily disabling the public-key certificate of an entity pending an
audit or investigation.

d) A CRL contains, for each public-key revoked certificate, the datewhen the authority posted the fevocation.
Further information may be known as to when an actual or suspected key compromise occurrgd, and this
information may be valuable to a relying party. The revogcation date is insufficient to solve some disputes
because, assuming the worst, all signatures issued during‘the validity period of the public-key| certificate
have to be considered invalid. However, it may ke important for a user that a signed dogument be
recognized as valid even though the key used to-§ign the message was compromised after the signature
was produced. To assist in solving this problemja CRL entry can include a second date which indicates
when it was known or suspected that the private key was compromised.

d) Relying parties need to be able to determine, from the CRL itself, additional information ingluding the
scope of public-key certificates covered by this list, the ordering of revocation notices, and wtfich stream
of CRLs the CRL number is unique.within.

f) Issuers need the ability dynamically to change the partitioning of CRLs and to refer relying pdrties to the
new location for relevant CRLs if the partitioning changes.

Delta CRLs may also bejavailable that update a given base CRL. Relying parties need to|be able to
determine, from a given CRL, whether delta CRLs are available, where they are located and when the next
delta CRL will besissued.

) In addition tg"CRLs publishing a notification that public-key certificates have been revoked| there is a
requirementto publish a notification that public-key certificates will be revoked as of a specifi¢d date and
time inghe future.

[T
~

i) There.is a requirement to provide more efficient ways to indicate in a CRL that a set of |public-key
certificates has been revoked.

9.5.2 CRLYextensions

The following extensions are defined:
a) CRL number;
b) status referral;
¢) CRL stream identifier;
d) ordered list;
e) delta information;
f)  to be revoked;
g) revoked group of certificates; and
h) expired certificates on CRL.
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9.5.2.1 CRL number extension

This CRL extension conveys a monotonically increasing sequence number for each CRL issued by a given CRL issuer
through a given CRL directory attribute (see clauses 13.2.4 to 13.2.7) or CRL distribution point. It allows a relying party
to detect whether CRLs issued prior to the one being processed were also seen and processed. This extension is defined
as follows:

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER(0..MAX)

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.8.

This extension shall always be flagged as non-critical.

9.5.2.2 $tatus referral extension

This CRL [extension is for use within the CRL structure as a means to convey information about revocation notices to
relying pafties. As such, it would be present in a CRL structure that itself contains no certificate revocation|notices. A
CRL structure containing this extension shall not be used by relying parties or relying parties-as"a source of frevocation
notices, byt rather as a tool to ensure that the appropriate revocation information is usedv"Any CRL conthining this
extension ghall not be used as the source for a relying party to check revocation status of any public-key certificate. Rather,
a CRL corftaining this extension may be used by a relying party as an additional tool/to-locate the appropriat¢ CRLs for
checking revocation status.

This extengion serves two primary functions:

+ This extension provides a mechanism to publish a trusted\*list of CRLs" including all the relevant
information to aid relying parties in determining whethet they have sufficient revocation infofmation for
their needs. For example, an authority may issue a news.authenticated CRL list periodically, tygically with
a relatively high reissue frequency (in comparison With other CRL reissue frequencies). The list might
include a last-update time/date for every referenced CRL. A relying party, on obtaining this list, ¢an quickly
determine if cached copies of CRLs are still up-to-date. This may eliminate the unnecessary fetrieval of
CRLs. Furthermore, by using this mechanism, relying parties become aware of CRLs issiyed by the
authority between its usual update cycles, thiereby improving the timeliness of the CRL system

+  This extension also provides a mechatism to redirect a relying party from a preliminary locatiop (e.g., one
pointed to in a CRL distribution, point extension, or the directory entry of the issuing authority) to a
different location for revocation” information. This feature enables authorities to modify] the CRL
partitioning scheme they .use without impacting existing public-key certificates or relying parties. To
achieve this, the authority would include each new location and the scope of the CRL that would be found
at that location. The relying party would compare the public-key certificate of interest with the scope
statements and follow the pointer to the appropriate new location for revocation information felevant to
that public-key certificate it is validating.

The extendion is itself extensible and in future other non-CRL based revocation schemes may also be referrgd to, using
this extensjon.

statusRelferrals, EXTENSION ::= {
SYNT. StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }
StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE {
cRLReferral [0] CRLReferral,
otherReferral [1] INSTANCE OF OTHER-REFERRAL,
}
CRLReferral ::= SEQUENCE {
issuer [0] GeneralName OPTIONAL,
location [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL,
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}

DeltaRefInfo ::= SEQUENCE {
deltalocation GeneralName,
lastDelta GeneralizedTime OPTIONAL,
}
OTHER-REFERRAL ::= TYPE-IDENTIFIER

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.9.

The issuer component identifies the entity that signed the CRL,; this defaults to the issuer name of the encompassing
CRL.

The 1ocation component provides the location to which the referral is to be directed, and defaults to the same value as
the issuer name.

The deltaRefInfo component provides an optional alternative location from which a dCRL may be gbtaiped and an
optional date of the previous delta.

The cRLS¢ope component provides the scope of the CRL that will be found at the referenced location.
The lastypdate component is the value of the thisUpdate component in the most recenthy-issued referenged CRL.

The 1ast¢hangedCRL component is the value of the thisUpdate component in the mest recently issued CRL that has
changed clntent.

The OTHE
in future.

-REFERRAL provides extensibility to enable other non-CRL based revocation schemes to be accgmmodated

This extenpion shall always be flagged as critical to ensure that the CRL €ontaining this extension is not ingdvertently
relied on by relying parties as the source of revocation status informatian about public-key certificates.

If this extepsion is present and is recognized by a relying party, that system shall not use the CRL as a source of{revocation
status infofmation. The system should use either the information.contained in this extension, or other means putside the
scope of this Specification, to locate appropriate revocation status information.

If this extgnsion is present but is not recognized by a rélying party, that system shall not use the CRL as 4 source of
revocation| status information. The system should useiother means, outside the scope of this Specificatior], to locate
appropriatg revocation information.

9.5.2.3 C€RL stream identifier extension

The CRL gtream identifier extension is.used'to identify the context within which the CRL number is unique.

cRLStreamIdentifier EXTENSION ::= {
A CRLStreamIdentifier
IDENTIFIED BY id-ce-~cRLStreamIdentifier }

CRLStreamIdentifiex \»{= INTEGER (0..MAX)

NOTE { The extensiof defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here] For ACRL
aspects,|see 17.2:2:10.

This extengion shall always be flagged as non-critical.

Each value his-extension RL number

serve as a unique identifier for

v, Y5 cl CV

each CRL issued by any given authority, regardless of the type of CRL.
9.5.2.4 Ordered list extension
The ordered list extension indicates that the sequence of revoked public-key certificates in the revokedCertificates

component of a CRL is in ascending order by either public-key certificate serial number or revocation date. This extension
is defined as follows:

orderedList EXTENSION ::= {
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED ({

ascSerialNum (0),
ascRevDate (1),
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..}
NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.11.

This extension shall always be flagged as non-critical.

— ascSerialNum indicates that the sequence of revoked public-key certificates in a CRL is in ascending
order of public-key certificate serial number, based on the value of the serialNumber component of each
entry in the list.

— ascRevDate indicates that the sequence of revoked public-key certificates in a CRL is in ascending order
of revocation date, based on the value of the revocationbDate component of each entry in the list.

If orderedList is not present, no information is provided as to the ordering, if any, of the list of revoked public-key
certificates in the CRL.

9 5 2 5 Neltalnfarmatinon-ovtoancian
DL Tt I ImoT T troT T CATCTTISTOTT

This CRL gxtension is for use in CRLs that are not dCRLs and is used to indicate to relying parties that dCR]Ls are also
available fpr the CRL containing this extension. The extension provides the location at which the related dCRLs can be
found and pptionally the time at which the next dCRL is to be issued.

deltaInflo EXTENSION ::= {
SYNT. DeltaInformation
IDENTIFIED BY id-ce-deltaInfo }

DeltaInflormation ::= SEQUENCE ({
deltaliocation GeneralName,
nextDellta GeneralizedTime OPTIONAL,

}

NOTE { The extension defined here is relevant for both CRLs and ACRLs.,Only CRL aspects are considered here] For ACRL
aspects,|see 17.2.2.12.

This extengion shall always be flagged as non-critical.

9.5.2.6 To be revoked extension

This CRL gxtension allows for the notification that public-key certificates will be revoked as of a specified daje and time
in the futue. The toBeRevoked extension is used to.specify the reason for the public-key certificate revocatign, the date
and time af which the public-key certificate will be\revoked, and the group of public-key certificates to be revpked. Each
list can contain a single public-key certificate serial number, a range of public-key certificate serial numbers pr a named
subtree.

toBeRevoked EXTENSION ::= {
SYNT ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevdkedSyntax ::= SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup

ToBeRevokedGroup /)= SEQUENCE {

certifficateIssuer [0] GeneralName OPTIONAL,
reasonlInfo [1] ReasonInfo OPTIONAL,
revocationTime GeneralizedTime,

icateGroup ,

ReasonInfo ::= SEQUENCE ({
reasonCode CRLReason,
holdInstructionCode HoldInstruction OPTIONAL,

}

CertificateGroup ::= CHOICE ({
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName,

}

CertificateGroupNumberRange ::= SEQUENCE {
startingNumber [0] INTEGER,
endingNumber [1] INTEGER,

}
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CertificateSerialNumbers ::= SEQUENCE SIZE (1..MAX) OF CertificateSerialNumber

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.14

The certificateIssuer component, when present, identifies the CA that issued all the public-key certificates listed
in this ToBeRevokedGroup. If certificateIssuer is omitted, it defaults to the CRL issuer name.

The reasonInfo component, when present, identifies the reason for the public-key certificate revocations. When present,
this extension indicates that all public-key certificates identified in ToBeRevokedGroup Will be revoked for the reason
indicated in this component. If reasonCode component contains the value certificateHold, the
holdInstructionCode component may also be present. When present, the holdInstructionCode component
indicates the action to be taken on encountering any of the public-key certificates identified in RevokedGroup. This
action should only be taken, after the revocation time indicated in the revocationTime component has passed.

e—ait e—at"Wiitn

The revogationTime—tomponen ifichea afie-tire—s Ris—grotpof pubtic=ke icates will be
revoked amd should therefore be considered invalid. This date shall be later than the thisuUpdate time_gf the CRL
containing(this extension. If revocationTime is before the nextUpdate time of the CRL containing.this'éxtension, the
public-key]certificates shall be considered revoked between the revocationTime and the nextUpdatetime fjy a relying
party using a CRL containing this extension. Otherwise, this is a notice that at specified time in,the-future thgse public-
key certifigates will be revoked. Once the revocation time has passed, either the CA has revokedthe public-key certificate
or not. If Jt has revoked the public-key certificate, future CRLs shall include this on the!list of revoked |public-key
certificated, at least until the public-key certificate expires. If the CA has not revoked the public-key certificate, but still
intends to fevoke it in the future, it may include the public-key certificate in this exténsion on subsequent CRLs with a
revised repocationTime. If the CA no longer intends to revoke the public-key eertificate, it may be excludgd from all
subsequent CRLs and the public-key certificate shall not be considered revoked:

The certificateGroup component lists the set of public-key certificates-to.be revoked. This component idgntifies the
public-key] certificates issued by the CA identified in certificateIssuer t0 be revoked at the date/time identified in
revocatifonTime. This set of public-key certificates is not-further refined by any outside confrols (e.g.,
issuingDistributionPoint).

The seriglNumbers component, when present, shall hold the'serial number(s) of the public-key certificate(d) issued by
the identified issuing CA that will be revoked at the specified-time.

The serijlNumberRange component, when present,all public-key certificates in the range beginning with the starting
serial numper and ending with the ending serial number and issued by the identified issuing CA will be revpked at the
specified time.

If the nameSubtree component is present/-all public-key certificates with a subject name that is subordihate to the
specified name and issued by the identified\issuing CA will be revoked at the specified time. If the nameSubtrée contains
a distinguiphed name then all distinguished names associated with the subject of a public-key certificate (i.e} subject
component and subjectAltNames extension) need to be considered. For other name forms, the subjectpltNames
extension ¢f public-key certificates need to be considered. If at least one of the names associated with the subject contained
in the public-key certificate s within the subtree specified in nameSubtree, that public-key certificate will pe revoked
at the spegified time. As\With the nameConstraints extension, not all name forms are appropriate fof subtree
specificatipn. Only those-that have recognized subordination rules should be used in this extension.

This extengion may;sat the option of the CRL issuer, be flagged as critical or as non-critical. As the information provided
in this extension.applies to revocations, which will occur in the future, it is recommended that it be flagged as npn-critical,
reducing thevisk of problems with interoperability and backward compatibility.

9.5.2.7 Revoked group of certificates extension

A set of public-key certificates that have been revoked can be published using the following CRL extension. Each list of
public-key certificates to be revoked is associated with a specific public-key certificate issuing CA and revocation time.
Each list can contain a range of public-key certificate serial numbers or a named subtree.

revokedGroups EXTENSION ::= ({
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-revokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
certificatelssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
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invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup,

}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.15.

The certificateIssuer component, when present, shall identify the CA that issued all the public-key certificates
listed in this RevokedGroup. If certificateIssuer is omitted, it defaults to the CRL issuer name.

The reasonInfo component, when present, shall identify the reason for the public-key certificate revocations. When
present, this component |nd|cates that all publlc key certificates identified in RevokedGroup component were revoked
for the

taken on epcountering any of the public-key certlflcates |dent|f|ed in RevokedGroup.

The invalidityDate component, when present, indicates the time from which all public-key certificates identified in
Revoked@roup should be considered invalid. This date shall be earlier than the date contained in thiisUpdate
component of the CRL. If omitted, all public-key certificates identified in RevokedGroup should be considgred invalid
at least fron the time indicated in the thisUpdate component of the CRL. If the status of thepublic-key certificate prior
to the thisUpdate time is critical to a relying party (e.g., to determine whether a digital signature that was crieated prior
to this CRL issuance occurred while the public-key certificate was still valid or aftet/it had been revoked),| additional
revocation|status checking techniques will be required to determine the actual date/time from which a given [public-key
certificate fhould be considered invalid.

The revokedCertificateGroup component shall list the set of public<key certificates that have been revioked. This
component identifies the public-key certificates issued by the CA identified in certificateIssuer revokefl under the
specified ponditions. This set of public-key certificates is ngb ‘further refined by any outside confrols (e.g.,
issuingDistributionPoint).

The serihlNumberRange, When present, shall specify a specified range within which all public-key tertificates
containing|serial numbers and which are issued by the identified issuing CA are applicable.

If nameSubtree is present, all public-key certificates with a subject name that is subordinate to the specified|name and

issued by the identified issuing CA will be revoked at the specified time. If the namesubtree contains a digtinguished
name then|all distinguished names associated Wwith the subject of a public-key certificate (i.e., subject component and
subjectall tNames extension) need to be considered. For other name forms, the subjectaltNames extensiof of public-
key certifigates need to be considered. (T at'least one of the names associated with the subject, contained in the [public-key
certificate,|is within the subtree specified in nameSubtree, that public-key certificate has been revoked. As with the
nameConsjtraints extension, not*all name forms are appropriate for subtree specification. Only those| that have
recognized subordination rules\should be used in this extension.

This extension shall always be flagged as critical. Otherwise, a relying party may incorrectly assume that jpublic-key
certificated, identified as-revoked within this extension, are not revoked. When this extension is present it may pe the only
indication jof revoked _public-key certificates in a CRL (i.e., the revokedCertificates may be empty) or|it may list
revoked pyblic-key: Certificates that are in addition to those indicated in the revokedCertificates compofent of this
CRL. A rgvoked-public-key certificate shall not be listed both in the revokedCertificates component pnd in this
extension.

9.5.2.8 Expired certificates on CRL extension

This CRL extension indicates that the CRL includes revocation notices for expired public-key certificates.

expiredCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.2.2.13.

This extension shall always be flagged as non-critical.
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The scope of a CRL containing this extension is extended to include the revocation status of revoked public-key
certificates that expired after the date specified in ExpiredCertsOnCRL or at that date. The revocation status of a public-

key certificate shall not be updated once the public-key certificate has expired.

9.5.3 CRL entry extension

The following extensions are defined:

a) reason code;
b) hold instruction code; and
¢) invalidity date.

9.5.3.1 Reason code extension

This CRL entry exten5|on identifies a reason for the publlc key certlflcate revocatlon The reason code may be used by

HEE I |
CRLReason
id-ce-reasonCode }

IDENTIFIED BY

follows:

CRLReason ::= ENUMERATED {
unspedified (0),
keyCompromise (1),
cACompromise (2),
affililationChanged (3),
supersjeded (4),
cessajionOfOperation (5),
certifficateHold (6),
removeFromCRL (8),
privillegeWithdrawn (9),
aACompromise (10),
weakAllgorithmOrKey (11) }
NOTE { The extension defined here is relevant for both CRLs-and ACRLs entries. Only CRL entry aspects are congidered here.

For AC
The follow

RL entry aspects, see 17.2.3.1.

ing reason code values indicate why a public-key certificate was revoked:
unspecified can be used to revoke public-key certificates for reasons other than the specific|codes.

known or
public-key

keyCompromise is used in revoking an end-entity public-key certificate; it indicates that it i
suspected that the subject's jprivate key, or other aspects of the subject validated in the
certificate, have been campromised.

cACompromise iS tsed in revoking a CA certificate; it indicates that it is known or suspected that the
subject's private~key, or other aspects of the subject validated in the CA certificate, have been
compromised(

affiliationChanged indicates that the subject's name or other information in the public-key certificate

has been‘modified but there is no cause to suspect that the private key has been compromised.

superseded indicates that the public-key certificate has been superseded but there is no cause

to suspect

that the private key has been compromised.

he purpose for
which it was |ssued but there is no cause to suspect that the prlvate key has been compromlsed

privilegeWithdrawn indicates that a public-key certificate was revoked because a privilege contained
within that public-key certificate has been withdrawn.

aACompromise is only relevant for ACRL entries (see 17.2.3.1).

weekAlgorithm indicates that the public-key certificate was revoked due to a weak cryptographic
algorithm and/or key (e.g., due to short key length or unsafe key generation).

A public-key certificate may be placed on hold by issuing a CRL entry with a reason code of certificateHold. The

public-key

certificate hold notice may include an optional hold instruction code to convey additional information to

relying parties (see clause 9.5.3.2). Once a hold has been issued, it may be handled in one of three ways:

a) it may remain on the CRL with no further action, causing relying parties to consider the public-key
certificate invalid during the hold period;
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b) it may be replaced by a (final) revocation for the same public-key certificate, in which case the reason shall
be one of the standard reasons for revocation, the revocation date shall be the date the public-key certificate
was placed on hold, and the optional hold instruction code extension shall not appear;

c) it may be explicitly released and the entry removed from the CRL.

The removeFromCRL reason code is for use with delta CRLs (see clause 9.6) only and indicates that an existing CRL
entry should now be removed owing to public-key certificate expiration or hold release. An entry with this reason code
shall be used in delta CRLs for which the corresponding base CRL or any subsequent (delta or complete for scope) CRL
contains an entry for the same public-key certificate with reason code certificateHold.

This extension shall always be flagged as non-critical.

9.5.3.2 Hold instruction code extension

This CRL entry extension provides for the inclusion of a registered instruction identifier to indicate the action to be taken

on encounteringahetdpubticckey—certificatettisapplicabteonty ima EREentry havingacertiticatenpld reason

code. This|extension is defined as follows:

holdInsfructionCode EXTENSION ::= {
SYNT. HoldInstruction
IDENTIFIED BY id-ce-holdInstructionCode }

HoldInsHruction ::= OBJECT IDENTIFIER

This extengion shall be always flagged as non-critical. No hold instruction codes are defined in this Specificafion.

NOTE 1 - The extension defined here is relevant for both CRLs and ACRLSs entries. Only, CRL entry aspects are congidered here.
For ACRL entry aspects (see 17.2.3.2).

NOTE 2 — Examples of hold instructions might be "please communicate with the. CA™ or "repossess the user's token".

9.5.3.3 Invalidity date extension

This CRL gntry extension indicates the date at which it is known ot/suspected that the private key was compfomised or
that the puplic-key certificate should otherwise be considered invalid. This date may be earlier than the revogation date
in the CRU entry, which is the date at which the authority processed the revocation. This extension is defined ps follows:

invalidiftyDate EXTENSION ::= ({
SYNT GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate [}

This extengion shall always be flagged as nonscfitical.

NOTE 1 - The date in this extension is not, by-itself, sufficient for non-repudiation purposes. For example, this date mjay be a date
advised|by the private key holder, and it.is'\pessible for such a person fraudulently to claim that a key was compromisgd sometime
in the pgst, in order to repudiate a validly generated signature.

NOTE 2 — When a revocation is first posted by an authority in a CRL, the invalidity date may precede the date of isspie of earlier
CRLs. The revocation date shouldhnot precede the date of issue of earlier CRLs.

9.6 CRL distribution points and delta CRL extensions

9.6.1 Requirements

As it is pqssible for revocation lists to become large and unwieldy, the ability to represent partial CRLs if required.
Different solutiens are needed for two different types of implementations that process CRLS.

The first type of implementation is in individual workstations, possibly in an attached cryptographic token. These
implementations are likely to have limited, if any, trusted storage capacity. Therefore the entire CRL would need to be
examined to determine if it is valid, and then to see if the public-key certificate is valid. This processing could be lengthy
if the CRL is long. Partitioning of CRLs is required to eliminate this problem for these implementations.

The second type of implementation is on high performance servers where a large volume of messages is processed, e.g., a
transaction processing server. In this environment, CRLs are typically processed as a background task where, after the
CRL is validated, the contents of the CRL are stored locally in a representation which expedites their examination, e.g.,
one bit for each public-key certificate indicating if it has been revoked. This representation is held in trusted storage. This
type of server will typically require up-to-date CRLs for a large number of CAs. Since it already has a list of previously
revoked public-key certificates, it only needs to retrieve a list of newly revoked public-key certificates. This list, called a
dCRL, will be smaller and require fewer resources to retrieve and process than a complete CRL.
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The following requirements therefore relate to CRL distribution points and dCRLs:

In order to control CRL sizes, it needs to be possible to assign subsets of the set of all public-key certificates
issued by one CA to different CRLs. This can be achieved by associating every public-key certificate with

a)

b)

c)

a CRL distribution point which is either;

— adirectory entry whose CRL attribute will contain a revocation entry for that public-key
if it has been revoked; or

certificate,

— alocation such as an electronic mail address or Internet uniform resource identifier from which the

applicable CRL can be obtained.

For performance reasons, it is desirable to reduce the number of CRLs that need to be checked when
validating multiple public-key certificates, e.g., a certification path. This can be achieved by having one

CRL issuer sign and issue CRLs containing revocations from multiple CAs.

There is a requirement for separate CRLs covering revoked CA certificates and revoked end-entity public-

lkkavs cartificatac Thic fasilitatac tha nracaccina nf cartificatinn nathe ac tha CDRI for ravnlkad C A
K<Y HHHERE S HSREHHAE S e PHOEESSHRG- O e i HEaHB PSS tHe-or=—oH e YoKe e+

certificates

e
~

can be expected to be very short (usually empty). The certificateRevocationl
eepkCertificateRevocationList and the authorityRevocationList attribute types
specified for this purpose. However, for this separation to be secure, it is necessary to have an i
a CRL identifying which list it is. Otherwise, illegitimate substitution of one list for-the other
detected.

Provision is needed for a different CRL to exist for potential compromise\situations (when
significant risk of private key misuse) than that including all routine binding terminations (wh
no significant risk of private key misuse).

Provision is also needed for partial CRLs (known as dCRLs) which ‘only contain entries for
certificates that have been revoked since the issuance of a base:CRL.

For dCRLs, provision is needed to indicate the date/time afterywhich this list contains updates.

There is a requirement to indicate within a public-key eertificate, where to find the freshest CR
most recent dCRL).

9.6.2 CRL distribution point and delta CRL extensions

The followiing extensions are defined:

Q)

a
— —~ ~ — —

§
1

CRL distribution points;
issuing distribution point;
certificate issuer;

delta CRL indicator;

base update time; and
freshest CRL.

CRL distripution points and-freshest CRL shall be used only as a public-key certificate extension. Issuing ¢
point, delt3 CRL indicatorand’base update shall be used only as CRL extensions. Certificate issuer shall be u
a CRL entfy extension:

9.6.2.1 CRL distribution points extension

List, the
have been
ndicator in
cannot be

there is a
en there is

public-key

| (e.g., the

istribution
ed only as

The CRL |str|but|on p0|nts extensmn shall be used onIy as a publlc key certlflcate extensmn and may be ysed in CA

I points to

which a relymg party should reer to ascertain |f a publlc key certlflcate has been revoked A relylng party can obtain a
CRL from an applicable distribution point or it may be able to obtain a current complete CRL from the CA directory

entry.

This extension is defined as follows:

cRLDistributionPoints EXTENSION ::= {

SYNTAX

CRLDistPointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint

DistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,

reasons
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cRLIssuer [2] GeneralNames OPTIONAL,
}
DistributionPointName ::= CHOICE ({
fullName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName,

}

ReasonFlags ::= BIT STRING {
unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
privilegewithdrawn 7
aACompromise (8),
weakAllgorithmOrKey (9) 1}
NOTE 1 - The extension defined here is relevant for both CRLs and ACRLs). Only CRL aspects are considered here

aspects,

The distributionPoint component, when present, shall identify the location from whigh-the relevant G
obtained. Iff this component is absent, the distribution point name defaults to the CRL issuehname. This com

the follow

The reas
componen

public-key| certificate if this public-key certificate has been revoked, regardless of revocation reason. Oth

reasons

NOTE 2 — While this components_altows for shorter CRLSs, it has the side-effect that a relying party has to search mu
to ensurfe that a particular public:key certificate has not been revoked. This possibility for segmenting CRLs should
caution,

The cRLIgsuer component,.When present, shall identify the authority that issued and signed the CRL. If this
is absent, the CRL issuer-name defaults to the public-key certificate issuer name.

This exterjsion may;—at the option of the CA, be either flagged as critical or as non-critical. In the i
interoperaljlity, ityis recommended that it be flagged as non-critical.

If this ext

+  When the fullName alternative is used or when the default applies, the'distribution point namg

+ The nameRelativeToCRLIssuer alternative‘can be used only if the CRL distribution point

see 17.2.2.1.

ng two alternatives:

multiple name forms. The same name, in at least one of its \name forms, shall be pres
distributionPoint component of the issuingDistributionPoint extension of the CRL

one name form can be processed. If no name forms for<a distribution point can be processed
party can still use the public-key certificate provided requisite revocation information can be obt
another source, e.g., another distribution point or the authority's directory entry.

a distinguished name that is directly subordinate to the distinguished name of the CRL issuer. |
the nameRelativeToCRLIssuer cOmponent conveys the relative distinguished name with re
CRL issuer distinguished name.

bns component, when present, shall _indicate the revocation reasons covered by this CRL. If the
is absent, the corresponding CRL*distribution point distributes a CRL which will contain an en

omponent indicates which revecation reasons are covered by the corresponding CRL distribution g

For ACRL

RL can be
ponent has

may have
ent in the
. Arelying

party is not required to be able to process all name forms. Itamay use a distribution point provigled at least

, a relying
ained from

s assigned
h this case,
pect to the

reasons
ry for this
brwise, the
oint.

Itiple CRLs
e used with

Component

nterests of

Sion is flagged as critical, then a relying party shall not use the public-key certificate without firs

retrieving

and checking a CRL from one of the nominated distribution points covering the reason codes of interest. Where the
distribution points are used to distribute CRL information for all revocation reason codes and for all public-key certificates
issued by the CA include this extension as a critical extension, the CA is not required to also publish a full CRL at the CA

entry.

If this extension is flagged as non-critical and a relying party does not recognize the extension type, then that relying party
should only consider the public-key certificate valid if:

— it can acquire and check a complete CRL from the authority (that the latter CRL is complete is indicated

by the absence of an issuing distribution point extension in the CRL);

— revocation checking is not required under local policy; or

—  revocation checking is accomplished by other means.

NOTE 3 — It is possible to have CRLs issued by more than one CRL issuer for the one public-key certificate. Coordination of these
CRL issuers and the issuing authority is an aspect of authority policy.
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NOTE 4 — The meaning of each reason code is as defined in the Reason Code extension in clause 9.5.3.1.

9.6.2.2 Issuing distribution point extension

This CRL extension identifies the CRL distribution point for public-key certificates for this particular CRL, and indicates
if the CRL is indirect, or if it is limited to covering only a subset of the revocation information. If using only partitioned
CRLs, the full set of partitioned CRLs shall cover the complete set of public-key certificates whose revocation status will
be reported using the CRL mechanism. Thus, the complete set of partitioned CRLs shall be equivalent to a full CRL for
the same set of public-key certificates, if the CRL issuer was not using partitioned CRLs. The limitation may be based on
a subset of the public-key certificate population or on a subset of revocation reasons. The CRL is signed by the CRL
issuer's private key. For a CRL distributed via a directory, the CRL is stored in the entry of the CRL distribution point,
which may not be the directory entry of the CRL issuer. If the issuingDistributionPoint extension and the
crlScope extension (deprecated) are both absent, the CRL shall contain entries for all revoked, unexpired public-key
certificates.

Aft hhie-kev-certificate-appeatsora-CRIE—itmayv-bedetetet-from-asab o
er a pugre-Key-cerarcae-appearsoft-aCnttmay ne-aereetrofaStoseguen

expiry. This extension is defined as follows:

(W aln)
e

ie-key-gertificate's

issuingDlistributionPoint EXTENSION ::= {
SYNT IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDlistPointSyntax ::= SEQUENCE ({
-- If jonlyContainsUserPublicKeyCerts and onlyContainsCACerts an€ both FALSE,
-- the|l CRL covers both certificate types

distriputionPoint [0] DistributionPointName OPTIONAL,

onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,

onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,

onlySomeReasons [3] ReasonFlags OPTIONAL,

indirelctCRL [4] BOOLEAN DEFAULT FALSE,

onlyContainsAttributeCerts [5] BOOLEAN OPTIONAL, -- Use is strongly deprefated
}

The distfibutionPoint component contains the name of thé distribution point in one or more namg forms. If
onlyContlainsUserPublicKeyCerts iS TRUE, the CRL “only contains revocations for end-entity [public-key
certificated. If onlyContainsCACerts iS TRUE, the(CCRL only contains revocations for CA certificates. If
onlyContlainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE, the CRL contains revdcations for
both end-g¢ntity public-key certificates and CA -ceftificates. A CRL shall not contain this extension where both
onlyContlainsUserPublicKeyCerts and onlyContainsCACerts are set to TRUE. If onlySomeReasong is present,
the CRL dnly contains revocations of public*key certificates for the identified reason or reasons; otherwisg, the CRL
contains rgvocations for all reasons. If indirectCRL is TRUE, then the CRL may contain revocation notifications for
public-key| certificates issued by CAs that-have a name different from the name of the issuer of the CRL. The particular
CA resporfsible for each entry is as indicated by the certificateIssuer CRL entry extension in that gntry or in
accordancg with the defaulting«tules described in clause 9.6.2.3. Consequently, a relying party that is papable of
processingla CRL in which indirectCRL is set to TRUE shall also be capable of processing the certificateIssuer
CRL entry|extension. In such.a CRL, it is the responsibility of the CRL issuer to ensure that the CRL is complete in that
it containsjall revocation«entries, consistent with onlyContainsUserPublicKeyCerts, onlyContainsCA¢erts, and
onlySomeReasons, ifidicators, from all authorities that identify this CRL issuer in their public-key certificat

If onlyCqntainsAttributeCerts iS TRUE, the CRL only contains revocations for attribute certifigates. This
component is/deprecated and should not be included. Instead, the aAissuingDistributionPoint extensiof should be
used.

NOTE 1 — This component was introduced into the Rec. ITU-T X.509 (2000) | ISO/IEC 9594-8:2001 edition of this Specification

and removed again in the subsequent edition. Each of these two actions has caused compatibility problems. This component has
been re-introduced into the Rec. ITU-T X.509 (2008) | ISO/IEC 9594-8:2008 edition in a way to remove any compatibility issues.

If CRLs are partitioned by reason code, and the reason code changes for a revoked public-key certificate (causing the
public-key certificate to move from one CRL stream to another), it is necessary to continue to include the public-key
certificate on the CRL stream for the old revocation reason until the nextUpdate times of all CRLs, that do not list the
public-key certificate, on the CRL stream for the new reason code have been reached.

If the CRL contains an issuingDistributionPoint extension with the distributionPoint cOmponent present, at
least one name for the distribution point in the public-key certificate (e.g., cRLDistributionPoints, freshestCRL,
issuer) shall match a name for the distribution point in the CRL. Also, it may be the case that only the
nameRelativeToCRLIssuer component is present. In that case, a name comparison would be done on the full
distinguished name, constructed by appending the value of the nameRelativeToCRLIssuer t0 the distinguished name
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found in the issuer component of the CRL. If the names being compared are distinguished names (as opposed to hames
of other forms within the GeneralNames construct), the distinguishedNameMatch matching rule is used to compare
the two DNs for equality.

For CRLs distributed via a directory, the following rules apply. If the CRL is a dCRL it shall be distributed via the
deltaRevocationList attribute of the associated distribution point or, if no distribution point is identified, via the
deltaRevocationList attribute of the CRL issuer entry, regardless of the settings for public-key certificate types
covered by the CRL. Unless the CRL is a dCRL.:

— a CRL which has onlyContainsCACerts Set to TRUE and does not contain an
aAissuingDistributionPoint extension shall be distributed via the authorityRevocationList
attribute of the associated distribution point or, if no distribution point is identified, via the
authorityRevocationList attribute of the CRL issuer entry;

— a CRL which has onlyContainsCACerts Set to TRUE and contains an
alissuingDistributionPoint extension with containsliserAttributeCerts Set to FALSE shall
be distributed via the authorityRevocationList attribute of the associated distribution paint or, if no
distribution point is identified, via the authorityRevocationList attribute of the CRL, issuer entry;

+ a CRL which has only onlyContainsCACerts set to FALSE shall be ~distributegl via the
certificateRevocationList attribute of the associated distribution point oryif no distribution point
is identified, via the certificateRevocationList attribute of the CRL issuenentry.

This extengion shall always be flagged as critical. A relying party that does not understand this extension canfot assume
that the CRL contains a complete list of revoked public-key certificates of the identified CGA. CRLs not contairfing critical
extensions| shall contain all current CRL entries for the issuing authority, including.entries for all revoked|end-entity
certificateq and authority certificates.

NOTE 2 — The means by which revocation information is communicated by CAs.t0 CRL issuers is beyond the sfope of this
Specifidation.

If an authdrity publishes a CRL with onlyContainsUserPublicKéyCerts Of onlyContainsCACerts Sgt t0 TRUE,
then the aythority shall ensure that all CA certificates covered by this CRL contain the basicConstraints ¢xtension.

9.6.2.3 Certificate issuer extension

This CRL|entry extension identifies the CA associated‘with an entry in an indirect CRL, i.e., a CRL that has the
indirectCRL indicator set in its issuing distribution pgint extension. If this extension is not present on the fifst entry in
an indirec CRL, the CA defaults to the CRL issuer’ZOn subsequent entries in an indirect CRL, if this extension is not
present, the CA for the entry is the same as that for-the preceding entry.

This extension is defined as follows:

certifigateIssuer EXTENSION {:= {
SYNTAa: GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

This extengion shall always(be flagged as critical. If an implementation ignores this extension, it cannot cofrectly pair
CRL entrigs to CAs.

NOTE 4 This extension-may also be included in ACRL entries as specified in clause 17.2.2.3.

9.6.2.4 [Delta, CRL indicator extension
The delta CRIC indicator extension identifies a CRL as being a delta CRL (dCRL) that provides updates to a|referenced

base CRL.5Fhetreferencetdbase-EREisaCREthatwas cz\p“\,;ﬂy isstedras-aCREthatis bUIIIp:CtC fora U;vcu Cope. The
CRL containing the delta CRL indicator extension contains updates to the public-key certificate revocation status for that
same scope. This scope does not necessarily include all revocation reasons or all public-key certificates issued by a CA,
especially in the case where the CRL is a CRL distribution point. However, the combination of a CRL containing the
delta CRL indicator extension plus the CRL referenced in the BaseCRLNumber component of this extension is equivalent
to a full CRL, for the applicable scope, at the time of publication of the dCRL.

This extension is defined as follows:
deltaCRLIndicator EXTENSION ::= {

SYNTAX BaseCRLNumber

IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber
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The value of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the foundation in the
generation of this dCRL. The referenced CRL shall be a CRL that is complete for the applicable scope.

This extension shall always be flagged as critical. A relying party that does not understand the use of dCRLs should not
use a CRL containing this extension, as the CRL may not be as complete as the user expects.

NOTE — This extension may also be included in dACRL entries as specified in clause 17.2.2.4.

9.6.2.5 Base update time extension

The base update extension is for use in dCRLs and is used to identify the date/time after which this delta provides updates
to the revocation status. This extension should only be used in dCRLs that contain the deltaCRLIndicator extension.
A dCRL that instead contains the crlscope extension (deprecated) does not require this extension as the
baseThisUpdate component of the crl1scope extension can be used for the same purpose.

baseUpdateTime EXTENSION ::= {
SYNT GemeraltizedTime
IDENTIFIED BY id-ce-baseUpdateTime }

This extengion shall always be flagged as non-critical.
NOTE 4 This extension may also be included in dJACRL as specified in clause 17.2.2.5.

9.6.2.6 Freshest CRL extension

The freshgst CRL extension may be used as either a public-key certificate or CRE extension. Within [public-key
certificated, this extension may be used in CA certificates, as well as end-entity public=Key certificates. Thig extension
identifies the CRL to which a relying party should refer to obtain the freshest revocation information (e.g., latpst dCRL).
This extengion is defined as follows:

freshestiCRL EXTENSION ::= {
SYNT CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

The CRLDistPointsSyntax data type is as defined in the CRL.distribution points extension in clause 9.6.2.L.

This extengion may, at the option of the CA, be either be flagged-as critical or as non-critical. If the freshest CRL. extension
is flagged Jas critical, a relying party shall not use the public-key certificate without first retrieving and checking the
freshest CRL. If the extension is flagged as non-criticaly the relying party may use local means to determine Whether the
freshest CRL is required to be checked.

NOTE + This extension may also be included in attribute certificates and ACRLSs as specified in clause 17.2.2.6.

9.7 Authorization and validation;list extensions

9.7.1 Introduction

There is a|need to provide capabilities for an authorizer to impose specifications on how a relying party shall act in its
communicption with different entities. The following extension is defined for that purpose:

d) protocol restrictions extension.
9.7.2 Frotocol. festrictions extensions

The protRestrict extension may be added to an AVL entry to restrict the protocols that the AVL entity holding the
AVL uses jin.its’communication with the entity represented by the AVL entry.

protRestrict EXTENSION ::= {
SYNTAX ProtRestriction
IDENTIFIED BY id-ce-protRestrict }

ProtRestriction ::= SEQUENCE (SIZE (1..MAX)) OF OBJECT IDENTIFIER

A value of the ProtRestriction data type shall hold one or more object identifiers identifying communications
protocols. When a peer entity attempts to establish a communication with an AVL entity having an AVL with this
restriction using a protocol not reflected by a listed object identifier, the communications shall be rejected.
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9.8 Alternative cryptographic algorithms and digital signature extensions

9.8.1 Introduction

There is a need to provide capabilities for easy migration within a PKI from one set of cryptographic algorithms to another
more suitable set of cryptographic algorithms. The following cryptographic algorithm and digital signature extensions are
defined for that purpose:

a) subject alternative public key information extension;
b) alternative digital signature algorithm extension; and
c) alternative signature value extension.

These extensions may be included in both CA certificates and end-entity public-key certificates. Alternative digital
signature algorithm extension and alternative signature value extension may also be used as CRL and AVL extensions.

subjectAltPublicKeyInfo EXTENSION ::= {

SYNTA SubjectAltPublicKeyInfo

IDENTIFIED BY id-ce-subjectAltPublicKeyInfo }
SubjectAltPublicKeyInfo ::= SEQUENCE ({

algorijthm AlgorithmIdentifier{{SupportedAlgorithmsl},

subjedtAltPublicKey BIT STRING }

The subjg¢ctAltPublicKeyInfo data type has the following components:
+  the algorithm subcomponent, which shall hold the algorithm, that this public key is an instange of; and
4 the subjectAltPublicKey subcomponent, which shallhold the alternative public key.

This extengion may be flagged as critical or as non-critical.

NOTE + It is recommended that it be flagged as non-critical. Flagging'it as critical would require relying parties to understand this
extensign and the alternative public-key algorithm.

9.8.3 Alternative signature algorithm extension

This extengion may be used as a public-key certificate extension, a CRL extension or an AVL extension. It shall contain
the algorithm identifier for the alternative digital~signature algorithm used by the signer when creating an [alternative
digital signjature and by the relying party when:\validating the alternative digital signature.

altSignatureAlgorithm EXTENSION./:= {
SYNTAX AltSignatureAlgorithm
IDENTIEFIED BY id-ce-altSignatureAlgorithm }

AltSignatureAlgorithm ::= AlgorithmIdentifier{{SupportedAlgorithms}}

When the altSignatureAlgorithm extension is included in a particular value that is an instance of a daja type that
supports extensions, the’altSignatureValue extension shall also be included.

NOTE |1 — Bwyshaving a separate altSignatureAlgorithm extension, instead of having it combined with the
altSignatdreValue extension, the alternative digital signature algorithm is protected by the alternative signaturg.

This extengionvmay be flagged either as critical or as non-critical.

NOTE 2 — It is recommended that it be flagged as non-critical. Flagging it as critical would require all relying parties to understand
the extension and the alternative public-key algorithms.

9.84 Alternative signature value
This extensionmay be used as a public-key certificate extension, a CRL extension or an AVL extension.

This alternative signature shall be created by the issuer using its alternative private key, and it shall be verified using the
alternative public key of the issuer.

altSignatureValue EXTENSION ::= {
SYNTAX AltSignatureValue
IDENTIFIED BY id-ce-altSignatureValue }

AltSignatureValue ::= BIT STRING

58 Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

This extension can only be created by a signer holding a multiple cryptographic algorithms public-key certificate. When

creating the alternative digital signature on an issued public-key certificate or CRL, the signer shall use its
private key.

The procedures for creating and validating alternative digital signatures are specified in:
—  clause 7.2.2 for public-key certificates;
—  clause 7.10.3 for CRLs: and
—  clause 11.4 for AVLs.

10 Delta CRL relationship to base

alternative

A dCRL includes a deltaCRLIndicator extension (or a deprecated crlScope extension) to indicate the base

revocation information that is being updated with this dCRL

If the deltaCRLIndicator is present in a dCRL, the base revocation information that is being updated is thg
referenced|in that extension. The base CRL referenced by a deltaCRLIndicator extension shall be aCRL th
as complete for its scope (i.e., it is not itself a dCRL).

If the deprecated crlscope extension is present and contains the baseRevocationInfo component to re
base revocgtion information that is being updated, this is a reference to a particular point intime from which

provides updates. The baseRevocationInfo component references a CRL that may,er may not have beep

one that isfcomplete for that scope (i.e., the referenced CRL may only have been issued-as’a dCRL). However
containing|the baseRevocationInfo component updates the revocation information that is complete for t
the referenced CRL at the time that the referenced CRL was issued. The relying-party may apply the dCRL to
is completg for the given scope and that was issued at the same time as or after the-CRL referenced in the dCRL
the baseRgvocationInfo component was issued.

Because of the potential for conflicting information, a CRL shall not.contain both the deltaCRLIndicatoz
and a ctlsScope extension with the baseRevocationInfg component. A CRL may contain
deltaCRIIndicator extension and crlScope extension only-ifithe baseRevocationInfo component is
in the crl$cope extension.

base CRL
at is issued

erence the
this dCRL
issued as
the dCRL
e scope of
h CRL that
containing

extension
both the
hot present

A dCRL may also be an indirect CRL in that it may contain updated revocation information related to base CRLs issued
by one or fnore than one CAs (see clause 7.12).
Applicatiop of a dCRL to the referenced base revocation information shall accurately reflect the curreng status of
revocation
+ A public-key certificate's.rgvocation notice, with revocation reason certificateHold, may appear on
either a dCRL or a CRL that is complete for a given scope. This reason code is intended to| indicate a
temporary revocation ‘of the public-key certificate pending a further decision on whether to pgrmanently

revoke the publicskey certificate or reinstate it as one that is not revoked.

(eithera, dCRL or a CRL that is complete for a given scope), whose cRLNumber is n, and
subsequently released, the public-key certificate shall be included in all dCRLs issued aft
is released where the cRLNumber Of the referenced base CRL is less than or equal to n.

on the extension used to indicate that this CRL is a dCRL, the CRL number of a referenced
is either the value of the BaseCRLNumber data type of the deltaCRLIndicator exten

a) Ifapublic-key certificate was listed as revoked with revocation reason certificateHold

onaCRL
the hold is
r the hold
Depending
base CRL
ion or the
sion. The

public-key certificate shall be Ilsted with revocation reason removeFromCRL Unless the public-key
certificate is subsequently revoked again for one of the revocation reasons covered by the dCRL, in
which case the public-key certificate shall be listed with the revocation reason appropriate for the
subsequent revocation.

b) If the certificate was not removed from hold, but was permanently revoked, then it shall be listed on
all subsequent dCRLs where the cRLNumber Of the referenced base CRL is less than the cRLNumber
of the CRL (either a dCRL or a CRL that is complete for the given scope) on which the permanent
revocation notice first appeared. Depending on the extension used to indicate that this CRL isa dCRL,
the CRL number of a referenced base CRL is either the value of the BaseCRLNumber data type of
the deltaCRLIndicator extension or the cRLNumber element of the BaseRevocationInfo data
type of the cRLScope extension.

—  Apublic-key certificate's revocation notice may first appear on dCRL and it is possible that the public-key
certificate's validity period might expire before the next CRL that is complete for the applicable scope is

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 59


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

issued. In this situation, that revocation notice shall be included in all subsequent dCRLs
revocation notice is included on at least one issued CRL that is complete for the scope of that
certificate.

until that
public-key

A CRL that is complete for a given scope, at the current time, can be constructed locally in either of the following ways:

— by retrieving the current dCRL for that scope, and combining it with an issued CRL that is co
that scope and that has a cRLNumber greater than or equal to the cRLNumber of the base CRL
in the dCRL; or

mplete for
referenced

— by retrieving the current dCRL for that scope and combining it with a locally constructed CRL that is
complete for that scope and that was constructed with a dCRL that has a cRLNumber greater than or equal

to the cRLNumber of the base CRL referenced in the current dCRL.

11 Authorization and validation lists

111 uthorization and validation list concept

An authoriation and validation list (AVL) is a list providing authorization and validation information'to a rel
called an AVL entity. Such an AVL entity may also act as an end entity been equipped with-an:end-entity
certificate.l An AVL provides information to an AVL entity about potential communications partner an
restrictiong on how and what to communicate with such partners.

In some ervironments, entities may have a requirement only to communicate with-adew selected entities a
accept PDUs from any other entity. Validation may be optimized in such environments by use of AVLs. |
received from an entity not represented in the AVL or the constraints on the cémmunication are violated, the
be discardéd, subject to local policies. An AVL is created, maintained and signed by an entity called the author
is an outsife entity to which responsibility for all or part of public-key certificate validation has been outs
authorizer fis typically closely related to the AVL entities it serves, e.g-\being part of the same organization. |
act as a trugt anchor for the AVL entities it serves. These AVL entitie9may hold trust anchor information of the
For some AVL entities, this may be the only trust anchor information needed.

Three scenjarios are recognized here:

d) AnAVLisplaced in an AVL entity with ne.or minor constraints allowing the AVL entity to per
of the validation on its own. In this casg;*the AVL is mainly used to restrict communications
entities and possibly to put restriction on such communications. An AVL may in this sce
information representing each public-key certificates allocated to potential communication part
it may have information representing a group of communication partners having the same di
naming prefix.

B) An AVL is placed in‘an AVL entity that is constrained with respect to processing powe
communications capabilities and/or response time to a degree where it cannot afford to go to a
when doing validation, meaning that the entity locally needs to have sufficient updated i
available to do the validation. In this scenario, the authorizer is using a subscription ser
revocation information from relevant CAs and updates the AVLs at AVL entities as required.

q) An AVicsentity may not have continuously online access to revocation information, such as OC
the same time not be able to hold long CRLs. In this case, it is also relevant to have reasonah

to-get revocation information from relevant CAs and updates the AVLs at AVL entities as req

ying party,
public-key
d possible

d may not
a PDU is
PDU may
zer, which
urced. An
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r, storage,
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validation information available locally. Also in this scenario, the authorizer is using a subscription service

ired when

communication is passible

d) A relying party, not being an AVL entity, may not have one continuously online access to

revocation

information. Such a relying party does not use the service of an authorizer, but uses the same subscription

type as an authorizer to keep status information about a set public-key certificates fo
communication partners.

11.2 The authorizer

r potential

The behaviour of the authorizer is dependent on whether it maintains AVLs for AVL entities in a non-constrained

environment or for AVL entities in a constrained environment.

If the AVL is to be placed in a non-constrained AVL entity, the AVL shall only contain rather stable infor
affected by state changes of associated public-key certificates.

mation not
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If the AVL is to be placed in a constrained AVL entity, the authorizer shall locally maintain a list of complete certification
paths required for each of the peer entities with which the AVL entity communicates. The authorizer shall continuously
ensure that the certification paths validate positively. This included checking for restrictions and expired or revoked
public-key certificates. When a certification path can no longer validate positively, affected AVLs may be renewed at
affected AVL entities. It is a local policy as to whether or when such an update occurs.

NOTE - An invalid certification path may cause critical entities to be put out of operation. It is outside the scope of this

Specification to provide recommendations as to how or when a certification path is failing to a degree where an affected AVL
entity should stop communication with some other entity.

11.3 Authorization and validation list syntax
The certavL ASN.1 data type specifies the syntax of an AVL.

CertAVL ::= SIGNED {TBSCertAVL}
TBSCer L ::= SEQUENCE {
versi [0] IMPLICIT Version DEFAULT vl,
serialNumber AvlSerialNumber OPTIONAL,
signatjure AlgorithmIdentifier {{SupportedAlgorithms}},
issue Name,
constrlained BOOLEAN,
entri SEQUENCE (SIZE (1..MAX)) OF SEQUENCE ({
idType CHOICE {
tIdentifier [0] PKCertIdentifier,
entityGroup DistinguishedName, -- only for ‘constrained = FALBSE
NN
entriyExtensions [1] IMPLICIT Extensions OPTIONAL;
},
r
cey
avlExtensions Extensions OPTIONAL }
AvlSeriaglNumber ::= INTEGER (0. .MAX)
PKCertIdentifier ::= CHOICE ({
issuerjSerialNumber IssuerSerialNumber,
fingerprintPKC [0] IMPLICIT FINGERPRINT {Certificate},
fingerprintPK [1] IMPLICIT FINGERPRINT {PublicKey},
IssuerSejrialNumber ::= SEQUENCE Y
issue Name,

umber CertificateSeérialNumber,

When gengrating a digital sighature using the SIGNED parameterized data type, only one digital signatufe shall be
generated,fi.e., the altAlgorithmIdentifier and the altSignature components shall be absent.

The TBscgrtaAVL components are specified in the following.

The version component shall hold the version of the AVL. This component shall either be absent or have th¢ value v1.

The seriglNumber component, when present, shall contain a serial number that is unique for a specific authofjizer within
the AVL e|11i1¥ where the AVL is placed. This component shall be present if the authorizer places more than g]ne AVL in
a particular AVL entity. It should be present if the authorizer intends to add additional AVLs in the future. Otherwise, it
is optional.

NOTE 1 — Multiple authorizers may in principle each place multiple AVLs in a particular AVL entity. This capability is included

to cope with more complex environments and should be used with great care. In a typical environment, only a single AVL from a
single authorizer will be place in a particular AVL entity.

The signature component shall contain the algorithm identifier for the digital signature algorithm used by the authorizer
when signing the AVL. This component shall have the same value as used in the algorithmIdentifier component of
the SIGNATURE data type when signing the AVL.

NOTE 2 — By including this component, the digital signature algorithm is protected by the signature on the AVL.

The issuer component shall be the distinguished name of the authorizer issuing the AVL. It shall be the same name as
the subject name of the public-key certificate used for evaluating the signature on the AVL.
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The constrained component shall take the value TRUE if the AVL is to be placed in a constrained AVL entity, and it
shall take the value FALSE if the AVL is to be placed in a non-constrained AVL entity.

The entries component shall consist of a number of elements each representing an AVL entry. Each element shall have
the following components:

a) The idType component has the following two alternatives:

— The certIdentifier alternative shall hold an identifier of the public-key certificate represented by
this element. This alternative shall always be taken if the constrained component takes the value
TRUE. It has the following three alternatives:

i) the issuerSerialnumber alternative, which is a sequence of the distinguished name of the
public-key certificate issuer and the public-key certificate serial number;

ii) the fingerprintPKC alternative, which is a fingerprint of the public-key certificate; or

- i public-key
certificate.
—  The entityGroup alternative shall be taken when the entry represents an entity-group Yith which

the entity may accept communications. An entity group is characterized by having a digtinguished
name prefix in common within the name of the subject component for public-key certifidates issued
to the members of the group. This alternative shall not be taken if the constrained compgpnent takes
the value TRUE.

)) The entryExtensions component, when present, shall contain one of,mere AVL entry exterfsions. One
use of entry extensions is to impose restrictions on what type of communications the relying|party may
have with the entity in question.

The avlExtensions component, when present, shall contain one or more AVL extensions.

114 Multiple cryptographic algorithms for authorization and validation list

It is possibjle for an AVL to hold:

4 an alternative digital signature algorithm tabe used instead of the algorithm specified in the slignature
component; and

4  analternative digital signature to be'checked instead of the native digital signature.
Such alterative specifications are provided as /AVL extensions.

An AVL that includes the multiple cryptographic algorithm extensions shall have an alternative digital signaturg¢ algorithm
value in the altSignatureAlgorithm extension (see clause 9.8.3) and an alternative digital signature vplue in the
altSignalturevalue extension (See clause 9.8.4).

An authorizer generating an AWK with the alternative cryptographic algorithms and alternative digital signatuye shall:

+ when generating the value in the altSignaturevalue extension, exclude the signature fomponent
and thel,altsignaturevalue extension from the AVL and generate the digital signaturp over the
remaining DER encoded AVL using the algorithm specified in the altSignatureAlgorithmextension;
and

++Xwhen generating the value in the signature component, the altSignatureAlgorithm and the
a ignaturevalue .

An AVL entity that has not migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verify the native digital signature. The altSignatureAlgorithmand altSignatureValue extensions shall then
be included in the DER encoding of the AVL.

An AVL entity that has migrated to support alternative cryptographic algorithms and alternative digital signatures shall
verify the alternative digital signature. The signature component and the altSignaturevalue extension shall then
be excluded from the DER encoding of the AVL. Thus, the relying party shall decode the AVL and then re-DER-encode
the same AVL after the above modifications have been made, otherwise the validation of the alternative digital signature
will fail.
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12 Certification path processing procedure

Certification path processing is carried out by a relying party, a trust broker or authorizer, which needs to verify that a
particular end-entity public-key certificate is trustworthy. The extensions for certificate policies, basic constraints, name
constraints and policy constraints have been designed to facilitate automated, self-contained implementation of
certification path processing logic.

The following is an outline of a procedure for validating certification paths. An implementation shall be functionally
equivalent to the external behaviour resulting from this procedure. The algorithm used by a particular implementation to
derive the correct output(s) from the given inputs is not standardized.

121 Path processing inputs

The inputs to the certification path processing procedure are:

') asetof puhlir\-lzny certificates t‘nmpricing acertification pnfh;

) trust anchor information with a public-key for use in verifying the first public-key certifigate in the
certification path;

q) an initial-policy-set comprising one or more certificate policy identifiers, indicating-that any ope of these
policies would be acceptable to the relying party for the purposes of certificationpath procgssing; this
input can also take the special value any-policy, but it cannot be null;

d) an initial-explicit-policy indicator value, which indicates if an acceptable’ policy identifief needs to
explicitly appear in the certificate policies extension of all public-key eertificates in the path;

d) an initial-policy-mapping-inhibit indicator value, which indicates-if\policy mapping is forbidden in the
certification path;
f) an initial-inhibit-policy indicator value, which indicates if the, special value anyPolicy, if gresent in a

certificate policies extension, is considered a match for any,specific certificate policy value in a gonstrained
set;

@K
~

the current date/time (if not available internally tothe‘relying party);

i) an initial-permitted-subtrees-set containing an initial set of subtree specifications defining subtfees within
which subject names (of the name form uséd to specify the subtrees) are permitted. In the [public-key
certificates in the certification path all subject names of a given name form, for which initia| permitted
subtrees are defined, shall fall within the“permitted subtrees set for that given name form. Thig input may
also contain the special value unbounded to indicate that initially all subject names are acceptaljle. Subject
names are those name values appearing in the subject component or the subjectAltName gxtension;

i)  aninitial-excluded-subtrees-sét containing an initial set of subtree specifications defining subtfees within
which the subject names-irixthe public-key certificates in the certification path cannot fall. Thiq input may
also be an empty set to indicate that initially no subtree exclusions are in effect;

j)  an initial-required=name-forms containing an initial set of name forms indicating that all [public-key
certificates in the path must include a subject name of at least one of the specified name forms,|This input
may also be an/empty set to indicate that no specific name forms are required for subject names in the
certificates.

The valueq of ¢), d),(e))and f) will depend upon the policy requirements of the user-application combination that needs to
use the certified.end=entity public key.

Because thesedare individual inputs to the path validation process, a relying party may limit the trust it places i any given
trusted pubtickey-toagiven-set-of-certificatepotictes—Thiscanbeachieved-by-ensuring-that-agivenpubtic key is the
input to the process only when initial-policy-set input includes policies for which the relying party trusts that public key.
Since another input to the process is the certification path itself, this control could be exercised on a transaction by
transaction basis.

12.2 Path processing outputs

The outputs of the procedure are:
a) an indication of success or failure of certification path validation;
b) if validation failed, a diagnostic code indicating the reason for failure;

c) the set of authorities-constrained policies and their associated qualifiers in accordance with which the
certification path is valid, or the special value any-policy;
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d)

€)

f)

9)

h)

the set of user-constrained policies, formed from the intersection of the authorities-constrained-policy-set

and the initial-policy-set;

explicit-policy-indicator, indicating whether the relying party or an authority in the path requi
acceptable policy be identified in every public-key certificate in the path; and

details of any policy mapping that occurred in processing the certification path;

res that an

if the evaluation was performed by a trust broker, the requesting entity is informed about the outcome (see

clause 22);
if the evaluation was performed by an authorizer, then:
— if the authorizer is using the information for generating an AVL, then:
i) ifthe procedure yielded success, the appropriate entry may be added to the AVL

ii) if the procedure yielded failure, depending on type of failure, it is a local policy issue
add the entry to the AVL or to leave it out

whether to

NOTE -
policy

12.3 f

The procedqure makes use of the following set of state variables:

)

p
[

— if the authorizer is using the information for possible update of one or more AVLs, then:

i) if the procedure yielded success, the affected AVLs do not need to be replaced b3
validation of the public-key certificate in question

ii) if the procedure yielded failure, depending on type of failure, it is a logcal’policy issue
replace affected AVLs.

If validation is successful, the relying party may still choose not to use the public-key certificate as a result
ualifiers or other information in the public-key certificate.

Path processing variables

authorities-constrained-policy-set: A table of policy~identifiers and qualifiers from the
certificates of the certification path (rows represent-policies, their qualifiers and mapping h
columns represent public-key certificates in the certification path).

permitted-subtrees: A set of subtree specifications defining subtrees within which all subjec
subsequent public-key certificates in the certification path need to fall, or may take the sp
unbounded.

excluded-subtrees: A (possibly empty)’set of subtree specifications (each comprising a subtree
and maximum and minimum leveh indicators) defining subtrees within which no subject
subsequent public-key certificate-in the certification path may fall.

required-name-forms: A (possibly empty) set of sets of name forms. For each set of name fo
subsequent public-key certificate must contain a name of one of the name forms in the set.

explicit-policy-indicator: Indicates whether an acceptable policy needs to be explicitly identifi
public-key certificate in the path.

path depth: An integer equal to one more than the number of public-key certificates in the c
path for which processing has been completed.

policy=mapping-inhibit-indicator: Indicates whether policy mapping is inhibited.

inhipit-any-policy-indicator: Indicates whether the special value anyPolicy is considered a ma
specific certificate policy.

sed on the

whether to

of values of

public-key
story, and

t names in
ecial value

base name
hame in a

Fms, every
d in every

brtification

tch for any

pending-constraints—Deta : phic . : y-Fapping—andio bitdlany-policy
constraints which have been stipulated but have yet to take effect. There are three one-bit indicators called

explicit-policy-pending, policy-mapping-inhibit-pending and inhibit-any-policy-pending together with,

for each, an integer called skip-certificates which gives the number of public-key certificates
before the constraint takes effect.

12.4 Initialization step

yet to skip

The procedure involves an initialization step, followed by a series of public-key certificate-processing steps. The
initialization step comprises:

1) Write any-policy in the zeroth and first columns of the zeroth row of the authorities-constrained-policy-set

2)

64

Rec. ITU-T X.509 (10/2019)

table.
Initialize the permitted-subtrees variable to the initial-permitted-subtrees-set value.

© ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

3)
4)
5)
6)
7)
8)
9)

ISO/IEC 9594-8:2020 (E)

Initialize the excluded-subtrees variable to the initial-excluded-subtrees-set value.
Initialize the required-name-forms variable to the initial-required-name-forms value.
Initialize the explicit-policy-indicator to the initial-explicit-policy value.

Initialize path-depth to one.

Initialize the policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value.
Initialize the inhibit-any-policy-indicator to the initial-inhibit-policy value.

Initialize the three pending-constraints indicators to unset.

125 Public-key certificate processing

Each public-key certificate is then processed in turn, starting with the public-key certificate signed using the trust anchor
public key. The last public-key certificate is considered to be the end-entity public-key certificate; any other public-key

certificated are considered to be intermediate CA certificates.

12.5.1 Basic public-key certificate checks

The following checks are applied to a public-key certificate. Self-signed certificates, if encountered in thg path, are

ignored.

Q)
—

If the relying party has not migrated to support alternative digital signatures;-then check that the signature
verifies. If the relying party does support support alternative digital signatures, check that the [alternative
signature verifies. Check that dates are valid, that the public-key «ertificate subject and [public-key
certificate issuer names chain correctly, and that the public-key certificate has not been revoked.

For an intermediate version 3 CA certificate, check that basidConstraints is present and that the ca
component in the basicConstraints extension is TRUE. ‘If the pathLenConstraint component is
present, check that the current certification path does not violate that constraint (ignoring intermgdiate self-
issued certificates).

If the public-key certificate policies extension is not{present, then set the authorities-constraiped-policy-
set to null by deleting all rows from the authorities:constrained-policy-set table.

If the public-key certificate policies extension;is present, then for each policy, P, in the extepsion other
than anyPolicy, attach the policy qualifiers associated with P to each row in the authorities-cpnstrained-
policy-set table whose [path-depth] catumn entry contains the value P. If no row in the 3uthorities-
constrained-policy-set table contains<P in its [path-depth] column entry but the value in guthorities-
constrained-policy-set[0, path-depth] is any-policy, then add a new row to the table by dupllicating the
zeroth row and writing the policy identifier P along with its qualifiers in the [path-depth] column entry of
the new row.

If the public-key certificate policies extension is present and does not include the value anyPofLicy or if
the inhibit-any-poligy-indicator is set and the certificate is not a self-issued intermediate certificate, then
delete any row fer.which the [path-depth] column entry contains the value any-policy along with any row
for which the~[path-depth] column entry does not contain one of the values in the certificgte policies
extension.

If the_public-key certificate policies extension is present and includes the value anyPolicy and the
inhikit-any-policy-indicator is not set, then attach the policy qualifiers associated with anyPolifey to each
rowsin the authorities-constrained-policy-set table whose [path-depth] column entry containg the value
any-policy or contains a value that does not appear in the certificate policies extension.

h)

I the pubtic-key certificate 15 ot an intermediate Seff-issued certificate, check that the subject name is
within the name-space given by the value of permitted-subtrees and is not within the name-space given
by the value of excluded-subtrees.

If the public-key certificate is not an intermediate self-issued certificate, and if required-name-forms is not
an empty set, for each set of name forms in required-name-forms check that there is a subject name in the
public-key certificate of one of the name forms in the set.

12.5.2  Processing intermediate certificates

For an intermediate CA certificate, the following constraint recording actions are then performed, in order to correctly set
up the state variables for the processing of the next certificate. Self-signed certificates, if encountered in the path, are

ignored.
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For all cer

66

1)

2)

3)

4)

If the nameConstraints extension with a permittedsubtrees component is present in the certificate,
set the permitted-subtrees state variable to the intersection of its previous value and the value indicated in
the certificate extension.

If the nameConstraints extension with an excludedsubtrees component is present in the certificate,
set the excluded-subtrees state variable to the union of its previous value and the value indicated in the
certificate extension.

If policy-mapping-inhibit-indicator is set:

—  process any policy mappings extension by, for each mapping identified in the extension, locating all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is equal to the
issuer domain policy value in the extension and delete the row.

If policy-mapping-inhibit-indicator is not set:
—  process any policy mappings extension by, for each mapping identified in the extension, locating all

L
~

)

Explicit policy indicator processing

rows--the-atthorities-constrainet-poticy-set-table-whesefpath-tdepthlcotumnentry-tsequal to the
issuer domain policy value in the extension, and write the subject domain policy yalup from the
extension in the [path-depth+1] column entry of the same row. If the extension maps@n'issper domain
policy to more than one subject domain policy, then the affected row is copied and the|new entry
added to each row. If the value in authorities-constrained-policy-set[0, path-depth] is any-policy, then
write each issuer domain policy identifier from the policy mappings extension in the [path-depth]
column, making duplicate rows as necessary and retaining qualifiers if they are present, and write the
subject domain policy value from the extension in the [path-depth+1] column entry of the[same row;

—  if the policy-mapping-inhibit-pending indicator is set and the certificate is not self-issued,|decrement
the corresponding skip-certificates value and, if this value becomes zero, set the policy-mapping-
inhibit-indicator;

— ifthe inhibitPolicyMapping component of the polieyConstraints extension is présent in the
certificate, perform the following. For a skipCerts Vvalue of 0, set the policy-mapping-inhibit-
indicator. For any other skipCerts value, set the policy-mapping-inhibit-pending indicafor, and set
the corresponding skip-certificates value to the lesser of the skipCerts value and the preyious skip-
certificates value (if the policy-mapping-inhifit-pending indicator was already set).

For any row not modified in step 3) (and every,row in the case that there is no mapping extensjon present
in the certificate), write the policy identifier from [path-depth] column in the [path-depth+1] column of the
row.

If inhibit-any-policy-indicator is not\set:
—  If the inhibit-any-policy-pending indicator is set and the certificate is not self-issued, dedrement the

corresponding skip-certificates value and, if this value becomes zero, set the inhibit-gny-policy-
indicator.

— Ifthe inhibitAnyPolicy extension IS present in the certificate, perform the following. For a
skipcerts “alue of 0, set the inhibit-any-policy-indicator. For any other skipCerts vdlue, set the
inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value to the lesser of
the skipeerts Vvalue and the previous skip-certificates value (if the inhibit-any-poli¢y-pending
indicator was already set).

Increment [path-depth].

1)

1ficatac tho fallowwina actinne ara than narfarmad-
HHEHRESHREFOHOWARGCHORS HpeHoeHhReE:

If explicit-policy-indicator is not set:

—  if the explicit-policy-pending indicator is set and the certificate is not a self-issued intermediate CA
certificate, decrement the corresponding skip-certificates value and, if this value becomes zero, set
explicit-policy-indicator.

— Ifthe requireExplicitPolicy component of the policyConstraints extension is present
in the certificate, perform the following. For a skipCerts Vvalue of 0, set the explicit-policy-
indicator. For any other skipCerts Value, set the explicit-policy-pending indicator, and set the
corresponding skip-certificates value to the lesser of the skipCerts value and the previous skip-
certificates value (if the explicit-policy-pending indicator was already set).

— If the requireExplicitPolicy component of the policyConstraints is present, and the
certification path includes a certificate issued by a nominated CA, it is necessary for all certificates in
the path to contain, in the certificate policies extension, an acceptable policy identifier. An acceptable
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policy identifier is the identifier of the certificate policy required by the user of the certification path,
the identifier of a policy which has been declared equivalent to it through policy mapping, or any-
policy. The nominated CA is either the issuer CA of the certificate containing this extension (if the

value of requireExplicitPolicy is0) ora CA which is the subject of a subsequent ce
the certification path (as indicated by a non-zero value).

1254  Final processing

Once all certificates in the path have been processed, the following actions are then performed:

1

If any of the above checks were to fail, then the procedure shall terminate, returning a failure(indication, an §
reason code, the explicit-policy-indicator, the authorities-constrained-policy-set and the us€riconstrained-pq
s due to an empty user-constrained-policy-set, then the path is valid under the-authority-constrained policy(s),
but none i acceptable to the user.

the failure

If none of
indication
policy-set.

13 PKI directory schema

This clauge defines the directory schema elements used to\represent PKI information in a directory.

specificati

13.1 PKI directory object classes and name forms

This subcl

13.1.1  RKI user object class

The PKI

certificated.

pkiUser OBJECT-CLASS (:= {
SUBC S OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP- {"pkiUser"}
LDAP-DESC "X.509 PKI User"
ID id-oc-pkiUser }

13.1.2

rtificate in

Determine the authorities-constrained-policy-set from the authorities-constrained-policy-set table. If the

table is empty, then the authorities-constrained-policy-set is the empty or null set. If the authorities-
constrained-policy-set[0, path-depth] is any-policy, then the authorities-constrained-policy-set is any-

policy. Otherwise, the authorities-constrained-policy-set is, for each row in the table, the value
most cell which does not contain the identifier any-policy.

alCuUlate tr nstralr
set and the initial-policy-set.

constrained-policy-set is empty.

the above checks were to fail on the end certificate, then the procedure shall terminate, returning
together with the explicit-policy-indicator, the authorities-constrairied-policy-set and the user-cq

ons of relevant object classes, attribute types and-attribute value matching rules.

huse includes the definition of objectClasses used to represent PKI objects in a directory.

liser object class is used indefining entries for objects that may be the subject of end-entity

PKI CA object class

The PKI CA object class is used in defining entries for objects (entities) that act as CAs.

pPkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |

certificateRevocationList |
eepkCertificateRevocationList |
authorityRevocationList |
crossCertificatePair}

LDAP-NAME {"pkiCA"}
LDAP-DESC "X.509 PKI Certificate Authority"
ID id-oc-pkiCA }
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13.1.3 CRL distribution points object class and name form

The CRL distribution point object class is used in defining entries for objects which act as CRL distribution points.

cRLDistributionPoint OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND structural
MUST CONTAIN { commonName }
MAY CONTAIN {certificateRevocationList |

eepkCertificateRevocationList |
authorityRevocationList |
deltaRevocationList}

LDAP-NAME {"cRLDistributionPoint"}

LDAP-DESC "X.509 CRL distribution point"

ID id-oc-cRLDistributionPoint }

e named.

cRLDistHtNameForm NAME-FORM ::= {

NAMES cRLDistributionPoint

WITH ATTRIBUTES {commonName}

ID id-nf-cRLDistPtNameForm }

13.1.4  Delta CRL object class

The delta CRL object class is used in defining entries for objects that hold delta revocation lists (e.g., CAs, AAs etc.).

deltaCRIL] OBJECT-CLASS ::= {
SUBC S OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
LDAP- {"deltaCRL"}
LDAP-DESC "X.509 delta CRL"
ID id-oc-deltaCRL }

13.15 Certificate Policy and CPS object class

The CP CRS object class is used in defining entries for objects that contain certificate policy and/or certificatipn practice
informatio.

cpCps OBJECT-CLASS ::= {
SUBC S OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
LDAP- {"cpCps"}
LDAP-DESC "Certificate Policy and Certification Practice Statement"
iD idsoc-cpCps }

13.1.6  RKI certification.path object class

The PKI cprt path objett class is used in defining entries for objects that contain PKI paths. It will generally|be used in
conjunctiop with entries that include auxiliary object class pkiCa or pkiUser.

pkiCertHath' OBJECT-CLASS ::= {
SUBCLAISS" OF {top}
KIND auxiliary
MAY CONTAIN {pkiPath}
LDAP-NAME {"pkiCertPath"}
LDAP-DESC "PKI Certification Path"
D id-oc-pkiCertPath }

13.2 PKI directory attributes

This subclause includes the definition of directory attributes to store PKI information elements in a directory.

13.2.1  User certificate attribute
An attribute value of type userCertificate holds an end-entity public-key certificate.

An entity may obtain one or more end-entity public-key certificates from one or more CAs.
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userCertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"userCertificate"}
LDAP-DESC "X.509 user certificate"
ID id-at-userCertificate }

13.2.2  CA certificate attribute

The cacertificate attribute of a CA's directory entry shall be used to store self-issued certificates (if any) and CA
certificates issued to this CA by CAs in the same realm as this CA. The definition of realm is purely a matter of local
policy.

cACertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP—g;ME {"cACertificate"}
LDAP-DESC "X.509 CA certificate"
ID id-at-cAcertificate }

13.2.3  Cross-certificate pair attribute type

The issu¢dToThiscA component of the crossCertificatePair attribute of a CA's-directory entry shall|be used to
store all, pxcept self-issued certificates issued to this CA. Optionally, the issuedByThisCA compongnt of the
crossCerltificatePair attribute, of a CA's directory entry may contain a subset of CA certificates issued py this CA
to other CAs. If a CA issues a certificate to another CA, and the subject CA‘is'hot a subordinate to the issugr CA in a
hierarchy,| then the issuer CA shall place that -certificate in (the issuedByThiscaA element of the
crossCerltificatePair attribute of its own directory entry.\When both the issuedToThischd and the
issuedByfThisCA elements are present in a single attribute value«the.ssuer name in one CA certificate shal| match the
subject narne in the other and vice versa, and the subject public key.in one CA certificate shall be capable of vgrifying the
digital sigpature on the other CA certificate and vice versd\The term forward was used in previous editions for
issuedTdThisCA and the term reverse was used in previous editions for issuedByThisCA.

When an issuedByThisCA element is present, the issiiedToThisCA element value and the issuedByThisqa element
value need|not be stored in the same attribute value;, ifyother words, they can be stored in either a single attribJte value or
two attribute values.

tificatePair ATTRIBUTE ::= {

WITH TAX CertificatePair

EQUALITY MATCHING RULE certificatePairExactMatch

LDAP- TAX x509CertificatePair. &id

LDAP- {"crossCertificatePair"}

LDAP- "X.509 cross certificate pair"

ID id-at-crossCertificatePair }
CertifidatePair ;="SEQUENCE {

issuedToThisCA \*[0] Certificate OPTIONAL,
issuedByThissCA™ [1] Certificate OPTIONAL,
...}
(WITH [COMPONENTS { ..., issuedToThisCA PRESENT} |

WITH COMPONENTS { ———issuedByThisCA PRESENT})

13.2.4  Public-key certificate revocation list attribute type

A value of this attribute type holds a CRL providing information about revoked public-key certificates.

certificateRevocationlList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"certificateRevocationList"}
LDAP-DESC "X.509 certificate revocation list"
ID id-at-certificateRevocationList }
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13.2.5  End-entity public-key certificate revocation list attribute type

A value of the following attribute type holds a CRL providing information about revoked end-entity public-key
certificates.

eepkCertificateRevocationList ATTRIBUTE ::= ({
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"eepkCertificateRevocationList"}
LDAP-DESC "X.509 EEPK certificate revocation list"
D id-at-eepkCertificateRevocationList }

13.2.6  CA revocation list attribute type

A value of the following attribute type contains a list of revoked CA certificates.

authorifiyRevocationList ATTRIBUTE ::= ({
WITH S)YNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP- {"authorityRevocationList"}
LDAP- "X.509 CA revocation list"
iD id-at-authorityRevocationList }
13.2.7 elta revocation list attribute
The following attribute type is defined for holding a dCRL in a directory entry:
deltaReviocationList ATTRIBUTE ::= {
WITH TAX Certificatelist
EQUALIITY MATCHING RULE certificateListExactMatch
LDAP- TAX x509Certificatelist. &id
LDAP- {"deltaRevocationList!}
LDAP- "X.509 delta revocation list"
ID id-at-deltaRevocationlist }

13.2.8  $upported algorithms attribute

A directory attribute is defined to support the selectign of an algorithm for use when communicating with a femote end
entity usinp end-entity public-key certificates as defined in this Specification. The following ASN.1 defines this (multi-
valued) attribute type:

support lgorithms ATTRIBUTE \\= {
WITH TAX SupportedAlgorithm
EQUALIITY MATCHING RULE algorithmIdentifierMatch
LDAP- TAX x509SupportedAlgorithm. &id
LDAP- {"supportedAlgorithms"}
LDAP- "X.509 support algorithms"
ID id-at-supportedAlgorithms }
Support lgorilthm ::= SEQUENCE {
algorijthmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
intendedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies [1l] CertificatePoliciesSyntax OPTIONAL,

Each value of the multi-valued attribute shall have a distinct algorithmIdentifier value. The value of the
intendedUsage component provides an indication of the intended usage of the algorithm (see clause 9.2.2.3 for
recognized uses). The value of the intendedCertificatePolicies component identifies the certificate policies and,
optionally, certificate policy qualifiers with which the identified algorithm may be used.

13.2.9  Certification practice statement attribute

The certificationPracticeStmt attribute is used to store information about a CA's certification practice statement.

certificationPracticeStmt ATTRIBUTE ::= {

WITH SYNTAX InfoSyntax

ID id-at-certificationPracticeStmt }
InfoSyntax ::= CHOICE ({
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content UnboundedDirectoryString,
pointer SEQUENCE ({
name GeneralNames,
hash HASH{HashedPolicyInfo} OPTIONAL,

S
}

POLICY ::= TYPE-IDENTIFIER

HashedPolicyInfo ::= POLICY.&Type({Policies})

Policies POLICY ::= {...} -- Defined by implementers

If content is present, the complete content of the authority's certification practice statement is included.

If pointer is present, the name component references one or more locations where a copy of the authority's certification
practice statementeanbetocateathe-hash-compenentispresentiteontainsaHASHefthe-eontentofthe-eprtification
practice statement that should be found at a referenced location. This hash can be used to perform an integrify check of
the referenced document.

13.2.10 Certificate policy attribute

The certificatePolicy attribute is used to store information about a certificate policy.

certifidatePolicy ATTRIBUTE ::= ({
WITH SYNTAX PolicySyntax
iD id-at-certificatePolicy }

PolicySyntax ::= SEQUENCE {
policylldentifier PolicyID,
policylSyntax InfoSyntax,

}

PolicyID ::= CertPolicyId
The polig¢yIdentifier component includes the object identifier registered for the particular certificate poljcy.

The polig¢ySyntax component (see clause 13.2.9) has the following two alternatives:
d) Ifthe content alternative is taken, the,complete content of the certificate policy is included.
B) If the pointer alternative is taken, then

— the name component references one or more locations where a copy of the certificate policy can be
located.

— If the hash component is present, it contains a HASH of the content of the certificate policy that
should be found.at a referenced location. This hash can be used to perform an integrity check of the
referenced@document.

NOTE — The.option to include a hash in this attribute is purely to perform an integrity check against fata located
from assolirce other than a directory. The HASH stored in a directory needs to be protected. Directpry security
services; including strong authentication, access control and/or signed attributes could be used for thid purpose. In
addition, even if the HASH matches the original CP/CPS document, there are additional security reqyiirements to
ensure that the original specification itself is the correct document (e.g., the document is signed by an|appropriate
authority).

13.2.11 PKipathattribute

The PKI path attribute is used to store certification paths, each consisting of a sequence of public-key certificates.

pkiPath ATTRIBUTE ::= {
WITH SYNTAX PkiPath
D id-at-pkiPath }

An attribute of this type may be stored in a directory entry of object class pkiCa or pkiUser.

When stored in pkica entries, values of this attribute type contain certification paths excluding end-entity public-key
certificates. As such, the attribute is used to store certification paths that are frequently used by relying parties associated
with that CA. A value of this attribute can be used in conjunction with any end-entity public-key certificate issued by the
last certificate subject in the attribute value.
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When stored in pkiUser entries, values of this attribute contain certification paths that include the end-entity public-key
certificate. In this case, the end entity is the entity whose entry holds this attribute. The values of the attribute represent
complete certification paths for public-key certificates issued to this user.

13.2.12 Supported public-key algorithms attribute type

The supportedPublicKeyAlgorithms multivalued attribute type may be used by a CA to inform a subject that applies
for a public-key certificate what types of public-key algorithms are acceptable to the CA.

The supportedPublicKeyAlgorithms attribute type has the following syntax:

supportedPublicKeyAlgorithms ATTRIBUTE ::= {
WITH SYNTAX SupportedPublicKeyAlgorithms
EQUALITY MATCHING RULE algorithmIdentifierMatch
LDAP-SYNTAX x509SupportedPublicKeyAlgos. &id
LDAP-NAME {"supportedPublicKeyAlgorithms"}
LDAP-DESC "X.509 supported publiv key algorithms"
iDp id-at-supportedPublicKeyAlgorithms }
SupportedPublicKeyAlgorithms ::= SEQUENCE {
algorijthmIdentifier AlgorithmIdentifier{{SupportedPublicKeyAlgos}};
minKey|Size INTEGER,
extenslions [0] SEQUENCE SIZE (1..MAX) OF 0OidOrAttr OPTIONAL.,
}
SupportedPublicKeyAlgos ALGORITHM ::= {...}
0idOrAtYHr ::= CHOICE {
oid ATTRIBUTE. &id ({ ExtAttributes }),

attribute Attribute {{ ExtAttributes }},
}

ExtAttriputes ATTRIBUTE ::= {...}

The suppgrtedPublicKeyAlgorithms data type has the following components:
d) The algorithmIdentifier component shall specify a public-key algorithm acceptable for the CA.

B) The minKeysize component shall specify the minimum key size for the key-pair generated based on the
algorithm.

q) The extensions component, if present, shall specify one or more extensions that are associatgd with the
particular public-key algorithm. Each extension is defined by the oidorattr data type, which(is a choice
with the following alternatives:

— the oid alternative'specifies the object identifier of the attribute type for the extension to b included,
but not the content of the extension;

— the attribute alternative specifies an attribute containing the complete specification of the required
extension.

13.3 PKI directory matching rules

This subdlause™ defines matching rules for use with values of attribute types with syntax Certificate,
CertifidatePair, CertificateList, CertificatePolicy and SupportedAlgorithm, respectively. This
subclause i i t i “prbtic= ifi ith specific
characteristics from multi-valued attributes holding multiple public-key certificates or CRLs. The enhanced certificate
matching rule provides the ability to perform more sophisticated matching against public-key certificates held in directory
entries.

13.3.1 Certificate exact match

The certificate exact match rule compares for equality a presented value with an attribute value with syntax
Certificate. It uniquely selects a single certificate.

certificateExactMatch MATCHING-RULE ::= ({
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }
CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
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This matching rule returns TRUE if the components in the attribute value match those in the presented value.

13.3.2  Certificate match

The certificate match rule compares a presented value with an attribute value with syntax Certificate. It selects one

or more certificates on the basis of various characteristics.

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion

ID

Certific
serial

id-mr-certificateMatch }

ateAssertion ::= SEQUENCE ({

Number [0] CertificateSerialNumber OPTIONAL,

CertPolij

This match
componen

serialNumber matches if\the value of this component in the attribute value equals that in the presented valug

issuer M

[1]—Name OPTIONAL
[N AL

icatevalid [4] Time OPTIONAL,

KeyValid [5] GeneralizedTime OPTIONAL,
tPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
[7] KeyUsage OPTIONAL,

tAltName [8] AltNameType OPTIONAL,
[9] CertPolicySet OPTIONAL,
ame [10] Name OPTIONAL,

[11] Name OPTIONAL,

NameForm ENUMERATED {

2Name (1),
e (2),
ddress (3),
toryName (4),
rtyName (5),
rmResourceldentifier (6),
ress (7),

ilsteredld (8),

eForm OBJECT IDENTIFIER,

cySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId

s of the attribute value, as follows:

tKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
ityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,

straints [12] NameConstraintsSyntax OPTIONAL,

ptches if the value of this component in the attribute value equals that in the presented value;

ing rule returns TRUE:if all of the components that are present in the presented value match the corfesponding

D

subjectKeyIdentifier matches if the value of this component in the stored attribute value equals that in thg¢ presented

value; ther|

e iS,n0'match if the stored attribute value contains no subject key identifier extension;

authorityKeyIdentifier matches if the value of this component in the stored attribute value equals that in the
presented value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value;

certificateValid matches if the presented value falls within the validity period of the stored attribute value;

privateKeyValid matches if the presented value falls within the period indicated by the private key usage period
extension of the stored attribute value, or if there is no private key usage period extension in the stored attribute value;

subjectPublicKeyAlgID matches if it is equal to the algorithm component of the algorithmIdentifier Of the

subjectP

ublicKeyInformation component of the stored attribute value;

keyUsage matches if all of the bits set in the presented value are also set in the key usage extension in the stored attribute
value, or if there is no key usage extension in the stored attribute value;
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subjectAl tName matches if the stored attribute value contains the subject alternative name extension with an Al tNames
component of the same name type as indicated in the presented value;

policy matches if at least one member of the certPolicySet presented appears in the certificate policies extension in
the stored attribute value or if either the presented or stored public-key certificate contains the special value anyPolicy
in the policy component. There is no match if there is no certificate policies extension in the stored attribute value;

pathToName matches unless the public-key certificate has a name constraints extension which inhibits the construction
of a certification path to the presented name value;

subject matches if the value of this component in the attribute value equals that in the presented value;

nameConstraints matches if the subject names in the stored attribute value are within the name space given by the
value of the permitted-subtrees component of the presented value and are not within the name space given by the value
of the excluded-subtrees component of the presented value.

The certifjcate pair exact match rule compares for equality a presented value with an attribute\valde of type

CertifidatePair. It uniquely selects a single cross-certificate pair.
certifidatePairExactMatch MATCHING-RULE ::= {

SYNT CertificatePairExactAssertion

ID id-mr-certificatePairExactMatch }
CertifidatePairExactAssertion ::= SEQUENCE {

issuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateExactAssertion OQOPTIONAL,

OMPONENTS { ..., issuedToThisCAAssertion PRESENT } |
OMPONENTS { ..., issuedByThisCAAssertion PRESENT } )

This matching rule returns TRUE if the components that are{preSent in the issuedToThisCAAsseftion and
hisCAAssertion components of the presented:wvalue match the corresponding componepts of the
hisCA and issuedByThisCA components, respectively, in the stored attribute value.

ertificate pair match

The certififate pair match rule compares a presented¥alue with an attribute value of type CertificatePait. It selects
one or mpre cross-certificate pairs on the basis of various characteristics of either the issuedToThisCA or

issuedByfThisCa certificate of the pair.
certifidatePairMatch MATCHING-RULE ::= {
SYNT. CertificatePairAssertion
ID id-mr-certificatePairMatch }
CertifidatePairAssertion /: := SEQUENCE {

issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL,
R |
(WITH [COMPONENTS {..., issuedToThisCAAssertion PRESENT } |
WITH ICOMPONENTS {..., issuedByThisCAAssertion PRESENT } )

This matcling_rule returns TRUE if all of the components that are present in the issuedToThisCAAssertion and
issuedByThiSCAASSEertion i nts of the

issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

13.3.5 Certificate list exact match

The certificate list exact match rule compares for equality a presented value with an attribute value of type
CertificateList. It uniquely selects a single CRL.

certificateListExactMatch MATCHING-RULE ::= {
SYNTAX CertificatelistExactAssertion
ID id-mr-certificatelistExactMatch }

CertificatelistExactAssertion ::= SEQUENCE ({
issuer Name,
thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }
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The distributionPoint component, when present, matches if the stored attribute value contains an issuing distribution
point extension and the value of this component in the presented value equals the corresponding value, in at least one
name form, in that extension.

The rule returns TRUE if the components in the stored attribute value match those in the presented value.
13.3.6  Certificate list match

The certificate list match rule compares a presented value with an attribute value of type CertificateList. It selects
one or more CRLs based on various characteristics.

certificateListMatch MATCHING-RULE ::= {
SYNTAX CertificatelListAssertion
ID id-mr-certificatelListMatch }
CertificatelListAssertion ::= SEQUENCE ({
issue Name OPTIONAL,
minCRINumber [0] CRLNumber OPTIONAL,
maxCRILNumber [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
date Time Time OPTIONAL,
distriputionPoint [2] DistributionPointName OPTIONAL,
authorjityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,

The matchjng rule returns TRUE if all of the components that are present in the preseqted-value match the corfesponding
components of the stored attribute value, as follows:

issuer mptches if the value of this component in the attribute value equals thatlin the presented value;

minCRLNumber matches if its value is less than or equal to the value in the/CRL number extension of the stor¢d attribute
value; therp is no match if the stored attribute value contains no CRL aumber extension;

maxCRLNumber matches if its value is greater than or equal to-thé value in the CRL number extension offthe stored
attribute vdlue; there is no match if the stored attribute value contains no CRL number extension;

reasonFllags matches if any of the bits that are set in-the presented value are also set in the onlySomeReasons
components of the issuing distribution point extension,of-the stored attribute value; there is also a match if| the stored
attribute vplue contains no reasonFlags in the .issuing distribution point extension, or if the stored attripute value
contains ng issuing distribution point extension;

NOTE + Even though a CRL matches on a particular value of reasonFlags, the CRL may not contain any revocgtion notices
with thgt reason code.

dateAndTime matches if the value is equal to or later than the value in the thisUpdate component of the storgd attribute
value and |s earlier than the value,in the nextUpdate component of the stored attribute value; there is no njatch if the
stored attrifpute value contains n0snextUpdate component;

distribdtionPoint matches if the stored attribute value contains an issuing distribution point extension anfd the value
of this conjponent in the«presented value equals the corresponding value, in at least one nhame form, in that exfension;

authoritlyKeyIdentifier matches if the value of this component in the stored attribute value equals fthat in the
presented Yalue; there is no match if the stored attribute value contains no authority key identifier extension ¢r if not all
components in the presented value are present in the stored attribute value.

13.3.7 Igorithm identifier matcn

The algorithm identifier match rule compares for equality a presented value with an attribute value of type
SupportedAlgorithms.

algorithmIdentifierMatch MATCHING-RULE ::= {
SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}
iD id-mr-algorithmIdentifierMatch }

The rule returns TRUE if the presented value is equal to the algorithmIdentifier component of the stored attribute
value.
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13.3.8  Policy match

The policy match rule compares for equality a presented value with an attribute value of type CertificatePolicy Or
an attribute value of type privPolicy.

policyMatch MATCHING-RULE ::= ({
SYNTAX PolicyID
D id-mr-policyMatch }

The rule returns TRUE if the presented value is equal to the policyIdentifier component of the stored attribute value.

13.3.9  PKI path match

The pkiPathMatch match rule compares for equality a presented value with an attribute value of type pkiPath. A
relying party may use this matching rule to select a path beginning with a public-key certificate issued by a CA which it
trusts and ending with a public-key certificate issued to the specified subject.

pkiPat! tch MATCHING-RULE ::= {
SYNT PkiPathMatchSyntax
ID id-mr-pkiPathMatch }
PkiPat tchSyntax ::= SEQUENCE ({

firstIlssuer Name,
lastSubject Name,

}

This matclping rule returns TRUE if the presented value in the firstIssuer component matches the corfesponding
elements qf the issuer component of the first public-key certificate in the~-SEQUENCE in the stored vallie and the
presented yalue in the 1astsubject component matches the corresponding élements of the subject compdnent of the
last publictkey certificate in the SEQUENCE in the stored value. This matching-rule returns FALSE if either match fails.

13.3.10 KEnhanced certificate match

The enhanged certificate match rule compares a presented value with an attribute value of type Certificaté¢. It selects
e public-key certificates based on various characteristics.

enhancedCertificateMatch MATCHING-RULE : :=%{
SYNT. EnhancedCertificateAssertion
ID id-mr-enhancedCertificateMatch) }
EnhancedCertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,
issue [1] <Name OPTIONAL,
subjedtKeyIdentifier [2] jSubjectKeyIdentifier OPTIONAL,
authorjityKeyIdentifier _[3] AuthorityKeyIdentifier OPTIONAL,
certifficatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjedtPublicKeyAlglD [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjedtAltName [8] AltName OPTIONAL,
polic [9] CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subjedgt [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
...}
(ALL EXCEPT ({ -- none; at least one component shall be present --}))
AltName ::= SEQUENCE {

altnameType AltNameType,
altNameValue GeneralName OPTIONAL }

The directory search operation allows for multiple values of EnhancedCertificateAssertion to be combined in
filter specifications, including and/or logic. This matching rule returns TRUE if all of the components that are present in
the presented value match the corresponding components of the attribute value, as follows:

Matching for serialNumber; issuer; subjectKeyIdentifier; authorityKeylIdentifier;
certificateValid, privateKeyValid, policy, subject, and nameConstraints components is as defined for
the same components in the certificateMatch matching rule.
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subjectAltName cCOmMponent contains an altNameType and optional altNameValue components. If altNamevalue

is present,

the value shall be of the same name form as indicated in altNameType.

subjectAltName matches if at least one of the following conditions is true:

The presented value contains only the altNameType component and the stored attribute value contains

the subject alternative name extension with an A1tNames component of the same type as indicated in the

presented value.

—  The presented value contains both the altNameType and altNameValue components and
attribute value contains the subject alternative name extension with an A1tNames component of the same

type and value indicated in the presented value.

subjectAltName match fails if at least one of the following conditions is true:

—  The stored attribute value does not contain the subject alternative name extension.

4+  The presented value contains both the altNameType and altNameValue components’and
attribute value contains the subject alternative name extension with an AltNames component ¢f the same
type indicated in the presented value, but the stored value does not contain the same value of that type as

does not include the same type as identified in the presented value.

in the presented value.

the stored

component

the stored

subjectall tName match is undefined if the presented value contains both the altNameType and altNameValue

componen
of the sam
for the pur
the directo

pathToName matches unless the public-key certificate has a name constraints extension which inhibits the ¢

of a certifi
that form
cn=john.sn

s and the stored attribute value contains the subject alternative name extenSion with an AltNames

boses of determining a match. This may be because the name form is-Aot appropriate for matching
Iy is unable to perform the required comparisons.

Cation path to any of the presented name values. For example, if attempting to retrieve public-key

Component

b type indicated in the presented value, but the type is one for which the-directory is unable to compare values

or because

pnstruction
Certificates

a path to an end-entity public-key certificate which<{has a subject value of "dc=com; dcFcorporate;
nith", it may be useful to include an assertion in the search operation containing this distinguished game in the

pathToName component. A stored public-key certificate that contained a name constraints extension that eXcluded the

complete §
public-key

13.4 F
13.4.1
x509Cert

DESC

DIRECT
ID

A value winich has LDAR-x509Certificate syntax is the specification of a public-key certificate expressed

encoding 4

13.4.2

ubtree below base "dc=com; dc=company A!{would fail in certification path validation to that
certificate and would therefore not be a matched value for this sample assertion.

PK directory syntax definitions

.509 Certificate syntax

ificate SYNTAX-NAME = {

"X.509 . Certificate"

ORY SYNTAX Certificate

id-1lsx-x509Certificate }

s specifiedin TETF RFC 4523.

.509-Certificate List syntax

x509Cert

end-entity

in a binary

ificateList SYNTAX-NAME ::= {

DESC
DIRECT
ID

"X.509 Certificate List"
ORY SYNTAX Certificatelist
id-1sx-x509Certificatelist }

A value which has LDAP x509CertificateList syntax is the specification of a public-key certificate list expressed

in a binary

encoding as specified in IETF RFC 4523.

13.4.3  X.509 Certificate Pair syntax

x509Cert
DESC
DIRECT!
ID

ificatePair SYNTAX-NAME ::= {
"X.509 Certificate Pair"
ORY SYNTAX CertificatePair

id-1lsx-x509CertificatePair }

A value which has LDAP x509CertificatePair Syntax is the specification of a public-key certificate pair expressed

in a binary

encoding as specified in IETF RFC 4523.
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13.4.4  X.509 Supported Algorithm

x509SupportedAlgorithm SYNTAX-NAME ::= {
DESC "X.509 Supported Algorithm"
DIRECTORY SYNTAX SupportedAlgorithm
iD id-1sx-x509SupportedAlgorithm }

A value which has LDAP x509SupportedAlgorithm Syntax is the specification of supported algorithms expressed in
a binary encoding as specified in IETF RFC 4523.

13.45 X.509 Certificate Exact Assertion

x509CertificateExactAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Exact Assertion”
DIRECTORY SYNTAX CertificateExactAssertion
ID id-1dx-x509CertificateExactAssertion }

A value wi||ich has LDAP x509CertificateExactAssertion syntax is the specification of public-key. exa&t assertion
expressed |n a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.6 .509 Certificate Assertion

x509CertificateAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Assertion"
DIRECTIORY SYNTAX CertificateAssertion
ID id-1dx-x509CertificateAssertion }

A value which has LDAP x509CertificateAssertion syntax is the specification of public-key assertior] expressed
in a Gener|c String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.7 .509 Certificate Pair Exact Assertion

x509CertlificatePairExactAssertion SYNTAX-NAME ::=({
DESC "X.509 Certificate Pair Exact Assertion"
DIRECTIORY SYNTAX CertificatePairExactAssertion
ID id-1dx-x509CertificatePaixrExactAssertion }

A value which has LDAP x509CertificatePairExactAssertion Syntax is the specification of public-key certificate
pair exact assertion expressed in a Generic String Eneoding Rules encoding as specified in IETF RFC 4523.

13.4.8 .509 Certificate Pair Assertion

x509CertificatePairAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Pair Assertion"
DIRECTIORY SYNTAX CertificatePairAssertion
ID id-1d%x-x509CertificatePairAssertion }

A value which has LDAP x509CertificatePairAssertion Syntax is the specification of a public-key certificate pair
assertion ejpressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.9 .509 Certificate List Exact Assertion syntax

x509CertificatelListExactAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate List Exact Assertion"
DIRECTIORY” SYNTAX CertificatelListExactAssertion
ID id-1dx-x509CertListExactAssertion }

A value which has LDAP x509CertificateListExactAssertion Syntax is the specification of a public-key
certificate list exact assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.10 X.509 Certificate List Assertion syntax

x509CertificatelListAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate List Assertion"
DIRECTORY SYNTAX CertificateListAssertion
ID id-1dx-x509CertificateListAssertion }

A value which has LDAP x509CertificateListAssertion syntax is the specification of a public-key certificate list
assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.
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13.4.11 X.509 Algorithm Identifier syntax

x509A1lgorithmIdentifier SYNTAX-NAME ::= {
DESC "X.509 Algorithm Identifier"
DIRECTORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}
ID id-1dx-x509AlgorithmIdentifier }

A value which has LDAP x509A1gorithmIdentifie Syntax is the specification of an algorithm identifier expressed
in a binary encoding as specified in IETF RFC 4523.

13.4.12 Supported public-key algorithms syntax

x509SupportedPublicKeyAlgos SYNTAX-NAME ::= {
DESC "X.509 supported public key algorithms"
DIRECORY SYNTAX SupportedPublicKeyAlgorithms
D id-asx-x509SupportedPublicKeyAlgos }
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SECTION 3 - ATTRIBUTE CERTIFICATE FRAMEWORK

The attribute certificate framework defined here provides a foundation upon which privilege management infrastructures
(PMI) can be built. These infrastructures can support applications such as access control.

The binding of a privilege to an entity is provided by an authority through a digitally signed data structure called an
attribute certificate or through a public-key certificate containing the subjectDirectoryAttributes extension
defined explicitly for this purpose. The format of attribute certificates is defined here, including an extensibility
mechanism and a set of specific attribute certificate extensions. Some of these extensions defined in Section 2 are also
relevant for attribute certificates. Revocation of attribute certificates may or may not be needed. For example, in some
environments, the attribute certificate validity periods may be very short (e.g., minutes), negating the need for a revocation
scheme. If, for any reason, an authority revokes a previously issued attribute certificate, users relying on the content of
an attribute certificate (privilege verifier) need to be able to learn that revocation has occurred so they do not use an
untrustworthy—attrs ificate—Reveeat ists— heme—that—ea Hy—privi erifiers of
5. The format of revocation lists is defined in Section 2 of this Specification, including an. extensibility
mechanisny and a set of revocation list extensions. Some of these extensions are also relevant for attribute| certificate
revocation| lists. Additional extensions are defined here. In both the attribute certificate and revocation list fase, other
bodies may also define additional extensions that are useful to their specific environments.

An entity felying on an attribute certificate to verify some asserted privilege is called a privilege verifier. A privilege
verifier negds to validate an attribute certificate prior to using that attribute certificate for anyapplication. Progedures for
performing that validation are also defined here, including verifying the integrity of the attribute certificate itself, its
revocation|status, and its validity with respect to the intended use.

This framgwork includes a number of optional elements that are appropriate only-in some environments. Although the
models arg defined as complete, this framework can be used in environmentsswhere not all components of the defined
models ar¢ used. For example, there are environments where the revocation of attribute certificates is ngt required.
Privilege delegation and the use of roles are also aspects of this framework that are not universally applicable| However,
these are included in this Specification so that those environmentsithat do have requirements for them dan also be
supported.

14 Attribute certificates

141 General

Public-key| certificates are principally intended'to provide an identity service upon which other security serviges, such as
data integrjity, entity authentication, confidentiality and authorization, may be built. There are two distinct mechanisms
provided in this Specification for bindinga privilege attribute to a holder.

Public-key| certificates, used in combihation with the entity authentication service, can provide an authorizat|on service
directly, [if privileges are““associated with the subject. Public-key certificates may dontain a
subjectDirectoryAttributes extension that contains privileges associated with the subject of the public-key
certificate [see clause 9.3.2.3). This mechanism is appropriate in situations where the CA issuing the public-keyf certificate
has an ass¢ciated authrity for delegating the privilege (i.e., an AA) and the validity period of the privilege cprresponds
to the validlity periad of the public-key certificate. If any of the extensions defined in clause 17 are included in a public-
key certificate,those extensions apply equally to all privileges assigned in the subjectDirectoryAtitributes
extension ¢f thatpublic-key certificate.

In the more general case, entity privileges will have Tifetimes that do not match the validity period for a public-key
certificate. Privileges will often have a much shorter lifetime. The authority for the assignment of privilege will frequently
be one other than the authority issuing that same entity a public-key certificate and different privileges may be assigned
by different attribute authorities (AA). Privileges may also be assigned based on a temporal context and the 'turn on/turn
off' aspect of privileges may well be asynchronous with the lifetime of the public-key certificate and/or asynchronous
with entity privileges issued from a different AA. The use of attribute certificates issued by an AA provides a flexible
privilege management infrastructure (PMI) which can be established and managed independently from a PKI. At the same
time, there is a relationship between the two whereby the PKI is used to authenticate identities of issuers and holders in
attribute certificates.
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14.2 Attribute certificate syntax

An attribute certificate is a separate structure from a subject's public-key certificate. A subject may have multiple attribute
certificates associated with each of its public-key certificates. There is no requirement that the same authority create both
the public-key certificate and attribute certificate(s) for an entity; in fact, a separation of duties will frequently dictate
otherwise. In environments where different authorities have responsibility for issuing public key and attribute certificates,
the public-key certificate(s) issued by a CA and the attribute certificate(s) issued by an attribute authority (AA) would be
signed using different private signing keys. In environments where a single entity is both the CA, issuing public-key
certificates, and the AA, issuing attribute certificates, it is strongly recommended that a different key be used to sign
attribute certificates than the key used to sign public-key certificates. Exchanges between the issuing authority and the

entity receiving an attribute certificate are outside the scope of this Specification.

The attribute certificate syntax is defined as follows.

AttributeCertificate ::= SIGNED{TBSAttributeCertificate}
uteCertificate ::= SEQUENCE {
AttCertVersion, -- version is v2
Holder,
AttCertIssuer,
re AlgorithmIdentifier{{SupportedAlgorithms}},
umber CertificateSerialNumber,
tValidityPeriod AttCertValidityPeriod,
tes SEQUENCE OF Attribute{{SupportedAttributes}},
niquelID UniqueIdentifier OPTIONAL,
ions OPTIONAL }
rsion ::= INTEGER {v2(1l)}
:|:= SEQUENCE {
tificateID [0] IssuerSerial OPTIONAL,
ame [1] GeneralNames OPTIONAL,

igestInfo [2] ObjectDigestInfo OPTIONAL }
OMPONENTS {..., baseCertificateID «~PRESENT 1} |
OMPONENTS {..., entityName PRESENT } |
OMPONENTS {..., objectDigestInfo,® PRESENT } )

ial ::= SEQUENCE ({
issuer GeneralNames,
serial CertificateSerialNumber,

issuenUID UniqueIdentifier . OPTIONAL,
}

ObjectDijgestInfo ::= SEQUENCE ({
digestfedObjectType ENUMERATED {
publlicKey 0) ,
publlicKeyCert (1),

othelrObjectTypes (2) 1},
otherObjectTypelID OBJECT IDENTIFIER OPTIONAL,

digestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
objecHbDigest BIT STRING,
}
AttCertIssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,

baseCertificateID [0] 1IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfo OPTIONAL,
..}

(WITH COMPONENTS {..., issuerName PRESENT } |

WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )

AttCertValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime,

}
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When generating a digital signature using the SIGNED parameterized data type, only one digital signature shall be
generated, i.e., the altAlgorithmIdentifier and the altSignature components shall be absent.

The TBSAttributeCertificate data type is the unsigned attribute certificate and is referred to as a to-be-signed
attribute certificate. It shall be encoded using the DER.

The version component shall specify the version of the attribute certificate. For attribute certificates issued in
accordance with the syntax in this Specification, version shall be v2.

The holder component shall convey the identity of the holder of the attribute certificate by the following components:

a)

b)

The baseCertificateID component, if present, shall identify a particular public-key certificate that is
to be used to authenticate the identity of this holder when asserting privileges with this attribute certificate.

The entityName component, if present, shall hold one or more names for the holder. If entityName is
the only component present in holder, any public-key certificate that has one of these names as its subject
can—be—tset—to—atthenticate—the—tdentity—efthis—holder—when—asserting—privieges—with—hs attribute
certificate. If the baseCertificateID and entityName components are both present, only the public-
key certificate specified by baseCertificateID may be used. In this case, the entityName fomponent
is included only as a tool to help the privilege verifier locate the identified public-key certificate.
NOTE 1 — There is a risk with the sole use of GeneralNames to identify the holder in thatithispoints only to a name
for the holder. This is generally insufficient to enable the authentication of a holder's identity,for the purposgs of issuing
privileges to that holder. Use of the issuer name and serial number of a specific public-kgycertificate, howgver, enables
the issuer of attribute certificates to rely on the authentication process performed by-the‘€A when issuing that particular
public-key certificate. Also, some of the options in GeneralNames (€.g., IPAddress) are inappropriate for use in
naming an attribute certificate holder, especially when the holder is a role and net'an individual entity. Another problem
with GeneralNames alone as an identifier for a holder is that many name forms within that construct do ngt have strict
registration authorities or processes for the assignment of names.

The objectbDigestInfo component, if present, is used directly to authenticate the identity df a holder,
including an executable holder (e.g., an applet). The holder is authenticated by comparing a digest of the
corresponding information, created by the privilege\ verifier with the same algorithm idpntified in
objectDigestInfo With the content of objectbDigest. If the two are identical, the| holder is
authenticated for the purposes of asserting privileges with this attribute certificate.

— publicKey shall be indicated when a hash of an entity's public key is included. Hashing alpublic key
may not uniquely identify one publickey certificate (i.e., the identical key value may appear in
multiple public-key certificates),-}n order to link an attribute certificate to a public key, the hash is
calculated over the representation of that public key which would be present in a Jpublic-key
certificate. Specifically, the, input for the hash algorithm shall be the DER encoding of a
SubjectPublicKeyInfo~ representation of the key. Note that this includes the
AlgorithmIdentifier, aswell asthe BIT STRING. Also, note that if the public key vajue used as
input to the hash fangetion has been extracted from a public-key certificate, then it is possiple (e.g., if
parameters forithe.digital signature algorithm were inherited) that this may not be sufficiept input for
the HASH,-Fhe’ correct input for hashing in this context will include the value of the inherited
parameters~and thus may differ from the SubjectPublicKeyInfo present in the |public-key
certificate:

— publicKeyCert shall be indicated when a public-key certificate is hashed; the hash is ovdr the entire
DER encoding of the public-key certificate, including the signature bits.

£ )"otherObjectTypes shall be indicated when objects other than public-keys or public-key fertificates
are hashed (e.g., software objects). The identity of the type of object may optionally be supplied. The
pOTHOT O eobje o betastedcam e determimedeither by eexpticitty stated—dertifier of the
type or, if the identifier is not supplied, by the context in which the object is used.

The issuer component shall convey the identity of the AA that issued the attribute certificate.

a)
b)

c)

The issuerName component, if present, shall identify one or more names for the issuer.

The baseCertificateID component, if present, shall identify the issuer by reference to a specific public-
key certificate for which this issuer is the subject.

The objectDigestInfo component, if present, shall identify the issuer by providing a hash of identifying
information for the issuer.

The signature component shall identify the cryptographic algorithm used to digitally sign the attribute certificate.

NOTE 2 -

By including this component, the digital signature algorithm is protected by the signature.
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The serialNumber component shall be a serial number that uniquely identifies the attribute certificate within the scope
of its issuer.

The attrCertvalidityPeriod component shall convey the time period during which the attribute certificate is
considered valid, expressed in GeneralizedTime format.

The attributes component shall contain the attributes associated with the holder that are being certified (e.g., the
privileges).
NOTE 3 — In the case of attribute descriptor attribute certificates, this sequence of attributes can be empty.

The issuerUniqueID component may be used to identify the issuer of the attribute certificate in instances where the
issuer component is not sufficient.

NOTE 4 — The use of the issuerUniqueID component is deprecated. This component was added because at one time there was
some fear of the reuse of distinguished names.

The extensiens

If unknowp elements appear within the extension, and the extension is not flagged as critical, those unknowp elements
shall be ignored according to the rules of extensibility documented in clause 12.2.2 of Recy“MTU-T X.519 |
ISO/IEC 9p94-5.

The frameyvork for attribute certificates described in this section is primarily focused on the model in which privilege is
placed within attribute certificates. Some of the attribute certificate extensions defined in in¢lause 17 can als be placed
in a publictkey certificate when including the subjectDirectoryAttributes extension.

14.3 Multiple cryptographic algorithms for attribute certificates

It is possibjle for an attribute certificate to hold:

an alternative digital signature algorithm to be used instead of the algorithm specified in the slignature
component; and

an alternative digital signature to be checked instead 6f the native digital signature.

Such alterpative specifications are provided as attribute certificate extensions.

An attribute certificate that includes the alternative cryptographic algorithm extensions shall contain an alterngtive digital
signature glgorithm value in the altSignatureAlgorithm extension and an alternative signature vglue in the
altSignalturevalue extension.

An AA geherating an attribute certificate with:the alternative cryptographic algorithms and alternative digitgl signature
shall:

+ when generating the vatue\in the altSignaturevalue extension, exclude the signature fomponent
and the altsignatureValue extension from the attribute certificate, and shall generate [the digital
signature over the-xemaining DER encoded attribute certificate using the algorithm specified in the
altSignaturealgorithm extension; and

+ when generating the value in the signature component, the subjectAltPublicKeyInfo, the
altSighatureAlgorithm and the altSignaturevalue extensions shall be included in the DER
encoding of the attribute certificate.

A privilegg verifierthat has not migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verifySdhe native digital signature. The subjectAltPublicKeyInfo, altSignatureAlgorfithm and

altSignaturevalue extensions shattthermbeinctodedimthe DER encoding of theattribute=key tertificate:

A privilege verifier that has migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verify the alternative digital signature. The signature component and the altSignaturevalue extension shall
then be excluded from the DER encoding of the attribute certificate. Thus, the privilege verifier shall decode the attribute
certificate and then re-DER-encode the same attribute certificate after the above modifications have been made, otherwise
the validation of the alternative signature will fail even if valid.

144 Delegation paths

Just as with public-key certificates, there may be a requirement to convey a delegation path (e.g., within an application
protocol to assert privileges). The following ASN.1 data type can be used to represent a delegation path:

AttributeCertificationPath ::= SEQUENCE ({
attributeCertificate AttributeCertificate,
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acPath SEQUENCE OF ACPathData OPTIONAL,
}
ACPathData ::= SEQUENCE {
certificate [0] Certificate OPTIONAL,

attributeCertificate [1] AttributeCertificate OPTIONAL,
}

145 Attribute certificate revocation lists

145.1  Attribute certificate revocation list principles

The AA that issues attribute certificates also has the responsibility to indicate the validity of the attribute certificates that
it issues. Generally, attribute certificates are subject to possible subsequent revocation. This revocation and a notification
of the revocation may be done dlrectly by the same AA that |ssued the attrlbute certlflcate or |nd|rectly by another

authority dgty-av
to state, possibly through a published statement of thelr practices, through the attrlbute certlflcates themselves
some othey identified means, whether:

the attribute certificates cannot be revoked;
the attribute certificates may be revoked by the same issuing AA directly; or
the issuing AA authorizes a different entity to perform revocation.

AAs that do revoke attribute certificates are required to state, through similar means, what mechanism(s) can
privilege verifiers to obtain revocation status information about attribute certificates issuéd by that AA. This S
defines an pttribute certificate revocation list (ACRL) mechanism but does not pre¢lude the use of alternative m
Privilege Verifiers check revocation status information, as appropriate, for all-atfribute certificates considered
delegation|path processing procedure described in clause 18 to validate an attribute certificate.

Only an AA that is authorized to issue ACRLs may choose to delegate-that authority to another entity. If this
is done, it|shall be verifiable at the time of attribute certificate/ACRL verification. The cRLDistributil
extension (see clause 17.2.2.1) may be used for this purpose. The'cRLIssuer component of this extension ig
with the ngme(s) of any entities, other than the issuing AA itself;-that have been authorized to issue CRLS con
revocation|status of the attribute certificate in question.

Attribute dertificates shall have a lifetime associated with them, at the end of which they expire. In order
continuity [ of service, the AA shall ensure timely; availability of replacement attribute certificates to
expired/expiring attribute certificates. Revocation-notice date is the date/time that a revocation notice for g
certificate ffirst appears on an ACRL, regardless-of whether it is a base or dACRL. In the ACRL, revocation

invalidity dlate is the value confained in the invalidityDate entry extension.

Two related points are:
+  Validity.of attribute certificates may be designed so that each becomes valid at the time of e

atarge number of attribute certificates that may run out at the same expiration date.

1~ Expired attribute certificates will normally be removed from a directory. It is a matter for t
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Attribute certificates may be revoked prior to their expiration time, e.g., if the entity no longer holds the privilege

delegated to it by the AA, or if the AA's public-key certificate is assumed to be compromised.

An AA that issues and subsequently revokes attribute certificates:

a) may be required to maintain an audit record of its revocation events for all attribute certificate types issued

by that AA (e.g., end-entity attribute certificates, as well as attribute certificates to other AAS);

b) shall provide revocation status information to privilege verifiers using ACRLs or another mec
the publication of revocation status information;

c) ifusing ACRLs, it shall maintain and publish ACRLs even if the lists of revoked attribute cert
empty;

hanism for

ificates are
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d) if using only partitioned ACRLs, it shall issue a full set of partitioned ACRLSs covering the complete set
of attribute certificates whose revocation status will be reported using the ACRL mechanism. Thus, the
complete set of partitioned ACRLs shall be equivalent to a full ACRL for the same set of attribute
certificates, if the ACRL issuer was not using partitioned ACRLSs.

Privilege verifiers may use a number of mechanisms to locate revocation status information provided by an AA. For
example, there may be a pointer in the attribute certificate itself that directs the privilege verifier to a location where
revocation information is provided. There may be a pointer in a revocation list that redirects the privilege verifier to a
different location. The privilege verifier may locate revocation information in a repository (e.g., a directory) or through
other means outside the scope of this Specification (e.g., locally configured).

The maintenance of directory entries affected by the AA's revocation lists is the responsibility of the directory and its
users, acting in accordance with the security policy. For example, the user may modify its object entry by replacing the
old attribute certificate with a new one.

If revocation-lists-are pllhli:hnr{ ina dirpr‘tnry' 'rhn\]/ are held within entries as attributes of the fnlln\/\ling tynes:

E attributeCertificateRevocationList;
E eeAttrCertificateRevocationList;
E attributeAuthorityRevocationList; and

B deltaRevocationList.

145.2  Attribute certificate revocation list syntax

The syntaq for ACRLs is the same as for CRLs as defined in clause 7.10.2.
The associpted text is the same with the following exceptions:

+  CAshall be replaced with AA,

+  public-key certificate shall be replaced with attribute certificate;
+  CRL shall be replaced with ACRL,;

+ NOTE 3 is not relevant for attribute certificates; .and

+  extensions for ACRLSs are defined in clause 17;

1453  Multiple cryptographic algorithms for attribute certificate revocation lists

It is possibjle for an ACRL to hold:

+ an alternative digital signature algorithm to be used instead of the algorithm specified in the slignature
component; and

4 analternative digital signature to be checked instead of the native digital signature.
Such alterpative specifications ate provided as ACRL extensions.

An ACRL that includes the~multiple cryptographic algorithm extensions shall have an alternative digita] signature
algorithm |value in the al&SignatureAlgorithm extension and an alternative digital signature vajue in the
altSignalturevaluegxtension.

An ACRL [issuer generating an ACRL with the alternative cryptographic algorithms and alternative digital signgture shall:

+ ~When generating the value in the altSignaturevalue extension, exclude the signature fomponent
and the altsignaturevalue extension from the ACRL, and generate the digital signatufe over the
remaining DER encoded ACRL using the algorithm specified in the altSignatureAlgorithm
extension; and

— when generating the value in the signature component, the altSignatureAlgorithm and the
altSignatureValue extensions shall be included in the DER encoding of the ACRL.

A privilege verifier that has not migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verify the native digital signature. The altSignatureAlgorithmand altSignatureValue extensions shall then
be included in the DER encoding of the ACRL.

A privilege verifier that has migrated to support alternative cryptographic algorithms and alternative digital signatures
shall verify the alternative digital signature. The signature component and the altSignaturevalue extension shall
then be excluded from the DER encoding of the ACRL. Thus, the privilege verifier shall decode the CRL and then re-
DER-encode the same ACRL after the above modifications have been made, otherwise the validation of the alternative
digital signature will fail even if valid.
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15 Attribute authority, source of authority and certification authority relationship

The attribute authority (AA) and certification authority (CA) are logically completely independent. The creation and
maintenance of "identity" can (and often should) be separated from the PMI. Thus the entire PKI, including CAs, may be
existing and operational prior to the establishment of the PMI. The CA, although it is the source of authority (SOA) for
identity within its domain, is not automatically the SOA for privilege. The CA, therefore, will not necessarily itself be an
AA and, by logical implication, will not necessarily be responsible for the decision as to what other entities will be able
to function as AAs.

The SOA is the entity that is trusted by a privilege verifier as the entity with ultimate responsibility for the assignment of
a set of privileges. A resource may limit the SOA authority by trusting certain SOAs for specific functions (e.g., one for
read privileges and a different one for write privileges). An SOA is itself an AA as it issues attribute certificates to other
entities in which privileges are assigned to those entities. An SOA is analogous to a trust anchor in the PKI, in that a
privilege verifier trusts attribute certificates signed by the SOA. In some environments there is a need for CAs to have
tight control over the entities that can act as SOAs. This framework provides a mechanism for supporting that requirement.
In other enjvironments, that control is not needed and mechanisms for determining the entities that can act.g§s SOAs in
such envirpnments may be outside the scope of this Specification.

This framgwork is flexible and can satisfy the requirements of many types of environments.

d) Inmany environments, all privileges will be assigned directly to individual entities\bya single AA, namely
the SOA.

) Other environments may require support for the optional roles feature, wherehy entities are issugd attribute
or public-key certificates that assign various roles to them. The privileges associated with the role are
implicitly assigned to such entities. The role privileges may themselves be assigned in gn attribute
certificate issued to the role itself or through other means (e.g., lacally configured).

d) In some scenarios it might be required for an AA to issue privileges to a group of entities that share a
common property, for example, a set of web servers or a teamof people, rather than to a singlefentity.

d) Another optional feature of this framework is the suppert\of privilege delegation. If delegation is done, the
SOA assigns privilege to an entity that is permitted t0.also act as an AA and further delegate th¢ privilege.
Delegation may continue through several intermediary AAs until it is ultimately assigned tp an entity
acting as an PMI end entity that cannot further delegate that privilege. The intermediary AAs may or may
not also be able to act as privilege asserters forithe privileges they delegate.

d) When identity and/or privilege information is conveyed within the subjectDirectoryAtftributes
extension of a public-key certificate, the’ AA is then responsible for those aspects of the CA that relate to
assigning identity and/or privilege iaformation. The AA may either be a separate entity or and| integrated
part of the CA.

f) Some environments, such asvirtual organizations, may need to link together their individual PNlIs to form
a federated PMI. This requirement is known as recognition of authority in this Specification sin¢e one PMI
(the local PMI) recognizes the authority of the SOA (and optionally the AAs) in the other PMI (the remote
PMI) to have some.control over the privilege management in the local PMI. Such recognition df authority
may or may not(be mutual between PMIs.

When attripute certificateSypoint to public-key certificates for their issuers and holders, the PKI is used to apthenticate
holders (ptlivilege asserters) and verify the digital signatures of the issuers.

Two delegption models are described in this Specification. The first delegation model is one where the privilegp delegator
is an AA |that (can issue attribute certificates delegating that privilege to others. The second model allgws for an

independent.délegation service (DS) in which the entity issues attribute certificates on behalf of another AA (that may or
may not bLanmemfm—mdewB&mdeth i ifi i —Fhi i i tvitege. The DS

model is particularly relevant to environments that wish to maintain some central management over the set of privileges
delegated within their domain. For example, a set of one or more DS servers performing delegation, rather than individual
privilege holders, allows the total set of privileges delegated within an environment to be determined from a centralized
facility and enables policy and management decisions to be modified accordingly. Two distinct deployment models are
possible for DS servers. In one model, a privilege is assigned by an SOA to privilege holders and those holders are
authorized to delegate that privilege to others. However, rather than issue the attribute certificates that delegate the
privilege themselves, the privilege holder requests the DS to delegate that privilege on their behalf. The DS does not itself
hold that privilege and therefore cannot act as a claimant for that privilege; however, the DS is authorized by the SOA to
issue attribute certificates on behalf of other privilege holders. The second deployment model is similar to the first with
the following exception. The DS is actually a holder that is assigned the privilege to be delegated, but the DS is not
authorized to act as a claimant for the privilege, only as a delegator. In this case, the noAssertion extension must be set
in the attribute certificate issued to the DS by the SOA. The DS is termed an indirect issuer.
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In both deployment models, the SOA issues attributes/privileges to subordinate AAs. The AAs then request the DS to
issue a subset of these privilege attributes to other holders. In the second deployment model, the DS can check that an
AA is delegating within the overall scope set by the SOA,; in the first deployment model, the DS cannot check and the
privilege verifier will have to check that delegation was performed correctly.

Two recognition of authority (RoA) models are described in this Specification, static RoA and dynamic RoA. With static
RoA, extra information is added into the local PMI policy that is loaded into the local policy decision point (PDP) prior
to them making access control decisions for users who originate from the remote domain. No support for static RoA is
provided in this Specification. With dynamic RoA, the local SOA issues new supplementary policy attribute certificates
that add additional information to the current policy. Remote SOAs may also be recognized to issue supplementary policy
attribute certificates for the local PDPs. In both cases, these new supplementary policy attribute certificates need to be
read in by the local PDPs prior to them making access control decisions for requests from a user of the remote domain.

15.1 Privilege in attribute certificates

Entities may acquire privilege in two ways:

+  An AA may unilaterally assign privilege to an entity through the creation of an attribute cértificate (perhaps
totally on its own initiative, or at the request of a third party). This attribute certificate may be[stored in a
publicly accessible repository and may subsequently be processed by one or mare,privilege verifiers to
make an authorization decision. All of this may occur without the entity's knowledge or explicit action.

4 Alternatively, an entity may request a privilege of an AA. Once created, this)attribute certifichte may be
returned (only) to the requesting entity, which explicitly supplies it when requesting access to p protected
resource.

Note that ip both procedures the AA needs to perform its due diligence to ensure that the entity should really e assigned
this privilgge. This may involve some out-of-band mechanisms, analogous to-the certification of an identify/key-pair
binding byja CA.

The attribyte certificate based PMI is suitable in environments where@any-one of the following is true:

+  Adifferent entity is responsible for assigning a particular privilege to a holder than for issuing jpublic-key
certificates to the same subject;

+ there are a number of privilege attributes to be’assigned to a holder, from a variety of authoritigs;

+ the lifetime of a privilege differs from that of the holder's public-key certificate validity (geperally the
lifetime of privileges is much shorter):or

1 the privilege is valid only during cértain intervals of time which are asynchronous with that usgr's public-
key validity or validity of other{rivileges.

15.2 Privilege in public-key cértificates

In some efvironments, privilege.may be put directly into public-key certificates (thereby reusing much of gn already-
established infrastructure), rathér*than issuing attribute certificates. In such cases, the privilege is inclufled in the
subjectDirectoryAttributes extension of the public-key certificate.

This mech@nism is suitable'in environments where one or more of the following are true:

+  the lifetime of the privilege is aligned with that of the public-key included in the certificate;

+ delegation of privilege is not permitted; or

-+ “\.delegation is permitted, but for any one delegation, all privileges in the public-key certifigate (in the
subjectDirectoryAttributes extension) have the same delegation parameters and all extensions
relevant to delegation apply equally to all privileges in the public-key certificate.

16 PMI models

16.1 General model

The general privilege management model consists of three entities: the object, the privilege asserter and the privilege
verifier.

The object may be a resource being protected, for example, in an access control application. The resource being protected
is referred to as the object. This type of object has methods which may be invoked (for example, the object may be a
firewall which has an "Allow Entry" object method, or the object may be a file in a file system which has Read, Write,
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and Execute object methods). Another type of object in this model may be an object that was signed in a non-repudiation
application.

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context of use.

The privilege verifier is the entity that makes the determination as to whether or not asserted privileges are sufficient for
the given context of use.

The pass/fail determination made by the privilege verifier is dependent upon four things:
—  privilege of the privilege asserter;
—  privilege policy in place;
— current environment variables, if relevant; and
— sensitivity of the object method, if relevant.

The privilege-ofa—privilege-holderrefleststhe-degree—oftrust-placed-in-that-holder—by-the-certificate—issuer, that the
privilege Holder will adhere to those aspects of policy which are not enforced by technical means. This \grivilege is
encapsulatpd in the privilege holder's attribute certificate(s) (or subjectDirectoryAttributes extension of its public-
key certifigate), which may be presented to the privilege verifier in the invocation request, or may be distributed by other
means, sugh as via a directory. Codifying privilege is done through the use of the Attribute construct, containing an
AttributeType and a SET OF AttributeValue. Some attribute types used to specify privilege may have Very simple
syntax, su¢h as a single INTEGER Or an OCTET STRING. Others may have more complex-syntaxes. This Specification
defines ong simple privilege attribute type. Other examples are provided in Annex G.

The privilgge policy specifies the degree of privilege which is considered sufficient for@given object method'qsensitivity
or context pf use. The privilege policy needs to be protected for integrity and authenticity. A number of possibjlities exist
for conveyjing policy. At one extreme is the idea that policy is not really conveyed at all, but is simply defined and only
ever kept Ipcally in the privilege verifier's environment. At the other extreme’is the idea that some policies are funiversal"
and should be conveyed to, and known by, every entity in the infrastructure:-Between these extremes are many shades of
variation. $chema elements for storing privilege policy information irfadirectory are defined in this Specificgtion.

Privilege fdolicy specifies the threshold for acceptance for a given, set of privileges. That is, it defines precis¢ly when a
privilege verifier should conclude that a presented set of privileges is "sufficient" in order that it may grant acgess (to the
requested pbject, resource, application, etc.) to the privilege @sserter.

Syntax foi| the definition of privilege policy is not standardized in this Specification. Annex G contains g couple of
examples @f syntaxes that could be used for this purpose. However, these are examples only. Any syntax may pe used for
this purpoge, including clear text. Regardless of the\syntax used to define the privilege policy, each instance gf privilege
policy shall be uniquely identified. Object identifiers are used for this purpose.

PrivilegePolicy ::= OBJECT IDENTIFIER

The envirgnment variables, if relevant, capture those aspects of policy required for the pass/fail determination (e.g., time
of day or qurrent account balance)\which are available through local means to the privilege verifier. Represpntation of
environmeht variables is entirely)a local matter.

The object method sensitivity, if relevant, may reflect attributes of the document or request to be processed, $uch as the
monetary Yalue of a furids-transfer that it purports to authorize, or the confidentiality of a document's content. [The object
method's sensitivity(may be explicitly encoded in an associated security label or in an attribute certificate fjeld by the
object method, orsit'may be implicitly encapsulated in the structure and contents of the associated data object} It may be
encoded in one'af’a number of different ways. For instance, it may be encoded outside the scope of the PMI in the ITU-
T X.411 lapelassociated with a document, in the components of an EDIFACT interchange, or hard-coded in the privilege
verifier's application. Alternatively, it may be done within the PMI, in an attribute certificate associated with the object
method. For some contexts of use, no object method sensitivity is used.

There is not necessarily any binding relationship between a privilege verifier and any particular AA. Just as privilege
holders may have attribute certificates issued to them by many different AAs, privilege verifiers may accept attribute
certificates issued by numerous AAs, which need not be hierarchically related to one another, to grant access to a particular
resource.

The attribute certificate framework can be used to manage privileges of various types and for a number of purposes. The
terms used in this Specification, such as privilege asserter, privilege verifier, etc., are independent of the particular
application or use.
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16.1.1  PMI in access control context

There is a standard framework for access control (Rec. ITU-T X.812 | ISO/IEC 10181-3) that defines a corresponding set
of terms that are specific to the access control application. A mapping of the generic terms used in this Specification to
those in the access control framework is provided here, to clarify the relationship between this model and this
Specification.

Service request in this Specification corresponds to the ‘access request’ defined in the access control framework.
Privilege asserter in this Specification would be acting in the role of an 'initiator' in the access control framework.

Privilege verifier in this Specification would be acting in the role of an 'access control decision function (ADF)" in the
access control framework.

Object method for which privilege is being asserted in this Specification would correspond to the 'target' defined in the
access control framework.

Environmgntal variables in this Specification would correspond to the ‘contextual information' in the accgss control
frameworK.

Privilege folicy discussed in this Specification could include ‘access control policy', and ‘access control poligy rules' as
defined in the access control framework.

This mode] allows a PMI to be overlaid fairly seamlessly on an existing network of resources te-be protected. In particular,
having the|privilege verifier act as a gateway to a sensitive object method, granting or denying requests for inyocation of
that object] method, enables the object to be protected with little or no impact to the object itself. The privildge verifier
screens allfrequests and only those that are properly authorized are passed on to theappropriate object methods.

16.1.2  BMI in a non-repudiation context

There is a $tandard framework for non-repudiation (Rec. ITU-T X.813 | ISO/IEC 10181-4) which defines a corfesponding
set of termp that are specific to non-repudiation. A mapping of the generi¢ terms used in this Specification to those in the
non-repudiation framework is provided here, to clarify the relationship.between this model and that Specificagion.

Privilege gsserter in this Specification would be acting in the, roleof an 'evidence subject' or an ‘originator' {n the non-
repudiatiof framework.

Privilege verifier in this Specification would be acting in therole of an 'evidence user' or a 'recipient' in the non-fepudiation
frameworK.

Object method for which privilege is being asserted'in this Specification would correspond to the 'target’ defjned in the
non-repudiation framework.

Environmgntal variables in this Specification would correspond to the date and time the evidence was ggnerated or
verified' inthe non-repudiation framework.

Privilege policy discussed in this ‘Spécification could include 'non-repudiation security policy' in the non-fepudiation
frameworl.

16.2 Control model

The contrgl model illustrates how control is exerted over access to the sensitive object method. There are five cpmponents
of the model: the privilege asserter, the privilege verifier, the object method, the privilege policy, and envjronmental
variables (pee Flgure 6). The pr|V|Iege asserter has pr|V|Iege the object method has senS|t|V|ty The techniques described

p 3 ance with the

privilege policy. Both the pr|V|Iege and the sensitivity may be multi-valued parameters.

Environmental
variables

Privilege
policy

Object method
(sensitivity)

Privilege
verifier

Privilege asserter Service
(privilege) request X.509(16)_F06

Figure 6 — Control model
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The privilege asserter may be an entity identified by a public-key certificate, or an executable object identified by the
digest of its disk image, etc.

16.3 Delegation model

In some environments there may be a need to delegate privilege; however, this is an optional aspect of the framework and
is not required in all environments. There are four components of the delegation model: the privilege verifier, the SOA,
other AAs and the privilege asserter (see Figure 7).

Source of authority

Assigns
SIS Trusts
privilege
Attribute Asserts priviiege + Privilege verifier
authority (if authorized) g
Delegates Asserts
privilege privilege

End-entity
privilege holder

X.50946)_F07

Figure 7 — Delegation model

vironments where delegation is not used, the SOA is the initial iSsuer of attribute certificates that assign
privilege tp privilege holders. However, in this case the SOA authorizes the privilege holder to act as AA and further
delegate tHat privilege to other entities through the issuance of attribute,certificates that contain the same priyilege (or a
subset thereof). The SOA may impose constraints on the delegationithat can be done (e.g., limit the path length, limit the
name spacg within delegation can be done). Each of these intermediary AAs may, in attribute certificates that|it issues to
further priyvilege holders, authorize further delegation to be ‘done by those holders also acting as AAs. A universal
restriction pn delegation is that no AA can delegate more privilege than it holds. A delegator may also further [restrict the

ation is used, the privilege verifier truststhe SOA to delegate some or all of those privileges to holders, some
of which npay further delegate some or all of those privileges to other holders.

The privildge verifier trusts the SOA as the authority for a given set of privileges for the resource. If the privilege asserter's
certificate js not issued by that SOA, then-the privilege verifier shall locate a delegation path of certificates fjom that of
the privilege asserter to one issued by‘the SOA. The validation of that delegation path includes checking thgt each AA
had sufficipnt privileges and was duly-authorized to delegate those privileges.

For the cage in which privileges are conveyed by means of attribute certificates, the delegation path is distin¢t from the
certificatign path used to validate the public-key certificates of the entities involved in the delegation process| However,
the quality of authenticity: offered by the public-key certificate validation process shall be commensurate with the
sensitivity [of the objectimethod that is being protected.

A delegatipn path-shall either consist completely of attribute certificates or completely of public-key cerfificates. A
delegator that’obtains its privilege in an attribute certificate may only delegate, if authorized, by issuance of $ubsequent
attribute certificates. Similarly, a delegator that obtains its privilege in a public-key certificate, if authorized} may only
delegate by issuance of subsequent public-key certificates. Only entities acting as AAs may delegate privilege. Entities
acting as PMI end entities cannot.

16.4 Group assignment model

In some scenarios it might be required for an AA to issue privileges to a group of entities that share a common property,
for example, a set of web servers or a team of people, rather than to a single entity. This is achieved by assigning a group
attribute certificate to the group.

There are two ways of identifying the members of a group who are assigned a group attribute certificate. These methods
are called direct group naming and group role naming.
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16.4.1 Direct group naming

In direct group naming, the holder component of the group attribute certificate shall take the entityName option, and
the directoryName Of GeneralName shall name a subtree in the DIT. Each entry in the subtree is assigned the
attribute(s) in this group attribute certificate.

16.4.2  Group role naming

In group role naming, the members of the group are identified by the attributes that they hold, such attributes being
assigned to them in role assignment attribute certificates. In group role naming, the holder component of the group
attribute certificate takes the entityName option and holds the role(s) of the group members who are being assigned the
attributes in this group attribute certificate. The GeneralNames should contain a single GeneralName containing a
directoryName With a single relative distinguished name (RDN), whose attribute type is the role attribute defined in
clause 16.5.1. If roleAuthority in the role attribute is present, this identifies the attribute authorities who are
responsible for issuing the role assignment certificates to holders who are members of this group. If roleAuthority is
absent frofn the role attribute, the identity of the responsible AAs to issue the role assignment certificatps shall be
determined through means outside this Specification. The roleName component of the role attribute) id¢ntifies the
role(s) of the group who are being assigned the attributes in this group attribute certificate.
NOTE [ — Group role naming allows attribute based role assignments, role mappings and role hierarehijes to be |defined, by
specifying that members of other (more powerful) roles are assigned the roles of this group attribute certificate.
NOTE 2 — Where the role in the holder component is the same as the role in the attributes component of this group attribute
certificqte, this is delegation of authority from the issuer of the group attribute certificate to_thelroleauthority ifi the role
attributq. However, a much simpler way of achieving the same effect is to use the roleauthority as the holder.

16.5 Roles model

Roles provide a means to indirectly assign privileges to individuals. Individuals are issued role assignment gertificates
that assign| one or more roles to them through an instance the role attribute type contained in the certificate. Specific
privileges pre assigned to a role name through role specification certificates, rather than to individual privildge holders
through attribute certificates. This level of indirection enables, for example, the privileges assigned to a role to e updated,
without impacting the certificates that assign roles to individuals.-Role assignment certificates may be attribute pertificates
or public-Key certificates. Role specification certificates may be attribute certificates, but not public-key cerfificates. If
role specifjcation certificates are not used, the assignment.of<privileges to a role may be done through other neans (e.g.,
may be lodally configured at a privilege verifier).

The following are all possible:
any number of roles can be defingd by any AA,;
the role itself and the members-of a role can be defined and administered separately, by different AAs;

role membership, just as any other privilege, may be delegated; and

roles and membership may be assigned any suitable lifetime.

If the role gssignment certificate is an attribute certificate, the role attribute is contained in the attributes fomponent
of the attripute certificate..If'the role assignment certificate is a public-key certificate, the role attribute is cpntained in
the subjeftDirectoryAttributes extension. In the latter case, any additional privileges contained in the jpublic-key
certificate pre privileges that are directly assigned to the public-key certificate subject, not privileges assigned|to the role.

Thus, a privilege asserter may present a role assignment certificate to the privilege verifier demonstrating orly that the
privilege apsefter-has a particular role (e.g., "manager", or "purchaser"). The privilege verifier may know a pripri, or may
have to discaver by other means. the privileges associated with the asserted rale in arder to make a pass/fail authorization
decision. The role specification attribute certificate can be used for this purpose.

A privilege verifier needs to have an understanding of the privileges specified for the role. The assignment of those
privileges to the role may be done within the PMI in a role specification attribute certificate or outside the PMI (e.g.,
locally configured). If the role privileges are asserted in a role specification attribute certificate, mechanisms for linking
that certificate with the relevant role assignment attribute certificate for the privilege asserter are provided in this
Specification. A role specification attribute certificate cannot be delegated to any other entity. The issuer of the role
assignment certificate may be independent of the issuer of the role specification certificate and these may be administered
(expired, revoked, and so on) entirely separately. The same certificate (attribute certificate or public-key certificate) can
be a role assignment certificate, as well as contain assignment of other privileges directly to the same individual. However,
a role specification attribute certificate shall be a separate certificate.

NOTE — The use of roles within an authorization framework can increase the complexity of path processing, because such

functionality essentially defines another delegation path which needs to be followed. The delegation path for the role assignment

certificate may involve different AAs and may be independent of the AA that issued the role specification certificate.
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16.5.1 Role attribute type

The specification of privilege attribute types is generally an application-specific issue that is outside the scope of this
Specification. The single exception to this is an attribute defined here for the assignment of a holder to a role. The
specification of values for the role attribute is outside the scope of this Specification.

role ATTRIBUTE ::= {
WITH SYNTAX RoleSyntax

ID id-at-role }

RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName,

}

An attribute of this privilege attribute type may be used to populate the attributes component of a role assignment

certificate

If the role
used to po

When the

authority.

If roleau

assigned tq the role, at least one of the names in roleAuthority shall be preseéatin the issuer component

specificati
to determi
named in t

If roleAufthority is absent, the identity of the responsible authority shall be determined through other 1
roleSpecCertIdentifier extension in a role assignment certificate is one way to achieve this binding,

where a ro

The roleName component identifies the role to which the-holder of this role assignment attribute certificate i

If a privile

shall also gppear in the holdexr component of the-fole specification attribute certificate.

When the 3

if present,

are membgrs of the group being assigned-the attributes in this group attribute certificate. If roleAuthorit;y
the identity of the responsible authgrities to issue the role assignment certificates shall be determined through of
The roleName component identifies the role(s) of the group of holders who are being assigned the attributes ir
attribute cqrtificate. This roleName shall also appear in the attributes component of the role assignment
of the group of holders who are being assigned the attributes in this group attribute certificate. Where more th
value is priesent in roleName, a group member must be assigned all the role values (in one or more role

certificateq) in ordersto be assigned the attributes in this group attribute certificate.

pr 10 populate the holder component Ot a role specitication or group attribute certticate, or botn.

pssignment certificate is a public-key certificate rather than an attribute certificate, the role-attrib
bulate the subjectDirectoryAttributes extension of that public-key certificate.

lthority is present, and a privilege verifier uses a role specification-certificate to determine the

n attribute certificate. If the privilege verifier has used means other than a role specification attributd
e the privileges assigned to the role, mechanisms to ensure that those privileges were assigned by a
his component are outside the scope of this Specification.

e specification certificate was used to assign privileges to the role.
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dentifies the recognized authorities that are responsible for issuing role assignment certificates to h

ite may be

role attribute is used to populate the attributes component of a role assignmentiattribute cerfificate, the
roleAuthority, if present, identifies the recognized authority that is responsible for issuing the role sp
attribute cgrtificate. If there are multiple occurrences of GeneralName, they shall all be alternative names fg
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When the rolecattribute is used to populate both the holder component and the attributes component, this is a role

mapping aftribute certificate.
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16.6 Recognition of Authority Model

Figure 8 shows the control model for a single domain PMI.
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/ 5 ITU-T X.509 ACs request I or not applicable
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ADF/PDP

Environmenta/ Policy
parameters -

X.509(16)_F08

Figure 8 — The control model for a single domain RPIVN

The PMI policy contains information that directs the PDP in making its,access control decisions. This information
typically ipcludes data about the trusted SOA, the delegation rules, whichyattributes are known and used, jand which
privileges are needed to gain access to which resources, etc. The policydnformation may be statically configuted into the
PDP, or may be dynamically obtained, for example, by passing a protected privilege policy attribute certificate to the
PDP.

In order tojsupport federations between organizations, and the censtruction of dynamic virtual organizations, it s essential
that PMIs pan be plugged together, so that attribute certificates issued in one domain can be used effectively]in another
PMI domajn to gain access to its resources. Otherwise, the-second PMI domain will have to issue another set pf attribute
certificateq to the users of the first domain. This is bothiinefficient and cumbersome for the users to manage.

Recognitidn of Authority is the feature that will facilitate the rapid integration of PMIs from different domgins into a
single fedgrated PMI.

In Figure 9, the user, who is a member of.the’TopLeft domain, wishes to access the resources of the BottomRight domain.
He or she|might contact the BottomRight domain directly, or his or her request may be relayed by the patekeeper
(AEF/PEP) in the TopLeft domain. Either way, the PDP in the BottomRight domain needs to understand the attribute
certificateq issued by the TopLeft.\domain, and the BottomRight policy needs to tell the BottomRight PDP wiether they
are sufficignt to grant accessto:the requested resource or not.
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The SOA in the trusting (local) dogﬁin (e.g., the BottomRight domain) needs to update its policy so that the $OA of the

remote doiain (e.g., the TopL main) becomes trusted or recognized. The local policy can be updated in (at least)
one of two|ways:

d) statically, by.adding extra information into the policy that is loaded into the local PDP prior tg it making
@mgl decisions;

t

ent policy.
certificate
0 the remote SOA or by the local SOA issuing an administrative role attribute certificate to [the remote

e SOA may issue its gw i ibute certificate heselneed to be

QA_so-In ne remao alalal a A-Bofh case

ed i by he IcI Pprior t vaitin reqst frm sr f th rmoteomi
When the local SOA issues a policy attribute certificate to the remote SOA, it may be as follows:

—  the holder component identifies the SOA of the remote domain;

—  the issuer component identifies the local SOA,

—  the attributes of the attribute certificate are the union of all the privilege attributes that the remote SOA is
trusted to issue. If any of these privilege attributes are newly defined roles, then new role specification
attribute certificates may also need to be issued;

— basicAttConstraints extension is included with authority set to TRUE to indicate that the remote
SOA is an AA. Path length constraint (pathLenConstraint) is Set as appropriate to indicate the length
of the delegation chain that is allowed in the remote domain;
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holderNameConstraints may be set to limit the name forms and namespaces in which the remote SOA
can assign privilege attributes to users;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be assigned which sets of privilege attributes;

attributeMappings may be set to inform the local PDPs which remotely assigned attributes should be
considered equal to which locally assigned attributes.

When the local SOA issues an administrative role attribute certificate to the remote SOA, it may work as follows:

1)

RO
~

A delegated role specification attribute certificate.comprises:

A delegated attribute mapping policy attribute certificate comprises:

The local SOA defines an administrative role for the local domain and the permissions that may be
administered by this administrative role. This may be defined in a role specification attribute certificate in
which the holder is the administrative role and the attribute is the permission attribute (defined in clause
16.8.1 below). The set of permissions for an administrative role is called the administrative scope of an
administrative role. These permissions may also be assigned to local roles, so that users with these local

oles withinhorit those-permissioRs_tssuine an-adrmiristrativerolesecification-attributecortificate allows
remote administrators to learn their administrative scope.

The local SOA delegates this administrative role to the remote SOA by issuing a role-assignment attribute
certificate to the remote SOA containing the assigned administrative role. The remete SOA njay also be
allowed to delegate the administrative role to other administrators in the remote demain, as det¢grmined by
pathLenConstraint in the basicAttConstraints extension in the ‘role-assignment attribute
certificate.

The remote SOA (or subordinate AA) that has been assigned this administrative role is now reqognized as
an entity able to issue two types of delegated-policy attribute: 'cértificate, either a del¢gated-role
specification attribute certificate or a delegated attribute mapping_attsibute certificate. In a delepated-role-
specification attribute certificate, the remote SOA (or AA) directly assigns the permissions from the
administrative scope to new remotely defined attributes asidescribed below. In a delegated attribute
mapping attribute certificate, new remotely defined attributes are mapped into existing locpl roles as
described below.

In order to ensure that the remote SOA (or AA) cannot overstep its delegated authority, the authorization
system has to validate that the privileges stated-0r*implied by a delegated policy attribute ceftificate lie
within the administrative scope defined for the;administrative role. If they do, the delegated poligy attribute
certificate is accepted, and its policy rulesdbecome dynamically incorporated into the local SOA's policy.
If they do not, the delegated policy attribute certificate is rejected, and its policy rules will be ignored.

the holder is the newly specified remote role;

the issuer component identifies the remote SOA (or AA) of the remote domain that issued thjs attribute
certificate;

the attributes of the attribute certificate are the privileges that will be assigned to users in the rempte domain
who are assigned-the remote role;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may
be assigned.these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be-assigned which sets of remotely defined privilege attributes.

The holder and e issuer COMPONENTS 10entiTy the remote SUA (or AA) Of the remote domain that
issued this attribute certificate;

the attributes component is null;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may
be assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can
be assigned which sets of privilege attributes;

attributeMappings is set to inform the PDP which remotely assigned attributes should be considered
equal to which locally assigned attributes.
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The remote SOA will subsequently issue privilege attribute within attribute certificates to end users and/or to AAs in its
domain. Whether the remote AAs are trusted or not, and if trusted, the number of AAs that are allowed in a delegation
chain, may be set by the pathLenConstraint in the attribute certificate issued to the remote SOA. The privilege
attributes in the attribute certificates issued by the remote SOA may contain either:

—  permissions that are understood by the PDPs in the local domain; or
—  roles which may or may not be understood by the PDPs in the local domain.

When an attribute certificate contains roles that are not understood by the local PDPs, the latter must know how to map
these unknown roles into local permissions. This can be achieved in at least one of four ways. If the local SOA knows
what these roles are likely to be prior to recognizing the remote SOA, then if it issues a policy attribute certificate to the
remote SOA an attribute mapping extension can be placed in the policy attribute certificate issued to the remote SOA, or
alternatively attribute mapping rules can be added into the policy loaded by the local PDP. If the remote roles are not
known prior to recognizing the remote SOA, the remote SOA will need to either issue an attribute mapping policy attribute
certificate or place the attribute mapping extension in the attribute certificates that it issues to its users.

If the remdte SOA issues an attribute mapping policy attribute certificate, this should contain:
-+ aholder and issuer name which is that of the remote SOA;
+ the attributes component shall be an empty sequence;

1 attributeMappings extension set to describe the attribute mappings.

NOTE + A remote SOA should not issue an attribute mapping attribute certificate in which both the holder and attribuges are roles,
since this type of attribute mapping should be issued by the local SOA only.

This attribyite mapping policy attribute certificate needs to be made available to the local PDPs at decision timg. This can
be done by either storing the policy attribute certificate in the directory entry of the remote SOA and giving the local
PDPs read| access to it (the pull model) or by including the policy attribute certificate in the set of attribute ertificates
presented by the remote user when accessing the local resource (the push medel).

16.7 XML privilege information attribute

The specifjcation of privileges is generally an application-specific issue that is outside the scope of this Spgcification.
While this|attribute does not define any specific privilege information, it provides a container attribute in which XML-
encoded pfivileges can be conveyed in attribute certificates:

xmlPrivillegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege information
D id-at-xMLPrivilegelInfo }

The XML gchema for the role attribute type“can be defined either with ASN.1 or with XML Schema Definitign (XSD).
The XML pontained within the UTF8String needs to be self-identifying.

The following is an ASN.1 schema'defining an XML role attribute type. It is followed by an XSD specification for the
same attrifjute type, and by anexample XML instance. The example instance is a valid instance for both the ASN.1 and
the XSD s¢hema instances, and can be validated by either ASN.1 or XSD tools.

The examgle schema défines a role attribute with an ID, an issuing authority and the name of the role.

CERTIFICATE-ATTRIBUTE DEFINITIONS ::=
BEGIN
Role ::5 JUNCAPITALIZED] SEQUENCE ({
id —— APTRIBUTE] XME-ID;
authorities SEQUENCE (1..MAX) OF
authority UTF8String,
name UTF8String }

XML-ID ::= UTF8String
END

The following XSD schema is an alternative (exactly equivalent) definition:

<schema xmlns="http://www.w3.0rg/2000/08/XMLSchema">
<element name="role">
<attribute name="id" type="ID"/>
complexType>
<sequence>
<element name="authorities">
<complexType>
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<sequence>
<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>
</sequence>
</complexType>
</element>
<element name="name" type="string"/>
</sequence>
</complexType>
</element>
</schema>

An example of an instance conforming to the above schema definitions, that would be a value of the xMLPrivilegeInfo
attribute type would be:

<role id="123" xmlns="http://www.example.org/certificates/attribute">
<authorities>

<au i i it i i uthority>
</authorities>
<name nager</name>

</role>

16.8 Permission attribute and matching rule

16.8.1  Permission attribute

This attribite defines a general permission, which is an operation on an object, e.g.,.a¥ead operation on a file pbject. The
specificatipn of values for the operations or objects is outside the scope of this Spécification. Note that the names of both
operationsfand objects are case sensitive.

permissijon ATTRIBUTE ::= {
WITH S|YNTAX DualStringSyntax
EQUALIITY MATCHING RULE dualStringMatch
D id-at-permission }
DualStringSyntax ::= SEQUENCE ({
operafjion [0] UnboundedDirectoryString;
object [1] UnboundedDirectoryString,

}

An attribute of the permission attribute type is-intended to be used to populate the attributes compdnent of an
attribute cqrtificate and is not intended for storing as an attribute of a directory entry.

16.8.2  [ual string matching rule

The dualgtringMatch matching rule is a case sensitive matching rule and is defined as follows:

dualStringMatch MATCHING-RULE ::= {
SYNTAX| DualStringSyntax
D id-mr-dualStringMatch }

The dual$tringMatch matching rule performs a case sensitive comparison for equality between a pair of presented
strings ang an attribute value of type DualStringSyntax, in which the first presented string is the operation and the
second presented string is the object.

17 Attribute certificate and attribute certificate revocation list extensions

The following certificate extensions may be included in certificates for the purposes of privilege management. Along with
the definition of the extensions themselves, the rules for certificate types in which the extension may be present are also
provided.

With the exception of the SOA identifier extension, any of the extensions that may be included in a public-key certificate
shall only be included if that public-key certificate is one that assigns privilege to its subject (i.e., the
subjectDirectoryAttributes extension shall be present). If any of these extensions is present in a public-key
certificate, that extension applies to all privileges present in the subjectDirectoryAttributes extension.

Revocation lists used to publish revocation notices for attribute certificates may contain any CRL or CRL entry extension
as defined for use in CRLs in Section 2 of this Specification. There are also public-key certificate extensions that are
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applicable for attribute certificates. How such extensions are to be included in attribute certificates and ACRLs, is
specified in this clause.
This clause specifies extensions in the following areas:

a) Basic privilege management: These certificate extensions convey information relevant to the assertion of
a privilege.

b) Privilege revocation:; These certificate extensions convey information regarding the location of revocation
status information.

c) Source of authority (SOA): These certificate extensions relate to the trusted source of privilege assignment
by a verifier for a given resource.

d) Roles: These certificate extensions convey information regarding the location of related role specification
certificates.

e) Delegation: These certificate extensions allow constraints to be set on the subsequent delegation of
assigned privileges.

f)  Recognition of authority: These certificate extensions allow PMIs to be federated together.,

17.1 Basic privilege management extensions

17.1.1  Requirements

The followling requirements relate to basic privilege management:
d) Issuers need to be able to place constraints on the time during which a'privilege can be asserted.
) Issuers need to be able to target attribute certificates to specific Seryers/services.

q) It may be necessary for issuers to convey information intended for display to privilege assergers and/or
privilege verifiers using the certificate.

d) Issuers may need to be able to place constraints on theyprivilege policies with which the assigned privilege
can be used.

d) Issuers may need to be able to issue an attribute ¢ertificate that can only be asserted once within its lifetime.
f) Issuers may need to be able to issue privileg€ attributes to a group of entities that share a commoh property.

17.1.2  Basic privilege management extension

The following extensions are defined:
Time specification;
Targeting information;

F:
[
q User notice;

Acceptable privilege policies;

— — ~ — —

Indirect issuer;

= D

Single usg;
)  Group attribute certificate.

@K

17.1.2.1 Time'specification extension

17.1.2.1.1 =Fimespecificatiomextensiom defimition

The time specification extension can be used by an AA to restrict the specific periods of time during which the privilege,
assigned in the certificate containing this extension, can be asserted by the privilege holder. For example, an AA may
issue a certificate assigning privileges which can only be asserted between Monday and Friday and between the hours of
9:00 a.m. and 5:00 p.m.. Another example, in the case of delegation, might be a manager delegating the signing authority
to a subordinate for the time that the manager will be away on vacation.

This extension is defined as follows:

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

This extension may be present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. This extension shall
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not be included in public-key certificates that contain the soATIdentifier extension or in attribute certificates issued to
entities acting as AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity acting as an AA, it applies only to that entity's
assertion of the privileges contained in the attribute certificate. It does not impact the time period during which the AA is
able to issue attribute certificates.

Because this extension is effectively specifying a refinement on the validity period of the certificate that contains it, this
extension shall be flagged as critical (i.e., the issuer, by including this extension, is explicitly defining the privilege
assignment to be invalid outside the time specified).

If this extension is present, but not understood by the privilege verifier, the certificate shall be considered invalid.

17.1.2.1.2 Time specification matching rule

The time specification matching rule compares for equality a presented value with an attribute value of type
AttributgCertiticate.

timeSpeqgificationMatch MATCHING-RULE ::= {
SYNTAX| TimeSpecification
iD id-mr-timeSpecMatch }

This matghing rule returns TRUE if the attribute/public-key certificate as stored in @ydirectory cqntains the
timeSpedification extension and if components that are present in the presented valte’match the corfesponding
components of the stored attribute/public-key certificate timeSpecification extension,

17.1.2.2 Targeting information extension

The targetjng information extension enables the targeting of an attribute certifiCate to a specific set of servefs/services.
An attribute certificate that contains this extension should only be usable at.the specified servers/services.

This extension is defined as follows.

targetingInformation EXTENSION ::= ({
SYNT. SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetingInformation }

Targets |: := SEQUENCE SIZE (l1..MAX) OF Target
Target :[:= CHOICE {
targetName [0] GeneralName,

targetiGroup [1] GeneralName,
targetiCert [2] TargetCert,
}

TargetCert ::= SEQUENCE ({
targetiCertificate IssuerSerial,
targetfName GeneralName OPTIONAL,
certDilgestInfo ObjectDigestInfo OPTIONAL }

The Targét data typechas the following three alternatives:

d) ThetargetName alternative shall provide the name of target servers/services for which the [containing
dttribute certificate is targeted.

B)\"The targetGroup alternative shall provide the name of a target group for which the containing attribute
certificate is targeted. How the membership of a target within a targetGroup is determined is outside the
scope of this Specification.

€) The targetcCert alternative shall identify target servers/services by reference to their certificate.

This extension may be present in attribute certificates issued by AAs, including SOAs, to entities that may act as privilege
asserters, including other AAs and end entities. This extension shall not be included in public-key certificates or in
attribute certificates issued to AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's assertion
of the privileges contained in the attribute certificate. It does not impact the AA ability to issue certificates.

This extension shall always be flagged as critical.

If this extension is present, but the privilege verifier is not among those specified, the attribute certificate should be
considered invalid.
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If this extension is not present, then the attribute certificate is not targeted and may be accepted by any server.

17.1.2.3 User notice extension

The user notice extension enables an AA to include a notice that should be displayed to the holder, when asserting their
privilege, and/or to a privilege verifier when making use of the attribute certificate containing this extension.

This extension is defined as follows:

userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

This extension may be present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. This extension shall
not be included in public-key certificates that contain the soAIdentifier extension or in attribute certificates issued to
entities acting as AAS that may not alSo act as privilege asserters.

If this extepsion is present in a certificate issued to an entity that is an AA, it applies only to that entity¢s.asseftion of the
privileges fontained in the certificate. It does not impact the AA ability to issue attribute certificates.

This extengion may, at the option of the certificate issuer, be either flagged as critical or as non-critical.

If this extgnsion is flagged as critical, the user notices shall be displayed to a privilege verifier each time a privilege is
asserted. If the privilege asserter supplies the attribute certificate to the privilege verifier(i.e:, the privilege varifier does
not retrievg it directly from a repository), the user notices shall also be displayed to thé.privilege asserter.

If this extdnsion is flagged as non-critical, the privilege asserted in the certificate"may be granted by a privildge verifier
regardless pf whether or not the user notices were displayed to the privilege assetter and/or privilege verifier.

The UserNotice data type is defined in IETF RFC 5280 and provided herg)for easy reference:

ilce ::= SEQUENCE ({
ef NoticeReference OPTIONAL,
itText DisplayText OPTIONAL }

NoticeRegference ::= SEQUENCE {
organijzation DisplayText,
umbers SEQUENCE OF INTEGER }

DisplayText ::= CHOICE {
visiblleString VisibleString(SIZE\(1..200)),
bmpString BMPString (SIZE (1. .200)),
utf8Syring UTF8String (SIZE-/(1..200)) }

17.1.2.4 Acceptable privilege policies extension

The acceplable privilege policies extension is used to constrain the assertion of the assigned privileges for Juse with a
specific sef of privilege policies.

This extension is defined as follows:

acceptablePrivilegePolicies EXTENSION ::= {
SYNT. AcceptablePrivilegePoliciesSyntax
IDENT id-ce- ivi ici }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

This extension may be present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. If this extension is
contained in a public-key certificate it relates only to the subject's ability to act as a privilege asserter for the privileges
contained in the subjectDirectoryAttributes extension.

If present, this extension shall be flagged as critical.

If this extension is present and the privilege verifier understands it, the privilege verifier shall ensure that the privilege
policy that these privileges are being compared to is one of those identified in this extension.

If this extension is present, but not understood by the privilege verifier, the certificate shall be considered invalid.
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17.1.2.5 Single use extension

In some scenarios, an AA may wish to issue an attribute certificate that can only be asserted once to a privilege verifier
within the lifetime of the attribute certificate. The singleUse extension is defined as follows:

singleUse EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-singleUse }

This extension may be present in end-entity attribute certificates issued by AAs and SOAs. This extension shall not be
included in public-key certificates or in attribute certificates issued to AAs.

This extension shall always be flagged as critical.

Any privilege verifier that accepts a singleUse attribute certificate should keep a record of at least the issuer and serial
number of the attrlbute certlflcate untll after the explry date of the attrlbute certlflcate in order to ensure that the holder

3 v alid should
have a coo dmatlon capabrlrty to ensure that the holder is not able to use the smgleUse certificate with multrp e privilege
verifiers. Alternatively, the issuer of the singleUse attribute certificate should include a targetingInflormation
extension in the attribute certificate to limit the privilege verifier at which the attribute certificate is-valid.

17.1.2.6 Group attribute certificate extension

In some scpnarios it might be required for an AA to issue an attribute certificate to a group oentities that sharela common
property, for example, a set of web servers or a team of people, rather than to a single entity. Each groyp attribute
certificate may be flagged as such by adding the group attribute certificate extension.into the attribute certificate.

groupAC [EXTENSION ::= ({
SYNTA NULL
IDENTIFIED BY id-ce-groupAC }

This extension may be flagged as critical or as non-critical. This exténsion shall only be added to end-entiy attribute
certificated, and not to AA attribute certificates or to public-key certificates.

17.1.2.7 Authority key identifier extension

17.2 Privilege revocation extensions

17.2.1  Requirements

The following requirements relate to the revocation of attribute certificates:

d) Inorder to control ACRL.sizes, it may be necessary to assign subsets of the set of all certificatep issued by
one AA to different ACRLS.

) Attribute certificaténissuers need to be able to indicate, in an attribute certificate, that no |revocation
information is available for that attribute certificate.

17.2.2  Privilege revocation extensions

17.2.2.1 Wse of CRIxdistribution points extension as ACRL extension

also be in¢luded-in an attribute certificate. It may be present in attribute certificates issued to entities actifg as AAs,
including $QAs,as well as attribute certificates issued ta entities acting ad PMI end entities

The CRL Iistribution points extension is defined in clause 9.6.2.1 for use in public-key certificates. This ext¢nsion may

If present in an attribute certificate, a privilege verifier shall process this extension in exactly the same manner as described
for a relying party in clause 9.6.2.1 for public-key certificates by substituting public-key certificate, CA and CRL by
attribute certificate, AA and ACRL, respectively.

17.2.2.2 AA issuing distribution point extension

This ACRL extension identifies the ACRL distribution point for attribute certificates for this particular ACRL, and
indicates if the ACRL is indirect or if it is limited to covering only a subset of the revocation information. The limitation
may be based on a subset of the attribute certificate population or on a subset of revocation reasons. The ACRL is signed
by the ACRL issuer's private key — ACRL distribution points do not have their own key pairs. However, for an ACRL
distributed via a directory, the ACRL is stored in the entry of the CRL distribution point, which may not be the directory
entry of the ACRL issuer. If the issuing distribution point extension, the AA issuing distribution point extension, and the
CRL scope extension are all absent, the ACRL shall contain entries for all revoked unexpired attribute certificates issued
by the ACRL issuer.
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After an attribute certificate appears on an ACRL, it may be deleted from a subsequent ACRL after the attribute
certificate's expiry.

This extension is defined as follows:

aAissuingDistributionPoint EXTENSION ::= {
SYNTAX AAIssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AAIssuingDistPointSyntax ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
containsAACerts [4] BOOLEAN DEFAULT TRUE,

containsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE,
}

The distfibutionPoint component contains the name of the distribution point in one or more~namg forms. If
onlySomeReasons is present, the ACRL only contains revocations for attribute certificates for the identified reason or
reasons; otherwise, the ACRL contains revocations for all reasons.

If indireftCRL iS TRUE, then the ACRL may contain revocation notifications for attribute certificates from|{AAs other
than the isguer of the ACRL. The particular AA responsible for each entry is as indicated biy\the certificate isjuer ACRL
entry extenjsion in that entry or in accordance with the defaulting rules described in clause)17.2.2.3. In such ah ACRL, it
is the resppnsibility of the ACRL issuer to ensure that the ACRL is complete in that(it contains all revocation entries,
consistent| with containsUserAttributeCerts, containsAACerts, ¢ontainsSOAPublicKeyCeérts and
onlySomeReasons indicators, from all AAs that identify this ACRL issuer in‘their attribute certificates.

If containsUserAttributeCerts iS TRUE, the ACRL contains revocations for end-entity attribute certificates. If
containsjpAcerts is TRUE, the ACRL contains revocations for attribute certificates issued to subjecfs that are
themselveg AAs.

If contaihsSOAPublicKeyCerts iS TRUE, the ACRL containsevocations for public-key certificates issued fo an entity
that is an $OA for the purposes of privilege management (i.e; attribute certificates that contain the soAIdentifier
extension)| For ACRLs distributed via a directory, the following rules apply. If the ACRL is a dACRL, |it shall be
distributed| via the deltaRevocationList attribute of the associated distribution point or, if no distributipn point is
identified, |via an attribute of type aDeltaRevocationList of the ACRL issuer entry, regardless of the dettings for
certificate types covered by the ACRL. Unless thesACRL is a dACRL.:

+ an ACRL that does not contain an issuingDistributionPoint extension which| has only
containsAACerts and/of containsSOAPublicKeyCerts Set t0 TRUE shall be distributed via the
attributeAuthorityRevocationList attribute of the associated distribution point |or, if no
distribution point ig_identified, via the attributeAuthorityRevocationList attribute df the CRL
issuer entry;

4+ an ACRL (hat” does not contain an issuingDistributionPoint extension which has
containgUserAttributeCerts Set to TRUE (with or without containsAACerts and/or
containsSOAPublicKeyCerts also set) shall be distributed Via the
attributeCertificateRevocationList attribute of the associated distribution point] or, if no
distribution point is identified, viathe attributeCertificateRevocationList attribute of the ACRL
isster entry;

— am ACRLCWhiThT Contains am IssuingDistributionPoint EXENSION Shalf beaistributetas specified in
clause 9.6.2.2.

This extension shall always be flagged as critical. A privilege verifier that does not understand this extension cannot
assume that the ACRL contains a complete list of revoked certificates of the identified authority. CRLs not containing
critical extensions shall contain all current CRL entries for the issuing authority, including entries for all revoked end-
entity certificates and authority certificates.

NOTE — The means by which revocation information is communicated by authorities to ACRL issuers is beyond the scope of this
Specification.

If an authority publishes a ACRL with the containsAACerts component set to TRUE and the
containsUserAttributeCerts not set to TRUE, then the authority shall ensure that all AA certificates covered by
this CRL contain the basicAttConstraints extension.
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If an authority publishes an ACRL with contains soaPublicKeyCerts Set to TRUE, then the authority shall ensure that
all SOA certificates covered by this ACRL contain the soaIdentifier extension.

17.2.2.3 Use of certificate issuer extension

The certificate issuer extension is defined in clause 9.6.2.3 for use in indirect CRLs. This extension may also be included
in indirect ACRLs.

The procedure in clause 9.6.2.3 applies by replacing issuing distribution point extension, CRL and CA with AA issuing
distribution point extension, ACRL and AA, respectively.

17.2.2.4 Use of delta CRL indicator extension

The delta CRL indicator extension is defined in clause 9.6.2.4 for use in a dCRL to an CRL and may also be used in a
dACRL to an ACRL.

UuSt J.0 JE TUTNTUVWCEU UY TEUIA jCRLWith

The procegture ed G st
attribute cqrtificate, AA, ACRL and dACRL, respectively.

17.2.2.5 Wse of base update extension

This extengion shall be used as specified in clause 9.6.2.5 by replacing dCRLs with dACRLSs.

17.2.2.6 Wse of freshest CRL extension
The freshest CRL extension is defined in clause 9.6.2.6 for use in a dCRL. It may also.be used for a dACRIL.

The proceflure specified in clause 9.6.2.6 shall be followed by replacing public=key certificate, CA, CRL, |[dCRL and
relying panty with attribute certificate, AA, ACRL, dACRL and privilege verifier, Tespectively.

17.2.2.7 No revocation information available extension

In some environments (e.g., where attribute certificates are issued with)very short validity periods), there may not be a
need to reyoke attribute certificates. An AA may use this extensiondto indicate that revocation status information is not
provided fpr this attribute certificate. This extension is defined as follows:

noRevAvail EXTENSION ::= {
SYNT NULL
IDENTIFIED BY id-ce-noRevAvail }

This extension may be present in attribute certificates issued by AAs, including SOAs, to entities acting as PMI end
entities. This extension shall not be included in'public-key certificates or in attribute certificates issued to AA.

This extengion shall always be flagged as.non-critical.

If this extepsion is present in an attribute’certificate, a privilege verifier need not seek revocation status infornpation.

17.2.2.8 WPse of CRL numberextension for ACRL

This ACRL extension conveys a monotonically increasing sequence number for each ACRL issued by a giyen ACRL
issuer through a given ACRL directory attribute (see clauses 19.2.4 to 19.2.6) or ACRL distribution point. Jt allows a
privilege Verifier to detect whether ACRLs issued prior to the one being processed were also seen and procgssed. This
extension gyntax is:as-defined in clause 9.5.2.1.

This extensiof shall always be flagged as non-critical.
NOTE LFhe-extension-defined-hereisrelevantfor-both-CREsard-ACRES—Or-ACRIEaspestsare-considered-hefe. For CRL

aspects, see clause 9.5.2.1.

17.2.2.9 Use of status referral extension for ACRL
The status referral extension is defined in 9.5.2.2 for use in CRLs. This extension may also be used in ACRLs.

The procedure specified in 9.5.2.2 also applies here by replacing public-key certificate, CRL and relying party with
attribute certificate, ACRL and privilege verifier, respectively.

17.2.2.10 Use of CRL stream identifier for ACRL
The CRL stream identifier extension is defined in 9.5.2.3 for use in CRLs. This extension may also be used in ACRLSs.

The procedure specified in 9.5.2.3 also applies here by replacing CRL with ACRL.
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17.2.2.11 Use of order list extension for ACRL
The CRL stream identifier extension is defined in 9.5.2.4 for use in CRLs. This extension may also be used in ACRLSs.

The procedure specified in 9.5.2.4 also applies here by replacing public-key certificate and CRL with attribute certificate
and ACRL, respectively.

17.2.2.12 Use of delta information extension for ACRL
The delta information extension is defined in 9.5.2.5 for use in CRLs. This extension may also be used in ACRLSs.

The procedure specified in 9.5.2.5 also applies here by replacing CRL, dCRL and relying party with ACRL, dACRL and
privilege verifier, respectively.

17.2.2.13 Use of expired certificates on ACRL extension

The use of expired certificates extension is defined in 9.5.2.8 for use in CRLs. This extension may also be used in ACRLs.

The proce(lure specified in 9.5.2.8 also applies here by replacing public-key certificate and CRL with attributd certificate
and ACRL, respectively.

17.2.2.14 Yse of to be revoked extension as ACRL extension

This ACRL extension allows for the notification that attribute certificates will be revoked asofa specified dafe and time
in the futufe. The toBeRevoked extension is used to specify the reason for the attribute ¢ettificate revocatign, the date
and time af which the attribute certificate will be revoked, and the group of attribute cettificates to be revoked. Each list
can contaif a single attribute certificate serial number, a range of attribute certificate.séfial numbers or a named subtree.

NOTE 4 The following ASN.1 is copied from 9.5.2.6 for easy reference.

ed EXTENSION ::= {

SYNT ToBeRevokedSyntax

IDENTIFIED BY id-ce-toBeRevoked }
ToBeRevdkedSyntax ::= SEQUENCE SIZE (1..MAX) OF .ToBeRevokedGroup
ToBeRevdkedGroup ::= SEQUENCE {

certifficateIssuer [0] GeneralName OPTIONAL,

reasonInfo [1] ReasonInfo OPTIONAL,

revocationTime GeneralizedTime,

icateGroup CertificateGroup,

fo ::= SEQUENCE {
ode CRLReason;
structionCode HoldInstruction OPTIONAL,

teGroup ::= CHOICE {

umbers [0] CertificateSerialNumbers,
umberRange-\‘[1] CertificateGroupNumberRange,
tree [2] GeneralName,

teGroupNumberRange ::= SEQUENCE {
ingNumber [0] INTEGER,
umber [TT INTEGER,

CertificateSerialNumbers ::= SEQUENCE SIZE (1..MAX) OF CertificateSerialNumber

The certificateIssuer component, if present, identifies the AA that issued all the attribute certificates listed in this
ToBeRevokedGroup. If certificatelssuer is omitted, it defaults to the ACRL issuer name.

The reasonInfo component, if present, identifies the reason for the attribute certificate revocations. If present, this
extension indicates that all attribute certificates identified in ToBeRevokedGroup Will be revoked for the reason
indicated in this component. If the reasonCode component contains the value certificateHold, the
holdInstructionCode component may also be present. If present, the holdInstructionCode component indicates
the action to be taken on encountering any of the attribute certificates identified in RevokedGroup. This action should
only be taken, after the revocation time indicated in the revocationTime component has passed.
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The revocationTime component indicates the date and time at which this group of attribute _certificates will be revoked
and should therefore be considered invalid. This date shall be later than the thisuUpdate time of the ACRL containing
this extension. If revocationTime is before the nextUpdate time of the ACRL containing this extension, the attribute
certificates shall be considered revoked between the revocationTime and the nextUpdate time by a relying party
using an ACRL containing this extension. Otherwise, this is a notice that at a specified time in the future these attribute
certificates will be revoked. Once the revocation time has passed, either the AA has revoked the attribute_certificate or
not. If it has revoked the attribute certificate, future ACRLs shall include this on the list of revoked certificates, at least
until the attribute_certificate expires. If the AA has not revoked the attribute certificate, but still intends to revoke it in the
future, it may include the attribute certificate in this extension on subsequent ACRLs with a revised revocationTime.
If the AA no longer intends to revoke the attribute certificate, it may be excluded from all subsequent ACRLs and the
attribute certificate shall not be considered revoked.

The certificateGroup component lists the set of public-key certificates to be revoked. This component identifies the
attribute certificates issued by the AA identified in the certificateIssuer to be revoked at the date/time identified in

revocation®ime—Fhis—set—of—public-key—eertificates—s—not—further—refined—by—any—ottside—eenirols (e.g.,

issuingDistributionPoint).

The serialNumbers component, if present, shall hold the serial number(s) of the attribute certificate(s) isqued by the
identified fssuing AA that will be revoked at the specified time.

If the serjalNumberRange component is present, all attribute certificates in the range beginiing with the stdrting serial
number anfl ending with the ending serial number and issued by the identified issuing AA will-be revoked at the specified
time.

If the namgsubtree component is present, all attribute certificates with a holder nanie that is subordinate to the specified
name and [issued by the identified issuing AA will be revoked at the specified\time. If the nameSubtree|contains a
distinguistled name then all distinguished names associated with the subjéet-of an attribute certificate (l.e., holder
component of an attribute certificate) need to be considered. For other name forms, the holder component ¢f attribute
certificated need to be considered. If at least one of the names associated with the holder, contained in the attribute
certificate,[is within the subtree specified in nameSubtree, that attribute certificate will be revoked at the spegified time.
As with th¢ nameConstraints extension, not all name forms are.appropriate for subtree specification. Only those that
have recognized subordination rules should be used in this extension.

This extengion may, at the option of the ACRL issuer, be flaggéd as critical or as non-critical. As the informatign provided
in this extgnsion applies to revocations that will occur in the future, it is recommended that it be flagged as npn-critical,
reducing the risk of problems with interoperability ang-backward compatibility.

17.2.2.15 Wse of revoked group of certificatesextension as ACRL extension

attribute cgrtificates to be revoked is associated with a specific attribute certificate issuer and revocation tim¢. Each list
can contail a range of attribute certificate serial numbers or a named subtree.

NOTE + The following ASN.1 is.copied from 9.5.2.7 for easy reference.

A set of a{ribute certificates that have been‘revoked can be published using the following CRL extension. Bach list of

revokedGroups EXTENSION, ::= ({
SYNT RevokedGroupsSyntax
IDENTIFIED BY /id-ce-revokedGroups }

RevokedGroupsSynitax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
certiflicatelssuer ~~ [0] GeneralName OPTIONAT.
reasonInfo [1] ReasonInfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup,
}
RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

The certificateIssuer component, if present, identifies the AA that issued all the attribute certificates listed in this
RevokedGroup. If certificatelssuer is omitted, it defaults to the ACRL issuer hame.

The reasonInfo component, if present, identifies the reason for the attribute_certificate revocations. If present, this
component indicates that all attribute_certificates identified in RevokedGroup component were revoked for the reason
indicated in this component. If the reasonCode contains the value certificateHold, the holdInstructionCode

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 105


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

may also be present. If present, holdInstructionCode indicates the action to be taken on encountering any of the
attribute certificates identified in the value of the RevokedGroup data type.

The invalidityDate component, if present, indicates the time from which all attribute_certificates identified in
RevokedGroup should be considered invalid. This date shall be earlier than the date contained in thisUpdate
component of the ACRL. If omitted, all attribute certificates identified in RevokedGroup should be considered invalid
at least from the time indicated in the thisUpdate component of the ACRL. If the status of the attribute_certificate prior
to the thisUpdate time is critical to a privilege verifier (e.g., to determine whether a digital signature that was created
prior to this ACRL issuance occurred while the attribute certificate was still valid or after it had been revoked), additional
revocation status checking techniques will be required to determine the actual date/time from which a given attribute
certificate should be considered invalid.

The revokedCertificateGroup component lists the set of attribute_certificates that have been revoked. This
component identifies the attribute_certificates issued by the AA identified in certificateIssuer revoked under the
specified conditions. This set of attribute certificates is not further refined by any outside controls (e.g.,
issuingDistributionPoint).

If the serjalNumberRange is present, all attribute certificates containing certificate serial numbers within the specified
range, issued by the identified AA are applicable.

If the namgSubtree component is present, all certificates with a holder name that is subordipaté to the specified name
and issued|by the identified AA will be revoked at the specified time. If the nameSubtree c0Mtains a distinguished name
then all digtinguished names associated with the holder component of an attribute certificate need to be consjdered. For
other nam¢ forms, the holder component of attribute certificates needs to be considered. If at least one of|the names
associated |with the holder, contained in the certificate, is within the subtree specified in nameSubtree, thht attribute
certificate has been revoked. As with the nameConstraints extension, not alt hame forms are appropriate ffor subtree
specificatipn. Only those that have recognized subordination rules should be used in this extension.

This exterjsion is always flagged as critical. Otherwise, a privilege/verifier may incorrectly assume that attribute
certificated, identified as revoked within this extension, are not revoked. \When this extension is present it may pe the only
indication pf revoked attribute_certificates in an ACRL (i.e., the revokedCertificates component of the ACRL may
be empty) pr it may list revoked attribute certificates that are in addition to those indicated in the revokedCertlificates
component. A revoked attribute certificate shall not be listed.both in the revokedCertificates componentfand in this
extension.

17.2.3  Wse of CRL entry extensions

17.2.3.1 Wse of reason code extension

The reasor] code extension is specified in clause 9.5.3.1 for use in CRL entries. This extension may also be usefl in ACRL
entries

The meanipg of the reason codes defined in clause 9.5.3.1 as they relate to ACRL entries are as follows:
1+ unspecified ¢anbe used to revoke attribute certificates for reasons other than the specific cqdes.
1+  keyCompremise is not relevant for ACRLs.
1+  cAComprzomise is not relevant for ACRLs.

+ affiliationChanged indicates that information in the attribute certificate has been modifieq.
1  superseded indicates that the attribute certificate has been superseded.

+ M cessationOfOperation indicates that the aftribute certfificate is no longer needed for the purpose for

which it was issued.

— privilegeWithdrawn indicates that the attribute certificate was revoked because a privilege contained
within that attribute certificate has been withdrawn.

— aACompromise indicates that it is known or suspected that aspects of the AA validated in the attribute
certificate have been compromised.

The procedure specified in clause 9.5.3.1 also applies here by substituting public-key certificate and CRL entry with
attribute certificate and ACRL entry, respectively.
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17.2.3.2 Use of hold instruction code extension

The use of hold instruction code extension is defined in 9.5.3.2 for use in CRL entries. This extension may also be used
in ACRL entries.

The procedure specified in 9.5.3.2 also applies here by replacing public-key certificate and CRL with attribute certificate
and ACRL, respectively.

17.3 Source of authority extensions

17.3.1 Requirements

The following requirements relate to SOAS:
a) Insome environments there is a need for tight control by a CA, of the entities that can act as SOAs.

k) There is a need to make the valid syntax definitions and domination rules for pri\/ilpgp attributes available

by the responsible SOAs.

17.3.2 $OA extensions

The followiing extensions are defined:
d) SOA identifier;
) Attribute descriptor.

17.3.2.1 $OA identifier extension

17.3.2.1.1|SOA identifier extension definition

This extension may only be present in a public-key certificate issued to an*SOA. It shall not be included [n attribute
certificated or public-key certificates issued to other AAs.

The SOA |dentifier extension indicates that the public-key certificate” subject may act as an SOA for the gurposes of
privilege management. As such, the public-key certificate subject may define attributes that assign privijege, issue
attribute dgscriptor certificates for those attributes and use the-private key corresponding to the certified puplic key to
issue attriqute certificates that assign privileges to holders~Ifthe public key certificate is a CA certificate, thgd subject of
that CA ceftificate may also issue public-key certificates with a subjectDirectoryAttributes extension|containing
the priviIeIes.

In some efvironments, this extension is not required and other mechanisms may be used to determine the ¢ntities that
may act as|SOAs. This extension is required only in environments where tight centralized control by a CA is fequired to
manage th¢ entities that act as SOAs.

This extension is defined as follows:

sOAIdentlifier EXTENSION- = ({
SYNT NULL
IDENTIFIED BY idrzce-~sOAIdentifier }

If this extgnsion is not present in a certificate, the subject/holder ability to act as an SOA shall be determingd by other
means.

Cross-cert{fication applies only to public-key certificates and not to attribute certificates. Therefore, a crossf-certificate
issued to the\CA that is the issuer of a certificate containing the SOA identifier extension does not provide trar|sitive trust
to the SOATTdentified in this extension.

This extension shall always be flagged as non-critical.
17.3.2.1.2 SOA identifier matching rule
The SOA identifier matching rule compares a presented value with an attribute value of type Certificate.
sOAIdentifierMatch MATCHING-RULE ::= {
SYNTAX NULL

ID id-mr-sOAIdentifierMatch }

This matching rule returns TRUE if the stored public-key certificate contains a sOATIdentifier extension.
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17.3.2.2 Attribute descriptor extension

17.3.2.2.1 Attribute descriptor extension definition

The definition of a privilege attribute, and the domination rules governing the subsequent delegation of that privilege, are
needed by privilege verifiers to ensure that authorization is done correctly. These definitions and rules may be provided
to privilege verifiers in a variety of ways outside the scope of this Specification (e.g., they may be locally configured at

the privilege verifier).

This extension provides one mechanism that can be used by an SOA to make privilege attribute definitions and associated
domination rules available to privilege verifiers. An attribute certificate that contains this extension is called an attribute
descriptor certificate and is a special type of attribute certificate. Although syntactically identical to an

AttributeCertificate, an attribute descriptor certificate:

—  contains an empty SEQUENCE in its attributes component;

Descriptor EXTENSION ::= ({
AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor} }

AttribufeDescriptorSyntax ::= SEQUENCE {
identilfier AttributeIdentifier,
attributeSyntax OCTET STRING(SIZE (1..MAX)),
name [0] AttributeName OPTIONAL,
descrijption [1] AttributeDescription OPTIONAL,
dominaltionRule PrivilegePolicyIdentifier,
}
AttributleIdentifier ::= ATTRIBUTE.&id({AttributeIDs'})
AttributleIDs ATTRIBUTE ::= {...}
AttributeName ::= UTF8String(SIZE (1..MAX))
AttributeDescription ::= UTF8String(SIZE (1..MAX))
PrivilegePolicyIdentifier ::= SEQUENCE {
privillegePolicy PrivilegePolicy,
privPdlSyntax InfoSyntax;

}

The identifier component of @value of the attributeDescriptor extension is the object identifier identifying the

attribute type.

The attributeSyntax.COmponent contains the ASN.1 definition of the attribute's syntax. Such an ASN.1
shall be giyen as specified for the information component of the Matching Rules operational attribute defined in

T X.501 | [SO/IEC9594-2.

The name fompaonent optionally contains a user-friendly name by which the attribute may be recognized.

" - T ot - T ! o ) VI Y
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definition
Rec. ITU-

The dominationRule component specifies, for the attribute, what it means for a delegated privilege to be "less than"

the corresponding privilege held by the delegator.

— The privilegePolicy component identifies the instance of privilege policy that contains the rules, by

its object identifier.

— The privPolSyntax component contains either the privilege policy itself or a pointer to a location where
it can be located. If a pointer is included, an optional hash of the privilege policy can also be included to

allow an integrity check on the referenced privilege policy.

This extension may only be present in attribute descriptor certificates. This extension shall not be present in public-key

certificates or in attribute certificates other than self-issued certificates of SOAs.

This extension shall always be flagged as non-critical.
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The attribute descriptor certificate, created by the SOA at the time of creation/definition of the corresponding attribute
type, is a means by which the universal constraint of delegating "down" can be understood and enforced in the
infrastructure. In a directory, attribute certificates that contain this extension would be stored in the
attributeDescriptorCertificate attribute of the SOA's directory entry.

17.3.2.2.2 Attribute descriptor matching rule

The attribute descriptor matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

attDescriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

This matching rule returns TRUE if the stored value contains the attributeDescriptor extension and if components
that are present in the presented value match the corresponding components of the stored value.

17.4 Role extensions

17.4.1  Requirements

The followling requirement relates to roles:

+ If a certificate is a role assignment certificate, a privilege verifier needs to be able to |locate the
corresponding role specification certificate that contains the specific privileges assigned to the fole itself.

17.4.2 Role extensions

The following extension is defined:
Role specification certificate identifier.

17.4.2.1 Role specification certificate identifier extension

17.4.2.1.1|Role specification certificate identifier extension.definition

This extension may be used by an AA as a pointer to a0lé specification certificate that contains the assignment of
privileges fo a role. It may be present in a role assignment certificate (i.e., a certificate that contains the role pttribute).

A privilegg verifier, when dealing with a role assignfent certificate, needs to obtain the set of privileges of that role in
order to defermine whether to pass or fail the verification. If the privileges were assigned to the role in a role sgecification
certificate,|this extension may be used to locate.that certificate.

This extengion is defined as follows:

roleSpedCertIdentifier EXTENSION ::= ({
SYNT RoleSpecCertIdentifierSyntax
IDENTIFIED BY {id-cec-roleSpecCertIdentifier} }

RoleSpecCertlIdentifierSyntax ::=
SEQUENCE SIZE (l--.MAX) OF RoleSpecCertlIdentifier

RoleSpecCertIdentifier ::= SEQUENCE {
roleName [0] GeneralName,
roleCertlssuer [1] GeneralName,

roleCertLocator [3] GeneralNames OPTIONAL,
}

The roleName identifies the role. This name would be the same as that in the holder component of the role specification
certificate being referenced by this extension.

The roleCertIssuer identifies the AA that issued the referenced role specification certificate.

The roleCertSerialNumber, if present, contains the serial number of the role specification certificate. Note that if the
privileges assigned to the role itself change, then a new role specification certificate would be issued to the role. Any
certificates that contain this extension, including the roleCertSerialNumber component, would then need to be
replaced by certificates that referenced the new serial number. Although this behaviour is required in some environments,
it is undesirable in many others. Typically, this component would be absent, enabling automatic updating of the privileges
assigned to the role itself, without impacting the role assignment certificates.
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The roleCertLocator, if present, contains information that can be used to locate the role specification certificate.

This extension may be present in role assignment certificates that are attribute certificates or public-key certificates issued
by AAs, including SOAs, to other AAs or to end-entity privilege holders. This extension shall not be included in
certificates that contain the SOA identifier extension.

If present, this extension can be used by a privilege verifier to locate the role specification certificate.

If this extension is not present, either:
a) other means will be used to locate the role specification certificate; or

b) mechanisms other than a role specification certificate were used to assign privileges to the role (e.g., role
privileges may be locally configured at the privilege verifier).

This extension shall always be flagged as non-critical.

1742 1 2 Rnal £ +3 FEE o + 1D +alas [
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The role specification certificate identifier matching rule compares for equality a presented value with an attr|bute value
of type AtfributeCertificate.

roleSpedCertIdMatch MATCHING-RULE ::= {
SYNT RoleSpecCertIdentifierSyntax
iD id-mr-roleSpecCertIdMatch }

This matching rule returns TRUE if the stored value contains the roleSpecCertIdentifier extengion and if
components that are present in the presented value match the corresponding components of the stored value.

175 [Delegation extensions

17.5.1 Requirements

The following requirements relate to the delegation of privileges:

) End-entity privilege certificates need to be distinguishable from AA certificates, to protect against end-
entities establishing themselves as AAs witheut*authorization. It also needs to be possible fof an AA to
limit the length of a subsequent delegation:path.

Q

B) An AA needs to be able to specify the-appropriate name space within which the delegation df privilege
can occur. Adherence to these constraints needs to be checkable by the privilege verifier.

qd) An AA needs to be able to specify the acceptable certificate policies that privilege asserters fufther down
a delegation path shall use to.authenticate themselves when asserting a privilege delegation by [this AA.

d) A privilege verifier needsto be able to locate the corresponding attribute certificate for an issugr to ensure
that the issuer had sufficient privilege to delegate the privilege in the current certificate.

q) There is a requirement for an independent Delegation Service (DS) to issue certificates that delegate
privileges, whilst.the DS server cannot itself act as a claimant for those privileges.

f) An independent Delegation Service may wish to insert the name of the authority that requested the
privileg€assertion to be issued.

17.5.2 [DDelegationextensions

The followingextensions are defined:

a) _ basic attribute constraints,

b) delegated name constraints;
c) acceptable certificate policies;
d) authority attribute identifier;
e) indirect issuer;

f) issued on behalf of; and

g) no assertion.
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17.5.2.1 Basic attribute constraints extension

175211

Basic attribute constraints extension definition

This extension indicates whether the subsequent delegation of the privileges assigned in the certificate containing this

extension i

s permitted. If so, a delegation path length constraint may also be specified.

This extension is defined as follows:

basicAttl
SYNTAX
IDENTI

BasicAtt
author
pathLe

Constraints EXTENSION ::= {
BasicAttConstraintsSyntax
FIED BY {id-ce-basicAttConstraints} }

ConstraintsSyntax ::= SEQUENCE {
ity BOOLEAN DEFAULT FALSE,
nConstraint INTEGER(0..MAX) OPTIONAL,

}

The authd
is TRUE th|
authoridt

The pathl

of AA cerlificates that may follow this certificate in a delegation path. Value 0 indicateshat the holder/subj

certificate
any certifi
takes effeci
the AA ce
of the dele
the numbe
extension.

e holder is also an AA and is authorized to further delegate privilege, dependent on relevant cor
v IS FALSE, the holder is an end entity and is not authorized to delegate the privilege.

LenConstraint component is meaningful only if authority is set to TRUE. It gives the maximy

may issue certificates only to end entities and not to AAS. If N0 pathLenCofstraint component
ate of a delegation path, there is no limit to the allowed length of the delegation path. Note that theg

rity component indicates whether or not the holder is authorized to further delegate privilege. If guthority

straints. If

m number
ect of this
appears in
constraint
Ps between

[ beginning with the next certificate in the path. The constraint controls'the number of AA certificat
tificate containing the constraint and end-entity certificate. The caoristraint restricts the length of t

e segment

pation path between the certificate containing this extension and the ‘end-entity certificate. It has nq impact on
I of AA certificates in the delegation path between the SOA/trust anchor and the certificate containing this
Therefore, the length of a complete delegation path may‘exceed the maximum length of thHe segment

constrainedl by this extension. The constraint controls the number of &Acertificates between the AA certificate|containing

the constrg
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This exten
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Eion may be present in attribute certificates af\public-key certificates issued by AAs, including SOA
bnd entities. This extension shall not be in€luded in certificates that contain the SOA identifier exte,

nsion is present in an attribute certificate, and authority is TRUE, the holder is authorized to issue
rtificates delegating the contained privileges to other entities, but not public-key certificates.

hsion is present in a public-key-certificate, and if the basicConstraints extension indicates that
A, the subject is authorized to issue subsequent public-key certificates that delegate these priviled
t not attribute certificates. If a path length constraint is included, the subject may only delegate
n of the constraint specified in this extension and any specified in the basicConstraints extens
s present in a public-key certificate but the basicConstraints extension is absent, or indicat
n end entity,.the.subject is not authorized to delegate the privileges.

ion may, atthe option of the certificate issuer, be either flagged as critical or as non-critical. It is rec
agged‘critical, otherwise a holder that is not authorized to be an AA may issue certificates and th
y uhwittingly use such a certificate.

int and the end-entity certificate. Therefore, the total fength of this segment of the path may exceefl the value
traint by as many as two certificates. (This includes:the certificates at the two endpoints of the segment plus
the AA ceftificates between the two endpoints that are constrained by the value of this extension.)

\s, to other
hsion.

bubsequent

the subject
es to other
within the
ion. If this
es that the

bmmended
P privilege

If this exte

STon 1S present and 15 ftagged as critical, them:

delegate;

if the value of authority is not set to TRUE, then the delegated attribute shall not be used to further

if the value of authority is set to TRUE and pathLenConstraint is present, then the privilege verifier

shall check that the delegation path being processed is consistent with the value of pathLenConstraint.

If this extension is present, flagged as non-critical, and is not recognized by the privilege verifier, then that entity should
use other means to determine if the delegated attributes may be used to further delegate.

If this extension is not present, or if the extension is present with an empty SEQUENCE value, the holder is constrained to
being only an end entity and not an attribute authority and no delegation of the privileges contained in the attribute

certificate
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is permitted by the holder.
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17.5.2.1.2 Basic attribute constraints matching rule

The basic attribute constraints matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

basicAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matching rule returns TRUE if the stored value contains the basicAttConstraints extension and if components
that are present in the presented value match the corresponding components of the stored value.

17.5.2.2 Delegated name constraints extension

17.5.2.2.1 Delegated name constraints extension definition

certificates

This extension is defined as follows:

delegateldNameConstraints EXTENSION ::= {
SYNTA NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This extension is processed in the same manner as the nameConstraints extension)for public-key certificates. If
permittedSubtrees is present, of all the attribute certificates issued by the hold&r/AA and subsequent AAs in the
delegation| path, only those attribute certificates with holder names within)these subtrees are accgptable. If
excludedSubtrees is present, any attribute certificate issued by the holder AA or subsequent AAs in the|delegation
path that| has a holder name within these subtrees is unacceptable. If both permittedSubtfees and
excludedSubtrees are present and the name spaces overlap, the exclydsion statement takes precedence.

This extengion may be present in attribute certificates or public-key ¢ertificates issued by AAs, including SOAs, to other
AAs. This| extension shall not be included in certificates issuethto end-entities or certificates that contaip the SOA
identifier gxtension.

If this extehsion is present in a public-key certificate, andif the nameConstraints extension is also present, fthe subject
may only [delegate within the intersection of the censtraint specified in this extension and that speciflied in the
nameConsjtraints extension.

This extension may, at the option of the attribute certificate issuer, be either flagged as critical or as non-cfitical. It is
recommenfled that it be flagged as critical ~otherwise an attribute relying party may not check that subsequept attribute
certificateq in a delegation path are locatéd-in the name space intended by the issuing AA.

17.5.2.2.2 | Delegated name constraints matching rule

The delegdted name constraintS matching rule compares for equality a presented value with an attribute value of type
AttribufeCertificate.

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTA2 NameConstraintsSyntax
ID id-mr~delegatedNameConstraintsMatch }

ion and if

17.5.2.3 Acceptable certificate policies extension

17.5.2.3.1 Acceptable certificate policies extension definition

The acceptable certificate policies extension is used, in delegation with attribute certificates, to control the acceptable
certificate policies under which the public-key certificates for subsequent holders in a delegation path need to have been
issued. By enumerating a set of policies in this extension, an AA is requiring that subsequent issuers in a delegation path
only delegate the contained privileges to holders that have public-key certificates issued under one or more of the
enumerated certificate policies. The policies listed here are not policies under which the attribute certificate was issued,
but policies under which acceptable public-key certificates for subsequent holders need to have been issued.

This extension is defined as follows:

acceptableCertPolicies EXTENSION ::= ({
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SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId
CertPolicyId ::= OBJECT IDENTIFIER

This extension may only be present in attribute certificates issued by AAs, including SOAs, to other AAs. This extension
shall not be included in end-entity attribute certificates or in any public-key certificates. In the case of delegation using
public-key certificates, this same functionality is provided by the certificatePolicies and other related extensions.

If present, this extension shall be flagged as critical.

If this extension is present and the privilege verifier understands it, the verifier shall ensure that all subsequent privilege
asserters in the delegation path are authenticated with a public-key certificate under one or more of the enumerated
certificate policies.

If this extepsion is present, but not understood by the privilege verifier, the attribute certificate shall be considefed invalid.

17.5.2.3.2 | Acceptable certificate policies matching rule

The acceptable certificate policies matching rule compares for equality a presented value with an attribute vajue of type
AttribufeCertificate.

acceptableCertPoliciesMatch MATCHING-RULE ::= {
SYNTAX AcceptableCertPoliciesSyntax
iD id-mr-acceptableCertPoliciesMatch }

This matching rule returns TRUE if the stored value contains the acceptableCertPolicies extengion and if
components that are present in the presented value match the correspondingcomponents of the stored value.

17.5.2.4 Authority attribute identifier extension

17.5.2.4.1 | Authority attribute identifier extension definition

In privilegp delegation, an AA that delegates privileges shall ifself have at least the same privilege and the guthority to
delegate tHat privilege. An AA that is delegating privilege t¢’another AA or to an end entity may place this ektension in
the AA or end-entity certificate that it issues. The extension is a back pointer to the certificate in which the igsuer of the
certificate containing the extension was assigned its e@rresponding privilege. The extension can be used by fa privilege
verifier to|ensure that the issuing AA had sufficient privilege to be able to delegate to the holder of the|certificate
containing|this extension.

This extension is defined as follows:

authorifyAttributeIdentifier \EXTENSION ::= ({
SYNT AuthorityAttributeldentifierSyntax
IDENTIFIED BY {id-ce-authorityAttributeIdentifier} }

AuthorifyAttributeIdentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId
AuthAttId ::= IssuerSerial

A certificale that eontains this extension may include the delegation of multiple privileges to the certificate hqglder. If the
assignment of those privileges to the AA that issued this certificate was done in more than one certificatq, then this
extension yveuld include more than one pointer.

This extension may be present in attribute certificates or public-key certificates issued by AAs to other AAs or to end-
entity privilege holders. This extension shall not be included in certificates issued by an SOA or in public-key certificates
that contain the SOA identifier extension.

This extension shall always be flagged as non-critical.

17.5.2.4.2 AA identifier matching rule

The authority attribute identifier matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

authAttIdMatch MATCHING-RULE ::= {

SYNTAX AuthorityAttributeIdentifierSyntax
ID id-mr-authAttIdMatch }
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This matching rule returns TRUE if the stored value contains the authorityAttributeIdentifier extension and if
components that are present in the presented value match the corresponding components of the stored value.

17.5.2.5 Indirect issuer extension

In some environments, privilege may be delegated indirectly. In such cases, the delegator requests that a DS server issue
a certificate delegating privilege on their behalf to another entity. The indirect issuer extension is used in either an attribute
certificate or a public-key certificate issued to a DS server by an SOA. Presence of this extension means that the subject
AA (the DS server) is authorized by that SOA to act as a proxy and issue certificates that delegate privilege, on behalf of
other delegators.

indirectIssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectIssuer }

This extension shall always be flagged as non-critical.

17.5.2.6 Issued on behalf of extension

This extension is inserted into an attribute certificate by an indirect issuer (DS server). It indicates.the AJA that has
requested {he DS server to issue the attribute certificate, and allows the delegation chain to be canstructed and validated.

issuedOnBehalfOf EXTENSION ::= {
SYNT. GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

The GenefalName is the name of the AA who has asked the indirect issuer (DS server) to issue this attribute [certificate.

The issuer|of this attribute certificate must have been granted the privilege ta/iSsue ACs on behalf of other JAAs by an
SOA, throligh the IndirectIssuer extension in its attribute certificate.

This extengion may be flagged as critical or as non-critical as necessary.to ensure delegation path validation.

17.5.2.7 Mo assertion extension

If present, this extension indicates that the attribute certificate holder cannot assert the privileges indicated in thg attributes
of the attr|bute certificate. This extension can only be inserted into AA attribute certificates, and not into|end-entity
attribute cqrtificates. If present, this extension shall always-be flagged as critical.

noAssertlion EXTENSION ::= {
SYNT. NULL
IDENTIFIED BY id-ce-noAssertion ‘}

17.6 Recognition of authority.extensions

17.6.1  Requirements

The following requirements relate to recognition of authority:

d) the localkSOA may wish to specify how attributes assigned in a remote domain are mapped into roles
known-to relying parties in the local domain;

B) thestocal SOA may want to constrain which privilege attributes a remote SOA is trusted to assign to which
entities;

® the local SOA-mav need to be able to constrain-the name forms and name spaces-withinwhidh a remote
7 < &Y N & N e & & i <

SOA can assign privilege attributes to users.

17.6.2  ROA extensions

The following extensions are defined:
a) Allowed attribute assignments;
b) Attribute mappings;
¢) Holder name constraints.
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17.6.2.1 Allowed attribute assignments extension
This extension says which privilege attributes a remote domain SOA is trusted to issue to whom.
allowedAttributeAssignments EXTENSION ::= ({

SYNTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttributeAssignments }

AllowedAttributeAssignments ::= SET OF SEQUENCE {
attributes [0] SET OF CHOICE {
attributeType [0] AttributeType,
attributeTypeandValues [1] Attribute{{SupportedAttributes}},
. },
holderDomain [1] GeneralName,
}
Each allowed-attributs 8s-a-s6t o tbutetypes-and/o es—togetherwith-the-name-space which

s that have
ger domain

defines thel holder domain. Of the name forms available through the GeneralName type, only those name for
a well-defiped hierarchical structure may be used for the holder domain. The value that is specified for the hol
forms the guperior node of a subtree within which all the holder names must fall.

All the allgwed attributes specified in this extension should also be specified in the attributes component of the attribute
certificate.If an attribute is specified in this extension, but it is not in the attributes component;_then it is igngred (i.e., it
is not trusted). If an attribute is in the attributes component, but not in this extension, then itis’trusted and hag no further
constraintd on the holders to which it can be issued (other than that which might optionally be specified if the name
constraintd extension).

If this extepsion is present, it shall be flagged as critical.

17.6.2.2 Attribute mappings extension

This extengion says how the attributes in the remote, trusted domain map.into attributes in the local domain.

attribufjeMappings EXTENSION ::= ({
SYNT AttributeMappings
IDENTIFIED BY id-ce-attributeMappings }

AttribufleMappings ::= SET OF CHOICE ({
typeMappings [0] SEQUENCE ({
locall [0] AttributeTyps,
remote [1] AttributeType,
e}y
typeValueMappings [1] SEQUENCE.{
loc [0] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue,
}}

An attribute mapping can be,at\the type or value level.
When attrjbute mapping.is\at the attribute value level, each attribute value in the remote domain is mapged into an
equivalentlattribute value-in the local domain.

NOTE 1 — Attribute-value mappings may have a many-to-many relationship.
When attribute \mapping is at the attribute type level, all the values assigned in the remote domain must jalready be
understood byyand have an equal value in, the local domain.

NOTE 2 — This attribute mapping is a one-to-one mapping.

17.6.2.3 Holder name constraints extension

This extension constrains the name forms and name spaces in which a subordinate AA or a remote SOA and its
subordinate AAs can issue attribute certificates.

This extension indicates that constraints are being placed on the name forms and name spaces of all name forms in attribute
certificates issued by this AA and all subsequent AAs in the attribute certificate chain. If this extension is absent from all
attribute certificates in an attribute certificate chain, then no constraints are placed on any name spaces in the attribute
certificate chain. If this extension is present in an attribute certificate, then constraints are automatically placed on the
name spaces of every name form in the attribute certificate chain from this point onwards, regardless of whether the name
form is explicitly included in the extension or not, i.e., the default constraint on each name form excludes the entire name
space.
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NOTE — Because there can be an unbounded set of registeredID name forms, then it is not possible for new name forms to be
unconstrained once this extension is present, without the name form being explicitly included in this extension via a permitted
subtree.

This extension is defined as follows:

holderNameConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }

HolderNameConstraintsSyntax ::= SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,

}
GeneralSubtrees ::= SEQUENCE SIZE (l1..MAX) OF GeneralSubtree
General tree ::= SEQUENCE {
base GeneralName,
minim [0] BaseDistance DEFAULT O,
maxim [1] BaseDistance OPTIONAL,
}
BaseDistlance ::= INTEGER (0. .MAX)

The permjttedSubtrees and excludedSubtrees components each specify one er\more naming subtreep of one or
more namq forms. Each subtree is defined by the name of the root of the subtree, i.e., thébase component, and, joptionally,
within that subtree, an area that is bounded by upper and/or lower levels.

An empty fistinguished name sequence is equivalent to a wildcard and means that all DNs fall within the subfree.

The minijum component specifies the upper bound of the area within thé.subtree. All names whose final name gomponent
is above the level specified are not contained within the area. A value,6f'minimum equal to zero (the default) cprresponds
to the base} i.e., the top node of the subtree. For example, if minimum is set to one, then the naming subtree excludes the
base node put includes subordinate nodes.

The maximum component specifies the lower bound of the-area within the subtree. All names whose last component is
below the [evel specified are not contained within the area: A value of maximum of zero corresponds to the base, i.e., the
top of the gubtree. An absent maximum component.indicates that no lower limit should be imposed on the areq within the
subtree. Fqr example, if maximum is set to one, themthe naming subtree excludes all nodes except the subtree Base and its
immediate|subordinates.

The permittedSubtrees component is.Used to reduce the constraints placed on the name spaces of one or nore name
forms. Singe the entire name space of{each form is automatically fully excluded when this extension appear$ in an AA
certificate,[the permittedSubtrees. component describes the name space(s) that is(are) permitted. If an entire name
space of a particular name form-isite be permitted, this is achieved by setting the base component to the root gf the name
space.

The optiohal excludedSubtrees component is used to exclude one or more subordinate subtrees| from the
permittedSubtrees{For example, if in the ITU-T X.500 distinguished name space, the subtree C=GB is|permitted,
but the sulptrees C=GB, O=XYZ and C=GB, O=ABC are not permitted, then the permittedSubtrees Will be set to
C=GB and the éxc¢ludedsubtrees Will be set to C=GB, O=XYZ and C=GB, O=ABC. If the excludedSybtrees is
present arldifs name spaces overlap with the permittedSubtrees, the excludedSubtrees statenent takes
precedence:

All holder names in subsequent attribute certificates in a delegation path shall be located in the permitted name spaces for
the attribute certificates to be acceptable. When a certificate holder has multiple names of the same name form then all
such names shall be located in the permitted name space of that name form for the certificate to be acceptable. When a
certificate holder has multiple names in different name forms, each name shall be located in the permitted name space of
that name form for the certificate to be acceptable.

Of the name forms available through the GeneralName type, only those name forms that have a well-defined hierarchical
structure may be used in these components.

The directoryName name form satisfies this requirement; when using this name form, a naming subtree corresponds to
a DIT subtree. An attribute certificate is considered subordinate to the base (and therefore a candidate to be within the
subtree) if the sequence of RDNs, which forms the full distinguished name in base, matches the initial sequence of the
same number of RDNs which forms the first part of the distinguished name of the holder of the attribute certificate.
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The distinguished name of the holder of the certificate may have additional trailing RDNs in its sequence that do not
appear in the distinguished name in base. The distinguishedNameMatch matching rule is used to compare the value
of base with the initial sequence of RDNs in the distinguished name of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If a privilege verifier does not
recognize a name form used in any base component, and

—  that name form also occurs in the holder component of a subsequent attribute certificate in the chain,
then that attribute certificate shall be handled as if an unrecognized critical extension had been encountered;
or

— that name form does not occur in the holder component of a subsequent attribute certificate in the chain,
then this name form can be ignored.

If a privilege verifier does not recognize a name form that occurs in the holder component of a subsequent attribute
certificate in the chain from that in which this extension appeared, but that name form does not occur in any base
componenf of this extension, then that attribute certificate shall be rejected.

This extengion shall always be flagged as critical.

A privilegg verifier shall check that the attribute certification path being processed is within the canstraints specified by
the value ip this extension.

17.6.2.4 Relationship of delegated name constraints to holder name constraints

The deldgatedNameConstraints extension described in clause 17.5.2.2 has-the same semantics as the
nameConsjtraints extension of public-key certificates, which is that every name fofm is allowed unless gpecifically
constrainegl. The holderNameConstraints extension on the other hand, whilsthaving the same syntax, has tihe opposite
semantics;|which is that, once the extension is present, every name form is denied unless specifically permitfed. If both
the deleghptedNameConstraints extension and the holderNameConstraints extension appear in the same attribute
certificate,[then the excluded name spaces are the union of the excludéd name spaces from both extensions|whilst the
included name spaces are the intersection of the name spaces from poth/extensions.

17.7 Use of alternative digital signature algorithnxand digital signature extensions

17.7.1 1ntroduction

There is a peed to provide capabilities for easy migration within a PMI from one set of cryptographic algorithmg to another
more suitaple set of cryptographic algorithms. The-following cryptographic algorithm and digital signature extgnsions are
defined fof that purpose:

d) alternative digital signature algorithm extension; and
) alternative signature value extension.

These extepsions may be included.itnboth AA certificates and attribute certificates. Alternative digital signatur¢ algorithm
extension gnd alternative signatune value extension may also be used as ACRL extensions.

17.7.2  Wse of alternative-signature algorithm extension

Alternative signaturg-algorithm extension is defined in clause 9.8.3 for use for public-key certificates and ¢RLs. This
extension may also-be’used for attribute certificates and ACRLSs.

The proceflure’ specified in clause 9.8.3 shall be followed by replacing public-key certificate and CRL Wilh attribute
certificate Rnd- ACRL s_respectively

17.7.3  Use of alternative signature value extension

Alternative signature value extension is defined in clause 9.8.4 for use for public-key certificates and CRLs. This
extension may also be used for attribute certificates and ACRLSs.

The procedure specified in clause 9.8.3 shall be followed by replacing public-key certificate and CRL with attribute
certificate and ACRLs, respectively. The last paragraph shall be changed to:

The procedures for creating and validating alternative digital signatures are specified in:
—  clause 14.3 for attribute certificates and,;
—  clause 14.5.3 for ACRLs.
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18 Delegation path processing procedure

Delegation path processing is carried out by a privilege verifier. The path processing rules for attribute certificates are
somewhat analogous to those for public-key certificates.

Other components of the path processing that are not addressed in this clause include verification of certificate signatures,
validation of certificate validity periods, etc.

For delegation paths consisting of a single certificate (i.e., the privileges were assigned directly to the privilege asserter
by the SOA), only the basic procedure, as described in clause 18.1 below is required, unless the privilege is assigned to a
role. In that case, if the privilege verifier is not configured with the specific privileges of the role, it may need to obtain
the role specification certificate that assigns the specific privileges to the role as described in clause 18.2 below. If the
privilege asserter was delegated its privilege by an intermediary AA, then the delegation path procedure in clause 18.3 is
also required. These procedures are not performed sequentially. The role processing procedure and delegation processing
procedure are done prior to the determination of whether or not the asserted privileges are sufficient for the context of use
within the paste pluucduuc.

18.1 asic processing procedure

The signatpire on every certificate in the path shall be verified. Procedures related to validating signatures and public-key
certificated are not repeated in this clause. The privilege verifier shall verify the identity of every'entity in the path, using
the procedlires of clause 12. Note that checking the signature on an attribute certificate necessarily involves cijecking the
referenced|public-key certificate for its validity. Where privileges are assigned using attribute-certificates, pathjprocessing
engines willl need to consider elements of both the PMI and the PKI in the course of determining the ultimate|validity of
a privilege| asserter's attribute certificate. Not all attribute certificate issuers need-have public-key certificate$ issued by
the same tfust anchor CA (or one of its subordinate CAs), in which case multiple-PKI certification paths will|need to be
followed. Once that validity has been confirmed, the privileges contained in thatcertificate may be used depgnding on a
comparisof with the relevant privilege policy and other information associated with the context in which the certificate
is being used.

The context of use shall determine if the privilege holder actually intended to assert the contained privilege for use with
that context. The fact that a chain of certificates to a trusted SOAexists is not in itself enough upon which tq make this
determinatjon. The willingness of the privilege holder to use\that certificate has to be clearly indicated and verified.
However, mechanisms to ensure that such a privilege assertion has been adequately demonstrated by the privilege holder
are outsidg the scope of this Specification. As an example, such a privilege assertion may be verifiable if the privilege
holder sigrned a reference to that certificate, thereby indicating their willingness to use that certificate for that gontext.

For each gttribute certificate in the path that does not contain the noRevavail extension, the privilege vdrifier shall
ensure thaf the attribute certificate has not been-revoked.

The privilgge verifier shall ensure that the.asserted privilege is valid for the time called "time of evaluation™|which can
be done fof any time, i.e., the current time of checking or any time in the past. In the context of an access contfol service,
the checking is always done for the present time. However, in the context of non-repudiation, the checking cpn be done
for a time |n the past or the current'time. When certificates are validated, the privilege verifier shall ensure that the time
of evaluatipn falls within allithe-validity periods of all the certificates used in the path. Also, if any of the ceftificates in
the path cgntain the timeSpecification extension, the constraints placed over the times the privilege can pe asserted
need to alsp allow the privilege assertion to be valid at the time of evaluation.

If the targetingInformation extension is present in the certificate used to assert a privilege, the privilgge verifier
shall check that(the server/service for which it is verifying is included in the list of targets.

If the singlellse extension that is present in the attribute certificate is used to assert a pri\/ilpgp the Inrivils ge verifier
shall check that the attribute certificate has not been asserted prior to the current use.

If the attribute certificate is a role assignment certificate, the processing procedure described in clause 18.2 is needed to
ensure that the appropriate privileges are identified. If the privilege was delegated to the entity rather than assigned directly
by the SOA trusted by the privilege verifier, the processing procedure described in clause 18.3 is needed to ensure that
delegation was done properly.

The privilege verifier shall also determine whether or not the privileges being asserted are sufficient for the context of
use. The privilege policy establishes the rules for making this determination and includes the specification of any
environmental variables that need to be considered. The privileges asserted, including those resulting from the role
procedure in clause 18.2 and the delegation procedure in clause 18.3 and any relevant environmental variables (e.g., time
of day or current account balance) are compared against the privilege policy to determine whether or not they are sufficient
for the context of use. If the acceptablePrivilegePolicies extension is present, the privilege assertion can only
succeed if the privilege policy the privilege verifier is comparing against is one of those contained in this extension.
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If the comparison succeeds, any relevant user notices are provided to the privilege verifier.

18.2 Role processing procedure

If the asserted certificate is a role assignment certificate, the privilege verifier shall obtain the specific privileges assigned
to that role. The name of the role to which the privilege asserter is assigned is contained in the role attribute of the
certificate. The privilege verifier, if not already configured with the privileges of the named role, may need to locate the
role specification certificate that assigns the privileges to that role. Information in the role attribute and in the
roleSpecCertIdentifier extension may be used to locate that certificate.

The privileges assigned to the role are implicitly assigned to the privilege asserter and are therefore included among the
asserted privileges that are compared against the privilege policy in the basic procedure in clause 18.1 to determine
whether or not the asserted privileges are sufficient for the context of use.

18.3 Telegatlon Processing procedure

If the privileges asserted are delegated to the privilege asserter by an intermediary AA, the privilege verifier shall ensure
that the path is a valid delegation path, by ensuring that:

+ each AA that issued a certificate in the delegation path was authorized to do so;
+ each certificate in the delegation path is valid with respect to path and name constraints imposdd on it;

+ each entity in the delegation path is authenticated with a public-key certificate that is valid a¢cording to
any imposed policy constraints;

4+ no AA delegation privilege is greater than the privilege held by that-AA.

In complex delegation-of-authority scenarios, where the delegations form a‘directed graph, with multiple tfusted root
SOAs, it is possible for an AA to combine the privilege attributes it helds in two or more ACs and to [delegate a
combinatign of these attributes to a subordinate in a single, delegated attribute certificate. Validating these split|delegation
paths in difected graphs is much more complex than validating a simple)path through a hierarchical tree of AQs that lead
from a single root SOA. Implementations need to consider carefullyéwhether to allow directed graph type delggations or
to limit delegations to a simple tree structure.

Prior to cdmmencing delegation path validation, the privileége verifier shall obtain the following. Any of thgse may be
provided hy the privilege asserter, or obtained by the privilege verifier from another source, such as the Dirdctory. The
attributes qf the service may be provided to the privilege verifier in a structured document or by other means.

+  Established trust in the public verification key used to validate the trusted SOA's signature. Thjs trust can
either be established through out-0f-band means or through a public-key certificate issued to the SOA by
a CA in which the privilegé\verifier already has established trust. Such a certificate would ¢ontain the
sOAIdentifier extension.

+ The privilege asserter's privilege, encoded in their attribute certificate or subject directory attributes
extension of theirpublic-key certificate.

+ Delegation pathef certificates from the privilege asserter to the trusted SOA.

1+ Dominatienrule for the privilege being asserted; this may be obtained from the attribute descriptor issued
by the SOA responsible for the attribute in question or it may be obtained through out-of-band|means.

+  Privilege policy; this may be obtained from a directory or from some out-of-band means.
+ o~ Environmental variables, including for example, current date/time, current account balance, etg.
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algorithm used by a particular implementation to derive the correct output(s) from the given inputs is not standardized.

In the case where attribute certificates are issued by an indirect issuer (DS), which does not have a full set of privileges
directly assigned to it, the privilege verifier should fully validate the delegation chain as follows:

i) Starting with the end-entity attribute certificate, the privilege verifier extracts the issuer name and the
issuedOnBehalfOf name.

ii) The privilege verifier retrieves the attribute certificate of the issuer and validates that the issuer is an
indirect issuer of the SOA (i.e., has the indirectIssuer extension).

iii) The privilege verifier retrieves the attribute certificate of the issuedonBehalfof AA and validates that
the AA has a superset of the privilege attributes issued to the end entity.

However, in order to aid path determination and validation, certificates may contain the authority information access and
authority key identifier extensions, whose usage is described in clause 18.3.1 below.
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The privilege verifier recurses to step ii) using the attribute certificate of the AA, and thereby moves up the chain until it
arrives at the attribute certificate of an AA that is issued by the SOA.

18.3.1  Verify integrity of domination rule

The domination rule is associated with the privilege being delegated. The syntax and method for obtaining the domination
rule is not standardized. However, the integrity of the retrieved domination rule can be verified. The attribute descriptor
certificate issued by the SOA responsible for the attribute being delegated may contain a HASH of the domination rule.
The privilege verifier may reproduce the HASH function on the retrieved copy of the domination rule and compare the
two hashes. If they are identical, the privilege verifier has the accurate domination rule.

18.3.2  Establish valid delegation path

The privilege verifier shall find the delegation path and obtain certificates for every entity in the path. The delegation path
extends from the direct pr|V|Iege asserter to the SOA. Each mtermedlary certlflcate in the delegatlon path shaII contain
the basicp , , WIS ate shall be
the same| as the holder/subject of the certlflcate WhICh is adjacent to it in the delegatlon path. The
authoritlyAttributeIdentifier extension is used to identify the certificate(s) of the issuer of the curtend certificate
in the delegation path. The authorityInformationAccess extension may be used to locate the appropriate fertificates
of the isguer of the current certificate in the delegation path, as described in clause 18.3.2.1 bglow. The
authoritlyKeyIdentifier extension may be used to locate and identify the public key ofythe issuer of the current
certificate jn the delegation path, as described in clause 18.3.2.2 below. The number of certificates in the path from each
entity to the direct privilege asserter (inclusive) shall not exceed the value of the pathLenConstraint Vplue in the
entity'sbagicAttConstraints extension by more than 2. This is because the pathlienConstraint limits the number
of intermefliary certificates between the two endpoints (i.e., the certificate containing’the constraint and the| end-entity
certificate) so the maximum length is the value of that constraint plus the certificates that are the endpoints.

If delegatedNameConstraints extension is present in any of the certificates in the delegation path, the conftraints are
processed [n the same way as the nameConstraints extension is processed-in the certification path processing procedure
in clause 1p.

If the accpptableCertPolicies extension is present in any-of the certificates in the delegation path, thg privilege
verifier shall ensure that the authentication of each subsequent-entity in the delegation path is done with a jpublic-key
certificate that contains at least one of the acceptable policies:

18.3.2.1 Wse of authority information access extension
The authotity information access (AlA) extension-is'defined in IETF RFC 5280.

The AlA ektension indicates how to access information and services for the issuer of the certificate in which th¢ extension
appears. I the context of attribute certificates, it is used to point to information about the AA that issued the attribute
certificate in which it appears. This information may include online validation services and AA policy data.[(Note that
the locatiop of ACRLSs is not specified in this extension.) This extension may be included in end-entity or A4 ACs, and
it MUST be non-critical.

Each entrylin the sequence AuthorityInfoAccessSyntax describes the format and location of additional ipformation
provided Ry the AA that issued the attribute certificate in which this extension appears. The type and format of the
additional [information(is-specified by the AccessMethod component; the accessLocation component specifies the
location of] this addijtional information. The retrieval mechanism may be implied by the accessMethod or specified by
accessLocation,

In an attribute‘cértificate, the id-ad-caIssuers OID is used when the additional information lists ACs that were issued
to and used by the AA to issue the attribute certificate containing this extension. The referenced attribute certificate(s)
is/are intended to aid relying parties in the selection of an attribute certification path that terminates at a point (SOA or
AA) trusted by the relying party.

When the id-ad-caIssuers OID appears as an accessMethod component, the accessLocation component
describes the referenced description server and the access protocol to obtain the referenced ACs. The accessLocation
component is defined as a GeneralName, Which can take several forms. Where the information is available via HTTP,
FTP, or LDAP, accessLocation should be a uniformResourceIdentifier.

The LDAP URI should specify a distinguishedName and an attribute and may specify a host name, for example:
Idap://1dap.example.com/cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary

Omitting the host name (e.g., ldap:///cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary)
has the effect of specifying the use of whatever LDAP server is locally configured. The URI should list the appropriate
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attribute description for the attribute holding DER encoded ACs. Note that in LDAP it is generally not possible to specify
the exact set of ACs that were used to issue the attribute certificate containing this extension, but rather the
accessLocation points to all the ACs belonging to the issuer of the attribute certificate containing this extension.

The ftp and http URIs should specify either the single DER encoded attribute certificate that was used to issue the attribute
certificate containing this extension, or a filestore directory containing the set of ACs belonging to the issuer of the
attribute certificate containing this extension. Individual DER encoded attribute certificates should have a file name
ending in .ace, for example:

http://www.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/leader.ace
The filestore directory containing the complete set of ACs for the same entity might be:
ftp://lwww.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/

Where the information is available via the Directory Access Protocol (DAP), accessLocation should be a

directorymme?mmmwttribute
attribute. WWhen the information is available via electronic mail accessLocation should be an rfe822Name. The

semantics pf other caIssuers accessLocation name forms are not defined.

18.3.2.2 Wse of authority key identifier

The AKI ik used to identify the public key to be used to verify the signature on the attribute_certificate in|which this
extension | occurs. It is recommended that the authorityCertIssuexr’)” component |and the
authoritlyCertSerialNumber componentare used together to identify and optionally locate the public-key certificate
of the attripute certificate issuer as follows. The GeneralNames of the authorityCettIssuer component should be
used to narpe the CA which issued the public-key certificate and also to optionally identify where the public-key certificate
can be foynd when it is available via http, ftp, or Idap. In the latter casej0ne of the GeneralNames should be a
uniformResourceIdentifier as specified in clause 18.3.2.1, and should\point to either the LDAP entry holding the
public key}certificate or the filestore directory holding the public-key cértificate or the actual file containing the public-
key certifigate of the attribute certificate issuer. The authorityCertSerialNumber component is used to gpecify the
serial numper of the specific public-key certificate to be used, from(the possible set of public-key certificatgs issued to
the attribufe certificate issuer.

18.3.3 erify privilege delegation

No delegajor can delegate privilege that is greater than the privilege they own. The domination rule in the attribute
descriptor pttribute provides the rules for when a given value is 'less than' another value for the attribute being|delegated.

For each cprtificate in the delegation path, inclading the direct privilege asserter's certificate, the privilege vdrifier shall
ensure that the delegator was authorized to delegate the privilege they own and that the privilege delegated was|not greater
than the prjvilege owned.

For each of these certificates, the privilege verifier shall compare the delegated privilege with the privilege owped by that
delegator, |n accordance with thesdamination rule for the privilege. The privilege owned by the delegator is obtpined from
the adjace;|:t certificate in the-delegation path, as described in clause 18.2. The comparison of the two privileges is done
based on the domination rule-discussed in clause 18.3.1.

18.3.4  Pass/fail determination

Assuming that a.vahid delegation path is established, the privileges of the direct privilege asserter are providgd as input
for the conpparison against the privilege policy as discussed in clause 18.1 to determine whether or not the diregt privilege
asserter hap sufficient privilege for the context of use.

19 PMI directory schema

This clause defines the directory schema elements used to represent PMI information in the Directory. It includes
specification of relevant object classes, attributes and attribute value matching rules.

19.1 PMI directory object classes

This subclause defines object class definitions for representing PMI objects in the Directory.
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19.1.1  PMI user object class

The PMI user object class is used in defining entries for objects that may be the holder of attribute certificates.

pmiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }

19.1.2 PMI AA object class

The PMI AA object class is used in defining entries for objects that act as attribute authorities.

pmiAA OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CdNTAIN {aACertificate |
attributeCertificateRevocationList |
eeAttrCertificateRevocationlList |
attributeAuthorityRevocationList}

iDp id-oc-pmiAA }

19.1.3 BPMI SOA object class

The PMI JOA object class is used in defining entries for objects that act as sources of'authority. Note that if
was authotlized to act as an SOA through issuance of a public-key certificate containing’the soaAIdentifier
a directory| entry representing that object would also contain the pkica object cldss)

pmiSOA JECT-CLASS ::= { -- a PMI Source of Authority
SUBC. S OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList”)|
eeAttrCertificateRevocationlList .}
attributeAuthorityRevocationList\
attributeDescriptorCertificate}

D id-oc-pmiSOA }

19.1.4  Attribute certificate CRL distribution point object class

the object
extension,

The attribyte certificate CRL distribution point object class is used in defining entries for objects that conta|n attribute
certificate and/or attribute authority revocation:Hst segments. This auxiliary class is intended to be combingd with the
crlDistributionPoint structural object€lass when instantiating entries. Since the certificateRevocaltionList
and authdrityRevocationList attriiutes are optional in that class, it is possible to create entries which qontain, for
example, dnly an attribute authority revocation list or entries which contain revocation lists of multiple types,|depending

on the reqyirements.

attCertORLDistributionPt OBJECT-CLASS ::= {

SUBC S OF {top}

KINDL]: auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
eeAttrCertificateRevocationList |

attributeAuthorityRevocationList}
ID id-oc-attCertCRLDistributionPts }

19.1.5 PMI delegation path object class

The PMI delegation path object class is used in defining entries for objects that may contain delegation pat
generally be used in conjunction with entries of structural object class pmiaa.

pmiDelegationPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {delegationPath}
D id-oc-pmiDelegationPath }

hs. 1t will
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19.1.6  Privilege policy object class

The privilege policy object class is used in defining entries for objects that contain privilege policy information.

privilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN ({privPolicy}
ID id-oc-privilegePolicy }

19.1.7  Protected privilege policy object class

The protected privilege policy object class is used in defining entries for objects that contain privilege policies protected
within attribute certificates.

protectedPrivilegePolicy OBJECT-CLASS ::= ({
SUBCLASS—OF—ttop}
KIND auxiliary
MAY CONTAIN {protPrivPolicy}
iD id-oc-protectedPrivilegePolicy }

19.2 PMI directory attributes
This subcl@use defines directory attributes used to store PMI data in directory entries.
19.2.1  Attribute certificate attribute

The following attribute contains end-entity attribute certificates issued to a specific' holder and is stored in the directory
entry of that holder.

attributeCertificateAttribute ATTRIBUTE ::= {
WITH S)YNTAX AttributeCertificate
EQUALIITY MATCHING RULE attributeCertificateExac¢tMatch
ID id-at-attributeCertificate }

19.2.2  AA certificate attribute

The followjing attribute contains attribute certificates issuedto an AA and is stored in the directory entry of the holder AA.

aACertiflicate ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALIITY MATCHING RULE attributeCertificateExactMatch
ID id-at+vaACertificate }

19.2.3  Attribute descriptor certificate attribute

The following attribute containsvattribute certificates issued by an SOA that contain the attributeDelscriptor
extension. [These attribute certificates contain the valid syntax and domination rule specification of privilegg¢ attributes
and is storgd in the directory entry of the issuing SOA.

attribufeDescriptorCertificate ATTRIBUTE ::= ({
WITH SYNTAX AttributeCertificate
EQUALIITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeDescriptorCertificate }

19.2.4  Attribute certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates. These lists may be stored in the directory entry of
the issuing authority, or other directory entry (e.g., a distribution point).

attributeCertificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"AttrCertificateRevocationList"}
LDAP-DESC "X.509 Attr certificate revocation list"
ID id-at-attributeCertificateRevocationList }
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19.2.5 End-entity attribute certificate revocation list attribute type

A value of the following attribute type contains a list of revoked end-entity attribute certificates.

eeAttrCertificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"EEAttrCertificateRevocationList"}
LDAP-DESC "X.509 EEAttr certificate revocation list"
ID id-at-eeAttrCertificateRevocationList }

19.2.6  AA certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates issued to AAs. These lists may be stored in the
directory entry of the issuing authority or other directory entry (e.g., a distribution point).

attribudeAuthorityRevocationList ATTRIBUTE ::= {
WITH S)YNTAX Certificatelist
EQUALIITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP—g;ME {"AACertificateRevocationList"}
LDAP-DESC "X.509 AA certificate revocation list"
iD id-at-attributeAuthorityRevocationList }

19.2.7 Delegation path attribute

The delegdtion path attribute contains delegation paths, each consisting of a sequénge of attribute certificates.

delegatijonPath ATTRIBUTE ::= ({
WITH SYNTAX AttCertPath
iD id-at-delegationPath }

AttCertPath ::= SEQUENCE OF AttributeCertificate

This attriblite can be stored in the AA directory entry and would contain some delegation paths from that AA to other
AAs. Thisjattribute, if used, enables a more efficient retrieval’of delegated attribute certificates that form frequently used
delegation|paths. As such, there are no specific requirements for this attribute to be used and the set of valyes that are
stored in the attribute is unlikely to represent the complete set of delegation paths for any given AA.

19.2.8  Privilege policy attribute

The privildge policy attribute contains information about privilege policies.

privPolilcy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
D id-at-privPolicy }

The polig¢yIdentifier component includes the object identifier registered for the particular privilege poligy.
If content is present, the;complete content of the privilege policy is included.

If pointet is present,/the name component references one or more locations where a copy of the privilege pollicy can be
located. If the hash component is present, it contains a HASH of the content of the privilege policy that should be found
at a refererjced’location. This hash can be used to perform an integrity check of the referenced document.

19.2.9  Protected privilege policy attribute

The protected privilege policy attribute contains privilege policies, protected within attribute certificates.

protPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }

Note that unlike typical attribute certificates, those within the protPrivPolicy attribute contain privilege policies, not
privileges. The issuer and holder components of these attribute certificates identify the same entity. The attribute that is
included in the attribute certificate contained within the protPrivPolicy attribute is either the privPolicy attribute
or the xm1PrivPolicy attribute.
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XML Protected privilege policy attribute

The XML protected privilege policy attribute contains XML encoded privilege policy information.

xmlPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String -- XML-encoded privilege policy information

ID

19.3
This subc

19.31

id-at-xmlPrivPolicy }

PMI general directory matching rules

lause defines matching rules for PMI directory attributes.

Attribute certificate exact match

The attribute certificate exact match rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

attribu
SYNT
ID

Attribu
seria

issuer AttCertIssuer,

}

This matching rule returns TRUE if the components in the attribute value match these'in the presented value.

19.3.2

CertificateExactMatch MATCHING-RULE ::= {
AttributeCertificateExactAssertion
id-mr-attributeCertificateExactMatch }

CertificateExactAssertion ::= SEQUENCE {
umber CertificateSerialNumber,

Attribute certificate match

The attripute certificate matching rule compares a presented,, value with an attribute value| of type
AttributeCertificate. This matching rule allows more complexcmatching than the certificateExacfMatch.

attributeCertificateMatch MATCHING-RULE ::= {
SYNT. AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }
AttributeCertificateAssertion ::= SEQUENCE ({
holde [0] CHOICE {
baselCertificateID [0] IssuerSerial,
holderName [1] GeneralNames,
...} oprioNAL,
issuer [1] GenerdlNames OPTIONAL,
attCerntvalidity [2] GenéralizedTime OPTIONAL,
attT [3] SETOF AttributeType OPTIONAL,
...}
-- At jj:st one component:of the sequence shall be present

The matchjng rule returgs-TRUE if all of the components that are present in the presented value match the corfesponding

components of the attribute value, as follows:

19.3.3

1+ baseCertificateID matches if it is equal to the IssuerSerial component of the storqd attribute
value;

holdexzName-matches if the stared attribute value containg the name extension wi e-samelname type

as indicated in the presented value;

— issuer matches if the stored attribute value contains the name component of the same name type as
indicated in the presented value;

— attCertvalidity matches if it falls within the specified validity period of the stored attribute value; and

— for each attType in the presented value, there is an attribute of that type present in the attributes

component of the stored value.

Holder issuer match

The attribute certificate holder issuer match rule compares for equality a presented value of the holder and/or issuer
components of a presented value with an attribute value of type AttributeCertificate.

holderIssuerMatch MATCHING-RULE ::= {
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SYNTAX HolderIssuerAssertion
ID id-mr-holderIssuerMatch }

HolderIssuerAssertion ::= SEQUENCE ({
holder [0] Holder OPTIONAL,
issuer [1l] AttCertIssuer OPTIONAL,
}

This matching rule returns TRUE if all the components that are present in the presented value match the corresponding

components of the attribute value.

19.3.4  Delegation path match

The delegationPathMatch match rule compares for equality a presented value with an attribute value of type
delegationPath. A privilege verifier may use this matching rule to select a path beginning with a certificate issued by
its SOA and ending with a certificate issued to the AA that issued the end-entity holder certificate being validated.

delega;ﬂonPathMatch MATCHING-RULE ::= {
SYNT DelMatchSyntax
iD id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
firstIlssuer AttCertIssuer,
lastHolder Holder,

}

This matclping rule returns TRUE if the presented value in the firstIssuer component matches the cor
elements of the issuer component of the first certificate in the SEQUENCE in the'stored value and the present|
the 1astHplder component matches the corresponding elements of the holder’component of the last certif

extensionPresenceMatch MATCHING-RULE ::= {
SYNT EXTENSION. &id
ID id-mr-extensionPresenceMatch, (}

This matching rule returns TRUE if the certificate contains the particular extension.

esponding
bd value in
cate in the

particular
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Annex A

Public-key and attribute certificate frameworks

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value, and information object class definitions contained in this Specification
in the form of three ASN.1 modules: AuthenticationFramework, CertificateExtensions and
AttributeCertificateDefinitions.

-- A.l1 - Authentication framework module

AuthenticationFramework

{joint=iso=-itu-t ds(5) module(l) authenticationFramework(7) 9}

BEGIN
-- EXPORTS All
/*
The typels and values defined in this module are exported for use in the\other ASN|1
modules |[contained within the Directory Specifications, and for the use) of other
applicatlions which will use them to access Directory services. Other-applications|may
use them for their own purposes, but this will not constrain extensions and
modifications needed to maintain or improve the Directory serwvice'.
*/
IMPORTS

id-jlasx, id-at, id-1dx, id-1sx, id-mr, id-nf, id-oa, {id-oc, id-sc

FROM UsefulDefinitions

{jloint-iso-itu-t ds(5) module(l) usefulDefinitiehs(0) 9} WITH SUCCESSORS
ATTRIBUTE, Attribute{}, DistinguishedName, distinguishedNameMatch, MATCHING-RULE, Name,

NAME-FORM, OBJECT-CLASS,

bitStringMatch, boolean, booleanMatchy’  caseExactMatch, commonName,
direcHoryString, generalizedTime,
generallizedTimeMatch, generalizedTimeOrderingMatch, integer, integerMatch,
integerOrderingMatch, octetString, octetStringMatch,
UnboundedDirectoryString, Uniqueldentifier, uri

FROM SelectedAttributeTypes

algorijthmIdentifierMatch, certificateExactMatch, certificatelListExactMatch,
certifficatePairExactMatch, CertificatePoliciesSyntax, CertPolicyId, GeneralNameg,
KeyUsage, pkiPathMatch, policyMatch,

CertiflicateAssertion, CertificateExactAssertion, CertificatelistAssertion,
CertiflicatelilstExactAssertion, CertificatePairAssertion,
CertiflicatePairExactAssertion

FROM, CertificateExtensions
{Joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 9} WITH SUCCESBEORS ;

-- parameterized types

SIGNATURE ::= SEQUENCE ({
agorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
signature BIT STRING,
}
SIGNED{ToBeSigned} ::= SEQUENCE ({
toBeSigned ToBeSigned,
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
signature BIT STRING,

ey
[[4:

altAlgorithmIdentifier AlgorithmIdentifier{{SupportedAltAlgorithms}} OPTIONAL,
altSignature BIT STRING OPTIONAL]]

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019) 127


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

} (WITH COMPONENTS {..., altAlgorithmIdentifier PRESENT, altSignature PRESENT } |
WITH COMPONENTS {..., altAlgorithmIdentifier ABSENT, altSignature ABSENT } )

HASH{ToBeHashed} ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
hashvValue BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded
-- octets of a value of -- ToBeHashed } ),

}

ENCRYPTED { ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure
-- to the BER-encoded octets of a value of -- ToBeEnciphered } )

ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY ({
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)

-- octetsof 3 value of == ToBesSigned == and thenm applying an encipherment procedure
-- to [those octets -- } )

ALGORITHM ::= CLASS {

&Type OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ PARMS &§Typel

IDENTIFIED BY &id }

AlgorithmIdentifier {ALGORITHM: SupportedAlgorithms} ::= SEQUENCE\ {
algorijthm ALGORITHM. &id ({SupportedAlgorithms}),
paramejters ALGORITHM. &§Type ( {SupportedAlgorithms} {@algorithm}) OPTIONAL,

}

/* The finitions of the following information obfect sets are deferred to referencing
specifidations having a requirement for specificiinformation object sets.*/

Support lgorithms ALGORITHM ::= {...}
Support ltAlgorithms ALGORITHM ::= {...}
FingerPrlint {ToBeFingerprinted} ::= SEQUENCE ({
algorijthmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
fingerprint BIT STRING,
}
ecPublidKey ALGORITHM ::= { ,~=~\copied IETF RFC 5480
PARMS]: SupportedCurves
IDENTIFIED BY id-ecPublicKey }
id-ecPublicKey OBJECT,IDENTIFIER ::= {iso(l) member-body (2) us(840) ansi-X9-62(10p45)
keyType(2) 1 }

/* The finitions~of the following information value set is deferred to referencing
specifidations ‘’having a requirement for specific value sets.*/

SupportedCurves OBJECT IDENTIFIER ::= {dummyCurv, ...}

dummyCurv OBJECT IDENTIFIER ::= {2 5 5}

-- public-key certificate definition

Certificate ::= SIGNED{TBSCertificate}
TBSCertificate ::= SEQUENCE ({
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo,

issuerUniqueldentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,

.7
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[[2: -- if present, version shall be v2 or v3
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL]],
[[3: -- if present, version shall be v2 or v3

extensions [3] Extensions OPTIONAL ]]

-- If present, version shall be v3]]
} (CONSTRAINED BY { -- shall be DER encoded -- } )

Version ::= INTEGER {v1(0), v2(1l), v3(2)}
CertificateSerialNumber ::= INTEGER

Validity ::= SEQUENCE {
notBefore Time,
notAfter Time,

}

SubjectPubTicKeyINfs T = SEQUENCE—{
algorijthm AlgorithmIdentifier{{SupportedAlgorithms}},

subjedtPublicKey PublicKey,
}

PublicKely ::= BIT STRING

Time ::=5 CHOICE {
utcTi UTCTime,
generallizedTime GeneralizedTime }
Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension
-- For ose extensions where ordering of individual exteénsions within the SEQUENCE is
-- signijfficant, the specification of those individual_ extensions shall include the
-- rules for the significance of the order therein
: := SEQUENCE {
EXTENSION. &id ({ExtensionSet}),
1 BOOLEAN DEFAULT FALSE,
ue OCTET STRING
AINING EXTENSION. &ExtnType ({ExtensionSet}{@extnId})

CODED BY der),

Extensi
extnI
criti
extnV.

(CO

}

der OBJECT IDENTIFIER ::=
{joinY-iso-itu-t asnl(l) ber-derived(2) distinguished-encoding (1)}

ExtensionSet EXTENSION ::= { .~}

EXTENS = CLASS {
OBJECT- IDENTIFIER UNIQUE,
&Extn
WITH S
SYNT. SExXtnType

IDENTIFIED BY\ &id }

-- other] PKI..certificate constructs

Certificates ::= SEQUENCE {
userCertificate Certificate,
certificationPath ForwardCertificationPath OPTIONAL,

}

ForwardCertificationPath ::= SEQUENCE SIZE (1..MAX) OF CrossCertificates

CrossCertificates SET SIZE (l1..MAX) OF Certificate
CertificationPath SEQUENCE {

userCertificate Certificate,

theCACertificates SEQUENCE SIZE (1..MAX) OF CertificatePair OPTIONAL,

}

PkiPath ::= SEQUENCE SIZE (1..MAX) OF Certificate
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-- certificate revocation list (CRL)

Certificatelist ::= SIGNED{CertificatelListContent}
CertificatelListContent ::= SEQUENCE ({
version Version OPTIONAL,
-- if present, version shall be v2
signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE ({
serialNumber CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL,
...} OPTIONAL,
4
cey
crlExtensions [0] Extensions OPTIONAL }
CertAVL |: := SIGNED {TBSCertAVL}
TBSCer := SEQUENCE ({
versi [0] IMPLICIT Version DEFAULT vl,
serialNumber AvlSerialNumber OPTIONAL,
signatjure AlgorithmIdentifier {{SupportedAlgorithms}},
issue Name,
constrjained BOOLEAN,
entri SEQUENCE (SIZE (1..MAX)) OF SEQUENCE ({
idT CHOICE {
tIdentifier [0] PKCertIdentifier,
entityGroup DistinguishedName, ~= only for constrained = FALBE
. },
entryExtensions [1] IMPLICIT Extensions 'OPTIONAL,
’
ceey
avlExtensions Extensions OPTIONAL }
AvlSerialNumber ::= INTEGER (0..MAX)
PKCertIdentifier ::= CHOICE ({
issuerSerialNumber IssuerSerialNumber,
fingerprintPKC [0] AMPLICIT FingerPrint {Certificate},
fingerprintPK [1] “IMPLICIT FingerPrint {PublicKey},
IssuerSerialNumber ::= SEQUENCE {
issue Name,
serialNumber CektificateSerialNumber,
}
-- PKI object‘classes
pkiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP-NAME {"pkiUser"}
LDAP-DESC "X.509 PKI User"
iD id-oc-pkiUser }
pPkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |

certificateRevocationList |

eepkCertificateRevocationList |

authorityRevocationList |

crossCertificatePair}
LDAP-NAME {"pkica"}
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LDAP-DESC "X.509 PKI Certificate Authority"

D id-oc-pkiCA }
cRLDistributionPoint OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND structural

MUST CONTAIN {commonName }

MAY CONTAIN {certificateRevocationList |

eepkCertificateRevocationList |
authorityRevocationList |
deltaRevocationList}

LDAP-NAME {"cRLDistributionPoint"}

LDAP-DESC "X.509 CRL distribution point"

ID id-oc-cRLDistributionPoint }
cRLDistPtNameForm NAME-FORM ::= {

NAMES CRLDIStributionPoint

WITH TRIBUTES {commonName }

ID id-nf-cRLDistPtNameForm }
deltaCRL OBJECT-CLASS ::= {

SUBC. S OF {top}

KIND auxiliary

MAY CONTAIN {deltaRevocationList}

LDAP- {"deltaCRL"}

LDAP- "X.509 delta CRL"

ID id-oc-deltaCRL }
cpCps O CT-CLASS ::= {

SUBC OF {top}

KIND auxiliary

MAY CONTAIN {certificatePolicy |

certificationPracticeStmt}
LDAP- {"cpCps"}

"Certificate Policy and Cerxtification Practice Statement"
id-oc-cpCps }

pkiCertPath OBJECT-CLASS ::= {
SUBC S OF {top}
KIND auxiliary
MAY CONTAIN {pkiPath}
LDAP- {"pkiCertPath!}
LDAP- "PKI Certification Path"
D id-oc-pkiCertPath }
-- PKI directory attributes
userCertfificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALIITY MATCHING-RULE certificateExactMatch
LDAP-S|YNTAX x509Certificate. &id
LDAP—Q;ME {"userCertificate"}
LDAP-DESC "X.509 user certificate"
ID id-at-userCertificate }
cACertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"cACertificate"}
LDAP-DESC "X.509 CA certificate"
ID id-at-cAcertificate }
crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
LDAP-SYNTAX x509CertificatePair. &id
LDAP-NAME {"crossCertificatePair"}
LDAP-DESC "X.509 cross certificate pair"
ID id-at-crossCertificatePair }
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CertificatePair ::= SEQUENCE ({
issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [1] Certificate OPTIONAL,
R |
(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |

WITH COMPONENTS { ..., issuedByThisCA PRESENT})
certificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"certificateRevocationList"}

LDAP-DESC "X.509 certificate revocation list"

ID id-at-certificateRevocationList }
eepkCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP—g;ME {"eepkCertificateRevocationList"}

LDAP-DESC "X.509 EEPK certificate revocation list"

iD id-at-eepkCertificateRevocationList }
authorifiyRevocationList ATTRIBUTE ::= ({

WITH S)YNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP- {"authorityRevocationList"}

LDAP- "X.509 authority revocation list!

iDp id-at-authorityRevocationList ¥}

cationList ATTRIBUTE ::= {

TAX Certificatelist

Y MATCHING RULE certificatelistExactMatch
TAX x509CertificatelListe &id

LDAP- {"deltaRevocationList"}
LDAP- "X.509 delta revocation list"
ID id-at-deltaRevocationList }
support lgorithms ATTRIBUTE ::= {
WITH TAX SupportedAlgorithm
EQUALIITY MATCHING RULE algorithmIdentifierMatch
LDAP- TAX x509SupportedAlgorithm. &id
LDAP- {''supportedAlgorithms"}
LDAP- "X..509 support algorithms"
D id-at-supportedAlgorithms }
Support lgorithm ::= 'SEQUENCE ({
algorilthmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
intendedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL,
}
certifigationPracticeStmt ATTRIBUTE ::= {
WITH TAX InfoSyntax
ID id-at-certificationPracticeStmt }
InfoSyntax ::= CHOICE ({

content UnboundedDirectoryString,
pointer SEQUENCE {
name GeneralNames,
hash HASH{HashedPolicyInfo} OPTIONAL,
},
POLICY ::= TYPE-IDENTIFIER
HashedPolicyInfo ::= POLICY.&Type ({Policies})

Policies POLICY ::= {...} -- Defined by implementors
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certificatePolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
EQUALITY MATCHING RULE policyMatch
D id-at-certificatePolicy }
PolicySyntax ::= SEQUENCE {
policyIdentifier PolicyID,
policySyntax InfoSyntax,
o}
PolicyID ::= CertPolicyId
pkiPath ATTRIBUTE ::= ({
WITH SYNTAX PkiPath
EQUALITY MATCHING RULE pkiPathMatch
D id-at-pkiPath }
supportJdPublicKeyAlgorithms ATTRIBUTE ::= ({
WITH SYNTAX SupportedPublicKeyAlgorithms
EQUALIITY MATCHING RULE algorithmIdentifierMatch
LDAP-SYNTAX x509SupportedPublicKeyAlgos. &id
LDAP—g;ME {"supportedPublicKeyAlgorithms"}
LDAP-DESC "X.509 supported publiv key algorithms"
iD id-at-supportedPublicKeyAlgorithms }
SupportedPublicKeyAlgorithms ::= SEQUENCE {
algorijthmIdentifier AlgorithmIdentifier{{SupportedPublicKeyAlgos}},
minKey|Size INTEGER,
extenslions [0] SEQUENCE SIZE (1..MAX) OF 0idOrAttr OPTIONAL,
}
SupportedPublicKeyAlgos ALGORITHM ::= {...}
0idOrAtYr ::= CHOICE {
oid ATTRIBUTE. &id ({ ExtAttributes }),
attribute Attribute {{ ExtAttributes }},
}
ExtAttributes ATTRIBUTE ::= {...}
userPassword ATTRIBUTE ::= ({

WITH TAX OCTET STRING (SIZE (0..MAX))

EQUALITY MATCHING RULE octetStringMatch

LDAP- TAX octetString. &id

LDAP- {"userPassword"}

ID id-at-userPassword }
-- LDAP jattribute syntaxes defined by this Specification
x509SupportedPublicKeyAlgos SYNTAX-NAME ::= {

LDAP-DESC "X.509 supported publiv key algorithms"

DIRECTIORY SYNTAX SupportedPublicKeyAlgorithms

D id-asx-x509SupportedPublicKeyAlgos }
-- LDAP [syntaxes defined by IETF RFC 4523
x509Certificate SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate"

DIRECTORY SYNTAX Certificate

ID id-1sx-x509Certificate }
x509CertificatelList SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List"

DIRECTORY SYNTAX Certificatelist

ID id-1sx-x509CertificatelList }
x509CertificatePair SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair"

DIRECTORY SYNTAX CertificatePair

D id-1sx-x509CertificatePair }
x509SupportedAlgorithm SYNTAX-NAME ::= ({
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LDAP-DESC "X.509 Supported Algorithm"
DIRECTORY SYNTAX SupportedAlgorithm
iD id-1sx-x509SupportedAlgorithm }

-- object identifier assignments

-- object classes

id-oc-pkiUser
id-oc-pkiCA
id-oc-deltaCRL
id-oc-cpCps
id-oc-pkiCertPath

-- name forms

id-at-userPassword

id-at-cAcertificate

id-at-pKiPath

id-oc-cRLDistributionPoint OBJECT IDENTIFIER ::= {id-oc 19}
OBJECT IDENTIFIER ::= {id-oc 21}
OBJECT IDENTIFIER = {id-oc 22}
OBJECT IDENTIFIER = {id-oc 23}
OBJECT IDENTIFIER = {id-oc 30}
OBJECT IDENTIFIER = {id-oc 31}
id-nf-cRLDistPtNameForm OBJECT IDENTIFIER = {id-nf 14}
-- diredtory attributes
OBJECT IDENTIFIER = {id-at 35}
id-at-uslerCertificate OBJECT IDENTIFIER = {id-at 36}
OBJECT IDENTIFIER = {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER = {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER = {id-at- 39}
id-at-crjossCertificatePair OBJECT IDENTIFIER = {id-atv40}
id-at-supportedAlgorithms OBJECT IDENTIFIER = {id-at 52}
id-at-delltaRevocationList OBJECT IDENTIFIER =+«{id-at 53}
id-at-certificationPracticeStmt OBJECT IDENTIFIER =_{id-at 68}
id-at-cefrtificatePolicy OBJECT IDENTIFIER,::= {id-at 69}
OBJECT IDENTIFIER::= {id-at 70}
id-at-eepkCertificateRevocationList OBJECT IDENTIFIER ::= {id-at 101}
id-at-supportedPublicKeyAlgorithms OBJECT IDENTIFIER ::= {id-at 103}
-- Syntaxes defined by this Specification
id-asx-x509SupportedPublicKeyAlgos OBJECT IDENTIFIER = {id-asx 10}
-- LDAP |[defined syntaxes
id-1sx-x509Certificate OBJECT IDENTIFIER = {id-1sx 8}
id-1sx-x509Certificatelist OBJECT IDENTIFIER = {id-1sx 9}
id-1sx-x509CertificatePair OBJECT IDENTIFIER = {id-1sx 10}
id-1sx-x509SupportedAlgorithm OBJECT IDENTIFIER = {id-1sx 49}

END -- thenticationFramework

-- A.2 -| Certificate extensions module

CertifidateExtensions

{joinYg-iso-itu-t ds(5) module(l) certificateExtensions(26) 9}

DEFINITIONS ,IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL
IMPORTS

id-at, id-ce, id-1dx, id-mr
FROM UsefulDefinitions

{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

Name, RelativeDistinguishedName, Attribute{}, MATCHING-RULE,

SupportedAttributes, SYNTAX-NAME
FROM InformationFramework

{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

AvlSerialNumber, CertificateSerialNumber, Certificatelist, AlgorithmIdentifier{},

EXTENSION, Time, PolicyID, SupportedAlgorithms

FROM AuthenticationFramework

134 Rec. ITU-T X.509 (10/2019)

© ISO/IEC 2020 - All rights reserved



https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)
{joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSORS

UnboundedDirectoryString
FROM SelectedAttributeTypes
{joint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS

ORAddress
FROM PkiPmiExternalDataTypes
{joint-iso-itu-t ds(5) module(l) pkiPmiExternalDataTypes (40) 9} WITH SUCCESSORS ;

-- Unless explicitly noted otherwise, there is no significance to the ordering
-- of components of a SEQUENCE OF construct in this Specification.

-- public-key certificate and CRL extensions

authorityKeyIdentifier EXTENSION ::= {
SYNTAﬁ;————————Autncrttyxeyrdentttter
IDENTIFIED BY id-ce-authorityKeyIdentifier }

AuthoriflyKeyIdentifier ::= SEQUENCE ({
keyIdentifier [0] KeyIdentifier OPTIONAL,
authorjityCertIssuer [1] GeneralNames OPTIONAL,
authorjityCertSerialNumber [2] CertificateSerialNumber OPTIONAL,

..}
(WITH [COMPONENTS {..., authorityCertIssuer PRESENT,

authorityCertSerialNumber PRESENT } |
WITH [COMPONENTS {..., authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT _}\ )

KeylIdentifier ::= OCTET STRING
subjectKeyIdentifier EXTENSION ::= ({
SYNT SubjectKeylIdentifier

IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier ::= KeyIdentifier
keyUsagel EXTENSION ::= {
SYNT. KeyUsage

IDENTIFIED BY id-ce-keyUsage }

KeyUsageg ::= BIT STRING {
digitallSignature (0),
contentCommitment (1),
keyEndipherment (2),
dataEncipherment (3),
keyAgrieement (4),4
keyCerltSign (5)
cRLSi (6),
encipherOnly (7),
decipherOnly (8) 1}

extKeyUslage [EXTENSION ::= {

SYNT SEQUENCE SIZE (1..MAX) OF KeyPurposeId

IDENTIHFIED BY id-ce-extKeyUsage }

KeyPurposelId ::= OBJECT IDENTIFIER
privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod

IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL,
...}

(WITH COMPONENTS {..., notBefore PRESENT
WITH COMPONENTS {..., notAfter PRESENT

—
~ —

certificatePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
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IDENTIFIED BY id-ce-certificatePolicies }
CertificatePoliciesSyntax ::= SEQUENCE SIZE (l1l..MAX) OF PolicyInformation
PolicyInformation ::= SEQUENCE ({

policyIdentifier CertPolicyId,

policyQualifiers SEQUENCE SIZE (1..MAX) OF PolicyQualifierInfo OPTIONAL,
}

CertPolicyId ::= OBJECT IDENTIFIER

PolicyQualifierInfo ::= SEQUENCE ({
policyQualifierId CERT-POLICY-QUALIFIER.&id ({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER. &Qualifier

({SupportedPolicyQualifiers}{@policyQualifierId}) OPTIONAL,
}

SupportJdPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}
anyPoligdy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}
CERT-POLICY-QUALIFIER ::= CLASS {

&id OBJECT IDENTIFIER UNIQUE,

&Qualilfier OPTIONAL }
WITH SYNTAX {

POLICY-QUALIFIER-ID &id

[QUALIFIER-TYPE &Qualifier] }

pings EXTENSION ::= {
PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

pingsSyntax ::= SEQUENCE SIZE (1..MAX) OE SEQUENCE ({
omainPolicy CertPolicyld,
tDomainPolicy CertPolicyId,

authorizlationValidation EXTENSION ::= {
Avlid
IDENTIFIED BY id-ce-authorizationValidation }

AvlId SEQUENCE {

issue Name,

serialNumber AvlSerialNumber‘\OPTIONAL,
subjec tName EXTENSION.:= {

SYNT. GeneralNames

IDENTIFIED BY idzce~subjectAltName }

General es ::= SEQUENCE SIZE (1..MAX) OF GeneralName
General e ;2= CHOICE {
other =) [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IAS5String,
dNSName [2] 1IA5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IAS5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,
}
OTHER-NAME ::= TYPE-IDENTIFIER
EDIPartyName ::= SEQUENCE ({
nameAssigner [0] UnboundedDirectoryString OPTIONAL,
partyName [1] UnboundedDirectoryString,

}
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issuerAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}
associatedInformation EXTENSION ::= {
SYNTAX AttributesSyntax

IDENTIFIED BY id-ce-associatedInformation }

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENT

BasicConstraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER(O..MAX) OPTIONAL,

nameConsjtraints EXTENSION ::= ({
SYNT. NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }

NameConsjtraintsSyntax ::= SEQUENCE ({
permiftedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,
..}
(WITH [COMPONENTS {..., permittedSubtrees PRESENT_ k1|
WITH [COMPONENTS {..., excludedSubtrees PRESENT) V¥V )
General trees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
General tree ::= SEQUENCE {
base GeneralName,
minim [0] BaseDistance DEFAULT O,
maxim [1] BaseDistance OPTIONAL,
}
BaseDistlance ::= INTEGER (0. .MAX)
policyConstraints EXTENSION = ({
SYNT PolicyConstraintsSyntax

IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE ({
requineExplicitPolicy [0] SkipCerts OPTIONAL,
inhibijtPolicyMapping [1] SkipCerts OPTIONAL,

(WITH [COMPONENTS {..., requireExplicitPolicy PRESENT } |
WITH [COMPONENTS {..., inhibitPolicyMapping PRESENT } )
SkipCerts ::= INTEGER (0. .MAX)
inhibitAnyPolicy EXTENSION ::= {
SYNTAX SkipCerts

IDENTIFIED BY id-ce-inhibitAnyPolicy }

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER(O0..MAX)
crlScope EXTENSION ::= {
SYNTAX CRLScopeSyntax

IDENTIFIED BY id-ce-cRLScope }
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CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthorityScope ::= SEQUENCE ({
authorityName [0] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,

serialNumberRange [5] NumberRange OPTIONAL,

subjectKeyIdRange [6] NumberRange OPTIONAL,

nameSubtrees [7] GeneralNames OPTIONAL,

baseRevocationInfo [9] BaseRevocationInfo OPTIONAL,
}

OnlyCertificateTypes ::= BIT STRING ({
user (0),
authority (1),
attri 27}

NumberRange ::= SEQUENCE {
startijngNumber [0] INTEGER OPTIONAL,
endingNumber [1] INTEGER OPTIONAL,
modulus INTEGER OPTIONAL,

}

BaseRevocationInfo ::= SEQUENCE ({
cRLStreamIdentifier [0] CRLStreamIdentifier OPTIONAL,
cRLN er [1] CRLNumber,
baseThlisUpdate [2] GeneralizedTime,

}
statusRelferrals EXTENSION ::= {

StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE ({
cRLReflerral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER~REFERRAL,

CRLReferral ::= SEQUENCE ({
issue [0] GeneralName OPTIONAL,
locatijon [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lastUpdate [3] /GeneralizedTime OPTIONAL,

lastChiangedCRL [4], GeneralizedTime OPTIONAL,

DeltaReflInfo :'= /SEQUENCE {
deltaliocation GeneralName,
lastDellta GeneralizedTime OPTIONAL,

OTHER-REFERRAL ::= TYPE-IDENTIFIER
cRLStreamIdentifier EXTENSION ::= {
SYNTAX CRLStreamIdentifier

IDENTIFIED BY id-ce-cRLStreamIdentifier }

CRLStreamIdentifier ::= INTEGER (0..MAX)
orderedList EXTENSION ::= ({
SYNTAX OrderedListSyntax

IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED ({
ascSerialNum (0),
ascRevDate (1),
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-}

deltaInfo EXTENSION ::= {
SYNTAX DeltaInformation
IDENTIFIED BY id-ce-deltaInfo }

DeltaInformation ::= SEQUENCE {
deltalocation GeneralName,
nextDelta GeneralizedTime OPTIONAL,
}

toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::= SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup

ToBeRevodkedGroup ::= SEQUENCE {
certifficateIssuer [0] GeneralName OPTIONAL,
reasonlInfo [1] ReasonInfo OPTIONAL,
revocationTime GeneralizedTime,

icateGroup CertificateGroup,

fo ::= SEQUENCE {
ode CRLReason,
structionCode HoldInstruction OPTIONAL,

teGroup ::= CHOICE ({

umbers [0] CertificateSerialNumbers,
umberRange [1] CertificateGroupNumberRange,
tree [2] GeneralName,

CertifidateGroupNumberRange ::= SEQUENCE {
startijngNumber [0] INTEGER,
endingNumber [1] INTEGER,

CertifidateSerialNumbers ::= SEQUENCE SIZE (1..MAX) OF CertificateSerialNumber
revoked@roups EXTENSION ::= ({

SYNT RevokedGroupsSyntax

IDENTIFIED BY id-ce-revokedGroups }

oupsSyntax ::=-SEQUENCE SIZE (1..MAX) OF RevokedGroup

Revoked@roup ::= SEQUENCE {
certiflficatelIssuet [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,

ityDate [2] GeneralizedTime OPTIONAL,
certificateGroup [3] RevokedCertificateGroup,

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

expiredCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime
reasonCode EXTENSION ::= {
SYNTAX CRLReason

IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {
unspecified (0),
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keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aACompromise (10),

weakAlgorithmOrKey (11) }

holdInstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-holdInstructionCode }

HoldIns TIFIER
invalidiftyDate EXTENSION ::= ({
SYNT. GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate }

cRLDistrlibutionPoints EXTENSION ::= {
SYNT CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPeint
DistributionPoint ::= SEQUENCE ({
distribputionPoint [0] DistributionPointName OPTIONAL,
reasonls [1] ReasonFlags OPTIONAL,
cRLIssjuer [2] GeneralNames OPTIONAL,
}
DistributionPointName ::= CHOICE ({

fulleTe [0] GeneralNames,
nameRellativeToCRLIssuer [1] RelativeDistinguishedName,
}

ReasonFllags ::= BIT STRING {
unuse (0),
keyCompromise (1),
cACompromise (2),
affililationChanged (3),
supersjeded (4),
cessafjionOfOperation (5),
certiflficateHold (6) ,
privillegeWithdrawn (7),
aACompromise (8),
weakAllgorithmOrKey: (9) 1}

issuingDistributionPoint EXTENSION ::= {
SYNT. IssuingDistPointSyntax

IDENTIFIED.BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE ({
-- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both public-key certificate types

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN OPTIONAL, -- Use is strongly deprecated
}
certificateIssuer EXTENSION ::= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-certificatelssuer }

deltaCRLIndicator EXTENSION ::= {
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SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber
baseUpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-baseUpdateTime }

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

protRestrict EXTENSION ::= {
SYNTAX ProtRestriction
IDENTIFIED BY id-ce-protRestrict }

iction ::= SEQUENCE (SIZE (l1..MAX)) OF OBJECT IDENTIFIER

subjec tPublicKeyInfo EXTENSION ::= {
SYNT SubjectAltPublicKeyInfo
IDENTIFIED BY id-ce-subjectAltPublicKeyInfo }
Subjec tPublicKeyInfo ::= SEQUENCE ({
algorijthm AlgorithmIdentifier{{SupportedAlgorithms}},

tAltPublicKey BIT STRING }

tureAlgorithm EXTENSION ::= {

SYNTAX AltSignatureAlgorithm

IDENTIFIED BY id-ce-altSignatureAlgorithm }
AltSignatureAlgorithm ::= AlgorithmIdentifier{{SupportedAlgorithms}}
altSignatureValue EXTENSION ::= ({

SYNT AltSignatureValue

IDENTIFIED BY id-ce-altSignatureValue }
AltSignatureValue ::= BIT STRING
aAissuingDistributionPoint EXTENSION :»= {

SYNT. AAIssuingDistPointSyntax

IED BY id-ce-aAissuingDistributionPoint }

AAIssuingDistPointSyntax ::=_,SEQUENCE {
distriputionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirelctCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
containsAACerts [4] BOOLEAN DEFAULT TRUE,
containsSOAPublieKeyCerts [5] BOOLEAN DEFAULT TRUE,

}

-- PKI J:tching rules

certifidateExactMatch MATCHING-RULE ::= {
SYNTAX CertificateExactAssertion
LDAP-SYNTAX certExactAssertion.&id
LDAP-NAME {"certificateExactMatch"}
LDAP-DESC "X.509 Certificate Exact Match"
ID id-mr-certificateExactMatch }

CertificateExactAssertion ::= SEQUENCE ({
serialNumber CertificateSerialNumber,
issuer Name,

}

certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion
LDAP-SYNTAX certAssertion.é&id
LDAP-NAME {"certificateMatch"}
LDAP-DESC "X.509 Certificate Match"
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ID id-mr-certificateMatch }

CertificateAssertion ::= SEQUENCE ({
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certificatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,

e ::= CHOICE {
NameForm ENUMERATED {
2Name (1),

e (2),
ddress (3),
toryName (4),
rtyName (5),
rmResourceldentifier (6),
ress (7),
ilsteredId (8),

eForm OBJECT IDENTIFIER,

ySet ::= SEQUENCE SIZE (1..MAX) OF CertPolieyId

tePairExactMatch MATCHING-RULE ::= {
CertificatePairExactAssertion

TAX certPairExactAssertion.é&id
{"certificatePairExactMatch"}

Sc "X.509 Certificate Pair Exact Match"
id-mr-certificatePairExactMatch }

CertifidatePairExactAssertion ::=, SEQUENCE {
issuedToThisCAAssertion [0] K6 CeértificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [1l]\\CertificateExactAssertion OPTIONAL,

...}
(WITH |[COMPONENTS { ..., tissuedToThisCAAssertion PRESENT } |

WITH ICOMPONENTS { ..., issuedByThisCAAssertion PRESENT } )
certifigatePairMatch MATCHING-RULE ::= {

SYNT. CertificatePairAssertion

LDAP- TAX certPairAssertion.é&id

LDAP- {"certificatePairMatch"}

LDAP-DESC "X.509 Certificate Pair Match"

ID id-mr-certificatePairMatch }
CertificatePairAssertion ::= SEQUENCE {

issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL,

..}
(WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT } |

WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT } )
certificatelistExactMatch MATCHING-RULE ::= {

SYNTAX CertificatelListExactAssertion

LDAP-SYNTAX certListExactAssertion. &id

LDAP-NAME {"certificateListExactMatch"}

LDAP-DESC "X.509 Certificate List Exact Match"

ID id-mr-certificatelistExactMatch }
CertificatelistExactAssertion ::= SEQUENCE ({

issuer Name,
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thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

certificatelListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion
LDAP-SYNTAX certListAssertion.&id

LDAP-NAME {"certificateListMatch"}

LDAP-DESC "X.509 Certificate List Match"

ID id-mr-certificatelListMatch }
CertificatelistAssertion ::= SEQUENCE ({

issuer Name OPTIONAL,

minCRLNumber [0] CRLNumber OPTIONAL,

maxCRLNumber [1] CRLNumber OPTIONAL,

reasonFlags ReasonFlags OPTIONAL,

dateAndTime Time OPTIONAL,

distri OPTIONAL;

authorjityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,

algorithmIdentifierMatch MATCHING-RULE ::= {
SYNT AlgorithmIdentifier {{SupportedAlgorithms}}
LDAP- TAX algorithmIdentifier.s&id
LDAP- {"algorithmIdentifierMatch"}
LDAP- "X.509 Algorithm Identifier Match"
D id-mr-algorithmIdentifierMatch }
policyﬁﬂtch MATCHING-RULE ::= {
SYNT PolicyID
iDp id-mr-policyMatch }
pkiPat. tch MATCHING-RULE ::= ({
SYNT PkiPathMatchSyntax
D id-mr-pkiPathMatch }
PkiPat! tchSyntax ::= SEQUENCE ({

enhancedCertificateMatch MATCHING-RULE ::= {
SYNT. EnhancedCertificateAssertion
ID id-mr-enhancedCertificateMatch }
EnhancedCertificateAssertion “:..= SEQUENCE ({
serialNumber [0] CertificateSerialNumber OPTIONAL,
issue [1] Name OPTIONAL,
subjedtKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorjityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certifficatevValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjedtPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjedtAltName [8] AltName OPTIONAL,
polic [9] CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
..}
(ALL EXCEPT ({ -- none; at least one component shall be present --}))
AltName ::= SEQUENCE {

altnameType AltNameType,
altNameValue GeneralName OPTIONAL }

certExactAssertion SYNTAX-NAME ::= {
LDAP-DESC "X.509 Certificate Exact Assertion”
DIRECTORY SYNTAX CertificateExactAssertion
ID id-ldx-certExactAssertion }

certAssertion SYNTAX-NAME ::= {
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LDAP-DESC "X.509 Certificate Assertion"

DIRECTORY SYNTAX CertificateAssertion

ID id-ldx-certAssertion }
certPairExactAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Exact Assertion"

DIRECTORY SYNTAX CertificatePairExactAssertion

ID id-ldx-certPairExactAssertion }
certPairAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Assertion"

DIRECTORY SYNTAX CertificatePairAssertion

ID id-ldx-certPairAssertion }
certListExactAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List Exact Assertion"

DIRECTIORY SYNTAX CertificatelistExXactAssertion

ID id-ldx-certListExactAssertion }
certListfAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List Assertion"

DIRECTIORY SYNTAX CertificateListAssertion

ID id-ldx-certListAssertion }
algorithmIdentifier SYNTAX-NAME ::= ({

LDAP-DESC "X.509 Algorithm Identifier"

DIRECTIORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}

iD id-ldx-algorithmIdentifier }
-- Objedgt identifier assignments

-- {id- 2} not used
-- {id- 3} not used
-- {id- 4} not used
-- {id- 5} not used
-- {id- 6} not used
-- {id- 7} not used
-- {id- 8} not used
id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ::= {id-ce 9}
-- {id- 10} not used
-- {id- 11} not used
-- {id- 12} not used
-- {id- 13} not used

id-ce-subjectKeyIdentifier OBJECT IDENTIFIER = {id-ce 14}
id-ce-kelyUsage OBJECT IDENTIFIER = {id-ce 15}
id-ce-prfivateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16}
id-ce-subjectAltName OBJECT IDENTIFIER = {id-ce 17}
id-ce-islsuerAltName OBJECT IDENTIFIER = {id-ce 18}
id-ce-basicConstraints OBJECT IDENTIFIER = {id-ce 19}
id-ce-cRLNumber OBJECT IDENTIFIER = {id-ce 20}
id-ce-relasonCode OBJECT IDENTIFIER = {id-ce 21}
-- {id- 22} not used

id-ce-holdInstructionCode OBJECT IDENTIFIER ::= {id-ce 23}
id-ce-injvalidityDate OBJECT IDENTIFIER ::= {id-ce 24}
-- {id- 25} not used

-- {id-ce 26} not used

id-ce-deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27}
id-ce-issuingDistributionPoint OBJECT IDENTIFIER = {id-ce 28}
id-ce-certificatelIssuer OBJECT IDENTIFIER = {id-ce 29}
id-ce-nameConstraints OBJECT IDENTIFIER = {id-ce 30}
id-ce-cRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31}
id-ce-certificatePolicies OBJECT IDENTIFIER = {id-ce 32}
id-ce-policyMappings OBJECT IDENTIFIER = {id-ce 33}
-- deprecated OBJECT IDENTIFIER = {id-ce 34}
id-ce-authorityKeylIdentifier OBJECT IDENTIFIER = {id-ce 35}
id-ce-policyConstraints OBJECT IDENTIFIER = {id-ce 36}
id-ce-extKeyUsage OBJECT IDENTIFIER = {id-ce 37}
-- id-ce-authorityAttributelIdentifier OBJECT IDENTIFIER = {id-ce 38}
-- id-ce-roleSpecCertIdentifier OBJECT IDENTIFIER = {id-ce 39}
id-ce-cRLStreamIdentifier OBJECT IDENTIFIER = {id-ce 40}
-- id-ce-basicAttConstraints OBJECT IDENTIFIER = {id-ce 41}

144 Rec. ITU-T X.509 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

-- id-ce-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce 42}
-- id-ce-timeSpecification OBJECT IDENTIFIER = {id-ce 43}
id-ce-cRLScope OBJECT IDENTIFIER = {id-ce 44}
id-ce-statusReferrals OBJECT IDENTIFIER = {id-ce 45}
id-ce-freshestCRL OBJECT IDENTIFIER = {id-ce 46}
id-ce-orderedList OBJECT IDENTIFIER = {id-ce 47}
-- id-ce-attributeDescriptor OBJECT IDENTIFIER = {id-ce 48}
-- id-ce-userNotice OBJECT IDENTIFIER = {id-ce 49}
-- id-ce-sOAIdentifier OBJECT IDENTIFIER = {id-ce 50}
id-ce-baseUpdateTime OBJECT IDENTIFIER = {id-ce 51}
-- id-ce-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52}
id-ce-deltalInfo OBJECT IDENTIFIER = {id-ce 53}
id-ce-inhibitAnyPolicy OBJECT IDENTIFIER = {id-ce 54}
-- id-ce-targetingInformation OBJECT IDENTIFIER = {id-ce 55}
-- id-ce-noRevAvail OBJECT IDENTIFIER = {id-ce 56}
-- id-ce-acceptablePrivilegePolicies OBJECT IDENTIFIER = {id-ce 57}
id-ce-td OBJECT IDENTIFIER = {Ifd=ce 587}
id-ce-rejvokedGroups OBJECT IDENTIFIER = {id-ce 59}
id-ce-expiredCertsOnCRL OBJECT IDENTIFIER = {id-ce 60}
-- id-ceg-indirectIssuer OBJECT IDENTIFIER = {id-ce 61}
-- id-cel-noAssertion OBJECT IDENTIFIER = {id-ce 62}
id-ce-aAlissuingDistributionPoint OBJECT IDENTIFIER = {id-ce 63}
-- id-ce-issuedOnBehalfOf OBJECT IDENTIFIER = {id-ce 64}
-- id-ce-singleUse OBJECT IDENTIFIER = {id-ce-%65}
-- id-ce-groupAC OBJECT IDENTIFIER = {id-ce 66}
-- id-ce-allowedAttAss OBJECT IDENTIFIER = {id=ce 67}
-- id-ceg-attributeMappings OBJECT IDENTIFIER =\ {id-ce 68}
-- id-cel-holderNameConstraints OBJECT IDENTIFIER = {id-ce 69}
id-ce-authorizationvValidation OBJECT IDENTIFIER = {id-ce 70}
id-ce-prlotRestrict OBJECT IDENTIFIER = {id-ce 71}
id-ce-subjectAltPublicKeyInfo OBJECT IDENTIFIER = {id-ce 72}
id-ce-aljtSignatureAlgorithm OBJECT IDENTIFIER = {id-ce 73}
id-ce-alltSignatureValue OBJECT IDENTIFIER = {id-ce 74}
id-ce-aslsociatedInformation OBJECT .IDENTIFIER = {id-ce 75}
-- matchling rule OIDs

id-mr-certificateExactMatch OBJECT IDENTIFIER = {id-mr 34}
id-mr-certificateMatch OBJECT -IDENTIFIER = {id-mr 35}
id-mr-certificatePairExactMatch OBJECT IDENTIFIER = {id-mr 36}
id-mr-certificatePairMatch OBJECT IDENTIFIER = {id-mr 37}
id-mr-certificateListExactMatch OBJECT IDENTIFIER = {id-mr 38}
id-mr-certificateListMatch OBJECT IDENTIFIER = {id-mr 39}
id-mr-algorithmIdentifierMatch OBJECT IDENTIFIER = {id-mr 40}
id-mr-policyMatch OBJECT IDENTIFIER = {id-mr 60}
id-mr-pkliPathMatch OBJECT IDENTIFIER = {id-mr 62}
id-mr-enhancedCertificateMatch OBJECT IDENTIFIER = {id-mr 65}

-- Objedt identifiexs“for LDAP X.509 assertion syntaxes
id-ldx-gertExactAssertion OBJECT IDENTIFIER = {id-1dx 1}
id-ldx-gertAssertion OBJECT IDENTIFIER = {id-1dx 2}
id-ldx-gertPairExactAssertion OBJECT IDENTIFIER = {id-1dx 3}
id-ldx-gertPairAssertion OBJECT IDENTIFIER = {id-1dx 4}
id-ldx-gertListExactAssertion OBJECT IDENTIFIER = {id-1dx 5}
id-ldx-certListAssertion OBJECT IDENTIFIER = {i1d-1dx 6}
id-ldx-algorithmIdentifier OBJECT IDENTIFIER = {id-1dx 7}

END -- CertificateExtensions

AttributeCertificateDefinitions

A.3 - Attribute Certificate Framework module

{joint-iso-itu-t ds(5) module(l) attributeCertificateDefinitions(32) 9}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL

IMPORTS
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id-at, id-ce, id-mr, id-oc
FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

ATTRIBUTE, Attribute{}, AttributeType, AttributeTypeAndValue, MATCHING-RULE, Name,
OBJECT-CLASS, RelativeDistinguishedName, SupportedAttributes, SYNTAX-NAME, top
FROM InformationFramework
{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

--AttributeTypeAndValue
-- FROM BasicAccessControl basicAccessControl

AlgorithmIdentifier, Certificate, Certificatelist, CertificateSerialNumber,
EXTENSION, Extensions, InfoSyntax, PolicySyntax, SIGNED{}, SupportedAlgorithms,
x509Certificatelist

Or'K
{jloint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSPRS

TimeSpecification, UnboundedDirectoryString, Uniqueldentifier
FROM SelectedAttributeTypes
{Jjloint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH, SUCCESSORS

certiflicateListExactMatch, GeneralName, GeneralNames, NameConstraintsSyntax
FROM CertificateExtensions

{jloint-iso-itu-t ds(5) module(l) certificateExtensions(26),9} WITH SUCCESSORS ;

-- Unles|s explicitly noted otherwise, there is no significance to the ordering
-- of components of a SEQUENCE OF construct in this Specification.

-- attripute certificate constructs

AttributleCertificate ::= SIGNED{TBSAttributeCertificate}
TBSAttributeCertificate ::= SEQUENCE {
versi AttCertVersion, -- ,wversion is v2
holde Holder,
issue AttCertIssuer,
signatjure AlgorithmIdentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,
attrCertvalidityPeriod AttCertValidityPeriod,
attributes SEQUENCE 'OF Attribute{{SupportedAttributes}},
issuerUniqueID Uniqueldentifier OPTIONAL,
’
ceey
extenslions Extensions OPTIONAL
} (CONSTRAINED BY { -~.shall be DER encoded -- } )
AttCertVlersion ::= INTEGER {v2(1l)}
Holder :|:= SEQUENCE" {
baseCertificateID [0] IssuerSerial OPTIONAL,
entityName [1] GeneralNames OPTIONAL,
objectbDigestInfo [2] ObjectDigestInfo OPTIONAL }
(WITH [COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., entityName PRESENT J |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )
IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,

issuerUID UniqueIdentifier OPTIONAL,
}

ObjectDigestInfo ::= SEQUENCE ({
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),

otherObjectTypes (2)},
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
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objectDigest BIT STRING,
}
AttCertIssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificateID [0] 1IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfo OPTIONAL,
..}
(WITH COMPONENTS {..., issuerName PRESENT } |
WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )
AttCertValidityPeriod ::= SEQUENCE {

notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime,

}

AttribuJeCertificationPath : := SEQUENCE ({
attributeCertificate AttributeCertificate,
acPath SEQUENCE OF ACPathData OPTIONAL,
}

ACPathData ::= SEQUENCE ({
certiflicate [0] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL,
}

PrivilegePolicy ::= OBJECT IDENTIFIER

-- privillege attributes

role ATTRIBUTE ::= {
WITH SYNTAX RoleSyntax
ID id-at-role }
RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL(
roleName [1] GeneralName,
}
xmlPriviflegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains” XML-encoded privilege information
D id-at-xMLPrivilegeInfo }
permissijon ATTRIBUTE ::= ({
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE.\ dualStringMatch
D id-at-permission }
DualStringSyntax :%=\"SEQUENCE ({
operatjion [0].\¢{UnboundedDirectoryString,

object [1]_/ UnboundedDirectoryString,
...}

dualStringMatch MATCHING-RULE
SYNT. DualStringSyntax

I
-~

D id-mr-dualStringMatch }
timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification

IDENTIFIED BY id-ce-timeSpecification }

timeSpecificationMatch MATCHING-RULE ::= {

SYNTAX TimeSpecification

D id-mr-timeSpecMatch }
targetingInformation EXTENSION ::= ({

SYNTAX SEQUENCE SIZE (1..MAX) OF Targets

IDENTIFIED BY id-ce-targetingInformation }

Targets ::= SEQUENCE SIZE (l1..MAX) OF Target
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Target ::= CHOICE {
targetName [0] GeneralName,
targetGroup [1] GeneralName,
targetCert [2] TargetCert,

}

TargetCert ::= SEQUENCE ({
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }
userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice

IDENTIFIED BY id-ce-userNotice }

1ETE RPFC OZ0U

UserNotijce ::= SEQUENCE ({
noticeRef NoticeReference OPTIONAL,
expliditText DisplayText OPTIONAL }
NoticeRegference ::= SEQUENCE ({
organijzation DisplayText,
noticeNumbers SEQUENCE OF INTEGER }

DisplayText ::= CHOICE {
visiblleString VisibleString(SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8SYring UTF8String (SIZE (1..200)) }
acceptablePrivilegePolicies EXTENSION ::= {
SYNT AcceptablePrivilegePoliciesSyntax

IDENTIFIED BY id-ce-acceptablePrivilegePolicies “}

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1l..MAX) OF PrivilegePolicy
singleU EXTENSION ::= {
SYNT. NULL

IDENTIFIED BY id-ce-singleUse }

groupAC [EXTENSION ::= {
SYNT. NULL
IDENTIFIED BY id-ce-groupAC\}

noRevAvail EXTENSION ::= {
SYNT. NULL
IDENTIFIED BY id-ce-noRevAvail }

sOAIdentifier EXTENSION ::= {
SYNT NULL
IDENTIFIED BY\ Jid-ce-sOAIdentifier }

sOAIdentfifierMatch MATCHING-RULE ::= ({
SYNT. NULL

ID i1d-mr-sOAIdentifierMatch }

attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor} }

AttributeDescriptorSyntax ::= SEQUENCE {
identifier AttributeIdentifier,
attributeSyntax OCTET STRING(SIZE (1..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicylIdentifier,

}
AttributeIdentifier ::= ATTRIBUTE. &id({AttributeIDs})
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AttributelIDs ATTRIBUTE ::= {...}
AttributeName ::= UTF8String(SIZE (1..MAX))
AttributeDescription ::= UTF8String(SIZE (1..MAX))
PrivilegePolicyIdentifier ::= SEQUENCE {

privilegePolicy PrivilegePolicy,

privPolSyntax InfoSyntax,

}

attDescriptor MATCHING-RULE ::= {

SYNTAX AttributeDescriptorSyntax

D id-mr-attDescriptorMatch }
roleSpecCertIdentifier EXTENSION ::= {

SYNTAﬁ;________RUTESpECCETtIdEntIIIErayntax
IDENTIFIED BY {id-ce-roleSpecCertIdentifier} }

RoleSpecdCertIdentifierSyntax ::=
SEQUENCE SIZE (1..MAX) OF RoleSpecCertlIdentifier

RoleSpedCertIdentifier ::= SEQUENCE {
roleName [0] GeneralName,
roleCertIssuer [1] GeneralName,
roleCegrtSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCegrtLocator [3] GeneralNames OPTIONAL,
}
roleSpedCertIdMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertIdentifierSyntax
iDp id-mr-roleSpecCertIdMatch }
basicAttConstraints EXTENSION ::= {
SYNT BasicAttConstraintsSyntax

IDENTIFIED BY {id-ce-basicAttConstraints} .}
onstraintsSyntax ::= SEQUENCE {

ity BOOLEAN DEFAULT FALSE,
Constraint INTEGER(0..MAX) OPTIONAL,

onstraintsMatch MATCHING-RULE ::= {

SYNT BasicAttConstraintsSyntax

iD id-mr-basicAttConstraintsMatch }
delegat ameConstraints . EXTENSION ::= {

SYNT. NameConstraintsSyntax

IDENTIFIED BY idzce-delegatedNameConstraints }
delegat ameConstraintsMatch MATCHING-RULE ::= {

SYNT NameConstraintsSyntax

D id-mr-delegatedNameConstraintsMatch }
acceptableCertPolicies EXTENSION ::= ({

SYNT. AcceptableCertPoliciesSyntax

IDENTIFIED BY id-ce-acceptableCertPolicies }
AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId
CertPolicyId ::= OBJECT IDENTIFIER
acceptableCertPoliciesMatch MATCHING-RULE ::= {

SYNTAX AcceptableCertPoliciesSyntax

D id-mr-acceptableCertPoliciesMatch }
authorityAttributeldentifier EXTENSION ::= {

SYNTAX AuthorityAttributeldentifierSyntax

IDENTIFIED BY {id-ce-authorityAttributeldentifier} }

AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId
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AuthAttId ::= IssuerSerial

authAttIdMatch MATCHING-RULE ::= ({
SYNTAX AuthorityAttributeIdentifierSyntax
ID id-mr-authAttIdMatch }

indirectIssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectIssuer }

issuedOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

noAssertion EXTENSION ::= {

SYNT NULL
IDENTIFIED BY id-ce-noAssertion }

allowedAttributeAssignments EXTENSION ::= {
SYNT AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttributeAssignments }

AllowedAttributeAssignments ::= SET OF SEQUENCE ({
attributes [0] SET OF CHOICE {
attributeType [0] AttributeType,

attributeTypeandValues [1] Attribute{{SupportedAttributesi},
},

holderpPomain [1] GeneralName,

}
attribufeMappings EXTENSION ::= ({
SYNT AttributeMappings

IDENTIFIED BY id-ce-attributeMappings }

AttribufleMappings ::= SET OF CHOICE ({
typeMappings [0] SEQUENCE ({
locall [0] AttributeType,
remote [1] AttributeType;

R |
typerlueMappings [1] SEQUENCE {
1

loc [0] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue,
}}
holderNameConstraints EXTENSION ::= {

HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }

eConstraihtsSyntax ::= SEQUENCE {
tedSubtreess [0] GeneralSubtrees,
dSubtrees [1] GeneralSubtrees OPTIONAL,

General trees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE {
base GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1l] BaseDistance OPTIONAL,
}

BaseDistance ::= INTEGER (0. .MAX)

-- PMI object classes

pmiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
iD id-oc-pmiUser }
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pmiAA OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA }

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList |

ID id-oc-pmiSOA }
attCertQRLDistributionPt OBJECT-CLASS ::= {

SUBC S OF {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-attCertCRLDistributionPts }
pmiDelegationPath OBJECT-CLASS ::= ({

SUBC. S OF {top}

KIND auxiliary

MAY CONTAIN {delegationPath}

iDp id-oc-pmiDelegationPath }
privilegePolicy OBJECT-CLASS ::= {

SUBC S OF {top}

KIND auxiliary

MAY CONTAIN ({privPolicy}

D id-oc-privilegePolicy }
protectedPrivilegePolicy OBJECT-CLASS \*\:= {

SUBC S OF {top}

KIND auxiliary

MAY CONTAIN {protPrivPolicy}

ID id-oc-protectedPrivilegePolicy }

-- PMI directory attributes

attributeCertificateAttribute ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALIITY MATCHING-RULE attributeCertificateExactMatch

ID id-at-attributeCertificate }
aACertiflicate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALIITY "MATCHING RULE attributeCertificateExactMatch

ID id-at-aACertificate }
attributeDescriptorCertificate ATTRIBUTE ::= ({

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

D id-at-attributeDescriptorCertificate }
attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"AttrCertificateRevocationList"}

LDAP-DESC "X.509 Attr certificate revocation list"

ID id-at-attributeCertificateRevocationList }
eeAttrCertificateRevocationList ATTRIBUTE ::= ({
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WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificateListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"EEAttrCertificateRevocationList"}
LDAP-DESC "X.509 EEAttr certificate revocation list"
ID id-at-eeAttrCertificateRevocationList }
attributeAuthorityRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"AACertificateRevocationList"}
LDAP-DESC "X.509 AA certificate revocation list"
D id-at-attributeAuthorityRevocationList }
delegationPath ATTRIBUTE ::= {
WITH SYNTAX AttCertPath
iD id-at-delegationPath }
AttCertHath ::= SEQUENCE OF AttributeCertificate
privPolilcy ATTRIBUTE ::= ({
WITH SYNTAX PolicySyntax
D id-at-privPolicy }
protPriviPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALIITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }
xmlPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String -- XML-encoded privilege poliicy information
ID id-at-xmlPrivPolicy }

-- Attribute certificate extensions and matching)rules

attributeCertificateExactMatch MATCHING-RULE\“ := {
SYNT. AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }
AttributeCertificateExactAssertion ;<= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer AttCertIssuer,
}
attributeCertificateMatch tMATCHING-RULE ::= {
SYNT. AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }
AttributeCertificateAssertion ::= SEQUENCE ({
holde [0] CHOICE {
baseCertificateID [0] IssuerSerial,
holderName [1] GeneralNames,
...} OPTIONAL,
issue [1] GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL,

}
-- At least one component of the sequence shall be present

holderIssuerMatch MATCHING-RULE ::= {
SYNTAX HolderIssuerAssertion
ID id-mr-holderIssuerMatch }

HolderIssuerAssertion ::= SEQUENCE ({
holder [0] Holder OPTIONAL,
issuer [1] AttCertIssuer OPTIONAL,
}

delegationPathMatch MATCHING-RULE ::= {
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SYNTAX DelMatchSyntax
D id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
firstIssuer AttCertlIssuer,
lastHolder Holder,

}

extensionPresenceMatch MATCHING-RULE
SYNTAX EXTENSION. &id

ID id-mr-extensionPresenceMatch }

-- object identifier assignments

-- object classes

{

ISO/IEC 9594-8:2020 (E)

id-oc-pi T OBJECT IDENTIFIER = {iId-oc 247}
id-oc-p OBJECT IDENTIFIER = {id-oc 25}
id-oc-pmiSOA OBJECT IDENTIFIER = {id-oc 26}
id-oc-aftCertCRLDistributionPts OBJECT IDENTIFIER = {id-oc 27}
id-oc-prfivilegePolicy OBJECT IDENTIFIER = {id-oc 32}
id-oc-pmiDelegationPath OBJECT IDENTIFIER = {id-oc 33}
id-oc-prlotectedPrivilegePolicy OBJECT IDENTIFIER ::= {id-o¢ 34}
-- diredgtory attributes

id-at-aftributeCertificate OBJECT IDENTIFIER ::= ‘{id-at 58}
id-at-aytributeCertificateRevocationList OBJECT IDENTIFIER = {id-at 59}
id-at- ertificate OBJECT IDENTIFIER = {id-at 61}
id-at-aftributeDescriptorCertificate OBJECT IDENTIFIER = {id-at 62}
id-at-aftributeAuthorityRevocationList OBJECT IDENTIFIER = {id-at 63}
id-at-privPolicy OBJECT IDENTIFIER = {id-at 71}
id-at-rqle OBJECT IDENTIFIER = {id-at 72}
id-at-dejllegationPath OBJECT .IDENTIFIER = {id-at 73}
id-at-protPrivPolicy OBJECT., IDENTIFIER = {id-at 74}
id-at- PrivilegeInfo OBJECT" IDENTIFIER = {id-at 75}
id-at- PrivPolicy OBJECT IDENTIFIER = {id-at 76}
id-at-p ission OBJECT IDENTIFIER = {id-at 82}
id-at-eeAttrCertificateRevocationList OBJECT IDENTIFIER = {id-at 102}
-- attripute certificate extensions

id-ce-authorityAttributeIdentifier OBJECT IDENTIFIER = {id-ce 38}
id-ce-roleSpecCertIdentifier OBJECT IDENTIFIER = {id-ce 39}
id-ce-basicAttConstraints OBJECT IDENTIFIER = {id-ce 41}
id-ce-dellegatedNameConstraints OBJECT IDENTIFIER = {id-ce 42}
id-ce-timeSpecification OBJECT IDENTIFIER = {id-ce 43}
id-ce-aftributeDescriptor OBJECT IDENTIFIER = {id-ce 48}
id-ce-uslerNotice OBJECT IDENTIFIER = {id-ce 49}
id-ce-sOAIdentifiekr OBJECT IDENTIFIER = {id-ce 50}
id-ce-agceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52}
id-ce-targetinglnformation OBJECT IDENTIFIER = {id-ce 55}
id-ce-noRevAwvail OBJECT IDENTIFIER = {id-ce 56}
id-ce-agceptablePrivilegePolicies OBJECT IDENTIFIER = {id-ce 57}
id-ce-indirectIssuer OBJECT IDENTIFIER = {id-ce 61}
id-ce-noAssertion OBJECT IDENTIFIER = {id-ce 62}
id-ce-issuedOnBehalfOf OBJECT IDENTIFIER = {id-ce 64}
id-ce-singleUse OBJECT IDENTIFIER = {id-ce 65}
id-ce-groupAC OBJECT IDENTIFIER = {id-ce 66}
id-ce-allowedAttributeAssignments OBJECT IDENTIFIER = {id-ce 67}
id-ce-attributeMappings OBJECT IDENTIFIER = {id-ce 68}
id-ce-holderNameConstraints OBJECT IDENTIFIER = {id-ce 69}
-- PMI matching rules

id-mr-attributeCertificateMatch OBJECT IDENTIFIER ::= {id-mr 42}
id-mr-attributeCertificateExactMatch OBJECT IDENTIFIER = {id-mr 45}
id-mr-holderIssuerMatch OBJECT IDENTIFIER = {id-mr 46}
id-mr-authAttIdMatch OBJECT IDENTIFIER = {id-mr 53}
id-mr-roleSpecCertIdMatch OBJECT IDENTIFIER = {id-mr 54}
id-mr-basicAttConstraintsMatch OBJECT IDENTIFIER ::= {id-mr 55}
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id-mr-delegatedNameConstraintsMatch OBJECT IDENTIFIER ::= {id-mr 56}
id-mr-timeSpecMatch OBJECT IDENTIFIER ::= {id-mr 57}
id-mr-attDescriptorMatch OBJECT IDENTIFIER ::= {id-mr 58}
id-mr-acceptableCertPoliciesMatch OBJECT IDENTIFIER ::= {id-mr 59}
id-mr-delegationPathMatch OBJECT IDENTIFIER ::= {id-mr 61}
id-mr-sOAIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 66}
id-mr-extensionPresenceMatch OBJECT IDENTIFIER ::= {id-mr 67}
id-mr-dualStringMatch OBJECT IDENTIFIER ::= {id-mr 69}
END -- AttributeCertificateDefinitions
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Annex B

Reference definition of cryptographic algorithms

(This annex does not form an integral part of this Recommendation | International Standard.)

This annex lists cryptographic algorithms defined in other specifications, by firstly listing the allocated object identifiers

for the cryptographic algorithms followed by the actual algorithm definitions. The definitions take the form of
module, AlgorithmObjectIdentifiers

AlgorithmObjectIdentifiers {joint-iso-itu-t ds(5) module(1)
algorithmObjectIdentifiers(8) 9}

DEFINITIONS ::=

BEGIN

the ASN.1

-- EXPORTS All

/*

The values defined in this module are primarily taking from various specificationf and

collect here for easy reference by other specifcations.

Wen values are copied form an IETF RFC, the IETF RFC number is shown-

When vallues are copied from the NIST Computer Security Objects‘Register (CSOR),
the labell CSOR is used.
*/
IMPORTS
algorijthm
FROM UsefulDefinitions
{jloint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS
ALGORIITHM, AlgorithmIdentifier{}, SupportedAlgorithms, SupportedCurves
FROM AuthenticationFramework
{jloint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESS
ID = JECT IDENTIFIER
-- Objedgt identifier allocations
-- Objedt identifiers allocated by this Specification (but not used)
nullAlgorithm ID = {algorithm 0}
encryptijonAlgorithm ID = {algorithm 1}
hashAlgorithm D = {algorithm 2}
signaturjeAlgorithm ID = {algorithm 3}
-- syno s
id-ea ID ::= encryptionAlgorithm
id-ha ID ::= hashAlgorithm

N

DRS ;

1 3 4= 21 2 4=l
id-sa ID——=—signatureAlgorithm

-- the following object identifier assignments reserve values assigned to deprecated

functions

id-ea-rsa ID = {id-ea 1}
id-ha-sgMod-n ID = {id-ha 1}
id-sa-sgqMod-nWithRSA ID = {id-sa 1}

-- object identifiers allocated by other organization

us-iso ID = { iso(l) member-body (2) us(840) }
ansi-x9-57 ID = { us-iso ansi-x9-57(10040) }
ansi-x9-62 ID = { us-iso ansi-x962(10045) }
ansi-x9-42 ID = { us-iso ansi-x942(10046) }
iso-standard ID { iso(l) standard(0) }
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iso09797 ID = { iso-standard message-authentication-codes (9797) }
iso-organization ID = { iso(l) identified-organization(3) }

certicom ID = { iso-organization certicom(132) }

certicom-curve ID = { certicom curve (0) }

teletrust ID = { iso-organization teletrust(36) }

ecStdCurvesAndGen ID = { teletrust algorithm(3) signature-algorithm(3) ecSign(2)
8}

versionOne ID = { ecStdCurvesAndGen ellipticCurve(l) versionOne (1) }
us-joint ID = { joint-iso-itu-t(2) country(16) us(840) }

usgov ID = { us-joint organization(l) gov(101l) }

dodAlgorithms ID = { usgov dod(2) infosec(l) algorithms(1l) }

csor ID = { usgov csor(3) }

nistAlgorithms ID = { csor nistAlgorithm(4) } -- CSOR

aes ID = { nistAlgorithms 1 } -- CSOR

hashAlgs ID { nistAlgorithms hashalgs(2) } -- CSOR

sigAlgs ID { nistAIgorithms 3~} == CSOR

rsadsi ID = { iso(l) member-body(2) us(840) rsadsi(113549)\}
pkcs-1 ID ::= { rsadsi pkcs(l) pkcs-1(1) }

digestAlijgorithm ID ::= { rsadsi digestAlgorithm(2) }

-- Symmetric key algorithm object identifiers

id-aesl28-CBC ID = { aes 2 } -- CSOR
id-aesl92-CBC ID = { aes 22 } -- CSOR
id-aes256-CBC ID = { aes 42 } -- CSOR

-- AES y wrap algorithms from IETF RFC 3394

id-aesl28-wrap ID = { aes 5 }
id-aesl92-wrap ID = { aes 25 }
id-aes256-wrap ID = { aes 45 }

-- Pubkijc key algorithm object identifiers

rsaEncryption D
id-keyExchangeAlgorithm ID

{ pkcs-1 rsaEncryption(l)} -- IETF RFC 4055
{ dodAlgorithms id-keyExchangeAlgorithm(22)}
-- IETF RFC 3279

id-dsa ID = { ansi-x9-57 x%algorithm(4) 1 } -- IETF RFC 5480
id-ecPublicKey iD = { ansi-x9-62 keyType(2) 1 } -- IETF RFC 5480
id-ecDH ID = {~certicom schemes(l) ecdh(12) } -- IETF RFC 5480
id-ecMQV] ID =\{ certicom schemes(l) ecmgv(13) } -- IETF RFC 5480
dh-publijc-number ID =/ { ansi-x9-42 number-type (2) dh-public-number(l) } |-IETF
RFC 2631

-- Hash jJalgorithms object identifiers

-- The OID for SHA“hash algorithms are specified in NIST FIPS PUB 180-4

id-shal ID = {iso(l) identified-organization(3) oiw(14) secsig(B)
algorithms (2) 26} -- IETF RFC 3279

-- SHA-2 family

id-sha256 ID = { hashAlgs 1 } -- CSOR

id-sha384 ID = { hashAlgs 2 } -- CSOR

id-shab512 ID = { hashAlgs 3 } -- CSOR

id-sha224 ID = { hashAlgs 4 } -- CSOR
id-sha512-224 ID = { hashAlgs 5 } -- CSOR
id-sha512-256 ID = { hashAlgs 6 } -- CSOR

-- SHA-3 family

id-sha3-224 ID = { hashAlgs 7 } -- CSOR

id-sha3-256 ID = { hashAlgs 8 } -- CSOR

id-sha3-384 ID = { hashAlgs 9 } -- CSOR

id-sha3-512 ID = { hashAlgs 10 } -- CSOR

id-shakel28 ID = { hashAlgs 11 } -- CSOR

id-shake256 ID = { hashAlgs 12 } -- CSOR
id-shakel28-len ID = { hashAlgs 17 } -- CSOR
id-shake256-l1len ID = { hashAlgs 18 } -- CSOR
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ID

-- SIGNATURE ALGORITHM IDS

-- RSASSA-PKCS1l-vl_5 signature

shalWithRSAEncryption

sha256WithRSAEncryption
sha384WithRSAEncryption
sha512WithRSAEncryption
sha224WithRSAEncryption

-- RSASSA-PSS signature algorithm object identifiers (From IETF RFC

ID = { pkes-1
ID ::= { pkecs-1
ID ::= { pkes-1
ID ::= { pkecs-1
ID ::= { pkes-1

HEE I |

ISO/IEC 9594-8:2020 (E)

private (4) enterprise(l) kudelski (1722)
cryptography(12) 2 } -- BLAKE2, RFC 7693

algorithm object identifiers (From IETF RFC 3447)

shalWithRSAEncryption (5) }
sha256WithRSAEncryption(11)
sha384WithRSAEncryption (12)
sha512WithRSAEncryption (13)
sha224WithRSAEncryption (14)

N St

4055)

id-RSASSE=PSS
id-mgfl

ID
ID

= { PRcs-I 10
::= { pkcs-1 8 }

-- DSA algorithms object idntifiers

id-dsa-wlith-shal

id-dsa-with-sha2
id-dsa-with-sha2

-- From [IETF RFC 5758

ecdsa-wilth-SHA22

ecdsa-wilth-SHA25

ecdsa-wilth-SHA38

ecdsa-wijth-SHAS51

24

56

4

6

4

2

D = {iso(l) member-body(2) us(840) x9-57(10040) x9algo
dsa-with-shal (3)}
ID = { sigAlgs 1 } -- CSOR
D = { sigAlgs 2 } -- CSOR
ID = { ansi-x9-62 signatures(4)
ecdsa-with-SHA2 (3) 1 }
ID = { ansi-x9-62 signatures(4)
ecdsarwith-SHA2 (3) 2 }
ID = { ansi-x9-62 signatures(4)
ecdsa-with-SHA2 (3) 3 }
ID = { ansi-x9-62 signatures(4) ecdsa-with-SHA2(3) 4 }

-- Object identifier for curves

-- From [IETF RFC 5480

secpl92nl D =
sectl63kl ID =
sectl63r2 ID =
secp224rl iD =
sect233k[l ID =
sect233r1l ID =
secp2561l D =
sect283k1l ID =
sect283rl ID =
secp384rl iD =
sect409K1 1D =
sect409r1 ID =
secp521rl ID =
sect571K1 ID =
sect571rl ID =

L e R e e e X e e e e R T Mo e Remn)

ansi-x9-62 curves(3) prime(l) 1 }

certicom-curve
certicom-cutrve
certicom=-curve
certicom-curve
certicom-curve

ansi-x9-62 curves(3) prime(l) 7 }

Ccerticom-curve
certicom-curve
certicom-curve
certicom-curve
certicom-curve
certicom-curve
certicom-curve
certicom-curve

1}
15
33
26
27

16
17
34
36
37
35
38
39

¥

}
}
}
}

}

Ll adinadbnatinadbeedinad

iso(l) identified-organization(3) dod(6) internet(1l)

i thm (4)

-- From IETF RFC 5639

brainpoolP160rl ID
brainpoolP160tl ID
brainpoolP192rl1 ID
brainpoolP192tl ID
brainpoolP224rl ID
brainpoolP224tl ID
brainpoolP256rl ID
brainpoolP256tl ID
brainpoolP320rl1l ID
brainpoolP320tl ID
brainpoolP384rl ID
brainpoolP384tl ID
brainpoolP512r1 ID
brainpoolP512t1 ID

e N M e W T T Tenn N T M amn e M M)

versionOne 1 }
versionOne 2 }
versionOne 3 }
versionOne 4 }
versionOne 5 }
versionOne 6 }
versionOne 7 }
versionOne 8 }
versionOne 9 }

versionOne 10
versionOne 11
versionOne 12
versionOne 13
versionOne 14
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X509Curves OBJECT IDENTIFIER ::= { secpl92rl | sectl63kl | sectl63r2 | secp224rl |
sect233kl |

sect233rl | secp256rl | sect283kl | sect283rl |
secp384rl |

sect409kl | sectd409rl | secp521rl | sect571kl |
sect571rl }

-- Object identifiers for Integrity Check Value (ICV) algorithms

id-hmacWithSHA224 ID = { digestAlgorithm 8 } -- IETF RFC 4231
id-hmacWithSHA256 ID = { digestAlgorithm 9 } -- IETF RFC 4231
id-hmacWithSHA384 ID = { digestAlgorithm 10 } -- IETF RFC 4231
id-hmacWithSHA512 ID = { digestAlgorithm 11 } -- IETF RFC 4231
id-gmac ID ::= { is09797 part3(3) gmac(4) } -- ISO/IEC 9797-3
- ALGORITHMS

-- Hashing alogorithms
mD5Algorjithm ALGORITHM ::= {
PARMS NULL
IDENTIFIED BY {iso(l) member-body(2) us(840) rsadsi(113549) digestAlgorithm(2) md5(5)}}
-- Note |that the MD5 algorithm is not considered secure
shalAlgogrithm ALGORITHM ::= {
PARMS NULL
IDENTIFIED BY id-shal }
-- Note [that the SHAl algorithm is not considered secure

-- SHA-2 family

sha256 GORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-sha256 }

sha384 GORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-sha384 }

sha512 GORITHM ::= { -- IETF RFC ‘5754
IDENTIFIED BY id-sha512 }

sha224 GORITHM ::= { -- IETE/RFC 5754
IDENTIFIED BY id-sha224 ¢}

sha512-224 ALGORITHM ;~:=/{
IDENTIFIED BY id-sha512-224 }

sha512-256 ALGORITHM ::= {
IDENTIFIED BY\ id-sha512-256 }

-- SHA-3 family

sha3-224 ALGORITHM ::= {
IDENTIFIED BY id-sha3-224 }

sha3-256 ALGORITHM ::= {
IDENTIFIED BY id-sha3-256 }

sha3-384 ALGORITHM ::= {
IDENTIFIED BY id-sha3-384 }

sha3-512 ALGORITHM ::= {
IDENTIFIED BY id-sha3-512 }

shakel28 ALGORITHM ::= {
IDENTIFIED BY id-shakel28 }

shake256 ALGORITHM ::= {
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IDENTIFIED BY id-shake256 }

shakel28-len ALGORITHM ::= {
PARMS ShakeOutputLen
IDENTIFIED BY id-shakel28-len }

shake256-1len ALGORITHM ::= {
PARMS ShakeOutputLen
IDENTIFIED BY id-shake256-len }

ShakeOutputLen ::= INTEGER -- Output length in bits

HashAlgorithms ALGORITHM ::= {shalAlgorithm |
sha224 |
sha256 |
sha384 |

ISO/IEC 9594-8:2020 (E)

shasI2—F
-- Symmetric encryption algorithms

aesl28-CBC ALGORITHM ::= { -- CSOR
PARMS AES-InitializationVector
IDENTIFIED BY id-aesl28-CBC }

aesl92-CBC ALGORITHM ::= { -- CSOR
PARMS AES-InitializationVector
IDENTIFIED BY id-aesl92-CBC }

aes256-CBC ALGORITHM ::= { -- CSOR

PARMS AES-InitializationVector

IDENTIFIED BY id-aes256-CBC }
AES-InitlializationVector ::= OCTET STRING (SIZE (16))
-- Publilc key algorithms
rsaEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 4055

PARMS NULL
IDENTIFIED BY rsaEncryption }

keyExchangeAlgorithm ALGORITHM ::= { -- IETF RFC 3279
PARMS KEA-Parms-Id
IDENTIFIED BY id-keyExchangeAlgorithm }

KEA-Parms-Id ::= OCTET STRING-(SIZE (10))
dsa ALGORITHM ::= { -- IETF RFC 5480
PARMS DSS-Parms

IDENTIFIED BY id-dsa-}

DSS-Parms ::= SEQUENCE {
p  INTEGER,
q  INTEGER;
g INTEGER,

}

ecPublicKey ALGORITHM ::= { -- IETF RFC 5480
PARMS X509Curves
IDENTIFIED BY id-ecPublicKey }

ecDH ALGORITHM ::= { -- IETF RFC 5480
PARMS X509Curves
IDENTIFIED BY id-ecDH }

ecMQV ALGORITHM ::= { -- IETF RFC 5480
PARMS X509Curves
IDENTIFIED BY id-ecMQV }

dh-public-numberAlgorithm ALGORITHM ::= {

PARMS DomainParameters
IDENTIFIED BY dh-public-number }
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DomainParameters ::= SEQUENCE ({
P INTEGER, -- odd prime, p=jg+l
g INTEGER, -- generator, g
q INTEGER, -- factor of p-1
3j INTEGER OPTIONAL, -- subgroup factor

validationParms ValidationParms OPTIONAL,
}

ValidationParms ::= SEQUENCE {
seed BIT STRING,
pgenCounter INTEGER,

}

-- SIGNATURE ALGORITHMS
-- RSASSA-PKCS1l-vl 5 signature algorithms

shalWithRSAEncryptionAlgorithm ALGORITHM ::= { -- IETF 7427
PARMS NULL
IDENTIFIED BY shalWithRSAEncryption }

sha224WijthRSAEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 5754
PARMS NULL
IDENTIFIED BY sha224WithRSAEncryption }

sha256WijthRSAEncryptionAlgorithm ALGORITHM ::= { -- IETF RFC 7427
PARMS NULL
IDENTIFIED BY sha256WithRSAEncryption }

sha384WijthRSAEncryptionAlgorithm ALGORITHM ::= { -- IETE*RFC 7427
PARMS NULL
IDENTIFIED BY sha384WithRSAEncryption }

sha512WijthRSAEncryptionAlgorithm ALGORITHM ::= {\-— IETF RFC 7427
PARMS NULL
IDENTjFIED BY sha512WithRSAEncryption }

-- RSASA-PSS algorithms
rSASSA-HSS ALGORITHM ::= {
PARMS SEQUENCE {
hashAlgorithm [0] AlgorithmIdentifier {{HashAlgorithms}},
-- maskiGenAlgorithm [1] AlgorithmIdentifier {{MaskGenAlgorithms}},
saltLength [2] INTEGER DEFAULT 20,
traillerField [3] INTEGER DEFAULT 1 }
IDENTIFIED BY id-RSASSA-PSS }

-- DSA slignature algorithms

dsa-with-sha224\ ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED~BY id-dsa-with-sha224 }

dsa-withi-sha256 ALGORITHM ::= { -- IETF RFC 5754
IDENTIFIED BY id-dsa-with-sha256 }

-- ECDSA signature algorithms

ecdsa-with-SHA224-Algorithm ALGORITHM ::= { -- IETF RFC
IDENTIFIED BY ecdsa-with-SHA224 }

ecdsa-with-SHA256-Algorithm ALGORITHM ::= { -- IETF RFC 5758

IDENTIFIED BY ecdsa-with-SHA256 }
ecdsa-with-SHA384-Algorithm ALGORITHM :: IETF RFC 5758
IDENTIFIED BY ecdsa-with-SHA384 }

I
-~

1

1

ecdsa-with-SHA512-Algorithm ALGORITHM ::= { -- IETF RFC 5758
IDENTIFIED BY ecdsa-with-SHA512 }
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-- HMAC algorithms

hmacWithSHA224 ALGORITHM ::= { -- IETF RFC 4231
PARMS NULL
IDENTIFIED BY id-hmacWithSHA224 }

hmacWithSHA256 ALGORITHM ::= { -- IETF RFC 4231
PARMS NULL
IDENTIFIED BY id-hmacWithSHA256 }

hmacWithSHA384 ALGORITHM ::= { -- IETF RFC 4231
PARMS NULL
IDENTIFIED BY id-hmacWithSHA384 }

hmacWithSHA512 ALGORITHM ::= { -- IETF RFC 4231

ISO/IEC 9594-8:2020 (E)

PARMS NULL
IDENTIFIED BY id-hmacWithSHAS512 }

END -- gorithmObjectIdentifiers
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Annex C

Certificate extension attribute types

(This annex forms an integral part of this Recommendation | International Standard.)

Cl Certificate extension attribute concept

This annex includes attribute types representing certificate extension defined by this Specification and IETF RFC 5280.
Such attributes will allow detailed certificate extension request to be included in a certification request as defined in IETF
RFC 2986 and it allows extension information to be stored in a directory.

ExtensionAttribute ::= SEQUENCE ({
type ATTRIBUTE. &id,
value SET SIZE (0. .1) OF SEQUENCE {

mandatory [0] BOOLEAN DEFAULT FALSE,
crifjical [1] BOOLEAN DEFAULT FALSE,
ext [2] EXTENSION.&ExtnType,
|

}
The ExtesionAttribute data type specifies the general structure of an attribute represefiting a certificate|extension.
The syntaX of an attribute is a sequence with the following components:

+ The mandatory component is a Boolean that indicates whether this”extension shall be prgsent. This
component may not be relevant in certain contexts and shall then be-absent.

4+ The critical component indicates whether the particular certificate extension is labelled critjcal or not.
+  The ext component shall hold the actual extension syntax specification.

An extensipon attribute is always single-valued and it has no associated context specification.

extensionSyntax {EXTENSION:extension-attribute} SYNTAX-NAME ::= {

LDAP-DESC extension-attribute. &ldap-description
DIRECEERY SYNTAX SEQUENCE {

mandatory [0] BOOLEAN DEFAULT FALSE

critlical [1] BOOLEAN DEFAULT FALSE,

ext [2] extension-attribute.&ExtnType,

. }
ID extension-attribute. &id }

The extemsionSyntax parameterized information object is to be used as a model for binding an LDAP syntax to an
object iderftifier:

+  The Lpap-DESC specifies the LDAP syntax for the attribute type.
+ The DIRECTORY SYNTAX specifies the actual syntax for the attribute.
The ID spegifies the object identifier used to identify the LDAP syntax.

C2 Formal.specification for certificate extension attribute types

The forma| specification is provided in the form of the ASN.1 module ExtensionAttributes.

ExtensionAxttributes—{joimt=tso~ttu—t—ds{5)modute(i)—extenstonkttributes{t41)—9F—
DEFINITIONS ::=
BEGIN
-- EXPORTS All
IMPORTS
-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
id-ce

FROM UsefulDefinitions
{joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS
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ATTRIBUTE, SYNTAX-NAME
FROM InformationFramework
{joint-iso-itu-t ds(5) module(l) informationFramework(l) 9} WITH SUCCESSORS

-- from Rec. ITU-T X.509 | ISO/IEC 9594-8

EXTENSION
FROM AuthenticationFramework
{joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSORS

aAissuingDistributionPoint, altSignatureAlgorithm, altSignatureValue,
authorityKeyIdentifier, authorizationValidation, baseUpdateTime, basicConstraints,
certificatelssuer, certificatePolicies, cRLDistributionPoints, cRLNumber,
cRLStreamIdentifier, deltaCRLIndicator, deltaInfo, expiredCertsOnCRL, extKeyUsage,
freshestCRL, holdInstructionCode, invalidityDate, issuerAltName,
issuingDistributionPoint, keyUsage, nameConstraints, orderedList,

@) a ’ PO VNIaAPP d ’ D vVa = 2eVvyU adadJere oA
statusReferrals, subjectAltName, subjectAltPublicKeyInfo
subjedtKeyIdentifier, toBeRevoked

CertificateExtensions

{[joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 9} WITH'./SUCCESSPRS

= O ogae SBVOKED

- ’ pups,
subjectDirectoryAttri

butes,

attrib

{Ijoint-iso-itu-t ds(5) module(l) attributeCertificateDefinitions(32) 9} W[TH
SUCCESSORS ;

ExtensionAttribute ::= SEQUENCE ({
type ATTRIBUTE. &id,
value SET SIZE (0..1) OF SEQUENCE {
mandatory [0] BOOLEAN DEFAULT FALSE,
critical [1] BOOLEAN DEFAULT FALSE,
ext [2] EXTENSION.&ExtnType,
R | 3
}
extensionSyntax {EXTENSION:extensioncattribute} SYNTAX-NAME ::= {
LDAP-DESC extension-attribute. &ldap-description
DIRECEERY SYNTAX SEQUENCE {
mandatory [0] BOOLEAN-~DEFAULT FALSE,
critlical [1] BOOLEAN.DEFAULT FALSE,
ext [2] extension-attribute.&ExtnType,
.
ID extension-attribute. &id }
-- The llist of extension attribute types
a-authorjityKeyldentifier ATTRIBUTE ::= {
WITH SYNTAX authorityKeyIdentifier. &ExtnType
LDAP-SYNTAX id-asx-authorityKeylIdentifier
LDAP-NAME {"Authority Key Identifier"}
ID i1d-ce-a-authorityKeyIdentifier }
a-keyUsage ATTRIBUTE ::= {
WITH SYNTAX keyUsage. &ExtnType
LDAP-SYNTAX id-asx-keyUsage
LDAP-NAME {"Key Usage"}
ID id-ce-a-keyUsage }
a-extKeyUsage ATTRIBUTE ::= {
WITH SYNTAX extKeyUsage. &ExtnType
LDAP-SYNTAX id-asx-extKeyUsage
LDAP-NAME {"Extended Key Usage"}
ID id-ce-a-extKeyUsage }
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a-privateKeyUsagePeriod ATTRIBUTE ::= {

WITH SYNTAX privateKeyUsagePeriod. &ExtnType

LDAP-SYNTAX id-asx-privateKeyUsagePeriod

LDAP-NAME {"Private Key Usage Period"}

ID id-ce-a-privateKeyUsagePeriod }
a-certificatePolicies ATTRIBUTE ::= {

WITH SYNTAX certificatePolicies. &ExtnType

LDAP-SYNTAX id-asx-certificatePolicies

LDAP-NAME {"Certificate Policies"}

ID id-ce-a-certificatePolicies }
a-policyMappings ATTRIBUTE ::= {

WITH SYNTAX policyMappings. &ExtnType

LDAP-SYNTAX id-asx-policyMappings

LDAP-NAME {"Policy Mappings"}

D Td=te=—a-policyMappings f
a-authorfizationValidation ATTRIBUTE ::= {

WITH SYNTAX authorizationValidation. &ExtnType

LDAP-SYNTAX id-asx-authorizationValidation

LDAP- {"Authorization Validation"}

ID id-ce-a-authorizationValidation }
a-subjedtAltName ATTRIBUTE ::= {

WITH TAX subjectAltName. &ExtnType

LDAP- TAX id-asx-subjectAltName

LDAP- {"Subject Alternative Name"}

iD id-ce-a-subjectAltName }
a-issuerAltName ATTRIBUTE ::= {

WITH TAX issuerAltName. &ExtnType

LDAP- TAX id-asx-issuerAltName

LDAP- {"Issuer Alternative Name"}

iD id-ce-a-issuerAltName }
a-subjedtDirectoryAttributes ATTRIBUTE ::=1{

WITH TAX subjectDirectoryAttributes. &ExtnType

LDAP- TAX id-asx-subjectDirectoryAttributes

LDAP- {"Subject Directory.Attributes"}

iD id-ce-a-subjectbDirectoryAttributes }
a-basicConstraints ATTRIBUTE ::={

WITH TAX basicConstraints. &ExtnType

LDAP- TAX id-asx-basicConstraints

LDAP- {"Basic Constraints"}

iD id-eeva-basicConstraints }
a-nameConstraints ATTRIBUTE ::= {

WITH TAX policyConstraints. &ExtnType

LDAP- TAX id-asx-nameConstraints

LDAP- {"Name Constraints"}

D id-ce-a-nameConstraints }
a-policylConstraints ATTRIBUTE ::= {

WITH SYNTAX policyConstraints. &ExtnType

LDAP-SYNTAX id-asx-policyConstraints

LDAP-NAME {"Policy Constraints"}

D id-ce-a-policyConstraints }
a-cRLNumber ATTRIBUTE ::= {

WITH SYNTAX cRLNumber. §ExtnType

LDAP-SYNTAX id-asx-cRLNumber

LDAP-NAME {"CRL Number"}

D id-ce-a-cRLNumber}
a-statusReferrals ATTRIBUTE ::= ({

WITH SYNTAX statusReferrals. &ExtnType

LDAP-SYNTAX id-asx-statusReferrals

LDAP-NAME {"Status Referrals"}

D id-ce-a-statusReferrals}
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a-cRLStreamIdentifier ATTRIBUTE ::= {
WITH SYNTAX cRLStreamIdentifier. &ExtnType
LDAP-SYNTAX id-asx-cRLStreamIdentifier
LDAP-NAME {"CRL stream identifier"}
ID id-ce-a-cRLStreamIdentifier}
a-orderedList ATTRIBUTE ::= ({
WITH SYNTAX orderedList. &ExtnType
LDAP-SYNTAX id-asx-orderedList
LDAP-NAME {"Ordered list"}
ID id-ce-a-orderedList}
a-deltaInfo ATTRIBUTE ::= ({
WITH SYNTAX deltaInfo.&ExtnType
LDAP-SYNTAX id-asx-deltaInfo
LDAP- tion*y}

ISO/IEC 9594-8:2020 (E)

iD id-ce-a-deltaInfo}
a-toBeRegvoked ATTRIBUTE ::= {

WITH TAX toBeRevoked. &ExtnType

LDAP- TAX id-asx-toBeRevoked

LDAP- {"To be revoked"}

iD id-ce-a-toBeRevoked}
a-revokedGroups ATTRIBUTE ::= {

WITH TAX revokedGroups . &§ExtnType

LDAP- TAX id-asx-revokedGroups

LDAP- {"Revoked group of certificates"}

iDp id-ce-a-revokedGroups}
a-expiredCertsOnCRL ATTRIBUTE ::= {

WITH TAX expiredCertsOnCRL. &ExtnType

LDAP- TAX id-asx-expiredCertsOnCRL

LDAP- {"Expired certificates on CRL"}

D id-ce-a-expiredCertsOnCRL}
a-reasonCode ATTRIBUTE ::= {

WITH TAX reasonCode. §ExtnType

LDAP- TAX id-asx-reasonCode

LDAP- {"Reason code"}

ID id-ce-a-reasonCode}
a-holdInstructionCode ATTRIBUTE\: := {

WITH TAX holdInstructionCode. §ExtnType

LDAP- TAX id-asxc-holdInstructionCode

LDAP- {"Hol@"' instruction code"}

ID id-ce-a-holdInstructionCode}
a-invalidityDate ATTRIBUTE ::= ({

WITH TAX invalidityDate. &ExtnType

LDAP- TAX id-asx-invalidityDate

LDAP- {"Invalidity date"}

ID id-ce-a-invalidityDate}
a-cRLDistributionPoints ATTRIBUTE ::= {

WITH SYNTAX cRLDistributionPoints. &ExtnType

LDAP-SYNTAX id-asx-cRLDistributionPoints

LDAP-NAME {"CRL distribution points"}

ID id-ce-a-cRLDistributionPoints}
a-issuingDistributionPoint ATTRIBUTE ::= ({

WITH SYNTAX issuingDistributionPoint. &ExtnType

LDAP-SYNTAX id-asx-issuingDistributionPoint

LDAP-NAME {"Issuing distribution point"}

ID id-ce-a-issuingDistributionPoint}
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a-certificatelssuer ATTRIBUTE ::= {

WITH SYNTAX certificatelssuer. &ExtnType

LDAP-SYNTAX id-asx-certificatelssuer

LDAP-NAME {"Certificate issuer"}

ID id-ce-a-certificateIssuer}
a-deltaCRLIndicator ATTRIBUTE ::= {

WITH SYNTAX deltaCRLIndicator. &ExtnType

LDAP-SYNTAX id-asx-deltaCRLIndicator

LDAP-NAME {"Delta CRL indicator"}

ID id-ce-a-deltaCRLIndicator}
a-baseUpdateTime ATTRIBUTE ::= {

WITH SYNTAX baseUpdateTime. &ExtnType

LDAP-SYNTAX id-asx-baseUpdateTime

LDAP-NAME {"Base update time"}

ID Td=ce=—=a=baseUpdateTime}
a-freshelstCRL ATTRIBUTE ::= {

WITH TAX freshestCRL. &ExtnType

LDAP- TAX id-asx-freshestCRL

LDAP- {"Freshest CRL"}

ID id-ce-a-freshestCRL}
a-timeSpecification ATTRIBUTE ::= {

WITH TAX timeSpecification. &ExtnType

LDAP- TAX id-asx-timeSpecification

LDAP- {"Time specification"}

iD id-ce-a-timeSpecification}
a-targeflingInformation ATTRIBUTE ::= {

WITH SYNTAX targetingInformation. &ExtnType

LDAP-SYNTAX id-asx-targetingInformation

LDAP- {"Targeting information"}

iD id-ce-a-targetingInformation}
a-userNgtice ATTRIBUTE ::= {

WITH TAX userNotice. &ExtnType

LDAP- TAX id-asx-userNotice

LDAP- {"User notice"}

iD id-ce-a-userNotice}
a-accep lePrivilegePolicies ATTRIBUTE ::= {

WITH TAX acceptablePrivilegePolicies. &ExtnType

LDAP- TAX id-asx-acceptablePrivilegePolicies

LDAP- {"Acceptable Privilege Policies"}

iD id-eeva-acceptablePrivilegePolicies}
a-singleUse ATTRIBUTE“:= {

WITH TAX singleUse. &ExtnType

LDAP- TAX id-asx-singleUse

LDAP- {"Single use"}

ID id-ce-a-singleUse}
a-group ATTRIBUTE ::= {

WITH SYNTAX groupAC. &ExtnType

LDAP-SYNTAX id-asx-groupAC

LDAP-NAME {"Group attribute certificate"}

D id-ce-a-groupAC}
a-noRevAvail ATTRIBUTE ::= {

WITH SYNTAX noRevAvail. &ExtnType

LDAP-SYNTAX id-asx-noRevAvail

LDAP-NAME {"No revocation information available"}

ID id-ce-a-noRevAvail}
a-sOAIdentifier ATTRIBUTE ::= {

WITH SYNTAX sOAIdentifier. &ExtnType

LDAP-SYNTAX id-asx-sOAIdentifier

LDAP-NAME {"SOA identifier"}

D id-ce-a-sOAIdentifier}
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a-attributeDescriptor ATTRIBUTE ::= ({

WITH SYNTAX attributeDescriptor. &§ExtnType

LDAP-SYNTAX id-asx-attributeDescriptor

LDAP-NAME {"Attribute descriptor"}

D id-ce-a-attributeDescriptor}
a-roleSpecCertIdentifier ATTRIBUTE ::= {

WITH SYNTAX roleSpecCertIdentifier. &ExtnType

LDAP-SYNTAX id-asx-roleSpecCertIdentifier

LDAP-NAME {"Role specification certificate identifier"}

D id-ce-a-roleSpecCertIdentifier}
a-basicAttConstraints ATTRIBUTE ::= ({

WITH SYNTAX basicAttConstraints. &ExtnType

LDAP-SYNTAX id-asx-basicAttConstraints

LDAP- {"Basic attribute constralints™}

iD id-ce-a-basicAttConstraints}
a-delegatedNameConstraints ATTRIBUTE ::= ({

WITH TAX delegatedNameConstraints. &ExtnType

LDAP- TAX id-asx-delegatedNameConstraints

LDAP- {"Delegated name constraints"}

iD id-ce-a-delegatedNameConstraints}
a-accep leCertPolicies ATTRIBUTE ::= ({

WITH TAX acceptableCertPolicies. &ExtnType

LDAP- TAX id-asx-acceptableCertPolicies

LDAP- {"Acceptable certificate policiesGroup attribute certificate"}

iDp id-ce-a-acceptableCertPolicies}
a-authorlityAttributeIdentifier ATTRIBUTE ::= ({

WITH TAX authorityAttributeldentifier. &ExtnType

LDAP- TAX id-asx-authorityAttributeIdentifier

LDAP- {"Authority attribute identifier"}

D id-ce-a-authorityAttributeldentifier}
a-indirectIssuer ATTRIBUTE ::= {

WITH TAX indirectIssuer. &ExtnType

LDAP- TAX id-asx-indirectIssuer

LDAP- {"Indirect issuer"}

ID id-ce-a-indirectIssuer}
a-issuedOnBehalfOf ATTRIBUTE = {

WITH TAX issuedOnBehalfOf. &ExtnType

LDAP- TAX id-asxc-issuedOnBehalfOf

LDAP- {"Issued on behalf of"}

ID id-ce-a-issuedOnBehalfOf}
a-noAssefrtion ATTRIBUTE ::= ({

WITH TAX noAssertion. &§ExtnType

LDAP- TAX id-asx-noAssertion

LDAP- {"No assertion"}

ID id-ce-a-noAssertion}
a-allowedAttributeAssignments ATTRIBUTE ::= {

WITH SYNTAX allowedAttributeAssignments. &ExtnType

LDAP-SYNTAX id-asx-allowedAttributeAssignments

LDAP-NAME {"Allowed attribute assignments"}

ID id-ce-a-allowedAttributeAssignments}
a-attributeMappings ATTRIBUTE ::= {

WITH SYNTAX attributeMappings. &ExtnType

LDAP-SYNTAX id-asx-attributeMappings

LDAP-NAME {"Attribute mappings"}

ID id-ce-a-attributeMappings}
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a-holderNameConstraints ATTRIBUTE ::= {

WITH SYNTAX
LDAP-SYNTAX

holderNameConstraints. &ExtnType
id-asx-holderNameConstraints

LDAP-NAME {"Holder name constraints"}
ID id-ce-a-holderNameConstraints}
a-aAissuingDistributionPoint ATTRIBUTE ::= {

WITH SYNTAX
LDAP-SYNTAX

aAissuingDistributionPoint. &ExtnType
id-asx-aAissuingDistributionPoint

LDAP-NAME {"AA issuing distribution point"}
ID id-ce-a-aAissuingDistributionPoint}
a-protRestrict ATTRIBUTE ::= {

WITH SYNTAX
LDAP-SYNTAX

protRestrict. &ExtnType
id-asx-protRestrict

LDAP-NAME {"Protocol restriction"}
ID Td=ce=a—protRestrict}
a-subjedtAltPublicKeyInfo ATTRIBUTE ::= ({

WITH S|YNTAX
LDAP-SYNTAX

subjectAltPublicKeyInfo. &ExtnType
id-asx-subjectAltPublicKeyInfo

LDAP-NAME {"Subject alternative public key info"}
iD id-ce-a-subjectAltPublicKeyInfo}
a-altSignatureAlgorithm ATTRIBUTE ::= {

WITH TAX altSignatureAlgorithm. &ExtnType

LDAP- TAX id-asx-altSignatureAlgorithm

LDAP- {"Alternative signature algorithm"}

iD id-ce-a-altSignatureAlgorithm}
a-altSignatureValue ATTRIBUTE ::= {

altSignatureValue. &ExtnType

LDAP- TAX id-asx-altSignatureValue

LDAP- {"Alternative signature value'}

iD id-ce-a-altSignatureValue}
-- Objedt identifier for attribute types
id-ce-a-fsubjectDirectoryAttributes OBJECT IDENTIFIER ::= {id-ce 9 1}
id-ce-a-jsubjectKeylIdentifier OBJECT IDENTIFIER ::= {id-ce 14 1}
id-ce-a-fkeyUsage OBJECT IDENTIFIER = {id-ce 15 1}
id-ce-a-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16 1}
id-ce-a-jsubjectAltName OBJECT IDENTIFIER = {id-ce 17 1}
id-ce-a-lissuerAltName OBJECT IDENTIFIER = {id-ce 18 1}
id-ce-a-basicConstraints OBJECT IDENTIFIER = {id-ce 19 1}
id-ce-a-|cRLNumber OBJECT IDENTIFIER = {id-ce 20 1}
id-ce-a-jreasonCode OBJECT IDENTIFIER = {id-ce 21 1}
id-ce-a-holdInstructienCode OBJECT IDENTIFIER = {id-ce 23 1}
id-ce-a-jinvalidityDate OBJECT IDENTIFIER = {id-ce 24 1}
id-ce-a-l[deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27 1}
id-ce-a-fissuingDistributionPoint OBJECT IDENTIFIER = {id-ce 28 1}
id-ce-a-lcertificatelssuer OBJECT IDENTIFIER = {id-ce 29 1}
id-ce-a-nameConstraints OBJECT IDENTIFIER = {id-ce 30 1}
id-ce-a-cRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31 1}
id-ce-a-lcertificatePolicies OBJECT IDENTIFIER = {id-ce 32 1}

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER {id-ce 47 1}
OBJECT IDENTIFIER : {id-ce 48 1}
OBJECT IDENTIFIER ::= {id-ce 49 1}

id-ce-a-policyMappings
id-ce-a-authorityKeyIdentifier
id-ce-a-policyConstraints
id-ce-a-extKeyUsage
id-ce-a-authorityAttributeIdentifier
id-ce-a-roleSpecCertlIdentifier
id-ce-a-cRLStreamIdentifier
id-ce-a-basicAttConstraints
id-ce-a-delegatedNameConstraints
id-ce-a-timeSpecification
id-ce-a-cRLScope
id-ce-a-statusReferrals
id-ce-a-freshestCRL
id-ce-a-orderedList
id-ce-a-attributeDescriptor
id-ce-a-userNotice

{id-ce 33 1}
{id-ce 35 1}
{id-ce 36 1}
{id-ce 37 1}
{id-ce 38 1}
{id-ce 39 1}
{id-ce 40 1}
{id-ce 41 1}
{id-ce 42 1}
{id-ce 43 1}
{id-ce 44 1}
{id-ce 45 1}
{id-ce 46 1}
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id-ce-a-sOAIdentifier OBJECT IDENTIFIER = {id-ce 50 1}
id-ce-a-baseUpdateTime OBJECT IDENTIFIER = {id-ce 51 1}
id-ce-a-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52 1}
id-ce-a-deltaInfo OBJECT IDENTIFIER = {id-ce 53 1}
id-ce-a-inhibitAnyPolicy OBJECT IDENTIFIER = {id-ce 54 1}
id-ce-a-targetingInformation OBJECT IDENTIFIER = {id-ce 55 1}
id-ce-a-noRevAvail OBJECT IDENTIFIER = {id-ce 56 1}
id-ce-a-acceptablePrivilegePolicies OBJECT IDENTIFIER = {id-ce 57 1}
id-ce-a-toBeRevoked OBJECT IDENTIFIER = {id-ce 58 1}
id-ce-a-revokedGroups OBJECT IDENTIFIER = {id-ce 59 1}
id-ce-a-expiredCertsOnCRL OBJECT IDENTIFIER = {id-ce 60 1}
id-ce-a-indirectIssuer OBJECT IDENTIFIER = {id-ce 61 1}
id-ce-a-noAssertion OBJECT IDENTIFIER = {id-ce 62 1}
id-ce-a-aAissuingDistributionPoint OBJECT IDENTIFIER = {id-ce 63 1}
id-ce-a-issuedOnBehalfOf OBJECT IDENTIFIER = {id-ce 64 1}
id-ce-a-singleUse OBJECT IDENTIFIER = {id-ce 65 1}
id-ce-a-groupAC OBJECT IDENTIFIER = {Id=ce 66 I}
id-ce-a-fallowedAttributeAssignments OBJECT IDENTIFIER = {id-ce 67 1}
id-ce-a-fattributeMappings OBJECT IDENTIFIER = {id-ce 68 1}
id-ce-a-jholderNameConstraints OBJECT IDENTIFIER = {id-ce 69 1}
id-ce-a-fauthorizationValidation OBJECT IDENTIFIER = {id-ce 701}
id-ce-a-protRestrict OBJECT IDENTIFIER = {id-ce|71 1}
id-ce-a-jsubjectAltPublicKeyInfo OBJECT IDENTIFIER = {idzce)72 1}
id-ce-a-faltSignatureAlgorithm OBJECT IDENTIFIER = {idrece 73 1}
id-ce-a-faltSignatureValue OBJECT IDENTIFIER = {id-ce 74 1}
-- The llist of object identifiers for LDAP syntaxes
id-asx-sjubjectDirectoryAttributes OBJECT IDENTIFIER = {id-ce 9 2}
id-asx-sjubjectKeyIdentifier OBJECT IDENTIFIER = {id-ce 14 2}
id-asx-keyUsage OBJECT IDENTIFIER = {id-ce 15 2}
id-asx-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16 2}
id-asx-sjubjectAltName OBJECT (IDENTIFIER = {id-ce 17 2}
id-asx-ilssuerAltName OBJECT, IDENTIFIER = {id-ce 18 2}
id-asx-basicConstraints OBJECT" IDENTIFIER = {id-ce 19 2}
id-asx-gRLNumber OBJECT IDENTIFIER = {id-ce 20 2}
id-asx-reasonCode OBJECT IDENTIFIER = {id-ce 21 2}
id-asx-holdInstructionCode OBJECT IDENTIFIER = {id-ce 23 2}
id-asx-invalidityDate OBJECT IDENTIFIER = {id-ce 24 2}
id-asx-deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27 2}
id-asx-ilssuingDistributionPoint OBJECT IDENTIFIER = {id-ce 28 2}
id-asx-gertificatelIssuer OBJECT IDENTIFIER = {id-ce 29 2}
id-asx- eConstraints OBJECT IDENTIFIER = {id-ce 30 2}
id-asx-gRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31 2}
id-asx-gertificatePolicies OBJECT IDENTIFIER = {id-ce 32 2}
id-asx-policyMappings OBJECT IDENTIFIER = {id-ce 33 2}
id-asx-authorityKeyIdentifier OBJECT IDENTIFIER = {id-ce 35 2}
id-asx-policyConstraints OBJECT IDENTIFIER = {id-ce 36 2}
id-asx-extKeyUsage OBJECT IDENTIFIER = {id-ce 37 2}
id-asx-authorityAttributeldentifier OBJECT IDENTIFIER = {id-ce 38 2}
id-asx-rjoleSpecCertidentifier OBJECT IDENTIFIER = {id-ce 39 2}
id-asx-dRLStreamIdentifier OBJECT IDENTIFIER = {id-ce 40 2}
id-asx-bHasicAttConstraints OBJECT IDENTIFIER = {id-ce 41 2}
id-asx-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce 42 2}
id-asx-fimeSpecification OBJECT IDENTIFIER = {id-ce 43 2}
id-asx-cRLScope OBJECT IDENTIFIER = {1d-ce 44 2}
id-asx-statusReferrals OBJECT IDENTIFIER = {id-ce 45 2}
id-asx-freshestCRL OBJECT IDENTIFIER = {id-ce 46 2}
id-asx-orderedList OBJECT IDENTIFIER = {id-ce 47 2}
id-asx-attributeDescriptor OBJECT IDENTIFIER = {id-ce 48 2}
id-asx-userNotice OBJECT IDENTIFIER = {id-ce 49 2}
id-asx-sOAIdentifier OBJECT IDENTIFIER = {id-ce 50 2}
id-asx-baseUpdateTime OBJECT IDENTIFIER = {id-ce 51 2}
id-asx-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52 2}
id-asx-deltalInfo OBJECT IDENTIFIER = {id-ce 53 2}
id-asx-inhibitAnyPolicy OBJECT IDENTIFIER = {id-ce 54 2}
id-asx-targetingInformation OBJECT IDENTIFIER = {id-ce 55 2}
id-asx-noRevAvail OBJECT IDENTIFIER = {id-ce 56 2}
id-asx-acceptablePrivilegePolicies OBJECT IDENTIFIER = {id-ce 57 2}
id-asx-toBeRevoked OBJECT IDENTIFIER = {id-ce 58 2}
id-asx-revokedGroups OBJECT IDENTIFIER = {id-ce 59 2}
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id-asx-expiredCertsOnCRL OBJECT IDENTIFIER ::= {id-ce 60 2}
id-asx-indirectIssuer OBJECT IDENTIFIER ::= {id-ce 61 2}
id-asx-noAssertion OBJECT IDENTIFIER ::= {id-ce 62 2}
id-asx-aAissuingDistributionPoint OBJECT IDENTIFIER ::= {id-ce 63 2}
id-asx-issuedOnBehalfOf OBJECT IDENTIFIER ::= {id-ce 64 2}
id-asx-singleUse OBJECT IDENTIFIER ::= {id-ce 65 2}
id-asx-groupAC OBJECT IDENTIFIER ::= {id-ce 66 2}
id-asx-allowedAttributeAssignments OBJECT IDENTIFIER ::= {id-ce 67 2}
id-asx-attributeMappings OBJECT IDENTIFIER ::= {id-ce 68 2}
id-asx-holderNameConstraints OBJECT IDENTIFIER ::= {id-ce 69 2}
id-asx-authorizationValidation OBJECT IDENTIFIER ::= {id-ce 70 2}
id-asx-protRestrict OBJECT IDENTIFIER ::= {id-ce 71 2}
id-asx-subjectAltPublicKeyInfo OBJECT IDENTIFIER ::= {id-ce 72 2}
id-asx-altSignatureAlgorithm OBJECT IDENTIFIER ::= {id-ce 73 2}
id-asx-altSignatureValue OBJECT IDENTIFIER ::= {id-ce 74 2}

END -- ExtensionAttributes
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Annex D

External ASN.1 modules

(This annex does not form an integral part of this Recommendation | International Standard.)

This annex provides external ASN.1 modules referenced by this Specification and the Directory Specifications. These
modules shall not be considered part of this Specification, but are only provided for easy compilation of the ASN.1
modules defined by this Specification and the Directory Specifications.

PkiPmiExternalDataTypes
{joint-iso-itu-t ds(5) module(l) pkiPmiExternalDataTypes (40) 9}

DEFINITIONS ::=
BEGIN
-- EXPORTS All
IMPORTS
intSedqurity
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) P} WITH
SUCCESSORS
EXTENS]ION
FROM AuthenticationFramework
{jloint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSPRS
GeneralName
FROM CertificateExtensions
{jloint-iso-itu-t ds(5) module(l) certificateExtensions(26) 9} WITH SUCCESSORS

{jloint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 9} WITH SUCCESSORS ;

/* The UserNotice data type is referenced- by the userNotice extension. It is copifd from
IETF RFQ 5280 */
UserNotijce ::= SEQUENCE ({
noticeRef NoticeReference OPTIONAL,
expliditText DisplayText OPTIONAL }
NoticeRelference ::= SEQUENCE_ {
organilzation DisplayText,
noticeNumbers SEQUENCE OF INTEGER }
DisplayText ::= CHOICE {
visiblleString (VisibleString(SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8Syring UTF8String (SIZE (1..200)) }

/* IETF RFC 5280 defines some extensions not copied from this Specification. The Formal
specificatien—e hese—extensions—areinecludedhere for eas eferenece—e—g-——wheh using
ASN.1 tools. For detailed description, see IETF 5280.%*/

/* Authority information access extension*/
authorityInfoAccess EXTENSION ::= {
SYNTAX AuthorityInfoAccessSyntax
IDENTIFIED BY id-pe-authorityInfoAccess }
AuthorityInfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF AccessDescription
AccessDescription ::= SEQUENCE {
accessMethod OBJECT IDENTIFIER,

accessLocation GeneralName }

/* Subject information access extension*/
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subjectInfoAccess EXTENSION ::= {
SYNTAX SubjectInfoAccessSyntax
IDENTIFIED BY id-pe-subjectInfoAccess }
SubjectInfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF AccessDescription

/* IETF RFC 5280 (PKIX) object identifier allocation*/

id-pkix OBJECT IDENTIFIER ::= { intSecurity mechanisms (5) pkix(7) }
id-pe OBJECT IDENTIFIER ::= { id-pkix 1 }

id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }
id-pe-authorityInfoAccess OBJECT IDENTIFIER ::= { id-pe 1 }

id-pe-subjectInfoAccess OBJECT IDENTIFIER ::= { id-pe 11 }

id-ad-c OBJECT IDENTIFIER T = { 1d-ad 27}

id-ad-odsp OBJECT IDENTIFIER ::= { id-ad 1 }

idard-

/* The llowing is an abstract of the MTSAbstractService module specified by
Rec. ITU-T X.411] | ISO/IEC 10021-4.*/
G3FacsimileNonBasicParameters ::= BIT STRING ({
two-dimensional (8) , -- As defined in Recommendation ITU-T T.30
fine-resolution(9),
unlimilted-length (20) , -- These bit values are chosen such that“when
b4-length(21) , -- encoded using ASN.1l Basic Encoding Rules
a3-width(22), -- the resulting octets have the same values
b4-width(23), -- as for T.30 encoding
t6-coding (25) ,
uncompressed (30) , -- Trailing zero bits are not sjignificant
width-Iniddle-864-0£f-1728(37), -- It is recommendédvthat implementations
width-middle-1216-0£f-1728(38), -- should not encode more than 32 bits unless
resolution-type (44) , -- higher numbered bits¢are non-zero
resolution-400x400 (45), resolution-300x300(46), resolution-8x15(47),
edi (49), dtm(50), bft(51) , mixed-mode (58)\,\character-mode (60),
twelve-bits (65) , preferred-huffmann(66), full-colour(67), jpeg(68),
procesjsable-mode-26(71) }
ORAddresls ::= SEQUENCE {
built-lin-standard-attributes BuiltInStandardAttributes,
built-lin-domain-defined-attributes BuiltInDomainDefinedAttributes OPTIONAL,
-- se€| also teletex-domain-defined-attributes
extenslion-attributes ExtensionAttributes OPTIONAL }
-- The OR-address is-semantically absent from the OR-name if the built-in-starg
attribu
-- sequence is empty and the built-in-domain-defined-attributes and extension-
attribufles are both-omitted.
- Built-in _Standard Attributes
BuiltInStandardAttributes ::= SEQUENCE {
country-name CountryName OPTIONAL,
adminilstration-domain-name AdministrationDomainName OPTIONAL,
network-address [0] NetworkAddress OPTIONAL,
-- see also extended-network-address
terminal-identifier [1] TerminalIdentifier OPTIONAL,
private-domain-name [2] PrivateDomainName OPTIONAL,
organization-name [3] OrganizationName OPTIONAL,
-- see also teletex-organization-name
numeric-user-identifier [4] NumericUserIdentifier OPTIONAL,
personal-name [5] PersonalName OPTIONAL,
-- see also teletex-personal-name
organizational-unit-names [6] OrganizationalUnitNames OPTIONAL

-- see also teletex-organizational-unit-names --}

CountryName ::= [APPLICATION 1] CHOICE {
x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3166-alpha2-code PrintableString(SIZE (ub-country-name-alpha-length)) }
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AdministrationDomainName ::= [APPLICATION 2] CHOICE {

numeric NumericString (SIZE (0..ub-domain-name-length)),

printable PrintableString(SIZE (0..ub-domain-name-length)) }
NetworkAddress ::= X121lAddress
-- see also extended-network-address
X121Address ::= NumericString(SIZE (1..ub-xl2l-address-length))
TerminalIdentifier ::= PrintableString(SIZE (1l..ub-terminal-id-length))
PrivateDomainName ::= CHOICE {

numeric NumericString (SIZE (1..ub-domain-name-length)),
printable PrintableString(SIZE (1l..ub-domain-name-length)) }

-- see so teletex-organization-name

NumericUserIdentifier ::= NumericString(SIZE (1l..ub-numeric-user-id-length)))
PersonallName ::= SET {
surn [0] PrintableString(SIZE (1l..ub-surname-length)),

given—-name
[1] | PrintableString (SIZE (1l..ub-given-name-length)) OPTIONAL,

initialls
[2]]lPrintableString(SIZE (1..ub-initials-length)) OPTIONAL,
tion-qualifier

[3] | PrintableString (SIZE (1..ub-generation-qualifier-length)) OPTIONAL }

-- see so teletex-personal-name

OrganizationalUnitNames ::=
SEQUENCE SIZE (l..ub-organizational-units) OF, ©rganizationalUnitName

-- see so teletex-organizational-unit-names
OrganizationalUnitName ::=
PrintableString (SIZE (1..ub-organizational-unit-name-length))

-— Biilt-in Domain-defined Attributes
BuiltInDomainDefinedAttributes ::=
SEQUENCE SIZE (1l..ub-domain-defined-attributes) OF
BuilltInDomainDefinedAttribute

BuiltInDomainDefinedAttribute ::= SEQUENCE ({
type PrintableString(SIZE (1..ub-domain-defined-attribute-type-length)),
value | PrintableString(SIZE (1..ub-domain-defined-attribute-value-length)) }

- Ektension Attributes

ExtensionAttributes ::=
SET SIIZE (1:..ub-extension-attributes) OF ExtensionAttribute

ExtensionAttribute ::= SEQUENCE ({
extension-attribute-type
[0] EXTENSION-ATTRIBUTE. &id ({ExtensionAttributeTable}),
extension-attribute-value
[1] EXTENSION-ATTRIBUTE. &Type
({ExtensionAttributeTable} {@extension-attribute-type}) }

EXTENSION-ATTRIBUTE ::= CLASS {
&id INTEGER (0. .ub-extension-attributes) UNIQUE,
&Type }

WITH SYNTAX {
&Type
IDENTIFIED BY &id }

ExtensionAttributeTable EXTENSION-ATTRIBUTE ::=

{common-name | teletex-common-name | universal-common-name |
teletex-organization-name | universal-organization-name |
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teletex-personal-name | universal-personal-name |
teletex-organizational-unit-names | universal-organizational-unit-names |
teletex-domain-defined-attributes | universal-domain-defined-attributes |
pds-name | physical-delivery-country-name | postal-code |
physical-delivery-office-name | universal-physical-delivery-office-name |
physical-delivery-office-number | universal-physical-delivery-office-number
| extension-OR-address-components |
universal-extension-OR-address-components | physical-delivery-personal-name
| universal-physical-delivery-personal-name |
physical-delivery-organization-name |
universal-physical-delivery-organization-name |
extension-physical-delivery-address-components |
universal-extension-physical-delivery-address-components |
unformatted-postal-address | universal-unformatted-postal-address |
street-address | universal-street-address | post-office-box-address |
universal-post-office-box-address | poste-restante-address |

|
universal-unique-postal-name | local-postal-attributes |
universal-local-postal-attributes | extended-network-address | terminal-type/}

common-— e EXTENSION-ATTRIBUTE ::= {
CommonName
IDENTIFIED BY 1 }

CommonName ::= PrintableString(SIZE (1l..ub-common-name-length)")
teletex-lcommon-name EXTENSION-ATTRIBUTE ::= {
TeletexCommonName

IDENTIFIED BY 2 }

TeletexCommonName ::= TeletexString(SIZE (1..ub-common-name-length))

universal-common-name EXTENSION-ATTRIBUTE ::= ({
UniversalCommonName
IDENTIFIED BY 24 }

UniversalCommonName ::= UniversalOrBMPString{ub-common-name-length}

teletex—-organization-name EXTENSION~ATTRIBUTE ::= ({
TeletexOrganizationName
IDENTIFIED BY 3 }

TeletexOrganizationName ::=
TeletexString (SIZE (1l..ub-organization-name-length))

universall-organization—-name EXTENSION-ATTRIBUTE ::= {
UniversalOrganizationName
IDENTIFIED BY 25.}}

UniversallOrganizationName ::= UniversalOrBMPString{ub-organization-name-length}
teletex-personal-name EXTENSION-ATTRIBUTE ::= {

TeletexPersonalName
IDENTIFIED BY 4 }

TeletexPersonalName ::= SET ({
surname [0] TeletexString(SIZE (1l..ub-surname-length)),
given-name
[1] TeletexString(SIZE (1..ub-given-name-length)) OPTIONAL,
initials
[2] TeletexString(SIZE (1. .ub-initials-length)) OPTIONAL,
generation-qualifier
[3] TeletexString(SIZE (1..ub-generation-qualifier-length)) OPTIONAL }

universal-personal-name EXTENSION-ATTRIBUTE ::= ({
UniversalPersonalName

IDENTIFIED BY 26 }

UniversalPersonalName ::= SET ({
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surname

[0] UniversalOrBMPString{ub-universal-surname-length},
-- If a language is specified within surname, then that language applies to each of the
-- following optional components unless the component specifies another language.
given-name

[1] UniversalOrBMPString{ub-universal-given-name-length} OPTIONAL,
initials

[2] UniversalOrBMPString{ub-universal-initials-length} OPTIONAL,
generation-qualifier

[3] UniversalOrBMPString{ub-universal-generation-qualifier-length} OPTIONAL }

teletex-organizational-unit-names EXTENSION-ATTRIBUTE ::= {

TeletexOrganizationalUnitNames
IDENTIFIED BY 5 }

TeletexOrganizationalUnitNames ::=

TeletexQrganizationalUnitName ::=

universall-organizational-unit-names EXTENSION-ATTRIBUTE ::= {

UniversalOrganizationalUnitNames ::=

SEQUENC . ub- =

TeletexString (SIZE (1. .ub-organizational-unit-name-length))

UniversalOrganizationalUnitNames
IDENTIFIED BY 27 }

SEQUENCE SIZE (1l..ub-organizational-units) OF UniversalOrganizationalUnitName

-- If a junit name specifies a language, then that language applies to subordinate|unit

-- names| unless the subordinate specifies another language.
UniversallOrganizationalUnitName ::=

UniversallOrBMPString{INTEGER:ub-string-length} :3="“SET {
charagter-encoding CHOICE {
two-loctets BMPString (SIZE (1.,,ub-string-length)),
four]-octets UniversalString (STZE (1..ub-string-length))},

pds—-namel EXTENSION-ATTRIBUTE ::= {

PDSName |: := PrintableString(SIZE (1l..ub-pds-name-length))

physicall-delivery-country<name EXTENSION-ATTRIBUTE ::= ({

PhysicalPeliveryCountryName ::= CHOICE {

postal-gode, ' EXTENSION-ATTRIBUTE ::= {

UniverlsalOrBMPString{ub-organizational-unit-name-length}

iso-639-language-code PrintableString(SIZE (2 | 5)) OPTIONAL }

PDSName

IDENTIFIED BY 7 }

PhysicalDeliveryCountryName

IDENTIFIED BY 8 }

x121-dcc-code NumericString (SIZE (ub-country-name-numeric-length)),
iso-3lj66-alpha2-code PrintableString(SIZE (ub-country-name-alpha-length)) }

PostalCode
IDENTIFIED BY 9 }

PostalCode ::= CHOICE {

}

numeric-code NumericString (SIZE (1..ub-postal-code-length)),
printable-code PrintableString(SIZE (1l..ub-postal-code-length))

physical-delivery-office-name EXTENSION-ATTRIBUTE ::= ({

PhysicalDeliveryOfficeName
IDENTIFIED BY 10 }

PhysicalDeliveryOfficeName ::= PDSParameter

universal-physical-delivery-office-name EXTENSION-ATTRIBUTE ::= {

UniversalPhysicalDeliveryOfficeName
IDENTIFIED BY 29 }
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UniversalPhysicalDeliveryOfficeName ::= UniversalPDSParameter
physical-delivery-office-number EXTENSION-ATTRIBUTE ::= {
PhysicalDeliveryOfficeNumber
IDENTIFIED BY 11 }
PhysicalDeliveryOfficeNumber ::= PDSParameter
universal-physical-delivery-office-number EXTENSION-ATTRIBUTE ::= ({
UniversalPhysicalDeliveryOfficeNumber
IDENTIFIED BY 30 }

UniversalPhysicalDeliveryOfficeNumber ::= UniversalPDSParameter

extension-OR-address-components EXTENSION-ATTRIBUTE ::= ({

ExtensionORAddressComponents ::= PDSParameter

universall-extension-OR-address-components EXTENSION-ATTRIBUTE ::= {
UniversalExtensionORAddressComponents

UniversallExtensionORAddressComponents ::= UniversalPDSParameter

physicall-delivery-personal-name EXTENSION-ATTRIBUTE
PhysicalDeliveryPersonalName
IDENTIFIED BY 13 }

{

PhysicalPpeliveryPersonalName ::= PDSParameter

universall-physical-delivery-personal-name EXTENSION-ATTRIBUTE ::= ({
UniversalPhysicalDeliveryPersonalName
IDENTIFIED BY 32 }

UniversallPhysicalDeliveryPersonalName ::=,UniversalPDSParameter
physicall-delivery-organization-name EXTENSION-ATTRIBUTE ::= {
PhysicalDeliveryOrganizationName

IDENTIFIED BY 14 }

PhysicalPeliveryOrganizationName ::= PDSParameter

universall-physical-delivery-organization-name EXTENSION-ATTRIBUTE ::= {
UniversalPhysicalDeliveryOrganizationName
IDENTIFIED BY 33 }

UniversalPhysicalDeliveryOrganizationName ::= UniversalPDSParameter
extension-physical-delivery-address-components EXTENSION-ATTRIBUTE ::= {

ExtensionPhysicalDeliveryAddressComponents
IDENTIFIED.BY 15 }

ExtensionPhysicalDeliveryAddressComponents ::= PDSParameter

universal-extension-physical-delivery-address-components EXTENSION-ATTRIBUTE ::= ({
UniversalExtensionPhysicalDeliveryAddressComponents
IDENTIFIED BY 34 }

UniversalExtensionPhysicalDeliveryAddressComponents ::= UniversalPDSParameter

unformatted-postal-address EXTENSION-ATTRIBUTE ::= {
UnformattedPostalAddress
IDENTIFIED BY 16 }

UnformattedPostalAddress ::= SET {
printable-address SEQUENCE SIZE (l..ub-pds-physical-address-lines) OF
PrintableString (SIZE (1..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE (1..ub-unformatted-address-length)) OPTIONAL }
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universal-unformatted-postal-address EXTENSION-ATTRIBUTE ::= ({
UniversalUnformattedPostalAddress
IDENTIFIED BY 35 }

UniversalUnformattedPostalAddress ::=
UniversalOrBMPString{ub-unformatted-address-length}

street-address EXTENSION-ATTRIBUTE ::= {
StreetAddress
IDENTIFIED BY 17 }
StreetAddress ::= PDSParameter

universal-street-address EXTENSION-ATTRIBUTE ::= {
UniversalStreetAddress

IDENTjiLLU BY 36 F

UniversalStreetAddress ::= UniversalPDSParameter
post-offfice-box-address EXTENSION-ATTRIBUTE
PostOfficeBoxAddress
IDENTIFIED BY 18 }

{

PostOffilceBoxAddress ::= PDSParameter

universall-post-office-box-address EXTENSION-ATTRIBUTE ::= {
UniversalPostOfficeBoxAddress
IDENTIFIED BY 37 }

UniversallPostOfficeBoxAddress ::= UniversalPDSParameter
poste-restante-address EXTENSION-ATTRIBUTE ::= ({
PosteRestanteAddress
IDENTIFIED BY 19 }
PosteResitanteAddress ::= PDSParameter
universall-poste-restante-address EXTENSION-ATTRIBUTE ::= {

UniversalPosteRestanteAddress
IDENTIFIED BY 38 }

UniversallPosteRestanteAddress : ;= UniversalPDSParameter
unique-postal-name EXTENSION-ATTRIBUTE ::= {
UniquePostalName

IDENTIFIED BY 20 }
UniquePgstalName ::= PDSParameter
universall-unique-postal-name EXTENSION-ATTRIBUTE ::= ({
UniversalUniquePostalName

IDENTIFIED-BY 39 }

UniversalUniquePostalName ::= UniversalPDSParameter

local-postal-attributes EXTENSION-ATTRIBUTE ::= {
LocalPostalAttributes
IDENTIFIED BY 21 }

LocalPostalAttributes ::= PDSParameter
universal-local-postal-attributes EXTENSION-ATTRIBUTE ::= {
UniversallocalPostalAttributes
IDENTIFIED BY 40 }
UniversallocalPostalAttributes ::= UniversalPDSParameter
PDSParameter ::= SET {

printable-string PrintableString(SIZE (1l..ub-pds-parameter-length)) OPTIONAL,
teletex-string TeletexString (SIZE (1l..ub-pds-parameter-length)) OPTIONAL }

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.509 (10/2019)

177


https://iecnorm.com/api/?name=41e778d753c54615dc7ba0f1b445bfc8

ISO/IEC 9594-8:2020 (E)

UniversalPDSParameter ::= UniversalOrBMPString{ub-pds-parameter-length}

extended-network-address EXTENSION-ATTRIBUTE ::= {
ExtendedNetworkAddress
IDENTIFIED BY 22 }

ExtendedNetworkAddress ::= CHOICE {
el63-4-address SEQUENCE {
number [0] NumericString(SIZE (1..ub-el63-4-number-length)),
sub-address [1] NumericString(SIZE (l..ub-el63-4-sub-address-length))
OPTIONAL},

psap-address [0] PresentationAddress }

terminal-type EXTENSION-ATTRIBUTE ::= ({
TerminalType
IDENTIFIED BY 237}

TerminalfType ::= INTEGER ({
telex (|3), teletex(4), g3-facsimile(5), g4-facsimile(6), ia5-terminal(7),
videotex(8) } (0. .ub-integer-options)

-- Ekxtension Domain-defined Attributes

teletex-domain-defined-attributes EXTENSION-ATTRIBUTE ::= {
TeletexDomainDefinedAttributes
IDENTIFIED BY 6 }

TeletexDomainDefinedAttributes ::=
SEQUENCE SIZE (1l..ub-domain-defined-attributes) OF
TeleltexDomainDefinedAttribute

TeletexDomainDefinedAttribute ::= SEQUENCE ({
type TeletexString (SIZE (1..ub-domain-defined-attribute-type-length)),
value | TeletexString (SIZE (1..ub-domain-defimned-attribute-value-length)) }

universall-domain-defined-attributes EXTENSION=ATTRIBUTE ::= {
UniversalDomainDefinedAttributes
IDENTIFIED BY 28 }

UniversallDomainDefinedAttributes ::=
SEQUENCE SIZE (1l..ub-domain-defined-attributes) OF
UnivlersalDomainDefinedAttribute

UniversallDomainDefinedAttribute ::= SEQUENCE ({
type UniversalOrBMPString{ub-domain-defined-attribute-type-length},
value | UniversalOrBMPSttring{ub-domain-defined-attribute-value-length} }

ub-integer-options INTEGER = 256
ub-el63-j4-number-length INTEGER ::= 15
ub-el63-}{4-sub-address-length INTEGER ::= 40
ub-unformatted-address-length INTEGER = 180
ub-pds-parametér-length INTEGER ::= 30
ub-pds-physical-address-lines INTEGER ::= 6

ub-postall~code-length INTEGER ::= 16
ub-pds-name-length INTEGER ::= 16
ub-universal-surname-length INTEGER ::= 64
ub-universal-given-name-length INTEGER ::= 40
ub-universal-initials-length INTEGER ::= 16
ub-universal-generation-qualifier-length INTEGER ::= 16
ub-common-name-length INTEGER = 64
ub-extension-attributes INTEGER = 256
ub-domain-defined-attribute-type-length INTEGER ::= 8

ub-domain-defined-attribute-value-length INTEGER ::= 128
ub-domain-defined-attributes INTEGER ::= 4

ub-organizational-unit-name-length INTEGER ::= 32
ub-organizational-units INTEGER ::= 4

ub-generation-qualifier-length INTEGER ::= 3

ub-initials-length INTEGER =5

ub-given-name-length INTEGER ::= 16
ub-surname-length INTEGER ::= 40
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