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INTERNATIONAL STANDARD ISO/IEC 9594-8
RECOMMENDATION ITU-T X.509

Information technology — Open Systems Interconnection — The Directory: Public-key and
attribute certificate frameworks

Technical Corrigendum 2

Spmmary

Corrigendum 2 to ITU-T X.509 (2019) | ISO/IEC 9594-8:2020 covers resolution to defect reports 434 and 435.
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FOREWORD

The International Telecommunication Union (ITU) is the United Nations specialized agency in the field of
telecommunications, information and communication technologies (ICTs). The ITU Telecommunication
Standardization Sector (ITU-T) is a permanent organ of ITU. ITU-T is responsible for studying technical,
operating and tariff questions and issuing Recommendations on them with a view to standardizing
telecommunications on a worldwide basis.

The World Telecommunication Standardization Assembly (WTSA), which meets every four years, establishes

e approval of ITU-T Recommendations is covered by the procedure laid down in WTSA Resolution: 1.

In[ some areas of information technology which fall within ITU-T's purview, the necessary standards gre
prepared on a collaborative basis with 1ISO and IEC.

NOTE

In| this Recommendation, the expression "Administration” is used (for ‘conciseness to indicate both|a
telecommunication administration and a recognized operating agency:

Compliance with this Recommendation is voluntary. However,-the Recommendation may contain certdin
mandatory provisions (to ensure, e.g., interoperability <or: applicability) and compliance with the
Recommendation is achieved when all of these mandatory, provisions are met. The words "shall" or some other
oljligatory language such as "must™ and the negative equivalents are used to express requirements. The use of
such words does not suggest that compliance with thé-Recommendation is required of any party.

INTELLECTUAL PROPERTY RIGHTS

IT|U draws attention to the pessibility that the practice or implementation of this Recommendation may involye
the use of a claimed Intellectual Property Right. ITU takes no position concerning the evidence, validity |or
applicability of claimed Intellectual Property Rights, whether asserted by ITU members or others outside [of
the Recommendation development process.

As of the date;of-approval of this Recommendation, ITU had received notice of intellectual property, protected
by patents/software copyrights, which may be required to implement this Recommendation. Howevgr,
implementers are cautioned that this may not represent the latest information and are therefore strongly urged
to|cansult the appropriate ITU-T databases available via the ITU-T website at http://www.itu.int/ITU-T/ipr/.

© ITU 2023

All rights reserved. No part of this publication may be reproduced, by any means whatsoever, without the prior
written permission of ITU.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection — The Directory: Public-key and

attribute certificate frameworks

Technical Corrigendum 2

(Covering resolution to defect reports 434 and 435)

1 Correction of the defects reported in defect report 434
Rgplace the definition of the role attribute type in 16.5.1 with:

rdle ATTRIBUTE ::= {
WITH SYNTAX RoleSyntax
LDAP-SYNTAX ldapRoleSyntax.&id

LDAP-NAME {"role"}
LDAP-DESC "LDAP role"
ID id-at-role }

Rgplace the definition of xmlPrivilegelnfo in 16.7 with:

xﬂlPrivilegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilegé,information
LDAP-SYNTAX directoryString.é&id

LDAP-NAME {"xmlPrivInfo"}
LDAP-DESC "XML Privilege Info"
D id-at-xMLPrivilegeInfo }

Rdplace the definition of permission attribute in 16.8.1 with:

pﬁrmission ATTRIBUTE ::= {

WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch
LDAP-SYNTAX ldapDualStringSyntax. &id
LDAP-NAME {"permission"}

LDAP-DESC "LDAP permission"
iD id-at+pérmission }

Rdplace the definition of dualStringMatch matching rule in 16.8.2 with:

dyalStringMatch MATCHING=RULE ::= {
SYNTAX DualStringSyntax
LDAP-SYNTAX ldapDualStringSyntax. &id
LDAP-NAME {!permission"}
LDAP-DESC "LDAP permission match"
iD id-mr-dualStringMatch }

Rgplace the definition of the PMI user object class in 19.1.1 with:

pmiUser 'OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY" CONTAIN {attributeCertificateAttribute}
LDAP-NAME {"pmiUser"}
LDAP-DESC "Privilege holder"
iD id-oc-pmiUser }

Replace the definition of the PMI AA object class in 19.1.2 with:

pmiAA OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList}

Rec. ITU-T X.509 (2019) Cor. 2 (10/2023)
© ISO/IEC 2024~ All rights reserved
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LDAP-NAME {"pmiAA"}
LDAP-DESC "Privilege authority"
ID id-oc-pmiAA }

Replace the definition of the PMI SOA object class in 19.1.3 with:

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

LDAP-NAME { PmMiSOA™}
LDAP-DESC "Source of authority"
D id-oc-pmiSOA }

Rdplace the definition of the Attribute certificate CRL distribution point object class in 19.1.4 with:

afjtCertCRLDistributionPt OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList}

LDAP-NAME {"ACRL distribution point"}

ID id-oc-attCertCRLDistributionPts }

Rgplace the definition of the Attribute certificate PMI delegation path object class in 19.1.5 with:

pmiDelegationPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {delegationPath}
LDAP-NAME {"pmiDelegationPath"}
LDAP-DESC "Privilege delegation path"
D id-oc-pmiDelegationPath }

Rdplace the definition of the privilege policy object classyin 19.1.6 with:

pyivilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN ({privPolicy}
LDAP-NAME {"privilegePolicy"}
LDAP-DESC "Privilege policy"
D id-oc-privilegePolicy }

Rdplace the definition of the protected privilege policy object class in 19.1.7 with:

pyotectedPrivilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN \\{protPrivPolicy}
LDAP-NAME {"protectedPrivilegePolicy"}
LDAP-DESC "Protected privilege policy"
D id-oc-protectedPrivilegePolicy }

Replace the definition of attributeCertificateAttribute attribute type in 19.2.1 with:

attributeCertificateAttribute ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
LDAP-SYNTAX x509AttributeCertificate. &id
LDAP-NAME {"attributeCertificateAttribute"}
LDAP-DESC "X.509 Attr certificate attribute"
ID id-at-attributeCertificate }
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Replace the definition of aACertificate attribute type in 19.2.2 with:

aACertificate ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
LDAP-SYNTAX x509AttributeCertificate. &id
LDAP-NAME {"aACertificate"}
LDAP-DESC "X.509 AA certificate"
ID id-at-aACertificate }

Replace the definition of attributeDescriptorCertificate attribute type in 19.2.3 with:

attributeDescriptorCertificate ATTRIBUTE ::= ({
[WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
LDAP-SYNTAX x509AttributeCertificate. &id
LDAP-NAME {"AttributeDescriptorCertificate"}
LDAP-DESC "X.509 Attr descriptor certificate"
D id-at-attributeDescriptorCertificate }

Rgplace the definition of delegationPath attribute type in 19.2.7 with:

djlegationPath ATTRIBUTE ::= {

WITH SYNTAX AttCertPath
LDAP-SYNTAX ldapAttCertPath. &id
LDAP-NAME {"delegationPath"}
LDAP-DESC "LDAP delegation path"
ID id-at-delegationPath }

Rgplace the definition of privPolicy attribute type in 19.2.8 with:

pyivPolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
LDAP-SYNTAX x509PolicySyntax. &id
LDAP-NAME {"privPolicy"}
LDAP-DESC "X.509 privPolicy"
D id-at-privPolicy }

Rdplace the definition of protPrivPolicy attribute type.in)19.2.9 with:

pyotPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
LDAP-SYNTAX x509AttributeCertificate. &id
LDAP-NAME {"protPrivPolicy"}
LDAP-DESC "X 509 prot priv policy"
ID id-at-protPrivPolicy }

Replace the definition of xmlIPxivPolicy attribute type in 19.2.10 with:

xﬂlPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String -- XML-encoded privilege policy information
LDAP-SYNTAX directoryString. &id
LDAP-NAME {"xmlPrivPolicy"}
LDAP-DESC "LDAP XML Priv Policy"
D id-at-xmlPrivPolicy }

Rgplace the definition of attribute certificate exact match matching rule in 19.3.1 with:

ateributeCertificatebxactMateh—MATCHINGRULE——=—1
SYNTAX AttributeCertificateExactAssertion
LDAP-SYNTAX attCertExactAssertion.&id
LDAP-NAME {"attributeCertificateExactMatch"}
LDAP-DESC "Attribute Certificate Exact Match"
ID id-mr-attributeCertificateExactMatch }
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