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members of ISO or IEC participate in the development of International Standards through technical
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take part in the work. In the field of information technology, ISO and IEC have established a joint
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Introduction

Many applications have requirements for security to protect against threats to the communication of information. Virtually
all security services are dependent upon the identities of the communicating parties being reliably known, i.e.,
authenticated.

This Recommendation | International Standard defines a framework for public-key certificates. This framework includes
the specification of data objects used to represent the public-key certificates themselves, as well as revocation notices for
issued public-key certificates that should no longer be trusted. It defines some critical components of a public-key
infrastructure (PKI), but it does not define a PKI in its entirety. However, this Recommendation | International Standard
provides the foundation upon which full PKIs and their specifications can be built.

Similarly, this Recommendation | International Standard defines a framework for attribute certificates. This framework
includes the specification of data objects used to represent the attribute certificates themselves, as well as revocation
notices for issued attribute certificates that should no longer be trusted. It defines some critical components of a privilege
management i i i ini i i endation |
Internatiorfal Standard provides the foundation upon which full PMIs and their specifications can be built.

Schema ddfinitions are defined for holding PKI and PMI information in a directory according to the gpecificdtion found
in the ITU{T X.500 series of Recommendations | ISO/IEC 9594 (all parts) or according to the lightweight direcfory access
protocol (LDAP) specification.

This Recoinmendation | International Standard provides the foundation frameworks upon which industry profiles can be
defined by|other standards groups and industry forums. Many of the features defined as optional in these framejvorks may
be mandatgd for use in certain environments through profiles. This eighth edition technically revises and erfhances the
seventh edjtion of this Recommendation | International Standard.

This eighth edition specifies versions 1, 2 and 3 of public-key certificates, versions 1 and 2 of certificate revogation lists
and versiop 2 of attribute certificates.

The extendibility function was added in an earlier edition with version.3/of the public-key certificate and with version 2
of the certificate revocation list and was incorporated into the attribute.certificate from its initial inception.

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modules which
contain allfof the definitions associated with the frameworks,

Annex B, which is not an integral part of this Recommendation | International Standard, lists object identifiefs assigned
to cryptogfaphic algorithms defined by other specifications. It is provided for easy reference and import into ofher ASN.1
modules.

Annex C, |which is an integral part of this Recommendation | International Standard, provides definitior)s for how
certificate pxtension types may be represented-by directory attribute types.

Annex D, which is not an integral paft of this Recommendation | International Standard, includes extracts pf external
ASN.1 mogdules referenced by this,Recommendation | International Standard.

Annex E, which is an integral(part of this Recommendation | International Standard, provides rules for gengrating and
processing|certificate revocation lists (CRLS).

Annex F, which is notyan“integral part of this Recommendation | International Standard, provides examplgs of delta
certificate fevocation list (CRL) issuance.

Annex G, Whichissnot an integral part of this Recommendation | International Standard, provides examples gf privilege
policy synfaxes and privilege attributes.

Annex H, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex |, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex J, which is not an integral part of this Recommendation | International Standard, provides guidance for public-key
infrastructure (PKI) enabled applications on the processing of certificate policy while in the certification path validation
process.

Annex K, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentCommitment bit in the keyUsage certificate extension.

Annex L, which is not an integral part of this Recommendation | International Standard, includes public-key and attribute
certificate extensions that have been deprecated.
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Annex M, which is not an integral part of this Recommendation | International Standard, gives a short introduction to
directory and distinguished name concepts.

Annex N, which is not an integral part of this Recommendation | International Standard, provides some general
considerations on strong authentication.

Annex O, which is not an integral part of this Recommendation | International Standard, contains an alphabetical list of
information item definitions in this Recommendation | International Standard.

Annex P, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.

Rec. ITU-T X.509 (10/2016) vii
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ISO/IEC 9594-8:2017 (E)

INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Public-key and attribute certificate frameworks

1 Scope

This Recommendation | International Standard addresses some of the security requirements in the areas of authentication
and other security services through the provision of a set of frameworks upon which full services can be based. Specifically,
this Recommendation | International Standard defines frameworks for:

—  public-key certificates; and

attrihnto cortifinatac
attHPte-CeRHHEaeS:

The publictkey certificate framework defined in this Recommendation | International Standard specifies’the [nformation
objects and data types for a public-key infrastructure (PKI), including public-key certificates, certificate’revqcation lists
(CRLs), triist broker and authorization and validation lists (AVLs). The attribute certificate framework specifies the
information objects and data types for a privilege management infrastructure (PMI), including attfibute certificates, and
attribute ceftificate revocation lists (ACRLs). This Recommendation | International Standard.also provides the[framework
for issuing,| managing, using and revoking certificates. An extensibility mechanism is included in the defined [formats for
both certifigate types and for all revocation list schemes. This Recommendation | International Standard also ingludes a set
of extensiops, which is expected to be generally useful across a number of applications of PKI and PMI. The schema
componentp (including object classes, attribute types and matching rules) for storing PKI and PMI inforfnation in a
directory, gre included in this Recommendation | International Standard.

This Recorpmendation | International Standard specifies the framework farystrong authentication, involving|credentials
formed usimg cryptographic techniques. It is not intended to establish thiSas a general framework for authenticption, but it
can be of general use for applications which consider these techniques-adequate.

Authentication (and other security services) can only be provided.within the context of a defined security pdlicy. It is a
matter for ysers of an application to define their own security policy.

2 Normative references

The folloming Recommendations and International Standards contain provisions which, through reference In this text,
constitute grovisions of this Recommendation [‘International Standard. At the time of publication, the editions indicated
were valid| All Recommendations and. Standards are subject to revision, and parties to agreements baged on this
Recommendation | International Standardyare encouraged to investigate the possibility of applying the most reg¢ent edition
of the Recpmmendations and Standards listed below. Members of IEC and ISO maintain registers of curgently valid
Internationgl Standards. The Telécommunication Standardization Bureau of the ITU maintains a list of curfently valid
ITU-T Recpmmendations.

2.1 Igentical Réecommendations | International Standards

- Recommendation ITU-T X.411 (1999) | ISO/IEC 10021-4:2003, Information technology |- Message
Handling Systems (MHS) — Message Transfer System: Abstract Service Definition and Procedyres.

— \Recommendation ITU-T X.500 (2016) | ISO/IEC 9594-1:2017, Information technology — Ogen Systems
Interconnection — The Directory: Overview of concepts, models and services.

—  Recommendation ITU-T X.501 (2016) | ISO/IEC 9594-2:2017, Information technology — Open Systems
Interconnection — The Directory: Models.

—  Recommendation ITU-T X.511 (2016) | ISO/IEC 9594-3:2017, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition.

—  Recommendation ITU-T X.519 (2016) | ISO/IEC 9594-5:2017, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.

—  Recommendation ITU-T X.520 (2016) | ISO/IEC 9594-6:2017, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

—  Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures and
top arcs of the International Object Identifier tree.
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—  Recommendation ITU-T X.681 (2015) | ISO/IEC 8824-2:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

— Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

—  Recommendation ITU-T X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access control framework.

—  Recommendation ITU-T X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Non-repudiation framework.

—  Recommendation ITU-T X.841 (2000) | ISO/IEC 15816:2002, Information technology — Security
techniques — Security information objects for access control.

2.2 Paired Recommendations ! International Standards pqni\mlpnf intechnical content
- Recommendation ITU-T X.800 (1991), Security architecture for Open Systems Interconnegtior] for CCITT
applications.
ISO 7498-2:1989, Information processing systems — Open Systems Interconnection, — Basi¢ Reference
Model — Part 2: Security Architecture.
2.3 Recommendations
-1 Recommendation ITU-T X.1252 (2010), Baseline identity managementderms and definitions.
24 Qther references
— IETF RFC 791 (1981), Internet Protocol.
- IETF RFC 822 (1982), Standard for the Format of ARPAInternet Text Messages.
- IETF RFC 1630 (1994), Universal Resource Identifiets in WWW: A Unifying Syntax for the Epression of
Names and Addresses of Objects on the Network.as used in the World-Wide Web.
- IETF RFC 3492 (2003), Punycode: A Bootstrifig encoding of Unicode for Internationalized Domain Names
in Applications (IDNA).
-1 IETF RFC 4511 (2006), Lightweight Directory Access Protocol (LDAP): The Protocol.
- IETF RFC 4523 (2006), Lightweight Directory Access Protocol (LDAP) Schema Definition$ for X.509
Certificates.
- IETF RFC 5280 (2008), Intesnet X.509 Public Key Infrastructure Certificate and Certificate |Revocation
List (CRL) Profile.
-1 IETF RFC 5890 (2010), Internationalized Domain Names for Applications (IDNA): Defipitions and
Document Framewark.
- IETF RFC 5914)(2010), Trust Anchor Format.
- IETFREE®960 (2013), X.509 Internet Public Key Infrastructure Online Certificate Status Protqcol - OCSP
3 Definitions
For the purposes of thisRecommendation i nternationat-Stat |da|d, the fU”UVV;IIU gefinitions app=y.
3.1 OSI Reference Model security architecture definitions

The following terms are defined in Rec. ITU-T X.800 | ISO 7498-2:
a) authentication exchange;
b) authentication information;
c) confidentiality;
d) credentials;
e) cryptography;
f)  data origin authentication;
g) decipherment;
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h) digital signature;
i) encipherment; and
) key;

3.2 Baseline identity management terms and definitions
The following term is defined in Rec. ITU-T X.1252:

a) trust.
3.3 Directory model definitions
The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:
a) attribute:
c) directory information tree (DIT);
b) directory system agent;
c) directory user agent (DUA);
d) distinguished name;
e) entry;
f] relative distinguished name;
g) root.
3.4 Access control framework definitions

The follow|ng terms are defined in Rec. ITU-T X.812 | ISO/IEC 10181-3:
a) access control decision function (ADF);
b) access control enforcement function (AEF).

35 Hublic-key and attribute certificate definitions
The follow|ng terms are defined in this Recommendation | International Standard:

35.1 ACRL distribution point: A directary entry or another distribution source for attribute certificate|revocation
lists (ACRLs); an ACRL distributed throughjan ACRL distribution point may contain revocation entries for ofly a subset
of the full det of attribute certificates issuéd\by one attribute authority (AA) or may contain revocation entries for multiple
AAs.

3.5.2 aktribute authority certificate: An attribute certificate for one attribute authority (AA) issued by another AA
or by the sgme AA.

3.5.3 aktribute certificate: A data structure, digitally signed by an attribute authority that binds some attrifpute values
with identification information about its holder.

354 tribute’authority (AA): An authority which assigns privileges by issuing attribute certificates or by including
them in public-Key certificates.

3.5.5 : a
certificates |ssued to attrlbute authorltles (AAs) that are no Ionger con5|dered valld by the issuing AA.

fo attribute

3.5.6 attribute certificate revocation list (ACRL): A revocation list containing a list of references to attribute
certificates that are no longer considered valid by the issuing attribute authority.

3.5.7 attribute certificate validation: The process of ensuring that an attribute certificate was valid at a given time,
including possibly the construction and processing of a delegation path, and ensuring that all attribute certificates in that
path were valid (e.g., were not expired or revoked) at that given time.

3.5.8 authority: An entity, responsible for the issuance of certificates or of revocation lists. Four types are defined in
this Recommendation | International Standard; a certification authority which issues public-key certificates, an attribute
authority which issues attribute certificates, a certificate revocation list (CRL) issuer which issues CRLs and an attribute
certificate revocation list (ACRL) issuer which issues ACRLSs.

3.5.9 authorization and validation list (AVL): A signed list containing information to an AVL entity about potential
communications entities and possible restrictions on the communications with such entities.
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3.5.10 authorization and validation list entity (AVL entity): An entity, when acting as a relying party, is dependent
on an AVL issued by a designated authorizer.

3.5.11 authorizer: An entity trusted by one or more entities operating as authorization and validation list (AVL) entities
to create, maintain and sign authorization and validation lists.

3.5.12  base attribute certificate revocation list (base ACRL): An attribute certificate revocation list (ACRL) that is
used as the foundation in the generation of a delta attribute certificate revocation list (dACRL).

3.5.13  base certificate revocation list (base CRL): A certificate revocation list (CRL) that is used as the foundation
in the generation of a delta certificate revocation list (dCRL).

3.5.14  CAcertificate: A public-key certificate for one certification authority (CA) issued by another CA or by the same
CA.

3.5.15 certificate policy: A named set of rules that indicates the applicability of a public-key certificate to a particular
communityand/or class of application with commaon security requirements. Eor example _a particular certificate policy
might indidate applicability of a type of certificate to the authentication of electronic data interchange transactjons for the
trading of doods within a given price range.

3.5.16  cprtification practice statement (CPS): A statement of the practices that a certification authofity (C|A) employs
in issuing certificates.

3.5.17  cprtificate revocation list (CRL): A signed list indicating a set of public-key cgrtificates that ar¢ no longer
considered jvalid by the issuing certification authority (CA). In addition to the generic term-certificate revocation list (CRL),
some specific CRL types are defined for CRLs that cover particular scopes.

3.5.18 cprtificate serial number: An integer value, unique within the issuing authority, which is unambiguously
associated with a certificate issued by that authority.

3.5.19 cprtification authority (CA): An authority trusted by one or morg€)entities to create and digital sign public-key
certificates| Optionally the certification authority may create the subjectsikeys.

3.5.20  cprtification authority revocation list (CARL): A revoeation list containing a list of certificatign authority
(CA) certifjcates issued to CAs that are no longer considered valithby the issuing CA.

3.5.21  cprtification path: An ordered list of one or morepublic-key certificates, starting with a public-key certificate
signed by the trust anchor, and ending with the end-entity.public-key certificate to be validated. All intermedjate public-
key certifigates, if any, are certification authority (CA) certificates in which the subject of the preceding|public-key
certificate is the issuer of the following public-key Ceftificate.

3.5.22  {RL distribution point: A directory.entry or other distribution source for certificate revocation lists (CRLS); a
CRL distrifputed through a CRL distribution‘peint may contain revocation entries for only a subset of the full sqt of public-
ificates issued by one certificationiauthority (CA) or may contain revocation entries for multiple CAs.

3.3.23  cfoss-certificate: A certification authority (CA) certificate where the issuer and the subject are different CAs.

legation: Conveyance of privilege from one entity that holds such privilege, to another entity.

legation pathi’An ordered sequence of attribute certificates which, together with authentication of a privilege

Ita @ttribute certificate revocation list (AACRL): A partial attribute certificate revocation lit that only
contains enftries for attribute certificates that have had their revocation status changed since the issuance of thq referenced
base attrib ifi ion-H

3.4.27 delta-CRL (dCRL): A partial revocation list that only contains entries for public-key certificates that have had
their revocation status changed since the issuance of the referenced base CRL.

3.5.28 end entity: Either a public-key certificate subject that uses its private key for purposes other than signing public-
key certificates, or an attribute certificate holder that cannot delegate privileges of the attribute certificate, but uses its
attributes only to gain access to a resource.

3.5.29 end-entity attribute certificate: An attribute certificate issued to an entity, which then acts as an end entity
within a privilege management infrastructure.

3.5.30 end-entity attribute certificate revocation list (EARL): A revocation list containing a list of attribute
certificates issued to holders that are not also attribute authorities (AAs) that are no longer considered valid by the
certificate issuer.
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3.5.31 end-entity public-key certificate: A public-key certificate issued to an entity, which then acts as an end entity
within a public-key infrastructure.

3.5.32 end-entity public-key certificate revocation list (EPRL): A revocation list containing a list of public-key
certificates issued to subjects that are not also certification authorities (CAs), that are no longer considered valid by the
certificate issuer.

3.5.33  environmental variables: Those aspects of policy required for an authorization decision, that are not contained
within static structures, but are available through some local means to a privilege verifier (e.g., time of day or current
account balance).

3.5.34 full attribute certificate revocation list (full ACRL): A complete revocation list that contains entries for all
attribute certificates that have been revoked for a given scope.

3.5.35 full CRL: A complete revocation list that contains entries for all public-key certificates that have been revoked
for the given scope.

3.5.36 sh function: A (mathematical) function which maps data of arbitrary size into data of a fixed, sjze called a
digest.
3.5.37 Ider: An entity to whom some privilege has been delegated either directly from the sourCe of quthority or

indirectly through another attribute authority.

3.5.38 impdirect attribute certificate revocation list (IACRL): A revocation list whose “scope includgs attribute
certificates|issued by one or more attribute authorities (AAs) other than the issuer of the revocation list. The sgme indirect
ACRL is also authoritative for the attribute certificates, if any, issued by the ACRL isguer-

3.5.39 direct certificate revocation list (iCRL): A revocation list whose scope‘includes public-key certifigates issued
by one or more certification authorities (CAs) other than the issuer of the revecation list. The same indirec} certificate
revocation Jist (CRL) is also authoritative for the public-key certificates, if ahy, issued by the CRL issuer.

3.5.40 iptermediate CA: A certification authority (CA) is acting as afdntermediate CA within a certification path when
it is the issder of the next public-key certificate on that certification path.

3541 y agreement: A method for negotiating a symmetrie key value on-line without transferring the Key, even in
an encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on keyl agreement
mechanism).

3.5.42  opject method: An action that can be invoked:on a resource (e.g., a file system may have read, write and execute
object methods).

3.5.43  ope-way function: A (mathematical). function which is easy to compute, but which for a general value y in the
range, it is{computationally difficult to finda-value x in the domain such that f(x) = y. There may be a few Yalues y for
which finding x is not computationally difficult.

3.5.44 K1 end entity: An entity that is acting as an end entity in a public-key infrastructure (PKI) environment, where
the subjectjuses it private key for‘other purposes than signing public-key certificates.

3.5.45 MI end entity: An entity that is acting as an end entity in a privilege management infrastrugture (PMI)
environment, where the holder uses its privilege attributes to gain access to a resource.

3.5.46 licy deciSion point (PDP): The point where policy decisions are made (synonymous with acgess control
decision fupction,-ADF).

3.5.47 licy enforcement point (PEP): The point where the policy decisions are actually enforced (synonymous with
access con i F)-

3.5.48  policy mapping: Recognizing that, when a certification authority (CA) in one domain certifies a CA in another
domain, a particular certificate policy in the second domain may be considered by the authority of the first domain to be
equivalent (but not necessarily identical in all respects) to a particular certificate policy in the first domain.

3.5.49 private key: (In a public-key cryptosystem) that key of an entity's key pair which is known only by that entity.
3.5.,50 privilege: An attribute or property assigned to an entity by an attribute authority.

3.5.51  privilege asserter: A privilege holder using the attributes of the attribute certificate or public-key certificate to
assert privilege.

3.5.52  privilege holder: An entity that has been assigned privilege. A privilege holder may assert its privilege for a
particular purpose.
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3.5.53  privilege management infrastructure (PMI): The infrastructure able to support the management of privileges
in support of a comprehensive authorization service and in relationship with a public-key infrastructure.

3.5.54  privilege policy: The policy that outlines conditions for privilege verifiers to provide/perform sensitive services
to/for qualified privilege asserters. Privilege policy relates attributes associated with the service as well as attributes
associated with privilege asserters.

3.5.55 privilege verifier: An entity verifying attributes of a public-key certificate or attribute certificate against a
privilege policy.
3.5.56  public key: That key of an entity's key pair which is publicly known.

3.5.57  public-key certificate: The public key of an entity, together with some other information, rendered unforgeable
by digital signature with the private key of the certification authority (CA) that issued it.

3.5.58 publlc key certlflcate validation: The process of ensurlng thata publlc key certificate was valld atagiventime,
including po a a : ertificates in
that path were valid (e.g., were not expired or revoked) at that given time.

3.5.59  public-key infrastructure (PKI): The infrastructure able to support the management of public Keys able to
support authentication, encryption, integrity or non-repudiation services.

3.5.60 rpgistration authority (RA): Those aspects of the responsibilities of a certification authority that are related to
identificatipn and authentication of the subject of a public-key certificate to be issued by that)certification aythority. An
RA may either be a separate entity or be an integrated part of the certification authority.

NOTE —{ This definition is different in scope from the one defined in Rec. ITU-T X.660 | ISO/[EC 9834-1.
3.5.61 rplying party: An entity that relies on the data in a public-key certificate in° making decisions.

3.5.62 rple assignment certificate: A certificate that contains the role attribute, assigning one or more foles to the
certificate qubject/holder.

3.5.63  rple specification certificate: An attribute certificate that contains the assignment of privileges to ajole.
3.5.64  sensitivity: Characteristic of a resource that implies its:value or importance.

3.5.65  sgcurity policy: The set of rules laid down by the security authority governing the use and provision of security
services anfl facilities.

3.5.66  sglf-issued attribute certificate: An attribute: certificate where the issuer and the holder are the sarpe attribute
authority (AA). An AA might use a self-issued attribute certificate, for example, to publish policy information,

3.5.67  sglf-issued certificate: A certification-authority (CA) certificate where the issuer and the subject afe the same
CA. A CA might use self-issued certificates; for example, during a key rollover operation to provide trust fromjthe old key
to the new key.

3.5.68 sglf-signed certificate: A.special case of self-issued certificates where the private key used by the gertification
authority (CA) to sign the CA certificate corresponds to the public key that is certified within the CA certificate. A CA
might use { self-signed certificate, for example, to advertise their public key or other information about their gperations.

NOTE - Use of self-issuethcertificates and self-signed certificates issued by other than certification authorities (CA9) are outside
the scopg of this Recamimendation | International Standard.

3.5.69  spurce of*authority (SOA): An attribute authority that a privilege verifier for a particular resource {rusts as the
ultimate authority {0 assign a set of privileges for asserting that resource.

3.5.70 subject CA: A certification authority (CA) for which another CA has issued a CA certificate

3.5.71  trust anchor: An entity that is trusted by a relying party and used for validating public-key certificates.

3.5.72  trust anchor information: Trust anchor information is at least the: distinguished name of the trust anchor,
associated public key, algorithm identifier, public key parameters (if applicable), and any constraints on its use, including
a validity period. The trust anchor information may be provided as a self-signed certification authority (CA) certificate or
as a normal CA certificate (i.e., cross-certificate).

3.5.73  trust anchor store: A trust anchor information collection at a relying party for one or more trust anchors.

3.5.74  trust broker: A third party trusted by relying parties to provide quantitative information about the
trustworthiness and qualitative information about the intended use of a public-key certificate based on information about
the certification authority. Trust brokers are independent of certification authorities and have direct trust relationships with
relying parties.
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3.5.75 trustin a CA: Belief that the certification authority (CA) will act reliability and truthfully in the management of
its public-key certificates and will comply with its published certification practise statement and relevant legislation.

3.5.76  trust in a public-key certificate: Belief that the public-key certificate belongs to the subject identified in the
public-key certificate.

4 Abbreviations
For the purposes of this Recommendation | International Standard, the following abbreviations apply:
AA Attribute Authority
AARL Attribute Authority Revocation List
ACRL Attribute Certificate Revocation List
ADE Access cantrol Decision Function
AEF Access control Enforcement Function
AlA Authority Information Access
AVL Authorization and Validation List
AVMP Authorization Validation Management Protocol
HER Basic Encoding Rules
dAa Certification Authority
JARL Certification Authority Revocation List
JASP Certification Authority Subscription Protocol
drL Certificate Revocation List
dACRL Delta Attribute Certificate Revocation List
DAP Directory Access Protocol
dCRL Delta Certificate Revocation List
oiT Directory Information Tree
OER Distinguished Encoding Rules
0os Delegation Service
OSA Digital Signature Algorithm
DQUA Directory User Agent
HARL End-entity Attribute certificate Revocation List
HCC Elliptic Curve Cryptography
HCDSA Elliptic Curve Digital Signature Algorithm
HPRL End-entity Public-key certificate Revocation List
HQDN Fully Qualified Domain Name
HSM Hardware Security Module
iACRL Indirect Attribute Certificate Revocation List
iCRI Indirect Certificate Revocation | ist
IDN Internationalized Domain Name
IDP Issuing Distribution Point
LDAP Lightweight Directory Access Protocol
LDH Letters, Digits, Hyphen
M2M Machine-to-Machine
OCSP Online Certificate Status Protocol
PDP Policy Decision Point
PEP Policy Enforcement Point
PIN Personal Identification Number
PKCS Public-Key Cryptography Standards
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PKI Public-Key Infrastructure
PMI Privilege Management Infrastructure
RA Registration Authority
RDN Relative Distinguished Name
RoA Recognition of Authority
RSA Rivest-Shamir-Adelman
SOA Source Of Authority
B Trust Broker
5 Conventions

The term "$pecification™ (as in "this Specification™) shall be taken to mean Rec. TTU-T X509 [ TSO/TEC 9594}

The term
Recommen

This Speciflication presents ASN.1 notation in the bold Courier New typeface. When ASN.1 types and values are
ext, they are differentiated from normal text by presenting them in the bold Courier New typefage. When a

in normal {
definition i

If the items

6 H

This Specit
signature o
for encrypt
a public-ke
party, i.e.,

The public
public-key

This Speci
whether the
by an attrib

'The Directory Specifications™ shall be taken to mean the other parts of the ITU-T(X.50
dations | ISO/IEC 9594 (all parts), excluding this Specification.

E referenced for the first time in normal text it is presented in italicized Times New‘Roman.

ina list are numbered (as opposed to using "—" or letters), then the items shall. be-Considered steps in

rameworks overview

ication defines a framework for obtaining and trusting a public key of an entity in order to verify

ng information to be decrypted by the entity owning theprivate key. The framework includes the
y certificate by a certification authority (CA) and the,validation of that public-key certificate by
he entity relying on the content of the public-key gertificate. The validation includes:

establishing a trusted path of public-key certificates between a trusted entity called a trust anchor]

verifying the digital signatures on each public-key certificate in the path; and

validating all the public-key certificates along that path (i.e., that they obey restrictions, were no
not revoked at a given time);-and

optionally, asking a trust broker if the public-key certificate can be trusted for the intended pury

key infrastructure (PKI)\is the infrastructure established to support the issuing, revocation and v
certificates.

ication defines«a framework for obtaining and trusting privilege attributes of an entity in order tg
y are authorized'to access a particular resource. The framework includes the issuance of an attribut
ute authority' (AA) and the validation of that attribute certificate by a privilege verifier. The validatig

policy;

-8.

D series of

referenced

procedure.

the digital

f that entity. If the key pair is of a type that allows encryption and decryption, the public key may dlso be used

issuance of
the relying

(see clause

7.5) and the public-key certificate subject;i.e., the entity for which the public-key certificate has jeen issued;

t expired or

0se.

hlidation of

determine
p certificate
n includes:

epsuring that the privileges in the attribute certificate are sufficient when compared against the privilege

establishing-a-trusted-detegation-path-of-attribtite-certificatesneeessary:

verifying the digital signature on each attribute certificate in the path;

ensuring that each issuer was authorized to delegate privileges; and

validating that the attribute certificates have not expired or been revoked by their issuers.

Privileges are provided in directory attributes as defined by Rec. ITU-T X.501 | ISO/IEC 9594-2.

Public-key certificates may also include directory attributes for providing privileges. Such aspects of privileges carried by

public-key

certificates are also covered by the attribute certificate framework within Section 3.

The privilege management infrastructure (PMI) is the infrastructure established to support the issuing, revocation and
validation of attribute-key certificates.

Although PKI and PMI are separate infrastructures and may be established independently from one another, they are
related. This Specification recommends that holders and issuers of attribute certificates be identified within attribute
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certificates by pointers to their appropriate public-key certificates. Authentication of the attribute certificate issuers and
holders, to ensure that entities claiming privilege and issuing privilege are who they claim to be, is done using the normal
processes of the PKI to authenticate identities. This authentication process is not duplicated within the attribute certificate
framework.

An entity may take one more roles in a PKI and/or a PMI. It may act as a CA, as an AA, as an end entity in a PKI
environment (PKI end entity), as an end entity in a PMI environment (PMI end entity), as a relying party, etc.

A PKI end entity is an entity that has been assigned an end-entity public-key certificate, where the private key cannot be
used to sign other public-key certificates, but may be used for signing for other purposes. A PMI end entity is an entity
that uses its end-entity attribute certificate to assess privilege, but it cannot be used for delegating such privilege to other
entities.

This Specification makes extensive use of cryptographic algorithms, such as hashing algorithms, public-key algorithms
and digital signature algorithms. Annex H introduces these algorithms.

6.1 Digital signatures

This subclause describes digital signatures in general. Sections 2 and 3 of this Specification discuss)the usg of digital
signatures yithin PKI and PMI specifically. This subclause is not intended to specify a specificatioffor digital signatures
in general, put to specify the means by which instances of the PKI and PMI specific data types, aresigned.

There are different types of digital signatures, such as Rivest-Shamir-Adelman (RSA) digital signatures, digitpl signature
algorithm (DSA) digital signatures and elliptic curve digital signature algorithm (ECDSA),digital signatures.

NOTE 1f- It is not within the scope of this Specification to describe these different techniques in detail, but Annex F pives a short
introducfion with references to more detailed specifications.

Figure 1 illustrates how a signer of instances of PKI/PMI data types (public-key certificates, attribute fertificates,
revocation fists, etc.) creates a digital signature and then adds that to the data-before transmission. It also illuptrates how
the recipient of the signed data (the validator) validates the digital signatUre.

Signer Validator
Data Data

Hash function Hash function

Data digest Data digest

Domain pafateters Domain parameters
or additional or additional
information/operation information/operation
Public
Private Signature key = Signature Valid
Key, . generation — Data and —— validation or invalid
signature

X.500(16)_FO1

Figure 1 — Digital signature generation and validation

The digital signature signer goes through the following procedure:
1) The signer creates a hash digest over the PKI/PMI data using a secure hashing algorithm (see annex F).

2) The hash digest is then supplemented by additional information in preparation for generation of the digital
signature for improved security and for padding the hash digest to a length required by the asymmetric
cryptographic function. For the RSA algorithms, that supplementation can be the addition of some
information to the hash digest and in some cases, to perform yet another hashing operation. For the DSA
and ECDSA signature algorithms, additional domain parameters are added.
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3) The result from item 2) together with the private key of the signer and the use of a specific algorithm result
in a bit string that together with the used algorithm constitute the digital signature.

4) The signature is appended to data to be signed.

Having received the data, the recipient (validator) goes through a similar procedure:

1) The validator goes through the same procedure as in steps 1) and 2) above, and if the received data is
unmodified, the result will be the same as for the signer. If not, the next step will fail.

2)  From the result from item 1) together with the public key of the signer, the bit string of the signature and
the use of an associated algorithm, the digital signature is evaluated as either valid or invalid.

If the digital signature proves valid, the validator has ensured that the data has not been modified and that the signer is in
the position of the private key that corresponds to the public key used by the validator, i.e., the digital signature provides
insurance of data integrity and authentication of the signer.

If the digital signature proves invalid either the data has heen maodified or the signing private key does not carresponds to

the public key used by the validator.

NOTE 2| - Data to be stored in a database or a directory may also be appended a digital signature, which then €an evgluated at the
retrieval|of the data.

6.2 Hublic-key cryptography and cryptographic algorithms

6.2.1 Hormal specification of public-key cryptography

The digital|signature of a data item may expressed by the following ASN.1 data type,‘where the signature|component
is a bit strifjg resulting from using the appropriate signature algorithm.

SIGNATURE ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
signatyire BIT STRING,
}

If a signaturre is appended to the data, the following ASN.1 may he‘used to define the data type resulting from applying a
signature tq the given data type.

SIGNED{T¢BeSigned} ::= SEQUENCE ({
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE,

}

The follow|ng data type is no longer used anymore by this Specification. It may be useful in other areas and is fetained for
possible import by referencing specifications.

HASH{ToB¢Hashed} ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
hashvalue BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded
-- octets of a value of -- ToBeHashed } ),
}

The follow|ng data.types are deprecated and are no longer used by this Specification. They are retained for posgible import
by referending,specifications.

ENCRYPTEB{ToBeEnciphered}——=BRBIT STRING {(CONSTRAINED BY {

-- shall be the result of applying an encipherment procedure

-- to the BER-encoded octets of a value of -- ToBeEnciphered } )
ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY {

-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)

-- octets of a value of -- ToBeSigned -- and then applying an encipherment procedure

-- to those octets -- } )

6.2.2 Formal definitions of cryptographic algorithms

The following ASN.1 information object class is used for specifying cryptographic algorithms.

ALGORITHM ::= CLASS {
&Type OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }

WITH SYNTAX {
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[ PARMS &Typel
IDENTIFIED BY &id }

The following general parameterized data type specifies the syntax of an algorithm specification:

AlgorithmIdentifier {ALGORITHM: SupportedAlgorithms} ::= SEQUENCE ({
algorithm ALGORITHM. &id ({SupportedAlgorithms}),
parameters ALGORITHM. &Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,
}

The algorithm component shall be an object identifier that uniquely identifies the cryptographic algorithm being defined.

The parameters component, when present, shall specify the parameters associated with the algorithm. Some, but not all
algorithms require associated parameters.

/* The definitions of the following information object set is deferred to referencing
specifications having a requirement for specific information object sets.*/

SupporteLAlgorithms ALGORITHM ::= {...}

The follow|ng parameterized data type specifies the syntax for fingerprint algorithms:

FingerPrint {ToBeFingerprinted} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
fingerprint BIT STRING,

}

Typically, the algorithm used for generating a fingerprint is a hash algorithm, but ‘the“above definition is ogen to other
types of algorithms.

The elliptigcurve algorithms use the parameters component to specify the ohject identifier identifying a partigular curve.
The follow|ng object gives a general specification for an elliptic curve cryptography (ECC) public key algorithm:

ecPublicKey ALGORITHM ::= {
PARMS CURVE. &id ({SupportedCurves})
IDENTIFIED BY id-ecPublicKey }

/* The definitions of the following information value set is deferred to referencing
specifications having a requirement for specific value sets.*/

Supporte@iCurves OBJECT IDENTIFIER ::=_{dummyCurv, ...}

dummyCury OBJECT IDENTIFIER ::= {2 5 5}

Annex B ligts some cryptographic algoritims specified in other specification for easy reference.

6.3 Distinguished encoding of basic encoding rules

In order to pnable the validation of SIGNED and SIGNATURE types in a distributed environment, either the original signed
message or| in its absence, a:canonical encoding is required. The canonical encoding that shall be used by this specification
is called the distinguished encoding of a SIGNED or SIGNATURE data value and shall be obtained by applying the basic
encoding rules defined)in Rec. ITU-T X.690 | ISO/IEC 8825-1, with the following restrictions:

a) the definite form of length encoding shall be used, encoded in the minimum number of octets;

b) “\for string types, the constructed form of encoding shall not be used;

c) if the value of a type is its default value, it shall be absent;

d) the components of a Set type shall be encoded in ascending order of their tag values;

e) the components of a Set-of type shall be encoded in ascending order of their octet values;

f)  if the value of a Boolean type is TRUE, the encoding shall have its contents octet set to "FF";

g) each unused bit in the final octet of the encoding of a Bit String value, if there are any, shall be set to zero;

h) the encoding of a Real type shall be such that bases 8, 10 and 16 shall not be used, and the binary scaling
factor shall be zero;

i) the encoding of a UTCTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1;

j)  the encoding of a GeneralizedTime shall be as specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.
NOTE — These restrictions are the same as the distinguished encoding rules specified in Rec. ITU-T X.690 | ISO/IEC 8825-1.
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6.4 Applying distinguished encoding

Generating distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. An entity
may be required to sign data or check the signature of data that is already signed or contains unknown protocol extensions
or unknown attribute syntaxes. The entity shall follow these rules:

a) It shall preserve the encoding of received information whose abstract syntax it does not fully know and
which it expects to subsequently sign.

b) When signing data for sending, it shall send data whose syntax it fully knows with a distinguished encoding
and any other data with its preserved encoding, and shall sign the actual encoding it sends.

c) When checking signatures in received data, it shall check the signature against the actual data received
rather than its conversion of the received data to a distinguished encoding.

6.5 Using repositories

PKI and PMI data objects of different kind need to be made available in in some kind of repository. This S;IJecification
does not mandate a specific repository technology, but describes repository requirements in term of directaries ps specified
by the Direftory Specifications or by the lightweight directory access protocol (LDAP) as specified by IJETF RFC 4511.

This Speciflication also uses directory related terms, like distinguished name and subtree.

A short intfoduction to directory concepts is given in Annex M.
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SECTION 2 - PUBLIC-KEY CERTIFICATE FRAMEWORK

7 Public keys and public-key certificates

7.1 Introduction

8:2017 (E)

The public-key certificate framework defined here is for use by applications with requirements for authentication, integrity,

confidentiality and non-repudiation.

The binding of a public-key to an entity is provided by an authority through a digitally signed data structure called a public-

key certificate issued by an authority called a certification authority (CA). The format of public-key certificate

s is defined

here, including an extensibility mechanism and a set of specific public-key certificate extensions. If, for any reason, a CA
revokes a previously |ssued pubIrc key certrfrcate entrtres need to be abIe to Iearn that revocation has occurred so they do

not use an A
revocationd. The format of revocatron lists is defrned here mcludrng an extensrbrlrty mechanrsm and a set 'of
list extensipns. In both the public-key certificate and the revocation list case, other bodies may also(defing
extensions fhat are useful to their specific environments.

An entity that makes decisions based on the validity of a public-key certificates is called a relyingparty. A re
needs to validate a public-key certificate prior to using it for a particular transaction in an’application. Pro
performing|validation are also defined by this Specification, including verifying the integrity)of the public-ke
itself, its rejocation status, and its validity with respect to the intended use.

In order fon a relying party to be able to trust a public-key of another entity, for instance to authenticate the ide
entity, the public key shall be obtained from a trusted source. Such a source, called-a certification authority (C

M entities of

revocation
additional

lying party
cedures for
certificate

htity of that
M), certifies

a public kel by issuing a public-key certificate which binds the public-key.to\thie entity which holds the cofresponding

private keyl. The procedures used by a CA to ensure that an entity is in faCt'in possession of the private ke
procedures|related to the issuance of public-key certificates are outsidethe scope of this Specification. Howe
parties sholild review these procedures and make trust decisions basedhupon them. The public-key certificate,
which is spgcified later in this clause, has the following properties:

- any relying party with access to the public key of.the CA can recover the public key which was

no party other than the CA can modify the(public-key certificate without this being detected
certificates are unforgeable provided that'secure cryptographic algorithms are being used ina s

Because pyblic-key certificates are intended to be unforgeable, they can be published by being placed in
without the need for the latter to make special efferts to protect them.

NOTE —{ Although the CAs are unambiguously défined by distinguished names having a hierarchical structure, this ddg
that therg is any relationship between these.distinguished names and the hierarchy of the CAs.

7.2 Hublic-key certificate

and other
ver, relying
the form of

certified;

public-key
bcure way).

h directory,

es not imply

A CA issugs a public-key certificate of an entity by digital signing (see clause 6.1) a collection of information, including

its distingujshed name, the.entity's distinguished name, a validity period, the value of a public-key algorithm
key, as we|l as an optienal additional information like for the permitted usage of the user's public key. Th
ASN.1 datq type spegifies the syntax of public-key certificates:

Certificfate (i := SIGNED{TBSCertificate}

and public
e following

TBSCertificate ::= SEQUENCE {

version [0] Version DEFAULT vl,

serialNumber CertificateSerialNumber,

signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,

validity Validity,

subject Name,

subjectPublicKeyInfo SubjectPublicKeyInfo,

issuerUniqueldentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,

[[2: -- if present, version shall be v2 or v3
subjectUniquelIdentifier [2] IMPLICIT UniqueIdentifier OPTIONAL]],
[[3: -- if present, version shall be v2 or v3

extensions [3] Extensions OPTIONAL]]

-- If present, version shall be v3]]
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Version ::= INTEGER {v1(0), v2(1l), v3(2)}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {

notBefore Time,
notAfter Time,

}

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey BIT STRING,
}

Time ::= CHOICE ({
utcTime UTCTime,

generalizedTime—GCeneralizedTime—}

Extensiohs ::= SEQUENCE SIZE (1l..MAX) OF Extension
Extensioh ::= SEQUENCE {
extnId EXTENSION. &id ({ExtensionSet}),

critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
(CONTAINING EXTENSION. &ExtnType ({ExtensionSet} {@extnId})
ENCODED BY der),
}

der OBJECT IDENTIFIER ::=
{jointtiso-itu-t asnl(l) ber-derived(2) distinguished-eéncoding(1l)}

ExtensiophSet EXTENSION ::= {...}

Before a vdlue of Time is used in any comparison operation, e.g., as{art of a matching rule in a search, and i
of Time hap been chosen as the uTcTime type, the value of the two digit year component shall be rationalizeg
digit year vialue as follows:

If the 2-digit value is 00 through to 49 inclusive, the value shall have 2000 added to it.

If the 2-digit value is 50 through to 99.inclusive, the value shall have 1900 added to it.

NOTE 1f— The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility
either UTCTime or GeneralizedTime. It isthe responsibility of those specifying the domains in which public-ke
defined In this Specification will be used, e.gs/profiling groups, as to when the GeneralizedTime may be used. In
UTCTine be used for representing dates theyand 2049.

The TBscqrtificate data type is the unsigned public-key certificate and is referred to as a to-be-signed
certificate. It shall be encoded using the distinguished encoding rules (DER).
NOTE 2 - Some specifications-may specify that a public-key certificate may be transmitted in a non-DER encoding,
encoding rules (BER) encoding without the DER restrictions, but the signature then has to be generated over a DER e
of the TBSCertifigate datatype. An otherwise valid signature will then fail the signature validation if the relyir
not decople the publie=Key certificate and then DER encode it before validating the signature. It is a local policy decisig
that casd to fail the validation or to re-encode the public-key certificate.

The versilon/.component shall hold the version of the encoded public-key certificate. If the extensions CQ

the syntax
into a four

of choosing
y certificates
ho case shall

public-key

i.e., in basic
coded value
g party does
n whether in

mponent is

present inp \the public-key certificate, version shall be 3. If the issuerUniqueIdent]

ifier Or

subjectUniqueIdentifier component is present version shall be v2 or v3.

The serialNumber component shall hold an integer assigned by the CA to the public-key certificate. The value of
serialNumber shall be unique for each public-key certificate issued by a given CA (i.e., the issuer name and serial

number together identify a unique public-key certificate).
NOTE 3 — Serial numbers do not have to be in numeric order.

The signature component shall_contain the identifier for the signature algorithm used by the CA in signing

the public-

key certificate (e.g., sha256WithRSAEncryption, sha384WithRSAEncryption, (Sa-with-sha256, ecdsa-with-
SHA256, etc.). It shall be the same value as used in the algorithmIdentifier component of the SIGNATURE data type

when signing the public-key certificate.
NOTE 4 — By including this component, the signature algorithm is protected by the signature.

The issuer component shall hold the distinguished name of the CA that issued the public-key certificate. It shall hold a

non-empty distinguished name.
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The validity component shall hold the time interval during which the CA warrants that it will maintain information
about the status of this public-key certificate.

The subject component shall identify the entity associated with the public-key found in the subjectPublicKey
component of the subjectPublicKeyInfo component. If the public-key certificate is an end-entity public-key certificate
(see clause 7.4), then the distinguished name may be an empty sequence providing that the subjectaAltName extension
is present and is flagged as critical (see clause 9.3.2.1). Otherwise, it shall be a non-empty distinguished name.

The subjectPublicKeyInfo component consists of two subcomponents:

— the algorithm subcomponent shall hold the algorithm which this public key is an instance of
(e.g., rsaEncryption, dhpublicnumber, id-dsa, id-ecPublicKey, €etc.); and

—  the subjectPublicKey subcomponent shall hold the public key being certified.

The issuerUniqueIdentifier component is used uniquely to identify an issuer in case of name reuse (deprecated).

The subjelctUniqueIdentifier component is used uniquely to identify a subject in case of name reuse (djprecated).

NOTE 4§ — The use of issuerUniqueIdentifier and the subjectUniqueIdentifier is deprecated. These camponents were
added bgcause at one time there was some fear of the reuse of distinguished names. IETF RFC 5280 forbids the use of these
compongnts.

The exte:lsions component, when present, shall hold one or more extensions as defined in clause 7.3.

An entity npay obtain one or more public-key certificates from one or more CAs.

7.3 Hublic-key certificate extensions

The exterjsions component of a public-key certificate allows for the additiol of extensions to the structfire without
modificatign to the basic ASN.1 data type. An extension consists of an extension identifier, a criticality flag, and an
encoding of a data value of an ASN.1 type associated with the identified extension. For those extensions where ordering
of individugl extensions within the SEQUENCE OF is significant, thé Specification of those individual extensions shall
include the(rules for the significance of the order therein. When a relying party processing a public-key certificate does not
recognize gn extension and the criticality flag is FALSE, it may~ignore that extension. If the criticality fldg is TRUE,
unrecognizpd extensions shall cause the structure to be considered invalid, i.e., in a public-key certificate, an ujrecognized
critical extension shall cause validation of a signature usifig that public-key certificate to fail. When a relying party
recognizes fand is able to fully process an extension, then the relying party shall process the extension regarglless of the
value of the criticality flag. When a relying party recagnizes and is able to partially process an extension fof which the
criticality flag is TRUE, then its behaviour in the-presence of unrecognized elements is extension specific gnd may be
documentefl in each extension. However, the default behaviour, when not specified specifically for an extensiof, is to treat
the entire extension as unrecognized. If unrecognized elements appear within the extension, and the extension is|not flagged
as critical, those unrecognized elements,shalbe ignored according to the rules of extensibility documented in clause 12.2.2
in Rec. ITY-T X.519 | ISO/IEC 9594-5:

Any extengion that is flagged as nen=critical will cause inconsistent behaviour among relying parties that will[process the
extension gnd relying parties that/do not recognize the extension and will ignore it. The same may be true forf extensions
that are flagged as critical, between relying parties that can fully process the extension and those that can partially process
the extensign, dependingupon the extension.

A CA issuipg a public-key certificate has three options with respect to an extension:
it can exclude the extension from the public-key certificate;

it'can include the extension and flag it as non-critical,

¢) itcan include the extension and flag it as critical.

A relying party has three possible actions to take with respect to an extension:

a) if the extension is unrecognized and is flagged as non-critical, the relying party shall ignore the extension
and accept the public-key certificate (all other things being equal);

b) if the extension is unrecognized and flagged as critical, the relying party shall consider the public-key
certificate as invalid;

c) ifthe extension is recognized, the relying party shall process the extension and accept or consider the public-
key certificate invalid, depending on the content of the extension and the conditions under which processing
is occurring (e.g., the current values of the path processing variables).

Some extensions shall always be flagged as critical. In these cases, a relying party that understands the extension processes
it; the acceptance/rejection of the public-key certificate is dependent (at least in part) on the content of the extension. A
relying party that does not understand the extension shall consider the public-key certificate as invalid.
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Some extensions shall always be flagged as non-critical. In these cases, a relying party that understands the extension shall
process it and acceptance/rejection of the public-key certificate is dependent (at least in part) on the content of the
extension. A relying party that does not understand the extension accepts the public-key certificate (unless factors other
than this extension cause it to be rejected).

Some extensions may be flagged either as critical or as non-critical. In these cases, a relying party that understands the
extension processes it: the acceptance/rejection of the public-key certificate is dependent (at least in part) on the content
of the extension, regardless of the criticality flag. A relying party that does not understand the extension accepts the public-
key certificate if the extension is flagged as non-critical (unless factors other than this extension cause it to be rejected)
and rejects the public-key certificate if the extension is flagged as critical.

When a CA considers including an extension in a public-key certificate it does so with the expectation that its intent will
be adhered to wherever possible. If it is necessary that the content of the extension be considered prior to any reliance on
the public-key certificate, a CA shall flag the extension as critical. This is done with the realization that any relying party
that does not process the exten3|on WI|| reject the publlc key certlflcate (probably I|m|t|ng the set of appllcatlons that can
verify the pgbtie atibility with
validation ppllcatlons that cannot process the extensmns Where the need for backward compatlblllty and |nte operability
with validation applications incapable of processing the extensions is more vital than the ability of the CAto r¢inforce the
extensions,|then these optionally critical extensions would be flagged as non-critical. It is most likely that CAs would set
optionally ¢ritical extensions as non-critical during a transition period while the verifiers' public-key'certificatg processing
applicationp are upgraded to ones that can process the extensions.

Specific extensions may be defined in ITU-T Recommendations | International Standards‘@s by any organization which
has a need| The object identifier which identifies an extension shall be defined in accardance with Rec. ITY-T X.660 |
ISO/IEC 9834-1. Some extensions for public-key certificates are defined in clause 9 of this Specification. Somq extensions
related to pfivilege information as defined in clause 17 may also be included in public-key certificates.

The follow|ng information object class is used to define specific extensions.

= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }
WITH SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

7.4 Types of public-key certificates
There are tyvo primary types of public-key certificates, end-entity public-key certificates and CA certificates.

An end-entlity public-key certificate is a public-key certificate issued by a CA to an entity acting as a PKI end entity that
cannot use the corresponding private key'to'sign other public-key certificates.

A CA certificate is a public-key certificate issued by a CA to an entity that is also acting as a CA and thereforg is capable
of issuing gnd signing public-key:certificates. A CA certificate shall include the basicConstraints extension with the
cA compornents set to TRUE (see-elause 9.4.2.1).

CA certifichtes can themselves be categorized by the following types:

- Self-igSued certificate — This is a CA certificate where the issuer and the subject are the same|CA. A CA
mightUse self-issued certificates, for example, during a key rollover operation to provide trust ffom the old
Key/to the new key.

- Self-signed certificate — This is a special case of self-issued certificates where the private key lised by the
CA to sign the certificate corresponds to the public key that is certified within the CA certificate. A CA
might use a self-signed certificate, for example, to advertise their public key or other information about their
operations.

—  Cross-certificate — This is a CA certificate where the issuer and the subject are different CAs. CAs issue
certificates to other CAs either as a mechanism to authorize the subject CA's existence (e.g., in a strict
hierarchy) or to recognize the existence of the subject CA (e.g., in a distributed trust model). The
cross-certificate structure is used for both of these.

7.5 Trust anchor

An entity is a trust anchor for a particular relying party for one or more purposes, typically including public-key certificate
validation. A trust anchor is identified by trust anchor information. Trust anchor information includes a public key and
some associated data. This trust anchor information is configured into the relying party in a trust anchor store. A relying
party may have configured information about multiple trust anchors into one or more trust anchor stores.
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A trust anchor may act as a CA that issues public-key certificates and certification revocation lists (CRLS) (see clause
7.10). The relying party may then use the trust anchor information for public-key certificate and CRL validation.

A trust anchor may also act as a PKI end entity by signing other types of information such as software packages, time
stamps, responses to online certificate status protocol (OCSP) requests (see IETF RFC 6960), AVLs, etc.

A CA may be a trust anchor for some entities with respect to particular public-key certificates, but may otherwise be an
ordinary CA.

NOTE 1 — As an example, entities within a company may trust all the public-key certificates issued by the company CA. This CA
is then the trust anchor for these local relying parties with respect to local issued public-key certificates. However, it might not be a
trust anchor with respect to public-key certificates issued outside the company. Likewise, relying parties outside the company may
not consider the company CA as the trust anchor for any public-key certificates.
NOTE 2 — The term trust anchor is seen as synonymous with the term root-CA. In a strict hierarchy, the CA at the top of the hierarchy

may be the root CA and it may also be a trust anchor. However, in more complex environments, it may not be possible to identify a
root CA. Even when it is possible to identify a root CA, a relying party may not necessarily consider it a trust anchor. An intermediate

CA may

instead take that role _The term root CAis r‘nnfn:ing and therefare not used hy this anm‘ifir'a'rinn

IETF RFC
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taInfo

The certi
certificate.

The tbscelrt alternative specifies an unsigned public-key certificate as defined-in.clause 7.2.

NOTE 3
The taInf

If the trust

7.6 E

There may
EachCAh
The CA th

cross-certificate takes the role of subject CA. This is illustrated in Figure 2. The same CA may take both the

intermediat

914 defines trust anchor information as a choice among three alternatives:
horChoice ::= CHOICE {
Lcate Certificate,

E [1] EXPLICIT TBSCertificate,
[2] EXPLICIT TrustAnchorInfo }

ficate alternative specifies a public-key certificate that can be either a selféSigned certificate or g

— This alternative is deprecated by this Specification and therefore not considered further.
o alternative specifies a special trust anchor information format defined by IETF RFC 5914.

nchor information is not used for signing public-key certificates, it shall be an end-entity public-key

ntity relationship

be several CAs between the trust anchor recognized by the relying party and an entity acting as an
s issued one or more cross-certificates for the'next CA on the path between the trust anchor and thg
t issues a cross-certificate to another CAtakes the role of intermediate CA. The CA that is the s

e CA and a subject CA.
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Figure 2 — Entity relationships
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In some situations, conflicting or overlapping requirements for constraints, such as hame constraints, may require a CA to
issue more than one cross-certificate to another CA. In this case, multiple, different paths of public-certificate certificates

are establis

hed between the trust anchor and the entity.
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7.7 Certification path

Before a public-key certificate can be securely used by a relying party, it shall be validated. In order to validate such a
public-key certificate, a chain of public-key certificates, called a certification path, shall be established between the public-
key certificate signed by a trust anchor recognized by the relying party and the public-key certificate to be validated. Every
public-key certificate within that path shall be checked. A certification path is thus an ordered list of public-key certificates
starting with a public-key certificate signed by the trust anchor, and ending with the end-entity public-key certificate to be
validated. All intermediate public-key certificates, if any, are CA certificates in which the subject of the preceding public-
key certificate is the issuer of the following public-key certificate.

Each public-key certificate in a certification path shall be unique. A path that contains the same public-key certificate
multiple times is not a valid certification path.

The issuer and subject components of each public-key certificate are used, in part, to identify a valid path. For each
pair of adjacent public-key certificates in a valid certification path, the value of the subject component in one public-key
certificate shalllmatch the value of the issuex component inthe euhenqunnf Ir_mhlir\.la:\y certificate.In-addition, the value
of the issyer component in the public-key certificate issued by the trust anchor shall match the distinguisheéd hame of the
trust anchof. Only the names in these components are used when checking the validity of a certificatign,patt]. Names in
public-key [certificate extensions are not used for this purpose. The distinguishedNameMatch matching riile, defined
in clause 13.5.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2, shall be used to compare the distinguished,name in the subject
component|of one public-key certificate with the distinguished name in the issuer componentyofithe subseqdient public-
key certificpte.

Figure 3 illjustrates the situation where a relying party needs to check the validity of an.end-entity public-key certificate
and the relying party is able to construct a certification path between one of its trust anchors and the end-entity| public-key
certificate.

Trust anchor information
Issued by trust anchor

Certification path

\
End-entity s
public-key Relying
certificate party
X.509(12)_F03

——=p» ‘CAssigning

- &/P Chain of CA-certificates
L_2 —p» Trustanchor signing

— - - Trustrelationship

Figllrp 3 _ Certification path

Trust suffers dilution as certification paths grow in length. The basicConstraints extension (see clause 9.4.2.1) allows
restrictions to be put onto the length of the path. The validation of a public-key certificate may be affected by extensions
in the chain of a public-key certificate, such as the certificatePolicies extension (see clause 9.2.2.6) and
nameConstraints (See clause 9.4.2.2). It is the responsibility of the relying party to check that the restrictions are
observed.

The ASN.1 data type PkiPath is used to represent a certification path. Within the sequence, the order of public-key
certificates is such that the subject of the first public-key certificate is the issuer of the second public-key certificate, etc.

PkiPath ::= SEQUENCE OF Certificate
Each public-key certificate in a PKI path shall be unique.

The following data types are deprecated and should not be referenced by new specifications. They are retained here for
backward compatibility not to invalidate existing specifications referencing these types.
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NOTE — The CertificationPath data type was defined by the first edition of this Specification before the concept of
certification path was fully developed. The order of elements in a CertificationPath instance is the opposite of that of a
certification path. This data type is used, as an example, by the directory protocols for the support of strong authentication and digital
signature (see Rec. ITU-T X.511 | ISO/IEC 9594-3). It is recommended that new applications use the PkiPath data type.

Certificates ::= SEQUENCE {
userCertificate Certificate,
certificationPath ForwardCertificationPath OPTIONAL,

}

The following ASN.1 data type can be used to represent the forward certification path. This component contains the
certification path that can point back to the originator.

ForwardCertificationPath ::= SEQUENCE OF CrossCertificates
CrossCertificates ::= SET OF Certificate
CertificationPath ::= SEQUENCE ({

userCertificate Certificate,

theCACeértificates SEQUENCE SIZE (1..MAX) OF CertificatePair OPTIONAL,

}
The use:Irtificate component shall hold the end-entity public-key certificate.

The theCACertificates component may hold an element for each CA from the end entity up to and including the CA
which has been certified by the trust anchor. If the end-entity public-key certificate has-been issued directly py the trust
anchor, thig component shall be absent.

7.8 Generation of key pairs

The overall security management policy of an implementation shall define the lifecycle of key pairs, and is, thus, outside
the scope df this Specification. However, it is vital to the overall seclirity that all private keys remain known(only to the
entity (subject) to whom they belong.

Key data is[not easy for a human user to remember, so a suitablé\method for storing it in a convenient transportgble manner
shall be enjployed. One possible mechanism when an entityZis associated with a human user would be to uge a "Smart
Card". Thig would hold the private and (optionally) public:keys of the user, the user's public-key certificate, arjd a copy of
the CA's pyblic key. The use of this card shall additionally be secured by, e.g., at least the use of a personal identification
number (PIN), increasing the security of the system\by requiring the user to possess the card and to know how fo access it.
In other enfironments, e.g., in a machine-to-machine environment (M2M), a hardware security module (HSM) may be
used for stpring critical data. The exact method chosen for storing such data, however, is beyond the scppe of this
Specificatign.

Three wayq in which a key pair of an.entity may be produced are:

a) The entity generatesiits own key pair. This method has the advantage that the private key of fan entity is
never released.to.another entity, but requires a certain level of competence by the entity.

b) The key pair.is generated by a third party. The third party shall release the private key to the entity in a
physically.secure manner, and then actively destroy all information relating to the creation of fhe key pair
plus.the)keys themselves. Suitable physical security measures shall be employed to ensure that the third
party-and the data operations are free from tampering.

c) .<The key pair is generated by the CA. This is a special case of b), and the considerations there apply.
NOTE 7wmmmmmmmmww physical

security measures. This method has the advantage of not requiring secure data transfer to the CA for certification.

The cryptosystem in use imposes particular (technical) constraints on key generation.

7.9 Public-key certificate creation

A public-key certificate associates the public key and the unique name of the subject it describes. Thus:
a) a CA shall be satisfied of the identity of a subject before creating a public-key certificate for it;
b) a CA shall not issue public-key certificates for two different subjects with the same subject name.

It is important that the transfer of information to the CA is not compromised, and suitable physical security measures shall
be taken. In this regard:
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a) It would be a serious breach of security if the CA issued a public-key certificate for a subject with a public
key that had been tampered with.

b) If the means of generation of key pairs of clause 7.8, item b) or item c) is employed, the subject's private
key shall be transferred to the entity in a secure manner.

c) If the means of generation of key pairs of clause 7.8, item a) or item b) is employed, the subject may use
different methods (online or offline) to communicate its public key to the CA in a secure manner. Online
methods may provide some additional flexibility for remote operations performed between the entity and
the CA.

A public-key certificate is a publicly available piece of information, and no specific security measures need to be employed
with respect to its transmission e.g., to a directory server (directory system agent) according to the Directory Specifications
or to the LDAP specification. As it is produced by an offline CA on behalf of a subject who shall be given a copy of it, the
subject needs only store this information in its directory entry on a subsequent directory access. Alternatively, the CA
could lodge the public-key certificate for the subject, in which case the CA shall be given suitable access rights to the
entity's dirqctory entry.

7.10 Certificate revocation list

7.10.1  (ertificate revocation list principles

The CA that issues public-key certificates also has the responsibility to indicate the validity-ofithe public-key|certificates
that it issups. Generally, public-key certificates are subject to possible subsequent revocation. This revocgation and a
notificatior] of the revocation may be done directly by the same CA that issued the publie<key certificate, or indirectly by
another authority duly authorized by the CA that issued the public-key certificate. A'CAthat issues public-key|certificates
is required fo state, possibly through a published statement of their practices, through.the public-key certificates fhemselves,
or through pome other identified means, whether:

the public-key certificates cannot be revoked;
the public-key certificates may be revoked by the samelCA directly; or
the issuing CA authorizes a different entity to perform revocation.

CAs that d@ revoke public-key certificates are required to state, through similar means, what mechanism(s) car] be used by
relying parties to obtain revocation status information about.public-key certificates issued by that CA. This Specification
defines a cgrtificate revocation list (CRL) mechanism and-validation and authorization list (AVL) mechanisin, but does
not preclude the use of alternative mechanisms. One-such alternative mechanism is the online certificate stafus protocol
(OCSP) spgcified in IETF RFC 6960. Using this protocol, a relying party (client) requests the revocation status pf a public-
key certificpte from an OCSP server. The server(may use CRLs, or other mechanisms to check the status of the public-key
certificate dnd respond to the client accordingly. 1f OCSP can be used by relying parties to check the status of g public-key
certificate, [JETF RFC 5280 contains a certificate extension (Authority Info Access) that would be included in quch public-
key certifidates and would provide sufficient information to access an appropriate OCSP server. Relying pdrties check
revocation [status information, as«appropriate, for all public-key certificates considered during the path|processing
procedure described in clause 12-t@-validate a public-key certificate.

Only a CA|that is authorized\to issue CRLs may choose to delegate that authority to another entity. If this dglegation is
done, it shall be verifiable* at the time of public-key certificate/CRL verification. The cRLDistributjonPoints
extension (see clause-9:6:2.1) can be used for this purpose. The cRLIssuer component of this extensiop would be
populated \vith the name(s) of any entities, other than the CA itself, that have been authorized to issue CRLs|concerning
the revocat|on status of the public-key certificate in question.

Public-key [certificates shall have a lifetime associated with them, at the end of which they expire. In orded to provide
continuity of service, the authority shall ensure timely availability of replacement public-key certificates to supersede
expired/expiring public-key certificates. Revocation notice date is the date/time that a revocation notice for a public-key
certificate first appears on a CRL, regardless of whether it is a base or dCRL. In the CRL, revocation notice date is the
value contained in the thisupdate component. Revocation date is the date/time the CA actually revoked the public-key
certificate, which could be different from the first time it appears on a CRL. In the CRL, revocation date is the value
contained in the revocationDate component. Invalidity date is the date/time at which it is known or suspected that the
private key was compromised or that the public-key certificate should otherwise be considered invalid. This date may be
earlier that the revocation date. In the CRL, invalidity date is the value contained in the invalidityDate entry extension.

Two related points are:

— Validity of public-key certificates may be designed so that each becomes valid at the time of expiry of its
predecessor, or an overlap may be allowed. The latter prevents the CA from having to install and distribute
a large number of public-key certificates that may run out at the same expiration date.
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Expired public-key certificates will normally be removed from a directory. It is a matter for the security
policy and responsibility of the CA to keep old public-key certificates for a period if a non-repudiation of

data service is provided.

Public-key certificates may be revoked prior to their expiration time, e.g., if the entity's private key is assumed to be
compromised, the entity is no longer to be certified by the CA, or if the CA's certificate is assumed to be compromised.
The revocation of an end-entity public-key certificate or a CA certificate shall be made known by the issuing CA, and a
new public-key certificate shall be made available, if appropriate. The CA may then inform the holder of the public-key
certificate about its revocation by an offline procedure.

A CAthati

ssues and subsequently revokes public-key certificates:

a) may be required to maintain an audit record of its revocation events for all public-key certificate t

by that CA:

b) shall provide revocation status information to relying parties using CRLs, online certificate stat

(QCSP) AV s or anather mechanism for the publication of revacation status information;
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ertificate revocation list syntax

ng ASN.1 data type specifies the syntax of a CRL.

hteList ::= SIGNED{CertificateListContent}

bteListContent ::= SEQUENCE {

h Version OPTIONAL,

bresent, version-shall be v2

hire AlgorithmIdentifier{{SupportedAlgorithms}},
Name ,

Hate Time,

Hate Time OPTIONAL,

HCertificates SEQUENCE OF SEQUENCE {

b 1 Number CertificateSerialNumber,

fationDate Time,

htryExtensions Extensions OPTIONAL,

"OPTIONAL,

ceey
crlExtensions [0] Extensions OPTIONAL }

The version component shall indicate the version of the encoded revocation list. If the extensions component is present
in the revocation list, the version shall be v2. If the extensions component is not present, the version shall either be
absent or be present as v2.
NOTE 1 — In the first and the second editions of this specification, the version component was always absent. In the third, fourth,
fifth and sixth editions of this specification, the version shall be v2, if the extensions component flagged as critical is present in the
revocation list. Or the version may either be absent or present as v2, if no extensions component flagged as critical is present in the
revocation list.
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The signature component shall contain the identifier for the algorithm used by the CA to sign the revocation list. It shall
be the same value as used in the algorithmIdentifier component of the SIGNATURE data type when signing the
revocation list.

NOTE 2 — By including this component, the signature algorithm is protected by the signature.
The issuer component shall identify the entity that signed and issued the revocation list.
The thisUpdate component shall indicate the date/time at which this revocation list was issued.

The nextUpdate component, when present, shall indicate the date/time by which the next revocation list in this series
will be issued. The next revocation list could be issued before the indicated date, but it shall not be issued any later than
the indicated time.

The revokedCertificates component shall identify public-key certificates that have been revoked. The revoked
public-key certlflcates are identified by the|r serial numbers. If none of the public-key certlflcates covered by this CRL has
been revoked g k para , ] CRL, rather
than being jncluded with an empty SEQUENCE

The cr1lExtensions component, when present, shall contain one or more CRL extensions.
NOTE 3|- The checking of the entire list of public-key certificates is a local matter. The list shall not beyassumed fto be in any
particulgr order unless specific ordering rules have been specified by the issuing CA, e.g., in that CA's pelicy.

NOTE 4|- If a non-repudiation of data service is dependent on keys provided by the CA, the servicé-should ensure that all relevant
keys of the CA (revoked or expired) and the time stamped revocation lists are archived and certified by a current authdrity.

When an implementation processing a CRL encounters the serial number of the publieckey certificate of interest in a CRL
entry, but does not recognize a critical extension in the crlEntryExtensions component from that CRL entry, that CRL
cannot be Ysed to determine the status of the public-key certificate. When an implementation does not recognige a critical
extension if the crl1Extensions component, that CRL cannot be used to determine the status of the public-key certificate,
regardless of whether the serial number of the public-key certificate of intergst appears in that CRL or not.

NOTE 5| In these cases, local policy may dictate actions in addition to and/or stronger than those stated in this Speciffication, such
as seekirng revocation status information from other sources.

Public-key | certificates for which revocation status cannot be_determined should not be considered valid|public-key
certificates

If an extengdion affects the treatment of the list (e.g., multiple:CRLs need to be scanned to examine the entire lis{ of revoked
public-key [certificates, or an entry may represent a range*of public-key certificates), then either that extension|or a related
extension ghall be indicated as critical in the ctlExtensions component. Therefore, a critical extengion in the
crlEntryExtensions component of an entrysshall affect only the public-key certificate specified in that eptry, unless
there is a r¢lated critical extension in the cxlExtensions component that advertises a special treatment for t. The only
example of|this situation defined in this Directory Specification is the certificateIssuer CRL entry extengion and the
related isguingDistributionPoint CRL extension when the indirectCRL Boolean from that extensipn is set to
TRUE.

NOTE 6|— Extensions for CRLs are defined in clause 9 of this Specification.

If unknown components appearwithin an extension, and the extension is not flagged as critical, those unknown ¢gomponents
shall be igrjored according:to the rules of extensibility documented in clause 12.2.2 of Rec. ITU-T X.519 | ISQ/IEC 9594-
5.

7.11 Uniqgueness of names
A PKI requiresthat CAsare uniquety andumambiguousty mamedH-CRETssuingauthoritiesare ot omigquety named, it

may result in incorrect use of revocation information.

It is outside the scope of this Specification to specify procedures that ensure unique and unambiguous names for CA and
CRL issuing authorities.

7.12 Indirect CRLs

7.12.1  Introduction

The only mechanism defined for CRL delegation by this Specification (and IETF RFC 5280) is for the public-key
certificate issuing CA to include a cRLDistributionPoint extension in a public-key certificate and include the
cRLIssuer component in this extension. The public-key certificate issuing CA will have do this for each public-key
certificate whose revocation status the CA wishes to delegate via CRL to a CRL issuing authority.
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There is no mechanism (i.e., public-key certificate or CRL extension) for a public-key certificate issuing CA to delegate
CRL issuance for all its public-key certificate to another authority using a mechanism (similar to the delegated OCSP
Responder public-key certificate as specified in IETF RFC 6960).

For example, if a CA has issued a large number of public-key certificates and its wishes to delegate CRL issuance for all
of these public-key certificate to a CRL issuing authority, the CA shall assert the cRLIssuer component in the
cRLDistributionPoint extension of each of the issued public-key certificates. If the CA wishes to delegate issuance
only for some of the issued public-key certificates, the CA shall assert the cRLIssuer component in the
cRLDistributionPoint extension of the delegated public-key certificates and shall not assert the cRLIssuer
component in the remaining public-key certificates that contain the cRLDistributionPoint extension.

The relationship of CRL delegation may be as follows:

a) A CA can delegate issuance of CRL for a given public-key certificate to multiple CRL issuance authorities.
The CA might delegate to multiple authorities for the sake of redundancy by asserting multiple CRL issuers
inasi istributi inti i i i i i Itiple distribution

points in the cRLDistributionPoint extension with each distribution point containing one\of more CRL

issuer(s). Another example is a CA delegating CRL issuance to different authorities for.different reason
codes. In this case, the CRL Distribution Point extension must contain two or more distribution [points with
each distribution point containing applicable reason code(s) and CRL Issuer(s).

b) A CA can delegate issuance of CRL for different batch of public-key certificatesto different CRL issuance
authorities. The CA could create these batches stochastically or using a detetministic algorithm such as
based on type of public-key certificate, reason code, issuance time, expiration time, subject ofganization,
etc.

c) A CRL issuance authority can be authoritative for revocation information for public-key certifi¢ates issued
by multiple CAs.

7.12.2 Indirect CRL contents

If a CRL ispuance authority is a CA, the CRLs it issues are authoritative)for the public-key certificates issued py the CRL
issuance aythority as the CA and the public-key certificates whose{revocation status is delegated to the CRL issuance
authority. Thus, a CRL issued by a CRL issuance authority which has been delegated CRL issuance by x CAs, is
authoritativie for x + 1 or x CAs depending on whether the CRL ‘issuance authority is a CA or not.

The CRL igsued by the CRL issuance authority can be partitioned like any other CRLs using the distributionPoint
component|of the cRLDistributionPoint extension{see clause 9.6.2.1). Furthermore, the CRL issuance authority may
or may notf| choose to partition the CRL based on_the’public-key certificate issuer. If it chooses the former, |it creates a
partitioned |CRL for each CA. But, the partitioned,CRL discussion is outside the scope of this Specification.

Since the iCRL is authoritative for the CA(s)-other that the CRL issuer, serial number alone in the CRL entfy does not
uniquely identify a public-key certificate'that has been revoked. You also need to identify the CA that issued|the public-
key certificpte placed on the iCRL. This'is achieved by adding the certificateIssuer CRL entry extension|(see clause
9.6.2.3). This extension shall always be flagged as critical to ensure that the relying parties process it and agsociate the
CRL entry with the appropriate/ CA.

If each entry on a CRL contaified the certificateIssuer extension (which is a directory distinguished namg), it would
make the CRL size large) Thus, in order to reduce the CRL size, the iCRL issuing authority should sort the CRL entries by
issuing CAs. Using this*approach, only the first public-key certificate appearing on the CRL for a given JA needs to
contain the|certificateIssuer extension. All subsequent entries are assumed to be for the same public-key certificate
issuing CA| uptikanother certificateIssuer CRL entry extension is encountered. To further reduce the|size of the
CRL, if the]iCRL issuing authority is a CA, it should contain its revoked public-key certificate first, obviating the need for
certificateIssuer extension for any of its certificates.
NOTE 1 — The following example illustrates the use of iCRLs. In the example, there is a single CRL issuing authority that issues
revocation lists for multiple CAs. The issuingDistributionPoint extension (see clause 9.6.2.2) is present in that CRL and
is flagged as critical. The indirectCRL component of this extension is set to TRUE. If the CRL issuing authority name is the
same as that of the CAs it serves, entries should then be placed first on the CRL without the certificateIssuer CRL entry
extension. Entries for other CAs are kept together and the first CRL entry for a particular CA includes the certificateIssuer
CRL entry extension flagged as critical.
NOTE 2 — A relying party needs to develop and validate the certification path for the iCRL issuance authority. This is no different
for building a certification path for a regular CRL with one difference. In the case of a regular CRL, there is a probability that the
CRL is signed using the same key as the public-key certificate, obviating the need for building a CRL certification path. However,
for the indirect CRL, the CRL certification path will always differ from the certification path for the public-key certificate whose
revocation status is being checked.
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7.13 Repudiation of a digital signing

Participants in an event may subsequently decide to repudiate anything that they digitally signed in that event. For example,
one can dispute one's participation in a key establishment or being the originator of a signed email message as easily as
one can dispute one's signing of a document with the intent to be bound to the content of that document. The repudiation
may not be successful. The Non-repudiation Framework, Rec. ITU-T X.813 | ISO/IEC 10181-4, describes a dispute
resolution process as follows:

1) evidence generation;

2) evidence transfer, storage and retrieval;

3) evidence verification; and

4) dispute resolution.

The generated evidence may include, but is not limited to:

The integri
storage of I

of that stor¢d data to counteract improvements in computer processing and/or crypto-analysis.
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Procedures
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atetrecordspertinentto-the-eventand-an-assertonofntent:

statements made by third party notaries;

policy statements;

digitally signed information, including audit records and notary statements;
timestamps of the digitally signed information;

the public-key certificates supporting the digital signature;

the appropriate revocation information published and available at the titne of the disputed event

any public-key certificate revocations subsequent to the time of the(event which indicate a key ¢
occurred before the time of the event.

y of stored data that might be presented as evidence may be maintained in a variety of ways, e.g., acg
ashes by a trusted third party, digital signature. It may also benécessary periodically to strengthen th

Neither the type and amount of evidence generated nor the 1evel of integrity is specified by this Specification
ed that the level of effort will be commensurate with the fiskrinvolved.

brification may require the revalidation of the digital signatures of data, e.g., messages, documents,
timestamps that were used in the initial validation process. The fact that a public-key certificate
eclude its use for revalidating signatures;created during the validity period of that public-key cq
certificate that has been revoked may be.used if it can be determined that the public-key certificate
the disputed event.

the digital evidence described,above is considered technically valid, other conditions, e.g.,
ng or competence of the sigher; may allow the signer successfully to repudiate it.

[rust models

for determining:the trustworthiness of a public-key certificate for a particular transaction are not d
cornered.trust model described below, the relying party acts on its own behalf to determine both
rthiness\of-a public-key certificate. In the four-cornered trust model, the relying party engages the
er to(determine the trustworthiness of a public-key certificate on its behalf.
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8.1

hree-cornered trust model

The three-cornered trust model applies to an environment where the entity to which a public-key certificate has been issued
(the subject) and the relying party both have some relationship with the CAs within a closed environment.

This is illustrated by the simplified example shown in Figure 4, where the subject of the public-key certificate and the
relying party are associated with the same CA. In this environment, the trustworthiness of the issuing CA is relatively easy

to establish
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Figure 4 — The three cornered trust model

In this threp cornered trust model, the public-key certificate subject trusts the CA and hasasked it to issue a| public-key
certificate. [Upon positive verification of the identity of the public-key certificate subject, the CA issues it wjth a public
key certifidate containing the subject’s identifier. The relying party, being a public-kéy certificate subject of § CA within
the same dlosed environment, also knows the trustworthiness of the issuing CAx 'Consequently the relying party can
determine \yvhether to trust the public-key certificate subject for the current transaetion.

8.2 Hour cornered trust model

The four cornered trust model may be used in open public-key inffastructures, where the relying party does| not have a
close relatipnship with the CA that issued the public-key certificate .under validation. See Figure 5.
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Figure 5 — The four cornered trust model

In the four cornered model, the relying party trusts an entity called the trust broker. The relying party is still responsible
for validating public-key certificates and public-key certificate chains. However, the trust broker evaluates the
trustworthiness of the CA for all intended transactions and relays this to the relying party so that it can decide about the
trustworthiness of the public-key certificate subject for the current transaction. If the relying party's decision is positive,
this means that the relying party trusts the CA and its public-key certificate for this transaction. The CA trusts the identity
of the public-key certificate subject. Hence the relying party can indirectly trust the public-key certificate of the subject for
this particular transaction.
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9 Public-key certificate and CRL extensions

Some extensions defined in this clause are for use with public-key certificates. Other extensions are defined for CRLs
(including CARLs and EPRLS). Extensions for use with attribute certificates and ACRLs (including AARLs and EARLS)
are defined in clause 17.

This clause specifies extensions in the following areas:

a) Key and policy information: These public-key certificate and CRL extensions convey additional
information about the keys involved, including key identifiers for subject and issuer keys, indicators of
intended or restricted key usage, and indicators of a certificate policy.

b) Subject and issuer attributes: These public-key certificate and CRL extensions support alternative names,
of various name forms, for a public-key certificate subject, a public-key certificate issuer, or a CRL issuer.
These extensions can also convey additional attribute information about the public-key certificate subject,
to assist a relying party in being confident that the public-key certificate subject is a particular person or

antity s
A% ILIL_y .

c) Certification path constraints: These public-key certificate extensions allow constraint specifictions to be
included in CA certificates, i.e., CA certificates for CAs issued by other CAs, to facilitate thg automated
processing of certification paths when multiple certificate policies are involved. Multiple certifidate policies
arise when policies vary for different applications in an environment or when interoperation wjth external
environments occurs. The constraints may restrict the types of public-key certificates that can He issued by
the subject CA or that may occur subsequently in a certification path.

d) Basic CRL extensions: These CRL extensions allow a CRL to include jindications of revocatiop reason, to
provide for temporary suspension of a public-key certificate, and to include CRL-issue sequenge numbers
to allow relying parties to detect missing CRLs in a sequence from(one CRL issuer.

e) CRL distribution points and delta CRLs: These public-key certificate and CRL extensiong allow the
complete set of revocation information from one CA to heypartitioned into separate CRLg and allow
revocation information from multiple CAs to be combinéd in one CRL. These extensions also [support the
use of partial CRLs indicating only changes since an earlier CRL issue.

Inclusion of any extension in a public-key certificate or CRL is at\the option of the CA issuing that public-key certificate
or the issuipg authority for that CRL.

In a publictkey certificate or CRL, an extension is flagged ‘as being either critical or as non-critical. If an gxtension is
flagged as fritical and a relying party does not recognize the extension type or does not implement the semantics of the
extension, then that relying party shall consider thepublic-key certificate as invalid. If an extension is flagged as non-
critical, a r¢lying party that does not recognize or.implement that extension type may process the remainder of| the public-
key certifidate ignoring the extension. If an extension is flagged as non-critical, a relying party that does refognize the
extension, ghall process the extension. Extension type definitions in this Specification indicate whether the extg¢nsion shall
always be flagged as critical, always he flagged as non-critical, or whether criticality can be decided by the| public-key
certificate gr CRL issuer. The reason fortequiring some extensions to be always flagged as non-critical is to aljow relying
parties whith do not need to use such extensions to omit support for them without jeopardizing the ability to interoperate
with all CAs.

NOTE A relying party may-require certain non-critical extensions to be present in a public-key certificate in order fof that public-
key certfficate to be considered acceptable. The need for inclusion of such extensions may be implied by local policy rules of the
relying party or may he-a CA policy rule indicated to the relying party by inclusion of a particular public-key certifficate policy
identifie[ in the public-key certificate policies extension with that extension being flagged as critical.

For all pubflic-key/certificate extensions, CRL extensions, and CRL entry extensions defined in this Specification, there
shall be no|mare’than one instance of each extension type in any public-key certificate, CRL, or CRL entry, respectively.

9.1 Policy handling
9.11 Certificate policy

This framework contains four types of entities: The relying party, the CA, the trust broker, and the public-key certificate
subject. Each entity operates under obligations to the other entities and, in return, enjoys limited warranties offered by
them. The obligations and warranties of a CA are defined in its certificate policy. A certificate policy is a document (usually
in plain-language, but it could be machine readable). It may be referenced by an object identifier and a URL, which may
be included in the certificate policies extension of the public-key certificate issued by the CA to the entity and upon which
the relying party relies. A public-key certificate may be issued in accordance with one or more policies. The definition of
the policy and assignment of the object identifier is performed by a policy authority. The set of policies administered by a
policy authority is called a policy domain. All public-key certificates are issued in accordance with a policy, even if the
policy is neither recorded anywhere nor referenced in the public-key certificate. This Specification does not prescribe the
style or contents of the certificate policy.
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The relying party may be bound to its obligations under the certificate policy by the act of importing a CA public key and
using it as trust anchor information, or by relying on a public-key certificate that includes the associated policy identifier.
The CA may be bound to its obligations under the policy by the act of issuing a public-key certificate that includes the
associated policy identifier. The public-key certificate subject and any relying party who is also a public-key certificate
subject may be bound to its obligations under the policy by the act of requesting and accepting a public-key certificate that
includes the associated policy identifier and by using the corresponding private key. Implementations that do not use the
certificate policies extension should achieve the required binding by other means.

The relying party and trust broker may be bound by any contractual agreement that they have or by any trust policy that
the trust broker issues.

For an entity simply to declare conformance to a policy does not generally satisfy the assurance requirements of the other
entities in the framework. They require some reason to believe that the other parties operate a reliable implementation of
their policy. However, if explicitly stated in the certificate policy, relying parties may accept the CA's assurances that its
subjects agree to be bound by thelr obligations under the pollcy without having to confirm this directly with them. This
aspect of c ;

A CA may|place limitations on the use of its public-key certificates, in order to control the risk that it assumes$ as a result
of issuing public-key certificates. For instance, it may restrict the community of relying parties, the (purposep for which
they may uke its public-key certificates and/or the type and extent of damages that it is prepared to make good |n the event
of a failure|on its part, or that of its entities acting as PKI end entities. These matters should be defined in th¢ certificate
policy.

Additional jinformation, to help affected entities understand the provisions of the certificate policy, may be included in the
certificate policies extension in the form of policy qualifiers.

9.1.2 Gross-certificates and policy handling

The warrarjties and obligations shared by the subject CA, the intermediate €A and the relying party are defjned by the
certificate policy identified in the cross-certificate, in accordance with which' the subject CA may act as, or on behalf of,
an end entlity. The warranties and obligations shared by the publickey certificate subject, the subject CA and the
intermediate CA are defined by the certificate policy identified in the/end-entity public-key certificate, in accofdance with
which the iptermediate CA may act as, or on behalf of, a relying party.

A certification path is said to be valid under the set of certificate policies that are common to all public-key cefrtificates in
the path.

In addition|to the situation described above, there arefwo special cases to be considered:

a) the CA does not use the certificate policies extension to convey its policy requirements to relying parties;
and

b) the relying party or intermediate CA delegates the job of controlling policy to the next CA in the path.

In the first case, the public-key certificate should not contain a certificate policies extension at all. As a resulf, the set of
policies ungler which the path is valid will be null. But, the path may be valid nonetheless. Relying parties shall|still ensure
that they arg using the public-kéy'certificate in conformance with the policies of the CAs in the path.

In the secopd case, the relying party or intermediate CA should include the special value any-policy in the inftial-policy-
set or crosstcertificate. Where a public-key certificate includes the special value any-policy, it should not include any other
certificate policy identifiers. The identifier any-policy should not have any associated policy qualifiers.

The relying party can ensure that all its obligations are conveyed by setting the initial-explicit-policy indicator. In this way,
only authoffities that use the certlflcate poI|C|es extensmn as their way of achlevmg binding are accepted in the path, and
relying parti 3 3 hliga > > 3 A behalf of, a
relying party, they can ensure that aII thelr obllgatlons are conveyed by settlng the requlreExpllc1tPol:Lcy component
of the policyConstraints extension in the cross-certificate.

9.13 Policy mapping

Some certification paths may cross boundaries between policy domains. The warranties and obligations according to which
the cross-certificate is issued may be materially equivalent to some or all of the warranties and obligations according to
which the subject CA issues end-entity public-key certificates, even though the policy authorities under which the two CAs
operate may have selected different object identifiers for these materially equivalent policies. In this case, the intermediate
CA may include a policy mappings extension in the cross-certificate. In the policy mappings extension, the intermediate
CA assures the relying party that it will continue to enjoy the familiar warranties, and that it should continue to fulfil its
familiar obligations, even though subsequent entities in the certification path operate in a different policy domain. The
intermediate CA should include one or more mappings for each of a subset of the policies under which it issued the cross-
certificate, and it should not include mappings for any other policies. If one or more of the certificate policies according to
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which the subject CA operates is identical to those according to which the intermediate CA operates (i.e., it has the same
unique identifier), then these identifiers should be excluded from the policy mapping extension, but included in the
certificate policies extension.

Policy mapping has the effect of converting all policy identifiers in public-key certificates further down the certification
path to the identifier of the equivalent policy, as recognized by the relying party.

Policies shall not be mapped either to or from the special value any-policy.

Relying parties may determine that public-key certificates issued in a policy domain other than its own should not be relied
upon, even though a trusted intermediate CA may determine its policy to be materially equivalent to its own. It can do this
by setting the initial-policy-mapping-inhibit input to the path validation procedure. Additionally, an intermediate CA may
make a similar determination on behalf of its relying parties. In order to ensure that relying parties correctly enforce this
requirement, it can set inhibitPolicyMapping in a policyConstraints extension.

9.14 Certification path processing

The relying party faces a choice between two strategies:
a) it canrequire that the certification path be valid under at least one of a set of policies presdeternjined by the
relying party; or
b) it can ask the path validation module to report the set of policies for which the certification path is valid.

The first stfategy may be most appropriate when the relying party knows, a priori, the set@f-policies that arg acceptable
for its interjded use.

The second strategy may be the most appropriate when the relying party does not knew, a priori, the set of golicies that
are acceptaple for its intended use.

In the first {nstance, the certification path validation procedure will indicate the path to be valid only if it is valifl under one
or more of the policies specified in the initial-policy-set, and it will return the'sub-set of the initial-policy-set ynder which
the path is jvalid. In the second instance, the certification path validationprocedure may indicate that the path is invalid
under the ihitial-policy-set, but valid under a disjoint set: the auth@rities-constrained-policy-set. Then the rglying party
shall deterinine whether its intended use of the public-key certificate is consistent with one or more of thq certificate
policies under which the path is valid. By setting the initial“pelicy-set to any-policy, the relying party cap cause the
procedure to return a valid result if the path is valid under any.(unspecified) policy.

9.15 Self-issued certificates

A CA may [issue a certificate to itself under three citcumstances:

a) asaconvenient way of encoding-the public key associated with the private key used to sign the| public-key
certificate, so that it can be communicated to and stored as trust anchor information by relying parties;

for certifying additional\public keys of the CA used for purposes other than those covered by [category a)
(such as OCSP and possibly CRL signing); and

c) for replacing its 0wn expired CA certificates.

o

These types of CA certificates-are called self-issued certificates, and they can be recognized by the fact that the issuer and
subject names present inythem are identical. For the purposes of path validation, self-issued certificates of cat¢gory a) are
self-signed|certificates and are therefore verified with the public key contained in them, and if they are encountered in the
path, they ghall be<gnored.

Self-issued|cettificates of type b) may only appear as end-entity public-key certificates in a path, and shall be grocessed as
end-entity ||hlir‘-l(ny certificates

Self-issued certificates of type ¢) (also known as self-issued intermediate certificates) may appear as intermediate
certificates in a path. As a matter of good practice, when replacing a key that is on the point of expiration, a CA should
request the issuance of any in-bound cross-certificates that it requires for its replacement public key before using the key.
Nevertheless, if self-issued certificates of this category are encountered in the path, they shall be processed as intermediate
certificates, with the following exception: they do not contribute to the path length for the purposes of processing the
pathLenConstraint component of the basicConstraints extension and the skip-certificates values associated with
the policy-mapping-inhibit-pending and explicit-policy-pending indicators.

If a CA uses the same key to sign public-key certificates and CRLs, a single self-issued certificate of category a) shall be
used. If a CA uses a different key to sign CRLs than that used to sign public-key certificates, the CA may choose to issue
two self-issued public-key certificates of category a), one for each of the keys. In this situation, relying parties would need
access to both self-issued public-key certificates to establish separate trust anchors for public-key certificates and CRLs
signed by that CA. Alternatively, a CA may issue one self-issued public-key certificate of category a) for public-key
certificate signing and one self-issued public-key certificate of category b) for CRL signing. In this situation, relying parties
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use the key certified in the public-key certificate of category a) as their single trust anchor for both public-key certificates
and CRLs signed by that CA. In this case, if the self-issued public-key certificate of category b) were to be used to verify
signatures on CRLs, there is no means defined in this Specification to check the validity of that public-key certificate.

If self-issued certificates of category b) are encountered within a path, they shall be ignored.
NOTE — Other mechanisms for distributing CA public keys are outside the scope of this Specification.

9.2 Key and policy information extensions

9.21 Requirements

The following requirements relate to key and policy information:

a) CA key pair updating can occur at regular intervals or in special circumstances. There is a need for a
certificate extension to convey an identifier of the public key to be used to verify the public-key certificate
signature. A _relying party can use such identifiers in finding the correct CA _certificate for validating the

public-key certificate issuer's public key.

b) Ingeneral, a public-key certificate subject has different public keys and, correspondingly, diffefent public-
key certificates for different purposes, e.g., digital signature and encipherment key agreement. A public-key
certificate extension is needed to assist a relying party in selecting the correct public<key cert(ficate for a
given subject for a particular purpose or to allow a CA to stipulate that a certifiedhkey may only|be used for
a particular purpose.

c) Subject key pair updating can occur at regular intervals or in special circumstances. There is 4 need for a
public-key certificate extension to convey an identifier to distinguish.between different public keys for the
same subject used at different points in time. A relying party can usé\such identifiers in finding| the correct
public-key certificate.

d) The private key corresponding to a certified public key is typically used over a different perigd from the
validity of the public key. With a key pair used for creatiqg and validating signatures, the usagg period for
the private key used for signing is typically shorter than,that for the public key used to verify the signature.
The validity period of the public-key certificate indicates a period for which the public key may be used,
which is not necessarily the same as the usage .period of the private key. In the event of a private key
compromise, the period of exposure can be limited if the relying party knows the legitimate us¢ period for
the private key. There is therefore a requiremient to be able to indicate the usage period of the prjvate key in
a public-key certificate.

e) Because public-key certificates may-Bé used in environments where multiple certificate policies apply,
provision needs to be made for including certificate policy information in public-key certificates.

f]  When cross-certifying from ene organization to another, it can sometimes be agreed that certain of the two
organizations' policies can-be considered equivalent. A CA certificate needs to allow the issping CA to
indicate that one of its own certificate policies is equivalent to another certificate policy in the spibject CA's
domain. This is known as policy mapping.

g) A user of an encipherment or digital signature system which uses public-key certificates defjned in this
Specification needs to be able to determine in advance the algorithms supported by other users.

h) There is a'eed to specify that an end-entity public-key certificate shall be validated using an aythorization
and validation list.

9.2.2 Rublie=Key certificate and CRL extensions

The follow|ng extensions are defined:

a) authority key identifier;

b) subject key identifier;

c) key usage;

d) extended key usage;

e) private key usage period;

f) certificate policies;

g) policy mappings

h) authorization and validation.

These extensions shall be used only as public-key certificate extensions, except for the authorityKeyIdentifier
extension which may also be used as a CRL extension. Unless otherwise noted, these extensions may be used in both CA
certificates and end-entity public-key certificates.
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9.2.2.1 Authority key identifier extension

This extension, which may be used as either a public-key certificate extension or CRL extension, identifies the public key
to be used to verify the signature on this public-key certificate or CRL. It enables distinct keys used by the same CA to be
distinguished (e.g., as key updating occurs) and it enables distinct keys used by the same CRL issuer to be distinguished.
This extension is defined as follows:

authorityKeyIdentifier EXTENSION ::= {
SYNTAX AuthorityKeyIdentifier
IDENTIFIED BY id-ce-authorityKeyIdentifier }

AuthorityKeyIdentifier ::= SEQUENCE {
keyIdentifier [0] KeyIdentifier OPTIONAL,
authorityCertIssuer [1] GeneralNames OPTIONAL,

authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL,

...}
(WITH COMPONENTS {..., authorityCertlssuer PRESENT,

authorityCertSerialNumber PRESENT } |
WITH COMPONENTS {..., authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT } )

KeyIdentjfier ::= OCTET STRING

The key may be identified by an explicit key identifier in the keyIdentifier component, bythe identificationfof a public-
key certifidate for the key (giving certificate issuer in the authorityCertIssuer companent and public-key certificate
serial number in the authorityCertSerialNumber component), or by both explicitkey identifier and identification of
a public-key certificate for the key. If both forms of identification are used then the \public-key certificate or ICRL issuer
shall ensurg they are consistent. A key identifier shall be unique with respect to@l; key identifiers for the issuirjg authority
for the publlic-key certificate or CRL containing the extension. An implementation which supports this exte]lsion is not
required to[be able to process all name forms in the authorityCertIssuér component (see clause 9.3.2.1 for details of
the GenerglNames data type).

CAs shall gssign public-key certificate serial numbers such that.every (issuer, public-key certificate serial niimber) pair
uniquely identifies a single public-key certificate. The keyIdentifier component can be used to select CA|certificates
during path construction. The authorityCertIssuer, authoritySerialNumber pair can only be used| to provide
preference fo one public-key certificate over others during path construction.

This extendion shall always be flagged as non-critical;

9.2.2.2 Subject key identifier extension

This extengion identifies the public key being certified. It enables distinct keys used by the same subject to be differentiated
(e.g., as key updating occurs). This extension is defined as follows:

subjectKeéyIdentifier EXTENSION ::= ({
SYNTAX SubjectKeyIdentifier
IDENTIFIED BY id-ce=subjectKeyIdentifier }

SubjectKeyIdentifiéry: := Keyldentifier
A key identifier shall be unique with respect to all key identifiers for the subject with which it is used.

This extendion, shall always be flagged as non-critical.

0.2.2.3 Keyusageextension

This extension identifies the intended usage for which the public-key certificate has been issued. The intended usage may
be further constrained by policy. This policy may be stated in a certificate policy definition, a contract, or other
specification. However, a policy shall not override the constraint indicated by a KeyUsage bit, e.g., a certificate policy
could not allow a public-key certificate to be used for digital signature if KeyUsage indicated that it could only be used
for key agreement.

Setting a specific value of KeyUsage in a public-key certificate does not in itself signal for an instance of communication
that the communicating parties are acting in accordance with this setting, e.g., when signing a document. The definition of
methods by which parties may signal their intent for a specific instance of communication (e.g., commitment to content
for that specific instance) is outside the scope of this Specification, but it is anticipated that multiple methods will exist.
Although not recommended, it is possible to use the content of the public-key certificate, e.g., certificate policy, to signal
the intent of the signing. However, since that signal was made when the public-key certificate was issued by the CA, such
use may not meet the requirement that declaring the intent is made at the time of signing by the signer.
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More than one bit may be set in an instance of the keyUsage extension. The setting of multiple bits shall not change the
meaning of each individual bit but shall indicate that the public-key certificate may be used for all of the purposes indicated
by the set bits. There may be risks incurred when setting multiple bits. A review of those risks is documented in Annex K.

This extension is defined as follows:

keyUsage EXTENSION ::= {

SYNTAX

KeyUsage

IDENTIFIED BY id-ce-keyUsage }

KeyUsage :

:= BIT STRING {

digitalSignature (0),
contentCommitment (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),

keyCerfsign 5

cRLSign

encipherOnly (7),
decipherOnly (8) 1}

Bits in the KeyUsage type are as follows:

a

(6),

digitalSignature: for verifying digital signatures that are used with an entity’authenticatio
data origin authentication service and/or an integrity service;

contentCommitment: for verifying digital signatures which are infended to signal that th
committing to the content being signed. The type of commitment the'\public-key certificate cal
support may be further constrained by the CA, e.g., through @-certificate policy. The preg

h service, a

e signer is
be used to
ise type of

commitment of the signer e.g., "reviewed and approved" or "with.the intent to be bound", may He signalled

by the content being signed, e.g., the signed document itself Gb some additional signed informa

Since a content commitment signing is considered a digitally signed transaction, the digitals
bit need not be set in the certificate. If it is set, it does not affect the level of commitment the
endowed in the signed content.

It is not incorrect to refer to this keyUsage bitusing the identifier nonRepudiation. Howeve
this identifier has been deprecated. Regardless-of the identifier used, the semantics of this bit are
in this Specification;

keyEncipherment: for encipheringKeys or other security information, e.g., for key transport;

ion.
ignature
signer has

, the use of
hs specified

dataEncipherment: for enciphering user data, but not keys or other security information as i c);

keyAgreement: for use as & public key agreement key, such an when an asymmetric Diffie-H
pair is used for key management.

keyCertSign: for verifying a CA's signature on public-key certificates.

Since public-key certificate signing is considered a commitment to the content of the public-ke
by the CA, neither the digitalSignature bit nor the contentCommitment bit need be s¢
certificateslfeither (or both) is set, it does not affect the level of commitment the signer has end
signed_public-key certificate;

cRLSign: for verifying an authority's signature on CRLSs.
Since CRL signing is considered to be commitment to the content of the CRL by the CRL iss

ellman key

certificate
L in the CA
bwed in the

Ler, neither

the digitalSignature bit nor the contentCommitment bit need be set in the public-key ¢

preificate. If

either (or both) is set, it does not affect the level of commitment the signer has endowed in the signed CRL;

encipherOnly: public key agreement key for use only in enciphering data when used with keyAgreement

bit also set (meaning with other key usage bit set is undefined);

decipherOnly: public key agreement key for use only in deciphering data when used with keyAgreement

bit also set (meaning with other key usage bit set is undefined).

Application specifications should indicate which of the digitalSignature Or contentCommitment bits are
appropriate for their use. If a signing application has no knowledge of the signer's intent regarding commitment to content,
the application shall sign and support that signing with a public-key certificate that has the digitalSignature bit setin
that public-key certificate's keyUsage extension.

Even though a digital signature was verified using a public-key certificate that has only the digitalSignature bit Set,
other factors external to the verification of the digital signature may also play a role in determining the intent of the signing.
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Conversely, even though a digital signature was verified using a public-key certificate that has only the
contentCommi tment bit set, external factors may be used by the signer to disclaim commitment to the signed content.

The bit keyCertsign is for use in CA certificates only. If KeyUsage is set t0 keyCertSign, the value of the ca
component of the basicConstraints extension shall be set to TRUE. CAs may also use other defined key usage bits in
KeyUsage, €.0., digitalSignature for providing authentication and integrity of online administration transactions.

This extension may, at the option of the issuing CA be flagged as either critical or as non-critical.

If the extension is flagged as critical or if the extension is flagged as non-critical but the relying party recognizes it, then
the public-key certificate shall be used only for a purpose for which the corresponding key usage bit is set to one. If the
extension is flagged as non-critical and the relying party does not recognize it, then this extension shall be ignored.

A bit set to zero indicates that the key is not intended for that purpose. If the extension is present with all bits set to zero,
the key is intended for a purpose other than those listed above.

9.2.24 Xtended Key Usage extension

This extendion indicates one or more purposes for which the certified public key may be used, in additien‘to or in place
of the basiq purposes indicated in the key usage extension. This extension is defined as follows:

extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurpo$eId ::= OBJECT IDENTIFIER

A CA may|assert any-extended-key-usage by using the anyExtendedKeyUsagé object identifier. This enabjes a CA to
issue a public-key certificate that contains KeyPurposeId object identifiers for€xtended key usages that may [oe required
by relying parties, without restricting the public-key certificate to only those key usages. If extended key upage would
restrict keylusage, then the inclusion of this object identifier removes that restriction.

anyExtenfledKeyUsage OBJECT IDENTIFIER ::= { id-ce-extKeyUsage 0 }

Key purpoges may be defined by any organization with a need~Object identifiers used to identify key purpoges shall be
assigned injaccordance with Rec. ITU-T X.660 | ISO/IEC 9834-1.

This extengion may, at the option of the issuing CA, be flagged either as critical or as non-critical.
If the extension is flagged as critical, then the public-keéy certificate shall be used only for one of the purposes[indicated.

If the extenjsion is flagged as non-critical, then<it.indicates the intended purpose or purposes of the key, and npay be used
in finding the correct key/public-key certificate of an entity that has multiple keys/public-key certificates. If this extension
is present, and the relying party recognize$.and processes the extendedKeyUsage extension type, then the r¢lying party
shall ensurg that the public-key certificate shall be used only for one of the purposes indicated. (A relyind party may
neverthelegs require that a particular purpose be indicated in order for the public-key certificate to be acceptabjle.)

If a publicHkey certificate coptains both a critical key usage extension and a critical extended key usage extgnsion, then
both extengions shall be processed independently and the public-key certificate shall only be used for a purposg consistent
with both gxtensions. Ifsthere is no purpose consistent with both extensions, then the public-key certificate $hall not be
used for any purpose:

=

This Speciflication defines the following key purposes that can be included in the extended key usage extensio

keyPurpo$esYOBJECT IDENTIFIER ::= {id-kp 1}

id-avlSign OBJECT IDENTIFIER ::= {id-kp 2}
The id-avlsign key purpose is used to indicate that the private key may be used for signing an AVL.

Other purposes that can also be included are defined in other specifications, such as IETF RFC 5280.

9.2.25 Private key usage period extension

This extension indicates the period of use of the private key corresponding to the certified public key. It is applicable only
for private key used for creating digital signatures. This extension is defined as follows:

privateKeyUsagePeriod EXTENSION ::= {

SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }
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PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL,

(WITgI COMPONENTS {..., notBefore PRESENT } |

WITH COMPONENTS {..., notAfter PRESENT } )

The notBefore component indicates the earliest date and time at which the private key may be used for signing. If the
notBefore component is not present, then no information is provided as to when the period of valid use of the private
key commences beyond that specified in the validity component of the public-key certificate. The notAfter component
indicates the latest date and time at which the private key may be used for signing. If the notafter component is not
present then no information is provided as to when the period of valid use of the private key concludes beyond that specified
in the validity component of the public-key certificate.

This extension shall always be flagged as non-critical.

NOTE 1|— The period of valid use of the private key may be different from the certified validity of the public key/as|indicated by
the publ{c-key certificate validity period. The usage period for the private key used for signing is typically shorterthap that for the
public key used for verifying the signature.

NOTE 2 — The period of use of the private key corresponding to a public key can only be enforced if both'the privatd key and the
corresponding public-key certificate are placed in a tamper-resistant hardware module that contains a teliable clock gynchronized
with UT[C. When this is not the case, a signer may avoid using a signing private key up to the very end'of the validity period of the
public-kpy certificate. This is one possible use of this extension.

NOTE 3| In general, this Specification does not associate any semantic with this extension{ Any particular use of this extension
will have to specify the semantic associated with that usage.

9.2.2.6 (ertificate policies extension

This extengion lists certificate policies, recognized by the issuing CA, that apply to the public-key certificate, tggether with
optional qualifier information pertaining to these certificate policies. The list’'of certificate policies is used in determining
the validity) of a certification path, as described in clause 12. The optional qualifiers are not used in the certification path
processing |procedure, but relevant qualifiers are provided as an_output of that process to the relying party |to assist in
determining whether a valid path is appropriate for the particulartransaction. Typically, different certificate golicies will
relate to different applications which may use the certified key.“The presence of this extension in an end-entity| public-key
certificate indicates the certificate policies for which this public-key certificate is valid. The presence of this gxtension in
a CA certif|cate (cross-certificate) issued by one CA to another CA indicates the certificate policies for which gertification
paths contajining this public-key certificate may be valid. This extension is defined as follows:

certific@atePolicies EXTENSION ::= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

Certific@atePoliciesSyntax ::=“SEQUENCE SIZE (1l..MAX) OF PolicyInformation
PolicyInformation ::= SEQUENCE {

policyfdentifier CertPolicyId,
policyQualifiers (SEQUENCE SIZE (1..MAX) OF PolicyQualifierInfo OPTIONAL,

}
CertPoli¢yId ::=_OBJECT IDENTIFIER
PolicyQualifierInfo ::= SEQUENCE ({
policyQual¥ifierId CERT-POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER. &Qualifier
({SupportedPolicyQualifiers}{@policyQualifierId}) OPTIONAL,
}
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= {...}

A value of the PolicyInformation data type identifies and conveys qualifier information for one certificate policy. The
policyIdentifier component contains an identifier of a certificate policy and the policyQualifiers component
contains policy qualifier values for that component.

This extension may, at the option of the issuing CA, be either flagged as critical or as non-critical.

If the extension is flagged as critical, it indicates that the public-key certificate shall only be used for the purpose, and in
accordance with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require
the relying party to process the qualifier value in a particular way.
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If the extension is flagged as non-critical, use of this extension does not necessarily constrain use of the public-key
certificate to the policies listed. However, a relying party may require a particular policy to be present in order to use the
public-key certificate (see clause 12). Policy qualifiers may, at the option of the relying party, be processed or ignored.

Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object identifiers
used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with Rec. ITU-T
X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy object identifier in order to trust a public-
key certificate for all possible policies. Because of the need for identification of this special value to apply regardless of
the application or environment, that object identifier is assigned in this Specification. No object identifiers will be assigned
in this Specification for specific certificate policies. That assignment is the responsibility of the entity that defines the
certificate policy.

anyPolicy OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}

The identifier anyPolicy should not have any associated policy qualifiers.

The follow|ng ASN.1 information object class is used in defining certificate policy qualifier types:

CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }

WITH SYNTAX ({
POLICY}QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

A definitiop of a policy qualifier type shall include:
-1 astatement of the semantics of the possible values; and

- an indication of whether the qualifier identifier may appear in“a-certificate policies extension|without an
accompanying value and, if so, the implied semantics in such-a‘case.
NOTE -{ A qualifier may be specified as having any ASN.1 type. When the qualifier is anticipated to be used pfimarily with
applications that do not have ASN.1 decoding functions, it is recommepdedthat the type ocTET STRING be specified The ASN.1
OCTET [STRING Value can then convey a qualifier value encoded .according to any convention specified by the pdlicy element
defining|organization.

9.2.2.7 Holicy mappings extension

This extendion, which shall be used in CA certificates-anly, allows an issuing CA to indicate that, for the purposes of the
user of a gertification path containing this CA certificate, one of the issuer’s certificate policies can be|considered
equivalent o a different certificate policy used ip.the subject CA’s domain. This extension is defined as followys:

policyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::=.SEQUENCE SIZE (1..MAX) OF SEQUENCE ({
issuerbomainPolicy CertPolicyId,
subjectDomainPolicy “-CertPolicyId,

}

The issugrDomainPolicy component indicates a certificate policy that is recognized in the issuing CA’s glomain and
that can be| considered equivalent to the certificate policy indicated in the subjectDomainPolicy component that is
recognized|ingthe-subject CA’s domain.

Policies shattmot be mapped 1o or from the Special Valle anyPolicy.

This extension may, at the option of the issuing CA, be either flagged as critical or as non-critical. It is recommended that
it be flagged as critical, otherwise a relying party may not correctly interpret the stipulation of the issuing CA.
NOTE 1 — An example of policy mapping is as follows. The U.S. government domain may have a policy called Canadian Trade and
the Canadian government may have a policy called U.S. Trade. While the two policies are distinctly identified and defined, there
may be an agreement between the two governments to accept certification paths extending cross-border within the rules implied by
these policies for relevant purposes.
NOTE 2 — Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon a more global use of common policies than it is to
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common policy
for North American Trade.
NOTE 3 - It is anticipated that policy mapping will be practical only in limited environments in which policy statements are very
simple.
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9.2.2.8 Authorization and validation extension

This extension may only be present in end-entity public-key certificates. It indicates that this public-key certification shall
not be accepted if it cannot be checked against a particular authorization validation list (AVL).

authorizationValidation EXTENSION ::= {
SYNTAX Av1lId
IDENTIFIED BY id-ce-authorizationValidation }

Av1lId ::= SEQUENCE {
issuer Name,
serialNumber AvlSerialNumber OPTIONAL,
}

The issuer component shall identify the issuer of the AVL against which this end-entity public-key certificate shall be
checked.

The seriallNumber component shall be present if the AVL includes the serialNumber component. Otherwise, it shall
be absent.

This extendion shall always be flagged as critical.

9.3 Subject and issuer information extensions

9.3.1 Requirements

The followling requirements relate to public-key certificate subject component.and public-key certificate and CRL
issuer component:

a) Public-key certificates need to be usable by applications that<employ a variety of name formg, including
Internet electronic mail names, Internet domain names, RecITU-T X.400 originator/recipienf addresses,
and EDI party names. It is therefore necessary to be ahfe\securely to associate multiple names pf a variety
of name forms with a public-key certificate subject ota public-key certificate or CRL issuer.

b) There may be a need for convoying identity and/ofprivilege information in a public-key certificate. Such
information is provided as directory attributes.

9.3.2 (ertificate and CRL extensions

The follow|ng extensions are defined:

a) Subject alternative name;

b) Issuer alternative name;

c) Subject directory attributes.

These extepsions shall be used only.as public-key certificate extensions, except for issuer alternative name, which may
also be used as a CRL extensignyAs public-key certificate extensions, they may be present in CA certificatgs and end-
entity public-key certificates!

9.3.21 Subject alternative name extension

This extendion contains one or more alternative names, using any of a variety of name forms, for the entity that is bound
by the issuing CA to the certified public key. This extension is defined as follows:

subjectAliName EXTENSTON ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

GeneralNames ::= SEQUENCE SIZE (l..MAX) OF GeneralName
GeneralName ::= CHOICE ({
otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IAS5String,
dNSName [2] IAS5String,
x400Address [3] ORAddress,
directoryName [4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,

}
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OTHER-NAME ::

= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] UnboundedDirectoryString OPTIONAL,

partyName

}

[1] UnboundedDirectoryString,

The values in the alternatives of the GeneralName type are names of various forms as follows:

the otherName alternative shall be a name of any form whose type is defined as an instance of the OTHER-

NAME information object class;

the rfc822Name alternative shall be an Internet electronic mail address defined in accordance with

IETF RFC 822;

the dNSName alternative shall be a fully qualified domain name (FQDN). The domain name shall be in the
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in the letters, digits, hyphen (LDH) format separated by dots.

A label may be in one of two formats:

a) All characters in the label are from the Basic Latin collection as defined by ISO/IE€ 10646
code points in the ranges 002D, 0030-0039, 0041-005A and 0061-007A) and itdoes not sta
-". The maximum length is 63 octets.

b) Itisan A-label as defined in IETF RFC 5890, i.e., it starts with the "xn--"" and is an U-labg
to valid ASCII characters as in item a) using the Punycode algoritiim defined by IETF RF(
converted string shall be maximum 59 octets. To be valid, it-shall be possible for an A
convert a valid U-label. The U-label is as also defined in IEFE-RFC 5890.

NOTE 1 — An A-label is normally not human readable.
the x400Address alternative shall be an O/R address as defined by Rec. ITU-T X.411 | ISO/IE

the directoryName alternative shall be a distinguishéd name as defined by Rec. ITU-T X.50
9594-2;

the ediPartyName alternative shall be a name<0f'a form agreed between communicating ele
interchange (EDI) partners; the nameAssigrér component identifies an authority that assi
values of names in the partyName component;

the uniformResourceIdentifiex @lternative shall be a uniform resource identifier for the
web defined in accordance with IETF RFC 1630;

the iPaddress alternative shall'be an Internet Protocol address defined in accordance with IET]
for IPv4 (four octets) or in-accordance with IETF RFC 2460 for IPv6 (16 octets);

the registeredID alternative shall be an object identifier of any registered object assigned in
with Rec. ITU-T X.660° ISO/IEC 9834-1.

For every name form used in an‘instance of the GeneralName data type, the issuing CA shall assure that it does
the same name to differentientities. A name of a particular type together with the identity of the issuing CA sh
identify a particular entity:

This extengion may,‘\at'the option of the issuing CA, be either flagged as critical or as non-critical. A relyin
supports thjs extension is not required to be able to process all name forms. If the extension is flagged as crit
one of the jname-forms that is present shall be recognized and processed, otherwise the public-key certific
consideredLinvalid. Apart from the preceding restriction, a relying party is permitted to ignore any nar
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unrecognized or unsupported name form. It is recommended that, provided the subject component of the public-key
certificate contains a distinguished name that unambiguously identifies the subject, this extension be flagged as non-

critical.

NOTE 2 — Use of the TYPE-IDENTIFIER information object class is described in Rec. ITU-T X.681 | ISO/IEC 8824-2.

NOTE 3 — If this extension is present and is flagged as critical, the subject component of an end-entity public-key certificate may
contain a null name (e.g., a sequence of zero relative distinguished names) in which case the subject is identified only by the name
or names in this extension (see clause 7.2).

9.3.2.2 Issuer alternative name extension

This extension contains one or more alternative names, using any of a variety of name forms, for the CA or CRL issuer.
This extension is defined as follows:

issuerAltName EXTENSION ::= {

SYNTAX

GeneralNames
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IDENTIFIED BY id-ce-issuerAltName }

This extension may, at the option of the CA or the CRL issuer, be flagged either as critical or as non-critical. A relying
party that supports this extension is not required to be able to process all name forms. If the extension is flagged as critical,
at least one of the name forms that are present shall be recognized and processed, otherwise the public-key certificate or
CRL shall be considered invalid. Apart from the preceding restriction, a relying party is permitted to ignore any name with
an unrecognized or unsupported name form. It is recommended that, provided the issuer component of the public-key
certificate or CRL contains a distinguished name that unambiguously identifies the issuing authority, this extension be
flagged as non-critical.

9.3.2.3 Subject directory attributes extension

This extension conveys directory attributes associated with the subject of the public-key certificate. This extension is
defined as follows:

subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributeésSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

This extengion may, at the option of the issuing CA, be flagged either as critical or as non-critical. A rglying party
processing [this extension is not required to understand all attribute types included in the extension. If the gxtension is
flagged as [critical, at least one of the attribute types contained in the extension shall be ‘understood for the| public-key
certificate o be considered valid. If the extension is flagged as critical and none of. the contained attribyte types is
understood] the public-key certificate shall be considered invalid.

A relying party may require that it understands all the attribute types to accept the-public-key certificate.

This extengion is intended to associate identity and/or privilege with the subject of the public-key certificatd. When the
subject accgsses an entity by including identity information, the accessed entity may, based on local rules, assign privilege
to the subject, e.g., assign privilege used for access control. Suchfidentity information may be different] from or a
supplement to the identity information supplied in the subject component and/or in the subjecatAltNamge extension
(if present)

If this extepsion is present in a public-key certificate and flagged as critical, some of the extensions defined in clause 17
may also b¢ present as stated for the individual extensions:

94 Certification path constraint extensions

941 Requirements

For certifichtion path processing:

a) End-entity public-key certificates need to be distinguishable from CA certificates to protect agajnst entities
from using theit-€nd-entity public-key certificates to establish themselves as CAs. It also feeds to be
possible for a €A-to limit the length of a subsequent chain resulting from a certified subject CA, e.g., to no
more than one more CA certificate or no more than two more CA certificates.

b) A CA needs to be able to specify constraints which allow a relying party to check that less-trugted CAs in
a certification path (i.e., CAs further down the certification path from the CA with whose public key the
relying party starts) are not violating their trust by issuing public-key certificates to subjects in an
inappropriate name space. Adherence to these constraints needs to be automatically checkable by the relying
party.

c) Certification path processing needs to be implementable in an automated, self-contained module. This is
necessary to permit trusted hardware or software modules to be implemented which perform the certification
path processing functions.

d) It should be possible to implement certification path processing without depending upon real-time
interactions with a possible human user.

e) It should be possible to implement certification path processing without depending upon the use of trusted
local databases of policy-description information. (Some trusted local information — an initial public key,
at least — is needed for certification path processing but the amount of such information should be
minimized.)

f)  Certification paths need to operate in environments in which multiple certificate policies are recognized. A
CA needs to be able to stipulate which CAs in other domains it trusts and for which purposes. Chaining
through multiple policy domains needs to be supported.
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g) Naming structures should not be constrained by the need to use names in public-key certificates, i.e.,
distinguished name structures considered natural for organizations or geographical areas shall not need
adjustment in order to accommodate CA requirements.

h) Certificate extensions need to be backward-compatible with the unconstrained certification path approach
system as specified in earlier editions of this Specification.

i) A CA needs to be able to inhibit the use of policy mapping and to require explicit certificate policy
identifiers to be present in subsequent certificates in a certification path.
NOTE - In any relying party, the processing of a certification path requires an appropriate level of assurance. This
Specification defines functions that may be used in implementations that are required to conform to specific assurance
statements. For example, an assurance requirement could state that certification path processing shall be protected from
subversion of the process (such as software-tampering or data modification). The level of assurance should be
commensurate with business risk. For example:

— processing internal to an appropriate cryptographic module may be required for public keys used to validate
high value funds transfer; whereas

— processing in software may be appropriate for home banking balance inquiries.
Consequently, certification path processing functions should be suitable for implementation in hardware cfyptographic
modules or cryptographic tokens as one option.

j] A CA needs to be able to prevent the special value anyPolicy from being considered a val{d policy in
subsequent public-key certificates in a certification path.

9.4.2 Rublic-key certificate extensions
The follow|ng extensions are defined:

a| basicConstraints,

b) nameConstraints;

Cc) policyConstraints;and

i[ inhibitAnyPolicy.

These extensions shall be used only as public-key certificate extensions. Name constraints and policy constraints shall be
used only ip CA certificates; basic constraints may also be used\in end-entity public-key certificates. Examples of the use
of these exfensions are given in Annex |.

9.4.2.1 Hasic constraints extension

This extengion indicates if the subject may act as-a CA, with the certified public key being used to verify|public-key
certificate dignatures. If so, a certification path length constraint may also be specified. This extension is defined as follows:

basicCongtraints EXTENSION ::=\{
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicCongtraintsSyntax. . := SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLepConstraint. \'\INTEGER (0. .MAX) OPTIONAL,

}

The ca component-with the value TRUE indicates that the certified public key may be used to verify public-key certificate
signatures.

The pathllente R Wy e absent. It
gives the maximum number of CA certlflcates that may follow thls CA certificate in a certlflcatlon path Value 0 indicates
that the subject of this CA certificate may only issue end-entity public-key certificates, but shall not issue any CA
certificate. If no pathLenConstraint extension appears in any CA certificate of a certification path, there is no limit to
the allowed length of the certification path. The constraint takes effect beginning with the next CA certificate in the path.
The constraint restricts the length of the segment of the certification path between the CA certificate containing this
extension and the end-entity public-key certificate. It has no impact on the number of CA certificates in the certification
path between the trust anchor and the CA certificate containing this extension. Therefore, the length of a complete
certification path may exceed the maximum length of the segment constrained by this extension. The constraint controls
the number of non-self-issued CA certificates between the CA certificate containing the constraint and the end-entity
public-key certificate. Therefore, the total length of this segment of the path, excluding self-issued certificates, may exceed
the value of the constraint by as many as two certificates. (This includes the public-key certificates at the two endpoints of
the segment plus the CA certificates between the two endpoints that are constrained by the value of this extension.)

This extension shall be supported by a conformant relying party.
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This extension shall be present in a CA certificate with the ca component set to TRUE and flagged as critical (which requires
that a CA certificate shall be a version 3 public-key certificate).

This extension may, when included in an end-entity public-key certificate at the option of the issuing CA, be either flagged
as critical or as non-critical.

When this extension is present, then:

— if the value of the ca component is not set to TRUE then the certified public key shall not be used to verify
a public-key certificate signature;

— if the value of ca component is set to TRUE and pathLenConstraint iS present then the relying party
shall check that the certification path being processed is consistent with the value of pathLenConstraint.

If this extension is not present, then the public-key certificate is to be considered an end-entity public-key certificate and
cannot be used to verify public-key certificate signatures.
NOTE — Ta constrain a public-key certificate subject to act only as an end entity ie nat asa CA_the issuer may include this
extensiof containing only an empty SEQUENCE value.

9.4.2.2 Name constraints extension

This extengion, which shall be used only in a CA certificate, indicates one or more name forms which have|constraints
placed upof their name spaces, and in which all subject names in the same name form in subsequent public-key]certificates
in a certifidation path shall be located. If this extension is absent, then no constraints are placed on any name form. If this
extension i$ present but a name form is not included in the extension, then no constraints-are<imposed on that pame form.

NOTE —{Because there can be an unbounded set of otherName name forms, then in geperalit is not possible to copstrain every
possible|name form of subject names with this extension.

This extendion is defined as follows:

nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }

NameConstraintsSyntax ::= SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,
...}
(WITH COMPONENTS {..., permittedSubtreés PRESENT } |
WITH COMPONENTS {..., excludedSubtrees PRESENT 1} )

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GeneralSybtree ::= SEQUENCE {
base GeneralName,
minim [0] BaseDistance ‘DEFAULT O,
maxim [1] BaseDistance OPTIONAL,
}
BaseDistance ::= INTEGER(0..MAX)

At least ong of permittedSubtrees and excludedSubtrees components shall be present.
NOTE —{ The gubtree concept is briefly described in annex M.

The permilttedsubtrees component, when present, shall specify one or more subtrees, for one or more neme forms,
within which subject names in acceptable public-key certificates shall be contained. When present, the
excludedSubtrees component specifies one or more subtrees for one or more name forms within which subject names
in acceptable public-key certificates shall not be contained. Subject names that are compared against specified subtrees
include those present in both the subject component and the subjectaltNames extension of a public-key certificate.
Each subtree is defined by the name of the root of the subtree, the base component, and, optionally, within that subtree,
an area that is bounded by upper and/or lower levels.

The minimum component specifies the upper bound of the area within the subtree. All names whose final name component
is above the level specified are not contained within the area. A value of minimum equal to zero (the default) corresponds
to the base, i.e., the top node of the subtree. For example, if minimum is Set to one, then the subtree excludes the base node
but includes subordinate nodes.

The maximum component specifies the lower bound of the area within the subtree. All names whose last component is
below the level specified are not contained within the area. A value of maximum of zero corresponds to the base, i.e., the
top of the subtree. An absent maximum component indicates that no lower limit should be imposed on the area within the
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subtree. For example, if maximum is set to one, then the subtree excludes all nodes except the subtree base and its immediate
subordinates.

The set of all permittedSubtrees and excludedSubtrees for a name form together constitute the constrained name
space for the name form. All subject names, in public-key certificates issued by the subject CA and subsequent CAs in a
certification path, which are of a constrained name form, shall be located in the constrained name space for the public-key
certificate to be acceptable.

The permittedSubtrees component, when present, specifies the subtrees within which all the subject names that are of
a constrained name form shall lie, for the public-key certificate to be acceptable. If excludedsSubtrees is present, any
public-key certificate issued by the subject CA or subsequent CAs in the certification path that has a subject name within
these subtrees is unacceptable. If both permittedSubtrees and excludedsubtrees are present for a name form and
the name spaces overlap, the exclusion statement takes precedence.

If none of the name forms of the subject name in the public-key certificate is constrained by this extension, the public-key

certificate is nr\r\optnhla from a name constraints pnmf of view

In some sitdiations, more than one public-key certificate may need to be issued to satisfy the name constraints refjuirements.
Annex | illpstrates two of these situations. For example, if name constraints are defined for multiple-name fprms, but a
public-key [ertificate needs to meet the name constraints for only one of the name forms (logical OR-or constfaints), then
multiple public-key certificates should be issued, each constraining a single name form.

Of the name forms available through the GeneralName data type, only those name forms that have a well-defined
hierarchical structure may be used in these components.

The diredtoryName name form satisfies this requirement; when using this name forf’a naming subtree corfesponds to
a directory [information tree (DIT) subtree. A public-key certificate is considered subordinate to the base (and|therefore a
candidate o be within the subtree) if the SEQUENCE of RDNs, which forms the full distinguished name |n base, is
identical to[the initial SEQUENCE of the same number of RDNs which forms,the first part of the distinguished pame of the
subject (in the subject component or directoryName Of subjectAltNames extension) of the [public-key
certificate. [The distinguished name of the subject of the public-key-gertificate may have additional trailing|RDNs in its
sequence that do not appear in the distinguished name in base. ThéidistinguishedNameMatch matching fule is used
to compare|the value of base with the initial sequence of RDNs ihythe distinguished name of the subject of thel public-key
certificate.

Conformant relying parties are not required to recognize alt-possible name forms. If the extension is flagged asicritical and
a relying party does not recognize a name form used-in*any base component, the public-key certificate shall|be handled
as if an unrgcognized critical extension had been en¢ountered. If the extension is flagged as non-critical and a r¢lying party
does not refognize a name form used in any bage component, then that subtree may be ignored.

When testipg public-key certificate subject-names for consistency with a name constraint, names in non-critical subject
alternative pame extensions shall be procéssed, not ignored.

This extengion may, at the option of.the issuing CA, be flagged either as critical or as non-critical. It is recommended that
it be flagged as critical; otherwise,\a relying party may not check that subsequent public-key certificates in a gertification
path are logated in the constrained name spaces intended by the issuing CA.

If this extension is preséntiand is flagged as critical, then a relying party shall check that the certification|path being
processed i consistent\with the value in this extension.

Annex | coptains-examples of the use of the nameConstraints extension.

9.4.2.3 PHolicy constraints extension

This extension specifies constraints which may require explicit certificate policy identification or inhibit policy mapping
for the remainder of the certification path. This extension is defined as follows:

policyConstraints EXTENSION ::= {
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE ({
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL,

N |
(WITH COMPONENTS {..., requireExplicitPolicy PRESENT } |
WITH COMPONENTS {..., inhibitPolicyMapping PRESENT } )

SkipCerts ::= INTEGER (0. .MAX)
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At least one of the requireExplicitPolicy and the inhibitPolicyMapping components shall be present.

If the requireExplicitPolicy component is present, and the certification path includes a public-key certificate issued
by a nominated CA, it is necessary for all public-key certificates in the path to contain, in the certificate policies extension,
an acceptable policy identifier. An acceptable policy identifier is the identifier of a certificate policy required by the relying
party, the identifier of a policy which has been declared equivalent to one of these policies through policy mapping, or
anyPolicy. The nominated CA is either the issuer CA of the public-key certificate containing this extension (if the value
of requireExplicitPolicy is 0) or a CA which is the issuer of a subsequent public-key certificate in the certification
path (as indicated by a non-zero value).

If the inhibitPolicyMapping component is present, it indicates that, in all public-key certificates starting from a
nominated CA in the certification path until the end of the certification path, policy mapping is not permitted. The
nominated CA is either the subject CA of the public-key certificate containing this extension (if the value of
inhibitPolicyMapping is 0) or a CA which is the subject of a subsequent public-key certificate in the certification path
(as indicated by a non-zero value).

A value off type skipCerts indicates the number of public-key certificates in the certification path to”skip before a
constraint hecomes effective.

This extendion may, at the option of the issuing CA, be flagged either as critical or as non-critical. IPis-fecommended that
it be flaggep as critical; otherwise, a relying party may not correctly interpret the stipulation of the.issuing CA

9.4.2.4 Iphibit any policy extension

This extengion specifies a constraint that indicates anyPolicy is not considered an/explicit match for othef certificate
policies forjall non-self-issued public-key certificates in the certification path starting'with a nominated CA. Thg nominated
CA is eithef the subject CA of the CA certificate containing this extension (if the \ialue of inhibitAnyPoligy is0) or a
CA which is the subject of a subsequent CA certificate in the certification path\(as indicated by a non-zero valpe).

inhibitApyPolicy EXTENSION ::= {
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

This extendion may, at the option of the issuing CA, be flagged.a$-either critical or as non-critical. It is recommended that
it be flaggef as critical, otherwise a relying party may not correctly interpret the stipulation of the issuing CA.

9.5 Basic CRL extensions

95.1 Requirements

The follow|ng requirements relate to CRLS;

a) Relying parties need to beable to track all CRLs issued from a CRL issuer or CRL distributiof point (see
clause 9.6) and be able 10 detect a missing CRL in the sequence. CRL sequence numbers afe therefore
required.

b) Some relying parties may wish to respond differently to a revocation, depending upon the regson for the
revocation. here is therefore a requirement for a CRL entry to indicate the reason for the revogation.

c) There is@requirement for an authority to be able to temporarily suspend validity of a public-key certificate
and subsequently either revoke or reinstate it. Possible reasons for such an action include:

~{ desire to reduce liability for erroneous revocation when a revocation request is unautherfticated and
there is inadequate information to determine whether it is valid,;

—  other business needs, such as temporarily disabling the public-key certificate of an entity pending an
audit or investigation.

d) A CRL contains, for each public-key revoked certificate, the date when the authority posted the revocation.
Further information may be known as to when an actual or suspected key compromise occurred, and this
information may be valuable to a relying party. The revocation date is insufficient to solve some disputes
because, assuming the worst, all signatures issued during the validity period of the public-key certificate
have to be considered invalid. However, it may be important for a user that a signed document be recognized
as valid even though the key used to sign the message was compromised after the signature was produced.
To assist in solving this problem, a CRL entry can include a second date which indicates when it was known
or suspected that the private key was compromised.

e) Relying parties need to be able to determine, from the CRL itself, additional information including the scope
of public-key certificates covered by this list, the ordering of revocation notices, and which stream of CRLs
the CRL number is unique within.
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f)

9)

h)

Issuers need the ability dynamically to change the partitioning of CRLs and to refer relying parties to the
new location for relevant CRLs if the partitioning changes.

Delta CRLs may also be available that update a given base CRL. Relying parties need to be able to
determine, from a given CRL, whether delta CRLs are available, where they are located and when the next
delta CRL will be issued.

In addition to CRLs publishing a notification that public-key certificates have been revoked, there is a
requirement to publish a notification that public-key certificates will be revoked as of a specified date and
time in the future.

There is a requirement to provide more efficient ways to indicate in a CRL that a set of public-key
certificates has been revoked.

9.5.2 CRL extensions

The following extensions are defined:

a

o ©Q —h D® o O O

9521 (¢

This CRL
through a g
to detect w
follows:

cRLNumbe
SYNTAX
IDENTI]

CRLNumbef

NOTE -
aspects,

This extens

9522 §
This CRL

RL number extension

CRL number;

status referral;

CRL stream identifier;

ordered list;

delta information;

to be revoked,;

revoked group of certificates; and
expired certificates on CRL.

pXtension conveys a monotonically increasing sequence ndmber for each CRL issued by a given
iven CRL directory attribute (see clauses 13.2.4 to 13,2%7) or CRL distribution point. It allows a r¢
nether CRLs issued prior to the one being processed were also seen and processed. This extension i

CRL issuer

lying party
defined as

-

t EXTENSION ::= {
FIED BY id-ce-cRLNumber }

: := INTEGER (0. .MAX)

The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered herg. For ACRL
see 17.7.2.1.

ion shall always be flagged-as non-critical.

tatus referral extension

CRLNumber

bxtension is far\use within the CRL structure as a means to convey information about revocation notices to

relying parfies. As such,it-would be present in a CRL structure that itself contains no certificate revocation notires. A CRL
structure cqntaining, this extension shall not be used by relying parties or relying parties as a source of revocat|on notices,

but rather

a toel’toensure that the appropriate revocation information is used. Any CRL containing this ext¢nsion shall

ner, a CRL
pr checking

revocation status.

This extension serves two primary functions:

42

This extension provides a mechanism to publish a trusted "list of CRLs" including all the relevant
information to aid relying parties in determining whether they have sufficient revocation information for
their needs. For example, an authority may issue a new, authenticated CRL list periodically, typically with
a relatively high reissue frequency (in comparison with other CRL reissue frequencies). The list might
include a last-update time/date for every referenced CRL. A relying party, on obtaining this list, can quickly
determine if cached copies of CRLs are still up-to-date. This may eliminate the unnecessary retrieval of
CRLs. Furthermore, by using this mechanism, relying parties become aware of CRLs issued by the authority
between its usual update cycles, thereby improving the timeliness of the CRL system.

This extension also provides a mechanism to redirect a relying party from a preliminary location (e.g., one
pointed to in a CRL distribution point extension, or the directory entry of the issuing authority) to a different
location for revocation information. This feature enables authorities to modify the CRL partitioning scheme
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they use without impacting existing public-key certificates or relying parties. To achieve this, the authority
would include each new location and the scope of the CRL that would be found at that location. The relying
party would compare the public-key certificate of interest with the scope statements and follow the pointer
to the appropriate new location for revocation information relevant to that public-key certificate it is
validating.

The extension is itself extensible and in future other non-CRL based revocation schemes may also be referred to, using
this extension.

statusReferrals EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE {
cRLRefé¢rral [0] CRLReferral,
otherR¢ferral [1] INSTANCE OF OTHER-REFERRAL,
}
CRLReferral ::= SEQUENCE {
issuer [0] GeneralName OPTIONAL,
locatipn [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
cRLScope CRLScopeSyntax,
lastUpdlate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL,

}
DeltaRefInfo ::= SEQUENCE {
deltale¢cation GeneralName,
lastDelta GeneralizedTime OPTIONAL,
}
OTHER-REFERRAL ::= TYPE-IDENTIFIER

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered herd. For ACRL
aspects, pee 17.7.2.2.

The issudr component identifies the entity that signed the CRL; this defaults to the issuer name of the engompassing
CRL.

The 1ocatiion component provides the lo€ation to which the referral is to be directed, and defaults to the saine value as
the issueg name

The deltgRefInfo component{rovides an optional alternative location from which a dCRL may be obtained and an
optional dafe of the previous delta.

The cRLScope componentiprovides the scope of the CRL that will be found at the referenced location.
The lastUpdate component is the value of the thisuUpdate component in the most recently issued referencpd CRL.

The 1astGhangedCRL component is the value of the thisupdate component in the most recently issued CRL that has
changed content,

The OTHER-REFERRAL provides extensibility to enable other non-CRL based revocation schemes to be accommodated in
future.

This extension shall always be flagged as critical to ensure that the CRL containing this extension is not inadvertently
relied on by relying parties as the source of revocation status information about public-key certificates.

If this extension is present and is recognized by a relying party, that system shall not use the CRL as a source of revocation
status information. The system should use either the information contained in this extension, or other means outside the
scope of this Specification, to locate appropriate revocation status information.

If this extension is present but is not recognized by a relying party, that system shall not use the CRL as a source of
revocation status information. The system should use other means, outside the scope of this Specification, to locate
appropriate revocation information.
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9.5.2.3 CRL stream identifier extension

The CRL stream identifier extension is used to identify the context within which the CRL number is unique.

cRLStreamIdentifier EXTENSION ::= {
SYNTAX CRLStreamIdentifier
IDENTIFIED BY id-ce-cRLStreamIdentifier }

CRLStreamIdentifier ::= INTEGER (0..MAX)

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.7.2.3.

This extension shall always be flagged as non-critical.

Each value of this extension, per authority, shall be unique. The CRL stream identifier combined with a CRL number serve
as a unique identifier for each CRL issued by any given authority, regardless of the type of CRL.

9.5.2.4 QOrdered list extension

The orderefl list extension indicates that the sequence of revoked public-key certificates in the revokedCertificates
componentjof a CRL is in ascending order by either public-key certificate serial number or revocation.date. This extension
is defined gs follows:

orderedList EXTENSION ::= {
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedL}stSyntax ::= ENUMERATED ({
ascSerjialNum (0),
ascRevDate (1),

..}
NOTE -| The extension defined here is relevant for both CRLs and ACRLs» Only CRL aspects are considered herd. For ACRL
aspects, pee 17.7.2.4.

This extendion shall always be flagged as non-critical.

-| ascSerialNum indicates that the sequence.of revoked public-key certificates in a CRL is in ascending
order of public-key certificate serial numbér,*based on the value of the serialNumber comporjent of each
entry in the list.

-] ascRevDate indicates that the sequence of revoked public-key certificates in a CRL is in ascepding order
of revocation date, based on thewalue of the revocationDate component of each entry in the list.

If orderedList is not present, no informiation is provided as to the ordering, if any, of the list of revoked| public-key
certificates|in the CRL.

9.5.2.5 Delta Information extension

This CRL ¢xtension is for use in"CRLs that are not dCRLs and is used to indicate to relying parties that dCRLs are also
available for the CRL containing this extension. The extension provides the location at which the related dCRLs can be
found and gptionally the’time at which the next dCRL is to be issued.

deltaInfp EXTENSION ::= {
SYNTAX DeltaInformation
IDENTIFIED/BY id-ce-deltalInfo }

DeltaInformation ::= SEQUENCE ({
deltalocation GeneralName,
nextDelta GeneralizedTime OPTIONAL,

}

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered here. For ACRL
aspects, see 17.7.2.5.

This extension shall always be flagged as non-critical.

9.5.2.6 To be revoked extension

This CRL extension allows for the notification that public-key certificates will be revoked as of a specified date and time
in the future. The toBeRevoked extension is used to specify the reason for the public-key certificate revocation, the date
and time at which the public-key certificate will be revoked, and the group of public-key certificates to be revoked. Each
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list can contain a single public-key certificate serial number, a range of public-key certificate serial numbers or a named

subtree.
toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax

IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::= SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup

ToBeRevokedGroup ::= SEQUENCE ({
certificateIssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
revocationTime GeneralizedTime,
certificateGroup ,

}

ReasonIn]
reason
holdIn

}

Certific
serial
serial
nameSul

}

Certific
startil

endingNumber [1] INTEGER,

}

Certific

NOTE -
aspects,

The certil
this ToBeR

The reasol
this extens
indicated

holdInst
indicates th
should only

FG : := SEQUENCE {
Code CRLReason,
EtructionCode HoldInstruction OPTIONAL,

hteGroup ::= CHOICE {

umbers [0] CertificateSerialNumbers,
umberRange [1] CertificateGroupNumberRange,
btree [2] GeneralName,

hteGroupNumberRange ::= SEQUENCE ({
hgNumber [0] INTEGER,

bteSerialNumbers ::= SEQUENCE SIZE (1..MAX))OF CertificateSerialNumber

The extension defined here is relevant for both CRLs andNACRLs. Only CRL aspects are considered herg
bee 17.7.2.6

ficateIssuer component, when present, identifies the CA that issued all the public-key certifica
bvokedGroup. If certificatelIssuer is@mitted, it defaults to the CRL issuer name.

on indicates that all public-key certificates identified in ToBeRevokedGroup Will be revoked fo
in this component. If reasonCode component contains the value certificate
FuctionCode component may-also be present. When present, the holdInstructionCode
e action to be taken on encountering any of the public-key certificates identified in RevokedGroup.
be taken, after the revogation time indicated in the revocationTime component has passed.

The revod|

and should|therefore be considered invalid. This date shall be later than the thisUpdate time of the CRL cor
extension. Jf revocationTime is before the nextUpdate time of the CRL containing this extension, the
certificates|shall be considered revoked between the revocationTime and the nextUpdate time by a relying
a CRL confaining-this extension. Otherwise, this is a notice that at specified time in the future these public-key,
will be revgked ;\Ohce the revocation time has passed, either the CA has revoked the public-key certificate or
revoked thg public-key certificate, future CRLs shall include this on the list of revoked public-key certificates,

tionTime compenent indicates the date and time at which this group of public-key certificates will

. For ACRL

tes listed in

nInfo component, when present, identifies the reason for the public-key certificate revocations. Winen present,

the reason
Hold, the
component
This action

be revoked
taining this
public-key
party using
certificates

1ot. If it has

t least until

the public-key certificate expires. If the CA has not revoked the public-key certificate, but still intends to revoke it in the
future, it may include the public-key certificate in this extension on subsequent CRLs with a revised revocationTime.
If the CA no longer intends to revoke the public-key certificate, it may be excluded from all subsequent CRLs and the

public-key

certificate shall not be considered revoked.

The certificateGroup component lists the set of public-key certificates to be revoked. This component identifies the
public-key certificates issued by the CA identified in certificateIssuer to be revoked at the date/time identified in
revocationTime. This set of public-key certificates is not further refined by any outside controls (e.g.,
issuingDistributionPoint).

The serialNumbers component, when present, shall hold the serial number(s) of the public-key certificate(s) issued by
the identified issuing CA that will be revoked at the specified time.
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The serialNumberRange component, when present, all public-key certificates in the range beginning with the starting
serial number and ending with the ending serial number and issued by the identified issuing CA will be revoked at the
specified time.

If the nameSubtree component is present, all public-key certificates with a subject name that is subordinate to the
specified name and issued by the identified issuing CA will be revoked at the specified time. If the nameSubtree contains
a distinguished name then all distinguished names associated with the subject of a public-key certificate (i.e., subject
component and subjectAltNames extension) need to be considered. For other name forms, the subjectAltNames
extension of public-key certificates need to be considered. If at least one of the names associated with the subject contained
in the public-key certificate is within the subtree specified in nameSubtree, that public-key certificate will be revoked at
the specified time. As with the nameConstraints extension, not all name forms are appropriate for subtree
specification. Only those that have recognized subordination rules should be used in this extension.

This extension may, at the option of the CRL issuer, be flagged as critical or as non-critical. As the information provided
in this extension applies to revocations, which will occur in the future, it is recommended that it be flagged as non-critical,
reducing th risk of problems with interoperability and backward compatibility.

9.5.2.7 HRevoked group of certificates extension

A set of public-key certificates that have been revoked can be published using the following CRL extension. Each list of
public-key [certificates to be revoked is associated with a specific public-key certificate issuing, CA and revogation time.
Each list cgn contain a range of public-key certificate serial numbers or a named subtree.

revokedGyroups EXTENSION ::= ({
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-revokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {
certifjcatelssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,

revokedlicertificateGroup [3] RevokedCertificateGroup,

}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

NOTE - The extension defined here is relevant for both CRLs and ACRLs. Only CRL aspects are considered herd. For ACRL
aspects, pee 17.7.2.7.

The certilficateIssuer component{ when present, shall identify the CA that issued all the public-key certif]cates listed
in this RevpkedGroup. If certificateIssuer is omitted, it defaults to the CRL issuer name.

The reasdnInfo component,(when present, shall identify the reason for the public-key certificate revocatjons. When
present, this component indicates that all public-key certificates identified in RevokedGroup component were fevoked for
the reason indicated «in™"this component. If reasonCode contains the value certificateHold, the
holdInstfuctionCode may also be present. When present, holdInstructionCode shall indicate the dction to be
taken on erjcountering-any of the public-key certificates identified in RevokedGroup.

The invallidityDate component, when present, indicates the time from which all public-key certificates iflentified in
RevokedGtroup should be considered invalid. This date shall be earlier than the date contained in thisUpdate|component
of the CRL. If omitted, all public-key certificates identified in RevokedGroup should be considered invalid at least from
the time indicated in the thisUpdate component of the CRL. If the status of the public-key certificate prior to the
thisUpdate time is critical to a relying party (e.g., to determine whether a digital signature that was created prior to this
CRL issuance occurred while the public-key certificate was still valid or after it had been revoked), additional revocation
status checking techniques will be required to determine the actual date/time from which a given public-key certificate
should be considered invalid.

The revokedCertificateGroup component shall list the set of public-key certificates that have been revoked. This
component identifies the public-key certificates issued by the CA identified in certificateIssuer revoked under the
specified conditions. This set of public-key certificates is not further refined by any outside controls (e.g.,
issuingDistributionPoint).

The serialNumberRange, When present, shall specify a specified range within which all public-key certificates
containing serial numbers and which are issued by the identified issuing CA are applicable.
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If nameSubtree is present, all public-key certificates with a subject name that is subordinate to the specified name and

issued by the identified issuing CA will be revoked at the specified time. If the nameSubtree contains a distinguished
name then all distinguished names associated with the subject of a public-key certificate (i.e., subject component and
subjectAltNames extension) need to be considered. For other name forms, the subjectAltNames extension of public-
key certificates need to be considered. If at least one of the names associated with the subject, contained in the public-key
certificate, is within the subtree specified in nameSubtree, that public-key certificate has been revoked. As with the
nameConstraints extension, not all name forms are appropriate for subtree specification. Only those that have
recognized subordination rules should be used in this extension.

This extension shall always be flagged as critical. Otherwise, a relying party may incorrectly assume that public-key
certificates, identified as revoked within this extension, are not revoked. When this extension is present it may be the only
indication of revoked public-key certificates in a CRL (i.e., the revokedCertificates may be empty) or it may list
revoked public-key certificates that are in addition to those indicated in the revokedCertificates component of this
CRL. A revoked public-key certificate shall not be listed both in the revokedCertificates component and in this
extension.

9.5.2.8 Hxpired certificates on CRL extension

This CRL gxtension indicates that the CRL includes revocation notices for expired public-key certificates.

expiredCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime

NOTE -| The extension defined here is relevant for both CRLs and ACRLs. Only(CRL aspects are considered herd. For ACRL
aspects, pee 17.7.2.8.

This extendion shall always be flagged as non-critical.

The scope ¢f a CRL containing this extension is extended to include therevocation status of revoked public-key|certificates
that expirefl after the date specified in ExpiredCertsOnCRL0f, at that date. The revocation status of a|public-key
certificate ghall not be updated once the public-key certificate has’expired.

9.5.3 QRL entry extension
The follow|ng extensions are defined:
a) reason code;

b) hold instruction code; and
c) invalidity date.

9.5.3.1 Reason code extension

This CRL ¢ntry extension identifies a reason for the public-key certificate revocation. The reason code may|be used by
applicationp to decide, based‘on local policy, how to react to posted revocations. This extension is defined as follows:

reasonCodgle EXTENSION ::= {
SYNTAX CRLReason
IDENTIFIED _BY~ id-ce-reasonCode }

CRLReason ;= ENUMERATED {
unspecIfisd )~
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aACompromise (10),

weakAlgorithmOrKey (11) }

NOTE - The extension defined here is relevant for both CRLs and ACRLs entries. Only CRL entry aspects are considered here. For
ACRL entry aspects, see 17.7.3.1.

The following reason code values indicate why a public-key certificate was revoked:
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unspecified can be used to revoke public-key certificates for reasons other than the specific codes.

keyCompromise is used in revoking an end-entity public-key certificate; it indicates that it is known or
suspected that the subject's private key, or other aspects of the subject validated in the public-key certificate,
have been compromised.

cACompromise is used in revoking a CA certificate; it indicates that it is known or suspected that the
subject's private key, or other aspects of the subject validated in the CA certificate, have been compromised.

affiliationChanged indicates that the subject's name or other information in the public-key certificate
has been modified but there is no cause to suspect that the private key has been compromised.

superseded indicates that the public-key certificate has been superseded but there is no cause to suspect
that the private key has been compromised.

cessationOfOperation indicates that the public-key certificate is no longer needed for the purpose for

which it was issued but there is no cause to suspect that the private key has been compromised.

A public-k
public-key
parties (see

a

C

The removeFromCRL reason code is for use with delta CRLs'(see clause 9.6) only and indicates that an existing

should now
used in del
an entry fo

This extens

9532 H

This CRL ¢
on encount|
code. This

holdInst
SYNTAX
IDENTI]

HoldInst

privilegeWithdrawn Indicates that a public-key certificate was revoked because a privileg
within that public-key certificate has been withdrawn.

aACompromise is only relevant for ACRL entries (see 17.7.3.1).
weekAlgorithm indicates that the public-key certificate was revoked due te_a“-weak cry
algorithm and/or key (e.g., due to short key length or unsafe key generation).

by certificate may be placed on hold by issuing a CRL entry with a reason code“of certificats
certificate hold notice may include an optional hold instruction code to conyvey-additional informatio
clause 9.5.3.2). Once a hold has been issued, it may be handled in one of three ways:

it may remain on the CRL with no further action, causing relying parties to consider the
certificate invalid during the hold period;

it may be replaced by a (final) revocation for the same public=key certificate, in which case the
be one of the standard reasons for revocation, the revocation date shall be the date the public-ke
was placed on hold, and the optional hold instructioricode extension shall not appear;

it may be explicitly released and the entry removed,from the CRL.

be removed owing to public-key certificate expiration or hold release. An entry with this reason c
a CRLs for which the corresponding base-CRL or any subsequent (delta or complete for scope) CH
the same public-key certificate with reasen code certificateHold.

ion shall always be flagged as non-critical.

old instruction code extensionh

ntry extension provides.for.the inclusion of a registered instruction identifier to indicate the action

bring a held public-key:“certificate. It is applicable only in a CRL entry having a certificateH

bxtension is defined as'follows:

ructionCode EXTENSION ::= {
HoldInstruction

FIED BY'\_id-ce-holdInstructionCode }

ruction ::= OBJECT IDENTIFIER

b contained

ptographic

bHold. The
h to relying

public-key

eason shall
certificate

CRL entry
de shall be
RL contains

to be taken
old reason

This exten

1on shall be always Tlagged as non-Critical. NO nola Instruction codes are aetrinea I tis Speciticat

on.

NOTE 1 — The extension defined here is relevant for both CRLs and ACRLSs entries. Only CRL entry aspects are considered here.
For ACRL entry aspects (see 17.7.3.2).

NOTE 2

— Examples of hold instructions might be "please communicate with the CA" or "repossess the user's token".

9.5.3.3 Invalidity date extension

This CRL entry extension indicates the date at which it is known or suspected that the private key was compromised or
that the public-key certificate should otherwise be considered invalid. This date may be earlier than the revocation date in
the CRL entry, which is the date at which the authority processed the revocation. This extension is defined as follows:

invalidityDate EXTENSION ::= {

SYNTAX

GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate }

This extension shall always be flagged as non-critical.
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NOTE 1 — The date in this extension is not, by itself, sufficient for non-repudiation purposes. For example, this date may be a date
advised by the private key holder, and it is possible for such a person fraudulently to claim that a key was compromised sometime
in the past, in order to repudiate a validly generated signature.

NOTE 2 — When a revocation is first posted by an authority in a CRL, the invalidity date may precede the date of issue of earlier
CRLs. The revocation date should not precede the date of issue of earlier CRLs.

9.6
9.6.1

CRL distribution points and delta CRL extensions

Requirements

As it is possible for revocation lists to become large and unwieldy, the ability to represent partial CRLs is required.
Different solutions are needed for two different types of implementations that process CRLSs.

The first type of implementation is in individual workstations, possibly in an attached cryptographic token. These
|mplementat|ons are I|ker to have I|m|ted if any, trusted storage capauty Therefore the entlre CRL wouId need to be

examined t;
if the CRL

cottd be lengthy
S Iong Partltlonlng of CRLS IS requwed to eliminate this problem for these |mplementat|ons

The second type of implementation is on high performance servers where a large volume of messages(is procepsed, e.g., a
transaction|processing server. In this environment, CRLs are typically processed as a backgroundjtask wheie, after the

CRL is valjdated, the contents of the CRL are stored locally in a representation which expedite$stheir exami

ation, e.g.,

one bit for pach public-key certificate indicating if it has been revoked. This representation is’held in trusted storage. This
type of seryer will typically require up-to-date CRLs for a large number of CAs. Since it already has a list of| previously

revoked public-key certificates, it only needs to retrieve a list of newly revoked public-key certificates. This |
dCRL, willlbe smaller and require fewer resources to retrieve and process than a complete CRL.

The follow|ng requirements therefore relate to CRL distribution points and dCRLS:

9.6.2

st, called a

a) Inorderto control CRL sizes, it needs to be possible to assign subsets of the set of all public-keycertificates
issued by one CA to different CRLs. This can be achieved by-associating every public-key cerfificate with
a CRL distribution point which is either:

— adirectory entry whose CRL attribute will contain a revocation entry for that public-key certificate, if
it has been revoked; or

— alocation such as an electronic mail address or Internet uniform resource identifier fronp which the
applicable CRL can be obtained.

b) For performance reasons, it is desirable to reduce the number of CRLs that need to be chdcked when
validating multiple public-key certificates, e.g., a certification path. This can be achieved by having one
CRL issuer sign and issue CRLs containing revocations from multiple CAs.

c) There is a requirement for separate CRLs covering revoked CA certificates and revoked end-entity public-
key certificates. This facilitates the processing of certification paths as the CRL for revoked CA|certificates
can be expected to. be” very short (usually empty). The certificateRevocationfList, the
eepkCertificateRevocationList and the authorityRevocationList attribute typeq have been
specified for this purpose. However, for this separation to be secure, it is necessary to have an jndicator in
a CRL identifying which list it is. Otherwise, illegitimate substitution of one list for the othef cannot be
detected.

d) Provision. is needed for a different CRL to exist for potential compromise situations (when there is a
significant risk of private key misuse) than that including all routine binding terminations (wherj there is no
significant risk of private key misuse).

e) \Provision is also needed for partial CRLs (known as dCRLs) which only contain entries for| public-key
certificates that have been revoked since the issuance of a base CRL.

f)  For dCRLs, provision is needed to indicate the date/time after which this list contains updates.

g) There is a requirement to indicate within a public-key certificate, where to find the freshest CRL (e.g., the
most recent dCRL).

CRL distribution point and delta CRL extensions

The following extensions are defined:

a) CRL distribution points;
b) issuing distribution point;
c) certificate issuer;

d) delta CRL indicator;
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e) base update; and
f)  freshest CRL.
CRL distribution points and freshest CRL shall be used only as a public-key certificate extension. Issuing distribution

point, delta CRL indicator and base update shall be used only as CRL extensions. Certificate issuer shall be used only as a
CRL entry extension.

9.6.2.1 CRL distribution points extension

The CRL distribution points extension shall be used only as a public-key certificate extension and may be used in CA
certificates and in end-entity public-key certificates. This extension identifies the CRL distribution point or points to which
a relying party should refer to ascertain if a public-key certificate has been revoked. A relying party can obtain a CRL from
an applicable distribution point or it may be able to obtain a current complete CRL from the CA directory entry.

This extension is defined as follows:

cRLDistrjibutionPoints EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }
CRLDistPpintsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
reasonsg [1] ReasonFlags OPTIONAL,
cRLIssyier [2] GeneralNames OPTIONAL,
}
DistributionPointName ::= CHOICE ({
fullNampe [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName,
}
ReasonFlags ::= BIT STRING {
unused (0),
keyCompromise (1),
cACompfomise (2),
affiliationChanged (3),
superse¢ded (4),
cessatjonOfOperation (5),
certifjcateHold (6),
privilegeWithdrawn (7),
aACompfomise (8),
weakAlgorithmOrKey (9) }
NOTE 1§ - The extension defined here is relevant for both CRLs and ACRLs). Only CRL aspects are considered herd. For ACRL
aspects, pee 17.2.2.1.
The distgibutionPoint Component, when present, shall identify the location from which the relevant GRL can be
obtained. If this componenthis absent, the distribution point hame defaults to the CRL issuer name. This conjponent has
the following two alterhatives:
- Whenthe fullName alternative is used or when the default applies, the distribution point name may have
multiple name forms. The same name, in at least one of its name forms, shall be pregent in the
distributionPoint component of the issuingDistributionPoint extension of the CRL. A relying

party 15 not required 1o be able to process all name forms. It may Use a distribution point provided at least
one name form can be processed. If no name forms for a distribution point can be processed, a relying party
can still use the public-key certificate provided requisite revocation information can be obtained from
another source, e.g., another distribution point or the authority's directory entry.

—  The nameRelativeToCRLIssuer alternative can be used only if the CRL distribution point is assigned a
distinguished name that is directly subordinate to the distinguished name of the CRL issuer. In this case, the
nameRelativeToCRLIssuer cOmponent conveys the relative distinguished name with respect to the CRL
issuer distinguished name.

The reasons component, when present, shall indicate the revocation reasons covered by this CRL. If the reasons
component is absent, the corresponding CRL distribution point distributes a CRL which will contain an entry for this
public-key certificate if this public-key certificate has been revoked, regardless of revocation reason. Otherwise, the
reasons component indicates which revocation reasons are covered by the corresponding CRL distribution point.
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NOTE 2 — While this components allows for shorter CRLSs, it has the side-effect that a relying party has to search multiple CRLs to
ensure that a particular public-key certificate has not been revoked. This possibility for segmenting CRLs should be used with
caution.

The cRLIssuer component, when present, shall identify the authority that issued and signed the CRL. If this component
is absent, the CRL issuer name defaults to the public-key certificate issuer name.

This extension may, at the option of the CA, be either flagged as critical or as non-critical. In the interests of
interoperability, it is recommended that it be flagged as non-critical.

If this extension is flagged as critical, then a relying party shall not use the public-key certificate without first retrieving
and checking a CRL from one of the nominated distribution points covering the reason codes of interest. Where the
distribution points are used to distribute CRL information for all revocation reason codes and for all public-key certificates
issued by the CA include this extension as a critical extension, the CA is not required to also publish a full CRL at the CA
entry.

If this extenrsten i_s Hagged-as AER critica_! gr‘.d & rc!yir}g parby-deeshotrecoghize-the-extensiontypetherthatrelying party
should only consider the public-key certificate valid if:

- itcan acquire and check a complete CRL from the authority (that the latter CRL is complete is ipdicated by
the absence of an issuing distribution point extension in the CRL);

—  revocation checking is not required under local policy; or

- revocation checking is accomplished by other means.
NOTE 3|- It is possible to have CRLs issued by more than one CRL issuer for the one public<Key certificate. Coordingtion of these
CRL issyiers and the issuing authority is an aspect of authority policy.

NOTE 4— The meaning of each reason code is as defined in the Reason Code extension-in,clause 9.5.3.1.

9.6.2.2 Igsuing distribution point extension

This CRL gxtension identifies the CRL distribution point for public-key,certificates for this particular CRL, and indicates
if the CRL[is indirect, or if it is limited to covering only a subset of thiéyrevocation information. If using only|partitioned
CRLs, the full set of partitioned CRLs shall cover the complete set of public-key certificates whose revocation status will
be reported using the CRL mechanism. Thus, the complete set of\partitioned CRLs shall be equivalent to a fiill CRL for
the same sqt of public-key certificates, if the CRL issuer was not'using partitioned CRLs. The limitation may be based on
a subset of the public-key certificate population or on a subset©f revocation reasons. The CRL is signed by the GRL issuer's
private key| For a CRL distributed via a directory, the CRL-is stored in the entry of the CRL distribution point,|which may
not be the directory entry of the CRL issuer. If the issiiingDistributionPoint extension and the crlScopk extension
(deprecated) are both absent, the CRL shall contain\entries for all revoked, unexpired public-key certificates.

After a pubjlic-key certificate appears on a CRL\it may be deleted from a subsequent CRL after the public-key [certificate's
expiry. Thip extension is defined as follows:

issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax™~": := SEQUENCE ({
-- If ¢nlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the|CRL coyers both certificate types

distributionPoint [0] DistributionPointName OPTIONAL,

onlyCohtaimsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,

onlyContdinsCACerts [2] BOOLEAN DEFAULT FALSE,

onlySomeReasons [3] ReasonFlags OPTIONAL,

indirectCRL [4] BOOLEAN DEFAULT FALSE,

onlyContainsAttributeCerts [5] BOOLEAN OPTIONAL, -- Use is strongly deprecated
}

The distributionPoint component contains the name of the distribution point in one or more name forms. If
onlyContainsUserPublicKeyCerts iS TRUE, the CRL only contains revocations for end-entity public-key certificates.
If onlyContainsCACerts iS TRUE, the CRL only contains revocations for CA certificates. |If
onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE, the CRL contains revocations for
both end-entity public-key certificates and CA certificates. A CRL shall not contain this extension where both
onlyContainsUserPublicKeyCerts and onlyContainsCACerts are set to TRUE. If onlySomeReasons is present,
the CRL only contains revocations of public-key certificates for the identified reason or reasons; otherwise, the CRL
contains revocations for all reasons. If indirectCRL is TRUE, then the CRL may contain revocation notifications for
public-key certificates issued by CAs that have a name different from the name of the issuer of the CRL. The particular
CA responsible for each entry is as indicated by the certificateIssuer CRL entry extension in that entry or in
accordance with the defaulting rules described in clause 9.6.2.3. Consequently, a relying party that is capable of processing

Rec. ITU-T X.509 (10/2016) 51


https://iecnorm.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

a CRL in which indirectCRL is set to TRUE shall also be capable of processing the certificateIssuer CRL entry
extension. In such a CRL, it is the responsibility of the CRL issuer to ensure that the CRL is complete in that it contains
all revocation entries, consistent with onlyContainsUserPublicKeyCerts, onlyContainsCACerts, and
onlySomeReasons indicators, from all authorities that identify this CRL issuer in their public-key certificates.

If onlyContainsAttributeCerts iS TRUE, the CRL only contains revocations for attribute certificates. This component
is deprecated and should not be included. Instead, the aaissuingDistributionPoint extension should be used.
NOTE 1 — This component was introduced into the fourth edition of this Specification and removed again in the fifth edition. Each

of these two actions has caused compatibility problems. This component has been re-introduced into the sixth edition in a way to
remove any compatibility issues.

If CRLs are partitioned by reason code, and the reason code changes for a revoked public-key certificate (causing the
public-key certificate to move from one CRL stream to another), it is necessary to continue to include the public-key
certificate on the CRL stream for the old revocation reason until the nextUpdate times of all CRLs, that do not list the
public-key certificate, on the CRL stream for the new reason code have been reached.

If the CRL|contains an issuingDistributionPoint extension with the distributionPoint COMpPONENt present, at
least one name for the distribution point in the public-key certificate (e.g., cRLDistributionPoint§}) frelshestCRL,
issuer) ghall match a name for the distribution point in the CRL. Also, it may be the case that only the
nameRelativeToCRLIssuer component is present. In that case, a name comparison would,{be done pn the full
distinguishged name, constructed by appending the value of the nameRelativeToCRLIssuex 10'the distingujshed name
found in the¢ issuer component of the CRL. If the names being compared are distinguished,\names (as opposgd to names
of other foms within the GeneralNames construct), the distinguishedNameMatch matching rule is used[to compare
the two DNs for equality.

For CRLs fistributed via a directory, the following rules apply. If the CRL is(a dCRL it shall be distribyted via the
deltaRevpcationList attribute of the associated distribution point or, ifsqa/distribution point is identifled, via the
deltaRevocationList attribute of the CRL issuer entry, regardless of-the settings for public-key certificate types
covered by|the CRL. Unless the CRL is a dCRL.:

- a CRL which has onlyContainsCACerts¢)Set to TRUE and does not cpntain an
aAissuingDistributionPoint extension shalhbe distributed via the authorityRevocationList
attribute of the associated distribution poifit\Jor, if no distribution point is identifiefl, via the
authorityRevocationList attribute of the/ CRL issuer entry;

-1 aCRL which has onlyContainsCACerts set to TRUE and contains an aAissuingDistributionPoint
extension with containsUserAttributeCerts Set to FALSE shall be distribute§l via the
authorityRevocationList attribute of the associated distribution point or, if no distributfon point is
identified, via the authorityRevocationList attribute of the CRL issuer entry;

- a CRL which has onlyconlyContainsCACerts sSet to FALSE shall be distributed via the
certificateRevocationList attribute of the associated distribution point or, if no distribufion point is
identified, via the certificateRevocationList attribute of the CRL issuer entry.

This extendion shall always beflagged as critical. A relying party that does not understand this extension cannot assume
that the CRIL contains a complete list of revoked public-key certificates of the identified CA. CRLs not contaifing critical
extensions |shall contain.alhcurrent CRL entries for the issuing authority, including entries for all revoked end-entity
certificates|and authority-certificates.

NOTE 2|- The means by which revocation information is communicated by CAs to CRL issuers is beyond the dcope of this
Specificgtion.

If an authofity‘publishes a CRL with onlyContainsUserPublicKeyCerts Of onlyContainsCACerts St t0 TRUE,
then the authority shall ensure that all CA certificates covered by this CRL contain the basicConstraints extension.

9.6.2.3 Certificate issuer extension

This CRL entry extension identifies the CA associated with an entry in an indirect CRL, i.e.,, a CRL that has the
indirectCRL indicator set in its issuing distribution point extension. If this extension is not present on the first entry in
an indirect CRL, the CA defaults to the CRL issuer. On subsequent entries in an indirect CRL, if this extension is not
present, the CA for the entry is the same as that for the preceding entry.

This extension is defined as follows:
certificateIssuer EXTENSION ::= {

SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }
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This extension shall always be flagged as critical. If an implementation ignores this extension, it cannot correctly pair CRL
entries to CAs.

NOTE — This extension may also be included in ACRL entries as specified in clause 17.2.2.3.

9.6.2.4 Delta CRL indicator extension

The delta CRL indicator extension identifies a CRL as being a delta CRL (dCRL) that provides updates to a referenced
base CRL. The referenced base CRL is a CRL that was explicitly issued as a CRL that is complete for a given scope. The
CRL containing the delta CRL indicator extension contains updates to the public-key certificate revocation status for that
same scope. This scope does not necessarily include all revocation reasons or all public-key certificates issued by a CA,
especially in the case where the CRL is a CRL distribution point. However, the combination of a CRL containing the delta
CRL indicator extension plus the CRL referenced in the BaseCRLNumber component of this extension is equivalent to a
full CRL, for the applicable scope, at the time of publication of the dCRL.

This extension is defined as follows:

deltaCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNyimber ::= CRLNumber

The value pf type BaseCRLNumber identifies the CRL number of the base CRL that was-Used as the foundgtion in the
generation pf this dCRL. The referenced CRL shall be a CRL that is complete for the applicable scope.

This extengion shall always be flagged as critical. A relying party that does not understand the use of dCRLg should not
use a CRL pontaining this extension, as the CRL may not be as complete as the userexpects.

NOTE —{ This extension may also be included in dACRL entries as specified in clause.17.2.2.4.

9.6.2.5 BHase update time extension

The base update extension is for use in dCRLs and is used to identifythe date/time after which this delta provifles updates
to the revogation status. This extension should only be used in dGRLs that contain the deltaCRLIndicatox extension.
A dCRL fhat instead contains the crlscope extension¢(deprecated) does not require this extensfon as the
baseThisPpdate component of the crlscope extension can be used for the same purpose.

baseUpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime-}

This extengion shall always be flagged as non-critical.
NOTE —{ This extension may also be includédiin dACRL as specified in clause 17.2.2.5.

9.6.2.6 Hreshest CRL extension

The freshegt CRL extension mayhe Used as either a public-key certificate or CRL extension. Within public-key fertificates,
this extension may be used in CA certificates, as well as end-entity public-key certificates. This extension identifies the
CRL to whjch a relying party should refer to obtain the freshest revocation information (e.qg., latest dCRL). This extension
is defined gs follows:

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED,BY id-ce-freshestCRL }

The CRLDistPointsSyntax data type is as defined in the CRL distribution points extension in clause 9.6.2.1.

This extension may, at the option of the CA, be either be flagged as critical or as non-critical. If the freshest CRL extension
is flagged as critical, a relying party shall not use the public-key certificate without first retrieving and checking the freshest
CRL. If the extension is flagged as non-critical, the relying party may use local means to determine whether the freshest
CRL is required to be checked.

NOTE — This extension may also be included in attribute certificates and ACRLSs as specified in clause 17.2.2.6.

10 Delta CRL relationship to base

A dCRL includes a deltaCRLIndicator extension (or a deprecated crlScope extension) to indicate the base revocation
information that is being updated with this dCRL.
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If the deltaCRLIndicator is present in a dCRL, the base revocation information that is being updated is the base CRL
referenced in that extension. The base CRL referenced by a deltaCRLIndicator extension shall be a CRL that is issued
as complete for its scope (i.e., it is not itself a dCRL).

If the deprecated cr1scope extension is present and contains the baseRevocationInfo component to reference the base
revocation information that is being updated, this is a reference to a particular point in time from which this dCRL provides
updates. The baseRevocationInfo component references a CRL that may or may not have been issued as one that is
complete for that scope (i.e., the referenced CRL may only have been issued as a dCRL). However, the dCRL containing
the baseRevocationInfo component updates the revocation information that is complete for the scope of the referenced
CRL at the time that the referenced CRL was issued. The relying party may apply the dCRL to a CRL that is complete for
the given scope and that was issued at the same time as or after the CRL referenced in the dCRL containing the
baseRevocationInfo cOmponent was issued.

Because of the potential for conflicting information, a CRL shall not contain both the deltaCRLIndicator extension
and a crlScope extension with the baseRevocationInfo component. A CRL may contain both the
deltaCRLIndicator extension and crlScope extension only if the baseRevocationInfo componentis[not present
in the cr19cope extension.

A dCRL mpy also be an indirect CRL in that it may contain updated revocation information related tolbase QRLs issued
by one or more than one CAs (see clause 7.12).

Application of a dCRL to the referenced base revocation information shall accurately reflect the current status of
revocation.

- A public-key certificate's revocation notice, with revocation reason cértificateHold, may appear on
either a dCRL or a CRL that is complete for a given scope. This-reason code is intended tq indicate a
temporary revocation of the public-key certificate pending a further’ decision on whether to permanently
revoke the public-key certificate or reinstate it as one that is not'revoked.

a) Ifapublic-key certificate was listed as revoked with revecation reason certificateHolfl on a CRL
(either a dCRL or a CRL that is complete for a giyvetiscope), whose cRLNumber is n, and the hold is
subsequently released, the public-key certificatelshall be included in all dCRLs issued aftef the hold is
released where the cRLNumber of the referenced base CRL is less than or equal to n. Depending on
the extension used to indicate that this CRE\s a dCRL, the CRL number of a referenced ase CRL is
either the value of the BaseCRLNumbef’/data type of the deltaCRLIndicator extension or the
cRLNumber element of the BaseRevoeationInfo data type of the cRLScope extension. [The public-
key certificate shall be listed with-fevocation reason removeFromCRL unless the public-key certificate
is subsequently revoked again-for one of the revocation reasons covered by the dCRL, injwhich case
the public-key certificate shall be listed with the revocation reason appropriate for the [subsequent
revocation.

b) If the certificate was not removed from hold, but was permanently revoked, then it shall be listed on
all subsequent dCRL:s where the cRLNumber of the referenced base CRL is less than the ¢RLNumber
of the CRL (either a dCRL or a CRL that is complete for the given scope) on which the| permanent
revocation fotice first appeared. Depending on the extension used to indicate that this CRLis a dCRL,
the CRL number of a referenced base CRL is either the value of the BaseCRLNumber datg type of the
deltaCRLIndicator extension or the cRLNumber element of the BaseRevocationInfo data type
of-the"cRLScope extension.

- A public-key certificate's revocation notice may first appear on dCRL and it is possible that the] public-key
certificate's validity period might expire before the next CRL that is complete for the applicalple scope is
issued. In this situation, that revocation notice shall be included in all subsequent dCRLT until that
revocation notice 1S Included on at Teast one 15sued CRL that 1S complete Tor the scope of that public-key
certificate.

A CRL that is complete for a given scope, at the current time, can be constructed locally in either of the following ways:

— by retrieving the current dCRL for that scope, and combining it with an issued CRL that is complete for that
scope and that has a cRLNumber greater than or equal to the cRLNumber of the base CRL referenced in the
dCRL; or

— by retrieving the current dCRL for that scope and combining it with a locally constructed CRL that is
complete for that scope and that was constructed with a dCRL that has a cRLNumber greater than or equal
to the cRLNumber of the base CRL referenced in the current dCRL.
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11 Authorization and validation lists

111 Authorization and validation list concept

An authorization and validation list (AVL) is a list providing authorization and validation information to a relying party,
called an AVL entity. Such an AVL entity may also act as an end entity been equipped with an end-entity public-key
certificate. An AVL provides information to an AVL entity about potential communications partner and possible
restrictions on how and what to communicate with such partners.

In some environments, entities may have a requirement only to communicate with a few selected entities and may not
accept PDUs from any other entity. Validation may be optimized in such environments by use of AVLs. If a PDU is
received from an entity not represented in the AVL or the constraints on the communication are violated, the PDU may be
discarded, subject to local policies. An AVL is created, maintained and signed by an entity called the authorizer, which is
an outside entity to which responsibility for all or part of public-key certificate validation has been outsourced. An
authorizer is typically closely related to the AVL entities it serves, e.g., being part of the same organization. Jt may then
act as a trugt anchor for the AVL entities it serves. These AVL entities may hold trust anchor information of.theauthorizer.
For some AVL entities, this may be the only trust anchor information needed.

Three scengrios are recognized here:

a) An AVL is placed in an AVL entity with no or minor constraints allowing the AV Léntity to pefform much
of the validation on its own. In this case, the AVL is mainly used to restrict¢ccommunications|to selected
entities and possibly to put restriction on such communications. An AVL)may in this scgnario have
information representing each public-key certificates allocated to potential communication par{ners and/or
it may have information representing a group of communication partiers having the same distinguished
naming prefix.

b) An AVL is placed in an AVL entity that is constrained with-respect to processing powgr, storage,
communications capabilities and/or response time to a degree,where it cannot afford to go to g third party
when doing validation, meaning that the entity locally/needs to have sufficient updated Information
available to do the validation. In this scenario, the auth@rizer is using a subscription service to gef revocation
information from relevant CAs and updates the AV.LSat AVL entities as required.

c) An AVL entity may not have continuously online-access to revocation information, such as OCSP, and at
the same time not be able to hold long CRLSZIn this case, it is also relevant to have reasonable updated
validation information available locally. Alsp in this scenario, the authorizer is using a subscription service
to get revocation information from relevant CAs and updates the AVLs at AVL entities as required when
communication is possible.

d) A relying party, not being an AVL entity, may not have one continuously online access to| revocation
information. Such a relying party does not use the service of an authorizer, but uses the same gubscription
type as an authorizer toskéep status information about a set public-key certificates fqr potential
communication partners:

11.2 The authorizer

The behav|our of the autharizer is dependent on whether it maintains AVLs for AVL entities in a non-gonstrained
environment or for AVAoentities in a constrained environment.

If the AVL is to be.placed in a non-constrained AVL entity, the AVL shall only contain rather stable infofmation not
affected by|state’Changes of associated public-key certificates.

If the AVL|is'to’be placed in a constrained AVL entity, the authorizer shall locally maintain a list of complete gertification
paths required for each of the peer entities with which the AVL entity communicates. The authorizer shall continuously
ensure that the certification paths validate positively. This included checking for restrictions and expired or revoked public-
key certificates. When a certification path can no longer validate positively, affected AVLs may be renewed at affected
AVL entities. It is a local policy as to whether or when such an update occurs.

NOTE — An invalid certification path may cause critical entities to be put out of operation. It is outside the scope of this Specification

to provide recommendations as to how or when a certification path is failing to a degree where an affected AVL entity should stop
communication with some other entity.

11.3 Authorization and validation list syntax

The certavL ASN.1 data type specifies the syntax of an AVL.

CertAVL ::= SIGNED {TBSCertAVL}
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TBSCertAVL ::= SEQUENCE {
version [0] IMPLICIT Version DEFAULT vl,
serialNumber AvlSerialNumber OPTIONAL,
signature AlgorithmIdentifier {{SupportedAlgorithms}},
issuer Name,
constrained BOOLEAN,
entries SEQUENCE (SIZE (1..MAX)) OF SEQUENCE {
idType CHOICE {
certIdentifier [0] PKCertIdentifier,
entityGroup DistinguishedName, -- only for constrained = FALSE
. },
scope [0] IMPLICIT ScopeRestrictions OPTIONAL,
entryExtensions [1] IMPLICIT Extensions OPTIONAL,
},
-
ey
avlExteasiens Extensions—OPTIONAL—}
AvlSerialNumber ::= INTEGER (0. .MAX)
PKCertIdentifier ::= CHOICE ({
issuer$erialNumber IssuerSerialNumber,
fingerprintPKC [0] IMPLICIT FINGERPRINT {Certificate},
fingerprintPK [1] IMPLICIT FINGERPRINT {PublicKey},
}
IssuerSefrialNumber ::= SEQUENCE ({
issuer Name,

serialNumber CertificateSerialNumber,
}

ScopeRestrictions SEQUENCE OF ScopeRestriction

SCOPE-RESTRICTION TYPE-IDENTIFIER

ScopeRestriction ::= SEQUENCE {
id SCOPE-RESTRICTION. &id,
restri¢tion SCOPE-RESTRICTION. &Type,

}
The TBsCelr tAVL components are specified in the-following.

The versilon component shall hold the version of the AVL. This component shall either be absent or have the value v1.

The seriaflNumber component, whengresent, shall contain a serial number that is unique for a specific authofizer within
the AVL entity where the AVL is placed. This component shall be present if the authorizer places more than gne AVL in
a particulan entity. Otherwise, it is-optional.
NOTE 1f— Multiple authorizersumay in principle each place multiple AVLs in a particular entity. This capability is inclpided to cope
with mofe complex environments and should be used with great care. In a typical environment, only a single AVL from a single
authorizer will be placednaparticular AVL entity.

The signalture comiponent shall contain the algorithm identifier for the signature algorithm used by the authgrizer when
signing the] AVL.“This component shall have the same value as used in the algorithmIdentifier compgnent of the

The issuer component shall be the distinguished name of the authorizer issuing the AVL. It shall be the same name as
the subject name of the public-key certificate used for evaluating the signature on the AVL.

The constrained component shall take the value TRUE if the AVL is to be placed in a constrained AVL entity, and it
shall take the value FALSE if the AVL is to be placed in a non-constrained AVL entity.

The entries component shall consist of a number of elements each representing an AVL entry. Each element shall have
the following components:
a) The idType component has the following two alternatives:

— The certIdentifier alternative shall hold an identifier of the public-key certificate represented by
this element. This alternative shall always be taken if the constrained component takes the value
TRUE. It has the following three alternatives:
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The protRestrict restriction may be added to an AVL entry to limit the prétocols acceptable to the AVL en

the AVL.

protRestrict SCOPE-RESTRICTION ::= ({
IDENTIFIED BY id-protRestrict }
ProtRestfriction ::= SEQUENCE (SIZE (1..MAX)), OF OBJECT IDENTIFIER

A value of the ProtRestriction data type shallshold one or more object identifiers identifying com

protocols.

restriction Yising a protocol not reflected by a listed object identifier, the communications shall be rejected.

12

Certificatign path processing is.carkied out by a relying party, a trust broker or authorizer, which needs to \

particular

constraints| and policy caenstraints have been designed to facilitate automated, self-contained implem
certificatioh path processing logic.

ISO/IEC 9594-8:2017 (E)

i) the issuerSerialnumber alternative, which is a sequence of the distinguished n
public-key certificate issuer and the public-key certificate serial number;

i) the fingerprintPKC alternative, which is a fingerprint of the public-key certificate;

iii) the fingerprintPK alternative, which is a fingerprint of the public key within the
certificate.

ame of the

or
public-key

—  The entityGroup alternative shall be taken when the entry represents an entity group with which the
entity may accept communications. An entity group is characterized by having a distinguished name
prefix in common within the name of the subject component for public-key certificates issued to the
members of the group. This alternative shall not be taken if the constrained component takes the

value TRUE.

b) The scope component, when present, specifies one or more restrictions to be observed by the entity. A
scope restriction is identified by an object identifier. The SCOPE-RESTRICTION information object class

is used to bind the syntax of the restriction to an identifying object identifier A defined restr

iction shall

state to what degree a violation of the restriction will cause a received PDU to be disc
Specification defines some general usable restrictions in clause 11.4. Other organizations
additional restrictions relevant for their organizations.

c) The entryExtensions component, when present, shall contain one or more AVL entry exten

xtensions component, when present, shall contain one or more AVL extensions,

Authorization and validation restrictions

Hrotocol restrictions

ProtRestriction

When a peer entity attempts to establish a communication with an AVL entity having an AV

Certification path processing procedure

gnd-entity public-key-certificate is trustworthy. The extensions for certificate policies, basic constr,

rded. This
may define

5ions.

ity holding

nunications
| with this

erify that a
hints, name
pntation of

The followling is an‘\outline of a procedure for validating certification paths. An implementation shall berlunctionally

equivalent fo the-external behaviour resulting from this procedure. The algorithm used by a particular imple
derive the qorrect-output(s) from the given inputs is not standardized.

121

entation to

Path processing inputs

The inputs to the certification path processing procedure are:

a) asetof public-key certificates comprising a certification path;

b) trust anchor information with a public-key for use in verifying the first public-key certifi
certification path;

cate in the

¢) aninitial-policy-set comprising one or more certificate policy identifiers, indicating that any one of these
policies would be acceptable to the relying party for the purposes of certification path processing; this input

can also take the special value any-policy, but it cannot be null;

d) aninitial-explicit-policy indicator value, which indicates if an acceptable policy identifier needs to explicitly

appear in the certificate policies extension of all public-key certificates in the path;
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e)
f)

9)
h)

an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden in the
certification path;

an initial-inhibit-policy indicator value, which indicates if the special value anyPolicy, if present in a
certificate policies extension, is considered a match for any specific certificate policy value in a constrained
set;

the current date/time (if not available internally to the relying party);

an initial-permitted-subtrees-set containing an initial set of subtree specifications defining subtrees within
which subject names (of the name form used to specify the subtrees) are permitted. In the public-key
certificates in the certification path all subject names of a given name form, for which initial permitted
subtrees are defined, shall fall within the permitted subtrees set for that given name form. This input may
also contain the special value unbounded to indicate that initially all subject names are acceptable. Subject
names are those name values appearing in the subject component or the subjectAltName extension;

an initial-excluded-subtrees-set containing an initial set of subtree specifications defining subtrees within

which the subject names in the public-key certificates in the certification path cannot fall. Thig input may
also be an empty set to indicate that initially no subtree exclusions are in effect;

an initial-required-name-forms containing an initial set of name forms indicating ‘that all|public-key
certificates in the path must include a subject name of at least one of the specified name forms| This input
may also be an empty set to indicate that no specific name forms are required, for subject names in the
certificates.

The values|of ¢), d), e) and f) will depend upon the policy requirements of the user-application combination that needs to

use the certified end-entity public key.

Because these are individual inputs to the path validation process, a relying party- may limit the trust it places i
trusted public key to a given set of certificate policies. This can be achieved by‘ensuring that a given public key
to the procgss only when initial-policy-set input includes policies for which-the relying party trusts that publid
another input to the process is the certification path itself, this control could be exercised on a transaction by

N any given
is the input
key. Since
transaction

basis.

12.2 Hath processing outputs

The output:

a
b
C

of the procedure are:
an indication of success or failure of certification path validation;
if validation failed, a diagnostic code,indicating the reason for failure;

the set of authorities-constraineéd-policies and their associated qualifiers in accordance withl which the
certification path is valid, orAhe special value any-policy;

the set of user-constrainedypolicies, formed from the intersection of the authorities-constrained-policy-set
and the initial-policy-set;

explicit-policy-ipdicator, indicating whether the relying party or an authority in the path requlires that an
acceptable policybe identified in every public-key certificate in the path; and

details of any policy mapping that occurred in processing the certification path;

if the evaluation was performed by a trust broker, the requesting entity is informed about the oytcome (see
clause.22);

if the evaluation was performed by an authorizer, then:
i) if the procedure yielded success, the appropriate entry may be added to the AVL

ii) if the procedure yielded failure, depending on type of failure, it is a local policy issue whether to
add the entry to the AVL or to leave it out,

— if the authorizer is using the information for possible update of one or more AVLs, then:

i) if the procedure yielded success, the affected AVLs do not need to be replaced based on the
validation of the public-key certificate in question

ii) if the procedure yielded failure, depending on type of failure, it is a local policy issue whether to
replace affected AVLs.

NOTE - If validation is successful, the relying party may still choose not to use the public-key certificate as a result of values of
policy qualifiers or other information in the public-key certificate.
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12.3 Path processing variables

The procedure makes use of the following set of state variables:

a)

b)

c)

d)

authorities-constrained-policy-set: A table of policy identifiers and qualifiers from the public-key
certificates of the certification path (rows represent policies, their qualifiers and mapping history, and
columns represent public-key certificates in the certification path).

permitted-subtrees: A set of subtree specifications defining subtrees within which all subject names in
subsequent public-key certificates in the certification path need to fall, or may take the special value
unbounded.

excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree base name
and maximum and minimum level indicators) defining subtrees within which no subject name in a
subsequent public-key certificate in the certification path may fall.

required-name-forms: A (possibly empty) set of sets of name forms. For each set of name forms, every

12.4 Ihitialization step
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explicit-policy-indicator: Indicates whether an acceptable policy needs to be explicitly identified in every
public-key certificate in the path.

path depth: An integer equal to one more than the number of public-key certificates in'the certif|cation path
for which processing has been completed.

policy-mapping-inhibit-indicator: Indicates whether policy mapping is inhibjted

inhibit-any-policy-indicator: Indicates whether the special value anyPolicy is considered a match for any
specific certificate policy.

pending-constraints: Details of explicit-policy inhibit-policy-mapping and/or inhibit-any-policy| constraints
which have been stipulated but have yet to take effect. There arethree one-bit indicators callpd explicit-
policy-pending, policy-mapping-inhibit-pending and inhibit-any-policy-pending together with, for each, an
integer called skip-certificates which gives the number<f public-key certificates yet to skip| before the
constraint takes effect.

The procedlure involves an initialization step, followed(by a series of public-key certificate-processing|steps. The

initializatign step comprises:

1

© 00 ~N o g D W N

Write any-policy in the zeroth and first-columns of the zeroth row of the authorities-constraineg-policy-set
table.

Initialize the permitted-subtrees variable to the initial-permitted-subtrees-set value.
Initialize the excluded-subtrees variable to the initial-excluded-subtrees-set value.
Initialize the required-name-forms variable to the initial-required-name-forms value.
Initialize the explicit-policy-indicator to the initial-explicit-policy value.

Initialize path~depth to one.

Initialize-the*policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value.
Initializé the inhibit-any-policy-indicator to the initial-inhibit-policy value.

Initialize the three pending-constraints indicators to unset.

12,5 ublic-key certificate processing

Each public-key certificate is then processed in turn, starting with the public-key certificate signed using the trust anchor
public key. The last public-key certificate is considered to be the end-entity public-key certificate; any other public-key
certificates are considered to be intermediate CA certificates.

12.5.1 Basic public-key certificate checks

The following checks are applied to a public-key certificate. Self-signed certificates, if encountered in the path, are ignored.

a)

b)

Check that the signature verifies, that dates are valid, that the public-key certificate subject and public-key
certificate issuer names chain correctly, and that the public-key certificate has not been revoked.

For an intermediate version 3 CA certificate, check that basicConstraints is present and that the ca
component in the basicConstraints extension is TRUE. If the pathLenConstraint component is
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c)

d)

€)

present, check that the current certification path does not violate that constraint (ignoring intermediate self-
issued certificates).

If the public-key certificate policies extension is not present, then set the authorities-constrained-policy-set
to null by deleting all rows from the authorities-constrained-policy-set table.

If the public-key certificate policies extension is present, then for each policy, P, in the extension other than
anyPolicy, attach the policy qualifiers associated with P to each row in the authorities-constrained-policy-
set table whose [path-depth] column entry contains the value P. If no row in the authorities-constrained-
policy-set table contains P in its [path-depth] column entry but the value in authorities-constrained-policy-
set[0, path-depth] is any-policy, then add a new row to the table by duplicating the zeroth row and writing
the policy identifier P along with its qualifiers in the [path-depth] column entry of the new row.

If the public-key certificate policies extension is present and does not include the value anyPolicy or if
the inhibit-any-policy-indicator is set and the certificate is not a self-issued intermediate certificate, then
delete any row for which the [path-depth] column entry contains the value any-policy along with any row

Hrocessing intermediate certificates
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If the public-key certificate policies extension is present and includes the value anyPoliey’ and|the inhibit-
any-policy-indicator is not set, then attach the policy qualifiers associated with anyPolicy to pach row in
the authorities-constrained-policy-set table whose [path-depth] column entry contairis the valug any-policy
or contains a value that does not appear in the certificate policies extension.

If the public-key certificate is not an intermediate self-issued certificate,. check that the subjéct name is
within the name-space given by the value of permitted-subtrees and is,not-within the name-spate given by
the value of excluded-subtrees.

If the public-key certificate is not an intermediate self-issued certifieate, and if required-name-forms is not
an empty set, for each set of name forms in required-name-formscheck that there is a subject pame in the
public-key certificate of one of the name forms in the set.

mediate CA certificate, the following constraint recording actions are then performed, in order to dorrectly set
variables for the processing of the next certificate."Self-signed certificates, if encountered in the path, are

If the nameConstraints extension with\a permittedsubtrees component is present in the certificate,
set the permitted-subtrees state variablésto the intersection of its previous value and the value indicated in
the certificate extension.

If the nameConstraints extension with an excludedSubtrees component is present in the certificate,
set the excluded-subtrees. state variable to the union of its previous value and the value indigated in the
certificate extension.

If policy-mapping-inhibit-indicator is set:

—  process any_policy mappings extension by, for each mapping identified in the extension, flocating all
rows in the)authorities-constrained-policy-set table whose [path-depth] column entry is gqual to the
issuer.domain policy value in the extension and delete the row.

If policy=mapping-inhibit-indicator is not set:

—~Sprocess any policy mappings extension by, for each mapping identified in the extension, [locating all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is gqual to the
issuer domain policy value in the extension, and write the subject domain policy valye from the

extension in the [path-depth+1] column entry of the same row. If the extension maps an issuer domain
policy to more than one subject domain policy, then the affected row is copied and the new entry added
to each row. If the value in authorities-constrained-policy-set[0, path-depth] is any-policy, then write
each issuer domain policy identifier from the policy mappings extension in the [path-depth] column,
making duplicate rows as necessary and retaining qualifiers if they are present, and write the subject
domain policy value from the extension in the [path-depth+1] column entry of the same row;

— if the policy-mapping-inhibit-pending indicator is set and the certificate is not self-issued, decrement
the corresponding skip-certificates value and, if this value becomes zero, set the policy-mapping-
inhibit-indicator;
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if the inhibitPolicyMapping component of the policyConstraints extension is present in the
certificate, perform the following. For a skipCerts value of 0, set the policy-mapping-inhibit-
indicator. For any other skipCerts value, set the policy-mapping-inhibit-pending indicator, and set
the corresponding skip-certificates value to the lesser of the skipCerts value and the previous skip-
certificates value (if the policy-mapping-inhibit-pending indicator was already set).

5)  For any row not modified in step 3) (and every row in the case that there is no mapping extension present
in the certificate), write the policy identifier from [path-depth] column in the [path-depth+1] column of the

row.

6) If inhibit-any-policy-indicator is not set:

If the inhibit-any-policy-pending indicator is set and the certificate is not self-issued, decrement the
corresponding skip-certificates value and, if this value becomes zero, set the inhibit-any-policy-
indicator.

If the inhibitAnyPolicy extension s present in the certificate, perform the following. For a

12.5.3  Hxplicit policy indicator processing

For all certfficates, the following actions are then performed:

12.5.4  Hinal processing

Once all ceftificates imthe path have been processed, the following actions are then performed:

7) Increment [path-depth].

1)  If explicit-policy-indicator is not set:

SkipCerts Value of 0, set the inhibit-any-policy-indicator. For any other skipCertsAvalue, set the
inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value'to the lesser of
the skipCerts Value and the previous skip-certificates value (if the inhibit<any-policy-pending
indicator was already set).

if the explicit-policy-pending indicator is set and the certificate is not a self-issued intermediate CA
certificate, decrement the corresponding skip-certificates value and, if this value becomgs zero, set
explicit-policy-indicator.

If the requireExplicitPolicy component{6f the policyConstraints extension is present
in the certificate, perform the following. For a:SkipCerts value of 0, set the explicit-policly-indicator.
For any other skipCerts value, set the explicit-policy-pending indicator, and set the cofresponding
skip-certificates value to the lesser of .the“SkipCerts value and the previous skip-certificates value
(if the explicit-policy-pending indicator was already set).

If the requireExplicitPoligy component of the policyConstraints is presept, and the
certification path includes a certificate issued by a nominated CA, it is necessary for all ceftificates in
the path to contain, in the certificate policies extension, an acceptable policy identifier. Anfacceptable
policy identifier is the identifier of the certificate policy required by the user of the certifigation path,
the identifier of a policy which has been declared equivalent to it through policy mapping, or any-
policy. The nominated CA is either the issuer CA of the certificate containing this extersion (if the
value of requireExplicitPolicy is 0) or a CA which is the subject of a subsequent cgrtificate in
the certification path (as indicated by a non-zero value).

1) Determine the authorities-constrained-policy-set from the authorities-constrained-policy-set table. If the
table is empty, then the authorities-constrained-policy-set is the empty or null set. If the puthorities-
constrained-policy-set[0, path-depth] is any-policy, then the authorities-constrained-policy-get is any-

policy. Otherwise, the authorities-constrained-policy-set is, for each row in the table, the value in the left-
most cell which does not contain the identifier any-policy.

2) Calculate the user-constrained-policy-set by forming the intersection of the authorities-constrained-policy-
set and the initial-policy-set.

3) If the explicit-policy-indicator is set, check that neither the authorities-constrained-policy-set nor the user-
constrained-policy-set is empty.

If any of the above checks were to fail, then the procedure shall terminate, returning a failure indication, an appropriate
reason code, the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-policy-set. If the
failure is due to an empty user-constrained-policy-set, then the path is valid under the authority-constrained policy(s), but
none is acceptable to the user.
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If none of the above checks were to fail on the end certificate, then the procedure shall terminate, returning a success
indication together with the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-
policy-set.

13 PKI directory schema

This clause defines the directory schema elements used to represent PKI information in a directory. It includes
specifications of relevant object classes, attribute types and attribute value matching rules.

13.1 PKI directory object classes and name forms

This subclause includes the definition of object classes used to represent PKI objects in a directory.

13.1.1 PKIl user object class

The PKI usgr object class is used in defining entries for objects that may be the subject of end-entity public+key pertificates.

pkiUser QOBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP-NAME {"pkiUser"}
LDAP-DESC "X.509 PKI User"
D id-oc-pkiUser }

13.1.2 BKI CA object class

The PKI CA object class is used in defining entries for objects (entities) that'act'as CAs.

pkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |

certificateRevocationList |
eepkCertificateRevocationList |
authorityRevocationList |
crossCertificatePair}

LDAP-NAME {"pkiCA"}
LDAP-DESC "X.509 PKI Certificate Authority"
D id-oc-pkiCA '}

13.1.3 {RL distribution points object:class and name form

The CRL djstribution point object ¢lass is used in defining entries for objects which act as CRL distribution pgints.

cRLDistrjibutionPoint OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND structural
MUST CONTAIN { commonName }
MAY CONTAIN {certificateRevocationList |

eepkCertificateRevocationList |
authorityRevocationList |
deltaRevocationList}

LDAP-NAME {*cRILDIstributionPoint™}
LDAP-DESC "X.509 CRL distribution point"
ID id-oc-cRLDistributionPoint }

The CRL distribution point name form specifies how entries of object class cRLDistributionPoint may be named.

cRLDistPtNameForm NAME-FORM ::= {
NAMES cRLDistributionPoint
WITH ATTRIBUTES {commonName}
ID id-nf-cRLDistPtNameForm }

13.1.4 Delta CRL object class

The delta CRL object class is used in defining entries for objects that hold delta revocation lists (e.g., CAs, AAs etc.).

deltaCRL OBJECT-CLASS ::= {
SUBCLASS OF {top}

62 Rec. ITU-T X.509 (10/2016)


https://iecnorm.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

KIND auxiliary

MAY CONTAIN {deltaRevocationList}
LDAP-NAME {"deltaCRL"}
LDAP-DESC "X.509 delta CRL"

ID id-oc-deltaCRL }

13.1.5 Certificate Policy and CPS object class

The CP CPS object class is used in defining entries for objects that contain certificate policy and/or certification practice
information.

cpCps OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
LDAP-NAME {cpCps'}
LDAP-DESC "Certificate Policy and Certification Practice Statement"
ID id-oc-cpCps }

13.1.6  BKI certification path object class

The PKI cqgrt path object class is used in defining entries for objects that contain PKI paths. Itywill generally be used in
conjunction with entries that include auxiliary object class pkiCa or pkiUser.

pkiCertPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {pkiPath}
LDAP-NAME {"pkiCertPath"}
LDAP-DESC "PKI Certification Path"
iDp id-oc-pkiCertPath }

13.2 HKI directory attributes

This subclguse includes the definition of directory attributes to, store PKI information elements in a directory.
13.2.1  User certificate attribute

An attributg value of type userCertificate holds\an end-entity public-key certificate.

An entity npay obtain one or more end-entity ptblic-key certificates from one or more CAs.

userCertificate ATTRIBUTE : :=-{
WITH SYNTAX Cexrtificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"userCertificate"}
LDAP-DESC "X.509 user certificate"
ID id-at-userCertificate }

13.2.2 QA certificate attribute

The cacegtificate attribute of a CA's directory entry shall be used to store self-issued certificates (if ajy) and CA
certificates|issted to this CA by CAs in the same realm as this CA. The definition of realm is purely a matter of local
policy.

cACertificate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-NAME {"cACertificate"}
LDAP-DESC "X.509 CA certificate"
ID id-at-cAcertificate }

13.2.3  Cross-certificate pair attribute type

The issuedToThisCA component of the crossCertificatePair attribute of a CA's directory entry shall be used to
store all, except self-issued certificates issued to this CA. Optionally, the issuedByThiscCaA component of the
crossCertificatePair attribute, of a CA's directory entry may contain a subset of CA certificates issued by this CA
to other CAs. If a CA issues a certificate to another CA, and the subject CA is not a subordinate to the issuer CA in a
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hierarchy, then the issuer CA shall place that certificate in the issuedByThisCa element of the crossCertificatePair
attribute of its own directory entry. When both the issuedToThisCA and the issuedByThisCA elements are present in
a single attribute value, the issuer name in one CA certificate shall match the subject name in the other and vice versa, and
the subject public key in one CA certificate shall be capable of verifying the digital signature on the other CA certificate
and vice versa. The term forward was used in previous editions for issuedToThisCa and the term reverse was used
in previous editions for issuedByThisCA.

When an issuedByThisCa element is present, the i ssuedToThisCA element value and the issuedByThisCA element
value need not be stored in the same attribute value; in other words, they can be stored in either a single attribute value or
two attribute values.

crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
LDAP-SYNTAX x509CertificatePair. &id
LDAP-N. { lerossCer ta‘.fa‘.uutc?u;; = }
LDAP-DESC "X.509 cross certificate pair"
ID id-at-crossCertificatePair }

Certific@atePair ::= SEQUENCE {
issuedToThisCA [0] Certificate OPTIONAL,

issuedByThisCA [1] Certificate OPTIONAL,

..}

(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |
WITH COMPONENTS { ..., issuedByThisCA PRESENT})

13.2.4 ublic-key certificate revocation list attribute type

A value of fhis attribute type holds a CRL providing information about revokedpublic-key certificates.

certificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist, &id
LDAP-N. {"certificateRevocationList"}
LDAP-DESC "X.509 certificatedlrevocation list"
ID id-at-certificateRevocationList }
13.25 nd-entity public-key certificate revocation list attribute type

A value of fhe following attribute type holds a GRL providing information about revoked end-entity public-key fertificates.

eepkCertjficateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-N. {"eepkCertificateRevocationList"}
LDAP-DESC "X.509 EEPK certificate revocation list"
D id-at-eepkCertificateRevocationList }
13.2.6 A revocation list attribute type

A value of the fotlowing attribute type contains a list of revoked CA certificates.

authorityRevocationlList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"authorityRevocationList"}
LDAP-DESC "X.509 CA revocation list"
ID id-at-authorityRevocationList }

13.2.7 Delta revocation list attribute

The following attribute type is defined for holding a dCRL in a directory entry:

deltaRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"deltaRevocationList"}
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LDAP-DESC "X.509 delta revocation list"
ID id-at-deltaRevocationList }

13.2.7  Supported algorithms attribute

A directory attribute is defined to support the selection of an algorithm for use when communicating with a remote end
entity using end-entity public-key certificates as defined in this Specification. The following ASN.1 defines this (multi-
valued) attribute type:

supportedAlgorithms ATTRIBUTE ::= {
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmIdentifierMatch
LDAP-SYNTAX x509SupportedAlgorithm. &id
LDAP-NAME {"supportedAlgorithms"}
LDAP-DESC "X.509 support algorithms"
ID id-at-supportedAlgorithms }
SupporteflAlgorithm ::= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms} }~
intendedUsage [0] KeyUsage OPTIONAL,

intend¢dCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL,
}

Each valug¢ of the multi-valued attribute shall have a distinct algorithmIdentifie¥)Value. The v3lue of the
intendedPsage component provides an indication of the intended usage of the algorithm (see clause|9.2.2.3 for
recognized|uses). The value of the intendedCertificatePolicies component identifies the certificate pplicies and,
optionally, [certificate policy qualifiers with which the identified algorithm may be-used.

13.2.8  (ertification practice statement attribute

The certilficationPracticeStmt attribute is used to store information‘about a CA's certification practice|statement.

certificationPracticeStmt ATTRIBUTE ::= {

WITH SYNTAX InfoSyntax

ID id-at-certificationPracticeStmtc}
InfoSyntax ::= CHOICE ({

content UnboundedDirectoryString,
pointey SEQUENCE ({
name GeneralNames,
hash HASH{HashedPolicyInfo} /OPTIONAL,

)
POLICY :}= TYPE-IDENTIFIER
HashedPolicyInfo ::= POLICY.&Type ({Policies})
Policies|POLICY ::=({.+.} -- Defined by implementers
If content is present,the-complete content of the authority's certification practice statement is included.

If pointey is present, the name component references one or more locations where a copy of the authority's gertification
practice statement/can be located. If the hash component is present, it contains a HASH of the content of the gertification
practice stateément that should be found at a referenced location. This hash can be used to perform an integrity gheck of the
referenced document.

13.2.9  Certificate policy attribute

The certificatePolicy attribute is used to store information about a certificate policy.
certificatePolicy ATTRIBUTE ::= ({

WITH SYNTAX PolicySyntax

ID id-at-certificatePolicy }
PolicySyntax ::= SEQUENCE ({

policyIdentifier PolicyID,
policySyntax InfoSyntax,

PolicyID ::= CertPolicyId
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The policyIdentifier component includes the object identifier registered for the particular certificate policy.

The policySyntax component (see clause 13.2.8) has the following two alternatives:

a) Ifthe content alternative is taken, the complete content of the certificate policy is included.

b) Ifthe pointer alternative is taken, then

—  the name component references one or more locations where a copy of the certificate po
located.

—  Ifthe hash component is present, it contains a HASH of the content of the certificate policy
be found at a referenced location. This hash can be used to perform an integrity check of the
document.

NOTE — The option to include a hash in this attribute is purely to perform an integrity check against

licy can be

that should
referenced

data located

from a source other than a directory. The HASH stored in a directory needs to be protected. Directory security
services, including strong authentication, access control and/or signed attributes could be used for this purpose. In

13.2.10 HKI path attribute

Faditiom, everr i the HASHTmatches the origimatCP/CPS toTurment, there are additionat security e
ensure that the original specification itself is the correct document (e.g., the document is signed by‘al
authority).

irements to
appropriate

The PKI pdth attribute is used to store certification paths, each consisting of a sequence of public/key certificates.
pkiPath ATTRIBUTE ::= {

WITH SYNTAX PkiPath

iDp id-at-pkiPath }
An attributg of this type may be stored in a directory entry of object class pkiCA-QrpkiUser.
When stored in pkica entries, values of this attribute type contain certification paths excluding end-entity| public-key
certificates| As such, the attribute is used to store certification paths that.are frequently used by relying partieg associated
with that CIA. A value of this attribute can be used in conjunction with.ahy end-entity public-key certificate issued by the
last certifichte subject in the attribute value.
When stordd in pkiUser entries, values of this attribute containcertification paths that include the end-entity| public-key
certificate. [In this case, the end entity is the entity whose.entry holds this attribute. The values of the attribuge represent
complete cegrtification paths for public-key certificates issued to this user.
13.3 AKI directory matching rules
This subclause defines matching rulessfor use with values of attribute types with syntax cCertificate,
CertificatePair, Certificatelist,~ CertificatePolicy, and SupportedAlgorithm, respectively. This
subclause flso defines matching rules_to facilitate the selection of “public-key certificates or CRLs wijth specific
characteris]‘ics from multi-valued attributes holding multiple public-key certificates or CRLs. The enhanced certificate
matching rlile provides the ability.to' perform more sophisticated matching against public-key certificates held jn directory
entries.
13.3.1  (ertificate exact*'match
The certifigate exactmatch rule compares for equality a presented value with an attribute value with syntax cerjtificate.
It uniquely|selects a single certificate.
certificateExactMatch MATCHING-RULE ::= {

SYNTAX CertificateExactAssertion

ID id-mr-certificateExactMatch }
CertificateExactAssertion ::= SEQUENCE {

serialNumber CertificateSerialNumber,

issuer Name,

}

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

13.3.2  Certificate match

The certificate match rule compares a presented value with an attribute value with syntax Certificate. It selects one or
more certificates on the basis of various characteristics.

certificateMatch MATCHING-RULE ::= {
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ID id-mr-certificateMatch }

CertificateAssertion ::=
serialNumber
issuer
subjectKeyIdentifier
authorityKeyIdentifier
certificatevalid
privateKeyValid
subjectPublicKeyAlgID
keyUsage
subjectAltName
policy
pathToName
subject

SEQUENCE {

[0]
[1]
[2]
[3]
[4]
[5]
[6]
[7]
[81]
[9]
[10]
[11]

[121

CertificateSerialNumber OPTIONAL,
Name OPTIONAL,
SubjectKeyIdentifier OPTIONAL,
AuthorityKeyIdentifier OPTIONAL,
Time OPTIONAL,

GeneralizedTime OPTIONAL,

OBJECT IDENTIFIER OPTIONAL,
KeyUsage OPTIONAL,

AltNameType OPTIONAL,
CertPolicySet OPTIONAL,

Name OPTIONAL,

Name OPTIONAL,

nameCopstraints
}

AltNameType ::= CHOICE ({

L==1

ISO/IEC 9594-8:2017 (E)

NameConstraintsSyntax—ORTIONAL
AL

builtipNameForm ENUMERATED {

rfc822Name
dNSName
x400Address
dire¢toryName
ediPartyName

uniformResourceldentifier

iPAdd@iress
registeredId
}

(1),
(2),
(3),
(4),
(3),
(6),
(7),
(8),

otherNameForm OBJECT IDENTIFIER,

}

CertPoli¢ySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId

This matchjng rule returns TRUE if all of the components that ‘are present in the presented value match the cofresponding
componentp of the attribute value, as follows:

serialNufber matches if the value of this component.in the attribute value equals that in the presented valug;

issuer matches if the value of this component in-the attribute value equals that in the presented value;

subjectKeyIdentifier matches if the value'of this component in the stored attribute value equals that in the presented

value; therg is no match if the stored attributevalue contains no subject key identifier extension;

authorityKeyIdentifier matches if the value of this component in the stored attribute value equals |that in the
presented alue; there is no match if.the stored attribute value contains no authority key identifier extension pr if not all
componentp in the presented valugare present in the stored attribute value;

certificatevalid matches if the presented value falls within the validity period of the stored attribute valye;

privateKeyValid maiches if the presented value falls within the period indicated by the private key ugage period

extension

f the storéd-attribute value, or if there is no private key usage period extension in the stored attribute value;

subjectPyiblicKeyAlgID matches if it is equal to the algorithm component of the algorithmIdentifier of the
subjectPiblicKeyInformation component of the stored attribute value;

keyUsage matches if all of the bits set in the presented value are also set in the key usage extension in the stored attribute
value, or if there is no key usage extension in the stored attribute value;

subjectAltName matches if the stored attribute value contains the subject alternative name extension with an Al1tNames
component of the same name type as indicated in the presented value;

policy matches if at least one member of the CertPolicySet presented appears in the certificate policies extension in
the stored attribute value or if either the presented or stored public-key certificate contains the special value anyPolicy
in the policy component. There is no match if there is no certificate policies extension in the stored attribute value;

pathToName matches unless the public-key certificate has a name constraints extension which inhibits the construction of
a certification path to the presented name value;

subject matches if the value of this component in the attribute value equals that in the presented value;

Rec. ITU-T X.509 (10/2016) 67


https://iecnorm.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

nameConstraints matches if the subject names in the stored attribute value are within the name space given by the value
of the permitted-subtrees component of the presented value and are not within the name space given by the value of the
excluded-subtrees component of the presented value.

13.3.3  Certificate pair exact match

The certificate pair exact match rule compares for equality a presented value with an attribute value of type
CertificatePair. It uniquely selects a single cross-certificate pair.

certificatePairExactMatch MATCHING-RULE ::= {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion ::= SEQUENCE ({
issuedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL,
..}
(WITH COMPONENTS { ..., issuedToThisCAAssertion PRESENT } |
WITH COMPONENTS { ..., issuedByThisCAAssertion PRESENT } )

This matching rule returns TRUE if the components that are present in the issuedToThisCAAssertion and
issuedByThisCAAssertion components of the presented value match the corresponding compongnts of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

13.3.4  (ertificate pair match

The certifigate pair match rule compares a presented value with an attribute value-of type CertificatePail. It selects
one or more cross-certificate pairs on the basis of various characteristics;-of either the issuedToThisCA or
issuedByThiscCa certificate of the pair.

certificatePairMatch MATCHING-RULE ::= {
SYNTAX| CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificftePairAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateAssértion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL,

...}
(WITH COMPONENTS {..., issuedToThisCAASsertion PRESENT } |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT } )

This matching rule returns TRUE if all of<the tomponents that are present in the issuedToThisCAAssegtion and
issuedByThisCAAssertion comporents of the presented value match the corresponding compongnts of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

13.3.5 (ertificate list exact mjatch

The certificate list exact match rule compares for equality a presented value with an attribute valle of type
CertificateList. It uniguely selects a single CRL.

certificatelistExactMatch MATCHING-RULE ::= {
SYNTAX| CertificatelistExactAssertion
ID id-mr-certificatelListExactMatch }

CertificateLIstEXactAssertion ;.= SEQUENCE {
issuer Name,
thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

The distributionPoint component, when present, matches if the stored attribute value contains an issuing distribution
point extension and the value of this component in the presented value equals the corresponding value, in at least one name
form, in that extension.

The rule returns TRUE if the components in the stored attribute value match those in the presented value.

13.3.6  Certificate list match

The certificate list match rule compares a presented value with an attribute value of type certificateList. It selects
one or more CRLs based on various characteristics.
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certificateListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion
ID id-mr-certificatelListMatch }
CertificatelListAssertion ::= SEQUENCE {
issuer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reasonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName OPTIONAL,

authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
}

The matching rule returns TRUE if all of the components that are present in the presented value match the corresponding

components of the stored attribute value, as follows:

issuer matches if the value of this component in the attribute value equals that in the presented value;

value; therg is no match if the stored attribute value contains no CRL number extension;

er matches if its value is less than or equal to the value in the CRL number extension of.the)stored attribute

reasonFlags matches if any of the bits that are set in the presented value are also set in the onlySomeReasons

componentp of the issuing distribution point extension of the stored attribute valug;there is also a match i
attribute value contains no reasonFlags in the issuing distribution point extension, or if the stored attribute va
no issuing dlistribution point extension;

NOTE —{Even though a CRL matches on a particular value of reasonFlags,.the CRL may not contain any revoc
with tha{ reason code.

the stored
ue contains

htion notices

dateAndTime matches if the value is equal to or later than the valugsin‘the thisUpdate component of the stoted attribute

value and is earlier than the value in the nextUpdate componeit of the stored attribute value; there is no
stored attripute value contains no nextUpdate component;

distributionPoint matches if the stored attribute valug contains an issuing distribution point extension ar
of this component in the presented value equals the corrésponding value, in at least one hame form, in that ext

authorityKeyIdentifier matches if the valug of this component in the stored attribute value equals
presented alue; there is no match if the stored @ttribute value contains no authority key identifier extension
componentp in the presented value are present.in the stored attribute value.

13.3.7  Algorithm identifier match

natch if the

d the value
Ension;

that in the
pr if not all

The algorithm identifier match_‘tule compares for equality a presented value with an attribute vallie of type

SupporteglAlgorithms.

algorithpIdentifierMatch MATCHING-RULE ::= ({
SYNTAX| AlgorithmIdentifier {{SupportedAlgorithms}}
iD id-mrrFalgorithmIdentifierMatch }

The rule refurns TRUE if the presented value is equal to the algorithmIdentifier component of the stor
value.

bd attribute

13.3.8  Policy match

The policy match rule compares for equality a presented value with an attribute value of type CertificatePolicy Or

an attribute value of type privPolicy.

policyMatch MATCHING-RULE ::= {
SYNTAX PolicyID
ID id-mr-policyMatch }

The rule returns TRUE if the presented value is equal to the policyIdentifier component of the stored attribute value.

13.3.9  PKI path match

The pkiPathMatch match rule compares for equality a presented value with an attribute value of type pkiPath. A relying
party may use this matching rule to select a path beginning with a public-key certificate issued by a CA which it trusts and

ending with a public-key certificate issued to the specified subject.
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pkiPathMatch MATCHING-RULE ::= {
SYNTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch }

PkiPathMatchSyntax ::= SEQUENCE ({
firstIssuer Name,
lastSubject Name,

}

This matching rule returns TRUE if the presented value in the firstIssuer component matches the corresponding
elements of the i ssuexr component of the first public-key certificate in the SEQUENCE in the stored value and the presented
value in the 1astSubject component matches the corresponding elements of the subject component of the last public-
key certificate in the SEQUENCE in the stored value. This matching rule returns FALSE if either match fails.

13.3.10 Enhanced certificate match

The enhang
one or morg public-key certificates based on various characteristics.
enhancedfertificateMatch MATCHING-RULE ::= {
SYNTAX| EnhancedCertificateAssertion
ID id-mr-enhancedCertificateMatch }
EnhancedfertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONALj
issuer [1] Name OPTIONAL,
subjecgKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorjtyKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certifjcatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjecfPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjecfAltName [8] AltName OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
...}
(ALL EXCEPT ({ -- none; at least one\component shall be present --}))
AltName [ := SEQUENCE {
altnam¢Type AltNameType,

altNam

The directd
specificatig
presented \f
Matching f

privatekK
the certif

subjectA

bValue GeneralName OPTIONAL }

ry search operation allows for multiple values of EnhancedCertificateAssertion to be com

alue match the corresponding components of the attribute value, as follows:

icateMatch matching rule.

| tName component contains an altNameType and optional altNamevalue components. If al

is present, the~value shall be of the same name form as indicated in altNameType

ed certificate match rule compares a presented value with an attribute value of type CertificatL. It selects

biped in filter

ns, including and/op-logic. This matching rule returns TRUE if all of the components that are prgsent in the

DI serialNumber, issuer, subjectKeyIdentifier, authorityKeyIdentifier, certificatevalid,
byValid,pdlicy, subject, and nameConstraints components is as defined for the same components in

tTameValue

subjectAltName matches if at least one of the following conditions is true:

The presented value contains only the altNameType component and the stored attribute value contains the
subject alternative name extension with an AltNames component of the same type as indicated in the

presented value.

The presented value contains both the altNameType and altNameValue components and the stored
attribute value contains the subject alternative name extension with an A1tNames component of the same

type and value indicated in the presented value.

subjectAltName match fails if at least one of the following conditions is true:

70

The stored attribute value does not contain the subject alternative name extension.

The stored attribute value contains the subject alternative name extension but the Al1tNames component

does not include the same type as identified in the presented value.
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The presented value contains both the altNameType and altNameValue components and

the stored

attribute value contains the subject alternative name extension with an AltNames component of the same
type indicated in the presented value, but the stored value does not contain the same value of that type as in

the presented value.

subjectAltName match is undefined if the presented value contains both the altNameType and altNameValue
components and the stored attribute value contains the subject alternative name extension with an AltNames component
of the same type indicated in the presented value, but the type is one for which the directory is unable to compare values
for the purposes of determining a match. This may be because the name form is not appropriate for matching or because

the director

y is unable to perform the required comparisons.

pathToName matches unless the public-key certificate has a name constraints extension which inhibits the construction of
a certification path to any of the presented name values. For example, if attempting to retrieve public-key certificates that
form a path to an end-entity public-key certificate which has a subject value of "dc=com; dc=corporate; cn=john.smith", it
may be useful to include an assertion in the search operation containing this distinguished name in the pathToName

component
below base
and would
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A stored public-key ceriificate that contained a hame constraints extension that excluded the comp)
"dc=com; dc=company A" would fail in certification path validation to that end-entity publie-key
herefore not be a matched value for this sample assertion.

K1 directory syntax definitions

.509 Certificate syntax

Lficate SYNTAX-NAME ::= {

"X.509 Certificate"

DPRY SYNTAX Certificate
id-1sx-x509Certificate }

ich has LDAP x509Certificate syntax is the specification of-a public-key certificate expressed
specified in IETF RFC 4523.

.509 Certificate List syntax

fficateList SYNTAX-NAME ::= {

"X.509 Certificate List"

DRY SYNTAX Certificatelist
id-1sx-x509CertificatelList }

ich has LDAP x509certificateList Syntax is the specification of a public-key certificate list e
coding as specified in IETF RFC 4523.

.509 Certificate Pair syntax

| ficatePair SYNTAX+NAME ::= {
"X.509 Certificate Pair"

DRY SYNTAX CertificatePair
id=1sx-x509CertificatePair }

ich has LDAPx509CertificatePair syntax is the specification of a public-key certificate pair g
coding_as'specified in IETF RFC 4523.

.509 Supported Algorithm

ete subtree
certificate

in a binary

xpressed in

Xpressed in

x509SupportedAlgorithm SYNTAX-NAME ::= {

DESC

"X.509 Supported Algorithm"

DIRECTORY SYNTAX SupportedAlgorithm

ID

id-1sx-x509SupportedAlgorithm }

A value which has LDAP x509SupportedAlgorithm Syntax is the specification of supported algorithms expressed in a
binary encoding as specified in IETF RFC 4523.

13.45 X.509 Certificate Exact Assertion

x509CertificateExactAssertion SYNTAX-NAME ::= {

DESC

"X.509 Certificate Exact Assertion”

DIRECTORY SYNTAX CertificateExactAssertion

ID

id-1dx-x509CertificateExactAssertion }
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A value which has LDAP x509CertificateExactAssertion Syntax is the specification of public-key exact assertion
expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.6  X.509 Certificate Assertion

x509CertificateAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Assertion"
DIRECTORY SYNTAX CertificateAssertion
ID id-1dx-x509CertificateAssertion }

A value which has LDAP x509CertificateAssertion syntax is the specification of public-key assertion expressed in
a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.7  X.509 Certificate Pair Exact Assertion

x509CertificatePairExactAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Pair Exact Assertion”
DIRECTPRY SYNTAX CertificatePairExactAssertion
ID id-1dx-x509CertificatePairExactAssertion }

A value whlich has LDAP x509CertificatePairExactAssertion syntax is the specification of public-key certificate
pair exact gssertion expressed in a Generic String Encoding Rules encoding as specified in IETFRFC 4523.

13.4.8 H.509 Certificate Pair Assertion

x509CertificatePairAssertion SYNTAX-NAME ::= {
DESC "X.509 Certificate Pair Assertion"
DIRECTPRY SYNTAX CertificatePairAssertion
ID id-1dx-x509CertificatePairAssertion }

A value whlich has LDAP x509CertificatePairAssertion syntax is the'specification of a public-key certificate pair
assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.49 AH.509 Certificate List Exact Assertion syntax

x509CertificatelListExactAssertion SYNTAX-NAME-,: := {
DESC "X.509 Certificate List\ExXact Assertion"
DIRECTOPRY SYNTAX CertificateListExactAssertion
ID id-1dx-x509CertListExactAssertion }

A value which has LDAP x509CertificateListExactAssertion syntax is the specification of a|public-key
certificate ljist exact assertion expressed in a Generic String Encoding Rules encoding as specified in IETF RF 4523.

13.4.10 A.509 Certificate List Assertion syntax

x509CertificateListAssertion ‘SYNTAX-NAME ::= {
DESC "X.509Certificate List Assertion"
DIRECTOPRY SYNTAX CertificateListAssertion
ID id-1dx-x509CertificatelListAssertion }

A value whjich has LDAP-x509CertificateListAssertion syntax is the specification of a public-key ceftificate list
assertion expressedsin.a Generic String Encoding Rules encoding as specified in IETF RFC 4523.

13.4.11 A.509'‘Adgorithm Identifier syntax

x509A1lgorithmIdentifier SYNTAX-NAME ::= {
DESC "X.509 Algorithm Identifier"
DIRECTORY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}
ID id-1dx-x509AlgorithmIdentifier }

A value which has LDAP x509A1gorithmIdentifie Syntax is the specification of an algorithm identifier expressed in
a binary encoding as specified in IETF RFC 4523.
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SECTION 3 - ATTRIBUTE CERTIFICATE FRAMEWORK

The attribute certificate framework defined here provides a foundation upon which privilege management infrastructures
(PMI) can be built. These infrastructures can support applications such as access control.

The binding of a privilege to an entity is provided by an authority through a digitally signed data structure called an attribute
certificate or through a public-key certificate containing the subjectDirectoryAttributes extension defined
explicitly for this purpose. The format of attribute certificates is defined here, including an extensibility mechanism and a
set of specific attribute certificate extensions. Some of these extensions defined in Section 2 are also relevant for attribute
certificates. Revocation of attribute certificates may or may not be needed. For example, in some environments, the
attribute certificate validity periods may be very short (e.g., minutes), negating the need for a revocation scheme. If, for
any reason, an authority revokes a previously issued attribute certificate, users relying on the content of an attribute
certlflcate (pr|V|Iege verlfler) need to be able to learn that revocation has occurred SO they do not use an untrustworthy
The format
of revocati¢n I|sts is deflned in Sectlon 2 of this Specn‘lcatlon including an extensibility mechanism and a set\of revocation
list extensipns. Some of these extensions are also relevant for attribute certificate revocation lists. Additional extensions
are defined|here. In both the attribute certificate and revocation list case, other bodies may also define additional extensions
that are useful to their specific environments.

An entity relying on an attribute certificate to verify some asserted privilege is called a privilege verifier. A privilege
verifier neqds to validate an attribute certificate prior to using that attribute certificate for @n-application. Prgcedures for
performing| that validation are also defined here, including verifying the integrity of ¢he attribute certificafe itself, its
revocation ptatus, and its validity with respect to the intended use.

This frameork includes a number of optional elements that are appropriate onlyin some environments. Ajthough the
models are|defined as complete, this framework can be used in environments.where not all components of the defined
models are used. For example, there are environments where the revocation of-attribute certificates is not required. Privilege
delegation pnd the use of roles are also aspects of this framework that afe not universally applicable. Howevdr, these are
included infthis Specification so that those environments that do haverequirements for them can also be suppqrted.

14 Attribute certificates

Public-key [certificates are principally intended to provide an identity service upon which other security serviges, such as
data integrity, entity authentication, confidentiality. and* authorization, may be built. There are two distinct mechanisms
provided in this Specification for binding a privilege attribute to a holder.

Public-key [certificates, used in combination with the entity authentication service, can provide an authorizafion service
directly, [|if privileges are associated with the subject. Public-key certificates may g¢ontain a
subjectDjrectoryAttributes extension that contains privileges associated with the subject of the|public-key
certificate (see clause 9.3.2.3). This mechanism is appropriate in situations where the CA issuing the public-key certificate
has an assofiated authority for delegating the privilege (i.e., an AA) and the validity period of the privilege corfesponds to
the validity] period of the public-key certificate. If any of the extensions defined in clause 17 are included in g public-key
certificate, fhose extensions apply equally to all privileges assigned in the subjectDirectoryAttributes gxtension of
that public{key certificaté:

In the morg general\case, entity privileges will have lifetimes that do not match the validity period for a|public-key
certificate. Privileges will often have a much shorter lifetime. The authority for the assignment of privilege wil] frequently
be one othgr than the authorlty |ssumg that same entity a publlc key certificate and different privileges may be gssigned by
different at nlon/turn off’
aspect of pr|V|Ieges may well be asynchronous W|th the Ilfetlme of the publlc key certlflcate and/or asynchronous with
entity privileges issued from a different AA. The use of attribute certificates issued by an AA provides a flexible privilege
management infrastructure (PMI) which can be established and managed independently from a PKI. At the same time,
there is a relationship between the two whereby the PKI is used to authenticate identities of issuers and holders in attribute
certificates.

14.1 Attribute certificate structure

An attribute certificate is a separate structure from a subject's public-key certificate. A subject may have multiple attribute
certificates associated with each of its public-key certificates. There is no requirement that the same authority create both
the public-key certificate and attribute certificate(s) for an entity; in fact, a separation of duties will frequently dictate
otherwise. In environments where different authorities have responsibility for issuing public key and attribute certificates,
the public-key certificate(s) issued by a CA and the attribute certificate(s) issued by an attribute authority (AA) would be
signed using different private signing keys. In environments where a single entity is both the CA, issuing public-key
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certificates, and the AA, issuing attribute certificates, it is strongly recommended that a different key be used to sign
attribute certificates than the key used to sign public-key certificates. Exchanges between the issuing authority and the
entity receiving an attribute certificate are outside the scope of this Specification.

The attribute certificate syntax is defined as follows.

AttributeCertificate ::= SIGNED{TBSAttributeCertificate}
TBSAttributeCertificate ::= SEQUENCE {
version AttCertVersion, -- version is v2
holder Holder,
issuer AttCertlIssuer,
signature AlgorithmIdentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute{{SupportedAttributes}},
issuerPmiqueId Uniqueldentifier OPTIONAL;
-7
ey
extensjons OPTIONAL }
AttCertVersion ::= INTEGER {v2(1l)}
Holder :f= SEQUENCE {
baseCertificateID [0] IssuerSerial OPTIONAL,
entityName [1] GeneralNames OPTIONAL,

objectbigestInfo [2] ObjectDigestInfo OPTIONAL }
(WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., entityName PRESENT } |

WITH COMPONENTS {..., objectDigestInfo PRESENT } )

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,

issuerPID UniqueIdentifier OPTIONAL,
}

ObjectDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publjcKey (0),
publjicKeyCert (1),

otherObjectTypes (2)},
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,

digestfAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
objectbigest BIT STRING,
}
AttCertlIgsuer ::= [0] ,~SEQUENCE {
issuerName GeneralNames OPTIONAL,

baseCertificateID:\[0] IssuerSerial OPTIONAL,
objectbigestInfo [1] ObjectDigestInfo OPTIONAL,
..}
(WITH COMPONENTS {..., issuerName PRESENT } |

WITH COMPONENTS {..., baseCertificateID PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )

AttCertValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime,

}

The TBSAttributeCertificate data type is the unsigned attribute certificate and is referred to as a to-be-signed
attribute certificate. It shall be encoded using the DER.

The version component shall specify the version of the attribute certificate. For attribute certificates issued in accordance
with the syntax in this Specification, version shall be v2.

The holder component shall convey the identity of the holder of the attribute certificate by the following components:

a) ThebaseCertificateID component, if present, shall identify a particular public-key certificate that is to
be used to authenticate the identity of this holder when asserting privileges with this attribute certificate.
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b) The entityName component, if present, shall hold one or more names for the holder. If entityName is
the only component present in holder, any public-key certificate that has one of these names as its subject
can be used to authenticate the identity of this holder when asserting privileges with this attribute certificate.
If the baseCertificateID and entityName components are both present, only the public-key certificate
specified by baseCertificateID may be used. In this case, the entityName component is included only
as a tool to help the privilege verifier locate the identified public-key certificate.

NOTE 1 — There is a risk with the sole use of GeneralNames to identify the holder in that this points only to a name for
the holder. This is generally insufficient to enable the authentication of a holder's identity for the purposes of issuing
privileges to that holder. Use of the issuer name and serial number of a specific public-key certificate, however, enables
the issuer of attribute certificates to rely on the authentication process performed by the CA when issuing that particular
public-key certificate. Also, some of the options in GeneralNames (e.g., IPAddress) are inappropriate for use in naming
an attribute certificate holder, especially when the holder is a role and not an individual entity. Another problem with
GeneralNames alone as an identifier for a holder is that many name forms within that construct do not have strict
registration authorities or processes for the assignment of names.

C € | i ‘G"ii“‘ PESENT S v cirectry at Atrcate—me10en fahOIder,
including an executable holder (e.g., an applet). The holder is authenticated by comparing a\djgest of the
corresponding information, created by the privilege verifier with the same algorithm" identified in
objectDigestInfo Wwith the content of objectDigest. If the two are identical, thq holder is
authenticated for the purposes of asserting privileges with this attribute certificate,

— publicKey shall be indicated when a hash of an entity's public key is in¢luded. Hashing g public key
may not uniquely identify one public-key certificate (i.e., the identical"key value may appear in
multiple public-key certificates). In order to link an attribute certificate to a public key, |the hash is
calculated over the representation of that public key which would-D€ present in a public-key certificate.
Specifically, the input for the hash algorithm shall\\be the DER encodjng of a
SubjectPublicKeyInfo representation of the Key,~ Note that this incdludes the
AlgorithmIdentifier, aswell asthe BIT STRING. AlsoO, note that if the public key value used as
input to the hash function has been extracted from a-public-key certificate, then it is poss|ble (e.g., if
parameters for the digital signature algorithm were inherited) that this may not be sufficignt input for
the HASH. The correct input for hashing inhis”context will include the value of the inherited
parameters and thus may differ from thelSubjectPublicKeyInfo present in the|public-key
certificate.

— publicKeyCert shall be indicated when a public-key certificate is hashed; the hash is ovg¢r the entire
DER encoding of the public-key cettificate, including the signature bits.

— otherObjectTypes shall be indicated when objects other than public-keys or public-key|certificates
are hashed (e.g., software objects). The identity of the type of object may optionally be supplied. The
portion of the object to he hashed can be determined either by the explicitly stated identifiel of the type
or, if the identifier is.ngt supplied, by the context in which the object is used.

The issuelr component shall convey, the’identity of the AA that issued the attribute certificate.
The issuerName €omponent, if present, shall identify one or more names for the issuer.

The baseCertificateID component, if present, shall identify the issuer by reference to a spegific public-
key certificate for which this issuer is the subject.

c) The objéctDigestInfo component, if present, shall identify the issuer by providing a hash of|identifying
information for the issuer.

The signalture eomponent shall identify the cryptographic algorithm used to digitally sign the attribute certificate.

NOTE 2l—By including this companent the signature algarithm is protected by the signature

The serialNumber component shall be a serial number that uniquely identifies the attribute certificate within the scope
of its issuer.

The attrCertvalidityPeriod component shall convey the time period during which the attribute certificate is
considered valid, expressed in GeneralizedTime format.

The attributes component shall contain the attributes associated with the holder that are being certified (e.g., the
privileges).
NOTE 3 - In the case of attribute descriptor attribute certificates, this sequence of attributes can be empty.

The issuerUniqueID component may be used to identify the issuer of the attribute certificate in instances where the
issuer component is not sufficient.

NOTE 4 — The use of the issuerUniqueID component is deprecated. This component was added because at one time there was
some fear of the reuse of distinguished names.
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The extensions component, when present, shall hold one or more extensions as defined in clause 17.

If unknown elements appear within the extension, and the extension is not flagged as critical, those unknown elements
shall be ignored according to the rules of extensibility documented in clause 12.2.2 of Rec. ITU-T X.519 | ISO/IEC 9594-5.

The framework for attribute certificates described in this section is primarily focused on the model in which privilege is
placed within attribute certificates. Some of the attribute certificate extensions defined in in clause 17 can also be placed
in a public-key certificate when including the subjectDirectoryAttributes extension.

14.2 Delegation paths

Just as with public-key certificates, there may be a requirement to convey a delegation path (e.g., within an application
protocol to assert privileges). The following ASN.1 data type can be used to represent a delegation path:

AttributeCertificationPath ::= SEQUENCE ({
attributeCertificate AttributeCertificate.,
acPath SEQUENCE OF ACPathData OPTIONAL,
}
ACPathData ::= SEQUENCE {
certifjcate [0] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL,
}

14.3 Attribute certificate revocation lists

14.3.1  Attribute certificate revocation list principles

The AA that issues attribute certificates also has the responsibility to indicatesthe validity of the attribute cert{ficates that
it issues. Ggnerally, attribute certificates are subject to possible subsequént revocation. This revocation and a hotification
of the revodation may be done directly by the same AA that issued the.attribute certificate, or indirectly by anothgr authority
duly authollized by the AA that issued the attribute certificate. An AA that issues attribute certificates is requifed to state,
possibly thlough a published statement of their practices, through-the attribute certificates themselves, or thijough some
other identified means, whether:

- the attribute certificates cannot be revoked
— the attribute certificates may be revoked-by the same issuing AA directly; or
- theissuing AA authorizes a differentientity to perform revocation.

AAs that dp revoke attribute certificates are required to state, through similar means, what mechanism(s) canfbe used by
privilege vgrifiers to obtain revocation statusinformation about attribute certificates issued by that AA. This Specification
defines an gttribute certificate revocatian hist (ACRL) mechanism but does not preclude the use of alternative mechanisms.
Privilege verifiers check revocation status information, as appropriate, for all attribute certificates considered during the
delegation path processing procedure described in clause 18 to validate an attribute certificate.

Only an AA that is authorized to issue ACRLs may choose to delegate that authority to another entity. If this dglegation is
done, it sha]l be verifiable.at'the time of attribute certificate/ ACRL verification. The cRLDistributionPoint]s extension
(see clause[17.2.2.1) may-be used for this purpose. The cRLIssuer component of this extension is populated with the
name(s) of pny entities/other than the issuing AA itself, that have been authorized to issue CRLs concerning thg revocation
status of the attribute_certificate in question.

Attribute cprtifiCates shall have a lifetime associated with them, at the end of which they expire. In order|to provide
continuity of service, the AA shall ensure timely availability of replacement attribute certificates to supersede
expired/expiring attribute certificates. Revocation notice date is the date/time that a revocation notice for an attribute
certificate first appears on an ACRL, regardless of whether it is a base or dACRL. In the ACRL, revocation notice date is
the value contained in the thisUpdate component. Revocation date is the date/time the AA actually revoked the attribute
certificate, which could be different from the first time it appears on an ACRL. In the ACRL, revocation date is the value
contained in the revocationDate component. Invalidity date is the date/time at which it is known or suspected that the
attribute certificate should be considered invalid. This date may be earlier than the revocation date. In the ACRL, invalidity
date is the value contained in the invalidityDate entry extension.

Two related points are:

— Validity of attribute certificates may be designed so that each becomes valid at the time of expiry of its
predecessor, or an overlap may be allowed. The latter prevents the AA from having to install and distribute
a large number of attribute certificates that may run out at the same expiration date.
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—  Expired attribute certificates will normally be removed from a directory. It is a matter for the security policy
and responsibility of the AA to keep old attribute certificates for a period if needed for later verification.

Attribute certificates may be revoked prior to their expiration time, e.g., if the entity no longer holds the privilege delegated
to it by the AA, or if the AA's public-key certificate is assumed to be compromised.

An AA that issues and subsequently revokes attribute certificates:

a) may be required to maintain an audit record of its revocation events for all attribute_certificate types issued
by that AA (e.g., end-entity attribute certificates, as well as attribute certificates to other AAs);

b) shall provide revocation status information to privilege verifiers using ACRLs or another mechanism for
the publication of revocation status information;

c) if using ACRLs, it shall maintain and publish ACRLs even if the lists of revoked attribute certificates are
empty;

d) if using only partitioned ACRLs, it shall issue a full set of partitioned ACRLSs covering the complete set of

attribute certificates whose revocation status will be reported using the ACRL mechanism| Thus, the

complete set of partitioned ACRLs shall be equivalent to a full ACRL for the same 'set' pf attribute

certificates, if the ACRL issuer was not using partitioned ACRLSs.

Privilege vgrifiers may use a number of mechanisms to locate revocation status information provided by an AA. For
example, there may be a pointer in the attribute certificate itself that directs the privilege verifier to a locdtion where
revocation finformation is provided. There may be a pointer in a revocation list that redirects'the privilege \erifier to a
different location. The privilege verifier may locate revocation information in a repository (e.g., a directory)|or through
other meanp outside the scope of this Specification (e.g., locally configured).

The maintepance of directory entries affected by the AA's revocation lists is the respansibility of the directory apd its users,
acting in agcordance with the security policy. For example, the user may madify its object entry by replaging the old
attribute ceftificate with a new one.

If revocatidn lists are published in a directory, they are held within entries as attributes of the following types:
— attributeCertificateRevocationList;

— eeAttrCertificateRevocationList;

— attributeAuthorityRevocationList; and

— deltaRevocationList.

14.3.2  Attribute certificate revocation list syntax

The syntax|for ACRLs is the same as for CRLs'as defined in clause 7.10.2.
The associdted text is the same with the-fellowing exceptions:

- CA shall be replaced with AA,

- public-key certificate shall be replaced with attribute certificate;
—  CRL shall be feplaced with ACRL;

- NOTE 3,isiot relevant for attribute certificates; and

- extensions for ACRLSs are defined in clause 17.

15 Attribute authority, source of authority and certification authority relationshi

The attribute authority (AA) and certification authority (CA) are logically completely independent. The creation and
maintenance of "identity" can (and often should) be separated from the PMI. Thus the entire PKI, including CAs, may be
existing and operational prior to the establishment of the PMI. The CA, although it is the source of authority (SOA) for
identity within its domain, is not automatically the SOA for privilege. The CA, therefore, will not necessarily itself be an
AA and, by logical implication, will not necessarily be responsible for the decision as to what other entities will be able to
function as AAs.

The SOA is the entity that is trusted by a privilege verifier as the entity with ultimate responsibility for the assignment of
a set of privileges. A resource may limit the SOA authority by trusting certain SOAs for specific functions (e.g., one for
read privileges and a different one for write privileges). An SOA is itself an AA as it issues attribute certificates to other
entities in which privileges are assigned to those entities. An SOA is analogous to a trust anchor in the PKI, in that a
privilege verifier trusts attribute certificates signed by the SOA. In some environments there is a need for CAs to have tight
control over the entities that can act as SOAs. This framework provides a mechanism for supporting that requirement. In
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other environments, that control is not needed and mechanisms for determining the entities that can act as SOAs in such
environments may be outside the scope of this Specification.

This framework is flexible and can satisfy the requirements of many types of environments.

a) Inmany environments, all privileges will be assigned directly to individual entities by a single AA, namely
the SOA.

b) Other environments may require support for the optional roles feature, whereby entities are issued attribute
or public-key certificates that assign various roles to them. The privileges associated with the role are
implicitly assigned to such entities. The role privileges may themselves be assigned in an attribute certificate
issued to the role itself or through other means (e.g., locally configured).

c) In some scenarios it might be required for an AA to issue privileges to a group of entities that share a
common property, for example, a set of web servers or a team of people, rather than to a single entity.

d) Another optlonal feature of this framework is the support of privilege delegation. If delegation is done, the
: 3 privilege.
Delegatlon may contlnue through several mtermedlary AAs untll |t is uItlmater a55|gned to an gntity acting
as an PMI end entity that cannot further delegate that privilege. The intermediary AAs may.or njay not also
be able to act as privilege asserters for the privileges they delegate.

e) When identity and/or privilege information is conveyed within the subjectDiré&ctoryAttributes
extension of a public-key certificate, the AA is then responsible for those aspects of the CA that relate to
assigning identity and/or privilege information. The AA may either be a separate entity or and integrated
part of the CA.

f]  Some environments, such as virtual organizations, may need to link together their individual PIMIs to form
a federated PMI. This requirement is known as recognition of auth@rity in this Specification singe one PMI
(the local PMI) recognizes the authority of the SOA (and optionally the AAs) in the other PMI [the remote
PMI) to have some control over the privilege management in-the local PMI. Such recognition ¢f authority
may or may not be mutual between PMIs.

When attribute certificates point to public-key certificates for their’issters and holders, the PKI is used to guthenticate
holders (pr{vilege asserters) and verify the digital signatures of thé.issuers.

Two delegation models are described in this Specification. The first delegation model is one where the privileg
is an AA thpt can issue attribute certificates delegating that'grivilege to others. The second model allows for an ihdependent
delegation pervice (DS) in which the entity issues attribute”certificates on behalf of another AA (that may or |may not be

particularly relevant to environments that wish to maintain some central management over the set of privileg
within theif domain. For example, a set of onesgr_more DS servers performing delegation, rather than individupl privilege
holders, allpws the total set of privileges delegated within an environment to be determined from a centralized ffacility and

DS servers| In one model, a privilegeis’assigned by an SOA to privilege holders and those holders are aythorized to
delegate that privilege to others. However, rather than issue the attribute certificates that delegate the privilege fhemselves,
the privilede holder requests the"DS to delegate that privilege on their behalf. The DS does not itself hold thpt privilege
and therefdre cannot act as a cld@imant for that privilege; however, the DS is authorized by the SOA to isspe attribute
certificates|on behalf of other privilege holders. The second deployment model is similar to the first with the following
exception. The DS is actually a holder that is assigned the privilege to be delegated, but the DS is not authori
a claimant [for the pfivilege, only as a delegator. In this case, the noAssertion extension must be set in the attribute
certificate issued-ta.the DS by the SOA. The DS is termed an indirect issuer.

In both deployment models the SOA issues attrlbutes/prlwleges to subordlnate AAs. The AAs then request the|DS to issue
a subset of kthat an AA is
delegating within the overall scope set by the SOA; in the first deployment model the DS cannot check and the privilege
verifier will have to check that delegation was performed correctly.

Two recognition of authority (RoA) models are described in this Specification, static ROA and dynamic RoA. With static
RoA, extra information is added into the local PMI policy that is loaded into the local policy decision point (PDP) prior to
them making access control decisions for users who originate from the remote domain. No support for static RoA is
provided in this Specification. With dynamic RoA, the local SOA issues new supplementary policy attribute certificates
that add additional information to the current policy. Remote SOAs may also be recognized to issue supplementary policy
attribute certificates for the local PDPs. In both cases, these new supplementary policy attribute certificates need to be read
in by the local PDPs prior to them making access control decisions for requests from a user of the remote domain.
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15.1 Privilege in attribute certificates

Entities may acquire privilege in two ways:

An AA may unilaterally assign privilege to an entity through the creation of an attribute certificate (perhaps
totally on its own initiative, or at the request of a third party). This attribute certificate may be stored in a

publicly accessible repository and may subsequently be processed by one or more privilege

verifiers to

make an authorization decision. All of this may occur without the entity's knowledge or explicit action.

Alternatively, an entity may request a privilege of an AA. Once created, this attribute certificate may be

returned (only) to the requesting entity, which explicitly supplies it when requesting access to
resource.

a protected

Note that in both procedures the AA needs to perform its due diligence to ensure that the entity should really be assigned
this privilege. This may involve some out-of-band mechanisms, analogous to the certification of an identity/key-pair
binding by a CA.

The attribu

15.2 R

In some en
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subjectD
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16.1 ¢
The generg
verifier.

The object
is referred

e certificate based PMI is suitable in environments where any one of the following is true:

rivilege in public-key certificates

vironments, privilege may be put directly into public-key certificates (thereby reusing much of
infrastructure), rather than issuing attribute certificatess In such cases, the privilege is incly
| rectoryAttributes extension of the public-key certificate.

nism is suitable in environments where one or more"0f the following are true:

MI models

beneral model

may hela resource being protected, for example, in an access control application. The resource bein

to.as’the object. This type of object has methods which may be invoked (for example, the objeg

A different entity is responsible for assigning a particular privilege to a holder than for issuing
certificates to the same subject;

there are a number of privilege attributes to be assigned to a holder, from a variety.of ‘authoritieg;

the lifetime of a privilege differs from that of the holder's public-key certificate validity (ge
lifetime of privileges is much shorter); or

the privilege is valid only during certain intervals of time which are asynehronous with that us
key validity or validity of other privileges.

the lifetime of the privilege is aligned with.that of the public-key included in the certificate;
delegation of privilege is not permitted;-or

delegation is permitted, but for any ‘one delegation, all privileges in the public-key certifi
subjectDirectoryAttributds extension) have the same delegation parameters and all
relevant to delegation apply equally to all privileges in the public-key certificate.

public-key

P

nerally the

er's public-

an already-
ded in the

ate (in the
extensions

| privilege fmanagement model consists of three entities: the object, the privilege asserter and the privilege

g protected

t may be a

firewall which has an "Allow Entry™ object method, or the object may be a file in a file system which has Read, Write, and
Execute object methods). Another type of object in this model may be an object that was signed in a non-repudiation

application.

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context of use.

The privilege verifier is the entity that makes the determination as to whether or not asserted privileges are sufficient for
the given context of use.

The pass/fail determination made by the privilege verifier is dependent upon four things:

privilege of the privilege asserter;

privilege policy in place;

current environment variables, if relevant; and
sensitivity of the object method, if relevant.
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The privilege of a privilege holder reflects the degree of trust placed in that holder, by the certificate issuer, that the privilege
holder will adhere to those aspects of policy which are not enforced by technical means. This privilege is encapsulated in
the privilege holder's attribute certificate(s) (or subjectDirectoryAttributes extension of its public-key certificate),
which may be presented to the privilege verifier in the invocation request, or may be distributed by other means, such as
via a directory. Codifying privilege is done through the use of the Attribute construct, containing an AttributeType
and a SET OF AttributeValue. Some attribute types used to specify privilege may have very simple syntax, such as a
single INTEGER Or an OCTET STRING. Others may have more complex syntaxes. This Specification defines one simple
privilege attribute type. Other examples are provided in Annex G.

The privilege policy specifies the degree of privilege which is considered sufficient for a given object method's sensitivity
or context of use. The privilege policy needs to be protected for integrity and authenticity. A number of possibilities exist
for conveying policy. At one extreme is the idea that policy is not really conveyed at all, but is simply defined and only
ever kept locally in the privilege verifier's environment. At the other extreme is the idea that some policies are "universal"
and should be conveyed to, and known by, every entity in the infrastructure. Between these extremes are many shades of
variation. Schema elements for storing privilege policy information in a directory are defined in this Specification.

Privilege pplicy specifies the threshold for acceptance for a given set of privileges. That is, it defines precigely when a
privilege vérifier should conclude that a presented set of privileges is "sufficient™ in order that it may grant access (to the
requested dbject, resource, application, etc.) to the privilege asserter.

Syntax for|the definition of privilege policy is not standardized in this Specification. Annex\& contains @ couple of
examples of syntaxes that could be used for this purpose. However, these are examples only.{Any syntax may |be used for
this purposk, including clear text. Regardless of the syntax used to define the privilege policy, each instance pf privilege
policy shal| be uniquely identified. Object identifiers are used for this purpose.

PrivilegePolicy ::= OBJECT IDENTIFIER

The enviropment variables, if relevant, capture those aspects of policy required\for the pass/fail determination (e.g., time
of day or qurrent account balance) which are available through local means to the privilege verifier. Repregentation of
environment variables is entirely a local matter.

The object|method sensitivity, if relevant, may reflect attributes of‘the document or request to be processed, |such as the
monetary Value of a funds transfer that it purports to authorize, ot\the confidentiality of a document's content.[ The object
method's sgnsitivity may be explicitly encoded in an associated Security label or in an attribute certificate held bly the object
method, orfit may be implicitly encapsulated in the structuresand contents of the associated data object. It may joe encoded
in one of alnumber of different ways. For instance, it may-be encoded outside the scope of the PMI in the ITTU-T X.411
label assocfated with a document, in the components gf-an EDIFACT interchange, or hard-coded in the privilege verifier's
application| Alternatively, it may be done within the,PMI, in an attribute certificate associated with the object method. For
some contexts of use, no object method sensitivity is used.

There is n@t necessarily any binding relationship between a privilege verifier and any particular AA. Just as privilege
holders may have attribute certificatesissted to them by many different AAs, privilege verifiers may accdpt attribute
certificates|issued by numerous AAs, which need not be hierarchically related to one another, to grant access toja particular
resource.

The attribufe certificate framéwork can be used to manage privileges of various types and for a number of pufposes. The
terms used| in this Specification, such as privilege asserter, privilege verifier, etc., are independent of th¢ particular
application|or use.

16.1.1  AMI in<aceess control context

Thereisa tandard framework for access control (Rec ITU T X 812 | ISO/IEC 10181 -3) that deflnes a corresaonding set
edification to
those in the access control framework is provrded here to clarlfy the relatlonshlp between this model and this Specification.

Service request in this Specification corresponds to the ‘access request’ defined in the access control framework.
Privilege asserter in this Specification would be acting in the role of an 'initiator' in the access control framework.

Privilege verifier in this Specification would be acting in the role of an 'access control decision function (ADF)' in the
access control framework.

Object method for which privilege is being asserted in this Specification would correspond to the 'target' defined in the
access control framework.

Environmental variables in this Specification would correspond to the 'contextual information' in the access control
framework.
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Privilege policy discussed in this Specification could include 'access control policy', and 'access control policy rules' as
defined in the access control framework.

This model allows a PMI to be overlaid fairly seamlessly on an existing network of resources to be protected. In particular,
having the privilege verifier act as a gateway to a sensitive object method, granting or denying requests for invocation of
that object method, enables the object to be protected with little or no impact to the object itself. The privilege verifier
screens all requests and only those that are properly authorized are passed on to the appropriate object methods.

16.1.2  PMI in a non-repudiation context

There is a standard framework for non-repudiation (Rec. ITU-T X.813 | ISO/IEC 10181-4) which defines a corresponding
set of terms that are specific to non-repudiation. A mapping of the generic terms used in this Specification to those in the
non-repudiation framework is provided here, to clarify the relationship between this model and that Specification.

Privilege asserter in this Specification would be acting in the role of an 'evidence subject' or an 'originator' in the non-
repudiation framework.

Privilege vgrifier in this Specification would be acting in the role of an 'evidence user' or a 'recipient' in the non-repudiation
framework

Object method for which privilege is being asserted in this Specification would correspond to theCtarget' defined in the
non-repudifition framework.

Environmeptal variables in this Specification would correspond to the date and time the evidence was generated or verified'
in the non-fepudiation framework.

Privilege pplicy discussed in this Specification could include 'non-repudiation seCurity policy' in the non<repudiation
framework

16.2 Control model

The contro| model illustrates how control is exerted over access to thedsensitive object method. There are five gomponents
of the model: the privilege asserter, the privilege verifier, the object method, the privilege policy, and enyironmental
variables (dee Figure 6). The privilege asserter has privilege; the-object method has sensitivity. The techniques described
here enablg the privilege verifier to control access to the object-method by the privilege asserter, in accordance with the
privilege policy. Both the privilege and the sensitivity may®e-multi-valued parameters.

Enviironmental
variables

Privilegé
pblicy
Privilege Object method
verifier (sensitivity)
Privilege. adserter Service
(ptivilege) request X.509(16)_F06
Figure 6 — Control model
The priVile ge assertet ey be-arref |t;ty tdentifed by & pub“u }\cy bmtif;uatc, or-an-execttable Ubjcut identified Yy the dlgest

of its disk image, etc.

16.3 Delegation model

In some environments there may be a need to delegate privilege; however, this is an optional aspect of the framework and
is not required in all environments. There are four components of the delegation model: the privilege verifier, the SOA,
other AAs and the privilege asserter (see Figure 7).

Rec. ITU-T X.509 (10/2016) 81


https://iecnorm.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

Source of authority

Assi
ile Trusts
privilege
Attribute Asserts privilege . -
authority || (ifauthorized) " + Privilege verifier
Delegates ‘Asserts
privilege privilege

End-entity
privilege holder

X.509(16)_FO7

Figure 7 — Delegation model

Aswithen
to privilegg
privilege tg

ironments where delegation is not used, the SOA is the initial issuer of attribute certificates thatiassign privilege
holders. However, in this case the SOA authorizes the privilege holder to act as AA and further delegate that
other entities through the issuance of attribute certificates that contain the same privilege(or a subget thereof).

The SOA may impose constraints on the delegation that can be done (e.g., limit the path length; limit the name space within

delegation
holders, au
is that no A
AAsS.

can be done). Each of these intermediary AAs may, in attribute certificates that\it'issues to furthgr privilege
horize further delegation to be done by those holders also acting as AAs. A dniversal restriction or] delegation
AA can delegate more privilege than it holds. A delegator may also furthértestrict the ability of downstream

When dele
of which

ation is used, the privilege verifier trusts the SOA to delegate some.or all of those privileges to hojders, some
y further delegate some or all of those privileges to other holders,

The privilege verifier trusts the SOA as the authority for a given set of grivileges for the resource. If the privilege asserter's

certificate
the privile
sufficient

For the ca:

not issued by that SOA, then the privilege verifier shall [ocate a delegation path of certificates from that of
asserter to one issued by the SOA. The validation of:that delegation path includes checking that each AA had
ivileges and was duly authorized to delegate those privileges.

in which privileges are conveyed by means:0f attribute certificates, the delegation path is distinct from the

certificatiop path used to validate the public-key certificates of the entities involved in the delegation procesy. However,
the quality| of authenticity offered by the public:Key certificate validation process shall be commensuraje with the

sensitivity pf the object method that is being protected.

A delegatipn path shall either consist completely of attribute certificates or completely of public-key certificates. A

delegator that obtains its privilege in an-attribute certificate may only delegate, if authorized, by issuance of jsubsequent
attribute certificates. Similarly, a delegator that obtains its privilege in a public-key certificate, if authorized, may only
delegate by issuance of subsequent, public-key certificates. Only entities acting as AAs may delegate privilege. Entities
acting as PMI end entities cannot,

16.4 Group assignment model

In some scg¢narios itmight be required for an AA to issue privileges to a group of entities that share a comman property,
for example, a set-ofweb servers or a team of people, rather than to a single entity. This is achieved by assigning a group
attribute ceytificate to the group.

There are two-ways-oHdentifying-the-members-ofagroup-wheareassigred-a-groupattributecertificate—Fhese methods

are called direct group naming and group role naming.

16.4.1 Direct group naming

In direct gr

oup naming, the holder component of the group attribute certificate shall take the entityName option, and

the directoryName 0f GeneralName shall name a subtree in the DIT. Each entry in the subtree is assigned the attribute(s)

in this grou

82

p attribute certificate.
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16.4.2  Group role naming

In group role naming, the members of the group are identified by the attributes that they hold, such attributes being assigned
to them in role assignment attribute certificates. In group role naming, the holder component of the group attribute
certificate takes the entityName option and holds the role(s) of the group members who are being assigned the
attributes in this group attribute certificate. The GeneralNames should contain a single GeneralName containing a
directoryName With a single relative distinguished name (RDN), whose attribute type is the role attribute defined in
clause 16.5.1. If roleAuthority in the role attribute is present, this identifies the attribute authorities who are
responsible for issuing the role assignment certificates to holders who are members of this group. If roleAuthority is
absent from the role attribute, the identity of the responsible AAs to issue the role assignment certificates shall be
determined through means outside this Specification. The roleName component of the role attribute identifies the role(s)
of the group who are being assigned the attributes in this group attribute certificate.

NOTE 1 - Group role naming allows attribute based role assignments, role mappings and role hierarchies to be defined, by
specifying that members of other (more powerful) roles are assigned the roles of this group attribute certificate.

NOTE 2= Wherethe Tofe T the Re IdeT COMpPONTENt 1S e SaITE a5 te Tote T the a tEributes COMpOonent of tis group attribute

certificafe, this is delegation of authority from the issuer of the group attribute certificate to the roleAuthority in the role
attribute| However, a much simpler way of achieving the same effect is to use the roleauthority as the holder,

16.5 Roles model

Roles provide a means to indirectly assign privileges to individuals. Individuals are issued relg-assignment certfficates that
assign one pr more roles to them through an instance the role attribute type contained in the certificate. Specifif privileges
are assigned to a role name through role specification certificates, rather than to individual privilege holdgrs through
attribute ceftificates. This level of indirection enables, for example, the privileges assigned to a role to be updated, without
impacting the certificates that assign roles to individuals. Role assignment certificates may be attribute ceftificates or
public-key [certificates. Role specification certificates may be attribute certificates, but not public-key certifichtes. If role
specificatign certificates are not used, the assignment of privileges to a rolemay be done through other meang (e.g., may
be locally donfigured at a privilege verifier).

The follow|ng are all possible:

-1 any number of roles can be defined by any AA;
- the role itself and the members of a role can b&’defined and administered separately, by different AAs;
- role membership, just as any other privilege; may be delegated; and
- roles and membership may be assignedany suitable lifetime.

If the role 4ssignment certificate is an attribute,certificate, the role attribute is contained in the attributes|component
of the attrifjute certificate. If the role assignment certificate is a public-key certificate, the role attribute is dontained in
the subje¢tDirectoryAttributes extension. In the latter case, any additional privileges contained in the| public-key
certificate gre privileges that are directly-assigned to the public-key certificate subject, not privileges assigned [to the role.

Thus, a priyilege asserter may present a role assignment certificate to the privilege verifier demonstrating oply that the
privilege agserter has a particularrole (e.g., "manager", or "purchaser"). The privilege verifier may know a priori, or may
have to dis¢over by other means, the privileges associated with the asserted role in order to make a pass/fail aythorization
decision. The role specification attribute certificate can be used for this purpose.

A privilegq verifier \needs to have an understanding of the privileges specified for the role. The assignment of those
privileges tp the role may be done within the PMI in a role specification attribute certificate or outside the PMI (p.g., locally
configured). lf the role pr|V|Ieges are asserted ina roIe speC|f|cat|on attrlbute certificate, mechanlsms for inking that
certificate ) decification.
Arole specification attrlbute certlflcate cannot be delegated to any other entlty The issuer of the role a55|gnment certificate
may be independent of the issuer of the role specification certificate and these may be administered (expired, revoked, and
so on) entirely separately. The same certificate (attribute certificate or public-key certificate) can be a role assignment
certificate, as well as contain assignment of other privileges directly to the same individual. However, a role specification
attribute certificate shall be a separate certificate.

NOTE — The use of roles within an authorization framework can increase the complexity of path processing, because such

functionality essentially defines another delegation path which needs to be followed. The delegation path for the role assignment

certificate may involve different AAs and may be independent of the AA that issued the role specification certificate.

16.5.1 Role attribute type

The specification of privilege attribute types is generally an application-specific issue that is outside the scope of this
Specification. The single exception to this is an attribute defined here for the assignment of a holder to a role. The
specification of values for the role attribute is outside the scope of this Specification.
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role ATTRIBUTE ::= ({
WITH SYNTAX RoleSyntax

ID id-at-role }

RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName,

}

An attribute of this privilege attribute type may be used to populate the attributes component of a role assignment
certificate or to populate the holder component of a role specification or group attribute certificate, or both.

If the role assignment certificate is a public-key certificate rather than an attribute certificate, the role attribute may be
used to populate the subjectDirectoryAttributes extension of that public-key certificate.

When the role attribute is used to populate the attributes component of a role assignment attribute certificate, the

roleAuth
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rtificate. If there are multiple occurrences of GeneralName, they shall all be alternative names\f

thority IS present, and a privilege verifier uses a role specification certificate to detésmine the
the role, at least one of the names in roleAuthority shall be present in the issuer<component
n attribute certificate. If the privilege verifier has used means other than a role specifieation attribut
e the privileges assigned to the role, mechanisms to ensure that those privilegesere assigned by &
is component are outside the scope of this Specification.

CertIdentifier extension in a role assignment certificate is oneZway to achieve this binding,
e specification certificate was used to assign privileges to the role
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e component identifies the role to which the holder of thiSrole assignment attribute certificate
e verifier uses a role specification certificate to determiné.the privileges assigned to that role, thi
pear in the holder component of the role specification attribute certificate.
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thority IS absent, the identity of the responsible authority shall be-determined through other eans. The
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ole attribute is used to populate the holder component of a group attribute certificate, the role

thority,

if present, identifies the recognized authorities that are respensible for issuing role assignment certificates to Holders who
are membefs of the group being assigned the attributes in this group attribute certificate. If roleAuthority i absent, the
identity of the responsible authorities to issue the role;assignment certificates shall be determined through other means.
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tificate. This roleName shall also appear in the attributes component of the role assignment ce
f holders who are being assigned-the attributes in this group attribute certificate. Where more th
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Figure 8 — The control model for a single domain PMI

ta about the trusted SOA, the delegation rules, which attributes are known/and’used, and which pr
ain access to which resources, etc. The policy information may be statically configured into the P
ally obtained, for example, by passing a protected privilege policy attribute certificate to the PDP.

support federations between organizations, and the construction gfidynamic virtual organizations, it
an be plugged together, so that attribute certificates issued in,one domain can be used effectively
n to gain access to its resources. Otherwise, the second PMIdomain will have to issue another set
to the users of the first domain. This is both inefficient dnd Cumbersome for the users to manage.

n of Authority is the feature that will facilitate the rapidintegration of PMIs from different domains i

might contact the BottomRight domain (directly, or his or her request may be relayed by the
in the TopLeft domain. Either way, the*PDP in the BottomRight domain needs to understand t
issued by the TopLeft domain, and.the BottomRight policy needs to tell the BottomRight PDP w
ht to grant access to the requested resource or not.

bn typically
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ecomes trusted or recognized. The local policy can be updated in (3

statically, by ad@ﬁxtra information into the policy that is loaded into the local PDP prior t
access controldecisions;

3 ’y issuing a new supplementary policy that adds additional information to the cur
ic addition to the local policy could be by the local SOA issuing a policy attribute G
te SOA or by the local SOA issuing an administrative role attribute certificate to the r

the local PDP prior to validating a request from a user of the remote domain.
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D it making

Fent policy.
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é;h t the remote SOA may issue its own policy attribute certificate. In both cases, these need t
AN

When the local SOA issues a policy attribute certificate to the remote SOA, it may be as follows:

86

the holder component identifies the SOA of the remote domain;
the issuer component identifies the local SOA,;

the attributes of the attribute certificate are the union of all the privilege attributes that the remote SOA is
trusted to issue. If any of these privilege attributes are newly defined roles, then new role specification

attribute certificates may also need to be issued;
basicAttConstraints extension is included with authority set to TRUE to indicate that

the remote

SOA is an AA. Path length constraint (pathLenConstraint) i set as appropriate to indicate the length of

the delegation chain that is allowed in the remote domain;

holderNameConstraints may be set to limit the name forms and namespaces in which the remote SOA

can assign privilege attributes to users;
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allowedAttributeAssignments may be set to further constrain which groups of remote holders can be
assigned which sets of privilege attributes;

attributeMappings may be set to inform the local PDPs which remotely assigned attributes should be
considered equal to which locally assigned attributes.

When the local SOA issues an administrative role attribute certificate to the remote SOA, it may work as follows:

1

A delegated role specification attribute certificate comprises;

A delegated attribute mapping policy attribute certificate comprises:

The local SOA defines an administrative role for the local domain and the permissions that may be
administered by this administrative role. This may be defined in a role specification attribute certificate in
which the holder is the administrative role and the attribute is the permission attribute (defined in clause
16.8.1 below). The set of permissions for an administrative role is called the administrative scope of an
administrative role. These permissions may also be assigned to local roles, so that users with these local
roles will inherit these permissions. Issuing an administrative role specification attribute certificate allows
remote administrators to learn their administrative scope.

, : ent attribute
certlflcate to the remote SOA contammg the assigned administrative role. The remote SOA ay also be
allowed to delegate the administrative role to other administrators in the remote domain,as‘determined by
pathLenConstraint in the basicAttConstraints extension in the role-assignment attribute
certificate.

The remote SOA (or subordinate AA) that has been assigned this administrative xole is now re¢ognized as
an entity able to issue two types of delegated-policy attribute certificate, either-&delegated-role specification
attribute certificate or a delegated attribute mapping attribute certificate.-in a’delegated-role-specification
attribute certificate, the remote SOA (or AA) directly assigns the permissions from the administfative scope
to new remotely defined attributes as described below. In a delegated.attribute mapping attributg certificate,
new remotely defined attributes are mapped into existing local roles-as described below.

In order to ensure that the remote SOA (or AA) cannot overstep'its delegated authority, the aythorization
system has to validate that the privileges stated or implied'by a delegated policy attribute cqrtificate lie
within the administrative scope defined for the administrative role. If they do, the delegated policy attribute
certificate is accepted, and its policy rules become dynamically incorporated into the local SOA('s policy. If
they do not, the delegated policy attribute certificate.is rejected, and its policy rules will be ignqred.

the holder is the newly specified remote role;

the issuer component identifies the remote SOA (or AA) of the remote domain that issued this attribute
certificate;

the attributes of the attribute certificate are the privileges that will be assigned to users in the rermote domain
who are assigned the remote+ole;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may be
assigned these privilege.attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can be
assigned which sets of remotely defined privilege attributes.

the holder and the issuer components identify the remote SOA (or AA) of the remote domair] that issued
this\attribute certificate;

the attributes component is null;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may be
assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can be
assigned which sets of privilege attributes;

attributeMappings is set to inform the PDP which remotely assigned attributes should be considered
equal to which locally assigned attributes.

The remote SOA will subsequently issue privilege attribute within attribute certificates to end users and/or to AAs in its
domain. Whether the remote AAs are trusted or not, and if trusted, the number of AAs that are allowed in a delegation
chain, may be set by the pathLenConstraint in the attribute certificate issued to the remote SOA. The privilege
attributes in the attribute certificates issued by the remote SOA may contain either:

permissions that are understood by the PDPs in the local domain; or
roles which may or may not be understood by the PDPs in the local domain.
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When an attribute certificate contains roles that are not understood by the local PDPs, the latter must know how to map
these unknown roles into local permissions. This can be achieved in at least one of four ways. If the local SOA knows what
these roles are likely to be prior to recognizing the remote SOA, then if it issues a policy attribute certificate to the remote
SOA an attribute mapping extension can be placed in the policy attribute certificate issued to the remote SOA, or
alternatively attribute mapping rules can be added into the policy loaded by the local PDP. If the remote roles are not
known prior to recognizing the remote SOA, the remote SOA will need to either issue an attribute mapping policy attribute
certificate or place the attribute mapping extension in the attribute certificates that it issues to its users.

If the remote SOA issues an attribute mapping policy attribute certificate, this should contain:
— aholder and issuer name which is that of the remote SOA;
— the attributes component shall be an empty sequence;

— attributeMappings extension set to describe the attribute mappings.

NOTE — A remote SOA should not issue an attribute mapping attribute certificate in which both the holder and attributes are roles,
since thistype of attribute mapping should be issued by the local SOA only

This attribyte mapping policy attribute certificate needs to be made available to the local PDPs at decision.tinje. This can
be done by either storing the policy attribute certificate in the directory entry of the remote SOA and giving the|local PDPs
read accesd to it (the pull model) or by including the policy attribute certificate in the set of attribute-certificatds presented
by the remgte user when accessing the local resource (the push model).

16.7 AML privilege information attribute

The specification of privileges is generally an application-specific issue that is outside the scope of this Specification.
While this pttribute does not define any specific privilege information, it provides\a tontainer attribute in which XML-
encoded prjvileges can be conveyed in attribute certificates.

xmlPrivilegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege information
ID id-at-xMLPrivilegeInfo }

The XML gchema for the role attribute type can be defined eitherwith ASN.1 or with XML Schema Definitioh (XSD).
The XML ¢ontained within the uTF8string needs to be selfsidentifying.

The followjng is an ASN.1 schema defining an XML role-attribute type. It is followed by an XSD specification for the
same attribute type, and by an example XML instancg;~The example instance is a valid instance for both the JASN.1 and
the XSD sdhema instances, and can be validated by\either ASN.1 or XSD tools.

The example schema defines a role attribute withan 1D, an issuing authority and the name of the role.

CERTIFICATE-ATTRIBUTE DEFINITIONS ::=

BEGIN
Role ::=| [UNCAPITALIZED] SEQUENCE {
id [ATTRIBUTE] *XML-1ID,

authorjities SEQUENCE‘\(1..MAX) OF
authority UTE8String,
name UTF8String }

XML-ID :}= UTF8String
END

The follow|ng<XSD schema is an alternative (exactly equivalent) definition:

<schema xmlns="http://www.w3.0rg/2000/08/XMLSchema">
<element name="role">
<attribute name="id" type="ID"/>
complexType>
<sequence>
<element name="authorities">
<complexType>
<sequence>
<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>
</sequence>
</complexType>
</element>
<element name="name" type="string"/>
</sequence>
</complexType>
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</element>
</schema>

An example of an instance conforming to the above schema definitions, that would be a value of the xMLPrivilegeInfo
attribute type would be:

<role id="123" xmlns="http://www.example.org/certificates/attribute">
<authorities>
<authority>Fictitious Organization</authority>
</authorities>
<name>manager</name>

</role>

16.8
16.8.1

Permission attribute and matching rule

Permission attribute

This attribdte defines a general permission, which is an operation on an object, e.g., a read operation on axile

specificatig

operations pnd objects are case sensitive.

permissipn ATTRIBUTE ::= ({
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch

object. The

n of values for the operations or objects is outside the scope of this Specification. Note that,the nafnes of both

iDp id-at-permission }
DualStripgSyntax ::= SEQUENCE {
operatjon [0] UnboundedDirectoryString,
object [1] UnboundedDirectoryString,
}
An attribute of the permission attribute type is intended to be uséd)to populate the attributes compgnent of an

attribute ceftificate and is not intended for storing as an attribute of adirectory entry.

16.8.2

Dual string matching rule

The dualsitringMatch matching rule is a case sensitivexmatching rule and is defined as follows:

dualStripgMatch MATCHING-RULE ::= {
SYNTAX| DualStringSyntax

ID

The duals

id-mr-dualStringMatch }

strings and|an attribute value of type DualstringSyntax, in which the first presented string is the operat
second pregented string is the object.

17

Attribute certificate and attribute certificate revocation list extensions

The follow|ng certificate extensions may be included in certificates for the purposes of privilege management.
the definitipn of the.extensions themselves, the rules for certificate types in which the extension may be pres

provided.

tringMatch matching rule performs a case sensitive comparison for equality between a pair of presented

on and the

Along with
Ent are also

With the exception of the SOA identifier extension, any of the extensions that may be included in a public-ke
shall only be included if that public-key certificate is one that assigns privilege to its subject (i.e., the
subjectDirectoryAttributes extension shall be present). If any of these extensions is present in a public-key
certificate, that extension applies to all privileges present in the subjectDirectoryAttributes extension.

certificate

Revocation lists used to publish revocation notices for attribute certificates may contain any CRL or CRL entry extension
as defined for use in CRLs in Section 2 of this Specification. There are also public-key certificate extensions that are
applicable for attribute certificates. How such extensions are to be included in attribute certificates and ACRLs, is specified
in this clause.

This clause specifies extensions in the following areas:

a) Basic privilege management: These certificate extensions convey information relevant to the assertion of a

privilege.

b) Privilege revocation: These certificate extensions convey information regarding the location of revocation

status information.
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c) Source of authority (SOA): These certificate extensions relate to the trusted source of privilege assignment
by a verifier for a given resource.

d) Roles: These certificate extensions convey information regarding the location of related role specification
certificates.

e) Delegation: These certificate extensions allow constraints to be set on the subsequent delegation of assigned
privileges.

f)  Recognition of authority: These certificate extensions allow PMIs to be federated together.
17.1 Basic privilege management extensions

17.1.1 Requirements

The following requirements relate to basic privilege management:

Issuers need to be able to target attribute certificates to specific servers/services.

c) It may be necessary for issuers to convey information intended for display to privilege assefters and/or
privilege verifiers using the certificate.

d) Issuers may need to be able to place constraints on the privilege policies with which the assigngd privilege
can be used.

e) Issuers may need to be able to issue an attribute certificate that can only be_ asserted once withinits lifetime.
f] Issuers may need to be able to issue privilege attributes to a group of.entities that share a commqn property.
17.1.2  Hasic privilege management extension

The follow|ng extensions are defined:

a) Time specification;

b) Targeting information;

c) User notice;

d) Acceptable privilege policies;

e) Indirect issuer;

f]  Single use;

g) Group attribute certificate.
17.1.2.1 T|ime specification extension

17.1.2.1.1 [Time specification extension definition

The time specification extension ¢an be used by an AA to restrict the specific periods of time during which the privilege,
assigned in|the certificate containing this extension, can be asserted by the privilege holder. For example, an AA may issue
a certificat¢ assigning privileges which can only be asserted between Monday and Friday and between the hqurs of 9:00
a.m. and 5:p0 p.m.. Anather example, in the case of delegation, might be a manager delegating the signing adthority to a
subordinatg for the time that the manager will be away on vacation.

This extendionris.defined as follows:

timeSpeciTication EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

This extension may be present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. This extension shall not
be included in public-key certificates that contain the soAIdentifier extension or in attribute certificates issued to
entities acting as AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity acting as an AA, it applies only to that entity's
assertion of the privileges contained in the attribute certificate. It does not impact the time period during which the AA is
able to issue attribute certificates.

Because this extension is effectively specifying a refinement on the validity period of the certificate that contains it, this
extension shall be flagged as critical (i.e., the issuer, by including this extension, is explicitly defining the privilege
assignment to be invalid outside the time specified).
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If this extension is present, but not understood by the privilege verifier, the certificate shall be considered invalid.

17.1.2.1.2 Time specification matching rule

The time specification matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

timeSpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
D id-mr-timeSpecMatch }

This matching rule returns TRUE if the attribute/public-key certificate as stored in a directory contains the
timeSpecification extension and if components that are present in the presented value match the corresponding
components of the stored attribute/public-key certificate timeSpecification extension.

17.1.2.2 Targeting information extension

The targeting information extension enables the targeting of an attribute certificate to a specific set of servers/services. An
attribute ceftificate that contains this extension should only be usable at the specified servers/services.

This extendion is defined as follows.

targetingInformation EXTENSION ::= ({
SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetingInformation }

Targets [ := SEQUENCE SIZE (1..MAX) OF Target
Target :f= CHOICE {
targetName [0] GeneralName,

targetGroup [1l] GeneralName,
targetCert [2] TargetCert,
}

TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }

The Targeit data type has the following three alternatives:

a) The targetName alternative shall provide the name of target servers/services for which the| containing
attribute certificate is targeted.

b) The targetGroup alternative shall provide the name of a target group for which the containipg attribute
certificate is targeted. How the membership of a target within a targetGroup is determined is|outside the
scope of this Specifigation.

c) The targetcCert alternative shall identify target servers/services by reference to their certificate.
This extendion may be present in attribute certificates issued by AAs, including SOAs, to entities that may act ps privilege

asserters, including other.AAs and end entities. This extension shall not be included in public-key certificates onin attribute
certificates|issued to(AAs that may not also act as privilege asserters.

If this exterjsion(is present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's assertion
of the privilegeScontained in the attribute certificate. It does not impact the AA ability to issue certificates.

This extension shall always be flagged as critical.

If this extension is present, but the privilege verifier is not among those specified, the attribute certificate should be
considered invalid.

If this extension is not present, then the attribute certificate is not targeted and may be accepted by any server.

17.1.2.3 User notice extension

The user notice extension enables an AA to include a notice that should be displayed to the holder, when asserting their
privilege, and/or to a privilege verifier when making use of the attribute certificate containing this extension.

This extension is defined as follows:

userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
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IDENTIFIED BY id-ce-userNotice }

This extension may be present in attribute certificates or in public-key certificates with the
subjectDirectoryAttributes extension issued to entities that may act as privilege asserters. This extension shall not
be included in public-key certificates that contain the soaIdentifier extension or in attribute certificates issued to
entities acting as AAs that may not also act as privilege asserters.

If this extension is present in a certificate issued to an entity that is an AA, it applies only to that entity's assertion of the
privileges contained in the certificate. It does not impact the AA ability to issue attribute certificates.

This extension may, at the option of the certificate issuer, be either flagged as critical or as non-critical.

If this extension is flagged as critical, the user notices shall be displayed to a privilege verifier each time a privilege is
asserted. If the privilege asserter supplies the attribute certificate to the privilege verifier (i.e., the privilege verifier does
not retrieve it directly from a repository), the user notices shall also be displayed to the privilege asserter.

If this exte
regardless ¢f whether or not the user notices were displayed to the privilege asserter and/or privilege verifief,

The UserNotice data type is defined in IETF RFC 5280 and provided here for easy reference:

UserNotig¢e ::= SEQUENCE ({
noticeRef NoticeReference OPTIONAL,
explicitText DisplayText OPTIONAL }

NoticeReference ::= SEQUENCE {
organigation DisplayText,
noticefNumbers SEQUENCE OF INTEGER }

DisplayText ::= CHOICE {
visibleString VisibleString(SIZE (1..200)),
bmpString BMPString (SIZE (1..200)),
utf8String UTF8String (SIZE (1..200)) }

17.1.2.4 Acceptable privilege policies extension

The acceptable privilege policies extension is used to censtrain the assertion of the assigned privileges forfuse with a
specific set|of privilege policies.

This extendion is defined as follows:

acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1l..MAX) OF PrivilegePolicy

This extgnsion may be- present in attribute certificates or in public-key certificates |with the
subjectDjrectoryAttribites extension issued to entities that may act as privilege asserters. If this gxtension is
contained ip a public-key certificate it relates only to the subject's ability to act as a privilege asserter for th¢ privileges
contained ip the subjectDirectoryAttributes extension.

If present, this extension shall be flagged as critical.

If this extepsion is present and the privilege verifier understands it, the privilege verifier shall ensure that the privilege
policy that these privileges are being compared to is one of those identified in this extension.

If this extension is present, but not understood by the privilege verifier, the certificate shall be considered invalid.

17.1.2.5 Single use extension

In some scenarios, an AA may wish to issue an attribute certificate that can only be asserted once to a privilege verifier
within the lifetime of the attribute certificate. The singleUse extension is defined as follows:

singleUse EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-singleUse }

This extension may be present in end-entity attribute certificates issued by AAs and SOAs. This extension shall not be
included in public-key certificates or in attribute certificates issued to AAs.
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This extension shall always be flagged as critical.

Any privilege verifier that accepts a singleUse attribute certificate should keep a record of at least the issuer and serial
number of the attribute certificate, until after the expiry date of the attribute certificate in order to ensure that the holder
cannot use the attribute certificate again. Ideally, all privilege verifiers for which the attribute certificate is valid should
have a coordination capability to ensure that the holder is not able to use the singleUse certificate with multiple privilege
verifiers. Alternatively, the issuer of the singleUse attribute certificate should include a targetingInformation
extension in the attribute certificate to limit the privilege verifier at which the attribute certificate is valid.

17.1.2.6 Group attribute certificate extension

In some scenarios it might be required for an AA to issue an attribute certificate to a group of entities that share a common
property, for example, a set of web servers or a team of people, rather than to a single entity. Each group attribute certificate
may be flagged as such by adding the group attribute certificate extension into the attribute certificate.

groupAC EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-groupAC }

This extengion may be flagged as critical or as non-critical. This extension shall only be added to end-entity attribute
certificates| and not to AA attribute certificates or to public-key certificates.

17.1.2.7 Authority key identifier extension

17.2 Hrivilege revocation extensions

17.2.1  Requirements

The follow|ng requirements relate to the revocation of attribute certificates:

a) Inorder to control CRL sizes, it may be necessary to assign subsets of the set of all certificategs issued by
one AA to different CRLs.

b) Attribute certificate issuers need to be able to indicate, in an attribute certificate, that no|revocation
information is available for that certificate.

17.2.2  Hrivilege revocation extensions

The follow|ng extensions are defined or referenced:
a) CRL distribution points;
b) No revocation information.

17.2.2.1 Use of CRL distribution points extension

The CRL distribution points extension is defined in clause 9.6.2.1 for use in public-key certificates. This extension may
also be indluded in an attribute~certificate. It may be present in attribute certificates issued to entities acting as AAs,
including JOAs, as well as attribUte certificates issued to entities acting ad PMI end entities.

If present i an attribute-certificate, a privilege verifier shall process this extension in exactly the same manner gs described
for a relying party in~Clause 9.6.2.1 for public-key certificates by substituting public-key certificate, CA ahd CRL by
attribute ceytificate,»AA and ACRL, respectively.

17.2.2.2 AASissuing distribution point extension

This ACRL extension identifies the ACRL distribution point for attribute certificates for this particular ACRL, and
indicates if the ACRL is indirect or if it is limited to covering only a subset of the revocation information. The limitation
may be based on a subset of the attribute certificate population or on a subset of revocation reasons. The ACRL is signed
by the ACRL issuer's private key — ACRL distribution points do not have their own key pairs. However, for an ACRL
distributed via a directory, the ACRL is stored in the entry of the CRL distribution point, which may not be the directory
entry of the ACRL issuer. If the issuing distribution point extension, the AA issuing distribution point extension, and the
CRL scope extension are all absent, the ACRL shall contain entries for all revoked unexpired attribute certificates issued
by the ACRL issuer.

After an attribute certificate appears on an ACRL, it may be deleted from a subsequent ACRL after the attribute certificate's
expiry.

This extension is defined as follows:

aAissuingDistributionPoint EXTENSION ::= {
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SYNTAX
IDENTIFIED BY

AATIssuingDistPointSyntax
id-ce-aAissuingDistributionPoint }

AAIssuingDistPointSyntax ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
containsAACerts [4] BOOLEAN DEFAULT TRUE,
containsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE,
}

The distributionPoint component contains the name of the distribution point in one or more name forms. If
onlySomeReasons is present, the ACRL only contains revocations for attribute certificates for the identified reason or
reasons; otherwise, the ACRL contains revocations for all reasons.

R R ha ACR n a [TaYaliala Ta

uer of the ACRL. The particular AA responsible for each entry is as indicated by the certificaté issuer ACRL
Sion in that entry or in accordance with the defaulting rules described in clause 17.2.2.3. In such an [ACRL, it is
ibility of the ACRL issuer to ensure that the ACRL is complete in that it contains all' frevocatjon entries,

with containsUserAttributeCerts, containsAACerts, containsSOAPublicKeyC and
Reasons indicators, from all AAs that identify this ACRL issuer in their attribute cestificates.

If indireg om AAs other
than the iss
entry exten
the respong
consistent

onlySomel

rts

If containsUserAttributeCerts iS TRUE, the ACRL contains revocations for end-entity attribute ceftificates. If

containsi

AAs.

If contain
that is an §
extension).
distributed
identified,
certificate {

This extens
that the A(
extensions

AACerts IS TRUE, the ACRL contains revocations for attribute certificates isstied to subjects that are

|sSOAPublicKeyCerts is TRUE, the ACRL contains revocations forpublic-key certificates issued
OA for the purposes of privilege management (i.e., attribute certificates that contain the SOAIg
For ACRLs distributed via a directory, the following rules apply. If the ACRL is a dACRL,
via the deltaRevocationList attribute of the associated<distribution point or, if no distribut
Via an attribute of type aDeltaRevocationList Of the ACRL issuer entry, regardless of the
ypes covered by the ACRL. Unless the ACRL is a dACRL:

an ACRL that does not contain an issuingDistributionPoint extension which
containsAACerts and/or containsSOAPublicKeyCerts Set to TRUE shall be distribu
attributeAuthorityRevocationLigt attribute of the associated distribution point or, if no
point is identified, via the attribute&uthorityRevocationList attribute of the CRL issug

an ACRL that does not gontain an issuingDistributionPoint extension
containsUserAttributeCerts Set to TRUE (with or without containsAACer
containsSOAPublicKeyCerts also set) shall be distributed
attributeCertificateRevocationList attribute of the associated distribution point
distribution point is idéntified, via the attributeCertificateRevocationList attribute o

issuer entry;

an ACRL whichycontains an issuingDistributionPoint extension shall be distributed as
clause 9.6.2:2.

on shall always be flagged as critical. A privilege verifier that does not understand this extension car
RL contains a complete list of revoked certificates of the identified authority. CRLS not contair
shall. contain all current CRL entries for the issuing authority, including entries for all revoked

certificates

themselves

to an entity
lentifier
it shall be
on point is
settings for

has only
ed via the
Histribution
r entry;

vhich  has
ts and/or
ia the
or, if no
the ACRL

bpecified in

not assume
ing critical
end-entity

and.authority certificates.

NOTE — The means by which revocation information is communicated by authorities to ACRL issuers is beyond the scope of this

Specification.

If an authority publishes a ACRL with the containsAACerts component set to TRUE and the
containsUserAttributeCerts not set to TRUE, then the authority shall ensure that all AA certificates covered by this
CRL contain the basicAttConstraints extension.

If an authority publishes an ACRL with contains soAPublicKeyCerts Set to TRUE, then the authority shall ensure that
all SOA certificates covered by this ACRL contain the SoaAIdentifier extension.

17.2.2.3 Use of certificate issuer extension

The certificate issuer extension is defined in clause 9.6.2.3 for use in indirect CRLs. This extension may also be included
in indirect ACRLs.
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The procedure in clause 9.6.2.3 applies by replacing issuing distribution point extension, CRL and CA with AA issuing
distribution point extension, ACRL and AA, respectively.

17.2.2.4 Use of delta CRL indicator extension

The delta CRL indicator extension is defined in clause 9.6.2.4 for use in a dCRL to an CRL and may also be used in a
dACRL to an ACRL.

The procedure specified in clause 9.6.2.4 shall be followed by replacing public-key certificate, CA, CRL and dCRL with
attribute certificate, AA, ACRL and dACRL, respectively.

17.2.2.5 Use of base update extension

This extension shall be used as specified in clause 9.6.2.5 by replacing dCRLs with dACRLSs.
17.2.2.6 Use of freshest CRL extension

The £reshlest CRL extension is defined in clause 9.6.2.6 for use in a dCRL. It may also be used for a dJACRL.

The procedpre specified in clause 9.6.2.6 shall be followed by replacing public-key certificate, CA, CRL,'d€RLJand relying
party with|attribute certificate, AA, ACRL, dACRL and privilege verifier, respectively.

17.2.2.7 No revocation information available extension

In some environments (e.g., where attribute certificates are issued with very short validityperiods), there mpy not be a
need to reMoke attribute certificates. An AA may use this extension to indicate that revogation status informption is not
provided fqr this attribute certificate. This extension is defined as follows:

noRevAvajl EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noRevAvail }

This extengion may be present in attribute certificates issued by AAs, including SOAs, to entities acting as PMI ¢nd entities.
This extendion shall not be included in public-key certificates or in attribute certificates issued to AAs.

This extengion shall always be flagged as non-critical.

If this extemsion is present in an attribute certificate, a privilege verifier need not seek revocation status informgtion.

17.3 Source of authority extensions

17.3.1 Hequirements

The follow|ng requirements relate to SOAS:
a) Insome environments.there is a need for tight control by a CA, of the entities that can act as SQAs.

b) There is a need tomake the valid syntax definitions and domination rules for privilege attributgs available
by the responsible SOAs.

17.3.2  YOA extensions

The follow|ng extensions are defined:
a) SOA identifier;

b|) Attribute descriptor.

17.3.2.1 SOA identifier extension

17.3.2.1.1 SOA identifier extension definition

This extension may only be present in a public-key certificate issued to an SOA. It shall not be included in attribute
certificates or public-key certificates issued to other AAs.

The SOA identifier extension indicates that the public-key certificate subject may act as an SOA for the purposes of
privilege management. As such, the public-key certificate subject may define attributes that assign privilege, issue attribute
descriptor certificates for those attributes and use the private key corresponding to the certified public key to issue attribute
certificates that assign privileges to holders. If the public key certificate is a CA certificate, the subject of that CA certificate
may also issue public-key certificates with a subjectDirectoryAttributes extension containing the privileges.
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In some environments, this extension is not required and other mechanisms may be used to determine the entities that may
act as SOAs. This extension is required only in environments where tight centralized control by a CA is required to manage
the entities that act as SOAs.

This extension is defined as follows:

sOAIdentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-sOAIdentifier }

If this extension is not present in a certificate, the subject/holder ability to act as an SOA shall be determined by other
means.

Cross-certification applies only to public-key certificates and not to attribute certificates. Therefore, a cross-certificate
issued to the CA that is the issuer of a certificate containing the SOA identifier extension does not provide transitive trust
to the SOA identified in this extension.

This extendion shall always be flagged as non-critical.

17.3.2.1.2 [SOA identifier matching rule

The SOA iglentifier matching rule compares a presented value with an attribute value of type Certificate.

sOAIdentifierMatch MATCHING-RULE ::= {
SYNTAX| NULL
ID id-mr-sOAIdentifierMatch }

This matchjng rule returns TRUE if the stored public-key certificate contains a soaTdentifier extension.
17.3.2.2 Attribute descriptor extension

17.3.2.2.1 |Attribute descriptor extension definition

The definitjon of a privilege attribute, and the domination rules govérning the subsequent delegation of that pfivilege, are
needed by privilege verifiers to ensure that authorization is done ¢arrectly. These definitions and rules may be provided to
privilege vérifiers in a variety of ways outside the scope of this.Specification (e.g., they may be locally configured at the
privilege vgrifier).

This extendion provides one mechanism that can be usegiby an SOA to make privilege attribute definitions and associated
domination rules available to privilege verifiers. An @ttribute certificate that contains this extension is called pn attribute
descriptor |certificate and is a special type “of attribute certificate. Although syntactically identical to an
AttributéCertificate, an attribute descripter certificate:

- contains an empty SEQUENCEJIN its attributes component;
is a self-issued certificate-(i.e., the issuer and holder are the same entity); and

includes the attribute descriptor extension.

This extendion is defined as follows:

attributeDescriptor \EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY.“{id-ce-attributeDescriptor} }

AttributeDescriptorSyntax ::= SEQUENCE {
identifier AttributeIdentifier
attributeSyntax OCTET STRING(SIZE (1..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicylIdentifier,
}
Attributeldentifier ::= ATTRIBUTE. &id({AttributeIDs})
AttributeIDs ATTRIBUTE ::= {...}
AttributeName ::= UTF8String(SIZE (1..MAX))
AttributeDescription ::= UTF8String(SIZE (1..MAX))
PrivilegePolicyIdentifier ::= SEQUENCE {

privilegePolicy PrivilegePolicy,
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privPolSyntax InfoSyntax,

}

The identifier component of a value of the attributeDescriptor extension is the object identifier identifying the
attribute type.

The attributeSyntax component contains the ASN.1 definition of the attribute's syntax. Such an ASN.1 definition shall
be given as specified for the information component of the Matching Rules operational attribute defined in Rec. ITU-
T X.501 | ISO/IEC 9594-2.

The name component optionally contains a user-friendly name by which the attribute may be recognized.

The description component optionally contains a user-friendly description of the attribute.

The dominationRule component specifies, for the attribute, what it means for a delegated privilege to be "less than" the

correspond

This extens
certificates

This extens

ing privilege held by the delegator.

The privilegePolicy COmMponent identifies the instance of privifege poticy that contains the
object identifier.

The privPolSyntax component contains either the privilege policy itself or a pointerto-a loc
it can be located. If a pointer is included, an optional hash of the privilege policy can also be
allow an integrity check on the referenced privilege policy.

ion may only be present in attribute descriptor certificates. This extension shalhhot be present in
or in attribute certificates other than self-issued certificates of SOAs.

ion shall always be flagged as non-critical.

The attribute descriptor certificate, created by the SOA at the time of creatior/definition of the correspondi
type, is a [means by which the universal constraint of delegating "down" ‘can be understood and enfo
infrastructyre. In a directory, attribute certificates that contain this extension would be stor
attributeDescriptorCertificate attribute of the SOA's directory entry.
17.3.2.2.2 |Attribute descriptor matching rule
The attribyte descriptor matching rule compares for equality a presented value with an attribute val
AttributeCertificate.
attDescrjiptor MATCHING-RULE ::= ({

SYNTAX| AttributeDescriptorSyntax

iD id-mr-attDescriptorMatch }
This matchjing rule returns TRUE if the stored.value contains the attributeDescriptor extension and if

that are pre

17.4 R

1741 R

The follow|

sent in the presented value match the corresponding components of the stored value.

ole extensions

equirements

ng requirementrelates to roles:

rotespecification certificate that contains the specific privileges assigned to the role itself.

1742 R

Fules, by its

htion where
included to

public-key

Ng attribute
ced in the
d in the

e of type

omponents

If a certificate is a role assignment certificate, a privilege verifier needs to be able to locate the cofresponding

ole‘éxtensions

The following extension is defined:

Role specification certificate identifier.

17.4.2.1 Role specification certificate identifier extension

174211

Role specification certificate identifier extension definition

This extension may be used by an AA as a pointer to a role specification certificate that contains the assignment of
privileges to a role. It may be present in a role assignment certificate (i.e., a certificate that contains the role attribute).

A privilege verifier, when dealing with a role assignment certificate, needs to obtain the set of privileges of that role in
order to determine whether to pass or fail the verification. If the privileges were assigned to the role in a role specification
certificate, this extension may be used to locate that certificate.
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This extension is defined as follows:

roleSpecCertIdentifier EXTENSION ::= {

SYNTAX

RoleSpecCertlIdentifierSyntax

IDENTIFIED BY {id-ce-roleSpecCertIdentifier} }

RoleSpecCertIdentifierSyntax ::=
SEQUENCE SIZE (1..MAX) OF RoleSpecCertlIdentifier

RoleSpecCertIdentifier ::= SEQUENCE {
roleName [0] GeneralName,
roleCertIssuer [1] GeneralName,
roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL,

The roleC

The roled
privileges

certificates
replaced by
it is undesi
assigned to

rtIssuer identifies the AA that issued the referenced role specification certificate.

rtSerialNumber, if present, contains the serial number of the role specification certificate. Not
ssigned to the role itself change, then a new role specification certificate would ©g"issued to th
that contain this extension, including the roleCertSerialNumber companent, would then

certificates that referenced the new serial number. Although this behaviour isrequired in some en
able in many others. Typically, this component would be absent, enabling @automatic updating of th
the role itself, without impacting the role assignment certificates.

The roleCertLocator, if present, contains information that can be used to locate the role specification certi

This extens
by AAs, in
that contair

If present, 1

ion may be present in role assignment certificates that are attribute certificates or public-key certifi
luding SOAs, to other AAs or to end-entity privilege holders=This extension shall not be included in
the SOA identifier extension.

his extension can be used by a privilege verifier to locate the role specification certificate.

If this extension is not present, either:

a
b

This extens

174212

The role sp
of type At{

roleSpec
SYNTAX
ID

other means will be used to locate the rolg specification certificate; or

mechanisms other than a role specification certificate were used to assign privileges to the rol
privileges may be locally configured at the privilege verifier).

ion shall always be flagged as non-critical.

Role specification certificate/ID matching rule

RoleSpecCertIdentifierSyntax
id-mrtroleSpecCertIdMatch }

b that if the
 role. Any
need to be
ironments,
P privileges

icate.

ates issued
certificates

P (e.g., role

ecification certificate identifier matching rule compares for equality a presented value with an atttfibute value
ributeCertificate.
CertIdMatch. MATCHING-RULE ::= {

ion and if

This matching (rule returns TRUE if the stored value contains the roleSpecCertIdentifier exten
componentp thatrare present in the presented value match the corresponding components of the stored value.

175 Delegation extensions

17.5.1 Requirements

The following requirements relate to the delegation of privileges:

a) End-entity privilege certificates need to be distinguishable from AA certificates, to protect against end-
entities establishing themselves as AAs without authorization. It also needs to be possible for an AA to limit
the length of a subsequent delegation path.

b) An AA needs to be able to specify the appropriate name space within which the delegation of privilege can
occur. Adherence to these constraints needs to be checkable by the privilege verifier.

c) An AA needs to be able to specify the acceptable certificate policies that privilege asserters further down a
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delegation path shall use to authenticate themselves when asserting a privilege delegation by this AA.
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d) A privilege verifier needs to be able to locate the corresponding attribute certificate for an issuer to ensure
that the issuer had sufficient privilege to delegate the privilege in the current certificate.

e) There is a requirement for an independent Delegation Service (DS) to issue certificates that delegate
privileges, whilst the DS server cannot itself act as a claimant for those privileges.

f)  Anindependent Delegation Service may wish to insert the name of the authority that requested the privilege
assertion to be issued.

17.5.2  Delegation extensions

The following extensions are defined:
a) basic attribute constraints;
b) delegated name constraints;
c) acceptable certificate policies;
d) authority attribute identifier;

e) indirect issuer;
f] issued on behalf of; and
g) no assertion.

17.5.2.1 Hasic attribute constraints extension

17.5.2.1.1 [Basic attribute constraints extension definition

This extengion indicates whether the subsequent delegation of the privileges asSigned in the certificate confaining this
extension i$ permitted. If so, a delegation path length constraint may also be specified.

This extendion is defined as follows:

basicAttfonstraints EXTENSION ::= {
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints} }

BasicAttfonstraintsSyntax ::= SEQUENCE ({
authorjty BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER(0..MAX) OPTIONAL,

}

The authority component indicates whetherornot the holder is authorized to further delegate privilege. If guthority
is TRUE th¢ holder is also an AA and is authorized to further delegate privilege, dependent on relevant copstraints. If
authority is FALSE, the holder is an end entity and is not authorized to delegate the privilege.

The pathLenConstraint component is meaningful only if authority is set to TRUE. It gives the maximun} number of
AA certifigates that may follow.this certificate in a delegation path. Value 0 indicates that the holder/suldject of this
certificate nay issue certificates-only to end entities and not to AAs. If no pathLenConstraint component appears in
any certifigate of a delegationpath, there is no limit to the allowed length of the delegation path. Note that th¢ constraint
takes effect beginning with'the next certificate in the path. The constraint controls the number of AA certificales between
the AA certificate containing the constraint and end-entity certificate. The constraint restricts the length of the|segment of
the delegat{on path-between the certificate containing this extension and the end-entity certificate. It has no injpact on the
number of AAcertificates in the delegation path between the SOA/trust anchor and the certificate containing thig extension.
Therefore, thellength of a complete delegation path may exceed the maximum length of the segment constrained by this
extension. The constraint controls the number of AA certificates between the AA certificate containing the constraint and
the end-entity certificate. Therefore, the total length of this segment of the path may exceed the value of the constraint by
as many as two certificates. (This includes the certificates at the two endpoints of the segment plus the AA certificates
between the two endpoints that are constrained by the value of this extension.)

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to other
AAs or to end entities. This extension shall not be included in certificates that contain the SOA identifier extension.

If this extension is present in an attribute certificate, and authority is TRUE, the holder is authorized to issue subsequent
attribute certificates delegating the contained privileges to other entities, but not public-key certificates.

If this extension is present in a public-key certificate, and if the basicConstraints extension indicates that the subject
is also a CA, the subject is authorized to issue subsequent public-key certificates that delegate these privileges to other
entities, but not attribute certificates. If a path length constraint is included, the subject may only delegate within the
intersection of the constraint specified in this extension and any specified in the basicConstraints extension. If this
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extension is present in a public-key certificate but the basicConstraints extension is absent, or indicates that the subject
is an end entity, the subject is not authorized to delegate the privileges.

This extension may, at the option of the certificate issuer, be either flagged as critical or as non-critical. It is recommended
that it be flagged critical, otherwise a holder that is not authorized to be an AA may issue certificates and the privilege
verifier may unwittingly use such a certificate.

If this extension is present and is flagged as critical, then:

—  if the value of authority is not set to TRUE, then the delegated attribute shall not be used to further
delegate;

— if the value of authority is set to TRUE and pathLenConstraint is present, then the privilege verifier
shall check that the delegation path being processed is consistent with the value of pathLenConstraint.

If this extension is present, flagged as non-critical, and is not recognized by the privilege verifier, then that entity should
use other means to determine if the delegated attributes may be used to further delegate.

If this exte]\sion is not present, or if the extension is present with an empty SEQUENCE value, the holder is copstrained to
being only|an end entity and not an attribute authority and no delegation of the privileges containéd)in the attribute
certificate is permitted by the holder.

17.5.2.1.2 [Basic attribute constraints matching rule

The basic pttribute constraints matching rule compares for equality a presented value with~an attribute vajue of type
AttributeCertificate.

basicAttfonstraintsMatch MATCHING-RULE ::= {
SYNTAX| BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matchiing rule returns TRUE if the stored value contains the basigAttConstraints extension and if gomponents
that are pregent in the presented value match the corresponding companents of the stored value.

17.5.2.2 Delegated name constraints extension

17.5.2.2.1 [Delegated name constraints extension definition

The delegated name constraints extension indicates a name-space within which all holder names in subsequent]certificates
in a delegation path need to be located.

This extendion is defined as follows:

delegateqlNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This extension is processed in.the.'same manner as the nameConstraints extension for public-key certificates. If
permittediSubtrees is present, of all the attribute certificates issued by the holder AA and subsequent AAs in the
delegation | path, only these~ attribute certificates with holder names within these subtrees are acceptable. If
excluded$ubtrees ispresent, any attribute certificate issued by the holder AA or subsequent AAs in the delggation path
that has a holder name within these subtrees is unacceptable. If both permittedSubtrees and excludedSubtrees are
present and the name.Spaces overlap, the exclusion statement takes precedence.

This extendiofiym N\s, to other
AAs. This é A identifier
extension.

If this extension is present in a public-key certificate, and if the nameConstraints extension is also present, the subject
may only delegate within the intersection of the constraint specified in this extension and that specified in the
nameConstraints extension.

This extension may, at the option of the attribute certificate issuer, be either flagged as critical or as non-critical. It is
recommended that it be flagged as critical, otherwise an attribute relying party may not check that subsequent attribute
certificates in a delegation path are located in the name space intended by the issuing AA.

17.5.2.2.2 Delegated name constraints matching rule

The delegated name constraints matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.
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delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch }

This matching rule returns TRUE if the stored value contains the attributeNameConstraints extension and if
components that are present in the presented value match the corresponding components of the stored value.

17.5.2.3 Acceptable certificate policies extension

17.5.2.3.1 Acceptable certificate policies extension definition

The acceptable certificate policies extension is used, in delegation with attribute certificates, to control the acceptable
certificate policies under which the public-key certificates for subsequent holders in a delegation path need to have been
issued. By enumerating a set of policies in this extension, an AA is requiring that subsequent issuers in a delegation path
only delegate the contained privileges to holders that have public-key certificates issued under one or more of the
enumerated certificate policies. The policies listed here are not policies under which the attribute certificate was issued,
but policie§ under which acceptable public-key certificaies Tor subsequent holders need to have been I1SSued.

This extendion is defined as follows:

acceptableCertPolicies EXTENSION ::= {
SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId

CertPoli¢yId ::= OBJECT IDENTIFIER

This extengion may only be present in attribute certificates issued by AAs, including SOAs, to other AAs. This extension
shall not b¢ included in end-entity attribute certificates or in any public-keyxcertificates. In the case of delegation using
public-key ertificates, this same functionality is provided by the certificatePolicies and other related gxtensions.

If present, this extension shall be flagged as critical.

If this extension is present and the privilege verifier understands.it; the verifier shall ensure that all subsequept privilege
asserters ir] the delegation path are authenticated with a public-key certificate under one or more of the gnumerated
certificate :[olicies.

If this extension is present, but not understood by the privilege verifier, the attribute certificate shall be considgred invalid.

17.5.2.3.2 |Acceptable certificate policies matching rule

The acceptpble certificate policies matching.rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

acceptableCertPoliciesMatch ‘MATCHING-RULE ::= {
SYNTAX| AcceptableCertPoliciesSyntax
iD id-mr-acceptableCertPoliciesMatch }

This matching rule returns .TRUE if the stored value contains the acceptableCertPolicies extengion and if
componentp that are present in the presented value match the corresponding components of the stored value.

17.5.2.4 Authority:attribute identifier extension

17.5.2.4.1 |Authority attribute identifier extension definition

In privilege delegation, an AA that delegates privileges shall itself have at least the same privilege and the authority to
delegate that privilege. An AA that is delegating privilege to another AA or to an end entity may place this extension in
the AA or end-entity certificate that it issues. The extension is a back pointer to the certificate in which the issuer of the
certificate containing the extension was assigned its corresponding privilege. The extension can be used by a privilege
verifier to ensure that the issuing AA had sufficient privilege to be able to delegate to the holder of the certificate containing
this extension.

This extension is defined as follows:
authorityAttributeldentifier EXTENSION ::= {
SYNTAX AuthorityAttributeldentifierSyntax
IDENTIFIED BY {id-ce-authorityAttributeldentifier} }

AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttId
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AuthAttId ::= IssuerSerial

A certificate that contains this extension may include the delegation of multiple privileges to the certificate holder. If the
assignment of those privileges to the AA that issued this certificate was done in more than one certificate, then this
extension would include more than one pointer.

This extension may be present in attribute certificates or public-key certificates issued by AAs to other AAs or to end-
entity privilege holders. This extension shall not be included in certificates issued by an SOA or in public-key certificates
that contain the SOA identifier extension.

This extension shall always be flagged as non-critical.

17.5.2.4.2 AA identifier matching rule

The authority attribute identifier matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

authAttI@iMatch MATCHING-RULE ::= {
SYNTAX| AuthorityAttributeIdentifierSyntax
ID id-mr-authAttIdMatch }

This matchiing rule returns TRUE if the stored value contains the authorityAttributeIdentifier extefsion and if
componentp that are present in the presented value match the corresponding components of the-stered value.

17.5.2.5 Ipdirect issuer extension

In some enyironments, privilege may be delegated indirectly. In such cases, the delegator requests that a DS sefver issue a
certificate Ielegating privilege on their behalf to another entity. The indirect issuer-extension is used in either an attribute
certificate ¢r a public-key certificate issued to a DS server by an SOA. Presencg-0f this extension means that|the subject
AA (the D$ server) is authorized by that SOA to act as a proxy and issue certifiCates that delegate privilege, gn behalf of
other delegptors.

indirectIssuer EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-indirectIssuer }

This extendion shall always be flagged as non-critical.
17.5.2.6 I$sued on behalf of extension

This extengjion is inserted into an attribute certificate\by an indirect issuer (DS server). It indicates the AA that hgs requested
the DS seryer to issue the attribute certificate, and allows the delegation chain to be constructed and validated.

issuedOnBehalfOf EXTENSION : :=.{
SYNTAX GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

The GeneTlName is the name/of the AA who has asked the indirect issuer (DS server) to issue this attribute gertificate.

The issuer ¢f this attribute certificate must have been granted the privilege to issue ACs on behalf of other AAs py an SOA,
through thg IndirectIssuer extension in its attribute certificate.

This extengion may-be-flagged as critical or as non-critical as necessary to ensure delegation path validation.

17.5.2.7 Nodssertion extension

If present, tNiS extension indicates that the atribute certiticate NOIJer cannot assert the privileges indicated in the attributes
of the attribute certificate. This extension can only be inserted into AA attribute certificates, and not into end-entity attribute
certificates. If present, this extension shall always be flagged as critical.

noAssertion EXTENSION ::= {

SYNTAX NULL
IDENTIFIED BY id-ce-noAssertion }
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17.6.1 Requirements
The following requirements relate to recognition of authority:
a) the local SOA may wish to specify how attributes assigned in a remote domain are mapped into roles known
to relying parties in the local domain;
b) the local SOA may want to constrain which privilege attributes a remote SOA is trusted to assign to which
entities;
c) the local SOA may need to be able to constrain the name forms and name spaces within which a remote

SOA can assign privilege attributes to users.

17.6.2 ROA extensions

The follow

ng extensions are defined:

a
b
c

176.2.1 A

This extens

allowedA
SYNTAX
IDENTI]

AllowedA
attrib
attr
attr

holder
}

Each allow
defines the

a well-defiped hierarchical structure may be usedsfor the holder domain. The value that is specified for the holl

forms the s

All the allg
certificate.
not trusted
constraints
constraints

If this extemsion is present; it shall be flagged as critical.

17.6.2.2 A

This extens

Allowed attribute assignments;
Attribute mappings;
Holder name constraints.

llowed attribute assignments extension

ion says which privilege attributes a remote domain SOA is trusted to issue t0'whom.

FtributeAssignments EXTENSION ::= {
AllowedAttributeAssignments
FIED BY id-ce-allowedAttributeAssignments }

FtributeAssignments ::= SET OF SEQUENCE {

htes [0] SET OF CHOICE {

LbuteType [0] AttributeType,

lbuteTypeandValues [1] Attribute{{SuppoxtedAttributes}},

4

Domain [1] GeneralName,

ed attribute assignment comprises a set of;attribute types and/or values, together with the name s

Liperior node of a subtree within which all the holder names must fall.

wed attributes specified in thisiextension should also be specified in the attributes component of t
f an attribute is specified inthis extension, but it is not in the attributes component, then it is ignor
. If an attribute is in theattributes component, but not in this extension, then it is trusted and hag
on the holders to which it can be issued (other than that which might optionally be specified i
extension).

ttributexmappings extension

ior says how the attributes in the remote, trusted domain map into attributes in the local domain.

pace which

holder domain. Of the name forms available through the GeneralName type, only those name forms that have

der domain

he attribute
pd (i.e., itis
no further
N the name

attributeMappings EXTENSION ::= ({

SYNTAX

AttributeMappings

IDENTIFIED BY id-ce-attributeMappings }

AttributeMappings ::= SET OF CHOICE ({
typeMappings [0] SEQUENCE {
local [0] AttributeType,
remote [1] AttributeType,

b,

typeValueMappings [1] SEQUENCE ({

local [0] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue,
}}

An attribute mapping can be at the type or value level.
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When attribute mapping is at the attribute value level, each attribute value in the remote domain is mapped into an
equivalent attribute value in the local domain.

NOTE 1 — Attribute value mappings may have a many-to-many relationship.

When attribute mapping is at the attribute type level, all the values assigned in the remote domain must already be
understood by, and have an equal value in, the local domain.

NOTE 2 — This attribute mapping is a one-to-one mapping.

17.6.2.3 Holder name constraints extension

This extension constrains the name forms and name spaces in which a subordinate AA or a remote SOA and its subordinate
AAs can issue attribute certificates.

This extension indicates that constraints are being placed on the name forms and name spaces of all name forms in attribute
certificates issued by this AA and all subsequent AAs in the attribute certificate chain. If this extension is absent from all
attribute certifi i i ifi i i in the attribute
certificate ghain. If this extension is present in an attribute certificate, then constraints are automatically placed ¢n the name
spaces of eyery name form in the attribute certificate chain from this point onwards, regardless of whether thefname form
is explicitly included in the extension or not, i.e., the default constraint on each name form excludes the entire fame space.

NOTE -{ Because there can be an unbounded set of registeredID name forms, then it is not possible fortnew name|forms to be

unconstrined once this extension is present, without the name form being explicitly included in this’extension vig a permitted
subtree.

This extendion is defined as follows:

holderNapeConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }

HolderNapeConstraintsSyntax ::= SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees,
excludedSubtrees [1] GeneralSubtrees OPTIONAL{

}
GeneralSybtrees ::= SEQUENCE SIZE (l1..MAX) OFE~GeneralSubtree
GeneralSubtree ::= SEQUENCE {
base GeneralName,
minim [0] BaseDistance DEFAULT 09
maxim [1] BaseDistance OPTIONAL,
}
BaseDistance ::= INTEGER (0. .MAX)

The permilttedSubtrees and excludedSubtrees components each specify one or more naming subtreds of one or
more name[forms. Each subtree is.defined by the name of the root of the subtree, i.e., the base component, and] optionally,
within that subtree, an area thatis’bounded by upper and/or lower levels.

An empty distinguished.name sequence is equivalent to a wildcard and means that all DNs fall within the subtfee.

The minimum component specifies the upper bound of the area within the subtree. All names whose final namejcomponent
is above the level specified are not contained within the area. A value of minimum equal to zero (the default) ¢orresponds
to the base) i.€), the top node of the subtree. For example, if minimum is set to one, then the naming subtree excludes the
base node hutincludes subordinate nodes

The maximum component specifies the lower bound of the area within the subtree. All names whose last component is
below the level specified are not contained within the area. A value of maximum Of zero corresponds to the base, i.e., the
top of the subtree. An absent maximum component indicates that no lower limit should be imposed on the area within the
subtree. For example, if maximum is set to one, then the naming subtree excludes all nodes except the subtree base and its
immediate subordinates.

The permittedSubtrees component is used to reduce the constraints placed on the name spaces of one or more name
forms. Since the entire name space of each form is automatically fully excluded when this extension appears in an AA
certificate, the permittedSubtrees component describes the name space(s) that is(are) permitted. If an entire name
space of a particular name form is to be permitted, this is achieved by setting the base component to the root of the name
space.

The optional excludedSubtrees component is used to exclude one or more subordinate subtrees from the
permittedSubtrees. For example, if in the ITU-T X.500 distinguished name space, the subtree C=GB is permitted, but
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the subtrees C=GB, O=XYZ and C=GB, O=ABC are not permitted, then the permittedsubtrees will be set to C=GB
and the excludedsubtrees Will be set to C=GB, O=XYZ and C=GB, O=ABC. If the excludedSubtrees is present
and its name spaces overlap with the permi ttedSubtrees, the excludedSubtrees Statement takes precedence.

All holder names in subsequent attribute certificates in a delegation path shall be located in the permitted name spaces for
the attribute certificates to be acceptable. When a certificate holder has multiple names of the same name form then all
such names shall be located in the permitted name space of that name form for the certificate to be acceptable. When a
certificate holder has multiple names in different name forms, each name shall be located in the permitted hame space of
that name form for the certificate to be acceptable.

Of the name forms available through the GeneralName type, only those name forms that have a well-defined hierarchical
structure may be used in these components.

The directoryName name form satisfies this requirement; when using this name form, a naming subtree corresponds to
a DIT subtree. An attribute certlflcate is considered subordlnate to the base (and therefore a candldate to be within the
subtree) if gdyence of the
same numbier of RDNs WhICh forms the first part of the dlstlngmshed name of the holder of the attrlbute certjficate. The
distinguished name of the holder of the certificate may have additional trailing RDNSs in its sequence that'dg not appear
in the distigguished name in base. The distinguishedNameMatch matching rule is used to compare/the value of base
with the initial sequence of RDNs in the distinguished name of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If a ptivilege verifigr does not
recognize d name form used in any base component, and

-1 that name form also occurs in the holder component of a subsequent attribute certificate in the|chain, then
that attribute certificate shall be handled as if an unrecognized criticalextension had been encolintered; or

- that name form does not occur in the holder component of a subsequent attribute certificate ip the chain,
then this name form can be ignored.

If a privilepe verifier does not recognize a name form that occurs in_the holder component of a subsequgnt attribute
certificate |n the chain from that in which this extension appeared,“\but that name form does not occur ir] any base
component|of this extension, then that attribute certificate shall be.rejected.

This extengion shall always be flagged as critical.

A privilegd verifier shall check that the attribute certification path being processed is within the constraints gpecified by
the value ir) this extension.

17.6.2.4 Relationship of delegated name constraints to holder name constraints

The delelgatedNameConstraints extension described in clause 17.5.2.2 has the same semant|cs as the
nameConstraints extension of public-key certificates, which is that every name form is allowed unless ppecifically
constrained. The holderNameConstraints extension on the other hand, whilst having the same syntax, has the opposite
semantics; which is that, once the extension is present, every name form is denied unless specifically permitted} If both the
delegatedilNameConstraintgs~eXxtension and the holderNameConstraints extension appear in the same attribute
certificate, [then the excluded name spaces are the union of the excluded name spaces from both extensions| whilst the
included ngme spaces are _the intersection of the name spaces from both extensions.

17.7 Use of basic CRL extension for ACRLs

17.7.1  Heguirements

17.7.2  Use of CRL extensions

17.7.2.1 Use of CRL number extension for ACRL

This ACRL extension conveys a monotonically increasing sequence number for each ACRL issued by a given ACRL
issuer through a given ACRL directory attribute (see clauses 19.2.4 to 19.2.6) or ACRL distribution point. It allows a
privilege verifier to detect whether ACRLs issued prior to the one being processed were also seen and processed. This
extension syntax is as defined in clause 9.5.2.1.

This extension shall always be flagged as non-critical.

NOTE - The extension defined here is relevant for both CRLs and ACRLs). Only ACRL aspects are considered here. For ARL
aspects, see clause 9.5.2.1.

17.7.2.2 Use of status referral extension for ACRL

The status referral extension is defined in 9.5.2.2 for use in CRLs. This extension may also be used in ACRLSs.
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The procedure specified in 9.5.2.2 also applies here by replacing public-key certificate, CRL and relying party with
attribute certificate, ACRL and privilege verifier, respectively.

17.7.2.3 Use of CRL stream identifier for ACRL

The CRL stream identifier extension is defined in 9.5.2.3 for use in CRLs. This extension may also be used in ACRLSs.
The procedure specified in 9.5.2.3 also applies here by replacing CRL with ACRL.

17.7.2.4 Use of order list extension for ACRL

The CRL stream identifier extension is defined in 9.5.2.4 for use in CRLs. This extension may also be used in ACRLSs.

The procedure specified in 9.5.2.4 also applies here by replacing public-key certificate and CRL with attribute certificate
and ACRL, respectively.

17.7.2.5 Use of delta information extension for ACRL

The delta irluformation extension is defined in 9.5.2.5 for use in CRLs. This extension may also be used in AGRLs.

The procedure specified in 9.5.2.5 also applies here by replacing CRL, dCRL and relying party with ACRL, JACRL and
privilege vérifier, respectively.

17.7.2.6 Use of to be revoked extension for ACRL

This ACRL extension allows for the notification that attribute certificates will be revoked as’of a specified dgte and time
in the futurg. The toBeRevoked extension is used to specify the reason for the attributé certificate revocation, §he date and
time at which the attribute certificate will be revoked, and the group of attribute certificates to be revoked. Epch list can
contain a single attribute certificate serial number, a range of attribute certificate serial numbers or a named sybtree.

NOTE —{ The following ASN.1 is copied from 9.5.2.6 for easy reference.
toBeRevoked EXTENSION ::= {

SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::= SEQUENCE SIZE (1..MAX) OF\ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE ({

certifjcateIssuer [0] GeneralName OPTIONAL,

reasonInfo [1] ReasonInfo OPTIONAL,

revocationTime GeneralizedTime,

certifjcateGroup CertificateGroup,

}

ReasonInfo ::= SEQUENCE ({

reason(ode CRLReason,

holdInstructionCode HoldInstruction OPTIONAL,
}

Certific@ateGroup ::=\'CHOICE {
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1l] CertificateGroupNumberRange,
nameSubtree [2] GeneralName,
}
Certific —= {
startingNumber [0] INTEGER,
endingNumber [1] INTEGER,
}
CertificateSerialNumbers ::= SEQUENCE SIZE (1..MAX) OF CertificateSerialNumber

The certificateIssuer component, if present, identifies the AA that issued all the attribute certificates listed in this
ToBeRevokedGroup. If certificatelssuer is omitted, it defaults to the ACRL issuer name.

The reasonInfo component, if present, identifies the reason for the attribute certificate revocations. If present, this
extension indicates that all attribute certificates identified in ToBeRevokedGroup Will be revoked for the reason indicated
in this component. If the reasonCode component contains the value certificateHold, the holdInstructionCode
component may also be present. If present, the holdInstructionCode component indicates the action to be taken on
encountering any of the attribute certificates identified in RevokedGroup. This action should only be taken, after the
revocation time indicated in the revocationTime component has passed.
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The revocationTime component indicates the date and time at which this group of attribute certificates will be revoked
and should therefore be considered invalid. This date shall be later than the thisUpdate time of the ACRL containing
this extension. If revocationTime is before the nextUpdate time of the ACRL containing this extension, the attribute
certificates shall be considered revoked between the revocationTime and the nextUpdate time by a relying party using
an ACRL containing this extension. Otherwise, this is a notice that at a specified time in the future these attribute
certificates will be revoked. Once the revocation time has passed, either the AA has revoked the attribute certificate or not.
If it has revoked the attribute certificate, future ACRLs shall include this on the list of revoked certificates, at least until
the attribute certificate expires. If the AA has not revoked the attribute certificate, but still intends to revoke it in the future,
it may include the attribute certificate in this extension on subsequent ACRLs with a revised revocationTime. If the AA
no longer intends to revoke the attribute certificate, it may be excluded from all subsequent ACRLs and the attribute
certificate shall not be considered revoked.

The certificateGroup component lists the set of public-key certificates to be revoked. This component identifies the

attribute certificates issued by the AA identified in the certificateIssuer to be revoked at the date/time identified in
revocationTimeThis set of public-key certificates is not further refined hy any outside controls (e.g.,

issuingDjistributionPoint).

The seriglNumbers component, if present, shall hold the serial number(s) of the attribute certificate(s) issued by the
identified igsuing AA that will be revoked at the specified time.

If the serilalNumberRange component is present, all attribute_certificates in the range beginming with the starting serial
number and ending with the ending serial number and issued by the identified issuing AA willbe revoked at the specified
time.

If the nameiSubtree component is present, all attribute certificates with a holder name\that is subordinate to tje specified
name and [ssued by the identified issuing AA will be revoked at the specified.time. If the nameSubtree| contains a
distinguished name then all distinguished names associated with the subject.of an attribute certificate (i.e., holder
component| of an attribute certificate) need to be considered. For other name forms, the holder component pf attribute
certificates|need to be considered. If at least one of the names associated” with the holder, contained in the attribute
certificate, jis within the subtree specified in nameSubtree, that attribute certificate will be revoked at the spegified time.
As with thd nameConstraints extension, not all name forms are appropriate for subtree specification. Onlly those that
have recogfized subordination rules should be used in this extension.

This extengion may, at the option of the ACRL issuer, be flagged as critical or as non-critical. As the informatipn provided
in this extehsion applies to revocations that will occur in“the future, it is recommended that it be flagged as fon-critical,
reducing the risk of problems with interoperability and-backward compatibility.

17.7.2.7 Use of revoked group of certificates extension

A set of atfribute certificates that have beenlrevoked can be published using the following CRL extension. Each list of
attribute certificates to be revoked is assogciated with a specific attribute certificate issuer and revocation timg. Each list
can contain a range of attribute certificate’serial numbers or a named subtree.

NOTE —{ The following ASN.1 is.copied from 9.5.2.7 for easy reference.

revokedGyroups EXTENSION “':= ({
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY jid-=ce-revokedGroups }

RevokedGyroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGyoup ! := SEQUENCE {
certifjicatelssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,

revokedcertificateGroup [3] RevokedCertificateGroup,

}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

The certificateIssuer component, if present, identifies the AA that issued all the attribute certificates listed in this
RevokedGroup. If certificatelssuer is omitted, it defaults to the ACRL issuer name.

The reasonInfo component, if present, identifies the reason for the attribute_certificate revocations. If present, this
component indicates that all attribute_certificates identified in RevokedGroup component were revoked for the reason
indicated in this component. If the reasonCode contains the value certificateHold, the holdInstructionCode
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may also be present. If present, holdInstructionCode indicates the action to be taken on encountering any of the
attribute certificates identified in the value of the RevokedGroup data type.

The invalidityDate component, if present, indicates the time from which all attribute_certificates identified in
RevokedGroup should be considered invalid. This date shall be earlier than the date contained in thisUpdate component
of the ACRL. If omitted, all attribute certificates identified in RevokedGroup should be considered invalid at least from
the time indicated in the thisUpdate component of the ACRL. If the status of the attribute_certificate prior to the
thisUpdate time is critical to a privilege verifier (e.g., to determine whether a digital signature that was created prior to
this ACRL issuance occurred while the attribute certificate was still valid or after it had been revoked), additional
revocation status checking techniques will be required to determine the actual date/time from which a given attribute
certificate should be considered invalid.

The revokedCertificateGroup component lists the set of attribute certificates that have been revoked. This component
identifies the attribute_certificates issued by the AA identified in certificateIssuer revoked under the specified
conditions. This set of attribute  certificates is not further refined by any outside controls (e.g.,
issuingDjstributionPoint).

If the serilalNumberRange is present, all attribute certificates containing certificate serial numbers within the specified
range, issugd by the identified AA are applicable.

If the namejsubtree component is present, all certificates with a holder name that is subordinate. to<the specified name and
issued by the identified AA will be revoked at the specified time. If the namesSubtree contaifis,a distinguished name then
all distingujshed names associated with the holder component of an attribute certificate-need to be consideregl. For other
name formg, the holder component of attribute certificates needs to be considered. If at least one of the nameg associated
with the hdlder, contained in the certificate, is within the subtree specified in nameSubtree, that attribute_ceftificate has
been revoked. As with the nameConstraints extension, not all name forms,are appropriate for subtree specification.
Only those|that have recognized subordination rules should be used in this extension.

This extenpion is always flagged as critical. Otherwise, a privilegeverifier may incorrectly assume that attribute
certificates| identified as revoked within this extension, are not revoked~When this extension is present it may|be the only
indication ¢f revoked attribute_certificates in an ACRL (i.e., the revokedCertificates component of the ACRL may
be empty) qr it may list revoked attribute certificates that are in addition to those indicated in the revokedCertificates
component] A revoked attribute_certificate shall not be listed both in the revokedCertificates componentand in this
extension.

17.7.2.8 Use of expired certificates on ACRL extension
The use of gxpired certificates extension is definedin 9.5.2.8 for use in CRLs. This extension may also be used|{in ACRLSs.

The procedure specified in 9.5.2.8 also appligs here by replacing public-key certificate and CRL with attribut¢ certificate
and ACRL] respectively.

17.7.3  Use of CRL entry extengions

17.7.3.1 Use of reason code extension

The reason|code extension‘is specified in clause 9.5.3.1 for use in CRL entries. This extension may also be usqd in ACRL
entries

The meaning of the'reason codes defined in clause 9.5.3.1 as they relate to ACRL entries are as follows:
- _unspecified can be used to revoke attribute certificates for reasons other than the specific cofles.

- _“keyCompromise-isnotrelevant for ACRLs
—  cACompromise is not relevant for ACRLs.

— affiliationChanged indicates that information in the attribute certificate has been modified.
— superseded indicates that the attribute certificate has been superseded.

— cessationOfOperation indicates that the attribute certificate is no longer needed for the purpose for
which it was issued.

— privilegeWithdrawn indicates that the attribute certificate was revoked because a privilege contained
within that attribute certificate has been withdrawn.

— aACompromise indicates that it is known or suspected that aspects of the AA validated in the attribute
certificate have been compromised.

The procedure specified in clause 9.5.3.1 also applies here by substituting public-key certificate and CRL entry with
attribute certificate and ACRL entry, respectively.
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17.7.3.2 Use of hold instruction code extension

The use of hold instruction code extension is defined in 9.5.3.2 for use in CRL entries. This extension may also be used in
ACRL entries.

The procedure specified in 9.5.3.2 also applies here by replacing public-key certificate and CRL with attribute certificate
and ACRL, respectively.

18 Delegation path processing procedure

Delegation path processing is carried out by a privilege verifier. The path processing rules for attribute certificates are
somewhat analogous to those for public-key certificates.

Other components of the path processing that are not addressed in this clause include verification of certificate signatures,
validation of certificate validity periods, etc.

For delegafion paths consisting of a single certificate (i.e., the privileges were assigned directly to the privilege| asserter by
the SOA), only the basic procedure, as described in clause 18.1 below is required, unless the privilege is@ssigngd to a role.
In that case, if the privilege verifier is not configured with the specific privileges of the role, it may needto obtain the role
specificatign certificate that assigns the specific privileges to the role as described in clause 18.2 Below. If the privilege
asserter wgs delegated its privilege by an intermediary AA, then the delegation path procedure in clause 18.3 is also
required. Tlhese procedures are not performed sequentially. The role processing procedurg_and delegation|processing
procedure gre done prior to the determination of whether or not the asserted privileges are sufficient for the coptext of use
within the basic procedure.

18.1

The signature on every certificate in the path shall be verified. Procedures related to validating signatures and|public-key
certificates|are not repeated in this clause. The privilege verifier shall vérify the identity of every entity in the|path, using
the proceddres of clause 12. Note that checking the signature on an.attcibute certificate necessarily involves checking the
referenced public-key certificate for its validity. Where privileges:are-assigned using attribute certificates, path{ processing
engines will need to consider elements of both the PMI and the RKI1 in the course of determining the ultimate yalidity of a
privilege agserter's attribute certificate. Not all attribute certificate issuers need have public-key certificates issued by the
same trust janchor CA (or one of its subordinate CAs), ih.which case multiple PKI certification paths will|need to be
followed. Qnce that validity has been confirmed, the privileges contained in that certificate may be used depgnding on a
comparisor) with the relevant privilege policy and other information associated with the context in which the dertificate is
being used

asic processing procedure

The context of use shall determine if the privilege holder actually intended to assert the contained privilege fpr use with
that contexf. The fact that a chain of certificates to a trusted SOA exists is not in itself enough upon which tp make this
determinatijon. The willingness of the\privilege holder to use that certificate has to be clearly indicated a{d verified.
However, mechanisms to ensure that such a privilege assertion has been adequately demonstrated by the privilege holder
are outside|the scope of this Specification. As an example, such a privilege assertion may be verifiable if the privilege
holder signgd a reference to that-eertificate, thereby indicating their willingness to use that certificate for that qontext.

For each atfribute certificate'in the path that does not contain the noRevAvail extension, the privilege verifier $hall ensure
that the attrfibute certificate has not been revoked.

The privilepe verifier shall ensure that the asserted privilege is valid for the time called "time of evaluation" which can be
done for ar]y time/i.e., the current time of checking or any time in the past. In the context of an access control gervice, the
checking iq always done for the present time. However, in the context of non-repudiation, the checking can bg done for a
time in the past or the current time. When certificates are validated, the privilege verifier shall ensure that the time of
evaluation falls within all the validity periods of all the certificates used in the path. Also, if any of the certificates in the
path contain the timeSpecification extension, the constraints placed over the times the privilege can be asserted need
to also allow the privilege assertion to be valid at the time of evaluation.

If the targetingInformation extension is present in the certificate used to assert a privilege, the privilege verifier shall
check that the server/service for which it is verifying is included in the list of targets.

If the singleUse extension that is present in the attribute certificate is used to assert a privilege, the privilege verifier shall
check that the attribute certificate has not been asserted prior to the current use.

If the attribute certificate is a role assignment certificate, the processing procedure described in clause 18.2 is needed to
ensure that the appropriate privileges are identified. If the privilege was delegated to the entity rather than assigned directly
by the SOA trusted by the privilege verifier, the processing procedure described in clause 18.3 is needed to ensure that
delegation was done properly.
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The privilege verifier shall also determine whether or not the privileges being asserted are sufficient for the context of use.
The privilege policy establishes the rules for making this determination and includes the specification of any environmental
variables that need to be considered. The privileges asserted, including those resulting from the role procedure in clause
18.2 and the delegation procedure in clause 18.3 and any relevant environmental variables (e.g., time of day or current
account balance) are compared against the privilege policy to determine whether or not they are sufficient for the context
of use. If the acceptablePrivilegePolicies extension is present, the privilege assertion can only succeed if the
privilege policy the privilege verifier is comparing against is one of those contained in this extension.

If the comparison succeeds, any relevant user notices are provided to the privilege verifier.

18.2 Role processing procedure

If the asserted certificate is a role assignment certificate, the privilege verifier shall obtain the specific privileges assigned
to that role. The name of the role to which the privilege asserter is assigned is contained in the role attribute of the
certificate. The privilege verifier, if not already configured with the privileges of the named role, may need to locate the
role specifjcation certificate that assigns the privileges to that role. Information in the role attribute [and in the
roleSpecfertIdentifier extension may be used to locate that certificate.

The privileges assigned to the role are implicitly assigned to the privilege asserter and are therefore ‘included| among the
asserted privileges that are compared against the privilege policy in the basic procedure in clause 1.8.1'to determjne whether
or not the asserted privileges are sufficient for the context of use.

18.3 Delegation processing procedure

If the privileges asserted are delegated to the privilege asserter by an intermediary-AA, the privilege verifier ghall ensure
that the path is a valid delegation path, by ensuring that:

- each AA that issued a certificate in the delegation path was authorized to do so;
- each certificate in the delegation path is valid with respectto path and name constraints imposef on it;

-1 each entity in the delegation path is authenticated witha‘public-key certificate that is valid accofding to any
imposed policy constraints;

-1 no AA delegation privilege is greater than the privilege held by that AA.

In complexy delegation-of-authority scenarios, where the‘delegations form a directed graph, with multiple frusted root
SOAs, itis possible for an AA to combine the privilege-attributes it holds in two or more ACs and to delegate a gombination
of these atfributes to a subordinate in a single, delegated attribute certificate. Validating these split delegatipn paths in
directed graphs is much more complex than validating a simple path through a hierarchical tree of ACs that |ead from a
single root [SOA. Implementations need to consider carefully whether to allow directed graph type delegationg or to limit
delegationg to a simple tree structure.

Prior to commencing delegation path validation, the privilege verifier shall obtain the following. Any of these may be
provided by the privilege asserter,‘er obtained by the privilege verifier from another source, such as the Dirgctory. The
attributes of the service may be/provided to the privilege verifier in a structured document or by other means.

- Established trust'in the public verification key used to validate the trusted SOA's signature. THis trust can
either be established through out-of-band means or through a public-key certificate issued to the SOA by a
CA in-which the privilege verifier already has established trust. Such a certificate would pontain the
sOAIdentifier extension.

-1 /The privilege asserter's privilege, encoded in their attribute certificate or subject directory attributes
extension of their public-key certificate.

—  Delegation path of certificates from the privilege asserter to the trusted SOA.

—  Domination rule for the privilege being asserted; this may be obtained from the attribute descriptor issued
by the SOA responsible for the attribute in question or it may be obtained through out-of-band means.

—  Privilege policy; this may be obtained from a directory or from some out-of-band means.
—  Environmental variables, including for example, current date/time, current account balance, etc.

An implementation shall be functionally equivalent to the external behaviour resulting from this procedure; however, the
algorithm used by a particular implementation to derive the correct output(s) from the given inputs is not standardized.

In the case where attribute certificates are issued by an indirect issuer (DS), which does not have a full set of privileges
directly assigned to it, the privilege verifier should fully validate the delegation chain as follows:

i) Starting with the end-entity attribute certificate, the privilege verifier extracts the issuer name and the
issuedOnBehal fOf name.
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ii) The privilege verifier retrieves the attribute certificate of the issuer and validates that the issuer is an indirect
issuer of the SOA (i.e., has the indirectIssuer extension).

iii) The privilege verifier retrieves the attribute certificate of the issuedonBehalfof AA and validates that
the AA has a superset of the privilege attributes issued to the end entity.

However, in order to aid path determination and validation, certificates may contain the authority information access and
authority key identifier extensions, whose usage is described in clause 18.3.1 below.

The privilege verifier recurses to step ii) using the attribute certificate of the AA, and thereby moves up the chain until it
arrives at the attribute certificate of an AA that is issued by the SOA.

18.3.1  Verify integrity of domination rule

The domination rule is associated with the privilege being delegated. The syntax and method for obtaining the domination
rule is not standardized. However, the mtegrlty of the retrleved domination rule can be verified. The attrlbute descriptor
certificate issued : ation rule.
The privilege ver|f|er may reproduce the HASH functlon on the retrleved copy of the dommatlon rule and pmpare the

basicAttfonstraints extension with the authority component set to TRUE. The issuer,of each certificate phall be the
same as |the holder/subject of the certificate which is adjacent to it</in" the delegation [path. The
authorityAttributeIdentifier extension is used to identify the certificate(s)\of the issuer of the current certificate
in the deledation path. The authorityInformationAccess extension may becused to locate the appropriatefcertificates
of the issuer of the current certificate in the delegation path, as deseribed in clause 18.3.2.1 Relow. The
authorityKeyIdentifier extension may be used to locate and identify the public key of the issuer of|the current
certificate in the delegation path, as described in clause 18.3.2.2 belowsThe number of certificates in the path from each
entity to the direct privilege asserter (inclusive) shall not exceed the value of the pathLenConstraint value irthe entity's
basicAttConstraints extension by more than 2. This is because the pathLenConstraint limits the|number of
intermedialy certificates between the two endpoints (i.e., the\eertificate containing the constraint and thg end-entity
certificate) |so the maximum length is the value of that constraint plus the certificates that are the endpoints.

If delegattedNameConstraints extension is present«dn any of the certificates in the delegation path, the constraints are
processed ih the same way as the nameConstraintsg®xtension is processed in the certification path processing procedure
in clause 12.

If the acceptableCertPolicies extension is present in any of the certificates in the delegation path, the privilege
verifier shdll ensure that the authentication-of each subsequent entity in the delegation path is done with a|public-key
certificate that contains at least one of the’acceptable policies.

18.3.2.1 Use of authority information access extension
The author({ty information aceess (AlA) extension is defined in IETF RFC 5280.

The AIA extension indicates how to access information and services for the issuer of the certificate in which the extension
appears. In|the contéxtof attribute certificates, it is used to point to information about the AA that issued the attribute
certificate ih which-it-appears. This information may include online validation services and AA policy data. (Note that the
location of| ACRLS is not specified in this extension.) This extension may be included in end-entity or AA ACs, and it
MUST be nonzeritical.

Each entry in the sequence AuthorityInfoAccessSyntax describes the format and location of additional information
provided by the AA that issued the attribute certificate in which this extension appears. The type and format of the
additional information is specified by the AccessMethod component; the accessLocation component specifies the
location of this additional information. The retrieval mechanism may be implied by the accessMethod or specified by
accessLocation.

In an attribute certificate, the id-ad-caIssuers OID is used when the additional information lists ACs that were issued
to and used by the AA to issue the attribute certificate containing this extension. The referenced attribute certificate(s)
is/are intended to aid relying parties in the selection of an attribute certification path that terminates at a point (SOA or
AA) trusted by the relying party.

When the id-ad-caIssuers OID appears as an accessMethod component, the accessLocation component
describes the referenced description server and the access protocol to obtain the referenced ACs. The accessLocation
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component is defined as a GeneralName, Which can take several forms. Where the information is available via HTTP,
FTP, or LDAP, accessLocation should be a uniformResourceIdentifier.

The LDAP URI should specify a distinguishedName and an attribute and may specify a host name, for example:
Idap://ldap.example.com/cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary

Omitting the host name (e.qg., Idap:///cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary) has
the effect of specifying the use of whatever LDAP server is locally configured. The URI should list the appropriate attribute
description for the attribute holding DER encoded ACs. Note that in LDAP it is generally not possible to specify the exact
set of ACs that were used to issue the attribute certificate containing this extension, but rather the accessLocation points
to all the ACs belonging to the issuer of the attribute certificate containing this extension.

The ftp and http URIs should specify either the single DER encoded attribute certificate that was used to issue the attribute
certificate containing this extension, or a filestore directory containing the set of ACs belonging to the issuer of the attribute
certificate containing this extension. Individual DER encoded attribute certificates should have a file name ending in .ace,
for examplé:

http://www.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/leader.ace
The filestofe directory containing the complete set of ACs for the same entity might be:
ftp://wwv.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/

Where thel information is available via the Directory Access Protocol (DAP), accessLocation should be a
directoryName. The entry for that directoryName contains AA ACs in the attributeCertificateAttribute
attribute. When the information is available via electronic mail accessLocation“Should be an rfc824Name. The
semantics qf other caIssuers accessLocation hame forms are not defined.

18.3.2.2 Use of authority key identifier

The AKI i$ used to identify the public key to be used to verify the signature on the attribute certificate in| which this
extension | occurs. It is recommended that the aUthHorityCertIssuer component [and the
authorityCertSerialNumber component are used together taridentify and optionally locate the public-key certificate
of the attrilpute certificate issuer as follows. The GeneralNames’0of the authorityCertIssuer component should be
used to nane the CA which issued the public-key certificate.dnd also to optionally identify where the public-key certificate
can be found when it is available via http, ftp, or ldap.>In the latter case, one of the GeneralNames ghould be a
uniformReésourceIdentifier as specified in clause18.3.2.1, and should point to either the LDAP entry holding the
public key-certificate or the filestore directory holding the public-key certificate or the actual file containing|the public-
key certifidate of the attribute certificate issuer.(The authorityCertSerialNumber component is used to|specify the
serial numbRer of the specific public-key certificate to be used, from the possible set of public-key certificates issued to the
attribute ceftificate issuer.

18.3.3 erify privilege delegatjon

No delegator can delegate privilege that is greater than the privilege they own. The domination rule in the attribute
descriptor attribute provides the Tules for when a given value is 'less than' another value for the attribute being|delegated.

For each cgrtificate in thexdelegation path, including the direct privilege asserter's certificate, the privilege verifier shall
ensure thatthe delegatef.was authorized to delegate the privilege they own and that the privilege delegated waq not greater

ned by that
delegator, iha btained from
the adjacent certlflcate in the delegation path, as descrlbed in clause 18.2. The comparison of the two pr|V|Ieges is done
based on the domination rule discussed in clause 18.3.1.

18.3.4  Pass/fail determination

Assuming that a valid delegation path is established, the privileges of the direct privilege asserter are provided as input for
the comparison against the privilege policy as discussed in clause 18.1 to determine whether or not the direct privilege
asserter has sufficient privilege for the context of use.

19 PMI directory schema

This clause defines the directory schema elements used to represent PMI information in the Directory. It includes
specification of relevant object classes, attributes and attribute value matching rules.
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19.1 PMI directory object classes
This subclause defines object class definitions for representing PMI objects in the Directory.

19.1.1 PMI user object class

The PMI user object class is used in defining entries for objects that may be the holder of attribute certificates.

pmiUser OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }

19.1.2 PMI AA object class

The PMI AA object class is used in defining entries for objects that act as attribute authorities.

pmiAA OBJECT-CLASS ::= { -- a PMI AA
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
eeAttrCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA }

19.1.3 HBMI SOA object class

The PMI SPDA object class is used in defining entries for objects that act as sources of authority. Note that if thg object was
authorized [to act as an SOA through issuance of a public-key certificate containing the soaIdentifier gxtension, a
directory eItry representing that object would also contain the pkica object class.

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
eeAttrCertificateRevocationlist |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

D id-oc-pmiSOA }

19.1.4  Attribute certificate CRL distribution point object class

The attribute certificate CRL distribution point object class is used in defining entries for objects that contgin attribute
certificate gnd/or attribute authority revocation list segments. This auxiliary class is intended to be combingd with the
crlDistributionPoint structural object class when instantiating entries. Since the certificateRevocationList
and authofrityRevocationLis't attributes are optional in that class, it is possible to create entries which gontain, for
example, onhly an attribute @uthority revocation list or entries which contain revocation lists of multiple types| depending
on the requjrements.

attCertCRLDistributionPt OBJECT-CLASS ::= ({
SUBCLASS OF \ {top}
KIND [ auxiliary
MAY CONTAIN {attributeCertificateRevocationList |

eeAttrCertificateRevocationlList |
attributeAuthorityRevocationList}
ID id-oc-attCertCRLDistributionPts }

19.1.5 PMI delegation path object class

The PMI delegation path object class is used in defining entries for objects that may contain delegation paths. It will
generally be used in conjunction with entries of structural object class pmiaa.

pmiDelegationPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {delegationPath}
ID id-oc-pmiDelegationPath }
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19.1.6  Privilege policy object class

The privilege policy object class is used in defining entries for objects that contain privilege policy information.

privilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {privPolicy}
ID id-oc-privilegePolicy }

19.1.7  Protected privilege policy object class

The protected privilege policy object class is used in defining entries for objects that contain privilege policies protected
within attribute certificates.

protectedPrivilegePolicy OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN ({protPrivPolicy}
iD id-oc-protectedPrivilegePolicy }

19.2 HAMI directory attributes

This subclguse defines directory attributes used to store PMI data in directory entries.

19.2.1  Attribute certificate attribute

The followjng attribute contains end-entity attribute certificates issued to a specific holder and is stored in the directory
entry of that holder.

attributeCertificateAttribute ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

19.2.2  AA certificate attribute

The follow|ng attribute contains attribute certificates issued-to an AA and is stored in the directory entry of theholder AA.

aACertifjcate ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-aACertificate }

19.2.3  Attribute descriptor certificate attribute

The following attribute contains:attribute certificates issued by an SOA that contain the attributeDescriptor
extension. These attribute certificates contain the valid syntax and domination rule specification of privilege atfributes and
is stored infthe directory entry-of the issuing SOA.

attributeDescriptorCertificate ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
D id-at-attributeDescriptorCertificate }

19.2.4  Attribute certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates. These lists may be stored in the directory entry of
the issuing authority, or other directory entry (e.g., a distribution point).

attributeCertificateRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelistExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"AttrCertificateRevocationList"}
LDAP-DESC "X.509 Attr certificate revocation list"
ID id-at-attributeCertificateRevocationList }

19.2.5 End-entity attribute certificate revocation list attribute type

A value of the following attribute type contains a list of revoked end-entity attribute certificates.
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eeAttrCertificateRevocationList ATTRIBUTE ::= ({
WITH SYNTAX Certificatelist
EQUALITY MATCHING RULE certificatelListExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"EEAttrCertificateRevocationList"}
LDAP-DESC "X.509 EEAttr certificate revocation list"
ID id-at-eeAttrCertificateRevocationList }

19.2.6  AA certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates issued to AAs. These lists may be stored in the
directory entry of the issuing authority or other directory entry (e.g., a distribution point).

attributeAuthorityRevocationList ATTRIBUTE ::= {
WITH SYNTAX Certificatelist
EQUALI'L‘_Y_M_B"I"{"HTNI{" RULE certificatel.istExactMatch
LDAP-SYNTAX x509Certificatelist. &id
LDAP-NAME {"AACertificateRevocationList"}
LDAP-DESC "X.509 AA certificate revocation list"
iDp id-at-attributeAuthorityRevocationList }

19.2.7  Delegation path attribute

The delegation path attribute contains delegation paths, each consisting of a sequence of attribute certificates.
delegatipnPath ATTRIBUTE ::= {

WITH SYNTAX AttCertPath

iD id-at-delegationPath }

AttCertPath ::= SEQUENCE OF AttributeCertificate

This attribyte can be stored in the AA directory entry and would contaifi some delegation paths from that AA to|other AAs.
This attribdite, if used, enables a more efficient retrieval of delegated attribute certificates that form freq]:ently used
delegation paths. As such, there are no specific requirements forthis attribute to be used and the set of vallies that are
stored in the attribute is unlikely to represent the complete set of.delegation paths for any given AA.

19.2.8 rivilege policy attribute

The privilepe policy attribute contains information abigut privilege policies.

privPoli¢y ATTRIBUTE ::= ({
WITH SYNTAX PolicySyntax

ID id-at-privPolicy.'}
The policyIdentifier component includes the object identifier registered for the particular privilege policly.
If content is present, the complete’content of the privilege policy is included.
If pointeq is present, the mame component references one or more locations where a copy of the privilege pglicy can be

located. If {he hash component is present, it contains a HASH of the content of the privilege policy that shou|d be found
at a referenced location“This hash can be used to perform an integrity check of the referenced document.

19.2.9 rotected privilege policy attribute

The protecfed\pfivilege policy attribute contains privilege policies, protected within attribute certificates.

protPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
iD id-at-protPrivPolicy }

Note that unlike typical attribute certificates, those within the protPrivPolicy attribute contain privilege policies, not
privileges. The issuer and holder components of these attribute certificates identify the same entity. The attribute that is
included in the attribute certificate contained within the protPrivPolicy attribute is either the privPolicy attribute or
the xm1PrivPolicy attribute.

19.2.10 XML Protected privilege policy attribute

The XML protected privilege policy attribute contains XML encoded privilege policy information.

xmlPrivPolicy ATTRIBUTE ::= {
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WITH SYNTAX UTF8String -- XML-encoded privilege policy information

ID

id-at-xmlPrivPolicy }

19.3 PMI general directory matching rules

This subclause defines matching rules for PMI directory attributes.

19.3.1  Attribute certificate exact match

The attribute certificate exact match rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

attributeCertificateExactMatch MATCHING-RULE ::= {

SYNTAX
ID

AttributeCertificateExactAssertion
id-mr-attributeCertificateExactMatch }

AttributeCertificateExactAssertion ::= SEQUENCE {

serial
issuer

}
This match|

1932 A

The attrik
Attribut

attribut
SYNTAX
ID

Attribut
holder
base
hold:

-}
issuer
attCer
attTyp

e}
-- At le

umber CertificateSerialNumber,
AttCertIssuer,

ng rule returns TRUE if the components in the attribute value match those in the presented value.

ttribute certificate match

ute certificate matching rule compares a presented value with “an attribute value

bCertificateMatch MATCHING-RULE ::= {
AttributeCertificateAssertion
id-mr-attributeCertificateMatch }

bCertificateAssertion ::= SEQUENCE ({
[0] CHOICE {
CertificateID [0] IssuerSerial,
brName [1] GeneralNames,
OPTIONAL,
[1] GeneralNames OPTIONAL,
fValidity [2] GeneralizedTime“OPTIONAL,
b [3] SET OF AttributeType OPTIONAL,

hst one component of the sequence shall be present

of type

bCertificate. This matching rule allows more complex matching than'thé certificateExactMatch.

The matchilng rule returns TRUE if all ef’the components that are present in the presented value match the cotfresponding

component

5 of the attribute value, as follows:
baseCertificateID matches if itis equal to the Issuerserial component of the stored attr

holderName Mmatches if the stored attribute value contains the name extension with the same n
indicatedin.the presented value;

issuer)matches if the stored attribute value contains the name component of the same na
indicated in the presented value;

bute value;
ime type as

Mme type as

attCertvalidity matches if it falls within the specified validity period of the stored attributg

value; and

for each attType in the presented value, there is an attribute of that type present in the attributes

component of the stored value.

19.3.3  Holder issuer match

The attribute certificate holder issuer match rule compares for equality a presented value of the holder and/or issuer

component

s of a presented value with an attribute value of type AttributeCertificate.

holderIssuerMatch MATCHING-RULE ::= {

SYNTAX
ID

HolderIssuerAssertion
id-mr-holderIssuerMatch }

HolderIssuerAssertion ::= SEQUENCE ({

holder
issuer

}
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[1] AttCertIssuer OPTIONAL,
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This matching rule returns TRUE if all the components that are present in the presented value match the corresponding
components of the attribute value.

19.3.4  Delegation path match

The delegationPathMatch match rule compares for equality a presented value with an attribute value of type
delegationPath. A privilege verifier may use this matching rule to select a path beginning with a certificate issued by
its SOA and ending with a certificate issued to the AA that issued the end-entity holder certificate being validated.

delegationPathMatch MATCHING-RULE ::= {
SYNTAX DelMatchSyntax
D id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
firstIssuer AttCertIssuer,
lastHolder Holder,

}

This matching rule returns TRUE if the presented value in the firstIssuer component matches the cofresponding
elements of the issuer component of the first certificate in the SEQUENCE in the stored value and the presented value in
the 1astH¢lder component matches the corresponding elements of the holder component of thelast certificate in the
SEQUENCE |in the stored value. This matching rule returns FALSE if either match fails.

19.3.5  Hxtension presence match

The extengion presence match rule compares for equality a presented object identifier value, identifying & particular
extension, yith the extensions component of a certificate.

extensiohPresenceMatch MATCHING-RULE ::= {
SYNTAX| EXTENSION. &id
ID id-mr-extensionPresenceMatch }

This matchjng rule returns TRUE if the certificate contains the particular extension.
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SECTION 4 - COMMUNICATIONS CAPABILITIES

20 Protocol support for public-key and privilege management infrastructures

The purpose of this clause to provide a specification for the transport a general wrapper protocol for the transport of PKI
and/or PMI data.

20.1 General syntax

The PKI-PMI-Wrapper protocol adds authentication, integrity and optionally confidentiality to protocol data units (PDUS)
used for supporting a PKI and/or a PMI. The wrapping protocol allows inclusion of any type of PDU.

A wrapped PDU is identified by an instance of the following information object class:

WRAPPED-PDU ::= TYPE-IDENTIFIER

The WRAPﬁrD—PDU information object class is equivalent to the ASN.1 built information object class TYPE-IDENTIFIER.
This information object is used to bind the type of wrapped PDU identified by an object identifier to the abstraft syntax of
that PDU.

The syntax|of the PKI-PMI-Wrapper protocol is given by the following data type

PDU-wrapper ::= SIGNED{TBSPDU-wrapper}
TBSPDU-wyapper ::= SEQUENCE {
versioh Version DEFAULT vl,
signatyireAlgorithm AlgorithmIdentifier {{SupportedSignatureAlgorithms}},
certPath [0] IMPLICIT PkiPath,
signedpttrs [1] IMPLICIT SignedAttributes OPTIONAL,
conf CHOICE {
cleayr WrappedPDUInfo,
protected EncryptedInfo,
}
}
Supporte@lSignatureAlgorithms ALGORITHM ::= {...}
SignedAtgtributes ::= SET SIZE (2..MAX)\OF Attribute{{SupportedSignedAttributes}}
Supporte@iSignedAttributes ATTRIBUTE™: := { contentType | messageDigest, ... }

The versilon component shall take the-value v1 or be omitted.

The signatureAlgorithm compgnent shall specify the signature algorithm used for the digital signing from the set of
applicable signature algorithms,asidefined by the SupportedSignatureAlgorithms information object set

NOTE 1| — This Specification does not mandate a specific set of signature algorithms. Reference specifications or ifnplementers’
agreemepts may replace the dots with a set of signature algorithms to be supported for a specific environment.

NOTE 2}~ By including'this component, the signature algorithm is protected by the signature. In addition, the hashing by|the recipient
may be performed in a single pass, as the hashing algorithm is known at an early stage.

The certPpth component shall hold the certification path necessary to verify the digital signature given in the gignature
component

The signedAttrs component shall hold a list of signed attributes as defined by an instance of the SignedAttributes
data type. Attributes of the contentType and messageDigest attribute types shall be included.

The conf component has two alternatives:

a) The clear alternative shall be taken if confidentiality (encryption) is not required and shall then include an
instance of the WwrappedPDUInfo data type (see clause 20.2).

b) The protected alternative shall be taken if confidentiality is required and shall then include an instance
of the EncryptedInfo data type (see clause 20.3).

20.2 Wrapping of non-encrypted protocol data units
The syntax of the wrapped PDU information is specified using the following data type:
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WrappedPDUInfo ::= SEQUENCE {
pduType WRAPPED-PDU. &id ({SupportedPduSet}),
pdulnfo WRAPPED-PDU. &Type ({SupportedPduSet} {Q@pduType}),

}

SupportedPduSet WRAPPED-PDU ::= {...}

The pduType component shall specify the type of PDU being wrapped.

The pduIn

£o components shall hold an instance of the wrapped PDU type.

20.3  Wrapping of encrypted protocol data unit

20.3.1  Use of the Diffie-Hellman key agreement method

To encrypt a wrapped PDU requires the establishment of shared symmetric keys. Two types of symmetric keys are defined.

One type, dalled the content encryption Key and the Other type IS USed to encrypt (wrap) the content encryption key and is

called the Key-encryption key. The key agreement technique, known as the Diffie-Hellman (DH) key agree
is used by this Specification to establish the key encryption key. This method results in a shared secret\that

for keying
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aterial that allows generation of shared, symmetric keys. The DH method has two modes,ofioperat
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pral-static mode requires that the recipient have a public-key certificate with a DH)public key as
CA. This public-key certificate for the recipient shall be available to the sender."Phe sender create
each wrapped PDU it sends. In the way, the shared secret becomes different\far each message.

tatic mode requires each of the communicating entities to have a certified DH public-key certifi

ed by the sender to make different keying material for each PDU:¢

ds require both entities in a communication to have the certified end-entity public-key certificate of
ication goes in both directions.

called key encryption key. This key is used to encrypt a content encryption key (key wrapping). T
key is generated by the sender. The key wrapping uses a different algorithm than the one used fi

The key wrapping algorithms used for AES>Key encryption may be found in IETF RFC 3394. These k

ncryption information syntax
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bement KeyAgreement OPTIONAL,
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The encryptedPduInfo component shall hold an instance of the EncryptedPduInfo data type as defailed in clause

20.3.5.

20.3.3  Key agreement specification

KeyAgreement ::= SEQUENCE {
senderDhInfo [0] SenderDhInfo,
keyEncryptionAlgorithm SEQUENCE {
algorithm ALGORITHM. &id ({SupportedKeyEncryptionAlgorithm}),
parameters ALGORITHM. &Type ( {SupportedKeyEncryptionAlgorithm} {@.algorithm}),

- b

}
SupportedKeyEncryptionAlgorithm ALGORITHM ::= {...}
SenderDhInfo ::= CHOICE ({

Rec. ITU-T X.509 (10/2016)

119


https://iecnorm.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

senderStaticInfo [0] SenderStaticInfo,
senderDhPublicKey [1] SenderDhPublicKey,

}

SenderStaticInfo: := SEQUENCE {

issuer

Name,

serialNumber CertificateSerialNumber,
partyAinfo UserKeyingMaterial,

}

SenderDhPublicKey ::= SEQUENCE {
algorithm AlgorithmIdentifier {{SupportedDHPublicKeyAlgorithms}},
publicKey BIT STRING,

}

EncryptedKey ::= OCTET STRING
SupportedDHPublicKeyAlgorithms ALGORITHM ::= {...}
An instancg of the KeyAgreement data type has the following components:

The sendeirDhInfo components shall hold an instance of the senderDhInfo data type, which has‘two alterratives:

a) The senderstaticInfo alternative shall be taken if the Diffie-Hellman static=static mode is used. It shall
identify the sender's DH public-key certificate and additional keying material,-It shall have thg¢ following
components:

—  the issuer component shall hold the value of the issuer compeneént of the sender's DH| public-key
certificate;

—  the serialNumber component shall hold the value of the serialNumber component of fhe sender's
DH public-key certificate; and

—  the partyainfo component shall hold a random<octet-string of additional keying materigl to ensure
different key encryption keys for each generation;

b) The senderDhPublicKey alternative shall be taken if the Diffie-Hellman ephemeral-static mpde is used.
It shall have the following components:

—  the algorithm component shall identify the DH agreement algorithm;
the publicKey components shali’hold the generated DH public-key of the sender.

20.3.4  Generation of keying material
IETF RFC 2631 specifies how keying material is generated from the developed shared secret. It is repeated h¢re for easy
reference.
The keying material is produced by~providing a hash using the SHA-1 algorithms of the shared secret concatgnated with
the DER erjcoding of an instance of the otherInfo data type below. The SHA-1 produces 160 bits of keying|material. If
that is insufficient, the hash @peration has to be repeated until sufficient keying material has been produced. Tjhe leftmost
part (most $ignificant bits) of the keying material is then used as the key-encryption key.
OtherInf¢ ::= SEQUENCE {

keyInfo KeySpecificInfo,

partyAInfd, )'[0] EXPLICIT OCTET STRING OPTIONAL,

suppPubInfo [2] EXPLICIT OCTET STRING }
KeySpecificInfo ::= SEQUENCE ({

algorithm ALGORITHM. &id ({SupportedKeyEncryptionAlgorithm}),
counter OCTET STRING SIZE (4) }

The other

a)

120

Info data type has the following components:

components:

—  The algorithm component shall specify the object identifier for the key encryption algor
shall have the same value as specified for the KeyAgreement data type above.

The keyInfo component shall hold an instance of the KeySpecificInfo data type with the following the

ithm, i.e., it

—  The counter component shall have the hex value 00 00 00 01 for the first pass for generating keying

material for a specific key and incremented by one for each additional path.
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The partyAInfo component shall be present if the senderstaticInfo alternative was taken for the
SenderDhInfo data type above. Otherwise, this component shall be absent. If present, it shall have the
value supplied in the instance of the SenderStaticInfo data type.

The suppPubInfo shall the length of the generated key encryption key expressed as a 4 octet hex number.

NOTE — If an AES-256 key is generated, the value is then 00 01 00'H.

Encryption encoding

The encryption information syntax is defined as:

EncryptedPdulnfo ::= SEQUENCE {
pduType WRAPPED-PDU. &id ({SupportedPduSet}),
encryptedKey EncryptedKey OPTIONAL,
pduEncryptionAlgorithm SEQUENCE {
algorithm ALGORITHM. &id ({SymmetricEncryptionAlgorithms}),
parafpeter ALGORITHM. &Type
({SymmetricEncryptionAlgorithms}{@.algorithm})} OPTIONAL,
encrypfedPdu [0] EncryptedPdu,
}
EncryptedKey ::= OCTET STRING
Symmetri¢EncryptionAlgorithms ALGORITHM ::= {...}
EncryptedPdu ::= OCTET STRING
The EncryptedPduInfo data type has the following components:
a) The encryptedkey component shall hold the encrypted content.enhcryption key.
b) The pduType component shall specify the type of PDU te be-encrypted and transmitted.
c) The pduEncryptionAlgorithm component has the-fellowing components:
—  the algorithm component shall specify the identity of the symmetric encryption algorithn; and
—  the parameter component shall includg the parameters associated with the symmetric|encryption
algorithm, if any.
d) The Encryptedpdu component shall hold the encrypted PDU.
20.4 Check of PKI-PMI-Wrapper pratocol elements
Several chgcks are independent of the wrapped PDUs. Error codes are defined for different exception conditjons for the
PKI-PMI-Wrapper protocol elements.Such error information shall be returned by the wrapped protocol aq part of its
exception Handling.
20.4.1  General checking
It should bg checked:
a) whether/the version component is specifying an unsupported version and if so| return a
unsupportedWrapperVersion error code;
b) wihether the signature algorithm is supported and if not, return an unsupportedSignaturedlgorithm
error code;
c) whether the certificates component contains public-key certificates sufficient to create a certification path
and if not return an incompleteCertPath error code;
d) whether the certification path validates and if not, return a certificationPathFailure error code;
e) whether the digital signature is valid and if not, return an invalidSignature error code;
f)  whether mandatory attributes for the wrapped PDU are included in the signedattrs component and if
not, return a missingMandatoryAttributes error code;
g) whether unwanted attributes for the wrapped PDU are included in the signedattrs component and if so,
return a unwantedAttribute error code;
20.4.2  Specific checking when not encrypting the wrapped PDU

If the clear alternative of the TBSPDU-wrapper data type is taken for the conf component, then for the
WrappedPDUInfo data type check:
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a) whether the pduType component specifies a supported type and if not, return an unsupportedPduType
error code;

b) whether the pduType component specifies a PDU out of sequence and if so, return an
unexpectedPduType €error code.

20.4.3  Specific checking when encrypting the wrapped PDU

If the protected alternative of the TBSPDU-wrapper data type is taken for the conf component, then the actions
specified in 20.4.3.1 shall be taken and if encryption is selected, then the actions specified in 20.4.3.2 shall also be taken.

20.4.3.1 Checking of the key agreement specification

The senderDhInfo component of the value of the KeyAgreement data type shall be checked as follows:
a) ifthe sendersStaticInfo component is taken, then:

check-whether-the y e1DH public-
key certificate for the sender and if not, return an unknownDHpkCetificate error code,

—  check whether the partyainfo component holds 64 octets of random keying material|and if not,
return an invalidKeyingMaterial error code;

b) if the senderDhPublicKey alternative is taken, then:

—  check whether the algorithm component identifies a DH public-keyCalgorithm that is ¢qual to the
one specified by the DH public-key certificate held by the recipient and if pot, return
dhAlgorithmMismatch error code,

—  check whether the publicKey component holds a valid ‘\DH public-key and if not| return an
invalideDhPublickey €rror code;
The keyEnlcryptionAlgorithm component of the value of the KeyAgreement data type shall be checked afs follows:

a) check whether the algorithm component identifies a'supported key wrapping algorithm and if not, return
an unsupportedKeyWrappingAlgorithm errorcode;

b) check whether the presence or absent of the parame'ters component is as according to the type qf algorithm
and if not, return a keyEnéAlgorithmParametersMissing error code or
keyEncAlgorithmParametersNotAllowed error code, as appropriate.

20.4.3.2 Qhecking of the encrypted PDU information

Tlhe value of the EncryptedPduIn£d data type shall be checked

a) whether the pduType .component specifies a supported PDU type and if not, feturns an
unsupportedPduType elfor code;

b) whether the pduType component specifies a PDU out of sequence and if so, feturns an
unexpectedPduType error code;

c) whether the (pduEncryptionAlgorithm components identify a supported symmetric |encryption
algorithm.and if not, return an unsupportedSymmetricKeyAlgorithm error code;

d) whether the presence or absence of the parameter component of the pduEncryptiondlgorithm
component is as according to the type of algorithrm and if not, feturns a
KeySymAlgorithmParametersMissing error code or keyEncAlgorithmParametersN¢tAllowed
error code, as appropriate.

e) whether the parameter component of the pduEncryptionAlgorithm component, if present, has the right
content and if not, returns the invalidParmsForSymEncryptAlgorithms error code;

f)  whether the encryptedPdu component holds a valid PDU after decryption by the decrypted content
encryption key and if not, returns decryptionFailed error code;

g) whether the decrypted PDU is of a type corresponding the type specification in the pduType component
and if not, returns an invalidPduSyntax error code.

20.5 PKI-PMI-Wrapper error codes
The following error codes are defined the PKI-PMI-Wrapper:

PkiWaError ::= ENUMERATED ({
unsupportedWrapperVersion (0),
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unsupportedSignatureAlgorithm (1),
incompleteCertPath (2),
certificationPathFailure (3),
invalidSignature (4),
missingMandatoryAttributes (5),
unwantedAttribute (6),
unsupportedPduType (7),
unexpectedPduType (8),
invalidPduSyntax (9),
unknownDHpkCetificate (10),
invalidKeyingMaterial (11),
dhAlgorithmMismatch (12),
invalideDhPublickey (13),
unsupportedKeyWrappingAlgorithm (14),
keyEncAlgorithmParametersMissing (15),

keyEncAlgorithmParametersNotAllowed (16),

invalidParmsForSymEncryptilgorithms {17}

decryp
}
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}

21.3 Checking of received PDU

When a message is received, the wrapping part of the message shall be checked as specified in clause 20.4. If an exception
condition is encountered, the resulting error code shall be returned to the sender. If the checks specified in clause 20.4 have
been completed without detecting an exception condition, the recipient shall perform a number of validation steps on the
wrapped PDU. If this e validation fails at any step, no further validation is necessary and the recipient shall return an
appropriate error code. Error codes for the WLMP and CASP are specified in clauses 21.4.7 and 21.5.8.
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A number of checks are common across different PDU types. It shall be checked:

a)

b)

whether the version component of the PDU is supported and if not, returns an
unsupportedAVMPversionOrunsupportedCASPversionenbrcode,asappropﬁam;

whether the sequence component holds a valid sequence number and if not, returns a sequenceError
error code as specified in clause 21.4.7 for the WLMP and in clause 21.5.8 for CASP.

21.4 Authorization and validation management protocol

21.4.1  Authorization validation management introduction

The authorization and validation management is concerned with how the authorizer maintains AVL information within
the AVL entities it supports. It comprises a set of PDU exchanges as detailed in the following.

It shall be the same trusted CA that has certified the end-entity public-key certificates for the authorizer and the AVL

entities it sgTves. Eacir AV entity statt-besupptied withr:

21.4.2  Authorization and validation management protocol common components

its own end-entity public-key certificate and corresponding private key to be used for.digital signature
generation;

if encryption is required for some types of communications with that AVL entity, its'DH end-entity public-
key certificate and corresponding private key used for key agreement according*to the Diffie-Hellman
method; and

the CA certificate of the issuing CA for above two end-entity public-key certificates.

Some compponents are common across different content types. The WLMPcommofiComponents data type comprises these

componentp.

AVMPcommpnComponents ::= SEQUENCE {
versioh
timeStamp GeneralizedTime,
sequen¢e

}

AVMPversjon ::= ENUMERATED { v1(1l), v2(2), v3(3), ... }

AVMPsequénce ::= INTEGER (1..MAX)

The avMPcommonComponents data type has the-following components.

a
b
c

AVMPversion DEFAULT vl,

AVMPsequence,

The version component.shiall hold the version of the AVMP. The current version is version viL.
The timeStamp compohent shall be the GMT (UTC) generalized time at which the content was created.

The sequence component shall take the value 0 for the first message sent for a given vplue of the
timeStamp companent and be incremented by one for each message sent for the same value ¢f the time
component.\When the time component change from sending one message to sending the next, the sequence
number shalh restart at the value 0. The purpose is:

— 1o allow detecting of replay of messages caused by an error or by an adversary;
—~ Mo pair requests and responses; and

& to detect missing messages.

21.4.3  Public-key certificate management

certReq WRAPPED-PDU ::= {

CertReq

IDENTIFIED BY id-certReq }

CertReq :

:= SEQUENCE {

COMPONENTS OF AVMPcommonComponents,

}

The certReq PDU type is used by an AVL entity to initialization information allowing that AVL entity to participate in
communication with the authorizer.

Instances of this PDU type shall be sent without encryption. The signature shall be generated using the private key of the

AVL entity.
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CertReq ::= SEQUENCE ({
COMPONENTS OF AVMPcommonComponents,
}

The certReq data type specifies the syntax of the wrapped PDU content and has the following components:

a) The components of the AVMPcommonComponents data type is specified in clause 21.5.2. The sequence
component shall take the value 0.

The authorizer shall check the validity of the request:
a) by checking as specified in clause 21.4;
b) by checking whether the sender is a recognized AVL entity and if not return an unknownAvLentity error
code.

certRsp WRAPPED-PDU ::= {
CertRsp
IDENTIFIED BY id-certRsp }

The author{zer shall use the certRsp PDU type to respond to the certificate request.

CertRsp | := SEQUENCE ({
COMPONENTS OF AVMPcommonComponents,
result CHOICE {
success [0] CertOK,
failyre [1] CertErr,

..},

}

CertOK :|= SEQUENCE {
dhCert| Certificate,

}

CertErr | := SEQUENCE {
notOK |CHOICE {
wrEry PkiWrErr,
avmpErr AVMP-error,

N
note Notification OPTIONAL,
}

The certRisp data type specifies the syntax of the wrapped PDU and has the following components:

a) The components of the AvMP&éommonComponents data type is specified in clause 21.5.2. The| sequence
component shall take the.value 0.

b) The result component has the following two alternatives:

—  The succgess’alternative shall be taken if the request was accepted. The dhcert component shall hold
the DH.end-entity public-key certificate owned by the authorizer.

—  Thé £ailure alternative shall be taken if the request fails. It shall have the following component:
The AVvMP-error data type as specified in clause 21.4.7.

21.4.4  Add.authorization and validation list

addAvlReq CONTENT-TYPE ::= {
AddAvlReq
IDENTIFIED BY id-addAvlReq }

The authorizer uses the addav1Req content type to initiate the addition of an AVL to an AVL entity.

AddAvlReq ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
certlist CertAVL,

}

The addAv1Req data type specifies the syntax of the actual content and has the following components:

a) The components of the AVvMPcommonComponents data type are specified in clause 21.5.2. The sequence
component shall take the value 1.

b) The certList component shall hold the AVL to be added to the AVL entity.
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The recipient AVL entity shall check the validity of the request:

a) by checking as specified in clause 21.4;

b) by checking the validity of the signature on the received AVL and if invalid,
invalidAvlSignature error code;

return an

c) by checking whether all the AVL mandatory components are present and if not, return a

missingAvlComponent error code;

d) by checking whether the version component on the received AVL validation list specifies a supported

version and if not, return an invalidAvlVersion error code;

e) if the serialNumber component is present in the received AVL, then check whether an AVL with the

same value already exists and if so, return a duplicateAVL error code;

f) ifthe serialNumber component is absent in the received AVL, then check whether an AVL with absent

serialNumber component already exists and if so, return a duplicateAVL error code;

gb by checking whether the constrained component of the received AVL corresponds to the ca|lmabilities of

the AVL entity and if not, return a constrainedRequired error code or a nonConstrxained
error code, as appropriate;

h) for each element of the entries component of the received AVL:

— by checking whether the idType component contains a valid altergafive and if nd
protocolError error code;

— ifthe certIldentifier alternative is chosen, then:

i) by checking whether the certIdentifier component(contains a valid alternative
return a protocolError,

ii) if the entityGroup alternative is taken and the constrained component has the
return a notAllowedForConstrainedAVLEntity error code;

— by checking whether the scope component holds’sdme unsupported scope restrictions, an
an unsupportedScopeRestriction errorcode;

— by checking whether the entryExtensions component contains an unsupported critic3
and if so, return an unsupportedCriticalEntryExtension error code;

j by checking whether the AVL contains an unsupported critical extension and if so,
unsupportedCriticalExtensionefror code;

k) by checking whether the maximum number of AVLs has been exceeded by the new AVL and
a maxAVLsExceeded error code.

NOTE — Maximum limit might\be just a single AVL.

AddAv1Rsp
IDENTIFIED BY id-addAvlRsp }

iRequired

t, return a

and if not ,

alue TRUE,

f so, return

| extension

return an

f so, return

AddAv1Rsp ::= SEQUENCE {
COMPONENTS -OF "AVMPcommonComponents,
result CHOICE {

success [0] AddAv1OK,
failure [ITT AddAVIErr,
N
}

AddAvV1OK ::= SEQUENCE {

ok NULL,
}
AddAv1Err ::= SEQUENCE ({

notOK AVMP-error,
}

The addav1rsp data type specifies the actual content and has the following components:

a) The components of the AVvMPcommonComponents data type is specified in clause 21.5.2.
b) The result component has the following two alternatives:
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—  The success alternative shall be taken if the addition of an AVL was performed successfully;
—  The failure alternative shall be taken if the addition of an AVL failed. The AvMP-error data type
is specified in clause 21.5.7.
21.4.4 Replace authorization and validation list

replaceAvlReq CONTENT-TYPE ::= {
ReplaceAvlReq
IDENTIFIED BY id-replaceAvlReq }

The authorizer uses the replaceaAvlReq content type to initiate the replacement of an AVL at an AVL entity. It shall be
used when changes to the AVL have occurred.

ReplaceAvlReq ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
old AvlSerialNumber OPTIONAL,
new CertAVL,

}
The ReplalceAvlReq data type specifies the actual content and has the following components:
the components of AVvMPcommonComponents data type as specified in clause 21.5;2;

the o1d component, when present, shall hold the serial number of the old AV and it shall be gbsent if the
authorizer expects that an AVL with no sequence number exits; and

c) the new component shall hold the replacement AVL.

The AVL entity shall verify the validity of the request by checking:
a) asspecified in 21.5.3 items a) to j);

b) ifthe o1d component was present in the request, then checkwhether the AvlserialNumber vallie specified
in that component matches the AvlserialNumber 0f.& l0Cal authorization validation list and if not, return
an unknownAvl error code;

c) if the o1d component was absent in the requestithen check whether there locally is just a single AVL and
that AVL is without the serialNumber compoOnent and if not, return an unknownavl error code.

replaceAylRsp CONTENT-TYPE ::= ({
ReplaceAvlRsp
IDENTIFIED BY id-replaceAvlRsp }

The AVL entity shall use the replaceaAvlRsp Content type to report the outcome of an AVL replace request.

ReplaceAylRsp ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
result CHOICE {

success [0] RepAvV1OK,
failyre [1] ( RepAvlErr,
}

RepAv1OK| : := SEQUENCE ({

ok NULL,
}
RepAv1Err ::= SEQUENCE {

notOK AVMP-error,
}

The ReplaceAvlRsp data type specifies the syntax of the actual content and has the following components:
—  The components of the AVMPcommonComponents data type as specified in clause 21.5.2.
—  The result component has the following two alternatives:
a) The success alternative shall be taken if the replacement of an AVL was performed successfully,
b) The failure alternative shall be taken if the replacement of an AVL failed. The AvMP-error data
type is specified in clause 21.5.7.

21.45 Delete authorization and validation list
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deleteAvlReq CONTENT-TYPE ::= ({
DeleteAvlReq
IDENTIFIED BY id-deleteAvlReq }

The authorizer uses the deleteAvlReq content type to initiate deletion of an AVL at an AVL entity.

DeleteAvlReq ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
avl-Id AVLSerialNumber OPTIONAL,

}
The DeleteAvlReq data type specifies the syntax of the actual content and has the following components:
a) The components of AVMPcommonComponents data type as specified in clause 21.5.2.
b) The avl-1d component, when present, shall identify the AVL to be deleted.

The recipient AVL entity shall verify the validity of the request by checking
a) asspecified in clause 21.4;

b) if the avi-id component was present in the request, then check whether the AlvserialNupmber value
specified in that component matches the AvlSerialNumber of a local AVL and”if not} return an
unknownAVL error code;

c) if the avl-id component was absent in the request, then check whether therédocally is just a §ingle AVL
and that AVL is without the serialNumber component and if not, return-an‘unknownAVL errqr code.

deleteAv]Rsp CONTENT-TYPE ::= {
DeleteAvlRsp
IDENTIFIED BY id-deleteAvlRsp }

The recipignt AVL entity shall use the deleteAvlRsp content type to reportthe outcome of a delete AVL request.

DeleteAv]Rsp ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
result CHOICE {

success [0] DelAvlOK,
failyre [1] DelAvlErr,
..},
}

DelAv1OK]| : := SEQUENCE {

ok NULL,
}
DelAv1Erfr ::= SEQUENCE {

notOK |AVMP-error,
}

The DeletleAvlRsp data type specifies the syntax of the actual content. It has the following components:
The components of the AVMPcommonComponents data type as specified in clause 21.5.2.

The resullt component has the following two alternatives:
a) ,The success alternative shall be taken if the deletion of an AVL was performed successfully.
b .

lata type is

e 21.5.7.

specified in claus
21.4.6  Authorization and validation list reject
rejectAVL CONTENT-TYPE ::= {
RejectAVL
IDENTIFIED BY id-rejectAVL }

The rejectavL content type is used by the authorizer to report problems with a response from the AVL entity.

RejectAVL ::= SEQUENCE {
COMPONENTS OF AVMPcommonComponents,
reason AVMP-error,

}
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The RejectAVL data type specifies the syntax of the actual content and has the following components:

a) The sequence component of the AvMPcommonComponents data type shall take the same value as in the
response on which it is reporting.

b) The avMP-error as specified in clause 21.5.7.

The authorizer shall verify the validity of a received response by checking
a) asspecified in clause 21.4.

21.4.7  Authorization and validation list error codes

A value of the AvMP-error data type is used by an AVL entity to report an error when processing a request from the
authorizer. It is also used by an authorizer to reject a faulty response from an AVL entity.

AVMP-error ::= ENUMERATED ({

noRease@n (0)
unknownAvlEntity (1),
unknownContentType (2),
unsupprtedAVMPversion (3),
missingContent (4),
missingContentComponent (5),
invalifiContentComponent (6),
sequen¢eError (7),
protocelError (8),
invali¢AvlSignature (9),
duplicateAVL (10),
missingAvlComponent (11),
invalidAvlVersion (12),
notAllpwedForConstrainedAVLEntity (13),
constrainedRequired (14),
nonConstrainedRequired (15),
unsupp¢prtedCriticalEntryExtension (16),
unsuppértedCriticalExtension (17),
maxAVL$Exceeded (18),
unknownCert (19),
unknownAvVL (20),
unsuppértedScopeRestriction (21),

}

The follow|ng authorization and validation list errencodes are defined:
a) the noReason value shall be selected when no other error code is applicable;
b) the unknownContentType'value shall be selected if the content type is not known by the recelver;

c) theunsupportedavMPversion value shall be selected if a request or response content specifiedl an AVMP
version not supported;

d) themissingCentent value shall be selected when the request or response did not include a cdntent;

e) the missingContentComponent value shall be selected when a request or response did ndt include a
mandatefy-component;

f] the invalidContentComponent Vvalue shall be selected when an unexpected component was|included in
a(request or response;

g) “\.the sequenceError value shall be selected when:

— anend entity receives a request content of the addav1Req content type that did not have the sequence
component set to 1;

— an end entity receives a request content not of the addaviReq content type that did not have the
sequence COmMponent set to one more than for the previous request; or

—  anauthorizer receives a response content with a sequence component value different from the one in
the corresponding request content;

h) the protocolError value shall be selected when a protocol error is encountered;
i) the invalidSignature Vvalue shall be selected when the signature on an AVL is invalid;

j)  the duplicateAvL value shall be selected when the authorizer attempts to add an already existing AVL to
an end entity;
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k)

the missingAvlComponent Vvalue shall be selected when a received AVL is missing a mandatory
component;

the invalidAvlversion value shall be selected when an unsupported authorization validation list version
is received;

the notAllowedForConstrainedAVLEntity shall be selected if a component is included that is not
allowed by a constrained AVL entity;

the constraintRequired Value shall be selected when the end entity requires an AVL with the
constraint component set to FALSE,;

the nonConstraintRequired Value shall be selected when the end entity requires an AVL with the
constraint component set t0 TRUE;

the unsupportedCriticalEntryExtension Vvalue shall be selected when a received AVL contains an
unsupported critical entry extension;

215 Certification authority subscription protocol

21.5.1  (ertification authority subscription introduction

the unsupportedCriticalExtension Vvalue shall be selected when a received AVl gontains an
unsupported critical extension;

the maxAvVLsExceeded Vvalue shall be selected when the addition of an AVL would bring thg number of
AVLs beyond a locally determined value;

the unknowncCert value shall be selected when an unknown public-key certificate was referg¢nced in an
update request;
the unknownAVL value shall be selected when an end entity receives.a\content including a Jalue of the
AvlSerialNumber data type that did not match any local AVL;

the unsupportedScopeRestriction value shall be selected when'an unsupported scope resjriction was
included in an AVL.

The CA subscription is concerned with how the authorizer, maintains AVL status information by subscriping to the
necessary ipformation from relevant CAs. It is only relevant for authorizer supporting authorization validation lists for

constraint dnd entities.

Before subgcribing to maintenance information, the\authorizer needs to know the exact certification configuration for the

end entitieq it supports. The following information is necessary to establish:

a
b

C

The end-entity public-key certificates for the AVL entities for which AVL support is to be provided.

For each AVL entity from a), the end-entity public-key certificates for the AVL entitiep to which
communications are possible.

The CA-certificatesand trust anchor information necessary to establish any necessary certificatjon path.

This Specilication does not gives details on how an authorizer obtains this information. It could be by local cdnfiguration

or by abstr

The CASP [comprises a)set of CMS exchange types as detailed in the following.

21.5.2  (Qertification authority subscription common components

ct of a centralized database.

components.
CASPcommonComponents ::= SEQUENCE {
version CASPversion DEFAULT vl,
sequence CASPsequence,
}
CASPversion ::= ENUMERATED { v1(1l), v2(2), v3(3), ... }
CASPsequence ::= INTEGER (1..MAX)

The cAsPcommonComponents data type has the following components.

The version component shall hold the version of the CASP. The current version is version v1.
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The sequence component shall hold a sequence number of a message being sent. The sequence number is used:

a) to allow detection replay of messages caused by an error or by an adversary;
b) to pair requests and responses; and
c) to detect missing messages.

2153  Public-key certificate subscription
certSubscribeReq CONTENT-TYPE ::= {
CertSubscribeReq

IDENTIFIED BY id-certSubscribeReq }

The authorizer uses the certSubscribeReq content type to request a specific CA to supply status information about

public-key

CertSubscribeReqg ::= SEQUENCFE {

COMPON:

certs
subj
serif

)

The certsSubscribeReq data type specifies the syntax of the actual content and has the folowing components:

certificates issued by this CA relevant for the AVLs supported by the authorizer.

ENTS OF CASPcommonComponents,
SEQUENCE OF SEQUENCE {

bct Name,

b INumber CertificateSerialNumber,

I4

The components of the CASPcommonComponents data type as specified in‘clause 22.6.2.

The certs component shall identify a list of end-entity public-key\certificates, for which thg authorizer
requests information about status changes. It has the following stbeomponents for each element:
—  the subject subcomponent shall be the name of the~entity for which the end-entity|public-key
certificate has been issued;
—  the serialNumber subcomponent shall be the<serial number for the end-entity public-key certificate
in question.
The CA shall verify the validity of the request by checking:

a) as specified in clause 21.4;

b) each element of the certs componentfor validity, i.e., whether it identifies an end-entity|public-key
certificate issued by the CA. If not,.an unknownCert status code shall be returned in the cofresponding
element of the response.

certSubs¢ribeRsp CONTENT-TYPE <= {
CertSubscribeRsp
IDENTIFIED BY id-certSubscribeRsp }
The CA shall use the certsubgeribeRsp content type to report the outcome of the subscription request.
CertSubs¢ribeRsp ::=\SEQUENCE {
COMPONENTS OF CASPcommonComponents,
result CHOICE {
success [0] CertSubscribeOK,
failyre [1] CertSubscribeErr,
}
CertSubscribeOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE {
ok [0] SEQUENCE {
cert Certificate,
status CertStatus,

revokeReason CRLReason OPTIONAL,

not-ok

b,

[1] SEQUENCE {

status CASP-CertStatusCode,

)

},

CASP-CertStatusCode ::= ENUMERATED ({
noReason (1),
unknownCert (2),

}
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CertStatus
good

: := ENUMERATED {

(0),

revoked (1),
on-hold (2),
expired (3),

}

CertSubscribeErr ::= SEQUENCE ({

code

}

CASP-error,

The certSubscribeRsp data type specifies the actual content and has the following components:

The components of the CASPcommonComponents data type as specified in clause 21.6.2.

The result component has the following two alternatives:

a

The certsubscribeok shall include an element for each public-key certificate specified-in‘the request in the
Each elemgnt has two alternatives:

a

21.5.4  Hublic-key certificate un-subscription

The success alternative shall be taken if the subscription was accepted for at least one
certificate. It shall then hold a value of the CertSubscribeOK data type.

The failure alternative shall be taken if the evaluation of the request failed to a degree wher

public-key

B no results

could be returned. It shall then hold a value of the certSubscribeErr data types The CASP-error data

type is specified in clause 21.6.8.

The ok alternative shall be taken when public-key certificate informiation was successfully retri
the following components:

—  the cert component shall hold the public-key certificate-for the requested subject;

— the status component shall hold the status of thé public-key certificate and shall tg
following values:

i) the good value signals that the represented public-key certificate can be trusted,

ii) the revoked value signals that the gepresented public-key certificate has been revok
no longer be trusted,

iii) the on-hold value signals that'the represented public-key certificate has been put on
and should not be trusted for the time being,

iv) the expired value signals that the represented public-key certificate has expired
longer be trusted;

—  the revokeReason cOmponent may be present when the status component is set to re
shall otherwise be absent. When present, it shall indicate the reason for the revocation a
clause 9.5.3.1

same order.

bved. It has

ke one the

ed and can

hold status

and cannot

roked, and
defined in

The not-ok alternative shall be taken when a corresponding public-key certificate was not identified:

— the no=reason status code shall be returned when no other code is applicable;

—  theynknownCert status code shall be selected when the corresponding element in the req
identify a public-key certificate issued by the CA.

hest did not

certUnsubscribeReq CONTENT-TYPE ::= {

CertUnsubscribeReq

IDENTIFIED BY {id-cmsct 10} }

The authorizer uses the certUnsubscribeReq content type to request a specific CA to stop supplying status information
about public-key certificates issued by that CA.

CertUnsubscribeReq ::= SEQUENCE ({
COMPONENTS OF CASPcommonComponents,
certs SEQUENCE OF SEQUENCE ({

subject Name,
serialNumber CertificateSerialNumber,

N
}

The certUnsubscribeReq data type specifies the actual content and has the following components:
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The certs component shall identify a list of public-key certificates for which, the authorizer requests stop

for information about status changes. It has the following subcomponents for each public-key certificate:

—  The subject subcomponent shall be the name of the entity to which the public-key certificate has

been issued.

—  The serialNumber subcomponent shall be the serial number for the public-key certificate in question.

The CA shall verify the validity of the request by checking:

a) asspecified in clause 21.4;

b) each element of the certs component for validity, i.e., whether it identifies a public-key certificate issued by
the CA. If not, an unknownCert status code shall be returned in the corresponding element of the response.
certUnsubscribeRsp CONTENT-TYPE ::= ({

CertUnsubscribeRsp

IDENTIFIED BY id-certUnsubscribeReq } }

The CA sh

Il use the certUnsubscribeRsp content type to report the outcome of the un-subscription reque

certUnsubscribeRsp CONTENT-TYPE ::= ({

CertUnsubscribeRsp

IDENTIFIED BY id-certUnsubscribeRsp }

CertUnsubscribeRsp ::= SEQUENCE {
COMPONENTS OF CASPcommonComponents,

result

CHOICE {

success [0] CertUnsubscribeOK,
failyre [1] CertUnsubscribeErr,

)

I4

CertUnsubscribeOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE ({

ok

[0] SEQUENCE {

subject Name,

seri
not-ok
stat

}
CertUnsul
code

}

b1 Number CertificateSerialNumber,

[1] SEQUENCE {
s CASP-CertStatusCode,

bscribeErr ::= SEQUENCE \{
CASP-error,

The certsSubscribeRsp data'type specifies the actual content and has the following components:

The compo

The resul
a

hents of the CASRcommonComponents data type as specified in clause 21.6.2.

t component-has the following two alternatives:

The\success alternative shall be taken if the subscription was accepted for at least one
certificate. It shall then hold a value of the CertUnsubscribeOK data type.

—

public-key

b)y—The faz1ure altermative strattbetakemif theevatuatiomof the Tequest faitettoa degree wier

e no results

could be returned. It shall then hold a value of the CertUnsubscribeErr data type. The CASP-error

data type is specified in clause 21.6.8.

The certUnsubScribeOK includes an element for each public-key certificate specified in the request in the same order.
Each element has two alternatives:

a)

b)

the following components:

The ok alternative shall be taken when public-key certificate information was successfully retrieved. It has

—  the subject component shall hold the name of the subject to which the public-key certificate had been

issued;
—  the serialNumber component shall hold the serial number for the public-key certificate.

—  the no-reason status code shall be returned when no other status code is applicable;
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—  the unknownCert status code shall be selected when the corresponding element in the request did not
identify a public-key certificate issued by the CA.

The error alternative shall be taken if the evaluation of the request failed to a degree where no results could be returned.
The CASP-error data type is specified in clause 21.6.8.

2155 Public-key certificate replacements

certReplaceReq CONTENT-TYPE ::= ({
CertReplaceReq
IDENTIFIED BY id-certReplaceReq }

The CA shall use the certReplacementReq content type to submit replaced end-entity public-key certificates to the
authorizer.

CertReplaceReq ::= SEQUENCE {
COMPONENTS OF CASPcommonComponents,
certs | SEQUENCE OF SEQUENCE ({

old CertificateSerialNumber,
new Certificate,

}
The certReplacementReq data type specifies the actual content and has the following camponents:
a) The components of the cASPcommonComponents data type as specified inclause 21.6.2.

b) The certs component shall identify a list of public-key certificate ‘réplacements. It has th¢ following
subcomponents for each public-key certificate:

—  The o1d subcomponent shall hold the identification of the public-key certificate to be replaced.
—  The new subcomponent shall hold the replacement plblic-key certificate.

The author{zer shall verify the validity of the request by checking:
a) as specified in clause 21.4;
b) each element of the certs component for validity:

— whether the o1d subcomponent identifies a public-key certificate at the authorizer ang if not, an
unknownCert Status code shall be;returned in the corresponding element of the response;

b) each element of the certs component for validity, i.e., whether it identifies a public-key certifjcate issued
by the CA. If not, an unknowncCert status code shall be returned in the corresponding element of the
response.

certReplaceRsp CONTENT-TYPE  ::= ({
CertReplaceRsp
IDENTIFIED BY id-certReplaceRsp }

The author{zer shall use the ceztReplacementRsp content type to report the outcome of the subscription request.

CertReplaceRsp ::=“SEQUENCE {
COMPONENTS OE'\CASPcommonComponents,
result CHOICE ({
success [0] CertReplaceOK,
failyre [1] CertReplaceErr,
}
CertReplaceOK ::= SEQUENCE (SIZE (1..MAX)) OF CHOICE ({
ok [0] SEQUENCE {
issuer Name,

serialNumber CertificateSerialNumber,

..o},
not-ok [1] SEQUENCE {

status CASP-CertStatusCode,
..},
}
CertReplaceErr ::= SEQUENCE {
code CASP-error,

}
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The certReplaceRsp data type specifies the actual content and has the following components:

The compo

The resul

nents of the CASPcommonComponents data type as specified in clause 21.6.2.

t component has the following two alternatives:

a) The success alternative shall be taken if the subscription was accepted for at least one

b)

certificate. It shall then hold a value of the CertReplaceOK data type.

public-key

The failure alternative shall be taken if the evaluation of the request failed to a degree where no results

could be returned. It shall then hold a value of the certReplaceErr data type. The CASP-error data type

is specified in clause 21.6.8.

The certReplace data type includes an element for each public-key certificate specified in the request in the same order.
Each element has two alternatives:

a) The ok alternative shall be taken when public-key certificate information was successfully retrieved. It has
the-fottowing components:
—  the subject component shall hold the name of the subject to which the public-key certificgte had been
issued;
—  the serialNumber component shall hold the serial number for the public-key certificate.
b) The not-ok alternative shall be taken when a corresponding public-key certificate was not ideftified.
—  the no-reason status code shall be returned when no code is applicable;
—  the unknownCert status code shall be selected when the correspofiding element in the reqpiest did not
identify a public-key certificate issued by the CA.
21.5.6  Hnd-entity public-key certificate updates
certUpdafgeReq CONTENT-TYPE ::= {
CertUpdateReq
IDENTIFIED BY id-certUpdateReq }
The CA shall use the certUpdateReq content type to submitste_the authorizer updated status information on| public-key
certificates
CertUpdateReq ::= SEQUENCE {
COMPONENTS OF CASPcommonComponents,
certs |SEQUENCE (SIZE (1..MAX)) OF SEQUENCE {
subject Name,
serialNumber CertificateSerialNumber,
cert$tatus CertStatus,
}
The certUpdateReq data type-specifies the actual content and has the following components:
a) The components'of the CASPcommonComponents data type as specified in clause 21.6.2.
b) The certs:component shall identify a list of updates to public-key certificate. It has the following
subcomponents for each element:
—~ \The subject subcomponent shall hold the identification of the end-entity public-key cert|ficate to be
replaced.
= = = which new
status information is available.
—  The certsStatus shall hold the updated status information for the end-entity public-key certificate in

question.

The authorizer shall verify the validity of the request by checking:

a) asspecified in clause 21.4;

b) each element of the certs component for validity by checking—:

—  whether the subject subcomponent identifies a new entity and if not, return an unknownSubject

error code;

—  whether the serialNumber subcomponent identifies a known public-key certificate and if not, return

an unknownCert error code;
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—  whether the certstatus subcomponent has a valid value and if not, return an unknownCertStatus

error code.

certUpdateRsp CONTENT-TYPE ::= {

CertUpdateRsp

IDENTIFIED BY id-certUpdateRsp }

The authorizer shall use the certUpdateRsp content type to report the outcome of the updates to status information on

public-key certificates.
CertUpdateRsp ::= SEQUENCE {
COMPONENTS OF CASPcommonComponents,
result CHOICE {
success [0] CertUpdateOK,
failure [1] CertUpdateErr,
-1
}
CertUpdateOK ::= SEQUENCE (SIZE (l1..MAX)) OF CHOICE {
ok [0] SEQUENCE {
subject Name,
seriglNumber CertificateSerialNumber,
not-ok [1] SEQUENCE {
statys CASP-CertStatusCode,
}
CertUpdateErr ::= SEQUENCE {
code CASP-error,
}
The certUpdateRsp data type specifies the actual content and has.the.following components:

The caspc

ommonComponents data type as specified in clause 24:6.2.

The resullt component has the following two alternatives;
a) The success alternative shall be taken If the subscription was accepted for at least one|public-key
certificate. It shall then hold a value of’the certUpdateOK data type.
b) The failure alternative shall be-taken if the evaluation of the request failed to a degree wherg no results
could be returned. It shall then hold a value of the CertUpdateErx data type. The CASP-error|data type is
specified in clause 21.6.8.
The certUpdateOK includes an element for each public-key certificate specified in the request in the same prder. Each
element hag two alternatives:
a) The ok alternative shall be taken when the update to the public-key certificate information was Juccessfully
processed. It has'the following components:
—  thesubject component shall hold the name of the subject to which the public-key certificgte had been
iSsued;
—~~ \the serialNumber component shall hold the serial number for the public-key certificate.
b) “.“Fhe not-ok alternative shall be taken when a corresponding public-key certificate was not identified.

— the no-reason status code shall be returned when no code is applicable;

—  the unknownCert status code shall be selected when the corresponding element in the request did not

identify a public-key certificate issued by the CA.

21.5.7  Certification authority subscription reject

rejectCAsubscribe CONTENT-TYPE ::= {

RejectCAsubscribe

IDENTIFIED BY id-rejectCAsubscribe }

The rejectCAsubscribe content type is used by receiver of a response content to report problems with the response.

RejectCAsubscribe ::= SEQUENCE {
COMPONENTS OF CASPcommonComponents,

reason
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The RejectCAsubscribe data type specifies the actual content and has the following component:

The sequence component of the CASPcommonComponents data type shall take the same value as in the response on
which it is reporting.

The casp-error is specified in clause 21.6.8.

The authorizer shall verify the validity of a received response by checking

a)

as specified in clause 21.4.

21.5.8  Certification authority subscription error codes

CASP-error ::= ENUMERATED {
noReason (0),
unknowpCerntentlype 1
unsupprtedCASPversion (2),
missingContent (3),
missingContentComponent (4),
invalifiContentComponent (5),
sequen¢eError (6),
unknowhCertStatus (7),
}
A value of the casp-error data type indicates the result of an issued request.
a) the noReason value shall be selected when no other error code is applicable;
b) the unknownContentType Value shall be selected if the content-type is not known by the recejver;
c) the unsupportedCASPversion Value shall be selected if acreguest or response content specifled a CASP
version that is not supported;
d) the unsupportedContentVersion value shall bé)selected when a request or response includes an
unsupported content type;
e) themissingContent value shall be selected when the request or response did not include a cdntent;
f] the missingContentComponent value shall be selected when a request or response does not includes a
mandatory component;
g) the invalidContentComponent value\shall be selected when an unexpected component was ingluded in a
request or response;
h) the sequenceError value shal be selected by when:
— an authorizer or a CA"receives a request content for the first time that did not have the|sequence
component set to 1,
— anauthorizerora CA receives a request content that did not have the sequence componet set to one
higher than,for a previous request content in the same direction; or
— an authorizer or a CA receives a response content with a sequence component value diffferent from
the e in the corresponding request content;
22 Trust broker protocol

The TB protocol allows the relying party to query the TB about the trustworthiness of the certificate issued to the subject
it is communicating with. The relying party may send the certificate of either the issuing CA or the subject, and receive
information about the trustworthiness of the subject’s certificate.

There are two issues involved in determining the trustworthiness of a PKI certificate:

Is the certificate still valid?
How trustworthy is the CA that issued it?

The relying party may use a local client to answer the first question, in which case the TB will only answer the second one.
Alternatively the relying party may ask the TB to answer both questions. The format of a TB request message is as follows:

TBrequest
caCert

::= CHOICE {

[0] PKCertIdentifier,

subjectCert [1] PKCertIdentifier,
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}

If the relying party sends the certificate of the CA, then only the second question above is to be answered. The TB does
not know which of the CA’s subjects the relying party is communicating with, and therefore can only return information
that relates to all the certificates issued by this CA’s certificate. This method protects the privacy of the relying party by
not divulging the subjects that the relying party communicates with. The TB shall check that the CA’s certificate is still
valid and then return information about the trustworthiness of all the subject certificates issued by this CA.

If the relying party sends the certificate of the subject, then the TB shall check that the subject’s certificate is still valid and
then check that the CA’s certificate is still valid and return information about the trustworthiness of all the subject

certificates issued by this CA.

TBresponse ::= CHOICE {
success [0] TBOK,
failure [1] TBerror,
...}
TBOK : :=| SEQUENCE {
levelOfAssurance [0] INTEGER (0..100),
confide¢ncelevel [1] INTEGER (0..100),
validationTime [2] UTCTime,
info UTF8String OPTIONAL,
}
TBerror | := SEQUENCE ({
code ENUMERATED {
caCertInvalid (1),
unknownCert (2),
unknpwnCertStatus (3),
subjectCertRevoked (4),
incorrectCert (5),
contractExpired (6),
pathYalidationFailed (7),
timeQut (8),
other (99),
diagnostic UTF8String OPTIONAL,
}

If the TB sliccessfully validates the presented certificate, it returns the following information to the relying paity:

leve] OfAssurance -

confidencelLevel -

valiflationTime.~

info

indicates the level of assurance that the relying party can have in the subject’
as determined-by the responding TB. This assurance is asserted by the TB as a
careful analysis of many factors. Different TBs may therefore return different
for the 'same presented certificate due to their different validation procedure
valte will be in the range 0 to 100, where 0 indicates zero assurance and 100 ir
assurance.

indicates the confidence that the TB has in the LoA value that it has returne
indicates zero confidence and 100 indicates full confidence.

the date and time at which the TB last checked the revocation information for th
certificate.

certificate,
result of its
| 0A values
. The LoA
dicates full

d, where 0

e presented

contains an optional free form display string that the TB would like the client

software to

display to the user.

If the TB fails to validate the presented certificate, it returns an error code and diagnostic string. Note that if the TB validates
the certificate but does not trust it or the issuer, it should return TBOK with a LoA of zero. The error code can be one of

the following:

caCertlnvalid —

unknownCert —
unknownCertStatus —
subjectCertRevoked —

incorrectCert —

138

either the presented CA certificate is not valid, or the certificate of a CA sup
presented subject certificate is not valid

erior to the

the certificate submitted to the TB by the relying party is unknown and cannot be validated

the TB cannot determine the status of the (known) certificate submitted by the relying party

the presented subject certificate has been revoked

the presented certificate is incorrectly formatted
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contractExpired — the relying party’s contract with the TB has expired and should be renewed before service
can be restored

pathValidationFailed — one or more of the CA certificates in the chain from the subject’s certificate to the root CA
could not be validated. Another attempt at a later time may succeed

timeOut — the presented certificate could not be validated because one or more services timed out.
Retrying again later may rectify this error

other — the presented certificate could not be validated for some reason other than one of the above.
If this error code is used, then it is mandatory for the TB to complete the diagnostic string

The diagnostic string is an optional parameter that the TB may wish to be recorded in the client logs and displayed to the
relying party. It is mandatory if the error code other is returned.

Rec. ITU-T X.509 (10/2016) 139


https://iecnorm.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

Annex A

Public-key and attribute certificate frameworks

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes all of the ASN.1 type, value, and information object class definitions contained in this Specification
in the form of three ASN.1 modules: AuthenticationFramework, CertificateExtensions and
AttributeCertificateDefinitions.

-- A.l1 - Authentication framework module
AuthenticationFramework {joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 8}

DEFINITIQNS ::=
BEGIN

-- EXPORTS All
-- The types and values defined in this module are exported for use in the‘“other ASN.1
-- moduleés contained within the Directory Specifications, and for the use' of othexy
-- applig¢ations which will use them to access Directory services. Other-“applicatigns may
-- use them for their own purposes, but this will not constrain extemsions and
-- modifjcations needed to maintain or improve the Directory serwvice.

IMPORTS
basicA¢cessControl, certificateExtensions, id-asx, id-at, id-avr, id-1ldx, id-1sjx,
id-mr, |id-nf, id-oa, id-oc, id-sc, informationFramework, ‘selectedAttributeTypes

FROM| UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) §}

ATTRIBYTE, DistinguishedName, MATCHING-RULE, Name; NAME-FORM, OBJECT-CLASS,
RelatiyeDistinguishedName, SYNTAX-NAME, top
FROM| InformationFramework informationFramework

bitStrjngMatch, boolean, booleanMatch, caseExactMatch, commonName,
directpryString, distinguishedNameMatch, “generalizedTime,
generalizedTimeMatch, generalizedTimeOrderingMatch, integer, integerMatch,
integefOrderingMatch, objectIdentifierMatch, octetString, octetStringMatch,
UnboungledDirectoryString, Uniqueldentifier, uri

FROM| SelectedAttributeTypes selectedAttributeTypes

algorithmIdentifierMatch, certificateExactMatch, certificatelistExactMatch,
certifjcatePairExactMatch, CertificatePoliciesSyntax, CertPolicyIld, GeneralNameg,
KeyUsage,
CertifjcateAssertion, CertificateExactAssertion, CertificatelistAssertion,
CertifjcatelListExactASsertion, CertificatePairAssertion,
CertifjcatePairExactAssertion

FRPM CertificateExtensions certificateExtensions ;

-- parameterized - types

SIGNATURE /<= SEQUENCE {
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms
signature BIT STRING,
}

v~
L =

SIGNED{ToBeSigned} ::= SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE,

}

HASH{ToBeHashed} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
hashValue BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded
-- octets of a value of -- ToBeHashed } ),

}

ENCRYPTED { ToBeEnciphered} ::= BIT STRING (CONSTRAINED BY ({
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-- shall be the result of applying an encipherment procedure

-- to the BER-encoded octets of a value of -- ToBeEnciphered } )
ENCRYPTED-HASH{ToBeSigned} ::= BIT STRING (CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.2)
-- octets of a value of -- ToBeSigned -- and then applying an encipherment procedure
-- to those octets -- } )
FINGERPRINT {ToBeFingerprinted} ::= SEQUENCE ({
algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
fingerprint BIT STRING,
..}
ALGORITHM ::= CLASS {
&Type OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNFAX—
[ PARMS &Type]

IDENTIFIED BY &id }
AlgorithmIdentifier {ALGORITHM: SupportedAlgorithms} ::= SEQUENCE ({

algorithm ALGORITHM. &id ({SupportedAlgorithms}),
paramefers ALGORITHM. &Type ({SupportedAlgorithms}{@algorithm}) OPTIONAL,

}

/* The d¢finitions of the following information object set is deferred to referenging
specifications having a requirement for specific information object sets.*/

Supporte@lAlgorithms ALGORITHM ::= {...}

/* The definitions of the following information value se€t) is deferred to referencing
specifications having a requirement for specific value(sets.*/

Supporte@iCurves OBJECT IDENTIFIER ::= {dummyCurv, .\ .}
dummyCury OBJECT IDENTIFIER ::= {2 5 5}

-- publig¢-key certificate definition

Certificate ::= SIGNED{TBSCertificate}
TBSCertificate ::= SEQUENCE {
version [0] Version DEFAULT vl,
serialNumber CertificateSerialNumber,
signatyre AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
validigy Validity,
subject Name,
subjecfPublicKeyInfo SubjectPublicKeyInfo,
issuerPniqueIdentifier [1] IMPLICIT UniqueIdentifier OPTIONAL,
ey
[[2: -t if present, version shall be v2 or v3
subjecfUnigueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL]],
[[3: -t if\present, version shall be v2 or v3
extensjons [3] Extensions OPTIONAL]]
-- If presemt,versiom shail be v3T]
} (CONSTRAINED BY { -- shall be DER encoded -- } )
Version ::= INTEGER {v1(0), v2(1l), v3(2)}
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {

notBefore Time,
notAfter Time,

}

SubjectPublicKeyInfo ::= SEQUENCE {
algorithm AlgorithmIdentifier{{SupportedAlgorithms}},
subjectPublicKey PublicKey,
}
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PublicKey ::= BIT STRING
Time ::= CHOICE ({
utcTime UTCTime,

generalizedTime GeneralizedTime }
Extensions ::= SEQUENCE SIZE (l..MAX) OF Extension

-- For those extensions where ordering of individual extensions within the SEQUENCE is
-- significant, the specification of those individual extensions shall include the
-- rules for the significance of the order therein

Extension ::= SEQUENCE ({
extnId EXTENSION. &id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
exthaKue——OG&E&—S;RINC

[

(CONTAINING EXTENSION. &ExtnType ({ExtensionSet} {@extnId})
ENCODED BY der),

}

der OBJECT IDENTIFIER ::=
{jointtiso-itu-t asnl(l) ber-derived(2) distinguished-encoding(1)}

ExtensiohSet EXTENSION ::= {...}
EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,

&ExtnType }

WITH SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

-- other|PKI certificate constructs

Certificates ::= SEQUENCE {
userCertificate Certificate,
certifjcationPath ForwardCertificationPath OPTIONAL,
}

ForwardCeértificationPath ::= SEQUENCE SIZE (1..MAX) OF CrossCertificates
CrossCertificates ::= SET SIZE (l1.-MAX) OF Certificate
Certific@dtionPath SEQUENCE J{

userCertificate Certificate,

theCACe¢rtificates SEQUENCE SIZE (1..MAX) OF CertificatePair OPTIONAL,
}

PkiPath [ := SEQUENGE\'SIZE (l1..MAX) OF Certificate

-- certificate reyocation list (CRL)

Certificateliist ::= SIGNED{CertificatelListContent}
CertificatelirstComtent——T=SEQUENCE—{
version Version OPTIONAL,
-- if present, version shall be v2
signature AlgorithmIdentifier{{SupportedAlgorithms}},
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL,
...} OPTIONAL,

.7

ceey
crlExtensions [0] Extensions OPTIONAL }
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CertAVL ::= SIGNED {TBSCertAVL}
TBSCertAVL ::= SEQUENCE {
version [0] IMPLICIT Version DEFAULT vl,
serialNumber AvlSerialNumber OPTIONAL,
signature AlgorithmIdentifier {{SupportedAlgorithms}},
issuer Name,
constrained BOOLEAN,
entries SEQUENCE (SIZE (1..MAX)) OF SEQUENCE ({
idType CHOICE {
certIdentifier [0] PKCertIdentifier,
entityGroup DistinguishedName, -- only for constrained = FALSE
. },
scope [0] IMPLICIT ScopeRestrictions OPTIONAL,
entryExtensions [1] IMPLICIT Extensions OPTIONAL,
},
-7
ey
avlExténsions Extensions OPTIONAL }
AvlSerialNumber ::= INTEGER (0. .MAX)
PKCertIdentifier ::= CHOICE ({
issuer$erialNumber IssuerSerialNumber,
fingerprintPKC [0] IMPLICIT FINGERPRINT {Certificate},
fingerprintPK [1] IMPLICIT FINGERPRINT {PublicKey},
}
IssuerSefrialNumber ::= SEQUENCE {
issuer Name,

serialNumber CertificateSerialNumber,
}

ScopeRestrictions SEQUENCE OF ScopeRestriction

SCOPE-RESTRICTION ::= TYPE-IDENTIFIER
ScopeRestriction ::= SEQUENCE {
id SCOPE-RESTRICTION. &id,

restri¢tion SCOPE-RESTRICTION. &Type.,
}

protRestrict EXTENSION ::= ({
SYNTAX ProtRestriction
IDENTIFIED BY id-protRestrict }
ProtRestriction ::= SEQUENCE (SIZE (1..MAX)) OF OBJECT IDENTIFIER

-- PKI object classes

pkiUser QOBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
LDAP—NxME {"pkiUser"}
LDAP-DESC X509 PRI User
ID id-oc-pkiUser }
pkiCA OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |

certificateRevocationList |
eepkCertificateRevocationList |
authorityRevocationList |
crossCertificatePair}

LDAP-NAME {"pkiCA"}

LDAP-DESC "X.509 PKI Certificate Authority"

ID id-oc-pkiCA }
cRLDistributionPoint OBJECT-CLASS ::= {
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SUBCLASS OF {top}

KIND structural

MUST CONTAIN {commonName }

MAY CONTAIN {certificateRevocationList |

eepkCertificateRevocationList |
authorityRevocationList |
deltaRevocationList}

LDAP-NAME {"cRLDistributionPoint"}
LDAP-DESC "X.509 CRL distribution point"
ID id-oc-cRLDistributionPoint }
cRLDistPtNameForm NAME-FORM ::= {
NAMES cRLDistributionPoint
WITH ATTRIBUTES {commonName }
ID id-nf-cRLDistPtNameForm }
deltaCRL OBIECTF~-CEASS——=—+
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
LDAP-NAME {"deltaCRL"}
LDAP-DESC "X.509 delta CRL"
ID id-oc-deltaCRL }
cpCps OBJECT-CLASS ::= {
SUBCLAS$S OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
LDAP-NAME {"cpCps"}
LDAP-DESC "Certificate Policy and Certification Practice Statement"
iDp id-oc-cpCps }
pkiCertPath OBJECT-CLASS ::= {
SUBCLAS$S OF {top}
KIND auxiliary
MAY CONTAIN {pkiPath}
LDAP-N, {"pkiCertPath"}
LDAP-D "PKI Certification-Path"
iD id-oc-pkiCertPath <}
-- PKI directory attributes
userCertificate ATTRIBUTE ::=_{
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-N. {"userCertificate"}
LDAP-D "X.509 user certificate"
ID id-at-userCertificate }
cACertifjcate ATTRIBUTE ::= {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
LDAP-SYNTAX x509Certificate. &id
LDAP-N. {#cACertificate™Y}
LDAP-DESC "X.509 CA certificate"
ID id-at-cAcertificate }
crossCertificatePair ATTRIBUTE ::= {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
LDAP-SYNTAX x509CertificatePair. &id
LDAP-NAME {"crossCertificatePair"}
LDAP-DESC "X.509 cross certificate pair"
ID id-at-crossCertificatePair }
CertificatePair ::= SEQUENCE ({

issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [1] Certificate OPTIONAL,
}
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(WITH COMPONENTS { ..., issuedToThisCA PRESENT} |

WITH COMPONENTS { ..., issuedByThisCA PRESENT})
certificateRevocationList ATTRIBUTE ::= ({

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"certificateRevocationList"}

LDAP-DESC "X.509 certificate revocation list"

ID id-at-certificateRevocationList }
eepkCertificateRevocationList ATTRIBUTE ::= ({

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"certificateRevocationList"}

LDAP-DESE "X 5090 EERPK—ecertifieaterevocationtist"

ID id-at-eepkCertificateRevocationList }
authorityRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificateListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"authorityRevocationList"}

LDAP-DESC "X.509 authority revocation list"

iD id-at-authorityRevocationList }
deltaRevpcationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificateListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"deltaRevocationList"}

LDAP-DESC "X.509 delta revocation list"

ID id-at-deltaRevocationList }
supporteflAlgorithms ATTRIBUTE ::= {

WITH SYNTAX SupportedAlgorithm

EQUALITY MATCHING RULE algorithmIdentifierMatch

LDAP-SYNTAX x509SupportedAlgorithm. &id

LDAP-NAME {"supportedaXgorithms"}

LDAP-DESC "X.509 support algorithms"

iD id-at-supportedAlgorithms }
Supporte@lAlgorithm ::= SEQUENCE\{

algorithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},

intendedUsage [0] KeyUsage OPTIONAL,

intend¢dCertificatePolicies [1l] CertificatePoliciesSyntax OPTIONAL,

}

certific@ationPracticeStmt ATTRIBUTE ::= ({

WITH SYNTAX InfoSyntax

ID idrat-certificationPracticeStmt }
InfoSyntax ,:\:= CHOICE ({

content« ‘UnboundedDirectoryString,

pointer—SEQUENCE—

name GeneralNames,
hash HASH{HashedPolicyInfo} OPTIONAL,
..},
}
POLICY ::= TYPE-IDENTIFIER
HashedPolicyInfo ::= POLICY.&Type({Policies})
Policies POLICY ::= {...} -- Defined by implementors
certificatePolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
D id-at-certificatePolicy }
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PolicySyntax ::= SEQUENCE ({
policyIdentifier PolicyID,
policySyntax InfoSyntax,
}
PolicyID ::= CertPolicyld
pkiPath ATTRIBUTE ::= ({
WITH SYNTAX PkiPath
ID id-at-pkiPath }
userPassword ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING (SIZE (0..MAX))
EQUALITY MATCHING RULE octetStringMatch
LDAP-SYNTAX octetString. &id
LDAP-NAME {"userPassword"}
ID id-at-userPassword—}

-- LDAP fsyntaxes defined by IETF RFC 4523

x509Certificate SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate"

DIRECTQRY SYNTAX Certificate

ID id-1sx-x509Certificate }
x509CertificatelList SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List"

DIRECTPRY SYNTAX Certificatelist

ID id-1sx-x509Certificatelist }
x509CertificatePair SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair"

DIRECTPRY SYNTAX CertificatePair

ID id-1sx-x509CertificatePair }
x509SuppprtedAlgorithm SYNTAX-NAME ::= {

LDAP-DESC "X.509 Supported Algorithm”

DIRECTPRY SYNTAX SupportedAlgorithm

D id-1sx-x509SupportedAlgorithm }

-- object identifier assignments

-- object classes

id-oc-cRLDistributionPoint OBJECT IDENTIFIER = {id-oc 19}
id-oc-pk}iUser OBJECT IDENTIFIER = {id-oc 21}
id-oc-pkica OBJECT IDENTIFIER = {id-oc 22}
id-oc-deltaCRL OBJECT IDENTIFIER = {id-oc 23}
id-oc-cpCps OBJECT IDENTIFIER = {id-oc 30}
id-oc-pkjCertPath OBJECT IDENTIFIER = {id-oc 31}
-- name forms

id-nf-cRLDistPtNameForm OBJECT IDENTIFIER ::= {id-nf 14}
-- directory attributes

id-at-userPassword OBJECT IDENTIFIER = {id-at 35}
id-at-userCertificate OBJECT IDENTIFIER = {id-at 36}
id-at-cAcertificate OBJECT IDENTIFIER = {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER = {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER = {id-at 39}
id-at-crossCertificatePair OBJECT IDENTIFIER = {id-at 40}
id-at-supportedAlgorithms OBJECT IDENTIFIER = {id-at 52}
id-at-deltaRevocationList OBJECT IDENTIFIER = {id-at 53}
id-at-certificationPracticeStmt OBJECT IDENTIFIER = {id-at 68}
id-at-certificatePolicy OBJECT IDENTIFIER = {id-at 69}
id-at-pkiPath OBJECT IDENTIFIER = {id-at 70}
id-at-eepkCertificateRevocationList OBJECT IDENTIFIER = {id-at 101}

-- syntaxes
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id-1sx-x509Certificate OBJECT IDENTIFIER = {id-1sx 8}
id-1sx-x509Certificatelist OBJECT IDENTIFIER = {id-1lsx 9}
id-1sx-x509CertificatePair OBJECT IDENTIFIER = {id-1sx 10}
id-1sx-x509SupportedAlgorithm OBJECT IDENTIFIER = {id-1sx 49}
-- Authorization validation restrictions

id-protRestrict OBJECT IDENTIFIER = {id-avr 1}
END -- AuthenticationFramework

-- A.2 - Certificate extensions module

CertificateExtensions {joint-iso-itu-t ds(5) module(l) certificateExtensions(26) 8}
DEFINITIONS—IMPLICIT-TAGS——=
BEGIN

-- EXPORTS ALL

IMPORTS
id-at,|id-ce, id-1dx, id-mr, informationFramework, authenticationFramework,
pkiPmiExternalDataTypes, selectedAttributeTypes

FROM| UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulbefinitions(0) §}

Name, RelativeDistinguishedName, Attribute{}, MATCHING-RULE,
SupportedAttributes, SYNTAX-NAME
FROM| InformationFramework informationFramework

AvlSerjalNumber, CertificateSerialNumber, Certificateliist, AlgorithmIdentifier{)
EXTENSION, Time, PolicyID, SupportedAlgorithms
FROM| AuthenticationFramework authenticationFramework

~

UnboungledDirectoryString
FROM| SelectedAttributeTypes selectedAttributeTypes

ORAddress
FROM| PkiPmiExternalDataTypes pkiPmiExternalDataTypes;

-- Unlesg explicitly noted otherwise, there is no significance to the ordering
-- of copponents of a SEQUENCE OF comstruct in this Specification.

-- publig¢-key certificate and_CRIF extensions
authorityKeyIdentifier EXTENSION ::= {

SYNTAX AuthorityKeyIdentifier
IDENTIFIED BY id-ce-authorityKeylIdentifier }

AuthorityKeyIdentifier ::= SEQUENCE ({
keyIdentifier [0] KeyIdentifier OPTIONAL,
authorjtyCertIssuer [1] GeneralNames OPTIONAL,

authorjtyCextSerialNumber [2] CertificateSerialNumber OPTIONAL,
}

(WITH COMPONENTS {..., authorityCertIssuer PRESENT,
authorityCertsSeriaiNumber—PRESENT
WITH COMPONENTS {..., authorityCertIssuer ABSENT,

authorityCertSerialNumber ABSENT } )

KeyIdentifier ::= OCTET STRING
subjectKeyIdentifier EXTENSION ::= ({
SYNTAX SubjectKeyIdentifier

IDENTIFIED BY id-ce-subjectKeyIdentifier }

SubjectKeyIdentifier ::= KeyIdentifier
keyUsage EXTENSION ::= {
SYNTAX KeyUsage

IDENTIFIED BY id-ce-keyUsage }
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:= BIT STRING {

digitalSignature (0),
contentCommitment (1),

keyEncipherment (2),

dataEncipherment (3),

keyAgreement (4),

keyCertSign (5),

cRLSign (6),

encipherOnly (7),

decipherOnly (8) 1}

extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeId

IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ::= OBJECT IDENTIFIER

privatekK
SYNTAX
IDENTI]

PrivateK
notBef
notAft

...}

(WITH
WITH
certific

SYNTAX
IDENTI]

Certific

PolicylIn
policy
policy

}

CertPoli
PolicyQuj
policy
qualif
}
Supporte
anyPolic
CERT-POL
&id

&Quali
WITH SYN

pyUsagePeriod EXTENSION ::= {
PrivateKeyUsagePeriod
"IED BY id-ce-privateKeyUsagePeriod }

pyUsagePeriod ::= SEQUENCE {
bre [0] GeneralizedTime OPTIONAL,
br [1] GeneralizedTime OPTIONAL,

COMPONENTS {..., notBefore PRESENT
COMPONENTS {..., notAfter PRESENT

—
~ —

btePolicies EXTENSION ::= {
CertificatePoliciesSyntax
FIED BY id-ce-certificatePolicies }

htePoliciesSyntax ::= SEQUENCE SIZE (1..MAX)\OF PolicyInformation

Formation ::= SEQUENCE {
[dentifier CertPolicyId,
Dualifiers SEQUENCE SIZE (1..MAX) OE<PolicyQualifierInfo OPTIONAL,

tyId ::= OBJECT IDENTIFIER

blifierInfo ::= SEQUENCE {

DPualifierId CERT-POLICY-QUALIFIER.&id({SupportedPolicyQualifiers}),

ler CERT-POLICY~QUALIFIER. &Qualifier
({SupportedPolicyQualifiers} {@policyQualifierId}) OPTIONAL,

iPolicyQualifieks CERT-POLICY-QUALIFIER ::= {...}
y OBJECT IDENTIFIER ::= {id-ce-certificatePolicies 0}
[CY-QUALIFIER ::= CLASS {

OBJECT IDENTIFIER UNIQUE,

Fier OPTIONAL }
'A% A

POLICY

~WYUALLPFILER=1D sid

[QUALIFIER-TYPE &Qualifier] }

policyMappings EXTENSION ::= {

SYNTAX

PolicyMappingsSyntax

IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld,

}

authorizationValidation EXTENSION ::= {

SYNTAX

AvlId

IDENTIFIED BY id-ce-authorizationValidation }
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Av1lId ::= SEQUENCE {
issuer Name,
serialNumber AvlSerialNumber OPTIONAL,

}

subjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

GeneralNames ::= SEQUENCE SIZE (1l..MAX) OF GeneralName
GeneralName ::= CHOICE {
otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IAS5String,
dNSName [2] IAS5String,
x400Address [3] ORAddress,
direct e H1—Name-
ediParEyName [5] EDIPartyName,
unifo esourceldentifier [6] IAS5String,
iPAddréss [7] OCTET STRING,
registeredID [8] OBJECT IDENTIFIER,

}

OTHER—NAIE ::= TYPE-IDENTIFIER
ame

EDIParty : := SEQUENCE ({
nameAssigner [0] UnboundedDirectoryString OPTIONAL,
partyName [1] UnboundedDirectoryString,
...}
issuerAltName EXTENSION ::= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-issuerAltName }

subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributésSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

basicCongtraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicCongtraintsSyntax ::= SEQUENCE {
cA BOOLEAN .DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL,
}

nameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY( id-ce-nameConstraints }

NameConsfraintsSyntax ::= SEQUENCE {
permitfedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees— 1T GeneraisSubtresesOPTIONAL;

R |
(WITH COMPONENTS {..., permittedSubtrees PRESENT

}o
WITH COMPONENTS {..., excludedSubtrees PRESENT } )
GeneralSubtrees ::= SEQUENCE SIZE (l1..MAX) OF GeneralSubtree
GeneralSubtree ::= SEQUENCE {
base GeneralName,

minimum [0] BaseDistance DEFAULT O,
maximum [1] BaseDistance OPTIONAL,
}

BaseDistance ::= INTEGER (0. .MAX)

policyConstraints EXTENSION ::= {
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SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [1] SkipCerts OPTIONAL,
|
(WITH COMPONENTS {..., requireExplicitPolicy PRESENT } |

WITH COMPONENTS {..., inhibitPolicyMapping PRESENT } )

SkipCerts ::= INTEGER (0. .MAX)
inhibitAnyPolicy EXTENSION ::= ({

SYNTAX SkipCerts

IDENTIFIED BY id-ce-inhibitAnyPolicy }

cRLNumbe F—EXTENSTON——=—+

SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER(0..MAX)
crlScope| EXTENSION ::= {
SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }
CRLScope$yntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthofrityScope ::= SEQUENCE {
authorjtyName [0] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL),
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySoheReasons [4] ReasonFlags OPTIONAL,

serialNumberRange [5] NumberRange OPTIONAL,
subjecgKeyIdRange [6] NumberRange OPTIONAL,
nameSubtrees [7] GeneralNames OPTIONAL,
baseReyocationInfo [9] BaseRevocationInfo<OPTIONAL,

}

OnlyCertificateTypes ::= BIT STRING ({
user (0),
authorjity (1),
attribute (2)}

NumberRange ::= SEQUENCE {
startihgNumber [0] INTEGER OPTIONAL,
endingNumber [1] INTEGER OPTIONAL,
modulusg INTEGER OPTIONAL,

}

BaseRevo¢ationInfo/~':= SEQUENCE ({
cRLStre¢amIdentifier [0] CRLStreamIdentifier OPTIONAL,
cRLNumber [1] CRLNumber,
baseThj)sUpdate [2] GeneralizedTime,

}

statusReferrals EXTENSION ::= {

SYNTAX StatusReferrals

IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE {
cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER-REFERRAL,
}

CRLReferral ::= SEQUENCE {
issuer [0] GeneralName OPTIONAL,
location [1] GeneralName OPTIONAL,
deltaRefInfo [2] DeltaRefInfo OPTIONAL,
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DeltaRefInfo ::= SEQUENCE {

deltalocation GeneralName,

lastDelta GeneralizedTime OPTIONAL,

}

OTHER-REFERRAL ::= TYPE-IDENTIFIER
cRLStreamIdentifier EXTENSION ::= {

SYNTAX CRLStreamIdentifier

IDENTIFIED BY id-ce-cRLStreamIdentifier }
CRLStreaLIdentifier ::= INTEGER (0. .MAX)
orderedList EXTENSION ::= {

SYNTAX OrderedListSyntax

IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED ({
ascSerjialNum (0),
ascRevDate (1),
-}
deltaInfp EXTENSION ::= {
SYNTAX DeltaInformation

IDENTIFIED BY id-ce-deltaInfo }

DeltaInfprmation ::= SEQUENCE {
deltal¢cation GeneralName,
nextDelta GeneralizedTime OPTIONAL,
}

toBeRevoked EXTENSION ::= {
SYNTAX ToBeRevokedSyntax
IDENTIFIED BY id-ce-toBeRevoked }

ToBeRevokedSyntax ::= SEQUENCE SIZE (1..MAX) OF ToBeRevokedGroup
ToBeRevokedGroup ::= SEQUENCE _{

certifjcateIssuer [0] GeneralName OPTIONAL,

reasonInfo [1] ReasonInfo OPTIONAL,

revocationTime GéneralizedTime,

certifjcateGroup CertificateGroup,

}

ReasonInfo ::= SEQUENCE {

reasonfode CRLReason,

holdInstructionCode HoldInstruction OPTIONAL,
}

CertificateGroup = CHOICE—X
serialNumbers [0] CertificateSerialNumbers,
serialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName,

}

CertificateGroupNumberRange ::= SEQUENCE {
startingNumber [0] INTEGER,
endingNumber [1] INTEGER,

}

CertificateSerialNumbers ::= SEQUENCE SIZE (l1l..MAX) OF CertificateSerialNumber

revokedGroups EXTENSION ::= ({
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-revokedGroups }
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RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE ({
certificatelssuer [0] GeneralName OPTIONAL,
reasonInfo [1] ReasonInfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,

revokedcertificateGroup [3] RevokedCertificateGroup,

}

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

expiredCertsOnCRL EXTENSION ::= {
SYNTAX ExpiredCertsOnCRL
IDENTIFIED—BY —id-ce-expiredCertsOnCRE—}

ExpiredCertsOnCRL ::= GeneralizedTime
reasonCogle EXTENSION ::= {
SYNTAX CRLReason

IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {
unspecjified (0),
keyCompromise (1),
cACompfomise (2),
affiligtionChanged (3),
supersé¢ded (4),
cessatjonOfOperation (5),
certifjcateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aACompfomise (10),

weakAlgorithmOrKey (11) }

holdInstfuctionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-holdInstructionCode }

HoldInstfuction ::= OBJECT IDENTIEIER
invalidigyDate EXTENSION ::= |
SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-invalidityDate }

cRLDistrjibutionPoints \EXTENSION ::= {
SYNTAX CRLDi'stPointsSyntax
IDENTIFIED BY {d-ce-cRLDistributionPoints }

CRLDistPpintsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distributionPoint— {0 DistributionPoinmtName OPTIONAL;

reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL,

}

DistributionPointName ::= CHOICE ({

fullName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName,

}

ReasonFlags ::= BIT STRING {
unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),

152 Rec. ITU-T X.509 (10/2016)


https://iecnorm.com/api/?name=bdf612ea2c6b5a90abf24374eaaa9860

ISO/IEC 9594-8:2017 (E)

cessationOfOperation (5),

certificateHold (6),
privilegeWithdrawn (7),
aACompromise (8),
weakAlgorithmOrKey (9) 1}
issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax

IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {
-- If onlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both public-key certificate types

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasens [21—ReaseaFlags—ORTIONAL
indire¢tCRL [4] BOOLEAN DEFAULT FALSE,
onlyCoptainsAttributeCerts [5] BOOLEAN OPTIONAL, -- Use is strongly depregated
}
certificateIssuer EXTENSION ::= {
SYNTAX GeneralNames

IDENTIFIED BY id-ce-certificatelssuer }

deltaCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNyimber ::= CRLNumber
baseUpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-baseUpdateTime }

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

aAissuingDistributionPoint EXTENSION ::=/({
SYNTAX AAIssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }

AAIssuingDistPointSyntax ::= SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
onlySomheReasons [1] ReasonFlags OPTIONAL,
indire¢tCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
containsAACerts [4] BOOLEAN DEFAULT TRUE,

contaihsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE,
}

-- PKI matching“rules

certificateExactMatch MATCHING-RULE ::= {
SYNTAX — CertifitateExactAssertion
LDAP-SYNTAX certExactAssertion.&id

LDAP-NAME {"certificateExactMatch"}
LDAP-DESC "X.509 Certificate Exact Match"
ID id-mr-certificateExactMatch }
CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name,
}
certificateMatch MATCHING-RULE ::= {
SYNTAX CertificateAssertion

LDAP-SYNTAX
LDAP-NAME
LDAP-DESC

certAssertion. &id
{"certificateMatch"}
"X.509 Certificate Match"
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id-mr-certificateMatch }

CertificateAssertion ::= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,

issuer

[1] Name OPTIONAL,

subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorityKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certificatevalid [4] Time OPTIONAL,

privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,

policy

[9] CertPolicySet OPTIONAL,

pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,

}

AltNameT
builtij
rfc8
dNSN;
x400]
dire
ediP
unif
iPAd
regi
...}
otherN
}

CertPoli

certific
SYNTAX
LDAP-S
LDAP-N.
LDAP-D
ID

Certific
issued

ype ::= CHOICE {

hNameForm ENUMERATED {
p2Name (1),
hme (2),
\ddress (3),
ctoryName (4),
hrtyName (5),
brmResourceldentifier (6),
iress (7),
steredId (8),

hmeForm OBJECT IDENTIFIER,

tySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyId

btePairExactMatch MATCHING-RULE ::= {
CertificatePairExactAssertion

INTAX certPairExactAssertion.é&id

AME {"certificatePairExactMatch"}

£ESC "X.509 Certificate Pair Exact Match"
id-mr-certificatePairExactMatch }

btePairExactAssertion ::= SEQUENCE {
[oThisCAAssertion [0] CertificateExactAssertion OPTIONAL,

issuedByThisCAAssertion [l]\\CertificateExactAssertion OPTIONAL,

...}
(WITH
WITH
certific
SYNTAX
LDAP-S
LDAP-N.

LDAP-D
ID

COMPONENTS { ..., dssuedToThisCAAssertion PRESENT } |
COMPONENTS { ..., ,\idssuedByThisCAAssertion PRESENT } )

btePairMatch MATCHING-RULE ::= {
CertificatePairAssertion

INTAX certPairAssertion.é&id

AME {"certificatePairMatch"}

£ESC "X.509 Certificate Pair Match"
id-mr-certificatePairMatch }

Certific

TtePairAssertion = SEQUENCE—

issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL,

}

(WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT } |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT } )

certificateListExactMatch MATCHING-RULE ::= {

SYNTAX

CertificatelListExactAssertion

LDAP-SYNTAX certListExactAssertion. &id
LDAP-NAME {"certificateListExactMatch"}
LDAP-DESC "X.509 Certificate List Exact Match"

ID

id-mr-certificateListExactMatch }

CertificatelistExactAssertion ::= SEQUENCE ({

issuer
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thisUpdate Time,
distributionPoint DistributionPointName OPTIONAL }

certificatelListMatch MATCHING-RULE ::= {
SYNTAX CertificateListAssertion
LDAP-SYNTAX certListAssertion.&id

LDAP-NAME {"certificateListMatch"}

LDAP-DESC "X.509 Certificate List Match"

ID id-mr-certificateListMatch }
CertificatelListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,

minCRLNumber [0] CRLNumber OPTIONAL,

maxCRLNumber [1] CRLNumber OPTIONAL,

reasonFlags ReasonFlags OPTIONAL,

dateAndTime Time OPTIONAL,
distributienPeint———f 21 —DbistributieonPeointNam OPTITONAL-
authorjtyKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,

}

algorithpIdentifierMatch MATCHING-RULE ::= ({
SYNTAX AlgorithmIdentifier {{SupportedAlgorithms}}
LDAP-SYNTAX algorithmIdentifier.é&id
LDAP-NAME {"algorithmIdentifierMatch"}
LDAP-DESC "X.509 Algorithm Identifier Match"
iD id-mr-algorithmIdentifierMatch }
policyMatch MATCHING-RULE ::= ({
SYNTAX| PolicyID
iDp id-mr-policyMatch }
pkiPathMatch MATCHING-RULE ::= ({
SYNTAX| PkiPathMatchSyntax
ID id-mr-pkiPathMatch }
PkiPathMa@tchSyntax ::= SEQUENCE ({

firstIgsuer Name,
lastSubject Name,

}

enhancedfertificateMatch MATCHING-RULE™": := {
SYNTAX| EnhancedCertificateAssertion
ID id-mr-enhancedCertificateMatch }
EnhancedfertificateAssertion .= SEQUENCE {
serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyIdentifier [2] SubjectKeyIdentifier OPTIONAL,
authorjtyKeyIdentifier [3] AuthorityKeyIdentifier OPTIONAL,
certifjcatevalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjecfPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName 10 GemeraiNames OPTIONAL;
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL,
...}
(ALL EXCEPT ({ -- none; at least one component shall be present --}))
AltName ::= SEQUENCE {

altnameType AltNameType,
altNameValue GeneralName OPTIONAL }

certExactAssertion SYNTAX-NAME ::= {
LDAP-DESC "X.509 Certificate Exact Assertion"
DIRECTORY SYNTAX CertificateExactAssertion
ID id-ldx-certExactAssertion }

certAssertion SYNTAX-NAME ::= {
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LDAP-DESC "X.509 Certificate Assertion"

DIRECTORY SYNTAX CertificateAssertion

ID id-ldx-certAssertion }
certPairExactAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Exact Assertion"

DIRECTORY SYNTAX CertificatePairExactAssertion

ID id-ldx-certPairExactAssertion }
certPairAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate Pair Assertion”

DIRECTORY SYNTAX CertificatePairAssertion

ID id-ldx-certPairAssertion }
certListExactAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List Exact Assertion"

DIRECTORY¥—SY¥NTAX—CertificatelistExactAssertion

ID id-ldx-certListExactAssertion }
certListpAssertion SYNTAX-NAME ::= {

LDAP-DESC "X.509 Certificate List Assertion"

DIRECTPRY SYNTAX CertificatelListAssertion

ID id-ldx-certListAssertion }
algorithpIdentifier SYNTAX-NAME ::= ({

LDAP-DESC "X.509 Algorithm Identifier"

DIRECTQRY SYNTAX AlgorithmIdentifier{{SupportedAlgorithms}}

iDp id-ldx-algorithmIdentifier }
-- Object identifier assignments
-- {id-ce¢ 2} not used
-- {id-ce¢ 3} not used
-— {id-c¢ 4} not used
-— {id-c¢ 5} not used
-- {id-c¢ 6} not used
-- {id-c¢ 7} not used
-- {id-c¢ 8} not used
id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER ::= {id-ce 9}
-- {id-c¢ 10} not used
-- {id-c¢ 11} not used
-- {id-c¢ 12} not used
-- {id-c¢ 13} not used
id-ce-subjectKeyIdentifier OBJECT IDENTIFIER = {id-ce 14}
id-ce-keyUsage OBJECT IDENTIFIER = {id-ce 15}
id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16}
id-ce-subjectAltName OBJECT IDENTIFIER = {id-ce 17}
id-ce-is$uerAltName OBJECT IDENTIFIER = {id-ce 18}
id-ce-basicConstraints OBJECT IDENTIFIER = {id-ce 19}
id-ce-cRLNumber OBJECT IDENTIFIER ::= {id-ce 20}
id-ce-reasonCode OBJECT IDENTIFIER ::= {id-ce 21}
-- {id-c¢ 22} not)used
id-ce-holdInstructionCode OBJECT IDENTIFIER ::= {id-ce 23}
id-ce-inyalidityDate OBJECT IDENTIFIER ::= {id-ce 24}
-- {id-c¢~25} not used
-- {id-c
id-ce-deltaCRLIndicator OBJECT IDENTIFIER = {id-ce 27}
id-ce-issuingDistributionPoint OBJECT IDENTIFIER = {id-ce 28}
id-ce-certificateIssuer OBJECT IDENTIFIER = {id-ce 29}
id-ce-nameConstraints OBJECT IDENTIFIER = {id-ce 30}
id-ce-cRLDistributionPoints OBJECT IDENTIFIER = {id-ce 31}
id-ce-certificatePolicies OBJECT IDENTIFIER = {id-ce 32}
id-ce-policyMappings OBJECT IDENTIFIER = {id-ce 33}
-- deprecated OBJECT IDENTIFIER = {id-ce 34}
id-ce-authorityKeyIdentifier OBJECT IDENTIFIER = {id-ce 35}
id-ce-policyConstraints OBJECT IDENTIFIER = {id-ce 36}
id-ce-extKeyUsage OBJECT IDENTIFIER = {id-ce 37}
-- id-ce-authorityAttributeIdentifier OBJECT IDENTIFIER = {id-ce 38}
-- id-ce-roleSpecCertIdentifier OBJECT IDENTIFIER = {id-ce 39}
id-ce-cRLStreamIdentifier OBJECT IDENTIFIER = {id-ce 40}
-- id-ce-basicAttConstraints OBJECT IDENTIFIER = {id-ce 41}
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-- id-ce-delegatedNameConstraints OBJECT IDENTIFIER = {id-ce 42}
-- id-ce-timeSpecification OBJECT IDENTIFIER = {id-ce 43}
id-ce-cRLScope OBJECT IDENTIFIER = {id-ce 44}
id-ce-statusReferrals OBJECT IDENTIFIER = {id-ce 45}
id-ce-freshestCRL OBJECT IDENTIFIER = {id-ce 46}
id-ce-orderedList OBJECT IDENTIFIER = {id-ce 47}
-- id-ce-attributeDescriptor OBJECT IDENTIFIER = {id-ce 48}
-—- id-ce-userNotice OBJECT IDENTIFIER = {id-ce 49}
—-- id-ce-sOAIdentifier OBJECT IDENTIFIER = {id-ce 50}
id-ce-baseUpdateTime OBJECT IDENTIFIER = {id-ce 51}
-- id-ce-acceptableCertPolicies OBJECT IDENTIFIER = {id-ce 52}
id-ce-deltaInfo OBJECT IDENTIFIER ::= {id-ce 53}
id-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::= {id-ce 54}
-- id-ce-targetingInformation OBJECT IDENTIFIER ::= {id-ce 55}
—-- id-ce-noRevAvail OBJECT IDENTIFIER ::= {id-ce 56}
-- id-ce-acceptablePrivilegePolicies OBJECT IDENTIFIER ::= {id-ce 57}
id-ce-toBeRewveoked OBRJECT—IDENTIFIER——=—{id-ce—58}
id-ce-reyokedGroups OBJECT IDENTIFIER ::= {id-ce 59}
id-ce-expiredCertsOnCRL OBJECT IDENTIFIER ::= {id-ce 60}
-- id-cetindirectIssuer OBJECT IDENTIFIER ::= {id-ce 61}
-- id-cetnoAssertion OBJECT IDENTIFIER ::= {id-ce 62}
id-ce-aA}lssuingDistributionPoint OBJECT IDENTIFIER ::= {id-ce 63}
-- id-cetissuedOnBehalfOf OBJECT IDENTIFIER = {id-ce, 64}
-- id-cetsingleUse OBJECT IDENTIFIER = {id-ce’ 65}
-- id-cetgroupAC OBJECT IDENTIFIER = {id-ce’ 66}
-—- id-cetallowedAttAss OBJECT IDENTIFIER = {id-ce 67}
-- id-cetattributeMappings OBJECT IDENTIFIER =\{id-ce 68}
-- id-cetholderNameConstraints OBJECT IDENTIFIER :{=){id-ce 69}
id-ce-authorizationvValidation OBJECT IDENTIFIER ‘)= {id-ce 70}
-- matchjing rule OIDs

id-mr-ceytificateExactMatch OBJECT IDENTIFIER = {id-mr 34}
id-mr-certificateMatch OBJECT IDENTIFIER = {id-mr 35}
id-mr-certificatePairExactMatch OBJECT IDENTIFIER = {id-mr 36}
id-mr-certificatePairMatch OBJECT IDENTIFIER = {id-mr 37}
id-mr-certificatelListExactMatch OBJECT IDENTIFIER = {id-mr 38}
id-mr-ceyrtificateListMatch OBJECT IDENTIFIER = {id-mr 39}
id-mr-algorithmIdentifierMatch OBJECT-IDENTIFIER = {id-mr 40}
id-mr-policyMatch OBJECT-IDENTIFIER = {id-mr 60}
id-mr-pkjPathMatch OBJECT IDENTIFIER = {id-mr 62}
id-mr-enhancedCertificateMatch OBJECT IDENTIFIER = {id-mr 65}

-- Object identifiers for LDAP X:509 assertion syntaxes
id-1ldx-ce¢rtExactAssertion OBJECT IDENTIFIER = {id-1dx 1}
id-1ldx-ceértAssertion OBJECT IDENTIFIER = {id-1dx 2}
id-ldx-cértPairExactAssertion OBJECT IDENTIFIER = {id-1dx 3}
id-ldx-certPairAssertion OBJECT IDENTIFIER = {id-1dx 4}
id-ldx-ceértListExactBAssertion OBJECT IDENTIFIER = {id-1dx 5}
id-ldx-certListAssertion OBJECT IDENTIFIER = {id-1dx 6}
id-ldx-algorithmIdentifier OBJECT IDENTIFIER = {id-1dx 7}

END -- CeértifilcateExtensions

-- A.3 - Attribute Certificate Framework module

AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module (1)
attributeCertificateDefinitions (32) 8}
DEFINITIONS IMPLICIT TAGS ::=

BEGIN

-- EXPORTS ALL

IMPORTS

basicAccessControl, id-at, id-ce,
authenticationFramework,

pkiPmiExternalDataTypes

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 8}

id-mr,

id-oc,

informationFramework,
selectedAttributeTypes,
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ATTRIBUTE, Attribute{}, AttributeType, MATCHING-RULE, Name, OBJECT-CLASS,
RelativeDistinguishedName, SupportedAttributes, SYNTAX-NAME, top
FROM InformationFramework informationFramework

AttributeTypeAndValue
FROM BasicAccessControl basicAccessControl

AlgorithmIdentifier, Certificate, Certificatelist, CertificateSerialNumber,
EXTENSION, Extensions, InfoSyntax, PolicySyntax, SIGNED{}, SupportedAlgorithms,
x509Certificatelist
FROM AuthenticationFramework authenticationFramework

TimeSpecification, UnboundedDirectoryString, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

certifjeatehistExactMateh—GCeneralName—GerneralNa
FROM| CertificateExtensions certificateExtensions
UserNotice
FROM| PkiPmiExternalDataTypes pkiPmiExternalDataTypes;
-- Unles$ explicitly noted otherwise, there is no significance to the, oxdering
-- of components of a SEQUENCE OF construct in this Specification.
-- attribute certificate constructs
AttributéCertificate = SIGNED{TBSAttributeCertificate}
TBSAttributeCertificate ::= SEQUENCE {
versioh AttCertVersion, -- version is w2
holder Holder,
issuer AttCertIssuer,
signatyire AlgorithmIdentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber)
attrCefrtvalidityPeriod AttCertValidityPeriod)
attributes SEQUENCE OF Attribute{{SupportedAttributes}},
issuerPniquelID Uniqueldentifier OPTIONAL,
7
ceey
extensjons Extensions OPTIONAL
} (CONSTRAINED BY { -- shall be DER encoded -- } )
AttCertVersion ::= INTEGER {v2(1l)}
Holder :|= SEQUENCE {
baseCertificateID [0] S-IssuerSerial OPTIONAL,
entityName [17 ) GeneralNames OPTIONAL,
objectbigestInfo [2] ObjectDigestInfo OPTIONAL }
(WITH COMPONENTS «{\\"., baseCertificateID PRESENT } |
WITH COMPONENTS{..., entityName PRESENT } |
WITH COMPONENTS {..., objectDigestInfo PRESENT } )
IssuerSefrial\ ::= SEQUENCE {
issuer GeneralNames,

serial — CertificateSeriaiNumber;
issuerUID Uniqueldentifier OPTIONAL,
}

ObjectDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),

otherObjectTypes (2)},
otherObjectTypeID OBJECT IDENTIFIER OPTIONAL,

digestAlgorithm AlgorithmIdentifier{{SupportedAlgorithms}},
objectDigest BIT STRING,
}
AttCertIssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
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baseCertificateID [0] IssuerSerial OPTIONAL,

objectDigestInfo [1] ObjectDigestInfo OPTIONAL,

...}

(WITH COMPONENTS {..., issuerName PRESENT } |

WITH COMPONENTS {..., baseCertificateID PRESENT } |

WITH COMPONENTS {..., objectDigestInfo PRESENT } )
AttCertValidityPeriod ::= SEQUENCE {

notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime,

}

AttributeCertificationPath ::= SEQUENCE ({
attributeCertificate AttributeCertificate,
acPath SEQUENCE OF ACPathData OPTIONAL,
}

ACPathData ::= SEQUENCE ({
certifjcate [0] Certificate OPTIONAL,
attributeCertificate [1] AttributeCertificate OPTIONAL,
}

PrivilegePolicy ::= OBJECT IDENTIFIER
-- privilege attributes

role ATTRIBUTE ::= {
WITH SYNTAX RoleSyntax
D id-at-role }

RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleNape [1] GeneralName,

}

xmlPrivilegeInfo ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-enceded privilege information
ID id-at-xMLPrivilegeInfo }

permissipn ATTRIBUTE ::= ({
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch
ID id-at-permission }

DualStripgSyntax ::= SEQUENCE\ {
operatjion [0] UnboundedDirectoryString,
object [1] UnboundedDirectoryString,
}

dualStripgMatch MATCHING-RULE ::= {
SYNTAX| DualStringSyntax
ID id-mr-dualStringMatch }

timeSpecjification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY —id-ce-timeSpecificatiom 7

timeSpecificationMatch MATCHING-RULE ::= {

SYNTAX TimeSpecification

D id-mr-timeSpecMatch }
targetingInformation EXTENSION ::= {

SYNTAX SEQUENCE SIZE (1..MAX) OF Targets

IDENTIFIED BY id-ce-targetingInformation }

Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target ::= CHOICE {
targetName [0] GeneralName,

targetGroup [l1] GeneralName,
targetCert [2] TargetCert,
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}

TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }
userNotice EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice

IDENTIFIED BY id-ce-userNotice }

acceptablePrivilegePolicies EXTENSION ::= ({
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy
singleUs¢ EXTENSION ::= {
SYNTAX NULL

IDENTIFIED BY id-ce-singleUse }

groupAC EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-groupAC }

noRevAvajl EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noRevAvail }

sOAIdentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-sOAIdentifier }

sOAIdentifierMatch MATCHING-RULE ::= {
SYNTAX| NULL
ID id-mr-sOAIdentifierMatch }

attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor} }

AttributéDescriptorSyntax ::= SEQUENCE {
identifier Attributeldentifier,
attribpteSyntax OCTET\STRING (SIZE (1l..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyIdentifier,

}

AttributéIdentifier. = ATTRIBUTE. &id({AttributeIDs})

AttributeIDs ATTRIBUTE ::= {...}

AttributéName ): := UTF8String (SIZE (1..MAX))

Attributebescription = UTF8Strinmg(SIZE(I———MAX))

PrivilegePolicylIdentifier ::= SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax,

}

attDescriptor MATCHING-RULE ::= ({
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }
roleSpecCertIdentifier EXTENSION ::= {
SYNTAX RoleSpecCertlIdentifierSyntax
IDENTIFIED BY {id-ce-roleSpecCertIdentifier} }

RoleSpecCertlIdentifierSyntax ::=
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RoleSpecCertIdentifier ::= SEQUENCE ({
roleName [0] GeneralName,
roleCertIssuer [1] GeneralName,
roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL,
}

roleSpecCertIdMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertIdentifierSyntax
ID id-mr-roleSpecCertIdMatch }

basicAttConstraints EXTENSION ::= {
SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY {id-ce-basicAttConstraints} }

BasicAttfonstraintsSyntax ::= SEQUENCE {
authorjty BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER(0..MAX) OPTIONAL,

}

basicAttfonstraintsMatch MATCHING-RULE ::= {
SYNTAX| BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

delegateqlNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

delegatedlNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX| NameConstraintsSyntax
iD id-mr-delegatedNameConstraintsMatch }

acceptableCertPolicies EXTENSION ::= ({

SYNTAX AcceptableCertPoliciesSyntax

IDENTIFIED BY id-ce-acceptableCertPolicies®}
AcceptableCertPoliciesSyntax ::= SEQUENCE\SIZE (1..MAX) OF CertPolicyId
CertPoli¢yId ::= OBJECT IDENTIFIER
acceptableCertPoliciesMatch MATCHING-RULE ::= {

SYNTAX| AcceptableCertPoliciesSyntax

ID id-mr-acceptableCertPoliciesMatch }
authorityAttributeIdentifier EXTENSION ::= {

SYNTAX AuthorityAttributeldentifierSyntax

IDENTIFIED BY {id-cerauthorityAttributeldentifier} }

AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1l..MAX) OF AuthAttId

AuthAttIg ::=%IssuerSerial

authAttI¢dMatch MATCHING-RULE

SYNTAX

ID id-mr-authAttIdMatch }
indirectIssuer EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-indirectIssuer }
issuedOnBehalfOf EXTENSION ::= {

SYNTAX GeneralName

IDENTIFIED BY id-ce-issuedOnBehalfOf }
noAssertion EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-noAssertion }

allowedAttributeAssignments EXTENSION ::= ({
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SYNTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttributeAssignments }

AllowedAttributeAssignments ::= SET OF SEQUENCE ({
attributes [0] SET OF CHOICE ({
attributeType [0] AttributeType,

attributeTypeandValues [1l] Attribute{{SupportedAttributes}},
},

holderDomain [1] GeneralName,

}
attributeMappings EXTENSION ::= {
SYNTAX AttributeMappings

IDENTIFIED BY id-ce-attributeMappings }

AttributeMappings ::= SET OF CHOICE ({
typeMappings— 0] —SEQUENCE—
local [0] AttributeType,
remote [1] AttributeType,

typeVajlueMappings [1] SEQUENCE ({

local [0] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue,
}
holderNahpeConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax

IDENTIFIED BY id-ce-holderNameConstraints }

HolderNapeConstraintsSyntax ::= SEQUENCE ({
permittedSubtrees [0] GeneralSubtrees,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,

}

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSybtree ::= SEQUENCE {
base GeneralName,
minim [0] BaseDistance DEFAULT O,
maxim [1] BaseDistance OPTIONAL,

}
BaseDistance ::= INTEGER (0. .MAX)

-- PMI object classes

pmiUser QOBJECT-CLASS ::=%
SUBCLA$S OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
D id-ec-pmiUser }
pmiAA OBJECT-CLASS ::= { -- a PMI AA
SUBCLA$S ,OF ) {top}
KIND auxiliary

MAY CONTEAIN—{aACertificate—i
attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA }

pmiSOA OBJECT-CLASS ::= { -- a PMI Source of Authority
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA }
attCertCRLDistributionPt OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary
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MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-attCertCRLDistributionPts }
pmiDelegationPath OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {delegationPath}

D id-oc-pmiDelegationPath }
privilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {privPolicy}

ID id-oc-privilegePolicy }

protectedPrivilegePoliey OBILCT~CEASS ——=

A

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {protPrivPolicy}

iD id-oc-protectedPrivilegePolicy }
-- PMI djirectory attributes
attribute¢CertificateAttribute ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeCertificate }
aACertifjcate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-aACertificate }
attributeDescriptorCertificate ATTRIBUTE ::= ({

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificatéExactMatch

iD id-at-attributeDescriptorCertificate }
attribute¢CertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificateListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"AttrCertificateRevocationList"}

LDAP-DESC "X.509 Attr certificate revocation list"

ID id-at-attributeCertificateRevocationList }
eeAttrCertificateRevocationList ATTRIBUTE ::= ({

WITH SYNTAX Certificatelist

EQUALITY MATCHING.RULE certificatelListExactMatch

LDAP-SYNTAX x509Certificatelist. &id

LDAP-NAME {"EEAttrCertificateRevocationList"}

LDAP-DESC "X.509 EEAttr certificate revocation list"

ID id-at-eeAttrCertificateRevocationList }
attributeAuthorityRevocationListATTRIBUTE———¢

WITH SYNTAX Certificatelist

EQUALITY MATCHING RULE certificateListExa