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Foreword

ISO (the

International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and non-gove
technology, I

International
The main tas
Standards ad(

an Internation

Attention is dr
rights. ISO an

ISO/IEC 9594
Subcommitted
ITU-T. The idg

This sixth edi
revised.

ISO/IEC 9594
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Part 1: O
Part 2: M
Part 3: Al
Part 4: Pr
Part 5: Pr

Part 6: Se

nmental, in liaison with 1ISO_and IEC, also take part in the work. In the field of Injor|
O and IEC have established a joint technical committee, ISO/IEC JTC 1.

tandards are drafted in accordance with the rules given in the ISO/IEC Directives; Part 2.
k of the joint technical committee is to prepare International Standards.)\Draft Intern
pted by the joint technical committee are circulated to national bodies for, voting. Publica

b| Standard requires approval by at least 75 % of the national bodies ¢asting a vote.

awn to the possibility that some of the elements of this document\may be the subject of
j IEC shall not be held responsible for identifying any or all such,patent rights.

8:2008 was prepared by Joint Technical Committee ISO/IEC JTC 1, Information techr
SC 6, Telecommunications and information exchange‘between systems, in collaboratig
ntical text is published as ITU-T Rec. X.509 (11/2008):

ion cancels and replaces the fifth edition (IS©AEC 9594-8:2005), which has been tech

consists of the following parts, under the' general title Information technology — Open S}
n — The Directory:.

erview of concepts, models and Services
bdels

stract service defipition

pcedures for distributed operation
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lected attribute types
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Part 7: Selected object classes
Part 8: Public-key and attribute certificate frameworks
Part 9: Replication

Part 10: Use of systems management for administration of the Directory
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application-entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

from different manufacturers;
under different managements;
of different levels of complexity; and

of different ages.

of information.
bly known, i.c.,

Many
Virtug
authe

This

applications have requirements for security to protect against threats to th€ycommunication
lly all security services are dependent upon the identities of the communicating parties being relial
itication.

hat framework
ion notices for
efined in this

Infrastructure

Recommendation | International Standard defines a framework for_public-key certificates. T
includes specification of data objects used to represent the certificates\themselves as well as revoca
issued certificates that should no longer be trusted. The pubhic-key certificate framework d
Recommendation | International Standard, while it defines somé critical components of a Public-ke

(PKI)
found|
Simil
includ
issued

Recommendation | International Standard, whilel"it defines some critical components of a Privileg

Infras
provig

Infor
value

This 1
the D

This |
defing
may 1
but dd
confo
will n|

it does not define a PKI in its entirety. However, this<Recommendation | International Standa
ation upon which full PKIs and their specifications would\be built.

irly, this Recommendation | International Standard“defines a framework for attribute certificates. 1|
es specification of data objects used to represent the certificates themselves as well as revocal
certificates that should no longer be “trusted. The attribute certificate framework d

tructure (PMI), does not define a PMI\in"its entirety. However, this Recommendation | Interna
les the foundation upon which full PMIs and their specifications would be built.

hation objects for holding PKI and PMI objects in the Directory and for comparing presented val
are also defined.

Recommendation | International Standard also defines a framework for the provision of authentica
rectory to its users.

Recommendation Nnternational Standard provides the foundation frameworks upon which industry
d by other standards groups and industry forums. Many of the features defined as optional in th
¢ mandatedfor use in certain environments through profiles. This sixth edition technically revise
es not replace, the fifth edition of this Recommendation | International Standard. Implementations|
Fmance,to the fifth edition. However, at some point, the fifth edition will not be supported (i.e., 1

rd provides the

[hat framework
ion notices for
cfined in this
e Management
tional Standard

ues with stored

ion services by

profiles can be
pse frameworks
b and enhances,
may still claim
eported defects

p.Jonger be resolved). It is recommended that implementations conform to this sixth edition as s001|1 as possible.

This sixth edition specifies versions 1, 2 and 3 of public-key certificates and versions 1 and 2 of certificate revocation
lists. This edition also specifies version 2 of attribute certificates.

The extensibility function was added in an earlier edition with version 3 of the public-key certificate and with version 2
of the certificate revocation list and was incorporated into the attribute certificate from its initial inception. This
function is specified in clause 7. It is anticipated that any enhancements to this edition can be accommodated using this
function and avoid the need to create new versions

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 modules
which contain all of the definitions associated with the frameworks.

Annex B, which is an integral part of this Recommendation | International Standard, provides rules for generating and
processing Certificate Revocation Lists.

Annex C, which is not an integral part of this Recommendation | International Standard, provides examples of delta-
CRL issuance.
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Annex D, which is not an integral part of this Recommendation | International Standard, provides examples of privilege
policy syntaxes and privilege attributes.

Annex E, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex F, which is an integral part of this Recommendation | International Standard, defines object identifiers assigned
to authentication and encryption algorithms, in the absence of a formal register.

Annex G, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex H, which is not an integral part of this Recommendation | International Standard, provides guidance for PKI
enabled applications on the processing of certificate policy while in the certificate path validation process.

Annex I, which is not an integral part of this Recommendation | International Standard, provides guidance on the use of
the contentCommitment bit in the keyUsage certificate extension.

Annex J, whicl is not an integral part of this Recommendation | International Standard, includes extsacts’ of external
ASN.1 moduleg referenced by this Recommendation | International Standard.

Annex K, which is not an integral part of this Recommendation | International Standard, provide§-a suggested technique
for Bind protecfed password.

Annex L, which is not an integral part of this Recommendation | International Standard;contains an alphabetical [list of
information itefn definitions in this Recommendation | International Standard.

Annex M, whigh is not an integral part of this Recommendation | International\Standard, lists the amendments and
defect reports that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

1

I nfor mation technology — Open systems inter connection —
The Directory: Public-key and attribute certificate frameworks

SECTION 1 — GENERAL

Scope

This Recommendation | International Standard addresses some of the security requirements in the areas of

1 - u | 41 e - 41 lotl i £ 4 £ L ] losala a1l M
authenticattorand-other SCCH Ty SCrvreesS Mot g e Proviso o a SCr o IHamCWorKSapownte o SCrv|Ces can be

based. Spegifically, this Recommendation | International Standard defines frameworks for:

The publid-key certificate framework defined in this Recommendation | International Standard includes defin|
informatioh objects for Public Key Infrastructure (PKI), including public-key certificatés, and Certificate |
List (CRL). The attribute certificate framework includes definition of the informatign‘ebjects for Privilege M|
Infrastructhre (PMI), including attribute certificates, and Attribute Certificate Revocation List (AC
Recommendation | International Standard also provides the framework for*{ssuing, managing, using an
certificated. An extensibility mechanism is included in the defined formats for both certificate types 4
revocation| list schemes. This Recommendation | International Standard also includes a set of standard ext
each, whi¢h is expected to be generally useful across a number. of applications of PKI and PMI. T
componenfs (including object classes, attribute types and matching rules) for storing PKI and PMI obj
Directory, [are included in this Recommendation | International Standard. Other elements of PKI and PMI, bg
frameworls, such as key and certificate management protocols, operational protocols, additional certificatg
extensions|are expected to be defined by other standards bedies (e.g., ISO TC 68, IETF, etc.).

The authentication scheme defined in this Recommendation | International Standard is generic and may be 4
variety of gpplications and environments.

The Direcfory makes use of public-key certificafes and attribute certificates, and the framework for the Dirg
of these f{cilities is also defined in this Réecommendation | International Standard. Public-key technology
certificated, is used by the Directory to.enable strong authentication, signed and/or encrypted operations, and
of signed gnd/or encrypted data in the Directory. Attribute certificates can be used by the Directory to enable
access confrol. Although the framework for these is provided in this Recommendation | International Standg
definition
components is supplied in the complete set of X.500 ITU-T series of Recommendation | ISO/IEC 9594 (all pa

This Recojnmendation | International Standard, in the Authentication services framework, also:

+  Public-key certificates;
: Attribute certificates;

e Authentication services.

pf the Directory's use,'of these frameworks, and the associated services provided by the Direct

4 specifiés'the form of authentication information held by the Directory;
+  deseribes how authentication information may be obtained from the Directory;

1 \states the assumptions made about how authentication information is formed and placed in the

tion of the
Revocation
anagement
RL). This
1 revoking
nd for all
knsions for
he schema
bcts in the
yond these
t and CRL

pplied to a

ctory's use

including
for storage
rule-based
rd, the full
bry and its
rts).

Directory;

—  defines three ways in which applications may use this authentication information to perform

authentication and describes how other security services may be supported by authentication.

This Recommendation | International Standard describes two levels of authentication: simple authentication, using a
password as a verification of claimed identity; and strong authentication, involving credentials formed using
cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only
strong authentication should be used as the basis for providing secure services. It is not intended to establish this as a
general framework for authentication, but it can be of general use for applications which consider these techniques

adequate.

Authentication (and other security services) can only be provided within the context of a defined security policy. It is a
matter for users of an application to define their own security policy which may be constrained by the services provided
by a standard.
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It is a matter for standards-defining applications which use the authentication framework to specify the protocol
exchanges which need to be performed in order to achieve authentication based upon the authentication information
obtained from the Directory. The protocol used by applications to obtain credentials from the Directory is the Directory
Access Protocol (DAP), specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

2 Nor mative refer ences

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-FReeemmendations-

2.1 [[dentical Recommendations| International Standards

+ ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:2003, Information téchnology + Message
Handling Systems (MHS) — Message transfer system: Abstract service definition and procedurs.

4 ITU-T Recommendation X.500 (2008) | ISO/IEC 9594-1:2008, Information,fechnology — Open Systems
Interconnection — The Directory: Overview of concepts, models and services:

4+ ITU-T Recommendation X.501 (2008) | ISO/IEC 9594-2:2008, Inforngation technology — Open Systems
Interconnection — The Directory: Models.

4+ ITU-T Recommendation X.511 (2008) | ISO/IEC 9594-3:2008, Information technology — Open Systems
Interconnection — The Directory: Abstract service definition:

+  ITU-T Recommendation X.518 (2008) | ISO/IEC 9594-4:2008, Information technology — Open Systems
Interconnection — The Directory: Procedures for distnibuted operation.

4+ ITU-T Recommendation X.519 (2008) | ISO/IEC:9594-5:2008, Information technology — Open Systems
Interconnection — The Directory: Protocol specifications.

4+ ITU-T Recommendation X.520 (2008) | ISO/TEC 9594-6:2008, Information technology — Open Systems
Interconnection — The Directory: Selected attribute types.

4+ ITU-T Recommendation X.521 (2008 | ISO/IEC 9594-7:2008, Information technology — Open Systems
Interconnection — The Directory;~-Selected object classes.

+  ITU-T Recommendation X.525 (2008) | ISO/IEC 9594-9:2008, Information technology — Open Systems
Interconnection — The Directory: Replication.

4+ ITU-T Recommendation-X.530 (2008) | ISO/IEC 9594-10:2008, Information technology — Open Systems
Interconnection —The Directory: Use of systems management for administration of the Directry.

4+ ITU-T Recommendation X.660 (2008) | ISO/IEC 9834-1:2008, Information technology — Open Systems
Interconnection’ — Procedures for the operation of OS Registration Authorities. General procedures,
and top arcs of the ASN.1 Object Identifier tree.

+  ITU-T ‘Recommendation X.680 (2008) | ISO/IEC 8824-1:2008, Information technology 1+ Abstract
Syntax Notation One (ASN.1): Specification of basic notation.
1+ {ATU-T Recommendation X.681 (2008) | ISO/IEC 8824-2:2008, Information technology {+ Abstract

QJ/nfnv Notation One (AQ\I 1)' Lnformation nhj ect cpmifingfinn

— ITU-T Recommendation X.682 (2008) | ISO/IEC 8824-3:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

— ITU-T Recommendation X.683 (2008) | ISO/IEC 8824-4:2008, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

— ITU-T Recommendation X.690 (2008) | ISO/IEC 8825-1:2008, Information technology — ASN.1
encoding rules. Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

— ITU-T Recommendation X.691 (2008) | ISO/IEC 8825-2:2008, Information technology — ASN.1
encoding rules: Specification of Packed Encoding Rules (PER).
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ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems

I nterconnection — Security frameworks for open systems. Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems

I nter connection — Security frameworks for open systems: Non-repudiation framework.

2.2 Paired Recommendations| International Standards equivalent in technical content
CCITT Recommendation X.800 (1991), Security Architecture for Open Systems Interconnection for

CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference

Model — Part 2: Security Architecture.

2.3 Other references

IETF RFC 5280 (2008), Internet X.509 Public Key Infrastructure Certificate and Certificate
List (CRL) Profile.

3 Definitions

For the pufposes of this Recommendation | International Standard, the following definitionSyapply.

31

0S| Reference M odel security ar chitecture definitions

The following terms are defined in CCITT Rec. X.800 | ISO 7498-2:

Revocation

d) asymmetric (encipherment);
B) authentication exchange;

q) authentication information;
) confidentiality;

) credentials;

f) cryptography;

g) data origin authentication;
) decipherment;

i)  digital signature;

I: encipherment;

) key;

I) password;

) peer-entity authéntication;

) symmetric\(encipherment).

3.2
The following\térms are defined in ITU-T Rec

irectory model definitions

. X.501 | ISO/IEC 9594-2:

a) attribute;

b) Directory Information Base;
c) Directory Information Tree;
d) Directory System Agent;

e) Directory User Agent;

f)  distinguished name;

g) entry;
h) object;
i)  root.
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3.3 Access control framework definitions
The following terms are defined in ITU-T Rec. X.812 | ISO/IEC 10181-3:

a) Access control Decision Function (ADF);

b) Access control Enforcement Function (AEF).

34 Definitions

The following terms are defined in this Recommendation | International Standard:

341 attribute certificate (AC): A data structure, digitally signed by an Attribute Authority, that binds some
attribute values with identification information about its holder.

34.2 Attribute Authority (AA): An authority which assigns privileges by issuing attribute certificates.

343 ttribute authority revocation Nist (AARL): A revocation [ist confaining a list of references {o attribute
certificateq issued to AAs that are no longer considered valid by the issuing authority.

344 ttribute certificate revocation list (ACRL): A revocation list containing a list of references {o attribute
certificateq that are no longer considered valid by the issuing authority.

345 uthentication token; (token): Information conveyed during a strong authentication’exchange, which can be
used to authenticate its sender.

34.6 uthority: An entity, responsible for the issuance of certificates. dwo’ types are defingd in this
Recommendation | International Standard; certification authority which issues-public-key certificates and attribute
authority which issues attribute certificates.

34.7 uthority certificate: A certificate issued to an authority (e.g,,“either to a certification authorify or to an
attribute aythority).

348 hase CRL: A CRL that is used as the foundation in the generation of a dCRL.
349 CA-certificate: A certificate for one CA issued by another CA.

3.4.10 (gertificate policy: A named set of rules that indicates the applicability of a certificate to & particular
community and/or class of application with common security requirements. For example, a particular certififate policy
might indifate applicability of a type of certificate to-the authentication of electronic data interchange trangactions for
the trading] of goods within a given price range.

34.11 gertification practice statement (CPS): A statement of the practices that a CA employs |in issuing
certificateq.

34.12 gertificate revocation list (CRL): A signed list indicating a set of certificates that are no longer considered
valid by the certificate issuer. In addition to the generic term CRL, some specific CRL types are defined for| CRLs that
cover particular scopes.

3.4.13 gertificate user: Aw entity that needs to know, with certainty, the attributes and/or public key [of another
entity.

34.14 gertificate serial number: An integer value, unique within the issuing authority, which is unambiguously
associated [with a‘certificate issued by that authority.

34.15 (gertificate-using system: An implementation of those functions defined in this Recommiendation |

1 1. Qe d dtloat J1 e Lo 4
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3.4.16 certificate validation: The process of ensuring that a certificate was valid at a given time, including possibly
the construction and processing of a certification path, and ensuring that all certificates in that path were valid (i.e., were
not expired or revoked) at that given time.

3.4.17 certification authority (CA): An authority trusted by one or more users to create and assign public-key
certificates. Optionally the certification authority may create the users' keys.

3.4.18 certification authority revocation list (CARL): A revocation list containing a list of public-key certificates
issued to certification authorities that are no longer considered valid by the certificate issuer.

3.4.19 certification path: An ordered sequence of public-key certificates of objects in the DIT which, together with
the public key of the initial object in the path, can be processed to obtain that of the final object in the path.
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3420 CRL distribution point: A directory entry or other distribution source for CRLs; a CRL distributed through a
CRL distribution point may contain revocation entries for only a subset of the full set of certificates issued by one CA
or may contain revocation entries for multiple CAs.

34.21 cross-certificate: A public-key or attribute certificate where the issuer and the subject/holder are different
CAs or AAs respectively. CAs and AAs issue cross-certificates to other CAs or AAs respectively as a mechanism to
authorize the subject CA's existence (e.g., in a strict hierarchy) or to recognize the existence of the subject CA or holder
AA (e.g., in a distributed trust model). The cross-certificate structure is used for both of these.

3.4.22 cryptographic system, cryptosystem: A collection of transformations from plain text into cipher text and
vice versa, the particular transformation(s) to be used being selected by keys. The transformations are normally defined
by a mathematical algorithm.

3.4.23 data confidentiality: This service can be used to provide for protection of data from unauthorized disclosure.
The data confidentiality service is supported by the authentication framework. It can be used to protect against data
intercepti

3.4.24  delegation: Conveyance of privilege from one entity that holds such privilege, to another entity.

3425 (delegation path: An ordered sequence of certificates which, together with authentication of § privilege
asserter's iflentity can be processed to verify the authenticity of an asserter's privilege.

3426 (dedta-CRL (dCRL): A partial revocation list that only contains entries for certificates that havg¢ had their
revocation|status changed since the issuance of the referenced base CRL.

3.4.27 énd entity: Either a public-key certificate subject that uses its private kéy for purposes other than signing
certificated, or an attribute certificate holder that uses its attributes to gain access\to a resource, or an entify that is a

relying pafty.
3.4.28 end-entity attribute certificate: An attribute certificate issued to-an end-entity.

3.4.29 end-entity attribute certificate revocation list (EARL)~A revocation list containing a list ¢f attribute
certificateq issued to holders that are not also AAs that are no longef)considered valid by the certificate issuer

3.4.30 ¢nd-entity certificate: An attribute or public-key certificate issued to an end-entity.
3.4.31 end-entity public-key certificate: A public-key, certificate issued to an end-entity.

3.4.32  end-entity public-key certificate revocation list (EPRL): A revocation list containing a list of [public-key
certificateq issued to subjects that are not also CAs;.fhat are no longer considered valid by the certificate issuejr.

34.33 ¢nvironmental variables: Those aspects of policy required for an authorization decision, that are not
contained pvithin static structures, but are available through some local means to a privilege verifier (e.g., timg of day or
current acqount balance).

3.4.34 fjull CRL: A complete revocation list that contains entries for all certificates that have been revoked for the
given scope.

3.4.35 ash function: A (mathematical) function which maps values from a large (possibly very large) dopnain into a
smaller rafige. A "good" hash function is such that the results of applying the function to a (large) set of vdlues in the
domain will be evenlydistributed (and apparently at random) over the range.

uthority or

ates issued

3.4.38 key agreement: A method for negotiating a key value on-line without transferring the key, even in an
encrypted form, e.g., the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key agreement
mechanisms).

3.4.39 object method: An action that can be invoked on a resource (e.g., a file system may have read, write and
execute object methods).

3440 oneway function: A (mathematical) function f which is easy to compute, but which for a general value y in
the range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be a few values y
for which finding x is not computationally difficult.

3.4.41 policy decision point (PDP): The point where policy decisions are made (synonymous with ADF).
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3.4.42 policy enforcement point (PEP): The point where the policy decisions are actually enforced (synonymous
with AEF).

3.4.43 policy mapping: Recognizing that, when a CA in one domain certifies a CA in another domain, a particular
certificate policy in the second domain may be considered by the authority of the first domain to be equivalent (but not
necessarily identical in all respects) to a particular certificate policy in the first domain.

3.4.44 private key; secret key (deprecated): (In a public key cryptosystem) that key of a user's key pair which is
known only by that user.

3.4.45 privilege: An attribute or property assigned to an entity by an authority.

3.4.46 privilege asserter: A privilege holder using their attribute certificate or public-key certificate to assert
privilege.

3.4.47 privilege management infrastructure (PMI): The infrastructure able to support the management of

3 'l . W o 1 M 41 - e - b lodta Jos. ] Pialale L A P £
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3.4.48 privilege policy: The policy that outlines conditions for privilege verifiers to provide/perform sensitive
services td/for qualified privilege asserters. Privilege policy relates attributes associated with the(service [as well as
attributes 4ssociated with privilege asserters.

3.4.49 privilege verifier: An entity verifying certificates against a privilege policy.
3.450 public-key: (In a public key cryptosystem) that key of a user's key pair which,is publicly known.

3451 public-key certificate (PKC): The public key of a user, together with‘some other informatior], rendered
unforgeable by digital signature with the private key of the CA which issued it.

3452 public-key infrastructure (PKI): The infrastructure able to supporf-the management of public kpys able to
support aufhentication, encryption, integrity or non-repudiation services.

3453 1lelying party: A user or agent that relies on the data in a certificate in making decisions.

3454 1ole assignment certificate: A certificate that contains_the role attribute, assigning one or more foles to the
certificate pubject/holder.

3.4.55 1lole specification certificate: A certificate that.eontains the assignment of privileges to a role.
3456  gengitivity: Characteristic of a resource that.dmplies its value or importance.
34.57 gimpleauthentication: Authentication by means of simple password arrangements.

3458 gecurity policy: The set of rules(laid down by the security authority governing the use and pfovision of
security sefvices and facilities.

3459 gelf-issued AC: An attribute ecrtificate where the issuer and the subject are the same Attribute Authority. An
Attribute Authority might use a self<issued AC, for example, to publish policy information.

3.4.60 gelf-issued certificate’ A public-key certificate where the issuer and the subject are the same CA. A CA
might use gelf-issued certificates, for example, during a key rollover operation to provide trust from the old| key to the
new key.

3.4.61 gelf-signed-certificate: A special case of self-issued certificates where the private key used by the [CA to sign

the certifi¢ate corresponds to the public key that is certified within the certificate. A CA might use a pelf-signed

certificate | forexample, to advertise their public key or other information about their operations.
NOTE =Yscof-sct=tssucd—certifreates—amd—scif=stgmed—certifreates—Tssued—byothertham€As—arc—outstde—the—scope of this
Recommendation | International Standard.

3.4.62 sourceof authority (SOA): An Attribute Authority that a privilege verifier for a particular resource trusts as
the ultimate authority to assign a set of privileges.

3.4.63 strong authentication: Authentication by means of cryptographically derived credentials.

3.4.64 trust: Generally, an entity can be said to "trust" a second entity when it (the first entity) assumes that the
second entity will behave exactly as the first entity expects. This trust may apply only for some specific function. The
key role of trust in this framework is to describe the relationship between an authenticating entity and an authority; an
entity shall be certain that it can trust the authority to create only valid and reliable certificates.

3.4.65 trust anchor: A trust anchor is a set of the following information in addition to the public key: algorithm
identifier, public key parameters (if applicable), distinguished name of the holder of the associated private key (i.e., the

6 ITU-T Rec. X.509 (11/2008)


https://iecnorm.com/api/?name=68384a452202f8e1498b1712d973b276

I SO/IEC 9594-8:2008 (E)

subject CA) and optionally a validity period. The trust anchor may be provided in the form of a self-signed certificate.
A trust anchor is trusted by a certificate using system and used for validating certificates in certification paths.

4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply:
AA Attribute Authority
AARL  Attribute Authority Revocation List

AC Attribute Certificate
ACRL  Attribute Certificate Revocation List
ADF Access control Decision Function

EF ZACCESS COMTol ENfoTcement FUNCHon

AIA Authority Information Access

CA Certification Authority

CARL  Certification Authority Revocation List
CRL Certificate Revocation List

dqCRL  Delta Certificate Revocation List

DIB Directory Information Base

DIT Directory Information Tree

DSA Directory System Agent

DUA  Directory User Agent

FARL  End-entity Attribute certificate Revocation List
KEPRL  End-entity Public-key certificate RevocationList
IAI Issuer’s ACs Identifiers

iICRL  Indirect Certificate Revocation List
CSP  Online Certificate Status Protocol

FDP Policy Decision Point

FEP Policy Enforcement Point

FKC Public-Key Certificate

FPKCS  Public-Key Cryptosystem

FKI Public-Key Iafrastructure

FMI Privilege-Management Infrastructure
RoA Recogtition of Authority

$OA Saeurce of Authority

5 Conventions

The term "Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T Rec. X.509 |
ISO/IEC 9594-8. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendations and all
parts of ISO/IEC 9594.

This Directory Specification uses the term first edition systems to refer to systems conforming to the first edition of the
Directory Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendations and the
ISO/IEC 9594:1990 edition.

This Directory Specification uses the term second edition systems to refer to systems conforming to the second edition
of the Directory Specifications, i.e., the 1993 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:1995 edition.

This Directory Specification uses the term third edition systemsto refer to systems conforming to the third edition of the
Directory Specifications, i.e., the 1997 edition of the series of ITU-T X.500 Recommendations and the ISO/IEC
9594:1998 edition.
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This Directory Specification uses the term fourth edition systems to refer to systems conforming to the fourth edition of
the Directory Specifications, i.e., the 2001 editions of ITU-T Recs X.500, X.501, X.511, X.518, X.519, X.520, X.521,
X.525, and X.530, the 2000 edition of ITU-T Rec. X.509, and parts 1-10 of the ISO/IEC 9594:2001 edition.

This Directory Specification uses the term fifth edition systems to refer to systems conforming to the fifth edition of the
Directory Specifications, i.e., the 2005 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:2005 edition.

This Directory Specification uses the term sixth edition systems to refer to systems conforming to the sixth edition of the
Directory Specifications, i.e., the 2008 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:2008 edition.

This Directory Specification presents ASN.1 notation in the bold Helvetica typeface. When ASN.1 types and values are
referenced in normal text, they are differentiated from normal text by presenting them in the bold Helvetica typeface.
The names of procedures, typically referenced when specifying the semantics of processing, are differentiated from

normal textbsz dicp]a) ing them in bold Times. Access control pprrniccir\nc are. prpcpntpd inatalicized Times

If the iten]s in a list are numbered (as opposed to using or letters), then the items shall be considéred steps in a

procedure.

The notatipn used in this Directory Specification is defined in Table 1 below.

Table 1 - Notation

Notpgtion Meaning
Xp Public key of a user X.
Xs Private key of X.
Xp[I] Encipherment of some information, I, using the publi¢ key of X.
Xs[I] Encipherment of I using the private key of X.
XA{I} The signing of I by user X. It consists of I with an enciphered summary appended.
CAX) A certification authority of user X.
CA'(X) (Where n>1): CA(CA(...n times...(X)))
X<<X,> The certificate of user X, issued by, certification authority X;.
X<<X,> A chain of certificates (can be ofiarbitrary length), where each item is the certificate for the cerfification
Xp<<X3> authority which produced the next. It is functionally equivalent to the following certificate X1<4<X,;;>>.

For example, possession of\A<<B>>B<<C>> provides the same capability as A<<C>>, namely the
ability to find out Cp givenAp.

Xip ¢ X <gX,>> The operation of unwrapping a certificate (or certificate chain) to extract a public key. It is an ipfix

operator, whose(leftoperand is the public key of a certification authority, and whose right opergnd is a
certificate issued by that certification authority. The outcome is the public key of the user whose
certificate i§ithe right operand. For example:

Ap °© A<¥B>> B<<C>>

denotes’the operation of using the public key of A to obtain B's public key, Bp, from its certifigate,
followed by using Bp to unwrap C's certificate. The outcome of the operation is the public key of C, Cp.

A—B A certification path from A to B, formed of a chain of certificates, starting with CA(A)<<CA*(A)>> and
ending with CA(B)<<B>>.

NOTE - I the fable, the symbols X, X, X,, etc. occur in place of the names of users, while the symbol I occurs in placg of
arbitrary ipfotmation.

6 Framewor ks overview

This Directory Specification defines a framework for obtaining and trusting a public key of an entity in order to encrypt
information to be decrypted by that entity, or in order to verify the digital signature of that entity. The framework
includes the issuance of a public-key certificate by a Certification Authority (CA) and the validation of that certificate
by the certificate user. The validation includes:

— establishing a trusted path of certificates between the certificate user and the certificate subject;
—  verifying the digital signatures on each certificate in the path; and

—  validating all the certificates along that path (i.e., that they were not expired or not revoked at a given
time).
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This Directory Specification defines a framework for obtaining and trusting privilege attributes of an entity in order to
determine whether they are authorized to access a particular resource. The framework includes the issuance of a
certificate by an Attribute Authority (AA) and the validation of that certificate by a privilege verifier. The validation
includes:

— ensuring that the privileges in the certificate are sufficient when compared against the privilege policy;
—  establishing a trusted delegation path of certificates if necessary;

—  verifying the digital signature on each certificate in the path;

—  ensuring that each issuer was authorized to delegate privileges; and

—  validating that the certificates have not expired or been revoked by their issuers.

Although PKI and PMI are separate infrastructures and may be established independently from one another, they are
related. This Directory Specification recommends that holders and issuers of attribute certificates be identified within
attribute certificates by pointers to their appropriate public-key certificates. Authentication of the attribute certificate
issuers an‘] holders, to ensure that entities claiming privilege and issuing privilege are who they claim te_be, is done

using the rformal processes of the PKI to authenticate identities. This authentication process is not duplic¢ated within the

attribute cdrtificate framework.

6.1 Digital signatures

Digital signatures are used in both PKI and PMI as the mechanism by which the authority that issues a certificate
certifies thee binding in the certificate. In PKI, the digital signature of the issuing CA on ajpublic-key certificdte certifies
the bindinp between the public-key material and the subject of the certificate. In\PMI, the digital signajure of the
issuing AA certifies the binding between the attributes (privileges) and the halder of the certificate. Thig subclause
describes {ligital signatures in general. Sections 2 and 3 of this Directory ‘Specification discuss the usd of digital
signatures within PKI and PMI specifically.

This subclpuse is not intended to specify a standard for digital signatufes in general, but to specify the meanpg by which
the tokens [are signed in PKI, PMI and in the Directory.

Informatiop (info) is signed by appending to it an enciphered suminary of the information. The summary is pfoduced by
means of [a one-way hash function, while the enciphering is carried out using the private key of the gigner (see
Figure 1). [Thus:

X {Info} =info, Xs[h(Info)]

Private key . ¢ Public key
X P oD
- Xs[h(Info)]

Compare

Info

Signer (X) Recipient
X.509(08)_F01

Figure 1 - Digital signatures

NOTE 1 — The encipherment using the private key ensures that the signature cannot be forged. The one-way nature of the hash
function ensures that false information, generated to have the same hash result (and thus signature), cannot be substituted.

The recipient of signed information verifies the signature by:
—  applying the one-way hash function to the information;

—  comparing the result with that obtained by deciphering the signature using the public key of the signer.
This Directory Specification does not mandate a single one-way hash function for use in signing. It is intended that the
framework shall be applicable to any suitable hash function, and shall thus support changes to the methods used because

of future advances in cryptography, mathematical techniques or computational capabilities. However, two users wishing
to authenticate shall support the same hash function for authentication to be performed correctly. Thus, within the
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context of a set of related applications, the choice of a single function shall serve to maximize the community of users
able to authenticate and communicate securely.

The signed information includes indicators that identify the hashing algorithm and the encryption algorithm used to
compute the digital signature.

The encipherment of some data item may be described using the following ASN.1:

ENCRYPTED { ToBeEnciphered } ::= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure --
-- to the BER-encoded octets of a value of -- ToBeEnciphered })

The value of the bit string is generated by taking the octets which form the complete encoding (using the ASN.1 Basic

Encoding Rules — ITU-T Rec. X.690 | ISO/IEC 8825-1) of the value of the ToBeEnciphered type and applying an

encipherment procedure to those octets.
NOTE 2 —The encryption procedure requires agreement on the algorithm to be applied, including any parameters of the
algorithin such as any necessary keys, initialization values, and padding instructions. It is the responsibility of-th¢ encryption
procedures to specify the means by which synchronization of the sender and receiver of data is achieved, which/fnay include
informafion in the bits to be transmitted.
NOTE 3 — The encryption procedure is required to take as input a string of octets and to generate a single'String ¢f bits as its
result.
NOTE 4 — Mechanisms for secure agreement on the encryption algorithm and its parameters by thesender and recgiver of data
are outsjde the scope of this Directory Specification.

The signatire of some data item is formed by encrypting a shortened or "hashed" transférmation of the item, and may
be describ¢d by the following ASN.1:

HASH {ToBeHashed} ;2= SEQUENCE {
algprithmldentifier Algorithmldentifier{{SupportedAlgorithms}},
haghValue BIT STRING ( CONSTRAINED BY {

-- shall be the result of applying a hashing proceduré to the DER-encoded octets --
-- of a value of --ToBeHashed } ) }

ENCRYPTED-HASH { ToBeSigned } ::= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.1) octets --
-- of a value of -- ToBeSigned -- and then applying.an-encipherment procedure to those octets -- })

SIGNATURE { ToBeSigned } ::= SEQUENCE £
algprithmldentifier Algorithmldentifier{{SupportedAlgorithms}},
endrypted ENCRYPTED-HASH { ToBeSigned } }

NOTE % — The encryption procedure requires the agreements listed in Note 2, and agreement as to whether the hash¢d octets are
encryptgd directly, or only after further encoding them as a BIT STRING using the ASN.1 Basic Encoding Rules.

In the cas¢ where a signature is appended to a data type, the following ASN.1 may be used to define th¢ data type
resulting ffom applying a signaturé.to the given data type.

SIGNED {[ToBeSigned } ::= SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS-OF SIGNATURE { ToBeSigned } }
In order tp enable ‘the validation of SIGNED and SIGNATURE types in a distributed environment, a digtinguished

encoding ik required. A distinguished encoding of a SIGNED or SIGNATURE data value shall be obtained by applying
the Basic Fneoding Rules defined in ITU-T Rec. X.690 | ISO/IEC 8825-1, with the following restrictions:

b) for string types, the constructed form of encoding shall not be used;

c) ifthe value of a type is its default value, it shall be absent;

d) the components of a Set type shall be encoded in ascending order of their tag value;

e) the components of a Set-of type shall be encoded in ascending order of their octet value;

f) if the value of a Boolean type is TRUE, the encoding shall have its contents octet set to "FF";

g) each unused bit in the final octet of the encoding of a Bit String value, if there are any, shall be set to
Zero;

h) the encoding of a Real type shall be such that bases 8, 10, and 16 shall not be used, and the binary scaling
factor shall be zero.

i)  the encoding of a UTC time shall be as specified in ITU-T Rec. X.690 | ISO/IEC 8825-1;
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j)  the encoding of a Generalized time shall be as specified in ITU-T Rec. X.690 | ISO/IEC 8825-1.

Generating a distinguished encoding requires the abstract syntax of the data to be encoded to be fully understood. The
Directory may be required to sign data or check the signature of data that contains unknown protocol extensions or
unknown attribute syntaxes. The Directory shall follow these rules:

— It shall preserve the encoding of received information whose abstract syntax it does not fully know and
which it expects to subsequently sign;

—  When signing data for sending, it shall send data whose syntax it fully knows with a distinguished
encoding and any other data with its preserved encoding, and shall sign the actual encoding it sends;

—  When checking signatures in received data, it shall check the signature against the actual data received
rather than its conversion of the received data to a distinguished encoding.

SECTION 2 — PUBLIC-KEY CERTIFICATE FRAMEWORK

The publi¢-key certificate framework defined here is for use by applications with requirements, for authentication,
integrity, donfidentiality and non-repudiation.

The bindirjg of a public-key to an entity is provided by an authority through a digitally signed data structure called a
public-key] certificate. The format of public-key certificates is defined here, including an extensibility mechapism and a
set of spedific certificate extensions. If, for any reason, an authority revokes a previously issued public-key [certificate,
users need|to be able to learn that revocation has occurred so they do not use an-untrustworthy certificate. Revocation
lists are ofe scheme that can be used to notify users of revocations. The format of revocation lists is defined here,
including gn extensibility mechanism and a set of revocation list extensions. it both the certificate and revfcation list
case, other| bodies may also define additional extensions that are useful to their specific environments.

A public-Rey certificate-using system needs to validate a certificat€ prior to using that certificate for an gpplication.
Procedureg for performing that validation are also defined here, including verifying the integrity of the certifjcate itself,
its revocat{on status, and its validity with respect to the intended-uise.

The Directfory uses public-key certificates in its provision of Security services including:

+  strong authentication between and among directory components;

+ authentication, integrity and confidentiality of directory operations; as well as

+  integrity and authentication of stered data.

7 Public-keys and publi¢-key certificates

In order fdr a user to be able to trust a public-key for another user, for instance to authenticate the identity of that user,
the public{key shall be obtainéd from a trusted source. Such a source, called a Certification Authority (CA) certifies a
public key| by issuing a public-key certificate which binds the public-key to the entity which holds the corfesponding
private-key. The procedures used by a CA to ensure that an entity is in fact in the possession of the private key and
other procg¢dures related to the issuance of public-key certificates are outside the scope of this Directory Spegcification.
The certififate, therform of which is specified later in this clause, has the following properties:

+ any user with access to the public key of the CA can recover the public key which was certifieql;

i fio party other than the CA can modify the certificate without this being detected (certificates are

unforgeable).

Because certificates are unforgeable, they can be published by being placed in the Directory, without the need for the
latter to make special efforts to protect them.

NOTE 1 — Although the CAs are unambiguously defined by a distinguished name in the DIT, this does not imply that there is any
relationship between the organization of the CAs and the DIT.

A certification authority produces the certificate of a user by signing (see 6.1) a collection of information, including the
user's distinguished name and public key, as well as an optional unique identifier containing additional information
about the user. The exact form of the unique identifier contents is unspecified here and left to the certification authority
and might be, for example, an object identifier, a certificate, a date, or some other form of certification on the validity of
the distinguished name. Specifically, the certificate of a user with distinguished name A and unique identifier UA,
produced by the certification authority with name CA and unique identifier UCA, has the following form:

CA<<A>>= CA{V,SN,AI,CA,UCA,A,UA,Ap,T*}

ITU-T Rec. X.509 (11/2008) 11
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where V is the version of the certificate, SN is the serial number of the certificate, Al is the identifier of the algorithm
used to sign the certificate, UCA is the optional unique identifier of the CA, UA is the optional unique identifier of the
user A, T* indicates the period of validity of the certificate, and consists of two dates, the first and last on which the
certificate is valid. The certificate validity period is the time interval during which the CA warrants that it will maintain
information about the status of the certificate, i.e., publishes revocation data. Since T* is assumed to be changed in
periods not less than 24 hours, it is expected that systems would use Coordinated Universal Time as a reference time
base. The signature in the certificate can be checked for validity by any user with knowledge of CAp. The following
ASN.1 data type can be used to represent certificates:

Certificate ::= SIGNED { CertificateContent }

CertificateContent ::= SEQUENCE {

version [0] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier{{SupportedAlgorithms}},
issfier Name,
validity Validity,
suhjject Name,
suljjectPublicKeyInfo SubjectPublicKeylInfo,
isstierUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2.0r«wv3
subjjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be'v2 or v3
extensions [3] Extensions OPTIONAL

-- If present, version.shall be v3 -- }

Version :]= INTEGER { v1(0), v2(1), v3(2) }

CertificatdSerialNumber ::= INTEGER
Algorithm]dentifier{ ALGORITHM: SupportedAlgorithms} ::= SEQUENCE {
algprithm ALGORITHM.&id ({SupportedAlgorithms}),
parpmeters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

-- Definitiof of the following information object set is deferred/perhaps to standardized
-- profiles @r to protocol implementation conformance statements. The set is required to
-- specify g table constraint on the parameters component of Algorithmlidentifier.
SupportedAlgorithms ALGORITHM ::= { ...}

Validity ::}F SEQUENCE {

notBefore Time,
notAfter Time}
SubjectPublicKeyInfo ::= SEQUENCE {
algprithm Algorithmldentifier{{SupportedAlgorithms}},
suljjectPublicKey BIT STRING }
Time ::= CHOICE {
utcflime UTCTime,
gerjeralizeghime GeneralizedTime }

Extensions«&/SEQUENCE OF Extension

Extension ::= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

(CONTAINING EXTENSION.&ExtnType({ExtensionSet{ @extnld})
ENCODED BY der)}

der OBJECT IDENTIFIER ::= {joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1)}

ExtensionSet EXTENSION ::= { ...}

Before a value of Time is used in any comparison operation, e.g., as part of a matching rule in a search, and if the
syntax of Time has been chosen as the UTCTime type, the value of the two digit year field shall be rationalized into a
four digit year value as follows:
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UTCTime be used for representing dates beyond 2049.
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version is the version of the encoded certificate. If the extensions component is present in the certificate, version shall
be v3. If the issuerUniqueldentifier or subjectUniqueldentifier component is present version shall be v2 or v3.

serialNumber is an integer assigned by the CA to each certificate. The value of serialNumber shall be unique for each

certificate

issued by a given CA (i.e., the issuer name and serial number identify a unique certificate).

signature contains the algorithm identifier for the algorithm and hash function used by the CA in signing the certificate
(e.g., md5WithRSAEncryption, sha-1WithRSAEncryption, id-dsa-with-shal, etc.).

issuer ideptifies the entity that has signed and issued the certificate.

validity is
certificate.

subject id

subjectPu
is an instat

the time interval during which the CA warrants that it will maintain information about (the’st

entifies the entity associated with the public-key found in the subject public key field.

blicKeyInfo is used to carry the public key being certified and to identify the algerithm which this
ice of (e.g., rsaEncryption, dhpublicnumber, id-dsa, etc.).

issuerUnigueldentifier is used uniquely to identify an issuer in case of name re-use,

subjectUn

NOTE ]
use the
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procedu

The exten
extension

associated
SEQUENC

iqueldentifier is used uniquely to identify a subject in case of name(esuUse.

unique identifier to distinguish between reused instances. Howevery if'the same user is provided certificates
is recommended that the CAs coordinate on the assignment jof unique identifiers as part of their user
res.

with the identified extension. For those extensions where ordering of individual extensions

htus of the

public key

— In situations where a distinguished name might be reassigned to a different user by the Naming Authority, CAs can

by multiple
registration

sions field allows addition of new fields to the strueture without modification to the ASN.1 defjnition. An
field consists of an extension identifier, a criticality*flag, and an encoding of a data value of an ASN.1 type

'within the

E is significant, the specification of those individual extensions shall include the rules for the significance of
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is to treat the entire extension as unrecognised. If unrecognized elements appear within the extensi
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ny extensien that is flagged non-critical will cause inconsistent behaviour between certificate-usi

same may

adetl tlat 1

cause the
Hation of a

sing that certificate to fail. Wher.a certificate-using implementation recognizes and is able to fully process
pn, then the certificate-using \implementation shall process the extension regardless of the vdlue of the

ension for
becific and

pcumented in each-extension. However, the default behaviour, when not specified specificdlly for an
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A CA has three options with respect to an extension:

1) it can exclude the extension from the certificate;

ii) it can include the extension and flag it non-critical;

iii) it can include the extension and flag it critical.

A validation engine has three possible actions to take with respect to an extension:

i)  if the extension is unrecognized and is marked non-critical, the validation engine shall

ii)

extension and accept the certificate (all other things being equal);

ignore the

if the extension is unrecognized and marked critical, the validation engine shall reject the certificate;
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iii) if the extension is recognized, the validation engine shall process the extension and accept or reject the
certificate depending on the content of the extension and the conditions under which processing is
occurring (e.g., the current values of the path processing variables).

Some extensions can only be marked critical. In these cases, a validation engine that understands the extension
processes it; the acceptance/rejection of the certificate is dependent (at least in part) on the content of the extension. A
validation engine that does not understand the extension rejects the certificate.

Some extensions can only be marked non-critical. In these cases, a validation engine that understands the extension
processes it and acceptance/rejection of the certificate is dependent (at least in part) on the content of the extension. A
validation engine that does not understand the extension accepts the certificate (unless factors other than this extension
cause it to be rejected).

Some extensions can be marked critical or non-critical. In these cases, a validation engine that understands the
extension processes it: the acceptance/rejection of the certificate is dependent (at least in part) on the content of the
extension, iticality fla idati i sion—3ccepts the
certificate eCrejected) and

le

if the extension is marked non-critical (un

rejects the

When a
adhered to
the certifid
does not p
certificate
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validation
extensions
optionally
applicatior

Specific e3
has a need]
ISO/TEC 9

certificate if the extension is marked critical.

A considers including an extension in a certificate it does so with the expectation that'its int
wherever possible. If it is necessary that the content of the extension be consideredprior to any

ate, a CA would flag the extension critical. This is done with the realization that ‘any validation

rocess the extension will reject the certificate (probably limiting the set of applications that can|
. The CA may mark certain extension non-critical to achieve backwarnd compatibility with
s that cannot process the extensions. Where the need for backward conipatibility and interoperd
applications incapable of processing the extensions is more vital thamthe ability of the CA to T
then these optionally critical extensions would be marked non-critieal” It is most likely that CAS
critical extensions as non-critical during a transition periodéwhile the verifiers' certificate
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R34-1. Standard extensions for certificates are definedyin clause 8 of this Directory Specification.
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The following information object class is used to define spegcific extensions.
EXTENSIQN ::= CLASS {

&id OBJECT IDENTIFIER\UNIQUE,

&ExtnType }
WITH SYNTAX {

SYNTAX &ExtnType

IDENTIFIED BY &id }
The following information object class 1s used to define specific algorithms.
ALGORITHM ::= CLASS {

&Type OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[&Type]

IDENTIFIED-BY &id }

There are fworimary types of public-key certificates, end-entity certificates and CA-certificates.

An end-entity certificate is a certificate issued by a CA to a subject that is not an issuer of other public-key certificates.

A CA-certificate is a certificate issued by a CA to a subject that is itself a CA and therefore is capable of issuing
public-key certificates. CA-certificates can be themselves categorized by the following types:

Self-issued certificate — This is a certificate where the issuer and the subject are the same CA. A CA
might use self-issued certificates, for example, during a key rollover operation to provide trust from the
old key to the new key.

Self-signed certificate — This is a special case of self-issued certificates where the private key used by the
CA to sign the certificate corresponds to the public key that is certified within the certificate. A CA
might use a self-signed certificate, for example, to advertise their public key or other information about
their operations.

Cross-certificate — This is a certificate where the issuer and the subject are different CAs. CAs issue
certificates to other CAs either as a mechanism to authorize the subject CA's existence (e.g., in a strict
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hierarchy) or to recognize the existence of the subject CA (e.g., in a distributed trust model). The
cross-certificate structure is used for both of these. In some situations, conflicting or overlapping
requirements for constraints, such as name constraints, may require a CA to issue more than one cross-
certificate to another CA.

The directory entry of each user, A, who is participating in strong authentication, contains the certificate(s) of A. Such a
certificate is generated by a Certification Authority of A, which is an entity in the DIT. A Certification Authority of A,
which may not be unique, is denoted CA(A), or simply CA if A is understood. The public key of A can thus be
discovered by any user knowing the public key of CA. Discovering public keys is thus recursive.

If user A, trying to obtain the public key of user B, has already obtained the public key of CA(B), then the process is
complete. In order to enable A to obtain the public key of CA(B), the directory entry of each Certification Authority, X,
contains a number of certificates. These certificates are of two types. First, there are forward certificates of X generated
by other Certification Authorities. Second, there are reverse certificates generated by X itself which are the certified
public keys of other certification authorities. The existence of these certificates enables users to construct certification
paths fronfone point to another.

A list of cprtificates needed to allow a particular user to obtain the public key of another, is known @s-a cprtification
path. Eaclf item in the list is a certificate of the certification authority of the next item in the list. Acertifigation path
from A to B (denoted A—B):

+  starts with a certificate produced by CA(A), namely CA(A)<<X1>> for some éntity X1;
+  continues with further certificates Xi<<Xi+1>>;

- ends with the certificate of B.

The issuef and subject fields of each certificate are used, in part, to identify @ valid path. For each pair ¢f adjacent
certificated in a valid certification path, the value of the subject field in one-Certificate shall match the vilue of the
issuer field in the subsequent certificate. In addition, the value of the issuer field in the first certificate shall match
the DN of] the trust anchor. Only the names in these fields are used when checking validity of a certificption path.
Names in gertificate extensions are not used for this purpose. A certification path logically forms an unbrok¢n chain of
trusted pojnts in the Directory Information Tree between two users wishing to authenticate. The precise method
employed by users A and B to obtain certification paths A—Bvand B—A may vary. One way to facilitatg this is to
arrange a lfjierarchy of CAs, which may or may not coincide with all or part of the DIT hierarchy. The benefjit of this is
that users fho have CAs in the hierarchy may establish a~cettification path between them using the Directqry without
any prior ipformation. In order to allow for this each CA may store one certificate and one reverse certificate [designated
as corresponding to its superior CA. The distingliishedNameMatch matching rule, defined in 13.5.2f of ITU-T
Rec. X.501 | ISO/IEC 9594-2, should be used tocompare the Distinguished Name (DN) in the issuer field of one
certificate with the DN in the subject field of.afiother.

A user maly obtain one or more certificates from one or more Certification Authorities. Each certificate bears the name
of the CA phich issued it. The following ASN.1 data types can be used to represent certificates and a certificgtion path:

Certificatds ::= SEQUENCE {

usqrCertificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL}
CertificatipnPath ::=SEQUENCE {

usgrCertificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL}

In addition, the-following ASN.1 data type can be used to represent the forward certification path. This fomponent
contains the eeftification path which can point back to the originator.

ForwardCertificationPath ::= SEQUENCE OF CrossCertificates
CrossCertificates ::= SET OF Certificate

PkiPath ::= SEQUENCE OF Certificate

PkiPath is used to represent a certification path. Within the sequence, the order of certificates is such that the subject of
the first certificate is the issuer of the second certificate, etc.

Each certificate in a certification path shall be unique. No certificate may appear more than once in a value of the
theCACertificates component of CertificationPath or in a value of Certificate in the CrossCertificates component of
ForwardCertificationPath or a value of Certificate in PkiPath.
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7.1 Generation of key pairs

The overall security management policy of an implementation shall define the lifecycle of key pairs, and is, thus,
outside the scope of this framework. However, it is vital to the overall security that all private keys remain known only
to the user to whom they belong.

Key data is not easy for a human user to remember, so a suitable method for storing it in a convenient transportable
manner shall be employed. One possible mechanism would be to use a "Smart Card". This would hold the private and
(optionally) public keys of the user, the user's certificate, and a copy of the CA's public key. The use of this card shall
additionally be secured by, e.g., at least use of a Personal Identification Number (PIN), increasing the security of the
system by requiring the user to possess the card and to know how to access it. The exact method chosen for storing such
data, however, is beyond the scope of this Directory Specification.

Three ways in which a user's key pair may be produced are:

a) The user generates its own key pair. This method has the advantage that a user's private key is never
released to another entity, but requires a certain level of competence by the user.

) The key pair is generated by a third party. The third party shall release the private key-to)the user in a
physically secure manner, and then actively destroy all information relating to the credation of the key pair
plus the keys themselves. Suitable physical security measures shall be employed té/ensure that the third
party and the data operations are free from tampering.

q) The key pair is generated by the CA. This is a special case of b), and the copsiderations there apply.
NOTE 1 The CA already exhibits trusted functionality with respect to the user, and shall b€ subject to the necessry physical
security| measures. This method has the advantage of not requiring secure data transfer to the:CA for certification.

The cryptdsystem in use imposes particular (technical) constraints on key generation:

7.2 Public-key certificate creation

A public-Key certificate associates the public key and unique distinguished name of the user it describes. Thus:
d) a CA shall be satisfied of the identity of a user beforé\creating a certificate for it;

B) a CA shall not issue certificates for two users with'the same name.

It is imporftant that the transfer of information to the CA\Gs not compromised, and suitable physical security measures
shall be taken. In this regard:

d) It would be a serious breach of security if the CA issued a certificate for a user with a public kpy that had
been tampered with.

B) If the means of generation oflkey pairs of 7.1 b) or of 7.1 c) is employed, the user's private key shall be
transferred to the user in a seéure manner.

q) If the means of generation of key pairs of 7.1 a) or of 7.1 b) is employed, the user may ude different
methods (on-line oroff-line) to communicate its public key to the CA in a secure manngr. On-line
methods may pfoyiide some additional flexibility for remote operations performed between thie user and
the CA.

A public-Key certificate is a publicly available piece of information, and no specific security measures peed to be
employed pith respgctyto its transportation to the Directory. As it is produced by an off-line CA on behalf of p user who
shall be gijen a copy of it, the user need only store this information in its directory entry on a subsequent adcess to the
Directory. |Altetnatively, the CA could lodge the certificate for the user, in which case this agent shall be givien suitable
access rights.

7.3 Certificate Validity

The authority that issues certificates (public-key or attribute) also has the responsibility to indicate the validity of
certificates it issues. Generally, certificates are subject to possible subsequent revocation. This revocation, and
notification of the revocation may be done directly by the same authority that issued the certificate, or indirectly by
another authority duly authorized by the authority that issued the certificate. An authority that issues certificates is
required to state, possibly through a published statement of their practices, through the certificates themselves, or
through some other identified means, whether:

— the certificates cannot be revoked; or
— the certificates may be revoked by the same certificate-issuing authority directly; or

— the certificate-issuing authority authorizes a different entity to perform revocation.
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Authorities that do revoke certificates are required to state, through some similar means, what mechanism(s) can be
used by relying parties to obtain revocation status information about certificates issued by that authority. This Directory
Specification defines a Certificate Revocation List (CRL) mechanism but does not preclude the use of alternative
mechanisms. One such alternative mechanism is the Online Certificate Status Protocol (OCSP) specified in
IETF RFC 2560D. Using this protocol, a relying party (client) requests the revocation status of a certificate from an
OCSP server. The server may use CRLs, or other mechanisms to check the status of the certificate and respond to the
client accordingly. If OCSP can be used by relying parties to check the status of a certificate, IETF RFC 5280 contains a
certificate extension (Authority Info Access) that would be included in such certificates and would provide sufficient
information to access an appropriate OCSP server. Relying parties check revocation status information, as appropriate,
for all certificates considered during path processing procedure described in clause 10 and the delegation path
processing procedure described in clause 16 to validate a certificate.

Only a CA that is authorized to issue CRLs may choose to delegate that authority to another entity. If this delegation is
done, it shall be verifiable at the time of certificate/CRL verification. The cRLDistributionPoints extension can be used
for this purpose. The cRLIssuer field of this extension would be populated with the name(s) of any entities, other than
the certifidate issuer itself, that have been authorized to issue CRLs concerning the revocation status of thexcgrtificate in
question.

Certificatep, including public-key certificates as well as attribute certificates, shall have a lifetime associated [with them,
at the end pf which they expire. In order to provide continuity of service, the authority shall ensure timely avdilability of
replacemept certificates to supersede expired/expiring certificates. Revocation notice date)is the date/tjme that a
revocation| notice for a certificate first appears on a CRL, regardless of whether it is abase or dCRL. Irj the CRL,
revocation| notice date is the value contained in the thisUpdate field. Revocation dateis, the date/time the (JA actually
revoked thie certificate, which could be different from the first time it appears on a GRLIn the CRL, revocation date is
the value dontained in the revocationDate component. Invalidity date is the date/time at which it is known of suspected
that the prjvate key was compromised or that the certificate should otherwisesbe-considered invalid. This date may be
earlier thaf the revocation date. In the CRL, invalidity date is the value contained in the invalidityDate entry gxtension.

Two related points are:

+  Validity of certificates may be designed so thatseach becomes valid at the time of expiry of its
predecessor, or an overlap may be allowed. The.latter prevents the authority from having to|install and
distribute a large number of certificates that may-ruh out at the same expiration date.

+  Expired certificates will normally be remowed from the Directory. It is a matter for the secyrity policy
and responsibility of the authority to keep old certificates for a period if a non-repudiation of data service
is provided.

Certificatep may be revoked prior to their expiration time, e.g., if the user's private key is assumed to be compromised,
or the useq is no longer to be certified by the*authority, or if the authority's certificate is assumed to be comqpromised.
The revocption of an end-entity certificate or authority certificate shall be made known by the authority, fand a new
certificate [shall be made available, if appropriate. The authority may then inform the holder of the certificafe about its
revocation|by some off-line procedure.

An authorifty that issues and subsequently revokes certificates:

d) may be requited to maintain an audit record of its revocation events for all certificate types issped by that
authority «(€g., public-key certificates, attribute certificates issued to end-entities as well as other
authorifies);

B) shall\provide revocation status information to relying parties using CRLs, online certififate status
protocol (OCSP) or some other mechanism for the publication of revocation status information;

¢) “Jif using CRLs, shall maintain and publish CRLs even if the lists of revoked certificates are empty;

d) if using only partitioned CRLs, shall issue a full set of partitioned CRLs covering the complete set of
certificates whose revocation status will be reported using the CRL mechanism. Thus, the complete set of
partitioned CRLs shall be equivalent to a full CRL for the same set of certificates, if the CRL issuer was
not using partitioned CRLs.

1) IETF RFC 2560, X.509 Internet Public Key Infrastructure Online Certificate Satus Protocol (OCSP), June 1999.
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Relying parties may use a number of mechanisms to locate revocation status information provided by an authority. For
example, there may be a pointer in the certificate itself that directs the relying party to a location where revocation
information is provided. There may be a pointer in a revocation list that redirects the relying party to a different
location. The relying party may locate revocation information in a repository (e.g., a directory) or through other means
outside the scope of this Directory Specification (e.g., locally configured).

The maintenance of Directory entries affected by the authority's revocation lists is the responsibility of the Directory
and its users, acting in accordance with the security policy. For example, the user may modify its object entry by
replacing the old certificate with a new one. The latter shall then be used to authenticate the user to the Directory.

If revocation lists are published in the Directory, they are held within entries as attributes of the following types:
—  Certificate revocation list;
—  Authority revocation list;

—  Delta revocation list;

s Attribute certificate revocation list;

+  Attribute authority revocation list.
CertificatgList ::= SIGNED { CertificateListContent }

CertificatgListContent ::= SEQUENCE {

verkion Version OPTIONAL,
-- if present, version shall be v2
sighature Algorithmldentifier{{SupportedAlgorithms}},
isstier Name,
thigUpdate Time,
neXtUpdate Time OPTIONAL,
revpkedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumber;
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlgxtensions [O] Extensions OPTIONAL%

version is|the version of the encoded revocation list. If the extensions component flagged as critical is prgsent in the
revocation| list, version shall be v2. If no extensions component flagged as critical is present in the revdcation list,
version mdy either be absent or present as v2.

signature fcontains the algorithm identifier for the algorithm used by the authority to sign the revocation list.
issuer identifies the entity that has signed and issued the revocation list.
thisUpdatg is the date/time at which this reviocation list was issued.

nextUpdafe, if present, indicates the date/time by which the next revocation list in this series will be issued. The next
revocation|list could be issued before the indicated date, but it will not be issued any later than the indicated time.

revokedCertificates identified certificates that have been revoked. The revoked certificates are identified by [their serial
numbers. [[f none of the certificates covered by this CRL has been revoked, it is strongly recommegnded that
revokedCertificates parameter be omitted from the CRL, rather than being included with an empty SEQUENCE.

crlExtensipns, if present, contains one or more CRL extensions.
NOTE | — The checking of the entire list of certificates is a local matter. The list shall not be assumed to be in anfy particular
order unless specific ordering rules have been specified by the issuing authority, e.g., in that authority's policy.

NOTE 2 —\Ifa non-repudiation of data service is dependent on keys provided by the authority, the service should enjsure that all
relevant keys of the authority (revoked or expired) and the time stamped revocation lists are archived and certified by a current
authority.

NOTE 3 —If any extensions included in a CertificateList are defined as critical, the version element of the CertificateList shall
be present. If no extensions defined as critical are included, the version element may be absent. If version is absent, this may
permit an implementation that only supports version 1 CRLs still to use the CRL if in its examination of the revokedCertificates
sequence in the CRL, it does not encounter an extension. An implementation that supports version 2 (or greater) CRLs, in the
absence of version, may also be able to optimize its processing if it can determine early in processing that no critical extensions
are present in the CRL.

When an implementation processing a CRL encounters the serial number of the certificate of interest in a CRL entry,
but does not recognize a critical extension in the crlEntryExtensions field from that CRL entry, that CRL cannot be
used to determine the status of the certificate. When an implementation does not recognize a critical extension in the
crlExtensions field, that CRL cannot be used to determine the status of the certificate, regardless of whether the serial
number of the certificate of interest appears in that CRL or not.
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NOTE 4 —In these cases local policy may dictate actions in addition to and/or stronger than those stated in this Directory
Specification, such as seeking revocation status information from other sources.

Certificates for which revocation status cannot be determined should not be considered valid certificates.

If an extension affects the treatment of the list (e.g., multiple CRLs need to be scanned to examine the entire list of
revoked certificates, or an entry may represent a range of certificates), then either that extension or a related extension
shall be indicated as critical in the crlExtensions field. Therefore, a critical extension in the crlEntryExtensions field
of an entry shall affect only the certificate specified in that entry, unless there is a related critical extension in the
crlExtensions field that advertises a special treatment for it. The only example of this situation defined in this
Directory Specification is the certificatelssuer CRL entry extension and the related issuingDistributionPoint CRL
extension when the indirectCRL Boolean from that extension is set to TRUE.

NOTE 5 — Standard extensions for CRLs are defined in clause 8 of this Directory Specification.

If unknown elements appear within the extension, and the extension is not marked critical, those unknown elements
shall be ignored according to the rules of extensibility documented in 12.2.2 of ITU-T Rec. X.519 [ ISO/IEC 9594-5.

74 Repudiation of a digital signing

Any particjpant in an event may subsequently decide to repudiate anything that participant digitally’signed in|that event.
For example, one can dispute one's participation in a key establishment or being the originator of a signed email
message ap easily as one can dispute one's signing a document with the intent to be bdund to the contpnt of that
document.| The repudiation may not be successful. The Non-repudiation Framework, ITU-T Recl X.813 |
ISO/IEC 1P181-4, describes a dispute resolution process as follows:

) evidence generation;
1) evidence transfer, storage and retrieval;
3) evidence verification; and

4) dispute resolution.

The genergted evidence may include, but is not limited to:

+ audit records pertinent to the event and assertionof intent;

+  statements made by third party notaries;

+  policy statements;

+  digitally signed information, including-audit records and notary statements;
+ timestamps of the digitally signed)information;

+  the certificates supporting thedigital signature;

+ the appropriate revocation information published and available at the time of the disputed event; and,

+ any certificate revogations subsequent to the time of the event which indicate key compromige occurred
before the time pfithe event.

The integrjty of stored data‘that might be presented as evidence may be maintained in a variety of ways, ¢.g., access
control, stgrage of hashes:by trusted third party, digital signature. It may also be necessary periodically to strgngthen the
protection fof that stored data to counteract improvements in computer processing and/or crypto-analysis.

NOTE + Neither.thetype and amount of evidence generated nor the level of integrity is specified by this Directory Specification.
Howevdr, it i§ expected that the level of effort will be commensurate with the risk involved.

Evidence [erification may require the revalidation of the digital signatures of data, e.g., messages, locuments,
certificates, CRLs, and timestamps that were used in the initial validation process. The fact that a certificate has expired
shall not preclude its use for revalidating signatures created during the validity period of that certificate. A certificate
that has been revoked may be used if it can be determined that the certificate was valid at the time of the disputed event.

Even if all the digital evidence described above is considered technically valid, other conditions, e.g., the intent,
understanding, or competence of the signer, may allow the signer successfully to repudiate it.

8 Public-key certificate and CRL extensions

The certificate extensions defined in this clause are for use with public-key certificates, unless otherwise stated.
Extensions for use with attribute certificates are defined in clause 15. CRL extensions defined in this clause may be
used in CRLs, CARLs and also for ACRLs and AARLSs defined in clause 17.
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This clause specifies extensions in the following areas:

a) Key and policy information: These certificate and CRL extensions convey additional information about
the keys involved, including key identifiers for subject and issuer keys, indicators of intended or
restricted key usage, and indicators of certificate policy.

b) Subject and issuer attributes: These certificate and CRL extensions support alternative names, of various
name forms, for a certificate subject, a certificate issuer, or a CRL issuer. These extensions can also
convey additional attribute information about the certificate subject, to assist a certificate user in being
confident that the certificate subject is a particular person or entity.

¢) Certification path constraints: These certificate extensions allow constraint specifications to be included
in CA-certificates, i.e., certificates for CAs issued by other CAs, to facilitate the automated processing of
certification paths when multiple certificate policies are involved. Multiple certificate policies arise when
policies vary for different applications in an environment or when interoperation with external
environments occurs. The constraints may restrict the types of certificates that can be issued by the

d) Basic CRL extensions: These CRL extensions allow a CRL to include indications of revodation reason, to
provide for temporary suspension of a certificate, and to include CRL-issue sequenceé mumbeys to allow
certificate users to detect missing CRLs in a sequence from one CRL issuer.

d) CRL distribution points and delta-CRLs: These certificate and CRL extensions-allow the complete set of
revocation information from one CA to be partitioned into separate CRLS and allow [revocation
information from multiple CAs to be combined in one CRL. These extensions also support|the use of
partial CRLs indicating only changes since an earlier CRL issue.

Inclusion ¢f any extension in a certificate or CRL is at the option of the authority(issuing that certificate or CRL.

In a certifipate or CRL, an extension is flagged as being either critical or nen=critical. If an extension is flagged critical
and a certificate-using system does not recognize the extension field type or does not implement the semantics of the
extension, [then that system shall consider the certificate invalid. If afcextension is flagged non-critical, a [certificate-
using syst¢m that does not recognize or implement that extensionytype may process the remainder of the| certificate
ignoring the extension. If an extension is flagged non-critical, & certificate-using system that does recpgnize the
extension, [shall process the extension. Extension type definitiensyin this Directory Specification indicate if th¢ extension
is always ¢ritical, always non-critical, or if criticality can be, decided by the certificate or CRL issuer. The|reason for
requiring ome extensions to be always non-critical is te allow certificate-using implementations which do ot need to
use such ¢xtensions to omit support for them without jeopardizing the ability to interoperate with all cprtification
authorities

NOTE 4 A certificate-using system may require.certain non-critical extensions to be present in a certificate in ofder for that

certificdte to be considered acceptable. The néed for inclusion of such extensions may be implied by local policy [rules of the

certificqte user or may be a CA policy rule indicated to the certificate-using system by inclusion of a particular certificate policy

identifidr in the certificate policies extension-with that extension being flagged critical.

For all certificate extensions, CRL extensions, and CRL entry extensions defined in this Directory Specificdtion, there
shall be nd more than one instanee.0f each extension type in any certificate, CRL, or CRL entry, respectively

8.1 fPolicy handling

8.1.1 Certificatepolicy

This framg¢work contains three types of entity: the certificate user, the CA and the certificate subject (or g¢nd-entity).
Each entity operates under obhgatlons to the other two entities and in return, enjoys 11m1ted warranties offerdd by them.
These obligations ; 2 ly in plain-
language). It can be referenced by a unique 1dent1ﬁer Wh1ch may be 1ncluded in the cemﬁcate p011c1es extensmn of the
certificate issued by the CA, to the end-entity and upon which the certificate user relies. A certificate may be issued in
accordance with one or more than one policy. Definition of the policy, and assignment of the identifier, are performed
by a policy authority. The set of policies administered by a policy authority is called a policy domain. All certificates
are issued in accordance with a policy, even if the policy is neither recorded anywhere nor referenced in the certificate.
This Directory Specification does not prescribe the style or contents of the certificate policy.

The certificate user may be bound to its obligations under the certificate policy by the act of importing an authority
public key and using it as a trust anchor, or by relying on a certificate that includes the associated policy identifier. The
CA may be bound to its obligations under the policy by the act of issuing a certificate that includes the associated policy
identifier. The end-entity may be bound to its obligations under the policy by the act of requesting and accepting a
certificate that includes the associated policy identifier and by using the corresponding private key. Implementations
that do not use the certificate policies extension should achieve the required binding by some other means.
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For an entity simply to declare conformance to a policy does not generally satisfy the assurance requirements of the
other entities in the framework. They require some reason to believe that the other parties operate a reliable
implementation of the policy. However, if explicitly so stated in the policy, certificate users may accept the CA's
assurances that its end-entities agree to be bound by their obligations under the policy, without having to confirm this
directly with them. This aspect of certificate policy is outside the scope of this Directory Specification.

A CA may place limitations on the use of its certificates, in order to control the risk that it assumes as a result of issuing
certificates. For instance, it may restrict the community of certificate users, the purposes for which they may use its
certificates and/or the type and extent of damages that it is prepared to make good in the event of a failure on its part, or
that of its end-entities. These matters should be defined in the certificate policy.

Additional information, to help affected entities understand the provisions of the policy, may be included in the
certificate policies extension in the form of policy qualifiers.

8.1.2 Cross-certification

A CA may be the subject of a certificate issued by another CA. In this case, the certificate is called a cress{certificate,
the CA thdt is the subject of the certificate is called the subject CA and the CA that issues the cross-certificafe is called
an intermgdiate CA (see Figure 2). Both the cross-certificate and the end-entity's certificate may contdin af certificate
policies exftension.

The warrapties and obligations shared by the subject certification authority, the intermediate (Ceftification aufhority and
the certifidate user are defined by the certificate policy identified in the cross-certificate, gn’accordance with which the
subject ceftification authority may act as, or on behalf of, an end-entity. And the warranti€s and obligationq shared by
the certifidate subject, the subject certification authority and the intermediate certification authority are defined by the
certificate [policy identified in the end-entity's certificate, in accordance with~which the intermediate cprtification
authority thay act as, or on behalf of, a certificate user.

Intermediate Cross-certificate Subject
certification » certification
authority authority
7y
[}
i
|
: End-entity
i certificate
1
[}
[}
1
!
Y
ertificate .
¢ End-entity
user
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Figure 2 — Cross-certification

A certificafion path is.said to be valid under the set of policies that are common to all certificates in the path.

An intermiediate_certification authority may, in turn, be the subject of a certificate issued by another cprtification
authority, fhereby creating certification paths of length greater than two certificates. And, since trust suffers|dilution as
certificate paths grow in length, controls are required to ensure that end-entity certificates with an unacceptably low
associated trust level will be rejected by the certificate user. This is part of the function of the certification path
processing procedure.

In addition to the situation described above, there are two special cases to be considered:

a) the CA does not use the certificate policies extension to convey its policy requirements to certificate
users; and

b) the certificate user or intermediate certification authority delegates the job of controlling policy to the
next authority in the path.

In the first case, the certificate should not contain a certificate policies extension at all. As a result, the set of policies
under which the path is valid will be null. But, the path may be valid nonetheless. Certificate users shall still ensure that
they are using the certificate in conformance with the policies of the authorities in the path.
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In the second case, the certificate user or intermediate CA should include the special value any-policy in the initial-
policy-set or cross-certificate. Where a certificate includes the special value any-policy, it should not include any other
certificate policy identifiers. The identifier any-policy should not have any associated policy qualifiers.

The certificate user can ensure that all its obligations are conveyed in accordance with the standard by setting the initial-
explicit-policy indicator. In this way, only authorities that use the standard certificate policies extension as their way of
achieving binding are accepted in the path, and certificate users have no additional obligations. Because authorities also
attract obligations when they act as, or on behalf of, a certificate user, they can ensure that all their obligations are
conveyed in accordance with the standard by setting requireExplicitPolicy component of the policyConstraints
extension in the cross-certificate.

813 Policy mapping

Some certification paths may cross boundaries between policy domains. The warranties and obligations according to
which the cross-certificate is issued may be materially equivalent to some or all of the warranties and obligations
according o-whichthe bubjuut CAtssuescerttfreates—to uud-uuﬁﬁua, Ve thuus}l the Puhu_y authorttres—umndey which the
two certification authorities operate may have selected different unique identifiers for these materially)|equivalent
policies. In this case, the intermediate CA may include a policy mappings extension in the cross-€ettifigate. In the
policy mappings extension, the intermediate CA assures the certificate user that it will continue to enjoy the familiar
warranties| and that it should continue to fulfil its familiar obligations, even though subsequent entifies in the
certificatign path operate in a different policy domain. The intermediate CA should include one“or more mgppings for
each of a gubset of the policies under which it issued the cross-certificate, and it should aofinclude mappigs for any
other polidies. If one or more of the certificate policies according to which the subject €A operates is identidal to those
according fo which the intermediate CA operates (i.e., it has the same unique identifi€r);then these identifiers should be
excluded ffom the policy mapping extension, but included in the certificate policies\extension.

Policy mapping has the effect of converting all policy identifiers in certificates-further down the certification |path to the
identifier df the equivalent policy, as recognized by the certificate user.

Policies shiall not be mapped either to or from the special value any-poligy.

Certificate[users may determine that certificates issued in a policy ‘domain other than its own should not be r¢lied upon,
even though a trusted intermediate CA may determine its policy-t0 be materially equivalent to its own. It car] do this by
setting thelinitial-policy-mapping-inhibit input to the path validation procedure. Additionally, an intermediafje CA may
make a sirpilar determination on behalf of its certificate users. In order to ensure that certificate users correctly enforce
this requir¢ment, it can set inhibitPolicyMapping in a policy constraints extension.

814 Certification path processing

The certififate user faces a choice between two.strategies:

d) it can require that the certification path be valid under at least one of a set of policies pre-det¢rmined by
the user; or

B) it can ask the path validation module to report the set of policies for which the certification path is valid.

The first §trategy may be most’ appropriate when the certificate user knows, a priori, the set of policips that are
acceptableffor its intended,use-

The seconfl strategy may-be most appropriate when the certificate user does not know, a priori, the set of pplicies that
are acceptgble for its intended use.

In the first|instance, the certification path validation procedure will indicate the path to be valid only if it is yalid under
one or mofe 0fthe policies specified in the initial-policy-set, and it will return the sub-set of the initial-policy-set under
which the path 1s valid. In the second insfance, the certification path validation procedure may indicate that the path is
invalid under the initial-policy-set, but valid under a disjoint set: the authorities-constrained-policy-set. Then the
certificate user shall determine whether its intended use of the certificate is consistent with one or more of the certificate
policies under which the path is valid. By setting the initial-policy-set to any-policy, the certificate user can cause the
procedure to return a valid result if the path is valid under any (unspecified) policy.

8.15 Self-issued certificates

A CA may issue a certificate to itself under three circumstances:

a) as a convenient way of encoding the public key associated with the private key used to sign the
certificate, so that it can be communicated to, and stored as trust anchors by, its certificate using systems;

b) for certifying additional public keys of the CA used for purposes other than those covered by category a)
(such as OCSP and possibly CRL signing); and

c) forreplacing its own expired certificates.
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These types of certificate are called self-issued certificates, and they can be recognized by the fact that the issuer and
subject names present in them are identical. For purposes of path validation, self-issued certificates of category a) are
self-signed certificates and are therefore verified with the public key contained in them, and if they are encountered in
the path, they shall be ignored.

Self-issued certificates of type b) may only appear as end certificates in a path, and shall be processed as end
certificates.

Self-issued certificates of type c) (also known as self-issued intermediate certificates) may appear as intermediate
certificates in a path. As a matter of good practice, when replacing a key that is on the point of expiration, a CA should
request the issuance of any in-bound cross-certificates that it requires for its replacement public key before using the
key. Nevertheless, if self-issued certificates of this category are encountered in the path, they shall be processed as
intermediate certificates, with the following exception: they do not contribute to the path length for purposes of
processing the pathLenConstraint component of the basicConstraints extension and the skip-certificates values
associated with the policy-mapping-inhibitpending and explicit-policy-pending indicators.

If an authqrity uses the same key to sign certificates and CRLs, a single self-issued certificate of categdryfa) shall be
used. If arf authority uses a different key to sign CRLs than that used to sign certificates, the authority:may choose to
issue two $elf-issued certificates of category a), one for each of the keys. In this situation, certificate uSers yould need
access to poth self-issued certificates to establish separate trust anchors for certificates and €RLs signed by that
authority. Alternatively, an authority may issue one self-issued certificate of category a) for cettificate signihg and one
self-issued| certificate of category b) for CRL signing. In this situation, certificate users Use“the key certiffied in the
certificate pf category a) as their single trust anchor for both certificates and CRLs signed by that authority. Ih this case,
if the self-jssued certificate of category b) were to be used to verify signatures on CRLs), there is no means|defined in
this standafd to check the validity of that certificate.

If self-issupd certificates of category b) are encountered within a path, they shall-be ignored.
NOTE + Other mechanisms for distributing CA public keys are outside the scopetof this Directory Specification.

8.2 Key and policy infor mation extensions

8.21 Requirements

The following requirements relate to key and policy information:

d) CA key pair updating can occur at regular intervals or in special circumstances. There is a|need for a
certificate field to convey an identifier,of the public key to be used to verify the certificate signature. A
certificate-using system can use su¢h identifiers in finding the correct CA-certificate for validating the
certificate issuer's public key.

B) In general, a certificate subject has different public keys and, correspondingly, different certjficates for
different purposes, e.g.,digifal signature and encipherment key agreement. A certificate field i$ needed to
assist a certificate user in“selecting the correct certificate for a given subject for a particular purpose or to
allow a CA to stipulate that a certified key may only be used for a particular purpose.

d) Subject key paitupdating can occur at regular intervals or in special circumstances. There is a need for a
certificate fieldto convey an identifier to distinguish between different public keys for the same subject
used at different points in time. A certificate-using system can use such identifiers in finding [the correct
certificate.

d) Theprivate key corresponding to a certified public key is typically used over a different peridd from the
validity of the public key. With digital signature keys, the usage period for the signing priyate key is
typically shorter than that for the verifying public key. The validity period of the certificate [indicates a
period for which the public key may be used, which is not necessarily the same as the usage period of the
private key. In the event of a private key compromise, the period of exposure can be limited if the
signature verifier knows the legitimate use period for the private key. There is therefore a requirement to
be able to indicate the usage period of the private key in a certificate.

e) Because certificates may be used in environments where multiple certificate policies apply, provision
needs to be made for including certificate policy information in certificates.

f)  When cross-certifying from one organization to another, it can sometimes be agreed that certain of the
two organizations' policies can be considered equivalent. A CA-certificate needs to allow the certificate
issuer to indicate that one of its own certificate policies is equivalent to another certificate policy in the
subject CA's domain. This is known as policy mapping.

g) A user of an encipherment or digital signature system which uses certificates defined in this Directory
Specification needs to be able to determine in advance the algorithms supported by other users.
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822 Public-key certificate and CRL extension fields

The following extension fields are defined:
a) Authority key identifier;
b) Subject key identifier;
c¢) Keyusage,
d) Extended key usage;
e) Private key usage period;
f) Certificate policies;
g) Policy mappings.

These extension fields shall be used only as certificate extensions, except for authority key
used as a CRL-e i = erwise e ese-extensi mavbe used-in both
certificateq.

identifier which may also be
A-certificates-and, end-entity

on ple othera >_noted hese-ge 2ValakTaVa a

8.2.2.1 Authority key identifier extension

This field,[which may be used as either a certificate extension or CRL extension, identifies the public key to[be used to
verify the $ignature on this certificate or CRL. It enables distinct keys used by the same CA to)be distinguishied (e.g., as
key updatipg occurs). This field is defined as follows:

authorityeyldentifier EXTENSION ::={

SYINTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }
AuthorityKeyldentifier ::= SEQUENCE {

keylldentifier [O] Keyldentifier OPTIONAL,

authorityCertlssuer [1] GeneralNames OPTIONAL,

authorityCertSerialNumber [2] CertificateSerialNumiber OPTIONAL }

(WJTH COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |

WITH COMPONENTS {..., authorityCertissuer ABSENT,

authorityCertSerialNumber ABSENT} )

Keyldentifiier ::= OCTET STRING

The key mlay be identified by an explicit key identifier in the keyldentifier component, by identification of g certificate
for the kdy (giving certificate issuer in thesauthorityCertlssuer component and certificate serial number in the
authority@ertSerialNumber component), 0t'by both explicit key identifier and identification of a certificate for the key.
If both fofms of identification are ugeéd-then the certificate or CRL issuer shall ensure they are consistgnt. A key
identifier ghall be unique with respect to all key identifiers for the issuing authority for the certificate or CRL [containing
the extensjon. An implementation. which supports this extension is not required to be able to process all nante forms in
the authorjtyCertlssuer component. (See 8.3.2.1 for details of the GeneralNames type.)

Certificatign authorities_shall assign certificate serial numbers such that every (issuer, certificate serial number) pair
uniquely identifies aSingle certificate. The keyldentifier form can be used to select CA certificates during path
constructign. The authorityCertlssuer, authoritySerialNumber pair can only be used to provide preferehce to one
certificate pver ofhets during path construction.

This extenfionis always non-critical.

8.2.22 Subject key identifier extension

This field identifies the public key being certified. It enables distinct keys used by the same subject to be differentiated
(e.g., as key updating occurs). This field is defined as follows:

subjectKeyldentifier EXTENSION ::= {
SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }

SubjectKeyldentifier ::= Keyldentifier

A key identifier shall be unique with respect to all key identifiers for the subject with which it is used. This extension is
always non-critical.
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8.2.2.3 Key usage extension

This field identifies the intended usage for which the certificate has been issued. The intended usage may be further
constrained by policy. This policy may be stated in a certificate policy definition, a contract, or other specification.
However, a policy shall not override the constraint indicated by a KeyUsage bit, e.g., a certificate policy could not
allow a certificate to be used for digital signature if KeyUsage indicated that it could only be used for key agreement.

Setting a specific value of KeyUsage in a certificate does not in itself signal for an instance of communication that the
communicating parties are acting in accordance with this setting, e.g., when signing a document. Definition of methods
by which parties may signal their intent for a specific instance of communication (e.g., commitment to content for that
specific instance) is outside the scope of this Directory Specification, but it is anticipated that multiple methods will
exist. Although not recommended, it is possible to use the content of the certificate, e.g., certificate policy, to signal the
intent of the signing. However, since that signal was made when the certificate was issued by the CA, such use may not
meet the requirement that declaring the intent is made at the time of signing by the signer.

More than ene bitmay be setin an insta : : S gC ple bits shall not change the
meaning of each individual bit but shall indicate that the certificate may be used for all of the purposes indigpted by the
set bits. THere may be risks incurred when setting multiple bits. A review of those risks is documented i Anrex I.

This field {s defined as follows:
keyUsage|EXTENSION ::= {
SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }

KeyUsagd ::= BIT STRING {

dig|talSignature 0),
cortentCommitment Q),
keyEncipherment 2),
datpEncipherment 3),
keylAgreement 4),
keylCertSign 5),
cRUSign (6),
endipherOnly ),
dedipherOnly 8)}

Bits in the|[KeyUsage type are as follows:

d) digitalSignature: for verifying digital,Signatures that are used with an entity authentication service, a
data origin authentication service and/or an integrity service;

B) contentCommitment: for verifying digital signatures which are intended to signal that thg signer is
committing to the content beiig signed. The type of commitment the certificate can be used|to support
may be further constrained by the CA, e.g., through a certificate policy. The precise type of cgmmitment
of the signer e.g., "reviewed and approved" or "with the intent to be bound", may be signalled by the
content being signedje.g., the signed document itself or some additional signed information.

Since a content eommitment signing is considered a digitally signed transaction, the digitalSignature bit
need not be set' in the certificate. If it is set, it does not affect the level of commitment the[signer has
endowed,iirthe signed content.

Notelthat it is not incorrect to refer to this keyUsage bit using the identifier nonRepudiation| However,
thetuse of this identifier has been deprecated. Regardless of the identifier used, the semanticd of this bit
are’as specified in this Directory Specification;

maharmmaont:
TTCTTITCTTIC,

AY leavid—n
G—keyEreipherr

for-enetpheringkeys-orotherseeurity-nformattone-gsforkey-transport:
d) dataEncipherment: for enciphering user data, but not keys or other security information as in c) above;
e) keyAgreement: for use as a public key agreement key;

f) keyCertSign: for verifying a CA's signature on certificates.

Since certificate signing is considered a commitment to the content of the certificate by the CA, neither
the digitalSignature bit nor the contentCommitment bit need be set in the certificate. If either (or both)
is set, it does not affect the level of commitment the signer has endowed in the signed certificate;

g) cRLSign: for verifying an authority's signature on CRLs.

Since CRL signing is considered to be commitment to the content of the CRL by the CRL issuer, neither
the digitalSignature bit nor the contentCommitment bit need be set in the certificate. If either (or both)
is set, it does not affect the level of commitment the signer has endowed in the signed CRL;
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h) encipherOnly: public key agreement key for use only in enciphering data when used with
keyAgreement bit also set (meaning with other key usage bit set is undefined);

i) decipherOnly: public key agreement key for use only in deciphering data when used with
keyAgreement bit also set (meaning with other key usage bit set is undefined).

Application specifications should indicate which of the digitalSignature or contentCommitment bits are appropriate
for their use. If a signing application has no knowledge of the signer's intent regarding commitment to content, the
application shall sign and support that signing with a certificate that has the digitalSignature bit set in that certificate's
keyUsage extension.

Even though a digital signature was verified using a certificate that has only the digitalSignature bit set, other factors
external to the verification of the digital signature may also play a role in determining the intent of the signing.
Conversely, even though a digital signature was verified using a certificate that has only the contentCommitment bit set,
external factors may be used by the signer to disclaim commitment to the signed content.

The bit kgyCTeTTSIgN 15 for usc in CA-certiticates only. 1T Keyusage 1S sct 1o Keycertsign, the vatuc]of the cA
component of the basicConstraints extension shall be set to TRUE. CAs may also use other defined keyudage bits in
KeyUsagd, e.g., digitalSignature for providing authentication and integrity of on-line administration.transactions.

This extenpion may, at the option of the certificate issuer, be either critical or non-critical.

If the extepsion is flagged critical or if the extension is flagged non-critical but the certificateusing system [recognizes
it, then thg certificate shall be used only for a purpose for which the corresponding key@sage bit is set to [one. If the
extension |f flagged non-critical and the certificate-using system does not recognizeit, then this extensign shall be
ignored. Al bit set to zero indicates that the key is not intended for that purpose. If th€ extension is present with all bits
set to zerof the key is intended for some purpose other than those listed above.

8.2.2.4 HKxtended key usage extension

This field jndicates one or more purposes for which the certified publi¢,key may be used, in addition to or fin place of
the basic purposes indicated in the key usage extension field. This field}is defined as follows:

extKeyUsgage EXTENSION ::= {
SYINTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurpogeld ::= OBJECT IDENTIFIER

A CA may assert any-extended-key-usage by using the anyExtendedKeyUsage identifier. This enables a CA to issue a
certificate [that contains OIDs for extended key usages that may be required by certificate-using applications, without
restricting [the certificate to only those key usages. If extended key usage would restrict key usage, then the ificlusion of
this OID r¢moves that restriction.

anyExtendedKeyUsage OBJECT IDENTIFIER ::={2529 370 }[S9]

Key purposes may be defined by, any organization with a need. Object identifiers used to identify key purpogdes shall be
assigned i} accordance withdTU-T Rec. X.660 | ISO/IEC 9834-1.

This extenfion may, at the-option of the certificate issuer, be either critical or non-critical.
If the extemsion is flagged critical, then the certificate shall be used only for one of the purposes indicated.

If the extepsion.is)flagged non-critical, then it indicates the intended purpose or purposes of the key, and may| be used in
finding th¢ cotrect key/certificate of an entity that has multiple keys/certificates. If this extension is presept, and the
certificate-USINg System recognizes and processes e extendedReyUsage extension type, then the certificate-using
system shall ensure that the certificate shall be used only for one of the purposes indicated. (Using applications may
nevertheless require that a particular purpose be indicated in order for the certificate to be acceptable to that
application.)

If a certificate contains both a critical key usage field and a critical extended key usage field, then both fields shall be
processed independently and the certificate shall only be used for a purpose consistent with both fields. If there is no
purpose consistent with both fields, then the certificate shall not be used for any purpose.

This Directory Specification defines the following key purpose that can be included in the extended key usage
extension. Other purposes that can also be included are defined in other specifications, such as IETF RFC 5280.

keyPurposes OBJECT IDENTIFIER ::= {ds 38 1}
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8.2.25 Private key usage period extension

This field indicates the period of use of the private key corresponding to the certified public key. It is applicable only
for digital signature keys. This field is defined as follows:

privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0O] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }
(WITH COMPONENTS{..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )

The notBefore component indicates the earliest date and time at which the private key could be used for signing. If the
notBefore[component is not present, then no information is provided as to when the period of valid use of Jthe private
key commgnces. The notAfter component indicates the latest date and time at which the private key could/be used for
signing. If|the notAfter component is not present then no information is provided as to when the period)of valid use of
the private|key concludes.

This extenfion is always non-critical.

NOTE | — The period of valid use of the private key may be different from the certified validity of the public key as |ndicated by
the certlficate validity period. With digital signature keys, the usage period for the signing private key is typically ghorter than
that for the verifying public key.

NOTE 2 — If the verifier of a digital signature wants to check that the certificate has not\béen revoked, for examplg¢ due to key
comprofnise, up to the time of verification, then a valid certificate will still exist for the public key at verification tinje. After the
certificgte(s) for a public key have expired, a signature verifier cannot rely on compromises being notified via CRLs.

8.2.2.6 Certificate policiesextension

This field [lists certificate policies, recognized by the issuing CA, that apply to the certificate, together with optional
qualifier ipformation pertaining to these certificate policies. The list of certificate policies is used in determining the
validity of|a certification path, as described in clause 10. The optional qualifiers are not used in the certifi¢ation path
processing] procedure, but relevant qualifiers are provided as-an*output of that process to the certificate using ppplication
to assist in| determining whether a valid path is appropriaté\for the particular transaction. Typically, differen{ certificate
policies will relate to different applications which may\use the certified key. The presence of this extension|in an end-
entity certfficate indicates the certificate policies forswhich this certificate is valid. The presence of this extgnsion in a
certificate fissued by one CA to another CA indicates the certificate policies for which certification paths confaining this
certificate nay be valid. This field is defined as\follows:

certificatePolicies EXTENSION ::={
SYINTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-cettificatePolicies }

CertificatgPoliciesSyntax ::=SEQUENCE SIZE (1..MAX) OF PolicyInformation

PolicyInfofmation ::= SEQUENCE {

pollcyldentifiet CertPolicyld,

pollcyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertPolicyld &.# OBJECT IDENTIFIER

PolicyQualifierinfo ::= SEQUENCE {
policyQualifierld  CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers}{@policyQualifierld}) OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= { ...}

A value of the PolicyInformation type identifies and conveys qualifier information for one certificate policy. The
component policyldentifier contains an identifier of a certificate policy and the component policyQualifiers contains
policy qualifier values for that element.

This extension may, at the option of the certificate issuer, be either critical or non-critical.
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If the extension is flagged critical, it indicates that the certificate shall only be used for the purpose, and in accordance
with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require the
certificate-using system to process the qualifier value in a particular way.

If the extension is flagged non-critical, use of this extension does not necessarily constrain use of the certificate to the
policies listed. However, a certificate user may require a particular policy to be present in order to use the certificate
(see clause 10). Policy qualifiers may, at the option of the certificate user, be processed or ignored.

Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object
identifiers used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with
ITU-T Rec. X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy identifier in order to trust a
certificate for all possible policies. Because of the need for identification of this special value to apply regardless of the
application or environment, that object identifier is assigned in this Directory Specification. No object identifiers will be
assigned in this Directory Specification for specific certificate policies. That assignment is the responsibility of the
entity that defines the certificate policy.

anyPolicy| OBJECT IDENTIFIER ::= {2529320}
The identifier anyPolicy should not have any associated policy qualifiers.

The followiing ASN.1 object class is used in defining certificate policy qualifier types:

CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qalifier OPTIONAL }
WITH SYNTAX {
POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

A definitign of a policy qualifier type shall include:
+ astatement of the semantics of the possible values; and

+ an indication of whether the qualifier identifier may@ppear in a certificate policies extension without an
accompanying value and, if so, the implied semantics in such a case.
NOTE } A qualifier may be specified as having any ASN.1 typ¢. When the qualifier is anticipated to be used prjmarily with
applicatjons that do not have ASN.1 decoding functions,, it1s"recommended that the type OCTET STRING be spgcified. The
ASN.1 PCTET STRING value can then convey a qualifier ‘value encoded according to any convention specified by the policy
element| defining organization.

8.2.2.7 Policy mappings extension

This field,[which shall be used in CA-certificates only, allows a certificate issuer to indicate that, for the purposes of the
user of a cgrtification path containing this'certificate, one of the issuer's certificate policies can be considered|equivalent
to a differdnt certificate policy used in'‘the subject CA's domain. This field is defined as follows:

policyMagpings EXTENSION~ =" {
SYINTAX PolicyMappingsSyntax
IDENTIFIED BY fd<ce-policyMappings }

PolicyMagpingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issierDomainPolicy CertPolicyld,
suljjectbomainPolicy CertPolicyld }

The issuefDOmainPolicy component indicates a certificate policy that is recognized in the issuing CA's domain and
that can be considered equivalent to the certificate policy indicated in the subjectDomainPolicy component that is
recognized in the subject CA's domain.

Policies shall not be mapped to or from the special value anyPalicy.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

NOTE 1 — An example of policy mapping is as follows. The U.S. government domain may have a policy called Canadian Trade
and the Canadian government may have a policy called U.S. Trade. While the two policies are distinctly identified and defined,
there may be an agreement between the two governments to accept certification paths extending cross-border within the rules
implied by these policies for relevant purposes.

NOTE 2 - Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon more global use of common policies than it is to
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common
policy for North American Trade.
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3 — It is anticipated that policy mapping will be practical only in limited environments in which policy statements are very

simple.

8.3
831

Subject and issuer information extensions

Requirements

The following requirements relate to certificate subject and certificate issuer attributes:

8.3.2

The following extension fields are defined:

a) Certificates need to be usable by applications that employ a variety of name forms, including Internet
electronic mail names, Internet domain names, X.400 originator/recipient addresses, and EDI party
names. It is therefore necessary to be able securely to associate multiple names of a variety of name
forms with a certificate subject or a certificate or CRL issuer.

b) A certificate user may need securely to know certain identifying information about a subject in order to
have confidence that the subject is indeed the person or thing intended. For example, information such as
postal address, position 1n a corporation, or a picture image may be required. Such information may be
conveniently represented as directory attributes, but these attributes are not necessarily-part of the
distinguished name. A certificate field is therefore needed for conveying additional directory attributes
beyond those in the distinguished name.

Certificate and CRL extension fields

d) Subject alternative name;
) Issuer alternative name;
q) Subject directory attributes.

These fields shall be used only as certificate extensions, except for issuer alternative name which may also bg used as a

CRL exterfsion. As certificate extensions, they may be present in CAzceftificates or end-entity certificates.

8.3.21 $ubject alternative name extension
This field fontains one or more alternative names, using any, of a variety of name forms, for the entity that i§ bound by
the CA to the certified public key. This field is defined as:foltows:
subjectAljiName EXTENSION ::= {

SYINTAX GeneralNames

IDENTIFIED BY id-ce-subjectAltName }
GeneralNgmes ::= SEQUENCE SIZE (1.MAX) OF GeneralName
GeneralNd@me ::= CHOICE {

othprName [0] INSTANCE OF OTHER-NAME,

rfc§22Name [1] IA5String,

dN$Name [2] IA5String,

x400Address [3] ORAddress,

dirgctoryName [4] Name,

ediPartyName [5] EDIPartyName,

uniformResoufceldentifier [6] IA5String,

iPAlddress [7] OCTET STRING,

reg|stéredID [8] OBJECT IDENTIFIER }

OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {

na
pal

meAssigner [0] UnboundedDirectoryString OPTIONAL,
rtyName [1] UnboundedDirectoryString }

The values in the alternatives of the GeneralName type are names of various forms as follows:

— otherName is a name of any form defined as an instance of the OTHER-NAME information object class;
— rfc822Name is an Internet electronic mail address defined in accordance with Internet RFC 822;

— dNSName is an Internet domain name defined in accordance with Internet RFC 1035;

—  x400Address is an O/R address defined in accordance with ITU-T Rec. X.411 | ISO/IEC 10021-4;

— directoryName is a distinguished name defined in accordance with ITU-T Rec. X.501 | ISO/IEC 9594-2;

ITU-T Rec. X.509 (11/2008) 29


https://iecnorm.com/api/?name=68384a452202f8e1498b1712d973b276

| SO/IEC 9594-8:2008 (E)

ediPartyName is a name of a form agreed between communicating Electronic Data Interchange partners;

the nameAssigner component identifies an authority that assigns unique values of names in the

partyName component;

— uniformResourceldentifier is a Uniform Resource Identifier for the World Wide Web

accordance with Internet RFC 1630;
binary string.

ISO/IEC 9834-1.

defined in

iPAddress is an Internet Protocol address defined in accordance with Internet RFC 791, represented as a

registeredID is an identifier of any registered object assigned in accordance with ITU-T Rec. X.660 |

For every name form used in the GeneralName type, there shall be a name registration system that ensures that any

name used

unambiguously identifies one entity to both certificate issuer and certificate users.

This extension may, at the option of the certificate issuer, be either critical or non-critical. An implementation which

supports thjis extension 1s not required to be able to process all name forms. If the extension 1s flagged critn

one of the
invalid. Al
unrecognij
distinguish
NOTE
NOTE

(e.g.,a
extensiq
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which supj
least one of
considered
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contains a

NOTE -

(e.g.,a
extensiq
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This field
follows:

subjectDi
SYI

name forms that is present shall be recognized and processed, otherwise the certificate shall“be

ed name that unambiguously identifies the subject, this field be flagged non-critical.
— Use of the TYPE-IDENTIFIER class is described in Annexes A and C of ITU-T Rec. X.681DISO/IEC 8824

p — If this extension field is present and is flagged critical, the subject field of the certificate may contain
equence of zero relative distinguished names) in which case the subject is identified only by the name or n
n.

ssuer alternative name extension

5 field is defined as follows:

ame EXTENSION ::={
NTAX GeneralNames
NTIFIED BY id-ce-issuerAltName }

sion may, at the option of the certificate or CRIxiSsuer, be either critical or non-critical. An impl
borts this extension is not required to be able\to process all name forms. If the extension is flagged
f the name forms that are present shall be@ecognized and processed, otherwise the certificate or CH
invalid. Apart from the preceding restriction, a certificate-using system is permitted to ignore any
nized or unsupported name form. It‘is recommended that, provided the issuer field of the certific

L If this extension field is present and is flagged critical, the issuer field of the certificate or CRL may contain
sequence of zero relative distinguished names) in which case the issuer is identified only by the name or n
n.

bubject directory,attributes extension

conveys anyedesired Directory attribute values for the subject of the certificate. This field is

ectoryAttributes EXTENSION ::= {
NTAX AttributesSyntax

IDE

NTIFIED BY id-ce-subjectDirectoryAttributes }

al, at least
considered

part from the preceding restriction, a certificate-using system is permitted to ignore any)nanje with an
ed or unsupported name form. It is recommended that, provided the subject field of the-certificate] contains a

2.

h null name
hmes in this

contains one or more alternative names, using any of a variety:‘of name forms, for the certificgte or CRL

bmentation
critical, at
RL shall be
name with
ite or CRL

distinguished name that unambigueusly identifies the issuing authority, this field be flagged non-cilitical.

a null name
mes in this

defined as

Attributes

Syntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

This extension may, at the option of the certificate issuer, be either critical or non-critical. A certificate using system
processing this extension is not required to understand all attribute types included in the extension. If the extension is
flagged critical, at least one of the attribute types contained in the extension shall be understood for the certificate to be
accepted. If the extension is flagged critical and none of the contained attribute types is understood, the certificate shall
be rejected.

If this extension is present in a public-key certificate, some of the extensions defined in clause 15 may also be present.
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8.4 Certification path constraint extensions

8.4.1 Requirements

For certification path processing:

a)

b)

End-entity certificates need to be distinguishable from CA-certificates, to protect against end-entities
establishing themselves as CAs without authorization. It also needs to be possible for a CA to limit the

length of a subsequent chain resulting from a certified subject CA, e.g., to no more than
certificate or no more than two more certificates.

one more

A CA needs to be able to specify constraints which allow a certificate user to check that less-trusted CAs

in a certification path (i.e., CAs further down the certification path from the CA with whose

public key

the certificate user starts) are not violating their trust by issuing certificates to subjects in an
inappropriate name space. Adherence to these constraints needs to be automatically checkable by the

certificate user.

Certification path processing needs to be implementable in an automated, self-contained mod
necessary to permit trusted hardware or software modules to be implemented which)p
certification path processing functions.

It should be possible to implement certification path processing without depending upot
interactions with the local user.

It should be possible to implement certification path processing withouf)depending upon
trusted local databases of policy-description information. (Some trustéd jlocal information -
public key, at least — is needed for certification path processing bit'the amount of such i
should be minimized.)

ile. This is
erform the

| real-time
the use of

L an initial
hformation

Certification paths need to operate in environments in which multiple certificate policies are fecognized.

A CA needs to be able to stipulate which CAs in other-domains it trusts and for which
Chaining through multiple policy domains needs to be supported.

Complete flexibility in trust models is required. A stricthierarchical model which is adequate
organization is not adequate when considering, the needs of multiple interconnected ¢
Flexibility is required in selection of the first trusted CA in a certification path. In particular, i
possible to require that the certification pathystart in the local security domain of the publi
system.

Naming structures should not be constrained by the need to use names in certificates, i.e., di
name structures considered natura] fer organizations or geographical areas shall not need adj
order to accommodate CA requirements.

Certificate extension fields ‘rieed to be backward-compatible with the unconstrained certifi
approach system as specified’in earlier editions of ITU-T Rec. X.509 | ISO/IEC 9594-8.

A CA needs to be abl€ to inhibit use of policy mapping and to require explicit certifid
identifiers to be present in subsequent certificates in a certification path.

NOTE - Inany/ certificate-using system, processing of a certification path requires an appropri
assurance. This Directory Specification defines functions that may be used in implementations that
to conforin to specific assurance statements. For example, an assurance requirement could state that
path{ processing shall be protected from subversion of the process (such as software-tamper
modification). The level of assurance should be commensurate with business risk. For example:

< processing internal to an appropriate cryptographic module may be required for public keys use
high value funds transfer; whereas

purposes.

for a single
nterprises.

should be
c-key user

tinguished
ustment in

ation path

ate policy

hte level of
are required
certification
ng or data

il to validate

— _processing in software may be appropriate for home banking balance inquiries.

Consequently, certification path processing functions should be suitable for implementation i
cryptographic modules or cryptographic tokens as one option.

n hardware

k) A CA needs to be able to prevent the special value any-policy from being considered a valid policy in

subsequent certificates in a certification path.

84.2 Certificate extension fields

The following extension fields are defined:

a)
b)
¢)
d)

Basic constraints;
Name constraints;
Palicy constraints,
Inhibit any policy.
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These extension fields shall be used only as certificate extensions. Name constraints and policy constraints shall be used
only in CA-certificates; basic constraints may also be used in end-entity certificates. Examples of the use of these

extensions

are given in Annex G.

8.4.2.1 Basic constraints extension

This field indicates if the subject may act as a CA, with the certified public key being used to verify certificate
signatures. If so, a certification path length constraint may also be specified. This field is defined as follows:

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {

cA
pat

The cA co

The pathl
CA-certifi
may issue
certificate
effect beg
certificatig
number of]
Therefore,
this exten
containing|
self-issued|
certificateq
by the valy

This exten
flagged cr

system majly unwittingly use such a certificate.

If this extq
system, thg

NOTE
certificd

NOTE ]
containi

8422 |
This field,

BOOLEAN DEFAULT FALSE,
hlLenConstraint INTEGER (0..MAX) OPTIONAL }

mponent indicates if the certified public key may be used to verify certificate signatures.

enConstraint component shall be present only if cA is set to TRUE. It gives the maximum

of a certification path, there is no limit to the allowed length of the certificatiofi-path. The cons
n path between the certificate containing this extension and the end-entity, certificate. It has no im,

the length of a complete certification path may exceed the maximum length of the segment con
ion. The constraint controls the number of non self-issued CA Tértificates between the CA
the constraint and the end-entity certificate. Therefore, the total length of this segment of the path

at the two endpoints of the segment plus the CA certificate§ between the two endpoints that are ¢
e of this extension.)

kion may, at the option of the certificate issuer, be ‘either critical or non-critical. It is recommende
tical, otherwise, an entity which is not authorizéd to be a CA may issue certificates and a certif]

nsion is present and is flagged critical;, 61y 1s flagged non-critical but is recognized by the certif]
n:
if the value of cA is not set to TRUE then the certified public key shall not be used to verify a
signature;
if the value of cA is set to TRUE and pathLenConstraint is present then the certificate-us
shall check that thecertification path being processed is consistent with the value of pathLenQ

— If this extension ismof\present, or is flagged non-critical and is not recognized by a certificate-using syst
te is to be considered an‘end-entity certificate and cannot be used to verify certificate signatures.

— To constrain a\certificate subject to being only an end entity, i.e., not a CA, the issuer can include this ex
ng only an enipty. SEQUENCE value.

Name constr aints extension

which’ shall be used only in a CA certificate, indicates one or more name forms which have

placed upd

n their name spaces, and in which all subject names in the same name form in subsequent certi

number of

ates that may follow this certificate in a certification path. Value 0 indicates that the subject of thiq certificate
certificates only to end-entities and not to further CAs. If no pathLenConstraint field appdars in any

raint takes

inning with the next certificate in the path. The constraint restricts the length of the segmient of the

pact on the

CA-certificates in the certification path between the trust anchor and the\eertificate containing this|{ extension.

strained by
certificate
excluding

certificates, may exceed the value of the constraint by a§ many as two certificates. (This irlcludes the

onstrained

d that it be
jcate-using

fcate-using
certificate

ng system
onstraint.
bm, then the

ension field

constraints
[icates in a

certification path must be located. If this extension is absent, then no constraints are placed on any name form. If this
extension is present but a name form is not included in the extension, then no constraints are imposed on that name

form.

NOTE 1 — Because there can be an unbounded set of registeredID name forms, then in general it is not possible to constrain
every possible name form of subject names with this extension.

This field is defined as follows:

nameConstraints EXTENSION ::={

SYNTAX NameConstraintsSyntax

IDENTIFIED BY id-ce-nameConstraints }
NameConstraintsSyntax ::= SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL,

excludedSubtrees [1] GeneralSubtrees OPTIONAL }
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(ALL EXCEPT ({ -- none; at least one component shall be present -- }))
GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSubtree ::= SEQUENCE {

base GeneralName,
minimum [O] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

At least one of permittedSubtrees and excludedSubtrees shall be present.

If present, the permittedSubtrees component specifies one or more subtrees, for one or more name forms, within
which subject names in acceptable certificates shall be contained. If present, the excludedSubtrees component
specifies one or more subtrees for one or more name forms within which subject names in acceptable certificates shall

The mininjum field specifies the upper bound of the area within the subtree. All names whose final’name coponent is
above the |evel specified are not contained within the area. A value of minimum equal to zero-(the default) cprresponds
to the basd, i.e., the top node of the subtree. For example, if minimum is set to one, then theysubtree excludgs the base
node but ifjcludes subordinate nodes.

The maximum field specifies the lower bound of the area within the subtree. All naia€s whose last componeht is below
the level specified are not contained within the area. A value of maximum of zero\eorresponds to the base, i.e., the top
of the subfree. An absent maximum component indicates that no lower limit §hould be imposed on the areal within the
subtree. For example, if maximum is set to one, then the subtree excludés all nodes except the subtree bpse and its
immediate{subordinates.

The set off all permittedSubtrees and excludedSubtrees for a nam¢ form together comprise the constrdined name
space for [the name form. All subject names, in certificates issied by the subject CA and subsequent| CAs in a
certificatign path, which are of a constrained name form, shall' be located in the constrained name spdce for the
certificate fo be acceptable.

permittedpubtrees, if present, specifies the subtrees within which all the subject names that are of a constrgined name
form shall(lie, for the certificate to be acceptable. If.excludedSubtrees is present, any certificate issued by the subject
CA or subsequent CAs in the certification path that has a subject name within these subtrees is unacceptable. If both
permittedBubtrees and excludedSubtrees areypresent for a name form and the name spaces overlap, thg exclusion
statement fakes precedence.

If none of| the name forms of the subject name in the certificate is constrained by this extension, the cgrtificate is
acceptable

In some sjtuations, more than~one certificate may need to be issued to satisfy the name constraints requirements.
Annex G i|lustrates two of these’situations. For example, if names constraints are defined for multiple name|forms, but
a certificafe needs to meet fhe name constraints for only one of the name forms (logical OR on constrgints), then
multiple cdrtificates should be issued, each constraining a single name form.

Of the name forms-available through the GeneralName type, only those name forms that have a well-defined
hierarchicgl strdctiire may be used in these fields.

The directpryName name form satisfies this requirement; when using this name form a naming subtree corfesponds to
a DIT subtree. A certificate is considered subordinate to the base (and therefore a candidate to be within the subtree) if
the SEQUENCE of RDNs, which forms the full DN in base, is identical to the initial SEQUENCE of the same number
of RDNs which forms the first part of the DN of the subject (in the subject field or directoryName of
subjectAltNames extension) of the certificate. The DN of the subject of the certificate may have additional trailing
RDNs in its sequence that do not appear in the DN in base. The distinguishedNameMatch matching rule is used to
compare the value of base with the initial sequence of RDNs in the DN of the subject of the certificate.

Conformant implementations are not required to recognize all possible name forms. If the extension is flagged as being
critical and a certificate-using implementation does not recognize a name form used in any base component, the
certificate shall be handled as if an unrecognized critical extension had been encountered. If the extension is flagged as
being non-critical and a certificate-using implementation does not recognize a name form used in any base component,
then that subtree may be ignored.

NOTE 2 — When testing certificate subject names for consistency with a name constraint, names in non-critical subject
alternative name extensions shall be processed, not ignored.
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This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged as critical; otherwise, a certificate user may not check that subsequent certificates in a certification path are
located in the constrained name spaces intended by the issuing CA.

If this extension is present and is flagged as being critical, then a certificate-using system shall check that the
certification path being processed is consistent with the value in this extension.

Annex G contains examples of use of the name constraints extension.

8.4.2.3 Policy constraints extension

This field specifies constraints which may require explicit certificate policy identification or inhibit policy mapping for
the remainder of the certification path. This field is defined as follows:

policyConstraints EXTENSION ::= {
SYNTAX PolicyConstraintsSyntax
IDHNTIFTED BY 10-Ce-policyConstraints

PolicyConstraintsSyntax ::= SEQUENCE {
requireExplicitPolicy [0] SkipCerts OPTIONAL,
inh|bitPolicyMapping [1] SkipCerts OPTIONAL }

SkipCerts|::= INTEGER (0..MAX)

If the requjireExplicitPolicy component is present, and the certification path includes a certificate issued by ajnominated
CA, it is rfecessary for all certificates in the path to contain, in the certificate policies,€xtension, an acceptible policy
identifier. An acceptable policy identifier is the identifier of a certificate policy required by the user of the cprtification
path, the idlentifier of a policy which has been declared equivalent to one of these’policies through policy mapping, or
any-policy} The nominated CA is either the issuer CA of the certificate, coftaining this extension (if the value of
requireExplicitPolicy is 0) or a CA which is the issuer of a subsequent ceftificate in the certification path (as indicated
by a non-zgro value).

If the inhibitPolicyMapping component is present, it indicates that{ in all certificates starting from a nominfited CA in
ification path until the end of the certification path, policy~xmapping is not permitted. The nominated ({A is either
CA of the certificate containing this extension (if the value of inhibitPolicyMapping is 0) or a CA which is

A value of type SkipCerts indicates the number of'certificates in the certification path to skip before af constraint

sion may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged critical; otherwise, a certificate uset\may not correctly interpret the stipulation of the issuing CA.

8.4.2.4 IInhibit any policy extension

This field $pecifies a constraint that\indicates any-policy is not considered an explicit match for other certificgte policies
for all nontself-issued certificates in the certification path starting with a nominated CA. The nominated CA if either the
subject CA of the certificate_containing this extension (if the value of inhibitAnyPolicy is 0) or a CA which is the

subject of f subsequent certificate in the certification path (as indicated by a non-zero value).
inhibitAny|Policy EXTENSION ::= {
SYINTAX SkipCerts

id-ce-inhibitAnyPolicy }

85 Basic CRL extensions

85.1 Requirements

The following requirements relate to CRLs:

a) Certificate users need to be able to track all CRLs issued from a CRL issuer or CRL distribution point
(see 8.6) and be able to detect a missing CRL in the sequence. CRL sequence numbers are therefore
required.

b) Some CRL users may wish to respond differently to a revocation, depending upon the reason for the
revocation. There is therefore a requirement for a CRL entry to indicate the reason for revocation.
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¢) There is a requirement for an authority to be able to temporarily suspend validity of a certificate and
subsequently either revoke or reinstate it. Possible reasons for such an action include:

—  desire to reduce liability for erroneous revocation when a revocation request is unauthenticated and
there is inadequate information to determine whether it is valid;

—  other business needs, such as temporarily disabling the certificate of an entity pending an audit or
investigation.

d) A CRL contains, for each revoked certificate, the date when the authority posted the revocation. Further
information may be known as to when an actual or suspected key compromise occurred, and this
information may be valuable to a certificate user. The revocation date is insufficient to solve some
disputes because, assuming the worst, all signatures issued during the validity period of the certificate
have to be considered invalid. However, it may be important for a user that a signed document be
recognized as valid even though the key used to sign the message was compromised after the signature
was produced. To assist in solving this problem, a CRL entry can include a second date which indicates
WIS T Was KTIIOWTIT O SUSpected that UIe private Koy was COmpromised.

q) Certificate users need to be able to determine, from the CRL itself, additional information\in¢luding the
scope of certificates covered by this list, the ordering of revocation notices, and which streain of CRLs
the CRL number is unique within.

f) Issuers need the ability dynamically to change the partitioning of CRLs and to,réfer certificdte users to
the new location for relevant CRLs if the partitioning changes.

g) Delta CRLs may also be available that update a given base CRL. Certificate users need to|be able to
determine, from a given CRL, whether delta CRLs are available, whete they are located andl when the
next delta CRL will be issued.

) In addition to CRLs publishing notification that certificates have’been revoked, there is a reqyirement to
publish notification that certificates will be revoked as of a specified date and time in the futurg.

i)  There is a requirement to provide more efficient ways to/indicate in a CRL that a set of cert{ficates has
been revoked.

85.2 CRL and CRL entry extension fields

The following extension fields are defined:

4d) CRL number;

) Reason code,

¢) Holdinstruction code;
d) Invalidity date;

4) CRL scope;

) Satusreferral;

¢4) CRL streamidentifier;
) Orderedlist;

i) Deltainformation.

The CRL humber,"CRL scope, status referral, CRL stream identifier, ordered list and delta information shall be used
only as a JRL ¢xtension field and the other fields shall be used only as CRL entry extension fields.

8521 LRI number extension

This CRL extension field conveys a monotonically increasing sequence number for each CRL issued by a given CRL
issuer through a given authority directory attribute or CRL distribution point. It allows a CRL user to detect whether
CRLs issued prior to the one being processed were also seen and processed. This field is defined as follows:

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER (0..MAX)

This extension is always non-critical.
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8.5.2.2 Reason code extension

This CRL entry extension field identifies a reason for the certificate revocation. The reason code may be used by
applications to decide, based on local policy, how to react to posted revocations. This field is defined as follows:

reasonCode EXTENSION ::= {

SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }
CRLReason ::= ENUMERATED {
unspecified 0),
keyCompromise 1),
cACompromise 2),
affiliationChanged 3),
superseded 4),
cessationOfOperation (5),
certificateHold (6),
renjoveFromCRL (8),
priyilegeWithdrawn 9),
aACompromise (10) }

The following reason code values indicate why a certificate was revoked:

A certificate may be placed on hold by-issuing a CRL entry with a reason code of certificateHold. The certj
notice may include an optional hold instruction code to convey additional information to certificate users (s
Once a hold has been issued, it may be handled in one of three ways:

4

unspecified can be used to revoke certificates for reasons other than the specific codes;

keyCompromise is used in revoking an end-entity certificate; it indicates, that it is known of
that the subject's private key, or other aspects of the subject validated in the certificate,
compromised;

cACompromise is used in revoking a CA-certificate; it indicates that it is known or suspect

suspected
have been

ed that the

subject's private key, or other aspects of the subject validated’in the certificate, have been compromised;

affiliationChanged indicates that the subject's name_0r” other information in the certificat
modified but there is no cause to suspect that the privatekey has been compromised;

superseded indicates that the certificate has begn.superseded but there is no cause to suspg
private key has been compromised;

cessationOfOperation indicates that the gertificate is no longer needed for the purpose for w|
issued but there is no cause to suspect that the private key has been compromised;

privilegeWithdrawn indicates that a.cértificate (public-key or attribute certificate) was revok
a privilege contained within that certificate has been withdrawn;

aACompromise indicates that it'is known or suspected that aspects of the AA validated in t]
certificate, have been compfomised.

it may remain-on the CRL with no further action, causing users to reject transactions issued
hold period;or,

it may be replaced by a (final) revocation for the same certificate, in which case the reason s
of the standard reasons for revocation, the revocation date shall be the date the certificate wag
held, and the optional instruction code extension field shall not appear; or,

b has been
ct that the
hich it was
ed because

he attribute

ficate hold
pe 8.5.2.3).

during the

hall be one
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The removeFromCRL reason code is for use with delta-CRLs (see 8.6) only and indicates that an existing CRL entry
should now be removed owing to certificate expiration or hold release. An entry with this reason code shall be used in
delta-CRLs for which the corresponding base CRL or any subsequent (delta or complete for scope) CRL contains an
entry for the same certificate with reason code certificateHold.

This extension is always non-critical.
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8.5.2.3 Hold instruction code extension

This CRL entry extension field provides for inclusion of a registered instruction identifier to indicate the action to be
taken on encountering a held certificate. It is applicable only in an entry having a certificateHold reason code. This
field is defined as follows:

holdinstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER

This extension is always non-critical. No standard hold instruction codes are defined in this Directory Specification.
NOTE — Examples of hold instructions might be "please communicate with the CA" or "repossess the user's token".

b key was
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85.24 Invalidity date extension
This CRL| entry extension field indicates the date at which it is known or suspected that the privat
compromised or that the certificate should otherwise be considered invalid. This date may be earlier than the
date in the|CRL entry, which is the date at which the authority processed the revocation. This field is defined
invaliditypate EXTENSION ::= {
SYINTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }
This extenpion is always non-critical.
NOTE | — The date in this extension is not, by itself, sufficient for non-repudiationpurposes. For example, this da
date adyised by the private key holder, and it is possible for such a person frauddlently to claim that a key was c
some tife in the past, in order to repudiate a validly-generated signature.
NOTE 2 — When a revocation is first posted by an authority in a CRL, the invalidity date may precede the date of iss|
CRLs. The revocation date should not precede the date of issue of earlier CRLs.
85.25 C€RL scopeextension
NOTE + Use of the CRL scope extension is deprecated.
The scope| of a CRL is indicated within that CRL using.fHe following CRL extension. In order to prev
substitutioh attack against an application that does not support the scope extension, the scope extension, if pri
be marked|critical.
This extenfion may be used to provide scope statements of various CRL types including:
+ simple CRLs that provide reyocation information about certificates issued by a single authority
+  indirect CRLs that providerevocation information about certificates issued by multiple authori
+  delta-CRLs that update previously issued revocation information;
+ indirect delta-CRIs*that provide revocation information that updates multiple base CRLs i
single authority or by multiple authorities.
criScope EXTENSION- %= {
SYNTAX CRLScopeSyntax
IDENTIFIED.BY id-ce-cRLScope }
CRLScop¢Syntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthorityScope ::= SEQUENCE {
authorityName [O] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nameSubtrees [7] GeneralNames OPTIONAL,
baseRevocationinfo [9] BaseRevocationinfo OPTIONAL }
OnlyCertificateTypes ::= BIT STRING {
user 0),
authority 1),
attribute @21}
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NumberRange ::= SEQUENCE {

startingNumber [O] INTEGER OPTIONAL,

endingNumber [1] INTEGER OPTIONAL,

modulus INTEGER OPTIONAL }
BaseRevocationInfo ::= SEQUENCE {

cRLStreamldentifier [O] CRLStreamldentifier OPTIONAL,

cRLNumber [1] CRLNumber,

baseThisUpdate [2] GeneralizedTime }

If the CRL is an indirect CRL that provides revocation status information for multiple authorities, the extension will
include multiple PerAuthorityScope constructs, one or more for each of the authorities for which revocation
information is included. Each instance of PerAuthorityScope that relates to an authority other than that issuing this
CRL shall contain the authorityName component. If the CRL is a dCRL that provides delta revocation status
information for multiple base CRLs issued by a single authority, the extension will include multiple
PerAuthori i i i ren though
there woulld be multiple instances of the PerAuthorityScope construct, the value of the authorityName Corpponent, if
present, would be the same for all instances.

is an indirect dCRL that provides delta revocation status information for multiple base”CRLY issued by
thorities, the extension will include multiple PerAuthorityScope constructs, one for.each of the pase CRLs
for which this dCRL provides updates. Each instance of PerAuthorityScope that relates to,dn’authority othgr than that
issuing thi$ indirect dCRL shall include the authorityName component.

For each ifjstance of PerAuthorityScope present in the extension, the fields are used/as-follows. Note that in[the case of
indirect CRLs and indirect dCRLs, each instance of PerAuthorityScope may containl different combinatiops of these
fields and flifferent values.

The authofityName field, if present, identifies the authority that issued the éertificates for which revocation ipformation
is provided. If authorityName is omitted, it defaults to the CRL issuer name’

The distrifputionPoint field, if present, is used as described in the issuingDistributionPoint extension.

The onlydontains field, if present, indicates the type(s) of cestificates for which the CRL contains revocdtion status
informatioh. If this field is absent, the CRL contains information about all certificate types.

The onlySpmeReasons field, if present, is used as desctibed in the issuingDistributionPoint extension.

The serialNumberRange element, if present, is used>as follows. When a modulus value is present, the serial number is
reduced mpdulo the given value before checking-for presence in the range. Then, a certificate with a (redyced) serial
number is fonsidered to be within the scope of the CRL if it is:

+  equal to or greater than startingNumber, and less than endingNumber, where both are present; or
+  equal to or greater than(startingNumber, when endingNumber is not present; or

+  less than endingNumbéer when startingNumber is not present.

The subjectkeyldRange element, if present, is interpreted the same as serialNumberRange, except that the number
used is thq value in the certificate's subjectKeyldentifier extension. The DER encoding of the BIT STRING (omitting
the tag, lefjgth and unused bits octet) is to be regarded as the value of the DER encoding of an INTEGER. If pit 0 of the
BIT STRING is set,cthen an additional zero octet should be prepended to ensure the resulting encoding r¢presents a
positive INTEGER.€'g.:

03 02 01 f} (fepresents bits 0-6 set)

maps to
02 02 00 f7 (i.e. decimal 247)

The nameSubtrees field, if present, uses the same conventions for name forms as specified in the nameConstraints
extension.

The baseRevocationinfo field, if present, indicates that the CRL is a dCRL with respect to the certificates covered by
that PerAuthorityScope construct. Use of the crIScope extension to identify a CRL as a dCRL differs from use of the
deltaCRLIdentifier extension in the following way. In the crlScope case, the information in the baseRevocationinfo
component indicates the point in time from which the CRL containing this extension provides updates. Although this is
done by referencing a CRL, the referenced CRL may or may not be one that is complete for the applicable scope,
whereas the deltaCRLIdentifier extension references an issued CRL that is complete for the applicable scope. However,
the updated information provided in a dCRL containing the crlScope extension are updates to the revocation
information that is complete for the applicable scope regardless of whether or not the CRL referenced in
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baseRevocationInfo was actually issued as one that is complete for that same scope. This mechanism provides more
flexibility than the deltaCRLIndicator extension since users can be constructing full CRLs locally and be constructing
based on time rather than issuance of base CRLs that are complete for the applicable scope. In both cases, a dCRL
always provides updates to revocation status for certificates within a given scope since a specific point in time.
However, in the deltaCRLIndicator case, that point in time shall be one for which a CRL that is complete for that scope
was issued and referenced. In the crlScope case, that point in time may be one for which the referenced CRL that was
issued may or may not be one that is complete for that scope.

Depending on the policy of the responsible authority, several dCRLs may be published before a new base CRL is
published. dCRLs containing the crlScope extension to reference their building point need not necessarily reference the
cRLNumber of the most recently issued base CRL in the BaseRevocationinfo field. However, the cRLNumber
referenced in the BaseRevocationInfo field of a dCRL shall be less than or equal to the cRLNumber of the most
recently issued CRL that is complete for the applicable scope.

Note that the issuingDistributionPoint extension and crlScope extension can conflict with each other and are not
intended tp be used together. However, 1f the CRL comntains both an 1ssuimngDistributionPoint extengion and a
crlScope ¢xtension, then a public-key certificate falls within the scope of the CRL if and only if it meets\th{ criteria of
both extehsions. If the CRL contains an AAissuingDistributionPoint extension, but does.\not dontain an
issuingDigtributionPoint or crlScope extension, then the scope does not include public-key cestifieates. If the CRL
does not cpntain an issuingDistributionPoint, AAissuingDistributionPoint, or crlScope extension, then the scope is
the entire [scope of the authority, and the CRL may be used for any certificate from thatDauthority. Similarly, the
AAissuingDistributionPoint extension and crlScope extension can conflict with each other-and are not intgnded to be
used together. However, if the CRL contains both an AAissuingDistributionPoint extenision and a crlScope| extension,
then an attfibute certificate falls within the scope of the CRL if and only if it meets the cfiteria of both extengions. If the
CRL contpins an issuingDistributionPoint extension, but does not contain~an AAissuingDistributignPoint or
crlScope [extension, then the scope does not include attribute certificates:~If the CRL does not ¢ontain an
issuingDistributionPoint, AAissuingDistributionPoint, or crlScope extension, then the scope is the entife scope of
the authority, and the CRL may be used for any certificate from that authority.

When a cdrtificate-using system uses a CRL that contains a crlScofe)extension to check the status of a cdrtificate, it
should chgck that the certificate and reason codes of interest fall within the scope of the CRL as defifed by the
crlScope ¢xtension, as follows:

d) The certificate-using system shall check that the certificate falls within the scope indicajed by the
intersection of the serialNumberRange,\subjectKeyldRange, and nameSubtrees scopgs, and is
consistent with distributionPoint, andvonlyContains if present, for the relevant PerAuthgrityScope
construct.

B) If the CRL contains an onlySomeReasons component in the crlScope extension, then the certificate-
using system shall check that the reason codes covered by this CRL are adequate for purppses of the
application. If not, additional' CRLs may be required. Note that if the CRL contains both 4 criScope
extension and an issuingDistributionPoint extension, and both contain an onlySomeReasons
component, then only. those reason codes included in the onlySomeReasons components of both
extensions are covered by this CRL.

8.5.2.6 $tatusreferral extension

This CRL [extension is_for use within the CRL structure as a means to convey information about revocatior] notices to
certificate users. As(such, it would be present in a CRL structure that itself contains no certificate revocation| notices. A
CRL strucfure containing this extension shall not be used by certificate users or relying parties as a source offrevocation
notices, byt rather as a tool to ensure that the appropriate revocation information is used. Any CRL confaining this
extension $hall’not be used as the source for a relying party to check revocation status of any certificate. Rather, a CRL
containing this extension may be used by a relying party as an additional tool to locate the appropriate CRLs for
checking revocation status.

This extension serves two primary functions:

—  This extension provides a mechanism to publish a trusted "list of CRLs" including all the relevant
information to aid relying parties in determining whether they have sufficient revocation information for
their needs. For example, an authority may issue a new, authenticated CRL list periodically, typically
with a relatively high reissue frequency (in comparison with other CRL reissue frequencies). The list
might include a last-update time/date for every referenced CRL. A certificate user, on obtaining this list,
can quickly determine if cached copies of CRLs are still up-to-date. This may eliminate unnecessary
retrieval of CRLs. Furthermore, by using this mechanism, certificate users become aware of CRLs issued
by the authority between its usual update cycles, thereby improving the timeliness of the CRL system;

—  This extension also provides a mechanism to redirect a relying party from a preliminary location (e.g.,
one pointed to in a CRL distribution point extension, or the directory entry of the issuing authority) to a
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different location for revocation information. This feature enables authorities to modify the CRL
partitioning scheme they use without impacting existing certificates or certificate users. To achieve this,
the authority would include each new location and the scope of the CRL that would be found at that

location. The relying party would compare the certificate of interest with the scope statements

and follow

the pointer to the appropriate new location for revocation information relevant to that certificate they are

validating.

The extension is itself extensible and in future other non-CRL based revocation schemes may also be referred to, using
this extension.

statusReferrals EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral

StatusRefprral ::= CHOICE {

cRIReferral [0] CRLReferral,

othprReferral [1] INSTANCE OF OTHER-REFERRAL }
CRLReferfal ::= SEQUENCE {

issier [O] GeneralName OPTIONAL,

lochtion [1] GeneralName OPTIONAL,

deltaRefInfo [2] DeltaRefInfo OPTIONAL,

cRliScope CRLScopeSyntax,

IaslUpdate [3] GeneralizedTime OPTIONAL,

las{ChangedCRL [4] GeneralizedTime OPTIONAL}
DeltaReflrffo ::= SEQUENCE {

delfalLocation GeneralName,

las{Delta GeneralizedTime OPTIONAL }

OTHER-REFERRAL ::= TYPE-IDENTIFIER

The issuef field identifies the entity that signs the CRL; this defaults to the issuer name of the encompassing

The locati

ipn field provides the location to which the réferral is to be directed, and defaults to the same v

issuer narpe.

The deltaRRefInfo field provides an optional alternative location from which a dCRL may be obtained and
date of the|previous delta.

The cRLS¢ope field provides the scope.ofithe CRL that will be found at the referenced location.

The lastU
The lastC

1date field is the value of thethisUpdate field in the most recently issued referenced CRL.
angedCRL is the value of the thisUpdate field in the most recently issued CRL that has changed

The OTHER-REFERRAL_‘provides extensibility to enable other non-CRL based revocation schen
accommodated in futures

This extenp

ion, is always flagged critical, to ensure that the CRL containing this extension is not inadvertentl

by certificate usiig systems as the source of revocation status information about certificates.

If this extension is present and 1s recogmzed by a certificate usmg system that system shall not use the CRL
of revocatlor i i i X

CRL.

hlue as the

in optional

ontent.

hes to be

y relied on

AS a source

means outside the scope of thls Dlrectory Spemﬁcatlon to locate appropriate revocation status information.

n, or other

If this extension is present but is not recognized by a certificate-using system, that system shall not use the CRL as a
source of revocation status information. The system should use other means, outside the scope of this Directory
Specification, to locate appropriate revocation information.

85.2.7
The CRL

cRLStrea
SY

CRL stream identifier extension

stream identifier field is used to identify the context within which the CRL number is unique.

mldentifier EXTENSION =
NTAX CRLStreamldentifier

IDENTIFIED BY id-ce-cRLStreamldentifier }

CRLStreamldentifier ::= INTEGER (0..MAX)
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This extension is always non-critical.

Each value of this extension, per authority, shall be unique. The CRL stream identifier combined with a CRL Number
serve as a unique identifier for each CRL issued by any given authority, regardless of the type of CRL.

8.5.2.8 Ordered list extension

The ordered list extension indicates that the sequence of revoked certificates in the revokedCertificates field of a CRL
is in ascending order by either certificate serial number or revocation date. This field is defined as follows:

orderedList EXTENSION ::= {
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {
ascSerialNum (0),
ascRevDafe @7

This extenpion is always non-critical.

+ ascSerialNum indicates that the sequence of revoked certificates in a CRL is in ‘asc¢ending order of
certificate serial number, based on the value of the serialNumber component of each-entry in the list;

+ ascRevDate indicates that the sequence of revoked certificates in a CRL-1s in ascending order of
revocation date, based on the value of the revocationDate component of edch €ntry in the list.

If ordered|List is not present, no information is provided as to the ordering, if any, ¢f the list of revoked ceftificates in
the CRL.

8.5.2.9 [Dbeltalnformation extension

This CRL pxtension is for use in CRLs that are not dCRLs and is used to indicate to relying parties that dCR[Ls are also
available fpr the CRL containing this extension. The extension provides‘the location at which the related dCRLs can be
found and pptionally the time at which the next dCRL is to be issuéd.

deltalnfo EXTENSION ::= {
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }

Deltalnformation ::= SEQUENCE {
delfaLocation GeneralName,
neXtDelta GeneralizedTime OPTIONAL }

This extenfion is always non-critical.

85.2.10 Toberevoked extension

This CRL pxtension allows forngtification that certificates will be revoked as of a specified date and time in|the future.
The toBeRevoked extensiopis-used to specify the reason for the certificate revocation, the date and time a{ which the
certificate [will be revoked, and the group of certificates to be revoked. Each list can contain a single certiffcate serial
number, afrange of certificate serial numbers or a named subtree. These certificates may be public-key certificates or
attribute cdrtificatesy

toBeRevoked (EXTENSION ::= {
SYINTAX ToBeRevokedSyntax
IDENFHHED-B¥ id-ce-teBeRevokeds

ToBeRevokedSyntax ::= SEQUENCE SIZE(1..MAX) OF ToBeRevokedGroup

ToBeRevokedGroup ::= SEQUENCE {
certificatelssuer [0] GeneralName OPTIONAL,
reasoninfo [1] Reasoninfo OPTIONAL,
revocationTime GeneralizedTime,
certificateGroup CertificateGroup }

Reasoninfo ::= SEQUENCE {
reasonCode CRLReason,
holdInstructionCode HoldInstruction OPTIONAL }
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CertificateGroup ::= CHOICE {
serialNumbers [O] CertificateSerialNumbers,
serialNumberRange [1] CertificateGroupNumberRange,
nameSubtree [2] GeneralName }

CertificateGroupNumberRange ::= SEQUENCE {

startingNumber [0] INTEGER,
endingNumber [1] INTEGER }
CertificateSerialNumbers ::= SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber

The certificatelssuer component, if present, identifies the authority (CA or AA) that issued all the certificates listed in
this ToBeRevokedGroup. If certificatelssuer is omitted, it defaults to the CRL issuer name.

The reasoninfo component, if present, identifies the reason for the certificate revocations. If present, this field indicates
that all certificates identified in ToBeRevokedGroup will be revoked for the reason indicated in this field. If

reasonCo
holdInstru
Revokedd
passed.

The revod
should the
extension.
be consid
containing|
revoked. (
certificate,
CA has n
extension
may be ex

The certif

e contains the valuc certficateHold, the holamsiructionCode may also be present.
ctionCode indicates the action to be taken on encountering any of the certificates~id
roup. This action should only be taken, after the revocation time indicated in the revocationTim

ationTime component indicates the date and time at which this group of certificates will be re
fefore be considered invalid. This date shall be later than the thisUpdate time‘ef‘the CRL conf
If revocationTime is before the nextUpdate time of the CRL containing this.extension, the certif]
red revoked between the revocationTime and the nextUpdate time by.a relying party usi
this extension. Otherwise, this is a notice that at specified time in thevfuture these certifica
nce the revocation time has passed, either the CA has revoked the. certificate or not. If it has r
future CRLs shall include this on the list of revoked certificates,\atdeast until the certificate exp
t revoked the certificate, but still intends to revoke it in the future, it may include the certifi
n subsequent CRLs with a revised revocationTime. If the €A 1o longer intends to revoke the cg
luded from all subsequent CRLs and the certificate shall fot)be considered revoked.
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If serialNu
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icates is not further refined by any outside contrdls (e.g., issuingDistributionPoint).
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mbers is present, the certificate(s) with serial numbers indicated in this component, and issied by the

ertificate issuer, will be revoked at the spéoified time.

mberRange is present, all certificatesyin the range beginning with the starting serial number and ¢
serial number and issued by the identified certificate issuer will be revoked at the specified time.

If nameSlIhbtree is present, all certificatés with a subject/holder name that is subordinate to the specified|

issued by

all DNs af
holder fie
public-keyj
associated
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extension.

This exten|

e identified certificate issuer will be revoked at the specified time. If the nameSubtree contains
sociated with the subject.of a public-key certificate (i.e., subject field and subjectAltNames ex
d of an attribute certificate need to be considered. For other name forms, the subjectAltNames e
certificates and the)holder field of attribute certificates need to be considered. If at least one of]
with the subjecttholder, contained in the certificate, is within the subtree specified in nameSu
will be revoked at the specified time. As with the nameConstraints extension, not all name
b for subtree specification. Only those that have recognized subordination rules should be u
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this extension applies to revocations, which will occur in the future, it is recommended that 1t be flagged non-critical,
reducing the risk of problems with interoperability and backward compatibility.

8.5.2.11 Revoked group of certificates extension

A set of certificates that have been revoked can be published using the following CRL extension. Each list of
certificates to be revoked is associated with a specific certificate issuer and revocation time. Each list can contain a
range of certificate serial numbers or a named subtree. These certificates may be public-key certificates or attribute
certificates.

revokedGroups EXTENSION ::= {
SYNTAX RevokedGroupsSyntax
IDENTIFIED BY id-ce-RevokedGroups }

RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
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RevokedGroup ::= SEQUENCE {

certificatelssuer [O] GeneralName OPTIONAL,
reasoninfo [1] Reasoninfo OPTIONAL,
invalidityDate [2] GeneralizedTime OPTIONAL,
revokedcertificateGroup [3] RevokedCertificateGroup }

RevokedCertificateGroup ::= CHOICE {
serialNumberRange NumberRange,
nameSubtree GeneralName }

The certificatelssuer component, if present, identifies the authority (CA or AA) that issued all the certificates listed in
this RevokedGroup. If certificatelssuer is omitted, it defaults to the CRL issuer name.

The reasoninfo component, if present, identifies the reason for the certificate revocations. If present, this field indicates
that all certificates identified in RevokedGroup were revoked for the reason indicated in this field. If reasonCode
contains tlfie value certiiicateHold, the holdinstructionCode may also be present. 1T present, holamsirugtionCode

indicates the action to be taken on encountering any of the certificates identified in RevokedGroup.

The invaliflityDate component, if present, indicates the time from which all certificates identified 'in,RevokedGroup
should be [considered invalid. This date shall be earlier than the date contained in thisUpdate'field of the CRL. If
omitted, alll certificates identified in RevokedGroup should be considered invalid at least from, the time indidated in the
thisUpdatg field of the CRL. If the status of the certificate prior to the thisUpdate time is ©Critical to a certifficate using
system (e.g., to determine whether a digital signature that was created prior to this CRL-issuance occurred while the
certificate was still valid or after it had been revoked), additional revocation status checking techniques will e required
to determinpe the actual date/time from which a given certificate should be considered.invalid.

The revokgdCertificateGroup component lists the set of certificates that have(been revoked. This component identifies
the certifidates issued by the authority identified in certificatelssuer revokéd under the specified conditions. [This set of
certificateq is not further refined by any outside controls (e.g., issuingDistfibutionPoint).

If seriaINymberRange is present, all certificates containing certificate serial numbers within the specified range, issued
by the idenjtified certificate issuer are applicable.

If nameSybtree is present, all certificates with a subject/holder name that is subordinate to the specified] name and
issued by lIhe identified certificate issuer will be revoked.at'thie specified time. If the nameSubtree contains|a DN then
all DNs agsociated with the subject of a public-key certificate (i.e., subject field and subjectAltNames exfension) or
holder field of an attribute certificate need to be considered. For other name forms, the subjectAltNames ekxtension of
public-key| certificates and the holder field of attribute certificates need to be considered. If at least one of|the names
associated|with the subject/holder, contained inythe certificate, is within the subtree specified in nameSuptree, that
certificate [has been revoked. As with the nameConstraints extension, not all name forms are appropriate ffor subtree
specificatipn. Only those that have recognized subordination rules should be used in this extension.

This extenbion is always flagged critical. Otherwise, a certificate using system may incorrectly assume that gertificates,
identified gs revoked within this extension, are not revoked. When this extension is present it may be the only| indication
of revoked certificates in a CRL (ie., the revokedCertificates may be empty) or it may list revoked certificafes that are
in addition} to those indicated)in the revokedCertificates field. A revoked certificate shall not be listed poth in the
revokedCertificates field and in this extension.

8.5.2.12 Kxpired.gertificateson CRL extension

This CRL pxtension field indicates that the CRL includes revocation notices for expired certificates.

expired CertsOREREEXFENSION—=
SYNTAX ExpiredCertsOnCRL
IDENTIFIED BY id-ce-expiredCertsOnCRL }

ExpiredCertsOnCRL ::= GeneralizedTime
This extension is always non-critical.

The scope of a CRL containing this extension is extended to include the revocation status of certificates that expired at
the exact time specified in the extension or after that time. If limitations in the CRL's scope are specified (by either
reason codes or by distribution points), that applies to expired certificates as well. The revocation status of a certificate
shall not be updated once the certificate has expired.
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8.6 CRL distribution pointsand delta-CRL extensions

8.6.1 Requirements

As it is possible for revocation lists to become large and unwieldy, the ability to represent partial CRLs is required.
Different solutions are needed for two different types of implementations that process CRLs.

The first type of implementation is in individual workstations, possibly in an attached cryptographic token. These
implementations are likely to have limited, if any, trusted storage capacity. Therefore the entire CRL would need to be
examined to determine if it is valid, and then to see if the certificate is valid. This processing could be lengthy if the
CRL is long. Partitioning of CRLs is required to eliminate this problem for these implementations.

The second type of implementation is on high performance servers where a large volume of messages is processed, e.g.,
a transaction processing server. In this environment, CRLs are typically processed as a background task where, after the
CRL is validated, the contents of the CRL are stored locally in a representation which expedites their examination, e.g.,
one bit for each certificate indicating if it has been revoked. This representation is held in trusted storage. This type of

server will| typically require up-to-date CRLs for a large number of authorities. Since it already has a list@f]
revoked c¢rtificates, it only needs to retrieve a list of newly revoked certificates. This list, called a dCR
smaller anfl require fewer resources to retrieve and process than a complete CRL.

The following requirements therefore relate to CRL distribution points and dCRLs:

)

In order to control CRL sizes, it needs to be possible to assign subsets of thes¢t/of all certifig
by one authority to different CRLs. This can be achieved by associating ‘every certificate w
distribution point which is either:

— a Directory entry whose CRL attribute will contain a revocation entry for that certifica
been revoked; or

— alocation such as an electronic mail address or Internet Uniform Resource Identifier from
applicable CRL can be obtained.

For performance reasons, it is desirable to reduce theé number of CRLs that need to be che
validating multiple certificates, e.g., a certification pdth. This can be achieved by having one
sign and issue CRLs containing revocations from-multiple authorities.

There is a requirement for separate CRLs coyering revoked authority certificates and revoked
certificates. This facilitates processing of eertification paths as the CRL for revoked authority

previously
L, will be

ates issued
ith a CRL

e, if it has
which the

tked when
CRL issuer

end-entity
certificates

can be expected to be very short (usually empty). The authorityRevocationpList and

certificateRevocationList attributes,have been specified for this purpose. However, for this
to be secure, it is necessary to_have an indicator in a CRL identifying which list it is.
illegitimate substitution of one 1ist for the other cannot be detected.

Provision is needed for a.different CRL to exist for potential compromise situations (when
significant risk of private key misuse) than that including all routine binding terminations (wh
no significant risk of private key misuse).

Provision is alseneeded for partial CRLs (known as dCRLs) which only contain entries for
that have been revoked since the issuance of a base CRL.

For delta €RLs, provision is needed to indicate the date/time after which this list contains upd3

There s a requirement to indicate within a certificate, where to find the freshest CRL (e.g., 1
delta).

8.6.2 CRI distribution point and delta-CRL extension fields

separation
Otherwise,

there is a
en there is

certificates

tes.

host recent

The following extension fields are defined:

a)
b)
<)
d)
€)
f)
g)

CRL distribution points;
Issuing distribution point;
AAissuingDistributionPoint;
Certificate issuer;

Delta CRL indicator;

Base update;

Freshest CRL.

CRL distribution points and freshest CRL shall be used only as a certificate extension. Issuing distribution point, AA
issuing distribution point, delta CRL indicator and base update shall be used only as CRL extensions. Certificate issuer
shall be used only as a CRL entry extension.
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While the issuing distribution point extension and the AA issuing distribution point extension serve similar purposes,
they apply to different certificates. The issuing distribution point extension applies only to public-key certificates issued
to users and/or CAs. The AA issuing distribution point extension applies only to attribute certificates issued to users and
AAs as well as public-key certificates issued to SOAs. If a single CRL covers certificate types that span these, then that
CRL would need to include both extensions.

8.6.2.1 CRL distribution pointsextension

The CRL distribution points extension shall be used only as a certificate extension and may be used in authority-
certificates, end-entity public-key certificates, and in attribute certificates. This field identifies the CRL distribution
point or points to which a certificate user should refer to ascertain if the certificate has been revoked. A certificate user
can obtain a CRL from an applicable distribution point or it may be able to obtain a current complete CRL from the
authority directory entry.

This field is defined as follows:

cRLDistrillutionPoints EXTENSION ::= {

SYINTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPoints }
CRLDistPpintsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint

DistributignPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,

reafons [1] ReasonFlags OPTIONAL,

cRlIssuer [2] GeneralNames OPTIONAL }
DistributignPointName ::= CHOICE {

fullName [0] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName }

ReasonFlags ::= BIT STRING {

unysed (0),
keylCompromise (1),
cACompromise 2),
affiliationChanged 3),
sugerseded 4,
cegsationOfOperation 5),
cerfificateHold (6),
priyilegeWithdrawn ),
aACompromise 8)}

The distriputionPoint component identifies the location from which the CRL can be obtained. If this component is
absent, the| distribution point name defaults to the CRL issuer name.

When the fullName alternative i§used or when the default applies, the distribution point name may have multiple name
forms. Th¢ same name, in at-least one of its name forms, shall be present in the distributionPoint component of the
issuing distribution point extension of the CRL. A certificate-using system is not required to be able to procegs all name
forms. It fnay use a distribution point provided at least one name form can be processed. If no name fprms for a
distributiof point cambe processed, a certificate-using system can still use the certificate provided requisite [revocation
informatioh can beebtained from another source, e.g., another distribution point or the authority's directory eptry.

The nameRelativeToCRLIssuer component can be used only if the CRL distribution point is assigned a di§tinguished
name th i i i istingui i is Icase, the
nameRelativeToCRLIssuer component conveys the relative distinguished name with respect to the CRL issuer
distinguished name.

The reasons component indicates the revocation reasons covered by this CRL. If the reasons component is absent, the
corresponding CRL distribution point distributes a CRL which will contain an entry for this certificate if this certificate
has been revoked, regardless of revocation reason. Otherwise, the reasons value indicates which revocation reasons are
covered by the corresponding CRL distribution point.

The cRLIssuer component identifies the authority that issues and signs the CRL. If this component is absent, the CRL
issuer name defaults to the certificate issuer name.

This extension may, at the option of the certificate issuer, be either critical or non-critical. In the interests of
interoperability, it is recommended that it be flagged non-critical.
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If this extension is flagged critical then a certificate-using system shall not use the certificate without first retrieving and
checking a CRL from one of the nominated distribution points covering the reason codes of interest. Where the
distribution points are used to distribute CRL information for all revocation reason codes and all certificates issued by
the CA include the cRLDistributionPoints as a critical extension, the CA is not required to also publish a full CRL at
the CA entry.

If this extension is flagged non-critical and a certificate-using system does not recognize the extension field type, then
that system should only use the certificate if:

— it can acquire and check a complete CRL from the authority (that the latter CRL is complete is indicated
by the absence of an issuing distribution point extension field in the CRL);
—  revocation checking is not required under local policy; or

—  revocation checking is accomplished by other means.
NOTE 1 -1t is possible to have CRLs issued by more than one CRL issuer for the one certificate. Coordination of these CRL

issuers and the iqcning authoritv is an aspect of authority, pn]ir‘\

NOTE 2 — The meaning of each reason code is as defined in the Reason Code field in 8.5.2.2 of this Directory Speeification.

8.6.2.2 lfssuing distribution point extension

This CRL [extension field identifies the CRL distribution point for public-key certificates for this particula CRL, and
indicates if the CRL is indirect, or if it is limited to covering only a subset of the revocation iformation. Iffusing only
partitioned CRLs, the full set of partitioned CRLs shall cover the complete set of certificates whose revocgtion status
will be reported using the CRL mechanism. Thus, the complete set of partitioned CRLs shall be equivalent to a full
CRL for tlfe same set of certificates, if the CRL issuer was not using partitioned CRLs., The limitation may He based on
a subset of the certificate population or on a subset of revocation reasons. ThesCRL is signed by the CRL issuer's
private key — CRL distribution points do not have their own key pairs. However, for a CRL distribufed via the
Directory, [the CRL is stored in the entry of the CRL distribution point, which may not be the directory entry ¢f the CRL
issuer. If the issuing distribution point field, the AA issuing distribution(point field, and the CRL scope fleld are all
absent, thd CRL shall contain entries for all revoked unexpired publie-Key certificates issued by the CRL ispuer. If the
issuing digtribution point field and the CRL scope field are both absent, but the AA issuing distribution pdint field is
present, the scope of the CRL does not include public-key certificates.

After a certtificate appears on a CRL, it may be deleted from. a subsequent CRL after the certificate's expiry. This field is
defined as|follows:

issuingDistributionPoint EXTENSION ::= {
SYINTAX IssuingDistPqintSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDigtPointSyntax ::= SEQUENCE
-- IffonlyContainsUserPublicKeyCerts and onlyContainsCACerts are both FALSE,
-- the CRL covers both certificate-types

distributionPoint [O] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
ind|rectCRL [4] BOOLEAN DEFAULT FALSE }

The distriputionPgint component contains the name of the distribution point in one or more name| forms. If
onlyContdinsUserPublicKeyCerts is TRUE, the CRL only contains revocations for end-entity public-key dertificates.
If onlyQontainSCACerts is TRUE, the CRL only contains revocations for CA certiffcates. If
onlyContdinsUserPublicKeyCerts and onlyContainsCACerts are both FAI SE_the CRI. contains revocations for both
end-entity public-key certificates and CA certificates. A CRL shall not contain this extension where both
onlyContainsUserPublicKeyCerts and onlyContainsCACerts are set to TRUE. If onlySomeReasons is present, the
CRL only contains revocations of public-key certificates for the identified reason or reasons; otherwise, the CRL
contains revocations for all reasons. If indirectCRL is TRUE, then the CRL may contain revocation notifications for
public-key certificates issued by authorities that have a name different from the name of the issuer of the CRL. The
particular authority responsible for each entry is as indicated by the certificatelssuer CRL entry extension in that entry
or in accordance with the defaulting rules described in 8.6.2.3. Consequently, a certificate using a system that is capable
of processing a CRL in which indirectCRL is set to TRUE shall also be capable of processing the certificatelssuer
CRL entry extension. In such a CRL, it is the responsibility of the CRL issuer to ensure that the CRL is complete in that
it contains all revocation entries, consistent with onlyContainsUserPublicKeyCerts, onlyContainsCACerts, and
onlySomeReasons indicators, from all authorities that identify this CRL issuer in their public-key certificates.

If CRLs are partitioned by reason code, and the reason code changes for a revoked certificate (causing the certificate to
move from one CRL stream to another), it is necessary to continue to include the certificate on the CRL stream for the
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old revocation reason until the nextUpdate times of all CRLs, that do not list the certificate, on the CRL stream for the
new reason code have been reached.

If the CRL contains an issuingDistributionPoint extension with the distributionPoint component present, at least one
name for the distribution point in the certificate (e.g., cRLDistributionPoints, freshestCRL, issuer) shall match a
name for the distribution point in the CRL. Also, it may be the case that only the nameRelativeToCRLIssuer field is
present. In that case, a name comparison would be done on the full DN, constructed by appending the value of the
nameRelativeToCRLIssuer to the DN found in the issuer field of the CRL. If the names being compared are DNs (as
opposed to names of other forms within the GeneralNames construct), the distinguishedNameMatch matching rule is
used to compare the two DNs for equality.

For CRLs distributed via the Directory, the following rules apply. If the CRL is a dCRL it shall be distributed via the
deltaRevocationList attribute of the associated distribution point or, if no distribution point is identified, via the
deltaRevocationList attribute of the CRL issuer entry, regardless of the settings for certificate types covered by the
CRL. Unless the CRL is a dCRL:

+ a CRL which has onlyContainsCACerts set to TRUE and does not cc¢ntain an
aAissuingDistributionPoint extension shall be distributed via the authorityRevocationkist attribute of
the associated distribution point or, if no distribution point is identified, via the authorityRevgcationList
attribute of the CRL issuer entry;

. a CRL which has onlyContainsCACerts set to TRUE and contains an aAisstingDistriblitionPoint
extension with containsUserAttributeCerts set to FALSE shall.vb¢ distributed| via the
authorityRevocationList attribute of the associated distribution point-or;’if no distributign point is
identified, via the authorityRevocationList attribute of the CRL issuer entry;

+ a CRL which has only onlyContainsCACerts set to FALSE shall be distributed via the
certificateRevocationList attribute of the associated distributienpoint or, if no distributign point is
identified, via the certificateRevocationList attribute of the CRL issuer entry;

+ a CRL which contains both an issuingDistributionPoint,extension and an aAissuingDistriblitionPoint
extension with containsUserAttributeCerts set{ yto TRUE shall be distributed| via the
certificateRevocationList attribute of the associated distribution point or, if no distributi¢n point is
identified, via the certificateRevocationList attribute of the CRL issuer entry.

This extenpion is always critical. A certificate user that does’not understand this extension cannot assume that the CRL
contains a[complete list of revoked certificates of the identified authority. CRLs not containing critical exterlsions shall
contain all current CRL entries for the issuing authofity, including entries for all revoked end-entity certificates and
authority dertificates.
NOTE | — The means by which revocation information is communicated by authorities to CRL issuers is beyond the scope of
this Dirgctory Specification.

NOTE 2 — If an authority publishes a CRL(with onlyContainsUserPublicKeyCerts or onlyContainsCACerts set to[TRUE, then
the authprity shall ensure that all CA cgrtificates covered by this CRL contain the basicConstraints extension.

8.6.2.3 Certificateissuer extension

This CRL [entry extension identifies the certificate issuer associated with an entry in an indirect CRL, i.e., § CRL that
has the indirectCRL indicator’set in its issuing distribution point extension. If this extension is not present pn the first
entry in ar] indirect CRL.the certificate issuer defaults to the CRL issuer. On subsequent entries in an indir¢ct CRL, if
this extensfion is not/present, the certificate issuer for the entry is the same as that for the preceding entry.

This field {s defined as follows:

certificate]ssuer EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

This extension is always critical. If an implementation ignored this extension, it could not correctly attribute CRL
entries to certificates.

8.6.24 DeltaCRL indicator extension

The delta CRL indicator field identifies a CRL as being a delta CRL (dCRL) that provides updates to a referenced base
CRL. The referenced base CRL is a CRL that was explicitly issued as a CRL that is complete for a given scope. The
CRL containing the delta CRL indicator extension contains updates to the certificate revocation status for that same
scope. This scope does not necessarily include all revocation reasons or all certificates issued by a CA, especially in the
case where the CRL is a CRL distribution point. However, the combination of a CRL containing the delta CRL
indicator extension plus the CRL referenced in the BaseCRLNumber component of this extension is equivalent to a full
CRL, for the applicable scope, at the time of publication of the dCRL.
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This field is defined as follows:

deltaCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber

The value of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the foundation in the

generation of this dCRL. The referenced CRL shall be a CRL that is complete for the applicable scope.

This extension is always critical. A certificate user that does not understand the use of dCRLs should not use a CRL

containing this extension, as the CRL may not be as complete as the user expects.

8.6.25 Baseupdate extension

The base update field is for use in dCRLs and is used to identify the date/time after which this delta provides

updates to

the revocation status. This extension should only be used in dCRLs that contain the deltaCRLIndicator-¢e¥
dCRL that|instead contains the crIScope extension does not require this extension as the baseThisUpdate
crlScope ¢xtension can be used for the same purpose.

baseUpdateTime EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }

This extenpion is always non-critical.

which a certificate user should refer to obtain the freshest revocatiofy information (e.g., latest dCRL). T
defined as|follows:

freshestCRL EXTENSION ::= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

The value pf type CRLDistPointsSyntax is as definedsn the CRL distribution points extension in 8.6.2.1.

This extenpion may, at the option of the certificatelissuer, be either critical or non-critical. If the freshest CRI]

tension. A
[ield of the

extension

his field is

extension

is made crjtical, a certificate-using system shall hot use the certificate without first retrieving and checking the freshest

CRL. If thg extension is flagged non-criticalf.the certificate using system may use local means to determine v
freshest CRL is required to be checked.

8.6.2.7 AA issuingdistribution point extension

This CRL|extension field idefitifies the CRL distribution point for attribute certificates for this particular
indicates if the CRL is indirect, or if it is limited to covering only a subset of the revocation information. Thq
may be baged on a subset of the certificate population or on a subset of revocation reasons. The CRL is sig

vhether the

CRL, and
limitation
ned by the

CRL issuef's private key— CRL distribution points do not have their own key pairs. However, for a CRL disfributed via

the Directgry, the CRL is stored in the entry of the CRL distribution point, which may not be the directory ¢
CRL issuef. If thenissuing distribution point extension, the AA issuing distribution point extension, and the
field are ajl dbsent, the CRL shall contain entries for all revoked unexpired attribute certificates issued b

ntry of the
"RL scope
y the CRL

issuer. If theMAA ne d bution point field and the CR ope field are both absent b he ne

point field is present, the scope of the CRL does not include attribute certificates.

After a certificate appears on a CRL, it may be deleted from a subsequent CRL after the certificate's expiry.

This field is defined as follows:
aAissuingDistributionPoint EXTENSION ::= {

SYNTAX AAlssuingDistPointSyntax
IDENTIFIED BY id-ce-aAissuingDistributionPoint }
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aAlssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
onlySomeReasons [1] ReasonFlags OPTIONAL,
indirectCRL [2] BOOLEAN DEFAULT FALSE,
containsUserAttributeCerts [3] BOOLEAN DEFAULT TRUE,
containsAACerts [4] BOOLEAN DEFAULT TRUE,

containsSOAPublicKeyCerts [5] BOOLEAN DEFAULT TRUE }

The distributionPoint component contains the name of the distribution point in one or more name forms. If
onlySomeReasons is present, the CRL only contains revocations for attribute certificates for the identified reason or
reasons; otherwise, the CRL contains revocations for all reasons.

If indirectCRL is TRUE, then the CRL may contain revocation notifications for attribute certificates from authorities
other than the issuer of the CRL. The particular authority responsible for each entry is as indicated by the certificate
issuer CRL entry extension in that entry or in accordance with the defaulting rules described in 8.6.2.3. In such a CRL,
it is the responsibility of the CRL issuer to ensure that the CRL is complete in that it contains all revocation entries,
consistent with containsUserAttributeCerts, containsAACerts, containsSOAPublicKeyEefts and
onlySomeReasons indicators, from all authorities that identify this CRL issuer in their attribute certificates:

If containgUserAttributeCerts is TRUE, the CRL contains revocations for attribute certificates issued to dnd entities
that are n¢t themselves AAs. If containsAACerts is TRUE, the CRL contains revocations for‘dttribute fertificates
issued to spibjects that are themselves AAs.

If containsSOAPublicKeyCerts is TRUE, the CRL contains revocations for public-key cettificates issued tp an entity
that is an POA for purposes of privilege management (i.e., certificates that contain the SOAldentifier extepsion). For
CRLs distfibuted via the Directory, the following rules apply. If the CRL is a dCRL it shall be distribufed via the
deltaRevofationList attribute of the associated distribution point or, if no_disfribution point is identifi¢d, via the
deltaRevofationList attribute of the CRL issuer entry, regardless of the settihgs for certificate types covdred by the
CRL. Unlgss the CRL is a dCRL:

+ a CRL that does not contain an issuingDistributionPgint extension which has only contaipsAACerts
and/or  containsSOAPublicKkeyCerts  set tos\JTRUE shall be distributed |via the
attributeAuthorityRevocationList attribute of the “associated distribution point or, if no distribution
point is identified, via the attributeAuthorityRevocationList attribute of the CRL issuer entry

+ a CRL that does not contain ,.an issuingDistributionPoint extension which has
containsUserAttributeCerts  set to, “.TRUE (with or without containsAACerts and/or
containsSOAPublicKeyCerts also set)ishall be distributed via the attributeCertificateRevocationList
attribute of the associated distribution point or, if no distribution point is identified, via the
attributeCertificateRevocationlist attribute of the CRL issuer entry;

+ a CRL which contains an issuingDistributionPoint extension shall be distributed as specified|in 8.6.2.2.

This extenfion is always critical. A ceftificate user that does not understand this extension cannot assume that the CRL
contains a[complete list of revoked certificates of the identified authority. CRLs not containing critical exterlsions shall
contain all current CRL entries <for*the issuing authority, including entries for all revoked end-entity certificates and
authority dertificates.
NOTE | — The means by, which revocation information is communicated by authorities to CRL issuers is beyond fhe scope of
this Dirgctory Specification.
NOTE 2 - If an authority publishes a CRL with containsAACerts set to TRUE and containsUserAttributeCert$ not set to
TRUE, then the authority shall ensure that all AA certificates covered by this CRL contain the basicAttConstraints extension.

NOTE } - Iffanyauthority publishes a CRL with containsSOAPublicKeyCerts set to TRUE, then the authority shall ensure that
all SOA| céntificates covered by this CRL contain the SOAIdentifier extension.

9 Delta CRL relationship to base

A dCRL includes either a deltaCRLIndicator or a crlScope extension to indicate the base revocation information that is
being updated with this dCRL.

If the deltaCRLIndicator is present in a dCRL, the base revocation information that is being updated is the base CRL
referenced in that extension. The base CRL referenced by a deltaCRLIndicator extension shall be a CRL that is issued
as complete for its scope (i.e., it is not itself a dCRL).

If the crlScope extension is present and contains the baseRevocationIinfo component to reference the base revocation
information that is being updated, this is a reference to a particular point in time from which this dCRL provides
updates. The baseRevocationIinfo component references a CRL that may or may not have been issued as one that is
complete for that scope (i.e., the referenced CRL may only have been issued as a dCRL). However, the dCRL
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containing the baseRevocationInfo component updates the revocation information that is complete for the scope of the
referenced CRL at the time that the referenced CRL was issued. The certificate user may apply the dCRL to a CRL that
is complete for the given scope and that was issued at the same time as or after the CRL referenced in the dCRL
containing the baseRevocationIinfo component was issued.

Because of the potential for conflicting information, a CRL shall not contain both the deltaCRLIndicator extension and
a crlScope extension with the baseRevocationinfo component. A CRL may contain both the deltaCRLIndicator
extension and crlScope extension only if the baseRevocationinfo component is not present in the crlScope extension.

A dCRL may also be an indirect CRL in that it may contain updated revocation information related to base CRLs issued
by one or more than one authorities. The crlScope extension shall be used as the means of identifying a CRL as an
indirect dCRL. The crlScope extension shall contain one instance of the PerAuthorityScope data type for each base
CRL for which the indirect dCRL provides updated information.

Application of a dCRL to the referenced base revocation information shall accurately reflect the current status of
revocation

+ A certificate's revocation notice, with revocation reason certificateHold, may appear on eitlierla dCRL or
a CRL that is complete for a given scope. This reason code is intended to indicate a temporary|revocation
of the certificate pending a further decision on whether to permanently revoke the gertificate ¢r reinstate
it as one that is not revoked.

a) If a certificate was listed as revoked with revocation reason certificateHold on a CRL (either a
dCRL or a CRL that is complete for a given scope), whose cRLNuhiber is n, and the hold is
subsequently released, the certificate shall be included in all dCRLS issued after the hold|is released
where the cRLNumber of the referenced base CRL is less than{er equal to n. Depending on the
extension used to indicate that this CRL is a dCRL, the CRL number of a referenced base CRL is
either the value of the BaseCRLNumber component of ‘thge deltaCRLIndicator extengion or the
cRLNumber element of the BaseRevocationinfo component of the cRLScope extension. The
certificate shall be listed with revocation reason removeFromCRL unless the ceftificate is
subsequently revoked again for one of the revocation reasons covered by the dCRL, in which case
the certificate shall be listed with the revocatiofifedson appropriate for the subsequent revfocation.

b) If the certificate was not removed from holdjybut was permanently revoked, then it shall be listed on
all subsequent dCRLs where the cRLNumber of the referenced base CRL is les$ than the
cRLNumber of the CRL (either a dCRL or a CRL that is complete for the given scope) on which
the permanent revocation notice first appeared. Depending on the extension used to indicgte that this
CRL is a dCRL, the CRL .number of a referenced base CRL is either the value of the
BaseCRLNumber data type ofithe deltaCRLIndicator extension or the cRLNumber element of the
BaseRevocationInfo data«type of the cRLScope extension.

+ A certificate's revocation netice may first appear on dCRL and it is possible that the certificate's validity
period might expire before the next CRL that is complete for the applicable scope is issued. In this
situation, that revocation notice shall be included in all subsequent dCRLs until that revocatign notice is
included on at least.one issued CRL that is complete for the scope of that certificate.

A CRL thdt is complete for & given scope, at the current time, can be constructed locally in either of the folloying ways:

+ by retrieving‘the current dCRL for that scope, and combining it with an issued CRL that is cqmplete for
that scope and that has a cRLNumber greater than or equal to the cRLNumber of the [base CRL
referenceed in the dCRL; or

+ byretrieving the current dCRL for that scope and combining it with a locally constructed JRL that is
complete for that scope and that was constructed with a dCRL that has a cRLNumber greater than or
equal to the CRCNumber of the base CRL referenced in the current dCRL.

10 Certification path processing procedure

Certification path processing is carried out in a system which needs to use the public key of a remote end entity, e.g., a
system which is verifying a digital signature generated by a remote entity. The certificate policies, basic constraints,
name constraints, and policy constraints extensions have been designed to facilitate automated, self-contained
implementation of certification path processing logic.

Following is an outline of a procedure for validating certification paths. An implementation shall be functionally
equivalent to the external behaviour resulting from this procedure. The algorithm used by a particular implementation to
derive the correct output(s) from the given inputs is not standardized.
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10.1 Path processing inputs

The inputs to the certification path processing procedure are:

a)

b)

¢)

d)

a set of certificates comprising a certification path;
NOTE — Each certificate in a certification path is unique. A path that contains the same certificate two or more
times is not a valid certification path.

a trusted public key value or key identifier (if the key is stored internally to the certification path
processing module), for use in verifying the first certificate in the certification path;

an initial-policy-set comprising one or more certificate policy identifiers, indicating that any one of these
policies would be acceptable to the certificate user for the purposes of certification path processing; this
input can also take the special value any-policy, but it cannot be null;

an initial-explicit-policy indicator value, which indicates if an acceptable policy identifier needs to
explicitly appear in the certificate policies extension field of all certificates in the path;

an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden in the
certification path;

an initial-inhibit-policy indicator value, which indicates if the special value anyPoligy, if present in a
certificate policies extension, is considered a match for any specific certificate) policy yalue in a
constrained set;

the current date/time (if not available internally to the certification path processing module);

an initial-permitted-subtrees-set containing an initial set of subtree 'specifications defining subtrees
within which subject names (of the name form used to specify the/subtrees) are permitfed. In the
certificates in the certification path all subject names of a given hame form, for which initia] permitted
subtrees are defined, shall fall within the permitted subtrees set for that given name form. Thig input may
also contain the special value unbounded to indicate that inftially all subject names are acceptable. For
clause 10, subject names are those name values appearing-in the subject field or the subjectAltName
extension;

an initial-excluded-subtrees-set containing an initial Set of subtree specifications defining subtfees within
which the subject names in the certificates in the certification path cannot fall. This input may| also be an
empty set to indicate that initially no subtree exclusions are in effect;

an initial-required-name-forms containing.an initial set of name forms indicating that all ceqtificates in
the path must include a subject name ofiat least one of the specified name forms. This input nhay also be
an empty set to indicate that no specific name forms are required for subject names in the certificates.

The valueq of c), d), ) and f) will depend upon-the policy requirements of the user-application combination| that needs

to use the ¢ertified end-entity public key.

Note that hecause these are individual inputs to the path validation process, a certificate user may limit the tryst it places
in any givén trusted public key to a given set of certificate policies. This can be achieved by ensuring that a gfven public
key is the |input to the process-only when initial-policy-set input includes policies for which the certificate|user trusts
that publid key. Since anotherinput to the process is the certification path itself, this control could be exefcised on a

transactior] by transaction basis.

10.2 Path processing outputs

The outputs of the procedure are:

d)

an indication of success or failure of certification path validation;

b)
¢)

d)
e)
f)

if validation failed, a diagnostic code indicating the reason for failure;

the set of authorities-constrained policies and their associated qualifiers in accordance with which the
certification path is valid, or the special value any-policy;

the set of user-constrained policies, formed from the intersection of the authorities-constrained-policy-
set and the initial-policy-set;

explicit-policy-indicator, indicating whether the certificate user or an authority in the path requires that
an acceptable policy be identified in every certificate in the path; and

details of any policy mapping that occurred in processing the certification path.

NOTE - If validation is successful, the certificate-using system may still choose not to use the certificate as a result of values of
policy qualifiers or other information in the certificate.
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10.3 Path processing variables

The procedure makes use of the following set of state variables:

a)

b)

¢)

d)

authorities-constrained-policy-set: A table of policy identifiers and qualifiers from the certificates of the
certification path (rows represent policies, their qualifiers and mapping history, and columns represent
certificates in the certification path);

permitted-subtrees: A set of subtree specifications defining subtrees within which all subject names in
subsequent certificates in the certification path need to fall, or may take the special value unbounded;

excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtree base name
and maximum and minimum level indicators) defining subtrees within which no subject name in a
subsequent certificate in the certification path may fall;

required-name-forms: A (possibly empty) set of sets of name forms. For each set of name forms, every
subsequent certificate must contain a name of one of the name forms in the set;

104 [[nitialization step

explicit-policy-indicator: Indicates whether an acceptable policy needs to be explicitly identifigd in every
certificate in the path;

path depth: An integer equal to one more than the number of certificates in the certificatign path for
which processing has been completed;

policy-mapping-inhibit-indicator: Indicates whether policy mapping is inhibited;

inhibit-any-policy-indicator: Indicates whether the special value anyPolicy‘is)considered a majch for any
specific certificate policy;

pending-constraints: Details of explicit-policy inhibit-policy-mapping and/or inhibitjany-policy
constraints which have been stipulated but have yet to take effect. There are three one-bif] indicators
called explicit-policy-pending, policy-mapping-inhibit-pending.and inhibit-any-policy-pending together
with, for each, an integer called skip-certificates which gives'the number of certificates yet to $kip before
the constraint takes effect.

The procedlure involves an initialization step, followed by acseries of certificate-processing steps. The initialigzation step

comprises

)

o
-~ - ~— —

105

extificate processing

Write any-policy in the zeroth and first'columns of the zeroth row of the authorities-constraimed-policy-
Set table;

Initialize the permitted-subtrees variable to the initial-permitted-subtrees-set value;
Initialize the excluded-subtrees variable to the initial-excluded-subtrees-set value;
Initialize the required-name-forms variable to the initial-required-name-forms value;
Initialize the explicit<policy-indicator to the initial-explicit-policy value;

Initialize path-depth to one;

Initialize the policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value;
Initialize’the inhibit-any-policy-indicator to the initial-inhibit-policy value;

InitialiZe the three pending-constraints indicators to unset.

Each certificate is then processed in turn, starting with the certificate signed using the input trusted public key. The last
certificate is considered to be the end certificate; any other certificates are considered to be intermediate certificates.

10.5.1 Basic certificate checks

The following checks are applied to a certificate. Self-signed certificates, if encountered in the path, are ignored.

a)

b)

Check that the signature verifies, that dates are valid, that the certificate subject and certificate issuer
names chain correctly, and that the certificate has not been revoked.

For an intermediate version 3 certificate, check that basicConstraints is present and that the cA
component in the basicConstraints extension is TRUE. If the pathLenConstraint component is present,
check that the current certification path does not violate that constraint (ignoring intermediate self-issued
certificates).
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If the certificate policies extension is not present, then set the authorities-constrained-policy-set to null
by deleting all rows from the authorities-constrained-policy-set table.

If the certificate policies extension is present, then for each policy, P, in the extension other than
anyPolicy, attach the policy qualifiers associated with P to each row in the authorities-constrained-
policy-set table whose [path-depth] column entry contains the value P. If no row in the authorities-
constrained-policy-set table contains P in its [path-depth] column entry but the value in authorities-
constrained-policy-set[0, path-depth] is any-policy, then add a new row to the table by duplicating the
zeroth row and writing the policy identifier P along with its qualifiers in the [path-depth] column entry of
the new row.

If the certificate policies extension is present and does not include the value anyPolicy or if the inhibit-
any-policy-indicator is set and the certificate is not a self-issued intermediate certificate, then delete any
row for which the [path-depth] column entry contains the value any-policy along with any row for which
the [path-depth] column entry does not contain one of the values in the certificate policies extension.

XTension 1 mcio vatu hhibit-any-
policy-indicator is not set, then attach the policy qualifiers associated with anyPolicy to ea¢h{row in the
authorities-constrained-policy-set table whose [path-depth] column entry contains thevalue |any-policy
or contains a value that does not appear in the certificate policies extension.

If the certificate is not an intermediate self-issued certificate, check that the subject name is|within the
name-space given by the value of permitted-subtrees and is not within the namezspace given bl the value
of excluded-subtrees.

If the certificate is not an intermediate self-issued certificate, and if required-name-formsis ngt an empty
set, for each set of name forms in required-name-forms check that'there is a subject ngme in the
certificate of one of the name forms in the set.

For an int¢grmediate certificate, the following constraint recording actionis are then performed, in order corrgctly to set
up the state variables for the processing of the next certificate. Self-signed certificates, if encountered in the path, are

ignored.

[
~

If the nameConstraints extension with a permittedSubtrees component is present in the certificate, set
the permitted-subtrees state variable to the~infersection of its previous value and the value indicated in
the certificate extension.

If the nameConstraints extension with an excludedSubtrees component is present in the cerfificate, set
the excluded-subtrees state variable to the union of its previous value and the value indicfted in the
certificate extension.

If policy-mapping-inhibit-indicator is set:
—  process any policysmappings extension by, for each mapping identified in the extension, ocating all

rows in the authorities-constrained-policy-set table whose [path-depth] column entry is gqual to the
issuer domain-policy value in the extension and delete the row.

If policy-mapping-inhibit-indicator is not set:
—  proegss any policy mappings extension by, for each mapping identified in the extension, ocating all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is gqual to the
issuer domain policy value in the extension, and write the subject domain policy valug from the

extension in the [path-depth+1] column entry of the same row. If the extension mapg an issuer
domain policy to more than one subject domain policy, then the affected row is copied apd the new

Try added toeach Tow. I the vatue Tmaothoritresconstramed-poticy=setft;pattrdepth] is any-
policy, then write each issuer domain policy identifier from the policy mappings extension in the
[path-depth] column, making duplicate rows as necessary and retaining qualifiers if they are
present, and write the subject domain policy value from the extension in the [path-depth+1] column
entry of the same row;

—  if the policy-mapping-inhibit-pending indicator is set and the certificate is not self-issued, decrement
the corresponding skip-certificates value and, if this value becomes zero, set the policy-mapping-
inhibit-indicator;

— if the inhibitPolicyMapping constraint is present in the certificate, perform the following. For a
SkipCerts value of 0, set the policy-mapping-inhibit-indicator. For any other SkipCerts value, set
the policy-mapping-inhibit-pending indicator, and set the corresponding skip-certificates value to
the lesser of the SkipCerts value and the previous skip-certificates value (if the policy-mapping-
inhibit-pending indicator was already set).
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e) For any row not modified in step c) above (and every row in the case that there is no mapping extension
present in the certificate), write the policy identifier from [path-depth] column in the [path-depth+1]
column of the row.

f) Ifinhibit-any-policy-indicator is not set:
—  If the inhibit-any-policy-pending indicator is set and the certificate is not self-issued, decrement the

corresponding skip-certificates value and, if this value becomes zero, set the inhibit-any-policy-
indicator.

— If the inhibitAnyPolicy constraint is present in the certificate, perform the following. For a
SkipCerts value of 0, set the inhibit-any-policy-indicator. For any other SkipCerts value, set the
inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value to the lesser
of the SkipCerts value and the previous skip-certificates value (if the inhibit-any-policy-pending
indicator was already set).

) Increment [path-depth].

10.5.3  KExplicit policy indicator processing
For all cerfificates, the following actions are then performed:
d) If explicit-policy-indicator is not set:

— if the explicit-policy-pending indicator is set and the certificate is nof-a-self-issued ifftermediate
certificate, decrement the corresponding skip-certificates value and, if-this value becomg¢s zero, set
explicit-policy-indicator.

— If the requireExplicitPolicy constraint is present in the certificate, perform the following. For a
SkipCerts value of 0, set the explicit-policy-indicator. For_any other SkipCerts valfie, set the
explicit-policy-pending indicator, and set the corresponding’ skip-certificates value to the lesser of
the SkipCerts value and the previous skip-certificates yatue (if the explicit-policy-pending indicator
was already set).

—  If the requireExplicitPolicy component is presgnt; and the certification path includes a certificate
issued by a nominated CA, it is necessary forhall certificates in the path to contain, in thq certificate
policies extension, an acceptable policy identifier. An acceptable policy identifier is the iflentifier of
the certificate policy required by the usep of the certification path, the identifier of a pdlicy which
has been declared equivalent to it threugh policy mapping, or any-policy. The nomingted CA is
either the issuer CA of thel‘certificate containing this extension (if the |value of
requireExplicitPolicy is 0) or‘a CA which is the subject of a subsequent certifigate in the
certification path (as indicated by a non-zero value).

10.5.4  FKinal processing

Once all c¢rtificates in the path have been processed, the following actions are then performed:

d) Determine the auth@rities-constrained-policy-set from the authorities-constrained-policy-set table. If the
table is empty,(then the authorities-constrained-policy-set is the empty or null set. If the guthorities-
constrained-policy-set[0, path-depth] is any-policy, then the authorities-constrained-policy-get is any-
policy. Otherwise, the authorities-constrained-policy-set is, for each row in the table, the value|in the left-
most céll'which does not contain the identifier any-policy.

) Calculate the user-constrained-policy-set by forming the intersection of the authorities-cpnstrained-
policy-set and the initial-policy-set.

¢) T the explicit-policy-indicator is set, check that neither the authorities-constrained-policy-get nor the
user-constrained-policy-set is empty.

If any of the above checks were to fail, then the procedure shall terminate, returning a failure indication, an appropriate
reason code, the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-policy-set. If
the failure is due to an empty user-constrained-policy-set, then the path is valid under the authority-constrained
policy(s), but none is acceptable to the user.

If none of the above checks were to fail on the end certificate, then the procedure shall terminate, returning a success
indication together with the explicit-policy-indicator, the authorities-constrained-policy-set and the user-constrained-
policy-set.
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11 PKI directory schema

This clause defines the directory schema elements used to represent PKI information in the Directory. It includes
specification of relevant object classes, attributes and attribute value matching rules.

111 PK directory object classes and name forms

This subclause includes the definition of object classes used to represent PKI objects in the Directory.

11.1.1  PKI user object class

The PKI user object class is used in defining entries for objects that may be the subject of public-key certificates.

pkiUser OBJECT-CLASS ::= {

SUBCLASS OF {top}

KINB ahcHHary

MAJY CONTAIN {userCertificate}
ID id-oc-pkiUser }

11.1.2  BKI CA object class

The PKI (A object class is used in defining entries for objects that act as certification authorities:

pkiCA OHJECT-CLASS ::= {

SUBCLASS OF {top}
KIND auxiliary
MA) CONTAIN {cACertificate |

certificateRevocationList |
authorityRevocationList |
crossCertificatePair }

ID id-oc-pkiCA }

11.1.3 C€RL distribution points object class and name form

The CRL Distribution Point object class is used in defining entties for object which act as CRL Distribution Roints.

cRLDistriputionPoint OBJECT-CLASS ::=4{
SUBCLASS OF {top}
KIND structural
MUBT CONTAIN { commonName }
MA) CONTAIN { certificateRevocationList |

authorityRevocationList |
deltaRevocationList }
ID id-oc:CRLDistributionPoint }

The CRL Distribution Point name form specifies how entries of object class cRLDistributionPoint may be ngmed.

cRLDistPfNameForm NAME-FORM ::= {
NAMES cRLDistributionPoint
WITH ATTRIBUTES { commonName }
ID id-nf-cRLDistPtNameForm }

11.1.4 pelta CRL object class

The delta CRL object class is used in defining entries for objects that hold delta revocation lists (e.g., CAs, AAs etc.).

deltaCRL OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { deltaRevocationList }
ID id-oc-deltaCRL }
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11.1.5 Certificate Policy & CPS object class

The CP CPS object class is used in defining entries for objects that contain certificate policy and/or certification
practice information.

cpCps OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { certificatePolicy |
certificationPracticeStmt }
ID id-oc-cpCps }

11.1.6  PKI certificate path object class

The PKI cert path object class is used in defining entries for objects that contain PKI paths. It will generally be used in
conjunction with entries of structural pkiCA or pkiUser.

pkiCertPa
SuU
KIN
MA|
ID

11.2 f
This subcl

11.21

A user mag
contains th

userCertif
wil

EQ
ID

1122

The cACHq
certificates
include a b
policy.

cACertific
Wi

EQ
ID

1123

The issue
except self

h OBJECT-CLASS ::= {

BCLASS OF {top}

D auxiliary

Y CONTAIN { pkiPath }
id-oc-pkiCertPath }

PK | directory attributes

huse includes the definition of directory attributes to store PKI informatioh.elements in the Director

User certificate attribute

y obtain one or more public-key certificates from one or moie' CAs. The userCertificate att
e end-entity public-key certificates a user has obtained from‘efic or more CAs.

cate ATTRIBUTE ::= {
H SYNTAX Certificate
UJALITY MATCHING RULE certificateExactMateh

id-at-userCertificate }

CA certificate attribute

rtificate attribute of a CA's directoryentry shall be used to store self-issued certificates (if
issued to this CA by CAs in the same realm as this CA. In the case of v3 certificates, these certif]

ate ATTRIBUTE ::= {

H SYNTAX Certificate

JALITY MATCHING-RULE certificateExactMatch
id-at-cAcertificate }

Cross-certificate pair attribute

ToThisCA elements of the crossCertificatePair attribute of a CA's directory entry shall be used

attribute, d

fa.€A's directory entry may contain a subset of certificates issued by this CA to other CAs. If a

Y.

ibute type

any) and
cates shall

asicConstraints extension with'the cA value set to TRUE. The definition of realm is purely a matter of local

o store all,

Fissued certificates issued to this CA. Optionally, the issuedByThisCA elements of the crossCertfficatePair

A issues a

certificate to another CA, and the subject CA is not a subordinate to the issuer CA in a hierarchy, then the issuer CA
shall place that certificate in the issuedByThisCA element of the crossCertificatePair attribute of its own directory
entry. When both the issuedToThisCA and the issuedByThisCA elements are present in a single attribute value, issuer
name in one certificate shall match the subject name in the other and vice versa, and the subject public key in one
certificate shall be capable of verifying the digital signature on the other certificate and vice versa. The term forward
was used in previous editions for issuedToThisCA and the term reverse was used in previous editions for
issuedByThisCA.

When an issuedByThisCA element is present, the issuedToThisCA element value and the issuedByThisCA element
value need not be stored in the same attribute value; in other words, they can be stored in either a single attribute value
or two attribute values.
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In the case of v3 certificates, these shall include a basicConstraints extension with the cA value set to TRUE.

crossCert

ificatePair ATTRIBUTE ::= {

WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch

ID id-at-crossCertificatePair }
CertificatePair = SEQUENCE {

forward [0] Certificate OPTIONAL,

reverse [1] Certificate OPTIONAL

(Wi

-- at least one of the pair shall be present -- }
TH COMPONENTS{ ..., forward PRESENT} |

WITH COMPONENTS { ..., reverse PRESENT})

11.2.4 Certificaterevocation list attribute

The followfing atribute contains a 1ist of revoked certiticates.

certificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-certificateRevocationList }
11.25 Authority revocation list attribute
The following attribute contains a list of revoked authority certificates.
authorityRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-authorityRevocationLijst }
11.2.6 [peltarevocation list attribute
The following attribute type is defined for holding a dCRL in a.diréctory entry:
deltaRevofcationList ATTRIBUTE =%

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-deltaRevocationList }
11.2.7  $upported algorithms attribute

A Director

y attribute is defined to support.the selection of an algorithm for use when communicating with a femote end

entity usirlg certificates as defined in\this Directory Specification. The following ASN.1 defines this (mylti-valued)
attribute:
supportedAlgorithms ATTRIBUTE ::= {
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmldentifierMatch
ID id-at-supportedAlgorithms }
SupportedAlgorithm ;= SEQUENCE {
algprithmidentifier Algorithmldentifier{{SupportedAlgorithms}},
intgndedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL }

Each value of the multi-valued attribute shall have a distinct algorithmidentifier value. The value of the
intendedUsage component provides an indication of the intended usage of the algorithm (see 8.2.2.3 for recognized
uses). The value of the intendedCertificatePolicies component identifies the certificate policies and, optionally,
certificate policy qualifiers with which the identified algorithm may be used.

11.2.8 Certification practice statement attribute

The certificationPracticeStmt attribute is used to store information about an authority's certification practice statement.

certificationPracticeStmt ATTRIBUTE ::= {
WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }
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InfoSyntax n= CHOICE {
content UnboundedDirectoryString,
pointer SEQUENCE {
name GeneralNames,
hash HASH { HashedPolicyInfo } OPTIONAL }}
POLICY n= TYPE-IDENTIFIER

HashedPolicyInfo ::= POLICY.&Type({Policies})

Policies POLICY ::={...} -- Defined by implementors --
If content is present, the complete content of the authority's certification practice statement is included.

If pointer is present, the name component references one or more locations where a copy of the authority's certification
practice statement can be located. If the hash component is present, it contains a HASH of the content of the

certificatiogrpractice statermernt trat shoutd-befoundat o Teferenced focation. T s asircam be used to perform an

integrity check of the referenced document.

11.29 Certificate policy attribute

The certificatePolicy attribute is used to store information about a certificate policy.

certificatePolicy ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }
PolicySynfax ::= SEQUENCE {
pollcyldentifier PolicyID,
polfcySyntax InfoSyntax }

PolicylD {:= CertPolicyld
The policy|identifier component includes the object identifier registéred for the particular certificate policy.
If contentlis present, the complete content of the certificate policy is included.

If pointer [is present, the name component references one.or more locations where a copy of the certificate|policy can
be located] If the hash component is present, it contains a HASH of the content of the certificate policy thaf should be
found at a peferenced location. This hash can be usedto perform an integrity check of the referenced document.
NOTE + The option to include a hash in this attribute is purely to perform an integrity check against data located frpm a source
other thpan the directory. The HASH stored in the€ Directory needs to be protected. Directory security services, inclyding strong
authentication, access control and/or signed-attributes could be used for this purpose. In addition, even if the HASH [matches the
original| CP/CPS document, there are additional security requirements to ensure that the original specification itself i the correct
document (e.g., the document is signed\by an appropriate authority).

11.2.10 PKI path attribute

The PKI pith attribute is used fo store certification paths, each consisting of a sequence of certificates.

pkiPath ATTRIBUTE ::= {
WITH SYNTAX PkiPath
ID id-at-pkiPath }

This attribfitéCan be stored in a directory entry of object class pkiCA or pkiUser.

When stored in pkiCA entries, values of this attribute contain certification paths excluding end-entity certificates. As
such, the attribute is used to store certification paths that are frequently used by relying parties associated with that CA.
A value of this attribute can be used in conjunction with any end-entity certificate issued by the last certificate subject in
the attribute value.

When stored in pkiUser entries, values of this attribute contain certification paths that include the end-entity certificate.
In this case, the end-entity is the user whose entry holds this attribute. The values of the attribute represent complete
certification paths for certificates issued to this user.

11.3 PK1 directory matching rules

This Directory Specification defines matching rules for use with attributes with syntax Certificate, CertificatePair,
CertificateList, CertificatePolicy, and SupportedAlgorithm, respectively. This clause also defines matching rules to
facilitate the selection of certificates or CRLs with specific characteristics from multi-valued attributes holding multiple
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certificates or CRLs. The enhanced certificate matching rule provides the ability to perform more sophisticated
matching against certificates held in directory entries.

11.3.1 Certificate exact match

The certificate exact match rule compares for equality a presented value with an attribute value with syntax Certificate.
It uniquely selects a single certificate.

certificateExactMatch MATCHING-RULE ::={
SYNTAX CertificateExactAssertion
ID id-mr-certificateExactMatch }

CertificateExactAssertion
serialNumber
issuer

This matcH mng Tule returns TRUE iT the componenfs in the attribute value match those in the presentea varue.

::= SEQUENCE {
CertificateSerialNumber,
Name }

11.3.2 Certificate match

The certificate match rule compares a presented value with an attribute value with syntax CertifiCate. It selgcts one or
more certificates on the basis of various characteristics.

certificateMatch MATCHING-RULE ::= {

SYNTAX CertificateAssertion
ID id-mr-certificateMatch }
CertificatgqAssertion ::= SEQUENCE {

serlalNumber [O] CertificateSerialNumber ~ OPTIGNAL,
issfier [1] Name OPTIONAL,
suhjjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
cerfificateVvalid [4] Time OPTIONAL,
priyateKeyValid [5] GeneralizedTime OPTIONAL,
suljjectPublickeyAlgID  [6] OBJECT IDENTIFIER OPTIONAL,
keylUsage [7] KeyUsage OPTIONAL,
suljjectAltName [8] AltNameType OPTIONAL,
polfcy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
suhjject [11] Name OPTIONAL,
nameConstraints [12] NaméConstraintsSyntax OPTIONAL }

AltNameType ::= CHOICE {

buiftinNameForm ENUMERATED {

rfc822Name Q),
dNSName (2),
x400Address 3),
directoryName 4,
ediPartyName 5),
uniformResourceldentifier (6),
iPAddress ),
registeredid 81},
othprNameForm OBJECT IDENTIFIER }
CertPolicySet++—=—SEQUENGCE-SIZE1-MAX)-OF-CertRokeytd

This matching rule returns TRUE if all of the components that are present in the presented value match the
corresponding components of the attribute value, as follows:

serialNumber matches if the value of this component in the attribute value equals that in the presented value;

issuer matches if the value of this component in the attribute value equals that in the presented value;

subjectKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no subject key identifier extension;

authorityKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value;

certificateValid matches if the presented value falls within the validity period of the stored attribute value;
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privateKeyValid matches if the presented value falls within the period indicated by the private key usage period
extension of the stored attribute value or if there is no private key usage period extension in the stored attribute value;

subjectPublickeyAlgID matches if it is equal to the algorithm component of the algorithmldentifier of the
subjectPublicKeyInformation component of the stored attribute value;

keyUsage matches if all of the bits set in the presented value are also set in the key usage extension in the stored
attribute value, or if there is no key usage extension in the stored attribute value;

subjectAltName matches if the stored attribute value contains the subject alternative name extension with an AltNames
component of the same name type as indicated in the presented value;

policy matches if at least one member of the CertPolicySet presented appears in the certificate policies extension in the
stored attribute value or if either the presented or stored certificate contains the special value anyPolicy in the policy
component. There is no match if there is no certificate policies extension in the stored attribute value;

yction of a

pathToNafre—matehes—tmntess—the 3
certification path to the presented name value;

subject mitches if the value of this component in the attribute value equals that in the presented valug)

nameConstraints matches if the subject names in the stored attribute value are within the name-space given by the
value of the permitted-subtrees component of the presented value and are not within the namé&space given by the value
of the exclpded-subtrees component of the presented value.

11.3.3  Certificate pair exact match

The certiffcate pair exact match rule compares for equality a presented valie with an attribute valye of type
CertificatdPair. It uniquely selects a single cross-certificate pair.

certificatePairExactMatch MATCHING-RULE ::= {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatgPairExactAssertion ::= SEQUENCE {

iss@ledToThisCAAssertion [O] CertificateExactAssertion OPTIONAL,

isstiedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL }

(WJTH COMPONENTS {...,issuedToThisCAAssertion PRESENT} |
W|TH COMPONENTS {..siSsuedByThisCAAssertion PRESENT} )

This matdhing rule returns TRUE if the components that are present in the issuedToThisCAAssgrtion and
issuedByThisCAAssertion components ofthe presented value match the corresponding components of the
issuedToThisCA and issuedByThisCA ceimponents, respectively, in the stored attribute value.

11.34  Certificate pair match

The certifipate pair match rule compares a presented value with an attribute value of type CertificatePair. It gelects one
or more crpss-certificate pairs en/the basis of various characteristics of either the issuedToThisCA or issuedByThisCA
certificate pf the pair.

certificatePairMatch MATCHING-RULE ::= {
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }
CertificatgPairAssertion ::= SEQUENCE {
issuedToThisCAAssertion [O] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL }
(WITH COMPONENTS {...,issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

This matching rule returns TRUE if all of the components that are present in the issuedToThisCAAssertion and
issuedByThisCAAssertion components of the presented value match the corresponding components of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.
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11.35 Certificatelist exact match

The certificate list exact match rule compares for equality a presented value with an attribute value of type

CertificateList. It uniquely selects a single CRL.

certificateListExactMatch MATCHING-RULE ::= {
SYNTAX CertificateListExactAssertion
ID id-mr-certificateListExactMatch }
CertificateListExactAssertion ::= SEQUENCE {
issuer Name,
thisUpdate Time,

distributionPoint  DistributionPointName OPTIONAL }

The rule returns TRUE if the components in the stored attribute value match those in the presented value. If the

distributionPoint component is present, then it shall match in at least one name form.

11.3.6 Certificate list match

The certificate list match rule compares a presented value with an attribute value of type Certificatéllist. It pelects one

or more CRLs based on various characteristics.

certificatelistMatch MATCHING-RULE ::= {
SYINTAX CertificateListAssertion
ID id-mr-certificateListMatch }

CertificatdListAssertion ::= SEQUENCE {
isslier Name OPTIONAL.,
mirfCRLNumber [O] CRLNumber OPTIONAL,
makCRLNumber [1] CRLNumber OPTIONAL,
reafonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName<,/ "OPTIONAL,

authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL }

The matching rule returns TRUE if all of the components that are present in the presented value
corresponding components of the stored attribute value, asfollows:

issuer mafches if the value of this component in the attribute value equals that in the presented value;

minCRLNyimber matches if its value is less than'or equal to the value in the CRL number extension of
attribute vlue; there is no match if the stored attribute value contains no CRL number extension;

maxCRLNumber matches if its value is.gréater than or equal to the value in the CRL number extension of
attribute vlue; there is no match if the.stored attribute value contains no CRL number extension;

reasonFlags matches if any ofithe bits that are set in the presented value are also set in the onlySom
componenfs of the issuing distribution point extension of the stored attribute value; there is also a match if

match the

the stored

the stored

eReasons
the stored

attribute vplue contains no ‘reasonFlags in the issuing distribution point extension, or if the stored attribute value

contains n¢ issuing distribution point extension;

NOTE +} Even thopglita CRL matches on a particular value of reasonFlags, the CRL may not contain any revocg
with thdt reason code.

dateAndT|mg ,matches if the value is equal to or later than the value in the thisUpdate component of

tion notices

the stored

attribute value*and is earlier than the value in the nextUpdate component of the stored attribute value; there is no match

if the stored attribute value contains no nextUpdate component;

distributionPoint matches if the stored attribute value contains an issuing distribution point extension and the value of

this component in the presented value equals the corresponding value, in at least one name form, in that exten

sion;

authorityKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented

value; there is no match if the stored attribute value contains no authority key identifier extension or
components in the presented value are present in the stored attribute value.
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11.3.7  Algorithm identifier match

The algorithm identifier match rule compares for equality a presented value with an attribute value of type
SupportedAlgorithms.

algorithml

dentifierMatch MATCHING-RULE ::= {

SYNTAX Algorithmlidentifier{{SupportedAlgorithms}}

ID

id-mr-algorithmldentifierMatch }

The rule returns TRUE if the presented value is equal to the algorithmldentifier component of the stored attribute

value.

11.3.8 Policy match

The policy match rule compares for equality a presented value with an attribute value of type CertificatePolicy or an
attribute value of type privPolicy.

policyMat
SY
ID

The rule rd

11.39

The pkiP4
certificate
trusts and

pkiPathMa
SY
ID

Ch MATCHING-RULE ::= {
NTAX PolicylD
id-mr-policyMatch }

turns TRUE if the presented value is equal to the policyldentifier component of the stored attributg
PK | path match

thMatch match rule compares for equality a presented value with an attribuite value of type f
using system may use this matching rule to select a path beginning with«a.gettificate issued by a O
bnding with a certificate issued to the specified subject.

itch MATCHING-RULE ::={
NTAX PkiPathMatch Syntax
id-mr-pkiPathMatch }

PkiPathM

tchSyntax ::= SEQUENCE {

firsflssuer Name,
las{Subject Name}

This matching rule returns TRUE if the presented value in the firstissuer component matches the cor
elements df the issuer field of the first certificate in-the¢ SEQUENCE in the stored value and the presented j
lastSubje¢t component matches the corresponding elements of the subject field of the last certific
SEQUEN(E in the stored value. This matchingule returns FALSE if either match fails.

11.3.10

nhanced certificate match

The enhanfced certificate match rule cempares a presented value with an attribute value of type Certificatsg

b value.

kiPath. A
A which it

esponding
alue in the
ate in the

. It selects

one or mofe certificates based on Various characteristics.
enhanced[CertificateMatch MATCHING-RULE ::= {
SYINTAX EnhancedCertificateAssertion
ID id-mr+enhancedCertificateMatch }
Enhanced(CertificateAssertion ::= SEQUENCE {
serlalNumber [0] CertificateSerialNumber OPTIONAL,
isslier [1] Name OPTIONAL,
sulljectKeyldentifier [2] SubjectKeyldentifier OPTIONAL
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
certificateVvalid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublickeyAlgIiD  [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltName OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subject [11] Name OPTIONAL,
nameConstraints [12] NameConstraintsSyntax OPTIONAL }
(ALL EXCEPT ({ -- none; at least one component shall be present -- }))
AltName ;2= SEQUENCE {
altnameType AltNameType,
altNameValue GeneralName OPTIONAL }
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The directory search operation allows for multiple values of EnhancedCertificateAssertion to be combined in filter
specifications, including and/or logic. This matching rule returns TRUE if all of the components that are present in the
presented value match the corresponding components of the attribute value, as follows:

Matching for serialNumber; issuer; subjectKeyldentifier; authorityKeyldentifier; certificateValid, privateKeyValid,
policy, subject, and nameConstraints components is as defined for the same components in the certificateMatch
matching rule.

subjectAltName component contains an altNameType and optional altNameValue fields. If altNameValue is present,
the value shall be of the same name form as indicated in altNameType.

subjectAltName matches if at least one of the following conditions is true:

—  The presented value contains only the altNameType component and the stored attribute value contains
the subject alternative name extension with an AltNames component of the same type as indicated in the
presented value;

+  The presented value contains both the altNameType and altNameValue components and [the stored
attribute value contains the subject alternative name extension with an AltNames component ¢f the same
type and value indicated in the presented value.

subjectAlfName match fails if at least one of the following conditions is true:
+  The stored attribute value does not contain the subject alternative name extengion;

+  The stored attribute value contains the subject alternative name extension but the AltNames fomponent
does not include the same type as identified in the presented value;

+  The presented value contains both the altNameType and altNamgValue components and|the stored
attribute value contains the subject alternative name extension with-an AltNames component ¢f the same
type indicated in the presented value, but the stored value does not contain the same value of that type as
in the presented value.

subjectAljfName match is undefined if the presented value confains both the altNameType and altNameValue
componenfs and the stored attribute value contains the subject alternative name extension with an AltNames fomponent
of the samg type indicated in the presented value, but the type, is‘one for which the directory is unable to compare values
for purposgs of determining a match. This may be because the name form is not appropriate for matching or hecause the
directory i$ unable to perform the required comparisons.

pathToName matches unless the certificate has a_name constraints extension which inhibits the constriction of a
certification path to any of the presented name values: For example, if attempting to retrieve certificates that form a path
to an end-pntity certificate which has a subject~value of "dc=com; dc=corporate; cn=john.smith", it may bg useful to
include anfassertion in the search operation containing this DN in the pathToName component. A stored certfificate that
contained [a name constraints extension.that excluded the complete subtree below base "dc=com; dc=cgmpany A"
would fail|in certification path validation*to that end-entity certificate and would therefore not be a matchegl value for
this sampl¢ assertion.

SE€TION 3 — ATTRIBUTE CERTIFICATE FRAMEWORK

The attrijute (Certificate framework defined here provides a foundation upon which Privilege Mpnagement
Infrastructprés/(PMI) can be built. These infrastructures can support applications such as access control.

The binding of a privilege to an entity is provided by an authority through a digitally signed data structure called an
attribute certificate or through a public-key certificate containing an extension defined explicitly for this purpose. The
format of attribute certificates is defined here, including an extensibility mechanism and a set of specific certificate
extensions. Revocation of attribute certificates may or may not be needed. For example, in some environments, the
attribute certificate validity periods may be very short (e.g., minutes), negating the need for a revocation scheme. If, for
any reason, an authority revokes a previously issued attribute certificate, users need to be able to learn that revocation
has occurred so they do not use an untrustworthy certificate. Revocation lists are one scheme that can be used to notify
users of revocations. The format of revocation lists is defined in Section 2 of this Directory Specification, including an
extensibility mechanism and a set of revocation list extensions. Additional extensions are defined here. In both the
certificate and revocation list case, other bodies may also define additional extensions that are useful to their specific
environments.

ITU-T Rec. X.509 (11/2008) 63


https://iecnorm.com/api/?name=68384a452202f8e1498b1712d973b276

| SO/IEC 9594-8:2008 (E)

An attribute certificate using system needs to validate a certificate prior to using that certificate for an application.
Procedures for performing that validation are also defined here, including verifying the integrity of the certificate itself,
its revocation status, and its validity with respect to the intended use.

This framework includes a number of optional elements that are appropriate only in some environments. Although the
models are defined as complete, this framework can be used in environments where not all components of the defined
models are used. For example there are environments where revocation of attribute certificates is not required. Privilege
delegation and the use of roles are also aspects of this framework that are not universally applicable. However, these are
included in this Directory Specification so that those environments that do have requirements for them can also be
supported.

The Directory uses attribute certificates to provide rule-based access control to Directory information.

12 Attribute Certificates

Public-key] certificates are principally intended to provide an identity service upon which other security setviges, such as
ity, entity authentication, confidentiality and authorization, may be built. There are two djstinct njechanisms
provided if this Directory Specification for binding a privilege attribute to a holder.

Public-key] certificates, used in combination with the entity authentication service, can provide an authorizatjon service
directly, if[privileges are associated with the subject through the practices of the issuing CA{Public-key certificates may
contain a $ubjectDirectoryAttributes extension that contains privileges associated with'the subject of the [public-key
certificate.| This mechanism is appropriate in situations where the authority issuing,the Jpublic-key certificgte (CA) is
also the athority for delegating the privilege (AA) and the validity period of the privilege corresponds to the validity
period of fhe public-key certificate. End-entities cannot act as AAs. If any of the)extensions defined in clquse 15 are
included [in a public-key certificate, those extensions apply equally”to all privileges assigndd in the
subjectDifectoryAttributes extension of that public-key certificate.

In the mofe general case, entity privileges will have lifetimes that do<not match the validity period for a [public-key
certificate.| Privileges will often have a much shorter lifetime. Thesauthority for assignment of privilege will| frequently
be other than the authority issuing that same entity a public-key eertificate and different privileges may be assigned by
different Attribute Authorities (AA). Privileges may also be dssigned based on a temporal context and the 'thrn on/turn
off' aspect|of privileges may well be asynchronous with the’lifetime of the public-key certificate and/or asynchronous
with entity| privileges issued from a different AA. The use. of attribute certificates issued by an AA provides a flexible
Privilege Management Infrastructure (PMI) which can-be established and managed independently from a HKI. At the
same time| there is a relationship between the tweWhereby the PKI is used to authenticate identities of {ssuers and
holders in pttribute certificates.

12.1 ttribute certificate structure

An attribufe certificate is a separate structure from a subject's public-key certificate. A subject may haye multiple
attribute c¢rtificates associated with each of its public-key certificates. There is no requirement that the samg authority
create botlj the public-key certificate and attribute certificate(s) for a user; in fact separation of duties will[frequently
dictate otherwise. In environments where different authorities have responsibility for issuing public key aifd attribute
certificated, the public-key,certificate(s) issued by a Certification Authority (CA) and the attribute certificafie(s) issued
by an Attrjbute Authority (AA) would be signed using different private signing keys. In environments whdre a single
entity is both the\CA, issuing public key certificates, and the AA, issuing attribute certificates, it {s strongly
recommenfled that\a different key be used to sign attribute certificates than the key used to sign public-key dertificates.
Exchangeq béttyeen the issuing authority and the entity receiving a certificate are outside the scope of thi§ Directory
Specification-

The attribute certificate is defined as follows.
AttributeCertificate ::= SIGNED {AttributeCertificatelnfo}

AttributeCertificatelnfo ::= SEQUENCE {

version AttCertVersion, -- version is v2

holder Holder,

issuer AttCertlssuer,

signature Algorithmldentifier{{SupportedAlgorithms}},
serialNumber CertificateSerialNumber,

attrCertValidityPeriod AttCertValidityPeriod,

attributes SEQUENCE OF Attribute{{SupportedAttributes}},
issuerUniquelD Uniqueldentifier OPTIONAL,

extensions Extensions OPTIONAL }
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AttCertVersion = INTEGER {v2(1) }
Holder ::= SEQUENCE {
baseCertificatelD [0] IssuerSerial OPTIONAL,
-- the issuer and serial number of the holder's Public-Key Certificate
entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role
objectDigestinfo  [2] ObjectDigestinfo OPTIONAL

-- used to directly authenticate the holder, e.g., an executable
-- at least one of baseCertificatelD, entityName or objectDigestinfo shall be present --}

ObjectDigestinfo  ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey 0),
publicKeyCert (),
otherObjectTypes 2},
othprObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digpstAlgorithm Algorithmldentifier{{SupportedAlgorithms}},
objpctDigest BIT STRING }
AttCertlssuer ::= [0] SEQUENCE {
issfierName GeneralNames OPTIONAL,

badeCertificatelD [0] IssuerSerial OPTIONAL,

objgectDigestinfo  [1] ObjectDigestinfo OPTIONAL }

-- At least one component shall be present

(WJTH COMPONENTS{ ..., issuerName PRESENT } |
W|TH COMPONENTS{ ..., baseCertificatelD PRESENT } |
W|TH COMPONENTS{ ..., objectDigestinfo PRESENT } )

IssuerSerial ::= SEQUENCE {

isstier GeneralNames,
ser]:al CertificateSerialNumber,
issfierUID  Uniqueldentifier OPTIONAL }

AttCertValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notpfterTime GeneralizedTime }

The versipn differentiates between different versions of the attribute certificate. For attribute certificate$ issued in
accordanc¢ with the syntax in this Directory Spegification, version shall be v2.

The holdef field conveys the identity of th€ attribute certificate's holder.

The base(ertificatelD component,, if-present, identifies a particular public-key certificate that is to Be used to
authenticafe the identity of this holder'when asserting privileges with this attribute certificate.

The entityName component; \if’ present, identifies one or more names for the holder. If entityName i the only

componenf present in holder; any public-key certificate that has one of these names as its subject can pe used to

authenticafe the identity, of this holder when asserting privileges with this attribute certificate. If baseCertififatelD and

entityNamle are both present, only the certificate specified by baseCertificatelD may be used. In this case ehtityName

is included only as-a.tool to help the privilege verifier locate the identified public-key certificate.
NOTE | —There is a risk with the sole use of GeneralNames to identify the holder in that this points only to a rfame for the
holder. [This.i$ generally insufficient to enable the authentication of a holder's identity for purposes of issuing privileges to that
holder. T i i c= i N . T of attribute
certificates to rely on the authentication process performed by the CA when issuing that particular public-key certificate. Also,
some of the options in GeneralNames (e.g., IPAddress) are inappropriate for use in naming an attribute certificate holder,
especially when the holder is a role and not an individual entity. Another problem with GeneralNames alone as an identifier for a
holder is that many name forms within that construct do not have strict registration authorities or processes for the assignment of
names.

The objectDigestinfo component, if present, is used directly to authenticate the identity of a holder, including an
executable holder (e.g., an applet). The holder is authenticated by comparing a digest of the corresponding information,
created by the privilege verifier with the same algorithm identified in objectDigestinfo with the content of
objectDigest. If the two are identical, the holder is authenticated for purposes of asserting privileges with this attribute
certificate.

—  publicKey shall be indicated when a hash of an entity's public-key is included. Hashing a public-key
may not uniquely identify one certificate (i.e., the identical key value may appear in multiple
certificates). In order to link an attribute certificate to a public-key, the hash is calculated over the
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representation of that public-key which would be present in a public-key certificate. Specifically, the
input for the hash algorithm shall be the DER encoding of a SubjectPublicKeylInfo representation of the
key. Note that this includes the Algorithmidentifier as well as the BIT STRING. Note that if the public-
key value used as input to the hash function has been extracted from a public-key certificate, then it is
possible (e.g., if parameters for the Digital Signature Algorithm were inherited) then this may not be
sufficient input for the HASH. The correct input for hashing in this context will include the value of the
inherited parameters and thus may differ from the SubjectPublicKeylnfo present in the public-key
certificate.

—  publicKeyCert shall be indicated when a public-key certificate is hashed; the hash is over the entire DER
encoding of the public-key certificate, including the signature bits.

—  otherObjectTypes shall be indicated when objects other than public-keys or public-key certificates are
hashed (e.g., software objects). The identity of the type of object may optionally be supplied. The portion
of the object to be hashed can be determined either by the explicitly stated identifier of the type or, if the

identifier is not cnpp]ipd by the context in which the nhjpr‘t isused

The issuel field conveys the identity of the AA that issued the certificate.
+  The issuerName component, if present, identifies one or more names for the issuer.

+  The baseCertificatelD component, if present, identifies the issuer by reference ito,a’specific public-key
certificate for which this issuer is the subject.

+  The objectDigestinfo component, if present, identifies the issuer by préviding a hash of jdentifying
information for the issuer.

The signafure identifies the cryptographic algorithm used to digitally sign the attribute certificate.
The serialNumber is the serial number that uniquely identifies the attribute certificate within the scope of its jssuer.

The attrCertValidityPeriod field conveys the time period during which(the attribute certificate is considgred valid,
expressed |n GeneralizedTime format.

The attribfites field contains the attributes associated with the holdet that are being certified (e.g., the privileges).
NOTE 2 — In the case of attribute descriptor attribute certificatesy this'sequence of attributes can be empty.

The issugrUniquelD may be used to identify the issuerof the attribute certificate in instances where|the issuer
component is not sufficient.

The extengions field allows addition of new fields{athe attribute certificate.

If unknowh elements appear within the extension, and the extension is not marked criticial, those unknowh elements
shall be ighored according to the rules of extensibility documented in 12.2.2 of ITU-T Rec. X.519 | ISO/IEC 9594-5.

The framejvork for attribute certificateS described in this section is primarily focused on the model in which privilege is
placed within attribute certificates, However, as mentioned earlier, the certificate extensions defined in this $ection can
also be plaged in a public-key certificate using the subjectDirectoryAttributes extension.

12.2 Attribute certificate paths

Just as with public-key. certificates, there may be a requirement to convey an attribute certificate path (e.g.] within an
application} protocol te assert privileges). The following ASN.1 data type can be used to represent an attributq certificate
path:

AttributeQertificationRath = SEQUENCE{

attributeCertificate AttributeCertificate,

acPath SEQUENCE OF ACPathData OPTIONAL }
ACPathData ::= SEQUENCE {

certificate [O] Certificate OPTIONAL,

attributeCertificate [1] AttributeCertificate OPTIONAL }

13 Attribute Authority, SOA and Certification Authority relationship

The Attribute Authority (AA) and Certification Authority (CA) are logically (and, in many cases, physically)
completely independent. The creation and maintenance of "identity" can (and often should) be separated from the PMI.
Thus the entire PKI, including CAs, may be existing and operational prior to the establishment of the PMI. The CA,
although it is the source of authority for identity within its domain, is not automatically the source of authority for
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privilege. The CA, therefore, will not necessarily itself be an AA and, by logical implication, will not necessarily be
responsible for the decision as to what other entities will be able to function as AAs (e.g., by including such a
designation in their identity certificates).

The Source of Authority (SOA) is the entity that is trusted by a privilege verifier as the entity with ultimate
responsibility for assignment of a set of privileges. A resource may limit the SOA authority by trusting certain SOAs for
specific functions (e.g., one for read privileges and a different one for write privileges). An SOA is itself an AA as it
issues certificates to other entities in which privileges are assigned to those entities. An SOA is analogous to a 'trust
anchor' in the PKI, in that a privilege verifier trusts certificates signed by the SOA. In some environments there is a
need for CAs to have tight control over the entities that can act as SOAs. This framework provides a mechanism for
supporting that requirement. In other environments, that control is not needed and mechanisms for determining the
entities that can act as SOAs in such environments may be outside the scope of this Directory Specification.

This framework is flexible and can satisfy the requirements of many types of environments.

a) In many environments. all privileges will be assigned directly to individual entities by a single AA,
namely the SOA.

B) Other environments may require support for the optional roles feature, whereby individuals|are issued
certificates that assign various roles to them. The privileges associated with the.role arel implicitly
assigned to such individuals. The role privileges may themselves be assigned in aJattribute| certificate
issued to the role itself or through some other means (e.g., locally configured).

d) In some scenarios it might be required for an AA to issue privileges to a(@reup of entities that share a
common property, for example, a set of web servers or a team of peopleTather than to a singld entity.

d) Another optional feature of this framework is the support of privilege\delegation. If delegatipn is done,
the SOA assigns privilege to an entity that is permitted to also act'as an AA and further dglegate the
privilege. Delegation may continue through several intermediaty A As until it is ultimately ass{gned to an
end-entity that cannot further delegate that privilege. The intérmediary AAs may or may not allso be able
to act as privilege asserters for the privileges they delegate.

4¢) In some environments, the same physical entity may-be acting as both an AA and a CA. This dual logical
role for the same physical entity is always “the case when privilege is conveyed within
subjectDirectoryAttributes extension of a public-key certificate. In other environments, separate
physical entities act as CAs and AAs. In thedatter case, privilege is assigned using attribute certificates
instead of public-key certificates.

f) Some environments, such as virtual organizations, may need to link together their individupl PMIs to
form a federated PMI. This requirement is known as Recognition of Authority in this| Directory
Specification since one PMI (the, local PMI) recognizes the authority of the SOA (and optjonally the
AAs) in the other PMI (the remote PMI) to have some control over the privilege management |n the local
PMI. Such recognition of authority may or may not be mutual between PMIs.

When attripute certificates point to public-key certificates for their issuers and holders, the PKI is used to apthenticate
holders (pfivilege asserters) and yerify the digital signatures of the issuers.

Two delegation models are~described in this Directory Specification. The first delegation model is one|where the
privilege delegator is an AA that can issue certificates delegating that privilege to others. The second model|allows for
an indeperpdent Delegation Service (DS) in which the entity issues certificates on behalf of another AA (that may or
may not be able toissue ACs itself). This DS cannot itself act as a claimant for that privilege. The D$ model is
particularly relevant to environments that wish to maintain some central management over the set of| privileges
delegated within jtheir domain. For example, a set of one or more DS servers performing delegation, father than
individual [privilege holders, allows the total set of privileges delegated within an environment to be determiped from a
centralized Tacility and enables policy and management decisions to be modilied accordingly. eployment
models are possible for DS servers. In one model, a privilege is assigned by an SOA to privilege holders and those
holders are authorized to delegate that privilege to others. However, rather than issue the attribute certificates that
delegate the privilege themselves, the privilege holder requests the DS to delegate that privilege on their behalf. The DS
does not itself hold that privilege and therefore cannot act as a claimant for that privilege; however, the DS is authorized
by the SOA to issue attribute certificates on behalf of other privilege holders. The second deployment model is similar
to the first with the following exception. The DS is actually a holder that is assigned the privilege to be delegated, but
the DS is not authorized to act as a claimant for the privilege, only as a delegator. In this case, the noAssertion
extension must be set in the AC issued to the DS by the SOA. The DS is termed an indirect issuer.

In both deployment models, the SOA issues attributes/privileges to subordinate AAs. The AAs then request the DS to
issue a subset of these privilege attributes to other holders. In the second deployment model, the DS can check that an
AA is delegating within the overall scope set by the SOA; in the first deployment model, the DS cannot check and the
relying party will have to check that delegation was performed correctly.

ITU-T Rec. X.509 (11/2008) 67


https://iecnorm.com/api/?name=68384a452202f8e1498b1712d973b276

| SO/IEC 9594-8:2008 (E)

Two recognition of authority models are described in this Directory Specification, static RoA and dynamic RoA. With
static RoA, extra information is added into the local PMI policy that is loaded into the local PDPs prior to them making
access control decisions for users who originate from the remote domain. No support for static RoA is provided in this
Directory Specification. With dynamic RoA, the local SOA issues new supplementary policy ACs that add additional
information to the current policy. Remote SOAs may also be recognized to issue supplementary policy ACs for the
local PDPs. In both cases these new supplementary policy ACs need to be read in by the local PDPs prior to them
making access control decisions for requests from a user of the remote domain.

131 Privilegein attribute certificates
Entities may acquire privilege in two ways:

— An AA may unilaterally assign privilege to an entity through the creation of an attribute certificate
(perhaps totally on its own initiative, or at the request of some third party). This certificate may be stored
in a publicly accessible repository and may subsequently be processed by one or more privilege verifiers
to make an authorization decision. All of this may occur without the entity's knowledge [or explicit
action.

+  Alternatively, an entity may request a privilege of some AA. Once created, this 'certificate may be
returned (only) to the requesting entity, which explicitly supplies it when requesting accegs to some
protected resource.

Note that [in both procedures the AA needs to perform its due diligence to ensure thafrthe entity should really be
assigned this privilege. This may involve some out-of-band mechanisms, analpgous to the certificafion of an
identity/kely-pair binding by a CA.

The attribite certificate based PMI is suitable in environments where any one of the following is true:

+ A different entity is responsible for assigning particular privilege to a holder than for issuing Jpublic-key
certificates to the same subject;

+  There are a number of privilege attributes to be assign€dto a holder, from a variety of authorit{es;

+  The lifetime of a privilege differs from that of the helder's public-key certificate validity (generally the
lifetime of privileges is much shorter); or

+  The privilege is valid only during certain-intervals of time which are asynchronous with |that user's
public-key validity or validity of other privileges.

132 Privilege in public-key certificates

In some efvironments, privileges are associated with the subject through the practices of a CA. Such privilgge may be
put directly into public-key certificates; (thereby re-using much of an already-established infrastructure), tather than
issuing attfibute certificates. In such cases, the privilege is included in the subjectDirectoryAttributes extenfsion of the
public-key] certificate.

This mechpnism is suitable in ényironments where one or more of the following are true:

+  The same physical entity is acting both as a CA and an AA;

+  The lifetime of the privilege is aligned with that of the public-key included in the certificate;
+  Delegation of privilege is not permitted; or

+ ,Delegation is permitted, but for any one delegation, all privileges in the certificaje (in the
subjectDirectoryAttributes extension) have the same delegation parameters and all extensiops relevant
to delegation apply equally to all privileges in the certiticate.

14 PMI modes

14.1 General model

The general privilege management model consists of three entities: the object, the privilege asserter and the privilege
verifier.

The object may be a resource being protected, for example in an access control application. The resource being
protected is referred to as the object. This type of object has methods which may be invoked (for example, the object
may be a firewall which has an "Allow Entry" object method, or the object may be a file in a file system which has
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Read, Write, and Execute object methods). Another type of object in this model may be an object that was signed in a
non-repudiation application.

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context of

use.

The privilege verifier is the entity that makes the determination as to whether or not asserted privileges are sufficient for
the given context of use.

The pass/fail determination made by the privilege verifier is dependent upon four things:

—  privilege of the privilege asserter;

—  privilege policy in place;

—  current environment variables, if relevant; and

—  sensitivity of the object method, if relevant.
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ed in the privilege holder's attribute certificate(s) (or subjectDirectoryAttributes extension,of its
, which may be presented to the privilege verifier in the invocation request, or may_beldistribute
hs, such as via the Directory. Codifying privilege is done through the use of+the Attribute
an AttributeType and a SET OF AttributeValue. Some attribute types used to‘specify privilegg
e syntax, such as a single INTEGER or an OCTET STRING. Others may haye more complex syn
bpecification defines one simple privilege attribute type. Other examples are,provided in Annex D.

bge policy specifies the degree of privilege which is considered stfficient for a given objed
or context of use. The privilege policy needs to be protected forlmntegrity and authenticity. A
s exist for conveying policy. At one extreme is the idea that poliéy 15 not really conveyed at all, by
d only ever kept locally in the privilege verifier's environment:ZAt the other extreme is the idea|
e "universal" and should be conveyed to, and known by, every entity in the system. Between thes
hades of variation. Schema components for storing privilegé policy information in the Directory

ctory Specification.

olicy specifies the threshold for acceptance for a-given set of privileges. That is, it defines precis
erifier should conclude that a presented set of‘privileges is "sufficient" in order that it may grant
ed object, resource, application, etc.) to the privilege asserter.

the definition of privilege policy is ndt standardized in this Directory Specification. Annex D
xamples of syntaxes that could be used for this purpose. However, these are examples only. Any s
- this purpose, including clear text. Regardless of the syntax used to define the privilege policy, ea
e policy shall be uniquely identified. Object identifiers are used for this purpose.

olicy ::= OBJECT IDENTIFIER

bnment variables, if relevant, capture those aspects of policy required for the pass/fail def]
of day or current account balance) which are available through some local means to the privile
tion of environment variables is entirely a local matter.

method sensitivity, if relevant, may reflect attributes of the document or request to be processed,
alue oftafunds transfer that it purports to authorize, or the confidentiality of a document's cd

hod's.sensitivity may be explicitly encoded in an associated security label or in an attribute certific

methdd, or it may be implicitly encapsulated in the structure and contents of the associated data obj

br, that the
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1n one o1 a number o1 different ways. For mstance, it may be encoded outside the scope of FIMI 1n

the X.411

label associated with a document, in the fields of an EDIFACT interchange, or hard-coded in the privilege verifier's
application. Alternatively, it may be done within the PMI, in an attribute certificate associated with the object method.
For some contexts of use, no object method sensitivity is used.

There is not necessarily any binding relationship between a privilege verifier and any particular AA. Just as privilege
holders may have attribute certificates issued to them by many different AAs, privilege verifiers may accept certificates
issued by numerous AAs, which need not be hierarchically related to one another, to grant access to a particular

resource.

The attribute certificate framework can be used to manage privileges of various types and for a number of purposes.
The terms used in this Directory Specification, such as privilege asserter, privilege verifier, etc. are independent of the
particular application or use.
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14.1.1 PMI in access control context

There is a standard framework for access control (ITU-T Rec. X.812 | ISO/IEC 10181-3) that defines a corresponding
set of terms that are specific to the access control application. A mapping of the generic terms used in this Directory
Specification to those in the access control framework is provided here, to clarify the relationship between this model
and that Directory Specification.

Service request in this Directory Specification corresponds to the ‘access request’ defined in the access control
framework.

Privilege asserter in this Directory Specification would be acting in the role of an 'initiator' in the access control
framework.

Privilege verifier in this Directory Specification would be acting in the role of an 'access control decision function
(ADF)' in the access control framework.

1 load £, losal b | PR N baclaea oo D 4 Q s e 1d d 4 1. 1
Ob_]CCt Mmoo~ Wit Privicge 1S ot Mg assCrica NS D CCtor y—Speceatton—wotTtd—Correspona—to the target

defined in fthe access control framework.

Environmgntal variables in this Directory Specification would correspond to the 'contextual information' infthe access
control frafnework.

Privilege golicy discussed in this Directory Specification could include 'access control policy'fand 'access control policy
rules' as dgfined in the access control framework.

This modgl allows a PMI to be overlaid fairly seamlessly on an existing network ef’resources to be prptected. In
particular, |having the privilege verifier act as a gateway to a sensitive object methodygranting or denying rpquests for
invocation| of that object method, enables the object to be protected with little{ or no impact to the object|itself. The
privilege vierifier screens all requests and only those that are properly authorized/are passed on to the appropfiate object
methods.

14.1.2  BMI in a non-repudiation context

There is p standard framework for non-repudiation (ITU-TsRec. X.813 | ISO/IEC 10181-4) which| defines a
corresponding set of terms that are specific to non-repudiation. A mapping of the generic terms used in thi§ Directory
Specificatipn to those in the non-repudiation framework is provided here, to clarify the relationship between |this model
and that Directory Specification.

Privilege gsserter in this Directory Specification would be acting in the role of an 'evidence subject' or an 'orfiginator' in
the non-repudiation framework.

Privilege yerifier in this Directory Specification would be acting in the role of an 'evidence user' or a 'recipfient' in the
non-repudjation framework.

Object method for which privilege issbeing asserted in this Directory Specification would correspond to [the 'target'
defined in the non-repudiation frafhework.

Environmgntal variables inthis/ Directory Specification would correspond to the 'date and time the evidence was
generated pr verified' in the nen-repudiation framework.

Privilege policy discussed in this Directory Specification could include 'non-repudiation security policy' in the non-
repudiatiof framework.

14.2 Control model

The control model illustrates how control is exerted over access to the sensitive object method. There are five
components of the model: the privilege asserter, the privilege verifier, the object method, the privilege policy, and
environmental variables (see Figure 3). The privilege asserter has privilege; the object method has sensitivity. The
techniques described here enable the privilege verifier to control access to the object method by the privilege asserter, in
accordance with the privilege policy. Both the privilege and the sensitivity may be multi-valued parameters.
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Figure 3 - Control model

The privil¢ge asserter may be an entity identified by a public-key certificate, or an executable,0bject identified by the
digest of its disk image, etc.

143  [elegation model

In some efpvironments there may be a need to delegate privilege; however, this.is“an optional aspect of the fframework
and is not required in all environments. There are four components of the delégation model: the privilege verifier, the
SOA, othef AAs and the privilege asserter (see Figure 4).

Source of authority:

Assigns
privilege Trusts
Attribute Asserts privilege . .
authority ST (ifauthorized) > | Privilege verifier
Delegates Asserts
privilege privilege
End-entity
privilege holder
X.509(08)_F04

Figure 4 — Delegation model

As with environments where delegation is not used, the SOA is the initial issuer of certificates that assign privilege to
privilege holders. However, in this case the SOA authorizes the privilege holder to act as AA and further delegate that
privilege to other entities through the issuance of certificates that contain the same privilege (or a subset thereof). The
SOA may impose constraints on the delegation that can be done (e.g., limit the path length, limit the name space within
delegation can be done). Each of these intermediary AAs may, in certificates that it issues to further privilege holders,
authorize further delegation to be done by those holders also acting as AAs. A universal restriction on delegation is that
no AA can delegate more privilege than it holds. A delegator may also further restrict the ability of downstream AAs.

When delegation is used, the privilege verifier trusts the SOA to delegate some or all of those privileges to holders,
some of which may further delegate some or all of those privileges to other holders.

The privilege verifier trusts the SOA as the authority for a given set of privileges for the resource. If the privilege
asserter's certificate is not issued by that SOA, then the privilege verifier shall locate a delegation path of certificates
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from that of the privilege asserter to one issued by the SOA. The validation of that delegation path includes checking
that each AA had sufficient privileges and was duly authorized to delegate those privileges.

For the case in which privileges are conveyed by means of attribute certificates, the delegation path is distinct from the
certificate validation path used to validate the public-key certificates of the entities involved in the delegation process.
However, the quality of authenticity offered by the public-key certificate validation process shall be commensurate with
the sensitivity of the object method that is being protected.

A delegation path shall either consist completely of attribute certificates or completely of public-key certificates. A
delegator that obtains its privilege in an attribute certificate may only delegate, if authorized, by issuance of subsequent
attribute certificates. Similarly, a delegator that obtains its privilege in a public-key certificate, if authorized, may only
delegate by issuance of subsequent public-key certificates. Ony AAs may delegate privilege. End-entities cannot.

14.4 Group assignment model

In some scfnarios 1t might be required for an AA to 1ssue privileges to a group ol entities that share a commo property,
for example, a set of web servers or a team of people, rather than to a single entity. This is achieved(by/4ssigning a
group AC fo the group.

There are fwo ways of identifying the members of a group who are assigned a group AC. These)methodd are called
direct groyp naming and group role naming.

14.4.1 Direct group naming

In direct gfoup naming, the holder field of the group AC shall take the entityName{eption, and the directofyName of
GeneralNgme shall name a subtree in the DIT. Each entry in the subtree is assigned\the attribute(s) in this grgup AC.

14.4.2  Group role naming

In group rple naming, the members of the group are identified by the attributes that they hold, such attrijutes being
assigned t¢ them in role assignment attribute certificates. In group reléynaming, the holder field of the group AC takes
the entityName option and holds the role(s) of the group memberSavho are being assigned the attributes in| this group
AC. The GeneralNames should contain a single GeneralName ©ontaining a directoryName with a single RDN, whose
attribute type is the role attribute defined in 14.5.1. If roleAuthority in the role attribute is present, this id¢ntifies the
attribute afithorities who are responsible for issuing the role@ssignment certificates to holders who are members of this
group. If foleAuthority is absent from the role attribute, the identity of the responsible attribute authorities fo issue the
role assigment certificates shall be determined through means outside this Directory Specification. The|roleName
component of the role attribute identifies the role(s) of the group who are being assigned the attributes infthis group
attribute cdrtificate.

NOTE [l — Group role naming allows attribute based role assignments, role mappings and role hierarchies to be|defined, by

specifying that members of other (more powerful) roles are assigned the roles of this group AC.

NOTE 2 — Where the role in the holder field is the same as the role in the attributes field of this group AC, this is delegation of
authority from the issuer of the group.AC to the roleAuthority in the role attribute. However, a much simpler way ¢f achieving
the samp effect is to use the roleAuthority as the holder.

145 [Roles mode

Roles proyide a means‘to indirectly assign privileges to individuals. Individuals are issued role assignment pertificates
that assigr] one or“more roles to them through the role attribute contained in the certificate. Specific priyileges are
assigned tp a, fole" name through role specification certificates, rather than to individual privilege holddrs through
attribute cprfificates. This level of indirection enables, for example, the privileges assigned to a role to He updated,
without impactimg—the —certificates that—assigm Totes to imdividuals—Rote—assignment certificates may be  attribute
certificates or public-key certificates. Role specification certificates may be attribute certificates, but not public-key
certificates. If role specification certificates are not used, the assignment of privileges to a role may be done through
other means (e.g., may be locally configured at a privilege verifier).

The following are all possible:
—  Any number of roles can be defined by any AA;
—  The role itself and the members of a role can be defined and administered separately, by different AAs;
—  Role membership, just as any other privilege, may be delegated; and

—  Roles and membership may be assigned any suitable lifetime.

If the role assignment certificate is an attribute certificate, the role attribute is contained in the attributes component of
the attribute certificate. If the role assignment certificate is a public-key certificate, the role attribute is contained in the
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subjectDirectoryAttributes extension. In the latter case, any additional privileges contained in the public-key
certificate are privileges that are directly assigned to the certificate subject, not privileges assigned to the role.

Thus, a privilege asserter may present a role assignment certificate to the privilege verifier demonstrating only that the
privilege asserter has a particular role (e.g., "manager"”, or "purchaser"). The privilege verifier may know a priori, or
may have to discover by some other means, the privileges associated with the asserted role in order to make a pass/fail
authorization decision. The role specification certificate can be used for this purpose.

A privilege verifier needs to have an understanding of the privileges specified for the role. The assignment of those
privileges to the role may be done within the PMI in a role specification certificate or outside the PMI (e.g., locally
configured). If the role privileges are asserted in a role specification certificate, mechanisms for linking that certificate
with the relevant role assignment certificate for the privilege asserter are provided in this Directory Specification. A role
specification certificate cannot be delegated to any other entity. The issuer of the role assignment certificate may be
independent of the issuer of the role specification certificate and these may be administered (expired, revoked, and so
on) entirely separately. The same certificate (attribute certificate or public-key certificate) can be a role assignment
certificate [as_well as comtain_assignment of other privileges directly to the same individual. However, a role
specificatipn certificate shall be a separate certificate.

NOTE + The use of roles within an authorization framework can increase the complexity of path processing, bgcause such
functiorfality essentially defines another delegation path which needs to be followed. The delegation path~for the rold assignment
certificdte may involve different AAs and may be independent of the AA that issued the role specification eertificate.

145.1 Roleattribute

The speciffication of privilege attribute types is generally an application-specific issue that is outside the scppe of this
Directory Ppecification. The single exception to this is an attribute defined here forth€assignment of a holdgr to a role.
The specifjcation of values for the role attribute is outside the scope of this Directory: Specification.

role ATTRIBUTE ::={
WITH SYNTAX RoleSyntax

ID id-at-role }

RoleSyntgx ::= SEQUENCE {
rolg¢Authority [O] GeneralNames OPTIONAL,
rolgName [1] GeneralName }

This privilege attribute may be used to populate the attributes field of a role assignment certificate or to pppulate the
holder field of a role specification or group attribute certificate, or both.

If the role pssignment certificate is a public-key cettificate rather than an AC, the role attribute may be used fo populate
the subjedtDirectoryAttributes extension of thap public-key certificate.

When the [role attribute is used to populafe‘the attributes field of a role assignment certificate, the roleAfithority, if
present, identifies the recognized authority that is responsible for issuing the role specification certificate. ]f there are
multiple o¢currences of GeneralName, they shall all be alternative names for the same authority.

If roleAuthority is present, andy'a privilege verifier uses a role specification certificate to determine the| privileges
assigned tp the role, at ledstyone of the names in roleAuthority shall be present in the issuer field of that role
specificatipn certificate. If\the privilege verifier used means other than a role specification certificate to defermine the
privileges pssigned todhe role, mechanisms to ensure that those privileges were assigned by an authority named in this
componenf are outsidelthe scope of this Directory Specification.

If roleAuthority is absent, the identity of the responsible authority shall be determined through other means. The
roleSpec(ertidentifier extension in a role assignment certificate is one way to achieve this binding, in the cqse where a
role specification certiticatc was used 1o assign privileges 1o the role.

The roleName component identifies the role to which the holder of this role assignment certificate is assigned. If a
privilege verifier uses a role specification certificate to determine the privileges assigned to that role, this role name
shall also appear in the holder field of the role specification certificate.

When the role attribute is used to populate the holder field of a group attribute certificate, the roleAuthority, if present,
identifies the recognized authorities that are responsible for issuing role assignment certificates to holders who are
members of the group being assigned the attributes in this group attribute certificate. If roleAuthority is absent, the
identity of the responsible authorities to issue the role assignment certificates shall be determined through other means.
The roleName component identifies the role(s) of the group of holders who are being assigned the attributes in this
group attribute certificate. This roleName shall also appear in the attributes field of the role assignment certificates of
the group of holders who are being assigned the attributes in this group attribute certificate. Where more than one role
value is present in roleName, a group member must be assigned all the role values (in one or more role assignment
certificates) in order to be assigned the attributes in this group attribute certificate.
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When the role attribute is used to populate both the holder field and the attributes field, this is a role mapping attribute

certificate.

14.6 Recognition of Authority Model

Figure 5 shows the control model for a single domain X.509 PMI.
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Figure5—The control model for a single domain PM|
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Figure\G} Two federated PMI domains

o
In Figure p, the user, who is a 8%e:n,ber of the TopLeft domain, wishes to access the resources of the BpttomRight

domain. He or she might con he BottomRight domain directly, or his or her request may be relayed by the
gatekeepel] (AEF/PEP) in thc eft domain. Either way, the PDP in the BottomRight domain needs to undgrstand the

ACs issueql by the TopLeft ain, and the BottomRight policy needs to tell the BottomRight PDP whethpr they are
sufficient fo grant acce; he requested resource or not.

The SOA in the t (local) domain (e.g., the BottomRight domain) needs to update its policy so that the SOA of the
remote dofnain (¢:g., the TopLeft domain) becomes trusted or recognized. The local policy can be updated in (at least)
one of two

Taadad ato-thetoes te it making

b) dynamically, by issuing a new supplementary policy that adds additional information to the current
policy. This dynamic addition to the local policy could be by the local SOA issuing a policy AC to the
remote SOA or by the local SOA issuing an administrative role AC to the remote SOA so that the remote
SOA may issue its own policy AC. In both cases, these need to be read in by the local PDP prior to
validating a request from a user of the remote domain.

When the local SOA issues a policy AC to the remote SOA, it may be as follows:

—  the holder field identifies the SOA of the remote domain;

—  the issuer field identifies the local SOA;
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When the

A delegat

the attributes of the AC are the union of all the privilege attributes that the remote SOA is trusted to
issue. If any of these privilege attributes are newly defined roles, then new role specification ACs may
also need to be issued;

basicAttConstraints extension is included with authority set to TRUE to indicate that the remote SOA
is an AA. Path length constraint (pathLenConstraint) is set as appropriate to indicate the length of the
delegation chain that is allowed in the remote domain;

holderNameConstraints may be set to limit the name forms and namespaces in which the remote SOA
can assign privilege attributes to users;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can be
assigned which sets of privilege attributes;

attributeMappings may be set to inform the local PDPs which remotely assigned attributes should be
considered equal to which locally assigned attributes.

bY

ocat SOATSSUTS Al admmiSrative Tote AC 1o the Temote SO, Tty Work as fotows:

)

gd role specification AC comprises:

The local SOA defines an administrative role for the local domain and the permissions)that may be
administered by this administrative role. This may be defined in a role specificatiom)AC in| which the
holder is the administrative role and the attribute is the permission attribute (defified'in 14.8.1 below).
The set of permissions for an administrative role is called the administrative scopé of an administrative
role. These permissions may also be assigned to local roles, so that users/with these local roles will
inherit these permissions. Issuing an administrative role specification AC allows remote admirfistrators to
learn their administrative scope.

The local SOA delegates this administrative role to the remote SOA by issuing a role assignment AC to
the remote SOA containing the assigned administrative role. The_remote SOA may also be [allowed to
delegate the administrative role to other administrators jm\th¢ remote domain, as detefmined by
pathLenConstraint in the basicAttConstraints extension ip-the role assignment AC.

The remote SOA (or subordinate AA) that has been assigned this administrative role is now fecognized
as an entity able to issue two types of delegated policynAC, either a delegated role specificatipn AC or a
delegated attribute mapping AC. In a delegated role specification AC, the remote SOA (or AA) directly
assigns the permissions from the administrative.scope to new remotely defined attributes ag described
below. In a delegated attribute mapping ACynew remotely defined attributes are mapped into existing
local roles as described below.

In order to ensure that the remote SOA(or AA) cannot overstep its delegated authority, the authorization
system has to validate that the privileges stated or implied by a delegated policy AC lie |within the
administrative scope defined forthe administrative role. If they do, the delegated policy AC ip accepted,
and its policy rules become, dynamically incorporated into the local SOA’s policy. If they ¢lo not, the
delegated policy AC is reje¢ted, and its policy rules will be ignored.

the holder is the newly specified remote role;
the issuer field identifies the remote SOA (or AA) of the remote domain that issued this AC;

the attribuges' of the AC are the privileges that will be assigned to users in the remote domajn who are
assigned(the remote role;

holderNameConstraints may be set to limit the name forms and namespaces of the users whijch may be
assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can be

assigned which sets of remotely defined privilege attributes.

A delegated attribute mapping policy AC comprises:

76

the holder and the issuer field identify the remote SOA (or AA) of the remote domain that issued this
AC;

the attributes field is null;

holderNameConstraints may be set to limit the name forms and namespaces of the users which may be
assigned these privilege attributes;

allowedAttributeAssignments may be set to further constrain which groups of remote holders can be
assigned which sets of privilege attributes;

attributeMappings is set to inform the PDP which remotely assigned attributes should be considered
equal to which locally assigned attributes.
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The remote SOA will subsequently issue privilege attribute ACs to end users and/or to AAs in its domain. Whether the
remote AAs are trusted or not, and if trusted, the number of AAs that are allowed in a delegation chain, may be set by
the pathLenConstraint in the AC issued to the remote SOA. The privilege attributes in the ACs issued by the remote
SOA may contain either:

—  permissions that are understood by the PDPs in the local domain; or

—  roles which may or may not be understood by the PDPs in the local domain.

When an AC contains roles that are not understood by the local PDPs, the latter must know how to map these unknown
roles into local permissions. This can be achieved in at least one of four ways. If the local SOA knows what these roles
are likely to be prior to recognizing the remote SOA, then if it issues a policy AC to the remote SOA an attribute
mapping extension can be placed in the policy AC issued to the remote SOA, or alternatively attribute mapping rules
can be added into the policy loaded by the local PDP. If the remote roles are not known prior to recognizing the remote
SOA, the remote SOA will need to either issue an attribute mapping policy AC or place the attribute mapping extension
in the ACs that it issues to its users.

If the remqte SOA issues an attribute mapping policy AC, this should contain:
: a holder and issuer name which is that of the remote SOA;
+ the attributes field is null;

. attributeMappings extension set to describe the attribute mappings.
NOTE + A remote SOA should not issue an attribute mapping AC in which both the holder and attributes are roles, since this
type of fttribute mapping should be issued by the local SOA only.

This attribjite mapping policy AC needs to be made available to the local PDPs at'decision time. This can be done by
either storjng the policy AC in the directory entry of the remote SOA and givirlg the local PDPs read acceds to it (the
pull mode]) or by including the policy AC in the set of ACs presented by th€remote user when accessing the local
resource (the push model).

14.7 ML privilegeinformation attribute

The specification of privileges is generally an application-specific issue that is outside the scope of thi Directory
Specification. While this attribute does not define any specific'ptivilege information, it provides a container pttribute in
which XM|L-encoded privileges can be conveyed in attribut&-Certificates.

xmlPrivilegelnfo ATTRIBUTE ::={
WITH SYNTAX UTF8String --contains XML-encoded privilege information
ID id-at-xMLPrivilegelnfo }

The XML gchema for the role attribute typg-ean be defined either with ASN.1 or with XSD.
The XML fontained within the UTF8String needs to be self-identifying.

The following is an ASN.1 schema defining an XML role attribute type. It is followed by an XSD specification for the
same attrifute type, and by an@xample XML instance. The example instance is a valid instance for both the ASN.1 and
the XSD s¢hema instances, and can be validated by either ASN.1 or XSD tools.

The example schema defines a role attribute with an ID, an issuing authority and the name of the role.

CERTIFICATE-ATTRIBUTE DEFINITIONS ::=

BEGIN
Role ::= [UNCAPITALIZED] SEQUENCE {
id [ATTRIBUTE] XML-ID.
authorities SEQUENCE (1..MAX) OF
authority UTF8String,
name UTF8String }

XML-ID ::= UTF8String
END
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The following XSD schema is an alternative (exactly equivalent) definition:

<schema xmlins="http://www.w3.0rg/2000/08/XMLSchema" >
<element name="role">
<attribute name="id" type="I1D"/>
complexType>
<sequence>

<element name="authorities">

<complexType>

<sequence>

<element name="authority" type="string" minOccurs="1" maxOccurs="*"/>

</sequence>

</complexType>
</element>
<element name="name" type="string"/>

</seq

</complexType>
</element>
</schemap

An example of an instance conforming to the above schema definitions, that would be a value of the xMLPr
attribute tyjpe would be:

<role id="[123" xmIns="http://lwww.example.org/certificates/attribute">
<authoritigs>

<authority>Fictitious Organization</authority>

</authoritjes>

<name>mpnager</name>

</role>

14.8 Pérmission attribute and matching rule

14.8.1 Permission attribute

This attribfite defines a general permission, which is an operation on an object, e.g. a read operation on a file
specificatipn of values for the operations or objects is qufside the scope of this Directory Specification. N¢
names of Hoth operations and objects are case sensitive.

permission ATTRIBUTE ::={
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch

ID

DualStringSyntax ::= SEQUENCE+{

operation
object

The permision attribute is intended to be used to populate the attributes field of an attribute certificate
intended fgr storing as.an-attribute of a directory entry.

14.8.2

The dualS}ringMatch matching rule is a case sensitive matching rule and is defined as follows:

lence>

id-at-permission }

[O] UnboundedDirectoryString,
[1] UnboundedDirectoryString }

Dual string'matching rule

vilegelnfo

bbject. The
te that the

and is not

dualStringMatch MATCHING-RULE ::= {

SY
ID

NTAX DualStringSyntax
id-mr-dualStringMatch }

The dualStringMatch matching rule performs a case sensitive comparison for equality between a pair of presented
strings and an attribute value of type DualStringSyntax, in which the first presented string is the operation and the
second presented string is the object.

15

Privilege management certificate extensions

The following certificate extensions may be included in certificates for purposes of privilege management. Along with
the definition of the extensions themselves, the rules for certificate types in which the extension may be present are also

provided.
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With the exception of the SOA identifier extension, any of the extensions that may be included in a public-key
certificate shall only be included if that public-key certificate is one that assigns privilege to its subject (i.e., the
subjectDirectoryAttributes extension shall be present). If any of these extensions is present in a public-key certificate,
that extension applies to ALL privileges present in the subjectDirectoryAttributes extension.

Revocation lists used to publish revocation notices for attribute certificates (ACRLs and AARLs) may contain any CRL
or CRL entry extensions as defined for use in CRLs and CARLs in Section 2 of this Directory Specification.
This clause specifies extensions in the following areas:

a) Basic privilege management: These certificate extensions convey information relevant to the assertion of
a privilege.

b) Privilege revocation: These certificate extensions convey information regarding location of revocation
status information.

¢) Source of Authority: These certificate extensions relate to the trusted source of privilege assignment by a
veritier for a given resource.

d) Roles: These certificate extensions convey information regarding location of related rele)specification
certificates.

q) Delegation: These certificate extensions allow constraints to be set on subsequent delegation ¢f assigned
privileges.

f)  Recognition of Authority: These certificate extensions allow PMIs to be federated together.

151 Basic privilege management extensions

1511 Requirements

The following requirements relate to basic privilege management:
d) Issuers need to be able to place constraints on the time{during which a privilege can be asserted;
B) Issuers need to be able to target attribute certificates to specific servers/services;

d) It may be necessary for issuers to convey information intended for display to privilege asserters and/or
privilege verifiers using the certificate;

d) Issuers may need to be able to place constraints on the privilege policies with which the assigned
privilege can be used.

q) Issuers may need to be able to issue'an AC that can only be asserted once within its lifetime.
f) Issuers may need to be able( to”issue privilege attributes to a group of entities that share p common
property.

15.1.2 Basic privilege management extension fields

The following extension fieldsare-defined:

d) Time specification;

) Targetinginformation;

qd) Userinaotice;

d)  Acceptable privilege policies;
q)\Nndirect issuer;

f) Sngleuseg

g) Group AC.

15.1.2.1 Time specification extension

15.1.2.1.1 Time specification extension definition

The time specification extension can be used by an AA to restrict the specific periods of time during which the
privilege, assigned in the certificate containing this extension, can be asserted by the privilege holder. For example, an
AA may issue a certificate assigning privileges which can only be asserted between Monday and Friday and between
the hours of 9:00 a.m. and 5:00 p.m.. Another example, in the case of delegation, might be a manager delegating signing
authority to a subordinate for the time that the manager will be away on vacation.
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This field is defined as follows:

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to
entities that may act as privilege asserters, including other AAs and end-entities. This extension shall not be included in
certificates that contain the SOA identifier extension or in certificates issued to AAs that may not also act as privilege
asserters.

If this extension is present in a certificate issued to an entity that is an AA, it applies only to that entity's assertion of the
privileges contained in the certificate. It does not impact the time period during which the AA is able to issue
certificates.

Because this extension is effectively specifying a refinement on the validity period of the certificate that contains it, this
extension ghall be marked critical (i.e., the issuer, by including this extension, is explicitly definingthg privilege
assignmen} to be invalid outside the time specified).

If this extepsion is present, but not understood by the privilege verifier, the certificate shall be rejected,

15.1.2.1.2| Time specification matching rule

The time |specification matching rule compares for equality a presented value witlhDan attribute valge of type
Attributedertificate.

timeSpecificationMatch MATCHING-RULE ::= {
SYINTAX TimeSpecification
ID id-mr-timeSpecMatch }

This matching rule returns TRUE if the stored value contains the timeSpecification extension and if comppnents that
are presen{ in the presented value match the corresponding components\of the stored value.

15.1.2.2 Targeting information extension

The targeting information extension enables the targeting of an attribute certificate to a specific set of servefs/services.
An attribufe certificate that contains this extension should\onty be usable at the specified servers/services.

This field {s defined as follows.

targetinglnformation EXTENSION ::={
SYINTAX SEQUENCESIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetinformation }

Targets :]J= SEQUENCE SIZE (1..MAX) OF Target

Target ::4 CHOICE {

targetName [e] GeneralName,
targetGroup [4] GeneralName,
targetCert 2] TargetCert }
TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
cer{Digé€stinfo ObjectDigestinfo OPTIONAL }

The targetName component, if present, provides the name of target servers/services for which the containing attribute
certificate is targeted.

The targetGroup component, if present, provides the name of a target group for which the containing attribute
certificate is targeted. How the membership of a target within a targetGroup is determined is outside the scope of this
Directory Specification.

The targetCert component, if present, identifies target servers/services by reference to their certificate.

This extension may be present in attribute certificates issued by AAs, including SOAs, to entities that may act as
privilege asserters, including other AAs and end-entities. This extension shall not be included in public-key certificates
or in attribute certificates issued to AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's
assertion of the privileges contained in the certificate. It does not impact the AA ability to issue certificates.
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This extension is always critical.

If this extension is present, but the privilege verifier is not among those specified, the attribute certificate should be
rejected.

If this extension is not present, then the attribute certificate is not targeted and may be accepted by any server.

15.1.2.3 User notice extension

The user notice extension enables an AA to include a notice that should be displayed to the holder, when asserting their
privilege, and/or to a privilege verifier when making use of the attribute certificate containing this extension.

This field is defined as follows:

userNotice EXTENSION ::={
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTEIED BY id_r‘n_nenrl\lnfir‘n}

This exterfsion may be present in attribute certificates or public-key certificates issued by AAs, incliding SOAs, to
entities thdt may act as privilege asserters, including other AAs and end-entities. This extension shalltet be {ncluded in
certificateq that contain the SOA identifier extension or in certificates issued to AAs that may notalso act ds privilege
asserters.

If this extension is present in a certificate issued to an entity that is an AA, it applies only tovthat entity's asseftion of the
privileges fontained in the certificate. It does not impact the AA ability to issue certificates.

This extenfion may, at the option of the certificate issuer, be either critical or non-critical.

If this ext¢nsion is flagged critical, the user notices shall be displayed to a privilege verifier each time a privilege is
asserted. If the privilege asserter supplies the attribute certificate to the privilege verifier (i.e., the privilege verifier does
not retrievg it directly from a repository), the user notices shall also be displayed to the privilege asserter.

If this extgnsion is flagged non-critical, the privilege asserted in the certificate may be granted by a privildge verifier
regardless jof whether or not the user notices were displayed to the privilege asserter and/or privilege verifier.

15.1.2.4 Acceptable privilege policies extension

The accepfable privilege policies field is used to constrain‘the assertion of the assigned privileges for use with a specific
set of privilege policies.

This field {s defined as follows:

acceptablePrivilegePolicies EXTENSION.;j= §
SYINTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }

AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

This exterfsion may be present-in attribute certificates or public-key certificates issued by AAs, including SOAs, to
other AAs| or to end-entities:”If this extension is contained in a public-key certificate it relates only to tHe subject's
ability to afct as a privilege asserter for the privileges contained in the subjectDirectoryAttributes extension.

If present, [this extension shall be flagged critical.

If this extension.is present and the privilege verifier understands it, the verifier shall ensure that the privilege [policy that
these privi|eges are being compared to is one of those identified in this extension.

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.

15.1.25 Single use extension

In some scenarios, an AA may wish to issue an AC that can only be asserted once to a relying party within the lifetime
of the AC. The singleUse extension is defined as follows:

singleUse EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-singleUse }

This extension may be present in ACs issued by AAs and SOAs to end-entities. This extension shall not be included in
public-key certificates or in attribute certificates issued to AAs.

This extension is always critical.
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Any relying party that accepts a singleUse AC should keep a record of at least the issuer and serial number of the AC,
until after the expiry date of the AC in order to ensure that the holder cannot use the AC again. Ideally all relying parties
for which the AC is valid should have a coordination capability to ensure that the holder is not able to use the
singleUse certificate with multiple relying parties. Alternatively the issuer of the singleUse AC should include a
targetingIinformation extension in the AC to limit the relying parties at which the AC is valid.

15.1.2.6 Group AC extension

In some scenarios it might be required for an AA to issue an AC to a group of entities that share a common property, for
example, a set of web servers or a team of people, rather than to a single entity. Each group AC may be flagged as such
by adding the group AC extension into the AC.

groupAC EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-groupAC }

This extenfion may or may not be critical. This extension shall only be added to end-entity ACs, and not to.;AA ACs or
PKCs.

152 Privilege revocation extensions

15.21 Requirements

The following requirements relate to revocation of attribute certificates:

d) In order to control CRL sizes, it may be necessary to assign subsets '0f the set of all certificatep issued by
one AA to different CRLs;

B) Attribute certificate issuers need to be able to indicate, incanattribute certificate, that no [revocation
information is available for that certificate.

15.2.2  Privilege revocation extension fields
The following extension fields are defined:

) CRL distribution points;

) No revocation information.

o

15.2.2.1 C€RL distribution points extension

The CRL (istribution points extension is defified in Section 2 of this Directory Specification, for use in [public-key
certificated. This field may also be included.in"an attribute certificate. It may be present in certificates issugd to AAs,
including $OAs, as well as certificates issued to end-entities.

If present fin a certificate, a privilege verifier shall process this extension in exactly the same manner as dgscribed in
Section 2 flor public-key certificates:

15.2.2.2 INorevocation infor mation extension

In some efvironmentsAg:g:, where attribute certificates are issued with very short validity periods), there may not be a
need to reyoke certificates. An AA may use this extension to indicate that revocation status information is ngt provided
for this attfibute eertificate. This field is defined as follows:

noRevAVEik EXTENSION ::= {
SY M NFAX NI

IDENTIFIED BY id-ce-noRevAvail }

This extension may be present in attribute certificates issued by AAs, including SOAs, to end-entities. This extension
shall not be included in public-key certificates or in attribute certificates issued to AAs.

This extension is always non-critical.

If this extension is present in an attribute certificate, a privilege verifier need not seek revocation status information.

15.3 Sour ce of Authority extensions

1531 Requirements

The following requirements relate to Sources of Authority:

a) Insome environments there is a need for tight control, by a CA, of the entities that can act as SOAs;
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available by the responsible SOAs.

15.3.2 SOA extension fields

The following extension fields are defined:
a) SOAidentifier;
b) Attribute descriptor.

15.3.2.1 SOA identifier extension

153211

SOA identifier extension definition

There is a need to make the valid syntax definitions and domination rules for privilege attributes

The SOA identifier extension indicates that the certificate subject may act as an SOA for purposes of privilege
management. As such, the certificate subject may define attributes that assign privilege, issue attribute descriptor

certificates
assign priy
subjectDif

In some et

ilege to holders. Those subsequent certificates may be attribute certificates or public-key certific
ectoryAttributes extension containing the privileges.

jvironments, this extension is not required and other mechanisms may be used to determine the d

may act as|SOAs. This extension is required only in environments where tight centralized contsol‘by a CA is
manage the entities that act as SOAs.
This field {s defined as follows:
sOAldentifier EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-sOAldentifier }
If this extdnsion is not present in a certificate, the subject/holder ability to-act as an SOA shall be determing
means.
This field|may only be present in a public-key certificate isstied' to an SOA. It shall not be included 1§
certificated or public-key certificates issued to other AAs or toend-entity privilege holders.
Cross-certffication applies only to public-key certificatesvand not to attribute certificates. Therefore, a cross|
issued to the CA that is the issuer of a certificate contairiing the SOA identifier extension does not provid
trust to thel SOA identified in this extension.
This extenpion is always non-critical.
15.3.2.1.2| SOA identifier matchingrule
The SOA {dentifier matching rule compares a presented value with an attribute value of type Certificate.
sOAldentifierMatch MATCHING=RULE ::={

SYNTAX NULL

ID id-mr-s©AldentifierMatch }

This matcljing rule retirns TRUE if the stored value contains an SOA Identifier extension.

15.3.2.2 Attributedescriptor extension

153221

for those attributes and use the private-key corresponding to the certified public-key to issue certificates that

htes with a

ntities that
required to

d by other

n attribute

Lcertificate
b transitive

Attribute descriptor extension definition

The definition of a privilege attribute, and the domination rules governing subsequent delegation of that privilege, are
needed by privilege verifiers to ensure that authorization is done correctly. These definitions and rules may be provided
to privilege verifiers in a variety of ways outside the scope of this Directory Specification (e.g., they may be locally
configured at the privilege verifier).

This extension provides one mechanism that can be used by an SOA to make privilege attribute definitions and
associated domination rules available to privilege verifiers. An attribute certificate that contains this extension is called
an attribute descriptor certificate and is a special type of attribute certificate. Although syntactically identical to an
AttributeCertificate, an attribute descriptor certificate:

—  contains an empty SEQUENCE in its attributes field;

—  is a self-issued certificate (i.e., the issuer and holder are the same entity); and

— includes the attribute descriptor extension.
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This field is defined as follows:

attributeDescriptor EXTENSION ::= {
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor } }
AttributeDescriptorSyntax ::= SEQUENCE {
identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(1..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier}

Attributeldentifier ::= ATTRIBUTE.&id({AttributelDs})

AttributelDs _ATTRIBUTE ::= {...}

AttributeN
Attributel

PrivilegeP
pri
pri

The identi

type.

ame ::= UTF8String (SIZE(1..MAX))

escription ::= UTF8String(SIZE(1..MAX))

olicyldentifier ::= SEQUENCE {
ilegePolicy PrivilegePolicy,
PolSyntax InfoSyntax }

ier component of a value of the attributeDescriptor extension is the objeét/identifier identifying t

The attribliteSyntax component contains the ASN.1 definition of the attribute's-syntax. Such an ASN.1 defi

be given §
Rec. X.50

The name
The descr

The domin
correspong
that contai
or a pointg
also be in¢

This exten
certificateq

This exten

The attriby
type, is a
infrastructy
attributeD

15.3.2.2.2
The attrib

s specified for the information component of the Matching Rules operational attribute defined
| ISO/IEC 9594-2.

component optionally contains a user-friendly name by which the attribute may be recognized.
ption component optionally contains a user-friendly.description of the attribute.

ationRule component specifies, for the attribute,hat it means for a delegated privilege to be "leq
ing privilege held by the delegator. The privilegePolicy component identifies the instance of privi
hs the rules, by its object identifier. The pfivPolSyntax component contains either the privilege p
r to a location where it can be located.\[f a pointer is included, an optional hash of the privilege
luded to allow an integrity check on the referenced privilege policy.

sion may only be present in attribute descriptor certificates. This extension shall not be present in
or in attribute certificates other'than self-issued certificates of SOAs.

sion shall always be noniscritical.

te descriptor certificate, created by the SOA at the time of creation/definition of the correspondir
means by which“the universal constraint of delegating "down" can be understood and enfor
ire. In the."Directory, attribute certificates that contain this extension would be stor
bscriptorCeftificate attribute of the SOA's directory entry.

Attribute descriptor matching rule

he attribute

hition shall
in ITU-T

s than" the
ege policy
olicy itself
policy can

public-key

g attribute

ced in the
td in the

ite\descriptor matching rule compares for equality a presented value with an attribute valye of type

AttributeCertificate.

attDescriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax

ID

id-mr-attDescriptorMatch }

This matching rule returns TRUE if the stored value contains the attributeDescriptor extension and if components that
are present in the presented value match the corresponding components of the stored value.
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15.4 Role extensions

154.1 Requirements

The following requirement relates to roles:

— If a certificate is a role assignment certificate, a privilege verifier needs to be able to locate the
corresponding role specification certificate that contains the specific privileges assigned to the role itself.

15.4.2 Roleextension fields

The following extension field is defined:

—  Role specification certificate identifier.

15.4.2.1 Role specification certificate identifier extension

15.4.2.1. 1 [ROfe Specification ceruticate identitier extension delinition

This extension may be used by an AA as a pointer to a role specification certificate that contains the-assjgnment of
privileges o a role. It may be present in a role assignment certificate (i.e., a certificate that contains the yole aftribute).

A privileg¢ verifier, when dealing with a role assignment certificate, needs to obtain the set of privileges of that role in
order to determine whether to pass or fail the verification. If the privileges were assigned to the rold in a role
specificatipn certificate, this field may be used to locate that certificate.

This field {s defined as follows:
roleSpec(ertldentifier EXTENSION ::= {

SYINTAX RoleSpecCertldentifierSyntax

IDENTIFIED BY { id-ce-roleSpecCertldentifier } }
RoleSpec(ertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF ReleSpecCertldentifier

RoleSpecCertldentifier ::= SEQUENCE {

rolgName [O] GeneralName,
rolgCertlssuer [1] GeneralName,
rolgCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
rolg¢CertLocator [3] GeneralNames OPTIONAL }

The roleName identifies the role. This name would be the same as that in the holder component ¢f the role
specificatipn certificate being referenced by this-extension.

The roleCegrtlssuer identifies the AA that issued the referenced role specification certificate.

The roleCgrtSerialNumber, if present, ¢ontains the serial number of the role specification certificate. Note| that if the
privileges pssigned to the role itself‘change, then a new role specification certificate would be issued to th¢ role. Any
certificateq that contain this extefision, including the roleCertSerialNumber component, would then need to e replaced
by certifichtes that referenced ‘the new serial number. Although this behaviour is required in some environments, it is
undesirablg in many othess. Fypically, this component would be absent, enabling automatic updating of thq privileges
assigned tq the role itselfiiwithout impacting the role assignment certificates.

The roleCértLocator, if present, contains information that can be used to locate the role specification certificjte.

This exterfsion‘may be present in role assignment certificates that are attribute certificates or public-key fertificates
issued by AASyincluding SOAs, to other AAs or to end-entity privilege holders. This extension shall not be {ncluded in
certificates that contain the SOA identifier extension.

If present, this extension can be used by a privilege verifier to locate the role specification certificate.

If this extension is not present, either:
a) other means will be used to locate the role specification certificate; or

b) mechanisms other than a role specification certificate were used to assign privileges to the role (e.g., role
privileges may be locally configured at the privilege verifier).

This extension is always non-critical.
15.4.2.1.2 Role specification certificate ID matching rule

The role specification certificate identifier matching rule compares for equality a presented value with an attribute value
of type AttributeCertificate.
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roleSpecCertldMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertldentifierSyntax
ID id-mr-roleSpecCertldMatch }

This matching rule returns TRUE if the stored value contains the roleSpecCertldentifier extension and if components
that are present in the presented value match the corresponding components of the stored value.

155 Delegation extensions

155.1 Requirements

The following requirements relate to delegation of privileges:

a) End-entity privilege certificates need to be distinguishable from AA certificates, to protect against end-
entities establishing themselves as AAs without authorization. It also needs to be possible for an AA to
limit the length of a subsequent delegation path;

) An AA needs to be able to specify the appropriate name space within which delegation of-prjvilege can
occur. Adherence to these constraints needs to be checkable by the privilege verifier;

q) An AA needs to be able to specify the acceptable certificate policies that privilege asserters fufther down
a delegation path shall use to authenticate themselves when asserting a privilege delegation by|this AA;

d) A privilege verifier needs to be able to locate the corresponding attribute(eertificate for ap issuer to
ensure that the issuer had sufficient privilege to delegate the privilege in the-current certificate

q¢) There is a requirement for an independent Delegation Service (DS) to-issue certificates that delegate
privileges, whilst the DS server cannot itself act as a claimant for those privileges;

f) An independent Delegation Service may wish to insert the nam€ of the authority that redquested the
privilege assertion to be issued.

155.2 [Delegation extension fields

The following extension fields are defined:

d) Basdic attribute constraints;

) Delegated name constraints;
q) Acceptable certificate policies;
d) Authority attribute identifier;
d) Indirect Issuer;

f)  Issued on behalf of;
¢) Noassertion.

15.5.2.1 Basic attribute constraints extension

15.5.2.1.1| Basic attributecorstraints extension definition

This field |ndicates whether subsequent delegation of the privileges assigned in the certificate containing thi$ extension
is permittefd. If so, adelegation path length constraint may also be specified.

This field {s defined as follows:

basicAttCpnstraints EXTENSION ::= {

SYNTAX BasicAttConstraintsSyntax

IDENTIFIED BY { id-ce-basicAttConstraints } }
BasicAttConstraintsSyntax ::= SEQUENCE {

authority BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }

The authority component indicates whether or not the holder is authorized to further delegate privilege. If authority is
TRUE the holder is also an AA and is authorized to further delegate privilege, dependent on relevant constraints. If
authority is FALSE, the holder is an end-entity and is not authorized to delegate the privilege.

The pathLenConstraint component is meaningful only if authority is set to TRUE. It gives the maximum number of
AA certificates that may follow this certificate in a delegation path. Value 0 indicates that the subject of this certificate
may issue certificates only to end-entities and not to AAs. If no pathLenConstraint field appears in any certificate of a
delegation path, there is no limit to the allowed length of the delegation path. Note that the constraint takes effect
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beginning with the next certificate in the path. The constraint controls the number of AA certificates between the AA
certificate containing the constraint and end-entity certificate. The constraint restricts the length of the segment of the
delegation path between the certificate containing this extension and the end-entity certificate. It has no impact on the
number of AA certificates in the delegation path between the trust anchor and the certificate containing this extension.
Therefore, the length of a complete delegation path may exceed the maximum length of the segment constrained by this
extension. The constraint controls the number of AA certificates between the AA certificate containing the constraint
and the end-entity certificate. Therefore the total length of this segment of the path may exceed the value of the
constraint by as many as two certificates. (This includes the certificates at the two endpoints of the segment plus the AA
certificates between the two endpoints that are constrained by the value of this extension.)

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to
other AAs or to end-entities. This extension shall not be included in certificates that contain the SOA identifier
extension.

If this extension is present in an attribute certificate, and authority is TRUE, the holder is authorized to issue subsequent
attribute cdttiTicates delegating the contained privileges to other entities, but not public-Key certilicates.

If this extension is present in a public-key certificate, and if the basicConstraints extension indicates that'th¢ subject is
also a CA| the subject is authorized to issue subsequent public-key certificates that delegate these'privileges to other
entities, byt not attribute certificates. If a path length constraint is included, the subject may only delegate|within the
intersectiop of the constraint specified in this extension and any specified in the basicConstraints extensjon. If this
extension {s present in a public-key certificate but the basicConstraints extension is absentforindicates that the subject
is an end-gntity, the subject is not authorized to delegate the privileges.

This extenfion may, at the option of the certificate issuer, be either critical or non-cFritieal. It is recommendef that it be
flagged critical, otherwise a holder that is not authorized to be an AA may issue-cettificates and the privilgge verifier
may unwitfingly use such a certificate.

If this extepsion is present and is flagged critical, then:

+  if the value of authority is not set to TRUE, then the.delegated attribute shall not be used to further
delegate;

if the value of authority is set to TRUE and pathtenConstraint is present, then the privilgge verifier
shall check that the delegation path being processed is consistent with the value of pathLenCopstraint.

If this extdnsion is present, flagged non-critical, and is net-recognized by the privilege verifier, then that sysem should
use other rheans to determine if the delegated attributemay be used to further delegate.

If this extension is not present, or if the extensionis present with an empty SEQUENCE value, the holder is ¢onstrained
to being oply an end-entity and not an attribute-authority and no delegation of the privileges contained in the attribute
certificate fis permitted by the holder.

15.5.2.1.2| Basic attribute constraints matching rule

The basic [attribute constraints matehing rule compares for equality a presented value with an attribute value of type
Attributedertificate.

basicAttCpnstraintsMatch, MATCHING-RULE ::= {
SYINTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matching fule returns TRUE if the stored value contains the basicAttConstraints extension and if cpmponents
that are pr¢sent in the presented value match the corresponding components of the stored value.

15.5.2.2 Delegated name constraints extension

155.2.2.1 Delegated name constraints extension definition

The delegated name constraints field indicates a name space within which all holder names in subsequent certificates in
a delegation path need to be located.

This field is defined as follows:

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This extension is processed in the same manner as the nameConstraints extension for public-key certificates. If
permittedSubtrees is present, of all the attribute certificates issued by the holder AA and subsequent AAs in the
delegation path, only those attribute certificates with holder names within these subtrees are acceptable. If
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excludedSubtrees is present, any attribute certificate issued by the holder AA or subsequent AAs in the delegation
path that has a holder name within these subtrees is unacceptable. If both permittedSubtrees and excludedSubtrees
are present and the name spaces overlap, the exclusion statement takes precedence.

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to
other AAs. This extension shall not be included in certificates issued to end-entities or certificates that contain the SOA
identifier extension.

If this extension is present in a public-key certificate, and if the nameConstraints extension is also present, the subject
may only delegate within the intersection of the constraint specified in this extension and that specified in the
nameConstraints extension.

This extension may, at the option of the attribute certificate issuer, be either critical or non-critical. It is recommended
that it be flagged critical, otherwise an attribute certificate user may not check that subsequent attribute certificates in a
delegation path are located in the name space intended by the issuing AA.

15.5.2.2.2| Delegated name constraints matching rule

The delegdted name constraints matching rule compares for equality a presented value with an attribute value of type
Attributeertificate.

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch }

This matching rule returns TRUE if the stored value contains the attributeNameConstraints extensjon and if
components that are present in the presented value match the corresponding components of the stored value.

15.5.2.3 Acceptable certificate policies extension

15.5.2.3.1| Acceptable certificate policies extension definition

The accepjtable certificate policies field is used, in delegation with”attribute certificates, to control the [acceptable
certificate policies under which the public-key certificates for subsequent holders in a delegation path need tq have been
issued. By| enumerating a set of policies in this field, an AAxis’requiring that subsequent issuers in a delegation path
only deledate the contained privileges to holders that havie)public-key certificates issued under one or njore of the
enumeratefl certificate policies. The policies listed here dre not policies under which the attribute certificate was issued,
but policiep under which acceptable public-key certificates for subsequent holders need to have been issued.

This field {s defined as follows:

acceptableCertPolicies EXTENSION ::=3{
SYINTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-cefacceptableCertPolicies }

AcceptableCertPoliciesSyntax $:="'SEQUENCE SIZE (1..MAX) OF CertPolicyld

CertPolicyld ::= OBJECT IDENTIFIER

This exterfsion may efnly be present in attribute certificates issued by AAs, including SOAs, to other [AAs. This
extension ghall not(bg“included in end-entity attribute certificates or in any public-key certificates. In the case of
delegation|using public-key certificates, this same functionality is provided by the certificatePolicies and other related
extensions

s 4 : Toatdaa il RIBURTEIUN
If present, s CXIenstomr sSnatoc-rraggeacritrear:

If this extension is present and the privilege verifier understands it, the verifier shall ensure that all subsequent privilege
asserters in the delegation path are authenticated with a public-key certificate under one or more of the enumerated
certificate policies.

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.

15.5.2.3.2 Acceptable certificate policies matching rule

The acceptable certificate policies matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

acceptableCertPoliciesMatch MATCHING-RULE ::={

SYNTAX AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }
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This matching rule returns TRUE if the stored value contains the acceptableCertPolicies extension and if components
that are present in the presented value match the corresponding components of the stored value.

15.5.2.4 Authority attribute identifier extension

15.5.2.4.1 Authority attribute identifier extension definition

In privilege delegation, an AA that delegates privileges shall itself have at least the same privilege and the authority to
delegate that privilege. An AA that is delegating privilege to another AA or to an end-entity may place this extension in
the AA or end-entity certificate that it issues. The extension is a back pointer to the certificate in which the issuer of the
certificate containing the extension was assigned its corresponding privilege. The extension can be used by a privilege
verifier to ensure that the issuing AA had sufficient privilege to be able to delegate to the holder of the certificate
containing this extension.

This field is defined as follows:

authorityAttributeldentifier EXTENSION ::= {
SYINTAX AuthorityAttributeldentifier Syntax
IDENTIFIED BY { id-ce-authorityAttributeldentifier } }

AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttld

AuthAttld|::= IssuerSerial

A certificdte that contains this extension may include delegation of multiple privilegés to the certificate hollder. If the
assignmen} of those privileges to the AA that issued this certificate was done inynore than one certificat¢, then this
extension yould include more than one pointer.

This extenfion may be present in attribute certificates or public-key certificates issued by AAs to other AA{ or to end-
entity privilege holders. This extension shall not be included in certificates issued by an SOA or in [public-key
certificateq that contain the SOA identifier extension.

This extenfion is always non-critical.

15.5.2.4.2| AA identifier matching rule

The authofity attribute identifier matching rule comparesfor equality a presented value with an attribute vaJue of type
Attributedertificate.

authAttildMatch MATCHING-RULE ::= {
SYINTAX AuthorityAttributeldentifier Syntax
ID id-mr-authAttidMatch,}

This matching rule returns TRUE if the stored value contains the authorityAttributeldentifier extensjon and if
componenfs that are present in the presénted value match the corresponding components of the stored value.

15.5.25 |Indirect issuer extension

In some erjvironments, privilege may be delegated indirectly. In such cases, the delegator requests that a DS derver issue
a certificatle delegating-privilege on their behalf to another entity. The indirect issuer field is used in either gn attribute
certificate pr a public=Key certificate issued to a DS server by an SOA. Presence of this extension means that the subject
AA (the DS serverhis authorized by that SOA to act as a proxy and issue certificates that delegate privilege, on behalf
of other ddlegators.

indirectlsster-EXTENSION—=
SYNTAX NULL
IDENTIFIED BY id-ce-indirectlssuer }

This extension is always non-critical.

The presence of this extension within an attribute certificate may be determined by applying the
extensionPresenceMatch matching rule.

15.5.2.6 |ssued on behalf of extension

This extension is inserted into an AC by an indirect issuer (DS server). It indicates the AA that has requested the DS
server to issue the AC, and allows the delegation chain to be constructed and validated.
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issuedOnBehalfOf EXTENSION ::= {
SYNTAX GeneralName
IDENTIFIED BY id-ce-issuedOnBehalfOf }

The GeneralName is the name of the AA who has asked the indirect issuer (DS server) to issue this AC.

The issuer of this AC must have been granted the privilege to issue ACs on behalf of other AAs by an SOA, through the
Indirectlssuer extension in its AC.

This extension may be critical or non-critical as necessary to ensure delegation path validation.

15.5.2.7 No assertion extension

If present, this extension indicates that the AC holder cannot assert the privileges indicated in the attributes of the AC.
This field can only be inserted into AA ACs, and not into end-entity ACs. If present, this extension shall always be
marked as being critical.

noAssertipn EXTENSION ::= {
SYINTAX NULL
IDENTIFIED BY id-ce-noAssertion }

156  Recognition of Authority Extensions

15.6.1 Requirements

The followfing requirements relate to recognition of authority:

d) the local SOA may wish to specify how attributes assigned in_a{rémote domain are mapped into roles
known to relying parties in the local domain;

B) the local SOA may want to constrain which privilege attuibutes a remote SOA is trusted t¢ assign to
which users;

q) the local SOA may need to be able to constrain thedqame forms and name spaces within whidh a remote
SOA can assign privilege attributes to users.

15.6.2 RROA extension fields

The following extension fields are defined:

d) Allowed attribute assignments;

) Attribute mappings;

¢) Holder name constraints.

15.6.2.1 Allowed attribute assignments extension

This extenpion says which privilege attributes a remote domain SOA is trusted to issue to whom.

allowedAtfributeAssignments EXTENSION ::= {

SYINTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttAss }
AllowedAftributeAssignments ::= SET OF SEQUENCE {
attrjbutes [0] SET OF CHOICE {
attributeType [0] AttributeType,
attriuteTypeandvatoes 1} Attribute{SupportedAttributesi T
holderDomain [1] GeneralName }

Each allowed attribute assignment comprises a set of attribute types and/or values, together with the name space which
defines the holder domain. Of the name forms available through the GeneralName type, only those name forms that
have a well-defined hierarchical structure may be used for the holder domain. The value that is specified for the holder
domain forms the superior node of a subtree within which all the holder names must fall.

All the allowed attributes specified in this extension should also be specified in the attributes component of the attribute
certificate. If an attribute is specified in this extension, but it is not in the attributes component, then it is ignored (i.e. it
is not trusted). If an attribute is in the attributes component, but not in this extension, then it is trusted and has no further
constraints on the holders to which it can be issued (other than that which might optionally be specified in the name
constraints extension).

If this extension is present, it shall be flagged as being critical.

90 ITU-T Rec. X.509 (11/2008)


https://iecnorm.com/api/?name=68384a452202f8e1498b1712d973b276

I SO/IEC 9594-8:2008 (E)

15.6.2.2 Attribute mappings extension

This extension says how the attributes in the remote, trusted domain map into attributes in the local domain.

attributeMappings EXTENSION ::= {
SYNTAX AttributeMappings
IDENTIFIED BY id-ce-attributeMappings }
AttributeMappings ::= SET OF CHOICE {
typeMappings [0] SEQUENCE {
local [0] AttributeType,
remote [1] AttributeType},
typeValueMappings[1] SEQUENCE {
local [O] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue} }

An attribu
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permittedSubtrees \[0] GeneralSubtrees,

exdludedSubtrees [1] GeneralSubtrees OPTIONAL }
GeneralSybtreest:*= SEQUENCE SIZE (1..MAX) OF GeneralSubtree
GeneralSybtreé ::= SEQUENCE {

base GeneraiName,

minimum [0] BaseDistance DEFAULT 0,

maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

The permittedSubtrees and excludedSubtrees components each specify one or more naming subtrees of one or more
name forms. Each subtree is defined by the name of the root of the subtree, i.e. the base component, and, optionally,

within that

subtree, an area that is bounded by upper and/or lower levels.

An empty DN sequence is equivalent to a wildcard and means that all DNs fall within the subtree.

The minimum component specifies the upper bound of the area within the subtree. All names whose final name
component is above the level specified are not contained within the area. A value of minimum equal to zero (the
default) corresponds to the base, i.e. the top node of the subtree. For example, if minimum is set to one, then the naming
subtree excludes the base node but includes subordinate nodes.

ITU-T Rec. X.509 (11/2008)

91


https://iecnorm.com/api/?name=68384a452202f8e1498b1712d973b276

| SO/IEC 9594-8:2008 (E)

The maximum component specifies the lower bound of the area within the subtree. All names whose last component is
below the level specified are not contained within the area. A value of maximum of zero corresponds to the base, i.c.
the top of the subtree. An absent maximum component indicates that no lower limit should be imposed on the area
within the subtree. For example, if maximum is set to one, then the naming subtree excludes all nodes except the
subtree base and its immediate subordinates.

The permittedSubtrees component is used to reduce the constraints placed on the name spaces of one or more name
forms. Since the entire name space of each form is automatically fully excluded when this extension appears in an AA
certificate, the permittedSubtrees component describes the name space(s) that is(are) permitted. If an entire name
space of a particular name form is to be permitted, this is achieved by setting the base component to the root of the
name space.

The optional excludedSubtrees component is used to exclude one or more subordinate subtrees from the
permittedSubtrees. For example, if in the X.500 distinguished name space, the subtree C=GB is permitted, but the
subtrees C=GB, O=XYZ and C=GB, O=ABC are not permitted, then the permittedSubtrees will be set to C=GB and
the excludedSubtrees will be set to C=GB, U= and C=GB, U= . € excludedsubtirees is pregent and its
name spacps overlap with the permittedSubtrees, the excludedSubtrees statement takes precedence.

All holder] names in subsequent ACs in a certification path shall be located in the permitted name” spa¢es for the
certificate [to be acceptable. When a certificate holder has multiple names of the same name form(then all such names
shall be lofated in the permitted name space of that name form for the certificate to be acceptable. When ¢ certificate
holder hasjmultiple names in different name forms, each name shall be located in the permitfed-name space of that name
form for the certificate to be acceptable.

Of the name forms available through the GeneralName type, only those name(forms that have a wgll-defined
hierarchicgl structure may be used in these fields.

The directpryName name form satisfies this requirement; when using this name’form, a naming subtree corfesponds to
a DIT subfree. An AC is considered subordinate to the base (and therefore,a candidate to be within the subjtree) if the
sequence ¢f RDNs, which forms the full DN in base, matches the initiat sequence of the same number of RDNs which
forms the ffirst part of the DN of the holder of the AC. The DN of\the holder of the certificate may have| additional
trailing RIPNs in its sequence that do not appear in the DN in base. The distinguishedNameMatch matchjing rule is
used to compare the value of base with the initial sequence of RDNs in the DN of the subject of the certificate.

Conformanmt implementations are not required to recognizeZall possible name forms. If an AC using implpmentation
does not rdcognize a name form used in any base component, and

+ that name form also occurs in the haglder field of a subsequent AC in the chain, then that AC shall be
handled as if an unrecognized critical extension had been encountered; or

+  that name form does not occur i the holder field of a subsequent AC in the chain, then this hame form
can be ignored.

If an AC ysing implementation does net recognize a name form that occurs in the holder field of a subseq]ient AC in
the chain from that in which this éxtension appeared, but that name form does not occur in any base component of this
extension, [then that AC shall berejected.

This extenpion shall always be’critical.

An AC using system shall check that the attribute certificate path being processed is within the constraints specified by
the value if this extension.

15.6.2.4 Relationship of delegated name constraintsto holder name constraints

The delegatedNameComstramts—extensiomdescribed 157522 ras—the—same—senmamntics—as—therame€onstraints
extension of public-key certificates, which is that every name form is allowed unless specifically constrained. The
holderNameConstraints extension on the other hand, whilst having the same syntax, has the opposite semantics; which
is that, once the extension is present, every name form is denied unless specifically permitted. If both the
delegatedNameConstraints extension and the holderNameConstraints extension appear in the same AC, then the
excluded name spaces are the union of the excluded name spaces from both extensions, whilst the included name spaces
are the intersection of the name spaces from both extensions.

16 Privilege path processing procedure

Privilege path processing is carried out by a privilege verifier. The path processing rules for attribute certificates are
somewhat analogous to those for public-key certificates.
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Other components of the path processing that are not addressed in this clause include verification of certificate
signatures, validation of certificate validity periods, etc.

For privilege paths consisting of a single certificate (i.e., the privileges were assigned directly to the privilege asserter
by the SOA), only the basic procedure, as described in 16.1 below is required, unless the privilege is assigned to a role.
In that case, if the privilege verifier is not configured with the specific privileges of the role, it may need to obtain the
role specification certificate that assigns the specific privileges to the role as described in 16.2 below. If the privilege
asserter was delegated its privilege by an intermediary AA, then the delegation path procedure in 16.3 is also required.
These procedures are not performed sequentially. The role processing procedure and delegation processing procedure
are done prior to the determination of whether or not the asserted privileges are sufficient for the context of use within
the basic procedure.

16.1 Basic processing procedure

The signature on every certificate in the path shall be verified. Procedures related to validating signatures and public-
key certifi¢ates are not repeated in this clause. The privilege verifier shall verify the identity of every entity.jn the path,
using the procedures of clause 10. Note that checking the signature on an attribute certificate necessarily involves
checking the referenced public-key certificate for its validity. Where privileges are assigned using aftiibute gertificates,
path processing engines will need to consider elements of both the PMI and the PKI in the course)of determining the
ultimate validity of a privilege asserter's attribute certificate. Not all AC issuers need have PKCs issued by the same
trust anchqr CA (or one of its subordinate CAs), in which case multiple PKI certification paths will need to b¢ followed.
Once that| validity has been confirmed, the privileges contained in that certificate_may be used deperlding on a
comparisoh with the relevant privilege policy and other information associated with the dontext in which thd certificate
is being used.

The context of use shall determine if the privilege holder actually intended to assert the contained privilege fpr use with
that conteqt. The fact that a chain of certificates to a trusted SOA exists is not'in itself enough upon which tq make this
determination. The willingness of the privilege holder to use that certifiéate has to be clearly indicated arld verified.
However, [mechanisms to ensure that such a privilege assertion has-been adequately demonstrated by thg privilege
holder are joutside the scope of this Directory Specification. As an example, such a privilege assertion may b¢ verifiable
if the privilege holder signed a reference to that certificate, thereby indicating their willingness to use that ceftificate for
that context.

For each jttribute certificate in the path that does not gontain the noRevAvail extension, the privilege vdrifier shall
ensure thaf the attribute certificate has not been revoked,

The privilgge verifier shall ensure that the asserted privilege is valid for the time called "time of evaluation"|which can
be done fgr any time, i.e., the current time of-checking or any time in the past. In the context of an accgss control
service, th¢ checking is always done for the present time. However, in the context of non-repudiation, the chiecking can
be done for a time in the past or the currerif time. When certificates are validated, the privilege verifier shall pnsure that
the time of evaluation falls within all the validity periods of all the certificates used in the path. Also, ifany of the
certificateq in the path contain the timeSpecification extension, the constraints placed over the times the prjvilege can
be asserted need to also allow thesprivilege assertion to be valid at the time of evaluation.

If the targgtingInformation(exfension is present in the certificate used to assert a privilege, the privilege vdrifier shall
check that[the server/seryice for which it is verifying is included in the list of targets.

If the sindleUse extension that is present in the AC is used to assert a privilege, the privilege verifier shall{check that
the AC hag not beenasserted prior to the current use.

If the certi icate, is a role 3551gnment certlﬁcate the processmg procedure descrlbed in16.2 1 is needed to ensyire that the
- 2 by the SOA
trusted by the pr1v1lege verifier, the processmg procedure descrlbed in 16.3 is needed to ensure that delegatlon was done

properly.

The privilege verifier shall also determine whether or not the privileges being asserted are sufficient for the context of
use. The privilege policy establishes the rules for making this determination and includes specification of any
environmental variables that need to be considered. The privileges asserted, including those resulting from the role
procedure in 16.2 and the delegation procedure in 16.3 and any relevant environmental variables (e.g., time of day or
current account balance) are compared against the privilege policy to determine whether or not they are sufficient for
the context of use. If the acceptablePrivilegePolicies extension is present, the privilege assertion can only succeed if
the privilege policy the privilege verifier is comparing against is one of those contained in this extension.

If the comparison succeeds, any relevant user notices are provided to the privilege verifier.
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16.2 Role processing procedure

If the asserted certificate is a role assignment certificate, the privilege verifier shall obtain the specific privileges
assigned to that role. The name of the role to which the privilege asserter is assigned is contained in the role attribute of
the certificate. The privilege verifier, if not already configured with the privileges of the named role, may need to locate
the role specification certificate that assigns the privileges to that role. Information in the role attribute and in the
roleSpecCertldentifier extension may be used to locate that certificate.

The privileges assigned to the role are implicitly assigned to the privilege asserter and are therefore included among the
asserted privileges that are compared against the privilege policy in the basic procedure in 16.1 to determine whether or
not the asserted privileges are sufficient for the context of use.

16.3 Delegation processing procedure

If the privileges asserted are delegated to the privilege asserter by an intermediary AA, the privilege verifier shall ensure
that the path 1s a valid delegation path, by ensuring that:

+  each AA that issued a certificate in the delegation path was authorized to do so;
+  each certificate in the delegation path is valid with respect to path and name constraints impos¢d on it;

+ each entity in the delegation path is authenticated with a public-key certificate that is valid a¢cording to
any imposed policy constraints;

+ no AA delegation privilege is greater than the privilege held by that AA.

In complek delegation-of-authority scenarios, where the delegations form a directed!graph, with multiple tfusted root
SOAs, it is possible for an AA to combine the privilege attributes it holds im two or more ACs and to |delegate a
combinatign of these attributes to a subordinate in a single, delegated AC. Validating these split delegatign paths in
directed gaphs is much more complex than validating a simple path through a*hierarchical tree of ACs that lead from a
single roo{ SOA. Implementations need to consider carefully whether, to\allow directed graph type delegations or to
limit delegations to a simple tree structure.

Prior to cqmmencing delegation path validation, the privilege verifier shall obtain the following. Any of th¢se may be
provided Hy the privilege asserter, or obtained by the privilege verifier from some other source, such as the| Directory.
The attribites of the service may be provided to the privilege,verifier in a structured document or by some otlfer means.

+  Established trust in the public verificationkey used to validate the trusted SOA's signature. Thiis trust can
either be established through out-of-band*means or through a public-key certificate issued to the SOA by
a CA in which the privilege verifieralready has established trust. Such a certificate would ¢ontain the
sOAldentifier extension.

+  The privilege asserter's privilege, encoded in their attribute certificate or subject directory attributes
extension of their public-key-certificate.

+  Delegation path of certificates from the privilege asserter to the trusted SOA.

+  Domination rule fot'the privilege being asserted; this may be obtained from the attribute| descriptor
issued by the,SOA responsible for the attribute in question or it may be obtained through qut-of-band
means.

+  Privilegepolicy; this may be obtained from the Directory or from some out-of-band means.

+  Envirenmental variables, including for example current date/time, current account balance, etc

An implempentation shall be functionally equivalent to the external behaviour resulting from this procedure; however,
the algorifhmvused by a particular implementation to derive the correct output(s) from the given inputs is not
standardized.

In the case where attribute certificates are issued by an indirect issuer (DS), which does not have a full set of privileges
directly assigned to it, the relying party should fully validate the delegation chain as follows:

1)  Starting with the end entity AC, the RP extracts the issuer name and the issuedOnBehalfOf name.

ii) The RP retrieves the AC of the issuer and validates that the issuer is an indirect issuer of the SOA
(i.e., has the indirectlssuer extension).

iii) The RP retrieves the AC of the issuedOnBehalfOf AA and validates that the AA has a superset of the
privilege attributes issued to the end entity.

However, in order to aid path determination and validation, certificates may contain the authority information access
and authority key identifier extensions, whose usage is described in 16.3.1 below.
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The RP recurses to step ii) using the AC of the AA, and thereby moves up the chain until it arrives at the AC of an AA
that is issued by the SOA.

16.3.1 Verifyintegrity of domination rule

The domination rule is associated with the privilege being delegated. The syntax and method for obtaining the
domination rule is not standardized. However, the integrity of the retrieved domination rule can be verified. The
attribute descriptor certificate issued by the SOA responsible for the attribute being delegated may contain a HASH of
the domination rule. The privilege verifier may reproduce the HASH function on the retrieved copy of the domination
rule and compare the two hashes. If they are identical, the privilege verifier has the accurate domination rule.

16.3.2 Establish valid delegation path

The privilege verifier shall find the delegation path and obtain certificates for every entity in the path. The delegation
path extends from the direct pr1v1lege asserter to the SOA Each mtermedlary certificate in the delegatlon path shall
contain the-ha , h certificate
shall be the same as the holder/subject of the certlﬁcate Wthh is adjacent to it in the delegatlon path. The
authorityAttributeldentifier extension is used to identify the certificate(s) of the issuer of the current-eertificate in the
delegation|path. The authorityinformationAccess extension may be used to locate the appropriaté certifidates of the
issuer of the current certificate in the delegation path, as described in 16.3.2.1 below. The authorityKeyldentifier
extension may be used to locate and identify the public key of the issuer of the current certificate«in the delegation path,
as describ¢d in 16.3.2.2 below. The number of certificates in the path from each entity tocthe’direct privilgge asserter
(inclusive)| shall not exceed the value of the pathLenConstraint value in the entity's basicAttConstraints ejtension by
more than|2. This is because the pathLenConstraint limits the number of intermedjary certificates betwepn the two
endpoints (i.e., the certificate containing the constraint and the end-entity certificate) so the maximum lehgth is the
value of thit constraint plus the certificates that are the endpoints.

If delegatedNameConstraints extension is present in any of the certificatés in the delegation path, the conptraints are
processed |in the same way as the nameConstraints extension is processed in the certification path |processing
procedure [n clause 10.

If the accgptableCertPolicies extension is present in any of the cettificates in the delegation path, the privilg¢ge verifier
shall ensurfe that the authentication of each subsequent entity in the delegation path is done with a public-key] certificate
that contaihs at least one of the acceptable policies.

16.3.2.1 Wseof authority information access extension
The authoifity information access (AIA) extension is.defined in RFC 5280.

The AIA pxtension indicates how to accessxinformation and services for the issuer of the certificate in|[which the
extension gppears. In the context of attribute-eertificates, it is used to point to information about the AA thaf issued the
AC in which it appears. This informatioh.may include on-line validation services and AA policy data. (Note that the
location of ACRLs is not specified in ‘this extension.) This extension may be included in end-entity or AA ACs, and it
MUST be hon-critical.

Each entry in the sequence AuthoritylnfoAccessSyntax describes the format and location of additional information
provided by the AA that issted the AC in which this extension appears. The type and format of the|additional
informatioh is specified, by the AccessMethod field; the accessLocation field specifies the location of thiq additional
informatiop. The retrieval mechanism may be implied by the accessMethod or specified by accessLocatior].

In an attrifute certificate, the id-ad-calssuers OID is used when the additional information lists ACs that weie issued to
and used by<the~AA to issue the AC containing this extension. The referenced AC(s) is/are intended to fid relying
parties in theévSelection of an affribute certificate path that terminates at a point (SOA or AA) trusted by the relying
party.

When the id-ad-calssuers OID appears as an accessMethod, the accessLocation field describes the referenced
description server and the access protocol to obtain the referenced ACs. The accessLocation field is defined as a
GeneralName, which can take several forms. Where the information is available via http, ftp, or Idap, accessLocation
should be a uniformResourceldentifier.

The 1dap URI should specify a distinguishedName and an attribute and may specify a host name, for example:
ldap://1dap.example.com/cn=Some%20Manager,dc=example,dc=com?attributeCertificateAttribute;binary

Omitting the host name (e.g., ldap:///cn=Some%20Manager,dc=example,dc=com?attributeCertificate Attribute;binary)
has the effect of specifying the use of whatever LDAP server is locally configured. The URI should list the appropriate
attribute description for the attribute holding DER encoded ACs. Note that in LDAP it is generally not possible to
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specify the exact set of ACs that were used to issue the AC containing this extension, but rather the accessLocation
points to all the ACs belonging to the issuer of the AC containing this extension.

The ftp and http URIs should specify either the single DER encoded attribute certificate that was used to issue the AC
containing this extension, or a filestore directory containing the set of ACs belonging to the issuer of the AC containing
this extension. Individual DER encoded attribute certificates should have a file name ending in .ace, for example:

http://www.example.com/ACs/dc=com/dc=example/cn=Some%?20Manager/leader.ace
The filestore directory containing the complete set of ACs for the same entity might be:
ftp://www.example.com/ACs/dc=com/dc=example/cn=Some%20Manager/

Where the information is available via the Directory Access Protocol (DAP), accessLocation should be a
directoryName. The entry for that directoryName contains AA ACs in the attributeCertificateAttribute attribute.
When the information is available via electronic mail accessLocation should be an rfc822Name. The semantics of

L . £ e doc 1
other calsgters—aceesstocatormmeformsarenot-defined:

16.3.2.2 Wse of authority key identifier

The AKI i$ used to identify the public key to be used to verify the signature on the AC in which this_extensiof occurs. It
is recomniended that the authorityCertlssuer component and the authorityCertSerialNumbger” componerjt are used
together tq identify and optionally locate the public-key certificate of the AC issuer as follows) The GeneralNames of
the authorjityCertissuer component should be used to name the CA which issued the public-key certificate pnd also to
optionally [identify where the public-key certificate can be found when it is available Via,http, ftp, or l1dap. Ih the latter
case, one pf the GeneralNames should be a uniformResourceldentifier as specifiéd in 16.3.2.1 above, gnd should
point to ejther the LDAP entry holding the public key-certificate or the filestore" directory holding the [public-key
certificate [or the actual file containing the public-key certificate of the ACGssuer. The authorityCertSerfalNumber
component is used to specify the serial number of the specific public-key cértificate to be used, from the posgible set of
public-key| certificates issued to the AC issuer.

16.3.3 erify privilege delegation

No delegator can delegate privilege that is greater than the privilege they own. The domination rule in the attribute
descriptor |attribute provides the rules for when a given value is 'less than' another value for the attripute being
delegated.

For each cprtificate in the delegation path, including the direct privilege asserter's certificate, the privilege vgrifier shall
ensure thaf the delegator was authorized to delegaté’the privilege they own and that the privilege delegat¢d was not
greater thap the privilege owned.

For each df these certificates, the privilegé\verifier shall compare the delegated privilege with the privilegel owned by
that delegptor, in accordance with the“domination rule for the privilege. The privilege owned by the delegator is
obtained ffom the adjacent certificate inthe delegation path, as described in 16.2. The comparison of the twq privileges
is done baged on the domination rile discussed in 16.3.1.

16.3.4 Pasg/fail deter mination

Assuming [that a valid deleégation path is established, the privileges of the direct privilege asserter are providgd as input
for the cofparison against the privilege policy as discussed in 16.1 to determine whether or not the diredt privilege
asserter hap sufficient-privilege for the context of use.

17 PivHdirectory schema

This clause defines the directory schema elements used to represent PMI information in the Directory. It includes
specification of relevant object classes, attributes and attribute value matching rules.

17.1 PM1 directory object classes

This subclause defines object class definitions for representing PMI objects in the Directory.
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1711 PMI user object class

The PMI user object class is used in defining entries for objects that may be the holder of attribute certificates.

pmiUser OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }

17.1.2 PMI AA object class

The PMI AA object class is used in defining entries for objects that act as attribute authorities.

pmiAA OBJECT-CLASS ::= {--aPMI AA

SUBCLASS OF {top}
K”\D au;\i“aly
MAJY CONTAIN {aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}
ID id-oc-pmiAA}
17.1.3 PMI SOA object class
The PMI JOA object class is used in defining entries for objects that act as sources of authority. Note that if the object
was authotized to act as an SOA through issuance of a public-key certificate containing-the sOAldentifier etension, a

directory ¢
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ID
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The attriby
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requireme

attCertCR
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ID
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ntry representing that object would also contain the pkiCA object class,

BJECT-CLASS ::= {-- a PMI Source of Authority

BCLASS OF {top}

D auxiliary

Y CONTAIN {attributeCertificateRevocationldsty
attributeAuthorityRevocationkisty
attributeDescriptorCertificate}
id-oc-pmiSOA }

\ttribute certificate CRL distribution point,object class

te certificate CRL distribution point object-class is used in defining entries for objects that contal
and/or attribute authority revocation list'segments. This auxiliary class is intended to be combing
tionPoint structural object class_when instantiating entries. Since the certificateRevocatid

evocationList attributes are optional in that class, it is possible to create entries which contain, fg
ribute authority revocation list r'entries which contain revocation lists of multiple types, depenc
ts.
| DistributionPt OBJECT-CLASS ::= {
BCLASS OF {top}
D auxiliary
Y CONTAIN { attributeCertificateRevocationList |
attributeAuthorityRevocationList }
id-oc-attCertCRLDistributionPts }
PM ) delegation path

The PMI

n attribute
d with the
nList and
r example,
ling on the

elégation nath r\}'npr‘f class is used in !‘]PFY\"’\H‘ entries for n]’np(‘fc that mav contain delegation n
=) T J 1<) T

generally be used in conjunctlon with entries of structural object class meAA

pmiDelegationPath OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { delegationPath }

ID id-oc-pmiDelegationPath }
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17.1.6  Privilege policy abject class

The privilege policy object class is used in defining entries for objects that contain privilege policy information.

privilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {privPolicy }

ID id-oc-privilegePolicy }

17.1.7 Protected privilege policy object class

The protected privilege policy object class is used in defining entries for objects that contain privilege policies protected
within attribute certificates.

protectedPrivilegePolicy OBJECT-CLASS ::= {

SUBCCASSOF {top¥

KIND auxiliary

MAJY CONTAIN {protPrivPolicy }

ID id-oc-protectedPrivilegePolicy }

17.2 PPMI Directory attributes

This subcluse defines directory attributes used to store PMI data in directory entries.

17.2.1  Attribute certificate attribute

The following attribute contains attribute certificates issued to a specific holder;and is stored in the directory entry of
that holder]

attributeCertificateAttribute ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

17.2.2  AA certificate attribute

The folloying attribute contains attribute certificates\issued to an AA and is stored in the directory emtry of the
holder AA]

aACertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-aACertificate }

17.2.3  Attributedescriptor_certificate attribute

The following attribute contains attribute certificates issued by an SOA that contain the attributeDescriptor|extension.
These attr{bute certificates\eontain the valid syntax and domination rule specification of privilege attribyites and is
stored in the directory€ntry of the issuing SOA.

attributeDescriptorCertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID TdatattributeDescriptorCertificate

17.2.4  Attribute certificaterevocation list attribute

The following attribute contains a list of revoked attribute certificates. These lists may be stored in the directory entry of
the issuing authority, or other directory entry (e.g., a distribution point).

attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeCertificateRevocationList }
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17.25 AA certificaterevocation list attribute

The following attribute contains a list of revoked attribute certificates issued to AAs. These lists may be stored in the
directory entry of the issuing authority or other directory entry (e.g., a distribution point).

attributeAuthorityRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeAuthorityRevocationList }

17.2.6  Delegation path attribute

The delegation path attribute contains delegation paths, each consisting of a sequence of attribute certificates.

delegationPath ATTRIBUTE ::= {
WITH SYNTAX AttCertPath
ID T0-at-defegationPatiT

AttCertPath ::= SEQUENCE OF AttributeCertificate

This attribfite can be stored in the AA directory entry and would contain some delegation paths ffem that AA to other
AAs. This|attribute, if used, enables more efficient retrieval of delegated attribute certificates that form frequently used
delegation|paths. As such, there are no specific requirements for this attribute to be used and-the set of valyes that are
stored in the attribute is unlikely to represent the complete set of delegation paths for any given AA.

17.2.7  Privilege policy attribute

The privildge policy attribute contains information about privilege policies.

privPolicy] ATTRIBUTE ::= {
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }

The policyldentifier component includes the object identifier registéered for the particular privilege policy.
If contentl|is present, the complete content of the privilege poliey is included.

If pointer |s present, the name component references one or more locations where a copy of the privilege poficy can be
located. If|the hash component is present, it containsta HASH of the content of the privilege policy thaff should be
found at a peferenced location. This hash can be usedto perform an integrity check of the referenced document.

17.2.8 Protected privilege policy attribute

The protedted privilege policy attribute coftains privilege policies, protected within attribute certificates.

protPrivPglicy ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }

Note that hinlike typical ‘attribute certificates, those within the protPrivPolicy attribute contain privilege pglicies, not
privileges.| The issug¢rand holder components of these attribute certificates identify the same entity. The attripute that is
included i the attribute certificate contained within the protPrivPolicy attribute is either the privPolicy attribute or the
xmIPrivPdlicy attribute.

17.29 XNht—Protectedprivitegepoticy attribute
The XML protected privilege policy attribute contains XML encoded privilege policy information.

xmlPrivPolicy ATTRIBUTE ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege policy information
ID id-at-xmlIPrivPolicy }

17.3 PMI general directory matchingrules

This subclause defines matching rules for PMI directory attributes.
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17.3.1  Attribute certificate exact match

The attribute certificate exact match rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

attributeCertificateExactMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }

AttributeCertificateExactAssertion ::= SEQUENCE ({
serialNumber CertificateSerialNumber,
issuer AttCertlssuer }

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

17.3.2  Attribute certificate match

The attribyte certificate matching rule compares a presented value with an attribute value of type AttributeCertificate.
This matcljing rule allows more complex matching than the certificateExactMatch.

attributeCprtificateMatch MATCHING-RULE ::= {
SYINTAX AttributeCertificateAssertion

ID id-mr-attributeCertificateMatch }
AttributedertificateAssertion ::= SEQUENCE ({
holfer [0] CHOICE {
baseCertificatelD [0O] IssuerSerial,
holderName [1] GeneralNames} OPTIONAL,
issier [1] GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL }

-- At least one component of the sequence shall be present
The matching rule returns TRUE if all of the componentssthat are present in the presented value [match the
corresponding components of the attribute value, as follows:
+ baseCertificatelD matches if it is equal to théJssuerSerial component of the stored attribute value;

+ holderName matches if the stored attribut¢ value contains the name extension with the same|name type
as indicated in the presented value;

+ issuer matches if the stored attribute value contains the name component of the same naimne type as
indicated in the presented value;

4 attCertValidity matches if it falls within the specified validity period of the stored attribute valpe; and

+  for each attType in the“presented value, there is an attribute of that type present in the|attributes
component of the stored value.

17.3.3 Holder issuer match

The attribyite certificatethalder issuer match rule compares for equality a presented value of the holder anld/or issuer
componenfs of a presenfed value with an attribute value of type AttributeCertificate.

holderlssyerMatch MATCHING-RULE ::= {
SYNTAX HolderlssuerAssertion
ID id-mr-holderlssuerMatch }

HolderlssuerAssertion ::= SEQUENCE {
holder [O] Holder OPTIONAL,
issuer [1] AttCertlssuer OPTIONAL }

This matching rule returns TRUE if all the components that are present in the presented value match the corresponding
components of the attribute value.

17.3.4 Delegation path match

The delegationPathMatch match rule compares for equality a presented value with an attribute value of type
delegationPath. A privilege verifier may use this matching rule to select a path beginning with a certificate issued by
its SOA and ending with a certificate issued to the AA that issued the end-entity holder certificate being validated.
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delegationPathMatch MATCHING-RULE ::= {
SYNTAX DelMatchSyntax
ID id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
firstlssuer  AttCertlssuer,
lastHolder  Holder }

This matching rule returns TRUE if the presented value in the firstissuer component matches the corresponding
elements of the issuer field of the first certificate in the SEQUENCE in the stored value and the presented value in the
lastHolder component matches the corresponding elements of the holder field of the last certificate in the SEQUENCE
in the stored value. This matching rule returns FALSE if either match fails.

17.35 Extension presence match

The extension presence match rule compares for equality a presented object identifier value, identifying a particular
extension, [with the extensions component of a certificate.

extensionPresenceMatch MATCHING-RULE ::={
SYINTAX EXTENSION.&id
ID id-mr-extensionPresenceMatch }

This matcljing rule returns TRUE if the certificate contains the particular extension.

SECTION 4 — DIRECTORY USE OF PUBLIC-KEY &
ATTRIBUTE CERTIFICATE FRAMEWORKS

The Direcfory uses the public-key certificate framework as the foundation for a number of security service$ including
entication and protection of Directory operations as.well as protection of stored data. The Directoyy uses the
attribute c¢rtificate framework as the foundation for rule-based*access control scheme. The relationship of thle elements
of the pullic-key certificate framework and of the attribute certificate framework to the various Directofy security
services is|defined here. The specific security services provided by the Directory are fully specified over thg complete
set of Direftory Specifications.

18

The Direcfory supports authentication-of users accessing the Directory via DUAs and authentication of directory
systems (I)SAs) to users and to other DSAs. Depending on the environment, either simple or strong authentifation may
be used. The procedures to bemsed for simple and strong authentication in the Directory are described in th¢ following
subclause

irectory authentication

18.1

Simple aufhentication is intended to provide local authorization based upon the distinguished name of a user, a
bilaterally jagreed/(optional) password, and a bilateral understanding of the means of using and handling thi} password
within a sipgl¢’domain. Utilization of simple authentication is primarily intended for local use only, i.e., for |peer entity
authentication between one DUA and one DSA or between one DSA and one DSA. Simple authentication may be
achieved by several means:

imple authentication procedure

a) the transfer of the user's distinguished name and (optional) password in the clear (non-protected) to the
recipient for evaluation;

b) the transfer of the user's distinguished name, password, and a random number and/or a timestamp, all of
which are protected by applying a one-way function;

c) the transfer of the protected information described in b) together with a random number and/or a
timestamp, all of which is protected by applying a one-way function.
NOTE 1 — There is no requirement that the one-way functions applied be different.
NOTE 2 — The signalling of procedures for protecting passwords may be a matter for extension to the document.

Where passwords are not protected, a minimal degree of security is provided for preventing unauthorized access. It
should not be considered a basis for secure services. Protecting the user's distinguished name and password provides
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greater degrees of security. The algorithms to be used for the protection mechanism are typically non-enciphering one-
way functions that are very simple to implement.

The general

procedure for achieving simple authentication is shown in Figure 7.

X.509(08)_F07

The following steps are involved:

)
Y

&)
P

The most hasic form of simple authentication involves only step 1)and after B has checked the distinguishec
password, may include step 4).

18.1.1 (eneration of protected identifying information

Figure 8 il]ustrates two approaches by which protected.identifying information may be generated. f1 and 2 aj
functions (either identical or different) and the timéstamps and random numbers are optional and subject

agreements.

Annex K grovides a suggested algorithm to.be tsed for protected passwords.

Figure 7 — The unprotected ssmple authentication procedure

An originating user A sends its distinguished name and password to a recipienat user B;

B sends the purported distinguished name and password of A to théDirectory, where the p
checked against that held as the UserPassword attribute within~th¢ directory entry for A
Compare operation of the Directory);

The Directory confirms (or denies) to B that the credentials ate valid;

The success (or failure) of authentication may be conveyed to A.
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Figure 8 — Protected simple authentication

rocedure for protected simple authentication

Figure 9 illustrates the procedure for protected simple authentication.
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X.509(08)_F09

Figure 9 — The protected simple authentication procedure

The following steps are involved (initially using f1 only):

1) An originating user, user A, sends its protected identifying information (Authenticatorl) to user B.
Protection is achieved by applying the one-way function (f1) of Figure 8, where the timestamp and/or
random number (when used) is used to minimize replay and to conceal the password.

The protection of A's password is of the form:
Protected] = f1 (t1%4, q1%, A, passw™)

The information conveyed to B is of the form:
Authenticator] = t14, qlA, A, Protected1

1) B verifies the protected identifying information offered by A by generating (using the dijtinguished
name and optional timestamp and/or random number provided by Ajdegether with a local dopy of A's
password) a local protected copy of A's password (of the form Protected]). B compares for gquality the
purported identifying information (Protected1) with the locally, genérated value.

3) B confirms or denies to A the verification of the protected identifying information.

The procedlure can be modified to afford greater protection using fl1 and f2. The main differences are as follows:

) A sends its additionally protected identifying information (Authenticator2) to B. Additional protection is
achieved by applying a further one-way function, 2, as illustrated in Figure 8. The further pgotection is
of the form:

Protected2 = f2 (t2*, q2*, Protected1)
The information conveyed to B is of the\form:
Authenticator2 = t1%, 2%, qlA, q2A, A, Protected?2
For compdrison, B generates a local value of A's additionally protected password and compares it for equaliffy with that
of Protectdd2.

1) B confirms or denies to*A/the verification of the protected identifying information.

NOTE ¢+ The procedures defined ‘in these clauses are specified in terms of A and B. As applied to the Directory (specified in
ITU-T Rec. X.511 | ISO/IEG9594-3 and ITU-T Rec. X.518 | ISO/IEC 9594-4), A could be a DUA binding to|a DSA, B;
alternat{vely, A could be a DSA-binding to another DSA, B.

18.1.3  Wser Password:attributetype

A User Papsword aftribute type contains the password of an object. An attribute value for the user password is a string
specified Yy the-object.

userPassword” ATTRIBUTE ::= {

WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
ID id-at-userPassword }

18.2  Strong Authentication

The procedures described in this subclause are for use in authentication between a DUA and a DSA as well as between
pairs of DSAs. The procedures make use of the public-key certificate framework defined in this Directory Specification.
In addition, the procedures make use of the Directory itself as the repository for public-key information required to
perform the authentication. The inclusion of relevant parameters in Directory protocols is defined in the protocol
specifications themselves. The procedures defined here for strong authentication may also be used by applications other
than the Directory that also make use of such a repository. For the Directory use of these procedures, the term 'user' in
these procedures can refer to either a DUA or a DSA.
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The approach to strong authentication taken in this Directory Specification makes use of the properties of a family of
cryptographic systems, known as public-key cryptosystems (PKCS). These cryptosystems, also described as
asymmetric, involve a pair of keys, one private and one public, rather than a single key as in conventional cryptographic
systems. Annex E gives a brief introduction to these cryptosystems and the properties which make them useful in
authentication. For a PKCS to be usable in this authentication framework at this present time, it shall have the property
that both keys in the key pair can be used for encipherment, with the private key being used to decipher if the public key
was used, and the public key being used to decipher if the private key was used. In other words, X, * X = X, * X,
where X,/X; are encipherment/decipherment functions using the public/private keys of user X.

NOTE - Alternative types of PKCS, i.e., ones which do not require the property of permutability and that can be supported
without great modification to this Directory Specification, are a possible future extension.

This authentication framework does not mandate a particular cryptosystem for use. It is intended that the framework
shall be applicable to any suitable public key cryptosystem, and shall thus support changes to the methods used as a
result of future advances in cryptography, mathematical techniques or computational capabilities. However, two users
wishing to_authenticate shall support the same cryptographic algorithm for authentication to be performed correctly.
Thus, within the context of a set of related applications, the choice of a single algorithm shall serve to maximize the
community of users able to authenticate and communicate securely.

Authenticdtion relies on each user possessing a unique distinguished name. The allocation of distinguished names is the
responsibility of the Naming Authorities. Each user shall therefore trust the Naming Authorities.not to issug duplicate
distinguisied names.

Each user|is identified by its possession of its private key. A second user is able to.determine if a communication
partner is in possession of the private key, and can use this to corroborate that the communication partner is|in fact the
user. The yalidity of this corroboration depends on the private key remaining confidential to the user.

For a user|to determine that a communication partner is in possession of another tser's private key, it shall fitself be in
possession| of that user's public key. Whilst obtaining the value of this public key from the user's entry in th¢ Directory
is straightforward, verifying its correctness is more problematic. There) are many possible ways for ¢oing this:
subclause [8.2.1 describes a process whereby a user's public key can\be checked by reference to the Diregtory. This
process cah only operate if there is an unbroken chain of trusted pQints in the Directory between the users rgquiring to
authenticafe. Such a chain can be constructed by identifying a cemmon point of trust. This common point of trust shall
be linked tp each user by an unbroken chain of trusted points.

18.2.1  (btaining public-key certificates from the dit'ectory

Certificatep are held within directory entries as attributes of type User Certificate, CACertificate and CrossCer {ificatePair.
These attribute types are known to the Directory. These attributes can be operated on using the same protocol|operations
as other atfributes. The definition of these type§_can be found in 3.4; the specification of these attribute typeg is defined
in11.2.

In the genpral case, before users can mutually authenticate, the Directory shall supply the complete certiffcation and
return certjfication paths. However, in practice, the amount of information which shall be obtained from th¢ Directory
can be redficed for a particular instance of authentication by:

d) if the two users that want to authenticate are served by the same CA, then the certification path becomes
trivial, and the Gsers unwrap each other's certificates directly;

) if the GAs'of the users are arranged in a hierarchy, a user could store the public keys, certificates and
reverse certificates of all certification authorities between the user and the root of the DIT. Typically, this
would involve the user in knowing the public keys and certificates of only three or four cprtification
authorities. The user would then only require to obtain the certification paths from the comm¢n point of
frust;

c¢) if a user frequently communicates with users certified by a particular other CA, that user could learn the
certification path to that CA and the return certification path from that CA, making it necessary only to
obtain the certificate of the other user itself from the Directory;

d) certification authorities can cross-certify one another by bilateral agreement. The result is to shorten the
certification path;

e) if two users have communicated before and have learned one another's certificates, they are able to
authenticate without any recourse to the Directory.

In any case, having learned each other's certificates from the certification path, the users shall check the validity of the
received certificates.
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Example

Figure 10 illustrates a hypothetical example of a DIT fragment, where the CAs form a hierarchy. Besides the
information shown at the CAs, we assume that each user knows the public key of its CA, and its own public and private

keys.

If the CA§ of the users are arranged in a hierarchy, A can acquire the following certificates from the D)
establish a|certification path to B:

When A Has obtained these certificates, it can unwrap thelertification path in sequence to yield the cont

certificate

In general{ A also has to acquire the following certificates from the Directory to establish the return certifi

from B to

When B r

of the certificate of A dncluding Ap:

Applying

U«V»
V«Uy»

V«Y»
Y«V»

V«W»
W«V»

W«X» Y«Z»
X«Wy» Z«Y»
NKL» LKA

C A B
| X«C» [ | X«A» [

X.509(08)_F10

Figure 10 — CA hierarchy — A hypothetical example

X<<KW>> W<KV>> V<Y >>Y <<Z>>, Z<<B>>

pf B, including Bp:

Bp = Xp e X<<KW>>W<<V>> V<<Y>> Y<<Z>> Z<<B>>

A

ZSKY>>, Y<<V>>, VSSW>>, W<<X>> X<<A>>

dceives these cettificates from A, it can unwrap the return certification path in sequence to yield tl

Ap = Zp o Z<<Y>> Y<<SV>> V<KW>> W<<X>> X<<A>>

irectory to

ents of the

ation path

he contents

the optimizations of [5.2.1:

a) taking A and C, for example: both know Xp, so that A simply has to directly acquire the certificate of C.

Unwrapping the certification path reduces to:
Cp =Xp o X<<C>>

and unwrapping the return certification Path reduces to:
Ap = Xp o X<<A>>

b)
information which A has to obtain from the Directory to form the certification path to:

VY>>, Y<<Z>>, Z<<B>>

assuming that A would thus know W<<X>> Wp, V<<W>> Vp, U<<V>>  Up, etc. reduces the
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and the information which A has to obtain from the Directory to form the return certification path to:

7<<Y>>, Y<<V>>

¢) assuming that A frequently communicates with users certified by Z, it can learn (in addition to

d)

keys learned in b) above) V<<Y>>, Y<<V>> Y<<Z>> and Z<<Y>>. To communicate with
therefore only obtain Z<<B>> from the Directory.

directory entry for X, and vice versa (this is shown in Figure 10). If A wants to authenticate to
only obtain:

X<<Z>>, 7<<B>>
to form the certification path, and:
7<<X>>

to form the return certification path

In the mg

hypothetichl example in Figure 11, suppose a user D, certified by U, wishes to(authenticate to user E, certi

The Direc
W<<E>>.

LetV be F
result, cer]
Assume U
W's entry.

User D ne

) assuming users A and C have communicated before and have learned one another's certificates
use each other's public key directly, i.e.,

Cp = Xp o X<<C>>

and

Ap =Xp o X<<A>>

ory entry of user D shall hold the certificate U<<D>> and the .éntry of user E shall hold the

W<‘<V» AV
U«V»

X.509(08)_F11

Figure 11& Non-hierarchical certification path — An example

CA with whom(CAs U and W have at some previous time exchanged public keys in a trusted
ificates U<<V>>; V<<U>> W<<V>> and V<<W>> have been generated and stored in the
<V>> and\W<<V>> are stored in the entry of V, V<<U>> is stored in U's entry, and V<<W>>

eds/te_find a certification path to E. Various strategies could be used. One such strategy would b

the public
B, it need

assuming that users certified by X and Z frequently communicate, then X<<Z>> would be held in the

B, A need

, they may

re general case the Certification Authorities do not relate in a hierarchical manner. Referring to the
fied by W.

certificate

way. As a
Directory.
s stored in

e to regard

the users 4

nd CAs as nodes, and the certificates as arcs in a directed graph. in these terms, D has to perform

A search in

the graph

to find a path from U to E, one such being U<<V>>] V<<W>> W<<E>>. When this path has been
discovered, the reverse path W<<V>> V<<U>> U<<D>> can also be constructed.

18.2.2  Strong authentication procedures

The basic approach to authentication has been outlined above, namely the corroboration of identity by demonstrating
possession of a private key. However, many authentication procedures employing this approach are possible. In general
it is the business of a specific application to determine the appropriate procedures, so as to meet the security policy of
the application. This clause describes three particular authentication procedures, which may be found useful across a
range of applications.

NOTE - This Directory Specification does not specify the procedures to the detail required for implementation. However,
additional standards could be envisaged which would do so, either in an application-specific or in a general-purpose way.
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The three procedures involve different numbers of exchanges of authentication information, and consequently provide
different types of assurance to their participants. Specifically:

a)

b)

intended for another (B), and establishes the following:
—  the identity of A, and that the authentication token actually was generated by A;

—  the identity of B, and that the authentication token actually was intended to be sent to B;

one-way authentication, described in 18.2.2.1, involves a single transfer of information from one user (A)

— the integrity and "originality" (the property of not having been sent two or more times) of the

authentication token being transferred.

The latter properties can also be established for arbitrary additional data accompanying the transfer;

in addition, the following:

— that the authentication token generated in the reply actually was generated by B and was |

In each ca:
path from
Any such §

The check]
used in a
recommen

For each o
all of the ¢

18.2.2.1 (
The follow

be sentto A;
— the integrity and originality of the authentication token sent in the reply;
—  (optionally) the mutual secrecy of part of the tokens;

) three-way authentication, described in 18.2.2.3, involves, in addition, a further, transfer from
establishes the same properties as the two-way authentication, but does~se without thg
association timestamp checking.

e where Strong Authentication is to take place, A shall obtain the public Key,of B, and the return ¢
B to A, prior to any exchange of information. This may involve accessto\the Directory, as describ
ccess is not mentioned again in the description of the procedures below:

ng of timestamps as mentioned in the following clauses only applies when either synchronized
local environment, or if clocks are logically synchronizé€d by bilateral agreements. In any
Hed that Coordinated Universal Time be used.

f the three authentication procedures described belowsit is assumed that party A has checked the
ertificates in the certification path.

Dne-way authentication

ing steps are involved, as depicted in Figure 12:
) A generates 1, a non-repeating number, which is used to detect replay attacks and to prevent f

) A sends the following message to B:

BA, A{t", *, B}

where t* is a tifitestamp. t* consists of one or two dates: the generation time of the token
optional) and(the expiry date. Alternatively, if data origin authentication of "sgnData" is to b
by the digital signature:

BA, A{tA, , B, sgnData}

In cases where information is to be conveyed which will subsequently be used as a privat

two-way authentication, described in 18.2.2.2, involves, in addition, a reply from B to A. It establishes,

ntended to

A to B. It
need for

ertification
ed in 18.2.

clocks are
case, it is

validity of

brgery.

(which is
e provided

e key (this

PPN

11t 41 2 £ At L] D
TITOTTTIAtTOIT TS TUTUITOU O~ as— CIviata— .

BA, A{t", r*, B, sgnData, Bp[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g., to be a strong key for

whatever cryptosystem is used as indicated in the "sgnData" field of the token.

3) B carries out the following actions:

a) obtains Ap from BA, checking that A's certificate has not expired;
b) verifies the signature, and thus the integrity of the signed information;
¢) checks that B itself is the intended recipient;

d) checks that the timestamp is "current";
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18.2.2.2
The follow

108

e) optionally, checks that r* has not been replayed. This could, for example, be achieved by having r*

include a sequential part that is checked by a local implementation for its value uniquenes

S.

r* is valid until the expiry date indicated by t*. r* is always accompanied by a sequential part, which
indicates that A shall not repeat the token during the timerange t* and therefore that checking of the

value of r* itself is not required.

In any case it is reasonable for party B to store the sequential part together with timestamp t* in the

clear and together with the hashed part of the token during timerange t*.

0 [>) ©

]

[NY

~ N~ N~ N

[wo-way authentication

ing steps are involved, as depicted in Figure 13:

X 509(08)_F12

Figure 12 — One-way authentication

as for 18.2.2.1;
as for 18.2.2.1;
as for 18.2.2.1;
B generates r°, a non-repeating number, used for similar purpese(s) to r;

B sends the following authentication token to A:

B{t®, ®, A, 1™

where t” is a timestamp defined in the same way as t*.

Alternatively, if data origin authentication of "sgnData" is to be provided by the digital signatu

B{tB, P, A, sgnData}

In cases where information-is-to be conveyed which will subsequently be used as a privat
information is referred te as "encData" ):

B{t®, %, A, r*, sgnData, Ap[encData]}

The use of 'encData" as a private key implies that it shall be chosen carefully, e.g., to be a str
whatever cryptosystem is used as indicated in the "sgnData" field of the token.

A carries out the following actions:
a) \verifies the signature, and thus the integrity of the signed information;
b) checks that A is the intended recipient;

re:

b key (this

ng key for

c) checks that the timestamp t" is "current";
d) optionally, checks that r® has not been replayed (see 18.2.2.1, step 3), d)).

ITU-T Rec. X.509 (11/2008)


https://iecnorm.com/api/?name=68384a452202f8e1498b1712d973b276

I SO/IEC 9594-8:2008 (E)

X.509(08)_F13

Figure 13 — Two-way authentication

18.2.2.3 Three-way authentication

The following steps are involved, as depicted in Figure 14:
1) asfor18.2.2.2;

O

19 /

The Direc
the DIB. T|

as for 18.2.2.2. Timestamp t” may be zero;

as for 18.2.2.2, except that the timestamp need not be checked;
as for 18.2.2.2;

as for 18.2.2.2. Timestamp t® may be zero;

as for 18.2.2.2, except that the timestamp need not be checked;

A checks that the received r* is identical to the r* which was sent;

~— O~ ~ N~ ~ ~—

A sends the following authentication token to B:
A{r® B}
) B carries out the following actions:

a) checks the signature and thus, the integrity of the signed information;
b) checks that the received r® is identical to thet®which was sent by B.

9 X.509(08)_F14

Figure 14 — Three-way authentication

\ ccess control

fory exists in an environment where various administrative authorities control access to their
he definition of an access control scheme in the context of the Directory includes methods to:

qper‘ifv access control information (ACT)-

—  enforce access rights defined by that access control information;

—  maintain access control information.

The enforcement of access rights applies to controlling access to:

—  Directory information related to names;

—  Directory user information;

—  Directory operational information including access control information.

portion of

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

The Basic Access Control (BAC) scheme defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 is an access control list based
scheme that enables Directory Administrators to tie permissions to the level of authentication performed to bind to the

ITU-T Rec. X.509 (11/2008)
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Directory. The public-key certificate framework defined in this Directory Specification is used to provide the strong
authentication scheme used for this binding.

The Rules Based Access Control (RBAC) scheme defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 makes use of the
attribute certificate framework defined in this Directory Specification to carry clearance attributes used in making
access control decisions. RBAC may also be used in conjunction with BAC.

20 Protection of Directory operations

The public-key certificate framework defined in this Directory Specification is used in all Directory protocols defined in
these Directory Specifications to optionally protect the operations including requests, responses and errors. Integrity
protection is provided through the digital signature of the sender and the verification of that signature by the recipient
using the sender's corresponding public-key certificate. Privacy protection is provided through the use of public-key
encryption_where the content is encrypted with the public-key obtained from the intended recipient's public-key
certificate pnd decrypted by the recipient using their corresponding private key.

The speciffic mechanisms and syntax for requesting and including the protection elements in protodolyexchanges are
defined within each of the Directory protocols in these Directory Specifications.
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Annex A

Public-K ey and Attribute Certificate Frameworks

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value, and information object class definitions contained in this Directory
Specification in the form of three ASN.1 modules: AuthenticationFramework, CertificateExtensions, and
AttributeCertificateDefinitions.

-- A.1 Authentication framework module

AuthenticationFramework {joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 6}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

-- The typds and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them to access

-- Directory services. Other applications may use them for their own purposes, but this will not eenstrain

-- extensiophs and modifications needed to maintain or improve the Directory service.

IMPORTS
id-gt, id-nf, id-oc, informationFramework, selectedAttributeTypes, basicActessControl,
cerfificateExtensions

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

Name, ATTRIBUTE, OBJECT-CLASS, NAME-FORM, top
FROM InformationFramework informationFramework

Unijgueldentifier, octetStringMatch, commonName, UnbodndedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes

cerfificateExactMatch, certificatePairExactMatch, certificateListExactMatch, KeyUsage, GenerallNames,
CertificatePoliciesSyntax, algorithmldentifierMateh, CertPolicyld
FROM CertificateExtensions certificateExtensions ;

-- parameterized types --

ENCRYPTEED { ToBeEnciphered } ::= BIRSTRING ( CONSTRAINED BY {
-- shall be the result of applying an‘encipherment procedure --
-- tq the BER-encoded octets of\avalue of -- ToBeEnciphered })

HASH {ToBeHashed} ::= SEQUENCE {

algprithmlidentifier Algorithmldentifier{{SupportedAlgorithms}},

haghValue BIT STRING ( CONSTRAINED BY {
-- shallbe the result of applying a hashing procedure to the DER-encoded octets --
- of-a value of --ToBeHashed } ) }

ENCRYPTED-HASH { ToBeSigned } ::= BIT STRING ( CONSTRAINED BY {
-- shall’be.the result of applying a hashing procedure to the DER-encoded (see 6.1) octets --
-- of avalue of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })

SIGNATURE { ToBeSigned } ::= SEQUENCE {

algorithmldentifier Algorithmldentifier{{SupportedAlgorithms}},

encrypted ENCRYPTED-HASH { ToBeSigned } }
SIGNED { ToBeSigned } ::= SEQUENCE {

toBeSigned ToBeSigned,

COMPONENTS OF SIGNATURE { ToBeSigned } }

-- public-key certificate definition --

Certificate ::= SIGNED { CertificateContent }
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CertificateContent ::= SEQUENCE {

version [O] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier{{SupportedAlgorithms}},
issuer Name,
validity Validity,
subject Name,
subjectPublicKeylInfo SubjectPublicKeylInfo,
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2 or v3
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL

-- If present, version shall be v3 -- }

Version ::= INTEGER { v1(0), v2(1), v3(2) }

CertificatgSerialNumber ::= INTEGER
Algorithmjdentifier{ ALGORITHM:SupportedAlgorithms} ::= SEQUENCE {
algprithm ALGORITHM.&id ({SupportedAlgorithms}),
parpmeters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONA

-- Definitiof of the following information object set is deferred, perhaps to standardized
-- profiles @r to protocol implementation conformance statements. The set is required to
-- specify g table constraint on the parameters component of Algorithmidentifier.
SupportedAlgorithms ALGORITHM ::= { ...}

Validity ::}F SEQUENCE {

notBefore Time,
notfAfter Time}
SubjectPublicKeylInfo ::= SEQUENCE {
algprithm Algorithmlidentifier{{SuppartedAlgorithms}},
suljjectPublicKey BIT STRING }
Time ::= CHOICE {
utcflime UTCTime,
gerjeralizedTime GeneralizedTime }

Extensionf ::= SEQUENCE OF Extension

-- For thosg extensions where ordering.of individual extensions within the SEQUENCE is significant, the
-- specification of those individual extensions shall include the rules for the significance of the order therein

Extension|::= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),
critjcal BOOLEAN DEFAULT FALSE,
exthValue OCTET STRING

(CONTAINING EXTENSION.&ExtnType({ExtensionSet{ @extnld})
ENCODED BY der)}

der OBPECY IDENTIFIER ::= {joint-iso-itu-t asn1(1) ber-derived(2) distinguished-encoding(1)}

ExtensionSet EXTENSION ::= { ...}
EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType}
WITH SYNTAX {
SYNTAX &EXxtnType
IDENTIFIED BY &id }
ALGORITHM ::= CLASS{
&Type OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[&Type]

IDENTIFIED BY &id }
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-- other PKI certificate constructs

Certificates ::= SEQUENCE {

userCertificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL}
CertificationPath ::= SEQUENCE {

userCertificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL}

ForwardCertificationPath ::= SEQUENCE OF CrossCertificates
CrossCertificates ::= SET OF Certificate

PkiPath ::= SEQUENCE OF Certificate

I SO/IEC 9594-8:2008 (E)

-- certificatp revocation list (CRL)
CertificatgList ::= SIGNED { CertificateListContent }

CertificatgListContent ::= SEQUENCE {

verkion Version OPTIONAL,

-- if present, version shall be v2
signhature Algorithmldentifier {{SupportedAlgorithms}},
isslier Name,
thigUpdate Time,
neXdtUpdate Time OPTIONAL,
revpkedCertificates SEQUENCE OF SEQUENCE {

serialNumber CertificateSerialNumber,

revocationDate Time,

crlEntryExtensions Extensions OPTIONAL } ORFIONAL,
crlgxtensions [0] Extensions OPTIONAL }

-- PKI obje[t classes

pkiUser QBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAJY CONTAIN {userCertificate}

ID id-oc-pkiUser
pkiCA OHJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAJY CONTAIN {CACertificate |

certificateRevocationList |
authorityRevocationList |
crossCertificatePair }

ID id-oc-pkiCA }
cRLDistriputionPoint) OBJECT-CLASS ::= {

SUBCLASS-OF {top}

KIND structural

MUBT CONTAIN { commonName }

MAYTCONTAMN {certificateRevocationtistT|

authorityRevocationList |
deltaRevocationList }

ID id-oc-cRLDistributionPoint }
cRLDistPtNameForm NAME-FORM ::= {

NAMES cRLDistributionPoint

WITH ATTRIBUTES { commonName }

ID id-nf-cRLDistPtNameForm }
deltaCRL OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { deltaRevocationList }

ID id-oc-deltaCRL }
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cpCps OBJECT-CLASS ::= {

SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { certificatePolicy |
certificationPracticeStmt }
ID id-oc-cpCps }
pkiCertPath OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { pkiPath }
ID id-oc-pkiCertPath }

-- PKIl directory attributes --

userCertifjcate ATTRIBUTE ::= {

WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-userCertificate }

cACertificate ATTRIBUTE ::= {

WITH SYNTAX Certificate

EQUALITY MATCHING RULE certificateExactMatch

ID id-at-cAcertificate }
crossCert|ficatePair ATTRIBUTE ::= {

WITH SYNTAX CertificatePair

EQUALITY MATCHING RULE certificatePairExactMatch

ID id-at-crossCertificatePair }

CertificatgPair ::= SEQUENCE {
forward [0] Certificate OPTIONAL,
reverse [1] Certificate OPTIONAL
-- at least one of the pair shalt’be present -- }
(WITH COMPONENTS{ ..., forward PRESENT} |
WITH COMPONENTS{ ..., reverse PRESENT})

certificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID idtat-certificateRevocationList }

authorityRevocationList ATTRIBUTE :

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-authorityRevocationList }

deltaRevolcationList ARTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-deltaRevocationList }

supportedAlgotithms ATTRIBUTE ::= {

WITHSYNTAX SuppoTtedAfgoritm

EQUALITY MATCHING RULE algorithmldentifierMatch

ID id-at-supportedAlgorithms }
SupportedAlgorithm ::= SEQUENCE {

algorithmldentifier Algorithmldentifier{{SupportedAlgorithms}},

intendedUsage [O] KeyUsage OPTIONAL,

intendedCertificatePolicies [1] CertificatePoliciesSyntax OPTIONAL }
certificationPracticeStmt ATTRIBUTE ::= {

WITH SYNTAX InfoSyntax

ID id-at-certificationPracticeStmt }
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InfoSyntax ::= CHOICE {
content
pointer SEQUENCE {
name
hash

POLICY ::= TYPE-IDENTIFIER

HashedPolicyInfo

UnboundedDirectoryString,

GeneralNames,
HASH { HashedPolicyInfo } OPTIONAL }}

::= POLICY.&Type( {Policies})

Policies POLICY ::={...} -- Defined by implementors --

certificatePolicy ATTRIBUTE ::= {
WITH SYNTAX

PolicySyntax

ID id-at-certificatePolicy }

I SO/IEC 9594-8:2008 (E)

PolicySyntax ::= SEQUENCE {
pollcyldentifier
polfcySyntax

PolicylD {= CertPolicyld

pkiPath ATTRIBUTE ::= {

PolicyID,
InfoSyntax }

WITH SYNTAX PkiPath
ID id-at-pkiPath }

userPassword ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
ID

-- object idpntifier assignments --

-- object classes --

id-at-userPassword }

id-oc-cRLDistributionPoint OBJECT IDENTIKFIER ::= {id-oc 19}
id-oc-pkiUser OBJECT IDENTIFIER ::= {id-oc 21}
id-oc-pkidA OBJECT IDENTIFIER ::= {id-oc 22}
id-oc-deltaCRL OBJECT.IDENTIFIER ::= {id-oc 23}
id-oc-cpCps OBJECTIDENTIFIER ::= {id-oc 30}
id-oc-pkidertPath OBJECT IDENTIFIER ::= {id-oc 31}
-- name fofms--

id-nf-cRLIPistPtNameForm OBJECT IDENTIFIER ::= {id-nf 14}
-- directoryj attributes--

id-at-userPassword OBJECT IDENTIFIER ::= {id-at 35}
id-at-userCertificate OBJECT IDENTIFIER ::= {id-at 36}
id-at-cAcdrtificate OBJECT IDENTIFIER ::= {id-at 37}
id-at-auth@rityReévocationList OBJECT IDENTIFIER ::= {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER ::= {id-at 39}
id-at-cros$CettificatePair OBJECT IDENTIFIER ::= {id-at 40}
id-at-suppoTtedAtgoTithms OBJECT IDENTIFIER = {i0-ar 52}
id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
id-at-certificationPracticeStmt OBJECT IDENTIFIER ::= {id-at 68}
id-at-certificatePolicy OBJECT IDENTIFIER ::= {id-at 69}
id-at-pkiPath OBJECT IDENTIFIER ::= {id-at 70}

END -- AuthenticationFramework

- A2

Certificate extensions module

CertificateExtensions {joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 6}

DEFINITIONS IMPLICIT TAGS ::=
BEGIN
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-- EXPORTS ALL --
IMPORTS
id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute{}, MATCHING-RULE, SupportedAttributes
FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList, Algorithmldentifier{}, EXTENSION, Time, PolicyID,

SupportedAlgorithms
FROM AuthenticationFramework authenticationFramework

UnboundedDirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)
modules(0) mts-abstract-service(1) version-1999 (1) } ;

-- Unless éxplicitly noted otherwise, there is no significance to the ordering
-- of compgnents of a SEQUENCE OF construct in this Directory Specification.

-- public-kqy certificate and CRL extensions --

authorityeyldentifier EXTENSION ::= {

SYINTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthorityKeyldentifier ::= SEQUENCE {
keylldentifier [0] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }
(WJTH COMPONENTS {..., authofityCertlssuer PRESENT,

authorityCertSerialNumber PRESENT} |

WITH COMPONENTS {..., authorityCertlssuer ABSENT,

authorityCertSerialNumber ABSENT} )

Keyldentifier ::= OCTET STRING
subjectKeyldentifier EXTENSION ::=«f
SYINTAX SubjectKeyldentifier
IDENTIFIED BY id-ce-subjectKeyldentifier }
SubjectKdgyldentifier ::= Keyldentifier

keyUsage|EXTENSION =

SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }
KeyUsagqg ::=\BIT STRING {
dig|talSignature 0),
CONTEMTCOTMITITITTETT 1),
keyEncipherment ),
dataEncipherment ),
keyAgreement 4),
keyCertSign 5),
cRLSign (6),
encipherOnly ),
decipherOnly 8)}
extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }
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KeyPurposeld ::= OBJECT IDENTIFIER

privateKeyUsagePeriod EXTENSION ::= {

SYNTAX PrivateKeyUsagePeriod

IDENTIFIED BY id-ce-privateKeyUsagePeriod }
PrivateKeyUsagePeriod ::= SEQUENCE {

notBefore [O] GeneralizedTime OPTIONAL,

notAfter [1] GeneralizedTime OPTIONAL }

( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )

certificatePolicies EXTENSION ::={

SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }
CertificatgPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PolicyInformation

Policylnfofmation ::= SEQUENCE {
pollcyldentifier CertPolicyld,
pollcyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }
CertPolicyld ::= OBJECT IDENTIFIER
PolicyQudlifierinfo ::= SEQUENCE {
pollcyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
quglifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers}{@policyQualifierld}) OPTIONAL }
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::= {... }
anyPolicy| OBJECT IDENTIFIER ::= {2529320}
CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qpalifier OPTIONAL }
WITH SYNTAX {
POLICY-QUALIFIER-ID  &id
[QUALIFIER-TYPE &Qualifier}}
policyMagpings EXTENSION ::= {
SYINTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }
PolicyMagpingsSyntax ::=_SEQUENCE SIZE (1..MAX) OF SEQUENCE {
isstierDomainPolicy CertPolicyld,
suljjectDomainPalicy CertPolicyld }
subjectAliName EXTENSION ::= {
SYINTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }
GeneralNames = SEQUENCE SIZE (1..MAA) UF GeneraiNalmne

GeneralName ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] IA5String,

dNSName [2] IA5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,

iPAddress [7] OCTET STRING,

registeredID [8] OBJECT IDENTIFIER }
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OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {

nameAssigner [O] UnboundedDirectoryString OPTIONAL,

partyName [1] UnboundedDirectoryString }
issuerAltName EXTENSION ::={

SYNTAX GeneralNames

IDENTIFIED BY id-ce-issuerAltName }
subjectDirectoryAttributes EXTENSION ::= {

SYNTAX AttributesSyntax

IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute{{SupportedAttributes}}

basicCongtraints EXTENSION ::= {

SYINTAX BasicConstraintsSyntax

IDENTIFIED BY id-ce-basicConstraints }
BasicConstraintsSyntax ::= SEQUENCE {

CcA BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }
nameConstraints EXTENSION ::={

SYINTAX NameConstraintsSyntax

IDENTIFIED BY id-ce-nameConstraints }
NameCongtraintsSyntax ::= SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL,

exdludedSubtrees [1] GeneralSubtrees OPTIONAL/}

(ALL EXCEPT ({ -- none; at least one component shall be present --}))
GeneralSybtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSybtree ::= SEQUENCE {

bade GeneralName
mirfimum [0] BaseDistance DEFAULT 0,
makimum [1] BaseDistance OPTIONAL }

BaseDistgnce ::= INTEGER (0..MAX)

policyConfstraints EXTENSION ::= {
SYINTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax :;=\ SEQUENCE {
requireExplicitPolicy. [0] SkipCerts OPTIONAL,
inh|bitPolicyMapping [1] SkipCerts OPTIONAL }

SkipCerts|::= INTEGER (0..MAX)

inhibitAnyPalicy) EXTENSION ::= {
SYINTAX SkipCerts

IDENTIFIED BY Ta—ce-mhibitANyPoTY §

cRLNumber EXTENSION ::= {

SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }
CRLNumber ::= INTEGER (0..MAX)
reasonCode EXTENSION ::= {
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }
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CRLReason ::= ENUMERATED {
unspecified 0),
keyCompromise 1),
cACompromise 2),
affiliationChanged 3),
superseded 4,
cessationOfOperation 5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn 9),
aACompromise (10) }

holdInstructionCode EXTENSION ::=
SYNTAX
IDENTIFIED BY

I SO/IEC 9594-8:2008 (E)

HoldInstruction
id-ce-instructionCode }

HoldInstryction
invaliditypate EXTENSION ::= {
SYINTAX
IDENTIFIED BY
criScope EXTENSION ::= {
SYNTAX
IDENTIFIED BY
CRLScopg¢Syntax ::

PerAuthoilityScope ::= SEQUENCE {

authorityName [O]
distributionPoint [1]
onlyContains [2]
onlySomeReasons [4]
serlalNumberRange [5]
suhjjectkeyldRange [6]
nameSubtrees [7]
bagdeRevocationinfo [9]

OnlyCertificateTypes ::= BIT STRING {
usgr 0),
authority Q),
attrjbute 2)}

NumberRange ::= SEQUENCE {
staftingNumber [O]
endingNumber [1]
moflulus

BaseRevdcationinfo ::=\SEQUENCE {
cRU Streamldentifier [0]
cRUNumber [1]
badeThisUpdate [2]

statusReferrals’ EXTENSION ::= {

::= OBJECT IDENTIFIER

GeneralizedTime
id-ce-invalidityDate }

CRLScopeSyntax
id-ce-cRLScope }

= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope

GeneralName OPTIONAL,
DistributionPointName OPTIONAL,
OnlyCertificateTypes OPTIONAL,
ReasonFlags OPTIONAL,
NumberRange OPTIONAL,
NumberRange OPTIONAL,
GeneralNames OPTIONAL,
BaseRevocationinfo OPTIONAL }

INTEGER OPTIONAL,
INTEGER OPTIONAL,
INTEGER OPTIONAL }

CRLStreamldentifier
CRLNumber,
GeneralizedTime }

OPTIONAL,

SYNTAX
IDENTIFIED BY

StatusReferrals

StatusReferral ::= CHOICE {
cRLReferral [O]
otherReferral [1]

CRLReferral ::= SEQUENCE {
issuer [0]
location [1]
deltaRefInfo [2]
cRLScope
lastUpdate [3]
lastChangedCRL [4]

SldtusSRrererrals
id-ce-statusReferrals }

::= SEQUENCE SIZE (1..MAX) OF StatusReferral

CRLReferral,
INSTANCE OF OTHER-REFERRAL }

GeneralName OPTIONAL,
GeneralName OPTIONAL,
DeltaRefInfo OPTIONAL,
CRLScopeSyntax,
GeneralizedTime OPTIONAL,
GeneralizedTime OPTIONAL}
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DeltaRefInfo ::= SEQUENCE {
deltaLocation
lastDelta

OTHER-REFERRAL

cRLStreamldentifier EXTENSION ::= {
CRLStreamldentifier
id-ce-cRLStreamldentifier }

SYNTAX
IDENTIFIED BY

CRLStreamldentifier
orderedList EXTENSION ::= {

SYNTAX
IDENTIFIED BY

GeneralName,
GeneralizedTime OPTIONAL }

::= TYPE-IDENTIFIER

::= INTEGER (0..MAX)

OrderedListSyntax
id-ce-orderedList }

OrderedListSyntax
ascSerialjlum
ascRevDate

(0),
D}

deltalnfo EXTENSION ::= {
SYNTAX
IDENTIFIED BY

Deltalnformation
delfaLocation
neXtDelta

::= SEQUENCE {

toBeRevoked EXTENSION ::= {
SYNTAX
IDENTIFIED BY

ToBeRevdkedSyntax

ToBeRevdkedGroup ::= SEQUENCE {

::= ENUMERATED {

Deltalnformation
id-ce-deltalnfo }

GeneralName,
GeneralizedTime OPTIONAL }

ToBeRevokedSyntax
id-ce-toBeRevoked }

::= SEQUENCE SIZE(1..MAX) OF ToBeRevokedGroup

cerfificatelssuer [0] GeneralName ORTIONAL,

reagoninfo [1] Reasoninfo @PTIONAL,

revpcationTime GeneralizedTime,

cerfificateGroup CertificateGroup }
Reasoninfo ::= SEQUENCE {

reaponCode CRLReason,

holflinstructionCode

CertificatqGroup ::= CHOICE {

Holdinstruction OPTIONAL }

serlalNumbers [0] CertificateSerialNumbers,

serlalNumberRange [1] CertificateGroupNumberRange,

nameSubtree [2] GeneralName }
CertificatdGroupNumberRange ::= SEQUENCE {

staftingNumber [0] INTEGER,

endingNumber [1] INTEGER }

CertificatgSefidiNumbers ::=

SEQUENCE SIZE(1..MAX) OF CertificateSerialNumber

revokedGroups EXTENSION ::= {

SYNTAX RevokedGroupsSyntax

IDENTIFIED BY id-ce-RevokedGroups }
RevokedGroupsSyntax ::= SEQUENCE SIZE (1..MAX) OF RevokedGroup
RevokedGroup ::= SEQUENCE {

certificatelssuer [0] GeneralName OPTIONAL,

reasoninfo [1] Reasoninfo OPTIONAL,

invalidityDate [2] GeneralizedTime OPTIONAL,

revokedcertificateGroup [3] RevokedCertificateGroup }
RevokedCertificateGroup ::= CHOICE {

serialNumberRange NumberRange,

nameSubtree
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expiredCertsOnCRL EXTENSION ::= {

SYNTAX ExpiredCertsOnCRL

IDENTIFIED BY id-ce-expiredCertsOnCRL }
ExpiredCertsOnCRL ::= GeneralizedTime
cRLDistributionPoints EXTENSION ::= {

SYNTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-cRLDistributionPoints }
CRLDistPointsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint

DistributionPoint ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,

reasons [1] ReasonFlags OPTIONAL,

cRLIssuer [2] GeneralNames OPTIONAL }
DistributignPointName ::= CHOICE {

fullName [O] GeneralNames,

nameRelativeToCRLIssuer [1] RelativeDistinguishedName }

ReasonFlags ::= BIT STRING {

unysed 0),
keylCompromise ),
cACompromise 2),
affijiationChanged 3),
sugerseded 4),
cegsationOfOperation 5),
cerfificateHold (6),
privilegeWithdrawn ),
aACompromise @1}

issuingDigtributionPoint EXTENSION ::= {
SYINTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionRoint }

IssuingDig$tPointSyntax ::= SEQUENCE {
-- IffonlyContainsUserPublicKeyCerts and onfy.ContainsCACerts are both FALSE,
-- the CRL covers both certificate types

distributionPoint [9] DistributionPointName OPTIONAL,
onlyContainsUserPublicKeyCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
ind|rectCRL [4] BOOLEAN DEFAULT FALSE }
certificate]ssuer EXTENSION %:=*{
SYINTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }
deltaCRLIphdicator EXFENSION ::= {
SYINTAX BaseCRLNumber
IDENTIFIED-BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber

baseUpdateTime EXTENSION ::= {

SYNTAX GeneralizedTime

IDENTIFIED BY id-ce-baseUpdateTime }
freshestCRL EXTENSION ::= {

SYNTAX CRLDistPointsSyntax

IDENTIFIED BY id-ce-freshestCRL }
aAissuingDistributionPoint EXTENSION ::= {

SYNTAX AAlssuingDistPointSyntax

IDENTIFIED BY id-ce-aAissuingDistributionPoint }
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AAlssuingDistPointSyntax

distributionPoint
onlySomeReasons
indirectCRL

containsUserAttributeCerts [3]

containsAACerts

containsSOAPublicKeyCerts [5]

-- PKI matching rules --

;1= SEQUENCE {
[0] DistributionPointName OPTIONAL,
[1] ReasonFlags OPTIONAL,
[2] BOOLEAN DEFAULT FALSE,
BOOLEAN DEFAULT TRUE,
[4] BOOLEAN DEFAULT TRUE,
BOOLEAN DEFAULT TRUE }

certificateExactMatch MATCHING-RULE ::={

SYNTAX CertificateExactAssertion

ID id-mr-certificateExactMatch }
CertificateExactAssertion ::= SEQUENCE {

serialNumber CertificateSerialNumber,

isslier Name }

certificateMatch MATCHING-RULE ::= {

SYINTAX
ID

CertificatgdAssertion
serfalNumber
isstlier

subjjectKeyldentifier
authorityKeyldentifier [3]

cerfificatevalid
privateKeyValid

CertificateAssertion
id-mr-certificateMatch }

::= SEQUENCE {

[0] CertificateSerialNumber
[1] Name

[2] SubjectKeyldentifier
AuthorityKeyldentifier
[4] Time

[5] GeneralizedTime

suhjjectPublicKeyAlgID [6] OBJECT IDENTIFIER
keylUsage [7] KeyUsage
suljjectAltName [8] AltNameType
polfcy [9] CertPolicySet
pathToName [10] Name
suhjject [11] Name
nameConstraints [12] NameCgnstraintsSyntax
AltNameType ::= CHOICE {
builtinNameForm ENUMERATED {
rfc822Name D,
dNSName 2),
x400Address 3),
directoryName 4),
ediPartyName (5),
uniformResourceldentifier (6),
iPAddress ),
registeredid (8) 1,
othperNameForm OBJECT IDENTIFIER }
CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld
certificatePairExactMatch MATCHING-RULE ::= {
SYINTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

OBTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL,
OPTIONAL }

CertificatePairExactAssertion
issuedToThisCAAssertion[0]
issuedByThisCAAssertion[1]
(WITH COMPONENTS

WITH COMPONENTS

::= SEQUENCE {
CertificateExactAssertion OPTIONAL,
CertificateExactAssertion OPTIONAL }

certificatePairMatch MATCHING-RULE ::= {

SYNTAX
ID

CertificatePairAssertion

122

CertificatePairAssertion
id-mr-certificatePairMatch }

;= SEQUENCE {
issuedToThisCAAssertion [0]
issuedByThisCAAssertion[1]
(WITH COMPONENTS

WITH COMPONENTS

CertificateAssertion OPTIONAL,
CertificateAssertion OPTIONAL }
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certificateListExactMatch MATCHING-RULE ::= {

SYNTAX CertificateListExactAssertion

ID id-mr-certificateListExactMatch }
CertificateListExactAssertion ::= SEQUENCE {

issuer Name,

thisUpdate Time,

distributionPoint  DistributionPointName OPTIONAL }

certificateListMatch MATCHING-RULE ::= {

I SO/IEC 9594-8:2008 (E)

SYNTAX CertificateListAssertion
ID id-mr-certificateListMatch }
CertificateListAssertion ::= SEQUENCE {

issuer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
makCRLNumber [1] CRLNumber OPTIONAL,
reagonFlags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distributionPoint [2] DistributionPointName ~ OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL }

algorithmldentifierMatch MATCHING-RULE ::= {
SYINTAX Algorithmlidentifier{{SupportedAlgorithms}}
ID id-mr-algorithmldentifierMatch }
policyMatch MATCHING-RULE ::= {
SYNTAX PolicylD
ID id-mr-policyMatch }

pkiPathMgtch MATCHING-RULE ::={

SYINTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch }
PkiPathMatchSyntax ::= SEQUENCE {
firsflssuer Name,
las{Subject Name }
enhanced[CertificateMatch MATCHING-RULE ::=4
SYINTAX EnhancedCertificatéAssertion
ID id-mr-enhancedGertificateMatch }
Enhanced[CertificateAssertion ::= SEQUENCE {
serlalNumber [0] CertificateSerialNumber OPTIONAL,
isstier [1] Name OPTIONAL,
suhjjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
cerfificateVvalid [4] Time OPTIONAL,
priyateKeyValid [5] GeneralizedTime OPTIONAL,
suljectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keylUsage [7] KeyUsage OPTIONAL,
subjjectAltName [8] AltName OPTIONAL,
polfcy, [9] CertPolicySet OPTIONAL,
pathToName [10] GeneralNames OPTIONAL,
subject [T Name OPTIONAL;
nameConstraints [12] NameConstraintsSyntax OPTIONAL }
(ALL EXCEPT ({ -- none; at least one component shall be present -- }))
AltName ::= SEQUENCE {
altnameType AltNameType,
altNameValue GeneralName OPTIONAL }
-- Object identifier assignments --
id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER = {id-ce 9}
id-ce-subjectKeyldentifier OBJECT IDENTIFIER = {id-ce 14}
id-ce-keyUsage OBJECT IDENTIFIER = {id-ce 15}
id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER = {id-ce 16}
id-ce-subjectAltName OBJECT IDENTIFIER = {id-ce 17}
id-ce-issuerAltName OBJECT IDENTIFIER = {id-ce 18}
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id-ce-basicConstraints
id-ce-cRLNumber
id-ce-reasonCode
id-ce-instructionCode
id-ce-invalidityDate
id-ce-deltaCRLIndicator
id-ce-issuingDistributionPoint
id-ce-certificatelssuer
id-ce-nameConstraints
id-ce-cRLDistributionPoints
id-ce-certificatePolicies
id-ce-policyMappings

-- deprecated
id-ce-authorityKeyldentifier
id-ce-policyConstraints
id-ce-extKeyUsage

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-ce 19}
{id-ce 20}
{id-ce 21}
{id-ce 23}
{id-ce 24}
{id-ce 27}
{id-ce 28}
{id-ce 29}
{id-ce 30}
{id-ce 31}
{id-ce 32}
{id-ce 33}
{id-ce 34}
{id-ce 35}
{id-ce 36}
{id-ce 37}

id-ce-cRL$treamldentifier
id-ce-cRLHcope
id-ce-statysReferrals
id-ce-freshhestCRL
id-ce-orddredList
id-ce-basgUpdateTime
id-ce-deltainfo
id-ce-inhilpitAnyPolicy
id-ce-toBgRevoked
id-ce-RevgkedGroups
id-ce-expifedCertsOnCRL
id-ce-aAispuingDistributionPoint

-- matching rule OIDs --

id-mr-cert|ficateExactMatch
id-mr-cert|ficateMatch
id-mr-cert|ficatePairExactMatch
id-mr-cert|ficatePairMatch
id-mr-cert|ficateListExactMatch
id-mr-cert|ficateListMatch
id-mr-alggrithmldentifierMatch
id-mr-policyMatch
id-mr-pkiRathMatch
id-mr-enhancedCertificateMatch

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIHER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT.IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

{id-ce 40}
{id-ce 44}
{id-ce 45}
{id-ce 46}
{id-ce 47}
{id-ce 51}
{id-ce 53}
{id-ce 54}
{id-ce(58}
{id-ce 59}
fid:ce 60}
{id-ce 63}

{id-mr 34}
{id-mr 35}
{id-mr 36}
{id-mr 37}
{id-mr 38}
{id-mr 39}
{id-mr 40}
{id-mr 60}
{id-mr 62}
{id-mr 65}

-- The following OBJECT IDENTIFIERS are not used by this Directory Specification:
-- {id-ce 2} {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},
-- {id-ce 8}| {id-ce 10}, {id-ce 11} ,4id-ce 12}, {id-ce 13},

-- {id-ce 22}, {id-ce 25}, {id-ce.26}

END -- CdqrtificateExtensions

- A3 Attfibute Certificate Framework module

AttributedertificateDefinitions {joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 6}

DEFINITIONSTVMPLCICIT TAGS T =
BEGIN

-- EXPORTS ALL --

IMPORTS

basicAccessControl, id-at, id-ce, id-mr, informationFramework, authenticationFramework,

selectedAttributeTypes, id-oc, certificateExtensions, externalDefinitions

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 6}

ATTRIBUTE, Attribute{}, AttributeType, MATCHING-RULE, Name, OBJECT-CLASS,

RelativeDistinguishedName, SupportedAttributes, top

FROM InformationFramework informationFramework
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AttributeTypeAndValue

FROM BasicAccessControl basicAccessControl

Algorithmldentifier, Certificate, CertificateList, CertificateSerialNumber, EXTENSION,
Extensions, InfoSyntax, PolicySyntax, SIGNED{}, SupportedAlgorithms

FROM AuthenticationFramework authenticationFramework

TimeSpecification, UnboundedDirectoryString, Uniqueldentifier

FROM SelectedAttributeTypes selectedAttributeTypes

certificateListExactMatch, GeneralName, GeneralNames, NameConstraintsSyntax

FROM CertificateExtensions certificateExtensions

UserNotice

FROM PKIX1Implicit93 {iso(1) identified-organization(3) dod(6) internet(1) security(5)

mechanisms(5)

pkix(7) id-mod(0) id-pkix1-implicit-93(4)} ;

-- Unless gxplicitly noted otherwise, there is no significance to the ordering
-- of compgnents of a SEQUENCE OF construct in this Directory Specification.

-- attribute [certificate constructs --

Attributedertificate ::= SIGNED {AttributeCertificatelnfo}

Attributedertificatelnfo ::= SEQUENCE {

vergion AttCertVersion, -- version is v2
holfler Holder,
isstier AttCertlssuer,
sighature Algorithmldentifier{{SupportedAlgorithms}},
serlalNumber CertificateSerialNumber,
attriCertValidityPeriod AttCertValidityPeriod,
attrjbutes SEQUENCE OF Attribute{{SupportedAttributes}},
issyierUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL }
AttCertVefsion = INTEGER { v2(1) }

Holder ::3 SEQUENCE {
badeCertificatelD [0] IssuerSerial OPTIONAL,

-- the issuer and serial number of'\the holder's Public-Key Certificate

ent|tyName [1] GéneralNames OPTIONAL,

-- the name of the entity orrole

objgectDigestinfo [2] ObjectDigestinfo OPTIONAL

-- used to directly authénticate the holder, e.g., an executable
-- at least one of baseCertificatelD, entityName or objectDigestinfo shall be present --}

ObjectDigpstinfo ::= SEQUENCE {

digpstedObjectType ENUMERATED {

publickey 0),

publicKeyCert 1),

othrer®bjectTypes 21,
othprObjettTypelD OBJECT IDENTIFIER OPTIONAL,
digpstAlgorithm Algorithmlidentifier{{SupportedAlgorithms}},
objettDigest BITSTRING T

AttCertlssuer

= [0] SEQUENCE {

issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [1] ObjectDigestinfo OPTIONAL }

-- At least one component shall be present

(WITH COMPONENTS { ..., issuerName PRESENT } |
WITH COMPONENTS { ..., baseCertificatelD PRESENT } |
WITH COMPONENTS{ ..., objectDigestinfo PRESENT })

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,
issuerUiD Uniqueldentifier OPTIONAL }
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AttCertValidityPeriod
notBeforeTime
notAfterTime

::= SEQUENCE {
GeneralizedTime,
GeneralizedTime }

AttributeCertificationPath
attributeCertificate

::= SEQUENCE {
AttributeCertificate,

acPath SEQUENCE OF ACPathData OPTIONAL }
ACPathData ::= SEQUENCE {
certificate [O] Certificate OPTIONAL,

attributeCertificate

(1]
PrivilegePolicy ::= OBJECT IDENTIFIER

AttributeCertificate OPTIONAL }

-- privilege attributes

role ATTH
wil
ID

IBUTE ::={
H SYNTAX RoleSyntax
id-at-role }

RoleSyntgdx ::=
role

rolg

X
Authority
Name

SEQUENCE {
[0]
[1]

peinfo ATTRIBUTE ::={

GeneralNames OPTIONAL,
GeneralName }

xmlPrivile

WITH SYNTAX UTF8String --contains XML-encoded privilege information
ID id-at-xMLPrivilegelnfo }
permission ATTRIBUTE ::={
WITH SYNTAX DualStringSyntax
EQUALITY MATCHING RULE dualStringMatch
ID id-at-permission }
DualStringSyntax ::= SEQUENCE {
operation [O] UnboundedDirectoryString,
object [1] UnboundedDirectoryString }
dualStringMatch MATCHING-RULE ::= {
SYNTAX DualStringSyntax
ID id-mr-dualStringMatch }

timeSpecification EXTENSION ::
SYINTAX
IDENTIFIED BY

{
TimeSpecification
id-ce-timeSpecification }

timeSpecificationMatch MATCHING-RULE ::= {
SYINTAX TimeSpecification
ID id-mr-timeSpecMatch }

targetinglnformation{EXTENSION ::={

SYINTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED-BY id-ce-targetinformation }
Targets :J=\SEQUENCE SIZE (1..MAX) OF Target
Target ::= CHOICE {
targetName [0] GeneralName,
targetGroup [1] GeneralName,
targetCert [2] TargetCert }
TargetCert ::= SEQUENCE {

targetCertificate
targetName
certDigestinfo

userNotice EXTENSION ::

{

SYNTAX
IDENTIFIED BY
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IssuerSerial,
GeneralName OPTIONAL,
ObjectDigestinfo OPTIONAL }

SEQUENCE SIZE (1..MAX) OF UserNotice
id-ce-userNotice }
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acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }
AcceptablePrivilegePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

singleUse EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-singleUse }
groupAC EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-groupAC }
noRevAvail EXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY id-ce-noRevAvail }
sOAldentifier EXTENSION ::= {

SYINTAX NULL

IDENTIFIED BY id-ce-sOAldentifier }

sOAldentifierMatch MATCHING-RULE ::={
SYNTAX NULL

ID id-mr-sOAldentifierMatch }
attributeDpscriptor EXTENSION ::= {
SYINTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor } }
AttributeQescriptorSyntax ::= SEQUENCE {
identifier Attributeldentifier,
attrjbuteSyntax OCTET STRING (SIZE(2{MAX)),
name [0] AttributeName OPTIONAL,
dedcription [1] AttributeDescription“OPTIONAL,
dorinationRule PrivilegePolicyldentifier}

Attributeldentifier ::= ATTRIBUTE.&id({AttributelDs})
Attributellps ATTRIBUTE ::= {...}

AttributeName ::= UTF8String (SIZE(1..MAX))
AttributeDescription ::= UTF8String(SIZE(1..MAX))

PrivilegeHolicyldentifier ::= SEQUENCE {

privilegePolicy PrivilegePolicy,

priyPolSyntax InfoSyntax }
attDescrigtor MATCHING-RULE ::= {

SYINTAX AttributeDescriptorSyntax

ID id-mr-attDescriptorMatch }
roleSpec(ertidentifier EXTENSION ::= {

SYNTAX RofeSpecCertidentifierSymtax

IDENTIFIED BY {id-ce-roleSpecCertldentifier } }

RoleSpecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier

RoleSpecCertldentifier ::= SEQUENCE {

roleName [O] GeneralName,

roleCertlssuer [1] GeneralName,

roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL }

roleSpecCertldMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertldentifierSyntax
ID id-mr-roleSpecCertldMatch }
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basicAttConstraints EXTENSION ::= {

SYNTAX BasicAttConstraintsSyntax

IDENTIFIED BY { id-ce-basicAttConstraints } }
BasicAttConstraintsSyntax ::= SEQUENCE {

authority BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }

basicAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYINTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch }

acceptableCertPolicies EXTENSION ::= {

SYINTAX AcceptableCertPoliciesSyntax

IDENTIFIED BY id-ce-acceptableCertPolicies }
AcceptablieCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER
acceptableCertPoliciesMatch MATCHING-RULE ::={

SYINTAX AcceptableCertPoliciesSyntax

ID id-mr-acceptableCertPoliciesMatch }
authorityAttributeldentifier EXTENSION ::= {

SYINTAX AuthorityAttributeldentifierSyntax

IDENTIFIED BY { id-ce-authorityAttributeldentifier } }
AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttld
AuthAttld|::= IssuerSerial

authAttldyatch MATCHING-RULE ::= {
SYINTAX AuthorityAttributeldentifier Syntax

ID id-mr-authAttldMateh’}
indirectlsguer EXTENSION ::= {

SYINTAX NULL

IDENTIFIED BY id-ce-indirectlssuer }
issuedOnBehalfOf EXTENSION ::= {

SYINTAX GeneralName

IDENTIFIED BY id-ce-issuedOnBehalfOf }
noAssertipn JEXTENSION ::= {

SYNTAX NULL

IDENTIFIED BY [0-CE-TMOASSErTon §

allowedAttributeAssignments EXTENSION ::= {

SYNTAX AllowedAttributeAssignments
IDENTIFIED BY id-ce-allowedAttAss }
AllowedAttributeAssignments ::= SET OF SEQUENCE {
attributes [0] SET OF CHOICE {
attributeType [O] AttributeType,
attributeTypeandValues [1] Attribute{{SupportedAttributes}} },
holderDomain [1] GeneralName }

attributeMappings EXTENSION ::= {
SYNTAX AttributeMappings
IDENTIFIED BY id-ce-attributeMappings }
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AttributeMappings ::= SET OF CHOICE {

typeMappings [0] SEQUENCE {
local [0] AttributeType,
remote [1] AttributeType},
typeValueMappings [1] SEQUENCE {
local [0] AttributeTypeAndValue,
remote [1] AttributeTypeAndValue} }
holderNameConstraints EXTENSION ::= {
SYNTAX HolderNameConstraintsSyntax
IDENTIFIED BY id-ce-holderNameConstraints }
HolderNameConstraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

I SO/IEC 9594-8:2008 (E)

GeneralSybtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSybtree ::= SEQUENCE {

bade GeneralName,
mirfimum [0] BaseDistance DEFAULT 0,
makimum [1] BaseDistance OPTIONAL }

BaseDistgnce ::= INTEGER (0..MAX)
-- PMI objgct classes --

pmiUser PBJECT-CLASS ::= {

SUBCLASS OF {top}
KIND auxiliary
MAJY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser }
pmiAA OBJECT-CLASS ::= {--aPMI AA
SUBCLASS OF {top}
KIND auxiliary
MAJY CONTAIN {aACertificate |

attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA}
pmiSOA OBJECT-CLASS ::= { -- a PMI Sburce of Authority
SUBCLASS OF {top}
KIND auxiliary
MAJY CONTAIN {attributeCertificateRevocationList |

attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA }
attCertCRLDistributionPt OBJECT-CLASS ::= {
SUBCLASS OF {top}
KIND auxiliary
MAJY CONTAIN { attributeCertificateRevocationList |
attributeAuthorityRevocationList }
ID T0-oCc-atCenCRCDISIbuUtionPtS }

pmiDelegationPath OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { delegationPath }

ID id-oc-pmiDelegationPath }
privilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {privPolicy }

ID id-oc-privilegePolicy }
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protectedPrivilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {protPrivPolicy }

ID id-oc-protectedPrivilegePolicy }

-- PMI directory attributes --

attributeCertificateAttribute ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeCertificate }
aACertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-aACertificate }
attributeDpscriptorCertificate ATTRIBUTE ::= {

WITH SYNTAX AttributeCertificate

EQUALITY MATCHING RULE attributeCertificateExactMatch

ID id-at-attributeDescriptorCertificate }
attributeCprtificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeCertificateRevoeationList }

attributeAputhorityRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeAuth@rityRevocationList }
delegatiofPath ATTRIBUTE ::= {

WITH SYNTAX AttCertPath

ID id-at-delegationPath }

AttCertPath ::= SEQUENCE OF AttributeCertificate

privPolicy] ATTRIBUTE ::= {

WITH SYNTAX PolicySyntax
ID id-at-privPolicy }
protPrivPglicy ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-protPrivPolicy }
xmlPrivPdlicy ATTRIBUTE® ::= {
WITH SYNTAX UTF8String --contains XML-encoded privilege policy information
ID id-at-xmlPrivPolicy }

-- Attribute|certificate extensions and matching rules --

attributeCertifilcateExactvarch MATCHING-RULE = ¢
SYNTAX AttributeCertificateExactAssertion
ID id-mr-attributeCertificateExactMatch }
AttributeCertificateExactAssertion ::= SEQUENCE ({
serialNumber CertificateSerialNumber,
issuer AttCertlssuer }

attributeCertificateMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }
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AttributeCertificateAssertion ::= SEQUENCE ({

holder [0] CHOICE {

baseCertificatelD [0] IssuerSerial,

holderName [1] GeneralNames} OPTIONAL,
issuer [1] GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL }

-- At least one component of the sequence shall be present
holderlssuerMatch MATCHING-RULE ::= {

SYNTAX HolderlssuerAssertion

ID id-mr-holderlssuerMatch }

HolderlssuerAssertion ::= SEQUENCE {

holder [O] Holder OPTIONAL,

issuer [1] AttCertlssuer OPTIONAL }
delegatiorjPathMatch MATCHING-RULE ::= {

SYINTAX DelMatchSyntax

ID id-mr-delegationPathMatch }
DelMatch$yntax ::= SEQUENCE {

firsflssuer AttCertlssuer,

las{Holder Holder }
extensionPresenceMatch MATCHING-RULE ::={

SYINTAX EXTENSION.&id

ID id-mr-extensionPresenceMatch }

-- object idpntifier assignments --
-- object classes --

id-oc-pmilser

id-oc-pmipA

id-oc-pmi$OA
id-oc-attCertCRLDistributionPts
id-oc-privilegePolicy
id-oc-pmibelegationPath
id-oc-protectedPrivilegePolicy

-- directory] attributes --

id-at-attriquteCertificate

id-at-attriquteCertificateRevocationList

id-at-aACg¢rtificate
id-at-attriquteDescriptorCertificate

id-at-attriquteAuthorityRevacationList

id-at-privRolicy
id-at-role
id-at-delegationPath
id-at-protRrivPolicy
id-at-xMLPrivilegelnfo
id-at-xmIHrivRalicy

OBJECT IDENNFIER::
OBJECT IDENTIFIER::
OBJECT IRBENTIFIER:
OBJECTIDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

{id-oc 24}
{id-oc 25}
{id-oc 26}
{id-oc 27}
{id-oc 32}
{id-oc 33}
{id-oc 34}

{id-at 58}
{id-at 59}
{id-at 61}
{id-at 62}
{id-at 63}
{id-at 71}
{id-at 72}
{id-at 73}
{id-at 74}
{id-at 75}
{id-at 76}

id-at-permission
-- attribute certificate extensions --
id-ce-authorityAttributeldentifier

id-ce-roleSpecCertldentifier
id-ce-basicAttConstraints
id-ce-delegatedNameConstraints
id-ce-timeSpecification
id-ce-attributeDescriptor
id-ce-userNotice
id-ce-sOAldentifier
id-ce-acceptableCertPolicies
id-ce-targetinformation
id-ce-noRevAvail

UBJECT IDENTIFIER..

OBJECT IDENTIFIER::

OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

{io-arsz}

{id-ce 38}

{id-ce 39}
{id-ce 41}
{id-ce 42}
{id-ce 43}
{id-ce 48}
{id-ce 49}
{id-ce 50}
{id-ce 52}
{id-ce 55}
{id-ce 56}
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id-ce-acceptablePrivilegePolicies
id-ce-indirectlssuer
id-ce-noAssertion
id-ce-issuedOnBehalfOf
id-ce-singleUse

id-ce-groupAC
id-ce-allowedAttAss
id-ce-attributeMappings
id-ce-holderNameConstraints

-- PMI matching rules --
id-mr-attributeCertificateMatch

id-mr-attributeCertificateExactMatch
id-mr-holderlssuerMatch

OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

OBJECT IDENTIFIER::
OBJECT IDENTIFIER::
OBJECT IDENTIFIER:

{id-ce 57}
{id-ce 61}
{id-ce 62}
{id-ce 64}
{id-ce 65}
{id-ce 66}
{id-ce 67}
{id-ce 68}
{id-ce 69}

{id-mr 42}
{id-mr 45}
{id-mr 46}

id-mr-auttAttldMatch
id-mr-roleppecCertldMatch
id-mr-basicAttConstraintsMatch
id-mr-deldgatedNameConstraintsMatch
id-mr-timgSpecMatch
id-mr-attDescriptorMatch
id-mr-acceéptableCertPoliciesMatch
id-mr-deldgationPathMatch
id-mr-sOAldentifierMatch
id-mr-extgnsionPresenceMatch
id-mr-dualStringMatch

END -- AtfributeCertificateDefinitions

OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER:
OBJECT IDENTIFIER::
OBJECT IDENTIFIER::

{id-mr 53}
{id-mr 54}
{id-mr 55}
{id-mr 56}
{id-mr 57}
{id-mr 58}
{id-mr 59}
{id-mr 61}
{id-mr 66}
{id-mr,67}
{fid=mr 69}
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Annex B

CRL generation and processing rules
(This annex forms an integral part of this Recommendation | International Standard)

B.1 I ntroduction

A relying party (certificate user) needs the ability to check the revocation status of a certificate in order to determine
whether or not to trust that certificate. Certificate Revocation Lists (CRL) are one mechanism for relying parties to
obtain the revocation information. Other mechanisms may also be used, but are outside the scope of this Directory
Specification.

This annex addresses the use of CRLs for certificate revocation status checking by relying parties. Various authorities
may have different policies regarding their issuance of revocation lists. For instance, in some cases the certificate
issuing aufhorify may authorize a different authorify to 1ssue a certificate revocation [ist for the certificatds it issues.
Some authprities may combine revocation of end-entity and CA-certificates into a single list while other@uthprities may
split these [into separate lists. Some authorities may partition their certificate population onto CRL fragments and some
authorities| may issue delta updates to a revocation list between regular CRL intervals. As a result; telying pprties need
to be able|to determine the scope of the CRLs they retrieve to enable them to ensure they have-the complete set of
revocation|information covering the scope of the certificate in question for the revocation redsons of interest, given the
policy under which they are working. This annex provides a mechanism for the relying parties’to determine tle scope of
retrieved JRLs.

This annex is written for revocation status checking of public-key certificates using”CRLs, Full and Complete End-
Entity CRLs (EPRLs) and Certification Authority Revocation Lists (CARLs). \However, this description dan also be
applied to [revocation status checking of attribute certificates using Attribute\Certificate Revocation Lists (ACRL) and
Attribute Authority Revocation Lists (AARL). For purposes of this annex;~ACRL can be considered in pla¢e of CRL,
EPRL can|be full and complete end-entity ACRL, and AARL in place of CARL. Similarly, the directory attributes
identified {n B.4 shall be mapped to those for the AARL and ACRL and the fields identifying certificate types in the
Issuing Distribution Point extension can be mapped to those applicable to PMI.

B.1.1 CRL types

CRLs of ope or more of the following types may be available to a relying party, based on the revocation aspgects of the
policy of the certificate issuing authority:

+  Full and complete CRL,;

+  Full and complete end-entity CRI(EPRL);

+  Full and complete Certification Authority Revocation List (CARL);
+  Distribution Point CRLYEPRL or CARL;

+  Indirect CRL, EPRE‘or CARL (ICRL);

+  Delta CRL, ERRLJor CARL;

- Indirect dCRL., EPRL or CARL.

A full and|complete-€RL is a list of all revoked end-entity and CA-certificates issued by an authority for any and all
reasons.

A full and [complete EPRL is a list of all revoked end-entity certificates issued by an authority for any and all freasons.

A full and complete CAKL 1s a list of revoked CA-certiticates 1ssued by an authority 1or any and all reasons.

A distribution point CRL, EPRL or CARL is one that covers all or a subset of certificates issued by an authority. The
subset could be based on a variety of criteria.

An indirect CRL, EPRL or CARL (ICRL) is a CRL that contains a list of revoked certificates, in which some or all of
those certificates were not issued by the authority signing and issuing the CRL.

A delta CRL, EPRL or CARL is a CRL that only contains changes to a CRL that is complete for the given scope at the
time of the CRL referenced in the dCRL. Note that the referenced CRL might be one that is complete for the given
scope or it might be a dCRL that is used to locally construct a CRL that is complete for the given scope.

All of the above CRL types (except for the dCRL) are CRL types that are complete for their given scope. A dCRL shall
be used in conjunction with an associated CRL that is complete for the same scope in order to form a complete picture
of the revocation status of certificates.
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An indirect delta-CRL, EPRL or CARL is a CRL which only contains changes to a set of one or more CRLs, that are
complete for their given scopes and in which some or all of those certificates may not have been issued by the authority
signing and issuing this CRL.

Within this annex as well as this Directory Specification, "Scope of a CRL" is defined by two independent dimensions.
One dimension is the set of certificates covered by the CRL. Another dimension is the set of reason codes covered by
the CRL. The scope of a CRL can be determined in one or more of the following ways:

—  Issuing Distribution Point (IDP) extension in the CRL; or

—  Other means, outside the scope of this Directory Specification.

B.1.2  CRL processing

If a relying party is using CRLs as the mechanism to determine if a certificate is revoked, they shall use the appropriate
CRL(s) for that certificate. This annex describes a procedure for obtaining and processing appropriate CRLs by walking
through a number of specific steps An implementation finctionally equivalent to the external hehavionr resylting from
this procedure shall also be considered compliant with this annex and the associated specification. The algofrithm used
by a particplar implementation to derive the correct output (i.e., revocation status for a certificate) from-the gjven inputs
(the certififate itself and input from local policy) is not standardized. For example, although this procedure i$ described
as a sequepce of steps to be processed in order, an implementation may use CRLs which are in“its ‘local cache rather
than retrieving CRLs each time it processes a certificate, provided those CRLs are complete: for the scppe of the
certificate pnd do not violate any of the parameters of the certificate or policy.

The following general steps are described in B.2 through B.5 below:
1) Determine Parameters for CRLs;

1) Determine CRLs Required;

3) Obtain the CRLs;

4)  Process the CRLs.

Step 1) idgntifies the parameters from the certificate and elsewhere that will be used to determine which typg¢s of CRLs
are required.

Step 2) applies the values of the parameters to make the detesmination.
Step 3) idgntifies the directory attributes from which the GRL types can be retrieved.
Step 4) degcribes the processing of appropriate CRIS.

B.2 Deter mine parametersfor CRLS

Informatiop located in the certificate~itself, as well information from the policy under which the relying party is
operating, provide the parameters for détermining the appropriateness of candidate CRLs. The following infgprmation is
required tq determine which CRL.types are appropriate:
+  Certificate type (i«c., end-entity or CA);
. Critical CRD. Distribution Point;

+  Critical Freshest CRL;

s Reason codes of interest.

The certifipate’type can be determined from the basic constraints extension in the certificate. If the extension|is present,
. 4i4 ficat 1£ ¢+ 1

it indicatck—whether—the—eertHieate—ts—a—CA—certifieate—or—an—end-entity—eerttieate—Hthe—extenston—is—absent, the
certificate type is considered to be end-entity. This information is required to determine if a CRL, EPRL or CARL can
be used to check the certificate for revocation.

If the certificate contains a critical CRL Distribution Point extension, the relying party certificate processing system
shall understand this extension and obtain and use the CRL(s) pointed to by the CRL Distribution Point extension for
the reason codes of interest in order to determine revocation status of the certificate. Reliance on a full CRL, for
instance, would not be sufficient.

If the certificate contains a critical Freshest CRL extension, the relying party cannot use the certificate without first
retrieving and checking the freshest CRL.

The reason codes of interest are determined by policy and are generally supplied by the application. It is recommended
that these should include all reason codes. This information is required to determine which CRLs are sufficient in terms
of reason codes.
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Note that policy may also dictate whether or not a relying party is expected to check dCRLs for revocation status, when
the freshestCRL extension is flagged non-critical or is absent from the certificate. Though excluded from this step, the
processing of these optional dCRLs is described in step 4).

B.3 Determine CRLsrequired

The values of the parameters described in B.2 determine the criteria upon which the CRL types required to check
revocation status of a given certificate is determined. The determination of CRL types can be done based on the
following sets of criteria as described in B.3.1 through B.3.4 below.

—  End-entity certificate with critical CRL DP asserted;

—  End-entity certificate with no critical CRL DP asserted;
—  CA-certificate with critical CRL DP asserted;

—_ CA-certificate with no critical CRL DP asserted.

Handling ¢f the remaining parameters (critical freshest CRL extension and set of reason codes of inteteépt) is done
within each of the subclauses.

Note that ]: each case, more than one CRL type can satisfy the requirements. Where there is a choice’of CRI types, the
relying pafty may select any of the appropriate types to use.

B.3.1  End-entity with critical CRL DP

If the cerfificate is an end-entity certificate and cRLDistributionPoints extension, i present in the certjficate and
flagged criftical, the following CRLs shall be obtained:

: A CRL from one of the nominated distribution Point CRLs thdt-covers one or more of the repson codes
of interest;

+ Ifall the reason codes of interest are not covered by that{CRL, revocation status for the remainjing reason
codes may be satisfied by any combination of the following CRLs:

*  Additional distribution point CRLs;
*  Additional complete CRLs;
*  Additional complete EPRLs.

If the freslest CRL extension is also present in the certificate and if flagged critical, one or more CRLs sHall also be
obtained ffom one or more of the nominated distribution points in that extension, ensuring that freshest [revocation
informatioh for all reason codes of interest is checked.

B.3.2  End-entity with no critical CRL ,DP

If the certfficate is an end-entity certifieate and the cRLDistributionPoints extension is absent from the cqrtificate or
present anfl not flagged critical, révocation status for the reason codes of interest may be satisfied by any c¢pmbination
of the follgwing CRLs:

+  Distribution peint CRLs (if present);
+  Complete €RLs;
+  Complete EPRLs.

If the freshest CRL extension is also present in the certificate and if flagged critical, one or more CRLs shall also be
obtained ffom.one or more of the nominated distribution points in that extension, ensuring that freshest [revocation
information Tor all reason codes of inferest 1s checked.

B.3.3 CA with critical CRL DP

If the certificate is a CA and the cRLDistributionPoints extension is present in the certificate and flagged critical, the
following CRLs/CARLs shall be obtained:

a) A CRL or CARL from one of the nominated distribution points that covers one or more of the reason
codes of interest;

b) If all the reason codes of interest are not covered by that CRL/CARL, revocation status for the remaining
reason codes may be satisfied by any combination of the following CRLs/CARLs:

—  Additional distribution point CRLs/CARLs;
— Additional complete CRLs;
—  Additional complete CARLSs.
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If the freshest CRL extension is also present in the certificate and if flagged critical, one or more CRLs/CARLs shall
also be obtained from one or more of the nominated distribution points in that extension, ensuring that freshest
revocation information for all reason codes of interest is checked.

B.3.4 CA with no critical CRL DP

If the certificate is a CA certificate and the cRLDistributionPoints extension is absent from the certificate or present
and not flagged critical, revocation status for the reason codes of interest may be satisfied by any combination of the
following CRLs:

—  Distribution point CRLs/CARLSs (if present);

—  Complete CRLs;

—  Complete CARLs.
If the freshest CRL extension is also present in the certificate and if flagged critical, one or more CRLs/CARLSs shall
alSO be 0 TS P Py v > P g - T T T - ™ - b @ = T —~ 7 at freSheSt
revocation|information for all reason codes of interest is checked.

( [O O O IT10 O O dlicd d OULIO PO dl C O U L

B4 Obtain CRLs

If the rely|ng party is retrieving appropriate CRLs from the Directory, these CRLs are obtained from the ¢RL DP or
certificate jssuer directory entry by retrieving the appropriate attributes, i.e., one or more of'the following attr{butes:

e Certificate Revocation List;
+  Authority Revocation List;

Delta Revocation List.

B.5 Process CRLs

After consjdering the parameters discussed in B.2, identifying apprOpriate CRL types as described in B.3 and retrieving
an appropfiate set of CRLs as described in B.4, a relying party\is‘ready to process the CRLs. The set of [CRLs will
contain at [least one base CRL and may also contain one or fidjere dCRLs. For each CRL being processed, the relying
party shalll ensure that the CRL is accurate with respect to_ its scope. The relying party has already determined that the
CRL is appropriate for the scope of the certificate of interest, through the process of B.2 and B.3 above. In addition,
validity checks shall be conducted on the CRLs and-they shall be checked to determine whether or not the| certificate
has been r¢voked. These checks are described in B8 through B.5.4 below.

B5.1 alidate base CRL scope

As describgd in B.3, there can be more than’one type of CRL that can be used as the base CRL for checkingfrevocation
status of a[certificate. Depending on the policy of issuing authority with respect to CRL issuance, the relying| party may
have one gr more of the followingtbase CRL types available to them.

+  Complete CRL for all entities;

+  Complete EPRL;

+  Complete CARL;

+  Distcibution Point Based CRL/EPRL/CARL.

Subclauseg B4 through B.5.1.4 provide the set of conditions which shall be true in order for a relying pafty to use a
CRL of eagh\type as the base CRL for certificate revocation status checking for reason codes of interest.

Indirect base CRLs are addressed within each of the subclauses.

B.5.1.1 Complete CRL

In order to determine that a CRL is a complete CRL for end-entity and CA-certificates for which the CRL issuer is
responsible, for all reason codes of interest, the following shall be true:

—  Delta CRL indicator extension shall be absent; and
—  Issuing distribution point extension may be present; and

—  Either the issuing distribution point extension shall not contain distribution point field or one of the
names in the distribution point field shall match the issuer field in the CRL; and
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Issuing distribution point extension shall either not contain any of the following fields or if it contains
any of the following fields, none of the fields present shall be set to TRUE:
containsUserPublicKeyCerts, containsCACerts, containsUserAttributeCerts, containsAACerts,
and/or containsSOAPublicKeyCerts; and

If the reasonCodes field is present in the issuing distribution point extension, the reasons code field
shall include all the reasons of interest to the application; and

Issuing distribution point extension may or may not contain indirectCRL field (hence, this field need not
be checked).

B.5.1.2 Complete EPRL

In order to determine that a CRL is a complete EPRL for reason codes of interest, all of the following shall be true:

i e dicteibuk ‘ on-shalld :

Delta CRL indicator extension shall be absent;

Either the issuing distribution point extension shall not contain distribution point field~0#’jone of the
names in the distribution point field shall match the issuer field in the CRL;

Issuing distribution point extension shall contain containsUserPublicKeyCerts gomponent| This field
shall be set to TRUE;

If the reasonCodes field is present in the issuing distribution point extension, the reasons|code field
shall include all the reasons of interest to the application; and

Issuing distribution point extension may or may not contain indirectCRL field (hence, this fie]d need not
be checked).

This CRL [may be only used if the relying party has determined the subject certificate to be an end entity [certificate.

Thus, if th¢ subject certificate contains the basicConstraints extension, its'value shall be cA=FALSE.

B.5.1.3 Complete CARL

In order tol
be true:

determine that a CRL is a complete CARL for reason’codes of interest, all of the following condjtions shall

Delta CRL indicator extension shall be absent;
Issuing point distribution shall be present;

Either the issuing distribution point extension shall not contain distribution point field or pne of the
names in the distribution point field shall match the issuer field in the CRL;

Issuing distribution point shall-contain containsCACerts component. This field shall be set to[TRUE;

If the reasonCodes figld\is present in the issuing distribution point extension, the reasons|code field
shall include all the reasons of interest to the application; and

Issuing distribution*point may or may not contain indirectCRL field (hence, this field nged not be
checked).

This CARL may be only:used if the subject certificate is a CA-certificate. Thus, the subject certificate shall fontain the

basicCon

B.5.1.4 Distribution point based CRL/EPRL/CARL

In order td

traints exténsion with cA set to TRUE.

determine that a CRL is one of the CRLs indicated by a CRL distribution point extension or frgshest CRL

Extension

n the ceruricate, all o1 the 1ollowing conditions shall be truc:

Either the distribution point field in the CRL's issuing distribution point extension shall be absent (only
when not looking for a critical CRL DP), or one of the names in the distribution point field in the CRL
distribution point extension or freshest CRL extension of the certificate shall match one of the names in
the distribution point field in the issuing distribution point extension of the CRL. Alternatively, one of
the names in the cRLIssuer field of the certificate's CRL DP or freshest CRL extension can match one of
the names in DP of the IDP,

Issuing distribution point extension shall either not contain any of the following fields, or if it contains
any of the following fields, none of the fields present shall be set to TRUE:
containsUserPublicKeyCerts, containsCACerts, containsUserAttributeCerts, containsAACerts,
and/or containsSOAPublicKeyCerts, or the field appropriate for the certificate type shall be set to
TRUE (See Table B.1 for field type for each certificate type);
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