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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate in fields of mutual interest. Other international organizations, governmental and non-governmental, in
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide directory services. A set of such
systems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application-entities, people, terminals
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;

Hadar-dif PECV-OY fo.
wrder-dHterent-manaserremts:
- of different levels of complexity; and

- of different ages.

Many applications have requirements for security to protect against threats to the communication of ipformation.
Virtually all security services are dependent upon the identities of the communicating parties) being reliably |known, i.e.
authenticat{on.

This Recorpmendation | International Standard defines a framework for public-key ‘Certificates. That framewqrk includes
specificatiqn of data objects used to represent the certificates themselves as\well as revocation notices| for issued
certificates|that should no longer be trusted. The public-key certificate framework defined in this Specificatipn, while it
defines some critical components of a Public-key Infrastructure (PKI), it dees not define a PKI in its entirety. However,
this Specification provides the foundation upon which full PKIs and theif spécifications would be built.

Similarly, this Recommendation | International Standard defines_a‘framework for attribute certificates. That| framework
includes spgcification of data objects used to represent the certificates themselves as well as revocation noticgs for issued
certificates|that should no longer be trusted. The attribute certificate framework defined in this Specificatipn, while it
defines sorpe critical components of a Privilege ManagementInfrastructure (PMI), it does not define a PMI it|its entirety.
However, this Specification provides the foundation upon which full PMIs and their specifications would be built.

Information objects for holding PKI and PMI objeets in the Directory and for comparing presented values [with stored
values are 3lso defined.

This Recotnmendation | International Standard also defines a framework for the provision of authentication [services by
the Directofy to its users.

This Recorthmendation | International Standard provides the foundation frameworks upon which industry proffiles can be
defined by|other standards groups*and industry forums. Many of the features defined as optional in these frameworks,
may be mandated for use in(certain environments through profiles. This fourth edition technically revises anfl enhances,
but does n¢t replace, the«third edition of this Recommendation | International Standard. Implementations may still claim
conformange to the third-¢dition. However, at some point, the third edition will not be supported (i.e. reported defects
will no longer be reselved). It is recommended that implementations conform to this fourth edition as soon as possible.

This fourth|edition specifies version 1 and 2 of the Directory protocols.

The first and second editions specified only version 1. Most of the services and protocols specified in this edition are
designed to function under version 1. However some enhanced services and protocols, e.g. signed errors, will not
function unless all Directory entities involved in the operation have negotiated version 2. Whichever version has been
negotiated, differences between the services and between the protocols defined in the four editions, except for those
specifically assigned to version 2, are accommodated using the rules of extensibility defined in this edition of ITU-T
Rec. X.519 | ISO/IEC 9594-5.

Annex A, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all of the definitions associated with the frameworks.

Annex B, which is an integral part of this Recommendation | International Standard, provides rules for generating and
processing Certificate Revocation Lists.

Annex C, which is not an integral part of this Recommendation | International Standard, provides examples of delta-CRL
issuance.

© ISO/IEC 2001 — All rights reserved
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Annex D, which is not an integral part of this Recommendation | International Standard, provides examples of privilege
policy syntaxes and privilege attributes.

Annex E, which is not an integral part of this Recommendation | International Standard, is an introduction to public-key
cryptography.

Annex F, which is an integral part of this Recommendation | International Standard, defines object identifiers assigned to
authentication and encryption algorithms, in the absence of a formal register.

Annex G, which is not an integral part of this Recommendation | International Standard, contains examples of the use of
certification path constraints.

Annex H, which is not an integral part of this Recommendation | International Standard, contains an alphabetical list of
information item definitions in this Specification.

Annex I, which is not an integral part of this Recommendation | International Standard, lists the amendments and defect
reports thaf have been incorporated to form this edition of this Recommendation | International Standard.

The Interndtional Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC)] draw
attention tq the fact that it is claimed that compliance with this part of ISO/IEC 9594 may involve the use|of a patent
concerningfthe CRL distribution point facility.

ISO and IE[C take no position concerning the evidence, validity and scope of this patent right.

The holder [of this patent right has assured ISO and IEC that he is willing to negotiate\licences under reasonabjle and non-
discriminatpry terms and conditions with applicants throughout the world. In this_respect, the statement of the holder of
this patent fight is registered with ISO and IEC. Information may be obtained from:

Entrust Technologies

Mr. M{ke Morgan, Senior Legal Counsel
750 Hgron Road, Suite E08

Ottawd, Ontario K1V 1A7

Canads

Attention i§ drawn to the possibility that some of the eléements of this part of ISO/IEC 9594 may be the subjgct of patent
rights othey than those identified above. ISO and IEC shall not be held responsible for identifying any or all such patent
rights.
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INTERNATIONAL STANDARD

ITU-T RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -

THE DIRECTORY: PUBLIC-KEY AND ATTRIBUTE CERTIFICATE FRAMEWORKS

SECTION 1 — GENERAL

1

This Recor
and other
Specifically

The public
informatiof
(CRL). Th
Infrastructy
Specificati
mechanism)|
Recommen|
generally
attribute t}
Recommen|
certificate |
defined by

The authen
variety of g

The Direct
these facil
certificates
of signed 2
access con
use of thes
complete s

S

cope

hmendation | International Standard addresses some of the security requirements in the arcas of au
security services through the provision of a set of frameworks upon which fully'services carl
, this Recommendation | International Standard defines frameworks for:

Public-key certificates;
Attribute certificates;

Authentication services.

key certificate framework defined in this Recommendation | Infernational Standard includes defir
objects for Public Key Infrastructure (PKI), including publiezkey certificates, and Certificate Rev
b attribute certificate framework includes definition of“the’ information objects for Privilege M
re (PMI), including attribute certificates, and Attribute Certificate Revocation List (AQ
n also provides the framework for issuing, mafiaging, using and revoking certificates. An d
is included in the defined formats for both certificate types and for all revocation list schi
dation | International Standard also includes‘a‘set of standard extensions for each, which is exp|
seful across a number of applications of PKI and PMI. The schema components, including obj
pes and matching rules for storing~BKI and PMI objects in the Directory, are includ
dation | International Standard. Other_elements of PKI and PMI, beyond these frameworks, such
management protocols, operational“protocols, additional certificate and CRL extensions are exp
pther standards bodies (e.g. ISO-TC 68, IETF, etc.).

tication scheme defined in this Recommendation | International Standard is generic and may be 3
pplications and environments.

bry makes use of public-key certificates and attribute certificates, and the framework for the Direct
ties is also defined in this Recommendation | International Standard. Public-key technology

is used by the:Directory to enable strong authentication, signed and/or encrypted operations, and
hd/or encrypted data in the Directory. Attribute certificates can be used by the Directory to enablg
rol. Although the framework for these is provided in this Specification, the full definition of the
e frameworks, and the associated services provided by the Directory and its components is sup
pt.0f Pirectory Specifications.

hentication
be based.

ition of the
bcation List
[anagement
RL). This
xtensibility
emes. This
ected to be
ect classes,
ed in this
as key and
ected to be

ipplied to a

ory's use of
, including
for storage
rule-based
Directory's
plied in the

This Recommendation | International Standard, in the Authentication services framework, also:

specifies the form of authentication information held by the Directory;

describes how authentication information may be obtained from the Directory;

states the assumptions made about how authentication information is formed and placed in the Directory;

defines three ways in which applications may use this authentication information to perform

authentication and describes how other security services may be supported by authentication.

This Recommendation | International Standard describes two levels of authentication: simple authentication, using a
password as a verification of claimed identity; and strong authentication, involving credentials formed using
cryptographic techniques. While simple authentication offers some limited protection against unauthorized access, only
strong authentication should be used as the basis for providing secure services. It is not intended to establish this as a
general framework for authentication, but it can be of general use for applications which consider these techniques

adequate.

ITU-T Rec. X.509 (2000 E)
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Authentication (and other security services) can only be provided within the context of a defined security policy. It is a
matter for users of an application to define their own security policy which may be constrained by the services provided
by a standard.

It is a matter for standards-defining applications which use the authentication framework to specify the protocol
exchanges which need to be performed in order to achieve authentication based upon the authentication information
obtained from the Directory. The protocol used by applications to obtain credentials from the Directory is the Directory
Access Protocol (DAP), specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid T J TSTOTT; T ed on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the\most recent
edition of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers ¢f currently
valid International Standards. The Telecommunication Standardization Bureau of ITU maintains a-list-0f currently valid
ITU-T Recpmmendations.

2.1 Identical Recommendations | International Standards

- ITU-T Recommendation X.411 (1999) | ISO/IEC 10021-4:1999, Jnformation technology | Message
Handling Systems (MHS) — Message transfer system: Abstract service\definition and procedurgs.

-  ITU-T Recommendation X.500 (2001) | ISO/IEC 9594-1:200 Iy Information technology — Ofen Systems
Interconnection — The Directory: Overview of concepts, models and services.)

-  ITU-T Recommendation X.501 (2001) | ISO/IEC 9594-2:2001, Information technology — Ofen Systems
Interconnection — The Directory: Models.

- ITU-T Recommendation X.511 (2001) | ISO/IE€9594-3:2001, Information technology — Ofen Systems
Interconnection — The Directory: Abstract service definition.

- ITU-T Recommendation X.518 (2001) {SO/IEC 9594-4:2001, Information technology — Ofen Systems
Interconnection — The Directory: Proéedures for distributed operation.

- ITU-T Recommendation X.519,(2001) | ISO/IEC 9594-5:2001, Information technology — Ofen Systems
Interconnection — The Directory:”Protocol specifications.

- ITU-T Recommendation %520 (2001) | ISO/IEC 9594-6:2001, Information technology — Ofen Systems
Interconnection — The-Directory: Selected attribute types.

- ITU-T Recommendation X.521 (2001) | ISO/IEC 9594-7:2001, Information technology — Ofen Systems
Interconnection —The Directory: Selected object classes.

- ITU-T Recommendation X.525 (2001) | ISO/IEC 9594-9:2001, Information technology — Ofen Systems
Interconnection — The Directory: Replication.

- IFU-T Recommendation X.530 (2001) | ISO/IEC 9594-10:2001, Information technology — Opfen Systems
Interconnection — The Directory: Use of systems management for administration of the Directdry.

—  CCITT Recommendation X.660 (1992) | ISO/IEC 9834-1:1993, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: General procedures.

—  ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Information object specification.

—  ITU-T Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Constraint specification.

D) For each of the X.500 series of Recommendations | 9594 parts referenced in this clause, the 4th edition of those Specifications
should be used when they become available.

2 ITU-T Rec. X.509 (2000 E)
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ITU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

ITU-T Recommendation X.690 (1997) | ISO/IEC 8825-1:1998, Information technology — ASN.1 encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and Distinguished
Encoding Rules (DER).

ITU-T Recommendation X.691 (1997) | ISO/IEC 8825-2:1998, Information technology — ASN.1 encoding
rules: Specification of Packed Encoding Rules (PER).

ITU-T Recommendation X.812 (1995) | ISO/IEC 10181-3:1996, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Access control framework.

ITU-T Recommendation X.813 (1996) | ISO/IEC 10181-4:1997, Information technology — Open Systems
Interconnection — Security frameworks for open systems: Non-repudiation framework.

ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote

Operations.: Concepts, model and notation.
- ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information techuology| — Remote
Operations.: OSI realizations — Remote Operations Service Element (ROSE) service definition.
2.2 BRaired Recommendations | International Standards equivalent in technieal content
- CCITT Recommendation X.800 (1991), Security Architecture for Open Systems Interconpection for
CCITT applications.
ISO 7498-2:1989, Information processing systems — Open Systems\Interconnection — Basi¢ Reference
Model — Part 2: Security Architecture.
3 Definitions
For the purposes of this ITU-T Recommendation | International Standard, the following definitions apply.
3.1 (SI Reference Model security architecture definitions
The follow|ng terms are defined in CCITT Rec. X.800;] ISO 7498-2:
a) asymmetric (encipherment);
b) authentication exchange;
c) authentication information;
d) confidentiality;
e) credentials;
f] cryptographys
g) data origin authentication;
h) decipherment;
i] s, encipherment;
j)  key;
k) password;
1) peer-entity authentication;
m) symmetric (encipherment).
3.2 Directory model definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:

a)
b)
¢)

attribute;
Directory Information Base;

Directory Information Tree;

ITU-T Rec. X.509 (2000 E) 3
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d) Directory System Agent;
e) Directory User Agent;

f)  distinguished name;

g) entry;
h) object;
i)  root.

3.3 Definitions

The following terms are defined in this Recommendation | International Standard:

3.3.1 aktribute certificate: A data structure, digitally signed by an Attribute Authority, that binds_Serpe attribute
values withj identification information about its holder.

3.3.2 Attribute Authority (AA): An authority which assigns privileges by issuing attribute certificates.

333 Attribute Authority Revocation List (AARL): A revocation list containing a list“of references [to attribute
certificates|issued to AAs that are no longer considered valid by the issuing authority.

3.34 Attribute Certificate Revocation List (ACRL): A revocation list contaiing a list of references|to attribute
certificates|that are no longer considered valid by the issuing authority.

3.3.5 ajuthentication token; (token): Information conveyed during a strong authentication exchange, which can be
used to authenticate its sender.

3.3.6 thority: An entity, responsible for the issuance of certifieates. Two types are defined in this Sgecification;
certificatiop authority which issues public-key certificates and attribute authority which issues attribute certificptes.

3.3.7 authority certificate: A certificate issued to awauthority (e.g. either to a certification authorify or to an
attribute authority).

3.3.8 se CRL: A CRL that is used as the foundation in the generation of a dCRL.
3.3.9 (A-certificate: A certificate for on&CA issued by another CA.

3.3.10  cprtificate policy: A named-"set’ of rules that indicates the applicability of a certificate to g particular
community| and/or class of application‘with common security requirements. For example, a particular certif{cate policy
might indidate applicability of a type of certificate to the authentication of electronic data interchange transactjions for the
trading of goods within a given/price range.

3.3.11 (ertificate Revocation List (CRL): A signed list indicating a set of certificates that are no longer| considered
valid by thp certificate/issuer. In addition to the generic term CRL, some specific CRL types are defined fof CRLs that
cover parti¢ular scopes)

3.3.12  cprtificate user: An entity that needs to know, with certainty, the public key of another entity.

3.3.13 certificate serial number: An integer value, unique within the issuing authority, which is unambiguously
associated with a certificate issued by that CA.

3.3.14  certificate-using system: An implementation of those functions defined in this Directory Specification that
are used by a certificate-user.

3.3.15 certificate validation: The process of ensuring that a certificate was valid at a given time, including possibly
the construction and processing of a certification path, and ensuring that all certificates in that path were valid (i.e. were
not expired or revoked) at that given time.

3.3.16  Certification Authority (CA): An authority trusted by one or more users to create and assign public-key
certificates. Optionally the certification authority may create the users' keys.

3.3.17 Certification Authority Revocation List (CARL): A revocation list containing a list of public-key
certificates issued to certification authorities, that are no longer considered valid by the certificate issuer.
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3.3.18 certification path: An ordered sequence of certificates of objects in the DIT which, together with the public
key of the initial object in the path, can be processed to obtain that of the final object in the path.

3.3.19 CRL distribution point: A directory entry or other distribution source for CRLs; a CRL distributed through a
CRL distribution point may contain revocation entries for only a subset of the full set of certificates issued by one CA or
may contain revocation entries for multiple CAs.

3.3.20  cryptographic system, cryptosystem: A collection of transformations from plain text into ciphertext and vice
versa, the particular transformation(s) to be used being selected by keys. The transformations are normally defined by a
mathematical algorithm.

3.3.21 data confidentiality: This service can be used to provide for protection of data from unauthorized disclosure.
The data confidentiality service is supported by the authentication framework. It can be used to protect against data
interception.

3.3.22 Ilegatlon: Conveyance of privilege from one entity that holds such privilege, to another entity.

3.3.23 legation path: An ordered sequence of certificates which, together with authentication)of [a privilege
asserter's identity can be processed to verify the authenticity of a privilege asserter's privilege.

3.3.24  delta-CRL (dCRL): A partial revocation list that only contains entries for certificates that have had their
revocation ptatus changed since the issuance of the referenced base CRL.

3.3.25 epd entity: A certificate subject that uses its private key for purposes qther/than signing certificates or an
entity that ifs a relying party.

3.3.26  Hnd-entity Attribute Certificate Revocation List (EARL): A revocation list containing a list [of attribute
certificates|issued to holders, that are not also AAs, that are no longer considéred valid by the certificate issuer].

3.3.27 Hnd-entity Public-key Certificate Revocation List (EPRL); A revocation list containing a list of public-key
certificates|issued to subjects, that are not also CAs, that are no longet considered valid by the certificate issuef.

3.3.28 epvironmental variables: Those aspects of policy~required for an authorization decision, that are not
contained Within static structures, but are available through ‘some local means to a privilege verifier (e.g. tinle of day or
current accpunt balance).

3.3.29 full CRL: A complete revocation list that“Contains entries for all certificates that have been revoked for the
given scop¢.

3.3.30 ash function: A (mathematical) function which maps values from a large (possibly very large) dgmain into a
smaller range. A "good" hash functiomis\such that the results of applying the function to a (large) set of values in the
domain willl be evenly distributed (and apparently at random) over the range.

3.3.31 Ider: An entity to(whom some privilege has been delegated either directly from the Source of Authority or
indirectly through another Aftribute Authority.

3.3.32  indirect CRILXACRL): A revocation list that at least contains revocation information about certifi¢ates issued
by authoritjes other, than that which issued this CRL.

3.3.33 yagreement: A method for negotiating a key value on-line without transferring the key, fven in an
encrypted form; e.g. the Diffie-Hellman technique (see ISO/IEC 11770-1 for more information on key| agreement
mechanisms).

3.3.34 object method: An action that can be invoked on a resource (e.g. a file system may have read, write and
execute object methods).

3.3.35 one-way function: A (mathematical) function f which is easy to compute, but which for a general value y in
the range, it is computationally difficult to find a value x in the domain such that f(x) = y. There may be a few values y
for which finding x is not computationally difficult.

3.3.36  policy mapping: Recognizing that, when a CA in one domain certifies a CA in another domain, a particular
certificate policy in the second domain may be considered by the authority of the first domain to be equivalent (but not
necessarily identical in all respects) to a particular certificate policy in the first domain.

3.3.37 private key; secret key (deprecated): (In a public key cryptosystem) that key of a user's key pair which is
known only by that user.
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3.3.38 privilege: An attribute or property assigned to an entity by an authority.

3.3.39 privilege asserter: A privilege holder using their attribute certificate or public-key certificate to assert
privilege.

3.3.40 Privilege Management Infrastructure (PMI): The infrastructure able to support the management of
privileges in support of a comprehensive authorization service and in relationship with a Public Key Infrastructure.

3.3.41 privilege policy: The policy that outlines conditions for privilege verifiers to provide/perform sensitive
services to/for qualified privilege asserters. Privilege policy relates attributes associated with the service as well as
attributes associated with privilege asserters.

3.3.42 privilege verifier: An entity verifying certificates against a privilege policy.

3.3.43 public-key: (In a public key cryptosystem) that key of a user's key pair which is publicly known.

3.3.44 plublic-key certificate: The public key of a user, together with some other information, rendered Jmforgeable
by enciphetment with the private key of the certification authority which issued it.

3.3.45 Public Key Infrastructure (PKI): The infrastructure able to support the management @ public keys able to
support authentication, encryption, integrity or non-repudiation services.

3.3.46 rplying party: A user or agent that relies on the data in a certificate in making dégisions.

3.3.47 rple assignment certificate: A certificate that contains the role attribute,{assigning one or more foles to the
certificate gubject/holder.

3.3.48 rple specification certificate: A certificate that contains the assignment of privileges to a role.
3.3.49 sensitivity: Characteristic of a resource that implies its value ¢r importance.
3.3.50 simple authentication: Authentication by means of simple password arrangements.

3.3.51 sgcurity policy: The set of rules laid down by the“security authority governing the use and provision of
security seffvices and facilities.

3.3.52  Source of Authority (SOA): An Attribute Authority that a privilege verifier for a particular resoufce trusts as
the ultimat¢ authority to assign a set of privileges.

3.3.53 strong authentication: Authentication’by means of cryptographically derived credentials.

3.3.54  trust: Generally, an entity can‘be“said to "trust" a second entity when it (the first entity) makes the jassumption
that the sedond entity will behave exactly as the first entity expects. This trust may apply only for some specifiic function.
The key role of trust in this framewerk is to describe the relationship between an authenticating entity and a authority; an
entity shall|be certain that it can'trhist the authority to create only valid and reliable certificates.

4 Abbreviations

For the purposes ofithis ITU-T Recommendation | International Standard, the following abbreviations apply:

AA Attribute Authority

AARL  Attribute Authority Revocation List
ACRL  Attribute Certificate Revocation List
CA Certification Authority

CARL  Certification Authority Revocation List
CRL Certificate Revocation List

dCRL  Delta Certificate Revocation List

DIB Directory Information Base

DIT Directory Information Tree

DSA Directory System Agent
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With minof exceptions this Directory Specification has been prepared according to the "Presentation of ITU:
common tekt" guidelines in the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, March 1996.

The term '|Directory Specification" (as in "this Directory Specification") shall be taken to mean, ITU-T Rl
ISO/IEC 9594-8. The term "Directory Specifications" shall be taken to mean the X.500-series Recommendat
parts of ISQ/TEC 9594.

This Directory Specification uses the term "1988 edition systems" to refer to systems conforming to the firg
the Directqry Specifications, i.e. the 1988 edition of the series of CCITT X.500 Recommendations and tf
edition. This Directory Specification uses the term "1993 edition systems!“o refer to systems copforming to
the second |edition of the Directory Specifications, i.e. the 1993 edition of the series of ITU-T X.500 Recom
and the ISJO/IEC 9594:1995 edition. This Directory Specification uses the\ferm "1997 edition systems"
systems copforming to the third edition of the Directory Specifications, i.e. the 1997 edition of the series of I
Recommenldations and the ISO/IEC 9594:1998 edition. This DirectorySpecification uses the term "4th editi
to refer to |systems conforming to this fourth edition of the Directoty )Specifications", i.e. the 2001 edition|
X.500, X.501, X.511, X.518, X.519, X.520, X.521, X.525, and X.530, the 2000 edition of ITU-T X.509, and
of the ISO/JEC 9594:2001 edition.

9594:1990

This Direcfory Specification presents ASN.1 notation in thédold Helvetica typeface. When ASN.1 types ang
referenced |in normal text, they are differentiated from nermal text by presenting them in the bold Helvetid
The namegq of procedures, typically referenced whenispecifying the semantics of processing, are differen|
normal tex{ by displaying them in bold Times. Acce$sControl permissions are presented in italized Times.

If the itemp in a list are numbered (as opposed’to using
procedure.

The notatign used in this Directory Specification is defined in Table 1 below.

6

This Specification defines® a framework for obtaining and trusting a public key of an entity in order
information} to be decrypted by that entity, or in order to verify the digital signature of that entity. The
includes thg¢ issuance of a public-key certificate by a Certification Authority (CA) and the validation of that c
the certificate user! The validation includes:

ISO/IEC 9594-8 : 2001 (E)

DUA Directory User Agent

EARL  End-entity Attribute certificate Revocation List
EPRL  End-entity Public-key certificate Revocation List
iCRL  Indirect Certificate Revocation List

PKCS  Public-Key Cryptosystem

PKI Public-Key Infrastructure

PMI Privilege Management Infrastructure

SOA Source of Authority

Conventions

or letters), then the items shall be considereq

Hrameworks overview

T/ISO/IEC

ec. X.5009 |
ons and all

t edition of
e ISO/IEC

mendations
to refer to
U-T X.500
n systems"
s of ITU-T
| parts 1-10

| values are
a typeface.
tiated from

| steps in a

to encrypt
framework
rtificate by

-| “éstablishing a trusted path of certificates between the certificate user and the certificate subject;

—  verifying the digital signatures on each certificate in the path; and

—  validating all the certificates along that path (i.e. that they were not expired or not revoked at a given

time).

This Specification defines a framework for obtaining and trusting privilege attributes of an entity in order to determine
whether or not they are authorized to access a particular resource. The framework includes the issuance of a certificate by
an Attribute Authority (AA) and the validation of that certificate by a privilege verifier. The validation includes:

—  ensuring that the privileges in the certificate are sufficient when compared against the privilege
—  establishing a trusted delegation path of certificates if necessary;

—  verifying the digital signature on each certificate in the path;

—  ensuring that each issuer was authorized to delegate privileges; and

— validating that the certificates have not expired or been revoked by their issuers.

ITU-T Rec. X.509 (2000 E)

policy;

7


https://iecnorm.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8 : 2001 (E)

Table 1 — Notation

Notation Meaning

Xp Public key of a user X.

Xs Private key of X.

Xp(1] Encipherment of some information, I, using the public key of X.

Xs[1] Encipherment of T using the private key of X.

X{I} The signing of I by user X. It consists of I with an enciphered summary appended.

CAX A certification authority of user X.

CA(X) (Where n>1): CA(CA(...n times...(X)))

XX The certificate of user X issued by certification authority X.

XXy Xp«X3» A chain of certificates (can be of arbitrary length), where each item‘is) the certificate for the
certification authority which produced the next. It is functionally. equivalent to the following
certificate X;«X,+1». For example, possession of A«B»B«C» provides the same capability as
A«C», namely the ability to find out Cp given Ap.

Xqp © K <«<Xo» The operation of unwrapping a certificate (or certificate chiain)to extract a public key. It is an infix
operator, whose left operand is the public key of a certification authority, and whose right operand
is a certificate issued by that certification authority.cThe outcome is the public key of the user
whose certificate is the right operand. For example!

Ap ° AB» B«C»

denotes the operation of using the public'key of A to obtain B's public key, Bp, from its certficate,
followed by using Bp to unwrap C's gertificate. The outcome of the operation is the public|key of
C, Cp.

A-B A certification path from A to-B, formed of a chain of certificates, starting with CA(A)CAZ(A)»
and ending with CA(B)«B».

NOTH - In the table, the symbols X, X;, X,,"etc. occur in place of the names of users, while the symbol I occurs i place

of arbitrary information.

Although BKI and PMI are sepatate infrastructures and may be established independently from one another, they are
related. Thiis Specification, reeommends that holders and issuers of attribute certificates be identified within attribute
certificates|by pointers tostheir appropriate public-key certificates. Authentication of the attribute certificate [issuers and
holders, to jensure that-¢ntities claiming privilege and issuing privilege are who they claim to be, is done using the normal
processes pf the PKY to authenticate identities. This authentication process is not duplicated within the attribute
certificate framéwork.

6.1 Digital signatures

Digital signatures are used in both PKI and PMI as the mechanism by which the authority that issues a certificate
certifies the binding in the certificate. In PKI the digital signature of the issuing CA on a public-key certificate certifies
the binding between the public-key material and the subject of the certificate. In PMI the digital signature of the issuing
AA certifies the binding between the attributes (privileges) and the holder of the certificate. This subclause describes
digital signatures in general. Sections 2 and 3 of this Specification discuss the use of digital signatures within PKI and
PMI specifically.

This subclause is not intended to specify a standard for digital signatures in general, but to specify the means by which
the tokens are signed in PKI, PMI and in the Directory.
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Information (info) is signed by appending to it an enciphered summary of the information. The summary is produced by
means of a one-way hash function, while the enciphering is carried out using the private key of the signer (see Figure 1).

of the hash

Thus:
X{Info} = Info, Xs[h (Info)]
Private key | i Public key
(Xs) f o (Xp)
! Xs[h(info
E [h(info)] > :
: Compare
Info
Signer (X) Recipient
TIS03980-94/d01
Figure 1 — Digital signatures
NOTE 1] — The encipherment using the private key ensures that the signature cannot be forged. The one-way naturg
function|ensures that false information, generated so as to have the same hash result (and thls signature), cannot be supstituted.

The recipient of signed information verifies the signature by:

This Specification does not mandate a single one-way hash function-for use in signing. It is intended that the

shall be ap
advances 1
authenticat
of a set of
authenticat

The signed
compute th

The enciph|

ENCRY
- sH
-- 10

The value
Encoding ]
applying arf
NOTE 2
such as
specify

applying the one-way hash function to the information;

comparing the result with that obtained by deciphering the signature using the public key of the

blicable to any suitable hash function, and shall thus support changes to the methods used as a rest
h cryptography, mathematical techniques or compiitational capabilities. However, two users
e shall support the same hash function for authentication to be performed correctly. Thus, within
related applications, the choice of a single function shall serve to maximize the community of u|
e and communicate securely.

information includes indicators that identify the hashing algorithm and the encryption algorit
e digital signature.

erment of some data item may,be described using the following ASN.1:

PTED { ToBeEnciphered }\;:* BIT STRING ( CONSTRAINED BY {
all be the result of applying an encipherment procedure --
the BER-encoded ogtets of a value of -- ToBeEnciphered } )

bf the bit string is.generated by taking the octets which form the complete encoding (using the Al

signer.

framework
it of future
wishing to
the context
bers able to

hm used to

SN.1 Basic

Rules — ITU-E-Rec. X.690 (1997) | ISO/IEC 8825-1:1998) of the value of the ToBeEncipher
enciphermentprocedure to those octets.

hedmeans by which synchronization of the sender and receiver of data is achieved, which may include info

bits to b

P transmitted

d type and

— The enetyption procedure requires agreement on the algorithm to be applied, including any parameters of the algorithm
ny necessary keys, initialization values, and padding instructions. It is the responsibility of the encryption grocedures to

ation in the

NOTE 3 — The encryption procedure is required to take as input a string of octets and to generate a single string of bits as its result.

NOTE 4 — Mechanisms for secure agreement on the encryption algorithm and its parameters by the sender and receiver of data are
outside the scope of this Directory Specification.

The signature of some data item is formed by encrypting a shortened or "hashed" transformation of the item, and may be
described by the following ASN.1:

HASH {ToBeHashed} = SEQUENCE {
algorithmldentifier Algorithmldentifier,
hashValue BIT STRING ( CONSTRAINED BY {

-- shall be the result of applying a hashing procedure to the DER-encoded octets --
-- of a value of -- ToBeHashed } ) }

ENCRYPTED-HASH { ToBeSigned } ::= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded octets --
-- of a value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })
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SIGNATURE { ToBeSigned } n= SEQUENCE {
algorithmldentifier Algorithmldentifier,
encrypted ENCRYPTED-HASH { ToBeSigned }}

NOTE 5 — The encryption procedure requires the agreements listed in Note 2, and also agreement as to whether the hashed octets
are encrypted directly, or only after further encoding them as a BIT STRING using the ASN.1 Basic Encoding Rules.

In the case where a signature is appended to a data type, the following ASN.1 may be used to define the data type
resulting from applying a signature to the given data type.

SIGNED { ToBeSigned } = SEQUENCE {
toBeSigned ToBeSigned,
COMPONENTS OF SIGNATURE { ToBeSigned }}

In order to enable the validation of SIGNED and SIGNATURE types in a distributed environment, a distinguished
encoding is required. A distinguished encoding of a SIGNED or SIGNATURE data value shall be obtained by applying

h B I 1. Dl 1c h T e nh 4h il nih o A VAV AaVaNVE WaVaVe AL faPaWi e nyaileYeYal 1000 LR | 1 el h VLIS .
the Basic HICOUTITZ RUICS UCTIICU T 1T U-1T R\CC. X070 (1777 T IO C 00271756, WINT tIT TOHOWITZ TTSIIPLIoNS:

a) the definite form of length encoding shall be used, encoded in the minimum number of octots;
b) for string types, the constructed form of encoding shall not be used;

c) ifthe value of a type is its default value, it shall be absent;

d) the components of a Set type shall be encoded in ascending order of their tag-value;

e) the components of a Set-of type shall be encoded in ascending order ofitheir octet value;

f] if the value of a Boolean type is true, the encoding shall have its conténts octet set to "FF"16;
g) each unused bit in the final octet of the encoding of a Bit String value, if there are any, shall be pet to zero;

h) the encoding of a Real type shall be such that bases 8, 10gand 16 shall not be used, and the bigary scaling
factor shall be zero.

i]  the encoding of a UTC time shall be as specified inNTU-T Rec. X.690 (1997) | ISO/IEC 8825-1:1998;

j the encoding of a Generalized time shall be as specified in ITU-T Rec. X.69(¢ (1997) |
ISO/IEC 8825-1:1998.

Generating|a distinguished encoding requires the abstract syntax of the data to be encoded to be fully undefstood. The
Directory 1nay be required to sign data or check the signature of data that contains unknown protocol extensions or
unknown aftribute syntaxes. The Directory shallfollow these rules:

— It shall preserve the encoding of received information whose abstract syntax it does not fully know and
which it expects to subsequently sign;

- When signing dafa~for sending, it shall send data whose syntax it fully knows with a distinguished
encoding and any.ether data with its preserved encoding, and shall sign the actual encoding it s¢nds;

-  When cheeking signatures in received data, it shall check the signature against the actual ddta received
rather than-its conversion of the received data to a distinguished encoding.

SECTION\2/— PUBLIC-KEY CERTIFICATE FRAMEWORK

The public-key certificate framework defined here is for use by applications with requirements for authentication,
integrity, confidentiality and non-repudiation.

The binding of a public-key to an entity is provided by an authority through a digitally signed data structure called a
public-key certificate. The format of public-key certificates is defined here, including an extensibility mechanism and a
set of specific certificate extensions. If, for any reason, an authority revokes a previously issued public-key certificate,
users need to be able to learn that revocation has occurred so they do not use an untrustworthy certificate. Revocation
lists are one scheme that can be used to notify users of revocations. The format of revocation lists is defined here,
including an extensibility mechanism and a set of revocation list extensions. In both the certificate and revocation list
case, other bodies may also define additional extensions that are useful to their specific environments.

A public key certificate-using system, needs to validate a certificate prior to using that certificate for an application.
Procedures for performing that validation are also defined here, including verifying the integrity of the certificate itself,
its revocation status, and its validity with respect to the intended use.
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The Directory uses public-key certificates in its provision of security services including:

—  strong authentication between and among directory components;

—  authentication, integrity and confidentiality of directory operations; as well as

—  integrity and authentication of stored data.

7 Public-keys and public-key certificates

In order for a user to be able to trust a public-key for another user, for instance to authenticate the identity of that user,
the public-key shall be obtained from a trusted source. Such a source, called a Certification Authority (CA), certifies a
public key by issuing a public-key certificate which binds the public-key to the entity which holds the corresponding
private-key. The procedures used by a CA to ensure that an entity is in fact in the possession of the private key and other

procedures

lotad +o 41 : £ Llia.l W + terdatl £l O s 41 Tl
TCTATCU U TIICU TS SUAIC U UT PUOTICTRT Y CUTTTTO At S~ arC Uttt TUC T SCO P U OT TS O PUCTITOAtTOTE T

the form of|which is specified later in this clause, has the following properties:

-  any user with access to the public key of the certification authority can recover the publie key

certified;

(certificates are unforgeable).

Because cdqrtificates are unforgeable, they can be published by being placed in the Directory, without the 1
latter to make special efforts to protect them.

NOTE 1

relationghip between the organization of the CAs and the DIT.

A certificafion authority produces the certificate of a user by signing (see 6.1) a collection of information, in

user's disti
the user. T|

jguished name and public key, as well as an optional unigite identifier containing additional infornj
he exact form of the unique identifier contents is ungpetified here and left to the certification ay

might be, fpr example, an object identifier, a certificate, a date, or* some other form of certification on the va

distinguish
by the certi

where V i
used to sig

bd name. Specifically, the certificate of a user with distinguished name A and unique identifier U
[fication authority with name CA and unique ideftifier UCA, has the following form:

CA<<A>> = CA{V,SN,AL,CA,UCA,A,UA,Ap,TA}

the version of the certificate, SN:is the serial number of the certificate, Al is the identifier of th|
h the certificate, UCA is the-optional unique identifier of the CA, UA is the optional unique iden

user A, T4 indicates the period of validity of the certificate, and consists of two dates, the first and last o1

certificate

s valid. The certificate Validity period is the time interval during which the CA warrants that it w|

information) about the status of(thg certificate, i.e. publish revocation data. Since T is assumed to be change
not less thgn 24 hours, it is €xpected that systems would use Coordinated Universal Time as a reference tim|
signature if the certificate ‘oan be checked for validity by any user with knowledge of CAp. The following

type can be used to reptesent certificates:

certificate,

which was

no party other than the certification authority can modify the certificate without this beipg detected

eed for the

— Although the CAs are unambiguously defined by a distinguished name ifi-the DIT, this does not imply thaf there is any

cluding the
ation about
thority and
idity of the
\, produced

e algorithm
tifier of the
» which the
i1l maintain
| in periods
b base. The
ASN.1 data

Certificate u= SIGNED { SEQUENCE {
vergion [0] Version DEFAULT v1,
seripiNumber CertificateSerialNumber,
sig Atgorithmmidentifier;
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyinfo SubjectPublicKeyinfo,

issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,

-- if present, version shall be v2 or v3

subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,

-- if present, version shall be v2 or v3

extensions [3] Extensions OPTIONAL

Version

CertificateSerialNumber

-- If present, version shall be v3 -- } }

INTEGER { v1(0), v2(1), v3(2) }
INTEGER

ITU-T Rec. X.509 (2000 E)
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Algorithmldentifier u= SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms}),
parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the parameters component of Algorithmlidentifier.

-- SupportedAlgorithms ALGORITHM = {..}
Validity n= SEQUENCE {
notBefore Time,
notAfter Time }
SubjectPublicKeylnfo n= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicKey BIT STRING }

utc

fad W] E_L

ime UTCTime,

Time 't EHOlEEL

gengralizedTime GeneralizedTime }

Extens

Extens

ons ::= SEQUENCE OF Extension
on ::= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),
critilcal BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING

Extens

-- contains a DER encoding of a value of type &ExtnType
-- for the extension object identified by extnld -- }

onSet EXTENSION = {...}

Before a vdlue of Time is used in any comparison operation, e.g. as paft/of a matching rule in a search, and i
of Time hak been chosen as the UTCTime type, the value of the two~digit year field shall be rationalized into

year value

hs follows:

If the 2 digit value is 00 through 49 inclusive, the.value shall have 2000 added to it.

- Ifthe 2 digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

NOTE 2 — The use of GeneralizedTime may prevent interworking with implementations unaware of the possibility
either UJCTime or GeneralizedTime. It is the responsibility of those specifying the domains in which certificates dg

Director
UTCTim|

version is
be v3. If th

If unkown
be ignored

serialNum

Specification will be used, e.g. profiling groups, as to when the GeneralizedTime may be used. In o
ke be used for representing dates beyond«2049.

the version of the encoded cettificate. If the extensions component is present in the certificate, V|
e issuerUniqueldentifier orsubjectUniqueldentifier component is present version shall be v2 or Y

clements appear withift-the extension, and the extension is not marked critical, those unknown elg
according to the rules.of extensibility documented in 7.5.2.2 in ITU-T Rec. X.519 | ISO/IEC 9594-

ber is an integer assigned by the CA to each certificate. The value of serialNumber shall be uniq

certificate fssued by a.given CA (i.e., the issuer name and serial number identify a unique certificate).

signature

Contains_the algorithm identifier for the algorithm and hash function used by the CA in signing th

(e.g. md5WithRSAEncryption, sha-1WithRSAEncryption, id-dsa-with-shal, etc.)

[ the syntax
a four digit

of choosing
fined in this
o case shall

ersion shall
3.

iments shall

D.

ue for each

b certificate

issuer identifies the entity that has signed and issued the certificate.

validity is the time interval during which the CA warrants that it will maintain information about the status of the

certificate.

subject identifies the entity associated with the public-key found in the subject public key field.

subjectPublicKeylnfo is used to carry the public key being certified and to identify the algorithm which this public key
is an instance of (e.g. rsaEncryption, dhpublicnumber, id-dsa, etc.)

issuerUniqueldentifier is used to uniquely identify an issuer in case of name re-use.

subjectUniqueldentifier is used to uniquely identify a subject in case of name re-use.

NOTE 3 — In situations where a distinguished name might be reassigned to a different user by the Naming Authority, CAs can use
the unique identifier to distinguish between reused instances. However, if the same user is provided certificates by multiple CAs, it
is recommended that the CAs coordinate on the assignment of unique identifiers as part of their user registration procedures.
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The extensions field allows addition of new fields to the structure without modification to the ASN.1 definition. An
extension field consists of an extension identifier, a criticality flag, and an encoding of a data value of an ASN.1 type
associated with the identified extension. For those extensions where ordering of individual extensions within the
SEQUENCE is significant, the specification of those individual extensions shall include the rules for the significance of
the order therein. When an implementation processing a certificate does not recognize an extension, if the criticality flag
is FALSE, it may ignore that extension. If the criticality flag is TRUE, unrecognized extensions shall cause the structure
to be considered invalid, i.e. in a certificate, an unrecognized critical extension would cause validation of a signature
using that certificate to fail. When a certificate-using implementation recognizes and is able to process an extension, then
the certificate-using implementation shall process the extension regardless of the value of the criticality flag. Note that
any extension that is flagged non-critical will cause inconsistent behaviour between certificate-using systems that will
process the extension and certificate-using systems that do not recognize the extension and will ignore it.

If unknown elements appear within the extension, and the extension is not marked critical, those unknown elements shall
be ignored according to the rules of extensiblity documented in 7.5.2.2 in ITU-T Rec. X.519 | ISO/IEC 9594-5.

A CA has tfiree Options WillT TESPeCt 10 alm SXICSIO1T,
i it can exclude the extension from the certificate;
i) it can include the extension and flag it non-critical,

ifi) it can include the extension and flag it critical.

A validatioh engine has two possible actions to take with respect to an extension:
i] it can ignore the extension and accept the certificate (all other things being equal);

i) it can process the extension and accept or reject the certificate depending on the content of the extension
and the conditions under which processing is occuring (e.g. the.current values of the path|processing
variables).

Some extenpsions can only be marked critical. In these cases a validationvengine that understands the extensiof, processes
it and acceptance/rejection of the certificate is dependent (at least in/part) on the content of the extension. 4 validation
engine that{does not understand the extension rejects the certificate.

Some extepsions can only be marked non-critical. In these (cases a validation engine that understands thg extension
processes it and acceptance/rejection of the certificate is dependent (at least in part) on the content of the ektension. A
validation ¢ngine that does not understand the extensionxaccepts the certificate (unless factors other than this extension
cause it to be rejected).

Some extensions can be marked critical or non-critical. In these cases a validation engine that understands the extension
processes it and acceptance/rejection of the eettificate is dependent (at least in part) on the content of thg extension,
regardless pf the criticality flag. A validation-engine that does not understand the extension accepts the certificate if the
extension i marked non-critical (unless-factors other than this extension cause it to be rejected) and rejects the certificate
if the extengion is marked critical.

When a CA considers including an-extension in a certificate it does so with the expectation that its intent will|be adhered
to wherevgr possible. If it is ‘mecessary that the content of the exention be considered prior to any relignce on the
certificate, [a CA would flag the extension critical. This is done with the realization that any validation enginje that does
not procesp the extension® will reject the certificate (probably limiting the set of applications that can| verify the
certificate)] The CA~may mark certain extension non-critical to achieve backward compatibility with| validation
applicationf that cannot process the extensions. Where the need for backward compatibility and interoperpbility with
validation applications incapable of processing the extensions is more vital than the ability of the CA to genforce the
extensions,| thefithese optionally critical extensions would be marked non-critical. It is most likely that CAp would set
optionally Tritical—exXtensions @S Ton=critical during @ transition period witie the—verifiers——certificate processing
applications are upgraded to ones that can process the extensions.

Specific extensions may be defined in ITU-T Recommendations | International Standards or by any organization which
has a need. The object identifier which identifies an extension shall be defined in accordance with ITU-T Rec. X.660 |
ISO/IEC 9834-1. Standard extensions for certificates are defined in clause 8 of this Directory Specification.

The following object class is used to define specific extensions.

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnType }

WITH SYNTAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

There are two primary types of public-key certificates, end-entity certificates and CA-certificates.
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An end-entity certificate is a certificate issued by a CA to a subject that is not an issuer of other public-key certificates.

A CA-certificate is a certificate issued by a CA to a subject that is itself a CA and therefore is capable of issuing public-

key certific

ates. CA-certificates can be themselves categorized by the following types:

Self-issued certificate — This is a certificate where the issuer and the subject are the same CA. A CA might

use self -issued certificates, for example, during a key rollover operation to provide trust from
to the new key.

Self-signed certificate — This is a special case of self-issued certificates where the private key

the old key

used by the

CA to sign the cerificate corresponds to the public key that is certified within the certificate. A CA might

use a self-signed certificate, for example, to advertise their public key or other information
operations.

Cross certificate — This is a certificate where the issuer and the subject are different CAs.
certificates to other CAs either as a mechanism to authorize the subject CA's existence (e.g

about their

CAs issue
. in a strict

The directd
certificate

which may
discovered

If user A,

complete. In order to enable A to obtain the public key of CA(B), the directory entty‘of each Certification A

contains a
by other Q
public key
paths from

A list of ce|
Each item
to B (denot

A certificaf
users wishi
B - A may
part of the
path betwe
certificate 4

A user may
the Certifid

hierarchly) or o Tecognize the existence of the subject CA (€.g. in a distributed trust modet).
certificate structure is used for both of these.

ry entry of each user, A, who is participating in strong authentication, contains the certificate(s) of
s generated by a Certification Authority of A, which is an entity in the DIT. A Certification Autl

not be unique, is denoted CA(A), or simply CA if A is understood. The public’key of A ¢
by any user knowing the public key of CA. Discovering public keys is thus recursive:

rying to obtain the public key of user B, has already obtained the public/key of CA(B), then th{

humber of certificates. These certificates are of two types. First, there{ane forward certificates of J
ertification Authorities. Second, there are reverse certificates gencrated by X itself which are t
of other certification authorities. The existence of these certificates enables users to construct (
one point to another.

rtificates needed to allow a particular user to obtain the public key of another, is known as a certifi
n the list is a certificate of the certification authority~0f the next item in the list. A certification f
ed A - B):

starts with a certificate produced by CA(A),mamely CA(A)«X1» for some entity X1;
continues with further certificates Xi«Xi+1»;

ends with the certificate of B.

ion path logically forms an unbrdken chain of trusted points in the Directory Information Tree b
ng to authenticate. The precise.method employed by users A and B to obtain certification pathg
vary. One way to facilitate ‘this is to arrange a hierarchy of CAs, which may or may not coincide
DIT hierarchy. The beftefit of this is that users who have CAs in the hierarchy may establish a ¢
en them using the Ditectory without any prior information. In order to allow for this each CA mg
nd one reverse certificate designated as corresponding to its superior CA.

obtain one.or more certificates from one or more Certification Authorities. Each certificate bears

certificatio

ation Authority which issued it. The following ASN.1 data types can be used to represent certifi
h path;

The cross-

f A. Such a
hority of A,
an thus be

b process is
nthority, X,
K generated
he certified
ertification

ation path.
ath from A

ctween two
A-B and
with all or
ertification
y store one

he name of
icates and a

Certificates = SEQUENCE {
use ifi ifi .
certificationPath CertPath OPTIONAL }
CertificationPath = SEQUENCE {
userCertificate Certificate,
theCACertificates SEQUENCE OF CertificatePair OPTIONAL }

In addition, the following ASN.1 data type can be used to represent the forward certification path. This component
contains the certification path which can point back to the originator.

CertPath ::= SEQUENCE OF CrossCertificates

CrossCertificates n= SET OF Certificate

Each certificate in a certification path shall be unique. No certificate may appear more than once in a value of the
theCACertificates component of CertificationPath or in a value of Certificate in the CrossCertificates component of

CertPath.
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7.1 Generation of key pairs

The overall security management policy of an implementation shall define the lifecycle of key pairs, and is, thus, outside
the scope of this framework. However, it is vital to the overall security that all private keys remain known only to the
user to whom they belong.

Key data is not easy for a human user to remember, so a suitable method for storing it in a convenient transportable
manner shall be employed. One possible mechanism would be to use a "Smart Card". This would hold the private and
(optionally) public keys of the user, the user's certificate, and a copy of the certification authority's public key. The use of
this card shall additionally be secured by, e.g. at least use of a Personal Identification Number (PIN), increasing the
security of the system by requiring the user to possess the card and to know how to access it. The exact method chosen
for storing such data, however, is beyond the scope of this Directory Specification.

Three ways in which a user's key pair may be produced are:

a) The user generates its own key pair. This method has the advantage that a user's private key is never
released to another entity, but requires a certain level oI competence by the uset.

b) The key pair is generated by a third party. The third party shall release the private key.\to the user in a
physically secure manner, then actively destroy all information relating to the creation(of the kpy pair plus
the keys themselves. Suitable physical security measures shall be employed to enstre that the third party
and the data operations are free from tampering.

c) The key pair is generated by the CA. This is a special case of b), and the considerations there apply.

NOTE + The certification authority already exhibits trusted functionality with respect to the,user, and shall be syibject to the
necessarly physical security measures. This method has the advantage of not requiring’ s€cure data transfer to|the CA for
certificafion.

The cryptogystem in use imposes particular (technical) constraints on key generation.

7.2 BRublic-key certificate creation

A public-k¢y certificate associates the public key and unique distinguished name of the user it describes. Thus
a) a certification authority shall be satisfied of the identity of a user before creating a certificate fof it;

b) a certification authority shall not issue certificates for two users with the same name.

It is important that the transfer of information to the ‘certification authority is not compromised, and suitaljle physical
security mdasures shall be taken. In this regard:

a) It would be a serious breach of s€curity if the CA issued a certificate for a user with a public Key that had
been tampered with.

b) If the means of generatien\of key pairs of 7.1 b) or of 7.1 ¢) is employed, the user's private ey shall be
transferred to the user in‘a’secure manner.

c) If the means of genetration of key pairs of 7.1 a) or of 7.1 b) is employed, the user may upe different
methods (on-line_or off-line) to communicate its public key to the CA in a secure manner. On-line
methods may provide some additional flexibility for remote operations performed between the user and
the CA.

A public-key certificate is a publicly available piece of information, and no specific security measures [need to be
employed With respect to its transportation to the Directory. As it is produced by an off-line certification duthority on
behalf of a user who shall be given a copy of it, the user need only store this information in its directory| entry on a

subsequentlaceess to the Directory Alternatively the CA could lodge the certificate for the user in which cage this agent

shall be given suitable access rights.

7.3 Certificate Validity

The authority that issues certificates (public-key or attribute) also has the responsibility to indicate the validity of
certificates it issues. Generally, certificates are subject to possible subsequent revocation. This revocation, and
notification of the revocation may be done directly by the same authority that issued the certificate, or indirectly by
another authority duly authorized by the authority that issued the certificate. An authority that issues certificates is
required to state, possibly through a published statement of their practices, through the certificates themselves, or through
some other identified means, whether:

—  The certificates cannot be revoked; or
—  The certificates may be revoked by the same certificate-issuing authority directly; or

—  The certificate-issuing authority authorizes a different authority to perform revocation.
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Authorities that do revoke certificates are required to state, through some similar means, what mechanism(s) can be used
by relying parties to obtain revocation status information about certificates issued by that authority. This Specification
defines a Certificate Revocation List (CRL) mechanism but does not preclude the use of alternative mechanisms. Relying
parties check revocation status information, as appropriate, for all certificates considered during path processing
procedure described in clause 10 and the delegation path processing procedure described in clause 16 to validate a
certificate.

Certificates, including public-key certificates as well as attribute certificates, shall have a lifetime associated with them,
at the end of which they expire. In order to provide continuity of service, the authority shall ensure timely availability of
replacement certificates to supersede expired/expiring certificates. Revocation notice date is the date/time that a
revocation notice for a certificate first appears on a CRL, regardless of whether it is a base or dCRL. In the CRL,
revocation notice date is the value contained in the thisUpdate field. Revocation date is the date/time the CA actually
revoked the certificate, which could be different from the first time it appears on a CRL. In the CRL, revocation date is
the value contained in the revocationDate component.

Two relatefl points are:

- Validity of certificates may be designed so that each becomes valid at the timecof expiry of its
predecessor, or an overlap may be allowed. The latter prevents the authority from haying to| install and
distribute a large number of certificates that may run out at the same expiration date.

- Expired certificates will normally be removed from the Directory. It is a matterfor the security policy and
responsibility of the authority to keep old certificates for a period of timeyif’a non-repudiafion of data
service is provided.

Certificated may be revoked prior to their expiration time, e.g. if the user's private-key 1s assumed to be compjromised, or
the user is no longer to be certified by the authority, or if the authority's certificate is assumed to be comprgmised. The
revocation jof a user certificate or authority certificate shall be made known by the authority, and a new cert|ficate shall
be made ayailable, if appropriate. The authority may then inform the holder of the certificate about its reyocation by
some off-lipne procedure.

An authorify that issues and subsequently revokes certificates:

a) may be required to maintain an audit record of‘ifs’revocation events for all certificate types isqued by that
authority (e.g. public-key certificates, attribute certificates issued to end-entities as wel|l as other
authorities);

b) shall provide revocation status infofmation to relying parties using CRLs, on-line certiflcate status
protocol or some other mechanism fer the publication of revocation status information;

c) ifusing CRLs, shall maintain and“publish CRLs even if the lists of revoked certificates are empfy.

Relying pafties may use a number of meshanisms to locate revocation status information provided by an authority. For
example, there may be a pointer in-the certificate itself that directs the relying party to a location where| revocation
information is provided. There may.be a pointer in a revocation list that redirects the relying party to a differgnt location.
The relying party may locate révocation information in a repository (e.g. a directory) or through other means|outside the
scope of th]s Specification (e.g/)locally configured).

The maintgnance of Ditectory entries affected by the authority's revocation lists is the responsibility of the Directory and
its users, afting in accordance with the security policy. For example, the user may modify its object entry by replacing
the old certiificate With a new one. The latter shall then be used to authenticate the user to the Directory.

If revocatign\lists are published in the Directory, they are held within entries as attributes of the following types:

—  Certificate revocation list;

—  Authority revocation list;

—  Delta revocation list;

—  Attribute certificate revocation list;

—  Attribute authority revocation list.

CertificateList n= SIGNED { SEQUENCE {
version Version OPTIONAL,
-- if present, version shall be v2
signature Algorithmldentifier,
issuer Name,
thisUpdate Time,
nextUpdate Time OPTIONAL,
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revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlExtensions [0] Extensions OPTIONAL }}

version is the version of the encoded revocation list. If the extensions component flagged as critical is present in the
revocation list, version shall be v2. If no extensions component flagged as critical is present in the revocation list,
version may either be absent or present as v2.

signature contains the algorithm identifier for the algorithm used by the authority to sign the revocation list.

issuer identifies the entity that has signed and issued the revocation list.

thisUpdate is the date/time at which this revocation list was issued.

nextUpdatg, if present, indicates the date/time by which the next revocation list in this series will be issue

1. The next

revocation [list could be issued before the indicated date, but it will not be issued any later than the indicated tifne.

revokedCdrtificates identifies certificates that have been revoked. The revoked certificates are identified byj

numbers.

revokedCdrtificates parameter be omitted from the CRL, rather than being included with an&impty SEQUEN(C

crlExtensipns, if present, contains one or more CRL extensions.

NOTE 1|— The checking of the entire list of certificates is a local matter. The list shall not b&¢’assumed to be in any pa
unless specific ordering rules have been specified by the issuing authority, e.g. in that authority's policy.

NOTE 2

NOTE 3] If any extensions included in a CertificateList are defined ag eritical, the version element of the Certificate
present. [I[f no extensions defined as critical are included, the versionelement may be absent. If version is absent, this
implemgntation that only supports version 1 CRLs to still use the<CRL if in its examination of the revokedCertificaf
in the CRL, it does not encounter an extension. An implementation that supports version 2 (or greater) CRLs, in th
version, jmay also be able to optimize its processing if it can'determine early in processing that no critical extensions 3
the CRLJ

NOTE 4 — When an implementation processing a, ‘eertificate revocation list does not recognize a critical exte
crlEntryExtensions field, it shall assume that, at a minimum, the identified certificate has been revoked and is no lon,
perform|additional actions concerning that revoked certificate as dictated by local policy. When an implementat
recognize a critical extension in the crlExtensions field, it shall assume that identified certificates have been revoke
longer vplid. However in the latter case,’since the list may not be complete, certificates that have not been identif
revoked |cannot be assumed to be valid In‘this case local policy shall dictate the action to be taken. In any case loca
dictate aftions in addition to and/or stronger than those stated in this Specification.

NOTE § — If an extension affeets;the treatment of the list (e.g. multiple CRLs need to be scanned to examine the
revoked |certificates, or an entry/may represent a range of certificates), then that extension shall be indicated as ¢
criExterfsions field regardless of where the extension is placed in the CRL. An extension indicated in the crlEntn
field of 4n entry shall besplaced in that entry and shall affect only the certificate(s) specified in that entry.

NOTE 6] Standard extensions for CRLs are defined in clause 8 of this Directory Specification.

8

f none of the certificates covered by this CRL have been revoked, it is strongly recomn
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by a current
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fu_b]j_c:k_e%ce_nﬁ_ﬁmfp and CRL extensions

The certificate extensions defined in this clause are for use with public-key certificates, unless otherwise stated.
Extensions for use with attribute certificates are defined in clause 15. CRL extensions defined in this clause may be used
in CRLs, CARLs and also for ACRLs and AARLSs defined in clause 17.

This clause specifies extensions in the following areas:

a) Key and policy information: These certificate and CRL extensions convey additional information about
the keys involved, including key identifiers for subject and issuer keys, indicators of intended or restricted

key usage, and indicators of certificate policy.

b) Subject and issuer attributes: These certificate and CRL extensions support alternative names

, of various

name forms, for a certificate subject, a certificate issuer, or a CRL issuer. These extensions can also
convey additional attribute information about the certificate subject, to assist a certificate user in being

confident that the certificate subject is a particular person or entity.
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¢) Certification path constraints: These certificate extensions allow constraint specifications to be included
in CA-certificates, i.e. certificates for CAs issued by other CAs, to facilitate the automated processing of
certification paths when multiple certificate policies are involved. Multiple certificate policies arise when
policies vary for different applications in an environment or when interoperation with external
environments occurs. The constraints may restrict the types of certificates that can be issued by the subject
CA or that may occur subsequently in a certification path.

d) Basic CRL extensions: These CRL extensions allow a CRL to include indications of revocation reason, to
provide for temporary suspension of a certificate, and to include CRL-issue sequence numbers to allow
certificate users to detect missing CRLs in a sequence from one CRL issuer.

e) CRL distribution points and delta-CRLs: These certificate and CRL extensions allow the complete set of
revocation information from one CA to be partitioned into separate CRLs and allow revocation
information from multiple CAs to be combined in one CRL. These extensions also support the use of
partial CRLs indicating only changes since an earlier CRL issue.

Inclusion of any extension in a certificate or CRL is at the option of the authority issuing that certificate or CRL.

In a certifigate or CRL, an extension is flagged as being either critical or non-critical. If an extension“is flagged critical
and a certificate-using system does not recognize the extension field type or does not implement-the semahtics of the
extension, then that system shall consider the certificate invalid. If an extension is flagged non<eritical, a certificate-using
system thaf{ does not recognize or implement that extension type may process the remainderofithe certificate ignoring the
extension. [[f an extension is flagged non-critical, a certificate-using system that dogS recognize the extepsion, shall
process th¢ extension. Extension type definitions in this Directory Specification. indicate if the extension is always
critical, alyays non-critical, or if criticality can be decided by the certificate op-CRL issuer. The reason fgr requiring
some exterjsions to be always non-critical is to allow certificate-using implenmentations which do not need fo use such
extensions fo omit support for them without jeopardizing the ability to interoperate with all certification authorjities.

NOTE 4 A certificate-using system may require certain non-critical extersions to be present in a certificate in opder for that
certificafe to be considered acceptable. The need for inclusion of such{extensions may be implied by local policy| rules of the
certificafe user or may be a CA policy rule indicated to the certificatecusing system by inclusion of a particular certificate policy
identifief in the certificate policies extension with that extension being flagged critical.

For all cerfificate extensions, CRL extensions, and CRL enfty extensions defined in this Directory Specificption, there
shall be no[more than one instance of each extension type*in any certificate, CRL, or CRL entry, respectively.

8.1 Bolicy handling

8.1.1 (ertificate policy

This framework contains three types: of entity: the certificate user, the certification authority and the certifi¢ate subject
(or end-enffity). Each entity operatessunder obligations to the other two entities and, in return, enjoys limited warranties
offered by [them. These obligations and warranties are defined in a certificate policy. A certificate policy is i document
(usually in [plain-language). It dan be referenced by a unique identifier, which may be included in the certificate policies
extension ¢f the certificate,issued by the certification authority, to the end-entity and upon which the cerfificate user
relies. A dertificate may-be issued in accordance with one or more than one policy. Definition of the policy, and
assignment| of the identifier, are performed by a policy authority. The set of policies administered by a policy [authority is
called a pdlicy domain. All certificates are issued in accordance with a policy, even if the policy is neithpr recorded
anywhere forireferenced in the certificate. This Specification does not prescribe the style or contents of th¢ certificate
policy.

The certificate user may be bound to its obligations under the certificate policy by the act of importing an authority
public key and using it as a trust anchor, or by relying on a certificate that includes the associated policy identifier. The
certification authority may be bound to its obligations under the policy by the act of issuing a certificate that includes the
associated policy identifier. The end-entity may be bound to its obligations under the policy by the act of requesting and
accepting a certificate that includes the associated policy identifier and by using the corresponding private key.
Implementations that do not use the certificate policies extension should achieve the required binding by some other
means.

For an entity to simply declare conformance to a policy does not generally satisfy the assurance requirements of the other
entities in the framework. They require some reason to believe that the other parties operate a reliable implementation of
the policy. However, if explicitly so stated in the policy, certificate users may accept the certification authority's
assurances that its end-entities agree to be bound by their obligations under the policy, without having to confirm this
directly with them. This aspect of certificate policy is outside the scope of this Specification.
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A certification authority may place limitations on the use of its certificates, in order to control the risk that it assumes as a
result of issuing certificates. For instance, it may restrict the community of certificate users, the purposes for which they
may use its certificates and/or the type and extent of damages that it is prepared to make good in the event of a failure on
its part, or that of its end-entities. These matters should be defined in the certificate policy.

Additional information, to help affected entities understand the provisions of the policy, may be included in the
certificate policies extension in the form of policy qualifiers.

8.1.2 Cross-certification

A certification authority may be the subject of a certificate issued by another certification authority. In this case, the
certificate is called a cross-certificate, the certification authority that is the subject of the certificate is called the subject
certification authority and the certification authority that issues the cross-certificate is called an intermediate certification
authority (see Figure 2). Both the cross-certificate and the end-entity's certificate may contain a certificate policies
extension.

The warrarties and obligations shared by the subject certification authority, the intermediate certification) aythority and
the certifichte user are defined by the certificate policy identified in the cross-certificate, in accorddnce with which the
subject cerfification authority may act as, or on behalf of, an end-entity. And the warranties and obligations sHared by the
certificate pubject, the subject certification authority and the intermediate certification authqpity are defined by the
certificate [policy identified in the end-entity's certificate, in accordance with which thieintermediate ¢ertification
authority nfay act as, or on behalf of, a certificate user.

Intermediate Cross-certificate Subject
certification certification
authority authority
End-entity
certificate
Certificate A
user End-entity

TIS09280-00/d02

Figure 2 — Cross-certification
A certificatfion path is said to be-valid under the set of policies that are common to all certificates in the path.

An interm¢diate certification~authority may, in turn, be the subject of a certificate issued by another ¢ertification
authority, thereby creating certification paths of length greater than two certificates. And, since trust suffers| dilution as
certificate paths grownin length, controls are required to ensure that end-entity certificates with an unaccg¢ptably low
associated [trust level " will be rejected by the certificate user. This is part of the function of the certification path
processing [procedure.

In addition To the situation described aboVve, ThEre arc two SpecCial €ascS 10 b€ Considered:

a) the certification authority does not use the certificate policies extension to convey its policy requirements to
certificate users; and

b) the certificate user or intermediate certification authority delegates the job of controlling policy to the next
authority in the path.

In the first case, the certificate should not contain a certificate policies extension at all. As a result, the set of policies
under which the path is valid will be null. But, the path may be valid nonetheless. Certificate users shall still ensure that
they are using the certificate in conformance with the policies of the authorities in the path.

In the second case, the certificate user or intermediate certification authority should include the special value any-policy

in the initial-policy-set or cross-certificate. Where a certificate includes the special value any-policy, it should not include
any other certificate policy identifiers. The identifier any-policy should not have any associated policy qualifiers.
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The certificate user can ensure that all its obligations are conveyed in accordance with the standard by setting the initial-
explicit-policy indicator. In this way, only authorities that use the standard certificate policies extension as their way of
achieving binding are accepted in the path, and certificate users have no additional obligations. Because authorities also
attract obligations when they act as, or on behalf of, a certificate user, they can ensure that all their obligations are
conveyed in accordance with the standard by setting requireExplicitPolicy in the cross-certificate.

8.1.3 Policy mapping

Some certification paths may cross boundaries between policy domains. The warranties and obligations according to
which the cross-certificate is issued may be materially equivalent to some or all of the warranties and obligations
according to which the subject certification authority issues certificates to end-entities, even though the policy authorities
under which the two certification authorities operate may have selected different unique identifiers for these materially
equivalent policies. In this case, the intermediate certification authority may include a policy mappings extension in the
cross-certificate. In the policy mappings extension, the intermediate certification authority assures the certificate user that
it will continue to enjoy the familiar warranties, and that it should continue to fulfill its familiar obligations, even though
subsequent]| entities in the certification path operate in a different policy domain. The intermediate certificatign authority
should include one or more mappings for each of a subset of the policies under which it issued the cross-certificate, and
it should npt include mappings for any other policies. If one or more of the certificate policies according t¢p which the
subject certification authority operates is identical to those according to which the intermediatecgertificatign authority
operates (ife. it has the same unique identifier), then these identifiers should be excluded ftern the poli¢gy mapping
extension, put included in the certificate policies extension.

Policy mapping has the effect of converting all policy identifiers in certificates further down the certification| path to the
identifier of the equivalent policy, as recognized by the certificate user.

Policies shill not be mapped either to or from the special value any-policy.

Certificate jusers may determine that certificates issued in a policy domain other than its own should not be felied upon,
even though a trusted intermediate certification authority may determing’jts-policy to be materially equivalenq to its own.
It can do this by setting the initial-policy-mapping-inhibit input t0 ‘the path validation procedure. Addifionally, an
intermediafe certification authority may make a similar determination on behalf of its certificate users. In ordgr to ensure
that certifidate users correctly enforce this requirement, it can set.inhibitPolicyMapping in a policy constrainty extension.

8.14 (ertification path processing

The certifigate user faces a choice between two strategigs:

a) it can require that the certification path be valid under at least one of a set of policies pre-defermined by
the user; or

b)) it can ask the path validatien'tnodule to report the set of policies for which the certification path is valid.

The first stfategy may be most appropriate when the certificate user knows, a priori, the set of policies that arq acceptable
for its interjded use.

The second strategy may be rfiost’appropriate when the certificate user does not know, a priori, the set of poli¢ies that are
acceptable [for its intended ‘use.

In the first|instance, thé.certification path validation procedure will indicate the path to be valid only if it is [valid under
one or mortfe of the policies specified in the initial-policy-set, and it will return the sub-set of the initial-poliqy-set under
which the path (s yalid. In the second instance, the certification path validation procedure may indicate that] the path is
invalid undler\&he initial-policy-set, but valid under a disjoint set: the authorities-constrained-policy-se. Then the
certificate user strattdetermine whether ftsimtemded use of the certificate 15 ComnsIstent witirone or mmore of tre certificate
policies under which the path is valid. By setting the initial-policy-set to any-policy, the certificate user can cause the
procedure to return a valid result if the path is valid under any (unspecified) policy.

8.1.5 Self-issued certificates

There are three circumstances under which a certification authority may issue a certificate to itself:
a) as aconvenient way of encoding its public key for communication to, and storage by, its certificate users;
b) for certifying key usages other than certificate and CRL signing (such as time-stamping); and

c) for replacing its own expired certificates.

These types of certificate are called self-issued certificates, and they can be recognized by the fact that the issuer and
subject names present in them are identical. For purposes of path validation, self-issued certificates of type a) are verified
with the public key contained in them, and if they are encountered in the path, they shall be ignored.
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Self-issued certificates of type b) may only appear as end certificates in a path, and shall be processed as end certificates.

Self-issued certificates of type c) (also known as self-issued intermediate certificates) may appear as intermediate
certificates in a path. As a matter of good practice, when replacing a key that is on the point of expiration, a certification
authority should request the issuance of any in-bound cross-certificates that it requires for its replacement public key
before using the key. Nevertheless, if self-issued certificates are encountered in the path, they shall be processed as
intermediate certificates, with the following exception: they do not contribute to the path length for purposes of
processing the pathLenConstraint component of the basicConstraints extension and the skip-certificates values
associated with the policy-mapping-inhibit-pending and explicit-policy-pending indicators.

8.2 Key and policy information extensions

8.2.1 Requirements

The follow_ng_pgqmmfc relate to ]{Py and pn]n"y information:

a) CA key pair updating can occur at regular intervals or in special circumstances. There(is a|need for a
certificate field to convey an identifier of the public key to be used to verify the certificate gignature. A
certificate-using system can use such identifiers in finding the correct CA-certificate for validating the
certificate issuer's public key.

b) In general, a certificate subject has different public keys and, correspondingly;” different cerfificates for
different purposes, e.g. digital signature and encipherment key agreement. A-certificate field is needed to
assist a certificate user in selecting the correct certificate for a given subject for a particular pyrpose or to
allow a CA to stipulate that a certified key may only be used for a particular purpose.

c) Subject key pair updating can occur at regular intervals or in speejal circumstances. There is 4 need for a
certificate field to convey an identifier to distinguish between different public keys for the same subject
used at different points in time. A certificate-using system €an use such identifiers in finding|the correct
certificate.

d) The private key corresponding to a certified public key is typically used over a different peripd from the
validity of the public key. With digital signature’Keys, the usage period for the signing private key is
typically shorter than that for the verifying public key. The validity period of the certificate|indicates a
period for which the public key may be usedy which is not necessarily the same as the usage pgriod of the
private key. In the event of a private key compromise, the period of exposure can be lirpited if the
signature verifier knows the legitimaterise period for the private key. There is therefore a requirement to
be able to indicate the usage period-ef the private key in a certificate.

e) Because certificates may be used in environments where multiple certificate policies apply, provision
needs to be made for includifig: certificate policy information in certificates.

f)  When cross-certifying frem one organization to another, it can sometimes be agreed that certaif of the two
organizations' policies can be considered equivalent. A CA-certificate needs to allow the certificate issuer
to indicate that gneof its own certificate policies is equivalent to another certificate policy in{the subject
CA's domain. (This'is known as policy mapping.

g) A user oftan‘encipherment or digital signature system which uses certificates defined in this Directory
Specification needs to be able to determine in advance the algorithms supported by other users.

8.2.2 Publi¢-key certificate and CRL extension fields

The following.€xtension fields are defined:

a)  Authority key identifier;
b) Subject key identifier;,

c) Key usage;

d) Extended key usage;

e) Private key usage period,
f)  Certificate policies;

g) Policy mappings.

These extension fields shall be used only as certificate extensions, except for authority key identifier which may also be
used as a CRL extension. Unless noted otherwise, these extensions may be used in both CA-certificates and end-entity
certificates.
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8.2.2.1 Authority key identifier extension

This field, which may be used as either a certificate extension or CRL extension, identifies the public key to be used to
verify the signature on this certificate or CRL. It enables distinct keys used by the same CA to be distinguished (e.g. as
key updating occurs). This field is defined as follows:

authorityKeyldentifier EXTENSION ::= {

SYNTAX AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthorityKeyldentifier ::= SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber  [2] CertificateSerialNumber OPTIONAL }
(WITH COMPONENTS {..., authorityCertlssuer PRESENT,

authorityCertSerialNumber PRESENT} |

WITH COMPONENTS {..., authorityCertlssuer ABSENT,

authorityCertSerialNumber ABSENT} )

Keyldentifier ::= OCTET STRING

The key may be identified by an explicit key identifier in the keyldentifier component, by identification of § certificate
for the key (giving certificate issuer in the authorityCertlssuer component and certificate serial nunmber in the
authorityCertSerialNumber component), or by both explicit key identifier and identification of a certificate [for the key.
If both forms of identification are used then the certificate or CRL issuer shall ensure/hey are consistent. A kgy identifier
shall be ujique with respect to all key identifiers for the issuing authority for theé.Certificate or CRL containing the
extension. An implementation which supports this extension is not required to-be_able to process all name fporms in the
authorityCertlssuer component. (See 8.3.2.1 for details of the GeneralNames-type.)

Certification authorities shall assign certificate serial numbers such that every (issuer, certificate serial nymber) pair
uniquely idlentifies a single certificate. The keyldentifier form can )be used to select CA certificates during path
construction. The authorityCertlssuer, authoritySerialNumber. pair can only be used to provide preferdnce to one
certificate gver others during path construction.

This extengion is always non-critical.

8.2.2.2 Subject key identifier extension

This field identifies the public key being certified. It enables distinct keys used by the same subject to be diffferentiated
(e.g. as key| updating occurs). This field is defined as follows:

subjeciKeyldentifier EXTENSION(:=Y{
SYNTAX SubjectKeyldentifier
IDENTIFIED BY id-ce=subjectKeyldentifier }
SubjectKeyldentifier ::=(Keyldentifier

A key identifier shall beunique with respect to all key identifiers for the subject with which it is used. This ¢xtension is
always nonf-critical,

8.2.2.3 Key'usage extension

This field, which indicates the purpose for which the certified public key is used, is defined as follows:

keyUsage EXTENSION ::= {

SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }
KeyUsage ::= BIT STRING {
digitalSignature (0),
nonRepudiation (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8)}
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Bits in the KeyUsage type are as follows:

a) digitalSignature: for verifying digital signatures that have purposes other than those identified in b), f), or
g) below;

b) nonRepudiation: for verifying digital signatures used in providing a non-repudiation service which
protects against the signing entity falsely denying some action (excluding certificate or CRL signing, as
in f) or g) below);

c) keyEncipherment: for enciphering keys or other security information, e.g. for key transport;
d) dataEncipherment: for enciphering user data, but not keys or other security information as in c) above;
e) keyAgreement: for use as a public key agreement key;

f) keyCertSign: for verifying a CA's signature on certificates;

cRLsign: Tor veritying an authority's signature on CKLs.

encipherOnly: public key agreement key for use only in enciphering data when used with keyAgreement
bit also set (meaning with other key usage bit set is undefined);

i] decipherOnly: public key agreement key for use only in deciphering data when used with keyAgreement
bit also set (meaning with other key usage bit set is undefined);

The bit keyCertSign is for use in CA-certificates only. If KeyUsage is sct to keyCeértSign and the basic|constraints
extension ip present in the same certificate, the value of the cA component of that gxtension shall be set to TRUE. CAs
may also use other of the defined key usage bits in KeyUsage, e.g. digitalSignature for providing authenfication and
integrity of|on-line administration transactions.

This extengion may, at the option of the certificate issuer, be either critical ornon-critical.

If the extension is flagged critical, then the certificate shall be used-only for a purpose for which the corresgonding key
usage bit is|set to one.

If the exterjsion if flagged non-critical, then it indicates the intended purpose or purposes of the key, and may be used in
finding the| correct key/certificate of an entity that has niultiple keys/certificates. If this extension is presdnt, and the
certificate-fising system recognizes and processes the keyUsage extension type, then the certificate-using slystem shall
ensure that{the certificate shall be used only for a purpose for which the corresponding key usage bit is set t¢ one. A bit
set to zero [indicates that the key is not intended for that purpose. If all bits are zero, it indicates the key is ihtended for
some purpqse other than those listed.

8.2.2.4 Hxtended key usage extension

This field ipdicates one or more pugrposes for which the certified public key may be used, in addition to or in place of the
basic purpgses indicated in the keyiusage extension field. This field is defined as follows:

extKeyUsage EXTENSION ::= {
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY: id-ce-extKeyUsage }

KeyPurposeld::= OBJECT IDENTIFIER

Key purpogesumay be defined by any organization with a need. Object identifiers used to identify key purpopes shall be
assigned in accordance with ITU-T Rec. X.660 | ISO/IEC 9834-1.

This extension may, at the option of the certificate issuer, be either critical or non-critical.
If the extension is flagged critical, then the certificate shall be used only for one of the purposes indicated.

If the extension is flagged non-critical, then it indicates the intended purpose or purposes of the key, and may be used in
finding the correct key/certificate of an entity that has multiple keys/certificates. If this extension is present, and the
certificate-using system recognizes and processes the extendedKeyUsage extension type, then the certificate-using
system shall ensure that the certificate shall be used only for one of the purposes indicated. (Using applications may
nevertheless require that a particular purpose be indicated in order for the certificate to be acceptable to that application.)

If a certificate contains both a critical key usage field and a critical extended key usage field, then both fields shall be

processed independently and the certificate shall only be used for a purpose consistent with both fields. If there is no
purpose consistent with both fields, then the certificate shall not be used for any purpose.
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8.2.2.5 Private key usage period extension

This field indicates the period of use of the private key corresponding to the certified public key. It is applicable only for

digital signature keys. This field is defined as follows:
privateKeyUsagePeriod EXTENSION ::= {

SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }
PrivateKeyUsagePeriod ::= SEQUENCE {

notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }

( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )

The notBefore component indicates the earliest date and time at which the private key could be used for signing. If the
notBefore component is not present, then no information is provided as to when the period of valid use of the private

key commgnces. The notAfter component indicates the latest date and time at which the private key could

signing. If
the private

This extengion is always non-critical.

NOTE 1
the certi

for the vprifying public key.

key concludes.

— The period of valid use of the private key may be different from the certified validity of the public key as
Ficate validity period. With digital signature keys, the usage period for the signing privateXey is typically sho

be used for

the notAfter component is not present then no information is provided as to when the period of Valid use of

indicated by
rter than that

NOTE 2 — If the verifier of a digital signature wants to check that the certificate has nofbeen revoked, for example due to key
comprorhise, up to the time of verification, then a valid certificate will still exist for the public key at verification tie. After the

certifica

8.2.2.6 (ertificate policies extension

This field

qualifier irfformation pertaining to these certificate policies. The 4ist“of certificate policies is used in dete

validity of
processing
to assist in
policies wi
entity certi
certificate

certificate Ian be valid. This field is defined as follows:

certific
SYN
IDE

Certifi

Policylhformation ::= SEQUENCE {
policyldentifier CertPolicyld,
policyQualifiers SEQUENCE SIZE (1..MAX) OF

CertPo

e(s) for a public key have expired, a signature verifier cannot rely on compremises being notified via CRLs.

ists certificate policies, recognized by the issuing CA, that\apply to the certificate, together w

procedure, but relevant qualifiers are provided as an‘eutput of that process to the certificate using

ficate indicates the certificate policies for wihich this certificate is valid. The presence of this ext
ssued by one CA to another CA indicatés-the certificate policies for which certification paths cor

tePolicies EXTENSION ::= {
TAX CertificateRoliciesSyntax
NTIFIED BY id-ce-certificatePolicies }

tePoliciesSyntax ::=.SEQUENCE SIZE (1..MAX) OF Policylnformation

PolicyQualifierinfo OPTIONAL }
icyld~:= OBJECT IDENTIFIER

th optional
'mining the

a certification path, as described in clause 10. The optional qualifiers are not used in the certification path

application

determining whether a valid path is appropriatefor the particular transaction. Typically, different certificate
1 relate to different applications which may use the certified key. The presence of this extensior] in an end-

ension in a
taining this

PolicyQualifierinfo ::= SEQUENCE {
poli g E -&id
({SupportedPolicyQualifiers}),
qualifier CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers}{@policyQualifierld})
OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER ::={ ... }

A value of the Policylnformation type identifies and conveys qualifier information for one certificate policy. The
component policyldentifier contains an identifier of a certificate policy and the component policyQualifiers contains
policy qualifier values for that element.

This extension may, at the option of the certificate issuer, be either critical or non-critical.

If the extension is flagged critical, it indicates that the certificate shall only be used for the purpose, and in accordance
with the rules implied by one of the indicated certificate policies. The rules of a particular policy may require the
certificate-using system to process the qualifier value in a particular way.
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If the extension is flagged non-critical, use of this extension does not necessarily constrain use of the certificate to the
policies listed. However, a certificate user may require a particular policy to be present in order to use the certificate
(see clause 10). Policy qualifiers may, at the option of the certificate user, be processed or ignored.

Certificate policies and certificate policy qualifier types may be defined by any organization with a need. Object
identifiers used to identify certificate policies and certificate policy qualifier types shall be assigned in accordance with
CCITT Rec. X.660 | ISO/IEC 9834-1. A CA may assert any-policy by using the anyPolicy identifier in order to trust a
certificate for all possible policies. Because of the need for identification of this special value to apply regardless of the
application or environment, that object identifier is assigned in this Specification. No object identifiers will be assigned
in this Specification for specific certificate policies. That assignment is the responsibility of the entity that defines the
certificate policy.

anyPolicy OBJECT IDENTIFIER ::= {2529320}

The identifier anyPolicy should not have any associated policy qualifiers.

The followjng ASN.1 object class is used in defining certificate policy qualifier types:

CERT-POLICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier OPTIONAL }

WITH SYNTAX {
POLICY-QUALIFIERID  &id
[QUALIFIER-TYPE  &Qualifier] }

A definitioh of a policy qualifier type shall include:

- astatement of the semantics of the possible values; and

an indication of whether the qualifier identifier may appearin a certificate policies extension| without an
accompanying value and, if so, the implied semantics in.such a case.

NOTE 4 A qualifier may be specified as having any ASN.1 type. Whern' the qualifier is anticipated to be used pylimarily with
applicatjons that do not have ASN.1 decoding functions, it is recomniended that the type OCTET STRING be specified. The ASN.1
OCTET BTRING value can then convey a qualifier value encoded. according to any convention specified by the pqlicy element
defining|organization.

8.2.2.7 PHolicy mappings extension

This field, which shall be used in CA-certificates only, allows a certificate issuer to indicate that, for the purposes of the
user of a cgrtification path containing this certificate, one of the issuer's certificate policies can be considered equivalent
to a different certificate policy used in the subject CA's domain. This field is defined as follows:

policyMappings EXTENSION ::= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY id-ce=policyMappings }

issyerDomainPolicy. CertPolicyld,

PolicyqlappingsSyntax {:=)SEQUENCE SIZE (1..MAX) OF SEQUENCE {
subjectDomainPolicy CertPolicyld }

The issuerDomainPolicy component indicates a certificate policy that is recognized in the issuing CA's domjpin and that
can be copsidéred equivalent to the certificate policy indicated in the subjectDomainPolicy component that is
recognized|in.thé subject CA's domain.

Policies shall not be mapped to or from the special value anyPolicy.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

NOTE 1 — An example of policy mapping is as follows. The U.S. government domain may have a policy called Canadian Trade
and the Canadian government may have a policy called U.S. Trade. While the two policies are distinctly identified and defined,
there may be an agreement between the two governments to accept certification paths extending cross-border within the rules
implied by these policies for relevant purposes.

NOTE 2 — Policy mapping implies significant administrative overheads and the involvement of suitably diligent and authorized
personnel in related decision-making. In general, it is preferable to agree upon more global use of common policies than it is to
apply policy mapping. In the above example, it would be preferable for the U.S., Canada and Mexico to agree upon a common
policy for North American Trade.

NOTE 3 — It is anticipated that policy mapping will be practical only in limited environments in which policy statements are very
simple.
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8.3 Subject and issuer information extensions

8.3.1 Requirements

The following requirements relate to certificate subject and certificate issuer attributes:

a)

b)

Certificates need to be usable by applications that employ a variety of name forms, including Internet
electronic mail names, Internet domain names, X.400 originator/recipient addresses, and EDI party names.
It is therefore necessary to be able to securely associate multiple names of a variety of name forms with a
certificate subject or a certificate or CRL issuer.

A certificate user may need to securely know certain identifying information about a subject in order to
have confidence that the subject is indeed the person or thing intended. For example, information such as
postal address, position in a corporation, or a picture image may be required. Such information may be
conveniently represented as directory attributes, but these attributes are not necessarily part of the
distinguished name. A certificate field is therefore needed for conveying additional directory attributes

8.3.2 (ertificate and CRL extension fields

The follow|ng extension fields are defined:

a
b

C

beyond those in the distinguished name.

Subject alternative name;
Issuer alternative name;

Subject directory attributes.

These fields shall be used only as certificate extensions, except for issuer alternative name which may also e used as a

CRL exten

8.3.2.1 Subject alternative name extension

This field

subjectAltName EXTENSION ::={

SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }
GeneralNames ::= SEQUENCE SIZE (1..MAX)-OF GeneralName

otherName [0] INSTANCE OF OTHER-NAME,
rfc8R22Name [1] IA5String,

dNSName [2] IA5String,

x400Address [3] ORAddress,

directoryName [4] Name,

edifartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,

iPAddress [71 OCTET STRING,

registerediD [8] OBJECT IDENTIFIER }

EDIParfyName ::= SEQUENCE {

ion. As certificate extensions, they may be present in CA-certificates or end-entity certificates.

-NAME ::= TYPE-IDENTIFIER

ontains one or more alternative names, using any of a variety of name forms, for the entity that {s bound by
the CA to the certified public key. This field is defined as follows:

nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [1] DirectoryString {ub-name} }

The values in the alternatives of the GeneralName type are names of various forms as follows:

otherName is a name of any form defined as an instance of the OTHER-NAME information object class;
rfc822Name is an Internet electronic mail address defined in accordance with Internet RFC 822;
dNSName is an Internet domain name defined in accordance with Internet RFC 1035;

x400Address is an O/R address defined in accordance with ITU-T Rec. X.411 | ISO/IEC 10021-4;
directoryName is a directory name defined in accordance with ITU-T Rec. X.501 | ISO/IEC 9594-2;

ediPartyName is a name of a form agreed between communicating Electronic Data Interchange partners;
the nameAssigner component identifies an authority that assigns unique values of names in the
partyName component;
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— uniformResourceldentifier is a Uniform Resource Identifier for the World-Wide Web
accordance with Internet RFC 1630;

defined in

— iPAddress is an Internet Protocol address defined in accordance with Internet RFC 791, represented as a

binary string.

— registeredID is an identifier of any registered object assigned in accordance with CCITT Rec. X.660 |

ISO/IEC 9834-1.

For every name form used in the GeneralName type, there shall be a name registration system that ensures that any
name used unambiguously identifies one entity to both certificate issuer and certificate users.

This extension may, at the option of the certificate issuer, be either critical or non-critical. An implementation which
supports this extension is not required to be able to process all name forms. If the extension is flagged critical, at least
one of the name forms that is present shall be recognized and processed, otherwise the certificate shall be considered
invalid. Apart from the preceding restriction, a certificate-using system is permitted to ignore any name with an

unrecognizpd-er-unsupported-nameform—H-isrecommended-that—provided-the-subjectfield-ofthe-certifieate contains a
directory name that unambiguously identifies the subject, this field be flagged non-critical.

NOTE 1| Use of the TYPE-IDENTIFIER class is described in Annexes A and C of ITU-T Rec. X.681 | ISO/IEC 8824-D.

NOTE 2 — If this extension field is present and is flagged critical, the subject field of the certificate may, €ontain|a null name

8.3.2.2 Issuer alternative name extension

This field dontains one or more alternative names, using any of a variety of name forfms, for the certificate or
This field i§ defined as follows:

This extengion may, at the option of the certificate or CRL issuergbeveither critical or non-critical. An imp
which supports this extension is not required to be able to process, all name forms. If the extension is flaggeq
least one of the name forms that is present shall be recognized and processed, otherwise the certificate or C
considered|invalid. Apart from the preceding restriction, a_certificate-using system is permitted to ignore any
an unrecognized or unsupported name form. It is recommended that, provided the issuer field of the certifid]
contains a dlirectory name that unambiguously identifiesithe issuing authority, this field be flagged non-critical

8.3.2.3 Subject directory attributes-extension

Thi

Thi

If this extepsion’is present in a public-key certificate, some of the extensions defined in clause 15 may also be

8.4

(e.g. a sgquence of zero relative distinguished names) in which case the subject is identified only by, the-name or 1
extensiof.

issuerAltName EXTENSION ::={
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

NOTE  If this extension field is present and is flagged critical, the issuer field of the certificate or CRL may contair]
(e.g. a spquence of zero relative distinguished names) in which case the issuer is identified only by the name or 1
extensiof.

s field donveys any desired Directory attribute values for the subject of the certificate. This field is defined

subjec{DirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax::= SEQUENCE SIZE (1..MAX) OF Attribute

s extendion is-always non-critical.

ames in this

CRL issuer.

ementation
| critical, at
RL shall be
name with
ate or CRL

a null name
ames in this

as follows:

present.

Certification path constraint extensions

8.4.1 Requirements

For certification path processing:

a) End-entity certificates need to be distinguishable from CA-certificates, to protect against end-entities
establishing themselves as CAs without authorization. It also needs to be possible for a CA to limit the
length of a subsequent chain resulting from a certified subject CA, e.g. to no more than one more
certificate or no more than two more certificates.

b) A CA needs to be able to specify constraints which allow a certificate user to check that less-trusted CAs

in a certification path (i.e. CAs further down the certification path from the CA with whose public key the
certificate user starts) are not violating their trust by issuing certificates to subjects in an inappropriate
name space. Adherence to these constraints needs to be automatically checkable by the certificate user.
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¢)

d)

Certification path processing needs to be implementable in an automated, self-contained module. This is
necessary to permit trusted hardware or software modules to be implemented which perform the
certification path processing functions.

It should be possible to implement certification path processing without depending upon real-time
interactions with the local user.

It should be possible to implement certification path processing without depending upon the use of trusted
local databases of policy-description information. (Some trusted local information — an initial public key,
at least — is needed for certification path processing but the amount of such information should be
minimized.)

Certification paths need to operate in environments in which multiple certificate policies are recognized.
A CA needs to be able to stipulate which CAs in other domains it trusts and for which purposes. Chaining
through multiple policy domains needs to be supported.

anp]efe flexibility in trust models is reqnired A_strict hierarchical model which is ﬂdPrllmfP for a single

8.4.2 (ertificate extension fields

The follow|ng extension fields are defined:

a
b
v
d

organization is not adequate when considering the needs of multiple interconnected enterprises| Flexibility
is required in selection of the first trusted CA in a certification path. In particular, it should be|possible to
require that the certification path start in the local security domain of the public-key usér|systen.

Naming structures should not be constrained by the need to use names in certificates; i.e. Dirgctory name
structures considered natural for organizations or geographical areas shall not fded adjustment in order to
accommodate certification authority requirements.

Certificate extension fields need to be backward-compatible with the\uhconstrained certification path
approach system as specified in earlier editions of ITU-T Rec. X.509NSO/IEC 9594-8.

A CA needs to be able to inhibit use of policy mapping and to require explicit certificate policy identifiers
to be present in subsequent certificates in a certification path.

NOTE - In any certificate-using system, processing of a certification path requires an approprjate level of
assurance. This Directory Specification defines functions.that may be used in implementations that are required to
conform to specific assurance statements. For example,“an assurance requirement could state that|certification
path processing shall be protected from subversionr of the process (such as software-tampeting or data
modification). The level of assurance should be comnensurate with business risk. For example:

—  processing internal to an appropriate cryptographic module may be required for public keys usdd to validate
high value funds transfer; whereas

—  processing in software may be apprdpriate for home banking balance inquiries.

Consequently, certification path processing functions should be suitable for implementation [in hardware
cryptographic modules or cryptographic tokens as one option.

A CA needs to be able to prévent the special value any-policy from being considered a val{d policy in
subsequent certificates in.a cettification path.

Basic constraints,
Name,eonstraints,

Policy constraints;

dphibit any policy.

These extension fields shall be used only as certificate extensions. Name constraints and policy constraints shall be used
only in CA-certificates; basic constraints may also be used in end-entity certificates. Examples of the use of these
extensions are given in Annex G.

8.4.2.1 Basic constraints extension

This field indicates if the subject may act as a CA, with the certified public key being used to verify certificate
signatures. If so, a certification path length constraint may also be specified. This field is defined as follows:

basicConstraints EXTENSION ::= {
SYNTAX BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicConstraintsSyntax ::= SEQUENCE {

cA

BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0..MAX) OPTIONAL }
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The cA component indicates if the certified public key may be used to verify certificate signatures.

The pathLenConstraint component shall be present only if cA is set to true. It gives the maximum number of
CA-certificates that may follow this certificate in a certification path. Value 0 indicates that the subject of this certificate
may issue certificates only to end-entities and not to further CAs. If no pathLenConstraint field appears in any
certificate of a certification path, there is no limit to the allowed length of the certification path.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged critical, otherwise an entity which is not authorized to be a CA may issue certificates and a certificate-using
system may unwittingly use such a certificate.

If this extension is present and is flagged critical, or is flagged non-critical but is recognized by the certificate-using
system, then:

— if the value of cA is not set to true then the certified public key shall not be used to verify a certificate
signature;

— if the value of cA is set to true and pathLenConstraint is present then the certificate-using gystem shall
check that the certification path being processed is consistent with the value of pathLenConstraint.

NOTE 1| — If this extension is not present, or is flagged non-critical and is not recognized by a certificate-using sysfem, then the
certificafe is to be considered an end-entity certificate and cannot be used to verify certificate signatures.

NOTE 2 — To constrain a certificate subject to being only an end entity, i.e. not a CA, the issuer can include this extension field
containipg only an empty SEQUENCE value.

8.4.2.2 Name constraints extension

This field,|which shall be used only in a CA-certificate, indicates a name space“within which all subjedt names in
subsequent]certificates in a certification path shall be located. This field is defined.as follows:

nameCpnstraints EXTENSION ::= {

SYNTAX NameConstraintsSyntax

IDENTIFIED BY id-ce-nameConstraints }
NameClonstraintsSyntax ::= SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL,

excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GeneralSubtrees ::= SEQUENCE SIZE (1..MAX) OF,GeneralSubtree
GeneralSubtree ::= SEQUENCE {

bas GeneralName,
minfmum  [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance ORTIONAL }

BaseDistance ::= INTEGER (0..MAX)

If present, the permittedSubtrees and excludedSubtrees components each specify one or more naming subtrees, each
defined by|the name of the rootwoftthe subtree and, optionally, within that subtree, an area that is bounddd by upper
and/or low¢r levels. If permitteédSubtrees is present, of all the certificates issued by the subject CA and subspquent CAs
in the ceftification path, enly those certificates with subject names within these subtrees are acdeptable. If
excludedSubtrees is present, any certificate issued by the subject CA or subsequent CAs in the certificatign path that
has a subjeft name within these subtrees is unacceptable. If both permittedSubtrees and excludedSubtrees|are present
and the narhe spaces.everlap, the exclusion statement takes precedence.

Of the nape/ forms available through the GeneralName type, only those name forms that have a well-defined
hierarchical structure may be used in these fields. The directoryName name form satisfies this requirement; when using
this name form a naming subtree corresponds to a DIT subtree. Conformant implementations are not required to
recognize all possible name forms. If the extension is flagged critical and a certificate-using implementation does not
recognize a name form used in any base component, the certificate shall be handled as if an unrecognized critical
extension had been encountered. If the extension is flagged non-critical and a certificate-using implementation does not
recognize a name form used in any base component, then that subtree specification may be ignored. When a certificate
subject has multiple names of the same name form (including, in the case of the directoryName name form, the name in
the subject field of the certificate if non-null) then all such names shall be tested for consistency with a name constraint
of that name form.

NOTE — When testing certificate subject names for consistency with a name constraint, names in non-critical subject alternative
name extensions should be processed, not ignored.

The minimum field specifies the upper bound of the area within the subtree. All names whose final name component is
above the level specified are not contained within the area. A value of minimum equal to zero (the default) corresponds
to the base, i.e. the top node of the subtree. For example, if minimum is set to one, then the naming subtree excludes the
base node but includes subordinate nodes.

ITU-T Rec. X.509 (2000 E) 29


https://iecnorm.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8 : 2001 (E)

The maximum field specifies the lower bound of the area within the subtree. All names whose last component is below
the level specified are not contained within the area. A value of maximum of zero corresponds to the base, i.e. the top of
the subtree. An absent maximum component indicates that no lower limit should be imposed on the area within the
subtree. For example, if maximum is set to one, then the naming subtree excludes all nodes except the subtree base and
its immediate subordinates.

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
flagged critical, otherwise a certificate user may not check that subsequent certificates in a certification path are located
in the name space intended by the issuing CA.

If this extension is present and is flagged critical, or is flagged non-critical but is recognized by the certificate-using
system, then the certificate-using system shall check that the certification path being processed is consistent with the
value in this extension.

8.4.2.3 Policy constraints extension

This field gpecifies constraints which may require explicit certificate policy identification or inhibit policy happing for
the remainder of the certification path. This field is defined as follows:

policyQonstraints EXTENSION ::={
SYNTAX PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyGonstraintsSyntax ::= SEQUENCE {
requiireExplicitPolicy [0] SkipCerts OPTIONAL,
inhipitPolicyMapping [1] SkipCerts OPTIONAL }

SkipCerfts ::= INTEGER (0..MAX)

If the requjreExplicitPolicy component is present, and the certification path, includes a certificate issued by 4 nominated
CA, it is npcessary for all certificates in the path to contain, in the certificate policies extension, an accepfable policy
identifier. An acceptable policy identifier is the identifier of a certificdt€ policy required by the user of the ¢ertification
path, the identifier of a policy which has been declared equivalent-to.one of these policies through policy mapping, or
any-policy] The nominated CA is either the issuer CA of the\certificate containing this extension (if the value of
requireExplicitPolicy is 0) or a CA which is the subject of a subsequent certificate in the certification path (§s indicated
by a non-zgro value).

If the inhibitPolicyMapping component is present, it indicates that, in all certificates starting from a nomirated CA in
the certificgtion path until the end of the certification;path, policy mapping is not permitted. The nominated A is either
the subject|CA of the certificate containing this exténsion (if the value of inhibitPolicyMapping is 0) or a (A which is
the subjectjof a subsequent certificate in the certification path (as indicated by a non-zero value).

A value of type SkipCerts indicates the(humber of certificates in the certification path to skip before 4 constraint
becomes efffective.

This extengion may, at the option of the certificate issuer, be either critical or non-critical. It is recommendqd that it be
flagged crifical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

8.4.2.4 Inhibit any polity extension

This field gpecifies a-constraint that indicates any-policy is not considered an explicit match for other certificate policies
for all certificates_in‘the certification path starting with a nominated CA. The nominated CA is either the subpject CA of
the certifidate containing this extension (if the value of inhibitAnyPolicy is 0) or a CA which is the spbject of a
subsequent|céttificate in the certification path (as indicated by a non-zero value).

inhibitAnyPolicy EXTENSION :={
SYNTAX SkipCerts
IDENTIFIED BY id-ce-inhibitAnyPolicy }

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA.

8.5 Basic CRL extensions

8.5.1 Requirements

The following requirements relate to CRLs:

a) Certificate users need to be able to track all CRLs issued from a CRL issuer or CRL distribution point
(see 8.6) and be able to detect a missing CRL in the sequence. CRL sequence numbers are therefore
required.
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b) Some CRL users may wish to respond differently to a revocation, depending upon the reason for the
revocation. There is therefore a requirement for a CRL entry to indicate the reason for revocation.

¢) There is a requirement for an authority to be able to temporarily suspend validity of a certificate and
subsequently either revoke or reinstate it. Possible reasons for such an action include:

—  desire to reduce liability for erroneous revocation when a revocation request is unauthenticated and
there is inadequate information to determine whether it is valid;

—  other business needs, such as temporarily disabling the certificate of an entity pending an audit or
investigation.

d) A CRL contains, for each revoked certificate, the date when the authority posted the revocation. Further
information may be known as to when an actual or suspected key compromise occured, and this
information may be valuable to a certificate user. The revocation date is insufficient to solve some
disputes because, assuming the worst, all signatures issued during the validity period of the certificate
have to be considered invalid. However, it may be important for a user that a signed,d¢cument be
recognized as valid even though the key used to sign the message was compromised after, the signature
was produced. To assist in solving this problem, a CRL entry can include a second date-whi¢h indicates
when it was known or suspected that the private key was compromised.

e) Certificate users need to be able to determine, from the CRL itself, additional information including the
scope of certificates covered by this list, the ordering of revocation notices, anidwhich stream ¢f CRLs the
CRL number is unique within.

f) Issuers need the ability to dynamically change the partitioning of CRIs‘and to refer certificate users to the
new location for relevant CRLs if the partitioning changes.

g) Delta CRLs may also be available that update a given basé& CRL. Certificate users need to| be able to
determine, from a given CRL, whether delta CRLs are ,available, where they are located and when the
next delta CRL will be issued.

8.5.2 (RL and CRL entry extension fields

The follow|ng extension fields are defined:
a) CRL number;

b) Reason code;

c) Hold instruction code;

d) Invalidity date;

e) CRL scope;

f)  Status referral,

g) CRL streamidentifier;

h) Orderediist,

i|  Delta information.

The CRL number. CRI scope_statns referral CRI. stream identifier ordered list and delta information shall used only
as a CRL extension field and the other fields shall be used only as CRL entry extension fields.

8.5.2.1 CRL number extension

This CRL extension field conveys a monotonically increasing sequence number for each CRL issued by a given CRL
issuer through a given authority directory attribute or CRL distribution point. It allows a CRL user to detect whether
CRLs issued prior to the one being processed were also seen and processed. This field is defined as follows:

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }
CRLNumber ::= INTEGER (0..MAX)

This extension is always non-critical.
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8.5.2.2 Reason code extension

This CRL entry extension field identifies a reason for the certificate revocation. The reason code may be used by
applications to decide, based on local policy, how to react to posted revocations. This field is defined as follows:

reasonCode EXTENSION ::= {

SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {
unspecified (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aaCompromise (10) }

The follow]ng reason code values indicate why a certificate was revoked:

A certificat
notice may
Once a hol

a

C

The remoV

keyCompromise is used in revoking an end-entity certificate; it indicates thdDit is known o
that the subject's private key, or other aspects of the subject validatedif-the certificate,
compromised;

cACompromise is used in revoking a CA-certificate; it indicates thatiit is known or suspec
subject's private key, or other aspects of the subject validated in the certificate, have been comp

affiliationChanged indicates that the subject's name or othér-information in the certificaf]
modified but there is no cause to suspect that the private keyhas been compromised,

superseded indicates that the certificate has been supefseded but there is no cause to susp
private key has been compromised;

cessationOfOperation indicates that the certificaté is no longer needed for the purpose for w
issued but there is no cause to suspect that the private key has been compromised;

privilegeWithdrawn indicates that a certificate (public-key or attribute certificate) was revoke
privilege contained within that certificate-has been withdrawn;

aACompromise indicates that it is known or suspected that aspects of the AA validated in
certificate, have been compromised.

it may remain on ‘the*CRL with no further action, causing users to reject transactions issued
hold period; or,

r suspected
have been

ed that the
romised;

e has been
ect that the
hich it was

H because a

he attribute

e may be placed on hold by issuing a CRL entry with a reason code of certificateHold. The certjificate hold
include an optional hold instriction code to convey additional information to certificate users (s
] has been issued, it may be handled in one of three ways:

ce 8.5.2.3).

during the

it may be réplaced by a (final) revocation for the same certificate, in which case the reason shalll be one of

the standard reasons for revocation, the revocation date shall be the date the certificate wa
hold, @and‘the optional instruction code extension field shall not appear; or,

itmay be explicitly released and the entry removed from the CRL.

placed on

eRromCRL reason code is for use with delta-CRLs (see 8.6) only and indicates that an existing

CRL entry

should now be removed owing to certificate expiration or hold release. An entry with this reason code shall be used in
delta-CRLs for which the corresponding base CRL or any subsequent (delta or complete for scope) CRL contains an
entry for the same certificate with reason code certificateHold.

This extension is always non-critical.

8.5.2.3 Hold instruction code extension

This CRL entry extension field provides for inclusion of a registered instruction identifier to indicate the action to be
taken on encountering a held certificate. It is applicable only in an entry having a certificateHold reason code. This field
is defined as follows:

holdinstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER
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This extension is always non-critical. No standard hold instruction codes are defined in this Directory Specification.

NOTE - Examples of hold instructions might be "please communicate with the CA" or "repossess the user's token".

8.5.2.4 Invalidity date extension

This CRL entry extension field indicates the date at which it is known or suspected that the private key was
compromised or that the certificate should otherwise be considered invalid. This date may be earlier than the revocation
date in the CRL entry, which is the date at which the authority processed the revocation. This field is defined as follows:

invalidityDate EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

This extension is always non-critical.

NOTE 1 — The date in thls extension 1s not, by 1tself sufficient for non- repudlatlon purposes. For example this date may be a date
advised by the a a audu a at a a ed some time
ast, in order to repudlate a vahdly generated 51gnature

NOTE 2 — When a revocation is first posted by an authority in a CRL, the invalidity date may precede the date.of isyue of earlier
CRLs. The revocation date should not precede the date of issue of earlier CRLs.

8.5.2.5 (RL scope extension

The scope|of a CRL is indicated within that CRL using the following CRL extension-In order to preyent a CRL
substitution} attack against an application that does not support the scope extension, the,scope extension, if pgesent, shall
be marked fritical.

This extengion may be used to provide scope statements of various CRL types including:

- simple CRLs that provide revocation information about certificates issued by a single authority;
— indirect CRLs that provide revocation information about gertificates issued by multiple authoritjes;
- delta-CRLs that update previously issued revocation information;

- indirect delta-CRLs that provide revocation information that updates multiple base CRLs issued by a
single authority or by multiple authorities.

criScope EXTENSION ::= {

SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }
CRLScppeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope

PerAuthorityScope ::= SEQUENCE {

authorityName [0] GeneralName OPTIONAL,
distributionPoint [1] DistributionPointName OPTIONAL,
onlyContains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
seripINumberRange [5] NumberRange OPTIONAL,
subjectKeyldRange [6] NumberRange OPTIONAL,
nanjeSubtrees [7]1 GeneralNames OPTIONAL,
basgRevocationinfo [9] BaseRevocationinfo OPTIONAL
}
OnlyCertificateTypes ::= BIT STRING {
use (0),
auihu.ity (‘I ),
attribute (2) }
NumberRange ::= SEQUENCE {
startingNumber [0] INTEGER OPTIONAL,
endingNumber [1] INTEGER OPTIONAL,
modulus INTEGER OPTIONAL }
BaseRevocationiInfo ::= SEQUENCE {
cRLStreamldentifier [0] CRLStreamldentifier OPTIONAL,
cRLNumber [1] CRLNumber,
baseThisUpdate [2] GeneralizedTime }

If the CRL is an indirect CRL that provides revocation status information for multiple authorities, the extension will
include multiple PerAuthorityScope constructs, one or more for each of the authorities for which revocation information
is included. Each instance of PerAuthorityScope that relates to an authority other than that issuing this CRL shall
contain the authorityName component.
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If the CRL is a dCRL that provides delta revocation status information for multiple base CRLs issued by a single
authority, the extension will include multiple PerAuthorityScope constructs, one for each of the base CRLs for which
this dCRL provides updates. Even though there would be multiple instances of the PerAuthorityScope construct, the
value of the authorityName component, if present, would be the same for all instances.

If the CRL is an indirect dCRL that provides delta revocation status information for multiple base CRLs issued by
multiple authorities, the extension will include multiple PerAuthorityScope constructs, one for each of the base CRLs
for which this dCRL provides updates. Each instance of PerAuthorityScope that relates to an authority other than that
issuing this indirect dCRL shall include the authorityName component.

For each instance of PerAuthorityScope present in the extension, the fields are used as follows. Note that in the case of
indirect CRLs and indirect dCRLs each instance of PerAuthorityScope may contain different combinations of these
fields and different values.

The authori

Name-field.—if present—identifics-the-authority that-issued-thece n-nformation
is provided! If authorityName is omitted, it defaults to the CRL issuer name.

The distrijutionPoint ficld, if present, is used as described in the issuingDistributionPoint extension.

The onlyContains field, if present, indicates which type(s) of certificates the CRL contains reyoeation status jnformation
concerning} If this field is absent, the CRL contains information about all certificate types.

The onlySpmeReasons field, if present, is used as described in the issuingDistributionPoint extension.

The serialNumberRange clement, if present, is used as follows. When a modulus value is present, the seriall number is
reduced m¢dulo the given value before checking for presence in the range.“Then, a certificate with a (redyced) serial
number is donsidered to be within the scope of the CRL if it is:

- equal to or greater than startingNumber, and less than&@ndingNumber, where both are present} or

equal to or greater than startingNumber, when endingNumber is not present; or

—  less than endingNumber when startingNumber is not present.
The subje¢tKeyldRange clement, if present, is interpreted the same as serialNumberRange, except that the number
used is the [value in the certificate's subjectKeyldentifier extension. The DER encoding of the BIT STRING (¢mitting the
tag, length jand unused bits octet) is to be regarded-as the value of the DER encoding of an INTEGER. If bit() of the BIT
STRING is| set, then an additional zero octet 'should be prepended so as to ensure the resulting encoding fepresents a
positive INTEGER. e.g.:

03 02 01 f7 (represents bits 0-6 set)
maps to

02 02 00 f1 (i.e. decimal 247)

The nameBubtrees\field, if present, uses the same conventions for name forms as specified in the nameConstraints
extension.

The baseRevoacationinfo field if present indicates that the CRI. is a dCRI with respect to the certificateslcovered by
that PerAuthorityScope construct. Use of the criScope extension to identify a CRL as a dCRL differs from use of the
deltaCRLIdentifier extension in the following way. In the criScope case, the information in the baseRevocationinfo
component, indicates the point in time from which the CRL containing this extension provides updates. Although this is
done by referencing a CRL, the referenced CRL may or may not be one that is complete for the applicable scope,
whereas the deltaCRLIdentifier extension references an issued CRL that is complete for the applicable scope. However,
the updated information provided in a dCRL containing the crlScope extension is updates to the revocation information
that is complete for the applicable scope regardless of whether or not the CRL referenced in baseRevocationinfo was
actually issued as one that is complete for that same scope. This mechanism provides more flexibility than the
deltaCRLIndicator extension since users can be constructing full CRLs locally and be constructing based on time rather
than issuance of base CRLs that are complete for the applicable scope. In both cases, a dCRL always provides updates to
revocation status for certificates within a given scope since a specific point in time. However, in the deltaCRLIndicator
case, that point in time shall be one for which a CRL that is complete for that scope was issued and referenced. In the
crlScope case, that point in time may be one for which the referenced CRL that was issued may or may not be one that
is complete for that scope.
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Depending on the policy of the responsible authority, several dCRLs may be published before a new base CRL is
published. dCRLs containing the crlScope extension to reference their building point need not necessarily reference the
cRLNumber of the most recently issued base CRL in the BaseRevocationinfo field. However, the cRLNumber
referenced in the BaseRevocationinfo field of a dCRL shall be less than or equal to the cRLNumber of the most
recently issued CRL that is complete for the applicable scope.

Note that the issuingDistributionPoint extension and crilScope extension can conflict with each other and are not
intended to be used together. However, if the CRL contains both an issuingDistributionPoint extension and a crlScope
extension, then a certificate falls within the scope of the CRL if and only if it meets the criteria of both extensions. If the
CRL contains neither an issuingDistributionPoint nor criScope extension, then the scope is the entire scope of the
authority, and the CRL may be used for any certificate from that authority.

When a certificate-using system uses a CRL that contains a criScope extension to check the status of a certificate, it
should check that the certificate and reason codes of interest fall within the scope of the CRL as defined by the criScope
extension, as follows:

a) The certificate-using system shall check that the certificate falls within the scope indiedted by the
intersection of the serialNumberRange, subjectKeyldRange, and nameSubtrees™scopes, and is
consistent with distributionPoint, and onlyContains if present, for the relevant PerAuthprityScope
construct.

b) If the CRL contains an onlySomeReasons component in the criScope extension, then the|certificate-
using system shall check that the reason codes covered by this CRL are(adequate for purposes of the
application. If not, additional CRLs may be required. Note that if the GRL contains both i crlScope
extension and an issuingDistributionPoint extension, and both<{ eontain an onlySomeReasons
component, then the only those reason codes included in the onlySomeReasons components of both
extensions are covered by this CRL.

8.5.2.6 Status referral extension

This CRL pxtension is for use within the CRL structure as a means ‘to convey information about revocation notices to
certificate fisers. As such it would be present in a CRL structurethat itself contains no certificate revocatior] notices. A
CRL structpire containing this extension shall not be used by cettificate users or relying parties as a source of revocation
notices, buf rather as a tool to ensure that the appropriate revoeation information is used.

This extengion serves two primary functions:

- This extension provides a mechanism to publish a trusted "list of CRLs" including all the relevant
information to aid relying pagties in determining whether or not they have sufficient|revocation
information for their needs., For example, an authority may issue a new, authenticated CRL list
periodically, typically with(a relatively high reissue frequency (in comparison with other JRL reissue
frequencies). The list might include a last-update time/date for every referenced CRL. A certfficate user,
on obtaining this list, can quickly determine if cached copies of CRLs are still up-to-datel This may
eliminate much ufinecessary retrieval of CRLs. Furthermore, by using this mechanism, certificate users
become aware~-0of CRLs issued by the authority between its usual update cycle, thereby improving the
timeliness of the’CRL system;

—  This extension also provides a mechanism to redirect a relying party from a preliminary locatipn (e.g. one
pointéd to in a CRL distribution point extension, or the directory entry of the issuing authority) to a
differént location for revocation information. This feature enables authorities to modify the CRL
partitioning scheme they use without impacting existing certificates or certificate users. To achieve this,
the authority would include each new location and the scope of the CRL that would be found at that
location. The relying party would compare the certificate of interest with the scope statements and follow
the pointer to the appropriate new location for revocation information relevant to that certificate they are
validating.

The extension is itself extensible and in future other non-CRL based revocation schemes may also be referred to, using
this extension.

statusReferrals EXTENSION ::= {
SYNTAX StatusReferrals
IDENTIFIED BY id-ce-statusReferrals }

StatusReferrals ::= SEQUENCE SIZE (1..MAX) OF StatusReferral
StatusReferral ::= CHOICE {

cRLReferral [0] CRLReferral,
otherReferral [11 INSTANCE OF OTHER-REFERRAL}
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CRLReferral ::= SEQUENCE {

issuer [0] GeneralName OPTIONAL,

location [11 GeneralName OPTIONAL,

deltaReflnfo [2] DeltaRefInfo OPTIONAL,

cRLScope CRLScopeSyntax,

lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL}
DeltaRefInfo ::= SEQUENCE {

deltalocation GeneralName,

lastDelta GeneralizedTime OPTIONAL }

OTHER-REFERRAL ::= TYPE-IDENTIFIER

The issuer field identifies the entity that signs the CRL; this defaults to the issuer name of the encompassing CRL.

The locati
issuer nanj

The deltaR
date of the

The cRLS(d

The lastUp
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efinfo field provides an optional alternative location from which a dCRL may be obtained and
previous delta.

ope field provides the scope of the CRL that will be found at the referenced locatiei

date field is the value of the thisUpdate field in the most recently issued referenced CRL.

The lastChangedCRL is the value of the thisUpdate field in the most recently issued CRL that has changed ¢
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The CRL s
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R-REFERRAL provides extensibility to enable other non-CRL based.tevocation schemes to be acc

ion, is always flagged critical, to ensure that the CRL containing this extension is not inadvertent
te using systems as the source of revocation status information about certificates.

hsion is present and is recognized by a certificate using system, that system shall not use the CRL
on status information. The system should use either the information contained in this extensio
de the scope of this Specification, to locate appropriate revocation status information.

nsion is present but is not recognized.by a certificate-using system, that system shall not use th
pvocation status information. The syStem should use other means, outside the scope of this Spec
ppriate revocation information.

RL stream identifier extension

ream identifier field iswsed to identify the context within which the CRL number is unique.

bamldentifier EXTENSION n={
TAX CRLStreamldentifier
NTIFIED BY. id-ce-cRLStreamldentifier }

CRLStreamidentifier ::= INTEGER (0..MAX)

This exteng

alue as the

an optional

pntent.

bmmodated

ly relied on

as a source
n, or other

e CRL as a
fication, to

iondis always non-critical.

Each value of this extension, per authority, shall be unique. The CRL stream identifier combined with a CRL Number
serve as a unique identifier for each CRL issued by any given authority, regardless of the type of CRL.

8.5.2.8 Ordered list extension

The ordered list extension indicates that the sequence of revoked certificates in the revokedCertificates field of a CRL is

in ascendin,

g order by either certificate serial number or revocation date. This field is defined as follows:

orderedList EXTENSION n={
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {
ascSerialNum (0),
ascRevDate (1)}
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This extension is always non-critical.

— ascSerialNum indicates that the sequence of revoked certificates in a CRL is in ascending order of
certificate serial number, based on the value of the serialNumber component of each entry in the list;

— ascRevDate indicates that the sequence of revoked certificates in a CRL is in ascending order of
revocation date, based on the value of the revocationDate component of each entry in the list.

If orderedList is not present, no information is provided as to the ordering, if any, of the list of revoked certificates in
the CRL.

8.5.2.9 Delta Information extension

This CRL extension is for use in CRLs that are not dCRLs and is used to indicate to relying parties that dCRLs are also
available for the CRL containing this extension. The extension provides the location at which the related dCRLs can be
found and optionally the time at which the next dCRL is to be issued.

deltalnfo EXTENSION o= {
SYNTAX Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }
Deltalnformation = SEQUENCE {
deltpLocation GeneralName,
nextDelta GeneralizedTime OPTIONAL }

This extengion is always non-critical.

8.6 (RL distribution points and delta-CRL extensions

8.6.1 Requirements

As it is pgssible for revocation lists to become large and unwieldy, the ability to represent partial CRLs |s required.
Different s¢lutions are needed for two different types of implementations that process CRLs.

The first type of implementation is in individual workstations, possibly in an attached cryptographic token. These
implementgtions are likely to have limited, if any, trusted‘storage capacity. Therefore the entire CRL would| need to be
examined tp determine if it is valid, and then to see if the certificate is valid. This processing could be lengthy if the CRL
is long. Parftitioning of CRLs is required to eliminatg this problem for these implementations.

The second type of implementation is on highperformance servers where a large volume of messages is procgssed, e.g. a
transaction|processing server. In this environment CRLs are typically processed as a background task whete, after the
CRL is valiidated, the contents of the CRIvare stored locally in a representation which expedites their examination, e.g.
one bit for|each certificate indicating 1f-it has been revoked. This representation is held in trusted storage. This type of
server will[typically require up-to“date CRLs for a large number of authorities. Since it already has a list of previously
revoked ceftificates, it only needsto retrieve a list of newly revoked certificates. This list, called a dCRL, wil] be smaller
and requird fewer resources to retrieve and process than a complete CRL.

The follow|ng requirements' therefore relate to CRL distribution points and dCRLs:

a) In order/to control CRL sizes, it needs to be possible to assign subsets of the set of all certifi¢ates issued
by one authority to different CRLs. This can be achieved by associating every certificate with a CRL
distribution point which is either:

— a Directory entry whose CRL attribute will contain a revocation entry for that certificate, if it has
been revoked; or

— a location such as an electronic mail address or Internet Uniform Resource Identifier from which the
applicable CRL can be obtained.

b) For performance reasons, it is desirable to reduce the number of CRLs that need to be checked when
validating multiple certificates, e.g. a certification path. This can be achieved by having one CRL issuer
sign and issue CRLs containing revocations from multiple authorities.

¢) There is a requirement for separate CRLs covering revoked authority certificates and revoked end-entity
certificates. This facilitates processing of certification paths as the CRL for revoked authority certificates
can be expected to be very short (usually empty). The authorityRevocationList and
certificateRevocationList attributes have been specified for this purpose. However, for this separation to
be secure, it is necessary to have an indicator in a CRL identifying which list it is. Otherwise, illegitimate
substitution of one list for the other cannot be detected.
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Provision is needed for a different CRL to exist for potential compromise situations (when there is a

significant risk of private key misuse) than that including all routine binding terminations (when there is

no significant risk of private key misuse).

e) Provision is also needed for partial CRLs (known as dCRLs) which only contain entries for

f)
g)

that have been revoked since the issuance of a base CRL.

delta).

8.6.2 CRL distribution point and delta-CRL extension fields

The following extension fields are defined:

certificates

For delta CRLs, provision is needed to indicate the date/time after which this list contains updates.

There is a requirement to indicate within a certificate, where to find the freshest CRL (e.g. most recent

a

b

€

f]

CRL distri
CRL indicd
extension.

8.6.2.1 (

The CRL

certificates
or points t
obtain a CJ

CRL distribution points;
Issuing distribution point,
Certificate issuer,

Delta CRL indicator;
Base update;

Freshest CRL.

pution points and freshest CRL shall be used only as a certificate _éxtension. Issuing distribution
tor and base update shall be used only as CRL extensions. Certificate issuer shall be used only as 4

RL distribution points extension

end-entity public-key certificates, and in attribute’certificates. This field identifies the CRL distri{
which a certificate user should refer to ascestain if the certificate has been revoked. A certificd
XL from an applicable distribution point or-if'may be able to obtain a current complete CRL from t}

directory entry.

point, delta
CRL entry

distribution points extension shall be used only as.a certificate extension and may be used in authority-

ution point
te user can
he authority

This field i defined as follows:
cRLDisftributionPoints EXTENSION\:={
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-cescRLDistributionPoints }
CRLDisgtPointsSyntax ::=SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistribytionPoint ::=:SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
reagsons [1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL }
DistribyitionPointName ::= CHOICE {
fullName [0] GeneralNames,
nameRelativeToCRLIssuer [1] RelativeDistinguishedName }

ReasonFlags ::= BIT STRING {

unused (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6),
privilegeWithdrawn (7),
aACompromise (8)}

The distributionPoint component identifies the location from which the CRL can be obtained. If this component is

absent, the
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When the fullName alternative is used or when the default applies, the distribution point name may have multiple name
forms. The same name, in at least one of its name forms, shall be present in the distributionPoint field of the issuing
distribution point extension of the CRL. A certificate-using system is not required to be able to process all name forms. It
may use a distribution point provided at least one name form can be processed. If no name forms for a distribution point
can be processed, a certificate-using system can still use the certificate provided requisite revocation information can be
obtained from another source, e.g. another distribution point or the authority's directory entry.

The nameRelativeToCRLIssuer component can be used only if the CRL distribution point is assigned a directory name
that is directly subordinate to the directory name of the CRL issuer. In this case, the nameRelativeToCRLIssuer
component conveys the relative distinguished name with respect to the CRL issuer directory name.

The reasons component indicates the revocation reasons covered by this CRL. If the reasons component is absent, the
corresponding CRL distribution point distributes a CRL which will contain an entry for this certificate if this certificate
has been revoked, regardless of revocation reason. Otherwise, the reasons value indicates which revocation reasons are
covered by the corresponding CRL distribution point.

The cRLIsguer component identifies the authority that issues and signs the CRL. If this component is absent, the CRL
issuer nam¢ defaults to the certificate issuer name.

This extension may, at the option of the certificate issuer, be either critical or non-criticali)In the |nterests of
interoperalfility, it is recommended that it be flagged non-critical.

If this extension is flagged critical then a certificate-using system shall not use the certificate without first refrieving and
checking 4 CRL from one of the nominated distribution points covering the reason’codes of interest. [Where the
distributior] points are used to distribute CRL information for all revocation reasomizéedes and all certificatds issued by
the CA include the cRLDistributionPoints as a critical extension, the CA is not required to also publish a full CRL at
the CA entfy.

If this extepsion is flagged non-critical and a certificate-using system does-not recognize the extension field type, then
that system|should only use the certificate if:

- it can acquire and check a complete CRL from the authority (that the latter CRL is complete |s indicated
by the absence of an issuing distribution point extension field in the CRL);

- revocation checking is not required under loeal’policy; or

- revocation checking is accomplished by other means.

NOTE 1| — It is possible to have CRLs issued by mor€ than one CRL issuer for the one certificate. Coordination df these CRL
issuers and the issuing authority is an aspect of authority policy.

NOTE 2|— The meaning of each reason codetis.as defined in the Reason Code field in 8.5.2.2 of this Specification.

8.6.2.2 I$suing distribution point exténsion

This CRL ¢xtension field identifies:the CRL distribution point for this particular CRL, and indicates if the CRJL is limited
to revocatipns for end-entity-certificates only, for authority certificates only, or for a limited set of reasony only. The
CRL is sighed by the CRL.issuer's key — CRL distribution points do not have their own key pairs. However} for a CRL
distributed [via the Direcfory, the CRL is stored in the entry of the CRL distribution point, which may not be the directory
entry of thg CRL issuets, If this field is absent, the CRL shall contain entries for all revoked unexpired certifi¢ates issued
by the CRI} issuer,

This field ip defiried as follows:

issuingDistributionPoint EXTENSION ::= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY id-ce-issuingDistributionPoint }

IssuingDistPointSyntax ::= SEQUENCE {

distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [11 BOOLEAN DEFAULT FALSE,
onlyContainsAuthorityCerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN DEFAULT FALSE }

The distributionPoint component contains the name of the distribution point in one or more name forms. If this field is
absent, the CRL shall contain entries for all revoked certificates issued by the CRL issuer. After a certificate appears on a
CRL, it may be deleted from a subsequent CRL after the certificate's expiry.
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If onlyContainsUserCerts is true, the CRL only contains revocations for end-entity certificates. If
onlyContainsAuthorityCerts is true, the CRL only contains revocations for authority certificates. If onlySomeReasons
is present, the CRL only contains revocations for the identified reason or reasons, otherwise the CRL contains
revocations for all reasons.

If indirectCRL is true, then the CRL may contain revocation notifications from authorities other than the issuer of the
CRL. The particular authority responsible for each entry is as indicated by the certificate issuer CRL entry extension in
that entry or in accordance with the defaulting rules described in 8.6.2.3. In such a CRL, it is the responsibility of the
CRL issuer to ensure that the CRL is complete in that it contains all revocation entries, consistent with
onlyContainsUserCerts, onlyContainsAuthorityCerts, and onlySomeReasons indicators, from all authorities that
identify this CRL issuer in their certificates.

If onlyContainsAttributeCerts is TRUE, the CRL only contains revocations for attribute certificates.

For CRLs distributed via the Directory, the following rules regarding use of attributes apply. A CRL which has
onlyContajnsAuthorityCerts—set—sh distributed—va uthorityReveocationlist—atb he, associated
distributior] point or, if no distribution point is identified, via the authorityRevocationList attribute of the [CRL issuer
entry. Othdrwise the CRL shall be distributed via the certificateRevocationList attribute of the associated distribution
point or, ifno distribution point is identified, via the certificateRevocationList attribute of the authority entry

- he L he 0 = e—o0

This extengion is always critical. A certificate user which does not understand this extension canhet assume that the CRL
contains a fomplete list of revoked certificates of the identified authority. CRLs not containing critical extepsions shall
contain all [current CRL entries for the issuing authority, including entries for all revoked‘user certificates anpd authority
certificates

NOTE 1| - The means by which revocation information is communicated by authorities to\CRL issuers is beyond the scope of this
Recomnjendation | International Standard.

NOTE 2| If a authority issues, from its own directory entry (i.e. not from a separatelysnamed CRL distribution point)] a CRL with
onlyContainsUserCerts or onlyContainsAuthorityCerts set, then the authority-should ensure that all certificates coyered by this
CRL cojtain the basicConstraints extension.

8.6.2.3 (ertificate issuer extension

This CRL ¢ntry extension identifies the certificate issuer associated with an entry in an indirect CRL, i.e. a CRL that has
the indirectCRL indicator set in its issuing distribution pointextension. If this extension is not present on the first entry
in an indirgct CRL, the certificate issuer defaults to thexCRL issuer. On subsequent entries in an indirect ¢RL, if this
extension i not present, the certificate issuer for the entry is the same as that for the preceding entry.

This field ip defined as follows:

certificatelssuer EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

This extengion is always critical. Ifian*implementation ignored this extension it could not correctly attribute CRL entries
to certificafes.

8.6.2.4 Delta CRL indi¢ator extension

The delta CRL indicatot field identifies a CRL as being a delta CRL (dCRL) that provides updates to a refefenced base
CRL. The peferenced-base CRL is a CRL that was explicitly issued as a CRL that is complete for a given|scope. The
CRL contafining the delta CRL indicator extension contains updates to the certificate revocation status fof that same
scope. Thig sodpe does not necessarily include all revocation reasons or all certificates issued by a CA, espeg¢ially in the
case where'the-ERETsaCREdrstributiom puilli. Huwcvm, thecombmmatromof = €RE buumiuiug thedetta€RL indicator
extension plus the CRL referenced in the BaseCRLNumber component of this extension is equivalent to a full CRL, for
the applicable scope, at the time of publication of the dCRL.

This field is defined as follows:

deltaCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }

BaseCRLNumber ::= CRLNumber

The value of type BaseCRLNumber identifies the CRL number of the base CRL that was used as the foundation in the
generation of this dCRL. The referenced CRL shall be a CRL that is complete for the applicable scope.

This extension is always critical. A certificate user that does not understand the use of dCRLs should not use a CRL
containing this extension, as the CRL may not be as complete as the user expects.
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8.6.2.5 Base update extension

The base update field is for use in dCRLs and is used to identify the date/time after which this delta provides updates to
the revocation status. This extension should only be used in dCRLs that contain the deltaCRLIndicator extension. A
dCRL that instead contains the criScope extension, does not require this extension as the baseThisUpdate field of the
crlScope extension can be used for the same purpose.

baseUpdateTime EXTENSION n={
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-baseUpdateTime }

This extension is always non-critical.

8.6.2.6 Freshest CRL extension

The freshest CRL extension shall be used only as a certificate extension and may be used in certificates issued to
authorities fas well as certificates issued to users. This field identifies the CRL to which a certificate user should refer to
obtain the freshest revocation information (e.g.: latest dCRL). This field is defined as follows:

freshegtCRL EXTENSION n={
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY id-ce-freshestCRL }

This extengion may, at the option of the certificate issuer, be either critical or non-critical \f the freshest CRL extension
is made critical, a certificate-using system shall not use the certificate without first retrieving and checking the freshest
CRL. If th¢ extension is flagged non-critical the certificate using system may use Jo€al means to determine|whether or
not the freshest CRL is required to be checked.

9 Delta CRL relationship to base

A dCRL ingcludes either a deltaCRLIndicator or a criScope extension to indicate the base revocation information that is
being updated with this dCRL.

If the deltaCRLIndicator is present in a dCRL, the base révocation information that is being updated is th¢ base CRL
referenced [in that extension. The base CRL referenced by‘a'deltaCRLIndicator extension shall be a CRL that|is issued as
complete for its scope (i.e. it is not itself a dCRL).

If the crlS¢ope extension is present and contains the baseRevocationinfo component to reference the basg revocation
information} that is being updated, this is a reference to a particular point in time from which this dCRL provides updates.
The baseRevocationinfo component references a CRL that may or may not have been issued as one that is cpmplete for
that scope|(i.e. the referenced CRL may only have been issued as a dCRL). However, the dCRL containing the
baseRevo¢ationinfo component updatés the revocation information that is complete for the scope of the| referenced
CRL at the|time that the referenced €CRL was issued. The certificate user may apply the dCRL to a CRL that is complete
for the given scope and that was issued at the same time as or after the CRL referenced in the dCRL containing the
baseRevog¢ationIinfo component was issued.

Because of|the potentidl*for conflicting information a CRL shall not contain both the deltaCRLIndicator extension and a
crlScope pxtension( with the baseRevocationinfo component. A CRL may contain both the deltaCRLIndicator
extension and crlSc¢ope extension only if the baseRevocationIinfo component is not present in the criScope ¢xtension.

A dCRL mp$ralso be an indirect CRL in that it may contain updated revocation information related to base JRLs issued
by one or more than one authorities. The crlScope extension shall be used as the means of identifying a CRL as an
indirect dCRL. The criScope extension shall contain one instance of the PerAuthorityScope component for each base
CRL for which the indirect dCRL provides updated information.

Application of a dCRL to the referenced base revocation information shall accurately reflect the current status of
revocation.

— A certificate's revocation notice, with revocation reason certificateHold, may appear on either a dCRL or
a CRL that is complete for a given scope. This reason code is intended to indicate a temporary revocation
of the certificate pending a further decision on whether to permanently revoke the certificate or reinstate it
as one that is not revoked.

e [Ifa certificate was listed as revoked with revocation reason certificateHold on a CRL (either a dCRL
or a CRL that is complete for a given scope), whose cRLNumber is n, and the hold is subsequently
released, the certificate shall be included in all dCRLs issued after the hold is released where the
cRLNumber of the referenced base CRL is less than or equal to n. Depending on the extension used
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A CRL that is complete for a given scope, at the current time, can be constructed locally in eitherof the follow

10

Certificatign path processing is carried out in a system whichineeds to use the public key of a remote end ¢
system which is verifying a digital signature generated byca remote entity. The certificate policies, basic
name congtraints, and policy constraints extensions shiave been designed to facilitate automated, sel
implementgtion of certification path processing logic.

Following |is an outline of a procedure for validating certification paths. An implementation shall be
equivalent fo the external behaviour resulting from this procedure. The algorithm used by a particular implen
derive the qorrect output(s) from the given inputs is not standardized.

10.1

The inputs fto the certification path'processing procedure are:

to indicate that this CRL is a dCRL, the CRL number of a referenced base CRL is either the value of
the BaseCRLNumber component of the deltaCRLIndicator extension or the cRLNumber element of
the BaseRevocationInfo component of the cRLScope extension. The certificate shall be listed with
revocation reason removeFromCRL unless the certificate is subsequently revoked again for one of
the revocation reasons covered by the dCRL, in which case the certificate shall be listed with the
revocation reason appropriate for the subsequent revocation.

If the certificate was not removed from hold, but was permanently revoked, then it shall be listed on
all subsequent dCRLs where the cRLNumber of the referenced base CRL is less than the
cRLNumber of the CRL (either a dCRL or a CRL that is complete for the given scope) on which the
permanent revocation notice first appeared. Depending on the extension used to indicate that this
CRL is a dCRL, the CRL number of a referenced base CRL is either the value of the
BaseCRLNumber component of the deltaCRLIndicator extension or the cRLNumber element of the

BaseRevocationinfo component of the cRLScope extension.

\

period might expire before the next CRL that is complete for the applicable scope is_isst
situation, that revocation notice shall be included in all subsequent dCRLs until that revocati
included on at least one issued CRL that is complete for the scope of that certificate.

- Dby retrieving the current dCRL for that scope, and combining it with an issued ‘CRL that is ¢
that scope and that has a cRLNumber greater than or equal to the cRLNumber of the base CRIj
in the dCRL; or

- by retrieving the current dCRL for that scope and combining it with*a locally constructed
complete for that scope and that was constructed with a dCRE that has a cRLNumber gres:
equal to the cRLNumber of the base CRL referenced in the current dCRL.

(ertification path processing procedure

Bath processing inputs

a) a set of certificates comprising a certification path;

NOTE — Eachreertificate in a certification path is unique. A path that contains the same certificate two or 1
not a valid €ertification path.

b) a_trusted public key value or key identifier (if the key is stored internally to the certifi
processing module), for use in verifying the first certificate in the certification path;

n notice is

ing ways:

bmplete for
referenced

CRL that is
ter than or

ntity, e.g. a
constraints,
f-contained

functionally
hentation to

nore times is

cation path

ne of these

c anuitial-nalicv-set comprising one or more certificate nolicy identifiers indicating that anv d
Ir r =] r J 7 o 4

policies would be acceptable to the certificate user for the purposes of certification path processing; this

input can also take the special value any-policy;

d) an initial-explicit-policy indicator value, which indicates if an acceptable policy identifier needs to

explicitly appear in the certificate policies extension field of all certificates in the path;

e) an initial-policy-mapping-inhibit indicator value, which indicates if policy mapping is forbidden in the

certification path;

f) an initial-inhibit-policy indicator value, which indicates if the special value anyPolicy, if present in a

certificate policies extension, is considered a match for any specific certificate policy
constrained set; and

g) the current date/time (if not available internally to the certification path processing module).

value in a

The values of ¢), d), ¢) and f) will depend upon the policy requirements of the user-application combination that needs to
use the certified end-entity public key.
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Note that because these are individual inputs to the path validation process, a certificate user may limit the trust it places
in any given trusted public key to a given set of certificate policies. This can be achieved by ensuring that a given public
key is the input to the process only when initial-policy-set input includes policies for which the certificate user trusts that
public key. Since another input to the process is the certification path itself, this control could be exercised on a
transaction by transaction basis.

10.2 Path processing outputs

The outputs of the procedure are:

a)
b)

©)

an indication of success or failure of certification path validation;

if validation failed, a diagnostic code indicating the reason for failure;

the set of authorities-constrained policies and their associated qualifiers in accordance with which the

certification path is valid, , or the special value any-policy;

f]
NOTE -

10.3 BRath processing variables

The procedure makes use of the following set of state variables:

a

If validation is successful, the certificate-using system may still choose not to use the certificate as a result
policy ggalifiers or other information in the certificate.

the set of user-constrained policies, formed from the intersection of the authorities-constraine
and the initial-policy-set,

explicit-policy-indicator, indicating whether the certificate user or an authority in the path reqy
acceptable policy be identified in every certificate in the path; and

details of any policy mapping that occurred in processing the certification path,

authorities-constrained-policy-set: A table of policy identifiers and qualifiers from the certifi
certification path (rows represent policies, their qualifiers and mapping history, and columr
certificates in the certification path);

permitted-subtrees: A set of subtree specifications defining subtrees within which all subjeq
subsequent certificates in the certification pathteed to fall, or may take the special value unbous

excluded-subtrees: A (possibly empty) set of subtree specifications (each comprising a subtreg
and maximum and minimum level. iddicators) defining subtrees within which no subject
subsequent certificate in the certification path may fall;

explicit-policy-indicator: Indicates whether an acceptable policy needs to be explicitly identifj
certificate in the path;

H-policy-set

ires that an

of values of

Cates of the
s represent

t names in
nded,

base name
name in a

ed in every

path depth: An integer equal to one more than the number of certificates in the certification path for which

processing has been‘eompleted;
policy-mappinginhibit-indicator: Indicates whether policy mapping is inhibited;

inhibit-any-policy-indicator: Indicates whether the special value anyPolicy is considered a ms
specificcettificate policy;

pending*constraints: Details of explicit-policy inhibit-policy-mapping and/or inhibif
constraints which have been stipulated but have yet to take effect. There are three one-bit indic
explicit-policy-pending, policy-mapping-inhibit-pending and inhibit-any-policy-pending togetH

tch for any

-any-policy
ators called
er with, for

cach an integer called skin_certificates which oives the number of certificates vet to skin
=] T J =} r

constraint takes effect.

10.4 Initialization step

before the

The procedure involves an initialization step, followed by a series of certificate-processing steps. The initialization step

comprises:

a)

b)
¢)
d)
e)

Write any-policy in the zeroth and first columns of the zeroth row of the authorities-constrai
set table;

Initialize the permitted-subtrees variable to unbounded;
Initialize the excluded-subtrees variable to an empty set;
Initialize the explicit-policy-indicator to the initial-explicit-policy value;

Initialize path-depth to one;

ITU-T Rec. X.509 (2000 E)
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10.5

f)

2)
h)

Initialize the policy-mapping-inhibit-indicator to the initial-policy-mapping-inhibit value;
Initialize the inhibit-any-policy-indicator to the initial-inhibit-policy value;

Initialize the three pending-constraints indicators to unset.

Certificate processing

Each certificate is then processed in turn, starting with the certificate signed using the input trusted public key. The last
certificate is considered to be the end certificate; any other certificates are considered to be intermediate certificates.

10.5.1

Basic certificate checks

The following checks are applied to a certificate:

10.5.2

a

Processing intermediate certificates

Check that the signature verifies, that dates are valid, that the certificate subject and ceftif
names chain correctly, and that the certificate has not been revoked.

For an intermediate certificate, if the basic constraints extension field is present inthe certifi
that the cA component is present and set to true. If the pathLenConstraint coniponent is prd
that the current certification path does not violate that constraint (ignoring’intermediate
certificates).

If the certificate policies extension is not present, then set the authorities-constrained-policy-sd
deleting all rows from the authorities-constrained-policy-set table.

If the certificate policies extension is present, then for each-policy, P, in the extension
anyPolicy, attach the policy qualifiers associated with P(to* each row in the authorities-c
policy-set table whose [path-depth] column entry contains the value P. If no row in the

constrained-policy-set table contains P in its [path-depth] column entry but the value in

constrained-policy-set[0, path-depth] is any-policy, then add a new row to the table by dup
zeroth row and writing the policy identifier P aleng with its qualifiers in the [path-depth] colu
the new row.

If the certificate policies extension is present and does not include the value anyPolicy or if
any-policy-indicator is set, then delete“any row for which the [path-depth] column entry d
value any-policy along with any row, for which the [path-depth] column entry does not contaif
values in the certificate policies,extension.

If the certificate policies extension is present and includes the value anyPolicy and the inhibit
indicator is not set, then “attach the policy qualifiers associated with anyPolicy to each
authorities-constrained-policy-set table whose [path-depth] column entry contains the value a1
contains a value that'does not appear in the certificate policies extension.

If the certificate) is not an intermediate self-issued certificate, check that the subject name is
name-spaee.given by the value of permitted-subtrees and is not within the name-space given Y
of exclided-subtrees.

icate issuer

cate, check
sent, check
self-issued

¢ to null by

other than
bnstrained-
uthorities-
uthorities-
licating the
mn entry of

the inhibit-
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one of the
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y the value
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a)

b)

If the nameConstraints extension with a permittedSubtrees component is present in the certificate, set
the permitted-subtrees state variable to the intersection of its previous value and the value indicated in the

certificate extension.

If the nameConstraints extension with an excludedSubtrees component is present in the certificate, set

the excluded-subtrees state variable to the union of its previous value and the value indic
certificate extension.

If policy-mapping-inhibit-indicator is set:

ated in the

—  process any policy mappings extension by, for each mapping identified in the extension, locate all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is equal to the

issuer domain policy value in the extension and delete the row.
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If policy-mapping-inhibit-indicator is not set:

process any policy mappings extension by, for each mapping identified in the extension, locate all
rows in the authorities-constrained-policy-set table whose [path-depth] column entry is equal to the
issuer domain policy value in the extension, and write the subject domain policy value from the
extension in the [path-depth+1] column entry of the same row. If the extension maps an issuer
domain policy to more than one subject domain policy, then the affected row is copied and the new
entry added to each row. If the value in authorities-constrained-policy-set[0, path-depth] is any-
policy, then write each issuer domain policy identifier from the policy mappings extension in the
[path-depth] column, making duplicate rows as necessary and retaining qualifiers if they are present,
and write the subject domain policy value from the extension in the [path-depth+1] column entry of
the same row.

if the policy-mapping-inhibit-pending indicator is set and the certificate is not self-issued, decrement
the corresponding skip-certificates value and, if this value becomes zero, set the policy-mapping-

If inhibit-any-policy-indicator is not set:

Increment [path-depth].

xplicit policy indicator.processing
ficates, the following-actions are then performed:

If explicit;policy-indicator is not set:

inhibit-indicator.

If the inhibitPolicyMapping constraint is present in the certificate, perform the\following. For a
SkipCerts value of 0, set the policy-mapping-inhibit-indicator. For any otherySkipCert$ value, set
the policy-mapping-inhibit-pending indicator, and set the corresponding skip-certificates yalue to the
lesser of the SkipCerts value and the previous skip-certificates value (if-the policy-mappling-inhibit-
pending indicator was already set).

For any row not modified in either step c) or d), above (and every rowdin the case that there is fo mapping
extension present in the certificate), write the policy identifier freth\[path-depth] column il the [path-
depth+1] column of the row.

If the inhibit-any-policy-pending indicator is set@and'the certificate is not self-issued, de¢rement the
corresponding skip-certificates value and, if this value becomes zero, set the inhibit-uny-policy-
indicator.

If the inhibitAnyPolicy constraint is~prensent in the certificate, perform the following. For a
SkipCerts value of 0, set the inhihit~any-policy-indicator. For any other SkipCerts vallue, set the
inhibit-any-policy-pending indicator, and set the corresponding skip-certificates value to the lesser of
the SkipCerts value and the\previous skip-certificates value (if the inhibit-any-policy-pending
indicator was already set).

if~the explicit-policy-pending indicator is set and the certificate is not a self-issued iptermediate
certificate, decrement the corresponding skip-certificates value and, if this value becomgs zero, set
explicit-policy-indicator.

If the requireExplicitPolicy constraint is present in the certificate, perform the following. For a
SkipCerts value of 0, set the explicit-policy-indicator. For any other SkipCerts value, set the
explicit-policy-pending indicator, and set the corresponding skip-certificates value to the lesser of the
SkipCerts value and the previous skip-certificates value (if the explicit-policy-pending indicator was
already set).

If the requireExplicitPolicy component is present, and the certification path includes a certificate
issued by a nominated CA, it is necessary for all certificates in the path to contain, in the certificate
policies extension, an acceptable policy identifier. An acceptable policy identifier is the identifier of
the certificate policy required by the user of the certification path, the identifier of a policy which has
been declared equivalent to it through policy mapping, or any-policy. The nominated CA is either the
issuer CA of the certificate containing this extension (if the value of requireExplicitPolicy is 0) or a
CA which is the subject of a subsequent certificate in the certification path (as indicated by a non-
zero value).
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inal processing

-certificate, the following actions are then performed:

If explicit-policy-indicator is set, check that the authorities-constrained-policy-set table is not empty. If

any of the above checks were to fail, then the procedure shall terminate, returning a failure indication, an
appropriate reason code, explicit-policy-indicator and null values in the user-constrained-policy-set and

the authorities-constrained-policy-set table.

If none of the above checks were to fail on the end certificate, then the user-constrained-policy-set shall be calculated by
forming the intersection of the authorities-constrained-policy-set and the initial-policy-set. If the authorities-
constrained-policy-set[0, path-depth] is any-policy, then the authorities-constrained-policy-set is any-policy. Otherwise,
the authorities-constrained-policy-set is, for each row in the table, the value in the left-most cell which does not contain
the identifier any-policy. Then the procedure shall terminate, returning a success indication together with the explicit-
policy-indicator, the authorities-constrained-policy-set table and the user-constrained-policy-set. If the intersection of

the authori
none is acc

11 K

This claus
specificatid

11.1 H

This subcld

11.1.1  BKI user object class
The PKI uger object class is used in defining entries for objects‘that may be the subject of public-key certificat|
pkiUsef OBJECT-CLASS :={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {userCertificate}
ID id-oc-pkiUser }
11.1.2  PKI CA object class
The PKI CA object class is used in'defining entries for objects that act as certification authorities.
pkiCA | OBJECT-CLASS™ ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {cACertificate |

y constrained set and user constrained set 1s null, the path 1s valid under authority constrained,p
eptable to the user.

KI directory schema

b defines the directory schema elements used to represent PKI information in the Directory.
n of relevant object classes, attributes and attribute value matching rules.

KI directory object classes and name forms

use includes the definition of object classes used to representPKFobjects in the Directory.

certificateRevocationList |
authorityRevocationList |
crossCertificatePair }

licy(s), but

It includes

S.

w

ID

id=0c r\l(if‘A }

11.1.3  CRL distribution points object class and name form

The CRL Distribution Point object class is used in defining entries for object which act as CRL Distribution Points.

cRLDistributionPoint OBJECT-CLASS n={

SUBCLASS OF {top}

KIND structural

MUST CONTAIN { commonName }

MAY CONTAIN { certificateRevocationList |
authorityRevocationList |
deltaRevocationList }

ID id-oc-cRLDistributionPoint }

The CRL Distribution Point name form specifies how entries of object class cRLDistributionPoint may be named.
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cRLDistPtNameForm NAME-FORM ::={
NAMES cRLDistributionPoint
WITH ATTRIBUTES { commonName}
ID id-nf-cRLDistPtNameForm }

11.1.4  Delta CRL object class

ISO/IEC 9594-8 : 2001 (E)

The delta CRL object class is used in defining entries for objects that hold delta revocation lists (e.g. CAs, AAs etc.).

deltaCRL OBJECT-CLASS :={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {deltaRevocationList}
ID id-oc-deltaCRL }

11.1.5  (ertificate Policy & CPS object class

The CP CBS object class is used in defining entries for objects that contain certificate policy and/or certificat

information).
cpCps OBJECT-CLASS :={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
ID id-oc-cpCps }

11.1.6  PKI certificate path object class

The PKI c¢rt path object class is used in defining entries for objects that contain PKI paths. It will generally

conjunction with entries of structural object class pkiCA.

pkiCertPath OBJECT-CLASS :={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { pkiPath }
ID id-oc-pkiCertPath}
11.2 HKI directory attributes

This subclquse includes the definition of directory attributes to store PKI information elements in the Directory.

11.2.1  User certificate attribute

on practice

be used in

A user may obtain‘\one or more public-key certificates from one or more CAs. The userCertificate at{ribute type

contains th¢ public-key certificates a user has obtained from one or more CAs.

userCertificate ATTRIBUTE == {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-userCertificate}

11.2.2  CA certificate attribute

The cAcCertificate attribute of a CA's directory entry shall be used to store self-issued certificates (if any) and certificates
issued to this CA by CAs in the same realm as this CA. In the case of v3 certificates, these certificates shall include a
basicConstraints extension with the cA value set to TRUE. The definition of realm is purely a matter of local policy.

cACertificate ATTRIBUTE := {
WITH SYNTAX Certificate
EQUALITY MATCHING RULE certificateExactMatch
ID id-at-cAcertificate }

ITU-T Rec. X.509 (2000 E)
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11.2.3  Cross certificate pair attribute

The issuedToThisCA elements of the crossCertificatePair attribute of a CA's directory entry shall be used to store all,
except self-issued certificates issued to this CA. Optionally, the issuedByThisCA elements of the crossCertificatePair
attribute, of a CA's directory entry may contain a subset of certificates issued by this CA to other CAs. If a CA issues a
certificate to another CA, and the subject CA is not a subordinate to the issuer CA in a hierarchy, then the issuer CA shall
place that certificate in the issuedByThisCA clement of the crossCertificatePair attribute of its own directory entry.
When both the issuedToThisCA and the issuedByThisCA elements are present in a single attribute value, issuer name
in one certificate shall match the subject name in the other and vice versa, and the subject public key in one certificate
shall be capable of verifying the digital signature on the other certificate and vice versa. The term forward was used in
previous editions for issuedToThisCA and the term reverse was used in previous editions for issuedByThisCA.

When an issuedByThisCA element is present, the issuedToThisCA element value and the issuedByThisCA element
value need not be stored in the same attribute value; in other words, they can be stored in either a single attribute value or
two attribute values.

In the case jof v3 certificates, these shall include a basicConstraints extension with the cA value set to TRUE.

crossCertificatePair ATTRIBUTE := {
WITH SYNTAX CertificatePair
EQUALITY MATCHING RULE certificatePairExactMatch
ID id-at-crossCertificatePair }
CertifigatePair n= SEQUENCE {
issuedToThisCA [0] Certificate OPTIONAL,
issuedByThisCA [1] Certificate OPTIONAL

-- at least one of the pair shall be presept ™-- }
(WITH COMPONENTS {..., issuedToThisCA PRESENT} |
WITH JOMPONENTS {..., issuedByThisCA PRESENT})

11.2.4  (ertificate revocation list attribute

The follow|ng attribute contains a list of revoked certificates.

certificateRevocationList ATTRIBUTE ::=%{
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-certificateRevocationList }

11.2.5  Authority revocation list attribute

The follow|ng attribute contains a list of revoked authority certificates.

authorityRevocationList ATTRIBUTE := {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-authorityRevocationList }
11.2.6 elta revocation list attribute

The follow]ng attributétype is defined for holding a dCRL in a directory entry:

deltaRgvocationList ATTRIBUTE ::= {
WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-dettaRevocationtist}

11.2.7  Supported algorithms attribute

A Directory attribute is defined to support the selection of an algorithm for use when communicating with a remote end
entity using certificates as defined in this Directory Specification. The following ASN.1 defines this (multi-valued)
attribute:

supportedAlgorithms ATTRIBUTE ::= {

WITH SYNTAX SupportedAlgorithm

EQUALITY MATCHING RULE algorithmldentifierMatch

ID id-at-supportedAlgorithms }
SupportedAlgorithm ::= SEQUENCE {

algorithmldentifier Algorithmldentifier,

intendedUsage [0] KeyUsage OPTIONAL,

intendedCertificatePolicies [11 CertificatePoliciesSyntax OPTIONAL }
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Each value of the multi-valued attribute shall have a distinct algorithmldentifier value. The value of the intendedUsage
component provides an indication of the intended usage of the algorithm (see 8.2.2.3 for recognized uses). The value of
the intendedCertificatePolicies component identifies the certificate policies and, optionally, certificate policy qualifiers
with which the identified algorithm may be used.

11.2.8  Certification practice statement attribute

The certificationPracticeStmt attribute is used to store information about an authority's certification practice statement.

certificationPracticeStmt ATTRIBUTE := {

WITH SYNTAX InfoSyntax

ID id-at-certificationPracticeStmt }
InfoSyntax = CHOICE {

content DirectoryString {ub-content},

pointer SEQUENCEFE {

:Erene GeneralNames,
sh HASH { HashedPolicyinfo } OPTIONAL } }
POLICY := TYPE-IDENTIFIER
HashedPolicyinfo == POLICY.&Type( {Policies} )

Policies POLICY ::={...} -- Defined by implementors --

If content

If pointer

practice statement can be located. If the hash component is present, it contains'a HASH of the content of the (
practice stdtement that should be found at a referenced location. This hash.¢an be used to perform an integri
the referen¢ed document.

11.2.9  (ertificate policy attribute

The certifi¢atePolicy attribute is used to store information about a certificate policy.
certificatePolicy ATTRIBUTE := {
WITH SYNTAX PolicySyntax
ID id-at-certificatePolicy }
PolicySyntax ::= SEQUENCE {
policyldentifier PolicylD,
policySyntax InfoSyntax
}
PolicylD := CertPolicyld

The policy|dentifier component includes the object identifier registered for the particular certificate policy.

If content

If pointer 1s present, the name component references one or more locations where a copy of the certificate p

located. If

s present, the complete content of the authority's certification practice stateémént is included.

s present, the name component references one or more locations wher€ a copy of the authority's

s presentsthe complete content of the certificate policy is included.
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licy can be

thechash component is present, it contains a HASH of the content of the certificate policy thaf should be

11.2.10 PKI path attribute

The PKI path attribute is used to store certification paths, each consisting of a sequence of cross-certificates.

pkiPath ATTRIBUTE :={
WITH SYNTAX PkiPath

ID

id-at-pkiPath }

PkiPath ::= SEQUENCE OF CrossCertificates

This attribute can be stored in the CA directory entry and would contain some certification paths from that CA to other
CAs. This attribute, if used, enables more efficient retrieval of cross-certificates that form frequently used certification
paths. As such there are no specific requirements for this attribute to be used and the set of values that are stored in the
attribute will likely not represent the complete set of forward certification paths for any given CA.
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11.3 PKI directory matching rules

This Directory Specification defines matching rules for use with attributes of type Certificate, CertificatePair,
CertificateList, CertificatePolicy, and SupportedAlgorithm, respectively. This clause also defines matching rules to
facilitate the selection of certificates or CRLs with specific characteristics from multi-valued attributes holding multiple
certificates or CRLs.

11.3.1  Certificate exact match

The certificate exact match rule compares for equality a presented value with an attribute value of type Certificate. It
uniquely selects a single certificate.

certificateExactMatch MATCHING-RULE ::={
SYNTAX CertificateExactAssertion
ID id-mr- ifi tch }

CertifigateExactAssertion ::= SEQUENCE {
serinlNumber CertificateSerialNumber,
issyer Name }

This matchjng rule returns TRUE if the components in the attribute value match those in the presented value.

11.3.2  (ertificate match

The certifi¢ate match rule compares a presented value with an attribute value oftype Certificate. It selects qne or more
certificates|on the basis of various characteristics.

certificateMatch MATCHING-RULE ::= {
SYNTAX  CertificateAssertion
ID id-mr-certificateMatch }

CertifigateAssertion ::= SEQUENCE {

seripINumber [0] CertificateSeriaINumber = OPTIONAL,
issyer [1] Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL,
ce&:icateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7]1 KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subject [11] Name OPTIONAL,
nanjeConstraints [12] NameConstraintsSyntax OPTIONAL
}
AItNanleType ::5-CHOICE {

builtinNaméForm ENUMERATED {

rfc822Name 1),

dNSName (2),

x400Address (3)

directoryName (4),

ediPartyName (5),

uniformResourceldentifier (6),

iPAddress (7),

registeredid (8)},
otherNameForm OBJECT IDENTIFIER }

CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

This matching rule returns TRUE if all of the components that are present in the presented value match the corresponding
components of the attribute value, as follows:

serialNumber matches if the value of this component in the attribute value equals that in the presented value;

issuer matches if the value of this component in the attribute value equals that in the presented value;
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subjectKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no subject key identifier extension;

authorityKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value;

certificateValid matches if the presented value falls within the validity period of the stored attribute value;

privateKeyValid matches if the presented value falls within the period indicated by the private key usage period
extension of the stored attribute value or if there is no private key usage period extension in the stored attribute value;

subjectPublicKeyAlgID matches if it is equal to the algorithm component of the algorithmldentifier of the
subjectPublicKeylnformation component of the stored attribute value;

keyUsage matches if all of the bits set in the presented value are also set in the key usage extension in the stored

b ol - 1 - hd - 1 - 1 - i | - 1
attribute Vaﬂuc, OT IT UICTT TS TU KTY USdgT TXICITSTUIT 1T UIT StOITU atir ToutT valuc,

subjectAltName matches if the stored attribute value contains the subject alternative name extension with)ar] AltNames
component{of the same name type as indicated in the presented value;

policy matthes if at least one member of the CertPolicySet presented appears in the certificatepglicies extepsion in the
stored attripute value or if either the presented or stored certificate contains the special valueyanyPolicy ir] the policy
component] There is no match if there is no certificate policies extension in the stored attribute-value;

pathToNare matches unless the certificate has a name constraints extension which“inhibits the constrfiction of a
certificatiof path to the presented name value;

subject mgtches if the value of this component in the attribute value equals that-iiy the presented value;

nameCo:litraints matches if the subject names in the stored attribute valué are within the name space given by the value
of the pernfitted-subtrees component of the presented value and are net'within the name space given by the Yalue of the
excluded-spibtrees component of the presented value.

11.3.3  (ertificate pair exact match

The certifijcate pair exact match rule compares for equality a presented value with an attribute valpe of type
CertificatePair. It uniquely selects a single cross-certificate pair.

certifichtePairExactMatch MATCHING-RULE = {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertifigatePairExactAssertion ::= SEQUENCE {
issyedToThisCAAssertion [0] CertificateExactAssertion OPTIONAL,
issyedByThisCAAssertion [1] CertificateExactAssertion OPTIONAL }
( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

This matching rule retutns: TRUE if the components that are present in the issuedToThisCAAssprtion and
issuedByThisCAAssertion components of the presented value match the corresponding componefts of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

11.3.4  (ertificate pair match

The certifi¢ate-patr-matehrite-compares—a—presented—valte—wiiranatiribtte—valre-oftype atePair—t!selects one
or more cross-certificate pairs on the basis of various characteristics of either the issuedToThisCA or issuedByThisCA
certificate of the pair.

certificatePairMatch MATCHING-RULE ::= {
SYNTAX CertificatePairAssertion
ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {
issuedToThisCAAssertion [0] CertificateAssertion OPTIONAL,
issuedByThisCAAssertion [1] CertificateAssertion OPTIONAL }
( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

This matching rule returns TRUE if all of the components that are present in the issuedToThisCAAssertion and
issuedByThisCAAssertion components of the presented value match the corresponding components of the
issuedToThisCA and issuedByThisCA components, respectively, in the stored attribute value.

ITU-T Rec. X.509 (2000 E) 51


https://iecnorm.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8 : 2001 (E)

11.3.5 Certificate list exact match

The certificate list exact match rule compares for equality a presented value with an attribute value of type
CertificateList. It uniquely selects a single CRL.

certificateListExactMatch MATCHING-RULE ::= {
SYNTAX CertificateListExactAssertion

ID id-mr-certificateListExactMatch }
CertificateListExactAssertion ::= SEQUENCE {

issuer Name,

thisUpdate Time,

distributionPoint DistributionPointName OPTIONAL }

The rule returns TRUE if the components in the stored attribute value match those in the presented value. If the

distributionPoint component is present then it shall match in at least one name form.

11.3.6  (ertificate list match

The certifigate list match rule compares a presented value with an attribute value of type CertificateList. It se
more CRLY on the basis of various characteristics.

certific

SYNTAX CertificateListAssertion

ID id-mr-certificateListMatch }
CertificateListAssertion ::= SEQUENCE {

iss:ter Name OPTIONAL,

minCRLNumber [0] CRLNumber OPTIONAL,

maXCRLNumber [1] CRLNumber OPTIONAL,

reagonFlags ReasonFlags OPTIONAL,

dateAndTime Time OPTIONAL,

dist}ibutionPoint [2] DistributionPointName OPTIONAL,
authorityKeyldentifier [3] AuthorityKeyldentifier OPTIONAL }

The matching rule returns TRUE if all of the compeonénts that are present in the presented value match the co

component

issuer mat,

minCRLlember matches if its value 1S less than or equal to the value in the CRL number extension of

attribute v

maxCRLN

attribute value; there is ne-match if the stored attribute value contains no CRL number extension;

reasonFlags matches/if any of the bits that are set in the presented value are also set in the onlySo

component
attribute v
contains no

ateListMatch MATCHING-RULE ::= {

5 of the stored attribute value, as follows:

Ches if the value of this componentin the attribute value equals that in the presented value;

ue; there is no match if'the stored attribute value contains no CRL number extension;

imber matches_if\its value is greater than or equal to the value in the CRL number extension o

lects one or

responding

the stored

[ the stored

eReasons

5 of thevissuing distribution point extension of the stored attribute value; there is also a match if the stored
lue/contains no reasonFlags in the issuing distribution point extension, or if the stored attrjbute value

Hsste-distribrtetpotitextenstons

NOTE - Even though a CRL matches on a particular value of reasonFlags, the CRL may not contain any revocation
notices with that reason code.

dateAndTime matches if the value is equal to or later than the value in the thisUpdate component of the stored attribute
value and is earlier than the value in the nextUpdate component of the stored attribute value; there is no match if the
stored attribute value contains no nextUpdate component;

distributionPoint matches if the stored attribute value contains an issuing distribution point extension and the value of
this component in the presented value equals the corresponding value, in at least one name form, in that extension;

authorityKeyldentifier matches if the value of this component in the stored attribute value equals that in the presented
value; there is no match if the stored attribute value contains no authority key identifier extension or if not all
components in the presented value are present in the stored attribute value.
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11.3.7  Algorithm identifier match

The algorithm identifier match rule compares for equality a presented value with an attribute value of type
SupportedAlgorithms.

algorithmldentifierMatch MATCHING-RULE::= {
SYNTAX  Algorithmldentifier
ID id-mr-algorithmldentifierMatch }

The rule returns TRUE if the presented value is equal to the algorithmldentifier component of the stored attribute value.

11.3.8  Policy match

The policy match rule compares for equality a presented value with an attribute value of type CertificatePolicy or an
attribute value of type privPolicy.

policyMatch-MATCHING-RULE——={
SYNTAX  PolicylD
ID id-mr-policyMatch }

The rule refurns TRUE if the presented value is equal to the policyldentifier component of the storedhattribute yalue.

11.3.9  PKI path match

The pkiPathMatch match rule compares for equality a presented value with an attribute value of type pkiPath. A
certificate yising system may use this matching rule to select a path beginning with ascertificate issued by a A which it
trusts and gnding with a certificate issued to the CA that issued the end-entity certificate’being validated.

pkiPathMatch MATCHING-RULE ::={
SYNTAX  PkiPathMatchSyntax
ID id-mr-pkiPathMatch }

PkiPatlIMatchSyntax ::= SEQUENCE {
firsflssuer Name,
lastBubject Name }

This matchiing rule returns TRUE if the presented value in. thefirstlssuer component matches the correspondifg elements
of the issugr field of the first certificate in the SEQUENCE"in the stored value and the presented value in the llastSubject
component| matches the corresponding elements of the-stibject field of the last certificate in the SEQUENCE ih the stored
value. This|matching rule returns FALSE if either match fails.

SECTION 3 — ATTRIBUTE CERTIFICATE FRAMEWORK

The attribufe certificate framework,defined here provides a foundation upon which Privilege Management Infrastructures
(PMI) can be built. These infrastiictures can support applications such as access control.

The bindinjg of a privilege te_an entity is provided by an authority through a digitally signed data structuge called an
attribute cdrtificate or threugh a public-key certificate containing an extension defined explicitly for this pﬂlrpose. The
format of fttribute certificates is defined here, including an extensibility mechanism and a set of specifi¢ certificate
extensions.| Revocatien of attribute certificates may or may not be needed. For example, in some enviropments, the
attribute cdrtificate validity periods may be very short (e.g. minutes), negating the need for a revocation scheme. If, for
any reason] afduthority revokes a previously issued attribute certificate, users need to be able to learn that reocation has
occurred so-they-deo-net-use-anuntrastworthy-ecertifieate—RevoeationHstsare-one-scheme-that-ean-be-used-te-hotify users
of revocations. The format of revocation lists is defined in Section 2 of this Specification, including an extensibility
mechanism and a set of revocation list extensions. Additional extensions are defined here. In both the certificate and
revocation list case, other bodies may also define additional extensions that are useful to their specific environments.

An attribute certificate using system, needs to validate a certificate prior to using that certificate for an application.
Procedures for performing that validation are also defined here, including verifying the integrity of the certificate itself,
its revocation status, and its validity with respect to the intended use.

This framework includes a number of optional elements that are appropriate only in some environments. Although the
models are defined as complete, this framework can be used in environments where not all components of the defined
models are used. For example there are environments where revocation of attribute certificates is not required. Privilege
delegation and the use of roles are also aspects of this framework that are not universally applicable. However, these are
included in this Specification so that those environments that do have requirements for them can also be supported.

The Directory uses attribute certificates to provide rule-based access control to Directory information.
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12 Attribute Certificates

Public-key certificates are principally intended to provide an identity service upon which other security services, such as
data integrity, entity authentication, confidentiality and authorization, may be built. There are two distinct mechanisms
provided in this Specification for binding a privilege attribute to a holder.

Public-key certificates, used in combination with the entity authentication service, can provide an authorization service
directly, if privileges are associated with the subject through the practices of the issuing CA. Public-key certificates may
contain a subjectDirectoryAttributes extension that contains privileges associated with the subject of the public-key
certificate. This mechanism is appropriate in situations where the authority issuing the public-key certificate (CA) is also
the authority for delegating the privilege (AA) and the validity period of the privilege corresponds to the validity period
of the public-key certificate. End-entities cannot act as AAs. If any of the extensions defined in clause 15 of this
Specification are included in a public-key certificate, those extensions apply equally to all privileges assigned in the
subjectDirectoryAttributes extension of that public-key certificate.

In the more general case, entity privileges will have lifetimes that do not match the validity period fot\a| public-key
certificate. [Privileges will often have a much shorter lifetime. The authority for assignment of privilegewill friequently be
other than [the authority issuing that same entity a public-key certificate and different privileges may be gssigned by
different Aftribute Authorities (AA). Privileges may also be assigned based on a temporal context and the 'furn on/turn
off' aspect [of privileges may well be asynchronous with the lifetime of the public-key certificate and/or asynchronous
with entity|privileges issued from a different AA . The use of attribute certificates, issued Byyan AA providgs a flexible
Privilege Nlanagement Infrastructure (PMI) which can be established and managed independently from a PKI. At the
same time,| there is a relationship between the two whereby the PKI is used to authenticate identities of [issuers and
holders in gttribute certificates.

12.1 Attribute certificate structure

An attribufe certificate is a separate structure from a subject's publics key certificate. A subject may haye multiple
attribute cdrtificates associated with each of its public key certificates? There is no requirement that the sanje authority
create botH the public key certificate and attribute certificate(s)\for a user; in fact separation of duties wil| frequently
dictate othgrwise. In environments where different authorities have responsibility for issuing public key apd attribute
certificates| the public key certificate(s) issued by a Certification Authority (CA) and the attribute certificate($) issued by
an Attributp Authority (AA) would be signed using diffetent private signing keys. In environments where a gingle entity
is both the[CA, issuing public key certificates, and the-AA, issuing attribute certificates, it is strongly recomrhended that
a different key be used to sign attribute certificates than the key used to sign public-key certificates. Exchanges between
the issuing jauthority and the entity receiving a certificate are outside the scope of this Specification.

The attribufe certificate is defined as follows;
AttributeCertificate ::= SIGNED {AttributeCertificatelnfo}

AttributeCertificatelnfo ::5SEQUENCE

{
version AttCertVersion, --version is v2
holder Holder,
issyer AttCertlssuer,
signature Algorithmldentifier,
serinlNumber CertificateSerialNumber,
attrEertVaIidityPeriod AttCertValidityPeriod,
attr SEQUENGE-OF-Attribute;
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL
}
AttCertVersion ::= INTEGER {v2(1) }
Holder = SEQUENCE
{
baseCertificatelD [0] IssuerSerial OPTIONAL,
-- the issuer and serial number of the holder's Public Key Certificate
entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

-- used to directly authenticate the holder, e.g. an executable
-- at least one of baseCertificatelD, entityName or objectDigestInfo shall be present --}
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ObjectDigestinfo ::= SEQUENCE {
digestedObjectType ENUMERATED {

publicKey (0),
publicKeyCert (1),
otherObjectTypes (2) },
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING }
AttCertlssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [1] ObjectDigestinfo OPTIONAL }

-- At least one component shall be present

The versign differentiates between different versions of the attribute certifieate. For attribute certificate]
accordance with the syntax in this Specification, version shall be v2.

The holder field conveys the identity of the attribute certificate's holder:

The baseCertificatelD component, if present, identifies a particular public-key certificate that is to
authenticatg the identity of this holder when asserting privileges'with this attribute certificate.

The entityName component, if present, identifies oné or more names for the holder. If entityName
component| present in holder, any public-key certifi¢ate that has one of these names as its subject can
authenticate the identity of this holder when asserting’ privileges with this attribute certificate. If baseCertifi
entityName are both present, only the certificate.specified by baseCertificatelD may be used. In this case en
included o1}ly as a tool to help the privilege verifier locate the identified public-key certificate.

( WITH COMPONENTS { ..., issuerName PRESENT } |
WITH COMPONENTS { ..., baseCertificatelD PRESENT } |

WITH JOMPONENTS { ..., objectDigestinfo PRESENT } )

Issuer§erial ::= SEQUENCE {
issyer GeneralNames,
seripl CertificateSerialNumber,
issyerUID Uniqueldentifier OPTIONAL }

AttCertValidityPeriod ::= SEQUENCE {
notBeforeTime GeneralizedTime,
notAfterTime GeneralizedTime }

NOTE 1| — There is a risk with the sole‘use’of GeneralNames to identify the holder, in that this points only to a
holder. This is generally insufficient to_ehable the authentication of a holder's identity for purposes of issuing priv
holder. Use of the issuer name and ‘serial number of a specific public-key certificate, however, enables the issuet
certificafes to rely on the authentication process performed by the CA when issuing that particular public-key cert
some of| the options in GenéralNames (c.g. IPAddress) are inappropriate for use in naming an attribute certif]
especially when the holder is arole and not an individual entity. Another problem with GeneralNames alone as an id
holder i that many name\forms within that construct do not have strict registration authorities or processes for the aj
names.
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tDigestinfo component, if present, is used directly to authenticate the identity of a holder, igcluding an
holder((e.g. an applet). The holder is authenticated by comparing a digest of the corresponding ipformation,
he pfivilege verifier with the same algorithm identified in objectDigestinfo with the content of objectDigest.

If the two are 1dentical, the holder 1s authenticated for purposes of asserting privileges with this attribute certificate.

publicKey shall be indicated when a hash of an entity's public-key is included. Hashing a public-key may
not uniquely identify one certificate (i.e. the identical key value may appear in multiple certificates). In
order to link an attribute certificate to a public-key the hash is calculated over the representation of that
public-key which would be present in a public-key certificate. Specifically, the input for the hash
algorithm shall be the DER encoding of a SubjectPublicKeylnfo representation of the key. Note that this
includes the Algorithmldentifier as well as the BIT STRING. Note that if the public-key value used as
input to the hash function has been extracted from a public-key certificate, then it is possible (e.g. if
parameters for the Digital Signature Algorithm were inherited) then this may not be sufficient input for
the HASH. The correct input for hashing in this context will include the value of the inherited parameters
and thus may differ from the SubjectPublicKeylnfo present in the public-key certificate.

publicKeyCert shall be indicated when a public-key certificate is hashed, the hash is over the entire DER
encoding of the public-key certificate, including the signature bits.
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—  otherObjectTypes shall be indicated when objects other than public-keys or public-key certificates are
hashed (e.g. software objects). The identity of the type of object may optionally be supplied. The portion
of the object to be hashed can be determined either by the explicitly stated identifier of the type or, if the
identifier is not supplied, by the context in which the object is used.

The issuer field conveys the identity of the AA that issued the certificate.
—  The issuerName component, if present, identifies one or more names for the issuer.

—  The baseCertificatelD component, if present, identifies the issuer by reference to a specific public-key
certificate for which this issuer is the subject.

—  The objectDigestinfo component, if present, identifies the issuer by providing a hash of identifying
information for the issuer.

The signature identifies the cryptographic algorithm used to digitally sign the attribute certificate.

The seriallllumber is the serial number that uniquely identifies the attribute certificate within the scope of its\igsuer.

The attrCgrtValidityPeriod field conveys the time period during which the attribute certificate iS)considered valid,
expressed in GeneralizedTime format.
The attribytes ficld contains the attributes associated with the holder that are being certified (e:g) the privileggs).

NOTE 2|- In the case of attribute descriptor attribute certificates, this sequence of attributes can beempty.

The issuefUniquelD may be used to identify the issuer of the attribute certificdte in instances wherel the issuer
component|is not sufficient.

The extensions field allows addition of new fields to the attribute certificate.

The framework for attribute certificates described in this section is primarily focused on the model in which |privilege is
placed within attribute certificates. However, as mentioned earlier,the certificate extensions defined in this [section can
also be plaged in a public-key certificate using the subjectDirectoryAttributes extension.

12.2 Attribute certificate paths

Just as with public-key certificates, there may be a_réquirement to convey an attribute certificate path (e.g. within an
application| protocol to assert privileges). The following ASN.1 data type can be used to represent an attributg certificate
path:

AttributeCertificationPath ::= SEQUENCE {
attributeCertificate AttributeCertificate,
acPpth SEQUENCE OF ACPathData OPTIONAL }

ACPathData ::= SEQUENCE{

certificate [0]./ Certificate OPTIONAL,
attributeCertificate “[1] AttributeCertificate OPTIONAL }

13 Attribute Authority, SOA and Certification Authority relationship

The Attribyte Authority (AA) and Certification Authority (CA) are logically (and, in many cases, physically)|completely
independent. The creation and maintenance ol 1dentity can (and oiten shou € scparated from the 1. Thus the
entire PKI, including CAs, may be existing and operational prior to the establishment of the PMI. The CA, although it is
the source of authority for identity within its domain, is not automatically the source of authority for privilege. The CA,
therefore, will not necessarily itself be an AA and, by logical implication, will not necessarily be responsible for the
decision as to what other entities will be able to function as AAs (e.g. by including such a designation in their identity
certificates).

The Source of Authority (SOA) is the entity that is trusted by a privilege verifier as the entity with ultimate responsibility
for assignment of a set a privileges. A resource may limit the SOA authority by trusting certain SOAs for specific
functions (e.g. one for read privileges and a different one for write privileges). An SOA is itself an AA as it issues
certificates to other entities in which privileges are assigned to those entities. An SOA is analogous to a 'root CA' or 'trust
anchor' in the PKI, in that a privilege verifier trusts certificates signed by the SOA. In some environments there is a need
for CAs to have tight control over the entities that can act as SOAs. This framework provides a mechanism for
supporting that requirement. In other environments, that control is not needed and mechanisms for determining the
entities that can act as SOAs in such environments may be outside the scope of this Specification.
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This framework is flexible and can satisfy the requirements of many types of environments.

When attri
holders (pr
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Entities mal

Note that ii
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binding by

The attribu

13.2

a)

b)

In many environments, all privileges will be assigned directly to individual entities by a single AA,
namely the SOA.

Other environments may require support for the optional roles feature, whereby individuals are issued
certificates that assign various roles to them. The privileges associated with the role are implicitly
assigned to such individuals. The role privileges may themselves be assigned in an attribute certificate
issued to the role itself or through some other means (e.g. locally configured).

Another optional feature of this framework is the support of privilege delegation. If delegation is done, the
SOA assigns privilege to an entity that is permitted to also act as an AA and further delegate the privilege.
Delegation may continue through several intermediary AAs until it is ultimately assigned to an end-entity
that cannot further delegate that privilege. The intermediary AAs may or may not also be able to act as
privilege asserters for the privileges they delegate.

In some environments, the same physical entity may be acting as both an AA and a CA. This dual logical

Brivilege in attribute certificates

y acquire privilege in two ways:

e certificate based PMI is suitable'in environments where any one of the following is true:

role for the same physical entity is always the case when privilege is conyeyed within
subjectDirectoryAttributes extension of a public-key certificate. In other environments separjte physical
entities act as CAs and AAs. In the latter case, privilege is assigned using attribute certificatef instead of
public-key certificates.

bute certificates point to public-key certificates for their issuers and holders, the, PKT is used to gquthenticate
vilege asserters) and verify the digital signatures of the issuers.

An AA may unilaterally assign privilege to an entity throuigh the creation of an attributq certificate
(perhaps totally on its own initiative, or at the request of/§ome third party). This certificate mgy be stored
in a publicly accessible repository and may subsequently; be processed by one or more privilgge verifiers
to make an authorization decision. All of this may oceur without the entity's knowledge or explikit action.

Alternatively, an entity may request a privilege of some AA. Once created, this certificate may [be returned
(only) to the requesting entity, which expligitly supplies it when requesting access to somg protected
resource.

W both procedures the AA needs to performyjts due diligence to ensure that the entity should really pe assigned
oe. This may involve some out-of-band ‘mechanisms, analogous to the certification of an identjity/key-pair
a CA.

A different entity is responsible for assigning particular privilege to a holder than for issuing public-key
certificates to the same subject;

There are a numbet of privilege attributes to be assigned to a holder, from a variety of authoritigs;

The lifetime, of“a privilege differs from that of the holder's public key certificate validity (g¢nerally the
lifetime of privileges is much shorter); or

The privilege is valid only during certain intervals of time which are asynchronous with that uger's public-
keywalidity or validity of other privileges.

rivitege tm public=key certificates

In some environments, privileges are associated with the subject through the practices of a CA. Such privilege may be
put directly into public-key certificates (thereby re-using much of an already-established infrastructure), rather than
issuing attribute certificates. In such cases, the privilege is included in the subjectDirectoryAttributes extension of the
public-key certificate.

This mechanism is suitable in environments where one or more of the following are true:

The same physical entity is acting both as a CA and an AA;
The lifetime of the privilege is aligned with that of the public-key included in the certificate;
Delegation of privilege is not permitted; or

Delegation is permitted, but for any one delegation, all privileges in the certificate (in the
subjectDirectoryAttributes extension) have the same delegation parameters and all extensions relevant to
delegation apply equally to all privileges in the certificate.
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14 PMI models

14.1 General model

The general privilege management model consists of three entities: the object, the privilege asserter and the privilege
verifier.

The object may be a resource being protected, for example in an access control application. The resource being protected
is referred to as the object. This type of object has methods which may be invoked (for example, the object may be a
firewall which has an "Allow Entry" object method, or the object may be a file in a file system which has Read, Write,
and Execute object methods). Another type of object in this model may be an object that was signed in a non-repudiation
application.

The privilege asserter is the entity that holds a particular privilege and asserts its privileges for a particular context of use.

The privilege verifier is the entity that makes the determination as to whether or not asserted privileges are.syifficient for
the given cpntext of use.

The pass/fqil determination made by the privilege verifier is dependent upon four things:
-  privilege of the privilege asserter;

- privilege policy in place;

-{  current environment variables, if relevant; and

-  sensitivity of the object method, if relevant.

The privilgge of a privilege holder reflects the degree of trust placed in that\holder, by the certificate issyer, that the
privilege hplder will adhere to those aspects of policy which are not enforced by technical means. This privilege is
encapsulatdd in the privilege holder's attribute certificate(s) (or subjeétDirectoryAttributes extension of its| public-key
certificate){ which may be presented to the privilege verifier in theyinvocation request, or may be distribut¢d by some
other meang, such as via the Directory. Codifying privilege is done through the use of the Attribute construct| containing
an AttribueType and a SET OF AttributeValue. Some attribute types used to specify privilege may have yery simple
syntax, sudh as a single INTEGER or an OCTET STRINGOthers may have more complex syntaxes. An|example is
provided il Annex D.

The privil¢ge policy specifies the degree of privilege which is considered sufficient for a given obje¢t method's
sensitivity for context of use. The privilege poliey needs to be protected for integrity and authenticity. A|number of
possibilitiep exist for conveying policy. At one extreme is the idea that policy is not really conveyed at all, bpt is simply
defined angl only ever kept locally in the ptivilege verifier's environment. At the other extreme is the ideg that some
policies ar¢ "universal" and should be _cenveyed to, and known by, every entity in the system. Between thege extremes
are many shades of variation. Schema components for storing privilege policy information in the Directory ar¢ defined in
this Specification.

Privilege pplicy specifies the-threshold for acceptance for a given set of privileges. That is, it defines precigely when a
privilege verifier should cenclude that a presented set of privileges is "sufficient” in order that it may grant adcess (to the
requested dbject, resouree; application, etc.) to the privilege asserter.

Syntax for[the definition of privilege policy is not standardized in this Specification. Annex D contains § couple of
examples of syntaxes that could be used for this purpose. However, these are examples only. Any syntax may(be used for
this purposk, including clear text. Regardless of the syntax used to define the privilege policy, each instance pf privilege
policy shalH-be-unigquely—identified- tectidentifiers-are-use SERRSEES

PrivilegePolicy ::= OBJECT IDENTIFIER

The environment variables, if relevant, capture those aspects of policy required for the pass/fail determination (e.g., time
of day or current account balance) which are available through some local means to the privilege verifier. Representation
of environment variables is entirely a local matter.

The object method sensitivity, if relevant, may reflect attributes of the document or request to be processed, such as the
monetary value of a funds transfer that it purports to authorize, or the confidentiality of a document's content. The object
method's sensitivity may be explicitly encoded in an associated security label or in an attribute certificate held by the
object method, or it may be implicitly encapsulated in the structure and contents of the associated data object. It may be
encoded in one of a number of different ways. For instance, it may be encoded outside the scope of PMI in the X.411
label associated with a document, in the fields of an EDIFACT interchange, or hard-coded in the privilege verifier's
application. Alternatively, it may be done within the PMI, in an attribute certificate associated with the object method.
For some contexts of use, no object method sensitivity is used.
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There is not necessarily any binding relationship between a privilege verifier and any particular AA. Just as privilege
holders may have attribute certificates issued to them by many different AAs, privilege verifiers may accept certificates
issued by numerous AAs, which need not be hierarchically related to one another, to grant access to a particular resource.

The attribute certificate framework can be used to manage privileges of various types and for a number of purposes. The
terms used in this Specification, such as privilege asserter, privilege verifier etc. are independent of the particular
application or use.

14.1.1 PMI in access control context

There is a standard framework for access control (ITU-T Rec. X.812 | ISO/IEC 10181-3) that defines a corresponding set
of terms that are specific to the access control application. A mapping of the generic terms used in this Specification to
those in the access control framework is provided here, to clarify the relationship between this model and that
Specification.

Privilege agserter in this Specification would be acting in the role of an 'initiator' in the access control framewqrk.

Privilege vgrifier in this Specification would be acting in the role of an 'access control decision functien (ADF)' in the
access control framework.

Object method for which privilege is being asserted in this Specification would correspond,/te/the 'target' defined in the
access control framework.

Environmeptal variables in this Specification would correspond to the 'contextuallihformation’ in the acdess control
framework

Privilege pplicy discussed in this Specification could include 'access contral pélicy', and 'access control policy rules' as
defined in fhe access control framework.

This mode] allows a PMI to be overlaid fairly seamlessly on amyexisting network of resources to be pfotected. In
particular, having the privilege verifier act as a gateway to a sensitive object method, granting or denying fequests for
invocation |of that object method, enables the object to be pretected with little or no impact to the objec itself. The
privilege verifier screens all requests and only those that aresproperly authorized are passed on to the appropriate object
methods.

14.1.2 PMl in a non-repudiation context

There is § standard framework for non-répudiation (ITU-T Rec. X.813 | ISO/IEC 10181-4) which| defines a
correspondjng set of terms that are specific-tonon-repudiation. A mapping of the generic terms used in this Specification
to those inj the non-repudiation framework is provided here, to clarify the relationship between this model and that
Specificatipn.

Privilege apserter in this Specification would be acting in the role of an 'evidence subject' or an 'originator' |in the non-
repudiation framework.

Privilege verifier in this_Specification would be acting in the role of an 'evidence user' or a 'recipient' |n the non-
repudiation framework)

Object method for which privilege is being asserted in this Specification would correspond to the 'target' defined in the
non-repudiption’framework.

Environmental variables in this Specification would correspond to the 'date and time the evidence was generated or
verified' in the non-repudiation framework.

Privilege policy discussed in this Specification could include 'mon-repudiation security policy' in the non-repudiation
framework.

14.2 Control model

The control model illustrates how control is exerted over access to the sensitive object method. There are five
components of the model: the privilege asserter, the privilege verifier, the object method, the privilege policy, and
environmental variables (see Figure 3). The privilege asserter has privilege; the object method has sensitivity. The
techniques described here enable the privilege verifier to control access to the object method by the privilege asserter, in
accordance with the privilege policy. Both the privilege and the sensitivity may be multi-valued parameters.
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The privilege asserter may be an entity identified by a public-key certificate, or an executable object ident{fied by the
digest of it§ disk image etc.

14.3 Delegation model

In some enyironments there may be a need to delegate privilege, however this is an optional aspect of the fratpework and
is not requjred in all environments. There are four components of the delegation model: the privilege verifief, the SOA,
other AAs aind the privilege asserter (see Figure 4).

Source of authority

Assigns
privilege Trusts
Attribute Asserts privilege _ Privilege verifier
authority (if authorized) " 9
Delegates Asserts
privilege privilege

End-entity
privilege holder

TISO9300-00/d04

Figure 4 — Delegation model

As with environments where delegation is not used, the SOA is the initial issuer of certificates that assign privilege to
privilege holders. However, in this case the SOA authorizes the privilege holder to act as AA and further delegate that
privilege to other entities through the issuance of certificates that contain the same privilege (or a subset thereof). The
SOA may impose constraints on the delegation that can be done (e.g. limit the path length, limit the name space within
delegation can be done). Each of these intermediary AAs may, in certificates that it issues to further privilege holders,
authorize further delegation to be done by those holders also acting as AAs. A universal restriction on delegation is that
no AA can delegate more privilege than it holds. A delegator may also further restrict the ability of downstream AAs.

When delegation is used, the privilege verifier trusts the SOA to delegate some or all of those privileges to holders, some
of which may further delegate some or all of those privileges to other holders.

The privilege verifier trusts the SOA as the authority for a given set of privileges for the resource. If the privilege
asserter's certificate is not issued by that SOA, then the privilege verifier shall locate a delegation path of certificates
from that of the privilege asserter to one issued by the SOA. The validation of that delegation path includes checking that
each AA had sufficient privileges and was duly authorized to delegate those privileges.
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For the case in which privileges are conveyed by means of attribute certificates, the delegation path is distinct from the
certificate validation path used to validate the public key certificates of the entities involved in the delegation process.
However, the quality of authenticity offered by the public key certificate validation process shall be commensurate with
the sensitivity of the object method that is being protected.

A delegation path shall either consist completely of attribute certificates or completely of public-key certificates. A
delegator that obtains its privilege in an attribute certificate may only delegate, if authorized, by issuance of subsequent
attribute certificates. Similarly a delegator that obtains its privilege in a public-key certificate, if authorized, may only
delegate by issuance of subsequent public-key certificates. Ony AAs may delegate privilege. End-entities cannot.

14.4 Roles model

Roles provide a means to indirectly assign privileges to individuals. Individuals are issued role assignment certificates
that assign one or more roles to them through the role attribute contained in the certificate. Specific privileges are
assigned toraTote AT Liuuugh TOte bpcuiﬁumiuu CCT Liﬁbdtcb, Tather tham tomdividrat p1ivﬂcgc hotdersthroogh attribute
certificates| This level of indirection enables, for example, the privileges assigned to a role to be updatpd, without
impacting the certificates that assign roles to individuals. Role assignment certificates may be attribute-ceftificates or
public-key [certificates. Role specification certificates may be attribute certificates, but not public-key certificptes. If role
specificatidn certificates are not used, the assignment of privileges to a role may be done through other means (e.g. may
be locally donfigured at a privilege verifier).

The follow]ng are all possible:

- any number of roles can be defined by any AA;
- therole itself and the members of a role can be defined and administered separately, by different AAs;
- role membership, just as any other privilege, may be delegated; and

- roles and membership may be assigned any suitable lifetinae.

If the role assignment certificate is an attribute certificate, the role ‘attribute is contained in the attributes component of
the attributp certificate. If the role assignment certificate is a public-key certificate, the role attribute is contjined in the
subjectDirpctoryAttributes extension. In the latter case, any,additional privileges contained in the public-key certificate
are privileges that are directly assigned to the certificate subject, not privileges assigned to the role.

Thus, a privilege asserter may present a role assignment certificate to the privilege verifier demonstrating oply that the
privilege agserter has a particular role (e.g., "manager", or "purchaser"). The privilege verifier may know a priori, or may
have to digcover by some other means, the pfivileges associated with the asserted role in order to makel a pass/fail
authorizatipn decision. The role specificationicertificate can be used for this purpose.

A privilegg verifier needs to have an(understanding of the privileges specified for the role. The assignmdnt of those
privileges fo the role may be done within the PMI in a role specification certificate or outside the PMI (e.g. locally
configured). If the role privilege$iare asserted in a role specification certificate, mechanisms for linking tha} certificate
with the rglevant role assignment certificate for the privilege asserter are provided in this Specificatipn. A role
specificatign certificate cannot be delegated to any other entity. The issuer of the role assignment certifichte may be
independer]t of the issuer of the role specification certificate and these may be administered (expired, revoked| and so on)
entirely sefjarately. The‘same certificate (attribute certificate or public-key certificate) can be a role assignmerit certificate
as well as qontain.assignment of other privileges directly to the same individual. However, a role specificatiop certificate
shall be a sppardtecertificate.

NOTE - The use of roles within an authorization framework can increase the complexity of path processing, hecause such
functionality essentially defines another delegation path which needs to be followed. The delegation path for the role assignment
certificate may involve different AAs and may be independent of the AA that issued the role specification certificate.

14.4.1 Role attribute

The specification of privilege attribute types is generally an application-specific issue that is outside the scope of this
Specification. The single exception to this is an attribute defined here for the assignment of a holder to a role. The
specification of values for the role attribute is outside the scope of this Specification.

role ATTRIBUTE :={
WITH SYNTAX RoleSyntax
ID id-at-role }

RoleSyntax ::= SEQUENCE {

roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName }
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This privilege attribute would be used to populate the attributes field of a role assignment certificate. If the role
assignment certificate is a public-key certificate, this attribute would be used to populate the subjectDirectoryAttributes
extension of that public-key certificate.

The roleAuthority, if present, identifies the recognized authority that is responsible for issuing the role specification
certificate.

If roleAuthority is present, and a privilege verifier uses a role specification certificate to determine the privileges
assigned to the role, at least one of the names in roleAuthority shall be present in the issuer field of that role
specification certificate. If the privilege verifier used means other than a role specification certificate to determine the
privileges assigned to the role, mechanisms to ensure that those privileges were assigned by an authority named in this
component are outside the scope of this Specification.

If roleAuthority is absent, the identity of the responsible authority shall be determined through other means. The
roleSpecCertldentifier extension in a role assignment certificate is one way to achieve this binding, in the case where a
role specififation certificatc was uscd to assign privileges to the role.

The roleNgme component identifies the role to which the holder of a role assignment certificate containiing this attribute
is assigned| If a privilege verifier uses a role specification certificate to determine the privileges assigned to tHat role, this
role name ghall also appear in the holder field of the role specification certificate.

15 Rrivilege management certificate extensions

The followiing certificate extensions may be included in certificates for purposes-of privilege management. |Along with
the definitipn of the extensions themselves, the rules for certificate types in which-the extension may be prespnt are also
provided.

With the exception of the SOA identifier extension, any of the extensiofi§’ that may be included in a public-key certificate
shall only|] be included if that public-key certificate is ong~‘that assigns privilege to its subjeqt (i.e. the
subjectDirpctoryAttributes extension shall be present). If any of these extensions is present in a public-key| certificate,
that extensjon applies to ALL privileges present in the subjectDirectoryAttributes extension.

Revocation lists used to publish revocation notices for attribute certificates (ACRLs and AARLSs) may contajn any CRL
or CRL enffry extensions as defined for use in CRLs and CARLSs in Section 2 of this Specification.

This clause specifies extensions in the following aréas:

a)  Basic privilege management: These certificate extensions convey information relevant to the agsertion of a
privilege.
b) Privilege revocation: These certificate extensions convey information regarding location of| revocation
status information.

c) Source of Authority: These certificate extensions relate to the trusted source of privilege assignment by a
verifier for a given resource.

d) Roles: These certificate extensions convey information regarding location of related role specification
certificates.

e) _Delegation: These certificate extensions allow constraints to be set on subsequent delegation pf assigned
privileges.

15.1 Basic privilege management extensions

15.1.1 Requirements

The following requirements relate to basic privilege management:
a) Issuers need to be able to place constraints on the time during which a privilege can be asserted;
b) Issuers need to be able to target attribute certificates to specific servers/services;

¢) It may be necessary for issuers to convey information intended for display to privilege asserters and/or
privilege verifiers using the certificate;

d) Issuers may need to be able to place constraints on the privilege policies with which the assigned privilege
can be used.
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15.1.2  Basic privilege management extension fields

The following extension fields are defined:

a) Time specification;

b

) Targeting information;

c) User notice;

d

) Acceptable privilege policies.

15.1.2.1 Time specification extension

The time specification extension can be used by an AA to restrict the specific periods of time during which the privilege,
assigned in the certificate containing this extension, can be asserted by the privilege holder. For example, an AA may
issue a certificate assigning privileges which can only be asserted between Monday and Friday and between the hours of

9:00 am a;

3:00 nm_Another example in the case of delecation_might be a manager delegating sioning ai
I r (= (= (=4 (=4 (= (=3 (=4
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If this extefsion is present, but not understood by the privilege verifier, the certificate shall be rejected.
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for the time that the manager will be away on vacation.

5 defined as follows:

pcification EXTENSION ::= {

NTIFIED BY id-ce-timeSpecification }

fion may be present in attribute certificates or public-key certificates issued by AAs, includin
may act as privilege asserters, including other AAs and end-entities. This{extension shall not be
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pcificationMatch MATCHING-RULE ::= {
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This field is defined as follows.

targetingInformation EXTENSION ::={

SYNTAX SEQUENCE SIZE (1..MAX) OF Targets

IDENTIFIED BY id-ce-targetinformation }
Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target := CHOICE {

targetName [0] GeneralName,

targetGroup [1] GeneralName,

targetCert [2] TargetCert }
TargetCert 1= SEQUENCE {

targetCertificate IssuerSerial,

targetName GeneralName OPTIONAL,

certDigestinfo ObjectDigestinfo OPTIONAL }
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The targetName component, if present, provides the name of target servers/services for which the containing attribute
certificate is targeted.

The targetGroup component, if present, provides the name of a target group for which the containing attribute certificate
is targeted. How the membership of a target within a targetGroup is determined is outside the scope of this
Specification.

The targetCert component, if present, identifies target servers/services by reference to their certificate.

This extension may be present in attribute certificates issued by AAs, including SOAs, to entities that may act as
privilege asserters, including other AAs and end-entities. This extension shall not be included in public-key certificates
or in attribute certificates issued to AAs that may not also act as privilege asserters.

If this extension is present in an attribute certificate issued to an entity that is an AA, it applies only to that entity's
assertion of the privileges contained in the certificate. It does not impact the AA ability to issue certificates.

Thls extenh;nﬂ 1S q]ulqyc critical

If this extgnsion is present, but the privilege verifier is not among those specified, the attribute certificat¢ should be
rejected.

If this extemsion is not present then the attribute certificate is not targeted and may be accepted by any'server.

15.1.2.3 User notice extension

The user ngtice extension, enables an AA to include a notice that should be displayed, to the holder, when asgerting their
privilege, and/or to a privilege verifier when making use of the attribute certificate coitaining this extension.

This field ip defined as follows:

userNotice EXTENSION ::={
SYNTAX SEQUENCE SIZE (1..MAX) OF UserNotice
IDENTIFIED BY id-ce-userNotice }

This extenyion may be present in attribute certificates or public-Key certificates issued by AAs, including SOAs, to
entities thal may act as privilege asserters, including other AAs and end-entities. This extension shall not be [included in
certificates|that contain the SOA identifier extension or in certificates issued to AAs that may not also act @s privilege
asserters.

If this extehsion is present in a certificate issued to am-entity that is an AA, it applies only to that entity's assdrtion of the
privileges dontained in the certificate. It does not impact the AA ability to issue certificates.

This extengion may, at the option of the certificate issuer, be either critical or non-critical.

If this extension is flagged critical, the-uset notices shall be displayed to a privilege verifier each time a privilege is
asserted. If| the privilege asserter supplies the attribute certificate to the privilege verifier (i.e. the privilege verifier does
not retrievq it directly from a repository), the user notices shall also be displayed to the privilege asserter.

If this extension is flagged non-critical, the privilege asserted in the certificate may be granted by a privilpge verifier
regardless ¢f whether or not the' user notices were displayed to the privilege asserter and/or privilege verifier.

15.1.2.4 Acceptable privilege policies extension

The acceptpble privilege policies field is used to constrain the assertion of the assigned privileges for use with a specific
set of privilege policies.

This field is-defined-asfoHows:

acceptablePrivilegePolicies EXTENSION ::={

SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies }
AcceptablePrivilegePoliciesSyntax = SEQUENCE SIZE (1..MAX) OF PrivilegePolicy

This extension may be present in attribute certificates or public-key certificates issued by AAs, including SOAs, to other
AAs or to end-entities. If this extension is contained in a public-key certificate it relates only to the subject's ability to act
as a privilege asserter for the privileges contained in the subjectDirectoryAttributes extension.

If present, this extension shall be flagged critical.

If this extension is present and the privilege verifier understands it, the verifier shall ensure that the privilege policy that
these privileges are being compared to is one of those identified in this extension.

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.
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15.2 Privilege revocation extensions

15.2.1 Requirements

The following requirements relate to revocation of attribute certificates:

a)

one AA to different CRLs;

b) Attribute certificate issuers need to be able to indicate, in an attribute certificate, that no

1522 P

information is available for that certificate.

rivilege revocation extension fields

The following extension fields are defined:

a
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b
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TAX NULL
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In order to control CRL sizes, it may be necessary to assign subsets of the set of all certificates issued by
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OA extension fields

The following extension fields are defined:
a) SOA identifier;

b

15.3.2.1 S

) Attribute descriptor.

OA identifier extension

The SOA identifier extension indicates that the certificate subject may act as an SOA for purposes of privilege
management. As such, the certificate subject may define attributes that assign privilege, issue attribute descriptor
certificates for those attributes and use the private-key corresponding to the certified public-key to issue certificates that
assign privilege to holders. Those subsequent certificates may be attribute certificates or public-key certificates with a
subjectDirectoryAttributes extension containing the privileges.
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In some environments this extension is not required and other mechansims may be used to determine the entities that
may act as SOAs. This extension is required only in environments where tight centralized control by a CA is required to
manage the entities that act as SOAs.

This field is defined as follows:

sOAldentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-sOAldentifier }

If this extension is not present in a certificate, the subject/holder ability to act as an SOA shall be determined by other
means.

This field, may only be present in a public-key certificate issued to an SOA. It shall not be included in attribute
certificates or public-key certificates issued to other AAs or to end-entity privilege holders.

This extendion is always non-critical.

15.3.2.2 Attribute descriptor extension

The definifion of a privilege attribute, and the domination rules governing subsequent delegation‘of that piivilege, are
needed by privilege verifiers to ensure that authorization is done correctly. These definitions @nd rules may e provided
to privilegg verifiers in a variety of ways outside the scope of this Specification (e.g. they~thay be locally cqnfigured at
the privilege verifier).

This extenpion provides one mechanism that can be used by an SOA to make\privilege attribute defipitions and
associated domination rules available to privilege verifiers. An attribute certificate/that contains this extensipn is called
an attribut¢ descriptor certificate and is a special type of attribute certificate-” Although syntactically idemtical to an
AttributeCertificate an attribute descriptor certificate:

- contains an empty SEQUENCE in its attributes field;

is a self-issued certificate (i.e. the issuer and holder.are the same entity); and

— includes the attribute descriptor extension.
This field ip defined as follows:

attributeDescriptor EXTENSION ::={
SYNTAX AttributeDescriptorSyntax
IDENTIFIED BY {id-ce-attributeDescriptor } }

AttributeDescriptorSyntax ::= SEQUENCE {

identifier Attributeldentifier,
attrjbuteSyntax OCTET STRING (SIZE(1..MAX)),
nane [0] AttributeName OPTIONAL,
desicription [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier}

Attributeldentifier /3= ATTRIBUTE.&id({AttributelDs})
AttributelDs ATTRIBUTE ::={...}
AttributeName ::= UTF8String(SIZE(1..MAX))

AttributeDescription ::= UTF8String(SIZE(1..MAX))

PrivilegePolicyldentifier ::= SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax }

The identifier component of a value of the attributeDescriptor extension is the object identifier identifying the attribute
type.

The attributeSyntax component contains the ASN.1 definition of the attribute's syntax. Such an ASN.1 definition shall
be given as specified for the information component of the Matching Rules operational attribute defined in ITU-T
Rec. X.501 | ISO/IEC 9594-2.

The name component optionally contains a user-friendly name by which the attribute may be recognized.

The description component optionally contains a user-friendly description of the attribute.
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The dominationRule component specifies, for the attribute, what it means for a delegated privilege to be "less than" the
corresponding privilege held by the delegator. The privilegePolicy component identifies the instance of privilege policy
that contains the rules, by its object identifier. The privPolSyntax component contains either the privilege policy itself or
a pointer to a location where it can be located. If a pointer is included, an optional hash of the privilege policy can also be
included to allow an integrity check on the referenced privilege policy.

This extension may only be present in attribute descriptor certificates. This extension shall not be present in public-key
certificates or in attribute certificates other than self-issued certificates of SOAs.

This extension shall always be non-critical.

The attribute descriptor certificate, created by the SOA at the time of creation/definition of the corresponding attribute
type, is a means by which the universal constraint of delegating "down" can be understood and enforced in the
infrastructure. In the Directory, attribute certificates that contain this extension would be stored in the
attributeDescriptorCertificate attribute of the SOA's directory entry.

15.3.2.2.1 (Attribute descriptor match

The attribfite descriptor matching rule compares for equality a presented value with an attribute) valpe of type
AttributeCertificate.

attDesgriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax
ID id-mr-attDescriptorMatch }

This matchiing rule returns TRUE if the stored value contains the attributeDescriptor extension and if components that

are present|in the presented value match the corresponding components of the stored, value.

15.4 Role extensions

15.4.1 Requirements

The follow]ng requirement relates to roles:

- If a certificate is a role assignment certificate, a privilege verifier needs to be able to| locate the
corresponding role specification certificate that contains the specific privileges assigned to the role itself.

15.4.2 Role extension fields

The follow]ng extension field is defined:

Role specification certificate-identifier.

15.4.2.1 Role specification certificate-identifier extension

This extengion may be used by.an’AA as a pointer to a role specification certificate that contains the asgignment of
privileges tp a role. It may be-present in a role assignment certificate (i.e. a certificate that contains the role attfibute).

A privilegq verifier, when-dealing with a role assignment certificate, needs to obtain the set of privileges of|that role in
order to determine whether to pass or fail the verification. If the privileges were assigned to the rol¢ in a role
specificatign certifieate) this field may be used to locate that certificate.

This field ip defined as follows:

roleSpetCertidentifier EXTENSIONTT=

{
SYNTAX RoleSpecCertldentifierSyntax
IDENTIFIED BY { id-ce-roleSpecCertldentifier }

}
RoleSpecCertldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier

RoleSpecCertldentifier ::= SEQUENCE {

roleName [0] GeneralName,

roleCertlssuer [11 GeneralName,

roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL
}

The roleName identifies the role. This name would be the same as that in the holder component of the role specification
certificate being referenced by this extension.
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The roleCertlssuer identifies the AA that issued the referenced role specification certificate.

The roleCertSerialNumber, if present, contains the serial number of the role specification certificate. Note that if the
privileges assigned to the role itself change, then a new role specification certificate would be issued to the role. Any
certificates that contain this extension, including the roleCertSerialNumber component, would then need to be replaced
by certificates that referenced the new serial number. Although this behaviour is required in some environments, it is
undesirable in many others. Typically, this component would be absent, enabling automatic updating of the privileges
assigned to the role itself, without impacting the role assignment certificates.

The roleCertLocator, if present, contains information that can be used to locate the role specification certificate.

This extension may be present in role assignment certificates that are attribute certificates or public-key certificates
issued by AAs, including SOAs, to other AAs or to end-entity privilege holders. This extension shall not be included in
certificates that contain the SOA identifier extension.

If present, this extension can be used by a privilege verifier to locate the role specification certificate.

If this extemsion is not present, either:
a) other means will be used to locate the role specification certificate; or

b) mechanisms other than a role specification certificate were used to assign privileges-to the role (e.g. role
privileges may be locally configured at the privilege verifier).

This extengion is always non-critical.

15.4.2.1.1 [Role specification certificate ID match

The role specification certificate identifier matching rule compares for equality-a)presented value with an attfibute value
of type AttfibuteCertificate.

roleSpecCertidMatch MATCHING-RULE ::={
SYNTAX RoleSpecCertldentifierSyntax
ID id-mr-roleSpecCertildMatch }

This matcHing rule returns TRUE if the stored value contains‘the¢ roleSpecCertldentifier extension and if ¢omponents
that are prejsent in the presented value match the correspondiing components of the stored value.

15.5 Delegation extensions

15.5.1 Requirements

The follow]ng requirements relate to delegation of privileges:

a) End-entity privilege certificates need to be distinguishable from AA certificates, to protect dgainst end-
entities establishing themselves as AAs without authorization. It also needs to be possible for an AA to
limit the length ¢fa'subsequent delegation path;

b) An AA needs'te be able to specify the appropriate name space within which delegation of pfivilege can
occur. Adherence to these constraints needs to be checkable by the privilege verifier;

c) An AA needs to be able to specify the acceptable certificate policies that privilege asserters further down a
delegation path shall use to authenticate themselves when asserting a privilege delegation by this AA;

d) <S¢ privilege verifier needs to be able to locate the corresponding attribute certificate for an issupr to ensure

1 1 : 1 1 s . d el 1 et . 1 e
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15.5.2  Delegation extension fields

The following extension fields are defined:
a)  Basic attribute constraints;
b) Delegated name constraints,
c) Acceptable certificate policies,

d) Authority attribute identifier.

15.5.2.1 Basic attribute constraints extension

This field indicates whether subsequent delegation of the privileges assigned in the certificate containing this extension is
permitted. If so, a delegation path length constraint may also be specified.
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This field is defined as follows:
basicAttConstraints EXTENSION ::=

SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY { id-ce-basicAttConstraints }
}
BasicAttConstraintsSyntax ::= SEQUENCE
{
authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0..MAX) OPTIONAL
}

The authority component indicates whether or not the holder is authorized to further delegate privilege. If authority is
TRUE the holder is also an AA and is authorized to further delegate privilege, dependent on relevant constraints. If
authority isF# chotderts-anend=entity-and-ts anthorized-todetegate

oTt a C y—and ot-attiro o a CP

The pathLe¢nConstraint component is meaningful only if authority is set to TRUE. It gives the maximum huinber of AA
certificates|that may follow this certificate in a delegation path. Value 0 indicates that the subject of this cerfificate may
issue certifficates only to end-entities and not to AAs. If no pathLenConstraint ficld appears iijany certificate of a
delegation [path, there is no limit to the allowed length of the delegation path. Note that thexconstraint fakes effect
beginning Wwith the next certificate in the path. The constraint controls the number of AA ettificates betwgen the AA
certificate ¢ontaining the constraint and end-entity certificate. Therefore the total length of'the path may exceg¢d the value
of the conftraint by as many as two certificates. This includes the certificates at ‘the two endpoints plus the AA
certificates|between the two endpoints which are constrained by the value of this exténsion.

This extengion may be present in attribute certificates or public-key certificates.issued by AAs, including SOAs, to other
AAs or to gnd-entities. This extension shall not be included in certificates thdt contain the SOA identifier extension.

If this extefsion is present in an attribute certificate, and authority is TRUE, the holder is authorized to issue[subsequent
attribute ceftificates delegating the contained privileges to other entiti¢s,/but not public-key certificates.

If this extension is present in a public-key certificate, and if the basicConstraints extension indicates that the subject is
also a CA,| the subject is authorized to issue subsequent public-key certificates that delegate these privileges to other
entities, but not attribute certificates. If a path length comstraint is included, the subject may only delegatd within the
intersection} of the constraint specified in this extension dnd any specified in the basicConstraints extengion. If this
extension i present in a public-key certificate but the’basicConstraints extension is absent, or indicates that| the subject
is an end-eftity, the subject is not authorized to delegate the privileges.

This extengion may, at the option of the certificate issuer, be either critical or non-critical. It is recommendqd that it be
flagged crifical, otherwise a holder which.is'nhot authorized to be an AA may issue certificates and the privilgge verifier
may unwittingly use such a certificate.

If this extefsion is present and is flagged critical then:

- if the value of authority is not set to TRUE then the delegated attribute shall not be used to further
delegate;

- if the valae of authority is set to TRUE and pathLenConstraint is present then the privilege verifier shall
check that the delegation path being processed is consistent with the value of pathLenConstraint.

If this extepsion“is present, flagged non-critical, and is not recognized by the privilege verifier, then that sygtem should
use other medns to determine if the delegated attribute may be used to further delegate

If this extension is not present, or if the extension is present with an empty SEQUENCE value, the holder is constrained
to being only an end-entity and not an attribute authority and no delegation of the privileges contained in the attribute
certificate is permitted by the holder.

15.5.2.1.1 Basic attribute constraints match

The basic attribute constraints matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

basicAttConstraintsMatch MATCHING-RULE ::={
SYNTAX BasicAttConstraintsSyntax
ID id-mr-basicAttConstraintsMatch }

This matching rule returns TRUE if the stored value contains the basicAttConstraints extension and if components that
are present in the presented value match the corresponding components of the stored value.
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15.5.2.2 Delegated name constraints extension

The delegated name constraints field indicates a name space within which all holder names in subsequent certificates in a
delegation path need to be located.

This field is defined as follows:

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

This extension is processed in the same manner as the nameConstraints extension for public key certificates. If
permittedSubtrees is present, of all the attribute certificates issued by the holder AA and subsequent AAs in the
delegation path, only those attribute certificates with holder names within these subtrees are acceptable. If
excludedSubtrees is present, any attribute certificate issued by the holder AA or subsequent AAs in the delegation path
that has a holder name within these subtrees is unacceptable. If both permittedSubtrees and excludedSubtrees are
present an lht? NdIIIC SPacls OVl 1dp, L‘llC C)&Liubi()ll SLALCIIICIIL Ldkcb pleCL‘lClle.

This extengion may be present in attribute certificates or public-key certificates issued by AAs, including.SOAs, to other
AAs. This|extension shall not be included in certificates issued to end-entities or certificates that) contain the SOA
identifier ektension.

If this extepsion is present in a public-key certificate, and if the nameConstraints extension‘is)also present,|the subject
may only |delegate within the intersection of the constraint specified in this extension-and that speciffied in the
nameCongtraints extension.

This extengion may, at the option of the attribute certificate issuer, be either criticalhor non-critical. It is re¢ommended
that it be flagged critical, otherwise an attribute certificate user may not check-that subsequent attribute cert{ficates in a
delegation path are located in the name space intended by the issuing AA.

15.5.2.2.1 |[Delegated name constraints match

The delegdted name constraints matching rule compares for equality ‘a presented value with an attribute vdlue of type

AttributeCrrtificate.

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
ID id-mr-delegatedNameConstraintsMatch}

This matching rule returns TRUE if the stored\value contains the attributeNameConstraints extension and if
componentp that are present in the presented value match the corresponding components of the stored value.

15.5.2.3 Acceptable certificate policies extension

The accepfable certificate policies field is used, in delegation with attribute certificates, to control the|acceptable
certificate policies under which thé\public-key certificates for subsequent holders in a delegation path need t¢ have been
issued. By pnumerating a set ofpolicies in this field, an AA is requiring that subsequent issuers in a delegatign path only
delegate thg contained priviléges to holders that have public-key certificates issued under one or more of the pnumerated
certificate policies. The policies listed here are not policies under which the attribute certificate was issued, but policies
under which acceptable’public-key certificates for subsequent holders need to have been issued.

This field ip definedas’follows:

acceptabléCertPolicies EXTENSION ::= {
SYNTAX AcceptableCertPoliciesSyntax
IDENTIFIED BY id-ce-acceptableCertPolicies }

AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER

This extension may only be present in attribute certificates issued by AAs, including SOAs, to other AAs. This extension
shall not be included in end-entity attribute certificates or in any public-key certificates. In the case of delegation using
public-key certificates, this same functionality is provided by the certificatePolicies and other related extensions.

If present, this extension shall be flagged critical.

If this extension is present and the privilege verifier understands it, the verifier shall ensure that all subsequent privilege
asserters in the delegation path are authenticated with a public-key certificate under one or more of the enumerated
certificate policies.

If this extension is present, but not understood by the privilege verifier, the certificate shall be rejected.
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15.5.2.3.1 Acceptable certificate policies match

The acceptable certificate policies matching rule compares for equality a presented value with an attribute value of type
AttributeCertificate.

acceptableCertPoliciesMatch MATCHING-RULE ::={
SYNTAX AcceptableCertPoliciesSyntax
ID id-mr-acceptableCertPoliciesMatch }

This matching rule returns TRUE if the stored value contains the acceptableCertPolicies extension and if components
that are present in the presented value match the corresponding components of the stored value.

15.5.2.4 Authority attribute identifier extension

In privilege delegation, an AA that delegates privileges, shall itself have at least the same privilege and the authority to
delegate that privilege. An AA that is delegating privilege to another AA or to an end-entity may place this extension in

the AA or prd-entityeertiieatethatitissues—The-extenstonisa-baekpotiterto-theeertifientetiwhteltretpsuer of the
certificate fontaining the extension was assigned its corresponding privilege. The extension can be used by|a privilege
verifier to |ensure that the issuing AA had sufficient privilege to be able to delegate to the holder(of-thg¢ certificate
containing this extension.

This field i defined as follows:
authorityAttributeldentifier EXTENSION ::=

{

SYNTAX AuthorityAttributeldentifierSyntax

IDENTIFIED BY { id-ce-authorityAttributeldentifier }

}
AuthorityAttributeldentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF AuthAttld
AuthAttid = IssuerSerial

A certificafe that contains this extension may include delegation of multiple privileges to the certificate hqlder. If the
assignment] of those privileges to the AA that issued this certificafe™was done in more than one certificatp, then this
extension Would include more than one pointer.

This extengion may be present in attribute certificates or pyblic-key certificates issued by AAs to other AA or to end-
entity privilege holders. This extension shall not be includéd-in certificates issued by an SOA or in public-key|certificates
that contair) the SOA identifier extension.

This extengion is always non-critical.

15.5.2.4.1 |AA identifier match

The authorijity attribute identifier matching'rule compares for equality a presented value with an attribute vdlue of type
AttributeCertificate.

authAtfldMatch MATCHING-RULE ::={
SYNTAX AuthorityAttirbuteldentifierSyntax
ID id-mr-authAttldMatch }

This matching rule returhs TRUE if the stored value contains the authorityAttributeldentifier extengion and if
componentp that are present in the presented value match the corresponding components of the stored value.

N +1 : ]
16 Irrv‘rlege-p-am processmgproceaurc

Privilege path processing is carried out by a privilege verifier. The path processing rules for attribute certificates are
somewhat analogous to those for public-key certificates.

Other components of the path processing that are not addressed in this clause include verification of certificate
signatures, validation of certificate validity periods, etc.

For privilege paths consisting of a single certificate (i.e. the privileges were assigned directly to the privilege asserter by
the SOA), only the basic procedure, as described in 16.1 below is required, unless the privilege is assigned to a role. In
that case, if the privilege verifier is not configured with the specific privileges of the role, it may need to obtain the role
specification certificate that assigns the specific privileges to the role as described in 16.2 below. If the privilege asserter
was delegated its privilege by an intermediary AA, then the delegation path procedure in 16.3 is also required. These
procedures are not performed sequentially. The role processing procedure and delegation processing procedure are done
prior to the determination of whether or not the asserted privileges are sufficient for the context of use within the basic
procedure.
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16.1 Basic processing procedure

The signature on every certificate in the path shall be verified. Procedures related to validating signatures and public-key
certificates are not repeated in this clause. The privilege verifier shall verify the identity of every entity in the path, using
the procedures of clause 10. Note that checking the signature on an attribute certificate necessarily involves checking the
referenced public-key certificate for its validity. Where privileges are assigned using attribute certificates, path
processing engines will need to consider elements of both the PMI and the PKI in the course of determining the ultimate
validity of a privilege asserter's attribute certificate. Once that validity has been confirmed, the privileges contained in
that certificate may be used depending on a comparison with the relevant privilege policy and other information
associated with the context in which the certificate is being used.

The context of use shall determine if the privilege holder actually intended to assert the contained privilege for use with
that context. The fact that a chain of certificates to a trusted SOA exists is not in itself enough upon which to make this
determination. The willingness of the privilege holder to use that certificate has to be clearly indicated and verified.
However, mechanisms to ensure that such a privilege assertion has been adequately demonstrated by the privilege holder
are outside[the scope of this Specification. As an example, such a privilege assertion may be verifiable if the privilege
holder signed a reference to that certificate, thereby indicating their willingness to use that certificate for that cpntext.

For each dftribute certificate in the path that does not contain the noRevAvail extension, the privilege verifier shall
ensure thatlthe attribute certificate has not been revoked.

The privilege verifier shall ensure that the asserted privilege is valid for the time called "timejef-¢valuation" which can be
done for any time, i.e. the current time of checking or any time in the past. In the context of an access control| service the
checking i always done for the present time. However, in the context of non-repudiation,jthe checking can b¢ done for a
time in the| past or the current time. When certificates are validated, the privilege\wérifier shall ensure that [the time of
evaluation ffalls within all the validity periods of all the certificates used in the pdth)‘Also, if any of the certificates in the
path contaip the timeSpecification extension, the constraints placed over the.fifies the privilege can be asseited need to
also allow the privilege assertion to be valid at the time of evaluation.

If the targetingInformation extension is present in the certificate used<to assert a privilege, the privilege vrifier shall
check that the server/service for which it is verifying is included in the list of targets.

If the certificate is a role assignment certificate, the processing procedure described in 16.2 is needed to enspre that the
appropriatd privileges are identified. If the privilege was delegated to the entity rather than assigned directly by the SOA
trusted by the privilege verifier, the processing proceduredescribed in 16.3 is needed to ensure that delegation was done

properly.

The privileige verifier shall also determine whether or not the privileges being asserted are sufficient for thg context of
use. The privilege policy establishes the rules for making this determination and includes specificatjon of any
environmenfital variables that need to be considered. The privileges asserted, including those resulting frqm the role
procedure |n 16.2 and the delegation procedure in 16.3 and any relevant environmental variables (e.g. timp of day or
current accpunt balance) are comparediagainst the privilege policy to determine whether or not they are suffidient for the
context of use. If the acceptablePRrivilegePolicies extension is present, the privilege assertion can only su¢ceed if the
privilege policy the privilege verifier is comparing against is one of those contained in this extension.

If the comparison succeeds, any relevant user notices are provided to the privilege verifier.

16.2 Role processing procedure

If the asserted certificate is a role assignment certificate, the privilege verifier shall obtain the specific privileges assigned
to that rolg.~Fhe name of the role to which the privilege asserter is assigned is contained in the role attribute of the
certificate. The privilege verilier, i not already conilgured with the privileges ol the named role, may need to locate the
role specification certificate that assigns the privileges to that role. Information in the role attribute and in the
roleSpecCertldentifier extension may be used to locate that certificate.

The privileges assigned to the role are implicitly assigned to the privilege asserter and are therefore included among the
asserted privileges that are compared against the privilege policy in the basic procedure in 16.1 to determine whether or
not the asserted privileges are sufficient for the context of use.

16.3 Delegation processing procedure

If the privileges asserted are delegated to the privilege asserter by an intermediary AA, the privilege verifier shall ensure
that the path is a valid delegation path, by ensuring that:

—  Each AA that issued a certificate in the delegation path was authorized to do so;

—  Each certificate in the delegation path is valid with respect to path and name constraints imposed on it;
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—  Each entity in the delegation path is authenticated with a public-key certificate that is valid according to
any imposed policy constraints;

—  No AA delegation privilege is greater than the privilege held by that AA.

Prior to commencing delegation path validation, the privilege verifier shall obtain the following. Any of these may be
provided by the privilege asserter, or obtained by the privilege verifier from some other source, such as the Directory.
The attributes of the service may be provided to the privilege verifier in a structured document or by some other means.

—  Established trust in the public verification key used to validate the trusted SOA's signature. This trust can
either be established through out of band means or through a public-key certificate issued to the SOA by a
CA in which the privilege verifier already has established trust. Such a certificate would contain the
sOAldentifier extension.

—  The privilege asserter's privilege, encoded in their attribute certificate or subject directory attributes
extension of their public key certificate.

-{ Delegation path of certiticates from the privilege asserter to the trusted SOA.

- Domination rule for the privilege being asserted; this may be obtained from the attribute-descrjptor issued
by the SOA responsible for the attribute in question or it may be obtained through out df|band means.

—  Privilege policy; this may be obtained from the Directory or from some out of band nieans.

—  Environmental variables, including for example current date/time, current accoutibalance etc.

An implementation shall be functionally equivalent to the external behaviour resulting ffom this procedure, however the
algorithm ysed by a particular implementation to derive the correct output(s) from the‘giyen inputs is not standardized.

16.3.1  Verify integrity of domination rule

The domirjation rule is associated with the privilege being delegated.~Fhe syntax and method for oBtaining the
dominatior| rule is not standardized. However, the integrity of the retrieyed domination rule can be verified. Tlhe attribute
descriptor fertificate issued by the SOA responsible for the attribute ‘being delegated may contain a HASH of the
dominatior| rule. The privilege verifier may reproduce the HASH function on the retrieved copy of the domjnation rule
and compafe the two hashes. If they are identical, the privilege,vetifier has the accurate domination rule.

16.3.2  Hstablish valid delegation path

The privilgge verifier shall find the delegation path afid obtain certificates for every entity in the path. Theg delegation
path extendls from the direct privilege asserter to thie SOA. Each intermediary certificate in the delegation path shall
contain the|basicAttConstraints extension with-the authority component set to TRUE. The issuer of each certjficate shall
be the same as the holder/subject of the-certificate which is adjacent to it in the delegation |path. The
authorityAttributeldentifier extension is.used to locate the appropriate certificate of the adjacent entity in thg delegation
path. The number of certificates in the path from each entity to the direct privilege asserter (inclusive) shall[not exceed
the value of the pathLenConstraint value in the entity's basicAttConstraints extension by more than 2. Thig is because
the pathLgnConstraint limits the\humber of intermediary certificates between the two endpoints (i.e. thg certificate
containing [the constraint and.the) end-entity certificate) so the maximum length is the value of that constrajnt plus the
certificates|that are the endpoints.

If delegatedNameConstraints extension is present in any of the certificates in the delegation path, the corstraints are
processed in the samie way as the nameConstraints extension is processed in the certification path processing procedure
in clause 10.

If the accejptableCertPolicies extension is present in any of the certificates in the delegation path, the privilege verifier
shall ensure thaf the authentication oI cach subsequent entity in the delegation path 1s done with a public-key certificate
that contains at least one of the acceptable policies.

16.3.3  Verify privilege delegation

No delegator can delegate privilege that is greater than the privilege they own. The domination rule in the attribute
descriptor attribute provides the rules for when a given value is 'less than' another value for the attribute being delegated.

For each certificate in the delegation path, including the direct privilege asserter's certificate, the privilege verifier shall
ensure that the delegator was authorized to delegate the privilege they own and that the privilege delegated was not
greater than the privilege owned.

For each of these certificates, the privilege verifier shall compare the delegated privilege with the privilege owned by that
delegator, in accordance with the domination rule for the privilege. The privilege owned by the delegator is obtained
from the adjacent certificate in the delegation path, as described in 16.2. The comparison of the two privileges is done
based on the domination rule discussed in 16.3.1.
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16.3.4  Pass/fail determination

Assuming that a valid delegation path is established, the privileges of the direct privilege asserter are provided as input
for the comparison against the privilege policy as discussed in 16.1 to determine whether or not the direct privilege
asserter has sufficient privilege for the context of use.

17 PMI directory schema

This clause defines the directory schema elements used to represent PMI information in the Directory. It includes
specification of relevant object classes, attributes and attribute value matching rules.

17.1 PMI directory object classes

This subclause-defines nhjpnf class definitions for vpprpcpnhng PMIL nhjpofc m-the nlwznofnry

17.1.1  PMI user object class
The PMI uger object class is used in defining entries for objects that may be the holder of attribute certificates.

pmiUs¢r OBJECT-CLASS ::= {
-- a PM[ user (i.e. a "holder")
SUBCGLASS OF {top}

KIND auxiliary
MAY CONTAIN ({attributeCertificateAttribute}
ID id-oc-pmiUser }

17.1.2 PMI AA object class
The PMI AlA object class is used in defining entries for objects that act-as’attribute authorities.

pmiAA|OBJECT-CLASS ::={

--a PMI A4
SUBGLASS OF {top}
KIND auxiliary

MAY CONTAIN {aAcCertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}
ID id-oc-pmiAA }

17.1.3 PMI SOA object class

The PMI SOA object class is used in defining entries for objects that act as sources of authority. Note that iff the object
was authorjzed to act as an SOA through issuance of a public-key certificate containing the sOAldentifier ¢xtension, a
directory eftry representing that-ebject would also contain the pkiCA object class.

pmiSOA OBJECT-CLASS.::= { -- a PMI Source of Authority
SUBCLASS OF _{top}
KIND auxiliary
MAY CONTAIN._ {attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}
ID id-oc-pmiSOA }

17.1.4  Attribute certificate CRL distribution point object class

The attribute certificate CRL distribution point object class is used in defining entries for objects that contain attribute
certificate and/or attribute authority revocation list segments. This auxiliary class is intended to be combined with the
criDistributionPoint structural object class when instantiating entries. Since the certificateRevocationList and
authorityRevocationList attributes are optional in that class, it is possible to create entries which contain, for example,
only an attribute authority revocation list or entries which contain revocation lists of multiple types, depending on the
requirements.

attCertCRLDistributionPt OBJECT-CLASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { attributeCertificateRevocationList |
attributeAuthorityRevocationList }
ID id-oc-attCertCRLDistributionPts }
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17.1.5 PMI delegation path

The PMI delegation path object class is used in defining entries for objects that may contain delegation paths. It will
generally be used in conjunction with entries of structural object class pmiAA.

pmiDelegationPath OBJECT-CLASS :={
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN { delegationPath }
ID id-oc-pmiDelegationPath }

17.1.6  Privilege policy object class

The privilege policy object class is used in defining entries for objects that contain privilege policy information.

privilegePolicy  OBJECT-CLCASS ::={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {privPolicy }
ID id-oc-privilegePolicy }

17.2 BMI Directory attributes
This subclquse defines directory attributes used to store PMI data in directory entries:

17.2.1  Attribute certificate attribute

The follow|ng attribute contains attribute certificates issued to a specific‘holder and is stored in the directory gntry of that
holder.

attributeCertificateAttribute ATTRIBUTE ::={
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeCertificate }

The followWing attribute contains attribute_certificates issued to an AA and is stored in the directory eptry of the

aACertificate ATTRIBUTE = {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING/RULE attributeCertificateExactMatch

id-at-aACertificate }
ttribute descriptor certificate attribute
The followiing attribute contains attribute certificates issued by an SOA that contain the attributeDescriptor extension.

These attributé certificates contain the valid syntax and domination rule specification of privilege attributes apd is stored
in the directory“entry of the issuing SOA.

attributeDescriptorCertificate ATTRIBUTE ::={

WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
ID id-at-attributeDescriptorCertificate }

17.2.4  Attribute certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates. These lists may be stored in the directory entry of
the issuing authority, or other directory entry (e.g. a distribution point).

attributeCertificateRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeCertificateRevocationList}
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17.2.5 AA certificate revocation list attribute

The following attribute contains a list of revoked attribute certificates issued to AAs. These lists may be stored in the
directory entry of the issuing authority or other directory entry (e.g. a distribution point).

attributeAuthorityRevocationList ATTRIBUTE :={

WITH SYNTAX CertificateList
EQUALITY MATCHING RULE certificateListExactMatch
ID id-at-attributeAuthorityRevocationList }

17.2.6  Delegation path attribute
The delegation path attribute contains delegation paths, each consisting of a sequence of attribute certificates.

delegationPath ATTRIBUTE :={

WITH SYNTAX AttCertPath
ID id-at-delegationPath }
AttCertPath ::= SEQUENCE OF AttributeCertificate

This attribyite can be stored in the AA directory entry and would contain some delegation paths from that AA to other
AAs. This fattribute, if used, enables more efficient retrieval of delegated attribute certificateg-that form frequently used
delegation [paths. As such, there are no specific requirements for this attribute to be used-and the set of valpies that are
stored in thie attribute is unlikely to represent the complete set of delegation paths for any-given AA.

17.2.7  Privilege policy attribute
The privilege policy attribute contains information about privilege policies.
privPoljicy ATTRIBUTE ::={
WITH SYNTAX PolicySyntax
ID id-at-privPolicy }
The policy|dentifier component includes the object identifier registered for the particular privilege policy.

If content |s present, the complete content of the privilegépolicy is included.

If pointer {s present, the name component references one or more locations where a copy of the privilege pqlicy can be
located. If the hash component is present, it contains a HASH of the content of the privilege policy that shoulld be found
at a referenced location. This hash can be used,to perform an integrity check of the referenced document.

17.3 BMI general directory matching rules

This subclquse defines matching rules for PMI directory attributes.

17.3.1  Attribute certificate/’exact match

The attribyte certificate~exact match rule compares for equality a presented value with an attribute vajue of type
AttributeCertificate!

attributeCertificateExactMatch MATCHING-RULE ::= {

SYNTAX AttributeCertificateExactAssertion

ID id-mr-attributeCertificateExactMatch }
AttributeCertificateExactAssertion 1= SEQUENCE {

serialNumber CertificateSerialNumber OPTIONAL,

issuer IssuerSerial }

This matching rule returns TRUE if the components in the attribute value match those in the presented value.

17.3.2  Attribute certificate match

The attribute certificate matching rule compares a presented value with an attribute value of type AttributeCertificate.
This matching rule allows more complex matching than the certificateExactMatch.

attributeCertificateMatch MATCHING-RULE ::= {
SYNTAX AttributeCertificateAssertion
ID id-mr-attributeCertificateMatch }
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AttributeCertificateAssertion ::= SEQUENCE {

holder [0] CHOICE {
baseCertificatelD [0] IssuerSerial,
holdertName [1] GeneralNames} OPTIONAL,
issuer [11 GeneralNames OPTIONAL,
attCertValidity [2] GeneralizedTime OPTIONAL,
attType [3] SET OF AttributeType OPTIONAL}

-- At least one component of the sequence shall be present

The matching rule returns TRUE if all of the components that are present in the presented value match the corresponding
components of the attribute value, as follows:

— baseCertificatelD matches if it is equal to the IssuerSerial component of the stored attribute value;

— holderName matches if the stored attribute value contains the name extension with the same name type as
indicated in the presented value;

- issuer matches if the stored attribute value contains the name component of the same mame type as
indicated in the presented value;

- attCertValidity matches if it falls within the specified validity period of the stored attribute valule; and
- for each attType in the presented value, there is an attribute of that type preSent in the| attributes

component of the stored value.

17.3.3 Holder issuer match

The attribyte certificate holder issuer match rule compares for equality a presented value of the holder amd/or issuer
componentp of a presented value with an attribute value of type AttributeCertificate'

holderlssuerMatch MATCHING-RULE ::={

SYNTAX HoIderIssuerAssertlon

ID id-mr-holderissuerMatch }
HoIderlssuerAssertion 1= SEQUENCE {

holder [0] Holder OPTIONAL;

issyer [1] AttCertlssuer OPTIONAL }

This matching rule returns TRUE if all the componentsithat are present in the presented value match the cofresponding
componentp of the attribute value.

17.3.4  Delegation path match

The delegationPathMatch match rule:c¢ompares for equality a presented value with an attribute valpe of type
delegationfPath. A privilege verifier miay; use this matching rule to select a path beginning with a certificate ifsued by its
SOA and epding with a certificate issued to the AA that issued the end-entity holder certificate being validated,

delegationPathMatch MATCHING-RULE ::={

SYNTAX DelMatchSyntax
ID ids-mr-delegationPathMatch }
DelMatchSyntax— “::= SEQUENCE {
firsflssuer. AttCertlssuer,
lastHolder Holder }
This match| ing elements

of the issuer ﬁeld of the first certlﬁcate in the SEQUENCE in the stored value and the presented Value in the lastHolder
component matches the corresponding elements of the holder field of the last certificate in the SEQUENCE in the stored
value. This matching rule returns FALSE if either match fails.

SECTION 4 — DIRECTORY USE OF PUBLIC-KEY & ATTRIBUTE CERTIFICATE
FRAMEWORKS

The Directory uses the public-key certificate framework as the foundation for a number of security services including
strong authentication and protection of Directory operations as well as protection of stored data. The Directory uses the
attribute certificate framework as the foundation for rule-based access control scheme. The relationship of the elements
of the public-key certificate framework and of the attribute certificate framework to the various Directory security
services is defined here. The specific security services provided by the Directory are fully specified over the complete set
of Directory Specifications.
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18 Directory authentication

The Directory supports authentication of users accessing the Directory via DUAs and authentication of directory systems
(DSAs) to users and to other DSAs. Depending on the environment, either simple or strong authentication may be used.
The procedures to be used for simple and strong authentication in the Directory are described in the following
subclauses.

18.1 Simple authentication procedure

Simple authentication is intended to provide local authorization based upon the distinguished name of a user, a bilaterally
agreed (optional) password, and a bilateral understanding of the means of using and handling this password within a
single domain. Utilization of simple authentication is primarily intended for local use only, i.e. for peer entity
authentication between one DUA and one DSA or between one DSA and one DSA. Simple authentication may be
achieved by several means:

a) the transfer of the user's distinguished name and (optional) password in the clear (non-prote¢ted) to the
recipient for evaluation;

b) the transfer of the user's distinguished name, password, and a random number and/or a timesfamp, all of
which are protected by applying a one-way function;

c) the transfer of the protected information described in b) together with”a random numbgr and/or a
timestamp, all of which is protected by applying a one-way function.

NOTE 1| There is no requirement that the one-way functions applied be different.

NOTE 2|- The signaling of procedures for protecting passwords may be a matter for extension to the document.
Where pasgwords are not protected, a minimal degree of security is¢rovided for preventing unauthorizedl access. It
should not|be considered a basis for secure services. Protecting the user's distinguished name and password provides
greater degrees of security. The algorithms to be used for the protection mechanism are typically non-enciphering one-
way functigns that are very simple to implement.

The generall procedure for achieving simple authentication.is’shown in Figure 5.

o
TISO3930-94/d05
o

Figure 5 — The unprotected simple authentication procedure

The following steps are involved:
1) an originating user A sends its distinguished name and password to a recipient user B;

2) B sends the purported distinguished name and password of A to the Directory, where the password is
checked against that held as the UserPassword attribute within the directory entry for A (using the
Compare operation of the Directory);

3) the Directory confirms (or denies) to B that the credentials are valid,;

4) the success (or failure) of authentication may be conveyed to A.

The most basic form of simple authentication involves only step 1) and after B has checked the distinguished name and
password, may include step 4).
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Figure 6 illustrates two approaches by which protected identifying information may be generated. f1 and /2 are one-way
functions (either identical or different) and the timestamps and random numbers are optional and subject to bilateral

agreements.

18.1.2  Hrocedure for protected simple authentication

A >
paSSWA R Pro{(icted1
noL,
t1A >
q1? > - Protected2
t2A >
q2* >

A
tA

TISO3940-94/d06

User's distinguished name
Timestamps

passw” Password of A

qA

Random numbers, optionally with a counter included

Figure 6 — Protected simple authentication

Figure 7 illpstrates the procedure for protected simple authentication.

The follow]ng steps:are involved (initially using f1 only):

1

Figure 7 — The protected simple authentication procedure

TISO3950-94/d07

An’ originating user, user A, sends its protected identifying information (Authenticatorl) |to user B.

2)

3)

Protection—is—achieved-by-applying—the—one-wayfuncton{f ot Higure6—where—the—timestamp and/or

Pry TSt

random number (when used) is used to minimize replay and to conceal the password.

The protection of A's password is of the form:
Protected] =f1 (t14, q14, A, passw?)
The information conveyed to B is of the form:

Authenticator] = t14, qlA, A, Protected1

B verifies the protected identifying information offered by A by generating (using the distinguished name
and optional timestamp and/or random number provided by A, together with a local copy of A's
password) a local protected copy of A's password (of the form Protected1). B compares for equality the
purported identifying information (Protected1) with the locally generated value.

B confirms or denies to A the verification of the protected identifying information.
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The procedure can be modified to afford greater protection using f1 and f2. The main differences are as follows:

1) A sends its additionally protected identifying information (Authenticator2) to B. Additional protection is
achieved by applying a further one-way function, /2, as illustrated in Figure 6. The further protection is of
the form:

Protected2 = 12 (124, q24, Protected1)
The information conveyed to B is of the form:

Authenticator2 = t14, 24, q14, q2A, A, Protected2

For comparison, B generates a local value of A's additionally protected password and compares it for equality with that
of Protected2.

2) B confirms or denies to A the verification of the protected identifying information.

NOTE — The procedures defined in these clauses are specified in terms of A and B. As applied to the Directory [specified in
ITU-T Rec. X.511 | ISO/IEC 9594-3 and ITU-T Rec. X.518 | ISO/IEC 9594-4), A could be a DUA binding tq a DSA, B;
alternatiyely, A could be a DSA binding to another DSA, B.

18.1.3  User Password attribute type

A User Pagsword attribute type contains the password of an object. An attribute value forthe user password is a string
specified by the object.

userPagsword ATTRIBUTE := {
WITH SYNTAX OCTET STRING (SIZE (0..ub-user-password))
EQUALITY MATCHING RULE octetStringMatch
ID id-at-userPassword }

18.2 Strong Authentication

The procedures described in this subclause are for use in authentication between a DUA and a DSA as well|as between
pairs of DSAs. The procedures make use of the public-kéy certificate framework defined in this Specification. In
addition, the procedures make use of the Directory itself as-the repository for public-key information required to perform
the authentication. The inclusion of relevant parametefs' in Directory protocols is defined in the protocol specifications
themselves| The procedures defined here for strong”authentication may also be used by applications othr than the
Directory that also make use of such a repositery. For the Directory use of these procedures the term 'user' in these
procedures|can refer to either a DUA or a DSA.

The approgch to strong authentication/taken in this Directory Specification makes use of the properties of ja family of
cryptographic systems, known as public-key cryptosystems (PKCS). These cryptosystems, also described as gsymmetric,
involve a pair of keys, one private'and one public, rather than a single key as in conventional cryptograpljic systems.
Annex E gjves a brief introdudtion to these cryptosystems and the properties which make them useful in authentication.
For a PKCB to be usable in thi$ authentication framework at this present time, it shall have the property that joth keys in
the key paif can be used for encipherment, with the private key being used to decipher if the public key was uged, and the
public key|being used {0 decipher if the private key was used. In other words, X, * X5 = X ¢ X, wherg X/Xj are
enciphermgnt/decipherment functions using the public/private keys of user X.

NOTE - Alternative types of PKCS, i.e. ones which do not require the property of permutability and that can be suppdrted without
great mqdification to this Directory Specification, are a possible future extension.

This authentication framework does not mandate a particular cryptosystem for use. It is intended that the framework
shall be applicable to any suitable public key cryptosystem, and shall thus support changes to the methods used as a
result of future advances in cryptography, mathematical techniques or computational capabilities. However, two users
wishing to authenticate shall support the same cryptographic algorithm for authentication to be performed correctly.
Thus, within the context of a set of related applications, the choice of a single algorithm shall serve to maximize the
community of users able to authenticate and communicate securely.

Authentication relies on each user possessing a unique distinguished name. The allocation of distinguished names is the
responsibility of the Naming Authorities. Each user shall therefore trust the Naming Authorities not to issue duplicate
distinguished names.

Each user is identified by its possession of its private key. A second user is able to determine if a communication partner

is in possession of the private key, and can use this to corroborate that the communication partner is in fact the user. The
validity of this corroboration depends on the private key remaining confidential to the user.
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For a user to determine that a communication partner is in possession of another user's private key, it shall itself be in
possession of that user's public key. Whilst obtaining the value of this public key from the user's entry in the Directory is
straightforward, verifying its correctness is more problematic. There are many possible ways for doing this:
subclause 18.2.1 describes a process whereby a user's public key can be checked by reference to the Directory. This
process can only operate if there is an unbroken chain of trusted points in the Directory between the users requiring to
authenticate. Such a chain can be constructed by identifying a common point of trust. This common point of trust shall
be linked to each user by an unbroken chain of trusted points.

18.2.1 Obtaining public-key certificates from the directory

Certificates are held within directory entries as attributes of type UserCertificate, CACertificate and CrossCertificatePair.
These attribute types are known to the Directory. These attributes can be operated on using the same protocol operations
as other attributes. The definition of these types can be found in 3.3; the specification of these attribute types is defined in
subclause 11.2.

. c - aH—s y—the—comptete—certification and
return certiffication paths. However, in practice, the amount of information which shall be obtained from'the Directory
can be redyced for a particular instance of authentication by:

a) if the two users that want to authenticate are served by the same certification- atthority, then the
certification path becomes trivial, and the users unwrap each other's certificates ditectly;

b) if the CAs of the users are arranged in a hierarchy, a user could store the public keys, certlficates and
reverse certificates of all certification authorities between the user and the rooet of the DIT. Typically, this
would involve the user in knowing the public keys and certificates of-eonly three or four ¢ertification
authorities. The user would then only require to obtain the certification’paths from the common point of
trust;

c) if a user frequently communicates with users certified by a particular other CA, that user cou|d learn the
certification path to that CA and the return certification path from that CA, making it necesdary only to
obtain the certificate of the other user itself from the Directory;

d) certification authorities can cross-certify one anothér/by bilateral agreement. The result is to [shorten the
certification path;

e) if two users have communicated before and>have learned one another's certificates, they pre able to
authenticate without any recourse to the Ditectory.

In any casg, having learned each other's certificates from the certification path, the users shall check the validity of the
received ceprtificates.

18.2.1.1 Hxample

Figure 8 iljustrates a hypothetical example of a DIT fragment, where the CAs form a hierarchy. Besides the jnformation
shown at the CAs, we assume that each user knows the public key of its certification authority, and its own| public and
private keyg.

U«V»
V«U»

V«W» V«Y»

W«V» <Y YaVn
WeX» Y«Z»
X« Wy Z Z«Y»
X«Z» . Z«X»

TISO3960-94/d08

Figure 8 — CA hierarchy — A hypothetical example
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If the CAs of the users are arranged in a hierarchy, A can acquire the following certificates from the Directory to
establish a certification path to B:

X«Wy», W«Vn, VaY», Y«Z», Z«B»

When A has obtained these certificates, it can unwrap the certification path in sequence to yield the contents of the
certificate of B, including Bp:

Bp =Xp ¢ X«W» W«V» VaY» Y«Z» Z«By»

In general, A also has to acquire the following certificates from the Directory to establish the return certification path
from B to A:

Z«Y», Y<V», VaW», WX», X«A».

When B regeives these certificates from A, it can unwrap the return certification path in sequence to yield the|contents of
the certificgte of A, including Ap:

Ap=7p ¢ Z«Y» Y«V» V«W» W«X» X«A»

Applying the optimizations of 18.2.1:

a) taking A and C, for example: both know Xp, so that A simply has to directly acquire the certificate of C.
Unwrapping the certification path reduces to:

Cp =Xp ¢ X«C»

and unwrapping the return certification Path reduces to:

Ap =Xp e X«A»

b) assuming that A would thus know W«X», Wp, V«W», Vp, U«V», Up, etc. reduces the information which
A has to obtain from the Directory to form thecertification path to:

V«Y», Y«Z», Z«By»
and the information which A has to obtain from the Directory to form the return certification path to:
Z«Y», Y«V».

c) assuming that A frequently. communicates with users certified by Z, it can learn (in addition t¢ the public
keys learned in b) above) V«Y», Y«V», Y«Z», and Z«Y». To communicate with B, it need thgrefore only
obtain Z«B» from the Directory.

d) assuming that users certified by X and Z frequently communicate, then X«Z» would be held in the
directory entry_for X, and vice versa (this is shown in Figure 8). If A wants to authenticate tq B, A need
only obtain:

Xy, Z«B»

t@ form the certification path, and:

Z X0

to form the return certification path.

e) assuming users A and C have communicated before and have learned one another's certificates, they may
use each other's public key directly, i.e.

Cp =Xp o X«C»
and
Ap = Xp e X«A»
In the more general case the Certification Authorities do not relate in a hierarchical manner. Referring to the hypothetical

example in Figure 9, suppose a user D, certified by U, wishes to authenticate to user E, certified by W. The Directory
entry of user D shall hold the certificate U«D» and the entry of user E shall hold the certificate W«E».
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W«E»
TISO3970-94/d09

Figure 9 — Non-hierarchical certification path — An example

Let V be 4
result, certl
W«V» are

User D ne¢g
users and (

CA with whom CAs U and W have at some previous time exchanged public keys in a trusted
ficates U«V», V«U», W«V» and V«W» have been generated and stored in the Directory. Assuimg
tored in the entry of V, V«Up is stored in U's entry, and V«W» is stored in W's entry.

ds to find a certification path to E. Various strategies could be used. One such strategy would be t
[As as nodes, and the certificates as arcs in a directed graph. in these terms, D hasto’perform a s

graph to fifd a path from U to E, one such being U«V», V«W», W«E». When this path has béen discovered,

path W«Vy

, V«U», U«D» can also be constructed.

18.2.2  Strong authentication procedures

The basic
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hpproach to authentication has been outlined above, namely the cérroboration of identity by de
of a private key. However, many authentication procedures employing this approach are possible
iness of a specific application to determine the appropriate procedures, so as to meet the security p

This clause describes three particular authentication progedures, which may be found useful acy
ons.

L This Directory Specification does not specify the procedures to the detail required for implementatio)
h1 standards could be envisaged which would do so, eithet.in an application-specific or in a general-purpose W

procedures involve different numbers of exchahges of authentication information, and consequer

way. As a
U«V» and
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different types of assurance to their participants. Specifically:
a) one-way authentication, described in\8.2.2.1, involves a single transfer of information from ojne user (A)
intended for another (B), and establishes the following:
—  the identity of A, and that.the authentication token actually was generated by A;
— the identity of B, and that the authentication token actually was intended to be sent to B;
—  the integrity and’ "originality" (the property of not having been sent two or more tirpes) of the
authenticatiofiitoken being transferred.
The lattef properties can also be established for arbitrary additional data accompanying thq transfer.
b) two-way authentication, described in 18.2.2.2, involves, in addition, a reply from B to A. It esfablishes, in
additiony¢the following:
— «that the authentication token generated in the reply actually was generated by B and was |intended to
be sent to A;
~ __the integrity and originality of the authentication token sent in the reply:
—  (optionally) the mutual secrecy of part of the tokens.
c) three-way authentication, described in 18.2.2.3, involves, in addition, a further transfer from A to B. It

establishes, the same properties as the two-way authentication, but does so without the need for

association time stamp checking.

In each case where Strong Authentication is to take place, A shall obtain the public key of B, and the return certification
path from B to A, prior to any exchange of information. This may involve access to the Directory, as described in 18.2.
Any such access is not mentioned again in the description of the procedures below.

The checking of timestamps as mentioned in the following clauses only applies when either synchronized clocks are used
in a local environment, or if clocks are logically synchronized by bilateral agreements. In any case, it is recommended
that Coordinated Universal Time be used.

For each of the three authentication procedures described below, it is assumed that party A has checked the validity of all
of the certificates in the certification path.
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18.2.2.1 One-way authentication

The following steps are involved, as depicted in Figure 10:

18.2.2.2 1

1)
2)

A generates r, a non-repeating number, which is used to detect replay attacks and to prevent forgery.

A sends the following message to B:

BA, A{tA, rA B}

where tA is a timestamp. tA consists of one or two dates: the generation time of the token (which is
optional) and the expiry date. Alternatively, if data origin authentication of "sgnData" is to be provided by
the digital signature:

BA, A{tA, rA, B, sgnData}

In cases where information is to be conveyed which will subsequently be used as a private key (this
information is referred to as "encData" ):

BA, A{tA, rA, B, sgnData, Bp[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g. to besa-str
whatever cryptosystem is used as indicated in the "sgnData" field of the token.

B carries out the following actions:

a)
b)
c)
d)
e)

obtains Ap from BA, checking that A's certificate has not expired;
verifies the signature, and thus the integrity of the signed information;
checks that B itself is the intended recipient;

checks that the timestamp is "current";

optionally, checks that r has not been replayed. This could, for example, be achieved b

include a sequential part that is checked by a local imiplementation for its value uniqueness.

A is valid until the expiry date indicated by tA_ré\is always accompanied by a sequential
indicates that A shall not repeat the token during the timerange t and therefore that che(
value of rA itself is not required.

In any case it is reasonable for party B~t¢’store the sequential part together with timestan
clear and together with the hashed part\of the token during timerange tA.

TISO3990-94/d10

Figure 10 — One-way authentication

wo-way authentication
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The following steps are involved, as depicted in Figure 11:
as for 18.2.2.1;
as for 18.2.2.1;
as for 18.2.2.1;

B generates rB, a non-repeating number, used for similar purpose(s) to r;
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1)
2)
3)
4)
3)

B sends the following authentication token to A:

B{tB’ rB) A’ rA}

where B is a timestamp defined in the same way as tA.

Alternatively, if data origin authentication of "sgnData" is to be provided by the digital signature:

B{tB, 1B, A, rA, sgnData}

ITU-T Rec. X.509 (2000 E)


https://iecnorm.com/api/?name=37cf6307376e1545432495d6e06e0f93

6)

ISO/IEC 9594-8 : 2001 (E)

In cases where information is to be conveyed which will subsequently be used as a private key (this

information is referred to as "encData" ):

B{tB, rB, A, rA, sgnData, Ap[encData]}

The use of "encData" as a private key implies that it shall be chosen carefully, e.g. to be a strong key for

whatever cryptosystem is used as indicated in the "sgnData" field of the token.
A carries out the following actions:

a) verifies the signature, and thus the integrity of the signed information;

b) checks that A is the intended recipient;

¢) checks that the timestamp tB is "current";

d) optionally, checks that B has not been replayed (see 18.2.2.1, step 3), d)).

TISO4000-94/d14

Figure 11 — Two-way authentication

18.2.2.3 Three-way authentication

The follow|ng steps are involved, as depicted in Figure 12:

1

e B R N, B S VS B \S ]

As for 18.2.2.2.
As for 18.2.2.2. Timestamp tA may be zero.
As for 18.2.2.2, except that the timestamp need not be checked.
As for 18.2.2.2.
As for 18.2.2.2. Timestamp tBlmay be zero.
As for 18.2.2.2, except that'the timestamp need not be checked.
A checks that the re¢eived r2 is identical to the r* which was sent.
A sends the folowing authentication token to B:
A{rBB}.
B carfies out the following actions:
a) ,'checks the signature and thus, the integrity of the signed information;

b) Checks that the received 1B is identical to the rB which was sent by B.

TISO4010-94/d12

Figure 12 — Three-way authentication
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19 Access control

The Directory exists in an environment where various administrative authorities control access to their portion of the
DIB. The definition of an access control scheme in the context of the Directory includes methods to:

specify access control information (ACI);
enforce access rights defined by that access control information;

maintain access control information.

The enforcement of access rights applies to controlling access to:

Directory information related to names;

Directory user information;

Administral
security po

The Basic
scheme thg
Directory.
scheme use

The Rules
attribute cg
decisions. |

20 R

The public
of Recomn
provided tl
sender's co
where the

decrypted |

The specif]

defined within each of the Directory protocols in this series of Specifications.

Directory operational information including access control information.

Live authorities may make use of all or parts of any standardized access control scheme in implem|
icies, or may freely define their own schemes at their discretion.

Access Control (BAC) scheme defined in ITU-T Rec. X.501 | ISO/IEC 9594-2 is.an)access contr
t enables Directory Administrators to tie permissions to the level of authentication performed to
Che public-key certificate framework defined in this Specification is used to(provide the strong au
d for this binding.

Based Access Control (RBAC) scheme defined in ITU-T Rec. X501 | ISO/IEC 9594-2 makes
rtificate framework defined in this Specification to carry clearafice*attributes used in making acq
RBAC may also be used in conjunction with BAC.

rotection of Directory operations

key certificate framework defined in this Specification is used in all Directory protocols defined i
lendations to optionally protect the operations including requests, responses and errors. Integrity p
irough the digital signature of the sendep,and the verification of that signature by the recipier]
rresponding public-key certificate. Privacy protection is provided through the use of public-key
content is encrypted with the publicskey obtained from the intended recipient's public-key cer
y the recipient using their corresponding private key.

¢ mechanisms and syntax ‘foi requesting and including the protection elements in protocol exd

enting their

1 list based
bind to the
hentication

use of the
ess control

h this series
rotection is
t using the
encryption
tificate and
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86

ITU-T Rec. X.509 (2000 E)


https://iecnorm.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8 : 2001 (E)

Annex A

Public-Key and Attribute Certificate Frameworks

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.I type, value, and information object class definitions contained in this Directory
Specification in the form of three ASN.1 modules, AuthenticationFramework, CertificateExtensions, and
AttributeCertificateDefinitions.

- A.1 Authentication framework module

AuthenticationFramework {joint-iso-itu-t ds(5) module(1) authenticationFramework(7) 4}
DEFINITIONS—=
BEGIN

-- EXPORT]S All --

-- The typef and values defined in this module are exported for use in the other ASN.1 modules contained
-- within the Directory Specifications, and for the use of other applications which will use them.to-access
-- Directory services. Other applications may use them for their own purposes, but this will Hot constrain
-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
id-at, id-nf, id-oc, informationFramework, upperBounds, selectedAttributeTypes, basicAccessContrp
certificateExtensions

FROQM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 4}

Name, ATTRIBUTE, OBJECT-CLASS, NAME-FORM, top
FROM InformationFramework informationFramework

ub-usef-password, ub-content
FROM UpperBounds upperBounds

Uniqueldentifier, octetStringMatch, DirectoryString, commonName
FROM SelectedAttributeTypes selectedAttributeTypes

certificateExactMatch, certificatePairExactMatch, certificateListExactMatch, KeyUsage, GeneralNanjes,

CertificatePoliciesSyntax, algorithmidentifierMatch, CertPolicyld

FROM CertificateExtensions certificateExtensions ;
-- public-kqy certificate definition --
Certificate i+= * SIGNED { SEQUENCE {
versior [0] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signatyre Algorithmldentifier,
issuer Name,
validity] Validity,
subject Name,
subject{PublicKeyinfo SubjectPublicKeyinfo,
issueryniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2 or v3

subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
-- if present, version shall be v2 or v3
extensions [3] Extensions OPTIONAL
-- If present, version shall be v3 -- } }

Version = INTEGER {v1(0), v2(1), v3(2) }
CertificateSerialNumber = INTEGER
Algorithmidentifier = SEQUENCE {
algorithm ALGORITHM.&id ({SupportedAlgorithms}),
parameters ALGORITHM.&Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol implementation conformance statements. The set is required to
-- specify a table constraint on the parameters component of Algorithmldentifier.
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SupportedAlgorithms ALGORITHM = {...}

Validity = SEQUENCE {
notBefore Time,
notAfter Time }

SubjectPublicKeylnfo = SEQUENCE {
algorithm Algorithmidentifier,
subjectPublicKey BIT STRING }

Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

Extensions ::= SEQUENCE OF Extension
-- For those extensions where ordering of individual extensions within the SEQUENCE is significant, the
-- specification of those individual extensions shall include the rules for the significance of the order therein

Extension[::= SEQUENCE {

extnld EXTENSION.&id ({ExtensionSet}),

critical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING
-- contains a DER encoding of a value of type &ExtnType
-- for the extension object identified by extnld -- }

Extensionfet EXTENSION = { ..}

EXTENSION ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&ExtnTlype }

WITH SYN[FAX {
SYNTAX &ExtnType
IDENTIFIED BY &id }

-- other PK| certificate constructs

Certificate n= SEQUENCE {

userCeElificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL}
ForwardCé¢rtificationPath = SEQUENCE OF CrossCertificates
CrossCertificates = SET OF(Certificate
CertificatignPath = SEQUENCE {

userCertificate Certificate,

theCAdertificates SEQUENCE OF CertificatePair OPTIONAL}
CertificatePair = SEQUENCE {

forwar [0] Certificate OPTIONAL,

revers [ Certificate OPTIONAL

-- at least one of the pair shall be present --'}
(WITH COMPONENTS {..., forward PRESENT} |
WITH QOMPONENTS {..., reverse PRESENT})

- C@)’llﬁca revocation list (CRIL)

CertificateList = SIGNED { SEQUENCE {
version Version OPTIONAL,
-- if present, version shall be v2

signature Algorithmldentifier,

issuer Name,

thisUpdate Time,

nextUpdate Time OPTIONAL,

revokedCertificates SEQUENCE OF SEQUENCE {
serialNumber CertificateSerialNumber,
revocationDate Time,
crlEntryExtensions Extensions OPTIONAL } OPTIONAL,

crlExtensions [0] Extensions OPTIONAL }}

-- information object classes --
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ALGORITHM ::= TYPE-IDENTIFIER

-- parameterized types --

HASH {ToBeHashed} = SEQUENCE {
algorithmldentifier Algorithmldentifier,
hashValue BIT STRING ( CONSTRAINED BY {

-- shall be the result of applying a hashing procedure to the DER-encoded octets --
-- of a value of --ToBeHashed } ) }

ENCRYPTED-HASH { ToBeSigned } n= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying a hashing procedure to the DER-encoded (see 6.1) octets --
-- of a value of -- ToBeSigned -- and then applying an encipherment procedure to those octets -- })

ENCRYPTED { ToBeEnciphered } n= BIT STRING ( CONSTRAINED BY {
-- shall be the result of applying an encipherment procedure --

-- to thg BER-emncoded ocTels of a vaile of -- 1ToBeEnciphered})

SIGNATURE { ToBeSigned } = SEQUENCE {
algorithmldentifier Algorithmldentifier,
encrypted ENCRYPTED-HASH { ToBeSigned }}

SIGNED { ToBeSigned } = SEQUENCE {
toBeSigned ToBeSigned,

COMPONENTS OF SIGNATURE { ToBeSigned }}

-- PKI object classes --

pkiUser QBJECT-CLASS ={

SUBCLIASS OF {top}

KIND auxiliary

MAY CONTAIN {userCertificate}
ID id-oc-pkiUser }

pkiCA OBJECT-CLASS ::={

SUBCLIASS OF {top}

KIND auxiliary

MAY CONTAIN {cACertificate |
certificateRevocationList |
authorityRevocationList |
crossCertificatePair }

ID id-oc-pkiCA }
cRLDistributionPoint OBJECT-CLASS n={
SUBCLIASS OF {top}
KIND structural
MUST CONTAIN { commonName }
MAY CONTAIN { certificateRevocationList |

authorityRevocationList |
deltaRevocationList }

ID id-oc-cRLDistributionPoint }
cRLDistPtNameForm NAME-FORM a={

NAMES cRLDistributionPoint

WITH ATTRIBUTES { commonName}

ID id-nf-cRLDistPtNameForm }
deltaCRL OBJECT-CLASS n={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {deltaRevocationList}

ID id-oc-deltaCRL }
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cpCps OBJECT-CLASS n={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {certificatePolicy |
certificationPracticeStmt}
ID id-oc-cpCps }
pkiCertPath OBJECT-CLASS ={
SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN { pkiPath }
ID id-oc-pkiCertPath }
-- PKI diregtory attributes --
userCertificate ATTRIBUTE := {
WITH SYNTAX Certificate
EQUAL[ITY MATCHING RULE certificateExactMatch

ID

cACertificate
WITH SYNTAX
EQUALITY MATCHING RULE
ID

ATTRIBUTE

crossCertificatePair ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE

ID

certificateRevocationList ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE

ID

authorityRevocationList ATTRIBUTE
WITH §YNTAX
EQUAL{ITY MATCHING RULE

ID

deltaRevoc¢ationkist ATTRIBUTE ::= {
WITH SYNTAX
EQUALITYMATCHING RULE
ID

id-at-userCertificate}

n {

Certificate
certificateExactMatch
id-at-cAcertificate }

CertificatePair
certificatePairExactMatch
id-at-crossCertificatePair }

n= {
CertificateList
certificateListExactMatch
id-at-certificateRevocationList }

n= {

CertificateList
certificateListExactMatch
id-at-authorityRevocationList }

CertificateList
certificateListExactMatch

supportedAlgorithms ATTRIBUTE ::
WITH SYNTAX
EQUALITY MATCHING RULE
ID

1]
~

SupportedAlgorithm ::= SEQUENCE {
algorithmldentifier
intendedUsage
intendedCertificatePolicies

d-at-deltaReveeationkist)
i t}

SupportedAlgorithm
algorithmldentifierMatch
id-at-supportedAlgorithms }

Algorithmldentifier,
KeyUsage OPTIONAL,
CertificatePoliciesSyntax OPTIONAL }

[0]
(1

certificationPracticeStmt ATTRIBUTE ::= {
WITH SYNTAX InfoSyntax
ID id-at-certificationPracticeStmt }

90 ITU-T Rec. X.509 (2000 E)


https://iecnorm.com/api/?name=37cf6307376e1545432495d6e06e0f93

InfoSyntax := CHOICE {
content DirectoryString {ub-content},
pointer SEQUENCE {
name GeneralNames,
hash HASH { HashedPolicyinfo } OPTIONAL } }

POLICY := TYPE-IDENTIFIER
HashedPolicyinfo == POLICY.&Type( {Policies} )
Policies POLICY ::= {...} -- Defined by implementors --

ISO/IEC 9594-8 : 2001 (E)

certificatePolicy ATTRIBUTE := {

WITH SYNTAX PolicySyntax

ID id-at-certificatePolicy }
PoIicySynj:x = SEQUENCE {

policyldentifier PolicylD,

policySyntax InfoSyntax

}
PolicylD = CertPolicyld
pkiPath ATTRIBUTE ::={

WITH SYNTAX PkiPath

ID id-at-pkiPath }
PkiPath ::= SEQUENCE OF CrossCertificates
userPassword ATTRIBUTE :=

WITH §YNTAX OCTET STRING (SIZE (0..ub-user-password))

EQUAL[ITY MATCHING RULE octetStringMatch

ID id-at-userPassword }
-- object idgntifier assignments --
-- object clgsses --
id-oc-cRLDistributionPoint OBJECT IDENTIFIER ::= {id-oc 19}
id-oc-pkiUger OBJECT IDENTIFIER ::= {id-oc 21}
id-oc-pkiC OBJECT IDENTIFIER ::= {id-oc 22}
id-oc-deltdCRL OBJECT IDENTIFIER ::= {id-oc 23}
id-oc-cpCps OBJECT IDENTIFIER ::= {id-oc 30}
id-oc-pkiCprtPath OBJECT IDENTIFIER ::= {id-oc 31}
--name forms<-
id-nf-cRLDIS ameForm {id-nt 14}
--directory attributes--
id-at-userPassword OBJECT IDENTIFIER ::= {id-at 35}
id-at-userCertificate OBJECT IDENTIFIER ::= {id-at 36}
id-at-cAcertificate OBJECT IDENTIFIER ::= {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER ::= {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER ::= {id-at 39}
id-at-crossCertificatePair OBJECT IDENTIFIER ::= {id-at 40}
id-at-supportedAlgorithms OBJECT IDENTIFIER ::= {id-at 52}
id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
id-at-certificationPracticeStmt OBJECT IDENTIFIER ::= {id-at 68}
id-at-certificatePolicy OBJECT IDENTIFIER ::= {id-at 69}
id-at-pkiPath OBJECT IDENTIFIER ::= {id-at 70}
END
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-- A.2  Certificate extensions module

CertificateExtensions {joint-iso-itu-t ds(5) module(1) certificateExtensions(26) 4}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL --

IMPORTS
id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)
usefulDefinitions(0) 4}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute, MATCHING-RULE
FROM InformationFramework informationFramework

eSeriaINumber, CertificateList, Algorithmldentifier,
ENSION, Time, PolicylD
M AuthenticationFramework authenticationFramework

ryString
M SelectedAttributeTypes selectedAttributeTypes

e
M UpperBounds upperBounds

ules(0) mts-abstract-service(1) version-1999 (1) } ;

-- Unless e}plicitly noted otherwise, there is no significance to the ordering
-- of compqnents of a SEQUENCE OF construct in this Specification.

-- public-kay certificate and CRL extensions --

authorityKeyldentifier EXTENSION ::= {
SYNT AuthorityKeyldentifier
IDENTIFIED BY id-ce-authorityKeyldentifier }

AuthorityKeyldentifier ::= SEQUENCE {

keyldentifier [0] Keyldentifier OPTIONAL,

authorityCertlssuer [1] GeneralNames OPTIONAL,

authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }

( WITH|COMPONENTS {..., authorityCertlssuer PRESENT,
authorityCertSerialNumber PRESENT} |

WITH GOMPONENTS {:.., authorityCertlssuer ABSENT,

authorityCertSerialNumber ABSENT} )
Keyldentifier ::= OCTET STRING

subjectKeyldentifier EXTENSION ::= {
SubjectKeyldentifier
IDENTIFIED\BY id-ce-subjectKeyldentifier }

keyUsage EXTENSION ::= {
SYNTAX KeyUsage
IDENTIFIED BY id-ce-keyUsage }

KeyUsage ::= BIT STRING {

digitalSignature (0),
nonRepudiation (1),
keyEncipherment (2),
dataEncipherment (3),
keyAgreement (4),
keyCertSign (5),
cRLSign (6),
encipherOnly (7),
decipherOnly (8)}
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extKeyUsage EXTENSION ::={
SYNTAX SEQUENCE SIZE (1..MAX) OF KeyPurposeld
IDENTIFIED BY id-ce-extKeyUsage }

KeyPurposeld ::= OBJECT IDENTIFIER

privateKeyUsagePeriod EXTENSION ::= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY id-ce-privateKeyUsagePeriod }

PrivateKeyUsagePeriod ::= SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime OPTIONAL }
( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS  {..., notAfter PRESENT} )

certificatePolicies EXTENSION ::= {
SYNT CertificatePoliciesSyntax
IDENTIFIED BY id-ce-certificatePolicies }

CertificatePoliciesSyntax ::= SEQUENCE SIZE (1..MAX) OF Policylnformation

Policyinfofmation ::= SEQUENCE {

policyldentifier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1..MAX) OF
PolicyQualifierinfo OPTIONAL }

CertPolicy|d ::= OBJECT IDENTIFIER
PolicyQualifierinfo ::= SEQUENCE {

policyQualifierld CERT-POLICY-QUALIFIER.&id
({SupportedPolicyQualifiers}),
qualifidr CERT-POLICY-QUALIFIER.&Qualifier
({SupportedPolicyQualifiers}{@policyQualifierld})
OPTIONAL }
SupportedPolicyQualifiers CERT-POLICY-QUALIFIER :=¢"... }
anyPolicy OBJECT IDENTIFIER := {2529320}

CERT-POL|ICY-QUALIFIER ::= CLASS {
&id OBJECT IDENTIFIER UNIQUE,
&Qualifier ~ OPTIONAL }

WITH SYN[TAX {
POLICY-QUALIFIER-ID &id
[QUALIFIER-TYPE &Qualifier] }

policyMappings EXTENSION ;:= {
SYNT PolicyMappingsSyntax
IDENTIFIED BY id-ce-policyMappings }

PolicyMappingsSyntax ::= SEQUENCE SIZE (1..MAX) OF SEQUENCE {
issueromainPRolicy CertPolicyld,
subjeciDomainPolicy CertPolicyld }

subjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-subjectAltName }

GeneralNames ::= SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ::= CHOICE {

otherName [0] INSTANCE OF OTHER-NAME,
rfc822Name [1] 1A5String,

dNSName [2] 1A5String,

x400Address [3] ORAddress,

directoryName [4] Name,

ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] 1A5String,

iPAddress [7] OCTET STRING,

registeredID [8] OBJECT IDENTIFIER }
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OTHER-NAME ::= TYPE-IDENTIFIER

EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [1] DirectoryString {ub-name} }

issuerAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-issuerAltName }

subjectDirectoryAttributes EXTENSION ::= {
SYNTAX AttributesSyntax
IDENTIFIED BY id-ce-subjectDirectoryAttributes }

AttributesSyntax ::= SEQUENCE SIZE (1..MAX) OF Attribute

basicConsE(raints EXTENSION ::={
SYNTA BasicConstraintsSyntax
IDENTIFIED BY id-ce-basicConstraints }

BasicCongtraintsSyntax ::= SEQUENCE {
cA BOOLEAN DEFAULT FALSE,
pathLepConstraint INTEGER (0..MAX) OPTIONAL }

nameConstraints EXTENSION ::= {
SYNT. NameConstraintsSyntax
IDENTIFIED BY id-ce-nameConstraints }

NameCongtraintsSyntax ::= SEQUENCE {
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }

GeneralSuptrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

GeneralSuptree ::= SEQUENCE {

base GeneralName,
minimym [0] BaseDistance DEFAULT 0,
maximym [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

policyConstraints EXTENSION ::= {
SYNT. PolicyConstraintsSyntax
IDENTIFIED BY id-ce-policyConstraints }

PolicyConstraintsSyntax::= SEQUENCE {
requireExplicitPolicy" [0] SkipCerts OPTIONAL,
inhibitRolicyMapping [1] SkipCerts OPTIONAL }

SkipCerts [:= INTEGER (0..MAX)

cRLNumber EXTENSION ::= {
SYNTAX CRLNumber
IDENTIFIED BY id-ce-cRLNumber }

CRLNumber ::= INTEGER (0..MAX)

reasonCode EXTENSION ::= {
SYNTAX CRLReason
IDENTIFIED BY id-ce-reasonCode }

CRLReason ::= ENUMERATED {

unspecified (0),
keyCompromise (1),
cACompromise (2),
affiliationChanged (3),
superseded (4),
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cessationOfOperation (5),
certificateHold (6),
removeFromCRL (8),
privilegeWithdrawn (9),
aaCompromise (10) }

holdinstructionCode EXTENSION ::= {
SYNTAX HoldInstruction
IDENTIFIED BY id-ce-instructionCode }

HoldInstruction ::= OBJECT IDENTIFIER

invalidityDate EXTENSION ::= {
SYNTAX GeneralizedTime
IDENTIFIED BY id-ce-invalidityDate }

criScope BEXTENSION ::={
SYNTAX CRLScopeSyntax
IDENTIFIED BY id-ce-cRLScope }

CRLScopeSyntax ::= SEQUENCE SIZE (1..MAX) OF PerAuthorityScope
PerAuthorjtyScope ::= SEQUENCE {

authorIyName [0] GeneralName OPTIONAL,
distribytionPoint [11 DistributionPointName OPTIONAL,
onlyCohtains [2] OnlyCertificateTypes OPTIONAL,
onlySomeReasons [4] ReasonFlags OPTIONAL,
serialNumberRange [5] NumberRange OPTIONAL,
subjeciKeyldRange [6] NumberRange OPTIONAL,
nameSpubtrees [7] GeneralNames OPTIONAL,
baseR¢gvocationinfo [9] BaseRevocationinfo OPTIONAL

OnlyCertificateTypes ::=BIT STRING {
(0),

authority (1),
attribu (2) }

NumberRange ::= SEQUENCE {
startingNumber [0] INTEGER OPTIONAL,
endingNumber [1] INTEGER /OPTIONAL,
modulys INTEGER’OPTIONAL }

BaseRevogationinfo ::= SEQUENCE {

cRLStreamldentifier [0] CRLStreamidentifier OPTIONAL,
cRLNumber [1] CRLNumber,
baseTHisUpdate [2] GeneralizedTime }

statusRefgrrals EXTENSION ::= {
StatusReferrals
IDENTIFIED BY- id-ce-statusReferrals }

StatusReférrals,:= SEQUENCE SIZE (1..MAX) OF StatusReferral

StatusReferral ::= CHOICE {

cRLReferral [0] CRLReferral,

otherReferral [1] INSTANCE OF OTHER-REFERRAL}
CRLReferral ::= SEQUENCE {

issuer [0] GeneralName OPTIONAL,

location [1] GeneralName OPTIONAL,

deltaReflnfo [2] DeltaRefInfo OPTIONAL,

cRLScope CRLScopeSyntax,

lastUpdate [3] GeneralizedTime OPTIONAL,

lastChangedCRL [4] GeneralizedTime OPTIONAL}
DeltaReflnfo ::= SEQUENCE {

deltaLocation GeneralName,

lastDelta GeneralizedTime OPTIONAL }

OTHER-REFERRAL ::= TYPE-IDENTIFIER
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cRLStreamldentifier EXTENSION n={
SYNTAX CRLStreamldentifier
IDENTIFIED BY id-ce-cRLStreamldentifier }

CRLStreamldentifier ::= INTEGER (0..MAX)

orderedList EXTENSION ::={
SYNTAX OrderedListSyntax
IDENTIFIED BY id-ce-orderedList }

OrderedListSyntax ::= ENUMERATED {

ascSerialNum (0),
ascRevDate (1)}
deltalnfo BXTENSION := {
SYNTA Deltalnformation
IDENTIFIED BY id-ce-deltalnfo }
Deltalnformation ::= SEQUENCE {
deltaLdcation GeneralName,
nextDe|ta GeneralizedTime OPTIONAL }

cRLDistri?tionPoints EXTENSION ::={
SYNTA CRLDistPointsSyntax
IDENTIFIED BY id-ce-cRLDistributionPoints }

CRLDistPqgintsSyntax ::= SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint ::= SEQUENCE {

distribytionPoint  [0] DistributionPointName OPTIONAL,

reasong [1] ReasonFlags OPTIONAL,

cRLIssper [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {

fullName [0] GeneralNamges;

nameREglativeToCRLIssuer [1] RelativeDistinguishedName }
ReasonFlags ::= BIT STRING {

unuse (0),

keyCompromise (1),

cACompromise (2),

affiliatipnChanged (3),

supersgded (4),

cessationOfOperation (5),

certifichteHold (6),

privilegeWithdrawn n),

aACompromise 8)}

issuingDistributionPoint EXTENSION ::= {
IssuingDistPointSyntax
IDENTIFIED.BY id-ce-issuingDistributionPoint }

IssuingDi == SEQUENCF {
distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsAuthorityCerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE,
onlyContainsAttributeCerts [5] BOOLEAN DEFAULT FALSE }

certificatelssuer EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY id-ce-certificatelssuer }

deltaCRLIndicator EXTENSION ::= {
SYNTAX BaseCRLNumber
IDENTIFIED BY id-ce-deltaCRLIndicator }
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BaseCRLNumber :

baseUpdateTime EXTENSION

SYNTAX

IDENTIFIED BY

freshestCRL EXTENSION

SYNTAX

:= CRLNumber

u={
GeneralizedTime
id-ce-baseUpdateTime }

n={
CRLDistPointsSyntax

IDENTIFIED BY id-ce-freshestCRL }

inhibitAnyPolicy EXTENSION :={
SYNTAX SkipCerts
IDENTIFIED BY  id-ce-inhibitAnyPolicy }

ISO/IEC 9594-8 : 2001 (E)

-- PKI mat¢hing rules --

certificateExactMatch MATCHING-RULE ::={
SYNTAKX CertificateExactAssertion
ID id-mr-certificateExactMatch }

CertificateExactAssertion ::= SEQUENCE {
serialNumber CertificateSerialNumber,
issuer Name }

certificateﬂatch MATCHING-RULE ::= {

SYNTA CertificateAssertion
ID id-mr-certificateMatch }
CertificateAssertion ::= SEQUENCE {

serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [1] Name OPTIONAL,
subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeyldentifier  [3] AuthorityKeyldentifier OPTIONAL,
certificateValid [4] Time OPTIONAL,
privateKeyValid [5] GeneralizedTime OPTIONAL,
subjecf{PublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,
subjectAltName [8] AltNameType OPTIONAL,
policy [9] CertPolicySet OPTIONAL,
pathToName [10] Name OPTIONAL,
subjec [11] Name OPTIONAL,
nameCpnstraints [12]"NameConstraintsSyntax = OPTIONAL }

c822Name (1),
NSName! (2),
00Address (3),
(4),

ediPartyName (5),

r (0),

iPAddress (7),
registeredid 8)},

otherNameForm  OBJECT IDENTIFIER }

CertPolicySet ::= SEQUENCE SIZE (1..MAX) OF CertPolicyld

certificatePairExactMatch MATCHING-RULE := {
SYNTAX CertificatePairExactAssertion
ID id-mr-certificatePairExactMatch }

CertificatePairExactAssertion
issuedToThisCAAssertion
issuedByThisCAAssertion
( WITH COMPONENTS

WITH COMPONENTS

::= SEQUENCE {

[0] CertificateExactAssertion OPTIONAL,
[1] CertificateExactAssertion OPTIONAL }
{..., issuedToThisCAAssertion PRESENT} |
{..., issuedByThisCAAssertion PRESENT} )
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certificatePairMatch MATCHING-RULE ::={

SYNTAX

CertificatePairAssertion

ID id-mr-certificatePairMatch }

CertificatePairAssertion ::= SEQUENCE {
[0] CertificateAssertion OPTIONAL,
[1] CertificateAssertion OPTIONAL }

issuedToThisCAAssertion
issuedByThisCAAssertion

( WITH COMPONENTS {..., issuedToThisCAAssertion PRESENT} |
WITH COMPONENTS {..., issuedByThisCAAssertion PRESENT} )

certificateListExactMatch MATCHING-RULE ::= {
SYNTAX CertificateListExactAssertion
ID id-mr-certificateListExactMatch }
CertificateListExactAssertion ::= SEQUENCE {
issuer Name,
thisUpdate Time,

distribytionPoint

DistributionPointName OPTIONAL OPTIONAL }

certificatelistMatch MATCHING-RULE ::= {
SYNTAK CertificateListAssertion
ID id-mr-certificateListMatch }

Certificate|istAssertion ::= SEQUENCE {
issuer Name OPTIONAL,
minCRLNumber [0] CRLNumber OPTIONAL,
maxCRLNumber [1] CRLNumber OPTIONAL,
reasonflags ReasonFlags OPTIONAL,
dateAndTime Time OPTIONAL,
distribytionPoint [2] DistributionPointName OPTIONAL;

authorityKeyldentifier [3]

AuthorityKeyldentifier OPTIONAL}

algorithmldentifierMatch MATCHING-RULE ::= {

SYNTAKX Algorithmidentifier

ID id-mr-algorithmldentifierMatch }

policyMatgh MATCHING-RULE ::={
SYNTAX PolicylD
ID id-mr-policyMatch }

pkiPathMatch MATCHING-RULE ::={
SYNTAX PkiPathMatchSyntax
ID id-mr-pkiPathMatch'}

PkiPathMatchSyntax
firstilssuer Name,
lastSubjeqt Name-}

-- Object identifien assignments --

id-ce-subje
id-ce-subjectKeyldentifier
id-ce-keyUsage
id-ce-privateKeyUsagePeriod
id-ce-subjectAltName
id-ce-issuerAltName
id-ce-basicConstraints
id-ce-cRLNumber
id-ce-reasonCode
id-ce-instructionCode
id-ce-invalidityDate
id-ce-deltaCRLIndicator
id-ce-issuingDistributionPoint
id-ce-certificatelssuer
id-ce-nameConstraints
id-ce-cRLDistributionPoints
id-ce-certificatePolicies
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1= SEQUENCE {

= id- 91
OBJECT IDENTIFIER := {id-ce 14}
OBJECT IDENTIFIER := {id-ce 15}
OBJECT IDENTIFIER := {id-ce 16}
OBJECT IDENTIFIER := ({id-ce 17}
OBJECT IDENTIFIER := {id-ce 18}
OBJECT IDENTIFIER := {id-ce 19}
OBJECT IDENTIFIER := {id-ce 20}
OBJECT IDENTIFIER := {id-ce 21}
OBJECT IDENTIFIER := {id-ce 23}
OBJECT IDENTIFIER := {id-ce 24}
OBJECT IDENTIFIER := {id-ce 27}
OBJECT IDENTIFIER := {id-ce 28}
OBJECT IDENTIFIER := {id-ce 29}
OBJECT IDENTIFIER := {id-ce 30}
OBJECT IDENTIFIER := {id-ce 31}
OBJECT IDENTIFIER := {id-ce 32}
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id-ce-policyMappings

-- deprecated
id-ce-authorityKeyldentifier
id-ce-policyConstraints
id-ce-extKeyUsage
id-ce-cRLStreamldentifier
id-ce-cRLScope
id-ce-statusReferrals
id-ce-freshestCRL
id-ce-orderedList
id-ce-baseUpdateTime
id-ce-deltalnfo
id-ce-inhibitAnyPolicy

-- matching rule OIDs --

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :
OBJECT IDENTIFIER :

{id-ce 33}
{id-ce 34}
{id-ce 35}
{id-ce 36}
{id-ce 37}
{id-ce 40}
{id-ce 44}
{id-ce 45}
{id-ce 46}
{id-ce 47}
{id-ce 51}
{id-ce 53}
{id-ce 54}

id-mr-certificateExactMatch
id-mr-certificateMatch
id-mr-certificatePairExactMatch
id-mr-certificatePairMatch
id-mr-certificateListExactMatch
id-mr-certificateListMatch
id-mr-algofithmldentifierMatch
id-mr-poligyMatch
id-mr-pkiPathMatch

-- The following OBJECT IDENTIFIERS are not used by this Specificatio

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER :: :

OBJECT IDENTIFIER

-- {id-ce 2}} {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},
-- {id-ce 8}} {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},

-- {id-ce 21}, {id-ce 25}, {id-ce 26}

END

{id-mr 34}
{id-mr 35}
{id-mr 36}
{id-mr 37}
{id-mr 38}
{id-mr 39}
{id-mr 40}
{id-mr 60}
{id-mr 62}

n:
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-- A.3  Attribute Certificate Framework module

AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 4}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN

-- EXPORTS ALL --

IMPORTS
id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selectedAttributeTypes, upperBounds, id-oc, certificateExtensions
FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)
usefulDefinitions(0) 4}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute,
MATCHING-RULE, AttributeType, OBJECT-CLASS, top

FROM InformationFramework informationFramework

teSerialNumber, CertificateList, Algorithmldentifier,
ENSION, SIGNED, InfoSyntax, PolicySyntax, Extensions, Certificate
M AuthenticationFramework authenticationFramework

ryString, TimeSpecification, Uniqueldentifier
M SelectedAttributeTypes selectedAttributeTypes

IName, GeneralNames, NameConstraintsSyntax, certificateListExactMatch

ules(0) mts-abstract-service(1) version-1999(1) } ;
-- Unless e}plicitly noted otherwise, there is no significance to the ordering

-- of compqnents of a SEQUENCE OF construct in.this Specification.
-- attribute|certificate constructs --

AttributeCertificate ::= SIGNED {AttributeCertificateInfo}
AttributeCertificatelnfo ::= SEQUENCE

{

version AttCertVersion, -- version is v2
holder Holder,

issuer AttCertlssuer,

signatyre Algorithmldentifier,

CertificateSerialNumber,
AttCertValidityPeriod,
SEQUENCE OF Attribute,

Uniqueldentifier OPTIONAL
extensions Extensions OPTIONAL
}
AttCertVersion ::=INTEGER {v1(0), v2(1) }
Holder := SEQUENCE
{
baseCertificatelD [0] IssuerSerial OPTIONAL,
-- the issuer and serial number of the holder's Public Key Certificate
entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role
objectDigestinfo [2] ObjectDigestinfo OPTIONAL

-- used to directly authenticate the holder, e.g. an executable
-- at least one of baseCertificatelD, entityName or objectDigestinfo shall be present --}
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ObjectDigestinfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey (0),
publicKeyCert (1),
otherObjectTypes (2)},
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,

digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING }

AttCertlssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificatelD [0] IssuerSerial OPTIONAL,
objectDigestinfo [11 ObjectDigestinfo OPTIONAL }

-- At least one component shall be present
( WITH — ne—PRESENTF
WITH COMPONENTS { ..., baseCertificateID PRESENT } |
WITH COMPONENTS { ..., objectDigestinfo PRESENT } )

IssuerSerial ::= SEQUENCE {
issuer GeneralNames,
serial CertificateSerialNumber,

issueryiD Uniqueldentifier OPTIONAL }
AttCertValjdityPeriod ::= SEQUENCE {

notBeforeTime GeneralizedTime,

notAftegrTime GeneralizedTime }
AttributeCertificationPath ::= SEQUENCE {

attributeCertificate AttributeCertificate,

acPath SEQUENCE OF ACPathData OPTIONAL }
ACPathData ::= SEQUENCE {

certificate [0] Certificate OPTIONAL,

attributeCertificate [1] AttributeCertificate OPTIONAL }

PrivilegePplicy ::= OBJECT IDENTIFIER

-- privilege| attributes --

role ATTRIBUTE::= {

WITH SYNTAX RoleSyntax
ID id-at-role }
RoleSyntak ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [ GeneralName }
-- PMI objéct classes --

pmiUser OBJECT-CLASS+={
SUBCLASS OF {top}

KIND auxiliary
MAY CONTAIN {attributeCertificateAttribute}
ID id-oc-pmiUser
}
pmiAA OBJECT-CLASS ::={
--a PMI A4
SUBCLASS OF {top}
KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}

ID id-oc-pmiAA

}

ITU-T Rec. X.509 (2000 E) 101


https://iecnorm.com/api/?name=37cf6307376e1545432495d6e06e0f93

ISO/IEC 9594-8 : 2001 (E)

pmiSOA OBJECT-CLASS ::={ -- a PMI Source of Authority

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateRevocationList |
attributeAuthorityRevocationList |
attributeDescriptorCertificate}

ID id-oc-pmiSOA

}

attCertCRLDistributionPt OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { attributeCertificateRevocationList |

attributeAuthorityRevocationList }
ID id-oc-attCertCRLDistributionPts
}

pmiDelegationPath

SUBCLIASS OF {top}
KIND auxiliary
MAY CONTAIN

ID

privilegePolicy

OBJECT-CLASS ::={

{ delegationPath }
id-oc-pmiDelegationPath }

OBJECT-CLASS ::={

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {privPolicy }

ID id-oc-privilegePolicy }
-- PMI dirdctory attributes --

attributeCertificateAttribute
WITH SYNTAX
EQUALITY MATCHING RULE
ID

aACertificate
WITH SYNTAX
EQUALITY MATCHING RULE
ID

attributeDé¢scriptorCertificate
WITH S§YNTAX
EQUAL[ITY MATCHING RULE
ID

attributeCertificateReyocationList
WITH SYNTAX
EQUALITY. MATCHING RULE
ID

ATTRIBUTE ::={
AttributeCertificate
attributeCertificateExactMatch
id-at-attributeCertificate }

ATTRIBUTE\ := {
AttributeCertificate
attributeCertificateExactMatch
id-at-aACertificate }

ATTRIBUTE ::={
AttributeCertificate
attributeCertificateExactMatch
id-at-attributeDescriptorCertificate }

ATTRIBUTE ::= {

CertificateList
certificateListExactMatch
id-at-attributeCertificateRevocationList}

attributeAuthorityRevocationList
WITH SYNTAX
EQUALITY MATCHING RULE
ID

ATTRIBUTE :={

CertificateList
certificateListExactMatch
id-at-attributeAuthorityRevocationList }

n={

delegationPath ATTRIBUTE

WITH SYNTAX AttCertPath

ID id-at-delegationPath }
AttCertPath ::= SEQUENCE OF AttributeCertificate
privPolicy ATTRIBUTE ::={

WITH SYNTAX PolicySyntax

ID id-at-privPolicy }
102 ITU-T Rec. X.509 (2000 E)



https://iecnorm.com/api/?name=37cf6307376e1545432495d6e06e0f93

