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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection — The Directory:
Authentication framework

TECHNICAL CORRIGENDUM 3

(cpvering resolutions to defect reports 272, 273, 275 and 277)

1) This corrects the defects reported in defect report 272

In|12.4.2.1, add the following text to the end of the paragraph that begins wy
shpll be present only if..."

segment of the certification path between the certificate containing th
inpact on the number of CA-certificates in the certification path
this extension. Therefore, the length of a complete certification

copstrained by this extension. The constraint contrqls the pymbe f-isstsd CA certificates between the (
ceftificate containing the constraint and the end-€nti i aforethe fotal length of this segment of the paj
excluding self-issued certificates, may exceed the »alue f th i any as two certificates. (This inclug

th¢ certificates at the two endpoints of the segme 5\ the (CA\ certificates between the two endpoints that
copstrained by the value of this extension.)

2) This corrects the
Réplace 12.4.2.2 with the/fallow

12.4.2.2 Name constrﬁ Pe
This field, which shall
supsequent certificates. tifica ath must be located This field is defined as follows:

N3meConstraintsSyntaxs:= SEQUENCE {

permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL,
requiredNameForms [2] NameForms OPTIONAL }

Gé¢neralSubtrees ::= SEQUENCE SIZE (1..MAX) OF GeneralSubtree

THe constraint takes effect beginning with the next certificate in the path, The aint restricts the length of the

Ent

CA
th,
les
hre

GeneralSubtree ::= SEQUENCE {
base GeneralName,
minimum  [0] BaseDistance DEFAULT 0,
maximum [1] BaseDistance OPTIONAL }

BaseDistance ::= INTEGER (0..MAX)

NameForms ::= SEQUENCE {

basicNameForms [0] BasicNameForms OPTIONAL,

otherNameForms [1] SEQUENCE SIZE (1..MAX) OF OBJECT IDENTIFIER OPTIONAL }
(ALL EXCEPT ({ -- none; i.e.:at least one component shall be present -- }))
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BasicNameForms ::= BIT STRING {

rfc822Name (0),

dNSName (1),

x400Address (2),

directoryName (3),

ediPartyName (4),

uniformResourceldentifier  (5),

iPAddress (6),

registeredID (7)} (SIZE (1..MAX))
If present, the permittedSubtrees and excludedSubtrees components each specify one or more naming subtrees; e4ch
deffined by the name of the root of the subtree and optionally, within that subtree, an area that is bounded by uppen andfor
lower levels. If permittedSubtrees is present, subject names within these subtrees are acceptable. If excludedSubtrees
is present, any certificate issued by the subject CA or subsequent CAs in the certification ra j e
within these subtrees is unacceptable. If both permittedSubtrees and excludedSubtyees 5 me
sppces overlap, the exclusion statement takes precedence for names within that overlap: ither permitte ed
suptrees are specified for a name form, then any name within that name form is acteptable, If requixed lis
present, all subsequent certificates in the certification path must include a nam e
fofms.
If permittedSubtrees is present, the following applies to all subsequent ce ns
a gubject name (in the subject field or subjectAltNames extensio re
spgcified, the name must fall within at least one of the specified sybtree es
of|[name forms other than those for which permitted subtrees are names are not required to fall
within any of the specified subtrees. For example, gs efmf & ified, me
form and one for the rfc822 name form, no excly S 5 i equi i i ith
th¢ directoryName bit and rfc822Name bit present, A cati ntai i me
or[rfc822 name would be unacceptable. If requiredNar : & , , i be
acfeptable. For example, assume that two permit{ed suh Are™s , he
rf¢822 name form, no excluded subjrees are spec ied, i ; i . i nly
coptained a DN and where the DN 1 Specific itp . i nat
coptained both a DN and an rf¢822 § Son ftem is within its specified permitted subtree would [be
unfacceptable. A certificate that/containdd only(na therthan/a DN or rfc822 name would also be acceptable.
If pxcludedSubtrees i a ptificate.i s e subject CA or subsequent CAs in the certification path that
hag a subject name (in : \ jectAltNames extension) within these subtrees is unacceptable. Hor
expmple, assume that two g5 & - afespecified, one for the DN name form and one for the rfc822 name form.
A [certificate that only cofitained e DN is within the specified excluded subtree would be unacceptable.
A [certificate that contai § and anrfc822 name and where at least one of them is within its specified excluded
suptree would be ugacceptable
When a certificate ple names of the same name form (including, in the case of the directoryName name
form, the name 1 i eld &T the certificate if non-null), then all such names shall be tested for consistency wjith
a pame constraint of
If requiredNameForms is present, all subsequent certificates in the certification path must include a subject name off at
legst one of the\required name forms.
Of the( name forms available through the GeneralName type, only those name forms that have a well-defirjed
hig¢rarChical structure may be used in the permittedSubtrees and excludedSubtrees fields. The directoryName name
fol ot . ot Sl ; ) ‘ I ‘ . ]n

The minimum field specifies the upper bound of the area within the subtree. All names whose final name component is
above the level specified are not contained within the area. A value of minimum equal to zero (the default) corresponds
to the base, i.e. the top node of the subtree. For example, if minimum is set to one, then the naming subtree excludes the
base node but includes subordinate nodes.

The maximum field specifies the lower bound of the area within the subtree. All names whose last component is below
the level specified are not contained within the area. A value of maximum of zero corresponds to the base, i.e. the top of
the subtree. An absent maximum component indicates that no lower limit should be imposed on the area within the
subtree. For example, if maximum is set to one, then the naming subtree excludes all nodes except the subtree base and

its

immediate subordinates.
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