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THE DIRECTORY: AUTHENTICATION FRAMEWORK

1)

Sybclause 12.6.2

Aq

TECHNICAL CORRIGENDUM 1

Resolution to defect report 9594/200

"Where the distribution points are used to distribute CRL informatigp S i es
isqued by the CA include the criDistributionPoint as a critical e3 ; & 1§ equired to also publish a full

CRL at the CA entry."

2)

Mbve the second sentence of the s fic ph

immediately before the sentence

Ad

3)

d a paragraph brealyfoowir
pdragraph immediately befpreths

bnt

Add the following to
"g) authorityKeyldentifier matches if the value of this component in the stored attribute value equals that]in
the presented value; there is no match if the stored attribute value contains no authority key identiffier
extension or if not all components in the presented value are present in the stored attribute value."
4 Rocaluntion to-dofoct vnncrt 9594/213

TECYUTU IO O~ OTTIeTT TP

Subclause 12.7.6 d)

Replace the text of 12.7.6 d) with the following:

"d) reasonFlags matches if any of the bits that are set in the presented value are also set in the
onlySomeReasons components of the issuing distribution point extension of the stored attribute value;
there is also a match if the stored attribute value contains no reasonFlags in the issuing distribution point
extension, or if the stored attribute value contains no issuing distribution point extension;

NOTE - Even though a CRL matches on a particular value of reasonFlags, the CRL may not contain any
revocation notices with that reason code."

ITU-T Rec. X.509 (1997)/Cor. 1 (2000 E) 1
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5) Resolution to defect report 9594/218

Subclause 12.7.2 j)

Replace the text of 12.7.2 j) with the following:

6)

Subclause 11.2, Note 3
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"}) policy matches if at least one member of the CertPolicySet presented appears in the certificate policies
extension in the stored attribute value; there is no match if there is no certificate policies extension in the

stored attribute value;”

Resolution to defect report 9594/220

Note 3, in the second sentence, replace "shall be absent" with "may be &b

e forward elements of the’crossCertificatePair attribute of a CA's directory entry shall be used to store all, exc
f-issued certificates issued to this CA. Optionally, the reverse elements of the crossCertificatePair attribute, o
\'s directory entry may contain a subset of certificates issued by this CA to other CAs. When both the forward and
berse-Clements are present in a single attribute value, issuer name in one certificate shall match the subject name in
her’and’vice versa, and the subject public key in one certificate shall be capable of verifying the digital signature on

othencertificate and vice versa.
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When a reverse element is present, the forward element value and the reverse element value need not be stored in the
same attribute value; in other words, they can be stored in either a single attribute value or two attribute values.

In the case of v3 certificates, none of the above CA certificates shall include a basicConstraints extension with the cA
value set to FALSE.

The definition of realm is purely a matter of local policy."

ITU-T Rec. X.509 (1997)/Cor. 1 (2000 E)
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Also, replace Figure 4 with the following:
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ertificate policy

e authentication (frammgwork) contains three types of entity: the certificate user, the certification authority and
tificate subjeet\(or end-exfity). Each entity operates under obligations to the other two entities and, in return, enj
hited warrafittes offered by them. These obligations and warranties are defined in a certificate policy. A certific
licy is a.document (usually in plain-language). It can be referenced by a unique identifier, which may be included
b certificate policies extension of the certificate issued by the certification authority, to the end-entity and upon wh
b ocrtificate user relies. A certificate may be issued in accordance with one or more than one policy. Definition of

he
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p

licy” and assignment of the identifier are performed by a policy anthority And the set of policies administered hy

a

policy authority is called a policy domain. All certificates are issued in accordance with a policy, even if the policy is
neither recorded anywhere nor referenced in the certificate. The Recommendation | International Standard does not
prescribe the style or contents of the certificate policy.

The certificate user may be bound to its obligations under the certificate policy by the act of importing an authority
public key and using it as a trust anchor, or by relying on a certificate that includes the associated policy identifier. The
certification authority may be bound to its obligations under the policy by the act of issuing a certificate that includes the
associated policy identifier. And, the end-entity may be bound to ifs obligations under the policy by the act of requesting
and accepting a certificate that includes the associated policy identifier and by using the corresponding private key.
Implementations that do not use the certificate policies extension should achieve the required binding by some other
means.

ITU-T Rec. X.509 (1997)/Cor. 1 (2000 E)
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For an entity to simply declare conformance to a policy does not generally satisfy the assurance requirements of the other
entities in the framework. They require some reason to believe that the other parties operate a reliable implementation of
the policy. However, if explicitly so stated in the policy, certificate users may accept the certification authority’s
assurances that its end-entities agree to be bound by their obligations under the policy, without having to confirm this
directly with them. This aspect of certificate policy is outside the scope of the Recommendation | International Standard.

A certification authority may place limitations on the use of its certificates, in order to control the risk that it assumes as a
result of issuing certificates. For instance, it may restrict the community of certificate users, the purposes for which they
may use its certificates and/or the type and extent of damages that it is prepared to make good in the event of a failure on
its part, or that of its end-entities. These matters should be defined in the certificate policy.

Additional information, to help affected entities understand the provisions of the policy, may be included in the
ceftificate policies extension in the form of policy qualifiers.

Cross-certification

A |certification authority may be the subject of a certificate issued by another certificatiofl authocity. In’this case, the

ceftificate is called a cross-certificate, the certification authority that is the subject of thg/0e et
ceftification authority and the certification authority that issues the cross-certificate is ealed an\ints i on
authority (see Figure 1). Both the cross-certificate and the end-entity’s certificaté i f es
extension.

THe warranties and obligations shared by the subject certification authorit
t
supject certification authority may act as, or on behalf of, an end-entity"
ceftificate subject, the subject certification authority and the in
ceftificate policy identified in the end-entity’s certificate, in. acco
authority may act as, or on behalf of, a certificate user.
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Figure 1 — Cross-certification

A ertification path is said to be valid under the set of policies that are common to all certificates in the path.

An—termedinte—eertifteatton—authority—may—t—torm—be—the—subjeetofa—certifteate—isstned—by—another—eertiteation
authority, thereby creating certification paths of length greater than two certificates. And, since trust suffers dilution as
certificate paths grow in length, controls are required to ensure that end-entity certificates with an unacceptably low
associated trust level will be rejected by the certificate user. This is part of the function of the certification path
processing procedure.

In addition to the situation described above, there are two special cases to be considered:

1) the certification authority does not use the certificate policies extension to convey its policy requirements
to certificate users; and

2) the certificate user or intermediate certification authority delegates the job of controlling policy to the next
authority in the path.

4 ITU-T Rec. X.509 (1997)/Cor. 1 (2000 E)
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In the first case, the certificate should not contain a certificate policies extension at all. As a result, the set of policies
under which the path is valid will be null. But, the path may be valid nonetheless. Certificate users must still ensure that
they are using the certificate in conformance with the policies of the authorities in the path.

In the second case, the certificate user or intermediate certification authority should include the special value any-policy
in the initial-policy-set or cross-certificate. Where a certificate includes the special value any-policy, it should not include
any other certificate policy identifiers. The identifier any-policy should not have any associated policy qualifiers.

The certificate user can ensure that all its obligations are conveyed in accordance with the Recommendation |
International Standard by setting the initial-explicit-policy indicator. In this way, only authorities that use the standard
certlﬁcate pohcles extension as their way of achieving b1nd1ng are accepted in the path, and certificate users have no
additiona attra : 3
the¢y can ensure that all thelr obhgatlons are conveyed in accordance w1th the Recommendatlon | Internatlonal Stand< rd
by] setting requireExplicitPolicy in the cross-certificate.
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the-user; or

2)./it can ask the path validation module to report the set of policies for which the certification path is valid.

THe first strategy may be most appropriate when the certificate user knows, a priori, the set of policies that are acceptable
fo ils i“ eﬂf]PH 11SEe

The second strategy may be most appropriate when the certificate user does not know, a priori, the set of policies that are
acceptable for its intended use.

In the first instance, the certification path validation procedure will indicate the path to be valid only if it is valid under
one or more of the policies specified in the initial-policy-set, and it will return the sub-set of the initial-policy-set under
which the path is valid. In the second instance, the certification path validation procedure may indicate that the path is
invalid under the initial-policy-set, but valid under a disjoint set: the authorities-constrained-policy-set. Then the
certificate user must determine whether its intended use of the certificate is consistent with one or more of the certificate
policies under which the path is valid. By setting the initial-policy-set to any-policy, the certificate user can cause the
procedure to return a valid result if the path is valid under any (unspecified) policy.
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Self-issued certificates

There are three circumstances under which a certification authority may issue a certificate to itself:

1) asaconvenient way of encoding its public key for communication to, and storage by, its certificate users;

2) for certifying key usages other than certificate and CRL signing (such as time-stamping); and

3) for replacing its own expired certificates.

These types of certificate are called self-issued certificates, and they can be recognized by the fact that the issuer and
subject names present in them are identical. For purposes of path validation, self-issued certificates of type one are

Ve

rified with the public key contained in them, and if they are encountered in the path, they shall be ignored.
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lf-issued certificates of type two may only appear as end certificates in a path, and shall be processed (as-¢
tificates.

bcessing the pathLenConstraint component of the basicConstraints extensio ip-vertificates vall

he list of certificate policie
tional qualifiers are not used

tput of that process to the ce
b particular transacti

his extension m&
tical, otherwjse

d the following newisubclause 12.4.2.4:

D.4.2.4 Inhibit-any policy field

is field<specifies a constraint that indicates any-policy is not considered an explicit match for other certificate polic
the remainder of the certification path.

If-issued certificates of type three (also known as self-issued intermediate certlﬁcates) may “appear<as.intermedifite
rtificates in a path. As a matter of good practice, when replacing a key that is on the poti ion, a certification
thority should request the issuance of any in-bound cross-certificates that it requires for its replacement public Key
fore using the key. Nevertheless, if self-issued certificates are encountered in the pat \ processed |as
ermediate certificates, with the following exception: they do not contribyte g purposes [of

es

for

an
for

it |be

€S

in

ID

hibitAnyPolicy ::= EXTENSION {
SYNTAX SkipCerts
ENTIFIED BY {id-ce-inhibitAnyPolicy }}

This extension may, at the option of the certificate issuer, be either critical or non-critical. It is recommended that it be
critical, otherwise a certificate user may not correctly interpret the stipulation of the issuing CA."

Add the following to the list of OIDs in the certificateExtensions module in Annex A:

"id-ce-inhibitAnyPolicy OBJECT IDENTIFIER ::=  {id-ce 54}"

ITU-T Rec. X.509 (1997)/Cor. 1 (2000 E)
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Replace subclause 12.4.3 with the following:

"12.4.3 Certification path processing procedure

Certification path processing is carried out in a system which needs to use the public key of a remote end entity, e.g. a
system which is verifying a digital signature generated by a remote entity. The certificate policies, basic constraints,
name constraints, and policy constraints extensions have been designed to facilitate automated, self-contained
implementation of certification path processing logic.

The following is an outline of a procedure for validating certification paths. A conformant implementation shall be
functionally equivalent to the external behaviour resulting from this procedure. But, the algorithm used by a particular
implementation to derive the correct output(s) from the given inputs is not standardized.

THe inputs to the certification path processing procedure are:
a) aset of certificates comprising a certification path;

b) a trusted public key value or key identifier (if the key is stored interna
processing module), for use in Verifying the first certificate in the certificatid

c) se
his

input can also take the special value any-policy;

d) an initial-explicit-policy indicator value, which indicates whe eptak icy i i 1St
appear in the certificate policies extension field of all certifi i g

e) an initial-policy-mapping-inhibit indicator value, which indica in
the certification path

f) an initial-inhibit-policy indicator va a

constrained set; and

g) the current date/time (if not availab

=

THe values of ¢), d), ) and f) will d¢ 0

usp the certified end-entity public

Ngte that because these are individyghinputs t id i imi i es
infany given trusted publit\ke i lic
kely is the input to the p -Sef input 1ncludes policies for which the certificate user trusts that
public key Since anoth j e certification path itself, this control could be exercised or
trg

Th

d),-Sthe set of user-constrained policies, formed from the intersection of the authorities-constrained-policy-set
and the initial-policy-set;

e) explicit-policy-indicator, indicating whether the certificate user or an authority in the path requires thatfan
acceptable policy be identified in every certificate in the path; and

f)  details of any policy mapping that occurred in processing the certification path.

NOTE — If validation is successful, the certificate-using system may still choose not to use the certificate as a
result of values of policy qualifiers or other information in the certificate.

The procedure makes use of the following set of state variables:

a) authorities-constrained-policy-set. A table of policy identifiers and qualifiers from the certificates of the
certification path (rows represent policies, their qualifiers and mapping history, and columns represent
certificates in the certification path);

b) permitted-subtrees: A set of subtree specifications defining subtrees within which all subject names in
subsequent certificates in the certification path must fall, or may take the special value unbounded,

ITU-T Rec. X.509 (1997)/Cor. 1 (2000 E) 7
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