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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.

The ]:Igocedures used to develop this document and those intended for its further m
described in the ISO/IEC Directives, Part 1. In particular, the different approval criteria
differ¢nt types of document should be noted (see www.iso.org/directives).
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Introduction

This Recommendation | International Standard, together with other Recommendations | International Standards, has been
produced to facilitate the interconnection of information processing systems to provide directory services. A set of such
systems, together with the directory information that they hold, can be viewed as an integrated whole, called the Directory.
The information held by the Directory, collectively known as the Directory Information Base (DIB), is typically used to
facilitate communication between, with or about objects such as application entities, people, terminals, and distribution
lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of
technical agreement outside of the interconnection standards themselves, the interconnection of information processing
systems:

—  from different manufacturers;
— under different managements;
. of different levels of complexity; and

+  of different ages.

This Reconmendation | International Standard defines a number of attribute types which may be fogund useful across a
range of applications of the Directory, as well as a number of standard attribute syntaxes and-matching [rules. One
particular yise for many of the attributes defined herein is in the formation of names, particularly’for the classeg of objects
defined in Rec. ITU-T X.521 | ISO/IEC 9594-7.

This Reconmendation | International Standard provides the foundation frameworks upon-which industry profiles can be
defined by|other standards groups and industry forums. Many of the features defined\as'optional in these framepvorks may
be mandatpd for use in certain environments through profiles. This ninth edition_technically revises and enhances the
eighth editjon of this Recommendation | International Standard.

This ninth fedition specifies versions 1 and 2 of the Directory protocols.

Annex A, ywhich is an integral part of this Recommendation | Internatiopal Standard, provides the ASN.1 notation for the
complete module which defines the attributes, attribute syntaxes.andsmatching rules.

Annex C, which is not an integral part of this Recommendation’Nnternational Standard, provides a table of attripute types,
for easy reference.

Annex D, which is not an integral part of this Recommendation | International Standard, provides an example of upper
bounds vajue constraints. These constraints are not<reflected in these Directory Specifications, but are prgvided as a
reference fpr those implementations applying these constraints.

Annex E, Which is not an integral part of thissRecommendation | International Standard, lists alphabetically th attributes
and matching rules defined in this Directory’Specification.

Annex F, Wwhich is not an integral part of this Recommendation | International Standard, gives examples relepant to the
definition pf zonal matching.

Annex G, |which is not an integral part of this Recommendation | International Standard, describes how @ directory
distinguistied name may.bebased on object identifiers and on Uniform Resource Names (URNS).

Annex H, which is notan integral part of this Recommendation | International Standard, describes an alternafive way of
generating|directepysdistinguished based on object identifiers. It contains information retrieved from Rec. ITY-T X.660 |
ISO/IEC 9B34-1.

Annex |, which is notan m'rnnml part of this Recommendation I International Standard lists the amendmentsliand defect
reports that have been mcorporated to form this edition of this Recommendatlon | Internatlonal Standard.

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.520 (10/2019) vii
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INTERNATIONAL STANDARD
RECOMMENDATION ITU-T

Information technology — Open Systems Interconnection —
The Directory: Selected attribute types

SECTION 1 - GENERAL

ch may be

1 Scope
This Recopmendation-nternational-Standard-defines—a-numberofatiribute-types-and-matching—rHeswhi
found usefpl across a range of applications of the Directory.

Attribute t

Some attri

pes and matching rules fall into three categories, as described below.

pute types and matching rules are used by a wide variety of applications or are understood and/or U

Directory fitself.

NOTE ]
used, in

NOTE
semanti

Some attri

— It is recommended that an attribute type or matching rule defined in this Recommendation | International
preference to the generation of a new one, whenever it is appropriate for the application,

Cs. Such specifications should not be used in situations where these semantics de,not apply.

hute types and matching rules are internationally standardized, but-are/application-specific. These

in the stanglards associated with the application concerned.

Any admi
internation
through bi

2 |

The follow
constitute
were valid

histrative authority can define its own attribute types and-rmatching rules for any purpose. Thg
ally standardized, and are available to others beyond the administrative authority which created
ateral agreement.

Normative references

ing Recommendations and InternationahStandards contain provisions which, through reference i
brovisions of this Recommendation | International Standard. At the time of publication, the edition
. All Recommendations and Standards are subject to revision, and parties to agreements bas

Recomme

dation | International Standard are-encouraged to investigate the possibility of applying the most red

of the Redommendations and Standards listed below. Members of IEC and ISO maintain registers of curr
Internatiorfal Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of curr
ITU-T Reqommendations.

21

dentical Recammendations | International Standards

Recomrendation ITU-T X.500 (2019) | ISO/IEC 9594-1:2020, Information technology — Op
Interconnection — The Directory: Overview of concepts, models and services.

Recommendation ITU-T X.501 (2019) | ISO/IEC 9594-2:2020, Information technology — Op!
Interconnection — The Directory: Models.

sed by the

Standard be

P — The attribute and context types definitions by this Recommendation | International Standard have somg associated

hre defined

se are not
them only

h this text,
5 indicated
ed on this
ent edition
bntly valid
ently valid

bn Systems

bn Systems

© 150/

Interconnection — The Directory: Public-key and attribute certificate frameworks.
Interconnection — The Directory: Abstract service definition.

Interconnection — The Directory: Procedures for distributed operation.
Interconnection — The Directory: Protocol specifications.

Interconnection — The Directory: Selected object classes.

Interconnection — The Directory: Replication.

IEC 2020 - All rights reserved Rec. ITU-T X.520 (10/2019)

Recommendation ITU-T X.509 (2019) | ISO/IEC 9594-8:2020, Information technology — Open Systems
Recommendation ITU-T X.511 (2019) | ISO/IEC 9594-3:2020, Information technology — Open Systems
Recommendation ITU-T X.518 (2019) | ISO/IEC 9594-4:2020, Information technology — Open Systems
Recommendation ITU-T X.519 (2019) | ISO/IEC 9594-5:2020, Information technology — Open Systems
Recommendation ITU-T X.521 (2019) | ISO/IEC 9594-7:2020, Information technology — Open Systems

Recommendation ITU-T X.525 (2019) | ISO/IEC 9594-9:2020, Information technology — Open Systems

1
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2.2

Recommendation ITU-T X.660 (2011) | ISO/IEC 9834-1:2012, Information technology —Procedures for
the operation of object identifier registration authorities: General procedures and top arcs of the
international object identifier tree.

Recommendation ITU-T X.667 (2012) | ISO/IEC 9834-8:2014, Information technology —Procedures for
the operation of object identifier registration authorities: Generation of universally unique identifiers and
their use in object identifiers.

Recommendation ITU-T X.668 (2008) | ISO/IEC 9834-9:2008, Information technology — Open Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: Registration of object
identifier arcs for applications and services using tag-based identification.

Recommendation ITU-T X.680 (2015) | ISO/IEC 8824-1:2015, Information technology — Abstract Syntax
Notation One (ASN.1): Specification of basic notation.

Recommendation ITU-T X 681 (701 '%) ! ISQ/IEC 8824-2:2015 Information tpr‘hnnlngy — Abstract Syntax

(

Dther references

Notation One (ASN.1): Information object specification.

Recommendation ITU-T X.682 (2015) | ISO/IEC 8824-3:2015, Information technology. < Abstfact Syntax
Notation One (ASN.1): Constraint specification.

Recommendation ITU-T X.683 (2015) | ISO/IEC 8824-4:2015, Information technielogy — Abstfact Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

Recommendation ITU-T X.690 (2015) | ISO/IEC 8825-1:2015, Information technology — ASN.[L encoding
rules: Specification of Basic Encoding Rules (BER), Canonical Encoding-Rules (CER) and Digtinguished
Encoding Rules (DER).

Recommendation ITU-T E.123 (2001), Notation for natighal-and international telephone numbers, e-mail
addresses and web addresses.

Recommendation ITU-T E.164 (2010), The international public telecommunication numbering plan.
Recommendation ITU-T F.1 (1998), Operationalsprovisions for the international public telegram service.
Recommendation ITU-T F.31 (1988), Telegram retransmission system.

Recommendation ITU-T F.401 (1992),xMessage handling services: Naming and addressing|for public
message handling services.

Recommendation ITU-T T.30 (2005), Procedures for document facsimile transmission in the general
switched telephone network.

Recommendation ITU-T-T:51 (1992), Latin based coded character sets for telematic services.
Recommendation ITU-T T.62 (1993), Control procedures for teletex and Group 4 facsimile sefvices.
RecommendationJTU-T X.121 (2000), International numbering plan for public data networks.

ISO 3166-1:2013, Codes for the representation of names of countries and their subdivisiong — Part 1:
Country codes.

ISO 3166-3:2013, Codes for the representation of names of countries and their subdivisiong — Part 3:
Cade for formerly used names of countries.

ISO 639-2:1998, Codes for the representation of names of languages — Part 2: Alpha-3 code.
ISO/AEC/IEEE 9945:2009 Information technology — Portable Qperating System Interface (PQSIX) — Base

Specifications, Issue 7.

ISO/IEC 15897:2011, Information technology — User interfaces — Procedures for the registration of
cultural elements.

IETF RFC 3406 (2002), Uniform Resource Names (URN) Namespace Definition Mechanisms.
IETF RFC 3454 (2002), Preparation of Internationalized Strings (stringprep™).

IETF RFC 3492 (2003), Punycode: A Bootstring encoding of Unicode for Internationalized Domain
Names in Applications (IDNA).

IETF RFC 3641 (2003), Generic String Encoding Rules (GSER) for ASN.1 Types.

IETF RFC 3642 (2003), Common Elements of Generic String Encoding Rules (GSER) Encodings.
IETF RFC 3672 (2003), Subentries in the Lightweight Directory Access Protocol (LDAP).

IETF RFC 3986 (2005), Uniform Resource ldentifier (URI): Generic Syntax.

Rec. ITU-T X.520 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=c5c53414506e81ff8b1880ed2f743ee1

ISO/IEC 9594-6:2020 (E)

IETF RFC 4512 (2006), Lightweight Directory Access Protocol (LDAP): Directory Information Models.

IETF RFC 4514 (2006); Lightweight Directory Access Protocol (LDAP): String Representation of
Distinguished Names.

IETF RFC 4517 (2006), Lightweight Directory Access Protocol (LDAP): Syntaxes and Matching Rules.

IETF RFC 4520 (2006), Internet Assigned Numbers Authority (IANA) Considerations for the Lightweight
Directory Access Protocol (LDAP).

IETF RFC 4792 (2007), Encoding Instructions for the Generic String Encoding Rules (GSER).

IETF RFC 5890 (2010), Internationalized Domain Names for Applications (IDNA): Definitions and
Document Framework.

IETF RFC 5892 (2010), The Unicode Code Points and Internationalized Domain Names for Applications
(IDNA).

2.3 ISO/IEC Standards

3 Definitions
For the pugposes of this Recommendation | International Standard.the following definitions apply:

The following terms are defined in Rec. ITU-T X.501 | ISO/IEC 9594-2:

4)
)
1)

)

[t

4 Ab

For the purposes of this Recommendation | International Standard, the following abbreviations apply:

AFI

EPC Eléctronic Product Code
FQDN _“Fully-Qualified Domain Name
bSER.J) Generic String Encoding Rules

DN Internationalized Domain Name

National Imagery and Mapping Agency (NIMA): TR 8350.2 (1984), Department of Defgnse World
Geodetic System, third edition.

The Unicode Consortium. The Unicode Standard, Version 4.0.0, defined by: The ‘Unicode| Standard,
Version 4.0 (Reading, MA: Addison-Wesley, 2003. ISBN 0-321-18578-1).

Unicode Standard Annex #15: Unicode Normalization Forms, by Mark Davis andMartin Durst. An integral
part of The Unicode Standard, Version 4.0.

ISO/IEC 10646:2017, Information technology — Universal Coded-€haracter Set (UCS).

attribute type;
context;
matching rule;
object class.

breviations

Application Family Identifier

LDAP  Lightweight Directory Access Protocol
LDH Letters, Digits, Hyphen

RFI

D  Radio Frequency ldentification

RDN Relative Distinguished Name

ull

Unique Item Identifier

URL Uniform Resource Locator
URN Uniform Resource Name

UTM Universal Transverse Mercator

uu

ID  Universally Unique Identifier

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.520 (10/2019) 3
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5 Conventions

The term "Directory Specification" (as in "this Directory Specification™) shall be taken to mean Rec. ITU-T X.520 |
ISO/IEC 9594-6. The term "Directory Specifications" shall be taken to mean the Rec. ITU-T X.500 | ISO/IEC 9594-1,
Rec. ITU-T X.501 | ISO/IEC 9594-2, Rec. ITU-T X.511 | ISO/IEC 9594-3, Rec. ITU-T X.518 | ISO/IEC 9594-4, Rec.
ITU-T X.519 | ISO/IEC 9594-5, Rec. ITU-T X.520 | ISO/IEC 9594-6, Rec ITU-T X.521 | ISO/IEC 9594-7 and Rec.
ITU-T X.525 | ISO/IEC 9594-9.

If an International Standard or ITU-T Recommendation is referenced within normal text without an indication of the
edition, the edition shall be taken to be the latest one as specified in the normative references clause.

Prior to year 2020, the parts making up the Directory Specifications progressed together and can therefore collectively be
identified as the Directory Specifications of a specific edition using the format: Rec. ITU-T X.5** (yyyy) | ISO/IEC 9594-
*yyyy (e.g.; Rec ITU-T X.5** (1993) | ISO/IEC 9594-*:1995).

This Direcfory Specification makes extensive use of Abstract Syntax Notation One (ASN.1) for the formal Sgecification
of data typgs and values, as it is specified in Rec. ITU-T X.680 | ISO/IEC 8824-1, ITU-T X.681 | ISO/IEC.88R4-2, ITU-
T X.682 | ISO/IEC 8824-3, ITU-T X.683 | ISO/IEC 8824-4 and Rec. ITU-T X.690 | ISO/IEC 8825-1!

This Directory Specification presents ASN.1 notation in the bold Courier New typeface. When ASN.1 typesjand values
are refererjced in normal text, they are differentiated from normal text by presenting them“in the bold Cqurier New
typeface. The names of procedures, typically referenced when specifying the semantics of(precessing, are differentiated
from normial text by displaying them in bold Times New Roman. Access control permissions are presented in italicized
Times New Roman.

If the items in a list are numbered (as opposed to using "—" or letters), then the.items shall be considered] steps in a
procedure.

Attribute types, matching rules and context types are defined in this Recommendation | International Standargl by use of
the ATTRIBUTE, MATCHING-RULE and CONTEXT information abject classes defined in Rec. ITU-T X.501 |
ISO/IEC 9p94-2.

Examples pf the use of the attribute types are described using¢aninformal notation, where attribute type and palue pairs
are represgnted by an acronym for the attribute type, followed by an equals sign ("="), followed by the example value for
the attribute.

4 Rec. ITU-T X.520 (10/2019) © ISO/IEC 2020 - All rights reserved
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SECTION 2 - SELECTED ATTRIBUTE TYPES

6 Definition of selected attribute types

ISO/IEC 9594-6:2020 (E)

This Directory Specification defines a number of attribute types which may be found useful across a range of applications

of the Directory.

Many of the attribute types defined in this Directory Specification are based on a common ASN.1 syntax:

UnboundedDirectoryString ::= CHOICE ({
teletexString TeletexString (SIZE (1..MAX)),
printableString PrintableString(SIZE (1..MAX)),

bmpString BMPString (SIZE (1..MAX)),
univer[salString UniversalString(STIZE (I..MAX)),
uTF8SYring UTF8String (SIZE (1..MAX)) }

A few attripute types are based on the following data type:

DirectornyString{INTEGER:maxSize} ::= CHOICE {
teletelxString TeletexString (SIZE (1..maxSize,...))
printapbleString PrintableString(SIZE (1l..maxSize,...

bmpString BMPString (SIZE (1..maxSize,...)),
universalString UniversalString(SIZE (1..maxSize,..
uTF8SYring UTF8String (SIZE (1..maxSize,...)) }

I4

).,

)y

NOTE 1 — The above syntaxes are also used in other parts of these Directory Specifications.

NOTE 2 — The use of TeletexString is deprecated.

6.1 $ystem attribute types

6.1.1 Knowledge information

A value of|the knowledgeInformation attribute type holds a human readable accumulated description of knowledge

mastered Ry a specific DSA.
NOTE + This attribute is now obsolete.

knowledgeInformation ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALIITY MATCHING RULE caseIgnoreMatch
OBSOLHETE TRUE
ID id-at-knowledgeInformation }

6.2 Labelling attribute types

These attriputes type are concerned with information about objects which has been explicitly associated with the objects

by a labell|ng process,

6.2.1 Name
The name [attfibute type is the attribute supertype from which string attribute types typically used for namipg may be
formed.
name ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id
LDAP-NAME {"name"}
ID id-at-name }

6.2.2 Common name

A value of the commonName attribute type holds an identification of an object. A common name is not a directory name
in itself; it is a (possibly ambiguous) name by which the object is commonly known in some limited scope (such as an
organization) and conforms to the naming conventions of the country or culture with which it is associated.

© ISO/IEC 2020 - All rights reserved
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An attribute value for Common Name is a string chosen by either the person or organization it describes or the
organization responsible for the object it describes for devices and application entities. For example, a typical name of a
person in an English-speaking country comprises a personal title (e.g., Mr., Ms., Rd, Professor, Sir, Lord), a first name,
middle name(s), last name, generation qualifier (if any, e.g., Jr.) and decorations and awards (if any, e.g., QC).

Examples

CN = "Mr. Robin Lachlan McLeod BSc(Hons) CEng MIEE";
CN = "Divisional Coordination Committee";
CN = "High Speed Modem".

Any variants should be associated with the named object as separate and alternative attribute values.

Other common variants should also be admitted, e.g., use of a middle name as a preferred first name; use of "Bill" in

place of "Wittram™ etc:
commonName ATTRIBUTE =
SUBTY OF
WITH TAX
LDAP- TAX
LDAP-
ID
6.2.3 $urname

name
UnboundedDirectoryString
directoryString. &id
{"cn", "commonName" }
id-at-commonName }

An attribufe of the type surname specifies the linguistic construct which normally is inherited by an individu
individual'p parent or assumed by marriage, and by which the individual is commonly known.

An attribute value for Surname is a string, e.g., "McLeod".

surname ATTRIBUTE ::= {
SUBTYBE OF
WITH TAX
LDAP- TAX
LDAP-
ID
6.2.4 Given Name
The Given

name
UnboundedDirectoryString
directoryString. &id
{"sn"

id-at-surname }

Name attribute type specifies the\linguistic construct which is normally given to an individ

individual'p parent, or is chosen by the individual, or by which the individual is commonly known.

An attribute value for Given Name is 4 string, e.g., "David" or "Jean-Paul".

givenName ATTRIBUTE ::=
SUBTYHE OF
WITH SYNTAX
LDAP- TAX
LDAP-
ID

{

name
UnboundedDirectoryString
directoryString. &id
{"givenName"}
id-at-givenName }

An attribute value for Initials is a string, e.g., "D" or "D." or "J.P.".

initials ATTRIBUTE :
SUBTYPE OF
WITH SYNTAX
LDAP-SYNTAX

= {

LDAP-NAME
ID
6.2.6 Generation Qualifier

name
UnboundedDirectoryString
directoryString. &id
{"initials"}
id-at-initials }

bl from the

Lal by the

The Generation Qualifier attribute type contains a string which is used to provide generation information to qualify an

individual's name.
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An attribute value for Generation Qualifier is a string, e.g., "Jr." or "1I".

generationQualifier ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString. &id
LDAP-NAME {"generationQualifier"}
ID id-at-generationQualifier }

6.2.7 Unique ldentifier

The Unique Identifier attribute type specifies an identifier which may be used to distinguish between object references
when a distinguished name has been reused. It may be, for example, an encoded object identifier, certificate, date,
timestamp, or some other form of certification on the validity of the distinguished name.

An attribute value for Unique Identifier is a bit string.

ntifier ATTRIBUTE ::= {

WITH TAX UniqueIdentifier
EQUALITY MATCHING RULE bitStringMatch
LDAP-SYNTAX bitString.&id
LDAP- {"x500UniqueIdentifier"}
iD id-at-uniqueIdentifier }
UniqueIdentifier ::= BIT STRING
6.2.8 N Qualifier
The DN Qualifier attribute type specifies disambiguating information to add to the relative distinguished rjame of an

entry. It isfintended to be used for entries held in multiple DSAs which would otherwise have the same name, pnd that its

TAX PrintableString

Y MATCHING RULE caseIgnoreMatch

G MATCHING RULE caseIgnoreOrderingMatch
INGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP- TAX printableString. &id
LDAP- {"dnQualifier"}
ID id-at-dnQualifier }

6.2.9 $erial Number
The Serial|Number attribute type specifies an identifier or the serial number of an object.

An attribute value for Serial Number is a printable string.

serialNumber ATTRIBUTE~: := {
WITH SYNTAX PrintableString (SIZE (1..MAX))
EQUALIITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX printableString. &id
LDAP- {"serialNumber"}
ID id-at-serialNumber }

6.2.10 Pseudonym

The Pseudonym attribute type specifies a pseudonym for an object. It is used for naming an object when it is to be made
clear that its name is a pseudonym.

pseudonym ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-pseudonym }

6.2.11  Universal Unique ldentifier Pair

The Universal Unique Identifier Pair attribute type specifies a pair of Universal Unique Identifiers (UUID), as specified
in Rec. ITU-T X.667 | ISO/IEC 9834-8. The pair collectively represents an issuer/subject relationship, the nature of which
is outside the scope of this Directory Specification. The initial UUID in the pair represents the issuer, and the trailing
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UUID in the pair represents the subject of the issuer/subject relationship. An example of such a relationship is a user
account.

uUIDPair ATTRIBUTE ::= {
WITH SYNTAX UUIDPair
EQUALITY MATCHING RULE uUIDPairMatch
ID id-

at-uuidpair }

UUIDPair ::= SEQUENCE {
issuerUUID UuUID,
subjectUUID UUID,

}

UUID ::=_QCTET STRING(SIZE (16)) -- UUID format only

6.2.12 URI
A value of|attribute type uri holds a uniform resource identifier (URI) as defined in IETF RFC 3986.

uri ATTRIBUTE ::= {
WITH S)YNTAX URI
EQUALITY MATCHING RULE uriMatch
LDAP-SYNTAX directoryString. &id
LDAP-NAME {"uri"
ID id-at-uri }

URI ::= [UTF8String

6.213 UYRN

A value of|attribute type urn holds a uniform resource name (URN)/as defined in IETF RFC 3406.

urn ATTRIBUTE ::= {
SUBTY OF uri
LDAP- TAX directoryStringx &id
LDAP- {"urn"
ID id-at-urn }
6.2.14 WRL

A value of|attribute type url holds a uniform resource locator (URL).

url ATTRIBUTE ::= {
SUBTY OF uri
LDAP- TAX directoryString. &id
LDAP- {"url"}
ID id-at-url }

6.2.15 [Pomain nare

A value offattripute type dnsName is used for holding a DNS domain name, which may be an internationalied domain
name (IDN).

dnsName ATTRIBUTE ::= {

WITH SYNTAX DomainName

EQUALITY MATCHING RULE dnsNameMatch

LDAP-SYNTAX dnsString. &id

LDAP-NAME {"DNS name"}

ID id-at-dnsName }
DomainName ::= UTF8String (CONSTRAINED BY { -- Conforms to the format of a
(internationalized) domain name. -- })

A value of the bomainName data type shall be in the syntax, as specified by section 2.3.1 of IETF RFC 5890 meaning
that a domain name is a sequence of labels in the letters, digits, hyphen (LDH) format separated by dots.

A label may be in three formats:
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a) All characters in the label are from the Basic Latin collection as defined by ISO/IEC 10646 (i.e., having
code points in the ranges 002D, 0030-0039, 0041-005A and 0061-007A) and it does not start with "xn--".
The maximum length is 63 octets.

b) Itis an A-label as defined in IETF RFC 5890, i.e., it starts with the "xn--" and is a U-label converted to

valid ASCII characters as in item a) using the Punycode algorithm defined by IETF RFC

3492. The

converted string shall be maximum 59 octets. To be valid, it shall be possible for an A-label to be converted

to a valid U-label.
NOTE 1 — An A-label is normally not human readable.

c) Itisa U-label as defined in IETF RFC 5890, i.e., it contains characters outside the Basic Latin
A valid U-label shall not include any characters that are not included in the restricted Unicode repertoire

NOTE ?
NOTE 3

An attribu

shall be a fully-qualified domain name (FQDN), i.e., it shall identify a particular entity. An FQDN-may have

as defined by IETF RFC 5892 and it shall be convertible to a valid A-label as defined in item
U-label may be more than 63 octets.

collection.

b). A valid

— In a constraint environment, it is recommended to use a domain name whenever possible, according to jten
— When used as a haming attribute, a unique distinguished name may be constructed using only this attfibute

e of type dnsName t0 be used as a distinguished name in a public-key certificate or in an-attributg

a).
type.

certificate
an asterisk

("*") as an gdditional leftmost label, which is a substitute (wildcard) for all labels at the next Jevels of subdomnfains of the
domain idgntified by the FQDN without the asterisk. An attribute of type dnsName holding.an FQDN withfa wildcard
label may |n some cases be used in the subject component of an end-entity public-key certificate.
6.2.16 IInternationalized email address attribute type
A value offattribute type intEmail is used for holding an internationalized email address.
intEmaill ATTRIBUTE ::= {

WITH SYNTAX IntEmail

EQUALITY MATCHING RULE intEmailMatch

SINGLE VALUE TRUE

LDAP-SYNTAX intMailString. &id

LDAP-NAME {"Internationalized Email"}

ID id-at-intEmail }
IntEmail] ::= UTF8String (CONSTRAINED BY {\'-- Conforms to the format of an
(internationalized) email address. -- (})
The requirgments of the labels of the domain part'of an internationalized email address are as specified for donpain names
(see clausg 6.2.15), except that an asterisk (% shall not be used as label.

If neither the local part nor the domaif part both holds non-ASCII characters, then the mail attribute type gpecified in
clause 6.17.3 should be used.
If only thel|local part uses ASCII cgaracters, the A-label should be used for the domain name allowing the mai1 attribute
type to be lised.
6.2.17  Jabber identifier attribute type
A value of|attributetype jid is used for holding a jabber identifier as specified in IETF RFC 7633.
jid ATTRIBUTE ::= {
WITH S¥NEFAX Fiet
EQUALITY MATCHING RULE jidMatch
SINGLE VALUE TRUE
LDAP-SYNTAX jidString.&id
LDAP-NAME {"Jabber identifier"}
ID id-at-jid }
Jid ::= UTF8String (CONSTRAINED BY { /* Conforms to the format of a jabber identifier.

*/ 1

6.2.18  Object identifier attribute type

A value of

objectId
WITH S

attribute type objectIdentifier is used for holding an object identifier.

entifier ATTRIBUTE ::= {
YNTAX OBJECT IDENTIFIER

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.520 (10/2019)
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EQUALITY MATCHING RULE objectIdentifierMatch

SINGLE VALUE TRUE

LDAP-SYNTAX oid. &id

LDAP-NAME {"Object Identifier"}

D id-at-objectIdentifier }

When an object is identified by an object identifier, a value of this attribute type may be used as the only RDN in a
distinguished name that uniquely identifies the object.

6.3 Geographical attribute types

These attribute types are concerned with geographical positions or regions with which objects are associated.

6.3.1 Country Name

A value of the countryName attribute type specifies a country. When used as a component of a directefy name, it
identifies the country in which the named object is physically located or with which it is associated in some.othef important
way.

An attribute value for country name is a string chosen from 1SO 3166-1 alpha-2.

country! e ATTRIBUTE = {
SUBTY OF name
WITH TAX CountryName
SINGLE VALUE TRUE
LDAP- TAX countryString. &id
LDAP- {"c"
iD id-at-countryName }
CountryName ::= PrintableString(SIZE (2)) (CONSTRAINED. BY { -- ISO 3166 alpha-2 cpdes

only -- |})

6.3.2 Country code with three characters

A value of countryCode3c attribute type specifies a country-MWhen used as a component of a directory name, rl[t identifies
the country in which the named object is physically located or with which it is associated in some other important way.

An attribute value for countryCode3c is a string chosen from 1SO 3166-1 alpha-3.

countryCode3c ATTRIBUTE ::= ({

SUBTY OF name

WITH TAX CountryCode3c

SINGLE VALUE TRUE

LDAP- TAX countryString3c. &id

LDAP- {"c3"}

iD id-at-countryCode3c }
CountryQode3c ::= PrintableString(SIZE (3)) (CONSTRAINED BY { -- ISO 3166 alpha-3| codes
only -- })

6.3.3 Numerig-character country code

A value of eguntryCode3n attribute type specifies a country. When used as a component of a directory name, [t identifies
the country mahich tha namad Alhiant 1o nhvcinallhy lanatnd Avvapth vadhich it 10 aceaniatad 1n camn Athay 1mana tant Way.

TV ST tHC o T IC U U0 C o T IO Py STy TOTTtC U OT vy It T v F G It 1o o oou T atC U T SO ot o oTl

An attribute value for countryCode3n is a string chosen from 1SO 3166-1 numeric-3.

countryCode3n ATTRIBUTE ::= ({

SUBTYPE OF name

WITH SYNTAX CountryCode3n

SINGLE VALUE TRUE

LDAP-SYNTAX countryString3n. &id

LDAP-NAME {"n3"}

ID id-at-countryCode3n }
CountryCode3n ::= NumericString(SIZE (3)) (CONSTRAINED BY { -- ISO 3166 numeric-3 codes
only -- })
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6.3.4 Locality Name

The Locality Name attribute type specifies a locality. When used as a component of a directory name, it identifies a
geographical area or locality in which the named object is physically located or with which it is associated in some other
important way.

An attribute value for Locality Name is a string, e.g., L = "Edinburgh".

localityName ATTRIBUTE ::= {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString. &id
LDAP-NAME {"1"}
D id-at-localityName }

The Colledtive Locality Name attribute type specities a locality name Tor a collection ot entries.

collectijveLocalityName ATTRIBUTE ::= {
SUBTYPE [OF localityName

COLLECTIIVE TRUE

LDAP-SYNTAX directoryString. &id
LDAP-NAME {"c-1"}

ID id-ay-collectiveLocalityName }

6.3.5 $tate or Province Name

The State ¢r Province Name attribute type specifies a state or province. When used)as a component of a diregtory name,
it identifie} a geographical subdivision in which the named object is physically-located or with which it is aspociated in
some otheff important way.

An attribute value for State or Province Name is a string, e.g., S = "Ohig*.

stateOrProvinceName ATTRIBUTE ::= {
OF name
TAX UnboundedDirectoryString
TAX directoryString:&id

{"Stll}
id-at-stateOxProvinceName }

eStateOrProvinceName ATTRIBUTE ::= ({
OF stateOrProvinceName
IVE TRUE
TAX directoryString. &id
{ " c_stu }
id-at-collectiveStateOrProvinceName }
6.3.6 $treet Address
The Street|Address attribute type specifies a site for the local distribution and physical delivery in a postal addrgss, i.e., the

street namg, place;-avenue and house number. When used as a component of a directory name, it identifie§ the street
address at which.the named object is located or with which it is associated in some other important way.
An attribute-vattue-for-Street-Adaressisa-strnge-g—Arufstrake-66
streetAddress ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch

SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"street"}

ID id-at-streetAddress }
The Collective Street Address attribute type specifies a street address for a collection of entries.
collectiveStreetAddress ATTRIBUTE ::= {

SUBTYPE OF streetAddress

COLLECTIVE TRUE

LDAP-SYNTAX directoryString. &id
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LDAP-NAME {"c-street"}

ID

id-at-collectiveStreetAddress }

6.3.7 House Identifier

The House Identifier attribute type specifies a linguistic construct used to identify a particular building, for example a
house number or house name relative to a street, avenue, town or city etc.

An attribute value for House Identifier is a string, e.g., "14".

houseldentifier ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id
LDAP-NAME {"houseIdentifier"}
ID id-at-houseldentifier }

6.3.8 WTM coordinates attribute type

An attribufe of type utmCoordinates gives the coordinates in the Universal Transverse Mertcator (UTM)
system.
utmCoordinates ATTRIBUTE ::= {
WITH S)YNTAX UtmCoordinates
SINGLE VALUE TRUE
ID id-at-utmCoordinates }
UtmCoordinates ::= SEQUENCE {
zone PrintableString,

easting NumericString,
northing NumericString }

The zone
characters.

The easting component gives the easting values in metres.

The northing component gives the northing valué.J®’ metres.

6.4 (Organizational attribute types

These attri

pute types are concerned with organizations and can be used to describe objects in terms of organiz

which they are associated.

6.4.1 (Organization Name

The Organization Name attribute type specifies an organization. When used as a component of a directo
identifies gn organization'\with which the named object is affiliated.

An attrib

te value~for organizationName is a string chosen by the organization (e.g., O

Telecommpnications plc™). Any variants should be associated with the named Organization as separate and
attribute values,

coordinate

component gives the value of the UTM zone. It consists of a single letter followed by up to two numeric

htions with

y name, it

"Scottish
alternative

organizationName ATTRIBUTE ::= ({
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString. &id
LDAP-NAME {"o"}
ID id-at-organizationName }

The Collective Organization Name attribute type specifies an organization name for a collection of entries.

collectiveOrganizationName ATTRIBUTE ::= ({
SUBTYPE OF organizationName
COLLECTIVE TRUE
LDAP-SYNTAX directoryString. &id
LDAP-NAME {"c-o"}
D id-at-collectiveOrganizationName }

12

Rec. ITU-T X.520 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=c5c53414506e81ff8b1880ed2f743ee1

ISO/IEC 9594-6:2020 (E)

6.4.2 Organizational Unit Name

The Organizational Unit Name attribute type specifies an organizational unit. When used as a component of a directory
name, it identifies an organizational unit with which the named object is affiliated.

The designated organizational unit is understood to be part of an organization designated by an organizationName
attribute. It follows that if an Organizational Unit Name attribute is used in a directory name, it shall be associated with
an organizationName attribute.

An attribute value for Organizational Unit Name is a string chosen by the organization of which it is part (e.g., OU =
"Technology Division"). Note that the commonly used abbreviation "TD" would be a separate and alternative attribute
value.

Example
—"Scottet; O—"FD"
organizationalUnitName ATTRIBUTE ::= {
SUBTY OF name
WITH TAX UnboundedDirectoryString
LDAP- TAX directoryString. &id
LDAP- {"ou"}
iDp id-at-organizationalUnitName }

tive Organizational Unit Name attribute type specifies an organizational unit\name for a collection|of entries.

collectijveOrganizationalUnitName ATTRIBUTE ::= {
SUBTY OF organizationalUnitName
COLLEQTIVE TRUE
LDAP- TAX directoryString. &id
LDAP- {"c-ou"
iD id-at-collectiveOrganizationalUnitName }

6.4.3 Title

The Title gttribute type specifies the designated position or-function of the object within an organization.
An attribute value for Title is a string.

Example

T = "Mandger, Distributed Applications"

title ATITRIBUTE ::= {
SUBTY OF name
WITH TAX UnboundedDirectoryString
LDAP- TAX directoryString. &id
LDAP- {"title"}
D id-at-title }

6.4.4 (Organization identifier

An attribyte of.-type organizationIdentifier holds an identification of an organization differenf from the
organizatign name.

organizationIdentifier ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

SINGLE VALUE TRUE

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"organizationIdentifier"}

ID id-at-organizationIdentifier }

6.5 Explanatory attribute types

These attribute types are concerned with explanations (e.g., in a natural language) of something about an object.
6.5.1 Description

The Description attribute type specifies text that describes the associated object.
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For example, the object "Standards Interest" might have the associated description "distribution list for exchange of

information about intra-company standards development".

An attribute value for Description is a string.

description ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id
LDAP-NAME {"description"}
ID id-at-description }

6.5.2 Search Guide

The Searcl Guide attribute type specifies information of suggested search criteria which may be included in.sd
expected t¢ be a convenient base-object for the search operation, e.g., country or organization.

Search criteria consist of an optional identifier for the type of object sought and combinations of attribute types
operators tp be used in the construction of a filter. It is possible to specify for each search criteria itefmthe matg
e.g., approkimate match.

The Searcl Guide attribute may recur to reflect the various types of requests, e.g., search for-a Residential P¢
Organizatipnal Person, which may be fulfilled from the given base-object where the Search Guide is read.

searchGuide ATTRIBUTE ::= {

WITH TAX Guide

LDAP- TAX guide. &id

LDAP- {"searchGuide"}

ID id-at-searchGuide }
Guide ::F SET ({

objectClass [0] OBJECT-CLASS.&id OPTIONAL,

criterjia [1] Criteria,

}

Criteriag ::= CHOICE {

type |[0] CriteriaItem,
and [1] SET OF Criteria,
or [2] SET OF Criteria,
not [3] Criteria,

CriteriaItem ::= CHOICE {

ilty [0] .AttributeType,
ings [1) “\AttributeType,
OrEqual [2],7 AttributeType,
qual [31 AttributeType,
imateMatch \[4] AttributeType,

Example

The followingis a potential value of the Search Guide attribute that could be stored in entries of object class

me entries

hnd logical
hing level,

rson or an

| ocality to

indicate how entries of object class Residential Person might be found:

residential-person-guide Guide ::= {
objectClass residentialPerson.&id,
criteria and : {
type : substrings : commonName. &id,
type : substrings : streetAddress.é&id } }

The construction of a filter from this value of Guide is straightforward.

Step (1) produces the intermediate Filter value:

intermediate-filter Filter ::=
and : {
item : substrings {
type commonName.é&id,
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strings { any : teletexString : "Dubois" }},
item : substrings {

type streetAddress. &id,

strings { any : teletexString "Hugo" } } }

Step (2) produces a filter for matching Residential Person entries in the subtree:

residential-person-filter Filter ::=
and : {
item :equality : {
type objectClass.é&id,
assertion residentialPerson.é&id },
intermediateFilter }

6.5.3 Enhanced Search Guide

The Enharjced Search Guide attribute provides an enhancement of the searchGuide attribute, adding inform
the recomrended search depth for searches among subordinate objects of a given object class.

enhancedSearchGuide ATTRIBUTE ::= {
WITH SYNTAX EnhancedGuide
LDAP-SYNTAX enhancedGuide. &id
LDAP- {"enhancedSearchGuide"}
ID id-at-enhancedSearchGuide }
EnhancedGuide ::= SEQUENCE {
objectClass [0] OBJECT-CLASS.&id,
criterjia [1] Criteria,
subse [2] INTEGER {
baseObject (0),
onellevel (1),

wholleSubtree (2)} DEFAULT onelevel,
}

6.5.4 Business Category

The Business Category attribute type specifies information concerning the occupation of some commd
e.g., people. For example, this attribute provides the-facility to interrogate the Directory about people sharin
occupatior].

businessiCategory ATTRIBUTE ::= {
WITH TAX UnboundedDirectoryString
T

EQUALIITY MATCHING RULE caselgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch
LDAP- AX directoryString. &id

LDAP- {"businessCategory"}

D id-at-businessCategory }

6.6 Postal addressing attribute types

These attripute types are concerned with information required for physical postal delivery to an object.

6.6.1 Postal Address

htion about

n objects,
) the same

The Postal Address attribute type specifies the address information required for the physical delivery of postal messages

by the postal authority to the named object.

An attribute value for Postal Address will be typically composed of selected attributes from the MHS Unformatted

Postal O/R Address version 1 according to Rec. ITU-T F.401 and limited to 6 lines of 30 characters each, i

ncluding a

postal country name. Normally the information contained in such an address could include an addressee's name, street
address, city, state or province, postal code and possibly a Post Office Box number depending on the specific requirements

of the named object.

postalAddress ATTRIBUTE ::= {
WITH SYNTAX PostalAddress
EQUALITY MATCHING RULE caseIgnorelListMatch
SUBSTRINGS MATCHING RULE caseIgnorelListSubstringsMatch
LDAP-SYNTAX postalAddr. &id
LDAP-NAME {"postalAddress"}

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.520 (10/2019)
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D id-at-postalAddress }
PostalAddress ::= SEQUENCE SIZE (1..MAX) OF UnboundedDirectoryString

The Collective Postal Address attribute type specifies a postal address for a collection of entries.

collectivePostalAddress ATTRIBUTE ::= {
SUBTYPE OF postalAddress
COLLECTIVE TRUE
LDAP-SYNTAX postalAddr. &id
LDAP-NAME {"c-PostalAddress"}
ID id-at-collectivePostalAddress }

6.6.2 Postal Code

The Postal Code attribute type specifies the postal code of the named object. If this attribute value is present, it will be
part of the[object's postal address.

An attribute value for Postal Code is a string.

postalCode ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALIITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id
LDAP-NAME {"postalCode"}
iDp id-at-postalCode }

The Collegtive Postal Code attribute type specifies a postal code for a collectionof entries.

collectijvePostalCode ATTRIBUTE ::= {
SUBTY OF postalCode
COLLEQTIVE TRUE
LDAP- TAX directoryString. &id

{"c-PostalCode"}
id-at-collectivePostalCode }

The Post Qffice Box attribute type specifies the Post.@ffice Box by which the object will receive physical postgl delivery.

postOffilceBox ATTRIBUTE ::= {
WITH TAX UnboundedDirectoryString
EQUALIITY MATCHING RULE caseIgnoreMatch

LDAP- TAX directoryString. &id
{"postOfficeBox"}
id-at-postOfficeBox }

collectijvePostOfficeBox ATTRIBUTE ::= {
SUBTY OF postOfficeBox
COLLEQTIVE TRUE
LDAP- AX directoryString-—&id
LDAP-NAME {"c-PostOfficeBox"}

ID id-at-collectivePostOfficeBox }

6.6.4 Physical delivery office name

The Physical Delivery Office Name attribute type specifies the name of the city, village, etc., where a physical delivery
office is situated.
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An attribute value for Physical Delivery Office Name is a string.

physicalDeliveryOfficeName ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
SUBSTRINGS MATCHING RULE
LDAP-SYNTAX
LDAP-NAME
ID

= |
UnboundedDirectoryString
caseIgnoreMatch
caselgnoreSubstringsMatch
directoryString. &id
{"physicalDeliveryOfficeName"}
id-at-physicalDeliveryOfficeName }

The Collective Physical Delivery Office Name attribute type specifies a physical delivery office name for a collection of
entries.

collectivePhysicalDeliveryOfficeName ATTRIBUTE ::= {

SUBTYPE OF physicalDeliveryOfficeName

COLLE(TIVE TRUE

LDAP- TAX directoryString. &id

LDAP- {"c-PhysicalDeliveryOfficeName"}

iDp id-at-collectivePhysicalDeliveryOfficeName }
6.7 Telecommunications addressing attribute types

These attn
telecommd

bute types are concerned with addressing information needed to communiCate with the oRject using
nication means.

6.7.1 Telephone number

A value of|the telephoneNumber attribute type is used for holding a telephone number associated with an olpject.

An attribufe value for Telephone Number is a string that shall comply with the internationally agreed format fi
international telephone numbers, as indicated in clause 2.5 of Rec. JHU-T E.123 (e.g., "+ 44 582 10101"). Ho
allowed to

br showing
vever, it is
insert hyphens (-) in addition to the + sign, spaces and:figures. Other characters from the PrintablleString

repertoire $hall not be used.

telephoneNumber ATTRIBUTE ::= ({
WITH TAX TelephoneNumbek
EQUALITY MATCHING RULE telephoneNumberMatch

SUBSTRINGS MATCHING RULE telephoneNumberSubstringsMatch

LDAP- TAX printableString. &id

LDAP- {"telephoneNumber"}

iD id-at-telephoneNumber }
TelephoneNumber ::= PrintableString(SIZE (1l..ub-telephone-number))
-- Stri complying with _Rec. ITU-T E.123 only
ub-telephone-number INTEGER ::= 32
A value of{the collectiveTelephoneNumber attribute type is used for holding a telephone number for a cgllection of
entries.
collectiveTelephoneNumber ATTRIBUTE ::= {

SUBTY OF telephoneNumber

COLLEQTIVE TRUE

LDAP-SYNTAX printableString. &id

LDAP-NAME {"c-TelephoneNumber"}

ID id-at-collectiveTelephoneNumber }

6.7.2 Telex Number

The Telex Number attribute type
associated with an object.

specifies the telex number, country code, and answerback code of a telex terminal

telexNumber ATTRIBUTE ::= {

WITH SYNTAX
LDAP-SYNTAX
LDAP-NAME
ID

TelexNumber SEQUENCE {

© ISO/IEC 2020 - All rights reserved
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telexNumber PrintableString(SIZE (1..ub-telex-number)),
countryCode PrintableString(SIZE (1l..ub-country-code)),
answerback PrintableString (SIZE (1..ub-answerback)),

}

ub-telex-number INTEGER = 14
ub-country-code INTEGER =4
ub-answerback INTEGER =8

The Collective Telex Number attribute type specifies a telex number for a collection of entries.

collectiveTelexNumber ATTRIBUTE ::= {

SUBTYPE OF telexNumber

COLLECTIVE TRUE

LDAP-SYNTAX telexNr. &id

LDAP- {"c-TelexNumber"}

ID id-at-collectiveTelexNumber }
6.7.3 eletex Terminal Identifier

An attribufe value for Teletex Terminal Identifier is a string which complies with CCITT Rec. F.200 and an g
whose conmponents are according to Rec. ITU-T T.62.

-- teletexTerminalldentifier ATTRIBUTE ::= {

-- WITH SYNTAX TeletexTerminalIdentifier

-- iD id-at-teletexTerminalIdentifier }

-- TeletexTerminalldentifier ::= SEQUENCE ({

-- teletexTerminal PrintableString (STIZE(1l..ub-teletex-terminal-id)),
-- pajameters TeletexNonBasicParameters OPTIONAL }

The Collegtive Teletex Terminal Identifier attribute type specifies a Teletex terminal identifier for a collection

-- collectiveTeletexTerminalIdentifiér ATTRIBUTE ::= {

-— SUBTYPE OF teletexTeérminalldentifier

-- COLLECTIVE TRUE

-- IDp id-at~collectiveTeletexTerminalIdentifier }

6.7.4 Facsimile telephone Atumber

The Facsimile Telephone Number attribute type specifies a telephone number for a facsimile terminal (and op
parameterd) associated withian object.

An attribute value for'the Facsimile Telephone Number is a string that complies with the internationally agri

pters) for a

ptional set

of entries.

tionally its

ped format

for showing international telephone numbers, Rec. ITU-T E.123 (e.g., "+81 3 347 7418") and an optiona} bit string

(formatted|aceording to Rec. ITU-T T.30).

facsimileTelephoneNumber ATTRIBUTE ::= {
WITH SYNTAX FacsimileTelephoneNumber
EQUALITY MATCHING RULE facsimileNumberMatch
SUBSTRINGS MATCHING RULE facsimileNumberSubstringsMatch

LDAP-SYNTAX facsimileTelephoneNr. &id

LDAP-NAME {"facsimileTelephoneNumber"}

D id-at-facsimileTelephoneNumber }
FacsimileTelephoneNumber ::= SEQUENCE {

telephoneNumber TelephoneNumber,

parameters G3FacsimileNonBasicParameters OPTIONAL,

}

The Collective Facsimile Telephone Number attribute type specifies a facsimile telephone number for a collection of

entries.
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collectiveFacsimileTelephoneNumber ATTRIBUTE ::= ({
SUBTYPE OF facsimileTelephoneNumber
COLLECTIVE TRUE
LDAP-SYNTAX facsimileTelephoneNr. &id
LDAP-NAME {"c-FacsimileTelephoneNumber"}
ID id-at-collectiveFacsimileTelephoneNumber }

6.7.5 X.121 Address
The X.121 Address attribute type specifies an address as defined by Rec. ITU-T X.121 associated with an object.

x121Address ATTRIBUTE ::= {
WITH SYNTAX X121Address
EQUALITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch
TAX numericString. &id
{"x121Address"}
id-at-x121Address }

ss ::= NumericString(SIZE (1l..ub-x12l1l-address))
as defined by Rec. ITU-T X.121

ddress INTEGER ::= 15

The Internptional ISDN Number attribute type specifies an international ISDN aumber associated with an objgct.

An attribute value for International ISDN Number is a string which compliés with the internationally agreed|format for

ionalISDNNumber ATTRIBUTE ::= {
TAX InternationalISDNNumber
Y MATCHING RULE numericStringMatch
INGS MATCHING RULE numericStringSubstringsMatch
TAX numericString. &id
{"internationalISDNNumber"}
id-at-internationalISDNNumber }

InternafionalISDNNumber ::=
NumerijcString (SIZE (1. .ub-international-isdn-number))
-- String complying with Rec. ITUST E.164 only

ub-international-isdn-number ‘INTEGER ::= 16

The Collegtive International ISBN."Number attribute type specifies an international ISDN number for a cqllection of
entries.

collectijveInternationalISDNNumber ATTRIBUTE ::= {
SUBTY OF internationalISDNNumber
COLLEQTIVE TRUE
LDAP- TAX numericString. &id
LDAP- {"c-InternationalISDNNumber"}
ID id-at-collectiveInternationalISDNNumber }

6.7.7 Registered Address

The Registered Address attribute type specifies a mnemonic for an address associated with an object at a particular city
location. The mnemonic is registered in the country in which the city is located and is used in the provision of the Public
Telegram Service (according to Rec. ITU-T F.1).

registeredAddress ATTRIBUTE ::= {
SUBTYPE OF postalAddress
WITH SYNTAX PostalAddress
LDAP-SYNTAX postalAddr. &id
LDAP-NAME {"registeredAddress"}
ID id-at-registeredAddress }
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6.7.8 Destination indicator

The Destination Indicator attribute type specifies (according to Rec. ITU-T F.1 and Rec. ITU-T F.31) the country and
city associated with the object (the addressee) needed to provide the Public Telegram Service.

An attribute value for Destination Indicator is a string.

destinationIndicator ATTRIBUTE ::= {
WITH SYNTAX DestinationIndicator
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX printableString. &id

LDAP-NAME {"destinationIndicator"}

ID id-at-destinationIndicator }
DestinatlfionIndicator ::= PrintableString(SIZE (1..MAX))

-- alphabetical characters only

6.7.9 Communications Service

The Communications Service attribute type specifies the type of service(s) associated with a commaunications jaddress.

communidationsService ATTRIBUTE ::= {
WITH S)YNTAX CommunicationsService
EQUALIITY MATCHING RULE objectIdentifierMatch
LDAP-SYNTAX oid.&id
LDAP-NAME {"communicationsService"}
ID id-at-communicationsService }
CommunidationsService ::= OBJECT IDENTIFIER

This attribyite describes the class of service that the CommunicationsyAddress provides access to, for example} telephone
(voice), fagsimile, electronic mail, SMS (short messaging service), EDI, file transfer, etc.

Allocation|of object identifiers for the identification of services\is done outside this Directory Specification.
6.7.10 Communications Network

The Comnunications Network attribute type specifiésithe type of network for which a communications addregs is used.

communidationsNetwork ATTRIBUTE ::='{
WITH SYNTAX CommunicationsNetwork
EQUALIITY MATCHING RULE objéectIdentifierMatch
SINGLE VALUE TRUE
LDAP- TAX oid.&id
LDAP-NA {"communicationsNetwork"}
ID id-at-communicationsNetwork }

b, a Public
hpplication

6.8 Preferences attribute types

These attribute types are concerned with the preferences of an object.

6.8.1 Preferred Delivery Method

The Preferred Delivery Method attribute type specifies the object's priority order regarding the method to be used for
communicating with it.

preferredDeliveryMethod ATTRIBUTE ::= {
WITH SYNTAX PreferredDeliveryMethod
SINGLE VALUE TRUE
LDAP-SYNTAX deliveryMethod. &id
LDAP-NAME {"preferredDeliveryMethod"}
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D id-at-preferredDeliveryMethod }
PreferredDeliveryMethod ::= SEQUENCE OF INTEGER ({

any-delivery-method (0),

mhs-delivery (1),

physical-delivery (2),

telex-delivery (3),

teletex-delivery (4),

g3-facsimile-delivery (5),
g4-facsimile-delivery (6),
ia5-terminal-delivery (7),

videotex-delivery (8),
telephone-delivery (9) 1}
6.9 DSTapplication attribute types

These attripute types are concerned with information regarding objects in the OSI Application Layer.

6.9.1 resentation Address

The Presentation Address attribute type specifies a presentation-address associated with, any’object representing an
application-entity.

An attribute value for Presentation Address is a presentation-address as defined in Ree, IPU-T X.519 | ISO/IHC 9594-5.

presentationAddress ATTRIBUTE ::= {
WITH SYNTAX PresentationAddress
EQUALITY MATCHING RULE presentationAddressMatch
SINGLE VALUE TRUE
LDAP-SYNTAX presentationAddr. &id
LDAP-NAME {"presentationAddress"}
D id-at-presentationAddress }
PresentationAddress ::= SEQUENCE ({

pSeledtor [0] OCTET STRING OPTIONAL,
sSeledtor [1] OCTET STRING OPTIONAL,
tSeledtor [2] OCTET STRING OPTIONAL,
nAddrelsses [3] SET SIZE (1..MAX) OECOCTET STRING,

6.9.2 upported Application Context
The Suppojrted Application Context attfibute type specifies the object identifier(s) of application context(s) thaf the object
(an OSI application-entity) supports.
support pplicationContext ATTRIBUTE ::= ({
WITH TAX OBJECT IDENTIFIER
EQUALIITY MATCHING \RULE objectIdentifierMatch
LDAP-SYNTAX oid. &id
LDAP- {"supportedApplicationContext"}
ID id-at-supportedApplicationContext }
6.9.3 rotocol Information

The Protocol Information attribute type associates protocol information with each network address in the Presentation
Address attribute.

For each naddress, the protocol component identifies the protocol or profile for the network and transport layers.

protocolInformation ATTRIBUTE ::= {
WITH SYNTAX ProtocolInformation
EQUALITY MATCHING RULE protocolInformationMatch
ID id-at-protocolInformation }

ProtocolInformation ::= SEQUENCE ({

nAddress OCTET STRING,
profiles SET OF OBJECT IDENTIFIER }
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6.10 Relational attribute types

These attribute types are concerned with information regarding the objects which are related to a particular object in
certain ways.

6.10.1  Distinguished Name

A value of the attribute type distinguishedName is used for holding a distinguished name specifying the name of an
object.

distinguishedName ATTRIBUTE ::= ({
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
LDAP-SYNTAX dn. &id

{"distinguishedName"}

id-at-distinguishedName }

distinguishedName
dn. &id

{"member"}
id-at-member }

6.10.3  Wnigque Member

The Unique Member attribute type specifies a group of uniquenames associated with an object. A unique namg is a name
that is optipnally disambiguated by the inclusion of its unique identifier.

An attribute value for Unique Member is a distinguished name accompanied by an optional unique identifier.

uniqueM er ATTRIBUTE ::= ({
WITH TAX NameAndOptionalUID
EQUALITY MATCHING RULE uniqueMemberMatch
LDAP- TAX nameAndOptionalUID. &id
LDAP- {"uniqueMember"}
ID id-at-uniqueMember }
NameAndOptionalUID ::= SEQUENCE ({

dn DlistinguishedName,
uid Uniqueldentifier OPTIONAL,
}

6.104 Qwner

The Ownef attribute type specifies the name of an object which has some responsibility for the associated objpct.

An attributie value for Owner is a distinguished name (which could represent a group of names) and can recur

owner ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
LDAP-NAME {"owner"}
ID id-at-owner }

6.10.5 Role Occupant
The Role Occupant attribute type specifies the name of an object which fulfils an organizational role.

An attribute value for Role Occupant is a distinguished name.

roleOccupant ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
LDAP-SYNTAX dn.&id
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{"roleOccupant"}
id-at-roleOccupant }

The See Also attribute type specifies names of other Directory objects which may be other aspects (in some sense) of the

same real world object.

An attribute value for See Also is a distinguished name.

seeAlso ATTRIBUTE ::= {
SUBTYPE OF
LDAP-SYNTAX
LDAP-NAME
ID

distinguishedName
dn.&id
{"seeAlso"}
id-at-seeAlso }

6.11 [Domain attribute types

6.11.1 [PMD Name

The DMD|Name attribute type specifies a DMD. When used as a component of a directory, name, it identifies a DMD

which marjages the named object.

An attribute value for DMD Name is a string chosen by the DMD.

dmdName ATTRIBUTE = {
SUBTYPE OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-dmdName }

6.12 ierarchical attribute types

Hierarchichl attribute types are used for mapping the hierarchieal structure of object identifiers and Uniformp Resource

Names (URNS) into a Directory Distinguished Name.

6.12.1 op level object identifier arc

An attribute of the oidc1 attribute type specifies thewalue for the top level arc of an object identifier. An attribute of this

type shall fake the value 0, 1 or 2.

and of oidroot object class.

0idCl ATITRIBUTE ::= ({

ID

It is intended)to be used as a naming attribute in an entry of oidclobj qbject class

INTEGER
integerMatch
TRUE
id-oidC1 }

s allocated

pttribute of

this type is intended to be used as a naming attribute in an entry of oidc2obj object class and of oidRoot object class.

0idC2 ATTRIBUTE ::= ({
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
ID

INTEGER
integerMatch
TRUE
id-oidC2 }

This attribute type has been moved from Rec. ITU-T X.660 | ISO/IEC 9834-1. The object identifier id-oidcz2 is allocated
from the object identifier arc of Rec. ITU-T X.660 | ISO/IEC 9834-1.
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6.12.3  Lower level object identifier arc attribute type

An attribute of the oidc attribute type specifies the value for a third level or lower level arcs of an object identifier. An
attribute of this type is intended to be used as a naming attribute in an entry of oidCobj object class and of ocidRoot

object class.

oidC ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-oidC }

This attribute type has been moved from Rec. ITU-T X.660 | ISO/IEC 9834-1. The object identifier id-oidc is allocated

from the object identifier arc of Rec. ITU-T X.660 | ISO/IEC 9834-1.

6.12.4  WRN component attribute type

An attribute of the urnc attribute type is used for holding a URN component when creating a DIT subtree rep
of a URN. [An attribute of this type is the naming attribute of an entry of the urnCob3j structural object'Class.

urnC ATTRIBUTE ::= {
WITH SYNTAX PrintableString
EQUALIITY MATCHING RULE caseExactMatch
SINGLE VALUE TRUE
LDAP-SYNTAX printableSting. &id
LDAP-NAME {"urnC"}
ID id-at-urnC }

The subtrep root for a class of URNSs shall have an attribute of this type whichyshall hold the URN name space d

as defined jpy the Internet Assigned Numbers Authority (IANA).

6.13 Attributes for applications using tag-based identification

Attribute types defined by this clause provide support for applications using tag-based identification.

6.13.1 TagOID

An attribute of type tagoid is used for holding anobject identifier. This object identifier indicates the t

following the object identifier in the ID tag (e.gsan RFID tag).
tagOid TRIBUTE = {
WITH TAX OBJECT IDENTIFIER
EQUALIITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
LDAP-S[YNTAX oid. &id
LDAP- {"tagoid"}
ID id-at-tag0Oid }
6.13.2 Il Format

The Ull Format-attribute type specifies how a UlI bit string may be partitioned into components.

resentation

omponent,

ype of UlI

UiiFormat\ATTRIBUTE ::= {
WITH SYNTAX UiiFormat
SINGLE VALUE TRUE
LDAP-SYNTAX uiiForm. &id
LDAP-NAME {"uiiFormat"}
ID id-at-uiiFormat }
UiiFormat ::= SEQUENCE {
baseObject URI,
subset ENUMERATE {
baseObject (0),
onelevel (1),
wholeSubtree (2) } DEFAULT baseObject,
next CHOICE {
length INTEGER,
filter UiiFilter } }
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UiiFilter ::= CHOICE {
item [0] UiiItem,
and [1] SET OF UiiFilter,
or [2] SET OF UiiFilter,
not [3] UiiFilter }

UiiItem ::= SEQUENCE ({
type ATTRIBUTE. &id OPTIONAL,
length INTEGER OPTIONAL }

The baseobject component shall contain the URN corresponding to the base object of the search. If this component is
absent, the search is suggested to start at the root.

The subset component recommends how to fill the subset component of the Filter in a subsequent Search operation.
baseObject Specifies that the search shall only be performed against the base object. oneLevel specifies that only the
entries imr|nediate|y subordinate to the base object are to be searched. wholeSubtree specifies that allenfries in the
subtree which have the base object as a root are to be searched.

The next fomponent gives some information about the next field of the UlI:

+  The choice Length subcomponent shall be taken if the length of the following Ullxfield has a f{xed length
and the subcomponent signals the length in characters.

+  The choice £ilter shall be taken if the following UlI field does not/have a fixed length. |t provides
guidance as to how filter items should be constructed to explore the actdal-tength of the next U] field. The
UiiFilter data type has a recursive structure similar to the structure of the Filter data typelas defined
by Rec. ITU-T X.511 allowing for specification of a filter of arhitrary complexity.

The recommendation for a particular filter item is given by the UiiItem data type:
i) the type subcomponent specifies the attribute type4o be used in the attribute value assert|on; and

ii) the 1ength subcomponent specifies how many)characters to be used as the value of the attribute
value assertion.

6.13.3 U1l in URN attribute type

An attribufe of uiiInUrn type holds a Unique Item Identifier (Ull) encoded in a unique URN format.

uiiInUrn ATTRIBUTE ::= {
SUBTYHPE OF urn
SINGLE VALUE TRUE
ID id-at=uiiInUrn }

6.13.4 Content URL

An attribue of contentURL isuised for holding the URL of the information content associated with an EPC ¢r a UlI.

contentUrl ATTRIBUTE = {
SUBTY OF url
LDAP- TAX directoryString. &id
LDAP- {"contentUrl"}
ID id-at-contentUrl }

6.13.5 WHNattribute type

The Ul attribute type is used for holding a bit-encoded Unique Item Identifier (Ull) allocated within the ISO environment.

uii ATTRIBUTE ::= {
WITH SYNTAX BIT STRING
EQUALITY MATCHING RULE bitStringMatch
LDAP-SYNTAX bitString. &id
LDAP-NAME {"uii"}
ID id-at-uii }

6.13.6  EPC attribute type
An attribute of the epc attribute type is used for holding a bit-encoded Electronic Product Code (EPC).

epc ATTRIBUTE ::= {
WITH SYNTAX BIT STRING
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SINGLE VALUE TRUE

EQUALITY MATCHING RULE bitStringMatch
LDAP-SYNTAX bitString. &id
LDAP-NAME {"epc"}

ID id-at-epcUii }

6.13.7 Tag AFI attribute type

The Tag AFI attribute type is used for holding the Application Family Identifier (AFI) associated with a specific ISO Ul
type. AFls are only allocated in the ISO environment. Together, an 1ISO UlI and the associated AFI provide a global
unique identification of an item.

tagAfi ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING
EQUALITY MATCHING RULE octetStringMatch
LDAP- TAX octetString. &id
LDAP- {"tagAfi"}
D id-at-isoTagAfi }

An AFI is typically one octet long, but provision is made for multi-octet AFIs.

6.13.8 EPC format attribute

An attribute of the epcFormat attribute type specifies how an EPC bit string may be partitioned into compongnts.

epcFormat ATTRIBUTE ::= {
WITH SYNTAX EpcFormat
SINGLE VALUE TRUE
LDAP-SYNTAX epcForm. &id
LDAP-NAME {"epcFormat"}
iD id-at-epcFormat }
EpcFormat ::= SEQUENCE {
field SEQUENCE SIZE (1..MAX) OF SEQUENCE {
bit INTEGER,
charField CHOICE {
racters [0] INTEGER,
Value [1] INTEGER },
resylt ENUMERATED {

ericPad (0),

eric (1),

ha7bits (2) } DEFAULT numericPad,

ift [0] INTEGER OPTIONAL,
lc [1] INTEGER OPTIONAL,
urnPrefix UTF8String OPTIONAL }

An attribute of the uiiFormatattribute type carries formatting information about the fields of a Ull as retrieved from an
RFID tag. Jt is intended tocarry sufficient information to allow the RFID bit representation to be converted to p character
representafion. In addition; it allows conversion to a URN format, possibly to be used for a directory access.

Only the fjelds after_the Header, the Filter field and the Partition field are considered when generating the character
encoded UJll or when creating a URN. It is assumed that the DUA/LDAP client has been able to identify thesq fields.

The attribyte.type syntax has the following components:

The £ields component holds information about each of the EPC fields for which information is returned. For each field
the following information is provided:

a) The bits subcomponent indicates how many bits the field occupies in the EPC.
b) The charField subcomponent is a choice of:

—  The characters choice indicates how many characters to which the field shall be converted when
decoding the EPC into a character representation. If it is a numeric character field and the result
exceeds the indicated number of numeric characters, the EPC is invalid.

—  The maxvalue choice is only valid for a numeric field and indicates the maximum value allowed. If
the value exceeds this value, the EPC is invalid.
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€) The result subcomponent shall indicate how the bit field shall be converted and shall take one of the
following values:

numericPad meaning that the bit string of the field shall be considered an unsigned integer that shall
be converted to a numeric string. When this value is chosen, the characters alternative of the
charField subcomponent shall be taken. If the number of numeric characters are less than the value
of the characters choice, then the result shall be prefixed ‘0” numeric characters to get the length
as indicated by the characters choice.

numeric meaning that the bit string of the field shall be considered an unsigned integer that shall be
converted to a numeric string. There shall be no leading zero numeric characters. However, if the bit
string are all zero bits, the result shall be a single zero numeric character.

alpha7bits meaning that the bit string of the field consists of 7 bits subfields each representing an

ASCII character ta be canverted to an 8 hits ASCII character

Based on't
can be con

The digi
procedure
EPC to be
The moveq
be moved.

NOTE -

The check
check digi
that are us

he above information, the bit encoded UlI can be converted to a character encoded format wherg)the
Sidered as numbered from one to maximum from the left.

vhen character encoding an EPC. The value shall indicate the position of the numeriggharacter in the

digit is now character number one. However, if the intention is to produce a URN; the indicator dig

indicator digit is used as a common nomination for an indicator digit and an extension digit.

Digit component shall only be present if a check digit shall be generated for the character encodeq
shall not be generated when producing a URN. The value shalliindicate how many of the initial
bd for generating the check digit. All these characters shall b& numeric characters (digits). The ch

characters

ESshift component is only relevant if a particular digit (hnumeric character) shall he shifted as part of the

converted

shifted. If this component is present, the digit in question shall be moved to the.front of the convgrted EPC.

it shall not

EPC. The
characters
ck digit is

generated by taking the sum of the digits after having multiplied all the uneven numbered digits with 3 and then subtract
the sum frgm the nearest equal or higher multiple of ten. The check digit shall be inserted right after the last digit that was
used for ggnerating the check digit.
If the DUA or LDAP client elects to translate the EPC into @URN based on this information, the converted fields shall
be concatehated with a full stop (°.”) inserted between the\fields.
To make the URN globally unique, the string in the @znPrefix component may be used to prefix the result.
6.13.9 PC in URN attribute type
An attribute of type epcInUrn specifiesadJnique Item Identifier (UIl) encoded in a unique URN format.
epcInUrn ATTRIBUTE ::= {
SUBTY OF urn
SINGLE VALUE TRUE
LDAP- TAX directoryString. &id
LDAP- {"epcInUrn"}
ID id-at-epcInUrn }
6.13.10 LDAP URL attribute type
An attribute oftype 1dapurl is used for holding the URL of an LDAP system.
ldapUrl ATTRIBUTE ::= {
SUBTYPE OF url
LDAP-SYNTAX directoryString. &id
LDAP-NAME {"1ldapUrl"}
iD id-at-1ldapUrl }

6.13.11 Tag location

An attribute of type tagLocation is used for holding the position of a tag as expressed in coordinates.

taglocation ATTRIBUTE ::= {
SUBTYPE OF utmCoordinates
SINGLE VALUE TRUE
LDAP-SYNTAX utmCoords. &id
LDAP-NAME {"tagLocation"}
© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.520 (10/2019) 27


https://iecnorm.com/api/?name=c5c53414506e81ff8b1880ed2f743ee1

ISO/IEC 9594-6:2020 (E)

ID id-at-taglLocation }

6.14 Simple Authentication attributes held by object entries

6.14.1  Multi-valued user password attribute type

An attribute value of type userPassword contains a password of an object. Such a value is a string specified by the
object. The attribute may hold both the current and previous password.

userPassword ATTRIBUTE ::= {
WITH SYNTAX OCTET STRING(SIZE (0..MAX))
EQUALITY MATCHING RULE octetStringMatch
LDAP-SYNTAX octetString. &id
LDAP-NAME {"userPassword"}
ID i1d-at-userPassword }

NOTE { This attribute type has been moved to here from Rec. ITU-T X.509 | ISO/IEC 9594-8. For compatibility feasons, this
attributq type definition is kept in AuthenticationFramework module of Rec. ITU-T X.509 | ISO/IEG-9594-8.

6.14.2  $ingle-valued user password attribute

The usergwd attribute type contains either the clear text password or the encrypted password-ef-an object. Th¢ Directory
can store dither variants but, implementations be aware that storing encrypted passwords is.hot always compgtible with
passing engrypted passwords in the protocol. The encrypted alternative may be used for'passing the password [in the bind
or comparg operations but this can only be safely used when the passwords are stored-in the clear (see sectipn 18.2.6.1
tch for more details). The attribute value of the encrypted alternative is an octet string confaining the
alue, with the encryption algorithm identifier, as well as parameters Such as seeds. During passwoxd rollover,
word value may be copied into the userPwdRecentlyExpired attribute value.

userPw
encrypted
the old pa

userPwd ATTRIBUTE ::= {

WITH TAX UserPwd

EQUALIITY MATCHING RULE userPwdMatch

SINGLE VALUE TRUE

LDAP- TAX userPwdDescriptionzé&id

LDAP- {"userPwd"}

iD id-at-userPwd .}

UserPwd |: := CHOICE ({

clear UTF8String,

encrypted SEQUENCE, {
algdrithmIdentifier AlgorithmIdentifier{{SupportedAlgorithms}},
encrlyptedString OCTET\'STRING,

N

-}
Annex B df Rec. ITU-T ReceX:509 | ISO/IEC 9594-8 contains examples of some encryption methods.
6.14.3  Password Start-Time attribute

The pwdstartTimé operational attribute indicates when the password has been created for the object represepted by the
entry in which the'attribute is present.

pwdStaryTime ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
EQUALITY MATCHING RULE generalizedTimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX generalizedTime. &id
LDAP-NAME {"pwdStartTime"}

ID id-oa-pwdStartTime }

6.14.4  Password expiry time attribute

The pwdExpiryTime operational attribute indicates when the password will expire for the object represented by the entry
in which the attribute is present. This is an optional attribute that can be set by an administrator. If the attribute is missing,
its default value is computed by the addition of the pwdExpiryage to the pwdStartTime of the entry.

pwdExpiryTime ATTRIBUTE ::= {
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GeneralizedTime
generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

USAGE directoryOperation

LDAP-SYNTAX generalizedTime. &id

LDAP-NAME {"pwdExpiryTime"}

ID id-oca-pwdExpiryTime }
6.14.5 Password End Time attribute

The pwdEndTime operational attribute indicates when the password will be no longer valid for the object represented by
the entry in which the attribute is present. This is an optional attribute that can be set by an administrator. If the attribute
is missing, its default value is computed by the addition of the pwdMaxAge t0 the pwdStartTime of the entry.

pwdEndTime ATTRIBUTE ::= {
WITH TAX
EQUALITY MATCHING RULE
ORDERIING MATCHING RULE
SINGLE VALUE

GeneralizedTime
generalizedTimeMatch
generalizedTimeOrderingMatch
TRUE

USAGE directoryOperation
LDAP- TAX generalizedTime. &id
LDAP- {"pwdEndTime" }

iDp id-oa-pwdEndTime }

6.14.6  Password fails attribute

The pwdF3ils operational attribute specifies the current number of consecutive‘failed bind or compare attemipts on the
password gttribute. The value of this attribute is incremented by one after adfailed bind or compare attempt and is reset to
zero after 3 successful bind or compare operation.

pwdFails| ATTRIBUTE ::= ({
WITH TAX INTEGER (0. .MAX)
EQUALIITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
USAGE dSAOperation
LDAP- TAX integer. &id
LDAP- {"pwdFails™}
iD id-oa-pwdFails }
6.14.7 assword failure time attribuite

The pwdF4ilureTime operational attribute specifies the time of the last failed bind or compare attempts on thg password

eTime ATTRIBUTE ::= {

TAX GeneralizedTime

Y MATCHING'RULE generalizedTimeMatch

G MATCHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE

USAGE dSAOperation

LDAP- TAX generalizedTime. &id
LDAP- { "ywdFaJ‘.luLcTJ‘.l‘ﬂcu }

ID id-oa-pwdFailureTime }

6.14.8  Password graces used attribute

The pwdGracesUsed operational attribute specifies the number of grace authentication attempts that have already been
used with an expired password. The value of this attribute is set to 0 when the password is changed and incremented by
one after successful authentication using an expired password. When the value is greater or equal to the pwdGraces
attribute, the password is not usable again.

pwdGracesUsed ATTRIBUTE ::= {
WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE
USAGE dSAOperation

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.520 (10/2019) 29


https://iecnorm.com/api/?name=c5c53414506e81ff8b1880ed2f743ee1

ISO/IEC 9594-6:2020 (E)

LDAP-SYNTAX integer. &id
LDAP-NAME {"pwdGracesUsed"}
ID id-oa-pwdGracesUsed }

6.14.9  User password history attribute

The userPwdHistory operational attribute is used to hold previous passwords for the user represented by t

which the attribute is present.

userPwdHistory ATTRIBUTE ::=
pwdHistory{userPwd,userPwdHistoryMatch,id-oa-userPwdHistory}

he entry in

This attribute is multi-valued. Each value consists of a sequence of the time the password was put in the history and the

password.

6.14.10 User password recently expired attribute

The userPwdRecentlyExpired attribute type contains the old user password after it has been replaced
pwdRecenltlyExpiredDuration. During this period, this password and the userPwd attribute are both“co
be valid. Tis attribute is removed when the pwdRecentlyExpiredDuration expires.

userPw centlyExpired ATTRIBUTE ::=

pwdRecentlyExpired{userPwd, id-oa-userPwdRecentlyExpired}
6.15

Password policy attributes may be placed in an object entry and/or in a subentry.If.an object entry holds such
and is also|within the scope of a password administration subentry, the value ofthe attribute in the object entry

assword policy attributes

assword modify entry allowed attribute

The pwdMqdifyEntryAllowed operational attribute specifies ifithepassword or the encrypted password of a

be modifigd by an Administrator with a Modify Entry operation/'If this attribute is missing, or the value is H
password ¢r the encrypted password cannot be modified wittra Modify Entry operation.
pwdModiflyEntryAllowed ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMateh

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX boolean. &id

LDAP-NAME {!pwdModifyEntryAllowed"}

iD id-oa-pwdModifyEntryAllowed }

6.15.2  Password change allowed attribute

The pwdChangeAllowed\0perational attribute specifies if the password or the encrypted password of an e
modified by the ownerof that entry with a Change Password operation. If this attribute is missing or the value
the passwqrd or the gncrypted password cannot be modified with a Change Password operation.

during the
nsidered to

n attribute

itself takes

h entry can
ALSE, the

try can be
is FALSE,

pwdChangeAllowed ATTRIBUTE ::= {
WITH TAX BOOLEAN
EQUAL%—MA!‘-GH—ING—RU-LH leanMateh

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX boolean. &id

LDAP-NAME {"pwdChangeAllowed"}

D id-oa-pwdChangeAllowed }

6.15.3  Password maximum age attribute

The pwdMaxAge operational attribute holds the number of seconds after which a password will be no longer available. It

shall have a value greater than zero.

If this attribute is missing, then the default value is infinity.

pwdMaxAge ATTRIBUTE ::= {
WITH SYNTAX INTEGER (1 .. MAX)
EQUALITY MATCHING RULE integerMatch
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ORDERING MATCHING RULE
SINGLE VALUE

USAGE

LDAP-SYNTAX

LDAP-NAME

ID

6.15.4
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integerOrderingMatch
TRUE
directoryOperation
integer. &id
{"pwdMaxAge"}
id-oa-pwdMaxAge }

Password expiry age attribute

The pwdExpiryAge operational attribute holds the number of seconds after which a modified password will expire. It

shall have a value greater than zero.

If this attribute is missing, then the default value is infinity.

pwdExpiryAge ATTRIBUTE ::=

{

LDAP- AX
LDAP-
ID

WITH TAX
EQUALIITY MATCHING RULE
ORDERIING MATCHING RULE
SINGLE VALUE
USAGE

T

6.15.5 Rassword quality rule attribute types

6.15.5.1 RFassword minimum length attribute

This specifies the minimum length, in characters, which is acceptable for a password.

INTEGER (1
integerMatch
integerOrderingMatch
TRUE
directoryOperation
integer. &id
{"pwdExpiryAge"}
id-oa-pwdExpiryAge }

. MAX)

TRUE
directoryOperation
integer. &id
{"pwdMinLength!'}
id-oca-pwdMinLength }

USAGE
LDAP-
LDAP-
ID

pwdMinLength ATTRIBUTE ::= {

WITH TAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE

TAX

6.15.5.2 RFassword vocabulary attribute

This specifies the type of words that are forbidden to be used for passwords. If a bit is set, the corresponding type of word

is not allowed to be used on its own as,a“password.

pwdVocabulary ATTRIBUTE ::= {
WITH SYNTAX PwdVocabulary
EQUALIITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX pwdVocabularyDescription. &id
LDAP-NAME {"pwdVocabulary"}
D id-oa-pwdVocabulary }
PwdVocabulary ::= BIT STRING {
noDictionaryWords o),
noPersonNames (1),

noGeographicalNames (2) }

6.15.5.3 Password alphabet attribute

This specifies the sets of characters that shall be used in creating a password. The password shall contain at least one

character of each UTF8String of the value.

pwdAlphabet ATTRIBUTE ::= {
WITH SYNTAX PwdAlphabet
SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX pwdAlphabetDescription. &id
LDAP-NAME {"pwdAlphabet"}

D id-oa-pwdAlphabet }

© ISO/IEC 2020 - All rights reserved

Rec. ITU-T X.520 (10/2019) 31


https://iecnorm.com/api/?name=c5c53414506e81ff8b1880ed2f743ee1

ISO/IEC 9594-6:2020 (E)

PwdAlphabet ::= SEQUENCE OF UTF8String

6.15.5.4 Password dictionaries attribute

This attributes points to one or more dictionaries containing words that are forbidden from being passwords on their own.

pwdDictionaries ATTRIBUTE ::= ({
SUBTYPE OF uri
USAGE directoryOperation
LDAP-SYNTAX directoryString. &id
LDAP-NAME {"pwdDictionaries"}
ID id-oa-pwdDictionaries }

6.15.6  Password expiry warning attribute

The pwdEkpiryWarning operational attribute specifies a period in seconds before password expiration. [During this
period a warning indication shall be returned whenever an authenticating requester binds. If this attribute is’'missing, then
a warning Jndication shall not be returned.

Warning ATTRIBUTE ::= {
TAX INTEGER (1..MAX)
Y MATCHING RULE integerMatch
G MATCHING RULE integerOrderingMatch
VALUE TRUE
directoryOperation
TAX integer. &id
{"pwdExpiryWarning"}
iDp id-oa-pwdExpiryWarning }

If the user does not attempt to bind during this period, the account should-be locked, but the user should have & chance to
change the| password.

6.15.7  Password graces attribute

The pwdGtaces operational attribute specifies the numberof times an expired password can be used to authenticate. If
this attribuge is missing, authentication shall fail.

pwdGracels ATTRIBUTE ::= {
WITH TAX INTEGER_ (0. .MAX)
EQUALIITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE
USAGE directoryOperation
LDAP- TAX integer. &id

{"pwdGraces"}
id-oa-pwdGraces }

The pwdFailureDuration operational attribute holds the number of seconds a response to a failed bind gr compare

eDuration ATTRIBUTE ::= {

WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer. &id

LDAP-NAME {"pwdFailureDuration"}

ID id-oa-pwdFailureDuration }

6.15.9 Password lockout duration attribute

The pwdLockoutDuration operational attribute holds the number of seconds that the password cannot be used to
authenticate due to too many successive failed bind or compare attempts (more than the limit specified by
pwdMaxFailures operational attribute or its default). If this attribute is missing, the default time is infinity.

pwdLockoutDuration ATTRIBUTE ::= {
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WITH SYNTAX INTEGER (0. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP-SYNTAX integer. &id

LDAP-NAME {"pwdLockoutDuration"}

ID id-oa-pwdLockoutDuration }

6.15.10 Password maximum failures attribute

The pwdMaxFailures operational attribute specifies the number of consecutive failed bind or compare attempts after
which the password may not be used to authenticate. If this attribute is missing, there is no limit on failed attempts.

pwdMaxFailures ATTRIBUTE ::= {
WITH SYNTAX INTEGER (1. .MAX)
EQUALIITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation
LDAP- TAX integer. &id

LDAP- {"pwdMaxFailures"}

iD id-oa-pwdMaxFailures }

6.15.11 Rassword maximum time in history attribute

The pwdMaxTimeInHistory operational attribute specifies the maximum timein number of seconds, durifpg which a
replaced ppssword is kept within the userPwdHistory operational attributexJf this attribute is missing, th¢ default is
infinity.

pwdMaxTimeInHistory ATTRIBUTE ::= ({
WITH TAX INTEGER (1. .MAX)
EQUALIITY MATCHING RULE integerMatch
ORDERIING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP- TAX integer. &id

LDAP- {"pwdMaxTimeInHistory"}

ID id-oca-pwdMaxTimeInHistory }

6.15.12 Password minimum time in history attribute

The pwdMinTimeInHistory operatignalattribute specifies the minimum time, in number of seconds, durifg which a
replaced password shall be kept within the userpPwdHistory operational attribute. If this attribute is missing,|the default
time is zerp seconds.

pwdMinTimeInHistory ATTRIBUTE ::= {
WITH TAX INTEGER (0. .MAX)
EQUALIITY MATCHING ' RULE integerMatch
T.

ORDERING MATCHING RULE integerOrderingMatch
SINGLE VALUE TRUE

USAGE directoryOperation

LDAP- AX integer. &id

LDAP- { "ywdi'l‘.i.‘l'!T‘.i:l‘l‘lE‘I‘l‘fH‘.i.‘S tu:._y u }

D id-oa-pwdMinTimeInHistory }

6.15.13 Password history slots attribute

The pwdHistorySlots operational attribute specifies the number of slots in the history which can be used to store
replaced passwords. The minimum number of slots is 2 because two slots are needed when an administrator has to reset
a password.

pwdHistorySlots ATTRIBUTE ::= {
WITH SYNTAX INTEGER (2. .MAX)
EQUALITY MATCHING RULE integerMatch
ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE
USAGE directoryOperation
LDAP-SYNTAX integer. &id
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LDAP-NAME {"pwdHistorySlots"}

ID

id-oa-pwdHistorySlots }

6.15.14 Password recently expired duration attribute

The pwdRecentlyExpiredDuration attribute type defines the period in seconds during which an expired password is

kept in the userPwdRecentlyExpired attribute.
pwdRecentlyExpiredDuration ATTRIBUTE ::= {

WITH SYNTAX INTEGER (0. .MAX)

EQUALITY MATCHING RULE integerMatch

ORDERING MATCHING RULE integerOrderingMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer. &id

LDAP-NAME {"pwdRecentlyExpiredDuration"}

iD id-oa-pwdRecentlyExpiredDuration }
6.15.15 Rassword encryption algorithm attribute
The pwdEgcalg operational attribute indicates the algorithm to be used during the creation of ansencrypted p
pwdEncAlg ATTRIBUTE ::= {

WITH SYNTAX PwdEncAlg

EQUALITY MATCHING RULE pwdEncAlgMatch

SINGLE VALUE TRUE

USAGE directoryOperation

LDAP-SYNTAX integer. &id

LDAP-NAME {"pwdEncAlg"}

D id-oa-pwdEncAlg }
PwdEncAllg ::= AlgorithmIdentifier{{SupportedAlgorithms}}
The algorithms specified in pwdEncalg shall be defined in Annex L.
6.16 INotification attributes
Notificatign attributes have the syntax of attributes;but are defined to carry additional information in Commo
(or commgnResultsSeq) and PartialOutcemeQualifier elements (as described in clauses 7.4 ar
Rec. ITU-T X.511 | ISO/IEC 9594-3). They are-usually defined with matching rules so that returned values c3
against locally known values.
6.16.1 IDSA problem
The DSA Hroblem notification attribute is used in conjunction with a serviceError Or a PartialOutcomeg
and is defiped as follows:
dSAProbllem ATTRIBUTE' ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

ID id-not-dSAProblem }

Values defjinedfor dsaProblem are:

hssword.

nResults

d 10.1 of
n be tested

ualifier

a) id-pr-targetDsaUnavailable — A request has to be chained to another DSA during name

but no association can be established with this DSA.

resolution,

b) id-pr-dataSourceUnavailable — A DSA cannot complete an operation as part of the DIB is not
available.
C) id-pr-administratorImposedLimit — An operation has exceeded a limit set by the administrator.

d) id-pr-permanentRestriction — An operation has caused the DSA to exceed a limit that

process to stop and a repeated operation is judged to encounter the same problem.

€) id-pr-temporaryRestriction — An operation has caused the DSA to exceed a limit that

34

process to stop, but the reason is judged to be a temporary problem, e.g., resources depletion.

causes the

causes the
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6.16.2  Search service problem

The Search Service Problem notification attribute describes problems in applying search-rule policies, and is used in
conjunction with service-errors or PartialOutcomeQualifier. It is defined as follows:

searchServiceProblem ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
ID id-not-searchServiceProblem }

Values defined for searchServiceProblem are:

a)

id-pr-unidentifiedOperation — The attempted operation does not correspond to one of those
identified for this service.

K
~

id-pr-unavailableOperation — The attempted operation only complies with a search-rulg that is not
available to the requester.

id-pr-searchAttributeViolation — One or more attribute types required to be.in the filtg¢r were not
present.

id-pr-searchAttributeCombinationViolation — The filter of the search request did jnclude the
required combination of attribute types.

id-pr-searchvalueNotAllowed — Attribute values were specified’for/attribute types whefe only the
attribute types can be specified in present and contextPresent filtef item types.

id-pr-missingSearchAttribute — The identified attributes,which were not present in th¢ requested
search, are required for the relevant search-rule.

id-pr-searchValueViolation — The identified attribute values for the identified attributg types are
not allowed when searching using the relevant search-tule:

id-pr-attributeNegationViolation — Theidentified attribute type is not allowed in nepated form
in the search filter.

id-pr-searchvValueRequired — The identified attribute type is not allowed in filter items that do not
require value matching.

id-pr-invalidSearchvalue — THevidentified attribute values are not valid for the identifigd attribute
types for the relevant search-rule,

id-pr-searchContextViolation — The identified context types in the attempted seargh are not
allowed for the attribute type.

id-pr-searchContextCombinationViolation — The identified combinations of confext types,
which were not present’in the requested search, are required for the relevant search-rule.

id-pr-missingSearchContext — The identified context types, which were not present in th¢ requested
search, are required for the attribute type.

id-pr-8earchContextValueViolation — The identified context values for the identified context
types(are*not allowed for the attribute type.

id-pr-searchContexValueRequired — The identified attribute type is not allowed in filtey items that
do’not require value matching.

t)
u)

id-pr-invalidContextSearchValue — 1Ne dentfied atribute values are not vatid for the identified
attribute types for the relevant search-rule.

id-pr-unsupportedMatchingRule — The identified requested matching rule is not supported.

id-pr-attributeMatchingViolation — The identified requested matching rule, or its particular use,
is not allowed for the identified attributes for the relevant search-rule.

id-pr-unsupportedMatchingUse — The way a matching rule is suggested to be used in a search filter
is not supported.

id-pr-matchingUseViolation — The way a matching rule is suggested to be used in a search filter is
not allowed, e.g., as specified in a search-rule.

id-pr-hierarchySelectForbidden — Hierarchy selection, except for self£, is not allowed for the type
of request.
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V) id-pr-invalidHierarchySelect — One or more invalid hierarchy selection options were specified in
the request.
W) id-pr-unavailableHierarchySelect — One or more hierarchy selections are not supported by the
implementation.
X) id-pr-invalidSearchControlOptions — One or more invalid search options were specified in the
request.
y) id-pr-invalidServiceControlOptions— Oneor more invalid service control options were specified
in the request.
Z) id-pr-searchSubsetViolation — The requested search subset is not allowed for the relevant search
rule.
aa) id-pr-unmatchedKeyAttributes — A mapping-based matching rule was selected, but the mappable
filter items did not provide any match against the relevant mapping table.
b) id-pr-ambiguousKeyAttributes — A mapping-based matching rule was selected, butithg mappable
filter items provided multiple matches against the relevant mapping table.
qc) id-pr-unavailableRelaxationLevel — The DSA does not support a requested-relaxation extension
level.
dd) id-pr-emptyHierarchySelection — A hierarchy selection was specified that resulted ih no entry
returned although there were one or more entries that matched the search.filter.
de) id-pr-relaxationNotSupported — Relaxation was specified\in“the user request, buf it is not
supported.
6.16.3  $ervice-type
The Servige-type notification attribute gives the service-type for the failihg search.
serviceTlype ATTRIBUTE ::= ({
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
iD id-not-serviceType }
6.16.4  Attribute type list
The Attribyite Type List notification attribute gives a list of attribute types to further qualify a search service pfoblem.
attribufleTypelist ATTRIBUTE ::=\{
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE ¢ objectIdentifierMatch
ID id-not-attributeTypelist }
6.16.5 Matching rule list
The Matching Rule Listnotification attribute gives a list of matching rules to further qualify a search service groblem.
matchingRuleliist ATTRIBUTE ::= ({
WITH SYNTAX OBJECT IDENTIFIER
EQUALITYYMATCHING RULE objectldentifierMatch
ID +d-not nm-tclr:i:ng-RuleLiet }

6.16.6  Filter item

The Filter Item notification attribute gives a list of invalid filter items in a search filter.

filterItem ATTRIBUTE ::= {
WITH SYNTAX FilterItem
ID id-not-filterItem }

6.16.7  Attribute combinations

The Attribute Combinations notification attribute gives a list of attribute combinations that were required to be presented
in a filter, but were not provided.

attributeCombinations ATTRIBUTE ::= {
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WITH SYNTAX AttributeCombination
ID id-not-attributeCombinations }

6.16.8  Context type list

The Context Type List notification attribute gives a list of context types to further qualify a search service problem.

contextTypeList ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-not-contextTypelist }

6.16.9 Context list

The Context List notification attribute gives a list of contexts to further qualify a search service problem.

contextlliist ATTRIBUTE ::= {
WITH SYNTAX ContextAssertion
ID id-not-contextList }

A value ofthis attribute type represents a context type and some context values of this type which-are not allgwed in the
particular gituation that resulted in this attribute being generated.

6.16.10 Context combinations

The Contekt Combinations notification attribute gives a list of context combinations\required to be presented in a filter,
but were npt provided.

contextCombinations ATTRIBUTE ::= {
WITH SYNTAX ContextCombination
ID id-not-contextCombinations <}

6.16.11 Hierarchy select list

The Hierafchy Select List notification attribute gives a bitstring~identifying one or more hierarchy selection|options as
defined by|the HierarchySelections construct definedd-Clause 10.2.1 of Rec. ITU-T X.511 | ISO/IEC 9%94-3.

hierarchySelectList ATTRIBUTE ::= {
WITH SYNTAX HierarchySelections
SINGLE VALUE TRUE
D id-not-hierarchySelectList }

When a biflis set in the HierarchySelection bitstring, it indicates that the corresponding hierarchy selection is invalid.
Either a fofbidden or unsupported selection has been requested, or the selection has not been requested when it {s required.

6.16.12 $earch control options:list

The Search Control Options.List notification attribute gives a bitstring identifying one or more search control| options as
defined by|the searchCentroloptions ASN.1 data type in clause 10.2.1 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

searchControlOptionsList ATTRIBUTE ::= {
WITH TAX SearchControlOptions
SINGLE VALUE TRUE
D id-not-searchControlOptionsList }

When a bit is set in the searchControlOptions, it indicates that the corresponding search control option selection is
invalid. Either a forbidden or unsupported option has been requested, or the option has not been requested when it is
required.

6.16.13 Service Control Options List

The Service Control Options List notification attribute gives a bitstring identifying one or more service control options as
defined by the ServiceControlOoptions ASN.1 data type defined in clause 7.5 of Rec. ITU-T X.511 | ISO/IEC 9594-3.

serviceControlOptionsList ATTRIBUTE ::= {
WITH SYNTAX ServiceControlOptions
SINGLE VALUE TRUE
D id-not-serviceControlOptionsList }
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When a bit is set in the ServiceControlOptions, it indicates that the corresponding service control option selection is
invalid. Either a forbidden or unsupported option has been requested, or the option has not been requested when it is
required.

6.16.14 Multiple matching localities

The Multiple Matching Localities notification attribute specifies in each value a set of attribute assertions that if applied
against the gazetteer will give a unique match.

multipleMatchingLocalities ATTRIBUTE ::= {
WITH SYNTAX MultipleMatchinglLocalities
D id-not-multipleMatchinglLocalities }

MultipleMatchinglLocalities ::= SEQUENCE ({
matchingRuleUsed—MATCHING-RULE-—&id-OPTIONAL
attributelist SEQUENCE OF AttributeValueAssertion,

}

The matchingRuleUsed component is optionally present, and can be used to indicate the mapping-based matching rule
that was uged.

No matchipg rule is defined for this attribute; multiple identical or nearly identical values aré-tolerated.

6.16.15 Rroposed relaxation

The Propoped Relaxation notification attribute gives sequence-of MRMapping elements that can be supplied aq part of the
RelaxatilonPolicy supplied in the relaxation component of a subsequent’search request.

proposedRelaxation ATTRIBUTE ::= {

WITH SYNTAX MRMappings

iDp id-not-proposedRelaxation }
MRMappings ::= SEQUENCE OF MRMapping

The sequemce-of MRMapping has no significance.

6.16.16 Applied relaxation

The Appligd Relaxation notification attribute is used to list the attributes of the filter which have been subject tq relaxation
or tightenifg, other than those made by the basic element of a relaxation policy.

appliedRelaxation ATTRIBUTE :=>{
WITH S|YNTAX OBJECT IDENTIFIER
EQUALIITY MATCHING RULE objectIdentifierMatch
D id-not-appliedRelaxation }

6.16.17 RPassword response

The Passwpord ResponSe-notification attribute is used to give additional information in a password compare repult.

pwdResponseValue ATTRIBUTE ::= {
WITH SYNTAX PwdResponse
ID id-not-pwdResponse }

PwdResponse ::= SEQUENCE ({
warning CHOICE ({
timeleft [0] INTEGER(O..MAX),
graceRemaining [1] INTEGER(O..MAX),
} OPTIONAL,
error ENUMERATED {
passwordExpired (0),
changeAfterReset (1),
} OPTIONAL}

6.16.18 LDAP diagnostic message

A value of type 1dapDiagnosticMsg is used to carry the diagnosticMessage from an LDAP result.

ldapDiagnosticMsg ATTRIBUTE ::= {
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WITH SYNTAX UTF8String
SINGLE VALUE TRUE
D id-not-ldapDiagnosticMsg }

6.17 LDAP defined attribute types
6.17.1  User ID attribute type

uid ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id
LDAP-NAME {"uid"}
ID id-coat-uid }

6.17.2 [Domain component attribute type

dc ATTRIBUTE ::= {
WITH SYNTAX IA5String
EQUALIITY MATCHING RULE caseIgnoreIAS5Match
SUBSTRINGS MATCHING RULE caselgnoreIA5SubstringsMatch

LDAP-SYNTAX ia5String. &id
LDAP- {"dc"}
ID id-coat-dc }

6.17.3 ail attribute type

mail ATTRIBUTE ::= {
WITH TAX IA5String
EQUALIITY MATCHING RULE caseIgnoreIAS5tch
SUBSTRINGS MATCHING RULE caseIgnoreIA5SubstringsMatch

LDAP- TAX ia5String. &id
LDAP- {"mail"}
ID id-coat-mail }
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SECTION 3 - MATCHING RULES AND SYNTAXES

String preparation

The following six-step process shall be applied to each presented and attribute value in preparation for string match rule
evaluation.

Failure in

1) Transcode;
2) Map;

3) Normalize;
4)  Prohibit;

By Check bidi; and
6) Insignificant Character Removal.

ny step shall cause the assertion to be UNDEFINED.

Comparisdn values created during the string preparation process are ephemeral, and shall not-affect the attri
stored in the Directory.

7.1

Transcode

Each non-Unicode string value is transcoded to Unicode.

PrintabIString values are transcoded directly to Unicode.

Univers
strings (in

If the imp

String, UTF8String, and BMPString Vvalues do not néed to be transcoded as they are Uni
the case of BMPString, restricted to a subset of Unicode):

Iementation is unable or unwilling to perform the transcoding as described above, or the transcodin

step fails anhd the assertion is evaluated to UNDEFINED.

The transcpded string is the output string.

7.2

Map

SOFT HYPHEN (U+00AD) and MONGOLIAN TODO SOFT HYPHEN (U+1806) code points are mapped

COMBIN
points are

ING GRAPHEME JOINER (U#034F) and VARIATION SELECTORs (U+180B-180D,FF00-H
hlso mapped to nothing. The OBJECT REPLACEMENT CHARACTER (U+FFFC) is mapped to 1]

CHARACTER TABULATION _(Y+0009), LINE FEED (LF) (U+000A), LINE TABULATION (U+000
FEED (FH) (U+000C), CARRIAGE RETURN (CR) (U+000D), and NEXT LINE (NEL) (U+0085) are
SPACE (U+0020).

All other cpntrol code points (e.g., Cc) or code points with a control function (e.g., Cf) are mapped to nothing

ZERO WIDTH SPACE (U+200B) is mapped to nothing. All other code points with Separator (space, line, or

property (

d4.0., Zs, Zl, or Zp) are mapped to SPACE (U+0020).

bute value

ode-based

) fails, this

fo nothing.
EOF) code
othing.

B), FORM
mapped to

paragraph)

For case ignore/numeric, and stored prefix string matching rules, characters are case-folded as per B.2 of IETF

7.3

RFC 3454,

Normalize

The input string is normalized to Unicode Form KC (compatibility composed) as described in Unicode Standard

Annex #1

1.4

5.

Prohibit

All Unassigned, Private Use, and non-character code points are prohibited. Surrogate codes (U+D800-DFFFF) are
prohibited.

The REPLACEMENT CHARACTER (U+FFFD) code is prohibited. The first code point of a string is prohibited from
being a combining character. Empty strings are prohibited. The step fails and the assertion is evaluated to UNDEFINED
if the input string contains any prohibited code point. The output string is the input string.
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7.5 Check bidi

There are no bidirectional restrictions. The output string is the input string.

7.6 Insignificant Character Removal

In this step, characters insignificant to the matching rule are to be removed. The characters to be removed differ from
matching rule to matching rule. Clause 6.6.1 applies to case ignore and exact string matching.

7.6.1 Insignificant Space Removal

For the purposes of this clause, a space is defined to be the SPACE (U+0020) code point followed by no combining
marks.

NOTE — The previous steps ensure that the string cannot contain any code points in the separator class, other than SPACE
(U+002D).

The following spaces are regarded as not significant and shall be removed:
+ leading spaces (i.e., those preceding the first character that is not a space);
-+ trailing spaces (i.e., those following the last character that is not a space);

+ multiple consecutive spaces (these are taken as equivalent to a single space chdracter). (A string consisting
entirely of spaces is equivalent to a string containing exactly one space:), For example, the femoval of
spaces from the Form KC string: "<SPACE><SPACE>foo<SPACE><SPACE>bar<SPACE>4SPACE>"
would result in the output string: "foo<SPACE>bar’.\“and the Form K€ string:
"<SPACE><SPACE><SPACE>" would result in the output string;-*<SPACE>".

7.6.2 NumericString Insignificant Character Removal

For the purposes of this clause, a space is defined to be the SPACE~(U+0020) code point followed by no combining
marks. Alll spaces are regarded as not significant and are to be removed. For example, the removal of spacgs from the
Form KC [string: "<SPACE><SPACE>123<SPACE><SPACE>456<SPACE><SPACE>" would result in [the output
string: "12B456", and the Form KC string: "<SPACE><SPACE><SPACE>" would result in an empty output ftring.

8 Definition of matching rules

NOTE 4 For definitions of objectIdentifierMatch and distinguishedNameMatch, see Rec. ITUFT X.501 |
ISO/IEQ 9594-2.

8.1 $tring matching rules

In the matghing rules specified intclauses 8.1.1 to 8.1.9, all presented and stored string values are to be pfepared for
matching gs described in clause 7. String preparation produces strings suitable for character-by-character matghing.

8.1.1 Case exact mateh and case ignore match

The Casq Exact Mafch rule compares for equality a presented string with an attribute valug of type
UnboundeldDirectoryString Of DirectoryString or one of the data types appearing in the cpoice type
UnboundIiirectoryString or (equivalently) DirectoryString, €.g., UTF8String Without regard to irfsignificant
spaces (seg clause 7.6).

caseExactMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.é&id
LDAP-NAME {"caseExactMatch"}
ID id-mr-caseExactMatch }

The Case Ignore Match rule compares for equality a presented string with an attribute value of type
UnboundedDirectoryString oOr one of the data types appearing in the choice type DirectoryString, e.g.,
UTF8String, Without regard to the case (upper or lower) of the strings (e.g., "Dundee" and "DUNDEE" match) and
insignificant spaces (see clause 7.6). The rule is identical to the caseExactMatch rule except upper-case characters are
folded to lower case during string preparation as discussed in clause 7.2. After taking white space into account, caseless
matching shall be performed by performing case folding as described in The Unicode Standard and applying
Normalization Form D or Form KC as described in Unicode Technical Report 15, depending on the character repertoire
commonly examined and performance requirements.
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caseIgnoreMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.é&id
LDAP-NAME {"caseIgnoreMatch"}
ID id-mr-caselIgnoreMatch }

Both rules return TRUE if the prepared strings are the same length and corresponding characters in the prepared strings

are identical.

8.1.2 Case exact ordering match and case ignore ordering match

The Case Exact Ordering Match rule compares the collation order of a presented string with an attribute value of type
UnboundedDirectoryString or one of the data types appearing in the choice type DirectoryString, e.g.,

UTF8String Without regard to insignificant spaces (see clause 7.6).

caseExadtOrderingMatch MATCHING-RULE ::= ({
SYNT UnboundedDirectoryString
LDAPfaig;AX directoryString. &id

LDAP- {"caseExactOrderingMatch"}

iDp id-mr-caseExactOrderingMatch }

The Case |gnore Ordering Match rule compares the collation order of a presented string with"an attribute val
UnboundeldDirectoryString or one of the data types appearing in the choice type UnboundedDirecto]
e.g., UTF8$tring, without regard to the case (upper or lower) of the strings and insignificant spaces (see claus
rule is identical to the caseExactOrderingMatch rule except upper-case chafacters are folded to lower g
ration as discussed in clause 7.2.

eOrderingMatch MATCHING-RULE ::= {

SYNT UnboundedDirectoryString

LDAP- TAX directoryString.é&id

LDAP- {"caseIgnoreOrderingMatch"}

iD id-mr-caseIgnoreOrderingMatch }

Both rules|return TRUE if the attribute value is "less" or. appears earlier than the presented value, when the
compared pising the Unicode code point collation order.

NOTE + Collation order provides language and culture-specific information about how the characters of a given |
sorted. A\ Directory system can support several configurable collation orders. Implementation of this capability is outsi
of this Directory Specification.

8.1.3 Case Exact Substrings Match and Case Ignore Substrings Match

ue of type
ryString,
e 7.6). The
ase during

strings are

inguage are
e the scope

The Case Exact Substrings Match rule-determines whether a presented value is a substring of an attribute value of type

DirectoryString or one of the data types appearing in the choice type UnboundedDirectorySts
UTF8Strilng without regard te insignificant spaces (see clause 7.6).

caseExagtSubstringsMatch MATCHING-RULE ::= {
SYNT SubstringAssertion -- only the PrintableString choice
LDAPﬁaig;AX substringAssertion. &id
LDAP- {"caseExactSubstringsMatch"}

ID id-mr-caseExactSubstringsMatch }

ring, €.0.,

The Case |ghore Substrings Match rule determines whether a presented value is a substring of an attribute value of type

UnboundedDirectoryString Or one of the data types appearing in the choice type UnboundedDirectoryString,
e.g., UTF8String, without regard to the case (upper or lower) of the strings and insignificant spaces (see clause 7.6). The
rule is identical to the caseExactSubstringsMatch rule except upper-case characters are folded to lower case during

string preparation as discussed in clause 7.2.

caseIgnoreSubstringsMatch MATCHING-RULE ::= ({
SYNTAX SubstringAssertion
LDAP-SYNTAX substringAssertion.&id
LDAP-NAME {"caseIgnoreSubstringsMatch"}
D id-mr-caseIgnoreSubstringsMatch }
caselgnoreSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
LDAP-SYNTAX substringAssertion.é&id
LDAP-NAME {"caseIgnoreSubstringsMatch"}

42 Rec. ITU-T X.520 (10/2019) © ISO/IEC 2020 - All rights reserved


https://iecnorm.com/api/?name=c5c53414506e81ff8b1880ed2f743ee1

ISO/IEC 9594-6:2020 (E)

D id-mr-caselgnoreSubstringsMatch }
SubstringAssertion ::= SEQUENCE OF CHOICE {
initial [0] UnboundedDirectoryString,
any [1] UnboundedDirectoryString,
final [2] UnboundedDirectoryString,
-- at most one initial and one final component
control Attribute{ {SupportedAttributes}},

-- Used to specify interpretation of the following items

}

Both rules return TRUE if there is a partitioning of the attribute value (into portions) such that:

—  the specified substrings (initial, any, £inal) match different portions of the value in the order of the
strings Sequence;

4+ initial, if present, matches the first portion of the value;
+ final, if present, matches the last portion of the value;
+ any, if present, matches some arbitrary portion of the value;

+ control is not used for the caseIgnoreSubstringsMatch, telephoneNumbérSubstringsMatch,
or any other form of substring match for which only initial, any, or final elemeénts-are used in thg matching
algorithm; if a control element is encountered, it is ignored. The control element is only used for
matching rules that explicitly specify its use in the matching algorithm.~Such a matching rulg¢ may also
redefine the semantics of the initial, any and £inal substrings.

NOTE 4 The generalWwordMatch matching rule is an example of such a matchinggule-

There shal| be at most one initial, and at most one £inal in the SubstringAssertion. If initial if present, it
shall be th¢ first element. If £inal is present, it shall be the last element. There shall be zero or more any.

For a component of substrings to match a portion of the attributé)value, corresponding characters must be identical
(includingall combining characters in the combining character seguences).

8.14 umeric String Match

The Numgric String Match rule compares for equality ‘a presented numeric string with an attribute vallie of type
NumericString.

numericStringMatch MATCHING-RULE =54
SYNT NumericString
LDAP- TAX numericString.&id
LDAP- {"numericStringMatch"}
D id-mr-numericStringMatch }

The rule i§ identical to the caseIgnoreMatch rule (case is irrelevant as characters are numeric) except that all space
characters pre removed during preparation as detailed in clause 7.6.2.

8.1.5 Numeric StpingOrdering Match

The Numeric String. Qrdering Match rule compares the collation order of a presented string with an attribute vglue of type
NumericString.

numericSitringOrderingMatch MATCHING-RULE ::= {
SYNTAX NumericString
LDAP-SYNTAX numericString.é&id
LDAP-NAME {"numericStringOrderingMatch"}
iD id-mr-numericStringOrderingMatch }

The rule is identical to the caseIgnoreOrderingMatch rule (case is irrelevant as characters are numeric) except that
all space characters are removed during string preparation as detailed in clause 7.6.2.

8.1.6 Numeric String Substrings Match

The Numeric String Substrings Match rule determines whether a presented value is a substring of an attribute value of
type NumericString.

numericStringOrderingMatch MATCHING-RULE ::= ({

SYNTAX NumericString
LDAP-SYNTAX numericString.é&id

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.520 (10/2019) 43


https://iecnorm.com/api/?name=c5c53414506e81ff8b1880ed2f743ee1

ISO/IEC 9594-6:2020 (E)

LDAP-NAME {"numericStringOrderingMatch"}

ID

id-mr-numericStringOrderingMatch }

The rule is identical to the caseIgnoreSubstringsMatch rule (case is irrelevant as characters are numeric) except that
all space characters are removed during string preparation as detailed in clause 7.6.2.

8.1.7 Case Ignore List Match

The Case Ignore List Match rule compares for equality a presented sequence of strings with an attribute value which is a
sequence of UnboundedDirectoryString, without regard to the case (upper or lower) of the strings and significant
spaces (see clause 7.6).

caselgno
SYNTAX

reListMatch MATCHING-RULE ::= {
CaseIgnorelist

LDAP-SYNTAX postalAddr.é&id

LDAP-
ID

Caselgno

The rule reg
latter matc

8.1.8 (
The Case

UnboundeldDirectoryString, but without regard for the case (upper or lower)-of the strings and insignifig

(see clauss

caselgno

LDAP- {"caseIgnorelistSubstringsMatch'" }
D id-mr-caselgnoreListSubstringsMatch }
A presented value matches a stored value if, and only if the presented value matches the string formed by cor
the strings|of the stored value. This matching is done.according to the caseIgnoreSubstringsMatch ruld
none of thd initial, any, or £inal values of the presented value are considered to match a substring of the co
string whigh spans more than one of the strings of the stored value.
8.1.9 $tored Prefix Match
The Stored Prefix Match rule determines)whether an attribute value, whose syntax is UnboundedDirectory
a prefix (ile., initial substring) ofithe.presented value, without regard to the case (upper or lower) of the
insignificant spaces (see clause-7.6).
NOTE + It can be used, for(example, to compare values in the Directory which are telephone area codes with a valu
purportgd telephone number.
storedijefixMatch MATCHING-RULE ::= {
SYNT UrniboundedDirectoryString
ID id-mr-storedPrefixMatch }
The rule rgturns TRUE if the attribute value is an initial substring of the presented value with corresponding

SYNT SubstringAssertion
LDAP- TAX substringAssertion.é&id

{"caseIgnorelListMatch"}
id-mr-caselIgnorelListMatch }

reList ::= SEQUENCE OF UnboundedDirectoryString

turns TRUE if, and only if the number of strings in each is the same, and the correspending strings
hing is as for the caseIgnoreMatch matching rule.

Case Ignore List Substrings Match

gnore List Substring Match rule compares a presented substring with an-attribute value which isa g

7.6).

reListSubstringsMatch MATCHING-RULE ::= {

match. The

pquence of
ant spaces

catenating
: however,
ncatenated

String, iS
trings and

P which is a

characters

which are identical except with regard to case.

8.2 Syntax-based matching rules

8.2.1 Boolean Match

The Boolean Match rule compares for equality a presented Boolean value with an attribute value of type BOOLEAN.

booleanMatch MATCHING-RULE ::= {
SYNTAX BOOLEAN
LDAP-SYNTAX bitString.é&id
LDAP-NAME {"booleanMatch"}
ID id-mr-booleanMatch }

The rule returns TRUE if the values are the same, i.e., both are TRUE or both are FALSE.
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8.2.2 Integer Match

The Integer Match rule compares for equality a presented integer value or enumerated value with an attribute value of
type INTEGER Orf ENUMERATED, respectively.

integerMatch MATCHING-RULE ::= {
SYNTAX INTEGER
LDAP-SYNTAX integer.é&id
LDAP-NAME {"integerMatch"}
ID id-mr-integerMatch }

The rule returns TRUE if the presented integer value or the presented enumerated value is equal to the attribute value.

8.2.3 Integer Ordering Match
The Integef

integerQrderingMatch MATCHING-RULE ::= {
SYNTA INTEGER
LDAP- TAX integer.é&id
LDAP- {"integerOrderingMatch"}
ID id-mr-integerOrderingMatch }

Bit String Match

ing Match rule compares a presented bit string with an attribute valyeof type BIT STRING.

gMatch MATCHING-RULE ::= ({

SYNT BIT STRING

LDAP- TAX bitString.é&id

LDAP-NA {"bitStringMatch"}

iD id-mr-bitStringMatch }

The rule rgturns TRUE if the attribute value has the same number of bits as the presented value and the bits natch on a
bitwise basis. If the attribute syntax is defined with a 'NamedBitList", the trailing zero bits in the attributd value and
presented yalue are ignored.

8.25 (Octet String Match
The Octet Btring Match rule compares for eqliality a presented octet string with an attribute value of type OCTET STRING.
octetStrlingMatch MATCHING-RULE) : := {

SYNT. OCTET STRING

LDAP?HiEEAX octetString\.'&€id

LDAP- {"octetStringMatch"}

ID id-mr-octetStringMatch }
The rule rqturns TRUEif;\and only if the strings are the same length and corresponding octets are identical.
8.2.6 Octet String Ordering Match

The Octet String-Ordering Match rule compares the collation order of a presented octet string with an attribute value of
type OCTELSTRING

octetStringOrderingMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
LDAP-SYNTAX octetString.&id
LDAP-NAME {"octetStringOrderingMatch"}
D id-mr-octetStringOrderingMatch }

The rule compares octet strings from the first octet to the last octet, and from the most significant bit to the least significant
bit within the octet. The first occurrence of a different bit determines the ordering of the strings. A zero bit precedes a one
bit. If the strings are identical but contain different numbers of octets, the shorter string precedes the longer string.

8.2.7 Octet String Substrings Match

The Octet String Substrings Match rule determines whether a presented octet string is a substring of an attribute value of
type OCTET STRING.
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octetStringSubstringsMatch MATCHING-RULE ::= {

SYNTAX OctetSubstringAssertion

ID id-mr-octetStringSubstringsMatch }
OctetSubstringAssertion ::= SEQUENCE OF CHOICE ({

initial [0] OCTET STRING,

any [1] OCTET STRING,

final [2] OCTET STRING,

} —- at most one initial and one final component

The rule returns TRUE if the attribute value contains the sequence of octets in the presented string, as described for
caselgnoreSubstringsMatch.

8.2.8 Telephone Number Match

The Teleghone Number Match rule compares for equality a presented value with an attribute ~valije of type
TelephonfeNumber (See clause 6.7.1).

telephoneNumberMatch MATCHING-RULE ::= ({
SYNT TelephoneNumber
LDAP- TAX telephoneNr.&id
LDAP- {"telephoneNumberMatch"}
iD id-mr-telephoneNumberMatch }

The rules for matching are identical to those for caseIgnoreMatch, except that all'iyphens and spaces are irjsignificant
and removgd during the insignificant character removal step.

8.2.9 Telephone Number Substrings Match

The Teleplpone Number Substrings Match rule determines if a presentedssubstring is a substring of an attribuge value of
type PrintableString Which is a telephone number.

telephoneNumberSubstringsMatch MATCHING-RULE :%=){
SYNT SubstringAssertion
LDAP- TAX substringAssertion.é&id
LDAP- {"telephoneNumberSubstringsMatch"}
D id-mr-telephoneNumberSub§tringsMatch }

The rules for matching are identical to those forcaseExactSubstringsMatch, except that all hyphens and|spaces are
insignificant and removed during the insignificant character removal step.

8.2.10 Presentation Address Match

The Preseftation Address Match rule compares for equality a presented Presentation Address with an attribute value of
type Pres¢ntationAddressy

presen:jtionAddressMatch MATCHING-RULE ::= {
SYNT. PresentationAddress
ID id<mr-presentationAddressMatch }

The rule r¢turns-TRUE if, and only if the selectors of the presented and stored presentation address are eqdial and the
presented naddresses are a subset of the stored ones.

8.2.11  Unique Member Match

The Unique Member Match rule compares for equality a presented Unique Member value with an attribute value of type
NameAndOptionalUID.

uniqueMemberMatch MATCHING-RULE ::= ({
SYNTAX NameAndOptionalUID
LDAP-SYNTAX nameAndOptionalUID. &id
LDAP-NAME {"uniqueMemberMatch"}
iD id-mr-uniqueMemberMatch }

The rule returns TRUE if, and only if the dn components of the attribute value and the presented value match according
to the distinguishedNameMatch rule, and the uid component is absent from the attribute value or matches the
corresponding component from the presented value according to the bitStringMatch rule.
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8.2.12  Protocol Information Match

The Protocol Information Match rule compares for equality presented values of ProtocolInformation with values of
the same type.

protocolInformationMatch MATCHING-RULE ::= {
SYNTAX OCTET STRING
ID id-mr-protocolInformationMatch }

A value of the assertion syntax is derived from a value of the attribute syntax by using the naddress component.

The value returns TRUE if the presented value and the naddress component of the stored value match according to the
octetStringMatch rule.

8.2.13  Facsimile Number Match

The Facsiile Number Match rule compares for equality a presented value with the first element of the-attrjbute value
sequence. That element, telephoneNumber, is 0f type TelephoneNumber (See clause 6.7.1). The parametefs element
of the facs|mile number sequence is not evaluated.

facsimilleNumberMatch MATCHING-RULE ::= {
SYNT TelephoneNumber
ID id-mr-facsimileNumberMatch }

The rules for matching are identical to those for telephoneNumberMatch.

8.2.14  Kacsimile Number Substrings Match

The Facsithile Number Substrings Match rule determines if a presented substring is a substring of the first elefnent of the
attribute value sequence. That element, telephoneNumber, is of type/TelephoneNumber and is a telephoe number.
The paraneters element of the facsimile number sequence is not evaluated.

facsimilleNumberSubstringsMatch MATCHING-RULE ::=\{
SYNT SubstringAssertion
D id-mr-facsimileNumberSubstringsMatch }

The rules for matching are identical to those for telephoneNumberMatch.

8.2.15 UID Pair Match

The UUID]| Pair Match rule compares presented-values of uuIbprair for equality, and is defined as follows:

uUIDPairMatch MATCHING-RULE ;7=."{
SYNT. UUIDPair
iD id-mr-uuidpairmatch }

A presented value of the type-UuipPair matches a target value of the type uuIDPair if, and only if each cofnponent of
the first isjequal to the corresponding component of the second, the corresponding components are of the same length,
and the cofresponding oectets are equal.

8.2.16 Compaonent' Match

The syntaxes/of attributes in a Directory system range from simple data types, such as text string, integer or Boolean, to
complex sfructured data types, such as the syntaxes of the directory schema operational attributes. Matching rules defined
for the complex syntaxes usually only provide the most immediately useful matching capability. IETF RFC 3687 specifies
generic matching rules that can match any user-selected component parts in an attribute value of any arbitrarily complex
attribute syntax. IETF RFC 3727 specifies an ASN.1 module useful for reference by other specifications. This matching
rule specification is imported into SelectedattributeTypes Within this Directory Specification, and may be selected
for use by means of the extensibleMatch component of FilterItem, as specified in Rec. ITU-T X.511 |
ISO/IEC 9594-3.

8.3 Time matching rules

8.3.1 UTC Time Match

The UTC Time Match rule compares for equality a presented value with an attribute value of type UTCTime.

uTCTimeMatch MATCHING-RULE ::= {
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SYNTAX UTCTime
ID id-mr-uTCTimeMatch }

The rule returns TRUE if the attribute value represents the same time as the presented value. If a UTC time is specified
with the seconds absent, the number of seconds is assumed to be zero.

8.3.2 UTC Time Ordering Match

The UTC Time Ordering Match rule compares the time ordering of a presented value with an attribute value of type
UTCTime.

uTCTimeOrderingMatch MATCHING-RULE ::= {
SYNTAX UTCTime
ID id-mr-uTCTimeOrderingMatch }

The rule rgturns TRUE 1T the attribute valtue Tepresents a time WHich 15 earfier than the presented time. UTCtimes with
year values 50 to 99 shall be taken to represent times that are earlier than UTC times with year values 0049-49. If a UTC
time is speified with the seconds absent, the number of seconds is assumed to be zero.

The value pf the two-digit year field shall be rationalized into a four-digit year value as follows:
+ ifthe 2-digit value is 00 to 49 inclusive, the value shall have 2000 added to it;,and
4 if the 2-digit value is 50 to 99 inclusive, the value shall have 1900 added to it.

8.3.3 Generalized Time Match

The Gengralized Time Match rule compares for equality a presented value with an attribute value of type
GeneralilzedTime (as per 46.3 b) or ¢) of Rec. ITU-T X.680 | ISO/IEC 8824<1).

generalijzedTimeMatch MATCHING-RULE ::= {
SYNT. GeneralizedTime
-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
LDAP- TAX generalizedTime.&id
LDAP- {"generalizedTimeMatch"}
D id-mr-generalizedTimeMatch }

The rule rgturns TRUE if the attribute value represents:the same time as the presented value. If a time is spefified with
the minutep or seconds absent, the number of minutes>pr seconds is assumed to be zero.

8.34 Seneralized Time Ordering Match

The Genetrfalized Time Ordering Match rule‘compares the time ordering of a presented value with an attribute value of
type GenetalizedTime (as per 46.3 b)and c) of Rec. ITU-T X.680 | ISO/IEC 8824-1).

ilzedTimeOrderingMatch®MATCHING-RULE ::= {
GeneralizedTime

-- as [per 46.3 b) or &) of Rec. ITU-T X.680 | ISO/IEC 8824-1
TAX generalizedTime.&id
{"generalizedTimeOrderingMatch"}
id<mr-generalizedTimeOrderingMatch }

The rule returns TRUE if the attribute value represents a time which is earlier than the presented time. If a time {s specified
with the mjnutes-or seconds absent, the number of minutes or seconds is assumed to be zero.

8.3.5 System Proposed Match

The System Proposed Match rule is a dummy matching rule, defined as follows:

systemProposedMatch MATCHING-RULE ::= {
ID id-mr-systemProposedMatch }

This matching rule can by a requester to be included in the RelaxationPolicy Within a search request to indicate that
the Directory should determine which matching rule should be used in a matching rule substitution.
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8.4 First component matching rules

8.4.1 Integer First Component Match

The Integer First Component Match rule compares for equality a presented integer value with an attribute value of type
SEQUENCE whose first component is mandatory and of type INTEGER.

integerFirstComponentMatch MATCHING-RULE ::= {
SYNTAX INTEGER
LDAP-SYNTAX integer. &id
LDAP-NAME {"integerFirstComponentMatch"}
D id-mr-integerFirstComponentMatch }

The rule returns TRUE if the attribute value has a first component whose value equals the presented integer.

A value offthe assertion syntax IS derived from a value of the attribute syntax by using the value of the Tirst fomponent
of the SEQPENCE.

8.4.2 Object Identifier First Component Match

The Object Identifier First Component Match rule compares for equality a presented object identifier value with attribute
values of type SEQUENCE whose first component is mandatory and of type OBJECT IDENTIFIER.

objectIdentifierFirstComponentMatch MATCHING-RULE ::= {
SYNT. OBJECT IDENTIFIER
LDAP- TAX oid.e&id
LDAP- {"objectIdentifierFirstComponentMatch"}
iD id-mr-objectIdentifierFirstComponentMatch,}

The rule rgturns TRUE if the attribute value has a first component whose value matches the presented objegt identifier
using the rliles of objectIdentifierMatch.

A value of|the assertion syntax is derived from a value of the attribute syntax by using the value of the first component
of the SEQPENCE.

8.4.3 Directory String First Component Match

The Direcfory String First Component Match rule cempares for equality a presented DirectoryString value with an
attribute v@lue of type SEQUENCE whose first component is mandatory and of type DirectoryString.

directoryStringFirstComponentMatch MATCHING-RULE ::= {
SYNT UnboundedDirectoxtyString

LDAPéazg;AX directoryString,&id

LDAP- {"directoryStringFirstComponentMatch"}

ID id-mr-directoryStringFirstComponentMatch }

The rule |returns TRUE if ‘the attribute value has a first component whose value matches the| presented
UnboundeldDirectoryString using the rules of caseIgnoreMatch

A value offthe assertian Syntax is derived from a value of the attribute syntax by using the value of the first fomponent
of the SEQUENCE,

8.5 (Vord matching rules

8.5.1 Word Match

The Word Match rule compares a presented string with words in an attribute value of type DirectoryString.

wordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.é&id
LDAP-NAME {"wordMatch"}
ID id-mr-wordMatch }

The rule returns TRUE if a presented word matches any word in the attribute value. Individual word matching is as for
the caseIgnoreMatch matching rule. The precise definition of a "word" is a local matter.
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8.5.2 Keyword Match

The Keyword Match rule compares a presented string with keywords in an attribute value of type birectoryString.

keywordMatch MATCHING-RULE ::= {
SYNTAX UnboundedDirectoryString
LDAP-SYNTAX directoryString.&id
LDAP-NAME {"keywordMatch"}
ID id-mr-keywordMatch }

The rule returns TRUE if a presented value matches any keyword in the attribute value. The identification of keywords in

an attribute value and of the exactness of match are both local matters.

8.5.3 General Word Match

The Genefa
UnboundeldDirectoryString. The matching rule can also be used for attribute values of a type that explicit
one of the pnboundedDirectoryString choices as its syntax.

generalWordMatch MATCHING-RULE ::= {
SYNT SubstringAssertion
iD id-mr-generalWordMatch }

This matchjing rule is differentiated from a normal substring matching rule by the interpasition of control attrib
or betweer| the initial, any, or £inal elements. If there are no control attributes-in'the filter item, the mat
be perforned as for the caseExactSubstringsMatch matching rule with the semantics of initial, any
elements ap defined by that matching rule. However, if the equality matching réle)(if any) for the attribute typg
the matchipg is caseIgnoreMatch, then the caseIgnoreSubstringsMatch shall be used instead.

Four types|of control attribute are defined for general word match (restrictions on their placement are defined b
other contrlol attributes shall be ignored:

y specifies

ites before
ching shall
and £inal
subject to

elow); any

sequenceMatchType ATTRIBUTE ::= {

WITH TAX SequenceMatchType

SINGLE VALUE TRUE

iD id-cat-sequenceMatchType } ‘=-- defaulting to sequenceExact
SequenceMatchType ::= ENUMERATED ({

sequeniceExact (0).,

sequenjceDeletion (1)

sequenceRestrictedDeletion 2),

sequenjcePermutation (3),

sequencePermutationAndDeletion (4),

sequenjceProviderDefined (5),

}

wordMatghTypes ATTRIBUTE ::= {

WITH SYNTAX WoxrdMatchTypes

SINGLE VALUE TRUE

ID id-cat-wordMatchType } -- defaulting to wordExact
WordMatchTypes ::= ENUMERATED ({

wordExjact (0),

worde;ﬁEEféa I,

wordPhonetic (2),

wordProviderDefined (3),

}

characterMatchTypes ATTRIBUTE ::= {
WITH SYNTAX CharacterMatchTypes
SINGLE VALUE TRUE
D id-cat-characterMatchTypes }

CharacterMatchTypes ::= ENUMERATED {
characterExact (0),
characterCaseIgnore (1),
characterMapped (2),

}
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selectedContexts ATTRIBUTE ::= {
WITH SYNTAX ContextAssertion
ID id-cat-selectedContexts }

Each attribute affects all following initial, any, Or £inal elements, and the values that it provides supersede those
that were previously applicable.

Prior to the first sequenceMatchType attribute, if any, the value that is to be taken as applicable for the
sequenceMatchType attribute shall be taken as sequenceExact. The attribute does not affect the evaluation of the
initial and £inal elements, which shall always be taken as matching the initial and final words; it only affects the
remaining unmatched words. The initial word, if present, shall match the first word of the stored text; if both are noise
words, the two words shall be taken as matching. The positioning of sequenceMatchType attributes defines the words
to which the form of match applies.

NOTE 1 — For many practical purposes it will be suffice to place the sequenceMatchType before the first initial element;
particulgr implementations may not support the full generality of the definition.

Prior to the first wordMatchType attribute, if any, the value that is to be taken as applicable for the. wordMatchType
attribute shall be taken as wordExact. Prior to the first characterMatchType attribute, if any, the value that is to be
taken as agplicable for the characterMatchType attribute shall be taken as characterExact.\However, if the equality
matching rule (if any) for the attribute type subject to the matching is caseIgnoreMatch, thenyit shall instead be taken
aS charadterCaselIgnore.

If selectdContexts control attribute is present, it shall be the first element; there-shall only be one sych control
attribute; it shall be taken as a restriction on the stored value (see below).

The rule returns TRUE if the presented value contains a non-empty sequence of.\words which matches the specjfied initial
and final yvords, and in addition the sequence of remaining unmatched werds in the attribute value accoiing to the
specified dequenceMatchType, Where corresponding words are matched ‘according to the specified wordMaltchTypes
and corresponding characters within words are matched according tohe ‘specified characterMatchTypes, pxcept that
if the selectedContexts component is present in the presented¢value, all ContextAssertion elemerts are also
required td evaluate to TRUE (as specified in Rec. ITU-T X.501.\SO/IEC 9594-2). The rule returns FALSE [for a given
stored attrippute when the words do not match, or when some ContextAssertion element does not match.

A word is|a non-empty sequence of non-space characters bounded by the start or end of the string or bl space or
punctuatiop characters. Punctuation characters are defined as those that do not affect the semantics of word fokens, and
normally include commas, quotes, full stops at the’end of sentences, parentheses, etc. The determinatign of what
characters pre punctuation characters shall be a local matter.

NOTE 2 — For example, the character 'I" is sometimes used in text to denote a clicking sound, as used in certain African languages,
and is thus sometimes part of a word ratherhan an exclamation-mark (which would be a punctuation character).

Similarly, the £inal word, if present, shall match the last word of the stored text; if both are noise words, the|two words
shall be talken as matching.

Noise worfls, which are wordsswhich match one of the words on an implementation-defined list of semantigally weak
words (e.d., articles and «prepositions) according to the specified characterMatchTypes are discarded from the
sequence ¢f words priorito matching, except to match initial and f£inal words, and the correspond|ng rule in
wordMatchTypes iS discarded from the sequence of rules provided it is not the last such rule.

The sequepce af words in the presented value matches the sequence of words in the attribute value if the latter can be
transformed accordlng to the specmed sequenceMatchType into a sequence contalnlng the same number qf words as
the first setene v ' transform
leaves the sequence unchanged Ifitis sequenceDelet:Lon it deletes zero or more words from the sequence Ifitis
sequenceRestrictedDeletion, it deletes zero or more words but not the first word from the sequence. If it is
sequencePermutation, it permutes zero or more words in the sequence. If it s
sequencePermutationAndDeletion, it deletes zero or more words in the sequence and permutes zero or more of the
remaining words. If it is sequenceProviderDefined, it deletes, permutes, or inserts words in accordance with an
implementation-defined rule.

A word in the presented value matches a word in the attribute value if the latter word can be transformed according to the
corresponding rule from the specified wordMatchTypes into a sequence of characters which match in turn the characters
of the word in the presented value. Each word is matched using the corresponding rule in wordMatchTypes Where the
correspondence is determined prior to applying any deletions or permutations from sequence matching; any words in
excess of the number of rules in wordMatchTypes is matched using the last rule. If the rule is exact, the transform leaves
the word unchanged. If it iS wordTruncated, then zero or more characters are removed from the end of the word, up to
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an implementation-defined minimum word length. If it is wordPhonetic, the word is replaced with a word that matches
it according to an implementation-defined phonetic matching algorithm. If it iSs wordProviderDefined, the word is
matched in accordance with an implementation-defined rule.

The characters in each word are compared using the corresponding rule in characterMatchTypes Where the
correspondence is determined prior to applying any deletions or permutations from sequence matching; the characters of
any words in excess of the number of rules in characterMatchTypes are matched using the last rule. If
characterMatchTypes iS characterExact, then the corresponding characters within the words match if they are the
same. If it is characterCaseIgnore, then the corresponding characters within the words match if they are the same
when differences in case are ignored. If it is characterMapped, the characters match if they map to the same character
according to an implementation-defined mapping table. This table shall be such as to allow national characters listed in
Figure A.2/T.51 of Rec. ITU-T T.51 to be matched using only the characters A-Z and 0-9 in presented values, and may
map short sequences of characters onto a single character, e.g., ae to a-e-diphthong or ue to u-umlaut.

8.6 pproximate Matching Rules

8.6.1 pproximate String Match

The Apprdximate String Match rule compares a presented value with an attribute value accarding to a locajly-defined
approximate matching algorithm (e.g., spelling variations, phonetic match, etc.). The algorithinshall be the same as that
invoked in|response to processing a filter item of type approximateMatch (See Rec. IFU-T X.511 | ISO/IEC 9594-3).

approximateStringMatch MATCHING-RULE ::

={
D id-mr-approximateStringMatch }

The assertijon syntax for this matching rule is the same as the assertion syntaxof the equality matching rule for the attribute
to which if is applied. If no equality matching rule is defined for the attribute, any assertion syntax is permitted but the
rule always evaluates to undefined.

8.7 $pecial Matching Rules
8.7.1 lgnore if Absent Match

The Ignorg if Absent Match rule compares a value for_any purpose and for any attribute.

ignorelffAbsentMatch MATCHING-RULE ::

=Y
ID id-mr-ignoreIfAbsentMatch(}

The rule rgturns as follows:
) If the attribute is absent;.the rule returns the value TRUE;
) If the attribute is present, the rule returns the value undefined.

Q)

This match can only be used@s:aparent matching-rule. It is then used in conjunction with a matching rule whigh matches
values whdn the attribute is,present. See also clause 13.5.2 of Rec. ITU-T X.501 | ISO/IEC 9594-2.

NOTE - Within a setvice-specific administrative area, the same effect can be achieved by specifying an empty defaultvalues
subcomponent of the)appropriate request-attribute-profile.

8.7.2 Null Match

The Null Matechrule compares a value for any purpase and for any n1‘f|fih||’ml with the me‘inl rule:

nullMatch MATCHING-RULE ::

= {
ID id-mr-nullMatch }

The rule returns as follows:
a) if the filter-item is non-negated, the rule returns the value TRUE; and
b) if the filter-item is negated, the rule returns the value FALSE.

This match can be used formally to cause a filter-item to be ignored. A filter item using null match shall be considered
absent when evaluating compatibility with search-rules.
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8.8 Zonal Match

A Zonal Match is primarily applicable to search requests that make use of geographical related mappable filter items.
Such filter items could be assertions for 1ocalityName, stateOrProvinceName, postalCode, etC.

Zonal matching uses combinable filter items for the matching against the mapping table.

The zonal matching can take into account that users' perception of localities may be different from the locality model used
within a DMD. The mapping between the users' perception and the model used within a DMD should take into account
that a user may use localities that are not directly reflected in Directory entries or their names. Such localities may be
fuzzy in the sense that they do not relate exactly to localities that are more official. Also, a user may guess slightly wrong
on locality names when making a search if the object being looked for lives close to the border of a neighbouring locality.
For this purpose, a region, e.g., a country, is divided into zones. Zones are areas that are completely contained within any
locality referenced in a search request. The result of a mapping of the mappable filter items is a list of zones. For further
explanatiofi 0T zonal matching, See AnNnNex E.

When using zonal match, the mapping table is called a gazetteer (i.e., a geographical dictionary). Within the ffilter, a set
of combinpble locality filter items may be able together to define a single named place (that is; a unigye, usually
contiguoud local area), or, when this is permitted, a small number of named places that match the filter itemd. A named
place is a gistinct named real-world place, such as a town, village, county, etc.

A gazetteef will in general cover (i.e., provide a geographical database relating to) a domain‘comprising a single country
or region. A geographical search inquiry shall be interpreted in terms of a specific gazétteer. How the scope pf a search
is determined, and an appropriate gazetteer selected, is a local matter, but the selectign can be done by using a default
gazetteer for the DSA, or be based on one or more attributes, e.g., countryName, stateOrProving¢eName OF
localityName associated with the search operation (e.g., present as part of the-distinguished name of the bageObject,
or as part gf the filter).

The first step of a zonal match is to use one or more filter items together'to identify one or more named placgs. For this
purpose, cpmbinable locality filter items (i.e., all locality filter itemsywithin a single subfilter) are used togeth

=

Otherwise| the procedure so far identifies one or more named places. At this stage, no reference at all has begn made to
informatioh within the DIT. The remainder of the filter can then be used to identify all of the entries within|the search
scope that|have positions corresponding to those named plaees, as defined later. Relaxation may be applicapble so that
named plages will match more entry positions if inadequate results would be returned otherwise.

Zonal mat¢hing does not support tightening.

Each entry]that is to be considered eligible formatching shall have a position that is identified either by a unigyely named
place, perljaps using more than one place-pame value, e.g., ("Newton" "Chester" "Cheshire™), or by one or fhore zones
(see next paragraph), represented by values-placed in a zone attribute. If an entry has zones to define its positjon, it may
also have |ocality values, but the latter/in this case, are informational. The administrative authority is resppnsible for
ensuring that locality information does indeed identify a named place.

Zones are primitive non-overlapping geographical components, distinct in kind from places, such that a place is precisely
composed pf one or more zones, as listed within the gazetteer. Zones are identified by string values that are unique within
a gazetteerfs region. ThuSitwo overlapping places would share one or more zones that correspond to the overlapping area.
Zones are fepresented~within entries as attributes, possibly as operational attributes. In this case, zonal information would
never be rgturned.as.attribute values unless the attribute representing the zone is specifically requested as an perational
attribute. Alternatively, a zone could be a standard attribute (e.g., postalCode). Locality values are returned as usual,
subject to 4cCess control.
NOTE 1 — The exact nature of a zone, and its mapping to a specific attribute, 1s a local matter, and would probably depend on the
capabilities of a specific implementation. In the United Kingdom, a good candidate for a zone would be a postal code, like
"RG12 2JL", which often defines a small area such as one side of a street. Zones in city areas would then be small; those in country
areas would be correspondingly large. In unpopulated and featureless areas (e.g., deserts), a zone could be very large indeed.

An entry's position (defined by zones) matches a named place, as defined by the gazetteer, if there is overlap between the
zones defined for the named place and the zones defined for the entry (i.e., an overlap-based matching rule is used). If the
entry's position is defined as a named place, the position is considered to be composed of the zones constituting the named
place.

Zonal matching permits extended (i.e., relaxed) matching, where level 0 corresponds to the basic definition of objects in
the gazetteer. Levels 1 and greater levels correspond to a gradual and systematic enlargement of the zones comprising a
place so that more entry locations match.

The following is a more formal statement of the model underlying zonal match:
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a) Zonal matching is based on the existence of one or more gazetteers that are supported for the purpose by
DSAs. A gazetteer is a geographical dictionary covering, as its domain, a country or named region,
supported by a suitable database. The selection of the domain for a specific search is carried out by local
means. The gazetteer contains place-names and their properties, including lists of matching named places.
It is supported by mechanisms for finding and collating the properties of place-names as given by
combinable locality attributes, and is quite independent of the DIT.

b) The region covered by a gazetteer contains places. A place is a recognizable named geographical area;
places can overlap, and can even extend somewhat beyond the boundary of the region. Places that are
identifiable by reference to the gazetteer are called named places.

€) The gazetteer itself is based on strings that are place-names. These are used to identify (or name) named
places. The name of a named place can be:

— asingle place-name, possibly in more than one word;

— acollection of place-names, where in general one place-name corresponds to a larger area and
qualifies a place-name that corresponds (within the context) to a smaller area.

d) The concept of larger and smaller areas may sometimes be usefully represented in the charafteristic of
scale as applied to a place. Informal examples of places of varying scale are plots, spots, villages, towns,
cities, counties, provinces and countries. In general, a named place should be asseciated in thg gazetteer
with the names of encompassing places of a larger scale, even if these are-not required for unique
identification.

d) Place-names may also have synonyms associated with a particularlaee, which could (fof example)
represent abbreviations or alternative names. It is convenient to define'a‘canonical name for ea¢h place, to
which synonyms of component place-names may be mapped.

f) Place-names may sometimes be derived from simpler place names by using semantic componepts such as
"Near" (e.g., "Near Tenterden"). This may conceivably bge taken to define a ring-shaped place jaround the
town of Tenterden in Kent, England, but would probably‘be best taken as a place-name that does not by
itself define a place.

All places covered by the gazetteer shall have a unique canonical name consisting of a distinct sgt of place-
names, where these names can be ordered in terms-0f the scale that each place-name implies in the context.

) Places are broken down into zones in such-away that zones are always nested inside each placg, and each
part of a place has a corresponding zone,\Azone is the building block of places in a gazetteer; ¢very point
in a region has a single zone in whichgt'is contained.

i)  Zones usually have neighbouring~zones (e.g., unless effectively blocked by a geographical or major
political feature such as a lake, river, sea, or mountain, or country boundary). Thus, the area ddfined for a
place can usually be extended-by including zones that are neighbours to the zones that comgrise it; the
extension can be carried ‘on indefinitely a step at a time. The inclusion of a single level of|neighbour
extension is called the I=extension of a place; a further level of extension is called a 2-extens|on, and so
on. The scope of anextension may be locally adjustable (extended or reduced) to represent ja practical
situation, but suchyadjustments should be relatively scarce.

@K
~

j)  Anentry representing a physical object may be defined to have a location. A location can be|defined in
terms of-a'set of zones in an appropriate zone attribute, or by identifying it as a named place by the use of
one orriore place-names using a locality attribute such as LocationName, which can also be fepresented
as.a-set’of zones. An entry will match a place if the set of zones that comprise its locality oveflap the set
of zones that represent the place (possibly n-extended) that is the result of consulting the gazetteer, as
described above.

k) The selection of zones, places, place-names and the compilation of their relationships is a local matter.

1)  Entries that would match by equality match on the basis of strings that they contain shall continue to match
(in effect bypassing zonal match).

To further qualify zonal matching, the zONAL-MATCHING information non-generic object class is defined as a
specialization of the MAPPING-BASED-MATCHING generic information object class. An instance of this information object
class determines the characteristics of zonal matching.

ZONAL-MATCHING ::=
MAPPING-BASED-MATCHING{ZonalSelect, TRUE, ZonalResult, zonalMatch.&id}

An instance of this information object class is characterized by:

a) The sselectBy dummy reference, if present, is by this information object class replaced by a set-of
attribute types. The selection of an instance of this information object class is based on these attributes and
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on the attribute types represented in the search filter. An information object instance may be selected if all
the attribute types represented by this component are represented in the filter. Attribute subtypes are not
considered (i.e., the selection shall be based on explicitly named attributes). However, local criteria that
are not defined by this Directory Specification may also be taken into account for selecting an instance.
For example, the selection may partly be determined by the baseObject of the search argument. If this
component is absent, selection is based wholly on local decision-making.

b) The sApplicableTo shall specify a set of locality related attribute types as determined by local
requirements, such as localityName, stateOrProvinceName, streetName, postalCode, €tC.

€) The ssubtypeIncluded component is set according to local requirements.
d) The scombinable dummy value reference is unconditionally replaced by TRUE.

e) The smappingResults dummy type reference is by this information object class replaced by the
—ZonatResuttdatatype:

f) The susercControl is set according to local requirements.
NOTE 2 — This field should in most cases take the value TRUE.

g) The sexclusive is set according to local requirements.
NOTE 3 — An information object instance of this information object class is a candidatefor'exclusive relaXation.

) The smatching-rule is by this derived information object class set to zonalMatch.
i) The &id gives a unique identification of the instance of zonal matching.algorithm.

The zonalSelect data type is:

ZonalSellect ::= SEQUENCE OF AttributeType

The zonalResult data type is used for indicating exception conditiens for zonal matching.

cannoy-select-mapping (0),
zero-mappings (2),
multiple-mappings (3),
}

The valueq:

ZonalRea:lt : := ENUMERATED {

d) cannot-select-mapping is*the result when the information provided in the base object|name and
subfilter is insufficient to Jidentify the mapping that is to be used in the zonal matching| rule. The
corresponding match preduces a result of undefined. None of the subfilters which have mappable filter
items, according to the &applicableTo specification, will accordingly not evaluate to TRUE.

NOTE 4 — Within a setvice-specific administrative area and for properly designed search-rules, the anglysis of the
search argument shiould have detected insufficient information in the search argument.

) zero-mappings is the result when the information provided in the filter item(s) to be mapped cannot be
mappeds-either because no corresponding item exists in the mapping table, or because the mapping process
produced zero filter items to be matched against entries. In this situation, a serviceError with problem
requestedServiceNotAvailable shall be returned. The notification component 0f CommonResults
shall contain:

i) a searchServiceProblem notification attribute with the value id-pr-

unmatchedKeyAttributes; and

i) a filterItem notification attribute indicating the mappable filter items unable to provide a match.

C) multiple-mappings is the result when the information provided in the filter item(s) can successfully be
mapped to multiple entries of the gazetteer. The corresponding match produces a value TRUE, but can,
nevertheless, cause the search to be abandoned with an error. In this situation, a serviceError with
problem requestedServiceNotAvailable shall be returned. The notification component of
CommonResults shall contain:

i) a  searchServiceProblem  notification attribute with  the  value id-pr-
ambiguousKeyAttributes; and

i) amultipleMatchingLocalities notification attribute as indicated by the zonalMatch matching
rule.
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The zonalMatch matching rule is the mapping-based matching rule associated with any instance of the zONAL-
MATCHING information object class.

zonalMatch MATCHING-RULE ::= {
UNIQUE-MATCH-INDICATOR multipleMatchinglocalities
ID id-mr-zonalMatch }

This mapping-based matching rule includes the UNIQUE-MATCH-INDICATOR field, which implies that matching against
the gazetteer shall give an unambiguous result. If several table entries match in the mapping process, a serviceError
with problem ambiguousKeyAttributes shall be returned. The notification component of CommonResults shall
contain a multipleMatchinglocalities notification attribute (see clause 6.14.14). A value of the
multipleMatchingLocalities notification attribute is included for each table entry matched on the gazetteer. Each
such value shall be a set-of AttributeValueAssertion specification that, if supplied in AND'ed equality filter
items in eachsubfilter would gi\/p a ||niq||p match againct the r‘nrrpcpnnding tahle entry This will allow the user in a

subsequent search request to select one of the returned notification attribute values to be reflected in the filtgr.

8.9 ldentity matching rules

8.9.1 WRI Match
The uri Match rule compares a presented value with an attribute value and is defined as:
uriMatchl MATCHING-RULE ::= {
SYNT. UTF8String
LDAP- TAX directoryString.é&id
LDAP- {"uriMatch"}
ID id-mr-uriMatch }

This rule fconforms to IETF RFC 3986 clause 6.2.2: the two UTF8String values are normalized as dgscribed in
IETF RFC|3986:

d) Case normalization: the hexadecimal digits withinva percent-encoding triplet shall be normal|zed to use
uppercase letters for digits A-F;

) Percent-encoding normalization: any percent-encoded octet that corresponds to an unreserveg character
(uppercase letters, lowercase letters, digits, HYPHEN MINUS, PERIOD, LOW LINE and TI{.DE) shall
be decoded;

¢) Path segment normalization: pathnormalization permits the simplification of a path containing "." or "..
complete path segments. This.normalization uses two buffers (an input buffer containing the gath and an
empty output buffer whichWill contain the result) and loops as follows until the input buffer islempty:

— If the input buffer begins with a prefix of "../" or "./", then remove the prefix from the input buffer;
otherwise,

— ifthe input\buffer begins with a prefix of "/./" or "/.", where "." is complete path segment, then replace
that prefix-with "/ in the input buffer; otherwise,

— if theMnput buffer begins with a prefix of "/../" or "/..", where ".." is a complete path segment, then
replace that prefix with "/" in the input buffer and remove the last segment and its precegling "/* (if
any) from the output buffer; otherwise,

-~ if the input buffer consists only of "." or "..", then remove that from the input buffer; othefwise,

; initial "/"
character (if any) and any subsequent characters up to, but not including the next "/" character of the
end of the input buffer.

d) Scheme based normalization: components which are empty or equal to the default for the scheme shall be
removed.

8.9.2 DNS name match

The dnsNameMatch compares two values of type dnsName for equality and is defined as:

dnsNameMatch MATCHING-RULE ::= {
SYNTAX DomainName
LDAP-SYNTAX dnsString.é&id
LDAP-NAME {"dnsNameMatch"}
ID id-mr-dnsNameMatch }
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The equality matching is performed label for label. If the number of the labels in the two attribute values are different,
the rule shall return FALSE. The rule shall return TRUE for each pair of labels matched for the rule to return TRUE for
the two values. Otherwise, it shall return FALSE. The matching of the individual labels shall be performed as follows:

a) If one of the labels to be compared is of the type defined in item a) of clause 6.2.15 and the other label is
either an A-label or a U-label as defined in IETF RFC 5890, the rule shall return FALSE.

b) If the two labels are of the same type, they shall be compared following the rules for caseIgnoreMatch.

c) If one the labels is of type A-label and the other one is of type U-label, the latter shall be converted to an
A-label before comparison following the rules for caseIgnoreMatch.

In addition, the following applies if one or both of the values have wildcard (") labels:

8.9.3 Internationalized email match
The intEgailMatch compares two values of attribute type intMail for equality and/is,defined as:
intEmailMatch MATCHING-RULE ::= {

SYNT. IntEmail

LDAP- TAX dnsString.é&id

LDAP- {"intEmailMatch"}

ID id-mr-intEmailMatch }

For two vallues to be equal, it is required that:

8.9.4

The jidEgailMatch compares two values of @ttribute type jid for equality and is defined as:

jidMatchl MATCHING-RULE ::= ({

SYNT. Jid
LDAP- TAX dnsString.é&id
LDAP- {"jidMatch!}

ID

For two values to be equak.itis required that:

8.10
8.10.1

d) If at least one of the values contains more than one wildcard label or if a wildcard label is not the leftmost
label, the rule shall return FALSE.

) If one or both the values has a wildcard as the leftmost label, the remaining labels shall e rhatched as
stated in a) to c) above and shall return TRUE or FALSE accordingly.

NOTE — The effect of the wildcard match is that *.example.com will match a.example.com and.b.example Jcom but not
a.b.example.com nor example.com.

4 both the local part and the domain part match;
+  the local part matches using case caseIgnoreMatch matching rule;
+  the domain part is matched as specified in*clause 8.9.2.

Jabber identifier match

id-mr-jidMatch }

d) they both-are normalized as specified in IETF RFC 7622;

) the.domain parts are identical as defined in IETF RFC 7622, they are of same format and ideptical octet
By octet;

@)\ \they both either have or do not have a local part as defined in IETF RFC 7622;
d) if the values have a local part, they shall be identical octet by octet;

e) they both either have or do not have a resourcepart local part as defined in IETF RFC 7622; and
f) if the values have a resourcepart, they shall be identical octet by octet.

Password policy matching rules

User Password matching rule

The userPwdMatch rule determines whether a presented clear text or encrypted password matches a clear text password
stored in the Directory.

userPwdMatch MATCHING-RULE ::= {
SYNTAX UserPwd
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LDAP-SYNTAX userPwdDescription.&id
LDAP-NAME {"userPwdMatch"}
ID id-mr-userPwdMatch }

It the presented password is clear text and the stored password is clear text, then comparison is performed using
caseExactMatch.

If the presented password is clear text and the stored password is encrypted, then the clear text assertion is encrypted
using the algorithm identified in the stored password and the encrypted value is compared with the stored value using
octetStringMatch.

If the presented password is encrypted and the stored password is clear text, then comparison is performed by encrypting
the stored password using the encryption algorithm passed in the assertion and then the encrypted password is compared
to the asserted encrypted password using octetStringMatch.

If the pres¢nted password 1S encrypied and the Stored password is encrypied, then the algorithm identifier and algorithm
parameterd are compared for equality. If they are different, matching fails. If they are the same, the encrypted|passwords
are compafed using octetStringMatch.

8.10.2  Password Encryption Algorithm matching rule

The pwdETchlgMatch rule compares for equality a presented password encryption algorithfrwith the algorithm stored
with an encrypted password. The encryption algorithms are equal only if the algorithm identifiers and| algorithm
parameterd are equals.

pwdEncAlgMatch MATCHING-RULE ::= {
SYNTA PwdEncAlg
LDAP- TAX pwdEncAlgDescription. &id
LDAP-NA {"pwdEncAlgMatch"}
iDp id-mr-pwdEncAlgMatch }

8.10.3 ser Password History matching rule

The userPwdHistoryMatch rule compares for equality a présented clear or encrypted password with a clear text or
encrypted |password stored as an attribute value of type‘pwdHistory. The timestamp component pregent in the
userPwdHistory is ignored. The remaining passwords are compared using the userPwdMatch matching rule.

userPwdHistoryMatch MATCHING-RULE ::= jpwdHistoryMatch{userPwd,id-mr-userPwdHistoryMatch}

8.11 DAP defined matching rules

8.11.1 (ase exact IA5 match

The caseExactIAS5Match rule compares an assertion value of the IA5String syntax to an attribute value qf the same

caseExadtIAS5Match MATCHING-RULE ::= {
SYNTA IASString
LDAP- TAX ([1a5String.é&id
LDAP-NA {"caseExactIA5Match"}
ID id-1lmr-caseExactIAS5Match }

rtion value
character string have the same number of characters and the correspondlng characters have the same code point.

8.11.2 Case ignore IA5 match

The caseIgnoreIASMatch rule compares an assertion value of the IA5String Syntax to an attribute value of the same
syntax after string preparation as discussed in clause 7.2.

caseIgnoreIAS5Match MATCHING-RULE ::= ({
SYNTAX IA5String
LDAP-SYNTAX ia5String.é&id
LDAP-NAME {"caseIgnoreIA5Match"}
D id-lmr-caseIgnoreIAS5Match }
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The rule evaluates to TRUE if, and only if the prepared attribute value character string and the prepared assertion value
character string have the same number of characters and the corresponding characters have the same code point after case

mapping.
8.11.3  Case ignore A5 substrings match

The caseIgnoreIA5SubstringsMatch rule compares an assertion value of SubstringAssertion Syntax to an
attribute value of Ia5String Syntax after string preparation as discussed in clause 7.2.

caseIgnoreIA5SubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
LDAP-SYNTAX substringAssertion.é&id
LDAP-NAME {"caseIgnoreIA5SubstringsMatch"}
ID id-1lmr-caseIgnoreIA5Match }

The rule igidentical to the caseIgnoreSubstringsMatch as discussed in clause 8.1.3.

9 Definition of syntaxes

9.1 Directory syntaxes
9.1.1 WUTM Coordinates syntax

utmCoords SYNTAX-NAME ::= {
LDAP-DESC "UTM Coordinates"
DIRECTIORY SYNTAX UtmCoordinates
ID id-asx-utmCoords }

A value which has an LDAP UTM Coordinate syntax is an encodedyvalue of the UtmCoordinates data typg using the
General String Encoding Rules as defined by the IETF RFCs 3641, 3642 and 4792.

9.1.2 11 Format syntax

uiiForm |[SYNTAX-NAME ::= {
LDAP-DESC "UII Format"
DIRECTIORY SYNTAX UiiFormat
ID id-asx-uiiForm }

A value which has an LDAP UiiFormat Syntax is an encoded value of the UiiFormat data type using the General String
Encoding Rules as defined by the IETFRFECs 3641, 3642 and 4792.

9.1.3 EPC Format syntax

epcForm |[SYNTAX-NAME :/ =
LDAP-DESC "EPC Format"
DIRECTIORY SYNTAX“-EpcFormat
ID id-asx-epcForm }

A value which haSan LDAP EpcFormat Syntax is an encoded value of the EpcFormat data type using the General String
Encoding Rulés as defined by the IETF RFCs 3641, 3642 and 4792.

9.14 Three character country string syntax

countryString3a SYNTAX-NAME ::= ({
LDAP-DESC "Country String alphas-3"
DIRECTORY SYNTAX CountryCode3c
D id-asx-countryString3c }

A value which has an LDAP country string syntax as a three-printable character string according to 1SO 3166-1 alpha-3.

9.15 Numeric country string syntax

countryString3n SYNTAX-NAME ::= {
LDAP-DESC "Country String numeric-3"
DIRECTORY SYNTAX CountryCode3n
iD id-asx-countryString3n }
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A value which has an LDAP country string syntax as a three numeric string according to 1SO 3166-1 numeric-3.

9.1.6 DNS name string syntax

dnsString SYNTAX-NAME ::= {
LDAP-DESC "DNS Name String"
DIRECTORY SYNTAX DomainName
ID id-asx-dnsString }
9.1.7 Internationalized e-mail syntax
intEmailString SYNTAX-NAME ::= ({
LDAP-DESC "Internationalized Email"
DIRECTORY SYNTAX IntEmail
ID id-asx-intFEmajlString }

9.1.7 Jabber identifier syntax

jidString SYNTAX-NAME ::= {
LDAP-DESC "Jabber identifier"
DIRECTIORY SYNTAX Jid
iDp id-asx-jidString }

9.2 ETF syntaxes

9.21 Descriptors

Descriptorp are defined in clause 3.4 of IETF RFC 4520. In contrast to other-syntaxes, a descriptor syntax is not identified
by an objegt identifier (as it a short descriptive name of an object identifier)."The syntax of a descriptor is case finsensitive
and consisls of a leading alphabetic character followed by alphanumetic characters and hyphens.

9.2.2 AttributeType Description syntax

attribufeTypeDescription SYNTAX-NAME ::= ({
LDAP-DESC "Attribute Type Description"
DIRECTIORY SYNTAX AttributeTypeDescription
iD id-l1sx-attributeTypeDescription }

A value which has an LDAP Attribute Type Description is an ABNF encoding of an attribute type description, gs specified
in IETF REC 4512 without line breaks.

9.2.3 it string syntax

bitstring SYNTAX-NAME ::=\{
LDAP-DESC "Bit\String"
DIRECTORY SYNTAX BIT,"STRING
ID id-1lsx-bitstring }

A value which has an-lKD/AP bit string syntax is a string of "0" and"1" characters enclosed by single quotes fopllowed by
character 'IB", as speeified by IETF RFC 4517.

When conyerting-from a BER encoded bit string, the trailing bits added for octet alignment shall not be included.

9.24 Boolean syntax

boolean SYNTAX-NAME ::= {
LDAP-DESC "Boolean"
DIRECTORY SYNTAX BOOLEAN
ID id-1sx-boolean }

A value of the LDAP Boolean syntax is either the character string "TRUE" or "FALSE", as specified IETF RFC 4517.

9.25 Country string

countryString SYNTAX-NAME ::= {
LDAP-DESC "Country String"
DIRECTORY SYNTAX CountryName
ID id-1sx-countryString }
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A value which has an LDAP Country String syntax is a two printable character string, as specified by IETF RFC 4517.

9.2.6 DN syntax

dn SYNTAX-NAME ::= {
LDAP-DESC "DN"
DIRECTORY SYNTAX DistinguishedName
ID id-1sx-dn }

A value which has an LDAP DN syntax is a distinguished name in the LDAP format using the string representation, as
specified by IETF RFC 4514.

9.2.7 Delivery method

deliveryMethod SYNTAX-NAME ::= {
LDAP-DESC "Delevery Method"
DIRECTIORY SYNTAX PreferredDeliveryMethod
iD id-1lsx-deliverylMethod }

A value which has an LDAP bDeliveryMethod syntax is a specification of a preferable delivery method, as specified by
IETF RFC|4517.

9.2.8 Directory string syntax

directonyString SYNTAX-NAME ::= {
DESC "Directory String"
DIRECTIORY SYNTAX UnboundedDirectoryString
D id-1lsx-directoryString }

The LDAADirectoryString Syntax is a UTF8String Syntax. When.gonverting to the LDAP syntax, a dire¢tory string
has to be cpnverted to the UTF8 encoding of the UCS. When an LDAP directory string is converted to a diregtory string
as defined jpy this Directory Specification, it is the local choice of the LDAP requester as to which of the diregtory string
alternativep to take.

9.2.9 DIT Content Rule Description syntax

dITContentRuleDescription SYNTAX-NAME : :=1{
DESC "DIT Content Rule Déscription"
DIRECTIORY SYNTAX DITContentRuleDescription
iD id-1sx-dITContentRuleDescription }

A value which has an LDAP DITConteritRiileDescription Syntax is a specification of a content rule. It ig expressed
in an ABNIF encoding, as specified by IETF RFC 4512.

9.2.10  DIT Structure Rule Description syntax

dITStrugtureRuleDescription SYNTAX-NAME ::= {
DESC “"DIT StructureRule Description"
DIRECTIORY SYNTAX..'DITStructureRuleDescription
D id-1sx-dITStructureRuleDescription }

A value which(has an LDAP DITStructureRuleDescription Syntax is a specification of a structurg rule. It is
expressed |n.anABNF encoding, as specified by IETF RFC 4512.

9.2.11  Enhanced Guide syntax

enhancedGuide SYNTAX-NAME ::= {
DESC "Enhanced Guide"
DIRECTORY SYNTAX EnhancedGuide
ID id-lsx-enhancedGuide }

A value which has an LDAP EnhancedGuide Syntax is a specification of an enhanced guide. It is expressed in an ABNF
encoding, as specified by IETF RFC 4517.

9.2.12  Facsimile Telephone Number syntax
facsimileTelephoneNr SYNTAX-NAME ::= ({

DESC "Facsimile Telephone Number"
DIRECTORY SYNTAX FacsimileTelephoneNumber
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ID id-1lsx-facsimileTelephoneNr }

A value which has an LDAP FacsimileTelephoneNr syntax is a specification of a facsimile telephone number. It is
expressed in an ABNF encoding, as specified by IETF RFC 4517.

9.2.13 Faxsyntax

fax SYNTAX-NAME ::= {
DESC "Fax"
DIRECTORY SYNTAX NULL
ID id-l1lsx-fax }

A value which has an LDAP Fax syntax is a specification of a fax image. Its encoding is specified by IETF RFC 4517.

9.2.14  Generalized Time syntax

generalJzedTime SYNTAX-NAME ::= ({
DESC "Generalized Time"
DIRECTIORY SYNTAX GeneralizedTime
ID id-1lsx-generalizedTime }

A value which has an LDAP GeneralizedTime Syntax is a specification of a time value inthe generalized tiine format.
It is expregsed in an ABNF encoding, as specified by IETF RFC 4517.

9.2.15  (uide syntax

guide SYNTAX-NAME ::= {
DESC "Guide"
DIRECTIORY SYNTAX Guide
iDp id-1lsx-guide }

A value which has an LDAP Guide syntax is a specification of a‘suggested criterion for constructing a|filter. It is
expressed |n an ABNF encoding, as specified by IETF RFC 4517,

9.2.16  IIA5 String syntax

ia5String SYNTAX-NAME ::= {
DESC "IA5 String"
DIRECTIORY SYNTAX IA5String
D id-1sx-ia5String)}

A value which has an LDAP Ia5stringsyntax consisting of characters from the International Alphabet 5 (the ASCII
character set), as specified by Rec. ITU=T.X.680 | ISO/IEC 8824-1.

9.2.17 INTEGER syntax
integer |[SYNTAX-NAME :/ =*{
DESC "INTEGER"

DIRECTIORY SYNTAX -INTEGER
D id-lsx-integer }

A value which hasian LDAP Integer syntax consisting of numeric characters, as specified by IETF RFC 45[L7.

9.2.18 JPEG syntax

jpeg SYNTAX-NAME ::= {
DESC "JPEG"
DIRECTORY SYNTAX NULL
ID id-lsx-jpeg }

A value which has an LDAP IJPEG syntax is an octet string constrained to a JPEG image, as specified by IETF RFC
4517,

9.2.19  Matching Rule Description syntax

matchingRuleDescription SYNTAX-NAME ::= ({
DESC "Matching Rule Description"
DIRECTORY SYNTAX MatchingRuleDescription
ID id-1sx-MatchingRuleDescription }
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A value which has an LDAP MatchingRuleDescription Syntax is a specification of a matching rule description. It
is expressed in an ABNF encoding, as specified by IETF RFC 4512.

9.2.20 Matching Rule Use Description syntax

matchingRuleUseDescription SYNTAX-NAME ::= ({
DESC "Matching Rule Use Description"
DIRECTORY SYNTAX MatchingRuleUseDescription
ID id-l1sx-matchingRuleUseDescription }

A value which has an LDAP MatchingRuleUseDescription syntax is a specification of a matching rule use description.
It is expressed in an ABNF encoding, as specified by IETF RFC 4512.

9.2.21  Name and Optional UID syntax

nameAndOptionalUID SYNTAX-NAME ::= {
DESC "Name And Optional UID"
DIRECTIORY SYNTAX NameAndOptionalUID
D id-1lsx-nameAndOptionalUID }

A value which has an LDAP NameAndOptionalUID is a distinguished name optionally follewed by bit string forming
a unique I, as specified by IETF RFC 4517.

9.2.22 IName Form Description syntax

nameFormDescription SYNTAX-NAME ::= ({
DESC "Name Form Description"
DIRECTIORY SYNTAX NameFormDescription
iDp id-lsx-nameFormDescription }

A value which has an LDAP NameFormDescription syntax is a§pecification of a name form. It is exprg¢ssed in an
ABNF engoding, as specified by IETF RFC 4512.

9.2.23  Numeric String syntax
numericString SYNTAX-NAME ::= {
DESC "Numeric String"

DIRECTIORY SYNTAX NumericString
D id-1lsx-numericString }

A value which has an LDAP NumericStxing Syntax consisting of numeric characters and spaces, as specified by
IETF RFC|4517.

9.2.24  (Qbject Class Descriptiqn syntax

objectCllassDescription (SYNTAX-NAME ::= {
DESC "Object Class Description"
DIRECTIORY SYNTAX. ‘ObjectClassDescription
D id-1lsx-objectClassDescription }

A value which hasan"LDAP objectClassDescription Syntax is a specification of an object class. It is expressed in
an ABNF ¢ncoding, as specified by IETF RFC 4512.

oid SYNTAX-NAME ::= {
DESC "OID"
DIRECTORY SYNTAX OBJECT IDENTIFIER
ID id-1sx-o0id }

A value which has an LDAP 01D syntax is an object identifier either defined using the dot-decimal format or a descriptor,
as specified by IETF RFC 4512.

9.2.26  Other Mailbox syntax

otherMailbox SYNTAX-NAME ::= {
DESC "Other Mailbox"
DIRECTORY SYNTAX NULL
ID id-lsx-otherMailbox }
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A value which has an LDAP otherMailbox syntax is a specification of an electronic mailbox. It is expressed in an
ABNF encoding, as specified by IETF RFC 4517.

9.2.27  Octet String syntax
octetString SYNTAX-NAME ::= ({
DESC "Octet String"

DIRECTORY SYNTAX OCTET STRING
ID id-1sx-octetString }

A value which has an LDAP octetString Syntax is a string of zero or more octets encoded, as specified by IETF RFC
4512,

9.2.28  Postal Address syntax

postalAddr SYNTAX-NAME ::= ({
DESC "Postal Address"
DIRECTIORY SYNTAX PostalAddress
D id-lsx-postalAddr }

A value which has an LDAP postaladdr syntax is a specification of a postal address. Itcs'€xpressed i an ABNF
encoding, §s specified by IETF RFC 4517.

9.2.29 PRresentation Address syntax

presentationAddr SYNTAX-NAME ::= {
LDAP-DESC "Presentation Address"
DIRECTIORY SYNTAX PresentationAddress
iDp id-lsx-presentationAddr }

A value which has an LDAP presentationAddr syntax is a specification of a presentation address. It is expressed in
an ABNF ¢ncoding, as specified by IETF RFC 4517.

9.2.30 PRrintable String syntax

printablleString SYNTAX-NAME ::= {
DESC "Printable String"
DIRECTIORY SYNTAX PrintableString
D id-1lsx-printableString }

A value which has an LDAP pPrintableString Syntax is a string of one or more characters with a repertoire equal to
PrintableSjring, as specified by Rec. ITU<FX.680 | ISO/IEC 8824-1.

9.2.31  $ubtree Specification syntax

subtreeSpec SYNTAX-NAME ::= {
DESC "SubtreeSpecification"
DIRECTIORY SYNTAX. \SubtreeSpecification
ID id-1lsx-subtreeSpec }

The LDAH Subtree Specification syntax is specified in IETF RFC 3672.

The LDAH syhtax is based on the Generic String Encoding Rules (GSER) for ASN.1as defined in IETF RFCs 8641, 3642
and 4792.

9.2.32  Telephone Number syntax

telephoneNr SYNTAX-NAME ::= {
DESC "Telephone Number"
DIRECTORY SYNTAX TelephoneNumber
iD id-lsx-telephoneNr }

A value which has an LDAP TelephoneNumber Syntax is a specification of a telephone number, as specified by
IETF RFC 4517.

9.2.33  Telex Number syntax
telexNr SYNTAX-NAME ::= {

DESC "Telex Number"
DIRECTORY SYNTAX TelexNumber
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ID id-1sx-telexNr }

A value of the LDAP TelexNumber Syntax is a telex number, country code and answerback code of a telex terminal, as
specified by IETF RFC 4517.

9.2.34 UTC Time syntax

utcTime SYNTAX-NAME ::= {
DESC "UTC Time"
DIRECTORY SYNTAX UTCTime
ID id-lsx-utcTime }

A value of the LDAP uTcTime Syntax is a character string giving time information, as specified by IETF RFC 4517.

9.2.35 LDAP Syntax Description syntax

ldapSynJaxDescription SYNTAX-NAME ::= ({
DESC "LDAP Syntax Description"
DIRECTIORY SYNTAX NULL
iD id-1sx-ldapSyntaxDescription }

A value df the LDAP LDAPSyntaxDescription syntax is a description of an LDAP-Syntax, as sfecified by
IETF RFC|4517. There is no corresponding syntax defined by this Directory Specification

9.2.36  $ubstring Assertion syntax

substringAssertion SYNTAX-NAME ::= ({
DESC "Substring Assertion"
DIRECTIORY SYNTAX SubstringAssertion
iDp id-1lsx-substringAssertion }

A value of the substringAssertion syntax is a sequence of zero,one;or more character substrings used as ap argument
for substripg extensible matching of character string attribute values, as specified by IETF RFC 4517.
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SECTION 4 — CONTEXTS

10 Definition of Context Types

This Directory Specification defines a number of context types which may be found useful across a range of applications
of the Directory.

10.1 Language Context

The Language Context associates an attribute value with a specific language(s):

languageContext CONTEXT ::= ({
iDp id-avc-language }
LanguagelContextSyntax ::= PrintableString(SIZE (2..3)) -- ISO 639-2 codes only

A presentefd value is considered to match a stored value if the sequence of characters in the presefited value is (dentical to
that in the ptored value.
10.2 Temporal Context

The Temppral Context associates an attribute value with a set of times. Variods expressions of time arp possible,
including:

d) absolute start or end times (e.g., 24:00 December 14, 1994);
) specific time bands within the day (e.g., 09:00 to 17:00);

¢) days within the week (e.g., Monday);

d) days within the month (e.g., the 10th; the 2nd tolast day, etc.);
d) months within the year (e.g., March);

f) aparticular year (e.g., 1995);

g) weeks within the month (e.g., the second week);

) periodic day or week (e.g., every:2nd week);
i logical negatives (e.g., not<Monday).

temporallContext CONTEXT ::=-{
WITH SYNTAX TimeSpecification
ASSERTIED AS TimeAssertion

ID id-avc-temporal }
TimeSpedification”):+= SEQUENCE {
time CHOICE {
absdlute SEQUENCE {

stfartTime [0] GeneralizedTime OPTIONAL,

endTime [1] GeneralizedTime OPTIONAL,
1

7T

periodic SET SIZE (l1..MAX) OF Period},

notThisTime BOOLEAN DEFAULT FALSE,
timeZone TimeZone OPTIONAL,
}
Period ::= SEQUENCE {
timesOfDay [0] SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,
days [1] CHOICE {
intDay SET OF INTEGER,
bitDay BIT STRING {
sunday (0),
monday (1),

tuesday (2),
wednesday (3),
thursday (4),
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friday (5),
saturday (6)},
dayOf XDayOf,
...} OPTIONAL,
weeks [2] CHOICE {
allWeeks NULL,
intWeek SET OF INTEGER,
bitWeek BIT STRING {
weekl (0),
week2 (1),
week3 (2),
week4 (3),
week5 (4)},
} OPTIONAL,
months [3] CHOICE {
NULL,

SET OF INTEGER,
BIT STRING {
(0),
(1,
(2),
(3),
(4),
(5),
(6),
(7,

tember (8),
(9),
(10),
(11)},
...} OPTIONAL,
years [4] SET OF INTEGER(1000..MAX) OPTIONAL,
}
XDayOf :|:= CHOICE {
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourthl [4] NamedDay,
fifth [5] NamedDay }
NamedDay| : := CHOICE {
intN dDays ENUMERATED ({
sunday (1),
monday (2),
tueslday (3),
we sday (4),
thursday (5) 7}
friday (6)"
saturday (7))},
bitN dDays \BIT STRING ({
sunday (0),
monday (1),
tue A2 (2)
wednesday (3),
thursday (4),
friday (5),
saturday (6)} 1}
DayTimeBand ::= SEQUENCE ({

startDayTime [O]

DayTime DEFAULT {hour 0},

endDayTime [1] DayTime DEFAULT {hour 23, minute 59,
}
DayTime ::= SEQUENCE ({
hour [0] INTEGER(0..23),
minute [1] INTEGER(0..59) DEFAULT O,
second [2] INTEGER (0. .59) DEFAULT O,

}
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TimeZone ::= INTEGER(-12..12)
TimeAssertion ::= CHOICE ({
now NULL,
at GeneralizedTime,
between SEQUENCE {
startTime [0] GeneralizedTime,
endTime [1] GeneralizedTime OPTIONAL,
entirely BOOLEAN DEFAULT FALSE,
-},

}

The absolute choice of time expresses a specific time or time band using absolute time notations (GeneralizedTime).
A specific time is expressed by settlng the startTime equal to the endTime. OtherW|se startTime is earlier in time
than endT 3

periodidallows the specification of time as a set of periods. The combined effect is a logical OR of theset:

NOTE 1 — Alternatively, an attribute value could be associated with the temporal context with multiple cantext valpies, one for
each of period, since this also acts as a logical OR. However, the seT oF is included here to allow notTHisTime to ¢over the set
and thug effect a logical 'neither'. When notThisTime is FALSE, the choice of which approach to use to,specify a set pf periods is
up to thg specifier.

Within each Period, each element in the SEQUENCE OF is considered as "within" the following element in the |SEQUENCE
OF. The SEQUENCE OF is in rising order of granularity of time period, although not all levels may be present.

The final glement in a Period is assumed to be valid for all time periods of a higher‘granularity.
NOTE 2 — For example, if a Period SEQUENCE OF ends with timesO£fDay, it is considered valid for all days.

A timesOlfDay indicates the valid time bands during the days specified in-the next element of Period. If days is not
the next element, then the time bands are valid for all possible dayswithin the next element. If timesOffpay is not
included, gll times of the day are valid within the next element. Different time bands may be specified for different days,
by having multiple occurrences of Period.

The days Element expresses specific days of a week, monthor year depending on the next element of Periqd. If days
precedes weeks in a Period, then it expresses days of the.week and the INTEGERS are constrained to the values 1 to 7,
where 1 is|Sunday. If days precedes months in a Pekriod, then it expresses days in the month and the INTEGERS are
constrainer to the values 1 to 31, where 1 is the first'day of the month. If days precedes years in a Perilod, then it
expresses dlays of the year and the INTEGERS are.constrained to the values 1 to 366, where 1 is the first day of|the year.

dayof is Used to indicate the 1st, 2nd, 3rd, 4th-and 5th occurrence of the NamedDay in a month (e.g., the first Monday of
the month, or the second Tuesday and Friday of August). The use of £i£th shall always indicate the last NajnedDay of
that month| (e.g., the last Tuesday of July). If the dayof choice for days is specified, then the weeks element pf Period
is not meamingful if present, and.is\ignored.

If days is hot specified, then-all-days are valid within the next element of the Period.

The weeksg element expresses specific weeks of a month or year, depending on the next element of Period. If weeks
precedes months in a-Period, then it expresses weeks of the month and the INTEGERS are constrained to tie values 1
to 5, wherg 1 is thefirst week of the month. The first week of the month shall be assumed to be the first week|containing
at least foyr days of that month. The fifth week always means the last week of the month.

If weeks [recede ) ] ained to the
values 1 to 53, where 1 is the flrst week of the year The first week of the year shall be assumed to be the first week
containing at least four days of that year. The 53rd week is always the last week of the year.

If allweeks is specified, then all weeks are valid within the next element of the Period (this allows days to express
days of the week for all weeks).

If weeks is not specified, then all weeks are valid within the next element of the Period.

The months element expresses specific months of the year. When months is expressed with INTEGERS, the INTEGERS
are constrained to the values 1 to 12, where 1 is the first month of the year (i.e., January).

If allMonths is specified, then all months of the year are valid (this allows weeks to express weeks of the month for all
months, or if weeks is not specified it allows days to express days of the month for all months).

If months is not specified, then all months of the year are valid.
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The years component expresses one or more years. If years is not specified, then all years are valid.

timeZone expresses the time zone, in hours delta from GMT, in which time is expressed. If timeZone is not present,
a DSA processing the temporal context shall interpret the time relevant in the time zone of the DSA.

If notThisTime is FALSE, then the temporal context value is the time expressed in time in the TimeSpecification.
If notThisTime iS TRUE, then the temporal context value is considered to be all the time except that expressed in time
in the TimeSpecification (that is, a logical NOT is performed).

A time assertion is considered to match a time specification if there is an overlap in the times specified. If the time
assertion contains now, then the current time is used in the evaluation. If now or at is specified, then the assertion is
considered true if the specific time falls within the times covered by the stored TimeSpecification. If the time assertion
uses between and entirely iS FALSE, then the assertion is considered true if any portion of the between time band
falls within the times covered by the stored TimeSpecification (the overlap need not be complete: as long as there is
a period of| overlap within the two time specifications, they are considered to match). If the time assertion use$ between
and entifely is TRUE, then the assertion is considered true only if the entire between time band falls.-withih the times
covered byf the stored TimeSpecification.

Examples:
NOTE 3 — The following examples use the INTEGER formats for elements where a choice is available'0f INTEGER Or BIT STRING.

d) 09:00 to 17:00 every day, would be expressed as:

temporalll TimeSpecification ::= {

time iEfiodic:{
{ timesOfDay {{startDayTime {hour 9}, endDayTime {hour“I7}}} }
}
}

) Every Monday would be expressed as:

temporal2 TimeSpecification ::= {

time riodic: {
{ dj:s intDay: {2} }

}
}

¢) 09:00 to 12:00 noon Mongday to Friday and all day Saturday during January, and all day for Tjuesdays in
February and March would be expressed as:

temporall3 TimeSpecification ::= {
time riodic: {

{ timesOfDay {{startDayTime {hour 9}, endDayTime {hour 12} }},
dalys intDay:{2,3,4,5,6},
weeks allWeeks:NULL,
months intMonth: {1} },
{ days intDay:{7},
we ImtWesk~{1;2737475);
months intMonth: {1} },
{ days intDay{3},
weeks intWeek:{1,2,3,4,5},
months intMonth: {2,3} }

d) All of August 1996 would be expressed as:

temporal4 TimeSpecification ::= {
time periodic: {

{ months intMonth: {8},
years {1996} }
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e) The first day of every month would be expressed as:

temporal
time p

{ da
mo!

5 TimeSpecification ::= {
eriodic: {

ys intDay: {1},

nths allMonths:NULL }

10.3 Locale Context

The Local

localeCo
WITH S
ID

LocaleCo
local
local

}

A presente
are equal,

Only regis
in ISO/IE
Specificati

104 l

The LDAP)
options.

ldapAttn
WITH S

ASSERTIED AS AttributeOptionList

ABSENT]
ID

b Context associates an attribute value with a specific locale(s) as defined in POSIX:

ntext CONTEXT ::= {
YNTAX LocaleContextSyntax
id-avc-locale }

ntextSyntax ::= CHOICE ({
ID1 OBJECT IDENTIFIER,
ID2 UnboundedDirectoryString,

d value is considered to match a stored value if they are both objectidentifiers and the two object]
br they are both strings and are the same.

ered object identifiers or strings for locales may be used as cantext values. The concept of locales i
C/IEEE 9945:2009, Information technology — Portable Operating System Interface (POSI
bns, Issue 7. ISO/IEC 15897 specifies procedures for registration of cultural elements.

L DAP Attribute Option Context
Attribute Option Context is used to provide.an alignment between ITU-T X.500 contexts and LDA

ibuteOptionContext CONTEXT, (3= {
YNTAX AttributeOptionList

-MATCH FALSE
id-avc-ldapAttributeOption }

Attribu

A list of

Directory
UTF8Stri
strings, in
an Attri
and the or

OptionList ::= SEQUENCE OF UTF8String

tions as the cantext value provides the closest, most natural fit of the context concept as defing
pecifications'to 'ReLDAP attribute options. Each LDAP subtyping attribute option is mapped
g value imthe list. Two 1dapAttributeOptionContext values are equal if they contain the S
ny order, Using a case ignore comparison. An AttributeOptionList in a ContextAssertig
uteOptionList in a stored context value if it is a subset of, or equal to, the stored list, ignoring

identifiers

described
) — Base

P attribute

d by these
0 a single
ame list of
n matches
letter case

er.6f'the options.

NOTE 1 — AttributeOptionList is implemented as a SEQUENCE OF to simplify DER encoding.

NOTE 2 — LDAP attribute options are restricted to the characters 'A' to 'Z', 'a' to 'z', '0' to '9' and hyphen, so PrintableString
rather than uTFsstring would be sufficient. However, the underlying character set for attribute options is UTF8 and a future
LDAP extension might make use of the wider repertoire. Therefore, uTF8string was chosen to future-proof the specification.

An empty AttributeOptionList is specifically allowed. In LDAP, a particular value is permitted to simultaneously
appear in the base attribute and in any of its optioned subtypes, e.g., (in LDIF format):

description: This is a string
description;lang-en: This is a string
description;lang-en;lang-en-us: This is a string

In Rec. ITU-T X.500 | ISO/IEC 9594-1, this is represented as the single value "This is a string" with a single Context
which has the contextType id-avc-ldapAttributeOption, and three contextvalues: { }, { "lang-en" } and
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{ "lang-en", "lang-en-us" }. That is, an empty AttributeOptionList, an AttributeOptionList containing the
single value "lang-en" and an AttributeOptionList containing the two values "lang-en" and "lang-en-us".
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Annex A

Selected attribute types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard.)

This annex includes ASN.1 type and value definitions contained in this Directory Specification in the form of the ASN.1
module selectedAttributeTypes. Attribute type and matching rule definitions specific for password policy are
included in Annex B.

SelectedAttributeTypes

{joint-iso-itu-t ds(5) module(l) selectedAttributeTypes(5) 9}
DEFINITIONS——
BEGIN

-- EXPORTS All
/*
The typels and values defined in this module are exported for use in thejother ASN|1
modules |contained within the Directory Specifications, and for the use of other
applicaffions which will use them to access Directory services. Other\'applications
may use [them for their own purposes, but this will not constrain extensions and
modifications needed to maintain or improve the Directory service:

*/
IMPORTS

-- from Rec. ITU-T X.501 | ISO/IEC 9594-2
id-at,| id-ave, id, id-asx, id-cat, id-coat, id-1lmr,did-1sx, id-mr, id-not, id-p

FROM UsefulDefinitions
{Jjloint-iso-itu-t ds(5) module(l) usefulDefinitions(0) 9} WITH SUCCESSORS

12}

Attribute{}, ATTRIBUTE, AttributeType, AttributeValueAssertion, CONTEXT,
ContexltAssertion, DistinguishedName, distinguishedNameMatch,
MAPPING-BASED-MATCHING{}, MATCHING-RULE, 'OBJECT-CLASS,
objecHIdentifierMatch, SubtreeSpecification, SupportedAttributes, SYNTAX-NAME
FROM InformationFramework
{jloint-iso-itu-t ds(5) module(l)" informationFramework (l) 9} WITH SUCCESSORS

AttributeCombination, ContextCombination, MRMapping
FROM ServiceAdministration
{jloint-iso-itu-t ds(5) ‘module (1) serviceAdministration(33) 9} WITH SUCCESSORS

AttributeTypeDescription)’ DITContentRuleDescription, DITStructureRuleDescriptioh,
MatchingRuleDescription, MatchingRuleUseDescription, NameFormDescription,
ObjecfClassDescription
FROM SchemaAdministration
{Jjloint-iso<itu-t ds(5) module(l) schemaAdministration(23) 9} WITH SUCCESSOR

Ul

-- fr Rect~ITU-T X.509 | ISO/IEC 9594-8

AlgorijthmIdentifier{}, Certificate, Certificatelist, CertificatePair,

FROM AuthenticationFramework
{joint-iso-itu-t ds(5) module(l) authenticationFramework(7) 9} WITH SUCCESSORS

G3FacsimileNonBasicParameters
FROM PkiPmiExternalDataTypes
{joint-iso-itu-t ds(5) module(l) pkiPmiExternalDataTypes (40) 9} WITH SUCCESSORS
-- from Rec. ITU-T X.511 | ISO/IEC 9594-3
FilterItem, HierarchySelections, SearchControlOptions, ServiceControlOptions
FROM DirectoryAbstractService
{joint-iso-itu-t ds(5) module(l) directoryAbstractService(2) 9} WITH SUCCESSORS

-- from Rec. ITU-T X.520 | ISO/IEC 9594-6
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{joint-iso-itu-t ds(5) module(l) passwordPolicy(39) 9} WITH SUCCESSORS ;

/*from IETF RFC 372

7

The following import is provided for information only (see clause 7.2.16), it is not
referenced by any ASN.1l construct within these Directory Specifications. Note that
the ASN.1 module in RFC 3727 imports from the InformationFramework module of edition
01 | ISO/IEC 9594-2. A specification importing from both these
Directory Specifications and from RFC 3727 should take corrective actions, e.qg.,
by making a copy of the ASN.1l module of RFC 3727 and then update the IMPORT statement.

4 of Rec. ITU-T X.5

allComponentsMatch, componentFilterMatch, directoryComponentsMatch, presentMatch,

FROM ComponentMatching {iso(l) 2 36 79672281 xed(3) module (0) component-matc

rdnMatch

*/

-- Diregtory string

Unbound irectoryS
teletexString
printableString
bmpString

DirectoryString{INT
teletexString
printableString
bmpString
universalString
uTF8SYring

-- Attribute types

knowledgeInformatio
WITH S|YNTAX
EQUALIITY MATCHING
OBSOLHETE
ID

name ATTRIBUTE ::=
WITH S|YNTAX
EQUALITY MATCHING
SUBSTRINGS MATCHI
LDAP-S|YNTAX

type

tring ::= CHOICE {
TeletexString (SIZE (1..MAX)),
PrintableString(SIZE (1..MAX)),
BMPString (SIZE (1..MAX)),
UniversalString (SIZE (1..MAX)),
UTF8String (SIZE (1..MAX)) }

EGER:maxSize} ::= CHOICE ({
TeletexString (SIZE (l1..maxSize,...))y
PrintableString (SIZE (1..maxSize, .{.)),
BMPString (SIZE (1..maxSize,...))¢$
UniversalString (SIZE (1..maxSize,...)),
UTF8String (SIZE (1..maxSize,.\%)) }

n ATTRIBUTE ::= {
UnboundedDirectoryString
RULE caseIgnoreMatch
TRUE
id-atcknowledgeInformation }

{
UnboundedDirectoryString
RULE caseIgnoreMatch
NG RULE caseIgnoreSubstringsMatch
directoryString. &id
{"name"}
id-at-name }

E ::= {
name
UnboundedDirectoryString
directoryString. &id

hing (4) }

LDAP-NAME
ID
commonName ATTRIBUT

SUBTY OF

WITH TAX

LDAP- TAX
LDAP-NAME

ID

surname ATTRIBUTE
SUBTYPE OF
WITH SYNTAX
LDAP-SYNTAX
LDAP-NAME
ID

givenName ATTRIBUTE
SUBTYPE OF
WITH SYNTAX
LDAP-SYNTAX
LDAP-NAME
ID
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{"en", "commonName"}
id-at-commonName }

name
UnboundedDirectoryString
directoryString. &id
{"sn"}

id-at-surname }

name
UnboundedDirectoryString
directoryString. &id
{"givenName"}
id-at-givenName }
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initials ATTRIBUTE ::= {
SUBTYPE OF
WITH SYNTAX
LDAP-SYNTAX
LDAP-NAME
ID

generationQualifier ATTRIB
SUBTYPE OF
WITH SYNTAX
LDAP-SYNTAX
LDAP-NAME
ID

name
UnboundedDirectoryString
directoryString. &id
{"initials"}
id-at-initials }

UTE ::= {
name
UnboundedDirectoryString
directoryString. &id
{"generationQualifier"}
id-at-generationQualifier }

uniqueIdentifier ATTRIBUTE
WITH SYNTAX
EQUALIITY MATCHING RULE
LDAP-SYNTAX

LDAP-NAME
ID
Uniqueldentifier ::= BIT S

ier ATTRIBUTE ::=
TAX

Y MATCHING RULE

G MATCHING RULE
INGS MATCHING RULE
TAX

er ATTRIBUTE ::=

WITH TAX

EQUALIITY MATCHING RULE
SUBSTRINGS MATCHING RULE
LDAP- TAX

ID
pseudon ATTRIBUTE ::= {
SUBTY OF
WITH S|YNTAX
ID
uUIDPair] ATTRIBUTE ::=

WITH S|YNTAX
EQUALIITY MATCHING.RULE
ID

= {
UniqueIdentifier
bitStringMatch
bitString. &id
{"x500UniqueIdentifier"}
id-at-uniqueIdentifier }

TRING

{
PrintableString

caseIgnoreMatch
caseIgnoreOrderingMatch
caseIgnoreSubstringsMatch
printableString. &id
{"dnQualifier"}
id-at-dnQualifier }

{

PrintableString (SIZE (1..MAX))
caseIgnoreMatch
caselgnoreSubstringsMatch
printableString. &id
{"serialNumber"}
id-at-setrialNumber }

name
UnboundedDirectoryString
id-at-pseudonym }

UUIDPair
uUIDPairMatch
id-at-uuidpair }

UUIDPair] ::¥ SEQUENCE {
issuerUUID UuUID,
subjedtUUID UUID

}

UUID ::= OCTET STRING(SIZE
uri ATTRIBUTE ::= ({

WITH SYNTAX

EQUALITY MATCHING RULE

LDAP-SYNTAX

LDAP-NAME

ID
URI ::= UTF8String
urn ATTRIBUTE ::= {

SUBTYPE OF

LDAP-SYNTAX

74 Rec. ITU-T X.520 (10/
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URI

uriMatch
directoryString. &id
{llurill}

id-at-uri }

uri
directoryString. &id

2019)
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LDAP-NAME {"urn"}
ID id-at-urn }
url ATTRIBUTE ::= {
SUBTYPE OF uri
LDAP-SYNTAX directoryString. &id
LDAP-NAME {"url"}
ID id-at-url }
dnsName ATTRIBUTE ::= {
WITH SYNTAX DomainName
EQUALITY MATCHING RULE dnsNameMatch
LDAP-SYNTAX dnsString. &id
LDAP-NAME {"DNS name"}
ID id-at-dnsName }
DomainNaLe ::= UTF8String (CONSTRAINED BY { -- Conforms to the format of a domain|name. -
- 1)
intEmail] ATTRIBUTE ::= {
WITH SYNTAX IntEmail
EQUALIITY MATCHING RULE intEmailMatch
SINGLE VALUE TRUE
LDAP-SYNTAX intEmailString. &id
LDAP-NAME {"Internationalized Email"}
ID id-at-intEmail }
IntEmail]l ::= UTF8String (CONSTRAINED BY { -- Conforms to, the format of an
(internagtionalized) email address. -- })
jid ATTRIBUTE ::= ({
WITH SYNTAX Jid
EQUALITY MATCHING RULE jidMatch
SINGLE VALUE TRUE
LDAP-SYNTAX jidString. &id
LDAP-NAME {"Jabber identifier"}
iD id-at-jid }
Jid ::= [UTF8String (CONSTRAINED BY { +/* Conforms to the format of a jabber identifier.
*/ 1)
objectIdentifier ATTRIBUTE ::='{
WITH TAX OBJECT IDENTIFIER
EQUALIITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
LDAP- TAX oid. &id
LDAP- {"Object Identifier"}
D id-at-objectIdentifier }
country! e ATTRIBUTE ::= {
SUBTY OF name
WITH TAX CountryName
SINGLE VALUE TRUE
LDAP- TAX countryString. &id
LDAP-NAME {"ec"}
D id-at-countryName }
CountryName ::= PrintableString(SIZE (2)) (CONSTRAINED BY { -- ISO 3166 alpha-2 codes
only -- })
countryCode3c ATTRIBUTE ::= ({
SUBTYPE OF name
WITH SYNTAX CountryCode3c
SINGLE VALUE TRUE
LDAP-SYNTAX countryString3c. &id
LDAP-NAME {"c3"}
D id-at-countryCode3c }
CountryCode3c ::= PrintableString(SIZE (3)) (CONSTRAINED BY { -- ISO 3166 alpha-3 codes
only -- })
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countryCode3n ATTRIBUTE ::= ({

SUBTYPE OF name

WITH SYNTAX CountryCode3n

SINGLE VALUE TRUE

LDAP-SYNTAX countryString3n. &id

LDAP-NAME {"n3"}

ID id-at-countryCode3n }
CountryCode3n ::= NumericString(SIZE (3)) (CONSTRAINED BY { -- ISO 3166 numeric-3 codes
only -- })
localityName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP- TAX directoryString. &id

LDAP- {"1"}

iD id-at-localityName }
collectijveLocalityName ATTRIBUTE ::= {

SUBTY OF localityName

COLLECQTIVE TRUE

LDAP- TAX directoryString. &id

LDAP- {"ec-1"}

iD id-at-collectivelLocalityName }
stateOrProvinceName ATTRIBUTE ::= {

SUBTY OF name

WITH TAX UnboundedDirectoryString

LDAP- TAX directoryString. &id

LDAP- "st"}

ID id-at-stateOrProvinceName }
collectijveStateOrProvinceName ATTRIBUTE ::= {

SUBTY OF stateOrProvinceNane

COLLEQTIVE TRUE

LDAP- TAX directoryString. &id

LDAP- {"c-st"}

ID id-at-collectiveStateOrProvinceName }
streetAddress ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALIITY MATCHING RULE caseTgnoreMatch

SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"street"}

ID id-at-streetAddress }
collectijveStreetAddress ATTRIBUTE ::= {

SUBTY OF streetAddress

COLLEQTIVE TRUE

LDAP- TAX directoryString. &id

LDAP- {"c-street"}

iD id-at-collectiveStreetAddress }
houseIdentifier ATTRIBUTE ::= ({

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch

SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"houseIdentifier"}

ID id-at-houseIdentifier }
utmCoordinates ATTRIBUTE ::= ({

WITH SYNTAX UtmCoordinates

SINGLE VALUE TRUE

LDAP-SYNTAX utmCoords. &id

LDAP-NAME {"utmCoordinates"}

ID id-at-utmCoordinates }
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UtmCoordinates ::= SEQUENCE {
zone PrintableString,
easting NumericString,
northing NumericString }

organizationName ATTRIBUTE ::= {

SUBTYPE OF name

WITH SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"o"}

ID id-at-organizationName }
collectiveOrganizationName ATTRIBUTE ::= {

SUBTYPE OF organizationName

COLLECTIVE TRUE

LDAP- TAX directoryString. &id

LDAP- {"c-o"

iD id-at-collectiveOrganizationName }
organizationalUnitName ATTRIBUTE ::= {

SUBTY OF name

WITH TAX UnboundedDirectoryString

LDAP- TAX directoryString. &id

LDAP- {"ou"}

iD id-at-organizationalUnitName }
collectijveOrganizationalUnitName ATTRIBUTE ::= {

SUBTY OF organizationalUnitName

COLLECQTIVE TRUE

LDAP- TAX directoryString. &id

LDAP- {"c-ou"

iD id-at-collectiveOrganizationalUnitName }
title ATITRIBUTE = {

SUBTY OF name

WITH TAX UnboundedDirectoryString

LDAP- TAX directoryString. &id

LDAP- {"title"}

iD id-at-title\?}
organizationIdentifier ATTRIBUTE, [ := {

WITH TAX UnboundedDirectoryString

EQUALIITY MATCHING RULE caseTgnoreMatch

SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

SINGLE VALUE TRUE

LDAP- TAX directoryString. &id

LDAP- {"organizationIdentifier"}

ID id-at-organizationIdentifier }
descripfiion ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALIITY MATCHING RULE caseIgnoreMatch

SUBSTRINGS, MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"description"}

ID id-at-description }
searchGuide ATTRIBUTE ::= ({

WITH SYNTAX Guide

LDAP-SYNTAX guide. &id

LDAP-NAME {"searchGuide"}

ID id-at-searchGuide }
Guide ::= SET {

objectClass [0] OBJECT-CLASS.é&id OPTIONAL,

criteria [1] Criteria,

}

Criteria ::= CHOICE {

type [0] CriteriaItem,

© ISO/IEC 2020 - All rights reserved Rec. ITU-T X.520 (10/2019) 77


https://iecnorm.com/api/?name=c5c53414506e81ff8b1880ed2f743ee1

ISO/IEC 9594-6:2020 (E)

and [1] SET OF Criteria,

or [2] SET OF Criteria,
not [3] Criteria,
}
CriterialItem ::= CHOICE {

equality [0] AttributeType,
substrings [1] AttributeType,
greaterOrEqual [2] AttributeType,
lessOrEqual [3] AttributeType,

approximateMatch [4] AttributeType,
}

enhancedSearchGuide ATTRIBUTE ::= {
WITH SYNTAX EnhancedGuide
LDAP- TAX enhancedGuide. &id
LDAP- {"enhancedSearchGuide"}
ID id-at-enhancedSearchGuide }
EnhancedGuide ::= SEQUENCE {
objectClass [0] OBJECT-CLASS.&id,
criterji [1] Criteria,
subse [2] INTEGER {
baselObject (0),
onelievel (1),
wholleSubtree (2)} DEFAULT onelevel,

ategory ATTRIBUTE ::= {
TAX UnboundedDirectoryString

EQUALIITY MATCHING RULE caseIgnoreMatch

SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP- TAX directoryString. &id

LDAP- {"businessCategory"}

D id-at-businessCategory }
postalAddress ATTRIBUTE ::= {

WITH SYNTAX PostalAddress

EQUALITY MATCHING RULE caseIgnorelistMatch
SUBSTRINGS MATCHING RULE caseIgnotéListSubstringsMatch

LDAP-SYNTAX postalAddr. &id

LDAP-NAME {"postalAddress"}

iD id-at-postalAddress }
PostalAddress ::= SEQUENCENSIZE (1..MAX) OF UnboundedDirectoryString
collectijvePostalAddress, ATTRIBUTE ::= {

SUBTY OF postalAddress

COLLEQTIVE TRUE

LDAP- TAX postalAddr. &id

LDAP- {"c-PostalAddress"}

ID id-at-collectivePostalAddress }
postalC ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"postalCode"}

D id-at-postalCode }
collectivePostalCode ATTRIBUTE ::= {

SUBTYPE OF postalCode

COLLECTIVE TRUE

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"c-PostalCode"}

D id-at-collectivePostalCode }
postOfficeBox ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString
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EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"postOfficeBox"}

D id-at-postOfficeBox }
collectivePostOfficeBox ATTRIBUTE ::= ({

SUBTYPE OF postOfficeBox

COLLECTIVE TRUE

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"c-PostOfficeBox"}

D id-at-collectivePostOfficeBox }
physicalDeliveryOfficeName ATTRIBUTE ::= {

WITH SYNTAX UnboundedDirectoryString

EQUALIITY MATCHING RULE caseIgnoreMatch

SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"physicalDeliveryOfficeName"}

iD id-at-physicalDeliveryOfficeName }
collectilvePhysicalDeliveryOfficeName ATTRIBUTE ::= {

SUBTY OF physicalDeliveryOfficeName

COLLEQTIVE TRUE

LDAP- TAX directoryString. &id

LDAP- {"c-PhysicalDeliveryOfficeName"}

iDp id-at-collectivePhysicalDeliveryOfficeName }
telephoneNumber ATTRIBUTE ::= ({

WITH TAX TelephoneNumber

EQUALIITY MATCHING RULE telephoneNumberMatch

SUBSTRINGS MATCHING RULE telephoneNumberSubstringsMatch

LDAP- TAX printableString. &id

LDAP- {"telephoneNumber"}

D id-at-telephoneNumber }
TelephoneNumber ::= PrintableString(SIZE (1. .ub-telephone-number))
-- Stri complying with Rec. ITU-T E.123 only
ub-telephone-number INTEGER ::= 32
collectijveTelephoneNumber ATTRIBUTE ::= ({

SUBTY OF telephoneNumber

COLLEQTIVE TRUE

LDAP- TAX printableString. &id

LDAP- {"c-TelephoneNumber"}

ID id-at-collectiveTelephoneNumber }
telexN er ATTRIBUTE ::= {

WITH TAX TelexNumber

LDAP- TAX telexNr. &id

LDAP- {"telexNumber"}

ID id-at-telexNumber }

TelexNumber ::= SEQUENCE {

telexNumber PrintableString(SIZE (1..ub-telex-number)),
countryCode PrintableString(SIZE (1..ub-country-code)),
answerback PrintableString (SIZE (1..ub-answerback)),

}

ub-telex-number INTEGER = 14
ub-country-code INTEGER = 4
ub-answerback INTEGER = 8
collectiveTelexNumber ATTRIBUTE ::= {
SUBTYPE OF telexNumber
COLLECTIVE TRUE
LDAP-SYNTAX telexNr. &id
LDAP-NAME {"c-TelexNumber"}
ID id-at-collectiveTelexNumber }
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facsimileTelephoneNumber ATTRIBUTE ::= {
WITH SYNTAX FacsimileTelephoneNumber
EQUALITY MATCHING RULE facsimileNumberMatch
SUBSTRINGS MATCHING RULE facsimileNumberSubstringsMatch

LDAP-SYNTAX facsimileTelephoneNr. &id

LDAP-NAME {"facsimileTelephoneNumber"}

ID id-at-facsimileTelephoneNumber }
FacsimileTelephoneNumber ::= SEQUENCE {

telephoneNumber TelephoneNumber,

parameters G3FacsimileNonBasicParameters OPTIONAL,

}

collectiveFacsimileTelephoneNumber ATTRIBUTE ::= {

SUBTY OF facsimileTelephoneNumber

COLLEQTIVE TRUE

LDAP- TAX facsimileTelephoneNr. &id

LDAP- {"c-FacsimileTelephoneNumber"}

iD id-at-collectiveFacsimileTelephoneNumber }
x121Address ATTRIBUTE ::= {

WITH SYNTAX X121Address

EQUALIITY MATCHING RULE numericStringMatch
SUBSTRINGS MATCHING RULE numericStringSubstringsMatch

LDAP-SYNTAX numericString. &id

LDAP-NAME {"x121Address"}

ID id-at-x121Address }
X121Address ::= NumericString(SIZE (1l..ub-x12l1l-address))

as defined by Rec. ITU-T X.121
ddress INTEGER ::= 15

ionalISDNNumber ATTRIBUTE ::= {
TAX InternationalISDNNumber

EQUALIITY MATCHING RULE numericStringMatch

SUBSTRINGS MATCHING RULE numericStringSubstringsMatch
LDAP- TAX numericString. &id

LDAP- {"internationalISDNNumber"}

iDp id-atcinternationalISDNNumber }

InternatliionalISDNNumber ::=
NumerijcString (SIZE (1. .ub-international-isdn-number))
-- String complying with.,Rec. ITU-T E.164 only

ub-international-isdn~number INTEGER ::= 16
collectijveInternationalISDNNumber ATTRIBUTE ::= {

SUBTY OF internationalISDNNumber

COLLEQTIVE TRUE

LDAP- TAX numericString. &id

LDAP- {"c-InternationalISDNNumber"}

D id-at-collectiveInternational ISDNNumber }
registeredAddress ATTRIBUTE ::= ({

SUBTYPE OF postalAddress

WITH SYNTAX PostalAddress

LDAP-SYNTAX postalAddr. &id

LDAP-NAME {"registeredAddress"}

D id-at-registeredAddress }
destinationIndicator ATTRIBUTE ::= {

WITH SYNTAX DestinationIndicator

EQUALITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX printableString. &id
LDAP-NAME {"destinationIndicator"}
ID id-at-destinationIndicator }
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PrintableString (SIZE (1..MAX))

-- alphabetical characters only

communicationsService ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
LDAP-SYNTAX

LDAP-NAME

ID

CommunicationsService ::=

CommunicationsService
objectIdentifierMatch

oid. &id
{"communicationsService"}
id-at-communicationsService }

OBJECT IDENTIFIER

communicationsNetwork ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE

CommunicationsNetwork
objectIdentifierMatch

SINGLE VALUE
LDAP-SYNTAX
LDAP-NAME

ID

CommunidationsNetwork ::=

TRUE

oid. &id
{"communicationsNetwork"}
id-at-communicationsNetwork }

OBJECT IDENTIFIER

preferredDeliveryMethod ATTRIBUTE ::= ({
WITH TAX PreferredDeliveryMethod
SINGLE VALUE TRUE
LDAP- TAX deliveryMethod. &id
LDAP- {"preferredDeliveryMethod"}
iD id-at-preferredDeliveryMethod, }

::= SEQUENCE OF INTEGER ({

any-delivery-method (0),
mhs-dellivery (1),
physidal-delivery (2),
telex-ldelivery (3),
teletex-delivery (4),

g3-fadsimile-delivery (5),
g4-fadsimile-delivery (6),

ia5- inal-delivery (7),

videotex-delivery (8),

telephione-delivery (9) 1}
presentationAddress ATTRIBUTE ‘(=" {

WITH TAX

PresentationAddress
presentationAddressMatch
TRUE
presentationAddr. &id

LDAP- {"presentationAddress"}
D id-at-presentationAddress }
PresentationAddress ::= SEQUENCE {

pSeledtor [0
sSeledtor [1]
tSeledgtor [2]

OCTET STRING OPTIONAL,
OCTET STRING OPTIONAL,
OCTET STRING OPTIONAL,

supportedApplicationContext ATTRIBUTE ::= ({

WITH SYNTAX
EQUALITY MATCHING RULE
LDAP-SYNTAX

OBJECT IDENTIFIER
objectIdentifierMatch
oid. &id

LDAP-NAME {"supportedApplicationContext"}
ID id-at-supportedApplicationContext }
protocolInformation ATTRIBUTE ::= ({

WITH SYNTAX
EQUALITY MATCHING RULE
ID

ProtocolInformation
protocolInformationMatch
id-at-protocolInformation }

ProtocolInformation ::= SEQUENCE {

nAddress OCTET STRING,
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profiles

SET OF OBJECT IDENTIFIER }

distinguishedName ATTRIBUTE ::= {

WITH SYNTAX

EQUALITY MATCHING RULE
LDAP-SYNTAX

LDAP-NAME

ID

member ATTRIBUTE ::= {
SUBTYPE OF
LDAP-SYNTAX
LDAP-NAME
ID

DistinguishedName
distinguishedNameMatch
dn.&id
{"distinguishedName"}
id-at-distinguishedName }

distinguishedName
dn. &id

{"member"}
id-at-member }

uniqueMember ATTRIBUTE ::=
WITH SYNTAX
EQUALIITY MATCHING RULE
LDAP-SYNTAX

{

NameAndOptionalUID
uniqueMemberMatch
nameAndOptionalUID. &id

LDAP- {"uniqueMember"}
iDp id-at-uniqueMember }
NameAndQptionalUID ::= SEQUENCE {
dn istinguishedName,
uid iqueIdentifier OPTIONAL,
}
owner ATTRIBUTE ::= {
SUBTY OF distinguishedName
LDAP- TAX dn.&id
LDAP- {"owner"
ID id-at-owner }
roleOccupant ATTRIBUTE ::= {
SUBTY OF distinguishedName
LDAP- TAX dn.&id
LDAP- {"roleOccupant!}
D id-at-roleOccupant }
seeAlso ATTRIBUTE = {
SUBTY OF distinguishedName
LDAP- TAX dn.&id
LDAP- {seeAlso"}
ID id-at-seeAlso }
dmdName ATTRIBUTE = {
SUBTY OF name
WITH SYNTAX UnboundedDirectoryString
ID id-at-dmdName }
-- Hiemnarchical”attribute types
0idCl ATITRIBUTE ::= ({
WITH TAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
iD id-o0idC1 }
0idC2 ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-oidcC2 }
0idC ATTRIBUTE ::= {
WITH SYNTAX INTEGER
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-oidC }
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urnC ATTRIBUTE ::= {
WITH SYNTAX PrintableString
EQUALITY MATCHING RULE caseExactMatch
SINGLE VALUE TRUE
LDAP-SYNTAX printableString. &id
LDAP-NAME {"urnC"}
ID id-at-urnC }

-- Attribute types for tag-based identification

tagOid ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

ISO/IEC 9594-6:2020 (E)

SINGLE VALUE TRUE

LDAP-SYNTAX oid. &id

LDAP- {"tag0id"}

iDp id-at-tag0Oid }
uiiFormat ATTRIBUTE = {

WITH TAX UiiFormat

SINGLE VALUE TRUE

LDAP- TAX uiiForm. &id

LDAP- {"uiiFormat"}

ID id-at-uiiFormat }
UiiForm ::= SEQUENCE {

baseObhject URI OPTIONAL,

subse ENUMERATED {
baselObject (0),
onellevel (1),
wholleSubtree (2) } DEFAULT baseObject,
next CHOICE {
length INTEGER,
filter UiiFilter } }
UiiFilt ::= CHOICE {

item |[[0] UiiItem,

and [1] SET OF UiiFilter,
or [2] SET OF UiiFilter,
not [3] UiiFilter }

UiiItem |: := SEQUENCE {
type | ATTRIBUTE.&id,
length] INTEGER OPTIONAL }

uiiInUrn ATTRIBUTE ::= ({
WITH SYNTAX UTF8String
EQUALIITY MATCHING RULE caseExactMatch

SINGLE VALUE TRUE

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"uiiInUrn"}

ID id-at-uiiInUrn }
contentUrl  ATTRIBUTE : := {

SUBTYPE OF url

LDAP-SYNTAX directoryString. &id

LDAP-NAME {"contentUrl"}

ID id-at-contentUrl }
uii ATTRIBUTE ::= {

WITH SYNTAX BIT STRING
EQUALITY MATCHING RULE bitStringMatch
LDAP-SYNTAX bitString. &id

LDAP-NAME {"uii"}
ID id-at-uii }
epc ATTRIBUTE ::= {

WITH SYNTAX BIT STRING
EQUALITY MATCHING RULE bitStringMatch
LDAP-SYNTAX bitString. &id
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LDAP-NAME
ID

tagAfi ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
LDAP-SYNTAX
LDAP-NAME
ID

= {

epcFormat ATTRIBUTE
WITH SYNTAX
SINGLE VALUE
LDAP-SYNTAX

{ n ePc n }
id-at-epc }

OCTET STRING
octetStringMatch
octetString. &id
{"tagAfi"}
id-at-tagAfi }

{

EpcFormat
TRUE
epcForm. &id

LDAP-NAME {"epcFormat"}
iD id-at-epcFormat }
EpcForm = SEQUENCE {
field SEQUENCE SIZE (1..MAX) OF SEQUENCE ({
bit INTEGER,
charnfField CHOICE {
racters [0] INTEGER,
Value [1] INTEGER },
result ENUMERATED {
ericPad (0),
eric (1),
ha7bits (2) } DEFAULT numericPad },
digitshift [0] INTEGER OPTIONAL,
checkQalc [1] INTEGER OPTIONAL;
urnPrefix UTF8String OPTIONAL }
epcInUrn ATTRIBUTE ::= {
SUBTY OF urn
SINGLE VALUE TRUE
LDAP- TAX directoryString. &id
LDAP- {"epcInUrn"}
iD id-at-epcInUrn.}
ldapUrl ATTRIBUTE ::= {
SUBTY OF url
LDAP- TAX directoryString. &id
LDAP- {"1ldapUrl"}
D id-at-1dapUrl }
tagLocatjion ATTRIBUTE =
SUBTY OF utmCoordinates
SINGLE VALUE TRUE
LDAP- TAX utmCoords. &id
LDAP- {"tagLocation"}
ID id-at-tagLocation }
-- Notifjication attributes
dSAProb ATTRIBUTE = {

WITH SYNTAX
EQUALITY MATCHING RULE
ID

searchServiceProblem ATTRIBUTE

WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

ID

serviceType ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE
ID

84
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OBJECT IDENTIFIER
objectIdentifierMatch
id-not-dSAProblem }

.:={
OBJECT IDENTIFIER
objectIdentifierMatch

TRUE
id-not-searchServiceProblem }

{

OBJECT IDENTIFIER
objectIdentifierMatch
TRUE
id-not-serviceType }
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attributeTypelist ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

ID id-not-attributeTypelist }
matchingRulelList ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

D id-not-matchingRulelList }
filterItem ATTRIBUTE ::= {

WITH SYNTAX FilterItem

ID id-not-filterItem }
attributeCombinations ATTRIBUTE ::= {

WITH SYNTAX AttributeCombination

ID id-not-attributeCombinations }
contextTypeList ATTRIBUTE ::= {

WITH S)YNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

iD id-not-contextTypelist }
contextlliist ATTRIBUTE ::= ({

WITH SYNTAX ContextAssertion

iD id-not-contextList }
contextCombinations ATTRIBUTE ::= {

WITH SYNTAX ContextCombination

iD id-not-contextCombinations{}
hierarchySelectList ATTRIBUTE ::= ({

WITH SYNTAX HierarchySelections

SINGLE VALUE TRUE

D id-not-hierarchySelectList }
searchControlOptionsList ATTRIBUTE ::= {

WITH SYNTAX SearchControlOptions

SINGLE VALUE TRUE

ID id-not-seéarchControlOptionsList }
serviceQontrolOptionsList ATTRIBUTE ::= {

WITH SYNTAX ServiceControlOptions

SINGLE VALUE TRUE

iD id-not-serviceControlOptionsList }
multipleMatchingLocalities ATTRIBUTE ::= {

WITH SYNTAX MultipleMatchinglLocalities

ID id-not-multipleMatchinglocalities }
MultipleMatchingLocalities ::= SEQUENCE ({

matchilngRyleUsed MATCHING-RULE. &id OPTIONAL,

attributelList SEQUENCE OF AttributeValueAssertion,

}

proposedRelaxation ATTRIBUTE ::= {

WITH SYNTAX MRMappings

D id-not-proposedRelaxation }
MRMappings ::= SEQUENCE OF MRMapping
appliedRelaxation ATTRIBUTE ::= {

WITH SYNTAX OBJECT IDENTIFIER

EQUALITY MATCHING RULE objectIdentifierMatch

D id-not-appliedRelaxation }
pwdResponseValue ATTRIBUTE ::= {

WITH SYNTAX PwdResponse

ID id-not-pwdResponse }
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PwdResponse ::= SEQUENCE ({
warning CHOICE {
timeleft [0] INTEGER(O0..MAX),
graceRemaining [1] INTEGER(O..MAX),
} OPTIONAL,

error ENUMERATED {
passwordExpired (0),
changeAfterReset (1),

} OPTIONAL}

ldapDiagnosticMsg ATTRIBUTE ::= {
WITH SYNTAX UTF8String
SINGLE VALUE TRUE
D id-not-ldapDiagnosticMsg }

-- LDAP |[defined attribute types

uid ATTRIBUTE ::= {
WITH SYNTAX UnboundedDirectoryString
EQUALIITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caselIgnoreSubstringsMatch

LDAP-SYNTAX directoryString. &id
LDAP-NAME {"uid"}
iD id-coat-uid }
dc ATTRIBUTE ::= {
WITH SYNTAX IA5String

EQUALIITY MATCHING RULE caseIgnoreMatch
SUBSTRINGS MATCHING RULE caseIgnoreSubstringsMatch

LDAP-SYNTAX ia5String. &id
LDAP-NAME {"dc"}
ID id-coat-dc }

-- Matchfing rules

caseExadtMatch MATCHING-RULE ::= {

SYNT UnboundedDirectoryString
LDAP- TAX directoryString.é&id

LDAP- {"caseExactMatch"}
ID id-mr-caseExactMatch(}
caseIgnodreMatch MATCHING-RULE (=" {

SYNT UnboundedDirectoryString
LDAP- TAX directoryString.é&id

LDAP- {"caseIgnoreMatch"}
D id-mr-caselgnoreMatch }
caseExadtOrderingMatch MATCHING-RULE ::= ({

SYNT UnboundedDirectoryString
LDAP- TAX directoryString.é&id

LDAP- {"caseExactOrderingMatch"}

D id-mr-caseExactOrderingMatch }
caseIgno -RULE ::= {

SYNTAX UnboundedDirectoryString

LDAP-SYNTAX directoryString.é&id

LDAP-NAME {"caseIgnoreOrderingMatch"}

D id-mr-caseIgnoreOrderingMatch }
caseExactSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion -- only the PrintableString choice

LDAP-SYNTAX substringAssertion.é&id

LDAP-NAME {"caseExactSubstringsMatch"}

ID id-mr-caseExactSubstringsMatch }
caseIgnoreSubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.é&id

LDAP-NAME {"caseIgnoreSubstringsMatch"}

ID id-mr-caselIgnoreSubstringsMatch }
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numericStringMatch MATCHING-RULE ::= {

SYNTAX NumericString

LDAP-SYNTAX numericString.é&id

LDAP-NAME {"numericStringMatch"}

ID id-mr-numericStringMatch }
numericStringOrderingMatch MATCHING-RULE ::= ({

SYNT NumericString

LDAP- TAX numericString.é&id

LDAP- {"numericStringOrderingMatch"}

iDp id-mr-numericStringOrderingMatch }
numericStringSubstringsMatch MATCHING-RULE ::= {

SYNT SubstringAssertion
LDAP- TAX substringAssertion.é&id

LDAP- {"numericStringSubstringsMatch"}
iDp id-mr-numericStringSubstringsMatch }
caseIgndrelistMatch MATCHING-RULE ::= {

SYNT CaseIgnorelist
LDAP- TAX postalAddr.é&id

LDAP- {"caseIgnorelListMatch"}

D id-mr-caselIgnorelListMatch }
CaselIgndrelist ::= SEQUENCE OF UnboundedDirectoryString
caselIgngrelistSubstringsMatch MATCHING-RULE ::= {

SYNT SubstringAssertion
LDAP- TAX substringAssertion.é&id

LDAP- {"caseIgnorelListSubstringsMatch"}

iDp id-mr-caseIgnorelListSubstringsMatch }
storedPriefixMatch MATCHING-RULE: ::= ({

SYNT UnboundedDirectoryString

D id-mr-storedPrefixMatch }
boolea tch MATCHING-RULE ::= {

SYNT. BOOLEAN

LDAP- TAX bitString.é&id

LDAP— {"booleanMatch"}

id-mr-booleanMatch }

integerMatch MATCHING-RULE ::= {

SYNT. INTEGER

LDAP-SYNTAX integer.&id

LDAP-NAME {"integerMatch"}

ID id-mr-integerMatch }
integerOrderingMatch MATCHING-RULE ::= {

SYNTAX INTEGER

LDAP-SYNTAX integer.&id

LDAP-NAME {"integerOrderingMatch"}

ID id-mr-integerOrderingMatch }
bitStringMatch MATCHING-RULE ::= {

SYNTAX BIT STRING

LDAP-SYNTAX bitString.é&id

LDAP-NAME {"bitStringMatch"}

D id-mr-bitStringMatch }
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octetStringMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

LDAP-SYNTAX octetString.&id

LDAP-NAME {"octetStringMatch"}

D id-mr-octetStringMatch }
octetStringOrderingMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

LDAP-SYNTAX octetString.&id

LDAP-NAME {"octetStringOrderingMatch"}

ID id-mr-octetStringOrderingMatch }
octetStringSubstringsMatch MATCHING-RULE ::= {

SYNTAX OctetSubstringAssertion

ID id-mr-octetStringSubstringsMatch }

stringAssertion ::= SEQUENCE OF CHOICE ({

initi [0] OCTET STRING,
any [1] OCTET STRING,
final [2] OCTET STRING,
} |- at most one initial and one final component
telephoneNumberMatch MATCHING-RULE ::= ({
SYNT TelephoneNumber
LDAP- TAX telephoneNr.&id

LDAP- {"telephoneNumberMatch"}

iDp id-mr-telephoneNumberMatch }
telephoneNumberSubstringsMatch MATCHING-RULE ::= {

SYNT SubstringAssertion

LDAP- TAX substringAssertion.é&id

LDAP- {"telephoneNumberSubstringsMatch"}

D id-mr-telephoneNumberSubstringsMateh }
presentationAddressMatch MATCHING-RULE ::= ({

SYNT PresentationAddress

iD id-mr-presentationAddressMatch }
uniqueM erMatch MATCHING-RULE ::= {

SYNT NameAndOptionalUID

LDAP- TAX nameAndOptionalUID. &id

LDAP- {"uniqueMemberMatch"}

ID id-mr-uniqueMeémberMatch }
protocollInformationMatch MATCHING-RULE ::= {

SYNTAX OCTET STRING

iD id-mr-protocolInformationMatch }
facsimilleNumberMatch® MATCHING-RULE ::= ({

SYNT TelephoneNumber

ID id-mr-facsimileNumberMatch }
facsimilleNumberSubstringsMatch MATCHING-RULE ::= {

SYNT. i rtion

ID id-mr-facsimileNumberSubstringsMatch }
uUIDPairMatch MATCHING-RULE ::= ({

SYNTAX UUIDPair

ID id-mr-uuidpairmatch }
uTCTimeMatch MATCHING-RULE ::= {

SYNTAX UTCTime

ID id-mr-uTCTimeMatch }
uTCTimeOrderingMatch MATCHING-RULE ::= ({

SYNTAX UTCTime

ID id-mr-uTCTimeOrderingMatch }
generalizedTimeMatch MATCHING-RULE ::= ({

SYNTAX GeneralizedTime
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-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
LDAP-SYNTAX generalizedTime. &id

LDAP-NAME {"generalizedTimeMatch"}

ID id-mr-generalizedTimeMatch }
generalizedTimeOrderingMatch MATCHING-RULE ::= {

SYNTAX GeneralizedTime

-- as per 46.3 b) or c) of Rec. ITU-T X.680 | ISO/IEC 8824-1
LDAP-SYNTAX generalizedTime.&id

LDAP-NAME {"generalizedTimeOrderingMatch"}
ID id-mr-generalizedTimeOrderingMatch }
systemProposedMatch MATCHING-RULE ::= ({

ID id-mr-systemProposedMatch }

integerFirstComponentMatch MATCHING-RULE ::= ({

SYNT. INTEGER

LDAP- TAX integer.é&id

LDAP- {"integerFirstComponentMatch"}

iD id-mr-integerFirstComponentMatch }
objectIdentifierFirstComponentMatch MATCHING-RULE ::= {

SYNT. OBJECT IDENTIFIER

LDAP- TAX oid.é&id

LDAP- {"objectIdentifierFirstComponentMatch"}

D id-mr-objectIdentifierFirstComponentMatch }
directoryStringFirstComponentMatch MATCHING-RULE ::= {

SYNT UnboundedDirectoryString
LDAP- TAX directoryString.é&id

LDAP- {"directoryStringFirstComponentMatch }
iD id-mr-directoryStringFirstComponentMatch }
wordMatdh MATCHING-RULE ::= {

SYNT UnboundedDirectoryString
LDAP?Hig;AX directoryString. &id
LDAP- {"wordMatch"}

ID id-mr-wordMatch }

keywor tch MATCHING-RULE ::= {
SYNT UnboundedDirectoryStting
LDAP- TAX directoryString:&id
LDAP- {"keywordMatch"}
D id-mr-keywordMatch }

generalWordMatch MATCHING-RULE ::= {
SYNT SubstringAssertion
D id-mt-generalWordMatch }

sequenceMatchType \ATTRIBUTE ::= {
WITH SYNTAX SequenceMatchType
SINGLE VALUE: TRUE
ID id-cat-sequenceMatchType } -- defaulting to sequenceExact

SequenceMatchType ::= ENUMERATED {
sequenceExact (0),
sequenceDeletion (1),
sequenceRestrictedDeletion (2),
sequencePermutation (3),
sequencePermutationAndDeletion (4),
sequenceProviderDefined (5),

}

wordMatchTypes ATTRIBUTE ::= {
WITH SYNTAX WordMatchTypes
SINGLE VALUE TRUE

D id-cat-wordMatchType } -- defaulting to wordExact
WordMatchTypes ::= ENUMERATED ({
wordExact (0),
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wordTruncated (1),
wordPhonetic (2),
wordProviderDefined (3),

}

characterMatchTypes ATTRIBUTE ::= {
WITH SYNTAX CharacterMatchTypes
SINGLE VALUE TRUE

D id-cat-characterMatchTypes }
CharacterMatchTypes ::= ENUMERATED ({
characterExact (0),
characterCaseIgnore (1),
characterMapped (2),
}
selectedContexts ATTRIBUTE ::= {

WITH SYNTAX ContextAssertion
ID id-cat-selectedContexts }

approximateStringMatch MATCHING-RULE
D id-mr-approximateStringMatch

-~

ignoreIffAbsentMatch MATCHING-RULE = {
iD id-mr-ignoreIfAbsentMatch }
nullMatcdh MATCHING-RULE

= {
id-mr-nullMatch }

ID
ZONAL- CHING ::=

MAPPING-BASED-MATCHING{ZonalSelect, TRUE, ZonalResult,
ZonalSelect = SEQUENCE OF AttributeType
ZonalResult ::= ENUMERATED {

cannoy-select-mapping (0),

zero-mappings (2),

multiple-mappings (3),

}

zonalMajch MATCHING-RULE ::= {

UNIQUE-MATCH-INDICATOR multipleMatchingLocalities
D id{mr-zonalMatch }

uriMatch] MATCHING-RULE ::="\{

SYNT. UTF8String
LDAP- TAX directoryString.é&id

zonalMatch. &id}

LDAP- {"uriMatch"}

ID id=mr-uriMatch }
dnsNameMatch MATCHING-RULE ::= {

SYNT DomainName

LDAP- TAX dnsString.é&id

LDAP- tch'"}

ID id-mr-dnsNameMatch }
intEmailMatch MATCHING-RULE ::= {

SYNTAX IntEmail

LDAP-SYNTAX dnsString.é&id

LDAP-NAME {"intEmailMatch"}

ID id-mr-intEmailMatch }
jidMatch MATCHING-RULE ::= ({

SYNTAX Jid

LDAP-SYNTAX dnsString.é&id
LDAP-NAME {"jidMatch"}
ID id-mr-jidMatch }

-- LDAP defined matching rules
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caseExactIA5Match MATCHING-RULE ::= ({

SYNTAX IA5String

LDAP-SYNTAX ia5String.é&id

LDAP-NAME {"caseExactIA5Match"}

D id-lmr-caseExactIA5Match }
caseIgnoreIAS5Match MATCHING-RULE ::= {

SYNTAX IA5String

LDAP-SYNTAX ia5String.é&id

LDAP-NAME {"caseIgnoreIA5Match"}

ID id-1lmr-caseIgnoreIA5Match }
caseIgnoreIA5SubstringsMatch MATCHING-RULE ::= {

SYNTAX SubstringAssertion

LDAP-SYNTAX substringAssertion.s&id

LDAP- {"caseIgnoreIA5SubstringsMatch"}

iDp id-lmr-caseIgnoreIAS5Match }
-- Syntaxes defined by this Directory Specification
utmCoords SYNTAX-NAME ::= {

LDAP-DESC "UTM Coordinates"

DIRECTIORY SYNTAX UtmCoordinates

iD id-asx-utmCoords }
uiiForm |[SYNTAX-NAME ::= {

LDAP-DESC "UII Format"

DIRECTIORY SYNTAX UiiFormat

ID id-asx-uiiForm }
epcForm |[SYNTAX-NAME ::= {

LDAP-DESC "EPC Format"

DIRECTIORY SYNTAX EpcFormat

D id-asx-epcForm }
countryString3c SYNTAX-NAME ::= {

LDAP-DESC "Country String 3 characters"

DIRECTIORY SYNTAX CountryCode3c

iD id-asx-countryString3c }
countryString3n SYNTAX-NAME ::= {

LDAP-DESC "Country String 3 numeric characters"

DIRECTIORY SYNTAX CountryCéde3n

D id-asx-countryString3n }
dnsStri SYNTAX-NAME :(:="{

LDAP-DESC "DNS Name String"

DIRECTIORY SYNTAX {DomainName

ID id-asx-dnsString }
intEmaillString \SYNTAX-NAME ::= ({

LDAP-DESC "Internationalized Email"

DIRECTIORY SYNTAX IntEmail

ID id-asx-intFmailString 1}
jidString SYNTAX-NAME ::= {

LDAP-DESC "Jabber identifier"

DIRECTORY SYNTAX Jid

D id-asx-jidString }

-- Syntaxes defined under the ldap-syntax OID arc

attributeTypeDescription SYNTAX-NAME ::= ({
LDAP-DESC "Attribute Type Description"
DIRECTORY SYNTAX AttributeTypeDescription
ID id-lsx-attributeTypeDescription }
bitString SYNTAX-NAME ::= {
LDAP-DESC "Bit String"

DIRECTORY SYNTAX BIT STRING

© ISO/IEC 2020 - All rights reserved

Rec. ITU-T X.520 (10/2019) 91


https://iecnorm.com/api/?name=c5c53414506e81ff8b1880ed2f743ee1

ISO/IEC 9594-6:2020 (E)

D id-1lsx-bitString }
boolean SYNTAX-NAME ::= ({

LDAP-DESC "Boolean"

DIRECTORY SYNTAX BOOLEAN

ID id-lsx-boolean }
countryString SYNTAX-NAME ::= {

LDAP-DESC "Country String"

DIRECTORY SYNTAX CountryName

ID id-1sx-countryString }
dn SYNTAX-NAME ::= {

LDAP-DESC "DN"

DIRECTORY SYNTAX DistinguishedName

ID id-1sx-dn }
deliveryMethod SYNTAX-NAME ::= {

LDAP-DESC "Delevery Method"

DIRECTIORY SYNTAX PreferredDeliveryMethod

iDp id-1lsx-deliveryMethod }
directonyString SYNTAX-NAME ::= {

LDAP-DESC "Directory String"

DIRECTIORY SYNTAX UnboundedDirectoryString

D id-1lsx-directoryString }
dITContentRuleDescription SYNTAX-NAME ::= ({

LDAP-DESC "DIT Content Rule Description"

DIRECTIORY SYNTAX DITContentRuleDescription

iD id-1sx-dITContentRuleDescription }
dITStrugtureRuleDescription SYNTAX-NAME ::= {

LDAP-DESC "DIT StructureRule Description"

DIRECTIORY SYNTAX DITStructureRuleDescription

D id-1sx-dITStructureRulebDescription }
enhancedGuide SYNTAX-NAME ::= {

LDAP-DESC "Enhanced Guide"

DIRECTIORY SYNTAX EnhancedGuide

ID id-1lsx-enhancedGuide }
facsimilleTelephoneNr SYNTAX-NAME ::= {

LDAP-DESC "Facsimile Telephone Number"

DIRECTIORY SYNTAX FacsimileTelephoneNumber

D id<lsx-facsimileTelephoneNr }
fax SYN -NAME : :=%{

LDAP-DESC "Fax"

DIRECTIORY SYNTAX NULL

ID id-1sx-fax }

generalilzegdTime SYNTAX-NAME ::= ({
LDAP—aESC_________LGeneralized_Iime"

DIRECTORY SYNTAX GeneralizedTime

iD id-lsx-generalizedTime }
guide SYNTAX-NAME ::= ({

LDAP-DESC "Guide"

DIRECTORY SYNTAX Guide

ID id-lsx-guide }
ia5String SYNTAX-NAME ::= ({

LDAP-DESC "IA5 String"

DIRECTORY SYNTAX TIA5String

ID id-1sx-ia5String }
integer SYNTAX-NAME ::= {

LDAP-DESC "INTEGER"

DIRECTORY SYNTAX INTEGER
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D id-1lsx-integer }
jpeg SYNTAX-NAME ::= ({

LDAP-DESC "JPEG"

DIRECTORY SYNTAX NULL

ID id-1sx-jpeg }
matchingRuleDescription SYNTAX-NAME ::= ({

LDAP-DESC "Matching Rule Description"

DIRECTORY SYNTAX MatchingRuleDescription

ID id-l1sx-matchingRuleDescription }
matchingRuleUseDescription SYNTAX-NAME ::= ({

LDAP-DESC "Matching Rule Use Description”

DIRECTORY SYNTAX MatchingRuleUseDescription

iD id-l1sx-matchingRuleUseDescription }
nameAndOptionalUID SYNTAX-NAME ::= {

LDAP-DESC "Name And Optional UID"

DIRECTIORY SYNTAX NameAndOptionalUID

iDp id-1lsx-nameAndOptionalUID }
nameFo escription SYNTAX-NAME ::= {

LDAP-DESC "Name Form Description"

DIRECTIORY SYNTAX NameFormDescription

iD id-lsx-nameFormDescription }
numericSltring SYNTAX-NAME ::= ({

LDAP-DESC "Numeric String"

DIRECTIORY SYNTAX NumericString

iD id-lsx-numericString }
objectCllassDescription SYNTAX-NAME ::= {

LDAP-DESC "Object Class Description"

DIRECTIORY SYNTAX ObjectClassDescription

D id-1lsx-objectClassDescxiption }
oid SYN -NAME ::= {

LDAP-DESC "OID"

DIRECTIORY SYNTAX OBJECT IDENTIFIER

ID id-1sx-o0id }
otherMaillbox SYNTAX-NAME : :=({

LDAP-DESC "Other Mailbox"

DIRECTIORY SYNTAX NULL

ID id<1sx-otherMailbox }
octetStrling SYNTAX-NAME ::= ({

LDAP-DESC "Octet String"

DIRECTIORY SYNTAX OCTET STRING

ID id-1sx-octetString }
postalAddr /[SYNTAX-NAME ::= ({

LDAP-DESC "Postal Address"

DIRECTORY SYNTAX PostalAddress

ID id-1lsx-postalAddr }
presentationAddr SYNTAX-NAME ::= {

LDAP-DESC "Presentation Address"

DIRECTORY SYNTAX PresentationAddress

D id-lsx-presentationAddr }
printableString SYNTAX-NAME ::= ({

LDAP-DESC "Printable String"

DIRECTORY SYNTAX PrintableString

ID id-1sx-printableString }
subtreeSpec SYNTAX-NAME ::= {

LDAP-DESC "SubtreeSpecification"

DIRECTORY SYNTAX SubtreeSpecification
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ID id-1sx-subtreeSpec }
telephoneNr SYNTAX-NAME ::= ({

LDAP-DESC "Telephone Number"

DIRECTORY SYNTAX TelephoneNumber

ID id-1sx-telephoneNr }
telexNr SYNTAX-NAME ::= {

LDAP-DESC "Telex Number"

DIRECTORY SYNTAX TelexNumber

ID id-lsx-telexNr }
utcTime SYNTAX-NAME ::= ({

LDAP-DESC "UTC Time"

DIRECTORY SYNTAX UTCTime

iD id-1lsx-utcTime }
ldapSynfaxDescription SYNTAX-NAME ::= ({

LDAP-DESC "LDAP Syntax Description"

DIRECTIORY SYNTAX NULL

iDp id-1lsx-ldapSyntaxDescription }
substringAssertion SYNTAX-NAME ::= ({

LDAP-DESC "Substring Assertion"

DIRECTIORY SYNTAX SubstringAssertion

iD id-1sx-substringAssertion }
-- Cont]:ts
languagelContext CONTEXT ::= ({

WITH SYNTAX LanguageContextSyntax

iD id-avc-language }
LanguageContextSyntax ::= PrintableString(SIZEx(2..3)) -- ISO 639-2 codes only

temporallContext CONTEXT ::= {
WITH TAX TimeSpecification
ASSERTEED AS TimeAssertion
D id-avc-temporal }
TimeSpedification ::= SEQUENCE {
time CHOICE ({
absdlute SEQUENCE {
stlartTime [0] GeneralizedTime OPTIONAL,
endTime [1] GeneralizedTime OPTIONAL,
. },
perilodic SET( SIZE (l1..MAX) OF Period},
notThilsTime BOOLEAN DEFAULT FALSE,
timeZone TimeZone OPTIONAL,
}
Period :|:= SEQUENCE {
timesQfDay, [0] SET SIZE (1..MAX) OF DayTimeBand OPTIONAL,
days [1] CHOICE {
intDay SET OF INTEGER,
bitDay BIT STRING {
sunday (0),
monday (1),
tuesday (2),

wednesday (3),
thursday (4),

friday (5),
saturday (6)},

dayOf XDayOf,

...} OPTIONAL,

weeks [2] CHOICE {

allWeeks NULL,

intWeek SET OF INTEGER,

bitWeek BIT STRING {
weekl (0),
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week2 (1),
week3 (2),
week4 (3),
week5 (4) 1},
} OPTIONAL,
months [3] CHOICE {
allMonths NULL,
intMonth SET OF INTEGER,
bitMonth BIT STRING {
january (0),
february (1),
march (2),
april (3),
may (4),
june (5),
july (6),
august (7),
september (8),
odtober (9),
november (10),
december (11)},
...} oprioNAL,
years [4] SET OF INTEGER(1000..MAX) OPTIONAL,
}
XDayOf :|:= CHOICE {
first [1] NamedDay,
second [2] NamedDay,
third [3] NamedDay,
fourthl [4] NamedDay,
fifth [5] NamedDay }
::= CHOICE {

dDays

dDays

ENUMERATED {
(1),
(2),
(3),
(4),
(5),
(6),
(M},
BIT STRING {
(0),
(1),
(2),
(3),
(4),
(5) 7
6} }

{«="SEQUENCE {

[0] DayTime DEFAULT {hour 0},
[1] DayTime DEFAULT {hour 23, minute 59,

second 59},

DayTime
hour
minute
second

}

TimeZone

TimeAsse
now
at

::= SEQUENCE {

[0]
[1]
[2]

INTEGER(0..23),
INTEGER(0..59) DEFAULT O,
INTEGER(0..59) DEFAULT O,

::= INTEGER(-12..12)

rtion

between

star
endT
enti

tTime
ime
rely

::= CHOICE {
NULL,
GeneralizedTime,
SEQUENCE {
[0] GeneralizedTime,
[1] GeneralizedTime OPTIONAL,
BOOLEAN DEFAULT FALSE,
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R
}
localeContext CONTEXT ::= {

WITH SYNTAX LocaleContextSyntax
ID id-avc-locale }

LocaleContextSyntax ::= CHOICE ({
localeIDl OBJECT IDENTIFIER,
localeID2 UnboundedDirectoryString,

}

ldapAttributeOptionContext CONTEXT ::= {
WITH SYNTAX AttributeOptionList
ASSERTED AS AttributeOptionList

id-avc-ldapAttributeOption }

OptionList ::= SEQUENCE OF UTF8String

-- id-af-objectClass OBJECT IDENTIFIER /= {id-at 0}
-- id-af-aliasedEntryName OBJECT IDENTIFIER .= {id-at 1}
-- id-af-encryptedAliasedEntryName OBJECT IDENTIFIER = {id-at 1 2}
id-at-knowledgeInformation OBJECT IDENTIFIER = {id-at 2}
id-at-commonName OBJECT IDENTIFIER ::= {id-at 3}
-- id-atf-encryptedCommonName OBJECT IDENTIFIER ::= {id-at 3 2}
id-at-surname OBJECT IDENTIFIER = {id-at 4}
-- id-af-encryptedSurname OBJECT\IDENTIFIER = {id-at 4 2}
id-at-serialNumber OBJECT  IDENTIFIER = {id-at 5}
-- id-af-encryptedSerialNumber OBJECT IDENTIFIER = {id-at 5 2}
id-at-countryName OBJECT IDENTIFIER = {id-at 6}
-- id-af-encryptedCountryName OBJECT IDENTIFIER = {id-at 6 2}
id-at-lgcalityName OBJECT IDENTIFIER = {id-at 7}
-- id-af-encryptedLocalityName OBJECT IDENTIFIER = {id-at 7 2}
id-at-cdllectiveLocalityName OBJECT IDENTIFIER ::= {id-at 7 1}
-- id-af-encryptedCollectivelocalityName OBJECT IDENTIFIER ::= {id-at 7 1 2}
id-at-stlateOrProvinceName OBJECT IDENTIFIER = {id-at 8}
-- id-af-encryptedStateOrProvinceName OBJECT IDENTIFIER ::= {id-at 8 2}
id-at-codllectiveStateOrProvinceName OBJECT IDENTIFIER ::= {id-at 8 1}

-- id-at

-encryptedCollectiveStateOrProvinceName
OBJECT IDENTIFIER ::

{id-at 8 1 2}

id-at-streetAddress OBJECT IDENTIFIER ::= {id-at 9}

-- id-af-encryptedStreetAddress OBJECT IDENTIFIER ::= {id-at 9 2}
id-at-codllectiveStreetAddress OBJECT IDENTIFIER = {id-at 9 1}
-- id-af-encryptedCollectiveStreetAddress OBJECT IDENTIFIER = {id-at 9 1 2}
id-at-organizationName OBJECT IDENTIFIER = {id-at 10}

-encryptedOrganizationName OBJECT IDENTIFIER
YectiveOrganizationName OBJECT IDENTIFIER

{id-at 10 2}
{id-at 10 1}

- id—a— pteqCo e eOrgani

- OBJECT IDENTIFIER ::= {id-at 10 1 2}
id-at-organizationalUnitName OBJECT IDENTIFIER ::= {id-at 11}

-- id-at-encryptedOrganizationalUnitName OBJECT IDENTIFIER ::= {id-at 11 2}
id-at-collectiveOrganizationalUnitName OBJECT IDENTIFIER ::= {id-at 11 1}
-- id-at-encryptedCollectiveOrganizationalUnitNam

- OBJECT IDENTIFIER ::= {id-at 11 1 2}
id-at-title OBJECT IDENTIFIER ::= {id-at 12}

-- id-at-encryptedTitle OBJECT IDENTIFIER ::= {id-at 12 2}
id-at-description OBJECT IDENTIFIER = {id-at 13}

-- id-at-encryptedDescription OBJECT IDENTIFIER = {id-at 13 2}
id-at-searchGuide OBJECT IDENTIFIER = {id-at 14}

-- id-at-encryptedSearchGuide OBJECT IDENTIFIER = {id-at 14 2}
id-at-businessCategory OBJECT IDENTIFIER = {id-at 15}

-- id-at-encryptedBusinessCategory OBJECT IDENTIFIER ::= {id-at 15 2}
id-at-postalAddress OBJECT IDENTIFIER ::= {id-at 16}

-- id-at-encryptedPostalAddress OBJECT IDENTIFIER = {id-at 16 2}
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id-at-collectivePostalAddress OBJECT IDENTIFIER = {id-at 16 1}
-- id-at-encryptedCollectivePostalAddress OBJECT IDENTIFIER = {id-at 16 1 2}
id-at-postalCode OBJECT IDENTIFIER = {id-at 17}
-- id-at-encryptedPostalCode OBJECT IDENTIFIER = {id-at 17 2}
id-at-collectivePostalCode OBJECT IDENTIFIER = {id-at 17 1}
-- id-at-encryptedCollectivePostalCode OBJECT IDENTIFIER = {id-at 17 1 2}
id-at-postOfficeBox OBJECT IDENTIFIER = {id-at 18}
id-at-collectivePostOfficeBox OBJECT IDENTIFIER = {id-at 18 1}
-- id-at-encryptedPostOfficeBox OBJECT IDENTIFIER = {id-at 18 2}
-- id-at-encryptedCollectivePostOfficeBox OBJECT IDENTIFIER = {id-at 18 1 2}
id-at-physicalDeliveryOfficeName OBJECT IDENTIFIER = {id-at 19}
id-at-collectivePhysicalDeliveryOfficeName

OBJECT IDENTIFIER ::= {id-at 19 1}
-- id-at-encryptedPhysicalDeliveryOfficeName
- OBJECT IDENTIFIER ::= {id-at 19 2}
-- id-af-encryptedCollectivePhysicalDeliveryOfficeName
- OBJECT IDENTIFIER ::= {id-at 19 1 2%
id-at-tellephoneNumber OBJECT IDENTIFIER = {id-at 20}
-- id-atf-encryptedTelephoneNumber OBJECT IDENTIFIER ::= {id-at 20,2}
id-at-cdllectiveTelephoneNumber OBJECT IDENTIFIER ::= {id-at 201}
-- id-af-encryptedCollectiveTelephoneNumber
-- OBJECT IDENTIFIER ::= {id-at,-20 1 2}
id-at-tellexNumber OBJECT IDENTIFIER = {id-at 21}
-- id-af-encryptedTelexNumber OBJECT IDENTIFIER = {id-at 21 2}
id-at-cdllectiveTelexNumber OBJECT IDENTIFIER ={id-at 21 1}
-- id-af-encryptedCollectiveTelexNumber OBJECT IDENTIFIER /= {id-at 21 1 2}
-- id-at-teletexTerminalldentifier OBJECT IDENTIFIER ;<= {id-at 22}
-- id-ay-encryptedTeletexTerminalIldentifier
- OBJECT IDENTIFIER ::= {id-at 22 2}
-- id-af-collectiveTeletexTerminalIdentifier
- OBJECT IDENTIFIER ::= {id-at 22 1}
-- id-af-encryptedCollectiveTeletexTerminalIdentifier
- OBJECT\IDENTIFIER ::= {id-at 22 1 2}
id-at-facsimileTelephoneNumber OBJECT  IDENTIFIER = {id-at 23}
-- id-af-encryptedFacsimileTelephoneNumber
-- OBJECT IDENTIFIER ::= {id-at 23 2}
id-at-collectiveFacsimileTelephoneNumbe¥; OBJECT IDENTIFIER = {id-at 23 1}
-- id-af-encryptedCollectiveFacsimileTelephoneNumber
- OBJECT IDENTIFIER ::= {id-at 23 1 2}
id-at-x121Address OBJECT IDENTIFIER = {id-at 24}
-- id-af-encryptedX121Address OBJECT IDENTIFIER ::= {id-at 24 2}
id-at-internationalISDNNumbex OBJECT IDENTIFIER ::= {id-at 25}
-- id-atf-encryptedInternationalISDNNumber OBJECT IDENTIFIER = {id-at 25 2}
id-at-collectiveInternationalISDNNumber OBJECT IDENTIFIER = {id-at 25 1}
-- id-af-encryptedCollectivelInternationalISDNNumber
- OBJECT IDENTIFIER ::= {id-at 25 1 2}
id-at-relgisteredAddress OBJECT IDENTIFIER = {id-at 26}
-- id-af-encryptedRegisteredAddress OBJECT IDENTIFIER ::= {id-at 26 2}
id-at-dejstinationIndicator OBJECT IDENTIFIER ::= {id-at 27}
-- id-af-encryptedDestinationIndicator OBJECT IDENTIFIER = {id-at 27 2}
id-at-preferredDeliveryMethod OBJECT IDENTIFIER = {id-at 28}
-- id-ay-encryptedPreferredDeliveryMethod OBJECT IDENTIFIER = {id-at 28 2}
id-at-p i ORJECT IDE = {id-
-- id-at-encryptedPresentationAddress OBJECT IDENTIFIER = {id-at 29 2}
id-at-supportedApplicationContext OBJECT IDENTIFIER = {id-at 30}
-- id-at-encryptedSupportedApplicationContext
-- OBJECT IDENTIFIER ::= {id-at 30 2}
id-at-member OBJECT IDENTIFIER = {id-at 31}
-- id-at-encryptedMember OBJECT IDENTIFIER = {id-at 31 2}
id-at-owner OBJECT IDENTIFIER = {id-at 32}
-- id-at-encryptedOwner OBJECT IDENTIFIER = {id-at 32 2}
id-at-roleOccupant OBJECT IDENTIFIER = {id-at 33}
-- id-at-encryptedRoleOccupant OBJECT IDENTIFIER = {id-at 33 2}
id-at-seeAlso OBJECT IDENTIFIER = {id-at 34}
-- id-at-encryptedSeeAlso OBJECT IDENTIFIER ::= {id-at 34 2}
-- id-at-userPassword OBJECT IDENTIFIER ::= {id-at 35} X.509|Part 8
-- id-at-encryptedUserPassword OBJECT IDENTIFIER = {id-at 35 2}
-- id-at-userCertificate OBJECT IDENTIFIER ::= {id-at 36} X.509|Part 8
-- id-at-encryptedUserCertificate OBJECT IDENTIFIER ::= {id-at 36 2}
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